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Advisor : Advisor {4 Security Nexus Fefi R i 1% - Fyse S RETRIARTS ‘%‘%Jr%ﬂ\wé)ﬂﬂ,\
TE 24 RIS S DL e A3 2 imfiids R > PR ES B @4 nURAE - W1F5ARE Advisor HYEFAE
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Sentinel SMEFEF ¢ Sentinel 7% 2 AR FLEIE SR S AR LIRERTSMEES « Rt ETHZ R g1HY
—EEAMERE S - T DAGE Sentinel HMEEZCUARNE T EHA S MERE FURIFRT - Sentinel SMNEFEA B &
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» ERITEEN
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9.2

HAt R E R R HIES

RS T A B2 MU SRR B R A - 5 U R S E L B G T B AU SR s 0
AU SRR E IR Sentinel AR SSEITEEFANIREE o AIFRA R L EEH A S5 E H B HTRFATE N -
SHSREE 116 6 T R HA RS E R ENIRES (%, (B 71H) -

FE 5y A aEs h 22 e 2 (H U SR S B A AR (L 2 IR B SS
¢ WERSNAE ¢ HAt R B 5w DO R m B B B A SRR TR S S8

Hz:

¢ HtEriz e MR EAMERIERRR © QRIUESEH BB SEAAORE > AT E R TE
B~ I LR E R R o

¢ FEFIREL © HANU SR EE 5 0] DA IR S B R U RS SR SUR B S PR IR B SR E
o PRECKEER} - EIIREBIN A S A SRR RIEERE (B4 > Syslog) /& —TA{EES -

BifaE : A A ER — 24 LS (RS EH R - EEER 40 L2 R A RSB S - Ak
FRF ELE 22 Sentinel {a]Ras -

P IR 2 | BT R

Ty DA B Y fel i e L8R8 25 (RS (42 > AR AR AN ARSI ERtE © S5 (A R 2R AR A
SRS ? M BRI - L HE S5 ((H BR 2 5 [ B B T B S o AR R BRI B el 5 S G LR A ] - ek
5[] Sentinel ZSTHIAE L ERIACREE A4 2 I8 R DU - 20722 4 H AR S [y
MBS > 5526 565 116 8 " 2R HAC RSB SRS [%, (£ 71 H).

ST © AOR TTE B — 5k 205 (G | % - (eI el BT | SRR
251 Sentinel (A2 -
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RO Z A > SRR IEE5E R FYILAF -
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RIS TH5 S IEAMER ) (5 BH), FEITINAREE -

SEAEI Sentinel 2245 » SAHELE AR BRI E RS A S - MASEATE - 2
BANSE C TRBRZENE | (45141 ) -

B AR - 351 Novell 2 Bt L BUS S5 -

HEREAEDIKISBIE T 7S TGRS | (51 E) ) FRYDTIEEE -

Fy3¥ Sentinel ZHERE R IEREIE » A SEOVERES M E] LR TREA 8 1P RLE - 250 (T E T
f > S MRS lechhosts B &7 |P RLEEATSTTT » BEZ P A hostname -f LIFEE 2
He A TR TEREREDTS -

[ PRSI R R (NTP) (5125 (LR -

1E RHEL Z0iE ¢ BHUSRE0E - S0 At E 0 R o LUBR 7 PostgreSQL 2ok -
SHMMAX S8 0B KN EVEE R 1073741824 -

EEFEEENSY  FE lecsysetl.cont REZETHIHIN TV |

# for Sentinel Postgresql
kernel . shmmax=1073741824

BTG -
O weE CRUHEGIEE L4 LA IPV6 » Z5ABUH IPV6 » ¥ BT HEHEAIRIE -
O Sentinel {EARESAITESE 24000 EE /DS SLES falfiRessk RHEL 6 (R 23H L E R 2Tt -
Sentinel WHEL %] RPM 1Y 64 i1 TTARA -

¢ bash

* bc

+ coreutils

* gettext

+ glibc

¢ grep

+ libgcc

¢ libstdc

* |sof

* net-tools

+ openss

+ python-libs

¢ sed

+ zlib


https://secure-www.novell.com/center/regadmin/jsps/home_app.jsp
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1 EHagr2eie

REEEIFEME Sentinel BFEZAHE I ANHRIE

5B IL1ET "RARLCSEEEE , (5565 )

B UL261 "ITABIRLEE, (F66H)

% 1L3HT TEITAERRZASS , (5568 H)

* 5511467 " LIJE root {44 Sentinel ; (5569 H)

o B 1L5HT T RELEHRE , (BB T0H)

¢ FL6HT " AEHAMAERRE T ERIRES %, (B T71H)

111 BT

o [install-sentinel --help € & <DL 15E1E -

*

*

*

pi ] (=l it

--location H % fEENRF Sentinel ZEAEIR H #% (/) ZHMIH#% -

-m, --manifest EE= 5 € B AV i E U AR (A TEERAY RS B
x) -

--no-configure FEEMEL TR S E E i

-n, --no-start P E N E LA BEHRRSE A% BB E T RLE) Sentinel -

-r, --recordunattended &4 fEETE R LG BT 2 ACFT Y 24, -

-u, --unattended & [EFE ERER IS LUKF Sentinel 2224577 fi \EERAY
EXCN

-h, --help BURTI{EZ4E Sentinel BHs FHAYEE -

-l, --log-file T et sk S S B ERE R -

--no-banner PR AR ERRUE, -

-q, --quiet BRI/ DEUE -

-v, --verbose LU ATAERE -
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11.2.1

ST EERHE
R AR A 2 AR -
o HI1L216 g
o F1L226 [ HITE

Sz
PREZE
TR PP BRAT T

1 ¢ Novell 49 H (http://download.novell.com/index.jsp) 2745 Sentinel Z-4E4E

B, (5566 H)
B, (£67H)

la £ " ZEAmZCHeHr, ML - BTG EEH S EM-Sentinel
1b %~ /=, -

lc #%#—F Sentinel 7.1 Evaluation fy ~ 7~&¢, I AITEsH -
1d $%—F TFIfETE o NMRIEER F AR -

le $#%—1 ' T#,  DHUSESEGRYZERAE -
FEFRCTTHRE N5 KRR 2 e 2K

tar zxvf <install filename>

i <install_filename> HUfX Ry 228 ZEHY B 4478 -

% 2 iR B e SRR Y H §%

cd <directory_name>

fEE MRS L% 4 Sentinel

./install-sentinel

B
WIERITAEERE Sentinel Z2EAE L 28 1 - AT DIERE SR TPk 28I - AT DUE R IR ZE A
L Z 4R LTI BB 2 - EREECRIGHI I - B EL TS ¢

./install-sentinel -r <response filename>

e E BN ENRE S 9508 - A& Enter -

HER BRI LIENE S BUR -

T ZEAS R DISTEEE AU E ALY -

A yesEy » REZAZME - Il H BB HEEE -

LHSNEEG I A SIS SR A 4B DURBE RIS e 4HRE A -

FEHER ISR » F5E 1 ]G TREAEAHAE -

LHEG BT AR P AT 90 Rl R AE S50 - ELFiE i mT e 8 AE 90 RVl HIA

(EFHSE RV EE SRIIBE » FES I B R BIGE 1R - (0] DAy DURE B Y S S AU P R
fE -

9 fHEEHAHEMA (admin) HYEH -
10 FEKHERR S °
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[HE 225 F A admin ~ dbauser K7 appuser o
Sentinel Z4E5ERK © HIEZ B@fEMRES o N A EHIT —RUERIBUAL - RIELEZ TR FT
ARG TR S SRR A RE R - S5 E R R B A FRES -
A EAFHL Sentinel Web 71 - S5E4 FURIEE 2545 E 751 URL
https://<IP_Address_Sentinel_server>:8443.

<IP_Address Sentinel_server> & Sentinel {2319 |P firkil-2¢ DNS 7% » 8443 2 Sentinel {5]AK 23y TE
PR

SHESS
WERAH E EHRE L Sentinel » R DR ERAEESG - stE A ERVEEREEEHN - UG AZ
BB T B S ([ HRR R E E
1 fi& Novell "4 H 2% Sentinel 27 2EHE -
la £ " ZAmZGHer, WAL - BT EEH S EM-Sentinel -
1b T 2, -
lc % Sentinel 7.1 Evaluation ffy /7t , fllhiytest -
1d $%—F TFIETE o NMRIEER F AR -
le $#%—1 ' T#,  DHUSESEGRYZERAE -
2 fEIEOTTIRE MR SRR R e et =R
tar zxvf <install filename>
i <install_filename> HU Ry 2 HEME ZEAVE 44T -
3 {EfRBAME 2 H kAR H kP e e TYIHE < LAZe 4 Sentinel

./install-sentinel

179
WERETRE R L E E AR Sentinel ZAAE S8 24 I > AT AERSZE TPaCHRZe S8 - fH] LA
(PSS LM 2o BB TR N 2 « A HRC ik R 25808 » SEfaE A M <

./install-sentinel -r <response_filename>
4 FEEE N ZENF AR S RS - AMETE Enter -
ERH BRI LIENE S EUR -
5 f7 NZEf&sE - DISEBEEHURE &L -
6 WA yesBly » PEZIMESLY I HAEE LI -
VSR G 2D SN AR E A LB - AR R e e SH AR -
7 157E 2 LI T Sentinel 5 EAHAE ©
8 A 1 DU FHTHEELHY 90 R\ I 0@
1Y
T A 2 DU A EHY Sentinel F2HE 26 -
9 FEEEHEMME (admin) HYEHS - W FERMER S -
10 fEEERHEMEHE (dbauser) HYZHS > 6 IR ETS -
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11.3

dbauser fift /=2 Sentinel FHIZKEAERE G EIHY 5 77 o AL LR E AR ZTS o] AR T & R T
F » EFETE TR EE A E T B T S B B -

11 fEEREREZUE A (appuser) HYEHS - I KRS

12 FErblm A FE SR SRS FEHE ST A B RS - S5 Sentinel ARFSHYEBERISIE -

13 SEFHBHR - S5EE 7 AGTHEE -

14 #A 1 - (ELINEERE RS -
5
WRETAEAIH P EUE LDAP HEk - 558 A 2 DIFIA] LDAP H $#Eag skigg (= -
THERE Ry 1 -

15 ZEEEZEFIPS 140-2 2080/ Sentinedl > 35 y -
15a f57E KeyStore EflEAVIESRIUEELS - M A ICHERD 21 -

WisE : BB RENEE D RCETITT - BENARS T/ ZIE FYISTEN © 85 - ASCH
/INEFAE - ASCH A FI5RE ~ ASCI JESE8T T LK gk ASCI F7T ©

& ASCI REFREES Tt st —E7ITesy - AIARYIAGTER -

15b EEE RS MRS S A KeyStore ERIELUETLE(E > 5517 y > AR TEESEE RN - 40
FHEE
15c fZIRAE " 19F T DL FIPS 140-2 f5i=(#(F Sentinel ; (25 103 H ) , 2EIMEE > 58/
FIPS 140-2 =040 AE o
Sentinel 2745520 HEEZ BUENEIARES - IR A E T —RMERIRUAIE » RIETEZAEE5E Bk A ik
TEH R A oy SIS T A BERLE) - SEE LAk I% BB A (AR ES
FEAFHL Sentinel Web 7 > S5EAE BRI 23R H5E %1 URL :
https://<IP_Address_Sentinel _server>:8443.

<IP_Address Sentinel_server> & Sentinel {2319 |P firkil-2¢ DNS 47 - 8443 2 Sentinel {a]AK 23y TE
PR

J e R o L
B TRE R AL as
R TR T B 2 5 [ Sentinel (IS » BFBAZCAE o A SRR (AT - TEILIER T » 16

AT DE B BRI S L 28 MR HAM EIAR 28 EBTECSRAVIESE « AT DUAER P4 AR ER
B TE4HBEZ24E Sentinel IS0 8% 224528 -

EEPTHRZE  BERCERESHECHRAEET - MFRETEERE RS - F2HEE
11.2.1 6 "REREEAE | (5566 B ) BEE 112261 THETEE, (F67TH) -

EEAE FIPS 140-2 Rz R A Sentinel > SEHEE [MEIEZ B & T YIS

+ ENABLE_FIPS MODE
+ NSS DB_PASSWORD

B TR ZAEE > PR ¢
1 f¢ Novell NE4EEH Tk ZA3EEE -
2 DL root 5438 AN HZ4E Sentinel BY{E]ARES

68 NetlQ Sentinel 7.1 25140 BEFE RS



114

3

4

5

fEE AR - DA tar fEZE R 4R -

tar -zxvf <install filename>

i <install_filename> HUf Ry 22 HEME ZERT B IR 447 -
fEE YIRS DIMERFE R T 2% Sentinel
./install-sentinel -u <response_file>

ZERE I A E R B R T A E BT 2 -

EIRIERE FIPS 140-2 81, » $%087F "45 192 T 1L FIPS 140-2 fH#5(F Sentinel ; (45 103 &
)y FEEEINIERS > 5ERL FIPS 140-2 FHCAHRE -

Sentinel Z24E5gRK > HIE BB ERES - B ARG T —RIERIBUA(E - RILEZAE5E I AT A R
TEER RSy RIS A RERLED - SR E R L AE R S A A s -

PAIFE root {f &228E Sentinel

AR AHGAT A FLFTILA root B 7330 T Sentinel AY5E8E% 4 - SRAE LA I HY S 720 %E Sentinel -
TERCEIRZEBE S T - 2 E2D BRIE DA root (E I HY 5 0T » REZIEREZELA root (5 A EEN LAY
L FH B AR A A 22 Sentinel » fz{& > root [ & & el SE -

1
2

7

£ Novell kg8 H ML g% -
FEFECTTIRE MHES > DU tar RE 2 e
tar -zxvf <install filename>
i <install_filename> HUfC R 28 KAV E IR A4 -
DA root 538 AFE L root 437745 Sentinel HY{EIARES
ATEELL TS ¢
./bin/root_install_prepare
L) root HE[RSENTT 2 5B B G RBURHIZK - AR ATESEEIE root i I Sentinel 2 4E1E 7 TR (ir
B SRS T HEE -location BE1E - filYl
./bin/root_install prepare --location=/foo
{83I% 28 ~-location JETHHY foo {E & IIAE H SREEICHIATIAT -
AL E L novell BE4HER novell (A1 (MR EFMAFE) °
PRZIECHEE -
B fTRRAE S
FEELTES - DI Ryl r Y7 root novell i1  novell
su novell
(M) T B2
7a FERELL TS ¢
./install-sentinel
E R Sentinel ZAAEIETHELALE > SHETE < PIEE -location BEIH - fil41
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./install-sentinel --location=/foo
7b EEHITUER 9 -
8 (fRF=) E TR
8a FHIEELLMES ¢
./install-sentinel -u <response file>
SRR G A A [ FEAR 2R T A B U T 28 -
8b (TR 12 -
9 FEEZ R EEEAEE = WS -
(EFE RS LIE LUEHRTE SRR -
10 BAHE[ERARNE > WA yes B0y - BEZIHE > NGRS -
LG ZETE RPM EH5E o f 2 BEnTgEfR BBV 58 K
11 Z&EionEfsE 2 EmA -

¢ EIEREEETIREER
8 FI B 10 -
s EECRRESUETEEAR  SFEERT TR T TRUPER 14 B5 112260 T G512
(H67TH) -
12 Dlroot fERES D EA > MAEE NS LASERZEE |

REESRT T 112161 THEELE ) (566 H ) THYDER

A}
T

G

./bin/root_install_finish
Sentinel 245585k » HEEZ BUENEIARES I A E T —MERIRUAIE - RIETEZA8E5E & Fir
AR AN TR 5 o IR R A RERLE) - sSSP LEEERIR B AfEIRES -

FEAFHL Sentinel Web 7 » S5EAE EUBIE 23R H5E %1 URL :

https://<IP_Address_Sentinel_server>:8443.

<IP_Address Sentinel_server> &2 Sentinel {a]f 2519 IP firtik 8% DNS 447 » 8443 2 Sentinel (][l 2519 THEE
HPHE o

115 FEZERENERE

1E2245 Sentinel 7 1% » ISR AEEG A A - S EIEE U TS SRV ERER > 712
BT configure.sh F2FFAE SR NMIPAME X © 4 IEFPAELAE /opt/novell/sentinel/setup &t Ae
1 {Ef5S1THRHEE TFI55 LLEYT configure.sh F2 /7 AE -
./configure.sh
2 FE7E 1 AT Sentinel fEEAHAR 5 $57E 2 FIRATT Sentinel 5 E4HAE -
3 T ZEASSR - DISREE AU E SR -
4 T A yesEy » BEZIMESL) A H UL HEERE -
LRSS 2P D SRS R Ak A\ 235 -
5 i A 1 DA A TERERY 90 KU IR iS58
1Y
A 2 DU AJEE Y Sentinel #7FE 24 -
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6 JUERE R admin B A (I H B 1T -

o MPEUETREIG IS - A 1 R T T -

o WEAVEEEEIRANTEE - B0 A 2R R - R T
7 R ARE dbeuser ZORER( AT -

o MPEEUETR IS - A 1 AT 8 -

o MEGEEETIAEE - B A 2SR W - HERERETIRS
doauser 542 Sentinel FIACSHZERIE BN 5 - (OAE DL ARHH AL RS T L ACEAT ZERIEAETE T
F - EEAE T SR S B T R R T -

8 U TREY appuser BRI HBUA MBS -
o MPREUETREI AT - A 1 T 9 -
o MEAVEEEEIRANTEE - H0A 2R R - EERREETIR -
O B AT T SRTE RH AT A BERY - B Sentinel I B MBHEISE -
10 BB - HISE TASTRRIEE -
11 $A L - B AR I -

i
WIRSEEAEAGIR P EE LDAP Hitk > 5 A 2 LUFIA LDAP H grBgse ARG E & -
THEER L.

116 ZHEHAMKEFEE RAFEEL (%

Sentinel THES 2 AL B 288 HE BNIRAES [ 22 - HUAVERIRIN E - AT RE R Homt U e 8a B B B IR
5% - AR A R e E L A RIRE S AR RS - S 2RI 016 T HAUURSE R
FUESS, (25 62 H ) MIZE 9.2 6 " HfnRHES [y ERE , (5562 H) -

EHE A FR 2 R At SR as B B B RS [ - B e e B R B SRR i S [
AFHAE B2 Sentinel {a]fiREstHEIAY £ £ -

© FIL6LE EMEERE, (FTLH)
¢ F11626 "R HAMESEH BNRIES %, (£ 72H)
o 116361 "R ERS EE SRS A E EEAE, (B T3H)

116.1  ZEEHFE
TEBRETAE 7 Al - SARESRASTISER I TAF -
O WPEER R &SR - TR - HEBB 55 THARMTR, (FBHE) -
O (ARSI (NTP) 125 (LR -

O ursEes/E s B FR AR HL %8 Sentinel (EIf 25 HAVEUE BERBEEER (61616) - (EBHIAZCEEESS
EHEEZAHT > B SIS R AT AR 3% 125 A A R R T AR
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11.6.2

ZRHM S B SN AL (2

1

a h~ W N

10

11
12
13

14
15
16

FESEHRIEE 25 TP 572 151 URL DUBE) Sentinel Web 7]

https://<IP_Address_Sentinel server>:8443.
<IP_Address_Sentinel_server> & Sentinel {g]i#317 IP fizfik5¢ DNS £47 - 8443 /2 Sentinel {alfk23HY
THEC PR ©

{5 FIAE Sentinel {alfkas 2 S HARTE E HIE FH & L IEEE A -
—TLTEYITH) "T#, -

H—TW RSN EEBRE TN | FEZ R -

BT T DS A B EREE -

fEE MRS AR B M R 2 -

tar zxvf <install filename>

i <install_filename>> HUH By 22 8 Y BRI 25 -

¥ E AR BT AW H 3%

fEE MRS Dl el deas BB B sl 5 [ ¢

I ESRERE -

./install-cm
SRS |2

./install-ce

TR R St v FIRC IR RS R ARk 22 [ - ORI FECiERe/ DI L5 GB » BIFfE e HEhd b2

+
Fan g

faE N L EEEREE = IR0 -

B EGg LIENE S BUR -

T ZEASERE - DT REEAURE A4 -

WA yesEly » BEZIMESLY) A H UL -
GESVEREGIE T8 2 R P~ IR E AL AR A -

FEHIRFERIE - 508 1 [ BT TREBEAHAE -

i A TV AR EI R as B AL TR B 224 Sentinel 7 1 ERHY IP firdl: -

FaE W e e B B B 2 5 | A (5 FH = S A 25 S -

{8 F & AR R S (574 Sentinel (A28 /<install_dir>/etc/opt/novell/sentinel/config/
activemausers.properties fE 2 91 o

FORE - kAR E -

i A yes 5 y DABIA Sentinel By FIPS 140-2 155X, » G 4248 (T H FIPS 4H7E -
AR B ZEE - HRFERUR L -
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11.6.3  FrigUEss B RO ES (BN B EERE

Sentinel 5% R i U e s B T B ORIRR 5 [ 2RV THEC (E & 4418  ZRMM - ASRIGZEEE T 2 (e
Wetsey BB A 0 H AR AN LA - Ale] DU (E =
1 DLEFA Sentinel Z 3t ZEFHUEIRAY(E & 573 8 A fdllkes
2 BHEXL activemagroups.properties f& Z& o
ZREZEALFY I<ingtall_dir>/etc/opt/novell/sentinegl/configl H %5 -
3 MOALLGESRSTFRE T (& 208 > 40 NFR
I EREHRE - EREREHEEEEIIARERZE - fI4 -
cm=collectormanager,cmuserl,cmuser?, ...
SRS |2 - EEHEEINARERE - fl40
admins=system,correlationengine,ceuserl,ceuser?,...
4 EEFARERIPAZAEE -
5 BHEXL activemqusers.properties f&ZE o
ZREZEALFY I<ingtall_dir>/etc/opt/novell/sentingl/configl H %5 -
6 SHAEAPER 3 R HYE BRI A -
G ] LU EATRER & - B4
st EHE AR ¢

system=c7f34372ecd20d831cceb29e754e5acH
collectormanager=1c5lae56
cmuserl=1b51de55

cmuser2=la5Ice57

STHIBEES [BERE -

system=c7f34372ecd20d831cceb29e754e5ac9
correlationengine=68790d7a
ceuser1=69700c6d
ceuser2=70701b5¢c

7 EEINMERAPAZAE R -

8 EEHTRIE) Sentinel {affzzs -
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12.1

1211

Sentinel ZEE/E LI SUSE Studio LB A E YL BT ] FHIEG S E < B TRAEESS & 158 (LAY SUSE Linux
Enterprise Server (SLES) 11 SP 2 {E 3£ .45/ Sentinel #ggR &= RS - vlE A NE

[EH R (L S BT A Y O & 488 - R] DURFIRS S B 2 S I A B BRI o -
o F12167 T8 VMware 5% | (B 75 H)
o 1220 928 Xen SE | (7T H)
o 1236 T ISOET, (F80H)
o 1246 TIEIEBIGIIMES (5 82H)
* 1256 I WebYaST {5 FFIBEhfEIRES . (855 )

s VMware 8

AREIFRHE VMware ESX (ke 2745 Sentinel ~ U SR a8E 3 B AR S [ZEAVHRBI A -
o 121165 T2
o 121265 T

e ZH1213F5 ©

Sentinel | (£ 75 H)

HAtr i e B B MR ES (%, (576 H)
#EVMware Tools | (28 77 H )

WO
e

i

225& Sentinel
1£ VMware ESX falfzss F2245 Sentinel fyPEEA0T -
1 & Novell N#4E0s T & VMware [ FHASE 22 4EAE -
VMware 25 B [FHERE ZERRE 20 E& 7 vmx o 40 sentinel_server_7.1.0.0.x86_64.vmx.tar.gz
2 LR[S E B ESX BREEE -
3 LA Administrator 5738 AL HEHEE R (E e
4 $5ETHHES » DIEZ24E VM Converter Y 25 b il BR4E BR AR B A B 242
tar zxvf <install file>

i <install_file> HUX BB FRAE 4T -

5 HH VMware 2605 A 2 ESX (alflkds » 55 VMware Converter » 2% B IR2A 8 &1 -

AR HETT

A ESX falflRzstkas -

IR A VMware 5205 » 2N&IE—T T FIRCE ) IR -
BHGEREBNEES - NREE—T T -

EHGERICE - WRE—T T, -

© o N O
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76

10 RN~ T SUSE Linux Enterprise Server (SLES) 11 SP2 8RS F7ES4Y | »
11 B " NetlQ Sentinel i HEAMESGLY ) -
12 15 " B ) B T AT ) BRI E TR RO o IEE N S
TEE RS ) B
13 #—T =%, - EifFEEATEAERE -
14 FE¥IT MY E A —(EP 8
» HF{HF EHATMEM EGEE » A T HPRAHRE 1 HIAIR R A AR o PR
i
» BESHMENOEGEOE - BN (T TR - B T -
WL B o] (R 7 4 A et
15 HERFMMIEE - Bt T -
BT 7 (% NTPAHAR - BB S17HHY YaST -« f&H] DA(EH] WebYast 58
ELEHY - A2 NTPAHAE -
WIRZEEZ 1% » 2 A LRIEREBURER » 5507 NYIHE S 2K EMRE) NTP

a

rentp restart
16 ELIE root #H5 » A& — T T, .
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extra = "console=hvcO xencons=tty"

6 f&ri <filename>.xenconfig i 2 1% » f57E NHIFES > ZKETL VM
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+ perl-PIRPC
+ apache2-mod_perl
+ apache2-utils
+ apache2
+ perl-DBD-mysql
¢ LS SMT Wa%E SMT falfkes - MFBFFAMERN > 5526 (SMT 2ff) FEyLUT /N -
¢ SMT 224
¢ SMT falfilzes4HRg
¢ (HEH] SMT T8GR B2 2 SR GE
» TEEEE RS B4 woet A FHRE -

84 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS


http://support.novell.com/phone.html?sourceidint=suplnav4_phonesup
http://www.novell.com/documentation/smt11/

12.5

BUESE

YZE(HEH SMT R EEEE IR & » 55260 SUSE Linux Enterprise 11 /1y Subscription Management Tool

(SMT) —3Z »

EEBAEEREERS > FRT IIHES

smt-repos -e Sentinel-Server-7.0-Updates sle-11-x86_64

smt-repos -e Sentinel-Collector-Manager-7.0-Updates sle-11-x86_64

smt-repos -e Sentinel-Correlation-Engine-7.0-Updates sle-11-x86_64

FHEEE

WA HECERFAEN - SH2E5E 2136 B SMT FHdeE ) (F118H) -

(] WebYaST & (EFIE @ eIk 23

AT LA Web oM R BB FIE 1 Sentinel {a]fRES - 40 F AR
1 & A Sentinel #£8 -
2 F—& THE HKEE) WebYasT -
3 #—1~ A& -
4 FHFF L Sentinel (Elfkss » 551 —T AL -
5 EZRE) Sentinel {alfkes - FHiL— T~ THE) -


https://www.suse.com/documentation/smt11/
https://www.suse.com/documentation/smt11/

86 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS



1 3 LHSERY MW SR e N B i as

13.1

13.2

{RTHEYS > & v ie Sentinel EH = —{ﬁﬁﬁﬁﬁﬁ/ﬁﬁﬂﬁ%?aﬁ%ﬂ e o 5 BT Sentinel T2 1%
SATHURTCER SN RS - SBER LT S EIT AV E

o SEA31ET TSRS (FE8TH)
* 13267 AL (BB 8TH)

TR

L ERRH A ERATT

1 fi¢ Sentinel 4MEEEE SR AEIS T RUFT AU HES -

2 ;‘/\ Sentinel Web 111 > EHALE A https.//<IP address>:8443 (8443 & Sentinel {GIAR 28 HY THES IR
) °

3 T LRSI (R, - FEEE—T EFE -

4 35— TEBEEAI L DIRE) Sentinel L -

5 (L LRSI HERFER, > TARHEH, s —T (TA, > TASER, -

6 HIEEAIENESEE 1 o TSR B s -

7 MERIGIET BB T (2

I RS o S Sentinel SNV R4S R KR SRS 1 -

ST

LS PRI BRI T

1 7 Sentinel ¥MEFE (ARG T EATZEHY S -
2 & A Sentingl Web /M » HALE B https.//<IP address>:8443 (8443 12 Sentinel (&R S8 FE i e
) o
H—TTERIIRE EHFER ) » HE—T e -
fo—T THEEEES 0, DARE) Sentinel $ZE5] L o
TETEYFER T FHAEFRERE , > THlFeR, » & —T LA, > "B ASME= -
BB AT AP B 1 o T Ay i%éa%ff EoEER T
BIERIERAVIER - BEEH—T

~N o 0o~ W

EEROE S 0 526 Sentinel SMNEME A IE Ry B EE ER Y S

AN SRS 87


http://support.novell.com/products/sentinel/secure/sentinelplugins.html
http://support.novell.com/products/sentinel/secure/sentinelplugins.html

88 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS



B

2= H+
o

o

TERRT DU Herh — I AR H R 2 S A )
+ B Sentinel hfAS -
letc/init.d/sentinel version
+ B Sentinel RBsE A IEHHEAF
/etc/init.d/sentinel status
* BiE Web [R5 2 & IEH E(F -
netstat -an lgrep 'LISTEN' l|grep <H77PS port_number>
THRCEHIR SRS [y 8443 -
* TFH{ Sentinel Web 7N
1. BRI H 2R
2. $5E Sentinel Web /-TEHY URL :
https://<IP_Address/DNS_Sentinel server:8443>

IP_Address/DNS_Sentinel_server /& Sentinel (el Z517 IP {iz4i:5 DNS £47 » 8443 j2 Sentinel
(AR BS A THE AR
3. FEZAHMIE A EH B A RERETEE A » THa(E &1 £ admin -

Bang 2 89

il
Kt
i



90 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS



1 5 Sentinel H§%4E

KPR - Sentinel HERALH FAILE
o BERIFEZENLF Ivarlopt/novell/sentinel/data B /var/opt/novell/sentinel/3rdparty H §% °
s AT TREELS AR MY H SR -
+ /opt/novell/sentinel/bin
+ /opt/novell/sentinel/setup
+ /opt/novell/sentinel/3rdparty
* ECERFEZENIFY Ivarlopt/novell/sentingl/log H §
* ZHEEFEZENT A /etc/opt/novell/senting H $% 5
+ 12F¢ ID (PID) #8201~ Ivarlrun/sentinel/server.pid H§%H -
B B RE(E ] PID A1 Sentinel {EIARESHISCAAER? » DU B ESEX IR -

Sentinel H§#45H 91



92 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS



IV S E Sentinel Fy4HRE

AREfHR AL E Sentinel (VAR REAITT B AT FHAMEFE X AAERI AR -
¢ F16F EERR, (5595H)
o E17E TREITHIAAMER ) (F9H)
¢ 918% {EHIA Sentinel Ze4Erh I FIPS140-2 st | (45 101 &)
s 5 19% ' DIFIPS140-2 {#5(F Sentinel , (%5 103 H)

7 Sentinel fY4HAE 93



94 NetlQ Sentinel 7.1 ZZ3EB14HREFS RS



16

16.1

R E R ]

FEFRE Sentinel AUREEIRZ P rp RIERIBASENY B o SIAWE © FERRIEIRRRAGR - EHRER T
SBRIVEER - AREHR AR Sentinel tp(IBRERE - 410{ol 5 ] L R AR AT A, -

o 16167 IR Sentinel HEHERT | (5595 E)

o 516260 "1F Sentinel tPEEEIT , (F 97T H)

¢ F 1636 TRHEIFE, ($I7TH)

BEfE Sentinel HREJHSRY

Sentinel By 3t A4t - AR B ERRRHY S (AR AR - 1D - 2T E G R — SRS
FRETIERE © By T SMIEREAYRDL - Sentinel F2FAERREE B 2 Al - SRR ERTDES R LA R SC (&I
FPRRFIHTEREA -

THE A =(ERF R
o EMEE D EEFTAONSIE - s MESHTE SRR -
* Sentinel /PR : Sentinel UTEREEEERIHIIGRH » ook HUES B B A48 -

¢ BIREHEMRE - RERABRER - B i e SRR > 1 H TR E A ER

Sentinel #2FrisfE] - B > & ACE AL KL ERI -
T EERA Sentinel ZERCETH HARAY T2 |

AR R ]

95



B 16-1 Sentinel /#/Z]

ol
\
THERE
1 s
BHHSIEGR \I '
%&JE?%’I&%EE’E# T N I
a:
« IDS
. BHAE (4
. (EERIE P
- B . E.‘.“ {H | (=
* Web = S
2 ETE
i lrskss
o KREUEE o e
° Bﬁ% v
EFHEER
ZetEE !
k L

/

Sentinel IRk @

RE5 1%

1 (RTEEE - ZSRGHRFERHRETRE Ky Sentinel F2/ 7] - i - BARAY T USRS (i falae BB
FHREARE (007 - mHASE) - & AU IEMREEERE - T HEABICERSEMESINT - &2
HFER R T EEBAARIRR § o WSS PR SR f S Ryl e SR

2. E R E BN AR B S ] B e R g R 22 (SRR 1E 5 NI - I
EBRECHR 5 oy Ll VR G X R ERSEHEHEABFEET - RHEEED
P 5 738 Ll ELURUINGY 24 / NV e HBRAE B T - EA G HIREZ BRI EER T - &
LT TR E LA SR R S SR A

3. BFELL 0 MMEIIEHER - SEREE S [N A AR EE - (R ECFIFR L E Rk estr 307D - Bl
S [ EE A R -

4. WIRFFRHE YRS R A MR 5 778 - Sentinel & ELRERF RIS EIEEET - Bga#
BRI ~ TEMRNEL IR £41 -
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16.2

16.3

1F Sentinel % B

S | P LA TS B S TS PR IR G OBV o O R e A R

2 o Rl A L TR R G H e R rh L A o e Sentinel — XA -

(TS -

o TEMUEEETE R FRE NTP  SERUN RIS AR E B Y SR TH (SRR
B+ Sentinel i3 2 MU RIS TSRO -

o B CACRE T B SRR BRI, - Sentinel T EkR B AT
TSI -

EEACBIAOR E R I

1 BAEAATRETE -
HITEHEAIZN - 25 (NetlQ Sentinel 7.1 EAE#57) thif) © T FHUBMAACHE , | -

2 DB B TEETEI RN B AR « B 4 -

3 USROS A, RIIBRIEHT AR, B -

4 T T R -

R

557 B BRI o i B L A & A T AF © B0 - VSR oRR rT BB A S BN T - e esEEE
BALAES—(ElFE - &Iy Sentinel {ElfiRes ALESS—(EFFE S - ifita i &Ry H iR A H A
RFlEE T - &AL B YCEREIRFE 5 8 5T 2 Hes TR @ HY S A (L0FTH Syslog 2l )

I > (BRI T2 TR TR - Sentinel AYSHMEAESRICHE (S5 R i & i 2 XRIRF ] - BRI

PRI B HARALAE AR E] SO Febk i 2 ARAY SR bR -

—RRAGER - SRR S R R ECHY T AR o3 Ry =R

¢ EfPCREE UTC BE - P - FrAaFEAERT Windows SE(FEL ks S F— s UTC ] -

¢ SEOAR S AR o (B R EER G T I BRI o G0 - ETEE R RS b
RFC3339 Hy S/ F ST G I ARFEE LA Ry ffs + HAAORAI & e 4V 1D (40 Americas/
New York) siffarIEFIE ID (41 EST) » HAEZERIFT A EERNER - SRS -

¢ SRS AR o (ERIDARE - REE - &L EHY Sysog & VB -

RS EES > G DETR S AR AR UTC IRl (P [E20 b amaR fp g IEAE G A
) DRIIBL T DAREE 5 e S R Bt SR P Y EL A SR AR R © AR RE B B HIET = (3 A RF R A
HuFFE] - AHERYEE - Sentinel FeTE P AESEACREE A T gRiH BT ACRETERS - DA Ty T A E
TE SRR - DU S E M E R - BIHERAA Ee R ) B B AvEt
B BRGEREBER "EREESE ) BE o I HARGTESE TEREENE ) M (0 TE
FAFE/ N ) o BRI —RLUAH I R -

HIPSE RG> AR G RN I 1D Sifmis - FR T a] DU HURy UTC DRSS E (L UTC
P (GEFFAE T ek ST ) ) 2510 > BREst R AR B EEE , WL o ([EL0REE AR
[RFlE 1D - A REE iR e e -

FoTEIEHER AT R EACRNVEH B T HROE F AR & > Sentinel A A8 AR TR UTC HFf -
AORSEARRE H SmiE S (AR B B A B AR BB E IR RS - T SR rrief, (&R
"SRR ) TREE RS o JEAN > TBIEENRIE ) FORHRRRIMRIAL I AT RE SR SRR -

ROERER 97



—RER > TR IR (40 Microsoft Windows) FYYEE 5 e AIE S F AR B R I RRECHY T
7 > NELARREREEEREE - PRIEIERIE ST AR e e e DUA IR ] Ry A8 H — AR IRF T Ekac T i Bl
AEE AR E R B T AT SRR TR e & G R GETE B AR ARl -

W SRS AU SR ey B T B B B e B BT 2 B AR 2 B Y2 SRR ) A T SRR
A ) B UTC B - B AR BRI Tf'ﬁﬁﬁzﬁﬂmu SOE Ry At IR - Ep AR U
7 - EHENG RS EH R X2 Sentind Elfikss - HEFEESMEET - ESEH BN
Sentinel (sl FTERVIT A GBS (EI2 s FRVERL o ZRME I EaE H R E s T e B0
[RF > FHIS 280G (R 4 FUBIEE 257 UTC BRI R A is ] > (AR AT S0 25046 F P Itir
%_U\ﬁiﬂjﬂﬂii%ﬁ WRERAEEEEEAAARETE - MfIpEEh " BEERE ) B A0S
A -
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17

17.1

17.2

s E LB AT RS NEEZ

{RTe% > Sentinel EEMHT 2 (EIMERE - AEFRHFEAAIRRIETLHI A] IS METE A AR AR -

o FITLE TRERAHEEE, (F9H)
o HAT.26 THEUESS « S - Integrator AIEHE | (4599 E )

sOE R T REN

Sentinel FEH A EBIL BT HAYANE > AIDIRFEEHISTE TR K o BEERER 32K B TS 256
Sentinel 1 /LA TTZEEER 1SO 27000 ZSNHIEATTZEEN » WFRFAER - 5525 (NetlQ Sentinel
7.1 EAGRT) TRy T ERBATTEES S

R R B A N S s S A RS TR R A AR A - 3 ERF AR R — (5L - AT R EE

TR 20 A A RBP4 P Sentinel Web 4 25 DUE B 2
BUELEEHIE -

AR AT ZEHRE TR DAESE R Sentinel ST % THETTHE(E - SERT AE A5 RE Y IESN
SRR o PEREHARE Fr rTTAMEUR A TS BRI - BRI SR T A AR A TT BT I
SEAPERITA—EE o BLRR R PRV T & RS RS LIFEMEE ek - B2 T ARIB LB E Rl A IE 4R
RET—H0 5y > PR AR E IR TE 5 -

] DABE IR AT 2B B TR IR © AIFRET RO AR AN - 5528 (NetlQ
Sentingl 7.1 &/ E757) THY LA REMESTIEEMN ) -

SEUES - IR - Integrator FIBIfE

TR HCELHT AT FHAMEZ AR AR - 5526 Sentinel SMEE 40k BV E S MRS -

SOEILRIAAMERER 99


http://support.novell.com/products/sentinel/secure/sentinelplugins.html

100 NetlQ Sentinel 7.1 275 BA4H REFE S



18 1£I84 Sentinel Zz8EdhERF FIPS 140-2 £
=z

18.1

18.2

AREESEHEAFIRA Sentinel 2285 P B FIPS 140-2 S5 FHRBAEEN -

BHEE © it T Sentinel 12245 1E foptnovell/sentinel [F15% « 454 VLA novell (6 FI 1.5 53 80T -

o H1B1EH R Sentinel [EIREE FIPS 140-2 st (T , (45 101 E )
o H18.20 TR ERIE S S RIS [ 4 Y FIPS 1402 6t | (45 101 )

A Sentinel {ElflgsE FIPS 140-2 = dsgifT

FELRLH Sentinel (a1l 251E FIPS 140-2 fE5(H (T
1 & A Sentinel falfk 25 -
2 PR novell {5 A3 (sunovell) »
3 ZE % Sentinel bin H§% -
4 F{T convert_to_fips.sh 2 g Il B 5 = | _LAYfE R -

5 fZIRfE "5 19% T LLFIPS140-2 (IR (F Sentinel ; (55 103 5 ), F2EIRVERS > 585k FIPS
140-2 fEi R AHEE -

R RS B R AR5 [ By FIPS 140-2 #25

GRS FHACHS FIPS A2 AR iR - FEHCAE FIPS 140-2 f s fTHY Sentinel {Elfizss - HBUHE
Ut S e B RIRR 5 (%5 _EAY FIPS 140-2 1815,

B BRI EE B ES % - DIFE FIPS 140-2 X fr3hdT -
1 B AU e e BB S [ A4 -
2 YA novell {5 FH3 (sunovell) -
3 2% bin H§t - TEZR{E B2 /opt/novell/sentingl/bin
4 ST convert_to fips.sh f2 Rl G S H FAYFET

5 fZIgfE "5 198 [ DLFIPS140-2 fRs{#2(F Sentinel ; (55 103 ), "HEZIRYER - 52k FIPS
140-2 1A AHRE -

1EHA Sentinel 2245 FIPS 140-2 55t 101
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19 DL FIPS 140-2 fEX#2/E Sentinel

AEEEFRAE FIPS 140-2 5 e R (F Sentinel HRRAZERH -
o 551916 "1E FIPS140-2 {34 E Advisor IR, (45 103 )
* % 19260 "{E FIPS 140-2 P 3 E =, (55 103 H)
o 551936 {f FIPS140-2 fiiz 3% LDAPBRE , (55 104 5
o F10AH "I I AN % LRSS, (55 105H)
* %1956 [ E5E Senting 4MEEZ(E FIPS 140-2 P/ T |, (55 105 )
+ F196 61 i AGET] FIPSKeystore &k | (55 110 )
* %1976 T [6/F Sentinel FJf FIPS iz, (45 110 &)

19.1 71F FIPS 140-2 X% € Advisor AR

Advisor i 2242 Hy HTTPS 745 » DU Advisor falflzes i E 2. - ke FAGE T4 2@ iIEE
I3 Sentinel FIPS KeyStore &} -

TR RN S S A R E R
1 f& Advisor falfizes NaEGETE - AMERHEZE SR advisor.cer -
2 #5 A Advisor {alfR 22s5EE %] Sentinel FIPS KeyStore -
TR AGTEIEEAMEN - F2R i ASEE FIPSKeystore EflE | (£ 110H ) ©

192 1 FIPS 140-2 A FE e T HEEE

KREFFEAARAE FIPS 140-2 #E Fa%E 7r B mAVEEH -
1B 1 ZRIFER B Sentinel {EIReFEBTE FIPS 140-2 fE={H
FIFFE FIPS 140-2 155 i f TS 2 (i Sentinel {AIARE3HY 7 BGTEE - R R 222 maliaE =
g2 FIPS KeyStore -
1 BASHE AR ER -
2 BEREEHE
cd <sentinel install directory>/config
3 EHEERE S (sentinel.cer) FI| B IR ER HAVEFLE -
4 g AFR RS EE|HE Senting FIPS KeyStore -
WFRRAN G A GSZ VAN > 5525 "I ASEED] FIPSKeystore EklEE | (110K ) -

DL FIPS 140-2 it #2/E Sentinel 103


https://secure-www.novell.com/sentinel/download/advisor/feed/

19.3

5 BAHE I H RSN -
6 FEIEHHE -
cd /etc/opt/novell/sentinel/config
7 HELEFEEE (sentinel.cer) FICR B LAVEFALE -
8 i A HIZ A8 E 2R Sentinel FIPS KeyStore -
9 EHTRENACEAN] AR BN LAY Sentinel AR#S -

B 2+ 2R Sentinel {EfkESFETE FIPSHE - B Sentine {Afk252A4E FIPS 140-2 =t
T AR AT ER RS _EHY Web {a]fizas KeyStore SRS EAR T - ZM&IF a6 S 0 31 H FEEERE -

1 B AS B S ACHER -
2 DI (cen) FisUEE L Web (725 KeyStore

<S€ﬂt{n6[_(ns[a][_a?rec[0fy>/jre/bin/keytool -export —alias webserver -keystore '
<sentinel rnstall directory>/config/.webserverkeystore.jks -storepass password -file
<certificate_name.cer>

3 ERTEEESACREEE (Sentinel.cer) EI oy i\ = HFEEE LAVEFIE
4 ZASTEGE R AR
5 i AR EE HAE Sentinel FIPS KeyStore
WFRRA I AGEFAVEAIE > 26 T AGEET| FIPSKeystore Ef B, (55110 5 ) »
6 EEHTRLEN H RS LAY Sentinel ARFS -
3R 3 1 IR Sentinel fElfkas7E FIPS Bzt » BHE Sentinel fElfkzEFEIE FIPS =

1 BASHG = HARER -
2 DAggE (.cer) tg=UE1r Web {Alfk 2% KeyStore :

<sentLne1_(n5fa/[_ajrect0ﬂy>/jre/bin/keytool -export -alias webserver -keystore .
<sentinel install directory>/config/.webserverkeystore.jks -storepass password -file
<certificate_name.cer>

3 R EEEE RIS AR ER VIR -

4 i A HIEREEFHCH Sentinel FIPS KeyStore e
WIFERAN I AGHZ NV EN > F2E i ASEE T FIPSKeystore EflE | (£ 110K ) -

5 EMRENEERS FAY Sentinel ARF%

£ FIPS 140-2 #Ex{tE%E LDAP B8

FERAE FIPS 140-2 P #{THY Sentinel fAIfzasacE L DAP B&58
1 7% LDAPEH SHUS LDAP (alflRassa s » sELEAILIERES  fld -
openssl s_client -connect <LDAP server IP>:636
PARHEEI ST (A1 (E4AE ) BEGIN T END 172 ) HEFIfEE -
2 5 A LDAP {5]flg 2855E % Sentinel FIPS KeyStore -
WFERAN b AGEEAVEEAIE N - 5526 | AGEEE] FIPS Keystore &} | (55110 H ) -
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3 LUEHE BRREEMEFE S 58 A Sentinel Web %64 » R4 4434 LDAP Bt -
WFRFAERN > 5528 (NetlQ Sentinel 7.1 Z22755) 1Y | & & LDAP f#35 , -

Ffat - At AT DAERT1E Jopt/novell/sentinel/setup H $% HHY Idap_auth_config.sh 127 4E » fy7E FIPS 140-2
TR Sentinel {AIAk 2552 E LDAP g -

194 FEHERm R EH SRR AL (2 L HVEkaEE

HECE A R Ay H B AR S [ > DIERA(E FIPS 140-2 5 i{THY Sentinel {a]fkasidEaH -
AT LAFE FIPS 140-2 # A i ztlin 24 - SR Sentinel il esaa & BT 21 Bn 240 - IR E
BB HIGH S [ AETE FIPS 5 » MIRSEAFAIRA SC % FIPS B8 5 I H o — {3 s R B FIPSHY
Sentinel 7 #28% » Al FIPS =AYz m I SR es B B B iR M A BLUS FRRV (A RIS o= (F -

AR Em i e as s T B B S |2 _EAY FIPS 140-2 525 » W ZHIE SR Sentinel {alfk s
Ao BN 2 > FRUCE S L R B S [ 0] LU Sentinel {a]ffkas st -

S iU S T R B S (%5 R Sentinel {d]fiRes g E ¢

1 B AU e B s R S [ EEH -

2 PR novell {5 & (sunovell) -

3 B¥E % bin 5% - THER{ENI B2 /opt/novell/sentinel/bin -
4 1T updateServerCert.sh 2 gl EE E H AV~ -

19.5 E%E Sentinel #NEEHAE FIPS 140-2 i HsgifT

AEEHEECE S HE Sentinel SMEFEFAE FIPS 140-2 f5 3 sh i THYMHRE &R

HEE © iLLds R Sentinel B2 24515 foptinovell/sentingl 1§ #5200/ 1L novell {5 &9 5 4981 T -

o 55195167 T AEMEREE S | (F105H)

o 41952 | ¥R (JDBC) MiEES | (55 106 )

+ % 195367 " Sentinel Link #5255 | (%5 106 &)

* 91954 K " Syslog i, (%6107 H)

* 55195567 " Windows Hf: (WMI) #2285 | (25 108 )

+ 519566 " Sentine Link #4528, (4 108 H )

* 1957 "LDAP Integrator ; (45109 & )

+ %1958 "SMTPIntegrator ; (% 109 & )

* % 195967 "1£ FIPS140-2 = 55 FHIE FIPS B A B22544 D Sentinel |, (55 109 )

1951 REENEHEEEES

HAERE R AEH B B AR EMR SR SCEREN T 2 (HTTPS), BIH » 4 HR%E
fELL MR -

DL FIPS 140-2 #i50#:/E Sentinel 105


https://www.netiq.com/documentation/sentinel70/s701_admin/data/bookinfo.html

19.5.2

19.5.3

Eace (R BEEEEEE FIPS 140-2 (T

1

2

3

M SRS TR P B ARG - ORISR - ESIRDT [ ett, AR
- < AN > 2 (ACERE A B AR EST) -
BEHL AR BRIt — (BT o PR @ BT SSL AU B A
AR TSR AZRE - FDABE S S M RO R B o I B BT B 53
o BERR : FORFACE OB R B ARERAR AR SSL ARE o SEABN(T (LR Pl SR -
o B BRI A X509 5 A P S 2 B AR ERSEE  HAOR
WERSERT A5 Sentinel (& PTG A ZLIRATAR IS RIZUEN ) -
BHEF TS B (SOVERHSEBT (ERARR E B FR P U 6 AL Sentinel FIPS
KeyStore « 4 Sentinel 1 FIPS 140-2 fiistrf i % - (0 FI S (R ACTR T FE (ESM) /) By
AT -

AITRRIT G AEBAT AT B T H AGEE] FIPS Keystore ZRHIL, (4 110 H) -

bifaE - £ FIPS 140-2 = » (EREUVE B BB MR EkEs(ER Sentinel (@fkasEdat A/
2 A ek e el -

HRHEE AT AR - AR HESINEES T Sentinel {Eikzs8anmIT G2 E 1
8 AR EUEMNE -

Sentinel {ERESFEALE : /etc/opt/novell/sentinel/config/sentinel .cer

BRI SRR BB EAIE ¢ /etc/opt/novell/sentinel/config/rem.cer

ffaE - (RS EE T (CA) BirstiyEETEER - A EVEHE B R AEEN

BAHVEE EHTE -

Kt (JDBC) e
SRR « FUTEIERL S S A R DL T2 -
SR BRI SHE FIPS 140-2 BT EHT :

1

SE RS 2 A 0 SHICERHEER S N EEEE - MR S5 Ry database.cert 18 ZEF Sentinel (E]RERHY /
etc/opt/novell/sentinel/config H $% °

WA - 2R ERE R E S -

i A5 E T Sentinel FIPS KeyStore -

WFERANE AT ZHIVEFHEN - 5520 "I AGEEE| FIPSKeystore &kl ; (£ 110 H) -
OB E S -

Sentinel Link B8

HATERGE Sentinel Link SR ACE IR EsHVAEES s ERFEEH T 7 2027 (HTTPS), #E1H - 7 3R 2 {E
LUTREF? -

B Sentinel Link MBESAE FIPS 140-2 izl hgh{T :

1

Hri sidmiE Sentinel Link SEACRERkES - @2 ER > HEIEUS T 2et ) kit -
WFREFANEER - 5525 (Sentinel Link Z7Z5575/7)
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2 BN T A lmgmas Y MR Hrh—(E R o F Pilmbese A wr HET SSL Sentinel Link F{4 AR
(eI EB AR FRIEE o PR st 20T Sentinel Link {507 (Sentinel Link #5453 ) 94
AN

o BERK : FURFARAICE IR SSL S (Sentinel Link 54538 ) « EABTEM G SHE
EEA
¢ Bt Bt A R E AT X509 55 E - s E RO RS S I EHRERERSEE -
WFEEFAERN » sF2RIE R ERHE S -
SHEE ARG, B
* % Sentine Link #4382 {E FIPS 140-2 f8aU > (EfE Sentinel 22125 Jetc
opt/novell/sentinel/config/sentinel .cer £ 22 %1 Sentinel 2L #3142 - fim A LEEE T Sentinel
FIPS KeyStore 1 #s -

WfsE - SRR EE L (CA) Bz sy BETE R - /A im AHBNE 8 E
E

* 75 Sentinel Link #2523/ EFF FIPS i > MHEm A 5 E BassseE 5] Sentinel
FIPS KeyStore B #S -

WifaE - 57 2 Sentinel Log Manager ({£3F FIPS () » i Es/2 4 FIPS 140-2 15
FPHY Sentinel > ZF (R E S ARI(ERESEF 2 ACH Sentinel HEULE5f%EsHY fetc/opt/

novell/sentinel/config/sentinel .cer #£2& -

& Sentinel 1£ FIPS 140-2 153 P Tl - (AR S (A0 EEE (ESM) i A = s
& o R I A EHEEAE - 5525 | ASSEE| FIPSKeystore Bl | (55 110 H
) o

WifaE : £ FIPS 140-2 f5(rfr » Sentinel Link S5 (E] a5 A Sentinel (Elfizas @4 - R %
A falfastiaad -

19.5.4 Syslog #ifEzs
N E Syslog ARSI EIRRI T (S W - AR TR -
T3k Syslog EBEETE FIPS 140-2 B fhtyT :
1 FrE SR Sydog BEACREIRES - BESEAIREEE > HEIET BN, WE R - R
G SR (Syslog SR ©
2 BT TRE, -

3 B TS MR T — I o F P iR S & Kl SSL Sydlog S AR E i Es
ABASIERE » A LABRES B sl A Ry Sysog FHFACRHY &7 -

* BARL : AeRTATAZCE F P iy SSL 2z (EFACR ) o SUABITEM A P e &5 -

o B BRESREE AR X500 5B E - iR M P inse E 2 BB AR E RS o B AR
WA ERTHE E Sentinel (72 RIS A AR HYACIREIXERIF] Sentinel) -

¥ RS BRI JTAG Syslog MRS E A Sentinel FIPS KeyStore ©

& Sentinel 7 FIPS 140-2 3 rP {7 » (AR ISR EHL (ESM) 71 im#n A = s
=

MBI AGEENFAEN > 520 T AGEER FIPSKeystore EifliE , (55 110 H ) -
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WifaE : £ FIPS 140-2 f55(rr » Syslog SH{F A (EIR a3 (52 Sentinel {alflkas &84t - AR =6 A
ras e -

4 F5 syslog I Fim B EIAR 255058 - AP Im S Sentinel Ak ssid F 80an IR R E T B8
= FEESE LR E -
Sentinel {FIRZZFZERZENILE letc/opt/novell/sentinel/config/sentinel .cer
BRI SRETE B E R ZE 1T /etc/opt/novell/sentinel/config/rem.cer

Wit © (A HEEEEE T (CA) B HHEETEER - AP ln A S (LR EEZE -

19.5.5 Windows E4: (WMI) B8

TRE Windows S5 (WM 1) SEHE887E FIPS 140-2 S gt -
1 #iHYEUARER Windows JoPRIEHESS - BEERUAI AT - EEIBIT (el WAL W
AR R (Windows 25/ (WMI) 222575 -
2 51— T8 -
3 BEHL /SRR ) R —(ESEE BRI G T Windows SRR
FRARE » FHLUBREE E BUBEE ZORI P P I Windows SEPFULSERTS (WECS) 9557 -
o BRL: SCHPRTAACE P WECS fy SSL i « A Sh(TAE Pty ins -
o BEH  BRDE RR X 500 B © A F I WECS SR CA H - ARV
RSN (AT S R TSRO 1 2 5] Sentinel) -
SHEF CERS ) WEE (R WECS (Y56 A, Sentinel FIPS KeyStore « 4 Sentined
75 FIPS 140-2 S te A i » (A 5 AT S5 ACRAS FE (ESM) 71T A P lis s -

WMFERA I AGEEFEAEN - 5520 T AGEER FIPSKeystore Bl , (55 110 H ) -

FdaE © 7% FIPS 140-2 #5={rf » Windows (-5 (EI 35 A Sentinel (E]Ak 25 &584H - A A28 A
fElfR Es < imet -

4 7% Windows H Fim B EIIR=3 5858 - FH PIm A (E 1 Sentinel (AR #ss8EH sianq i e E s
reE O MERSSIEBUENE
Sentinel {EIRESEZEREZENTLE letc/lopt/novell/sentinel/config/sentinel .cer
IR SR T B SRR 2L (17 7 /etc/opt/novell/sentinel/config/rcm.cer o

il

BfaE « (A EEE AL (CA) B SR I EETEER - ZH P iml A S EHRRE EEE -

5 HIEHHEEHARIFEER Active Directory HHHE A ARG » Z0Hm A Active
Directory {5]iR 2555 =%1 Sentinel FIPS KeyStore »

WMFBRA I AGEEENEN > 5520 T AGEEE FIPSKeystore EfeE , (55110 H ) »

19.5.6  Sentinel Link Z&2%

HATERGE Sentinel Link F & g3V SCERF R T /227 (HTTPS), BEIH > A REEfELL TR
=2
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19.5.7

19.5.8

19.5.9

FEIE Sentinel Link B&257F FIPS 140-2 B H#{T ¢
1 & Sentinel Link Bt & 251F FIPS 140-2 f5(Hl% » WVRGERHEIT{EIkas s © fEsE B G asH
Aij > & Sentinel Link {5]fk 555 E 8 A Sentinel FIPS KeyStore :
+ % Sentinel Link #5827 FIPS 140-2 i

R e Hh BT Sentinel fElikasH - EMATE Sentinel BAER T ES 1 %Y /etc/opt/novell/sentinel/
config/sentinel .cer f5Z£ % Sentinel 254 E1%zs -

R e B L R R R E B VA B SR R S B s R Y Jetc/opt/novell/
sentinel/config/rem.cer £ ZE %] Sentinel BEUSBS14%2E -

fi A LLEEEF] Sentinel FIPS KeyStore Zy (% »

Wit : (EFH REEEE L (CA) B Hry TSR - LA AR B 28 EEE -

* 7 Sentinel Link #2232 /EJE FIPS = :
T E € Sentinel Link {5k 2555 E 5 A Sentind ZF(4-& FIPS KeyStore -

BifsE % Sentinel Link %84 2324 FIPS 140-2 f5xf » ffij H. Sentinel Link i3 25 2/FJE FIPS
rh > SRR RV BE (e el - 57068 N Eb Elkas sl -

WFRRAN I AGEE VA - 5526 "I AGEET] FIPSKeystore &{HE ; (5110 H) -
2 @B G arIH -

BifaE : £ FIPS 140-2 f5(rr > Sentinel Link £ &35 ] Sentinel fElfiikas i@t - FREZEMW AR A2

LDAP Integrator

BEE%5E LDAP Integrator 7E FIPS 140-2 #E=#1T -

1 SE Integrator FITEH 7 Fif > 357¢ LDAP ElfRES TEGESE - /& 5517 Ky |dap.cert 5 2<% Sentinel {5]Ak
2519 letclopt/novell/sentinel/config H $% °

Bign > {54

openssl s_client -connect <LDAP server IP>:636

AEFHEEI ST (Mt (H & ) BEGIN fi1 END 172 fH] ) HEFIEE -
2 g ASEEF| Sentinel FIPS KeyStore -

MBI AGEENEAEN > 52H T AGEER FIPSKeystore B, (5110 H ) -
3 #inoE Integrator (i -

SMTP Integrator

SMTP Integrator 577 it/ 2011.1r2 FIEE AR FIPS 140-2 - A H5 52588 B (T 4HRE -

£ FIPS 140-2 2=t fEFHIE FIPS B HVEREZSIEH Sentinel

AEIFEHAIEAE FIPS 140-2 fRrh (5 AI5E FIPS BUH AV RS AT Sentinel Sl s HIAHRIEGER < H1A
A5Z4% FIPS YA > SEE R T P USSR AR H IF FIPS EBEEsAV R - R TT A -
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19.6

19.7

19.7.1

WRELE FIPS 140-2 B {FE R FE FIPS B 23EHD Sentinel :
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DL ERREFFABITE IP izt 10.0.0.3 #Y{alfAk2s FAYWA{E iSCSl HAE o sE1EAHE 5 S i Ak 23 %Y
BEMEAME R LIS o [CVER eSSBS (—) ¢
1 EErE| Hrp—(EEEEETEL (node0l) » ZA&ELE) YaST -
2 EHY THEEREEE , > THERERLE. -
3 WERDELEEHL T4FE, HoliEK -
4 BEEVEUTEEME —(E NIC » AM&ERE SRS "4REE - A& Enter §2 o
5 {5 ikl  SEENME IP fizsk 10001 « SR A ISCS! IR IP -
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6 BEHL TN, I THEE,

7 1 THEBERRTE, > TiSCS| ErEiER ., -

8 ZAHE R - i SUSE Linux 11 SP2 #AG 245, 00 ZEHYHERHS (open-iscsi RPM) o

9 $Z—1 THR# ., - ZEHL TGRSR BEIE > DUREE iSCSI IR & TE BRI RE) -

10 #—T "EFEEERE,  AREA THRE, -

11 #5% iSCSI IPfirfik (10.0.0.3) - AL " fE&E | - AeiE—TF TT—%, -

12 EEHUELE IPfizdik 10.0.0.3 FYCLERE iSCSI HAE » ZAREER TBA, -

13 £ TEEr, TuEUSESRURRE EE) Bl TR c AMEl—T T, -
14 U#as] TEBENEE RoUER - DT RMCERE BT -

15 45PRAHAE - WIE—2K iSCSl BB n[HE R B2 aRs b i@ IS -

16 {F YaST Ljses » #EHl " &4, > "oEI%, -

17 fRFERIAE T 28k, P EEEEPIHEELE (5140 /devisdb 1 /dev/sdc) - PR Ky IET-

VIRTUAL-DISK - {di FE fir $84% 225 B Y S5 —(EREnE ( FLIE R AREETT ) » ZBEHGAIERE - AR
Enter ## o

18 BEHY THRHY ) DIIARREO S EIEEIE REE - SRR (LR o3 THAHIE - HEFEHE
B - FEECIEN [ EES EE , HE -

10 RAITHEMETHRE > (& (PRI T T—%, » T5R, - ERRAHEE(EE5 iSCSI LUN
L E AT » GG (8 Idevisdbl 53 EE SIS 2L RERE (S IELLT fdevi
<SHARED1>) ¢

20 [BIEI43HI% » EHL Idevisde 19435 [ HEA(LRZRF ($7BE 16-19) » SO SIAERS GETFII (T — B HAS
B o A A (] Idevisdcl 43 B SRS 2 (LRERE (£HELL T /dev<NETWORKL>) -

21 459 YaST -
22 Hxfk o BRI (AR > RERAEEREAH S EE  NETR (HEDIAVEEE 8 v gERUR N &
HEME) -

# mkdir /var/opt/novell
# mount /dev/<SHARED1> /var/opt/novell

23 ERIEH O EE FETAEE WA RN EEEREE -
o EL 1
# umount /var/opt/novell

EE LR AP EE 1-15 - i E E RS SR ENBEE nT A L = T - AN AR EEY IPEUE
5% 5 eSS |P (5140 node02 > 10.0.0.2) »

A.43 Sentinel Z4E

222k Sentinel 5 RI{EEETH © i Sentinel FREH 7 2 LTI EEEF L (B - (L BT Sentinel 224 EH
BUT R EEH R E AL E ) SREE G EREREA SR A L= -

FERERER TR ER T > FAITRHRIR B/ TT7E > 1 Sentinel Z2EEa] (U BV BESEETRS - 55— KL
Sentinel i » Ff e Toe R 2 - BIEEMARENENE - HENIFTAERETE - EHARER
B HRE SR e R E AR - MR B EEHY Sentinel BlRHREHY— B 2 1% 7] LS (1
WAL F5E R ) -
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TELCAE T SAEDISE » T2 Sentinel FIT(EEAEERS » {ES 017 LAGHF R BIERLX TR -
B PTHE R AR R B B SRR PSR RPV >t ALFFRPHERPE R T %
PRI -

ERAGIE S
1 PRI H o —(EE AR (node0l) JEFARL EFEG 7 -
2 Tk Sentinel ZEHEEF (tar.gz fEZE ) - Wi E G AERESEERREHY ftmp o -
3 FITLLTMES ¢
mount /dev/<SHAREDI> /var/opt/novell
cd /tmp
tar -xvzf sentinel_server*.tar.gz
cd sentinel_server*

./install-sentinel --record-unattended=/tmp/install.props

1 STREMEZE  REOKEEE - LSRRV 2R T (AR - 4HRE ~ BRlE > WECEEH
FHATE | USRS R -

2 Rl Sentinel WHIEEEATIRE « fEAT DUGE FIEAES M 2 SR RE |P A7 HUZE i -
3 i Sentinel BERKAILE] T H =G

rcsentinel stop

umount /var/opt/novell

P B S S B N BIRENE TS - T (F e e A T
cd /

insserv -r sentinel

RERIR
B RAEH A AR L2

RitsGr Sentinel L3S A &1L —(EEHEIRS - DMLESER - ZEMEEZEEREH T (8]
FIHIEERE 1D - BRA I BB AR B2 SR E sl I ERIE A 1D ARRIIRS - EifEH
HJRES A ZE (CEREATRMEZ A BRI A S 2AHE ) o SRTVESRGERAUL N Erh—E#(F

¢ [FEHEATA BRI (E A EIR S Bk ( FEhiEHES LDAP BJHDILIAE ) - EEAEE TIRELEL
SERREIAAL - B - ZAREF R RAIEIBE R FIR R > AEREAIRS -
¢ EERGEENEHZENEL o SEAFERMFERIERRE ID KRILEMAEIRE > 2GURgHEH

e

B
1 HPERE(EERI M SR ETERS (node02) WBHRL EFE G e -
2 YTLATIER

cd /tmp

scp root@odeOl:/tmp/sentinel_server*.tar.gz

scp root@odeOl:/tmp/install.props

tar -xvzf sentinel_server*.tar.gz

./install-sentinel --no-start --cluster-node --unattended=/tmp/install.props
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A.45

cd /

insserv -r sentinel

TEMAR PSR - Sentinel JEEZAHEATAETE b - (HEESIER EFRV B LA S —HETE - HEF&
(B EI bRl - B e M E B &R e -

RETE
FEARF( EfRG 2 R SR Re - N0 A s R B E B MM (E R SR En s - BTSN FAVE P E RS R E
AR > (EFERRFERET - SRR RN R EE EEaT -

SHEERMIRVERR T E & - Fefe%E SUSE Linux High Availability Extension » Ifi{fF§ Sentinel EH
NEFEREEAEE -

i A OCF B AHIAE =2 Ea 122 Sentinel - {GRE AT B8 A K AN 5 S BRI R S8 SR (DAY BE P2 1 5
Z - Sentinel fy OCF &R EEZE —EE HAV/NERE P2 AR - T & fdin & 2kEREs Sentinel /2
IEH EE - BT AT  LEEERANERAERE GGG (ERCFEEREEFEE Sentind
T#EEEEAY sentinel-harpm o )

SLEHAE SEAVEE TARZME - DU ME R Psstbi i BRI - 55— (AP BRE 2% 0 SLE
HAE #iE ; SLE HAE S & sE 4l b iE e - A07R2ede SLES I mAvEEdiEsn - sF25) o
farg) -

B ERTA R R ERRL B2 SLE HAE » g2 851+ HY nodeO1 A1 node02 - [ I bl 222 0% L
FEENEREEE - DU AR B R R R T 2 B R AR -

SRS Y (USRS [EABSME RPM » DUEMEEAEN Sentinel BEFI 82 2R (LITAZ R «
RPM T E R IE 3 Sentinel ik iy novell-Senting-har7. 1 rpm EpHRE] » (D ELARIR £ A 27
BT -

TEEHEFEHEETRE - 1RF novell-Sentinel-ha-7.1* rpom #&#4E] /tmp H§% - Z/1%
cd /tmp

rpm -1 novell-Sentinel-ha-7.1%.rpm

iR

TRV TE B SRS A RE R B R E B R B SR B TERb A8 » I VERS E (B fE B
STONITH &5 - DIECREE S —2E -

FEfERITZEEGI > FMTEA L T @ AR - /A B MY ik SRS s E DIRE © Pt
{5 FH BB AR A bl (U UREF I S BE AR AL ) - N RS EH B D8Ry ) - AR ET IS TS
73 o BFMHhEE T — (@ EAY SBD A& fE & -

fi 5 S -

fi R ZRE PR FIARL 1P (LR HETT BT B SR A A, - R (o8 A SRR (R AR (R M R B R 5 2
BLEREALAEATEDR © PR T AR AL (UE LS FEFAYAHTE SUSE Linux VM _ER%ERY ISCSI H
B2 > DUE R AP B e A ey SBD 2EE - AIFIATAHL - 1SCSI FE m] (i F{E I K ek R BT
B RREEERA - SRR A ST IR BT I AVRESE

THIHRES BREE S S G PR BRI L
SBD 2242
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P storage03 i ELEN E S TIEF&EL « (B dd f5-0 @I AT AR/ N 22 A 2R -
dd 1f=/dev/zero of=/sbd count=1024 bs=1024
DERF - B @i Eny IMB fE 28 (18%4H /dev/zero pseudo-device)

TR RE ZREE By 1SCSI HAR

1
2
3
4
5
6

7

8

(eFES1TT YaST (E ] {ik{m4r (] GUI) : /sbinfyast

BN THEpRARES, > TisCSl HEE, -

=T THER,  AREIGANERE -

HENL T 4mER o Ul REEEUR T LUN (HZRRDR ) HY5EE

BEHL THTHE  LIDIAGHTHY LUN -

5 LUN BUE SR 2 - B8 TRRMR ) BIah 7 BRI BEHUATEITHY /sbd FEZE -

OREA HAMUSEIEA TR - R THEE ) ~ T2, R —T T2 DUEHUGER
e sy -

BT T5ERk ., DASERAHRE - R EITREI RS - 453K YaST -

BifaE © DUT P BREOR A6 5 AR A AR AR AT P A HAh s SR ARG A8 (i EAmRAT TR IR
5 csync2 550 ) - %5 DNS [ Rt e s AL - R E L AREY IR B ¥ S5 HAER(E 1P AIHE B
TBAY fetc/hosts R ZE (W0 EARATBIS S FTIEIH ) -

IEFE PP NBEAE 1P {iztik 10.0.0.3 FYfaIfR 25 1 SBD AR#5# iSCSI HAZ (storage03) -
EHBG4ERE
HPERIEE LIRS (node0l) A FHRL TR E1RE ¢

ga A W N PP

(o2}

10
11
12
13

14
15

AT YaST -

PRy T @EERHERES, > TiSCS| E#hEs, -

SR TEBERYERR o AR ERERY iSCSl HAE -
B TR BN R H A

UiE] TEREBR, RO B T B, HEREA > DEHEHAENEE (REE
DR EEEEA [ REREE L ) o

HEHL THETE , LIGERR iSCSI Br@hss LA -

FIRL T %%, > TrEI8s, o MK SBD EEYEA S IMB IET-VIRTUAL-DISK  ERFFIR A /
dev/sdd SR {DIAATE - SEEC T2WR(E -

&SR YaST -

BITHE S Is-l [dev/disk/by-id/ i3 N EEBER A DA EAREIRVSEE A FEAYEEE 1D -
HITHES dehainit -

RIS MR L HEE - F545 /M NIC 1P (172.16.0.1) -
PEZTHE S BB RB L RS « FRMTE e B -

fig Ay LAEH SBD » #A7%F5 % /devidisk/by-id/<deviceid> » H:rf <deviceid> 2 #R{ELL FHEIRY 1D
(J&AT DAGE e fir 8 B B 58 s 1K) -

ST BRI e R (B L iR
i) YaST -
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16 BEH TEEIRMEL > TEEE ) (BERLARE AT THEE) ) -
17 AEARDTERY > HEE CEE T mERaEE ) -
18 [HEAEALSR EAHREATE —1T - &R udp BETHEEH i udpu (72 &5 I 25 Rh (SR 0 BE AU B R (3

)«

19 EEHPL THEER AL, o FRE AT (172.16.0.1) - A& EAENETIY HoAN S AR ¢ 172.16.0.2 -
20 BEHL T5ERK L DASERGAHRE -
21 %E7E YaST -
22 H{THE letc/rc.dlopenais EEFTRLE) » LLSE FHETHYIED fih & BT BB R SR AR -

A SRS M HE ARG (node02) IFARI EFEETE ¢

1 ${TLLT 5% © dehajoin

2 W A —{E R AR IP Azl -

EASFELT » #EEREEERAE - &S ARRE) (openas ARFEEI KL ) -

* 4% corosync.conf F-Efjfi¢ nodel #E#1%] node02 > EE{T nodel [ csync2 -x -v » B¢ YaST FE{E
node02 | E 4L -

* {7 node02 i /etcirc.d/openais start

Al FEFPREATREE RN - R By xinetd [l 5 SR IE & AIAEHTHY csync2 RFs - BEARTES Roh 22 - IRIE LA
BRG] DUE T R0 s SR A REAE SR B L AR - 5B E] csync2 runfailed FE5HRR - sEaTAES 4 T ILFTE -
FHEAG LRI > #4177 ¢ Kill -HUP “cat /var/run/xinetd.init.pid » ZA& B HI#A{T deharjoin F2fFAE ©

R > S AT A (E R SR BB LT erm_mon » W EFIREEAVEIRIEY © 20 - AATLIER] Web F4%

4 'hawk' » FEZ: S AZIE8 B 'hacluster / linux' »
M TR L E AN EZEINY 2SS B ERHEAEZEFNAERER G HARTE ¢

1 RFaIEE S 557 no-quorum-policy 5% Fy ignore o AT LB /ZER R FAM A —(EEEEIREAVRE 5 -
ERIIH: (] B — G B ok B e R e 35k 11 BRI A B85 £ ¢ orm configure property no-quorum-policy=ignore

WPt : Sy EEA W DL HVETRE - 557050 E IR -

2 AIE SR 5T default-resource-stickiness 35:7E fy 1 - JE K BIE R EH B ¥ N EIRERHTT - B
VUpEF£E) © crm configure property default-resource-stickiness=1 °

BIRAHRG

A THEEIEE | BT LR TSR OCF ORI SUACHAE SLE HAE e FHIRG LTS + 57
LRRSERETL 4 0%  BLORMLIMEALICHL 207 - S SOt AR SLEHAE « 25(6°F
TR SLE HAE » (08328 Fil— B B i e s i B 20

o MERGER » BIEEZ R I

o \P LR » SIS P A R BS O 5 1P -

» Postgres ZORVILHCH » HCH @ ARG AR RIS o G

HOABESMIZER » BRI 224519 MongoDB FiI ActiveMQ S ESRHE © L H AT D ZE I LR
T -
W A
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A4

i 7 FEERBE P BRI RG Shi  BIATRE SRS SR S B R ACEEAE S - Ry - R DUBERE (]
HEHHEEER > B4 cLVM (FEZE R4V SRR R A ) -

i R 5 IR A orm REFPAE A EE RAAE - U PR G2 Sentinel I AR AV B EEAYZ
S AE R VB HRE R F - EOREA 2R EER - SR EE ERRHIAARE - ] LUK
BEAR AR ER AR AR -

PR 224 Sentinel HYJFAAETEL (BB EINT Sentinel 5EEEZAAEIEREG ) WT FIEIE
(<SHARED1> {2 AF Ll F T A HEEERAREIT ) -

mount /dev/<SHAREDI> /var/opt/novell

cd /usr/lib/ocf/resource.d/novell

./install-resources.sh
PFrEF e R e RS AME B4R > 5T node02 117 /etc/re.d/openais restart

install-resources.sh 2 P R SE /i A S8 (B - il AREEEL A FIZRAFHY Sentinel BYEESE 1P > LUK
HEGFVRENT > MGG EBETORIEERR - 551 - B EERE L =k
W - MEECRAEZE Sentinel BRI TLHYME N E HEHYZ AR ZE M HAFAE (Itmplinstall.props) © A B EAE R
—(EE ARV ERITIRR AR © FrA R & B BIE D B AR -

EE PR B AR T I E]  ERT AGRER resourcescli fE 2% (fEMHE H g% ) > ZARESELFAYIR
HRTEFR © B0 > AR R DIE S S AVE R RSB T RE (R A RE S PR 8 4R cLVM HY B -

HITHNERR PR P Z 1% - T AR ermRRESS < B E AT -

crm status

Last updated: Thu Jul 26 16:34:34 2012

Last change: Thu Jul 26 16:28:52 2012 by hacluster via crmd on node0l
Stack: openais

Current DC: node0Ol - partition with quorum

Version: 1.1.6-b988976485d15¢b702¢9307df55512d323831a5¢

2 Nodes configured, 2 expected votes

5 Resources configured.

Online: [ nodeOl, node02 ]

stonith-sbd (stonith:external/sbd): Started node0l

Resource Group: sentinelgrp
sentinelip (ocf::heartbeat:[Paddr2): Started node01
sentinelfs (ocf::heartbeat:Filesystem): Started node01
sentineldb (ocf::novell:pgsql): Started node0l
sentinelserver (ocf::novell:sentinel): Started node0l

S > FEAERE S TP EAMHREY Sentinel &R - (40 > BHEBST crm AREE » A DIF B EEH T AT E
EHEEMBRE T -

HRE TR

IR RECTEE - ST EETE - J71F Sentinel F2HE 5y E & 2| B AM BHERATREET © Ih AR -
EE L HERETE N TR ARG EME S B aTREM: - AT DU B 8% (&G0 SAN H#%
) 8¢ NFS 2%, CIFS it -

BT LRSI TR o AR THAR L - FHCRIETROEN T HERSE ) T T
b (S -

S
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A5

Ab5.1

i R 5 IR E PR 2 1SCS| B AR R s L = R (L B - (ERAVHRRBIAM G R ZAHE - FE4E
FEEES > EEa] e FERREERT -

L FEFER%E Sentinel Fr FHAY4ERR (51T -

BEE : IR AR IR 5 ZEEE R T (] iSCSI HA - b A B b H 8% - DUE ERAERS R (E
F o BRI - IR P e HRER RREN - BN EA M EFEE L2 = - ElAREE)
RE Ry B IR S PR — 805y - N RE A HMATRERVERE ¢ BT 7E S T T4ERE -

1 feRd Lalib R DUHIETE T ORGSR 70 & (/dev/<NETWORKI> » B{%/g /dev/sdcl) - #45
T B —E AT BN 22 ) B #% (5140 /ver/opt/netdata) ©

2 R R AR E R R R ¢ A Web GUI BiTHE <

crm configure primitive sentinelnetfs ocf:heartbeat:Filesystem params device="/dev/<NETWORK1>"
directory="<PATH>" fstype="ext3" op monitor interval=60s

Horfr /dev/<NETWORK 1> B AE il " I GEFaE | BRI E1E - <PATH> 2 m] Y
At H g

3 WEHTERNE S SRR

crm resource stop sentinelgrp

crm configure delete sentinelgrp

crm configure group sentinelgrp sentinelip sentinelfs sentinelnetfs sentineldb sentinelserver
crm resource start sentinelgrp

4 ] USRS B iR ERAVETRE ((EF orm ARERER Hawk) - e & S80S E 7 O IR R 2 (2
HEEES) -

5 & A Sentinel Web /] -
6 BEHL TEFL o ARMREEHY T4HRR - PREEHURSERY THEREEET ) R THY TSAN (AHEEE ) -
7 T NGRS RV ER (AL E - B4 Ivar/opt/netdata ©

f 5 REPIE D HE TRV S A - B SAER ARG E R EER - &P DI R 2B
FAEE R AR > BI40 cLVM (FEZE LSRR AR R A ) -

iR

ARSI e o] R A SR R SRR Ot T TR AR - IAIE - AR TR RS AR R -
BERR B B B e - WAESEE A AR FAEIR o B AU - SR A R ]
{REVE(FIRAR - AT HYFEE o] DUE R A P IR 2 B ORaE - ARSI SR MER
I AL EBLAY R & R -

* BASLE "y, (B17TH)
¢ FAL260 "B, (F138H)

fats

EEASC R AR S ] A s R AR 0t T RTRIEy - SRR R AR R T T (A
ffly > BENTEEARIBEAA BRI - (NetlQ Sentinel 7.1 Z277577) Ty T {3 K EfFE
) —EIEREIAAE A Sentinel HYPEE T BAEILF () - 1220 TR MELE SR A TR EEER
FB BN A T UL SR E - AR A E AL mT FAVRSSEG (3 TR - 1o H S
H LAGE P ERRE FTRE & A AR [ HY 2K -
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A.5.2

V.
EIR
o TEEREM, (55138 H)
o TEIRGIEER ) (5 138H)
o TEREHRAHRE ) (55138 H)

LTS3

ERMUARE R > REE IR 3 S Sk A M RIS I TSR - A E R AR
SR (B0 ERRE BRI ) BT AT EN Rl SR IFIRRS - BEAE RO A /i ] G T AR
BAEE R R R 2 AR SR EES -

=t

R MOE R FIFE (B S A i AR B H AT E R R G S AVGHRRIR S  RBVIRE KR R &
Fraets o EEASCATFTALG R HTE B AR AVDBR - ] (M ERREEIER NG - SR EEERE N
T ] FH AR BRSPS A B SR [ 1 1 B A B S R

RERRERE

HEPHABE DR E R ER AR T AR A AL E/EREE - ERak s R R (% Y
BE - HEMEAE A AT & o] At A sE Rt R B EHER -  (NetlQ Sentinel 7.1 {5
F) o HY T REIFER,, —EEREAA A E ] Sentinel RPN T EAEH GBI o B T H e
AV TR B - N BEE TRV RENETR DA ROt Z R ARE - ] AR A o] FIRY
RS (A [ElF LA, - T EL St FT T DU P e RGP RE & A R R HYZEK -
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B REHEH A 27 <

A& RE e AR S A I RIRE - DU R R AR B

B.1 HRFIEHERERERERZERN

F—REAEI - AR AR B RS e E N 6 - B G BURSEANE. - LUIRMRADERA - A
FEHEE B2 Sentinel -

EREARAILRTE - S IEMERCE MR EOE - 5 HEREGAHAR - SEEH] ifconfig H5 52 [BIA Y P fitl: -
LUR {55 hostname -f 455 A< (&[5 550y T A4 -

B.2 EASIHERIZBANESEE S Z#1 UUID

AR U e E M B AR E 1L G (B0 ZENworks Imaging 07 ) SR G 8 IR B H A ES -
Al Sentinel fiE7AME—aR USRS B EL B HY (BT HITH - S84 5(E BRI R INER E &R UUID -

TRNEAE T RS EE B 240 LU TUU 0B - A seE 4y UUID «
1 fHERLFS varlopt/novell/sentingl/data E 3} A& HH Y host.id = sentinel.id o

2 EREESEEE -
Wedkas B SR HEhEEE UUID -
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C MR ZE S

C1l

C.2

C21

Ak iRt ARPR 22 Sentinel KRR 2 HE1% TAEAURHBA RN -

o HCLEN TERICEENEE -, (B 141H)
o 95 C2H fRkRZENE Sentinel | (55 141 5)
© FC3H BTSN T, ($142H)

MR T BE -

{EFH LA M %R B R 27 4 Sentinel -
O fighrzets Sentinel {aIfRES -
O flbraedSig e es S S FIBREE % (5F ) -
O $hiTAERR 22455 TIELLSE R Sentined e

fERRZEE Sentinel

] DA R PR 2 AR AR AR i B AT RS B Sentinel 22255 « fESRITHTZ258RT - 35T LA AT A D BR LA
PRATRZHEFTE T IR ZE B AR St eI EIA TR -

VBRI EREBEEEREENERE - WRA BN ESEL AT ENER ST
E’J%%EEE

Rk 2258 Sentinel falfRES
R Ty B b2 4 Sentinel {alfkEs -
1 DA root 438 A Sentinel {&]fikes °

BfaE © AIERZEEZLL root 53T > GRHEEIALLIE root B oy fR2 4 Sentinel {a]fizas o A4 > 40
R LGEHIE root 7L FHEERTT - JIFE root B 73 (5 &k nlffRr 224 Sentinel fA]fizs -

2 FHLLTE
/opt/novell/sentinel/setup/
3BTRS :

./uninstall - sentinel
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4 BRGNS & RESIR Ay > SR Ny i
RFFEGSE LR - MG FER RS e 2 Bh -

C22 MRZRIESEERIRES %

{5 TV B bR 2 Ao e en B T B NIRR 5 [ 2 -
1 Dlroot 43BN o

BifaE © AERZAEEZ DL root 73T » EHEHEIALLIE root B Jyfilrde S amul s E B BB
G5 o A > WIRZEEZ IR root S rHIEERFE AR > AR root S oy H(E AL AT ARPR 2 -
2 BETNIMIE :
/opt/novell/sentinel/setup
3 FITLLTMES ¢
./uninstall - sentinel
BFEGERNES ot BRI E T S s s [ LU AR &R -
4 Ay I FRI RS B H B e 5 [ -

BFEEFIEIRE - ARERIRE S 2B - A8 > Wiy EH BRI S [ EURTE Web /A
{7y DAFEGE A HfRREET -

5 FITLUNEAMEER - FEMHER Web oI AU S E B SRR 5 [ 5

WEHEHES

1 FH TEAFRERE, > T EEEE S

2. fEEEMERAY RS EEL A Bl —TRRAHE - N&E—T "WF -
RS (2

1. DIEHES5yE A Sentind Web 1M -

2. HURGHIR H 3% > BB BEH M RRAYRE S [ % -

3. T T, e (RERAREDR ) -

C3 bz Tl

figbr£e 2k Sentinel fa] ks M AN GIEIFE L4 5FR Sentinel EH B EFE - TVATEISRZHERH -
FEfARRRZEES Sentinel 2 1% » HEEL 2B TG 78 MK  fET Sentinel Ay n - IMIEZBIRIE
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