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About This Guide

This Field Rebuild Guide provides information about rebuilding and reconfiguring the PlateSpin Forge
disaster recovery appliance by using the PlateSpin Forge 11.3.0 Upgrade/Rebuild Kit.

Intended Audience

This document is intended for IT staff who maintain the PlateSpin Forge Appliance.

Additional Documentation

For the most recent version of this guide and other PlateSpin Forge documentation resources for this
release, visit the PlateSpin Forge Documentation website (https://www.netiq.com/documentation/
platespin-forge-11-3/).

In addition to English, online documentation is available in these national languages: Chinese
Simplified, Chinese Traditional, French, German, Japanese, and Spanish.

Contacting Micro Focus

Our goal is to provide documentation that meets your needs. If you have suggestions for
documentation improvements, you can use the comment on this topic link at the bottom of any
HTML page of the online English documentation, or send an email to Documentation-
Feedback@microfocus.com.

For specific product issues, contact Micro Focus Customer Care at https://www.microfocus.com/
support-and-services/.

Additional technical information or advice is available from several sources:

+ Product documentation, Knowledge Base articles, and videos: https://www.microfocus.com/
support-and-services/

+ The Micro Focus Communities pages for High Availability and Disaster Recovery: https://
forums.novell.com/forumdisplay.php/1870-HIGH-AVAILABILITY-DISASTER-RECOVERY

About This Guide 5
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1.1

Planning Your Forge Rebuild

The PlateSpin Forge 11.3 Appliance 4 Field Upgrade/Rebuild Kit provides the resources you need to
rebuild your PlateSpin Forge 11.3 Appliance 4 to factory settings. You can also use the kit to rebuild
and upgrade the software components on supported older models to PlateSpin Forge 11.3 Appliance
4.

Use the rebuild instructions in this guide only when Factory Reset is not working or is not applicable.
For example:
+ A major hardware failure prevents Factory Reset from working.

+ You need to upgrade a supported older model of the appliance to use the latest software
components.

NOTE: If you need only to revert the appliance to its factory default state, use the Factory Reset
feature that the appliance ships with Forge Appliance. See “Resetting the Forge Appliance to Factory
Defaults” in the PlateSpin Forge User Guide.

If you need only to upgrade the PlateSpin Forge software from version 11.2 to 11.3 on your existing
PlateSpin Forge 11.2 Appliance 3, see the PlateSpin Forge 11.3 Upgrade Guide.

+ Section 1.1, “About Appliance Version 4,” on page 7

¢ Section 1.2, “Supported Forge Models,” on page 8

+ Section 1.3, “About the Forge Appliance Rebuild Process,” on page 8
+ Section 1.4, “What You Need,” on page 9

About Appliance Version 4

Table 1-1 compares the Forge components in Appliance Version 3 and Appliance Version 4. Version
4 uses VMware ESXi 6.5 U1 as the virtualization host, which enables you to protect Windows Server
2016 standalone and cluster workloads. VMware 6.5 uses the VMware vSphere Web Client for virtual
host management instead of the VMware Client.

Table 1-1 Comparison of Appliance Versions as Shipped

Forge Component

Forge 11.2 Appliance Version 3

Forge 11.3 Appliance Version 4

Dell PowerEdge

R730xd
R720

R740xd
R730xd

VMware host and VM protection
container

VMware ESXi 5.5

VMware ESXi 6.5 U1

NOTE: Required for support for
Windows Server 2016 as a guest
OS.

VMware management

VMware Client

VMware vSphere Web Client

PlateSpin Forge

Version 11.2

Version 11.3

Planning Your Forge Rebuild
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8

Forge Component

Forge 11.2 Appliance Version 3

Forge 11.3 Appliance Version 4

VM Guest OS

Microsoft Windows Server 2012

Microsoft Windows Server 2012

PlateSpin database

Microsoft SQL Server 2014

Microsoft SQL Server 2014

1.2 Supported Forge Models

You can use the PlateSpin Forge 11.3 Appliance 4 Field Upgrade/Rebuild Kit to rebuild your Forge
Appliance 4 or to upgrade your existing Forge Appliance 3 hardware and software to PlateSpin Forge
11.3 Appliance 4. Table 1-2 identifies the PlateSpin Forge hardware models that are supported for
rebuild or for upgrade through rebuild.

Table 1-2 Supported Forge Models for Upgrade or Rebuild

Forge Series Dell PowerEdge
Forge 700 R740xd

R730xd

R720
Forge 500 R720

R620

1.3 About the Forge Appliance Rebuild Process

At a high level, the rebuild process for PlateSpin Forge 11.3 Appliance Version 4 consists of the

following major tasks:

1. (Conditional) Re-create the RAID array on the appliance.

If you are upgrading your Forge Appliance from a previous appliance version, configure the
RAID controller for the RAID level appropriate for your hardware. See Table 2-1, “RAID
Configuration for Forge Appliances,” on page 11.

WARNING: Rebuilding the RAID array erases all data stored on local storage on the Forge

Appliance.

2. Set up the System BIOS.

3. Install the VMware hypervisor.

4. Deploy Forge software, including the Forge Management VM and the Forge Appliance
Configuration Console (Forge ACC or FACC).

5. Reapply licenses for all components.

Planning Your Forge Rebuild



14 What You Need

Before you start rebuilding Forge, ensure that you have the following prerequisites:

A Forge Appliance Rebuild Kit, containing:
+ Forge Appliance installation program

forge-esx6.5-11. 3. 0. xxx-provider.iso
+ Forge Management VM files
+ The template files for the VM:
PLATESPI NFORGEOL. ovf

PLATESPI NFORGEOL. nf
PLATESPI NFORCEOL-filel.flp

* The . vimdk files needed by the VM:
PLATESPI NFORGEO1- di sk1. vdk
PLATESPI NFORGEO1- di sk2. vidk

+ This Forge Field Rebuild guide.

The files for the PlateSpin Forge Appliance Rebuild Kit
are available for download on Micro Focus Patch
Finder. Expand PlateSpin Forge 11.3, then select the
patch listed as PlateSpin Forge 11.3 Appliance
Rebuild Kit. When you are prompted for your
Customer Care user identity, log in with user account
that has the email address associated with the product
purchase.

NOTE: Download the files to a USB drive that you can
mount as needed on different computers.

You will burn the ISO file to a blank unformatted
recordable CD or DVD disc by using software and an
optical drive that are designed for the task. The size is
about 350 MB.

VMware ESXi 6.5 license for the Forge hypervisor

Contact Customer Care for help to retrieve your
VMware 6.5 license.

For upgrades, this license replaces your VMware 5.5
license that you use with your Forge Appliance 3.

Microsoft Windows Server 2012 R2 license for the
Forge Management VM

A Certificate of Authority (CoA) sticker with a product
key for Windows Server 2012 R2 is attached to every
PlateSpin Forge Appliance and is located on the
bottom cover of the appliance.

For upgrades, your will reuse the Windows Server
2012 R2 license for your existing appliance.

Microsoft SQL Server 2014 license for the Forge
Management VM

A Windows Product Key sticker is attached to every

PlateSpin Forge Appliance and is located on the top
cover of the appliance. Contact Customer Care if the
sticker is missing.

For upgrades, your will reuse the SQL Server license
for your existing appliance.

PlateSpin Forge license

After the rebuild, you must have a valid Forge license
to unlock the product’s business functionality.

For upgrades, your will reuse the Forge license for
your existing appliance.

After the rebuild, you must reactivate the license. See
“Activating Your Product License” in the PlateSpin
Forge User Guide.

Supported Dell PowerEdge server hardware

See Table 1-2, “Supported Forge Models for Upgrade
or Rebuild,” on page 8.

Ability to configure the server

You must connect a keyboard and a monitor to the
server hardware to configure the hardware and device
settings.

Planning Your Forge Rebuild
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Ability to burn the ISO image file to a CD or DVD disc  You must have an independent Windows computer

with ISO burning software, an optical drive capable of
burning a bootable CD or DVD disc, and a blank
unformatted recordable disc (CD-R or DVD-R).

See “Creating the Forge 11.3 Installation Disc” on
page 35.

Ability to play the Installation disc

The Dell PowerEdge R730xd and R740xd hardware
does not have an internal CD/DVD drive. During the
installation process, you must attach an external CD or
DVD drive that is capable of playing the PlateSpin
Forge 11.3 Installation disc. Use any available USB
port on the hardware.

See “Installing VMware ESXi 6.5 U1 to the Appliance”
on page 36.

Administrative computer

To install and configure required PlateSpin Forge
components, you must connect directly to the Forge
hardware appliance through another computer, the
PlateSpin administrative computer. You should
consider using a Windows laptop for this purpose
because of its flexibility and mobility. You must
configure the administrative computer with a static IP
address in the same subnet as Forge, then connect it
to the Forge Appliance.

See “Preparing a PlateSpin Administrative Computer”
on page 39.

TLS Protocol

PlateSpin Forge requires Transport Layer Security
(TLS) 1.0 and higher to be enabled on the Forge VM.

Planning Your Forge Rebuild



2.1

2.2

Reconfiguring the RAID Controller
(Conditional)

You must reconfigure the RAID controller on the PlateSpin Forge Appliance Hardware if you are
adding or replacing hard disks in your Forge Appliance as part of the product rebuild. Otherwise,
reconfiguring the RAID for the appliance is optional.

¢ Section 2.1, “About Your RAID Configuration,” on page 11

+ Section 2.2, “Configuring RAID 6 for Dell PowerEdge R740xd,” on page 11

+ Section 2.3, “Configuring the RAID for Dell PowerEdge R730xd and Earlier Models,” on page 19

About Your RAID Configuration

Table 2-1 provides information that can help you identify the RAID configuration that applies to the
Forge Appliance that you purchased. For additional technical specifications, see the PlateSpin Forge
Technical Specifications web page.

Table 2-1 RAID Configuration for Forge Appliances

Forge Series Dell PowerEdge RAM (Base) HDD (Base) RAID Type

Forge 700 R740xd 128 GB 14x2TB RAID 6
R730xd 128 GB 14x2TB RAID 6
R720 128 GB 8x4TB RAID 6

Forge 500 R720 32GB 6x1TB RAID 5
R620 32GB 2 x 500 GB RAID 1

Configuring RAID 6 for Dell PowerEdge R740xd

On first boot of the PlateSpin Forge R740xd hardware, use the Dell PowerEdge Expandable RAID
Controller (PERC) BIOS Configuration Utility to configure the RAID controller for the RAID 6
configuration.

To configure the RAID controller for RAID 6:

1 Boot the server hardware.

Reconfiguring the RAID Controller (Conditional) 1"
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2 During the boot sequence, press F2 to boot to the System Setup Utility.

B3 iDRAC-HV3TBN2, , User: root, 4.8 fps
File View Macros Tools Power MNextBoot VirtualMedia Help

System 3etup

Lifecycle Controller

Boot Manager

PXE Boot

Boot to Setup Requested by iDRAC

Initializing Serial ATA devices...

Boot Agent
Z017 Broadcom Corporation
ghts re
5 to

Current User{s): root: 10.99.104.128

3 In System Setup Main Menu, select Device Settings.

System Setup

System Setup Main Menu

System BIOS

Device Settings

e Select to configure device settings.

12 Reconfiguring the RAID Controller (Conditional)



4 In Device Settings, select Integrated RAID Controller 1: Dell PERC <PERC H740P Mini>
Configuration Utility.

Help | About | Exit

Systern Setup
Device Settings

Integrated RAID Cantroller 1: Dell PERC <FERC HY40F i

Configuratian Utility

-BONS44EBTAES

0

Integrated MIC 1Fort 1 Broadeom Gigabit Ethernst B

Integrated NIC 1Port 2: Broadeom Gigabit Etfernst BCMST20 - $0:19:44EBTAED

Integrated NIC 1Port 2: Broadcom Gigabit Ethernst BCMST20 - S0ri3: 44 EBTA:EA

Integrated NIC 1Fort 4: Broadcom Gigabit Ethernat BCMST20 - 80:18:44.EBTAER

MIC in Slot 1Port 1 Broadcom Gig Ethernat BCMS5720 - O0:0AFT:BE:SC:AS

MIC in Slot 1Port 2: Broadcom Gigabit Ethernet BCWMST20 - 00:0AFTBESC:AS

Fleasa note: Only devices which conform to the Human Interface Infrastructura (Hilj in the LEFI
Specification ars displayedin this menu.

“ Manage RAID Controller Configurations,

5 In the PERC Configuration Utility Dashboard View under Actions, click Configure.

Integrated RAID Controller 1: Dell PERC <PERC H740F Mini > Configuration Utility

Dashboard \iew
Backplane (i} i
BB e
Enclasurs 1
Physical Disks - ]
Diske Groups Q
Mirtual Disks w0

iew Server Profile
ACTIONS
Configure

=,

ctory Defaults

BACKGROUND OPERATIONS

oo Displays configuration options. Some options appear only if the controller supports them,
” Ag an gxample, Create Profile Based Virtual Disk, Create ... (Press <F1s for mora halp)

6 In PERC Configuration Management, click Clear Configuration and confirm to delete existing
disk groups and any data on that disk group.

WARNING: Deleting a disk group also deletes the data on that disk group.

Reconfiguring the RAID Controller (Conditional) 13



7 In PERC Configuration Management, configure the PERC RAID controller with multiple logical
disks in a single RAID 6 array that spans all physical SATA disks:

7a Create a virtual disk for the Forge System:
7a1 In the PERC Configuration Management menu, click Create Virtual Disk.

Help | About | Exit

| Integrated RAID Controller 1. Dell PERC <PERC H740P Mini > Configuration Utility

Dashboard View + Configuration Management

Create Virtual Disk

Create Profile Based Virual Disk

Clear Canfiguration

s Creates a virtual disk by selecting the RAID level, physical disks, and virtual disk
parameters.

Service Tag : AB1C2D3

7a2 On the Create Virtual Disk page, define the RAID:

Parameter Description

Select RAID Level Select RAI D6.

Select Physical Disks From Select Unconfi gured Capacity.
Select Physical Disks 1. Click Select Physical Disks.

2. On the Select Physical Disks page, select all
available physical SATA disks. Each SATA disk is
about 2 TB in size. Do not select the two small
SAS hard disks.

Integrated RAID Controller t Dell PERC <PERC HT40P Mini > Configuration Utiity

Dashhoard \lew - Configuration Management - Select Phrysical Disks

@ sutes s changes macs 10 e e fem

3. At the bottom of the page, click Apply Changes.

14 Reconfiguring the RAID Controller (Conditional)



Craate Virtual Disk
Select RAID Level

ecure Virtual Disk
Select Physical Disks From -

Select Physical Disks

Wirtual Digk BamE e

firtual Disk Size
Strip Element Size

Read Folicy

7a3 After you select the physical disks, configure the following Virtual Disk Parameters:

- @ Unconfigured Capacity O Free Capacity

CONFIGURE VIRTUAL DISK PARAMETERS:

T T

L

Integrated RAID Controller 1. Dell PERC <PERC H740P Mini > Configuration Ufility

Dashboard \iew « Configuration IManagement + Create \firtual Disk

|ReiD6 El

o ME ® CE oTE
[2s5KE B
© No Read shead @ Read Ahead

© Write Through @ Write Back o Force Write Back

o Dynamiczlly updates to display as Select Physical Disks or Select Disk Group based on
the selaction mads in Select Physical Disks From,

Parameter

Description

Virtual Disk Name

sensitive.

Type For geSyst em The virtual disk name is case

Virtual Disk Size

recommended size is 300 GB.

Specify 300 as the size for the Forge system disk. The

Virtual Disk Size Unit

Specify GB.

Strip Element Size

Select 256 KB.

Read Policy

Select Read Ahead.

Write Policy

Select Wite Back.

Disk Cache

Select Defaul t .

Default Initialization

Select Fast .

Reconfiguring the RAID Controller (Conditional)
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| Integrated RAID Controller 1 Dell PERC <PERC H740P Mini > Configuration Utility

Dashboard View » Configuration Management » Create Virtual Disk

Sel t T @ Lincar QFr
Select Physical Disks
CONFIGURE VIRTUAL DISK PARAMETERS:
Virtuz Disk MName - U <7 e |
Virtual Disk Size i i i we|200.00

Virtual Disk Size Unit o

Strip Element Size (256 KB

o — . ¢y No Reatd Ahead @ Read Ahead

Wit POliCy oo €3 Write Through @ Wirite Back @ Forcs Write Back
Disk Cache @ Default  ©Enable o Disable

Diefault Initiglization Mo @ Fast  Full

Create Virtual Disk

@ Submits the changes made to the entire form and creatas s virtual disk with the specified

paramsters,

7a4 At the bottom of the page, click Create Virtual Disk.

7a5 Click OK to dismiss the confirmation for the creation of the virtual disk.
7b Create a new virtual disk for the Forge Failover VMs:

7b1 In the PERC Configuration Management menu, click Create Virtual Disk.

Integrated RAID Controller 1. Dell PERC <PERC H740P Mini > Configuration Utility

Dashboard View - Configuration Management

Creals Virtual Disk

Craate Profile Based Virtual Digk:

Wiew Disk Group Proparties

Clear Configuration

o Creates a virtual disk by selecting the RAID level, physical disks, and virteal disk
parameters.

Reconfiguring the RAID Controller (Conditional)



7b2 On the Create Virtual Disk page, define the RAID:

Parameter

Description

Select RAID Level

Select RAI D6.

Select Physical Disks From

Select Free Capacity.

Select Disk Groups

1. Click Select Disk Groups.

2. On the Select Disk Groups page, select Di sk
G oup #0.

3. At the bottom of the page, click Apply Changes.

Integrated RAID Controller 1: Dell PERC <PERC H740P Minl > Configuration Utility

Dashhoard View - Configuration Management - Create Virtual Disk

Select RAID Level

O RAIDD

o RAIDA

irtual Disl

Sielect Physical DIsks From -

Select Digk Groups
CONFIGURE VIRTUAL DISK PARAMETERS:
irtual Digk Mame -
“irtual Diske Size
Wirtual Disk Size Unit

Strip Element Size o

T

Write Policy

& Unconfigured Capacity

® RAIDE

@ Free Capacity

OMB @®GB OTE
256 KB
Mo Read Ahead @ Read Ahead

O Write Through @ Wirite Back O Force Wrile Back

#o Dhynamically updates to display as Select Physical Disks or Select Disk Group based on
the selaction made in Selact Physical Disks From.

7b3 After you select Disk Group #0, configure the following Virtual Disk Parameters:

Parameter

Description

Virtual Disk Name

Type Fai | over VMs. The virtual disk name is case
sensitive.

Virtual Disk Size

Use the default maximum size for the remainder of the
RAID disk (such as 21533 GB)

Virtual Disk Size Unit

Specify GB or TB as appropriate to the size you
specified.

Strip Element Size

Select 256 KB.

Read Policy

Select Read Ahead.

Write Policy

Select Wite Back.

Disk Cache

Select Defaul t.

Default Initialization

Select Fast .

Reconfiguring the RAID Controller (Conditional)
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7b4 At the bottom of the page, click Create Virtual Disk.
7b5 Click OK to dismiss the confirmation for the creation of the virtual disk.

8 View the disks you created on Disk Group #0.
8a In the PERC Configuration Management menu, click View Disk Group Properties.

Integrated RAID Controller 1. Dell PERC <PERC H740P Mini > Configuration Utility

Dashboard View + Configuration Management

Create Virtual Disk

Creale Profile Based Virtual Disk

‘View Disk Group Properties

Clear Configuration

oo Displays information about the available disk groups, associated virtual disks, the capacity
allocation, and the assigned dadicated hot spares if any.

: ABIC2D3

8b On the View Disk Groups Properties page, select Capacity Allocation to view the capacity
for the For geSyst emdisk and Fai | over VMs disk.

| Integrated RAID Controller 1: Dell PERC <PERC H740P Mini > Configuration Utility

Dashboard Wiew « Configuration Management = View Disk Group Properties

Diigk Group #0

Wirtual Disk 0: ForgeSystem, RAIDE, 300GE, Ready
Wirtual Disk 0: ForgeSystem, RAIDE, 200GE, Ready
wirtual Disk 1: Failloveryivs, RAIDS, 2153378, Ready

Disk Group
Capacity Allocation

L

0 Displays associated virtual disks for the disk group and any available fres capacity.

9 Return to the System Setup Main Menu, then click Finish in the lower right corner to exit the
System Setup Utility, then click Yes to confirm.

Reconfiguring the RAID Controller (Conditional)



2.3

| System Setup

System Setup Main Menu

System BIOS

IDRAC Settings

Device Settings

Warning

1 Confirm Exit

Are you sure you want to exit?

10 (Conditional) Press Ctrl+Alt+Del if you are prompted.

The server reboots with the new settings.

Configuring the RAID for Dell PowerEdge R730xd

and Earlier Models

The PlateSpin Forge Appliance requires a RAID storage array to provide storage fault tolerance. On

first boot of the PlateSpin Forge Appliance Hardware, use the Dell PowerEdge Expandable RAID

Controller (PERC) BIOS Configuration Utility to configure the appropriate RAID type for your system.
See Table 2-1, “RAID Configuration for Forge Appliances,” on page 11.

NOTE: To perform this task, you must connect a keyboard and a monitor to the server hardware

being used for the appliance.

Do not use the Dell Enhanced Multimedia USB Keyboard — Model: SK-8135. It is known to cause

USB conflicts.

Reconfiguring the RAID Controller (Conditional)
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To configure the RAID controller:

1 Boot the server hardware.

2 During the boot sequence, wait approximately 24 seconds for the PowerEdge Expandable RAID
Controller BIOS screen, then press Ctrl+R to launch the PERC Configuration Utility.

System Setup
Lifecyc ntroller
Boot Manag

? = PXE Boot

3 Configure the PERC RAID controller to have multiple logical disks over a single RAID array (that
is, a RAID 6, a RAID 5, or a RAID 1, based on the appropriate RAID type for your hardware):

3a Delete any existing disk groups:

WARNING: Deleting a disk group also deletes the data on that disk group.

3a1 On the Virtual Disk Management page, select an existing disk group, then press F2.

3a2 In the Operations dialog, select Delete Disk Group.

FERC H?30F HMini BIDS Cownfiguration Utility 5.03-0010
LTS FD Hgmt rl My Properties

[-1 PERC H?30F Mini (Bus 8x03, Dew 0x68)

L[] Disk Group: @, RAID 6

[-1 al Disks Add New UD Uirtual Disks: 2

Ib: &, Uolumel, 368. Physical Dizks: 14
Ip: 1, Volume Z, 220 Free Cap.: 0.06 GB
[+]1 Physical Disks Frec fircas: @
[+] Total Free Capacity: |[Delete Disk Group Secured @ NsA

Hot spares Protection @ H-sA

Secure Disk Group

Disable Protection

Break Hirror

Fi-Help F2-Operations FS-Refresh Ctrl-H-Hext Page Ctrl-P-Prev Page F12-Ctlr

3a3 Repeat Step 3a1 and Step 3a2 for all existing disk groups.
3b Create a new disk group for the Forge system:

3b1 On the Virtual Disk Management page, select the RAID controller at the root of the tree
view, then press F2.

3b2 In the Operations menu, select Create New VD.

Reconfiguring the RAID Controller (Conditional)



3b3 On the Create New VD page, configure the new virtual disk by setting values for the
following parameters:

Parameter Description

RAID Level Select the RAID configuration that you need for your storage array.

Select RAI D- 6, RAI D- 5, or RAI D- 1 based on your Forge model.
See Table 2-1, “RAID Configuration for Forge Appliances,” on
page 11.

Physical Disks Select all available physical disks to be members of the RAID array.
To select a disk, highlight the disk item and press the Spacebar.

Disk sizes might vary with your Forge model.

VD Size Specify the size for the Forge system disk. The recommended size
is 300 GB.

Type 300 if the PERC Controller displays the disk size in GB. Type
307200 if the disk size is displayed in MB.

VD Name Type For geSyst em The virtual disk name is case sensitive.

PERC HY3OF Mini BIDS Cowfiguration Utility 5.83-0810
S0 PD Hgmt  Cirl Mgmt  Properties

RAID Lewel G(RAID-6

RAID State :Optimal Physical Disks
Disk ID Size

|UD Size :300.00 6B |

UD Hame dForgedystem

Strip
Element Size:64KE

— Operations
Operation : Back Init.

B

Time Left : H-<h

F1-Help F12-Ctlr

3b4 Select OK and press Enter.
3c Create a new disk group for the Forge failover VMs:

3c1 On the Virtual Disk Management page tree view, select Disk Group: 0, RAID_ (see
Step 3b3) and press F2.

3c2 In the Operations menu, select Add New VD.

3c3 On the Add VD in Disk Group 0 page, configure the new virtual disk for the failover
VMs by setting values for the following parameters:

Parameter Description

VD Size Depending on the appliance model you have, use the remaining disk
space value as your default backup storage, such as 22050 GB.

VD Name Type Fai | over VMs. The virtual disk name is case sensitive.
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UD Mgmt 0

FailoverUMs

Fi-Help F12-Ctlr

3c4 Select OK and press Enter.
3d For each virtual disk, configure the disk to fast initialize:

3d1 On the Virtual Disk Management page under Virtual Disks, select the disk name, then
press F2.

3d2 In the Operations menus, select Initialization > Fast Init > OK.
3d3 Repeat Step 3d1 and Step 3d2 for each virtual disk.
The final configuration screen for RAID 6 should look like this:

PERC H?30F Mini BIOS Configuration Utility 5.03-0010
UD Mgymt

[-1 PERC H?30P Mini (Bus 0x03, Dev 0x00)
L[-1 Disk Group: O, RAID 6

[-1 Virtual Disks Disk Groups: 1
ID: 0, ForgeSystem, 300.00 GB Uirtual Disks: 2
ID: 1, FailoverUMs, Z22050.00 GB Physical Disks: 14

[+]1 Physical Disks

[+]1 Total Free Capacity: ©.00 GB

Hot spares
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The final configuration screen for RAID 5 should look like this:

n Utility 4.03-0002
UD Mgmt | R e £

[=1 PERC H?710F Mi
L[-] Disk Group:

Disk Groups:
B, ForgeSystem, 300.00 GB Uirtual Dis
» FailoverUHs, 4355.00 GB Physical Disks: 6

: D.00 GB
Hot s

The final configuration screen for RAID 1 should look like this:

PERC H?710 Mini BIOS Configuration Utility 4.03-0002
UD Mgmt

[-1 PERC H710 Mini (Bus @x03, Dev Ox08)
L[-1 Disk Group: @, RAID 1
[-1 Virtual Disks: Z
ID: O, ForgeSystem, 300.00 GE Physical Disks: 2
ID: 1, FailoverUMs, 165.25 GB Free Cap.: 0.00 GB
[-1 Free Areas: @
00:01:00: Online: 465.25 GB
00:01:01: Online: 465.25 GB
[+]

4 Press Esc to exit the PERC Configuration Utility.
5 Press Ctrl+Alt+Del if you are prompted. The server reboots with the new settings.
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3.1

Configuring System BIOS Settings

The PlateSpin Forge Appliance requires particular settings for SATA storage and virtualization in the
System BIOS. Use the System Setup utility to configure the settings.

NOTE: To perform this task, you must connect a keyboard and a monitor to the server hardware
being used for the appliance.

Do not use the Dell Enhanced Multimedia USB Keyboard — Model: SK-8135. It is known to cause
USB conflicts.

*

Section 3.1, “Accessing the System Setup Utility,” on page 25

*

Section 3.2, “Configuring the Required SATA Setting,” on page 26

*

Section 3.3, “Configuring the Required Virtualization Technology Setting,” on page 28

*

Section 3.4, “Exiting the System Setup Utility,” on page 30

Accessing the System Setup Utility

1 Boot the Forge Appliance hardware (the server).
2 During the POST, press F2 to enter the System Setup utility.
Wait for the System Setup window to open. It might take up to 30 seconds.

FZ - Bystem Setup
F18 = Lifecycle Controller
rii = 1103 Doot Manager

Fiz = FXE Boot

BIOS Revisiom 1.2.6
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3 From the System Setup Main Menu, you can access options for embedded settings for the
System BIOS, the Dell iDRAC, and the device.

[ System Setup

Systern Setup Main Menu

System BI0S
DRAC Saltngs

Devica Settings

0 ekt 1o confiure systern BIOS sattigs

3.2 Configuring the Required SATA Setting

PlateSpin Forge requires an Embedded SATA setting of ATA Mde in the System BIOS.
To configure the Embedded SATA setting:

1 Access the System Setup utility.
See Section 3.1, “Accessing the System Setup Utility,” on page 25.
2 In the System Setup Main Menu, select System BIOS.

[ System Setup

System Setup Main Menu

I Syslem BOS I
L.

DRAC Sattngs

Devica Settings

6 Select I confiure systern BIOS satiings
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3 On the System BIOS Settings page, select SATA Settings.

SYSTEM SETUP

System BIOS
Systemn BIOS Settings

System information

Wemary Selings

Biot Settngs
ntecrated Davices

Seridl Communisation

System Frofie Settngs
System Seosfy

Wiscebreous Satiigs

0 Ths fiskd controls emibedded SATA port satings.

SYSTEM SETUP

System BIOS
Systemn BIOS Settings - SAT A Settings
Embedded SATA ———————————————————— A1 Wiode
\TA Mods
AHCIMods
_ |RADMese
- it
Drive Typg —————————————————————————————  Opicd Crive
Capaty A
et F ® Al
Kol Uawn
Crive Typg ————————————————————————————  LinknownDavice
Cepaciy bl

0 Alows the Embedded SATA to be sat to OFf, ATA AHC! or RAD Mode,

Service Tag : 2000V

5 Press Esc twice to return to the System Setup Main Menu.

6 (Conditional) If you are prompted to save the changes made to the BIOS, click Yes.

Warning

i Saving Changes

Soltngs have cangad Do you e 1 G o changes?

(M O or mare o (the changes requaes @ sysham reset
D et L, Saving changes nove wilnol Cause an mmecdans
resel neoead T sl wil Oons S1or exitneg th ukiy
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You should see a message indicating that the changes were saved successfully. Click OK to
dismiss the confirmation.

Success
u Saving Changes
Settings saved sucosssflly

7 Exit the System Setup utility.
See Section 3.4, “Exiting the System Setup Utility,” on page 30.

3.3 Configuring the Required Virtualization
Technology Setting
PlateSpin Forge requires an Virtualization Technology setting of Enabl ed in the System BIOS.
To configure the Virtualization Technology setting:

1 Access the System Setup utility.
See Section 3.1, “Accessing the System Setup Ultility,” on page 25.
2 In the System Setup Main Menu, select System BIOS.

[ System Setup

Systemn Setup Main Menu

I System BI0S I
L

DRAC Sattngs

Device Settngs

o Sekect 1o confiure systern BIOS satiings
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3 On the System BIOS Settings page, select Processor Settings.

EM SETUP

System BIOS
Systemn BIOS Settings

System information

Wemry Selings

I Procassor Setngs I I

SATA Setfings

ntecrated Davices

Seridl Communisation

Wiscebreous Satiigs

0 Ths fiekd controis tha processis] ssttings.

Servios Tag : 4200001

4 On the Processor Settings page, ensure that the Virtualization Technology setting is set to
Enabled.

SYSTEM SETUP

[Sysmmslos

Systemn BIOS Settings - Processor Settings

B L ®Maxmumcatarate 0 64GTrE 5|
Atamats RTO (Requestor Transachon £ Settng — —  OFEnablbd @ Crsatiod
| vituatzation Techoiogy —————————— - @Enabbd O Diadlod |
Aelacent Cache Line Prafiatch - - ® Enabled O Desatied
Hardware Prafeither ——— - @Enaked O Deatied
DCU Strearnar Prefatcher —— — ®Endkd O Drcadled
DCUP Pratetone —— - @Enabbd o Deeaviad
Execute Drcgble —————————— & Enzbled O Dreablod
Murrber of Corers per Processer - @Al o1 o2
Prooessor B4-bit Support ——————————— Yeg
Provessor Caore Spesd - ———————— DA
Provessor Fus Spaedt BANGTHS
=l

When enabled,the addlicnd hardware capatities provided by Vrlusizaton Technabogy ere avalatie

foruse.

5 Press Esc twice to exit the Processor Settings and return to the System Setup Main Menu.
6 (Conditional) If you are prompted to save the changes made to the BIOS, click Yes.

Warning
i Saving Changes
R
Soltngs have cangad Do you e 1 G o changes?
[Meges Qr or rore: o itha changes requines @ sy5Ham ressd 1o

D et L, Saving changes nove wilnol Cause an mmecdans
resel neoead T sl wil Oons S1or exitneg th ukiy
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You should see a message indicating that the changes were saved successfully. Click OK to
dismiss the confirmation.

Success
M Saving Changes
Settings saved sucosssflly

7 Exit the System Setup utility.

See Section 3.4, “Exiting the System Setup Utility,” on page 30.

3.4 Exiting the System Setup Utility

1 On the System Setup Main Menu, press Esc to exit the System Setup utility and reboot the
PlateSpin Forge hardware.

2 If you are prompted to confirm the exit and reboot, click Yes to confirm.

Warning
Confirm Exit

I
A,

Are ol sure ol want to axit and
reboot?
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4.1

Configuring LCD Screen Settings

The Dell PowerEdge R720 and older hardware have a small LCD screen on the front panel that
displays the PlateSpin Forge brand name.

NOTE: The LCD screen is not available on Dell PowerEdge R730xd and R740xd hardware. Ignore
this section.

+ Section 4.1, “Configuring the Required LCD Display Name,” on page 31

Configuring the Required LCD Display Name

PlateSpin Forge requires a display name for the LCD for hardware that provides an LCD screen on
the front panel.

To configure the LCD display for Forge:

1 Access the System Setup utility.
See Section 3.1, “Accessing the System Setup Ultility,” on page 25.
2 In the System Setup Main Menu, select iDRAC Settings.

SYSTEMSETUP

pe

| System Setup

Systemn Setup Main Menu

‘ DRAC Sattngs

Do Settngs

o DRAC Settings alows you Lo confioure CRAC,
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3 On the System iDRAC Settings page, select LCD.

EM SETUP

IDRAC Settings

DRAC Settings
Thermd =1
Syetem Locaton
Saaurity Confguraticn

LUkser Confauration

Smart Card

Remots Enablement

Comnnuncabon Pass- Thiough

=N

Reeset DRAC configarations o defals

Lise thes page to set a predefined strng such as the DRAC Nems, P address, and 50 on o &
user-defined string to be displayed on the frent penel LCD,

Service Tag : 2000V

4 On the LCD page, type Pl at eSpi n For ge as the value for User-Defined String.

IDRAC Settings

DRAC Settings - LCD
SetlCDmestage ———————————————— Service Tag |
User-Defined String ——————————————————  [FlateSpnForgd

System Poweer Liits —
Aarcuent Termp Lints —

- @watt el

— ®Coan O Farrenhet
Errer Display ————————— — OSEL @Sk
Endilo Virtud Consols indeation ———————————————— @ Deatisd O Enablsd

BN YU T Vi OF enter the ssr-ciafinad string to be cieplenad on the LCD, The stang can heve
up to 62 characters.

5 Press Esc three times to return to the System Setup Main Menu.

6 (Conditional) If you are prompted to save the changes made to the iDRAC settings, click Yes.

Warning

i Saving Changes

Soltngs have cangad Do you e 1 G o changes?

(M O or mare o (the changes requaes @ sysham reset
D et L, Saving changes nove wilnol Cause an mmecdans
resel neoead T sl wil Oons S1or exitneg th ukiy
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You should see a message indicating that the changes were saved successfully. Click OK to

dismiss the confirmation.

|Success

ﬁ Saving Changes
Settings saved suncsssiily

OK

7 Exit the System Setup utility.

See Section 3.4, “Exiting the System Setup Utility,” on page 30.
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5.1

Installing Software Components
Required by Forge

This section includes information about installing and configuring the software components required
by PlateSpin Forge.

+ Section 5.1, “Creating the Forge 11.3 Installation Disc,” on page 35

+ Section 5.2, “Installing VMware ESXi 6.5 U1 to the Appliance,” on page 36

+ Section 5.3, “Importing the Forge Appliance Virtual Machine,” on page 39

¢ Section 5.4, “Installing VMware Updates (VIB Files),” on page 46

+ Section 5.5, “Licensing Microsoft Products on the Forge Management VM,” on page 47

+ Section 5.6, “Licensing the VMware ESXi Hypervisor,” on page 50

+ Section 5.7, “Running the Forge Appliance Configurator,” on page 51

+ Section 5.8, “Backing Up the Forge Management VM,” on page 51

¢ Section 5.9, “Shutting Down VMware ESXi Host,” on page 52

+ Section 5.10, “Restarting the Appliance,” on page 52

IMPORTANT: Prior to installing the software listed in this section, check your keyboard model. Do not
use the D ell Enhanced Multimedia USB Keyboard, Model SK-8135. This keyboard is known to cause
USB conflicts.

Creating the Forge 11.3 Installation Disc

The PlateSpin Forge 11.3 installation program requires a bootable CD or DVD disc. Burn the disc
from the ISO image included on the PlateSpin Forge 11.3 Appliance Rebuild Kit. The size is about
350 MB.

NOTE: You must have an independent Windows computer with ISO burning software, an optical
drive capable of burning a bootable CD or DVD disc, and a blank recordable disc (CD-R or DVD-R).

To create a Forge installation CD or DVD from the PlateSpin Forge 11.3 Appliance Rebuild Kit:
1 At an independent, running Windows computer, insert a blank unformatted recordable CD or
DVD disc in an optical drive capable of burning a CD or DVD disc from an ISO file.

2 At this same computer, mount the USB drive that contains the downloaded files for the PlateSpin
Forge 11.3 Appliance Rebuild Kit.

3 At the Windows desktop, open Windows File Explorer.
4 Navigate to the f or ge- esx6. 5- 11. 3. 0. xxx- pr ovi der . i so image file.
5 Use the built-in Windows Disc Image Burner software to burn the disc:
5a In Windows File Explorer, right-click the ISO image file and select Burn disc image.

5b In the Windows Burn Disc Image dialog, select the CD/DVD drive that contains the blank
disc from the Disc Burner list.
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5¢c (Optional) Select the Verify disc after burning check box if you want Windows to verify the
disc image after burning the disc. Leave this option deselected if you want to skip the
verification.

5d Click Burn to start burning the disc.
5e When it finishes burning the disc image to disc, click Close.
6 Eject the disc and label it PlateSpin Forge 11.3.0 Installation.
7 Continue with Section 5.2, “Installing VMware ESXi 6.5 U1 to the Appliance,” on page 36.

5.2 Installing VMware ESXi 6.5 U1 to the Appliance

PlateSpin Forge requires VMware ESXi 6.5 U1 to host the Forge Management VM. Ensure that you
have the PlateSpin Forge 11.3.0 Installation disc before you proceed with the installation.

NOTE: The PlateSpin Forge hardware does not have an internal CD/DVD drive. During the Forge
installation process, you must attach an external optical drive that is capable of playing the PlateSpin
Forge 11.3.0 Installation disc. Use any available USB port on the hardware.

If you encounter problems during the VMware ESXi installation, see Section A.2, “Errors Occurring
During ESXi Installation,” on page 59.

To install VMware ESXi to the Forge Appliance:

1 Connect a keyboard, a monitor, and an external CD/DVD drive to the server hardware being
used for the appliance.

NOTE: Do not use the Dell Enhanced Multimedia USB Keyboard — Model: SK-8135. It is known
to cause USB conflicts.

2 Power on the appliance and press F11 at the boot prompt.

FZ = System Setup

F10 = Lifecycle Controller
F11 = BIOS Boot Manager
F1Z = PXE Boot

[ |
BIOS Revision 1.2.6

3 While at the boot prompt, insert the PlateSpin Forge 11.3.0 Installation disc in the CD/DVD drive.
It might take some time for the Boot Manager utility to be displayed.
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4 In the Boot Manager Main Menu, select BIOS Boot Menu to launch the BIOS Boot Manager.

Boot Manager

Boot Manager Main Menu

o Thes sekecbion wil bake you 10 the BICS Boot Menu,

Zervice Tag: TABCDE2

5 In the BIOS Boot Manager utility, use the Up arrow and Down arrow to navigate to the option that
lets you boot from an optical device (for example, a SATA optical drive), then press Enter.

NOTE: The name of the optical device will vary, depending on the device you attached to the
appliance.

= BIDS Boot Manager =
» Horma l
= PLDS DUD-ROM DS-BD3SH |
= Hard driwe C:
# Integrated HNIC 1 BRCH MBA Slot 8100 »15.2.9

UpsDowun ar s to highlight 2
 Enter to zelect highlighted Lem . s¢ Eszsc to continue normal boot.

6 On the ESX 6.5 Update 1 build installation menu, select ESX Scripted Install for the Forge
Appliance, then press Enter to load the ESXi 6.5 U1 installer.

ate 1 (Build 7388687)

he Forge Appliance
set

7 Wait while the script executes the VMware installation. The installation progress updates on the
screen and moves through several stages.
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WMo ESKi 6.5.0 (Wkorael Relooss Build 5969303)

Inltializing scheduler ...

8 When the VMware installation process is completed, the confirmation dialog displays prior to the
system reboot.

9 Remove the installation media, then press Enter to reboot the system (or let the system reboot
itself).

NOTE: If you choose not to attend the installation, the system reboots on its own.

10 After the system has rebooted, continue with the instructions in Section 5.3, “Importing the Forge
Appliance Virtual Machine,” on page 39.
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5.3

5.3.1

Importing the Forge Appliance Virtual Machine

After you install VMware on the PlateSpin Forge hardware, you are ready to import the Forge
Management VM using an OVF file.

+ Section 5.3.1, “Preparing a PlateSpin Administrative Computer,” on page 39

*

Section 5.3.2, “Establishing a Physical Connection to the Appliance,” on page 40

*

Section 5.3.3, “Establishing a Management Connection through VMware vSphere Web Client,
on page 41

*

Section 5.3.4, “Deploying the Forge Management VM from an OVF File,” on page 42

*

Section 5.3.5, “Renaming the Forge Management VM,” on page 45

Preparing a PlateSpin Administrative Computer

To continue with the installation and configuration of the PlateSpin Forge components, you must
connect directly to the Forge hardware appliance through another computer, the PlateSpin
administrative computer. You should consider using a Windows laptop for this purpose because of its
flexibility and mobility. You must configure the administrative computer with a static IP address in the
same subnet as Forge, then connect it to the Forge Appliance.

To prepare the administrative computer:

1 Ensure that the administrative computer has a wired connection to the network.

2 Log in to the administrative computer as the local Administrator user.

3 Access the TCP/IPv4 properties of the administrative computer’s wired LAN adapter.
In the Network and Sharing Center, select the wired network adapter and open its Ethernet
Properties dialog. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

Internet Protocel Version 4 (TCP/IPv4) Properties % || =

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 1 . 205
Subnet mask: 255 .255.255 . 0

Default gateway:

Obtain DNS server address automatically
(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ OK H Cancel ]

4 On the General tab, select Use the following IP address, then assign the following values:
¢ IP address: 192. 168. 1. 205
¢ Subnet mask: 255. 255. 255. 0
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NOTE: Do not use the following IP addresses:
+ 192.168.1.200 - used by the hypervisor

+ 192.168.1.210 - used by the Forge Management VM (assigned by an automatic appliance
configuration utility).

5 Click OK and close the dialog.
6 Continue with Section 5.3.2, “Establishing a Physical Connection to the Appliance,” on page 40.

5.3.2 Establishing a Physical Connection to the Appliance

To establish a physical connection between the administrative computer and the Forge
Appliance:

1 Connect the administrative computer to the Forge Appliance using either of the following
methods. Ensure that you connect to NICO port on the Forge Appliance. Typically, the NICO port
is labeled GB1 on the Dell PowerEdge.

Connection through a Network Switch: Connect both units to an Ethernet network switch or a
hub through an Ethernet network cable.

HubdSwitch

-\-...___‘_‘_“‘
PlateSpin Forge Administrative
Appliance Computer

Direct Connection: Connect your PlateSpin Forge Appliance and the computer directly through
an Ethernet crossover cable.

Crossover Cable Q

PlateSpin Forge Administrative
Appliance Computer

2 Ensure that the Forge Appliance is powered on. Wait at least 10 minutes for the system to fully
start before you try to connect.

3 Continue with “Establishing a Management Connection through VMware vSphere Web Client”
on page 41.
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5.3.3

Establishing a Management Connection through VMware
vSphere Web Client

After the administrative computer has been connected physically, you need to establish the
management connection between the administrative computer and the ESXi hypervisor. Use a web
browser on the administrative computer to connect to the VMware vSphere Web Client.

NOTE: VMware supports the vSphere Web Client on the latest version of Google Chrome, Mozilla
Firefox, and Internet Explorer 11. See the VMware Knowledgebase article vSphere Client (HTML5)
and vSphere Web Client 6.5 FAQ (2147929).

You will use the vSphere Web Client to import the Forge Management VM to the VMware host and
configure aspects of the Forge Appliance software. After you import the VM, you will use the vSphere
Web Client to manage the ESXi host, to power on and off the Forge Management VM, and to access
the Console for the Forge Management VM.

To access the VMware vSphere Web Client:

1 On the administrative computer, launch Mozilla Firefox (58.0.1 (64-bit) or later) web browser.

2 Specify the ESXi hypervisor URL to open the VMware vSphere Web Client on the Forge
Appliance:

https://192.168. 1. 200

3 When you are prompted, add the security exception for the VMware ESXi server on the Forge
Appliance. Click Add Exception, review the Certificate information, then click Confirm Security
Exception.

/ Your connection is not secure

Add Security Exception * Lyour information from being stolen,

Vou are about to averride how Firefox identifies this site,
! Legitimate banks, stores. and other public sites will not ask you to do this.

Server
Location: | heps/7192.168.1.2000 | |§=k Certificste ‘

Certificate Status Advanced

This site atternpts to identify itsef with invalid information. View...

Wrong Site
The cetificate belongs to a different site, which could mean that someane & trying to impersonate this
site.

Unknown Identity

The certificate is not trusted because it hasn't been verified a3 issued by a trusted autharity using a
secure signature

F] Besmanently store this exception
Add Exception...

Confirm Security Exception Cancel

4 Log in to the VMware vSphere Web Client using the default credentials:
User name: root

Password: Passwor d1
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User name

vmware EsXi

Passward

5 If you are prompted in browser pop-up dialog to save credentials, do not select to save
credentials.

6 In the Help Us Improve the VMware Host Client dialog, deselect the check box to Join the
VMware Customer Experience Improvement Program, then click OK.

(' Help us improve the Viware Host Client

This product participates in Viware's Customer Experience Improvement
o Progtam ("CEIP7). The CEIP provides Yidware with infarmation that enables
Viware to Improve its products and senices, to fix problems. and to advise
you on how bestio deploy and use owr products, As part of the CEIP,
WiMware collects technical information about your crganization’s use of
WMware products and senices on a regular basis in association with your
organization’s Viware license key(s). This informalion does nol personally
identify any indivdual, For addiional information regarding the CEIP please
see lhe Trust & Assurance Cenler at Vidware com. You can selecl your
participation preferences below and in the Host Client’s setings menu.

3 Join the ViMware Customer Experience Improvement Pragram

7 Continue with “Deploying the Forge Management VM from an OVF File” on page 42.

5.3.4 Deploying the Forge Management VM from an OVF File

Included in the PlateSpin Forge 11.3 Appliance Rebuild Kit files is the VM . ovf file used in the
PlateSpin Forge 11.3.0 release build. You will access this . ovf file during the installation process to
import the Forge Management VM into VMware ESXi.

NOTE: Before you begin, mount the USB drive with the downloaded PlateSpin Forge 11.3 Appliance
Rebuild Kit files on the PlateSpin administrative computer.

You can use the VMware vSphere Web Client or the VMware OVF Tool utility to deploy the Forge
Management VM.

+ “Deploying the VM with vSphere Web Client” on page 43
+ “Deploying the VM with VMware OVF Tool” on page 44
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Deploying the VM with vSphere Web Client

To deploy the Forge Management VM by using vSphere Web Client:

1 On the PlateSpin administrative computer, log in with the default credentials to the vSphere Web

Client.

See “Establishing a Management Connection through VMware vSphere Web Client”.

2 In the vSphere Web Client, select Virtual Machines in the left Navigator pane, and then select

Create/Register VM.

3 In the New Virtual Machine wizard, complete the following information:

New Virtual Machine Wizard

Action

1. Select creation type.

1. Select Deploy a virtual machine from an
OVF or OVA file.

2. Click Next.

2. Select OVF and VMDK files.

1. Browse to the path on your administrative
computer where you copied down the OVF
template and corresponding data files.

2. Select the OVF file and corresponding . vimdk
files from your local path.

3. Specify PLATESPI NFORCGEO1 as the name of
the virtual machine.

4. Click Next.

3. Select storage.

1. Select the For geSyst emdatastore as the
destination storage location for virtual
machine files.

2. Click Next.
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New Virtual Machine Wizard Action

4. Deployment options. 1. For Disk provisioning, select Thi ck.

2. For Power on automatically, do one of the
following:

+ No VMware updates needed: Select
the check box. The VM is powered on
automatically after the VM setup.

+ VMware updates needed: Deselect
the check box. After the VM setup
completes, you will install VMware
updates in before you manually power

on the VM.
3. Click Next.
5. Ready to complete. 1. Ignore the alert message: A requi red di sk
i mage was m ssing.
: 2. Click Finish.

4 On the vSphere Web Client, view the progress messages for the OVF import in the Recent
Tasks panel.

The VM deployment takes about 30 minutes.

| [ Racent tasks

Fsunes

5 Continue with Section 5.3.5, “Renaming the Forge Management VM,” on page 45.

Deploying the VM with VMware OVF Tool

If the import of the PlateSpin OVF file fails using the vSphere Web Client, it might be necessary to use
the VMware OVF Tool CLI (ovf t ool ) to deploy the Forge Management VM.

IMPORTANT: Internet access is required to download the VMware OVF Tool.

To deploy the Forge Management VM by using VMware OVF Tool CLI:
1 On the PlateSpin administrative computer, use a web browser to download the latest version of
the VMware OVF Tool to the administrative computer.

To download VMware OVF Tool 4.2.0, see Download VMware Open Virtualization Format Tool
4.2.0.

2 |Install the VMware OVF Tool, according to the VMware instructions.
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For information about installing and using the tool, refer to the VMware OVF Tool
Documentation.

3 On the administrative computer, launch a Command Prompt, then navigate to the VMware OVF
Tool default installation directory. Enter
cd C.\Program Fi | es\ VMrar e\ VMvar e OVF Tool

4 Enter

ovftool . exe --name=PLATESPI NFORGEO1 - - dat ast or e=For geSyst em - - net wor k="VM
Net wor k" --al | owextraConfi g <Wndows path to OVF fil e>\ PLATESPI NFORGEOL. ovf
vi://root@ip address of ESXi host>

For example, if you mounted the USB drive with the PlateSpin Forge 11.3 Appliance Rebuild Kit
files to drive letter F: , the path to the OVF file is F: \ PLATESPI NFORGEO1. ovf . The IP address of
the ESXi host is 192.168.1.200. You would enter:

ovftool —name=PLATESPI NFORGEO1 —dat ast or e=For geSyst em —net wor k="VM Net wor k" —
al | owExtraConfi g F:\PLATESPI NFORGEOL. ovf vi://root @92. 168. 1. 200

5 When you are prompted to log in to the VMware host, provide the default credentials.
User name: root
Password: Passwor d1

6 Wait until the deployment is complete.
The VM deployment takes about 30 minutes.

7 Continue with Section 5.3.5, “Renaming the Forge Management VM,” on page 45.

5.3.5 Renaming the Forge Management VM

After you deploy the Forge Management VM, you must rename the Forge Management VM from
PLATESPI NFORGEOL to Pl at eSpi n For ge Managenent VM

1 On the PlateSpin administrative computer, log in with the default credentials to the vSphere Web
Client for the Forge Management VMware host.
2 Rename the Forge Management VM:

2a In the vSphere Web Client, right-click the Forge Management VM (PLATESPI NFORGEO1),
then select Rename.

2b In the New Name field, remove the PLATESPI NFORGEO1 name and type Pl at eSpi n For ge
Managenment VM

2c¢ Click Rename.
3 Continue with one of the following:

+ VMware updates: If you need to apply VMware updates, continue with Section 5.4,
“Installing VMware Updates (VIB Files),” on page 46 before you license products for the
Forge Management VM.

+ No VMware updates: If there are no VMware updates to apply, go directly to Section 5.5,
“Licensing Microsoft Products on the Forge Management VM,” on page 47.
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5.4 Installing VMware Updates (VIB Files)

VMware might have some security vulnerability that needs patching. You must install the vSphere
Installation Bundle (VIB) files manually by using the ESX Command-Line Interface (esxcl i)
commands.

For more information about potential VMware security vulnerabilities, see VMware Security
Advisories (https://www.vmware.com/us/security/advisories/).

To install VIB files:

1 If the Forge Management VM is running, power down the Forge Management VM gracefully. In
the Virtual Machines view in the vSphere Web Client, right-click the Forge Management VM,
then select Power > Power Off.

2 Download the appropriate VIB files.
We recommend that you upload the patch files to the For geSyst emdatastore:
2a In the vSphere Web Client, select Storage > Datastore browser.
2b Select For geSyst emdatastore, then click Create directory, and create a directory call VI B.
2c¢ Select the newly created VI B directory, then click Upload and upload the VIB files.

(5 Datastare browser

& Uploas [ Downlosa [ Detets [B Move 23 Copr E

B3 [Forgesyslam] IBES0S50-201712001 0p

3 Go to the ESX Console.
4 Install the VIB.
4a Begin maintenance mode for the VMware host. In the ESX Console, enter:

vimcnd host svc/ mai nt enance_node_ent er
4b Navigate to the VI B folder in the For geSyst emdatastore:
cd /vnfs/vol unes/ For geSysteni VI B

4c Unzip the VIB file.
For example, if the VIB file is named ESXi 650- 201712001. zi p, enter

unzi p ESXi 650-201712001. zi p
4d Install the update. Enter

esxcli software vib update —v /vnfs/volunmes/{GJU D of ForgeSysten}/VIB —f

NOTE: The esxcl i software update does not work using the sym link For geSyst em
Ensure that you use the GUID that represents the For geSyst emdatastore in the above
path.
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To get the sym link from the For geSyst emlink, run:

Is —al /vnfs/vol unes

For example:

The GUID is 5a74bb44- 94924bd9- 0f c7- 005056973169, in this particular case.

4e Repeat Step 4c and Step 4d for each VIB that you need to apply.

5 Reboot the Forge Appliance.

6 After the system comes back up again, exit maintenance mode by entering the following in the
ESX Console:

vimcnd host svc/ mai nt enance_node_exi t

7 Power on the Forge Management VM.

8 Continue with Section 5.5, “Licensing Microsoft Products on the Forge Management VM,” on
page 47.

5.5 Licensing Microsoft Products on the Forge
Management VM

PlateSpin Forge ships with licenses for Microsoft software installed on the Forge Management VM.
You must activate the licenses as you rebuild your Forge Appliance.

+ Microsoft Windows Server 2012 R2: A Certificate of Authority (CoA) sticker with a product key
for Windows Server 2012 R2 was attached to the bottom cover of the appliance. Use this license
during the rebuild.

+ Microsoft SQL Server 2014 Standard Edition: A Windows Product Key sticker for SQL Server
was attached to the top cover of the appliance. Use this license during the rebuild.

+ Section 5.5.1, “Accessing the Console for the Forge Management VM,” on page 47

+ Section 5.5.2, “Setting the Windows Administrator User Password,” on page 48

¢ Section 5.5.3, “Licensing Windows Server 2012,” on page 49

+ Section 5.5.4, “Licensing the SQL Server 2014,” on page 49

5.5.1 Accessing the Console for the Forge Management VM

1 On the PlateSpin administrative computer, log in with the default credentials to the vSphere Web
Client.

2 In the inventory panel at the left, locate and select the PlateSpin Forge Management VM.

3 If the VM is not running, power on the PlateSpin Forge Management VM. In the program tree
view, select the PlateSpin Forge Management VM, then click the green Play button to power it
on.
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4 Click the Console tab, then click inside the remote console window.

5.5.2 Setting the Windows Administrator User Password

To log in to Windows for the first time and set the Administrator user’s password:

1 In the vSphere Web Client, access the Forge Management VM console window.
2 On the Settings page, type the Product Key, then click Next.

Bl Patospin forgs Managemant Vi

© Settings

3 After Windows has started, set the password for the Administrator user to Passwor d1.
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4 Click Finish.
5 Continue with Section 5.5.3, “Licensing Windows Server 2012,” on page 49.

5.5.3 Licensing Windows Server 2012

To activate the license for Windows Server 2012 for the Forge Management VM:

1 In the vSphere Web Client, access the Forge Management VM console window.
2 On the Windows Server 2012 desktop, start the Windows Activation wizard.

Right-click Start, then select Command Prompt (Admin) to open the command line interface with
Administrator privileges.

3 Launch the Software Licensing User Interface wizard. Enter
slui 4

The SLUI wizard is used for calling Microsoft for manual license activation.
4 Select your country or region, then call the toll-free number provided by Microsoft.

5 Write down the confirmation ID provided by the Microsoft automated phone system or customer
representative, then click Enter confirmation ID.

6 In the Enter your confirmation ID page, enter the confirmation ID you obtained from Microsoft,
then click Activate Windows.

7 Continue with Section 5.5.4, “Licensing the SQL Server 2014,” on page 49.

5.54 Licensing the SQL Server 2014

To license Microsoft SQL Server 2014 for the Forge Management VM:

1 In the vSphere Web Client, access the Forge Management VM console window.

2 On the Windows desktop, click Start, then select the Apps arrow located at the lower-left corner
of the Start screen.

3 In the Apps tiles array, expand the list, then scroll right to find SQL Server 2014 Installation
Center (64-bit).
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5.6

IMPORTANT: Do NOT select the SQL Server Installation Center app listed in the Microsoft SQL
Server 2008 category.

4 In the SQL Server 2014 Installation Center, click Maintenance > Edition Upgrade.

(3,}

© 00 N O

10

On the Edition Upgrade dialog, select Enter the product key, enter the product key to activate
the SQL Server 2014 Standard Edition license on the Forge Management VM, then click Next.

Read and accept the license terms, then click Next.

Verify that the database instance of SQL Server is PLATESPI NDB, then click Next.
On the Ready to Upgrade Edition page, click Upgrade.

After the SQL Server upgrade is complete, close the Installation Center.
Continue with Section 5.6, “Licensing the VMware ESXi Hypervisor,” on page 50

Licensing the VMware ESXi Hypervisor

PlateSpin Forge ships with a license for the version of VMware installed on the Forge Management

VM.

You must activate a VMware 6.5 license as you rebuild your Forge Appliance to version 4.

NOTE: If you are upgrading from Appliance version 3, your VMware license is for VMware 5.5.
Contact Customer Care for help to get a replacement VMware license for VMware 6.5.

To activate the ESXi 6.5 license for the Forge Management VM:

1

2
3
4

5
6

7
8

On the PlateSpin administrative computer, log in with the default credentials to the vSphere Web
Client.

In the vSphere Web Client, select Host in the Navigator.

Expand the contents under Host to reveal options, then click Manage.

Select the Licensing tab.

vmware ESXi ro@inininiez- | ke - | (G
| "I Mawigaor | [ fargedi.. Manage
|
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Click Assign License.
In the Assign License dialog, specify the license key.

L& Assign license

5 icense hey [meciz-nersmise-immmi-opes =

Chack license Cancsl

Click Check License.
After the license key is validated with a green check mark icon, click Assign License.
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The license information appears on the Licensing tab.
9 Continue with Section 5.7, “Running the Forge Appliance Configurator,” on page 51.

5.7 Running the Forge Appliance Configurator

After its components are installed, the Forge Appliance is ready for default configuration.
To configure the Forge Appliance after installation:

1 In the vSphere Web Client, access the Forge Management VM console window.

2 On the Windows desktop of the For ge Managenent VM double-click the Configure Forge
Appliance shortcut.

The tool runs for about two minutes. The configuration is complete when the system console
displays a SUCCESS message at the command prompt.

3 Shut down the Forge Management VM by using the Shut Down option in Windows. (Settings >
Power > Shut down).

4 When you are prompted, select Operating system reconfiguration (planned).

5 After the Forge Management VM has shut down gracefully, continue with Section 5.8, “Backing
Up the Forge Management VM,” on page 51.

5.8 Backing Up the Forge Management VM

As a precaution after the installation and configuration, you need to back up the Forge Management
VM (a.k.a. the “Factory VM”) on the Forge Appliance. The Factory VM will be used if you ever need to
perform a Factory Reset operation on the appliance.
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To back up the Factory VM:

1 At the local console of the Forge Appliance, press Alt+F1.
2 Login asroot (password: Passwor dl).

3 At the console prompt, enter the following command:
pyt hon /opt/ pl at espi n/ confi g/ backup_forge_vm py -f

Wait for the Python script to complete the factory backup process. It takes about 30 minutes.

B iDRAC-COMP305, |, User: root, 3.4 fps

File View Macros Tools Power Hext Boot VYirtual Media Help

[root@forgell:~]1 python Jopt/platespin/conf ig/backup_forge_wvm.py -F
Starting backup. This will take a tew minutes to finmish. ..

Backup succeeded.

[root@forgell:~]

Current User{s): root ; 10.10.10.33

4 After the Factory VM backup has completed, continue with Section 5.9, “Shutting Down VMware
ESXi Host,” on page 52.

5.9 Shutting Down VMware ESXi Host

After you have backed up the Forge Management VM by creating the Factory VM, power down the
VMware ESXi host.

To shut down the ESXi host by using the VMware console:

1 At the local console of the Forge Appliance, press Alt+F2 to open the VMware console.
2 Enter hal t at the console prompt, or press F12 to initiate the shutdown sequence.

The shutdown sequence will switch screens, hiding the VMware shutdown process. Press
Alt+F2 to return to the screen that displays the shutdown sequence.

The Syst em hal t ed message is displayed on the console when the shutdown is complete.

3 After the VMware host is halted, continue with Section 5.10, “Restarting the Appliance,” on
page 52.

5.10 Restarting the Appliance

Some aspects of the appliance configuration do not take effect until the next boot. You must reboot
the appliance to complete the rebuild process.

To restart the Forge Appliance software:

1 Remove the Forge 11.3.0 Installation CD from the CD-ROM drive.
2 At the console prompt, enter the r eboot command and press Enter.

The shutdown sequence switches screens, hiding the shutdown process.
3 Press Alt+F2 to return to the screen displaying the shutdown sequence.
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Forge is now rebuilt and is in the same state as it was when it left the factory.
4 Continue with Chapter 6, “Reconfiguring the Appliance,” on page 55.
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6.1

6.2

Reconfiguring the Appliance

After you rebuild your appliance to PlateSpin Forge 11.3 Appliance 4, you must reconfigure the
appliance settings.

*

Section 6.1, “Configuring the Appliance for Immediate Use,” on page 55

*

Section 6.2, “Launching the PlateSpin Forge Web Interface,” on page 55

*

Section 6.3, “Licensing the Forge Product,” on page 56

*

Section 6.4, “Post-Setup Tasks,” on page 57

Configuring the Appliance for Immediate Use

To begin the configuration of the appliance, reconnect your administrative computer and use the
browser-based Forge Appliance Configuration Console (Forge ACC) utility.

To configure the appliance:

1 Power on the appliance hardware.

2 Configure Forge by following the instructions in the “Appliance Configuration Procedure” section
of the PlateSpin Forge Getting Started Guide.

Launching the PlateSpin Forge Web Interface

Most of your interaction with the appliance takes place through the browser-based PlateSpin Forge
Web Interface.

The supported browsers are:

+ Google Chrome, version 34.0 and later
+ Microsoft Internet Explorer, version 11.0 and later
+ Mozilla Firefox, version 29.0 and later

NOTE: JavaScript (Active Scripting) must be enabled in your browser:

To launch the PlateSpin Forge Web Interface from any computer:

1 Open a web browser and go to:
htt p:// <host nane_or _| P_addr ess>/ For ge

Replace <hostname_or_IP_address> with the DNS host name or the IP address of your Forge
VM.

If SSL is enabled, use ht t ps in the URL.

The first time you log into PlateSpin Forge, the browser is automatically redirected to the License
Activation page.
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6.3 Licensing the Forge Product

For Forge product licensing, you must have a license activation code. If you do not have a PlateSpin
Forge license activation code, request one through the Customer Center (http://www.netiq.com/
customercenter). A Customer Care representative will contact you and provide instructions for how to
access the license activation code through your Customer Center account.

You have two options for activating your product license: online or offline.

+ Section 6.3.1, “Online License Activation,” on page 56

+ Section 6.3.2, “Offline License Activation,” on page 56

6.3.1 Online License Activation

For online activation, the PlateSpin Forge Web Interface must have Internet access so the PlateSpin
Server

NOTE: HTTP proxies might cause failures during online activation. Offline activation is recommended
for users in HTTP proxy environments.

To activate a Forge license online:

1 In the PlateSpin Forge Web Interface, click Add PlateSpin Forge License > Add License. The
License Activation page is displayed.
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2 Select Online Activation, specify the email address that you provided when placing your order
and the activation code you received, then click Activate.

The system obtains the required license over the Internet and activates the product.

6.3.2 Offline License Activation

For offline activation, you first need a computer that has Internet access to access the PlateSpin
Product Activation website (http://www.platespin.com/productactivation/ActivateOrder.aspx) where
you will generate the license key file that you will use for offline license activation.

To activate a Forge license when offline:

1 In the PlateSpin Forge Web Interface, select Add PlateSpin Forge License > Add License.
The License Activation page is displayed.
2 Select Offline Activation and copy the Hardware ID shown.
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6.4

3 Use a web browser on a computer that has Internet access to navigate to the PlateSpin Product
Activation website (http://www.platespin.com/productactivation/ActivateOrder.aspx). Log in with
your Customer Center user name and password of the user account used when you purchased
the product.

4 Create a license key file. This process requires the following information:
+ the activation code that you received
+ the email address that you provided when you placed your order
+ the hardware ID that you copied in Step 2

5 Save the generated license key file, transfer it to the product host that does not have Internet
connectivity, and use it to activate the product.

6 In the Web Interface on the License Activation page, type the path to the file or browse to its
location, then click Activate.

The license key file is saved and the product is activated based on this file.

Post-Setup Tasks

Before you set up users and protection contracts on your rebuilt system, review the following
configuration alternatives for your system in the PlateSpin Forge User Guide:

+ “Applying Windows Security Updates to the Forge VM”

+ “Modifying the Password for the SQL Server System Administrator User”

+ “Setting Up Appliance Networking”

+ “Using External Storage Solutions with PlateSpin Forge”
Reconfigure users and preferred settings for PlateSpin Forge Server. See the following in the
PlateSpin Forge User Guide:

+ “Configuring Language Settings for International Versions”

+ “Configuring User Authorization and Authentication”

+ “Configuring Email Notification Services for Events and Replication Reports”
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Troubleshooting the Forge Rebuild

This section includes current information that can help you to troubleshoot the setup of the Forge
Appliance.

+ Section A.1, “Log File Locations,” on page 59
¢ Section A.2, “Errors Occurring During ESXi Installation,” on page 59

¢ Section A.3, “Errors Occurred During Forge Management VM Configuration,” on page 60

A.1 Log File Locations

Use these installation logs to help you diagnose problems with the configuration of the Forge
Appliance:

+ The automated ESXi installer writes log files located at / var/ | og/ nessages.
+ Forge installation logs are located at / var/ | og/ f or ge/ .

A.2 Errors Occurring During ESXi Installation

An error has occurred while parsing the installation script

Source: When you are performing the VMware ESXI configuration, you might see the
following parsing error for the installation script:

Error (see log for more infol:
An error has occurred while parsing the installation
script

error: /fvnfs/volunes/mpx .vnhba33:CO: TO: LO/KICK/KS .CFG:
line 37: "Ypre™ script returned uith an error.

Press <Enter> to continue

Explanation: This is a symptom of the hardware model verification script that is failing.
Action: You must gather information from the installation to understand the corrective
actions you need to take.
1 Press Alt+F11. This command displays the ESXi alert messages related to
the installation failure.

2 Press Alt+F1. This command displays the ESXi shell, where you can log in
to locate the relevant diagnostic log file:

2a Log in with these credentials:

Username: r oot
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Password: Press Enter for an “empty” password. (This error occurs at
the beginning of the ESXi install, so no r oot password is set.)

2b When you are logged in, navigate to /var /1 og/ f or ge/ f or ge. | og.
This file can provide clues to reasons behind the failure of the install.

A.3 Errors Occurred During Forge Management VM
Configuration

A FAI LURE error occurred on running Forge Appliance Configurator

Source:

Troubleshoot:

Explanation:
Possible Cause:

Action:

Possible Cause:

Action:

Possible Cause:

Action:

Possible Cause:

Action:

When you run the Forge Appliance Configurator, you might not see SUCCESS.

Check the log file found at the location mentioned in the error message. For
example:

D:\ Program Fi | es\ Pl at eSpi n For ge
Ser ver\ For geAppl i anceConf i gur at or\ For geAppl i anceConfi gurator. | og

The possible causes for this problem could be any of the following:
The Forge Management VM disk is not PLATESPI NFORGEO1.

Delete the Forge Management VM, then deploy the OVF Template, according to
the instructions in Section 5.3.4, “Deploying the Forge Management VM from an
OVF File,” on page 42, where the name of the imported VM is

PLATESPI NFORGEO1.

The Forge Management VM name is not Pl at eSpi n For ge Managenent VM

Rename the Forge Management VM to Pl at eSpi n For ge Managenent VM
according to the instructions in Section 5.3.5, “Renaming the Forge Management
VM,” on page 45.

The Forge ESXi Hypervisor has the Evaluation License.

Follow the instructions in Section 5.6, “Licensing the VMware ESXi Hypervisor,”
on page 50, and then re-run the Forge Appliance Configurator.

The Forge Appliance Configurator log reports an | nst al | i ng sel f - si gned SSL
certifi cate event before the exception error. Check the Event Log if the Forge
Management VM'’s 1IS Admin Service failed to manually or automatically start up
because of an I nval i d Si gnat ur e error.

Two possible reasons for this issue and actions to take are:

+ 1IS sometimes gets in a bad state. While you could uninstall and reinstall [IS
on the Forge Management VM, it is easier to redeploy the OVF. Delete the
Forge Management VM, then deploy the OVF Template, according to the
instructions in Section 5.3.4, “Deploying the Forge Management VM from
an OVF File,” on page 42, where the name of the imported VM is
PLATESPI NFORGEO.

¢ The checksums of the copied VM folder might not match. Re-copy the VM
folder and repeat Section 5.3.4, “Deploying the Forge Management VM
from an OVF File,” on page 42.
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Documentation Updates

This section contains information on documentation content changes that were made in this Field
Rebuild Guide after the initial release of PlateSpin Forge 11.3.

NOTE: This updated information does not appear in the localized versions of the Field Rebuild Guide.

¢ Section B.1, “July 2018,” on page 61
¢ Section B.2, “June 2018,” on page 61

B.1 July 2018

Location

Update

“A Forge Appliance Rebuild Kit” in Section 1.4, “What
You Need,” on page 9

The files for the PlateSpin Forge Appliance Rebuild
Kit are available for download on Micro Focus Patch
Finder. Expand PlateSpin Forge 11.3, then select the
patch listed as PlateSpin Forge 11.3 Appliance
Rebuild Kit. When you are prompted for your
Customer Care user identity, log in with user account
that has the email address associated with the
product purchase.

NOTE: Download the files to a USB drive that you
can mount as needed on different computers.

B.2 June 2018

Location

Update

“TLS Protocol” in Section 1.4, “What You Need,” on
page 9

PlateSpin Forge requires Transport Layer Security
(TLS) 1.0 and higher to be enabled on the Forge VM.

Documentation Updates
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