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About this Book and the Library

The Identity Manager Designer Administration Guide explains how to design, test, document, and
deploy Identity Manager solutions in a highly productive environment. Newcomers can use wizards
to build Identity Management solutions. Veterans and expert users can bypass the wizards and
interact directly at any level of detail.

Intended Audience

This book provides information for individuals responsible for designing, deploying, and
administering an ldentity Manager solution.

Other Information in the Library

For more information about the library for Identity Manager, see the Identity Manager
documentation website.
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in
your environment: Change, complexity and risk—and how we can help you control them.

Intended Audience

This guide is intended for Identity Manager administrators and consultants.

Other Information in the Library

For more information about the library for Identity Manager, see the Identity Manager
documentation website.
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Creating a Project

IMPORTANT: Projects created in Designer 4.6 or earlier must be converted to this version of
Designer file format. When you open an earlier project in this version of Designer, it prompts you to
convert the project to the new format.

+ “Installing Designer” on page 21

+ “Launching Designer” on page 21

+ “When No Project Exists” on page 21

+ “When You Want to Create an Additional Project” on page 22
+ “When You Want to Import a Project” on page 24

+ “When You Want to Disable a Project” on page 24

Installing Designer

To install Designer, see “Installing Designer” in the NetlQ Identity Manager Setup Guide for Linux or
“Installing Designer” in the Net/Q Identity Manager Setup Guide for Windows.

Launching Designer

To launch Designer, perform the following steps:

1 Navigate to the location on the server where you have installed Designer.
2 Launch Designer.
¢ Linux:./ Startdesigner.sh

¢ Windows: Designer for Identity Manager application

When No Project Exists

1 Make sure that the Designer perspective (in the upper right corner) is selected.
H |h(.| Designer |

2 If you are just starting Designer and have no projects in the Project tab, you see the following
window:
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Projects @

There are currently no projecks, You can
create or import projects by clicking the
links below,

E Mews Identity Manager Project

Import a Project:
LT File Syskem
L5 Identity Maulk

.}D Yersion Conkrol

3 Click New Identity Manager Project to launch the Identity Manager Project Wizard.
4 Name the project, then click Finish.

5 Select whether or not to import packages into the package catalog, then decide whether to
allow Designer to always import package updates.

For more information about packages, see Chapter 6, “Understanding Packages,” on page 171.

6 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

When You Want to Create an Additional Project

1 Right-click in the Project view pane, then click New > Identity Manager Project.
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I=F Project &3

« == Blanston001
« == Blanston002
4 [ IDMParkanes

el S Mew » “ﬁ' Identity Manager Project...
> = D Dpen With »
» =k newy
. = Proje Import »
» 1= Proje ‘@ Export Project
» 1= Proje
. = Proje @@ Refresh

i Copy Project...
Move...

Disable Project

Rename...
& ChecklIn..

Update...
M Delete

Properties

2 In the Identity Manager Project Wizard, name the project.

Designer stores the project in a local directory. You specified this directory when you installed
Designer. Typically, this default directory is $HOVE/ desi gner _wor kspace for Linux and
%Jser Profil e% desi gner _wor kspace for Windows. To specify a different directory,
deselect Use Default, then browse to and select the desired directory.

WARNING: Earlier Designer workspaces are not compatible with this version of Designer. You
need to point this version of Designer to a new workspace, and not to a workspace used by a
previous version of Designer.

If you have an earlier project, you can import the project into this version of Designer (File >
Import > Project from File System). Be sure Copy project into the workspace is selected.
Importing the project runs the Converter Wizard, making the project compatible with Designer
architecture and placing it under your designated Designer workspace directory

(desi gner _wor kspace by default).

3 Click Finish.

4 Select whether or not to import packages into the package catalog, then decide whether to
allow Designer to always import package updates.

For more information about packages, see Chapter 6, “Understanding Packages,” on page 171.

5 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.
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The project is stored in a directory structure with the project name as the initial directory containing
fileswitha . proj anda. proj ect extension. For example, the project is stored in the

c:\Users\ User Nane\desi gner workspace\ Bl anst on001 directory on a Windows
computer.

@ e ‘?| . C\Users\User Name\designer_workspace\Blanston001]|

Organize * Include in library - Share with - Mew folder
i Favorites Marme Date modified Type
B Desktop . Designer f28/2017 9:44 PM  File folder
4 Downloads . Model 28/2017 9:44 PM File folder
= RecentPlaces | | .project 8/2017 %:44 PM  PROJECT File

(28/2017 9:44 PM CPROJ File
(28/2017 9:44 PM PRC File

|| Blanston001.cpraj

= = = = &=
=]
C

= Libraries |_| Blanston001.proj

=

The project name appears in the Project view. When you select the System Model icon under the
project name, Designer opens the Modeler (an editor) for the new project.

“ni

For information on saving a project, see ““Converting Earlier Projects” on page 417”.

When You Want to Import a Project

To import a project from an Identity Vault or from the File System, see Chapter 11, “Importing into
Designer,” on page 281.

IMPORTANT: You can open projects updated in Designer 4.x, especially the ones where the linkages
were migrated, with earlier versions of Designer.

When You Want to Disable a Project

You can disable and enable projects from the Project view.

1 To disable a project, right-click a project in the Project view and select Disable Project.

When a project is disabled, it is not accessible from any of the other views, including the Version
Control view, and the project is converted to a placeholder in the Project view.

2 To enable the project, right-click the project placeholder in the Project view and select Enable
Project. The project is again accessible in the other views.
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2 Creating a Model

The Designer Modeler lets you create and manipulate a model of your Identity Manager
environment within a Designer project.

Basic Tasks

You need to perform several basic tasks for creating a model after you have created a project.

1 In Designer, select a project.

If your project does not appear in the Modeler, open the Project view (Window > Show View >
Project), expand the project, then double-click System Model.

2 Drag an ldentity Vault object from the palette to the Modeler.

When you create an ldentity Vault or server in Designer the default Identity Manager engine
version is the same. Designer assumes that the Identity Vault has capabilities. You can
successfully deploy and run projects only on Identity Manager servers.

You can easily change the engine version by selecting a version from the Server DN field.
However, selecting earlier engine versions removes any later version capabilities and features
from within Designer.

Before you deploy a project, you must associate a server with the Identity Vault. You do this
through the Identity Vault properties. See “Configuring Identity Vaults” on page 72.

You can add multiple Identity Vaults.
3 Configure a driver set.

Each Identity Vault contains a driver set. See “Configuring Driver Sets” on page 78.
4 Add applications.

Drag applications from the palette to the Modeler view. See “Configuring Application
Properties” on page 123.

5 Create or configure drivers.

Driver connections are automatically drawn between the application and the driver set. See
“Creating a Driver” on page 39 or “Configuring Drivers” on page 86.

6 Develop and customize your model.

Develop according to what you planned in “Planning an Identity Project” in Understanding
Designer for Identity Manager.

7 Save your model (design).
Do one of the following:
+ From the main menu, select File > Save (or Save All).
¢ From the main menu, select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.
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Accessing the Modeler

The Modeler space is the main working area. It is an editor where you design projects. It is the main
workspace and primary means of interacting with Designer. All other editors, views, and dialog boxes
support and provide functionality for the Modeler.

To get started, you create a project and drag items from the palette into the Modeler space. Then
you arrange and configure the items.

If the Modeler does not display:

1 Expand a project in the Project view.

1= Project &3

. = Blanston001
. = Blanston002
4 1= IDMPackages
| System Model

4 = Designer
4 = Documents
= Generated
4 = Toolbox
4 [ DocumentGenerator
@ Styles

= Simulator

If you have not yet created a project, create one.

2 Double-click System Model.

Selecting a Modeling Mode

The Modeler has tabs along the bottom, so that you can switch among different modeling modes.
The modes have different advantages, depending on the task you’re trying to do and the role that
you are acting in.

& Developer| [ Architect ? Dataflow | [EZ Table

The modes are synchronized with each other with selection, data, and content. They are also
synchronized with the Outline view and Thumbnail view.

As you switch modes in the Modeler editor, the editor tab at the top displays the mode that you are
in as you switch modes, Designer also remembers and restores to the Modeler page you were last on
when you close and re-open a project. This helps you return to the last mode you were in.
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By default, the theme preference is different for each mode. You can configure each theme
independently in the Modeler preferences:

1 Click Window > Preferences, then select NetlQ > Identity Manager > Modeler.

. type filter text

> General
> Help
4 NetlQ
1> Designer
4 Identity Manager
Configuration
Document Generati
Entitlements
Import/Deploy
[Miotdeler]

-

-

Policy Builder
Simulation
iManager
I+ Package Manager
1> Provisioning
Validation
» Web
[

Modeler Gy ow

Eehawiorsl Displayl guidancel F__ag.routsl Pages | Erompt5| Themes |

Developer: Default

Architect:  Tucson Desert

l Restore Defaults ] [ Apply

[ ok || cancal

l

2 Click the Themes tab.

3 Select a theme, then click OK.

Developer Mode

Use Developer mode to do all low-level operations with driver sets, drivers, policies, and

applications.

Creating a Model
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This mode lets you manage all of the visual elements and configuration details that you need to fully
build and deploy an identity solution.

In Developer mode, the palette organizes the applications and systems into categories. You can
customize them to display as one alphabetical list by using the Modeler Preferences. See “Palette
Page” on page 507.

Working with Labels

Figure 2-1 An Application’s Label

By default in both Developer and Architect modes, labels appear under application icons in the
Modeler. They also appear above Identity Vaults in Architect mode.To configure these labels to not
appear, use the Modeler Preferences. See “Modeler” on page 505.
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Architect Mode

Figure 2-2 Architect Mode in Designer
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Use the Architect mode to work at a design level for your projects. Because the design level does not
show drivers, driver sets, or policies, you focus more on systems. This mode helps you do large-scale
design, which is more intuitive to architects and business strategists.

It is quite likely that you will start in this mode when you begin each project. You will probably spend
time putting together an accurate diagram of your enterprise as you consult with various people
throughout your organization. As you do so, you should capture key information on each system,
such as the owner, contact information, machine environment, software versions, and
authentication credentials. As you go through this process, you will also define your project
requirements, start thinking about your data, and capture that information in your project.

When the time is right, you can switch to the Developer mode and delve into the technical details of
building a working solution. Depending on the size of your project and the makeup of your team,
you could have architects and designers build high-level solutions with Designer in the Architect
mode, and then send the project to identity developers who understand the details of writing
policies and configuring systems. They can share the same project.

In Architect mode, you can connect any design element with any other design element, application,
image, or ldentity Vault. The connecting lines enable you to express any relationship, making
Architect mode a general-purpose, high-level business model. The Architect-mode lines don’t
display when you switch to the Developer mode.

Creating a Model 29



30

NOTE: When you add icons representing driver applications through the Architect mode, you need
to configure those drivers in the Developer mode. When you have added the necessary drivers and
switch to the Developer tab, right-click the line between the driver icon and the driver set, then
select Run Configuration Wizard.

The design elements have connectivity information tied to them. You can use design elements to
perform live operations or to remotely control other elements that are in your environment but are
not necessarily included in your Identity Manager infrastructure.

When using the Architect mode, you should be familiar with the following:

+ “The Palette in Architect Mode” on page 30
+ “High-Level Data Flows in Architect Mode” on page 30
+ “Tasks” on page 31

The Palette in Architect Mode

In Architect mode, the palette lists all applications in one folder and design elements in another
folder. The Architect Modeler view now contains all of the graphical modeling tools that are present
in the Developer Modeler view. This includes:

+ Rulers

+ Snap-in guides

+ Alignment hints

+ Grid

+ Snap-in movement

The Graphics folder has an Image icon. When you drag this icon to the Modeler, Designer displays a
generic graphic:

To edit the properties of this icon:
1 Right-click the icon, then select Properties.
2 Inthe Name field, replace Image with a caption.

3 Browse to and select a replacement graphic, then click OK.

You might need to reduce the size of the graphic before importing it.

After the image is in the Modeler, you can drag it, change it, connect lines to it, align or distribute it,
or delete it.

High-Level Data Flows in Architect Mode

To set data flows in Architect mode:

1 Right-click the line between an application and an Identity Vault.
2 Select Show Dataflow View.
3 Right-click the line again and select Dataflow.

4 Specify synchronization and notification events, then click OK.
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This option is used the same way as in Developer mode except that in Architect mode, Designer
automatically configures all the details (schema, filters, and mapping policies) for you. You won't see
the Data Flow Wizard for these details. Before deployment, you can edit the details by using
Developer mode.

Tasks

You can perform the following tasks in Architect mode:

+ Straighten connections (edges). See “Aligning and Laying Out Components” on page 60.

+ View Password Sync icons and edit synchronization. See “Integrating Passwords” on page 265.
¢ Auto-connect eDir-to-eDir.

+ When deleting the driver line, view a prompt to confirm drivers being deleted.

+ Display design elements in your model.

Open the Design Elements folder on the palette, drag design elements onto the Modeler, and
connect the design elements.
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Figure 2-3 Items in the Design Elements Folder
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Dataflow Mode

The Dataflow mode launches the Dataflow editor, so that you can see all of the filters that control
how data flows between the managed systems and Identity Vaults. In the Dataflow editor, you can
right-click an eDir-to-eDir connection and have the option to remove the connection.

The Dataflow mode is synchronized with the Modeler and with the Outline view when you add,
delete, change, or synchronize objects. Also, you can see how passwords flow from each server. See
Chapter 8, “Managing the Flow of Data,” on page 245.
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The Dataflow toolbar enables you to perform the following actions:

+ Deploy driver filters for all drivers in the Dataflow view.
+ Refresh the Dataflow view’s Ul screen.

+ Save the current Dataflow view to an HTML file. You can select the directory where you want to
save the file.

+ Save all of the filtered views (Notify, Sync, Reset, Password Sync) to an HTML files. You can
select the directory where you want to save the files.

+ Go up and down to the Identity Vaults.
+ Create a new ldentity Vault.
+ Add an application driver for a managed system.

+ Filter Identity Vaults and application drivers out of the Dataflow view.
The pull-down menu allows you to perform the following:

+ Expand all containers

+ Collapse all containers

+ Launch Dataflow preferences
+ Get help

The Architect and Modeler views contain the same pull-down menu with the same functionality.

Table Mode

Figure 2-4 Global Table Editor

T2l *Project3_multi_server_environment - Table 2 =g
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& eDirectory Driver Driver driversetl Blanston Inc Log Off, Limit 50, Trace None, File None, Trace Name None, Limit Ne, ~
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'a NOVLEDIRDCFG-GCVs GlobalCenfig eDirectory Driver.driversetl Blanston Inc No Data
[§ NOVLEDIRPSYN-GCVs GlobalCenfig eDirectory Driver driversetl Blanston Inc No Data
[§ MFAZUREBASE-GCVs GlobalCenfig Azure AD Driver .driverset].Blanston Inc No Data
a NOVLDTXTBASE-GCVs GlobalConfig Delimited Text Driver.driversetl.Blanston Inc No Data
u NOVLDCSERROR-GCVs GlobalCenfig Data Collection Service Driver.driversetl.Blanston Inc No Data
'a NOVLDCSSCPNG-GCVs GlobalCenfig Data Collection Service Driver.driversetl.Blanston Inc No Data
[  NOVLIDMDCSE-DCSConfigurationGCVs GlobalCenfig Data Collection Service Driver.driversetl.Blanston Inc No Data
7] NOVLIDMDCSB-MSGWRegistrationGCVs GlobalCenfig Data Collection Service Driver.driversetl.Blanston Inc No Data
a NOVLLIBLDAP-ConnectionProfile GlobalConfig Library.driversetl.Blanston Inc No Data
u NOVLACOMSET-GCVs GlobalCenfig driversetl Blanston Inc No Data
NOVLCOMSET-GCVs GlobalCenfig driversetl Blanston Inc No Data
Blanston Inc IdentityVault Servers [2], Host 164.99.178.16, User cn=admin,ou=sa,0=system
NOVLIDMDUPPC-InstAndAssignDUPP IDMResource driversetl Blanston Inc Size: 1896 ‘3
i T
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Table mode provides a Global Table editor, which lists all design elements in the project. You can
scroll through this table to quickly scan essential information, such as the element’s type, the
container where the element resides, and details, such as an element’s size, or driver and server
information. You can efficiently find all items of a particular type and edit their settings.

To edit an entry in the table, double-click a line, or right-click a line and select Open With, then select
an editor. You can also right-click a line, select Open, and Designer launches the editor that has been
associated with the action. For example, drivers open their Properties page, and policies open in the
Policy Builder.

When you select an entry in the table, Designer synchronizes the selection with the Outline view, so
that you can view the selection’s container.

To sort the lists, click a column header.

Working from the Palette

+ “About the Palette” on page 34

+ “Palette Operations” on page 35

+ “Using Generic Applications” on page 36

+ “Fly-Out Palette” on page 36

+ “Resizing the Palette” on page 37

+ “Docking the Palette” on page 37

+ “Arranging Folders and Applications” on page 37
+ “Changing the Layout” on page 38

+ “Keyboard Support for the Palette” on page 39

About the Palette

The palette is the source of all of the items that you add into the Modeler.
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To build a model, do one of the following:

+ Drag and drop items from the palette to the Modeler space. When you drag and drop an
application, it auto-connects to the closest driver set.

+ Click an item in the palette, then click in the Modeler space where you want the item to go.

Palette Operations

Table 2-1 Palette Operations in Designer

Operation Description

Connection Connects items in the Modeler space.

Identity Vault Places an Identity Vault in the Modeler space.

Driver Set Places an eDirectory Driver Set object in an Identity Vault. All

applications that you want to connect use a Driver Set object as
a hub between the two applications.

Domain Group Lets you group and organize items in the Modeler space.
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Operation Description

Folders Applications are organized within folders or drawers. To open or
close a folder, click it. To hold the folder in place and make sure
that it does not fully collapse (even when you open other
folders), click the pin. When the Palette is full, unpinned folders
automatically close when you open another folder.

Applications The various applications that you can connect are grouped into
folders by type. You can drag and drop these applications to the
Modeler space and begin editing them. The Modeler
automatically adds a connecting line, which represents a driver.

Scrolling Arrows Small directional arrows. If a folder has many items, or if the
screen area is restricted, scrolling arrows appear. To scroll
through he contents of a folder, click the arrows.

Using Generic Applications

Figure 2-5 The Generic App Option on the Palette
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Scenario: A Generic Application. Fridrik creates a project with his own items and graphics, in his
own version of Designer. He transfers the project to you, but you are using a different version of
Designer, which does not understand those items. Your version renders the transferred objects as
Generic applications.

Fly-Out Palette

Figure 2-6 The Palette’s Control Arrow
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Designer provides a small control arrow on the palette. Click the arrow to open or collapse the
palette.
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To temporarily open the palette again, hover the cursor over the collapsed palette, below the control
arrow. The palette quickly expands. This is fly-out mode.

To change the palette from fly-out mode, click the control arrow again. The state persists and is
restored the next time you run the application.

Resizing the Palette

1 Click the palette’s thick border that faces the Modeler space.
2 Drag the line.

The size persists and is restored the next time you run the application.

Docking the Palette

To dock the palette on the left or right of the Modeler space:

1 Click the top palette header.
2 Drag the palette to the desired location.

The location persists and is restored the next time you run the application.

Arranging Folders and Applications

By default, applications are placed in folders.
To arrange applications alphabetically instead of in folders:

1 Click Window > Preferences > NetlQ, > Identity Manager> Modeler > Palette.
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2 Select Arrange applications in alphabetical list, then click OK.

Changing the Layout

1 Right-click the palette.
2 Select Layout.

3 Select an option.

Setting Description

Layout: Columns Displays folders and applications in columns.

Layout: List Arranges folders and applications in a list.

Layout: Icons Only Removes descriptive labels.

Layout: Details Briefly describes palette items.

Use Large Icons Toggles the size of icons used for applications.

Settings Enables you to set the layout and icon size in
one dialog box. Controls how folders (drawers)
behave.
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Keyboard Support for the Palette

Table 2-2 Shortcut Keys for the Palette

Keystroke Description

Left-arrow Collapses an open folder. The focus must be on the folder, not
the application.

Right-arrow Opens a collapsed folder. Moves into an open folder.
Up-arrow Moves up to the next folder.
Down-arrow Moves down to the next folder.

Creating a Driver

Drivers connect the applications to the Identity Vault and provide the means for the data to
synchronize. To create a driver, select an application from the palette, then drag and drop it on the
Modeler. The application is connected to the closet driver set and the Driver Configuration Wizard
launches.

Figure 2-7 Driver Configuration Wizard
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The purpose of the Driver Configuration Wizard is to help you install drivers. In the past, that meant
walking through the import of a driver configuration file. Now, the Driver Configuration Wizard walks
you through installing packages or driver configuration files. However, only packages contain new
driver content. The driver configuration files are not updated from this point on.

To create a driver with packages, select the available base package listed. If there are no packages
listed, then the packages are not imported into the package catalog. For more information about
importing and installing packages, see “Installing or Upgrading Packages” on page 175.

To create a driver with a driver configuration file, click Import Driver Configuration. All of the driver
configurations files for the version of your Identity Manager server are listed. For more information
about importing a driver configuration file, see “Importing a Driver Configuration File” on page 302.

Copying and Pasting

+ “Copying Applications” on page 40
+ “Copying a Driver Set” on page 41
+ “Copying an Identity Vault” on page 42
+ “Copying a Domain Group” on page 42
+ “Copying between Editors” on page 43

Copying Applications

Figure 2-8 Applications to Copy
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You can copy and paste the following items within the same editor or to another editor:

+ Applications, including custom applications
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Disconnected applications

+ Drivericons

1 Select an application or driver icon.
2 Press Ctrl+C, then Ctrl+V.

The copy and paste operations are also accessible from the Clipboard context menu. (Currently, they
aren’t accessible from the main menus.)

When you copy an application in the same editor, Designer copies all of the application’s attributes,
and copies all sub-elements. Therefore, all drivers that the application is connected to are copied,
and all policies that the drivers contain are also copied. The new application connects to the same
driver sets that the previous application connected to.

To copy an application to a different driver set (in the same editor or in another editor):
1 Select the application.
2 Press Ctrl+C.

3 Select the target driver set that the application connects to.
4 Press Ctrl+V.

If you copy and paste an application without selecting a target driver set, Designer makes a copy and
connects it to the current driver set.

You can select multiple applications and then copy and paste them.

Copying a Driver Set

You can copy and paste driver sets within the same Identity Vault or to another Identity Vault in the
same editor or in another editor.

1 Select a driver set.
2 Press Ctrl+C, then Ctrl+V.

When you copy a driver set in the same editor, Designer copies all of the attributes of the driver set,
including the following:

+ All drivers that the driver set is connected to

+ All policies that the drivers contain

+ All target applications
To copy to a different editor:
1 Select a driver set.

2 Press Ctrl+C.

3 Select the target Identity Vault in the other Modeler editor where you want the driver set to be
copied to.

4 Press Ctrl+V.

By default, the new driver set is created in the same Identity Vault as the one that it was copied
from. However, if you select another Identity Vault, the driver set is copied there.
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After you copy and paste, you might need to move the pasted objects to a better location so that
they don’t cover up an existing object. To do this, leave the objects selected after you paste them,
then move them. Or, use the following procedure to easily select objects:

1 Right-click a driver set.
2 Click Select All Connected Applications.
3 Move one of the selected applications.

All connected applications move together.

When you copy a driver set, it has the same settings, except for the selected servers, which are
blank. This exception occurs because the Identity Manager engine does not allow more than one
driver set on an Identity Vault to be associated with the same server. Therefore, you need to set up
the servers for the new driver set. If you copy an Identity Vault, Designer copies the driver sets. The
new driver set has the same server settings set up for you.

You can select multiple driver sets and then copy and paste them. To copy and paste multi-driver
connections, you must copy the driver set or Identity Vault that contains them.

Copying an Identity Vault

You can copy and paste ldentity Vaults within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select an Identity Vault.
2 Press Ctrl+C.

3 Select nothing or select the target Domain Group (in the same editor or another) where you
want the Identity Vault to be copied to.

If you select nothing, the new ldentity Vault is copied to the right of the previous Identity Vault
in the current editor.

4 Press Ctrl+V.

The new Identity Vault appears to the right of the previous Identity Vault and is the same size as the
one that it is being copied from.

When you copy an Identity Vault, Designer copies all of the elements of the Identity Vault. The
elements include servers, e-mail templates, driver sets, and connected applications.

You can select multiple Identity Vaults and then copy and paste them.

Copying a Domain Group

You can copy and paste Domain Groups within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select a Domain Group.
2 Press Ctrl+C.

3 Select the location for the new Domain Group.
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If you select nothing, the new Domain Group is copied to the right of the previous Domain
Group in the current editor.

4 Press Ctrl+V.

The new Domain Group appears to the right of the previous Domain Group, and is the same size as
the one it was copied from.

When you copy a Domain Group in the same editor, Designer copies all of the attributes of the
Domain Group. However, Designer doesn’t copy all sub-elements.

You can select multiple Domain Groups and then copy and paste them.

Copying between Editors

To easily copy and paste between two editors:

1 Using the Project view, open two projects.

One project is active. The second project’s tab displays at the top of the Modeler.
2 Close the palette by clicking the control arrow on the palette’s title bar.
3 Click the second project’s tab and drag it to the Modeler’s right border.

The tab changes to a folder icon until it arrives near the border, where the folder changes to an
arrow.

4 Release the mouse button.

|

Palette

5 Copy items from one editor to the other.
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Moving Items

After an item is in the Modeler space, you can move it by dragging it to a new location. The Modeler
prevents you from placing objects where they do not belong. For example, you cannot move a driver
set out of an Identity Vault to the Modeling space, or drop an application inside of an Identity Vault.
You can always drag objects into a Domain Group, or drag a driver set from one vault into another.

If you drag a driver set into an Identity Vault, the Identity Vault automatically grows or shrinks to fit
the driver set, so you don’t need to manually resize the vault. This behavior can be turned on or off
in Preferences. See “Modeler” on page 505.

In Line Editing

Figure 2-9 An In Line Edit
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To edit the names of objects, do one of the following:

+ Select the item, press F2, then edit the label.
+ Double-click the item, then edit the Name field.

You can do an in line edit for any type of item in the Modeler, including the driver lines.

Tooltips and Toolbar

As you mouse over objects in the Modeler, a tooltip appears with the name of the object.

Figure 2-10 A Tooltip

The Modeler also provides a toolbar.
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Figure 2-11 The Modeler Toolbar
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The Modeler toolbar enables you to quickly find often-used features:

¢ Search

+ Find a driver’s status (also available from the Live menu when you select a driver set or Identity
Vault)

+ Start, stop, or restart a driver (also available from the Live menu when you select a driver set or
Identity Vault)

¢ Clear all items

+ Save a snapshot of the model
The drop-down menu allows you to perform the following:

+ Expand all containers

+ Collapse all containers

+ Launch Modeler preferences

+ View demos on how to use the Designer
+ Get help

The Architect and Dataflow views contain the same drop-down menu with the same functionality.

Organizing by Domain Groups

+ “About Domain Groups” on page 46

+ “Key Features” on page 47

¢ “Creating a Domain Group” on page 47

+ “Minimizing (Collapsing) Domain Groups” on page 49
+ “Restoring Domain Groups” on page 50

+ “Maximizing Domain Groups” on page 50

+ “Using a List View of Domain Groups” on page 50
+ “Auto-Placement of Neighbors” on page 51

+ “Grouping into a New Domain Group” on page 51
¢ “Ungrouping a Domain Group” on page 53

¢ “Clearing Contents” on page 53

+ “Changing a Domain Group Icon” on page 53

+ “Keyboard Support for Domain Groups” on page 54

Creating a Model 45



About Domain Groups

Figure 2-12 The Domain Group Option on the Palette
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Domain Groups enable you to organize your model into logical groupings that help to keep your
diagram clean. Domain Groups have no technical function, and they have no impact on how items
and relationships are stored in the Identity Vault. This option is just a tool to help you better organize

and view items in the Modeler.

Using Domain Groups is the key to modeling your entire enterprise, no matter how large it is. You
can create a model that is manageable, useful, and logical, according to how you want to organize

and diagram your enterprise.
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Figure 2-13 A Domain Group in the Modeler
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Key Features

+ Change a group name through the Properties view.
+ Drag and drop items in and out of groups.

+ Minimize or restore groups.

+ Move everything in a group.

+ Remove everything in a group.

+ Nest groups within groups (no limit).

+ Resize groups. A minimum size is enforced.

+ Ungroup. Remove the group but leave the children.

Creating a Domain Group

1 Drag and drop a Domain Group from the palette to the Modeler space.

2 Organize items inside Domain Group items.

To add another Domain Group, drag and drop one from the palette.
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To add an Identity Vault, do one of the following:

+ Drag an ldentity Vault from the palette.
+ Right-click in the Domain Group, then select New > Add Identity Vault.

The Add Server to Identity Vault dialog box appears. If you select Specify a Server, Designer
provides a dialog box that enables you to select an eDirectory server or specify a server
manually.

To add a driver set:

1 Right-click inside an Identity Vault.
2 Select Add Driver Set.

To add an application:

1 Right-click a Driver Set object.
2 Select Add Connected Application.

The application is added to the right of the right-most connected application. If this is the first
application, it is placed under the driver set.

The application defaults to a generic application type. To change the type:

1 Right-click the application, then select Properties.
2 Select a different application, then click OK.

When you add selected items to a Domain Group, the Domain Group expands.
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Figure 2-14 A Domain Group
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If you move an item to the edge of the Domain Group, the boundaries expand, so that the items
remain inside the Domain Group. You can drag an item from the Domain Group to remove it from
the group.

You can have nested domains. If you expand a nested domain, the outer (hosting) domain
automatically increases in size. You aren’t required to manually resize parent domains. By expanding,
the hosting domain displays the nested domain, so that the nested domain isn’t cut off.

Minimizing (Collapsing) Domain Groups

To minimize a Domain Group, click the Minimize E icon. When a Domain Group is minimized, it
defaults to a random icon. You can use Properties to change the icon. (See “Changing a Domain
Group lcon” on page 53.) The icon and minimized state of the group are saved in the Project file.

When a group is minimized, you can’t see its contents, nor can you drag new items into the group.
However, you can move, rename, or delete it.

When you minimize a group, lines that were connected to items in the group now connect to the
group. This functionality enables you to see that there is a relationship with items in the group and
items outside the group. Depending on your objects, their relationships, and state of other related
groups, multiple lines might collapse into one line.
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Figure 2-15 A Collapsed Group

When you expand the group, the lines are moved back to the actual items they connect with. This
functionality works for any level of nesting of groups.

Restoring Domain Groups

To restore the Domain Group to its original size, click the Restore g icon.

Maximizing Domain Groups

To maximize a Domain Group, click the Maximize @& icon. The group expands to a much larger size.
To return it to the original size, click the Restore icon.

You can maximize only first-level groups. For inner groups, the Maximize function is disabled.

Using a List View of Domain Groups

To open a Domain Group in a list view, click the List View Bl icon. The group lists the applicationsin a
list format. To return it to the original size, click the Restore icon.
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Figure 2-16 List View of a Domain Group
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List view of Domain Groups shows only connections of the selected application while the
connections of other applications are hidden. You cannot add or delete additional applications in the
list view. To perform any operation, right-click the corresponding driver connector.

List view of Domain Groups does not support nesting of Domain Groups or Identity Vaults within a
Domain Group. Attempting nesting of Domain Groups or Identity Vaults results in a warning
message.

Auto-Placement of Neighbors

To push or pull the neighboring items when you expand or contract Domain Groups, hold down the
Ctrl key while you expand or contract the Domain Group. Any item that is to the right or below a
Domain Group is affected.

Grouping into a New Domain Group
1 In the Modeler, select multiple items.
2 Right-click, then select Add to Group.

The Modeler creates a new Domain Group and adds those items, preserving their relative spacing to
each other. This process removes the items from wherever they previously existed and places them
in the proper area in the new group.
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The following figure illustrates two Applications that have been added to a new Domain Group and

removed from their previous groups.

Figure 2-17 Grouping into a New Domain Group
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Ungrouping a Domain Group

Figure 2-18 Ungrouping a Domain Group
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To ungroup a Domain Group, right-click it, then select Ungroup.

This process removes the Domain Group but leaves all contents where they are, so that they won’t
be deleted. This is just a way to ungroup the items. Depending on what level you are in the Modeler,
the ungrouped items are automatically added to the host group or to the main Modeling space.

Clearing Contents

To remove all contents from the Modeler, click Model, then select Clear All Items.
To remove all contents from a Domain Group, right-click, then select Clear Domain Contents.

Designer prompts you before clearing the Modeler space.

Changing a Domain Group Icon

1 Right-click a Group Domain item in the Modeler, then select Properties.
2 Browse to and select an image (for example, f i nance. png).

Icons for Domain Group components reside in the G- oup directory in the Modeler plug-in
directory. By default, Designer opens the Gr oup directory.
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Designer supports . G F, . JPEG, . PNG and Windows . BMP formats. You can add your own
icons to the G- oup directory.

3 Click Open, then click OK.
The minimized 16x16 version of the image also now appears in the Domain Group title bar.

As you add Domain Group items, Designer randomly assigns icons from the G- oup directory to the
new Domain Group.

Keyboard Support for Domain Groups

Table 2-3 Shortcut Keys for Domain Groups

Keystroke Description

Alt+Down-arrow Navigates into a Domain Group
Alt+Up-arrow Navigates out of a Domain Group
Delete Deletes the selected items

Connecting Applications

+ “Automatic Connections” on page 54

+ “Connection Target Highlights” on page 55

+ “Automatically Creating Objects” on page 55
+ “Auto Redraw” on page 56

+ “Manually Connecting” on page 56

+ “eDir-to-eDir Connections” on page 56

+ “Multiple Driver Connections” on page 57

+ “Straightening Connections” on page 58

+ “Reconnecting” on page 59

+ “Driver Icons” on page 59

+ “Selected Drivers” on page 60

+ “Auto-Layout of Imported Objects” on page 60

+ “Keyboard Support for Connections” on page 60

Automatic Connections

When you drag an application into the Modeler space, and the Modeler contains a driver set,
Designer automatically draws a connecting line between the Driver Set object and the application.

When you use the palette’s Connection function to connect an application to an Identity Vault, you
can begin or end your driver line at the Identity Vault. The line automatically connects to a driver set
in an Identity Vault.
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If the Identity Vault contains more than one driver set, the Connection function connects the driver
line to the first driver set. This functionality also works for multi-driver connections.

All multi-driver driver lines are bendable. You can lay them out so that the lines don’t overlap at any
angle. Also, you can reconnect multi-driver connections.

If an Identity Vault has multi-driver connections in a Domain Group and you minimize that Domain
Group, a single collapsed line represents all of the multi-driver connections.

Connection Target Highlights

When you drag an application across the Modeler space, the closest Identity Vault and closest driver
set in that Identity Vault are highlighted. The highlights indicate the item that the application will
connect with when you drop the application.

Figure 2-19 Connected Objects
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Automatically Creating Objects

If you drop an application into the Modeler space, and that space has no Identity Vaults, Designer
automatically creates an Identity Vault.

If you add a driver application in the Modeler by right-clicking in the Modeler, then selecting New >
Application, the driver application is now added at the place where you right-clicked. This makes it
easier to locate items in the view.
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Auto Redraw

If you move items, lines are automatically redrawn.

Manually Connecting

To manually connect an application to a driver set:

1 Click Connection in the palette.

2 Draw a line between the application and the driver set.

To reconnect an application, select the driver line, then drag one end of the line to another driver set
or application.

The drag gesture gravitates the line towards the nearest connectable point. This functionality helps
you know what you can connect to and where you can connect the item. If you try to connect to
something that isn’t allowed, the cursor usually indicates so, or nothing happens when you drop the
item.

eDir-to-eDir Connections

Figure 2-20 eDir-to-eDir Connections
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An eDir-to-eDir connection is a special type of connection. It is used frequently in Identity Manager
environments. This connection is a way to configure two eDirectory drivers to communicate directly
with each other. (No other drivers are able to communicate directly with any other type of driver.)
This type of connection is most commonly used for synchronizing a local directory tree with a
Identity Vault.
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To create an eDir-to-eDir connection, do one of the following:

+ Drag a line between two Identity Vaults
+ Drag aline between two driver sets

When you connect a line between two eDirectory applications, the line automatically turns into an
eDir-to-eDir connection. See the illustration in “Viewing an eDir-to-eDir Driver” on page 256.

To disconnect an eDir-to-eDir connection, right-click an eDir item, then select Disconnect eDir-to-
eDir. Designer creates two new eDirectory applications and redirects each driver to its respective
application. A new driver is not created. No data is lost. Designer keeps the same drivers.

If you delete one side of an eDir-to-eDir connection, Designer converts the remaining half into a
regular driver connection to an eDirectory application.

Multiple Driver Connections

To connect more than one driver from a driver set to an application:

1 Select Connection in the palette.

2 Connect the driver set and the application again and again.

Each time you connect, a new line is added. All lines are bendable, so that the lines don’t overlap. To
get the model to look optimal, you probably need to move the application slightly from its default
position.

You can also connect more than one driver to a single application. This actually causes the
application to act as a hub. Each driver can connect to and authenticate to the application or system
the same or differently, depending on your needs. Each driver can access the same part of the
application or system or different parts (for example, different tables in a database). The Modeler
lets you diagram a layout according to your needs.
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Figure 2-21 Multi-Driver Connections

Straightening Connections

To straighten connecting lines:

1 Press Ctrl, then select one or more items in the Modeler.

2 Right-click, then select Straighten Connections.

What is straightened depends on what you select:
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Table 2-4 Straightened Connections

Selected Item What Is Straightened

A driver That driver’s line

An application The connecting driver’s line

An Identity Vault All lines that originate from that driver set in that

Identity Vault

A Domain Group Everything in the Domain Group
A project (selected by clicking the Modeler’s Everything in that project
background)

Lines are straightened only if they are less than 20 pixels from a north, west, south, or east
alignment. The intent of this operation is to quickly nudge lines that are almost straight, so that they
become perfectly straight.

This nudging removes the tedium of meticulously dragging items into perfect alignment and being
concerned with the pixels. If a line isn’t almost straight, it is left alone. In fact, the Straighten
Connection operation is disabled unless the selected items qualify to be straightened. If some of the
selected items qualify but others don’t, the operation is still enabled, but only eligible lines are
straightened.

Reconnecting

To reconnect components, do one of the following:

+ Drag the end of a line (driver) from one application to another.

+ Drag the end of a line (driver) from one driver set to another.

Driver Icons

Table 2-5 Driver Icons

Icon Description
1\3 A driver. The entire line between a driver set object and an
. application represents a driver.
A remote driver.
&
& A firewall. Indicates that the driver is communicating across a
firewall.

To see, turn on, or turn off driver icons:

1 Right-click a driver line.

2 Select an option (for example, Mark as Firewall) to turn on or turn off.
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Selected Drivers

As you move the mouse over a driver, the line thickens so that it is more obvious. You can click and
interact with this line.

Auto-Layout of Imported Objects

When you import objects from the directory, they are automatically laid out, connected with lines,
and assigned an icon that matches objects and relationships as closely as possible.

For example, if you import a Driver Set object, Designer imports all of the drivers and connects them
with lines. Also, each driver points to an application icon. Application icons include the following:
+ The exact Application icon (for example, Avaya or PeopleSoft)
+ The image stored on the driver
The image is embedded in a square application icon.
+ A generic application icon

If no image is stored on the driver, Designer supplies an icon for one of the following
applications:

+ Generic

+ IDBC

+ LDAP
Delimited Text

*

The auto-layout mechanism uses the layout topology that you have selected. The default is Fan
Out - Bottom. You can customize this setting in Preferences. See “Modeler” on page 505.

Keyboard Support for Connections

Table 2-6 Shortcut Keys for Connections

Keystroke Description
/ Navigates to the item’s next connection
\ Navigates to the item’s previous connection

Aligning and Laying Out Components

+ “Alignment Hints” on page 61

¢ “Using Rulers” on page 62

+ “Using a Grid” on page 64

+ “Distributing Applications” on page 65
+ “Auto-Layouts” on page 65

+ “Layouts to Use for Imports” on page 66
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Alignments place objects in the same horizontal or vertical plane. Alignments help you see
relationships in your model. You can align or attach items to the left, center, or right of alignment
guides.

When you move the guide, attached items move with it, staying attached in the same relative
positions.

To align components:

1 Press Ctrl, then select more than one item.
2 Right-click, then select Align.

3 Select an alignment option.

You can also attach an item by dragging it to a guide. After you wait a moment, the guide line is
highlighted, indicating that the item is attached.You can align within the same group but not across
groups.

Guides that you set up are restored the next time that you run Designer. You don’t need to re-create
them.

Also, the alignments and attachments (left, center, or right) are stored in the project on a per-item
basis, so that they are also restored.

Alignment Hints

Click View > Alignment Hints to automatically show horizontal and vertical “hint” lines as you drag
items into vertical or horizontal alignment with neighboring items.
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Figure 2-22 Alignment Hints
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The Alignment Hints feature is off by default. To turn it on, click View > Alignment Hints.

Using Rulers

To turn on the horizontal and vertical rulers:

1 Click the Modeler space to make it active.

2 Click View > Rulers.
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To create a guide (line), click either ruler.

To anchor items to a guide, drag the items in the model to the line.

To simultaneously move all anchored items, drag the line.
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Using a Grid

Figure 2-23 The Modeler’s Grid

When the grid is on, the snap-to-grid functionality is on.
To turn grid lines on and off:

1 Click the Modeler, so that the Modeler is the active view.
2 Click View > Grid.

To coerce objects to not align with the grid, temporarily turn off snap-to-grid by holding down the
Alt key. (Linux doesn’t support this functionality.)

To constrain items to north-south or east-west coordinates, press Shift while dragging the items.
To change the grid size:

1 Click Window > Preferences > NetlQ > Identity Manager > Modeler > Display.
2 Type avalue in the Grid Width field.
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Distributing Applications

To equally distribute (space) applications horizontally or vertically:

1 Press Ctrl, then select three or more items.
2 Right-click, then select Distribute.

3 Select a distribution (for example, Vertical).

Auto-Layouts

Designer ships with a number of predefined layout topologies: circle, half-circle, star, box, and
different fan-out layouts.

Figure 2-24 A Half-Circle Layout
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These layouts are set on a per-driver-set basis. Therefore, each driver set can have its own layout.
To select a layout:

1 Right-click a driver set, then select Arrange Applications.
2 Select an arrangement (for example, Fan Out - Left).
If your model has an incorrect layout, the layout options are dimmed.
After you set a layout, applications that you connect will automatically snap into that layout. Certain
connected objects (for example, multi-driver connections, eDir-to-eDir connections, and

applications that are connected but reside in a different Domain Group) are ignored. They aren’t
included in the layout, and they don’t disturb it.
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An option on the Arrange Applications submenu on the Modeler’s context menu enables you to
expand or contract the layout arrangement. This option makes all spokes of the layout longer or
shorter when you drag a slider.

Layouts to Use for Imports

To specify what layout to use on new driver sets that you import:

1 Select Window > Preferences > NetlQ > Identity Manager.
2 Click Modeler > Layouts.

3 Select an arrangement (for example, Half Circle), then click OK.

Editing Multiple Objects

You can open multiple objects and edit them at the same time. These objects must be of the same
type (for example, policies).

To find out whether you can edit an object, right-click it. If Edit displays among the menu items, you
can edit that object.

1 In the Outline view, expand the project that contains the objects that you want to edit.

2 Select the objects.

3 Right-click, then select Edit.

4 Edit the objects.

You can copy and paste from one editor to another. Data must be of the same type.

Modeling Active Directory Domain Controllers

+ “Configuring a Connection” on page 66
+ “Discovering Controllers” on page 67

+ “Information about Domain Controllers” on page 67

Configuring a Connection

You can configure an LDAP connection to an Active Directory system so that you can discover its
domain controllers.

1 Right-click the Active Directory application, then select Properties > Connectivity.

2 Complete the LDAP authentication information.

As you tab from the Host field to the User field, Designer automatically builds a full user context.
You can modify this context.
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Discovering Controllers

1 Right-click the Active Directory application.

2 Select Discover Domain Controllers.

If DesignerDesigner finds any controllers, it lays them out and expands the Active Directory
application as a container.

Information about Domain Controllers

Information about each controller is loaded into the Modeler. To view this information, edit the
Domain Controller object and select the AD Domain page.

If the LDAP connection information is filled out, you can reread the information from that system by
clicking the Refresh icon.

Saving Your Model

To save your model, do one of the following:

+ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.

For more information, see “The Project View” in Understanding Designer for Identity Manager.
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3 Configuring Objects in Designer

Designer allows you to easily view, configure, and modify settings for Identity Vaults, driver sets,
drivers, and managed systems.

+ “Viewing Object Properties” on page 69

+ “Configuring a Domain Group” on page 72

+ “Configuring Identity Vaults” on page 72

+ “Configuring Servers” on page 77

+ “Configuring Driver Sets” on page 78

¢ “Configuring Libraries” on page 85

¢ “Configuring Drivers” on page 86

+ “Configuring Policies” on page 111

+ “Configuring Resource Objects” on page 112

+ “Configuring Categories” on page 112

+ “Configuring Groups” on page 112

+ “Configuring Packages” on page 112

+ “Configuring Package Content” on page 117

+ “Configuring Prompts” on page 117

+ “Configuring Global Configuration Objects” on page 119

+ “Configuring Jobs” on page 119

+ “Configuring ID Policy Containers” on page 121

+ “Configuring ID Policies” on page 121

+ “Configuring a Notification Template” on page 123

+ “Configuring Application Properties” on page 123

+ “Adding Prompts to a Driver Configuration File” on page 128

+ “Synchronizing Passwords” on page 128

Viewing Object Properties

To quickly view or edit properties of items (for example, an Identity Vault or a driver), you can use
the Properties view or a Properties dialog box.

+ “Properties View” on page 70
+ “Properties Dialog Box” on page 70

+ “Operations Relating to Properties” on page 72
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Properties View

If the Properties view is open when you select an item in the Modeler, information about that item
displays in the Properties view. You can then quickly view or edit information. For example, the
Properties view of an Identity Vault looks similar to this:

Figure 3-1 The Properties View of an Identity Vault

E Properties 2 ?Dataﬂuw (B Palicy Set Provisioning = B
=

Property Value i
4 1. Identity Vault

Mame Blanston Inc

Host Address 192.99,78.51

User Mame cn=admin,ocu=5a,o=systern

Password -

Context ou=IDM

IdapClearTextPort 389

Idap5SecurePort 636

ncpPort 524

packageBuilderEnabled false -

usel DAPSecureChannel true [
4 2. Administrator

Mame

Cell

Department

E-mail

Fax

Location

Motes

Pager

Phone

Title i

To open the Properties view, click Window > Show View > Other > General > Properties. For
additional information, see “The Properties View” in Understanding Designer for Identity Manager.

Properties Dialog Box

The list of property pages in the Properties dialog box is organized alphabetically across Designer
with the exception of the General page, similar to that of Eclipse.

To view or edit properties of items:

1 Open the Properties dialog box by doing one of the following:
+ Double-click an item in the Modeler or in the Outline view.

+ Right-click an item (for example, an Identity Vault) in the Modeler or Outline view, then
select Properties.
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+ Select an item, then press Enter.
+ Select an item, then select File > Properties.
+ Select an item, then select Model > [object] > Properties.

The following figure illustrates a driver’s properties page:

type filter text General M T
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Driver Configuration = User Application Driver
Engine Control Values
GCVs

Health

Log Level

Manifest

Mamed Passwords
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Packages
Reciprocal Attributes
Trace -

iManager Icon
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[l CN=SLES125P1-51, cu=servers,o=system 0.20170214.10260¢

4| I | b
Basic ~
]
Configuration File: Hone -
Supported DN clash @
Format:
[Restore Qefaults] [ Apply ]

® [ oK ] ’ Cancel ]

2 Edit settings, then click OK to save.
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Operations Relating to Properties

Table 3-1 Operations Relating to Properties

Operation Description

Open the Properties view  Click Window > Show View > Other > General >
Properties.

Open the Properties dialog Double-click an item, or right-click the item, then select
box Properties.

Edit settings You can edit the settings of any item selected in the
Modeler or Outline view.

View a server’s properties  In the Outline view, right-click the server icon, then select
Properties.

Save to memory or disk When you click Apply or OK in a properties dialog box,
changes are committed to memory. However, changes
are not saved to disk unless you select File > Save.

Configuring a Domain Group

To view or change a domain group’s settings, double-click the domain group.

1 To change the domain group’s icon, click Browse, then navigate to and select an image file.

By default, the Browse button opens the i cons/ gr oup folder in the
com novel | . desi gner. cor e plug-in. The default image selected is admi ni strati ve. png.
To select a different image, double-click the new image.

2 Click Apply.

3 To change the name of the domain group, edit the Name field.
4 Add details in the Notes pane.

5 Click OK.

The image (for example, adni ni st rat i ve. png) appears to the left of the domain name in the
Modeler.

Configuring Identity Vaults

To view or change an Identity Vault’s settings, double-click the Identity Vault object in the Outline
view or the Modeler.

The Identity Vault Properties page has several options. In addition, you can configure a hostname in
the host s file.

+ “Configuration” on page 73
+ “Administrator” on page 75

+ “Workflow Forms” on page 75
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+ “Packages” on page 76

+ “Server List” on page 77

+ “iManager” on page 77

¢ “Local Hostname” on page 77

Configuration

The following table contains a description of each of the Identity Vault configuration settings.

Table 3-2 Configuration Settings for an Identity Vault

Field Description

Vault name The name of the Identity Vault object. The default is Identity Vault.

Host The eDirectory host where you plan to log in and deploy.

Username The eDirectory username in LDAP format that has sufficient rights to
make changes to objects associated with this deployment. For
example, chn=adm n, ou=sa, o=system

Password The password for the eDirectory username.

Save Password

Saves the password permanently, so you are authenticated into this
Identity Vault each time you open Designer. If you use this option, the
password is saved locally in Designer’s file system and is not secure.

If you do not select this option, the password is remembered only
until you close Designer.
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Field

Description

Secure Connection

You can enable a secure or a non-secure connection between
Designer and the Identity Vault.

Secure Connection: In a secure connection, the LDAP server listens
on port 636 by default. If you configured the secure port as 700,
specify this port number in the Host field. For example,

192.99. 78. 51: 700.

When connecting through a secure port, Designer prompts you to
import the Identity Vault’s Certificate Authority certificate into
Designer. You must accept this certificate to establish a secure
connection with the Identity Vault.

Designer provides the following options to accept the certificate:

+ Accept this certificate permanently: Instructs Designer to not
prompt you again for accepting the certificate for future
authentication with an Identity Vault. When this option is
enabled, Designer permanently stores the certificate in / opt/
neti g/t ool s/ Desi gner/configurationor
C.\netiqg\idm apps\ Desi gner\ configuration
directory.

* Accept this certificate temporarily for this session: Instructs
Designer to stop prompting you for accepting the certificate
until the connection expires.

+ Do not accept this certificate and do not authenticate:
Instructs Designer to reject the certificate. The connection is not
established without a certificate.

+ Remember this selection of certificate import: Instructs
Designer to remember your choice of certificate import for
future authentication.

To change the certificate import settings, go to the Modeler
preferences and click Window > Preferences > NetlQ > Designer >
LDAP Connection.

Non-secure Connection: If you use a non-secure connection, all the
information you enter, such as user names and passwords, is sent
over the wire in clear text. The LDAP server listens on port 389 in a
non-secure connection by default.

NOTE: For security reasons, named passwords will be deployed only
in a secure connection.

If you want to use a non-default port, specify the port number of the
LDAP server for establishing a connection.

To change the secure and non-secure port numbers, open the
Properties view of an Identity Vault and change the default values for
IdapSecureTextPort and IdapClearTextPort fields respectively.

If you add additional servers to the Identity Vault after initial
connection, Identity Vault automatically assigns the default secure
and non-secure port numbers to the server.

Configuring Objects in Designer



Field Description

Test Connection Selecting this button allows the user to create, or, if a connection is
unresponsive, to re-create a connection to the Identity Vault. If a
connection has not been established to the Identity Vault, the button
displays Test connection. After a connection is established, the
button displays Refresh connection.

Deploy Context The default DN container assigned to all driver sets that are
associated with this Identity Vault. If you specify a DN container on
the Driver Set object, that setting takes precedence over the default

setting.
Enable Package Developer Enables additional features in Designer to allow developers to create
Mode packages. For more information, see Section 7, “Developing

Packages,” on page 193.

Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Lets you enter information specific to the Identity Vault, such as Name,
Title, Department, and Location.

+ Contact Information: Lets you enter information such as Email, Phone, Cell Phone, Pager, and
Fax.

+ Notes: Allows you to type any reminders you might need for future reference.

Workflow Forms

The Workflow Forms option allows you to configure the Form Backend URL for each Identity Vault
instances individually.

To configure a URL, click Add Registry and then specify the DNS or IP Address of the server where
Workflow Forms will be rendered. Similarly, to delete an existing URL, click Delete Registry.

NOTE: If you do not configure the Form Backend URL using this option, the configuration details
specified in the Ser vi ceRegi st ry. j son file will be considered. The Servi ceRegi stry. json
file can be located at the following directories based on your platform:

+ Linux:/ <desi gner installed | ocation>/configuration

+ Windows: C: \ neti gq\i dm apps\ Desi gner\ confi gurati on
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Packages

The Packages option allows you to manage any packages at the Identity Vault level. A package at the
Identity Vault level contains Notification Templates or sample data such as users or the Identity Vault
structure. Identity Vault packages are applied to all of the drivers that reside in the selected Identity

Vault.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Understanding Packages,” on page 171.

Table 3-3 Managing Packages Options

Options

Descriptions

== Add package

& Create package

Package
Version

Upgrades

Operation

Adds a package to the Identity Vault. You must add a package before
you can install a package. Click the Add package = icon, then select
the package to install and click OK.

The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Lists the name and current state of the package.
Lists the version of the package.

Indicates that there is a newer version of a package imported into the
package catalog, but it has not been installed. The package needs to
be upgraded.

Lists the following operations that can be performed on a package:

¢ Install: The Install option is only available after a package is
added to the Identity Vault. Select Install, then click Apply to
install the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the Identity Vault. Select Uninstall, then click Apply
to uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.
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Server List

The Server List option displays the servers that are associated with the selected Identity Vault. You
can add, edit, or remove the server entries.

NOTE: If you select the option to allow a default server to be created, that server shows up as
Default Server.default_container in the list. You cannot deploy a driver set into an existing eDirectory
tree if you have Default Server.default_container in the Server List. You must first remove this
reference and add a Identity Manager server in an eDirectory tree.

iManager

The iManager option displays the URL that Designer uses to launch the NetlQ iManager
administrative tool. You can modify this URL as needed.

To launch iManager from Designer, select Tools > iManager.

Local Hosthame

If desired, Designer supports designating a hostname for your Identity Vault by adding an entry to
the host s file of your local operating system. After assigning a hostname to the Host address of
your Identity Vault, you can use the hostname instead of an IP address or DNS name to access the
Identity Vault.

For example, if your Identity Vault has a host address of 192.168.100.254, you can associate the
name ID-VAULT to that address in your local host s file. Then, in Designer, you can refer to the
Identity Vault by the name ID-VAULT instead of using the IP address.

For more information about using your local hosts file, consult your operating system'’s
documentation.

Configuring Servers

1 Right-click the server icon g in the Outline view.

2 Select Properties.

Table 3-4 lists settings for the Server Properties page:

Table 3-4 Settings for the Server Properties Page

Field Description

Name The name of the Server object in LDAP format. For example,
cn=serverl, ou=servers, o=system

The Identity Vault lists the server. You can browse to and select the server.
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Field

Description

Context

Host address
DNS name

Identity Manager
version

eDirectory version
Assigned Driver Set

Notes

The server’s context in LDAP format. For example,
ou=servers, o=system

The Identity Vault assigns the context. You can browse to and select the
context.

The server’s IP address.
The domain name or complete directory context name.

The version of Identity Manager that is running on the server. The default is
Identity Manager 4.7. You can change the version by using the drop-down list.
See “Changing the Identity Manager Version” on page 130.

The version of eDirectory that the server is using.
The driver set the server is assigned to.

Information that you want to specify, to help you maintain the server.

Use the Contact Information tab to provide information on the person to contact and other items of
interest concerning the server.

NOTE: If you add additional servers to the Identity Vault after initial connection, Identity Vault
automatically assigns secure and non-secure port numbers to the server.

Configuring Driver Sets

A driver set is a container that holds Identity Manager drivers. Only one driver set can be active on a
server at a time. As a result, all active drivers must be grouped into the same driver set. To view or
change settings, double-click a driver set in the Modeler.

+ “Driver Set General Options” on page 78

+ “Driver Set Configuration” on page 79

+ “Driver Set Global Configuration Values” on page 80

+ “Java Environment Parameters” on page 80

+ “Driver Set Log Levels” on page 81

+ “Driver Set Named Passwords” on page 81

+ “Driver Set Packages” on page 81

+ “Driver Set Server List” on page 82

+ “Driver Set Trace” on page 83

Driver Set General Options

When you create an ldentity Vault, a driver set is added to the vault by default.
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Figure 3-2 A Driver Set in an Identity Vault
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You can add other driver sets by dragging the Driver Set object from the palette to the Modeler.

From the General page, you can specify or change driver set values.

Table 3-5 Driver Set Settings

Field

Description

Name

The name of the Driver Set object. For example,
cn=driversetl, o=system

Create a new partition on this driver set

NetlQ recommends that you select this option. For details,
see the NetlQ Identity Manager Setup Guide for Linux and
NetlQ Identity Manager Setup Guide for Windows.

Deploy context

The Identity Vault assigns the default DN container value to
all driver sets in LDAP format. If you specify a DN container

here on the Driver Set object, that setting takes precedence
over the Identity Vault setting. For example, 0=syst em

You can manually enter this value or browse for it.

Driver Set Configuration

You can link in Global Configuration objects to the driver set GCVs. This allows you to reuse Global

Configuration objects instead of creating multiple GCVs for the driver set.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.

2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object,

then clicking Up or Down.
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Driver Set Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. Global
configuration values can be specified for a driver set as well as an individual driver. If a driver does
not have a GCV, the driver inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To view or change the driver set's GCV settings, double-click the driver set. From the Global
Configuration Values page, you can add, edit, or remove values, or edit the XML file for the driver
set.

Java Environment Parameters

The Java Environment Parameters enable you to configure the Java virtual machine (JVM) on the
Identity Manager server associated with the driver set.

Table 3-6 Java Environment Parameters Settings

Field Description

Classpath Additions Specifies additional paths for the JVM to search for package (. j ar)
and class (. ¢l ass) files. Using this parameter is the same as using the
java -cl asspat h command. When you enter multiple class paths,
separate them with a semicolon (;) for a Windows JVM and a colon (:)
for UNIX/Linux JVMs.

JVM Options Specifies additional options to use with the JVM. Refer to your JVM
documentation for valid options.

Initial Heap Size Specifies the initial (minimum) heap size available to the JVM.
Increasing the initial heap size can improve startup time and
performance. Enter a numeric value followed by g, m, or k (case
insensitive). If no letter size is specified, the size defaults to bytes.
Using this parameter is the same as using the j ava - Xns command.

Refer to your JVM documentation for information about the default
initial heap size for the JVM.

Maximum Heap Size Specifies the maximum heap size available to the JVM. Enter a numeric
value followed by g, m, or k (case insensitive). If no letter size is
specified, the size defaults to bytes. Using this parameter is the same
as using the j ava - Xmx command.

Refer to your JVM documentation for information about the default
maximum heap size for the JVM.
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Driver Set Log Levels

The Driver Set Log Level options enable you to view high-level information. For lower-level
information, use the Trace option.

By default, logging is turned off. To track errors, messages, or events, change the default.

1
2
3

6

Double-click the driver set.

Select Driver Set Log Level.

Select a logging option.

The log option that you select determines which messages are available in the log.

To configure audit instrumentation, select Log specific events, click the event selector button,
select events, then click OK.

The Update only the last log time option updates the time stamp to indicate the last activity of
the driver.

Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.

Save changes by clicking OK.

The driver set log contains messages from the engine when it tries to start or stop drivers. To view
the log, use iManager. Select the Status Log icon above the Identity Vault in the Identity Manager
Overview.

Driver Set Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver set. When named passwords are defined in the driver set, the passwords are
available to all drivers in the driver set.

NOTE: If you create a named password of the same name in both the driver set and a driver in the
driver set, the named password settings in the driver take precedence.

You can define named passwords on both drivers and driver sets. For more information about
named passwords, see “Driver Named Passwords” on page 103.

Driver Set Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Understanding Packages,” on page 171.

Configuring Objects in Designer

81



82

Table 3-7 Managing Packages Options

Options Descriptions

4+ Add package Adds a package to the driver set. You must add a package before you
can install a package. Click the Add package 4 icon, then select the
package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the |dentity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and the current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operation Lists the operations that can be performed on a package.

+ Install: The Install option is only available after a package is
added to the driver set. Select Install, then click Apply to install
the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the driver set. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

Driver Set Server List

After adding one or more servers to the Identity Vault, you can view or change the driver set’s server
association.

Select a server in the Available Servers list, then use the arrows to move the server to the Selected
Server list. If a server is not in the Available Servers list, you must first add it by editing the Identity
Vault properties. See “Configuring Identity Vaults” on page 72.
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Driver Set Trace

Although a driver set has nothing to trace, you can add a trace level to a driver set. The Trace setting

specifies a trace level used with all drivers associated with the driver set.

With the trace set, DS Trace displays Identity Manager and DirXML events as the engine processes
the events. The trace level affects each driver in the driver set. Use the trace level for

troubleshooting issues with the drivers when they are deployed. DS Trace displays the output of the

specified trace level.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause ldentity Manager server to process
events slowly.

To set a driver set’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver set, then select Properties.
2 In the driver properties, select Trace in the left navigation area.

3 On the Trace page, specify the trace settings for the driver set, then click OK.

Table 3-8 Driver Set Trace Settings

Field Description

Trace level The IDM engine supports the following trace levels:
+ Trace level 0: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

XSL Trace Level DS Trace displays XSL events. Set this trace level only when
troubleshooting XSL style sheets. If you do not want to see XSL
information, set the level to 0.

Java Debug Port Allows developers to attach a Java debugger.

Trace File When a value is set in this field, all Java information for the driver
is written to file. The value for this field is the path for that file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace File Size Limit Sets a limit for the Java trace file. Select Unlimited to allow the file
to grow to fill the disk.
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The following methods help you capture and save Identity Manager trace information.

+ “Windows” on page 84
+ “UNIX” on page 84

+ “iMonitor” on page 84

Windows

Open the Control Panel, select NDS Services, then click DS Trace.DLM > Start. A window named NDS
Server Trace Utility opens.

To set the filters to capture the DirXML trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.
To save the information to a file:
1 Click File > New.
A dialog box prompts for a filename.
2 Enter a filename with the extension of .| 0g.
3 To stop capturing information, click File > Close.

The file is saved.

UNIX

Use the ndst race command at the console to display the Identity Manager events. The exi t
command quits the trace utility.

Table 3-9 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndst race. | og file in the / var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxm Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.
iMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 3-10 Platforms and Commands for Web Browsers

Platform

Command

Windows

Linux/Solaris/AIX/HP-UX

ndsi non. dl m

ndsi noni t or

Click Clear All.

A U A WN R

Access iMonitor from http://server_ip:8008/nds (the default port).

Click Trace Configuration.

Click DirXML and DirXML Drivers.
Click Trace On, then click Trace History.

Click the Current document icon to view the live trace.

Configuring Libraries

The Library object is a repository of commonly used policies that can be referenced from multiple
locations. You can place a policy in the library that every driver in the driver set can reference. You

can find the Library object in the Outline view.

The following table lists settings for libraries:

Table 3-11 Library Settings

Field

Description

Name

Deploy Context

Description

The name of the library. You can modify the name to be more descriptive,
especially if you have more than one library in a tree.

For example, you might have one library at the Identity Vault level containing

policies that are generic to most drivers, and another library at the Driver Set level

containing policies that are specific to that driver set.

The Identity Vault assigns the default DN container value to a library created or
deployed at the Identity Vault level. If you specify a DN container here on the
Library object, that container setting takes precedence over the Identity Vault
setting. You can manually enter this value or browse to and select the context.

Libraries created under the driver set do not have the Deploy Context option.

This field allows you to type a description of the selected library.

For more information about what you can add to a library, see “Library Objects” in “Library

Objects”NetIQ Identity

Manager - Using Designer to Create Policies.
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Configuring Drivers

A driver provides the connection between an application and the Identity Vault. The driver is the
connector that enables data synchronization and sharing between systems. To view or change
settings, double-click a driver or driver line in the Modeler.

+ “Driver General Settings” on page 86

+ “Driver Configuration” on page 87

+ “Engine Control Values” on page 89

+ “Driver Global Configuration Values” on page 93

+ “Driver Health Configuration” on page 95

+ “Driver Log Level” on page 102

+ “Driver Manifest” on page 103

+ “Driver Named Passwords” on page 103

+ “Driver Packages” on page 103

+ “Reciprocal Attributes” on page 105

+ “Driver Trace Levels” on page 108

+ “Driver Icon” on page 111

Driver General Settings

The following table contains a description of the general settings for drivers.

Table 3-12 General Settings

Field Description

Name Displays the driver name, which you can change.

Notes Enables you to type notes about your driver implementation.

Server/Driver Version Displays the server name to which driver is associated. The driver
version only shows if the driver is running. Driver versions vary for
each driver.

(Deprecated) Basic configuration ~ The field is populated only if you configured your driver by using a
file driver configuration file instead of packages.

Displays the configuration filename that this driver uses. Contains
the filename of the configuration file that was used during
import.

To view the path to this file, click the information icon next to the
filename. You might want to view the file to find out version
information.

If you haven’t yet run the import wizard, this field is set to None.
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Field Description

Supported DN format Displays the format (for example, LDAP) that is supported for each
driver. This DN information is important for policy building and
simulation.

For additional details, click the information icon next to the
format field.

Driver Configuration

The driver configuration page is dynamic. Labels and descriptions are dynamically read from the

driver configuration information.This information is unique for each driver.

The two required options for every driver are Driver Configuration and GCVs. With the Driver

Configuration option selected, fill in the required values and parameters that are necessary to have

the driver run in your network environment. However, because each driver contains different values
and parameters, you need to consult the driver manual for specific values. Go to the Identity
Manager Drivers Web site, then select the manual for the driver you are configuring.

+ “Driver Module” on page 87

+ “Startup Option” on page 88

+ “Driver Parameters” on page 88

+ “ECMAScript” on page 88

+ “Global Configuration” on page 89

Driver Module

Table 3-13 Driver Module Settings

Field

Description

Java: Name of the Java class

Native: Name of the DLL

Connect to Remote Loader

Driver object password: Set Password

Specify the name of the Java class that will be instantiated
for the shim component of the driver. This class can be
located in the cl asses directory as a class file, or in the
|'i b directory asa .j ar file.

Specify the name of the .dl | file that will be instantiated
for the application shim component of the driver.

Select this option if you want to connect the driver to the
Identity Manager engine that uses the Remote Loader.

Set a password for the Driver object. If you are using the
Remote Loader, you must enter a password on this page
or the remote driver cannot run. The Remote Loader uses
this password to authenticate itself to the remote driver.
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Field Description

Remote Loader client configuration for Enables you to document your Remote Loader

documentation: Include in documentation configuration for the driver. From the drop-down list,
select a name that you specified on the driver’s
documentation property page.

To use this option, see “Engine Control Values” on

page 89.
Startup Option
Table 3-14 Startup Settings
Setting Description
Auto start The driver starts automatically when the Identity Manager engine loads.
Manual You must start the driver manually from the driver state location.
Disabled Disables the driver.
Do not automatically If you don't select this option, a driver that has been deployed but disabled

synchronize the driver resynchronizes on startup. If you select this option, a driver that has been
deployed but disabled does not resynchronize.

Driver Parameters

From this tab, you can enter common driver options, Subscriber and Publisher channel options, as
well as edit XML. Because the Driver Parameters options are different for each driver, refer to the
Identity Manager Drivers Web site (https://www.netig.com/documentation/identity-manager-47-
drivers/) for configuration information on the driver you have selected.

ECMAScript

Displays an ordered list of ECMAScript resource files that are loaded when the driver starts. The
ECMAScript files contain extension functions that can be used in policies.

To add an ECMAScript from another driver:

1 Click Add, then browse to and select the ECMAScript object from another driver.
2 Click OK.
3 Click Apply to save the change.

For more information, see “Using ECMAScript in Policies” in NetlQ Identity Manager - Using Designer
to Create Policies.
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Global Configuration

You can link in Global Configuration objects to extend GCV definitions for the driver that Identity
Manager loads when the driver starts. This allows you to reuse Global Configuration objects instead
of creating multiple GCVs for the driver.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.

2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object,

then clicking Up or Down.

Engine Control Values

The engine control values enable you to change certain default behaviors of the Identity Manager
engine. You can access the values only if a server is associated with the Driver Set object. The values
are populated based on the Identity Manager version of the servers that are associated with the
driver set (servers can be associated through the Engine Controls for Server entry).

Changing a version of an Identity Manager server affects the engine controls for all drivers in a driver
set that is associated with the server. When the Identity Manager version is changed, the engine
controls for all associated drivers are updated to match the specified version. During the update
process, all current settings for existing engine controls are merged into the new engine controls. If
the engine controls are not valid for the version of the selected server, they are removed as options.

1 In the Modeler, right-click the driver line.

2 Select Properties > Engine Control Values.

3 Click the tooltip icon to the right of the Engine Controls for Server field. If a server is associated
with the Identity Vault, and if you are authenticated, the engine control values display in the

large pane.

Table 3-15 Engine Control Values

Field

Description

Subscriber channel retry
interval in seconds

Qualified form for DN-
syntax attribute values

Qualified form from
rename events

Controls how frequently the Identity Manager engine retries the
processing of a cached transaction after the application shim's Subscriber
object returns a retry status.

Controls whether values for DN-syntax attribute values are presented in
unqualified slash form or qualified slash form. When the control is set to
True, the attribute values are presented in qualified form.

Controls whether to present the new-name portion of rename events
coming from the Identity Vault to the Subscriber channel with type
qualifiers. For example, CN=. When the control is set to True, the names
are presented in qualified form.
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Field

Description

Maximum eDirectory
replication wait time in
seconds

Use non-compliant
backwards-compatible
mode for XSLT

Maximum application
objects to migrate at once

Set creatorsName on
objects created in Identity
Vault

Write pending associations

Controls the maximum time that the Identity Manager engine waits for a
particular change to replicate between the local replica and a remote
replica. This only affects operations where the Identity Manager engine is
required to contact a remote eDirectory server in the same tree to
perform an operation and might need to wait until some change has
replicated to or from the remote server before the operation can be
completed. For example, object moves when the Identity Manager server
does not hold the master replica of the moved object or the file system
rights operations for users created from a template.

Sets the XSLT processor used by the Identity Manager engine to a
backward-compatible mode. This allows the XSLT processor to use non-
XPath 1.0 and XSLT 1.0 standards-compliant behaviors. This is required
for backward compatibility with existing Identity Manager style sheets
that depend on the non-standard behaviors.

“)=r

For example, the behavior of the XPath “!=" operator when one operand
is a node set and the other operand is other than a node set is incorrect
in DirXML releases up to and including Identity Manager 2.0. This
behavior has been corrected; however, the corrected behavior is disabled
by default through this control to allow backwards compatibility with
existing DirXML style sheets.

Limits the number of application objects that the Identity Manager
engine requests from an application during a single query that is
performed as part of a Migrate Objects from Application operation.

If java.lang.OutOfMemoryError errors are encountered during a Migrate
from Application operation, this number should be set lower than the
default. The default is 50.

NOTE: This control does not limit the number of application objects that
can be migrated; it merely limits the batch size.

Determines whether Identity Manager engine sets the creatorsName
attribute to the DN of a driver on all objects created in the Identity Vault
by the driver.

Setting this attribute allows for easy identification of objects created by
the driver and also carries a performance penalty. In absence of a value,
the attribute defaults to the DN of the NCP Server object that is hosting
the driver.

Determines whether the Identity Manager engine writes a pending
association on an object during Subscriber channel processing.

Writing a pending association confers little or no benefit but incurs a
performance penalty. Nevertheless, the option exists to turn it on for
backwards compatibility.
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Field

Description

Use password event values

Enable password
synchronization status
reporting

Combine values from
template object with those
from add operation

Allow event loopback from
publisher to subscriber
channel

Revert to calculated
membership value
behavior

Determines the source of the value reported for the
nspmDistributionPassword attribute for Subscriber channel add and
modify events.

When this control is set to False, the current value of the
nspmDistributionPassword is obtained and reported as the value of the
attribute event. This means that only the current password value is
available. This is the default behavior.

When the control is set to True, the value recorded with the eDirectory
event is decrypted and is reported as the value of the attribute event.
Both the old password value (if it exists) and the replacement password
value at the time of the event are available. This is useful for
synchronizing passwords to certain applications that require the old
password to enable setting a new password.

Determines whether the Identity Manager engine reports the status of
Subscriber channel password change events.

Reporting the status of Subscriber channel password change events
allows applications such as the Identity Manager User Application to
monitor the synchronization progress of a password change that should
be synchronized to the managed application.

Determines how the Identity Manager engine uses values from a
template object when the template is used to create objects in the
Identity Vault.

The default value is True. The multi-valued attribute values from the
template are used in addition to the values for the same attribute that
are specified in the add operation.

When the control is set to False, the values from the template are ignored
if the values for the same attribute are specified in the add operation.

Determines whether the Identity Manager engine allows an event to
loopback from the Publisher channel of a driver to the Subscriber
channel of the same driver.

The default value is False. The events are not looped back into the
Subscriber channel of the driver.

When the control is set to True, the events loopback into the Subscriber
channel of the driver.

Prior to Identity Manager 3.6, the Identity Manager engine retrieved
calculated values for Member and Group Membership attributes.

The default value is false. The Identity Manager 4.5 engine retrieves static
values. This behavior is useful for synchronizing Nested Groups.

When the control is set to True, the engine reverts to the pre-3.6
behavior.

You can read calculated values for Member and Group Membership
attributes with post-3.6 default behavior by using "[pseudo].Member"
and "[pseudo].Group Membership" special attribute names.
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Field

Description

Maximum time to wait for
driver shutdown in seconds

Regular Expression escape
meta-characters

Retry of Out of Band event

Use Rhino ECMAScript
engine

Enable Subscriber Service
Channel

Ignore Entitlement Changes
of other drivers

Allow Entitlement event
loopback from cprs to
subscriber channel

Determines the maximum time in seconds for which the Identity
Manager engine waits for the driver’s Publisher channel to shutdown. If
the driver does not shutdown within the provided time value, the driver
is terminated by the engine.The default value is 60 seconds.

Determines the meta-characters that will be escaped while evaluating
regular expressions. If a meta-char is not present in the value, the
character is not escaped during local variable expansion containing a
regular expression.

To escape all the regular expression meta-characters,
"\,$,,.,2,.%,+,[,1,(,),|" should be added as the value of the control. The
default value is S.

If you do not want a meta-character to escape, remove the character
from the value. The control value should be a valid comma(,) separated
list. Otherwise, you might get errors during policy evaluation.

Determines whether the Identity Manager engine retries an out of band
event when the status is RETRY.

This control is false by default. The Identity Manager engine will not retry
the out of band event on a RETRY status.

If this control is set to true, the engine retries the out of band event on a
RETRY status.

Determines whether the Identity Manager engine uses the Rhino
ECMAScript engine. The engine uses Nashorn as the default ECMAScript
engine.

This control is true by default.

Determines whether the Identity Manager engine processes the out of
band queries, such as code map refresh, data collection, and queries
triggered from dxcmd, on the Subscriber Service channel of the JDBC Fan-
Out driver.

By default, this control is set to true. The channel separately processes
these queries without interrupting the normal processing of events.

This control determines whether the Identity Manager engine ignores or
processes entitlement changes of other drivers. The default value is true.
This means that the driver automatically ignores the entitlement changes
of other drivers.

If this control is set to false, the entitlement changes of other drivers are
cached and processed by this driver.

This control determines whether the Identity Manager engine allows an
entitlement event that is generated by a CPRS assignment to loopback to
the Subscriber channel of the driver. The default value is false. This
means that the event is not looped back to the Subscriber channel.

If this control is set to true, the event flows to the Subscriber channel of
the driver.
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Field Description

Retrieve Application (Conditional) Applies only if you are using Identity Manager 4.8.2.

Schema ) ) .
This control determines whether the driver has to query for the

application schema or not. By default, this control is set to true. If you do
not want the driver to query for the application schema, set the value to
false.

Driver Global Configuration Values

Global configuration values (GCVs) are settings that are similar to driver parameters. GCVs can be
specified for an individual driver as well as a driver set. If a driver does not have a GCV, the driver
inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To edit the driver set’s GCV settings, double-click the Driver Set object in the Modeler view. From the
Global Configuration Values page, you can add, edit, remove, or edit the XML for GCVs.

To view or change the driver’s GCV settings, double-click the driver. From the Global Configuration
Values page, you can add, edit, or remove values, or edit the XML file for the driver. To select a value,
click the value or the control field to the right of the value’s name. Use the Add, Edit, Remove, and
Edit XML buttons at the bottom of the page.

Configuring Objects in Designer 93



Figure 3-3 The Global Configuration Values Page

Global Configuration Values - - v

Global configuration values for server: | CM=serverl, ou=servers,o=system

Mote: Please add new Global Configuration Values to the "Active Directory Driver” tab.

Cenfiguration . Entitlements | Password Synchroniza | Account Tracking | Managed System Infor| 1

Synchronization Settings

Dormain DMNS Mame * myaddomain.com (3}

Subscriber Channel Placement Type mirrored v | (i)

Active Directory User Container *  cn=users,dc=domain,dc=company,dc=com

Publisher Channel Placement Type mirrored v | (i)

MName Mapping Policy

Show name mapping policy hide | )

| Add...| | Edit...| | Remove | | Edit XML... |

You can add, edit, and remove GCVs on the Global Configuration Values page, except for those values
found under the Password Management heading. Password values are accessed through the
Password Synchronization page; click the Launch Password Sync Dialog icon to the right of the
Information icon for the control field.

The two required options for configuring a driver are Driver Configuration and GCVs. However,
because each driver contains different values and parameters, you need to consult the driver manual
for specific values. Go to the Identity Manager Drivers Web site, then select the manual for the
driver you are configuring.
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Driver Health Configuration

The Driver Health Configuration allows you to monitor a driver’s state of health (green, yellow, or
red), and to specify the actions to perform in response to each of these health states.

To do so, you define the conditions (criteria) that determine each of the health states, and the
associated actions to perform whenever the driver’s health state changes. For example, if the
driver’s health changes from a green state to a yellow state (based on the conditions you establish),
you can perform such actions as restarting the driver, shutting down the driver, and sending an e-
mail to the person designated to resolve issues with the driver.

You can also define custom driver states that are independent of the standard green, yellow and red.
Whenever the driver meets the conditions for the custom state, Designer performs the associated
actions.

To use the Driver Health Configuration to monitor a driver’s health state, you must complete the
following tasks:

¢ “Creating a Driver Health Configuration” on page 95

+ “Modifying the Health State Conditions” on page 96

¢ “Creating a Driver Health Job” on page 98
Additionally, you can perform the following tasks to further configure the Driver Health Check
environment:

+ “Modifying the Health State Actions” on page 99

¢ “Creating a Custom State” on page 100

+ “Modifying the Driver Health Job Settings” on page 101

NOTE: Monitoring driver health is applicable only to deployed drivers. Designer does not indicate
driver health in the Modeler or any other pre-deployment interface. After you set up the health
configuration, you use iManager to actually monitor the health of deployed drivers. For more
information about driver health monitoring in iManager, see “Monitoring Driver Health” in the
NetlQ Identity Manager Driver Administration Guide.

Creating a Driver Health Configuration

The health configuration of drivers is configured automatically, unless you are running older versions
of Identity Manager. If you are running anything older than Identity Manager 3.6, you must
complete the following section to create a driver health configuration. Otherwise, skip this section.

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.

Mo Driver Health Configuration

This driver does nok contain any health configuration information,
Create a basic health configuration by selecting the link below,

' Mew Driver Health Configuration
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3 Select New Driver Health Configuration.

Designer creates a basic health configuration with sample conditions for the green and yellow
states (none for red).

& Green | o Yellow | €3 Red

-,

<]

3

Driver Health Job: none

I order for the Dnver Health Cornfiguration to be processed, a2 Driver Health Job
must be configured. Create a Driver Heaith fob.

Conditions

# Condition Group 1

Driver Skake is running

Driver in Cache COwverflow is False

e [ Always execute actions when conditions are true

Select Edit to define action

4 Continue with “Modifying the Health State Conditions” on page 96.

Modifying the Health State Conditions

The driver health configuration lets you define the conditions that determine each health state. The
green state contains conditions intended to represent a healthy driver, and a red state represents an
unhealthy driver that has failed the conditions for both green and yellow states.

The Driver Health job evaluates the conditions for the green state first. If the driver fails to meet the
green conditions, it evaluates the yellow conditions. If the driver fails to meet the yellow conditions,
it is automatically assigned a red state.

To modify the conditions for a state:
1 Inthe Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.
2 In the left-side navigation, select Health.

3 Click the state tab (Green or Yellow) that you want to modify.

" Condition Group 1
Driver State ks starting
Total Size is boss than or equal S000

(o]

- Condition Group 2
Diriver Stabe i running
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The tab displays the current conditions for the health state. Conditions are organized into
groups, with logical operators (either AND or OR), to link each condition and condition group.

Table 3-16 describes the conditions that the Driver Health job can evaluate.

Table 3-16 Driver Health Check Conditions

Condition Description

Driver State Running, stopped, starting, not running, or shutting down. For example, one
of the default conditions for the green health state is a Driver State that
indicates the driver is running.

Driver in Cache The state of the cache used for holding driver transactions. If the driver is in

Overflow cache overflow, all available cache has been used. For example, the default
condition for the green health state is Driver in Cache Overflow is false and
the default for the yellow health state is Driver in Cache Overflow is true.

Newest The age of the newest transaction in the cache.
Oldest The age of the oldest transaction in the cache.
Total Size The size of the cache in bytes.

Unprocessed Size The size of all unprocessed transactions in the cache.

Unprocessed The number of unprocessed transactions in the cache. You can specify all
Transactions transactions types or specific transaction types (such as adds, removes, or
renames).

Transaction History The number of transactions processed at various points in the Subscriber or
Publisher channel over a given period of time. This condition uses multiple
elements in the following format:

<transaction type> <transaction location and time period > <relational
operator> <transaction number>.

+ <transaction type>: Specifies the type of transaction being evaluated.
For example, adds, removes, renames, and so forth.

* <transaction location and time period>: Specifies the point in the
Subscriber or Publisher channel and the time period being evaluated.
For example, you might evaluate the total number of transactions
processed as Publisher events over the last 48 hours. The time period
cannot exceed the Transaction Data Duration setting, which is
configurable in the Driver Health job. For more information, see
“Modifying the Driver Health Job Settings” on page 101.

+ <relational operator>: Specifies the relationship between the
identified transactions and the <transaction number> (equal to, less
than, greater than, and so forth.)

¢ <transaction number>: Specifies the number of transactions being
used in the evaluation.

For example:

<nunber of adds> <as publisher comands> <over the
[ast 10 m nutes> <is |l ess than> <1000>
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Condition Description

Available History The amount of transaction history data that is available for evaluation. This
condition helps ensure that a Transactions History condition does not cause
the current state to fail because it does not have enough transaction history
data collected for the time period being evaluated.

For example, assume that you want to use the Transactions History
condition to evaluate the number of “Add as Publisher” commands over the
last 48 hours. However, you don't want the condition to fail if there is less
than 48 hours of data. You could create condition groups similar to the
following:

Groupl Available History <is less than> <48 hours> or
Group2 Avail able History <is greater than or equal to>
<48 hours> and Transacti ons History <nunber of adds>
<as publisher conmands> <over the | ast 48 hours> <is
| ess than> <1000>

The state evaluates to true if either condition group is true.

The state evaluates to false if both conditions evaluate to false.

4 Modify the condition criteria as desired.
+ To add a new group, select the Conditions tab, then click Append Condition Group [&.

+ To add a condition, select an existing condition group, then click Append Condition 4-.

+ To reorder condition groups or individual conditions, select the condition group or
condition, then click Move Up % or Move Down &. You can also use these buttons to move
a condition from one group to another.

+ Cut, copy, and paste a condition group or condition to the clipboard by right-clicking the
item, then selecting the appropriate clipboard action.

5 Click Apply to save your changes without closing the Properties page, or click OK to save the
changes and close the Properties page.

6 If you want to change the actions associated with the conditions you set, continue with
“Modifying the Health State Actions” on page 99.

Creating a Driver Health Job

The Driver Health job executes periodically to evaluate the health of a driver configured for health
checks. The job evaluates the conditions defined for each of the driver’s health states, then assigns
the driver the appropriate state. The job also executes any actions associated with the assigned
state.

If a Driver Health job does not exist, the Driver Health Configuration page displays a New Driver link
from which you can configure the Driver Health job. If a Driver Health job already exists, the Driver
Health Configuration page does not display this prompt.

To create a Driver Health job:

1 In the Modeler or Outline view, right-click the driver, then select Properties.

2 In the left-side navigation, select Health.
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3 Click Driver Health Job to open the Job dialog box. Select the appropriate job, then click OK.

Follow the prompts to import the configuration file for the Driver Health job. Refer to the
following information for details:

¢ Where to place the driver: Place the job in the same driver set as the driver. The correct
driver set is selected by default. You can only have one Driver Health job per driver set.

+ Import a configuration: Import the configuration from the server. In the Show field, select
Identity Manager 4.7 configurations, then select the Driver Health job in the Configurations
field.

+ Email server: Select the e-mail server that you want used for any actions that initiate e-
mail. If you have not defined additional e-mail servers, select the Default Notification
Collection server.

+ Servers: If the driver set is associated with only one server, that server is selected and
cannot be changed. If the driver set is associated with multiple servers, select the server
where you want to run the job.

After creating the Driver Health job, you can modify job settings as needed. For example, you can
configure how often the job runs, which drivers use the job, and how much data the job maintains to
support transaction history. For more information, see “Modifying the Driver Health Job Settings” on
page 101.

Modifying the Health State Actions

The Driver Health Configuration lets you define the actions that the Driver Health job performs when
the driver health state changes. For example, if the state changes from green to yellow, you can shut
down or restart the driver, generate an event, or start a workflow.

The Driver Health job performs a health state’s actions only once each time the conditions are met;
as long as the driver state remains the same, the actions do not repeat. If the driver state changes
because its conditions are no longer met, the Driver Health job performs the state’s actions again
the next time its conditions are met.

1 Inthe Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.
2 In the left-side navigation, select Health.

3 Select the state tab (Green or Yellow) that you want to modify.

i [] ahways execute actions when conditions are true

Clear Driver cache

Generate Event (id: 1100, level: log-warning)

The tab displays the current actions for the health state. If no action is assigned, the Driver
Health Configuration displays Define new action here in the Actions tab.

4 Select the Actions tab, then click Append Action 1 to add an action to the health state.

5 Select an action from the drop-down list.The table below describes the actions that the Driver
Health job can perform.

Some actions require additional information before they will execute.
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Action Description

Clear Driver Cache Removes all transactions, including unprocessed transactions, from the
cache.

Execute ECMAScript  Executes an existing ECMAScript. Specify the DirXML-Resource object that
contains the ECMAScript.

Generate Event Generates an event that can be used by NetlQ Sentinel and the Identity
Reporting Module.

On Error If an action fails, this action tells Designer what to do with the remaining
actions, the current health state, and the Driver Health job.

Restart Driver Restarts the driver (stop, then start)

Send Email Sends an e-mail to one or more recipients. The template you want used in
the e-mail message body must already exist.

Start Driver Starts the driver.

Start Workflow Starts a provisioning workflow. For more information about the Start
Workflow action, see “Start Workflow” in the NetlQ Identity Manager -
Using Designer to Create Policies Guide.

Stop Driver Stops the driver.

Write Trace Message Writes a message to the Driver Health job's log file or the driver set's log
file if the trace file is not configured on the Driver Health job.

6 Click Apply to save your changes without closing the Properties page., or click OK to save the
changes and close the Properties page.

Creating a Custom State

The Driver Health Configuration lets you create one or more custom states to perform actions
independent of the driver’s current health state (green, yellow, red). If the driver meets the custom
state’s conditions, the Driver Health job performs its actions.

As with the standard driver health states (green, yellow, red), the Driver Health job performs a
custom state’s actions only once each time the conditions are met; as long as the driver state
remains the same, the actions do not repeat. If the driver state changes because the custom state’s
conditions are no longer met, the Driver Health job performs the custom state’s actions again the
next time its conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to create a custom state,
then select Properties.
2 In the left-side navigation, select Health.

3 Select the drop-down menu -, then select New Custom State.
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) Green “* Yellow | €3 Red | Custom State [
N i
Driver Health Job: none

T ordler for the Drver Health Configuration to be processed, a Driver Health
Job must be configured. Create a Driver Health Job.

Conditions

Condition Group 1

Define new condition here

i [ ] Always execute actions when conditions are true

Select Edit ko define action

4 Define the conditions and actions for the custom state, then click Apply to save the changes
without closing the Properties page, or click OK to save the changes and close the Properties
page.

For information about defining state conditions, see “Modifying the Health State Conditions’
on page 96. For information about defining state actions, see “Modifying the Health State
Actions” on page 99.

7

Modifying the Driver Health Job Settings

The Driver Health job evaluates the conditions for the health states and assigns the driver the
appropriate state. The job also executes any actions associated with the assigned state.

As with all driver jobs, there are several settings that you can modify to optimize the job’s

performance for your environment, including how often the job runs, which drivers use the job, and

how much data the job maintains to support transaction history.

1 Inthe Modeler or Outline view, open the driver set object where the driver health job is stored.

2 Right-click the appropriate job object, then select Edit.

3 Change the desired settings on the following tabs, then click OK to save your changes:

Tab Description

Schedule The Driver Health job is a continuously running job, meaning that it does not stop
unless a health state action shuts it down or you shut it down manually. The job
must run continuously to be able to support transaction data collection for use in
Transactions History conditions.

If the job does stop, it is restarted based on the schedule. The default schedule
checks every minute to see if the job is running. If the job is not running, it is
started.
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Tab Description

Scope By default, the job applies to all drivers in the driver set. This means that you only
need one Driver Health job per driver set. However, you can create multiple Driver
Health jobs for different drivers within the same driver set. For example, you might
have some drivers whose health you want updated more frequently than other
drivers, in which case you would need at least two Driver Health jobs.

Parameters You can change any of the following job parameters:

¢ Login ID: This defaults to the login ID that was used when creating the driver
job. You should only change this if you want the driver to authenticate using
different credentials.

+ Login password: This is the password required for the login ID that you
supplied in the Login ID field.

+ Polling interval: Determines how often the job evaluates the conditions for
the health states, assigns the driver the appropriate state, executes any actions
associated with the assigned state, and stores the driver’s transaction data.
The default polling interval is one minute.

+ Polling interval units: Specifies the time unit (minutes, hours, days, weeks) for
the number specified in the Polling interval setting.

+ Duration transaction data is kept: Specifies how long a driver’s transaction
data is kept. The default retains a transaction for two weeks before being
deleted. Longer transaction durations require more memory.

For example, to store transaction data for one driver every minute (Polling
interval) for two weeks requires approximately 15 MB of memory.

+ Duration units: Specifies the time unit (minutes, hours, days, weeks) for the
number specified in the Duration transaction data is kept setting.

Driver Log Level

The Driver Log Level options enable you to view high-level information. For lower-level information,
use the Trace option. See “Driver Trace Levels” on page 108.

By default, logging inherits the setting from the driver set. To change the default:

1 Right-click the driver and select Driver > Properties.
2 Select Log Level.
3 Select a logging option.
The option that you select determines which information is available in the log.

4 To configure the audit instrumentation, select Log specific events, click the event selector
button, select events, then click OK.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.

6 Save changes by clicking OK.

The driver log contains messages from the driver. The messages are related to operations that the
driver performed or tried to perform. To view the log, use iManager. Select the log icon on the Driver
object in the Identity Manager Overview.
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Driver Manifest

The driver manifest is like a resume for the driver. The driver manifest states what the driver
supports, and includes a few configuration settings. The driver developer should provide the driver
manifest. Usually a network administrator does not need to edit the driver manifest.

For more information, see the developer documentation for Identity Manager drivers.

Driver Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver. You can define named passwords on both drivers and driver sets.

Named passwords let you store multiple passwords securely by referring to each password by a key,
or name. When you refer to the named password in a driver policy, you use the name only, not the
password value. Then, when the driver needs the password value to execute the policy, it requests
the password value from the Identity Manager engine. This method lets you avoid revealing the
password value in the code for a driver policy.

The following example shows how a named password can be referenced in a driver policy on the
Subscriber channel in XSLT: <xsl : val ue- of

sel ect =" query: get NamredPasswor d( $sr cQuer yPr ocessor, ' nynamedpassword' )"

xm ns: query="http://ww:. novel | . con j ava/

com novel | . nds. dirxm . driver. XdsQueryProcessor/ >

You can store and retrieve named passwords for any driver without making changes to the driver
shim.

As a security measure, in addition to using named passwords, you should control access to all
Identity Manager objects in eDirectory. Named passwords are only deployed in a secure connection
with eDirectory.

NOTE: A driver developer can also customize a driver to use named passwords in other ways, such as
retrieving named passwords when the driver starts up, instead of requesting them from the Identity
Manager engine each time they are needed.

For example, the Identity Manager Driver for Lotus Notes has been customized to support additional
ways of using named passwords, and examples of those methods are included in the sample driver
configurations. For more information, see the Identity Manager Driver Documentation (https://
www.netig.com/documentation/identity-manager-47-drivers/).

Driver Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Understanding Packages,” on page 171.
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Table 3-17 Options for Managing Packages

Options

Descriptions

4+ Add package

& Create package

Package
Version

Upgrades

Operations

Run driver in Factory Mode

Adds a package to the driver. You must add a package before you can
install a package. Click the Add package < icon, then select the
package to install and click OK.

The Create package option is only available if the Enable Package
Developer Mode is selected on the Identity Vault Configuration page.
Only developers create packages for redistribution.

Lists the name and current state of the package.
Lists the version of the package.

Indicates that there is a newer version of a package imported into the
package catalog, but it has not been installed. The package needs to
be upgraded.

Lists the operations that can be performed on a package:

+ Install: This option is only available after a package is added to
the driver. Select Install, then click Apply to install the package.

+ Uninstall: This option is only available after a package is installed
to the driver. Select Uninstall, then click Apply to uninstall the
package.

+ Upgrade: This option is only available if there is a newer version
of the package available for installation. Select Upgrade, then
click OK to upgrade the package.

+ Downgrade: This option is only available if you have upgraded a
package and the older package is installed in the package catalog.
Select Downgrade, then click OK to downgrade the package.

+ Revert Customizations: This option is only available if you have
made changes to the policies that are installed with a package.
Select Revert Customization, then click Apply to remove the
customization.

+ Sync Customizations: This option is only available if the Enable
Package Developer mode is enabled on the Identity Vault and
you have made changes to content in a custom package that is
installed on this driver. The Sync Customizations option
synchronizes any changes you have made to the package content
to the package. For more information, see Section 7, “Developing
Packages,” on page 193.

Allows you to revert any customizations to content installed with
packages. For more information, see “Running a Driver in Factory
Mode” on page 191.
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Reciprocal Attributes

The Reciprocal Attributes property page lets you create and manage backlinks between objects. For
example, the Group object includes a Members attribute that contains pointers to all User objects
that belong to that group. Similarly, each User object includes a Group Membership attribute that
points to the Group objects of which that user is a member. These two-way links between objects
are known as reciprocal mappings.

Figure 3-4 Custom Reciprocal Attribute Mapping Property Page for Driver Objects

i Properties for eDirectory Driver

type filter text Custom Reciprocal Attribute Mapping - v

I General -
l Driver Cenfiguration @ & | | = | -

Er;:?“:ne Control Values =l @ Attribute: Equivalent To Me

s

Health Source class: < Any Class »

Log Level Destination class: < Any Class »

Manifest

MNamed Passwords

Reciprocal attribute:

El' @ Attribute: Group Membership

Security Equals

Packages

Reciprocal Attributes Source class: Group

Trace Destination class: nestedGroupAux

iManager lcon Reciprocal attribute: groeupMember
Source class: nestedGroupAux
Destination class: nestedGroupAux
Reciprocal attribute: greupMember
Source class: < Any Class »
Destination class: < Any Class »
Reciprocal attribute: Member

El' @ Attribute: groupMember

Source class: nested GroupAux
Destination class: < Any Class =

Reciprocal attribute:
El'@ Attribute: Member

Source class:
Destination class:
Reciprocal attribute:

=l @ Attribute: Security Equals

Source class:
Destinaticn class:

Reciprocal attribute:

Group Membership

< Any Class >
< Any Class >
Group Membership

< Any Class »
< Any Class »
Equivalent To Me

Delete Reciprocal Mapping] [ Edit XML... ] ’

Apply

l

[

]|

Cancel

You can manage all reciprocal mapping configuration from the toolbar in the property page, which
contains the following toolbar icons:
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Icon Description

Use the New Attribute icon to add a new attribute to the reciprocal mapping list.

Use the Delete icon to delete the currently selected reciprocal mapping entry from
the list.

Use the Move Up icon to move the currently selected attribute up in the mapping list.
To do so, select the attribute entry you want to move up, then click Move up.

Use the Move Down icon to move the currently selected attribute down in the
mapping list. To do so, select the attribute entry you want to move down, then click
Move Down.

.":? Use the Clear All Attribute Mappings icon to delete all reciprocal mappings.

Use the Expand All icon to expand all reciprocal attribute mapping entries.

= Use the Collapse All icon to expand all reciprocal attribute mapping entries.

The Custom Reciprocal Mapping page lets you do the following:

+ “Adding a Reciprocal Attribute Mapping” on page 106

+ “Removing a Reciprocal Attribute Mapping” on page 107

+ “Removing an Attribute from the Reciprocal Mapping List” on page 107
+ “Editing Reciprocal Attribute XML” on page 108

Adding a Reciprocal Attribute Mapping

When you create a reciprocal attribute mapping, you must first add one of the attributes to the
reciprocal mapping list:

1 On the Reciprocal Attributes page, click New Attribute @ .

2 Inthe new attribute entry, select the desired attribute from the drop-down list, then click OK.

Attribute: << Select an Attribuke == -

| Ik ||Caru:e||

3 Specify the details of the reciprocal mapping, then click OK.
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Source class: W
Destination class: =< Select a Class »» v
Reciprocal attribute: | << Select an Attribute == W
| 4 | | ancel |
Source Class Specifies the class name to which the attribute in the mapping list is

associated. For example, if you placed the Group Membership attribute
in the reciprocal mapping list, the associated Source Class is User.

Destination Class Specifies the class name associated with the attribute to which you want
to create a reciprocal mapping.

Reciprocal Attribute Specifies the attribute name to which you want to create a reciprocal
mapping.
Removing a Reciprocal Attribute Mapping

To remove a reciprocal mapping between attributes:

1 In the reciprocal mapping list, select the reciprocal mapping you want to remove.

When the mapping is selected, the attribute name in the Attribute tab is highlighted.

=l @ Attribute: Group Membership

Source class: aroup
Destination class: neskedGroupdu
Reciprocal atkribute: groupMember

2 Click Delete .

Removing an Attribute from the Reciprocal Mapping List

1 Select the attribute you want to remove by selecting it in the reciprocal mapping list.

When selected, the attribute name in the Attribute tab is highlighted.
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= @ attribute: SO R

Source class: < Any Class =
Destination class: < Any Class =
Reciprocal atkribuke: Security Equals

2 Click Delete .

To remove all attributes from the reciprocal attribute mapping list, click Clear All Attribute
Mappings & .

Editing Reciprocal Attribute XML

If desired, you can directly edit the XML for a reciprocal attribute. To do so, click Edit XML on the
Custom Reciprocal Attribute Mapping page. This opens a basic XML editor that lets you modify the
XML. When you finish, click OK or Cancel to close the XML editor.

Driver Trace Levels

You can add a trace to your driver. With the driver trace level set, DS Trace displays driver-related
Identity Manager events, at the level of detail specified by the driver trace level, as the engine
processes the events. The driver trace level affects only the driver or driver set where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause ldentity Manager server to process
events slowly.

To set a driver’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver, then select Properties.
2 Inthe driver properties, select Trace in the left navigation.

3 On the Trace page, specify the driver’s trace settings, then click OK.
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Field Description

Trace level The Identity Manager engine supports the following trace levels:

+ Trace level O: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

Consult the driver documentation for additional trace options that
might be available.

NOTE: You can also set the driver trace level in Designer by right-
clicking a driver (in the Outline or Modeler views) and selecting
Live > Set Driver Trace Level.

This immediately deploys the trace level to the selected driver. To
update the driver trace level in your project as well, select Update
local model.

Trace level: Use setting from the  If you select this option, all trace levels set at the driver set take
driver set precedence over any driver settings. Otherwise, the driver
settings are effective.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set
in this field, all Java information for the driver is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace file: Use setting from the If you select this option, all trace levels set at the driver set level
driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. Select Unlimited to
allow the file to grow to fill the disk.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace file size limit: Use setting If you select this option, all trace levels set at the driver set level
from the driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

Trace name Helps you track trace messages. The name that you specify here
appears with the driver trace messages. Use a trace name if the
driver name is very long.
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The following methods help you capture and save Identity Manager trace information.

Windows

Open the Control Panel, select NDS Services, then click DS Trace.DLM > Start. A window named NDS
Server Trace Utility opens.

To set the filters to capture the Identity Manager trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
A dialog box prompts for a filename.
2 Enter a filename with the extension of .| og.
3 To stop capturing information, click File > Close.

The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exi t
command quits the trace utility.

Table 3-18 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndst race. | og file in the / var/

nds directory.

Set ndstrace file off Stops capturing trace messages to the file.
Set ndstrace=+dxm Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.
iMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 3-19 Platforms and Commands for Web Browsers

Platform Command
Windows ndsi non. dl m
Linux/Solaris/AIX/HP-UX ndsi noni t or

1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.

3 Click Clear All.

4 Click DirXML and DirXML Drivers.

5 Click Trace On, then click Trace History.

6

Click the Current document icon to view the live trace.

Driver Icon

You can navigate to and select an image for your drivers and applications in the Icon editor. The
image formats supported in Designer are PNG, JPG, JPEG, GIF, and BMP.

To browse for driver icons, in the Modeler, right-click an application, click Properties, click iManager
Icon, and then click the Browse button to locate the image or icon that you want.

To browse for application icons, in the Modeler, right-click an application, click Properties, click
General, and then click the Browse button to locate the image or icon that you want.

Configuring Policies

+ “Editing a Policy Name” on page 111

+ “Viewing References” on page 111

Editing a Policy Name

1 In the Outline view, right-click a policy or rule.
2 Select Properties.
The General setting displays by default.
3 Edit the name in the Policy Name field, then click OK.

Viewing References

The References page lists policy sets and policies that reference the policy listed in the General page.
To view the references to this policy:

1 In the Outline view, right-click a policy or rule.

2 Select Properties > References.
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Linkage is how the policies reference each other. In Identity Manager versions earlier than 3.5,
linkage determined the order that policies were executed. To change the linkage, use the Policy
Builder.

Configuring Resource Objects

Resource objects store arbitrary data in any format that drivers use. There are different types of
Resource objects. For more information, see “Storing Information in Resource Objects” in Net/Q
Identity Manager - Using Designer to Create Policies.

The configuration options for Resource objects are:

+ Policy Name: Stores the name of the resource object. You can change the name.

+ Supported Mime Types: Allows you to change the type of Resource object. For example, you
can change a text Resource object to an XML Resource object.

Configuring Categories

Packages are organized by categories so it is easier to find the packages you need. When you
configure the category, you can change the name or add a description.

Configuring Groups

Packages are organized by categories and then groups. This makes finding packages much easier.
When you configure the group, you can change the name or add a description.

Configuring Packages

Packages contain Identity Manager content used to create drivers. You can make configuration
changes to packages by right-clicking a package and selecting Properties. For more information
about packages, see Chapter 6, “Understanding Packages,” on page 171.

+ “Package General Settings” on page 113

+ “Package Configuration Wizard” on page 113

+ “Package Constraints” on page 114

+ “Package Dependencies” on page 115

+ “Package Initial Settings” on page 115

+ “Package Languages” on page 115

+ “Package License” on page 115

+ “Package Linkage” on page 115

+ “Package Readme” on page 116

+ “Package Targets” on page 116

+ “Package Vendor” on page 116

112  Configuring Objects in Designer


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#storinginformationinresourceobjects
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#usingdesignertocreatepolicies
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#usingdesignertocreatepolicies

Package General Settings

This property page lists the general settings for the package. These options can be changed only
when a package is being developed. After a package is released or imported, these items cannot
change.

Table 3-20 Package General Settings

Setting Description
Name Displays the package name.
Short Name Displays the unique short name for the package. This name is unique for the

package in the Identity Vault.

Version Displays the package version.
Description Displays a description for the package.
Type Lists what type of package it is. It lists whether it is a base package, and if it can be

installed on an Identity Vault, driver set, or driver.

Protected If this option is selected, the Copy package option is disabled on imported
packages. This allows a developer to protect the content of a package and not allow
someone else to create a new package with this content.

Category Lists the category the package is stored in.
Group Lists the group the package is stored in.
Meta data Lists specific information about a package. It lists:

¢ When the package was created.

+ When the package was built.

+ If the package is released or not.
+ If the package has been imported.
+ Lists where the package is hosted.

¢ Lists the name of the user who built the package.

Package Configuration Wizard

This property page is displayed only on driver base packages. The settings customize what is
displayed when users use the Driver Configuration Wizard to install a driver base package.

The Configuration Wizard is an XML editor. Copy the contents of from an existing driver base
package that contains the functionality you want to have in this driver base package to this page.

The following is taken from the Active Directory driver base package as an example:
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<?xm version="1.0" encodi ng="UTF- 8" ?><f eat ur es>
<mandat ory/ >
<opti onal >
<group di spl ay-nane="Default Configuration" expanded="fal se">
<package i d="5DRKWAWH 201009040020200702" nane="Def aut |
Configuration" selected="true"/>
</ gr oup>
<group display-nane="Entitlenents and Exchange Mail box Support"
expanded="f al se" >
<package i d="PJP89Z9R 201003031352370466" name="Active Directory
Entitlenments and Exchange Mail box Support"” sel ected="true"/>
<package i d="DETECXTK 201004161538110582" nane="Audit Entitlenents
Comon" sel ected="true"/>
<package i d="YM®OClY3 201006291302430386" name="Active Directory
Audit Entitlenents" selected="true"/>
</ group>
<group di spl ay- name="Password Synchroni zati on" expanded="fal se">
<package i d="XTEF1YQ3_201006231733410161" name="Password
Synchroni zati on Conmon" sel ected="true"/>
<package i d="4EHOAL6T 201006291417220804" name="Active Directory
Password Synchroni zation" sel ected="true"/>
</ group>
<group di spl ay-name="Data Col | ection" expanded="fal se">
<package id="1JLG31AY_201006141353520247" nanme="Managed System
Information for AD' sel ected="true"/>
<package i d="S3NVESCX 201005251632080655" name="Generi c Data
Col I ection Query Support" sel ected="true"/>
</ group>
<group di spl ay- name="Account Tracking" expanded="fal se">
<package i d="WJHIYFNL 201003011427170743" name="Account Tracki ng
Comon" sel ected="true"/>
<package i d="MWLVRGI_201003011554580470" name="Active Directory
Account Tracki ng" sel ected="true"/>
</ group>
</ opti onal >
</features>

Package Constraints

The package constraints list the restrictions associated with a package. These options can only be
changed when a package is being developed. After a package is released or imported, these items
cannot change.

Table 3-21 Package Constraints Settings

Constraint Description

IDM Compatibility Lists the minimum and maximum versions of Identity Manager that the
package supports. These settings are always populated.

Application Compatibility Lists the minimum and maximum versions of the application the package
supports. These settings are not required for all packages.

Driver Type Lists all of the supported driver types the package can be used with.
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Package Dependencies

The Package Dependencies property page list the packages that the current package needs to run.
Packages are divided up into much smaller pieces than a driver configuration file. Some packages
have dependencies on other packages and some do not.

Table 3-22 Package Dependencies Settings

Setting Description

Name Lists the name of the package that is a dependency.

Minimum Lists the minimum version of the package dependency.

Less than Lists the highest version of the package dependency.

Exceptions If there is a version of the package that is not a dependency, it is listed as an
exception.

Add dependency Allows you to add dependencies to the package you are currently developing.

This option is not available for released packages.

Remove dependency Allows you to remove dependencies to the package you are currently
developing. This option is not available for released packages.

Package Initial Settings

The initial settings are used by package developers to create a template of items that are required
for a driver to start. This information is specified in ds-object code that modifies the driver object at
installation. The ds-object code installs driver shim parameters, driver start options, named
passwords, GCVs, and filters. Unlike other package content, these settings cannot be uninstalled.

Package Languages

The Package Languages property page lists the languages that package is translated into.

Package License

The Package License property page lists the license for the package.

Package Linkage

The Package Linkage property page lists all of the places the package is linked to in your project.
Linking allows you to install content in package A and link to this content in package B. This allows
you to create generic policies that can be reused, then link the policies with minor differences for a
specific driver.
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NOTE: The Package After or Before Linkage option of Package Manager might not work as expected.
To confirm if you are using these package linkages, run the Project Checker. As an alternative, NetlQ
recommends that you use the Package Weights option of Package Manager to order the policies in a
policy set.

Package Readme

The package Readme lists the information the developer wants you to know about the package. For
example, it can contain a list of new features in a package version, what the linkage directives should
be for a package, and a change log for the package. For more information about package
development, see Section 7, “Developing Packages,” on page 193.

Package Targets

The package targets are all of the places where the package is installed in your project. This allows
you to see where the package is being used if you need to uninstall a package.

Package Vendor

The package vendor information is listed on this property page. This allows you to contact the
vendor of a package if you need more information about a package.

Table 3-23 Vendor Settings

Setting Description

Vendor Name Specify the vendor name. If this is for internal consumption, specify the name of
your company.

Vendor Address Specify the address for the vendor or your company.

Vendor URL Specify the URL of the vendor or your company.

Vendor eMail Specify an e-mail for the vendor or your company.

Contact Name If there is a specific contact person for this package, specify his or her name.
Contact eMail If there is a specific e-mail address for the contact person, specify it in this field.
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Configuring Package Content

You can view or change configuration settings for the content of a package. You can change the
content only when the package developer mode is enabled on the Identity Vault. For more
information, see Section 7, “Developing Packages,” on page 193.

To view the properties of the package content, expand any package, then right-click the content and
click Properties.

+ “Package Content General Settings” on page 117
+ “Package Content Installation” on page 117

+ “Package Content Linkage” on page 117

Package Content General Settings

You can either view or change the general settings for the package content.

Field Description
Name Displays the name of the item in the package.
Notes Displays any notes about the content of the package.

Package Content Installation

This page displays the installation directive for the package content. It lists the order of installation of
the content in the package. If you have multiple policies, it lists the order that the policies are
executed.

Package Content Linkage

This page displays the order of how the policy is linked in the policy set. This displays the order that
the policies are executed in the policy set even if the policies are part of separate packages.

Configuring Prompts

Prompts are Global Configuration objects that are contained in packages. The prompts are the fields
that are presented to users when they create a driver. The prompts are created by developers so
users can configure the driver correctly. For more information, see “Adding Default Package
Prompts” on page 222.

Prompts are stored in a Resources folder under the package in the package catalog. To see the
properties of the prompt, right-click the prompt, then click Properties.

+ “Prompts General Settings” on page 118
+ “Prompts” on page 118
+ “Prompts Transformation” on page 118

+ “Target Transformation” on page 119
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Prompts General Settings

You can change many of the general settings for the prompts.

Table 3-24 Prompts General Settings

Setting Description

Name Displays the name of the prompt. You cannot change the name of the prompt. It is set
when the prompt is created. The name of the prompt is a combination of the package
name and the prompt type.

Type A list of the different prompt types. You can change the prompt type. The prompt types
are:
¢ Driver Name
+ Global Configuration
¢ Initial Settings
¢ Job
¢ Remote Loader
+ Upgrade Settings
¢ MSyslinfo Classification
¢ Custom

Order This is the order in which the prompts are displayed when a driver is configured. O is the
first prompt that is displayed and the rest are in ascending order.

Targets Click Add or Remove to add and remove the packages the prompt is part of. The
package you created the prompt on is the first package listed.

Prompts

The Prompts field is an example of what is displayed when the package is configured. You can
validate that the prompts are displayed properly before configuring a package.

Prompts Transformation

Displays the transformation style sheet for the prompt resources GCV document, based on the GCVs
of other prompts that appear before this prompt in the sorted package prompt list. This style sheet is
created by default when the prompt is created. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.

2 Select the template type, then click OK.
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Target Transformation

Displays a transformation style sheet that allows the prompts to modify the package items in the
targets of the prompts. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.

2 Select the template type, then click OK.

Configuring Global Configuration Objects

Global Configuration objects contain global configuration variables (GCVs) and are used when the
configuration values are referenced from content in packages.

+ “Global Configuration Object General Settings” on page 119
+ “Global Configuration Object GCVs” on page 119

Global Configuration Object General Settings

The General Settings page allows you to change the name of the Global Configuration object.

Global Configuration Object GCVs

The GCVs page displays the GCVs that are contained in the Global Configuration object. You can add,
edit, and remove the GCVs through this page. You can also edit the GCVs in XML instead of using the
editors provided.

Configuring Jobs

Designer has a job scheduling utility to schedule events. Through this utility, the system can be set to
disable an account on a specific day, or to initiate a workflow to request an extension for a person’s
access to a corporate resource. Designer’s job scheduler contains the same functionality as the job
scheduler found in iManager. For information on creating jobs, see “Creating a Job” on page 376.

In the Outline view, right-click the Job icon, then select Properties.

+ “General” on page 119

+ “Trace” on page 120

General

You have one selection under the General heading: Policy Name. You can change the job’s name by
modifying the name that appears in the Policy Name entry, then clicking OK.
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Trace

Through the Modeler, you can add a trace level to your jobs. With the trace level set, DS Trace
displays the Identity Manager events as the engine processes the events. The trace level only affects
the driver where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause ldentity Manager server to process
events slowly.

Table 3-25 Job Trace Settings

Field Description

Trace level As the job trace level increases, the amount of information
displayed in DS Trace increases.

Trace level 1 shows errors, but not the cause of the errors. To see
password synchronization information, set the trace level to 5.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set
in this field, all Java information for the job is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. If you set the file
size to Unlimited, the file grows in size until no disk space is
available.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace name Helps you track job trace messages. The name that you specify
here appears with the job trace messages.

For more information about viewing as saving trace information with DS Trace, see “Driver Trace
Levels” on page 108.
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Configuring ID Policy Containers

An ID Policy container is a repository for ID policies and is used in conjunction with the ID Provider
driver. For more information about the ID Provider driver, see the NetlQ Identity Manager Driver for
Identity Governance Implementation Guide. When the ID Provider driver receives an ID request
from a client, it generates an identification that is based on the ID policy specified in the request and
passes the identification to the client.

To configure an ID Policy container, you must first add the ID Provider driver to a driver set that
accesses an Identity Vault. Then, under the ID Provider driver, create an ID Policy container by right-
clicking the ID Provider driver and selecting New > ID Policy Container. After the container is created,
double-click the ID Policy container in the Outline view, or right-click the ID Policy container and
select Properties.

Table 3-26 ID Policy Container General Settings

Field Description
Name The name of the ID Policy container. You can change the name as necessary.
Notes You can add notes to better define how you are using the ID Policy container.

In order for ID policies to work, you must also add and configure an ID policy in the ID Policy
container. See “Configuring ID Policies” on page 121.

Configuring ID Policies

An ID policy allows the ID Provider driver to generate unique IDs. When the ID Provider driver
receives an ID request from a client, it generates an identification that is based on the ID policy
specified in the request and passes it to the client.

The ID Provider driver can act as a client itself and can assign IDs to objects in the Identity Vault. For
more information about the ID Provider driver and its components, see the NetlQ Driver for ID
Provider Implementation Guide.

To configure an ID policy, you must first add the ID Provider driver to a driver set. Then, under the ID
Provider driver, create an ID Policy container and add an ID policy. After the ID policy is created,
double-click the ID policy in the Outline view, or right-click the ID policy and select Properties.
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Figure 3-5 ID Policy General
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Table 3-27 The ID Policy General Settings

Field

Description

Policy Name

Policy’s Last ID

Constraints Minimum/
Maximum

Constraints Exclude/
Include

Constraints Prefix:

The name of the ID policy.

The last ID number that was used by this ID policy. If you have deployed this
ID policy, use the Connect icon to update this field to the last ID number that
was stored in the Identity Vault for this ID policy.

NOTE: Only the ID Provider driver can update the last value stored in the
Identity Vault.

Numbers must be between 0 and 2147483647. If you have a fixed system
that can only handle eight digits, set the Maximum to 99999999.

Allows you to include or exclude a set of numbers that you type. Numbers
can be typed in a comma-delimited list and you can use ranges, such as
10,100,1000,5000-10000,1099, etc.

Allows you to give a prefix to the IDs that are generated using this ID policy. If
you create multiple ID policies, a prefix is useful to see which ID policies are
being used. An example is WFID, for workforce IDs.
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Field Description

Constraints Fill: Yes/No  If you choose Yes, the ID is filled with leading zeros (0) up to the maximum
length. This helps keep generated IDs at the same length. If you select No, it
does nothing and the ID lengths increment over time.

Access Control Enabled  Check this box if you want to enable access control lists.

Access Control ACL: Type the names of the access control lists you want to use. Access control
must be enabled before you can type in ACLs.

Configuring a Notification Template

You can use the property page for a Notification Template to change the name of the notification
template.

1 In the Outline view, expand Default Notification Collection.

2 Right-click a notification template (for example, Forgot Password), then select Properties.

3 Edit the name, then click OK.

For additional configuration information about notification templates, see Chapter 10, “Setting Up E-
Mail Notification Templates,” on page 271.

Configuring Application Properties

To view or change an application’s settings, double-click the application (for example, LDAP
Directory) in the Modeler.

+ “General” on page 123

+ “AD Domain” on page 124

+ “Administrator” on page 124

+ “Connectivity” on page 124

+ “Environment” on page 128

General

Table 3-28 Application General Settings

Field Description

Type Changes the type of application your driver connects
to. For example, if you configure a JDBC driver to
connect to a MySQL* database, but then need to
change to an Oracle database, you can scroll to
Database, select Oracle, then click Apply.

Browse Enables you to navigate to and select an image file.
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Field Description

Name Enables you to customize the application’s name or
label.

Version Enables you to document the application’s version.

AD Domain

You can capture information about an Active Directory application. This information is useful if you
want Document Generator to include this information when you document the project.

If you provided information in the LDAP settings, Designer populates the AD Domain fields.

Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Use this section to enter information specific to the Identity Vault, such
as Name, Title, Department, and Location,

+ Contact Information: Use this section to enter information such as Email, Phone, Cell phone,
Pager, and Fax.

+ Notes: Use this section to type any reminders you might need for future reference.

Connectivity

+ “Host Names” on page 124

+ “LDAP” on page 126

+ “VYNC” on page 126

+ “eDirectory” on page 127

+ “Configuring a Remote Connection” on page 127

+ “Customizing the Viewer” on page 127

Host Names

NOTE: This control is available only for eDirectory applications.

The Host Names field lets you create a list of server IP addresses and DNS names for your eDirectory
application. Because servers can have multiple IP addresses and DNS names, it is useful to be able to
create a list of those host names that you can easily access when configuring connectivity for your
eDirectory application.
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Figure 3-6 Host Name List for eDirectory Applications
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You can add, modify, and delete host names from the Host Names list.

When you specify a host on the LDAP, VNC, or eDirectory tabs, the host entry is automatically added

to the Host Names list.

Double-click an entry in the Host Names list to automatically populate the Host field in the LDAP,

VNC, or eDirectory tabs.

Host entries in the Host Names list are also available from the Host field drop-down list in the LDAP,

VNC, and eDirectory tabs.
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LDAP

You can configure some applications (for example, Active Directory, eDirectory, and LDAP) for an
LDAP connection. If the application doesn’t support an LDAP connection, the LDAP tab doesn’t
display.

Host: The server’s IP address or DN.
Port: The server port to communicate with the directory.
User: The user’s name (in LDAP format).

Password: The user’s password.

VNC

From within Designer, you can view the desktop of the machine that is running your applications,
and remotely control that desktop by interacting with it. This feature enables you to administer users
or your applications with the native tools of that system, from one location.

This functionality is hosted in an embedded editor inside Designer. You can have multiple remote
control sessions with different systems, all open at the same time.

Figure 3-7 A Remote Desktop
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eDirectory

You can configure connectivity to eDirectory applications. This is similar to configuring an LDAP
connection, but uses native eDirectory protocols instead of LDAP.

Host: The server’s IP address or DN.
Port: The server port to communicate with the directory.
User: The user’s name (in eDirectory format).

Password: The user’s password.

Configuring a Remote Connection

To remotely control a desktop, the machine that is running your application needs to have a VNC
(virtual network computing) server installed and running. You can usually download a free VNC
server from the Internet.

You can easily configure any system or design element in Designer for this feature by editing any
application or design element:

1 Right-click an application or design element.

2 Select Properties > Connectivity.

3 On the VNC tab, type the authentication information.

Host: The DN (for example, server33.houston.company.com) of the server where the VNC is
running.

Port: Typically 5901 for Linux servers or 5900 for Windows.
Password: The password to the VNC server.
4 Click OK.

Customizing the Viewer

A toolbar at the top of the desktop viewer enables you to configure the following:

+ Encoding type (RAW, RRE, CoRRE, Hextile, Zlib, Tight). The default is Tight.
+ Compression level

+ JPEG Image Quality (0 - 9). The default is 6.

+ Cursor shape updates. The default is Enable.

+ Use CopyRect. The default is Yes.

+ Mouse buttons 2 and 3. The default is Normal.

+ View only. The default is No, so that you can interact with the desktop.

+ Clipboard

+ Record session and save to file.

¢ Send Ctrl+Alt+Delete.

+ Refresh

For more information, see the TightVNC documentation Web site (http://www.tightvnc.com/).
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Environment

You can enter notes about the application’s platform, hardware, and environment.

Adding Prompts to a Driver Configuration File

Several node types are defined for driver configuration files. These extensions were made to support
the following:
+ Prompting once for a value that is used repeatedly throughout a single driver configuration file.

+ Prompting once for a value that is used across multiple driver configuration files, as part of the
Import Drivers Wizard.

+ Allowing the user to select a value from a drop-down list of values.
+ Global modification of the driver configuration file according to a contained XSL style sheet.

+ Built-in variables that can be referenced without declaring them, in order to access information
about the driver and its environment (a tree name, driver set name, driver set DN, server name,
server DN, driver name and driver DN).

+ The ability to “layer” prompts. It is possible to ask the user multiple sets of questions, with the
second and later sets being controlled by the user's responses to prior sets. For more
information, refer to “Editing Driver Configuration Files” in the Net/Q Identity Manager Driver
Administration Guide.

The primary new node types are variable-decl, variable-ref, and xsl-modify.

Table 3-29 New Node Types

New Node Description
Type
variable-decl Allows you to define driver configuration variables that are prompted for (optionally)

and replaced into a driver configuration file during its import. Multiple variable-decl
blocks can be used to define a “layered” set of prompts. Refer to “Editing Driver
Configuration Files” in the NetIQ Identity Manager Driver Administration Guide.

variable-ref Used to reference a variable defined in a variable-decl within your driver configuration
files.
xsl-modify Used to globally modify the driver configuration file after all variables (and prompting)

have been resolved. The contents of this node are extracted and used as an XSL style
sheet that is applied to the patched driver configuration file.

For information on adding prompts to a sample configuration file, see “Editing Driver Configuration
Files” in the NetlQ Identity Manager Driver Administration Guide.

Synchronizing Passwords

To view or edit password synchronization, use the Dataflow editor. See “Filtering Views” on page 251
and “Synchronizing Passwords” on page 251.
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4 Managing Identity Manager Versions

Your environment might have different versions of Identity Manager.

If you configured and wrote policies for an earlier version of Identity Manager in your environment,
you might encounter the following issues:
+ You could easily build a solution that would not deploy.

+ You did not know which features worked in one environment versus another environment.
To solve these issues, Designer tracks versions of the following objects:

+ |dentity Manager engines
+ Identity Vaults (trees)

+ Drivers

As you use Designer, you see only the user interface of features that apply to the version that you are
working on. Project Checker and Deploy ensure that what you have configured is supported in the
target environment.

+ “Key Differences in Identity Manager Versions” on page 130

+ “Changing the Identity Manager Version” on page 130

+ “Tracking Versions of Identity Manager” on page 131

+ “Support for Driver Configuration Versions” on page 132

+ “Checking Projects for Version Issues” on page 134

+ “Adjusting the Ul Based on the Version Number” on page 134
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Key Differences in Identity Manager Versions

Identity Manager 3.5 Identity Manager 3.6 Identity Manager 4.7
+ New object types * Support for 64-Bit * Integrated installer
were added: operating systems + Packages
4 ECMAScrlpt + New installation  Installation
Objects program
. + Management
* Jobs * New driver
i ; ; + New Resource Objects
+ Mapping Table configuration files )
Resource + Driver health ¢ GIob'aI _
Objects monitoring configuration
. resource objects
+ Resource + New ID Provider
Libraries driver ¢ Package prompt
o . . resource objects
+ New Policy Linking + Reciprocal Attribute
capabilities where a Mapping ¢ DS.resource
policy can be in + Additional DirXML objects
multiple lists Script elements ¢ SharePoint driver
¢ Many new DirXML * Nested group + Salesforce.com driver
Scrlpjc gctlons, support ¢ |dentity Reporting
conditions, tokens,
and verbs + User Application Module

*

Ability for DirXML
Script to nest
conditions

¢ Driver-scoped local
variables in DirXML
Script that let you
refer to variables
outside of the policy

Changing the Identity Manager Version

You can import and deploy to all versions of Identity Manager from version 4.0.2 or later.

When you convert an earlier project, Designer defaults the Identity Manager version numbers to the
latest version. During conversion, Designer informs you that this default is being applied.

You can change this version number by doing either of the following:

+ In the Outline view, right-click the Server object, select Properties, then select from the Identity
Manager Version drop-down list.

+ In the Modeler, select an Identity Vault, click Window > Preferences, expand NetlQ and select
Identity Manager, then select a version from the drop-down list.

You can also find information on upgrades, information on downgrades, and a link to a help topic.
This information explains the key differences between versions of Identity Manager.
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When you import into a new server (or create a server based on a server that you have browsed to in
the directory), the new server inherits the imported version of Identity Manager.

If you do a live update in the server properties page, Designer updates the server to the current
version of Identity Manager that is in the target environment.

Tracking Versions of Identity Manager

Designer tracks the Identity Manager version. Filtering functionality is based on this version
information. When multiple servers are associated to a driver set, Designer calculates an “effective
engine version.” This version is the earliest Identity Manager version in the driver set.

If you want to use the latest Identity Manager 4.7 features, it is important that all servers belonging
to the driver set are upgraded to 4.7. This version can be manually upgraded or downgraded from
the server properties page.

Additionally, live update icons retrieve current Identity Manager and eDirectory version information
on the server properties page.

Figure 4-1 Live Update icons

Identity Manager |4.6 v|
version:

Identity Manager |Advanced Edition v|
edition:
eDirectory version:  eDirectory for NT x86_64 v8.8 P8 [DS]

The Add Server dialog box allows you to specify version information when an Identity Vault is
created.
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Figure 4-2 The Add Server Dialog Box

h_ﬂ Add Server

Specify a Server

Specify or browse to a server,

Server DM: | cn=sles12, ou=servers, o=system - O

Identity Manager Version: (48 =

Identity manager Edition: |Ad1.rar1r_ed Editien v|

For version information or to change the default, click here

QK ] | Cancel

The Driver Set Log Level and Driver Log Level property pages have dynamic version widgets next to
any log event that is not supported by your effective Identity Manager version. Designer displays a
warning message for an unsupported log event.

Support for Driver Configuration Versions

Starting Identity Manager 4.0, driver configuration files are replaced with packages. You can still use
driver configuration files. However, new and updated content for drivers is contained only in
packages.

The Driver Configuration Wizard provides the following versioning information about the driver
configuration files and your Identity Manager solution.

+ The engine version that you are importing into. This information is taken from the current
project. You control the version number.

+ A descriptive name of the driver configuration.

+ The version of the configuration as a single (undelimited) version number.

+ The minimum required engine version for this configuration to run.

+ The full filename of the selected list item. This name is below the list. It is displayed there for
transparency.

+ A check box that indicates possible unrecommended or incompatible configuration files.
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Figure 4-3 A Deselected Show All Check Box

I 4l Driver Configuration Wizard

Select Driver Configuration G

Listed below are all driver configurations that can connect to applications

or systerns in your model,
Show All

You are imperting to an Identity Manager 4.6 system

Driver Configuraticn Config Ver  Min IDM Ver
[fﬂmﬂf Active Directory 6 36
: .

m Active Directory 1 3.5

260451  defs\ driver_configs\current\ad\ ActiveDirectory-IDM3_6_0-V6.xrml Browse...

Perform required prompt checking
[ Do not show this dialog again

By default, the Show All check box is deselected if unrecommended or possibly incompatible
configuration files are available. If all available driver configuration files are recommended and
guaranteed compatible, the check box is dimmed and selected, indicating that all available
options are displayed.

A deselected Show All check box implies the following:
+ Additional driver configuration files are available but they are not recommended.
+ The additional driver configuration files are probably incompatible with the engine version
that you are importing to.

When you select the Show All check box, the list contains many more items. These new items were
previously hidden because the minimum required engine version for them is 3.5. Because the user is
importing to 4.7, the configuration might be incompatible.

Managing Identity Manager Versions 133



Checking Projects for Version Issues

A full suite of project checks makes sure that what you have configured makes sense for your target
environment and can be successfully deployed. Designer's Ul blocks the creation of unsupported
objects and hides features based on the version number. Nevertheless, unsupported actions might
still occur through a few “back-door” methods, such as copying and pasting, importing, and
downgrading your server after you have configured for a newer environment.

In all of these instances, Project Checker catches the problems.

For example, for policy libraries to work, all of the servers on a given driver set need to be at the
same Identity Manager version. Project Checker catches problems like this where you might have an
unsupported mix of servers. In this case, the project check results would look like the following

figure:

Figure 4-4 Project Checker

) Project Checker 22 | €] Error Log I Version Control

Results filtered: ( 100 of 2308 items )

Severity  Description

No Display Label specified for locale 'Dutch’
"ent_1": The attribute "presentationAddress"
"ent_1": The attribute "presentationAddress”
"ent_1": The attribute "
"ent_1": The attribute *
"ent_1": The attribute "
"ent_1"; The attribute "
"ent_1": The attribute *
"ent_1": The attribute "
"ent_1"; The attribute "
"ent_1": The attribute "

presentationAddress"
presentationAddress”
presentationAddress”
presentationAddress”
presentationAddress”
presentationAddress”
presentationAddress”
presentationAddress”
presentationAddress”
"ent_1": The attribute "presentationAddress"

does not contain a Display .
does not contain a Display ..
does not contain a Display ..
does not contain a Display .
does not contain a Display ..
does not contain a Display ..
does not contain a Display .
does not contain a Display ..
does not contain a Display ..
does not contain a Display .
does not contain a Display ..
does not contain a Display ..

Model Object

ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CH=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn= AppConfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...

Mo Display Label specified for locale 'German'

Ne Display Label specified for locale 'Russian’

No Display Label specified for locale 'Swedish'

Mo Display Label specified for locale 'Portuguese’

Ne Display Label specified for locale 'Chinese (Taiwan)'
Mo Display Label specified for locale 'ltalian’

Mo Display Label specified for locale 'French’

Ne Display Label specified for locale 'Chinese (China)'

I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...

No Display Label specified for locale 'Spanish’
Mo Display Label specified for locale 'Japanese'

: "ent_1": The attribute "
Version problems are sorted to the top and have a version icon. If you double-click the item, you get
more details about the problem and how to resolve it.

Adjusting the Ul Based on the Version Number

Designer displays and enables or disables capabilities based on the version of Identity Manager that
is associated with the Identity Manager engine. For example, if you edit a policy that is associated
with a server that uses a specific version of Identity Manager, Policy Builder shows you all of the new
actions, conditions, verbs, and tokens that ship with that release. This feature lets you try out the
next version of ldentity Manager before it is even released.

Also, if you set the server to the latest version of Identity Manager, you get the previous version of
Policy Builder that Designer has shipped with in the past.
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If you try to create an object that is not supported by your server version, a prompt tells you that this
action isn't supported. For example, Identity Manager 3.5 introduces the concept of Jobs, Mapping
Tables, and Policy Libraries. If you try to create one of these objects on a 3.0.1 server, you see the
following message:

Figure 4-5 Prompt: Feature Not Supported

"lob" is not supported with your current server's Identity
Manager setting.

To enable this feature, set the Identity Manager version on

all of your servers in the driver set to 3.5 or later,

For more details on the differences between the versions of
Identity Manager, click here

Future milestones of Designer will continue to evolve the Ul to better handle version differences.
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5 Managing the Schema

Designer includes a copy of the base Identity Vault schema, which is stored in the

Basel VSchenma. xm file. This file is located in

\ Desi gner\ pl ugi ns\ com novel | . core. dat at ool s_x. x. x. x\ def s\ schens, where x.x.x.x
represents the specific Designer build.

Do not directly modify Basel VSchena. xni . Instead, use Designer to add the schema information
from this file into your project. The Manage Schema tool allows you to change the schema as part of
the project without modifying the original Basel VSchena. xni file.

You can add, delete, rename, and modify classes and attributes in the Identity Vault schema. You can
import the ldentity Vault schema from the production environment, or use the default schema.
After modifying the schema, you can deploy it into the production Identity Vault.

WARNING: +If you do not have a good understanding of how the Identity Vault schema works,
changing the default schema can cause data corruption.

+ If you create new classes and attributes, do not use spaces in these object names.

+ If you modify classes or attributes and then deploy the modified schema into a tree where these
classes are in use, one of the following problems can occur:

+ Those objects can become unknown.

+ Synchronization errors can occur.

To understand the basics of the schema, see “Managing the Schema” in the NetlQ eDirectory
Administration Guide.

If you subscribe to LogicSource, see eDirectory Best Practices Guide in LogicSource (http://
support.novell.com/subscriptions/articles/novell_logicsource.html) for additional information.
LogicSource is a subscription-based service that NetlQ provides to its customers.

+ “Using the Manage Schema Tool” on page 138

¢ “Creating Classes and Attributes” on page 148

+ “Modifying the Schema” on page 150

+ “Deploying the Schema into the Identity Vault” on page 151

+ “Exporting the Schema to a File” on page 154

+ “Importing the Schema” on page 158

+ “Managing a Copy of an Application Schema” on page 166

+ “Mapping Identity Vault to an LDAP Schema” on page 167

+ “Comparing the Schema” on page 167
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Using the Manage Schema Tool

To open the Manage Schema tool, right-click an Identity Vault object in the Modeler or Outline View,
then select Manage Vault Schema.

If a custom schema in the production environment needs to be tested, you can import the schema
into Designer. After you have tested and modified the schema, you can deploy it into the production
environment. For information about importing schema, see “Importing the Schema” on page 158.

The Manage Schema tool lets you add, delete, rename, and modify classes and attributes in the
Identity Vault schema. The class information and the attribute information is organized into separate
tabs in the Manage Schema tool.

¢ “The Classes Tab” on page 138
¢ “The Attributes Tab” on page 142

The Classes Tab

From the Classes tab, the Manage Schema tool lets you add, delete, rename, and modify schema
classes.

Classes Attributesl

@ @ Flags:

[Anything] Effective . Container
[Mething] | Mon-effective

AFP Server Auxiliary

Alias
applicationEntity

licationP
iifljil,;:”l:%hrjzzfss [7] Show inherited associations

[ | »

ASMI:

authPasswordObject Attributes |5uper ISub | cal 4 |+
authsarnlAffiliate

Bindery Object

Bindery Queue
certificationf&uthority
certificationuthority-V2
certificationAuthorityVer2
CommExec

Computer
contingentWorker
Country
cRLDistributionPoint
dcObject

Device

Directory Map
DirXML-ApplicationAttrs i
[] Only show changes

(o) [Gnce %
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The Classes tab includes the following components:

¢ “Class List Toolbar” on page 139

+ “Only Show Changes” on page 139

+ “ASN1” on page 139

+ “Flags” on page 140

+ “Show Inherited Associations” on page 140

+ “Associations List” on page 140

Class List Toolbar

The Classes list includes the following tools:

Table 5-1 Classes List Toolbar

Icon Description

Add Class & Launches the New Class Wizard to create a new
Identity Vault class.

Rename Class @ Renames any non-base class. You cannot rename
base classes.

Delete Class ) Deletes any non-base class. You cannot delete base
classes.
Schema Notes =] Adds descriptive notes to any non-base class.You

cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Classes list. When it is selected, the Classes list
displays only those classes that are not part of the base schema, as defined in Basel VSchena. xm .
If no non-base classes exist, the Classes list is empty.

Deselect Only show changes to see a complete list of base and non-base classes in the Identity Vault
schema.

ASN1

Specifies the class’s Abstract Syntax Notation number One ID. The ASN1 ID is important as you plan
to make the schema definition publicly available.

If you register your schema definition with NetlQ, NetlQ assigns your class an ASN1 ID. This unique
identifier eliminates the possibility of schema collisions caused by duplicate schema names with
different definition structures.

For more information about ASN1, visit the International Telecommunications Union Web site
(http://www.itu.int/ITU-T/asn1/index.html).

Managing the Schema 139


http://www.itu.int/ITU-T/asn1/index.html

140

Flags

The Flags options let you modify the class type:

Table 5-2 Supported Class Types

Flag Description

Effective You can create an instance of the defined object in
the Identity Vault.

Noneffective Only used to define other classes. You cannot
create an object of a noneffective class.

Auxiliary Combines attributes to be added to other classes
by extending the object class attribute.

Container Sets the object to be a container object instead of
a leaf object. If it is set to be a container, this
object can contain other objects.

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
attributes associated with a class. When the check box is selected (the default), the Associations list
displays both assigned and inherited attributes. When the check box is deselected, the Associations
list displays only assigned attributes.

NOTE: When you select Show Inherited Associations, you cannot delete entries from the
Associations list.

Associations List

The Associations list displays the classes and attributes associated with the selected class. The
Associations list includes four tabs, each with a toolbar.

Attributes: The Attributes tab displays the attributes associated with the selected class. It also
identifies if attributes are mandatory or naming. All unmarked attributes are optional.

The Attributes tab includes the following tools:
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Class Field

Description

Add Naming [

Add Mandatory [

Add Optional

Delete %

Adds a naming attribute association to the
selected class.

Adds a mandatory attribute association to the
selected class.

Adds an optional attribute association to the
selected class.

Deletes an attribute association from the select
class.

Super: The Super tab displays the classes from which the selected class inherits attributes. A class
that another class inherits from is called a superclass.

A class can inherit attributes from more than one superclass. The superclass that every class inherits
from is Top. No class exists above Top. For example, Group inherits directly from Top, but User
inherits from Organizational Person. Organizational Person inherits from Person. Person inherits
from ndsLoginProperties, and ndsLoginProperties inherits from Top.

The Super tab includes the following tools:

Class Field

Description

Add Superclass Association &

Delete %

Adds a superclass association to the selected class.

Deletes a superclass association from the selected
class.

Sub: The Sub tab displays all classes that inherit from the selected class. If the Sub tab is empty, no

classes inherit from the selected class.

The Sub tab includes the following tools:

Class Field

Description

Add Subclass Association G

Delete %

Adds a subclass association to the selected class.

Deletes a subclass association from the selected
class.

Containment: The Containment tab displays the container classes that can contain the selected
class. For example, if you select the Group class, the Manage Schema tool lists the domain,
Organization, and Organizational Unit classes, which can contain the Group class.

The Containment tab includes the following tools:
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Class Field

Description

Add Containment Class Association Gi

Delete %

Adds a containment class association to the

selected class.

Deletes a containment class association from the

selected class.

The Attributes Tab

From the Attributes tab, the Manage Schema tool lets you add, delete, rename, and modify
attributes associated with schema classes.

Figure 5-1 The Attributes Tab on the Manage Schema Toll

Attributes

Attributes of Alias

& XE®@

-

ACL

Aliased Object Name
Audit:File Link
Authority Revocation
auxClassCompatibility
Back Link

Bindery Property

CA Private Key

CA Public Key
Certificate Revocation
Certificate Validity Interval
creatorsMame
crossCertificatePair
Cross Certificate Pair
DirkML-Aszociations
Dir¥ML-AszociationsLite
Equmvalent To Me
GUID

Last Referenced Time
masvAuthorizedRange
masvDefaultRange

»

m

[ Only show changes

| ok || Cancel

+ “Attributes List Toolbar” on page 143
+ “Only Show Changes” on page 143

+ “Flags” on page 143
+ “ASN1” on page 144
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Flags:

[] Public Read [T Hidden

[¥] Sync Immediate [ Single-Valued
[] Read Only [ Per Replica
0 String Server Read
[] Write Managed

[ClSized Lower Bound:
Upper Bound:

ASN1:  216.8401113719.1.1.4.1174
Syntaw:  Distinguished Name

[] Show inherited associations

@ @ @ -

Used by Classes:

Top

The Attributes tab includes the following components:




+ “Syntax” on page 144
+ “Show Inherited Associations” on page 147

+ “Associations List” on page 147

Attributes List Toolbar

The Attributes list includes the following tools:

Icon Description

Add Attribute & Launches the New Class Wizard to create a new
attribute.

Rename Attribute @ Renames the selected non-base attribute. You

cannot rename base attributes.

Delete Class % Deletes the selected non-base attribute. You
cannot delete base attributes.

Schema Notes =] Adds descriptive notes to any non-base
attribute.You cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Attributes list. When this check box is selected, the
Attributes list displays only those attributes that are not part of the base schema, as defined in
Basel VSchema. xnl . If no non-base attributes exist, the Attributes list is empty.

Deselect Only show changes to see a complete list of base and non-base attributes in the ldentity
Vault schema.
Flags

Attribute flags specify the information that is stored in the attribute and limit the list of acceptable
operations that the Identity Vault and eDirectory clients can perform on the attribute.

Constraint Description

Public Read Allows anyone to read this attribute without the read privilege
specifically assigned. You can’t use inheritance masks to prevent
an object from reading attributes with this constraint.

Sync Immediate When the attribute is modified, it is synchronized immediately to
all of the servers in the replica ring.

Read Only Only the eDirectory server process can read this attribute.
String Allows only string information to be stored in the attribute.
Write Managed Explicit rights are granted before this attribute can be changed. In

order to modify this attribute, users must have managed rights on
the object to change the attribute.
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Constraint Description

Hidden Only the eDirectory server process can read this attribute.
Single Valued Allows one value to be stored in the attribute.

Per Replica Allows one value to be stored in the attribute.

Server Read The attribute can be read by an NCP server object even though

the right to read is not inherited or explicitly granted. The NCP
server object is always able to read this attribute, regardless of
the rights granted in the ACL.

Sized Limits the range of values supported by the attribute to some
subset of those supported by the attributes data type.

For example, you might restrict an Integer attribute to only accept
values between 1 and 100.

ASN1

Specifies the attribute’s Abstract Syntax Notation number One ID. The ASN1 ID is important is you
plan to make the schema definition publicly available.

If you register your schema definition with NetlQ, NetlQ assigns your attribute an ASN1 ID. This
unique identifier eliminates the possibility of schema collisions caused by duplicate schema names
with different definition structures.

For more information about ASN1, visit the International Telecommunications Union Web site
(http://www.itu.int/ITU-T/asn1/index.html).

Syntax

An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. The following table describes the available
syntaxes for Identity Vault attributes.

Syntax Description

Back Link The remotelD field identifies the backlinked object on the server, and the
objectName field identifies the server holding an external reference.

Boolean Two Boolean attributes match for equality if they are both True or both False. True
is represented as one (1), and False is represented as zero (0). Any attribute defined
by using this syntax is single valued.

Case Exact String  Attributes using this syntax can set size limits. Two Case Exact Strings match for
equality when they are of the same length and their corresponding characters are
identical.

Case Ignore List Two Case Ignore Lists match for equality if the number of strings in each is the
same, and all corresponding strings match. For two corresponding strings in the list
to match, they must be the same length and their corresponding characters must
be identical (according to the rules for case ignore strings).
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Syntax

Description

Case Ignore String

Class Name

Counter

Distinguished
Name

EMail Address

Facsimile
Telephone
Number

Hold

Integer
Interval

Net Address

Numeric String

Object ACL

Octet List

Used in attributes whose values are strings and where the case (upper or lower) is
ignored.

Used to match two class names where the case (upper or lower) is ignored.

The attribute is single valued. The syntax is similar to Integer, except that any value
added to an attribute is arithmetically added to the total, and any value deleted is
arithmetically subtracted from the total.

The attribute is the distinguished name of the object up to 256 Unicode characters.
This is not case sensitive.

Used to match attributes whose values are e-mail addresses and whose lengths
and corresponding characters are identical; however, it ignores case (upper and
lower). Only the EMail Address attribute uses this syntax.

Facsimile Telephone Number values are matched based on the telephone number
field. The rules for matching fax telephone numbers are identical to those for the
Case Exact syntax except that all space and hyphen (-) characters are skipped
during the comparison. Only the Facsimile Telephone Number attribute uses this
syntax.

This syntax is an accounting quantity, which is an amount tentatively held against a
subject’s credit limit, pending completion of a transaction. In the wire format, the
Subject field is the distinguished name of the object. The Identity Vault treats the
Hold amount similarly to the Counter syntax, with new values added to or
subtracted from the base total. If the evaluated Hold amount goes to 0 (zero), the
Hold record is deleted.

The attribute is an integer. Attributes using this syntax can set size limits.
The Interval value is the number of seconds in a time interval.

Stores the network address as a binary string. The string is the literal value of the
address. It lists the type of communication protocol used.

Two numeric strings match for equality when they are of the same length and their
corresponding characters are identical. It matches the digits 0-9 and spaces if they
are contained in the numeric string.

An Object ACL value can protect either an object or an attribute. The protected
object is always the one that contains the ACL attribute. If an ACL entry is to apply
to the object as a whole, the protected attribute name should be left empty
(NULL). If a specific attribute is to be protected, it should be named in the ACL
entry.

A presented octet list matches a stored list if the presented list is a subset of the
stored list. Octet strings are so designated because they are not interpreted by the
Directory. They are simply a series of bits with no Unicode implications.

The length is the number of bits divided by 8 and rounded to the nearest integer.
Thus, each octet represents eight bits of data. The number of data bits is always
evenly divisible by 8.
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Syntax

Description

Octet String

Path

Postal Address

Printable String

Replica Pointer

Stream

Telephone
Number

Time

For two octet strings to match, they must be the same length and the
corresponding bit sequence (octets) must be identical. When comparing two
strings, the first pair of octets that do not match are used to determine the order of
the strings. Octet strings are not Unicode strings.

The string represented by the path field is compared for equality by using the same
rules that Case Exact String uses. That is, two paths match for equality when their
lengths and corresponding characters, including case, are identical.

An attribute value for Postal Address is typically composed of selected attributes
from the MHS Unformatted Postal O/R Address version 1 according to
Recommendation F.401. The value is limited to 6 lines of 30 characters each,
including a Postal Country Name. Normally the information contained in such an
address could include a name, street address, city, state or province, postal code,
and possibly a postal office box number depending on the specific requirements of
the named object.

The following characters are in the printable string character set. A...Z a...z 0...9
Space Character ‘ Apostrophe ( Left Parenthesis ) Right Parenthesis + Plus Sign
Modeler, Comma - Hyphen . Period / Slash : Colon = Equal Sign ? Question Mark

Two printable strings match for equality when they are the same length and their
corresponding characters are identical. Case (upper or lower) is significant when
comparing printable strings. For example, as printable strings, “Jones” and “JONES”
do not match.

Each value of the replica pointer syntax is composed of five parts:

¢ The complete name of the server that stores the replica.

+ Avalue describing the capabilities of this copy of the partition: master,
secondary, read-only, or subordinate reference.

+ Avalue indicating the current state of the replica (new, dying, locked,
changing state, splitting, joining, or moving).

* A number representing the replica. All replicas for a partition have a different
number assigned when the replica is created.

+ A referral that contains a count of the addresses and one or more network
addresses that hints at the node where the server probably resides. Because
servers are accessible over different protocols, the server might have an
address for each supported protocol.

Streams are files of information. The data stored in a stream file has no syntax
enforcement of any kind. It is purely arbitrary data, defined by the application that
created and uses it. The attribute is single valued.

The length of telephone number strings must be between 1 and 32. Two telephone
numbers string match for equality when they are of the same length and their
corresponding characters are identical. All spaces and hyphen (-) characters are
skipped during the comparison.

A time value consists of a whole number of seconds, where zero equals 12:00
midnight, January 1, 1970, UTC.
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Syntax Description

Timestamp A Timestamp value contains three components:
* The wholeSeconds field consists of the whole number of seconds, where zero
equals 12:00 midnight, January 1, 1970, UTC.

¢ The replicaNum field identifies the server that created the Timestamp. A
replica number is assigned whenever a replica is created on a server.

+ The eventlD field is an integer that orders events occurring within the same
whole-second interval. The event number restarts at one for each new
second.

Typed Name The syntax names an Identity Vault object and attaches two numeric values to it:

+ The level of the attribute indicates the priority.

+ The interval indicates the frequency of references.

The objectName or Distinguished Name identifies the Identity Vault object referred
to by the Typed Name.

Unknown Unknown syntax is used to stop the loss of data, if the Identity Vault database
becomes corrupted. When an object becomes Unknown, there is information
stored in this attribute that can allow the object to be recovered. This syntax is
used by the Identity Vault.

NOTE: The information in this table comes from the NetlQ LogicSource for eDirectory. LogicSource is
a subscription-based service NetlQ provides to its customers. For more information about
LogicSource, see Technical Subscriptions (http://support.novell.com/subscriptions/articles/
novell_logicsource.html).

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
classes associated with an attribute. When this check box is selected (the default), the Associations
list displays both assigned and inherited classes. When this check box is deselected, the Associations
list displays only assigned classes.

The schema allows for inheritance of other attributes from superclasses. If you select this item, all
attributes that are associated with a class, whether assigned or inherited, are listed. If you don’t
select this item, only the assigned attributes are listed.

Used by Classes lists all classes that use the selected attribute. If you select Show inherited
associations, the list includes classes that inherit the attribute.

Associations List

The Associations list displays the classes associated with the selected attribute. The Associations list
toolbar lets you make changes to the classes associated with the attribute.
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Class Field Description

Add as Naming Associates the selected attribute as a naming

attribute to a class.

Add as Mandatory Associates the selected attribute as a mandatory

attribute to a class.

Add Optional Associates the selected attribute as an optional

attribute to a class.

Delete 3 Deletes the selected classes from the association

list.

Creating Classes and Attributes

Designer allows you to create Identity Vault classes and attributes to fit the needs of your
environment. You can test and use the new schema with the Identity Manager drivers in Designer
before implementing it in the production environment.

*

*

“Creating ldentity Vault Classes” on page 148
“Creating ldentity Vault Attributes” on page 149

Creating Identity Vault Classes

*

*

“Adding a Class” on page 148
“Adding a Note” on page 149

Adding a Class

1

In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.

The Classes tab lists all classes that are defined in the schema and stored in Designer. For more
information about the Classes tab, see “The Classes Tab” on page 138.

Select the Add a Class icon @.

In the Create Class Name dialog box, specify the class name (for example, EmplInfo) and ASN1 ID
(if applicable), then click Next.

For more information about ASN1 IDs, see “ASN1” on page 139.
In the Class Flags dialog box, select the class type, then click Next.
For information about the class type options, see Table 5-2 on page 140.

In the Class Inheritance dialog box, select the classes from which the new class inherits, then
click Next.

Select one or more classes in the Available classes list and use the right-arrow icon to move
them to the Inherited classes list. Use the left-arrow icon to remove classes from the Inherited
classes list using the left-arrow icons.

In the Mandatory Attributes dialog box, select the mandatory attributes, then click Next.
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The inherited attributes displayed in the Inherited mandatory attributes pane depend upon the
classes from which the new class inherits.

7 In the Optional Attributes dialog box, select optional attributes, then click Next.
The Inherited optional attributes pane lists default optional inheritances.
8 In the Naming Attributes dialog box, select the naming attributes, then click Next.

The Identity Vault schema allows for inheritance from other classes. A class that another class
inherits from is called a superclass. A class can inherit attributes from one or more superclasses.

Every class inherits from the superclass Top. No class exists above Top. For example, Group
inherits directly from Top, but User inherits from Organizational Person. Organizational Person
inherits from Person. Person inherits from ndsLoginProperties, and ndsLoginProperties inherits
from Top.

9 In the Containment Classes dialog box, select the containment classes for the new class, then
click Next.

This specifies the types of container classes that can contain the new class. For example, if you
select the class Group, the Manage Schema tool lists Domain, Organization, and Organizational
Unit classes as containment classes for the Group class

10 In the New Class Summary, review the new class information, then click Finish.
The new class appears in the Classes pane.

11 Click OK to save changes and close the Manage Schema tool.

Adding a Note

Designer allows you to add notes about any class you create. The information is stored as desc in
the .l di f file and as a note in the . sch file.
1 Select the class you want to add a note to, then click the Schema Notes icon =I.

2 Type the note in the window, then click OK.

Creating Identity Vault Attributes

To create a new Identity Vault attribute:

1 In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.
2 Select the Attributes tab.

The Attributes list displays all attributes that are defined in the schema and stored in Designer.
You can view all attributes at once, or view the attributes associated with a specific class by
selecting a class from the drop-down list.

For more information about the components of the Attributes tab, see “The Attributes Tab” on
page 142,

3 Select the Add an Attribute icon .

4 In the Create Attribute Name dialog box, specify the attribute name (for example, EmplID) and
an ASN1 ID, if applicable, then click Next.

For more information about the ASN1 ID, see “ASN1” on page 144.
5 In the Attribute Syntax dialog box, select the proper attribute syntax, then click Next.
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An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. See “Syntax” on page 144 for more
information.

6 In the Attribute Flags dialog box, select the flags for the attribute, then click Next.

Attribute flags constrain the information that is stored in the attribute, and the list of
acceptable operations that the Identity Vault, and Identity Vault clients, can perform on the
attribute. For more information about attribute flags, see “Flags” on page 143.

7 Inthe New Attribute Summary dialog box, review the new attribute information, then click
Finish.
The new attribute appears in the Attributes list.

8 Click OK to save changes and close the Manage Schema tool.

Modifying the Schema

Designer allows you to modify the Identity Vault schema. The following sections describe fields and
definitions used in the Manage Schema tool for classes and attributes.

+ “Deleting Schema Definitions” on page 150

+ “Modifying Classes or Attributes” on page 150

+ “Renaming Schema Definitions” on page 150

Deleting Schema Definitions

You can delete an extended schema definition. You cannot delete base schema elements. If you
select a base schema class or attribute, the Delete icon is disabled.

1 In the Modeler, right-click an Identity Vault, then select Manage Schema.

2 Select the class or attribute that you want to delete, then click the Delete icon .

Modifying Classes or Attributes

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 Select the class or attribute that you want to modify.
3 Modify the class or attribute as desired.

If you select a base schema class or attribute, a warning message appears.

It is best to modify only the extended schema and not the base schema. Modifying the base
schema can cause data corruption and synchronization errors.

Renaming Schema Definitions

You can rename extended schema definitions. You cannot rename any base schema classes or
attributes. If you select a base schema item, the Rename icon is dimmed, indicating it is unavailable.

+ “Renaming a Class” on page 151

+ “Renaming an Attribute” on page 151
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Renaming a Class

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 Inthe Class page, select a class that you want to rename, then click the Rename Class icon .

3 In the Rename Class dialog box, specify the new class name, then click OK.

Renaming an Attribute

1 Inthe Modeler, right-click the Identity Vault icon, then select Manage Vault Schema.

2 Select an attribute you want to rename in the Attribute tab, then click the Rename an Attribute
icon @.

3 In the Rename Attribute dialog box, specify the new attribute name, then click OK.

Deploying the Schema into the Identity Vault

After the Identity Manager driver is tested with the new schema, you can deploy the modified
schema into the Identity Vault.

1 In the Modeler, select the Identity Vault.
2 Select Live > Schema > Deploy.

3 Specify the Host Name.
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i — — — -
& Schema Deploy Wizard E |-

Select Destination for Deploy @

Select the location where you want to deploy the schema

Deploy to eDirectory
Host Mame; 192.99.73.51 -
(Exarmnple: 192.168.14.199 or myserver.company.com)
User Mame: cn=admin,ou=sa,o=system -

(Example: Admin.Movell)

Password: ------|

[¥] Secure Connection

=1}

The host name can be the server’s IP address or the DNS name of the server.

Specify the User Name in LDAP format, which must be a user with administrative rights to the
schema.

Specify the user’s password, then click Next.

While connecting to the live Identity Vault, Designer prompts you to ensure that the certificate
that you are accepting is valid. You can choose to accept the certificate temporarily for the
session or accept it permanently. You can instruct Designer to remember this setting for future
authentication to the Identity Vault.

6 Select the classes and attributes to deploy into the Identity Vault schema, then click Next.
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— -
& Schema Export Wizard L@g

Select "Export all associations” to associate the selected attributes with classes that might
already exist in the destination system.

Select Classes and Attributes for Export @

Claszes; Attributes: [ Export all associations
sapAddOnUM - Account Balance o
545:Login Method Container ACL 4
SA5:Login Policy Aliased Object Name

SA5:MMAS Base Login Method allowAliasTolncestor

SAS:MMAS Login Method Allow Unlimited Credit

SAS:Security ASAM-activationCredentials

SAS:Service ASAM-addTime

sasPostLoginMethod ASAM-agentCacheSize
sasPostLoginMethodContainer ASAM-agentTTL

Server ASAM-aliases

shadowhccount ASAM-alternateMame

snmpGroup ASAM-alternateMamehttribute
srvprefippConfig ASAM-associated ObjectDeleteTime
srvprvfpplefs s ASAM-certDelayExpireTime
srvprvbssetRecipientfux |E| ASAM-certificateExpiration

srvprvChoice ASAM-certSerialMum

srvprvChoiceDefs ASAM-collectGroups
srvprvDelegateefssignment ASAM-collectUsers

[ PO, W [P S 1 P o [F#l ACARA ~allicimanTonn

%]

|

[TNInclude base schema

elect All| [ Deselect Al [ Select All| [ Deselect Al

@ | <Back | MNet> ||  Enish || Cancel

7 Review the summary of classes and attributes to be deployed, then click Finish.

If you have selected duplicate attributes or classes, a warning box appears

[ &9 Confirm u—lg L [

b Do you want to try to delete duplicate existing attributes or classes from eDirectory
' before deploying?

Managing the Schema

153



8 Select Yes or No, depending upon whether you want to resolve the duplicate classes or
attributes.

9 Review errors or warnings, then click OK.

Deploy Messages @
The Fallowing problems and warnings accurred while deployving the schema:

i Error deploying attribute rbsfssignedroles: CANT_MODIFY_EXISTING_ATTRIBUTE
i Error deploying attribube Audit:Link List: CANT_MODIFY _EXISTIMNG ATTRIEUTE
i Error deploying attribube Audit: Contents: CANT_MODIFY_EXISTIMNG ATTRIBUTE

(2] (04 ] [ Save tolog...

Exporting the Schema to a File

+ “Exporting the Schema to a .sch File” on page 155
+ “Exporting the Schema to an LDIF File” on page 156
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Exporting the Schema to a .sch File

1 In the Modeler, right-click an Identity Vault, then select Export to File > Schema.

2 In the Schema Export Wizard, select .sch format.

3 Specify a filename and location where you want to save the schema file, then click Next.
Designer appends the .sch extension when you export the file.

4 In the Select Classes and Attributes for Export page, select the classes and attributes to export
to the . sch file.

& Schema Export Wizard uﬂlﬂ—hj

Select Classes and Attributes for Export @

Select "Export all associations” to associate the selected attributes with classes that might
already exist in the destination system.

Claszes; Attributes: DF_EFIDIT all associations
sapAddOnUM - Account Balance o
SAS:Login Method Container ACL L4
SA5:Login Policy Aliased Object Name

SA5:MMAS Base Login Method allowAliasTolncestor

SAS:MMAS Login Method Allow Unlimited Credit

SAS:Security ASAM-activationCredentials

SAS:Service ASAM-addTime

sasPostLoginMethod ASAM-agentCacheSize
sasPostLoginMethodContainer ASAM-agentTTL

Server ASAM-aliases

shadowhccount ASAM-alternateMame

snmpGroup ASAM-alternateMamehttribute
srvpredppConfig ASAM-associatedObjectDeleteTime
srvprvfpplefs s ASAM-certDelayExpireTime
srvprvbssetRecipientfux |i| ASAM-certificateExpiration

srvprvChoice ASAM-certSerialMum

srvprvChoiceDefs ASAM-collectGroups
srvprvDelegateefssignment ASAM-collectUsers

[ PO, W [P S 1 P o [F#l ACARA ~allicimanTonn

[ Select All| [ Deselect Al [ Select All| [ Deselect Al

[TNInclude base schema

@ [ < Back ]| Mext = | [ Einish ] [ Cancel ]

Export all associations (above the Attributes pane) enables you to associate the selected
attributes with the classes that might already exist in the Identity Vault. If you do not select this
box, the new attributes that should be associated with the class are not associated.
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For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

The classes and attributes that are in Designer are listed in the two columns. All classes and
attributes are selected by default. To prevent a class or attribute from being deployed, deselect
it. To add all classes and attributes, click Select All. To remove all classes and attributes, click

Deselect All.

5 When you have finished selecting classes and attributes, click Finish.

Exporting the Schema to an LDIF File

1 In the Modeler, right-click the Identity Vault, then select Export to File > Schema.

2 In the Schema Export Wizard, select .Idif format.

3 Specify a name and location where you want to save the schema file, then click Next.
Designer appends the .| di f extension when you export the file.

4 In the Select Classes and Attributes for Export page, select the classes and attributes to export
tothe .l dif file.
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& Schema Export Wizard Llﬂlﬂ—hj

Select Classes and Attributes for Export @

Select "Export all associations” to associate the selected attributes with classes that might
already exist in the destination system.

Claszes; Attributes: DF_EFIDIT all associations
sapAddOnUM - Account Balance o
SAS:Login Method Container ACL L4
SA5:Login Policy Aliased Object Name

SA5:MMAS Base Login Method allowAliasTolncestor

SAS:MMAS Login Method Allow Unlimited Credit

SAS:Security ASAM-activationCredentials

SAS:Service ASAM-addTime

sasPostLoginMethod ASAM-agentCacheSize
sasPostLoginMethodContainer ASAM-agentTTL

Server ASAM-aliases

shadowhccount ASAM-alternateMame

snmpGroup ASAM-alternateMamehttribute
srvprefippConfig ASAM-associated ObjectDeleteTime
srvprvfpplefs s ASAM-certDelayExpireTime
srvprvbssetRecipientfux |i| ASAM-certificateExpiration

srvprvChoice ASAM-certSerialMum

srvprvChoiceDefs ASAM-collectGroups
srvprvDelegateefssignment ASAM-collectUsers

[ PO, W [P S 1 P o [F#l ACARA ~allicimanTonn

[ Select All| [ Deselect Al [ Select All| [ Deselect Al

[TNInclude base schema

j?\' [ < Back ]| Mext = | [ Finish ] [ Cancel ]

Export all associations enables you to associate the selected attributes with the classes that
might already exist in the Identity Vault. If you do not select this box, the new attributes that
should be associated with the class are not associated.

For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

5 When you have finished selecting classes and attributes, click Finish.

Click OK in the warning.

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names
for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see “Mapping Identity Vault to an LDAP Schema” on
page 167.
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Importing the Schema

Designer allows you to import the schema from your production environment to do in-depth testing
with the Identity Manager drivers.
+ “Importing the Schema from the Identity Vault” on page 158

+ “Importing the Schema from a File” on page 162

Importing the Schema from the Identity Vault

1 In Designer, select an Identity Vault, then select Live > Schema > Import.

2 Inthe Select Source for Import dialog box, specify the access information to access the server
that has the schema to import, then click Next.

Specify the appropriate host name (or IP address), username, and password to access the
server.

NOTE: The specified user must have administrative rights to the schema.
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Select Source for Import

Select the location to import the schermna

Import from eDirectory

Host Name: | 192.99.78.51 -
(Exarnple: 192,168.14.199 or myserver.company.com)

User Mame: cn=admin,cu=sa,o=system -
(Exarnple: Admin.MNovell)

Password: sesses

Secure Connection

3 In the Select Classes and Attributes for Import page, select the classes and attributes to import
into the project, then click Next.
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4 Schema Import Wizard ST

Select Classes and Attributes for Import

Select "Import all associations” to associate the selected attributes with classes that might
already exist in Designer.

Classes: Attributes: [“Irmport all associations

DirdML-Driver
DirdML-Driverset
DirXML-Entitlernent
DirdML-GAContact
DirkML-GlobalConfigDef
DirkML-idPolicyContainer
DirkML-Job
DirXML-Library

DirkML-Plkgltemfux
DirkML-PlkgTargetfux
DirkML-Processes
DirkML-Publisher
DirkML-Resource
DirkML-Rule
DirkML-sapCContainer
DirkML-sapDMRoot
DirsML-sapObject

MieYhAl o nen T mmbm i e

ISR EEEEE

DirML-PazswordGeneration

accessCardMumber
accountBalance

ACL
aliasedObjectMame
allowAliasToAncestor
allowUnlimited Credit
assistant
assistantPhone
associatedMarme
attributeTypes

audio

auditFileLink
authoritative
authorityRevocation
authorityRevocationList
authsaml|CertContainerDM
authsam|CheckCRL

authzamlIProviderlD

ISR EEEEE

ELRETT Y S Iy s e [t i 1.1 |

-

| Select Al | | Deselect All|

[ View Differences... ]

| Select All| | Deselect All|

@

< Back

Finish

||

Cancel ]

Import All Associations: Enables you to associate the selected attributes with the classes that
might already exist in Designer. If you do not select this box, the new attributes that should be
associated with the class are not associated.

For example, if the attribute of Employee Photo is associated with the User class, and you do
not select Import all associations, Employee Photo is not associated with the User class.

View Differences: Enables you to view the differences in the schema between the Identity Vault
and Designer.

When you click View Differences, Designer opens the Schema Differences page, where you can
select those differences between the live Identity Vault and the Identity Vault in your project.

You can select schema differences individually, or click Select All to import all the schema
differences.
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4 Click OK to move the selected class and attribute import selections into the Select Classes and
Attributes for Import page.

5 Click Next to bring up the Import Summary page, where you can review classes and attributes to
import into the project. Then click Finish.

If errors occur during the import process, the Import Messages page lists them.

—
kil Schema Import Wizard . |

Import Messages @
The following problems and warnings cccurred while importing the schema:

iAttribute already exists - authsamlTrustedCertDM, Overwriting the old attribute. | -
Attribute already exists - sasClientModuleMame, Overwriting the old attribute. L4
Attribute already exists - nrfUADContainer. Overwriting the old attribute,

Attribute already exists - loginActivationTime. COwerwriting the old attribute.

Attribute already exists - sasOTPEnabled. Overwriting the old attribute,

Attribute already exists - nspmPolicyAgentContainerDMN. Overwriting the old attnibute,

Attribute already exists - NCPKeyMaterialMame., Overwriting the old attribute.

Attribute already exists - DirXML-ContentType. Overwriting the old attribute,

Attribute already exists - nspmComplexityRules, Overwriting the old attribute,

Attribute already exists - Dir{ML-EngineControlValues. Overwriting the old attribute.

Attribute already exists - masvMDSAttributelabels, Overwriting the old attribute,

Attribute already exists - DirdML-EventTransformationRule. Cwerwriting the old attribute,

Attribute already exists - srvpreCurrentDelegators. Overwriting the old attribute,

Attribute already exists - nspmMinMumericCharacters, Overwriting the old attribute,

Attribute already exists - nrfAccessUpdateRole. Overwriting the old attribute.
Attribute already exists - nrfRevokeRequestDef. Overwriting the old attribute.
Attribute already exists - ndapClassLoginMgmt. Overwriting the old attribute,

Attribute already exists - nspmPasswordHistoryLimit. Cwerwriting the old attribute,

Attribute already exists - Version. Cwverwriting the old attribute,

Attribute already exists - rbsOwnedCollections. Overwriting the old attribute,

Attribute already exists - nsimHint. Cwerwriting the old attribute,

Attribute already exists - ndsAgentPassword, Overwriting the old attribute,
Attribute already exists - Idap55LCenfig. Overwriting the old attribute,

Attribute already exists - nrfAccessMgréassignResource. Owverwriting the old attribute, -
1 | 1 | 3

?\ [ OK J [ Save to Log...

6 On the Import Messages page of the Schema Import Wizard, click OK.
or

If you want to save the differences to a log file, click Save to Log. This brings up the Save As
dialog box, where you can choose a filename and directory to store the file in.

7 Click Save, then click OK.
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Importing the Schema from a File

When you created an Identity Vault in the Modeler, Designer created a base schema in your project.
Ifa.schfile or.l di f file has been saved, you can quickly add classes and attributes for your drivers
by importing classes and attributes from the saved file.

+ “Importing the Schema from a .sch File” on page 162

+ “Importing the Schema from an LDIF File” on page 164

Importing the Schema from a .sch File

1 In the Modeler, right-click the Identity Vault that will use the imported .sch file.
2 Select Import Schema from File.

3 Select .sch format.

4 Browse to and select the .sch file that you want to use, then click Open.

5 Click Next, then review the .sch file.
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Review .LDIF/.SCH File for Import

Review and make any desired changes to your dif/.sch file. Changes will be
imported to Designer, but not saved back to the file,

6 Schems Import Wizar

MD55chemabdensions DEFINITIOMNS 1=
BEGIM

"ldapClassList” ATTRIBUTE ::=
{
Operation  ADD,
SyntaxD  SYM_CI_LIST,
Flags {D5_SIZED_ATTR, D5_SYMC_IMMEDIATE],
LowerBound -2147483648,
UpperBound 64512,
ASMNL1OBID  {21684011137191 27 4 53}

"Server” ATTRIBUTE =
{
Operation  ADD,
SyntaxID  SYMN_DIST_MAME,

Flags {DS_SYMNC_IMMEDIATE, DS_NOMNREMOVABLE_ATTR, DS_SERVER_READ],

ASMNLIOBID {21684011137191141 85}
1

"Motify" ATTRIBUTE 2=
{
Operation  ADD,
SyntaxlD  SYMN_TYPED_MAME,
Flags {D5_SYMNC_IMMEDIATE, DS_NOMNREMOVAELE_ATTR},
ASNIOBID {2168401113719114157}

H

6 Make changes if necessary, then click Finish.
7 Click OK.
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%l Schema Import Wizard

Import Messages

The following problems and warnings cccurred while importing the schema:

! Attribute already exists - [dapClassList. Overwriting the old attribute,
! Attribute already exists - Server. Overwriting the old attribute,
! Attribute already exists - Motify, Cwverwriting the old attribute,
! Attribute already exists - Memory, Owverwriting the old attribute,
! Attribute already exists - notfMergeTemplateSubject. Overwriting the old attribute.
! Attribute already exists - federationBoundaryType. Overwriting the old attribute,
! Attribute already exists - srvprvGroupwiselMAddress, Overwriting the old attribute,
! Attribute already exists - carlicense, Owverwriting the old attribute,
! Attribute already exists - masvAuthorizedRange, Owverwriting the old attribute,
! Attribute already exists - Serial Mumber. Overwriting the old attribute.
! Attribute already exists - srvpreFlowStrategy. Overwriting the old attribute.
! Attribute already exists - [dapBindRestrictions, Overwriting the old attribute,
! Attribute already exists - SA%Method Vendor, Overwriting the old attribute,
! Attribute already exists - sssProxyStorekey, Owverwriting the old attribute,
! Attribute already exists - DirkML-AccessConfigure. Overwriting the old attribute,
! Attribute already exists - nrfParentRoles. Overwriting the old attribute.
! Attribute already exists - SA%:SecretStore:Data. Overwriting the old attribute,
! Attribute already exists - SA%SecretStoreiKey, Overwriting the old attribute,
! Attribute already exists - CA Public Key, Overwriting the old attribute,
! Attribute already exists - sitelLocation. Overwriting the old attribute.
1 Attribute already exists - ishanager. Owverwriting the old attribute,
! Attribute already exists - [dapPermissiveModify. Overwriting the old attribute.
! Attribute already exists - NDSPKLPublic Key, Owverwriting the old attribute,
! Attribute already exists - Status, Overwriting the old attribute,
! Attribute already exists - nepmBxdendedAslastCharacter. Overwriting the old attribute,

?\ [ Ok J [ Save to Log...

If errors occur, a deployment summary screen lists them.

Importing the Schema from an LDIF File

1 In the Modeler, right-click the Identity Vault that will use the imported .l di f file.

2 Select Import Schema from File.

3 Select .Idif format.

4 Specify, or browse to and select, the . | di f file that you want to use, then click Open.

5 Click Next, then review the .| di f file.

164 Managing the Schema



kil Schema Import Wizarc = P{Eh S

Review .LDIF/.SCH File for Import @

Review and make any desired changes to your Idif/.sch file, Changes will be imported to
Designer, but not saved back to the file,

For existing classes, import only cptional attributes (do not overwrite mandatory or naming attributes)

wversion: 1 -

#MNDS attribute:ldapClassList

ESyntaxnSYM_CLLIST

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2.16.8401.1137191.27.4.53
MAME 'ldapClassList’
SYNTAK 216.840.1.113719.1.1.5.1.6{64512}
¥-ND5_LOWER_BOUMD '-2147483648"
)

E#MNDS attribute:Server

ESyntaxaSYMN_DIST_MAME

dn: cn=schema

changetype: modify

add: attributeTypes

attributeTypes: (
2168401.1137191.1.4.1.95
MAME 'Server'
SYNTAX1.3.61.4114661151211.12
#-ND5_MNOMREMOWABLE 1
¥-MDS5_SERVER_READ '1'
)

1 | m [ 3

@ neds | [ Finish ][ cancel

6 Make changes if necessary, then click Finish.
7 If you receive a Warning, read the message and click OK.

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names
for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see “Mapping Identity Vault to an LDAP Schema” on
page 167.

8 Click OK.
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G o ==
Import Messages @

The following problems and warnings cccurred while importing the schema: I

| ! Attribute already exists - ldapClassList. Owerwriting the old attribute, o
! Attribute already exists - Server. Owverwriting the old attribute. o
! Attribute already exists - Motify. Owverwriting the cld attribute,
! Attribute already exists - Memory, Owverwriting the old attribute,
‘ ! Attribute already exists - notfMergeTemplateSubject. Overwriting the old attribute, “

! Attribute already exists - federationBoundaryType. Overwriting the old attribute,

If errors occur, a deployment summary dialog box lists them.

Managing a Copy of an Application Schema

The Identity Manager engine currently uses the application schema for the following:

*

DirXML Script uses the dn-format/dn-delims to figure out how to parse or convert DNs coming
from and going to the application.

To set the multi-valued flag on attributes that are used during the attribute merge process that
happens as part of a match, resync, or migrate.

“Editing an Application’s Schema” on page 166

“Refreshing the Application Schema” on page 167

Editing an Application’s Schema

Designer enables you to manage a copy of the managed system’s schema. You can make changes to
a copy of the application schema so that you can test the Identity Manager drivers in Designer. The
schema changes cannot be deployed into the live application schema.

1 Right-click the driver connection in Designer, then select Manage Application Schema.

2 Add, rename, or delete the application’s classes or attributes, then click OK.

DN Format: Specifies the separator character used when specifying distinguished names. For
example, admin.utah.novell.com.

Classes: Lists all of the classes stored in Designer from the application’s schema.
Add a class: Adds a new class.

Rename class: Renames the selected class.

Delete class: Deletes the selected class.

Refresh application schema: Provides a new copy of the application’s schema.This option is
useful if the application schema changes.

Help: Launches the Help documentation for the Manage Schema tool.
Flags Container: Specifies whether the class is a container.

ASN1: The unique ID of the class.
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Attributes of This Class: Lists all of the attributes stored in Designer for the selected class from
the application’s schema.

Add an attribute: Adds a new attribute for the selected class.

Rename attribute: Renames the selected attribute.

Delete attribute: Deletes the selected attribute.

Flags: Specifies the details of the attribute. To edit the flags, select an attribute.

Type: Specifies the syntax of the attribute. To view the syntax, select an attribute. To change the
syntax, select an option from the drop-down list.

Refreshing the Application Schema

If the application schema changes, you can get a new copy of the application’s schema by refreshing
the application schema.

NOTE: An application schema is not automatically imported by default. You can always perform a
refresh application schema operation on a particular application after the project has been
imported.

1 Right-click the driver connection, then select Live > Refresh Application Schema.
2 Click the browse icon.

3 Browse to and select the server where the driver is installed, then click OK twice.

Mapping Identity Vault to an LDAP Schema

When you access the Identity Vault through LDAP, the names of classes and attributes might be
different than when it is accessed through the standard NCP-based APIs.

For more information about how that mapping is performed, see the following sources:

+ “Class and Attribute Mappings” (https://www.netig.com/documentation/edirectory-9/
edir_admin/data/h0000007.html#aSbwxyz) in the NetlQ eDirectory Administration Guide

+ NDK: NetlQ eDirectory Schema Reference (http://developer.novell.com/ndk/doc/ndslib/
schm_enu/data/h4glmnli.html) at the eDirectory Developer Support Web page

Comparing the Schema

Designer allows you to compare schemas from your production environment to do in-depth testing
with the Identity Manager drivers. Designer provides conflict resolution on individual classes and
attributes and allows you to view the differences between existing and new values when importing
and deploying the schema. For example, before deploying a schema to an Identity Vault, you can run
Compare.

Compare shows whether the classes and attributes are equal (no action is necessary) or unequal. If
they are unequal, you can choose not to reconcile them, choose to update them in Designer, or
choose to update them in eDirectory.

Managing the Schema 167


http://developer.novell.com/ndk/doc/ndslib/schm_enu/data/h4q1mn1i.html
http://developer.novell.com/ndk/doc/ndslib/schm_enu/data/h4q1mn1i.html

You can run the Compare feature at any time. If you choose to reconcile the differences between
schema in Designer and eDirectory while in Compare, you won’t need to run Import or Deploy.

The following procedure assumes that you want to determine if you have deployed all the changes
you made in the Designer schema to the Identity Vault schema.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Schema > Compare to bring up the Designer/eDirectory Schema Compare window.

Select an object or attribute: =]  Show differences - 2]
4 @ Attributes Information
§@ DirkML-DriverFilter Compare Status: (@ Mot Deployed
@ DirkML-ConfigManifest Recondile Action: @ Do not reconcile
@ DirXML-JavaModule _
@ DirkML-Driverlmage Update Designer

m

@ DirkML-DriverCachelimit { serverl )
@ DirXML-DriverStartOption ( serverl )
@ DirXML-EngineControlValues ( serverl ) Reconciled by parent
@ DirXML-5himConfiglnfo { serverl )

@ DirXML-DriverCachelimit  server2 ) e
@ DirXML-DriverStartOption ( server2 )

{@ DirkML-EngineControlValues ( server? )

@ DirkML-DriverCachelimit { server3 )

@ DirXML-DriverStartOption ( server3 ) =

Update eDirectory

Text Compare ot W T
.:ﬂ Designer eDirectory
<?xml version="1.8" encoding="UTF-8"?><filter> <No Value> | -

<filter-class class-name="User" publisher="ignore" puk
<filter-attr attr-name="employeeType"” merge-author
<filter-attr attr-name="Object Class"” merge-author
<filter-attr attr-name="employeeStatus" merge-auth
<filter-attr attr-name="isManager" merge-authority

</filter-class>

<filter-class class-name="DirXML-SharedProfile™ publis
<filter-attr attr-name="excludedMember” merge-auth
<filter-attr attr-name="Member" merge-authority="¢

</filter-class>

</filter>
4 1 3 < }
5

L

2 Inthe Select a class or attribute portion of the window, you see the listed classes and attributes.
Select an individual class or an attribute to see the actual differences displayed in the Text
Compare portion of the window.

The plus icon at the right side of the Select a class or attribute allows you to expand all elements
in the parent object, and the minus icon collapses all of the elements. The ? icon displays the
Summary/Compare dialog box help.

3 By default, the Compare window only displays values that are different between eDirectory and
Designer. To view all the classes and attributes, select Show all from the pull-down menu. Your
choices are Show differences, Show deletes, and Show all.

4 Check to see the status of the values that are shown. Values that are equal are shown as Equal
on the Compare Status line in the Information portion of the Compare window.

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:
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Compare Status Description

Equal The selected classes or attributes are same in eDirectory and Designer.

Unequal The value of the selected class or an attribute, or one or more classes or
attributes, are different in eDirectory and Designer.

@

Not Deployed The selected class or an attribute is not deployed to eDirectory.

b3

Not Imported The selected class or an attribute does not exist in Designer.

L]

Under the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination.

If Compare Status shows Unequal, you have three choices:
+ To do nothing, keep the default value of Do Not Reconcile.

+ To update the driver in Designer so that it contains the same information as the driver in
eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver in
Designer, select Update eDirectory.

The green check box in the bottom corner of the icons shows all the child objects that are being
reconciled with the parent object. If you select the parent object to perform the update, then all
the child objects under the parent reflect that choice and you see the Reconciled By Parent icon
selected. If you do not choose a parent object, you can reconcile each child object individually.
You can also see a small Designer icon and an eDirectory icon, showing how objects are being
reconciled.

Check to see the Text Compare values.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Schema
Compare window shows the difference at the child object level. The Text Compare dialog box
uses the Eclipse Compare editor to compare classes and attributes that contain XML data, such
as policy data, driver filters, or configuration data. The differences in the code are highlighted in
blue.

After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Schema Compare
window.
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6 Understanding Packages

Identity Manager drivers consist of multiple components like roles, workflows, policies,
ECMAScripts, and style sheets. The configuration of each of these components makes each Identity
Manager driver unique.

This complexity makes it challenging to add new content to drivers, as when you need to create
different components multiple times. In order to save time and help manage Identity Manager
content, Identity Manager 4.0 and later includes a concept called packages.

For information about migrating driver configuration files to packages, see the NetlQ |dentity
Manager Setup Guide for Linux or NetlQ Identity Manager Setup Guide for Windows.

+ “Using Packages” on page 171

+ “Installing or Upgrading Packages” on page 175

¢ “Customizing Default Packages” on page 183

+ “Managing Package Versions Using Git” on page 184

+ “Removing or Downgrading Packages” on page 189

Using Packages

A package is a container for components of Identity Manager driver content, organized according to
the functionality you want to provide to a driver. Packages can contain different types of content that
you can move from one environment to another, allowing you to re-use content in multiple places
and create and configure drivers more efficiently.

Designer allows you to export packages as .jar files. This enables you to easily share packages with
other users and import packages into different instances of Designer.
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Figure 6-1 Identity Manager Package
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Designer allows you manage and develop packages. Packages are the delivery mechanism for
Identity Manager content. When you create a package, you are creating the framework for
delivering the content.

Packages are stored in the package catalog, which is only visible in Designer. The package catalog is
created when you create or import a project and add an Identity Vault. If you have an existing
project, the package catalog is created when you open the project after it is converted.

Developers can create packages to deliver custom content. For more information about developing
packages, see Chapter 7, “Developing Packages,” on page 193.

Packages are only supported with Identity Manager 4.0 or later. If you create a driver using a driver
configuration file for an earlier version of Identity Manager, we recommend you migrate your
existing driver to use packages. For more information, see the .

For more information about how packages work, see the following sections:

+ “Advantages of Packages” on page 172
+ “Understanding Package Dependencies” on page 173

+ “Package Content” on page 174

Advantages of Packages

Easy to upgrade: In the past, when you wanted to install a driver, you installed the driver
configuration file. The driver configuration file contained all of the functionality that could be added
to a driver. However, there was no easy way to upgrade the configuration file once installed.
Packages allow you to upgrade an installed package.

Easy to revert back to factory settings: Packages are easy to install, uninstall, and revert back to a
shipping configuration of the driver.

Common functionality can be reused: Functions that are common to the drivers can be grouped in
a particular package and the same can be referenced by other drivers. This is not possible with
configuration files.
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Easy content life cycle management: Managing the life cycle of content is easier with packages due
to versioning.

Easy to update: Packages allow you to update the features of a driver without updating the entire
driver.

Understanding Package Dependencies

Many packages require one or more other packages to function properly. When you install a
package, the package may require other packages also be installed, either as feature sub-packages or
separate packages entirely. For example, several packages require you install the default Common
Settings package before installing or deploying.

These dependencies are mandatory and are always enforced, indicating a technical dependency one
package has for a component of another package.

Understanding Driver Set Packages and Identity Vault Packages

A package can be a driver package, a driver set package, or an Identity Vault package. In general,
package dependencies follow a one-way “pyramid” structure. Driver packages can require other
driver packages, driver set packages, or Identity Vault packages, and driver set packages can also
require Identity Vault packages. However, Identity Vault packages cannot require driver or driver set
packages, and driver set packages cannot require driver packages.

Understanding Base Packages and Feature Packages

In addition, a package can be a base package or a feature package. Feature packages contain the
actual functionality a driver uses, broken apart by “feature,” while base packages tell Designer how
to assemble those feature sub-packages together into an actual driver. Base packages should be
used to create a driver and not to deliver content.

Feature packages themselves may be mandatory or optional, depending on the requirements of the
base package. Some features may not be strictly necessary for a driver to function but could be
useful for some users, while other features are required for the driver to function properly.

You configure the mandatory and optional feature packages of a base package in the Properties of
the base package. When you install a driver, the Driver Configuration Wizard displays both the
mandatory and optional features of that driver’s base package and installs the mandatory feature
packages and allows you to select which optional feature packages you want to install. For more
information about configuring mandatory and optional packages, see “Configuring Mandatory and
Optional Feature Packages” on page 230
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Package Content

Packages are installed on drivers, driver sets, and Identity Vaults. The content of the packages
installed on the Identity Vault can affect all of the drivers in the Identity Vault. The content of the
packages installed on the driver set can affect all of the drivers in the driver set. The content of the
packages installed on a driver only affects that driver.

You can store many different types of objects in a package, including driver objects, library objects,
User Application objects, DS object resources, filter extension resources, and package prompt
resources. The types of objects you can store in a package depends on the type of the package itself.

NOTE: You can install content on a driver without adding that content to a package, including
policies, ECMAScripts, and GCVs. However, if you install content directly on a driver, you cannot
control what order the driver runs the content.

For example, if you have a package that contains 10 policies installed on a driver, and one non-
package policy also installed on that driver, the non-package policy may run in between two of the
package policies, regardless of how you order the policies.

The following table lists the objects the can be installed in the different package types.

Table 6-1 Package Content in Package Types

Object Type/Package Type Driver Driver Identity
Set Vault
Notification Templates X
Library x1 x1
Credential Application object X X2 X2
Credential Repository object X X2 X2
DirXML Script X X2 X2
ECMAScript X X2 X2
Mapping Table X X2 X2
Global Configuration object X X X2
DS object X X X2
Resource object X X2 X2
Schema Map X X2 X2
XSLT X X2 X2
Job X X
Entitlement X
Entities x3
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Object Type/Package Type Driver Driver Identity

Set Vault
Lists X3
Queries x3
Relationships X3
Configuration x3
Provisioning Request Definitions X3
Teams x3
Roles X3
Role Configuration x3
Resources x3
Separation of Duty (SoDs) x3

! Libraries are not packaged, only their contents. Packages store the library's name and location and
create it at install time, if it doesn't already exist.

2 These items can only be added to a package of the respective type if they are in a library.

3 These items can only be added to a User Application driver package.

Installing or Upgrading Packages

Use the following list of tasks to install, add, upgrade, or import packages. For information about
creating or copying packages, see “Developing Packages” on page 193.

+ “Installing Packages” on page 175

+ “Adding Packages” on page 177

+ “Upgrading Installed Packages” on page 178

+ “Importing Packages into the Package Catalog” on page 180

+ “Managing Installed Packages” on page 181

Installing Packages

You can install packages on Identity Vaults, on driver sets, or on drivers. You can verify the packages
have been imported by following the instructions in “Importing Packages into the Package Catalog”
on page 180.

There are three different types of packages based on the package are installation target: Identity
vault packages, driver set packages, and driver packages.
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Driver packages are further grouped as:
+ Driver Base Configuration Packages: Contains the base functionality for a driver. You must
install a driver base configuration package first.

+ Mandatory Features Packages: If there is a feature that is required for a driver to function, but
is not included in the driver base configuration package, it is added to a mandatory features
package.

+ Optional Features Packages: Contains features for a driver that aren’t mandatory for the driver
to function.

To install packages on an existing Identity Vault, driver set, or driver, see “Adding Packages” on
page 177.

To install a new driver, including the packages that make up the driver, use the following procedure:

1 Drag and drop an application from the Palette into the Modeler.
or
Right-click the driver set in either the Outline view or in the Modeler, then click New > Driver.

2 Click the check box next to the base package you want install, then click Next.

NOTE: You can only install one base package per driver.

& Driver Configuration Wizard
a Feature Selection =
Select Driver Base Confi ti 7]
€3 Select Driver Base Cenfiguration river Base Lonfiguration c
Select Mandatory Features @ Only one base package can be selected.

Select Optional Features
a Installation Tasks

Determining Installation Tasks.. Available Packages

a Installation Summary Name Version -
Confirm Installation Tasks [7] Multi Domain Active Directory Base 1.0.2.20170201113234
[7] Managed System Gateway Base 2.2.0.20151123154751
[7] Loopback Base 2.0.0.20140129122438
[] Linux and Unix Settings Base 1.0.1.20140826152738
[7] Linux and Unix Base 1.0.0.20140820144613
[] LDAP Base 2.2.0.20161125122631
[] JMS Base 21.0.20140613172903
[] Informix Base 2.4.0.20170207161606
[7] ID Provider Base 2.0.0.20120510190547
[] GroupWise REST Base 3.1.0.20161202181351
[T GroupWise Base 2.5.1.20170208185405
[7] Google Apps Base 2.5.0.20160809163119 il
[[] Delimited Text Base 2.3.1.20161123171636
[ Data Collection Service Base 2.3.0.20151207151321 =
[] DB2Base 2.4.0.20170207161908
[7] Blackboard Base 100
[7] Banner Base 2.0.4.20140903144348 [
[] Azure AD Base 1.0.1.20170421164414 i

[] Show only applicable package versions

® Import Driver Configuration < Back Finish

3 (Conditional) If you want to install any of the available optional features for the base package
you selected, ensure the check box next to those packages is selected. Most options are
selected by default because they are recommend for the driver.
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NOTE: In most installations, you are recommended to install all optional features.

o Driver Configuration Wizard

Feature Selection
 Select Driver Base Configuration
Select Mandatory Features
€ Select Optional Features
Installation Tasks
Determining Installation Tasks..
Installation Summary
Confirmn Installation Tasks

Select Optional Features

Mame

3 % Default Configuration

3 % Entitlements and Exchange Mailbox Support
. [7]C8 Password Synchronization

3 % Data Collection

S % Account Tracking

Show only applicable package versiens

Version

< Back

|| Mext = Finish

Cancel

Optional packages are grouped by feature. You can expand features to see the specific packages
installed for each. You must select a feature to install the packages for that feature.

4 (Conditional) If you do not want to install a particular optional feature, clear the check box for

that package.
5 Click Next.

6 (Conditional) If the base package requires a dependent package, Designer prompts you to install
the dependent package. Select the dependent package, then click OK.

7 Respond to any prompts, if necessary, then click Next.

The prompts are specific for each driver. Each driver guide contains the specific instructions for
that driver. See the Identity Manager Driver Documentation Web site for the specific driver

information.

8 Review the installation summary, then click Finish.

After the packages are installed, the driver contains the functionality included in the packages.

Adding Packages

You can add new functionality to an existing driver by adding new packages to an existing Identity

Vault, driver set, or driver.

1 Right-click the Identity Vault, driver set, or driver, then click Driver > Properties.

2 Click Packages, then click the Add Packages icon .
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3 Select the packages to install. If the list is empty, there are no available packages to install.

4 (Optional) Deselect the Show only applicable package versions option, if you want to see all
available packages.

This option is only displayed on drivers. By default, only the packages that can be installed on
the selected driver are displayed.

5 Click OK.
6 Click Apply to install all of the packages listed with the Install operation.

Package Management ~ v
Installed Packages gh

Installed Packages Install... Awvailabl.. Operation

9 Active Directory Account Tracking 21020 Select Operation...

) Active Directory Audit Entitlernents 1.040 Select Operation...

£ Active Directory Base 22320 Select Operation...

£ Active Directory Default Configuration 2.5.0.20 Select Operation...

% Active Directory Entitlements and Exchan  2.5.3.20: Select Operation...

& Active Directory Managed System Inform 1.01 Select Operation...

& Active Directory Password Synchronizatic 2.0.0.20: Select Operation...

& Audit Entitlements Common 1.040 Select Operation...

£ Data Collection Common 1.00 Select Operation...

£ Password Synchronization Common 2.0.0.20 Select Operation...

7 (Conditional) Fill in the prompts with appropriate information to install the package, then click
Next.

Depending on which package you selected to install, you might have fields that you must fill in.
For detailed information about the fields, see the specific driver guide at the NetlQ Identity
Manager Drivers Documentation Web site (https://www.netiq.com/documentation/identity-
manager-47-drivers/).

8 Read the summary of the installation, then click Finish.

9 Click OK to close the Package Management page after you have reviewed the installed
packages.

10 Repeat Step 1 through Step 9 for each Identity Vault, driver set, and driver where you want to
add the new packages.

Upgrading Installed Packages

Designer provides the ability to upgrade the installed packages in two ways:

+ “Using the Package Upgrade Method from the Properties Page” on page 179
+ “Using the Package Upgrade Consolidated View” on page 179
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Using the Package Upgrade Method from the Properties Page

You can upgrade any package that is installed in your Identity Manager environment if there is a
newer version of the package available.

Complete the following steps to upgrade an installed package:

1 Ensure you add any GCVs included in the package to a new GCV Resource object. For more
information, see the “Global Configuration Value Definition Editor” in Netl/Q Identity Manager -
Using Designer to Create Policies.

2 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to upgrade, then click Driver > Properties.

3 Click Packages.

If there is a newer version of a package, there is check mark displayed in the Upgrades column.
4 Click Select Operation for the package that indicates there is an upgrade available.
5 From the drop-down list, click Upgrade.

6 Select the version that you want to upgrade to, then click OK.

NOTE: Designer lists all versions available for upgrade.

7 Click Apply.

8 (Conditional) Fill in the fields with appropriate information to upgrade the package, then click
Next.

Depending on which package you selected to upgrade, you might have fields that you must fill
in to upgrade the package. For detailed information about the fields, see the specific driver
documentation located on the Identity Manager Drivers documentation Web site.

9 Read the summary of the installation, then click Finish.

10 Review the upgraded package, then click OK to close the Package Management page.

Using the Package Upgrade Consolidated View

The Package Upgrade Consolidated View helps you to view and upgrade the active packages of your
entire Identity Manager project in a single view to the latest available versions. The provision of a
single view removes the need for you to separately go to each driver, driver set, or Identity Vault in
your project to view or perform an upgrade on the packages they contain.

Complete the following steps to upgrade an installed package:

1 In the Outline view, right-click Package Catalog, then select Package Upgrade.
The Package Upgrade Consolidated View dialog box appears.
2 Select one or more packages from the list, then click OK.

If your Identity Manager environment is already up-to-date, the list is empty. Otherwise, select
the packages that you want to upgrade.

In addition, the Project Checker displays the list of available packages upgrades in your Identity
Management environment.
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Importing Packages into the Package Catalog

Designer adds packages to the Package Catalog dynamically. However, if you need to add a custom
package to the Package Catalog, you can import the package .jar file.

Use the following procedure to import one or more packages into the package catalog.

1 In the Outline view, right-click Package Catalog, then select Import Package.

2 Select one or more packages from the list. If all of the available packages are already imported,
the list is empty.

or

Click Browse, then browse to and select a package on the file system and click OK.

B3 sciect Package
i) Select Package

Select packages from the following:

i

Installed Packages Installed Version Short Mame Vendor : License

[] & User Application Base 1.0.2 MNOVLUABASE Maovell, Inc.
[] & SOAP Base 21.0.20140606070231  NOVLSOAPBASE Maovell, Inc.
[ §& MySQL Base 1.0.3 NOVLIDBCMYBS MNaovell, Inc.
[] & SAP Portal Base 100 MOVLPORTE Movell, Inc.
[] §& PostgreSQL Base 101 MOVLIDBCPGES Movell, Inc.
[l & LDAP Base 2.0.0.20120510183754  NOVLLDAPBASE Movell, Inc.
[7] §& Managed System Gateway 2.0.0.20120607171954  NOVLIDMMSGWE Mavell, Inc.
[] & Data Collection Service Ba: 1.0.0 MNOVLIDMDCSE Movell, Inc.
[] & SAP User Management Ba: 1.01 MNOVLSAPUBASE Movell, Inc.
[] & User Application Base 101 MNOVLUABASE Movell, Inc.
[] §& SOL Server Base 101 MNOVLIDBCSSES Movell, Inc.
[] §& SAP Portal Base 101 NOVLPORTE Movell, Inc.
[] & SOAP Base 1.0.0 MNOVLSOAPBASE Maovell, Inc.
[] §& Loopback Base 2.0.0.20140129122438  NOVLLBACKB MNaovell, Inc.

=1 & hhSN1 Race 104 RIMI IRDChAWVDC Bl ol Tor

Show Base Packages Only

’ Select All l [ Deselect All ] [ Browse... ]

IShowEeadme Details } Cancel

3 Click OK to import the selected packages.

4 Review the import message, then click OK.

After you import a package, you must install the package on a driver before you can use that
package. Continue with “Installing Packages” on page 175 for instructions.
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Managing Installed Packages

The Manage Packages option allows you to manage an installed package in your Identity Manager
environment. This ensures that you only have the required packages in your environment, thus
improving the performance of the system.

The Manage Package window is displayed when Designer is launched for the first time. Alternatively,
navigate to Help > Manage Packages.

Let us understand the usage of the Manage Package feature through an example. For example,
perform the following steps to manage an installed package for the User Application driver:

1 Navigate to Help > Manage Packages.

In the Manage Packages window, select the packages you wish to retain.

NOTE: *The Notification and Common packages are selected by default. You cannot de-select
these packages.

+ The OK button is enabled only after you select a package in addition to the packages
selected by default.

Figure 6-2 Select Provisioning > User Application
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By default, all the dependent (mandatory and optional) packages for the User Application driver
that are already deployed to the Identity Vault are retained.

IMPORTANT: *Administrators who use Designer to upgrade or downgrade any driver must
retain all the listed packages.

+ Consultants working on any specific package(s), must retain only those packages.

+ Ifyou delete a package, the deleted package specific to the driver continues to work in that
project using the local copy.

+ The driver will not work in any other project, even if it is in the same workspace. You
cannot upgrade or downgrade a package in a working project.

2 Click OK.
3 Click Yes on the confirmation dialogue message.
4 Click Yes to restart Designer for the package retention changes to take effect.

After Designer restarts, a pop-up window displays stating that the selected packages are
successfully retained.

5 Click Yes.

6 (Conditional) To view the retained packages and their dependent packages, navigate to Help >
Manage Packages. You will notice that only the User Application package is retained.

To reinstall the other packages, perform an online update and then check for package updates. For
more information, see “Including Existing Packages to Drivers” on page 182.

Including Existing Packages to Drivers

To include existing packages:

1 Navigate to Windows > Preferences > NetlQ, > Package Manager > Online Updates and ensure the
Local Offline site option is selected.
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2 Click Apply and OK.

3 Navigate to Help > Check for package updates, select the package(s) you want to import.

NOTE: The Packages_backup folder contains only those packages that were shipped with the original
version of Designer that was installed. Any packages that have been updated later are not stored in
this folder. For latest package updates, perform an online update through the Preferences option.
For more information, see “Online Updates”.

Customizing Default Packages

In most cases, when you install a default package shipped by NetlQ in your environment, you need to
customize that package for the driver to function properly. You may need to add new policies to the
default package, modify existing policies and filter extensions, and configure schema mapping
policies for your environment. You can modify the content of a default package at any time using
tools provided in Designer, like the Policy Builder.

For more information about creating or modifying policies, see “Managing Policies with the Policy
Builder” in NetlQ Identity Manager - Using Designer to Create Policies. For more information about
modifying filters, see “Controlling the Flow of Objects with the Filter” in Net/Q Identity Manager -
Using Designer to Create Policies. For more information about configuring schema mapping policies,
see “Defining Schema Map Policies” in NetIQ Identity Manager - Using Designer to Create Policies.

NOTE: If you have previously worked with driver configuration files, note that there are no additional
steps required to make changes to the package content. You use Designer as you would in the past to
change a policy, filter, or any other object that is delivered in a package.

Each package has a checksum file, so that when you make changes to the content delivered in the
packages, Designer keeps track of those changes. Designer adds an icon to content that is
customized. In the figure below, the pub-cp-ADBS policy has changed, where all of the other policies
have not changed since the package was installed.
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Figure 6-3 Changed Policy
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If there is a new package available and you have customized the package, Designer prompts you to
keep your changes or overwrite the customization with the new package content.

You can also revert the customization that you made to any package at anytime.

1 In the Outline view, select an object that has changed.
2 Right-click the selected object, then click Revert Customization.

The content is reverted back to the state it was when the package was first installed. The Revert
Customization option is like an Undo option.

Managing Package Versions Using Git

NetlQ allows you to manage Designer package versions using Git. Git is an open source distributed
version control system used for storing and retrieving files. It allows you to manage, track, maintain
the history of changes, or retrieve an earlier state or compare different states of files. For more
information about Git, see Git documentation.

IMPORTANT: You can use Git to share packages when the packages are developed or staged. NetlQ
does not recommend you to use Git for Designer project versioning.
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Benefits of Using Git

Implicit backup: Git maintains multiple backup copies within the repository. This is useful in case of
an event or disk crash.

Pull and Push operation: Git allows you to copy changes to a remote or local repository.

+ The Pull operation fetches the changes from the Git repository to a local repository. This is
useful when you want to synchronize changes between the two repository instances.

+ The Push or Publish operation publishes the changes from the staging area to a local repository
and further publish them to the Git repository. You can also publish your changes directly from
the staging area to the Git repository.

How Does Git Work?

You must create a source Git repository and add the required files to it. Designer pulls files from the
Git repository. The changes are first performed on the Working Tree. Then the changes are staged in
the Staging Area before they are pushed to the Git repository.

+ Working Tree: This consists of the files that you are currently working on. You can add, modify,
or delete a file from the local code base location. You can modify multiple files at a time. You
add the changes to the Working Tree once you have modified the required information.

+ Staging Area: This is an intermediate storage area. This area has the changes that were made to
the files in the Working Tree. Git collects all changes which will be part of the next commit
action from this area.

+ Git Repository: This is the area that stores all the committed changes. The final version of the
changes are available in the Git repository.

Figure 6-4 Commit, Push, and Pull operation

Working Tree Staging area Local repository Git repository

Add to index > | Commit > | Push >

Commit and Push >
< Pull |

Let us understand how Git works. You first edit the files in the working tree. After editing the file, you
move the file from the working tree to the staging area. The Commit option is used to commit the
changes from the staging areas to the local repositories. You use the Push option again to commit
changes from the local repository to the Git repository.

Understanding Packages 185



You can directly commit the changes from the staging area to the local and Git repository by using
the Commit and push option.

NOTE: Eclipse supports only EGit and JGit plug-ins.

Adding an Existing Local Git Repository

Perform the following actions to add an existing local Git repository:

1 Navigate to Windows > Show View > Other > Git > Git Repositories.

2 Click Add an exiting local Git repository.

Figure 6-5 Add an existing local Git repository
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Select ane of the following to add a repository to this view:

0 Add an existigg local Git 1epository

3 Select the required repository and click Finish.

Cloning an Existing Local Git Repository

Perform the following actions to clone an existing Git repository:
1 Navigate to Windows > Show View > Other > Git > Git Repositories.
2 Click Clone a Git repository.

3 Specify the Git repository URL you wish to clone in the URI field in order to connect it to the
local repository. Once the URL is entered, the remaining fields are auto-populated. Enter the Git
credentials for authentication.
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Figure 6-6 Clone Git Repository
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5 (Optional) Select the branch (if any) in the Branch selection window and click Next.

By default, a local folder is created with the same repository name. This directory is an editable
field. Click Finish.

NOTE: Select the Run in Background option to allow the current operation to execute in parallel
with other Designer activities.

The cloned repository is now listed under Git Repositories.

Figure 6-7 Cloned repository listed under Git Repositories
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In the Outline view, right click on the package and select Build.
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Select the Build to cloned Git Repository; and select Release Package if you wish to release the
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NOTE: The Build directory option is grayed out when Build to cloned Git repository is selected.

For more information on releasing package, see “Releasing and Publishing Packages” on
page 240.

8 Click OK.
9 A success message appears. Click OK.

The built package is listed under Working Tree.

NOTE: Each time you edit and build the package, a new version of the package is appended to
the working tree.

10 Right click the cloned repository and click Commit. The Git Staging tab appears.

11 In the Git Staging tab, the package is listed under Unstaged Changes. Right-click on the package
and select Add to Index. The package will be listed under Staged Changes.

NOTE: You must enter a message while committing your changes to the Git repository.

12 To check-in the changes only to the local repository, click Commit. Click Commit and Push for the
changes to be checked-in to both the local and Git repository.
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13 Click Next.
14 Click Finish.

The package is listed in the Git repository.

For more information on publishing the package, see “Releasing and Publishing Packages” on
page 240.
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Creating a Local Git Repository

Perform the following actions to create a new local Git repository:

1 Navigate to Windows > Show View > Other > Git > Git Repositories.
2 Click Create a new local Git repository.

3 Specify the directory for the new repository. By default, a local folder is created. This is an
editable field and click Finish.

Figure 6-8 Create new local Git repository
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When you add files to the local GIT repository, the . gi t i gnor e file blocks some of .jar files by
default. To manually add ignored .jar files to the repository, run the command:

git add --force <file>

For example, git add --force NAME O _THE FILE. | ar.

Removing or Downgrading Packages

Use the following list of tasks to remove, uninstall, or downgrade packages or to enable or disable
factory mode on a driver.

+ “Uninstalling Packages” on page 190

+ “Downgrading Installed Packages” on page 190

+ “Removing Packages from the Package Catalog” on page 191

+ “Running a Driver in Factory Mode” on page 191

+ “De-activating Factory Mode” on page 192
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Uninstalling Packages

1 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to uninstall, then click Properties.

2 Click Packages, select the package you want to uninstall, then click the Select Operation cell.

3 Click Uninstall from the drop-down list.

Package Management S v
Installed Packages g
Installed Packages Install... Awvailabl... Operation
5 Active Directory Account Tracking 21020 Select Operation...
) Active Directory Audit Entitlements 1.040 Select Operation...
4 Active Directory Base 22320 Select Operation...
% Active Directory Default Configuration 2.5.0.20: Select Operation...
% Active Directory Entitlerents and Exchan  2.5.3.20: Select Operation...
% Active Directory Managed System Informm 1.0.1 Select Operation...
% Active Directory Password Synchronizatic  2.0.0.20 Select Operation...
& Audit Entitlements Common 1.00 Select Operation...
% Data Collection Common 1.040 Select Operation...
% Password Synchronization Common 2.00.20; Uninstall -
Select Operation...
Downgrade

4 Click Apply to uninstall the package, then click OK to close the Package Management page.

Downgrading Installed Packages

You can downgrade any package that you have upgraded. This allows you to revert the driver back to
a known state for troubleshooting purposes.

1 (Optional) Before downgrading an installed package, you may want to create a backup of all of
the customized policies in the package. For information about backing up drivers in Identity
Manager, see NetlQ Identity Manager Setup Guide for Linux or NetlQ Identity Manager Setup
Guide for Windows.

2 Right-click the Identity Vault, driver set, or driver where the package is installed that you want
to downgrade, then click Properties.

3 Click Packages, then click the Select Operation option for the package you want to downgrade.
4 From the drop-down list, select Downgrade.

5 Select the version that you want to downgrade to, then click OK.
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All versions that are available to downgrade to are listed.

6 Click Apply, then click Finish to downgrade the package.

Removing Packages from the Package Catalog

You can remove unused packages from the package catalog all at once or delete a specific package if
the package is currently not in use. If you try to delete a package that is in use, you get an error
message.

If you want to remove all unused packages from the package catalog, complete the following steps:

1 Right-click the package catalog and select Remove Unused Packages.

2 Review the list of packages to be removed and click OK.
If you want to delete a specific package from the package catalog, complete the following steps:

1 Verify that the package is currently not installed:
la Right-click the package in the package catalog, then click Properties.
1b Click Targets.
This page lists all of the objects where the package is currently installed in your project.
1c Click OK to close this page.

1d If the package is currently installed, follow the instructions in “Uninstalling Packages” on
page 190 to uninstall the package. After the package is uninstalled, continue with this
procedure.

2 Right-click the package in the package catalog, then click Delete.

3 Click Yes to confirm.

Running a Driver in Factory Mode

Designer also provides an option to remove any customizations from a driver while retaining
package configuration values and parameters. Customizations can include policies, GCVs, and
package prompts.

To run the driver without customizations is called Factory mode. The Factory mode allows you to
remove customizations from the driver through one procedure instead of removing customizations
from each package.

Factory mode is most useful for package developers who create their own custom packages for use
by other users. If you develop a package for a customer, and the customer encounters problems with
the driver after installing the package, you can enable Factory mode to troubleshoot those problems
on a “clean” driver.

NOTE: *+We do not recommend enabling Factory mode for shipped drivers or packages, as the
default drivers provided by NetlQ require customization to work in your environment.

+ You can only enable Factory mode on an individual driver. You cannot enable Factory mode on
an Identity Vault or driver set.

+ Enabling Factory mode affects all driver content, including all pre-configured and custom
packages installed on the driver.

Understanding Packages 191



192

There are two options for using Factory mode:

¢ Strict: Removes all customizations and custom configurations from your driver. Custom

*

configurations are new policies, jobs, mapping policies, or other objects created on the driver.

Relaxed: Removes all customizations but no custom configurations from your driver.

To run a driver in Factory mode:

1
2
3

In the Outline view or in the Modeler, right-click the driver, then click Driver > Properties.
Click Packages, then select Run driver in Factory mode.

Select how Package Manager handles the customizations and custom configuration of your
driver. You can select either Strict or Relaxed.

Click Activate to save the selected change.

(Optional) Click the Configure Factory mode icon # if you want to change the selected option,
then click Activate again.

Click Apply or OK to make the change active.

De-activating Factory Mode

When you turn off Factory mode on the driver, Package Manager does the following:

*

*

*

Restores all package customizations, including policies, GCVs, and package prompts
Restores custom configurations, if you selected Strict

Preserves package configuration values and parameters

To de-activate Factory mode:

1
2
3

In the Outline view or in the Modeler, right-click the driver, then click Properties.
Click Packages, then deselect Run driver in Factory mode.

(Optional) Select Reset driver to permanently reset the driver to factory defaults. When you
select this option, the following tasks are performed:

+ All package customizations are deleted
+ Custom configuration are deleted (only if you are in strict mode)
+ Package configuration values and parameters are preserved

(Optional) Select Save driver configuration to create a driver configuration file that contains the
currently values, parameters, and customization.

5 Click De-Activate.

Click Apply or OK to make the change active.
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7 Developing Packages

In addition to working with and modifying the default set of packages included in Designer, you can
create your own custom packages tailored to your particular environment.

*

*

“Why Use Custom Packages?” on page 193

“Developing Custom Packages” on page 194

“Preparing to Develop Packages” on page 195

“Creating a Base Package” on page 197

“Configuring Initial Settings” on page 199

“Working with Package Prompts” on page 204

“Creating ldentity Vault and Driver Set Packages” on page 226
“Creating Feature Packages” on page 229

“Configuring Mandatory and Optional Feature Packages” on page 230
“Adding Content to Packages” on page 231

“Copying Packages” on page 235

“Building Packages” on page 237

“Versioning Packages” on page 237

“Localizing Packages” on page 238

“Adding and Configuring Licenses” on page 239

“Releasing and Publishing Packages” on page 240

“Best Practices for Package Development” on page 241

Why Use Custom Packages?

For many users, the default set of packages you can install with Designer addresses all the relevant
areas of their Identity Manager environment.

However, at some point you may need to create a custom package outside of the default packages

provided by NetlQ. You might need to modify a shipped package, copy a shipped package, modify
and rebrand that package for use in your environment, or create a completely new package for a

custom driver.

The following sections help you to create a custom package.

Developing Packages
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Developing Custom Packages

Creating custom packages involves a different set of tasks than managing packages. You can create
packages for Identity Vaults, driver sets, and drivers. You can develop custom packages by
completing the following steps.

Before you start developing custom packages, NetlQ recommends that you also read “Best Practices
for Package Development” on page 241.

Steps See Section
1. Configure default package preferences in your “Setting Default Package Preferences” on page 195
Designer environment.
2. Create a development driver. “Creating a Development Driver” on page 195
3. Enable package development mode. “Enabling Package Development Mode” on page 196
4. Define the overall package structure. “Defining Custom Package Structure” on page 196
5. Create a custom base package. “Creating a Base Package” on page 197
6. Configure initial settings for the base package “Configuring Initial Settings” on page 199
and sub-packages.
7. Add package prompts to the base package. “Working with Package Prompts” on page 204
8. Create common Ildentity Vault and driver set “Creating Identity Vault and Driver Set Packages” on
packages. page 226
9. (Optional) Add libraries to Identity Vault and “Creating Libraries” on page 227
driver set packages.
10. (Optional) Add GCVs to Identity Vault and “Adding GCV Resource Objects” on page 228
driver set packages.
11. (Optional) Add notification templates to “Adding Notification Templates” on page 228
Identity Vault and driver set packages.
12. Create custom feature packages. “Creating Feature Packages” on page 229
13. Configure mandatory and optional feature “Configuring Mandatory and Optional Feature
packages. Packages” on page 230
14. (Optional) Add GCV resources to feature “Adding GCVs to Feature Packages” on page 232
packages.
15. (Optional) Add package prompt resources to “Adding Prompt Resources” on page 232
feature packages.
16. (Optional) Add policies to feature packages. “Adding Policies” on page 233
17. (Optional) Add filter extensions to feature “Adding Filter Extensions” on page 234
packages.
18. (Optional) Copy an existing package, if “Copying Packages” on page 235
necessary.
19. Build and test your custom packages. “Building Packages” on page 237
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Steps See Section

20. If previous versions of your packages exist, “Versioning Packages” on page 237
update the version.

21. (Optional) Export strings and prompts from “Localizing Packages” on page 238
your packages and send for localization.

22. (Optional) Release and publish your custom “Releasing and Publishing Packages” on page 240
packages for other users to download and
install.

Preparing to Develop Packages

The first step in developing custom packages is to prepare your Designer environment. You should
create a new Designer project, install a valid Identity Vault, configure any default preferences, create
a development driver to use as an installation target, enable package development mode, and
define the overall structure for your packages.

For more information about creating a project, see “Creating a Project” on page 21. For more
information about installing an Identity Vault, see “Creating a Model” on page 25.

Setting Default Package Preferences

Before you start creating custom packages, we recommend you configure default Package Manager
preferences as necessary in your environment. In particular, you should configure your Vendor
Defaults, License Defaults, and Locations Defaults preferences.

To configure your preferences, click Window > Preferences, then expand NetlQ > Package Manager
and modify preferences as necessary. For more information about preferences in Designer, see
“Setting Preferences” on page 479.

Creating a Development Driver

Complete the following steps to create a “blank” development driver you can use as a target for your
custom packages.

1 Drag and drop an application from palette into the Modeler to launch the Package Installation
Wizard. The application can be of any type.

NOTE: The Package Installation Wizard does not show any packages if the catalog is empty.

2 When Designer displays the Driver Configuration Wizard, click Cancel, without installing or
configuring any packages. Designer creates an empty driver in the Modeler and links the driver
to your Identity Vault. You can then use to add your own custom content.
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Enabling Package Development Mode

Packages can only be created and modified when the Identity Vault is running in package
development mode.

1 Either in the Outline view or the Modeler, right-click the Identity Vault, then click Properties.
2 Select Enable Package Developer Mode, then click OK.

NOTE: If you disable package development mode, you can then only view the properties of a
package in the Package Catalog or compare the current version of a package to other available
package versions.

You cannot create packages, add objects to packages, remove objects from packages, or sync
packages on a driver or driver set with package development mode disabled.

Defining Custom Package Structure

At the start of the package-creation process, you should define the structure you want to use for the
packages you create, including mapping out the specific base packages and feature packages you
need.

Use questions like the following to define your package structure:

+ To which package categories and groups will your packages belong?
+ To which driver types does this package apply?

+ On which targets do you plan to install packages?

+ Which feature packages are mandatory?

+ Which feature packages are optional?

+ Which features can be used by other drivers?

+ Which package prompts or settings will be used across feature packages and need to be stored
in a base package?

+ Does your package or driver require functionality included in any default packages?

+ Can some functionality be included in higher-level driver set and Identity Vault packages, for
use by all packages and drivers?

In addition to creating new prompts, GCVs, and other objects, you can use the “common” packages
provided by NetlQ in your own package or driver.

For example, the NetlQ Common Settings (NOVLCOMSET) driver set package configures the default
location for storing user and group identity information in the Identity Vault, and the default LDAP
Classes (NOVLLIBLDAP) driver set package includes an ECMAScript that allows you to search any
LDAP source from Identity Manager. Before developing your own custom packages, we recommend
you familiarize yourself with the existing functionality provided in the default packages.

For information about configuring mandatory and optional packages, see “Configuring Mandatory
and Optional Feature Packages” on page 230. For best practice information about configuring
package dependencies, see “Defining Package Relationships” on page 242.
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Creating a Base Package

When creating custom packages, you first need to create a new base package. The base package acts
as a master list that tells Designer how to assemble all the custom sub-packages you create.

Base packages should not contain content such as policies or resource objects. We recommend only
including package prompts and initial settings information in your base package.

WARNING: Designer does not automatically check if a package functions properly or is complete. If
you attempt to deploy a package that is incomplete or does not work correctly, you can
inadvertently modify your package targets.

Complete the following steps to create a custom base package.
1 (Optional) If you want to create a new package category, navigate to the Outline view in
Designer and complete the following steps:
1a Right-click the package catalog, and then select New Category.
1b Specify the name of the category, then click OK.

For example, if you want to create a base package for a database application driver, you
could specify Dat abase as the category name.

N

(Optional) If you want to create a new package group within a category, complete the following
steps:

2a Right-click the package category where you want to create a group and select New Group.
2b Specify the name of the package group, then click OK.

For example, if you want to create a base package for a database application driver, you
could specify the name of the specific database application as the group name.

3 Right-click the package group where you want to create a new package and select New Package.

NOTE: All packages must belong to a category and a group within that category. You cannot
create a package outside of a package group.

4 Specify a name, version number, and description for the package in the appropriate fields.

5 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.

NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [ Vendor ] [ Target systeni[Wat package does].

For example, if you have a base Active Directory package created by NetlQ, the package short
name could be NTI QADI RBASE.

Click the Type drop-down menu and select Driver.
Select Base Package.

Verify the package category and group are correct.

O 0 N O

Click Next.
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11

12

13
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15
16
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18
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20

21

In the IDM Compatibility section, select the minimum and maximum versions of Identity
Manager that this package is compatible with. For example, if you create a new package in an
Identity Manager 4.7 environment that uses a feature only available in 4.5, you can use the
minimum version to prevent users with Identity Manager 4.0.1 or earlier to install the package.

In the Application Compatibility section, select the minimum and maximum versions of the
managed application that this package is compatible with.

NOTE: Identity Manager does not currently enforce restrictions on the minimum and maximum
application versions specified. Identity Manager can only provide a recommendation to user
who try to install the package.

Select one or more driver types in the Available Driver Types list with which you want the
package to be compatible and use the right-arrow icon to move them to the Supported Driver
Types list

NOTE: The package must support at least one driver type. Ensure you select the type of
application you used when creating your development driver, or select <Al | > if you want the
package to support all possible driver types.

Click Next.

Specify or modify the vendor information you want to include in the package, then click Next.
You must specify the vendor name for the package.

Review the Summary page and click Finish.

(Optional) If you want to require a particular non-feature package, like a common driver set
package, be installed along with your base package, complete the following steps:

16a In the Outline window, expand the Package Catalog and navigate to the version of the base
package you created in the preceding steps.

16b Right-click the base package and select Properties.
16¢ In the Properties window, click Dependencies.

16d Click the plus icon to and select the package you want to add as a dependency. For more
information about common Identity Vault and driver set packages, see “Creating Identity
Vault and Driver Set Packages” on page 226.

16e Click OK.

Drag and drop a development driver from the palette. Follow the steps in “Creating a
Development Driver” on page 195 in case you wish to install a development driver.

In the Modeler, right-click the development driver, then click Driver > Properties.

In the Properties window, click Packages to install the base package on the driver.

NOTE: Ensure that the package created in Step 7 is listed.

The package list is initially filtered by driver types. To see all available driver packages, deselect
Show only applicable package versions.

Click OK.
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Configuring Initial Settings

After you create your custom base package, configure the initial package settings you want to use for
the driver. When you install the driver, the driver’s initial settings create a set of objects that the
driver needs for startup. The initial settings for a driver are specified as ds-object code. The ds-object
code installs driver shim parameters, driver start options, named passwords, GCVs, and filters.

When you create a package, the initial settings XML for the package is empty by default. This is
displayed in the Package Properties window. Unless you are extremely proficient with XML and
possess a good understanding of Identity Manager schema, NetlQ recommends that you populate
your initial settings from an existing template.

You can use a working driver as a template, if you want your package to use specific settings from
that driver. For example, if you want to create a custom eDirectory package, you can use an
eDirectory driver as your development driver and populate your initial settings from the
development driver.

If you only want to include minimum initial settings in your package and configure them manually,
you can also add an empty Generic App driver. You can only add certain driver properties as ds-
attribute objects in the initial settings, as listed in the table below.

ds-attribute Object Identity Vault Mapped Type Description
Driver Attribute
name CN String Specifies the name of the
driver.
appl i cati on-schema Di r XM_- XML Specifies the schema of the
Appl i cati onSchema application to which the driver

connects. Each application has
its own schema, but Identity
Manager does not necessarily
use all classes or attributes
from an application schema.

For more information about
application schema, see
“Managing a Copy of an
Application Schema” on
page 166
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ds-attribute Object

Identity Vault Mapped
Driver Attribute

Type

Description

configuration-
mani f est

driver-filter-xmn

reci procal -links

driver-inmage

Di r XML-
Conf i ghani f est

DirXM.-DriverFilter

Di r XM_-
Reci procal AttrMap

Di r XML- Dri ver | mage

XML

XML

Caninclude a
class and
attributes.

XML

String

Contains the driver health
configuration settings for the
driver. These settings allow you
to monitor the state of the
driver and configure the driver
to perform actions
automatically depending on
the driver’s health state.

For more information about
the Driver Health
Configuration, see “Driver
Health Configuration” on
page 95.

Specifies how the driver should
filter incoming data. NetlQ
recommends that you do not
use this attribute to configure
the base driver filter, instead
create filter extension objects.

For more information about
creating filter extension
objects, see “Adding Filter
Extensions” on page 234

The Reciprocal Attributes
property page lets you create
and manage backlinks
between objects. For example,
the Group object includes a
Members attribute that
contains pointers to all User
objects that belong to that
group. Similarly, each User
object includes a Group
Membership attribute that
points to the Group objects of
which that user is a member.
These two-way links between
objects are known as
reciprocal mappings.

For more information about
reciprocal links, see
“Reciprocal Attributes” on
page 105

Driver image is a 64-bit
encoded image that represents
the driver in the iManager
Web interface.
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ds-attribute Object Identity Vault Mapped Type Description
Driver Attribute

trace- nane Di r XML- Tr aceNane String Trace name helps you track
trace messages. This name
appears in the driver trace
messages. Use a trace name if
the driver name is very long.

For more information about
Driver Trace, see “Driver Trace
Levels” on page 108

trace-file Di r XML- TraceFi |l e String When you set a value to this
field, all Java information for
the driver is written to the file.
The value for this field is the
path for that file. As long as the
file is specified, Java
information is written to this
file. If you do not need to
debug Java, leave this field

blank.
trace-file-encoding DirXM- String Specifies the trace file
TraceFi | eEncodi ng encoding. The trace file uses

the system’s default encoding.
You can specify another
encoding if desired.

trace-| evel Di r XML- Tr aceLevel Integer You can add a trace to your
driver. With the driver trace
level set, DS Trace displays
driver-related ldentity
Manager events, at the level of
detail specified by the driver
trace level as the engine
processes the events. The
driver trace level affects only
the driver or driver set where it

is set.
trace-size-limt Di r XM- Integer Allows you to set a limit for the
TraceSi zeLi m t Java trace file. If you set the

file size to Unlimited, the file
grows in size until there is no
disk space left.

j ava- nodul e DirXML-JavaModule String Specifies the driver shim XML
configuration the driver uses.
For example,
com novel | . nds. di rxm .
driver.nds. Driver Shim
nmpl or
com novel | .idmdriver.
Conposer Dri ver Shi m
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ds-attribute Object

Identity Vault Mapped
Driver Attribute

Type

Description

nati ve- nodul e

driver-trace-level

log-limit

shim-auth-id

shim-auth-server

| og-events

DirXML-NativeModule

DirXML-DriverTracelLevel

DirXML-LogLimit

DirXML-ShimAuthID

DirXML-ShimAuthServer

DirXML-LogEvents

String

Integer

Integer

String

String

XML

Specifies the name of the DLL
file that will be instantiated for
the application shim
component of the driver.

With the trace set, DS Trace
displays Identity Manager and
DirXML events as the engine
processes the events. The
trace level affects each driver
in the driver set. Use the trace
level for troubleshooting issues
with the drivers when they are
deployed. DS Trace displays the
output of the specified trace
level.

Allows you to set a limit for the
log file.

Specifies the application user
ID. This ID is used to pass
Identity Vault subscription
information to the application.
If you enabled SSL/TLS for
eDirectory drivers, this option
is greyed out.

For more information about
shim, see “Custom Shims” on
page 512

The server that the driver is
associated with.

Specifies the types of events
you want the driver to log in
the audit log. For example, you
can configure the driver to log
errors, warning, or specific
events like object
modifications.

By default, the driver uses the
settings from the driver set, as
specified in the Log Level tab in
the driver set Properties
window.

For more information about
configuring log levels, see
“Driver Set Log Levels” on
page 81.
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ds-attribute Object Identity Vault Mapped Type Description
Driver Attribute

shimconfig-info DirXML-ShimConfiginfo XML Specifies the Driver
Parameters settings displayed
in the Properties window for
the driver.

gl obal - confi g-val ues DirXML-ConfigValues XML Specifies any GCVs configured
on the driver. For more
information about GCVs, see
“Driver Global Configuration
Values” on page 93.

gl obal - engi ne-val ues DirXML- XML Specifies the engine control
EngineControlValues values used by all drivers,
including the Subscriber
channel retry interval and
maximum eDirectory
replication wait time.

For more information about
engine control values, see
“Engine Control Values” on
page 89.

driver-start-option DirXML-DriverStartOption  Integer Specifies the default startup
option for the driver. For more
information about driver
startup options, see “Startup
Option” on page 88.

named- passwor d DirXML-NamedPasswords  String Specifies any named
passwords configured on the
driver. For more information
about named passwords, see
“Driver Named Passwords” on
page 103.

driver-cache-limit DirXML-DriverCacheLimit Integer Specifies the limit to the driver
cache file. By default, the
driver cache (file) size is limited
only by available disk space.
This is the recommended
setting.

For more information about
driver-cache-limit, see“Driver
Configuration” on page 87

driver-password DirXML-ShimAuthPassword  String The driver shim password is
prompted for during import.

Complete the following steps to add initial settings to your base package.

1 In the Outline view, right-click the base package, then select Properties.

2 Click Initial Settings.
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3 Click Populate From Template.

WARNING: When you populate your initial settings from a template, Designer overwrites any
XML currently in the Initial Settings window. If you have any previously-customized XML, ensure
that you save the existing XML before clicking Populate From Template.

4 In the Model Browser window, select the driver you want to use as a template, then click OK.

NOTE: You can use any driver currently available in your workspace to populate your Initial
Settings window.

5 Modify the package initial settings as necessary for your environment.
6 When finished, click OK.

Working with Package Prompts

After you create a base package, we recommend you create package prompts for use in your
packages. Package prompts should be stored in the base package, rather than in specific feature sub-
packages, so that all feature packages can use the configured prompts if needed.

Understanding Package Prompts

Package prompts allow users to configure the packages included in a driver during the driver
installation process. When a user installs a driver, they provide configuration information necessary
for that user’s environment.

Some packages include default configuration information built into the package by the package
developer, but many configuration properties must be specified at the time of installation. For
example, users may need to specify the IP address of the target system or the name of the Identity
Vault container used to store user or group information.

The Driver Configuration Wizard provides one or more windows that includes fields where the user
can configure the driver. The windows the Driver Configuration Wizard displays are package
prompts. You can use package prompts to modify any of the properties of a driver, including the
driver name, driver configuration parameters, GCVs, or job parameters.

Prompts are stored as Resource objects and are typically stored in the base package of a driver. Each
prompt Resource object can contain one or more fields, which is displayed to the user in the Driver
Configuration Wizard. Each prompt corresponds to a window within the Wizard and can be required
or optional, as necessary.

The following graphic provides an example of a default Initial Settings prompt:
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¥ Feature Selection Install LDAP Base 2.0.0.20120510183754
@ Selact Drver Base Configuration (@D * Required G
Select Mandatory Features
@ Select Optional Features
= Installation Tasks

% Install LDAP Base 2.0.0.201 2051018375 Authentication 1D cn=Directory Manager @

Install Audit Entitlements Common 1.0.0

Application Authentication

Connection Infarmation 127.0.0.1:38% 3]

Install LDAP Audit Entitlements 1.0.0

Install Password Synchronization Comim
Install LDAP Account Status Suppart 1.0
Imstall LDAP Dafault Conflguration 2.0.0.]

Passward Set Password . Rl

Install LOAP Password Synchronzation

Install Data Collection Common 1.000

Install LDAP Managed System Informatic

Install LDAP Entitiements 2.0.5 2012061

Imstall LDAP Accaunt Tracking 2.0.0.201
= Installation Summary

Canfirm Installation Tasks

@ < Back et = Cancel

] |

NOTE: *A package can contain no prompts or many prompts, depending on the needs of the driver.

+ When you install a package, the Driver Configuration Wizard displays package prompts
according to the Order parameter value of each prompt. To configure the order in which your
prompts appear, right-click the prompt resource in the Outline view and select Properties,
specify the value you want to use for the Order parameter, and click OK.

+ Each package prompt is a Resource object of the type appl i cati on/
vnd. novel | . di rxm . pkg- pronpt +xm .

Designer creates a default pair of XSL style sheets when you create a new package prompt. You can
modify those style sheets to fit your needs. Designer uses XSL style sheets to transform both the
prompt fields displayed in the Driver Configuration Wizard and package items contained in the
target packages specified for the prompt.

The prompt transform configures the way the prompt looks in the Wizard, while the target
transform takes information users input using the prompts and modifies objects in your
environment depending on that input. Prompts can set values in GCVs and be used to configure
specific features of the driver, such as using entitlements or synchronizing passwords. For more
information about package transformations, see “Understanding Package Prompt Transformations’
on page 208.

’

Understanding Package Prompt Types

There are eight types of default package prompts available in Designer:

+ Driver Name
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+ Global Configuration
+ Initial Settings

+ Job

+ Remote Loader

+ Upgrade Settings

+ MSyslinfo Classification

¢ Custom

Each type of package prompt has its own set of default fields. However, you can add new fields to a
package prompt to configure other driver configuration properties, as necessary in your
environment. When you add a new prompt field, Designer creates a GCV for that field.

The following sections describe the different default package prompt types.

NOTE: +You can only generate package prompt resources of the Driver Name, Initial Settings,
Remote Loader, or Upgrade Settings types from the Package Catalog.

+ To generate Global Configuration and Job package prompts, you must first create a
corresponding object, then generate a prompt for the object and add the prompt to a package.

+ To generate a Custom package prompt, you must create a Resource object of the
application/vnd. novel | .dirxm . pkg+pronpt +xm type.

+ MSyslinfo Classification package prompts are created outside of the package prompt interface.

+ You can only generate Driver Name and Remote Loader package prompt resources on a base
package.

Driver Name

This type of package prompt allows users to specify the name of the driver. The only prompt field
included in this package prompt is Driver Name.

Field Display Name Field Attribute Name

Driver Name name

This package prompt is only available for base packages.

Global Configuration

This type of package prompt allows users to modify the properties of one or more GCV resources.

For more information about creating a Global Configuration package prompt, see “Creating Global
Configuration Prompts” on page 223.
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Initial Settings

This type of package prompt allows users to configure the initial driver configuration properties of a
driver object. For example, a user can specify the connection information and password they want to
use for the driver.

For more information about configuring the initial settings for a driver, see “Configuring Initial
Settings” on page 199.

Field Display Name Field Attribute Name
Authentication ID shimauth-id
Connection Information shi m aut h- server
Password shi m aut h- password
Job

This type of package prompt allows users to modify specific parameters of a job contained in the
package.

Remote Loader

This type of package prompt allows users to configure the Remote Loader settings for the driver. If
your driver supports the Remote Loader, you must include the Remote Loader package prompt in
your package. Packages typically display the Remote Loader package prompt last during driver
installation.

Field Display Name Field Attribute Name
Connect To Remote Loader use-renot e- | oader
Host Name rl-hostname

Port rl-port

KMO ri-kno

Other parameters rl-other

Remote Password rl-password

Driver Password driver-password
Manager Password Manager Passwor d

This package prompt is only available for base packages.
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Upgrade Settings

This type of package prompt contains style sheets that maintain your custom package settings so
that they are not overwritten when you upgrade or downgrade the package.

The Upgrade Settings package prompt contains no prompt fields.

MSyslinfo Classification

This type of package prompt allows users to specify the classification of a particular managed system
and the type of environment the managed system provides. The Reporting module can then classify
the driver by managed system or environment in reports.

NOTE: This package prompt is typically only used in specialized drivers like eDirectory.

Users can select one of the following options for the classification of a managed system:

+ Mission-Critical
+ Vital

+ Not-Critical

¢ Other

Users can select one of the following options for the environment of a managed system:

+ Development
¢ Test

+ Staging

* Production
¢ Other

Custom

This type of package prompt can be customized to modify anything the package installs. The target
of a custom package prompt is any object in the package that you want users to be able to change
when installing and configuring the driver. For example, if you want users to modify a policy during
the installation process, you can create a custom package prompt and specify the policy as the target
for the prompt.

For more information about creating custom package prompts, see “Creating Package Prompt
Resources” on page 224.

Understanding Package Prompt Transformations

When you install a package, Designer performs the following tasks for each prompt that belongs to
the package:

+ Reads the prompt
+ Applies the prompt transform XSL on the prompt XML
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+ Displays the transformed prompt in the Driver Configuration Wizard

+ Receives the values specified by the user in the Driver Configuration Wizard

+ Applies the target transform XSL on the target object using the values specified by the user and
the initial package settings

The following diagram displays the Designer workflow for prompt transformations:

Start Package
Installation i Y
¥ ]
_d
Prompt Transform Processing
¥ | | 4
Fl
Target Package Content | * '
I
Package Users
Installation In=stalling
- Process Package
¥
d
Target Transform Processing
¥
Package Installation é - "
Completed A

Prompt transforms are typically used for conditional prompting, where the Driver Configuration
Wizard only displays a prompt if specific conditions are met. For example, when you install a driver,
the Driver Name prompt allows you to specify a name for the driver. However, when you run view
the driver properties after installation, Designer does not display the Driver Name prompt.

Target transforms are typically used to modify different types of targets during the driver installation
process. For example, target transforms allow you to modify the named password used by a
particular driver, based on the password the user specifies in a package prompt.

NOTE: Most package developers can use an existing XSL style sheet for their package-creation needs.
However, advanced users may need to customize the XSL style sheets. To customize prompt and
target transforms, you should understand the style sheets and the inputs the style sheets receive.
See the sections below for information about default style sheets and inputs.

Each transform includes three XML documents, defsDoc, curDoc, and npDoc, as well as the boolean
propertyWizard flag.
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These four components allow you to apply a transform to a prompt or target, depending on your
needs. You add defsDoc, curDoc, npDoc, or propertyWizard to your transform as parameters in the
XSL code. For more information about the transform parameters, see the following sections.

defsDoc

This XML parameter contains the prompts, or configuration value definitions, including the values
specified by the user on the prompt page.

Sample document:

<configuration-val ues>
<definitions>
<header di spl ay- nane="Aut hentication"/>
<definition display-name="SAP User |D' nandatory="true"
nane="shi maut h-id" type="string">
<description>The I D of the User this driver will use for SAP
Logon. This is referred to as 'User' in the SAP Logon screen. </
descri ption>
<val ue>i dndri ver </ val ue>
</definition>
<definition display-name="SAP User Password" mandatory="true"
name="shi m aut h- password" type="password-ref">
<description>The User password this driver will use for SAP
Logon. This is referred to as 'Password' in the SAP Logon screen. </
descri ption>
<val ue>shi m aut h- passwor d</ val ue>
</definition>
</definitions>
</ configuration-val ues>

curDoc

In the case of an upgrade or downgrade using the Installation Wizard, this parameter contains the
XML content of the currently installed prompt target. In the case of an initial install using the Driver
Configuration Wizard, this document is empty.

Sample document (only an excerpt, as these docs are rather large):

<ds-attributes>
<ds-attribute ds-attr-nane="shimauth-id">
<ds-val ue>i dndri ver </ ds- val ue>
</ds-attribute>
<ds-attribute ds-attr-nane="shi mauth-server">
<ds-val ue>127. 0. 0. 1</ ds- val ue>
</ds-attribute>
<ds-attribute ds-attr-name="driver-start-option">
<ds-val ue>2</ ds- val ue>
</ds-attribute>
</ds-attributes>
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npDoc

In the case of an upgrade or downgrade, this parameter contains an XML representation of all
named passwords available on the prompt target.

Only the names of existing passwords are available, not their values. If a named password has been
set using a prompt, both its name and value are available.

To set a named password, append the following structure to the transform target:

<ds-attribute ds-attr-name="named- password">
<ds-val ue di spl ay- name="Password 1" nanme="pwdl">1</ds-val ue>
<ds-val ue di spl ay- name="Password 2" nane="pwd2">2</ds-val ue>
</ds-attribute>

NOTE: *The transform target must support named passwords.

+ You cannot get or modify passwords using a handle to the npDoc document. For security
reasons, the value of the password itself is never displayed.

Sample document:

<named- passwor ds>
<naned- passwor d nanme="pr onpt edPwd" >pr onpt edVal ue</ named- passwor d>
<naned- passwor d nanme="exi sti ngPwd"/ >

</ named- passwor ds>

propertyWizard Flag

This boolean parameter indicates if the package is installed from the Installation Wizard, which is
launched from the package Properties window, or from the Driver Configuration Wizard, which
Designer launches when you install a new driver. The possible options aret r ue (Installation Wizard)
or f al se (Driver Configuration Wizard).

This parameter allows you to configure a package prompt to be displayed or hidden depending on
the wizard. For the Driver Name prompt, this parameter is set to f al se by default, so that Designer
only prompts users for the driver name in the Driver Configuration Wizard.

Example Default Prompt Transformations

As discussed previously, each of the default package prompt types contains both a prompt
transformation and a target transformation. The following subsections provide examples of some of
the default prompt transformation stylesheets.

Driver Name

The default prompt transformation for a Driver Name package prompt uses the propertyWizard flag
to check if the user is viewing the prompt in the Installation Wizard or Driver Configuration Wizard,
then pre-populates the prompt with an existing value, if a driver name already exists.
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<xsl : param name="propertyW zard"/ >
<xsl:tenpl ate mat ch="header[ @iri ver-nane="true']">
<xsl:if test="$propertyWzard="false' ">
<xsl : copy>
<xsl| : appl y-tenpl ates sel ect="@| node()"/>
</ xsl : copy>
</xsl:if>
</ xsl : tenpl at e>
<xsl:tenplate match="definition[ @river-name="true']">
<xsl:if test="$propertyWzard="false ">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>

</xsl:if>
</ xsl:tenpl at e>
<l-- pre-popul ate prompts with existing values -->
<xsl:tenpl ate match="definition/val ue">

<xsl :vari abl e nane="nane" select="../ @ane"/>

<xsl :vari abl e nane="curVal ">
<xsl : choose>
<xsl :when test="$curDoc//ds-val ue[../ @s-attr-nane=$nane]/text()">
<xsl : val ue- of sel ect ="$cur Doc//ds-val ue[../ @s-attr-name=$nane]/
text()"/>
</ xsl : when>
<xsl : ot herwi se>
<xsl : val ue- of sel ect ="$cur Doc//val ue[../ @anme=$nane]/text()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:vari abl e>
<xsl : choose>

<!-- backfilling fromcurrent value -->
<xsl : when test="3%$curVal ">
<val ue>
<xsl : val ue- of sel ect="$curVal"/>
</ val ue>
</ xsl : when>
<l-- no current value found -->

<xsl : ot herw se>
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:tenpl at e>
<l-- identity transformation tenplate -->
<xsl:tenpl ate match="node()| @">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl : tenpl at e>
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Initial Settings

The default prompt transformation for an Initial Settings package prompt pre-populates the prompt

fields with existing values, if applicable.

<xsl : param name="propertyW zard"/ >
<xsl:tenpl ate match="header[ @iri ver-nane="true']">
<xsl:if test="$propertyWzard="false' ">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</xsl:if>
</ xsl : tenpl at e>
<xsl:tenplate match="definition[ @river-name="true']">
<xsl:if test="$propertyWzard='fal se'">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>

</xsl:if>
</ xsl : tenpl at e>
<l-- pre-popul ate prompts with existing values -->
<xsl:tenpl ate mat ch="definition/val ue">

<xsl :variabl e name="nane" sel ect="../ @ane"/>

<xsl :variabl e name="cur Val ">
<xsl : choose>

<xsl :when test="$curDoc//ds-val ue[../ @s-attr-nane=$nane]/text()">
<xsl : val ue- of sel ect ="$curDoc//ds-val ue[../ @s-attr-name=$nane]/

text()"/>
</ xsl : when>
<xsl : ot her wi se>

<xsl : val ue- of sel ect="$curDoc//val ue[../ @ane=$nane]/text()"/>

</ xsl : ot herw se>
</ xsl : choose>
</ xsl :vari abl e>
<xsl : choose>
<!-- backfilling fromcurrent value -->
<xsl : when test="%$curVal ">
<xsl:vari abl e name="checkRenot e" >
<xsl : choose>

<xsl : when test="%$nane='shi maut h-server' or $nane='shi m aut h-

password' ">
<xsl:val ue-of select=""'true'"/>
</ xsl : when>
<xsl : ot herw se>
<xsl:val ue-of select="'false"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl :vari abl e>
<xsl : choose>
<xsl :when test="$checkRenote="true' and starts-with($curVal
' REMOTE' ) " >
<val ue>
<xsl : val ue-of sel ect="substring-after($curval, ')')"/>
</ val ue>
</ xsl : when>
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<xsl : ot herw se>
<val ue>
<xsl : val ue- of sel ect="%curVal "/ >
</ val ue>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : when>
<l-- no current value found -->
<xsl : ot herw se>
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:tenpl at e>
<I-- identity transformation tenplate -->
<xsl:tenpl ate match="node()| @">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl:tenpl at e>

Example Default Target Transformations

The following subsections provide examples of some of the default target transformation
stylesheets.

Global Configuration

The default target transformation for a Global Configuration package prompt applies the specified
prompt values to a global configuration object.

<xsl : param nanme="propertyW zard"/ >
<!-- handl e non-existing named passwords -->
<xsl:tenplate match="ds-attributes">
<xsl : copy>
<xsl :apply-tenpl ates select="@"/ >
<xsl : choose>
<l-- no named passwords defined in initial settings -->
<xsl :when test="count (ds-attribute[ @s-attr-nane=" naned-
password'])=0">
<ds-attribute ds-attr-nanme="naned- password">
<xsl : for-each sel ect ="$npDoc// named- passwor ds/ naned-
passwor d[ count ( $def sDoc// definition[ @ype="' password-ref']/
val ue[text () =@ane] ) >0] ">
<ds-val ue displ ay- name="a" nanme="a">bb</ds-val ue>
</ xsl : for-each>
</ds-attribute>
</ xsl : when>
<l-- paned passwords defined in initial settings -->
<xsl : ot herw se>
<xsl : appl y-tenpl at es sel ect="node()"/>
</ xsl : ot herw se>
</ xsl : choose>
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</ xsl : copy>
</ xsl : tenpl at e>
<!l-- handl e existing naned passwords -->
<xsl:tenplate match="ds-attri bute[ @s-attr-nane=' naned- password']">
<xsl : copy>
<xsl :apply-tenpl ates select="@"/ >
<xsl :for-each sel ect="ds-val ue">
<xsl : copy>
<xsl:apply-tenpl ates select="@"/>
<xsl :vari abl e nane="npNanme" sel ect="@ane"/>
<xsl :vari abl e nane="npVal ue" sel ect ="$npDoc// naned- passwor ds/
naned- passwor d[ @ane=$npNane] /text ()"/>
<xsl : choose>
<xsl :when test="string-|ength($npVval ue)>0">
<xsl : val ue-of sel ect ="$npVal ue"/ >
</ xsl : when>
<xsl : ot her wi se>
<xsl : val ue-of select="."/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : copy>
</ xsl:for-each>
</ xsl : copy>
</ xsl:tenpl at e>

<l-- inject pronpt values into target definitions -->
<xsl:tenpl ate match="definition/val ue">
<xsl :vari abl e nane="nane" select="../ @ane"/>

<xsl :variabl e nane="pronpt Val " sel ect ="$def sDoc// val ue[. ./
@ane=$nane] "/ >
<xsl : choose>
<l-- inject value fromprompt -->
<xsl : when test="$pronpt Val ">
<xsl : copy>
<xsl : val ue- of sel ect ="$pronpt Val "/ >
</ xsl : copy>
</ xsl : when>
<l-- no current value found -->
<xsl : ot herwi se>
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl: ot herw se>
</ xsl: choose>
</ xsl:tenpl at e>
<l-- jidentity transformation tenplate -->
<xsl:tenpl ate match="node()| @">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl : tenpl at e>
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Remote Loader

The default target transformation for a Remote Loader package prompt handles Remote Loader-
specific prompt fields. The target transformation also provides the Remote Loader parameters and
password to the Initial Settings package prompt to use in the Connection Information and Password
fields.

<xsl : param name="propertyWzard"/ >
<xsl:tenplate match="ds-attribute[ @s-attr-name="driver-password ]"/>
<!-- Renove the native nodule if we are running renote -->
<xsl:tenplate match="ds-attribute[ @s-attr-name='native-nodule']">
<xsl :vari abl e nane="useRenot eLoader" sel ect ="$def sDoc//
definition][ @ane="use-renote-loader']/value/text()"/>
<xsl:if test="$useRenptelLoader='fal se'">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>

</xsl:if>
</ xsl : tenpl at e>
<l-- Replace the java module with the renote shimif we are running
remote -->
<xsl:tenplate match="ds-attribute[ @s-attr-nanme='java-nodul e']/ds-val ue/
text()">

<xsl :vari abl e nane="useRenot eLoader" sel ect ="$def sDoc//
definition][ @ane="use-renote-loader']/value/text()"/>
<xsl : choose>
<xsl : when test="$useRenot eLoader="true' ">
<xsl : val ue- of
sel ect=""com novel | . nds.dirxm .renote.driver.DriverShimnpl'"/>
</ xsl : when>
<xsl : ot herw se>
<xsl :val ue-of select="."/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl :tenpl at e>
<xsl:tenplate match="ds-attributes">
<xsl :vari abl e nane="useRenot eLoader" sel ect =" $def sDoc//
definition][ @ane="use-renote-loader']/value/text()"/>
<xsl:variabl e nane="rl Host" sel ect =" $def sDoc//definition[ @ane="rl -
host nane' |/ val ue/text ()"/>
<xsl:variable nane="rl Port" sel ect ="$def sDoc//definition[ @ane="rl -
port']/value/text()"/>
<xsl :vari abl e nane="r| KMOTenp" sel ect =" $def sDoc// definition[ @ame="rl -
kmo']/val ue/text()"/>
<xsl :variabl e nane="r| KMO' >
<xsl : choose>
<xsl : when test="string-1ength($rl KMOTenp) >0" >
<xsl : choose>
<xsl :when test="contains($rl KMiTenp, ' ')">
<xsl:variabl e name="cl" sel ect ="concat ( &quot ; &pos; &quot ; ,
$r | KMOTenp) "/ >
<xsl :variabl e name="c2" sel ect="concat ($cl,
&guot ; &apos; &quot ;) "/ >
<xsl : val ue-of sel ect="concat(' km=", $c2)"/>
</ xsl : when>
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<xsl : ot herw se>
<xsl :val ue-of sel ect="concat (' kmo=', $rl KMOTenp)"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : when>
<xsl : ot herw se>
<xsl :val ue-of select=""""/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:vari abl e>
<xsl :variabl e nane="r| O her Temp" sel ect =" $def sDoc/ /
definition[ @anme="rl-other']/value/text()"/>
<xsl :variabl e name="r| O her">
<xsl : choose>
<xsl :when test="string-1ength($rl & her Tenp) >0" >
<xsl :val ue-of select="concat(' ', $rl Q& herTemp)"/>
</ xsl : when>
<xsl : ot herwi se>
<xsl :val ue-of select=""""/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:vari abl e>
<xsl :variabl e nane="r| Pwd" sel ect ="$npDoc// named- passwor d[ @ame="r| -
password']/text()"/>
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
<xsl:if test="%useRenotelLoader="true' ">
<l-- inject the driver password if running renote -->
<xsl :for-each sel ect ="$npDoc// naned- passwor ds/ naned-
passwor d[ @ane="driver-password' ]J/text()">
<ds-attribute ds-attr-name="driver-password">
<ds-val ue>
<xsl : val ue-of select="."/>
</ ds-val ue>
</ds-attribute>
</ xsl : for-each>
<l-- Add a java nodule attribute node if one does not exist -->
<xsl : choose>
<xsl:when test="ds-attribute[ @s-attr-nane="java-nodule']">
<l-- Do nothing -->
</ xsl : when>
<xsl : ot herw se>
<ds-attribute ds-attr-name="java-nodul e">
<ds-
val ue>com novel | . nds. di rxm . renot e. dri ver. Dri ver Shi m npl </ ds- val ue>
</ds-attribute>
</ xsl : ot herw se>
</ xsl : choose>
<xsl:if test="$%rl Host">
<l-- Add a shimauth-server attribute node if one does not exist

<xsl : choose>
<xsl:when test="ds-attribute[ @s-attr-nane="shi mauth-server']/
ds-val ue/text()">
<!-- Do nothing -->
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</ xsl : when>
<xsl : ot herw se>
<ds-attribute ds-attr-nanme="shi mauth-server">
<ds- val ue>REMOTE( host nane=<xsl : val ue- of sel ect="%rl Host"/ >
port=<xsl :val ue-of select="%rlPort"/>
<xsl :val ue-of sel ect="%$rl KMJ'/ >
<xsl :val ue-of select="%rl & her"/>)</ds-val ue>
</ds-attribute>
</ xsl : ot herw se>
</ xsl : choose>
</xsl:if>
<xsl:if test="8%rl Pwd">
<l-- Add a shi maut h-password attri bute node if one does not exi st

<xsl : choose>
<xsl :when test="ds-attribute[ @s-attr-name="shi maut h-
password']/ds-value/text()">
<l-- Do nothing -->
</ xsl : when>
<xsl : ot her w se>
<ds-attribute ds-attr-nanme="shi maut h- password">
<ds- val ue>REMOTE( <xsl : val ue- of sel ect ="$r| Pwd"/ >) </ ds- val ue>
</ds-attribute>
</ xsl : ot herwi se>
</ xsl : choose>
</xsl:if>
</xsl:if>
</ xsl : copy>
</ xsl:tenpl at e>
<!-- Fix up shimauth-server if running renmote and one al ready exists -->
<xsl:tenplate match="ds-attribute[ @s-attr-nanme="shi mauth-server']/ds-
val ue/text()">
<xsl :vari abl e nane="useRenot eLoader" sel ect ="$def sDoc//
definition[ @anme="use-renote-loader']/value/text()"/>
<xsl :variabl e nane="r| Host" sel ect ="$defsDoc//definition[ @anme="rl -
host nane' ]/ val ue/text()"/>
<xsl:variabl e nane="r| Port" sel ect ="$defsDoc//definition[ @ame="rl-
port']/valuel/text()"/>
<xsl :variabl e nane="r| KMOTenp" sel ect =" $def sDoc// definition[ @anme="rl -
kmo' ] /value/text()"/>
<xsl :variabl e nane="r| KMO' >
<xsl : choose>
<xsl : when test="string-I|ength($rl KMOTenp) >0" >
<xsl : choose>
<xsl : when test="contai ns($rl KMJTenp, ' ')">
<xsl :variabl e nane="cl" sel ect ="concat ( &quot ; &apos; &quot ; ,
$rl KMOTenp) "/ >
<xsl:variabl e name="c2" sel ect ="concat ($c1,
&quot ; &apos; &quot ;) "/ >
<xsl : val ue- of sel ect="concat(' km=", $c2)"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue-of select="concat(' knmo=', $rl KMOTenp)"/>
</ xsl : ot herw se>
</ xsl : choose>
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</ xsl : when>
<xsl : ot herw se>
<xsl :val ue-of select="""'""/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl :vari abl e>
<xsl :variabl e nane="r| O her Tenp" sel ect =" $def sDoc/ /
definition[@ane="rl-other']/value/text()"/>
<xsl :variabl e nane="rl O her">
<xsl : choose>
<xsl :when test="string-1ength($rl & her Tenp) >0" >
<xsl :val ue-of select="concat(' ', $rl Q& herTemp)"/>
</ xsl : when>
<xsl : ot herwi se>
<xsl :val ue-of select=""""/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl:vari abl e>
<xsl : choose>
<xsl : when test="$useRenot eLoader="true' ">
<xsl :variabl e nane="curVal" select="."/>
<xsl :vari abl e nane="t npval "
sel ect ="concat (concat (' REMOTE( host nane=', $rl Host), ' port=")"/>
<xsl :variabl e nane="renoteVal " sel ect ="concat (concat ( $t npVal
$riPort), $rlKMO)"/>
<xsl:variabl e name="wi t hKMJ' sel ect ="concat ($renpteVal, $rl Cther)"/
>
<xsl:variabl e nane="w thQt her" sel ect="concat($withkKMO, ')"')"/>
<xsl :variabl e nane="serverVal" sel ect ="concat ($wi t hQt her
$curval )"/ >
<xsl :val ue-of sel ect="%$serverVal"/>
</ xsl : when>
<xsl : ot herwi se>
<xsl :val ue-of select="."/>
</ xsl: ot herw se>
</ xsl: choose>
</ xsl:tenpl at e>
<l-- Fix up shimauth-password if running renpte and one al ready exists -
->
<xsl:tenplate match="ds-attribute[ @s-attr-nanme="shi maut h- password' ]/
ds-val ue/text()">
<xsl :vari abl e nane="useRenot eLoader" sel ect =" $def sDoc//
definition[ @anme="use-renote-loader']/value/text()"/>
<xsl :variabl e nane="r| Pwd" sel ect ="$npDoc// named- passwor d[ @ame="r| -
password']/text()"/>
<xsl : choose>
<xsl : when test="$useRenot eLoader="true' ">
<xsl :variabl e nane="curVal" select="."/>
<xsl:variabl e nane="renoteVal " sel ect ="concat (concat (' REMOTE(",
$riPwd), ")')"/>
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<xsl :variabl e nane="pwdVal " sel ect ="concat ($renoteVal, $curVval)"/>
<xsl : val ue- of sel ect="$pwdval "/ >
</ xsl : when>
<xsl : ot herw se>
<xsl :val ue-of select="."/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : tenpl at e>
<l-- identity transformation tenplate -->
<xsl:tenpl ate match="node()| @">
<xsl : copy>
<xsl :apply-tenpl ates select="@| node()"/>
</ xsl : copy>
</ xsl:tenpl at e>

Examples of Modified Prompt Transformations

In this section, we provide a few examples to demonstrate how you can modify a prompt transform
and why modifying a prompt transform can be useful.

Use Case 1: Need to configure different behavior for package installation
through the Driver Configuration Wizard and the Installation Wizard

If you upgrade a package using the Installation Wizard, Designer does not need to prompt you for
the driver name, as the driver name should already be configured.

To avoid the Wizard prompting you for the driver name, use the flag pr opert yW zar d in the
prompt transform. Depending on the flag, we remove the given prompt from prompt display.

Sample XSL code:

<xsl:tenpl ate match="header[ @river-nane="true']">
<xsl:if test="$propertyWzard="false' ">
<xsl : copy>
<xsl :appl y-tenpl ates sel ect="@| node()"/>
</ xsl : copy>
</xsl:if>
</ xsl : tenpl at e>

Use Case 2: Need to pre-fill prompts with existing values during the
upgrade process

During an upgrade or downgrade, Designer ensures that Designer displays the values you entered
during the initial installation. The user therefore does not need to remember all the values specified
during the first installation.

For each definition in the input document (in this case, the prompt document), Designer tries to find
the corresponding definition in the current document (curDoc). When Designer finds a matching
definition, the application stores the corresponding value in a temporary variable, cur Val .

Designer then populates the prompt document with the cur Val value and displays the pre-filled
prompts to the user during the upgrade or downgrade process.
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Sample XSL code:

<xsl:tenpl ate match="definition/val ue">
<xsl :vari abl e nanme="nane" sel ect="../ @ane"/>
<xsl :vari abl e nane="curVal ">
<xsl : choose>
<xsl :when test="$curDoc//ds-val ue[../ @s-attr-nane=$nane]/text()">
<xsl : val ue- of sel ect ="$curDoc//ds-val ue[../ @s-attr-name=$nane]/
text()"/>
</ xsl : when>
<xsl : ot herw se>
<xsl : val ue- of
sel ect ="$cur Doc// val ue[ ../ @ame=$nane] /text()"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl :vari abl e>
<xsl : choose>

<!-- backfilling fromcurrent value -->
<xsl : when test="%$curVal ">

<val ue>

<xsl : val ue- of sel ect="$curVal"/>

</ val ue>
</ xsl : when>
<l-- no current value found -->
<xsl : ot herwi se>

<xsl : copy>

<xsl : appl y-tenpl ates sel ect="@| node()"/>
</ xsl : copy>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : tenpl at e>

Example of Modified Target Transformation

In this section, we provide an example to demonstrate how you can modify a target transform and
why modifying a target transform can be useful.

Use Case: Need to provide the driver name at the necessary place during
target transformation

In this case, you want to add the driver name to the initial data so that the driver name prompt
changes the name in all necessary locations on the driver.

Sample XSL code:
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<xsl :tenplate match="ds-attributes">
<xsl : copy>
<xsl : appl y-tenpl ates sel ect="@| node()"/>
<xsl:if test="$propertyWzard='fal se' and bool ean(ds-attri but e[ @s-
attr-nane=' nane']/ds-val ue)=fal se()">
<l-- Make sure we have a nane when called fromthe DCW-->
<xsl :variabl e nane="pronptVal " sel ect =" $def sDoc//val ue[../
@ane=' nane']"/ >
<xsl :variabl e name="dri ver Nange" >
<xsl : choose>
<l-- use pronpt value -->
<xsl : when test="$pronpt Val ">
<xsl : val ue- of sel ect ="$def sDoc//val ue[../ @ane="nane']/
text()"/>
</ xsl : when>
<!-- no pronpt val ue found, use default value -->
<xsl : ot herw se>Dri ver </ xsl : ot herw se>
</ xsl : choose>
</ xsl :vari abl e>
<ds-attribute ds-attr-nane="nanme">
<ds-val ue>
<xsl : val ue-of sel ect="%driver Nane"/ >
</ ds-val ue>
</ds-attribute>
</xsl:if>
</ xsl : copy>
</ xsl:tenpl at e>

Adding Default Package Prompts

To add package prompts to a base package:
1 Verify that you have created a base package. Otherwise, follow “Creating a Base Package” on
page 197 to create a new base package.
2 Right-click the package in the package catalog and select Generate Prompt Resource.

3 Select the type of package prompt you want to configure.

NOTE: You can only create one of each type of prompt for a particular package.

In the package catalog, expand the package version and Resources directory.
Right-click the new package prompt and select Properties.

Verify the type of package prompt.

N oo o un b

Specify the order in which you want the Driver Configuration Wizard to display the current
package prompt. The Wizard displays prompts in ascending order starting from 0.

8 Verify the target displayed is correct for the package prompt. If you want to add the prompt to a
different package, click Add, browse to the package, and click OK.

9 Click the Prompts tab. The Properties window displays what the current package prompt looks
like in the Driver Configuration Wizard.

You now have default package prompts created and you can edit and change these prompts for your
own needs.
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Creating Custom Package Prompts

In addition to adding default, auto-generated prompts to your packages, you can create a custom
prompt to modify a specific GCV object in your package or create a package prompt resource to
modify any non-GCV target object in your package.

Creating Global Configuration Prompts

You can create a package prompt that modifies a GCV object contained in your custom package.

NOTE: To create a Global Configuration prompt, you must first install the base package on the
development driver.

For more information, see the “Global Configuration Value Definition Editor” in the Net/Q Identity
Manager - Using Designer to Create Policies.

To create and configure a Global Configuration package prompt, complete the following steps:

1 Install the base package you want to use on your development driver. For more information
about installing the development driver, see “Creating a Development Driver” on page 195.
In the Outline view, right-click the driver name and select New > Global Configuration.
Specify a name for the new GCV resource object and click OK.

In the Outline view, right-click the new GCV resource object and select Add to Package.
Select the base package where you want to add the GCV resource and click OK.

In the Outline view, navigate to the base package and expand Global Configurations.

N o A WN

Right-click the new GCV resource object and select Generate Prompt Resource. Designer creates
a new package prompt for the GCV in the Resources directory.

(o)

Right-click the new GCV package prompt and select Properties.
9 Verify that the target of the package prompt is the GCV resource object you created.

10 Specify the order in which you want the Driver Configuration Wizard to display the GCV package
prompt. The Wizard displays prompts in ascending order starting from 0.

11 Click Prompts.

12 Click Add to add each new prompt you want to include in the GCV package prompt Resource
object. For information about adding new prompts, see “Adding Prompts” on page 225.

13 When finished adding prompts, click Apply.

14 Click Prompt Transformation. This window allows you to configure how you want to display the
prompt in the Driver Configuration Wizard.

15 Modify the default Global Configuration transform as necessary for your GCV package prompt.
For more information about the default Global Configuration prompt transform, see “Global
Configuration” on page 206. For more information about prompt transforms, see
“Understanding Package Prompt Transformations” on page 208.

16 Click Apply.

17 Click Target Transformation. This window allows you to configure how you want to modify the
target of the transform.

Developing Packages 223


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#pbgcveditor
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#usingdesignertocreatepolicies
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#usingdesignertocreatepolicies

224

18

19

Modify the default Global Configuration transform as necessary for your GCV package prompt.
For more information about the default Global Configuration target transform, see “Global
Configuration” on page 206. For more information about target transforms, see “Understanding
Package Prompt Transformations” on page 208.

Click OK.

Creating Package Prompt Resources

You can create custom package prompts directly as resource objects themselves. You can create a
package prompt to modify any object the package installs on the driver.

To create a custom package prompt, complete the following steps:

A U1 A W N =

~

10
11

12

13
14

15
16

17

18

In the Outline view, right-click the development driver and select New > Resource.

Specify the name you want to use for the custom prompt.

In the Content type drop-down menu, select application/vnd.novell.dirkxml.pkg+prompt+xml.
Clear Open the editor after creating the object and click OK.

(Optional) If prompted to save, click Yes.

In the Outline view, right-click the custom package prompt Resource object and select Add to
Package.

Select the base package where you want to add the package prompt resource and click OK.
In the Outline view, navigate to the base package and expand Resources.

Right-click the custom package prompt and select Properties.

Next to the Targets field, click Add.

Expand the Package Catalog and select the base package to which you added the custom
prompt, then click OK.

Specify the order in which you want the Driver Configuration Wizard to display the custom
prompt. The Wizard displays prompts in ascending order starting from 0.

Click Prompts.

Click Add to add each new prompt you want to include in the custom prompt Resource object.
For information about adding new prompts, see “Adding Prompts” on page 225.

When finished adding prompts, click Apply.

Click Prompt Transformation. This window allows you to configure how you want to display the
prompt in the Driver Configuration Wizard.

(Conditional) If you want to use a default prompt transform as the prompt transform for your
custom prompt, click Generate from template and select the template you want to use, then
click OK. Designer automatically populates the Stylesheet window with the selected template.

WARNING: When you generate the prompt transform from a template, Designer overwrites
any XML currently in the Stylesheet window. If you have any previously-customized XML, ensure
that you save the existing XML before clicking Generate from template.

Modify the default transform as necessary for your custom package prompt. For more
information about default prompt transforms, see “Understanding Package Prompts” on
page 204. For more information about transforms, see “Understanding Package Prompt
Transformations” on page 208.
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19 Click Apply.

20 Click Target Transformation. This window allows you to configure how you want to modify the
target of the transform.

21 (Conditional) If you want to use a default target transform as the target transform for your
custom prompt, click Generate from template and select the template you want to use, then
click OK. Designer automatically populates the Stylesheet window with the selected template.

WARNING: When you generate the target transform from a template, Designer overwrites any
XML currently in the Stylesheet window. If you have any previously-customized XML, ensure
that you save the existing XML before clicking Generate from template.

22 Modify the default transform as necessary for your custom package prompt. For more
information about default target transforms, see “Understanding Package Prompts” on
page 204. For more information about transforms, see “Understanding Package Prompt
Transformations” on page 208.

23 Click OK.

Editing Package Prompts

You can edit the properties of a Resource object to change the package prompts to meet your needs.
You can add new prompts, edit the existing prompts, or add default values for the prompts that are
displayed when the package is installed.

+ “Adding Prompts” on page 225

+ “Editing Existing Prompts” on page 225

+ “Setting Default Values for the Prompts” on page 225

Adding Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click Properties.

2 Click Prompts, then click Add. For more information about adding a GCV resource as a prompt,
see “Global Configuration Value Definition Editor” in Net/Q Identity Manager - Using Designer to
Create Policies.

3 Click Finish to save the changes and close the page.

Editing Existing Prompts

1 In Outline view, right-click the Prompt Resource object in the package, then click Properties.
2 Click Prompts.

3 Select the prompt, then click Edit.

4 Make the desired changes, then click Finish.

Setting Default Values for the Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click Properties.

2 Click Prompts.
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3 Specify the default value in each prompt, then click Apply to save the changes.
4 Click OK to close the Prompts page.

Creating Identity Vault and Driver Set Packages

When creating custom packages, you may determine that some of the content in your base and
feature packages can be used at a higher level, in other drivers in the driver set or in the Identity
Vault as a whole.

You can create common packages on driver sets and Identity Vaults and add libraries, policies,
ECMAscript objects, GCVs, password policies, and other object types to those high-level packages.
You can also add notification templates to an Identity Vault package.

To create an Identity Vault or driver set package, complete the following steps:
1 In the Package Catalog, right-click the package group where you want to create a new package
and select New Package.
2 Specify a name, version number, and description for the package in the appropriate fields.

3 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.

NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [ Vendor ] [ Target systeni[Wat package does].

For example, if you have a common settings driver set package created by NetlQ, the package
short name could be NTI QCOMVSTNG. If you have an Identity Vault package created by NetlQ
that contains password synchronization notification templates, the package short name could
be NTI QPSYNNOTF.

4 Click the Type drop-down menu and select DriverSet or Identity Vault, depending on the type of
package you want to create.

5 Verify the package category and group are correct.
6 Click Next.

7 In the IDM Compatibility section, select the minimum and maximum versions of Identity
Manager that this package is compatible with, then click Next.

8 Specify or modify the vendor information you want to include in the package, then click Next.
You must specify the vendor name for the package.

9 Review the Summary page and click Finish.

10 (Optional) If you want to require a particular Identity Vault package be installed along with your
driver set package, complete the following steps:

10a In the Outline window, expand the Package Catalog and navigate to the version of the
driver set package you created in the preceding steps.

10b Right-click the driver set package and select Properties.
10c In the Properties window, click Dependencies.

10d Click the plus icon to and select the Identity Vault package object you want to add as a
dependency.
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NOTE: You can only add an Identity Vault packages as a dependency for a driver set
package. You cannot set any type of package as a dependency for an Identity Vault
package.

10e Click OK.

11 Inthe Modeler, right-click the Identity Vault or driver set, depending on the type of package you
created, and select Properties.

12 In the Properties window, click Packages to install the package on the Identity Vault or driver set.
13 Click the plus icon to display the packages you can install.

14 Select the package you want to install and click OK.

15 Click OK.

16 Click Finish.

Creating Libraries

In order to add policies, style sheets, rules, or other objects to an Identity Vault or driver set package,
you must first create a custom library on the Identity Vault or driver set, as appropriate. You then
create the new objects in the library and add those objects to your Identity Vault or driver set
package.

NOTE: You cannot add the library itself to the Identity Vault or driver set package.

For more information about working with libraries in Designer, see “Library Objects” in Net/Q
Identity Manager - Using Designer to Create Policies.

To add and populate a custom library, complete the following steps.

1 Inthe Modeler, right-click the Identity Vault or driver set and select New > Library.
2 Specify a name for the new library and click OK.

3 Right-click the new library and select New, then select the type of object you want to add to the
library. For information on adding objects to a library, see “Adding Policies to the Library
Objects” in NetlQ Identity Manager - Using Designer to Create Policies.

4 After you add the new object, right-click the object in the Outline view and select Add to
Package.

5 Select the Identity Vault or driver set package where you want to add the object and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that are
imported into Designer are not displayed in the list.

6 Repeat Step 3 through Step 5 for each object you want to add.

7 (Optional) If your driver requires the objects included in the library, complete the following
steps:

7a Right-click the library and select Live > Deploy.
7b Click Deploy.
7c Click OK.
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Adding GCV Resource Objects

After you create an Identity Vault or driver set package, you can create and add new GCV objects to
the package. To create and configure a GCV resource object, complete the following steps:

1

v A W N

Install the feature package you want to use on your development driver. For more information
about installing the development driver, see “Creating a Development Driver” on page 195.

In the Outline view, right-click the driver name and select New > Global Configuration.
Specify a name for the new GCV resource object and click OK.
In the Outline view, right-click the new GCV resource object and select Add to Package.

Select the feature package where you want to add the GCV resource and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that are
imported into Designer are not displayed in the list.

Right-click the GCV resource and select Properties.

7 Click GCVs.

9
10
11

Click Add to add a new global configuration value. For more information about adding a GCV,
see “Global Configuration Value Definition Editor” in Net/Q Identity Manager - Using Designer to
Create Policies.

Click Finish.
Repeat Step 8 through Step 9 for each GCV you want to add.
Click OK.

Adding Notification Templates

In addition to libraries and GCVs, you can add notification templates to Identity Vault packages.
Notification templates allow you to automatically send e-mail messages to users as part of a policy
workflow.

For example, if you add a password-management feature to your driver where ldentity Manager
auto-generates a password for a user as soon as that user is provided with an account on your
application, you need a notification template to e-mail that user their new password. For more
information about creating and using notification templates, see “Setting Up E-Mail Notification
Templates” on page 271.

To add a notification template to a package, complete the following steps.

1
2
3

In the Outline view, right-click Default Notification Collection and select New Template.
Specify a name for the new notification template and click OK.

In the E-Mail Template Editor, configure the notification template. For information on
configuring notification templates, see “Setting Up E-Mail Notification Templates” on page 271.

When finished, close the template and click Yes to save the resource.

5 Right-click the template in the Outline view and select Add to Package.

Select the Identity Vault package where you want to add the object and click OK.
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NOTE: Only packages that are created in Designer are displayed in the list. Any packages that are
imported into Designer are not displayed in the list.

7 Repeat Step 1 through Step 6 for each notification template you want to add.

Creating Feature Packages

After creating a base package, you need to create the feature packages that users install with the
base package. Feature packages contain the bulk of the actual content for a driver, including policies,
GCVs, filters, and prompts.

Creating the content for a package is different than creating the package. This section explains how
to create the package, then “Adding Content to Packages” on page 231 explains how to add the
content to the package.

If you need several feature packages that cover a similar area of functionality, you can organize those
packages using package groups. For example, when you install the LDAP driver using the LDAP Base
package (NOVLLDAPBASE), the optional features listed do not display the name of each specific
package by default but instead group features into the package groups Default Configuration,
Entitlements, Password Synchronization, Data Collection, and Account Tracking. Users can then
choose to install those optional features as a whole, rather than selecting a particular package.

NOTE: *We recommend you create and configure mandatory feature packages sparingly. If a feature
or resource is required for all installations of the driver, you should include the feature in the
base package, instead.

+ All packages must belong to a category and a group within that category. You cannot create a
package outside of a package group.

+ Feature packages should belong to the same package group and category as the base package
to which they belong.

+ When you create multiple feature packages, we recommend using package groups to organize
packages by feature. This can make the structure of the different features more clear to the end
user.

1 Right-click the package group where you want to create a new package and select New Package.
2 Specify a name, version number, and description for the package in the appropriate fields.

3 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.

NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [ Vendor ] [ Target systeni[Wat package does].

For example, if you have an Active Directory feature package created by NetlQ related to email,
the package short name could be NTI QADI RBASE.

4 Click the Type drop-down menu and select Driver.
5 Verify the package category and group are correct.
6 Click Next.
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10
11

12

In the IDM Compatibility section, select the minimum and maximum versions of Identity
Manager that this package is compatible with. The selected versions should correspond to the
versions selected for the base package.

In the Application Compatibility section, select the minimum and maximum versions of the
managed application that this package is compatible with. The selected versions should
correspond to the versions selected for the base package.

Select one or more driver types in the Available Driver Types list with which you want the
package to be compatible and use the right-arrow icon to move them to the Supported Driver
Types list

NOTE: The package must support at least one driver type. Ensure you select the type of
application you used when creating your development driver.

Click Next.

Specify or modify the vendor information you want to include in the package, then click Next.
You must specify the vendor name for the package.

Review the Summary page and click Finish.

Configuring Mandatory and Optional Feature Packages

Feature packages can be mandatory or optional, depending on the functionality you want to
provide. If you need a particular feature, you can configure that feature package to be mandatory,
while leaving other, less-essential feature packages as optional.

You specify the mandatory and optional feature packages for a base package in the Configuration
Wizard Properties page of the base package, using the XML tags <mandat or y></ mandat or y> and
<opti onal ></ opti onal >. This XML document configures how the Configuration Wizard displays
features for the base package when you install the package on a driver.

1

In the Outline window, expand the Package Catalog and navigate to the version of the feature
package you want to configure as mandatory or optional.

Select the feature package.

In the Properties view, find the Package Id field and copy-and-paste the package ID number into
a text file.

Repeat Step 1 through Step 3 for each feature package you want to configure, saving all package
IDs.

In the Designer Outline window, expand the Package Catalog and navigate to the version of the
base package for which you want to configure sub-packages.

Right-click the base package and select Properties.
In the Properties window, click Configuration Wizard.

In the Configuration Wizard Feature Definition window, modify the XML to include all
mandatory and optional feature packages, using the following XML structure:
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<?xm version="1.0" encodi ng="UTF- 8" ?><f eat ures>
<mandat or y>
<group di spl ay- nane="Mandat ory Package G oup Nanel"
expanded="f al se" >
<package di spl ay- nane="Mandat ory Package Nanmel"
i d="Packagel DNunber 1" sel ected="true"/>
</ group>
<group di spl ay- nane="Mandat ory Package G oup Nane2"
expanded="f al se" >
<package di spl ay- name="Mandat ory Package Nane2"
i d="Packagel DNunber 2" sel ected="true"/>
</ gr oup>
</ mandat or y>
<optional >
<group display-name="0ptional Package G oup Nane 1"
expanded="f al se">
<package di spl ay-nanme="Cpti onal Package Nanel"
i d="Packagel DNunber 3" sel ected="true"/>
</ G oup>
<group display-name="0pti onal Package G oup Nane2"
expanded="f al se" >
<package di spl ay-nanme="Cpti onal Package Nane2"
i d="Packagel DNunber 4" sel ected="true"/>
</ gr oup>
</ opti onal >
</features>

Paste the copied package IDs into the XML as the values of your i d fields. Each feature package
must have a unique package ID.

You can have multiple groups within the <mandat or y> and <opt i onal > tags. If you want a
package to be selected by default in the Configuration Wizard, ensure the value of the
sel ect ed attribute is t r ue.

NOTE: If there are no mandatory feature packages, use the XML tag <mandat or y/ >.

9 Click OK.

Adding Content to Packages

After you have created a package, you must add Identity Manager content to the package for the
package to have value.

You can add different types of content to a package, including policies, ECMAScript objects, package
prompt resources, and entitlements. For a full list of all types of content you can add to a package,
see Table 6-1 on page 174.

IMPORTANT: You can only add content to a package you create. You cannot add content to a
package you have imported unless you also have the Designer project in which the package was
developed.
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For more detailed information on adding GCVs, prompts, policies, and filter extensions to a feature
package, see the following sections:

*

*

*

*

*

*

“Adding GCVs to Feature Packages” on page 232

“Adding Prompt Resources” on page 232

“Adding Policies” on page 233

“Adding Filter Extensions” on page 234

“Adding Content to a User Application Driver” on page 235
“Modifying Content of a User Application Driver” on page 235

To add content to a feature package, you must first install the package on the driver, add the content
item to the driver, then add the configured content item to the package. You can then view the
content item under the feature package in the Package Catalog. When users install the package,
whatever language Designer is using is the language in which the package itself is installed.

Complete the following steps to install the package on the driver:

1

Verify you have a development driver installed. If not, follow the steps in “Creating a
Development Driver” on page 195 to install a development driver.

Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 229 to create a new feature package.

3 In the Modeler, right-click the development driver, then click Driver > Properties.

In the Properties window, click Packages to install the feature package on the driver.

5 Click the plus icon to display the packages you can install on the driver.

The package list is initially filtered by driver types. To see all available driver packages, deselect
Show only applicable package versions.

Select the feature package you want to install and click OK.

7 Click OK.

Specify configuration information for any prompts displayed in the Installation Wizard, then
click Next.

Click Finish to install the package.

Adding GCVs to Feature Packages

As with Identity Vault and driver set packages, you can also add GCVs to a feature package. For
information on adding GCVs to a package, see “Adding GCV Resource Objects” on page 228.

Adding Prompt Resources

To add package prompts to a feature package, complete the following steps:

1 Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”

2
3

on page 229 to create a new base package.
Right-click the feature package in the package catalog and select Generate Prompt Resource.

Select the type of package prompt you want to configure:
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Initial Settings: This option creates all of the default attributes required to create a driver
object.

Upgrade Settings: This option creates a Resource object that contains style sheets that
maintain the package settings so that they are not overwritten when the new package is
installed. Select this option if the package you are creating is an upgrade to an existing package.

NOTE: You can only create one of each type of prompt for a particular package.

In the package catalog, expand the package version and Resources directory.
Right-click the new package prompt and select Properties.

Verify the type of package prompt.

N o un b

Specify the order in which you want the Driver Configuration Wizard to display the current
package prompt. The Wizard displays prompts in ascending order starting from 0.

8 Verify the target displayed is correct for the package prompt. If you want to add the prompt to a
different package, click Add, browse to the package, and click OK.

9 Click the Prompts tab. The Properties window displays what the current package prompt looks
like in the Driver Configuration Wizard.

Adding Policies
To add policies to a feature package, complete the following steps:
1 Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 229 to create a new base package.
In the Outline view, right-click the driver name and select New > DirXML Script.
Specify a name for the new policy and click OK.

In the Outline view, right-click the new policy and select Add to Package.

gua A W N

Select the feature package where you want to add the policy and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that are
imported into Designer are not displayed in the list.

6 Double-click the policy and use the Policy Builder to add rules as necessary. For information
about building policies in the Policy Builder, see “Managing Policies with the Policy Builder” in
NetlQ Identity Manager - Using Designer to Create Policies.

7 Close the policy and click Yes to save the resource.

8 Repeat Step 5 through Step 7 for each policy you want to add.
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Adding Filter Extensions

When you create a custom feature package, you should configure Identity Manager to allow data
flowing through your environment to go through your new driver’s workflow. For your driver and
associated packages to process data, you must create a filter.

Filters act as gates to stop data going into or out of your driver. Filters allow you to specify criteria
against which the driver matches any incoming our outgoing data and then executes a specified
action. You can filter data on both the Publisher or Subscriber channels of your driver, or simply set
up a filter that notifies you when an object is modified.

You should understand the types of data you want the driver with that package installed to process.
You can then configure the specific subset of data you want to be processed or synchronized by the
driver.

For example, you may want the driver to sync data regarding user objects. You can create a filter
extension within your feature package that allows any data related to user objects through the
workflow, while blocking any other type of data. If the Identity Vault sends an event about a group
object to your driver, the filter sees that the event is not about a change to a user object and does
not send the event through the driver workflow.

To create a filter, you must create a filter extension resource in your feature package and then
deploy that package to a driver. For more information about filter extensions, see “Controlling the
Flow of Objects with the Filter” in Net/Q Identity Manager - Using Designer to Create Policies.

Complete the following steps to create a filter.
1 Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 229 to create a new base package.
2 In the Outline view, right-click the driver name and select New > Resource.
3 Specify a name for the new filter resource.

4 Click the Content type drop-down menu and select application/vnd.novell.dirxml.filter-ext+xml.

NOTE: Filter extensions can only be created and modified when the Identity Vault is running in
package development mode. You cannot perform these operations with development mode
disabled.

5 Click OK.

6 In the Filter Editor, add and configure filters as necessary. For information about configuring
filters in the Filter Editor, see “Controlling the Flow of Objects with the Filter” in Net/Q Identity
Manager - Using Designer to Create Policies.

7 Close the filter and click Yes to save the resource.
8 In the Outline view, right-click the new filter and select Add to Package.

9 Select the feature package where you want to add the filter extension and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that are
imported into Designer are not displayed in the list.

10 Repeat Step 2 through Step 9 for each filter you want to add.
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Adding Content to a User Application Driver

You must add content to a User Application driver through a non-base package, as described in the
following steps:

1 Create an Identity Vault in the package development mode.

2 Install the User Application driver with the latest User Application package.

3 Create a new User Application non-base package and install it on the User Application driver.

4 Configure custom objects such as roles, resources, PRDs, or categories and then add them to
the non-base package.

5 Release the non-base package after you have completed configuring the custom objects.

You must install the non-base package only on a driver that already includes a User Application base
package. After you have completed the preceding steps, the customizations that you made to the
custom objects are preserved on further upgrades or downgrades of the non-base package.

Modifying Content of a User Application Driver

You must modify the existing content of a User Application driver through a non-base package, as
described in the following steps:
1 Create an Identity Vault in the package development mode.
2 Install the User Application driver with the latest User Application package.
3 Create a new User Application non-base package and install it on the User Application driver.
4

Modify the existing Data Abstraction Layer objects and then add them to the non-base package.

IMPORTANT: Ensure that you add the entire object group to the non-base package because
Designer does not allow you to add individual system objects. For example, to modify an Entity
object, add the entire Entity group to the non-base package.

5 Release the non-base package after you have completed configuring the custom objects.

You must install the non-base package only on a driver that already includes a User Application base
package. After you have completed the preceding steps, the customizations that you made to the
custom objects are preserved on further upgrades or downgrades of the non-base package.

Copying Packages

In addition to creating a new package, you can also copy an existing package in the Package Catalog.
Copying packages gives you the same content, but it contains a different global identifier. This allows
you to create a new package based on the content of an existing package.

1 Verify that you have a package created with content. Otherwise, follow “Creating Feature
Packages” on page 229 and “Adding Content to Packages” on page 231 to create a package with
content.

2 Right-click the package in the package catalog you want to copy, then click Copy Package.
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3 Use the following information to create a copy of the package:

*

*

*

*

Name: Change the name of the package, if desired.

Short Name: Change the unique short name for the package. This name must be unique in
the Identity Vault.

Version: Specify the package version you want to use. By default, the package version is set
to 0.0.1.

Description: Specify a description for the package.

Type: This field cannot change. The package type is determined when you create a
package, not when you copy a package.

Base Package: If you want to use the copied package as a base package, select this option.
If you leave this option cleared, Designer creates the copied package as a feature package.

Category: Change the package category for this package, if desired.
Group: Change the package group for this package, if desired.

4 Click Next.

5 Use the following information to define the package constraints:

*

*

IDM Compatibility: Define the minimum and maximum versions of Identity Manager that
the package supports.

Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports, if applicable.

Driver Type: Select the drivers that the package supports, if applicable.

6 Click Next.

7 Use the following information to define the vendor of the package:

*

Vendor Name: Specify the vendor name. If this package is for internal consumption,
specify the name of your company.

Vendor Address: Specify the address for the vendor or your company.

Vendor URL: Specify the URL of the vendor or your company.

Vendor eMail: Specify an e-mail for the vendor or your company.

Contact Name: If there is a specific contact person for this package, specify their name.

Contact eMail: If there is a specific e-mail address for the contact person, specify it in this
field.

8 Click Next.

9 Review the summary of the new package version, then click Finish.

The copy of the package is created in the package catalog under the specified category and group.
You can now build and release your package.

NOTE: When users install the copied package, the package uses the language used by Designer when
the package was copied.
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Building Packages

After you have created a custom package, you can build the package as a .jar file and prepare the file
for consumption by other users.

1

O U A W N

In the Outline window, expand the Package Catalog and navigate to the version of the package
you want to build.

Right-click the package and click Build.

Click Browse, then browse to and select the directory where you want to build the package.
Click OK twice.

Review the summary information, then click OK.

(Optional) After you build the package, provide the package to your QA team to verify, if
appropriate. If the QA team finds any issues with the package, create a new version of the
package to fix the bug. For more information about creating a new version of a package, see
“Versioning Packages” on page 237.

Versioning Packages

You can create a new version of a package to provide bug fixes or enhancements to released
packages. Versioned packages contain the same unique global identifier to support upgrading and
downgrading package installations.

The version of a package consists of four parts separated by dots: [ Maj or Ver si on] [ M nor
Version][Patch Version][Package Creation Tine Stanp].The version number parts
should be used as follows:

*

Major Version: You should increment the major version if you introduce a major feature in the
new version of a package.

Minor Version: You should increment the minor version if you introduce a minor or small
feature in the new version of a package.

Patch Version: You should increment the patch version if you make a small modification to a
package.

Package Creation Time Stamp: Designer automatically adds the time stamp when you create a
new package and updates the time stamp each time you build the package. When you release a
package, the time stamp is fixed.

To create a new version of a package:

1

O v A~ W

In the package catalog, right-click the package you want to version, then click New Package
Version.

Set the version of the package higher than the current version. All of the other fields stay the
same when you are changing the version.

Click Next.
Modify the package constraints, if necessary, then click Next.
Modify the vendor information, if necessary, then click Next.

Review the summary of the new package version, then click Finish.
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The new package with the new version number is created in the package catalog. You can now build
and release your package. When users install the package, what ever language Designer is using, this
is the language that the package is installed in.

Localizing Packages

You can localize the prompts and strings included in the custom packages you create. This allows you
to provide the same package in multiple languages. Designer generates a localization property file
that contain the strings that you can have localized.

NOTE: When you install a package on a driver, Designer displays the package prompts in the
language in which Designer is open, if that localization property file is available.

Designer uses specific language codes to determine the language of a property file. For example, if
you localize the English-language property file

NETQEDI RCFG 2. 0. 0. 20120905154808_en. properti es in Spanish, the localized property file
name should be NETQEDI RCFG 2. 0. 0. 20120905154808 es. properti es.

The following table provides the localization language codes available in Designer:

Language Language Code
Japanese _ja
Chinese Simplified _zh_CN
Spanish _es
French _fr
Portguese Brazil _pt_BR
Italian _it
Chinese Traditional _zh TW
German _de
English _en
Dutch _nl

To localize a package, complete the following steps:

1 In the Outline view, right-click the package in the package catalog, then click Localization >
Generate Property File.
Click Browse, then browse to and select the directory where you want to store the property file.
Click OK.
Repeat Step 1 through Step 3 for each package you want to localize.

Take the property files and have them localized.
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After the property files are localized, add the appropriate language code to the end of the file
name.
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7 Place the localized property files into a separate localization directory on the machine that is
running Designer.

8 Open your project, then right-click the package in the package catalog.

9 Click Localization > Import Property Files.
10 Click Browse, then browse to the directory that contains the localized properties files.
11 Click OK three times.

12 To verify that you correctly localized the package properties, right-click the package and select
Properties.

13 Click Languages. The Properties window displays all the languages in which the package is
available.

14 Click OK.

You can now re-build and release your package.

Adding and Configuring Licenses

When developing packages to release to other users or to the public at large, you may need to
include a license file with your released and published package. A license file is an HTML file that
Designer displays when the user installs a new package.

You can either use one license as a default for all custom packages in your Designer environment or
add licenses on a package-by-package basis. You can add a localized license for any of the languages
listed in “Localizing Packages” on page 238.

NOTE: You do not need to add a license to a package for that package to function properly.

To add and configure licenses for your custom packages:

1 Obtain an HTML-format license file from the proper authorities in your company.

2 (Optional) If you want to use the license as the default for all packages you create, complete the
following steps:

2a Click Windows > Preferences.
2b Click NetlQ > Package Manager > License Defaults.
2c Click Browse.

2d Click the browse button and navigate to the location of the license file you want to use as
the default license.

2e Click OK.
2f Click the Language drop-down menu and select the appropriate language.
2g Click Import.
2h Click OK.
3 (Optional) If you want to use the license for a specific package, complete the following steps:

3a Inthe Outline view, right-click the package in the package catalog to which you want to add
a license and select Properties.

3b Click License.
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3c Click Browse.

3d Click the browse button and navigate to the location of the license file you want to use as
the default license.

3e Click OK.

3f Click the Language drop-down menu and select the appropriate language.
3g Click Import.

3h Click OK.

Releasing and Publishing Packages

After you have finished developing and testing your custom package and localizing any necessary
strings or prompts, you can release and publish the package. When you release and publish the
package, other users can then use your package in their own Identity Manager environments.

You can publish the packages to a server and have users configure Designer to point to that server
for package updates. You can specify a Web server (htt p: / /), FTP server (f t p: / /), or file server, as
necessary for your environment. Users can then configure Designer to go to that location to check
for package updates.

NOTE: *You can only publish a package to a location on the local system on which you are using

*

Designer.

Only packages that have been built and released can be published.

WARNING: After you release and publish a package, it becomes read-only. You cannot make any
further modifications to the package.
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In the Outline view, right-click the package in the package catalog you want to release, then click
Build.

Click Browse, then browse to and select the directory where the package will be built and
released.

Click OK.

Select Release Package and click OK.

Review the summary information, then click OK.

Right-click the built and released package, then click Publish.

The Publish option is not available until you have released the package.

In the Publish Directory field, click Browse, then browse to and select the Web server directory
where you want to place the published package.

Click OK.

9 In the Build Directory field, click Browse, then browse to and select the directory where you

10

built the package.
Click OK twice.

Developing Packages



Designer stores the published package in the specified location on your Web, FTP, or file server. You
can then configure Designer to check that location when checking for package updates.

Launch Designer.

From Designer’s main menu, click Windows > Preferences.

Click NetlQ > Identity Manager and select the Updates tab.

Click the plus icon.

Specify a name for the Vendor and the URL for the Web, FTP, or file server, the click OK.

A U1 A W N =

Click OK to close the Preferences window.

Best Practices for Package Development

NetlQ recommends that you try to adhere as closely as possible to the following best practices when
developing custom packages:

¢ “Creating Packages” on page 241

+ “Naming Packages” on page 241

+ “Package Versioning” on page 242

+ “Defining Package Relationships” on page 242

+ “Adding Weights to Packages” on page 242

+ “Documenting Packages” on page 243

+ “Naming Package Items” on page 243

+ “Reusing Package Content” on page 243

Creating Packages

+ Do not create objects in a custom base package. A base package should be as lean as possible
and should contain only the following:

+ Prompts
¢ Initial settings
+ Information the base package’s relationship to other packages

+ If you have objects that are used by multiple drivers, store those items in a driver set package.
You can create a driver set package, then store any often-reused objects in the package where
any driver in the driver set can access the objects.

Naming Packages
+ The standard package name is separated into two sections: [ Package Group] [ Package

Type] . For example, if you have a base package for MySQL, the package name could be My SQL
Base.
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+ Short names must be unique and cannot be longer than 12 characters.

+ The standard short name for a package is separated into three sections of four characters:
[ Vendor] [ Target systen][Wiat package does].For example, if you have a base Active
Directory package created by NetlQ, the package short name could be NTI QADI RBASE.

Package Versioning

+ When creating a brand-new package, we recommend you begin numbering the package at
version 0.0.1. After you finish creating and testing the package and are ready to release, then
you can change the version to 1.0.0.

+ Before you provide a custom package to a customer or other user, ensure you release the
package. This helps ensure that if the user modifies the package, you do not have two different
packages with different content but the same version number.

+ You should release only the package with the most recent time stamp.

Defining Package Relationships

+ You should configure Package A to be dependent upon another package, Package B, in the
following situations:

+ One of the policies in Package A is dependent on a package item in Package B. This includes
policies, GCVs, notification templates, and ECMAScripts.

+ Package A depends on some functionality included in Package B. For example, the Active
Directory Password Sync package depends on the common password sync package, which
defines all the necessary ECMAScript functionality.

+ A mandatory feature relationship is a hard-coded dependency. You should avoid using
mandatory features where possible.

+ Instead, we recommend you configure any feature packages to be optional and then selected by
default, using the sel ect ed XML attribute. Users can then deselect a feature if they do not
want to install that feature. For information about configuring mandatory and optional feature
packages, see “Configuring Mandatory and Optional Feature Packages” on page 230.

Adding Weights to Packages

NetlQ recommends that you use policy weights or the First/Last option while assigning linkages to
policies in a package. Otherwise, policies without weights are moved after policies with weights and
randomly sorted in packages.

If you use the policy weights option, ensure that the weights of adjacent policies vary significantly. As
a best practice, use a policy weight ending with 5 or 0. This will ensure you have enough unique
numbers for assigning weights to policies while adding them to packages.
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Documenting Packages

When you create a new version of a custom package, you should use the package Readme to provide
customers and users information on any changes from previous versions.

To add change information to a package Readme, right-click the version of the package in the Outline
view and select Properties. Click Readme, then click Append Package Change Log to include any
changes made since the previous version of the package. Click OK to exit.

Naming Package Items

Policies, Entitlements, ECMAScripts, and XSLTs: The standard name for these types of package
items consists of four parts separated by hyphens: [Package Short Name]-[Channel Name
(Optional)]-[Policy Set and Item Type]-[Item Name]. The item name parts should be used as follows:

+ Package Short Name: This part should specify the short name of the package to which the item
belongs.

+ Channel Name: This part should specify if the item belongs to either the Publisher (pub) or
Subscriber (sub) channel. If the item does not belong to either channel, do not include this part
in the item name.

+ Policy Set and Item Type: The first one or two characters of this part should refer to the policy
set to which the item refers, including input transformation (i p), event transformation (et ),
creation (c), or matching (m. The last character in this part should be the item type, including
policy (p), entitlement (e), ECMAScript (c), or XSLT (s).

+ Item Name: This part should specify the job done by the package item.

For example, the name of a policy in an eDirectory package that belongs to the Publisher channel
could be NOVLEDI RATRK- pub- ct p- Wi t eAccount sOnAdds.

Filters, Schema Maps, and Global Configuration Values: The standard name for these types of
package items consists of two parts separated by hyphens: [Package Short Name]-[Item Type]. The
first part should specify the short name of the package to which the item belongs. The second part
should specify the type of the item, whether filter (Fi | t er ), schema map (snp), or global
configuration value (GCVs).

For example, the name of a filter in an LDAP package could be NOVLLDAPENT- Fi |l t er.

WARNING: You can only specify a name with a maximum number of 64 characters for any object in a
package. If you add an object with a name that is 65 or more characters long to a package, you
cannot deploy the object.

Reusing Package Content

+ If a package can be used by all driver sets in the Identity Vault, set the package type as
Identity Vault when you create the package. For example, if you create a default
notification template package, you must create that package as an Identity Vault package.

For more information about creating Identity Vault packages, see “Creating Identity Vault and
Driver Set Packages” on page 226.
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+ If a package can be used by all drivers in a particular driver set, set the package type as
Dri ver Set when you create the package. For example, if you create a common settings
package, you can create that package as a driver set package.

For more information about creating driver set packages, see “Creating Identity Vault and Driver
Set Packages” on page 226.
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Managing the Flow of Data

Designer allows you to manage how the data flows between the Identity Vault and the managed
systems. You can see how the data flows between all of the managed systems, make changes as
needed, create reports about the data, and view the flow of passwords between the systems.

The Dataflow view and the Dataflow editor manage the data. The Dataflow view displays the flow of
data in the Modeler per driver. The Dataflow editor displays a more granular view.

+ “The Dataflow View” on page 245

+ “The Dataflow Editor” on page 250

+ “Adding Items in the Dataflow Editor” on page 257

+ “Removing Items from the Dataflow Editor” on page 260

+ “Editing Items” on page 260

+ “Generating HTML Reports” on page 264

+ “Integrating Passwords” on page 265

The Dataflow View

The Dataflow view displays a toolbar in the upper right corner of the view. For information on the
icons in this toolbar, see “The Dataflow View” in Understanding Designer for Identity Manager.

The following figure illustrates the Dataflow view. You can use it to control the flow of data between
the ldentity Vault and managed systems. The Modeler displays the dataflow.
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Figure 8-1 The Dataflow View
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+ “Accessing the Dataflow View” on page 247

+ “Flow Arrows in the Modeler” on page 247

+ “Viewing How Attributes Are Synchronized” on page 249
+ “Changing the Data Flow” on page 249
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Accessing the Dataflow View

If you have closed the Dataflow view, you can access it by selecting Window > Show View > Dataflow.

If the Dataflow view is blank and no project is displayed in the Modeler:

1 Expand a project in the Project view.
2 Open the project by double-clicking System Model.

Objects and icons appear in the Dataflow view.
If you want to change how the data flows from the Modeler:
1 Right-click a driver or application in the Modeler.
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2 Select Dataflow, then select how you want the data flow to change.

Flow Arrows in the Modeler

When the Dataflow view opens, it automatically reads the filters and shows the classes and
attributes. If a filter with classes and attributes doesn’t exist, you can create one.
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Figure 8-2 Flow Arrows in the Modeler
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As you select a class or attribute in the Dataflow list, the appropriate driver lines are highlighted in
red in the Modeler. Icons enable you to see Sync, Notify, Reset, and Ignore filter settings all at the
same time.

Table 8-1 Dataflow Icons

Icon Description

& Green arrow: the Publisher channel is synchronized.
I Orange arrow: the Subscriber channel is synchronized.
e Bell: the attribute is set to Notify.

¥ Reset arrow: the attribute is set to Reset.

No icon The attribute is set to Ignore.

The color coding matches the Dataflow icons in the Filter editor and the Dataflow editor.
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Viewing How Attributes Are Synchronized

To view whether attributes are synchronized or whether they will be notified, select Show effective
flows. When you select this check box, the synchronize arrows do not show if the parent class is not
set to synchronize. Therefore, you view an accurate diagram of actual flows.

However, if you want to view how attributes are configured to synchronize, regardless of the parent
class, deselect Show effective flows. The synchronize arrows indicate which items are synchronized.

If you select an attribute that cannot synchronize (whether or not Show effective flows is selected),
you see a Blocked warning in the upper left. This warning indicates that this attribute cannot be
synchronized or notified because the parent class is not synchronized.

To view an explanation, mouse over the Warning icon.

Changing the Data Flow

You can change how the data flows for classes and attributes from the Dataflow view.
To change the flow for a class:

1 Select a class in the Dataflow view.
2 Right-click a driver line in the Modeler.
3 Select Dataflow.

4 Select the option to change the data flow for the class.
To change the flow for an attribute:

1 Select an attribute in the Dataflow view.
2 Right-click a driver line in the Modeler.
3 Select Dataflow.

4 Select the option to change the data flow for the attribute.

Managing the Flow of Data 249



250

The Dataflow Editor

Figure 8-3 The Dataflow Editor
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The Dataflow editor enables you to do the following:

+ Use filters to display how data flows between all systems and Identity Vaults.
+ View how passwords flow from each server.

+ Generate reports of the data.

When object additions, deletions, changes, and selections synchronization occur, the Dataflow
editor synchronizes with the Modeler and the Outline view.

To access the Dataflow editor, click the Dataflow tab.

To adjust the area for the Identity Vaults, move the slider bar. This setting persists and is restored the
next time you run the editor.

+ “Filtering Views” on page 251

+ “Filtering Identity Vaults and Applications” on page 252

+ “Pinning the Identity Vault” on page 253

+ “Expanding and Collapsing the Identity Vault” on page 254
+ “Switching to an eDirectory Tree Icon” on page 256

+ “Viewing an eDir-to-eDir Driver” on page 256

+ “Keyboard Support” on page 257
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Filtering Views

By default, the Dataflow editor shows all dataflows. The View drop-down list (in the upper left
corner of the Dataflow editor, not in the Dataflow view), enables you to view notification,
synchronization, reset, or Password Sync information. These filtered views do not allow you as much
editing capability as the main view, but just what is necessary in that filter. For example, you can’t
add attributes, vaults, or applications, because by default they would not appear in the filter.

Figure 8-4 Options to Filter Views in the Dataflow View
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+ “Using the All Filters View” on page 251

+ “Synchronizing Passwords” on page 251

Using the All Filters View

If you are in the All Filters view, you can further filter with the Attributes list. Because the Dataflow
editor provides non-filter attributes, you can choose to view regular filter-based attributes, non-filter
attributes, or both.

Synchronizing Passwords

The Password Sync view enables you to see and edit how all passwords flow in the project. Designer
displays the information on a per-server basis and shows how passwords flow among all of the
applications.

Figure 8-5 The Password Flow
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To edit the password flow:

1 Select Password Sync in the View filter.

2 Double-click the flow arrow.
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You can also right-click, then select Password Synchronization.

3 Edit the password synchronization options.
For more information about password synchronization, see the Net/Q Identity Manager
Password Management Guide.

Password Synchronization Options

[ 1dentity Manager accepts passwords (Publisher channel) fid

Use the Distribution Password for password synchronization  gg
(@ Accept the password only if it complies with the user's password policy g

Reset the user's password to the Distribution Password G5

& If the password does not comply, enforce the
password pelicy on the connected system by
resetting the user's password to the Distribution

Password

Always accept the password; ignore password policies
The application accepts passwords (Subscriber Channel)

—

Motify the user of password synchronization failure via e-mail 5

| ok || Cancel

4 Click OK.

Filtering Identity Vaults and Applications

You can select the Identity Vaults and applications that you want to view in the editor.

1 In the Dataflow editor, click the Filter View icon.

f HE 2 EEG)E @

view: |HIEEES v|  Attributes: |al v E o
eDir2eDir Active Directory

Active Directory

? Drriver

=] Identity Yault

2 Select Enabled.
The Identity Vaults and applications that you select here are included in the HTML reports. For
more information, see “Generating HTML Reports” on page 264.
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You can scroll and resize the dialog box. Also, you can interact with the Dataflow editor in the
background, in any mode. This is convenient if you want to scroll a different section into view
while this dialog box is up.

Pinning the Identity Vault

To change the scope of the editor to show a single Identity Vault, right-click the vault, then select Pin
Vault to Top Header Row.

Managing the Flow of Data 253



Figure 8-6 Pinning an Identity Vault
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With a medium or large-sized project, the dataflow table can contain hundreds of rows and
thousands of items. If you have multiple vaults and want to narrow the scope to more easily edit a
vault without excessive scrolling, you might want to pin a vault. When an Identity Vault is pinned, a
pin icon displays in the upper right corner.

To unpin the vault, right-click the Identity Vault, then select Unpin Vault from Top Header Row.

Expanding and Collapsing the Identity Vault

+ “Expanding an ldentity Vault” on page 255
+ “Expanding All Identity Vaults” on page 255
+ “Expanding Classes” on page 256
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Expanding an Identity Vault

When the editor first loads, all vaults are expanded at the top level by default.

To collapse or expand the list of classes and attributes in an Identity Vault, do one of the following:

+ Click the - or + icon below the Identity Vault icon.

+ Select the Identity Vault, then press the Right-arrow key to expand the information, or press the
Left-arrow key to collapse the information.

Expanding All Identity Vaults

To expand or collapse the list of classes and attributes for all Identity Vaults, click Expand all Identity
Vaults or Collapse all Identity Vaults from the drop-down on the toolbar.

Figure 8-7 Select to Expand or Collapse All Identity Vaults
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Expanding Classes

To view all attributes in a class, select the class, then press the Right-arrow key. To collapse the list of
attributes, press the Left-arrow key.

To view all classes and attributes in an Identity Vault, right-click the Identity Vault icon, then select
Expand Vault. To list just classes in an Identity Vault, right-click the Identity Vault, then select Collapse
Vault.

Switching to an eDirectory Tree Icon

To switch from an Identity Vault icon to an eDirectory tree icon, right-click the Identity Vault, then
select Change to eDirectory Tree.

Viewing an eDir-to-eDir Driver

You can easily view both ends of an eDir-to-eDir connection so that you can configure the dataflows
on both sides. Designer automatically detects the two eDirectory applications and aligns them in the
same table column. A red line connects them.

Figure 8-8 An eDir-to-eDir Connection
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Keyboard Support

You can navigate by using the Up-arrow, Down-arrow, Left-arrow, and Right- arrow keys as well as
PageUp, PageDown, Home, and End. In addition, you can navigate from one Identity Vault to another
by clicking the up-arrow or down-arrow on the toolbar.

Adding Items in the Dataflow Editor

+ “Adding an Identity Vault in the Dataflow Editor” on page 257
+ “Adding a Driver in the Dataflow Editor” on page 257

+ “Adding an Application in the Dataflow Editor” on page 257

+ “Adding Classes and Attributes” on page 258

+ “Adding Non-Filter Attributes” on page 259

Adding an Identity Vault in the Dataflow Editor

To add an Identity Vault, click the Add Identity Vault icon on the toolbar.
To configure the Identity Vault, double-click it.

To delete an Identity Vault, select it, then press the Delete key.

Adding a Driver in the Dataflow Editor

To add a driver while you are in the Dataflow editor, right-click an Identity Vault, then select Add
App/Driver.

To delete an Identity Vault or driver, select it, then press the Delete key.

Adding an Application in the Dataflow Editor

1 On the toolbar, click the Add Application icon.
2 Browse to and select the driver set that you want this application to connect to, then click OK.

3 Select the driver you want to create, then click OK.
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Select one of the following password-enabled drivers:

Active Directory Application Mode Driver

| Active Directory Driver

iZ/0% for the IEM iSeries and iS computers

i
JOBC Driver

Designer creates a skeleton of the driver. It does not launch the Driver Configuration Wizard. If

you want to configure the driver, right-click the connection icon in the Modeler, then select Run
Configuration Wizard.

Adding Classes and Attributes

You can add classes and attributes to the dataflow.
To add a class:
1 Right-click an Identity Vault, then select Add Classes.

2 Select the class that you want to add, then click OK.

If you want to add more than one class, press Ctrl and select the classes.

To add an attribute:

1 Right-click a class, then select Add Attributes.
2 Select the attribute that you want to add, then click OK.

If you want to add more than one attribute, press Ctrl and select the attributes.
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Adding Non-Filter Attributes

The Dataflow editor provides non-filter attributes. By default, all classes and attributes in the
Dataflow editor come directly from all of the filter policies of the drivers. However, in production
environments, it is common to cause data to flow a certain way directly in your Policy Script code,
XSLT, or in external code that you call out to.

Usually, these non-filter attributes aren’t defined in a policy filter (unless you’re describing
“augmented” processing) and aren’t in the schema map. This is because they are generated outside
of normal driver operations and you need them in the schema mapping rule only if the engine
processes them.

Normally, non-filter attributes are operated on in the Publisher Command Transformation policy set
or the Subscriber Output Transformation policy set.

The Dataflow editor lets you add the non-filter attributes to the table for documentation purposes
so that you can capture the attributes and have an accurate picture of your actual enterprise
dataflows.

To add a non-filter attribute:

1 Right-click the class or attribute name, then select Add Non-Filter Attribute.

2 Specify the name of the attribute or class, or click Browse, then browse to and select the
attribute or class.

&) Add Non-Filter Attribute o | B
Add Non-Filter Attribute
This attribute usually isn't defined in a filter or the schema map, but is
actual data that your policies define flows for and that you want to note
Where the Flow is Defined
Name: |
@ In Poli
@ Policy Script or XSLT
& Usually in the Publisher channel's
Command step or Subscriber
channel's Output step.
(") In External Service
@y e.qg. Java RMI call cut to the driver.
':?;' oK l ’ Cancel
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3 Click OK.
4 Select where the flow of the attribute or class is defined.
In Policy: The dataflow is defined in a policy script or an XSLT style sheet.
In External Service: The dataflow is defined in a Java RMI call to the driver.
5 Click OK.

If the non-filter attribute is defined by a policy, a small P is added to the icon. This icon distinguishes
a non-filter attribute from a regular filter attribute.

Figure 8-9 A Non-Filter Attribute

&y In Palicy

If the attribute is defined by an external service, a small E is added to the icon.

Figure 8-10 A Non-Filter External Attribute

@L In External Service

Removing Items from the Dataflow Editor

+ “Removing an ldentity Vault” on page 260

+ “Removing Classes and Attributes” on page 260

Removing an Identity Vault

To delete an Identity Vault, select it, then press the Delete key.

Removing Classes and Attributes

To delete a class or an attribute, select the class or attribute name, then press the Delete key.

You can delete multiple objects in one Delete operation. Select the objects that you want to remove
from the Dataflow editor, then press the Delete key.

Editing Items

+ “Editing within the Dataflow Editor” on page 261
+ “Editing Non-Filter Attributes” on page 262

+ “Managing Schema” on page 262

+ “Removing a Flow” on page 262

¢ “Changing How Data Flows” on page 262
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Editing within the Dataflow Editor

As a convenience, you can edit many items within the Dataflow editor. This capability turns the

Dataflow editor into a full project editor that allows you to have all the tools you need in one place.

You can edit Identity Vault properties, classes, attributes, drivers, and applications.

+ “ldentity Vault Properties” on page 261
+ “Classes and Attributes” on page 261
+ “Drivers” on page 261

+ “Applications” on page 261

Identity Vault Properties

Access the Identity Vault’s properties pages by doing one of the following:

+ Double-click the Identity Vault.
+ Select the Identity Vault, then press Enter.
+ Right-click the Identity Vault, then select Properties.

Classes and Attributes

Launch the Manage Schema tool by doing one of the following:

+ Double-click the class or attribute.
+ Select the class or attribute, then press Enter.

+ Right-click the class or attribute, then select Edit Schema.

This tool enables you to modify classes and attributes. For more information, see Chapter 5,
“Managing the Schema,” on page 137.

Drivers

To access the driver’s property pages, click the driver name below the application name.

Figure 8-11 Location of a Driver Name

LOAP Directory Active D

LOAR ) ap (click ko edit)
LDAPSH |
— Acti
Directory m.-e:

Applications

Access the properties pages for the application by doing one of the following:

+ Double-click the application.
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+ Select the application, then press Enter.

+ Right-click the application, then select Properties.

Editing Non-Filter Attributes

The directional flow of these attributes is edited in the same way as other attributes. Right-click the
arrows and select Publish, Subscribe, Ignore, Reset, or Remove from Filter.

Reset means that you have the value reset under certain conditions. The attribute might be in a
policy filter, but in addition, you might have some manual logic that resets the value. Occasionally,
resets by manual logic occur in production environments.

Managing Schema

To import, deploy, and edit the schema in the Dataflow editor, right-click an Identity Vault, then
select the option that you want. All schema changes made outside of this editor are synchronized.
For more information, see Chapter 5, “Managing the Schema,” on page 137.

Removing a Flow

If a particular flow (Publisher or Subscriber channel) is not defined in the policy filter's XML, a red X
replaces the Publisher or Subscriber channel arrow. This means that it’s not in the policy and there
will be no flow. This scenario is essentially the same as an Ignore Flow icon, which is an empty white
arrow. However, the distinction is useful so that you know what is actually in your policy’s XML.

To remove the flow from the XML:

1 Right-click the Publisher or Subscriber channel icon.
2 Select Remove from Filter.

If a class or attribute is marked to be removed on both channels and nothing references it,
Designer removes it from the Dataflow editor’s table.

Changing How Data Flows

To change the way data flows, right-click the arrow that displays the dataflow, then select the option
that you want.

When you right-click the arrow that displays the dataflow for an attribute, you are presented with
five options, as shown below:

+ lIgnore

+ Notify
Subscribe/Publish

+ Reset

*

+ Remove from Filter

The functionality for these options changes depending on whether you have selected the left
(Publisher) channel or the right (Subscriber) channel.
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For the Publisher Channel:

+ Ignore - App’s Changes: Instructs the Identity Vault to ignore changes made in the application.

+ Notify - Vault of App’s Changes: Notifies the Identity Vault about changes made in the
application.

+ Publish - App’s Changes to Vault: Transfers the changes made to the application into the
Identity Vault.

+ Rest - Changes in Vault Not Made by App: Resets the changes in the Identity Vault that were
not made by the application.

+ Remove from Filter: Removes the flow from the XML.
For the Subscriber Channel:

Figure 8-12 Subscriber Channel Options

[ > Ignare - vault's Changes

X @ b Motify - App of Yault's Changes

@ @ @ Subscribe - Yault's Chanaoes ko App

CEIM  Reset - Changes in App Mot Mads by Yault
&B» | 3 remove From Filker

P B

+ lIgnore - Vault’s Changes: Instructs the application to ignore changes made in the Identity Vault.

+ Notify - App of Vault’s Changes: Notifies the application about changes made in the Identity
Vault.

+ Subscribe - Vault’s Changes to App: Transfers the changes made to the Identity Vault into the
application.

+ Reset - Changes in the App Not Made by Vault: Resets the changes in the application that were
not made by the Identity Vault.

+ Remove from Filter: Removes the flow from the XML.

When you right-click the arrow that displays the dataflow for a class, you are presented with three
options, as shown below:

Figure 8-13 Changing the Publisher Flow

e
4 Ionore - App's Changes

@E @ Publish - App's Changes to Waulk
@E ¥ Remove From Filker

®Ey
B Al
B Al
B Al
L& @&

* lIgnore
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¢ Publish/Subscribe

+ Remove from Filter

The Reset and Notify options are only available when you select an application.

Generating HTML Reports

Designer allows you to generate HTML reports about your project.

1 Click the Save Current View to HTML icon or the Save All Views to HTML icon.

View: |al Fiters -] = E;??CE‘—?‘] lTI_%_]) 4+ & @ %@

Avaya 2 eDirectory 2
Crviver Crviwer 2
AVayA
PEX H
Identity ¥ault 1

Save Current View to HTML generates a report for the current view. Save All Views to HTML
generates nine reports.

Mame | Modified | Size | Type
Jicans 120812006 12:15 PM File: Folder
&] DrataFlowall, bkl 12/8/2006 12:29 PM 1KE HTML File
&] DataFlowFilker bkl 12/58/2006 12:15 PM 1KE HTML File
Ej DataFlowMonFilke, .,  12/8/2006 1215 PM 1KE HTML File
E] ratiFyFlowall. hkml 12/8/2006 12:15 PM A kKE HTML File
.f] PasswordFlowall, ... 12/8/2006 12:15 PM 7KBE HTML File
&] ResetFlowal, kil 12812006 12:15 PM 1KE HTML File
E] SynicFlowall, bkl 12)8/2006 12:15 PM 101 KB HTML File
E] SyncFlowFilker html  12)8/2006 12:15 PM 101 KB HTML File
E] SyncFlowionFilke, ., 12/8/2006 12:15 PM 1KE HTML File
B s

The HTML files are automatically named. The descriptive names tell what the report is. All
images that you need to support the HTML document are copied to an i cons subdirectory
where the HTML is saved. The process includes all of your custom application icons.

You are prompted to save the project to disk.
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The project will be saved first to make sure the
images are on disk.

Do wou want to proceed?

[ Do nuf show thiua diélug .hux agaih

“es Mo

Saving is necessary to make sure that all of your icon information is in a state where it can be
successfully copied.

2 Click Yes to save the project.
3 Browse to and select the location where you want to save the reports, then click OK.

The directory you select for saving is stored in Designer’s memory and becomes the default
directory the next time you save.

4 Click OK in the Information dialog box that indicates where the report is saved.

If you pin an Identity Vault and then generate a report, the report is for that Identity Vault. The
Identity Vault’s name is included in the HTML name.

If the Dataflow editor has multiple applications, Designer provides a scroll bar to scroll through all
the applications within the Dataflow editor.

Integrating Passwords

If a driver is synchronizing passwords (in at least one direction), a small password-field icon ..
appears under the driver icon. This icon enables you to know where passwords are being
synchronized.

To toggle this icon on or off:

1 Select Window > Preferences > Identity Manager > Modeler.

2 Click the Display tab.
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3 Select or deselect Show password icons in Developer mode.

@ Preferences

=HE™™)

type filter text

> General
= Help
a MNetlQ
> Designer
4 Identity Manager
Configuration
Document Generati
Entitlernents
Import/Deploy
s | Modeler
> Policy Builder
Simulation
iManager
> Package Manager
> Provisioning
Validation
> Web
» KML

1 | 1 [ ¢

Modeler

(::lv L

Behaviors EiSF'|E}‘| ﬁuidancel I:ayoutsl Pages | Eromptsl Ihemes|
[¥] Show labels by applications and Identity Vaults (Architect rmode)

Grid Width: 50

Show driver icons in Developer mode

Show password icons in Developer mode

Auto-shrink Identity Vaults to fit contents
[T Auto-size Id entity Vaults to fit their titles

Auto-expand Identity Vaults to fit contents

L

I

)

|| cancel |

2 Double-click the flow arrow.

Managing the Flow of Data

To configure the flow of password synchronization:

1 In Dataflow mode, select Password Sync in the View drop-down box.

If you mouse over the password icon in Developer mode, a helpful tip explains how your passwords
are flowing for each server involved in the flow.



3 Select options, then click OK.

[ =

Password Synchronization Options

[ 1dentity Manager accepts passwords (Publisher channel) @

Use the Distribution Password for password synchronization gy
@ Accept the password only if it complies with the user's password policy g

Reset the user's password to the Distribution Password g

@ If the password does not comply, enforce the
password policy on the connected system by
resetting the user's password to the Distribution

Password

Always accept the password; ignore password policies
The application accepts passwords (Subscriber Channel) 5

Motify the user of password synchronization failure via e-mail )

| ok || cancel
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Creating and Managing Policies

Policies enable you to customize the flow of information into and out of NetlQ eDirectory for a
particular environment.

For example, one company might use the i net or gper son as the main user class, and another
company might use User . To handle this, a policy is created that tells the Identity Manager engine
what a user is called in each system. Whenever operations affecting users are passed between
managed systems, Identity Manager applies the policy that makes this change.

Policies also create new objects, update attribute values, make schema transformations, define
matching criteria, maintain NetlQ Identity Manager associations, and many other things.

For more information about policies, refer to the following:

+ NetlQ Identity Manager Understanding Policies Guide

+ NetlQ Identity Manager - Using Designer to Create Policies
+ NetlQ Identity Manager Credential Provisioning Guide

+ |dentity Manager DTD Reference
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https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_understanding/policy_understanding.pdf#netiqidentitymanagerpolicyunderstanding
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_designer/policy_designer.pdf#usingdesignertocreatepolicies
https://www.netiq.com/documentation/identity-manager-developer/dtd-documentation.html
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_credprov/policy_credprov.pdf#netiqidentitymanagercredentialprovisioningpolicies
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10 Setting Up E-Mail Notification Templates

Notification templates enable you to customize and send e-mail messages that users receive when
triggers occur.

+ “Viewing Notification Templates” on page 271

+ “Editing a Notification Template” on page 275

+ “Adding and Deploying a Notification Template” on page 278

+ “Policy Builder and Notification Templates” on page 280

+ “Configuring the E-Mail Server” on page 280

Viewing Notification Templates

Designer provides default notification templates, which you can view or edit. To view the templates:

1 Select an Identity Vault in the Modeler.

2 Inthe Outline view, scroll to and right-click the Default Notification Collection for that Identity
Vault.

3 Select Add Default Templates if you want to add the default English version of the notification
templates to the Identity Vault.
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1= Project | 3% Outline 22 W BB = O

- W/ User Application Driver -
& ] healthjob
E Statisticslob
22 NOVLIDMDUPPC-InstAndAssignDUPP
e MOVLACOMSET-GCVs
e NOVLCOMSET-GCVs
4 %_:; Default MNotification Collection
% Attestation Completed Motification
%‘ Attestation Completed Motification_en
% Attestation Motification
% Attestation Motification_en
E2) Availability
E2) Availability_en
% Delegate
%‘ Delegate_en
% Expire Password N
% Expire Password_en
%, Forgot Hint
% Forgot Hint_en
% Forgot Password
%‘ Forgot Password_en
% IDM Approval Mobile Access Granted
% Password Reset Fail
%, Password Reset Fail_en
% Password et Fail
% Password Set Fail_en
%‘ Password Sync Fail
% Password Sync Fail_en
% Provisicning Approval Completed Motification
%, Provisioning Approval Completed Notification_en
% Provisioning Motification
% Provisicning Metification Activity
%‘ Provisicning Motification Activity_en
% Provisicning Metification_en

m

% Provisioning Reminder

%, Provisioning Reminder_en

% Proxy

% Proxy_en

%‘ Resource Provisioning Completed Motification

% Resource Provisioning Completed Motification_en
% Resource Provisioning Motification

%, Resource Provisioning Motification_en

%, Resource Request Approval Completed Motification
% Resource Request Approval Completed Motification_e
%‘ Resource Request Motification m
% Resource Request Motification_en

% Role Request Approval Completed Motification
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If Default Notification Collection is not expanded, expand it. The expanded tree shows the
default notification templates. The install program no longer installs all of the notification
templates with Designer.

4 Select Add All Templates to update all of the notification templates that are installed with
Designer to the Identity Vault. You can then use the Filter option in the Outline view to filter out
the notification templates that you don’t want to see.

To view and edit the internationalized template files, click the Filter icon in the Outline view,
then select languages that you want to see.

&) Filter N

Show items of type:
Server "
4 Diriver Set |
4 Driver

Publisher
Subscriber
Palicy
Entitlement
Application
4 E-Mail Motification Template

English

[] Chinese Simplified

[] Chinese Traditional

[] Dutch

[] French

[] German

[] Ialian
[] Japanese
[7] Portuguese Brazil
[] Spanish
[7] Russian
[] Swedish
[] Danish
Design Element
Global Configuration

m

1

QK ] ’ Cancel

5 If you want a certain template to have all of the localized templates, right-click that template
and select Add Localized Templates.

All of the localized templates are added for the selected template. Use the Filter icon to select
the languages you want to see.

6 Use the templates in the Default Notification Collection to send e-mail notifications to users in
the Identity Vault.
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You can customize these templates with your own text. Right-click a template (for example,

Forgot Hint), then select Edit.

You can also open a template by double-clicking it.

Template Name

Description

Attestation Completed Notification

Attestation Notification

Availability

Default Job Notification

Delegate

Forgot Hint

Forgot Password

Password Reset Fail

Password Set Fail

Password Sync Fail

Provisioning Approval Completed Notification

Provisioning Notification

Provisioning Notification Activity

Provisioning Reminder

Sends an e-mail notification when the workflow
process for your attestation request is
completed.

Sends an e-mail notification when a new
compliance activity is submitted that requires
your attention.

Sends an e-mail notification when an
availability setting has been created or
modified.

Sends an e-mail notification to report results of
the job as configured in the template. Contains
the name of a job and any status information
from the job.

Sends an e-mail notification when a a delegate
assignment has been created or modified

Sends an e-mail notification when a user forgets
a password and requests a hint.

Sends an e-mail notification when a user
incorrectly enters a password.

Sends an e-mail notification when a user tries to
reset a password but doesn’t meet password
policy requirements.

Sends an e-mail notification when a user’s
password cannot be set in the managed system.

Sends an e-mail notification when a user’s
password fails to synchronize.

Sends an e-mail notification when a workflow is
completed. Indicates the overall workflow and
provisioning decision.

Sends an e-mail notification to a user or
manager for approval. Indicates that action is
required from the user or manager.

Sends an e-mail notification to a user or
manager about the activity of the provisioning
notification.

Sends an e-mail notification when a user
activity time out expires. Reminds the user or
manager to act.
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Template Name Description

Proxy Sends an e-mail notification when a proxy
assignment has been created or modified.

Resource Request Approval Completed Sends an e-mail notification when a resource

Notification request has been approved.

Resource Request Notification Sends an e-mail notification when a resource

has been requested.

Role Request Approval Completed Notification  Sends an e-mail notification to a user or
manager that the approval process is

completed.

Role Request Notification Sends an e-mail notification to a user or
manager that a new role request requires
approval.

Send Info Sends information via an e-mail.

Editing a Notification Template

1 Select an Identity Vault.
2 In the Outline view, right-click a template (for example, Forgot Hint), then select Edit.

3 Select a format, specify a subject, add tokens, customize the message that users receive, then
save and close the template.

@

E-Mail Template Editor
£ CM=Fergot Hint, CN=Default Notification Collection,cn=security

E-Mail Content

Send As @ HTML () Text Tokens:

SUserFullMames Mew...

Subject: SHintS
Remove

Wour password hint request

i

Insert

i

Message:
B 7 U|mMEA R E%E == =| == | 2| E

<head>
itlexYour password hint request</titles
le>
<!-- body { font-family: Trebuchet M5 } -->
</style>
</head><body BGCOLOR="#FFFFFF">
<p:Dear $UserFullName$,</p>
<p>¥ou have requested that your password hint be emailed to you. The password
hint is given below:</p>
<p>Hint: $Hint$</p>
<p>If you did not request that your hint be emailed to you, please contact the

m

Fl

£2)) E-Mail Template Editor

+ “Selecting a Format” on page 276

+ “Specifying a Subject” on page 276
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+ “Working with Tokens” on page 276
+ “Attaching an Image” on page 277
+ “Editing a Template Message” on page 278

Selecting a Format

Select whether users receive this e-mail notification in HTML or text format.

Specifying a Subject

The subject is the text that a user views in an e-mail’s Subject heading or field. You can change the
text in the Subject field. You can also use tokens here. The text or tokens don’t determine the name
of the template.

Working with Tokens

A token is a variable or replacement tag for items such as the user’s name. Tokens help you
personalize the message to the user.

Each template includes default tokens. For example, the Forgot Password e-mail template for
sending a password to the user includes the default replacement tag named $Cur r ent Passwor d$.

You can define other tokens for use in the body of the message or in the subject. Your ability to do so
depends on the application that uses the templates. To find out how to define additional
replacement tags, see the documentation for the application. For example, Identity Manager
Password Synchronization can’t use a replacement tag that you create unless the policy in the driver
configuration that uses the template also contains the definition of the replacement tag.

Adding a Token

1 Click New.

F |
Create replacement tag

Add Replacement Tag

Enter the token name and value for the token.

Mame: |

Description:

QK l | Cancel
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2 In the Create a Replacement Tag dialog box, type a name for the token.
You don’t need to type the $ characters. Designer provides them.

3 Type a description for the token.

4 Click OK.

When you add a token, the tag is automatically added to the XML source for the template. After you
add a tag, you can edit it only in the XML Source view.

Removing a Token

To delete a token, select it, then click Remove.

Make sure that you don’t remove tags that are needed for the body of the message.

Inserting a Token

1 In the template, click where you want to insert a token.
2 Select a token.
3 Click Insert.

Designer inserts the selected token into the e-mail template.

Attaching an Image

You can attach images to the e-mail template by using the following steps:

1 Ensure that you place the image files in the correct directories depending on your platform:

+ UNIX/Linux: Place the images in the/ opt/novel | /eDirectory/lib/dirxm/
rul es/ manual task/ m _fil es directory.

+ Windows: Place the imagesinthe<eDirectory installation
fol der>\ NDS\ nt _fil es directory.

2 In your e-mail template, use the following syntax to attach images:
<p> <ing ALT="your image" SRC="cid:orchid.gif" hei ght="29
wi dt h="80/> </ p>
where orchid is the name of the image.

Because the file name is case sensitive, the name of the file (image) must exactly match with
the file name in the directory.

3 Restart the system after placing your image files in the correct directories for your platform.

For example, if an e-mail has already been sent, you need to restart ndsd or eDirectory for it to
use the new image.

+ UNIX/Linux: Restart ndsd.
Windows: Restart eDirectory.

4 Click OK to save the template.
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Editing a Template Message

The text of the e-mail message appears in the Message field. Customize the text so that it suits your
environment. Use tokens to personalize the e-mail message.

1 In the E-Mail Template Editor, place your cursor in the Message edit box, then press
Ctrl+Spacebar.

2 Select an HTML tag by double-clicking a tag in the drop-down list.

A link if the href attribute is present, and the target for a link if the

. . <*a -
name attribute is present

<> abbr
<¥audio
<*h

<> bdo

<3 bgsound
<* blink
<> br

<> button
£ canvas

m

<> cite
<> code

3 Format text by using the toolbar.

4 Preview the text by clicking the Preview icon [a).
5 Save the template by selecting File > Save.
You can also click the Save icon.

If the code isn’t valid, you can’t save the template.

Adding and Deploying a Notification Template

+ “Adding a Notification Template” on page 278
+ “Importing a Notification Template” on page 279

+ “Deploying a Notification Template” on page 280

Adding a Notification Template

1 Select an Identity Vault in the Modeler.

2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.

3 Right-click, then select New Template.
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- -

E-Mail Templates

Add Notification Template

Enter the template name.

Mame: |

Open the editor after creating a ternplate.

OK ] ’ Cancel

4 Name the template.

5 If you want to automatically open the template editor so that you can view or edit the template,
select Open the editor after creating a template.

6 Click OK.
7 Customize the text by editing the template message.

8 Click Save on the Designer toolbar.

Importing a Notification Template

To import a notification template from a file:

1 In the Outline view, scroll to Default Notification Collection for an Identity Vault.
2 Right-click, then select Import Template from File.
3 Browse to and select the template.

4 Customize the text for your environment by editing the template message.
To import a notification template as a live operation:

In the Outline view, scroll to Default Notification Collection for an Identity Vault.
Right-click, then select Live > Import.

Specify the host name (IP address) for the tree.

To authenticate, specify the user name and password.

Browse to and select the template, then click OK > Continue > Import > OK.

A U A WN R

Customize the text for your environment by editing the template message.
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Deploying a Notification Template

After you add or import a template, deploy it.

1 Right-click the template.
2 Select Live > Deploy.

Policy Builder and Notification Templates

For information on using the Policy Builder interface to send e-mail notifications, see “Send Email”
and “Send Email from Template” in the Netl/Q Identity Manager - Using Designer to Create Policies
guide.

Configuring the E-Mail Server

The e-mail server sends notification e-mails from applications that use the Notification
Configuration templates.
1 Select an Identity Vault in the Modeler.
2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.
3 Right-click, then select Properties.
4 Specify the host name, From, and authentication settings for your SMTP e-mail server.
Host Name: The host name of your SMTP e-mail server. This can also be an IP address.

From: When a user opens the e-mail, the text that you enter in the From edit box is displayed in
the From field of the user’s e-mail heading. Depending on your mail server settings, the text in
this field might need to match a valid sender in the system (for example,
helpdesk@company.com instead of descriptive text such as The Password Administrator). Such
a match allows the mail server to do reverse lookups or authentication.

Authenticate to the server by using credentials: Use this option for a secured SMTP server.

If your server requires authentication before sending e-mail, specify the username and
password here.

Although the authentication information is specified here, you might also need to specify it
separately for the application that is sending the notification e-mails.

For example, Forgotten Password e-mail notifications can be sent by using the authentication
information you specify here. However, notification e-mails for Identity Manager Password
Synchronization require the authentication information to be provided in the driver policy that
is used to send notification e-mails.

5 Click OK.
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Importing into Designer

The Import feature allows you to import the following items into defined projects:

+ Projects from the File System or from the Identity Vault

¢ Libraries

+ Driver sets

¢ Individual drivers

+ Packages

¢ Channels

+ Policies

+ Schemas
Depending on a project’s complexity, importing can save you time in building and rebuilding drivers,
channels, packages, and policies. For instance, after a driver, channel, package, or policy is built, you

can import it into new projects and modify it to run in the new environment instead of starting from
scratch on each new driver, channel, package, or policy.

You import projects, drivers, channels, schemas, and policies from an existing eDirectory tree
running the Identity Manager system (Identity Vault), or from an exported project located in the file
system. You import packages from the file system or the auto update feature in Designer. In Designer,
use the Deploy feature to save drivers, channels, and policies into a Identity Manager server in an
Identity Vault. Use the Export feature to save project, drivers, channels, and policies to a local,
removable, or network directory.

What you are able to import depends where you are at within a project. To import an eDirectory
object, you must have sufficient rights to access the eDirectory tree that is associated with the
Identity Vault you are designing. Each of the following sections explains how to import each
component of your Identity Manager solution.

During import, Designer does not import anything that is encrypted. This includes named passwords,
e-mail notifications, existing certificates, and the Secure Login administrator password.

+ “Importing Projects” on page 282

+ “Importing a Library, a Driver Set, or a Driver from the Identity Vault” on page 292

+ “Importing Packages” on page 301

+ “Importing a Driver Configuration File” on page 302

+ “Importing Channels, Policies, and Schema Items from the Identity Vault” on page 307

¢ “Using the Compare Feature When Importing” on page 315

+ “Error Messages and Solutions” on page 322
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Importing Projects

You can import projects from the File System or from an Identity Vault.

When you initially open the Designer utility and close the Welcome view, you have no projects that
are currently available.

For information on creating a new project, see Chapter 1, “Creating a Project,” on page 21. For
information on importing projects, see the following sections:

+ “Importing a Project from the Identity Vault” on page 282
+ “Importing a Project from the File System” on page 288
+ “Importing a Project from iManager” on page 289

+ “Importing a Project from a Version Control Server” on page 290

Importing a Project from the Identity Vault

1 In Designer, click File > Import.
or

Click Import Project From Identity Vault from the No Projects Available page in the Projects view,
then skip to Step 3.

2 From the Import window, select Identity Manager Project (From Identity Vault) under the
Designer for Identity Manager heading. Click Next.
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Import an existing Identity Manager project from an Identity Vault. I @ - 5 i

Select an import source:

type filter text

4 (= Designer for Identity Manager
k%5 Project (From File System)
|t Project (From Identity Vault) |
id:j Project (From Yersion Contrel)
Project (From iManager Export File)

@ < Back Next > Finish

The Import window allows selections under a number of tabs, including Designer for Identity
Manager. Selections under the Designer for Identity Manager tab include:

+ Importing an existing Identity Manager project from the file system (the project must have
a valid .pr oj ect file).

+ Importing an existing Identity Manager project from an Identity Vault.

+ Importing an existing Identity Manager project from an iManager export file (Driver Set or
Driver).

+ Importing an existing Identity Manager project from a version control server.

3 In the Project (From Identity Vault) window, give the new project a name. Select where the
contents of this project are to reside (for Windows workstations, the default is C. \ Documnent s
and Settings\ User nane\ desi gner _wor kspace). Click Next.
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sl Project From the Identit

Project Name and Location

Mame this project and choose a location,

Project name:  Blanston

Project Contents
Uze Default

Directory:  C/Documents and Settings /Movell User/Designer/workspace

4 In the Import Project From Identity Vault window, specify the information needed to
authenticate to the Identity Vault (eDirectory) of your choosing. In the Host Name field, you can
use either a tree name or the IP address of the Identity Vault.
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Enter Authentication Information @
Enter information to authenticate to the Identity Vault of your choice, A
Host name:  192.168.14.199 -~ A
User name:  cn=admin,cu=blanston ~| @

Password: sssess

Save Password
[¥] Secure Connection

Fill in the User Name and the Password fields.
You can use history drop-down lists to choose a previously entered value from a list.

Select Save Password to instruct Designer to save the password permanently. This setting will
continue to keep Designer authenticated with this Identity Vault each time you import, deploy,
or compare Designer objects with the Identity Vault. However, the password is saved locally in
Designer’s file system and is not secure.

If you do not select this option, the password is remembered only until you close Designer.

When you enable a Secure Connection between Designer and the Identity Vault, the LDAP
server listens on the default secure port (636). If you configured the secure port as 700, specify
this port number in the Host name field. For example, 192. 99. 78. 51: 700.

When connecting through a secure port, Designer prompts you to import the ldentity Vault’s
Certificate Authority certificate into Designer. You must accept this certificate to establish a
secure connection with the Identity Vault. For more information, see “Secure Connection” in
Table 3-2 on page 73.

Click Next.

9 In the Import Project From Identity Vault page, the Identity Vault Schema and the Default

10

Notification Collection are added as import options. If you do not want to import one of these
options, select the option and click the Remove icon.

In the Import Project From Identity Vault page, click the Browse icon to select the object you
want to import within eDirectory. Click OK to return to the Import Project From Identity Vault

page.
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o Project (From the Ide aul L 3

Import Project from Identity Vault @
Add cbjects to the import list by clicking the Browse button and selecting them from P
the Identity Vault.

Objects to Import:
5 D@ cn=Default Motification Collection,cn=>5ecurity * ’ Browse... ]
4 [7]les cn=driversetl, o=system al
G) cn=Delimited Text Driver 333 ’ Remaove ]
W& cn=edirm2
V] cn=s2 eDir-to-eDir...

E cn=elirectory Driver

G) cn=Delimited Text Driver Sushant
cn=edirl

G} cn=Delimited Text Driver

"pl cn=Managed Systern Gateway Driver
G) cn=Data Collection 5ervice Driver
G) cn=Role and Resource Service Driver
",} cn=User Application Driver

ifii cn=Library A

m

1

?\ Mext = [ Einish ] ’ Cancel

11 If there are drivers you do not want to import with the driver set, select the driver and click the
Remove icon.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the list.

Driver sets that are not associated with a server have a red minus sign in the lower right portion
of the driver set icon. These driver sets need a server association in order to be deployed.

12 (Conditional). You can also import policy libraries. Select the Browse icon to browse to and
select the library you want to import, then click OK to add the library to the Import Project from
Identity Vault page.

13 After you have selected the objects you want to import, click Finish.

When the driver set imports, you see the Import Results window showing you if there were any
problems with the import procedure.
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15

16

17

r© = - q
& Import Resulis ﬁ

Operation Results: [+ = | =)

@) cn=driversetl, o=system
3 cn=Default Notification Collection, cn=Security
) Identity Vault Schema

Details:

o Information
Object:

cn=driversetl, o=system

Description: The import of ‘cn=driversetl, o=system' was successful.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 543 for further information.

To close the Import Results page, click OK.

(Conditional) If you are importing more than one eDirectory driver, select the eDirectory driver
in the Objects to Import window and click the eDir-to-eDir icon in the Import Project From
Identity Vault page to display the Connect to Identity Vault window, where you can import the
associated driver in the other eDirectory trees.

NetlQ recommends that you import both eDirectory drivers, especially if you have SSL/TLS
enabled.

(Conditional) Provide the username and password, then click Continue. (Skip this step if you
only want to import one eDirectory driver.)

(Conditional) If you specify the username and password and select Continue to import both
eDirectory drivers, you then see a Browse Identity Vault window where you select the
corresponding eDirectory driver. Select the driver and click Finish.
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You are returned to the Project (From ldentity Vault) window, where you can select or deselect
the drivers, allowing you to choose only the drivers in a driver set that you want to import.

18 Click Finish.

By having both drivers available, you can view the complete data flow between the two
eDirectory drivers, as well as the other drivers you selected.
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Importing a Project from the File System

Earlier Designer workspaces are not compatible with Designer. Designer stores projects and
configuration information in a workspace. These workspaces are not compatible from one version of
Designer to another. You need to point Designer to a new workspace, and not to a workspace used
by a previous version of Designer.

NOTE: While importing a project into Designer that is installed on a Linux server, ensure that there is
sufficient amount of iNodes on the server. Otherwise, Designer prompts you with a message stating
insufficient disk space on the server.

If you have an earlier project, you can import the project into Designer (File > Import > Project from
File System). Be sure Copy project into the workspace is selected. Importing the project runs the
Converter Wizard, making the project compatible with Designer architecture and placing it under
your designated Designer workspace directory (desi gner _wor kspace by default). You must close
all open editors before pointing the older workspace to Designer.

1 In Designer, click File > Import.
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Click Import from file system from the No Projects Available page in the Project’s view, then skip
to Step 3.

2 From the Import window, select Designer for Identity Manager > Project (From File System), then
click Next.

3 From the Import Existing Projects page, select between the root directory or archive file. The
default is Select root directory. Browse to the directory containing valid projects.

4 Select the directory where the exported project is saved with the . pr oj ect extension.

There must also be a valid project file in the selected directory, or the project does not display in
the Projects window. If you have multiple projects you want to import and they are under the
same directory, select the directory above the projects and click OK.

5 In the Import Existing Projects window, select or deselect any of the projects, then click Finish.

6 Make sure the Copy Project into Workspace option is selected to copy the contents of the
project into the workstation’s local workspace. (Do not use previous Designer workspaces for
Designer 3.0 and above.)

You can also import multiple projects at the same time by specifying the base or root directory
where you want to start your search. The Import Wizard searches the selected directory and all
of its subdirectories for valid Designer projects to import. You can then select the projects that
you want to import into Designer by using the check boxes. If a project with the same name
already exists in Designer, you can’t import that project and you won’t be able to select it from
the list.

7 (Optional) If you have selected multiple projects, select whether to open these project’s
directories in the Model view. Designer won’t open all of the projects that are imported from
the file system unless you select Open projects after imports.

8 (Optional) You can also import projects from ZIP or TAR archives. Click the Select archive file
selection and select the directory where the exported project is saved with the .zi p or .t ar
extension. The whole archive is searched for valid Designer projects to import.

If the projects you are importing need to be converted to this version of Designer, you will see
the Project Converter window. See “Converting Earlier Projects” on page 417 for more
information.

9 In the Import Existing Projects window, you can select or deselect any of the projects, then click
Finish.

Importing a Project from iManager

You can create a new Designer project by selecting an iManager .xm export file. These include
driver set and driver exports as well as NetlQ sample configuration files.

1 Click File > Import > Designer for Identity Manager > Project (From iManager Export File), then
continue with
or

Click Project (From iManager Export File) from the No Projects Available view, then skip to
Step 3.

2 Type a project name. Use the default desi gner _wor kspace directory for the project, or type
or browse to the directory where you want to import the project. Click Next.

Importing into Designer 289



290

Select the directory where the exported project is saved with the .xnl extension, click Open,
then click Finish.

When you are importing a driver set or driver into a project, you are asked if you want to
validate the values within the drivers you are importing. If you do not want to validate the
driver configuration at this time, click No.

Otherwise, click Yes and continue importing the project.

You can only import the driver functionality that you saved to the .xm file. This file does not
contain default driver configurations unless that is what you have saved.

Fill in the information requested in all of the Import Information Requested windows that you
see for each driver in the driver set, or for each driver selected.

The Import Information Requested windows contain different driver information from each
selected driver.

Click Next or Finish (depending on the number of pages presented).

7 Click OK to close the Import Configuration Results window.

Importing a Project from a Version Control Server

The Import dialog box lists projects and enables you to select projects that you want to import.
There are a number of ways to access the Import dialog box in order to import projects from a
version control server, and this example covers one of those methods.

1

Select File > Import. or If no projects are available, select Import from version control from the
Project view.

Click Project (From Version Control) > Next.

Type a URL in the Version Control Server URL field, then press Enter. For example:
https://sun. provo. novel | .com svn

svn://123.123.131. 120/ trunk

Provide authentication to the Subversion server if required. Depending on the type of security
you have set up, you might need to supply SSH authentication, SSL client certificate
authentication, or basic HTTP authentication.

Select a project or projects.
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" B
& Project (from Version Control Server) L@g

Import Projects from Version Control Server

Specify the path or URL to your version control server in order to
search for projects to import from your repository.

Version Control URL or file path: 60

cvn://192.99.78.51 - B

Projects:

» (23 widi < Befresh

- £33 UMich

w03 wtut

s+ (23 wadi

S E e

s (23 we

- (23 VC-AU3

> (33 VC-B

s 33 VC-5

- O3 VCL

- [Cg V12 L
- 03 wet -

Location: C/Decuments and Settings /Movell User/Designer

Uze default location

Version control searches for projects three levels deep from the directory specified in the
Version Control Server URL entry.

6 Click Finish. At the Version Control page that shows you the version control server status, click
OK.

The projects are imported into Designer and are added to the Project view and the Version
Control view.
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Importing a Library, a Driver Set, or a Driver from the
Identity Vault

To import an eDirectory object, you must have access to the eDirectory tree that is associated with
the ldentity Vault.

+ “Associating a Server to the Identity Vault” on page 292

+ “Importing a Library from the Identity Vault” on page 293

+ “Importing a Driver Set from the Identity Vault” on page 294
+ “Importing a Driver from the Identity Vault” on page 298

Associating a Server to the Identity Vault

When you add a new ldentity Vault to a project, you see the Add Server Association window, where
you can accept the default server, specify a server, or browse to a server. The import and deploy
features use the server association for later identification. To do this:

1 In the Modeler view, drag an Identity Vault icon from the Palette to the Modeler view to bring
up the Add Server Association window.

_
il Add Server Associatior

X

l| Specify Server for Identity Vault

Take the default, specify, or browse to a server,

I L

Server DM: | cn=server,ou=contex

Identity Manager Version:

Identity manager Edition: ’ﬁ.duanced Editien ']

For version information or to change the default, click here

Cancel

2 Type the server’s DN context in the Server DN field, or click Browse.

3 If you select Browse, fill in the appropriate host name, user name, and password in the
Credentials to Identity Vault window. Click OK.
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Identity Vault Credentials ‘

Host: 192.00.78.51

Username: cp= admin,cu=sa,o=system

Password: gesses

[¥] Save Password
[¥] Secure Connection

Cancel

4 In the Browse for Server Object window, select the server you want to associate with this driver
set and click OK.

In the Add Server Association window, you also see the Identity Manager version displayed. This
is important when importing and exporting driver sets and drivers, because you must match
driver sets and drivers to the correct Identity Manager version.

5 Click the For version information or to change the default, click here entry for more information.

6 Click OK to close the Add Server Association window and add an Identity Vault to your Modeler
view.

Importing a Library from the Identity Vault

1 Right-click the Identity Vault in the Modeler view, then click Live > Import.

2 (Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password
information, then click OK.

Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep the password information for future connections to
this Identity Vault. Otherwise, you will see the Identity Vault Credentials page the next time you
open Designer.

3 Onthe Import from Identity Vault page, browse to the Library object by clicking the Browse
icon.

4 Select the Library object and click OK.
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& Import from Identity Vault g
Import objects into an Identity Vault .
Select the objects to import from eDirectory.
Objects to Import: =
“ cn=Library,cn=driversetl, o=system [ Browse... ]
[ Remowve ]
eDir-to-eDir...

?\ [ Continue J [ Cancel

The library is added to the Import from Identity Vault page.
5 Click Continue, then click Import to import the library.
6 On the Import Results page, click OK.

Importing a Driver Set from the Identity Vault

To import an Identity Manager Driver Set object (and all contained drivers) into an Identity Vault
object in the Modeler view:

1 Right-click the Identity Vault in the Modeler view, then click Live > Import.

2 (Conditional) If the Driver Set that comes with the Identity Vault creation is empty, you are
asked if you want to remove the default Driver Set icon from the selected Identity Vault. Click
Yes.

3 (Conditional) If you filled out the authentication information when you initially created an
Identity Vault icon in the Modeler view, go to the Properties view under the Project view.
Specify authentication credentials for the selected Identity Vault, then skip to Step 5.

4 (Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password
information, then click OK.
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Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep the password information for future connections to
this Identity Vault. Otherwise, you will see the Identity Vault Credentials window the next time
you open Designer.

5 Inthe Import from Identity Vault window, browse to the driver set by clicking the Browse icon.
ki Project (From the Identity Vault | B

Import Project from Identity Vault @

Add cbjects to the import list by clicking the Browse button and selecting them from P
the Identity Vault.

=

Objects to Import:

A D@ cn=Default Motification Collection,cn=>5ecurity - ’ Browse... ]
4 [7]les cn=driversetl, o=system al
‘;) cn=Delimited Text Driver 333 ’ Remaove ]
W& cn=edirm2
E cn=s2 eDir-to-eDir...
[V cn=eDirectory Driver
‘;) cn=Delimited Text Driver Sushant
cn=edirl
[¥|& cn=Delimited Text Driver
‘;) cn=Managed Systern Gateway Driver
‘;) cn=Data Collection Service Driver
‘;) cn=Role and Resource Service Driver
[¥|& cn=User Application Driver
ifii cn=Library 8

m

1

?\ Mext = [ Einish ] ’ Cancel

6 Select the driver set you want to import, click OK to place the driver set in the Objects to Import
list in the Import Driver Set from eDirectory window. You can then deselect the drivers you do
not want to import by deselecting the box next to the driver name. If you chose the wrong
driver set, select the driver set and click Remove. Otherwise, click Continue.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the Objects to Import list.

Driver sets that are not associated with a server have a red minus in the lower right portion of
the driver set icon. These driver sets need a server association in order to be deployed. An error
displays if the application can’t authenticate to the eDirectory tree you have selected.

7 (Conditional) If you are importing one or more eDirectory drivers, select the eDirectory driver in
the Objects to Import window, then click the eDir-to-eDir icon.
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8 (Conditional.) If you fill in the user name and password and click Continue to import both

10
11

eDirectory drivers, you then see a Browse Identity Vault window where you select the
corresponding eDirectory driver. Select the driver and click OK.

You are returned to the Import Driver Sets from eDirectory window, where you can select or
deselect the drivers, allowing you to choose only the drivers in a driver set that you want to
import.

Click Continue.

This brings up the Import Summary window, where you can see all of the Driver Set objects that
are being imported into Designer. This summary uses the same format as the Compare window
(see “Using the Compare Feature When Importing” on page 315 for further information).

Click Import to continue.

(Optional) As the import operation progresses, you are asked to associate a server with the
Identity Vault. Select the option that best suits your needs.

+ Allow default server to be created: Creates a dummy server with global configuration
values and other elements that are associated with this project until you specify an actual
server for the project. Make sure you have designated a correct Identity Vault server when
you deploy the driver set.

+ Specify a server: Brings up the credentials screen, allowing you to designate a host server,
a user name, and password for the Identity Vault server for this project.

+ Don’t create a server now: Skips all associations for this project. You need to fill in the host
information before you deploy this driver set.

+ Remember selection - don’t prompt again: Continues to use whatever server option you
choose the next time Designer needs to associate a server with an Identity Vault.

12 After you decide your plan of action and select the option you want, click OK to continue the

import procedure.

13 Click Finish.

If you selected in Step 7 to connect eDirectory drivers, you can view the complete data flow
between the two eDirectory drivers, as well as the other drivers you selected.
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When the driver set imports, you see the Import Results window, showing you if there were any
problems with the import procedure.
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~ L s
& Import Resulis @

Operation Results: [+ = | =)

@) cn=driversetl, o=systemn
3 cn=Default Notification Collection, cn=Security
) Identity Vault Schema

Details:

o Information
Object:

cn=driversetl, o=system

Description: The import of ‘cn=driversetl, o=system' was successful.

— — P — = ——— —

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 543 for further information.

14 Click OK to finish the import process.

Importing a Driver from the Identity Vault

To import an Identity Manager Driver object (and all contained channels and policies) into a driver

set:

1 Select an Identity Vault in the Modeler view.

If you have added a new Identity Vault to a project, see “Associating a Server to the Identity
Vault” on page 292 first, then return to Step 2.

2 Verify that the authentication credentials in the Properties view for the Identity Vault are

correct.

3 Right-click a Driver Set object within the Identity Vault, then select Live > Import.
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(Conditional) If the Identity Vault is not authenticated to the eDirectory tree, you see the
Identity Vault Credentials window asking for the hostname, username and password. Provide
the information, then click Next.

In the Import from Identity Vault window, click Browse to select a Driver object from the
Identity Vault.

Click OK to place the driver in the Import from Identity Vault window, then click Continue to
install the driver and bring up the Import Configuration window.
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7 In the Import Configuration window, select Configure to edit the driver configuration, or select

Close to close the Import Configuration window.

Most drivers cannot run with default values. You need to modify the driver configuration values
and parameters so the drivers can work properly in your network environment.

You also see the Import Configuration window when you drag an application from the Palette to
a driver set in the Modeler view.

When you select Configure, the driver’s Property page with the Driver Configuration option is
displayed.

8 Fill in the required values and parameters that are necessary to have the driver run in your

network environment.

iﬂ Properties for User Application Driver =] é

type filter text Driver Configuration - T
General
Driver Configuration Driver Module | Authentication | Startup Option | Driver Parameters | ECMAScript | Global Configurations
Engine Control Values
GCVs @ Java
: Health Mame of the Java class:
Leg Level com.novellidm.driver. ComposerDriverShim -
Manifest )
MNamed Passwords (0 Native
Packages Mame of the DLL:
Reciprocal Attributes
Trace
iManager Icon () Connect to Remote Loader:
Remote Loader client configuration for documentation
Include in documentation @
Select Remote Loader client configuration:
Driver Object Password
Set Password... | | Remove Password
Restore Defaults Apply
| —
@' OK ] [ Cancel ]
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The two required options for every driver are Driver Configuration and GCVs. However, because
each driver contains different values and parameters, you need to consult the driver manual for
specific values. Go to the Identity Manager Drivers Guide Web site (https://www.netig.com/
documentation/identity-manager-47-drivers/), then select the manual for the driver you are
configuring.

9 (Conditional) If you are importing one or more eDirectory drivers, NetlQ recommends that you
connect to those eDirectory drivers during the import process. Select the eDirectory driver in
the Objects to Import window, then click the eDir-to-eDir icon.

10 (Conditional) Fill in the user name and password for the other eDirectory tree and select
Continue to import both eDirectory drivers.

11 (Conditional) In the Browse Identity Vault window, select the corresponding eDirectory driver,
then select the driver and click OK.

You are returned to the Import Drivers from eDirectory window.

When the driver imports, you see the Import Results window showing you if there were any
problems with the import procedure.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 543 for further information.

12 Click OK to finish the import process.

Importing Packages

In Designer 4.0 and later, packages replace driver configuration files. You can still import driver
configuration files, but from this point on, new content is delivered in packages.

Designer is the only tool that allows you to manage packages. iManager can detect if a driver is
created with packages. However, if you make changes to the driver in iManager, Designer cannot
track these changes. If you install an updated package, there is a possibility your changes can be
overwritten. It is a best practice to always make driver configuration changes through Designer and
not iManager.

Packages must be imported into the package catalog, then the packages are installed on the Identity
Vault, driver sets, or drivers. The package catalog is an object that is only displayed in Designer and it
holds all of the packages that are installed into a Designer project.

To import packages into the package catalog:

1 Select the package catalog object in the Outline view, then right-click and select Import Package.
2 Select a package from the list.

or

Click Browse, then browse to and select a package on the file system.

If all of the available packages are imported, the list is empty.
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Select packages from the following:

Installed Packages Installed Version Short Mame Vendor : License

[T] §& User Application Base 1.0.2 MOVLUABASE MNovell, Inc.
] §& SOAP Base 21.0.20140606070231  NOVLSOAPBASE MNovell, Inc.
[T &8 MySQL Base 103 NOVLIDBCMYBS Movell, Inc,
[ §& SAP Portal Base 1.00 NOVLPORTB Novell, Inc.
] §& PostgreSQL Base 1.0a MOVLIDBCPGBS MNovell, Inc.
[] §& LDAP Base 2.0.0.20120510183754  NOVLLDAPBASE MNovell, Inc.
[] §& Managed System Gateway 2.0.0.20120607171954  NOVLIDMMSGWE  Movell, Inc.
[] §& Data Collection Service Bas 1.0.0 NOVLIDMDCSB Nowvell, Inc.
[T §& SAP User Management Bas 1.0.1 MOVLSAPUBASE MNovell, Inc.
[T] §& User Application Base 1.0a MOVLUABASE MNovell, Inc.
[l @SQL Server Base 101 NOVLIDBCSSBS MNavell, Inc.
[ §& SAP Portal Base 101 NOVLPORTB Novell, Inc.
[T §& SOAP Base 1.00 MOVLSOAPBASE MNovell, Inc.
[] £ Loopback Base 2.000.20140129122438  NOVLLBACKB MNovell, Inc.

1 & bSO Bace 104 RICA IND R AWDE Ble wll T

Show Base Packages Only

[Select AIII ’Deselecthll] [Erowse...]

Show Readme Details

3 Click OK to import the package.

After the package is imported, you must install the package into the Designer project on an Identity
Vault, driver set or driver. To install a package, see “Installing Packages” on page 175.

Importing a Driver Configuration File

In Designer 4.0 and later, packages replace driver configuration files; however, you can still import
driver configuration files. Any new functionality for the drivers is contained in packages, not in the
configuration files.

You can import an Identity Manager driver configuration file into the selected driver set for a project
by using the Import from Configuration File option, which imports an XML configuration file that can
be a driver set, an individual driver, driver channels, or policies. If you import a driver configuration
file that contains only a policy, Designer creates the framework for parent containment objects, such
as a channel, a driver, or a driver set. Such parent containment objects do not contain attributes;
they are only the framework of the channel, driver, or driver set from where the policy came.

You can import a configuration from a file in three ways:

+ “Importing an ldentity Manager Project from the File System” on page 303
+ “Importing a Driver Configuration from a File in the Modeler View” on page 303

+ “Importing from a File through the Outline View” on page 305
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Importing an Identity Manager Project from the File System

The Import an Identity Manager Project from File System option allows you to import an Identity
Manager project that has been saved to the file system through the Export > File System option. The
project must have a valid .pr oj ect file and accompanying file structure for the project to
completely import. For information about importing a project, see “Importing a Project from the File
System” on page 288.

Importing a Driver Configuration from a File in the Modeler View

You can import a previously exported configuration file or one of the sample .xm driver
configurations that are included with Designer.

To import a configuration file into a driver set:

1 Select an Identity Vault in the Modeler view.

2 Right-click a Driver Set object within the Identity Vault, then select Import from Configuration
File.

3 Inthe Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xmni file.

If you use the Browse feature, by default Designer takes you to the following directories:
¢ For Windows:

C.\ Program
Fi I es\ Novel I'\ Desi gner\ ecli pse\ pl ugi ns\ com novel | .i dm <versi on><ti me
st amp>\ def s\ dri ver _configs\current\drivernane

* For Linux:

/ hone/ user nane/ desi gner/ ecl i pse/ pl ugi ns/
com novel | .idm <version><tine stanp>/defs/driver_configs/current/
drivernane

You can use one of the .xm configuration files in a selected directory or you can browse to a
directory containing an exported configuration file.

4 Click OK.

5 Complete the import by filling out the Import Information Requested prompts for the driver
configuration file.
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T
& Import Information

Information requested:

* Required

Enter the driver name. Selecting an existing driver will overwrite the driver configuration. The driver name 'eDirectory Driver' was
provided as a default value by the configuration file.

Driver name: *
eDirectory Driver

When importing a configuration containing a policy library that was cutside the context of what was exported, you must specify the

container in which you want the imported policy library created. All references to policies within this policy library will be adjusted to
correspend to its new location,

Select the container where you want to create the policy library named ‘Library'. *

CM=driversetl, o=system

Enter the authentication password:

Reenter the password:

Enter the driver password:

Reenter the password:

| Reset || Nea> |[ Ensh || cancel

+ The template varies, depending on the driver configuration file selected and the state in

which the file was saved. Saved files might only prompt for a driver name, but need other
values in order to work in a network environment.

The pre-ldentity Manager 3.6 Driver Configuration Wizard adds different policies to the
driver, depending on which options you select when you initially import the driver. You
cannot change an option that you did not initially choose, because the information is not

included in the driver. You must delete the driver and create a new one through the Driver
Configuration Wizard.

WARNING: Do not use the Driver Configuration Wizard on the .xni file that you are
importing. The Wizard brings up the Import Information Request forms, but these forms
are pulled from the default driver that come with Designer and will overwrite the driver
you are importing. Use this method only if you need to start over.
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+ The Identity Manager 3.6 Driver Configuration Wizard adds all policies when the driver is
imported, and are not lost if you did not select an option in the Import Information
Request forms. If this is a driver configuration file that came with Identity Manager 3.6, you
can change the driver’s values through the Properties page.

If the driver needs other values and parameters in addition to what appears on the Import
Information Requested template, close the template, right-click the driver line in the
Modeler view and select Properties > Driver Configuration and GCVs to fill in what you
need. You might also need to fill in GCVs at the driver set level.

Because each driver contains different values and parameters, consult the driver manual that
matches the installed driver at the Identity Manager Drivers Web site (https://www.netiq.com/
documentation/identity-manager-47-drivers/). Then select the manual for the driver you are
configuring.

6 Click OK, then click OK in the Import Configuration Results window.

7 You might have imported a single driver or a collection of drivers (a driver set). If you are
importing a driver set, repeat Step 4 through Step 5 for each driver in the driver set.

8 When you are finished with each imported driver, click OK at the Import Configuration Results
window.

Importing from a File through the Outline View

You can use the Outline View to import driver sets, drivers, channels, and policy configuration files
from the file system. The following example demonstrates how to import a driver, but the procedure
also works for the other files.

1 Double-click the System Model icon under a project name in the Project view. This brings up the
project model in the Modeler view.

2 Click the Outline tab.

3 Right-click the Driver Set object and select Import from Configuration File.

4 In the Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xmi file.

When a driver is exported, Designer uses the name of the driver set or driver object, to which
you can add dates. In this example, it is an Active Directory driver that was exported June 26th
and is now being imported.

5 Click Open, then click OK to import the configuration file.
To import a policy into a driver set:

1 In the Outline view, click the Driver Set icon, then click Import from Configuration File.

2 Inthe Import a Driver Configuration File window, browse to or specify the XML configuration
filename.
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Click Open, then click Save to import the selected policy.

Each policy is saved to its own .xm file. By default, Designer uses the name of the policy or rule

selected.

In the Perform Prompt Validation window, you are asked if you want to fill in required driver
information. If you answer Yes, you see the Import Information Requested dialog box as
described in Step 5 and you must provide values to all of the required fields. If you answer No,
you still see the Import Information Requested dialog box, but it isn’t necessary to fill in the
required information.

Complete the import by filling out the Import Information forms for the driver configuration file

as necessary.

Policies are saved with a skeleton driver configuration structure, which designates where the
policy resides. In this case, the driver already existed and the imported policy was initially
written for that driver.

Click OK.

When the policy or rule is imported, you see the Import Configuration Results window, which
indicates if there were any problems with the import procedure.
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ki Import Configuration Results :

Operation Results: H | H

1) eDirectory Driverxml

Details:
o Information
Object: eDirectory Driver.xml
Description: The file import of 'eDirectory Driverxml’ was successful.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 543 for further information.

7 Click OK to finish the import process and close the Import Configuration Results window.

Importing Channels, Policies, and Schema Items from the
Identity Vault

A channel is a combination of rules and policies, and Designer allows you to import a channel instead
of the entire driver. The Subscriber and Publisher channels describe the direction in which the
information flows. The Subscriber channel takes the event from the Identity Vault and sends that
event to the receiving system (application, database, CSV file, etc.) The Publisher channel takes the
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event from the application, database, CSV file, etc., and sends that event to the Identity Vault. The
Subscriber and Publisher channels act independently; actions in one are not affected by what
happens in the other.

+ “Importing a Channel” on page 308

+ “Importing a Policy” on page 310

+ “Importing a Schema” on page 312

Importing a Channel

To import an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver:
1 Select either a Driver object or an Application object in the Modeler view.

The Driver object is represented by the line between the Identity Vault and the Application
object and has a circle icon to represent it @. The Application object connects to the Identity
Vault through the Driver object.

2 Right-click a Driver object, then click Live > Import.
or
Right-click an Application object and click Driver > Import.

If Designer can’t authenticate to the eDirectory tree specified in the Identity Vault, you see the
Identity Vault Credentials window if you have not previously specified the authentication
credentials or if you do not save the password.

3 Fill in the appropriate information and click OK.

4 In the Import from Identity Vault window, browse to and select either a Publisher or a
Subscriber Channel object from the eDirectory tree under the corresponding driver.

w oo I ==

File

Select an object:

4 (g/ eDirectory Driver || £2 NOVLPWDSYNC-sub-ctp-AddPwdPayload
115 Publisher 22 NOVLPWDSYNC-sub-ctp-CheckPwdGCY
- | Subscriber 2 NOVLPWDSYNC-sub-ctp-DefaultPwd

» &) eDirectory Driver9011 || 2 o) pWDSYNC-sub-ctp-TransformDistPwd
- g/ Managed System Gat

. ﬁ) Fole and Resource Sel

- i) User Application Drive =
» “ Library

. E Statisticslob

> m Security
[ R .
i | 1 [ 3

QK ] ’ Cancel

cn=5ubscriber,cn=elirectory Driver,cn=driversetl o=system
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5 You can import more than one channel at a time; if you want to import both channels, select
one channel, click OK, then browse to the next channel, select it, and click OK.

6 Click Continue.

As the channel imports, you see the Import Summary window showing you the differences
between eDirectory (the source of the import) and Designer (the destination).

Figure 11-1

Select an object or attribute: = Showdifferences = 2]

= Information
/@@ accountBalance |

mme m Compare Status: @ Not Imported
@ allowUnlimitedCredit

@ ASAM-agentCacheSize

@ AuditA Encryption Key

0 Audit:B Encryption Key

@ Audit:Current Encryption Key
@ Audit:Path

Text Compare & o /D G

@ Designer | eDirectory
“accountBalance” ATTRIBUTE ::
r
1
Syntax {Counter},
Flags {"DS_NO_SYNC_IMMEDIATE","DS SINGLE VALUED ATTR"
ASNL {2.16.849.1.113719.1.1.4.1.1

®

You can click the different objects in the channel view differences between the two drivers. All
channel information is overwritten by the import procedure; however, the rest of the driver is
unaffected.

7 Click Import.

For more information about Compare, see “Using the Compare Feature When Importing” on
page 315.
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‘:ﬂ Import Results

Operation Results: = | [ﬂ

) cn=5Subscriber,cn=eDirectory Driver,cn=driversetl o=system

Details:
o Information
Object: cn=5ubscriber, cn=elirectory Driver,cn=driverset], o=system
Description: The import of 'cn=Subscriber,cn=eDirectory Driver, cn=driverset]l, o=system’ was successful,

If there are any problems with the import procedure, they are displayed with a red icon in the
Import Results window and you see an error description that is related to the operation results.
If you have multiple errors, selecting an error displays the error’s description in the Details >
Description field. See “Identity Vault Configuration Errors” on page 544 for further information.

8 Click OK to finish the import process.

Importing a Policy

A policy is a collection of rules and arguments that allows you to transform the data that an
application sends to and receives from eDirectory. You use policies to manipulate the data you
receive from eDirectory or from the managed system so they can synchronize the information in
their databases. Each driver connects to a different system, and policies tell the driver how to
synchronize the data on that managed system to the Identity Vault.

You might use the Import feature for policies more than anything else. For example, you can set up a
policy to allow users with the title “Manager” to be placed in a specific container, no matter which
application the information is coming from, and you can place this information in multiple managed
systems. However, because each application is different, you need to modify the arguments and
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rules within policies to reflect those differences. For more information about policies, see Net/Q
Identity Manager Understanding Policies Guide and NetlQ Identity Manager - Using Designer to
Create Policies.

To import an eDirectory Policy object (for example, a rule or a style sheet) into a driver or channel
(Subscriber or Publisher):

1

6

Select a driver in the Modeler view.
or
Click the Outline tab and select a Driver or Channel object from the Outline view.

Verify that the authentication credentials in the Properties view for the selected Identity Vault
are correct.

Right-click the Driver or Channel object, then click Live > Import.

If the application can’t authenticate to the eDirectory tree, you see the Identity Vault
Credentials window asking for the hostname, username, and password if you have not
previously specified the authentication credentials or if you do not save the password.

Fill in the appropriate information and click OK.

In the Import from Identity Vault window, click Browse, then select a policy object from the
channel you specified when you started the import process.

r . -
&# Browse Identity Vault ﬁ
File

Select an object:

4o eDirectory Driver + || 22 NOVLEDIRATRK-pub-ctp-WriteAccountsOnAdds
%) Publisher 22 NOVLEDIRDCFG-pub-mp

- . Subscriber
- g eDirectory Driver 90118
- & Managed System Gateway Dri
I &g/ Role and Resource Service Dri|
- g/ User Application Driver

£= NOVLEDIRDCFG-pub-mp-5ceping

£= NOVLEDIRDCFG-pub-pp

| 2= NOVLEDIRPSYM-pub-ctp-PasswordExpirationTime
== NOVLPWDSYNC-pub-ctp-AddPwdPayload

E= NOVLPWDSYNC-pub-ctp-CheckPwd GCY

[ Libeary b =% NOVLPWDSYNC-pub DefaultPwd

. & StatisticsJob = L s i
| Securi 2= NOVLPWDSYNC-pub-ctp-PublishDistPwd
| Secunty

data [ || 2= NOVLPWDSYMNC-pub-ctp-PublishMDSPwd
‘ 1 b

OK H Cancel

cn=MNOVLPWDSYNC-pub-ctp-AddPwdPayload, cn=Publi...r.cn=elirectory Driver, cn=driversetl, o=system

Policies are found under either the Publisher or Subscriber channel of a selected driver or under
the driver itself. Be sure to match the proper policy to the proper channel or driver object.

Click OK, then click Continue to import the policy.
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You see the Import Summary window showing you the differences between eDirectory (the
source of the import) and Designer (the destination). You can click the different objects in the
policy to see what is different between the two policies. All selected policy information is
overwritten by the import procedure; however, the rest of the driver is unaffected.

7 Click Import.

If the importing policy contains the same values as the policy in Designer, you are not allowed to
import the policy. (For more information about the Compare feature, see “Using the Compare
Feature When Importing” on page 315.)

Clicking Import brings up the Import Results window. If there are any problems with the import
procedure, they are displayed with a red icon, and you see an Error description that is related to
the operation results. If you have multiple errors, selecting the different errors displays the
error’s description in the Details > Description field. See “Error Messages and Solutions” on
page 543 for further information.

8 Click OK to finish the import process.

For policy design, see the Policy Builder and Policy Management Help topics within the Designer
utility. Also see NetlQ Identity Manager Understanding Policies Guide and Net/Q Identity
Manager - Using Designer to Create Policies.

Importing a Schema

You can import a schema from the Identity Vault or from a .sch file into your project. When you
import a schema, you can select the whole Identity Vault schema (not recommended) or just the
schema differences between the Identity Vault and your project.

1 Bring up the project in Designer’s Modeler view. Right-click the Identity Vault and select Live >
Schema > Import.

2 On the Select Source for Import page, select Import from eDirectory if you can connect to an
actual Identity Vault.

The specified user must have administrative rights to the schema.
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I kil Schema Import Wizard

Select Source for Import

Select the location to import the schermna

Import from eDirectory

Host Name: | 192.99.78.51 -
(Exarnple: 192,168.14.199 or myserver.company.com)

User Mame: cn=admin,cu=sa,o=system -
(Exarnple: Admin.MNovell)

Password: sesses

Secure Connection

3 In the Import from eDirectory section, specify the hostname, username, and password
connection information.

The Host Name and User Name entries have drop-down menus storing the last information you
typed into these fields, which you can use for filling in these entries.

4 Fill in the User Name and the Password fields.
You can use history drop-down lists to choose a previously entered value from a list.

5 When you enable a Secure Connection between Designer and the Identity Vault, the LDAP
server listens on the default secure port (636). If you configured the secure port as 700, specify
this port number in the Host name field. For example, 192. 99. 78. 51: 700.

When connecting through a secure port, Designer prompts you to import the Identity Vault’s
Certificate Authority certificate into Designer. You must accept this certificate to establish a
secure connection with the Identity Vault. For more information, see “Secure Connection” in
Table 3-2 on page 73.

Importing into Designer 313



6 Click Next.
7 Decide which classes and attributes to import.

On the Select Classes and Attributes for Import page, you can select all of Identity Vault’s
schema, including classes and attributes. However, this can create very large documents when
you document the project (600 pages or more).

8 If you want to import all the classes and attributes, click Select All, click Finish, then skip to
Step 10.

Select only the classes and attributes that you want to import. If you only want to import the
schema differences between the live Identity Vault and the Identity Vault in your project, click
View Differences, then continue with Step 9.

Select Classes and Attributes for Import @
Select "Import all associations” to associate the selected attributes with classes that might

already exist in Designer.

Classes: Attributes: Dlmport all associations

[7] aFPServer | | [ aaAttrSushant - |

[] aliasObject ‘E‘ [[] accessCardMumber L

[[] ASAM-agent | | [[] accountBalance

[[] ASAM-agentsContainer [ AcCL

[[] ASAM-AssociatedPlatformEObjects [] aliasedObjectMame

[ ASAM-auditServices [] allowAliasToAncestor

[[] ASAM-censusContainer [] allowUnlimited Credit

[ ASAM-certificateServices [ ASAM-activationCredentials

[ ASAM-enterpriseGroup [[] ASAM-addTime

[ ASAM-enterprisellser [ ASAM-agentCacheSize

[ ASAM-eventDrivenObjects [[] ASAM-agentTTL

[ ASAM-eventlournalServices [[] ASAM-aliases

[[] ASAM-eventlistener [[] ASAM-alternateMame

[[] ASAM-eventlistenersContainer [[] ASAM-alternateMamebttribute

[[] ASAM-managerServicesContainer [ ASAM-associatedObjectDeleteTime

[[] ASAM-manualObjectsContainer [ ASAM-certDelayExpireTime

[ ASAM-objectServices [ ASAM-certificateExpiration

[ ASAM-platform [ ASAM-certSerialMum

[ ACAKRA mlatfrrenCTod 3 [ ACARA ~nllactCenime 3
[ Select Al | [ Deselect Al [ Select Al | [ Deselect Al
[‘u"iey Differences... ]

@ | <Back || Netr [ Enish || cancel |

b =

On the Schema Differences page, you see the schema differences between the live Identity
Vault and the Identity Vault in your project.
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9 Click Select All if you only want to import schema differences. Otherwise, click Cancel.
10 Do one of the following options:

+ Selecting Select All > OK brings you back to the Select Classes and Attributes for Import
page with the schema differences now selected under the Classes and Attributes headings.
If you select any classes from the Schema Differences page, the Import all associations box
is selected. Leave it selected, because it enables you to associate the selected attributes
with the classes that might already exist in Designer. Click Finish.

+ If you selected Cancel on the Schema Differences page, make your schema selections on
the Select Classes and Attributes for Import page, select the Import all associations box
(recommended), and click Finish.

¢ Click Next if you want to see the Import Summary page to see the classes and attributes
that you are importing. Then click Finish.

11 On the Import Messages page of the Schema Import Wizard, click OK.
or

If you want to save the differences to a log file, click Save to Log. This brings up the Save As
dialog box, where you can choose a filename and directory to store the file in.

12 Click Save, then click OK.

Using the Compare Feature When Importing

The Compare feature allows you to see differences between the driver sets, drivers, channels, and
policies that are stored in projects and those that are running in deployed systems, and reconcile any
differences to either Designer or Identity Vault.

Designer provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels, and policies. For example, before importing a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the
driver object in the Identity Vault.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won’t need to run Import or
Deploy.

+ “Using Compare When Importing a Driver Object” on page 316

+ “Using Compare on a Channel Object” on page 318

+ “Using Compare on a Policy” on page 318

+ “Matching Attributes with Designer Properties” on page 318
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Using Compare When Importing a Driver Object

Use this procedure if you want to import a Driver object from the Identity Vault and the same driver
already exists in Designer.

1 Right-click the driver object in either the Modeler view or in the Outline view, then click Live >

Compare to bring up the Designer/eDirectory Object Compare window.

Select an object or attribute: + =]  Show differences - 2]
& hhhh Information
4 [E] Password Sync Fail Compare Status: ) Equal
4 (@@ Attributes Recondile Action: (&) Do not reconcile

@ notfMergeTemplateSubject
@ notfMergeTemplateData
4 @ Default Notification Collection Update eDirectory
4 EJ Attestation Completed Notification )
4 @ Attributes
@ notfMergeTemplateSubject
@@ notfMergeTemplateData
4 EJ Attestation Completed Notification_de
4 @ Attributes
@ notfMergeTemplateSubject
@ notfMergeTemplateData
4 EJ Attestation Completed Notification_en
4 @ Attributes
43 notfMeraeTemplateSubiect

Update Designer

Reconciled by parent

&) Designer eDirectory
CN=hhhh,CN=driversetl, o=system CN=hhhh,CN=driversetl, o=system

Under the Select an object or attribute, you see the selected object with the differences
between Designer’s and eDirectory’s driver object. You can select the attributes and child
objects to see the actual differences displayed in the Text Compare area.

The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The “?” icon in
the bottom left portion of the window displays the Summary/Compare dialog box help.

Server-specific attributes are attributes that have a value for each server that is associated with
a driver set. These attributes are displayed in the Attributes list with the server name in
parentheses to the right of the attribute name.

By default, the Compare window only displays values that are different between Identity Vault
and Designer. To view all of the object values, select Show All from the drop-down menu.

Values that are equal are shown as Equal on the Compare Status line under Information.
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The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are
the same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the
selected object, are different in eDirectory and Designer.

@

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

3

Not Imported The selected object or object containing the selected attribute does not
exist in Designer.

&

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

=]

Deleted Designer tracks objects that are deployed, then deleted from the

Designer project.

You can also see an Attribute Note if you select an attribute.

In the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination. If Compare Status shows Unequal, you have
three choices:

+ Do not reconcile: To do nothing, keep the default value of Do Not Reconcile.

+ Update Designer: To update the driver in Designer so that it contains the same information
as the driver in the Identity Vault, select Update Designer.

+ Update eDirectory: To update the driver in eDirectory to reflect the changes you have just
made to the driver in Designer, select Update eDirectory.

If you select the parent object to perform the update, then all of the child objects under the
parent reflect that choice and you see the Reconciled By Parent icon selected. If you do not
choose a parent object, you can reconcile each child object individually.

View the differences displayed in the Text Compare area.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object
Compare window vary, depending on the object being compared. For instance, Compare shows
you changes down to the policy level. The Text Compare dialog box uses the Eclipse Compare
editor to compare attributes that contain XML data, such as policy data, driver filters, or
configuration data. The differences in the code are highlighted in blue.

After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare screen.

After reconciliation, the object matches both locations and has been imported or deployed
through the action.
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Using Compare on a Channel Object

Use this procedure if you want to import a channel object from the Identity Vault and the same
channel already exists in Designer. You can view the differences and decide whether to reconcile
them.

1 Right-click the channel object in the Outline view. Click Live > Compare to bring up the Designer/
eDirectory Object Compare window.

All Compare windows behave as described in “Using Compare When Importing a Driver Object”
on page 316.

After reconciliation, the Channel object matches both locations and has been imported or
deployed through the action.

Using Compare on a Policy

Use this procedure if you want to import a policy object from the Identity Vault and the same
channel already exists in Designer. You can view the differences and decide whether to reconcile
them.

1 Right-click the policy object in the Outline view. Select Live > Compare to bring up the Designer/
eDirectory Object Compare window.

All Compare windows behave as described in “Using Compare When Importing a Driver Object”
on page 316.

After reconciliation, the policy object matches both locations and has been imported or
deployed through the action.

Matching Attributes with Designer Properties

The attributes of the object are displayed in the single list.in the compare window. Selecting an
attribute displays its value below the attribute list with the Designer value on the left and the
eDirectory value on the right. The name displayed in the list is the eDirectory attribute name.

The following tables map the eDirectory attribute to the Designer property page or control where
you can change or set the attribute (you can’t make changes inside the Compare window).

¢ Table 11-1 on page 319 shows Driver Set eDirectory attributes

+ Table 11-2 on page 319 shows Driver eDirectory attributes

+ Table 11-3 on page 320 shows Channel eDirectory attributes

+ Table 11-4 on page 321 shows the Job eDirectory attributes

+ Table 11-5 on page 321 shows the Resource eDirectory attributes

+ Table 11-6 on page 321 shows the ID Policy eDirectory attributes

+ Table 11-7 on page 322 shows the Library eDirectory attribute

+ Table 11-8 on page 322 shows the Notification Template eDirectory attributes

+ Table 11-9 on page 322 shows the Notification Template Collection eDirectory attributes
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Table 11-1 Driver Set eDirectory Attributes

Driver Set eDirectory Attribute Designer Property
DirXML-DriverTraceLevel Driver Set Properties > Trace > Driver Trace Level
DirXML-XSLTraceLevel Driver Set Properties > Trace > XSL Trace Level

DirXML-JavaEnvironmentParameters  Driver Set Properties > Java

DirXML-JavaDebugPort Driver Set Properties > Trace > Java Debug Port
DirXML-JavaTraceFile Driver Set Properties > Trace > Java Trace File
DirXML-Trace File Encoding Driver Set Properties > Trace - Trace File Encoding
DirXML-TraceSizeLimit Driver Set Properties > Trace > Trace File Size Limit
DirXML-LogLimit Driver Set Properties > Driver Set Log Level > Log Limit
DirXML-LogEvents Driver Set Properties > Driver Set Log Level > Log Specific
Events
DirXML-NamedPasswords Driver Set Properties > Named Passwords
DirXML-ConfigValues Driver Set Properties > Global Configuration Values

Table 11-2 Driver eDirectory Attributes

Driver eDirectory Attribute Designer Property or View

DirXML-InputTransform Policy Set View > Input Transformation
DirXML-OutputTransform Policy Set View > Output Transformation
DirXML-MappingRule Policy Set View > Schema Mapping

DirXML-Driver Filter Policy Set View > Driver Filter

DirXML-ConfigValues Driver Properties > Global Configuration Values
DirXML-DriverTraceLevel Driver Properties > Driver Log Level > Driver Log Level
DirXML-EngineControlValues Driver Properties > Engine Control Values

DirXML-LogEvents Driver Properties > Driver Log Level > Log Specific Events
DirXML-LogLimit Driver Properties > Driver Log Level > Log Limit
DirXML-ConfigManifest Driver Properties > Driver Manifest

DirXML-JavaModule Driver Properties > Driver Configuration > Driver Module: Java
DirXML-NativeModule Driver Properties > Driver Configuration > Driver Module: Native
DirXML-DriverImage Driver Properties > iManager Icon

DirXML-ReciprocalAttrMap Driver Properties > Reciprocal Attributes

DirXML-TraceLevel Driver Properties > Trace > Trace Level

DirXML-TraceFile Driver Properties > Trace > Trace File
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Driver eDirectory Attribute

Designer Property or View

DirXML-TraceFileEncoding
DirXML-TraceSizeLimit
DirXML-TraceName

DirXML-DriverCacheLimit

DirXML-ShimAuthID

DirXML-ShimAuthServer

DirXML-ShimAuthPassword

DirXML-ShimConfigInfo

DirXML-DriverStartOption
DirXML-ECMAScript

DirXML-NamedPasswords

Driver Properties > Trace > Trace File Encoding
Driver Properties > Trace > Trace File Size Limit
Driver Properties > Trace > Trace Name

Driver Properties > Driver Configuration > Authentication > Driver
Cache Limit

Driver Properties > Driver Configuration > Authentication > User
ID

Driver Properties > Driver Configuration > Authentication >
Connection Information

Driver Properties > Driver Configuration > Authentication > Set
Password

Driver Properties > Driver Configuration > Driver Configuration >
Driver Parameters

Driver Properties > Driver Configuration > Startup Option
Driver Properties > Driver Configuration > ECMAScript

Driver Properties > Named Passwords

Table 11-3 Channel eDirectory Attributes

Channel eDirectory Attribute

Designer View

DirXML-EventTransformationRule
DirXML-MatchingRule
DirXML-CreateRule
DirXML-PlacementRule

DirXML-CommandTransformation

Policy Set View > Event Transformation
Policy Set View > Matching

Policy Set View > Creation

Policy Set View > Placement

Policy Set View > Command Transformation
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Table 11-4 Job eDirectory Attributes

Job eDirectory Attribute

Designer View

XmlData

DirXML-ServerList
DirXML-Scope
DirXML-EMailTemplates
DirXML-EMailServer
DirXML-NamedPasswords
DirXML-TraceName
DirXML-TraceFile
DirXMI-TraceSizeLimit
DirXML-TraceFileEncoding

DirXML-TracelLevel

Job Editor, XML cannot be edited directly only
through Job Editor Ul

Job Editor

Job Editor

Job Editor

Job Editor

Job Editor

Job Properties > Trace

Job Properties > Trace

Job Properties > Trace

Job Properties > Trace > Trace File Encoding

Job Properties > Trace

Table 11-5 Resource eDirectory Attributes

Resource eDirectory Attribute

Designer View

DirXML-ContentType

DirXML-DirXMLData

DirXML-NamedPasswords

Read only, cannot be edited set at creation time of
the object

Resource Editor

Resource Editor

Table 11-6 ID Policy eDirectory Attributes

ID Policy eDirectory Attribute

Designer View

DirXML-idPolMin
DirXML-idPolMax
DirXML-idPolPrefix

DirXML-idPolArea

DirXML-idPolFill

DirXML-idPolAreaEl

DirXML-idPolAccessControl

DirXML-idPolACL

ID Policy Properties > Constraints Minimum
ID Policy Properties > Constraints Maximum
ID Policy Properties > Constraints Prefix

ID Policy Properties > Constraints Exclude/Include
Text Field

ID Policy Properties > Constratints Fill Yes/No

ID Policy Properties > Constraints Exclude/Include
Radio Button

ID Policy Properties > Access Control enabled

ID Policy Properties > Access Control ACL
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Table 11-7 Library eDirectory Attribute

Library eDirectory Attribute Designer View

Description Library Properties > Description

Table 11-8 Notification Template eDirectory Attributes

Notification Template eDirectory Attributes Designer View
notfMergeTemplateSubject Template Editor
notfMergeTemplateData Template Editor

Table 11-9 Notification Template Collection Attributes

Notification Template Collection Attributes Designer View

notfSMTPEmailHost Notification Template Collection Properties > Host
Name

notfSMTPEmailFrom Notification Template Collection Properties > From

notfSMTPEmailUserName Notification Template Collection Properties > User
Name

Error Messages and Solutions

To view error messages along with their possible solutions associated with importing and deploying
files, see “Deploying ldentity Manager Objects” on page 536.
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2 Documenting Projects

When you create a project, it’s vital to keep track of how the driver works and how it’s implemented
into a network. The Document Generator helps you quickly generate customized documentation for
your Designer projects. These documents can save you weeks or months of gathering and writing
driver specifications and their implementations. To generate a document, choose a document style
(it can be the default style that comes with Designer or one that you customize) and a Designer
project or portion of a project. The Document feature combines the information and structure of the
selected style with the project information in order to generate customized project documentation.

Designer comes with a default document style so you won’t need to create a document from
scratch. This default style contains everything that you have placed in a project through Designer.
You must first use this default style to create your own document style for the project you are
working on, then you can either use it as it is or customize it to meet your particular needs, including
or excluding information as needed. After you have edited the style to your liking, you can also use it
to document your other projects. There is an advanced editing feature that allows you to create your
own sections for adding information that you did not create in Designer.

+ “Creating a Document Style” on page 323

+ “Editing a Document Style for Your Needs” on page 326

+ “Generating a Document” on page 327

+ “Using Your Style Template for Other Projects” on page 328

¢ “Customizing Styles to Include or Exclude Information” on page 330

+ “Advanced Editing of a Document Style” on page 333

Creating a Document Style

A document style allows you to define how you want your project information to look. In a matter of
minutes, you can generate a document that contains all elements that you have placed in a project
and define a document style to designate how the information looks, as well as what information
you want in a document.

1 Select a project in the Project view, then right-click the Toolbox > DocumentGenerator > Styles
icon.

2 Select New > Document Generation Style (.docgen).
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The Document Generation Style (. docgen) is the default style that is provided with Designer.
You use this as the template for your own .docgen style.

3 Specify a name for the Designer project, or use the default of the project’s name. Then specify a
name for the style, with a . docgen extension, or use the default name of the project you are
presently in, then click Finish.
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Select a Project for Your MNew Style

Your new style (.docgen) is placed in the selected project.

Designer Project: -

Style Name: Blanstonl.docgen

@ < Back Net> || Finsh | [ Cancel

A . docgen file is created that you can use as the basis for designing your own style template.
The . docgen template is placed in the Style Editor view for your modification (see “Editing a
Document Style for Your Needs” on page 326). You can use the defined elements in your new
style template again and again.

4 Use this basic document style template to generate documentation for a project, or customize it
for your needs.

+ “Generating a Document” on page 327

+ “Editing a Document Style for Your Needs” on page 326

+ “Using Your Style Template for Other Projects” on page 328

+ “Customizing Styles to Include or Exclude Information” on page 330

+ “Advanced Editing of a Document Style” on page 333
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Editing a Document Style for Your Needs

After you have created a .docgen style template, you can edit the file to meet your documentation
needs.

You can add or modify information in the style template, which in turn affects the documents that
you generate. The information that you can customize through the Style Editor appears in the Style
Editor view. For more detailed editing, see “Advanced Editing of a Document Style” on page 333.

+ “Editing a Style Template” on page 326
+ “Editing Sections of a Style” on page 327

Editing a Style Template

1 Select a project in the Project view, then expand the Designer > Toolbox > DocumentGenerator >
Styles icon.

2 Double-click the . docgen file. The file appears in the Style Editor view.

Blanstonl.docgen i1 = 8

c 4, =
B EET #BO Identity Manager System
4 Identity Manager System
|§| (Title Page)
4 [E] Table of Contents
Bl (Solution TOC)

a [E] 1. Document Title: Identity Manager System
a [E] 11 Legal
[E] Disclairer
B Trademarks Document Properties | Client Properties | Header | Font Settings | Other |

[E] 1.2. Document History
a [E] 2. Project Information
[E] 2.1. Executive Surmmary
4 [B] 2.2, system Overview Identity Manager Sy
[E] 2.21. Hierarchical View
[E] 2.2.2. Contact Information
[E] 2. Project Configuration
4 [E] 4. Appendix DM
4 [E] 41. Appendix A: Policies
[E] 4.11. Policy Containers
[E] 41.2. Policy Detail Prepared by
4 [B] 4.2 Appendix B: Schema
[E] 4.21. Schema Overview
[E] 4.2.2. S5chema Detail
4 [E] 43, Appendix C: Dataflow
[E] 4.31. Dataflow Detail
[E] 44. \packageCatalog!

Solution name:

Short solution
name:

Prepared by:

Document date:

Document type:

SOW number:

3 Use the Style editor to edit sections of a style or to modify the style according to your needs.

The Style editor is divided into two parts, beginning with the Identity Manager and working
through the Appendixes. When you click an item under the Style Editor section, the right
portion of the view changes to display the information associated with the heading. For
example, clicking Disclaimer under the Document > Legal heading allows you to edit the
disclaimer content.

4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
the Save icon [E].
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Editing Sections of a Style

1 Select an item (for example, Executive Summary) in the Style Editor view.
2 Enter data or make changes in the left pane.

3 Select other items as appropriate and make changes. The information in the left pane varies,
depending on items that you select.

The main areas that you need to pay attention to are the information found under Identity
Manager System (Title Page and Table of Contents), Document, Legal, Disclaimer, Trademarks,
and Executive Summary.

4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
Save g.

5 Use this document style to generate documentation for a project, or continue to customize it
for specific documentation needs.

+ “Generating a Document” on page 327
¢ “Using Your Style Template for Other Projects” on page 328
¢ “Customizing Styles to Include or Exclude Information” on page 330

+ “Advanced Editing of a Document Style” on page 333

Generating a Document

1 (Conditional) If you haven’t yet created a Designer project, create one.
la Select File > New > Identity Manager Project.
1b Provide a project name, then click Finish.

2 (Conditional) If you haven’t yet created a document style that you want to use as a template for
your documentation, create one. See “Creating a Document Style” on page 323 and “Editing a
Document Style for Your Needs” on page 326.

3 In the Project view, select and expand a project, then right-click the .docgen icon under
Designer > Toolbox > DocumentGenerator > Styles and select Generate Documentation for This
Style.

You can also expand the Designer > Toolbox > DocumentGenerator > Styles folder and click the
. docgen file to open the file in the Style Editor, then click the Document Generation icon = to
the right of the Style Editor heading.

4 (Conditional) If the Project folder you selected does not contain a . docgen file, you are asked
to select a Base Style. Select a . docgen style, then click Next.

5 (Conditional) Designer includes the ability to generate documents to RTF (Rich Text Format). If
you want to enable this functionality, click Window > Preferences to bring up the Preferences
window. Then, under NetlQ, > Identity Manager, select Document Generation.

By selecting Enable RTF support (experimental), you can select the RTF format when creating
documents.
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-
Documentation

Generate Documentation

Select the settings for documentation.,

Designer Project: Blanstonl -
Filename: Blanstonl.rtf
Directory: C:h\Users\ kjyotsana'designer_workspace\Blanstonl\DesignerDos

Format: RTF (Rich Text Format) -

B PDF (Portable Document Format) I
I':?;I TAT (Text Document) oK l ’ Cancel ]

RTF (Rich Text Format) '

6 On the Generate Documentation page, fill in the needed information.

+ Select the name you want to call the file, or keep the default name. If you are generating
the whole document, the default name often suffices. If you are generating a document for
a section, such as an Executive Summary, name the file to reflect the section you are

documenting.

+ Select the directory where you want to store the document. If you use the default output
location that appears in the Directory field, your generated document is visible under the
Docunent s\ Gener at ed folder of the Project View.

+ Select the format for the file. If you have enabled rich text formatting, you can select PDF
(Printable Document Format), TXT (Text Document), or RTF (Rich Text Format).

7 Click Finish to generate the document. The document appears in the current Pr oj ect >
Docunment s > CGener at ed folder unless otherwise specified.

PDF files must be viewed through a PDF viewer, such as Adobe Acrobat. If Adobe Acrobat is
installed on your workstation, Designer launches the document in Acrobat. RTF files can be
viewed in any word processor that can handle Rich Text Formatted files, such as Wordpad in
Windows.

The Filter editor provides an option to add notes to class and attributes, and these notes are
added to the documentation. Password synchronization on drivers is also documented, showing
how the administrator has set up password synchronization for the Publisher and Subscriber
channels. You can also document contact information on the administrator for Identity Vault
and application objects, as well as reciprocal mapping information.

Using Your Style Template for Other Projects

To generate documentation for any project, you can use the default style provided with Designer or
you can use your own customized styles.

+ “Documenting a Section of the Project” on page 329

+ “Documenting Multiple Sections of the Project” on page 330
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Documenting a Section of the Project

Instead of generating a document for the entire project, you can generate a document for a selected
section of a project.

1 With the project’s . docgen file open in the Style Editor pane, right-click a section of the style.

2 Select Generate Documentation for This Section.

Blanstonl.docgen % | &2l Blanstonl - Developer
Style Editor kA MO
F] Identity Manager System

. [E] (Title Page)
4 [E] Table of Contents [¥] Include this section in the final docurnent
+ [E] (Selution TOC) ]
4 [E] 1. Document Title: |Document Histary
a [E] 11, Legal
. [E] Disclaimer
. [E] Trademarks

Document History

4 [E] 2.Pre Mew Child k

5 H hor Change
E Undo Ctrl+Z
a4 [§ 2

B Redo Ctrl+Y

E t

E of  Cut E

. [E] 3.Pre

a [E] 4. 4p & Copy
4 G 4 Paste

3 Delete

igner DocG...  Created this document

Yalidate

Control...

[ 9
= [ =
T T A=l ATTTIRATIT

19

(] <[]

Compare With k

Load Resource...

# [l =

Refresh

Show Properties View

E Generate Documentation for This Section...
m

3 Inthe Generate Documentation window, type a different project name in the Filename field (for
example, DocHistoryofMerger), then click OK.

Specify which portion or portions of the project you want to include in the generated document.

You can document domains, Identity Vaults, driver sets, drivers, and applications using the Modeler
view or the Outline view (use the Ctrl key to select multiple items). Document generation also ties in
with schema notes, classes and attributes. You can find out more about this in Chapter 5, “Managing
the Schema,” on page 137.
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For example:
1 To document a specific driver in a project, right-click the driver in the Modeler or Outline view
and select Document Selection.
2 Select the .docgen style sheet for the document and click Next.
3 Give the document a filename, such as the driver’s name, select the document’s format, and
click Finish to generate the driver document.

By default, documenting an application includes the connected driver (and its related objects).
Likewise, documenting a specific driver includes its connected application. However, you can change
this behavior in the Documentation Generation’s Preferences page.

1 Click Window > Preferences to bring up the Preferences window.

2 Under Identity Manager, select Document Generation.

Under the Modeler heading, the Document applications and drivers related to other selected
items option is selected by default, which means that directly related items are included in the
documentation. For example, by default, documenting a driver set includes the direct children
(the applications) as well as some information of the direct parents (the Identity Vault and
domain) to give context to the driver set. Deselecting this option excludes direct children of the
selected item.

3 Select or deselect the options you want, then click OK.

Documenting Multiple Sections of the Project

If necessary, you can generate only selected sections so that peers can help you with information in
the selected sections.

1 If you have not already done so, double-click the .docgen file to bring up the template in the
Style Editor.

2 Select or deselect section headings. Each section and child section has a check box entitled
Include this section in the final document. By default the box is selected, as shown below.

To limit the sections you want to document, deselect the check boxes in the sections you don’t
want to generate.

3 Click the Generate Document icon E& to the right of the Style Editor heading and generate your
document.

Give the document a unique name to reflect the type of information it includes.

Customizing Styles to Include or Exclude Information

NetlQ does not recommend that you document all Identity Vault schemas unless you need to.

+ “ldentity Vault Schema and Application Schema” on page 331

+ “Using Project Configuration to Limit Information” on page 331
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Identity Vault Schema and Application Schema

The defaults for Identity Vault schemas have been changed to include custom schemas and any
modified changes to the Identity Vault base schema. For application schemas, Designer includes all
schemas by default. However, these can be turned off.

Select the Appendix B: Schema heading the in the Style Editor view. This brings up the Appendix B
section template in the right side of the Style Editor view.

Figure 12-1 The Appendix B: Schema Section Template

Appendix B: Schema

[¥include this section in the final decument:

Title: |Appendix B: Schema

Identity Yault schema to be documented:

[Dor_ument custom or imported schema v]

Application scherna to be documented:

[Dor_ument all schema elements v]

The Appendix B: Schema section has three selections:

+ Include this section. The Include this section in the final documentation check box allows you to
include or not include Appendix B information in the documentation. By default, the box is
selected to include this information. Deselect the check box if you do not want to include
application or Identity Vault schemas in the document.

+ Document Custom and Imported Identity Vault Schema. By default, the Identity Vault Schema
to be documented selected documents any schema that you import from the Identity Vault or
that you create. The choices are Document custom or imported schema, or None.

+ Document all Application Schema. By default, the Application schema to be documented
selection includes all of the application schema. The choices are Document all schema elements,
or None.

Using Project Configuration to Limit Information

The Project Configuration heading allows you to include or deselect information on:

+ |dentity Vault

+ Driver Sets
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+ Drivers

+ General

The following table shows what type of information can be included or excluded in these areas.

Table 12-1 Project Configuration

Identity Vault Information to Select or Deselect

Selected Include host information

Selected Include username information

Selected Include deployment context information

Selected Include driver set names

Selected Include policy library on Identity Vaults

Deselected Include e-mail notification templates

Deselected Include XML source while documenting policies under the policy library

Deselected Include XML source while documenting credential provisioning objects under the
policy library

Deselected Include XML source while documenting mapping table objects under the policy
library

Driver Set Information to select or deselect

Selected Include server information associated with the driver set

Selected Include driver set Global Configuration Value (GCV)

Selected Include the policy library on driver sets

Selected Include job objects on driver sets

Deselected Include the XML source for policies under the policy library

Deselected Include the XML source for credential provisioning objects under the policy library

Deselected Include the XML source for mapping table objects under the policy library

Deselected Include the XML source for job objects

Driver Information to select or deselect

Selected Include the driver filter policy

Selected Include policy set

Selected Include server-specific information for this driver

Selected Include Remote Loader configuration

Selected Include entitlements

Selected Include credential provisioning

Selected Include mapping table
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Identity Vault Information to Select or Deselect

Selected Include ECMAScript resource object

Selected Include job objects

Deselected Include the XML source when documenting entitlement objects
Deselected Include the XML source when documenting credential provisioning objects
Deselected Include the XML source when documenting mapping table objects
Deselected Include the XML source when documenting job objects

General Information to select or deselect

Deselected Include passwords

Selected Page break after this section

IMPORTANT: Credential provisioning for the XML source might contain passwords that are displayed
in clear text. If this option is selected, passwords are displayed in clear text and the documentation
includes all passwords in the project.

Advanced Editing of a Document Style

In addition to selecting and deselecting the content of a document style, you can also change the
layout and usability of your document style. You do this by editing the attributes that are associated
with certain sections. You can also create additional sections for your documents as you see fit.

+ “What’s In the Advanced Editing Mode” on page 333

“A Walk-through Tutorial” on page 340

*

+ “Selecting a Language for Generated Documents” on page 346

*

“Double-Byte Font Support” on page 347

What'’s In the Advanced Editing Mode

-+

The Enable Advanced Editing icon |5/ lets you toggle between simple editing and advanced editing
modes. By using the advanced editing mode, you can define information and a structure that is
different from the default template already attached to a predefined style. In this example, the Title
Page template is shown in its XSL format, which you must maintain.
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Figure 12-2 Viewing a Predefined Template

Style Editor (@ | Section Template

< B

4

4

4

Identity Manager System -
[F] Template M
SOLUTION_MAME
SHORT_SOLUTION_NAME
PREPARED_BY
CLIENT_NAME
SHORT_CLIENT_NAME
CLIENT_MUMEER
DOCUMENT_DATE
DOCUMENT_TYPE
SOW_MUMBER
PAGE_NUMBERING_FORMAT
CUSTOM_HEADER_TEXT
FOMT_SIZE 1
FOMT_SIZE 2
FOMT_SIZE_3
FOMT_SIZE 4
FOMT_SIZE_5
Comment
DEBUG
DEBUG_PARAMS
[E] (Title Page)
[E] Table of Contents
[E] 1. Document
> @ BreakAfterSection
» [E] 11. Legal
- [E] 1.2. Document History
[E] 2. Project Information
> @ BreakAfterSection
> [E] 2.1. Executive Summary
» [E] 2.2. System Overview
[E] 3. Project Configuration
[E 4. Appendix
a [E] 41. Appendix A: Policies
a [E] 411. Policy Containers
[F] Template
> @ Content
- [E] 41.2. Policy Detail
a [E] 4.2. Appendix B: Schema
> ¢ doclV5chema -

m
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Table 12-2 Style Editor Legend

<?aml version="1.8"?>
<xsl:stylesheet version="1.8" xmlns:docgen="http://com.novell.idm.docgen” xmlns:xsl="htt

<xsl:import href="dgSectionNew.xsL"/>

<xsl:param name="Content"”/>
<xsl:param name="showSectionNumbering"/>

<xsl:template name="Section.Body” xmlns:des="http://com.novell.idm.model ">
<fo:block break-after="page":
<xsl:call-template name="Format.OutputTextArea":
<xsliwith-param name="value” select="$Content"/>
</xsl:call-template>

<wsl:if test="//relations[@classType="ScriptPolicy’ or @classType='Styleshee
<fo:table>
<fo:table-column column-width="6in"/>
<fo:table-column column-width=".7in"/>
<fo:table-body>
<xsl:apply-templates mode="local” select="/%"/>
</fo:table-body>
</fo:table>
<fwsliif>
</fo:block>
</xsl:template>

<xsl:template mode="local” match="relations[@classType="Domain"']]
relations(@classType="IdentityVault']/
attributes[@classType="Driverset'] [
relations[@classType="Driver'][
relations[@classType="Publisher'][
relations[@classType="Subscriber']/
relations[ (@classType="ScriptPolicy’ or @classType='
wmlns:xsi="http://wew.w3.org/2001/XMLSchema-instance

<xsl:call-template name="Format.ContextRow">

ith-param name="text" select="finame"/>

th-param name="Llevel” select="count(ancestor::¥) - 2" />

th-param name="href"><xsl:value-of select="@id"/><xsl:value-of select=
th-param name="show-page-ref"><xsl:if test="@classType="5StyleshestPolic
twith-param name="image" select=""guto'"/>

</xsl:call-template>

<xsl:apply-templates mode="Llocal />

</xsl:template>

<fxslistylesheet:

4|

1 | C

Icon Name Description

El Green Page A green page means it’s a titled section. The title appears
when you generate the document.

El Grey Page A grey page means it’s not a titled selection. These pages
are also in parentheses; for example, (Title Page).

= White Page A white page means this section is disabled and is not
included when you generate the document.

=l Template A yellow template page gives specific format and styles that
are included when you generate a document.

% Global Attribute A global (red) attribute means it is passed down to every
section below it (all children sections).

% Local Attribute Alocal (green) attribute means it is only used by the section
in which it appears.

o Grey Attribute A grey attribute is used for comments.
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Icon Name Description

= Control Icon A Control type defines the functionality that you can give to
il Attributes. Each Control type has a different functionality.

Advanced editing mode allows you to add the following:

+ “Sections” on page 335

+ “Viewing or Editing Properties of a Section” on page 337

+ “Templates” on page 338

+ “Attributes” on page 339

¢ “Controls and Parameters” on page 339
You can have multiple sections in a document, but only one template per section. The template
defines the section’s layout; however, you can use the default template for newly created sections.
You can also have multiple attributes defining how the section looks, as well as multiple controls. You
use parameters (such as names and values) to specify options for a Control type. A Parameter is a

general name for a child item of a Control. The name of the Control denotes the type of control and
what you can perform by using that type.

Sections

Sections are blocks of the documentation composed of attributes, parameters, templates, and
controls through XSL programming. Section content includes a Title, Body, and children or
subordinate information. The following example shows the Section Properties page of the Identity
Manager System as seen through the simple edit mode.
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Figure 12-3 Section Properties Page

Blanstonl.docgen &% = 08
- -+,
StylElEditor *RO Identity Manager System
4 Identity Manager System
[E] (Title Page)

4 [E] Table of Contents
El (Solution TOC)

4 [E] 1. Document Title: |Identity Manager System
4 [E] 11 Legal
[E] Disclaimer
[l Trademarks Document Properties |Client Properties | Header | Font Settings | Other |

[E] 1.2. Document History
4 [E] 2. Project Information
[E] 2.1. Executive Summary
4 [E] 2.2, Systermn Overview Identity Manager Sy
[E] 2.21. Hierarchical View
[§] 2.2.2. Contact Information
[E] 3. Project Configuration
4 [E] 4. Appendix oM
4 [E] 41, Appendix A: Policies
[E] 41.1. Policy Containers
[E] 41.2. Policy Detail Prepared by
4 [E] 4.2. Appendix B: Schema
[E] 4.2.1. Schema Overview
[E] 4.2.2. Schema Detail
4 [E] 4.3. Appendix C: Dataflow
[E] 43.1. Dataflow Detail Documentitypes
[E] 4.4. 'packageCatalog!

Solution name:

Short solution
name:

Prepared by:

Document date:

SOW number:

The Identity Manager System section contains a section title (this can be changed), along with a
number of tabs (attributes): Document Properties, Client Properties, Header, Font Settings, and
Other. Each of these tabs contain fields that are editable; for instance, you can give the section title a
different name. When you click the Advanced Editing icon, you see that the Identity Manager System
section contains one template that includes several attributes, controls, and parameters underneath
the heading.
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Figure 12-4 Advanced Editing Mode

Style Editor

@ SHORT_SOLUTION_NAME

4 Identity Manager System
[F] Template
4 SOLUTIOM_MAME

a =7 Control (textbox)

PREPARED_BY
CLIENT_MAME
SHORT_CLIEMT_MAME
CLIENT_MUMEER
DOCUMEMNT_DATE
DOCUMEMNT_TYPE
S0W_NUMBER

CUSTOM_HEADER_TEXT
FOMNT_SIZE 1

LR R R -

Viewing or Editing Properties of a Section

4 % SHORT_SOLUTION_MAME

P label = "Short (abbreviated) Solu

PAGE_MUMBERING_FORMAT

-~

Short solution name:

Blanston/IDM

If you click a section within the Style Editor and look in the Properties view (by default the lower left
corner of Designer), you see the values associated with the selection. (If you do not see the
Properties view by default, right-click a section and select Show Properties View.)

Figure 12-5 The Properties View of the Appendix B: Schema

1| 1l

—*| - =

I=* Project | = Properties &2 |[ 4| & | 5

Property
Enabled
D
MLSID
Mumbered
Source
Title
Titled
Version

Value
S true
1= schemalppendix

"= AppendixB5chema
e true

Appendix B: 5chemna

IRTIN

¥ true

=
M

# e LI EaRMAI Ll FTOLun

. [E] 11. Legal
. [E] 1.2. Document History

4 [E] 2. Project Information
» % BreakAfterSection
. [E] 21. Executive Summary
- [E] 2.2. System Overview

. [E] 3. Project Configuration

a [F] 4. Appendix
. [E] 441. Appendix &: Policies
- |[E] 4.2. Appendix B: Schema
. [E] 4.3. Appendix C: Dataflow
. [E] 44. packageCatalog!

These values are edited in the Properties view. The Values for the section heading are listed in the

following table:
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Table 12-3 Values of a Section

Property Name Description

Enabled (True/False) Indicates whether this section is enabled. You can change this
setting by using the section Style Editor, which is the editor shown to the right
of the hierarchical view.

ID Used for reference. Most the time, ID is left empty. However, you can specify an
ID for convenience in finding this section during the transformation process.

NLS ID Used for reference. Most the time, NLS ID is left empty.

Numbered (True/False) Indicates whether this section should be included in the numbering
and placed in the Table of Contents.

Source Data source used to transform the template. For example, designer, style, and
none.

Title The value to be displayed as the title. You can change this setting by using the
section Style editor, which is the editor shown to the right of the hierarchical
view.

Titled (True/False) Indicates whether the title value should be shown in the generated

document. Otherwise, it is used only in the GUI for context.

Version The version of the section.

NOTE: Values change, depending on what you select under the Style Editor view. For example, an
attribute shows different properties than a section or a template.

Templates

A template is the XML source that defines the overall layout of a generated page. For instance, the
Title Page contains a template, as well as a number of headings. The following figure illustrates the
parts of the Executive Summary template. For more information about templates, see “A Walk-
through Tutorial” on page 340.
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Figure 12-6 Parts of the Executive Summary Template

~
2.1 Executive Summary } Section Title

This company operates a Meta
Directory and other various
information systems where
identity information related to
employees and user accounts
) are stored and maintained
Section Content -

Section Body

The administrator of portal
users is seamlassly integrated
in thve exesbing user
adminisiration process.

) 2.1.1 Account Details
Section Main Section Children
Some of the accounts include

iy Information on the fe——" ey

Attributes

Attributes are the child elements of a section. For example, clicking the Advanced Editor mode while

selecting the section title Identity Manager System reveals the following attributes in red (global),
green (local), and grey (comment):

Controls and Parameters

You can add parameters to control the appearance of a style. For example, in the Advanced Editing

mode, the structure of the Short (abbreviated) Solution Name entry is a global attribute that

contains a control and a label, and the control type known as textbox allows anyone to type a name

that appears in the generated document. Use the Properties view to edit controls.

Designer’s supported parameters or values for controls include the following:

Table 12-4 Supported Parameters

Control Parameter or Value Description

Table columns="3" header="date” Number of columns to show in the control.
width="30" label="show this” Column header text. Column width for each
addrows removerows column. Explains what you see in this control.

Displays a button to perform this function.
Displays a button to perform this function.

File extensions=".jpg;*.gif” Supported extensions separated by a semicolon
label="show this” (*.j pg;*.j peg;*.gi f). (One file only.) The
label explains what you can do with this
control.
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Control Parameter or Value Description

Select (Identity option="font 1” option="“font 2”  Parameters allow font point selection, such as
Manager System/ label="show this” option = “20pt” and option = “24pt” The label
font Settings) indicates what you can do with this control.
Checkbox label="show this” The label explains what you can do with this

control. It includes a check box.

Textbox or label="show this” The label explains what you can do with the
Textarea text box or text area control. You edit these
controls through the Properties view.

Comment label="show this” Allows you to add comments to help users. You
edit this control through the Properties view.

A Walk-through Tutorial

Now that you better understand what components are necessary in order to add advanced
functionality to your template, use this section to create a new section, add an attribute, and view
the source.

+ “Creating a New Section in a Style” on page 340

+ “Adding an Attribute to a Style” on page 340

+ “Enabling Documents to Recognize Your Additions” on page 341

+ “Viewing the Source” on page 346

Creating a New Section in a Style

To insert an additional section into the Style Editor:

1 Create or open an existing . docgen file in the Style Editor.

2 Click the Enable Advanced Editing icon. 3¢

The tree view of the document outline expands to include additional objects, (such as
attributes, template, and parameters).

3 Right-click the parent section where you want to add your new section, then select New Child >
Section. Specify a new section name; for this example, call it “My Section.”

4 (Optional) Reorder the section by dragging the section object to a different location in the
navigation tree. You can also copy and paste within this style or other styles.

5 Click the Save icon, then continue with “Adding an Attribute to a Style” on page 340.

Adding an Attribute to a Style

1 Right-click a section under the Style Editor view. Select New Child > Attribute.

2 Specify the attribute name in the Attribute Name window. For example, MyAttribute with no
spaces. Click OK.
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3 Specify a value under the Value property in the Properties view. For example, This is my
attribute value.

1 m b - [E] 11. Legal

= Project | = Properties 23 _”}:"} = = 08 ‘ %l 1{5-:;;;;”:;1:1::;'}‘

Property Value . B3 Control (table)
Global 4 false ¢ Mylttribute
Group 1= . [E] 2. Project Information
Mame I= WMyAttribute . [E] 3. Project Configuration
MLSID = . [E] 4 Appendix
Value '= This is my attribute value

The Properties view shows the following values for attributes (attributes are defined through
controls and parameters):
+ Global: Passed down to subsections.

+ Group: Used to group attributes together. These appear as part of a tab in Style Editor’s simple
mode.

+ Name: The attribute’s name.

+ NLS ID: The attribute’s NLS identification.

+ Value: The attribute’s value.
You can also show your attribute with another control type. The following example first creates a
control, then changes the control type from check box (the default) to something else, such as a text
area.

1 Right-click MyAttribute and select New Child > Control.

2 With your cursor on the control you just created, change the control type value to Text Area in
the Properties view.

3 Click your section to see the changes take place.

Enabling Documents to Recognize Your Additions

After you have added attributes, your generated document doesn’t include information from these
attributes until you do one of the following:

+ Make sure your section is a leaf section (does not contain child sections).

+ Create a template that uses the attribute explicitly. This is usually the preferred method
because you can display the attribute values exactly the way you want.

Method 1: Set the Section Source to “Style”

If you create a section without a template (and the template is a leaf section containing no section
children), the default template generates the attribute values with the document. You do not need
to do anything. You can generate a document for just that section by right-clicking the section head
and selecting Generate Documentation for This Section. Or you can click the Generate Document icon
at the top to generate the whole document.
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NOTE: Text boxes, text areas, and tables are the only attributes that are generated through the
default template (check boxes, selects, and comments are not generated).

Method 2: Add a Template for a Custom Layout
Complete the following tasks:

¢ “Creating a Template” on page 342

+ “Creating Another Section and Template” on page 344
Creating a Template

1 Right-click your newly created section.

2 Select New Child > Template.

Section Template

<?xml wersion="1.8" encoding="UTF-8"?> -~
<xslistylesheet version="1.8" xmlns:xsl="http://www.w3.0org/ 1999/ X5L/Transform™ xmlns:fo="http://
<xsl:import href="dgSection.xslL"/>

gl gE=

* Default Secticn Definiticn

The following logic represents the Layout Definiiton of this section.
Since the dgSection.xsl includes a default layocut there is no need

te include any template definitions in this stylesheet. This template
is simply used as a place holder and an example.

To change the layout for specfic pertions of this section, define
template(s) to override the dgSection.xsl behavier. Usually developers
will override one of the following template functions:

- Section.Body (most common)

- Section.Content

- Section.Title

For more information refer to help in the Designer documentation.

LN B B N R TN REE B N I

/o=

gl gw=

* Table of Contents example (remove commenting below to enable)

This template assumes you have your section source set
to "style' (the default walue), and demonstrates how to
render data taken from an XML source.

L I

{ -

<!--

<xsl:template name="Secticn.Body">
<fo:block>Here is my Table of Contents:</fo:block>
<xsliapply-templates/>

</xsl:template:

<xsl:template match="children">
<fo:block margin-left="{count(ancestor::*)}em"> - <xsl:value-of select="{Etitle"/></fo:block:>
<xs5l:apply-templates/>

</xsl:template>

==

</uslistylesheet>

4 m [
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The template has some default content that consists mostly of comments, which helps you get

started on your first template. This is shown in the next task; for now, replace the comments in this
template with the following XSL commands:

<xsl : param name="MWAttribute"/>

<xsl: tenpl at e name="Secti on. Body" >
M/Attribute:

<xsl:call-tenpl ate nanme="For mat . Qut put Text Area" >

<xsl : wi t h- param nane="val ue" sel ect="$MyAttribute"/>
</ xsl:call-tenpl ate>
</ xsl : tenpl at e>

There is a Format.OutputTextArea call in the XSL that is a helper function included with the
Document Generator Core Support Templates. Because HTML code is allowed in text areas, this
ensures that it’s interpreted and escaped properly. If you want to see the core XSL library calls for
documentation generation, see “Document Generator Core Support Templates” on page 581.

Your template should look like this:

Figure 12-7 Example Template

<?xml wersion="1.0" encoding="UTF-57"2?>

<wal:stylesheet version="1.0" wmlns:xal="http:/ uww, w3 .orgl 1
<wal:import href="dgfection.x=1" >

<wsl:param name="Mvittribute™/ =

<xzl:itemplate name="Zection.Body™>
Hyittribute:
<xzlicall-template name="Format.utputTextirea™>
<wsl:with-param name="valus" select="iHNvittcribuce™ />
“</wal:icall-templates
</ wslitenmplatex

</ w=listyleshest>

Generating a document for this section should give you something like this:

Figure 12-8 Sample Section

1. MySection

MyAttribute:
This is my attribute
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Creating Another Section and Template
1 Right-click your newly created section and select New Child > Section. In the Section Name
window, name the new section Table of Contents and click OK.

2 Right-click this new section and select New Child > Template. Carefully read through the
comments in this template. These details are important.

When you create a custom section, you are inserting some information into the document. As
the comments mention, developers usually override one of the following template functions:

+ Section Body (most common)
+ Section Content
+ Section Title

The following image illustrates which section is being defined. As a developer of the style, you
write this template to overwrite the area that is of interest.

-
2.1 Executive Summary } Section Title

This company operates a Meta
Directory and other varous
infarmation systems where
identity information related to
employees and user accounts
Section Content <4 are stored and maintained

Section Body

The administrator of portal
users is seamlassly integrated
in the existing user
adminisiration process.

2.1.1 Account Details
Section Main Sechton Childran
Some of the accounts include
L Information on the =" Ty

For this example, you should overwrite the Section.Body because you don’t want to change the
default behavior of the Title, nor do you want to change the way other sections are related to
this one. (You can use the hierarchical view to control this with the default template if
necessary).

3 To overwrite the Section Body, simply uncomment the sample function that is shown in the
default template, as shown below:
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Section Template

<PEml wversion="1.0" encoding="UTF-S™ 2>
<xzl:stylesheet version="1.0" xmlns:xsl="http:/ www. wd.oros
<xzl:import href="dgfection.xs1" >

Cl——
* Table of Contents example (remove comnenting below
+
*# This template assumes you have your section source
¥ to 'style' [(the default wvalue), and demonstrates ke
*  render data taken from an EML source.
W
#II." ——
<xzl:template nawe="Zection.Body™>
<fo:blockrHere iz my Tabhle of Contents:</fo:bhlock:
<xzl:apply-templatess/>
</xzslitemplater

<xzl:template match="children™:=
<fo:hlock margin-left="{count (ancestor::*) jem> — <xsl:s
<Ksl:apply-templates/ >

<fwal:templates

</wal:stylesheetr

L |

If you render your document at this point, you get no content in your Table of Contents (other
than the surrounding text). This is because this template assumes that the style source has been
specified for this section. To specify the source:

4 Click the Table of Contents section.

5 From the Properties view, set the source to style.
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6 Right-click MySection and select Generate Documentation for This Section.

Sample

1. My Section

MyAttribute:
This is my attribute value.

1.1. Table of Contents

Here is my Table of Contents:
- My Section
- Table of Contents

Viewing the Source

When your generate your document, you’ll notice there is an Output XML Source Files option. Click
the box next to this option to turn it on. You'll see .xm source files appear where you are generating
the document. These source files are the XML data that is used in your template when you set the
source (for example, to “style”). Designer includes the following sources:

Table 12-5 Sources

Source Key Description

none An empty source, used when no source is specified or when “none” is specified.
style The XML source of the style, used to build things like the Table of Contents.
designer A source that has been defined by an extension point for the Designer model. This

contains all information about the configuration of your Designer project.

Selecting a Language for Generated Documents

You can select the language you want to print the document in.

1 Click Window > Preference > Designer for IDM > Document Generation. Under the Document
Language heading, select the language you want to use for document generation.
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Current languages include:

*

*

*

*

*

2 After you select a language, click Apply.
3 Click OK to close the Preference page.

Double-Byte Font Support

Chinese Simplified
Chinese Traditional
Dutch

English (default)
French

German

Italian

Japanese
Portuguese Brazil

Spanish

Designer has double-byte font support for the Document Generation feature. If you select a

language that uses double-byte characters, such as Chinese Simplified, Chinese Traditional, and
Japanese, Designer automatically installs the Proportional Mincho font. You can change this as

necessary. A good font that covers both proportional spacing and double-byte support is Arial
Unicode MS.

For English and other languages, the default font is Arial.

To add a font for your specific language:

1 Click Window > Preference then expand NetlQ > Identity Manager and select Document
Generation. Under Document Appearance, select the font you want to use.

To change the font on a Windows workstation, you must first copy the font file from the
C.\ W ndows\ Font s directory to another directory. You can then use the Browse icon to select
the font.

To change the font on a Linux workstation, browse to the usr/ shar e/ font s/ truet ype
directory, or to another directory containing the fonts you want.

2 Click the Browse icon to bring up the Open window, change to the directory where you placed
the font, then click Open.

You can also type the directory and font file name into Font Settings field, or use the drop-down

menu to select a font that you have previously selected.

3 Click Apply, then click OK.

Using the above steps globally changes the font in the generated document, and also adds double-

byte font support for your selections.
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3 Using Entitlements

Identity Manager allows you to synchronize data between managed systems. Entitlements allow you
to set up criteria for a person or group that, once met, initiate an event to grant or revoke access to
business resources within the managed system.

You can think of an entitlement as a permission slip. For example, if you want a new employee to be
given an Active Directory account when he is added to your Human Resource system, he must have a
permission slip, or entitlement, for the Active Directory account. If the user doesn’t have the
permission slip, he doesn’t receive the account. This gives you one more level of control and
automation for granting and revoking resources.

Use Designer to create entitlements and deploy them into existing Identity Manager drivers.
Designer allows you to create entitlements through the Entitlement Wizard, which gives you a
graphical interface where you can create the entitlement step by step. Because of this graphical
interface, we recommend using Designer for creating and editing entitlements.

There are four aspects to making entitlements work effectively: design, creation, editing, and
management.

+ “How Entitlements Work” on page 349

+ “Designing Entitlements” on page 351

+ “Creating Entitlements through the Entitlement Wizard” on page 354
+ “Editing and Viewing Entitlements” on page 368

+ “Managing Entitlements” on page 372

How Entitlements Work

The following diagram shows the basic entitlement process.
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Figure 13-1 Basic Overview of Entitlements
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1. An entitlement agent grants an entitlement to a user. There are three ways that entitlements
are granted to a user:

*

Role-Based Entitlements: The Entitlements Service driver grants the entitlement based on
criteria that places the user in a particular role (or group). This criteria can be based on any
event that occurs in the Identity Vault. For example, adding a new employee in an HR
system causes a User object to be created in the Identity Vault. Creation of the new User
object is the criterion that causes the Entitlements Service driver to grant the Active
Directory User Account entitlement to the user.

To create role-based entitlements in Designer, see “Creating Entitlements through the
Entitlement Wizard” on page 354.

User Application Role Based Provisioning: The user receives a role assignment through
the User Application. The User Application’s Role Service driver grants the user any
entitlements associated with the new role. For example, a user is assigned an Accountant
role that requires access to the Accounting group in Active Directory. The Role Service
driver grants the Active Directory Group Membership entitlement to the user.

To create entitlements for role based provisioning, use the Role editor. See Specifying
Entitlements in the NetlQ Identity Manager - Administrator’s Guide to Designing the
Identity Applications.

User Application Workflow-Based Provisioning A provisioning workflow grants the
entitlement to the user. For example, a new employee is added to the HR system, which
causes a User object to be created in the Identity Vault. Creation of the new User object
initiates a workflow that grants the Active Directory User Account entitlement to the user.

Creating entitlements to use with workflow-based provisioning is an involved process. To
get you started, see“Configuring Provisioning Request Definitions” in the Net/Q Identity
Manager - Administrator’s Guide to Designing the Identity Applications.

2. When an entitlement is added to or removed from a user’s DirXML-EntitlementRef attribute,
any entitlement-enabled drivers begin to process the event. To monitor users for entitlement
changes, drivers must have the DirXML-EntitlementRef attribute added to their Subscriber
channel filter.
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3. The driver processes the entitlement event against the Subscriber channel policies. If the
entitlement event is for an entitlement that applies to the driver, the policies are processed.
Otherwise, no processing occurs. In Figure 13-1, the Grant User Account policy is processed
because:

a. The Active Directory User Account entitlement was added to the user’s DirXML-
EntitlementRef attribute.

b. The User Account entitlement is defined on the Active Directory driver.

Likewise, if the Active Directory User Account entitlement is later removed from the user’s
DirXML-EntitlementRef attribute, the Revoke User Account policy is processed.

4. The policies trigger the granting or revoking of access to the entitled resource. In Figure 13-1,
the Grant User Account policy triggers the creation of a user account in Active Directory.

Designing Entitlements

You must know beforehand what you want to accomplish with entitlements. Entitlements work from
the functionality you build into Identity Manager drivers through policies. These driver policies
implement rules and process the events between the Identity Vault and the managed system. If the
policies in the Identity Manager driver do not specify what you want to do, entitlements cannot
work. For example, if you don’t specify the action section of the Check User Modify for Group
Membership rule in the Command policy, attempts to grant or revoke a group membership
entitlement are ignored.

When you know what you want to accomplish with Identity Manager, you can correctly design
granting and revoking capabilities for any managed system resources. The following four-step
procedure can help you plan to create and use entitlements:

1. Know what you want to accomplish in your business situation. You can design and implement
many business solutions through Identity Manager, but you need to know what you want to do
before implementing something that isn’t defined. Make a numbered list of what you want to
do.

2. Define an entitlement that represents one item from your numbered list. You can create
valueless and valued entitlements. Valued entitlements can get their values from an external
query, they can be administrator-defined, or they can be free-form. There are examples in
“Creating Entitlements through the Entitlement Wizard” on page 354.

3. Add policies to the Identity Manager Driver to implement the designed entitlement. To create a
policy for an Identity Manager driver, you need to be conversant with XSLT or DirXML script to
define the way the managed system handles and receives information, and the way NetlQ
eDirectory stores information. Unless you are a good DirXML programmer, this is a job for
consultants.

4. Set up a managing agent to grant or revoke the entitlement. If you want an automated process,
use Role-Based Entitlements; if you want a manual process, use the User Application’s
workflow-based provisioning feature. See “Understanding Entitlements” in the Net/Q Identity
Manager Entitlements Guide. As you plan your entitlements, use the following sections for
more information.

+ “Terminology” on page 352

+ “Entitlement Prerequisites” on page 352
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+ “ldentity Manager Drivers with Preconfigurations that Support Entitlements” on page 352

+ “Enabling Entitlements on Identity Manager Drivers” on page 353

Terminology

Following are some terms that are used throughout this section.
Entitlement: An Identity Vault object that represents a business resource in a managed system.

Entitlement Service driver: Grants and revokes entitlements. For Role-Based Entitlements, the
agent is the Entitlements Service driver, which must be initiated for entitlements to work.

Grant or revoke: Granting or revoking an entitlement is controlled by Global Configuration Variables
(GCVs) on an Identity Manager driver.

Entitlement consumer: Anything that uses entitlement-related information. Entitlement consumers
include iManager, the User Application, and Identity Manager policies.

Entitlement Prerequisites

O eDirectory 8.7.3 or eDirectory 8.8 with the latest Support Pack
O Identity Manager 3 or later
O An Entitlements Service driver

You must have an Entitlements Service driver in each driver set where you want to use
entitlements. This requires a very simple, two-step setup for each driver set. To do this, see
“Creating Entitlements” in the NetlQ Identity Manager Entitlements Guide.

O Adriver configuration that supports entitlements
Before you can use entitlements with a managed system, do one of the following:

+ Import the Identity Manager driver configuration for the driver and specify that the driver
has entitlements enabled.

+ Enable your driver to support entitlements. To do this:
1. Create entitlements using Designer.

2. Add the DirXML-EntitlementRef attribute to your driver filter as described in “Enabling
Entitlements on Identity Manager Drivers” on page 353.

3. Write policies to implement the entitlements you create in Step 1 under “Designing
Entitlements” on page 351.

Identity Manager Drivers with Preconfigurations that Support
Entitlements

The following drivers include configuration files that already contain entitlements and the policies
required to implement the entitlements. These entitlements support the most common scenarios:
granting and revoking user accounts, groups, and e-mail distribution lists.

+ Active Directory: Grant and revoke accounts, group membership, Exchange Mailbox

+ GroupWise 2014: Grant and revoke accounts, grant and revoke members of distribution lists
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*

LDAP: Grant and revoke user accounts

*

Linux and UNIX: Grant and revoke accounts

*

Lotus Notes: Grant and revoke user accounts and group memberships

*

RACF: Grant and revoke group accounts and group memberships

These are example entitlements and policies that you can use as is if they meet your needs. If not,
you can modify them to meet your needs, or you can use them as examples as you implement
additional entitlements.

Enabling Entitlements on Identity Manager Drivers

Before you can use entitlements, you must first ensure that your driver has entitlements enabled.
You can do this through the Entitlements Wizard as you finish creating entitlements; this applies to
both preconfigured and non-preconfigured drivers.

However, if you want to use the preconfigured driver’s entitlements and the infrastructure that
supports them, you must enable entitlements when you initially create a driver in Designer or
iManager; the preconfigured policies and rules that support the preconfigured entitlements cannot
be added later without re-creating the driver. If you import a driver that has entitlements enabled
into Designer from an Identity Vault, the imported driver also has entitlements enabled. If you
deploy a driver that has entitlements enabled into an Identity Vault, the deployed driver also has
entitlements enabled.

You can see if your preconfigured drivers have entitlements enabled by clicking the Outline view,
then clicking the Subscriber channel of your selected driver. If entitlements are enabled, you should
see the preconfigured entitlements appear under the Subscriber Channel. If entitlements do not
appear under the Subscriber Channel in the Outline view, entitlements were not enabled when the
driver was initially installed.

However, you can still use entitlements on preconfigured Identity Manager drivers that do not have
entitlement preconfigurations enabled. To do this, run the Entitlement Wizard. The last page in the
Entitlement Wizard asks if you want to add the DirXML-EntitlementRef attribute to the driver filter,
with Yes selected. Click OK. However, because the policies and rules are not in place on the driver,
you won’t be able to use their preconfigured entitlements without adding those supporting policies
and rules yourself.
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Figure 13-2 Enabling Entitlements

ki) Add To Filter X

To enable entitlerments for this driver, the DirkML-EntitlementRef
attribute needs to be added to the User class in the driver filter.

If you want to enable entitlernents for another class, you can do
so from the filter editar,

Do you want Designer to enable entitlernents for the User class in the
driver filter for you?

..........

["| Remember selection. Don't prompt again.

QK ] [ Cancel

You can also use entitlements on Identity Manager drivers that do not contain entitlement
preconfigurations. To enable your driver to support entitlements, add the DirXML-EntitlementRef
attribute to your driver filter. Run the Entitlement Wizard as described above to add the DirXML-
EntitlementRef attribute to the driver filter.

Creating Entitlements through the Entitlement Wizard

Designer comes with an Entitlement Wizard. This wizard steps you through the creation of
entitlements by asking a series of questions about how the entitlement will be used in the
enterprise. Use one of the following methods to access the Entitlement Wizard:

To access the Entitlement Wizard from the Outline view:

1 Right-click a Driver object, then click New > Entitlement.
To access the Entitlement Wizard from the Modeler view:

1 Right-click the driver icon, then click New > Entitlement.

There are two types of entitlements that you can create: valueless and valued. The type you use
depends on whether you need to pass additional information to the policies.

+ “Valueless Entitlements” on page 355
+ “Valued Entitlement that Queries an External Application” on page 357
+ “Administrator-Defined Entitlements with Lists” on page 364

+ “Administrator-Defined Entitlements without Lists” on page 366
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Valueless Entitlements

A valueless entitlement has no values to go with it. An example is the Account Entitlement for Active
Directory, which is used to turn on account capabilities. You use valueless entitlements if you don’t
need to pass any extra information to driver policies.

To create a valueless entitlement:

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

(ol Mew Entitlement Wizard

Name Entitlement '
Give the entitlernent a narme and a description. EE

Mame: Account

Use this narne for the display name.
Display Mame:

Description:  This is an Account Entitlem ent.| *

@ < Back Next > Finish

2 Type the name and description information. For this example, the entitlement is named
Account, with a description of “This is an Account Entitlement.” Click Next.
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Set Entitlement Values

You can set values on an entitlement for use by policy or other entitlement

' CONSUIMESS,
Do you want this entitlernent to include values?
|§| Mo
& Choose this if your entitlement doesn't require values. '
() Yes

@ Choose this if you want to query values from an application or to define a
group of values,

@ Next > Einish || Cancel

3 Because this first example is valueless, select No to Do you want this entitlement to include
values?
4 Click Finish.

5 Inthe Add To Filter dialog box, answer Yes if you want the driver to listen for this entitlement.
This enables entitlements for the driver.

356  Using Entitlements



Wi Add To Filter | 25

To enable entitlerments for this driver, the DirKML-EntitlementRef
attribute needs to be added to the User class in the driver filter.

If you want to enable entitlements for another class, you can do
zo from the filter editor.

Do you want Designer to enable entitlernents for the User class in the
driver filter for you?

[T Rernember selection. Don't prompt again.

QK ] ’ Cancel

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities.
This is necessary in order to use the entitlements you are creating.

If you don’t want to see the Add To Filter window on every entitlement you are creating for any
driver in Designer, select Remember selection - Don’t prompt again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor’s changes before continuing. Once the
editor is saved, the entitlement displays in the Modeler view.

Valued Entitlement that Queries an External Application

Values are a way of passing data that you might need to use in policies. Valued entitlements can get
their values from an external query; they can be administrator-defined, or they can be free-form.

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

2 Give the entitlement a name. This example uses Application Query, with the Use Name for
Display Name option selected. In the Description box, type Looks for the C ass nane of
G oupx, then click Next.
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ik New Entitlement Wizar

Mame Entitlement '
Give the entitlement a name and a description. '.‘_-%'

Mame: Application Query
Use this name for the display name.
Display Mame:

Description: | goks for the Class name of Group)d -

@ < Back Mext > Finish

3 On the Set Entitlements Values page, select Yes so you can query values from an application or
define a group of values, then click Next.

4 The next Set Entitlements Values page allows you to define where you get the values for this
entitlement. Valued entitlements can get their values from an external query, or they can be
administrator-defined. For this example, select the Values from an application query option,
then click Next.
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Set Entitlement Values

Define where to get the values for this entitlement.

This entitlerment will have:

(7 Administrator-defined values

& Choose this if you want an entitlement that defines attributes (phone number,
office location, etc.) to be set in an application. :

@ Choose this if you want an entitlemnent that allows a user to become a
member of a group in an external application. The groups used are queried
from the application.

The Define Application Query window combines two steps: defining the query and mapping the
query results.

5 To fill in the Class Query, click the Schema Browser icon on the right side of the Class entry.
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¥ Schema Browser

Define Application Query

Select a class nameto search| | Classes

Enter a class to query.

domain -
Class: dsa,
1| |dynamicGroup
Enter a base DM and select dynamicGroupfux
edirschemaVersion
tres Ll | encryptionPolicy

L External Entity
Map query results to values| |

federationBounda
Value from Query | | X S — = | ||

GroupWise Agent
GroupWise Distribution List i
GroupWise Domain
GroupWise External Entity N
GroupWise Gateway

GroupWise Library

GroupWise Post Office

GroupWise Resource

homelnfo

httpServer

immediateSupericrReference

LDAP Group

LDAP Server

List i
[] Only show changes

@ ‘jlll ok | [ cancel »]

6 The Schema Browser shows you the Classes in the eDirectory namespace that are available. If
you know the name of the Class type you want to query, click to select a selection in the Classes
tab, then start typing the Class name. The browser jumps to the alphabetical order of what you
type. Select the Class name, then click OK.
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kil New Entitlement Wizard

Define Application Query

Define an application query that will return values to be used by this
entitlement.

Enter a class to query,

Class: Group Q

Enter a base DM and select a scope to search from.

Baze DM: Blanston Scope:  subtree -

Map query results to values used by entitlernent consumers,

Value from Query =3 Value Used by Entitlement Consumers
Source Distinguished + & "Display-Mame" shown to entitlement consumers.
Description * 5 "Description” shown to entitlement consurmers.
Association * 5 "Value" used by policy.

A
[=a]
{=1]
M
7
g
W

7 Type the base distinguished name (DN) and the scope. For this example, select the Class Group,
at the Base Distinguished Name of Blanston, with the Scope of subtree (choices are subtree,
entry, and subordinates).

This example maps the query results from the managed system to certain values that
entitlement consumers can use. At present, the consumers are iManager managing Role-Based
Entitlement policies and the User Application managing workflow-based provisioning
entitlements. The Value From Query information prepopulates the consumer’s user interface
with the following:

+ Display Name: Defines the attribute that displays in the list of values. The example selects
Source Distinguished Name for the display name. Click the drop-down button on the
Display Name shown to entitlement consumers list to see a list of attributes associated with
the class you selected through the Schema Browser. The list includes both the attributes
and the inherited attributes for the selected class.

+ Description: Defines the attribute that displays as a description for that value. For the
description, select Description from the Value drop-down list to map the query results from
the managed system to the entitlement.
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+ Value: Defines the attribute or token that is the actual value. The Value entry is not seen in
the entitlement consumer, but it is the value that is assigned when the entitlement is
granted or revoked. In this case, choose Association.

If you do not use the Schema Browser icon when selecting the class, you see only two selections
in the Value From Query lists: Association and Source Distinguished Name. If these attributes suit
your needs, use them. You can also type the attribute name into the text field. However, if you
want to select the attributes from the lists, use the Schema Browser icon when selecting a class
for the query. You see the attributes and inherited attributes for the selected class.

When the values are filled out, select Next.

9 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted

10

11

12

more than once and with different values. If you select No, the entitlement can only be granted
once. For this example, click Yes, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign an account entitlement more than once.

You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 11.

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 12.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by NetlQ

(Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned more than once with different values. You can resolve the
conflict by either using Role-Based Entitlements priority, or by merging the values.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy
is applied to this entitlement at any time. This example uses priority.

Click Finish.

For this example, the query values look for the Source Distinguished Name attribute of the Class
name of Group, starting from the Base DN (Blanston) and checking through the subtree from
that beginning point. The values that come back from the query are similar to the following:
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<i nstance cl ass-nane="G oup" src-dn="0=Bl anst on, cn=gr oupl">
<associ at i on>0=Bl anst on, cn=gr oupl</ associ ati on>
<attr attr-nane="Description"> the description for groupl</attr>
</instance>
<i nstance cl ass-nane="G oup" src-dn="0=Bl anst on, cn=gr oup2" >
<associ at i on>0=Bl anst on, cn=gr oup2</ associ ati on>
<attr attr-nane="Description"> the description for group2</attr>
</i nstance>
<i nstance cl ass-nane="G oup" src-dn="0=Bl anst on, cn=gr oup3" >
<associ at i on>0=Bl anst on, cn=group3</associ ati on>
<attr attr-nanme="Description"> the description for group3</attr>
</instance>
<l-- ... ->

The information received from the query fills in the various fields. For instance, the <di spl ay-
nane> field receives o=Blanston,cn=groupl. The <descr i pt i on> field receives the description
for Groupl, and the <ent - val ue> field receives o=Blanston,cn=groupl. Because more than
one group exists and meets the query criteria, this information is also collected and shown as
other instances of the query.

The association format value is unique for every external system, so the format and syntax are
different for each external system queried.

In the Add To Filter window, click Yes if you want the driver to listen for this entitlement. This
enables entitlements for the driver.

& Add To Filter | 25

To enable entitlerments for this driver, the DirKML-EntitlementRef
attribute needs to be added to the User class in the driver filter.

If you want to enable entitlements for another class, you can do
zo from the filter editor.

Do you want Designer to enable entitlernents for the User class in the
driver filter for you?

[T Rernember selection. Don't prompt again.

QK ] I Cancel

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities.
This is necessary in order to use the entitlements you are creating.

If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor’s changes before continuing. When
the editor is saved, the entitlement displays in the Modeler view.
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Administrator-Defined Entitlements with Lists

The example in the following procedure is an administrator-defined entitlement that allows you to
select a listed entry. This type of entitlement is best used through Workflow entitlements rather than
Role-Based Entitlements.

1 Right-click the driver icon in the Outline view or the Modeler view, then click New > Entitlement.

MName Entitlement

Give the entitlement a name and a descripticn,

Mame: Admin-defined
["] Use this name for the display name.

Display Mame: Admin-defined Entitlement

Description:  This will show Administrator-defined Values.

In this example, the entitlement name is Admin-defined, but the defined display name is
Admin-defined Entitlement. You need to define a display name only if you want the display
name to be different from the name you called the entitlement; otherwise, you can just use the
entitlement name as the display name. In this example, the Description field is defined as This
will show Administrator-defined Values.

2 Click Next.

3 In the Set Entitlement Values window, select Yes to the question “Do you want this entitlement
to include values?” Click Next.

4 In the next Set Entitlement Values window, select Administrator Defined Values, then click Next.
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5 In the Define Values window, type the values you want to add to the Entitlement Value entry,
click Add to add the value to the Defined List pane, then click Next.

Define Values

Entitlernent values can be taken from a defined list, or they can be entered by
entitlement consumers.

Do you want to define a list of values?

& Choose this if you want to define a list of values for the entitlement consumers
to choose from., :

Entitlerment Value:
Building E
Defined List:
Euilding D

Building B
Building €

In this example, the values are corporate buildings: Building A through Building D. Through an
entitlement client, such as an iManager Role-Based Entitlement task or through the user
application, users or defined-task managers can specify the building information, which is then
included in an external application, such as NetlQ eDirectory.

Use the Remove icon to remove a value, or use the Edit icon to edit a value.

6 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted
more than once and with different values. If you select No, the entitlement can only be granted
once. For the example, click No, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign building letters more than once.

7 You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 8.

or

Using Entitlements 365



366

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by NetlQ

8 (Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned by different Role-Based Entitlement Policies with different
values. You can resolve the conflict by either using the Role-Based Entitlements priority, or by
merging the values. This example merges the values.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy
is applied to this entitlement at any time.

9 Click Finish.

10 If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute
allows the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor’s changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.

Administrator-Defined Entitlements without Lists

The example in the following procedure is an administrator-defined entitlement that forces the
administrator to type a value. You can use this kind of entitlement if you cannot create a task list
because you do not have all of the information at the initial setup.

1 Right-click the driver icon in the Outline view or the Modeler view, then click New > Entitlement.
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w Mew Entitlement Wizarc

Mame Entitlement

Give the entitlement a name and a description.

Mame: Admin-defined (no lists)
Use this name for the display name.

Display Name: Admin-defined Entitlernent

Description:  There is no predefined list. -

@ TN

In this example, the entitlement name is Admin-defined (no lists), and it uses the entitlement
name as the displayed name because the Use Name For Display Name option is selected.

Click Next.
Select Yes on the Set Entitlement Values page, then click Next.
Select Administrator Defined Values on the second Set Entitlement Values page, then click Next.

Select No to the question “Do you want to define a list of values?” on the Define Values page,
then click Next.

Selecting this option allows the administrator or users to type a value.

Be aware that using this option can be risky, because wrong or misspelled information can
cause the value to be incorrect and the action in the entitlement to fail.

Select No to the question “Allow this entitlement to be assigned multiple times with different
values?” on the Assign Multiple Values page, then click Next.

You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select
Yes to the Role-Based Entitlements question, click Next, then continue with Step 8.

or
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If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by NetlQ

8 (Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen
when this entitlement is assigned by different Role-Based Entitlement Policies with different
values. You can resolve the conflict by either using the Role-Based Entitlements priority, or by
merging the values. This example uses priority.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so
if one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy
is applied to this entitlement at any time.

9 Click Finish.

10 If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute
allows the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any
driver in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won’t see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor’s changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.

Editing and Viewing Entitlements

After you have created entitlements, you might need to edit them. You can also use the Edit mode to
see the entitlements in their XML source code.
+ “Entitlement XML Source and XML Tree Views” on page 369
+ “Using the NetlQ Entitlement DTD” on page 372
To edit an entitlement:
1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.
or
Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.
You can also right-click the driver icon in the Modeler view, then select Edit Entitlements.

2 If you have more than one entitlement for the selected driver, you see the Edit Entitlements
windows listing the available entitlements. Select an entitlement, then click OK.
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The entitlement appears in the Entitlement editor.

The Entitlement Editor view shows you all of the pages and choices that you see in the
Entitlement Wizard, but the information is on one page.

+ Entitlement Editor: Displays the full DN name for the entitlement. If there is a conflict with
the entitlement name or some other error, you see a red icon to the left of the Entitlement
editor name, followed by an error message.

+ Name and Description: Allows you to edit the name, the display name, and the description
that you have given to this entitlement.

+ Multi-Value: Allows you to select if you want an entitlement to be assigned multiple times.

+ Role-Based Entitlements: Allows you to select conflict resolution for Role-Based
Entitlements. If you do not select Role-Based Entitlements, the Role-based entitlements
with priority icon is the default.

+ Values: Allows you to define how values are defined: no values, administrator defined
values, or values from an application.

The information that appears in the Entitlement editor depends on what you initially defined in
the entitlement. If you choose to edit a valueless entitlement, the Values heading displays No
Values. If you are editing a valued entitlement and you want to add values to a list, type the
value in the Value field and click Add. If you want to remove a value, select the value in the
Values list and click Remove.

If you don’t want to select from a list, select Administrator Defined Values under the Values
heading and leave the Values list blank. This gives you a blank text box in iManager or in the user
application, and you can fill in the value there.

3 When you have made your changes to the entitlement, click the Save icon in the upper left
corner of Designer, or click the X on the entitlement’s tab to display a Save Resource window,
allowing you to save changes (Yes/No/Cancel).

Entitlement XML Source and XML Tree Views

To view the entitlement in XML source code:

1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.
or
Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.
You can also right-click the driver icon in the Modeler view, then select Edit Entitiements.

2 To see the XML Source view, click XML Source at the bottom of the Entitlement Editor view.
The XML Source view shows the XML code in a formatted state.

The upper right corner of the XML Source view has the following selections:
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Name

Description

Expand All
Collapse All

Attach XML Catalog Entry,
XML Schema, or DTD

Copy XML to Clipboard

Find/Replace (Ctrl+F)

Help

Allows you to see all items under the item that you have selected.
Allows you to collapse all items that you have selected.

Allows you to attach an XML Catalog entry, an XML schema file, or a
DTD (Document Type Definition) file. For default Windows
installation, the DTD for entitlements is found under C; \ Pr ogr am
Fi | es\ Novel | \ Desi gner\ ecl i pse\pl ugi ns\ com novel | .
designer.idmentitlements_1.1.0\DID\di rxm entitle
nments. dt d.

Allows you to copy highlighted XML code to the clipboard. This action
removes the DOCTYPE element.

Ctrl+F brings up the Find/Replace window, which allows you to query
text, structure, and XPath searches in a forward or a backward
direction. Other options include case sensitive, wrap search, whole
word, incremental, and regular expressions search capabilities.

Opens the Help view to the right of the XML Source view.

Right-clicking in the XML Source view brings up the following options:

+ Undo Text Change (Ctrl+2)

¢ Revert File

+ Save

¢ Cut (Ctrl+X)
+ Copy (Ctrl+C)
+ Paste (Ctrl+V)

+ Format the document or active elements

+ Clear Validation Errors

+ V\alidate

+ Preferences

3 To see the XML Tree view, click XML Tree at the bottom of the Entitlement Editor view.

The XML Tree view is a tree control view of the XML source code. You can perform the same
edits in this view as you can in the Entitlement Editor view or the XML Source view. To view the
entitlement in XML Tree view, select XIVIL Tree at the bottom of the Entitlement Editor view.
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MNode Content

TR aml versien="1.0" encoding="UTF-8"
|4 DOCTYPE entitlernent PUBLIC "diremlentitlernents” "Ci\netighidmiapps\Designer\plugins\com....
4 [e] entitlement
conflict-resolution priority
description Looks for the Class name of Groupx
display-name Application Query
a4 [e] values
multi-valued true
4 [e] query-app
a4 [e] query-xml
» [8] nds

a4 [e] result-set

4 [e] display-name

[8] token-src-dn
4 [e] description

4 [e] token-attr
attr-name Description

a4 [e] ent-value

[g] token-association

HPath:
:] Entitlement Editor | XML Source | XML Tree

The upper right corner of the XML Tree view menu contains the following selections:

Name Description
Expand All Allows you to see all items under the item that you have selected.
Collapse All Allows you to collapse all items that you have selected.

Attach XML Catalog Entry, Allows you to attach an XML Catalog entry, an XML schema file, or a

XML Schema, or DTD DTD (Document Type Definition) file. For default Windows
installation, the DTD for entitlements is found under C: \ Pr ogr am
Fi I es\ Novel | \ Desi gner\ ecl i pse\ pl ugi ns\ com novel | .
designer.idmentitlements_1.1.0\DID\di rxm entitle
ments. dt d.

Find/Replace (Ctrl+F) Brings up the Find/Replace window, which allows you to query text,
structure, and XPath searches in a forward or a backward direction.
Other options include case sensitive, wrap search, whole word,
incremental, and regular expressions search capabilities.

Help Opens the Help view to the right of the XML Tree view.

Right-clicking in the XML Tree view can bring up a number of different options. For example,
right-clicking the highlighted value on the right side presents the following options:

+ Undo
*+ Cut
+ Copy

+ Paste
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+ Delete
* Select All
Right-clicking an attribute on the left side in the XML Tree view presents the following options:
+ Remove
+ Edit the Selected Attribute
+ Replace with a value

Depending on what you select on the left side in the XML Tree view, you see different options.
For example, right-clicking an element presents the following options:

+ Remove Element
+ Add New Attribute

¢ Add to a Child Element a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a
new Element

+ Add Before a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new
Element

+ Add After a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new Element

Using the NetlQ Entitlement DTD

Some entitlements come predefined on drivers that have entitlements enabled. (For a list of these
drivers with predefined entitlements see “Identity Manager Drivers with Preconfigurations that
Support Entitlements” on page 352.) You can use these entitlements or you can create your own
entitlements in iManager or Designer. To help you create your own entitlements, you can use the
NetlQ Entitlement DTD as an example to create entitlements. For an example of the NetlQ
Entitlement DTD and an explanation of its functionality, see the “Writing Entitlements in XML"”
section of the NetlIQ Identity Manager Entitlements Guide.

Managing Entitlements

After you create entitlements (or use entitlements that come preconfigured with certain Identity
Manager drivers), you need to manage them. Entitlements are tied into the eDirectory event system
and granting and revoking are initiated through two agents:

+ iManager through Role-Based entitlement policies

+ The User Application as workflow entitlements

Role-Based Entitlements allow you to automatically grant or revoke business resources if the criteria
are met. In order for workflow entitlements to work with the User Application, manual approval is
first required.

For instance, you can specify that if user has A, B, and C qualification, then the user is made a
member of Group H; but if the user has E and F qualifications, he or she is made a member of Group
I. Through Role-Based Entitlements, this action is done automatically, as long as the conditions are
met. In order for this entitlement to work with workflow entitlements, the User object must first
acquire approval, which you need to set up through the User Application. However, if you do not add
to the driver the policies and rules to interpret the event in the designated system, granting and
revoking entitlements has no effect.
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Use either Role-Based Entitlements or workflow entitlements. It is a not good idea to mix them to
manage the same resource. We recommend that you have only one agent control an entitlement. If
multiple agents are in control, you have the following consequences:

+ Whatever comes last controls the entitlement results

+ Results are unpredictable

+ Using both agents to control an entitlement is not supported by NetlQ
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Scheduling Jobs

Designer has a job scheduling utility to schedule events, such as setting the system to disable an
account on a specific day, or initiating a workflow to request an extension for a person’s access to a
corporate resource. You can use it to do the following tasks:

+ Create a Job object from an installed job definition.

+ Define when a job is to run, which servers the job is to run on, the scope of the job in terms of
eDirectory objects, and the job reports for intermediate and final results.

+ Set values for the job’s parameters, its description, and display name.

+ Enable or disable a job, manually start a job, stop a job that is running, and display a list of
running jobs.

Figure 14-1 High-level View of the Job Scheduler Process

Job Scheduler

Iclemitrty Vault IO0M Server
Queries for
jabs to run

Job Manager
| _ Runs job 7
Job Object implementation
te 2cluled y
— Job Definition atsch P.IIE::':_I";& Job Implementation
{HML) (JAR)

+ “Job Scheduler Components” on page 375
¢ “Creating a Job” on page 376
+ “Editing a Job” on page 377

Job Scheduler Components

The Job Scheduler consists of the following principal components:

Job Manager: Responsible for launching scheduled jobs. It runs in the background on each Identity
Manager server and checks every minute to see if a job needs to run, based on the job definition.
When it encounters a job that needs to run, the Job Manager runs the appropriate Job
Implementation.

Job Object: An object you create in Designer. It contains all the information necessary to invoke the
job, including the name, description, schedule, server list, and XML job definition.
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Job Definition: An XML description of all the parameters necessary to perform a specific job,
including the Job Implementation used to actually perform the job on the target servers. The Job
Definition is an XML attribute associated with the Job Object.

Job Implementation: A JAR file that contains the Java classes that perform the job on the target
Identity Manager server. Each server where you want a job to run must have a copy of the Job
Implementation file. At the designated time, as specified in the Job Definition, Job Manager runs the
Job Implementation to perform the job.

Creating a Job

1 In the Outline view, right-click a driver and select New > Job.

You can also right-click a driver set and select New > Job to create a driver health job. For more
information about driver health configuration and the driver health job, see “Driver Health
Configuration” on page 95.

This opens the New Job page.

2 In the Names field, specify a descriptive name for the job, or use the default name provided.

3 Select Installed to create a job using an existing job definition, or select Custom to create a
custom job definition for this job.

3a If you are creating a job from an existing job definition, select the job definition you want
to use from the list of available jobs.

The New Job Wizard comes with three job definitions.

+ Random Password Generator: Generates a random password for each object in the

job’s scope. The password is generated by NMAS to match the Password Policy object
that the job references. If policy-dn is not specified, the effective password policy of
the current object in eDirectory is used. If the current object does not exist in
eDirectory (for example, the target of an add operation on the publisher channel), the
effective password policy of the target container is used.These Password Policy objects
are not usually the same as those used for eDirectory user password policies.

The job submits the generated passwords one at a time to the driver’s Subscriber
channel. The Subscriber channel policies must do something useful with the
passwords.

Schedule Driver: Starts or stops the associated driver. You can also toggle a driver to
start the driver if it is stopped or to stop the driver if it is running.

Subscriber Channel Trigger: Submits zero or more trigger documents to the
Subscriber channel. The submission can either be a document per object if a scope is
defined, or it can be a single trigger event if no scope is defined.

Trigger event documents identify the job and the scope object. A trigger event can
bypass the cache and go to the head of the queue if desired. You will probably use
trigger jobs the most; they allow you to use driver policies that you can customize for
your personal requirements.

Click the Update Job Definitions from Server icon ¥ to display any custom job definitions
on the selected server. Because Designer is an offline modeling tool, only the Identity
Manager job definitions display by default.

3b If you are creating a custom job definition, paste the job definition XML into the code field.
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The code field is not designed for entering XML directly, although you can do so if desired.
Identity Manager provides a Job Scheduler DTD that defines the XML structure for job
definitions. For more information, see Jobs DTD in the Identity Manager DTD Reference

The Job Scheduler automatically validates the custom job XML against the DTD specified in
the content, or against the default Job Scheduler DTD if none is specified. It marks any
errors it finds so you can review them, and requires you to fix serious errors before
allowing you to save the custom job.

4 In the Run Jobs on Servers field, select the servers where you want to run the job.

5 Select Edit Job configuration after creating the object if you want Designer to open the newly
created job in the Job Editor window after saving the job object.

6 Click OK.
The File Conflict window informs you that you must save the job object to continue.
7 Click Yes to save the job and continue.

8 Continue with “Job Editor Selections on the General Settings Page” on page 378.

Copying a Job

There are two ways to create a new job based on an existing job:

+ In the Outline view, right-click an existing job object, then select Copy. This creates a duplicate
job object in the same location as the original job object.

+ Right-click a driver, then select New > Copy From. This is useful if you want to create a jobin a
different location from the original job object., such as in a different driver.

In either case, once you create the new job object, you can then edit the job as needed to fit your
needs. For more information, see “Editing a Job” on page 377.

Editing a Job

After you create a job, you need to add the necessary information to make the job useful. To edit a
job, double-click a newly created job in the Outline view to bring up the job in the Job Editor view.
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Figure 14-2 The Job Editor View

Job Editor
E CM=Health_lob, CN=driversetl, o=system

General Settings

This job checks the health of drivers by evaluating the criteria defined in the driver's health configuration,

lob Type: | Driver Health
[] Delete Job after it runs once

[¥] Enable Job

Servers: Run Jobs on Servers Server Version bt
E CM=server]l ou=servers,o=systemn 4.6
[ ﬁ CM=server? ou=servers,o=system 4.6
Scopes: Scopes for Health_loh Description
1| 1 3
Mew Scope... ] [ Edit... ] [ﬂemmre]

General | lob Parameters | Schedule | Motification

The Job Editor has four tabs at the bottom of its view:

+ “Job Editor Selections on the General Settings Page” on page 378

+ “Job Editor Selections on the Job Parameters Page” on page 380

+ “Job Editor Selections on the Scheduler Page” on page 381

+ “Job Editor Selections on the Notification Settings Page” on page 383

Job Editor Selections on the General Settings Page

The title of the General Settings Page shows the Java class name of the job. This is followed by the
job type, which shows the type of job you selected. Under the Job Type heading, you can enable or
disable the job, or delete the job after it runs.
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Figure 14-3 General Settings Page

Job Editor
E CM=Health_lob, CN=driversetl, o=system

General Settings

This job checks the health of drivers by evaluating the criteria defined in the driver's health configuration,

Job Type: Driver Health

[] Delete Job after it runs once

Enable Job
Servers: Run Jobs on Servers Server Version
E CM=server]l ou=servers,o=system 4.6
[ ﬁ CM=server? ou=servers,o=system 4.6
Scopes: Scopes for Health_Job Description

4 | i

Mew Scope... ] [ Edit... ] [Bemmre]

General | lob Parameters | Schedule | Motification

1 To delete the job after it runs, select Delete Job after it runs once.

2 To disable the job from running, deselect Enable Job.

3 In the Servers column, select the server or servers where this job should run.

A filtered list of servers is available to help you assign this job. A custom job can be installed on

one server but not on another. In this case, the server without this custom job is filtered out of

the Server List.

A job can be assigned to multiple servers as long as it has been installed on each server.

Designer only allows this association if the jobs are properly installed and packaged so that the

Identity Manager engine can see them.

4 To add a scope to the Scopes column, click New Scope.

5 To select a scope object, type the Distinguished name of the object or use the Browse icon to
browse to the object. Click OK to add the scope object.
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Scopes allow you to define the objects that this job applies to. An object in eDirectory can be a
container, a dynamic group, a group, or a leaf object. If you select a group object, you can apply
the job to the group's members, or only to the group. If you select a container object, you can
apply the job to all descendants in that container, to all of the children in the container, or to the
container only.

6 If the object is a container, select Scope is a Container. Then select how you want to apply the
job:
+ Apply job to this container only
+ Apply job to children of this container
+ Apply job to all descendants of this container

7 (Optional) If you select Apply job to children of this container or Apply job to all descendants of
this container, you can specify the classes and attributes you want to scope. Click the plus icon
to bring up the Schema Browser window to select the classes you want to scope. Select the
class schema, then click OK.

The classes are added to the Classes box. To remove a class, select it and click the minus icon.

8 If the object is a group or a dynamic group, select Scope is a Group/Dynamic Group. You can
then select the Scope is the group itself and not its members option if the scope is for the group.

9 If the object is a non-container, select Scope is a Non-Container.
10 After the scope criteria are selected, click OK to return to the General Settings page.
11 If you need to edit a scope, select the scope name, then click Edit.

12 To remove a scope, select the scope name, then click Remove.

Deploying a Job with Scope Objects

Jobs might need access to eDirectory data and certain Identity Manager actions, such as starting and
stopping drivers. Such access is subject to eDirectory rights assignments and is controlled by the
rights that are granted to the DirXMLJob object. Although Identity Manager actions are controlled by
special attributes, normal eDirectory rights are needed for data reads and writes.

When you deploy a job object that has scope objects, there might be eDirectory rights assignments
that Designer cannot properly set up. The rights needed to complete the task depend on the scope
objects that are assigned to the job object.

If you see this warning when deploying job objects, use the iManager utility to assign eDirectory
rights to the job object so it can properly access the job scope objects and complete its task.

When you deploy a job for the first time, the Deploy - Security Equivalences dialog is displayed. To
add or delete security equivalences, click Add or Delete.

Job Editor Selections on the Job Parameters Page

The Job Parameters page allows you to add additional parameters to the job and to view the
parameters as they are presently set up. What you can do depends on the type of job you selected.

+ “Parameters for the Generate Random Passwords Job” on page 381

+ “Parameters for the Subscriber Channel Trigger Job” on page 381
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NOTE: The parameters for a custom job vary based on the job’s design. For more information about
creating a custom job, see “Creating a Job” on page 376.

1 If you want the job to start the driver, select Start the driver.
2 If you want the job to stop the driver, select Stop the driver.

3 If you want the job to switch from one to the other, select Toggle the driver.

Parameters for the Generate Random Passwords Job

1 Type the Password policy object’s Distinguished name, or use the Browse icon to select the
Password policy you want to use for password generation.

2 If you want to generate passwords for scoped objects without a driver association, select True.
Otherwise, select False.

Parameters for the Subscriber Channel Trigger Job

1 If you want to submit a trigger document for scoped objects that do not have a driver
association, select True. Otherwise, keep the default of False.

2 If you want to use the job’s Common Name (CN) as a document identifier trigger, keep the
default of True. Otherwise, select False.

3 (Optional) If you select False, specify the string that the job can use as the value for the trigger
element’s Source attribute.

4 Select a method for submitting the trigger documents. If you want to queue the job the trigger
is from, keep the default of Queue (use cache). Otherwise, select Direct (bypass cache).

5 (Optional) If you select Direct (bypass cache), you are presented with the Start driver if not
running option. If you want to start the driver if it is not running, keep the default of True.
Otherwise, select False.

6 (Optional) If you select True on the Start driver if not running option, you are presented with the
Stop driver when finished processing triggers option with the default of True. Use the default to
stop the driver when it finishes processing the trigger job, or select False to keep the driver
running.

A customized job definition has its own parameter set.

Job Editor Selections on the Scheduler Page

The Scheduler page allows you to set up when you want to run the job.
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Figure 14-4 The Job Options for the Scheduler Page

Job Editor
E CM=Health_lob, CM=driversetl, o=system

Scheduler

All schedules automatically repeat. The crontab standard is used to schedule and execute Identity Manager jobs, Use the
"Run custom” option to input complex, patterned schedules,

() Run job manually

@ Use a schedule

12 00 AM
() Daily
) Weekly: Sunday Menday Tuesday Wednesday Thursday
Friday Saturday

) Menthly:

) Yearly:

i FEEEE 4= Crontab syntax

@ Custom:
Minute: 0-59; Hour: 0-23; Day of month: 1-31; Month: 1-12; Day of week:
0-6, 0=5unday; *=all. Use a comma to separate integers and ranges within a
field, and a space to separate fields,

Crontab Text:

General | Job Parameters | Schedule | Motification

1 Select the Use a schedule option to set the date and time, and whether to run the job daily,
weekly, monthly, yearly.

or
Select the Run job manually option to run the job when you choose to.

2 With Use schedule selected, set the time when you want the job to start running. Use the drop-
down menus to select the hours, minutes, and AM or PM. The default is 1:00 AM.

3 If you want to run the job repeatedly, use the Daily, Weekly, Monthly, Yearly, or Custom fields to
select when you want it to run.

For example, if you want the job to run weekly, select Weekly, then the day you want it to run
on. If you want the job to run once a month, select Monthly, then click the plus icon to select
the day of the month.
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4 (Optional) Select Custom to choose minutes, hours, days, months and days of the week from
the Choose Advanced Crontab Criteria page.

5 The Choose Advanced Crontab Criteria page default has everything selected. Click Unselect All,
choose the time and days you want to run the job, then click OK to return to the Scheduler
page.

The information displayed in the Crontab Text field displays any settings you make on the

Scheduler page. For example, if you click Monthly and select two days, those two days are
displayed in the Crontab Text field.

Job Editor Selections on the Notification Settings Page

The Notification Settings page allows you to define what you want to do with the job results. It is
divided into two parts, Intermediate and Final, with the Success, Warning, Error, and Aborted results
for each part.

The Notification Settings page allows you to set how you want to be notified for each result. Actions
include sending an audit result or sending an e-mail when the result completes.
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Figure 14-5 Notification Settings Page

Job Editor
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1 If you select Send email for this event, Designer allows you to search in the Default Notification
Collection directory for an appropriate template to use in the Notification Template field. Click
the Model Browser icon to select an appropriate template.

2 Under Notification Recipients, select who you want to send the results to by typing the user’s or
group’s fully distinguished name. You can use the plus icon to create a mail profile or click the
Model Browser icon to choose a mail profile.
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& Create Mail Recipient Profile

Recipient Profile

Enter e-rnail recipients. To and Reply are required fields.

Mame: Metwork Administrator

E-mail recipients

T testadrin@novell.com

Reply To: SecuritylT.pecples@novell.com
CC

BCC:

oK

|| Cancel

The To and Reply fields are required for a profile.

3 When you have filled in the information, click OK.

4 |f you want the results to go to NetlQ Audit, select Use NetlQ Audit for this event.

5 Use Step 1 through Step 4 for each of the options:
+ Intermediate Success
+ Intermediate Warning
+ Intermediate Error
+ Intermediate Abort
+ Final Success
¢ Final Warning
¢ Final Error
+ Final Abort

If you do not select an option, no action is taken for the result.
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Deploying and Exporting

The Deploy feature in Designer places a project, a set of drivers, a single driver, channels, and
policies into a deployed Identity Manager system in an eDirectory tree. This can be a production tree
or a test tree.

Use the Export feature to make backups of all of your projects and the drivers you want to
implement. This way, if something happens to the driver in production, you have a backup.

Use the Deploy feature after you have thoroughly tested the policies that make up your drivers. To
test policies, use the Policy Simulator (right-click a policy to see the simulation results of the policy
that is being tested) or use the Project Checker to ensure that the project is valid. Then use Deploy to
test the policy in a test environment before you deploy the driver into production.

You can also use the Import feature to import an existing eDirectory driver, a channel, or a policy;
after it is imported, you can modify the object or objects, run the Policy Simulator to ensure that the
object is working correctly, then deploy the object back into a test tree for further analysis. For more
information about policies, see Net/Q Identity Manager Understanding Policies Guide.

To help you decide on changes to make before deploying, you can use the Compare feature to see
differences between the objects you are deploying and those that already reside in an eDirectory
tree. See “Using the Compare Feature When Deploying” on page 394.

+ “Preparing to Deploy” on page 387

+ “Deploying a Project to an Identity Vault” on page 388

+ “Deploying a Driver Set to an Identity Vault” on page 389

+ “Deploying a Driver to an Identity Vault” on page 390

+ “Deploying a Channel to an Identity Vault” on page 392

+ “Deploying a Policy to an Identity Vault” on page 393

+ “Using the Compare Feature When Deploying” on page 394

+ “Troubleshooting Deployed Objects” on page 399

+ “Exporting a Project” on page 399

+ “Exporting to a File” on page 401

Preparing to Deploy
Before deploying a project, run Project Checker and fix any errors that appear.

1 Click Window > Show View > Project Checker, then click the Run the Project Checker icon.

After you have corrected any problems to the project, make a backup copy of the project before
deploying.

Deploying and Exporting 387


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/policy_understanding/policy_understanding.pdf#netiqidentitymanagerpolicyunderstanding

388

Before you deploy objects into an Identity Vault, you need to designate the Deployment DN
(distinguished name), or the place in the tree where you plan on deploying the Identity Manager
project or objects.

1 In Designer, select the Identity Vault that contains the object or objects you want to deploy,
then look in the Properties view below the Project/Outline view. (You can also open the Identity
Vault’s or driver’s Properties window.)

= Properties &2 F" Dataflow | 2 Policy Set| | Provisioning

Property Value
MName Blanston Inc
Context o=system
Host Address 192.99.78.51
IdapClearTextPort 389
IdapSecurePort 636
packageBuilderEnabled false
Pazzword i
usel DAPSecureChannel true
Uzer Mame cn=admin, ou=sa,o=system

2 In the Properties view, fill in the information for the Identity Vault if it is not already present.

3 Click the Browse icon to find the Deploy Context distinguished name on an existing tree if the
other information is accurate and Designer can attach to the tree. You need this information to
deploy anything, even a policy.

You can also use the driver set’s Deploy Context entry if you want to deploy a driver set to a different
context than the one designated in the Identity Vault’s Properties view. The driver set’s Deploy
Context entry overrules the Identity Vault’s Deploy Context entry.

IMPORTANT: You must have enough rights to access the eDirectory tree that is associated with the
Identity Vault to which you want to deploy.

Deploying a Project to an Identity Vault

To deploy a project to an eDirectory tree that is running Identity Manager, you use the same
procedure that you use for deploying a driver set, a driver, channels, or policies. The procedure is
described in “Deploying a Driver Set to an Identity Vault” on page 389.

To deploy an Identity Manager-based project or an object in a project, you must have access to the
eDirectory tree that is associated with the Identity Vault you are designing. You also need to know
the deployment DN (distinguished name) context, or the place in the tree where you plan to deploy
the Identity Manager driver set or driver objects.
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Deploying a Driver Set to an Identity Vault

Suppose that you finish a new driver set that you want to deploy into a test tree, or suppose that you
have imported a driver set, made modifications, and now you want to deploy the driver set back into
its working tree. Use the following procedure to deploy an Identity Manager Driver Set object (and
all contained Identity Manager drivers) into an existing Identity Manager system in an eDirectory
tree:

1 Right-click the Driver Set icon in the Modeler view, then click Live > Deploy.

You can also deploy the Driver Set from the Outline view by right-clicking the Driver Set object,
then selecting Live > Deploy.

The Identity Vault Credentials window displays if Designer can’t authenticate to the eDirectory
tree specified in the Identity Vault, or if you do not have the Deployment DN designated in the
Properties tab of the Identity Vault where you are deploying.

2 Use the Compare feature to see differences between the objects you are deploying and those
that already reside in an eDirectory tree.

See “Using the Compare Feature When Deploying” on page 394.
3 In the Deployment Summary window, click Deploy.
4 Click OK to close the Information window.
5 (Conditional.) If you see other informational messages, decide what action to take.

You might also see a message in the Deployment Results window stating that the deployment
was unsuccessful. Click the error messages in the Operation Results portion of the window to
see the error descriptions and possible reasons in the Details portion.

6 (Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.

kit Deploy - New Driver Setti S

Movell recommends that you do the following for newly created drivers:
- Define Security Equivalences on them; and

- Identify all objects that represent Administrative Roles and exclude them from replication.

[ Define 'Security Equivalences'... l

’ Exclude '&dministrative Roles'... ]

In both instances, NetlQ recommends that you select the Admin object, and any other objects
that qualify in your network environment.

7 Click OK.
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eDir-to-eDir Deployments and SSL/TLS

By default, always deploy both sides of an eDirectory-to-eDirectory connection when you have SSL
and TLS enabled. If SSL/TLS are enabled, Designer creates the certificates in the eDirectory tree
when you deploy the drivers. SSL and TLS are not enabled or configured by default.

To check your present SSL settings, click Window > Preferences, then click NetlQ > Identity Manager >
Configuration and click the eDir-to-eDir SSL/TLS tab. After configuration, the Deploy feature uses the
SSL preference settings under Certificate overwrite policy.

If you changed the default NCP port (524) used for eDirectory-to-eDirectory connection, perform the
following actions:
1 Restart the server for the change to take effect.

2 Specify the new port number in the ncpPort attribute in the Identity Vault properties page in
Designer.

3 Create the eDirectory-to-eDirectory certificate in Designer.

Deploying a Driver to an Identity Vault

Suppose you finish a new driver object that you want to deploy into a test tree, or suppose you have
imported a driver object, made significant modifications, and now you want to deploy that driver
object back into its working tree. Use the following procedure to deploy an Identity Manager Driver
object (and all contained channels and policies) into a driver set:

1 Select an Identity Vault in the Modeler view.

2 Right-click a driver object connected to a Driver Set icon in the Identity Vault.

The driver object is represented by a circle icon.
3 Click Live > Deploy.

You can also select the driver object from the Outline view. Click the Outline tab, right-click the
driver object you want to deploy, then click Live > Deploy.

NOTE: An error displays if Designer can’t authenticate to the eDirectory tree specified in the
Identity Vault, or if you do not have the Deployment DN designated in the Properties tab of the
Identity Vault you are deploying to.

4 Review the information displayed in the Deployment Summary window to see the differences
between the objects you are deploying and those that already reside in an eDirectory tree. It is
the same as the Compare feature. For more information about how to use the Compare
window, see “Using the Compare Feature When Deploying” on page 394.

When you deploy or reconcile a driver, the Identity Manager version of the Identity Vault server
is updated to match the live system. Updating the Identity Manager version allows Designer to
correctly set the engine controls for the driver so that invalid engine controls are not deployed
to the Identity Vault.
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Click Deploy to begin the process.
Click OK to close the Deployment Results window.
(Conditional.) If you see other informational messages, decide what action to take.

You might see a message in the Deployment Results window stating that the deployment was
unsuccessful. Click the error messages in the Operation Results portion of the window to see
the error descriptions and possible reasons in the Details portion.

(Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.
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ks Deploy - New Driver Setti o 25

Movell recommends that you do the following for newly created drivers:
- Define Security Equivalences on them; and

- Identify all objects that represent Administrative Roles and exclude themn from replication.

[ Define 'Security Equivalences'... l

’ Exclude ‘&dministrative Roles'... ]

In both instances, NetlQ recommends that you select the Admin object, and any other objects
that qualify in your network settings.

You can modify security equivalences and excluded roles after the driver is deployed. To do so,
right-click the driver object and select Live > Set Up Driver Security, or right-click the Application
object and select Driver > Set Up Driver Security.

9 (Conditional) If this is a new deployment and the driver has a job associated with it, the Deploy
- Security Equivalences dialog is displayed. This dialog is not displayed for the subsequent
deployments.

To add or delete security equivalences, click Add or Delete.

Deploying a Channel to an Identity Vault

A channel is a grouping of rules and policies, and Designer allows you to deploy a channel object into
a driver if necessary. The Subscriber and Publisher channels describe the direction in which the
information flows. The Subscriber channel takes the event from Identity Vault (eDirectory) and sends
that event to the managed system (application, database, CSV file, etc). The Publisher channel takes
the event from the application, database, CSV file, etc., and sends that event to the Identity Vault.
The Subscriber and Publisher channels act independently; actions in one are not affected by what
happens in the other.

Channel objects must be a part of a newly created driver, or they must be a part of an existing driver
that now needs to be modified. Driver objects are created through the Designer or iManager
utilities. Because channel objects are a part of a driver object, you deploy a channel object into an
existing driver object. If you simply deploy the channel object, Designer creates a skeleton driver as a
placeholder for the channel object.

To deploy an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver in an Identity Vault:

1 In the Outline tab, select the channel object under the driver object. The driver object is
represented by a circle icon; the Publisher icon shows a black dot on the icon % and the
Subscriber icon shows a white dot &:.

2 Right-click the channel object you want to deploy, then click Live > Deploy.
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An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information about how to use the Compare window, see “Using
the Compare Feature When Deploying” on page 394.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault to which you are deploying.

3 In the Deployment Summary window, click Deploy.

4 After the channel deploys, click OK to close the Deployment Results window.

Deploying a Policy to an Identity Vault

A policy is a collection of rules and arguments that allow you to configure an application so it can
send and receive events between itself and an Identity Vault (eDirectory). You use policies to
manipulate the data you receive from an Identity Vault or from the application. Each driver performs
different tasks and policies tell the driver how to manipulate the data to perform those tasks. For
more information about policies, see Net/Q Identity Manager Understanding Policies Guide.

To deploy an Identity Manager Policy object (for example, a rule or a style sheet) into a driver or
channel (Subscriber or Publisher):
1 Click the Outline tab and select a policy under a driver object or a channel object.

Policies can be of the type DirXML Script, Schema Mapping, or XSLT style sheet, and each type
has its own icon.

2 Right-click a policy object, then select Live > Deploy.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information about how to use the Compare window, see “Using
the Compare Feature When Deploying” on page 394.

3 In the Deployment Summary window, click Deploy.

4 After the policy deploys, click OK to close the Deployment Results window.
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Using the Compare Feature When Deploying

The Compare feature allows you to see differences between driver sets, drivers, channels, and
policies that are stored in projects and those that are running in deployed systems. Previous versions
of Designer only provided conflict resolution when importing a driver. While importing, you could
select which policies of the driver you wanted to update, but you could not view any differences
between existing and new values.

Designer now provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels and policies. For example, before deploying a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the
driver object in eDirectory.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won’t need to separately run
Import or Deploy to make the changes.

+ “Using Compare when Deploying a Driver Object” on page 394

+ “Using Compare Before Deploying a Channel Object” on page 397

+ “Using Compare Before Deploying a Policy” on page 397

+ “Matching Attributes with Designer Properties” on page 397

+ “Comparing Driver Set and Driver Attributes” on page 397

+ “Renaming and Deleting Deployed Objects” on page 398

Using Compare when Deploying a Driver Object

Suppose you want to determine if you have deployed all of the changes you have made to a driver
object in Designer to the same driver in the Identity Vault.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Compare to bring up the Designer/eDirectory Object Compare window.
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In the Select an object or attribute portion of the window, you see the listed objects and
attributes. Select the attributes and child objects to see the actual differences displayed in the
Text Compare portion of the window.

The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The ? icon
displays the Summary/Compare dialog box help. Server-specific attributes, which are attributes
that have a value for each server that is associated with a driver set, are displayed in the
Attributes list with the server name in parentheses to the right of the attribute name.

By default, the Compare window only displays values that are different between eDirectory and
Designer. To view all of the object values, select Show all from the pull-down menu. Your
choices are Show differences, Show deletes, and Show all.

Check to see the status of the values that are shown.

Values that are equal are shown as Equal on the Compare Status line in the Information portion
of the Compare window.

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:
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Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are
the same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the
selected object, are different in eDirectory and Designer.

@

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

b3

Not Imported The selected object or object containing the selected attribute does not
exist in Designer or when the object is referenced by one or more objects

e being compared.

Renamed Designer tracks objects that are deployed, then renamed in the Designer
project. The Designer and eDirectory DNs are displayed in the value
fields.

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

=]

Deleted Designer also tracks objects that are deployed, then deleted from the
Designer project. To delete the object from eDirectory during

* deployment, select Delete the Identity Vault object.

You can also see an Attribute Note if you select an attribute.

5 Under the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination.

If Compare Status shows Unequal, you have three choices:
+ To do nothing, keep the default value of Do Not Reconcile.

+ To update the driver in Designer so that it contains the same information as the driver in
eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver in
Designer, select Update eDirectory.

The green check box in the bottom corner of the icons shows all of the child objects that are
being reconciled with the parent object. If you select the parent object to perform the update,
then all of the child objects under the parent reflect that choice and you see the Reconciled By
Parent icon selected. If you do not choose a parent object, you can reconcile each child object
individually. You can also see a small Designer icon and an eDirectory icon, showing how objects
are being reconciled.

6 Check to see the Text Compare values.

396 Deploying and Exporting



The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object
Compare window vary, depending on the object being compared. For instance, Compare shows
changes to policies or XML data. The Text Compare dialog box uses the Eclipse Compare editor
to compare attributes that contain XML data, such as policy data, driver filters, or configuration
data. The differences in the code are highlighted in blue.

7 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare window.

Using Compare Before Deploying a Channel Object

Suppose you want to deploy a channel object from the Identity Vault and the same channel already
exists in Designer. You can compare the two channels to see similarities and differences.

1 Right-click the channel object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in “Using Compare when Deploying a
Driver Object” on page 394.

Using Compare Before Deploying a Policy

Suppose you want to deploy a policy object from the Identity Vault and the same policy already
exists in Designer. You can compare the two policies to see similarities and differences

1 Right-click the policy object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in “Using Compare when Deploying a
Driver Object” on page 394.

Matching Attributes with Designer Properties

The attributes of the object are displayed in the single select attribute list. Selecting an attribute
displays its value below the attribute list with the Designer value on the left and the eDirectory value
on the right. The name displayed in the list is the eDirectory attribute name.

Three tables map the eDirectory attribute to the Designer property page or control, where you can
change or set the attribute (you can’t make changes inside the Compare window). Table 11-1 on
page 319 shows driver set eDirectory attributes, Table 11-2 on page 319 shows driver eDirectory
attributes, and Table 11-3 on page 320 shows channel eDirectory attributes.

Comparing Driver Set and Driver Attributes

Use the Compare feature to compare the attributes of a driver set or a driver without comparing all
of the child objects.

1 Right-click the driver set or driver, then select Live > Driver Set Configuration > Compare
Attributes.

By default, the Compare windows shows only those attributes that are unequal, but you can
select to show deletes, or show all attributes.
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Renaming and Deleting Deployed Objects

Designer tracks objects that are deployed, then renamed in the Designer project. The Designer and
eDirectory DNs are displayed in the value fields. The renamed objects are displayed in the
Deployment Summary window and the Compare Status entry displays Renamed.

Figure 15-1 Renamed Drivers and Driver Sets

& Designer/eDirectory Object Compare O x
Select an object or attribute: + = |Show differences =
7@ script_policy3 Information

Compare Status: & Renamed

Reconcile Action:  (8) Do not reconcile
(0 Update Designer
(O Update eDirectory

Reconciled by parent

u_ﬁ Designer eDirectory

CN=script_policy3,CN=Managed System Gateway Driver, CN=driversetl,o=sysl| | cn=script_policy2, CN=Managed System Gateway Driver, CN=driverset], o=syste

o .
?) Reconcile Close

During the deploy operation, the renamed Designer object is renamed in eDirectory. When
performing a compare operation, you can reconcile the object by updating either the Designer or
eDirectory object name. Only objects that are renamed in Designer are tracked. If an object is
renamed in eDirectory, Designer might not locate the associated eDirectory object when building
the compare summary.

Designer also tracks objects that are deployed, then deleted from the Designer project. When you
deploy the parent of the object that is deleted, you are given the option to delete the object from
the Identity Vault. To delete the object from eDirectory during deployment, select Delete the Identity
Vault object. You can select Show deletes from the drop-down menu.

Designer removes the object from the deleted object list if the parent is deployed and the object is
not marked for deletion. In the following graphic, a driver was deleted from the driver set.

You can use the Compare feature to delete a deleted object from eDirectory or you can re-import
the object into Designer.
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For example, to delete the object from eDirectory, select Update eDirectory from the Reconcile
Action selection. To re-import the object into Designer, select Update Designer. Only objects that are
deleted in Designer are tracked. If an object is deleted in eDirectory, Designer shows the object as
not deployed and creates a new object when you run Deploy or Compare.

Troubleshooting Deployed Objects

For information on troubleshooting deployed objects, see “Deploying Identity Manager Objects” on
page 536.

Exporting a Project

The Export feature allows you to export Projects and Driver Configuration files to a local, removable,
or network directory.
1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or
to an iManager configuration file.

2 Select Designer for Identity Manager > Export Designer Project, then click Next.

3 In the Export File System window, select the projects you want to export.
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Export Project

Please enter a destination directory.

4 Blanston001
4 = Designer
4 = Documents
= Generated
4 [¥] = Toolbox
[ = DocumentGenerator
= Simulator
 []  Blanston002
¢ []  IDMPackages

-

| Select All| | Deselect All | | Expand Al | | Collapse Al [] Show hidden files

+ | Browse

i) To archive file: Browse

Archive file options
(@ Save in zip format

Save in tar format Compress the contents of the file

4 Click Select All to select all projects in the desi gner _wor kspace directory (for Windows, the
default location is C: \ Docunment s and
Settings\user's_| ogi n_nane\ desi gner _wor kspace).

or

Click Deselect All to clear the selections. You can then select the projects you want to export.
Use the Expand All or Collapse All icons to expand or collapse the objects under each project.
You can also select Show hidden files to display any files that have a period (.) at the beginning
of the filename.

IMPORTANT: You must select all items relating to a project for an export of the project to work.

You can also browse to the directory location where you want to select the resources.

5 After you designate the directory to which to export the projects, click Finish.
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You can also export projects to an archive file:

1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or
to an iManager configuration file.

Select Designer for Identity Manager > Export Designer Project, then click Next.
Select the To archive file option in the Export window.

Select the projects you want to archive.

v A W N

Designate where you want the archive file saved. You can browse to an already existing file, or
type an archive filename.

)]

Select the archive format (zip or tar).
7 Select whether you want to compress the contents of the file, then click Finish.

With the Project Export Wizard, you don’t need to select the model files that are necessary for
the project to work, because these files are exported automatically. You can choose to not
export any extra files that are included in a project by deselecting them under the project in the
Export Project window.

Exporting to a File

You can use the export feature to export everything you create in Designer, from projects containing
all Identity Vaults and their driver sets down to a single policy. If you export a driver configuration file
that contains only a policy, Designer creates the parent containment objects, such as a channel, a
driver, or a driver set, as part of the exported policy object. These parent containment objects do not
contain attributes; they are only the framework of the channel, driver, or driver set.

The exported .xnl files are compatible with those used by the iManager driver configuration file
plug-ins for Identity Manager 2.0.2 and above. This allows you to export configuration files from
Designer and import those files through iManager or through Designer’s import feature.

You can export a driver configuration to a file from a number of places, including:

+ “Using the Export Context Menu” on page 401
+ “Exporting Configuration Files from the Modeler View” on page 402

+ “Exporting Configuration Files from the Outline View” on page 402

Using the Export Context Menu

To export a driver set and all of the associated objects such as drivers, channels, and policies:

1 Right-click the driver set in the Outline View.

2 Select Export to Configuration File.
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Designer uses the name of the driver sets for the .xml file.

3 For future reference, name each driver set to denote that it is a driver set and denote the
Identity Vault it comes from. You can also add a date to the name.

4 Click Save.

5 To close the Export Configuration Results window, click OK.

Exporting Configuration Files from the Modeler View

1 Double-click the System Model icon under a project name in the Project view to open the
project model in the Modeler view.

2 Right-click the Driver Set object inside an Identity Vault icon, then select Export to Configuration
File.

3 In the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date to the filename if you save a lot of driver iterations.

By default, Designer uses the name of the driver or driver set corresponding to the object
selected. If you right-click an Identity Vault or Driver Set object, you see the Driver Set name in
the File Name entry. If you have more than one Driver Set object in the Identity Vault, you see
the Export Driver Configuration window with the name of that driver set in the File Name entry
for each Driver Set object.

4 Select the directory where you want to store the file, then click Save.

Exporting Configuration Files from the Outline View

You can use the Outline View to save driver sets, drivers, channels, and policy configuration files to
local, removable, or network directories. The following procedure documents steps for exporting
channels and policies.

1 Double-click the System Model icon under a project name in the Project view. This brings up the
project in the Modeler view.

2 Click the Outline tab.
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3 Right-click a channel object under a driver object, then select Export to Configuration File.

4 From the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date if you are backing up multiple iterations of the file.

By default, Designer uses the name of the driver or object corresponding to the object selected.
You might also need to designate that it is the Publisher channel of an Active Directory driver,
along with the date when you saved the file.

5 Click Save.

6 In the Export Configuration Results window, click OK.
To export one or more policies from a driver or channel:

1 From the Outline view, right-click a Policy object and select Export to Configuration File.

You can also use the Ctrl key to select more than one policy, then right-click them as a group and
select Export Policy to Configuration File.

2 From the Export Driver Configuration window, select a filename and location to use for future
reference. You can also add a date if you are backing up multiple iterations of the file. If you are
exporting policy files from multiple drivers, include driver and channel information in the
filename.

3 Click Save for each policy selected.

Each policy is saved to its own .xm file. By default, Designer uses the name of the policy or rule
selected.

4 In the Export Configuration Results window, click OK.
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The NetlQ XML Editor

This section provides an overview of the features of the NetlQ XML Editor.

+ “About the NetlQ XML Editor” on page 405

+ “Using the Source Editor” on page 411

+ “Using the Tree Editor” on page 413

+ “Attaching a Schema or DTD” on page 415

+ “Setting XML Editor Preferences” on page 416

About the NetlQ XML Editor

The NetlQ XML editor lets you create, edit, and validate XML files.You can edit XML files in either the
Source or Tree editor. You can customize the certain behaviors, such as code completion, on the
Preferences tab.

The NetlQ XML editor is built on the Web Standard Tools (WST) project architecture.

Creating XML Files

You use the New XML File Wizard to create new XML files. The wizard can create an empty XML file
or a generated XML file based on an XML schema or DTD. Generated files contain skeleton XML data
that is based on a given root element and an XML schema or DTD.

To launch the New XML File Wizard:

1 Click File > New > Other.
2 Select Show All Wizards.
3 Expand the XML Folder, select XML, then click Next.
4 (Optional) If Designer asks you to enable a particular activity, click OK.
5 Fill in the fields as follows:
Field Description
Enter or select parent folder Specify where the wizard should create the new file.
File name Specify the name of the new file.
Advanced >> Click this button if you want to specify that the new XML file

should link to another file in the file system.

6 Specify the name and location for the new file and click Next.
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-
& New XML File

XML
Create a new XML file.

Enter or select the parent folder:
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IDMPackages
Project(03
Project(l
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1
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File name:  MewFilel xmil

@

< Back

Mext =

||

Finish

J

Cancel

7 Choose one of the source options on which you want to base the new XML file.
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Option

Description

Create XML file from a DTD file

Generates an XML document containing a root
element and a skeleton based on a DTD that you
either import or choose from an existing catalog
entry.

Create XML File from an XML schema file Generates a skeleton XML document containing

Create XML File from an XML template

a root element and skeleton based on a schema
that you either import or choose from an
existing catalog entry.

Creates an XML document containing the XML
declaration with the version and encoding
attributes set to 1.0 and UTF-8 by default.

8 Click Next.

9 (Conditional) If you selected Create XML File from a DTD file or Create XML File from an XML
schema file, complete the following steps:

9a Choose one of the following fields:

Field

Description

Select file from Workspace

Select XML Catalog entry

If you choose this option, you must select from a list of DTDs
or schemas in your workspace. You can also choose to
import a new schema into your project if the schema is not
available.

Choose one of the XML Catalog entries from the list. You can
edit this list in Preferences > Web and XML > XML Catalogs.
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p
i New XML File

Select DTD File

Select the DTD file to create the XML file.

| B e |

() Select file from Workspace

i@ iSelect XML Catalog entry

AML Catalog

Key
@ dirmlentitlernents
0] policy-builder-dtd

LIRL:

ChnetighidmbappshDesignerpluginsicom.novell.idm.entitle...
Chnetighidmappsh Designerpluginshcom.novellidm.policyb..

I

@

Next >

Finish

9b Click Next. You are prompted to specify the root element.
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r@ New XML File EE)

Select Root Element L:ﬂ i
Select the root element of the XML file, d
LA

Root element:

’Eentitlem ent P w ]

Content options
[] Create optional attributes

[C] Create optional elements
Limit optional element depth to: | 2

Create first choice of required choice
Fill elements and attnibutes with data

Document type informaticn

Public Il dimemlentitlements2

System It dirernlentitlernents2.dtd

'i?_-:' Mext = Einish ] ’ Cancel

9c¢ Fillin the fields as follows:
Root element: Choose or type the new document’s root element.

Create optional attributes: Select this option if you want the wizard to generate optional
attributes.

Create optional elements: Select this option if you want the wizard to generate optional
elements.

Create first choice of required choice: Select this option if you want the skeleton XML to
always contain the first choice in a required choice. If this is not selected, no elements are
inserted for the choice.

Fill elements and attributes with data: Select this option if you want the wizard to
generate dummy data in the file for elements and attributes.

The generated XML inserts the node name as the data of the elements
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Public ID: Specify the file’s Public ID
System ID: Specify the file’s System ID.

10 (Conditional) If you selected Create XML File from an XML template, select the template you
want to use or clear Use XML Template to create an empty XML file.

11 Click Finish.

Validating Files

You can validate your XML files by using the right-mouse menu in the Source editor. If any validation
errors or warnings occur, they are displayed in the Problems view.

Outline View

The XML editor provides an Outline view containing a tree that displays the structure of the XML
document including its nodes, elements, attributes, text nodes, comments, and so on from the
document.

The Outline tree is closely connected to the Source editor and the Tree editor. When you edit a
document in either the Source or Tree editor, the Outline tree updates automatically. If the editing
results in a document that isn't well-formed, the structure displayed in the tree might seem odd. But
the structure corresponds as closely as possible to the well-formed parts of the document.

Editing or generally moving the cursor in the Source editor or changing the selection in the Tree
editor expands and selects the corresponding node (if possible) in the Outline tree. This makes it
possible to easily locate the current place in the document.

In a similar fashion, selecting a node in the Outline tree moves the cursor in the Source editor to the
textual position of the node (if the Source editor is active) or changes the selection in the Tree editor
(if the Tree editor is active). The Outline view provides structural editing capabilities such as inserting
and removing nodes.

XPath Navigator

The XPath Navigator view supports syntax highlighting and context-sensitive editing of XPath
expressions. It automatically attaches to the currently selected XML editor and uses its Document
node as the evaluation context. The namespace context shows all namespaces in scope on its
document element.

The view consists of two parts—an editor pane and a results table. When the user types an
expression in the editor pane and pauses for 0.5 seconds, the result is shown in the table. If the
result is a node list, each row in the table displays an icon for the node type, a short description of
the node, and the location of the node in the text (line numbers). Selecting a row in the table selects
the text of the corresponding node in the XML editor. However, this is only supported in the Source
editor.

Typing Ctrl-Space, '/', '[' or (' triggers code-completion—the expression is evaluated up until the
cursor location, and insertable elements are shown in a drop-down box.
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Using the Source Editor

The Source editor supports the following features:

+ Syntax highlighting.

+ Context-sensitive code completion based on the DTD and the XML schema.
The code completion is based on the existing content of the XML document if no DTD or XML
schema is associated with the XML document. When code completion is activated and the XML

document contains <r oot ><a><b/ ></ a><a></ a></ r oot >, then you type the second <a>,
the editor suggests that you add b as a child of the a element.

+ As-you-type validation. If the XML is invalid (for example, the > is removed from a tag), the
editor indicates the error.

+ General text editing operations such as undo, redo, cut, copy, paste, select all.

Figure 16-1 XML Source Editor
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w1 e SR
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<7dml version="1.0" sncoding="
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<ncda-name>CN</ nd=a-name >
Lapp-name>Ccn</ app-name >

</attr-name>

<catir-nams>
<nds-name>Deseription</ nds-name>
capp=name>description</app-nams?

</ art LI —nakee>

CALELE =S
<nds-name>DirXHL-EntitlementRef</ nds-name>
<app-name>DirX¥fL-EnticiementRef</app-name>

fartr=name>

CACTE-=-DName:
“nds-name>DirXML-EntitlementResulec</ nds-name>
<app-name>DiriML-EnticlementResult</app-nams>

</ AL LE =) Sl

<atLr-name>
snds-name>DirXML=-SPEntitlemencs</ nds-name >
<app-hname>DirilL-SPEntitlements</app-name>

</ ALTI —TIAME 2

4 ?
WPath: fprocessing-instruction(’mi
Mapping Edbor XML Source | XML Tres

The XML Source editor provides the following toolbar options:
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Table 16-1 XML Editor Toolbar

Icon Description

us Expands all folding (if code folding is enabled). You can enable or disable code folding in

two ways;
+ Selecting Windows > Preferences > General > Editors. Select Structured Editors.
Select Enable Code Folding.
+ In the Source editor, right-click in the left ruler to access the Folding submenu.
— Collapses all folding (if code folding is enabled)
@ Attaches a schema. For more information about using this feature, see “Attaching a
Schema or DTD” on page 415.
@ Shows help

The Source editor right-click menu contains these options:

Table 16-2 XML Source Editor Right-Click Menu Options

Menu Choice Description

Revert File Removes any changes to the XML file.

Cut, Copy, Paste, Undo, Performs the common editor function.

Save

Format Document: Formats the entire document as specified in the preferences.
Active elements: Formats only selected elements.

Clear Validation Errors Clears reported validation errors from the Problems view.

Validate Validates the XML document and shows errors in the Problems view.

Preferences This is the same as setting preferences by using the Windows > Preferences
option. For more information, see “Setting XML Editor Preferences” on
page 416.

To save XML updates, do one of the following:

+ Click save =] in the Designer toolbar.

+ Right-click in the XML editor, then select Save.

* Press Ctrl+S.
When saving, the XML editor automatically checks the XML to make sure it conforms to the
appropriate DTD (Filter DTD, DirXML Script DTD, etc.) It saves non-conforming XML only if you
explicitly instruct it to do so. For information about Identity Manager DTDs, see the /dentity

Manager DTD Reference (https://www.netiq.com/documentation/identity-manager-developer/dtd-
documentation.html).
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M= SchemaMapping.Active Directory.Driver Set.FABID17TREE

DTD swnkax errors found in the object XML, Proceed to save object?

Errars:

Element type "ndsname” must be declared.
The content of element bype "atkr-name” must match “{nds-name, app-name)",
Element type "ndsname” must be declared.
The content of element type "attr-name" must match "{nds-name, app-name)",

Yalidake XML on save

K, ] [ Cancel

NOTE: You can disable notification of DTD errors in Designer Preferences. To do so, select Window >
Preferences, then select NetlQ > Identity Manager > Configuration in the left navigation. Deselect
Prompt for errors when validating XML against DTD for all Policy Editors.

Using the Tree Editor

The Tree editor supports these features:

Direct Editing: You can directly edit the text fields, including element names, attribute names and
values, namespace names and values, text, and comments.

Insertion: You can insert new nodes by using the Tree editor’s right-click menu, which allows you to
insert nodes as children before or after tNetlQhe selected node. If the node is an element, you can
insert attributes. The submenus for Add Child, Add After, Add Before contain the node that can be
legally added. If no schema or DTD is associated with the document, the submenus contain New
Attribute or New Element.

Deletion: To delete a node, select it and either press the Delete key or right-click, then click Remove.
Drag-and-drop: You can use this functionality inside the tree and between trees.
General Editing: You can perform operations such as undo, redo, cut, copy, and paste.

The Tree editor displays the XML nodes, with the value of each node displayed in a table cell next to
the tree node.

The NetlQ XML Editor 413



414

Figure 16-2 XML Tree Editor
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The Tree editor provides the following toolbar options:

Table 16-3 Tree Editor Toolbar

Icon

Description

B
B
@

Expands all nodes.

Collapses all nodes.

Attaches a schema. For more information about using this feature, see “Attaching a
Schema or DTD” on page 415.

Launches help.
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Attaching a Schema or DTD

Both the Source editor and Tree editor allow you to attach an XML schema or DTD from the toolbar.

1 In the XML Source or XML Tree editor, click Attach 5.
This opens the Attache Schema or DTD dialog box.

2 Specify the data source (XML Catalog Entry, XML Schema, or DTD) by clicking the appropriate
radio button.

3 Provide the necessary information for the selected data source, then click OK.

XML Catalog Entry: Choose the appropriate entry from the XML Catalog Entry drop-down list.

Attach Schema or DTD

atkach the schema or DTD by either choosing an entey From the $ML catalog
ar by painking ko an ¥ML schema or DTD in the File syskem,

(%) %ML Catalog Entry (%ML Schema () DTD

#ML Catalog Enkry: | v

nds_#

policy-builder-dtd

dirxmlentitlements

-1 WAPEORUMDTD WL 1.1)/EN b

XML Schema: Specify the namespace URI and the schema file.

Attach Schema or DTD

Select an entry From the XML catalog.

() ¥ML Catalog Entry (30 %ML Schema () DTD

Marmespace LIRI:

File: ..]

(7 K, H Cancel ]

The NetlQ XML Editor

415



DTD: Specify the Public and System IDs and the DTD file.

Attach Schema or DTD
Specify DTD identifiers and the DTD File.

() ¥ML Catalog Entry (%ML Schema (3 DTD

Public IC:

Syskem ID:

File: E]

Setting XML Editor Preferences

You can customize some NetlQ XML editor behaviors by setting preferences. You access the
preferences page through Windows > Preferences > XML. You can learn more about these
preferences in “XML” on page 523.
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Tools

Designer provides a variety of additional tools to help you manage Identity Manager projects. This
section describes the tasks available through these tools and services:

+ “Converting Earlier Projects” on page 417

+ “Migrating Driver Configuration Data to a New Server” on page 420

+ “Opening a Web Browser” on page 427

+ “Launching iManager” on page 427

+ “Checking Your Projects” on page 428

+ “Configuring TLS for eDir-to-eDir Drivers” on page 434

¢ “Using DS Trace” on page 437

+ “Working with Generic Resources” on page 440

+ “Updating Designer” on page 442
For information on managing workspaces, perspectives, and views, see “ Workspaces, Perspectives,

and Views” in Understanding Designer for Identity Manager. For information on editors, builders,
and wizards, see “Editors, Builders, and Wizards” in Understanding Designer for Identity Manager.

Converting Earlier Projects

Designer stores projects and configuration information in a workspace. These workspaces are not
compatible from one version of Designer to another. Previous Designer workspaces are not
compatible with this version of Designer. If you are using an earlier workspace with this version of
Designer, you must close all open editors before pointing Designer to an old workspace. Otherwise,
the Project Converter does not successfully create a back-up of your project before converting the
project to the new file format.

When you start this version of Designer for the first time, you must point it to a new workspace. You
can import your existing projects to the new workspace. For more information, see Chapter 11,
“Importing into Designer,” on page 281.

NOTE: Projects converted to this version of Designer are not backward compatible. In a teaming
environment, all the team members must use the same version of Designer when working on a
converted project that is stored in a version control system.

¢ “Converting Earlier Projects” on page 417

+ “Converting Projects with the Project Converter Wizard” on page 418

Converting Earlier Projects

You can import earlier projects from the file system or from the version control system. The
conversion supports the objects that are newly added to Designer.
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Converting Projects with the Project Converter Wizard

To convert an earlier project:
1 To convert projects that were not open in an editor when Designer was closed, open the project
by doing one of the following:
+ Double-click the project in the Project view.
+ Right-click the project in the Project view, then select Open.

Although you can open a project in the Navigator view by clicking the project’s . pr oj file,
NetlQ recommends that you use the Project view instead. Otherwise, the Navigator view takes
you into the raw file system.

2 In the Project view, expand the project, then double-click Project needs conversion.

= Project &2 | B= Outline

. i 17368

4 1= 17868_4.0.bakl
| Project needs conversion
1= IDMPackages
+ 1=F Projectll
» 1=F Projectl3

3 Designer opens the project in the Project Converter Wizard. Review the steps, then click Next.

riﬂ Project Converter l | =] |_ihr

Converting project "17868"

This project needs to be converted to this newer version of Designer,

If you proceed, the wizard will do the following:

® Back up your project

® Convert to the new format

® |og the changes to a file

® Open your new project

< Back Mext = Convert




4 Name the project, then click Next.
The Project Converter backs up your project before converting. You can accept or change the

default name.

1 SSEECE ™)

hﬂ Project Converter

Back Up Project @

Before you convert the project, it will be backed up to the project name you
specify below,

Backup Name: 17868_4.0.bakl

i) You should hold on to this backup for a while just to be safe,
especially if you are using this project with nightly builds or
release candidates.

< Back ” Mext = Convert

5 (Optional) If you edited the name but want to return to the default, click Reset.

6 Convert the project by clicking Convert.

Pre-Conversion Summary
Review the following before converting wour project,
Your project wil be backed up o) Project01_3.5.bakl

Benefits of this conversion:
Support newly added obijects in 4.0

= Back Corvert H Cancel
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The converter changes, adds, and removes references, attributes, and elements. It might also
create new files or delete old ones. It converts the project file to the new, correct file format. A
progress bar displays during the backup and conversion. Converting very large projects might
take a few seconds.

7 View the conversion log by clicking View Log.

The conver si on. | og file is in the project folder in the Wor kspace directory (for example,
c:\docunents and settings\skopai\digitalairlines\conversion.l| og).

8 Open the project.

Regardless of the internal format, Designer always deploys to the proper format of the target
Identity Manager environment.

The converter ensures only forward compatibility. It is not backward compatible. A project that
is converted to a newer release of Designer cannot be converted to an older release. In order to
return to an earlier format, use the backup file of your project.

Migrating Driver Configuration Data to a New Server

Tools

If you have added a new server (right-click the Identity Vault and select New > Server), you might
need to migrate the server data from an existing driver set to the new server. You can do this in one
of three ways:

+ “Using the Server Migration Wizard to Migrate the Driver Set” on page 420

+ “Migrating a Driver Set to a Server in a Different Tree” on page 423

+ “Migrating Server Data for Each Driver” on page 426
After the server data is migrated, you must redeploy the driver set to the new server in order for the

server to become active. For more information, see “Deploying a Project to an Identity Vault” on
page 388.

Using the Server Migration Wizard to Migrate the Driver Set

Use the Server Migration Wizard to migrate server-specific data in an existing driver set to a new
server. The Server Migration Wizard copies the following server-specific information for the driver
set and associated drivers:

+ Global configuration values (GCVs)

+ Engine control values (ECVs)

+ Named passwords

+ Driver authentication information

¢ Driver startup option

¢ Driver parameters

1 From the Outline view, right-click the server with the associated driver set you want to migrate,
then select Migrate.
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The Server Migration overview page explains that you are migrating a driver set from its source

server to a target server along with its server-specific data.

2 Click Next.

3 On the Select Target Server page, select the server targeted for driver set migration and select

Next.

The Target Server list shows only servers that are not presently associated with any driver set

and have an Identity Manager version that is equal to or newer than the source server.

4 In the Driver Startup Option Settings page, select the server that you want to be active.
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il Server Migration

Driver Startup Option Settings 3

Select the server that you want to be active,

@ Make the target server active

Copies settings from the source server to the target server
and disables drivers on the source server.

) Keep the source server active

Does not copy settings and disables all drivers on the target server.

(") Make both target and source servers active

Copies settings from the source server to the target server
without disabling drivers (not recommended).

Mext = [ Migrate J [ Cancel

The default selection is Make the target server active. This option copies the current driver
startup settings from the source server to the target server and disables all of the drivers on the
source server.

The Keep the source server active option copies the current driver startup settings from the
source server to the target server and then disables the drivers on the target server.

The Make both target and source servers active option copies the current driver startup settings
from the source server to the target server and does not disable any drivers on either server.
This option is not recommended, because having all service queues active on both servers
causes the servers to run the same tasks, which can produce unpredictable behavior.

Settings in the Driver Startup Option Settings page only affect the DirXML-DriverStartOption
attribute on drivers and not the migration of other server data. You can also set the driver
startup options on the driver’s Properties > Driver Configuration > Startup Options tab. Driver
startup options are Auto Start, Manual, and Disabled.

Select Migrate.

The wizard copies the server-specific information for the driver set and associated drivers to the
target server while displaying a progress bar. When the migration finishes, you see The
server has been successfully nigrated!

6 Click Close to close the Server Migration Wizard.



7 After the wizard closes, right-click the driver set object in the Outline view and select Live >
Deploy.

8 If necessary, fill in any needed information in the Identity Vault Credentials window to
authenticate to the Identity Vault, then click OK.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the Identity Vault.

9 Click Deploy.

10 If you see errors on the Deployment Results page, click the error to see a summary of the cause
and possible solutions. Click OK to close.

Migrating a Driver Set to a Server in a Different Tree

This procedure assumes that you have created a new tree and server, but you want to use an existing
driver set.

1 Right-click the Identity Vault in the Modeler or Outline view and select Properties.

2 In the Configuration section, edit the Host, Username, and Password entries to connect to the
new tree, then click OK.
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| type filter text

Configuration ==

Configuration
Adrministrator
Packages
Server List
iManager

Vault name:  Blanston Inc

Host: 192.99.78.51 -

Username:  cn=admin,ou=sa,o=system -

[Example: cn=Admin, ou=MyOrganizationalUnit,o=MyCrganization)

Paszword: ssssss
Save password
Secure Connection
Refresh Connection
Deploy Context: - 0

@ This DN will be the default deployment container for all driver sets of
this Identity Vault. Ensure that your deploy context is in LDAP notation
(ou=IDM,o=company). Otherwise, user provisioning will not work
properly.

["]Enable Package Developer Mode

@ Enable the Identity Vault to build IDM content packages. Package

builder mode should only be enabled when creating packages not for

developing and deploying IDM systemns.

[ Restore Defaults ] [ Apply

@

[ ok [ Cconcel

3 Right-click the driver set in the Modeler or Outline view and select Properties.

4 Inthe General section, edit the Deploy Context to reflect the container where you want to store
the driver set. Type the name of the correct container or use the Browse icon to find the new

container, then click OK.




type filter text

General
Configuration
GCVs

Java

Log Level

MNamed Passwords
Packages

Server List

Trace

General ~ v

Mame:  driversetl %

[7] Create a new partition on this driver set

@ Movell recommends that you create a partition for Driver

Set objects, See the documentation for details.

Deploy Context:  o=system - O

@ Ensure that your deploy context is in LDAP notation
(ou=IDM,o=company). Otherwise, user provisioning will

not work properly.

Restore Defaults Apply

®

| ok || cancea |

Right-click the server object in the Outline view and select Properties.

Under the General > Properties section, edit the Name and Context entries to match the server
in the new tree, then click OK.

Redeploy the driver set to the new server by right-clicking the driver set object in the Modeler
or Outline view and selecting Live > Deploy.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the new Identity Vault.

Click Deploy.

If you see errors on the Deployment Results page, click the error to see a summary of the cause
and possible solutions. Otherwise, click OK to close.

All server-specific data for the driver set is copied to the new server on the new tree.
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Migrating Server Data for Each Driver

Although using the Server Migration Wizard is the preferred method, you can also migrate server
data for a single driver in the driver set. You can either perform this action for each driver in the
driver set, or use the Server Migration Wizard as described in “Using the Server Migration Wizard to
Migrate the Driver Set” on page 420.

1 Right-click a driver in the Outline view and select Copy > Server-Specific Settings.

"k Copy Server Data from Active Directo

@ Select the data that you want to copy frem one server to another. (If the source server does not have the selected

data, the data on the destination server will be deleted.)

Select the source server:

CM=serverl, cu=servers,o=system -

Select the drivers/servers to copy to:

Target Driver Target Server Identity Vault Driver 5et Domain =
]@Userhpplicati... ﬁ CM=cerverl,ou=... @ Blanston Inc Bl driversetl B Modeler Worksp... ‘E|
]@Userhpplicati... ﬁ CM=cerver?, ou=... @ Blanston Inc Bl driversetl B Modeler Worksp... M
]@Userhpplicati... ﬁ CM=cerver3, o=s... @ Blanston Inc Bl driversetl B Modeler Worksp...
]‘;}'Userﬁ\pplicati... E CM=serverl,ou=... EI Blanston Inc bl driversetl ) Modeler Worksp...
]@Userhpplicati... E CM=server?,ou=... EI Blanston Inc be driversetl ) Modeler Worksp...
] &) User Applicati.. [ CM=server3,o=s.. 8| Blanston Inc Ei driversetl B Modeler Worksp...
] & eDirectory Dri.. [ CM=serverl,ou=.. 8| Blanston Inc &l driversetl & Modeler Worksp...
] &g eDirectory Dri.. [ CM=serverz,ou=.. 8| Blanston Inc i driversetl i Modeler Worksp... -
| 1 | v

| Select All | | Deselect All|

Select replica data you want to copy
[] Global configuration values
[[] Named passwords
[] Driver authentication infermation
[ Driver startup epticn
[ Driver parameters

[ Engine configuration values

| Select All | Deselect Al

Cancel l

2 In the Copy Server Data from Driver.Driver Set window, select the source server. This is the
server whose data is copied to the selected targets.

3 Under the Select the drivers/servers to copy to entry, select the target driver or drivers on the
target server that you want to copy to. This example selects the Active Directory driver as the
target driver on the Terabyte5.novell target server.
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IMPORTANT: Some server data is specific to a driver type, but other data, like the driver startup
option, is not. Know what you want to accomplish before copying one driver’s server data to
other driver types. Otherwise, drivers on the target server might behave erratically or fail.

4 In the Select replica data you want to copy section, select the data you want to copy to the
target server. The copied data includes:

+ Global configuration values (GCVs)
+ Named passwords
+ Driver authentication information
+ Driver startup option
+ Driver parameters
5 After you select the data, click OK, then click OK in the Complete window.

You must perform this action for each driver in the driver set, or use the Server Migration
Wizard.

Opening a Web Browser

You can open a Web browser from within the Designer utility. The Web browser icon is available
from the main toolbar.

When you first launch the browser, you are prompted for a home page. After you enter the URL, it is
stored in Preferences.

To change the URL:

1 Select Window > Preferences.

2 Select Designer for IDM.

3 Click the Browser tab.

4 Type the new URL, then click OK.

You can also open an internal Web browser view by selecting Window > Show View > Other and then
selecting the Internal Web Browser option under the General heading.

Launching iManager

To launch iManager from within Designer:

1 Right-click the Identity Vault, then select Live > iManager.
You can also select Tools > iManager.

2 In the iManager Credentials dialog box, specify the appropriate iManager URL and user
credentials to access iManager.
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iManager URL: http://I0Vault. corpl.com:8443/nps/iManager.htmil

Manage

Tree! DVault.corpl
Username: cn=admin,ocu=sa,o=system

Password: sesses

Save password
Secure Connection

You must specify the iManager URL along with a server name (or IP address) with a replica of
the directory tree, username, and password.

Select Save password to store the credentials in a history.
3 Click OK.

Checking Your Projects

Tools

Designer provides the Project Checker so you can check your project. The Project Checker checks for
proper design, contexts, server associations, policies, missing user data, and dependency problems
that can cause a project deployment into the Identity Vault to fail. You can check a project at any
time, but you should definitely run the Project Checker before deploying a project.

+ “Checking a Project” on page 428

¢ “Customizing the Project Checker” on page 430

+ “ltems That Are Checked” on page 432

NOTE: Project Checker only checks the objects in Designer. It does not check the current objects in
the Identity Vault.

Checking a Project

1 In the Project or Outline view, select the project, then select the Launch Project Checker icon i
in the Designer toolbar.

The Project Checker is also available from the Window > Show View menu.
2 Click the Run the Project Checker icon @ .

If you have not saved the project, Designer prompts you to save it.



¥, Project Checker 52 | €] Emror Log | (L7 Version Control
Results filtered: { 100 of 2808 items )
Severity  Description

Mo Display Label specified for locale 'Dutch’

1

! "ent_1": The attribute "presentationAddress” does not contain a Display ..
! "ent_1": The attribute "presentationAddress" does not contain a Display ..
1 "ent_1": The attribute "presentationAddress” does not contain a Display .
! "ent_1": The attribute "presentationAddress” does not contain a Display ..
! "ent_1": The attribute "presentationAddress" does not contain a Display ..
1 "ent_1": The attribute "presentationAddress” does not contain a Display .
! "ent_1": The attribute "presentationAddress” does not contain a Display ..
! "ent_1": The attribute "presentationAddress" does not contain a Display ..
1 "ent_1": The attribute "presentationAddress” does not contain a Display .
! "ent_1": The attribute "presentationAddress” does not contain a Display ..
! "ent_1": The attribute "presentationAddress" does not contain a Display ..
1 "ent_1": The attribute "presentationAddress” does not contain a Display .
]

]

]

]

1

]

]

1

]

]

No Display Label specified for locale 'German'

Mo Display Label specified for locale 'Russian’

Mo Display Label specified for locale 'Swedish’

No Display Label specified for locale 'Portuguese’

Mo Display Label specified for locale 'Chinese (Taiwan)'
Mo Display Label specified for locale 'Italian’

No Display Label specified for locale 'French’

Mo Display Label specified for locale 'Chinese (China)'
Ne Display Label specified for locale 'Spanish’

No Display Label specified for locale 'Japanese'

Model Object

ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn= AppConfig, CH=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
ent_1 (cn=ent_1,cn=EntityDefs, cn="DirectoryModel, cn=AppCenfig, CN=U...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppCenfig, CN=L...
ent_1 (cn=ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CM=U..,
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 {cn=I_ent_1,cn=EntityDefs, cn=DirectoryModel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...
I_ent_1 (cn=I_ent_1,cn=EntityDefs, cn=DirectoryMedel, cn=AppConfig, CN...

The Project Checker displays a list of versioning conflicts, errors, warnings, and information
messages about the project. In the Project Checker view, you can do the following:

Action

Description

See detailed information about a listitem  Double-click a list entry to open a properties page that
displays the following information about the entry:

*

Sort the list

The message severity
A message description
The model object that caused the message

The line number where the problem occurred, if
available

Details about the message, if available

A recommended solution for the message, if
available

Click any header in the Project Checker to sort the entry

list on that parameter (Severity, Description, and Model
Object).

By default, Project Checker sorts entries by severity in
descending order (most current at the top of the list.)

Filter the list

=

Click the Configure Filters icon % to customize the

Project Checker. For more information, see “Customizing
the Project Checker” on page 430.

Clear the list

Click the Clear Resultsicon & to clear the Project Checker

entry list.

Save the list

Click the Save Project Checker Results to a File icon [=, to

save the current Project Checker entry list to a text file so
you can review it off-line.
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Action Description

Menu options Click the Menu icon to select one of the following:
+ View the messages in a hierarchical layout, according
to functions (ldentity Manager, provisioning, etc.)
+ View the messages in a flat layout (default).
+ Automatically check the project when you save it.
+ Configure filters

+ View the Project Checker’s Preferences page.

Customizing the Project Checker

You can customize the Project Checker by creating and editing filters. The filters allow you to receive
messages about the items you want to verify. You can create multiple filters, but only one filter can
be used at a time.

To create a filter:

1 In the Project Checker, click the Configure Filters icon .
2 Click New Filter.
3 Specify a name and description for the filter.

You can select which items are checked, what types of messages are returned about the items,
and use key words to limit the messages returned. For example, you can search for all messages
about the Driver Set and Driver objects that contain the word “attribute.”
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&) Filters

Create and Edit Filters

for this filter.

Allows you to create a filter, add a description, and select the filtered items you want to see

Filters:

Diriver Sets and Drivers

| New Filter... || Edit... | | Delete

Filter Description

Filtered Items:

a [J] Identity Management
Application
Credential Provisioning
Driver
Driver Set
ECMAScript
E-Mail Template
Entitlements
Identity Resource
Identity Vault
Idm Category
Idm Category Folder

LI P SRS [N [epp——

m

©)

Severity
Yerzion Conflict Error

Warning Information

Description

Where description  contains

ok ]|

Cancel

4 Click OK.

To edit the name and description of the filter:

1 Select the filter, then click Edit.

2 After you have completed the changes, click OK.

To delete a filter:

1 Select the filter.
2 Click Delete.
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Items That Are Checked

The Project Checker looks at specific items in the project. It checks the items in the User Application
as well as the rest of Identity Manager.

The following table describes the specific items that are checked. The list increases with each release

of Designer.

Table 17-1 Identity Manager Items That Are Checked

Item Description

Driver .

*

Checks for the presence of a Schema Mapping policy.
Checks for an invalid Active Directory container.

Checks the trace level setting. If it is set to more than 0, an informational
message is displayed.

Checks to see if the LoopBack driver is being used instead of the eDirectory
driver.

Verifies that the GUID attribute is set to synchronize on the Subscriber
channel.

Verifies that the GUID attribute is not set to synchronize on the Publisher
channel.

Checks the classes on the Publisher and Subscriber channels that are set to
Ignore and verifies that the attributes for these classes are not set to
Synchronize.

Checks for the presence of a filter and makes sure it is not empty.

Checks to make sure that the Publisher Placement policy does not contain set
operation destination DN or set xml attribute operations.

Checks for the presence of a Publisher Placement policy.

Checks to make sure that no policy on the Publisher channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the Subscriber Placement policy does not contain
set operation destination DN or set xml attribute operations.

Checks to see if the Subscriber Placement policy is missing.

Checks to make sure that no policy on the Subscriber channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the npsmDistributionPassword attribute and the
public-private key pair attributes do not simultaneously exist in the User class.

Checks to make sure that the authentication method on the Active Directory
driver is set to Negotiate when synchronizing passwords.

Checks the filter for invalid data.

Checks the driver to see if it is publishing both NDS and Distribution
passwords. If it is, this is an invalid setting.

Checks for the presence of the nspmDistributionPassword attribute in the
User class in the Filter, if password synchronization is enabled.

Checks that the nspmDistributionPassword attribute is set to sync or notify, if
password synchronization is enabled.




Item Description
Driver Set * Checks to make sure that the deployment context for the Driver Set object is
set.
* Checks to make sure that a server object is associated with the Driver Set

E-mail Template

Entitlements

ECMAScript

Identity Vault

Job
Library

Mapping Table

Policy

Schema

object.

Checks to see if the e-mail notification template is empty.

*

*

Checks to see if the driver supports entitlements.

Checks to see if the attribute DirXML-EntitlementRef is added to the
Subscriber channel, if there are policies that use entitlements in the driver.
The DirXML-EntitlementRef must be set to Notify or Synchronize for the
entitlements to work.

Checks to see that the ECMAScript object can run.

*

*

*

Checks to see if the username to authenticate to the Identity Vault is missing.
Checks to see if the hostname for the Identity Vault server is missing.

Checks to see that the password for the user is not stored in the project.

Checks to see that the job object can run.

Checks to see that the library object can run.

*

*

*

Checks to see that the mapping table object can run.
Checks to see if there is an empty column name.

Checks to see if there is a duplicate column name.

If there are global configuration values in the policy, it checks to make sure
they exist on the Driver or Driver Set object.

Checks to see if local variables are defined before they are used.

Validates the policy against the DTD.

Checks to see if the class is missing from the schema.
Checks to see if attributes are missing from the schema.

Checks to see if the attribute for the class is missing from the schema.
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Table 17-2 Provisioning Items That Are Checked

Item Description

Configuration Verifies that the XML is well-formed and complies with the schema
that defines the elements needed for entities, attributes, lists,
relationships, and so on.

Entity + Checks every entity to ensure that references to other

entities and global lists are valid.
+ Ensures that every entity has at least one attribute defined.

List Ensures that every local and global list contains at least one item.

Org Chart Relationship Verifies that the entities and attributes of a relationship have been
deployed.

Provisioning Request Definition Verifies that a workflow follows rules for activities and flow paths.

Configuring TLS for eDir-to-eDir Drivers

Tools

If you want the eDir-to-eDir drivers to communicate securely, you must perform the following tasks:

*

*

*

“Prerequisites” on page 434
“Enabling TLS” on page 435
“Creating Certificates” on page 436

Prerequisites

Identity Vaults exist in your physical network tree as well as in the Modeler.

Each Identity Vault is set up. Otherwise, you are prompted for setup information when you try
to create certificates.

Each driver set is associated with a server.

Using the eDir-to-eDir driver’s General property page, verify that each driver has a name and a
deploy context. The context might be inherited from the driver set.

The eDir-to-eDir drivers have been deployed. Otherwise, certificates cannot be created.
To find out whether the driver has been deployed:

1. Right-click the eDir-to-eDir driver.

2. Click Live > Deploy.

3. Inthe eDir-eDir Driver Deployment dialog box, click No.

If the driver has been deployed, the Compare Status field in the Deployment Summary dialog
box displays Equal or Unequal. Otherwise, the field displays Not Deployed.

After objects have been deployed, the objects should show as equal unless passwords are set in
eDirectory that are not set in Designer. Designer does not deploy passwords unless they are
specifically set in Designer. This exception prevents overwriting passwords in eDirectory
because Designer cannot import them.



Enabling TLS

1 Launch the TLS Configuration dialog box.

A common way to launch the dialog box is to right-click the eDir-to-eDir application, then click
Secure Connection Settings.

Other launch points:

+ Select the eDir-to-eDir application, then click Model > eDir-to-eDir > Secure Connection
Settings.

+ Right-click eDir-to-eDir in the Outline view, then click Secure Connection Settings.

+ Right-click an eDir-to-eDir driver, click Properties > Driver Configuration > Authentication,
then click Configure TLS.

The Configure TLS icon displays only on eDir-to-eDir driver pages.

2 Click Enable SSL/TLS.
&8 TLS Configuration X
TL5 Configuration  Advanced TLS Configuration
Enable S5L/TLS
(O Identity Vault is trusted by IdentityVault &

() |dentityVault is trusted by |dentity Vault
®) Mutual Trust

3 (Optional) Use the Advanced TLS Configuration to select key size, hash algorithm, and validity
period.

The validity period is important for when a certificate has expired and you need to overwrite or
create a new one.

4 Select a direction of trust.

These options apply to certificates that NetlQ creates for eDirectory. The options do not apply
to third-party security certificates.

The default is Mutual Trust, which is considered to be the most secure.

Unless you want to use the certificate for authentication, the option that you select doesn’t
matter. If only encryption is important, you can select any one of the three options.
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If authentication is important, select the option that gives you the appropriate trust.

Scenario: JJ Infrastructure Tree Trusts JT ID Vault. JJ Infrastructure Tree is the organizational
certificate authority. JJ Infrastructure Tree signed a certificate and placed it in JT IDVault. JT ID
Vault trusts JJ Infrastructure Tree. The two vaults synchronize data through a secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive
data from being synchronized by revoking its certificate.

Scenario: JT ID Vault Trusts JJ Infrastructure Tree. JJ Infrastructure Tree creates two
certificates. One is placed in JJ Infrastructure Tree, and the other is placed in JT ID Vault. The two
vaults synchronize data through a secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive
data from being synchronized by revoking its certificate.

Scenario: Mutual Trust. JT ID Vault and JJ Infrastructure Tree both sign certificates.
5 Click OK.
After you click OK, Designer does the following:
+ Modifies both eDirectory drivers.
+ Locks the User ID field, which displays on the driver configuration’s Authentication page,

because both drivers must use that field.

You can enable or configure TLS without immediately deploying the drivers. You can turn the settings
on. However, you can’t create SSL/TLS certificates unless the drivers have been deployed into their
respective ldentity Vaults. If you enable SSL/TLS but want to create certificates later, you can do so.

Creating Certificates

A driver’s Properties page enables you to configure a driver so that you can deploy it. Similarly, the
Enable SSL/TLS option enables you to set up your configuration for TLS, then create and deploy the
certificates when you are ready. When you deploy a configured driver set or select Create eDir-to-
eDir Certificates, Designer creates the certificates in the directory.

This section assumes that you have enabled and configured SSL/TLS for the deployed eDir-to-eDir
drivers.
1 In the Modeler, right-click the eDir2eDir application.

2 Click Live > Create eDir-to-eDir Certificates.
You can also do one of the following:

+ Right-click the eDir2eDir object in the Outline view, then click Create eDir-to-eDir Certificates.

+ The first time that you enable and configure SSL/TLS on driver’s Authentication tab, click OK,
then follow the prompts. A Create Certificates dialog box appears. Click Yes.

Scenario: Enabling TLS. TLS has not been enabled. Select Live > Create eDir-to-eDir Certificates.
Designer prompts you to enable SSL/TLS. Click OK, enable TLS,yes select a direction of trust, and click
OK. Designer creates certificates.

Scenario: Deploying eDir-to-eDir Drivers. eDir-to-eDir drivers and the driver set are configured. A
context displays in the driver set’s Deploy Context field. You can now deploy the driver set.



To do so, right-click the driver set, click Live > Deploy Driver Set. Designer prompts you to deploy both
eDirectory drivers. (Otherwise, Designer can't successfully create certificates.) Click Yes. Designer
builds a deployment summary, then lists items that are associated with the Identity Vaults and will
be deployed. To deploy the drivers, click Deploy.

Because the driver set is already configured, Designer creates the certificates.

For additional information on eDir-to-eDir certificates, see eDir-to-eDir SSL/TLS in Preferences.

Using DS Trace

Designer provides DS Trace so you can monitor DirXML events in your Identity Manager
environment. DirXML events constitute those events accessible by using the DirXML and DirXML
Drivers switches in eDirectory’s DS Trace service.

Designer uses LDAP to obtain this information from the Identity Vault. By default, it uses the default
LDAP ports (389 or 636) to establish a connection. If your LDAP service runs on non-standard ports,
make sure you specify the correct ports.

DS Trace lets you view both live DS Trace logs, and create and view stored DS Trace log files.

+ “Viewing DS Trace Live” on page 438
¢ “Creating a DS Trace Log File” on page 439
+ “Viewing a DS Trace Log File” on page 439

NOTE: The DS Trace view is not the same as the Trace view, which provides information about
Designer functionality. For information on the Trace view, see “Trace” on page 494.

DS Trace includes the following icons:

Icon Description

ﬁ} The Resume Trace icon restarts a live DS Trace session that you have previously
stopped. It is not available for DS Trace log files.

The Stop Trace icon stops a live DS Trace session. It is not available for DS Trace log
files.

The Connect to Server icon launches the Login Credentials dialog box so you can
authenticate to the server where you want to run DS Trace.

The Load Trace Log File icon lets opens a previously saved DS Trace log file.

The Save Trace icon save the current live DS Trace session to a log file.

i ¥ w0

& The Search icon opens a Find/Replace dialog box where you can search the current DS
Trace log file for a specific string. It is not available for live DS Trace.

= The Configure Trace icon provides access to live DS Trace settings. It is not available
L for DS Trace log files.
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Icon Description

Ill,_r?,r The Clear Trace icon clears all DS Trace entries from the live DS Trace log.

Viewing DS Trace Live

You can view a live DS Trace for any Identity Vault in your Identity Manager environment.

NOTE: Designer provides live DS Trace preferences that let you specify how many entries to keep in
the log and whether or not to auto-scroll the log so you can always see the most current entries. You
can edit these preferences in Windows > Preferences, then select NetlQ > Designer > DS Trace from
the left navigation.

If the Identity Vault is in your current Designer project:

1 In the Object view or the Modeler, select an Identity Vault object, then select Live > DS Trace.

Alternatively, you can right-click the Identity Vault object, then select Live > DS Trace.

DirXML Log Event

driversetliMa

Systern Gateway Driver PT

JODHRUWsystem\driversetliMa

stern Gateway Driver PT

RUW\system\driversetl\Mana

stern Gateway Driver PT

riversetl\Mana

2 Review the live DS Trace session as needed.
By default, the DS Trace session is running. You can stop, resume, clear, and save the current
trace to a file by using the icons in the DS Trace view toolbar.

If the Identity Vault is not in your current Designer project:

1 From the main Designer toolbar, select Tools > DS Trace.
2 In the DS Trace view, click the Connect to Server icon.

3 In the Login Credentials dialog box, specify the directory host name (or IP address), username,
and password necessary to connect to the appropriate Identity Vault, then click OK.

Select Secure Connection if you need to use SSL to connect to the Identity Vault server.



Enter Authentication Information

Enter information to authenticate to a server of your choice,

Host Mame: 1971681048

Username: admin.corpl

Password: [——

Secure connection

Cancel

You can open a DS Trace session to a different Identity Vault server at any time by clicking
Connect to Server and providing the appropriate authentication credentials.

4 Review the live DS Trace session as needed.

By default, the DS Trace session is running. You can stop, resume, and save the current trace to
a file by using the icons in the DS Trace view toolbar.

Creating a DS Trace Log File
DS Trace lets you create log files of DS Trace entries so you can review them offline.

1 From the live DS Trace view, select the Save Trace icon [El.
2 Specify a name and location for the log file, then click Save.

DS Trace saves the log file as a rich text file (. rt f ) so it can maintain the color coding used in

the live DS Trace view. You can view the log file with any editor that supports the . rt f file
format.

Viewing a DS Trace Log File

The DS Trace view is an editor that enables you to view DS Trace log files.
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Figure 17-1 The DS Trace View

Start time: | 05/12/2017 17:02:14 ~ | End time: |05/12/201717:06:14 | ~ | Event: | -]

versetl\\Managed System Gateway Driver

Status: Success

4.545] Managed Systemn Gateway Driver PT:

tern\driversetl\\Managed Systemn Gateway Driver

versetl\\Managed System Gateway Driver

Status: Success

To view DS Trace log files:

1 Click Tools > DS Trace.
2 Select the Load Trace Log File icon, then browse to and select the DS Trace log you want to open.
3 Review the DS Trace log file as needed.

+ Use the Start Time, End Time, and Event drop-down lists to filter the trace file. This helps
you narrow the displayed trace file data so you can more easily locate specific information.

+ To clear an existing filter, click the Clear Filter icon & .

+ Select the Search icon (in the DS Trace icon bar) to open a Find/Replace dialog box that lets
you search for a specific string in the DS Trace log file.

NOTE: The Eclipse text editor does not support color, so when you view a DS Trace file in Designer it
displays in black and white. However, because Designer saves the DS Trace log file in standard Rich
Text Format (. rt f ), any external text editor that supports color displays the log file in color, as seen
in the live DS Trace view.

Working with Generic Resources

A Resource object is stored in a Driver object or a library. A Resource object stores parameters, which
drivers use at any time. When multiple drivers need the same set of constant parameters, the drivers
use a Resource object.

A Generic Resource object in Designer enables you to store information in XML or text format. The
information can be a piece of documentation, notes, or some piece of data that policies access.

+ “Creating a Generic Resource Object” on page 441

+ “Editing a Generic Resource Object” on page 442
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Creating a Generic Resource Object
1 In the Outline view, right-click a driver, then select New > Resource.

4 G} User Application Driver

tg.l Publi Mew i1 Credential Application...
: % Subst Copy i3 Credential Repository...
User 4 i .
ME NOVL @ Show Dataflow View W DirkML Script..
@ NP1 . FEF ECMAScript...
= NOVL R ﬁ Entitlement...
Tz Novl & DirML Script Tracing... E} Job...
é L]J-SE” & Simulate... E’f Mapping Table...
new
fi Glebal Configuration...
& new2 El Run Configuration Wizard... ;ﬁ .
&) Statistics, o if DS Object...
- 24 Password Synchronization...
ﬁ MOVLIDN & M S =" Resource..
- ) anage Application S5chema...
[ NOVLAC H_'i} Schema Map...
m NOVLCO Cocument Selection... T¥  XSLT..
4 {2 Default Notif .. L
) Import from Cenfiguration File...
EZ) Attestatic T From Copy..
% Attectatio ‘@ Export to Configuration File... :
%‘ Attestatic Live
%‘ Attestatic
Eg) Availabili 3¢ Delete
B2 Availabili _
%I Delegate Properties

You can also do one of the following:
+ Right-click a driver, then select New > Resource.

+ With the Dataflow view active, right-click a Subscriber or Publisher channel, then select
New > Resource.

+ In the Outline view, right-click a library, then select New > Resource.

2 Specify the name of the Generic Resource object.
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Set Resource Name B o
o
Enter a name for your new resource,
Mame: Mew Resource
Content type:  xml -
[#] Open the editor after creating the object
oK l ’ Cancel

3 Select XML or Text as the content type.
4 Select Open the editor after creating the object, then click OK.
5 In the File Conflict dialog box, click Yes.

6 Specify the desired XML or text, then press Ctrl+S to save the resource object.

Editing a Generic Resource Object

1 In the Outline view, below the library, right-click the Generic Resource object, then select Edit.
2 In the File Conflict dialog box, click Yes.
3 Make changes, then save (Ctrl+S).

Updating Designer

When you start Designer, you are prompted about how you want to receive updates. You can change
this setting in Preferences.

If you select to not automatically update Designer, you can get updates by using the Help menu or
the Welcome page.

To update from the Help menu:

1 Click Help > Check for Designer Updates.

+ [f your version of Designer is up-to-date, a prompt informs you that no updates are
available.

+ If an update is available, a prompt lists components that you can update.

+ If your version of Eclipse needs to be updated before you can install Designer, a dialog box
prompts you to click the URL that takes you to the Designer download site.

2 Select the updates, then click OK.
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To update from the Welcome page:

1 Click Help > Welcome.
2 Click the What’s New icon.

&

3 Click New Updates.

4 Follow the prompts to download and install the latest Designer.
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Version Control

Designer’s version control enables you to do the following:

+ Provide simple document management by tracking revisions of your project, along with all the
objects and files in that project

+ Share those revisions with other members of your team
+ Manage the history of your objects

+ Make sure that every member of your team is using the same version of your project and
Designer

Designer supports the Subversion version control system. Subversion is a stable open source product
that is available for no cost and is released under the Apache license. For information on Subversion,
see the Apache Subversion Web page (http://subversion.apache.org/). You can also find some
pertinent information about using Subversion with Designer in Appendix D, “Version Control with
Subversion and Identity Manager Designer,” on page 613, as well as “Version Control Best Practices”
on page 470.

Identity Manager 4.8 introduces package version control using Git in Designer.Git is an open source
distributed version control system used to manage, track, and maintain the source code history
during software development.For more information, see “Managing Package Versions Using Git” on
page 184.

Version control allows teams to work together across continents or just across the hallway, in groups
or as a single user. The Version Control view gives you information about changes that your
teammates are making in real time. The version control framework allows you to update, merge, and
resolve conflicts with your teammates. If you are a single user, version control allows you to make
backups, restore older versions, and have the freedom to explore project changes without risking
data.

With version control, you can manage the history of your project, and you can go back to a previous
revision and create tagged revisions for better release management. Anyone with permission can
access these revisions. The Compare Revisions feature allows you to easily scan the history of your
project, find relevant changes, and resolve project issues.

Version control functionality is available for all Identity Manager objects as well as for the contents
of the Documents and Toolbox folders, and provisioning objects, but not for Analyzer.

+ “Installing a Subversion Server” on page 446

+ “Checking In a Project to a Version Control Server” on page 447

+ “Importing a Project from a Version Control Server” on page 452

+ “Accessing the Version Control View” on page 455

+ “Comparing Revisions and Resolving Conflicts” on page 464

+ “Version Control Best Practices” on page 470
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Installing a Subversion Server

You can either install a Subversion server or use an existing Subversion server. Designer’s version
control works with all supported Subversion server platforms.

This section provides a quick start for a basic Subversion server on Windows or Linux to use with
Designer for Identity Manager. For more in-depth information on installing Subversion, see
Subversion’s installation documentation at Installing Subversion (http://svn.apache.org/repos/asf/
subversion/trunk/INSTALL).

+ “Downloading and Installing the Server” on page 446

+ “Configuring the Server” on page 446

Downloading and Installing the Server

1 Download the most recent version of subversion file:
+ Linux: Subversion Packages Web page (http://subversion.apache.org/packages.html)

+ Windows: Tigris.org (http://subversion.tigris.org/servlets/
ProjectDocumentList?folderID=91)

2 Run the installer and accept the license agreement.
3 Specify the location to install Subversion.
4 For Windows, specify a location in the Start menu.

5 Follow the on-screen instructions to complete the installation.

Configuring the Server

1 Create a directory to contain the Subversion server repository.
2 Runthe svnadmi n creat e command to create the repository at that directory location:
svnadm n create [l ocation_of _Subversion_repository]

3 Gotothe[l ocation_of _Subversion_repository]\conf directory, which was created
when you installed the Subversion server.

4 Edit the svnserve. conf file by uncommenting the following lines in the General section
(there should be no spaces at the beginning of the lines):

Line to Uncomment Result

anon- access read Anonymous users can read your repository.

aut h- access wWite Authenticated users can edit your repository.

password- db = passwd Usernames and passwords are stored in a file named passwd in
your conf directory.

5 Edit the passwd file in the same directory.
6 Remove the sample users from the User s section and add your own users.

7 Open a command prompt and start your server by using the following command:
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svnserve --daemon --root [l ocation_of Subversion _repository]

8 Open a second command prompt.

9 Create at runk folder in your repository with the following command:

svn nkdir -m"Creating a trunk directory." svn://local host/trunk

10 Authenticate to Subversion.

If your are using Windows, and your username is the same as your Windows username, enter
your password. Otherwise, press Enter at the password prompt and enter a username when
prompted.

You can also access this server from other computers by substituting | ocal host for the
network name of the server machine in the URL.

You are now ready to import or add projects to version control by using Designer for Identity
Manager. You might want to create a more complete directory structure before adding Identity
Manager projects. For more information about how to best use Subversion with Designer’s version
control, see Appendix D, “Version Control with Subversion and Identity Manager Designer,” on
page 613.

IMPORTANT: Designer is shipped with the SVN client version 1.5. You can use newer versions of the
SVN server, because the SVN servers are backward compatible. However, if you are using the newer
version of the SVN server, the client must communicate with the server using the svn:// or
http:// protocols.

If you create a SVN repository on the local file system using an external client such as Tortoise SVN
and then access the SVN repository through Designer usingfi |l e: /// protocol, Designer fails to
work.

Checking In a Project to a Version Control Server

1 Inthe Project view, right-click a project name, then click Check In.
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You can also select the Check Project Into Version Control Server icon @ on the main toolbar.

2 If the project you are checking in already exists on the version control server, skip to Step 8.
or

If the project you are checking in does not exist on the version control server, you see the Check
In Project page displayed. Continue with Step 3.
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2l Blanstonl

Provide the version control repository location for your project,

Step 1. Specify your repository location. &

Specify a file path to your Subversion repository, or an URL to the Subwversion server,

Bepository Location:

svne//151.155160.120

Step 2. Specify the location for your project. i
Specify the location within the repository where you want to store the project.

Project Location:

trunk3/Project2

Step 3. Provide a comment for your project.
Comments:

Created a new test project.

©)

oK

Cancel

3 If you have multiple projects in the Project view and you clicked the Check Project Into Version
Control Server icon, select the project you want to check into the version control server from
the Select Project drop-down list. If you select Check In from the Project view, you won’t see the

Select Project list.

4 Under Step 1. Specify your repository location, provide a URL pointing to where you want the
project to reside on the version control server. The Check In Project page gives three examples:

+ c:/subversionrepo
¢ http://subversionserver. myconpany. com
+ svn:/ /1 ocal host

+ https://subversionserver. myconpany. com svn/ myrepository

The list of supported protocols includes:
* svn

+ http

Version Control

449



+ https
+ file
+ svn+ssh

You can click the Browse icon to browse for folders that are saved either locally or on a network
drive. You can also create a new folder from the Browse For Folder page.

5 Under Step 2. Specify the location of your project, type the folder name that will contain this
project on the version control server.

You can also click the Browse icon to bring up the Version Control Server Browser page. This
browser helps you determine the correct URL where projects are stored and only shows base
folders and corresponding projects.

The base folder cannot be a directory of a Designer project. However, the base folder can
contain multiple projects as subdirectories. You create base folders through an external SVN
client.

6 (Optional) Under Step 3. Provide a comment for your project, type a comment concerning the
project, then click OK.

Whenever you perform an operation that affects the contents of the server, you are prompted
for a comment. Comments are useful when keeping track of the changes you make from one
session to another.

7 (Optional) If you have made changes to more than one project in the Modeler view, you need to
save those changes before checking a project into version control.

7a Select Save All Editors to bring up the Save Resources page, which allows you to save all
open projects.

7b On the Save Resources page, click OK. You are returned to the Check In Project page.
8 Provide authentication to the Subversion server if required.

Depending on the type of security you have set up, you might need to supply SSH
authentication, SSL client certificate authentication, or basic HTTP authentication.

'l -
& Version Control Authentication ﬁ

Provide your username and password for the realm:
< https:/151.155.160.120:3690 = VisualSVM Server

Usemname:  ser Name

Password:  sesses

[T Rernember my password

[1?:} QK ] I Cancel

9 If you are updating an existing project on the version control server, add new information to the
Comment section of the Check In Project page.
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If you are updating a project, you see the selected project, the object’s children that have
changes to be checked in, and objects that depend on the project and need to be checked in. If
you choose to check in a single object, you only see that object in the Check-in page.

¢l Demol

The selected project and its children will be checked into the version control server,

Select Project: [Dem = = Save All Editors

[ Modeler Workspace -
E driversetl L
FEl NOVLLIBAIC-IS

&/ Delimited Text Driver

52| MSysInfo
] NOVLDTXTBASE-GCVs
2] NOVLDTXTENT-GCVs
2] NOVLDTXTPSYN-GCVs

=) Publisher 2

Comments:

® [ OK ] [ Cancel

10 If you have more than one project open in the Modeler view, click Select Project to choose
which project you want to save to version control.

11 (Optional) If you have made changes to more than one project in the Modeler view, you need to
save those changes before checking a project into version control.

11a Select Save All Editors to bring up the Save Resources page, which allows you to save all
open projects.

11b On the Save Resources page, click OK. You are returned to the Check In Project page with
an updated list of what is being checked in.
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12 Click OK to commit the files to the version control server. When the files are committed, click OK
to close the Commit page.

& Demol

Checking 301 files into the version control server

Committing changes - 33% complete.

Updating cbject properties - 17% complete.
— I

Updating properties for Publisher -
Updating properties for NOVLDTXTBASE-pub-cp

Updating properties for NOVLDTXTBASE-pub-mp

Updating properties for NOVLDTXTBASE-pub-pp

Updating properties for NOVLDTXTPSYM-pub-ctp-AddPasswerdPayload

Updating properties for NOVLDTXTPSYM-pub-ctp-CheckPassword GCV

Updating properties for NOVLDTXTPSYM-pub-ctp-DefaultPasswordPolicy

Updating properties for NOVLDTXTPSYMN-pub-ctp-PublishDistributionPassword

Updating properties for MNOVLDTXTPSYMN-pub-ctp-PublishMD5Password

Updating properties for Subscriber

Updating properties for NOVLDTXTENT-sub-ctp-EntitlementQueryHandler

Updating properties for NOVLDTXTENT-sub-etp-Entitlermnentlmpl

Updating properties for MOVLDTXTBASE-sub-ets

Updating properties for NOVLDTXTENT-sub-etp-Eventchange

Updating properties for Delimited Text Driver Filter (7

b = = = e e =

Importing a Project from a Version Control Server

Designer’s Import dialog box lists projects and enables you to select projects that you want to
import. There are a number of ways to access the Import dialog box in order to import projects from
a version control server, and this example covers one of those methods.
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Figure 18-1 The Import Wizard

Import existing projects from a version control server, | @ < 5 I

Select an import source:

type filter text

[+ = General
4 (= Designer for Identity Manager
& Project (From File System)
Lty Project (From Identity Vault)
|@ Project (From Version Control] |
Project (From iManager Export File)
[+ = Run/Debug
[ = Team
[ = XML

| @ T e L

1 In the toolbar, select File > Import.
or
If no projects are available, select Import from version control from the Project view.
2 Click Project (From Version Control) > Next.
3 Type a URL in the Version Control Server URL or file path field, then press Enter. For example:
https://sun. provo. novel | . com svn
svn://123.123. 131. 120/t runk

4 (Optional) You can also type a file path to the version control repository, or select the Browse
icon to browse to the directory where the repository resides.

5 Provide authentication to the Subversion server if required.

Depending on the type of security you have set up, you might need to supply SSH
authentication, SSL client certificate authentication, or basic HTTP authentication.
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r- —_
h_ﬂ Version Control Authentication

<https//151.155.160.120:3690 > Visual5VM Server

Username:  |Jser Name

Provide your username and password for the realm:

Password: [T

["] Rernember my password

.i?“\

oK

/|

Cancel

6 The projects appear under the Projects: heading in a tree structure. Select a project file under
the directory. Use the Refresh icon to see current changes to the repository.
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‘jﬂ Project (frem Version Control Server)

Import Projects from Version Control Server

Specify the path or URL to your version control server in order to
search for projects to import from your repository.

Version Control URL or file path: 60

swn:/f151.155.160.120¢

Projects:

/)

» (23 uiui

. £ UMich
- (03 wtut

. 23 wadi

. 23 VC

o

. (O VC-AU3
. (23 VC-B
. 23 VC-5
. 03 V(1

. [Cg V12
- 03 wet

Location: C/Decuments and Settings /Movell User/Designer

Uze default location

Befresh

Browse...

Cancel

7 Click Finish. On the Version Control page that shows you the version control server status, click

OK.

The projects are imported into Designer and are added to the Project view and the Version

Control view.

Accessing the Version Control View

You access version control functionality by using the Version Control view.

Version Control 455



456

Figure 18-2 The Version Control View

£ Properties | ilJ Version Contral 22 v @mEE S O
Object Status  Date User
+ Tl A Project 345452 PM sally
4 | Blanstonl 5/17/17 2:14 P... siva
- &) IdentityManager
: 1= Project
. [= Designer
i NewFilescml
tori NewFilel.xml
4 3| Demel 51717 2:31 PM siva
. ﬂ_ﬂ IdentityManager 51747 231 PM siva
» T=F Project SATAT 231 PM O siva
: = Designer SAA7/17 948 AM O siva

The Version Control view does the following:

+ Gives you a dashboard status of your interaction with version control
+ Lists the files that you are working on

+ Displays the changes that your teammates have made in real time

The Version Control view is the main interface with version control. You find most of the version
control operations and information in this view. This view is empty until you import from or check in
a project to the version control server.

The Version Control view automatically displays when you import an existing project from a version
control server or check in a project to a version control server. To open the view manually, select
Window > Show Views > Version Control.

+ “Version Control Icons” on page 456
+ “Version Control View Headings” on page 457

+ “Version Control Options” on page 458

Version Control Icons

The Version Control view contains seven icons that allow you to interact with version control. Six

—+l

icons are to the right of the Version Control tab. They are the Filter icon 3¢, the Refresh icon &,
Expand All and Collapse All m=, and the Minimize and Maximize icons = 5. The seventh icon is the
Version Control Project Status icon @, which is located in the bottom right corner of Designer.

Filter Icon: Use the Filter icon to limit the number of projects that are displayed in the Version
Control view. Click the Filter icon, then select the projects you want to filter out of the Version
Control view.

Refresh Icon: Click the Refresh icon to refresh the Version Control view. Designer communicates with
the Subversion server and refreshes the Version Control view with any updates performed by other
users who are modifying the same projects.
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Expand All/Collapes All Icons: Click the Expand All icon to expand all items in the Version Control
view. Click the Collapse All icon to collapse all items in the Version Control view.

Minimize/Maximize Icons: Click the Minimize icon to minimize the Version Control view. Click the
Maximize icon to maximize the Version Control view.

Version Control Project Status Icon: Mouse over the Version Control Project Status icon to see the
status of the objects in the Version Control view. The Version Control Project Status icon gives you a
quick status for version control and works like a traffic light. You can move this icon to a different
location in Designer to suit your preferences.

Table 18-1 Version Control Project Status Icon Colors and Description

Icon Status Status Description

& Green. Everything is up-to-date.

T Yellow. Updates are available from the version control server.

@ Red. There are conflicts between the local version and the version control server.
a Grey. Designer is unable to contact the version control server.

Version Control View Headings

The Version Control view has four headings: Object, Status, Date, and User.

Object: This column displays the objects that are connected to the project that is stored on the
version control server. Right-click an object in the Version Control view to display the available
options. These options are covered in “Version Control Options” on page 458.

Status: This column displays the current state for objects in a project, as indicated by the following
icons:
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Table 18-2 Status Icons

Status Icon Description

(none) This object is up-to-date, with no new revisions available.

=

2K ]

P!

Unversioned. This object has not been added to the version control server.
Deleted. This object has been deleted from the version control server.

Updates with Merge. This object has updates that might conflict with the changes
you have made (see “Comparing Revisions and Resolving Conflicts” on page 464).

The project object has been updated from an older version selected from the
Revision History page. The object changes back to normal when you update (see
“History” on page 461).

This object has new child objects available.
This object has new updates available.

This object has been modified locally.

Date: This column shows the date when the last changes to the objects in the Version Control view
occurred. The date and time change when you modify an object and commit those changes to the
version control server.

User: Displays the name of the last person who updated the object.

Version Control Options

Right-click an object in the Version Control view to display the available options.

The options affect the object selected, as well as any child objects that correspond to the selected
object. For example, performing a Revert on the project object affects the entire project, but
performing a Revert on the Subscriber channel of a Lotus Notes driver only affects the Subscriber
channel and any objects (such as policies) that depend on the Subscriber channel.

*

*

*

*

“Clean Up” on page 459

“Commit” on page 459

“Get Updates” on page 460
“Revert” on page 461

“Delete” on page 461

“History” on page 461

“Comparing Versions” on page 463

“Properties” on page 464
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Clean Up

Use the Clean Up option only when you are prompted to. Sometimes a project is in a “locked” state.
At this point, version control requires you to run Clean Up before it lets you do anything else with the
project, and you receive a message telling you to run the Clean Up option.

Commit

Use the Commit option to have your local changes checked into the version control server for the
object you have selected.

Figure 18-3 Checking In an Object to the Version Control Server

¢l Demol

The selected project and its children will be checked into the version control server,

Select Project: [ Demal = Save All Editors

[ Modeler Workspace =
E driversetl (4
Fel NOVLLIBAIC-IS

& Delimited Text Driver

i2) MSysInfo

=] NOVLDTXTBASE-GCVs

52 NOVLDTXTENT-GCVs

2] NOVLDTHTPSYN-GCYs
(=) Publisher v

m

Comments:

@ | ok || cancel

When you click OK, the check-in is committed to the version control server. Click OK to close the
Commit screen.
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There are also Check-in capabilities in the Project and the Outline view (right-click a project and
select Check In), and an Check In icon in the main toolbar .

Get Updates

Use the Get Updates option to get the latest version of the selected object from the version control
server.

Figure 18-4 Receiving Updates from the Version Control Server

&) Version Control O >

Version Control Server Status

Adding SeriptPolicy a
Adding SchemaDef
Adding MappingPelicy
Adding ScriptPolicy
Adding Subscriber
Adding SeriptPolicy
Adding ScriptPolicy
Adding Filter
Adding MappingTableResource
Adding SeriptPolicy
Adding Publisher
Adding ScriptPolicy
Adding ScriptPolicy
Adding Job
Adding StylesheetPolicy
Updating - MOVLLIBAJC-)5
Updating - driversetl
Wersion control command completed.
|U|:||:|ateu:| 132 ohject(s) and file(s].
v

@' QK Cancel

If you have more than one project open that is checked in to the version control server, select which
project you want to update from the Update page, then click OK to begin the update. If there are
conflicts between your local version and the version control server, you see the Conflict Resolution
page, which includes a method to resolve those conflicts. For more details, see “Comparing
Revisions and Resolving Conflicts” on page 464.

There are also Update capabilities in the Project and the Outline view (right-click a project and select
Update), and an Update icon in the main toolbar .
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Revert

Use the Revert option to return the selected object to the version you last checked out from the
version control server. This allows you to cancel your recent changes; you see a message screen
displayed, confirming your choice to revert. You can also use this option to restore files that you have
deleted since the last time you checked in.

WARNING: By using this option, you lose any changes you have made since the last time you
checked it in, including any files in your project that have not been checked into the version control
server. Designer deletes all project files that are not in the version control server.

Delete

Use the Delete option to delete a project from the version control server. This option is only available
for project objects. Although you can delete objects within a project from other views in Designer,
you can remove the entire project only through the Version Control view. Selecting the Delete option
immediately deletes the selected project, and you are prompted for a comment for your actions.

History

Use the History option to view the revision history of an object and all the changes that have been
made to that object. You can also use this option to select an earlier version of a project.

You can use Revision History page to see who made a change, when the change was made, the tag
name (if it is filled out), and the comment provided for the change. The yellow arrow indicates your
currently loaded version.

Version numbering of projects and how numbering works with the objects in a project is a very
complex issue. For more information about how revision numbering works in Subversion, see “How
Revisions Work In Subversion” on page 613.

The Revision History Page For a Project

You have more options when you right-click a project object in version control and then select
History.
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Figure 18-5 Revision History of Projects

1 &l Demol

. I_ﬂ' Revision History

This is the history of Demol. To select a revision from this list and get that revision
from the history, right-click on a specific revision to create a tag, and use the arrow to
see your local revision of the current object.

Revision

= 261
258
257
255
254
253
252

Date

TAT 2:31 PM
571717 11:58 ...
SATAT 1147 .
3TAT11:30 ..
3TAT 056 ..
TAT 032 ..
17T S48 AM

User Tag

siva Configured and Installe...
shva
siva
siva
siva
siva

shva

Comment:

Last checkin with the addtion of a Delimited Text Driver,

If you select History for a project object, the Revision History page allows you to select a version of a
project object from the list of revisions. You can then view the contents of earlier versions and bring

those versions up-to-date with your latest revision.

Get Revision

Select the revision for the project you want to work with, then click Get Revision. Answer Yes to save
all of the editors in this project. That version of the selected object is downloaded from the version

control server and becomes the version of the project you are working on.
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If you select an older version of a project, the project has a special status icon =+ in the Version
Control view. This icon indicates that your project came from history instead of being out-of-date,
but its status returns to normal after you select Update.

If you make changes to the historical version and select Update, you are presented with a Revert
Local Changes page, allowing you to keep your local changes or to revert your local changes.

If you have made deliberate changes and want to now save those changes to the version control
server, select Keep my local changes (default). If you made inadvertent changes to the project, or if
you just wanted to see what was in this historical version, select Revert my local changes before
performing the update.

Creating a Tag for a Project

If you select a project object, you can create a tag for any of the revisions listed in the Revision
History page. This allows you to give a revision project a more memorable name instead of a revision
number. To create a tag, right-click a revision and select Create Tag. This brings up the Tag for
Revision page.

Figure 18-6 Adding a Tag To a Selected Revision

& Tag for Revision 261 b4

Provide a name for this tag. The name should indicate something significant
about this revision, such as "Release 1",

You will be required to check in your tags when you are finished editing them.

Revizion: 261

Tag Name: Configured and Installed Delimited Driverl |

Provide a tag name that is significant to this version of the object and click OK. The tag name is
added under the Tag heading in the Revision History page. When you close the Revision History
page, you are asked to add a comment to all of the tag names that you have added.

Comparing Versions

See “Comparing Revisions” on page 464.
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Properties

Use the Properties option to view the properties of an object that has been added to version control.

Important information includes the location of the object on the version control server, the loaded
revision number, the latest revision number, and any comment concerning the most recent check-in.
You cannot make changes to this information.

Comparing Revisions and Resolving Conflicts

+ “Comparing Revisions” on page 464
+ “Resolving Conflicts” on page 466
+ “The Modeler View Layout In a Team-Enabled Environment” on page 467

+ “Provisioning Objects” on page 469

Comparing Revisions

Use the Compare Revisions option to compare what has changed between your local copy and the
latest copy on the version control server. You can compare any object that has been checked in to
the version control server. Use this option to compare historical versions to your local copy, or to
other historical versions.

NOTE: For the Compare Revisions option to work, you must be able to communicate with the version
control server. If the version control status icon at the lower right of Designer is grey ¢, Designer is
not communicating with the version control server. Mouse over the version control status icon for
further connection information.

To use the Compare Revisions option, select a project or any other object in the Version Control view
and select Compare Revisions. The Compare view appears in the main editor section of Designer and
is displayed as a tree with the object highlighted. The top bar indicates the object that is selected
and which revisions are being compared.

Version control uses a left-to-right display of information. The left side shows local copy information
and the right side shows the version from the version control server. Because there is no information
in the Outline view, you can double-click the Compare view tab to expand the view to fill Designer.
Double-click the Compare view tab again to have it return to its normal size, or click the Restore icon
in the lower right corner.

You can select the Change left-side revision @ or Change right-side revision @@ icons to view the other
versions that you have saved to the version control server. For example, if you want to compare your
local copy to a different version on the server, click the right-side icon. If you want to compare the
server version to an earlier server version, click the left-side icon. When you select a different
version from the History page, the top bar title changes to reflect the different copy comparisons.
Click the Expand All or the Collapse All icon to expand/collapse all items in the Compare view.

To see a snapshot of the changes in an object, click the overview icon « to the right of the object to
bring up the Overview page for the selected object.
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Figure 18-7 Viewing a Quick Overview of Changes

@ Delimited Text Diriver

Files That Make Up This Object:

Model/EdirCrphan/KReCFGD/CQ3MIFMNEE. Dirver_

pxs

Delimited Text Driver - (local copy): Delirmited Text Dr...est from senver):
Crelabiomm nams="lce: Palicisax™ bypse="h 1d" Crmlabiomm mars="1dm: Palacisax™ bypes M
Crelabicmm nams="lcke: Pal1cisax™ bypwe="Tth 1d® Cralabicomm narrs="lcdm: Pal aoasax®™ by
Cralabicrm namsa="lcke: Pal1oiax™ Eypme®h (d° Cralabicem marrse="lckm: Pal 1oiax®™ by
Crelabiomm nams="lcw: Palicisax™ yps="h 1d” Cralabiomm nars="ldm: Pal asisax™ by
Crelabicmm nams="lckm: Palac Eype="Tlha 1d” Crmlabiomm mars="1dm: Palacisax™ bypes
Cralabicem nares="lcke: Pal 12 Eypm="Tlha |=® Cralabicem marrse="lckm: Pal 1oiax®™ by
Crwlabicorm mnarms="1ckm: Pal iz Eypm="Tlha 1d” Crwlabicom marmse="1dm: Pal icisax™ bypes
Crelabicmm nams="lcm: Palac Eypr="Tlha 1" Cralabiomm nars="ldm: Pal asisax™ by
Crelakiomm nams="1cm: Palac Eyp="Clha 1d” Cralakicomm mame="1dm: Palaciax™ bypes
Cralabicrm namsa="lcke: Palas Eypma=T Cralabicem marrse="lckm: Pal 1oiax®™ by

[ Crw labiomxe nares="1cm: Pal iz ]—\_\_\_ Crwlabicom marmse="1dm: Pal icisax™ bypes
Crelabiomm nams="lce: Pobl axbser® bypes hald Crelabiomm mams="ldm: Pobhl ixber® bypes
Crelabicomm nams=" ok : Beoemross™ bypme="Th 1d Cralabkicomm narrs=" 1w : Basemrosas®™  bypes
Crwlabicorm mnams=" 1o Beccmrosx™ bypwe="Thi 1d Crwlabicom marms=" ldm: Beocmrosasx ™ bypes
Crelabiomm nams=" lom: Froemress™ byps="Th 1d Cralabioom nars=" ldm: Fasemrssss ™ by
Crelabicom nams wiwra™ bype="Tha 1d® ks Crelabioms mams="1dm:5
Cralabkicem nams Farktmmifal 1zaax™ Eypss Cralabkicem naes="lodm: Shartop ol e
Crwlabiomm nams="lcw: Startopial 1cisax™ e Crwlabicom marrs=" 1dm: Shartopial 101 -
Crelabiomm nams="low: Startopbfal 1sasas™ s Cralabiomm nams=" ldm: Sharbopial 1o s
Crelabicmm nams="lce: Dharkbopfal 1casax® by Cralabicom marrs=" 1w : Sharbopifal 1o
Cralabicem nams="loe: Sharkbmpfal 1saas® e Cralabicem narrs=" o : Sharbop it ] 1o e
Crwlabicomm nams=" 1o Sofecribsr®™ bype==ithi | Crwlabicom marms=" 1dm: Sofmcribsr® by

i ezewm e 1 | L cheas d e . ek | DR s b e merem | | ok d e . marcks | 2D sk )
L > L >

If the object you selected is made up of more than one file, you see a drop-down menu listing the
files. Select a file from the menu to view the changes to that file.

To view the actual changes in more detail, click the Expand icon in the Overview page or double-click
the object in the tree view. You can also click the Compare selected item icon [@ next to the tree-view
icon.

You can use the Next Difference/Previous Difference icons » « or the Next Change/Previous Change
4 @ icons to move between the file’s changes. You can also click the blocks on the right side to jump
to the file’s changes. After you have drilled down and have seen the differences at an object level,
click the tree-view icon @ to return to the tree view.

When to Use Compare Revisions

There are three good reasons to use the Compare Revisions option.

+ Finding Problems. You can use the Compare Revisions option to locate when a specific problem
was introduced to a project. You can determine when a change was made, who made that
change, and why the change was made. If someone on your team broke a policy, you can see
when it was broken, who broke it, and what their comment was when they checked it in.
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+ Change Overview. You can also use the Compare Revisions option to get an overview of the
changes that have been made to a project. By choosing different revisions, it is easy to see all of
the changes that were made to a project in a given period of time.

+ Conflict Resolution. The Compare Revisions option can help you resolve conflicts. When you
compare your local version and the latest from the server, the conflicts are highlighted in red
and you can see the specific conflicts. See “Comparing Revisions and Resolving Conflicts” on
page 464.

Resolving Conflicts

+ “Example 1: Checking In Changes to the Same Object” on page 466
+ “Example 2: Core Model Object Conflicts” on page 466
+ “Example 3: Deleted Projects” on page 466

Example 1: Checking In Changes to the Same Object

If Bob and Terri are working on a project and they both try to edit the object in the version control
server at the same time, they have a conflict.

Suppose Bob checks in first. Designer is communicating with the version control server in the
background and collects status information on all of the objects that are checked out. If there is a
conflict, the Version Control Project Status icon changes to red and Terri sees a warning message
when she mouses over the icon.

When Terri attempts to check in, she receives an error message telling her to update before she
checks in.

If she clicks OK and performs the update, version control tries to automatically merge the differences
between Bob’s and Terri’s changes. However, if their changes cannot be automatically merged and
Terri tries to update, she sees the Resolve Conflict page, allowing her to see the differences between
her local version and the version on the version control server.

The red markers on the right side of the Resolve Conflict page show the data that is in conflict, and
the blue markers show the modified local data. Terri can then choose to either keep her local version
or to overwrite her local version with the one on the version control server. The Resolve Conflict
page also shows the path of the file with the conflict.

Example 2: Core Model Object Conflicts

In some conflicts, the core model objects can merge manually at an attribute level, allowing you to
change the attributes so that they are no longer in conflict. If the conflict is of this nature, you see
the Conflict Resolution page, allowing you to manually resolve the conflicts.

When you have made the necessary attribute changes, select Resolve Conflict.

Example 3: Deleted Projects

If the project has been deleted from the version control server, you are given three choices: delete
the local project, keep the local project as an unversioned project, or restore the project on the
version control server.
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The Modeler View Layout In a Team-Enabled Environment

Designer handles saves by multiple users in a complex manner. Your personal Modeler view layout in
a team environment changes as others change their Modeler view layout and check in their changes
to the version control server. When you perform an Update from the version control server, you get
the last Modeler view layout that was checked into version control. Remember that it’s just the
layout that is changing and not the data.

For example, suppose Bob and Terri are working on a new project. Terri creates the project and
checks the project into version control.

Terri tells Bob about the new project and Bob imports the project from the version control server.
Bob then adds a domain group and another driver, and checks those changes into version control.

During this time, Terri was working on the first driver and made only minor changes to the Modeler
view, but they were enough to create local differences. When Terri saves her changes locally, then
updates the project from the version control server, she sees that her Modeler view changes are
merged with Bob’s Modeler view changes.
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Figure 18-8 Terri’s Modeler View Changes are Merged with Bob’s
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However, if Bob changes the Modeler layout again (and checks in) and Terri does not (no conflict),
Terri gets Bob’s Modeler layout the next time that Terri updates from the version control server.
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Figure 18-9 Bob’s Last Check-in
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As a best practice, define a Modeler layout that the team can live with and leave it alone.

Provisioning Objects
In Designer 3.0 and above, provisioning objects such as the directory abstraction layer, Provisioning

request definitions, teams, and roles, can all participate in version control. The Version Control view
below illustrates how provisioning objects appear.
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Figure 18-10 Provisioning Objects in the Version Control View
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The Version Control view reflects provisioning objects in a slightly different hierarchy than the
Outline view. Under the User Application entry, you see a node called Components. This is the main
node under which all provisioning objects are located. Application Configuration and Locale
Configuration are also new nodes in the tree. System objects and unsupported objects are also
visible in the Version Control view.

Version Control Best Practices

Managing a team environment with version control can be a challenging task. Combining version
control with Identity Manager Designer has its own set of issues. This section includes some tips and
best practices for using version control with Designer.

+ “Best Practices” on page 470
+ “Managing Packages Best Practices” on page 471
+ “Best Practice Scenarios” on page 472

+ “Subversion and Version Control Interaction Rules” on page 478

Best Practices

+ Coordinate all Designer upgrades with your entire team. When you upgrade to a new version
of Designer, many of the files in your project are changed by the project converter, so you need
to coordinate with the rest of your team. In the ideal upgrade process, everyone checks in all of
their changes, one team member runs the project converter and checks in the converted
project, then everyone installs the new version of Designer and re-imports the project.

+ Coordinate deployment. When you are using version control and the same eDirectory server
with multiple people, it is possible to overwrite changes. You should coordinate deployment
with your team members to make sure that you do not overwrite other team members’
changes. Best practice is to assign one person to deploy a project to a production environment.
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+ Assign policies. Assign one team member to a policy rather than having multiple team
members work on one policy. Multiple team members writing and modifying shared policies in
a driver is a recipe for disaster.

+ Define an acceptable Modeler layout for the team. Personal Modeler layouts in a team
environment are only maintained if there is a version control conflict on the Modeler layout
between your Modeler view layout and another’s Modeler view layout. If there is no conflict
and you perform an update from the version control server, you get the last Modeler layout that
was checked into version control.

+ Compare, Check in, and Check out the objects at the root level . This helps to ensure that all
objects are stored in the version control repository.

+ Check in the project from the version control view for existing projects . You can check in from
the outline view or project view as well, but it may cause performance issues.

+ Use the same version of Designer within the team when working with version control . This is
because the newer version of Designer may create objects that the older version of Designer
may not be able to process.

+ Update your Identity Vault before migrating from a test environment to a production
environment . Change the IP address and the credentials of the Identity Vault to point to the
production eDirectory server before you migrate the test eDirectory shared servers to the
production environment.

+ Use a production environment administrator account that is located in the production server
network . It is recommended to have the production environment administrator on the same
network as the production server to avoid network or VPN issues. This is because, importing or
deploying of designer projects to Identity Manager can be slow over VPN.

Managing Packages Best Practices

This section includes some best practices for managing packages in version control.

¢ “Creating Packages” on page 471
¢ “Checking In and Updating Packages” on page 472
+ “Upgrading and Downgrading Packages” on page 472

Creating Packages

+ Asingle user should be assigned to create a package and its newer versions, and then check in
the packages to enable the other team members to add or modify the content of the packages.

+ Asingle user should be assigned to create a driver and check in the corresponding packages of
the driver.

+ A Designer project cannot contain multiple instances of the same package. When you import or
create packages in a version control environment, ensure that you do not import and then
check in the same package and version already checked in by another user. Multiple instances
of the same package, especially a common package used by more than one parent package or
driver, can cause conflicts in Subversion.
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Checking In and Updating Packages
1 Check in the entire catalog, and check in the driver and the parent objects of the driver (if
available).
2 Update the entire catalog.

This ensures that all the objects are imported into the Designer workspace.

Upgrading and Downgrading Packages

A single user must be responsible to upgrade and downgrade the packages and check in.

Best Practice Scenarios

There is no one-size-fits-all scenarios for using version control with Designer. This section identifies
some user situations that we used for best practice scenarios. These scenarios are specific step-by-
step guides to be used in addition to those outlined in the Best Practices section.

+ “One-Person Project” on page 473

+ “Small Team with One Shared eDirectory Server” on page 474

+ “Small Team with Individual eDirectory Servers” on page 475

+ “Medium-Sized Team with a Shared Test and Production Environment” on page 476

+ “Single Consultant Working for Multiple Companies” on page 477
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One-Person Project

Figure 18-11 One-Person Project
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Version control is very useful in a team environment, but it is also very useful in an individual
environment. Version control allows a single developer to make backups, restore older versions, and
have the freedom to explore project changes without risking data.

Alice decides to work on a project alone. She creates a new project and checks that project in to the
version control server. She makes changes to the project and deploys them to a development server
for testing. She frequently checks her changes into the version control server so she can easily
explore the history of her project later.

Alice can optionally use tagging to specify which project revisions are stable revisions. If she is
unsatisfied with any project changes, she can revert those changes or get an older copy of her
project from history. When she is happy with her changes, she deploys the project to an eDirectory
server in the production environment.
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Small Team with One Shared eDirectory Server

Figure 18-12 Small Team Scenario #1
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Alice, Bob, and Carol are working together on a project. They are assigned the following roles:

+ Alice - Administrator

+ Bob and Carol - Engineers

Alice creates the new project and checks it into the version control server. Bob and Carol import that
project and they all work on the project together. Alice, Bob, and Carol agree on ownership of
Identity Manager objects and do not often edit each other’s objects. When Alice, Bob, or Carol want
to deploy their changes to the shared development environment, they are careful to deploy just
their own changes and not corrupt or overwrite the common objects that can overlapped during
development. Everyone is diligent about updating frequently in order to avoid conflicts.

They all deploy to the same shared development server so they can test their changes in the same
environment. When each team member is happy with the results, they check in their changes to the
version control server.

When they are ready to deploy their project to an eDirectory server in the production environment,
Alice performs an update to get the latest changes from the version control server and then deploys
the project to the production server. Alice manages all deployment to the production server so the

team maintains control over the changes in the production environment.
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Small Team with Individual eDirectory Servers

Figure 18-13 Small Team Scenario #2
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Alice, Bob, and Carol work together on a project. They are assigned the following roles:

+ Alice - Administrator

+ Bob and Carol - Engineers

Alice (the administrator) creates a new project and checks it into the version control server. Bob and
Carol then import that project and they all work on the project together. Alice, Bob, and Carol don’t
need any boundaries for object editing and they are all welcome to edit every object in the project.
They update frequently and resolve conflicts when they occur.

Alice, Bob, and Carol each have their own eDirectory development server to deploy to and can
deploy changes without the need to consult each other. They change, deploy, and test their changes
and then check them into the version control server.

When they are ready to deploy to the production server, Alice updates her project to get the latest
changes from version control and then deploys them to her development server. After she has
verified that everything works as expected, she deploys the changes to the eDirectory server in the
production environment. Alice manages all of the deployment to the production server to make sure
it is a controlled environment.
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Medium-Sized Team with a Shared Test and Production Environment

Figure 18-14 Medium Team Scenario
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Alice, Bob, Carol, Dave, and Edgar all work together on a project. The following roles are assigned to
all team members working on this project:

¢ Alice - Administrator

+ Frank, George, and Hector - Part time consultants

+ Bob, Carol, Dave, and Edgar - Engineers

+ Ingrid - Integration Test Engineer

+ Pat - Production Environment Administrator
Frank, George, and Hector work part-time on this project and consult for other projects. Alice (the
administrator) creates the project and checks it into the version control server. Bob, Carol, Dave, and

Edgar import the project from the version control server and they all begin working on the project
and deploying to the same eDirectory development server.

Frank, George, and Hector work mostly in an advisory capacity and do not own any objects in the
project. They consult with Alice before making changes. Frank, George, and Hector are careful when
they deploy changes so that they don’t overwrite the changes of the object owners.

Alice, Bob, Carol, Dave, and Edgar mostly focus on changing their own objects, but Ingrid (the
integration test engineer) focuses on testing the entire project on a separate development server.
She imports the project from version control and updates frequently to get changes from the rest of

Version Control



the team. She deploys those changes in the controlled development environment and tests them
there. Ingrid makes only the changes necessary to deploy to the test server and does not check any
changes into the version control server.

When Ingrid is satisfied with a version of the project, she creates a project tag in version control and
certifies that revision of the project as deployable to the production environment. She then asks Pat
(the production environment administrator) to deploy the project to the production server and tells
him which tag should be deployed.

Pat imports the project from the version control server. He then uses the Get from History function
to get the specific revision that Ingrid has tagged. After he has that version, he makes only the

changes necessary to deploy the project to the production server and deploys the project. The rest
of the team can continue to work on the project during this time because Pat has locked his version
of the project to the revision that Ingrid has certified as deployable to the production environment.

Single Consultant Working for Multiple Companies

Figure 18-15 Working for Multiple Companies
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Constance (the consultant) works for multiple companies, helping them with their Identity Manager
projects. On Monday, she works for Ancillary Incorporated. She imports the project from the version
control server at Ancillary Inc. and deploys the project to the Ancillary development server.
Constance communicates frequently with the Ancillary Inc. team members and makes sure to never
overwrite the objects from the Ancillary Inc. team on the eDirectory production server.
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On Tuesday, Constance works for Beyond Limited. She closes the Ancillary project and imports the
project from the Beyond Limited version control server. She follows established procedures when
working with the Beyond Limited team and carefully separates the changes for each company.

Subversion and Version Control Interaction Rules

+ Do not use the Subversion command line. People familiar with the Subversion command line
might be tempted to use it with Designer to perform simple commits or updates. Designer has
many tools to manage the merging and object dependencies within an Identity Manager
project. Using the Subversion command line bypasses these tools and can easily lead to a
corrupted project and data loss.

+ Do not use other Subversion clients. Tortoise, Subclipse, or any other Subversion client can
cause the same problems as the Subversion command line. Do not use them on the same
working copy you are using for Designer.
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9 Setting Preferences

+ “Finding Preference Pages” on page 479
+ “General” on page 480

+ “Help” on page 491

+ “NetlQ” on page 491

+ “Validation” on page 518

+ “Web” on page 519

¢+ “XML” on page 523

Finding Preference Pages

You customize Designer by setting options in Preferences.

1 From the main menu, select Window > Preferences.
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[ Restore Qefaults] [ Apply ]
?\ [ OK J [ Cancel ]

2 Select a heading (for example, NetlQ) or navigate to a subheading.

3 Make changes, then click Apply or OK.

IMPORTANT: If there are no projects in Designer, the Preference page does not appear when
Designer is loaded or started. The page is displayed when a project is created in Designer.

General

The General preferences page includes the following settings:

Table 19-1 Preferences: General

Setting Description

Searches all the preferences and shortens the tree
view, depending upon what you type in the edit
box.
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Setting

Description

Always run in background

Keep next/previous part dialog open

Show heap status

Open mode: Double click
Single click: Select on hover

Single click: Open when using arrow keys

Enables operations to run in the background
without disturbing you.

Keeps the editor and view dialog boxes open when
an activation key is released. Normally, the dialog
box closes as soon as the key combination is
released.

Places a field in Designer’s bottom right corner and
displays the amount of memory being used of total
memory available.

Opens a project when you double-click it.
Selects the setting when the cursor hovers there.

Opens the setting when you select it.

Additionally, the following preferences categories appear as General sub-pages:

+ “Appearance” on page 482

¢ “Compare/Patch” on page 484
+ “Content Types” on page 485
+ “Editors” on page 486

+ “Keys” on page 488

+ “Network Connections” on page 488

+ “Perspectives” on page 489

+ “Startup and Shutdown” on page 489

+ “Web Browser” on page 490

+ “Welcome” on page 490
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Appearance

Figure 19-1 Preferences: General > Appearance
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Table 19-2 Preferences: General > Appearance

Setting Description

Current Presentation Allows you to choose between Designer’s
presentation, the current presentation, or
the Eclipse 2.1 style presentation.

Override presentation settings Alters how the tabs and views appear in
the workbench

Editor tab positions Positions tabs on the Modeler, NetlQ XML
editor, or Text editor at the top or bottom.

View tab positions Positions view tabs (for example, the
Project view tab) at the top or bottom of
views.
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Setting

Description

Perspective switcher positions

Show text on the perspective bar

Current theme

Show traditional style tabs

Enable animations

Enable colored labels

Positions the Perspective Switcher [ at
the left, top left, or top right of the
workbench.

Determines whether text (for example,
Designer) displays next to the icons in the
Perspective Switcher.

The general theme (colors and fonts) that
Designer uses. Choices are Default
(current), reduced palette, and R 3.0
theme.

Displays square Windows-style tabs. The
alternative is rounded tabs.

Animates views (for example, Fast Views)
and editors that you minimize, maximize,
or restore. Reinforces tasks in Designer.

Displays colors on labels, if the labels have
colors defined.

Colors and Fonts

To change a color:

1 Under General, expand Appearances.

2 Select Colors and Fonts.

3 Expand an option (for example, Basic).

4 Select an item (for example, Active hyperlink text color).

5 Click the color button.

—

6 Select a color from the Color palette, then click OK.

To change a font:

Select Colors and Fonts.

Click Change.

A U1 A W N R

Under General, expand Appearances.

Expand an option (for example, Basic).

Select an item (for example, Banner Font).

Select a font, style, and size, then click OK.
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Label Decorations

Label decorations display additional information about an item on its label or icon. Select the desired

label decorations:

+ Binary Plug-in Projects

+ File Icons Based on Content Analysis
+ Java Method Override Indicator

+ Java Type Indicator

¢ Linked Resources

+ Provisioning Element Decorator

Compare/Patch

This Eclipse functionality customizes the behavior of the comparison editor. When you select to

compare or synchronize two or more resources in the Workbench, one or more comparison editors

usually open.

Table 19-3 Preferences: General > Compare/Patch General Tab Settings

Setting

Description

Open structure compare automatically

Show structure compare in Outline view when
possible

Show additional compare information in the

status line

Ignore white space

Automatically save dirty editors before
patching

Added/ Removed lines

Filtered Members

Makes visible an additional information area that
shows differences in the underlying structure of the
resources being compared. This information might
not be available for all comparisons. The default is
On.

Displays the structure compare in the Outline view,
whenever it is possible.

Causes the status line to display additional context
information about the comparison. The default is
Off.

Causes the comparison to ignore differences that are
white space characters (for example, spaces and
tabs). Also causes differences in line terminators (LF
versus CRLF) to be ignored. The default is Off.

Controls whether any unsaved changes are
automatically saved before a patch is applied. The
default is Off.

These options control whether a line is counted as
added and removed when applying a patch. Both
options use regular expressions.

Specify names, separated by a comma, that are
excluded from the Compare With Each Other
option.

You can change how the text is displayed in the compare option.
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Table 19-4 Preferences: General > Compare/Patch Text Compare Settings

Setting Description
Synchronize scrolling between panes in The two comparison viewers lock scroll along with
compare viewers one another to keep identical and corresponding

portions of the code in each pane side-by-side. Turn
this option off if you don’t want the compare viewers
to lock scroll.

Initially show ancestor pane Sometimes you want to compare two versions of a
resource with the previous version from which they
were both derived. This is called their common
ancestor, and it appears in its own comparison pane
during a three way compare. Turn this option on if
you want the ancestor pane to always appear at the
start of a comparison.

Show pseudo conflicts Displays pseudo conflicts, which occur when two
developers make the same change. Turn this option
on if you want pseudo conflicts to appear in compare

browsers.

Connect ranges with single line Controls whether differing ranges are visually
connected by a single line or a range delimited by
two lines.

Highlight individual changes Controls whether the individual changes inside

conflicts are highlighted.

When the end/beginning is reached while Use this option to configure what occurs when the
navigating an element end/beginning is reach while navigating an element.

Content Types

Table 19-5 Preferences: General > Content Types

Pane Description

Content types The type of content (for example, HTML or XML) that a file
contains.

File associations The file extension that is associated with a content type. For

example, . xm is associated with a file that contains XML
content. To add a file association:

1. Select a content type.
2. Click Add.
3. Define a new file type, then click OK.
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Editors

Table 19-6 Preferences: General > Editors

Setting Description

Size of recently opened files list  The number of files to add to the file menu of
recently opened files, which you can easily reopen.

Show multiple editor tabs Displays tabs for all opened projects. If you
deselect this option, only one editor tab displays,
and an abbreviated name displays on the tab.

Restore Editor state on startup Displays the editor in the same state as it was
when last closed, as opposed to using default
settings.

Prompt to save on close even if ~ Saves the file on close even if the same file is open
still open elsewhere in another editor.

Close editors automatically Automatically closes the first-opened editor when
you open additional editors. This option prevents
displaying too many editors and cluttering the
workbench.

Number of opened editors before Determines how many editors can be open. For

closing example, if you specify two and then open a third
project, the first-opened project automatically
closes.

When all editors are dirty or Prompts you to save unsaved components in the

pinned project that is about to automatically close, or to

open an additional editor.

+ “File Associations” on page 486

+ “Hex Editor” on page 487

¢ “Structured Text Editors” on page 487
+ “Text Editors” on page 487

File Associations

Enables you to associate editors (whether they are internally installed in the Designer, or an external
application) with file types (extensions) so that you can edit files.

To find out which editor is associated with a file type, select the file type. For example, a. docgen
file type is associated with the Style editor, buta. scri pt pol i cy file type is associated with the
Policy Builder.

To associate an additional editor with a file type:

1 Select the file type.
2 In the Associated editors pane, click Add.

3 Select an additional editor, then click OK twice.
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To add a file type:

1 Inthe File types pane, click Add.

2 Type the extension (for example, . doc) for the file type, then click OK.

3 In the Associated editors pane, click Add.

4 Select an editor for that file type, then click OK twice.

Hex Editor

Enables you to configure Designer’s hex editor environment, including font, font style, and colors.

You can also associate, or disassociate, the hex editor from Designer’s registered file extensions, and

enable hex editor logging.

Structured Text Editors

For information on structured text editors, refer to the Eclipse documentation (http://

help.eclipse.org/helios/index.jsp).

Text Editors

Table 19-7 Preferences: General > Text Editors

Setting

Description

Undo history size

Displayed tab width

Insert spaces for tabs

Highlight current line

Show print margin

Show line numbers
Show range indicator

Show whitespace characters

Enable drag and drop of text

Warn before editing a derived file

Determines the size of the undo history. The
default is 200 changes.

Specifies the number of characters or spaces in a
tab character. The default is 4. The maximum is 16.

Inserts the number of spaces specified in
Displayed Tab Width, instead of a tab character,
when you press the tab key in the text editor.

Highlights the current line.

Displays the print margin on the right side of the
text document. A vertical line identifies the
margin.

Numbers each line in the editor.
Displays a range indicator.

Displays white space characters so you can see
them in the text editor.

Allows you to drag and drop text within the text
editor.

Notifies you if you attempt to edit a file generated
or maintained by the system. Your changes might
be overwritten.
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Setting Description

Smart caret positioning at the line start and end  Enables the Home and End commands to move to
the first and last non-white-space character on a

line.
Show affordance in hover on how to make it Enables the hover over text to grab the text and
sticky place it in the clipboard.
Appearance color options Lets you configure the display settings for the text

editor. Select a particular appearance
characteristic from the list to view and change the
display settings for that characteristic.

For additional information on text editors, see the Eclipse documentation.

Keys

Enables you to view a table of all of the keyboard mappings, change those mappings, and add new
mappings.

Network Connections

Enables you to configure a manual proxy configuration if you use a proxy server to access the
Internet. For example, if you have added a custom URL for packages that require authentication, you
must enter that information here so auto updates of packages works.

The three options are:

Table 19-8 Preferences: General Settings > Network Connections

Settings Description

System proxy configuration (if available) Specifies that the system proxy settings are used to access
the Internet. If the settings can’t be retrieved, no proxy
should be used.

Direction connection to the Internet Select this option if no authentication information is
required. This is the default option.

Manual proxy configuration Specify that a proxy server is required to access the Internet.

Select Enable proxy authentication if you have specified a
URL that requires authentication. For example, if you have
added a URL to download custom packages, you must specify
the username and password here.
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Perspectives

Table 19-9 Preferences: General > Perspectives

Setting

Description

Open a new perspective

Open a new view

Open the associated perspective when
creating a new project

Available perspectives

In the same window: Places a new icon in
the Perspective Switcher, so that you can
toggle between perspectives in the same
window.

In a new window: Opens a new
perspective in a different window. You can
toggle between perspective windows by
selecting icons on the taskbar.

Within the perspective: Opens the view
so that it is contiguous to the Modeler.

As fast view: Opens the view and places a
Fast View in the bottom left corner of the
perspective.

Determines how and when you switch to
an associated editor when you open a
perspective.

Designer is the default perspective. Other
available perspectives are Eclipse Debug
and Resource.

Startup and Shutdown

Table 19-10 Preferences: General > Startup and Shutdown

Setting

Description

Prompt for workspace on startup

Refresh workspace on startup

Confirm exit when closing last window

Plug-ins activated on startup

Prompts you for a workspace folder. You
can have multiple workspace folders and
can specify a folder on startup.

Synchronizes the workspace with
resources (for example, myfil e. xm )on
disk.

Displays an Exit Designer? prompt when
you exit Designer.

Lists plug-ins that are automatically loaded
and registered.
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Web Browser

Table 19-11 Preferences: General > Web Browser

Setting

Description

Use internal Web browser

Use external Web browser

External Web browsers

Enables you to use an internal Web
browser.

Enables you to add and use an external
browser (for example, Netscape). If you
enable this option, you must also enable
Use External Browser in the Help section
(also found in Preferences).

Lists browsers.
To add a browser:

1. Click New.
2. Name the new browser.

3. Scroll to and select an executable (for
example, net scp6. exe).

4. Specify a parameter, then click OK.

Welcome

Table 19-12 Preferences: General > Welcome

Setting

Description

Home: Home Page Theme

Home: Root Pages

Enables you to select the theme that
appears when you click Help > Welcome.

Adds tabs (for example, Overview) on the
Welcome properties page. You add
functionality by customizing these tabs.

For information about the Overview and What’s New tabs, refer to the Eclipse documentation.
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Help

Table 19-13 Preferences: Help

Setting Description
Specify how help information is If an embedded Web browser is supported
displayed: Use external browser on your system, the Help view uses that

browser to display help contents. To force
help to use an external browser, enable
this option. Specify an external browser in
Preferences: General > Web Browser.

Open window context help Determines whether the window context
help opens in a dynamic Help view orin a
pop-up window.

Open dialog context help Determines whether the dialog box
context help opens in a dynamic help
section of the Help view or in a pop-up
window.

Open help view documents Determines whether the documents
selected in the Help view open in place or
in the editor area.

Content

Designer lets you include external information in the help system.

Table 19-14 Preferences: Help > Content Settings

Setting Description

Include help content from a remote infocenter Enables including external information in the help
system.

Location Specifies the hostname, path, and port to the

external information.

NetlQ

The following Preferences categories appear as NetlQ sub-pages:

+ “Designer” on page 492
+ “ldentity Manager” on page 495
+ “Package Manager” on page 511

+ “Provisioning” on page 515
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Designer

The following preferences categories appear as Designer sub-pages:

+ “DS Trace” on page 492

+ “Editor” on page 492

+ “JavaScript Validation” on page 493
+ “LDAP Connection” on page 493

+ “Language” on page 493

+ “Project Checker” on page 494

+ “Schema” on page 494

+ “Trace” on page 494

+ “Version Control” on page 495
DS Trace
Let us configure DS Trace settings.

Table 19-15 DS Trace Preferences

Setting Description

Live DS Trace Display Specifies the size of the DS Trace window buffer, in lines (or
entries). When the number of DS Trace entries exceeds the
Window Size, DS Trace drops the oldest entry for each new
entry it captures.

Auto-scroll display Enables auto-scrolling of the live DS Trace window so that the
latest log entries are always on screen. When this option is
deselected, you must manually scroll down the list of log
entries.

Editor

This option is introduced in identity Manager 4.8. The Editor option allows you to set the tab limit.
That is, you can set a limit on how many tabs can be opened while working on Designer. Though
Designer allows you to open tabs more than the set limit, this may affect the Designer performance.
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Table 19-16 Preferences > NetlQ > Designer > Editor

Setting

Description

Set the maximum tab limit

Display the warning message on maximum
tab limit

Specify the maximum tab limit. By default, the value is set to
20.

NOTE: This is a mandatory field. You must specify any
number except zero.

Selecting this option displays a warning message if you open
tabs more than the maximum set limit.

NOTE: If you open tabs more than the set limit, a warning
message appears. You can continue to open tabs more than
the set limit however, this would impact the Designer
performance. It is recommended that you close the unused
tabs.

JavaScript Validation

Designer automatically validates the JavaScript as it is typed into the Ul. By default, it is enabled.

LDAP Connection

Lets you configure the LDAP connection settings for authenticating to the Identity Vault while
importing, deploying, or comparing Designer objects with the Identity Vault.

Table 19-17 LDAP Connection Preferences

Setting

Description

Certificate Password

Prompt to show certificate import dialog

Remember user selection for importing
certificate

Specifies the password to access the server certificate in
LDAPSer ver Cert s keystore in Designer ‘s configuration
directory (/ opt / net i g/ t ool s/ Desi gner/
configurationor

C:\netiqg\idm apps\ Desi gner\ confi guration).
Designer uses this certificate to connect to the Identity
Vault.

Instructs Designer to prompt you to accept the certificate
each time you authenticate to the Identity Vault.

Allows you to turn off this prompt and instructs Designer to
remember this setting for future authentication.

Language

When you installed Designer, you selected a language to display Designer’s Ul. This setting enables

you to change the language.

1 Navigate to Preferences > NetlQ > Designer > Language.

2 Select a language, then click OK.
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You must restart Designer for the language change to take effect.

3 Restart Designer.

NOTE: Restore Defaults reads the confi g. i ni file, detects the previous language setting, and then
defaults to that setting. When the changed property is written back to the . i ni file, all comments
are removed from the file. To preserve these comments, Designer copies the original confi g. i ni

494

toconfig.ini.bak and uses the backup to determine the default setting.

Project Checker

Lets you configure the Project Checker.

Table 19-18 Preferences: NetlQ > Designer > Project Checker

Setting

Description

Limit Visible Items to

Prompt me to save the editor before running
Project Checker

Allows you to limit the number of items displayed
in the Project Checker. The default value is 100.

Allows you to receive a prompt asking you to save
your project before running the Project Checker.
By default, this is enabled.

Schema

Allows you to manage the Identity Vault and managed system’s schema.

Table 19-19 Preferences: NetlQ > Designer > Schema

Setting

Description

Warn when LDAP names are different from
eDirectory names during .Idif import/export

Warn when exporting base classes to .Idif

Show the information message for the Manage
Application Schema context menu

Allows you to turn off this warning prompt, which
appears during the import or export of the
schema.

Allows you to turn off this warning prompt, which
appears during the export of the schema.

Allows you to turn off the information message
that appears when managing the application
schema.

Trace

The Trace view is useful in the following situations:

+ To trace internal errors and messages, so that you can find out why something might not work

as expected.

+ To provide information for NetlQ Support, engineers, or other consulting resources.
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All Designer-specific trace messages go to the Trace view if this view is open. Otherwise, no trace

messages are sent.

Warnings and error messages are sent to the . | og file, found in the run-time workspace net adat a
directory. Use the Error view to view this information.

Table 19-20 Parameters: NetlQ > Designer > Trace

Setting

Description

Enable tracing

Include stack traces

Include XML processor traces

Show plug-In names in the trace

Show view when tracing

Trace buffer size

Plug-Ins to Trace

Select All

Deselect All

Writes events to the Trace view. By default, tracing
is off. To increase performance, disable tracing
when you don’t need it.

Provides separate traces. Dumps the entire stack
where an internal exception occurs, so that you
can see in the code where the internal exception is
failing.

Provides separate traces that detail all of the
processing of XML documents. This trace can
become quite verbose.

In the Trace view, displays names of plug-ins where
tracing has occurred. This is useful if you are
tracing more than one plug-in.

Automatically brings up the Trace view if a trace is
trying to be logged. By default, this setting is On.

Increases the buffer to show more characters. As
the buffer increases in size gets higher,
performance might degrade, depending on your
system.

Lists all Designer plug-ins (in their simple name
form). Select plug-ins that you want to trace.

Enables tracing in all Designer plug-ins.

Disables tracing in all Designer plug-ins.

Version Control

This setting determines how often Version Control polls the SVN server for updates. The polling

interval is in minutes.

Identity Manager

The following preferences categories appear as ldentity Manager sub-pages:

+ “ldentity Manager” on page 496
+ “Configuration” on page 498

+ “Document Generation” on page 501
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+ “Entitlements” on page 502

+ “Import/Deploy” on page 502
+ “Modeler” on page 505

+ “NAT Mapping” on page 508
+ “Policy Builder” on page 509
+ “Simulation” on page 510

+ “iManager” on page 511

Identity Manager

The Identity Manager option contains multiple tabs:

+ “Versions” on page 496
+ “Updates” on page 497
+ “Prompts” on page 498
+ “Browser” on page 498

Versions

Specifies the Identity Manager version running on a server.
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Figure 19-2 Preferences: NetlQ > Identity Manager > Versions

type filter text

> General
> Help
| a4 MNetlQ
- Designer
> | Identity Manager
- Package Manager
> Provisicning
Validation
> Web
> XML

Identity Manager =1 -

EEFSiU"5| gpdatﬁl Erompfsl Erowser|

Default Identity Manager Version:

Default Identity Manager Edition: [Advanced Edition -

Downgrade Notes

If you downgrade the version, some elements of your
configuration might not work in your target environment.
If this is the case, the Project Checker will inform you of any
version-conflict problems,

Upgrade Notes

If you upgrade the version, make sure that you will eventually
have this version in your target envirenment. Otherwise,
some of your configuration might not be deployable.

For more details on the key differences between the different
versions of Identity Manager, click _here .

[ Restore Defaults l [ Apply

| ok || cancel

Updates

Table 19-21 Preferences: NetlQ > Identity Manager > Updates

Settings

Description

Do not check for updates

Prompt to check for updates on startup

Automatically check for updates on startup

Notify me when no updates are available

Prevents Designer from checking for updates on
startup. Hides the Designer Updates dialog box.

Displays a prompt each time you run Designer. You
can disable this prompt.

Always checks for updates. If you disable the
prompts that appear on startup, select this option.

Displays a No New Updates message when you
select to check for updates.
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Prompts

Table 19-22 Preferences: NetlQ > Identity Manager > Prompts

Setting Description

Warn when downgrading server versions Prompts you when you select an earlier server
version for a project. If you downgrade, some
elements of your configuration might not work in
your target environment.

Warn when upgrading server versions Prompts you when you select a later server version
for a project. If you upgrade, some of your
configuration might not be deployable unless you
have this later server version in your environment.

Warn when another editor has updated files in Warns you that your project might be erased from

the same project space your workspace. The prompt occurs when
overwriting a file in the file system for notification
templates and policies.

Warn when deleting items from the outline view Confirms that you want to delete the selected
items.

Browser

You can use Designer to open a Web browser. After you enter the URL, Designer stores it. To change
the URL, type a new one in Preferences, then click OK.

Configuration

I»

+ “Genera

+ “eDir-to-eDir SSL/TLS” on page 499

on page 498

+ “Prompts” on page 501

Each driver has a startup parameter. If it is disabled, the driver never starts until you change the
setting. By default, Identity Manager drivers are disabled when you create them in the Modeler or
start Designer. You must start them manually.

For more information, see “Configuring Driver Sets” on page 78.

General

These general settings specify how drivers start up and how their global configuration values (GCVs)
act on specified target servers. The default state uses Disabled and Merge GCVs.
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Table 19-23 Preferences: NetlQ > Identity Manager > Configuration > General Tab Settings

Setting Description

Auto-Start The driver automatically starts after you create it
or whenever you start or load Designer.

Manual You must start the driver manually.

Disabled The driver never starts.

Merge GCVs on the target server during copy

Overwrite GCVs on the target server during copy

Set ECVs on all the Associated Servers during
package installation

Copies the GCVs from one driver/driver set to
multiple targets of the same type. For example,
you might configure GCVs on one driver and then
copy them to multiple drivers. You also have the
option of overwriting the target GCVs or merging
your source GCVs with the existing target driver
GCVs, if they exist.

Overwrites existing GCVs when they are copied to
the server.

Sets ECVs for all the associated servers during
package installation. If you disable the setting, the
ECVs will only be set to the selected server.

eDir-to-eDir SSL/TLS

This setting configures how two eDirectory drivers communicate with each other over a secure

channel. For more information, see “Configuring TLS for eDir-to-eDir Drivers” on page 434.

Table 19-24 Preferences: NetlQ > Identity Manager > Configuration > eDir-to-eDir SSL/TLS Tab Settings

Setting

Description

Preferred key size

Preferred secure hash algorithm

Preferred validity period

Specifies the preferred key size that is generated
when drivers are encrypted and stored in
eDirectory: 256, 384, 512, 768, 1024, or 2048
bytes.

Specifies the preferred hash algorithm to use when
encrypting drivers: SHA1-RSA, MD2-RSA, MD5-
RSA, SHA256-ECDSA, or SHA384-ECDSA.

* For 256 key size, Designer provides SHA256-
ECDSA algorithm.

* For 384 key size, Designer provides SHA384-
ECDSA algorithm.

SHA256-ECDSA and SHA384-ECDSA are Suite B-
compliant algorithms. For information about Suite
B, see Suite B Cryptography.

Specifies the validity period for a driver certificate,
ranging from 6 months to 10 years.
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Setting Description

Always overwrite existing certificates Specifies that existing driver certificates are
overwritten with each deployment. If you select
this option, Designer deletes existing certificates
and creates new ones. The new certificates are
then good for another two years (assuming the
default value is two years, as defined in the
Preferred Validity Period field.) If you select Live >
Create eDir-to-eDir Certificates, Designer deletes
old certificates and creates new ones.

Overwrite certificates only if they have expired Specifies that only expired driver certificates are
overwritten with each deployment. This is the
default setting. The default expiration length is two
years. If a certificate expires, SSL/TLS stops
working. If a certificate is expired, Designer deletes
it and creates a new one.

Never overwrite existing certificates Never overwrites driver certificates.

Restart drivers after building certificates Restarts drivers after certificates have been
updated or created.

When you create certificates, Designer reads the preferences, including Preferred Key Size, Preferred
Secure Hash Algorithm, and Preferred Validity Period. These options are also available through
Secure Connection Settings > Advanced TLS Configuration.

Figure 19-3 The Advanced TLS Configuration Dialog Box

- M
&l Preferences LEL
type filter text Configuration (=l v
> General
i . Help eDir-to-eDir SSL/TLS| Prompts
I a NetlQ Preferred key size:
> Designer [2048 v]
a4 Identity Manager
Configuration Preferred secure hash algorithm:
Document Generati [SHA]_-RSA ']

Entitlements Preferred validity period:
Import/Deploy

> Modeler llyears ']
> Policy Builder

Simulation Certificate overwrite policy
iManager

4 Package Manager
Custom Shims
License Defaults

Locaticns Defaults Restart drivers after building certificates
Online Updates

() Ahways overwrite existing certificates
@ Overwrite certificates only if they have expired

() Never overwrite existing certificates

NOTE: Designer reads these preferences after you first set them. If you subsequently change the
preferences by using the driver’s configuration page, those changes override the settings in
Preferences.

After you change default settings and click OK, that configuration information is recorded. When you
deploy the driver, Designer creates the certificates, or deletes and creates new certificates with a
new time stamp.
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Prompts

These settings specify how users are prompted to manage driver certificates on the target server. All

are selected in the default state.

Table 19-25 Preferences: NetlQ > Identity Manager > Configuration > Prompts Tab Settings

Setting

Description

Prompt to replace existing certificates

Prompt to merge/overwrite GCVs on target server
during copy

Prompt to create certificates after configuration

Prompt to overwrite existing settings and policies
from the Driver Configuration Wizard

Prompt when policy operations affect multiple
policy sets

Prompt for server selection on live driver actions

Prompts for errors when validating XML DTD for
all Policy Editors

Prompts the user to provide new certificates.

Prompts the user to merge or overwrite when
copying GCVs to the target server.

Prompts the user to create certificates after
configuring a secure connection.

In the Driver Configuration Wizard, prompts the
user whether to reset (overwrite) all driver settings
and policies.

Turns on and turns off a warning dialog box
associated with policy operations. The dialog box
appears when you move policies in a pre-3.5
environment and the move operation affects
multiple policy sets.

Any time you perform a live action on a driver
(such as starting or stopping the driver) it prompts
you to specify the server associated with the
driver.

Designer validates the policies you create against
the Identity Manager DTDs. This helps you verify
that the policies you create are valid.

Document Generation

The Document Generator comes with the following settings:

Table 19-26 Preferences: NetlQ > Identity Manager > Document Generation

Setting

Description

Automatically open the rendered file after
document generation.

If you have a PDF reader installed on your
workstation, the rendered file automatically opens
in the reader. If you have enabled the RTF format
and have a TRTF reader installed, the rendered file
automatically opens in the reader. The default is
On.

Show warning dialog box when the style is an
older version.

Displays a warning when generating documents on
out-of-version styles. The default is On.
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Setting Description

Warn me before overwriting existing file during  Displays a warning when overwriting previously
document generation generated files.

Enable RTF support Allows you to save documents to RTF format. The
default is Off.

Output XML source files Generates XML files as part of the document
generation process.

Document applications and drivers related to With this option selected, parent objects and

other selected items. direct child objects are included to give context to
the document. Deselecting this option excludes
direct children of the selected item. The default is
On.

Document Language Allows you to select a language other then English
in which to generate documents. Languages
include Chinese Simplified, Chinese Traditional,
Dutch, English, French, German, Italian, Japanese,
Portuguese Brazil, and Spanish. The default is
English.

Font settings Allows you to select the font you want to use for
document generation. This selection adds double-
byte font support. The default is the Arial font.

Entitlements

Controls whether or how often you receive a prompt whenever you add the DirXML-EntitlementRef
attribute to a driver filter. The default is Prompt me, but because this attribute is added only if it does
not already exist on the driver filter, you can select Always add it to not see the pop-up window.

You can also never add the attribute. However, the DirXML-EntitlementRef attribute is added only if
it does not already exist in the driver filter. If the attribute already exists, the options have no effect.

Import/Deploy

The Import/Deploy preferences window contains three tabs: Behaviors, Prompts, Trace and General.
The following tables describe their options.

+ “Behaviors” on page 502
+ “Prompts” on page 504
+ “Trace” on page 504

+ “General” on page 505

Behaviors

There are multiple sections in the Behaviors tab.
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Table 19-27 Preferences: NetlQ > Identity Manager > Import/Deploy > Behaviors (Import Settings)

Setting

Description

Perform prompt checking when running a driver
configuration file

Include application schema when importing
drivers

Displays the Do you wish to perform all
mandatory and required prompt checking when
running this Driver configuration file? prompt. If
you select Yes to the prompt, you must then enter
information in required fields while configuring the
driver. If you select No, you temporarily disable
this setting and can skip required fields.

Imports the eDirectory application schema when
you select this option. You might not want to
import all the associated data. The default is Off.
See “Importing a Schema” on page 312.

Table 19-28 Preferences: NetlQ > Identity Manager > Import/Deploy> Behaviors (Deploy Settings)

Setting

Description

Replace driver set/server associations when
deploying a driver set

Always deploy both drivers of an eDir-to-eDir
connection

Restart running drivers after deploying the driver

If you want driver set and server associations
when deploying, select this option. The default is
Off.

With this option selected, you are prompted to
deploy both sides on the connection. With both
drivers deployed, Deploy is integrated with the
creation of eDir-to-eDir certificates, if the
certificates are created in Designer. Deploy
adheres to the settings set in Preferences >
Designer for IDM > Configuration > eDir-to-eDir.
The default is On. This is the recommended
setting.

Restarts the driver after it is deployed. The default
is On.

Table 19-29 Preferences: NetlQ > Identity Manager > Import/Deploy > Behaviors (Summary Dialog)

Setting

Description

Show the summary dialog prior to performing an
import

Show the summary dialog prior to performing a
deployment

Filter passwords out of summary and compare
dialogs

Allows you to view what’s being imported in a
summary screen. The default is On.

Allows you to view what’s being deployed in a
summary screen. The default is On.

Select this box if you want to filter passwords out
of summary and compare dialog boxes.
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Table 19-30 Preferences: NetlQ > Identity Manager > Import/Deploy >Behaviors (Export Settings)

Setting

Description

Copy cross driver policy references into exported
configuration files

Selected by default, this option saves you the
trouble of manually inputting cross-driver policy
references.

Prompts

Table 19-31 Preferences: NetlQ > Identity Manager > Import/Deploy > Prompts Tab Settings

Setting

Description

Show dialog to export cross driver policy
references to configuration files

Show a warning dialog when overwriting a driver
set/server association

Show the dialog box to deploy both drivers of an
eDir-to-eDir connection

Show the dialog box to restart drivers after a
deployment

Selected by default. If you do not want to see a
dialog box about these references, deselect the
option.

Warns that the driver set being deployed has a
different server association than the server that
you are about to deploy to. The association in the
deployed driver set overwrites the existing server
association.

This is the default, and it is also the recommended
setting. With this option selected, you are
prompted to deploy both sides of the connection.

Selected by default. If you do not want to see a
dialog box about these references, deselect the
option.

Trace

Table 19-32 Preferences: NetlQ > Identity Manager > Import/Deploy > Trace Tab Settings

Setting

Description

Trace import and deploy event information

Generate debug messages for the Driver
configuration prompt dialog box

Show verbose debug messages

Time import and deploy operations

Deselected by default. If you need to troubleshoot
an import or a deploy, select this option, then
open the Trace view to inspect the import or
deploy.

Deselected by default. If you need to generate
debug messages, select this option.

Deselected by default. If you need to generate
verbose debug messages, select this option.

Deselected by default. If you need to time how
long it takes to import or deploy an object, select
this option.
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General

Identity Manager allows you to configure the limit for displaying results while browsing the Identity
Vault. For example, if you are defining a security equivalence for a driver, the Browse Identity Vault
window displays the number of users or groups based on the configured limit.

To configure the display result limit, browse to Windows > Preferences > NetlQ > Identity Manager >
Import/Deploy > General tab and set the value in Identity Vault browser max results to return field.
The default value is 7000.

Modeler

The Modeler preferences window contains seven tabs: Behaviors, Display, Guidance, Layouts, Pages,
Prompts, and Themes. The following tables describe their options.

Additionally, the following preferences categories appear as Modeler sub-pages:
+ “Dataflow Page” on page 507

+ “Palette Page” on page 507

Table 19-33 Preferences: NetlQ > Identity Manager > Modeler > Behaviors Tab Settings

Setting Description

Auto-create servers when connecting a drivertoa Automatically creates a server for a driver set

different driver set when you connect a driver to a different driver set.
Launch the driver Properties dialog box Launches the driver’s Properties page.
Show the driver’s Policy Flow view Displays the driver’s Policy Flow diagram in the

Outline view.

Table 19-34 Preferences: NetlQ > Identity Manager > Modeler > Display Tab Settings

Setting Description

Show labels by Applications and Identity Vaults ~ Shows labels below applications (in both modes)
(Architect. mode) and above Identity Vaults (Architect mode only).
Show driver icons in Developer mode Displays a driver icon ﬁp‘ on the line that
represents a driver in the Modeler.

Show password icons in Developer mode Displays a password syncicon . below a driver
icon in the Modeler.

Auto-expand Identity Vaults to fit contents Causes Identity Vaults to expand to accommodate
objects that you place in them.

Auto-shrink Identity Vaults to fit contents Causes Identity Vaults to shrink when you remove
objects from them.

Auto-size Identity Vaults to fit their titles Enables vaults to expand horizontally, to
accommodate long titles. Otherwise, the titles
concatenate after approximately 20 characters.
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Setting Description

Grid Width Increases or decreases cells in the Modeler’s grid.
To access the grid, select the Modeler, then click
View > Grid.

Table 19-35 Preferences: NetlQ > Identity Manager > Modeler > Guidance Tab Settings

Setting Description

If an Identity Vault doesn’t already exist, one will Creates an Identity Vault when you drag or drop an
be created when you drop the application application from the palette into the Modeler.

eDir-to-eDir connection tip, when you’ve Prompts you to connect a line directly between
connected the same eDir app to two driver sets  the end driver sets when you set up an eDir-to-
eDir relationship.

Setting dataflows in architect mode will default ~ Sets policy and schema settings to defaults when
all policy and schema settings you set data flows in architect mode. To edit the
settings, use the Developer mode.

Saving Dataflow to disk will first force a project Requires you to save a project before you can save
save a dataflow to disk.

Table 19-36 Preferences: NetlQ > Identity Manager > Modeler > Layouts Tab Settings

Setting Description

Default Layout for Applications on Import Specifies the default layout for application objects
when you import a project into Designer.

To arrange an existing project in a particular layout:

1 In the Modeler, right-click a driver set.
2 Select Arrange Applications.

3 Select a layout.

Table 19-37 Preferences: NetlQ > Identity Manager > Modeler > Pages Tab Settings

Setting Description
Check the additional Modeler pages you want Determines whether the Architect, Dataflow, and
visible Table pages display as tabs at the bottom of the

Modeler. The Developer mode is always enabled.
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Table 19-38 Preferences: NetlQ > Identity Manager > Modeler > Prompts Tab Settings

Setting

Description

Show the Driver Config Wizard at connection
time

Confirm when a driver is being deleted

Launches the Driver Configuration Wizard when
you drag or drop an application in the Modeler.

Provides a Yes/No prompt for you to choose
whether you want to delete the driver and its
policies.

Table 19-39 Preferences: NetlQ > Identity Manager > Modeler > Themes Tab Settings

Setting

Description

Developer

Architect

Specifies the theme for Developer mode. Themes
define the colors used for background, text, line,
domain group background, and domain group title
in the Modeler.

Specifies the theme for Architect mode. Themes
define the colors used for background, text, line,
domain group background, and domain group title

in the Modeler.

Dataflow Page

Specifies the number of columns per page that the Dataflow editor saves in the HTML reports.

To view or use the Dataflow editor, select the Dataflow tab in the Modeler.

Figure 19-4 The Dataflow Tab

1
& Developer | [ Architect f'* Dataflow Table

Palette Page

The Palette page includes the following settings:

Table 19-40 Preferences: NetlQ > Identity Manager > Modeler > Palette

Setting

Description

Arrange applications in folders

Arrange applications in an alphabetical list

Displays folders (for example, Database) in the
palette and places applications in appropriate
folders.

Places all applications into one folder in the
palette, and lists the applications alphabetically.
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NAT Mapping

If the server associated with your driver set is located in a private network, Designer provides an
option to map the server’s local IP address to an external IP address in a NAT (Network Address
Translation) environment. Designer (LDAP) allows a one-to-one mapping between the local and
global IP addresses.

To import or deploy server specific values, Designer (LDAP) creates a separate connection with each
server associated with the driver set. When you add a new server to the driver set, Designer (LDAP)
obtains the IP address of the server stored in the Identity Vault before connecting to the server. If the
server resides in a private network, the connection succeeds only when the IP address of the server
is mapped to an external IP address. After NAT mapping is configured for the server, Designer (LDAP)
uses the mapped external IP address of the server to establish a connection with the server.

To add a new mapping entry, go to Preferences and click Window > Preferences > NetlQ > Identity
Manager > NAT Mapping.

1. CIicki icon.

4 Preferences L | B o

t}-‘pefilterta‘t MNAT Mappi“g - r v
- General
- Help ar
a NetlQ
> Designer
4 Identity Manager
Configuration

Internal Address Mapped To

Document Generati
Entitlements
Import/Deploy
Maodeler

MAT Mapping

> Policy Builder

Simulation
iManager
- Package Manager
> Provisioning
Validation
» Web
» XML

o = = s [F'.estore Defaults] [ Apply ]

@ [ ok || cancel |

2. Inthe window that displays, specify the internal and external IP addresses that you want to map
to each other.
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3. Click OK.
4. Click Apply to exit the Preferences page.

Alternatively, add the external IP address in a text file and place itin/ opt / neti g/ t ool s/
Desi gner/configurationorC:\netiqg\idm apps\ Desi gner\confi gurati on directory.
For the change to take effect, restart Designer.

Port Mapping

NAT mapping allows you to map only the internal address to the external address. With Port
Mapping, you can now add the port number for the internal and external addresses. You can specify
the port numbers in the address fields.

If the port number is unspecified, the default port number will be based on the value that you
specified during the Identity Vault Configuration. For example, the port number will be defaulted to
636 for secure connections and 389 for non-secure connections.

Policy Builder

The Policy Builder preferences page includes the following settings:

Additionally, the following preferences categories appear as Policy Builder sub-pages:

Table 19-41 Preferences: NetlQ > Identity Manager > Policy Builder

Setting Description

Localize actions, conditions and tokens Translates the names of policy actions, conditions
and tokens into the selected Designer language.
When this option is not selected, policy actions,
conditions and tokens display in English.

Include project name in title Includes project name in the title.

Expand all rules when the Policy Builder is loaded Automatically expands rules in the Rules pane
when you open the Policy Builder.

Show version/author/last changed information  Adds additional fields in the Rule Inline editor
(available when you double-click a rule.) Designer
adds the information from these fields to the

policy.

+ “Policy Description” on page 509

Policy Description

The Policy Description preferences page includes the following settings:
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Table 19-42 Preferences: NetlQ > Identity Manager > Policy Builder > Policy Description

Setting

Description

Expand the Policy Description field

Number of rows of text to display

Policy Description position on the page

Automatically expands the Policy Description field.
You can hide the field by selecting the check box.

Determines how many rows to display in the Policy
Description field. The default is 10.

Places the Policy Description field above or below
the Rules pane.

Simulation

The Simulation preferences page includes the following settings:

Table 19-43 Preferences: NetlQ > Identity Manager > Simulation

Setting

Description

Directories: Java Extensions

Referenced Directories

Options: Clear the policy simulation log file prior
to performing a simulation

Options: Show the information prompt when a
query is generated

Options: Notify user when converting the Input
Document schema

Enables you to simulate policies that contain
references to external Java extensions. Specify the
. j ar file or the directory where the . j ar fileis
located to add it to the class path.

You can specify multiple Java extensions.

A reference directory table and a new
configuration option to specify the current
working directory have been added in the
Simulation preferences page.You can add
directories through this table when they need to
be included in the Simulator's classpath. The
configuration or reference files in the directory are
available at runtime while simulating the policy.

Automatically clears the log file. If you don’t
enable this setting, Designer displays a Clear Log
icon that you can use. If you do many simulations
in succession, you might want to disable this
option. The log file then captures and displays the
events of all the tests, until you click Clear Log.

Displays a prompt when the Simulator generates a
query. It simulates what the engine would do
when a query is required to process the policy.

Notifies a user when the Policy Simulator must
convert the Application schema to the ID Vault
schema, or vice versa. This is typically necessary
when changing the input document’s simulation
point.
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iManager

The iManager preferences page includes the following settings:

Table 19-44 Preferences: NetlQ > Identity Manager > iManager

Setting Description
iManager URL The IP address and port for the iManager server.
Show NetlQ iManager Information Dialog Prompts you for the URL to the iManager server

after you select Tools > iManager. If the URL is
missing or incorrect, iManager is unable to launch.

Package Manager

The following options allow you to manage packages in Designer. You access the preferences page
through Windows > Preferences > NetlQ > Package Manager.

*

*

“Auto Imports” on page 511

“Custom Shims” on page 512
“License Defaults” on page 513
“Locations Defaults” on page 513
“Online Updates” on page 513
“Package Based Policies” on page 514

“Vendor Information” on page 515

Auto Imports

This setting allows you to change how Designer imports package updates into the package catalog.
When there are updates to packages that have not been imported into the package catalog, select
how you want Designer to handle these updates.
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Table 19-45 Preferences: NetlQ > Package Manager > Auto Imports

Setting Description

Do not import packages when a project opens Designer does not prompt you to import updated
packages into the package catalog. If there are
package updates that need to be imported, you
must manually import these packages before they
can be installed. For more information, see
“Importing Packages into the Package Catalog” on

page 180.
Prompts to import packages when a project If there are package updates, every time you open
opens the project, you are prompted to import the

package updates into the package catalog.

Automatically import packages when a project If there are package updates, every time you open
opens the project, Designer automatically imports the
package updates into the package catalog.

Custom Shims

Allows a developer to specify information about a custom driver shim. The information is used as a
template so that a developer does not need to specify this information repeatedly when creating a
package.

Table 19-46 Preferences: NetlQ > Package Manager > Custom Shims

Setting Description

Display Name Displays the driver name and version in the driver manifest. This name can
change with each release of the driver.

Shim ID Associates the driver with the shim file in the driver manifest. This ID never
changes.
Driver Palette ID This ID associates the driver shim with a certain types of drivers. This allows

you to group packages together. For example, if your driver palette ID
associates your custom driver with the JDBC driver, your packages are
available for installation if the customer has a JDBC base package installed.

To add a custom shim:

1 Click the Add shim type icon <.

2 Specify the display name for the driver shim.

3 Specify the shim ID for the driver shim.

4 Specify the driver palette ID for the drivers you want this custom shim to be associated with.

5 Click Apply.
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License Defaults

If you have a license for packages you are developing, you can specify that information in this
preference page, so that each time you create a new package you don’t need to specify that
information again.

To add a license:

1 Click Browse, then browse to and select your license file.

2 Click Apply.

Locations Defaults

This option allows you to specify your package development directories so that you don’t need to
specify this information each time you create a new package.

Table 19-47 Preferences: NetlQ > Identity Manager > Package Manager > Location Defaults

Setting Description

Build Directory This directory is where you build packages.

Import Directory This directory contains all imported packages.

Localization Directory This directory contains all of the packages that are localized.
Publish Directory This directory contains all packages ready to publish.

Online Updates

The following settings configure how packages are updated online:

Table 19-48 Preferences: NetlQ > Package Manager > Online Updates

Setting Description

Do not check for updates Designer does not automatically check for
updates. With this option selected, you need to
manually check for updates by clicking Help >
Check for Package Updates in Designer’s toolbar.

Prompt to check for updates on startup Designer prompts you to check for package
updates when it starts.
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Setting Description

Automatically check for updates on startup Designer checks for any package updates when it
starts.

NOTE: This options fails if a custom site requires
authentication and the authentication information
has not been added in DesignerDesigner.

You add the authentication information into
Window > Preferences > General Settings >
Network Connections. For more information, see
“Network Connections” on page 488.

Notify me when no updates are available If there are no package updates, Designer returns a
message stating that no updates are available.

Package Update URLs Lists the URLs where Designer checks for package
updates. Partners can add their own URLs for
custom packages. For more information see,
“Releasing and Publishing Packages” on page 240.

Add URL < Allows you to add the vendor’s name and URL for
publishing custom packages. For more
information, see “Releasing and Publishing
Packages” on page 240.

Edit URL # Allows you to edit the vendor’s name and URL for
publishing custom packages.

Delete URL % Deletes the select URL from the list of URLs.
Restore Defaults Restores all settings to their default values.
To add a URL:

1 Click the Add URL icon <.
2 Specify the vendor of the package and the URL where packages are available for download.
3 Click OK.

Package Based Policies

When a user modifies a policy object that belongs to a package, Designer marks the object as being
customized. You can configure Designer to warn users that this occurs when they modify a package-
based policy object. This setting is enabled by default.

To configure how Designer displays a warning when a user opens a policy that belongs to a package:

1 In the Preferences window in Designer, expand NetlQ > Package Manager and click Package
Based Policies.

2 If you want to disable the warning, select Do not prompt for policy customization on opening
package based policies.
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3 If you want to enable the warning, select Prompt for policy customization on opening package
based policies.

4 Click OK.

Vendor Information

Allows you to specify your vendor information for your packages in one location, instead of
specifying the information each time you create a package. For more information, see “Creating
Feature Packages” on page 229.

Table 19-49 Preferences: NetlQ > Package Manager > Vendor Defaults

Setting Description

Vendor > Name Specify the vendor name. If this is for internal consumption, specify the name
of your company.

Vendor > Address Specify the address for the vendor or your company.

Vendor > URL Specify the URL of the vendor your company.

Vendor > eMail Specify an e-mail for the vendor or your company.

Contact > Name If there is a specific contact person for this package, specify the name.

Contact > eMail If there is a specific e-mail address for the contact person, specify it in this field.
Provisioning

You can customize some Provisioning view behaviors by setting preferences. You access the
preferences page through Windows > Preferences > NetlQ > Provisioning. The following table
explains the settings on Provisioning preferences main page.

Table 19-50 General Preferences

Setting Description

Prompt for deletion of When this option is selected and you delete a User Application from the

User Application Modeler, Designer asks whether to delete the provisioning objects on disk

Configuration as part of the delete operation. By default, the provisioning objects are left
on disk, even if the User Application is deleted.

Set delete from Identity  When you delete an object in the Provisioning view or the directory

Vault as default for all abstraction layer editor, you are prompted to confirm the deletion. This

“Confirm Delete” dialogs preference determines whether the check box labeled Delete object in
Identity Vault on deploy in the confirmation dialog box is selected by
default.

Selecting this preference means the default is to delete the Identity Vault
object. The local object is always deleted.
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Setting

Description

Show Provisioning View
when new User
Application is created or
imported

Show Tooltips in
Provisioning view

Show Categories in
Provisioning view

Show all localized e-mail
templates

Validate display names
for supported locales

Prompt before
performing query on Role
Entitlement

Identity Vault Connection
Timeout (in milliseconds)

Select this option if you want Designer to launch the Provisioning view
when you create a new User Application driver or import an existing User
Application driver.

Select this option to enable (the default) tooltips in the Provisioning view.

Select this option so Designer displays provisioning request definitions
organized by category. You specify the category in the Overview panel.
Categories are defined in the Provisioning Category list defined in the
directory abstraction layer.

Select this option so Designer displays all localized e-mail templates as
selectable options in the E-Mail notification tab. The Java language code is
appended to the name of the e-mail template. For example,
cn=Provisioning Notification Activity_es, cn=Default Notification
Collection,cn=security indicates this is the Spanish language version of this
template.

When you select a localized template, that language is used regardless of
the user’s default language. When you select the default template (the
template without a locale code), the e-mail is in the user’s default language
(if the default is a supported language).

Select this option if Designer should validate display names. It ensures
uniqueness of the display name within a locale, and that a display name is
supplied (not blank) for each locale.

Applies to display names defined by using the directory abstraction layer
editor, provisioning request editor, or provisioning teams editor.

When this option is selected, and you click Run query in the Identity Vault,
Designer informs you that the query can take a long time to execute. It
prompts to run the query or not. If this option is not selected, Designer
runs the query and does not prompt you.

The amount of time (in milliseconds) for Designer to connect to the Identity
Vault. When it is set too low, you might encounter an error when setting
Trustee Rights on a provisioning request definition or when trying to access
the Identity Vault through the ECMA expression builder.

The following sections explain the additional preferences settings for provisioning:

+ “Import/Deploy Preferences” on page 517

+ “Migration Preferences” on page 517

+ “NetlQ Integration Manager” on page 518

+ “Validation Mask Preferences” on page 518

+ “Workflows Preferences” on page 518
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Import/Deploy Preferences

Table 19-51 Import/Deploy Preferences

Setting

Description

Import > Delete local
object on import
when object has been
deleted in Identity
Vault

Import > Prompt
whether to overwrite
runtime configuration
on import from file

Import > Prompt to
import role catalog

Deploy > Allow
deployment of objects
with validation errors

Select this option for Designer to delete local objects if the corresponding
Identity Vault objects were deleted. This ensures that the Identity Vault and
local files are in sync. Deselect this option if you want to leave the local files
alone.

Select this option if you are importing the driver from a test environment and
want to deploy to a production environment. The User Application driver
runtime relies on objects stored in the driver that you are not able to access in
Designer. If you deploy a driver that does not contain these objects, it does not
work properly. Deselect this option if you are importing the driver, modifying
it, and deploying it back to the same driver set because the driver already has
the runtime configuration objects.

Select this option if you want a prompt to appear to import role catalog.

Select this option if you want to deploy objects that fail validation checks. At
deployment, Designer validates the definitions being deployed following the
validation rules outlined in “Deployment and Versions” in the Net/Q Identity
Manager - Administrator’s Guide to Designing the Identity Applications.

Deselect this option to prevent deployment of definitions that fail validation.

WARNING: Deploying objects that fail validation can result in errors in the User
Application runtime.

Migration Preferences

Table 19-52 Migration Preferences

Setting

Description

Show warning about
Identity Vault schema
changes

Always deploy (un-
deployed) User
Application Driver

Show warning that
editors will be closed

When you select Migrate, Designer displays a dialog box warning you that
schema changes (needed to support new features) must be made before you
can deploy the migrated driver. If the updates have not been made, cancel the
migration until they are complete. If you don't want to see this warning when
you select Migrate, deselect this option.

Applies to User Application drivers that have not been deployed to the Identity
Vault (for example, User Application drivers imported from a driver
configuration file). When you migrate an undeployed User Application driver,
Designer prompts you to deploy the driver. Select the Always deploy (un-
deployed) User Application driver option if you always want Designer to
deploy the User Application driver, and do not want the dialog box displayed.

When you select the Migrate command, Designer warns you that all editors
will be closed. Select this option if you don’t want this warning displayed each
time you choose the Migrate command.
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NetlQ Integration Manager

The NetlQ Integration Manager is used by the User Application workflow engine to provide
Integration Activity support.

Validation Mask Preferences

Table 19-53 Validation Mask Preferences

Setting Description

Validation Mask Table Use this to define the validation masks available to form controls. Validation
masks are regular expressions and must follow regular expression syntax.

Designer provides a default set of validation masks. If they do not display
validation masks in the form controls property sheets, enable them by clicking
Restore Defaults, then clicking Apply.

Workflows Preferences

Table 19-54 Workflow Preferences

Setting Description

Form Templates Use this dialog box to remove or preview existing form templates.

Diagram Preferences  Show Activity Id: Select this preference when you want the Workflow tab of
the provisioning request definition editor to display the Activity IDs for each
activity in the flow. Activity IDs are used by the ECMA expression builder and
are written to the User Application’s error logs.

Show Flow Path Types: Select this preference when you want the Workflow
tab of the provisioning request definition editor to display the Flow Path Types
for each activity in the flow. Flow Path Types are used by the ECMA expression
builder and are written to the User Application’s error logs.

Validation

The Validation setting is an Eclipse setting that allows you to validate your project. For more details,
see the Eclipse documentation (http://help.eclipse.org/kepler/index.jsp).

Table 19-55 Preferences: Validation

Settings Descriptions

Allow projects to override these preference Allows your project to override these preferences
settings settings.

Suspend all validators Allows you to suspend all validation actions that

are performed on your project.
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Settings Descriptions

Save all modified resources automatically prior to Saves any modified resource prior to running a

validating validation. This option is not selected by default.
Show a confirmation dialog when performing Allows you to display a confirmation dialog when
manual validations performing a manual validation.

Selecting validators The following validators run when a validation is

performed. By default all validators are selected.

+ DTD Validator
¢ HTML Syntax Validator
* MoudleCoreValidator

* XML Validator

Restore Defaults Restores all of the settings back to the default
values.

Web

The Web preference lets you specify how Designer should handle the editing and creations of CSS
and HTML files.

¢ “CSS Files” on page 519
¢+ “HTML Files” on page 520

CSS Files

The CSS Files preferences allow you to specify how Eclipse displays and manages CSS files. This is an
Eclipse option; for more details, see the Eclipse documentation (http://help.eclipse.org/kepler/
index.jsp).
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Table 19-56 Preferences: Web > CSS Files > Editor

Setting

Description

Formatting: Line width

Formatting: Insert line break between properties

Formatting: Disable wrapping in style attribute of
HTML

Formatting: Indent using tabs > or spaces
Formatting: Indentation size

Formatting: Capitalization style

Specifies the number of characters in a line.

Specifies whether the editor should insert a line
between the CSS properties.

Specifies whether the HTML editor (used in the e-
mail notification template editor) should allow
wrapping of the value of a style attribute.

Specifies how the first line of text indents.
Specifies the size of the indent.

Specifies the default case for identifiers, property
names, and property values.

+ “Syntax Coloring” on page 520
+ “Template” on page 520

Syntax Coloring

Table 19-57 Preferences: Web > CSS Files > Editor > Syntax Coloring Settings

Setting

Description

Syntax Element

Foreground/Background/Bold/Italic/
Strikethrough/Underline

Sample Text

Choose the content type for which you want to
define a style.

Specifies the syntax highlighting and formatting for
individual CSS elements.

Displays sample CSS with the selected syntax
coloring options.

Template

Eclipse allows you to use a template file for the initial content of your cascading style sheets (CSS).
The CS files are used to format the content in the Eclipse program. You can either create a new CSS
file or import and existing CSS file through this page to use as a template. For more information, see
the Eclipse documentation (http://help.eclipse.org/helios/index.jsp).

HTML Files

The HTML Files preferences allow you to specify how Designer displays and manages HTML files and
content. This is an Eclipse option; for more details, see the Eclipse documentation (http://

help.eclipse.org/helios/index.jsp).

Setting Preferences


http://help.eclipse.org/helios/index.jsp
http://help.eclipse.org/helios/index.jsp

Table 19-58 Preferences: Web > HTML Files

Preference Description
Creating or saving files: Line Choices are:
Delimiter

¢+ Windows

+ Unix

* Mac

+ No translation

Creating files: Add this suffix Specifies the file suffix the editor should add when creating a new
file. The defaultis ht m .

Creating files: Encoding Specifies the editor’s encoding for new files.

Loading files Choose the encoding for files opened in the editor. Click Use
workbench encoding to accept the default UTF-8, or select one
from the list.

+ “Editor” on page 522
+ “Validation” on page 523
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Editor

Table 19-59 Preferences: Web > HTML Files > Editor

Setting

Description

Formatting: Line Width

Formatting: Split multiple attributes each on a
new line

Formatting: Align final bracket in multi-line
element tags

Formatting: Clear all blank lines

Formatting: Indent using tabs or spaces
Indentation size

Content assist: Automatically make suggestions

Content assist: Prompt when these characters are
inserted

Preferred markup: Tag Names/Attribute Names

Specifies the number of characters for each line.

Specifies what the editor should do with multiple
attributes.

Specifies what the editor should do with final
brackets

Specifies what the editor should do with blank
lines

Specifies whether the indent should be using tabs
or spaces, and also specifies the indentation size.
Specifies whether to do automatic code

completion.

Specifies the characters that initiate the content
assist.

Specifies if the editor’s suggestions should be in
uppercase or lowercase.

+ “HTML Styles” on page 522
¢+ “HTML Templates” on page 523
+ “Typing” on page 523

HTML Styles

Table 19-60 Preferences: Web > HTMIL Files > Syntax Coloring

Setting

Description

Syntax Element

Foreground/Background/Bold/Italic/
Strikethrough/Underline

Sample Text

Choose the content type for which you want to
define a style.

Specifies the syntax highlighting and formatting for
individual CSS elements.

Displays sample CSS with the selected syntax
coloring options.
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HTML Templates

Table 19-61 Preferences: Web > HTML Files > Templates Settings

Setting Description

Templates The templates are used in the code completion in the source editor.
Use this preference to add, remove or edit templates.

Typing

Table 19-62 Preferences: Web > HTML Files > Typing

Settings

Descriptions

Automatically close: Comments

Automatically close: End tags

Automatically remove: End tags

The HTML editor automatically closes any comments added to the
HTML file.

The HTML editor automatically closes any end tags in the HTML
file.

The HTML editor automatically removes any end tags when
creating empty self-closing tags.

Validation

Allows you to define how the HTML editor validates the HTML markup. You can set each validation

to a warning, error, or to ignore the problem. You can set these options for the following items:

*

*

XML

The XML preferences lets you specify how Designer should handle editing and creation of an XML

Elements

Attributes

Document Type
Comments

CDATA Sections
Processing Instructions
Entity References

Text Regions

catalog and XML files. This an Eclipse option; for more details, see the Eclipse documentation (http:/
/help.eclipse.org/kepler/index.jsp).

+ “XML Catalog” on page 524
+ “XML Files” on page 525
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XML Catalog

The XML Catalog preferences allow you to manage the WST XML catalog implementation. You can
add, edit, or delete user-specified catalogs. You cannot use this preference to manage the plug-in
specified entries.The XML editor uses the WST XML catalog implementation to resolve XML schema
and DTD references for associating URLs, system, and public identifiers with URLs.

Figure 19-5
h:ﬂ Preferences 5 |
type filter text XML Catalog =T r -
+ General
. Help XML Catalog Entries
’ NE}_dQ . User Specified Entries Add...
Validation Plugin Specified Entries
» Web Edit...
4 XML
XML Catalog Remove

» XML Files
Reload Entries

Details

@ OK ] [ Cancel

To add a user-specified entry:

1 Click Add.
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Location:

Key Type: | Public 1D v
Ky

A Specify alternative web address

Mext Catalog

Cancel
2 Fill in the fields as follows:

Field Description

Location Specify a location on disk or a URL of the schema or DTD. Use the Search
icon to search Designer’s workspace or the file system.

Key Type Specify the key type. Values are public identifiers for DTDs or URIs for XML
schemas.

Key Specify a unique key.

Specify alternative  Optionally, specify an alternative Web address for locating the schema or
web address DTD.

3 Click OK to save.

XML Files

You can set the following general XML File preferences:
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Table 19-63 Preferences: XML > XML Files

Setting

Descriptions

Creating files: Add this suffix
Creating files: Encoding:

Creating files: IANA

Validating files: Indicate when no grammar is
specified

Validating files: Process XML Inclusions

Add a suffix to the file. The default is XML.
Select the encoding used by the user.

The IANA name is used in the encoding statement
of the XML file.

Specifies whether to display a warning when no
grammar (such as XML Schema or DTD) is
associated with the XML document.

If the XML file contains inclusions (snippets from
an HTML file used to create the dynamic HTML
page), process these inclusions.
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Editor

Table 19-64 Preferences: XML > XML Files > Editor

Category

Preference

Description

Formatting

Content Assist

Grammar
constraints

Line width

Split multiple attributes each on a new
line

Align final bracket in multi-line

element tags

Preserve whitespace in tags with
PCDATA content

Clear all blank lines

Indent using tabs/ or spaces
Indentation size

Automatically make suggestions

Prompt when these characters are
inserted

Suggestion strategy

Use inferred grammar in absence of
DTD/Schema

Specifies the number of charactersin a
line. The default is 72.

Specifies how attributes are formatted
(whether to show each attribute on a
separate line).

Allows you to align the final bracket
“>"” in multi-line element tags.

Specifies whether to preserve any
white spaces that are in tags
containing PCDATA content.

Specifies whether blank lines are
removed when formatting.

Specifies whether to use tabs or spaces
as indentation and indentation size.

Specifies whether to do automatic
code completion.

The list of characters that initiate code
completion.

Specifies whether to use Lax or Strict
grammar when making suggestions

Specifies whether to display code
completion suggestions based on
existing content of the XML document.

+ “Syntax Coloring” on page 527

+ “XML Templates” on page 528

+ “Typing” on page 528

Syntax Coloring

The XML syntax coloring lets you specify the syntax highlighting (foreground and background color)
and the text formatting for individual XML constructs.

Setting Preferences
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Table 19-65 Preferences: XML > XML Files > Syntax Coloring Settings

Setting Description

Syntax Element Choose the content type for which you want to
define a style.

Foreground/Background/Bold/Italic/ Specifies the syntax highlighting and formatting for
Strikethrough/Underline individual CSS elements.
Sample Text Displays sample CSS with the selected syntax

coloring options.

XML Templates

Use the XML Templates preference page to define XML templates. The templates are used in the
code completion in the XML Source editor. For example, selecting the XSL Processi ng

I nstructi on template in the code completion inserts <?xmn - st yl esheet type="text/xsl"
hr ef =" ?" > in the source editor and places the cursor in the hr ef value.

Typing

Table 19-66 Preferences: XML > XML Files > Typing

Settings Descriptions

Automatically close: Comments The HTML editor automatically closes any comments add to the
HTML file.

Automatically close: End tags The HTML editor automatically closes any end tags in the HTML
file.

Automatically remove: End tags ~ The HTML editor automatically removes any end tags when
creating empty self-closing tags.
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O Best Practices

This section includes some tips and best practices for using Designer.

*

To enhance Designer performance, remove any unused packages from the package catalog. To
do so, right-click package catalog and then select Remove Unused Packages. For more
information, see “Removing Packages from the Package Catalog” on page 191.

Retain only the required packages in Designer. To do so, use the Manage Packages option in
Designer. For more information, see “Managing Installed Packages” on page 181.

Have minimal projects in the workspace. Ensure to close or disable the projects with User
Application Driver on which you are not working on.

When you are working on User Application objects, close the Outline view and use the
Provisioning view. When you are not working on User Application objects, close the
Provisioning view and use the Outline view.

Open only limited number of editors in Designer, to minimize the memory consumption.
Alternatively, you can increase the default maximum memory settings in the Desi gner . i ni
file.

In the Outline View, collapse all drivers and objects that you are not working on. This improves
the Designer performance while opening a new editor or a policy.

Run the Garbage Collector when Designer is slow and the memory consumption is high. For
more information, see “Freeing Heap Memory” on page 540.

Before you import data into an empty project, it is recommended that you navigate to Windows
> Preferences > NetlQ > Identity Manager > Import/Deploy > Behaviors > Summary Dialog and de-
select the Show the summary dialog prior to performing an import check box. This improves
Designer performance while importing data. Once the data import process is completed, you
must select the Show the summary dialog prior to performing an import check box again.

Do not use the special character * in the server context in iManager. When the server context
has * in it’s name, and the project containing that server is imported into Designer, Designer
does not import the project as intended. Instead, Designer displays two entries with the same
name.

If you want to delete a form, ensure that you close the form before proceeding with the delete
operation.

(Conditional) This applies if you are on Designer 4.8.3 or latest versions.

Before replacing a string in Designer using the Search/Replace operation, ensure that you
resolve any discrepancies manually in the XML file. The Replace operation does not validate the
XML file before performing the operation.
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1 Troubleshooting Designer

+ “Running the Project Checker” on page 532

+ “Viewing the Error Log” on page 532

¢ “Turning on Trace Messages” on page 534

¢ “Checking Loaded Plug-Ins” on page 535

+ “Deploying Identity Manager Objects” on page 536
+ “Display Issues” on page 538

+ “Freeing Heap Memory” on page 540

+ “Project Files Are Not Encrypted” on page 541

¢ “Users Cannot Import and Check In Multiple Instances of the Same Package Under Version
Control” on page 541

+ “Drivers Not Associated with Base Packages After Live Import” on page 541
+ “Error Messages and Solutions” on page 543
+ “Reporting Bugs and Giving Feedback” on page 554

+ “Designer Does Not Deploy the Global Configuration Attribute on a Driver or a Driver Set” on
page 555

+ “Designer Takes Too Long To Deploy a Driver or a Driver Set” on page 555

+ “Manually Removing Invalid Designer Shortcut from mac Launchpad” on page 555

+ “Unable to Launch Designer Application on Mac” on page 556

+ “Designer Fails to Deploy Driversets of Mixed Versions of Identity Manager” on page 556
+ “Designer Does Not Respond If The Project Name Contains a Space” on page 556

+ “Designer Fails on Linux to Open Data Item Mapping of a Workflow Activity Containing Non-
ASCII Characters” on page 557

+ “Importing a Workflow Created Using Older Version of User Application Driver” on page 557
+ “Form Builder Does Not Launch Properly From Designer on Linux Platforms” on page 557
+ “Unable to Deploy Large PRDs” on page 558

+ “Unable to Connect to the Git Repository After Committing Package Changes for the Second
Time” on page 558

+ “Unable to Launch Form Builder on Linux Platforms” on page 559
+ “Modifying The src Attribute Used in a Policy” on page 559
+ “Modifying the do-create-resource Action Manually to Use REST API” on page 560
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Running the Project Checker

Designer provides a Project Checker tool to check your project. The project can be checked at any
time, but you should run the Project Checker before deploying your project. The Project Checker
checks for proper design, contexts, server associations, policies, missing user data, and dependency
problems that would cause the deployment of project into the Identity Vault to fail. It only checks
the objects in Designer; it does not check the current objects in the Identity Vault.

To learn more about the Project Checker, see “Checking Your Projects” on page 428.

Viewing the Error Log

If something isn’t working, messages written to the error log might help you. The log is named . | 0g.
It is a hidden file.

To view the error log, you can use menus or browse the file system.

+ “Browsing the File System” on page 532
+ “Using Menus” on page 532

+ “Event Details” on page 533

¢ “Customizing Filter Settings” on page 533

Browsing the File System

1 Browse to your Designer workspace.

In Windows, the log file is typically in subfolders in the / ecl i pse/ wor kspace/ . met adat a
directory.

In Linux, the log file is typically in the Hone directory, in the /ecl i pse/ wor kspace/
. et adat a directory.

2 Open the log file.

Using Menus

1 Select Window > Show View > Other > PDE Runtime > Error Log.

2 Click OK.

If you view the log through the application, a list of messages displays. For a description of the icons
located in the upper right corner of the Error Log view, see “Error Log View” in Understanding
Designer for Identity Manager.

The following options are available when you right-click inside the Error Log view:
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Table 21-1 Right-Click Options in the Error Log View

Operation

Description

Copy

Clear Log Viewer
Delete Log

Open Log
Restore Log
Export Log
Import Log

Event Details

Enables you to copy event details to the clipboard.

Clears all the entries in the Error Log viewer.

Deletes all items in the Error Log.

Opens an error log entry.

Enables you to restore log entries that have been previously cleared.
Enables you to export the Error Log to a location on the file system.
Enables you to import a file from the file system to the Error Log.

Opens the Event Details window.

To sort messages in the Error Log view, click the appropriate header bar.

Event Details

To view event details, double-click an error log message or right-click an error log message, then click

Event Details.

The following options are available in the Event Details window:

Table 21-2 Event Details Window

Operation Description

Date Displays the date and time the error occurred.
Severity States the severity of the error.

Message Displays the message of the error.

View Details of Previous Event

Copy
Exception Stack Trace

Session Data

Up and down arrows that enable you to scroll through the event
details of each event in the error log.

Enables you to copy event details to the clipboard.
Displays Exception Stack Trace (if available).

Provides relevant session data.

Customizing Filter Settings

To access the Log Filters window:

1 On the Error Log view toolbar, click the Menu icon.

2 Click Filters.

The following options are available in the Log Filters window:
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Table 21-3 Log Filters Window

Operation

Description

Event Types

Limit Visible Events

Show Events Logged During:

Set what type of information you want displayed in the error log.
The error log can be configured to display any combination of
Information, Warnings, and Errors.

Set a limit on how many events you want displayed in the error log
at one time.

Specify whether to show events logged during all sessions, or your
most recent session.

Turning on Trace Messages

You might want to send trace messages to the error log so that the messages are captured in a file.
You can then easily e-mail the trace message to NetlQ Support or others.

Programmers sometimes place hidden messages in their code so that if you are having problems,
you can turn on the trace functionality and get additional insight. Even if you don’t understand the
hidden messages, they can help NetlQ Support diagnose the problem.

To get trace messages:

1 Click Window > Preferences to display the Preferences dialog box.

2 Click NetlQ > Designer > Trace.

3 Select Enable tracing, then select the options that you want to include or show.

4 Select the plug-ins that you want to trace, then click OK.

To view the results of traces:

1 Select Window > Show View > Trace.

2 View data in the Trace view.

=

Docgenbocumentodelltemaction:In run method ()
DocgenDocurnentdodelltemaction:In run method O
Added DGSourceProvider: designer

Added DGSourceProvider: provisioning

Added DGESourceProvider: designer

#dded DGSourceFravider: provisioning

3 You can also turn on trace options from the Trace view by clicking the Preferences icon = in the

Trace view.

The following options are available when you right-click inside the Trace view:

534  Troubleshooting Designer



Table 21-4 Right-Click Options in the Trace View

Option Function
Undo Undo a previously executed action.
Cut, Copy and Paste Cut, copy and paste items in the Trace view by selecting the item, then

clicking the desired action.
Delete Delete items in the Trace view.

Select All Simultaneously select all trace messages in the Trace view.

An icon toolbar is located in the upper right corner of the Trace view. For information on the icons in
this toolbar, see “Trace View” in Understanding Designer for Identity Manager.

Checking Loaded Plug-Ins

A problem can occur if a plug-in fails to load. To see which plug-ins are loaded:

1 Select Window > Show View > Other.
2 Open the PDE Runtime folder.
3 Click Plug-in Registry > OK.

Trace

#& Plug-in Registry X

Filter matched 100 of 197 plug-ins.

=R C0rm.novell.designer.core (2.0.0.200702130450)
@ C:%Program FilesiNovellh\Designer\eclipset\pluginscom.navell.designer.core_2.0.0.200702130450

"E: Extensions

<4 Extension Points

2 Prerequisites

[= Rur-time Libraries

<% com.novell. designer.core.datatools (2.0.0.200702130450)

<% com.novell.designer.core. iconeditor (2.0.0.200702130450)

<& cam.novell.designer.core.ids (2.0.0.200702130450)

A% com.novell.desionsr,.core livemade (2,0,0,200702120450% b

o

The Plug-in Registry page lists the Designer plug-ins, which have a green triangle in the plug-in
icon.

4 Use the Home icon to bring you to the top of the plug-in list.

5 Select a plug-in, then use the right-arrow icon to drill into the plug-in and use the left arrow icon
to return.

6 Use the Refresh icon to refresh the Plug-In Registry view.

7 Use the Plug-In Registry view toolbar to select Show Active Plug-Ins Only.
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Deploying Identity Manager Objects

When you see an error message in Designer, the message corresponds to the place where Designer
could not complete the task, and indicates the best place to start troubleshooting. This section
discusses the common problems you face when deploying Identity Manager objects into an
eDirectory tree. To see error messages and possible solutions, see “Error Messages and Solutions”
on page 543.

Deployment Considerations

+ Ensure that the Identity Manager server meets the system requirements necessary to run
Identity Manager. See the Overview chapter in the NetlQ Identity Manager Setup Guide for
Linux or NetlQ Identity Manager Setup Guide for Windows for requirements.

+ Ensure that the Identity Manager server you are deploying to has Identity Manager installed
and holds a real copy of the objects to which you want to synchronize. The server running
eDirectory must have a Master Read-Write or a Filtered Read-Write replica.

+ Ensure that the Java software installed on the server is running correctly, because Identity
Manager is dependent on Java. If Java is corrupted, you might be able to deploy to a Identity
Manager server but not run the Identity Manager drivers.

+ To deploy an Identity Manager-based project or an object in a project, you must have access to
the eDirectory tree that is associated with the Identity Vault you are designing. Select the
Identity Vault you want to deploy, then look in the Properties view below the Project/Outline
view.
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Figure 21-1 The Properties View

= Properties 1 ?Dataﬂuw (B Policy Set| § Provisioning = O

= -

Property Value i

4 1. Identity Vault

MName Blanston Inc

Host Address 192997851

Uszer Mame cn=admin,ou=5a,o0=5ystem

Password e
Context ou=IDM
IdapClearTextPort 389
Idap5ecurePort 636
ncpPort 524

packageBuilderEnabled false

m

uzel DAPSecureChannel true
4 2. Administrator

Marne

Cell

Department

E-mail

Fax

Location

Motes

Pager

Phone

Title -

In the Properties view, ensure that the Identity Vault’s Name, Host Address, User DN, Password,
Deploy Context’s Distinguished Name (DN), and Identity Vault information is complete and
accurate. (You can click the Browse icon to find the Deploy Context’s DN on an existing tree if
the other information is accurate and Designer can attach to the eDirectory tree.) You need this
information to deploy anything, even a policy, into an existing eDirectory tree running the
Identity Manager engine.

Use the Deploy feature only after you have thoroughly tested the rules and policies that make
up your drivers. To test a policy, use the Policy Simulator (right-click a policy and select Simulate,
then click Start to see the simulation results of the policy that is being tested). For policy design,
see the Policy Builder Help topics within the Designer utility.

You can use the Import feature to import a driver, a channel, or a policy. You can then modify
the object or objects, run the Policy Simulator to ensure that the object is working correctly,
then deploy the object back into the test tree for further analysis. You can also run the Compare
feature to see the differences between your modified driver and the driver that is currently
running on an ldentity Vault server.

In the Outline view in the Project Group view, right-click the driver object in question (you can
also double-click the driver object). Use the Properties window to make most changes to
drivers. Properties are unique to each driver.

A simple driver problem is specifying the incorrect context (Distinguished DN) for an eDirectory
tree. For example, the context of a user object in eDirectory is shown with the slash notation
(for example, Blanston\Sales\Users) on the Properties of the Identity Manager driver or when
you import the driver. However, different drivers can use formats other than the slash notation.
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For example, Active Directory and LDAP drivers use comma-delimited format
(OU=Users,0U=Sales,0=Blanston). See the driver guides for further details on the drivers you
are deploying.

An Example Deployment Error

When you deploy an Identity Vault for the first time, there are several common sources for errors,
from incorrectly typing information to not completing the driver set templates.

Figure 21-2 Default Server Container Message

Operation Results:

4 & cn=driversetl,o=system
&) A Snap-in Exception occurred while trying to access eDirectory in method {0}
&) cn=Default Notification Collection,cn=Security
&) Identity Vault Schema

Details:
@ Error
Object:

Description: A Snap-in Exception occurred while trying to access eDirectory in method {0].

cn=driverset]l, o=system

Technical Data: com.novell.admin.cemmoen.exceptions. SimpleSPIException: Connection reset

m

com.novell.admin.common.exceptions. SimpleSPIException.newException(SimpleSPIException. java:99)
com.novell.admin.ns.ldap.jndi.LDAPMNamespacelmpl.resolveSPIException(LDAPNamespacelmpl.java:2953)
com.novell.admin.ns.ldapjndi.LDAPMNamespacelmpl.getBaseAndDseObjectClass(LDAPNamespacelmpl java:3485)
com.novell.admin.ns.|dap jndi.LDAPMNamespacelmpl.getObjectEntry(LDAPMamespacelmpl.java:1819)
com.novell.core.datatools.access.nds. LDAPDSUtiL getOEFromDMN{Unknown Source)
com.novell.core.datatools.access.nds. LDAPDSUtiL getOEFromDMN(Unknown Source)
com.novell.core.datatools.access.nds.LDAPDSULIL getOEFromDN{Unknown Source)
com.novell.core.datatools.access.nds. DSULL.getOEFromDMN(Unknown Source)
com.novell.core.datatools.access.nds.LDAPDSUtL getDriverSetServerObjects(Unknown Source)
com.novell.idm.deploy.intermal importer.DeploylmporterSimporter.delmpoert(Unknown Source)
com.novell.idm.deploy.internal importer.DeploylmporterimportFromEDirectory(Unknown Source)

Right-click the Identity Vault in the Modeler view, select Properties > Server List, then click the Edit
icon to edit the server information.

Display Issues

The following sections include display issues users may encounter when using Designer.

No F1 Help in Maximized Editors

Context-sensitive help is available when you press F1. However, if you maximize an editor (for
example, the Modeler), help topics do not display when you press F1. To view the help, minimize the
editor.
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Using 120 DPI Fonts in Windows

120 DPl is too large for text in standard Windows XP decorations. Adjust the display settings:

1 In the Control Panel, select Display > Appearance > Effects.
2 In Use the following method to smooth edges of screen fonts, toggle Standard to ClearType.

If you have a display that needs 120+ DPI fonts, you need ClearType. In addition to the obvious
anti-aliasing aspects, ClearType provides better weight to the fonts. Without ClearType, the
fonts are too thin and light, decreasing readability.

Click OK, then click Advanced.
In the Item field, reduce the Icon, Menu, Message Box, Selected Items, and ToolTip sizes.
Reduce the title bars and related controls to a preferred size.

Fix the icon spacing and scroll bar width.

N o AW

Make sure that the display is set at a high resolution.

This helps eliminate most of the display related issues on an HD monitor.

Display Issues on Linux

+ “GNOME” on page 539
+ “KDE” on page 539

GNOME

If you encounter display issues in GNOME:

1 Select the Applications menu.
2 Click Preferences > Font, then decrease the size of the application font.
3 You can also adjust the thematic elements to your liking.

Keep in mind that GTK thematic elements can cause performance issues with Designer. If
Designer is running slowly, especially when you use pull-down menus and other widgets, you
might try changing to a simplified GTK theme.

Normally, this process fixes display issues.

KDE

Because Eclipse (Designer) is a GTK application, you should use GTK themes instead of qt-based
themes.

First, you need to prepare to use the themes.

You must remove the gtk-qt-engine package. This can be done through YaST or by using the
instructions given in “Running Designer on Linux with gtk-gt-engine,” in the NetlQ Identity Manager
4.6 Designer Release Notes.
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You need to have the following packages installed on your Linux system. If you installed the GNOME
subsystem, you already have these packages installed:

+ gtk-engines

+ gtk2-engines

+ control-center2 > Gnome Control Center

+ gtk2-themes > or the themes you downloaded, and all the related dependencies

+ gnome-themes is only needed if you are going to use Gnome Control Center to set your theme
After you have completed the prerequisites, do one of the following:

+ Set your GTK theme and font settings from the KDE SUSE menu. Select Utilities > Desktop >
Gnome Control Center. You can set this control center application to automatically run each
time KDE is started. The following command accomplishes this:

In -s /opt/gnome/lib/control-center-2.0/gnome-settings-daenon /homne/
user/. kde/ Aut ost art

For user, use your username.

+ Create a GTK control file (usually named . gt kr c- 2. 0) in your user home directory or the
directory where your system is configured to look for GTK2_RC_FILES. Entering set | grep
gt k shows how this environment variable is configured and the files it requires. You can use any
font and GTK theme that you prefer.

For example:i ncl ude "/ opt/gnome/ share/thenes/ Xfce-stel | ar/gtk-2.0/gtkrc"
style "user-font"

/gtkrc" style "user-font"

{

font _name="Sans Serif 6"

}

wi dget _class "*" style "user-font" gtk-thene-name="Xfce-stellar"
gt k- font - name="Sans Serif 6"

Copying, Pasting, and Dragging in the Navigator View Don't
Update Version Control

Copying and pasting or dragging and dropping operations in the Navigator View are not handling
files properly if the files are under version control. The workaround is to perform these operations
from the Project view.

Freeing Heap Memory

A status field at the bottom of Designer displays heap memory used and heap memory available for
an application or other item in Designer.

The information varies, depending on which item (for an example, an application) you click in the
Modeler, Outline view, or other editors.
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To free unused heap memory at any time, click the Run Garbage Collector icon.

Project Files Are Not Encrypted

Passwords are obfuscated. However, if you have other sensitive data in your project file, it is not
encrypted in any way, and you must take care to safeguard your information.

Users Cannot Import and Check In Multiple Instances of
the Same Package Under Version Control

In an environment where you use Designer with Subversion for version control, if a user creates a
new driver, imports the required driver packages into the Designer project, and checks the driver
and driver packages into Subversion, and then another user tries to create a new driver that imports
a package already installed with the first driver, Designer returns the following error:

Unabl e to check in package ' PackageNane' (Version). A package with that
version is already under version control.

A single user should install and check in a particular package or set of packages. After the first user
installs and checks in a package, other users can then use that package and check in their changes.

If you encounter the error message above, you must revert the Package Catalog in Subversion and
then manually re-import the new packages to resolve the issue.

For more information about best practices for managing packages with Subversion, see “Managing
Packages Best Practices” on page 471.

Drivers Not Associated with Base Packages After Live
Import

If you upgrade to Designer and perform a live import of a package-based Identity Vault
configuration, the Properties page of one or more drivers may not display the base package for that
particular driver. This indicates that the driver is not associated with its base package.

To configure Designer correctly, you must manually associate the appropriate base package with the
driver:

1 In Designer, navigate to the Modeler view.

2 Right-click the imported driver and select Driver > Properties.

3 In the Properties window, click Packages.

4 Click the plus icon.

5 In the Select Packages window, select the appropriate base package for the driver.

NOTE: To determine the appropriate base package for a driver if the Select Packages window
displays multiple versions of the same base package, you can refer to the pre-upgrade Designer
workspace for the correct version number.
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If your previous Designer workspace is unavailable, select the earliest version available for the
version of Identity Manager with which the driver was installed. You should then upgrade to the

latest version of the base package.

6 Select Associate base package without complete install and click OK.

7 Repeat Step 2 through Step 6 for each imported driver.

For information about the base packages installed with Designer 4.0 and 4.0.1, see Table 21-5.

Table 21-5 Base Packages Installed in Designer

Base Package Name

Base Package Short Name

Released Versions

Data Collection Service

Driver for Active Directory

Driver for Avaya PBX
Driver for Blackboard
Driver for Delimited Tex
Driver for eDirectory

Driver for Google Apps

Driver for GroupWise

Driver for JMS

Driver for LDAP

Driver for Lotus Notes

Driver for PeopleSoft

Driver for RSA

Driver for SalesForce.com

Driver for SAP Business Logic

Driver for SAP HR

NOVLIDMDCSB

NOVLADBASE

NOVLAVYAB
OBNDBKBDBASE
NOVLDTXTBASE
NOVLEDIRBASE
NOVLGGLEBASE

NOVLRSERVB

NOVLIMSBASE
NOVLLDAPBASE

NOVLNOTEBASE

NOVLPSFTB
TRVRRSABASE
NOVLSFBASE
NOVLSAPBLB

NOVLSAPHRIB

1.0.0

1.04

1.0.0

1.01

1.0.3

1.0.0

1.0.0

1.0.0

1.0.0

1.0.0

1.0.1

1.0.0

1.01

1.0.2

1.0.0

1.0.0

1.0.0

1.01

1.0.0

1.01

1.0.0

1.0.0

1.0.1

1.0.1

1.0.2
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Base Package Name

Base Package Short Name

Released Versions

Driver for SAP Portal NOVLPORTB 1.0.0
1.0.1
Driver for SAP User (JCo3) NOVLSAPUBASE 1.0.0
1.0.1
1.0.2
Driver for Sentinel NOVLSENTB 1.0.0
Driver for SharePoint NOVLSPNTBASE 1.0.0
1.0.1
1.0.2
1.03
Driver for SOAP NOVLSOAPBASE 1.0.0
Driver for SunGard Banner NOVLBNNRBASE 1.0.0
Driver for Work Order NOVLWOBASE 1.0.0
Entitlements Service Driver NOVLRBEBASE 1.0.0
1.0.1
ID Provider Driver NOVLIDPROVB 1.0.0
Loopback Driver NOVLLBACKB 1.0.0
Managed System Gateway NOVLIDMMSGWB 1.0.1
Null Service Driver NOVLNULLBASE 1.0.0
Role Service Driver NOVLRSERVB 1.0.0
1.0.1
User Application 4.0 Driver NOVLUABASE 1.0.1
1.0.2
User Application 4.0.1 Driver NOVLUABASE 1.0.5

Error Messages and Solutions

When you see an error message in Designer, the error message corresponds to the place where
Designer could not complete the task and indicates the best place to start troubleshooting. This
section discusses the error messages you might see when deploying Identity Manager objects into
an eDirectory tree, followed by their cause and possible solutions.

+ “ldentity Vault Configuration Errors” on page 544

+ “Driver Configuration Errors” on page 544

+ “Internal Designer Errors” on page 545
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+ “eDirectory Access Errors” on page 546
+ “eDirectory Object/Attribute Creation Errors” on page 547
+ “Warnings” on page 549

Identity Vault Configuration Errors

Cannot connect to host [ldentity Vault Host]; verify the address is correct
and that the server is running.

Possible Cause: The address listed in the Identity Vault properties is incorrect or the server is not
running.

Solution: Verify that the server address is correct and that the server is up and running.
[User] could not be authenticated to [lIdentity Vault Host]. Cannot proceed.
Possible Cause: The username or password listed in the Identity Vault properties is incorrect.

Solution: Verify the username specified in the Identity Vault properties and reenter the user’s
password.

Driver Configuration Errors

The driver configuration file [Driver Config File] is not a valid XM
docunent: [Error Message].

Cause: The Driver Configuration file being imported from the file system does not contain a valid
XML document.

Solution: Fix the Driver Configuration file format.

The XM. contained the file named [Driver Config File] is not a driver
configuration file. The file cannot be inported.

Cause: The Driver Configuration file being imported from the file system is a valid XML document but
is not a valid driver configuration file.

Solution: Import a driver configuration file.

The following ' XM. DOM Exception' was thrown.
[ Excepti onl nf 0]

Cause: The Driver Configuration XML document is incorrectly formatted. This is probably an internal
error because driver configuration files are dynamically generated by Designer for deployment.

Solution: Turn on trace for Designer. To do this, select Window > Preferences > Designer for IDM Trace
> Enable Tracing. In the Trace window, select the check box for Include XML Processor Traces. Attempt
to deploy again, then send the trace file to NetlQ Support.

The followi ng ' Nunber Format Exception' was thrown.
[ Excepti onl nf 0]

Cause: An integer value in the driver configuration file being deployed is invalid. All integer fields in
Designer should validate the content when it is set.
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Solution: Turn on trace for Designer. To do this, select Window > Preferences > Designer for IDM Trace
> Enable Tracing. In the Trace window, select the check box for Include XML Processor Traces. Deploy
again and analyze the generated driver configuration file to see if all integer attribute values are
correct. Identify the incorrect parameter in Designer, correct the setting, and redeploy.

The specified driver configuration file does not contain a valid driver
configuration.

Cause: Designer attempted to process a dynamically generated driver configuration file with an
invalid format.

Solution: Turn on XML tracing for the Import/Deploy plug-in. To do this, select Window > Preferences
> Designer for IDM Trace > Enable Tracing. In the Trace window, select the check box for Include XML
Processor Traces. Deploy again, then send the trace to NetlQ Support. Otherwise, edit and correct
the configuration file being imported.

Tree popul ation is not supported froma Driver Set configuration. Tree
popul ation conponents will be ignored.

Cause: The driver configuration file being processed has a <ds- obj ect > element under a
<driver-set-configuration>element, which is not permitted.

Solution: If this is a dynamically generated configuration file, contact NetlQ Support; otherwise,
move the <ds- obj ect > element under a <dri ver - conf i gur at i on> element.

The followi ng Driver Set based gl obal variables could not be resol ved:

[ G obal Variable List]

These variables exist in both the source and target Driver Sets. The two
definitions, however, have different types.

Cause: The driver configuration file being processed has global variable definitions that could not be
resolved.

Solution: If this is a dynamically generated configuration file, contact NetlQ Support. If it is a driver
configuration file on disk, check the global variable definitions.

The driver configuration file being processed does not contain a valid
driver configuration.

Cause: The driver configuration file being processed does not contain a <dri ver -
confi gurati on>element.

Solution: If this is a dynamically created configuration file, turn on XML tracing for the Import/
Deploy plug-in. To do this, select Window > Preferences > Designer for IDM Trace > Enable Tracing. In
the Trace window, select the check box for Include XML Processor Traces. Deploy again, then send the
trace to NetlQ Support. Otherwise, edit and correct the configuration file that is being imported.

The specified driver configuration file was only intended to be inported
froma Consol eOne command | i ne.

Cause: The driver configuration file being processed is not a valid document.

Internal Designer Errors

An internal error has occurred in the Designer Data Mddel: The policy naned
[ Policy Nane] does not know its container.
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Possible Cause: The policy being deployed is not contained in a Channel or Driver object. This is an
abnormal error, indicating that the Designer model has become corrupted.

Solution: Contact NetlQ Support.
Error Thrown while building Server Specific DsAccess for: "<serverName>"
Possible Cause: The Network Address is not configured properly for that host address.

Solution: Ensure that the LDAP ports are configured only for the respective host IP. The command to
set the LDAP interfaces to the respective Host IP: | dapconfig set "l daplnterfaces=l dap:/
/ <hosted | P: port>, | daps://<hosted |P:port>" -a <usernanme> -w <password>

eDirectory Access Errors

The foll ow ng ' Conponent Creation Exception' occurred while trying to
access eDirectory.
[ Exception Info]

Cause: A value contained in the driver configuration file being deployed could not be successfully
created in eDirectory. This is probably an internal error because driver configuration files are
dynamically generated by Designer for deployment. However, if the Driver in Designer was created
by importing a driver configuration file from the file system and that configuration file contained a
Tree Population Segment, a value within a <ds- obj ect > element might be invalid.

Solution: Turn on trace for Designer. To do this, select Window > Preferences > Designer for IDM Trace
> Enable Tracing. In the Trace window, select the check box for Include XML Processor Traces. Deploy
again and analyze the generated driver configuration file to see if any <ds- obj ect > elements exist.
If they do, verify that all attribute values are correct. If no <ds- obj ect > elements exist or if all
values seem to be correct, contact NetlQ Support.

The following '1 O Exception' occurred while trying to access eDirectory.
[ Execpti onl nf 0]

Cause: This is a Java exception indicating that Designer could not perform the requested input or
output operation.

Solution: Contact NetlQ Support.

DSAccessExcepti on:
[ Excepti onl nf 0]

Cause: Designer could not connect to the target deployment server.

Solution: Verify that the server information specified in the Identity Vault properties page is correct
and that the eDirectory server is up and running.

The foll owi ng ' Nanespace Exception' occurred while trying to access
eDirectory. ({0})

Cause: This is a namespace exception indicating that there is a problem with the eDirectory schema,
such as a missing attribute or class.

Solution: Verify that the eDirectory schema being imported from or deployed to is correct. If the
driver being deployed contains Tree Population segments, verify that the objects being created are
valid for the target eDirectory schema.
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An exception occurred during the deploynent. Cannot performthe operation.
Cause: An unknown exception was encountered.
Solution: Contact NetlQ Support.

The followi ng ' Snapin Exception' occurred while trying to access
eDirectory.
[ Excepti onl nf 0]

Cause: Snap-in exceptions can be thrown in certain methods to report exceptions or errors during
import/deploy. Subclasses of a snap-in exception include:

+ NotAContainerException: There was a call to get the children of an eDirectory object that is not
a container.

+ ObjectNotFoundException: The object being resolved cannot be found in eDirectory.

+ SPIException: Unable to connect to the eDirectory tree.

Solution: The exception might include the name of the object that caused the exception. Verify that
the eDirectory tree being imported or deployed to is up and running and that it has Identity
Manager installed.

The foll owi ng exception occurred but was not handled. ({0})
Cause: An unexpected error occurred while resolving an object in eDirectory.

Solution: Contact NetlQ Support.

eDirectory Object/Attribute Creation Errors

The driver could not be created.

Cause: Designer attempted to create a driver in eDirectory, but the process failed.
Solution: Verify that the target eDirectory server has Identity Manager installed.

A [ Obj ect O ass] object named [ Chj ect Nane] coul d not be created.

Cause: Designer attempted to create a Publisher, Subscriber, or Policy object in eDirectory, but the
process failed.

Solution: Verify that the target eDirectory server has Identity Manager installed.

The driver password coul d not be saved.

Cause: Designer attempted to set the Driver password in eDirectory, but the request failed.
Solution: Verify that the target eDirectory server has Identity Manager installed.

The password naned ''{0}'"' could not be saved

Cause: Designer attempted to set a named password in eDirectory, but the request failed.

Solution: Turn on stack tracing for the Import/Deploy plug-in to get details of the exception. To do
this, select Window > Preferences > Designer for IDM Trace > Enable Tracing. In the Trace window,
select the check box for Include Stack Traces.
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The value for the attribute nanmed [Attribute Nane] could not be stored on
t he object naned [ Cbj ect nane].

Cause: Designer attempted to add an attribute to an object in eDirectory, but the request failed. The
error message should contain information about the attribute and object.

Solution: Verify that the attribute and value are valid for the given eDirectory object type.

The value for the attribute named ''{0}'"' could not be updated using the
XSLT on the object named ''{1}""'

Cause: Unable to export shim configuration information.
Solution: Contact NetlQ Support.

An exception was thrown updating the value of the [Attribute Nane]
attribute on the [Item Type] object naned [ Cbject Nane].
[ Exception Info]

Cause: Unable to deploy the Identity Manager object and attributes to eDirectory. The error
message should contain details of the exception.

Solution: Contact NetlQ Support.
A [Object O ass] object could not be created. The nane is m ssing.

Cause: An eDirectory object could not be created for the given object class because a name was not
provided.

Solution: Contact NetlQ Support.

The policy nanmed [Policy Nane] contains a cycle in its next transformation
list.

Cause: This is a warning message generated when Designer encounters a circular loop in the policy
chain.

Solution: Remove the policy loop by correcting the next policy in the Policy Set view.

The policies naned [Policy nanme] contain cycles in their next
transformation |ists.

Cause: This is a warning message generated when Designer encounters a circular loop in the policy
chain.

Solution: Remove the policy loop by correcting the next policy in the Policy Set view.

Driver [Driver nane] could not be restarted for the depl oyed changes to be
in effect.

Cause: Designer was unable to restart a driver after a deployment.

Solution: Turn on DSTrace screen in eDirectory to identity the error preventing the driver from
starting.

Driver '[Driver Nane]' is disabled and could not be restarted for the
depl oyed changes to be in effect.

Cause: Designer was unable to restart a driver after a deployment because its Driver Start option is
set to Disabled.
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Solution: Change the Driver Start option to Manual or Auto-start under the driver properties and
then deploy the driver.

Driver '[Driver Nane]' could not be stopped for the depl oyed changes to be
in effect.

Cause: Designer was unable to stop a running driver after a deployment.

Solution: Turn on DSTrace screen in eDirectory to identify the error preventing the driver from
stopping.

An invalid request to set up security on an exported driver was nade, no
Driver objects were provided. The request cannot be processed.

Cause: The code to set up the security equivalence for a deployed driver was passed an invalid
parameter.

Solution: Contact NetlQ Support.

Warnings

The version of ldentity Manager running on the server naned '[ Server Nane]'
does not support all the features of Designer. Al though you can inport a
configuration fromthat server, changes may not work if the configuration
i s depl oyed back to it.

Cause: An import or deploy action was made to an eDirectory server running an unsupported
version.

Solution: The server must be upgraded for deployments.

An internal error has occurred. The parameters passed into the inporter
were invalid.

Cause: The code that performs the import was passed an invalid parameter.
Solution: Contact NetlQ Support.

The '[Attribute Name]' attribute of '[Object Nanme]' refers to a policy that
does not exist or cannot be accessed.

Cause: The driver configuration file being processed contains a DN attribute that cannot be resolved
in eDirectory.

Solution: Verify or correct the DN attribute value on the specified object in eDirectory.
An external reference to '[Object Name]' was not handl ed.

Cause: The driver configuration file being processed contains a DN attribute that cannot be resolved
in eDirectory.

Solution: Contact NetlQ Support.

The XML for the policy named ' [ Obj ect Nane]' contained in the [Policy Type]
nanmed '[Policy Nane]' does not contain valid XM. for a policy. '[Root
Node]' is not recognized as the root node for policy XM.

The policy is being ignored.
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Cause: The policy being imported does not contain a valid XML document.
Solution: Correct the content of the policy in eDirectory.

A [ltem Type] can only be inported into a [Item Type].
A [ltem Type] can only be inported into a [Item Type] or [ltem Type].

Cause: An attempt was made to import an Identity Manager object into an invalid parent object. For
example, policies might not be imported into a Driver Set. The code should prevent this from
happening, but this error identifies scenarios that were not caught.

Solution: Contact NetlQ Support.

An unhandl ed i nport request was encountered in Depl oyl nporter | mport nethod
[ Object DN .

Cause: An attempt was made to import an unknown object or attribute from eDirectory. The code
should prevent this from happening, but this error identifies scenarios that were not caught.

Solution: Contact NetlQ Support.

Coul d not access the driver configuration file naned '[File Nane]'.

Cause: Designer could not open or parse the given driver configuration file.

Solution: Contact NetlQ Support.

The driver filter could not be read fromthe driver named '[Driver Nane].
Cause: Designer could not import the Driver filter.

Solution: Turn on the DSTrace in eDirectory to determine the error, then contact NetlQ Support.

An error was encountered processing the driver configuration file. The
variabl e naned [Variable Nane] is defined nore than once.

Cause: The driver configuration file has a variable that is being defined multiple times.

Solution: If you are importing a driver configuration file from a file, edit the file and remove multiple
declarations for the specified variable. If this is a dynamically generated configuration file (import/
deploy to eDirectory), turn on XML tracing for import/deploy to get a trace of the generated
configuration file, then contact NetlQ Support. To turn on trace for Designer, select Window >
Preferences > Identity Manager > Application > Trace > Enable Tracing. In the Trace window, select the
check box for Include XML Processor Traces.

An error was encountered processing the driver configuration file. The
decl aration of the Node variable named [Variable Nane] is invalid. The
[Attribute name] attribute is mssing.

Cause: The driver configuration file being processed has an invalid variable declaration.

Solution: If you are importing a driver configuration file from a file, edit the driver configuration file
and correct the variable declaration. If this is a dynamically generated configuration file (import/
deploy to eDirectory), turn on XML tracing for import/deploy to get a trace of the generated
configuration file, then contact NetlQ Support. To turn on trace for Designer, select Window >
Preferences > Identity Manager > Application > Trace > Enable Tracing. In the Trace window, select the
check box for Include XML Processor Traces.
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An error was encountered processing the driver configuration file. Flexible
pronpting requires a 'use-when-value' when a 'use-when-var' is specified.

Cause: The driver configuration file being processed has an error.

Solution: If you are importing a driver configuration file from a file, edit the driver configuration file
and add a use-when-value for the specified use-when-var. If this is a dynamically generated
configuration file (import/deploy to eDirectory), turn on XML tracing for import/deploy to get a
trace of the generated configuration file, then contact NetlQ Support. To turn on trace for Designer,
select Window > Preferences > Identity Manager > Application > Trace > Enable Tracing. In the Trace
window, select the check box for Include XML Processor Traces.

An error was encountered processing the driver configuration file. Flexible
pronpting requires a 'use-when-var' when a 'use-when-value' is specified.

Cause: The driver configuration file being processed has an error.

Solution: If you are importing a driver configuration file from a file, edit the file and add a use-when-
var for the specified use-when-value. If this is a dynamically generated configuration file (import/
deploy to eDirectory), turn on XML tracing for import/deploy to get a trace of the generated
configuration file, then contact NetlQ Support. To turn on trace for Designer, select Window >
Preferences > Identity Manager > Application > Trace > Enable Tracing. In the Trace window, select the
check box for Include XML Processor Traces.

The variabl e naned [ Vari abl e Nane] has been referred to but not defined in
the driver configuration file being processed.

Cause: The driver configuration file has a variable that is being referenced but has not been defined.

Solution: If you are importing a driver configuration file from a file, edit the driver configuration file
and add a declaration for the specified variable. If this is a dynamically generated configuration file
(import/deploy to eDirectory), turn on XML tracing for import/deploy to get a trace of the generated
configuration file, then contact NetlQ Support. To turn on trace for Designer, select Window >
Preferences > Identity Manager > Application > Trace > Enable Tracing. In the Trace window, select the
check box for Include XML Processor Traces.

An error was encountered processing the driver configuration file. Built-in
vari abl es cannot be used as a flexible pronpting control variable. The
reference to the variable named '[Variable Nane]' is invalid.

Cause: The driver configuration file being processed contains an invalid reference to a variable.

Solution: If this is a dynamically created configuration file generated during an import/deploy action,
contact NetlQ Support. If this is a driver configuration file being imported from disk, edit and correct
the configuration file for the variable specified.

An error was encountered processing the driver configuration file. There
was a non-checkbox reference to the checkbox variabl e named ' [ Check Box
Vari abl e nane]'.

Cause: The driver configuration file being processed contains an invalid reference to a check box
variable.

Solution: If this is a dynamically created configuration file that is generated during an import/deploy
action, contact NetlQ Support. If this is a driver configuration file being imported from disk, edit and
correct the configuration file for the check box variable specified.
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An error was encountered processing the driver configuration file. An
unhandl ed i nport pronpt was encount ered.

Cause: The driver configuration file being processed contains an invalid prompt type.

Solution: If this is a dynamically created configuration file that is generated during an import/deploy
action, contact NetlQ Support. If this is a driver configuration file being imported from disk, edit and
correct the configuration file.

The eDirectory tree corresponding to the Identity Vault named '[ldentity
Vault Nane]' cannot be accessed. Directory browsing cannot be perforned.

Cause: Designer attempted to access eDirectory through an eDirectory browse icon in the Driver
Configuration Wizard, but the connection could not be created.

Solution: Cancel out of the Driver Configuration Wizard, set up the connection parameters in
Identity Vault, and run the Driver Configuration Wizard again.

The partition could not be created on the ''{0}'"' object. The probl em may
be that it has not replicated to the naster yet. You can try creating the
partition manually later.

Cause: Designer attempted to create a partition when deploying a driver set and the partition
operation failed.

Solution: Turn on the eDirectory tracing options for partitioning to determine why the eDirectory
partitioning operation failed.

The Driver Set was created but did not replicate to all the servers in the
replica ring. The depl oyment cannot proceed.

Cause: Designer cannot deploy per-server attributes until the driver set has replicated to the
eDirectory server.

Solution: Turn on the eDirectory tracing options for replication and determine why eDirectory
replication is not occurring.

There are no servers associated with the Driver Set named ''{0}''. There
nmust be at | east one server associated with any Driver Set being depl oyed
or the Driver Set containing any objects being depl oyed.

Cause: Designer cannot deploy an Identity Vault or driver set with an empty server list.
Solution: Edit the properties of the Identity Vault and the driver set to add a server to the server lists.

The Identity Vault name '[ldentity Vault Nanme]'' does not contain any
Driver Set objects to deploy.

Cause: You cannot deploy an Identity Vault that does not contain at least one driver set.

Solution: Add a driver set to the Identity Vault.

"[User Nane]' could not be authenticated to '[Host Nanme]'. Cannot proceed.
Cause: Designer could not authenticate to the eDirectory tree.

Solution: Verify that the hostname, user, and password for the Identity Vault are correct in the
Identity Vault properties.
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The Identity Vault nanmed '[ldentity Vault Nane]' does not contain the
eDirectory tree to access. Cannot proceed.

Cause: The Identity Vault does not contain a host address or DNS name for authentication.

Solution: Specify the host address or DNS name for the Identity Vault in the Properties view or
Properties page.

Depl oy Uil _NoldentityVault=The {2} named ''{1}'' is not contained in an
{0}. Cannot proceed.

The ldentity Vault named '[ldentity Vault nane]' does not contain the DN of
the user to authenticate to the target eDirectory tree with. Cannot
proceed.

Cause: The Identity Vault does not contain a user for authentication.
Solution: Specify the user for the Identity Vault in the Properties view or Properties page.

The server list on the parent Driver Set for the following eDirectory
Driver is enpty. W were unable to inport the connected eDirectory Driver:

Cause: Designer uses the per-server Shim Auth Server attribute of an eDirectory driver to identify
the tree and connected eDirectory driver to import. Because the server list is empty, the connected
eDirectory driver cannot be imported.

Solution: Fix the server list on the driver set for the eDirectory driver and the Drivers Shim Auth
Server attribute in eDirectory, or import the connected eDirectory driver separately.

The ShimAuth Server parameter for the eDirectory Driver '[Driver Nane]' on
server '[Server Nane]' is enpty. W were unable to inport the connected
eDirectory Driver.

Cause: Designer uses the Shim Auth Server parameter of an eDirectory driver to identify the tree and
connected eDirectory driver to import. If this parameter is empty, the connected eDirectory driver
cannot be imported.

Solution: Fix the Shim Auth Server parameter on the eDirectory driver or import the connected
eDirectory driver separately.

Unable to save Driver Configuration to file '[File Name]"'.

Cause: Designer was unable to save an exported driver configuration file.

Solution: Try to save the file to a different directory or filename.

Unable to clear contents of Driver Configuration file '[File Name]'.

Cause: Designer was unable to clear the contents of a driver configuration file that is being
overwritten.

Solution: Delete the configuration file being overwritten.

Setting up the Security Equals and Excluded objects may only be perforned
on a Driver object.

Cause: An invalid object was selected in the Modeler or Outline view.

Solution: Select a single Driver object to set up security equivalences or excluded users.
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The selected Driver ''{0}'' has not been depl oyed or cannot be found in the
eDirectory "'{1}'".

Cause: Designer cannot resolve to the Driver object in eDirectory to set up the security equivalences
or excluded user list.

Solution: Deploy the driver to eDirectory before setting up the security equivalences or excluded
users.

The eDirectory tree corresponding to the lIdentity Vault nanmed '[ Tree Nane]'
cannot be accessed. Setting up the Driver Security Equival ence/ Excl uded
Users cannot be perforned.

Cause: Designer cannot connect or authenticate to the eDirectory tree to set up a driver's security
equivalences or excluded user list.

Solution: Verify that the eDirectory parameters specified on the Identity Vault are correct and that
the eDirectory server is running.

The Identity Vault named '[ldentity Vault Nane]' has no depl oyment DN
specified. It is not depl oyable.

Cause: A deployment context is not specified on the Identity Vault or driver set being deployed.

Solution: Add a deploy DN (context) to the properties of the Identity Vault or Driver Set object in
Designer.

Reporting Bugs and Giving Feedback

Gathering bugs and getting your ideas are keys to improving the performance of Designer and
making Designer a tool of choice for you. To send us your feedback, select Help > Report a Bug or
Feedback. We encourage you to try it!
1 Select Help > Report a Bug or Give Feedback.
2 Llogin to Bugzilla.
If you don’t have an account, you can easily create one.
3 Select the component in the product that you are reporting on.

The Designer 4.7 product is preselected. If you don’t know which component you are reporting
on, select your best guess (for example, Modeler).

4 In the Summary field, summarize the problem or your request for an enhancement.
5 In the Description field, describe the bug or enhancement.

If you are reporting a bug, provide clear steps on how to reproduce the problem.
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Designer Does Not Deploy the Global Configuration
Attribute on a Driver or a Driver Set

While deploying or reconciling a Global Configuration Value (GCV), Designer only deploys the GCV. It
fails to deploy reference attributes responsible for maintaining the linkage.

To workaround this issue, perform the following actions:

1 Right-click the driver set and select Live > Driver Set Configuration > Compare Attributes.

2 Ensure that only the Di r XML- @ obal conf i g attribute is shown and the newly added GCV
reference is shown as the difference.

3 Select the driver set in the Compare window.

4 Reconcile the driver set with the Identity Vault.

Designer Takes Too Long To Deploy a Driver or a Driver Set

Sometimes a driver or a driver set takes too long to deploy and Designer appears to hang.

To workaround this issue, add an index for the object class attribute by performing the following
actions:

1 In NetlQ iManager, click Roles and Tasks > eDirectory Maintenance > Index Management.

2 Select a server from the list of available servers.

3 On the Modify Indexes page, select the object class attribute for which you want to add an
index and select the Change State button.

|dapAttributelist Online System Value |dapaAttributelist
CachedAttrsOnExtRefs Online System Value CachedaAttrsOnExtRefs
I Object Class Pending User Value Object Class I
0K | Cancel | Apply | Refresh |

4 Click OK to update the index table.
5 Click Apply for the changes to take effect.

Manually Removing Invalid Designer Shortcut from mac
Launchpad

If you wish to uninstall Designer that you installed from

I dentity_Manager _4.7_MacOSX Desi gner.tar. gz, the uninstallation process may not
remove the Designer shortcut from Launchpad. To remove the shortcut, reset Launchpad by
following the Mac documentation. NetlQ recommends that you familiarize with the implications of
clearing the Launchpad items before performing this action.
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Unable to Launch Designer Application on Mac

While downloading Designer on Mac, sometimes quarantine attribute such as

com appl e. quar ant i ne is included in the Designer application that prevents you from launching
Designer. You must clear the quarantine attributes to solve this issue. To clear the quarantine, open
the terminal on Mac and execute the command:

# xattr <path where Designer.app is installed>

# spctl --assess --verbose=4 --type execute <path where Designer.app is
i nstall ed>

# xattr -dr com appl e. quaranti ne <path where Designer.app is installed>

NOTE: You will encounter this issue on Mac for any application that has not been downloaded from
Mac App Store. This is to ensure that only trusted software runs on your computer.

Designer Fails to Deploy Driversets of Mixed Versions of
Identity Manager

If there are two Identity Manager servers (for example, two ldentity Manager 4.5 servers) in a multi-
server environment, and one of them is upgraded to 4.7 (the one that Designer authenticates to),
Designer fails to deploy the changes. However, it states that the deployment is successful.

To workaround this issue, perform the following actions:

1 Go to Driverset Properties > Server list and remove the Identity Manager server (In this
example, it is the Identity Manager 4.5. server)

2 Deploy the changes
3 Add the Identity Manager server that you deleted in Step1

Designer Does Not Respond If The Project Name Contains
a Space

Designer does not respond if the project name contains a space in it.

To workaround this issue, do not use spaces while naming a project. If your existing project name
contains a space, perform the following actions to rename the project:

1 Close all the projects, including the files of projects outside Designer.
2 Go to Project view, and right click on the project name and click Rename.

3 Rename the project without any spaces in it and click OK.
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Designer Fails on Linux to Open Data Item Mapping of a
Workflow Activity Containing Non-ASCII Characters

Eclipse Standard Widget Toolkit Table Editor does not support non-ASCll characters. Designer does
not properly render the Data Item Mapping view if the workflow activity includes a script containing
localized strings with non-ASCII characters.

To resolve this issue, perform the following actions:

1 Create an external ECMAScript object for the workflow activity and add the content of the
activity as a function to the ECMAScript object.

2 Open your provisioning request definition in the Provisioning view, right-click it, and then select
Properties.

3 Add the newly created ECMAScript object as an external script under Global Scripts.

The script is incorporated into the provisioning request definition by the reference using the
supplied ECMAScript DN.

4 Click OK.

5 Click the Workflow tab to display the workflow.

6 Click the activity, and then click the Data Item Mapping tab.
7

Use the newly created script as an inline method in the Data Iltem Mapping view.

Alternatively, change the localized strings to English.

Importing a Workflow Created Using Older Version of User
Application Driver

When you import a workflow that is created using an older version of User Application driver,
Designer automatically modifies the workflow request as per the current version of User Application
driver. If the User Application driver version is not available, it defaults to the 3.6.1 version of the
User Application driver. This behavior of Designer is by design.

Form Builder Does Not Launch Properly From Designer on
Linux Platforms

When you launch Form Builder from Designer on Linux, the Form Builder displays a blank page and
does not launch properly.

To workaround this issue, increase the memory of the machine where Designer is installed.
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Unable to Deploy Large PRDs

While trying to deploy PRDs whose size are greater than 16 MB, the PRD deployment fails with an
error message.

Workaround: This is a limitation with JDK. To work around this issue, perform the following steps:

=

Export the PRD from Designer.
2. Create a LDIF file from the PRD.

NOTE: Ensure that the value of dn and cn in the LDIF file are the same.

3. Copy the LDIF file to the server where you want to deploy the PRD.
4. Run the following command to deploy the LDIF file:

| dapadd -x -h <I P Address>-D "cn=adm n, ou=sa, o=systent -w <password> -f
<nane of the LD F file>

5. Import the PRD into Designer.

6. To verify the details of the PRD, navigate to Provisioning > User Application driver > Provisioning
Request Definitions > Accounts.

7. (Conditional) If you want to update the existing PRD, perform the following steps:
a. Export the PRD from Designer.
b. Create a LDIF file from the PRD.
c. Add the following line in the LDIF file:
t ypeChange: nodify
d. Run the following command to deploy the modified LDIF file:

| dapmodi fy -x -h <IP Address>-D "cn=admi n, ou=sa, o=systent -w
<password> -f <nane of the LDIF file>

Unable to Connect to the Git Repository After Committing
Package Changes for the Second Time

(Conditional) This applies if you are using Designer 4.8.1 or later versions.

If you try to update Designer packages, then Designer displays the Can’t Connect to any repository
error message in the following scenarios:

+ you have set basic authentication for package updates, and

+ you also try to perform any Git operations on existing repositories.
The issue is not observed when you perform Git operations on a new repository.

Workaround: Restart Designer after updating Designer packages.
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Unable to Launch Form Builder on Linux Platforms

When you launch the 4.8.2 version of Form Builder, the libXss.so0.1: cannot open shared object file:
No such file or directory error message is displayed. This issue is observed on some Linux platforms
only.

Workaround: Install the | i bXScrnSaver-1.2.2-6. 1. el 7. x86_64. rpm

NOTE: NetlQ recommends you to obtain the dependent packages from your operating system
subscription service to ensure continued support from your operating system vendor. If you do not
have a subscription service, you can find the recent packages from a website such as http://
rpmfind.net/linux.

Modifying The src Attribute Used in a Policy

The usage of sr ¢ attribute in the token-map verb of a policy was discontinued with Identity
Manager 4.8. The sr ¢ attribute is replaced with the sour ce attribute.

However, if you have a policy that was created with versions prior to Identity Manager 4.8, and you
want to modify all the occurrences of sr ¢ to sour ce, try the following workaround.

In the Identity Manager 4.8.3 version, Designer introduces a new Replace feature that allows you to
search for strings and replace them as per your convenience.

1 Launch Designer.

2 Import the required project to Designer.

3 From the Modeler view, launch the Search/Replace dialog box.

For more information on launching the Search/Replace option, see The Search Results View in
the Understanding Designer for Identity Manager.

In the Search field, specify the value as " src=".
Select the Enable Replace checkbox.

In the Replace field, specify the value as " sour ce=".
From the Filter list, select the policy script.

Click OK.

O 00 N o u bH

Save and deploy the changes.
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Modifying the do-create-resource Action Manually to Use
REST API

The do- cr eat e-r esour ce action is enhanced to use REST API with the Identity Manager 4.8
version. However, if you are on versions prior to Identity Manager 4.8.2, this can only be achieved by
manually editing the XML file.

The following procedure provides instructions on modifying this setting manually through the XML
file:

1 Login to Designer.

2 Open a policy in the policy editor.

3 Select the create resource action in the Do field.

4 Click the XML Source tab.

5 To use REST API, set the value of the use-rest parameter tot r ue in the XML file. To use SOAP

API, set the value to f al se. By default, the value is set to f al se.

This capability is available through the Designer policy builder from the Identity Manager 4.8.2
onwards. For more information, see Create Resource action in the NetlQ Identity Manager - Using
Designer to Create Policies.
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Modeler Operations

Modeler operations are available when you right-click inside the Modeler. The list of operations
depends upon whether you right-click the Modeler space or one of the objects.

+ “Modeler Space Operations” on page 561

+ “ldentity Vault Operations” on page 563

+ “Driver Set Operations” on page 566

+ “Driver Operations” on page 569

+ “Application Operations” on page 573

+ “Submenus” on page 577

+ “Keyboard Support” on page 578

Modeler Space Operations

The following figure illustrates Modeler options that are available when you right-click empty
Modeler space.
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Figure A-1 Modeler-Space Operations
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Table A-1 Modeler-Space Operations

Right-Click Operation Description
Undo Returns an item to its previous status.
New > Application Selects an application from a list and places the

application to the Modeler.
New > Domain Group Places a Domain Group in the Modeler.

New > Identity Vault Launches a dialog box that specifies a server and
creates an Identity Vault.
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Right-Click Operation

Description

Straighten Connections

Distribute

Align

Document Selection

Live > Import

Straightens lines for selected items. For example,
you can straighten a line to a driver, all lines in a
driver set, everything in a Domain Group, or an
entire project. If a line is not within a few degrees
of being horizontal or vertical, this option is
dimmed.

Evenly distributes applications vertically or
horizontally. Press Ctrl, select the items that you
want to distribute, then select a pattern.

Aligns applications according to a pattern that you
select. Press Ctrl, select the items, then select a
pattern (for example, Align Bottom).

Launches the Document Generation Wizard, which
documents your project.

Imports an Identity Vault.

Identity Vault Operations

The following figure illustrates Modeler operations that are available when you right-click an Identity

Vault.
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Figure A-2 Identity Vault Operations
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Table A-2 Identity Vault Operations

Operation Description

Undo Returns an item to its previous status.

New > Driver Set Adds a Driver Set object to an Identity Vault.
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Operation

Description

New > Library
New > Server

Straighten Connections

Select Connected Applications

Distribute

Align

Change to eDirectory Tree

Change to Identity Vault

Add to Group

Manage Vault Schema

Document Selection

Import Schema from File

Import from Configuration File

Export to File > Configuration

Export to File > Schema

Launches the New Library Wizard.
Launches the Add Server Wizard.

Straightens lines for selected items. For example, you can
straighten a line to a driver, all lines in a driver set, everything in
a Domain Group, or an entire project. If a line is not within a
few degrees of being horizontal or vertical, this option is
dimmed.

Selects all applications that are connected to the driver set or
Identity Vault. This is convenient if you have several
applications connected to a driver set. You can quickly move
them all or delete them all without browsing to and selecting
each one.

Evenly distributes applications vertically or horizontally. Press
Ctrl, select the items that you want to distribute, then select a
pattern.

Aligns applications according to a pattern that you select. Press
Ctrl, select the items, then select a pattern (for example, Align
Bottom). See Table A-6 on page 577.

Changes an Identity Vault to an eDirectory tree. In Architect
mode, this option displays a tree instead of a vault. This is just
for diagramming purposes; there is no functional difference.

Changes an eDirectory tree into an Identity Vault. In Developer
mode, this option displays a vault instead of a tree. This is just
for diagramming purposes; there is no functional difference.

Creates a Domain Group, and adds the selected items to it. The
selected items are removed from any group to which they were
previously associated.

Launches the Schema Manage tool, from which you can
manipulate schema settings for the selected Identity Vault or
directory.

Launches the Document Generation Wizard, which documents
the selected Identity Vault.

Enables you to browse to a file and import a schema into a
.schor.ldif file.

Allows you to browse to and import a driver configuration file.

Exports the Identity Vault to a .xm file. iManager can consume
this format, and Designer can re-import it. For more
information, see “Exporting to a File” on page 401.

Exports the schematoa.schor.l dif file.
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Operation Description

E-mail Templates > E-Mail Server Configures an e-mail server to send e-mail notifications. Edits

Properties templates used to notify users concerning password events. For
more information, see “Configuring the E-Mail Server” on
page 280.

E-Mail Templates > Edit Templates Launches the E-mail Templates dialog box, from which you can

edit the e-mail templates associated with the selected Identity
Vault. For more information, see Chapter 10, “Setting Up E-Mail
Notification Templates,” on page 271.

E-Mail Templates > Update Templates Adds localized templates to the Default Notification Collection.

Live > Import Enables you to connect to a server, browse to and select
objects, and import the objects into the Identity Vault.

Live > Deploy Prepares a deployment summary and then deploys selected
objects and attributes.

Live > Compare Compares selected Identity Vaults. Enables you to reconcile or
update Identity Vaults. See “Using the Compare Feature When
Deploying” on page 394.

Live > Schema > Import Imports the schema from an existing Identity Vault.

Live > Schema > Deploy Deploys the modified or imported schema.

Live > iManager Enables you to connect to a server and launch iManager.
Live > Status for All Drivers Lists drivers that are stopped or running.

Live > Start All Drivers Starts all drivers associated with the selected object.
Live > Stop All Drivers Stops all drivers associated with the selected object.
Live > Restart All Drivers Restarts all drivers associated with the selected object.
Delete Deletes the Identity Vault.

Properties Displays the Identity Vault’s properties pages.

Driver Set Operations

The following figure illustrates Modeler operations that are available when you right-click a driver
set.
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Figure A-3 Driver Set Operations
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Table A-3 Driver Set Operations

Operation Description

New > Driver Launches the Driver Configuration Wizard to add a driver to the
driver set.

New > Job Launches the Job Scheduler Wizard to create a job.

New > Library Launches the New Library Wizard.

New > Role-Based Entitlement Creates an Entitlement policy that is a dynamic group with

Policies additional features added to grant entitlements on connected
systems.

New > DS Object Creates a DS object that is part of packages. A DS object

contains information that creates eDirectory objects in the

Identity Vault.
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Operation

Description

New > Global Configuration

Copy > Driver Set Settings

Copy > Global Configuration Values

Straighten Connections

Select Connected Applications

Arrange Applications

Distribute

Align

Document Selection

Import from Configuration File

Export to Configuration File

Live > Import

Live > Deploy

Live > Compare

Live > Driver Set Configuration >
Import Attributes

Creates a Resource object that stores global configuration
values that can be applied in a package.

Enables you to browse to a driver set and copy its settings. A
pasted copy overwrites data in the target driver set.

Enables you to copy Global Configuration Values (GCVs) from
one driver set to one or more other driver sets. This option
enables you to configure GCVs in one place and then apply GCV
settings to selected targets.

Straightens all lines in the driver set. If a line is not within a few
degrees of being horizontal or vertical, this option is dimmed.

Selects all applications that are connected to the driver set. You
can quickly move or delete the applications without browsing
to and selecting each one.

Arranges application icons around their associated driver set
icon. A check mark indicates the current layout for the driver
set. After the layout is set, any applications that you connect
are automatically snapped into that layout. For more
information, see Table A-7 on page 577.

Evenly distributes applications vertically or horizontally. Press
Ctrl, select the items that you want to distribute, then select a
pattern.

Aligns applications according to a pattern that you select. Press
Ctrl, select the items, then select a pattern (for example, Align
Bottom). See Table A-6 on page 577.

Launches the Document Generation Wizard, which documents
the selected driver set.

Reads in exports made from iManager or Designer. For more
information, see “Importing a Driver Configuration File” on
page 302.

Exports the driver set to a .xm file. iManager can consume this
format, and Designer can re-import it. For more information,
see “Exporting to a File” on page 401.

Enables you to connect to a server, browse to and select
objects, and import the objects into the driver set.

Prepares a deployment summary and then deploys selected
objects and attributes.

Compares selected driver sets. Enables you to reconcile or
update driver sets. See “Using the Compare Feature When
Deploying” on page 394.

Imports attributes from an existing driver set.
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Operation Description

Live > Driver Set Configuration > Deploys the modified or imported attributes.
Deploy Attributes

Live > Driver Set Configuration > Compares attributes in Designer to the connected Identity
Compare Attributes Manager server.

Live > Status > for All Drivers Lists drivers that are stopped or running.

Live > Start All Drivers Starts all drivers associated with the selected object.

Live > Stop All Drivers Stops all drivers associated with the selected object.

Live > Restart All Drivers Restarts all drivers associated with the selected object.
Delete Deletes the driver set.

Properties Enables you to configure Identity Vaults, driver sets, drivers,

and applications.

Driver Operations

The following figure illustrates Modeler operations that are available when you right-click a driver.

Modeler Operations 569



Figure A-4 Driver Operations
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Table A-4 Driver Operations

Operation Description

Undo Returns an item to its previous status.

570 Modeler Operations



Operation

Description

New > Credential Application

New > Credential Repository

New > DirXMLScript

New > ECMAScript

New > Entitlement

New > Job

New > Mapping Table

New > Resource

New > DS Object

New > Global Configuration

New > Schema Map

New > XSLT

New > From Copy

Copy > Settings

Copy > Server-Specific Settings

Creates a new Application object, which stores static single
sign-on parameters for a specific application. For more
information, see Net/Q Identity Manager Credential
Provisioning Guide.

Creates a new Repository object, which stores static
configuration information for an authentication credential
repository such as either NetlQ SecretStore or NetlQ
Securelogin. For more information, see the overview section in
the NetlQ Identity Manager Credential Provisioning Guide.

Launches the Policy Builder, creates a policy, and creates a new
DirXML Script. DirXML Script is the primary method of
implementing policies in the NetlQ Identity Manager engine.

Creates an ECMAScript object and opens the ECMAScript
editor.

Launches the Entitlement Wizard and adds an entitlement to
the selected driver. For more information, see Chapter 13,
“Using Entitlements,” on page 349.

Launches the Job Scheduler Wizard to create a job.

Creates a Mapping Table object. A policy uses a Mapping Table
object to map one set of values to another set of corresponding
values.

Creates a Resource object. Resource objects (for example,

generic, ECMAScript, mapping table, application, or repository
resources) store information that drivers use. The information
can be arbitrary data in any format (for example, XML or text).

Creates a DS object that is part of packages. A DS object
contains information that creates eDirectory objects in the
Identity Vault.

Create a Resource object that stores global configuration values
that can be applied in a package.

Creates a schema map policy and launches the Schema Map
editor. A schema map policy maps class names and attribute
names between the Identity Vault namespace and the
application namespace. The schema map policy is applied in
both directions.

Creates an XSLT policy. XSLT is a standard language for
transforming XML documents. You can use the XSLT option to
implement policies as XSLT style sheets.

Creates a policy by copying from an existing object.

Copies data from the selected driver to a target driver. A pasted
copy overwrites data in the target driver.

Copies data from the selected server to a target server. A
pasted copy overwrites data in the target server.
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Operation

Description

Mark/Unmark as Firewall

Straighten Connection

Show Dataflow View

Dataflow

DirXML Script Tracing

Show Policy Sets

Simulate

Run Configuration Wizard

Edit Entitlements

Password Synchronization

Manage Application Schema

Document Selection

Export to Configuration File

Import From Configuration File

Live > Import

Enables you to mark where a driver is communicating through a
firewall. Used in Developer mode. If driver icons are turned off,
the firewall icon doesn't appear.

Straightens a driver connection line. If a line is not within a few
degrees of being horizontal or vertical, this option is dimmed.

Displays the flow of information between the application and
the driver in the Developer view. Launches the Dataflow view.
For more information, see Chapter 8, “Managing the Flow of
Data,” on page 245.

Displays the dataflow between the application and driver set.
Appears only when dataflow view is activated.

Turns on or off the tracing of rules, conditions, condition
groups, actions, and tokens at the driver level.

Launches the Policy Set and Policy Flow views. For more
information, see “Policy Set View” in Understanding Designer
for Identity Manager.

Runs the Simulate Policy Transformation program against the
selected driver.

Guides you through creating a driver. After you fill in the
wizard’s forms, Designer automatically generates policies that
configure the driver to function as described in the forms.

Enables you to select an entitlement that is associated with the
driver and edit the entitlement’s settings. For more
information, see Chapter 13, “Using Entitlements,” on

page 349.

Configures and displays the flow of password synchronization.
For more information, see “Integrating Passwords” on
page 265.

Enables you to manage a copy of the managed system’s
schema. You can make changes to a copy of the application
schema so that you can test the Identity Manager drivers in
Designer. See “Managing a Copy of an Application Schema” on
page 166.

Launches the Document Generation Wizard, which documents
the selected driver.

Exports the driver to a .xm file. iManager can consume this
format, and Designer can re-import it. For more information,
see “Exporting to a File” on page 401.

Imports an exported .xm driver file.

Enables you to connect to a server, browse to and select a
driver, and import the objects into the driver.
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Operation

Description

Live > Deploy

Live > Compare

Live > Driver Configuration > Import
Attributes

Live > Driver Configuration > Deploy
Attributes

Live > Driver Configuration >
Compare Attributes

Live > Refresh Application Schema

Live > Status for All Drivers
Live > Start Driver
Live > Stop Driver

Live > Set Driver Trace Level

Live > Restart Driver

Live > Set Up Driver Security

Delete

Properties

Prepares a deployment summary and then deploys selected
objects and attributes.

Compares selected drivers. Enables you to reconcile or update
drivers. See “Using the Compare Feature When Deploying” on
page 394.

Imports attributes from an existing driver.

Deploys the modified or imported attributes.

Allows you to compare the attributes of a policy to the
attributes that are already deployed.

Specifies the server on an eDirectory tree where the schema is
refreshed after an application’s schema changes. See
“Refreshing the Application Schema” on page 167.

Reports whether the driver is stopped or running.
Starts the driver.
Stops the driver.

Specifies how much information to display in a trace level log
from the driver. Settings go from 0-5.

Restarts the drivers.

Launches the Driver Security Equals/Exclusions dialog box.
Enables you to configure the selected driver’s security
equivalences and to exclude selected users from administrative
roles.

If you select multiple drivers, this dialog box lets you add,
modify, and remove common security equivalences and
exclusions of the selected drivers.

Deletes the selected driver and its policies.

Launches the driver’s property pages. Enables you to configure
the driver.

Application Operations

The following figure illustrates Modeler operations that are available when you right-click an

application.
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Figure A-5 Application Operations
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Table A-5 Application Operations

Operation

Description

Undo Change Location

Disconnect eDir-to-eDir

Straighten Connection

Distribute

Align

Returns an item to its previous status.

(Viewable when you select an eDir-to-eDir application)
Separates the eDir-to-eDir application into two eDirectory
drivers.

Straightens a driver connection line. If a line is not within a few
degrees of being horizontal or vertical, this option is dimmed.

Evenly distributes applications vertically or horizontally. Press
Ctrl, select the items that you want to distribute, then select a
pattern.

Aligns the selected objects horizontally and vertically. For more
information, see Table A-6 on page 577.
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Operation

Description

Change to eDirectory Tree

Change to Identity Vault/Meta-

Directory

Show/Hide Subsystems

Add to Group

Show Dataflow View

Remote Control Desktop

Manage Application Schema

Document Selection

Driver > DirXML Script Tracing

Driver > Show Policy Sets

Driver > Simulate

Driver > Run Configuration Wizard

Driver > Password Synchronization

Driver > Document Selection

(Viewable when you select an eDirectory application.) Runs the
Driver Configuration Wizard to install an eDir-to-eDir driver.
Places a tree icon in the Identity Vault.

(Viewable when you select an eDirectory application.) Runs the
Driver Configuration Wizard to install an eDir-to-eDir driver.
Places a vault con in the Identity Vault.

Lets you model an application’s or operating system’s
subsystems. For example, if you have a Linux system, you can
open it and drop MySQL inside as a subapplication that runs on
Linux. This is for diagramming purposes only, but can be
convenient for accurately capturing the structure of the
enterprise systems around which you are building the identity
solution.

Creates a Domain Group, and adds the selected items to it. The
selected items are removed from any group that they were
previously associated with.

Displays the flow of information between the application and
the driver in the Developer view. Launches the Dataflow view
and lists Dataflow on the menu. For more information, see
Chapter 8, “Managing the Flow of Data,” on page 245.

Launches a remote control session for the selected application.
The host server must have an existing VNC server running.

Enables you to manage a copy of the managed system’s
schema. You can make changes to a copy of the application
schema so that you can test the Identity Manager drivers in
Designer. See “Managing a Copy of an Application Schema” on
page 166.

Launches the Document Generation Wizard, which documents
the application.

Turns on or off the tracing of rules, conditions, condition
groups, actions, and tokens at the driver level.

Launches the Policy Set and Policy Flow views. For more
information, see “Policy Set View” in the Understanding
Designer for Identity Manager.

Runs the Simulate Policy Transformation program against the
selected driver.

Guides you through creating a driver. After you fill in the
wizard’s forms, Designer automatically generates policies that
configure the driver to function as described in the forms.

Configures and displays the flow of password synchronization.
For more information, see “Integrating Passwords” on
page 265.

Launches the Document Generation Wizard, which documents
the driver.
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Operation

Description

Driver > Export to Configuration File

Driver > Import from Configuration

File

Driver > Import

Driver > Deploy

Driver > Compare

Driver > Driver Configuration >
Import Attributes

Driver > Driver Configuration >
Deploy Attributes

Driver > Driver Configuration >
Compare Attributes

Driver > Status for All Drivers
Driver > Start Driver
Driver > Stop Driver

Driver > Set Driver Trace Level

Driver > Restart Driver

Driver > Set Up Driver Security

Driver > Properties

Delete

Properties

Exports the driver to a .xm file. iManager can consume this
format, and Designer can re-import it. For more information,
see “Exporting to a File” on page 401.

Allows you to browse to and import a driver configuration file

Enables you to connect to a server, browse to and select a
driver, and import the objects into the driver.

Prepares a deployment summary and then deploys selected
objects and attributes.

Allows you to compare the information structure in Designer on
an object, to the object that is deployed or running on an
eDirectory server.

Imports attributes from an existing driver.

Deploys the modified or imported attributes.

Allows you to compare the attributes of a policy to the
attributes that are already deployed.

Reports whether the drivers are stopped or running.
Starts the driver.
Stops the driver.

Allows you to specify how much information you want to see in
a trace level log from the driver. Settings go from 0-5.

Restarts the drivers.

Launches the Driver Security Equals/Exclusions dialog box.
Enables you to configure the selected driver’s security
equivalences and to exclude selected users from administrative
roles.

If you select multiple drivers, this dialog box lets you add,
modify, and remove common security equivalences and
exclusions of the selected drivers.

Launches the driver’s property pages. Enables you to configure
the driver.

Deletes the application and driver.

Enables you to configure Identity Vaults, driver sets, drivers,
and applications.
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Submenus

Table A-6 Align Submenu

Operation Description

Align Top Aligns the top edge of the selected objects.

Align Bottom Aligns the bottom edge of the selected objects.

Align Left Aligns the left edge of the selected objects.

Align Right Aligns the right edge of the selected objects.

Align Center Horizontally aligns the centers of the selected
objects.

Align Middle Vertically aligns the middles of the selected objects.

Table A-7 Arrange Applications Submenu

Operation

Description

Arrangement Off

Box

Circle

Half Circle

Star

Fan Out - Bottom

Fan Out - Left

Fan Out - Right

Fan Out - Top

Expand/Contract

Disables a previously selected auto-arrangement
method.

Arranges application icons in a square around the
driver set.

Arranges application icons in a circle around the
driver set.

Arranges application icons in a semicircle around the
driver set.

Arranges application icons in a star around the driver
set.

Arranges application icons in a fan shape below the
driver set.

Arranges application icons in a fan shape to the left
of the driver set.

Arranges application icons in a fan shape to the right
of the driver set.

Arranges application icons in a fan shape above the
driver set.

Expands or contracts the layout of the application
icons. Selecting this option opens a dialog box from
which you drag the slide in the Factor field to change
the layout.
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Table A-8 Dataflow Submenu

Operation

Description

Publish

Subscribe

Sync

Ignore from

Ignore to

Ignore both directions

Specifies that the Publisher channel is synchronized
for the selected objects (uni directional sync from
selected objects.) For more information, see
Chapter 8, “Managing the Flow of Data,” on

page 245.

Specifies that the Subscriber channel is synchronized
on the selected objects (unidirectional sync to
selected objects.) For more information, see
Chapter 8, “Managing the Flow of Data,” on

page 245.

Specifies that both the Publisher and Subscriber
channel are synchronized for the selected objects
(bidirectional sync.) For more information, see
Chapter 8, “Managing the Flow of Data,” on

page 245.

Specifies that the selected objects ignore Subscriber
channel synchronization. For more information, see
Chapter 8, “Managing the Flow of Data,” on

page 245.

Specifies that the selected objects ignore both
Publisher and Subscriber channel synchronization.
For more information, see Chapter 8, “Managing the
Flow of Data,” on page 245.

Specifies that the selected objects ignore Publisher
channel synchronization. For more information, see
Chapter 8, “Managing the Flow of Data,” on

page 245.

Table A-9 Distribute Operations Submenu

Operation Description
Horizontal Evenly spaces the selected objects horizontally.
Vertical Evenly spaces the selected objects vertically.

Keyboard Support

The following table describes common keyboard shortcuts available in the Modeler.

Table A-10 Shortcut Keys

Keystroke

Description

/

Navigates to the item's next connection.
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Keystroke

Description

\

Delete
Left-arrow
Right-arrow
Up-arrow
Down-arrow
<Alt>+Down-arrow
<Alt>+Up-arrow
<Ctrl>+ =
<Ctrl> + -
<Ctrl>+A
<Ctrl>+C

<Ctrl>+F

<Ctrl>+V

Navigates to the item's previous connection.
Deletes the selected item or line.

Navigates left.

Navigates right.

Navigates up.

Navigates down.

Navigates into a subgroup.

Navigates out of a subgroup.

Zooms in.

Zooms out.

Selects all objects in the current project.
Copies the selected objects to the Clipboard.

Opens the Find dialog box for searching the
project.

Pastes the Clipboard contents to the selected
location.
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Document Generator Core Support

Templates

This is reference information to help you customize the Document Generate feature.

+ “dgSection.xs|” on page 581
+ “dgFormat.xsl” on page 582

|II

+ “idmConfig.xsl” on page 585

+ “idmUtil.xsl” on page 586

dgSection.xsl
Template Description
match “/” Main template that invokes all sub-templates. Users can

Section.Sequence

Section.Main
Section.Content
Section.Body

Section.ShowStyleAttri
butes

Section.Children

Section.Pagelayout

Section.staticContent

override this template to create their own template behavior;
however, you should override the Section.Content,
Section.Body, or Section.Main.

Main template that invokes all sub-templates. Users can
override this template to create their own template behavior;
however, you should override the Section.Content,
Section.Body, or Section.Main.

This section includes Section.Content and Section.Children.
This section includes Section.Title and Section.Body.
The body content of the section.

Describes the default way to display attributes when no
template is defined.

Parameters:

+ border - border used for tables. The default value is
0.5pt solid black.

Inserts the child sections that are passed as a parameter into
this template.

Formats the page layout, including paper size, headers, page
numbering, and so forth. The Section.Main template is called
to insert the document into this layout.

Formats the page layout, including paper size, headers, page
numbering, and so forth. The Section.Main template is called
to insert the document into this layout.
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Template Description

Section Title Creates a title block containing the appropriate title text and
link.
Section.TitleText Gets the text to be displayed for this section.
dgFormat.xsl
Template Description
Format.Title This template handles all of the details involved in

Format.FigureTitle

Format.OutputTextArea

Format.EnabledStatus

formatting a title block.
Parameters:

+ text - Text to display.

¢ id - id for linking to this title (such as from the
table of contents).

+ font - Font size to use.

+ image - Image to show as a bullet. The auto
value tries to determine an image based on the
current element.

This template handles all of the details involved in
formatting a figure title block.

Parameters:

+ title - Title text.

¢ description - Description text.

Formats parameter information returned from a text
area control that can contain HTML tags. If there is no
HTML prefix, line breaks are inserted.

Parameters:
+ value - Value of the textarea to output.

Shows the enabled image if the value is True. The
disabled image shows only when the showDisabled
parameter is set to True. Parameters:

+ value - Enabled, True/False.

+ showDisabled - Set to True if the disabled image
should show when the value is False. The default
value is False.
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Template

Description

Format.Chechbox

Format.PropertyRow

Format.ContextRow

Format.ShowBulletimage

Shows a check box image if the value is True, or an
empty check box image otherwise.

Parameters:

+ value - Checked, True/False.

* default - Default value if “”, False, or some other
value other than True exists. The default value is
False.

Shows a table property row with two columns, one for
the name and one for the value.

Parameters:

+ propertyName - The property name.
¢ propertyValue - The property value.

* border - Border used for the table. The default
value is 0.5pt solid black.

+ disable-output-escaping - Disables output
escaping on the output value, so you can pass
escaped FO content. The default value is False.

+ showEmpty - Show empty values. The default
value is False.

Shows a contextual row with related attribute. Use
this inside a table.

Parameters:

+ text - Text to display.
¢ level - Level or indent. The default value is 1.

* href - HREF value to link to another portion of
the document.

+ image - Image to show as a bullet. The auto
value tries to determine an image based on the
current element.

+ show-page-ref - Show page reference; True/
False. The default value is True.

Show a bullet image.
Parameters:

+ image - Image to show as a bullet. The auto
value tries to determine an image based on the
current element.
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Template

Description

Format.XMLFigure

match "node()" mode "xml-to-
text"

match "@*" mode "xml-to-
text"

match "text()" mode "xml-to-
text"

match "comment()" mode
"xml-to-text"

Format.ImageFigure

Format.PageBreak

Format.BasicLink

This template takes care of all the details involved in
formatting a figure that shows XML content.

Parameters:

* title - Title text.
+ description - Description text.

+ xml - XML data to show in the figure in text. You

can also use a "." to get the current node and

children.

+ simple-format - If True, this shows the XML
without text selecting. This can also be preferred
if name space attributes need to be included or if
the XML is not well-formed. The default value is
False.

XML-to-text formatting function.
Parameters:

+ attr-name-color, attr-value-color
XML-to-text formatting function.
Parameters:

+ attr-name-color, attr-value-color

XML-to-text formatting function.

XML-to-text formatting function.
Parameters:
+ comment-color
Formats a figure that shows an image for its content.
Parameters:

* title - Title text.

+ description - Description text.
Inserts a page break.

Creates a basic link to the given HREF using the given
text. If the hr ef parameter is empty, it only outputs
the text value.

Parameters:

* text - Link text
¢ href - Link HREF
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Template

Description

Format.BasicLinkToReferenced
Item

Format.Uppercase

Format.SmartSpace

Format.OutputDebugParamet
ers

Format.Debug

Creates a basic link to the XSI referenced item. This
uses the @guid attribute to build the link. If no @guid
is available, only the text label is rendered.

Parameters:

¢ xsiHref - XSl value of referenced node.
Used to convert a string to uppercase text.
Parameters:

¢ value - The value you want to convert to
uppercase.

Used to convert a string to smart-spaced text.
Parameters:
¢ value - The value you want to smart-space.

Outputs the debug parameters for a section when the
DEBUG_PARAMS attribute is enabled.

Outputs the specified text in a debug format when the
DEBUG attribute is enabled.

Parameters:

¢ text - Debug text.

idmConfig.xsl

Template

Description

match "*" mode

Build an XML Figure for any policy type.

"xmlFigure"
Parameters:
+ title, description, alwaysShowPolicyXmlSource
match Filter.
"xsl:stylesheet | xsl:transf
orm" Parameters:

+ title, description

match "attr-name-map"

match "policy"

Attribute mapping.

Policy matching.

Parameters:

+ title, description, alwaysShowPolicyXmlSource

opConcat
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Template Description

opDelim

match "@*" mode
"DirXMLScript"

match "*" mode
"DirXMLScript"

match "arg-actions"
mode "DirXMLScript"

match "arg-dn" mode
"DirXMLScript"

match "arg-value" mode
"DirXMLScript"

match "token-text"
mode "DirXMLScript"

getlLabel Utility method used to get policy related text labels.
Parameters:
+ name - The name of the label.

match "actions"

idmuUtil.xsl

Template Description

IdmUtil.ltemPropertyTable Shows a table of values for the current Item. Depending
on the item, it might filter attributes.

Parameters:

* title - Title text.
+ description - Description text.

¢ showEmpty - Show empty values. The default
value is False.

IdmUtil.StartOptionProperty Shows the appropriate icon and text for the startup
Row option on the current Item. (0 = Disabled, 1 = Manual, 2
= Auto)

Parameters:

+ propertyName, propertyValue, border
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Template

Description

IdmUtil.ltemNumbering

IdmUtil.ltemText

IdmUtil.ltemType

IdmUtil.PolicySetPropertyRo
w

IdmUtil.PolicySetLinks

IdmUtil.ConfigValuesTable

IdmUtil.FilterTable

Gets the current item numbering in context to the
Designer source (such as "2.4.5.2."). This template
helps centralize what should be counted in the
numbering process because several places reuse this
information.

Based on the XSI type, returns text for the type,
followed by a colon and the name value (for example,
Identity Vault: my vault 1)

Returns text representing the type of the current ltem
(such as Identity Vault, Domain, or Driver Set)

Builds a property row with a list of the policies based on
the next policy value.

Parameters:
+ policy - Root policy of the policy set, passed by
attribute name (such as mappingPolicy).
¢ label - Label for the displayed value.

* emptylabel - Text to show if the value is empty.
The default value is (none defined).

Returns a list of policy set links, called recursively.
Parameters:

+ xsiRootPolicyHref - Root policy of the policy set.
Shows a Config Value table for the given XML.
Parameters:

+ title - Title text.

+ description - Description text.

+ xml - XML value to use to create the table.

+ border - Border used for the table. The default
value is 0.5pt solid black.

+ emptylabel - Text to show if the value is empty.
The default value is (none defined).

Shows a Filter table for the given XML.
Parameters:

* title - Title text.

¢ description - Description text.

+ xml - XML value to use to create the table.

+ emptylabel - Text to show if the value is empty.
The default value is (none defined).
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Template

Description

IdmUtil.showSynclcon

IdmUtil.ValueOfReferencedlIt
em

IdmUtil.ltemCustomIlconFile
Name

IdmUtil.ShowlManagericon

IdmUtil.Showlcon

Show an Identity Manager sync icon based on input
type and sub-type.

Parameters:

+ type - Type is pub, sub.

¢ sub-type - Sub-type is "", sync, ignore, notify,

reset.

Returns the value of the node given the XSI expression.
When extracting the name of an item, you should use
the Format.BasicLinkToReferencedltem method so that
the text is created as a link inside the document.

Parameters:

+ xsiHref - XSl value of referenced node.

+ suffix - Suffix to append before selecting (the
default is the current node). The default value is

Get the custom icon filename for the given GUID.
Parameters:
¢ guid - The item's GUID

This method is for backwards compatibility. Use
IdmUtil.Showlcon instead.

Shows the icon for the current Item. This first checks
the cusomlconURI for a referenced image, then builds
to a generic path based on the type attribute (for
Drivers and Applications).

Parameters:

+ image-width - The image width to use. The default
value is 49px.
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Adding Applications and Drivers to
the Palette

The following graphic illustrates Designer’s palette. The Directory group is expanded to illustrate
applications in that group.

Figure C-1 Designer’s Palette
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You can add a group, application, driver, or driver configuration to the palette. To do so, you must
modify or create almost all the file types discussed in “Definition Folders and Files” on page 590. You
must also exactly follow each step as explained in “Adding to the Palette” on page 599.

+ “Definition Folders and Files” on page 590
+ “Adding to the Palette” on page 599

+ “Protecting Your Customized Files” on page 611

Definition Folders and Files

The palette definition is stored in the com novel | . i dm <versi on and ti nestanp>’ folder.

Figure C-2 The defs Folder

v+ I « netig » idm » apps » Designer » plugins » com.novellidm_4.0.0.201909201011 » defs

~
~

packages_backup Name

lugi
prains driver_configs

com.novell.idm 4.0.0.2019092 engine_controls

defs model_items
driver_configs notification_templates
engine_controls stylesheets
model_items themes
notification_templates s
stylesheets
themes
xml

The following sections provide information about subfolders and files:

+ “Driver Configuration and Localization Files” on page 590
+ “Palette Folders and Files” on page 590

+ “The Notification Templates Folder” on page 598

¢ “The Themes Folder” on page 598

Driver Configuration and Localization Files
Thecom novel | . i dm <version and tinestanp>/defs/driver_confi gs folder contains

all the driver configuration files and their localization (. x| f) files. These files contain Identity
Manager policies. You can import them by using iManager or Designer.

Thei ds_t ransf or msubdirectory should be left alone.

Palette Folders and Files

Thecom novel | . i dm <versi on and ti mest anp>/ def s/ nodel _i t ens folder contains all the
items that make up the palette:
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Figure C-3 The model_items Folder

T > ThisPC » Local Disk (C:) » netig » idm » apps » Designer » pluging » com.novellidm_4.0,0.201909201011 > defs » model_items

plugins
com.novell.idm_4.0.0.20190%201011

defs
driver_configs
engine_controls
model_items
notification_templates
stylesheets
themes
xml

deprecations

html

icans

lib

META-INF

schema

survey

UninstallDesigner

.

2 MName Date modified

Applications 10/11/2019

DesignElerments 9/
Drivers 10/11/2019
Main

Palettes
Categories.dtd
Categories
Driver.dtd
ItemDef.dtd
Palette.dtd 9/20/2019 12:37 PM

I = T Vo BT R T 1=

The following table lists the . xm and . dt d files found in this folder. The . dt d files contain the XML
Document Type Definition for the different palette definition files.

Table C-1 Files in the model_items Folder

Filename

Description

Cat egori es. dtd

Cat egori es. xni

Driver.dtd

| temDef. dtd

Pal ette. dtd

Defines a category

Contains all the categories that the palette can consume. Because adding or
removing categories breaks existing code or has no impact at all, this file
should be left alone.

Elements that make up a driver (for example, configuration files, primary
and secondary applications, icons, and capabilities)

Defines applications and design elements

Defines the palette's name and its groups

The nodel _i t ens folder also contains several subfolders:

+ “Definition Files for Applications” on page 591

+ “Design Elements” on page 598

¢ “The Drivers Folder”

on page 598

Definition Files for Applications

The Appl i cat i ons folder contains definition files for all applications that are available in the

palette.
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Figure C-4 The Appl i cati ons Folder

v 1 « Designer » plugins » com.novell.idm_4.0.0.201909201011 » defs » model items > Applications

~

N

plugins Name
com.novell.idm_4.0.0.201909201011
Cloud
defs Databases
driver_configs Directory
engine_controls EMail
model _items Enterprise
Applications IdentityAssurance
DesignElements MainFrame
i MessageBus
Drivers
0s
Main .
Service
Palettes T3]

notification_templates
stylesheets
themes

xml

The application definition files are grouped into folders that match the groups defined in the
Mai n. xm palette definition file in the Pal et t es folder. The palette arranges applications in these
same groups in Designer.

Figure C-5 The Palettes Folder

- 1 « apps » Designer » plugins » com.novellidm_4.0.0.201909201011 » defs » model_items > Palettes

Fay
plugins 2 Name Date modified
v com.novellidm_4.0.0.201909201011 —_— /90/2019 1237 PM
v B defs [] Main /20/2019 12:37 PM

driver_configs
engine_controls
v model_items
Applications
DesignElements
Drivers
Main
> Palettes
notification_templates
stylesheets
themes

xml
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The Appl i cati ons/ Di r ect ory folder contains XML files, icons, and localization variables in

properties files.

+ “XML Files” on page 593
¢ “The Icons Folder” on page 594

+ “Localization Files” on page 596

XML Files

The def s/ nodel _i t ens/ Appl i cati ons/ Di rect ory folder contains . xm files. These files are

the application definitions.

Figure C-6 XML Files in the Directory Folder

i

As the following figure illustrates, the definition files reference icons and localization variables:

« plugins » com.novellidm_4.0.0.201909201011 » defs » model_items » Applications » Directory

plugins
com.novell.idm_4.0.0.201909201011
defs

driver_configs

engine_controls

model_items

Applications

Cloud
Databases
Directory
EMail
Enterprise
IdentityAssurance
MainFrame
MessageBus
0s
Service

Tool

~ -1

~

icons
props
[1AD
__| ADAM
J CriticalPath
| eDir
J GenericDirectory
"] IBMDir
J iPlanet
[ 1 MDAD
__| NDS
[ ] N-eDir
__| Netscape
[INIS
J OracleDir
J SecureWay
J SunDir
J SunOne
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Figure C-7 The AD.xml File

File Edit View Insert Format Help

DeE S& # By

<?uml wersion="1.0" standalone="yes"i>
<!DOCTYPE item—def IVITEM .. ItemDef.dod™:

<item-def type="ActiveDirectory"™ category=Mipplication™ group="Directory™>
< nEtne > § ¥ 4 hatne s
Tarexyn _ |

<tooltip>3Tip</tooltip> a variable reference
<icons>

<regular Feuular?}

. . a reference to an icon

<Smallricons/ Sma ad.gif</smallx

</iconss>

<supported-drivers:>
<item type="AD-Driver™ />
<item type="Text-Driver"/:
</supported-drivers:

<supported-protocols>
<item type="LDAP"/>
<item Lype="VNCTS >
</supported-protocols:
<fitem-def>

Frr Haln rrace F1 Rl IR

The Icons Folder

The def s/ nodel _itens/ Appl i cati ons/ Di rectory/icons folder contains icons in PNG
format (. png).
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Figure C-8 Thei cons Folder

il « com.novell.idm_4.0.0.201909201011 » defs » model_items » Applications » Directory » icons

plugins
com.novell.idm_4.0.0.201909201011
defs
driver_configs
engine_controls
model_items
Applications
Cloud
Databases
Directory
icons
props
EMail
Enterprise
IdentityAssurance
MainFrame
MessageBus
0sS
Service

Tool

~

-

small

W] oracledir

W] secureway

sundir

|&] sunone

The Modeler (not the palette) uses these icons. The palette uses the small icons in the smal |
subdirectory. The .png files are referenced from the application definition files.

The icons are 44x55 pixels in size and use transparency to display well in the Modeler.

The smal | folder contains smaller GIF versions of the icons in the parent directory.
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Figure C-9 The small folder

T™ « com.novellidm_4.0.0.201909201011 » defs » model_items > Applications » Directory » icons > small

plugins ~ W ad
com.novellidm_4.0.0.201909201011 |&] adam
defs |&i] criticalpath
driver_configs |®] edir
engine_controls [&l] generic_directory
model_items @] ibmdir
|| iplanet
Applications & mdad
Cloud & nds
Databases [al] N-eDir
Directory |®] netscape
icons & nis
small W] oracledir
props || secureway
EMail |®] sundir
|&| sunone
Enterprise
IdentityAssurance
MainFrame
MessageBus
0s
Service
Tool

These icons are actually shown in the palette. The icons are 20x16 pixels in size and use transparency
to display well in the palette.

Localization Files

The def s/ nodel _itens/ Appl i cati ons/ Di rectory/ props folder contains localization
variables that are defined in .pr operti es files.
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Figure C-10 The pr ops Folder

v « com.novell.idm_4.0.0.201909201011 » defs » model_items » Applications » Directory > props

A
plugins ~ Name Date modified

com.novell.idm_4.0.0.201909201011

defs
driver_configs
engine_controls

model_items

D AD.properties

D ADAM .properties

0 CriticalPath.properties
D eDir.properties

Ij GenericDirectory.properties

D IBMDir.properties

9/20/2019 12:37 PM
9/20/2018 12:37 PM
9/20/2018 12:37 PM
9/20/2019 12:37 PM
9/20/2018 12:37 PM
9/20/2018 12:37 PM

Applications
Elr;ud [] iPlanet.properties 9/20/2019 12:37 PM
Databases Q MDAD.properties 9/20/2019 12:37 PM
] u NDS.properties 9/20/2019 12:37 PM
Pirectory D N-eDir.properties 9/20/2019 12:37 PM
icons || Netscape.properties 9/20/2019 12:37 PM
small [ NIS.properties 9/20/2019 12:37 PM
props D OracleDir.properties 9/20/2018 12:37 PM
EMail Ij SecureWay.properties 9/20/2019 12:37 PM
Enterprise L] SunDir.properties 9/20/2019 12:37 PM
IdentityAssurance | SunOne properties 9/20/2019 12:37 PM
MainFrame
MessageBus
0s
Service
Tool

The application definition files reference localized strings in the . properti es files. In the following
figure, Name can be referenced through %Name, illustrated in Figure C-7 on page 594.

Figure C-11 A .properti es File

It AD.properties - Motepad £ E”E'
File Edit Faormak “iew Help

Mame = Active Directary
Tip = Microsoft Active Directory
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Design Elements

The def s/ nodel _i t ens/ Desi gnEl enent s folder mirrors the Appl i cat i ons folder, but
contains design elements instead of applications. Design elements are like unknown applications to
Designer. Design elements can be connected to and from anything, but Designer does not do
anything with them. They have only a generic properties page, and no logic exists around them. They
are basically just icons.

The Drivers Folder

The def s/ model _i t ens/ Dri ver s folder contains the driver definition files (not the driver
configuration files that contain Identity Manager policies and can be imported by using iManager or
Designer).

Figure C-12 The Drivers Folder

T « apps » Designer » plugins » com.novellidm_4.0.0.201909201011 » defs » model_items » Drivers

N
~

plugins Name
com.novell.idm 4.0.0.201909201011 .
icons
defs props
driver_configs | AccessReview
engine_controls | ACF2
model_items | AD
Applications | ADAM
DesignElements J AZURE
Drivers J sanner
) | Blackboard
Main ) DB2
Palettes 7 EDIR
notification_templates ] Entitlement
stylesheets | Fanout
themes | Generic
il | GoogleApps

The i cons and pr ops folders serve the same purpose as explained in “The Icons Folder” on
page 594 and “Localization Files” on page 596.

The Notification Templates Folder

The defs/notification_tenplates folder contains the default e-mail notification templates
that ship with Designer.

The Themes Folder

The def s/ t henes folder contains the Modeler theme definition files that ship with Designer.
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Adding to the Palette

The need to extend the default palette usually arises when additional driver configuration files need
to be hooked up to existing applications or to new applications or drivers.

Adding to the palette is a very delicate process and only successful if followed exactly step by step.
Each step needs to be adapted to your situation.

+ “Copying Configuration Files” on page 599

+ “Creating the Group” on page 600

+ “Adding a Key_Value Pair” on page 600

+ “Creating a Driver Definition” on page 602

+ “Creating the Application” on page 606

+ “Hooking Up the Custom Application” on page 609

Copying Configuration Files

1 Copy the new driver configuration file into the dri ver _conf i gs folder so that the
configuration file is accessible (but not yet hooked up) from Designer.

In this example, the new driver configuration file is Cust onDri ver- 1 DMB_5_0- V1. xni .

Figure C-13 An Example New Driver Configuration File

v T « idm » apps » Designer » plugins » com.novell.idm_4.0.0.201909201011 » defs » driver_configs

N

~

plugins Name
com.novell.idm_4.0.0.2019092 .
ids_transform
defs

driver_configs
engine_controls
model items
notification_templates
stylesheets

themes

xml

2 Copyintothedriver _confi gs folder all corresponding .x| f files that belong to
CustomDriver-1DVM3_ 5 0-V1.xm.

3 Continue with “Creating the Group” on page 600 to connect the driver configuration file with
the palette.
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Creating the Group

Before you place the new application Custom Application into the new Custom Applications group,
you must first create the group.

1 Decide on the name of the new application that you want to create and the group that you
want the new application to go into.
For this example, the following names are used:
+ New application: Custom Application
+ New group: Custom Applications

2 Add a group element to the def s/ nodel _itens/ Pal ett es/ Mai n. xm file.

B Main.xml - Notepad

File Edit Format View Help

<7xml wversion="1.0" standalone="wes"7> ”
<!DOCTYPE palette SYSTEM "Palette.dtd"s
<palette fd="com.nowvell.designer.idm.main" name="%Idm.mMain">
<group id="mMain"=%Main<Sgroup:=
<group id="Database">%Database</group>
<group dd="Directory">%¥Directory</group:-
cgroup Td="EmMail">%EMail</group>
<group d="Enterprise">XEnterprise</group=0 <group id="Ident
<group d="MainFrame">¥MainFrame</ groups
<group jd="MessageBus">¥MessageBus </ groups
<group d="0s">%¥0s5< groups>
<group d="PEx">%EPEx< Qroups>
<group Td="Graphic’ showInPalette="trua">%sraphic</group>
<group jd="DesignElement” showInFalette="true">%DesignElement< q
<group Jd="service"=¥service</group>I <group id="Tool"=%Tool</
<group dd="Customapplications"=®¥Customapplications< Qroups
</palettes

£ *

Give the group element an ID attribute with an intuitive and unique value (for example,
CustomApplications). Set the value of the element to %Cust omAppl i cat i ons to make it
localizable.

3 Save the file.
4 Continue to “Adding a Key Value Pair” on page 600.

Adding a Key_Value Pair

1 Opendefs/nodel _items/Pal ettes/props/ Main. properties.
This is the properties file for the Mai n. xn file that you edited in Step 2 on page 600.

2 Add a key/value pair (for example, CustomApplications = Custom Applications).
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Bl Main. properties - WordPad

File Edit Wiew Insert Format Help

Dz S0 # & BB

Main = Main

Iatakbase = Database

Directory = Directory

EMail = E-Mail

Tool = Tool

Enterprise = Enterprise
MainFrame = MainFrame
MessageBus = Message Bus

03 = 0Op Svystem

PEX = PEX

Zervice = Jervice

Graphic = Graphic
DezignElement = Desigh Element
Idn.Main = IDM Main
Identityvissurance = Identity Assurance

Customipplications = Custoln Applications

Far Help, press F1

3 Save the file.

TN

4 |f you want to localize the group name into other languages, copy the properties file and
rename it to Mai n_| anguage_code. properti es.

For an example of supported languages and their codes, view the x| f files in the def s/

driver_confi gs folder.

5 View the new group as an empty group in the palette by starting the copy of Designer that you

are manipulating.
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e Palette [
[:3 Select

r=1
L Marquee

s Connection

Identity Vault
., Driver Set

[ Domain Group

(= Cloud

[-= Database

(= Directory

[-== E-Mail

[ Enterprize
[-= Identity Assurance
[-= MainFrame
[-== Message Bus
[-== Op System
(== Senvice

= Tool

[-== Provisioning

6 Continue with “Creating a Driver Definition” on page 602.

Creating a Driver Definition

1 Create a driver configuration file Cust omAppl i cati on. xnl in the def s/ nodel _itens/
Dri vers folder.

The new configuration file must follow the Dri ver. dt d specifications in the folder that you
just created. The easiest way to do this is to copy an existing driver definition file, rename the
file, then modify it.
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T™ « apps » Designer » plugins » com.novellidm 4.0.0.201909201011 > defs » model items » Drivers

plugins ~ Name
com.novellidm 4.0.0.201909201011 .
icons
defs props
driver_configs || AccessReview
engine_controls || ACF2
model_items _| AD
Applications _ ADAM
DesignElements L] AZURE
) | Banner
Drivers
| Blackbeard
Mai
an _| CustomApplication
Palettes | DB2
notification_templates "] EDIR
stylesheets || Entitlement
themes | Fanout
xml || Generic

2 Edit the configuration file.
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Bl customapplication.xml o ] |
File Edit Yiew Insert Format Help

DB S| ] *[=[@)o] B

<?¥ml wersion="1.0" standalone="yes"?> =
< !DOCTYPE driwver SVSTEM .. \Driwver.dcd":

<driwver type="Customlipplication-Driver™ primarvipp="Customipplication™
secondarvipp="Genericlipp™ app-dn-format="ldap™:>

<narne >3 Name-</ name >

<tooltip»%3Tip</tooltip>

<icons:s
<regularr>icons/driver.phg</regulars>
<amallricons/small/driver.png</smalls
<4 iconas

<supported-shims>
<ghim-module name="addriver.dll"” type="native"/>
</supported-shims>

<driver-configs:>
cdriver-config file="CustomDriver.xml™ >
</driver-configss

<password-supports
<subscriber>
<init walue="yez"/>
<modify wvalue="yes"/ >
<oheck wvalue="yea"/ />
</aubscriber>
<publisher:
<init valus="yez"/>
<modify valus="yez"/ >

</publisher> 1

</ password-supports
<fdrivers ll
Far Help, press F1 MUM

2a Provide an intuitive and unique type (for example, CustomApplication-Driver).
2b Set the primaryApp value to CustomApplication.

2c Set secondaryApp value to GenericApp.

2d Specify the app-dn-format that your application supports.

2e Leave the icons as they are. They are not driver-specific.

2f Specify the shims that your application supports.

2g Specify the driver configuration file to use for this driver.

Specify only the filename, without the versioning information.For example, if your driver
configuration file is named Cust onDri ver-1DM3_5 0-v1. xm , you refer to it as
Cust om xni ).

Because Designer hides or displays the user interface and features based on the version of
the engine that you are working on, driver configuration filenames are important. You
need to store the version information in the configuration filename, according to a well-
defined format:

base namel-type]-idm engine version-configuration file version. xm
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Examples:
ActiveDirectory-Mrror-1DVB_0_1-V9. xm
ActiveDirectory-Fl at-1DV3_5-V3. xm
SAP- HR- 1 DM2_0_2- V2. xmi

+ SAP-User-|DMVB_0_1- V1. xn

+ SAP- User-| DVB_0_1- V2. xn

*

*

*

In the example filenames, the IDM element identifies the engine version. The IDM

elements to date are the following:
+ IDM2_0

IDM2_0_1

+ IDM2_0 2

+ IDM3_0

+ IDM3_0_1

+ IDM3_5

+ IDM3_6

+ IDM4_0

*

The V element in the example filenames specifies the version of this particular
configuration file. It is a number that is incremented with each release of a new

configuration file version. The following are examples:
* V1
*+ V9
* V11

No requirement exists for a more complex numbering schema.

3 Modify the props/ Cust omAppl i cati on. properti es localization file.

PPad - [C:Program Files"-.,HmrEII"-.,DEsigner"-.,eclipse"-.p:j

Eile Edit Search Miew Toals  Macros  Configure  \Window

LeHd BE2RE + BBIDOZ2IS:S

e

(mm

=101 ]

Help

T DY

Custo.. [T Hame = Custom Driver
Tip = My Cu=stom Driver

[+]

]

-

Kl
x

CustoméApplication.properties * | w7

[

You might need to create this file. If so, the quickest way is to copy, rename, and edit the file.

4 Continue with “Creating the Application” on page 606.
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Creating the Application

The next step is to create the Custom Application application and place it in the new Custom

Applications group.

1 Create a folder in the def s/ nodel _i t ens/ Appl i cati ons directory.

Name the folder the same name as the group ID. In this example, the name is
CustomApplications, as specified in Step 2 on page 600.

T « Designer » plugins » com.novellidm_4.0.0.201909201011 » defs » model_items » Applications

A

plugins “ Name
com.novell.idm_4.0.0.201909201011
Cloud
defs CustomApplications
driver_configs Databases
engine_controls Directory
model_items EMail
Applications Enterprise
Cloud IdentityAssurance
MainFrame
CustomApplications
MessageBus
Datab
atabases 0S
Directory Service
EMail Tool
Enterprise
2 Createicons,icons/small, and props foldersin the Cust omAppl i cati ons folder.

3 Create icons for the application.

You can copy existing icons and modify them so the transparency is correct. In this example,
modify the existing Generic Application icons.

3a Copydef s/ nodel _itens/ Applications/ Tool/icons/generic_app. png todefs/
nodel _itenms/ Appl i cations/ Cust omAppl i cati ons/icons. Rename the file as

cust onappl i cati on. png.
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T « defs » model_items » Applications » CustomApplications » icons

Fay
plugins “ Name
com.novellidm 4.0.0.201909201011
small
defs

|&| customapplication
driver_configs

engine_controls
model_items
Applications
Cloud
icons
props
CustomApplications
icons
props
Databases

Directory

3b Copydefs/nodel _itens/ Applications/Tool/icons/small/generic_app.gif
to def s/ nodel _i t ens/ Appl i cati ons/ Cust omAppl i cations/icons/snall.
Rename the file as cust omappl i cation. gi f.

4 Create an application definition file (. xm ) in the def s/ nodel _i t ems/ Appl i cati ons/
Cust omAppl i cati ons folder.

v 1 « com.novellidm 4.0.0.201909201011 » defs » model items > Applications > CustomApplications

S
~

plugins Name Date modified
o °
com.novell.idm_4.0.0.201909201011 o O G A
v defs props 10/11/2019 4:35 PM
driver_configs | | CustomApplication 9/20/2019 12:37 PM

engine_controls
v model_items

v Applications

v Cloud
icons
props
v CustomApplications
icons
props
Databases

The definition file follows the | t enDef . dt d specifications. (See Table C-1 on page 591.)
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The easiest way to create the file is to copy an existing application definition file (for example,
Generi cApp. xm ), rename the file, then modify it.

The application definition file and the . properti es file created in Step 5 need to have the
same name as the type. In this example, the files are named Cust omAppl i cati on. xnm and
Cust omAppl i cati on. properti es.

4a Make sure that the type attribute of the item-def element is set to an intuitive and unique
name (for example, CustomApplication).

CustomaApplication.xml 1Ol x|

File Edit Wiew Insert Format Help

DB Sl 4l 2|=eo 2

<?¥ml wersion="1.0" standslone="yes">
<IDOCTYPE item-def SYSTEM ..\ ItemDef.dtd":

<itew—def type="Customlpplication®™ category="Lpplication" group="Customlipplications":>
<nare > Name </ name >
<tooltip=3Tip</tooltips>
<icons>
<regularricons/customapplication. png</regulars
<zmallricons/small/customapplication.gif</smalls>
</ icons>

<supported-drivers:>
<item type="Customipplication-Driver'/>
<item type="Text-Driver"/>
</supported-driverss

<supported-protocolss
<item type="LDLF"/>
<item type="VHCTS >
</supported-protocolss
</ item-def>

Far Help, press F1 MUM

4b Leave the category attribute as Application and set the group attribute to the group ID,
which is CustomApplication.

Reference the icons as you named them and do the same for the supported drivers. In this
example, the Delimited Text Driver (Text-Driver) is added as an alternative to the Custom
Application Driver (CustomApplication-Driver).

If the application can be connected to by using LDAP or VNC, leave these supported
protocols in. Otherwise, remove them. Usually, every application runs on a host OS that
supports either one or both of the protocols. Having these protocols registered enables
certain functionality in Designer for that application.

5 Modify the props/ Cust omAppl i cati on. properti es localization file in the same way you
modified the group.

An easy way is to copy def s/ nodel _i t ens/ Appl i cati ons/ Tool / props/

Generi cApp. properties todefs/ nodel _itens/ Applications/

Cust omAppl i cati ons/ props. Rename the file to Cust omAppl i cati on. properties,
then modify and save the file.
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Customapplication.properties ]

Hame = Custom Application —
Tip = My Custom Bpplication =

-
[« [

6 Copythe. gi f icon file into the com novel | . desi gner. core/i cons/i Manager directory.
This icon is used in iManager after the driver is deployed into the Identity Vault.

7 Continue with “Hooking Up the Custom Application” on page 609.

Hooking Up the Custom Application

1 Run Designer.

The new Custom Application appears in the new Custom Applications group in the palette.

—— Palette — 3

| [}3 Select

I:I+ Marquee

w—a _onmeckion

Identity Yaulk

.. Criver Set

[] Domain Group

[~ Database

[~ Direckorsy

L E-Mail

[~ Enterprise

[ Identity Assurance
[~ MainFrame

[~ Message Bus

[~ Op Swskem

L PEX

[— Service

[~ Tool

[~ CustomApplications  #
| Custom Application

[, Provisioning

If you drag and drop the application to the Modeler workspace, the Driver Configuration Wizard
prompts you to import the following:

¢ The new Custom Driver configuration file

+ All the Delimited Text driver configurations as specified in the application definition file

Adding Applications and Drivers to the Palette 609



a4

Select Driver Configuration e

Listed below are all driver configurations that can connect to
applications or systems in your model,

YOL are importing to an Identity Manager 3.5.1 system
[ ] Show Al
Driver Configuration Config Yer  Min IDM Yer

[ U CustomDriver n/a r/a
@ Delimited Text - C5W 1 3.5

=

@ C5Y User Import/Export (Resource.., 1 2.0

@ User Image Import/Export (Resour.., 1 2.0
_ 20,0, 200711161024 /defsfdriver_configs/CustomDriver. xml

[ |Perform required prompt checking
[ Do rnot show this dialog again

il RLIN l I Close

2 For full functionality in Designer, hook up your custom application to the Generic Application
(GenericApp):

2a Open the application definition file def s/ nodel _i t ens/ Appl i cati ons/ Tool /
Generi cApp. xm .

2b Add the new driver CustomApplication-Driver to the list of supported drivers.
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GenericApp.xmil

Eile Edit Wiew Insert

Format  Help

=1olx|

0|2(=| SR s 3[m@-] &

<tooltipsr%
<icons:

</ lcons:>

< item
<item
<item
<item
<item
<item
<item
<item

For Help, press Fi

Tip</tooltip>

<supported-drivers:>

<?xml wersion="1.0" standalone="yes"?>
<!DOCTYPE item-def ITITEM "..%ItewDef.drod™:

<itew—def type="Genericlpp™ category="Application®™ group="Tool'":

<narme > Name </ name >

<swallricons/small/generic app.gif</small>
<regular>ic0nsfgeneric_app.png<£regular>

Lpplication-Driver"/ >
type="Generic-Driver"/>

type="ACFZ-Driver"/>
type="Al-Driver™ />

type="0S400-Driver ™ >
type="hvaya-Driver™/ />
type="EDIR-Driver"/>

type="Entitlement-Driver™/>

[ om

=

If you now drag and drop a Generic Application from the Tools group, your new custom

driver appears as a selectable option in the Driver Configuration Wizard.

Protecting Your Customized Files

The files that you created are customized files. If you upgrade Designer, you lose part of the
customization in these files. Therefore, before upgrading, you need to save these customized files
into a protected directory. After the upgrade, copy or re-create the files.
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Version Control with Subversion and
Identity Manager Designer

This appendix is intended for people using Identity Manager Designer and Subversion. Identity
Manager Designer includes complete documentation covering how to use version control. This
appendix section gives more background on Subversion and indicates why you should make certain
decisions. The Designer documentation tells you which protocols are supported. This appendix tells
you why you should choose one over the others.

For more detailed information about using Designer with Subversion, see “Version Control” on
page 445.

There are many books available on administering a Subversion server and working with Subversion.
We recommend Version Control With Subversion. It is available without charge at O’Reilly Media
(http://svnbook.red-bean.com). Many topics in the book are touched upon in this paper, and this
paper references specific sections of the book.

+ “Understanding Subversion” on page 613

+ “Administering Your Subversion Server” on page 617

+ “Taking Full Advantage of Version Control” on page 626
+ “Glossary” on page 628

Understanding Subversion

Subversion is a version control system. Version control systems let you manage and create multiple
revisions of your project and documents. They also allow you to share those revisions among a team
of people.

+ “How Revisions Work In Subversion” on page 613

+ “Understanding Atomic Commits” on page 615

+ “Where Subversion Stores the Project Data” on page 616

+ “Moving an Existing Project” on page 616

How Revisions Work In Subversion

Revisions are a the heart of the Subversion functionality. A revision is a number that marks a specific
set of changes made to a set of files. A single revision number can cover changes made to multiple
files, but all of those files must be in the same repository.

Subversion uses a single revision number for the entire repository. This revision number is
incremented every time any change is made to the Subversion server. For example, if you import a
project at revision 100 and then create an ldentity Vault and commit (revision 101), create a driver
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and commit (revision 102), and create a policy and commit, you are at revision 103. If you have
multiple projects in the same repository, every change made to any project increments the revision
number for the whole server.

Although revision numbers are created for the entire server, different objects in your project can
have different revision numbers. For example, suppose you start with revision 100 and create a
policy and commit it; then create a mapping table resource and commit that version. The project will
be at revision 100, the policy will be at revision 101, and the mapping table resource will be at
revision 102. You can see the current revision of a specific object by using the Revision History or
Properties page. The Revision History page indicates the specific object revision with a yellow arrow.
In this example, the yellow arrow points to revision 100 for the project even though you see revision
101 and 102.

Subversion is meant to work in a team environment. In a team environment, there could be
someone else editing the project at the same time as you. Let's look at an example:

+ Alice imports a project at revision 100 to her local workspace.

+ Bob imports the same project, also at revision 100, to his local workspace.

+ Alice adds a new policy and commits, which creates revision 101.

+ Bob adds a different new policy and commits, which creates revision 102
At this point Alice’s project is at revision 100, her policy is at revision 101, and the latest revision on

the server is revision 102. If Alice wants to see Bob’s policy, she needs to update her project so she
has revision 102.
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Figure D-1 Viewing Changes Through the Revision History

& Revision History ol x|

1| verisimilitude

This is the history of verisimilitude, To select a revision from this list and get thatk
resdision From the histary, right-click on a specific revision to create a tag, and use the
arrow bo see your local revision of the current object,

Fevision | Date | User | Tag | _armment |
102 3/19/03 10:58 &AM bob added Bob's policy
101 3/19/08 10:56 AM  alice added alice's policy

= 100 319/08 10:51 AM alice Created the project verisimilitude,

(7) et Revision | {:

Revisions are a useful way to track the versions of your project. Revisions can help you get projects
back from the history and make sure that two users have the same version of a project loaded.

Understanding Atomic Commits

Atomic commits are a major feature of Subversion. The atomic commits treat the commit operation
as a single event that either completely succeeds or fails gracefully. That means all of your changes
are committed to the server or none of them are. For example, Alice and Bob are working together
on a project. Alice makes changes to multiple policies and entitlements that are all interdependent.
While Alice is in the process of committing this change, her network connection goes down. Before
Alice can connect to the server again, Bob does an update. Subversion ensures that Bob does not get
a partial update from Alice. Because Alice had a problem during her commit, Subversion makes sure
that none of the files are changed on the server. Alice can then perform the commit after her
network connection is restored.

Atomic commits are a very powerful tool and an excellent way to avoid broken projects. Atomic
commits are always available within Identity Manager Designer and Subversion. You don't need to
do anything special to enable them.
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Where Subversion Stores the Project Data

When you commit a project to Subversion, the project is stored in the Subversion repository. The
Subversion repository is an based on an internal database Subversion uses to store files. Subversion
stores a separate file containing the specific changes made in each revision using the revision
number as the filename.

These files are combined to maintain the concatenation of all of the changes made in your
repository and the history of those changes. These files are iterative in nature and contain only the
changes made for that specific revision. You can access these files in the db/ r evs directory of your
Subversion repository.

Beyond that one requirement, there are no firm rules about setting up your projects. Here are some
guidelines:

+ ltis a good practice to place a project in a directory of the same name. For example, a project
called projectl would go into a folder such as t r unk/ pr oj ect s/ proj ect 1.

+ Most repositories have a “sandbox” area. Users new to version control can experiment in this
area without worrying about corrupting existing projects.

+ |tis a good practice to organize groups of projects. You can group projects by user, team, or
company. The key is that having a large number of projects at the same level can be difficult to
navigate.

Moving an Existing Project

Identity Manager Designer does not provide support for moving a committed project from one place
on your Subversion server to another. However, you can do this with the Subversion command line:
+ Make sure the whole team commits all of their local changes.
+ Have all team members delete their local projects.
+ Use the Subversion move command to move the project location.
+ Have each team member import the project from the new location.
The Subversion move command is very simple. You just specify the current location of the project
and the new location you want to move it to. For example, if your project is located at t r unk/

proj ect 1 and you want to move it to t r unk/ mypr oj ect s/ pr oj ect 1, use the following
command:

svn mv -m "<your comment for the nmove>" http://myserver/trunk/projectl
http:// myserver/trunk/ nyprojects/projectl

Subversion moves the project to the new location and maintains all of the files and history.
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Administering Your Subversion Server

Larger companies most likely have a Subversion server administrator. Smaller companies might
require you to install the Subversion server yourself. You can also choose to install Subversion on
your own machine for easy backups. Either way, it is a good idea to know how the server should be
configured and administered.

+ “Server Specifications” on page 617

+ “Network Protocols” on page 618

+ “Authentication Schemes” on page 621

+ “Using Client Certificates” on page 623

¢ “Configuring Subversion with Apache HTTP” on page 624

+ “Proxy Server Configuration” on page 624

+ “Subversion Server Backup” on page 625

Server Specifications

The platform where you run Identity Manager Designer and the platform where you run the
Subversion server are completely independent. Identity Manager Designer includes a Subversion
client and is supported on any platform where Identity Manager Designer is supported.

Subversion provides official builds for the following platforms:

+ Red Hat Linux

+ Debian GNU/Linux

¢ FreeBSD

¢+ OpenBSD

+ NetBSD

+ Solaris

¢ MacOS X

+ Windows NT, 2000, XP, and 2003

+ HP-UX

* AIX

+ IBM i5/0S (0S/400)
Subversion also works very well on SUSE Linux. Although NetlQ strongly encourages you to run on
SUSE Linux, the Subversion server works well on all of the platforms. The platform you choose might

depend on the IT organization you are working with, existing infrastructure, or just personal
preference.

Subversion is a lightweight product and doesn't require a very powerful machine. The specific
requirements depend on many factors, such as the number of users, the number of projects, and the
other software running on that system. There is a discussion thread with some specific
recommendations you can find at the Apache Subversion Mailing Lists (http://
subversion.apache.org/mailing-lists.html).
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Network Protocols

Subversion supports direct file access, and the SVN, HTTP, HTTPS, and SVN+SSH network protocols.
These protocols define how Designer communicates with the Subversion server. The server must be
configured to support a set of specific protocols. You specify the protocol you are using in the first
part of the URL you use to connect to your version control server.

The protocol that you are using is transparent while you use Designer. Everything works basically the
same, no matter which protocol you use. However, the choice of protocol has significant impact on
the network traffic, security, and speed of your interactions with Subversion. Choosing the protocol
is an important decision.

+ “Direct File Access” on page 618

+ “SVN” on page 619

¢+ “HTTP” on page 619

¢ “HTTPS” on page 619

+ “SVN+SSH” on page 620

+ “Protocol Comparison” on page 620

Direct File Access

Direct file access is not actually a network protocol. You can simply point Designer at a repository on
your hard driver and access it directly. This is the easiest option to set up because it doesn’t even
require the Subversion server to be running. The version control import dialog box has an option to
browse for your local repository location. This is a good option for single users, experimenting with
version control, and giving demonstrations.

The main drawback of direct file access is that it doesn’t support network access for multiple users.
Direct file access is not a network protocol; your repository cannot be accessed by other people. As a
result, it does not provide good support for authentication schemes. This makes direct file access a

poor choice for team environments.

You specify this protocol by connecting to your server with a URL that looks like this:
C:.\ subversi on\ myrepository
or

/ hone/ <y user name>/ subver si on/ nyrepository
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SVN

SVN is a Subversion-specific protocol. This is the protocol that is used when you run the Subversion
server without the Apache HTTP Server. Just follow the Subversion server setup instructions in the
Identity Manager Designer documentation and you are using this protocol. The SVN protocol
supports networking and works well with small teams. It supports password file authentication as
well as path-based authentication.

The SVN protocol does not support any type of encryption. This means that all information sent
between Identity Manager Designer and the Subversion server is in clear text and could potentially
be seen by a third party. Another concern with the SVN protocol is accessibility through firewalls.
SVN is a specialized protocol and most firewalls need specific configuration to support it. Many
firewall administrators are wary of changing their configuration.

You should check with all organizations involved before choosing this option. If you do need to
configure a firewall to allow the SVN protocol, you must allow connections on TCP port 3690. In
addition, the SVN protocol is not supported by most proxy servers.

The SVN protocol is a good choice for small teams where everyone works together in the same
company. It is fast and easy to configure. You specify this protocol by connecting to your server with
a URL that looks like this:

svn:// nysubversi onserver/ nyrepository
or

svn:/ /1 ocal host

HTTP

Subversion supports the use of HTTP by using a protocol called WebDAV. WevDAV allows Designer to
access Subversion by using the same protocols that Web browsers use to access the Internet. The
Subversion server also requires the Apache HTTP server to support the HTTP protocol. This requires
a little more server configuration, but it isn’t too difficult. Using the Apache HTTP server also allows
many more authentication options.

The main advantage of HTTP is that it works with existing firewalls and proxy servers. This makes
HTTP a good choice when working with multiple companies, or working inside corporate networks.
HTTP does not support encryption between the Subversion server and Identity Manager Designer. If
you need to protect your data, then you should choose a different protocol.

You specify this protocol by connecting to your server with a URL that looks like this:

http://subversi on. myconpany. conl nyreposi tory

HTTPS

HTTPS works very similarly to HTTP, with the addition of data encryption between the Subversion
server and ldentity Manager Designer. HTTPS uses the SSL (Secure Socket Layer) encryption protocol
to make sure that third parties cannot read the communications between Identity Manager Designer
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and the Subversion server. HTTPS is slightly slower, but in practice the difference is negligible. HTTPS
is a good choice for corporate environments concerned about securing their data. HTTPS is the
protocol NetlQ developers use when working on the Identity Manager Designer source code.

The main drawback to HTTPS is that it can be difficult to configure. SSL requires a signing certificate
that is granted by a certificate authority like Verisign.com. These certificates must be purchased, and
applying for and installing them can be time-consuming. However, most server administrators are
familiar with this process and should be able to guide you through it

You specify this protocol by connecting to your server with a URL that looks like this:

htt ps: // subver si on. nyconpany. coni nmyr eposi tory

SVN+SSH

SSH (Secure Shell Protocol) is most popular on UNIX. Windows does not support SSH without
additional software, and the configuration can be very difficult. SSH security is based on public key
encryption using X.509 certificates. SSH is a good choice for UNIX environments looking for
additional security. SSH requires a change to firewalls because it is not allowed on most corporate
configurations. SSH uses TCP and UDP over port 22.

You specify this protocol by connecting to your server with and URL that looks like this:

svn+ssh: // subversi on. myconpany. com nyreposi tory

Protocol Comparison

Table D-1 Protocol Comparison

Protocol Pros Cons Port

Direct File Really easy to set up, great for single Doesn’t support team None

Access developers. environments.

SVN Easy setup and good network Doesn’t support encryption, TCP 3690
support. doesn’t support complex

authentication, and has trouble
with firewalls.

HTTP Good network support, works well ~ Requires the Apache HTTP server  TCP 80
with firewalls, and supports complex and is not a good choice for running
authentication. the Subversion server locally.

HTTPS Good network support with good Requires the Apache HTTP server,a TCP 443
security options. A good choice for  certificate from a third party, and
larger corporations. more complicated server

configuration.

SVN+SSH Good security in UNIX environments. Doesn’t support Windows well and TCP/UDP 22
can be difficult to configure.
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Authentication Schemes

In addition to deciding which protocols to use, it is important to look at authentication schemes. An
authentication scheme defines the way users identify themselves to your Subversion server. This has
significant impact on security as well as user management. Authentication schemes can be just a list
of usernames and passwords in a flat file, or a multiple-server environment requiring special
certificates for each client.

+ “Specifying a Realm” on page 621
¢ “User Management” on page 622

+ “Specifying Project-Level Access” on page 622

Specifying a Realm

Subversion makes use of realms in order to simplify user management. A realm is a string that
identifies how your server authenticates its users. This string does not need to be unique to your
server. Specifying the same realm in multiple servers indicates that the same username and
password can be used in any server using that realm. The realm your server is using shows up when
a user is prompted for authentication information in Identity Manager Designer.

Figure D-2 Providing Authentication for the Realm

& version Control Authentication x|

Provide wour username and password for the realm:
<gvni ) localhost: 3690 d4e409a5-3985-4647-ad92-44aef 6755420

Username: | glice

Password:

[~ Remember my password

|‘I3| _. ............ DK ............. I I:anl:el

By default, Subversion generates a unique ID for your realm, such as:
de409a8- 8985- 4647- ad92- 44aef 6788420

You can change the realm for your server in the svnser ver. conf file located in your repository’s
conf directory. If you are using Subversion in conjunction with the Apache HTTP server, you need to
use the Apache HTTP server configuration to specify your realm. More information about
configuring this information can be found at the Apache Core Features page (http://
httpd.apache.org/docs/2.2/mod/core.html#tauthname).
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User Management

Whether you are just a single user or part of a large team, you need to manage the users who are
allowed to access your Subversion server.

+ “Flat Password File” on page 622
+ “Apache HTTP Authentication” on page 622
+ “Apache HTTP Authentication with Third-Party Modules” on page 622

Flat Password File

The easiest way to manage user access is with a password file. This file specifies a list of users and
their passwords. The file looks like this:

[users] alice = alicepassword bob = bobpassword carol = carol password dave
= davepassword

This option is easy to configure and works well for small teams where security is not a major
concern. However, in environments with larger teams, the management of this file quickly becomes
unfeasible. In addition, this system is only as secure as the computer it is running on. If someone
gains access to your Subversion server, they have access to this passwords file and every user’s
password.

Apache HTTP Authentication

If you configure Subversion to run with the Apache HTTP server, you can take advantage of the
Apache HTTP server authentication. This mechanism also works with a flat file, but is much more
flexible than the Subversion mechanism. This mechanism can manage users and groups, deny access
by IP address, and much more. You can find information about this feature at Apache’s
Authentication, Authorization and Access Control for Apache HTTP Server page (http://
httpd.apache.org/docs/2.0/howto/auth.html).

Apache HTTP Authentication with Third-Party Modules

Apache includes a large variety of third-party authentication modules. These modules support
authentication to Windows NT domain controllers, UNIX password systems, NetlQ eDirectory, and
many more. NetlQ uses a module to authenticate against an eDirectory server for its internal
Subversion servers. As of this writing, there are 76 Apache HTTP modules dealing with
authentication.

Creating a more complex authentication scheme might seem like a daunting task, but it can pay off
in the long run. A good authentication mechanism can be mostly self-sustaining and gives users the
opportunity to manage their own accounts. Combining advanced authentication with SSL or SSH
provides ample security for a Subversion environment.

Specifying Project-Level Access

There are times when specifying access on a per-server basis is not sufficient. In those cases, you can
use project-level access controls. There is support for this in Subversion as well as in the Apache
HTTP server. When you configure this option by using the Subversion server, you can create an
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authorization DB file. The following sample file grants Alice the rights to read and write everything,
Bob the write to read everything, Carol the right to read and write project 1 while only reading
project 2, and Dave only the rights to read and write project 2.

[/] alice = rwbob =7

[/Project 1] carol rw

r dave = rw

[/Project 2] carol

You must specify the location of this file by using the aut hz- db value in the svnser ve. conf filein
your Subversion repository conf directory. For more information about configuring this option with
the Apache HTTP server, consult the documentation for the nod_aut h and nod_access
packages.

Using Client Certificates

Most security schemes in Subversion use a username and password to provide authentication. This
is security based on something your know (your password). If you are especially concerned about
security, you can use SSL client certificates. This is based on something you know (your password)
and something you have (the certificate).

You can use client certificates with Identity Manager Designer and Subversion, but you must use the
Apache HTTP Server. You will need to configure the Apache HTTP server to accept the client
certificates. Apache can be configured to use client certificates by using the mod_ldap package.
More information about that package can be found at the Apache Module mod_ldap page (http://
httpd.apache.org/docs/2.2/mod/mod_Idap.html).

If your Subversion server is configured to use client certificates, you are prompted to provide a
certificate in Identity Manager Designer. If you already have a Web browser configured to provide
the client certificate, you can export the certificate for use with Identity Manager Designer. Tell your
browser to export the client certificate and specify the PKCS#12 format. You can then browse and
select this certificate when you are prompted by Identity Manager Designer.
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Figure D-3 Authenticating to Version Control

& version Control Authentication x|

Provide wour certificate location and password For the realm:
<svn: [ localhosk: 3690 = d4e409a8-3985-4647-ad92-44aef 6758420

Certificate Path: [ C:ibmpimycert.cert -] ;;z;;;;'

Passphrase:

[~ Remember my certificate pass phrase

(7] (8] 4 Cancel

Configuring Subversion with Apache HTTP

The Subversion server is a set of libraries. These libraries are accessible with the custom SVN
protocol by using the svnser ve program. They are also accessible with the HTTP and HTTPS
protocols by using the mod_dav_svn module for Apache HTTP server. This is a module that knows
how to use the Apache HTTP server to support Subversion functions by using the WebDAV protocol.
You can find information about installing and configuring nod_dav_svn at mod_dav_svn
Configuration Directives (http://svnbook.red-bean.com/en/1.1/re58.html).

The standalone Subversion server is lightweight, easy to configure, and very stable. However, the
Subversion server does not support HTTP, HTTPS, and advanced user authentication as well as other
key features. The Subversion server is also not meant for large projects with many users. If you need
any of the more advanced features, or if you need to support a large user base, you should use the
Apache HTTP server. Both the Apache HTTP server and the Subversion server are free software.

Proxy Server Configuration

A proxy server is an application that takes requests and sends them on to other servers. Proxy
servers are often used by companies to monitor and filter access to the Internet. Many large
companies require all Internet access to be routed through the proxy server. If you are trying to
access a Subversion server that is outside of such a network, you must configure the proxy settings
in Identity Manager Designer.

In the main Designer menu, go to Window and then select Preferences. In the Preferences page,
select General > Network Connections. This preference page allows you to configure the proxy server
settings for Identity Manager Designer. Select the Manual proxy configuration option and supply the
proxy settings specified by your network administrator.

Version Control with Subversion and Identity Manager Designer


http://svnbook.red-bean.com/en/1.1/re58.html
http://svnbook.red-bean.com/en/1.1/re58.html

Figure D-4 Setting Proxy Server Settings
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Most proxy servers support only the HTTP and HTTPS protocols. Some proxy servers support the
SVN+SSH protocol and almost none support the SVN protocol.

NOTE: If you use a proxy server, errors can occur occasionally when the proxy server fails to forward
a packet. When errors occur, retry the operation. If you continue to have problems, verify that the
proxy server is working correctly.

Subversion Server Backup

When you are using version control, the Subversion server acts as a backup mechanism for all your
project data. It is vital that you back up the Subversion server frequently. If you do not back up the
Subversion repository and your server has a hardware failure, you lose your project data. Daily
backups are essential for active servers.

Subversion provides two tools to help create backups without interruptions of services: dump and
hotcopy. The dump command takes your entire repository and sends the contents to standard out.
You can also specify revisions to start and stop at. The hotcopy command creates a copy of your
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Subversion repository, including the database and all other configuration information. You use the
output from either of these commands to restore your Subversion repository during disaster
recovery.

For more information about the dump and hotcopy commands, including examples, see svnadmin
dump (http://svnbook.red-bean.com/en/1.1/re31.html) and svnadmin hotcopy (http://svnbook.red-
bean.com/en/1.0/re33.html).

Taking Full Advantage of Version Control

Using version control to simply commit, update, and share projects can be very useful, but there is
additional functionality that can be helpful in many of your projects.Version control can change the
way you work. It can enable a truly team-oriented development methodology.

+ “When to Commit and When to Update” on page 626
+ “Comments” on page 626
+ “Creating and Using Tags” on page 627

+ “Subversion Keyword Substitution” on page 627

When to Commit and When to Update

Version control is a tool for sharing and backing up your project. You should take full advantage of it.
That means committing often and updating frequently. You should learn to be comfortable with
committing. The project doesn’t need to be perfect, just make sure you won't impede your
teammates.

You should also update frequently to get your teammate's changes. This ensures that you are
working with an up-to-date project, and your changes can work with the changes your teammates
are making. You also resolve conflicts in a better way. The earlier you can resolve a conflict, the
easier it is be to resolve that conflict.

For example, if two individuals are editing the same policy and they work separately for a week, the
two versions of the policy will be very different. This makes it very likely that there are conflicts and
very likely that those conflicts are difficult to resolve. If those two users update frequently, they can
avoid most of the conflicts and make them much easier to resolve.

Comments

Whenever you commit a change to the version control server, you are prompted for a comment.
Comments are your chance to describe the change for yourself and for your teammates. Comments
can explain why you did something and what you were thinking when you did it.

Good comments should take the form of sentences. They should describe what you did and why you
did it. A well-written comment should give you a good idea of what has changed, but it does not
need to describe every change in detail.
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Good Comments

+ Created a new project for work on the new Active Directory drivers for Unilateral Widgets
Incorporated.

+ Added a new AD driver to connect to the second directory and moved policyl to a library so we
can access it from the new driver.

+ Changed the second rule in policyl to avoid the potential for an infinite loop when handling
more than three users.

Bad Comments

Comments should not be too brief:

+ Added new policy
+ New project

+ Undid Joe’s change
Comments should also not be too specific:

+ Changed the condition of policy add password rule operation-data to be the following: <and>
<i f-operation op="equal ">add</if-operation> <if-password
op="avail abl e"/> <if-xpath op="not-true">operation-data</if-xpath> </
and>

Creating and Using Tags

A tag is a readable name given to a specific revision. For example, you could tag revision 100 as
Release 1.0. Tagging is most useful for identifying significant revisions. If you certify that you are
ready to send a project to a customer, that is probably a good time to create a tag. You can then
access that tag later if you need to roll back a change. The combination of tagging and the Get from
History feature gives you a powerful tool to manage releases and deployments.

Subversion Keyword Substitution

You can use Subversion keyword substitution to give you more information on selected objects. For
example, you can use the Description area to track the revision number, the date and time an object
was last submitted to Subversion, and who submitted the last revision in the description of an
object. The following example uses a policy.
1 Select a policy and bring it up in an editor.
2 In the Policy Description area, add the following keywords:
+ SDate$
+ SRev$
+ SAuthor$
3 Save these changes to the policy.
4 Check the project into the version control server.

5 Update the project from the version control server.
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6 Open the policy in an editor and you will see that Subversion has substituted the keywords to
show the following:

+ SDate: 2008-05-20 11:17:51 -0500 (Tue, 20 May 2008) $

+ SRev: 1513 $

+ SAuthor: tpew $
You need to perform this procedure for each object for which you want to see this type of
information. You can add keywords in any place where you can add text, but the object’s Description

area is most accessible. The keywords are updated as you or other team members make changes to
the object.

Glossary

Appache HTTP Server. The server that is used in conjunction with the Subversion server to run the
HTTP and HTTPS protocols. The Apache HTTP Server is free and open source. More information,
including installation instructions, is available at the Apache HTTP Server Project Homepage (http://
httpd.apache.org).

Authentication Scheme. Controls how users are authenticated with your Subversion server. Can be
as simple as a flat file or can support many different authentication servers.

Commit. The process of taking your local changes and sending them to the Subversion server. Also
called “checking in.”

Import. You import a project from version control to get a project that has already been created and
put it on your local machine. After the initial import, you can use the update process to download
subsequent changes.

Repository. The place where the Subversion server holds your files. Repositories can support many
projects, and many repositories can be supported on the same computer.

Revision. A number identifying a specific set of changes to files in your project and across the
Subversion repository. Revisions are visible in the version control history and properties dialog
boxes.

Server Realm. A string that identifies the authentication scheme to be used for that server. Servers
with the same realms can use the same set of credentials to support a variation of single sign-on.

Update. Getting the latest changes from the server and applying them to the work area on your local
machine.
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Additional Driver Configuration

Certain Identity Manager drivers require you to perform additional configuration in addition to the
basic driver configuration. You need to perform this configuration for drivers such as Multi-Domain
Active Directory driver and JDBC Fan-Out driver. To perform this, Designer provides new editors for
configuring these drivers.

+ “Configuring the Settings for the Multi-Domain Active Directory Driver” on page 629

+ “Configuring the Database Connections for the JDBC Driver” on page 631

Configuring the Settings for the Multi-Domain Active
Directory Driver

You can use the Multi-Domain Active Directory driver editor to accomplish the following tasks:

+ Add forests and configure domain connections for the Multi-Domain Active Directory driver.

+ Configure the driver with multiple domains within the same forest. The editor allows you to
select the domains that you want to synchronize with Identity Manager.

+ Configure a Primary Domain Controller (DC) and a list of alternate DCs for each domain.

In case of a primary DC failure, the driver tries to establish connection with the alternate DCs.

Adding Forests to the Multi-Domain Active Directory Driver

You must first add the forests to configure the domain connections.

1 Open your project in Designer.

2 From the Palette, drag and drop the Multi-Domain Active Directory driver icon to the desired
driver set in the Modeler.

3 In the Modeler, right-click the driver icon and select Multi-Domain Active Directory
Configuration.

The Multi-Domain Active Directory Configuration Editor displays.

4 Click the o icon to create a forest.
5 In the Add Forest pop up window, fill in the following fields:

+ Forest Name: Specify the forest name. Ensure that you specify a logical forest name that is
accepted by the Identity Vault.

+ Global Catalog Server: Specify the global catalog server address. You can specify the port
number along with the IP address. For example, | P Addr ess: port . The default port for
clear text is 3268 and for SSL is 3269.

¢ User: Specify the username in LDAP format. For example,
CN=nane, OU=enpl oyee, O=depart nent.

+ Password: Specify the global catalog server password.
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+ Secure Connection: Select this option to establish a secure connection with the global

catalog server.

6 Click OK.

NOTE: This creates a new forest and adds the domains associated with the forest. By default,
the root domain is added automatically. Designer displays the domains in the Available Domains
list in the Forest Configuration tab.

7 Repeat step 4 through step 6 to create multiple forests for the Multi-Domain Active Directory
driver.

Configuring the Domain Connections

After adding the forest, use the following steps to configure the domain connections for each forest.

1 Inthe Forest Configuration tab, select a desired domain from the Available Domains and move it
to the Selected Domains list.

The selected domains also display in the Forest tree view.

2 Select the domain from the Forest tree view and proceed with the domain configuration.

3 In the Domain Configuration tab, fill in the following fields:

*

*

*

*

*

Domain: Displays the selected domain name.
User: Specify the username.

Wait Period: Specify the interval that you want the driver to wait before re-establishing the
connection with the next available domain controller during domain discovery failover. The
default value is five minutes.

Domain Controllers: Specify the domain controller configuration. The options are:

+ Auto Discover: The Multi-Domain Active Directory driver supports automatic DC
discovery during driver runtime. Select this option to automatically discover the
nearest DCs during driver startup.

+ Configure Manually: Select this option to configure the preferred and secondary
domain controllers. To configure manually, select the desired domain controller from
the Available DCs list and move it to the Selected DCs list.

Exchange-MDB: Select the desired exchange mailbox database (MDB) that you want to
provision to users in this specific domain from the Available Exchange-MDB list and move
them to the Selected Exchange-MDB list. You can specify more than one mailbox database.

Trace File: Specify the trace file. All the driver traces for this domain will be logged in this
specified file. If you leave this field blank, the driver trace will be logged in the default trace
file.

Trace Level: Specify the trace level.

Trace File Size: Specify the size of the trace file.

4 For the changes to take effect, click Save on the Designer toolbar.

IMPORTANT: After configuring the connection objects, deploy the connection object with the driver
to the Identity Vault. After deploying it, link the connection objects to the Subscriber options in the
Multi-Domain Active Directory driver configuration page.
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Configuring the Database Connections for the JDBC Driver

You can create new database connections for the drivers that support fan-out configuration by using
the Fan-Out Configuration Editor of Designer.

For example, you can configure multiple database connections for the Oracle Fan-Out driver. Each
driver instance loaded by the Fan-Out Agent uses this database connection information to connect
to the database and for tracing purpose.

To configure the database connections:

1 In the Fan-Out Configuration Editor page, click the " sign.
2 To add a new fan-out connection, specify the following information:
+ Name: Specify the name for the new connection.

+ User: Specify the user name with which the fanned out JDBC driver instance will
authenticate with the database.

+ Connection Password: Specify the password required by the JDBC driver for
authentication with this instance.

+ Server: Specify the server with which you want the fanned out instance to connect. For
more information, see JDBC URL Syntaxes in the Net/Q Identity Manager Driver for JDBC
Implementation Guide.

+ Trace Level: Specify the trace level for the database connection. This defines the level for
logging the trace messages.

+ Trace File: Specify the name of the trace file. This file includes the trace and debugging
messages for the driver.

+ Trace File Size: Specify the trace file size. This defines the limit for the trace file.
3 For the changes to take effect, click Save on the Designer toolbar.

4 (Conditional) To create multiple database connection for the fan-out configuration, repeat Step
1 through Step 3.
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