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Directory and Resource Administrator £ Microsoft Active Directory (AD) It t Z E B NENRFHES
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BRE— HENERENTEREHERRLEIE - oJEIEE(E Microsoft Exchange IRIZEIE
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+ OJETEM Web £1E : EE AN 0 ZEIERMMHEABERBZIRE (MIEER ) BENEE
B BRLEMHITERERE -

o REGHEZERE  HINERERMRTHNIAEEE - R 7 —EHRSHERNEZE
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DRA ADSI IRt & ( E#EEE)

RIECKEEBEEES Web i85 {F1a] DRA 1A B2
DRA E1E (G iR 73

DRA EIR AR EFAEREN (IRIE - ZEFIARA ) - RITRIEAENEEEET - UK
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» Exchange #HRE¥RT
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o S4B DRASEEIRE
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= {8 &l Directory and Resource Administrator BRZ I - 55 A A G 2R L B IE AR IRIRRUAEE
W RIRRERIEMRENERERNBARE -

ARGV ERER

REEHEERERZZMREANER - RIBIBARERE - HERIRE - FREENBERER
BRREMER - CHOERIAER R - IERAEAL BRANEBARILIEEE
ZWEH - MBEH - 5 NetlQ & ARES -

ERKB —B&B1E Active Directory ¥HFRIIRIZEPHAT :

ToiF CPU FCiERE (EEE

DRA EIEE AR R 8 CPU/ #l: 2.0 GHz 16 GB 120 GB
DRA Web FiE& 2 CPU/ %) 2.0 GHz 8GB 100 GB
DRA ¥R & 4 CPU/ #0) 2.0 GHz 16 GB 100 GB
DRA TERIZEARE: 4 CPU/ #Zi0) 2.0 GHz 16 GB 120 GB

ERIRRERME

DRAERFAETBERRRIEEEF - hZERGERRER - BRAMNIER

o BREFEREES "TEME,
+ BERERRERR " REFMAMELERE (Z8EE ).
+ BEDBREENREERE JEENRENCIREENLE

N2 RVERIE M 7 7E

RENTE ML DRA B FT B ERR BB E -
o ORRENERRL—EZR * TR

o REFENEBRLDMEZR ** TR
TR

+ "DRAEIEEAREE . (5208)

+ "DRARESTEARZ8 s (£ 21 8)

o "Web FHEG(IS)1 (21 8)
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o "DRAZFENERTIZEES, (F28)
o "TERZRAMREE. (5 228)

DRA EIEERES

BEARBEMERE Ao Byt Rx
TCP 135 €[] DRA B2 G ARz InRa £ ARAZ 0 ~ DRA BAAMELRTEK ;
=B EREE MMS PEEIRLIE
TCP 445 o DRA BB E AR ZrEEEES ; MVs B HBAIIESR
£ % (SMB)
EhEE TCP EFIRE (g Microsoft Active {kTE5E - DRA E1it TCP E IR ER &
B * Directory A2 HIE8 1024 Z 65535 WBNAEIEEEREE - |
1B - O UE R AR IS 2R A E UL &8
B - MBHAEN BB EA 7
COM BBy K .
TCP 50000 * €a) DRA EIE[E AR 2R B M #E S A DRA AR 25 -AD LDS 3B -
(LDAP)
TCP 50001 * €[] DRA E12 3 AR &3 SSL B8 5 (AD LDS)
TCP/UDP 389 EB Microsoft Active Active Directory ¥+ & 12 (LDAP)
Directory #8131 %23
EE Microsoft Exchange EFEEIE (LDAP)
Server
TCP/UDP 53 = Microsoft Active ZIEERANT
Directory #4813 #ZE 2%
TCP/UDP 88 @4 Microsoft Active FBET 1 DRA 18] R 28 M A3 I Il 23 B =6
Directory #8151 Hl88  (Kerberos)
TCP 80 EEN Microsoft Exchange FRENEBENZE Exchange B AR &8 2013 &
Server EHTRRAFTTE (HTTP)
@4k Microsoft Office 365 21 PowerShell 72EY (HTTP)
TCP 443 ERI Microsoft Office 365 +  [E 2 API 7ZEYH] Change Guardian &
Change Guardian (HTTPS)
TCP 443 - 5986 * EEA Microsoft PowerShell R4 PowerShell Cmdlet (HTTPS)
5985 PowerShell 4= i
TCP 5984 Localhost DRA EIREI MRS HESREW IS T - U IRGREE
ek
TCP 8092 * ** GE) TIERRRRE TR IR IREEFORB 8 (HTTPS)
TCP 50101 * [A DRA A P EEEREERSE MIRARBE U %

WE - EZEBBRE

20 FREl

ok
i

B


https://manualzz.com/doc/19762578/
https://manualzz.com/doc/19762578/
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TCP 50102 €[] DRA #Z/0\ IR 7% IR ERIE AR TS
TCP 50103 Localhost DRA REVAR 7% DRA B ERRENAR S EER ( ARZE
BB KRR )
TCP 1433 = Microsoft SQL Server WEERINE
UDP 1434 RN Microsoft SQL Server  sQL Server 2| % 23 AR 7% 55 FA Itb i B3R 2K
HRIEEZ AR ERIE -
TCP 8443 g Change Guardian fAlfR ~EESWEFER
23
TCP 8898 ) DRA E 123 IR 28 DRA 3 AR 28 2 FEIf DRA & & AR 75 1BAT
SN SRR =PI
TCP 636 EEI Microsoft Active Active Directory ¥+ & 32 (LDAP SSL) -
Directory #8135l 2%
DRA REST fal iR 23

B GENERE A

B eyt

A%

TCP 8755 * ** mA IIS /2l AR=S - DRA 1T DRA REST BERW T /EMREEE
PowerShell Cmdlet (ActivityBroker)

TCP 11192 * ** @4k DRA FH#ARTS M DRA REST AR¥E A1 DRA EIRARTS

Z BE803EE

TCP 135 EE Microsoft Active ERFEEEI (SCP) REENIFRR
Directory #8135 5%l 28

TCP 443 EB Microsoft AD #3125  1F RIS E R (SCP) B FIRER
22

Web EE& (lIS)

B GEMERE A

=]:phiu

R&

TCP 8755 * ** B
TCP 443 Ela)
TCP 443 ** G

DRA REST BR#%

A Pl 8 & 28

Advanced
Authentication 2R 28

i# A DRA Web =4 ~ DRA
PowerShell ] DRA F#4AR 7% 2 BEIAV3EET

FHEY DRA #3814

Advanced Authentication
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65535 NENEEISEEFIE - A8 - &0
DUERTH RIS RE E U EE - NFEF
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TCP 50102 @4k DRA #Z /0 IR #5 EXEEFEERS

TERZ GRS

BB EMEFE Ao Byt &

TCP 8755 @4k DRA EIEE R 28 1T DRA REST BEBM TEREES
(ActivityBroker)

EjfE TCP EIHIRES @I DRA EIEE AR S DRA FoiZEas TERTEEE - MKFEER -

& * DCOM E 1 TCP IR E 1024 &
65535 NENBEIEEEFIR - A8 - &0
PUERTTH RIS R ELSEE - NFaF
MEN - BEESE A5 E L com B
57K 1% (DCOM)

TCP 1433 EEN Microsoft SQL Server TERBEENREE

TCP 8091 @A Operations EEERMAH T EIZ BSLAPI (TCP)

REXIZEE

TCP 8092 ** @A DRA EIEE R 28 T YER#2 BSL API (HTTP) F (HTTPS)

TCP 2219 Localhost MREBIRGE A2 IR E AR ThC E=8

TCP 9900 Localhost Correlation Engine FH Correlation Engine FAZREA T {ER 25|
ZNmBEEIREEEN

TCP 10117 Localhost EREEMZEERE HEREEmATEREEER

&

XIERIES

MBS RIS TR E
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Azure Active Directory FZERA Azure BB - RINBZEE R 5l PowerShell 1241 :

+ 7% Skype Online

https://www.microsoft.com/en-us/download/
details.aspx?id=39366

+ Azure Active Directory V2 (AzureAD) 2.0.2.4 iR BB #r AR A
+ AzureRM.Profile 5.8.2 fREL EHThR A

=3 powerShell 5.1 S & FT1EAE A BEZEEHT Azure PowerShell 1548 -

Active Directory + Microsoft Server 2012 R2
* Microsoft Server 2016
* Microsoft Windows Server 2019

Microsoft Exchange ¢ Microsoft Exchange 2013
+ Microsoft Exchange 2016
¢ Microsoft Exchange 2019

Microsoft Office 365 ¢ Microsoft Exchange Online
+ Microsoft Skype Online

7% A Skype * Microsoft B 7% F3 Skype 2015
SEER ¢ Change Guardian 5.1 3% & #7 R4S
BEiklE * Microsoft SQL Server 2016

* Microsoft SQL Server 2017
+ Microsoft SQL Server 2019

HEEEs * Microsoft Internet Explorer 11
¢ Google Chrome

* Mozilla Firefox

BEELIER]E + Microsoft Server 2012 R2
+ Microsoft Server 2016

DRA EIE (PR 2S - Web =S REST AEEINEEE K
DRA TTHEE NIIERFEFR S -

o THREEEK, (F248H)

o "EIARERGEN . (BB 258)

o "IRPEK, (5526 8)

o "REERDRAFIIRS, ($278)
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T o iR M
ZHEBIE NetlQ EIREIREZIEE L4 :
[ F YD + Microsoft Windows Server 2012 R2 * 2016 * 2019

FitEE : EIAREI B2 BRI Microsoft ABRERZE Active
Directory fIHEU AL E -

DRAFTH :

+ Microsoft Windows Server 2012 R2 ~ 2016 ~ 2019
+ Microsoft Windows 8.1 (x86 & x64) * 10 (x86 & x64)

ZRER + Microsoft .Net Framework 4.6.2 T8 #Thii A<
=R ES Directory and Resource Administrator :

* Microsoft .Net Framework 4.6.2 F1E #hR A&

+ Microsoft Visual C++ 2013 D] #EE{ZEE 4 (x64) A Microsoft
Visual C++ 2017 (Update 3) Tl E1 28 E 4 (x64 7 x86)

¢ Microsoft Message Queuing

+ Microsoft Active Directory IR SR HiZRIFEE

s CRIENNEIRE SRR

¢ Microsoft Internet Information Services URL Rewrite Module

* Microsoft Internet Information Services FEFRTZ TV ZE K ISR
Microsoft Office 365/Exchange Online &2 :

* FEAH Windows PowerShell B Windows Azure Active Directory
K
+ 75 Skype Online * Windows PowerShell #£ 48

WHBFHMEN - FEHZENTE -
EREE DRA /T H :

¢ Microsoft .NET Framework 4.6.2
* Microsoft Visual C++ 2017 (Update 3) TIEE 5138 E 14 (x64 1 x86)

DRA EHE AR5 ¢ Microsoft .NET Framework 4.6.2
+ DRA BIEEIARER

DRA REST I 25 1 R 75 * Microsoft .NET Framework 4.6.2

PowerShell #ZE{BIHEE ¢ Microsoft .NET Framework 4.6.2

+ PowerShell 5.1 S, E H AR A
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DRA Web & Web fElfRES :

* Microsoft .Net Framework 4.x > WCF %% > HTTP R{E)

+ Microsoft Internet Information Server 8.0 * 8.5 * 10

* Microsoft Internet Information Services URL Rewrite Module

+ Microsoft Internet Information Services FEFR T2 =, E K B

Microsoft IS TTf& :

* MEEIRER

* A HTTP I0EE
s BERE
o FER M
+ Bit3EeE
* HTTP $E3R

o EREXRE
* ASP

o AREEREZE
* HTTP FC#E
s EBFEEETHER

arn
S
NN

o ZE2M
o« BERERE
* ABE

el Ak 3 <8 13

T EE R

DRA EIfRz: ¢ Microsoft Windows Server 2019
* Microsoft Windows Server 2016
+ Microsoft Windows Server 2012 R2
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AD LDS £¥4H

DRA RFEIRE

DRA EIES

DRA Assistant
Admin IEB

WZETE DRA FRIZIR PRI E B 4B A o PR HEE
BETFEY AD LDS

1T NetlQ EERISPIT AT O 1

*

AR " Distributed COM Users J
FrojtE
+ ADLDS BEEEFHANME
+ IRPBEESEAE
+ FCEERERIEEEAH (OnePointOp
ConfgAdms & OnePointOp)
o MREFEA STIG AAMERE: £
2% DRA - RIRAZE %S DRA ARFESIR
PERAEZENTY "IRE, &5l
EE>IRFEE—
+ Kerberos AES 128 fiITCINZR

+ Kerberos AES 256 iI7CINZR
PitEE -

+ MBRERBERERFLFEIIRSH
HEAER - FF2E | &ERIR DRA
FEUIRS -

+ MNFEERTE DRA B SRR IR
FRHEEN - F2R . T REH
HZEIERTSIRFRY DRA BRES .

ME4LNE DRA EEEABNERE MRE AR E R E A ERE
MR EFAE &P

+ EENEEEREENRAEKE

s MRMUREENBEIEE
&P - BiEEEEGKSREE
B oI LABRRE UEIR -

1538 DRA ZRZEFERERIIR B + 7%Ff7S DRA Assistant Admin 1R BH
HZE T Distributed COM Users 5 &%
A EMAY IR EIRE PR ER
X DRA EIfRES - BELFEAEH
FFIms "ZFEMAER, &8

BHE -

*

Mzt : LK HARI D32 7E DRA 2R
BREEESH -
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=K 1EPR DRA FEUIRS

PINZ2iEENIRPAABNFFOIMER - URARERNITHHEEES -
HIFFERS - £/ ADSI #REERS - ¥ NAFZMHEE - DUESREERETREFEIR
"~ %1 Active Directory 5F 0] :

o "S5E%E | 1225 builtinDomain 414

o TR ERIERH

o "SRR PEREERMG

o TSEEE ) PEAEEE A

o TRE ) BRI

o "SRR EFIBEAY G

o T52Z | 125l InetOrgPerson #)14F

o T52EE | 15l MsExchDynamicDistributionList 44

o TSEEE | 15| MsExchSystemObjectsContainer 414

o TEE, ERIAMENYY

o T5EEE ) PRAIENFR MM

+ T5EEZ , 125l publicFolder 414

o TR EFIHRAER G

o TRE ) BERIEREYH

HEUYMHENIBEF2YHE - DUESHAEERETHEEFIRS T3 Active Directory 5 9] :

o EFERUEYIH

o EFRUBBSAYG

¢ BEFERUB =M

o EFERUEHAMHT

* SBEFEII MsExchDynamicDistiributionList 44
o EFERUABENIE

* DFFIE1T publicFolders ¥4

o REFFRITLAER Y

o REFEMIFEREYH

o EFMBRER 4

o T MIBRES A8 A1

+ MRS 2R

o EFMIBREFAD

o DFFMIER InetOrgPerson ¥)14

o EFMIBR MsExchDynamicDistiributionList 4114
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JoETIBR AR 48 58 A1 4 14
70EFMIBR publicFolders #)4¢
AEF IR R E R 24
oETIBRERE DG

*

*

*

P % -
o {KFEER -+ BB Active Directory PR ZRBIMEAZ U R ESEREEFFO] - ERIL
FEHE - EEYHSEMAERIRERELET -
» N5 REST fEfR 2T )2 AL DRA BIR ARG L REE—EAEAREE L - MITPRY REST ARFE IR
P W BBESE R Active Directory BHHY REST ElARES - AlUN - BRE 522, 55|
CN=DRARestServer,CN=System,DC=myDomain,DC=com

Exchange FEUIRE : BEEEIEAELELZE Microsoft Exchange M1 - 5518 "HHBEIE , ABIE
k%A Exchange FEVIRE - 101 Exchange FEUIR R4 " IRPIRIEE L B854 -

Skype FHUIRS : HEMRUCIRS B OIE A Skype EAE - BEV B TIEHP—EHEBRME :

+ CSAdministrator B
+ CSUserAdministrator B CSArchiving B &

ARAERREFEIRE : #& T3 Active Directory FF I IE B4 A E R KR FZEIRS -
o NRABERKEE
« ERAIBUINEEN ABERK
Azure FHFIEEEURE : #5 T 51 Azure Active Directory F 0I5 44 Azure HA B FEUIRE
o« DEEEA
o BEWHEA
o FREUH AR
o ZEUBHBRINMMEER
o (ER) BI5H skype EEE

WMREBIEEEIE T 5 Skype Online - 515 B 15 A Skype BIE EREPRIEIRAS Azure HAF
FHURE -
« FRESHES

NetiQ ERIRIBEIREFD :
» KEEES
o BEEBENHEHER G DFs ERR LR "B, - BRFREERBERIRS -

+ EREE  A2EETEH Active Directory PN SR MEIR - AR TREFEUR
PHZERNAHEER T -
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DRA ZR 71 : TE2HTI55IH DRA ER BRI E - BT M3 <
+ EE DRA ZKERIRFIZEA "MBRNYERSE, OXF W EREHEESH
TR ) -
DraDelObjsUtil.exe /domain:<NetbiosDomainName> /delegate:<Account Name>
o A DRA ZRERKIGFTO]ZE4 " NetlQReceyleBin OU | :
DraRecycleBinUtil.exe /domain:<NetbiosDomainName> /delegate:<AccountName>
IS FE SAM : $5)RAB I e 2251 B DRA IR0 AL S FIAR M RIFE T 5 GPO PATBURIIES -

FEEERPOUMUHZEHIRFEES (SAM) WERBETRINER - HEFTEE S DRA RS
RS

HBEFE - [REIDFFE] SAM 21T i1 2855 98 Pl
EEFRULRTE - BRAT NUENPE
1 FARAREIERIER £R0 TERFAEARAIEE , £ES -

2 RGN B P I Domains > [domain controller] > Group Policy Objects ( #8313 > [ #81)
EHIES | > BAERDHE) -

3 7E Default Domain Controllers Policy ( TR 4813 1= hlzs R A ) 12— TNBE AR - ABEN
Edit ( #REE ) DIBIRULER B0 GPO #RéESS -

4 FEF GPO AREEZZHVEN BB AR S B P BY Computer Configuration > Policies > Windows Settings
LI P

> Security Settings > Local Policies ( EEf&#H RS > FR Al > Windows & > 2 MRITE > AR
8-

5 1% AR E I PAY Network access: Restrict clients allowed to make remote calls to SAM ( 43
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