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KN (Baz£ERE) REBXRFERERRERFRE NetlQ Identity Manager (Identity Manager) 7= &
BIRAR. ANIEFESEZEIER (NetlQ Identity Manager Z#757), HHiE2# T HXFERIMT LK1

&% |dentity Manager Ui 2.

BFRZ A

APRBHEREEIEERSK Identity Manager LU EIZ~meTEEBERARNSHEERRRS

RN MRS HEERR,

FEFRIEARER

A% Identity Manager EERVIEHRIEE, 1S Identity Manager XM, (https://www.netig.com/

documentation/idm45/).
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1.1

NetlQ 124 7T B INE h R EFE E Identity Manager AR : —EERBREBRSE, R
BMAMS—AAHMNERN R EEF. ERREEFAILEERIFSEENRNEREMRERGA
. BELUERERREREFFBREHEGREAE—BITEN (YR Linux) —PMomIFEH, F
M REIERF, WA R —5 % Identity Manager A, SEBENKBIRE.

AEHEIREZ BT, BHRETHEENTER ldentity Manager 4B. BXFAEL, B3R (NetlQ
Identity Manager £2£#537) &) “Identity Manager AY48 {4 F0i@ IFEEA .

TRRE N R RIZFF IR R RIEFF Z BRI X F

FERUTERRBERNZERERLERERF, EREMMNZRER.
ERRERERF
R EETLE Identity Manager s(0EEMRIFE, NetlQ BiUERALLLIERF. ZIEFIEmANER
HHHBE—NLREIIEP. ERZREFEGLUTIIEE:
s MAXRZHEENBAE
BIMBAHRREE—ATENSE— N NESHRIFEF
HERBHIAREER PostgreSQL
M BN REFRSEERER Apache Tomcat
PR EREMNEPER
PR EE MR ER
M REREF
NetlQ BN 7E SN EIRMR S RN EIMENEFIMERERA AT . MY RERFANLEER
SEHIREE . SRR T I
¢ RFEBENEHIRE
s RFBESHAMEPRE
¢ XFSMHEETE
* XFSIEREFRSSR
o BB EFRNAE FRIRME

BXERAMIREIENFEES, FER (NetlQ Identity Manager Z#£757) »
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1.2

121

1.2.2

73 rm P = |
THRERREIRE
ERLREIEREITEN Identity Manager AR KIERF . MREEFHRIMEPRE, EAILUE
EEREIBETEN LA H.

YT RERIER, BAMMEE—IOS, IRRIERANAIMZEATNRBEOSEH.
ZERFBNARNRERIEMRZENANR. BUUERRIREFZSXIOANRE, BAUHEEE
M. BN, HEEhNZdER, TLUEEENAEREOSENDOL,

HAA: FEEEASERRRIIERARMENRE.

UTETHNATAUERLEIERENEGRERNRE.

ldentity Manager BR%538%
BTG &
* SR
+ |dentity Manager 5|2
 iManager it

+ ldentity Manager IREHIEFF
+ Remote Loader

RIANBAT, BHENEEKAN admine BRAIMAREAGNERZE. RRIESENCESH
FERRBILGEH . BXIFEMER, BEESRE 1.3 THRRANSPESS " (B 1370 .

%L Identity Manager 2B :

Identity Applications

IR TS 22 LT Identity Manager 284 F0 32 #F5k i
+ Catalog Administrator
+ Home and Provisioning Dashboard
+ Roles Based Provisioning Module (RBPM)
+ Role and Resource Service JRzNF2F
+ User Application
+ BPNREFEHERF
+ —/ SSO 12{tiEF
+ PostgreSQL
+ Self Service Password Reset
+ Tomcat

24T FZIR M Oracle JRE. FFRARZAHY Apache Tomcat Web BRZ525. Apache ActiveMQ #1
PostgreSQL ##EFEMRSEE, 1EX Identity Manager BUE{TEA. BBt RERF, BLTEHMTH
BRI REix A, BR, NetlQ FAxhiXLesA gl s,

NetlQ ZiUig il N A2 F AR S 3 A T B ERE =R, M EERREFRATERFLIF
. NetlQ MEftiXLBARSHHERE, RERFUMNFMEN. WREFTEXS, HFERNENTNE
=HREE.
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1.2.3

1.2.4

ZHIIEH B AT PRI HR B -

N 2%

idmuserappdb Identity Applications BY##EE=
idmadmin idmuserappdb 3z FE FIE TR ik
uaadmin User Application BIEIEF Pk~

LA IETIF EEHBE User Application IXEIF2FF1 Role and Resource Service IREhiEF. Bl E
HIREHIERF, i5S M Identity Manager BREIFER ST, (https://www.netig.com/documentation/
idm45drivers/).

A X Identity Applications EJiFHIER, 1HE (NetlQ Identity Manager % #757) &Y “ THEAT
ETHA PN AYE 7 0 - 2% Identity Applications”,

SRS

I IETUS 2R 2 AT Identity Manager 2845 :
+ |dentity Reporting Module
¢ ZERGMXE (MSGW) IRahiEF
+ BIRWEERMRSS (DCS) Bapizrr

REGIRASHEBNEHTITZRS, 1BR Identity Reporting R 86 5—8& Event Auditing Service
HEHFHITER. ZiCFEMH, Identity Reporting EZE 1§ F R Event Auditing Service —[E] 22 #
SIEM ¥#EEE .

A% Identity Reporting FIIEAE R, 15S I (NetlQ Identity Manager £2£#5/4) Ry “Identity
Reporting” #1 “ 2% Identity Reporting 81 ",

Event Auditing Service

HEIRTUE R E AT 4R 4
+ NetlQ Event Auditing Service
+ SIEM #iiEE

EE: Event Auditing Service R ER %7 Linux i EH L.

Event Auditing Service #1 Identity Reporting &}/ SIEM #iEEskfigFE T, BEMREEH. RE
HEBSAERIRESRCELTH MK,

MINTH 1
dbauser KRR EIER P
idmrptsrv RTFHITIR SRR ENEFX RIAEEH A PR

idmrptuser XHR & HE R A RIZHEIRE R Ak s
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1.2.5

1.2.6

1.2.7

BX EAS HIIEMEE, HE M (NetlQ Identity Manager £2£45/%) B “Event Auditing Service”

w gt

ZZ23< Event Auditing Service”

iManager

LIETUE R % iManager R ETEWAEFPin. FEEEEIES, ERILUEK iManager FRIEBITAIBRIA IS
O. A% iManager BiFMIER, iE2 0 (NetlQ Identity Manager £275/7) /Y “iManager” #1
£ % iManager”.

Designer

IR TS A A M B H E %% Designer. Designer X B{EHT B AR 4RIZHNSH. B X Designer BUi¥
MER, BHEN (NetlQ Identity Manager Z275/) 8y “Designer for Identity Manager” 1 “ 1%
2% Designer”,

Analyzer

RIS A A M+ B A _E %% Analyzer. Analyzer RBEEMTA A HIZEMNES . Bx Analyzer 9%

MER, BHE W (NetlQ Identity Manager Z#7#5/Z) H#I “Analyzer for Identity Manager” #1 “ &3¢
Analyzer”,
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1.3 THRIANS 5 ESH

ATERTAZH Identity Manager #3&, FERREIIEFHBMNELE—DBINEN,

E1-1 AU ELH

&

t=idv
-
o
o=system o=data cn=security

66 & e

ou=sa ou=servers  cn=driverset1 cn=Role ou=users ou=groups ou=sa ou=Devices

Based
Service 2

cn=admin cn=User cn=Role cn=Data cn=Managed cn=uaadmin
Application and Collection System
Driver Resource Service Gateway
Service Driver Driver
Driver
#F1-1 BHEXIREH
R UL
t=idv eDirectory FEIEIA B FRA idv,
o=system Identity Manager HIET B ARG REN T RFEAL+ . EBEAMIZEME—XF

ou=sa.o=system

cn=admin.ou=sa.o=system

ou=servers.o=system

cn=driversetl.o0=system

cn=User Application
Driver.cn=driversetl.o=system

N RFBNETRBEAZHOANMA,. BXIFEMHER, BELE 13.1H
CRGERE (B14T0) .

ou=sa.o=system ERAREFMBERGHAF. RERAFGEEER. RiEF
EERUREMEER.

X RMEEIE R,

HEFREFRSZFNR, URSRSFREMABRNR. X4, BETLE
RSB REGEMARFNRE DT K.

REEFENREESMBRNIEFNR. RIEFENRERBERG SR
T

User Application IEZNTEFFE1E5 User Application <BXRIETBES .
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L

cn=Role and Resource Service
Driver.cn=driversetl.o=system

cn=Data Collection Service
Driver.cn=driversetl.o=system

cn=Managed System Gateway
Driver.cn=driversetl.o=system

cn=Role Based Service
2.0=system

o=data

ou=users.o=data
ou=groups.o=data

ou=sa.o=data

cn=uaadmin.ou=sa.o=data
ou=Devices.o=data

ch=security

Role and Resource Service IREIFZFEIES Roles Based Provisioning

Module XEXBIFFBES-
IR EE R SR ENIEFEIES Identity Reporting Module £B£HI1E S .

SERGMERHIEZFEIES Identity Reporting Module <BEHIES .

b B BRRF(ET iManager &8 Identity Manager TAERIIT SR

HIBELHREFERE Identity Manager BUEMRIGIE . BB RANRIRAE
BPR#ERGH R BBMAETFRE. BXIFAEE, BENE 132FH
HIBRE" (F1570D .

SR EDRAR P RBIAE R,
BB AENRIERIAER.

User Application. Roles Based Provisioning Module #0 Identity Reporting
Module WABEEEAF. BRAFPMRSZKFNIASER.

User Application B8R X & .
BERERIASSE.

LM ARRENI Identity Manager IFTELZ MM R . EHRERREEE
RAABRIFRIL BB ETFARS. BXFMER, HERFE 133TH =
EMRE" (B1570) .

HEAGHEERATE-HRRE.

1. ZRPFENGHTTRERETRE. g

Blan, XEERTFH/E Identity Manager SRE IR S L
XA RBLRBR DB

Identity Manager 4.0 B S AT EEAELASE, EAR, AMRSEERAFHEER—SH
. ERRAEEFEMELR (0=), HESEMBERTHERALEN (ou=). Identity Manager 58 & &

R Rsmm—THA.

HIRARMLEMAR[X=ATEAY, EMEFAFRLEEME.

BINBER T, BIRENR o=system. ZEBH[RFHMNEKR Identity Manager %t

HETBERAFEERS. RGATREFUTEETFRS:

ou=sa

RBFEERBBRFINENRPEFHEENR. R

B RAPAREIR R G TR, BIARY

B EEIEGZ admin.sa.system. ERZFPHITRARA sa ZRFSEBEZHA /1 BLEBAF 1R

E=L Y
BB e%

BRFFNRBTFSIRPMRSH KK, FENRDASHBZB[MRATE—FR[F. MEEK
FORIME AR SRRk %, BHAMARXLN S ESIEZKL.



1.3.2

1.3.3

RS BRE BX SR E T servers.system 8 T. B2, EEATUANTEFRENEERSE
DREERSERRE. RENBATERSSEZXN KRBT,

HEREAR AN S . SRSBB[IBHEMOAENR (. IFAHE IEH) #HREESMA
B, BTEERAFEHINR.

BRENIEFFE

RHZLSTE dentity Manager 51 EEEHE), WIS XERCIERNIEFE. SHEFBRIEF
ENREBERSESRT. XMEMAIFEREERRGESRNE ZRFIFEFERAITHL.
iManager WE T A GRS BEGEERSESSED.

RRAR

?&?Eé%gﬁﬁﬁﬁ\ AR AEEER., REREMIR. X2EARRENEIE. . AP sa &z
AN TT, ALRIBALSSPRBERME BN B T RWERIE. Hlan, RSEBIER (ou=sa) B3
1%7#&75 User Application EIE B3R MRS EIE MK .

REMARR

ZEMRBE—MIKNER, ESNERKEAECE. BIEEN cn=security, MAZ dc. 0 3K ou.
ZARREEMENREREMXR. 5, b@@lﬁ%ﬁﬁ”ﬁmmﬁ‘ﬂﬂ/‘v\%ﬁﬁo
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2 FiXI £ % Identity Manager

2.1

AERMBB XX Identity Manager FEHNEEFE, BIFEE Identity Manager ISR ZEFN
RFER., BAEEBXEAGREZF—&ITEN L. BR, SRREEFAIIFARETEDH#

4ot

TRk

T TR MBS AL L 5k R I L ANIKIZT Identity Manager. B2, MREKRIBHBGENRRD, Identity
Manager ¥ ERETEMR 90 XEFLLEIT. 71X 90 XAZ#H 90 Xfg, ERERTATLUMIE Identity
Manager.

RE%XTH

AT #tE 2R M T MR ST IR R h X =K Identity Manager B9 Z IR

Laap A=

D 1. TH# Identity Manager SAAHZ BHNXE. BXIFMER, BESRFL1ZGHN (F91).

10

| 2. ERERKAKIEEN, UBFRTEIFE ST RFHMER:
* ERZREAEBENFRREMS: F22T  EAEHZEEFIESEHN " (1870,
¢ BMABMRREY: E 23T RRFHMAGER" (F 1870 .

EE: ZFMA ldentity Applications #1 Identity Reporting ThaE, BEELRE Event Auditing
Service. Event Auditing Service R EER %7 Linux i+ EHl L. tREFERE Windows HHEH,
MR ZE DI EBE—E Linux iTHEHLBFREK Event Auditing Service,

3. EREMREIEEMRSHF LRMOANR. REFMBANRE. BXIFEES, BEAEE TH
mESH" (3170,

. EESMENRIMNEE. BXIFEEER, BERE 13T THRIRANSHESE®D " (F 1370 .
5. (MIBFERAME) 7 Red Hat Enterprise Linux 6.x ¥ & 222 A 4R, EMRRITEN LA ERRE.

BRIFEMER, BHEMR  (NetlQ Identity Manager £ 754) Y “ £ RHEL 6.x fR 5585 L %%
Identity Manager”,

6. BITEMRKIIE:

o OO0 O

¢ EHITSISARE, BERE 3T ERARERS " (B 2470,

¢ EPUTERRRRE, BERE 34T ITRIERRZE " (52570 .
D 7. EREREHEN:

* EERITSISNER, BERE 42T ERARERS " (2770,

o ERPITRIRREE, BESNE 44T " PUTHIEREE " (B 3070 .

4 8. STMR%. AXFHER, HENE 6 T EMREIENRE/LNILR" (F4170 .

X% % 1dentity Manager 17



2.2

2.3

231

¥t s B E

D 9. BUE Identity Manager. BXEZER, HSNE 7 & “ HUE Identity Manager =& " (£ 43
iPIR

ERERREREFRIEER

ABUER T EAER L RIEFREMA Identity Manager AR IEET. BIEKLBHIHE, &
MBI RR S M TR b A TUBEEE 2.3 75 “RFEFMAGZENR " (5 18 71) PEAFIN SIS IRE
HFEX,
O TRERAERRETIERARMAENRE,
O wAZxt User Application Z4R4-1# = X 5 hRAAY Apache Tomcat ZFIEFAREEE. AT HER
W, ERZEREFRET —1HTRE Tomcat BIIEIR.

O mREE—ETEN LREFRBHEG, BLARE Linux HEHL. REFEANZE Windows IHE
M., M2HEDHE—E Linux i+ EHLAT R % Event Auditing Service. ZEf£ M Identity
Applications #0 Identity Report Module, #&FEE &% Event Auditing Service.

FTRFHMARGENK

BRI E— BT EN LR EFRAEFHITIEE, AUERERREREFESNIREMTEE LRE
A [EI#Y Identity Manager {B%F. ZESLIULEHY, BORESRBITERRERRF, HEFHENASE.

FTRFMH

ERMERREREFZH, FHRESHEUATRRE .

FRB¥aE

EE: Event Auditing Service REEZE Linux FEHIEIT. tIRZEIR{E Identity Manager F1#Y Identity
Applications #0 Identity Reporting Th&E, M7 Windows i EH HERER T LIZF 2B, BATLE
—& Linux it E#l_E£% Event Auditing Service.

O 7% % eDirectory Z A, AR KM RGN 2HMTRRSZHESR. NetlQ BIUERRSEN
i3 (SLP) BR%5. 8.8 LA T~AY NetlQ eDirectory REEFHFEET SLP. B2, sF882&/
BIRRAS, WaAmBmRsE SLP, HXiEMER, iES M (NetlQ Identity Manager Z#45/3) &
7Y “ £ OpenSLP &} hosts.nds f#ti#Ht& ",

(0 ZEfF eDirectory EREEMBERINIT, BUAERSF LR E—NEES 1P Hhlk, WRAERSHEL
£/ DHCP hifit, eDirectory AJRESEZENAIFRAMLER . FHRFRE S A LU EHLA) DNS &
o BNRICIEREMT, 1ETE /etc/hosts THHRMLELITTEN AN, LUEEEBEEMT DNS &R,

O RELHEMERSE LRETE. NetlQ FiSUE ML B (NTP) EIT.
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2.3.2

Linux

O (MIFRTE) 7£ Red Hat Enterprise Linux 6.x FME 22 2EH AT, HHRITEN LB IEM
EE. BXFEARER, EER (NetlQ Identity Manager £%75%) H#) “ #£ RHEL 6.x fR 5588 L&
4 ldentity Manager”.

O GRIERTE) B SLES 11 (64 i) FALRE, EHRCREUTREE:
libgthread-2_0-0-32bit-2.17.2+2.17.3420080708+r7171-3.1.x86_64.rpm
O #f% unzip rpm B L2 F A HE Linux £&

O (MIERME) £ SLES 11 Service Pack 3 (64 fiI) & E&R%E, BHRIRERE libstdc++33-
32 bit FE. SNRAFEILE, ERERSKINTH AN HE, BREIGTEER iManager. 73,
INREBE ML L iManager, iManager R X IEF AR REREIZE.

O letciosts X REBE—IMEISH. MREFEZIESH, HERRERIRGEIARELE
BB, NTMERZREMIE. .

127.0.0.1 localhost.localdomain localhost #loopback
#127.0.02 serverl
123.45.678.9 serverl

Windows

O ZEREMRER
O HEGEFENITRE

EER—AHEN L RRABEHSASZHAEN, FEFREUTER. NFTHRFEAHGNEKR, &
£ (NetlQ Identity Manager Z£75/) i “ RERATEFMMITREML ",

ERUATMEERMREFT UK R EZFAECE Identity Manager Z&%t.

F& % Identity Manager, EuABixt Windows HHEH BB EIBIR
TIEZHI, Windows BIERZEITHR ERFNRSE.

%3 E:3

SIS fi#& 2 GHz AL IERHIZ CPU T EHL.
A& Z=/4 6 MB.

iR =S8 Z=/b 40 GB.

WA EREESIMIMETER TR EMEATLE.
=B B AR E EE AR RSB ETHMNREEME
P El.

BIERS TH—H BN R%:
* Red Hat 6.5 (64 {iL)
¢ SUSE Linux Enterprise Server 11 SP3 (64 i)
+ Windows Server 2012 R2 (64 fii)
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2.3.3

A5 2K
W ZRS: AT hRA 2 —:

+ Windows Server 2012 R2 F1#J Hyper-V
* VMWare ESX 5.5

EE: NetlQ FEERNIEIT NetlQ ~=REVRIER SR
HEAZFNEWREINRS ERE (dentity
Manager. REEMARGHE R AX LRERGRM
BAXHE, NetlQ BiXHXL RS FHITEAD
Identity Manager Ht% .

BRIERGIMEE NetlQ B 7 L% Identity Manager Z B, Fci@idl
EENBEEH LENASHNRIERGIEMER.
Web X% 2 axi: (ZREX)

* Apple Safari 5.1.7 for Windows
+ Apple Safari 7.0.1

+ Google Chrome 37

* Microsoft Internet Explorer 11

*+ Mozilla Firefox 32
iPad: (F{EEX)
* Apple Safari 7

+ Google Chrome 37

WAA: ZEifig) Identity Applications, @A7EbEaEHh
B Cookie. #NERZH T Cookie, &/ZHEASESR
BT,

BRARENE
ERBRERRFIEEE 2-1 DIgEEMNALE L E Identity Manager 4Aff. 7 Windows i+ E#1 £, &ERTLE
ERFAHNME. 7 Linux BN L, RESESWEHBETEXHLE.

F#2-1 FRLEFEFRENIMNLZENL

Identity Manager 4B BRARKEE

Linux

5153 FE (eDirectory) /opt/novell/eDirectory

Identity Manager 3|28 Jopt/novell/eDirectory

Remote Loader lopt/novell/dirxml

Event Auditing Service lopt/novell/sentinel_eas ({XFR Linux)
Identity Applications /opt/netig/idm/apps

Identity Reporting Module lopt/netig/idm/apps
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Identity Manager 28k

RNRERE

iManager Fn¥ff
Analyzer

Designer

Windows

51} E (eDirectory)
Identity Manager 5|%

Remote Loader

Identity Applications
Identity Reporting Module
iManager

Analyzer

Designer

Ivar/opt/novell/iManager
/opt/netig/idm/tools/Analyzer

/opt/netig/idm/tools/Designer

C:\NetlQ\IdentityManager\NDS
C:\NetlQ\IdentityManager\NDS
C:\NetlQ\IdentityManager\RemoteLoader
C:\NetlQ\IdentityManager\apps
C:\NetlQ\IdentityManagenapps
C:\NetlQ\IdentityManageniManager
C:\NetlQ\IdentityManager\tools\Analyzer

C:\NetlQ\IdentityManager\tools\Designer

X% % 1dentity Manager
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3 £ % |dentity Manager

SRR ERRFEREFTA Identity Manager (AFEM MR, AT EMALHTRE. EANER
LR ERORIRHTRCE, A BRI S AR T X FRTTRAE

3.1 T# IS0 xt

&AM NetlQ TEuE R TH R &30
ETH .iso X, BRITUATHRE:
1 /18] NetlQ T &Mk (https://dl.netig.com/index.jsp).
2 EEREHARFEFIER Identity Manager.
3 TEIRBERRAFELHIESE Identity Manager 4.5, AR HRZEIS.
4 B |dentity Manager 4.5 §§3%, RERHHETEH.
5 {E£F %/ NetlQ Customer Center ID & 3.
6 EFBERTETEH iso X, REERFRRRTHIZH.

ERLEH (install.exe 5 install.bin) {iLF Identity Manager .iso XHHTEBFRH. @I N .iso
s IAIEE iso XA DVD 3kifjia] Identity Manager 223304,

32 MNFBERRREESHEAERNOS
1% Identity Manager A #EREHEREMNRIEEOS. ATERMTREE, BAETRED
BXRMAEERLEEESHNAREENOS.
ZOSWMELEERNFH.
Linux
ERARREHELEREFZAH, BFRAUTHS:
export USER_SUPPLIED_PASSWORD=password
fl4n
export USER_SUPPLIED_PASSWORD=testl123

Windows
PITUATRIEZ—:
o ERGREY > FFETEF, 50 USER_SUPPLIED_PASSWORD }#iEEiZT2H1E.
s HARARKSEEREFZA, EMAUTHS:

set USER_SUPPLIED_PASSWORD=password

Z 4% |dentity Manager 23


https://dl.netiq.com/index.jsp

520 :

set USER_SUPPLIED_ PASSWORD=testl23

YBA: 7£ Windows fR$25 L, RETIERSE EAS REOSNAEENOST
WIEE R G AHITZ Linux ARSSE5 EHI EAS RERERMNOS.

Hl
E|
Him
3
5
W

=
33 EHZRERMES
U TEIEN B T i A £ £ B S7E Linux 5 Windows & _E& % Identity Manager. EHITEIER
FEARBERE, BERE4 T PUTERERZE " (F2570) .
EHERRE, BEREFE 21T LRZMNER " (58 17 71) PIHNAREHMAZEKR. HiEEL
BHH (ZITIRAY UTHREXREESR.
ATHEERL, EALHEE—1O0%, LREIFEEKAEIELHA Identity Manager BLEH K%
HO%.
EFHESRE Identity Manager, HEHITIATRE:

1 Kroot EEA R MNERBIERZEHITEN.

2 N iso X, TEM .iso XHHIE—3K DVD. BXFMER, FEME 3.1 T “ T ISO i+
" (BB 2371,

(k) IERLETIEMMEERZEEESHNARERNOS. BXIFAEE, BENE 3.2
B AMEERREEESHFEAERNOS” (2317,

4 M iso MHEREMRBRiITOREXH, AREFTHRUTEEZ—:

¢ Linux: A Jinstall.bin

w

+ Windows: 51T install.exe
5 AR iE £, NTRFIRPIEFELNIES, REEEHE.
6 £ “EN " TTELEEEETUARENZD Identity Manager 81, REBEHFT—FH.
7 FEHESIEATN, REREET—S.

WA B IUBIRFRH BTN RE, ARRUEZ R
8 IEEEAAMMRSF LRENANR, REEET—H.
BREAMEBFIFEMRER, FENE 127 THEMRZEREE" (B 1070) .
9 (FBRME) £ Windows fR$5 a3 EIEEREXHR, RERET—H,
10 BEERKAHE, REETHRE.

WA IRIBEEAL, REIEAVRFE—RAEIAEETTM.
11 ERRER, PUTUTHREZ —UEERZENER:
o EVH#TRE: EENERE.
« EHERE: BUHEERIAERE.

TCRERTATUE N ELES M. BR, REAREETANSHZE, BARILUST Identity
Manager. BXFMER, BENWE 4 = “[LE Identity Manager 4B+ (58 27 71) .
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3.4

WRA: FLLsBHE (f5lE0 Designer #1 Analyzer) ANEEH#ITAE .
12 BHTER.

(=T 4E =yt
HITRIRT R %
RER ERER) ZEFRERAARE, BFEASAREMEE. 1A, B2 properies
RS, BERTISREE, EENE 33T BARERD (%047 . BRERE, 1B
BEE 21 RERAES T (517 ) SABMEREHRNAGER. BESLEHN (AR
B) LT AR R RS,

ATHEER, BAILMEE—1O%, iLREKIEFEENBEIEL5A Identity Manager BLE R 2 =
EFO4. BXFMER, FENE 41 B EEEHHEEET (2770 .
EPITRRTRE, HRITLUUTHRE:

1 L root SAEBIRR SN BRI BEREXLHMFATEN.

2 EN iso XtHiE, WREESREXHNER (BUALLT osp_sspr BFEH) .

3 RIEAT B RLER install.properties X, ZXXHEIAMLTUTEZRES:

¢ Linux: install/propfiles

+ Windows: install\propfiles

4 () ERRESEMNFAEEMRRREESHNAERNOS. BXIFAESR, HEILE 3.2
TCAMBERREEESHERERNOS " (2370 .
5 ZETERRRE, BAEUTHEZ—:
¢ Linux: install.bin -i silent -f path_to_install.properties
+ Windows: install.exe -i silent -f path_to_install.properties

6 HERZIENEENER. BXIFHES, HEAE 4 E“ELE Identity Manager A" (55 27
ﬁ) o

Z 4% |dentity Manager 25
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4 BCE Identity Manager 4B

304

LT IZA LS SBE B TR0 dentity Manager 4R, &, BHAIUMITEEREE. ¥

LeeH ({540 Designer #1 Analyzer) FIREAREEZRLE. BXEESHNIFHES, BERESE-
THREESH” (B317).

BRA: RFRRA AR LUE R Identity Applications, BtEiZFE4 (8 admin.sa.system, uaadmin.sa.data F1
users.data #gik—PNRGIOL K. ERITHRENZRES, EEZRETSAE “ OSHE " EXWTER
ARFEEFREOSKE.

41 BEEAHRFEEIN

EERERREIRRERENAR AT, FEBUTEIEFU:

*

*

REeRe EAMITEH LR A H.

ERRIEEZH, BALHERREIEMNMEERRZREESHNAERMNOS. BXIFAE
2, BEHE 2T ABERRERESHFERERMNOS " (F 2370 .

fffx letc/hosts XHELE 127.0.0.1 BIEMIEFES IP itMMBERI. AXIFHES, HERLE
23 “FUREZMHMAGZEKR " (FE 187 .

WNREARE Identity Applications 0 Identity Reporting A1, #FERBRZE, HEEA
localhost FY{ER] R B 2L A AY IP ikl DNS Z#R. SIRAE X localhost {8, BLEIGS%
8

IRIAZFE Identity Manager BRS58S, 151§ HEPRSB[ATIFahARME] logevent.conf (Linux) 3¢
logevent.cfg (Windows) 32 1. {XH#ECE Identity Applications B¢ Identity Reporting Bf, &%
EEBEASEMAXHFRIESRSR[/MET.

EHRZERFF|AMBMENPZE], HIZPITETRAKRE. ERLRIETSAERITIET
RAKE,

L@ RN RAR SR, ZRFFIASEBRREBSRHEFETXBEIAR.

+ NREFNFHIBERERSIRENIEF B —RAR S5 LR —RIEEHIERF, WiZRENIERF TiE
BREFERGHOVNRENR. EENRSH LRERBERERSENERF, S (NetlQ
Identity Manager £#/7-5) HH “ Bt & BBV ER S HRENIER ",

o MRHBIBWERSIRANIZEFELZ—LRRFZF L, KRZH[LNFRERFIXNEILAFEIEFES
1T

AXEEENFRER, HERNESE THRIEESH " (£3170),

42 (EHECEEF

BRERSSZE LIS EEERERFEFHFTA Identity Manager 4H1F.
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ERZE Identity Manager 4 :

1

w N

4

o N o O

(MERME) ER_FMESFAMBIMEHD, BEERUATHE:
la FSTEIFIAGLT AT EHRHHY ndscheck LA :
¢ Linux: /opt/novell/eDirectory/bin/ndscheck
+ Windows: install location\NDS
1b EEEHIBSHITITUTHS:
ndscheck [-h hostname port] [-a admin_FDN] [-w password]
(MIBRTE) MRNREIRENSE 12 (5 2571) B4, FREILE6 (F287) .
(A7) R BTN EERRLRESHEAERNOS. BXHEES, HENE 32
TR BSERLERESHEMABERNOS " (2370 .
(ERME) BEFNBRNEELIE, BMITUTHRIEZ—:
¢ Linux (GUI): #A ./configure.bin
+ Windows: IiE{T configure.exe
FErrE R E L, NTRIIFRPIRFEENES, RAEREWE.
EECREERG LAY, RERET—P.
IRFEAEARMAR SR FREMAY, RAERET—H.
ERAUTEREENRERAY:
s BRE: BEREESNERUEMNIREERIENAIN, REAMEREN. BXIEH
R, HERESLIT BHE" (3170,

+ Event Auditing Service: #&7E Event Auditing Service ELEEE. AXiFEMHER, FS
WEE 5.3 75 “Event Auditing Service” (8 35 121) o

EE: Event Auditing Service R EER %7 Linux &M L. B, EABE Identity Reporting
Module, #/ABIEFEIEITH Event Auditing Service.

+ ldentity Applications: #&7 Identity Applications FNEC B {582 . EBAFE TR SN
IP bt 5t DNS &R, BMUREBHSEN. BXIFARESR, HSRE 5.4 15 “Identity
Applications” (£ 36 T1) .

BE. BUOTEBEERREE, HI58S locahost BEAIRER EX AEMEY IP Hitiksk DNS &
o MNBAEHBRIASH localhost, ALEIZFEEM.

o (ERME) Identity Manager FRFa: MREZRZFIAER eDirectory W, ERE
WA Identity Manager FRFZRES. BXRIFMES, ESAE 5.2 15 “Identity Manager AR
Fa" (3570,

+ Identity Reporting Module: RBEREHEE T Event Auditing Service 7 #EfF M Identity
Reporting Module. &R &E7E Linux i+E#l E& % Event Auditing Service. IREFEARZ
Windows i+5#, MM Linux ITEH_EZRE Event Auditing Service, RGBT
Windows i+ E#1_EELE Identity Reporting Module.

&% ldentity Reporting Module WEL B (5 E2. AXIFMER, BEME 5.5 1 “Identity
Reporting Module” (28 37 T1)

¢ TH: {XLinux. EEFESRBEUFLBANHTTP im0, BXFMEER, BESHES6 T

TA” (4070 .
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9 BHET—SWITIRERIEE.
10 EEREFEHE, REREKRE.
11 EERERE, RERHER.

WA MRECEHELEEMHER, EREREEFSERZRATSHME. FEEREHE, XU
RHEERMARER.

43 RBIIRRACEM Properties X

EA LR | B S — N E SR S EHELE FTES A properties X, RIETT Identity
Manager BRI LR REE . MREETAEGHLZEA—EIRSE L, WATLUERA Identity
Manager SRR E AN RIS -

EYRiE properties X, BRITATRME:
1 (MBERAME) WREEMBEHBREE—ERSHEL, BREATRREREENEP—IR
{5 properties 3. XLETHBRIAMITFUATER:
¢ Linux: install/propfiles
+ Windows: install\propfiles
514n, 1ER configure_new_tree.properties 313K 61 #F#dt .

2 (MBAME) MREREABAHBLEER—ERSHEL, BERUATESRERARENEANG
X —A properties 31 :

2a BITATH%:

./install.bin -i silent -DSELECTED_PRODUCTS=components_to_be_configured -f
filename.properties

Hrh, filename.properties T EF—NRf) properties 3L
BEFRE ST REIEENENYG, RAEERXLEHIEFSHIIR.
2b ERPSER 2a BYa ML 83 —/NMETEY properties 3T,
2c ¥ SELECTED_PRODUCTS ZERMENZX Y, AlGEELEREREN.

3 7£ properties XX e, HREMRFAHMRE. BXIFHER, BENESE THEESH "
(3170,

4 BT OSTERME] properties LA

ASEE BERRA KPR S
IA_IDVAULT_ADMIN_PASSWORD BHREEER
IA_RBPM_POSTGRESQL_DB_PASSWORD Identity Applications ##EEEIESR (idmadmin)
IA_RBPM_USERAPPADMIN_PASSWORD User Application EIE 5 (uaadmin)

IA_REPORTING_NOVL_DB_USER_PASSWORD  |dentity Reporting $(#&F &2 R

IA_REPORTING_IDM_SERVER_PASSWORD Identity Reporting AR 5528 A P (idmrptsrv)
IA_REPORTING_IDM_USER_PASSWORD Identity Reporting F§ & (idmrptuser)
IA_EAS DBA PWD Event Auditing Service ##EEEIE 5 (dbauser)
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AL%LE 1B AR A Pk P E AR %5

IA_EAS_ADMIN_PWD Event Auditing Service EIE51 (admin)

-DUSER_SUPPLIED_PASSWORD BEERRS

IMREBERBNTIRRR LS T duser_supplied_password T8, MEFEHZENATFESE
0%,
5 RTEFHZAH

44 PITHRRECE

B B 8 E— N E ST S EHELEFrES A properties X, RIE1T Identity Manager £H14
MR AEE. MREFHEHEHRLRRE—BRSELE, WATLEA Identity Manager IR R
AN ST

BAXAERESHNFEAGER, BENESE TREESH " (B3170),
EPITTRRIE, HFHITATRIE:
1 (MBERAME) B _RARSFZIARMBMER T, BTERUATLER:
la FSTEIFAGLT AT B3R H Y ndscheck SEHERF:
¢ Linux: /opt/novell/eDirectory/bin/ndscheck
+ Windows: install_location\NDS
1b $EERFISHHABITUTHL:
ndscheck [-h hostname port] [-a admin_FDN] [-w password]

2 (%) HEREEENFEERRERESHNAERNOS. SXIHAES, BHENE 32
TR BSERLERESHEMABERNOS " (2370 .
3 BEBRITRRTEE, BAHUTHEP—I L
+ Linux: configure.bin -i silent -f path_to_properties_file

+ Windows: configure.exe -i silent -f path_to_properties_file
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5 TRIRESH

FEEXAIEMHEE |dentity Manager ZEFTFRENSH . BRAINAERKANRG, ZFERREE
FrRBECELR M.

WA ITSEMHFECAEEEOS. BANAMESHERARNOS. EXULEHN, FER
HMBREIEEEZOC. BXFAREE, HERREES.

5.1 B9EE

AVEX S ER eDirectory #iIRE . BLSHATEENN, ALNATEENEN. ki, EF
E=ETEARSY. ZEEFASY, FRERRRE.

511 G

MRER BB eDirectory #, FEEMUTEH . AHHHIFESKATHELIZHH.

Bl IR
T FE LRI AT A 519 EE B 2 HTHY eDirectory #4.

e
REZUENMINEIR. WMELITHEEUATEX:
¢ WBREMEFLHIRME—H,
s WROKELIA 2 B 32 MFEH.
s MEREBEEFE (a-zv A-Z) . BF (0-9), EFF () MTRIZ O ZENFFH.
MREBATERR, NEE—QERBRET G ERFREHK.
EEAOS
EEEERMKHOL. HlaN: netiql23. ZEREFHAECMUENEERMNREELOS.
BRIEE
HAKAREHAESRZETIEE. MREMMNSREEHITEAER, EERFHERTIL
HIERINRE
BHREEER

IBEMPEOFERMIREZ[HIMERGREEZNRAEIE R R AHETHIH2 (RDN). EIAZ
FrJ9 admin.

REIZFIEE R ik P ER P HITEREIRE.
NCP i[O
RZHF Linux A&

IEESMERRS Identity Manager Z4HHIBITAY NetWare 10 (NCP) it0. BIAER
524,

-
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LDAP %O
e E S FEE R NTAA 43 LDAP KM% O .. BIAER 389.
BXEA LDAP BIFAER, 358 (NetlQ Identity Manager £#£/537) il “ £ LDAP &
S55%EBH".

L4 LDAP i
BESMEZRRMTERREEZTFTE (SSL) thil#) LDAP iEKHIIKO . FKIAER 636.
IR (%3 eDirectory Z /1) BRER[ LS RBHIMSER TR INmO, BLFIEEHMIRO .
HEEH LDAP REAIEE, E8 L (NetlQ Identity Manager £#7547) Hay “ [ LDAP 3%k
555G EBM".

HTTP ig O
18 HTTP HHRZE LRSS TR AR O. FIMER 8028,
&R HTTP Htkin A5 %5 iManager £ HTTP KisORE . BXIFEHRER, FS
I fiManager Administration Guide) (iManager &#75/Z) (http://www.netig.com/
documentation/imanager27/imanager_admin_275/data/hk42s9ot.html),

L& HTTP w0
& HTTP Hed KA TLS/SSL iz TR R EA IR O . FKIAERZ 8030,
$EER HTTP Htkim OS5 %R iManager AR HTTP #ikim O~ E. BXIFEHRER, 1S
I (iManager Administration Guide) (iManager E##54) (http://www.netiq.com/
documentation/imanager27/imanager_admin_275/data/hk42s9ot.html).

eDirectory SEfEEE
EFF Linux fRZ57%
5 E Itk eDirectory SEITEILARSS 28 FEUERIZ . ERIABRIZE Ivar/opt/novell/eDirectory. IEAIIATE—&
BR%85 EiE1T% 4 eDirectory 3£

DIB &%
BEAMAGPFERKERESHIEERE (DIB) XHMEEFE. BUABEAT, RREFSBEXHR
HEUATIE:

¢ Linux: /var/opt/novell/eDirectory/data/dib
+ Windows: C:\NetlQ\IdentityManager\NDS\DIBFiles\

DIB ##&E X 2% H) eDirectory B#EEX . EEIFES, 1R DIB HiEXHAFRIZ AR
TERONMIENATAZE, SRR EREHMBEKE.

FE: 7£f Windows L, DIB #4713 E7E \WWDS BFE+H. IREEXK T Windows L DIB X
BIBRINLE, Identity Manager 5| & IS %KM.

HFEASHEEHETE TLS

(W) EFS R EARWAAARE) LDAP iEKE, BRERERMAEMERSE (TLS) thill. &K
VB TZEIR R RR.
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http://www.netiq.com/documentation/imanager27/imanager_admin_275/data/hk42s9ot.html
http://www.netiq.com/documentation/imanager27/imanager_admin_275/data/hk42s9ot.html

B A SecretStore
K& HF Windows AFEE

(i) EEFR B EERE eDirectory Hi8]/5 A SecretStore. BXIFMER, HENL
“SecretStore Integration with eDirectory” (4% SecretStore 5 eDirectory ££%) (https:/
www.netig.com/documentation/edir88/edirin88/data/bv50u8n.html).

512 HRMIMBIMEH

MR EBIAH eDirectory &, IHER U TSEIF LIRS IJZARMEB AR

EE: FHREETRENENFRMIRSFINEN. BXIFEHER, HSRE 417 REHG
HEESEI " (8 27 50 .

A )M A
MRIEEREGMEBKNENNER, HEFILIEDR.
nERZ
5 EIA eDirectory # &,
AR5 25 bhE
IEEBEESRAMXEERRIIRSHIM IP i,
nawOS
5 FEIEERIARSSEEM NCP im0. NCP BIBAIRO K 524,
Bk FEFME DN

EE AR b AT ERUILEAR 25893 2 LDAP DN. ZRINERNER R REFREIE TR ELEN
I H ou=servers,o=system. BXIFMER, HEENE 1.3 T " THERANSNEZSEW " (5 13
7).

NBERFFEEREBR
$57E eDirectory EIER AR BUARIRA admin. BXIFMESR, BFSRE 1.3 THRIVA
HEMmESER " (81370 .

NARS[/EERIFE DN

$57E eDirectory EIE REM AWM P ETALIMER LDAP DN. BRIAMERNER L XEIZFMOEZESHE
LM HY ou=sa,o=system. HXIFMER, BFSMNE 1.3 1 “ THANSHELSN " (5§ 13
7).

RARSHERROS
&% eDirectory EIERHO%.
[SH

HANMBREHESRKETIEE. RETHSHREHTEMENR, EERFFERTIL
HERINRE .
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LDAP im0
6 EI A eDirectory ME R RKMITEATHE T LDAP iEkBim 0. EIAER 389,

BXEA LDAP BIiFAER, 35 (NetlQ Identity Manager £#/537) il “ £ LDAP &
584GE&ER .

24 LDAP O
fEEI A eDirectory WMERRMUITFERAREEZFE (SSL) 1Y H LDAP iEKHIH O . BIAER
636,

BXEH LDAP HIiEAIER, iES I (NetlQ Identity Manager £2£75/%) i “ £ / LDAP 3k
585G ERR .

HTTP #% 0
FEE HTTP #HEMRE RIS EI TR FERANmO. BIAER 8028.

&R HTTP Htkin A5 %5 iManager £ HTTP KisORE . BXIFEHRER, FS
I fiManager Administration Guide) (iManager &#75/Z) (http://www.netig.com/
documentation/imanager27/imanager_admin_275/data/hk42s9ot.html),

R4 HTTP #%0
$8E HTTP HERRX A TLS/SSL thilletTErEERAmO. BRIAER 8030,

EER HTTP Hikin QM5 %A iManager EAR HTTP s ORE. BXFAER, FS
I (iManager Administration Guide) (iManager E##54) (http://www.netiq.com/
documentation/imanager27/imanager_admin_275/data/hk42s9ot.html).

DIB B&#&
BEAMARGHELEBFEEBIEERE (DIB) XHMKERZR. BIABERAT, REEFSETHR
EUATE:

¢ Linux: /var/opt/novell/eDirectory/data/dib
+ Windows: C:\NetlQ\IdentityManager\NDS\DIBFiles\

DIB ##&E X 2% H) eDirectory #EEX . EEIFES, 1R DIB HiEXHAFRIZ AT
TERONMIENATAZE, BARFEREHMBEKE.

FE: £ Windows L, DIB #4713 &7 \WWDS BFE+H. MREEXK T Windows Lk DIB X
BIBRINGLE, Identity Manager 5| & EIES %K.

HTFHEOSHERSBERE TLS
(FIi%) EFSHEERBEAXIEXH LDAP iEKE, RREEEAEMERS (TLS) hil. &K
IWER NZIETZE R/,

B SecretStore
K& HF Windows fF55¢

(i) EFR B EERE eDirectory Hi8]/5 A SecretStore. BXiFMER, HENL
“SecretStore Integration with eDirectory” (4% SecretStore 5 eDirectory ££5%) (https:/
www.netig.com/documentation/edir88/edirin88/data/bv50u8n.html).
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5.2 ldentity Manager BR5528

IR G R AR SZ 2R/ MEILA eDirectory HBf, EMBREIEFF 2R Identity Manager BR35 85+
Eﬁo

BE: ERBLRFRLHEAR. WREEHIBGL dentity Manager 388, SHUER S MRLEIRFR
FHRIEH Identity Manager BRI R, BXIEMER, HSBM (NetQ Identity Manager £:£777)
FE “ FH4% Identity Manager”,

EEhiEFE 2R
JHTHY Identity Manager IRFNIZFEN RIEE A TR LAMBIZELXTSR, Identity Manager 7 8E1E
BLE. MREVETHRN, ERLEEFFAEOELITR.

IRENFEREEEFE DN

REEEHPCEZENEFEXNRIEM LDAP DN, BUAIE AERRERERFFAAIESHE
L5 o=system. BXRIFMIER, BESNE 1.3 “ TREIANSHELSS " (£ 1370 .

5.3 Event Auditing Service

Event Auditing Service = Identity Manager #Z2t#9FF & it Identity Manager Z4EHAI—ITNEE. T
i$, Event Auditing Service REER K7 Linux BN L. ZEBCE Identity Applications 0 Identity
Reporting ThEEZ B, TEER L HIE1T Event Auditing Service. &N, Identity Applications 1 Identity
Reporting THEEREC B S K.

EEROS
& Event Auditing Service XRAEFEERNOS. RERITIZEOZE LK,

WeBA: 7£ SUSE Linux (SLES) BR% ;R L, ZOSWAFFE SLES WAL OSSR

dbauser O%

EEAENSMEECE (EAS MRS58 LOMIERE) B admin tkPHIO <. RERIIEREIEL
o

WEA: 7£ SUSE Linux (SLES) BR%585 £, ZOSHMTFE SLES WAL O SKRES.

BRRE
HEANMAREHAESHRKETHEE. MREFMNSRREHRTEMNEY, EEEFHERTIL
HIERRINRE

PostgreSQL %0
$&7E PostgreSQL ¥ ARiBE AR O . BilimOK 15432,

RAWROEL
%IE R A ENT Event Auditing Service X% 8. AL BRI
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5.4

ldentity Applications

AT E X Identity Applications ({§l#R User Application) KR E. IEFEETEASYK. EEEMRS
2Y, HRESREE.

BEE: BoIEESRIEE, HIFES localhost BRI FEE X ABYA IP #iiltsk DNS &fR. R
TENERIASH localhost, FEEIFS K.

OSP BR&EEEM.
IEEERI OSP HI51EH LDAP £ ERFEZFHIARS5H) DNS &Rk IP ik, EAEFEH
localhost.

B OSP MiEMER, ES M (NetlQ Identity Manager £ ##57) F#9 “ 7 Identity Manager
R R B B SRIAIE

OSP ZEAFMEXO<L
TREFECZ LA TE OAuth RS/ L RBMBAFMXNOS.
ZOSYRELEEARNNER.

SSPRECEAS
IEEGEYZUATHEE Self-Service Password Reset (SSPR) BI04 .
RUAERT, SSPREARER<. MRTRENL, ETMHEBER SSPR I FHA LUEMEL
BERE.

RO
#8§E SSPR. Identity Applications # Identity Reporting £ I B SEREPHHOSL
ZOSYRELEEARNER.

Identity Applications BEIERO4%

EXE User Application EI2RMWO%. REFEEESHBEFCIZLK,, ZKABENXIIEE
User Application i PEBIITEIEMES. WTHIRE, EFEUTER:

+ BOABRAT, ZMHA %A vaadmin,

+ MREEBIIEE User Application B RIEFARSEEE, MFEER configupdate.sh 3¢
configupdate.bat SCHE XK IZE -

o BEERENRAEFEERILIEK, 1B# A User Application HIEE > LM TIH.

+ AP AERIER User Application HUBIR ISR ETR T,

+ MR User Application B 5R£ 5 iManager. Designer 8¢ User Application GERFNHLAEE
HR) PAFHNITERESEMES, ELTALERRRTFHENNZEEIR, FHEEB
ia] User Application IRzhi2FH B 2T R LA, BXIFMER, FSM (User Application
Administration Guide ) (User Application &##5/) (https://www.netiq.com/
documentation/idm45/agpro/data/agpropartadminapp.html).

idmadmin DB AFPO%
E7E Identity Applications HIEEEIERMOS.
BOABR T, 1ZM A idmadmin.
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5.5

Tomcat =HAiw O
e ERTHIEXHARE Web ZFRFEFF Tomcat A% 0. ERIAIHO A 8105,

Tomcat HTTP &0
IEEEHE Tomeat RFEB[BESEPimitEVB T ERNmO. B mOA 8080, SSL BifA)
i im0 A 8443,

Tomcat EE@IKO
(MIERME) tRERER TLS/SSL ¥, B8 ENRAEFRSFEAREEEEE SSL 154
BIiE KRR O . ERAER 8543,

Tomcat AJP #50
(Flik) 5 ERM AEFRSSEERIT AP il (MAZE HTTP) K5 Web E#Z25 BT E A/
in . BRINERE 8109.
LIEHFENAREFRSHFEE Web NAEFHPESHNESAE, BEEEFRANAEFRS
25HY SSL ALIBRT, HFEALLSH.

BitAREEE M

5 EFEE Event Auditing Service 1 Identity Reporting Tl SIEM ##EE (BRMEECE) AR
558219 DNS & F7r8L IP ik, iEAZEFEH localhost.

A e E SRS (5130 Event Auditing Service 8§ NetlQ Sentinel) B9BRSS2S.

BE: REEREHEBITHEITRSSHSCHE, AALELE Identity Applications. WREMRZEIEF
TESHEITRERBEN, BB SEM.

ERRE
BE&NFAREHRESIIZE TEE. 4505 Identity Applications EHLFEEM localhost B4 Jg
IP #biitsk DNS &k, MREFMBRRBHRITEMENR, EEEFFEATIENRNEE, H
BEEBSEM.

Identity Applications BIE5
& 7E Identity Applications EIERMKFHIZFR. BRIAER uaadmin,

Identity Applications FE#
e ERTEENBIEFIRSE L User Application Z Fifhl URL & E . i5RNEEM localhost.

ldentity Reporting Module

AT E X Identity Reporting Module BB . RFRHEREASH . EEERELY, BETRRR
E.

EZ.: |dentity Reporting Module EEZ{#F Event Auditing Service. Event Auditing Service R &E7E
Linux i+ 8H EE1T. REHFTZAE Windows iHEH L&, MHBMAEE—S Linux iHEHN L&
Event Auditing Service, $RE7&E#E Windows i+ E#| L4 4EECE Identity Reporting Module.

THREESH 37



EAS 404
&/ F Windows fF%#5 st At B Hl_L =17 Event Auditing Service #9184
BXE Linux 1T BN ERER EAS REGWAZOS . EAITE Linux i+ E#_L /etc/opt/novell/
sentinel_eas/config B #H &Y activemqusers.properties XHRKR BN RZ%OS .
idmrptsrv A%
BEATHRENBEENENFNRIBEENOS.
LA FRNE I idmrptsrv KA
idmrptuser O%
EEMBREHEREBRIZHEANHNAFAHNOS.
243 FRNE B idmrptuser Bk .
dbauser @4
$5E Event Auditing Service #1 Identity Reporting i i SIEM #iEE (BMEECE) WEIER
O£,
L AT FRNGBIE dbauser TK .
EAS BR&BarEH
&/ F Windows AR % #5 3t Kb+ E#] L4 =1T Event Auditing Service #7184
$5E1B1T Event Auditing Service 1 PostgreSQL #3EERVAR S5 25/ IP Hbtik s DNS &7,
HHREER O
EHF Windows AR #5581+ EH]_F 1T Event Auditing Service A7/8.4-
$&7E PostgreSQL ¥R A RBE MmO . BikinOK 15432,
EAS dbauser O%
5 E PostgreSQL #3&F dbauser 8104
FERZGNXHO
IEEEAHE MSGW BEpiEFES J EB A ERA /GO .
BIAER 7707,

AW SRR S EH
EEFERIRNERS RS 3589 DNS &FRek IP ik, EFRZEEA localhosts
BRRE
HEAMMBREHNESRRETHEE. WRETHEREBHTEMNENR, EERFIFERTIL
HIBRIANRE
BRTAREER
%% Identity Reporting Module REXHFARIER. BWASB AL,
{EA%% LDAP %%

EREREFERSHFELRE LDAP ERIFHITHEIN
sk, ETEE LDAP K.
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LDAP ixO

EERARSHEESNENRSHTERINRO. HECBES L1 FHE" (E317571) hA
LDAP &£ ik ERIE—ME-

5§, BUALEE— AR ORHFITIEREBIN. MREXHLE, EIAEEEFEARSE
LDAP .

ShekyE (Ao R
IEELESHNRERE. BIAEHR 60 75,

REOTRIRS: FEFEMEN
i%£#¥ Identity Reporting Module ZEMIB& B 5EM IR < BN R BB X L3R 5 R0RTE] . flan, EIgEN
M, HEEAEARA, REIEE 6 /EAFFEAE.

FEREREM

B ldentity Manager ZFEINER SRR, BERIEEAPETRZNFRITANEREM. BAE
A cne

URH: MNRIEEEIFHFEFR DN, BARFEL WXEFR., GXiFHAES, 21 RFC
2253/4514 HIEE 2 ER4y .

SMTP BR&E25E#

e E &A1 Identity Reporting Module £ % 1% 18 &N A FA B9 BB F iR PR 3525 A0 DNS ZFRek IP ih
ik, BRIAMEA localhost. HE X ABMAY IP Hbtlksk DNS Z#R.

SMTP BR%ziw0O
IEEBETHEHRSENHEOS. BIAER 435,
SMTP A ID

(MERME) WRMEBFHGRSENENFEREE, BEEEERTEEHE FRAitit.
tesh, TR TIEFFEER SMTP FIRRFZR[LEE.
SMTP BFO%
BESATEENEFIEFRIEEXBENOS.
BRI L F R bt
e EE#E Identity Reporting FA{EHLF BB 1418 Z0 5K R B 8 F HB 4 b dit .
%I SMTP {#HH SSL
IRERTEMEM SSL k5B FHHARSHFEIN. EBRABERT, ZERABA.
BEX SMTP HIBRSBRLEE
EERBEMSBEFHMERSHMNBNEREE.
tesh, BT AIEE SMTP AP ID 71 SMTP APAOSHE. ERABEAT, ZERABH.
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5.6

TH

AT E X iManager. Analyzer #1 Designer iX £t |dentity Manager TERJIEE . BEI, RA iManager
RETARENSH. BEEHE, B Lnux tEHI LS ERXESY . ETFXLESY, FEED
BiwE.

BAR: IEER HTTP ks O NS B AFHEEARN HTTP ks OARE. AXIFEAER, ESL
{iManager Administration Guide) (iManager E#75/Z) (https://www.netig.com/documentation/
imanager27/imanager_admin/data/hk42s9ot.html),

HTTP #%0
&7 iManager LABASCASNB AT B FA AR IR OS5 . BOIAMEZ 8080,
L4 HTTP 30
&7 iManager LA TLS/SSL thisGEA BT ER AR IR O S . BINMER 8443,
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FERRETENRBINLNDER

EMREREFTHE, |dentity Manager FIAAHMEREYT, EAEEHLERMR. B2, EFEINE
HREEIEEEIT, BELMEERIEFHIITLEEIINEELE. BERAUTE! m:EJ?, Identity
Manager REHIBLE :

o BENIER: BN EhEFSEEANER, RIBMAREMEEERIEF. BXIFAEE, FS
0 Identity Manager 4.5 IREHFERF X4, (https://www.netig.com/documentation/idm45drivers/
)O

+ Identity Applications: ZEfE&NA[EAY Identity Applications AIFEERIIMEH TE, BLMIE
IIHITEE. EXFEMER, BHEBMR (NetlQ Identity Manager User Application Administration

Guide/) (NetlQ Identity Manager User Application E7E#5/Z) (https://www.netic.com/
documentation/idm45/agpro/data/bookinfo.html),

o BRRE: BXGAEHIIMERLE Identity Reporting Module. BXi¥MER, iHEMR (NetlQ
Identity Reporting Module Guide ) (NetlQ Identity Reporting Module #5/2) (https.//
www.netig.com/documentation/idm45/reporting/data/bookinfo.html).


https://www.netiq.com/documentation/idm45drivers/
https://www.netiq.com/documentation/idm45/agpro/data/bookinfo.html
https://www.netiq.com/documentation/idm45/agpro/data/bookinfo.html
https://www.netiq.com/documentation/idm45/reporting/data/bookinfo.html
https://www.netiq.com/documentation/idm45/reporting/data/bookinfo.html
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7 HE |dentity Manager =

AZEHEA T AfAHOE Identity Manager (AfF. MR EREHI 90 XPIBGE Identity Manager 4,
BEMEAFEH. X 00 KAz FEREMATE, EEHTLUEFHE (dentity Manager 7%, &1
BTN R REERBEE (dentity Manager BY4B 1.

7.1 WJSE Identity Manager = SiFa[iE

EMW3E Identity Manager F=@iFRIMELARIE= /R, 1ES I NetlQ Identity Manager How to Buy [ 51
(https:/lwww.netiq.com/products/identity-manager/advanced/how-to-buy/).

EAE = RIFAIERE, NetlQ BamEkiE—1EF ID. ZBFEMFHEES NetlQ Mubh) URL, &
_IuLlel_JJ&izkE)lr‘nm%ﬁl/E%ﬁ ZiE. MRETICT BCHERF ID FEKRWEZ ID, ESHER
REL R

7.2 ?c%/ﬁc%i,%ﬁ%{ﬁ%ﬁ
LRI iManager RE - REESNE
BERETRAFESHEE, BPITUTRE:
1 EEMIFANEZE, NetlQ SBELE—HB T, HPASENER ID. ZB FHiHR -

TR " AT HAE-NEE, BETRBENSHEIENMNLE . BTz EEAEEIZbR.
2 BHEIFANETHHEEAPITUTHRIEZ—:
¢ BEmBESRRIEXHRER S ENMTE.
of
¢ FIFFRmAEER MR, RAEREARTERRIFER.

SHNEREMD, BRTBEESMIINITHEE. MANFHEIENE—NRITS (1) FiE
£4%l (—---BEGIN PRODUCT ACTIVATION CREDENTIAL), —EHE#IZIEEFE—MHITS
(-) (END PRODUCT ACTIVATION CREDENTIAL-----),

$TFF iManager.
1%£#F Identity Manager > Identity Manager #5id.
AT B EMPHENEREFEFIEEE.
£ “Identity Manager #ii2 " TiE £, BHESERENRHNEFHNIENIEFE.
£ CRIEFEEA " TE L, BEHHE > 'R,
IRFZEHUE Identity Manager AHRIIRENIEF &, ARRTT—H.
PUTUT R —:
+ 1&7E |dentity Manager HiEF MR EIERENULE, RERE“T—%

© 0 N o 0o b~ W
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1.3

7.4

* ¥ Identity Manager % S EIEMAERIEI T AR, ARLE " T—5
10 BHFH.

HAR: FEHESNCIRINEFNRINIEFE. ALUERSHNEIERERER.

& |dentity Manager FBEENFEFFHY = RmEE

SFEMNEHIEFE, GBHAUEEC A Identity Manager 51EF1 Identity Manager IRE1FE
FEmE B EIE
1 ¥TH iManager.
2 B Identity Manager > Identity Manager #ift .
3 RERMBLERPNENEHIEFEFIEEE, RRRED PITHRER.
4 7£ “Identity Manager #tiA " Tl £, BHEEESFEHBEESNIRNIZFE.
5 £ RapiEFEHA " nE L, 2EHE > FR.
AIAEFERESHEIENAR, HE, MRREGTHEIR, WATLEBRETESHEIE

Fr&

AR : ARDEFERRAVN~=RBEFNEILRE, REFRNZBAENASERERRE.

WMRBILXMELR, FEBRNEF, ZRBESHESEK.

H5E Identity Manager IEENIERF
M3 Identity Manager SLiEHUE IR SIEMIZF K& T BRAENERF

+ BRSSIBPFEF: AUE Identity Manager 5128, HRAUEUTIRSEEIZR
* HIRWERRS
* IRFRS
+ ID RHfFEF
+ EERS
* ZFERGMK
* FNESRSE
« =RE
+ ABERS
+ User Application
+ WorkOrder
+ BRAWESER: BUE Identity Manager 5|28, FSBEUTERAREIZRF
Active Directory
ADAM
+ eDirectory

*

*

+ GroupWise
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1.5

7.6

* LDAP
+ Lotus Notes

FREEf Identity Manager IRENFEFHUESEER LR IMMISE . IREHIZFRIBGERIES Identity
Manager SERIEREER . —4 Identity Manager SRR AIAE E— MK BN BEIEF. EEWE
—* Identity Manager SERAER, BSWEI—N = mEUE SR EIE.

WAXTEA Identity Manager SERRARRINITEE 7.2 10 LR RAESHMEIE” (£ 4370 FHSE
A RERUERENIZRF

& Analyzer

EOREES Analyzer B, RESIRREEIE. MRAHITEGE, WFEKEFER Analyzer,

#5E Designer F0ff (BRRETETHEE

#UE Identity Manager SIEMIEZNIERFE, AHEESINBHIE Designer Ff ARSI ETERS .

#5E Identity Manager /=& 45
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8 EP%E |dentity Manager

TR RN REEFESRETNI TR R ER, RERZKAFTE Identity Manager 2.

8.1 fEAEEES

ERENERNEIRFZAT, AR JAVA_ HOME F1 PATH IMEZEE45(5 Java.
EEI% Identity Manager ¢Af§:
1 FRERTIEFENREFNITEHZE:

¢ Linux: ./Uninstall_Identity Manager
BIANBAT, iZZ#HISTHLTF froot/idm/Uninstall_Identity Manager B &,
+ Windows: Uninstall_Identity Manager Components.exe

FINBERT, HEFRFALT C/Program Files/NetlQ/Identity Manager B3RS . S ATLLAER
fn / BIBRIRFFSRENEE 1dentity Manager AY4E 1.

BiBA: SMEHRETRETISERAENH. BXIFEMER, ES N eDirectory FEZ 1
(https://www.netiq.com/documentation/edir88/edirin88/data/bnn8twh.html).
2 EPEMRASMEGNEIRIE, RERET—H.
3 Ll LDAP DN M is R R S MAKIMSHEIE, RELET—5.
HEREFAEDRNFRESNEIES EERAHNERE.
4 BEFREAHNRAME, REETEE.
MRFEEEAAY, FETFE—D, REHITEN.
5 BERHRTHHER, HPERTHRINEZNEHRTIR, REREFTRUSTTREZTIZ,

8.2 MMITEIREIE

J 7 BT Identity Manager R IR ~EIZE, SHASEBM HRESTHREEMEMNSH. Identity
Manager & EB—MERSTH -

¢ Linux: .finstall/propfiles/uninstall.properties
+ Windows: \install\propfiles\uninstall.properties
ERETERNEREFUBENITRRER:
¢ Linux: /root/idm/Uninstall_ldentity Manager/Uninstall_Identity Manager.bin -i silent -f filename.properties

+ Windows: install location\Uninstall_ldentity Manager Components/Uninstall Identity Manager
Components.exe -i silent -f filename.properties
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9 B8

9.1

9.2

9.3

9.4

ERUATMEE UM ER R RIZF IR BB TERE.

ik BEXHFRMEICH

THREATREHE (i_install.log). B E H (i_configure.log) & properties XHHIME . LENED
AHEBBE—NEMH.

T& A& REBMXH
Windows < gy £ >\instal\logs < 227 & >\install\propfiles
BANLE R BALE R
C:\netig\ldentityManagen\install\logs C:\netig\ldentityManageninstall\logs\propfiles\
Linux Ivar/opt/netig/idm/install/logs Ivar/opt/netig/idm/install/logs/propfiles/

xR MAVEC BT E SR

ERUATNMEE AR R M A HE EFHITESE:
[B]8% : Identity Applications B & M.

EiXRRME: HRIEEC . 1F localhost —ia). IREBESTHKBILIR, NRREERSHE, &K
EERITE TISZRIAE localhost BB IP itk DNS k. EFNEITRE, HESRIEE T
RHEEYEY IP #iltsk DNS &R,

£ Windows _EX Remote Loader [o)RaF{TEE

BANERT, EMREEZEFSIEESE Identity Manager AR % ZE] C:\NetlQ BE. B2, FiEkRzniE
FrERER C:\Novell {fEARRBGABE R . &7 LUBE F3h 8 OB 3012 7 1Y B RREREIEF EE TE,

ZE{F Remote Loader WENEFEETIE, BHITUUTRE:

1 #2z) Remote Loader 1Z#I& .

2 ARINMERIRENFE R A9 L .

3 HEERIAERIZ M C:\Novell B2 A C:\NetlQ.
4 PRERERITRESE.

HRER

EEUTEEAHNENHR B ATERE. MREBNAEE, HHKER NetlQ K&,



B HERIERERTR, BEEXHREREMESR.

HIEER(E: BUABART, HRIERITEMMRE S REHH netig BR. MRESMIHENHEBRFRT
A NetlQ 2, WAIAFHMBRZE R

50 NetlQ Identity Manager &/ & 2457



	NetIQ Identity Manager 集成安装指南
	关于本书和库
	目标受众
	库中的其他信息

	关于 NetIQ Corporation
	我们的观点
	我们的理念
	我们的解决方案
	与销售支持联系
	联系技术支持
	联系文档支持
	联系在线用户社区

	1 简介
	1.1 了解集成安装程序和独立安装程序之间的区别
	1.2 了解集成安装过程
	1.2.1 Identity Manager 服务器
	1.2.2 Identity Applications
	1.2.3 身份报告
	1.2.4 Event Auditing Service
	1.2.5 iManager
	1.2.6 Designer
	1.2.7 Analyzer

	1.3 了解默认的身份库结构
	1.3.1 系统容器
	1.3.2 数据容器
	1.3.3 安全性容器


	2 规划安装 Identity Manager
	2.1 安装核对清单
	2.2 使用集成安装程序的注意事项
	2.3 先决条件和系统要求 
	2.3.1 先决条件
	2.3.2 系统要求
	2.3.3 默认安装位置


	3 安装 Identity Manager
	3.1 下载 ISO 文件
	3.2 为所有集成安装配置参数使用相同的口令
	3.3 使用安装向导
	3.4 执行无提示安装

	4 配置 Identity Manager 组件
	4.1 配置组件的注意事项
	4.2 使用配置向导
	4.3 编辑无提示配置的 Properties 文件
	4.4 执行无提示配置

	5 了解配置参数
	5.1 身份库
	5.1.1 创建新树
	5.1.2 添加到现有树

	5.2 Identity Manager 服务器
	5.3 Event Auditing Service
	5.4 Identity Applications
	5.5 Identity Reporting Module
	5.6 工具

	6 集成安装过程的最后几个步骤
	7 激活 Identity Manager 产品
	7.1 购买 Identity Manager 产品许可证
	7.2 安装产品激活身份凭证 
	7.3 查看 Identity Manager 和驱动程序的产品激活
	7.4 激活 Identity Manager 驱动程序
	7.5 激活 Analyzer
	7.6 激活 Designer 和角色映射管理器

	8 卸装 Identity Manager
	8.1 使用卸装向导
	8.2 执行无提示卸装

	9 查错
	9.1 查找日志文件和属性文件
	9.2 对失败的配置进行查错
	9.3 在 Windows 上对 Remote Loader 问题进行查错
	9.4 卸装查错 


