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About This Guide

This book describes the user interface of the Novell Identity Manager User Application and how you
can use the features it offers, including;:

¢ Identity self-service (for user information, passwords, and directories)

¢ Work dashboard (for making role, resource, and provisioning requests and managing the
approval tasks relating to these requests)

¢ Roles and resources (for managing roles and resources)

¢ Compliance (for regulatory compliance and attestation)

Audience

The information in this book is for end users of the Identity Manager user interface.

Prerequisites

This guide assumes that you are using the default configuration of the Identity Manager user
interface. However, it’s possible that your version of the user interface has been customized to look or
operate differently.

Before you get started, you should check with your system administrator for details on any
customizations you might encounter.

Organization

Here's a summary of what you'll find in this book:

Part Description

Part I, “Welcome to Identity Manager,” on page 13 Introduction to the Identity Manager user interface and
how to begin using it

Part 11, “Using the Identity Self-Service Tab,” on How to use the Identity Self-Service tab of the Identity
page 31 Manager user interface to display and work with
identity information, including:
+ Organization charts
+ Profiles (your identity details)
+ Directory searches
+ Passwords

+ User accounts (and more)

About This Guide 11



Part Description

Part Ill, “Using the Work Dashboard Tab,” on page 107 How to use the Work Dashboard tab of the Identity
Manager user interface to:

+ Manage task notifications
+ Manage role assignments
+ Manage resource assignments

+ View request status for role, resource, and
process requests

Part IV, “Using the Roles and Resources Tab,” on How to use the Roles and Resources tab of the
page 217 Identity Manager user interface to:

+ Make role requests for yourself or other users
within your organization

+ Create roles and role relationships within the
roles hierarchy

+ Create separation of duties (SoD) constraints to
manage potential conflicts between role
assignments

+ Look at reports that provide details about the
current state of the Role Catalog and the roles
currently assigned to users, groups, and
containers

Part V, “Using the Compliance Tab,” on page 291 How to use the Compliance tab of the Identity
Manager user interface to:

* Make requests for user profile attestation
processes

+ Make requests for separation of duties (SoD)
attestation processes

+ Make requests for role assignment attestation
processes

+ Make requests for user assignment attestation
processes

Part VI, “Appendixes,” on page 323 How to use the NetlQ Identity Manager Approvals app
to remotely approve or deny requests made in the
User Application

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the IDM User Application: User Guide, visit the Identity Manager Web
site (http://www.netiq.com/documentation/idm402/index.html).

12 User Application: User Guide
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Welcome to Identity Manager

Read this part first to learn about the Identity Manager User Application and how to begin using it.

¢ Chapter 1, “Getting Started,” on page 15
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111

Getting Started

This section tells you how to begin using the Identity Manager User Application. Topics include:

¢ Section 1.1, “Identity Manager and You,” on page 15

¢ Section 1.2, “Accessing the Identity Manager User Application,” on page 19
¢ Section 1.3, “Logging In,” on page 20

¢ Section 1.4, “Exploring the User Application,” on page 22

¢ Section 1.5, “What’s Next,” on page 29

ldentity Manager and You

Novell Identity Manager is a system software product that your organization uses to securely
manage the access needs of its user community. If you're a member of that user community, you
benefit from Identity Manager in a number of ways. For example, Identity Manager enables your
organization to:

¢ Give users access to the information (such as group org charts, department white pages, or
employee lookup), as well as roles and resources (such as equipment or accounts on internal
systems) that they need, right from day one

¢ Synchronize multiple passwords into a single login for all your systems

* Modify or revoke access rights instantly when necessary (such as when someone transfers to a
different group or leaves the organization)

¢ Support compliance with government regulations

To bring these benefits directly to you and your team, the Identity Manager User Application
provides a user interface that you can use from your Web browser.

Introducing the Identity Manager User Application

The Identity Manager User Application is your view into the information, roles, resources, and
capabilities of Identity Manager. Your system administrator determines the details of what you can
see and do in the Identity Manager User Application. Typically, this includes:
¢ Identity self-service, which enables you to:
¢ Display organization charts

¢ Report applications associated with a user if you are an administrator. (Requires the Roles
Based Provisioning Module for Identity Manager.)

¢ Edit the information in your profile
¢ Search a directory

¢ Change your password, password challenge response, and password hint

Getting Started 15



¢ Review your password policy status and password synchronization status
¢ Create accounts for new users or groups (if you are authorized)
¢ Roles, which enable you to:
¢ Request role assignments and manage the approval process for role assignment requests
¢ Check the status of your role requests
¢ Define roles and role relationships

¢ Define separation of duties (SoD) constraints and manage the approval process in situations
where a user requests an override to a constraint

¢ Browse the Role Catalog

¢ Look at detailed reports that list the roles and separation of duties constraints defined in the
catalog, as well as the current state of role assignments, separation of duties exceptions, and
user entitlements

NOTE: The ability to define custom roles is only available with Identity Manager 4.0.2
Advanced Edition. Standard Edition only supports the use of system roles.

¢ Resources, which enable you to:

+ Request resource assignments and manage the approval process for resource assignment
requests

¢ Check the status of your resource requests

¢ Browse the Resource Catalog

NOTE: Resources require Identity Manager 4.0.2 Advanced Edition. Standard Edition does not
support this feature.

+ Workflow processes, which enable you to:

+ Request custom workflow processes

*

Check the approval of your role, resource, and process requests

¢ Work on tasks assigned to you for approving other requests

¢ Perform process requests and approvals as a proxy or delegate for someone else
¢ Assign someone else to be your proxy or delegate (if you are authorized)

¢ Manage all of these request and approval features for your team (if you are authorized)

NOTE: Workflow processes require Identity Manager 4.0.2 Advanced Edition. Standard Edition
does not support this feature.

¢ Compliance, which enables you to:
+ Request user profile attestation processes
¢ Request separation of duties (SoD) attestation processes
¢ Request role assignment attestation processes

+ Request user assignment attestation processes

NOTE: Compliance requires Identity Manager 4.0.2 Advanced Edition. Standard Edition does
not support this feature.

IMPORTANT: The User Application is an application and not a framework. The areas within the
User Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.
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1.1.3

The Big Picture

Figure 1-1 The IDM User Application Provides the User Interface to Identity Manager

Novell Identity Manager

« Information and resources
+  Single login

* Access rights

+  Compliance

Access the Identity Manager user
interface in your Web browser
« Identity Self-Service
=  Work Dashboard
= Roles and Resources

Your computer

Your team’s computers

Typical Uses

Here are some examples of how people typically use the Identity Manager User Application within
an organization.

Working with Identity Self-Service

+ Ella (an end user) recovers her forgotten password through the identity self-service features
when logging in.
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*

*

Erik (an end user) performs a search for all employees who speak German at his location.

Eduardo (an end user) browses the organization chart, finds Ella, and clicks the e-mail icon to
send a message to her.

Working with Roles and Resources

*

Maxine (a Role Manager) creates the Nurse and Doctor business roles and the Administer Drugs
and Write Prescriptions IT roles. Maxine creates several resources that are needed for these roles,
and associates the resources with the roles.

Maxine (a Role Manager) defines a relationship between the Nurse and Administer Drugs roles,
specifying that the Nurse role contains the Administer Drugs role. Max also defines a
relationship between the Write Prescriptions and Doctor roles, specifying that the Doctor role
contains the Write Prescriptions role.

Chester (a Security Officer) defines a separation of duties constraint that specifies that a
potential conflict exists between the Doctor and Nurse roles. This means that ordinarily the same
user should be not assigned to both roles at the same time. In some circumstances, an individual
who requests a role assignment may want to override this constraint. To define a separation of
duties exception, the individual who requests the assignment must provide a justification.

Ernest (an end user) browses a list of roles available to him, and requests assignment to the
Nurse role.

Amelia (an approver) receives notification of an approval request via e-mail (which contains an
URL). She clicks the link, is presented with an approval form, and approves it.

Arnold (a Role Manager) requests that Ernest be assigned to the Doctor role. He is notified that a
potential conflict exists between the Doctor role and Nurse role, to which Ernest has already
been assigned. He provides a justification for making an exception to the separation of duties
constraint.

Edward (a separation of duties approver) receives notification of a separation of duties conflict
via e-mail. He approves Arnold’s request to override the separation of duties constraint.

Amelia (an approver) receives notification of an approval request for the Doctor role via e-mail.
She approves the Arnold’s request to assign Ernest to the Doctor role.

Bill (a Role Auditor) looks at the SoD Violations and Exceptions Report and sees that Ernest has
been assigned to both the Doctor and Nurse roles. In addition, he sees that Ernest has been
assigned the resources associated with these roles.

Working with Process Requests

*

Ernie (an end user) browses a list of resources available to him, and requests access to the Siebel*
system.

Amy (an approver) receives notification of an approval request via e-mail (which contains an
URL). She clicks the link, is presented with an approval form, and approves it.

Ernie checks on the status of his previous request for Siebel access (which has now gone to a
second person for approval). He sees that it is still in progress.

Amy is going on vacation, so she indicates that she is temporarily unavailable. No new approval
tasks are assigned to her while she is unavailable.

Amy opens her approval task list, sees that there are too many for her to respond to in a timely
manner, and reassigns several to co-workers.

Pat (an administrative assistant, acting as a proxy user for Amy) opens Amy’s task list and
performs an approval task for her.
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¢ Max (a manager) views the task lists of people in his department. He knows that Amy is on
vacation, so he reassigns tasks to others in his department.

¢ Max initiates a request for a database account for someone in his department who reports
directly to him.

¢ Max assigns Dan to be an authorized delegate for Amy.
¢ Dan (now a delegated approver) receives Amy’s tasks when she is unavailable.

¢ Max engages an unpaid intern, who should not be entered into the HR system. The system
administrator creates the user record for this intern and requests that he be given access to
Notes, Active Directory*, and Oracle*.

Working with Compliance

¢ Maxine (a Role Manager) creates the Nurse and Doctor business roles and the Administer Drugs
and Write Prescriptions IT roles.

¢ Maxine (a Role Manager) defines a relationship between the Nurse and Administer Drugs roles,
specifying that the Nurse role contains the Administer Drugs role. Max also defines a
relationship between the Write Prescriptions and Doctor roles, specifying that the Doctor role
contains the Write Prescriptions role.

¢ Chester (a Security Officer) defines a separation of duties constraint that specifies that a
potential conflict exists between the Doctor and Nurse roles. This means that ordinarily the same
user should be not assigned to both roles at the same time. In some circumstances, an individual
who requests a role assignment may want to override this constraint. To define a separation of
duties exception, the individual who requests the assignment must provide a justification.

¢ Arnold (a Role Manager) requests that Ernest be assigned to the Doctor role. He is notified that a
potential conflict exists between the Doctor role and Nurse role, to which Ernest has already
been assigned. He provides a justification for making an exception to the separation of duties
constraint.

¢ Philip (a Compliance Module Administrator) initiates a role assignment attestation process for
the Nurse role.

+ Fiona (an attester) receives notification of the attestation task via e-mail (which contains an
URL). She clicks the link and is presented with an attestation form. She provides an affirmative
answer to the attestation question, thereby giving her consent that the information is correct.

¢ Philip (a Compliance Module Administrator) initiates a new request for a user profile attestation
process for users in the Human Resources group.

¢ Each user in the Human Resources group receives notification of the attestation task via e-mail
(which contains an URL). Each user clicks the link and is presented with an attestation form. The
form gives the user an opportunity to review the values for various user profile attributes. After
reviewing the information, each user answers the attestation question.

Accessing the Identity Manager User Application

When you're ready to start using the Identity Manager User Application, all you need on your
computer is a Web browser. Identity Manager supports the most popular browser versions; see your
system administrator for a list of supported browsers or for help installing one.

Because it works in a browser, the Identity Manager User Application is as easy to access as any Web
page.
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NOTE: To use the Identity Manager User Application, enable cookies (at least Medium privacy level
in Internet Explorer) and JavaScript* in your Web browser. If you are running Internet Explorer, you
should also select the Every time I visit the webpage option under Tools > Internet Options > General,
Browsing History > Settings > Check for newer versions of stored pages. If you do not have this option
selected, some of the buttons may not be displayed properly.

To access the Identity Manager User Application, open a Web browser and go to the address (URL)
for the Identity Manager User Application, as supplied by your system administrator. For example:
http://myappserver:8080/IDMProv.

By default, this takes you to the Welcome Guest page of the User Application:

Figure 1-2 The Welcome Guest Page of the User Application

Q Novell: Identity Manager N

Welcome Guest Login

GUEST PAGES A

Welcome Novell Identity Manager

Securely manage the access needs of your ever-changing user community.

Manage the full user lifecycle:
@ deliver first-day access to essential resources
@ synchronize multiple passwords into a single login

@ automate routine user management tasks

@ revoke access rights instantly

©® support regulatory compliance

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security.

The time has come to apply identity to not only the people involved in your organization, but
also to any corporate asset the people in your organization need to share, such as routers,
senvers, devices, application components and even processes.

MNovell Identity Manager is a key component of Novell's Identity-Driven Computing vision.
Identity-Driven Computing is a new vision for [T that places people—and the senices they
depend on—at the center of your enterprise. With Identity-Driven Computing from Novell, you
can add intelligence to every part of your IT infrastructure—and make your business more agile
and secure.

From here, you can log in to the User Application to get access to its features.

1.2.1  Your User Application Might Look Different

If you see a different first page when accessing the Identity Manager User Application, it’s typically
because the application has been customized for your organization. As you work, you might find that
other features of the User Application have also been customized.

If this is the case, you should check with your system administrator to learn how your customized
User Application differs from the default configuration described in this guide.

1.3 Logging In

You must be an authorized user to log in to the Identity Manager User Application from the guest
welcome page. If you need help getting a username and password to supply for the login, see your
system administrator.
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To log in to the Identity Manager User Application:

1 From the Welcome Guest page, click the Login link (in the top right corner of the page).

The User Application prompts you for a username and password:

2 Type your username and password, then click Login.

1.3.1 If You Forget Your Password

If you can’t remember the password to type, you might be able to use the Forgot Password? link for
assistance. When you are prompted to log in, this link appears on the page by default. You can take
advantage of it if your system administrator has set up an appropriate password policy for you.

To use the Forgot Password feature:

1 When you're prompted to log in, click the Forgot Password? link.

You are then asked for your username:

IDM Forgot Password

To help you log in, you must specify your usermame.

Username: | |

Return to Calling Page

2 Type your username and click Submit.

If Identity Manager responds that it can’t find a password policy for you, see your system
administrator for assistance.

3 Answer any challenge questions that display and click Submit. For example:
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1.3.2

1.3.3

1.4

" IDM Forgot Password

Flease provide a response for each presented challenge.

Question: What is your mother's maiden name? Response: |...... |

Question: What's your favorite color? Response: |...... |
Question: What is your User ID? Response: [......| ]
| submit |

Answer the challenge questions to get assistance with your password. Depending on how the
system administrator has set up your password policy, you could:

¢ See a hint about your password displayed on the page
¢ Receive an e-mail containing your password or a hint about it

¢ Be prompted to reset your password

If You Have Trouble Logging In

If you are unable to log in to the Identity Manager User Application, make sure that you're using the
right username and typing the password correctly (spelling, uppercase or lowercase letters, etc.). If
you still have trouble, consult your system administrator. It’s helpful if you can provide details about
the problem you are having (such as error messages).

If You're Prompted for Additional Information

You might be prompted for other kinds of information as soon as you log in to the Identity Manager
User Application. It all depends on how the system administrator has set up your password policy (if
any). For example:

¢ If this is your first login, you might be prompted to define your challenge questions and
responses, or your password hint

¢ If your password has expired, you might be prompted to reset it

Exploring the User Application

After you log in, the Identity Manager User Application displays the tab pages where you do your
work:
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Figure 1-3 What You See When You Login

Q Novell: Identity Manager

&

Logout Help

+ Task Notifications
* Resource Assignments
Appiication Adminisirator Of Sample Data

abc@abc.com

bcd@abc.com
lynn@abc.com * Request Status
Manage..
Seftings ~

|_| Make a Process Request

If you look along the top of the User Application, you'll see the main tabs:
¢ Identity Self-Service (which is open by default)
To learn about this tab and how to work with it, see Part 11, “Using the Identity Self-Service Tab,”
on page 31.
¢ Work Dashboard

To learn about this tab and how to work with it, see Part III, “Using the Work Dashboard Tab,”
on page 107.

* Role and Resources

To learn about this tab and how to work with it, see Part IV, “Using the Roles and Resources
Tab,” on page 217.

+ Compliance

To learn about this tab and how to work with it, see Part V, “Using the Compliance Tab,” on
page 291.

NOTE: What you see may vary depending on what security permissions you’ve been given.

To switch to a different tab, simply click the tab you want to use.

Getting Help

While working in the Identity Manager User Application, you can display online help to get
documentation about the tab that you're currently using.

1 Go to the tab that you want to learn about (such as Roles and Resources or Compliance).
2 Click the Help link (in the top right corner of the page).

The help page for the current tab displays. The help page includes a link to more detailed
information included in the documentation on the Novell Web site.
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1.4.2 Preferred Locale

If your administrator has selected the Enable Locale Check option on the Administration>Application
Configuration>Password Module Setup>Login screen, you receive a prompt to select your own preferred
locale when you first log in.

1 When prompted, add a locale by opening the Available Locales list, selecting a locale, and clicking
Add.

For more information, see Section 5.6, “Choosing a Preferred Language,” on page 69.

User: Chip Nano

Select your preferred languages (locales) for displaying pages in the Identity Manager User Application

Languages in order of preference

|
Move Up

Available Languages

Add ]

| selectalocale to add >

1.4.3 Logging Out

When you're finished working in the Identity Manager User Application and want to end your
session, you can log out.

1 Click the Logout link (in the top right corner of the page).

1.44 Common User Actions

The User Application provides a consistent user interface with common user interactions for
accessing and displaying data. This section describes several of the common user interface elements
and includes instructions for:

¢ “Using the Object Selector Button for Searching” on page 26

¢ “Filtering Data” on page 27

¢ “Using the Lookahead Feature” on page 28
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Table 1-1 Common Buttons

Button Description

Object Selector Provides access to a Search dialog box or popin. You can
enter search criteria for different types of objects based on your location within
the User Application. For example, in the Identity Self-Service tab, you can
search for users and groups while in the Roles tab, you can search for users,
groups, and roles.

QEE
Search ohject list: (Example: A™, Lar*, ™)
First Name v X search
See “Using the Object Selector Button for Searching” on page 26.

Show History Provides links to previously accessed data. You can select the
link to display the data for the previous selection. Clicking Show History might
be faster than performing a search if you know that you have recently worked
with an item.

Previous Selections
Murse(test Campus)
Order Supplies
Pharmacistest Campus)
Reset Clears the current selection.
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Button Description

5o Localize Displays a dialog box that lets you enter the text usually for a field
- name or description in any of the locales currently supported by the User
Application.

Chinese (China):
Chinese (Taiwan):
Dutch

English: *
French:
German:
talizn:
Japanese:
Portuguese:
Russian:
Spanizh:
Swredish:

< 4

ER Add Adds a new item or object. You are prompted for additional information
specific to the type of object you are adding.

= Delete Deletes the currently selected item.
Up or Down Arrow Moves the currently selected object up or down on the list

= Legend Provides a description for symbols shown in the user interface.

Using the Object Selector Button for Searching

To use the Object Selector button:

1 Click [A] The Search dialog displays:

[ — FITTIETITER = ST TR ST INTITIT]

Search ohject list (Example: A% Lar®, ID, *r)

Description | » %  Search
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2 Specify your search criteria as follows:

2a Use the drop-down list to choose a field on which to search. The drop-down list fields
depend on where you launched the search. In this example, you can specify Name or
Description.

2b In the text box next to the drop-down list, type all or part of the search criteria (such as
name or description). The search finds every occurrence of the type of object you are
searching for that begins with the text you type. You can optionally use the asterisk (*) as a
wildcard in your text to represent zero or more of any character. For instance, all of the
following examples find the role Nurse:

nurse
n
n>(-

3 Click Search.

The search results display. You can sort the search results in ascending or descending order by
clicking the column headings. This example shows a list of roles.

Search object list: (Example: A%, Lar*, *r)
Description (%] p” “& Search
R 10 |»

Description Hame
parent role parsnt role
permissionRale permissionRale
P Payroll
Purchasing123 Purchasing123

1-4ofa

If the result list includes the one you want, go to Step 4. Otherwise, go back to Step 2.

4 Select the item you want from the list. The lookup page closes and populates the page with the
data associated with your selection.

Filtering Data

The Work Dashboard and Roles and Resources tab of the User Application provides filters so that you
can display only the data that you are interested in viewing. You can additionally limit the amount of
data displayed on a single page by using the Maximum rows per page setting. Some examples of
filters include:

¢ Filtering by role or resource assignment and source (available in the Role Assignments and
Resource Assignments actions)
+ Filtering by role or resource name, user, and status (available in the Request Status action)

¢ Filtering by role level and category (available in the Role Catalog action)

Getting Started 27



28

To use filtering:

1 Specify a value in a text field (such as the Role Name or Description field) in the Filter dialog, as
follows:

la To limit the items to those that start with a particular string of characters, type all or part of
the character string. You can optionally use the asterisk (*) as a wildcard in your text to
represent zero or more of any character. The filtering applied is based on the first character
in the display name.

For instance, all of the following examples find the role assignment called Nurse:
nurse
n

n>(-

NOTE: A filter on Role Name does not limit the number of objects returned from the
Identity Vault. It simply restricts the objects displayed on the page based on the filter
criteria. Other filters (such as Status) do restrict the number of objects returned from the
Identity Vault.

1b To further filter the items displayed, you can specify additional filter criteria. The User
Application allows you to select the criteria in different ways depending on the data. You
might select a checkbox or select one or more items from a list box (using your platforms
multi-select keystrokes). The criteria is ANDed so that only the items that meet all of the
criteria are displayed.

1c To apply the filter criteria you've specified to the display, click Filter.
1d To clear the currently specified filter criteria, click Clear.

2 To set the maximum number of items matching the filter by criteria that are displayed on each
page, select a number in the Rows dropdown list.

Using the Lookahead Feature

Many of the AJAX controls within the User Application support smart look-ahead (or type ahead)
processing. This support reduces the number of keystrokes required to locate items of interest. To
take advantage of this feature, simply type four or more characters in the control and select one of the
matching items from the automatically generated dropdown list.

Here’s an example that shows how you might use the lookahead feature to search for all roles that
begin with the letters Reso:

Manage:| Role \_f:f IReso
|Resource Manager
Resource Administrator
[ Manage I[ Bt Manage Muﬂe H Cancél ]

If you type a string for which there is no match, you will see an error message, as shown below:

Manage:| Fole w |Resf £|,| [ Mo results fu:uund_.
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This feature is supported by all user lookup, group lookup, or role lookup controls within the User
Application where a single value is expected.

What's Next

Now that you've learned the basics of the Identity Manager User Application, you can start using the
tabs it provides to get your work done.

To learn about See

Doing identity self-service work Part 11, “Using the Identity Self-Service Tab,” on page 31
Doing work on the Work Dashboard Part 111, “Using the Work Dashboard Tab,” on page 107
Doing roles and resources work Part IV, “Using the Roles and Resources Tab,” on page 217
Doing compliance work Part V, “Using the Compliance Tab,” on page 291
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Using the Identity Self-Service Tab

These sections tell you how to use the Identity Self-Service tab of the Identity Manager User
Application to display and work with identity information.

¢ Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33

¢ Chapter 3, “Using the Organization Chart,” on page 39

¢ Chapter 4, “Using the Associations Report,” on page 53

¢ Chapter 5, “Using My Profile,” on page 57

¢ Chapter 6, “Using Directory Search,” on page 71

¢ Chapter 7, “Performing Password Management,” on page 91

¢ Chapter 8, “Creating Users or Groups,” on page 97
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2.1

2.2

Introducing the Identity Self-Service Tab

This section tells you how to begin using the Identity Self-Service tab of the Identity Manager User
Application. Topics include:

¢ Section 2.1, “About the Identity Self-Service Tab,” on page 33

¢ Section 2.2, “Accessing the Identity Self-Service Tab,” on page 33

¢ Section 2.3, “Exploring the Tab’s Features,” on page 34

¢ Section 2.4, “Identity Self-Service Actions You Can Perform,” on page 35

For more general information about accessing and working with the Identity Manager User
Application, see Chapter 1, “Getting Started,” on page 15.

About the Identity Self-Service Tab

The Identity Self-Service tab gives you a convenient way to display and work with identity information
yourself. It enables your organization to be more responsive by giving you access to the information
you need whenever you need it. For example, you might use the Identity Self-Service tab to:

¢ Manage your own user account directly

¢ Look up other users and groups in the organization on demand

¢ Visualize how those users and groups are related

¢ List applications with which you are associated
Your system administrator is responsible for setting up the contents of the Identity Self-Service tab for

you and the others in your organization. What you can see and do is typically determined by your job
requirements and your level of authority.

NOTE: In Identity Manager 4.0.2 Standard Edition, if you logon as a business user, the Identity Self-
Service tab is the only tab you will see in the User Application. If you logon as a User Application
Administrator, you see the Administration tab as well.

Accessing the Identity Self-Service Tab

By default, after you have logged in to the Identity Manager User Application, the Identity Self-Service
tab opens and displays its Organization Chart page:
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Figure 2-1 The Organization Chart Page on the Identity Self-Service Tab
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If you go to another tab in the Identity Manager User Application but then want to return, just click
the Identity Self-Service tab to open it again.

2.3 Exploring the Tab’s Features

This section describes the default features of the Identity Self-Service tab. (Your tab might look
different because of customizations made for your organization; consult your system administrator.)

The left side of the Identity Self-Service tab displays a menu of actions you can perform. The actions
are listed by category — Information Management, Password Management, and Directory Management (if
authorized):

Figure 2-2  The Identity Self-Service Menu of Actions

Novelle ldentity Mana

Welcome Aarzo

Information ihanagzement 2

» (rganization Chart

My Profile
Cirectory Search
Pazzword Management 2

Paszwiord Challenge Rezponze
Pazzword Hint Chanze
Change Paszword

Pazzword Policy Status

Pazzword Svnc Status

When you click an action, it displays a corresponding page on the right. The page typically contains a
special window called a portlet, which shows the details for that action. For example, the portlet on
the Organization Chart page looks like this:
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Figure 2-3 The Portlet on the Organization Chart Page
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The portlet title bar typically displays a set of buttons you can click to perform standard operations.
For example:

? A _ O

Table 2-1 describes what these buttons do:

Table 2-1 Portlet Title-Bar Buttons and Their Functions

Button What It Does
? Displays help for the portlet
= Prints the contents of the portlet
Minimizes the portlet
A Maximizes the portlet

If you see other buttons and aren’t sure what they do, hover your mouse pointer over them to display
descriptions.

Identity Self-Service Actions You Can Perform

Table 2-2 summarizes the actions that are available to you by default on the Identity Self-Service tab:
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Table 2-2  Actions Available Through the Identity Self-Service Tab

Category

Action

Description

Information Management

Password Management

Organization Chart

Associations Report

My Profile

Directory Search

Password Challenge
Response

Password Hint Definition

Change Password

Password Policy Status

Password Sync Status

Displays the relationships among users and
groups in the form of an interactive
organizational chart.

For details, see Chapter 3, “Using the
Organization Chart,” on page 39.

Available to administrators. Displays
applications with which a user is associated.

For details, see Chapter 4, “Using the
Associations Report,” on page 53.

Displays the details for your user account and
lets you work with that information.

For details, see Chapter 5, “Using My Profile,”
on page 57.

Lets you search for users or groups by
entering search criteria or by using previously
saved search criteria.

For details, see Chapter 6, “Using Directory
Search,” on page 71.

Lets you set or change your valid responses
to administrator-defined challenge questions,
and set or change user-defined challenge
guestions and responses.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Lets you set or change your password hint.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Lets you change (reset) your password,
according to the rules established by your
system administrator.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Displays information about the effectiveness
of your password management.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Displays the status of password
synchronization for your associated
applications that synchronize with the Identity
Vault.

For details, see Chapter 7, “Performing
Password Management,” on page 91.
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Category Action Description

Directory Management Create User or Group Available to administrators and authorized
users. Lets you create a new user or group.

For details, see Chapter 8, “Creating Users or
Groups,” on page 97.
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3.1

Using the Organization Chart

This section tells you how to use the Organization Chart page on the Identity Self-Service tab of the
Identity Manager User Application. Topics include:

¢ Section 3.1, “About the Organization Chart,” on page 39

¢ Section 3.2, “Navigating the Chart,” on page 42

¢ Section 3.3, “Displaying Detailed Information,” on page 48

¢ Section 3.4, “Sending E-Mail from a Relationship Chart,” on page 49

NOTE: This section describes the default features of the Organization Chart page. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

About the Organization Chart

The Organization Chart page displays relationships. It can display relationships among managers,
employees, and user groups in your business, and it can display other types of relationships that
your administrator defines. The display is in the form of an organizational chart. In the chart, each
person, group, or other entity is represented in a format that resembles a business card. The business
card that is the starting point or orientation point of the organization chart is the root card.

The organization chart is interactive. You can:

¢ Select and display a type of relationship.

¢ Set your preferred default type of relationship, such as manager-employee, user group, or
another that your administrator supplies.

¢ Set the default placement of a relationship chart to the left or right of the root card.
¢ Add up to two levels above the root card to the chart display.

¢ Make another user the root of the chart.

¢ Close (contract) or open (expand) a chart below a card.

¢ Look up a user to display in the chart.

¢ Display details (Profile page) for a selected user.

+ Send user details (in the form of a link) to someone by e-mail.

¢ Send new e-mail to a selected user or to a manager’s team.
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The following example introduces you to using Organization Chart. When you first display the
Organization Chart page, it shows your own manager-employee relationships. For example, Margo
MacKenzie (Marketing Director) logs in and sees the following default display of the Organization
Chart page:

Figure 3-1 Default View at Login
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In her business card, Margo MacKenzie clicks Go Up a Level [+ to expand the chart to display her
manager:

Figure 3-2 Margo Clicks “Go Up a Level” to Show Her Manager
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Margo then clicks Go Up a Level [ 4] in her manager’s card, to show her manager’s manager:
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Figure 3-3 Margo Clicks “Go Up a Level” A Second Time to Show Her Manager’s Manager
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Margo then clicks Make This Entity the New Root in her own card. This makes her card the root of

the display again:

Figure 3-4 Margo Clicks “Make This Entity the New Root” in Her Card
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3.2 Navigating the Chart

This section describes how to move around a relationship chart by:

¢ Section 3.2.1, “Navigating to the Next Higher Level,” on page 42
¢ Section 3.2.2, “Resetting the Root of the Relationship,” on page 43
¢ Section 3.2.3, “Switching the Default Relationship,” on page 44

*

Section 3.2.4, “Expanding or Collapsing the Default Chart,” on page 44

*

Section 3.2.5, “Choosing a Relationship to Expand or Collapse,” on page 45

*

Section 3.2.6, “Looking Up a User in Organization Chart,” on page 47

3.2.1 Navigating to the Next Higher Level
To navigate and expand to the next higher level in the relationship tree:

1 Click Go Up a Level |_*| in the current top-level card.

For example, suppose that Margo clicks Go Up a Level in this view:

Org Chart

- Lookup

* ||oE | =

Margo MacKenzie
Crirectar, Manketing

D .3 .S

Her view expands to include the level above her:

Org Chart
= Loaokup
Manager-Employee
[ # ||| [ += =4 ploy
|| o [
Timothy Swan
Crirzctar, b ateting, Wice Margo T —
riesEant 7 Director, Matketing
@ IE !'&-I | (1) El I1 I

Go Up a Level is available only if the user in the card is assigned a manager. If this function is not
available to you, check with your administrator.

You can go up a level twice for a card.
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3.2.2 Resetting the Root of the Relationship

To reset the root of your view of the relationship chart:

1 Find the card of the user whom you want to the new root.

2 Click Make This Entity the New Root |2#, or click the user’s name (the name is a link) on that

card. The chosen card becomes the root of the organization chart.

For example, suppose Margo Mackenzie clicks Make This Entity the New Root in her own card

in this view:

Oreg Chart

8 Loakup

[ | | [ =

Timothy Swan
Crirzctaor, Mateting, Wice
President

CHENEN

Manager-Employee

Margo MacKenzie

" Director, Mamketing

@.J=.]a.

Her card becomes the new root and is now at the top of her organization chart:

Org Chart

o Lookup

Margo MacKenzie
Drirectar, Maketing

[@.[=2.]&)]

Manager-Employes

| [ [ [+

Allison Blake

— Creative Assistant

Eevin Chester

~ Marketing Assistant

ONENES
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3.2.3  Switching the Default Relationship

1 Click Switch to An Org Chart oy to change your default relationship.

2 Select the type of relationship to display. Your administrator can use relationships supplied by
Novell (see Table 3-1) and can also define customized relationships.

Table 3-1 Types of Organization Chart Relationships Supplied by Novell

Type of Organizational Chart Description

Manager - employee Shows the reporting structure of managers and
subordinates.

User group Shows users and the groups in which they
participate.

Margo Mackenzie changes her default relationship display to User Groups:

Org Chart
E Lookup

User groups

* ﬁq. +/_

Margo MacKenzie

Crirector, Mateting . Markating

ONENEN

3.24 Expanding or Collapsing the Default Chart

The default relationship chart is Manager-Employee, unless you or your administrator sets it to
another type. To expand or collapse the default chart:

1 Find a card for which you want to expand or collapse the default relationship display.

2 Click the Expand/Collapse current relationship [+=| toggle button.

The chart expands or collapses to display or hide the subsidiary cards that are related to your
chosen card. For example, the following two views show the Expand view and then the Collapse
view.
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Org Chart

™ Lookup
Manager-Employee
g | [ | e [+
Allison Blake
[ || [+ 7 Creative Assistant

Margo MacKenzie |_;®:|E|£l

Director, b arketing

CHENEN

||| 4 | [ [ =

Kevin Chester
hlateting Assistant

[CHENEW

Org Chart

= Loakup

[ [t [+~

Margo Mackenzie
Crirectar, Maketing

3.25 Choosing a Relationship to Expand or Collapse

1 Identify a card whose relationships you want to view.

2 Click Choose relationship to Expand/Collapse |&5# in that card. A drop-down list opens.

3 Select a relationship and action from the drop-down list:
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Action Description

Expand Manager-Employee Select this option to open a Manager-Employee
chart. Available if the chart is closed.

Expand User Groups Select this option to open User groups. Available if
User groups is closed.

Collapse Manager-Employee Select this option to collapse the Manager-
Employee chart for a card. Available if the chart is
open.

Collapse User Groups Select this option to collapse User Groups for a

card. Available if the chart is open.

Additional relationships are available in the list if your administrator defines them.

In the following example, Margo MacKenzie clicks Choose relationship to Expand/Collapse and selects
Expand User groups:

Oreg Chart

ik n [ | [ [+ [

Where do you want to expand User groups?

| Totheleft | | TotheRight |

Crirectar, Matketing

m | [

M aketing Assistant

i

She then clicks To the Left and sees the following;:
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Org Chart A= T o |

S Lookup

Manager-Employee
(2] [ 4 o] [ 4=

Allison Blake

User groups [ & |l = |7 Creative Assistant

Margo MacKenzie
Drirector, Matketing

[@ _i' I,

Ml aeting

5[ | e[+

CRERES

Kevin Chester
~ Maketing Assistant

[@.]=.]a.]

3.2.6  Looking Up a User in Organization Chart

You can look up a user in Organization Chart. This search is a quick way to find a user who is not in
your current view or relationship chart. The looked-up user becomes the new root in your view.

1 Click the Lookup link at the top left corner of the chart.
The Lookup page displays:

Object Lockup T4 _ 0

Search object list: [example: a%, Lar™, 1D, *r]

First Mame “.ﬁgeamh

2 Specify search criteria for the user you want:
2a Use the drop-down list to select whether the search is by First Name or Last Name.
2b In the text box next to the drop-down, type all or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive. You
can optionally use the asterisk (*) as a wildcard in your text to represent zero or more of any
character.

For instance, all of the following examples find the first name Chip:
Chip

chip

c

c*

*D

*h*
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Entity names with a dash are not supported The search feature in the Organization Chart
does not work if the entity type being displayed has a dash (-) in the name. The product
does not support entities with dashes in their names.

3 Click Search.
The Lookup page displays your search results:

Object Lookup T ad _ 0

Search object list: [example: a%, Lar™, 10, ™)

First Mame % C| '&Search

Select an object from the list:

First Hame Last Hame

Chris Black

Cal Central

Chip Mano
1-3of3

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and makes that user the new root in your view of the chart.

3.3 Displaying Detailed Information

You can display details (the Profile page) for a selected user in the chart:

1 Find the card of a user whose details you want to display.

2 Click Identity Actions (W .| on that card:
A drop-down list displays.

3 Click Show Info from the drop-down list. Additional options are listed if your administrator
defines them.

The Profile page displays, showing detailed information about your chosen user:

48 User Application: User Guide



Detail T8 _ O

Kevin Chester
Vd Edit: Lzer

{ESend ldentity Infa

2 Dizplay Organization Chart

First Mame: Kewin

Last Mame: Chester

Title: tarketing dssistant
Department: marketing

Region: Mortheast

Email: test@novel. com
fianager: wargo Mackenzie
Telephone Mumber: [F66) BER-1221

This page is similar to your own My Profile page on the Identity Self-Service tab. However, as you
view details about another user, you might not be authorized to see some of the data or perform
some of the actions on the page. Consult your system administrator for assistance.

To learn about using the features of the Profile page, see Chapter 5, “Using My Profile,” on
page 57.

4 When you're done with the Profile page, you can close its window.

3.4 Sending E-Mail from a Relationship Chart

This section describes:

¢ Section 3.4.1, “E-Mailing Information About a User in a Chart,” on page 49
¢ Section 3.4.2, “Sending New E-Mail to a User in the Chart,” on page 50
¢ Section 3.4.3, “Sending E-Mail to a Manager’s Team,” on page 51

3.4.1 E-Mailing Information About a User in a Chart

1 Find the card of a user whose details you want to e-mail to someone.

2 Click the e-mail icon | =2 %/ on the card:

A pop-up menu displays.
3 Select Email Info.

A new message is created in your default e-mail client. The following parts of the message are
already filled in for you:

This part of the message Contains

Subject The text:

Identity Information for user-name
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This part of the message

Contains

Body

Greeting, message, link, and sender’s name.

The link (URL) is to the Profile page that displays
detailed information about your chosen user.

This link prompts the recipient to log in to the
Identity Manager User Application before it displays
any information. The recipient must have
appropriate authority to view or edit the data.

To learn about using the features of the Profile
page, see Chapter 5, “Using My Profile,” on
page 57.

For example:

File Edit View Insert Format Security

e @ 9 @

Send Save Draft Attach Undo Redo

From: Rusty Robinson <rrobinson@testco.com=> = | Signature: None :

To:

Subject: | Identity information about Jack Miller

¥ B B & .

Cut Copy Paste Find

+0 Preformat - @ @ @ EJ @ .

Hi,

Please click on the fellewing link

http://lecalhost:8888/10MErov/portal /portlet/Detaillortlet?urllype=t

Regards,

Rusty Rcbinscn

toc get a detailed preofile about

|4

¢ Show Attachment Bar

4 Specify the recipients of the message (and any additional content that you want).

5 Send the message.

3.4.2 Sending New E-Mail to a User in the Chart

1 Find the card of a user to whom you want to send e-mail.

2 Click the e-mail icon |= =| on the card.
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A pop-up menu displays.
3 Select New Email.

A new message is created in your default e-mail client. The message is blank except for the To
list, which specifies your chosen user as a recipient.

4 Fill in the message contents.

5 Send the message.

3.4.3 Sending E-Mail to a Manager’s Team

1 Find the card of a user who manages a team to whom you want to send e-mail.
2 Click the e-mail icon | =1 | on the card:

A pop-up menu displays.
3 Select Email to team.

A new message is created in your default e-mail client. The message is blank except for the To
list, which specifies each immediate subordinate of your chosen user (manager) as a recipient.

File Edit View Insert Format Security

H B & 9 @ | ¥ B B S

Send Save Draft Aftach Undo Redo Cut Copy Paste Find

From: Rusty Robinson <rrobinson@testco.com=> > | Signature: None :

To: kkilpatrick@testco.com, tswani@testco.com, apalani@novell.com, cnano@testco.com

Subiject: ||

+() Normal : @@@@@

¢ Show Attachment Bar

4 Fill in the message contents.

5 Send the message.
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4.1

Using the Associations Report

This section tells you how to use the Associations Report page on the Identity Self-Service tab of the
Identity Manager User Application. Topics include

¢ Section 4.1, “About the Associations Report,” on page 53

¢ Section 4.2, “Displaying Associations,” on page 54

NOTE: This section describes the default features of the Associations Report page. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

About the Associations Report

As an administrator, you can use the Associations Report page to list or troubleshoot some of the
associations with which users have been provisioned. The application table shows:

¢ Application or system names for which the user has an association in the DirXML-Associations
table in the Identity Vault. (The associations table is populated when the Identity Vault
synchronizes a user account with a connected system through a policy or an entitlement.)

+ The instance of the association.

¢ The status of the association. See Table 4-1 for status descriptions.

Table 4-1 Association Status Table

Status Indicates

Processed A driver recognizes the user for the driver’s target application. Users might want to
check whether they need to issue a provisioning request for an application or
system that does not appear in their associations lists. Or, if an application is in
their lists but they cannot access it, users might want to check with their application
administrators to determine the problem.

Disabled The application is probably unavailable to the user.
Pending The association is waiting for something.

Manual A manual process is required to implement the association.
Migrate Migration is required.

ANY Miscellaneous kinds of status.

Not all provisioned resources are represented in the Identity Vault.
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Figure 4-1 on page 54 shows an example of the Associations Report page.

Figure 4-1 The Associations Report Page

Information Management &
Oreantzation Chart Associations Report ?T _ 0O
Hrgamzation LL.hart
+ Associations Report b
5 Laakup
iy Profile
Directory Search
Pazzword Management ey Resalving admin...
Paszword Challenge Responze
Pazzword Hint Change Hame Instance State
Change Password Loopback Driver GroupEntitlementLoopback | Processed

Prssysorel Py Sieiis User Application Service

Password Sync Status Driver with workflows
Directory Manazement P

rsheddezUserdpplication  |Processed

Create User or Group

4.2 Displaying Associations

When you click Associations Report, the first associations shown are your own. To display another
user’s associations:

1 On the Identity Self-Service tab, under Information Management, click Associations Report.
2 Above the associations table, click Lookup.

3 In the Object Lookup window, select First Name or Last Name from the drop-down menu and
specify a search string. The Object Lookup window displays both First Name and Last Name.

Chject Lookup 2 & O

Search ohjectlist {example: &%, Lar®, |0, *5
Last Mame :E_Miller | <4 Search

Selact an object from the list:

First Name Last Name
Jack Miller
1-10of1
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4 Select a name. The associations table displays associations for that name.
Associations Report ? _ 0O

™ Lookup

Resolving jmiller...

Hame Instance State

Loopback Driver GroupEntitlementLoopback | Frocessed
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5.1

Using My Profile

This section tells you how to use the My Profile page on the Identity Self-Service tab of the Identity
Manager User Application. Topics include:

¢ Section 5.1, “About My Profile,” on page 57

¢ Section 5.2, “Editing Your Information,” on page 58

¢ Section 5.3, “E-Mailing Your Information,” on page 63

¢ Section 5.4, “Displaying Your Organization Chart,” on page 64

¢ Section 5.5, “Linking to Other Users or Groups,” on page 65

NOTE: This section describes the default features of the My Profile page. You might encounter some
differences because of your job role, your level of authority, and customizations made for your
organization; consult your system administrator for details.

For more general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

About My Profile

You can use the My Profile page to display the details for your user account and to work with that
information, as needed. For example, here’s what Kevin Chester (Marketing Assistant) sees when he
goes to the My Profile page:

Figure 5-1 My Profile Detail Page

Information Management o3

i ?
Organization Chart Datail 4 _ 0O

» My Profile
& Edit vaur Infarmation

Directory Search Kevin Chester

Passwword Management S ‘:IESBHI:I ldentity Info

Pazzword Challenge Responze = Display Organization Chart

Pazzword Hint Change

Change Passward ' Edit Preferred Locals

Passward Palicy Status

Password Sync Status First Name: [E=n
Last Mame: Chester
Title: Marketing hssistant
Department: marketing
Region: Mortheast
Email: test@novell, com
Manager: Margo MacKenzie
Telephone Mumber: {BEE) ERE-1221

Using My Profile 57



58

5.2

If you want to change some of these details, you can edit your information (although it’s up to the
system administrator to determine exactly what you are authorized to edit). For instance, suppose
Kevin Chester clicks Edit Your Information. He sees a page in which he can edit Profile information,
after his administrator gives him privileges to do so:

Figure 5-2 Edit Profile Page

Detail Ta_n0
Edit: User
* - indicates required.
Either this object is not editable or you do not have sufficient rights to modify it. Click the Return button to go back to 'view' mode
Attribute Value
First Name: Kewin
Last Name: Chester
Title: Marketing sssistant
Department; marketing
Region: hortheast
Email: test@novell.com
Manager: Margo Mackenzie
Group: tarketing
Telephone Number: [555) 585-1221
User Photo:

—

I'Eu
=

Back on the main (viewing) page, My Profile provides links for performing other useful actions on
your information. You can:

¢ Send your details (in the form of a link) to someone by e-mail
¢ Switch to displaying your organization chart instead of your details

¢ If authorized, select another user or group in the organization chart whose details you want to
display

¢ Click an e-mail address to send a message to that account

¢ Specify a locale (language) for the instance of the User Application that you use.

Editing Your Information

My Profile provides an editing page that you can switch to when you want to make changes.

Some values might not be editable. Uneditable values appear on the editing page as read-only text or
as links. If you have questions about what you're authorized to edit, consult your system
administrator.

To edit your information:

1 Click the Edit Your Information link at the top of the My Profile page.

2 When the editing page displays, make your changes as needed. Use the editing buttons in Table
5-1.

3 When you're done editing, click Save Changes, then click Return.
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5.2.1

5.2.2

Hiding Information

Hiding a piece of your information hides it from everyone using the Identity Manager User
Application, except you and the system administrator.

1 Click the Edit Your Information link at the top of the My Profile page.
2 On the editing page, find an item that you want to hide.
3 Click Hide next to that item.

Hide might be disabled for some items. The system administrator can enable this feature for specific
items.

Using the Editing Buttons
Table 5-1 lists the editing buttons you can use to edit your profile details.

Table 5-1 Editing Buttons

Button What it does
Looks up a value to use in an entry
Displays a History list of values used in an entry
Adds another entry
v Displays all entries for the attribute
E Deletes an existing entry and its value
Lets you edit (specify and display) an image

NOTE: Add and delete groups in separate editing operations. If you remove and add groups in the
same editing operation, the deleted group name reappears when the + (add) button is clicked.

The following sections tell you more about using some of these editing buttons:

¢ “Looking Up a User” on page 59

¢ “Looking Up a Group” on page 61
¢ “Using the History List” on page 62
+ “Editing an Image” on page 63

Looking Up a User

1 Click Lookup [ to the right of an entry (for which you want to look up a user).
The Lookup page displays:

Using My Profile

59



Object Lookup ?T L _ M

*

Search object list: [example: &%, Lar®, |D, *r]

First Mame *4% search

2 Specify search criteria for the user you want:
2a Use the drop-down list to specify a search by First Name or Last Name.
2b In the text box next to the drop-down list, type all or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive. You
can optionally use the asterisk (*) as a wildcard in your text to represent zero or more of any
character.

For instance, all of the following examples find the first name Chip:

Chip

chip

(]

c*

*D

*h*

A manager lookup searches only for users who are managers.
3 Click Search.

The Lookup page displays your search results:
Object Lookup T 2

Search abject list: [example: 3%, Lar™, 1D, ™)

First Mame % ||c "-‘%Search

Select an abject from the list:

First Hame Last Hame
Chip Mana

1-10f1

If you see a list of users that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry on the
editing page.
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Looking Up a Group

1 Click Lookup 4] to the right of an entry (for which you want to look up a group).
The Lookup page displays:

Object Lookup T 8 _ 0O

-

Search object list: [example: 3%, Lar™, 1D, ™)

Descrption [+ “‘% search

Select an object from the list:

Description

Accounting

Executive Managerment

Human Reszources

Improve Customer Service task force
Inforrmation Technology

tarketing

Sales

User details

1-8aofs

2 Specify search criteria for the group you want:
2a In the drop-down list, your only choice is to search by Description.
2b In the text box next to the drop-down list, type all or part of the description to search for.

The search finds every description that begins with the text you type. It is not case sensitive.
You can optionally use the asterisk (*) as a wildcard in your text to represent zero or more of
any character.

For instance, all of the following examples find the description Marketing:

Marketing
marketing
m
m*
*g
*k*

3 Click Search.

The Lookup page displays your search results:
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Object Lockup T4 _ 0

*

Search object list: [example: a%, Lar™, 1D, ™)

Description s rn| %Search

Select an object from the list:

Description
tarketing

1-1af1

If you see a list of groups that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column heading.
4 Select the group you want from the list.

The Lookup page closes and inserts the group into the appropriate entry on the editing page.

Using the History List

1 Click History ['Ell to the right of an entry (whose previous values you want to see).
The History list displays. Values appear in alphabetical order.

Previous Selections

Marketing

I[ Clear History ][ Cancel ]

Done

2 Do one of the following:

If you want to Do this

Pick from the History list Select a value that you want from the list.

The History list closes and inserts that value into the appropriate entry
on the editing page.

Clear the History list Click Clear History.

The History list closes and deletes its values for this entry. Clearing the
History list does not change the current value of the entry on the editing

page.

62 User Application: User Guide



Editing an Image
Editing your information might involve adding, replacing, or displaying an image:

1 On the editing page, click Display to display an image.

2 Click the plus sign icon [#uci image to add an image.

Rﬂglace ar
If an image already exists, you can click the pencil icon [ElEte Imazs o replace or remove it.

3 Click that button to display the File Upload page:

Image Upload T _ 0O

Upload a new image.

Browse. ..

| SaveChanges | [ Close'window |

If this item already has an image, that image displays here.
4 To add an image or to replace the current one:
4a Click Browse and select an appropriate image file (such as a GIF or JPG).
4b Click Save Changes to upload the selected image file to the server.
5 Click Close Window to return to the editing page.

5.3 E-Mailing Your Information

The My Profile page enables e-mailing details as links:
1 Click the Send Identity Info link toward the top of the My Profile page.

A new message is created in your default e-mail client. The following parts of the message are
already filled in for you:

This part of the message Contains

Subject The text:
Identity Information for your-user-id
Body A greeting, message, link, and your name.

The link (URL) is to the Profile page that displays detailed information about
you.

This link prompts the recipient to log in to the Identity Manager User
Application before it displays any information. The recipient must have
appropriate authority to view or edit the data.

For example:
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File Edit View Insert Format Security

H B & 9 e | ¥ B B R

Send Save Draft Attach Undo Redo Cut Copy Paste Find
From: Rusty Robinson <rrobinson@testco.com=> = | Signature: None :
To:

Subject: | Identity information about Jack Miller

+0 Preformat : @ @ @ @ @

Hi,

Please click on the feolleowing link to get a detailed preofile about |
http://localhest: 8888/ I0MProv/portal /portlet/DetailPortlet ?urllype=1

Regards,

Rusty ERcbinscn

|4 >

¢ Show Attachment Bar

2 Specify the recipients of the message (and any additional content that you want).

3 Send the message.

5.4 Displaying Your Organization Chart

To switch from My Profile to Organization Chart, click the Display Organization Chart link toward the
middle of the My Profile page.

Your organization chart displays. For example:
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Org Chart

% L ookup

E{es

Margo MacKenzie
Drirector, hiaketing

[@.=.]8.

~ Creative Assistant

Manager-Employee
2| | [+

Allison Blake

To learn about using the features of this page, see Chapter 3, “Using the Organization Chart,” on

page 39.

Linking to Other Users or Groups

" Mamketing Assistant

ET I e

Kevin Chester

CHEREY

The Detail page of your profile can include links to other users or groups. You can display the details
(Profile page) for any other user or group that is listed as a link in your details.

To display detailed information about another user or group:

1 While viewing or editing information on the My Profile page, look for links that refer to the

names of users or groups. Move your mouse cursor over text to reveal the underline that

indicates a link.

2 C(lick a link to display the details for that user or group (in a separate window).

3 When you're done with that detail window, you can close it.

Here’s a scenario that shows how someone might link to other user and group details. Timothy Swan

(Vice President of Marketing) logs in to the Identity Manager User Application and goes to the My

Profile page:
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Figure 5-3 The My Profile Page Shows Profile Details and Lists Profile Actions

Information Management 2

Organization Chart Detail

+ My Profile
/ Edit “rour Information

Cirectory Search Timothy Swan

- ESend Identity Info

Pazsword Ahanagement 2

Pazzwiord Challenge Rezponze = Display Organization Chart

Pazzwiord Hint Change

Change Password @ Edit Preferred Locale

Pazzword Policy Status

Password Swnc Status First Name: Timathy
Last Mame: Suar
Title: Director, Marketing, Yice President
Department: management
Region: Mortheast
Email: test@novel.com
Manager: Terry delon
Telephone Mumber: [BEE] BREA-1204

He clicks Edit Your Information.
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Figure 5-4 The Edit Detail Page

Detail A = R |

Edit: User

* - indicates reguired.

Attribute Value
First Mame:™ :Timuthy -
Last Mame:™ E-I-E;wan
Title: \-"n:e F—'.res-i.l-:l.énjt-,_.lzurl-érl-{.é-ti.r.]g_
Department: management
Region: Mortheast
Email test@novel.com &
WManager: f-_férr\_yi“r-ﬂél.lian M V @ E
Group: T tive Management ]
|[Ikmprovee Customer Service task force ' E
f_Markeiiljg__ N
Telephone Mumber: :!:555) A55-1204 -

He notices user names (Terry Mellon) and group names (Executive Management, Marketing,
Improve Customer Service task force) that appear as links. He clicks Marketing and sees a new
window:

Figure 5-5 The Group Detail Page
Detail T 8 _ O

a”/') Edit: Group
@Send Identity Info

CE Dizplay Crganization Chart

HMarketing
Dezcrption: Marketing
Members: Timothy Swan, Margo Mackenzie, Kevin Chester, &llizon Blake

This is the detailed information about the Marketing group. If he has permission, he can click Edit
Group and use the Edit Group page to add or remove members from the group, change the group
description, or even delete the group.
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The names of the Marketing group’s members are also links. He clicks Allison Blake and sees:

Figure 5-6 The Group Detail Page Links to Group Members’ Profiles
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/ Edit: User
@Send ldentity Info

&8 Display Organization Chart

First Mame: Allizon

Last Mame: Blake

Title: Creative Assistant
Department: marketing
Region: Mortheast

Email: test@novel.com
Manager: Margo Mackenzie
Telephone Mumber: [BRE) BRE-1222

This is the detailed information about user Allison Blake (one of his employees).

He can click Edit: User, and, if the system administrator has given him the ability to do so, edit this
user’s details (except the Department and Region attributes) or delete this user.

Allison’s e-mail address is a link. When he clicks it, his e-mail client creates a new message to her:
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Figure 5-7 E-Mail Message to User from User’s Profile Page
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He can now type the message contents and send it.

5.6 Choosing a Preferred Language

You can select the locale (language) that you prefer to use in the Identity Manager User Application.
You can set the preferred locale at any time in My Profile.

1 Click Identity Self-Service > Information Management > My Profile > Edit Preferred Locale. The Edit
Preferred Locale page opens.
2 Add alocale by opening the Available Locales drop-down list, selecting a locale, and clicking Add.

3 Change the order of preference by selecting a locale from the Locales in order of preference list and
choosing Move Up, Move Down, or Remouve.

4 Click Save Changes.
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Edit Preferred Language

User. Chip Mano

Select your preferred languages (locales) for displaying pages in the Identity Manager User Application

Languages in order of preference

Move Up

Move Down

Remove

Available Languages

| Selectalocale to add... v [ A |

[Sa'.rel:hanges ][ Close J

The Identity Manager User Application pages are displayed in one or more preferred languages
(locales) according to these rules:

1. The User Application uses locales defined in the User Application, according to the order in the
preferred-locale list.

2. If no preferred locale is defined for the User Application, the User Application uses the
preferred browser languages in the order listed.

3. If no preferred locale is defined for the User Application or the browser, the User Application
default is used.

5.6.1 Defining a Preferred Language in the Browser

In Firefox*, add languages through Tools > General > Languages > Languages. Place