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5432 Identity Reporting | FiF PostgreSQL ##EEE Sentinel
45654 User Application | 4% Tomcat SEFEHFEEEITE, LE T Identity Applications #{1E

e 89 Al 55 25 15 F i 3m O SR foa AT i i

)¢}
P



I I I LRIEFBLE Identity Manager 2B

HEER DG S IESE R R EFBECE Identity Manager tBEERNIEIE. BAREWNA, HSH 2%
g7 (4370,

L% Identity Manager tAFHEREARER, LITIT-EFHINEESE, FeEiLAH=E
éJ—.E-%l_ - BXRIFMER, BENFI4E "TRLRENEELE” (F5970) .
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3 L 3 A & IRIEHLA

AENBREMABCE Identity Manager tAHFRYRIE. AFRECER], ©NEEFESMEAGNEE
. BXRIFMER, FER THREERE .

ReesAH (45140 Designer 1 Analyzer) FIREAEEBE.

Z 4

DHFEA TR R BH, BA—LANRRIEFFECIRENAHNEXER:

N

+ Sentinel Log Management for Identity Governance and Administration (IGA) (HEERETE
Linux 3T EHL L)

+ |dentity Manager BR$5 254014

+ ldentity Applications 2B+ ({Xi&FF Advanced Edition)

+ Identity Reporting 2H14

+ Designer for Identity Manager

+ Analyzer for Identity Manager

AREEMAMZE], AERZAHNREARFHIIEEF

T fi% \dentity Manager iR 5588 Identity Applications &
Identity Reporting BRI R & FELE RIE

Identity Manager Jeft E TSR K F N RREMELE Identity Manager BI T 51 2H

+ |dentity Manager B 5538
+ |dentity Applications
+ |dentity Reporting

é%@ﬁﬁhftifFff{iuﬁﬁﬁﬁﬂﬁﬁﬂ—?ﬁﬁﬁﬁﬁﬂﬁﬂﬁéﬂ#o RESEARIFEIEERREHHEDN
RENELSELBHXHFR S 62 JIRE. Apache Tomcat. PostgreSQL. ActiveMQ F OpenSSL
ERFBAENETE. MREIFEZ A Identity Manager A R EAR—&HEN L, L% id58
SBBILEEE, MARATNETEXLREBLEHH] Identity Manager A8 E(1RIZ N E|
. B0, N Identity Applications F1 Identity Reporting 23R —&TEN L, ESfE
FE— Tomcat.
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ZRFNKE
Identity Manager X FRX EMELIRRIEZERAN. kg FEXENR) REARRAFAR@E, B
N E A PR EAE)R,

XEHFN
BEBRAFERENAN. REREFIRBEEFREAR.
TRRAR

BEEERMXHTIEEERRNAHNE. STARRREFN, ExNEMXHF
IR L. BRAUERR— B X ERETHARTEN LEITRRRRE.

RFIEI
TR T R ST A R RIS TR AL

F3-1 ZEAL

RIIEIR RIRHIEH

Identity Manager 5| %8 REGEE. Identity Manager 5|2, Remote Loader fR 55N
Identity . R AKIBLARIEENIZRF .

Identity Applications 22 % |dentity Applications. One SSO Provider (OSP). User

Application JXEIFE/F. Roles and Resource Service IRFNFEF
(RRSD). PostgreSQL #0 Self Service Password Reset (SSPR).

IR NREEAKRLLE Identity Applications BIE AR 28 F &=
% SSPR, 1E{FH <iso AN E >\common\sspr\ BHEFH

install.exe,

Identity Reporting 24 |dentity Reporting, OSP. PostgreSQL. IBYLEE R FZIRFNFE
FF (DCS) MZERGM X (MSG) IEFHFEFF .

fe B4R K E

EAIUER LT A RECE Identity Manager 2844 :
i)
« BEX

AR ENTAMOREERNEBRARARE. EEEXRES, BAILUREECHEKXE
EEEXE. ATAERILETREERIBTRE.

LR ERIZHIL



HEEHEERAAIFLENOS
Y% dentity Manager B MIERGERENBRILENS. AT ERMEREE, ETUET
R AR B SRS RO .

ZOSWRELEZA/DFR. BFEAEEAFHRPAULBIRSIE,. RROOSHBETRRE
RAMHERNFHRIIFRREZMERE FihaIRI1E. MRELITERFHRPRIRIE, FZRE
ENSHFMRR T SEEER.

T % Designer 1 Analyzer B 2& 1332

%TF Designer 1 Analyzer, Identity Manager 321 T AN [EIHY Windows R%EERF. EAIESH
M FRBY Designer 1 Analyzer IR % T2+
Designer

AJLAfEA Tdentity Manager 4.9.0 Designer Windows.zip &3 Designer. AR
EHITRIRR"RE, BT designerinstaller.properties MHHARKIEEHENA
BH. BN, ZEEFFREFEARASHEHRITRE.

Designer NEEEMACE -

Analyzer

EE.: |dentity Manager 4.9 1ISO F AL S Analyzer TE. INRE L% Analyzer, 1BEFZ I
HEE B 4.8.5 #5 Identity Manager 4.9 FEEC{E A .

&R LUFE R Identity Manager 4.8.5 Windows Analyzer.zip X% 3E Analyzer. 4
REH#HITHIR "L L, 1B designerInstaller.properties X AR KR EHEN
F1E. BN, ZEREFFBREFEARASHEHRITRE.

Analyzer NEET(AELE .

BT itk E 8 AT T #2 Identity Manager BB R EH K.

Identity Manager fR5585. Identity Applications F1 Identity
Reporting HI & &3 72

AT S| SEIBER B LR RIARNTEHR RS [dentity Manager R5585.  Identity Applications
#0 Identity Reporting B HIEENEIE. REIZEF R Identity Manager R 558518 R IF B R E
32, 64 {iF1 .NET Remote Loader.

AFRE: L% Identity Manager 5|22 B, HHAREFE A RHE Windows HE#MEF FEHIERY
Windows fR5588, HEZEREBI Windows AR 38
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https://dl.netiq.com/Download?buildid=qWGyyy5jY1g~
https://dl.netiq.com/Download?buildid=qWGyyy5jY1g~

AR MREBAESRS[HAEDHBERERSS, LIURETMSF[HMNDER P i,

TEARE
1 MWEEFNIFR] JTE (https://sld.microfocus.com/) T &

Identity Manager 4.9.0 Windows.iso.
2 BENTEHR iso.
3 MR\WELRRWAMH, SITHTTINIER install . exe:
+ Identity Manager BR%585: <iso 2 AfIHE >\IdentityManagerServer
+ Identity Applications: <iso #Af/E >\IdentityApplications
+ Identity Reporting: <iso & Afi# >\IdentityReporting
4 EFRREMEFERNES, REREHE
BrRRSERAMRRINAY.
BEHET—%.
[EIEFHEZ VR AL
EFERRNEY, REREFT—5.
BEREXHR, RERET—5.

0 N o u

AR BEXNREXHRTBEIWHHRFR, flan. 0 _

9 EFRRALR:
o BRIZR
s BEXZRE
10 RESHFABEENZREERAMTF. BHREMEMET. FXEESENER, SR
TS
+ |dentity Manager 5|Zi% &
+ Identity Applications % &
¢ |dentity Reporting 1 &
11 5F “REPWHE " TALNAET, RERERE.

TRRRE
FUATRRARNRE Identity Manager B, 151EM . iso MHANABHAIBMIH . Identity
Manager B E—PNROIBM I, LT <iso F#HAIE >\<Identity Manager 1F

>\response-files N E.

EFERALRRFARREAG, BRITUUTERE:
1 M NetlQ M & Identity Manager 4.9.0 Windows.isoo
2 RANTEHM .iso.
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https://sld.microfocus.com/

3 IRBWEARREBAHFNREERNR, FAMNTUTHEDN typical install.properties
3{ custom install.properties M{:

+ ldentity Manager fR558%: <iso M AfI# >\IdentityManagerServer\response-
files

+ Identity Applications: <iso #Afi# >\IdentityApplications\response-files
+ Identity Reporting: <iso 5 Af/ ¥ >\IdentityReporting\response-files
4 RBPEFEBULESY. BXRESHNER, BEERLTIIRE:
+ |dentity Manager 5|Z% &
+ I|dentity Applications & &
+ |dentity Reporting & &
5 EEITERRERZER, BNAHNBRZEERETUATHS:
A\install.exe -i silent -f < #AEHE X BV >
fan:

.\install.exe -i silent -f C:\Users\Administrator\Desktop
typical install idmengine.properties

6 (FAiE) BREAMNRENE, HEWNLEHASE. i, JUEFUTRH:
C:\Program Files\NetIQ\IDM\Install\logs

224 Remote Loader

Identity Manager gt T 7E3H 37 BR 585 £ & % Remote Loader BYIEDT . AR EEIF Identity
Manager 5|25 F0 Remote Loader Z & 2| RN EIHIHENL L, 1B ILIEDL.

R ATLUE R LN 2 25 64 {iL Remote Loader F1 .NET Remote Loader. B& % 32 i
Remote Loader, 1FE M “Identity Manager AR5585. Identity Applications 1 Identity Reporting Y

.

R

XEXRE

1 M NetlQ T ML % 1dentity Manager 4.9.0 RL Windows.iso.
2 RANTEH .iso.

3 MEBEANAEIBIT install.exe X

4 RIFREMNEEANES, REETHE.

5 BEHET—H.

6 RIEFHEZ VAL

7 Bl

8 HERKXMR, REEEFT—5.

9 BEHEE,
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TRRRE

M NetlQ TEME T3 Identity Manager 4.9.0 RL Windows.iso.
FENTHB .iso.

Sfi#| <150 FALIE >\response-files,

EHITRRIARE, BANBUEXHRENBREITUTHS:

install.exe -i silent -f install.properties

A W N =

i

2 4% Java Remote Loader

Identity Manager {£ F Java Remote Loader ZE1I21TF—& AR 55258 LAY Identity Manager 5|8 51z
TFE—NUE GZALERIZIT rdxml) Y ldentity Manager BREHFEF 2 [B] 32 ##E. EATLA
HERBAFRE JRE F Java EIEFHERZ T Windows & & % Java Remote Loader -
dirxml_jremote.

1 7E4EE |dentity Manager 5|28k FaE £, EFMITEIAIERN AIERF shim .iso 5
Jar 3. A, c:\NetIQ\idm\NDS\1lib HZE.

BFB|ELR L Java Remote Loader BUITEH (HIRHEND) -

¥ Birit BN RS R B S I HFFhM AR JRE,

M NetlQ &Mt %L Identity Manager 4.9.0 Windows.iso.

FEANTER .iso.

EfnE| <iso EANE
>\IdentityManagerServer\products\IDM\java remoteloader H3E.

1% dirxml jremote dev.tar.gz XHEFHIE|BFRTEN EHEFEME. BN, FizX
HE%H)Z ¢ \NetIQ\idm.

8 WUTXHz—EHEI iRt EN LR LAE:

¢ dirxml jremote.tar.gz

a un A W N

~

¢ dirxml_ jremote mvs.tar
Bxmvs UIER, BMEEYSE dirxml jremote mvs.tar M, AEEN
usage.html 45,
9 EEBfRITEN L, BEYSE .tar.gz X
Bian, £/ 7-zip B FFHVIRHRRIESS . car. gz XX

10 4% cLaSSPATH MBS BREFAET 1ib XERFWERAE jar. MMREBFETEIK
SIS FE YK ER jar, IFIEIX L jar XHEHIE] 1ib XX, REWMIE cLasspaTa IMET 2
B E FX L jar,
f5an, HITAMTIRE:

LR ERIZHIL
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12

13

14

CLASSPATH=E:\RL\JAVARL\lib\activation.jar;E:\RL\JAVARL\1lib\commondrive
rshim.jar;E:\RL\JAVARL\1lib\delimitedtextshim.jar;E:\RL\JAVARL\1lib\deli
mitedtextutil.jar;E:\RL\JAVARL\1lib\dirxml.jar;E:\RL\JAVARL\1lib\dirxml
misc.jar;E:\RL\JAVARL\1ib\dirxml remote.jar;E:\RL\JAVARL\lib\jco3envir
onment .jar;E:\RL\JAVARL\1lib\mail.jar;E:\RL\JAVARL\1lib\mapdb.jar;E:\RL\
JAVARL\1lib\nxsl.jar;E:\RL\JAVARL\lib\shimwrapper.jar;E:\RL\JAVARL\1ib\
xds.jar;E:\RL\JAVARL\1ib\xp.jar

1% pATH IMET S8 B A Java. exe BY JDK 5 JRE X R AY bin XHF.

WAIRTE dirxml_jremote BIARHIETE jar XHHINE . XEXHTHEELE
dirxml jremote.tar.gz HFEM lib FERH. 5lE0 \1ib\*.jar.

BLE RBIECE X configs000. txt, EHEAIATENNAIERF shim,

dirxml jremote.tar.gzjar XHEEH. BXRIFEMRER, BSMR (Net/Qidentity
Manager Driver Administration Guide) (NetlQ Identity Manager IRENIEFEIEEFE) Y
“Configuring the Remote Loader and Drivers” (Bt & Remote Loader FIIRENFERF) -

ER LTS F 5 Remote Loader:
14a ZE357F Remote Loader 1%, FFEAUTHS

java.exe -classpath $CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemotelLoader -config <config
file name> -sp <Remote Loader Password> <Object Driver Passwords>

52N :

java.exe -classpath $CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemoteLoader -config
e: \RL\JAVARL\config8000.txt -sp novell novell

14b EZ%f1 Remote Loader, IHEHRLUTH4:

java.exe -classpath %$CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemotelLoader -config <config
file names

52N :

java.exe -classpath %$CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemoteLoader -config
e: \RL\JAVARL\config8000.txt

14c E{=1F Remote Loader, 1HERAU T4

java.exe -classpath $CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemotelLoader -config <config
file name> -unload

52N :

java.exe -classpath $CLASSPATH%
com.novell.nds.dirxml.remote.loader.RemoteLoader -config
e:\RL\JAVARL\config8000.txt -unload

A %nﬁaﬁibwiiﬁ%



245 .NET Remote Loader

BEP\EEAPHEHRE NET Remote Loader, iHEHITULTIR(E:

1 fEE LR % NET Remote Loader FiH EHl LB R BFHEF.
2 BEifo|REEF, BRERUTSEZ—:
2a (MIBRAME) WRESIKE Identity Manager REBRY . iso MG, F5ME
1% .NET Remote Loader ZEXHHEF (BIAA
\products\idm\windows\setup\ H&%X) »

2b (FLIBERME) MREEM NetlQ TELETE T .NET Remote Loader REXH#, 15
FTTHRATER:
o NSTBIET TEAURRY . oz X
¢ Bz MR ERESRBI AT EN EREAN SRS,
3 BITREXHEHRPH idn_install.exe }2FF.
4 BEZIFAIY, REEET—5.
5 7& “iEFFAH 7 WO, $EE “.NET Remote Loader”.
6 (FIik) ERBEMAFEFFENRIEF, BERUATEE:
6a B HEMIEERNSEN, RERET—5,
6b RAELRRHAMH TEMIEER.
6c EFERRINIBINIER
7 BET—H.
8 HAURRAEOR, BERE.
9 EIHEWL _Ei%IF NET Remote Loader Z&EHFE.
10 &F “HE" IH, ARREELZEUTERRE.

Z 4L SSPR
REZEFIFREA T RIMZR I SSPR AL, AR EIF Identity Applications F1 SSPR REFER

BEITEN L, BERLIET . X EM—rEFREM B L5 SSPR ik, RERFASTERR
AR B % % SSPR.

BRI AR AR B iR AR 2 SSPR.

XEXRE

1 M NetlQ T ML TE 1dentity Manager 4.9.0 Windows.iso.
2 EATEHM .iso.

3 Bfin%l <1s0 #EAfIE >\common\sspr BFE.

4 J&{T install.exe X,

5 AFEREMEEANIES, REREHE.

6 BET—%.
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7 FIRHIFEZIFAHIN
8 BEHET—H.
9 BEREXHFR, REEET—H.
10 EXE SSPRVELERE. BXEZEE, 1SN “Self-Service Password Reset B E T {EF
" (B 54T1)

11 BHTF—H.
12 BHRRE.
KRR REK
1 M NetlQ T#(Muf % I1dentity Manager 4.9.0 Windows.isos
2 BNTEHR .isoo
3 Sfnfl <150 EANIE >\common\sspr BE.
4 EHITRRTRRE, BANBMXHRENERBITUT®S:

install.exe -i silent -f sspr silentinstall.properties

THREERE

ERTENIIERBITUWERE Identity Manager tAFFTHREIEEMNER.

Identity Manager 5|88 E T{EFR

FATEMNLIEREMTUNERLE Identity Manager 5| ERREEIEENER.

F#3-2 Identity Manager 5253 &

B iR

S#EE DB L E {EESHREDBE.

Bl Hrixt MREQIRIM S M ER, EEIFIIET.

w3 R 24 IR HE 7O EFN AT T 35/
RESHERE.

B AR NREEFTERZ B LIENEGMER, 1FE
FUIGRT. SAHEE IP i, FIFTHESR
FQDNo

E#H R 2 #E T MBI A7 15 /5

IEE S EER 1P Hbdit.
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E 5

i

24 LDAP i[O

Parlat
EEROS

SN ERSEFE (A LDAP 1&R)

SR EENIEFE (LDAP #830)

BASZ LDAP i [

&4 LDAP i

BESC HTTP %[

R HTTP iH0

RSA ZEH K/

EC BH%k

IEB A

RGEGELE T B INE W A7 5 /7 -

IBESMEZRRMERREEZEFTE (SSL) il
B LDAP iEKAIH O .. BNIAER 636, MR (ERE
eDirectory ZBI) RS =E L ERHBBIRSZIER TEA
wma, EwmfsEE MmO

$E7E |dentity Manager 5|ZEHER R AR, BRIAEA
cn=admin, ou=sa, o=system.

IEEEEAMRAOS. a0, password.

IEERFEEESEEH DN ERIAE A ou=servers,
o=system

e EWRENFEFFEEROIREE DN BRINE A

cn=DriverSet, o=systemo

EESMEZERRMITEAS LDAP iFKAIHO . BRIA
1E9 389,

IBESMEZRXRMERREERZEFTE (SSL) il
B LDAP iEKAIR O .. BRINEAN 636. MR (ERE
eDirectory ZBI) RS =E L ERHBBIRSZIER TEA
wma, EwimfsEE MmO

B HTTP HEME AR X ETHRO . FAER
8028.

$ETE HTTP MERESZ A TLS/SSL SLEITEIIR O . BRIA
{E4 8030,

R BIAFE 7O AT T 35/ o

EE RSAEBHIZAKX N . IFAYEN 2048, 4096
18192 i, BRIAEA 4096,

IR G HAEE TOE RN DT T 18/ -

$57E ECIEP IR Z: (EC) PREI. RIFHIEN
P256. P384 F1P521., EXIA{EH P384.

R BIRFE TOIEF AT T 35/ o
A A B e EIE BB,

Identity Applications BIBCE T{EFR
FRTEMIL{EREMTICERE Identity Applications FIEEIEERE R

LR ERIZHIL



7 3-3 Identity Applications 1Z &

2% R
22 % Self-Service Password Reset IEEELTE LRI SSPRAH

EM

&4 LDAP i

M}

B G 2% DN

X2 FF &R DN

R |dentity Applications IREHFEF

1% Identity Applications BO¥IEEEFE &

¥ PostgreSQL BR 5588

A PostgresSQL 553

BEREEEM
B iR O

Identity Applications 1% =& Fi
THERIES I EBHIRERR
WiEFER P

RI\ERFPOL

IRESMEZRRMITERAREEZEFE (SSL) A
LDAPIERMIIR O . BRINEN 636. IR (FERE
eDirectory 2 BI) AR5585 LB REH MRS ER 7 AR
O, fawimigEHmiwO,

$5 7 Identity Manager 5|ZEHEIB R AR BRIAEA
cn=admin, ou=sa, o=system.

MEREMEERS[IHEM . $5E LDAP £EMR ST
EERMKAHOS.

IEEREEE. BUAEA o=data.
R EZR LR LR ZSATE -

}6%E LDAP £ E RS2 F H THEE &R Access Review
R P ARIESE. Hli0: o=data.

R EL R EEMREZSATES -
IEE LDAP £ ER ST A THEEEAK AR,
5 EIRENFEF 5 DN,

IR EERE User Application IXENFZRF & Roles and
Resource Service IRENFEF, HIRIFILIRIN.

IEFE S |dentity Applications I2ECE RV EIEEE . XIN
A PostgreSQL. Oracle #1 Microsoft SQL Server.

IR E L LAY PostgreSQL FHEAESLH, 1HiEEFILI%
I,

INREERERINAR PostgreSQL HIBERSEE, 1HEF
[ligv AT

B E AR S5 EREN R FREL IP HudlE.

IEERSZSREMA TS User Application IBFEYIR O . 1%1E
AR A 5432,

$5 7E Identity Applications FISIBE B TR,

e TIERIES I BN BIBEZR.

F8E ST User Application /78] F04& B 3z B th B 3E AYMK
P&

REHEE AFRO%,
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e 5

ik

B EEIRTNRZF JAR

BB EENE

N EEFIRSEE HTTPS im0

BRRERAM

Identity Applications EIE 51

MR

2
Edlig

a0
s

Sz
4

E]

OAuth ZfEMEXOS

SSO B Fimd4

SSPRECE 4

FRETESER HTTPS ik [
T1ERTESIZ D

1%
SRAHMZEMNBRAOS

TEEHIEE T AR AR XX BiE L N iR R 0
2R JAR XX, 23BN R AR S5 2R RO B P
JAR. f51gn, X+F Postgresal, AILAFEEBRINALT
C:\NetIQ\idm\apps\Postgres L FpY
postgresql-9.4-1212.jdbc42.jar. NetlQ A3F
RBE=FENEIREIFERF JAR L.

ARESRED, EEEEMNGERIBENRE. ATHIE
MAME. MBERFBzIFIE saL EAXH-

RERE T Tomcat BIBRS5E5HY P Hidlt.

EERK T Tomcat KIAR B EFHIIRO . ZERINEA
8543,

EEBREAFERFRLETHBEEX B BAER

Identity Access,

F4% Identity Applications B, BEFREZMESBIEX
A NetIQ Access.

1E%E LDAP £ ERR S EIESAM A DN. 540,

cn=uaadmin, ou=sa,o=data

$5 %€ Identity Applications EIER 1%,
MRERFEBEAOS, HERFUED.

ERE: Tomcat BFAFHXAIBIAOS A changeit.

RELCHEFA TFHOSEREMEENEROS E£4E
BT &/

57 OAuth ZEAFMXOL .

RELGHEFA TFHOSEREMEENEROS E£4E
BT &/

EE SSO ZEFimO4,

REGEF ik O hEMEENER DS E£4E
BT &/

EESSPRECEOS .
IEERRIELEZ HTTPS i 0. 1Z1EBRIAIE A 8600,
IEETIERIZSIZE D HME—1E.

Identity Reporting FIFCE T {E3
FERATEMNITIERBENTUNERLE Identity Reporting FRIEEEIEEHEE .
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7% 3-4 Identity Reporting 12 &

&%

B
5

FEM

224 LDAP i[O

EIE R A#F DN

IXzNFEFFE DN

B2 |dentity Reporting IRENFEF

1EFE Identity Reporting IBIREE &

¥ PostgresQL AR 5588

A PostgresSQL 553

BUREEEN
B R iR O

BIRERMN
RIEERPOL
BUREAO<

R T2 AR 528 E

N AZRFBRSSEE HTTPS ¥/ O

4MER OSP AR %28

j: ’l T%ﬁ}r—mﬂﬁﬁ an E’J IP i"i’,iﬂ:

EEMEZRARNMITERREEZEFE (SSL) Y #
LDAPm;}ZE’JJﬁﬁD ZRINMER 636, AR (ELRE
eDirectory < B]) BREE LERHBIRSZFER 7 EIAG
A, BiigEE MmO,

$§ 7€ Identity Manager 5| EREBR M. BINER

cn=admin, ou=sa,o=system,
{57 LDAP £ ERRFZHFEERKFANOS.
RAEZR LR EREFSATES -

$56 7€ LDAP £ E RSS2+ A T F I B 3K Access Review
BAFPKAPHSEE. flin: o=data.

R 5B ZHTE RS AT E -
IEE LDAP £ ERR ST A THEEEAK I AERSE.
{6 EIRENFEFEE DN,

IR EEIREBIRBER S WENIEFZE RG W KA
SRR, IHEFLED

EFEEL |dentity Reporting FEECE B IBIEE . EIA
PostgreSQL. Oracle 1 Microsoft SQL Server,

INRELRRZHNAY PostgreSQL BUIREESLHI, IHERIFIULE
e

IR EEIERIN AR PostgresQL HIBFERR K2R, 1HIEE
1T

B E AR5 ERAN R FREL IP Mtk

EERSZEZER TS Identity Reporting iBiLAYIH O -
BRI A 5432,

& E Identity Reporting HIBIHEEE B R
EBEREERFOS.

#67E Identity Reporting FYBIEEEMK PO <.
FRERIT Tomcat RIBRS5ERHY 1P Hbdit .

IEERE T Tomcat BIBRF /MR O . ZEERIANZ S
8543,

R EEIERINS OSP ARSZ RS, IHIEFRLILET. BN,
INSREEEHER Identity Applications £ FRYIZIE OSP, &
fE R %I
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% i

OSP R S5=5 £ IR 2R £E THNAD OSP PR 525 ELaRT 7 & /5
IBERRKT OSP HIARSZARHY 1P itk

OSP A 5525 i O IR 2GR £F THNAD OSP BR 5528 ELGAT 7 & /H
$E7E OSP AR S5 = im0 -

OSP A HEX IR 2GR #E THMAD OSP BR 588 LELTAT 7 & /H
8 E OSP ZEATFE X SLHFHILE .

OSP ZEiHFMHXO<L IR 252 FE TONAR OSP AR 5555 A TART T 1& /7 -

B OSP HIAFMEXO<
OSP &R A% IR 25 R £E THNED OSP PR 585 ELaRT 7 12 /5

g OSP BEFImO4S.

Identity Reporting & IE 5 35 7€ Identity Reporting NEIER B TR. EVAEA
cn=uaadmin, ou=sa, o=data.

Identity Reporting B85 14 367 Identity Reporting EIERO% .

BtOSgAEMEENBEROS MREFREERAOS, HEFIIET,

Self-Service Password Reset BIAC B T {EFR

FATEMIL{EREMTYLERE Self-Service Password Reset (SSPR) BRI EEEIEEMIE 2.
X HEZEHF 1dentity Applications F SSPR Z 3R EIREHIIHEN LR, NTTREAFER.

#3-5 SSPR B E

B i::p%)
F# BERRKT BN ERIRSSRHY 1P Ml
R4 LDAP /0 EESNEZRRMITERREEZEFE (SSL) hilay

LDAP iFKkBim . BRINER 636, MR (ERE
eDirectory ZBT) ARS8 LB RHBRSIER TR
O, @BwiigEH MmO,

&2 51 DN J6 7 Identity Manager 5| EIR R AR, BIANEA
cn=admin, ou=sa, o=systemo.

EEAOS EXE LDAP £ ERFH/EEAMANOS.

FAPZ&8EDN R L LA LT ZATIE -

J6%E LDAP £ E RS2 F A TEE ] &K Access Review
I Pk PRI SES. HlE: o=datas.
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% ik

EIRIARR DN R B RFTETEHR S 5 HTE S o
167 LDAP £ E MR B HA T HEEERKFAHESR
AR SR EERET Tomcat FIARSS2RAY IP bt
Rz FAR2FF AR 5528 HTTPS % 00 EERKT Tomeat KRR S F[AIHO . ZERNRA
8543,
Identity Applications 325 {6 7E LDAP £ ERRFZREIE R MY DN, a0,
cn=uaadmin, ou=sa,o=data
EEROS $5 7€ Identity Applications BEIER 4.
EERFZFEMN IEERIET OSP KRS RRHY 1P Hbdil,
S ERRSS RS HTTPS im0 & 7E OSP AR 5588 HTTPS im .
LERSVBEFAHOL &7 OSP B Fin <.

RRFLR

ATIREA XELR L Identity Applications JFEHT Tomcat I BEHIE 2.

o “4% preferlPv4Stack B 151E45 IVM” (Z 55 T1)

¢ “HRERSFJFIZITRR” (856 T1)

o “HEMEBITRAGIHEF " (556 T

« “OIEESZRS” (5750

+ “HELE Identity Application LATELEZE Pim & &R SSL E#theE 7 (5 57 T1)

1% preferlPv4Stack B {&IELS IVM

Identity Applications {8 JGroups SEIEBIREF. {EF LB ES, IJGroups EEIF
preferlPvaStack B 1% & H true, LAFAIR mcast_addr 48 E I

WMRANEMULEDT, ATRESZE LT HEIR:

[10/1/09 16:11:22:147 EDT] 00000004 UDP W org.jgroups.util.Util
createMulticastSocket could not bind to /228.8.8.8 (IPv4 address); make
sure

your mcast addr is of the same type as the IP stack (IPv4 or IPveé).

BE A RE R BEIEEEIR

[3/21/12 10:04:32:470 EDT] 00000024 UDP E org.jgroups.protocols.TP
down
failed sending message to null (131 bytes)
java.lang.Exception: dest=/228.8.8.8:45654 (134 bytes)
at org.jgroups.protocols.UDP. send(UDP.java:353)

RERMEERIEME 55



2 java.net.preferIPvaStack=true 2—IAR%GEMN, SHMRZREE (fHlan
extend.local.config.dir) HJIEE HFRHEE.

KERS B TR
REHOH T ERMPRBSITRAKRETIGE, LUFAE HTTP kB HFE BB B IEA KT
User Application & —> URL, BRI THECE f1# &8 LAY HTTP BITRAEE . 1% URL 79:

http://< Wil IP>: iyl /IDMProv/jsps/healthcheck.jsp

BEMEITIR ARG T F
REST API A LEIEHE ZR B K User Application BITIKSHIER . ArI AILUABIRGKLL T X BILE
AEBITHERIE. NESH,. BREGNEEER, HER ceT BMEEEEE.

+ ARERE UVWMMRZAR) : ZRSREFEEXNER, FIMRAZREMIVM SRR
#.
f5ian :
http://<ip addr:ports/IDMProv/rest/monitoring/statistics/memoryinfo

o ZBEER: HAESA CPUNLZRENEXER, HFRESHS cPuFIAENHRER
RIZIZTIR
f5ian :

http://<ip addr:ports/IDMProv/rest/monitoring/statistics/threadinfo
Eifio] WM RERTZHERREIRER, B HERSEURE A True,
f5ilan :

http://<ip addr:ports>/IDMProv/rest/monitoring/statistics/
threadinfo?stack=true

FEI5E IVM FEIZLIZE, 1 thread-count BEIEEE.
540 :

http://<ip addr:ports>/IDMProv/rest/monitoring/statistics/
threadinfo?thread-count=1

o BIRERFEE: 1EEL User Application HEBIREFE 2.

f5ilan :

http://<ip addr:ports>/IDMProv/rest/monitoring/statistics/cacheinfo
o BEER: THE#HEEXNER.

f5ilan :

http://<ip addr:ports/IDMProv/rest/monitoring/statistics/clusterinfo

AR GBUMRERESEIERARE(ER REST API ZF User Application BT A G EF .
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BEESRSI

LA FHER Identity Applications /&, AEEM T Identity Manager (R F 3t AHIFNE
NEMEFHEEE SRS EALUERNALT eDirectory RIEEEEH A ndsindex SLAEFRA
BEARI. TLHEESZIMERMUHIU s FSORRUEZESARS. TEARFEUEESRSI

+ Surname,Given Name

+ Given Name,Surname

+ cn,Surname

+ Title,Surname

+ Telephone Number,Surname

+ Internet Email Address,Surname
+ L,Surname

+ OU,Surname
TS a8 BN 5 # A ndsindex SLAREFEIEEAESI:

ndsindex add [-h <hostname>] [-p <port>] -D <admin DN> -W| [-w <password>] -
s <eDirectory Server DN> [<indexNamel>, <indexName2>..... ]

Blan, ZRBEREXITARHF, BRITUTHS:

ndsindex add -h <hostname> -p <ldap port> -D <admin DN> -w <admin passwd> -
s <eDirectory Server DN> Title-SN;Title$Surname;value

EBHRAUERERSHSIRAEFRIREES RS,

WIRER LDIF XHRBIBERS|. | LDIF XfHfE, FREMA Limber REFNERSIHHERD.
BN, ZS|4EISTE Limber BNAlA BT AT,

AT 2SS FR 5| LURE Title BIMEX A PHEFAIR B LDIF 3T
dn: cn=osg-nw5-7, o=Novell

changetype: modify

add: indexDefinition

indexDefinition: 0S$Ssntitleindex$0s$0$0s1sTitleSsurname

BX DIF XTHEMIFMEE, 1SN (NetlQ eDirectory Administration Guide) (NetlQ
eDirectory E3215F) "I “LDIF Files” (LDIF 3X#) »

Bt E Identity Application LAFELATE Pl & &1 SSL EH S

BINERT, Identity Applications R&RIEF S E—MERELEE (http). EFRLEFRT, I
L EEELE Identity Manager A5 ZRIEE FimFi & #25 Identity Applications AR 5588 HY SSL
B EMSBAELRS KT, AMLELZEER, HE U THRERME <tomcat -
install-directory>\bin\setenv.bat XHH] CATALINA OPTS %HB.

"-Djdk.tls.rejectClientInitiatedRenegotiation=true"

RERMEERIEME 57


https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html
https://www.netiq.com/documentation/edirectory-9/edir_admin/data/b1j6ajkf.html
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4 FERRENREDR

SERX Identity Manager BRI REMELE S, DAPITHENES, UFEBRASRAIEERIR
BWHIEETE. flan, RE\NSRIEEHREMEKRRLERRWERIIEF, UKREE
Sentinel Log Management for IGA LAYLEE T i+ E 4.

ZRENESBERRETIImE:

*

*

*

“HBEE Identity Vault” (Z8 59 T1)

“ B & Remote Loader FIRENFERF 7 (ZE 60 72)
“BETICOSEE " (60751

“Bg & Identity Applications FOEIEE 7 (58 64 T1)
“HBEE Identity Applications” (8 66 T1)
“EEEHEWEMNBITIEMNE 7 (89171

“ B & Identity Reporting” (58 100 T1)

“ J5E Identity Manager” (8 106 71)

“ & Identity Manager A FERARIIwO ” (5 106 11)

BCE Identity Vault

*

“ 4% Identity Applications 1 Identity Reporting WEB SN\ E| S {3 EH ”

FEh4%F Identity Applications F1 Identity Reporting 1EF SN2
SR EEF

*

BNER A Identity Applications 0 Identity Reporting BB E E XER, HHXLIEBEN
BB ESH cacerts (C: \NetIQ\eDirectory\jre\lib\security\cacerts).

iR, EATLAER AT keytool AIIER SAEISHREH

keytool -import -trustcacerts -alias <User Application certificate
alias name> -keystore <cacerts file> -file <User Application
certificate file>

RN SSPR R EEFER L 2% User Application FIEfth AR 585 L, 154% SSPR N2 FIEH
8 A\ 3| User Application H1HY idm.jks (C: \NetIQ\idm\apps\tomcat\conf\idm. jks).
f5lan, ERTLABER AT keytool 3 S 451E+H S A\ E| User Application H:

keytool -import -trustcacerts -alias <SSPR certificate alias name> -
keystore <idm.jks> -file <SSPR certificate files
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fic & Remote Loader FIIRENTEF

FI A Remote Loader, Identity Manager IREIEF A] LUK EIERN N AR, MEARALZNA
RERAENE—8RSE ERE S ER Identity Manager 512, Z{$FF Remote Loader, =
ERENBIER shim, EHEEBLRESIEIED Identity Manager 5|28, BB E Remote
Loader # Identity Manager BX5F2/F. {Net/Q Identity Manager Driver Administration Guide)
(NetlQ Identity Manager IREIFEFEIEFERT) AU “Configuring the Remote Loader and Drivers”
(BLE Remote Loader FIIRFNIEF) Higt THXER.

AESIcOSEE

Identity Manager &% 12 Self Service Password Reset, AJ#EIEEIESICOSHERE T
2o I, BHATLUERAIIMNBOSEERRS

» “{¥F Self Service Password Reset 1T/ OSEIE 7 (5 60 71)

o “FRIMNPARGHITIZEOSER " (F 6270

o “HMNHRIMESBFEIMNEE IR P A SSPR §%# 7 (5 63 T1)

£ Self Service Password Reset H{TEICOSERE

AEXRSHIBERT, ERIERZE SSPR 1 Identity Applications BB FSIE O EIBINEE. (B
=, BEEARREIREYOSENE, SSPRERKAFZEMZIAY Identity Applications BRI
URL. LAY, BHEERASICOSER. ATHREBUTER:

* “¥% Identity Manager Bit & J9{£ A Self Service Password Reset” (Z8 60 T1)

* “Jg |dentity Manager Bit & Self Service Password Reset” (58 61 T1)

o “SIESSPRECE ” (FE61T7)

1% Identity Manager BL & 3{# A Self Service Password Reset
A2 T 9% Identity Manager BCE J9{# A SSPR FIHEXE 2.

1 EFFLET Identity Applications BIFR 5525

2 BITELEEFSATERF. BXEZER, BEINEIT “ ZEMEERERA " (B4
1) .

3 ELREFT, BNEILE > OSEHE,

4 FFOSEBIRMIERF, 15IEE Self Service Password Reset (SSPR).

5 (AJi%) ZE7E Identity Applications BRI HE LIRERATERERAFPEZHOSHEZEZHA
Pk PSR, BANAFRRE TRYRPIEFEEMEEE, RAEERPAENEIRIE. &,
AIAEEMNE AR E TRIIFRPIRE « TEEFE? 7 RIBHBEREE. UTHEEERE
Identity Applications R HE L : MREFIETHAAEHOS, SEHFETM, FEHk
4.

6 SnE) IDM SSO & i > Self Service Password Reset.



7 Xt oAuth Z /s 1D, FHEER THETERSZR[IRA SSPR B EREFimAIETR. FIA
{EA sspr.

8 XF oAuth EFimHE, 1BIEE SSPR EASEREFIHNOS,

9 Xt OAuth EE[E URL, HIEEAETREER, £ERSHFZEFN R SFEZEFIHEE@E]
B94A 3T URL.

FEARALLTHI: protocol://server:port/path. 80, http://
10.10.10.48:8180/sspr/public/ocauth,.

10 REERHXHALHIERF-

73 Identity Manager fiL & Self Service Password Reset

ATRM TECE SSPR LS Identity Manager BLA R ARIEXER . fl0, ERIgEERENO
< RER A0 KL Er () o

YRR EPE Identity Manager —#2& % T SSPR, BlEfsE T EE R AXREENBEFNOS.
NetlQ ZEILIEIEEL SSPRIFE, AEIEER LBLE SSPR HEIE R 4.

R NRIENE SSPR REFEARETF User Application FREZEERI B —BREEE L, BHRIF SSPR
N AFERFUEBRIME] User Application cacerts.

1 ERGERRAEEENEEDSERE SSPR.

2 ERE Y UEP, EROSKEMIG0INERIBAIEE. BXACE SSPRIFEBRIAERN
HRER, BES W (WNetlQ Self Service Password Reset Administration Guide) (NetlQ Self
Service Password Reset BEIE$5R) HAY “Configuring Self Service Password Reset” (ECE
Self Service Password Reset)

3 i SSPRECE 3 f4 (ssPrconfiguration.xml). AXMEREXHIIFMAER, FS
UL “$iE SSPRECE 7 (5B 61T1)

4 (Wik) ZEPEOCERIESSSPRIZE, WIFE SSPRConfiguration.xml LHHIF
configIsEditable W EI®A true.

5 M SSPR H5E%H.

6 EFEBEXNEN, IBERBE) Tomcat.

$iE SSPR it &

1 %3 http://<IP/DNS name>:<port>/sspro. ULEFERIIGEREER] SSPR ],
2 EREESMKFERE Identity Manager, SERIIANERFNEIEER.
3 BETIAENAMWESEESE, AREECEREHEEENEENS.
4 BEEERERS, RENRENIEE > 0APEE,
5 $i7E SSPRECE 14 (SSPRConfiguration.xml).
5a 7£ “ BERFANR " BA T, EHHEEP L LDAP X ESGTIERS, LUZIEXT SSPR
BEBEEAMIRAAPSHE. BABERAT, ZLEFEES

groupMembership=cn=Admins, ou=Groups, o=exampleo
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https://www.netiq.com/documentation/self-service-password-reset-41/adminguide/data/bookinfo.html
https://www.netiq.com/documentation/self-service-password-reset-41/adminguide/data/b14gnrxl.html

f5lan, *FF User Application EIE R, HIFEIRE N uaadmin (cn=uaadmin).

X ATLARG IR P22 SSPR RVECE, {BRBTEMRAMEZIZER) SSPR BRI A
FRRSN
5b TR LDAP EiflIREIZER, FREEFLLT.

MRGEPEFEEMER, WELEREZET—MLEIR. SSPR 2 ERIEIRA
T, ARENEHITOREE.

5¢c BHFREF.

sd FESRERBIAEOS, BEHRE.
BESSPRfE, EERAFALE S8 ARFEPEFHMIED, 5l “ (LERIR
Y CRPES . “BUBS Y %, MESIE SSPR 2RI A& BRIX LEIRIR .

6 (FIik) EESIEARERIEK SSPRIEE, WITE SSPRConfiguration.xml X HH4%
configIsEditable B’ A true.

7 M SSPR HESH.

8 LD 3 hEXNERRARSHNHEXERE SSPR.
9 BEHXFIRLE, ARREHHEUFAAER.

10 EFEEXRER, 1BERE Tomcat.

FERIMBRAGHITIEOSETR

EFERAIMNBRSG, »IEEER “=IE04 7 EEH WAR XHRIMLE . FIZEFEUTE
f:

o “EEIBICOSEIE WAR X" (F62T0)

o MRS ICOSHEE 7 (563 T)

o “ILENAIEFIRSH[ AR SSLEM 7 (563 1)

FEEIMB=ICOSETE WAR XX

MREGAEREHERIEEXLE, MEEEZEXLKE, ETUFEHRBPMEESSRHERF, o
HUEERBME User Application FIHITE L.
1 (MFAME) EERPM BLELAREFPESOLE, BERUATLE:
la BFE|RZE T Identity Applications FIIR S S .

1b E{TRBPM ELESLHIEF. BXFMER, BWSNE 3 T « LENALERIZMA
(Bat),

1c AXARERFF, NEREE > OSEHE,
1d ¥ FOSERRMBIERF, 1HIEE User Application (IBER) -
2 (MIBFAME) 2 User Application FIZEIRE, RTEMIATSER:
2a A User Application BEIE R SR EF.
2b RSTRNEE > LAREFEE > OSEREE > 5%,



3 WTFiEO$, HHEENME.

4 JNFEEO0LHERE, HEESAPEERNH LA ERIEOSHAEREE. AR
BRI HER, NARFSREEREISNMIOSCEERS. fiw:

http://localhost:8180/ExternalPwd/jsps/pwdmgt/ForgotPassword.jsp

5 WFmicO<REERE, BREAPIMTESICOCEERE TR, MARaEdiiE
%, BATEEEEE EEEI’]%JE?& (LILUE

http://localhost/IDMProv

6 XFZICO% Web IR %5 URL, 1E1REIMNIREE & 04 WAR FI>R[EI Identity Applications B
Web AR5 URL. fERLATHER :

https://idmhost:sslport/idm/pwdmgt/service

i’i@%ﬁ?%«lé‘ Jﬁﬁﬁﬁ SSL, AR5 Identity Applications i#{TZ £ H) Web fRSZEIl. BXiF
MWER, 1 “BEENAREFRSZSHFECER SSLET” (£ 637T1).

7 FE1¥% Externalpwd.war EF|EEITINBOS WAR etz A2 F AR S =5 50 E B
Fo

MR =IE OSEE
MREMAEINEROS WAR XXHHBERETIGE “ =i204 " ThaERMK1ZThEE, ATIAELT
NEIFEE:

o BEIEAENEEFIGE. 25O WAR XHFR “ =ieO% " TUHE. flan: htep://
localhost:8180/ExternalPwd/jsps/pwdmgt /ForgotPassword. jspo

+ £ User Application ERTHE L, f£EHEiIDO4HE.

Fic B N 2R AR 3528 Z 18]RY SSL B

MRBEANRINIOSERRS, )”'JLIZ‘%ﬁ?j_: BZE Identity Applications 59MER=IC OSEIE
WAR 3B Tomcat SE5)Z [B)BC & SSLIEHl. BXIFMER, 1ES M Tomeat XY,

T RIME B RIME FRTRIR R AT SSPR 4%

LRI R FRIZIEZENE SSPR ZRE 7E Identity Applications #1 Identity Reporting Efr £ Y [E]— 4Nz F

EFRSHEL. BABAT, ERRPEAREFTE EMRNEERERIEEAM RS L SSPR

RUFEXT URL #8. {580 \sspr\private\changepassword. SARES R IMES EFEIMES
RENAERF, MEH SSPR %A URL.

BXRIFEMEE, 1ES N Identity Applications HIZEES.
1 UBEBRENERMNFR. W, PLuaadnin BHEZR.

2 BEH4wE.

3 £ REERNHE WHL, BEFREFAZEHMNIAE L, RERTHEER. fim,
EFELHOOS.
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4 NF4EE, FEEHX URL. 5I30: http://10.10.10.48:8180/sspr/
changepassword.

BERT,

SHEEMAEF SSPR HEIZEE LIRS,
JTAE, BEHETETER.

A, REUEERFRSHERUNAEL.

ECE Identity Applications RYEIEE

Identity Applications FI¥IBEZFFZMES, o, (EFECEBEN TIERIZEINNEIE.
ERRNRAERFZH, YNAREHIEEREE. BXIFNRIEENFAER, B8R
“NetlQ Identity Manager System requirements” (NetlQ Identity Manager R&EEK) TiH.

0 N o u

R WRETFEEERL RBPM F1 Identity Applications, @ JU{FE A Z BiI& % pr A RYE— /N 8E
E. “ZARE" ZRREEIBHRE.

o “PCE Oracle ##EE " (64 T77)
o “BEE SQL Server 2IEE " (F 6571)

HOE Oracle HIBE

T34 User Application { F Oracle BIEERE T B L. BXTIFH Oracle i A H)
58, E& R NetlQ Identity Manager R {5 2 Wik

REREENREERA

kB [E Oracle IR AHIHIBERSHAIIR A, XERIEESFERERNINGERIX LI EE LR
FARMNIT. MRENFIFRE, NWERLENESIRIEAEFASETHTE. fian, ERES
KW, SEIETEERZE dentity Applications.

ERNTRIBENREIMES, BMITUTSE:

1. EEMEERESIE.
2. EHE saL Server BiRAESIEMBELELSIE, ENRFEFREEFDRERSFAIR.

3. %gﬁﬂﬁﬁ, ARERBBIREEFERPRIERE, AERFAGHEEFEFE—TREY
P .

4. ARBTHIEE, REREEE.
HEE R XHEHERERNFT FF .
5. FEFNEERE, BEE,
HAR A M RH B REFRE RS TIRIED .
6. ZEREFANMLI, FHEEOEOPMALUTAR, REEEHNIT.


https://www.netiq.com/documentation/identity-manager-48/system-requirements-identity-manager-48x/data/system-requirements-identity-manager-48x.html
https://www.netiq.com/Support/identity-manager/SP_IDM_Components.asp

SQL> SELECT name, value FROM vS$parameter

WHERE name = 'compatible';

A 12.2.0.1

fL B 7SR

User Application ##EEEWATfE M Unicode #ADHYFATER . FEBIZHIEERT, 1HEM AL32UTF8
R FFFE.

EMINR S J Oracle 12¢ HIRFEIRE UTF-8, IBEHUT®S:

select * from nls_database parameters;

WMREIREAREE A UTF-8, RGUIFERAUTESEI TR

NLS CHARACTERSET
WEBMSWIN1252

BN, RGRERUATERHITRE, WIARBIEEFEE T UTF-8:

NLS CHARACTERSET
AL32UTF8

ERE: B JIDBCIAR BIA ojdbes . jar.

|

BXEEFFEMIFEMFEE, 1BS M “Choosing an Oracle Database Character Set”  (i%&#
Oracle BIBEFFFE) -

EEEEE G AFKA
User Application Z3K Oracle 1R R F Pk P BRI, 7 SQL Plus SERIFZRF AN L

Tad:
CREATE USER idmuser IDENTIFIED BY password

GRANT CONNECT, RESOURCE to idmuser
ALTER USER idmuser quota 100M on USERS;

H

He, idmuser T/RAPIKF.

Al E sQL Server HIBE

T34 User Application {£ 3 SQL Server B#E R T Er B HIBC B 1R . B XX #FHY sQL Server
MARNEER, F2 M NetlQ Identity Manager $ AR5 B2 Wik,
BB FT&E

SQL Server N R FE RN BIBEIS EFZITE. User Application LLSZHF UTF-8 B NCHAR FI 25 BUfi
1F sQL Server ZEFHIE.
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https://www.netiq.com/Support/identity-manager/SP_IDM_Components.asp

FERE: sQL {X3#F sQL_Latinl_General_CP1_Cl_AS HEFHIM,

ALEEERA Pk
L& HH Microsoft SQL Server ARz f5, 15ER SQL Server Management Studio 2 2EHI N
EFUEREEMBEERF . Z8EER KPP LREB TN :

¢ CREATE TABLE

¢ DELETE

¢ INSERT

¢ SELECT

¢ UPDATE

FERE: EIFT Microsoft SQL Server 2014 f§£F JDBC JAR AL A sqljdbc4 . jar, X Microsoft SQL
Server 2016 £ sqljdbc42.jar,

ACE Identity Applications

o “HEE Identity Applications BJI%E ” (5 66 71)

o “ ERZEE T Identity Applications B REST API” (58 88 T71)
+ “{¥H Oracle BR 55 & FRI0] Oracle H#EE ” (26 88 T1)

o “FIOEBIBERE " (F88T1)

+ “HBCE Identity Applications FY 8 S FRIZE ” (8 90 71)
» “ 33 Identity Applications” (Z8 90 T1)

+ “Identity Applications BIECE A A FEEIN 7 (91 T1)

At & Identity Applications HI& B

Identity Applications Bit & 3L FH 125 A # BN B 18 User Application IREF2F F1 Identity
Applications BJIZ E . Identity Applications REIZFIF A LLSLAREFHNENRAE, FEER
BRiEEENRIEF. BHAIUERERENEPHABTRE.

ZOANBRT, BT BT ESERERF (configupdate.bat) BISCEALT Identity Applications BY
BEANRETHRE (C:\NetIQ\idm\apps\UserApplication) H.

AR EHED, ERERANEREREHNLIMEE. FETHTSFH isn-
sensitive.properties. ism-configuration.properties # encrypt-keys.pkcsli2 &
#HIZIFT A User Application T3 5.




AN TEELAREFPIIRE. XL BRI AL, MREERE Identity
Reporting, ZEFIESHERENSEARMBIZRIEFF.
s “3J&1T Identity Applications B E S ERF 7 (5 67 T1)
+ “fi#7F Configupdate SLAEFOS (WiE) ~ (F6717)
s "ARNRAREFSH” (F 6871
o “IRESH” (B 78T
“ETESH” (FEs0TD)
“SSO BRinSH ” (583 T1)
“CEF Bt " (587 T1)

*

*

*

J&1T Identity Applications Bt E SLFHEF
1 EXAKRHmBIFPFTH configupdate.properties X, HRGEEEEE L TIED

edit admin="true"

use console="false"

2 EHSRERTT, BITEESZARER (configupdate.bat).

AR BURFESFHILOW, ULSIREFE.

R BT 1dentity Manager T~ 35 NAM OAuth, EIERNEAERELAREEN “ XEMR
K2 7 RINFHEA Access Manager £ OAuth 2 HEFZFIETN .

fi#7% Configupdate IAFEFOS (FiE)

Configupdate SLFTEFRIENIAOS A changeit, ZOSHEFE
C:\NetIQ\IDM\apps\tomcat\conf THIFEZEAMEFX (encrypt-keys.pkes12) O H. kOS>
B2 N Z{E % 7F1E C:\NetlQ\IDM\apps\tomcat\conf TNHYJ ism-sensitive.properties {4
. INREHLEFE keytool HLEREFARERNOL, FTELXE ism-
sensitive.properties RMBZEHEHULOS,

PITAT R, UERHMEAL:
1. AHSERRF TBITUT®S, UEKRER Configupdate EMEFOL:

keytool -storepasswd -new <new master keystore password> -keystore

C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.pkcsl2 -storepass changeit -
storetype PKCS12

2. EME#FHOSL, BEITUTHS
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C:\NetIQ\Common\JRE\bin\java -cp
C:\NetIQ\IDM\apps\tomcat\lib\obscurity-<version>-uber.jar
com.netiqg.ism.obfuscate.server.util.PasswordObfuscator <new master
keystore passwords>

3. 1B WMIBRITEX C: \Net IQ\IDM\apps\tomcat\conf THYJ ism-sensitive.properties
XHH ) com.microfocus. ism.master-storepass {8, FRiFEFESMZFHOS

ARNMAREFSH
FEECE Identity Applications B, IR TEX N AEFES SR ERNFFERNE.
REFENTERRREIEZLAALD,
BINERAT, ZAMFRERERET. ZEEFEMERE, BREERFSLETR. HERF
BIEUTIRESR:
o “BHERE” (B 68T1)
o “B{pFEDN” (5869 77)
s “BMERRSHR” (B 7250
s “"BinERFHR” (F7270)
o “BHREIER” (F 7370
o “EFHMFARSSERE 7 (FE 7470
o “HEEBABEX" (B 76 70
“NetlQ Sentinel #FZEZUEBFZEER 7 (5 76 T1)
“ZIn” (76 1)
“RBENER” (F7750)

SHNETE

XA EE X T A1k Identity Applications iF B G N EFR RSN MACHIRE . FLEZEX
FERZEITELRTL,
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http://www.novell.com/documentation/novellaudit20/novellaudit20/data/bookinfo.html
http://www.novell.com/documentation/novellaudit20/novellaudit20/data/b5f4vw6.html

OAuth & i ID

IBEATHEERSFIRIURNNE S ERFEPIHNATR. BRIAEA idndash.
OAuth & Finm 35

BEMRBMESERZEFHNOS,
OSP OAuth E E[8] URL
BEAETEREER, £ERSHREFIRBEHEEREIRILEST URL.

FEARALLTHI: protocol://server:port/path. {80, https://
192.168.0.1:8543/idmdash/ocauth.htmlo.

IDM EIE 5
A5 E X A FifE] Identity Manager EIE R TTE T E URL AU

OAuth & i ID

e E A T HEERRS2RIRA Identity Manager EIRSI B S B REF IR FINEAR

idmadmine.

OAuth & iR
$6 7€ Identity Manager EIE R B S EREFiRHOS.
OSP OAuth E E[5] URL
BEATHREER, $SERSHEFNRERE P imEE @EIALETT URL.

FBLLTHI: protocol://server:port/path. {4, https://
192.168.0.1:8543/idmadmin/oauth.html,

RBPM

X4H1%& B E X T F Fifa) User Application BT 38 URL BY1E.

RBPM

OAUth /5 D [ropm |
OAUth T FIRTERD = |
TR URL B3R | sidmdashyanding |
03P Oauth E55E URL [ ttps://192.168.0.1:2543/IDMProw/0auth |
REFM 2 eDirectory SAML FE = 4




OAuth & i ID

5 & SR L ERRSS25IR A User Application B B RFE P iRHIETR. BRIAEA rbpm.
OAuth & Pk H5

}EZE User Application B S EFEZFPimO%
BRI URL HE5E

¥ T M User Application Fij5[al{{ FRARAIHEXT URL. BERIA{EA /landing.
OSP OAuth EE[5] URL
zg‘"_ﬂ::'
EETEREER, £ERFZF[BERFNRHFZ P inEE @EIAI4EXT URL.

1§Fﬁ A3 : protocol://server:port/path. {80, https://
192.168.0.1:8543/IDMProv/oautho.

RBPM Z eDirectory SAML Bl &

$8%E SSO £ EFTERY RBPM ZE eDirectory SAMLIZE .
‘J’E%

% B E X T B FPifiE Identity Reporting Frss URL BUME. X195 Identity Reporting 375/l
EIJ Identlty Manager iR 75 2R, LRAEFASERIXLE,

B
DAUth E AT D [t
OAuth T FHEERD e

|dentity Governance §9 URL H3E |

|
|
TR URL fiddE |fidmdashf#f|anding |
|
|

OSP Oauth 5] URL | hittpa://192.168.0.1:2543/IDMRPT/0auth html

OAuth & i ID

I8 E R LE EIRSSESIRFI Identity Reporting R B FE PIHHEFR. BIAEA rpt.
OAuth & i g

}6%E Identity Reporting S B FE PinHOS .
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TR URL HEdE

$8E AT M Identity Reporting 1 3j7[a/{L AR AYHEXT URL. BRIAEJY /idmdash/#/
landingo.

YR %% 1dentity Reporting 1 Identity Applications Z & 2| N EHIRS S, HIEEHEXT
URL. fERLLT4HT: protocol://server:port/path. {40, https://
192.168.0.1:8543/IDMRPT/oautho.

OSP OAuth = 5] URL
’g‘"ﬂ:;
BEETHEER, $SEMRSHEENRREPinEE BE|FIEXT URL.

FEARALLTHI: protocol://server:port/path. {80, https://
192.168.0.1:8543/IDMRPT/ocauth,

IDM BRI ERR 55
AT E X A i8] Identity Manager 2B &R S AT URL AU{E.

OAuth E R ID
IEEB THEERSEEIRF Identity Manager BIBINERSH A SERE iR ZTR. 2K
INME A idmdes.
OAuth B PR
$57E Identity Manager B ERSHNESEFERHNOS,
OSP OAuth EE[5] URL
,Z"‘;E'
IBEETREER, LERSHEFNIETHRE A IHEERZEIAILEST URL.

FEARALTHI: protocol://server:port/path. {80, https://
192.168.0.1:8543/idmdcs/ocauth.html,

DCS IERIFEF
XEREEN T A TEBERERERSRIZFHE.
Ba-1
DCS EzhE -
OAuth /3 1D | desdry |

OAUth I iR [s0vmms |

OAuth & i ID

EERAREEERSHDIRANBEFEWUERSEIZFNESEREFmN AR LSH
ZRINE A desdrve



OAuth & PR g
EEHIBWERSBHIEFHE S FTREPIHHOS.

Self Service Password Reset
AT5E XA Fif18] SSPR B EE URL BY{E.
OAuth Z Fif; ID

& 7E AR ERRSS2RIR 5] SSPR B S B RE PimlI B R, BRIAEA sspr.
OAuth & i g

YE

&7 SSPR BB RE FPimiI A%
OAuth EZE[5] URL

VA=

BEAETRETER, EERFSHERICTRE P inEE @FHIEIT URL.

FEARALTHI: protocol://server:port/path. {80, https://
192.168.0.1:8543/sspr/public/ocauth.html,

CEF Hit&#
ATEXATER CEF HitSHpE.
EEHITEN

e E R B E(F ) CEF 7 Identity Applications FIE T E 4.
BHREH

5 E TR 55 82 A9 DNS ZFREL 1P Hbdik,
BfrimO

e EH AR S 2R AR O .
ML Y

18 B BT AR 55 88 A SR CEF SR8 1ML .
5/ TLS

IR LB (EF TCP (EX9 P45 101X ATiE /T -

EERITRSREREENR TS 5 TCP R EM.
hEEHETEER

EEANR CEF BHLEEIHITIRS [ ZRBREFHRIME.
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AR BRSSP EEHEFEERIZE T noviva IFRIR. BN, LG EEAID]
IDMDash #1 IDMProv Z A2, HHERGHASEREEHEFERPICE osP Et.
5lan, EAILUER chown novlua:novlua <directorypaths fp4 8 X iz HFRIIFA]
ERFAFFBAI, HA, <directorypath> 2HEFHEEFRR.

#R823E T Identity Applications 4 REST API

Identity Applications B4F%2 & 7 AT 7E Identity Applications F1 /3 A R [EITHRERY S /™ REST AP,
REST AR S5 FH OAUTH2 thiSCRIZBIERE . BRI LUBIE N ST RS sk A A9 curl e 3KiARA
XL AP, DISEIIEIRBES BRI, idmappsdoc.war AR T REST API FIFERLAY SIS .
2% |dentity Applications Bt BEhERE1Z war 3. BXRIFMEE, 1ES I REST API 3T,

Eifinl& % T Identity Applications BIBR 5585 _EH REST API 324Y, 1H7EN ST RS A0 HBLEA= 5 E
https://<Identity Applications MR #AH >:< il >/idmappsdoc. il https://
192.168.0.1:8543/1idmappsdoce

£ Oracle BlR %A FRiJ710) Oracle HIHEFE

&R LAFE A Oracle &%t ID (SID) 3% Oracle AR 352 FRiE1% 2] Oracle #(#EFE . Identity Applications
REREF{IEZ SID. MNREFARSZARIGRIBIEE, EFTTHIEE SID EEF Identity
Applications Z&RE|— M IBEXGINDSE. TRRRE, BFHRITUUTERE:

1 BITUUT &%, 7E Oracle BB EEF B3RS B :

alter system set service names='SERVICEl' scope=both sid='*';

Hrh, SERVICE 1 & Oracle REHIZFR.

AR TUERAREHNEHRERSBR. BEAXSKRNE.

2 7 Tomcat BY server.xml XHHIEEL Oracle HIBEHT, LIEXRFZAR:

url="jdbc:oracle:thin:@IP:PORT/servicel"

3 E/Z5f Tomcat.
4 WIIZIRFAMEDTEB ST catalina. out HEMHF.
5 K& Identity Applications =75 & IEMBEIE R BIEE .

FoRIBBIRENE

& 4% |dentity Applications B, RIS EERBIBIEENEERIEESTQER. MREXHIE
PERBIFRAIINPR, MIFTReFERFUIIAT . REIZFFEIE— saL ¢, ERLUERIZI
HROERIBENE., BHAIUERREEVERIEER, MEAFTEMRE. ALk, EEM
F& Identity Applications BI¥#EEE, FHEIERZHIFHBIRE.



£ saL 34 BB FENE

ANREREREFC IR T B HITLUE BEEENER saL . aIRERAIZ SQLX
%, EER “ FEE sQl XTHUERBIEERE " (B 8971) .

IR IFAEMER sQL*Plus RINITIZ SQL . ZXXHHBIITRERE T 4000 MFFFo

1 =1k RAEFRSEE.

2 BRIIBIEERSR

3 B4 1dentity Applications {5 FH RO B3R EE .

4 QIB5H0R 3 P ERMBR IR EE & U FT iR E .

5 NITE| LRI TIZCER sQL IR (BMAGLTF /installation path/userapp/sql B3R
) .

6 (MIFAME) XIT Oracle HIEE, FERH CONCAT BLOB HYE X EHEIBA—IRIAT (/
). l%n:

-- Changeset icfg-data-load.xml::700::IDMRBPM
CREATE OR REPLACE FUNCTION CONCAT BLOB (A IN BLOB, B IN BLOB) RETURN BLOB
AS

C BLOB;

BEGIN
DBMS_ LOB.CREATETEMPORARY (C, TRUE) ;
DBMS LOB.APPEND(C, A);
DBMS LOB.APPEND(C, B);
RETURN c;

END;

/

7 EBEEERRIEITIZ SQL BIA, LIBIEHBCE User Application ¥R .
8 =B TE) Tomcat,

FIEIE saL LA R BHEENE
BRI EREREFUEREESR, MATEMNMRE, WEFEE QL XH. AHEFEEHE
%A sQL XHRIER TR IEBIBENE.

1 {F1F Tomcat,

2 B FREIEE Identity Applications BIEERIARSS 23S -

3 MR BRBIRE.

4 SIRSEEDE 3 PRIFREEIEER 2 AT RRE .

5 FEMARBEEFR, FTH NetIQ-Custom-Install.log M (BRIALLTF Identity
Applications FIREIREZH) . Flan:

C:\NetIQ\idm\apps\UserApplication
6 7E NetIQ-Custom-Install.log MHHFEEHEHIUTHS:
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C:\NetIQ\idm\jre\bin\java -Xms256m -Xmx256m -Dwar.context.name=IDMProv
-Ddriver.dn="cn=User Application Driver,cn=driversetl,o=system" -
Duser.container="o=data" -jar C:\NetIQ\idm\jre\liquibase.jar --
databaseClass=1liquibase.database.core.PostgresDatabase --
driver=org.postgresql .Driver --
classpath=C:\NetIQ\idm\apps\postgresqgl\postgresqgl-9.4.1212jdbc42.jar
C:\NetIQ\idm\apps\UserApplication\IDMProv.war --
changeLogFile=DatabaseChangelLog.xml --url="jdbc:postgresqgl://
localhost:5432/ idmuserappdb" --contexts="prov,newdb" --logLevel=info -
- logFile=C:\NetIQ\idm\apps\UserApplication\db.out --username=**#***%xx%
-- password=******** ypdate

7 BRE|RE T Identity Applications IEEERIBR 523 -
8 HERimh, MILEEHIMNGSERS.

AR 12 SRRE updateSQL. MRS R update, HIFEEMHN updatesQL,

9 fEizmédH, BRRIBEEAFZMOSHES (*) B ARITEERTSEPRME. 11t
4h, EEEfR saL XX B = ME—H.

10 #ITZHS,

11 (MBERAME) WRHARER T —SQL XETMERBEREIEE, EEREEEERIR
iz, WBESABIBERSSE. BXIFEHESR, BS L “ (FH salL XHE R EE
ENE” (589 71)

12 AHEEEERSANIZ SQL XHE, BE) Tomcat,

BCE Identity Applications FIE S EFIRE

RFIIZL R KA T dentity Manager TR R B RIFEIMEERS (0SP). i, &
AL OSP K E RS 22l B HIEF KB Kerberos EIRIRFZEHK SAMLIVLE. BEAREGHE
E Identity Applications BB S ERIKE, 1BHEM (NetiQ Identity Manager - Administrator’s
Guide to the Identity Applications) (NetlQ Identity Manager - Identity Applications & IE 5 f5F)
AR “Configuring Single Sign-on Access in Identity Manager” (£ Identity Manager it & B 5 &
FineED .

JB %) Identity Applications

BZE Identity Applications Zf&, 1555 E RSN Tomcat #1 ActiveMQ AR 55 -
systemctl restart netig-tomcat

systemctl restart netig-activemg



Identity Applications BB &A1 B ;X EEIN
EBCE AR 1E A 1dentity Applications B, HEEIATEL.

o HERETREY, ZEEFSBHEXHEAZEXER. XEXHEEEXENEENE
2. BLE Identity Applications SME G, NEEMMRXLHEXHFSFHBEFELZEMNE.
AEREERES, AJLLUEEREBREENESANEINH. AT I XHESE X EIBEERNEE
MHER, AhERZREIEEREREXHBEREMNE.

o (FIFRTME) ZEEIT Identity Applications, WFEIFE LR 4 Identity Reporting FIE T

Rss, HBEREMHFESEHE. i, THIECE Identity Applications, W{EREWBIFHITE
it

o RBEEETERUTESIZE, BPAEEHIE Identity Applications:

o HHIRE RERBLER Identity Manager BRENFEF o
» EFRAENREE LB Cookie. BIREA T Cookie, NAREFEAEIER.

+ DSR4 Identity Applications F1 SSPR ZEEARRIARS 2R L, WA CN 9 Identity
Applications B SSPR AJ{ZIEH S A\ 2| Identity Applications fR 5525 cacerts .

A B BRI R B TR
AHRBABRBITHIFEER BT NHITHOTIIMNCESBRIEXER. L, XTHTR
MTEEGE, UREBHERERNEEESRN—LER.

It R EIEATRED:

o BBIBEVERSIRSNFZFELE M Identity Applications WIEEHE 7 (55 92 T1)

o CIEBHEEWERRSZIRENIERF 7 (5 93 T1)

o ORI BEXBMHRI R " (595 T1)

o CRMBANEEIEFESF " (F 9770

o EEEFEENER SSLARBIERXNTIEIT” (9871
WMR—NHZNIREIIZF LI T HLUERERN S, 523 (NetlQ Identity Reporting Module

Guide) (NetlQ Identity Reporting Module $§Fa) 8] “Troubleshooting the Drivers” (3RENFERF
EiE) .
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https://www.netiq.com/documentation/idm45/reporting/data/bs5bqb3.html
https://www.netiq.com/documentation/idm45/reporting/data/bs5bqb3.html
https://www.netiq.com/documentation/idm45/reporting/data/bookinfo.html

AR EE AR SR B2 FEC B 9 M Identity Applications Y5
iz

Z{ Identity Applications 5 Identity Reporting IEEEC&IE1T, W% DCS RENEFECE AT
¥ OAuth .

AR
o (REAEIFMERBFERT Identity Reporting BY, A FERRHBE DCS WHNTEFF-
o MREREPEET 1 0Cs |apizhr, Wbt B8N ERENIEFTTRIAT SR

1 3% Designer.
2 7E Designer FITHEHIINHE
3 (MIBERME) WRIERKRSG DCS WEIEFAR B ZIFAEIMEFRA, BERATES

IR

3a TE&HHHY DCS RaNFZFIGAMERF -

3b FIZIBAMEF I IRENEIAR S5 28 LRV IRAMULE

3c &R, FEEERTEREBHERF RPV BRI E, REESITUTHL:
rpm -Uvh novell-DXMLdcs.rpm

3d ERTNEMNE

3e 7 Designer 1, THIRERRIIFMANEIERERSZEMNE. MRFE, BFRER
A, REHME.

3f 7£ Designer P EIPEH EZ ) DCS WENFEF .
4 ERMIEF, AREE DS RHIERF, REEEFEM.
5 P& “INIEFIE .
6 REWEFSHIRTF,
7 BEREREESY, REEEETR.
8 B sso fREEHE, AREEER.
9 3#EE Identity Reporting Y IP it Fniw .
10 #5%E SSO FRFEFimAIOL. BIAOL A driver.
11 BFVH, REREEHE.
12 7ERIEENEF, 8 EE ocs B, AFEREFERERF > &
13 BEHRE.
14 HIMREEF ) DCS Wiz FHIiRRAT, BEE.
15 BEHiE.



TR BRI AR S5 ENTE

ERMRELBFMEECES, BLITHBBIRERERSZRNIERT.

1
2
3
4

7

%3R3 Identity Consoles

7£ DV ETEEEMGAT, R BURWE RS IREIERF 7 HEE ISR RAE S .
ERERDSES, EENFHETE.

EFEESHEXEBNALR, REEEEF.

AR IBRIREAURFE/LSMWEE, BABRTENEIEE. FSLFRIHIRET
REBH#ET—5.

FFEBEET

R idmrpt_identity %EI idmrpt_acct T2 (RSB EFSHMKFHEXES) FEIUL
TREMER:

Ele Edit W¥ew Tools Help

el : | Mo limit -
identity_id  First_name last_name middle_initial full_name job_title department | location email_addres office_phone cell_phone
[PK] characte character varying(128) character varying(12 character var character var character var character var character var character var character var character var
1 M Allison Elake Payroll Mortheast pfredrickson@r (555) 555-1222
2z 05F6al2667734 Med MNarth Senior Physician Mortheast pfredrickson@r (555) 555-1211
3 1282ce7c69ch Fred Stats Purchasing Adm Martheast pfredrickson@r (555) 555-1230
4 13bdsbadfo494 Kevin Chester Benefits Adminis Mortheast pfredrickson@re (555) 555-1221
5 13Faf9066E584E Ken Carson Attending Physi Mortheast pfredrickson@re (555) 555-1315
[ 1c886916cfd24: Jane Srmith Administrative A Martheast pfredrickson@r (555) 555-1234
7 1ebesfebe? 36 Application Administrator OF Sample Data
8 24FdBb301beed Bill Burke Administrative & cn-oct pfredrickson@re (555) 555-1210
a 27E698aacechd April Srmith Murse Martheast pfredrickson@r (555) 555-1319
10 |2dadfe9s1blct Brad Jones Resident Physici Mortheast pfredrickson@re (555) 555-1313

7E LDAP J3TEs, RITRIIZREEHRM T X DirkML-Associations BFILA TSR :
o MTFBMNAF, KEREESUTEENESR:

File Edit View LDIF Help
B %R & b o »~ P T &&
§ [J ou=users ~| 4] Attribute |value
o [ cn=ablake ' employeeType ft
o 7 en=achung _ACL GRentritcn=kearson ou=users, ou=medicalidmsample o=novell#loginScript
o 3 en=apalani ACL BRentr#cn=kearson, DU=USers,0u=Ir -idmsample o=no printJobConfiguration
cn=Data Collection Sewvice Driver,cn=TestDrivers o=novell#1#C53ADDE7-0B18-4D02-9482-67TD0D3ACS180B
o [J cn=asmith L e
o= [ en=aspencer BINARY (2KE)
o ] cn=hbendar :|srnrvfahooiMAddress kearson
o 9 en=hhrown _' objectClass inetQrgPersan
o [J cn=hhurke | objeciClass organizationalPerson
o [ cr=hjenner ohjeciClass Person
o 3 en=hjones objectGlass ndsLoginProperties
o 9 en=chlack objectClass Top
objectClass sreprvlUseriux
o & en=ccentral objectClass SreprvEntityAun
o [ en=enano ohjectClass homelnfio
o [ cn=esuro “lobjectClass samplelserDeviceALx
o [ cn=fstats |ampnGroupw selAddress test
o [ cn=jhrown H emploveeStatus Artive
o [ cn=ikelley “|costCenter Us11115
o 3 cn=jmiller ou madmal. )
P secutiyEquals cr=Medical Operations ou=groups,ou=medical-idmsample o=novell
o [ cn=jsmith g
o 9 enejwest '. securiyEquals cn=Fhysician ou=groups,ou=medical-idmsample o=novell
#uid kearsaon
= [ en=kearson “|mail plredricksong@novell.com
o [ en=kehang “len kearson
o= [ en=kchester i|passwordAllowChange TRUE
o [ cn=kkeller H sampleDevice DN cr=kearson-laptop ou=devices ou=medicalidmsample,o=navell

TEREENRELE 93



s TENMHE, RESEEIUTEENESR:

¢ 3 ou=groups |eguivalentTome ch=jsmith,ou=users ou=medicakidmsample o=novell
o= 3 en=0perations | equivalentToMe crn=jkelley,ou=users ou=medicakidmsample o=naovell
o ch=lT |description Operations
o= T ch=HR HobjectClass groupOflames
|objectClass Top

o= 7 cn=Medical Goerations

o 7 enePhyeicia gn:Datt.a Collection Senice Driver,cn=TestDrivers, o=novel#1#01 630E4 4-6AF C-4676-DOAZ-44GE5301F CEA
Jen perations
o [ ch=Hursing |rmember ch=apalani,ou=users ou=medicak-idmsarmple,o=novell
o [C] ch=Phatrnacy |rnermber ch=Tstats, ou=users ou=medical-idmsample,o=novell
% CJou=users member ch=rresource,ou=users, au=rmedical-idms ample,o=novell
o [ en=ahlake |member cn=jsmith,au=users ou=medical-idmsample,o=novell
& [ eh=achung |member cn=jkelley,au=users ou=medicakidmsample o=novell

8 MR idmrpt_group RPFMBIEE LEXUTUTER:

group_name group_desc | dynamic_gro dynamic_rule nested_grouf idmrpt_valid_from idmrpt_deleted idmrpt_syn_state
character var character var boolean character var boolean timestamp without tin boolean smallint

Pharmacy Pharmacy FALSE FALSE 2010-07-07 21:28:11 FALSE 1

T Information Tec FALSE FALSE 2010-07-07 21:25:11 FALSE 1

HR. Human Resouro FALSE FALSE 2010-07-07 21:28:11 FALSE 1 %

Physician Physician FALSE FALSE 2010-07-07 21:25:11 FALSE 1

Operations Operations FALSE FALSE 2010-07-07 21:25:11 FALSE

Medical Operatic Medical Operatic FALSE FALSE 2010-07-07 21:28:11 FALSE 1

Mursing Mursing FALSE FALSE 2010-07-07 21:25:11 FALSE 1

FRFEREMEANER, URATHRBERHSHERRELANFE. I, ELS
BRARETEEH. WREANRIE User Application REWIESUBRFRITR, MELIK
%5 (idmrpt_syn_state) ATAESIRER 0. itn, MBEEHRFEMTAA, FAMKTIBIE
g, M4, WEFRESRERNO.
9 (FIR) K THIRPIEKIE:
¢ idmrpt_approver
¢ idmrpt_association
¢ idmrpt_category
+ idmrpt_container
+ idmrpt_idv_drivers
¢ idmrpt_idv_prd
+ idmrpt_role
¢ idmrpt_resource
¢ idmrpt_sod
10 (AE) #EG idmrpt_ms_collect_state RIMERBEE1T. ZRETEXTE RGN XK
HEFHBIFERERSER.
RO EBXAZTERGHIT T WL REST in VIR . R, ZRABEEMIT, BA
G R B IR F R &R T 72



xS B B X RIEAMXTRA S FF

R AT BRI SR AR SR ENIEFHTIE, EHEEMRBABRTRAKBUEERNEE
XEMEWRINEE. Alt, EFEEEBIRRERSZRNIZEFIIER. EEUTERIENL
B AW REL, MESESMBERLERM. ELESMBREHRT, EBIRWERS LR
//J\\j]u EIJE |“:1Eﬂ:l]5('f%

RN B EXBIEMI R, BFEREXRS, UEHETRUBHMMRER. UL
THEREA X RYKMBHER SR RIESHERIE:

¢ idm_rpt_cfg.idmrpt_ext_idv_item_v

¢ idm_rpt_cfg.idmrpt_ext_item_attr_v
PR BRI ER:
“HIENIEFRREAERYT RIR 7 (89571
o “EOEREEEPZFRAUER " (596 T1)
o ‘OB REBRLRMT BEM 7 (5896 T1)

BERNIEFECE AERT BRER

AT RBB MR MBI B IR ER ST RSk . RN RIB R, FFL
R RGIEr/RERET GUID (subscriber 3 sync) FIXFE IS  (subscriber /3 notify) :

<filter-class class-name="Device" publisher="ignore" publisher-create-
homedir="true" publisher-track-template-member="false" subscriber="sync">
<filter-attr attr-name="CN" merge-authority="default" publisher="ignore"
publisher-optimize-modify="true" subscriber="sync"/>

<filter-attr attr-name="Description" merge-authority="default"
publisher="ignore" publisher-optimize-modify="true" subscriber="sync"/>
<filter-attr attr-name="GUID" merge-authority="default" publisher="ignore"
publisher-optimize-modify="true" subscriber="sync"/>

<filter-attr attr-name="Object Class" merge-authority="default"
publisher="ignore" publisher-optimize-modify="true" subscriber="notify"/>
<filter-attr attr-name="Owner" merge-authority="default"
publisher="ignore" publisher-optimize-modify="true" subscriber="sync"/>
<filter-attr attr-name="Serial Number" merge-authority="default"
publisher="ignore" publisher-optimize-modify="true" subscriber="sync"/>
<filter-attr attr-name="sampleDeviceModel" from-all-classes="true" merge-
authority="default" publisher="ignore" publisher-optimize-modify="true"
subscriber="sync"/>

<filter-attr attr-name="sampleDeviceType" from-all-classes="true" merge-
authority="default" publisher="ignore" publisher-optimize-modify="true"
subscriber="sync"/>

</filter-class>



B EBIEEDRIZFRF A

MREGHEEMNRESEBIBEEPRBIRFUIA, MEZES _dcsName F _dcsDescription 71—
MNERRETTREE . 12N E RS RS S AF 3T R L BRI X B E 75 5l AR & 2
idmrpt_ext_idv_item.item_name F idmrpt_ext_idv_item.item_desc ¥, NRERNIMPNELES
HE%, BMIFEFRE|FER idmrpt_ext_item_attr B,

4

<attr-name class-name="Device">
<nds-name>CN</nds-name>

<app-name> dcsName</app-names
</attr-name>

<attr-name class-name="Device">
<nds-name>Description</nds-name>
<app-name> dcsDescription</app-names>
</attr-name>

THEZ—MAERBEEF XL RFBMHERN saL =f:

SELECT

item.item dn,

item.item name,

item.item desc,

attr.attribute name,

itemAttr.attribute value,

item.idmrpt deleted as item deleted,

itemAttr.idmrpt deleted as attr deleted,

item.item desc,

obj.object class
FROM

idm rpt data.idmrpt ext idv item as item,
idm rpt data.idmrpt ext item attr itemAttr, idm rpt data.idmrpt ext attr
as attr, idm rpt data.idmrpt ext obj as obj
WHERE

item.object id = obj.object id and itemAttr.attribute id =
attr.attribute id and itemAttr.cat item id = item.item id
ORDER BY

item.item dn, item.item name

[ 8 MBI REERMIT REM

MRENBHESRMEIBERWERZIRNFEFAITES RS, BREXBEE] XML S
f# (IdmrptIdentity.xml) FERERIERE, MALKKE idmrpt_ext_item_attr RAPIEFTH 4
3P{E, F1E idmrpt_ext_attr FHARM—PNEMSE.

THR SQL REIERT XL REM:



SELECT

acct.idv_acct dn,

attrDef.attribute name,

attribute value,

attrVal.idmrpt valid from,

cat _item attr id,

attrVal.idmrpt deleted,

attrvVal.idmrpt syn state
FROM

idm rpt data.idmrpt ext item attr as attrVal,
idm rpt data.idmrpt ext attr as attrDef, idm rpt data.idmrpt identity as
idd, idm rpt data.idmrpt idv_acct as acct
WHERE attrVal.attribute id = attrDef.attribute id and idd.identity id =
acct.identity id and attrVal.cat item id = acct.identity id and
cat_item type id = 'IDENTITY'

B,%Tfﬁ)f'i#?‘kblwl\, TR AL T R BT IR R R PR RE M, AERIEEPERX
EREE:

+ nrfRole

+ nrfResource

==
¢ BNEn

I ZEMZRISIEMEXT organizationUnit.  Organization 1 Domain HISZ 3. SE5HY
1£ idmrpt_container_types Zk P43,

o 4
+ nrfSod

A[ LS idmrpt_cat_item_types.idmrpt_table_name 3ll, KT BBRMEERXRRIARITRZ
B R KBk, HEFFEIR AN idm_rpt_data.idmrpt_ext_item_attr.cat_item_id FIZEIZRBI R FTHIE
g,

/mﬂm%/“[EME ;EE?%

BIEWE IR SSTEEE (NOVLDCSSCPNG) A E & ZNIREHIEFEMZ A HIBINER S IRENIZRF
R ZE R G M K IREFE R B Al IR IR B S N Eh7S e B ThAE

AREZHERREZR, BEEREEEE LR ZENBBRERSENEFNAR. &
FEEREFEUTHREBZ—:

s ER EiEFHSRILMARER, BHMIRIEFENTHERIN. TERIBEWERSE
HIEFFREB IE R A EN SRR S, Y%T%—AY%A&%TﬁEFEAIW
s XERIEFIARSBESNERIEFE, MABLHBEMNER. B, RERREWE
RS IEFEREZRNIEFAENENRNIEFEFEIT, BN, FAXMIRNIERF

SIMNBIHIRE T = L X BIBIRIERSS -
+ BEX fKITERRBESCEEAN. H—aReERAMENIZFE, R EAIRs)

BFIRAEXRME B EERYR, BWAANEECERN. BESCCERSHE
hRIZEIZEMNBR FREIBFHFNFIANE CRAMIHER) .
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RENTHANRELEEFLAATECES:
o BMRERERFRANEHIEFENSHE: TRIER, EFFEENEH, Eitkt
¢+ ITREREAFRNEHEFENFRE: W THIER, BEEEFEUATIESEN:
+ HfR Identity Manager RS ZFEFEBENPWERENFF BT XHNER.
o JTFRER, ERFEENEE, B, BEArERECES
¢+ ZNRBEREREEIRIEFENSRE: LWHEREAMEKREE:
s MERSHBEEENPRELENFIAIXHNER.
MTHAE, BEEEFEUTESEN:
o BEENGEE, URBZA DCS Bz FA R —INE K.
o WEEERA DCS Bz ERETCE .
o BEEE— DCS WaniZFIEEEERFNIER
o WEEBHEMRE DCSs REIiEFEE AR ERNIZF -
s TERSHBAGFEENTVRERENRBETXHER.
AL E FERMATEEAIER -
o NN ERIRRITE 57X (KA —7 1dentity Manager ARS8 71
HERERAT, BEEERATESEN:
o BEENEHE, URBEZA DCS REiizFAIER—INE K.
s WEZEHEFRE DCS EahizF LR ETEEE.
o IWEERA DCS RENZFEREL B AT EIRhiZF .

o NMNFWERIBEIERE X A EKA—7" dentity Manager [R5 F (L sy
XHE % Identity Manager RSS2 E R0 -

HELRBFERAT, BEEZEREUATHESEN:
« FEENEE, U%RBEE DCS Rtz FAER—IE .
+ WEREAENA DCS EREF LR ETTREE.
+ BEBREA DCS WnizFFERECE B E X BT -

BEEATIENIEFEXBESCEERN, HZoAEWZETAMERN

WHIRENFEFECE AERA sSL ERPEER TIEBIT

FELUERERIEITH, SR SRR ERSEIZEFZE RGN XRNIEFEE AER
SSLe ATRMAXFENIEFEE AL sSL ERERR TBITHEER.
ZERATAGEHRAZTE RGN X BIEFEE SSL, IHMITLLTME:
1 7£ Identity Console R Bl| RS 2F1EH .
la 7E eDirectory T, BHIFHEE > REF[FILPEE.
1b FEBRETZEREMKENIEFRIRSH/ANR, FHFEHESP.



1c FREUEBHER.
1d EFIRENERE, REREET—H.
le BHZEM, REEEHEH.
2 {§H Identity Console S ARFEEIEPR .
2a 7t eDirectory v, BHIEHERE > REJ[IEPEE.
2b EFELE L (5 9871) HEEMIER, RERESH.
2¢ FEIERRES, RFIZIEBHETR.
2d WIRSELALFAZEHACIES.
2e HIANOS, REELET—%.
f BHEGFESFHAEE, HRGFSH pfix iEB.
3 PR 2 (B 997 FEHM pix IEBFA Java BIAFMHEX.
3a £ Java FEMIRY keytool. EAJRER IDK 6 3 B S hRA .
3b ERLRRFLHMALUTHE:

keytool -importkeystore -srckeystore pfx certificate -srcstoretype
PKCS12 -destkeystore Keystore Name

52N :

keytool -importkeystore -srckeystore cert.pfx -srcstoretype PKCS12
-destkeystore msgw.jks

3¢ ERGHIRRIMAOS.
4 fEH Identity Console 1§ % & R G M XK I IZFAC B 122 A E A ZIAFIEEX
4a 7E£ DM EEH, BHEEAFERGEMXENIEFHIRINIZFE.
4b BEHTZERGNXERIEFERFHERILE.
4c BEHREANIEFSH THISKE,
4d E;&Eﬂﬁiﬁiﬁiﬁibﬁ-ﬁ‘l‘, REERTHEESY, FEEFREENRER
mi2 .
de MINBPFREXXHHTEREMNOS.
af IREHERTENIEF
5 f£F3 Identity Console Y #HEU SRR ZIRThIZFFEC BIE e A E M B AFMEX.
5a 7£ IDM EEG, BEESHEEERSZRNIZFRIENIZFE.
5b PHHIEERSEEEFBERHEREREFLE.
5c BEEFEFSHTRRE, A REER RIS,
5d AZERGNCEMTE T, BEZERGMARNEFLEEXNRER “TIR ",
Se MAEAFMXWTERE. OSUREDSE 1c (£ 9971) FIHEENHZ.
st REFHERINEIEF
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BCE Identity Reporting

& 4% |dentity Reporting f&, NRAILMERIFZREKEMN. EHITEN, BEITREEH LA
2 (configupdate.sh) 3.

RIEABRETLRENT Identity Reporting MEMIRE, EAMEBE) Tomeat A REFEE I E
. {BRZ, 7£ Identity Reporting B Web AP A EH#HITEN G, WAEEERTNARES

o I BRBEBWERS ” TEPFEAMEHEIR 7 (8 100 51)

+ “%f Oracle IEEZITHRE ~ (5 100 71)

o “FEIERBIBENE ” (5 100 71)

+ “EBE Identity Reporting Y REST API” (5 105 T1)

o “YEIEIRTE Remote PostgreSQL #IERE ” (&8 105 71)

.

“Identity Reporting (R FEFXE ” (5 106 71)

7 “ SR EREBERRSS 7 STE P FRIARMERER

*

%3 Identity Reporting N &% -
BHEEEE.
BEFM.

FERMEEFESEED, BdATE X FI5E PR iEigd.

1%+ IDMDCSDataSource

BERE,

X Oracle BURFEIZI TR S

Identity Reporting AT 1L 1&$t X1IE 42 Oracle BIBREEITRS . FHIRIZIT Oracle BIBERIAR =5
77 ojbc8.jar X

F R B IEENE
EUEREEFIERBBENE, EXNEHEIEERNITTIIEREC—:
o “41%F PostgreSQL #IEFEBL & Create_rpt_roles_and_schemas.sql 4N ” (&8 101 71)
o “%t%F Oracle B4 ZEMRC & Create_rpt_roles_and_schemas.sql N2 ” (58 101 1)
o &3 MS sQL #IREERCE Create_rpt_roles_and_schemas.sql 49 ” (&8 103 71)
o EMREIBERIG 7 (5 104 T1)

o U A w N e



£1 %} PostgresQlL #IEEEACE Create_rpt_roles_and_schemas.sql &

1 EFAALF c:\Net1Q\idm\apps\IdentityReporting\sql FHY
create dcs_roles and schemas.sqgl #l create rpt roles and schemas.sql

saL, ¥ ENABRMEIBEES.
2 A postgres Fl P &9 &5 PGAdmin.
3 BITEIHTE.

4 E@]L Create rpt roles and schemas b | Create dcs roles _and schemas J‘lﬁ%,

B L QLR MAAEHEIBETR, AETHEENRRENTHS.

5 Z6## DM RPT DATA. IDM RPT CFG #ll IDMRPTUSER B, 1BIRAERINFNITIAT
Wl

Select CREATE DCS ROLES AND SCHEMAS ('<Set pwd for IDM RPT DATA>', '<Set
pwd for IDMRPTUSER>') ;

Select CREATE RPT ROLES AND SCHEMAS ('<Set pwd for IDM RPT CFG>');

5040, 4NSR IDM RPT DATA, IDMRPTUSER F1 IDM RPT CFG BY4 %3 Bl2 password.
password1 # password2, MIEAFIMITIU TS :

Select CREATE DCS ROLES AND SCHEMAS ('password',6 'passwordl');
Select CREATE RPT ROLES AND SCHEMAS ('password2') ;

6 J% C:\NetIQ\idm\apps\IdentityReporting\sqgl ':F' get formatted user dn.sqgl

MAREFIZERT RS, RENEZNBEERITXLSGS

IR RN BEERNEN B IRTLEFE L, LAFIRM
get_formatted user dn.sql BR¥. WNREXTHIBENE O EETUEEF LA ED,
REIZRF LI E R B IREE .

£1 %} Oracle HIBEEHRL E Create_rpt_roles_and_schemas.sql {2

1 UBEEEE R AP 5% 3% saL Developer,

2 flJ}# create rpt_roles and _schemas, FEARFLLT saL B E#IZ] sQlL Developer,
FE 3 E R EIREITIX LKAD
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alter session set " ORACLE SCRIPT"=true;

CREATE OR REPLACE PROCEDURE create rpt roles and schemas (
idm rpt cfg password character varying)
AUTHID CURRENT USER
AS
cnt number;
BEGIN
/* Create user IDM RPT CFG if it does not exist */
select count(*) into cnt from ALL USERS WHERE USERNAME =
'IDM_RPT CFG';
IF cnt = 0 THEN
execute immediate 'CREATE USER idm rpt cfg IDENTIFIED BY ' ||
idm rpt cfg password;
DBMS OUTPUT.put line('Created user idm rpt cfg');
END IF;

/* Grant rights to the idm rpt cfg user */

execute immediate 'GRANT CREATE SESSION, CREATE TABLE, CREATE VIEW,
CREATE PROCEDURE, CREATE SEQUENCE, CREATE TRIGGER, UNLIMITED TABLESPACE
to idm rpt cfg';

DBMS OUTPUT.put line('Granted rights to user idm rpt cfg');

execute immediate 'alter session set " ORACLE SCRIPT"=true';

execute immediate 'alter session set " ORACLE SCRIPT"=false';
END;

/

exec CREATE RPT ROLES AND SCHEMAS ('Novelll23');
/

alter session set " ORACLE SCRIPT"=false;

/

URGRARPBMESR, SAERIE create des roles and schemas, FERIFLAT sQlL
AR EHIZ] sQL Developer, H X HEZHIBIEENITIX LA :

alter session set " ORACLE SCRIPT"=true;

CREATE OR REPLACE PROCEDURE create dcs_roles and schemas (
idm rpt data password character varying,
idmrptuser password character varying)
AUTHID CURRENT_USER
AS
cnt number;
BEGIN
/* Create user IDM RPT DATA if it does not exist already */
select count (*) into cnt from ALL USERS WHERE USERNAME =
'IDM_RPT DATA';
IF cnt = 0 THEN
execute immediate 'CREATE USER idm rpt data IDENTIFIED BY ' ||
idm rpt data password;
DBMS OUTPUT.put line('Created user idm rpt data');
END IF;

/* Grant rights to the idm rpt data user */
execute immediate 'GRANT CREATE SESSION, CREATE TABLE, CREATE VIEW,
CREATE PROCEDURE, CREATE SEQUENCE, CREATE TRIGGER, UNLIMITED TABLESPACE



to idm rpt data';
execute immediate 'GRANT CREATE PUBLIC SYNONYM to IDM RPT DATA';

execute immediate 'GRANT SELECT ON DBA SEGMENTS TO IDM RPT DATA';

DBMS OUTPUT.put line('Granted rights to user idm rpt data');
/* Create user IDMRPTUSER if it does not exist */
select count (*) into cnt from ALL USERS WHERE USERNAME =
'IDMRPTUSER' ;
IF cnt = 0 THEN
execute immediate 'CREATE USER idmrptuser IDENTIFIED BY ' ||
idmrptuser password;
DBMS OUTPUT.put line('Created user idmrptuser');
END IF;

/* Grant rights to the idmrptuser user */
execute immediate 'GRANT CREATE SESSION to idmrptuser';

execute immediate 'GRANT SELECT ON sys.all tables TO idmrptuser';

DBMS OUTPUT.put line('Granted rights to user idmrptuser');

END;
/

4 Z6J#& oM RPT CFG AR, HHITUATHS:
begin
CREATE RPT ROLES AND SCHEMAS ('<Set pwd for IDM RPT CFG>');
end;

f54an, 405 1DM RPT CFG HYAS & password, MIEHTHITIA TGS :

begin
CREATE RPT ROLES AND SCHEMAS ('password') ;
end;

5 3% c:\NetIQ\idm\apps\IdentityReporting\sqgl A get formatted user dn-
oracle.sql FIRAEHIZ] sQL Developer 1, SRAEINERMBBEIITXLH S,

AR RS BIRENENEIRDUEFE M, YMFENIE get_formatted user dn-
oracle.sql EREURMEIEKIEE . MR BIBENEZQZRATUAFEIARER), REE

FF 8t R BUR B B4R B

% MS sQL ##EERL = Create_rpt_roles_and_schemas.sql &

1 iﬂffde1ete_create_dcs_roles_and_schemas—mssql.sql*ﬂ
delete get formatted user dn-mssqgl.sqglo

2 {#H c:\NetIQ\idm\apps\IdentityReporting\sql HHY
create dcs roles and schemas.mssgl F
create rpt roles and schemas.mssql, B ENAERMBBEES.

3 LUBIREEERE G AP S %R sQL Developer.

4 EfE Create rpt_roles _and schemas #ll Create dcs_roles and schemas yul

iﬁﬂ%czeate_dcs_roles_and_schemas.mssql*D

create_rpt roles and schemas.mssql FEIAZREHIZ] sSQL Developer, AEXTE

MR I TR 2
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5 Z63# DM RPT DATA. IDM RPT CFG # IDMRPTUSER A, HIRAGEMIRFHITILT
PPN
<< :
execute CREATE DCS_ROLES AND SCHEMAS '< X # IDM RPT DATA M4 >', '< &
B IDMRPTUSER [fJI14 >

execute CREATE DCS ROLES AND SCHEMAS '< WH# IDM RPT DATA W14 >', '<#&
B IDMRPTUSER M4 >

6 1% C:\NetIQ\idm\apps\IdentityReporting\sqgl A get formatted user dn.sql

FIRAEFIZ] saL Developer 1, REXIEZRNBBERNITXLESG S,

AR ERE AR A

1 7£ C:\NetIQ\idm\apps\IdentityReporting\sql FIXE|TF .sql .
¢ DbUpdate-0l-run-as-idm rpt cfg.sql
¢ DbUpdate-02-run-as-idm rpt cfg.sql

¢ DbUpdate-03-run-as-idm rpt data.sql

*

DbUpdate-04-run-as-idm rpt data.sql
¢ DbUpdate-05-run-as-idm rpt data.sql
4 DbUpdate—O6—run—as—idm_rpt_cfg.sql
2 ERREERERY
2a %ﬁﬁﬁﬁl .sql 3BT clearchsum &%, 1EE TE—ITHIMEIE N ST ATk

update DATABASECHANGELOG set MD5SUM = NULL;

ERENAENIZEMIAT

kkhkkkhkhkhkhkhhhhhhhhhhkhkhkhkhkhkhkhkhkhkhkkkkhkhkhkhkhdddhhhhhhhhhhhhkhkhkkkkkdkkkkkkhk,dk,**x*%
* %

-- Update Database Script

R R SR SRR E SRR SRR S EEESEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE]
* %

-- Change Log: IdmDcsDataDropViews.xml

-- Ran at: 2/23/18 5:17 PM

-- Against: IDM RPT CFG@jdbc:oracle:thin:@192.99.170.20:1521/orcl
-- Liquibase version: 3.5.1

kkhkkkhkkhkhkhkhkhhhhhhhhhkhkhkhkhkhkhkhkkhkhkkkkhkkhkkhkhkhkhddhhhhhhhhhhhkhkhkhkkkkkkkkkkkhkhk,k,***%
* %

update databasechangelog set mdS5sum = null;

2b UHENHIRARPESNEITED .sqls
3 WEMIRRK B BIEE.



82 Identity Reporting F{ REST API
Identity Reporting ZEREHINEEFEES T ZNA T LI A INEERY REST APl X LE REST API
OAuth2 ThHiSUIHITEE .

1£ Tomcat b, RS 7R Z dentity Reporting BB EIEBE rptdoc war f desdoc wars

PEVEILFE Remote PostgreSQL HHERE

IR IEH) PostgreSQL MIBER KA B MAARSZE L, NEETZTIERIEEN
postgresql.conf # pg hba.conf MHFHEXREIANKE
1 7E postgresql.conf A E it

ERINBER T, PostgreSQL 7210 localhost iE3E, A ARIVFIEFE TCP/IP EIE. ERIFHIT
g TCP/IP EHE, BBUTEERNE
C:\NetIQ\idm\apps\postgres\data\postgresqgl.conf g ==l

listen addresses = '*!
MRRFZFRLFEZNEO, TLIEEEMFTHFEZO.

2 BEPIHEEFRBRME pg_hba.conf XHH,
ZRINESL T, PostgreSQL RIEF 3K HE localhost HiERE. ESIERRIEEE. XBEN
RimEHESIE N RIES], ZAN 2 IFRAAEREARNAOS (mds XBF) FBNEA Pt
WExR. ERTEEEE, BRUTEBRME
C:\NetIQ\idm\apps\postgres\data\pg hba.conf X,

host all all 0.0.0.0/0 md5

f513m, 192.168.104.24/26 trust

XAUEAT 1pv4 btk 33F Ipve Hblik, ERMIATEE:
host all all ::0/0 mds

NMREERVFRBFEME LS AR FPIRITENERE, 1HXA CIOR HitgX7E & E
5 E M4 it
pg_hba.conf XA ZHFFA T & Find EHE .

local database user authentication-method [authentication-option]

*

*

host database user CIDR-address authentication-method [authentication-option]

*

hostssl| database user CIDR-address authentication-method [authentication-option]

*

hostnossl database user CIDR-address authentication-method [authentication-option]
A UE AL TR R ILNFER I8 E P MUK ERS, MAER CIDR KRR :
+ host database user IP-address IP-mask authentication-method [authentication-option]
+ hostssl database user IP-address IP-mask authentication-method [authentication-option]

+ hostnossl database user IP-address IP-mask authentication-method [authentication-
option]
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3 MR mFEiER.
3a = BNITFE Postgresal BRE 2.
3b FRARPBMOSTEERRSEEE.

Identity Reporting R FHE

LR, WREEHIHERMAM A Identity Reporting MINEERIRE T Bk Lk
I, M@ Identity Reporting B PR EFEIAMBIER. ERMEBEEE, ESMBIEER
EI, BEFHM, SABRMNFIFTRHIEE IDMDCSDatasSources

H5, BEBH—X Tomcat FHERBZ—R, UHEARTRABBEEESET.

B5E Identity Manager

BB R EBE LR EE R E VI IRIEIT Identity Manager. B2, MNRKIBEBCENRD,
Identity Manager £ R 35K 90 RGFLEIEIT. f£1X 90 KA E 90 X5, ERERT AT LARUE
Identity Manager. BXI¥MIER, 1SN (NetiQ Identity Manager Overview and Planning
Guide} (NetlQ Identity Manager BEAFIAIXITERE) HHY “Activating Identity Manager”  CGEE
Identity Manager) o

& & Identity Manager 2B {4{F IR O

Identity Manager A {F A Z MmO RKEEE N . X&LimORASERANIERITH. EEF
Identity Manager B {E A RIIR O, EE W {Net/Q Identity Manager Security Guide) (NetlQ
Identity Manager 2 14$85) ®HY “Understanding Identity Manager Communication” (T f#
Identity Manager 1&ifl) .

kind: PersistentVolume
apiVersion: vl
metadata:
name: task-pv-volume
labels:
type: nfs
spec:
storageClassName: manual
capacity:
storage: 3Gi
accessModes:
- ReadWriteMany
hostPath:
path: '/mnt'
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: task-pv-claiml
spec:
storageClassName: manual
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accessModes:

- ReadWriteMany
resources:
requests:
storage: 1Gi

apiVersion: vl

kind: Pod
metadata:
labels:

name:

name:

spec:

identity-engine

identity-engine

nodeSelector:
kubernetes.io/hostname:

hostNetwork: true

containers:

image:
name:

<image namex>
identity-engine-container

resources:
limits:

cpu B n 2 n

memory: 4Gi
requests:

cpu B n l n

memory: 1Gi
volumeMounts:
- name: data

mountPath: /config

env:

name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:
name:
value:

UPGRADE_IDM
IS_ADVANCED EDITION
INSTALL_ENGINE
INSTALL_IDVAULT

IS_COMMON PASSWORD
COMMON_PASSWORD

TREE_CONFIG

ID VAULT PASSWORD

ID VAULT EXISTING SERVER

ID VAULT EXISTING NCP_PORT
ID VAULT EXISTING LDAPS PORT

ID VAULT_ EXISTING_ CONTEXTDN
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name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

name:

value:

volumes:

- name:

ID_VAULT TREENAME
ID_VAULT ADMIN LDAP
ID_VAULT ADMIN
ID VAULT_ PASSWORD
ID_VAULT VARDIR
ID_VAULT DIB

.
ID_VAULT NCP_PORT
ID_VAULT LDAP_PORT
ID_VAULT LDAPS_PORT
ID_VAULT HTTP_PORT
ID_VAULT HTTPS_PORT
ID VAULT_ CONF
ID_VAULT DRIVER SET

ID_VAULT DEPLOY CTX

ID VAULT SERVER CONTEXT

data

persistentVolumeClaim:
claimName: task-pv-claiml



IV 7£ FIPS #2313\ Tl & Identity Manager

Identity Manager FI| B 5 & BE 3R E B A IBFRE (FIPS) BUTHEE K B = E AN MEZPAN=E
REMENREEK, FIPS 140-2 fREA T HEMZEREHISCHEFMIEIR . Bouncy Castle FH—
MBI T FIPS 140-2 Level 1 IATERIFFIR JICA IR IIER . ZIRIIEFRETRABRMZMN
Bouncy Castle FRREMZFREIZFIER . AEENRBUAE FIPS 123X THCE FI#R1E 1dentity

Manager.

R

o SSPR AHF FIPS #2350, BuABUIEIE FIPS SSPRIGBITHHF— AR E. AXIFMER,
1BES 0 (Self Service Password Reset 4.7 Administration Guide) (Self Service Password Reset
4.7 E18457) HAY “Backing Up Configuration Information” (FHECEFR) 0
“Importing Configuration Information” (SAEERER) -

o WRFEFAFEHEEXOSS Tomeat BZAFHEXOSHEE. EEXOS, SN #E
Configupdate LAEF A% (AJik) 7 (B 67701) .

ATET N B AETZE FIPS #2358 TVBC & F1#24E Identity Manager.

s FESE“HFPSHEE JRE” (58 111 T1)

o F 6= “7E FIPS tER THLE Identity Manager 5|2 7 (& 113 71)

s FIEEFAPSERATEERLNRIE" (5 11570)

s B8 E “1£ FIPS #R I\, AL & Identity Applications #l Identity Reporting” (Z8 117 71)
58 9 FE “ 7 FIPS R\, NAL & Remote Loader” (58 121 1)

*

1£ FIPS #23\, NBC & Identity Manager 109
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79 FIPS Bt & JRE

E 39 BCFIPS (Ut AR EL E JRE, HHMITIATHRIE:

1 4% BCFIPS.jar MHARME Java LERIZ,
FREEHY BCFIPS 3TN
¢ bc-fips-1.0.2.4.jar
¢ bepkix-fips-1.0.7.jar
¢ bctls-fips-1.0.18.jar

2 B <jre WA >/1ib/security BER TH java.security X, Hi&E BCFIPS ENX
B Java RZEE % .

EXARYGEERE T, M <jre RHEFE >/conf/security/java.security FTHIEE Web &
2REY JRE B9 LIRS . KBRS RWMBFIIR, IREMBUARMER, REWTER
BRI AYI
¢ security.provider.1l=BCFIPS
¢ security.provider.2=BCJSSE
¢ security.provider.3=SundSSE
¢ security.provider.4=SUN
¢ security.provider.5=SunJCE
WIIERE sunJSSE RHEFER (Java 11), EJ OSP MU E A EIE B EHEXMNEERERN
TrustManager L. FRT X RERMIEFHITER I, TRLIUER BCFIPS JSSE
KeyManager LI, XMLEMFEZE A Sun XIMPEFERE, S EE—EEE LM
B FIPs EZHAEEKRBEM. ALk, 1B java.security HEILATIT:

ssl.KeyManagerFactory.algorithm=SunX509
B HRAL

ssl.KeyManagerFactory.algorithm=PKIX

F, BRFERRIBRSSLA TS BiX. XZE M, TLSv2.0 ZATHY SSU/TLS AR FHEE
7£ BCFIPS CtiiRA T A AT . ERERIAEE, 153K F jdk.tls.disabledalgorithms i,
f504n .

jdk.tls.disabledAlgorithms=SSLv3, RC4, MD5withRSA, DH keySize < 1024, \ EC
keySize < 224, DES40 CBC, RC4 40, 3DES_EDE CBC

1% TLSv1 FA TLSVL.1 S RmMEIFI R

jdk.tls.disabledAlgorithms=SSLv3, TLSvl, TLSvl.1l, RC4, MD5withRSA, DH
keySize < 1024, \ EC keySize < 224, DES40 CBC, RC4 40, 3DES EDE CBC
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A TLSv1 A0 TLSv1.1 A E2IEHIZK, (BEXHERILUE R E OSP B2l B £ ER RN EZFF TS vil
S E{RARARIARSS (a0 LDAP) BT INANEAFFLARIEEIRINE . ZEREIR TLS AR KIS
EMEERFIEME, HETLUIERZIEARIBRE.

7EFE: eDirectory 8.8 (HERMA) TEE5RE LDAP —{FH, EREMNZFFTLSv1.0. T
REFEHAZ2 LDAP, N|wAfER eDirectory 9 i ESRA. F—HEUERIEKNEIANZHE
fiEX 2B, X F| keystore.type=jks B keystore. type=pkes12 1T, FEHEXA
keystore.type=bcfks,
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1£ FIPS 23\ AL E Identity Manager 5| &

£ Identity Manager 5|2 FECE FIPS BN 2 AI, NEREFLTHRATHESZITE:
s ERRAREMILE, BHRFLLT jar XHMA C: \Net IQ\Common\JRE\1ib XK :
¢ bc-fips-1.0.2.4.jar
¢ bepkix-fips-1.0.7.jar

¢ bctls-fips-1.0.18.jar

AR BN maven & FE T8 LR jar 304
+ bc-fips (https://mvnrepository.com/artifact/org.bouncycastle/bc-fips)
+ bcpkix-fips (https://mvnrepository.com/artifact/org.bouncycastle/bcpkix-fips)
+ bctls-fips (https://mvnrepository.com/artifact/org.bouncycastle/bctls-fips)
s BUATERMBETES:

IS_FIPS ENABLED=true

BC FIPS VERSION=1.0.2.4

JAVA OPTS =" -Dorg.bouncycastle.fips.approved only=true -
Dorg.bouncycastle.rsa.allow multi use=true"

CLASSPATH=C:\NetIQ\Common\JRE\1lib\bc-fips-1.0.2.4.jar

IR EiBidis0 636 58] dxemd, 157 LDAP i EF /S SSLECIEH .

HRIELR
1 S5fn% c:\NetIQ\Common\JRE\conf\security K.
2 Z19 java.security .
3 PUTUU T BRMEE java. security S
3a #EFHFH List of providers and their preference orders, ;EIFFIETBIN
BREER, ARRMLATI:

security.provider.1=BCFIPS
security.provider.2=BCJSSE
security.provider.3=SunJSSE
security.provider.4=SUN
security.provider.5=SunJCE

3b #ZEFFFH ssl.KeyManagerFactory.algorithm=Sunx509, FE;¥EiE, RER
AL TR :
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4
5
6

10

11
12

ssl.KeyManagerFactory.algorithm=PKIX

3c EFF jdk.tls.disabledAlgorithms, FIF TLSvl. TLSVLI.1RMBIFIR S,

f51%n, jdk.tls.disabledAlgorithms=SSLv3, TLSvl, TLSvl.1l, RC4, DES,
MDS5withRSA, DH keySize < 1024, \EC keySize < 224, 3DES EDE CBC,
anon, NULL

3d EFHFH keystore.type, HEFRFE, RERMATI:
keystore.type=bcfks

E%ﬂﬁﬁuC:\NetIQ\Common\JRE\lib\securityjzﬂ#gzo
&1 cacerts X
ATEZHREMERE, FEEAUTHIE cacerts XHFHE#RA befks 183K

keytool -importkeystore -srckeystore cacerts -srcstorepass changeit -
srcstoretype JKS -destkeystore cacerts -deststorepass changeit -
deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

4 ¥ cacerts befks XHE, MPRERE cacerts, RBTFiZ cacerts befks B
/9 cacertso

& 3| Identity Console,

%) IDM Administrator, BEIEFNFEFER | RIEXH,
SMEIEzIEFERY > WiEFELRE > Java FFESH.
£ IV ETT AL TAE :

Djavax.net.ssl.trustStore=C:\NetIQ\Common\JRE\lib\security\cacerts -
Djavax.net.ssl.trustStorePassword=changeit -
Djavax.net.ssl.trustStoreType=BCFKS

gk Y pama.
E 2 &) eDirectory.

1£ FIPS #23X BL & Identity Manager 5|2



£ FIPS 1R\ T E B H KR

==

£ Identity Manager R RIE ERCE FIPS BN Z A, NEELATHRIATEZITIE:

. ERBRARSHEBOERT, BHBERE. KL% contio XHRHER— I EH
B 3.
. 1%211:jaerF?ﬁﬂ)\C:\NetIQ\IDM\FanoutAgent\libjZ?#;E:
¢ bc-fips-1.0.2.4.jar

¢ bepkix-fips-1.0.7.jar

¢ bctls-fips-1.0.18.jar
s BUTERMBIMEZES:

IS_FIPS ENABLED=true

BC FIPS VERSION=1.0.2.4

JAVA OPTS =" -Dorg.bouncycastle.fips.approved only=true -
Dorg.bouncycastle.rsa.allow multi use=true"

CLASSPATH=C:\NetIQ\IDM\FanoutAgent\lib\bc-fips-1.0.2.4.jar

HRIELER

1 S5fn% c:\NetIQ\Common\JRE\conf\security K.
2 Z19 java.security .
3 HUTUUT L EERIEE java. security -

3a

3b

3c

HBEFFFHB List of providers and their preference orders, ;FREIEFAEI
BRHEF, ARBRMATIN:

security.provider.1=BCFIPS
security.provider.2=BCJSSE
security.provider.3=SunJSSE
security.provider.4=SUN
security.provider.5=SunJCE

B ZEFFFHB ssl.KeyManagerFactory.algorithm=Sunx509, J§E;¥iE, FHRM
AR :

ssl.KeyManagerFactory.algorithm=PKIX

HEFHSP jdk.tls.disabledAlgorithms, FI§ TLSv1. TLSv1.1 RMNEF|FRAF.

ﬁﬂﬁﬂ, jdk.tls.disabledAlgorithms=SSLv3, TLSvl, TLSvl.1l, RC4, DES,
MD5withRSA, DH keySize < 1024, \EC keySize < 224, 3DES_EDE_CBC,
anon, NULL

EFPSERNTEERBLKIE 115



3d EFFE keystore.type, FEIFEFEME, RERMUATI:

keystore.type=bcfks

4 5fji%| c:\NetIQ\Common\JRE\1lib\security £,
5 %ﬁj\ cacerts X1,
6 I ZPFEMXTHEM jks 18NEEHA betks 18K, BEBITUUTHS:

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\FanoutAgent\config\keystore.jks -srcstorepass changeit -
srcstoretype PKCS12 -destkeystore
C:\NetIQ\IDM\FanoutAgent\config\keystore.jks -deststorepass changeit -
deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

7 Sn%) c:\NetIQ\IDM\FanoutAgent\bin\ XX, H7E startAgent.bat EFHIT
IUTEX:

"$JAVA%" --add-opens=java.base/sun.security.internal.spec=ALL-UNNAMED -
Djavax.net.ssl.trustStore=C:\NetIQ\Common\JRE\lib\security\cacerts -
Djavax.net.ssl.trustStorePassword=changeit -Dkeystore.type=BCFKS -
Dorg.bouncycastle.fips.approved only=true -
Dorg.bouncycastle.rsa.allow multi use=true -cp %CLASSPATH%
com.netiqg.idm.fanoutagent.FanoutAgent !FILENAME! !SERVERONLY!.

8 BExlEENRIEHEERE.
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1£ FIPS 123\, B & Identity Applications
#0 Identity Reporting

£ Identity Manager Reporting # Identity Applications FECE FIPS R 2 Bl, MEEFTHRIUT
AR TIE:

+ FEIZ1T Identity Applications F1 Identity Manager Reporting 2H {4 HI AR 5525 L 15 1E Tomcat AR
%o

o K EEREDALIEFE Identity Manager 512 &% _FH dxemd THE

BRIELER

1 73 FIPS BIE—NXfER. R"fl: c:\fips
2 AR RAPZHIATCH:

Xt MAXHEE
idm. jks C:\netig\idm\apps\tomcat\conf

tomcat.ks

encrypt-keys.pkcsl2

server.xml

ism-configuration.properties

configupdate.sh C:\netig\idm\apps\configupdate

configupdate.bat.properties

3 4% osp-tomcat8-pwd-handler-<versions.jar S&|Z)
C:\netig\idm\apps\tomcat\1lib MK,

4 B5fn%| c:\NetI1Q\IDM\apps\tomcat\bin\ XHFX, HIUTARYEE setenv. sh H:

¢ JAVA OPTS= %JAVA OPTS% -Dorg.bouncycastle.fips.approved only=true -
Dinternal.osp.framework. fips-password=novell -
Dorg.bouncycastle.rsa.allow multi use=true -
Djavax.net.ssl.keyStoreType=BCFKS -
Djavax.net.ssl.trustStoreType=BCFKS -
Djavax.net.ssl.trustStore=c:\netig\idm\apps\tomcat\conf\idm.bcfks -
Djavax.net.ssl.trustStorePassword=novell

¢ BCFIPS JARS=c:\netig\common\jre\lib\bc-fips-
1.0.2.4.jar;c:\netig\common\jre\lib\bcpkix-fips-
1.0.7.jar;c:\netig\common\jre\lib\bctls-fips-1.0.18.jar
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¢ CLASSPATH=C:\NetIQ\Common\JRE\lib\bc-fips-
1.0.2.4.jar;C:\NetIQ\Common\JRE\1lib\bcpkix-fips-
1.0.7.jar;C:\NetIQ\Common\JRE\1lib\bctls-fips-1.0.18.jar;%$CLASSPATHS%

« BE CATALINA OPTS, pEA encrypt-keys.pkcsl2 s encrypt-keys.bcfks,
HIF storetype BA befks

5 SRR, SMF| c:\netig\idm\commom\jre\bin FBITLUAT S :

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\apps\tomcat\conf\idm.jks -srcstorepass novell -
srcstoretype PKCS12 -destkeystore
C:\NetIQ\IDM\apps\tomcat\conf\idm.bcfks -deststorepass novell -
deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
$CLASSPATH

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\apps\tomcat\conf\tomcat.ks -srcstorepass changeit -
srcstoretype PKCS12 -destkeystore
C:\NetIQ\IDM\apps\tomcat\conf\tomcat.bcfks -deststorepass changeit -
deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\apps\tomcat\conf\idm.jks -srcstorepass novell -
srcstoretype PKCS12 -destkeystore C:\NetIQ\IDM\apps\osp\osp.bcfks -
deststorepass novell -deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\apps\tomcat\conf\tomcat.ks -srcstorepass changeit -
srcstoretype PKCS12 -destkeystore C:\NetIQ\IDM\apps\osp\osp.bcfks -
deststorepass novell -deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

java -jar <mount-location>\common\osp\misc\osp-keymanager-6.7.1.jar -
genkeys -keystore C:\NetIQ\IDM\apps\osp\osp.bcfks -storepass novell -
storetype BCFKS -application idm -providerClass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerPath
C:\NetIQ\Common\JRE\lib\bc-fips-1.0.2.4.jar -keypass novell -use
Encrypting, Signing, TLS

keytool -importkeystore -srckeystore
C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.pkcsl2 -srcstorepass
changeit -srcstoretype PKCS12 -destkeystore
C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.bcfks -deststorepass
changeit -deststoretype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

6 W T FAR4UREE server.xml 15!
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<!--Connector port="8543"
protocol="org.apache.coyote.httpll.HttpllNioProtocol" maxThreads="150"
SSLEnabled="true" scheme="https" secure="true" clientAuth="false"
sslProtocol="TLSv1.2" keystoreFile="conf/tomcat.ks"
keystorePass="changeit" maxHttpHeaderSize="65536"
sslEnabledProtocols="TLSv1.2" /-->

<Connector
protocol="com.microfocus.osp.tomcat.http.PasswordHttpllNioProtocol"
port="8543" maxThreads="150" maxHttpHeaderSize="65536"
SSLEnabled="true" scheme="https" secure="true">
<SSLHostConfig protocol="TLS" protocols="TLSv1.2"
ciphers="TLS DHE DSS WITH AES 128 GCM SHA256,TLS DHE DSS WITH AES 256
GCM_SHA384,TLS DHE DSS WITH AES 128 CBC SHA256,TLS DHE DSS WITH AES 12
8 CBC SHA,TLS DHE DSS WITH AES 256 CBC SHA256,TLS DHE DSS WITH AES 256
_CBC_ECDHE ECDSA WITH AES 128 GCM SHA256,TLS ECDHE ECDSA WITH AES 256
GCM_SHA384,TLS ECDHE ECDSA WITH AES 128 CBC SHA256,TLS ECDHE ECDSA WIT
H AES 128 CBC SHA,TLS ECDHE ECDSA WITH AES 256 CBC SHA384,TLS ECDHE EC
DSA WITH AES 256 CBC SHA,TLS ECDHE RSA WITH AES 128 GCM SHA256,TLS ECD
HE RSA WITH AES 128 CBC SHA256,TLS ECDHE RSA WITH AES 128 CBC SHA,TLS
ECDHE RSA WITH AES 256 CBC SHA,TLS RSA WITH AES 128 GCM SHA256,TLS RSA
_WITH AES 256 GCM SHA384,TLS RSA WITH AES 128 CCM,TLS RSA WITH AES 256
_CCM, TLS_RSA WITH AES 128 CBC SHA256,TLS RSA WITH AES 128 CBC SHA,TLS
RSA WITH AES 256 CBC SHA256,TLS RSA WITH AES 256 CBC_SHA"
truststoreFile="/opt/netiq/idm/apps/osp/osp.bcfks"
truststorePassword="novell" truststoreType="BCFKS" > <Certificate
certificateKeystoreFile="/opt/netiq/idm/apps/tomcat/conf/tomcat.bcfks™
certificateKeystorePassword="novell" certificateKeyAlias="ssl
certificatedns" certificateKeystoreType="BCFKS" />
</Certificate>
</SSLHostConfigs>
</Connector>

N TPAr7R4m4E ism-configuration-properties 314 :

com.netiqg.idm.osp.ssl-keystore.file =
C:\\NetIQ\\IDM\\\\apps\\\\tomcat\\\\conf\\\\tomcat .bcfks

com.netiqg.idm.osp.ssl-keystore.type = BCFKS

com.netiqg.idm.osp.ocauth-keystore.file =

C:\\\\Net IQ\\\\IDM\\\\apps\\\\osp\\\\osp.bcfks
com.netiqg.idm.osp.ocauth-keystore.type = BCFKS

com.netiqg.rpt.ssl-keystore.file =
C:\\NetIQ\\IDM\\apps\\tomcat\\conf\\idm.bcfks

com.netiqg.rpt.ssl-keystore.type = BCFKS

DirectoryService/realms/jndi/params/KEYSTORE PATH =
C:\\NetIQ\\IDM\\apps\\tomcat\\conf\\idm.bcfks

com.sssw.fw.security.sigcert.truststore.type = BCFKS

com.netiqg.idm.osp.ocauth-truststore.file =

C:\\\\NetIQ\\\\IDM\\\\apps\\\\tomcat\\\\conf\\\\idm.bcfks
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com.netiqg.idm.ua.ldap.keystore-type = BCFKS

com.netiqg.idm.osp.ocauth-key-alias = ssl certificatedns
8 AEMTIRTMAL, SMZE c:\netig\idm\commom\jre\bin HEBEITUUTHS:

keytool -storepasswd -new <new master keystore passwords> -keystore
C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.bcfks -storepass changeit -
storetype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
$CLASSPATH

keytool -keypasswd -alias ism.config.encrypt.0 -keypass changeit -new
<new master keystore passwords> -keystore
C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.bcfks -storepass changeit -
storetype BCFKS -providerclass
org.bouncycastle.jcajce.provider.BouncyCastleFipsProvider -providerpath
SCLASSPATH

BT S S HE K — keystorepass {H :

java -cp C:\NetIQ\IDM\apps\tomcat\lib\obscurity-0.13.2-uber.jar
com.netiqg.ism.obfuscate.server.util.PasswordObfuscator novell

9 ¥XBEY keystorepass {Ef5, FALTREITESR ism-sensitive.properties H:

com.microfocus.ism.master-keypass = <keystorepass-value>
com.microfocus.ism.master-storepass = <keystorepass-values

10 JEUT jar XHE#HIF) configupdate\lib XF .
¢ bc-fips-1.0.2.4.jar
¢ bepkix-fips-1.0.7.jar
¢ bctls-fips-1.0.18.jar

11 %W%E configupdate.bat.properties FHILATHE

master keystore type=bcfks
master keystore=C:\NetIQ\IDM\apps\tomcat\conf\encrypt-keys.bcfks

12 YRW%E configupdate.sh FUATHA:

set "JAVA OPTS= %JAVA OPTS% -Dorg.bouncycastle.fips.approved only=true
-Dinternal.osp.framework.fips-password=] -
Dorg.bouncycastle.rsa.allow multi use=true -
Djavax.net.ssl.keyStoreType=BCFKS -Djavax.net.ssl.trustStoreType=BCFKS
-Djavax.net.ssl.trustStore=c:\netig\idm\apps\tomcat\conf\idm.bcfks -
Djavax.net.ssl.trustStorePassword=novell "

set CLASSPATH=C:\NetIQ\Common\JRE\lib\bc-fips-
1.0.2.4.jar;C:\NetIQ\Common\JRE\1lib\bcpkix-fips-
1.0.7.jar;C:\NetIQ\Common\JRE\1lib\bctls-fips-1.0.18.jar;%$CLASSPATH%

13 #£%f configupdate SEHIEF .
14 3%/ Tomcat.
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7£ FIPS 23\ Bt & Remote Loader

ZE7f Remote Loader FECE FIPS R, BEMITUTHE:
1 BT jar STEFRI C: \NetIQ\IDM\RemoteLoader\1ib K :

¢ bc-fips-1.0.2.4.jar

¢ bepkix-fips-1.0.7.jar

¢ bctls-fips-1.0.18.jar
2 5% Remote Loader X RHFEN riconsoles
3 QEFHBH—PRNIEF. HEHRFFEHRPER— config XH.
4 £ config XHHARMUAT—IT:

is fips enabled=true

5 (REFEIZXXHHERBSRL L,
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V 4% Designer

RIS IG5 SIBTERR Designer for Identity Manager BY &R 25132, BIANER T, RERRFISE
C:\Netiq F&RIEHG,

BE: 5ARE S Designer REEFHWBEREBMATETZ K. flan, F1EFHEBRA
Designer Install, {BRA[LA#3% A DesignerInstalls

NetlQ B IGHEF BB, £ERARELRE. AXIFMAER, 1HELE 10 Z “ #IX/ Designer
a7 (F125T) .
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10 FX| Designer &3

ARERM T LK Designer FIRMFRFE M IEFEDURRRKRE. B, BEHKRXE
B, UTHRERTRE.

+ “Designer R ZIEE 7 (56 125 71)

Designer 241315

NetlQ B EAEF B RERIFTERUTSR:

BxHERTE
D 1. BEFEMRER. BXEZER, BSRE I 559 “ #1X] Identity Manager 23 7 (58
3371) .
| 2. BERYK Designer FIEEET, UMRITENFELREN.
4 3. R XK Designer, IBSIUTENZ—:

* “3B1T Windows AJ#UITCHF 7 (58 127 T7)
o “FRALRRZELRE " (F 12770

| 4. LREHARM Identity Manager B

D 5. (AIik) EEEN Identity Manager SRS ZHIINE, &S (NetiQ Designer for
Identity Manager Administration Guide,) (NetlQ Designer for Identity Manager & I2$5
ré___l) o

X! Designer £ 3
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1 1 22 4% Designer

ER]LAREE R ENL, FRRMITSH . Z3#HISC e AR R R4 Identity Manager
Designer. EIEAILAMITEIR TR .

Identity Manager B2 MAH#FEZE Designer FHIEL . HBZREK Designer B, RERIZFHFEE
[EF B AR .

+ “IB{T Windows ATHITCfF (58 127 1)

 “ERAXRRREIRERE" (F127 70D

o “ERRFEXEIEE LMY X E L5 Designer” (5 128 T1)

s "RUBITHRFHFHRERE” (812970

IE1T Windows ATH1T3C {4

1 FRAEERKPEREIERE Designer BUTTEML.
2 MWEREIFRT AT &L (https://sld.microfocus.com/index) | JP T &

Identity Manager 4.9 Designer Windows.zipo

#REYE Identity Manager 4.9 Designer Windows.zip Xf.
5% designer install XH¥K.

1T install.exe X,

BESHHLREE, BETRRRTIE,

H— ot s 10
FERELRERTRETIE
TEATLASE BV A SR T L HR 7R BN Designer B35, WX TFEAFPRE. BRIEEHRmE T
designerInstaller.properties X, B{M -1 silent IETVFFERRIANSHERITR

dx
IRo

1 FRAEEAKFEREERLK Designer B BRIt EL,
2 AEEEEREREFNER.
3 (Aik) EBLE Designer WREHRMES, BEHRIUATEE.

3a FTFEAGLT Path to unzipped Designer file\designer install HREHHY
designerInstaller.properties M.

3b FEIZBMXXHH, BRATSHAE:
USER_INSTALL_DIR
I8 EENS Designer REFIFIMI B KIZ. flan:

A U A~ W

-
el
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USER_INSTALL DIR=C:\designer

WNRIBEERBEETN B designer BRZERE, Designer REIZEFSBEENEM
designer H3E.
SELECTED_DESIGNER_LOCALE
EEUTIES Z—, 1FARKEED Designer FTEMBNIES :
+ zh CN- & HI3C
* zh TW- AL
¢ nl-far=i8
¢ en-RiF
s fr-3AiE
+ de-fEiF
¢ it-BEKRFE
+ ja- Hi&
+ pt_BR- BEHEETE
s es- BIEFIE
3¢ IRFFHRHARBRMEH
4 NEMXHMEEREBITUATHS:

install -i silent -f designerInstaller.properties

ER ARG X% E LMY X8 B R &K Designer

ERARGXIIZREUIINNIES H, EBALUER Windows AJITIC R IBHMI MR R & %
Designer. ~fliAs: BHEV LLHNRGEXIEIRER &5 7, BEEERERIER
Designer.

RESHRWT :
1 TEHBEYSE 1dentity Manager 4.9 Designer Windows.zip Xff.

2 Sfn2itEH Downloads XHRABY designer install XK.
5150 c: \Users\< A /4%

>\Downloads\Identity Manager 4.9 Designer Windows\designer install
3 fTAGSRTIHFHBITUTHS:
install.exe -i silent -1 en us

e SRAERE (KE) XBREFULRTFNRE Designer. E T WA E
Designer X FFRVE M XIRIZE, SN “ERTRETZETE" (5 127 71) FHLE
3bo
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BUESERFANREER

BRI L% Designer R X B BRZMP A SR E. B2, LR Designer fg, IS
StartDesigner.bat #ll Designer.ini M, F &Eff{R Designer IEEIE1T. ?Ej])] EIRE
REXFF (“\7) . f5lan:

#

C:\designer installation

EXA

C:\designer\ installation

o dE
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Vl Z2 3% Analyzer

ARE 158 S 5T L% Analyzer for Identity Manager YIS 2. Analyzer B R EAE T /Euh £/
EXFPumAH. ATLUER Analyzer RIQEFBIREZRME] Identity Manager SR RIEE
BEREGHREIE. ENXIMEFER Analyzer AT T S EH TR E R IX LB AR

BIANBERT, REEFIGE C: \NetIQ\Analyzer PRIEMAH.

EE: |dentity Manager 4.9 1SO FAE S Analyzer TE. SARE L% Analyzer, EEZWIEHE
B 4.8.5 F 5 Identity Manager 4.9 2B {F .

2

NetlQ B IBEFIRZ B, LEBRELE. AXIFMESR, 1SN “Analyzer ZEIZNEE
7 (81337 .

Analyzer 131
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1 2 Xl Analyzer 23

ARER BB R EF R L Analyzer for Identity Manager BI3ES:. NetlQ BIUBEFIEH], £E

* “Analyzer Z&E#ZITER 7 (5 133 171)

Analyzer RIA%XTH

NetlQ B EAEF B RRIIEZAIAEBUTLRE:

(s

“%IERIE
D 1. BEFEMRER. BXEZER, BSRE I 559 “ #1X] Identity Manager 23 7 (58
3371) o
D 2. BBERRE Analyzer BEEE, KUBRITENFTESREH-
M| 3. EREK Analyzer, HERUTET:
o EFARERS, FENL “E1T Windows ATHUTCH 7 (5 135 T1)
s WFERTRRE, BEN FALERZESE " (F1357)
D 4. BEHGE Analyzer, 1S M {NetlQ Identity Manager Overview and Planning Guide )
(NetlQ Identity Manager #LAFIFIXI3ER) FAY “Activating Analyzer” GEIGE
Analyzer) .
X Analyzer 2% 133



134 ¥ Analyzer &%



1 3 Z2 3% Analyzer

AERFIESFETEM R I Analyzer H 73 Analyzer BEC EIFMERYITIZ
* “1&1T Windows AJ#1T3CF 7 (58 135 T1)
o “FRATRRLELRE"” (8B1357)

IE1T Windows ATH11T3C {4

1 EREERIKAERIERE Analyzer BYTHE.

M NetlQ &Mt %, Identity Manager 4.9.0 Analyzer Windows.zipe
fR[E4E Identity Manager 4.9.0 Analyzer Windows.zip M.

Sfn#l analyzer install X RK.

IBE{T install.exe M1,

BEDSTHLSRIFE, HITRRERTRE.

B — > A =
FERALRRRETRE
EAIMERBIAUTIR AR RE Analyzer, WEELTERFRZE. RIEGRHRIET
analyzerInstaller.properties ﬁ[ﬁl, ENIEE -1 silent IEDUFFERAEIANSHEDH

4=t

1TE& k.

a U A W N

1 EREEAKAERBERE Analyzer BIHEL
2 FRFESREEFHNAR.
3 (Flik) ZEECE Analyzer WREZEBRIIES, BTBRUATER.

3a FTFERNALT Path to unzipped Analyzer file\analyzerInstall H3ERHH]
analyzerInstaller.properties M.

3b FIZBMXHT, BEUATSHIE:

USER_INSTALL_DIR
IEEBRE Analyzer ML BRI, HI0:
USER INSTALL DIR=C:\analyzer
MRIEEHEEFEARARLL analyzer BRLGERE, Analyzer REEFSBEFNHEM
analyzer H3%E.

SELECTED_ANALYZER_LOCALE
BEUTESZ—, 1EH Analyzer REFTEREEHMFTERRIES:

+ zh CN- B

H

bl
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Wt
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* zh TW- k3L

+ nl-fq=i&

+ en- HiF
s fr-JRIE
+ de-1&EiE
¢ it-BEKRKFE
+ ja-Hi&
+ pt BR- BEEEIFE
s es- IEFIE
3¢ RTFEHXARBMEH-
4 NEMXHMEEREITUATHS:

install -i silent -f analyzerInstaller.properties

136 &% Analyzer



14

RERES

Z3% |dentity Manager 2 f5, MELEREMENIERF, UFEWSZTIEE HRIEMEK.
BT EERE Sentinel Log Management for IGA INEFITEH. ZEEHNESZSBRERIETS
I :

¢ ‘IEBEEERRS” (F 13770

o “QIEMBECERIERFE " (5 137 51)

o “QIRERTNEZF 7 (5 140 T1)

o “TENGREE” (%6140 1)

o “EBRTIEFIER (5 14170

o “ & Identity Manager” (28 141 77)

EECEZERSR

Identity Manager XN AIEF. HRMBEERZER . FXEFETRIIEFHIECE AR,
152 I Identity Manager BRENFEF 324 (https://www.netiq.com/documentation/identity-
manager-49-drivers/).

BIEMEC EIRRNIEFF &

BEIEFER— N FMAZ A Identity Manager IENIZFHIRRE . SRR BEH— M RENIEFE
KEREIE—BRSS 5. TR LUEM Designer TERGIZWIEFE. MREKFENIRSE KK
E;J%’PHIZZ':MEF%’;E, ARIEHZBR S ARIETREIFNRENIEFE, W NRBEEFEPER
PSR

EXHEOSRSIBHERINGE, Identity Manager EEIRZNIEFERGOSERK. AL
£ A Identity Manager FRIBRIAB A OSSR E, tHAILUIRIBIMANELERCEOSKE.
g, OSSRV IMEIE DirMXL-PasswordPolicy MR . MR BN ED RN EEIZRIEST
R, BALABIEBIZITR.

o “BIREREIIEFE 7 (5 138 T70)

o “BEAOSREIEIRGIENIZFE ” (5 138 T1)

s "ESMESTUEOSKEXTR 7 (5 138 T1)

« “OIEBEXOSKEE” (F 13970

o "ESMESUERANBHESTR” (5 13971)


https://www.netiq.com/documentation/identity-manager-49-drivers/

BIERIERIEFR

Designer for Identity Manager 12t T IF Z IR E R E G| B MECEWRNIEFE. XEGERILEE
EEREEE. BaEFER. EiEFEEa2 05, BELA . RERIF Java iES
. BXIFREE, EER (NetlQ Designer for Identity Manager Administration Guide)
(NetlQ Designer for Identity Manager E3215Fg) A HY “Configuring Driver Sets” (BLEIRENIZF
£).

RN O SRIBIETRABIEBIEF &R

W 5U4% DirMXL-PasswordPolicy 3R IETk 4 F1B EF BN IRENFEFEE.  Identity Manager BRTA
BRAOSKRBEEIELRENR. BRANRERSREHIERIBEADOSKE, LUTH Identity
Manager 5|2 B ARNTEFERBEY OSE G

gEH, BEFEABEEXAOSKE, B REOSKEIRMKE. BXFHER, FSRL
“ESMEFUNEOSKEINR” (F13870) M AUEBEXOLKE " (F 13950,
1 7£ Designer F3ITHERIIIH
2 £ BE B, RAEBHIE.
3 RACHGE > BRUKKRERABAOSKEBEREEREE.
4 (MIFRAME) WROSKEEEE KT Designer R, BFERUATLE:
4a HRBEHFOHE.
ab IEFES N
4c 1EFE Identity Manager BUAEA OSHER, REREFHE.
ATHRBRDPERAETHNE, B EEEIGHRERE ~EME.
5 EFEBNEIEFEHIEIROSKE

HESREPEIEDSREIR

NR GHEFATFEE DirMXL-PasswordPolicy MR, ERILUEF Designer 3% Idapmodify SE
FAREFSEIZNR . BRIALE Designer REIZB UL RAVFEMER, HEM (Net/Q Designer
for Identity Manager Administration Guide) (NetlQ Designer for Identity Manager &IE57) &
BY “Configuring Driver Sets” (BCEIRENIZERFE) . E{FEA Idapmodify SERERF, BHEHRITATE

2

1 EXARERTUEEBUTEMA LDAP HE3Z A& (LDIF) 30 :



dn: cn=DirXML-PasswordPolicy,cn=Password Policies,cn=Security
changetype: add
nsimPwdRuleEnforcement: FALSE
nspmSpecialAsLastCharacter: TRUE
nspmSpecialAsFirstCharacter: TRUE
nspmSpecialCharactersAllowed: TRUE
nspmNumericAsLastCharacter: TRUE
nspmNumericAsFirstCharacter: TRUE
nspmNumericCharactersAllowed: TRUE
nspmMaximumLength: 64
nspmConfigurationOptions: 596
passwordUniqueRequired: FALSE
passwordMinimumLength: 1
passwordAllowChange: TRUE
objectClass: nspmPasswordPolicy

dn: cn=DirXML-PasswordPolicy,cn=Password Policies,cn=Security
changetype: modify

add: nsimAssignments

nsimAssignments: <driverset LDAP dn>

AR REHEFIZASTRSEZXEFREANSREAERFNT. MREFXLEMLR
MBI SR B 1dif_record () = 17 $HIRINE, HAEM DN ZEFSMEA—I =
%o

2 EBAEEMESRI DirMXL-PasswordPolicy ¥F%, iFM Identity Manager i €11
install/utilities B3FIE{T ldapmodify.exe, MXEHFENBE.

ANEEEXOSEKRE

TERTLAANE R Identity Manager FEYENIA O S KRE, MERBEBEEANANTEQEFRIRE. O
SHRIEFTLUEIRGENWEL . TXIRSHR. SRV ENAF. AEEEE, Netl EiY
ARPRAGESMAERIROSKE. BXIEHEER, B8R (Possword Management 3.3.2
Administration Guide) (Password Management 3.3.2 &I8i5/) HFHY “Creating Password
Policies” (BIEOSRAL) .

AR BB IUIE DirkML-PasswordPolicy 3T RIGIRAIRTNIZFE . BXIFHER, BHEW “
EEMEDEEOSKIETR” (5138 7)

HESRESEEBANBAEEITR

RANBHNEESR—IEMNENR, EEE—ELTFTHHFBERNER, UR—MRATAEETE
R R RO ER F R SMTP PR 88 . WRBMEFAGFERNBHEESN R, EFEH
Designer B 3Z1Z3 5% .

1 7£ Designer FTFHERIIE .

2 £ BE AR, RAEBHIE.

3 AR HNE, RAERESNEREM.

4 258, RERHFMEER.



https://www.netiq.com/documentation/password_management33/pwm_administration/data/bookinfo.html
https://www.netiq.com/documentation/password_management33/pwm_administration/data/bookinfo.html
https://www.netiq.com/documentation/password_management33/pwm_administration/data/an4bun5.html
https://www.netiq.com/documentation/password_management33/pwm_administration/data/an4bun5.html

5 R ARAERE, REEEHE.
6 BHENANBTZERIERZES
7 BRI ERE R H 5 E .

BIRIRNIZF

EQBIREhIEF, 1FF A Designer PIREHIBEEIRIIGE. S TEITEFERANE Identity
Manager IREhI2FF, QIE—PMIREEFITR, #—r)\QEEjﬁEF_ﬁEE Rtz R P 1%
IRENIZEFHIECES HAREE . ERRBREDREFMROERES, REREFE, AEREE
MERNERIEKERNIEFEE

FahiZF BB SRAREE . EXHHBEZIREN, XLREAIUBEINFFHBEIE. &
AXEZHAHE, FEERAMTHNERAREXXHRERIEF, ARREBEFEEREKIRNIZF
BLEXH. QIEHEERNEFEHERSIFHEFMUEs. BEFAT, RaiiEFE
BRI R LU TRE:

SANEIEFE

RERENIEFE

BLERNIEF TR

ERFIZFITR

. BEIREIEFIR

BEXRHEHMEEMNFETERSNIEFHES, 1S Identity Manager IREIFZF MUk (https://
www.netig.com/documentation/identity-manager-49-drivers/) _ERIAE XX EHFE L3R -

v A w N

TE SRR

AILUME AR ERSEIMMET B ENGRAN . T Identity Vault UEER. Hlan, ENAEAIEE
¥ inetorgperson fEAER Y, MB —NABINFTEEEH User. A TEXFER, RS
SOIERBE LS Identity Manager 5| E— M PEZSNREFHER. REECEZERSE
R P AE SN A#RAE,  Identity Manager #0152 F SRS LA T iR BB ek

e FI ARG CIEFXT R . FFFEE. ITHNERE#R, EXTEEN . 437 1dentity
Manager KEK A RBITEBIFZ1R1E.

NetlQ #2{F A Designer E X IRENIEFIREE, LUHEEANNSER. BRIFMAKIEIER,
BEE 0 (NetlQ Identity Manager - Using Designer to Create Policies)) (NetlQ Identity Manager -
£ /8 Designer BIESRRE) #5FEFN (Net/Q Identity Manager Understanding Policies Guide)
(NetlQ Identlty Manager T fiZSRI&F8E) - B X Identity Manager {E B RISCIE R ARIE X (DTD ) BY
58, #EE R (ldentity Manager DTD Reference) (ldentity Manager DTD & F i) . XL&

iﬁ@’é:
+ BT A RREAIFMUER.
+ XTRBMESEMFRNAFERNSR, SFRsMFH. #M(F. RIAFR w5
&
o THEANMAER XSLT #EX RO TRRE .


https://www.netiq.com/documentation/identity-manager-49-drivers/
https://www.netiq.com/documentation/identity-manager-developer/dtd-documentation.html

EHIRENIZRF AT

EH 1T Identity Manager IREIFEFRIEIRFACE TNEE, 15{FEF Designer. {NetlQ Identity
Manager Driver Administration Guide) (NetlQ Identity Manager JXGHIEF EIEIER) Pxfix Lk

THREHEIT TiFLBIAR.

B5E Identity Manager

B ER MR DI L E VIR IB1T Identity Manager. B2, WIRAEBMHFRD,
Identity Manager £ RIS 90 RIFIELEIETT. £IX 90 KA & 90 X5, EHERTAT LURUIE
Identity Manager. BXIFMIER, 1SN (NetlQ Identity Manager Overview and Planning
Guide) (NetlQ Identity Manager BEAFIXIXIER) FAY “Understanding Licensing and

Activation” (7 BRIFRIFIEGE) -
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VI I FHZ% Identity Manager

RIS REB KRFR Identity Manager AHHIER . R ALIRIBRFRSR, BFELE
VI &B4Y “ 4 Identity Manager iEIT H2IF %% 7 (518170 . AXARSIHZEX A
HIFEEESR, SN TRARMIH 7 (5146 T1) .
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1 5 HE B/ HL Identity Manager

AEIR S B BB IEMEF IS Identity Manager fRR 5 BH RS FTARARESZ TIE. &7
LARE EFRTENL, FERTMITIOH . Z#HI S0 g S A=A Identity Manager B K ER 5
B, EHITHER, AR THHBREREDEEE Identity Manager RI<H .

1)

: B TIRLRIETT Identity Manager 18 4MEFF 2R18 3K B #HTBE Identity Manager 4.9 R %5R4A
. BN, BEFIT

HE &Y Identity Manager 1B#MEFF EFHAIE, ARESBEI™ERAR.

*

*

*

*

“Identity Manager U4z 7B 8 7 (58 145 71)
“TRRFARIITRE (% 146 T1)

“ EFRIFTRERR 7 (55 148 T1)
“EPHEECE 7 (815170

Identity Manager B 4% %15

BHITAR, NetlQ EIESER N TS L RIS

BxtE A E

a

1. EFEARESEIBZENXA. BXIFRER, HESR  TRARMIZ " (5 146

ﬁ)o

a

. R ZF| Identity Manager 4.7.5. FoiEM 4.7.5 Z BIRURRAF R ITFEEIRRA 4.9,

U

. TR R R X B THLE (dentity Manager. HXIFAER, EFSR (NetiQ

Identity Manager Overview and Planning Guide) (NetlQ Identity Manager #EiAF0 X145
) ®AY “Where to Get Identity Manager” (MIAT&LFKEX Identity Manager) .

. FRIRERT BN SR Identity Manager FRE TR Ae R 551 .

. BHRHATNIE . BHRFEEMBIEE. AXIFEEER, HEL &HEIRE "

(8151 70)

RIEZ A Designere BXEZER, 15BN “ A4 Designer” (8 154T1) o

—I_ﬁ.

11T Identity Manager BIBR 3588 £, 4% eDirectory AR S FhR A FnE4MEF -

OO0 0 DO

&

5% KT Identity Manager 5|2 IR FZZREEMIRENIEF. BXEZES, 1S
“{=1EFNEEN Identity Manager IREHFER ” (88172 71) &
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BrERmE

D 9. F+%K Identity Manager 5|2, BXIFMESR, FS MW “ 7L Identity Manager 5|2~
(% 156 T1)

R WBRZENE dentity Manager 5| ZT 8 2IEAR 5528, —IL,LEFH 5 487 Identity
Manager B 5525 _FFE[E]AY eDirectory E4K . BXIFMAER, 1BHS N “ 1% Identity
Manager 5|21 T B 2|#AR5ER 7 (3 188 1)

D 10. (FIFERTME) AR Identity Manager 5|2 RIREHIZEF & B EMIEEHFZF = Remote
Loader BRENFERF, 1BH LT/ NIRENFEFAY Remote Loader fRS535. BXRIFAMES, &
2 “ F4F Remote Loader” (58 158 T1) .

1. (18 /Rﬁ'ﬁ/z) ﬁﬂ%‘hﬁﬁﬁﬂ’lzﬁ, BHENBERNEF EARBLEREFHRE. BX
HAHER, “ F45 Identity Manager IRENFERF 7 (174 71) &

REEUTERTAFTEARZENEF: BEIMANETR, BERNEIMEIR
N B IRENAE 7 SR T BLE R TI e

U

12. (MBERME) MBRLZESSPR, BEMUALRE. BXEZER, BEN “ L% SSPR”
(E4871)

13. F4% Identity Applicationse. BXEZEE, 1ES MW “ F4 Identity Applications” (58
160 T1) -

14. FEK% Identity Reporting. BXEZEE, BE MW “ A Identity Reporting” (Z8 169
ﬁ) o

15. BT 'ﬁ Identity Applications #1 Identity Manager 5|28 X BXHIIRENTEF . BXRIFAEE,
1ES N “ 2 1EF BB Identity Manager IRENFERF 7 (8B 172 73) »

oo o O o

16. (MIFRTE) R Identity Manager 5|EE 8} Identity Applications iT &) E A #HR
%528, IBHZHIRSS=AMBIEDIEFEYT. BXEZER, BEN “BFHRESHEH
MmEENFEFE 7 (8 176 T1)

17. (MBERME) MREFEECRBEIAN, FREBEXRE. BXEZER, &
S BEECRBIMAN RS RENIEF " (B 177 57D .

(

D 18. BUEEFRHEY Identity Manager fERA R . BXIFHAER, 1ES I “ HUE dentity
Manager” (28141 73) .

T BARFTR

LB ERRKINA Identity Manager”“**ﬁ’lﬁﬁﬁﬁzliﬂ'f BEAUITAHE. B2, iR
Identity Manager MR EMNINBMAFARNEER, BEEXEARBITANEALE] 4.9 FRAYAR
K., %, BHALUEBRFHEN . NetlQ T E X NAEFARSEE LR 2 Identity
Manager, REHFINBHBIBEXNHRFZH/AILIE.

RIS E }%SI}EFQ&H&‘ZF MRIEAEEFEPFERASRRINGE, FTLUAYIBRIFR
HERR . Identity Manager A] 1L &8 id —A IETJ$E’] TN SRR R 2 FRERT -
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Fk
BEERLT, @ IFAZ Identity Manager 4.8 Standard Edition #1 Advanced Edition .

+ ldentity Manager 4.8 Standard Edition: 1R &2 F]{E Y2 Identity Manager 4.8
Standard Edition, IR EEIE E AR Z| Identity Manager 4.9 Standard Edition. B Xx1¥
MEE, 1BESM (Quick Start Guide for Installing and Upgrading NetlQ Identity Manager
4.9 Standard Edition) (ZZEFFHK NetlQ Identity Manager 4.6 Standard Edition BJRIR
NITJEED .

ZJ% Identity Manager 4.8 Standard Edition F£% %l Identity Manager 4.9 Advanced
Edition, 1HIEFATHP—FI5ERTERFAR:
+ 4% Identity Manager 4.8 Standard Edition 2% Z| Identity Manager 4.9 Standard
Edition, ZAFEFHZRE] Identity Manager 4.9 Advanced Edition.

+ J¥% Identity Manager 4.8 Standard Edition 2% Z|| Identity Manager 4.8 Advanced
Edition, SAEEFH K E Identity Manager 4.9 Advanced Edition.

+ Identity Manager 4.8 Advanced Edition: 1R FI{F FAYZ Identity Manager 4.8
Advanced Edition, N|AEIEFE AR Z] Identity Manager 4.9 Advanced Edition. BX
EMER, HS M “Identity Manager IFERAZITESR 7 (£ 145T71) .

%
EFLFRT, BREHITEEAR. UNREFRAIHAR. Flan, mRUAFIES
Identity Manager E’]ﬂﬁ%%ﬁﬁiﬁﬁﬂ'ﬂﬁfﬁ%%XﬁQiﬁ, NEAFITIER, MARH
K.
MREZNMRS S —NIREIIZFERE, WA —RE—REFE ERITAHRSIGTE

7. MRESERTEE AR LRSS, ')-”H[Ejﬁir_/‘\fL c 5 H AR ARY Identity
Manager tHE, BHEIERENRE[HHAL.

BE: mRARNIERFBABITNEEXIE Identity Manager 4.9 S E Sk A L2, MK
EFEREMAMRS S EFELETE. RIBSIEBEALIEHINEE. G FERENIE
FEE, BRIMBEMRSZEFHARE Identity Manager 4.9 S E S ARG A ATEFHER.

MER IR BIFRERR
Identity Manager 27 7= I BAR S BUE S F AR G M S 2% b 2 FRHE R

EZE: MREBENASRWAEL, WAFEBRIFER, EAREMNPTAINEE
SRR P EBERM. REEFEEREPEREMSRMINGE, #Hf.ﬁ'%ﬁﬂildennty
Manager B3R, FAIYIREIRER. BXIFEAER, BFERNE 17 5 NSk
BUFRERR 7 (BB 179 50D -
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XA R
Identity Manager 4.9 X35 M 4.7.x #1 4.8 x lRAFH L. NetlQ BIUEEFRHARBIAEE LB
AL ITHREAFRER.
+ “ M Identity Manager 4.7.5 IR AF 2k 7 (Z8 148 71)
o “ M Identity Manager 4.8.x iR AFHLR ”7 (58 149 77)

M Identity Manager 4.7.5 IR A HZ%

IR BB R % Identity Manager 4.7.5 http, NuAZE 7% Identity Manager 4.7.5 https. F{RE
IRt tomcat . ks M idm.jks, EQEXLHE, HFEL {NetlQ Identity Manager -
Administrator’s Guide to the Identity Applications) (NetlQ Identity Manager - Identity Applications
EIERIEFE) PFHY “Using SSL for Secure Communication” (fE SSLI#FITLZ LB -

TFRFIE T Identity Manager 4.7.5 BY4EESE B AR KR :

A ERbAR A FREHIRE

Identity Manager 5% 4.7.5 1. BRIERGEAHRD)ZTHHI A,
2. BEMEHLKE 9.2.9

3. %% Identity Manager 5| EH%& F|
4.9,

Remote Loader/ X IR 4.7.5 L% 4.9 hy Remote Loader/ F3HXIE.
Designer 224 Designer 4.9,

Analyzer 224 Analyzer 4.8.5

Identity Applications 475 F+4% Identity Applications B, BHERE

{3 EEF0 Identity Manager 5|EEE2 5 Bl FH4K
F)9.29F04.9,

1. BRERGHEREIZIFHRRA .

2. BHEIBEARBZIFMMA. BxX
TRBHBEMA, FS M NetlQ
Identity Manager 7 R{5 B ik o

3. (MUIBFERTE) WNR SSPR R
WA EN L, BB EARR
4.9 FRA

4. FEHT User Application BRTHFERE LA K
ReEMERENIEFE.

5. 4% Identity Applications FrZ& El 4.9,

6. {Z1F Tomcat.

AR ARG, TEBIEN jre XHE

MMEREMER, MEFHEREEU
THLE: C:\NetIQ\idm\apps\jre
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HEF AR A FREHIRAE

Identity Reporting 4.7.5 1. B ERGHRBIZIFAARA .

2. BRUREARBIZFHRIMA. BX
XEBIREMANFERESR, 15
£ [l System Requirements for
Identity Manager 4.9 (ldentity

Manager 4.9 RFEEXK)
3. 4% SLM for IGA AR B ZH FHIARA
4. 1% |dentity Reporting 7R Z 4.9,

5. (MIBRME) M Identity Manager
B “ BB EE AR S5 ~ T E O IR HE
El5 RS .

NetlQ Z I FF 4G FHRBIFEAE Identity Manager M HE A AT A RAR R T RAHEBHEXE

15N 0

AR ARG, EWHREIEM tomcat . ks M idm. jks, BRIERLEIZHE, EFER (NetiQ
Identity Manager - Administrator’s Guide to the Identity Applications) (NetlQ Identity Manager -

Identity Applications B IEGi#EFG) A “Using SSL for Secure Communication” ({3 SSL i#{T%
2@ .

M Identity Manager 4.8.x fR A& H 2%
TRFIH T Identity Manager 4.8.x iR ZA<BYLEHHEEIFA R IR :

HEF EAilhR A FRIFHIRAE

Identity Manager 5|8 4.8.x 1. BRMERGHARBI LA,
2. BEMEALKE9.2.9
3. %% Identity Manager 5| EH4 3

4.9,
Remote Loader/ i {XIE 4.8.x 24t 4.9 kg Remote Loader/ KR,
Designer 2% Designer 4.9,
Analyzer 2% Analyzer 4.8.5,
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HEF

EhfihR A

FREHIRAE

Identity Applications

4.8.x

F+4% Identity Applications B, BHRRE
{5 EE#0 Identity Manager 3|E2 9 3 FH K
£]9.2.9 1 4.9,

1.
2.

BFIRIEREAREIZIFRIRA
BERIBEARBZIHFNRA. BxX
TRBBEMA, FS M NetiQ
Identity Manager i R{5 2 Wk
(https://www.netiq.com/products/
identity-manager/advanced/
technical-information/).

(IERTME) IR SSPR L XA S
MATEN £, SR BE SRR
4.9 hRAK,

Ef User Application IRENFERF LA K
REMERENIEFE.

. 4% Identity Applications F£& Z 4.9.

{=1E Tomcat.

Identity Reporting

4.8.x

BRERFHAREITIFHRRA .

. BRIEEA BB A. BX

XEHBIEEMARNFRESR, 15
£ I System Requirements for
Identity Manager 4.9 (ldentity

Manager 4.9 R EXK) .

. 4% SLM for IGA F LR B AT RR A

(REEREE Linux HEHNL L)

EBIEN R RS EE RS M
KIREHIEFEL

. HZK Identity Reporting 4.9.

(FIERTE) M Identity Manager
B “ HHRUEE AR S5 7 TUE BIE B
Bz

NetlQ B FF IR AR ATICIE Identity Manager LA T H B AR & ITIREAF EBHXE

neNo
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FHAEcE

EFHERZE], NetlQ BiILIES EZD Identity Manager fRR A ZHNHBIECE. BEEEHNITHM
S IERIAI 1% User Application. Ff User Application Bt & ¥31&7F7E User Application JXEHIE R
. ERILUEET U T AR OEES :

+ “5H DesignerInH ” (& 151 71)

o “SFHIRFIEFHEE 7 (F 15270

54 Designer INH
Designer BB SNEL I BRNIEFEEEE. BT 2 Identity Manager R RIH,
BRI A — S R B Rz, ﬁ'ﬁi’:ﬁajj’ﬁ’l‘%liﬂﬁf%ﬁﬂ@iﬁﬁ’\]\—‘arﬁi#o
o “SEHEHFIMEB " (F 151 70)
Bt SR ESEHmE ~ (88 151 71D

S E
IRE AT Designer FiH, HREMEFHNERRTSSNEFNEREL

1 7£ Designer 1, THINABE.

2 RS, ABBRESME, AREIREEL > LR,

3 LI E Hh iﬂﬁﬁ’ﬁ%f‘r, ARIEBRETE.
BXRIEMER, BESNW {NetlQ Designer for Identity Manager Administration Guide))
(NetlQ Designer for Identlty Manager BIE$5F) HAY “Using the Compare Feature When
Deploying” (ERERTFEALLEThEE) -

4 EITEZL, &F0HE > SH.

5 BEEEEESHRBERIE.

6 EEFREFEMEHMAEMER, REBETTMH.

BB REEHA TIEZEIIMNIERNMAE . H%KE Designer B, AMEIE—FHT
BRI E. BXIFQEFEE, BHEMW (NetlQ Designer for Identity Manager Administration
Guide) (NetlQ Designer for Identity Manager BIEf5Fg) HBY “Exporting a Project” (FiH

mBA) .
BB ELEFHIE
4R A Identity Manager R 75 RI& A Designer B, MaAME)E—N 0 E L& SRR
Bx.

Lyl =

1 ZZ3< Designero

2 {CEf) Designer, AREIREILIEXEMMNE.
3 EERBETKRENESRN, RERTHE.
4 7£ “ ¥l 7 ik, BiEHIETT Designero
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5 ETE#&= L, &FWHE > SAWHE > SHE
6 IEMBMEMR, AEMNDEEARANLESIEIFEMUE.
7 8FT—H
8 IEEUTHATERSHENE:

o EHE: BRSHERSRN P Hikitsk DNS &R

s APA: ERATEERSMERNRFA DN

« O%: FREEAFPHOS
9 BEH“T—H
10 £ “ BMERE " F “ RABHES " REBEPRE.
11 BFF “BOABMES ", REIEHEELAEEMES.

“BUANBHES  EEEANTFESMARIES . ISARFIES, INEEEERNES.

12 BEHNE, RENREFEEZESANENIEFE.
13 N EMEFHNENRHNEFEEELE 12, REBLHTM.
14 ES ) \NMBREBREHRE.
15 MRENE—NEME, NETHK. MREEZNSNE, BHELSE 16,
16 EFTAEZERFEEL > S
17 MBNMMSREESESE 8 BIPE 14,

SFHIEEIEFRECE

B fREEIEFNSEH, TRMHAEE. B2, Designer HAIASUIEE T ABINF
IREHIEF ARG & 15 .

£ Designer SHIFENIZFECE

1 A Designer PRI E A B ZHMMARIRNIEF . BXIFMER, BESL (NetiQ
Designer for Identity Manager Administration Guide) (NetlQ Designer for Identity Manager
EIBf5E) #AY “Importing a Library, a Driver Set, or a Driver from the Identity Vault” (A&
MESNE. EhiEFENENIZF)

2 EEIESRP, ARETEALNIRNIZF XS RANIT
3 EESHAEE .
4 JRBREFREXHHINE, RERERE.
5 EERTE LEEHE.
6 MENRIEFEELE 1 BPE S5,
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1 6 F+45 Identity Manager 2B {4

AEREEXFHAR Identity Manager ENMAHHERER . AELRB TERITARGEAES
ERITHZPER.

o “HEIFEFm” (F 15370

o “FHERIGRF " (5 153 1)

* “F2% Designer” (28 154 71)

o “F4R Identity Manager 5|2248 14 7 (58 155 T1)

* “F2% Identity Applications” (Z8 160 71)

s “F+2% Identity Reporting” (Z8 169 71)

o “FH% Analyzer” (28 172 73)

o “1Z1EFB B Identity Manager IREHFEF 7 (58 172 77)

o “F2R Identity Manager BREHFEF 7 (8 174 T1)

o RS FRAMEIIRIEFE 7 (5 176 T1)

o BT GRS RS R RHIEF 7 (5 177 T1)

FEREREN

+ M Identity Manager 4.9 7158, BF BT NetlQ SecretStore B . AR E|&HFTAY UAD &
HEZEN Tomcat f5, NetlQ SecretStore iFFZEHHIFFBIE DS EaNTHE
not£SMTPMailPassword B, OLETHIZIEH ism-configuration.properties
XHFEY com.netiq.idm.migrate.secretstore BIEITH]. LEMIHKINZE A true.
IBERE, ZBHEBZER false H—EHRFHIRE.

+ 7E3% Identity Applications B4 M Identity Manager 4.7.5 2R % 4.9 Z 51, 1H&ERTIER
ET BT ERFHIEM Identity Applications #HEEE (1idmuserappdb) SH B TIERIESIEEH
& (igaworkflowdb). BAXKIFMER, 1BES I (NetlQIdentity Manager -
Administrator’s Guide to the Identity Applications) (NetlQ Identity Manager - Identity
Applications BEIEF13EFE) HBY “Migrating Data from Identity Applications Database into
Workflow Engine Database” CI$##EM Identity Applications 2 HEFET 22| TIERIES 128
B’EE) .

FHLR I
IR F2R Identity Manager 2R 44

1. Designer

2. Sentinel Log Management for IGA (REELETE Linux THEH L)
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S E
Identity Manager 5| &8

Remote Loader

BHAIE

Identity Applications G&ERF &%)
Identity Reporting

w X N O U kAW

Analyzer

10. Self Service Password Reset

H4R Designer

AR MR ZTHEFA R AR A FER Designer, BEHLINRER K TIARA, NEEERE
Designer 4.9 Z B HEIZR. ttoh, AEMBNEMMBEHEFHINEETER THLKE] Designer
4.9,

1 EB RGN ERE|EE Designer BIARSSS-

2 EOBETENENREIAR, FSHENIEB.
BEREHMFMER, 1B (NetlQ Designer for Identity Manager Administration Guide))
(NetlQ Designer for Identity Manager EI2157) H B “Exporting a Project” (SHINE) .

3 ZESE Designer, FREHEXA, RERBFIERGEHEE:
FERATARMAELRIEFAIEHImRSEAIERF. §a0, 7£ Windows Server 2008 £, 1HE
HIEFFIhEE. B D Designer for Identity Manager, AfGHREHEIE.

4 5 Identity Manager 4.9 Designer Windows.zip X fFH A Designer R FEF-
(<Designer zip XML E >\designer install\install.exe)

5 BEESTHNSERE, HITRZRTE.

6 &3 Designer 4.9 f5, WS ANIBARAFHIFTEA Designer T H . HEEshSNITIERT,
Designer §E1TH B #®IEF S, ESHRENNBEBRARIHMAEA. £ESH, &
BEmEESRZ TE=E . BXRMEHEEFNIFEESR, EE W (Netiq Designer for
Identity Manager Administration Guide) (NetlQ Designer for Identity Manager BIEEF)
B “Converting Earlier Projects” (§&#:|RINH)
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FH2R% 1dentity Manager 5| 2240 14

EFHLR Identity Manager S51Z8H], 1BSWIEHRFME. |dentity Manager 51 EHRTIES
FENITEN XS RGP EFRIIRENFER shim X

HREREE

1 & {NetlQ Identity Manager Overview and Planning Guide) (NetlQ Identity Manager H#tiA%n
MXUIER) PHY “Where to Get Identity Manager” (MIATALFREY Identity Manager) FRiA T
% Identity Manager 4.9.0 Windows.iso.

2 BEANTEHM .iso.
3 Bf#| <iso #AMLHE >\IdentityManagerServer\products\eDirectory\x64 HF.
4 BT eDirectory 929 Windows x86_ x64.exe X{F.
5 AEEAEBFPIEETHET:
o WSRIERE T EEN, BHEETET
o BB BESBEARE.
+ PRZ57% FON: $5EARSSSS FON.

AR RESGMERFANC RE[HRRERZE S 256 MNFEFFHI FON, B
NetlQ B IZEEREA—NMNEZHE, BASHESRBLIIRAKER
EHEMEKIITR,
s WEER: BESNENEEREMR.
- EEAO%: BHEEEAOS,
o MEIEFET AW, BEREUTHAT:
o 1Pl FEESHBEMBAREY P i,
+ IWOS: BEVNEMNmAOS. BIAER 524,
+ PBR%5%% FON: 15ERRSSES FON.
s REER: BESNENIIAEEERAR.
« EERAS: BEEEROS.
6 (MBRAME) ESSETRPIEEUTHET:
o BEESMERSS EFER pve ik, HIEFEEH 1Pv6.

AR NetlQ BIUEBRLIET. EARKRFBHA IPve fbllk, HIMEFEITRER
o
« EFREEMNEALE (EBA), 1HIEEFEEH EBA.
+ IERE HTTP BACim O L im0 . BRIAE S 579 8028 0 8030,
+ J57%E LDAP BBCIm O Z im0, BRIAE ST FI 9 389 0 636,
7 ELEMEFEY, BESRMENRENE.
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8 fEDIB{UEFE S, 35T DIB XHRENLME .
9 BHFARIFMEFHITHRTIE.

FH4K I1dentity Manager 5| &%
KERmiiEF 2B EFILE. AXFEAER, BER FLREiER 7 (F 17270 .
F4R Identity Manager S| EFEEZEHITHSBUT :
M NetlQ TE ML T # Identity Manager 4.9.0 Windows.iso.
RATEHRM .iso.
Ein3| <1s0 %A E >\IdentityManagerServer X, RFIBEIT install.exes
EFRRENEFERNES, RAERTHE.
T RERSE T
FEIEHEZIFAHL, RERET—H.
RRMAHRERANSER.
IEFE Identity Manager 5|8, SRAEBRET—%.
8 HHEUTHTS:
SNEEER: BESHEEERER.
BREEEAOS: EESNETEROS,
9 MEATEI IR FZE LR RKAIETE Identity Manager AR :
» FRAERR
¢ SRR

a U A W N R

~

AR BSVIRESEI—&ITHR (version) HHEIHIARA (edition).

10 357 Identity Manager S|ZERELEIRE. BXIFMESE, ES N “Identity Manager 5|2 HY
BEET{ER"” (4971,

11 & “ARERE " THTERRE, RAERREEHL.

{£F MapDB 3.0.5
MapDB =& Identity Manager 5|E8IMN4A 4, LLR Identity Manager BRshi2F S RI1Z A 4 :

s BURNWERRRSS
+ JDBC
+ LDAP

« FERGMXK
+ Office 365 # Azure Active Directory

+ Salesforce
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WREFER LR EMIRENIER, EAHRBEFZALALEEEUTED
o TERZIEBNIZFARASXT Identity Manager 4.9 51228y #F 7 (88 157 T1)
o “FrEFR MapDB BIREEFXH 7 (5 157 T1)

T B IERIFEFF AR AT Identity Manager 4.9 5| 2132 HF
EHLLAER MapDB HY Identity Manager IXFIFEF 2 B, IBEAEEBUTFEE:
+ |dentity Manager 4.9 BEMIFIIRZHFEF S Identity Manager 4.9 5| 2£5{, Remote Loader & -
I R E A IR IE F LMt P RS IEF AR T TR -

+ {&XF Identity Manager 4.9 HIhR A FEMIHISRZNFERF S Identity Manager 4.9 5|28} Remote
Loader NFE

+ |dentity Manager 4.9 BEMIFIZREIFEF S Identity Manager 4.8.x 5| E2E{ Remote Loader A~[g]
ERE.

+ |dentity Manager 4.9 BEMIFIZREIFEF S Identity Manager 4.7.x 5| E2E} Remote Loader A~[g]
ERE.

F L& MapDB BIREF

Identity Manager 5|ZEHFRIZSE SN ER DIB BRPRE— LB MapDB BiRE 73X H
(ax*)oe ARBENIZFZE, VRFNERIZIBNIZFX LS. RIETHAREIRENTE
[FREIEE S Identity Manager 4.9 5128 & T{E.

TR T W AEFREY MapDB BBIREFF I

Identity Manager BEZHFEFF EEBREY MapDB RASEIRE F X H

IR ERS DCSDriver < IKZNFE/F 94| GUID>-*
< WEFEFF ] GUID>-*

JDBC jdbc_< WENFEFLA] GUID> *

LDAP ldap_< W#FEF M| GUID>*

ZERGM X MSGW- < JXBNFE /734 GUIDs>. *

Office 365 F1 Azure Active Directory <Azure WFIFEFHAFE > obj.db.*

Salesforce <Salesforce WKENFEFHI >.*

<Salesforce WaWFEFFZHK >

Hrp, * 3R/ MapDB RSBIEREFHBIRFR. XFT Salesforce JEENFERF, MapDB KSR
ZHENHHEAENEFERER. THRXLEHH—LRG.

» DCSDriver < WREIFEFSEH| GUID>-0.t. < WENFEFLH] GUID>-1.p
* jdbc_< WEIFEFSELH] GUID> 0.t jdbc < WENFEFLH] GuIDs 1
¢ ldap < WEHFEFIA] GUID>b. 1ldap < WENFEFSEH] GUID>b.p
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MSGW-< WRENFEFSEH| GUID>.p. MSGW-< WXENFRF L] GUIDs.t
<Azure XENFEFHHR > obj.db.tv <Azure WFNFEFAHR > obj.db.p

<Salesforce WENFEFHFK >.p. <Salesforce WHANFEFHM >. £t Salesforce
driverl

H4F Remote Loader

INRIBIEIEIT Remote Loader, NFEEFHLR Remote Loader X

ARE: FEHAL NET Remote Loader Z B, 1BAREERG LTI LKA Windows E#.

1

W 00 N o u b

10

11
12

13
14

15

B3 Remote Loader BLE X HRIES . XHHIRALE A

C:\...\RemotelLoader\remoteloadername-config.txtoe

WERENIEF BB EELE. BXiRAA, 1HEW (NetiQ Identity Manager Driver
Administration Guide) (NetlQ Identity Manager BREhIEFEIEEE) HAY “Stopping,
Starting, or Restarting a Driver in Designer” (fE Designer F{Z 1. BRIk E B EHIKEHTE
F) .

F1IEFPNIREIFERF B Remote Loader BRS S SFIFIERF -

7£ Remote Loader iTHI &, i%#E Remote Loader 32jl, ABFEBREHEIE,
£ Windows {EZEIESHFLIE cache 12

M NetlQ T#Muf T Identity Manager 4.9.0 Windows.isoo.
RATEHM .iso.

Sfn3| <1s0 @A E >\IdentityManagerServer M{F¥X, SR/FIBIT install.exeo
ERLZENEFRNES, RAERTHE.
EENTNEFRET—D.

FEIEHBEZIFAL, RERET—H.
RRMAHRERANSER.

J%$E Remote Loader [REHBEHFT—%-

T HARAHHE " TEFRET—%.

ARFTRE, REEEXHEEESENIMENER.

UERTE) MRREHENE, BEHEEE 1 S PURNENXE. TN, iF
BT —5,

BEENIRENFEF B Remote Loader BREZ S FIFIEF.

BE: NREMNIRENIZFFER MapDB, FEHAHRIZRENIEFZ G, FaiEBREIER MapDB
RESBREGX M. ZUAEEXMEM, EFE X Identity Manager 51 EHRTIERE NG E
B DIB HERPEKRBXLEYH. BXIFMES, BESR “ (£H MapbB 3.0.5” (5 156 71) »
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H2% Java Remote Loader
1 B3 Remote Loader FL B M HHIE D . MHHNBRIAMIE A

C:\...\RemoteLoader\remoteloadername-config.txtoe

2 BFREhiEF R EEFILE. AXiE, EE& 0 {Net/Q identity Manager Driver
Administration Guide) (NetlQ Identity Manager IREhIEFEIRFERET) HHY “Stopping,
Starting, or Restarting a Driver in Designer” (#E Designer F{Z21E. Bl E B EHIEENIE
F) .

3 Z1IEFMNIEENFEREEY Remote Loader R Z B ST .

7£ Remote Loader iZT#HI &, i%£#F Remote Loader 32j, SAFERHEIE,

5/ Windows {E S EIERRIF1E 1cache H1Z.

M NetlQ &Mt %L Identity Manager 4.9.0 Windows.iso.

EANTHB .iso.

SMB) <150 wRME

>\IdentityManagerServer\products\IDM\java remoteloader XK.

S5 H BRI A Java Remote Loader I ERHAY dirxml jremote dev.tar.gz M.
9 IRIBMBREPHIXH, EFIHEHLINEA Java Remote Loader ZEERFHILUT X

N o o u b~

(*]

¢ dirxml jremote.tar.gz
¢ dirxml_ jremote mvs.tar
10 15 %R 8 F1 9 R EFIRISCHARELE.
R 7-zip SRRV RRIESE . tar. gz Xt

1 ERTE) MEREXHEEE, EEHIEES 1 SPURNEHE. BN, &
BT —5.

IR EFH version. txt HERAHIR Java Remote Loader AR 2 & A
12 BEEIREIFEFHY Remote Loader fRSS B SFHPIEF o

FRBEEARIE
WiFRziZzF 2B EFEL. AXIFEMESR, BHEL FLEREiiEF 7 (FE 17270 .
FH2% Identity Manager 5| ZEFBZHITHS R T -
1 M NetlQ T#(Muf % I1dentity Manager 4.9.0 Windows.isos
2 RATHEHM .iso.
3 SfnF| <150 LHfIE >\IdentityManagerServer MR, JRFIEIT install.exe.
4 EREREMNEFERANES, RERHHE.
5 BN RERREET—5.
6 FEEHEBEZIFAIL, RERET—H.
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ZRVAHLRERANSER.
7 EFEEHAE, RERET—5.
8 £ “HREHE " NHTERRE, REREHL.
9 BEiEHKERS.

FH4R 1dentity Applications
AR A XF dentity Applications FIZFFRHIER, HPAEEHUTEHGNRAS:

+ |dentity Manager User Application
+ One SSO Provider (OSP)
+ Self-Service Password Reset (SSPR)

+ Tomcat, JDK FA ActiveMQ
HEE, BHEFHRBIATHRA:

¢ Tomcat—9.0.85-1

¢ ActiveMQ-5.18.3-1

+ Javall

¢ One SSO Provider-6.3.4

+ Self-Service Password Reset-4.4.0.3

+ Identity Applications- 4.9

+ lIdentity Reporting - 6.5
ANREAXUTEIENER:

o “THALIEF" (% 16170

o CHRFRFH " (% 16170

o “RHEEKR" (F 16170

o “F2% PostgreSQL ##EEE ” (58 161 T1)

» “ FR Identity Applications FIIREHFZEFEL 7 (58 163 T1)

* “FE% Identity Applications” (28 163 71)

o “HERES” (%1657
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TR

AEHESNIREEHFPIZREEE. XEE 28 isn-configuration.properties.
server.xmly SSPRConfiguration.xml FEfbfic &34, AR FIESFERX LR EHE
AR S EGARIERF. I, HEFTLZLRRENER.

FRFRFMH

NREHBEERBT SSLEER, 1BEAMT C: \NetIQ\idm\apps\tomcat\conf E&ETHY
server.xml XA, 1§ ssl=true BitA sslmode=requireo.

fian, *%
jdbc:postgresqgl://<postgres db>:5432/idmuserappdb?ssl=true

EXA

jdbc:postgresql://<postgres db>:5432/idmuserappdb?sslmode=require

HRARSARREAHNYAEENERZN. BRRSIESEBREZNNZE, B
EH AR AT A (E.

FH PostgresQl i IERE

BE: ARIREAURFE—REE, RERKERRTHEER)N. Bit, FHENAKIERN
%o

1 {F1EARS5EF L IEFEIE1THY PostgresQL AR S5 .

2 EWH C:\Netig\idm\apps FH postgres HE.
f5an, 4% postgres Ep A postgresqgl olds

3 HITAT L EBRIBARS
sc delete <postgres REHHK >

4 ZEIENBRIERGZIFM PostgresQL kRS .
RPN B S PostgreSQlL I LSBT REMERE.

4a F A Identity Manager 4.9.0 Windows.iso BRIGNH, ARESME!
\common\postgres_tomcat H3K.

4b J&{T TomcatPostgreSQL.exe X {4,
LI HAE], 1§ RI%EHEE Postgresal &I .
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pa
o REFE postgresal 415 A E PIRBEMBIFEEMDT . HRBUHEFIERIBEES Fik
PRSESHIRE.

o MBIRIEHEHIH PostgreSQL R B R HEIE R4

5 {Z1EFZ2 M PostgreSQL ARSS . 25BIFRSS, ¥ ZR <PostgreSQL MiZE > RS, REFIEZ
AR%S .

AR HNNAFPEREBSHMNEEERRE, ATRITIELLRE.
6 BT HITUATIRMEE BT R 2R Postgresal B SRAVIFATALIR -
B — postgres A
1. FEEFIER > A FikF > A PkF > SR .
2. BHEFMAFKS.
3. EAAMAR” WEYH, 36X postagres fEAR R, HREREZAFAHOS.
H postgres F PRI A FT L %Y PostgresQl B RAVIFRIHXBR :
1. ARETE PostgresQl B3R, REEIEM > L2214 > HiE.
2. MZAPEFETEEE, URETEIFAIIR.
3. BEHRH.
7 Ll postgres A FBIF31718] Postgresal B%.
1. W postgres AP S ERIRFZE.

EEFRZH, BRERBRIF postgres B PEMTIEERE, LUHRILEPAERE
Zl] Windows AR5588 -

2. MUB&EN postgres ZRAMEFHIBIIEE R . Hlan,
C:\NetIQ\idm\apps\postgres\data

3. fIAMSIRRET, HEAUTHSIEE PGPASSWORD:

set PGPASSWORD=<your pg passwords>

4, YIHRE|FT L %M PostgresQL B R
5. K postgres #HEEMR P HHHIT initdb.
initdb.exe -D < #H#FEHFX > -E UTF8 -U postgres
iR
initdb.exe -D C:\NetIQ\idm\apps\postgres\data -E UTF8 -U postgres
8 MF PostgresQL M bin BEFK PostgreSQL. BITU T a4, AFHEE Entero

AR BIRETE C:\Net1Q\idm\apps\postgres\data\ BRE A pg hba.conf H, ¥4
FEHEBIE mds WE AN trust.
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pg_upgrade.exe --old-datadir "C:\NetIQ\idm\appsl\postgres\data" --new-
datadir "C:\NetIQ\idm\appsl\postgresqgl962\data" --old-bindir
"C:\NetIQ\idm\appsl\postgres\bin" --new-bindir
"C:\NetIQ\idm\appsl\postgresgl962\bin"

9 INALE, FIH postgres ##EE R AISCHEF postgres B3R
(C:\NetIQ\idm\apps\postgres\data) FHY pg hba.conf F postgresqgl.conf X
.

10 BEIFRITHY PostgreSQL HIEERS -
% 2fR%, #E <PostgreSQl MiAE > BRSS, REBINZARS.

AR ANHAFPERBENNEERER, TLHTEINRE.

1 ZHIHAY Postgresal BRSS, LABBIRZARSZS A< BEIEDN.
12 (F[iE) MFi& =M PostgresQL AR HY bin B R FMIBRIBEIE A
1. Kl postgres APHIENEF.

2. Bfn%lbin BX, HiE1T analyze new cluster.bat #l
delete_old_cluster.batjZ?Fo

5lan: c:\NetIQ\idm\apps\postgresqgl\bin

AR NEEBREMRIBREC AR, AFESITHSE.

FH4% Identity Applications FIZRZHFEFF €1

RAE LIE Tomeat, F4% User Application X Role and Resource Service IXEHTEF B E #HEI &

AR . BXFEHARBSEHRANER, ESR (NetiQ Designer for Identity Manager
Administration Guide) (NetlQ Designer for Identity Manager EI12I6F) P “Upgrading
Installed Packages” (HRZEHE) .

F4R User Application IRENIZFEE, SMFNRMIIERIZERE

1 7E Designer 1, SfnZ User Application IXENFEF > B 4.
2 fRoRBEHE B, F,

3 EESIE TERIERR.

4 BEHE, RERTEHRUTERRR.

5 B2 User Application IREIFEF .

EE: WMREFLR User Application BEENFEF AT 12 o RACE R T E I 6 F R AF B &NHEAR,,
MFEHERNEBNEETR.

F4% Identity Applications
THEEHEA T AIAR LT EE:

+ |dentity Applications
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*

*

*

(O8]

Tomcat

PostgreSQL

SSPR (AR5 Identity Applications ZEER—&IHEH L)
ActiveMQ

F4% Identity Applications EEZHITHIZ BN T :

A U A W N R

~

9

M NetlQ T#Muf T Identity Manager 4.9.0 Windows.iso.

FEANTHB .iso.

Sfn3| <1s0 @i E >\IdentityApplications XHF, SARIEIT install.exeo
EFREMNEFERNIES, ARREHE.

BN MEFRE 5.

FENEFHRZIFAHIN, REREET—5.

ZENWAHRERANSER.

1EHE Identity Applications, RIFBRET—%-

$6%E Identity Applications FIELEIRE. BAXIFMEE, 152N “Identity Applications HIFEL
ETEER” (Bs5070) .

R

o NRIEIE PostgreSQL HIEFEEZL 2 F T Identity Applications FRfERIE—& RS L,
NetlQ Z i {EF Identity Manager 25K 6E TIERIERIBE.

o HEE, BARFENIEERIERE JDBCIAR XX, N, SR &FE AR PostgresQL
BiERE, MEBHRENMT tomcat\1ib XHRZINUBIERE JAR STHERALE

OAREREE TETEERE, REEEHH.

g?ﬁzﬂﬁa’a?&éﬁﬁ, LZRHBEBESHEIZMECESMNER, HESHERTEMTE (BT
3 ES1E]D .

fian:

*

*

*

Tomcat — C: \NetIQ\idm\apps\tomcat backup 02262018 033634

OSP F0 SSPR-C:: \NetIQ\idm\apps\osp sspr backup 02262018 033634

ActiveMQ -C:\NetIQ\idm\apps\activemg backup 02262018 033634

User Application - C: \NetIQ\idm\apps\UserApplication backup 02262018 033634

Identity Reporting -
C:\NetIQ\idm\apps\IdentityReporting backup 02262018 033634
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HEREES

1% Identity Manager M\ 4.7.5 A% F| 4.9 [5, BLEEHSEAREFTHER#EERCHXRERE
BN A pkes12. FEXTUATIHITHRZ A, BFLERREEHIAEFF, ks 18X
FERAMEF X SIS BYM pkesl12 LA jks:
+ BREIER
+ BEERSHR
« XEENA
¢ RBPM
1% Identity Applications M 4.7.5 #2RZ 4.9 f7, HITIUTEE:
1. MREEESPHRNIZEFTRET Identity Applications, 1EZR4E configupdate.properties 3
1% edition XA advanced.
2. 7£ configupdate FHITIU T EK:
+ $EEIEMAY OSP ik,
o FRIRIRIE TLS MEIEFBEIFHHER.
3. BEHT ism-configuration.properties PRI T B4 :

com.netiqg.idm.osp.oauth-truststore.file =

C:\\\\NetIQ\\\\IDM\\\\apps\\\\tomcat\\\\conf\\\\idm. jks
com.netiqg.idm.osp.oauth-truststore.pwd. attr obscurity = ENCRYPT

com.netiqg.idm.osp.oauth-truststore.pwd = GgqJVxLBPwgWLK1/
ULnOb4A==:JoxqTICngalIQtU3z/u7v/w==:2jk5gzsEca+kaz6x7xjE6g==

4. EBT) tomcat RS -
NRGEERFEINERFL Identity Applications, FFETH SFMILATXEHEFIZ|FA User

Application T 5. :

¢ ism-sensitive.properties
¢ ism-configuration.properties

¢ encrypt-keys.pkcsl2

R 1&4% 1dentity Applications F1 SSPR REFE A EIHIAR S8 £, MA%04% CN A Identity
Applications B SSPR A {SIEE SN F Identity Applications fRZZ 25 cacerts .

BB NFTNIRE Tomeat. SSPR.  OSP ¥ Identity Applications B EXIZE -
HXTEEGRITARELER:

*+ “Java” (ZE 166 T1)
* “Tomcat” (&5 166 71)

&

+ “Identity Applications” (&8 167 721)
+ “One SSO Provider” (28 168 71)
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* “Self-Service Password Reset” (8 168 T71)
* “Kerberos” (8 168 T71)

Java

STHRIAKT JRE (LB, RIGFTALRHIIRE LB FHNER: jre\lib\security\cacerts. FFf
BELLENEBSNE| cacerts H.

1 {¥H keytool WS HN java cacerts:

keytool -import -trustcacerts -file Certificate Path -alias ALIAS NAME
-keystore cacerts

I8 ARfE, JRE ETFELE |dentity Applications ZEEAIE . 540:
C:\NetIQ\idm\apps\jre

BEhHREE.
3 KU IREEBFNMNER T A tomcat\bin\setenv.bats
4 R EEHLAER, HRKIEEH cacerts KR,

Tomcat

1 (MFAME) ENARIREEFCENZHDREBEXH, BEHRITUTES:
» REBEXH https IEFH. BEMREXLIER, BFZMH) server. xml FH] Java
Secure Socket Extension (JSSE) IR E #IZ] \tomcat\cont BFE FHIFHT server.xml X
B,

o AEFENE Tomcat BRPHIELE XHEFIZEH Tomecat BRF. NIRBEZEEH
MARZBABCEREAM E#HITER. BXFEHER, BES WL Apache Muf,

KIGHTHY server .xml X2 EEELUTEE

<Connector port="8543" protocol="HTTP/1.1"
maxThreads="150" SSLEnabled="true" scheme="https"

secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="path to keystore file"
keystorePass="keystore password" />

<!--

<Cluster

className="org.apache.catalina.ha.tcp.SimpleTcpCluster"/>
-->

B
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<Connector port="8543"
protocol="org.apache.coyote.httpll.HttpllNioProtocol"
maxThreads="150" SSLEnabled="true" scheme="https"
secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="path to keystore file"
keystorePass="keystore password" />
<l--
<Cluster
className="org.apache.catalina.ha.tcp.SimpleTcpCluster"/>
-=>

IR EBEWETR, FHIEUETIRE server. xml FHY Cluster #5i8, REHE—
MR ER osp.jks (LT C:\netig\idm\apps\osp backup <date> #) &l

BB RLE.

s MREBEXT ERFMEEXH, BEHH server. xml XA EIEEMRERE.

+ 1% Identity Applications IER S ANBI B NEFR (LT
C:\NetIQ\eDirectory\jre\lib\security\cacerts) o

fign, EATLAERA LR keytool S SYSIE R SANBI BB EH

keytool -importkeystore -alias <User Application certificate alias>
-srckeystore <backup cacert> -srcstorepass changeit -destkeystore

C:\NetIQ\eDirectory\jre\lib\security\cacerts

2 (FERME) SfiZ User Application, ARBITIEIEHMEEFEIREBENX

Identity Applications

MLEm

WHEo

1% Identity Applications M 4.7.5 AR % 4.9 B, WAIHEIR tomcat /bin MEHERARBY setenv LH
F7E7E Dcom.novell.afw.wf.engine-id=IDMProv . WMRH LK Identity Applications fF

EHERE, MATE setenv XHHPFHNRMZEH, HEBD) Tomcat RS-
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One SSO Provider

logevent.conft XY LogHost ERIAZE A localhost,

B{Z% LogHost FH, HFHIMARIIEFLZENZMNIKE oSP BENEE

Self-Service Password Reset

HRSSPR fa, FREEEHLAREFEFH SO ZRmESH. AXFAEE, BHESNR SS0&E
Rigs#H” (FL837) .

EEHSSPRECEMT, BHITUTSE:

1 UEEBRBNER SSPRITTF
2 EFTEITARS ST
2a SMEIEH 0> EERES, BEREOS.
2b EFRE > Fit > HitiE X > Syslog Wit IRFEIFIER -
2c NIREZBENXLEIER, RERTHRE.
3 4% LocalDB S\ SSPR:
3a MTHREBFAE T D> L EEEE.
3b B35 LocalDB.
3c SN (E#) LocalDB FHEXH .
4 (MIERTE) ZMR&SSPR WAL E, IHHITILTIRME:
da M\FIFRHFAEER D > EEEEES.
ab BEHRFIEE.
5 FLE SSPR VEIERIFAIINIR, FEN  RERSHE” (FE5570 .
EREARRENRIN, EEIFARIEE.
fitn, #=3M Identity Manager {X3RMR, BHxT. RENAREFERNEEAMMA, 520
4.9.0.

Kerberos

AEERAREFSETEN LA Tomcat XK. GARIEM] Kerberos Xt (540 keytab
# Kerberos_login.config) JEEETEIHAY Tomcat R, N EH T Fehigix L3
EHIFIFIHY Tomcat XK.
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FH2% Identity Reporting

Identity Reporting FEL & NIREIIERF. LM, EFEZENF NetlQ Event Auditing Service FEIA
XK1 %| Sentinel Log Management for IGA. IR TIRFHITHL :

1. F4k Sentinel Log Management for IGA. BXIFHESR, 1ES MW (NetlQ Identity Manager
RAEFNFRIEE - Linux) R “ F2% Sentinel Log Management for IGA” .
2. FZ% Identity Reporting.

FRFRF M

NREBIEERBIL SSLECERY, BT C: \NetIQ\idm\apps\tomcat\conf HE THY
server.xml MR, ¥ ssl=true BEitA sslmode=requireo,

fign, +

jdbc:postgresql://<postgres db>:5432/idmrptdb?ssl=true

EXNA

jdbc:postgresql://<postgres db>:5432/idmrptdb?sslmode=require

FH4Z% Identity Reporting

F4% Identity Reporting Z B, @5EFHZR Identity Applications 1 SLM for IGA. EFH R Identity
Reporting, 1ETEIRMAAYEAL £ REHARA

FHR Identity Reporting EEHITH L BN T :

1 M NetlQ T ML T# 1dentity Manager 4.9.0 Windows.iso.

2 RANTEHM .iso.

S 3| <1s0 A E >\IdentityReporting MK, SA/FIEIT install.exes
EERENEFERNIES, REEEHE.

FEN EFRET—FH.

FEIEHBEZIFAL, RERET—H.

RENAHRERANSER.

7 1%3F Identity Reporting, RAFBEHT—5,

8 }EXE Identity Reporting IECE IR E . BXIFHMESR, 1HS MW “Identity Reporting BIALE T
fER” (B 52T0) .

9 £ “HARAHE " TEPEFRE, REEEHHL.

A U A~ W

JERE: ism-configuration.properties X HAY com.netiq.rpt.ssl-keystore.type
B REAR AR ERE (JKS/PKCS12).
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SRR GnEREUE 1dentity Reporting M 4.8.7 HHEE 4.9, 157
c:\netig\idm\apps\tomcat\conf LB ZHET Java 8 BY tomcat.

Reporting ALK e L TR

HEFRERE], MBREEIHRERMAN A Identity Reporting HIEIEIE T BEIElSCHFi%
I, MM Identity Reporting A P A EFaRMEIRIE . ERMBIEIR, ESMEILER
%®In, BdEFm, REMNFIFRPIEFE IDMDCSDataSource. B, BEBEN—IX Tomcat FE
BERE—X, UBRFTAYEEEEET.
1% Identity Reporting A2k E 4.9 25, SAnZl /opt/netiq/idm/apps/tomcat/conf/ BEH
B ism- configuration.properties jlﬁ: FHHITUUTHRE:

o RINTTARE X com.netiq.rpt.landing.url BIEAIE:

com.netiqg.rpt.landing.url = ${com.netig.idm.osp.url.host}/idmdash/#/
landing

o RINTTARE X com.netiqg.idmdes. landing.url BIERIE:

com.netig.idmdcs.landing.url = ${com.netiqg.idm.osp.url.host}/idmdash/#/
landing

« KAUTERIEE com.netiqg.rpt.redirect.url BHRE: https:< EHLL >: < I
>/ AR

5140 com.netiq.rpt.redirect.url = https://192.168.0.1:8543/IDMRPT/
ocauth.html

1% Identity Manager M 4.7.5 AR 2| 49 5, BEEEHHTAREFPHNBAMEXXHAEREE
BN A pkes12. FEXTUATIHITHARZ B, BFVELEETHIAEFF, 15 jks P
AEFEXSCHRISERIM pkes12 LA jks:
SN EIES
KEMRSE
ETEEHA
RBPM
1% Identity Reporting M\ 4.7.5 AR E 4.9 |7, HUTUTSE:
1. (MIFERME) MRECESHRIZEPRET Identity Applications, 1R
configupdate.properties 3% edition 824 /9 advanced.
2. 7£ configupdate F#HITIA T EK:
+ $ETEIEHAEAY OSP K.
o FRIRIRIE TLS B IEFBEIFHRHER.
3. BEHT ism-configuration.properties PRI T B4 :

*

*

*

*

com.netiqg.rpt.authserver.url = https://apps.<example>.com:8543
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com.netiqg.rpt.ssl-keystore.file =

C: AN\ \Net IQ\\\\IDM\\\\apps\\\\tomcat \\\\conf\\\\idm. jks

com.netiqg.rpt.ssl-keystore.pwd. attr obscurity = ENCRYPT

com.netig.rpt.ssl-keystore.pwd = GgJVxLBPwgWLK1/
ULnOb4A==:J0xgTICngalQtU3z/u7v/w==:2jk5gzsEca+kaz6x7xjE6g==

com.netiqg.rpt.ssl-keystore.type = JKS/PKCS12

com.netiqg.idm.osp.oauth-truststore.file =

C: AN\ \Net IQ\\\\IDM\\\\apps\\\\tomcat \\\\conf\\\\idm. jks
com.netiqg.idm.osp.oauth-truststore.pwd. attr obscurity = ENCRYPT

com.netig.idm.osp.oauth-truststore.pwd = GQJVxLBPwgWLK1/
ULnOb4A==:JoxqTICngalIQtU3z/u7v/w==:2jk5gzsEca+kaz6x7xjE6g==

4. EBEE) tomcat IR .

BT HIEEEPRY reportRunner FIE& 18

F 4R Identity Reporting f&, HEWTESE—RIZEN Tomcat Z BT B FHIXTEHEEF reportRunner fY

£ 03

= nno

1 {=1E Tomcat.

2 SfnF Identity Reporting Z% B, FHI¥ reportcontent R E M Z K ORG-
reportContent.

f514n: c:\NetIQ\idm\apps\IdentityReporting
3 B Tomcat XHR THYIGES HRFTIEB R
4 &3 PostgreSQL #IEE .
4a £ TEAIFRFKE reportRunner £
¢ idm rpt cfg.idmrpt rpt params
¢ idm rpt cfg.idmrpt definition
ab ZHLLT delete 156 :

DELETE FROM idm rpt cfg.idmrpt rpt params WHERE
rpt def id='com.novell.content.reportRunner';

DELETE FROM idm rpt cfg.idmrpt definition WHERE
def id='com.novell.content.reportRunner';

5 JBEf Tomcat.
K¥EHEUHEFEREMA reportRunner & ATEFE MRS
6 %% Identity Reporting FHiE{TRE -
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KL Identity Reporting BYFHZR

1 #2350 Identity Reporting.

2 RIETREDPEREERTIRREMFFRS

3 EFEHALRAERBERT ZHMIRE .

4 HBFREENAER T XENEZENAEFNERIRE.
5 R BHEMIEERTIER.

6 RN AREFERIIHETMIRE

FH% Analyzer

NetlQ IR T . zip A HIIEAMER B TFHE Analyzer. ZEFHLR Analyzer Z B, i5fEfRIT
BB EREAREMRAZER. BXIFRES, FSREHMEME (LITIRBD .

EZE: Identity Manager 4.9 ISO A S Analyzer TE. INRBE L% Analyzer, 1BEZWIFEHE
FBIMRZA 4.8.5 F 5 Identity Manager 4.9 FEEC{E A .

1 MEEEFNIFR] T1ME (https://sld.microfocus.com/) N4 2R, flan

Identity Manager 4.9.0_Analyzer Windows.zips.
2 1% .zip XHHMEZEIE S Analyzer XM (Flanflt. ENEBIAFEM Analyzer 3T
%) BEXR.
3 E /35 Analyzer.
4 ERUERCEHIINAFAEMERF, HTRUATER:
4a #ZET Analyzers
ab BB > X T Analyzer,
4c RERFRERRTHIRA, 30 4.6 Update 1 FIRRA ID 20121128,

{= 1L F0 B B Identity Manager IXENFERF
BRI e FEZENEF AL Identity Manager IRENFERF, LARRRA RN R E T IZREBIENSEHIE
WIS, ABNET UTES):
o “ZIEIRENFERF " (5B 172 71D
+ “BEhREIRERF 7 (58 173 T1)

(L IRENFERF

ISR RNIE F RIS 2 BT, WIEFEIERENIER .
+ “ {5 Designer {Z1EIREHFER 7 (58 173 T1)
+ “{¥F Identity Console {F1EIREpFZR 7 (58 173 T1)
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£ Designer {5 LR BHFZFF

1 7£ Designer 1, FEXHETFHIEZFZNE B K.
2 EEEB[IEEP, BHELLREREFER&.

X¥E BT BT B EEiERF
3 BIRsiEFREAFHNEE, UHFREARIETRA, REFFISBE:

3a WHADIEIFHHIRENIEF EHR ©.

3b AFRRHIEFEE > RENER.

3c BEFE), REREHE.

3d ME/NMRIEFEE LR 32 P E 3c

{% A I1dentity Console {Z1LIREHFEF

1 7£ Identity Console 1, i£#E Identity Manager Z1E,
2 BEIRNIEFENRIT M AIRIESEE,
3 BRI BREER.
4 /IR HEFENREELSE 1 E 3.
5 HIEEFREAFER, URBREARSIETHRE, RIEFAEN:
5a 7E Identity Console #, i%£#% Identity Manager 1,
5b BHWEHIEFENR.
5c ERNEFEFRNA LR, RHREREHEFEIET.
sd BEFD), RERTHHE.
Se XHIFHENBEIEFEELE 5a (F 173 71) BB sd (B 17370 .

BaIREhFERF
BEHTFTA Identity Manager A5, EREENIEF. NetlQ BINFEEBITRENIZF BEXTEIH#IT
MR, R AR NABTH.

+ “{£H Designer BEIIEEIIERF ” (58 173 T1)

+ “{FF Identity Console BEhIRENFER 7 (5 174 T7)

{35 F Designer B EIIREITZFF

1 7£ Designer 1, FEXYNEIFHIEFEZHE B TR
2 EEERITAEELF R R R ERmEFERQ. XEEa0 B PRIMEERhiERF
3 WERRNIEF B RNIE:

3a WEHAYHIEIFFAIRENIEF EFF €.

3b AFRRIEFEE > BENIETR.
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3¢ EFEHBHRIEFE BRI E’]E'L_Ezf REBRETHE,
3d MENRNEFES LIE 32 B L

4 WiXIEEHIEFF uEﬁiﬁﬁﬂﬁﬁéiﬁﬂﬁiﬁﬁiﬁ BRWAARIGHRIENES, BEER
{NetlQ Identity Manager - Using Designer to Create Policies)) (NetlQ Identity Manager - {5 FB
Designer BIJZSRAE) HAY “Testing Policies with the Policy Simulator” ({5 FB SR B&AE 3L 28 K
RER) o

{$£ FH Identity Console B EhIRENFEF

1 7£ Identity Console H1, i%£#E Identity Manager #if o

2 BRI SRS RS S AT © .
3 BEBMBARER.
4 MREBEZNENERF, BNEIRHEFENREELE 1 E 3.
5 R ERNIEFBINEN:
5a 7E Identity Console #, i%£#% Identity Manager 12,
sb BEHERFIFEFEITR.
5c EIRENIEFEMRNG LA, RHEREEEHRFEEIET,
5d BTz, REREHRE.
Se WEBNBNEFEE LS 5a (F 17471) MBS Sd (B 17471) .
6 MIRIRENFEF LALIE SR R B IRBIRITEIT.

FH2R Identity Manager JEZTE -

NetlQ BT B M A RIRFIFZFELE B EFHNRNIEFHE . ERILIZE Designer PEIE,
HiPFOEE. BXEEGNIFHEESR, FEL (NetlQ Des:gner for Identity Manager
Administration Guide) (NetlQ Designer for Identity Manager &IE45E) HAY “Understanding
Packages” (THRE)

EAnaE AT ARG EREFAREIE

o “RIEFHIERNIERF 7 (5 175 TD)

o ‘HEHNREBHRNEAE " (817570

o “REBHINEHBSERMIFAS 7 (5 175 7))

BE: MRENIRENIZEFFER MapDB, BEHARZREIEFZE, FhEHFREIER MapDB
RESBREEXH. <MUEENL _lﬂﬁﬁ%ﬂf 2 E A Identity Manager 5| EHERIZFLIEX
e eIMEEE. AXRFEAES, BESR “ £/H MapdB 3.0.5” (5 156 T1) »
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BB ENIZF

BIRFEFARI O RE R THAR MR ERIEFHET SO EREIEF. &
FHIRNIEF PRI AR EZNINEE. S ENEFNTREBAE. XA, FER
Identity Manager IREHFZF A2 M4 E & ANIRENIZFRIIER. IMAEREIZERFS 2 Al—# T4,
BERBXREEMAEREWFNIEFEEH-

AEAZEH®RMNBEAR

MRFZHREBENIEFOER KK, BEFMRAEECIZENIERF. BILUREXIK,
ReZRlanRmiEFRE.

ERENHNBREHRINEAE:
1 BIEREIERFRIESEFPREEEXARTHED
BXIRA, FEL  SHIREEFEE 7 (8152 71) .

2 7f Designer 1, MIBREEERDIEFANAENR. MEREFEERIZEFAARE. T
R, WA EFEEMDE.

AR Designer R TEMSANTLERATEAEFNE. BFIFEFIRRHIEFES
ANE|B%mEH.

BXIFEHMEER, iEEM {NetiQ Designer for Identity Manager Administration Guide)
(NetlQ Designer for Identity Manager EI2157) H A9 “Importing Packages into the Package

Catalog” (FESANEHB) .

3 BN RREIRNIERF

X Lk %X‘fﬁ/l\QEEJJEF%KEﬁiEE’J BXIEA, FE M dentity Manager IRFHFEF ST
HJ&TJ:’Q/I\T&[EMEF"E’HEF'?

4 BEIABEENXERIMMAN S BIEHNIEF. BXiHE, FS N I EE X FER Rk
SRIRENIEF 7 (F 177 71) .

FEIARHBIERMHAR

REG PG T'ﬁ%[zzjﬁz HLRTTHREEE, MALMRBELRTHRIEFAE, MELe
[EIIXENIEFF AR I Th RE

AERROZH], HEERNIEFEEX RN ””*%A@,E‘f ZEARSESNAR
k%, MMSHENIEFIFILTIE. IRES TRNERE, BAUSASHRNEFEE M
HEORIZHER

FEFERT, FTRREMN B E R RN ETROAREE . (ERAHENIEFCHBEER
BEFEREN, SEGNARKE. MREESCRENBARAME—, BRSERXLRRE.

%ﬁﬂ@,rﬁlgﬁiﬂﬁ ¥ 7 J\ﬂﬂﬂFﬁV‘]ﬁ-

1 SIERFEFRIRFIEFPREEEXABTHEZD
BXiRA, FEL  SHREEFEE 7 (5152 71) .
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IR Designer IRIE TEHNSATLEATSAGFNE. BIFEFHIRENIEFES
ANEGmE .

BXIFEHMEER, S (NetiQ Designer for Identity Manager Administration Guide)
(NetlQ Designer for Identity Manager E2157) H A9 “Importing Packages into the Package
Catalog” (FBSANBHRE) .

2 BEREEEpERF L.
BRULER, 15E I Identity Manager IRENFE S HE MG E G IRENIZFFRVIER .
3 BAEEaRmBRERFP. XESENFNRIIEFEBE2FFEMN.
BXIFEMER, HE N Identity Manager JRENFE A4 MU o
FahiZF I B 2B BRI e .

FRTAR S5 AR R N B IR BhAZ Fr 88

1% Identity Manager AR T EFTAR Z=2ht, BAMEFHBHIEFEEE. ATEESE
BiziEiE. EATLUE B Designer 5§ Identity Console EHIRENFEFE .

AR S5 25 AR I B IR ZhFZ Fr SR

WNRIBIEEER Identity Console, NwASUIG ZFARZ 2SR IMBIIRENFZEFEF . Designer 8 &
— MNRATREF[BOTIBEES, ATAGTERILESE. NRIEFEE Designer, HHE “ 7
Designer P E#HIRFZEEEEE " (F18771) . NRBIELE(FE Identity Console, FTER LA
TiHiE:

1 7E Identity Console 1, B35 DMV EIE,

2 EIFRENIEFEE.

3 B L,
4 B BREE.
5 XSTFHIEZFEH Identity Manager fR$588, AFREHRE.

MIEZNFE &R R A BRIBAR 5525

LIRS RBITHRBRIEFE, ERLUNREFETRERIBRSE.
¢ “{$Fd Designer N\IREHFZF SR AMRIAARSES 7 (5 176 TO)
+ “{£H Identity Console M\IRFIFZFEHRERIAARSRE ~ (8 177 7D
+ “FHIAMkRSER" (177 7D

£ Designer M\IEZNIEFEE P EFRIBAR SR

1 7E Designer &, FTHIIH.
2 ERIRREFS, aRBRTREFE, REEEEM.

ot
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3 EFERFZBFIIR.

4 TEiEEIRSEHEYFRPIESEIH Identity Manager RSS2, REBRT < MEERSHETIFRDE
FRIZAR 52T

5 BEHERTEER.

6 BEKNHREBANFHES.

BXRIEMER, BESNW {NetlQ Designer for Identity Manager Administration Guide))
(NetlQ Designer for Identity Manager & 123157 ) HHY “Deploying a Driver Set to an Identity
Vault” CEIREIEEFEIEBEFNE .

£ Identity Console MIEENFEFE P LR IBARSS 25

1 7E Identity Console 1, B IDM EIE,
2 EEREIEFE.

3 BF .
4 BEEMRSEE,
5 X STHIZFEFT Identity Manager Bk 585, RERTHE.
FFIHAR S
teBT, IBRRZBABIEEEMENEF. MRTBEEIZRSSE, WATSREMESEG
HFEH:

1 MIEARSS 25+ PR eDirectory E A,

BXIEMER, BENL <<NetIQeDlrectoryAdm|n|strat|on Guide) (NetIQeDlrectory"g""'IE
$5/) AR “Deleting a Replica” (HIRE A

2 MIEAR %528 5 KBk eDirectorys

BXFMIELR, i8S TID 10056593, “Removing a Server From an NDS Tree Permanently”
(https://support.microfocus.com/kb/doc.php?id=10056593) (TID 10056593: M NDS 7k
AL (AIREEER) -

% B E R FIF N ke 2 BIIRFFZFF

ZRBFARIENIEFIHE G, BLIEREEESCRBSEAN kSR WNIEF, RE
BEEHNRMEFEEXH. MRXLERBABAERR, WENNEFEERIERFS,
BREESBUIIHEEENET.

+ “{£H Designer 1§ B & X REEFIAN 1 8 HIRENIEF ~ (5 178 T1)
+ “{&£H Identity Console ¥ B & SCRER AN 1 & | IK=HFEF ~ (55 178 T1)
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¥ F Designer 1% B & SCREEFIAIN 1R & AIEHFZFF

TR LR SRR MBI REE &R . AR A RGN FBE L -G 2 al, BRIZAENR
IMERBITUT R,

1 EANRES, EFEEARNEIEF, REEEEFEREAER 7.

2 ARBELEEERBENREIRE AIRHIZFRIRISE, REIREFMER > EHUER
B o

3 NSERIHEFEBEE KR, REETHHE.

4 IBEEBEIKREHEIR, RERTHE.

5 EXHARNESPEFELUREFIB.

6 RESMBERITH R, WIEEHIHKREPEERETIER.

7 NEEMEARIEFNEINEBENKRE, EELE 2ETE6

8 BEiFHMIRIRENFER
BEXBHREIEFIFEMIER, BES M (NetlQ Identity Manager Driver Administration
Guide) (NetlQ Identity Manager IREI 2 FEI215R) FRY “Stopping, Starting, or Restarting
a Driver in Designer” ({E Designer {21t BEIEEIIRNER) . BXNMIRIXKEHIZEF
BIERIEE, 158 M (NetlQ Identity Manager - Using Designer to Create Policies) (NetlQ
Identity Manager - {# F Designer Bl RHE) HAY “Testing Policies with the Policy Simulator”
(f5f A SREG IR LM TR A -

9 WHFRETIEERR, KRMNEFBHNEIE~IFEF.

{§EFH Identity Console 1% B & X FREG FIA N vk £ IR ZHFEFF

FERFRIIRENIZF BB E MR A, BEMNKMRE DI TE SR

1 7£ Identity Console 1, %% Identity Manager &1E,

2 BEBESEARNIENIEFHRNIEFENK .

3 BEIRENIZFEFF.

4 FBNHIEESMES > K, ARAREFEEEHPIRE BE REIIREE.
5 BHEBARE.

6 EEMANAEMEEEOS, RTHIEEBE K.

7 BERT.

8 MHEZMEARDEFHNEBINEENKE, EELE2HSE 7,

9 BEIFMRIRhIERF.

BXREBHEEEFRER, BEW (NetlQ Identity Manager Driver Administration Guide)
(NetlQ Identity Manager IR N2 FEIBF57) FHY “Stopping, Starting, or Restarting a Driver
in Designer” (¥E Designer F1£1E. BRI ERBENIRENFERF) - Identity Console FZHE
IREg IR . ENAKRES, EMAEREEBINITHEMS. flin, QIEAFP. %A
P BRA P,

10 ¥NERETIEERR, BRIEFBHEIEFIMEF.
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1 7 M S i ] 3R Bl FR A bl

REEAEEFREFEREMSRMRINGE, HEBELR Identity Manager ERE R, 7 MR
ERAERR -
1 (ERAME) MREENASRMEE, BERBE.
2 (MFAME) EVIMBNRERITMGIRS, EHITLUTHRE:
2a Sf1% c:\Novell\NDS\DIBFiles FRIGMHE dib BF.
2b BIE—NEIXH, BESBR . idve, HEEFRM2 (HE) .
2c EEEf eDirectoryo
2d WEFR 4.
3 (MIFAME) MRECMEIRERMEIE, BMRAEE.
4 {Z1k Tomcat.

5 M C:\NetIQ\idm\apps\tomcat\webapps BFEHFEMRLLT WAR X {4F1 Webapps 3L
2.

¢ IDMProv*
¢ IDMRPT*
¢ dashx*
¢ idmdash*
¢ landing*
¢ rra*
¢+ rptdoc*
6 WUTMEXHRBZERHRER:
¢ IDMReporting
¢ UserApplication

7 % \NetIQ\IDM\apps\tomcat\conf BEDH ism-configuration.properties b4
HEHRBERER.
8 M Identity Manager 4.9 iso {4 % %€ Identity Reporting.

9 M <Reporting LHEX1F¥# >/bin BREB5) configupdate.bat, REIBEUTSEHH

&:
“IREE 7 ERFR: FBEUTEBSHHLE:
« IDE

+ SRERFPSH
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+ REEER
« MEEHERAESZEDON. HI0, ou=sa,o=data
o JREEHER. B8, cn=uaadmin,ou=sa,o=data

“EEVIEBF: BEUATRIFNRE:

+ KEMRSE

+ OAuth fRF5EEFMAMATT. BN, LEMRSZ[TA0 1P #ulksk DNS ZFR (4R
192.99.17.22)

+ OAuth fR%53§ TCP IR0
+ OAuth R ZFIEF(FE M TLS/SSL

+ KERE
* OAuth BHEMEXCH. 590, c:\NetIQ\idm\apps\osp\osp.jks
+ OAuth £ B BAMNZARZ
+ OAuth FRBEHMEAOS
o SIEHEE (58D o B3R, 60 5T

“sSO B il " i F: IEUTHIPIRE:

¢ RE
o EFTIH URL 5. BII0, http://192.168.0.1:8180/IDMRPT

+ Self Service Password Reset
¢ OAuth Z /i 1D, 5l4R, sspr
» OAuth ZFimZRL. Ian, <sspr B IimZhE >

+ OSP OAuth EE[d] URL. {8, http://192.168.0.2:8180/sspr/public/

ocauth

EXOEESHREFIFAESR, 1BE R “ 1517 Identity Applications B & 3L T2+
67 T1) o

10 REEXHRHEESHAERF
11 JZEf Tomcat.

180 NS RARYIHRBIFRERR

” (%"



. ET=R!
V | | | 1% Identity Manager BT B EIFIR
=
AEBT IR B X% Identity Manager AP BHIBEBTIRIFRENER. XZEITBRES
#B3&E 3T Identity Applications. ZEF4R Identity Manager 2B, iFESME VI 289 “ F+

Identity Manager” (Z8 143 71) » BXHARS IR ZEXANNIFMER, EER « THEAR
FiEFE 7 (F 146 71) o

1% Identity Manager IR 5 2F =& 181
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1 8 1T F2 Identity Manager

AERHAE B B EMEFIE 1dentity Manager R 5 2T BB Fh2EaESZ TIE.

PITIEBRIZITTH

EWITIER, NetlQ BIETTRIA T #&3T B R PRILEE,

“%IERIE
1. FHIRIBERFNRESHA T (dentity Manager #3E.

2. MHERERIT BT S BEHAR 1dentity Manager RURE AR fHSTIRF M

3. BEBEARBZFRERIRA.

4. YT BT Identity Manager AR 5528 £ HY eDirectory E AR IMBIFTAR S35 . BXIFH(E
2, BEBRE 1975 “ 1¥ Identity Manager i 2R SEE 7 (5 185 T71)

5. #EFBR 525 £ &% Identity Manager. BXFMAER, HE I “ #IX| Identity Manager
ZE” (F3370),

6. (MIBRAME) MRIRENFIZFEFHEMIEENFZRF = Remote Loader%liijﬁrx , BFH
RENIEENFZFH) Remote Loader FRFSEE. AXIFMER, BEE N “ 74 Remote
Loader” (ZE 158 T1) »

7. (MIBELAME) WMBEIRIRSE S _LIETT User Application, 15 B #1128 4 & HIRENFE
F. BXiFMED, iEE M “Identity Manager BT #3587 (F 185 T71) »

8. FZHRES = AMBBNIZEFEF. BXEZEL, BEN FHZHR SR/ mMEIIx
iEFEHR” (B 176 T1) .

. BB EHEFNFETREHFNER. BXEZER, BENR “ 7 Designer 1 &
FIRSFFEFR” (£ 18770 .

10. (MIBERTME) MRIEEFER RBPM, 1EIF User Application BIARSS 8545 EE 2 MIBAR
ZREMAFRERE. BXEZER, BHEL - EFRaEFENRSHEFEERE
(186 T7)

11. BIREEFEHFAHEEN. BXRIEMER, BHS W “ FAH dentity Manager IRENFZF
(88174 T70)

12. (MBERME) MREFHEENHREMAN, HREBENRE. BXIFEMAES,
HS W 8B ESCREEFAAN R EBIIRHIEF 7 (817750 .

| 13. NIREIEFEFERIBRSEEE. BXEZER, BEL  NIrsiizFEH EBRIHRS
g (F176 1) .

o O 0000

o O 0O O

HE#Z1TH dentity Manager 183



“%ERIE

O | 14 BUESFEM dentity Manager RS R, HEIEMES, HSI “ HUE (dentity
Manager” (28141 73)

)
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1 9 1% Identity Manager 1T ZIFTAR 535

AEFRHEB XM User Application iIEFZFHAR 5585 _ERY Identity Applications HIIE 2. HETE
ARMARRKE, ARLEENITERRE. AEGSLUTED:
+ “Identity Manager BOIE #4188 ” (55 185 71)
“HEZEITTER Designer INH 7 (55 186 11)
“EHIRIEFENRSHEFERFER” (%186 T1)
“¥% Identity Manager 5|2 1T 2R EZES 7 (55 188 T1)
“1E#% User Application IFEh#2/ 7 (58 188 T1)
“ FH2K Identity Applications” (28 190 T1)
“iE#% Identity Applications” (8 190 T1)
“ SERK Identity Applications B9iE# 7 (58 192 71)

*

*

*

Identity Manager BT84 %5
NetiQ B E5E B T AR S B rh B0 58

“xHEATE

4 1. &1 Identity Manager iR 5 R0 H FEIEE.

D 2. TRAIREREFEHARAR Identity Manager 281 (1dentity Applications F&51)
AR BERE{FRLEIRY User Application (iR, 1B REEFPIBEENELHIEE.

| 3. BITEMEMNEITRAKRE, URERNEAMESEYT B. /A TID 3564075 ERIKSE
=,

D 4. J&IH User Application IRENFEF S A\ E Designer .,

4 5. Xf Designer I E F#4. EXREEFHTIHARS. BXRIFHES, HERN EE
TR0 Designer INH 7 (58 186 T1) &

4 6. (MIBFLRME) FE4§ Identity Manager SIETHBIRAHARFEF, 154§ eDirectory EX
SHENZHRSZ R . BXIFMER, FS N %% dentity Manager 5| 2T 2IHT RS
B (8188 T) .

D 7. TERHFTRAHY Designer 8l —N3 Designer IH, AFES A User Application JXzhZ
FLUERHITIER .

D 8. 1X#% User Application I zhiERF. BXEZER, 1ES I “ 1T User Application IREFE
F” (881881 .
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BrERmE
9. BENWRENIEFIBEEI N E.

10. FZR Identity Applications. BXEZEE, 1HS M “ A4 Identity Applications” (28
160 71)

11. HRERIN S 2 N B & SERIRAR Identity Manager IRIE . BXIFHAER, 50 “
BRI EEEIRERE " (193 71) .

12. (MIBERMIE) PRE SharedPagePortlet IBENRE . BXIFHMER, BHESW “Fi#
SharedPagePortlet B g KiBATIZE 7 (5 193 T1)

13. MBRERPAREHRITIERSHN, BRAZNASETENER. BXFERER, &
S0 ERENBHEIERE " (19371,

HERZEITBH Designer INH

EIBWHEF AT, BFEPIT-LRELE, WWERSZETHH Designer TH .

U O 0O OO0

AR MRRBEIHBHIE Designer TH, HERLH>SA>WE (ASHE) SIE—
I .

1 #CEf Designer.
2 (MIFRAME) WMREFZENINE Designer I H B EZEITFEHY User Application, 1E&HZ
=K
2a 7£ “IEH " MEPEBEFZIMENAR, AEEFSEFNE.
2b EEMBWNER, AREREHE.
3 EEHMANBNRE, BERATSE:
3a 7t “ @RS UEH, EEFEBHE".
3b EFEEL > NE > FA.
4 (AE) ERILE Identity Manager A S EEIEH, BFTRMUATHE:
4a £ “EERUEYP, EFBPRE", RERHEM.
ab EAMSASEERS, EFREZHTITFR.
ac EFE—MIRSER, REREERE.
Identity Manager il & F B N & 7R B FThR AN

EHRIEFENRSFHFERES

TSR EFES R MR SR AR SR EEEERRHRSENER
. XEBEHRSZFPRERARBEFTNRIZFEEHR cov MEMEE. HETMRSH
HESEET:

+ 2REEE
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+ SIEEEHIE

« mEHAO%

s BHREFLEERER

o EENIERF B BT

+ REEFSH

o IREhIZFEHIE
AJ LATE Designer 3% Identity Console R TILIRIE. GASR{EM Designer, MiX 22— Bzhid iz
NR{E M Identity Console, MFEBEEFITEALLITIZE. MREEMARAIETF 3.5 A9 Identity
Manager R S5 281 X BIRR A 9 3.5 S =AY Identity Manager BR5585, WIS {EF Identity
Console. X TErBAHEMIIFMTIEEE, MATLLEER Designer.

+ “7£ Designer PEFIRFSH[FHEFEZD 7 (5 187 7D

+ “7Z Identity Console P EIARFHFJIFENEE ~ (55 188 1)

+ “ S User Application BIBRZH4FEE S~ (55 188 1)

£ Designer PEHIIRSH/IFERER

SIS F IR TN IE Fr 5 h i 7 Y P B R NS

1 7E Designer &, FTHIIH.
2 AFEERFD, ERBEERSSE, REEREFETE.
3 LA IEETRAMRSFEND, ARRET—%,
4 MATABRSZERIIRPIEFEHIRRSSE, REREFT—5.
B HATR SR IEFEHE X B SRR 558587 1dentity Manager RR A #8534 5 = AU AR
%KEs.
5 EFLAT RN —:
+» BEBWRERSSE: BRRSHFHRESHZBRRESHHERIFERS S LIRS
FEF. NetlQ BiUEFE R LLIED,
o FEFRERSJ|ATEIRS: T EEFIREHEABEHRSH L BRHIEF
+ [EIRTEE BRIk B SRR SRE: FERSHEPHIRESHIZIBmRSE, 2R
TRAR S5k BArAR 55 EHIIRshIEF . FEVFEA LR, REREEDT AR
iEF, WHEREESSARNMARERNG, XA g SEHIL.
6 BEHEIIR.
7 BENHENIEFEBEEFHE.
BXRIEMER, BESW (NetlQ Designer for Identity Manager Administration Guide)

(NetlQ Designer for Identity Manager E323157) A Y “Deploying a Driver to an Identity
Vault” CEIREHIZFERE R FHE) -

8 BIIENIERF-
BXRIFEMER, BSW (NetlQ Identity Manager Driver Administration Guide) (NetlQ

Identity Manager BREhIZF EIE$5R) HHY “Stopping, Starting, or Restarting a Driver in
Designer” (fE Designer F{=1k. B ERBNENIEF) »

1% Identity Manager T 2| #fR a5 187



£ Identity Console A & N AR B ERFFEHE R

1 7£ Identity Console #1, %%l Identity Manager &I,
2 BREEERNIEFHIENIEFETR.

3 BEBERBER |, REBEHEEDES,
4 BEHRANIEEEAT.
5 SEETE. EHE.

6 A BAESHRSHERNHETMSFZNRNIEFSH,. £REEE. 5/EETHIE,
B0, REEFEERIELIRNIZF B IENEFSTBEFRZHJNES . IR
MIEFENEREEEREMSYE (CEMEXHEXR/N Java REF) SASIRRSHELN
B8R

7 BERGFURFARAESGHRS.

8 B | IRMENE, RIEBH SRR,
9 WIRFNIEFEFTHNENREFEELSEIBNFE S (1838 71)

B2 User Application BIARSZ 245 EE R

M EBCE User Application, LAEIRAIFARSS SR, 1BE1T configupdate.bat.
1 MBTBIBRIALLT User Application REFHRFHEEEHAIEF.
2 EHSIRRET, Rt E FEHLAIERF (configupdate.bat).
3 1% “ L E Identity Applications FUIZE (58 66 71) ETIAIEE(E.

1% Identity Manager 5| Z T B 2| FH AR =8

1% Identity Manager 5| T 2 FhAR S 8507, ERILUAREE HAT7EIHAR 5588 L1F Y eDirectory
g,

1 FEFBRSS 2 LR EF XM AH eDirectory.
2 YT AT Identity Manager BR 528 LBV eDirectory 8 K EH|ZIFTARF S -

BXFMEER, 58 (NetlQeDirectory Administration Guide) (NetlQ eDirectory BIE
$8F) $HY “Administering Replicas” (BIBEAK) .

3 7EFTAR S5 28 £ &% Identity Manager 5|2,

1X# User Application JRZIFZFF

EALKEFTHR Identity Manager T 2| F— & RS R, ERIGEEEZES A User Application IR
IEFHFEME, HFALMBEE. Hla0: User Application EFfiE AT 2.2.0.20120516011608.

HIEFIRLEEE A Identity Manager INE R, Designer R B RERFFHESANIZIE. FET
B AFHENE.
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SAFHHEE

1 7£ Designer FITHIERIIIE .
2 ARBEHEOEE > SAE, REEFHENE.
3 (MUEAME) R “ SANE " IHEHERTE User Application EAliE,
3a B “HINE 7 R4
3b H5EE designer root/packages/eclipse/plugins/
NOVLUABASE version of latest package.jar.

3c BEEE.
4 BEHTE.

ARIMBRIEARE
1 7£ Designer F3ITHERIIH
2 A8 E User Application IRENFEF .
3 BHIRzNIERF > B> &,
MREMEAIUAL, EAEFFEAETIHER—MEPFIRC.
4 igHBEAAARNE B EHEERE.
5 ETRhSIRSY, BEAR.
6 EFREARWBIFEAR. RERE “HHE".
7 BENA.
8 AFRPESEINERUARIZE. RAEEET—H.
9 MIRLRWE. AFBEEHTM.
10 XH “BEER " A,
11 BUHIRF (N E RERMERA.

SR E T BRIERNIZRF

KRB User Application IENIEF BRI SN ER, WHIEFTH A ETTH

THTERIA TR

o EfE, WEM

SRS RARVFRERNIBNEE. BXERETEXSANIBHEE. EHREBMIH

BEE, WRHESHE, BEAJUBEBENTRHASIAEN.
1 7£ Designer FITHINE, ARBEIHTEBHIFTRIEIT Project Checker.

BXIFEMER, 1EE MW (NetiQ Identity Manager - Administrator’s Guide to Designing the
Identity Applications) (NetlQ Identity Manager - Identity Applications B 511%1t35/) &
Y “Validating Provisioning Objectss” (BIEEERNITR) . MMRELEFAERIFEIR, RS

HHEEMEIR. REEIETXEEIR, FaeibERiERF.
2 ERHIEF, AHEEE User Application IRFNFEFF .
3 IEEHE.
4 WIRENIZFEFHIEA User Application IRENFZFE S ILITIE.
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F2% Identity Applications

FEIB1T |dentity Applications FOHARIZFET, 1BEZYEEIUTE:
+ fERLARTHY User Application FRARIEI— M IREE . “ TATRE " RIEEEEIBNLE. &
RERFF, HEIALREEEARIBELR.
» 1A 9 User Application IF R E — MR REBI R R,
¢ IBEARITEAMREMRENE.
+ &M@ SZFFARAH) Tomcat.

s TENBEEEAXSKNENHIF. XOKRNENHFAZZHF. FHRAXSXNER
HFTRESSHIRMAEHNMESEER. WREINESHE R, ERTHFMANHE
EE, SRAEEZRZ Identity Applications. ME—5 T #FAVHEF MM 2
SQL Latinl_General _CP1_Cl_AS.

B RFZ Identity Applications BIFHIER, 1BES W “ 74 Identity Applications” (58 160 T71) .

1T#% Identity Applications

AEMNBEEFAXP XK NEWHIF. RoXNERNHIFAZZEF. FRAXSKNEHF
ARRSSHIFHAEEMESEER. WRBIESRER, FREHFAMNHEEE, A
[EE R % Identity Applications. ME—5 X #FAYHERF N2 SQL_Latin1_General _CP1_CI_AS.

7E1E % Identity Applications Z B, # &R % /opt/netig/common/openssl/lib64/ B3 HY
libssl.s0.1.0.0 # libcrypto.so0.1.0.0 .

Identity Applications T2 IZEIFA T L :

o RBEEETBEIFRSEE 7 (5 190 T1)
o “TEFTARSSEE £ &2 Identity Applications” (28 191 71)

IR B EIFAR S5 25

WNRIERY User Application BIHEFEAL T PostgresaL A, HRHITIAT S5 :
1 BREIRET Postgresal KIARSSES
2 FIHAGSIRRA, Fii%l postgres bin BRHBHIIESFIHE . sq1 XH.
7fl: pg dumpall -U postgres > dump.sql
3 BRIIERXK Postgresal FIFTARSS AR
4 INTNEMAZR % PostgreSQL:
4a MEEFRTFITREL (https://sldlogin.microfocus.com/) TP T EFHZEN

Identity Manager 4.9.x Windows.iso.

4b SRFI%EN Identity Manager 4.9.x Windows.iso BILE.
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4c SfnF): < EAALE >\common\packages\postgres\ Hiks

4d 1&1T PostgreSQL REREF.
5 Sfn% c:\Net1Q\IDM\postgres FH Ml Data HF-
6 7E PostgreSOL BRI E B — data B3R, H#HR postgres APAENIFBIIZE R,
7 FIAGSIRTH, 5%l postgres bin HEHUTNEARAIIRKEIERE:

~f5l: initdb.exe -D C:\NetIQ\IDM\postgres\data -E WIN1252 -U postgres.
8 fffk c:\NetIQ\IDM\postgres\data N pg hba.conf XHFHEELL TN,

# IPv6 local connections:

host all all ::1/128 trust

host all all 0.0.0.0/0 trust
9 HA{RE7E postgresql.conf MEFREGH R TIN:

listen_addresses = "*'

port = 5432

10 MIBITIEBIBIT services.msc, EFE] postgres RS-

11 TG SRRA, SN2 postgres bin B3R, BHEIEBSAHF Postgresal #iIEE, RE
RIBL TR 2 PR FE R ULER 1.

~f5: psql -U postgres < dump.sqle

£ AR S 28 £ 245 1dentity Applications

AR #2152 B an ] 7E#TAR 5585 £ & 48 Identity Application:
1 M NetlQ T&;Muh (https://dl.netiq.com/) &

Identity Manager 4.9.x Windows.isoo

2 RN .iso Xf¥.

3 5% 1dentity apps B, &% Identity Applications, FBEid User Application &1 Roles
and Resources Service IXTNIEFHIERE .

3a ZEFE“AEXNRE RN
3b HMINSBEMT,
3¢ HUHIEH EBZ 1dentity Applications BREHFEFF o
4 &IFIE PostgresQl BRS5EE, RMETEMMT, RERERE.
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SThX Identity Applications BT
HEFHLKKITFE 1dentity Applications &, HERITRITTE.

/& Oracle ﬁ?ﬁjﬁu“ 1T saL &

EREIES, & RERE — sQL XK E # Identity Applications ##EEE. IR
JEEETE Oracle £ & _ﬁ', MIBARAEMIT—LE LR, AREFEEEITIZ sQL X

1 ERIEEFESITLT saL &4l

ALTER TABLE DATABASECHANGELOG ADD ORDEREXECUTED INT;

UPDATE DATABASECHANGELOG SET ORDEREXECUTED = -1;

ALTER TABLE DATABASECHANGELOG MODIFY ORDEREXECUTED INT NOT NULL;
ALTER TABLE DATABASECHANGELOG ADD EXECTYPE VARCHAR(10) ;

UPDATE DATABASECHANGELOG SET EXECTYPE = 'EXECUTED';

ALTER TABLE DATABASECHANGELOG MODIFY EXECTYPE VARCHAR (10) NOT NULL;

2 BZITLAT updatesQL f34:

C:\NetIQ\idm\jre\bin\java -Xms256m -Xmx256m -Dwar.context.name=IDMProv
Ddriver.dn="cn=User Application Driver,cn=driversetl,o=system" -
Duser.container="o=data" -jar C:\NetIQ\idm\jre\liquibase.jar --
databaseClass=1liquibase.database.core.PostgresDatabase --
driver=org.postgresql.Driver --
classpath=C:\NetIQ\idm\apps\postgresqgl\postgresgl-9.4.1212jdbc42.jar
C:\NetIQ\idm\apps\UserApplication\IDMProv.war --
changeLogFile=DatabaseChangelLog.xml --url="jdbc:postgresqgl://
localhost:5432/

idmuserappdb" --contexts="prov,newdb" --logLevel=info --
logFile=C:\NetIQ\idm\apps\UserApplication\db.out --username=****x**x __
password=******** ypdate

3 EXAHmIBEPR, FIHABRIAMT /installation path/userapp/sql HEHH sQL X
.

4 7ER# coNCAT BLOB WUE M BEHEEA—MRFAT (/). B0

-- Changeset icfg-data-load.xml::700::IDMRBPM
CREATE OR REPLACE FUNCTION CONCAT BLOB (A IN BLOB, B IN BLOB) RETURN BLOB

AS
C BLOB;
BEGIN
DBMS LOB.CREATETEMPORARY (C, TRUE) ;
DBMS LOB.APPEND(C, A);
DBMS LOB.APPEND(C, B);
RETURN c;
END;
/

5 BT saL 32
BXEBITSQLXXHHIEMER, BN “ FE0|EHEENE " (£8371) .
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AR IFAEFEM sQL*Plus RITIZ sQL . XX RIITKEERID T 4000 FFFo

:E :‘ 0 4

IR BIRE T

3R % Identity Applications Z &I, N7 /FIEN R ERBRET. MRTFEBRER,
TR BE — LTI THTEEIR.

B ¥ SharedPagePortlet B & XIBFHZ E

IR EE BE X SharedPagePortlet BIERIBVA IR B BRI, MXEBEX BFREIHE
B, HEWEGERHES. Fit, MEE “ HHREMERS 7 ERFH AR EERERIERD
HETH. ABERABELEIRE, FERUATESER:

1 LA User Application EIR R BN EF.

2 N|STE)ETE > Portlet BIE,

3 RALEZETTESAL

4 7EAMIE Portlet Birh, BELZTESA,

5 EREANEM, BHEE.

6 FAREAEIZENO.

7 BECRFRE

ERENBHEEE

BAERT, BRERES “4H” LA “DNLookup B/R ” A TFEARS. XERE, BY
AARIRATANRIE R RN, TREZAZANERFAAE. BNZERE, FAR
THRAEANEOERPAARZRRARZHTI N B REASER.

SEFTRUEE Designer s BB AT E & RERUIGE, WTAIR:
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|X 1E Microsoft Azure &} Identity
Manager

KERD N LA EE Microsoft Azure = H ALK FNSCHE Identity Manager.

+ 5520 E “ 7£ Microsoft Azure _E X FISCHE Identity Manager” (58 197 71)
o 221 E “RA Identity Manager H &7 (5 207 177)
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2 O 1E Microsoft Azure _E X FASEHE Identity

Manager

Identity Manager ¥ X #7E Microsoft Azure EERZ LT Identity Manager 2815

+ |dentity Manager 5|2

+ |dentity Manager JXE1#2 1 Remote Loader
+ Designer

+ Identity Applications

+ Identity Reporting

ERE: AT Microsoft Azure £ EBZE Sentinel Log Management.

FoRFH

&7 Identity Manager LA R G EK LIS, BIEMRTE AT RREY:

+ Microsoft Azure ERIEIEM A,

¢ Identity Manager 4.9.0 Windows.iso #ll Designer B &, FREHEFH AJ7E Identity
Manager A4 SC5] E5ER .

o ATARME PR EHEZR] Azure VM LB IZREH .

CIEpUR

TR LIRERNEZR AT A2 M ERE Identity Manager B, 5] 20-1 &R T —1 7R
BIERE, BREFTHRHARIZBE.
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[ 20-1 7% Microsoft Azure _F 82 Identity Manager

= Qralriagi
TRATFM YRS
Ide nttty I'u'la nager Eﬁiﬁ!ﬂ% Designer

R ! 66 8

Identity Identity EiER
Applications Reporting Remote Loaders W RERF
W FTEFRX R

AT LARRYE 1dentity Manager A ERER S|/ LB AR, LUARERIEETE Microsoft
Azure EEREXLEAH. T, FRAHFRWEBEIIEMIEEN.
HEIIEAREUATSR:

o “BIEFEIRE " (58199 T1)

o “HZEMMEAFR 7 (58 199 T

o “BIENAEFMX " (5200 50)

o “BEEIMLEAE 7 (5 201 51D

o “FEFET VM RRVENI 7 (58 202 T1)

o “ 223 Designer” (58203 71)

o “ELENAEFMX " (5 204 51)
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BI3Z #5il54R
NetlQ G BE— N FIFAH R ZIERMENZLE, L5 Identity Manager $5ECLfEA . #h
ITAT SR OB A ZRIRA :
1 EF3 Awure 1.
2 BEHFIRE,
3 BEAIE,
4 EERERIRDFH:
d4a M\ THRIFIFRHPIEFEERIIT R
ab IINFTHIRIRLE B TR
4c NXIETHFIFRAPIERFME. HIANEIE P,
ad BEHET—%: frid >
5 FEARICIEIRAR, BET—H: EE + IE >,
6 EEE + GlERI~P, BEHUE.

8132 L 2 0T

1 EF3 Awure 1.

2 ERERERPENEUMLE.

3 ARG, EEFEMLE.

a4 BEHUE.

5 EEAFEREIFHIEEUTHT:

FE A

1T M TR R PR EITT I o

iR N TR RFIEEIN AR FIRE .

BFR 18 E FEBIM4EHI B FRo

X MNTHFIRAPEFME . FIRNENEZ .

5a B T—&: 1Pl >.
6 7& “IP ol " RIR A, BEFMTFM.
6a BT M.
6al 1EEFMBAFR. 0 default,
6a2 IEEFMMUTERE . flin10.1.0.0/24,
6a3 EBFHFMN,
6b BEHET—H: 2>,
7 EzEMEmRF, RERBAFEMNERINME, RERET—H: 70>,
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8 FEIFICIEIIRH, BET—H: &5+ 4>,
9 AEE + NERMFPEREIRE, REREUE.

BENAEFMX

1 BFEF Azure [,

2 BEHAEER.

3 RE|AKF > W > MBEFRX.

4 EEFESENRPIEEUTHEY:

FE ER

1104 M THRIF R AR FERIT IR

BiF4H N TR RPIEFNER EIRLE.

M RREFMXETR ENREFRXZMR.

Xig MNTRIFIRFEFRME . GIGNENE .

= EEMENE. FIantRE va.

R/ EGIH {5 ZE1E 0,

BAEGIHH {5 E{E 10.

R P 4% IR EARLE T E 6 E AT R F M “ B

BEMMEF TR 7 (5199 71) .

4a REBHKFEMNERAE, REEET—5: 5l >.
5 TERIRIEIRA
5a JEEFE/NE,
Sb fE/NEE P HBHETR, BT,
5b1 5 E/AN L 1P HulEZFR. 5)40 idmgateway.centralindia.cloudapp.azure.com.
5b2 BEHHHE.
5c BET—%: Fin>
6 E)—ﬁﬁﬂuﬁﬁ:[ﬁ_ﬁq]
6a BERNNELHH,
6al 15EFimMEIR.
6a2 EFEERM—NEEBIRNEIR.
6a3 BEF M.
6b BHT—%: ME >,
7 EEE®RIFH:
7a FERBHNT, BEFMEEHHN,
7b IEEMMZFR,
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7c EMITEHETB-R e E AT 48T :

FE WA

oI 35 B FR R ERATER B FRo

BT 1P MThiFIFRPiEFEAE,
7138 HEFE HTTP,

w0 B E & 80,

7d REHRFRIKAE.
7e fEEiR EFREBIRHIEE LT T :

FEH BLAA
=P =k M T FRAPIEE R B
HTTP B BEHE, BEHTTP IRERR. REMBETFEMN

RUNME, REETHM.

7el BEHFM,
7 BET—%: #Rid>.
8 TEiRICIEIIRH, BET—%: EE +lE >,
9 EEE + tlE > ZIIFHERENEE, ARRHE.

AR BXREENAEFMXIFRER, HER " EENAEFMX 7 (5204 71) .

B EHAHL S5
£ 2 B A0 E L LUFEE Identity Manager 2R,

1 EF3 Awure 1.
2 EREDENEBL
3 RS R, EFEEUL.
4 BEE, REEFEU.
5 EEAERETFH:
5a W TRIFIFRAEFERIT .
sb NTRFIRFPAFMAEMNEIRA (BR - OEFFEH" (F19971)) .
5c {EEEMI AT
5d MXig THIFIRPIEFME. FIARENEE T,
5e MBR{E TR FIFTFIRIFAFER Windows Server. ffl# windows Server 2019,
5f MR/ TRRIFISRFIEFEEMLK N
5g IEERAFR. BREAWAEN.
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5h 1£ “1FA] 7 T, i%£$E Windows Server FAIE, SRRIEFEFTA SHMMHHEEHREDN
Windows Server R ELATHIA -
5i REHEAFERANBINE.
5i B T—%: HE>.
6 TERAEIRIIR:
6a M 0s FiE AR THFIFRPIRFHELR, Hlan=g ssp.
6b M THIFIFRPIEFMERMMEZLE,
6c BEHET—H: WL >,
7 MR
7a EFEIAMEFC RN FW. HEL “ OZEPNEMFM 7 (8199 71) .
7b EMEEELET, EEFEL.
7¢c NTHFIRPEFDBERNME L LHE.
7c1 (ERME) MRZEFTANNEREE, FREHME.
7c2 EEMBEREHBTR
7¢3 BEFIMNGEAEE, IEERENMET.
7c4 BEFMEEAE, BERBHNHAT.
7¢5 BEHHE.
7d RBEHKFEIBIAE.
7e BET—H: B>,
8 AEEEINFH, REBIABFHRMEANE, RERFT—F: 5% >
9 EEFIEIFH, FRERBFENBNE, ARREET—5H: iFid>.
10 EFFCEIFH, RERMEFTERMNEANE, RERET—F: TF + (&>
11 ZEE+ (ERMTPEFENRE, RARREHUE

BEHT VM Py

AT LAfSE FA S FA R2 7 P K B 22 3£ DNS 2 FREk 13 FA 1] %% DNS 123k &K1/ 18] Identity Manager 2B 1%,
ZE (¥ Identity Manager 4 BE B E BN, 1BHHRIEST D VM EBY hosts X, HRM—DUR AR
itk VM B9 ENLZ .
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#20-1 FHENT

LR Lz
Identity Engine Bfn#| \dentity Engine VM H1RY hosts 3. 530 :

C:\Windows\System32\drivers\etc\hosts

&2 hosts X1, EHFPEELITI:

<Identity Engine VM [ IP il >
<Identity Engine VM & H DNS #FK >

fi4n -
10.0.1.1 identityengine.example.com

<Identity Applications VM fJ 1P Huif >
< MHREFMKH A DNS 44FK >

520 :

10.0.1.2
idmgateway.centralindia.cloudapp.azure
.com

Identity Applications Efn & Identity Engine VM H1H hosts L. Han:

C:\Windows\System32\drivers\etc\hosts

&2 hosts 301, EHHPEELITIR:

<Identity Engine vM HJ IPp Mtk >
<Identity Engine VM ML H DNS %K >

fgn:
10.0.1.1 identityengine.example.com

<Identity Applications vM ] IP ik >
< BHFEFMEH AL DNS 4R >

52N :

10.0.1.2
idmgateway.centralindia.cloudapp.azure
.com

ZEE# Identity Reporting FIEHIN, BEESME 20-1 (58 203 71) HAY Identity Applications.

AR : BX Identity Manager AHFHIRE, 1SN “ RETE” (F 4370,

2% Designer
1 ELRFWA, EEMMISEG. FE 0 SIZEMMVLEE 7 (55201 51D
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%FF Windows €40, iF{NEA rdesktop imd. fIgA 3389, .
2 L% Designer. 1EEEE V E84 “ L% Designer” (5123 71)

(=R EEIEATES
BEENAREFMXE, JMERMLE{E R {EHELL _EIEERY Identity Manager £E1.

1 A Identity Applications. F<E8F0 Identity Reporting 3 Identity Manager B4 & B AV /5
Uit o
la 7EfEimitb, BEFM.

FE AR
4 6 E TR 3 Identity Manager A0 5 it 2 FR .
2H UTH Rz —5EHKE:
o IP HuhIES, FQDN: $5EFTE Identity Manager 2B 14 #Y IP Hiib R
FQDN,
o B EFFEEE Identity Manager BRI EETLHN -

lc BEHHE.
ESHLRUBREE ZRimt.

2 J9 Identity Applications. FREF Identity Reporting ZF |dentity Manager 2B {482 & 4 Y
HTTP % E .

A8 RRESSHERE Identity Manager BRI A HIER .

2a fEHTTP EE B FHFM.
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FEB AR

AR 35 E R FIRH Identity Manager 2B H HTTP i%&
BEEM.

i 1EHE HTTPS,

%0 }87E Identity Manager B{FRYER O .
(EE

+ Identity Applications: 8543
+ Forms: 8600
+ Identity Reporting: 8643

KEIER 1. EEFE R

2. EBEIEBHAR.

3. ¥a3 EFAXTR Identity Manager B35
HEAHIER.

4. BEH “HRMIES .

Ei

\el
e

2c BETE.
EENPRUREES HTTPIRE.
JE Identity Manager 2B (4540 Identity Applications. FE.F0 Identity Reporting) EC
BB MAITER.

AR RRCANENESE PFXGER.

3a fEmiEFRREEA.

FER AR
AR £ E B TR 5 Identity Manager BRI SIIFFEFE 2 FR .
Bl 1P BLE 1. EFEZ IS EREINEF T, FE20 “ tIEE

AR LR FIFM 7 (5199 T1) -
2. IEENARFHERMIKEOS. Fl:
Identity Applications: 8543
Forms: 8600
Identity Reporting: 8643

Wil 1EFE HTTPS,
B 1. HEEH L PRXEPR.

2. IEEIEBMARMNOL.

3¢ BEHEE.
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ESHPTHURESE ZTERF.
4 79 Identity Applications. F<EAFN Identity Reporting Z¥ Identity Manager 2B {481 i E A F N
FHRERNSHENEHRD. UTEFF HTTP & E KB
da AR BEFM.
ab EELATZETS:

FE WA
AR 15 E BB TFIRF Identity Manager 4B RIHLN & 7R
ULE RFRAELSE 3 hOERHER TR
=g EERAELSE 1 hOERERERb.
HTTP R E EFE LR 2 hOIZAERN HTTP IR E.
4c BEHTHE.

ESHLBRUBEEEZAN.
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&R AT Identity Manager A 1TRCE, FEPHHHED I KIS MS Azure T2 [B] Fc4E
El#. EXELEREEAR, BEEE Azure TSI EZ EECE VPN EiZ. AEFS
S TEACES H RFITIRA:
« “FHZRSH[RIEFEERE"
+ “{$H eDirectory UREHIZFiELR "

{EH 2 Ak 55 e B BhAEFr SRIEFE

EBF RSP, ELABE Identity Manager Bk 5851 FI1E[E] Y eDirectory R FIIRENTEFEE, H
FH—ERFZ[REEAWS =H, F—ERFH/LRES I AR, HEPaEIHEET VPN EZEE
RENEEFNBERSENHNTEEARRSEEE. ERWMEFIHE Azure ZHIZITHY Identity
Manager BRSSP A E S BN EERENAREF BRI L EMH .

B 21-1 R/FZMRS5F W FFEERIVEE TR

. Azure FREH &
' N

EhE] e

(8207 177)
(% 208 77)

i %

{HE VPN KITR

.EE%M z E BERE Iden!uﬁty%hggager

! e !

Identity Identity Managear
Applications EEEA
- - /
Identity Remote Loader S
Reporting EER
L J mRER
L o
| LTEERE
a
s VPH &8
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£ eDirectory IRBHIZFiE

IR IERY Identity Manager IR 528 L AN [ERY eDirectory feh, EHh—APHETF Azure
=, 3 THRETEUMLE, NESFERLLLFR. LECE A eDirectory J¥EIiZF 18T VPN
EIEE Azure TE NG 2 [BIE] 514 - Eﬂ:\ﬂkm%ﬂlﬂﬁﬁ Azure ZHIEITHY Identity

SH A
=]

Manager [REZ 2SN ESBNEERNAREFZBERLE% -

B121-2 (E/F eDirectory IXZHFE/FIEFRRTE S T &

NEMLE

Identlty Manager

. Azure FAE =
p

{XA%E VPN BFK
EIMER
ZES
t eDir 2 eDir  ggphse
Ident|ty Identity Manager ~ JEEDIERF
Applications REZ28 1
= «“@e
Id;nt_ity Remote Loader
Reporting
\

EREE
Rz A2

Azure =5 MK 2 BRIE NS Z RS Lk RIARER

eDir 1| eDir .

RENERF

s
MR

J

THERE

NRER

VPN &%

EEEN. B LEIEER

HIEFFLIREBRRIEHERSHB M. BETUFAR %%I%*ESL%?&E%E'I&E‘JE%E*U
Eie. flan, RFIELSOSEY, HARFRFE Azure ZFIE I WL FERATRER O S1E]

Identity Manager PR 5588 .
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=

2R3 Identity Manager LASEEI S A FE
P

=AM AR CHEME SRR (BFEEE. NARFNRS) NS ATEEME. NetlBid
BHESBREEIEFEE (520 VMWare Vmotion) X #¥ Identity Manager R 75 RIS AT H
Mo XIS AMIMER, MERUTEIR:
o BRAIESARAMMERREUTEAE:
+ iRk
+ Identity Manager 5|8
+ Remote Loader
+ |dentity Applications, A~E13E Identity Reporting
o HIEEBEIMEDRTITEMER, Identity Manager 5|2t SBE&EL.

JERE: Identity Manager 357 B2 FE 5 Identity Applications 2 [B] 11T 51 £ S %% LDAP =}
LDAPS i&#1ifl.

BXEZFARSR .. HER ..

7€ Identity Manager 2R AR S5 85 EC 2 ES I (NetlQldentity Manager Overview and
Planning Guide) (NetlQ Identity Manager L&
FMMXIIERT) Y “High Availability
Configuration” (ERIFAMEE) .

EREPEITENE “Identity Manager B S ERE R 5 R~

{NetIQ eDirectory Installation Guide) (NetlQ
eDirectory R318/) " HY “Deploying
eDirectory on High Availability Clusters” (ZE&=A]

FAME$EE _EEBE eDirectory)

EREIEIT Identity Applications “Identity Applications BfEE ERE SRR 7 =15 ”

B X 1L Identity Manager INEHRSLINS AT A M FRMEREIEMES, BHEKR NetlQ FIARZH
(https://www.netig.com/support/).

UT/LERM THXRESAAMMEPREZFMACE Identity Manager B P ER :
o 8225 “ EREIMEPLE Identity Manager BIMERZT/E” (58211 71)
+ 25 23 E “Identity Manager B¥EEEREB R F RG] 7 (5 215 71)
+ 8 24 F “Identity Applications B SEEBE A HZ RG] 7 (5 217 T7)
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2 2 EEEIIER LRI Identity Manager B/
#FIME

o CHORFMH
+ “J9 Identity Applications & B & ~

FoRFH

s “BREE"

+ “ldentity Applications”
+ “Identity Applications HIEIEEE ~

S EE
NetlQ I AEH BT R LB WL BT, KEBEUTTEER:

¢ W ERNEE SN RBRFERHH Windows AR55E5.
o DIFLRBHEREIFNNIEZMRE, BEUEBTEEUEFEMESMEF NIC 3
-

« BREDB AR THERZMED. FREMNKESHEFELMMNTHZMES, U
HEBIEITIRSHEET SFEH.

o DR NMEET R LIRS NESFHIEE AFERALZ#ES DB,

o kSN, BT EEE NICI (NetlQ International Cryptographic Infrastructure) #i#&, LUE
EHETRZEEFRESH[IFENEH. AEHETSFEA NIC BHREL A T8
SEHZ@EES.

* NetlQ BERZEEDEGF B EM eDirectory BL EF HEHIE.

o BB —NERL P bk,

o (MIBRTME) tREFEFR eDirectory fEAB M ERI T 3F45H), nds-cluster-config 32
BRI HBCE R eDirectory 355, eDirectory N IFACE /N2, A THEFLAIE
root SR EEF EEIFE R %K eDirectory,

BREMENEIREGMEMIFMRIEE, 158 (NetiQ eDirectory Installation Guide))
(NetlQ eDirectory Z25$5R) HHY “Deploying eDirectory on High Availability Clusters” (fE=A]
FAE$5% L EBZE eDirectory) o
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Identity Applications
&R LATE Tomcat B ZHFHIIME R R K Identity Applications FIEIEE, FEEEIEUTE

In .

*

*

*

BHEVNEGH—MBEESXBIR, S B ASE#Bin0. FHAE—RNFRRET

AAX DA EEE, BriEEINERE ) BAREIT .

o JTFHENBIMR, PLIHA dentity Applications #HE EE RO 01T i [ & E HH ] AY i
D—%o

o MTEHEMTIKA, YLIAEE Identity Applications 2#E 2 AU AR 55 8518 E 18 [E1RY
AL b1

WE S B E DRSS . MRRZBEHIARE L, SIETRESIRARE, S

HTTP SiEtIpEsEH L A IE S T1E.

NetlQ BIAEER—NEN LRSS E A E B IECEFERZINER., Kt

R 5 B IR TR FIHFE Z B2 = Cookie, Ft, RIFZNEFAELSH HTTP £1EHE

EHEIMEEm (s, MRESNMNAPHEZE—EITEN, TS ALEERETREING

XD .

BEDAMNTER—N TR,

PSR IBE) 1 3 PR S R B E B E L.

Identity Applications HIZ1E &
HIEERER T SHEXAEIEERSHBAIINGE. NetlQ NMREIMEM B ELREELLENE 5N

i,
B

*

EARESFRENERX. Eit, RNEFRHEHNIEERS SRR, FHUATE

INBERT, RAREZBIRERN 100, HETEXR, TERGEFETHNTIERIEEK
3. BHUREIBIUTEE:

(java.sqgl.SQLException: Data source rejected establishment of
connection, message from server: "Too many connections."

EEMEREEY, 15T ny. onf XHH I max_connections TERENESHE.

R R EERAREREERS SRR ERSR S E. fl, BTESKBEAES#N
FHEAREN, AL RERZERAESES.

BN TRHEREERSFNRE, BEESMACNRREANE, SFFRINN~RR
REIBERIEEmRSHFD.

BNSRE KRG IR MR AR 5 HHE BRI 5 58 A T A1 189 7= mm Bt AT BE L IR A AEART (8]
AERMEPRRANER A ZEETENG AL RERRE . NetlQ 12t T & HIR,
BT XS NetlQ @it {T o, AXIKREE. BRLMEENEMNE=F=RI#TH

. MRBREFNEWIIR, RANFEREZAEIEFSFED BRSO EA R
177, VAEEBAM NetlQ = fRis]RE 1 53 B B AE O RF SR IR B 0] RE .
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73 Identity Applications R &

Identity Applications 23§ HTTP IR EHIFSIEHEH . WRENMPITHRHISIEFRENT A
ZEHPE, WEERAPTM, ZSEmMeEEdETNS—MRSHELSBEHIT. EHETR
4% Identity Applications Z B, RF/HEZRIFIFE.

o “ THE Tomcat SMERRIBEER 7 (5213 71

o “WETIERIESIZIDHRSZREM” (F 213 70)

s “HBETNEMNARPNARERFERBERINERH " (F 21370

7 #% Tomcat SMEHRYBESLA

User Application B#E&E401# A UUID &fR, URERLCER PR MBIERZ P E MBS
‘Rz 8] A MBI XU . AT LUE A User Application BEIRIREIEEX User Application Bf&E2HAY
MERE. REEERYRSSETAE, MBEERLEFRBNEX A BEZT = LEEN.

WETERIZSIZ ID NREREM

FEBFE P IEE Identity Applications BB NIRSSFEAILUGIT— N TIERIESIZE. AMREEE
MITERIESIERMEE, BEPHNEINIRSH[EBAERAERMNSXZFRFSX UDP 2H, 1t
Gy, BERTAERIZESI M — D BEiBETMNENRSSE, BALERESIZENEE
T1EARE Identity Applications BIFBIREFHER T X,
HAERIIERIESIZERIET, LIMNEE Tomcat WERGE M.

1 X EEEFRIFTA Identity Applications BR 552681 E—NETRY IVM RGBS .

2 BRGEMMANAN com.novell .afw.wf. engine-id, H 518 1D 2— M E—1E.

ARETHETRAPEREFERBERNERA

Identity Applications £ F = 25 $A N BB HUREIE . BEEFAUFT A Identity Applications @455 FA 18
R EZH. KHEHBHEHREEEDRIFTA Identity Applications (£ FHEREIAIE 4R

B X2 Identity Applications FEIBURBURHIIEMIER, S (NetlQ Identity Manager -
Administrator’s Guide to the Identity Applications) (NetlQ Identity Manager - Identity Applications
SRR FAY “Encrypting Sensitive |dentity Applications Data” (JI1Z Identity Applications
BRI .

1 FEEBEEPHE—T = LRI User Application.

2 AREREFY RE-EEBH " E0OF, IETIEEES dentity Applications FTEZ 4RI
master-key.txt MHFFFEMNME. BOABAT, ZXHEREBRP.

3 EEEHRHEMT = EZRZE dentity Applications.
4 E “ &é - E‘Eﬂﬁé%ﬂ " EDEP, $EE7~EEy %E*EET_?&%O
5 £ SAFEFHEOFR, EHEDSE 2 RPEIBNNXAHFRNERHA.
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2 3 Identity Manager Bt SE SR B BR 7 <41

AERITZE LA B AN Windows 2016 F & _EHIBFEIMEFELE Identity Manager.
o CHEREMH (5 215T0)
+ “¥E eDirectory Bf5& AL E NetlQ Identity Manager” (Z8 215 71)
s “Remote Loader B££&E1t 7 (58 215 11)

FRFMH

1£ Windows 2016 _FRIBFEEIREFIEITHY Identity Vault 9.2, B X% E eDirectory BHERIFLR{E
B, 180 (NetlQ eDirectory Installation Guide) (NetlQ eDirectory R%£35F)
“Clustering eDirectory Services on Windows” (f£ Windows 4% eDirectory ARSZEE&EL)

AR BREAFHERSIMRETRHETAETE. eDirectory HER M T LIS BN

ok
Beo

1£ eDirectory E££ _Efif & NetlQ Identity Manager
AT RIEEEIRE eDirectory 5.
HIZB LT T F27E eDirectory BHEEIME AL E Identity Manager.

1 AETS EMESEETESED, 15 eDirectory HERBMRARZE N EHINEF,

2 BFIEXRESS.

3 EET R L, BIETE Identity Manager RE RS HiE$FE T HZIREHFETIR LS Identity
Manager 5|2,

BE: HIRERAEAIIEEF LS LR Identity Manager 5|,

4 |dentity Manager Z&X B S S ERKHAB)F L eDirectory &R, HitABIFIER, It
ABEIRESTRSETARY. RER, BENEEEESEDZH) eDirectory BHERE.

5 A eDirectory HERBREVENMAL, HERXETRAEFTS.

6 f$/H DCLUSTER INSTALL #p&7E X ET & L& % Identity Manager 5|2,

540 idm install.exe -DCLUSTER INSTALL="true"

Remote Loader B &£/t

1 AFEMREEET = LR % Remote Loader.
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IR MFEEMREDS S, R Remote Loader REAHRIMNEZMEERE L.

(FBERME) WRES Remote Loader Z [BF IR LR @I, 1BIFERE SSLIEF &R &
FHEXZMHES.

1E B ZE Remote Loader B EE A B AT, FTFF Remote Loader ¥E# & H1%EFE Remote Loader £
Windows BR55.

aEEEEES > AEY, 92— Remote Loader B¥EE A .
EBEZAECHUTER:
AER. —BMHRS
EFEPR S : Remote Loader LIS E M )9 Windows BRSS .
AR HERABEM
Hiht: ME—AY 1P ik
REET: AZHEME
SHEMREE:
1. HKEY LOCAIL MACHINE\SOFTWARE\Novell\RLConsole

2. HKEY LOCAL MACHINE\SOFTWARE\Novell\DirXML Remote Loader\Command
port 8000

15 EIEE B E LAY Remote Loader SLHIAYEMTFTRERR .
3. HKEY LOCAL MACHINE\SOFTWARE\Novell\PassSync

AR
s BHEEABRINRESZ—IN Windows iRSE . Eitt, &IEEXTE I Remote
Loader SEfI T S ME— B 45 S um O FHE RN B E R R EE R -
+ Windows BfEE S #F Active Directory JXENFE Y O S i iE S .
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Identity Applications B¥SE P E R R T R~
{51

AEB I — N RfIEBE R BRI ZE Tomcat M AIEF AR S5 25 LB EIMEFECE Identity
Applications.

FHESE, BAESMHITHRSSE EHETR) LIiE1T Identity Applications, [ERTSEINE
RN, EWERSE, BEERE/LA Tomcat 2] (Fh2) HEHE—E. HEBEPHEARRE
FIAREEE (8, BMERRSsEAEMIE, ESrEEEMmEFET 2K dentity
Applications, &HESLINEIPESETS, EATLLGIE— Identity Applications 8158, RABERFE(IE
EATEHBNRSEE. AT, HECE B4 Identity Reporting.

BifER AT ERRNG, ESLEMBRAIERFHENAEGHETHRSIETR. 7
?ﬁzlzg%%ﬁﬁ%ﬁﬁﬂ'ﬂ—ﬁﬂﬁo BT RSN E NS RE. B IEERIESENRE
RIFR
20-1 B R T —MNEENH KBS RGEHE, FMEHNTRE:
o FTEBENEET AR E.
+ Identity Manager 5|2%F0 User Application FHH LR A RMAIARS 2 L. BIXTEF~RH
MEBRALLSE
o IBFHIK eDirectory. ldentity Manager 5|2, Identity Applications. Apache Tomcat Nz FI#2F
BR 588N User Application HIHBERM R E TS,
+ OSP (One Single-Sign On Provider) A User Application RELEE—NMEET S L. BELEFT
INES, BATLUS osP REEMARSEE L. FHHIBERT, BEERIT 2L TIE” (B
219 71) HETAM—LLEIE E L.
+ SSPR (Single Sign-On Password Reset) I fE MBI TEN £, BIFTE =R ATBERA L
Bk
+ {$F PostgresQlL {E/ User Application FOEIHEEE. Aid, EATLAER Identity Manager 4.9
SRR IR, 90 Oracle.  SQL Server BX PostgreSQL.
+ Ff User Application ¥5 51145 eDirectory 1 User Application #{#& ZEHI[E]—NSE BT .
BE AR R B 2 BYEZE LN User Application SEf5IE= .
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- ¥ 2 User Application
A Btz 2les ° s
]
[ J
0SP %1 RBPM E'i
e n SSPR

AR WNSRHERIUSTRENSEREE. B, BAUBRNMEASZHIHTSY RE
ARSI RNEE.

ATHEHNETHRELEE, AXRENHHERHSSRILREIEE.

\
SR
+ WEIE1T Windows Server 2022, Windows Server 2022 R2 8% Windows Server 2016 BJBR 5%
%%1’E§‘j:|l-j|-lu\°

¢ EREANET 4.9 hithY Identity Manager 1. ZEFHZRE Identity Manager 4.9, 1HEILE
16 Z “ F+£} Identity Manager 2B~ (58 153 71) .

s BT RMNAREFRSSEMPEER. BERX—SHEENGERERE L REENE
FRI—AN WM& AT a] AR 5528 K@ 12 NTP BR8]

s BEVRMNTER—NFMF.

o WEEEBRIERGH PERRSTRREERMAITEN L.

o EXUIREHENL, BERSHLBIBN AT FESRIG, — AT dentity
Applications, F— PR TFREELSR.
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AT IR Tomeat =L ZEHT Identity Applications SEf5l, AR M EFER BiZSEHIZER LR
A .
1. &3 Identity Manager 5|18, EXZE LIS, FEN LR IE" (F4370) . }FE™~
KAERE, FIUF Identity Manager 3| R RABMAIARS [ L.
2. A ldentity Applications 83 H ZFE U TIRENFIERF :
+ AP RREFRHER
+ Roles and Resource Service IRENFE
3. FET A 1 E&RZE VLT Identity Manager 2R :
a. User Application
ARRIBPEREUTIRE:
i. & Tomcat (EANAREFRSE.
ii. 1%$F PostgreSQL {ERBUHIEEF S

IR EATLAER Identity Manager 4.9 STHRFEE(THIRE

i. ZEEEENEPIRESENEIEEAT.
iv. 1% PostgreSQL BR 5585 _EHIBIBEEIRBNFZF jar X1 postgresqgl-42.6.1.jar &
BB EEFHIFR A User Application T8 E.

R WREFEAIE Identity Manager 4.9 TV E M HEE (5140 Oracle 5%
sQL Server) , HEWIFERE T HIBERNRS S EHHEMNIFEIIZR jar XHEEFIZ]
B¥& T AYETE User Application 58 E. AXIFMER, 1BES N “ ELE Identity
Applications BIEIHERE ~ (B 64 T1)
v. ST FHEER SR BIRERENIZF jar X
vi. TEFIREESIMERBEENATIES, EEHIIEEED.
vii. 7E Identity Manager” BCE ” TNH A T{ERTE5 12 1D FEPIZHEME—RIRIR. 6]
wm, EBRILAAT A 1 {FEHAE—HRFR Enginel.
viii. ZEIEMBIEZHH, BE - REM - ETFH mEPERES.
Identity Applications £ Fl = Z A MBZBHFREE. BT XERHEPHE—
Identity Applications 32§, FEbATUEERET RIERREREFOEHNEZRR. &
Btedh, User Application BEEEZE RGN User Application SEf5IER(E A HREI Y = 25
. AMRERAMEEINEZH, BEREXLELFFEEZUSANMEER.
4, FET R 2 EHITUUTIRIE:
a. EFHEFEREERFRLE Tomcat (EFLREFIEH RIEE Tomcat)
b. %% OSP,
RIEAE], BELEMT I E P IEME Identity Manager 5|2 (eDirectory) R 552587 IP
Mt FNIR O S,

ot

c. &3% User Application.
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ARRIREFEEUATRE:

Vi.

vii.

viii.

iX.

1%$E Tomeat fEA N IRFE RS 5.
1%£$E PostgreSQL {ERBIEET &

IR EATLAER Identity Manager 4.9 STHRFRVETHIRE

EREIENEERHETRENENEIBEMT.
1% PostgreSQL AR 525 L HIE IR EEIRBNFZFF jar 3L postgresql-9.4.1212.Far
p=k | RE =N i

R BREFERAE dentity Manager 4.9 XIERIE A HMHIEE  (Han
Oracle 3 SQL Server) , HEFWIFERE T HIEER RS EHIHENIREIIZRF jar XX
HEHBEEEFRIFF A User Application Th R ko

X ST B & I R R EE IR S FE F jar S
EFPEES AR REENETRES, EFINEHEERD.

£ Identity Manager” BLE ” TTEM T{ERT25/22 10 FEEPIZEME—MRTR. fl
w, EAILLAT R 2 ERAME—RYZFR Engine2.

EEReM-EFH nAPOEMNERA, BiRER.

User Application BfSEZ 5K B User Application SEHIERE R HERIAEZH. Fif
RIEAHERNEZE, BEFEZUSAUEEH. KBAREET R 1PRE
S— User Application SEfFIBT G 2R,

EAIANTI R 1 EfALF c: \Net1Q\IDM\apps\tomcat \conf HHY ism-
configuration B HKENFZEH. S2FFHNSHIE
com.novell.idm.masterkeyo

BRERUTEARR.

I8 AXRZ Identity Applications FIEMRER, 1SN “ LT (F4371) .

5. FEfa g SRR ST, X ARET RFEM Identity Applications i 05 B s— 1
HFERREA], ERARRERRmOSBNZ — N FERLA. -
¢ ./balance 8543 appsl-au.edu.in:8543 ! apps2-au.edu.in:8543

¢ ./balance 8600 appsl-au.edu.in:8600 ! apps2-au.edu.in:8600
6. fERIHANIT RN L% % SSPR.

ZEMBR TUTREHERREEFE
5ol

E
a. %3 Tomcat,. ﬁ?&ﬁ%iﬁﬁﬂ, %%mi

LR E

XL
43,

X
I
Z3

g

.

b. %% SSPR,
7£ SSPR R4 HAE], 1AHITIATIRIE:

ANREFRSFERETES, EFEEINEERSSE, HHERRRT A
TR RIAR S5 AT DNS & FR.

i. AEEMEBTIESP, = Identity Manager 5| EEHR S22/ 1P bR 0. CAIER

BO4 A changeito
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c. Jehk SSPR &%:f5, #EHJSSPR (https://<IP>:< il >/sspr/private/config/
ConfigEditor) HERHP, BFEEHER>EE> LM >EEFRHZHE,

i. BEFIMEHEZELT URL:
https:< fEFEFEN DNS>< i >/osp

i. RIFEX.

iii. 7£SSPRECETIE S, BHEE > 0Auth sso, SRIFIEHK OSP % - HRET H1¥E
FEERR M RIAR 5525 HY DNS B FREH# 1P it

iv. BEHERE > WHRER, REEHFRLITHEURL- BRET AT ERRKENAR
S5 33 HY DNS ZFREHR 1P it

d. ZET S 1 EFEHSSPRIEE, BRI T
C:\NetIQ\idm\apps\UserApplication\configupdate.bat KIELESEBIEF

EREEMITHABE O, B Ss0 & il > Self Service Password Reset, FF % il 1D,
[14F0 0SP OAuth EE 6 URL SHUIMNE.

AR RETDR 2 hETEH T XLESHHE.

7. EERED S ERITUTEERES:
a. EMBEET = EEREN Tomcat,

b. EFN “ FRHKHIOS " §1%, EFSN st oA MR B S MR FHUFER S
HY SSPR $&1% 7 (5E 63 T1) &

c. EHE 2L, RMESRCH SSPRIP M EHT “ =icO4 ” §53EM « Bt OS 7
.

JFE: NREH SSPRIP MBI EHT « Fg D4 7 $E1EM « =iIc A4 7 #%iE, NAE
PUTH M E.

8. TR 17, =1k Tomcat, FHERUTHLIEE AR TERARSSITAY DNS ZFRAE BHT
BY osp . jks S
C:\NetIQ\Common\JRE\bin\keytool -genkey -keyalg RSA -keysize 2048 -
keystore osp.jks -storepass <14 > -keypass <14 > -alias osp -validity
1800 -dname "cn=< ME F#$ IP/DNS>"

5040 . C:\NetIQ\idm\apps\jre\bin\ -genkey -keyalg RSA -keysize 2048 -
keystore osp.jks -storepass changeit -keypass changeit -alias osp -
validity 1800 -dname "cn=mydnsname"

AR WREADSSTE osp ZEMERMAOSHEE. HE, ATUEREEEHEA
BEMAZRFEEXOSKRERZOL,

9. (MBERAME) BRI osp. jks XHREBCHBITXLEKERH, BHSITUATHL:

C:\NetIQ\Common\JRE\bin\keytool -list -v -keystore osp.jks -storepass
changeit

10. BT c:\NetIQ\idm\apps\osp FHIELE osp. jks X, FHIGHE osp. ks XHE
HIZNLE . #Tosp.jks X RELE 8 HEEMN.

Identity Applications B¥SE SR E A F Rl 221



11. a1 EBET osp. jks XHEHEFIBIEEE FRIE M User Application T Lo
12. A8 SR L:
a. 5% c:\netiq\idm\apps\sites B, AF4IE ServiceRegistry.json
LURIN G 8 T4l .

{"serviceRegisteries": [{"serviceID":"IDM", "restUrl":"https://<DNS
of the load balancers>:8543/IDMProv"}]}

b. SfnZ Cc:\netiq\idm\apps\sites\ B3R, AEHIE config. ini XHLURMEEL
SE1&782 DNS Mk [0S .
OSPIssuerUrl=https://<DNS of the load balancer>:8543/osp/a/idm/
auth/oauth?2
OSPRedirectUrl=https://<DNS of the load balancer>:8600/forms/
ocauth.html
ClientID=forms
OSPLogoutUrl=https://<DNS of the load balancer>:8543/osp/a/idm/
auth/app/logout

13. AT S 1 PREEESSHAIERF, FE “SSO XM 7 I NG A URLIEE (BIInEF
TIAY URL 5350 OAuth EE ] URL) B 5 al %28 DNS &R,

a. RERELAEFTPRHNER. KE ism-configuration properties BT
I THEEE, WRBEME URL HEET = 1 DNS Flim O, FFRUE.
b. ZEMENMBEMT SR RMILERN, FHEHTS 1 EAUT

C:\NetIQ\IDM\apps\tomcat\conf ==]ls] ism-configuration properties e
HI B BEE PRI EAth User Application = ko

IR BZzaiel¥ T a1 £EAY ism.properties XEEFIBIBHETHEMT S L.
WNSRIBTE User Application ZERHEABIEE T BENX REKRE, AEHET AP FRLC
EENMLAEFRERSREEER.
FEtkFEF, OSP F User Application ZEER—&RSFEEL; Eitk, HEEIE URL
£/ T #8[E]8Y DNS & FR.
ZnER OSP 0 User Application ZREANFEIRIARSSEE L, 1% OSP URL B hiEmIfa%k
FE2ZRIAIE DNS B, 1B RET OSP KR BRR S ITILIRIE. HUTIHLIR(ERS
HIRFTE OSP 1EK 1IN F1 3 T &8 & X El OSP ##5 DNS &R, XiP K E|A OSP 15
BEM—MREMAEEE.

14. F£{iF /TOMCAT INSTALLED HOME/bin/ H3R T setevn.sh XHFHHITLATHRIE:

a. JBIR mcast addr HEMIN, JGroups EKIF preferipvastack BMHIRE N true.
ALk, BEEMBTR LR setenv. sh XHHIRM IVM B -

Djava.net.preferlPv4Stack=true”.

b. ET R 1 EH setenv.sh XHFHFRFM “-Dcom.novell.afw.wE.Engine-
id=Enginel”. [E#, AMEFHENTURMME—RSIZEZR. 6lW, ITFHR
2, WBRILURINGIEZFR Engine2.
15. 7 User Application /3 FHEfEE.
a. E = 1 /B3 Tomcat.
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16.

17.

18.
19.

20.

21.

NEBMEMEMARSEE-
b. LA User Application IR 51 519 % 3 User Application.
c. BEHRE > BREFMBEIRAD.
User Application ¥ B/~ “ BREFEIE " M.
d. BEREBREFRE, RAEIHREEEARMIERE True.

e. BEHRE.
f. EBE) Tomcat.

AR MRBEEE - BRAAH 7 RE, BHNEEFHNENRSHFZESILITIE

User Application £ ££1# F JGroups ZEK I EAA UDP IS S Bl TRBIREER L. MRE
G U E S E R TCP, 15E I “Configuring User Application to use TCP” (4% User
Application BC & AfER TCP) »

FHEBEBRIFAINRESI. BXIFEHESR, BHESR  AEERRIFAINRES]” (F
224 73) ,

/B8 A Tomcat ¥ 5.

BB ET S E#TFF /TOMCAT INSTALLED HOME/conf/ 1A Tomcat server.xml 3
f, FEUHERIEXHPHTE—1T:

<Cluster className="org.apache.catalina.ha.tcp.SimpleTcpCluster"/>
T &SR Tomeat BAERACE, 1FIRER Apache ST M LE RIS BHRME
HEFBT R EER5) Tomcat.

JIBEEEBCLE User Application JRENF2FF -

EBSEINMER, FTLUSEA User Application IRENIFEF 5 %A User Application SLAIFEHRLD {#
B. BsiiEFEHEETNREFNEMEE (BINITIERIEREMEERER) . HA
BIRENIEFEE AFABEN R EIEF R AE FEFEN B P ik,

a. BERIIATEESMEER Identity Console L.

b. 7E “Identity Manager” #M T, &+ Identity Manager ETE,

c. EFEBEZ A User Application IRENFEFHIIRENFEF & -

d. BEHEIRENIZEFERR.

e. ¥AIE.

f. BHREEmEFSH TR,

g. EERFEFEFERTFH, FENER AT T EI[AEN B P Ht.
h. BHERT.

i. EREIIEF.

EE & 4 Roles and Resource Service IRENFEFHI URL, 1BEE S P 19a F| 19f, AFBEHEIEEN

EFME, FAfHE %3S DNS ZFRE# User Application URL.

HERET XY User Application 9 R BI 3 RSP BIZRBI R B A T A/

AEHOHFERBPRESITRAKRETIGE, LUFAE HTTP lRFHFEHB SR B EAEENT.
User Application B8 & —> URL, AIATHECE fEFE&=F LA HTTP BITIRAKE. 1Z URL A:
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https://www.netiq.com/documentation/idm45/agpro/data/b6iiw3v.html
https://tomcat.apache.org/tomcat-9.0-doc/cluster-howto.html

http://< T IP>: ifll /IDMProv/jsps/healthcheck.jsp

AREBRITARES

ATREABHE R R IFAIIPRESIRLER,
1 A 1 P& F 3 Identity Console, AESFNBIHLE.
2 EWIEMANEED, REFEZRS > B User Application IREhiEF IR ENFEF 5.
3 SRIEI%EIE AppConfig > AppDefs.
4 EAMEEPERFLE.

5 fEEREM TIZEE XMLData B4, FH1% com.netiq.idm.cis.clustered BHIRE A
true.

fBian

<propertys>
<key>com.netiqg.idm.cis.clustered</key>
<valuestrue</values>

</property>

6 BH{R?EF
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2 5 ENZE Identity Manager 4B

KRENABENZ Identity Manager FLAERIEIE. HRFLABEERHFE—LAREH. EHE
HUTHREEZR, BEVLEEE N AGNHEXTEET.

AR TEEZE Identity Manager B2 BT, HMFCFIEFABARS, BI40 Tomcat, PostgreSQL #
ActiveMQ.

RS EE

HEHEGMEZRI, BT ## eDirectory MBI MFAME AR F. Flan, ERIZT EKMPE
HEEZ RS
1 (IFRME) AR eDirectory B ZMNREEE, BERBRUATESE:
1a (ABERME) WNREHE eDirectory IRSEZHRFRE TEINEERX, BEER
eDirectory ZBI, T EARRFHE—PMREF[IREA LTRSS
BRIEMER, BES W (NetlQeDirectory Administration Guide) (NetlQ eDirectory &
IB45/) $AY “Managing Partitions and Replicas” (BIEHSXFEAR) .

b (ALIBFRME) WREEA eDirectory BIARSS T LRI RE TR OXMEIAR, HHILT
PXEHBFRXSESF, HEBFLUSXNERTMBIE MRS [HPHEERAEER
®EFE.

BXRIFMEE, BN (NetlQ eDirectory Administration Guide) (NetlQ eDirectory &
IBi5/) $AY “Managing Partitions and Replicas” (BIEHSXFMEAR) .
1c %t eDirectory HIBERITIRESKRE . ELHESRIECH], BAEELMBIFRBEEIR.
BRIEMER, BES W (NetlQeDirectory Administration Guide) (NetlQ eDirectory &
IBIERT) HHEY “Keeping eDirectory Healthy” ({&#F eDirectory #2EIB1T) »
2 HEZNE:

ERB T ARMAMERIEFNITHERSSAIEF. B0, £ Windows Server 2012R2 £, #
HIEFININEE. AT NetlQ eDirectory, JAFEATEIE.

3 (FUBEAME) 25R eDirectory WP B Z N ARFEE, IBTERUATERE:
3a MIBRW P MBI T BIRZS T/ EITR.
3b BRAHITEITRAKRE, IKKARSHEEEMAKFPIERERR.
BXRIFMEE, 58N (NetlQ eDirectory Administration Guide) (NetlQ eDirectory &
IE45F) A “Keeping eDirectory Healthy” ({#&¥F eDirectory 32 EIB1T) -
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https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html
https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html
https://www.netiq.com/documentation/edirectory-9/edir_admin/
https://www.netiq.com/documentation/edirectory-9/edir_admin/
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MNEREEREBRITR

EN4E Identity Manager IS8 — S 2 MR S EFHIFTE Identity Manager 315 . BIIZIRENIZF
&Y, MSFREREEZEEFEEATX. MREEAMIRHIZFEITR W Z eDirectory
PR RRTR, MELTIFZPXEHBIRPX, REFEMPRIREIZFETEK.
ENSFBEDEBRIR, BERITUUTRE:
1 7E4REEIR1EZ AT, 1EXT eDirectory IBEMITEITRAKRE, REEELMMABEREIR.
BXRIFEMER, BB (NetlQ eDirectory Administration Guide) (NetlQ eDirectory & IR
Ef) HHY “Keeping eDirectory Healthy” ({&#F eDirectory 2 EBIT) »
LAXT eDirectory BB TE £ RAEIE 5 5145 3R E Identity Console.
RESXER.
TR HEZFIEAS IR RWRIEFEN R, REETHE.
EHaHIETR, ARRTHHE.
MMBRIRENIEFSEITER
;};@ﬂﬂ'ﬂ‘?ﬂﬁﬂﬁﬁ%ﬂ%ﬁi BRI A2 MR 512 IR A2 Fr S REX R FR B IR BhAz Fr 3t
7 Xt eDirectory BIEEFHWENREFENREELSE 3 2L 6, HENFENIEIM
o
8 ESEXLE 1 URFRBEHIERNK, BERBEXNRHIEHER.

A U A W N

ED%E Identity Manager 5| &%

LIELR K Identity Manager 5| 2R, RETESIF—NENZRZMIALE] Identity Manager BRF 33
Lo FRLEATT AL REEAE S ZERS. 8MEX%R.

JERE: TEEDZ Identity Manager 5|Z 2 B, HHEZTFEMNE. BXIFMER, BEL“NEH
FEEp AR 7 (226 7 .

E 7 Windows BRES 88 _EEDZE Identity Manager 5128, &R AT RMAKBGIEFISHIE R
SLAIER. f5lin, 7£ Windows 2012 R2 k£, BEHEFMINGE. A BT Identity Manager, P&
BEEHEZE,

ENZE Remote Loader

8% 3% Remote Loader B, REREFERSBE—NERMAKBIIRS R L. ERILEAR A
REHEEEMNAARS. EMBER.
T

£ Windows fR 5525 L £ Remote Loader, &M A TRMAERIZFHIZHIER A

<]

%
S
=
Fr

EN%E |dentity Manager 2B


https://www.netiq.com/documentation/edirectory-9/edir_admin/

ED%E Identity Applications

s SIENZE Roles Based Provisioning Module (RBPM) B/ MAH, BIAnIREhFEF FEHEE .

MREBEEHES RBPM XBXRIEITH AL, HEREFISENESISRSSE, BRIEGRE
Windows EATIRRIENEITEIRIZRF . BOAFHES|S Windows FREES -

JERE: TEEDZE RBPM R, 1BFCENZ Identity Manager 5|8, BXIFMER, BES N “ Hl%
Identity Manager 5|28~ (& 226 71) ,

fB& Roles Based Provisioning Module BY3EEHFERF

A LL{E A Designer T Identity Console fflf& User Application 3XEhFE %A Role and Resource
Service IRENFEFF -

1 {=1E User Application 3XEFE 5 & Role and Resource Service IXENFEF . RIEFF A RVLA G5
AT EZ—:

+ Designer: A BRTWNEZERFIT, RERTLEL > FLEERF
+ Identity Console: £ “ IRFNIZFEEMHIA " A £, BFIRIEFEGHNE LA, RE
BHEIEREER
2 fHIB& User Application T[z:jﬁz ¥ & Role and Resource Service IREHIEF . 1R ARYLAETT
AT #EZ—:
+ Designer: B HIRIEFIT, ABFREHMIER.

+ Identity Console: 7f “ IRFHIZFFEEMLA ~” A L, BIIRENERF > MIEREEFERF, 2R
BB ERRRIRENFERF .

EN%E Identity Applications

WM Tomcat FEIZE User Application R E¥HERE . AITFENB T @RI Tomcat F0
PostgreSQL & User Application R E¥#ERE. tIREFER R E MmN AIZFIRSFMETE
EE, B2 % amBI ST LUK BV < 152 AR

EE: K[ User Application FHEF WML, BEAZITTE «ﬁ User Application B A F0 3 %
RIS R P EBRET A RIS %f‘%l_‘ﬂ‘ﬁﬁ:}: AJgES L EHEIE Tomcat 3¢
PostgreSQL. i, LENERIBEN C: \NetIQ\ldm\apps\UserAppl1cat10n e S
TS Tomcat F PostgreSQL HYSZ 3K,

BRI RET User Application BIRRSS 2S5

2 TT%HQH%%MH*D%B:%*I R HIERSEAER. 5190, 7€ Windows Server 2012 R2 £, B
HIZFFATHEE.
3 AR Identity Manager User Application, REBRTELE,
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228

EN% Identity Reporting 4R 4

AR LTS IR ED %€ Identity Reporting ZH 15 :
1. MBRIRENFEF. BXIFMESR, BHEL MR SEIERF 7 (5228 71)
2. MHIB& Identity Reporting. BXIFHMEE, S MW “ E1ZE Identity Reporting” (55 228 71) ,

3. Bk Sentinel. BEXIFMER, 1BEEM (NetlQ Identity Manager ZZ 2 A HLRIERF - Linux)
Ry “ EDZE Sentinel Log Management for IGA”

I ATTHEMASE, |dentity Reporting IR EZEEFAS L E Java EHWWL vM). FLtk,
BER—HSMAEN, BREEE—IVM, EBTEERIZ VM LT PATH . INR7EENRH
BB 1R, 58 VM UL ERINE| A PATH IMET &, AEBRXETHERERF.

BRI SR EhEEFF
FEATIAfE S Designer 3 Identity Console Ml SIRIK S IRENTRFF FIEH & RGN 2L TBHIZ .

1 FIEIRETERF . RIBAAMAGTERIATREZ—:
+ Designer: XITENIENIERF, EARETRMNIZERFIT, ABREGEL > F1LHEE
Fo
+ Identity Console: 7 “ WEziiZF&E#A " HE L, 2HESIREFEGNE LA,
RE R EIEIRENIER .
2 MIBRIRENFERF. IRIEFTAMEETERLATREZ—:
+ Designer: XITENIENIERF, BEBRETIRNERFIT, REETHE.
+ Identity Console: 7f “ IEENiZF&EM#A " E £, BEWER > MREzER, &
B R HEMPRRIRENIERF .

EJ%< Identity Reporting

FEMIBR Identity Reporting Z 8T, IFIHRECSHIFRBIBINERNIEFMZE RGN KIENTE
FF. BXIFEHRER, HEN “ MFRREWNIERF 7 (5 228 T1) .

EE: 7£IE1T dentity Reporting EIZIEF < BI, EMRECIFERKAIHRE M Reporting R H
XEFIZENTEN EMEMAE, BAHEETIZSMIEE Reporting BB R EBRTAXHFT
3, N, Reporting &K C:\NetIQ\idm\apps\IDMReporting.

E )4 Identity Reporting, EFER AT RAMAMELBRIZFITHIERSERAER. Fla, 7
Windows Server 2012 R2 t, BHiEFFMIIGE. A ERD 1dentity Reporting, RFERETE L,

EN%E |dentity Manager 2B



ED%E Analyzer

EZE. |dentity Manager 4.9 1SO FAE S Analyzer TR . SNREB L% Analyzer, BEEZWIEHE
FTERR 7 4.8.5 35 Identity Manager 4.9 #2HC{E R .

1 X[ Analyzer.
2 E1ZE Analyzer.

SFERATARMAELRIEFAIEHIEmRSEAIERF. §a0, 7£ Windows Server 2008 £, 1HE
HIEFMINEE. G HEE O7 Analyzer for Identity Manager, PAfFEHEI%E.

EN%E Designer

1 XA Designer.
2 IRIBIRIER G ENZE Designer:

FERRTFARMMERIZEFITFIERSSAIZERF. 5120, 7 Windows Server 2008 =, 1HE
HIEFMINEE. A 8RB I Designer for Identity Manager, AR B IHEIE.
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2 6 35

AERRH Identity Manager ZEBJEE{ERNBREE. B X Identity Manager ZE$EHIIEH(E
2, B AEKAHIERE.

Identity Manager 5|82 &4

TRIE TEATRESBRIAEIER, K RRIX L a2 W THRIE. RO IRTE
£, 1BHE NetlQ R FR

B BIITHRME

4 eDirectory ¥ T FRIEEIHITRT, Identity EPITIA TR SRR R b (3] &5 -
Manager 5|2 £/2E. 215R eDirectory DIB £}
K, NRBATEES HILL )

1. BIE &9 SLEEP_BEFORE_ENGINE_STARTUP HY
RGEIMETE, HEZTENERENRN0E
600, IZ{ELARY A EBAL,
AR MRBEEMNEILHEKT 600, FiE
FAZRIA{E 600,

2. EJZTf eDirectory.

3. (MIBERTME) ¥E dhost . log UAEFNE

FAZE.
EZRE[BIBEPERT—IEERINNT RE BRERSBEAEBRRSH[HIEEHKX:

'% o
&5 % Identity Console.

1.

2. BEHREHE.

3. HEIERRSE.

4. EEANES, FIENZRS SIS
AR

AR RARCERINIEFEPRMTRRSEE.
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Xt Identity Applications 1 RBPM R &K HITE T

i

TR TEATRERBRIAVEIRE, AR ARRIX L EIEEIHITRIRIE. REIBIART
£, BBRAR NetlQ K%K,

i) BIAITRIRME

R TELINEENMECHESEHAE R EfRILLEIM, YINEXFEMITH _ERY REST
E#iE. MREZANEFZHIEHE, BSE APIURL. HIITTIISE:
7R 404 $2iR . 4 ERIA IDMProv EEBER AR

ENIFEE L It e 8. 1. UEE RS ERE Identity Manager X3
o
2. SME URIR UE, RERE O EEN
e
3. EREAEEGPHEGEE, FHITUT
1BRAE:
a. B,

b. 7E URL FEH, ITETRIEEIA
IDMProv IMEB A BENIME: /
<custom-contexts>/rest/access/
assignments/
advanced?nextIndex=1&sortBy=na
me&sortOrder=ASC&forceRefresh=
true&searchScope=role&size=20

HAr, <custom-contexts> IR
Identity Manager 3B & F{ERVIME.

c. BHENMA.
4, BEpBEOHNESEHRITHEE, Al
ITUAT#1E:
a. B,

b. £ URL FERH, ITRETRIGEIA
IDMProv IMEBEIABENIME: /
<custom-contexts>/rest/access/
tasks/
list?fromIndex=1&size=10&Qg=*&sS
ortOrder=asc&sortBy=createTime
&assignedTo=assignedTo&recipie
nt=recipientAsMe&expireUnit=we
eks&expireWithin=&proxyUser=&a
ssignStatus=&delegatedTasks=fa
lse&status=

c. BEHRNA
5. BESEREIE.




e

BIIITHRME

FHeREEE D L 2ERY 1dentity Applications FFE B 5l
Tomcat 5, B¥SERIETHAITIE.

ARENMBET R EBITUUTHE:

1. Sz
C:\NetIQ\IDM\apps\tomcat\conf I
Fehfy server.xml .

2. £ server.xml FEGEER TE—1T,
<Cluster
className="org.apache.catalina.ha.
tcp.SimpleTcpCluster"/>

3. M Tomcat P BRREMBBEEXEE.

4. EBE) Tomcat.

FRITFIET L IEGEARY Identity Applications B IR 1. B3 setenv.bat X, REHE

M E AN cn=uaadmin. ou=sa.o=data. CATALINA OPTS IiH¥% -

catalina.out XHHIZRT LA THEIR. Dncpclient req timeout BIEHIEE L
. , 5 1150,

AuthorizationManagerService [RBPM] Error

occured calculating effective rights for 2. =BT Tomcat.

attribute: nrfAccessMgrRevokeRole on
object:
cn=complianceAdmin, cn=System, cn=Level20,
cn=RoleDefs, cn=RoleConfig, cn=AppConfig, c
n=UserApplication, cn=Driver Set,o=system
for trustee:
cn=uaadmin, ou=sa,o=data.com.novell.srvpr
v.spi.security.IDMAuthorizationException
Error occured calculating effective
rights for attribute:
nrfAccessMgrRevokeRole on object:
cn=complianceAdmin, cn=System, cn=Level20,
cn=RoleDefs, cn=RoleConfig, cn=AppConfig,c
n=UserApplication, cn=Driver Set,o=system
for trustee: cn=uaadmin,ou=sa,o=data.at
com.novell.idm.security.authorization.ld
ap.LdapRightsUtil.getPropertyRights (Ldap
RightsUtil.java:152)
Unable to fetch roles from edirectory in
the predefined time set.
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C:\NetIQ\idm\apps\UserApplication\) i&
TS,

configupdate.bat

Bl Tomcat 2 SHUTHE:

port 8180 already in use

X[ Tomcat (SHEMARS ) WETgEEHEE
ITEYETSEH. anSRA% Tomeat EFECE HIER
8180 KIAMEfbim [, 15448 User Application I
TR configi%H.
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&, HAMIZEBEENIR. SRR
Identity Applications E12 G I PRIZE AFHT
LDAP EIRRAIAPR  (fH Identity Console) .

BN REFRSHFR A EBEREHEXER.

N 2R 5583 ¥ F 2 % Identity Applications
HAIB)4E ZE #Y JDK.

£ xeytool S ENIER T4

keytool -import -trustcacerts -alias
aliasName -file certFile -keystore
..\lib\security\cacerts -storepass
changeit

¢ ERRZIEP EFHIME— RS SR

aliasName .
o FRIEPHHTEREMZRE R
certFile .

s BANZAMBEFEXOSAH changeit (AR
BHEMOZ, BHEE) .

TR BB TFEB @A

1&1T configupdate SEHEEFRERTIRETIL
T Identity Applications BC E S #AI{E: Email From
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Identity Manager £ R IFIE P HITIRIF S H
PHREBEN. DABEREEBSA
idm.jks 1 tomcat . ks ZEEFXH. B
2, SANIEBFEEIRI7E Identity Applications
B, AR BRI TEIR:

javax.net.ssl.SSLHandshakeException:
PKIX path validation failed:
java.security.cert.CertPathvalidator
Exception: Could not determine
revocation status.

BT T CRL 9% &= (CDP) FERIEEMIERHIHE
53R (CRL) RIIEUEH, UHMEIERREER
Ho RIEP UK ZHEMX Y tomeat . ks F
idm.jks FHIFENE PR EBSIRHE CRLDP. B
=, SMABZEAIEBRGERE. FEit, PKIX{E
EEE ST AMEIEPIRIERKT.

F4K Identity Manager f5, EEEBGHFE
Identity Manager {URIRFRIERIREIEFLE
8. K& KARERF" M ERR” TEMNEAE
RESHVIEIR .

It el 2 AR AR EERNRER.
ENRDERFAEMRES, NAREFSS
BEBREERARREREERHPURNT
ATABR.

EfRRIEE)E, FREE -
Dcom. sun.security.enableCRLDP BMIZE N
true KB CRLAKZSWE.,

EREIZEM, BEPITUTRIE:
1. {21k Tomcat.
2. BB4ITF Tomcat B9 bin Xk i
setenv.sh M. f5lan

C:\NetIQ\idm\apps\tomcat\bin\setenv
.bat,

3. SITNFR7RTE CATALINA_OPTS R INEM -
Dcom.sun.security.enableCRLDP=true:

export CATALINA OPTS="-
Dcom. sun.security.enableCRLDP=true"

4. BET) Tomcat.

(MIFRME) AT LEER T Identity Manager
4.8.5 MIEShRA.
1. EFF)E PR Identity Applications 2 FH2% E i
7 4.8.5 HIBRS5ER .
2. Bfin®) c:\NetI1Q\IDM\apps\tomcat\conf
1E§o
3. EXAEFPFTF ism-
configuration.properties {4,
4, FEIZXXHHIERERMUATEM:

DirectoryService/realms/jndi/
params/USE_NESTED GROUPS=false

5. REFIZXHFHERE Tomcato.
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P EHEXBREMAERNZHRFEX
(cacerts) M E, NM<SHINLLEER.
catalina.out XHEHFIERTUTRE:

com.netig.idm.auth.ocauth.Authenticat
ionCommunicationException:
javax.net.ssl.SSLHandshakeException:
sun.security.validator.ValidatorExce
ption: PKIX path validation failed:
sun.security.validator.ValidatorExce
ption: TrustAnchor with subject
"CN=***, OU=ldm, O:***l L:***l
ST=*** C=**" ig not a CA
certificate"

Identity Applications FFIR B A < %A
>\Common\JRE #J JAVA HOME IfMET=E. R
AR7E JAVA_HOME HEAIFIE R X BERE
A cacerts XHFIEME, N SSLBH Sk
W, SHEME “TrustAnchor” F8HY SSL $Ei=
(SEHEBE sSLIEBRIERR Java ZEKREE
M) .

B HNIFEF I Identity Manager FHR I AR A
4.8.1fF, %3 Identity Applications . FE7R
UTREBIRINE:

%3 Identity Applications EEIZ S {E4EIER,
PU{ETE Identity Applications 5 OSP Z |83 &
%%, EEEITEBLNES “ EHAER &
B oA’ By B RS 7 R, Identity
Manager | B 1%
jdk.security.allowNonCaAnchor SR IEIE
BHhHEEE. EEMHEINEER false.
e, MREIEBPEABEEE, MWEEE
Identity Applications 5 OSP Z [B}£31 E1E, BF
ek, FHILTETE idn-osp. log XEHEER
UTHE:

sun.security.validator.ValidatorExce
ption: TrustAnchor with subject
"CN=*** T=k** O=***" ig not a CA
certificate

ERORIEBIRE, FITIATRIE:

1.
2.

{=1F Tomcat BR%5 -

35 F Identity Applications BR 5588, HiSapfi
F < 2E#% >\idm\apps\configupdate
B configupdate SEFHTER .

7 “User Application” i£IN-F =, 5% 545 FEiiE
B, HAHFRAGIEEFHEEEERERN < B
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. BEh Tomcat BRSS .
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jdk.security.allowNonCaAnchor, A7t
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BHITUUTIRIERE D Java ZREMIRE

Shnzl
C:\NetIQ\idm\apps\jre\lib\security\
java.security H3E.

WERME

jdk.security.allowNonCaAnchor=true.
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com.netig.idm.osp.ldap.admin-dn =
cn=admin, ou=sa, o=system

F4R Identity Manager &, BIfEEHESRESFAE
& SSPR, RLZHWSIFLLT SSPR BMERINE]

ism-configuration.properties i :
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B “BRSS 7 FE.

2. #¥EBRSAFR NetlQ Nginx Service 1 NetlQ IGA
Form Renderer Service. R EHEMNARSSHIE
EEHBEINED.
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10.
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%A SSLIES DNS EEEH R HFH.
IR TRIFIFRS, EHF SSL CertificateDNS .
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ARG,
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opt/netiq/common/jre/bin/keytool -
import -trustcacerts -alias < iFP%%4
> -keystore /opt/netiqg/idm/apps/
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ELE, Identity Manager {48 TR EED .

catalina.out HEMXGEFHFSREUTEIR:

EboPortalBootServlet [RBPM]
+++++WARNING!!!! : This portal
application context, IDMProv, does not
match the portal.context property set
in the PortalService-conf/config.xml
file.Only one portal per database is
allowed.Data has been loaded using the
previous portal context.To correct
this you must revert back to the
previous portal name of,
NoCacheFilter, please consult the

documentation.
EXBE GBEMmBANER) B, APXE  1E eDirectory TARFZFEME KRR FZ = FIIA
BFE mail (Internet Mail Address) BHRME
3l, HEHMUERE R value,
&M Identity Applications TTHEF $EET, SSPRE  ZHEELLIEIR, EASSH IS

7R$81% 5053 ERROR APP UNAVALIABLE.

TEE— R EF Identity Applications B N2 7RiA)[8] 1. ffafx SSPR AR5 ELB{E A FQDN BIZANIE
ME H.
2. B3 Identity Application IR FHAE TN
ConfigUpdate SERTERF (< ZRHBRE
>\apps\UserApplication) »
3. Bfi7l sso Z g > Self Service Password
Reset, fARIZEIEMHTIR.

R SSPR REERIRAIARSSER L, 1BTHIR SSPR
IEBESAZF Identity Applications BRE 85 L /
netiq/idm/apps/tomcat/conf HHY
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/78] SSPR URL BiX|¥e 88 R R H T . F{EF osp IEFAACE SSPR B, S IUXFHER.
SSPR HESERUTER:

2018-01-24T22:24:02Z, ERROR,
oauth.OAuthConsumerServlet, 5071
ERROR_OAUTH_ERROR (unexpected error
communicating with oauth server:
password.pwm.error.PwmUnrecoverableExcep
tion: 5071 ERROR_OAUTH ERROR (io error
during oauth code resolver http request
to oauth server: Certificate for <IP>
doesn't match any of the subject
alternative names: [IP]))

1. KIGIE1T OSP B Tomcat BRSm 2B EBER
memLMﬁﬂﬁ%cﬂ%Mmmy
Applications AR 5588, FH#ZEN ConfigUpdate ST
AIEFE. B3 sso ZAif > self Service
Password Reset, Fif{RI%EIEH,
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sspr/private/Login?sso=false) .

SBImEA LANELESRESS.
BEMEOS, REREER.

5472 LDAP > LDAP HF > BhA > ERE
iR LDAPIEB A IEHS, FREBG.
ESEHSNIER, BRTMNESESAN

SIRENLE > BAER (SS0) B >
OAuth, 37£ OAUTH Web BREIREZ[BIEH T
KISEPREER.

9. MBIFBARIEM, FRIEHE.
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©® N o v A~ w

HEZE SSPR I HIEK 1%
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NG A2

ERROR, password.pwm.servlet.TopServlet,
5035 ERROR_ INCORRECT REQUEST SEQUENCE
(expectedPageID=3, submittedPageID=4,
url=<some sspr urls>

BXREER|HEF Identity Applications EAEB R —ARICIZR, EE W (Net/Q Identity
Manager - Administrator’s Guide to the Identity Applications) (NetlQ Identity Manager - Identity
Applications EIEF35F) -

Xt .NET Remote Loader Z£ Windows 2016 _E /3 5AY[a]
B3

TRINE THEATRESBRIACIER, K RRIX L e W THRIE. RO IRTE
£, 1BHE NetlQ R FR

=) EIGAITROERE
teiel REREHL IR . A0SR .NET Remote Loader B34 BIZMIPR HKEY CURRENT USER\Console ;ififtF

RN ESENRERZHRANRES DR SRTHREENASRFHANRE—
[E, tbiElREA gL, ¥, RARERRSE.

ST1E Azure ERE R EHFTBATHIN “502 FHIZFIM X 7 ¥
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TRIE TEATEESIBRIEIER, IR RRIX L 68 2 I THIRIE. WSRO {IRTE
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1E Azure SMEHERE IDM 4.8 LA Z [F. £ IDM Y IFHITLAT S REAR L (8] 7 -

=P, HEBpHSAEEERZHFEME
Eht, EABESFEILITHIR.
502 - Web server received an invalid

response while acting as a gateway or
proxy server.

1. BB &% M Nginx\conf L& .

5140 ¢ : \Net IQ\Common\Nginx\conf
2. #£ nginx.conf e

a. {£ error_page 502 /502.html; —
1T T ENIN error_page 404 =200 /
404.html.,

b. 4% proxy_intercept_errors off; i & A
proxy intercept errors onjo.

3. 7E Services.msc FEF 5 NetlQ Nginx Service.
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