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About This Reference

The DRA PowerShell Reference provides descriptions, syntax, and examples of DRA PowerShell
cmdlets that you can execute to take actions with Active Directory objects, servers, and domains in
DRA.

Intended Audience

This book provides information for individuals responsible for understanding administration concepts
and implementing a secure, distributed administration model.

Additional Documentation

This guide is part of the Directory and Resource Administrator documentation set. For a complete list
of publications supporting this release, visit the Documentation website (https://www.netiq.com/
documentation/directory-and-resource-administrator-92/).

Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.netig.com/about_netig/officelocations.asp
United States and Canada: 1-888-323-6768

Email: info@netig.com

Web Site: www.netig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

About This Reference
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Contacting Documentation Support

Our goal is to provide documentation that meets your needs. If you have suggestions for
documentation improvements, click comment on this topic at the bottom of any page in the HTML
version of the documentation. You can also email Documentation-Feedback@netig.com. We value
your input and look forward to hearing from you.

Contacting the Online User Community

NetlQ Communities, the NetlQ online community, is a collaborative network connecting you to your
peers and NetlQ experts. By providing more immediate information, useful links to helpful resources,
and access to NetlQ experts, NetlQ Communities helps ensure you are mastering the knowledge you
need to realize the full potential of IT investments upon which you rely. For more information, visit
http://community.netiq.com.

About This Reference


mailto:Documentation-Feedback@netiq.com
http://community.netiq.com

1 Users

This section contains cmdlets you can execute for the User object type.

Add-DRAUser

Synopsis

Adds a user object to an Active Directory domain.

Syntax

Add- DRAUser -Properties <Hashtabl e> -Domain <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Add-DRAUser cmdlet adds a user object to a domain managed by DRA. The requesting user
must have the Create User power. Use the Properties parameter to specify the values to use when
creating the user. To see the complete list of available properties, perform a Get-Member command
on the object returned from any DRAUser command.

Users 9
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

Users



Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false

Users
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Users

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Add- DRAUser -det ai | ed". For technical
information, type " Get - Hel p Add- DRAUser -full".

Example 1-1 1

PS C.\ >Add- DRAUser -Donein MyDonmi n.corp -Properties

@ Fri endl yPar ent Pat h="M/Donai n. cor p/ Account i ng"; Nane="USER123"; Descri pti on="PS
Desc

001"; ManagedBy="CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; samAccount Nanme="COw123"}

This example creates the user USER123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The user will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this user: Description, ManagedBy and
samAccountName.

Example 1-2 1

PS C.\ >Add- DRAUser -Donein MyDonmi n.corp -Properties
@ Di sti ngui shedNane="cn=USER123, OU=Account i ng,
DC=MyDonwmi n, DC=cor p"; Descri pti on="User for powershell"; TrustedFor Del egati on=$t rue}

This example creates a user named USER123 in Active Directory using the DRA DistinguishedName
property. The user will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this user: Description and TrustedForDelegation. The samAccountName defaults to
the name. . The user principal name defaults to USER123@MyDomain.corp.

Example 1-3 1

PS C.\ >Add- DRAUser -Donain MyDonmi n.corp -Properties
@ Fri endl yNane=" MyDonai n. cor p/ Account i ng/ USER123"; Descri pti on="User for
povwer shel | *; Tr ust edFor Del egati on=$t r ue}

This example creates a user named USER123 in Active Directory using the DRA FriendlyName
property. The user will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this user: Description and TrustedForDelegation. The samAccountName defaults to
the name. The user principal name defaults to USER123@MyDomain.corp.



Example 1-4 1

PS C:.\ >Add- DRAUser -Donain MyDonai n.corp -Properties

@ Di st i ngui shedNane="CN=nyuser 03, OU=SOVE- QU, DC=DRDOM5 10,

"DC=l ab"; Cr eat eEmai | =$t r ue; Mai | Ni cknane="nyuser 03" ; Emai | Addr ess="nyuser 03@4conpan
y.corp"; LegacyExchangeDn= "/ o=Fi r st/ ou=Exchange Admi ni strative G oup

( FYDI BOHF23SPDLT) / cn=Reci pi ent s/ cn=nyuser 03"}

This example creates a mail-enabled user in Active Directory. There are three email-related
properties set on this user: CreateEmail, MailNickname, and LegacyExchangeDn. These three
properties are required to create a mail-enabled user.

Example 1-5 1

PS C.\ >Add- DRAUser -Donmai n Mydonmi n.corp -Properties {Mail boxStore="LDAP://

Myser ver . Mydonai n. Cor p/ CN=Mai | box Dat abase 0962326578, CN=Dat abases, CN=Exchange
Admi ni strative Goup (FYDI BOHF23SPDLT), CN=Adni ni strative G oups, CN=MessageSt orel,
CN=M cr osof t Exchange, CN=Ser vi ces, CN=Conf i gur ati on, DC=Mydomai n, DC=cor p"; Di sti ngui sh
edNane=" CN=nyuser 04, OQU=exec, DC=Mydonai n, DC=cor p"; Cr eat eMai | box=%$t r ue; Mai | Ni cknane=
"myuser 04" ; Enai | Addr ess="nyuser 04@#donai n. cor p"; UseDef aul t Mai | boxSt or e=$t r ue

This example creates a user named myuser04 with a mailbox in Active Directory. There are 5 email
related properties set on this user. MailboxStore is required to connect to the exchange server.
CreateMailbox requestes the user mailbox to be created. The MailNickname and EmailAddress are
optionally specified. UseDefaultMailboxStore is specified telling the Exchange server to use the
default mailbox store.

Get-DRAUser

Synopsis

Gets information about the Active Directory user account specified by the Identifier parameter.

Syntax

Cet - DRAUser -Dommin <String> [-Attributes <String[]>] [-PowersForCperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-IgnoreCertificateErrors <Swi tchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAUser cmdlet returns the properties of the requested user account managed by DRA.
The requesting user must have the View All User Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific
properties.

Users 13



Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by aUl-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

Users
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Users

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAUser - det ai | ed". For technical information,
type "CGet - Hel p Get - DRAUser -ful |".

Example 1-6 1

PS C.\>Cet-DRAUser -Donain MyDonmin.corp -ldentifier "CN=Al fred

865, QU=Tax, DC=MYDOM DC=CORP" - Attri butes

"of fi ce365Del i ver AndForwar d", " of fi ce365For war di ngAddr ess", "of fi ce365Ful | Access", "o
ffice365SendAs"”

This example requests some Office 365 properties for the cloud user named Alfred O365. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, the REST endpoint will request the default list of properties specified in the Rest service
DRARest Confi gurati on. j son file.

Example 1-7 1

PS C.\>Cet-DRAUser -Donai n MyDonwmi n.corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the user named USER123 in MyDomain.corp. The identifier
contains the distinguished name for the user.

Example 1-8 1

PS C.\ >Cet - DRAUser -Donain MyDonmi n.corp -ldentifier "USERL23" -Attributes
"Description", "D spl ayNanme",

“"Mai |l ", "Mai |l N cknanme", "D stingui shedNanme", "Fri endl yPat h", "Fri endl yPar ent Pat h", " Fri
endl yNanme", "| sDi sabl ed", " SamAccount Narme", " Tr ust edFor Del egati on", " Qbj ect Cat egory"

This example requests the properties of the user named USER123 in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, the
REST endpoint will request the default list of properties specified in the Rest service
DRARestConfiguration.json file.

Example 1-9 1

PS C:\>Cet-DRAUser -Domain MyDomain.corp -ldentifier "USER123"



This example requests the properties of the user named USER123 in MyDomain.corp. The identifier
contains the display name for the user. When the display name is used, the REST endpoint will first
ask the DRA Server for the distinguished name and then request the properties for that user.

Set-DRAUser

Synopsis

Updates the properties of the user account specified by the Identifier parameter.

Syntax
Set - DRAUser -Domain <String> -Properties <Hashtable> -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet ers>] s

Description

The Set-DRAUser cmdlet modifies the requested user account. The requesting user must have
Modify User powers for each of the properties sent in the request.

Users 17
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

Users



Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false

Users
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Set - DRAUser - det ai | ed". For technical information,
type "CGet - Hel p Set - DRAUser -ful |".

Example 1-10 1

PS C.\ >Set - DRAUser -Donain MyDonmi n.corp -ldentifier "USERL23" -Properties
@ Manager =CN=Ceor ge, CN=User s, DC=MYDOMAI N, DC=cor p" ; Descri pti on="updat ed
description"; Trust edFor Del egati on=$true; | ocati on="Houst on"}

This example updates some properties on the user USER123 in MyDomain.corp. The Identifier
specifies the display name of the user. When the identifier format is the display name, the REST
endpoint will contact the DRA server to resolve the display name to the full distinguished name.

Example 1-11 1

PS C.\ >Set - DRAUser -Donmain MyDonmi n.corp -ldentifier "CN=Al fred

B65, OU=Tax, DC=MYDOM DC=CORP" - Properties @ office365SendAsRenove="CN=AAA- Al fred
Donl, OU=Tax, DC=MYDOM DC=CORP", " CN=AA Test Case6, O=Tax, DC=MyYDOM

DC=CORP" ; of fi ce365SendOnBehal f Add="CN=Eri ¢ Jones, OU=Tax, DC=MYDOM DC=CORP" ", " CN=Ron
Jackson, OU=Tax, DC=MYDOM DC=CORP" ; of f i ce365Del i ver AndFor war d=$t r ue; of f i ce365For war d
i ngAddr ess="CN=Aar on Jackson, OU=Tax, DC=MYDOM DC=CORP"}

This example updates some Office 365 properties on the user Alfred O365 in MyDom.corp. The
request will remove 2 users from the Send As list and add 2 different users to the Send On Behalf list.
Note that these multi-valued properties must be enclosed in escaped quotation marks and separated
by a comma between each value.

Example 1-12 1

PS C.\>Set-DRAUser -Donain MyDonmin.corp -ldentifier

"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p" -Properties

@ Manager =" CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Tr ust edFor Del egati on=$t rue; | oca
tion="Houston"}

This example updates some properties on the user USER123 in MyDomain.corp. The identifier
contains the distinguished name for the user. Three properties are updated: Manager, Location, and
TrustedForDelegation. To see the complete list of available properties, perform a Get-Member
command on the object returned from any DRAUser command.
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Get-DRADelegatedPowers

Synopsis

Get delegated powers to a user.

Syntax

Cet - DRADel egat edPowers -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -

Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Get-DRADelegatedPowers cmdlet get delegated powers for a user.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve

values for. If this parameter is

missing, a default list of properties

is returned.

PowersForOperations false named true false

[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typicallyusedbyaUl-based client
to hide or disable elements the
calling user doesn't have powers
for

Users
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false named 8755

false named

false named

true
(ByPropertyName)

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Get - DRADel egat edPowers -detail ed".

technical information, type " Get - Hel p Get - DRADel egat edPowers -ful |l ".

For

Example 1-13 1

PS C.\ >Cet - DRADel egat edPower s - Domai n MyDonmai n. corp -1ldentifier
"CN=Char | i e, OQ=Account i ng, DC=MyDomnai n, DC=cor p"

This example get the delegated powers list of the user named Charlie. The identifier contains the
distinguished name for the user.

Users
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Enable-DRAUser

Users

Synopsis

Enables the user account specified by the Identifier parameter.

Syntax

Enabl e- DRAUser -Donmin <String> [-Donai nController <String>] -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Enable-DRAUser cmdlet enables the user account specified by the Identifier parameter. The

requesting user must have one of the Enable User Account power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>] false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Enabl e- DRAUser -det ai | ed". For technical
information, type " Get - Hel p Enabl e- DRAUser -full".

Example 1-14 1

PS C.\ >Enabl e- DRAUser -Donai n MyDonwi n.corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example enables the user named USER123 in MyDomain.corp. The identifier contains the

distinguished name for the user.

Example 1-15 1

PS C.\ >Enabl e- DRAUser -Donai n MyDonmmi n.corp -ldentifier "USERL23" -DC "Best DC'

This example enables the user named USER123 in MyDomain.corp. The identifier contains the
display name for the user. The display name is converted to the distinguished name by making an
additional call to the DRA server. The request will be processed by the domain controller BestDC.

Disable-DRAUser

Synopsis

Disables the user account specified by the Identifier parameter.

Syntax

Di sabl e- DRAUser -Domain <String> [-Domai nController <String>] -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <Sw tchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Disable-DRAUser cmdlet disables the account specified by the Identifier parameter. The
requesting user must have one of the Disable User Account powers.

Users



Parameters

Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DomainController [<String>]

The computer name of a specific
domain controller to use for the

request.

RestoreToContainer [<String>]

The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false

false

true

true

false

false

named

named

named

named

named

named 11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Users

Attribute / Description

Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false

false

false

false

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

NOTE: For more information, type "Get - Hel p Di sabl e- DRAUser -det ai | ed". For technical
information, type "Get - Hel p Di sabl e- DRAUser -full".

Example 1-16 1

PS C.\>Di sabl e- DRAUser -Donai n MyDonmai n.corp -ldentifier "USERL23" -DC "Best DC'



This example disables the user named USER123 in MyDomain.corp. The identifier contains the
display name for the user. The display name is converted to the distinguished name by making an
additional call to the DRA server. The request will be processed by the domain controller BestDC.

Example 1-17 1

PS C.\>Di sabl e- DRAUser -Donai n MyDonmai n.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example disables the user named USER123 in MyDomain.corp. The identifier contains the
distinguished name for the user.

Move-DRAUser

Synopsis

Moves a user from one location in Active Directory to another.

Syntax

Move- DRAUser -Donmin <String> -Target Container <String> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Move-DRAUser cmdlet moves the user named in Identifier to the OU named in the
TargetContainer. The requesting user must have the Move User to OU power on the TargetContainer.
Supported formats for Identity are name, friendly name, and distinguished name.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
TargetContainer <String> false named true false
(ByPropertyName)

The full path to the destination
container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDomai n
, DC=cor p”.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Move- DRAUser -det ai | ed". For technical
information, type " Get - Hel p Move- DRAUser -full".

Example 1-18 1

PS C.\>Move-DRAUser -Domain MyDomain.corp -ldentifier
"CN=Char | i e, QU=Account i ng, DC=MyDonai n, DC=cor p" - Tar get Cont ai ner
" OU=NewPar ent , OQ=Account i ngHomeO f i ce, DC=MyDonai n, DC=cor p"

This example moves the user named Charlie from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the user.

Remove-DRAUser

SynopsisSynopsis

Removes the user account specified by the Identifier parameter.

Syntax

Rermove- DRAUser -Domain <String> -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]
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Description

The Remove-DRAUser cmdlet deletes the requested user account. The requesting user must have
one of the Delete User powers. If the recycle bin is enabled, the specified account is moved to the
recycle bin.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

32 Users



Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "CGet - Hel p Renove- DRAUser - det ai | ed”. For technical
information, type "Get - Hel p Renove- DRAUser -full".

Example 1-19 1

PS C:.\ >Renove- DRAUser

"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p"

-Domai n MyDomai n. corp -ldentifier

This example deletes the user named USER123 from MyDomain.corp. The identifier contains the
distinguished name for the user. If the recycle bin is enabled, the user is moved to the recycle bin.
Otherwise, it is removed permanently.

Example 1-20 1

PS C.\ >Renove- DRAUser -Donmai n MyDonai n.corp -ldentifier

"cn=USER123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the user named USER123 from the DRA recycle bin, removing it permanently

from Active Directory.
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Restore-DRAUSser

Synopsis

Restores the specified user from the recycle bin.

Syntax

Rest or e- DRAUser -Domai n <String> [-Domai nController <String>] [-RestoreToCont ai ner
<String>] -ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParaneter>] [-Force <SwitchParaneter>] [<CommonParaneters>]

Description

The Restore-DRAUser cmdlet will restore a previously deleted user from the recycle bin to its original
container or to a new specified container. Supported formats for the identifier are name, friendly name
and distinguished name. If the full path is specified, it must point to the recycle bin (NetiQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>] false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Rest or e- DRAUser - det ai | ed". For technical
information, type "Get - Hel p Rest or e- DRAUser -ful |".

Example 1-21 1

PS C.\>Rest ore-DRAUser -ldentifier
"cn=MyUser 8, O=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Dormai n MyDom cor p

This example will restore a User named MyUser8 from the NetlQRecycleBin in MyDom.corp. It will be
restored to the container from which it was deleted.

Example 1-22 1

PS C.\ >Rest ore-DRAUser -ldentifier
"cn=MyUser 8, O=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Rest or eToCont ai ner
" OU=TenpCon, DC=MyDomai n, DC=CORP" - donmai n MyDomnai n. cor p

This example will restore a user named MyUser8 from the NetlQRecycleBin in MyDomain.corp. It will
be restored to the container named TempCon in MyDomain.corp.

Unlock-DRAUser

Synopsis

Unlocks a user account specified by the Identifier parameter.

Syntax
Unl ock- DRAUser -Donmin <String> [-Donai nController <String>] -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]

[-DRARest Port <Int32>] [-IlgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Unlock-DRAUser cmdlet unlocks the specified user account, but does not change the password.
The requesting user must have one of the Unlock User powers.
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Parameters

Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DomainController [<String>]

The computer name of a specific
domain controller to use for the

request.

RestoreToContainer [<String>]

The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false

false

true

true

false

false

named

named

named

named

named

named 11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false

false

false

false

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Unl ock- DRAUser -det ai | ed". For technical
information, type " Get - Hel p Unl ock- DRAUser -ful | ".

Example 1-23 1

PS C.\>Unl ock- DRAUser -Donmai n MyDonmi n.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p"



This example unlocks the user USER123 in MyDomain.corp. The identifier contains the distinguished

name for the user.

Reset-DRAUserPassword

Synopsis

Resets the password and unlocks the user account specified by the Identifier parameter.

Syntax

Reset - DRAUser Password -Donai n <String> [ -User Must ChangePasswor dAt Next Logi n

<Swi t chPar anet er >] [- Passwor dNever Expi res <SwitchParaneter>] [-Password <String>]
[ - Domai nControl ler <String>] -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Reset-DRAUserPassword cmdlet resets the password on a user account and unlocks it, if
needed. The password can be supplied as a parameter or it can be generated by the server. If it is
generated by the server, the generated password is returned to the client and the user will be
required to change their password the next time they logon.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
UserMustChangePasswordAtN false named true if the  true false
extLogin [<SwitchParameter>] DRA (ByPropertyName)
) server
Sets the user account to require generates
that the user change their the
password at the next logon. password,
Else false
PasswordNeverExpires false named false true false
[<SwitchParameter>] (ByPropertyName)
Sets the user account password
to never expire.
Password [<String>] false named true false
(ByPropertyName)

The value of the new password
that should be set on the user
account. The password must
meet the password policies set for
the domain.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DomainController [<String>]

The computer name of a specific
domain controller to use for the
request.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

false named

true named

true named

false named

false named 11192

false named

false named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Reset - DRAUser Passwor d - det ai | ed". For technical
information, type " Get - Hel p Reset - DRAUser Password -ful | ".

Example 1-24 1

PS C.\ >Reset - DRAUser Password - Donai n " MyDonmi n. corp" -ldentifier "USERL23" -
Donai nCont rol er " MyDC'

This example resets the password and unlocks the user account USER123. The request will be sent
to the domain controller called MyDC. The DRA server will generate a password for the user and
return it in the response object. The user account will flagged to require a password change at the
next login.

Example 1-25 1

PS C.\ >Reset - DRAUser Password - Donai n " MyDonai n. corp" -ldentifier "USERL23"

This example resets the password and unlocks the user account USER123. The identifier is the
display name. The DRA server will generate a password for the user and returns it in the response
object. . The script will first call the DRA server to resolve the display name to the distinguished name,
and then reset the password. The user account will flagged to require a password change at the next
login.
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Example 1-26 1

PS C:\ >Reset - DRAUser Password - Dormai n " MyDomai n. corp” -ldentifier
"cn=USER123, DC=MyDonai n, DC=cor p" -Password "Control 123!"

This example resets the password and unlocks the user account USER123. The password will be set
to 'Control123!". The user is identified using the distinguished name. The user will not be required to
change their password at the next login.

Enable-DraCsUser

Synopsis

Enables skype for the user account specified by the Identifier parameter.

Syntax

Enabl e- DraCsUser -Donmin <String> -RegistrarPool <String> [-Si pAddress <String>]
[-Si pAddressType <String>] [-SipDomain <String>] -ldentifier <String>

[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParameter>] [-Force

<Swi t chParaneter>] [-Ti meout <Int32>] [<CommonParaneters>]

Description

The Enabl e- Dr aCsUser cmdlet enables skype for the specified user account. The requesting user
must have the Enable Skype power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

RegistrarPool <String> true named true false

] (ByPropertyName)
The Registrar pool. For example,
Myserver. Mydomai n. cor p.
SipAddress [<String>] false named true false

(ByPropertyName)

The user's SIP address. For
example:

MyUser Namre@ydomai n. cor p.
The SipAddress parameter can
not be used simultaneously with
the SipAddressType parameter.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

SipAddressType [<String>] false named

‘SamAccountName',
'‘EmailAddress', and
‘UserPrincipalName'. The
SipDomain parameter must also
be specied if 'FirstLastName' or
‘SameAccountName' are
specified. This parameter should
not be used when specifying a
SIP address using the
SipAddress parameter.

SipDomain [<String>] false named

The user's SIP domain. If
SipAddressType parameter is
'FirstLastName' or
‘SamAccountName' then
SipDomain parameter is required.
For example: Mydomain.corp.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).
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NOTE: For more information, type " Get - Hel p Enabl e- DraCsUser -detail ed". For technical
information, type " Get - Hel p Enabl e- DraCsUser -full".

Example 1-27 1

PS C.\ >Enabl e- DraCsUser -Donai n MyDonmai n.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" - Regi st r ar Pool
"MyServer. MyDomai n. corp" - Si pAddress "USER123@¥Donai n. cor p”

This example enables skype for the user named USER123 in MyDomain.corp. The identifier contains

the distinguished name for the user.

Example 1-28 1

PS C.\ >Enabl e- DraCsUser -Donai n MyDonmai n.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" - Regi st r ar Pool
"MyServer. MyDomai n. corp" - Si pAddress "SamAccount Name" - Si pDormai n " MyDomai n. cor p”

This example enables skype for the user named USER123 in MyDomain.corp. The identifier contains
the distinguished name for the user. The SIP address is the user's SamAccountName followed by the
SIP domain. If you use 'SamAccountName' or 'FirstLastName' SIP address type then you must also
include the SipDomain parameter. SipDomain parameter is not required if you base SIP addresses
on the user’s 'EmailAddress' or 'UserPrincipalName'.

Disable-DraCsUser

Synopsis

Disables the Skype for Business Server for the user account specified by the Identifier parameter.

Syntax

Di sabl e-DraCsUser -Donain <String> -ldentifier <String> [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout
<Int32>] [<CommonPar anet er s>

Description

The Disable-DraCsUser cmdlet remove user from the Skype for Business Server on the account
specified by the Identifier parameter. The requesting user must have the remove user from the Skype
for Business Server powers.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

100
seconds

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Di sabl e- DraCsUser -det ai |l ed". For technical
information, type " Get - Hel p Di sabl e-DraCsUser -ful | ".

Example 1-29 1

C:\>Di sabl e-DraCsUser -Domain MyDomain.corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDomnai n, DC=cor p"

This example remove the user named USER123 in MyDomain.corp in the Skype for Business Server
permanently. The identifier contains the distinguished name for the user.
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Grant-DraCsArchivingPolicy

Users

Synopsis

Assigns a Skype for Business archiving policy to a user.

Syntax

G ant - DraCsAr chi vingPol i cy -Domain <String> -PolicyNane <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server

<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>]
[-Force <SwitchParaneter>] [- <Int32>] [<CommonParaneters>]

Description

The Grant-DraCsArchivingPolicy cmdlet assigns a Skype for Business archiving policy to the

specified user.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

PolicyName <String> true named true false
(ByPropertyName)

The name of the policy to be

assigned.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false named

false named

false named

false named

named

false

false named

11192

8755

100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Grant - Dr aCsAr chi vi ngPol i cy -detail ed". For
technical information, type " Get - Hel p Grant - DraCsAr chivingPolicy -ful l".

Example 1-30 1

PS C.\>G ant - DraCsAr chi vi ngPol i cy -Donai n MyDonai n.corp -ldentifier "cn=Bob
Jones, QU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyName MyAr chi vi ngPol i cy

This example assigns the MyArchivingPolicy archiving policy to the user Bob Jones.

Grant-DraCsClientPolicy

Synopsis

Assigns a Skype for Business client policy to a user.

Syntax

G ant-DraCsCientPolicy -Domain <String> -PolicyName <String> -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]

[-DRARest Port <Int32>] [-lgnoreCertificateErrors <Swi tchParaneter>] [-Force
<Swi t chParaneter>] [-Ti meout <Int32>] [<ConmmonParaneters>]

Description

The Grant-DraCsClientPolicy cmdlet assigns a Skype for Business client policy to the specified user.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

PolicyName <String> true named true false
(ByPropertyName)

The name of the policy to be

assigned.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

100
seconds

false

false

false

false

false

false

NOTE: For more information, type "Get - Hel p Grant - DraCsd i ent Pol i cy

technical information, type "Get-Hel p Grant-DraCsClientPolicy -full".

-detail ed". For

Example 1-31 1

PS C\>Gant-DraCsClientPolicy -Domain MyDomai n.corp -ldentifier "cn=Bob

Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" -Pol i cyName MyCl i ent Policy

This example assigns the MyClientPolicy client policy to the user Bob Jones.



Grant-DraCsClientVersionPolicy

Synopsis

Assigns a Skype for Business client version policy to a user.

Syntax

G ant-DraCsd i ent Versi onPol i cy -Domain <String> -PolicyNane <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter> [-Tineout <Int32>] [<CommonPar aneters>]

Description

The G ant - DraCsd i ent Ver si onPol i cy cmdlet assigns a Skype for Business client version policy
to the specified user.

Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

PolicyName <String> true named true false
(ByPropertyName)

The name of the policy to be

assigned.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).
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NOTE: For more information, type "Get -Hel p Grant-DraCsd i ent VersionPolicy -detailed".
For technical information, type " Get - Hel p Grant-DraCsC i ent Versi onPolicy -full".

Example 1-32 1

PS C.\>G ant-DraCsd i ent Versi onPol i cy -Donai n MyDonai n.corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyName Myd i ent Versi onPol i cy

This example assigns the MyClientVersionPolicy client version policy to the user Bob Jones.

Grant-DraCsLocationPolicy

Synopsis

Assigns a Skype for Business location policy to a user.

Syntax

Grant - DraCsLocati onPol i cy -Domain <String> -PolicyNane <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [-Tineout <Int32>] [<ConmonParaneters>]

Description

The Grant - DraCsLocat i onPol i cy cmdlet assigns a Skype for Business location policy to the
specified user.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
PolicyName <String> true named true false
) (ByPropertyName)
The name of the policy to be
assigned.
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. cor p
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false named

false named 11192

false named

false named 8755

false named

named

false

false named 100

seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Grant - DraCsLocati onPolicy -detailed". For
technical information, type " Get - Hel p Grant - DraCsLocationPolicy -ful l".

Example 1-33 1

PS C.\>G ant-DraCsLocat i onPol i cy -Donmai n MyDonmai n.corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDonai n, DC=cor p" - Pol i cyNane MyLocati onPolicy

This example assigns the MyLocationPolicy location policy to the user Bob Jones.

Grant-DraCsMobilityPolicy

Synopsis

Assigns a Skype for Business mobility policy to a user.

Syntax
Grant - DraCsMbi lityPolicy -Domain <String> -PolicyNane <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server

<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [-Tineout <Int32>] [<ConmonParaneters>]

Description

The Grant-DraCsMobilityPolicy cmdlet assigns a Skype for Business mobility policy to the specified
user.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

PolicyName <String> true named true false
(ByPropertyName)

The name of the policy to be

assigned.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Grant - DraCsMobi | i tyPolicy -detailed". For
technical information, type " Get - Hel p Grant - DraCsMobi l ityPolicy -full".

Example 1-34 1

PS C.\>G ant-DraCshbbilityPolicy -Domain MyDomain.corp -ldentifier "cn=Bob
Jones, OQU=Account i ng, DC=MyDomai n, DC=cor p" -Pol i cyName MyMobi lityPolicy

This example assigns the MyMobilityPolicy mobility policy to the user Bob Jones.
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Grant-DraCsPersistentChatPolicy

Synopsis

Assigns a Skype for Business persistent chat policy to a user.

Syntax

G ant - DraCsPer si st ent Chat Pol i cy -Domai n <String> -PolicyNane <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>]
[-Force <SwitchParaneter>] [-Timeout <Int32>] [<CommonParaneters>]

Description

The Grant-DraCsPersistentChatPolicy cmdlet assigns a Skype for Business persistent chat policy to
the specified user.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
PolicyName <String> true named true false
) (ByPropertyName)
The name of the policy to be
assigned.
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
] o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nmydonai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false named

false named

false named

false named

named

false

false named

11192

8755

100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Grant - Dr aCsPer si stent Chat Policy -detailed".
For technical information, type " Get - Hel p Grant - DraCsPer si stent Chat Policy -ful | ".

Example 1-35 1

PS C.\>G ant - DraCsPer si st ent Chat Pol i cy -Donmai n MyDonmai n. corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyNane MyPer si st ent Chat Pol i cy

This example assigns the MyPersistentChatPolicy persistent chat policy to the user Bob Jones.

Grant-DraCsPinPolicy

Users

Synopsis

Assigns a Skype for Business client version policy to a user.

Syntax
Grant - DraCsPi nPol i cy -Domain <String> -PolicyNane <String> -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-

DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chParaneter>] [-Ti meout <Int32>] [<ConmmonParaneters>]

Description

The Grant - DraCsPi nPol i cy cmdlet assigns a Skype for Business pin policy to the specified user.



Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

PolicyName <String> true named true false
(ByPropertyName)

The name of the policy to be

assigned.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Grant - DraCsPi nPol i cy -det ai | ed". For technical
information, type "Get - Hel p Grant - DraCsPi nPolicy -full".

Example 1-36 1

PS C.\>G ant - DraCsPi nPol i cy -Domai n MyDomai n. corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyName M/Pi nPol i cy

This example assigns the MyPinPolicy pin policy to the user Bob Jones.
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Lock-DRACsCIlientPin

Synopsis

Locks skype pin for the user account specified by the Identifier parameter.

Syntax

Lock-DRACsC ientPin -Donain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Sw tchParameter>] [-Force <Swi tchParaneter>] [-Ti meout
<Int32>] [<CommonPar anet er s>]

Description

The Lock-DRACsCIlientPin cmdlet locks skype pin for the specified user account. The requesting user
must have the Lock Skype Pin powers.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).
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NOTE: For more information, type " Get - Hel p Lock- DRACsCli ent Pin -detail ed". For technical
information, type " Get - Hel p Lock-DRACsd ientPin -full™".

Example 1-37 1

PS C.\>Lock-DRACsd i ent Pin -Donai n MyDonmi n.corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example locks skype pin for the user named USER123 in MyDomain.corp. The identifier
contains the distinguished name for the user.

Move-DraCsUser

Synopsis

Moves a Skype for Business Server enabled user account to a new Registrar pool.

Syntax

Move- DraCsUser -Domain <String> -Target <String> [-Force <SwitchParaneter>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParaneter>] [-Tinmeout <Int32>] [<CommonParaneters>]

Description

The Move-DraCsUser cmdlet moves the Skype for Business Server enabled user account specified
by the Identifier parameter to a new Registrar pool. The requesting user must have the "Move user to
new Skype pool" power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Target <String> true named true false

) (ByPropertyName)
The FQDN of the Registrar pool
where the user account should be
moved. For example,
pool 1. MyDomai n. cor p.
Force [<SwitchParameter>] true named true false

(ByPropertyName)

If present, moves the user
account but deletes any
associated user data such as
conferences that the user has
scheduled. If not present, both the
account and the associated data
are moved.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 false false
seconds

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Move- DraCsUser -det ai |l ed". For technical
information, type " Get - Hel p Move-DraCsUser -ful |".

Example 1-38 1

PS C \>Move-DraCsUser -ldentifier "cn=USER123, OU=Accounti ng, DC=MyDonwi n, DC=cor p" -
Tar get "pool 1. MyDomai n. cor p"

This example moves the user named USER123 in MyDomain.corp to a pool named
pooll.MyDomain.corp. Identifier contains the distinguished name of the user and Target contains the
FQDN of the Registrar pool to move the user to.

Example 1-39 1

PS C \>Move-DraCsUser -ldentifier "cn=USER123, OU=Accounti ng, DC=MyDonwi n, DC=cor p" -
Target "pool 1. MyDomai n. corp" -Force

This example moves the user named USER123 in MyDomain.corp to a pool named
pooll.MyDomain.corp. ldentifier contains the distinguished name of user, Target contains the FQDN
of the Registrar pool to move the user to, and Force indicates that the user will be moved but any
associated data will be deleted.

Revoke-DraCsClientCertificate

Synopsis

Revokes the client certificates issued to a user in Skype for Business Server.
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Syntax

Revoke-DraCsCientCertificate -Donmain <String> -ldentifier <String> [-

DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chParaneter>] [-Ti meout <Int32>] [<ConmmonParaneters>]

Description

The Revoke-DraCsClientCertificate cmdlet revokes the client certificates for the specified user
account. This only deletes the certificates from the server. The requesting user must have the

"Remove Skype Certificate for Skype Enabled User" power.

Parameters

Attribute / Description Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

8755

100
seconds

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Revoke-DraCsClientCertificate -detail ed". For
technical information, type " Get - Hel p Revoke-DraCsClientCertificate -full".
Example 1-40 1
PS C.\>Revoke-DraCsClientCertificate -Domain M/Domain.corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p"
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This example revokes all the client certificates currently assigned to the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user.

Set-DraCsClientPin

Users

Synopsis

Assigns a new PIN to the specified user.

Syntax
Set-DraCsCientPin -Domain <String> [-Pin <String>] -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmonParaneters>]

Description

The Set-DraCsClientPin cmdlet sets a new Skype for Business Server pin for the specified user
account. The requesting user must have the "Set Skype Pin" power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

PIN <String> true named true false
(ByPropertyName)

Optional PIN to be assigned to

the user. If you do not include the

PIN parameter, then Skype for

Business Server will randomly

generate a PIN and assign it to

the user.

Identifier <String> true named true false

(ByPropertyName)
The display name or

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Set-DraCsC i ent Pi n -detail ed". For technical
information, type "Get-Hel p Set-DraCsdientPin -full".

Example 1-41 1

PS C.\>Set-DraCsd ientPin -Donmain MyDonai n.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p" -Pin 123456789

This example sets skype pin 123456789 for the user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user.

Example 1-42 1

PS C.\>Set-DraCsd ientPin -Domai n MyDonai n.corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example autogenerates the skype pin for the user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user.

Set-DraCsUser

Users

Synopsis

Updates the Skype properties of the user account specified by the Identifier parameter.

Syntax

Set - DraCsUser -Domain <String> [-Enabl ed <Bool ean>] [-Si pAddress <String>] |-
Audi oVi deobDi sabl ed <Bool ean>] [-RenoteCall Control Tel ephonyEnabl ed <Bool ean>] [-
Ent er pri seVoi ceEnabl ed <Bool ean>] [-LineURl <String>] [-LineServerUR <String>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParaneter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]



Description

The Set-DraCsUser cmdlet updates the Skype properties of the specified user account. The

requesting user must have the 'Re-Enable Skype For Business for User' power to Re-Enable Skype

For Business for User.

In the case of telephony the user should pass the parameters to set the correct telephony value. For
example, if the user has set 'AudioVideoDisabled' to $true initially, when changing the telephony
parameter to 'EnterpriseVoiceEnabled' you must pass '-AudioVideoDisabled $false' and '-

EnterpriseVoiceEnabled $true'.

Parameters

Attribute / Description Parameters / Values

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Enabled [<Nullable™1>] false named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: -Properti es

@ Description="ny
description"; Location="Hou
ston"}.

Multiple values are specified as a
comma-separated list. For
example: -Properties

@ ot her Tel ephones="555-
1212","123- 4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted. For example:
-Properties @"VA-DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick (*). For example: -
Properties
@Description="ny ""test "
description"}

SipAddress [<String>] false named

The user's SIP address. For
example:

MyUser Namre @y donai n. cor p.
The SipAddress parameter can
not be used simultaneously with
the SipAddressType parameter.

true
(ByPropertyName)

true
(ByPropertyName)

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

AudioVideoDisabled
[<Nullable™1>]

false named

Setting this parameter to false,
which is its default value, allows
the user to make audiovisual calls
via Skype for Business. Setting
this parameter to true will restrict
the user to sending and receiving
instant messages only.

For information about setting the
values of Telephony Mode, see
Setting up the values for Skype
telephony mode.

RemoteCallControlTelephonyE false named

nabled [<Nullable'1>]

Setting this parameter to true
enables 'Remote Call Control' or
‘Remote Call Control Only' for the
user when 'AudioVideoDisabled'
is also set to true. When enabled,
the user must also specify
'‘LineURI" and 'LineServerURI'.

For information about setting the
values of Telephony Mode, see
Setting up the values for Skype
telephony mode.

EnterpriseVoiceEnabled false named

[<Nullable™1>]

Setting this parameter to true
enables the Enterprise Voice
feature in Skype for Business,
which is Microsoft's
implementation of Voice over
Internet Protocol (VolP). Enabling
Enterprise Voice allows users to
make telephone calls over the
Internet.

For information about setting the
values of telephony mode, see
Setting up the values for Skype
telephony mode.

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

LineURI [<String>]

Specifies the phone number
assigned to the user. This
parameter must be specified in
E.164 format and must use the
‘TEL:" prefix. For example:
TEL:+12345678279. This
parameter is mandatory if
'‘RemoteCallControlTelephonyEna

bled' is set to true.

LineServerURI [<String>]

The URI of the remote call control
telephone gateway assigned to
the user. This parameter is

mandatory when

‘RemoteCallControlTelephonyEna
bled' is set to true. This parameter
must be prefaced by 'sip:'. For

example:

si p: user @onai n. com

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false named
false named
true named
true named
false named
false named

11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).
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Setting up the values for Skype telephony mode

Telephony Mode EnterpriseVoiceEnabled RemoteCallControlTelep AudioVideoDisabled
honyEnabled

PC-to-PC (default) false false false

Audio/Video disabled false false true

Enterprise Voice true false false

Remote call control false true false

Remote call control only  false true true

NOTE: For more information, type " Get - Hel p Set - DraCsUser -detail ed". For technical
information, type " Get - Hel p Set-DraCsUser -full".

Example 1-43 1

PS C \>Set-DraCsUser -Donain MyDonmin.corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDon®i n, DC=cor p" - Enabl ed $true - Audi oVi deoDi sabl ed
$true

This example enables Skype for a temporarily disabled user named USER123 in MyDomain.corp.
The identifier contains the distinguished name of the user. Sets 'AudioVideoDisabled' in Skype
telephony.

Example 1-44 1

PS C.\>Set-DraCsUser -Donain MyDonmin.corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonui n, DC=cor p" - Ent er pri seVoi ceEnabl ed $true -
Li neURI "TEL: +12345678279" - Audi oVi deoDi sabl ed $fal se

This example modifies Skype telephony for a user named USER123 in MyDomain.corp. The identifier
contains the distinguished name of the user. Sets EnterpriseVoiceEnabled and LineURI to
"TEL:+12345678279'. Initially, 'AudioVideoDisabled' is set "True" in Skype telephony, so we set it to
false here; otherwise passing this command will generate an error.

Example 1-45 1

PS C.\>Set-DraCsUser -Domain MyDomain.corp -ldentifier

"cn=USER123, QU=Account i ng, DC=MyDonui n, DC=cor p" - Enabl ed $true - Audi oVi deoDi sabl ed
$true - RenoteCal | Control Tel ephonyEnabl ed $true -LineUR "TEL:+14255551297" -

Li neServer URI "si p: USER123@ Donzi n. cor p"

This example enables Skype for a temporarily disabled user named USER123 in MyDomain.corp.
The identifier contains the distinguished name for the user. Sets Remote Call Control Only
(AudioVideoDisabled $true and RemoteCallControlTelephonyEnabled $true) in telephony. And
LineURI as TEL:+12345678279, LineServerURI as sip:USER123@MyDomain.corp.

Example 1-46 1

PS C.\>Set-DraCsUser -Domain MyDomain.corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p" - Enabl ed $f al se
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This example temporarily disables Skype for a user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user.

Unlock-DRACsCIientPin

Synopsis

Unlocks skype pin for the user account specified by the Identifier parameter.

Syntax

Unl ock- DRACsO i ent Pin -Donain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParanmeter>] [-Force <Swi tchParaneter>] [-Ti meout
<Int32>] [<CommonPar anet er s>]

Description

The Unlock-DRACSsCIlientPin cmdlet unlocks skype pin for the specified user account. The requesting
user must have the Unlock Skype Pin power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
] o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydonai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false named

false named

false named

false named

named

false

false named

11192

8755

100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Unl ock- DRACsCl i ent Pi n -det ai | ed". For technical
information, type " Get - Hel p Unl ock- DRACsClientPin -full".

Example 1-47 1

PS C.\>Unl ock- DRACsd i ent Pin - Donmai n MyDonwi n.corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example unlocks skype pin for the user named USER123 in MyDomain.corp. The identifier
contains the distinguished name for the user.

Get-DraCsAudioConferencingProvider

Synopsis

Returns information on the audio conferencing providers configured in Skype for Business Online.

Syntax

Get - Dr aCsAudi oConf er enci ngProvi der -Draldentity <String> [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout
<Int32>] [<CommonPar anet er s>]

Description

The Get-DraCsAudioConferencingProvider cmdlet returns the name and domain for each audio
conferencing provider configured in Skype for Business Online. The cmdlet uses the identity of a
user licensed for Skype for Business Online to identify the Office 365 tenant managed by DRA to
query for audio conferencing providers.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Draldentity <String>

The unique identifier of a user
licensed for Skype for Business
Online. The identity can be
specified as the distinguished
name, LDAP path, or OnePoint
path.

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true named

false named

false named 11192

false named

false named 8755

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

Users 83



Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
Timeout [<Int32>] false named 100 false false
seconds

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type " Get - Hel p Get - Dr aCsAudi oConf er enci ngPr ovi der -
det ai | ed". For technical information, type " Get - Hel p Get - Dr aCsAudi oConf er enci ngPr ovi der -

full™.

Example 1-48 1

PS C.\ >Cet - DraCsAudi oConf er enci ngProvi der -Draldentity "cn=Bob
Jones, OU=Account i ng, DC=MyDonwi n, DC=cor p"

This example returns the list of audio conferencing providers configured in Skype for Business

Online.

Get-DraCsOnlineUser

Synopsis

Gets information about a user that has been licensed for Skype for Business Online.
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Syntax

Get - DraCsOnl i neUser -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Sw tchParanmeter>] [-Force <Swi tchParaneter>] [-Ti meout

<Int32>] [<CommonPar anet er s>]

Description

The Get - DraCsOnl i neUser cmdlet returns the Skype for Business Online conferencing policy and
external access policy that has been configured for a specified user.

Parameters

Attribute / Description Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

8755

100
seconds

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Get - DraCsOnl i neUser -detail ed"
information, type " Get - Hel p Get - DraCsOnl i neUser -full".

. For technical

Example 1-49 1

PS C.\>Cet-DraCsOnl i neUser -Domain MyDomain.corp -ldentifier "cn=Bob

Jones, OU=Account i ng, DC=MyDonai n, DC=cor p"



This example returns the Skype for Business Online conferencing policy and external access policy

for the user Bob Jones.

Get-DraCsUserAcp

Synopsis

Gets information about the Skype for Business Online audio conferencing provider assigned to a

user.

Syntax

Get - DraCsUser Acp -Domain <String> -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout

<Int32>] [<CommonPar anet er s>]

Description

The Get - Dr aCsUser Acp cmdlet returns information on the Skype for Business Online audio
conferencing provider that has been configured for a specified user.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Get - DraCsUser Acp -det ai | ed". For technical
information, type " Get - Hel p Get - DraCsUser Acp -ful I ".

Example 1-50 1

PS C.\>Cet-DraCsUser Acp -Donai n MyDonai n.corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example returns the Skype for Business Online audio conferencing provider settings for the user
Bob Jones.

Grant-DraCsConferencingPolicy

Synopsis

Assigns a Skype for Business conferencing policy to a user.

Syntax

G ant - DraCsConf erenci ngPol i cy -Domai n <String> -PolicyName <String> [-Online
<Swi tchParaneter>] -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout
<Int32>] [<CommonPar anet er s>]

Description

The Grant - Dr aCsConf er enci ngPol i cy cmdlet assigns a Skype for Business conferencing policy to
the specified user. For Skype for Business Online external access policy we need to add 'Online’
parameter in cmdlet.
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Parameters

Attribute / Description

Parameters / Values

Accept Pipeline
input?

Accept
wildcard
characters?

PolicyName <String>

The name of the policy to be

assigned.

Online [<SwitchParameter>]

Flag indicating Skype for
Business Online Cmdlet.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

Required Position Default
Value

true named

false named

true named

true named

false named

false named 11192

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false




Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

8755

100
seconds

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Gr ant - Dr aCsConf er enci ngPol i cy

-detail ed".

For technical information, type " Get - Hel p Grant - Dr aCsConf er enci ngPolicy -ful I".

Example 1-51 1

PS C.\>G ant - DraCsConf er enci ngPol i cy -Domai n MyDonai n. corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyName BposSAl | Mbdal i t yNoRec

This example assigns the BposSAl | Mbdal i t yNoRec conferencing policy to the user Bob Jones.
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Example 1-52 1

PS C:\>G ant - DraCsConf er enci ngPol i cy -Domai n MyDonai n. corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDorai n, DC=cor p" - Pol i cyName BposSAl | Modal i t yNoRec -Onli ne

This example assigns the BposSAllIModalityNoRec conferencing policy to the user Bob Jones. We
need to add 'Online’ parameter for Skype for Business Online Cmdlet.

Grant-DraCsExternalAccessPolicy

Synopsis

Assigns a Skype for Business external access policy to a user.

Syntax

G ant - Dr aCsExt er nal AccessPol i cy -Domain <String> -PolicyNane <String> [-Online
<Swi tchParameter>] -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout
<Int32>] [<CommonPar anet er s>]

Description

The G ant - Dr aCsExt er nal AccessPol i cy cmdlet assigns a Skype for Business external access
policy to the specified user. For Skype for Business Online external access policy we need to add
'Online' parameter in cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
PolicyName <String> true named true false
) (ByPropertyName)
The name of the policy to be
assigned.
Online [<SwitchParameter>] false named true false
o (ByPropertyName)
Flag indicating Skype for
Business Online Cmdlet.
Identifier <String> true named true false
(ByPropertyName)

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 false false
seconds

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Gr ant - Dr aCsExt er nal AccessPol i cy -detail ed".
For technical information, type " Get - Hel p Gr ant - Dr aCsExt er nal AccessPolicy -ful | ".

Example 1-53 1

PS C.\>G ant - DraCsExt er nal AccessPol i cy -Domain MyDomai n.corp -ldentifier "cn=Bob
Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyNane Feder ati onAndPI CDef aul t

This example assigns the FederationAndPICDefault policy to the user Bob Jones.

Example 1-54 1
PS C.\>G ant - DraCsExt er nal AccessPol i cy -Donmai n MyDonmai n. corp -ldentifier "cn=Bob

Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" - Pol i cyNane Federati onAndPI CDef aul t -
Online

This example assigns the FederationAndPICDefault policy to the user Bob Jones. We need to add
'Online' parameter for Skype for Business Online Cmdlet.

Set-DraCsUserAcp

Synopsis

Updates the Skype for Business Online audio conferencing provider information for a user.
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Syntax

Set - DraCsUser Acp -Domain <String> -DraDomain <String> -ldentifier <String> -Nane
<String> -Partici pant Passcode <String> -Tol | Nunmber <String> [-1|sDefault <Bool ean>]

[-Tol | FreeNunbers <String[]>] [-Url

<String>] [-DRAHost Server <String>] |-

DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout

<Int32>] [<CommonPar anet er s>]

Description

The Set - Dr aCsUser Acp cmdlet updates the Skype for Business Online audio conferencing provider

information for the specified user.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. corp

DraDomain <String> true named true false
(ByPropertyName)

The fully qualified domain name

of the object.

Name <String> true named true false

The name of the audio (ByPropertyName)

conferencing provider.

ParticipantPasscode <String> true named true false
(ByPropertyName)

The passcode required to connect

to a conference.

TollNumber <String> false named true false
(ByPropertyName)

The toll number used for audio
conferences.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

TollFreeNumbers [<String[]>] false named true false
(ByPropertyName)

The toll-free phone number used

for audio conferences. Multiple

numbers can be specified by

separating values with commas.

Url [<String>] true named true false

The URL for the audio (ByPropertyName)

conferencing provider.

IsDefault [<Nullable 1>] false named true false
(ByPropertyName)

Flag indicating this audio

conferencing provider should be

set as the default for the user

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DraCsUser Acp -det ai | ed". For technical
information, type " Get - Hel p Set - DraCsUser Acp -full".

Example 1-55 1

PS C:\>Set-DraCsUser Acp -Donai n MyDonai n.corp -ldentifier "cn=Bob

Jones, OU=Account i ng, DC=MyDomai n, DC=cor p" -Domai n acp.att.com - Name "ATT
Conf erenci ng" -Partici pant Passcode 999999 - Tol | Nunber "14255551234"

Tol | FreeNunbers "18005556666", "18005557777", "18005558888" -Url "https://
www. t el econf erence. att. com servl et/ gl bAccess"

This example assigns ATT Conferencing Skype for Business Online audio conferencing policy to the
user Bob Jones and configures the participant passcode, toll number, 3 toll-free numbers and url for
the policy.
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Disable-DRAMailPublicFolder

Users

Synopsis

Disables mail of public folders.

Syntax

Di sabl e- DRAMui | Publ i cFol der -Donmain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Sw tchParameter>] [-Force <Swi tchParaneter>] [-Ti meout

<Int32>] [<CommonPar anet er s>]

Description

The Disable-DRAMailPublicFolder cmdlet disables mail of public folders. The requesting user must

have the Disable Public Folder Mail power.

Parameters

Attribute / Description

Parameters / Values

Required Position

Value

Default

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String>

The display name or

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydonai n. cor p

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

named

named

named

named 11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false




Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 false
seconds

false

false

false

false

false
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NOTE: For more information, type " Get - Hel p Di sabl e- DRAMui | Publ i cFol der -detail ed". For
technical information, type " Get - Hel p Di sabl e- DRAMi | Publ i cFol der -ful | "

Example 1-56 1

PS C:\>Di sabl e- DRAMai | Publ i cFol der -ldentifier
"PF=MyPubl i cFol der, DC=MyDomai n, DC=cor p" - Dormai n MyDomai n. corp

This example will disable mail of public folders named MyPublicFolder.

Enable-DRAMailPublicFolder

Synopsis

Enables mail of public folders.

Syntax

Enabl e- DRAMai | Publ i cFol der -Donmain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParanmeter>] [-Force <Swi tchParaneter>] [-Ti meout
<Int32>] [<CommonPar anet er s>]

Description

The Enabl e- DRAMai | Publ i cFol der cmdlet enables mail of public folders. The requesting user must
have the Enable Public Folder Mail power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false

(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Enabl e- DRAMai | Publ i cFol der -detail ed". For
technical information, type " Get - Hel p Enabl e- DRAMai | Publ i cFol der -full"

Example 1-57 1

PS C.\ >Enabl e- DRAMui | Publ i cFol der -1ldentifier
"PF=MyPubl i cFol der, DC=MyDomai n, DC=cor p" - Dormai n MyDomai n. corp

This example will enable mail of public folders named MyPublicFolder.

Get-DRAPublicFolder

Synopsis

It can be used to Search public folders or retrieve information about a public folder in DRA.

Syntax

Get - DRAPubI i cFol der [-PublicFol der AndFilter <Hashtabl e>] [-PublicFolderOFilter
<Hasht abl e>] [-VisiblePropertiesOnly <SwitchParaneter>] [-GetChildren

<Swi t chParaneter>] [-Recurse <SwitchParameter>] [-ldentifier <String>] -Domain
<String> [-ContainerDN <String>] [-EnforceServerLimt <Sw tchParanmeter>] [-

I ncl udeChi | dCont ai ners <Swi t chParanet er>] [-Qbj ect sPer Response <Int32>] [-
ResumeString <String>] [-Attributes <String[]>] [-DRAHostServer <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>] [-Ti neout
<Int32>] [<CommonPar anet er s>]

Description

The Get-DRAPublicFolder cmdlet executes a search for all public folders in the DRA server. The
server returns all public folders for domains that have Public Folder configured. You can specify
criteria to search for public folders. The Or Filter uses a Hashtable of property values to match. For
example, the following filter will find users whose Name begins with "Sm" or whose ParentPath is
"PublicFolderRoot": -PublicFolderOrFilter @{Name="Sm*";ParentPath="PublicFolderRoot"}
Wildcard options for filter values are: *Matches an unlimited number of charactersMultiple match
strings can be specified for an attribute by separating them with the | character.
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For example, the following will match public folders whose Name attribute begins with H or P: -
PublicFolderOrFilter @{Name="H*|P*" } To search for the literal | character you need to escape it with
a backslash.

For example, the following filter will find all public folders that have a | in their Path: -
PublicFolderOrFilter @{ ParentPath="*\|*" }You can specify the ContainerDN parameter to control
where DRA searches. Specify that the search should include public folders in child containers by
specifying the Recurse parameter. See parameter explanations in the detailed Help for more
information. You can also specify parameters that control the content in the response, such as the
number of items to return and where to resume the search results if multiple requests are needed to
retrieve all of the search results. For more examples, see the help.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

PublicFolderAndFilter false named true false
[<Hashtable>] (ByPropertyName)

Public Folder properties to use for
searching public folders. The
properties will be combined for
the search. Public folders
matching all listed properties will
be returned.

PublicFolderOrFilter false named true false
[<Hashtable>] (ByPropertyName)

Public Folder properties to use for
searching Public Folder objects.
Public folders matching any of the
listed properties will be returned.

VisiblePropertiesOnly false named false false
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property that
they do not have powersto view,
by specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

GetChildren false named false false
[<SwitchParameter>]

It specifies whether to retrieve
only the immediate children of the
specified public folder. You can't
use the GetChildren parameter
with the Recurse parameter.
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Attribute / Description

Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Recurse [<SwitchParameter>]

It specifies whether to retrieve all
the childrens of the specified
public folder. You can't use the
GetChildren parameter with the
Recurse parameter.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. corp

ContainerDN [<String>]

The full path to the container to
search in distinguished name
format.

For example: - Cont ai ner DN
" QU=Account i ng, DC=MyDomai n
, DC=cor p"

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

true named

true named

true named

false named

false named

false named

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false




Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ObjectsPerResponse
[<Nullable™1>]

The number of objects to return in
a response. The default is 250.

ResumesString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:
"CN=MYUserl160,CN=Users,DC=
MyDomain,DC=corp".

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false named

false named

false named

false named

false named 11192

false named

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false

false

false

false

named

named

named

named

8755

100
seconds

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Get - DRAPubl i cFol der -detail ed". For technical

information, type " Get - Hel p Get - DRAPubl i cFol der -ful | ".

Example 1-58 1

PS C:\ >Cet - DRAPubl i cFol der - Cont ai ner Dn " PF=PF1, PF=Publ i cFol der Root , DC=cor p"

This example will enable mail of public folders named MyPublicFolder.



Example 1-59 1

PS C.\ >Cet - DRAPubl i cFol der -PublicFolderOrFilter @Nane="PF*"} -ContainerDn
"PF=PF1, PF=Publ i cFol der Root , DC=cor p" -1 ncl udeChi | dCont ai ners - (bj ect sPer Response
50

In this example, DRA will search in the PF1 public folder and all child containers of that public folder
for all public folders having a name attribute beginning with "PF". The server should return a
maximum of 50 items in the response.

Example 1-60 1

PS C.\ >Cet - DRAPubl i cFol der -PublicFol derOFilter @ ParentPath="PF-
1###" ; Nane="publ i cFol der 1*"} - Cont ai ner Dn " PF=Publ i cFol der Root , DC=cor p" -
Attributes "mmil Enabl ed", "hasSubFol ders", "donai nNane"

In this example, DRA will search for public folders having either a parent path beginning with "PF-1"
and ending with 3 numeric digits, OR a Name beginning with "publicFolderl”. DRA will search only in
the "PublicFolderRoot" public folder since the ContainerDN is specified and IncludeChildContainers is
not. For each group matching the filter criteria, the server will return three attributes. The response
will return a maximum of 250 items since the ObjectsPerResponse parameter is not specified.

Example 1-61 1

PS C.\ >Cet - DRAPubl i cFol der -Donai n MyDonwi n.corp -ldentifier
"PF=MyPubl i cFol der, PF=Publ i cFol der Root , DC=MyDomai n, DC=cor p"

This example requests the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the distinguished name for the public
folder. When the Attributes parameter is not present, the REST endpoint will request the default list of
properties specified in the Rest service DRARestConfiguration.json file.

Example 1-62 1

PS C:\>Cet - DRAPubl i cFol der - Domai n MyDomai n.corp -ldentifier
"Publ i cFol der Root \ MyPubl i cFol der" - Attri butes
"i ssueWar ni ngQuot a", "retai nDel etedl tensFor", "maxltensSi ze"

This example requests the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the path for the public folder. When the
path is used, the path will be converted to distinguished name before reaching the REST endpoint.

Example 1-63 1
PS C.\ >Cet - DRAPubl i cFol der -Donai n MyDonmi n.corp -ldentifier

"PF=MyPubl i cFol der, PF=Publ i cFol der Root , DC=MyDomai n, DC=cor p"- Attri but es
"nanme", "fol derSi ze", "perUserReadSt at eEnabl ed”

This example requests the properties of the PublicFolder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The Attributes parameterspecifies what properties to return.

New-DRAPublicFolder

Synopsis

Creates a new public folder.
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Syntax

New DRAPubl i cFol der - Name <String> [-Path <String>] [-Mailbox <String>]

- Domai n

<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [-Tineout <Int32>] [<CommonParaneters>]

Description

The New DRAPubl i cFol der cmdlet creates a new public folder. The requesting user must have the

Create Public Folder power.

Parameters

Attribute / Description

Parameters / Values

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Name <String>

The Name parameter specifies
the name for the public folder.

Path [<String>]

The Path parameter specifies the
location of the folder in the folder
hierarchy. The following value
types can be used: OnePointPath
or DistinguishedName or
TopLevelPublicFOlder\PublicFold
er. For example, OnePoint://
PF=PublicFolder,DC=MyDomain,
DC=corp.

Mailbox [<String>]

The Mailbox parameter specifies
the identity of public folder
mailbox hierarchy. The following
values can be used: GUID,
Distinguished Name,
Domain\Account, User principal
name, LegacyExchangeDN,
SMTP address or Alias.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. cor p

true

false

false

true

named

named

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false




Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>] false named 100 false false

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p New DRAPubl i cFol der -detail ed". For technical
information, type " Get - Hel p New DRAPubl i cFol der -full".

Example 1-64 1

PS C.\ >New DRAPubl i cFol der -Nane "MPublicFol der" -Path "OnePoint://
PF=Root PF, DC=MyDon=i n, DC=cor p" - Domai n MyDonmai n. corp

This example will create a new public folder named MyPublicFolder inside RootPF public folder.

Example 1-65 1

PS C.\ >New DRAPubl i cFol der -Nane "MPubl i cFol der" -Mail box M/Mail box -Donain
MyDonai n. corp

This example will create a new public folder named MyPublicFolder in MyMailbox hierarchy public
folder mailbox.

Remove-DRAPublicFolder

Users

Synopsis

Removes a public folder permanently.

Syntax

Renove- DRAPubl i cFol der -Donain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Sw tchParanmeter>] [-Force <Swi tchParaneter>] [-Ti meout
<l nt 32>] [ <CommonPar anet er s>]

Description

The Remove-DRAPublicFolder cmdlet removes a public folder permanently. The requesting user
must have the Delete Public Folder power.



Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

ContainerDN [<String>] false named

The full path to the container to
search in distinguished name
format.

For example: - Cont ai ner DN
" QU=Account i ng, DC=MyDomai n
, DC=cor p"

EnforceServerLimit false named
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers false named
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse false named
[<Nullable™1>]

The number of objects to return in
a response. The default is 250.

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:
"CN=MYUserl160,CN=Users,DC=
MyDomain,DC=corp".

Attributes [<String[]>] false named

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false




Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

100
seconds

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Renpve- DRAPubl i cFol der -detail ed". For
technical information, type " Get - Hel p Renove- DRAPubl i cFol der -full".

Example 1-66 1

PS C.\ >Renove- DRAPubl i cFol der -1dentifier "PF=MyPublicFol der, DC=MyDonai n, DC=cor p"

- Domai n MyDonai n. cor p

This example will remove a public folder named MyPublicFolder.
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Set-DRAPublicFolder

Synopsis

Set the general information and storage quota limits for a public folder.

Syntax

Set - DRAPubl i cFol der -Dommin <String> -Properties <Hashtable> -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chParaneter>] [-Ti meout <Int32>] [<ConmmonParaneters>]

Description

The Set - DRAPubl i cFol der cmdlet sets some of the properties of the requested public folder
managed by DRA. The requesting user must have the Modify Public Folder Properties. You can
specify the properties you want to set. See the examples for information on how to set specific

properties.
Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: -Properties
@{Description="my
description";Location="Houston"}

Multiple values are specified as a
comma-separated list.

For example: -Properties
@{otherTelephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: -Properties @{"VA-
DRA-VirtualAttribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: -Properties
@{Description="my "test™
description"}
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
Timeout [<Int32>] false named 100 false false
seconds

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type " Get - Hel p Set - DRAPubl i cFol der -detail ed". For technical
information, type " Get - Hel p Set - DRAPubl i cFol der -ful | ".

Example 1-67 1

PS C.\ >Set - DRAPubl i cFol der -Donai n MyDonwi n.corp -ldentifier
"Publ i cFol der Root \ MyPubl i cFol der" - Properti es @ Name="RenanmedPubl i cFol der",
Per User ReadSt at eEnabl ed=t rue, Per User ReadSt at eEnabl edR=t r ue}

This example sets some of the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the path for the public folder. When the
path is used, the path will be converted to distinguished name before reaching the REST endpoint.

Example 1-68 1

PS C.\ >Set - DRAPubl i cFol der -Donai n MyDonmi n.corp -ldentifier
"PF=MyPubl i cFol der, PF=Publ i cFol der Root , DC=MyDorai n, DC=cor p" - Properti es
@ | ssueWar ni ngQuot a="25MB", Ret ai nDel et edl t ensFor ="23"}

This example sets some of the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the distinguished name for the public
folder.
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Example 1-69 1

PS C:\ >Cet - DRAPubl i cFol der -PublicFol derOrFilter @ ParentPath="PF-
1###" ; Nane="publ i cFol der 1*"} - Cont ai ner Dn " PF=Publ i cFol der Root , DC=cor p" -
Attributes "nail Enabl ed", "hasSubFol ders", " donai nNane"

In this example, DRA will search for public folders having either a parent path beginning with "PF-1"
and ending with 3 numeric digits, OR a Name beginning with "publicFolderl". DRA will search only in
the "PublicFolderRoot" public folder since the ContainerDN is specified and IncludeChildContainers is
not. For each group matching the filter criteria, the server will return three attributes. The response
will return a maximum of 250 items since the ObjectsPerResponse parameter is not specified.

Example 1-70 1

PS C.\ >Cet - DRAPubl i cFol der -Donai n MyDonmi n.corp -ldentifier
"PF=MyPubl i cFol der, PF=Publ i cFol der Root , DC=MyDomnai n, DC=cor p"

This example requests the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the distinguished name for the public
folder. When the Attributes parameter is not present, the REST endpoint will request the default list of
properties specified in the Rest service DRARestConfiguration.json file.

Example 1-71 1

PS C.\ >Cet - DRAPubl i cFol der -Donai n MyDonmi n.corp -ldentifier
"Publ i cFol der Root \ MyPubl i cFol der" - Attri butes

"i ssueWar ni ngQuota", "retai nDel etedl tensFor", "maxltensSi ze"

This example requests the properties of the public folder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The identifier contains the path for the public folder. When the
path is used, the path will be converted to distinguished name before reaching the REST endpoint.

Example 1-72 1

PS C:\>Cet - DRAPubl i cFol der - Domai n MyDomai n.corp -ldentifier
"PF=MyPubl i cFol der, PF=Publ i cFol der Root , DC=MyDorai n, DC=cor p"- Attri but es
"nanme", "fol der Si ze", "perUserReadSt at eEnabl ed"”

This example requests the properties of the PublicFolder named MyPublicFolder under
PublicFolderRoot in MyDomain.corp. The Attributes parameterspecifies what properties to return.
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2 Groups

This section contains cmdlets you can execute for the Group object type.

Add-DRAGroup

Synopsis

Adds a group object to an Active Directory domain.

Syntax

Add- DRAG oup - G oupScope <String> -G oupType <String> [-

Dynami cFil terl ncl udeChi | dren <Swit chParaneter>] [-Dynani cFilter LDAPQuery <Stri ng>]
[-Dynam cFi | t er Root Cont ai ner <String>] -Properties <Hashtable> -Domain <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Add-DRAGroup cmdlet adds a group object to a domain managed by DRA. The requesting user
must have the Create Group power. You can create a traditional group where you add each member
individually or you can create a dynamic group whose membership is determined by a filter. See the
examples for more information. To see the complete list of available properties, perform a Get-
Member command on the object returned from any DRAGroup command.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

GroupScope <String> true named true false

B ) ) (ByPropertyName)
Specifies the Active Directory
scope of the group you are
adding. Valid values are Domain
local, Global, or Universal.
GroupType <String> true named true false

(ByPropertyName)

Specifies the Active Directory type
of the group you are adding. Valid
values are Distribution or
Security.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DynamicFilterincludeChildren
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

DynamicFilterLDAPQuery
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

DynamicFilterRootContainer
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true named

true named

true named

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properties

@ Descri ption="ny

description";Location="Hou

ston"}

Multiple values are specified as a

comma-separated list.

For example: - Properties

@ ot her Tel ephones="555-

1212","123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properties

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped with

a backtick ().

For example: - Properties

@Description="ny ""test "

description"}

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

false

false

false

false

false

named

named

named

named

named

11192

8755

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Add- DRAG oup -det ai | ed". For technical

information, type " Get - Hel p Add- DRAGr oup -full".
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Example 2-1 1

PS C.\ >Add- DRAG oup -Donai n MyDonmi n.corp -Properties

@ Fri endl yPar ent Pat h="MyDonai n. cor p/ Account i ng"; Nane=" GROUP123" ; Descri pti on="PS
Desc

001"; ManagedBy="CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; samAccount Name=" COW123sam
"} -GoupType "Distribution" -G oupScope "Universal"

This eexample creates the group GROUP123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The group will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this group: Description, ManagedBy and
samAccountName. The group will be a universal distribution group.

Example 2-2 1

PS C.\ >Add- DRAG oup -Donmi n MyDonmi n.corp -Properties

@ Fri endl yPar ent Pat h="MyDonai n. cor p/ Account i ng"; Nane=" GROUP123" ; Descri pti on="PS
Desc

001"; ManagedBy="CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; samAccount Name="COW123sam
"} -GoupType "Distribution" -G oupScope "Universal"

This example creates the group GROUP123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The group will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this group: Description, ManagedBy and
samAccountName. The group will be a universal distribution group.

Example 2-3 1

PS C.\ >Add- DRAG oup -Donmi n MyDonmi n.corp -Properties
@ Di st i ngui shedNane="cn=GROUP123, OU=Account i ng, DC=MyDonai n, DC=cor p"; Descri pti on="G
roup for powershell"} -G oupType "Security" -G oupScope "d obal"

This example creates a group named GROUP123 in Active Directory using the DRA
DistinguishedName property. The group will be created in the domain MyDomain.corp in the
Accounting OU. Description is the only property set on this group. The group will be a global security
group.

Example 2-4 1

PS C:\ >Add- DRAG oup -Donai n MyDonmi n. corp -Dynam cFi |t er Root Cont ai ner

" OU=0U01, DC=MyDom DC=cor p" - Dynamni cFi | t er LDAPQuery

"(&(obj ect O ass=user) (obj ect Cat egory=person))" -Dynami cFilterlncludeChildren -

Properties @distingui shedNanme="cn=GROUP123, OU=Account i ng, DC=MyDomai n, DC=cor p";
Whi t eLi st =" CN=Add Me, OU=XXX, DC=MyDom DC=cor p", " CN=Add

Me2, OUEYYY, DC=MyDom DC=cor p"; Bl ackLi st="CN=Ski p Me, OU=0U01, DC=M/Dom DC=cor p",

" CN=Ski pMe2, OU=0U01, DC=MyDom DC=cor p"}

This creates a dynamic group by specifying the DynamicFilterLDAPQuery and
DynamicFilterRootContainer parameters. DynamicFilterincludeChildren indicates that the group
includes objects from the DynamicFilterRootContainer and all of its children. Group members will also
include the two accounts listed in the WhiteList property, even though the accounts do not match the
filter criteria. The two BlackList accounts will be excuded from the group, even though they are users
in the DynamicFilterRootContainer.

Groups 123



124

Example 2-5 1

PS C:\>Add- DRAG oup -Domain MyDomain.corp -

Properties@ Fri endl yNane="MyDonai n. cor p/ Account i ng/ GROUP123"; Descri pti on="G oup
for powershel | "; ManagedBy="CN=CGeor ge, C\N=User s, DC=MYDOVAI N, DC=cor p"} - G oupType
"Security" -G oupScope "Domain |ocal"

This example creates a group named GROUP123 in Active Directory using the DRA FriendlyName
property. The group will be created in the domain MyDomain.corp in the Accounting OU. There are
two properties set on this group: Description and ManagedBy. The group will be a domain local
security group.

Get-DRAGroup

Synopsis

Gets information about an Active Directory group account.

Syntax

Get - DRAG oup -Domain <String> [-Attributes <String[]>] [-PowersForQperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAGroup cmdlet returns the properties of the requested group account managed by DRA.
The requesting user must have the View All Group Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific
properties.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

true

true

false

named

named

named

named

named

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAG oup - det ai | ed". For technical information,
type "Get - Hel p Get- DRAG oup -full".
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Example 2-6 1

PS C \>Cet-DRAG oup -Donmin MyDonmin.corp -ldentifier
" cn=GROUP123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
identifier contains the distinguished name for the group.

Example 2-7 1

PS C.\ >Cet - DRAG oup -Donei n MyDonmi n.corp -ldentifier "GROUPL23" -Attributes
"Description", "D splayNane",

"Di stingui shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", " Fri endl yName", " SamAccount
Nane"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, the REST endpoint will request the default list of properties specified in the Rest service
DRARestConfiguration.json file.

Example 2-8 1

PS C.\>Cet-DRAG oup -Donain MyDonami n.corp -ldentifier "GROUPL23"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
identifier contains the display name for the group. When the display name is used, the REST
endpoint will first ask the DRA Server for the distinguished name and then request the properties for
that group.

Get-DRAGroupMembership

Synopsis

Retrieves the list of groups that contain the Active Directory object specified by the Identifier and
IdentifierClass parameters.

Syntax

Get - DRAG oupMenber ship -Domain <String> -ldentifierdass <String> -ldentifier
<String> [-ContainerDN <String>] [-EnforceServerLimt <Sw tchParameter>] |-

I ncl udeChi | dCont ai ners <Swi t chPar anet er>] [-Chj ect sPer Response <Int32>] |-
ResuneString <String>] [-Attributes <String[]>] [-DRAHostServer <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <ConmmonPar anet er s>]

Description

The Get-DRAGroupMembership cmdlet returns the groups that have the Identifier object as a
member. The requesting user must have the View All Group Properties power. You can view the
default list of properties or specify specific properties. You can also control the number of groups
returned in the results, and iterate result sets, if necessary. See the examples for information on how
to view specific properties and control the pages of results returned from the server. The response will
also have the property TotalObjectCount which contains the total number of groups having the
Identifier object as a member.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IdentifierClass <String>

Specifies the object type of
Identifier. Valid values are:
computer, contact, group, and
user.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

true named

true named

true named

false named

false named 11192

false named

false named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAG oupMenber shi p - det ai | ed". For technical
information, type "Get - Hel p Get - DRAG oupMenbership -ful I ".

Example2-9 1

PS C:.\ >Cet - DRAG oupMenber shi p - Domai n MyDonmai n. corp -ldentifier

" CN=CGeor ge, Ol T13, DC=MyDomai n, DC=cor p" -ldentifierC ass "user" -Attributes

"Di stingui shedNanme", "Friendl yName" - Obj ect sPer Response 500 - ResunmeString

" CN=Account i ng- DG OU=Accounti ng, OJ)Brasi | i a, O=Par ent Conpany, DC=MyDomai n, DC=cor p"

This example requests the groups in MyDomain.corp having George as a member. Identifier contains
the distinguished name for George. The results will contain the propeties DistinguishedName and
FriendlyName for each group. The server will return 500 items in the result, and it will begin the
results with the next item after the one listed in the ResumeString parameter. ResumeString is used
when there are multiple pages of results to be returned. When more data is available, the results will
contain the ResumesString property that can be used to request the next page of results.

Example 2-10 1
PS C.\ >Cet - DRAG oupMenber ship -Donmain MyDonwi n.corp -ldentifier

"cn=Ceor ge, Ol T13, DC=MWyDonai n, DC=corp" -ldentifierCd ass "user" -Attributes
"Di stingui shedNanme", "Fri endl yNane"
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This example requests the group membership of the user named George in MyDomain.corp. The
identifier contains the distinguished name. The results will contain the propeties DistinguishedName
and FriendlyName for each group that has George as a member.

Example 2-11 1

PS C.\ >Cet - DRAG oupMenber ship -Donmai n MyDonmi n.corp -ldentifier "George" -
I dentifierd ass "user"

This example requests the list of groups containing the user George in MyDomain.corp. Identifier
contains the display name for the object. The rest server will first request the distinguished name for
the object and then request the group membership. The results will contain the default set of
properties listed in the Rest Service DRARestConfiguration.json file.

Get-DRAGroupPermissions

Synopsis

Get a list of trustee of the group.

Syntax

Get - DRAG oupPer mi ssions -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Get-DRAGroupPermissions cmdlet get a list of trustees of the group named in Identifier. User
must be in supported formats for Identifier distinguished name.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

true

true

false

named

named

named

named

named

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type "Get - Hel p Get - DRAG oupPer ni ssi ons -detai | ed". For
technical information, type "Get - Hel p Get - DRAG oupPer mi ssions -ful | ".
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Example 2-12 1

PS C:\ >Cet - DRAG oupPer mi ssi ons -Donmai n MyDonai n. corp -ldentifier
" CN=Groupl, C=MyDonmai n, DC=cor p"

This example get the trustees list of the group named Groupl. The identifiercontains the
distinguished name for the group.

Set-DRAGroupPermissions

Synopsis

Set (add or remove) a trustee for a group.

Syntax

Set - DRAG oupPer mi ssions -Domain <String> [-Users <String>] [-Goups <String>] -
AccessMde <Int32> -Action <Int32> -Permssion <Int32> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Set-DRAGroupPermissions cmdlet set (add or remove) a tructee of the group named in Identifier.
-Identifier Supported formats for group Identifier in distinguished name.

Users: a list of users in distinguished name delimited by semicolons.
AccessMode: 1 for GRANT ACCESS; 3 for DENY ACCESS.
Action: 0 add to group trustees list. 1 remove from group tructees list..

Permission: 16 READ ONLY; 32 WRITE ONLY; 48 READ and WRITE

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Users [<String>] false named true false
(ByPropertyName)

An existing Active Directory user
objects that should be added or
removed from the group
permissions. The user identifier
can be in either the display hame
or the distinguished name.
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Groups [<String>] false named true false
o ] ) (ByPropertyName)

An existing Active Directory user

objects that should be added or

removed from the group

permissions. The user identifier

can be in either the display name

or the distinguished name.

AccessMode <Nullable’1> false named true false
(ByPropertyName)

AccessMode: 1 for GRANT

ACCESS; 3 for DENY ACCESS;

4 for GRANT AND DENY

ACCESS.

Action <Nullable'1> false named true false
(ByPropertyName)

Action: 0 add to group trustees

list. 1 remove from group tructees

list

Permission <Nullable’1> false named true false

o (ByPropertyName)

Permission: 16 READ ONLY:; 32

WRITE ONLY; 48 READ and

WRITE.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see about
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRAG oupPer ni ssi ons -detail ed". For
technical information, type " Get - Hel p Set - DRAG oupPer mi ssions -ful | ".
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Example 2-13 1
PS C:\ >Set - DRAG oupPer mi ssi ons -Donmai n MyDonai n. corp -ldentifier

" CN=Groupl, DC=MyDonmai n, DC=cor p" - User "QOU=User1, CN=User s, DC=MyDonai n, DC=cor p" -
AccessMbde 1 -Action 1 -Perm ssion 48

This example remove a trustee Userl from the group named Groupl. Note need to match the grant
access mode and permission exactly in order to remove the right one.

Example 2-14 1
PS C:\ >Set - DRAG oupPer mi ssi ons -Donmai n MyDonai n. corp -ldentifier

" CN=Groupl, DC=MyDonai n, DC=cor p" - User "QOU=User1, CN=User s, DC=MyDonai n, DC=cor p" -
AccessMbde 1 -Action 1 -Perm ssion 48

This example remove a trustee Userl from the group named Groupl. Note need to match the grant
access mode and permission exactly in order to remove the right one.

Example 2-15 1
PS C:\ >Set - DRAG oupPer mi ssions -Donmai n MyDonai n. corp -ldentifier

" CN=G oupl, DC=MyDomai n, DC=cor p" - User "OU=User 1, CN=User s, DC=MyDomai n, DC=cor p" -
AccesshMbde 1 -Action 1 -Perm ssion 48

This example add a trustee Userl to the group named Groupl with the GRANT ACCESS mode and
READ and WRITE permission.

Example 2-16 1
PS C:.\ >Set - DRAG oupPer mi ssions -Donmai n MyDonmai n. corp -ldentifier
" CN=G oupl, DC=MyDonai n, DC=cor p" - Users

"OU=User 1, CN=User s, DC=MyDomai n, DC=cor p; OU=User 2, CN=User s, DC=MyDomai n, DC=cor p" -
AccessMbde 1 -Action O -Perm ssion 48

This example add trustees Userl and User2 to the group named Groupl with the same GRANT
ACCESS mode and READ and WRITE permission.

Example 2-17 1
PS C:.\ >Set - DRAG oupPer mi ssions -Donmai n MyDonmai n. corp -ldentifier
" CN=G oupl, DC=MyDomai n, DC=cor p" - G oups

" Q=G oupll, DC=MyDomai n, DC=cor p; Q=G oupl2, DC=MyDonai n, DC=cor p" - AccessMdde 1 -
Action O -Pernission 48

This example add trustees Groupl1l and Group12 to the group named Groupl with the same GRANT
ACCESS mode and READ and WRITE permission.

Add-DRAGroupMembers

Synopsis

Adds members to an existing Active Directory group managed by DRA.
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Syntax

Add- DRAG oupMenbers -Domain <String> [-Conputers <String[]>] [-Contacts
<String[]>] [-Goups <String[]>] [-Users <String[]>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Add-DRAGroupMembers cmdlet adds objects to a group managed by DRA. The requesting user
must have one of the Modify Group Membership powers. The command accepts arrays of identifiers
for each of the supported object types that can be members of a group: Contacts, Computers, Groups
and Users. At least one identifier must be specified.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Computers [<String[]>] false named true false
o ) (ByPropertyName)
An array of existing Active

Directory computer identifiers to
add to or remove from the group.
An identifier can be either a
display name or a distinguished
name. When an identifier is a
display name, an additional call to
the DRA server is made to query
for the distinguished name.

Contacts [<String>] false named true false
o ) (ByPropertyName)
An array of existing Active

Directory contact identifiers to add
to or remove from the group. An
identifier can be either a display
name or a distinguished name.

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to add

to or remove from the group.

An identifier can be either a

display name or a distinguished

name. When an identifier is a

display name, an additional call to

the DRA server is made to query

for the distinguished name.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline Accept
input? wildcard
characters?

Users [<String[]>] false named

An array of existing Active
Directory user identifiers to add to
or remove from the group. An
identifier can be either a display
name or a distinguished name.
When an identifier is a display
name, an additional call to the
DRA server is made to query for
the distinguished name.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Add- DRAG oupMenber s -det ai | ed". For technical
information, type "Get - Hel p Add- DRAG oupMenbers -full ™.

Example 2-18 1

PS C.\ >Add- DRAG oupMenbers -ldentifier "CN=M/G oup, QU=XYZ, DC=MYDOVAI N, DC=cor p"
Dorai n " DRDOMB10. | ab”
-Contacts "MyDomai n. cor p/ OJ- A/ QU- A1/ Cont act 02CN'
-Conput ers "CN=TESTCREATEL2, QU=XYZ- Chi | d, QU=XYZ, DC=MYDOMAI N, DC=cor p"
-G oups "CN=Test Group06, QU=Account i ng, DC=MYDOMAI N, DC=cor p"
-Users "CN=User DN22, QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p",
"CN=User Fri endl y01, OU=XYZ- Chi | d, QU=XYZ, DC=MYDOVAI N, DC=cor p"

This example adds members to a group named MyGroup in Active Directory. Six members are listed:
one each of Contacts, Computers and Groups; two Users.
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Remove-DRAGroupMembers

Synopsis

Removes members from an existing Active Directory group managed by DRA.

Syntax

Renove- DRAG oupMenbers -Donain <String> [-Conputers <String[]>] [-Contacts
<String[]>] [-Goups <String[]>] [-Users <String[]>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <ConmonPar anet er s>]

Description

The Remove-DRAGroupMembers cmdlet removes objects from a group managed by DRA. The
requesting user must have one of the Modify Group Membership powers. The command accepts
arrays of identifiers for each of the supported object types that can be members of a group: Contacts,
Computers, Groups and Users. At least one identifier must be specified.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Computers [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory computer identifiers to

add to or remove from the group.

An identifier can be either a

display name or a distinguished

name. When an identifier is a

display name, an additional call to

the DRA server is made to query

for the distinguished name.

Contacts [<String>] false named true false
(ByPropertyName)

An array of existing Active
Directory contact identifiers to add
to or remove from the group. An
identifier can be either a display
name or a distinguished name.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

Groups [<String[]>] false named

An array of existing Active
Directory group identifiers to add
to or remove from the group.

An identifier can be either a
display name or a distinguished
name. When an identifier is a
display name, an additional call to
the DRA server is made to query
for the distinguished name.

Users [<String[]>] false named

An array of existing Active
Directory user identifiers to add to
or remove from the group. An
identifier can be either a display
name or a distinguished name.
When an identifier is a display
name, an additional call to the
DRA server is made to query for
the distinguished name.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

8755

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Renmpve- DRAG oupMenber s - det ai | ed". For
technical information, type " Get - Hel p Renove- DRAG oupMenbers -ful | ".
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Example 2-19 1

PS C:\ >Renpove- DRAG oupMenbers -1dentifier "CN=MyG oup, OU=XYZ; , DC=MYDOVAI N, DC=cor p"
- Donei n " DRDOMB10. | ab"
-Contacts "MyDonai n. cor p/ OJ A/ QJ Al/ Cont act 02CN'
- Conput ers " CN=TESTCREATE12, QU=XYZ- Chi | d, OU=XYZ, DC=MYDOVAI N, DC=cor p"
-G oups "CN=Test G oup06, QU=Account i ng, DC=MYDOVAI N, DC=cor p"
-Users "CN=User DN22, OU=User s, QU=ABC, QU=ABC- Par ent , DC=MYDOVAI N, DC=cor p",
"CN=User Fri endl y01, QU=XYZ- Chi | d, QU=XYZ, DC=MYDOVAI N, DC=cor p

This example Removes members from a group hamed MyGroup in Active Directory. Six members
are listed: one each of Contacts, Computers and Groups; two Users.

Example 2-20 2

PS C:\ >RRest ore- DRACont act -ldentifier
"cn=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"
- Rest or eToCont ai ner " OU=TenpCon, DC=MyDonmai n, DC=CORP" - donmai n MyDomai n. corp

This example will restore a contact named MyContact8 from the NetlQRecycleBin in MyDomain.corp.
It will be restored to the container named TempCon in MyDomain.corp

Move-DRAGroup

Synopsis

Moves a group from one location in Active Directory to another.

Syntax

Move- DRAG oup -Donmin <String> -Target Contai ner <String> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Move-DRAGroup cmdlet moves the group named in Identifier to the OU named in the
TargetContainer. The requesting user must have the Move Group to OU power on the
TargetContainer. Supported formats for Identifier are name, friendly name, and distinguished names.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

TargetContainer <String> false named

The full path to the destination
container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDomai n
, DC=cor p”.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Move- DRAG oup - det ai | ed". For technical

information, type "Get - Hel p Move- DRAG oup -detail edfull”.

Example 2-21 1

PS C.\ >Mbve- DRAG oup

-Domai n MyDomai n. corp -ldentifier

" CN=Engi neeri ng, OU=Account i ng, DC=MyDomai n, DC=cor p" - Tar get Cont ai ner
" OU=NewPar ent , OQU=Account i ngHomeO f i ce, DC=MyDonai n, DC=cor p"

This example moves the group named Engineering from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the group.
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Copy-DRAGroup

Synopsis

Copies an existing group to a new group.

Syntax

Copy- DRAG oup -Domai n <String> [-NoCopyMenbers <SwitchParaneter>] |-

RenoveDynami cFil ter <SwitchParaneter>] [-DynamnicFilterlncludeChildren

<Swi t chPar aneter>] [-Dynam cFilter LDAPQuery <String>] [-Dynam cFilterRoot Contai ner
<String>] -Properties <Hashtable> -Identifier <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <ConmonPar anet er s>]

Description
The Copy-DRAGroup cmdlet copies an existing group to a new group.

The values provided in the -Properties parameter will overwrite the values provided by the existing
group. You must supply properties to give the new group a nhame and a location. See the Add-
DRAGroup for examples of how to define the new group. The response contains the string generated
by the server.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
NoCopyMembers false named false false
[<SwitchParameter>]
Specifies NOT to copy all
members information from source
group. If the parameter is not
specified, the value false and the
members will be copied.
RemoveDynamicFilter false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
I<String> true named true false
(ByPropertyName)
| <String> true named true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properties

@ Descri ption="ny

description";Location="Hou

ston"}

Multiple values are specified as a

comma-separated list.

For example: - Properties

@ ot her Tel ephones="555-

1212","123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properties

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped with

a backtick ().

For example: - Properties

@Description="ny ""test "

description"}

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type "Get - Hel p Copy- DRAUser - det ai | ed". For technical information,
type "CGet - Hel p Copy- DRAUser -full".

148  Groups



Example 2-22 1

PS C:\ >Copy- DRAUser -ldentifier "cn=Usersource, OU=Accounti ng, DC=MyDonai n, DC=cor p"
-Properties

@ di sti ngui shedNane="cn=USER123, OU=Tax, DC=MyDonai n, DC=cor p"; Descri pti on="Tax group
nmenber"} -domai n MyDonai n. corp

This example will copy the user named Usersource from the Accounting OU in MyDomain.corp to a
new user named USER123 in the Tax OU in MyDomain.corp. The Description property for USER123
will be set to "Tax group member'.

Example 2-23 1

PS C:\ >Copy- DRAUser -ldentifier "cn=Usersource, OJ4=Accounti ng, DC=MyDonai n, DC=cor p"
-Properties

@ di st i ngui shedNane="cn=USER123, OU=Tax, DC=MyDonai n, DC=cor p"; Descri pti on="Tax group
nmenber"; Mail boxSt ore="LDAP:// Myserver. Mydomai n. Cor p/ CN=Mai | box Dat abase
0962326578, CN=Dat abases, CN=Exchange Admi ni strative G oup

( FYDI BOHF23SPDLT) , CN=Admi ni strati ve G oups, CN=MessageSt orel, CN=M crosoft

Exchange, CN=Ser vi ces,

CN=Conf i gur at i on, DC=Mydomai n, DC=cor p"; UseDef aul t Mai | boxSt or e=$t rue} -domain
MyDonai n. cor p

This example will copy the user named Usersource from the Accounting OU in MyDomain.corp to a
new user named USER123 in the Tax OU in MyDomain.corp. The Description property for USER123
will be set to "Tax group member'. A mailbox will be created using the specified mailbox store to
connect to the Exchange server An optional UseDefaultMailboxStore flag requestes the Exchange
server to use the default mailbox store.

Example 2-24 1

PS C.\ >Copy- DRAUser -ldentifier "cn=Usersource, OU=Accounti ng, DC=MyDonai n, DC=cor p"
-Properties @distingui shedName="cn=USER123, OU=Tax, DC=MyDomai n, DC=cor p"} -domain
MyDonwi n. corp

This example will copy the user named Usersource from the Accounting OU in MyDomain.corp to a
new user named USER123 in the Tax OU in MyDomain.corp. The properties of USER123 will be the
same as the properties of Usersource.

Remove-DRAGroup

Synopsis

Removes a group account from Active Directory.

Syntax

Renove- DRAG oup -Donein <String> -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <ConmonPar anet er s>]
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Description

The Remove-DRAGroup cmdlet deletes the requested group account. The requesting user must
have one of the Delete Group powers. If the recycle bin is enabled, the group is moved to the recycle
bin.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Renove- DRAG oup - det ai | ed". For technical
information, type "Get - Hel p Renove- DRAG oup -ful I "

Example 2-25 1

PS C.\ >Renpve- DRAG oup

"cn=GROUP123, OU=Account i ng, DC=MyDomai n, DC=cor p"

-Domai n MyDomai n. corp -ldentifier

This example deletes the group named GROUP123 from MyDomain.corp. The identifier contains the
distinguished name for the group. If the recycle bin is enabled, the group is moved to the recycle bin.
Otherwise, it is removed permanently.

Example 2-26 1

PS C.\ >Renpove- DRAG oup -Donai n MyDonmi n.corp -ldentifier

"cn=GROUP123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the group named GROUP123 from the DRA recycle bin, removing it
permanently from Active Directory.
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Restore-DRAGroup
Synopsis
Restores the specified group from the recycle bin.

Syntax

Rest or e- DRAG oup -Donmmin <String> [-Domai nController <String>] [-

Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Restore-DRAGroup cmdlet will restore a previously deleted group from the recycle bin to its
original container or to a new specified container. Supported formats for the identifier are name,
friendly name and distinguished name. If the full path is specified, it must point to the recycle bin

(NetlQRecycleBin).

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>] false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Rest or e- DRAGr oup - det ai | ed". For technical
information, type "Get - Hel p Rest ore- DRAG oup -full".

Example 2-27 1

PS C.\>Rest ore-DRAG oup -ldentifier
"cn=MyG oup8, O=Net | QRecycl eBi n, DC=MyDomnai n, DC=cor p" - Dormai n MyDom cor p

This example will restore a group named MyGroup8 from the NetlQRecycleBin in MyDom.corp. It will

be restored to the container from which it was deleted.

Example 2-28 1

PS C.\>Restore-DRAG oup -ldentifier
"cn=MyG oup8, O=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Rest or eToCont ai ner
" OU=TenpCon, DC=MyDomai n, DC=CORP" - donmai n MyDomnai n. cor p

This example will restore a group named MyGroup8 from the NetlQRecycleBin in MyDomain.corp. It
will be restored to the container named TempCon in MyDomain.corp.
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3 Computers

This section contains cmdlets you can execute for the Computer object type.

Add-DRAComputer

Synopsis

Adds a computer object to an Active Directory domain.

Syntax

Add- DRAConput er - Properties <Hashtabl e> - Domai n <String> [ - DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Add-DRAComputer cmdlet adds a computer object to a domain managed by DRA. The

requesting user must have the Create Computer power. To see the complete list of available
properties, perform a Get-Member command on the object returned from any DRAComputer
command.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false

Computers
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Add- DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Add- DRAConputer -ful l".

Example 3-1 1

PS C.\ >Add- DRAConput er -Donai n MyDonwi n. corp -Properties
@ Di st i ngui shedNane="cn=COMPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"; Descri pti on
="Computer for powershell"; TrustedFor Del egati on=$true}

This example creates a computer named COMPUTER123 in Active Directory using the DRA
DistinguishedName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. Since the samAccountName is not specified, the value defaults to the name
followed by a dollar sign.

Example 3-2 1

PS C.\ >Add- DRAConput er -Donai n MyDonmi n.corp -Properties

@ Fri endl yPar ent Pat h="MyDon=i n. cor p/ Account i ng"; Nane=

" COMPUTER123"; Descri pti on="PS

Desc001"; ManagedBy=" CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; samAccount Nane=" COVP12
3%"}

This example creates the computer COMPUTER123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this computer: Description, ManagedBy and
samAccountName.

Example 3-3 1

PS C.\ >Add- DRAConput er -Donei n MyDonwi n.corp -Properties
@ Fri endl yNane=" MyDonwai n. cor p/ Account i ng/ COWPUTER123"; Descri pti on="Conputer for
power shel I "; Tr ust edFor Del egat i on=$t r ue}

This example creates a computer named COMPUTER123 in Active Directory using the DRA
FriendlyName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. The samAccountName defaults to the name followed by a dollar sign.
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Get-DRAComputer

Synopsis

Gets information about an Active Directory computer account.

Syntax

Get - DRAConput er -Domain <String> [-Attributes <String[]>] [-PowersForOperations
<String[]>][-VisiblePropertiesOnly <SwitchParanmeter>] -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAComputer cmdlet returns the properties of the requested computer account managed
by DRA. The requesting user must have the View All Computer Properties power. You can view the
default list of properties or specify specific properties. See the examples for information on how to
view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

] ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Get - DRAConputer -ful l".

Example 3-4 1

PS C:\ >Cet - DRAConput er

- Domai n MyDomai n. corp -ldentifier "COVPUTERL23"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the display name for the computer. When the display name is used, the REST
endpoint will first ask the DRA Server for the distinguished name and then request the properties for

that computer.
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Example 3-5 1

PS C:\ >Get - DRAConput er - Donmai n MyDomai n. corp -ldentifier "COWUTERL23" -Attributes
"Description", "D splayNane", " Account That CanAddConput er ToDomai n", " Di sti ngui shedNane
", "FriendlyPath", "Friendl yParentPath","Fri endl yNarme", "I sD sabl ed", " SamAccount Nare"
, " Trust edFor Del egat i on", " Cbj ect Cat egor y"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, the REST endpoint will request the default list of properties specified in the Rest service
DRARestConfiguration.json file.

Example 3-6 1

PS C:\ >Cet - DRAConput er -Donmai n MyDonmai n. corp -ldentifier
"cn=COVPUTER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the distinguished name for the computer.

Set-DRAComputer

Synopsis

Updates the properties of an existing computer account in Active Directory.

Syntax

Set - DRAConput er -Domain <String> -Properties <Hashtable> -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <Swi tchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Set-DRAComputer cmdlet modifies the requested computer account. The requesting user must
have one of the Modify Computer powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false

Computers



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Set - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Set - DRAConputer -ful |".

Example 3-7 1

PS C.\ >Set - DRAConput er -Donai n MyDonmai n. corp -ldentifier

" cn=COWPUTER123, OQU=Account i ng, DC=MyDonai n, DC=cor p" —Properties

@ ManagedBy="CN=CGeor ge, CN=User s, DC=MYDOMAI N, DC=cor p"; Tr ust edFor Del egati on=$true; |l o
cati on="Houston"}

This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
identifier contains the distinguished name for the computer. Three properties are updated:
ManagedBY, Location and TrustedForDelegation. To see the complete list of available properties,
perform a Get-Member command on the object returned from any DRAComputer command.

Example 3-8 1

PS C.\ >Set - DRAConput er - Donmai n MyDomai n. corp -1dentifier "COWUTERL23" -Properties
@ ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Descri pti on="updat ed
description"; Trust edFor Del egati on=$t rue; | ocati on="Houst on"}

This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
Identifier specifies the display name of the computer. When the identifier format is the display name,
the REST endpoint will contact the DRA server to resolve the display name to the full distinguished
name.

Remove-DRAComputer

Synopsis

Removes a computer account from Active Directory.
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Syntax

Rermove- DRAComput er -Dormain <String> -ldentifier <String> [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Remove-DRAComputer cmdlet deletes the requested computer account. The requesting user
must have one of the Delete Computer powers. If the recycle bin is enabled, the computer is moved
to the recycle bin.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

(ByPropertyName)
The display name or

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named true false
] o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Renove- DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Renove- DRAConputer -full".

Example 3-9 1

PS C.\ >Renpve- DRAConput er -Donai n MyDonmai n. corp -ldentifier
"cn=COVWPUTER123, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p"

This example deletes the computer named COMPUTER123 from the DRA recycle bin, removing it
permanently from Active Directory

Example 3-10 1

PS C.\ >Renove- DRAConput er -Donmai n MyDonmi n.corp -ldentifier
"cn=COWPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"
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This example deletes the computer named COMPUTER123 from MyDomain.corp. The identifier
contains the distinguished name for the computer. If the recycle bin is enabled, the computer is
moved to the recycle bin. Otherwise, it is removed permanently.

Restore-DRAComputer

Synopsis

Restores the specified computer from the recycle bin.

Syntax

Rest or e- DRAConput er -Donain <String> [-Donai nController <String>] [-

Rest or eToCont ai ner <String>] -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <Swi tchParaneter>] [-Force <Swi tchParaneter>]

[ <CommonPar anet er s>]

Description

The Restore-DRAComputer cmdlet will restore a previously deleted computer from the recycle bin to
its original container or to a new specified container. Supported formats for the identifier are name,
friendly name and distinguished name. If the full path is specified, it must point to the recycle bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
DomainController [<String>] false named true false
- (ByPropertyName)
The computer name of a specific
domain controller to use for the
request.
RestoreToContainer [<String>] false named true false
o (ByPropertyName)
The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.
Identifier <String> true named true false
(ByPropertyName)

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Rest or e- DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Rest or e- DRAConputer -full™.

Example 3-11 1

PS C.\ >Rest or e- DRAConput er -ldentifier
"cn=MyConput er 8, O=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Rest or eToCont ai ner
" OU=TenpCon, DC=MyDomai n, DC=CORP" - domai n MyDomai n. cor p

This example will restore a computer named MyComputer8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.

Example 3-12 1

PS C.\ >Rest or e- DRAConput er -ldentifier
"cn=MyConput er 8, O=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Domai n MyDom cor p

This example will restore a Computer named MyComputer8 from the NetlQRecycleBin in
MyDom.corp. It will be restored to the container from which it was deleted.
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4 Contacts

This section contains cmdlets you can execute for the Contact object type.

Get-DRAContact

Synopsis

Gets information about an Active Directory contact account.

Syntax

Get - DRACont act -Domain <String> [-Attributes <String[]>] [-PowersForQperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAContact cmdlet returns the properties of the requested contact account managed by
DRA. The requesting user must have the View All Contact Properties power. You can view the default
list of properties or specify specific properties. See the examples for information on how to view
specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

] ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRACont act - det ai | ed". For technical
information, type " Get - Hel p Get - DRAContact -full".

Example 4-1 1

PS C.\ >Cet - DRACont act -Donai n MyDonmi n.corp -ldentifier "Contact123" -Attributes
"Description”, "D splayName", "Enpl oyeel d", "Di sti ngui shedNanme", "Fri endl yPat h", "Frien
dl yParent Pat h", "Fri endl yNane", "I sDi sabl ed", " Coj ect Cat egor y"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, the REST endpoint will request the default list of properties specified in the Rest service
DRARestConfiguration.json filer.
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Example 4-2 1

PS C.\ >Cet - DRACont act -Donai n MyDonmi n.corp -ldentifier "Contact123"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the display name for the contact. When the display name is used, the REST
endpoint will first ask the DRA Server for the distinguished name and then request the properties for
that contact.

Example 4-3 1

PS C.\>Cet - DRACont act -Donain MyDonwi n.corp -ldentifier
"cn=Cont act 123, OU=Account i ng, DC=MyDomai n, DC=cor p"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the distinguished name for the contact.

Set-DRAContact

Synopsis

Updates the properties of an existing contact account in Active Directory.

Syntax

Set - DRACont act -Domain <String> -Properties <Hashtable> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Set-DRAContact cmdlet modifies the requested contact account. The requesting user must have
one of the Modify Contact powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Set - DRACont act - det ai | ed". For technical
information, type "Get - Hel p Set - DRAContact -full".

Example 4-4 1

PS C.\ >Set - DRACont act -Donmi n MyDonmi n.corp -ldentifier "Contact123" -Properties
@ Manager =" CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Descri pti on="updat ed
description"; Enpl oyeel d="EMP123"; Ci t y="Houst on"}

This example updates some properties on the contact Contact123 in MyDomain.corp. The Identifier

specifies the display name of the contact. When the identifier format is the display name, the REST

endpoint will contact the DRA server to resolve the display name to the full distinguished name before
sending the update request.

Example 4-5 1

PS C.\ >Set - DRACont act -Domai n MyDonai n.corp -ldentifier
"cn=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties
{G ty="Houst on"; Enpl oyeel d="EMP123"}

This example updates some properties on the contact contact123 in MyDomain.corp. The identifier
contains the distinguished name for the contact. 3 properties are updated: City, Location and
Employeeld. To see the complete list of available properties, perform a Get-Member command on the
object returned from any DRAContact command.

Restore-DRAConNtact

Synopsis

Restores the specified contact from the recycle bin.
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Syntax

Rest or e- DRACont act - Domain <String> [-Domai nController <String>] [-

Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-l1gnoreCertificateErrors <Swi tchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Restore-DRAContact cmdlet will restore a previously deleted contact from the recycle bin to its
original container or to a new specified container. Supported formats for the identifier are name,
friendly name and distinguished name. If the full path is specified, it must point to the recycle bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>] false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nmydonai n. corp
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - Rest or e- DRACont act - detail ed". For
technical information, type " Get - Hel p Set - Rest or e- DRAContact -full".

Example 4-6 1

PS C.\ >Rest ore- DRACont act -ldentifier
"cn=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Domai n MyDom cor p

This example will restore a Contact named MyContact8 from the NetlQRecycleBin in MyDom.corp. It
will be restored to the container from which it was deleted.

Example 4-7 2

PS C.\ >RRest or e- DRACont act -ldentifier
"cn=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"
- Rest or eToCont ai ner " OU=TenpCon, DC=MyDonai n, DC=CORP" - donai n MyDonmai n. corp

This example will restore a contact named MyContact8 from the NetlQRecycleBin in MyDomain.corp.
It will be restored to the container named TempCon in MyDomain.corp

Remove-DRAConNtact

Synopsis

Removes a contact account from Active Directory.

Syntax

Renove- DRACont act -Donain <String> -ldentifier <String> [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]
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Description

The Remove-DRAContact cmdlet deletes the requested contact account. The requesting user must
have one of the Delete Contact powers. If the recycle bin is enabled, the contact is moved to the

recycle bin.

Parameters

Attribute / Description Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

true (ByPropertyName false

true (ByPropertyName false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Renove- DRACont act - det ai | ed". For technical
information, type " Get - Hel p Renove- DRAContact -ful ™.

Example 4-8 1

PS C.\ >Renpve- DRACont act

-Domai n MyDomai n. corp -ldentifier
"cn=Cont act 123, OU=Account i ng, DC=MyDomai n, DC=cor p"

This example deletes the contact named Contact123 from MyDomain.corp. The identifier contains
the distinguished name for the contact. If the recycle bin is enabled, the contact is moved to the
recycle bin. Otherwise, it is removed permanently.

Example 4-9 1

PS C.\ >Renpve- DRACont act -Donmai n MyDonmi n.corp -ldentifier
"cn=Cont act 123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the contact named Contact123 from the DRA recycle bin, removing it
permanently from Active Directory.
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Copy-DRAContact

Synopsis

Copies an existing contact to a new contact.

Syntax

Copy- DRACont act -Domain <String> -Properties <Hashtable> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description
The Copy-DRAContact cmdlet copies an existing contact properties to a new contact.

The values provided in the -Properties parameter will overwrite the values provided by the existing
contact. You must supply properties to give the new contact a name. See the Add-DRAContact for
examples of how to define the new contact. The response contains the string generated by the
server.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Copy- DRACont act - det ai | ed". For technical
information, type "Get - Hel p Copy- DRACont act -ful | ".

Example 4-10 1

PS C.\ >Copy- DRACont act -ldentifier

"cn=Cont act sour ce, OQ=Account i ng, DC=MyDonai n, DC=cor p" —Properties

@ di sti ngui shedNane="cn=CONTACT123, OU=Tax, DC=MyDonai n, DC=cor p"} -donai n
MyDonwi n. corp

This example will copy the contact named Contactsource from the Accounting OU in MyDomain.corp
to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The properties of
CONTACT123 will be the same as the properties of Contactsource.

Example 4-11 1

PS C.\ >Copy- DRACont act -ldentifier

"cn=Cont act sour ce, Q=Account i ng, DC=MyDonai n, DC=cor p" -Properties

{di sti ngui shedName="cn=CONTACT123, OU=Tax, DC=MyDomai n, DC=cor p" ; Descri pti on="Tax
group nenber"} -domain MyDomai n. corp

This example will copy the contact named Contactsource from the Accounting OU in MyDomain.corp
to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The Description property for
CONTACT123 will be set to 'Tax group member'.
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5 Servers and Domains

This section contains cmdlets you can execute for domains, servers, and domain objects.

Find-DRAODbjects

Synopsis

Searches for DRA objects on the specified DRA Server.

Syntax

Fi nd- DRAChj ects [ - Conput er AndFi | ter <Hashtable>] [-ConputerOFilter <Hashtabl e>]
[-Contact AndFilter <Hashtable>] [-ContactOrFilter <Hashtabl e>] [-Domai nAndFilter
<Hasht abl e>] [-Domai nOrFilter <Hashtabl e>] [-Dynam cDistributionG oupAndFilter
<Hasht abl e>] [-Dynami cDi stributionG oupOrFilter <Hashtable>] |-

Equi pnent Mai | boxOrFil ter <Hashtabl e>] [-G oupAndFilter <Hashtable>] [-

G oupOFilter <Hashtable>] [-OUAndFilter <Hashtable>] [-OQUOFilter <Hashtable>] |-
Roomvai | boxOrFil ter <Hashtabl e>] [-UserAndFilter <Hashtable>] [-UserOrFilter
<Hasht abl e>] [-Contai ner AndFilter <Hashtable>] [-ContainerOFilter <Hashtable>] [-
Bui I ti nCont ai ner AndFi | ter <Hashtable>] [-BuiltinContainerOFilter <Hashtable>] |-
ManagedCont ai nersOnly <Swi t chParaneter>] [-Contai nerDN <String>] |-
EnforceServerLinmt <SwitchParaneter>] [-IncludeChil dContainers <SwitchParaneter>]
[ - Obj ect sPer Response <Int32>] [-ResunmeString <String>] [-Attributes <String[]>] [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-IgnoreCertificateErrors <Swi tchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

Find-DRAODbjects asks the specified DRA server to search for objects that match the specified filters.
The server will return objects on which the requesting user has view object properties powers. You
can specify criteria to search for computers, contacts, domains, dynamic distribution groups,
equipment resource mailboxes, groups, OUs, room resource mailboxes and users. You can use Or
filters to search for multiple object types. All of the object filters use the same format: a Hashtable of
property values to match.

For example, the following filter will find users whose Name begins with "Sm" or whose
Location is "Houston™:
-UserOrFilter @{Name="Sm*";Location="Houston"}
Wild-card options for filter values are:
* Matches an unlimited number of characters
? Matches one non-numeric character
# Matches one alphabetic character

Multiple match strings can be specified for an attribute by separating them with the | character. For
example, the following will match users whose City attribute begins with H or P:
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-UserOrFilter @{ City="H*|P*" }

To search for the literal | character you need to escape it with a backslash. For example, the following
filter will find all users that have a | in their Description:

-UserOrFilter @{ Description="*\*" }

You can specify the ContainerDN parameter to control where DRA searches. Specify that the search
should include objects in child containers by specifying the IncludeChildContainers parameter. See
parameter explanations in detailed help for more information.

You can also specify parameters that control the content in the response, such as the number of
items to return and where to resume the search results if multiple requests are needed to retrieve all
of the search results. See the examples in the help for more information.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ComputerAndFilter false named true false

[<Hashtable>] (ByPropertyName)

.The computer properties to use

for searching computer objects.

The properties will be combined

for the search. Computers

matching all listed properties will

be returned.

ComputerOrFilter false named true false

[<Hashtable>] (ByPropertyName)

The computer properties to use

for searching computer objects.

Computers matching any of the

listed properties will be returned.

ContactAndFilter [<Hashtable>] false named true false
(ByPropertyName)

The contact properties to use for

searching contact objects. The

properties will be combined for

the search. Contacts matching all

listed properties will be returned.

ContactOrFilter [<Hashtable>] false named true false
(ByPropertyName)

The contact properties to use for
searching contact objects.
Contacts matching any of the
listed properties will be returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DomainAndFilter [<Hashtable>]

The domain properties to use for
searching domain objects. The
properties will be combined for
the search. Domains matching all
listed properties will be returned.

DomainOrFilter [<Hashtable>]

The domain properties to use for
searching domain objects.
Domains matching any of the
listed properties will be returned.

DynamicDistributionGroupAnd
Filter [<Hashtable>]

The dynamic distribution group
properties to use for searching
DDG objects. The properties will
be combined for the search.
DDGs matching all listed
properties will be returned.

DynamicDistributionGroupOrFi
Iter [<Hashtable>]

The dynamic distribution group
properties to use for searching
domain objects. DDGs matching
any of the listed properties will be
returned.

EquipmentMailboxOrFilter
[<Hashtable>]

The equipment resource mailbox
properties to use for searching.
Resource mailboxes matching
any of the listed properties will be
returned.

GroupAndFilter [<Hashtable>]

The group properties to use for
searching group objects. The
properties will be combined for
the search. Groups matching all
listed properties will be returned.

GroupOrFilter [<Hashtable>]

The group properties to use for
searching group objects. Groups
matching any of the listed
properties will be returned.

false named

false named

true named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

OUAnNdFilter [<Hashtable>]

The OU properties to use for
searching OU objects. The
properties will be combined for
the search. OUs matching all
listed properties will be returned.

OUOrFilter [<Hashtable>]

The OU properties to use for
searching OU objects. OUs
matching any of the listed
properties will be returned.

RoomMailboxOrFilter

[<Hashtable>]

The room resource mailbox
properties to use for searching.
Resource mailboxes matching
any of the listed properties will be

returned.

UserAndFilter [<Hashtable>]

The user properties to use for
searching user objects. The
properties will be combined for
the search. Users matching all
listed properties will be returned.

UserOrFilter [<Hashtable>]

The user properties to use for
searching user objects. Users
matching any of the listed
properties will be returned.

ContainerAndFilter
[<Hashtable>]

The match strings to use when for
searching for container objects.
Containers matching any of the
listed properties will be returned.

BuiltinContainerAndFilter

[<Hashtable>]

The match strings to use when
searching for builtin container
objects. The properties will be
combined for the search. Only
builtin containers matching all
listed properties will be returned.

false named
false named
false named
false named
false named
false named
false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position  Default
Value

Accept Pipeline Accept

input?

wildcard

characters?

BuiltinContainerOrFilter
[<Hashtable>]

The match strings to use when for
searching for builtin container
objects. Builtin containers
matching any of the listed
properties will be returned.

ManagedContainersOnly
[<SwitchParameter>]

A switch parameter to limit the
search to containers managed by
DRA. The default is to search all
containers specified by the
ContainerDN parameter. If all
containers in the path are
managed by DRA, then this
parameter will have no effect.

ContainerDN [<String>]

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" QU=Account i ng, DC=MyDomai n
, DC=cor p".

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse
[<Nullable™1>]

The number of objects to return in
a response. The default is 250.

false named

false named

false named

false named

false named

false named

true

false

(ByPropertyName)

false

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MyUser 160, CN=User s, DC=
MyDormai n, DC=cor p".

Attributes [<String[]>] false named

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Fi nd- DRAChj ect s - det ai | ed". For technical
information, type "Get - Hel p Fi nd- DRAChj ects -ful | ".

Example 5-1 1

PS C \>Fi nd- DRAChj ects -ContactOFilter @Location="HOUJ)"} -GoupOFilter
@Location="HOU*"} -QUOrFilter @Location="HOU"} -UserOFilter

@ Locat i on="HOU*"}

- Cont ai nerDn " QU=Sal es, DC=MyDonai n, DC=cor p" -1 ncl udeChi | dCont ai ners -

bj ect sPer Response 50

In this example, DRA will search in the Sales OU and all child containers of that OU for Contacts,
Groups, OUs, and Users having a Location attribute beginning with "HOU". The server should return
a maximum of 50 items in the response.
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Example 5-2 1

PS C:\ >Fi nd- DRAChbj ects -Conput er AndFilter @ Location="Houston-
O###" ; | sDi sabl ed=$t rue; Depart ment =" Sal es*"} -1 ncl udeChil dContai ners

In this example, DRA will search in the Sales OU and all child containers of that OU for Contacts,
Groups, OUs, and Users having a Location attribute beginning with "HOU". The server should return
a maximum of 50 items in the response.

Example 5-3 1

PS C.\>Fi nd- DRAGhj ects -UserAndFilter @ Location="Houston";|sD sabl ed=$true} -
bj ect sPer Response 500 -1 ncl udeChi |l dCont ai ners -ResumeString "CN=Accounti ng-
DG QU=Account i ng, OU=Brasi | i a, OU=Par ent Conpany, DC=MyDomai n, DC=cor p"

This example searches for disabled user accounts whose Location attribute equals ‘Houston'. DRA
will search in all managed containers since the ContainerDN parameter is not specified and
IncludeChildContainers is present. The server will return 500 items in the result, and it will begin the
results with the next item after the one listed in the ResumeString parameter. ResumeString is used
when there are multiple pages of results to be returned. When more data is available, the results will
contain the ResumeString property that can be used to request the next page of results. The
response also contains a boolean value IsSearchFinished that indicates if there are more results
available on the server.

Example 5-4 1

PS C.\>Fi nd- DRACbj ects -G oupOFilter @ Location="Houston-
O###" ; Depart ment =" Sal es*"} - Cont ai ner Dn " OU=Sal es, DC=MyDomai n, DC=cor p" -Attri butes
"Di stingui shedNane", "Di spl ayNane", " Depart nment "

In this example, DRA will search for groups having either Location beginning with ‘Houston-9' and
ending with 3 numeric digits, OR Department beginning with 'Sales'. DRA will search only in the Sales
OU since the ContainerDN is specified and IncludeChildContainers is not. For each group matching
the filter criteria, the server will return three attributes. The response will return a maximum of 250
items since the ObjectsPerResponse parameter is not specified.

Find-DRADeletedObjects

Synopsis

Searches for deleted DRA objects in the DRA recycle bin on the specified server.

Syntax

Fi nd- DRADel et edCbj ects [-Conput er AndFil ter <Hashtable>] [-ConputerOrFilter

<Hasht abl e>] [-Contact AndFilter <Hashtable>] [-ContactOFilter <Hashtable>] [-
Dynami cDi stri buti onG oupAndFi | ter <Hashtabl e>] [-Dynami cDistributionG oupOrFilter
<Hasht abl e>] [- Equi pment Mai | boxOrFilter <Hashtabl e>] [-G oupAndFilter <Hashtabl e>]
[-GoupOrFilter <Hashtabl e>] [-RoomVail boxOrFilter <Hashtable>] [-UserAndFilter
<Hashtabl e>] [-UserOFilter <Hashtable>] [-ContainerDN <String>] [-
EnforceServerLinmt <Sw tchParaneter>] [-IncludeChil dContainers <SwitchParaneter>]
[ - Ooj ect sPer Response <Int32>] [-ResunmeString <String>] [-Attributes <String[]>] [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]
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Description

Find-DRADeletedObijects asks the specified DRA server to search for objects in the DRA recycle bins
that match the specified filters. The server will return objects for which the requesting user has view
object properties powers. For more information on the objects supported and using filters see the
help for Find-DRAObjects. You can specify the ContainerDN parameter to search the recycle bin of a
specific domain. If ContainerDN is not specified then all recycle bins are searched. You can also
specify parameters that control the content in the response, such as the number of items to return
and where to resume the search results if multiple requests are needed to retrieve all of the search
results. See the examples in the help for more information.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ComputerAndFilter false named true false
[<Hashtable>] (ByPropertyName)
.The computer properties to use
for searching computer objects.
The properties will be combined
for the search. Computers
matching all listed properties will
be returned.
ComputerOrFilter false named true false
[<Hashtable>] (ByPropertyName)
The computer properties to use
for searching computer objects.
Computers matching any of the
listed properties will be returned.
ContactAndFilter [<Hashtable>] false named true false

] (ByPropertyName)
The contact properties to use for
searching contact objects. The
properties will be combined for
the search. Contacts matching all
listed properties will be returned.
ContactOrFilter [<Hashtable>] false named true false

(ByPropertyName)

The contact properties to use for
searching contact objects.
Contacts matching any of the
listed properties will be returned.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DynamicDistributionGroupAnd true named
Filter [<Hashtable>]

The dynamic distribution group
properties to use for searching
DDG objects. The properties will
be combined for the search.
DDGs matching all listed
properties will be returned.

DynamicDistributionGroupOrFi false named
Iter [<Hashtable>]

The dynamic distribution group
properties to use for searching
domain objects. DDGs matching
any of the listed properties will be
returned.

EquipmentMailboxOrFilter false named
[<Hashtable>]

The equipment resource mailbox
properties to use for searching.
Resource mailboxes matching
any of the listed properties will be
returned.

GroupAndFilter [<Hashtable>] false named

The group properties to use for
searching group objects. The
properties will be combined for
the search. Groups matching all
listed properties will be returned.

GroupOrFilter [<Hashtable>] false named

The group properties to use for
searching group objects. Groups
matching any of the listed
properties will be returned.

RoomMailboxOrFilter false named
[<Hashtable>]

The room resource mailbox
properties to use for searching.
Resource mailboxes matching
any of the listed properties will be
returned.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

UserAndFilter [<Hashtable>] false named

The user properties to use for
searching user objects. The
properties will be combined for
the search. Users matching all
listed properties will be returned.

UserOrFilter [<Hashtable>] false named

The user properties to use for
searching user objects. Users
matching any of the listed
properties will be returned.

ContainerDN [<String>] false named

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" QU=Account i ng, DC=MyDomai n
, DC=cor p".

EnforceServerLimit false named
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers false named
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse false named
[<Nullable™1>]

The number of objects to return in
a response. The default is 250.

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MyUser 160, CN=User s, DC=
MyDormai n, DC=cor p".

Attributes [<String[]>] false named

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Fi nd- DRADel et edChj ect s -det ai | ed". For technical
information, type "Get - Hel p Fi nd- DRADel et edChj ects -ful | ".

Example 5-5 1

PS C.\ >Fi nd- DRADel et edCbj ects -User AndFil ter
@ Locati on="Houst on"; | sDi sabl ed=$t rue} -bject sPer Response 500 - ResumeString
" CN=Account i ng- DG OU=Accounti ng, O)Brasi | i a, O=Par ent Conpany, DC=MyDomai n, DC=cor p"

This example searches all recycle bins for disabled user accounts whose Location attribute equals
‘Houston'. The server will return 500 items in the result and it will begin the results with the next item
after the one listed in the ResumeString parameter. ResumesString is used when DRA finds more
objects than what is specified in ObjectsPerResponse. When more data is available, the results will
contain the ResumeString property that can be used to request the next page of results. The
response also contains a boolean value IsSearchFinished that indicates if there are more results
available on the server.
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Example 5-6 1

PS C:\ >Fi nd- DRADel et edCbj ects -Contact O Filter @Location="HOUJ)"}-G oupOFilter
@ Locati on="HOU*"} -Contai ner Dn " DC=MyDonai n, DC=cor p" - Cbj ect sPer Response 50

In this example, DRA will search the recycle bin for the domain MyDomain.corp for Contacts and
Groups that have a Location attribute beginning with "HOU". The server should return a maximum of
50 items in the response.

Example 5-7 1

PS C.\ >Fi nd- DRADel et edCbj ect s - Conput er AndFilter @ Locati on="Houst on-
o###" ; | sDi sabl ed=$t r ue; Depart ment =" Sal es*"}

In this example, DRA will search for computers with the following attributes: Location begins with
'Houston-9' and ends with 3 numeric digits, computer is disabled, Department begins with 'Sales'.
DRA will search in all recycle bins since the ContainerDN parameter is not specified. The response
will return a maximum of 250 items since the ObjectsPerResponse parameter is not specified.

Example 5-8 1

PS C.\ >Fi nd- DRADel et edObj ects -G oupOrFilter @ Location="Houston-
O###" ; Depart ment =" Sal es*"} - Cont ai ner Dn " DC=MyDomai n, DC=cor p" -Attributes
"Di stingui shedNane", "Di spl ayNane", " Depart nment "

In this example, DRA will search for groups having either Location beginning with 'Houston-9' and
ending with 3 numeric digits, OR Department beginning with 'Sales'. DRA will search only in the
recycle bin for the MyDomain.corp domain. For each group matching the filter criteria, the server will
return three attributes. The response will return a maximum of 250 items since the
ObjectsPerResponse parameter is not specified.

Get-DRAAssignments

Synopsis

Get Security Assignments for an object (User or Group).

Syntax

Get - DRAAssi gnnents -Domain <String> [-Attributes <String[]>] [-PowersForOperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAAssignments cmdlet get security assignments like Roles and Powers.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAAssi gnnent s - det ai | ed". For technical
information, type "Get - Hel p Get - DRAAssi gnnents -ful |l ",

Example 59 1

PS C.\ >Cet - DRAAssi gnnents -Donai n MyDonwi n.corp -ldentifier
"CN=Char |l i e, OQ=Account i ng, DC=MyDonai n, DC=cor p"

This example get the security assignments list of the user named Charlie. The identifier contains the
distinguished name for the user.

Get-DRAServerinfo

Synopsis

Gets the list of domains managed by the specified DRA server.

Syntax

CGet - DRASer ver | nfo [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<CommonPar anet ers>]

Description

The Get-DRAServerinfo cmdlet retrieves the list of domains managed by DRA on the server specified
by the DRAHostServer parameter. The request returns information about the PowerShell client as
well as an array of objects describing the managed domains. To see the list of properties returned in
the Domains array, perform a Get-Member command on any of the objects in the array.

For example: PS C:\ >$myobj = Get-DRAServerlnfo
Get - Menmber -i nput oj ect $nyobj . Domai ns[ 0] - Menber Type "property"”
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Get - DRASer ver I nf o - det ai | ed". For technical
information, type " Get - Hel p Get - DRAServerlInfo -full".

Example 5-10 1

PS C.\ >Get - DRASer ver | nf o - DRAHost Ser ver " DRASVR10"

This example gets information about the server DRASVR10. The response will include information
about this PowerShell client, such as whether the client user is a DRA Admin. If the DRAHostServer
parameter is not specified, the command will retrieve information about the local computer.

Get-DRADomain

Synopsis

Gets properties for a single domain or all managed domains.

Syntax

Get - DRADomai n [-Domain <String>] [-Attributes <String[]>] [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Swi tchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Get-DRADomain cmdlet returns the properties of domains. You can specify a specific domain. If
you do not specify a domain, the server will return the first 250 domains managed by DRA. To filter
the domain list, use the Find-DRAObjects command. The server will only return domains for which
the requesting user has the View All Domain Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific
properties.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Domain [<String>]

The domain of the object in fqdn
format. For example:
nydonai n. corp

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true named

false named

false named

false named 11192

false named

false named 8755

false named

true
(ByPropertyName)

true

(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRADomai n - det ai | ed". For technical
information, type "Get - Hel p Get - DRADomai n -ful | ".

Example 5-11 1

PS C. \>Cet-DRADonmai n -Attributes "dnsFl at Nane", "di stingui shedNane"

This example requests two specific properties for all managed domains: dnsFlatName and
distinguishedName. The results will contain the first 250 domains where the requesting user has the
View All Domain Properties power. To filter the list or to see more than 250 domains, use the Find-
DRAObjects command.

Example 5-12 1

PS C.\ >Cet - DRADonai n - Donai n MyDonai n. corp

This example requests the default list of properties for the domain MyDomain.corp.

Get-DRAServersForDomain

Synopsis

Gets the list of DRA servers for specified domain.
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Syntax

Cet - DRASer ver sFor Domai n - Domai n <String> [- DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Get-DRAServerinfo cmdlet retrieves the list of servers registered with DRA for managing the
domain specified in the Domain parameter. The request returns an array of objects. To see the list of
properties returned, perform a Get-Member command on any of the objects in the returned Items
array. For example: PS C:\ >Cet - DRASer ver sFor Domai n - Donmai n MyDonai n. corp Get - Menber -
i nput j ect $myobj . 1tens[0] - Menber Type "property".

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRASer ver sFor Donmai n - det ai | ed". For
technical information, type "Cet - Hel p Get - DRASer ver sFor Domai n -ful | ™.

Example 5-13 1

PS C.\ >Get - DRASer ver sFor Domai n

- Domai n MyDomai n. cor p

This example gets the list of DRA servers that manage domain MyDomain.corp.
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6 Containers

This section contains cmdlets you can execute for the Container object type.

Get-DRAContainer

Synopsis

Gets information about an Active Directory Container.

Syntax

Get - DRACont ai ner -Domain <String> [-Attributes <String[]>] [-PowersForQOperations
<String[]>][-VisiblePropertiesOnly <SwitchParanmeter>] -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAContainer cmdlet returns the properties of the requested Container managed by DRA.
The requesting user must have the View All OU Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific

properties.
Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

] ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRACont ai ner - det ai | ed". For technical
information, type "Get - Hel p Get - DRACont ai ner -ful ",

Example 6-1 1

PS C.\ >Cet - DRACont ai ner - Donai n MyDonwi n.corp -ldentifier
" CN=User s, DC=MyDomai n, DC=cor p"

This example requests the properties of the Users container in MyDomain.corp. The identifier
contains the distinguished name for the Container.

Example 6-2 1

PS C.\ >Cet - DRACont ai ner -Donmai n MyDonmi n.corp -ldentifier "Users"
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This example requests the properties of the Users container in MyDomain.corp. The identifier
contains the display name for the container. When the display name is used, the REST endpoint will
first query the DRA Server for the distinguished name and then request the properties for that
container.

Example 6-3 1

PS C.\ >Cet - DRACont ai ner -Donei n MyDonmi n.corp -ldentifier "Users" -Attributes
"Description", "D splayNanme", D stingui shedNanme", "Fri endl yPat h", " Fri endl yPar ent Pat h"
, "Friendl yNane", " Cbj ect Cat egor y"

This example requests the properties of the Users container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, the
REST endpoint will request the default list of properties specified in the Rest service
DRARestConfiguration.json file.

Set-DRAContainer

Synopsis

Updates the properties of an existing Container in Active Directory.

Syntax

Set - DRACont ai ner -Domai n <String> -Properties <Hashtable> -ldentifier <String> |[-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Set-DRAContainer cmdlet modifies the requested Container. The requesting user must have one
of the Modify OU powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - DRACont ai ner -det ai | ed". For technical
information, type " Get - Hel p Set - DRACont ai ner -ful |".

Example 6-4 1

PS C.\ >Set - DRACont ai ner -Donai n MyDonwi n.corp -ldentifier
"CN=User s, DC=MyDomai n, DC=cor p" -Properties @Description="User accounts for
MyDomai n. cor p"}

This example updates the description of the Users container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRAContainer command.

Find-DRALDAPODjects

Synopsis

Performs an LDAP search for DRA objects in the specified container.

Syntax

Fi nd- DRALDAPChj ects - LDAPQuery <String> [-Start Row <I nt32>] [-ContainerDN
<String>] [-EnforceServerLimt <SwitchParanmeter>] [-IncludeChildContainers
<Swi t chPar anet er>] [-Cbj ect sPer Response <Int32>] [-ResuneString <String>] |-
Attributes <String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParaneter>] [-Force <SwitchParaneter>] [<CommonParaneters>]s

Description

Find-DRALDAPODbijects asks the specified DRA server to perform the LDAP query specified in the
LDAPQuery parameter. The server will return objects on which the requesting user has view object
properties powers.

Specify the ContainerDN parameter to control where the LDAP query searches. Specify that the
search should include objects in child containers by specifying the IncludeChildContainers parameter.
See parameter explanations in detailed help for more information.
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You can also specify parameters that control the content in the response, such as the number of
items to return and where to resume the search results if multiple requests are needed to retrieve all
of the search results. See the examples in the help for more information.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

LDAPQuery <String> true named false false

The complete LDAP query string.
You can specify any valid LDAP
query string.

StartRow [<Int32>] false named false false

When iterating multiple response
pages from an LDAP command,
the row number where the next
set of response data should
begin. The default is 0.

ContainerDN [<String>] false named false false

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" QU=Account i ng, DC=MyDomai n
, DC=cor p".

EnforceServerLimit false named false false
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers false named false false
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false.
Only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse false named false false
[<Nullable*1>]

The number of objects to return in
a response. The default is 250.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MyUser 160, CN=User s, DC=
MyDormai n, DC=cor p".

Attributes [<String[]>] false named

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

11192

8755

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Fi nd- DRALDAPChbj ects -det ai | ed". For technical
information, type "Get - Hel p Fi nd- DRALDAPOhj ects -full".

Example 6-5 1

PS C.\ >Fi nd- DRALDAPObj ects - Cont ai ner Dn " OU=Sal es, DC=MyDonai n, DC=cor p" -
I ncl udeChi | dCont ai ners - Cbj ect sPer Response 50 - LDAPQuery
" (& objectd ass=User) (! (enmil=*)))"

In this example, DRA will search in the Sales OU and all child containers of that OU. The LDAP query
filters on Users not having an email attribute set. The server should return a maximum of 50 items in
the response.

Example 6-6 1

PS C.\ >Fi nd- DRALDAPObj ects - Cont ai ner Dn " OU=Sal es, DC=MyDonai n, DC=cor p" -

I ncl udeChi | dCont ai ners - Cbj ect sPer Response 50 - LDAPQuery

"(&(objectC ass=User)(!(email=*)))" -ResumeString "89b8clcl-678f-11le4-8d77-
0050568e0b4a" - Start Row 51

In this example, DRA will search in the Sales OU and all child containers of that OU. The LDAP query
filters on Users not having an email attribute set. The server will return a maximum of 50 items in the
response, and it will begin the results with row 51. ResumesString is used when there are multiple
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pages of results to be returned. When more data is available, the ResumeString property in the
response will contain the string that can be used to request the next page of results. The client must
track how many rows have been returned and set the StartRow parameter. The response also
contains a boolean value IsSearchFinished that indicates if there are more results available on the
server.
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7 Built-in Containers

This section contains cmdlets you can execute for the Builtin Container object type.

Get-DRABUuUIltinContainer

Synopsis

Gets information about an Active Directory Builtin Container.

Syntax

Cet - DRABUI | tinContai ner -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>][-VisiblePropertiesOnly <SwitchParaneter>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Get-DRABUIltinContainer cmdlet returns the properties of the requested Builtin Container
managed by DRA. The requesting user must have the View All OU Properties power. You can view
the default list of properties or specify specific properties. See the examples for information on how to
view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

] ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag DRA is
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRABui | ti nCont ai ner -detail ed". For
technical information, type "CGet - Hel p Get - DRABui | ti nCont ai ner -full ™.

Example 7-1 1

PS C.\ >Cet - DRABuUI | ti nCont ai ner -Domai n MyDonmai n.corp -ldentifier "Builtin"

This example requests the properties of the Builtin container in MyDomain.corp. The identifier
contains the display name for the container. When the display name is used, the REST endpoint will
first query the DRA Server for the distinguished name and then request the properties for that
container.

Example 7-2 1

PS C.\ >Cet - DRABuUI | ti nCont ai ner -Donmai n MyDonai n. corp -ldentifier
" CN=Bui | ti n, DC=MyDonai n, DC=cor p"

Built-in Containers 225



226

This example requests the properties of the Builtin container in MyDomain.corp. The identifier
contains the distinguished name for the builtin container.

Example 7-3 1

PS C.\ >Cet - DRABuUI | ti nCont ai ner -Donai n MyDonwi n.corp -ldentifier "Builtin" -
Attributes "Description","D splayNane",

"Di stingui shedNanme", "Friendl yPat h", "Fri endl yParent Pat h", "Fri endl yNane", " Qbj ect Cat e
gory"

This example requests the properties of the Builtin container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, the
REST endpoint will request the default list of properties specified in the Rest service

RARest Configuration.json file.

Set-DRABUuUIiltinContainer

Synopsis

Updates the properties of an existing Builtin Container in Active Directory.

Syntax

Set - DRABUI | ti nCont ai ner -Domain <String> -Properties <Hashtable> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<ConmonPar anet ers>]

Description

The Set-DRABUIltinContainer cmdlet modifies the requested Builtin Container. The requesting user
must have one of the Modify OU powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - DRABui | ti nCont ai ner -detail ed". For
technical information, type " Get - Hel p Set - DRABui | ti nCont ai ner -full".

Example 7-4 1

PS C.\ >Set - DRABuI | ti nCont ai ner -Domai n MyDonmai n.corp -ldentifier
"CN=Bui | tin, DC=MyDomai n, DC=cor p" -Properties @Description="Builtin system
cont ai ner for MyDonai n. corp"}

This example updates the description of the Builtin container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRABUuiltinContainer
command.
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8 Organizational Units

This section contains cmdlets you can execute for the Organization Unit object type.

Add-DRAOU

Synopsis

Adds an OU container to an Active Directory domain.

Syntax

Add- DRACQU - Properties <Hashtabl e> -Domain <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]
[ <CommonPar anet er s>]

Description

The Add-DRAOU cmdlet adds an OU container to a domain managed by DRA. The requesting user
must have the Create OU power. To see the complete list of available properties, perform a Get-
Member command on the object returned from any DRAOU command.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type " Get - Hel p Add- DRAQU - det ai | ed" . For technical information,
type " Get - Hel p Add- DRAQU -ful | ".

Example 8-1 1
PS C.\ >Add- DRAQU -Donai n MyDonai n.corp -Properties

@ Di sti ngui shedNane="0U=0U123, OU=Account i ng, DC=MyDonai n, DC=cor p"; Descri pti on="0QU
for powershel | "; ManagedBy="CN=Ceor ge, C\N=User s, DC=MYDOVAI N, DC=cor p" }
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This example creates an OU named OU123 in Active Directory using the DRA DistinguishedName
property. The OU will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this OU: Description and ManagedBy.

Example 8-2 1

PS C.\ >Add- DRAQU -Donei n MyDonmi n.corp -Properties
@ Di sti ngui shedNane="0U=0U123, OU=Account i ng, DC=MyDonai n, DC=cor p"; Descri pti on="0QU
for powershel|"; ManagedBy="CN=CGeor ge, C\N=User s, DC=MYDOVAI N, DC=cor p" }

This example creates an OU named OU123 in Active Directory using the DRA DistinguishedName
property. The OU will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this OU: Description and ManagedBy.

Example 8-3 1

PS C.\ >Add- DRAQU -Donei n MyDonmi n.corp -Properties @ Friendl yNane="M/Dongi n. cor p/
Accounti ng/ QU123"; Description="0QU for
power shel | *; ManagedBy="CN=Geor ge, CN=User s, DC=MYDONVAI N, DC=cor p"}

This example creates the OU OU123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The OU will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this OU: Description and ManagedBy.

Get-DRAOU

Synopsis

Gets information about an Active Directory Organizational Unit.

Syntax

Get - DRAQU -Domain <String> [-Attributes <String[]>] [-PowersForOperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAOU cmdlet returns the properties of the requested Organizational Unit managed by
DRA. The requesting user must have the View All OU Properties power. You can view the default list
of properties or specify specific properties. See the examples for information on how to view specific
properties.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAQU - det ai | ed". For technical information,
type "Get - Hel p Get - DRAQU -ful | ".

Example 8-4 1

PS C.\>Cet-DRAQU -Donain MyDonai n.corp -ldentifier
" OU=QUL23, O=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the OU named OU123 in MyDomain.corp. The identifier
contains the distinguished name for the OU.

Example 8-5 1

PS C.\>Cet-DRAQU -Donmin MyDonmin.corp -ldentifier "QOUL23"

This example requests the properties of the OU named OU123 in MyDomain.corp. The identifier
contains the display name for the OU. When the display name is used, the REST endpoint will first
ask the DRA Server for the distinguished name and then request the properties for that OU.

Example 8-6 1

PS C.\ >Cet - DRAQU - Donai n MyDonmi n. corp -ldentifier "OUL23" -Attributes
"Description", "D splayName", "Di stingui shedName", "Friendl yPat h", " Fri endl yPar ent Pat h
", "Friendl yName", " Qbj ect Cat egory"

This example requests the properties of the OU named OU123 in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, the
REST endpoint will request the default list of properties specified in the Rest service

DRARest Confi gurati on. j son file.

Set-DRAOU

Updates the properties of an existing Organizational Unit in Active Directory.
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Syntax

Set - DRAQU - Domai n <String> -Properties <Hashtable> -ldentifier <String>

[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>]
[-Force <Swi t chPar anmet er >] [ <CommonPar anet er s>]

Description

The Set-DRAExchangeMailboxPermissions cmdlet sets the NT or Exchange security permissions on
the specified user account managed in DRA. The requesting user must have the View All Group
Properties power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="ny
description"; Location="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRAQU - det ai | ed" . For technical information,
type "Get - Hel p Set - DRAQU -ful | ".

Example 8-7 1

PS C.\ >Set - DRAQU - Donai n MyDonmi n. corp -ldentifier "QOUL23" -Properties
@ ManagedBy=CN=CGeor ge, CN=User s, DC=MYDOMAI N, DC=cor p" ; Descri pti on="updat ed
description"}

This example updates some properties on the OU OU123 in MyDomain.corp. The Identifier specifies
the display name of the OU. When the identifier format is the display name, the REST endpoint will
contact the DRA server to resolve the display name to the full distinguished name.

Example 8-8 2

PS C.\>Set-DRAQU -Donain MyDonmi n.corp -ldentifier

"OU=QU123, O=Account i ng, DC=MyDomai n, DC=cor p" -Properties

@ ManagedBy=" CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Descri pti on="Located in
Houst on"}

This example updates some properties on the OU OU123 in MyDomain.corp. The identifier contains
the distinguished name for the OU. Two properties are updated: ManagedByY, and Description. To see
the complete list of available properties, perform a Get-Member command on the object returned
from any DRAOU command.
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Move-DRAOU

Synopsis

Moves an Organizational Unit from one location in Active Directory to another.

Syntax

Move- DRAQU - Donmi n <String> -Target Container <String> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Move-DRAOU cmdlet moves the OU named in Identifier to the OU named in the
TargetContainer. The requesting user must have the Move Organizationtional Unit to OU power on
the TargetContainer.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

TargetContainer <String> false named true false

(ByPropertyName)
The full path to the destination

container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDomai n
, DC=cor p”.

Identifier <String> true named true false
The display name or (ByPropertyName)
distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "CGet - Hel p Move- DRAQU - det ai | ed". For technical information,
type "Get - Hel p Move- DRAQU -ful | ".

Example 8-9 1

PS C.\ >Mbve- DRAQU - Donai n MyDonai n. corp -ldentifier
" OU=QUL23, OU=Account i ng, DC=MyDomai n, DC=cor p" - Tar get Cont ai ner
" OU=NewPar ent , OQU=Account i ngHomeO f i ce, DC=MyDonai n, DC=cor p"

This example moves the OU named OU123 from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the OU.

Remove-DRAOU

Synopsis

Removes an Organizational Unit from Active Directory.

Syntax

Renove- DRAQU -Donai n <String> -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <ConmmonPar anet er s>]

Description

The Remove-DRAOU cmdlet deletes the requested OU account. The requesting user must have one
of the Delete OU powers. Even if Recycle Bin support is enabled in DRA, the OU will be deleted
permanently.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Renpbve- DRAQU - det ai | ed". For technical information,
type "Cet - Hel p Rermove- DRAQU -ful | ",

Example 8-10 1

PS C.\ >Renpve- DRAQU - Donai n MyDonai n. corp -ldentifier

" OU=QU123, O=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the OU named OU123 from MyDomain.corp. The identifier contains the

distinguished name for the OU.
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9 Dynamic Distribution Groups

This section contains cmdlets you can execute for the Dynamic Distribution Group object type.

Add-DRADynamicDistributionGroup

Synopsis

Adds an Exchange dynamic distribution group object to an Active Directory domain.

Syntax

Add- DRADynami cDi stri buti onG oup - ExchangeVersi on <String> -Properties <Hashtabl e>
-Domai n <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<CommonPar anet ers>]

Description

The Add-DRADynamicDistributionGroup cmdlet adds an Exchange dynamic distribution group object
to a domain managed by DRA. The requesting user must have the CreateDynamicDistribution Group
power. To see the complete list of available properties, perform a Get-Member command on the
object returned from any DRADynamicDistributionGroup command.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
ExchangeVersion <String> true named true false
(ByPropertyName)

Value to indicate which Exchange
version should be used to create
the Dynamic Distribution Group.
Valid values are 2007, 2010 or
2013.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properties

@ Descri ption="ny

description";Location="Hou

ston"}

Multiple values are specified as a

comma-separated list.

For example: - Properties

@ ot her Tel ephones="555-

1212","123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properties

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped with

a backtick ().

For example: - Properties

@Description="ny ""test "

description"}

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type "Get - Hel p Add- DRADynani cDi stri buti onG oup -detail ed".
For technical information, type "Get - Hel p Add- DRADynami cDi stributi onGoup -full".
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Example 9-1 1

PS C:\ >Add- DRDynani cDi stri buti onAG oup -Donain MyDonain.corp -Properties

@ Fri endl yNane=" MyDonai n. cor p/ Account i ng/ GROUP123"; Descri ption="G oup for

power shel | "; ManagedBy="CN=Geor ge, CN=User s, DC=MYDOMAI N, DC=cor p"} - ExchangeVer si on
"2013"

This example creates a dynamic distribution group named GROUP123 in Active Directory using the
DRA FriendlyName property. The group will be created using Exchange 2013 in the domain
MyDomain.corp in the Accounting OU. There are two properties set on thisgroup: Description and
ManagedBy

Example 9-2 1

PS C:\ >Add- DRADynani cDi stri buti onG oup -Donain MyDonain.corp -Properties
@ Di st i ngui shedNane="cn=GROUP123, OU=Account i ng,
DC=MyDonmi n, DC=cor p"; Descri pti on="G oup for powershell"} -ExchangeVersion "2010"

This example creates a dynamic distribution group named GROUP123 in Active Directory using the
DRA DistinguishedName property. The group will be created using Exchange 2010 in the domain
MyDomain.corp in the Accounting OU. Description is the onlyproperty set on this group.

Get-DRADynamicDistributionGroupPreview

Synopsis

Preview the objects in a container that would match the conditions of a ddg.

Syntax

Get - DRADynami cDi stri buti onG oupPreview [-Attributes <String[]>] -Properties
<Hasht abl e> -Domain <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParaneter>] [-Force <Swi tchParaneter>] [<CommonParaneters>]

Description

The Get-DRADynamicDistributionGroupPreview cmdlet returns the objects that would match the
conditions of a ddg. The response contains the list of objects that all the specified filter in the target
container. You can specify the target container using either the recipientContainer or
distinguishedName attribute.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

true

true

false

named

named

named

named

named

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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NOTE: For more information, type "Get - Hel p Get - DRADynami cDi st ri buti onG oupPrevi ew -
det ai | ed". Fortechnical information, type "Get - Hel p CGet - DRADynami cDi st ri buti onG oupPr evi ew
-full™

Example 9-3 1

PS C.\ >Cet - DRADynani cDi stri buti onG oupPrevi ew - Donai n MyDonai n. corp -Properties
@description="sone information";

reci pi ent Cont ai ner =" QU=Tax, DC=MyDomai n, DC=cor p"; Condi ti onal Cust omAt t ri but e1="val ue
1", "val ue2"; Condi ti onal St at eOr Provi nce="TX", "OR"; Condi t i onal Depart nent =" Account i ng
" Condi ti onal Conpany="ACME"}

This example will return a list of objects that would match the ddg conditions in the Tax OU in
MyDomain.corp. The group members will each have all of the criteria listed for
ConditionalCustomAttributel, ConditionalStateOrProvince, ConditionalDepartment and
ConditionalCompan

Set-DRADynamicDistributionGroup

Synopsis

Updates the properties of an existing Exchange dynamic distribution group account in Active
Directory.

Syntax

Set - DRADynami cDi stri buti onG oup -Domain <String> [-Properties <Hashtabl e>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParaneter>] [-Force <Swi tchParaneter>] [<CommonParaneters>]

Description

The Set-DRADynamicDistributionGroup cmdlet modifies the specified group account. The requesting
user must have one of the Modify Dynamic Distribution Group powers. If the recycle bin is enabled,
the group is moved to the recycle bin.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties [<Hashtable>] true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properties

@ Descri ption="ny

description"; Locati on="Hou

ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. corp
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Set - DRADynami cDi stri buti onGroup -detail ed".
For technical information, type "Get - Hel p Set - DRADynami c¢Di stri buti onGoup -ful l".

Example 9-4 1

PS C.\ >Set - DRADynami cDi stri buti onG oup -Donmain MyDonmain.corp -ldentifier
"cn=GROUP123, OU=Account i ng, DC=MyDomai n, DC=cor p" - Properties

@1 ncl udedReci pi ent s="Mai | User s"; Mbder at or s=" CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor
p"; Enabl eMbder ati on=$t r ue}

This example updates some properties on the group GROUP123 in MyDomain.corp. The identifier
contains the distinguished name for the group. Three properties are updated: IncludedRecipients,
EnableModeration and Moderators. To see the complete list of available properties, perform a Get-
Member command on the object returned from any DRADynamicDistributionGroup command.

Example9-5 1

PS C.\ >Set - DRADynami cDi stri buti onG oup -Donai n MyDonwi n.corp -ldentifier
"GROUP123" -Properties @ ManagedBy=CN=Ceor ge,
CN=User s, DC=MYDONMAI N, DC=cor p"; Descri pti on="updat ed descri ption"}

This example updates some properties on the group GROUP123 in MyDomain.corp. The Identifier
specifies the display name of the group. When the identifier format is the display name, the REST
endpoint will contact the DRA server to resolve the display name to the full distinguished name.

Move-DRADynamicDistributionGroup

Synopsis

Moves a dynamic distribution group from one location in Active Directory to another.

Syntax

Move- DRADynami cDi stri buti onG oup -Donain <String> -Target Contai ner <String> -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]
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Description

The Move-DRADynamicDistributionGroup cmdlet moves the group named in Identifier to the OU
named in the TargetContainer. The requesting user must have the Move Group to OU power on the
TargetContainer. Supported formats for Identifier are name, friendly name, and distinguished name.

Parameters

Attribute / Description

Parameters / Values

Required Position

Value

Default

Accept Pipeline
input?

Accept
wildcard
characters?

TargetContainer <String>

The full path to the destination

container for the object you are
moving, in distinguished name

format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDomai n

, DC=cor p”.
Identifier <String>

The display name or

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydonai n. cor p

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

named

named

named

named

named 11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Move- DRADynami cDi stri buti onG oup -detail ed".
For technical information, type "Get - Hel p Move- DRADynani cDi stri buti onG oup -full".

Example 9-6 1
PS C.\ >Mbve- DRADynami cDi stri buti onG oup -Donmain MyDonmin.corp -ldentifier

" CN=Engi neeri ng, OQ=Account i ng, DC=MyDonai n, DC=cor p" - Tar get Cont ai ner
" OU=NewPar ent , OQ=Account i ngHome O f i ce, DC=MyDonai n, DC=cor p"
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This example moves the dynamic distribution group hamed Engineering from the Accounting
container to the NewParent container. The identifier contains the distinguished name for the dynamic
distribution group.

Remove-DRADynamicDistributionGroup

Synopsis

Removes a DynamicDistribution group account from Active Directory.

Syntax

Renove- DRADynami cDi stri buti onG oup -Donain <String> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Remove-DRADynamicDistributionGroup cmdlet deletes the requested group account. The
requesting user must have one of the Delete Group powers. If the recycle bin is enabled, the group is
moved to the recycle bin.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
] o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydonai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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NOTE: For more information, type " Get - Hel p Renove- DRADynami cDi stri buti onG oup -
det ai | ed". For technical information, type " Get - Hel p Renpve- DRADynami ¢Di stri buti onG oup -
full".

Example 9-7 1

PS C.\ >Renpve- DRADynani cDi stri buti onG oup -Donmai n MyDonai n.corp -1ldentifier
"cn=GROUP123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the group nhamed GROUP123 from the DRA recycle bin, removing it
permanently from Active Directory.

Example 9-8 1

PS C.\ >Renove- DRADynani cDi stri buti onG oup -Donmain MyDonwmin.corp -ldentifier
" cn=GROUP123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the group named GROUP123 from MyDomain.corp. The identifier contains the
distinguished name for the group. If the recycle bin is enabled, the group is moved to the recycle bin.
Otherwise, it is removed permanently.

Restore-DRADynamicDistributionGroup

Synopsis

Restores the specified dynamic distribution group from the recycle bin.

Syntax

Rest or e- DRADynani cDi stri buti onG oup -Donein <String> [-Donai nController <String>]
[-RestoreToContai ner <String>] -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Restore-DRADynamicDistributionGroup cmdlet will restore a previously deleted DDG from the
recycle bin to its original container or to a new specified container. Supported formats for the identifier
are name, friendly name and distinguished name. If the full path is specified, it must point to the
recycle bin (NetlQRecycleBin).
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false

B (ByPropertyName)
The computer name of a specific

domain controller to use for the
request.

RestoreToContainer [<String>] false named true false

ByPropertyName
The distinguished name of the (ByProperty )

container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.

Identifier <String> true named true false

ByPropertyName
The display name or (ByProperty )

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named true false

ByPropertyName
The domain of the object in fqdn (ByProperty )

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

false false

NOTE: For more information, type "Get - Hel p Rest or e- DRADynami cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Rest or e- DRADynami c¢Di st ri buti onG oup -

full™
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Example 9-9 1

PS C:\>Rest ore- DRADynami cDi stri buti onG oup -ldentifier
" cn=DD&8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" -rest oreToCont ai ner
" OU=TenpCon, DC=MyDonai n, DC=CORP" - dormai n MyDonai n. cor p

This example will restore a dynamic distribution group named DDGS8 from the NetlIQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.

Example 9-10 1

PS C.\ >Rest or e- DRADynamni cDi stri buti onG oup -ldentifier
" cn=DDG3, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" -domai n MyDomai n. corp

This example will restore a dynamic distribution group named DDG8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the original location where it was deleted from.

Copy-DRADynamicDistributionGroup

Synopsis

Copies an existing dynamic distribution group to a new location.

Syntax

Copy- DRADynami cDi stri buti onG oup -Domain <String> -Properties <Hashtabl e> -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar amet er>] [-Force <Sw tchParaneter>] [<ConmonPar anet ers>]

Description

The Copy-DRADynamicDistributionGroup cmdlet copies an existing dynamic distribution group to a
new location. The response contains the string generated by the server.

Dynamic Distribution Groups



Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline Accept
input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Copy- DRADynani cDi stri buti onG oup -detail ed".
For technical information, type "Get - Hel p Copy- DRADynani cDi stri buti onGoup -full".

Example 9-11 1

PS C.\ >Copy- DRADynami cDi stri buti onG oup -ldentifier

" CN=DDGsour ce, QU=Account i ng, DC=MyDonai n, DC=cor p" -Properties
@ Di st i ngui shedNanme="CN=USER123, OU=Tax, DC=MyDonai n, DC=cor p"} -donmai n MyDonmai n. corp

This example will copy the dynamic distribution named DDGsource from the Accounting OU in
MyDomain.corp to a new dynamic distribution group named USER123 in the Tax OU in

MyDomain.corp.
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O Microsoft Exchange and Mailboxes

This section contains cmdlets you can execute for Exchange related cmdlets or the Mailbox object
type.

Add-DRAUserMailbox

Synopsis

Adds an Exchange mailbox to an existing user.

Syntax

Add- DRAUser Mai | box - Domai n <String> - Mail boxStore <String> [-Mail boxType <String>]
[ - UseDef aul t Mai | boxSt ore <Swi tchParaneter>] [-Mail N cknane <String>] -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<ConmonParanet ers>]

Description

The Add-DRAUserMailbox cmdlet adds a mailbox to an existing user object managed by DRA. The
requesting user must have one of the Create Exchange Mailbox power. To convert an existing user to
a resource mailbox, specify the MailboxType parameter.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
MailboxStore <String> true named false false
Full path to the Exchange mailbox
store. Use the Get -
DRAExchangeSt or es command
to list available mailbox stores
managed by DRA.
MailboxType [<String>] true named true false
(ByPropertyName)

The type of resource mailbox you
want to create. Valid values are
‘room’ or ‘'equipment'.
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

UseDefaultMailboxStore false named
[<SwitchParameter>]

Flag denoting if the default
Exchange mailbox store should
be used when creating the
mailbox.

MailNickname [<String>] false named

Specifies the Exchange alias for
the mailbox. If not specified the
sAMAccount name will be used.

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Add- DRAUser Mai | box - det ai | ed". For technical
information, type "Get - Hel p Add- DRAUser Mai | box -full ™"

Example 10-1 1

PS C.\ >Add- DRAUser Mai | box - Donmi n " M/Donai n. corp" -ldentifier

"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p - Mai | boxSt ore "LDAP: // CN=Mai | box
Dat abase 0565232367, CN=Dat abases, CN=Exchange Admi ni strative G oup

( FYDI BOHF23SPDLT) , CN=Admi ni strative G oups, CN=Fi rst, CN=M cr osoft

Exchange, CN=Ser vi ces, CN=Conf i gur at i on, DC=MyDonai n, DC=cor p"

UseDef aul t Mai | boxSt ore - Mai | Ni cknane "User 123NN'
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This example creates an Exchange mailbox for an existing user managed by DRA. You can use the
command Get-DRAExchangeStores to get the value needed for the MailboxStore parameter. The
MailNickname is set to User123NN. If this property is not present, the MailNickname defaults to the
samAccountName. The UseDefaultMailboxStore option tells the Exchange server to use the default
mailbox store.

Example 10-2 1

PS C.\ >Add- DRAUser Mai | box -Donai n "M/Donai n. corp" -ldentifier

"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p - Mai | boxSt ore "LDAP: // CN=Mai | box
Dat abase 0565232367, CN=Dat abases, CN=Exchange Admi ni strative G oup

( FYDI BOHF23SPDLT) , CN=Admi ni strati ve G oups, CN=Fi rst, CN=M cr osof t

Exchange, CN=Ser vi ces, CN=Conf i gur at i on, DC=MyDonai n, DC=cor p" - Mi | Ni cknane
"User 123NN

This example creates an Exchange mailbox for an existing user managed by DRA. You can use the
command Get-DRAExchangeStores to get the value needed for the MailboxStore parameter. The
MailNickname is set to User123NN. If this property is not present, the MailNickname defaults to the
samAccountName.

Remove-DRAUserMailbox

Synopsis

Removes an Exchange mailbox from the user account specified by the Identifier parameter.

Syntax

Renove- DRAUser Mai | box -Donmain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <Swi tchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Remove-DRAUserMailbox cmdlet removes a mailbox from an existing user object managed by
DRA. The requesting user must have the Delete Mailbox power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
(ByPropertyName)

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

true named

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Renove- DRAUser Mui | box -det ai | ed". For technical
information, type " Get - Hel p Renpbve- DRAUser Mai | box -ful ",

Example 10-3 1

PS C.\ >Renpve- DRAUser Mai | box - Donai n " MyDonai n. corp" -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p

This example removes the Exchange mailbox for the account USER123. The identifier contains the
distinguished name for the user.

Enable-DRAUserEmail

Synopsis

Enables email for the user account specified by the Identifier parameter.

Syntax
Enabl e- DRAUser Enmi | -Donai n <String> - ExchangeDN <String> - Enmai | Address <String> -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Enable-DRAUserEmail cmdlet enables email for the specified user account. The requesting user
must have the Enable Email power.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ExchangeDN <String>

A Full path to the Exchange
service. Use the Get -
DRAExchangeSer ver s command
to obtain the list of Exchange
servers managed through DRA.

EmailAddress<String>

The full email address for the
account. For example:
MyUser Name@rydomai n. cor p.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true named

true named

true named

true named

false named

false named 11192

false named

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

PublicFolder named false false
[SwitchParameter]

Specifies that the mailbox is a
public folder mailbox. You don't
need to specify a value with this
switch. This switch is required
only if you're enabling a public
folder mailbox.

Only available in on-premises
Exchange for Exchange Server
2013 and later versions.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Enabl e- DRAUser Enmi | -det ai | ed". For technical
information, type " Get - Hel p Enabl e- DRAUser Enai | -ful | ".
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Example 10-4 1

PS C:\ >Enabl e- DRAUser Enai| - Domai n MyDomai n. corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example enables email for the user named USER123 in MyDomain.corp. The identifier contains
the distinguished name for the user.

Move-DRAUserMailbox

Synopsis

Move user mailbox for the user account specified by the Identifier and MailboxStore parameters.

Syntax
Move- DRAUser Mai | box - Domain <String> -Mil boxStore <String> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-IgnoreCertificateErrors <Sw tchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Move-DRAUserMailbox cmdlet move user mailbox on the account specified by the Identifier and
MailboxStore parameters. The requesting user must have the move mailbox for User power.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

MailboxStore <String> true named false false

Full path to the Exchange mailbox
store. Use the Get -
DRAExchangeSt or es command
to list available mailbox stores
managed by DRA.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Move- DRAUser Mai | box - det ai | ed". For technical
information, type "Get - Hel p Move- DRAUser Mai | box -ful |,

Example 10-5 1

PS C.\ >Move- DRAUser Mai | box -Donmai n MyDonmai n. corp -ldentifier

"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" - Mai | boxSt ore "LDAP: // CN=Mai | box
Dat abase 0565232367, CN=Dat abases, CN=Exchange Admi ni strative G oup

( FYDI BOHF23SPDLT) , CN=Admi ni strati ve G oups, CN=Fi rst, CN=M cr osoft

Exchange, CN=Ser vi ces, CN=Conf i gur at i on, DC=MyDonai n, DC=cor p"

This example move user mailbox for the user named USER123 in MyDomain.corp to the new
mailbox store specified in MailboxStore parameter. The identifier contains the distinguished name for
the user and the new mailbox store is specified in MailboxStore parameter.

Disable-DRAGroupEmail

Synopsis

Disables email for the group account specified by the Identifier parameter.

Syntax
Di sabl e- DRAG oupEnmi | -Donain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]

[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]
[ <CommonPar anet er s>]

Description

The Disable-DRAGroupEmail cmdlet disables email on the account specified by the Identifier
parameter. The requesting user must have the Delete Email for Group power.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

Microsoft Exchange and Mailboxes



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Di sabl e- DRAG oupEmai |
information, type " Get - Hel p Di sabl e- DRAG oupEnmai | -full".

-det ai | ed". For technical

Example 10-6 1

PS C.\ >Di sabl e- DRAG oupEnai | -Domai n MyDonmai n.corp -ldentifier

"cn=GRP123, OU=Account i ng, DC=MyDomai n, DC=cor p"

This example disables email for the group named GRP123 in MyDomain.corp. The identifier contains

the distinguished name for the account.

Enable-DRAGroupEmail

Synopsis

Enables email for the group account specified by the Identifier parameter.
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Syntax

Enabl e- DRAG oupEnmi | -Domai n <String> - ExchangeDN <String> - Emai | Address <String> -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParaneter>] [-Force <SwitchParaneter>] [<CommonParaneters>]

Description

The Enable-DRAGroupEmail cmdlet enables email for the specified group account. The requesting
user must have the Enable Email power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
ExchangeDN <String> true named false false
A Full path to the Exchange
service. Use the Get -
DRAExchangeSer ver s command
to obtain the list of Exchange
servers managed through DRA.
EmailAddress<String> true named false false
The full email address for the
account. For example:
MyUser Name@rydomai n. cor p.
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
] o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydonai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type "Get - Hel p Enabl e- DRAG oupEmai | -det ai | ed". For technical
information, type "Get - Hel p Enabl e- DRAG oupEmai | -ful | "
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Example 10-7 1

PS C:\ >Enabl e- DRAG oupEnmi | -Donmai n MyDonai n.corp -ldentifier

"cn=GRP123, OU=Account i ng, DC=MyDonai n, DC=cor p" - ExchangeDN "/ o=Fi r st/ ou=Exchange
Admi nistrative Goup (FYDI BOHF23SPDLT) / cn=Reci pi ent s/ cn=CGRP123" - Enwmi | Addr ess

" GRP123@wWDonsai n. corp

This example enables email for the user named GRP123 in MyDomain.corp. The identifier contains
the distinguished name for the group.

Disable-DRAContactEmail

Synopsis

Disables email for the contact account specified by the Identifier parameter.

Syntax

Di sabl e- DRACont act Enmi | -Donmain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-l1gnoreCertificateErrors <Swi tchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Disable-DRAContactEmail cmdlet disables email on the account specified by the Identifier
parameter. The requesting user must have the Delete Email for Contact power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false

(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. cor p
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Di sabl e- DRACont act Emai | - detai |l ed". For
technical information, type " Get - Hel p Di sabl e- DRACont act Emai |l -full".

Example 10-8 1

PS C.\ >Di sabl e- DRACont act Enai | - Donmai n MyDonmai n. corp -ldentifier
"cn=Ct 123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example disables email for the contact named Ct123 in MyDomain.corp. The identifier contains
the distinguished name for the account.

Enable-DRAContactEmail

Synopsis

Enables email for the contact account specified by the Identifier parameter.

Syntax
Enabl e- DRACont act Enai | -Donmi n <String> - ExchangeDN <Stri ng> - Enai | Addr ess
<String> -ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<CommonParaneters>]s

Description

The Enable-DRAContactEmail cmdlet enables email for the specified contact account. The
requesting user must have the Enable Email power.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ExchangeDN <String>

A Full path to the Exchange
service. Use the Get -
DRAExchangeSer ver s command
to obtain the list of Exchange
servers managed through DRA.

EmailAddress<String>

The full email address for the
account. For example:
MyUser Name@rydomai n. cor p.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true named

true named

true named

true named

false named

false named 11192

false named

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Enabl e- DRACont act Emai | -detail ed". For
technical information, type " Get - Hel p Enabl e- DRACont act Emai | -ful I ™.

Example 10-9 1

PS C.\ >Enabl e- DRACont act Enmi | - Donai n MyDonmi n.corp -ldentifier

"cn=Ct 123, OU=Account i ng, DC=MyDomai n, DC=cor p" - ExchangeDN "/ o=Fi r st/ ou=Exchange
Admi ni strative Contact (FYDI BOHF23SPDLT)/cn=Reci pi ents/cn=Ct 123" - Emai | Addr ess
"Ct123@¥Donai n. cor p"

This example enables email for the user named Ct123 in MyDomain.corp. The identifier contains the
distinguished name for the contact.
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Get-DRAExchangeMailboxPermissions

Synopsis

Retrieves the NT or Exchange security permissions of a user's mailbox.

Syntax

Get - DRAExchangeMai | boxPer mi ssi ons -Domain <String> [-1sNTSecurity

<Swi tchParameter>] [-Attributes <String[]>] [-PowersForQperations <String[]>] [-
Vi si bl ePropertiesOnly <SwitchParaneter>] -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Get-DRAExchangeMailboxPermissions cmdlet returns the NT or Exchange security permissions
of the requested user account managed by DRA. The requesting user must have the View All Group
Properties power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ISNTSecurity false named false false
[<SwitchParameter>]

Specifies that the NT Security
permissions on the mailbox
should be returned. If the
parameter is not specified, the
Exchange security permissions
will be returned.

Attributes [<String[]>] false named true false

] ) (ByPropertyName)
An array of attributes to retrieve

values for. If this parameter is
missing, a default list of properties
is returned.

PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

Microsoft Exchange and Mailboxes 289



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

VisiblePropertiesOnly false named false false
[<SwitchParameter>]

Aflag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

Identifier <String> true named true false

ByPropertyName
The display name or (ByProperty )

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named true false

ByPropertyName
The domain of the object in fqdn (ByProperty )

format. For example:
nmydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeMai | boxPer m ssi ons -detail ed".
For technical information, type "Get - Hel p Get - DRAExchangeMai | boxPer mi ssi ons -ful |l ™.

Example 10-10 1

PS C.\ >Cet - DRAExchangeMai | boxPer mi ssi ons

"cn=USER123, OU=Account i ng, DC=MyDomnai n, DC=cor p"

-Domai n MyDomai n. corp -ldentifier

This example requests the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user.
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Set-DRAExchangeMailboxPermissions

Synopsis

Sets the NT or Exchange security permissions of a user's mailbox.

Syntax

Set - DRAExchangeMai | boxPer mi ssi ons -Domain <String> [-1sNTSecurity

<Swi t chPar amet er>] [ - PreW ndows2000Nanme <String>] [-Allow <String[]>]

[-Deny <String[]>] [-Undo <String[]>] -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Set-DRAExchangeMailboxPermissions cmdlet sets the NT or Exchange security permissions on
the specified user account managed in DRA. The requesting user must have the View All Group
Properties power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ISNTSecurity false named false false
[<SwitchParameter>]

Specifies that the NT Security
permissions on the mailbox
should be returned. If the
parameter is not specified, the
Exchange security permissions
will be returned.

PreWindows2000Name false named false false
[<String>]

The pre-Windows 2000 name of
the trustee to grant permissions
to.

Allow [<String[]>] false named false false

Array of permission nhames the
trustee will be granted Allow
access for.

Deny [<String[]>] false named false false

Array of permission names the
trustee will be given Deny access
for.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Undo [<String[]>]

Array of permission names to
remove for the trustee.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

false named

true named

true named

false named

false named 11192

false named

false named 8755

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - DRAExchangeMai | boxPer mi ssi ons -
det ai | ed". For technical information, type " Get - Hel p Set - DRAExchangeMai | boxPer m ssi ons -
full".

Example 10-11 1

PS C.\ >Set - DRAExchangeMai | boxPer mi ssi ons -Donmai n MyDonwi n. corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p" - PreW ndows2000Nane
"MyDonai n\ User 18B" - Al |l ow "nt SendAs"” -Deny "ntRecei veAs" -1sNTSecurity

This example sets the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user. User18B is allowed
ntSendAs permission and denied ntReceiveAs permission.

Possible values for Allow or Deny Exchange permissions are: ExDelStor, ExXCPerms, ExFullControl,
ExAssocX, ExXRPerms, ExTakeOwn. Possible values for Allow or Deny NT permissions are:
ntSendAs, ntReceiveAs. You must specify the -IsNTSecurity flag with these.
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Example 10-12 2

PS C:\>Set - DRAExchangeMai | boxPer m ssi ons - Donmai n MyDonmai n. corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p" - PreW ndows2000Nane
"MyDonai n\ User 18" - Al |l ow "ExRPerns" -Deny "ExAssocX'

This example sets the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user. User18 is allowed read
permission and denied associated external acocunt.

Possible values for Allow or Deny Exchange permissions are: ExDelStor, ExXCPerms, ExFullControl,
ExAssocX, ExRPerms, ExTakeOwn.

Possible values for Allow or Deny NT permissions are: ntSendAs, ntReceiveAs. You must specify the
-IsNTSecurity flag with these.

Get-DRAExchangeAliasName

Synopsis

Requests that the DRA server generate an Exchange name alias based on the configured alias
naming policy.

Syntax

Get - DRAExchangeAl i asNane - Domain <String> [-FirstName <String>] [-lnitials
<String>] [-LastNane <String>] [-SamAccount Nane <String>] [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Get-DRAExchangeAliasName cmdlet returns an Exchange name alias. The alias is applied to
the mailNickname property of a user or contact. You must supply each of the properties named in the
configured policy. If no policy is configured, supply the samAccountName property. The response
contains the string generated by the server.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nmydonai n. corp
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

FirstName [<String>] false named true false
(ByPropertyName)

Specifies the FirstName of the

User or GivenName of the contact

for which you want to generate

the Exchange name.

Initials [<String>] false named true false
(ByPropertyName)

Specifies the Initials property of

the User or Contact for which you

want to generate the Exchange

name.

LastName [<String>] false named true false
(ByPropertyName)

Specifies the last name property

of the User or Contact for which

you want to generate the

Exchange name.

SamAccountName [<String>] false named true false
(ByPropertyName)

Specifies the samAccountName

property of the User for which you

want to generate the Exchange

name.

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeAl i asNane - det ai | ed". For
technical information, type "Get - Hel p Get - DRAExchangeAl i asName -ful | ",

Example 10-13 1

PS C.\ >Cet - DRAExchangeAl i asNane - Donai n MyDonmi n. corp -FirstNane "CGeorge"
LastNane "Smith" -Initials "GXS" -SamAccount Nane "Smit hG'

This example requests the Exchange name alias of the user named George in MyDomain.corp
specifying all possible parameters. The results will contain the Exchange name alias generated by
the DRA server.
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Get-DRAExchangeStores

Synopsis

Gets the list of mailbox stores defined on the specified Exchange server.

Syntax

Get - DRAExchangeSt ores - Domai n <String> - ExchangeServer LdapPath <String> |-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-IgnoreCertificateErrors <SwitchParaneter>] [-Force
<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Get-DRAExchangeStores cmdlet queries the DRA server for the list of mailbox stores defined on
the Exchange server specified by the ExchangeServerPath parameter.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="ny
description"; Location="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeSt or es -det ai | ed". For technical
information, type "Get - Hel p Get - DRAExchangeStores -ful I "

Example 10-14 1

PS C:\ >Cet - DRAExchangeSt or es - Donai n MyDonmi n. corp - ExchangeSer ver LdapPat h LDAP: //
MDOVAI N. CORP/ CN=et ¢

This example queries the DRA server for a list of Exchange mailbox stores for the named domain.
The response will contain an array of objects. Each object will properties of the mailbox store, such as
the distinguished name and the full LDAP path.

Get-DRAExchangeServers

Synopsis

Gets the list of Exchange servers configured to manage the domain specified in the Domain
parameter.

Syntax

Get - DRAExchangeServers -Domai n <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
IgnoreCertificateErrors <Swi tchParaneter>] [-Force <Swi tchParaneter>]

[ <CommonPar anet er s>]
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Description

The Get-DRAExchangeAdminGroups cmdlet queries the DRA server for the list of Exchange servers

in the specified domain.

Parameters

Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true

false

false

false

false

false

named

named

named

named

named

named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

Microsoft Exchange and Mailboxes 301



302

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBulffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeSer vers - det ai | ed". For technical
information, type "Get - Hel p Get - DRAExchangeServers -ful | ",

Example 10-15 1

PS C:\ >Cet - DRAEXchangeAdmi nG oups - Domai n MyDomai n. cor p

This example queries the DRA server for a list of Exchange admin groups for the named domain. The
response will contain an array of objects. Each object will contain various forms of the admin group
name, such as the distinguished name and the LDAP path.

Get-DRAExchangeConfiguration

Synopsis

Gets information about the Exchange configuration in the specified domain.

Syntax
Cet - DRAExchangeConfi guration -Domai n <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

IgnoreCertificateErrors <Swi tchParaneter>] [-Force <Swi tchParaneter>]
[ <CommonPar anet er s>]

Description

The Get-DRAExchangeConfiguration cmdlet queries the DRA server for information about the
Exchange environments in the domain specified by the Domain parameter.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

true named

false named

false named 11192

false named

false named 8755

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRAExchangeConf i gurati on -detail ed". For
technical information, type " Get - Hel p Get - DRAExchangeConfi guration -ful | ".

Example 10-16 1

PS C:\ >Di sabl e- DRAG oupEnai | -Domai n MyDonmai n.corp -ldentifier
"cn=GRP123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example queries the DRA server the Exchange configuration in the named domain. The
response will contain properties that describe such things as which Exchange versions exist, enabled
policies, and defined naming conventions are also returned.

Get-DRAExchangeAdminGroups

Synopsis

Gets the list of Exchange admin groups defined for the domain specified in the Domain parameter.

Syntax
Get - DRAExchangeAdm nG oups - Domai n <String> [-DRAHost Server <String>] |-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

IgnoreCertificateErrors <Swi tchParaneter>] [-Force <Swi tchParaneter>]
[ <CommonPar anet er s>]

Description

The Get-DRAExchangeAdminGroups cmdlet queries the DRA server for the list of Exchange
administrator groups defined in the specified domain.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Descri ption="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeAdm nG oups - det ai | ed". For
technical information, type "Get - Hel p Get - DRAExchangeAdmi nG oups -ful | ".

Example 10-17 1

PS C.\ >Cet - DRAExchangeAdnm nG oups - Donmai n MyDonmai n. corp

This example queries the DRA server for a list of Exchange admin groups for the named domain.
The response will contain an array of objects. Each object will contain various forms of the admin
group name, such as the distinguished name and the LDAP path.

Add-DRAUserArchiveMailbox

Synopsis

Create archive mailbox for the user account specified by the Identifier, Alias and MailboxStore
parameters.

Syntax

Add- DRAUser Ar chi veMai | box - Domai n <String> - Archi veMai | boxName <String> -

Mai | boxStore <String> -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Add-DRAUserArchiveMailbox cmdlet creates an archive mailbox on the user specified by the
Identifier. The user must already have an Exchange mailbox. The requesting user must have the
create archive mailbox for User power.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ArchiveMailboxName <String>
The name of the archive mailbox.
MailboxStore <String>

Full path to the Exchange mailbox
store. Use the Get -
DRAExchangeSt or es command
to list available mailbox stores
managed by DRA.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true named

true named

true named

true named

false named

false named 11192

false named

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Add- DRAUser Ar chi veMai | box -det ai | ed". For

technical information, type "Get - Hel p Add- DRAUser Ar chi veMai | box -full".

Example 10-18 1

PS C.\ >Add- DRAUser Ar chi veMai | box -Domai n MyDonmai n. corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" - Ar chi veMai | boxName
"User123Archive" -MilboxStore "LDAP://CN=Mai | box Dat abase
0565232367, CN=Dat abases, CN=Exchange Admi nistrative Goup

( FYDI BOHF23SPDLT) , CN=Admi ni strati ve G oups, CN=Fi rst, CN=M crosoft
Exchange, CN=Ser vi ces, CN=Conf i gur at i on, DC=MyDonai n, DC=cor p
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Remove-DRAUserArchiveMailbox

Synopsis

Delete user archive mailbox for the user account specified by the Identifier parameter.

Syntax

Renove- DRAUser Ar chi veMai | box -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Remove-DRAUserArchiveMailbox cmdlet delete user archive mailbox on the account specified
by the Identifier parameter. The requesting user must have the delete archive mailbox for User power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
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Attribute / Description

Parameters / Values

Required Position  Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

false

false

false

false

named

named 8755

named

named

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

NOTE: For more information, type "Get - Hel p Renpve- DRAUser Ar chi veMai | box - det ai | ed". For
technical information, type "Get - Hel p Renove- DRAUser Ar chi veMai | box -ful | ".

Example 10-19 1

PS C.\ >Renpve- DRAUser Ar chi veMai | box

-Domai n MyDomai n. corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDonai n, DC=cor p"
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This example remove user archive mailbox for the user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user parameter.

Disable-DRAOffice365ArchiveMailbox

Synopsis

Disables the Office 365 archive mailbox for the user account specified by the Identifier parameter.

Syntax

Di sabl e- DRAC f i ce365Ar chi veMai | box -Donain <String> [-Donmai nController <String>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParamet er>] [-Force <Sw tchParaneter>] [<ConmonPar anet ers>]

Description

The Disable-DRAOffice365ArchiveMailbox cmdlet disables the Office 365 archive mailbox for the
user account specified by the Identifier parameter. The requesting user must have one of the Disable
User Account power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DomainController [<String>] false named true false
- (ByPropertyName)
The computer name of a specific
domain controller to use for the
request.
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Di sabl e- DRAC f i ce365Ar chi veMai | box -
det ai | ed". For technical information, type "Get - Hel p Di sabl e- DRACF f i ce365Ar chi veMai | box -
full".

Example 10-20 1

PS C.\ >Di sabl e- DRAC f i ce365Ar chi veMai | box -Donmai n MyDonwi n. corp -ldentifier
"cn=USER123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example disables the Office 365 archive mailbox for the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user.

Enable-DRAOffice365ArchiveMailbox

Synopsis

Enables the Office 365 archive mailbox for the user account specified by the Identifier parameter.

Syntax

Enabl e- DRAC f i ce365Ar chi veMai | box - Domain <String> [-Domai nController <String>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Enable-DRAOffice365ArchiveMailbox cmdlet enables the Office 365 archive mailbox for the user
account specified by the Identifier parameter. The requesting user must have one of the Enable User
Account power.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DomainController [<String>]

The computer name of a specific
domain controller to use for the
request.

Identifier <String>

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the

distinguished name for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydonai n. cor p

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

false named

true named

true named

false named

false named 11192

false named

false named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Enabl e- DRAC f i ce365Ar chi veMai | box -
det ai | ed". For technical information, type " Get - Hel p Enabl e- DRACF f i ce365Ar chi veMai | box -
full".

Example 10-21 1

PS C.\ >Enabl e- DRAC f i ce365Ar chi veMai | box - Domai n MyDonai n. corp -1ldentifier
"cn=USER123, QU=Account i ng, DC=MyDomai n, DC=cor p"

This example enables the Office 365 archive mailbox for the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user.

NOTE:

Get-DRAMoveMailboxStatus

Synopsis

Get move mailbox status for the user account specified by the Identifier and ExchangeServer
parameters.
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Syntax

Get - DRAMbveMni | boxSt at us - Domai n <String> - ExchangeServer <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<CommonPar anet ers>]

Description

The Get-DRAMoveMailboxStatus cmdlet get move mailbox status on the account specified by the
Identifier and ExchangeServer parameters. The requesting user must have the move mailbox for
User power.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

ISNTSecurity false named false false
[<SwitchParameter>]

Specifies that the NT Security
permissions on the mailbox
should be returned. If the
parameter is not specified, the
Exchange security permissions
will be returned.

ExchangeServer <String> true named false false

The Exchange server machine
name.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false

ByPropertyName
The domain of the object in fqdn (ByProperty )

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

NOTE: For more information, type " Get - Hel p Get - DRAMbveMai | boxSt at us -detail ed". For
technical information, type " Get - Hel p Get - DRAMbveMai | boxStatus -ful | ".
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Example 10-22 1

PS C:\ >Cet - DRAMoveMai | boxSt atus - Donmai n MyDonmi n. corp -ldentifier
"cn=USER123, QU=Account i ng, DC=MyDonai n, DC=cor p" - ExchangeServer "M/Box12"

This example get move mailbox status for the user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user and the exchange server name is MyBox12.

Set-DRAMoveMailboxStatus

Synopsis

Set move mailbox status for the user account specified by the Identifier and Action parameters.

Syntax

Set - DRAMbveMni | boxSt at us - Domai n <String> -Action <Int32> -ldentifier <String> [-
DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-IgnoreCertificateErrors <Sw tchParaneter>] [-Force

<Swi t chPar anet er >] [ <CommonPar anet er s>]

Description

The Set-DRAMoveMailboxStatus cmdlet get move mailbox status on the account specified by the
Identifier and Action parameters. The requesting user must have the move mailbox for User power.
Action = 0 (clear request) 1 (remove request) 2 (resume request)

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Action <Nullable'1> false named false false
The Action = 0 (clear request) 1
(remove request) 2 (resume
request).
Identifier <String> true named true false
) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nmydonai n. corp
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - DRAMbveMi | boxSt at us -detai | ed". For
technical information, type " Get - Hel p Set - DRAMoveMni | boxStatus -ful | ".

Example 10-23 1

PS C.\ >Set - DRAMoveMai | boxSt at us - Donmai n MyDonwi n. corp -ldentifier
"cn=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" -Action 0

This example set move mailbox status for the user named USER123 in MyDomain.corp. The
identifier contains the distinguished name for the user and the action 0 to clear the move mailbox
status.

Add-DRAResourceMailbox

Synopsis

Adds a user having a resource mailbox to an Active Directory domain.

Syntax

Add- DRAResour ceMai | box - Mai | boxType <String> -Properti es <Hashtabl e> - Domai n
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<ConmonPar anet ers>]

Description

The Add-DRAResourceMailbox cmdlet adds a resource mailbox to a domain managed by DRA. The
requesting user must have the Create Resource Mailbox power. Use the Properties parameter to
specify the values to use when creating the resource mailbox. To see the complete list of available
properties, perform a Get-Member command on the object returned from any DRAResourceMailbox
command.

Creating a resource mailbox requires a full path for the object and the LDAP path to the target
MailboxStore. You can get the LDAP path to the mailbox store by using the Get-
DRAExchangeServers and Get-DRAExchangeStores cmdlets.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

MailboxType [<String>] true named true false
(ByPropertyName)

The type of resource mailbox you

want to create. Valid values are

‘room'’ or ‘equipment’.

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properties

@ Descri ption="ny

descri ption"; Locati on="Hou

ston"}

Multiple values are specified as a

comma-separated list.

For example: - Properties

@ ot her Tel ephones="555-

1212", " 123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properties

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped with

a backtick ().

For example: - Properties

@Description="ny ""test "

description"}

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydonai n. corp

322  Microsoft Exchange and Mailboxes



Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Add- DRAResour ceMi | box - det ai | ed". For technical
information, type "Get - Hel p Add- DRAResour ceMi | box -ful I".

Example 10-24 1

PS C.\ >Add- DRAResour ceMai | box - Dormai n MyDonai n. corp - Mai | boxType room - Properties
@ Fri endl yNane=" MyDonzi n. cor p/ Account i ng/ RVB_123"; Mai | boxSt or e="LDAP: / /

MDOVAI N. CORP/ CN=et c. "; Descri pti on="Resour ceMi | box for

power shel I "; Al l owConf | i cts=$true}

This example creates a room resource mailbox named RMB_123 in Active Directory using the DRA
FriendlyName property. The resource mailbox will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this resource mailbox: Description and
AllowConflicts. The samAccountName defaults to the name. The principal name defaults to
RMB_123@MyDomain.corp. The alias will be set by the server, according to configured policy.

Example 10-25 1

PS C.\ >Add- DRAResour ceMai | box -Domai n MyDonwmi n. corp - Mil boxType equi pnent -
Properties @DistinguishedNane="cn=

RVB_123, OU=Account i ng, DC=MyDonai n, DC=cor p"; Mai | boxSt or e=" LDAP: / / MDOVAI N. CORP/
CN=etc."; Descri ption="sone description"}

This example creates an equipment resource mailbox named RMB_123 in Active Directory using the
DistinguishedName property. The resource mailbox will be created in the domain MyDomain.corp in
the Accounting OU. There is one property set: Description. The samAccountName defaults to the
name. The resource mailbox principal name defaults to RMB_123@MyDomain.corp. The alias will be
set by the server, according to configured policy.

Get-DRAResourceMailbox

Synopsis

Gets information about the Active Directory resource mailbox account specified by the Identifier
parameter.
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Syntax

Get - DRAResour ceMai | box -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chPar aneter>] [-Force <SwitchParaneter>] [<ConmonParaneters>]

Description

The Get-DRAResourceMailbox cmdlet returns the properties of the requested resource mailbox
account managed by DRA. The requesting user must have the View All Resource Mailbox Properties
power. You can view the default list of properties or specify specific properties. See the examples for

information on how to view specific properties.

Parameters

Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>] false named

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of properties
is returned.

PowersForOperations false named

[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based client
to hide or disable elements the
calling user doesn't have powers
for.

VisiblePropertiesOnly false named

[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error if
the caller requests a property that
they do not have powers to view.
By specifying this flag, DRAis
instructed to not return an error
and instead just not return a value
for such properties.

true false

(ByPropertyName)

true false

(ByPropertyName)

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

ByPropertyName
The display name or (ByProperty )

distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named true false

ByPropertyName
The domain of the object in fqdn (ByProperty )

format. For example:
nydonai n. corp

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

ByPropertyName
The port where the DRA REST (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - DRAResour ceMai | box - det ai | ed". For technical
information, type "Get - DRAResour ceMai | box -ful | "

Example 10-26 1

PS C:\ >Cet - DRAResour ceMai | box -Donmai n MyDonmi n.corp -ldentifier "RwVB_ 123"

This example requests the properties of the resource mailbox named RMB_123 in MyDomain.corp.
The identifier shows the display name for the resource mailbox. When the display name is used, the
REST endpoint will first ask the DRA Server for the distinguished name and then request the
properties for that resource mailbox.

Example 10-27 1

PS C.\ >Cet - DRAResour ceMai | box -Donmai n MyDonwi n.corp -ldentifier
"cn=RMB_123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the resource mailbox named RMB_123 in MyDomain.corp.
The identifier shows the distinguished name for the resource mailbox. The returned object will have a
default list of properties.

Example 10-28 1

PS C:\ >Cet - DRAResour ceMi | box -Donmai n MyDonmai n. corp -ldentifier "RVB_ 123"
Attributes "Description","D splayNanme",

Mai [ ", " Mai | Ni cknane", " Di stingui shedNane", "Fri endl yPat h", "Fri endl yParent Pat h", "Fri e
ndl yNanme", "1 sDi sabl ed", "SamAccount Name", " Trust edFor Del egati on", " Obj ect Cat egory"
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This example requests the properties of the resource mailbox named RMB_123 in MyDomain.corp.
The Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, result will contain the default list of properties specified in the Rest service
DRARestConfiguration.json file.

Set-DRAResourceMailbox

Synopsis

Updates the properties of the resource mailbox account specified by the Identifier parameter.

Syntax

Set - DRAResour ceMai | box - Domain <String> -Properties <Hashtable> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<ConmonPar anet ers>]

Description

The Set-DRAResourceMailbox cmdlet updates the requested resource mailbox account. The
requesting user must have the ModifyResource Mailboxpowers for each of the properties sent in the
request.

Parameters

Properties <Hashtable>
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Attribute / Description Parameters / Values

Required Position  Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="ny
description"; Locati on="Hou
ston"}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ ot her Tel ephones="555-
1212", " 123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properties
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped with
a backtick ().

For example: - Properties
@Description="ny ""test "
description"}

Identifier <String> true named

The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydonai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type " Get - Hel p Set - DRAResour ceMai | box - detail ed". For
technical information, type " Get - Hel p Set - DRAResour ceMai | box -ful I ".

Example 10-29 1

PS C.\ >Set - DRAResour ceMai | box -Donmai n MyDonwi n.corp -ldentifier

"cn=RMB_123, OQU=Account i ng, DC=MyDonai n, DC=cor p" -Properties

{Manager =" CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Locat i on="Houst on"; Addi ti onal Res
ponseText =" sonet ext "}

This example updates some properties on the resource mailbox RMB_123 in MyDomain.corp. The
identifier contains the distinguished name for the resource mailbox. Three properties are updated:
Manager, Location and AdditionalResponseText. To see the complete list of available properties,
perform a Get-Member command on the object returned from any DRAResourceMailbox command.

Example 10-30 2

PS C.\ >Set - DRAResour ceMai | box -Donain MyDom corp -ldentifier "RVB_123" -Properties
@ Manager =" CN=Ceor ge, CN=User s, DC=MYDOM DC=cor p"; Descri pti on="updat ed
description"; Locati on="Houston"}

This example updates some properties on the resource mailbox RMB_123 in MyDom.corp. The
Identifier specifies the display hame of the resource mailbox. When the identifier format is the display
name, the REST endpoint will contact the DRA server to resolve the display name to the full
distinguished name.

Move-DRAResourceMailbox

Synopsis

Moves a resource mailbox from one location in Active Directory to another.
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Syntax

Move- DRAResour ceMai | box -Donain <String> -Target Contai ner <String> -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParaneter>] [<CommonPar anet ers>]

Description

The Move-DRAResourceMailbox cmdlet moves the resource mailbox named in Identifier to the OU
named in TargetContainer. The requesting user must have the Move Resource Mailbox power on the
TargetContainer. Supported formats for both parameters are name, friendly name, and distinguished
name.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

TargetContainer <String> false named true false

(ByPropertyName)
The full path to the destination

container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDomai n
, DC=cor p”.

Identifier <String> true named true false
The display name or (ByPropertyName)
distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host service.

The requested DRA operation will

execute on this server. If the

parameter is not specified, the

value defaults to ‘localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named 11192 true false

ByPropertyName
The port where the DRA Host (ByProperty )

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkiD=1132186).

NOTE: For more information, type "Get - Hel p Move- DRAResour ceMai | box -detai | ed". For
technical information, type "Get - Hel p Move- DRAResour ceMi | box -ful I ".
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Example 10-31 1

PS C:\ >Move- DRAResour ceMai | box - Dormai n MyDomai n. corp -ldentifier
"CN=Char |l i e, Q=Account i ng, DC=MyDonai n, DC=cor p"
- Tar get Cont ai ner "MyDomai n. cor p/ Account i ngHomeO fi ce/ NewPar ent "

This example moves the resource mailbox named Charlie from the Accounting container to the
NewParent container. ldentifier uses the distinguished name format. TargetContainer uses the
friendly name format.

Remove-DRAResourceMailbox

Synopsis

Removes the resource mailbox account specified by the Identifier parameter.

Syntax

Renove- DRAResour ceMai | box -Donmain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>]
[-1gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Remove-DRAResourceMailbox cmdlet deletes the specified account. The requesting user must
have the Delete Resource Mailbox power. If the recycle bin is enabled, the specified account is
moved to the recycle bin.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

) (ByPropertyName)
The display name or
distinguished name of an existing
Active Directory object. When the
display name is specified, an
additional call to the DRA server
is needed to obtain the
distinguished name for the object.
Domain <String> true named true false

(ByPropertyName)

The domain of the object in fqdn
format. For example:
nmydonai n. corp
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.

false named

false named 11192

false named

false named 8755

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true (ByPropertyName

true (ByPropertyName

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

This cmdlet supports the common
parameters: Verbose, Debug,
ErrorAction, ErrorVariable,
WarningAction, WarningVariable,
OutBuffer, PipelineVariable, and
OutVariable. For more information
aboutCommonParameters, see
(http://go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Renopve- DRAResour ceMi | box -det ai | ed". For
technical information, type "Get - Hel p Renpve- DRAResour ceMai | box -ful | ",

Example 10-32 1

PS C.\ >Renpve- DRAResour ceMai | box -Donmain MyDom corp -ldentifier
"cn=RMB_123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the resource mailbox named RMB_123 from MyDomain.corp. The identifier
contains the distinguished name for the resource mailbox. If the recycle bin is enabled, the resource
mailbox is moved to the recycle bin. Otherwise, it is removed permanently.

Example 10-33 1

PS C.\ >Renpve- DRAResour ceMai | box -Donmain MyDom corp -ldentifier
"cn=RVB_123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the resource mailbox named RMB_123 from MyDomain.corp. The identifier
contains the distinguished name for the resource mailbox. If the recycle bin is enabled, the resource
mailbox is moved to the recycle bin. Otherwise, it is removed permanently.

Example 10-34 1

PS C.\ >Renpve- DRAResour ceMui | box - Domai n MyDom corp -1ldentifier
"cn=RMB_X, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p"

This example deletes the resource mailbox named RMB_X from the DRA recycle bin, removing it
permanently from Active Directory.

Restore-DRAResourceMailbox

Synopsis

Restores the specified resource mailbox from the recycle bin.
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Syntax

Rest or e- DRAResour ceMai | box - Domain <String> [-Domai nController <String>] [-
Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParanmeter>] [-Force <SwitchParaneter>]

[ <CommonPar anet er s>]

Description

The Restore-DRAResourceMailbox cmdlet will restore a previously deleted resource mailbox from
the recycle bin to its original container or to a new specified container. Supported formats for the
identifier are name, friendly name and distinguished name. If the full path is specified, it must point to

the recycle bin (NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>] false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The display name or

distinguished name of an existing

Active Directory object. When the

display name is specified, an

additional call to the DRA server

is needed to obtain the

distinguished name for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nmydonai n. corp
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host

service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer

running the DRA Rest Service.
The requested DRA operation will
execute on this server. If the
parameter is not specified, the
value defaults to ‘localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that occurs
when the REST service is bound
to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will perform
the delete without presenting the
confirmation request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see
about_CommonParameters
(http://go.microsoft.com/fwlink/
?LinkID=1132186).

NOTE: For more information, type "Get - Hel p Rest or e- DRAResour ceMui | box - det ai | ed". For
technical information, type "sGet - Hel p Rest or e- DRAResour ceMai | box -ful | ".

Example 10-35 1

PS C.\ >Rest or e- DRAResour ceMi | box -1ldentifier
"cn=MyRVB88, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Dormai n MyDom cor p

This example will restore a resource mailbox named MyRMB88 from the NetlQRecycleBin in
MyDom.corp. It will be restored to the container from which it was deleted.

Example 10-36 1

PS C.\ >Rest or e- DRAResour ceMi | box -1ldentifier
"cn=MyRVB88, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"
- Rest or eToCont ai ner " OU=TenpCon, DC=MyDonai n, DC=CORP" - donai n MyDonmai n. corp

This example will restore a resource mailbox named MyRMB88 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.
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