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About This Guide

Designer for Identity Manager can help you design, test, document, and deploy Identity Manager
solutions in a highly productive environment.

Newcomers can use wizards to build Identity Management solutions. Veterans and expert users can
bypass the wizards and interact directly at any level of detail. Use the following list to access the
information you need:

+ Chapter 1, “Installing Designer,” on page 17

+ Chapter 2, “Creating a Project,” on page 23

+ Chapter 3, “Creating a Model,” on page 29

+ Chapter 4, “Configuring Objects in Designer,” on page 85

+ Chapter 5, “Managing Identity Manager Versions,” on page 139

+ Chapter 6, “Managing Packages,” on page 147

+ Chapter 7, “Developing Packages,” on page 161

+ Chapter 8, “Managing the Schema,” on page 205

+ Chapter 9, “Managing the Flow of Data,” on page 241

+ Chapter 10, “Creating and Managing Policies,” on page 275

¢ Chapter 11, “Setting Up E-Mail Notification Templates,” on page 277

+ Chapter 12, “Importing into Designer,” on page 289

+ Chapter 13, “Documenting Projects,” on page 345

+ Chapter 14, “Using Entitlements,” on page 381

+ Chapter 15, “Scheduling Jobs,” on page 409

+ Chapter 16, “Deploying and Exporting,” on page 427

+ Chapter 17, “The Novell XML Editor,” on page 453

¢ Chapter 18, “Tools,” on page 465

+ Chapter 19, “Editing Icons for Drivers and Applications,” on page 501

+ Chapter 20, “Version Control,” on page 509

+ Chapter 21, “Setting Preferences,” on page 551

+ Chapter 22, “Troubleshooting Designer,” on page 595

+ Appendix A, “Modeler Operations,” on page 621

+ Appendix B, “Document Generator Core Support Templates,” on page 641
+ Appendix C, “Adding Applications and Drivers to the Palette,” on page 649
+ Appendix D, “Moving Data from Older Projects,” on page 673

+ Appendix E, “Version Control with Subversion and Identity Manager Designer,” on page 677

Audience
Designer for Identity Manager was created for the following audiences:

+ Enterprise IT developers
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*

Consultants

*

Sales engineers

*

Architects or system designers
+ System administrators

Designer is aimed at information technology professionals who:

+ Have a strong understanding of directories, databases, and the information environment
+ Act in the role of a designer or architect of identity-based solutions

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comment feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of the Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide,
visit the Identity Manager Web site (http://www.novell.com/documentation/idm402).

Additional Documentation

+ Understanding Designer for Identity Manager

+ |dentity Manager 4.0.2 Integrated Installation Guide

+ Understanding Policies for Identity Manager 4.0.2

+ Policies in Designer 4.0.2

+ Novell Credential Provisioning for Identity Manager 4.0.2
+ |dentity Manager 4.0.2 DTD Reference

+ |dentity Manager 4.0.2 driver guides (http://www.novell.com/documentation/idm402drivers/)

For more documentation concerning ldentity Manager 4.0.2, see the Identity Manager 4.0.2
Documentation Web site (http://www.novell.com/documentation/idm402/index.html).
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1.1.2

Installing Designer

¢ Section 1.1, “System Requirements,” on page 17

*

Section 1.2, “Installing Designer,” on page 20

*

Section 1.3, “Upgrading Designer,” on page 20

*

Section 1.4, “Using the Silent Install,” on page 21

*

Section 1.5, “Uninstalling Designer,” on page 22

System Requirements

Review the following system requirements before installing Designer.

¢ Section 1.1.1, “Hardware Requirements,” on page 17
+ Section 1.1.2, “Platform Requirements,” on page 17
+ Section 1.1.3, “Additional Software Requirements,” on page 19

Hardware Requirements

+ Minimum resolution is 1024 x 768. The recommended resolution for Designer is 1280 x 1024.

*

1024 MB RAM.
1 GB available disk space (recommended)

*

*

1 GHz processing speed

Platform Requirements

The following tables provide a list of the certified and supported platforms and virtualization systems

on which you can install Designer.

IMPORTANT: Certified platform means that the platform has been fully tested. Supported platform
means that the platform has not been tested, but is expected to be functional.

Table 1-1 Certified and Supported Platforms

Certified Platform Versions Supported Platforms

Notes

Windows Server 2003 SP2 (32-bit) Supported on later versions of
service packs

Windows Server 2008 SP2 (32-bit  Supported on later versions of
and 64-bit) service packs

Windows Server 2008 R2 SP1 (64- Supported on later versions of
bit) service packs

Only the 32-bit version is certified.

Both the 32-bit and 64-bit versions
are certified.

Only the 64-bit version of the
platform is available.

Installing Designer
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Certified Platform Versions

Supported Platforms

Notes

Windows XP Professional SP3 (32-
bit)

Windows 7 SP1 (32-bit and 64-bit)

openSUSE 10.3 (32-bit and 64-bit)

openSUSE 11.4 (32-bit and 64-bit)

SUSE Linux Enterprise Desktop 10
SP4 (32-bit and 64-bit)

SUSE Linux Enterprise Desktop 11
SP2 (32-bit and 64-bit)

SUSE Linux Enterprise Server 10
SP4 (32-bit and 64-bit)

SUSE Linux Enterprise Server 11
SP1, SP2 (32-bit and 64-bit)

Windows Vista Business (32-bit and
64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

SUSE Linux Enterprise Desktop 11
SP1 (32-bit and 64-bit)

Supported on later versions of
service packs

Supported on later versions of
service packs

Supported on later versions of
service packs

Both the 32-bit and 64-bit versions
are supported but not certified.

Only the 32-bit version is certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Internal browser will not work as
expected in OpenSuSE
11.4.Hence, it is recommended to
use external browser. To do so,
browse to Windows > Preferences
> General > Web Browser and
select Use external web browser.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are supported but not certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Both the 32-bit and 64-bit versions
are certified.

Table 1-2 Certified and Supported Virtualization Systems

Certified System Versions

Supported

Notes

Xen

Windows Server 2008 R2
Virtualization with Hyper-V

VMware ESX, ESXi 4.0, ESXi 5.0

All platforms listed in Table 1-1 and
supported by Xen.

All platforms listed in Table 1-1 and
supported by Hyper-V.

Supported on SLES 11 SP2 (64-bit)
as the guest operating system for
VMware and all the certified
platforms supported by VMWare
ESXin Table 1-1.

Xen is supported when the Xen
Virtual Machine is running SLES
10, SLES 11, or Windows 2008 R2
as the guest operating system in
paravirtualized mode and SLES 10
SP2. as the host operating system.
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Certified System Versions Supported Notes

VMware Workstation 6.5 Supported on SLES 11 SP1 as the
base operating system. The base
operating system can be any
system supported by VMware
workstation 6.5 and later. All the
certified platforms listed in Table 1-1
are supported by VMWare
workstation as the guest operating
system.

Additional Software Requirements

Designer requires the GNU gettext utilities in Linux environments.

When you install support packages for Designer, such as the NICI package, certain Linux core utilities

are needed. The GNU gettext utilities provide a framework for internationalized and multilingual
messages. Before installing Designer, make sure that you have installed this package. You can use
YaST to check for dependencies and installed packages.

In SUSE Linux Enterprise Server and SUSE Linux Enterprise Desktop 11 environments, Designer
requires version 1.9.2.24 - 2011110900 of the XULRunner runtime environment.

In openSUSE environments, Designer also requires all libraries from openSUSE.org (http://
www.opensuse.org/). Ensure you include the following libraries:

¢ bug-buddy
o gtk2 (32-bit)
¢ libgthread

IMPORTANT

+ If you are installing Designer on a 64-bit system, ensure that the 1ibgthread-2_ 0-0-32bit-
2.17.2+2.17.3+20080708+r7171-3.1.x86_64.rpm compat library is installed before starting
the Designer installation.

+ Designer requires the 32-bit version of the gtk2 RPM, even when you install Designer on a 64-
bit system.

You can install Designer in the following languages:

+ Brazilian Portuguese
¢ Dutch
+ French

+ German

*

Italian
+ Japanese

*

Simplified Chinese
¢ Spanish

*

Traditional Chinese

Installing Designer
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1.2

1.3

For more information about the languages supported by the Identity Manager installers, see
“Language Support for the Identity Manager Installers” section in the Identity Manager 4.0.2
Framework Installation Guide.

Installing Designer

Designer is installed through the Identity Manager integrated installer or you can install it separately.
Designer runs in an Eclipse environment.

For detailed instructions for the installation, see “Installing Identity Manager” in the Identity Manager
4.0.2 Integrated Installation Guide.

You can also install Designer without the integrated installer. For detailed instructions, see “Installing
Designer” in the Identity Manager 4.0.2 Framework Installation Guide.

IMPORTANT: For updating your JRE, you must note that JRE 1.6 versions up to update 23 ship with
CVE-2010-4476 security vulnerability (http://www.oracle.com/technetwork/topics/security/alert-cve-
2010-4476-305811.html). This security vulnerability has been addressed in JRE 1.6.0-24 version.
You must use the FPUpdater tool that Sun has recently released to update your JRE to JRE 1.6.0-24
version. The instructions for installing the latest JRE versions are available at the JRE Patch
Download Site (http://www.oracle.com/technetwork/java/javase/fpupdater-tool-readme-305936.html).

Upgrading Designer

To upgrade to Designer 4.0.2, follow the same procedure that is outlined in Section 1.2, “Installing
Designer,” on page 20. If you install Designer 4.0.2 in the same location as the earlier version of
Designer you see the Designer Found message, asking if you want to upgrade. Select Yes to delete
the older version of Designer and install Designer 4.0.2 in its place.

When upgrading to Designer 4.0.2, take note of three items:

+ Do not use Designer 2.1x workspaces for Designer 3.0 and above. Designer stores projects and
configuration information in a workspace and these are not compatible between Designer
versions.

In Designer 4, default workspaces are stored under the $UserProfile%\designer workspace
directory for Windows XP, the $UserProfile%\designer workspace directory for Windows
Vista and Windows 7, and the $HOME/designer workspace for Linux.

+ Import all Designer 2.1x projects into Designer 4.0.2. This runs the Project Converter Wizard,
making the projects compatible with Designer 4.0.2. Be sure the Copy project into the
workspace option is selected. For more information about the Project Converter, see
Section 18.1, “Converting Earlier Projects,” on page 465.

+ If you are running workflow provisioning and provisioning with roles, follow the installation or
upgrade procedures “Migrating the User Application Driver” in the Identity Manager 4.0.2: RBPM
and Reporting Migration Guide (https://www.netiq.com/documentation/idm402/migration/data/
buh2nsr.html).
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1.4 Using the Silent Install

You can use scripts to install Designer without user interaction. This feature is known as a silent
install.

To use the silent install, run the install program with -1 silent option. The option is the same
whether you install on Windows or Linux. For example:

¢ Windows: install.exe -i silent [-f Path\designerInstaller.properties]
¢ Linux: ./install -i silent [-f Path/designerInstaller.properties]
Configuring Silent Install Parameters

The -1 silent option uses the default parameter values in the installation. You can configure the
following installation parameters:

Parameter Description

USER_INSTALL DIR This parameter specifies the path to the location where
you want to install Designer. For example:

USER_INSTALL DIR=/home/user/designer

If you specify a path that does not end with the
designer directory, the Designer installer
automatically appends a designer directory.

SELECTED DESIGNER LOCALE This parameter specifies the locale in which you want
Designer to start after installation. You can specify the
following values:

¢ zh CN - Chinese Simplified
¢ zh TW - Chinese Traditional
¢ nl - Dutch

¢ en - English

¢ fr-French

* de - German

¢ it - ltalian

* ja - Japanese

¢ pt BR - Portuguese Brazil

¢ es - Spanish

To change the default parameter values, complete the following steps:
1 Download and unzip or unpack the Designer installation Kit.
2 Navigate to the following directory:

Location of unzipped Designer files/designer install/
designerInstaller.properties

3 Editthe designerInstaller.properties file and modify the values for the USER_INSTALL DIR
and SELECTED DESIGNER LOCALE parameters as necessary.

4 Save and close the designerInstaller.properties file.
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5 Enter one of the following commands:
¢ install -i silent -f Path\designerInstaller.properties (Linux)

¢ install -i silent -f Path/designerInstaller.properties (Windows)

1.5 Uninstalling Designer

+ “Uninstalling on Windows” on page 22

+ “Uninstalling on Linux” on page 22

Uninstalling on Windows

1 In the Control Panel, select Add/Remove Programs.
2 Click Designer for Identity Manager > Change/Remove > Uninstall > Yes.

To easily uninstall on English-language workstations, select Uninstall from the Start menu. For
example, on Windows, click Start > All Programs > Novell Designer for Identity Manager > Uninstall.
Uninstalling on Linux

1 Make sure that you have the correct privileges necessary to uninstall the application.
2 Run Uninstall Designer for Identity Manager.
This file is in [path you chose to install into] /designer/UninstallDesigner.
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Creating a Project

IMPORTANT: Projects created in Designer releases earlier than Designer 4.0.2 work in Designer
4.0.2 after they are converted. However, projects created in Designer 2 or 3 don’t work in Designer
1.1 or earlier releases.

+ Section 2.1, “When No Project Exists,” on page 23

+ Section 2.2, “When You Want to Create an Additional Project,” on page 24
+ Section 2.3, “When You Want to Import a Project,” on page 27

+ Section 2.4, “When You Want to Disable a Project,” on page 28

2.1 When No Project Exists

1 Make sure that the Designer perspective (in the upper right corner) is selected.

[ | g Designer
2 If you are just starting Designer and have no projects in the Project tab, you see the following
window:
[ Project &2 . o= outine| [F = — O
Projects @

There are currently no projects, Yaou can
creake or import projects by clicking the
links below,

E: Mew Identity Manager Projeck

Import a Projeck:
“T5 File Syskem
=i Idenkity Waulk

JD Version Contral
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3 Click New Identity Manager Project to launch the Identity Manager Project Wizard.

@ New Identity Manager Project

New Identity Manager Project @

Marme the project and choose a location,

Project MName: | |

Project contents
Ilse default

4 Name the project, then click Finish.

5 Select whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.

3 Import Packages

Import packages for project test' into the package
-t catalog. Packages must be imported before they
can be installed.

For more information about packages, see Chapter 6, “Managing Packages,” on page 147.

6 (Conditional) If you selected to import packages, choose the packages you want to import, then
click OK twice.

2.2 When You Want to Create an Additional Project

1 Right-click in the Project view pane, then click New > Identity Manager Project.
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Cutine
=-{ Blanston001

i System Model
& (= Desigrer
21 Blanstono 2

EI % (R e s

I [dentity Manager Project...

Open With

Import 4
| B Export Project

&9 Refresh

sl Copy Project..,
= Move...
Disable Project

Fename...

7 Check In..,
A Update. .

& Delete

arator

Fropertes

2 In the Identity Manager Project Wizard, name the project.
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@ New Identity Manager Project

New Identity Manager Project @

Mame the project and choose a location,

Project Mame: | Elanscnn1| |

Project conktents
Use default

Designer stores the project in a local directory. You specified this directory when you installed
Designer. Typically, this default directory is $UserProfile%\designer workspace for Windows
XP and $UserProfile%\designer workspace for Vista and Windows 7, and the $HOME/
designer workspace for Linux. To specify a different directory, deselect Use Default, then
browse to and select the desired directory.

WARNING: Earlier Designer workspaces are not compatible with Designer 3.0 and later.
Designer stores projects and configuration information in a workspace. These workspaces are
not compatible from one version of Designer to another. You need to point Designer 4.0.2 to a
new workspace, and not to a workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, you can import the projects into Designer
4.0.2 (File > Import > Project from File System). Be sure Copy project into the workspace is
selected. Importing the project runs the Converter Wizard, making the project compatible with
Designer 4.0.2 architecture and placing it under your designated Designer 4.0.2 workspace
directory (designer workspace by default).

3 Click Finish.

Select whether or not to import packages into the package catalog, then decide whether to allow
Designer to always import package updates.

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



2.3

@ Import Packages

Import packages for project test’ into the package
x.';./ catalog. Packages must be imported before they

can be installed.

For more information about packages, see Chapter 6, “Managing Packages,” on page 147.

5 (Conditional) If you selected to import packages, choose the packages you want to import, then

click OK twice.

The project is stored in a directory structure with the project name as the initial directory containing
files with a .proj and a .project extension. In this example, the project is stored in the
c:\Documents and Settings\Novell User\designer workspace\Blanstonl directory on a

Windows XP workstation.

Address ‘liﬁ C\Documents and SetingsiMNovel User\designer _workspaceBlanston 1

Folders X Mame Size
=] :J My ComplLiter - gaozulments
; o
e DRIVE_C (£ SToobox
= del = .project 1KE
) docsysx Blanston 1.cpraoj 1KB
=53 Docurments and Settings Blanston 1.proj 1KB

Type

File Folder
File Folder
File Folder
FROIECT File
CPRO] File
FROI File

The project name appears in the Project view. When you select the System Model icon under the

project name, Designer opens the Modeler (an editor) for the new project.

For information on saving a project, see “Section 18.1, “Converting Earlier Projects,” on page 465”.

When You Want to Import a Project

To import a project from an Identity Vault or from the File System, see Chapter 12, “Importing into

Designer,” on page 289.
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2.4 When You Want to Disable a Project

You can disable and enable projects from the Project view.

1 To disable a project, right-click a project in the Project view and select Disable Project.

SR anston00 1

B S New 4
=D open with "
=-1= Blans
el 5 Import 4
= 0| [T Export Project
=-1=F Blans

N &9 Refresh

=& D) [{3 copy Project...
Mowe, .,
Cisable Project

=R

= Rename...

i Check In...
=0 Blanz S Update...

i 5
Delete
== D X

== Properties

When a project is disabled, it is not accessible from any of the other views, including the Version
Control view, and the project is converted to a placeholder in the Project view.

LT BlanstonQo 1l
== Blanston02

2 To enable the project, right-click the project placeholder in the Project view and select Enable
Project. The project is again accessible in the other views.
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3 Creating a Model

The Designer Modeler lets you create and manipulate a model of your Identity Manager environment
within a Designer project.

+ Section 3.1, “Basic Tasks,” on page 29

+ Section 3.2, “Accessing the Modeler,” on page 30

+ Section 3.3, “Selecting a Modeling Mode,” on page 31

+ Section 3.4, “Working from the Palette,” on page 40

+ Section 3.5, “Creating a Driver,” on page 45

+ Section 3.6, “Copying and Pasting,” on page 46

¢ Section 3.7, “Moving ltems,” on page 50

+ Section 3.8, “In Line Editing,” on page 51

+ Section 3.9, “Tooltips and Toolbar,” on page 51

¢ Section 3.10, “Organizing by Domain Groups,” on page 52

¢ Section 3.11, “Connecting Applications,” on page 63

¢ Section 3.12, “Aligning and Laying Out Components,” on page 72

+ Section 3.13, “Editing Multiple Objects,” on page 80

+ Section 3.14, “Modeling Active Directory Domain Controllers,” on page 80

¢ Section 3.15, “Saving Your Model,” on page 83

3.1 Basic Tasks

You need to perform several basic tasks for creating a model after you have created a project.

1 In Designer, select a project.

If your project does not appear in the Modeler, open the Project view (Window > Show View >
Project), expand the project, then double-click System Model.

2 Drag an Identity Vault object from the palette to the Modeler.

When you create an Identity Vault or server in Designer 4.0.2, the default Identity Manager
engine version is 4.0.2. Designer assumes that the Identity Vault has 4.0.2 capabilities. You can
successfully deploy and run 4.0.2 projects only on Identity Manager 4.0.2 servers.

You can easily change the engine version by selecting a version from the Server DN field.
However, selecting earlier engine versions removes any later version capabilities and features
from within Designer.

Before you deploy a project, you must associate a server with the Identity Vault. You do this
through the ldentity Vault properties. See Section 4.3, “Configuring Identity Vaults,” on page 88.

You can add multiple Identity Vaults.
3 Configure a driver set.

Each Identity Vault contains a driver set. See Section 4.5, “Configuring Driver Sets,” on page 91.
4 Add applications.
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3.2

Drag applications from the palette to the Modeler view. See Section 4.20, “Configuring
Application Properties,” on page 133.

5 Create or configure drivers.

Driver connections are automatically drawn between the application and the driver set. See
Section 3.5, “Creating a Driver,” on page 45 or Section 4.7, “Configuring Drivers,” on page 99.

6 Develop and customize your model.

Develop according to what you planned in “Planning an Identity Project” in Understanding
Designer for Identity Manager.

7 Save your model (design).

Do one of the following:

+* From the main menu,
* From the main menu,

select File > Save (or Save All).
select File > Close > Yes.

+ Click the X in the Modeler’s tab, then select Yes.

Accessing the Modeler

The Modeler space is the main working area. It is an editor where you design projects. It is the main
workspace and primary means of interacting with Designer. All other editors, views, and dialog boxes
support and provide functionality for the Modeler.

Figure 3-1 Designer’'s Modeler
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File Edit “iew Project Lwe Model Tools ‘Window Help

iy EE # s L R (@ 7 | @ Desigrer |
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(8| @ = ‘ Modeler | _100%] Y @ |G paette b
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- H metaserver1l

= &7 driversetl
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; %) Publisher
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®-@ Group
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Group
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To get started, you create a project and drag items from the palette into the Modeler space. Then you
arrange and configure the items.

If the Modeler does not display:

1 Expand a project in the Project view.

=% Project = 7 /| — O

5| System Model
=|-[= Designer
== Documents
= Generated
== Toolbox
== DocumentGenerator
@ Shyles
+-1=F Enfaorcerl
+-1=F Projectz

If you haven't yet created a project, create one.
2 Double-click System Model.

3.3 Selecting a Modeling Mode

+ Section 3.3.1, “Developer Mode,” on page 33
+ Section 3.3.2, “Architect Mode,” on page 34
+ Section 3.3.3, “Dataflow Mode,” on page 38
¢ Section 3.3.4, “Table Mode,” on page 39

The Modeler has tabs along the bottom, so that you can switch among different modeling modes. The
modes have different advantages, depending on the task you're trying to do and the role that you are
acting in.

Figure 3-2 Modeler Modes

& Developer (2 Architect f‘* Crakaflowy Table

The modes are synchronized with each other with selection, data, and content. They are also
synchronized with the Outline view and Thumbnail view.

As you switch modes in the Modeler editor, the editor tab at the top displays the mode that you are in
as you switch modes, Designer also remembers and restores to the Modeler page you were last on
when you close and re-open a project. This helps you return to the last mode you were in.
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@ Preferences

itvpe Filker bext |

[+ General
[+ Help
= Movell
[#- Designer
[=)- Identity Manager
¢ - Configuration
- Document Generation
- Entitlements
- iManager
- Import/Deploy
ol 110 cleler
Policy Builder
i Sirmulation
[#- Prowisioning
- Wweb and ZML

&

By default, the theme preference is different for each mode. You can configure each theme
independently in the Modeler preferences:

1 Click Window > Preferences, then select Novell > Identity Manager > Modeler.

odeler im0

| Behaviors | Display | Guidance | Layauts || Pages | Prompts | Themes |
Developer: | Default vi
Architect: | Tucson Desert vl

[Restore Qefaults] [ Apply

[_ QK ] [ Cancel

]

] =

2 Click the Themes tab.
3 Select a theme, then click OK.
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Developer Mode

Figure 3-3 Developer Mode in Designer
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Use Developer mode to do all low-level operations with driver sets, drivers, policies, and applications.
This mode lets you manage all of the visual elements and configuration details that you need to fully
build and deploy an identity solution.

In Developer mode, the palette organizes the applications and systems into categories. You can
customize them to display as one alphabetical list by using the Modeler Preferences. See “Palette
Page” on page 577.

Working with Labels

Figure 3-4 An Application’s Label

By default in both Developer and Architect modes, labels appear under application icons in the
Modeler. They also appear above Identity Vaults in Architect mode.To configure these labels to not
appear, use the Modeler Preferences. See “Modeler” on page 574.
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3.3.2 Architect Mode

Figure 3-5 Architect Mode in Designer
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Use the Architect mode to work at a design level for your projects. Because the design level does not
show drivers, driver sets, or policies, you focus more on systems. This mode helps you do large-scale
design, which is more intuitive to architects and business strategists.

It is quite likely that you will start in this mode when you begin each project. You will probably spend
time putting together an accurate diagram of your enterprise as you consult with various people
throughout your organization. As you do so, you should capture key information on each system,
such as the owner, contact information, machine environment, software versions, and authentication
credentials. As you go through this process, you will also define your project requirements, start
thinking about your data, and capture that information in your project.

When the time is right, you can switch to the Developer mode and delve into the technical details of
building a working solution. Depending on the size of your project and the makeup of your team, you
could have architects and designers build high-level solutions with Designer in the Architect mode,
and then send the project to identity developers who understand the details of writing policies and
configuring systems. They can share the same project.
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In Architect mode, you can connect any design element with any other design element, application,
image, or ldentity Vault. The connecting lines enable you to express any relationship, making
Architect mode a general-purpose, high-level business model. The Architect-mode lines don’t display
when you switch to the Developer mode.

NOTE: When you add icons representing driver applications through the Architect mode, you need to
configure those drivers in the Developer mode. When you have added the necessary drivers and
switch to the Developer tab, right-click the line between the driver icon and the driver set, then select
Run Configuration Wizard.

The design elements have connectivity information tied to them. You can use design elements to
perform live operations or to remotely control other elements that are in your environment but are not
necessarily included in your Identity Manager infrastructure.

When using the Architect mode, you should be familiar with the following:

+ “The Palette in Architect Mode” on page 35
+ “High-Level Data Flows in Architect Mode” on page 36
+ “Tasks” on page 37

The Palette in Architect Mode

In Architect mode, the palette lists all applications in one folder and design elements in another folder.
The Architect Modeler view now contains all of the graphical modeling tools that are present in the
Developer Modeler view. This includes:

+ Rulers

¢ Snap-in guides

+ Alignment hints

+ Grid

+ Snap-in movement

The Graphics folder has an Image icon. When you drag this icon to the Modeler, Designer displays a
generic graphic:

Figure 3-6 The Image Icon

To edit the properties of this icon:

1 Right-click the icon, then select Properties.
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@ Properties for Image |:|@E]

|tvpe filker benct | Image -
Image
Canneckivity Marne: | Irnage |

Browse, .,

[Restu:ure QeFauItsl [ Apphy ]

(7 [ Ok, H Cancel l

2 In the Name field, replace Image with a caption.
3 Browse to and select a replacement graphic, then click OK.
You might need to reduce the size of the graphic before importing it.

After the image is in the Modeler, you can drag it, change it, connect lines to it, align or distribute it, or
delete it.

High-Level Data Flows in Architect Mode

To set data flows in Architect mode:

1 Right-click the line between an application and an Identity Vault.

2 Select Show Dataflow View.

3 Right-click the line again and select Dataflow.

4 Specify synchronization and notification events, then click OK.
This option is used the same way as in Developer mode except that in Architect mode, Designer
automatically configures all the details (schema, filters, and mapping policies) for you. You won't see

the Data Flow Wizard for these details. Before deployment, you can edit the details by using
Developer mode.
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Tasks

You can perform the following tasks in Architect mode:

¢ Straighten connections (edges). See Section 3.12, “Aligning and Laying Out Components,” on
page 72.

+ View Password Sync icons and edit synchronization. See Section 9.7, “Integrating Passwords,”
on page 272.

+ Auto-connect eDir-to-eDir.
+ When deleting the driver line, view a prompt to confirm drivers being deleted.
+ Display design elements in your model.

Open the Design Elements folder on the palette, drag design elements onto the Modeler, and
connect the design elements.

Figure 3-7 Items in the Design Elements Folder
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3.3.3

Dataflow Mode

Figure 3-8 Dataflow Mode
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The Dataflow mode launches the Dataflow editor, so that you can see all of the filters that control how
data flows between the managed systems and Identity Vaults. In the Dataflow editor, you can right-
click an eDir-to-eDir connection and have the option to remove the connection.

The Dataflow mode is synchronized with the Modeler and with the Outline view when you add, delete,

change, or synchronize objects. Also, you can see how passwords flow from each server. See

Chapter 9, “Managing the Flow of Data,” on page 241.

The Dataflow toolbar enables you to perform the following actions:

+ Deploy driver filters for all drivers in the Dataflow view.

+ Refresh the Dataflow view’'s Ul screen.

+ Save the current Dataflow view to an HTML file. You can select the directory where you want to

save the file.

+ Save all of the filtered views (Notify, Sync, Reset, Password Sync) to an HTML files. You can

select the directory where you want to save the files.

+ Go up and down to the Identity Vaults.

+ Create a new ldentity Vault.
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+ Add an application driver for a managed system.
+ Filter Identity Vaults and application drivers out of the Dataflow view.

The pull-down menu allows you to perform the following:

+ Expand all containers

¢ Collapse all containers

¢ Launch Dataflow preferences
+ Gethelp

The Architect and Modeler views contain the same pull-down menu with the same functionality.

Table Mode
Figure 3-9 Global Table Editor
15| *Project? - Table &3 @ SAP-HR. Filker =
Marne Type Conkainer Details L
@ SAP-HR. Application Modeler Workspace
eneric Loopback. Application Maodeler Workspace
LinuzcUIniz Application Maodeler Workspace
=] LDAP Directory Application Madeler Workspace
@ Delimited Text Application Modeler Workspace
".:_" Avava Application Modeler Workspace
E_; [Uzer Application Application Modeler Workspace
Ackive Directory Application Maodeler Workspace
@ Delirited Text 2 Application Madeler Workspace
@ Identity Vault 2 IdenkityYault Modeler Workspace Servers [1], Host 137.65.151.203, User adr
E' Peoplesoft3as Application Modeler Workspace
@ SAP-HR Application Modeler Workspace
Identity Vault 3 IdentityYault Maodeler Workspace Servers [1]
| Mew Resource IDMResource Mew Library Size: 0
Mew Mapping Table MappingTableR...  Mew Library Size: 158
% Peoplesoft363 Fiker Filker PeopleSoft363 Size: 1466
o Inpuk Transformation P...  ScriptPolicy PeopleSoft363 Sizer 1401
M= MappingRule MappingPolicy PeopleSoft363 Size: 2621 b
< >

Table mode provides a Global Table editor, which lists all design elements in the project. You can
scroll through this table to quickly scan essential information, such as the element’s type, the
container where the element resides, and details, such as an element’s size, or driver and server
information. You can efficiently find all items of a particular type and edit their settings.

To edit an entry in the table, double-click a line, or right-click a line and select Open With, then select
an editor. You can also right-click a line, select Open, and Designer launches the editor that has been
associated with the action. For example, drivers open their Properties page, and policies open in the
Policy Builder.

When you select an entry in the table, Designer synchronizes the selection with the Outline view, so
that you can view the selection’s container.

To sort the lists, click a column header.
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3.4 Working from the Palette

¢ Section 3.4.1, “About the Palette,” on page 40

+ Section 3.4.2, “Palette Operations,” on page 41

¢ Section 3.4.3, “Using Generic Applications,” on page 42

+ Section 3.4.4, “Fly-Out Palette,” on page 42

¢ Section 3.4.5, “Resizing the Palette,” on page 43

+ Section 3.4.6, “Docking the Palette,” on page 43

+ Section 3.4.7, “Arranging Folders and Applications,” on page 43
+ Section 3.4.8, “Changing the Layout,” on page 44

+ Section 3.4.9, “Keyboard Support for the Palette,” on page 45

3.4.1 About the Palette

Figure 3-10 Designer’s Palette
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The palette is the source of all of the items that you add into the Modeler. To build a model, do one of
the following:

+ Drag and drop items from the palette to the Modeler space. When you drag and drop an
application, it auto-connects to the closest driver set.

+ Click an item in the palette, then click in the Modeler space where you want the item to go.

3.4.2 Palette Operations

Table 3-1 Palette Operations in Designer

Operation Description

Connection Connects items in the Modeler space.

Identity Vault Places an Identity Vault in the Modeler space.

Driver Set Places an eDirectory Driver Set object in an Identity Vault. All

applications that you want to connect use a Driver Set object as
a hub between the two applications.

Domain Group Lets you group and organize items in the Modeler space.

Folders Applications are organized within folders or drawers. To open or
close a folder, click it. To hold the folder in place and make sure
that it does not fully collapse (even when you open other
folders), click the pin. When the Palette is full, unpinned folders
automatically close when you open another folder.

Applications The various applications that you can connect are grouped into
folders by type. You can drag and drop these applications to the
Modeler space and begin editing them. The Modeler
automatically adds a connecting line, which represents a driver.

Scrolling Arrows Small directional arrows. If a folder has many items, or if the
screen area is restricted, scrolling arrows appear. To scroll
through he contents of a folder, click the arrows.
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3.4.3

344

Using Generic Applications

Figure 3-11 The Generic App Option on the Palette
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Scenario: A Generic Application. Fridrik creates a project with his own items and graphics, in his
own version of Designer. He transfers the project to you, but you are using a different version of
Designer, which doesn’t understand those items. Your version renders the transferred objects as
Generic applications.

Fly-Out Palette

Figure 3-12 The Palette’s Control Arrow
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To hide the palette, click the small control arrow on the palette. The palette collapses.
To open the palette again and keep it open, click the arrow.

To temporarily open the palette again, hover the cursor over the collapsed palette, below the control
arrow. The palette quickly expands. This is fly-out mode.

To change the palette from fly-out mode, click the control arrow again. The state persists and is
restored the next time you run the application.
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3.4.6

3.4.7

Resizing the Palette
1 Click the palette’s thick border that faces the Modeler space.
2 Drag the line.
The size persists and is restored the next time you run the application.

Docking the Palette

To dock the palette on the left or right of the Modeler space:

1 Click the top palette header.
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A ——palette —
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[== Enkerprise

=% Identity Assurance
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[:= PE¥

[= Service

=% Tool

[= Provisioning

meds 00O L vE o

[

2 Drag the palette to the desired location.
The location persists and is restored the next time you run the application.

Arranging Folders and Applications

By default, applications are placed in folders.
To arrange applications alphabetically instead of in folders:

1 Click Window > Preferences > Novell > Identity Manager> Modeler > Palette.

4
@ Developer | [B) Architect | ?" Diataflow ‘ Table|
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@ Preferences

tvpe Filker bext Palette

zeneral
[=)- Designer For IDM
Configurakion

Developer-mode palette organization

() Arrange applications in Folders

Docurnent Generation (%) Arrange applications in an alphabetical list

Entitlements
iManager
Import/Deploy
Language
[=)- Modeler
Crakaflow
Palette
Palicy Builder

2 Select Arrange applications in alphabetical list, then click OK.

348 Changing the Layout

44

1 Right-click the palette.

1 Palette

[;g Select

r=1
1 Margquee

| Lawout Zolurnns

E[ Use Large Icons v List

Icons Cnly
Wl Settings...
J Details

|~ Database

2 Select Layout.
3 Select an option.

Setting Description

Layout: Columns Displays folders and applications in columns.
Layout: List Arranges folders and applications in a list.
Layout: Icons Only Removes descriptive labels.

Layout: Details Briefly describes palette items.
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3.5

Setting Description

Use Large Icons Toggles the size of icons used for applications.

Settings Enables you to set the layout and icon size in
one dialog box. Controls how folders (drawers)
behave.

Keyboard Support for the Palette

Table 3-2 Shortcut Keys for the Palette

Keystroke Description

Left-arrow Collapses an open folder. The focus must be on the folder, not
the application.

Right-arrow Opens a collapsed folder. Moves into an open folder.
Up-arrow Moves up to the next folder.
Down-arrow Moves down to the next folder.

Creating a Driver

Drivers connect the applications to the Identity Vault and provide the means for the data to
synchronize. To create a driver, select an application from the palette, then drag and drop it on the
Modeler. The application is connected to the closet driver set and the Driver Configuration Wizard
launches.

Figure 3-13 Driver Configuration Wizard
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The purpose of the Driver Configuration Wizard is to help you install drivers. In the past, that meant
walking through the import of a driver configuration file. Now, the Driver Configuration Wizard walks
you through installing packages or driver configuration files. However, only packages contain new
driver content. The driver configuration files are not updated from this point on.

To create a driver with packages, select the available base package listed. If there are no packages
listed, then the packages are not imported into the package catalog. For more information about
importing and installing packages, see Section 6.2, “Installing or Upgrading Packages,” on page 151.

To create a driver with a driver configuration file, click Import Driver Configuration. All of the driver
configurations files for the version of your Identity Manager server are listed. For more information

about importing a driver configuration file, see Section 12.4, “Importing a Driver Configuration File,”
on page 318.

3.6 Copying and Pasting

¢ Section 3.6.1, “Copying Applications,” on page 46
+ Section 3.6.2, “Copying a Driver Set,” on page 47
+ Section 3.6.3, “Copying an Identity Vault,” on page 48

*

Section 3.6.4, “Copying a Domain Group,” on page 49

*

Section 3.6.5, “Copying between Editors,” on page 49

3.6.1 Copying Applications

Figure 3-14 Applications to Copy

You can copy and paste the following items within the same editor or to another editor:

+ Applications, including custom applications
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Disconnected applications
+ Driver icons

1 Select an application or driver icon.
2 Press Ctrl+C, then Ctrl+V.

The copy and paste operations are also accessible from the Clipboard context menu. (Currently, they
aren’t accessible from the main menus.)

When you copy an application in the same editor, Designer copies all of the application’s attributes,
and copies all sub-elements. Therefore, all drivers that the application is connected to are copied,
and all policies that the drivers contain are also copied. The new application connects to the same
driver sets that the previous application connected to.

To copy an application to a different driver set (in the same editor or in another editor):

1 Select the application.

2 Press Ctrl+C.

3 Select the target driver set that the application connects to.
4 Press Ctrl+V.

If you copy and paste an application without selecting a target driver set, Designer makes a copy and
connects it to the current driver set.

You can select multiple applications and then copy and paste them.

3.6.2 Copying a Driver Set

Figure 3-15 Driver Sets
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3.6.3

You can copy and paste driver sets within the same Identity Vault or to another Identity Vault in the
same editor or in another editor.

1 Select a driver set.

2 Press Ctrl+C, then Ctrl+V.
When you copy a driver set in the same editor, Designer copies all of the attributes of the driver set,
including the following:

+ All drivers that the driver set is connected to

+ All policies that the drivers contain

+ All target applications

To copy to a different editor:

1 Select a driver set.
2 Press Ctrl+C.

3 Select the target Identity Vault in the other Modeler editor where you want the driver set to be
copied to.

4 Press Ctrl+V.

By default, the new driver set is created in the same Identity Vault as the one that it was copied from.
However, if you select another Identity Vault, the driver set is copied there.

After you copy and paste, you might need to move the pasted objects to a better location so that they
don’t cover up an existing object. To do this, leave the objects selected after you paste them, then
move them. Or, use the following procedure to easily select objects:

1 Right-click a driver set.

2 Click Select All Connected Applications.

3 Move one of the selected applications.

All connected applications move together.

When you copy a driver set, it has the same settings, except for the selected servers, which are
blank. This exception occurs because the Identity Manager engine does not allow more than one
driver set on an Identity Vault to be associated with the same server. Therefore, you need to set up

the servers for the new driver set. If you copy an Identity Vault, Designer copies the driver sets. The
new driver set has the same server settings set up for you.

You can select multiple driver sets and then copy and paste them. To copy and paste multi-driver
connections, you must copy the driver set or Identity Vault that contains them. In Designer 2.0, if you
copy the application that has a multi-driver connection, the application and only one of its drivers are
copied.

Copying an Identity Vault

You can copy and paste Identity Vaults within the same editor, to another editor in the same Modeler
space, or in a specific Domain Group.

1 Select an Identity Vault.

2 Press Ctrl+C.

3 Select nothing or select the target Domain Group (in the same editor or another) where you want
the Identity Vault to be copied to.
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3.6.5

If you select nothing, the new Identity Vault is copied to the right of the previous Identity Vault in
the current editor.

4 Press Ctrl+V.

The new Identity Vault appears to the right of the previous Identity Vault and is the same size as the
one that it is being copied from.

When you copy an Identity Vault, Designer copies all of the elements of the Identity Vault. The
elements include servers, e-mail templates, driver sets, and connected applications.

You can select multiple Identity Vaults and then copy and paste them.

Copying a Domain Group

You can copy and paste Domain Groups within the same editor, to another editor in the same
Modeler space, or in a specific Domain Group.

1 Select a Domain Group.
2 Press Citrl+C.
3 Select the location for the new Domain Group.

If you select nothing, the new Domain Group is copied to the right of the previous Domain Group
in the current editor.

4 Press Ctrl+V.

The new Domain Group appears to the right of the previous Domain Group, and is the same size as
the one it was copied from.

When you copy a Domain Group in the same editor, Designer copies all of the attributes of the
Domain Group. However, Designer doesn’t copy all sub-elements.

You can select multiple Domain Groups and then copy and paste them.

Copying between Editors

To easily copy and paste between two editors:

1 Using the Project view, open two projects.
One project is active. The second project’s tab displays at the top of the Modeler.
2 Close the palette by clicking the control arrow on the palette’s title bar.

[ Palette — 1|

........................................ -

3 Click the second project’s tab and drag it to the Modeler’s right border.

The tab changes to a folder icon until it arrives near the border, where the folder changes to an
arrow.

4 Release the mouse button.
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3.7 Moving ltems
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After an item is in the Modeler space, you can move it by dragging it to a new location. The Modeler

prevents you from placing objects where they don't belong. For example, you cannot move a driver

set out of an Identity Vault to the Modeling space, or drop an application inside of an Identity Vault.
You can always drag objects into a Domain Group, or drag a driver set from one vault into another.

If you drag a driver set into an Identity Vault, the Identity Vault automatically grows or shrinks to fit the
driver set, so you don't need to manually resize the vault. This behavior can be turned on or off in

Preferences. See “Modeler” on page 574.
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Figure 3-16 Example Driver Sets in an Expanded Identity Vault
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3.8 In Line Editing

Figure 3-17 An In Line Edit
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To edit the names of objects, do one of the following:

+ Select the item, press F2, then edit the label.
+ Double-click the item, then edit the Name field.

You can do an in line edit for any type of item in the Modeler, including the driver lines.

3.9 Tooltips and Toolbar

As you mouse over objects in the Modeler, a tooltip appears with the name of the object.
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Figure 3-18 A Tooltip
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The Modeler also provides a toolbar.

Figure 3-19 The Modeler Toolbar
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The Modeler toolbar enables you to quickly find often-used features:

+ Search

+ Find a driver’s status (also available from the Live menu when you select a driver set or Identity
Vault)

+ Start, stop, or restart a driver (also available from the Live menu when you select a driver set or
Identity Vault)

¢ Clear all items
¢ Save a snapshot of the model

The drop-down menu allows you to perform the following:

+ Expand all containers

¢ Collapse all containers

+ Launch Modeler preferences

+ View demos on how to use the Designer
+ Get help

The Architect and Dataflow views contain the same drop-down menu with the same functionality.

3.10 Organizing by Domain Groups

¢ Section 3.10.1, “About Domain Groups,” on page 53
¢ Section 3.10.2, “Key Features,” on page 54
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¢ Section 3.10.3, “Creating a Domain Group,” on page 55

¢ Section 3.10.4, “Minimizing (Collapsing) Domain Groups,” on page 57
¢ Section 3.10.5, “Restoring Domain Groups,” on page 58

+ Section 3.10.6, “Maximizing Domain Groups,” on page 58

¢ Section 3.10.7, “Using a List View of Domain Groups,” on page 58

+ Section 3.10.8, “Auto-Placement of Neighbors,” on page 59

¢ Section 3.10.9, “Grouping into a New Domain Group,” on page 59

¢ Section 3.10.10, “Ungrouping a Domain Group,” on page 61

¢ Section 3.10.11, “Clearing Contents,” on page 62

¢ Section 3.10.12, “Changing a Domain Group Icon,” on page 62

¢ Section 3.10.13, “Keyboard Support for Domain Groups,” on page 63

3.10.1 About Domain Groups

Figure 3-20 The Domain Group Option on the Palette
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Domain Groups enable you to organize your model into logical groupings that help to keep your
diagram clean. Domain Groups have no technical function, and they have no impact on how items
and relationships are stored in the Identity Vault. This option is just a tool to help you better organize
and view items in the Modeler.

Using Domain Groups is the key to modeling your entire enterprise, no matter how large it is. You can
create a model that is manageable, useful, and logical, according to how you want to organize and
diagram your enterprise.
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Figure 3-21 A Domain Group in the Modeler

¥t Human Resources

nkiky Waulk 3

IIu-'.F' Direckory

¥ =
AD"

aeneric App

Mokes Mokes

3.10.2 Key Features

*

Change a group name through the Properties view.
Drag and drop items in and out of groups.
Minimize or restore groups.

Move everything in a group.

Remove everything in a group.

Nest groups within groups (no limit).

Resize groups. A minimum size is enforced.
Ungroup. Remove the group but leave the children.
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Creating a Domain Group
1 Drag and drop a Domain Group from the palette to the Modeler space.
2 Organize items inside Domain Group items.

To add another Domain Group, drag and drop one from the palette.

To add an Identity Vault, do one of the following:

+ Drag an Identity Vault from the palette.
+ Right-click in the Domain Group, then select New > Add Identity Vault.

The Add Server to Identity Vault dialog box appears. If you select Specify a Server, Designer
provides a dialog box that enables you to select an eDirectory server or specify a server
manually.

To add a driver set:

1 Right-click inside an Identity Vault.
2 Select Add Driver Set.

To add an application:

1 Right-click a Driver Set object.
2 Select Add Connected Application.

The application is added to the right of the right-most connected application. If this is the first
application, it is placed under the driver set.

The application defaults to a generic application type. To change the type:

1 Right-click the application, then select Properties.
2 Select a different application, then click OK.

When you add selected items to a Domain Group, the Domain Group expands.

Creating a Model
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Figure 3-22 A Domain Group
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If you move an item to the edge of the Domain Group, the boundaries expand, so that the items
remain inside the Domain Group. You can drag an item from the Domain Group to remove it from the

group.

You can have nested domains. If you expand a nested domain, the outer (hosting) domain
automatically increases in size. You aren’t required to manually resize parent domains. By expanding,
the hosting domain displays the nested domain, so that the nested domain isn’t cut off.
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3.10.4 Minimizing (Collapsing) Domain Groups

To minimize a Domain Group, click the Minimize = icon. When a Domain Group is minimized, it
defaults to a random icon. You can use Properties to change the icon. (See “Changing a Domain
Group Icon” on page 62.) The icon and minimized state of the group are saved in the Project file.

When a group is minimized, you can’t see its contents, nor can you drag new items into the group.
However, you can move, rename, or delete it.

When you minimize a group, lines that were connected to items in the group now connect to the
group. This functionality enables you to see that there is a relationship with items in the group and
items outside the group. Depending on your objects, their relationships, and state of other related
groups, multiple lines might collapse into one line.

Figure 3-23 A Collapsed Group

i

Lirz

When you expand the group, the lines are moved back to the actual items they connect with. This
functionality works for any level of nesting of groups.
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3.10.6

3.10.7

Restoring Domain Groups

To restore the Domain Group to its original size, click the Restore g icon.

Maximizing Domain Groups

To maximize a Domain Group, click the Maximize @8 icon. The group expands to a much larger size.
To return it to the original size, click the Restore icon.

You can maximize only first-level groups. For inner groups, the Maximize function is disabled.

Using a List View of Domain Groups

To open a Domain Group in a list view, click the List View = icon. The group lists the applications in a
list format. To return it to the original size, click the Restore icon.

Figure 3-24 List View of a Domain Group

List view of Domain Groups shows only connections of the selected application while the connections
of other applications are hidden. You cannot add or delete additional applications in the list view. To
perform any operation, right-click the corresponding driver connector.

List view of Domain Groups does not support nesting of Domain Groups or Identity Vaults within a
Domain Group. Attempting nesting of Domain Groups or Identity Vaults results in a warning message.
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3.10.9

Figure 3-25 Warning Message
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Auto-Placement of Neighbors

To push or pull the neighboring items when you expand or contract Domain Groups, hold down the
Ctrl key while you expand or contract the Domain Group. Any item that is to the right or below a
Domain Group is affected.

Grouping into a New Domain Group
1 In the Modeler, select multiple items.
2 Right-click, then select Add to Group.

The Modeler creates a new Domain Group and adds those items, preserving their relative spacing to
each other. This process removes the items from wherever they previously existed and places them
in the proper area in the new group.

The following figure illustrates two Applications that have been added to a new Domain Group and
removed from their previous groups.
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Figure 3-26 Grouping into a New Domain Group
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3.10.10

Ungrouping a Domain Group

Figure 3-27 Ungrouping a Domain Group
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To ungroup a Domain Group, right-click it, then select Ungroup.

This process removes the Domain Group but leaves all contents where they are, so that they won't
be deleted. This is just a way to ungroup the items. Depending on what level you are in the Modeler,
the ungrouped items are automatically added to the host group or to the main Modeling space.
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3.10.11 Clearing Contents

Figure 3-28 Clear All Iltems
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To remove all contents from the Modeler, click Model, then select Clear All Items.

To remove all contents from a Domain Group, right-click, then select Clear Domain Contents.

Designer prompts you before clearing the Modeler space.

3.10.12 Changing a Domain Group Icon
1 Right-click a Group Domain item in the Modeler, then select Properties.
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3.10.13

3.11

Domain Group
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2 Browse to and select an image (for example, finance.png).

Icons for Domain Group components reside in the Group directory in the Modeler plug-in
directory. By default, Designer opens the Group directory.

Designer supports .GIF, .JPEG, .PNG, and Windows .BMP formats. You can add your own icons
to the Group directory.

3 Click Open, then click OK.
The minimized 16x16 version of the image also now appears in the Domain Group title bar.

As you add Domain Group items, Designer randomly assigns icons from the Group directory to the
new Domain Group.

Keyboard Support for Domain Groups

Table 3-3 Shortcut Keys for Domain Groups

Keystroke Description

Alt+Down-arrow Navigates into a Domain Group
Alt+Up-arrow Navigates out of a Domain Group
Delete Deletes the selected items

Connecting Applications

+ Section 3.11.1, “Automatic Connections,” on page 64
+ Section 3.11.2, “Connection Target Highlights,” on page 64
¢ Section 3.11.3, “Automatically Creating Objects,” on page 65
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3.11.2

+ Section 3.11.4, “Auto Redraw,” on page 65

¢ Section 3.11.5, “Manually Connecting,” on page 66

¢ Section 3.11.6, “eDir-to-eDir Connections,” on page 66

¢ Section 3.11.7, “Multiple Driver Connections,” on page 67

+ Section 3.11.8, “Straightening Connections,” on page 68

+ Section 3.11.9, “Reconnecting,” on page 70

+ Section 3.11.10, “Driver Icons,” on page 70

¢ Section 3.11.11, “Selected Drivers,” on page 71

+ Section 3.11.12, “Auto-Layout of Imported Objects,” on page 71

+ Section 3.11.13, “Keyboard Support for Connections,” on page 72

Automatic Connections

When you drag an application into the Modeler space, and the Modeler contains a driver set,
Designer automatically draws a connecting line between the Driver Set object and the application.

When you use the palette’s Connection function to connect an application to an Identity Vault, you
can begin or end your driver line at the Identity Vault. The line automatically connects to a driver set in
an Identity Vault.

If the Identity Vault contains more than one driver set, the Connection function connects the driver line
to the first driver set. This functionality also works for multi-driver connections.

All multi-driver driver lines are bendable. You can lay them out so that the lines don’t overlap at any
angle. Also, you can reconnect multi-driver connections.

If an Identity Vault has multi-driver connections in a Domain Group and you minimize that Domain
Group, a single collapsed line represents all of the multi-driver connections.

Connection Target Highlights

When you drag an application across the Modeler space, the closest Identity Vault and closest driver
set in that Identity Vault are highlighted. The highlights indicate the item that the application will
connect with when you drop the application.
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Figure 3-29 Connected Objects
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3.11.3 Automatically Creating Objects

If you drop an application into the Modeler space, and that space has no ldentity Vaults, Designer
automatically creates an Identity Vault.

If you add a driver application in the Modeler by right-clicking in the Modeler, then selecting New >
Application, the driver application is now added at the place where you right-clicked. This makes it
easier to locate items in the view.

3.11.4 Auto Redraw

If you move items, lines are automatically redrawn.
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3.11.6

Manually Connecting

To manually connect an application to a driver set:

1 Click Connection in the palette.
2 Draw a line between the application and the driver set.

To reconnect an application, select the driver line, then drag one end of the line to another driver set
or application.

The drag gesture gravitates the line towards the nearest connectable point. This functionality helps
you know what you can connect to and where you can connect the item. If you try to connect to
something that isn't allowed, the cursor usually indicates so, or nothing happens when you drop the
item.

eDir-to-eDir Connections

Figure 3-30 eDir-to-eDir Connections

An eDir-to-eDir connection is a special type of connection. It is used frequently in Identity Manager
environments. This connection is a way to configure two eDirectory drivers to communicate directly
with each other. (No other drivers are able to communicate directly with any other type of driver.) This
type of connection is most commonly used for synchronizing a local directory tree with a
Metadirectory Identity Vault.
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To create an eDir-to-eDir connection, do one of the following:

+ Drag a line between two Identity Vaults

+ Drag a line between two driver sets

When you connect a line between two eDirectory applications, the line automatically turns into an
eDir-to-eDir connection. See the illustration in Section 9.2.6, “Viewing an eDir-to-eDir Driver,” on
page 258.

To disconnect an eDir-to-eDir connection, right-click an eDir item, then select Disconnect eDir-to-
eDir. Designer creates two new eDirectory applications and redirects each driver to its respective
application. A new driver is not created. No data is lost. Designer keeps the same drivers.

If you delete one side of an eDir-to-eDir connection, Designer converts the remaining half into a
regular driver connection to an eDirectory application.

Multiple Driver Connections

To connect more than one driver from a driver set to an application:

1 Select Connection in the palette.
2 Connect the driver set and the application again and again.

Each time you connect, a new line is added. All lines are bendable, so that the lines don't overlap. To

get the model to look optimal, you probably need to move the application slightly from its default
position.

You can also connect more than one driver to a single application. This actually causes the

application to act as a hub. Each driver can connect to and authenticate to the application or system

the same or differently, depending on your needs. Each driver can access the same part of the

application or system or different parts (for example, different tables in a database). The Modeler lets

you diagram a layout according to your needs.
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Figure 3-31 Multi-Driver Connections
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3.11.8 Straightening Connections

To straighten connecting lines:

1 Press Cirl, then select one or more items in the Modeler.
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2 Right-click, then select Straighten Connections.

What is straightened depends on what you select:

Table 3-4 Straightened Connections

Selected ltem

What Is Straightened

A driver
An application

An |dentity Vault

A Domain Group

A project (selected by clicking the Modeler’'s
background)

That driver’s line
The connecting driver’s line

All lines that originate from that driver set in that
Identity Vault

Everything in the Domain Group

Everything in that project

Lines are straightened only if they are less than 20 pixels from a north, west, south, or east alignment.
The intent of this operation is to quickly nudge lines that are almost straight, so that they become

perfectly straight.
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3.11.9

3.11.10

This nudging removes the tedium of meticulously dragging items into perfect alignment and being
concerned with the pixels. If a line isn’t almost straight, it is left alone. In fact, the Straighten
Connection operation is disabled unless the selected items qualify to be straightened. If some of the
selected items qualify but others don't, the operation is still enabled, but only eligible lines are
straightened.

Reconnecting

To reconnect components, do one of the following:

+ Drag the end of a line (driver) from one application to another.
+ Drag the end of a line (driver) from one driver set to another.

Driver Icons

Table 3-5 Driver Icons

Icon Description

1\3 A driver. The entire line between a driver set object and an
: application represents a driver.

A remote driver.
&

A firewall. Indicates that the driver is communicating across a
E firewall.

The following figure illustrates these icons.
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Figure 3-32 Driver Icons
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To see, turn on, or turn off driver icons:

1 Right-click a driver line.
2 Select an option (for example, Mark as Firewall) to turn on or turn off.

3.11.11 Selected Drivers

As you move the mouse over a driver, the line thickens so that it is more obvious. You can click and
interact with this line.

3.11.12 Auto-Layout of Imported Objects

When you import objects from the directory, they are automatically laid out, connected with lines, and
assigned an icon that matches objects and relationships as closely as possible.

For example, if you import a Driver Set object, Designer imports all of the drivers and connects them
with lines. Also, each driver points to an application icon. Application icons include the following:
+ The exact Application icon (for example, Avaya or PeopleSoft)
+ The image stored on the driver
The image is embedded in a square application icon.
+ A generic application icon
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3.11.13

3.12

If no image is stored on the driver, Designer supplies an icon for one of the following
applications:

+ Generic

+ JDBC

+ LDAP

¢ Delimited Text

The auto-layout mechanism uses the layout topology that you have selected. The default is Fan
Out - Bottom. You can customize this setting in Preferences. See “Modeler” on page 574.

Keyboard Support for Connections

Table 3-6 Shortcut Keys for Connections

Keystroke Description
/ Navigates to the item’s next connection
\ Navigates to the item’s previous connection

Aligning and Laying Out Components

¢ Section 3.12.1, “Alignment Hints,” on page 73

+ Section 3.12.2, “Using Rulers,” on page 74

¢ Section 3.12.3, “Using a Grid,” on page 76

+ Section 3.12.4, “Distributing Applications,” on page 78

¢ Section 3.12.5, “Auto-Layouts,” on page 78

+ Section 3.12.6, “Layouts to Use for Imports,” on page 79

Alignments place objects in the same horizontal or vertical plane. Alignments help you see
relationships in your model. You can align or attach items to the left, center, or right of alignment
guides.

When you move the guide, attached items move with it, staying attached in the same relative
positions.

To align components:

1 Press Ctrl, then select more than one item.
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2 Right-click, then select Align.

3 Select an alignment option.

You can also attach an item by dragging it to a guide. After you wait a moment, the guide line is
highlighted, indicating that the item is attached.You can align within the same group but not across
groups.

Guides that you set up are restored the next time that you run Designer. You don't need to re-create
them.

Also, the alignments and attachments (left, center, or right) are stored in the project on a per-item
basis, so that they are also restored.

3.12.1 Alignment Hints

Click View > Alignment Hints to automatically show horizontal and vertical “hint” lines as you drag
items into vertical or horizontal alignment with neighboring items.
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Figure 3-33 Alignment Hints
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The Alignment Hints feature is off by default. To turn it on, click View > Alignment Hints.

3.12.2 Using Rulers

74

To turn on the horizontal and vertical rulers:

1 Click the Modeler space to make it active.
2 Click View > Rulers.

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



Mudelerl 1DD%| Eﬂa DO F @ <

| | il . Al 00 . &00 |

=

100

] . ! | ™,
& oo WA RN

N

il
) SblrEto - O ey
I xch: -4_ ! % MySo LD&P Direct
»

Exchange 5_5 JDBC 31.5

3IF

200

To create a guide (line), click either ruler.
To anchor items to a guide, drag the items in the model to the line.

To simultaneously move all anchored items, drag the line.
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3.12.3

Using a Grid

Figure 3-34 The Modeler’s Grid
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When the grid is on, the snap-to-grid functionality is on.
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To turn grid lines on and off:

1 Click the Modeler, so that the Modeler is the active view.
2 Click View > Grid.

To coerce objects to not align with the grid, temporarily turn off snap-to-grid by holding down the Alt
key. (Linux doesn't support this functionality.)

To constrain items to north-south or east-west coordinates, press Shift while dragging the items.

To change the grid size:

1 Click Window > Preferences > Novell > Identity Manager > Modeler > Display.

@ preferences

|I:':.f|:|e Filker ket | Modeler
General e
= Designer for IDM M Display |Guiu:|ann:e Layouts | Pages | Prampts | Themes
Zonfiguration Shaw labels by applications and Identity Yaults (Architect mode)

Docurment Generakion

Entitlements Showe driver icons in Developer mode

iManager Show passward icons in Developer mode

Impart{Deploy Auto-expand Identity Yaolts tao fit conkents

Language

Maodeler Auto-shrink Identity Waults to fit contents
Dataflow [ Auto-size Tdentity Yaults to it their bitles
Palette

Palicy Builder
Project Checker
Scherma

(rid Width: | 50

2 Type a value in the Grid Width field.
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3.12.4 Distributing Applications

Figure 3-35 Distributing Applications
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To equally distribute (space) applications horizontally or vertically:

1 Press Ctrl, then select three or more items.
2 Right-click, then select Distribute.
3 Select a distribution (for example, Vertical).

3.125 Auto-Layouts

Designer ships with a number of predefined layout topologies: circle, half-circle, star, box, and
different fan-out layouts.
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Figure 3-36 A Half-Circle Layout
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These layouts are set on a per-driver-set basis. Therefore, each driver set can have its own layout.
To select a layout:

1 Right-click a driver set, then select Arrange Applications.
2 Select an arrangement (for example, Fan Out - Left).
If your model has an incorrect layout, the layout options are dimmed.

After you set a layout, applications that you connect will automatically snap into that layout. Certain
connected objects (for example, multi-driver connections, eDir-to-eDir connections, and applications
that are connected but reside in a different Domain Group) are ignored. They aren’t included in the
layout, and they don't disturb it.

An option on the Arrange Applications submenu on the Modeler’s context menu enables you to
expand or contract the layout arrangement. This option makes all spokes of the layout longer or
shorter when you drag a slider.

3.12.6 Layouts to Use for Imports

To specify what layout to use on new driver sets that you import:

1 Select Window > Preferences > Novell > Identity Manager.
2 Click Modeler > Layouts.
3 Select an arrangement (for example, Half Circle), then click OK.
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3.13 Editing Multiple Objects

You can open multiple objects and edit them at the same time. These objects must be of the same
type (for example, policies).

To find out whether you can edit an object, right-click it. If Edit displays among the menu items, you
can edit that object.

1 In the Outline view, expand the project that contains the objects that you want to edit.
2 Select the objects.
3 Right-click, then select Edit.
4 Edit the objects.
You can copy and paste from one editor to another. Data must be of the same type.

3.14 Modeling Active Directory Domain Controllers

¢ Section 3.14.1, “Configuring a Connection,” on page 80
+ Section 3.14.2, “Discovering Controllers,” on page 81
+ Section 3.14.3, “Information about Domain Controllers,” on page 82

3.14.1 Configuring a Connection

You can configure an LDAP connection to an Active Directory system so that you can discover its
domain controllers.

1 Right-click the Active Directory application, then select Properties > Connectivity.
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2 Complete the LDAP authentication information.

As you tab from the Host field to the User field, Designer automatically builds a full user context.
You can modify this context.

3.14.2 Discovering Controllers

1 Right-click the Active Directory application.
2 Select Discover Domain Controllers.
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If Designer finds any controllers, it lays them out and expands the Active Directory application as
a container.

3.14.3 Information about Domain Controllers

Information about each controller is loaded into the Modeler. To view this information, edit the Domain
Controller object and select the AD Domain page.
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3.15

Figure 3-37 The AD Domain Page
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If the LDAP connection information is filled out, you can reread the information from that system by
clicking the Refresh icon.

Saving Your Model

To save your model, do one of the following:

+ From the main menu, select File > Save (or Save All).
+ From the main menu, select File > Close > Yes.
+ Click the X in the Modeler’s tab, then select Yes.

For more information, see “The Project View” in Understanding Designer for Identity Manager.
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4 Configuring Objects in Designer

Designer allows you to easily view, configure, and modify settings for Identity Vaults, driver sets,
drivers, and managed systems.

+ Section 4.1, “Viewing Object Properties,” on page 85

¢ Section 4.2, “Configuring a Domain Group,” on page 88

+ Section 4.3, “Configuring Identity Vaults,” on page 88

+ Section 4.4, “Configuring Servers,” on page 91

+ Section 4.5, “Configuring Driver Sets,” on page 91

+ Section 4.6, “Configuring Libraries,” on page 98

+ Section 4.7, “Configuring Drivers,” on page 99

+ Section 4.8, “Configuring Policies,” on page 122

+ Section 4.9, “Configuring Resource Objects,” on page 123

¢ Section 4.10, “Configuring Categories,” on page 123

¢ Section 4.11, “Configuring Groups,” on page 123

¢ Section 4.12, “Configuring Packages,” on page 123

+ Section 4.13, “Configuring Package Content,” on page 127

¢ Section 4.14, “Configuring Prompts,” on page 128

+ Section 4.15, “Configuring Global Configuration Objects,” on page 129

¢ Section 4.16, “Configuring Jobs,” on page 130

+ Section 4.17, “Configuring ID Policy Containers,” on page 131

¢ Section 4.18, “Configuring ID Policies,” on page 131

+ Section 4.19, “Configuring a Notification Template,” on page 133

+ Section 4.20, “Configuring Application Properties,” on page 133

¢ Section 4.21, “Adding Prompts to a Driver Configuration File,” on page 137

+ Section 4.22, “Synchronizing Passwords,” on page 138

4.1 Viewing Object Properties

To quickly view or edit properties of items (for example, an Identity Vault or a driver), you can use the
Properties view or a Properties dialog box.

¢ Section 4.1.1, “Properties View,” on page 85
+ Section 4.1.2, “Properties Dialog Box,” on page 86

+ Section 4.1.3, “Operations Relating to Properties,” on page 87

4.1.1 Properties View

If the Properties view is open when you select an item in the Modeler, information about that item
displays in the Properties view. You can then quickly view or edit information.
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Figure 4-1 The Properties View
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To open the Properties view, click Window > Show View > Other > General > Properties. For
additional information, see “The Properties View” in Understanding Designer for Identity Manager.

4.1.2 Properties Dialog Box

The list of property pages in the Properties dialog box is organized alphabetically across Designer
with the exception of the General page, similar to that of Eclipse.

To view or edit properties of items:

1 Open the Properties dialog box by doing one of the following:
+ Double-click an item in the Modeler or in the Outline view.

+ Right-click an item (for example, an Identity Vault) in the Modeler or Outline view, then
select Properties.

+ Select an item, then press Enter.

¢ Select an item, then select File > Properties.

¢ Select an item, then select Model > [object] > Properties.
The following figure illustrates a driver’s properties page:
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2 Edit settings, then click OK to save.

Operations Relating to Properties

Table 4-1 Operations Relating to Properties

Operation Description

Open the Properties view  Click Window > Show View > Other > General >
Properties.

Open the Properties dialog Double-click an item, or right-click the item, then select
box Properties.

Edit settings You can edit the settings of any item selected in the
Modeler or Outline view.

View a server’s properties  In the Outline view, right-click the server icon, then select
Properties.

Save to memory or disk When you click Apply or OK in a properties dialog box,
changes are committed to memory. However, changes are
not saved to disk unless you select File > Save.
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4.2 Configuring a Domain Group

To view or change a domain group’s settings, double-click the domain group.

1

2
3
4
5

To change the domain group’s icon, click Browse, then navigate to and select an image file.

By default, the Browse button opens the icons/group folder in the
com.novell.designer.core plug-in. The default image selected iS administrative.png. TO
select a different image, double-click the new image.

Click Apply.

To change the name of the domain group, edit the Name field.
Add details in the Notes pane.

Click OK.

The image (for example, administrative.png) appears to the left of the domain name in the
Modeler.

4.3 Configuring ldentity Vaults

To view or change an ldentity Vault's settings, double-click the Identity Vault object in the Outline view
or the Modeler.

The Identity Vault Properties page has several options. In addition, you can configure a hostname in
the hosts file.

*
*
*
*
*

*

431 Co

Section 4.3.1, “Configuration,” on page 88
Section 4.3.2, “Administrator,” on page 89
Section 4.3.3, “Packages,” on page 89
Section 4.3.4, “Server List,” on page 90
Section 4.3.5, “iManager,” on page 90

Section 4.3.6, “Local Hosthame,” on page 91

nfiguration

The following table contains a description of each of the Identity Vault configuration settings.

Table

4-2 Configuration Settings for an Identity Vault

Field Description

Vault name The name of the Identity Vault object. The default is Identity Vault.

Host The eDirectory host where you plan to log in and deploy.

Username The eDirectory username that has sufficient rights to make changes to
objects associated with this deployment.

Password The password for the above user.
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4.3.2

4.3.3

Field Description

Save password Saves the password permanently, so you are authenticated into this
Identity Vault each time you open Designer. If you use this option, the
password is saved locally in Designer’s file system and is not secure.

If you do not select this option, the password is remembered only until
you close Designer.

Test connection Selecting this button allows the user to create, or, if a connection is
unresponsive, to re-create a connection to the Identity Vault. If a
connection has not been established to the Identity Vault, the button
displays Test connection. After a connection is established, the button
displays Refresh connection.

Deploy context The default DN container assigned to all driver sets that are
associated with this Identity Vault. If you specify a DN container on the
Driver Set object, that setting takes precedence over the default

setting.
Enable Package Developer Enables additional features in Designer to allow developers to create
Mode packages. For more information, see Section 7, “Developing

Packages,” on page 161.

Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Lets you enter information specific to the Identity Vault, such as Name,
Title, Department, and Location.

+ Contact Information: Lets you enter information such as Email, Phone, Cell Phone, Pager, and
Fax.

+ Notes: Allows you to type any reminders you might need for future reference.

Packages

The Packages option allows you to manage any packages at the Identity Vault level. A package at the
Identity Vault level contains Notification Templates or sample data such as users or the Identity Vault
structure. Identity Vault packages are applied to all of the drivers that reside in the selected Identity
Vault.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing Packages,” on page 147.

Table 4-3 Managing Packages Options

Options Descriptions

4= Add package Adds a package to the Identity Vault. You must add a package before
you can install a package. Click the Add package 4 icon, then select
the package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.
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4.3.4

4.3.5

Options Descriptions

Package Lists the name and current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operation Lists the following operations that can be performed on a package:

¢ Install: The Install option is only available after a package is
added to the Identity Vault. Select Install, then click Apply to
install the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the Identity Vault. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

¢ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

Server List

The Server List option displays the servers that are associated with the selected Identity Vault. You
can add, edit, or remove the server entries.

NOTE: If you select the option to allow a default server to be created, that server shows up as Default
Server.default_container in the list. You cannot deploy a driver set into an existing eDirectory tree if
you have Default Server.default_container in the Server List. You must first remove this reference and
add a Metadirectory server in an eDirectory tree.

IManager

The iManager option displays the URL that Designer uses to launch the Novell iManager
administrative tool. You can modify this URL as needed.

To launch iManager from Designer, select Tools > iManager.

90 Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



4.3.6

4.4

4.5

Local Hosthame

If desired, Designer supports designating a hostname for your Identity Vault by adding an entry to the
hosts file of your local OS. After assigning a hostname to the Host address of your Identity Vault, you
can use the hostname instead of an IP address or DNS name to access the Identity Vault.

For example, if your Identity Vault has a host address of 192.168.100.254, you can associate the
name ID-VAULT to that address in your local hosts file. Then, in Designer, you can refer to the
Identity Vault by the name ID-VAULT instead of using the IP address.

For more information about using your local hosts file, consult your operating system’s
documentation.

Configuring Servers

1 Right-click the server icon g in the Outline view.
2 Select Properties.

Table 4-4 lists settings for the Server Properties page:

Table 4-4 Settings for the Server Properties Page

Field Description

Name The name of the Server object. The Identity Vault lists the server. You can
browse to and select the server.

Context The server’s context. The Identity Vault assigns the context. You can browse to
and select the context.

Host address The server’s IP address.

DNS name The domain name or complete directory context name.

Identity Manager The version of Identity Manager that is running on the server. The default is
version Identity Manager 4.0.2. You can change the version by using the drop-down

list. See Section 5.2, “Changing the Identity Manager Version,” on page 140.

eDirectory version The version of eDirectory that the server is using.
Assigned Driver Set The driver set the server is assigned to.
Notes Information that you want to specify, to help you maintain the server.

Use the Contact Information tab to provide information on the person to contact and other items of
interest concerning the server.

Configuring Driver Sets

A driver set is a container that holds Identity Manager drivers. Only one driver set can be active on a
server at a time. As a result, all active drivers must be grouped into the same driver set. To view or
change settings, double-click a driver set in the Modeler.

+ Section 4.5.1, “Driver Set General Options,” on page 92
+ Section 4.5.2, “Driver Set Configuration,” on page 93
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+ Section 4.5.3, “Driver Set Global Configuration Values,” on page 93
+ Section 4.5.4, “Java Environment Parameters,” on page 93

¢ Section 4.5.5, “Driver Set Log Levels,” on page 94

¢ Section 4.5.6, “Driver Set Named Passwords,” on page 94

¢ Section 4.5.7, “Driver Set Packages,” on page 95

+ Section 4.5.8, “Driver Set Server List,” on page 95

¢ Section 4.5.9, “Driver Set Trace,” on page 96

45.1 Driver Set General Options

When you create an Identity Vault, a driver set is added to the vault by default.

Figure 4-2 A Driver Set in an Identity Vault

E] 1dentity vault 2

You can add other driver sets by dragging the Driver Set object from the palette to the Modeler.

From the General page, you can specify or change driver set values.

Table 4-5 Driver Set Settings

Field Description

Name The name of the Driver Set object (for example,
DriverSetl.)

Create a new partition on this driver set We recommend that you select this option. For
details, see “Technical Guidelines” in the Identity
Manager 4.0.2 Framework Installation Guide.

Deploy context The Identity Vault assigns the default DN container
value to all driver sets. If you specify a DN
container here on the Driver Set object, that setting
takes precedence over the Identity Vault setting.

You can manually enter this value or browse for it.
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45.2

45.3

45.4

Driver Set Configuration

You can link in Global Configuration objects to the driver set GCVs. This allows you to reuse Global
Configuration objects instead of creating multiple GCVs for the driver set.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object, then
clicking Up or Down.

Driver Set Global Configuration Values

Global configuration values (GCVSs) are settings that are similar to driver parameters. Global
configuration values can be specified for a driver set as well as an individual driver. If a driver does
not have a GCV, the driver inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To view or change the driver set's GCV settings, double-click the driver set. From the Global
Configuration Values page, you can add, edit, or remove values, or edit the XML file for the driver set.

Java Environment Parameters

The Java Environment Parameters enable you to configure the Java virtual machine (JVM) on the
Metadirectory server associated with the driver set.

Table 4-6 Java Environment Parameters Settings

Field Description

Classpath Additions Specifies additional paths for the JVM to search for package (.jar) and
class (.class) files. Using this parameter is the same as using the java
-classpath command. When you enter multiple class paths, separate
them with a semicolon (;) for a Windows JVM and a colon (:) for UNIX/
Linux JVMs.

JVM Options Specifies additional options to use with the JVM. Refer to your JVM
documentation for valid options.

Initial Heap Size Specifies the initial (minimum) heap size available to the JVM.
Increasing the initial heap size can improve startup time and
performance. Enter a numeric value followed by g, m, or k (case
insensitive). If no letter size is specified, the size defaults to bytes.
Using this parameter is the same as using the java -Xms command.

Refer to your JVM documentation for information about the default initial
heap size for the JVM.
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4.5.6

Field Description

Maximum Heap Size Specifies the maximum heap size available to the JVM. Enter a numeric
value followed by g, m, or k (case insensitive). If no letter size is
specified, the size defaults to bytes. Using this parameter is the same
as using the java -xmx command.

Refer to your JVM documentation for information about the default
maximum heap size for the JVM.

Driver Set Log Levels

The Driver Set Log Level options enable you to view high-level information. For lower-level
information, use the Trace option.

By default, logging is turned off. To track errors, messages, or events, change the default.

1 Double-click the driver set.
2 Select Driver Set Log Level.
3 Select a logging option.
The log option that you select determines which messages are available in the log.

4 To configure audit instrumentation, select Log specific events, click the event selector button,
select events, then click OK.

The Update only the last log time option updates the time stamp to indicate the last activity of
the driver.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.
6 Save changes by clicking OK.
The driver set log contains messages from the engine when it tries to start or stop drivers. To view the

log, use iManager. Select the Status Log icon above the Identity Vault in the Identity Manager
Overview.

Driver Set Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver set. When named passwords are defined in the driver set, the passwords are
available to all drivers in the driver set.

NOTE: If you create a named password of the same name in both the driver set and a driver in the
driver set, the named password settings in the driver take precedence.

You can define named passwords on both drivers and driver sets. For more information about named
passwords, see Section 4.7.8, “Driver Named Passwords,” on page 115.
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45.7 Driver Set Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing Packages,” on page 147.

Table 4-7 Managing Packages Options

Options Descriptions

&= Add package Adds a package to the driver set. You must add a package before you
can install a package. Click the Add package 4 icon, then select the
package to install and click OK.

& Create package The Create package option is only available if the Enable Package
Developer Mode is selected in the Identity Vault Configuration page.
Only developers create packages for redistribution.

Package Lists the name and the current state of the package.
Version Lists the version of the package.
Upgrades Indicates that there is a newer version of a package imported into the

package catalog, but it has not been installed. The package needs to
be upgraded.

Operation Lists the operations that can be performed on a package.

+ Install: The Install option is only available after a package is
added to the driver set. Select Install, then click Apply to install
the package.

+ Uninstall: The Uninstall option is only available after a package is
installed to the driver set. Select Uninstall, then click Apply to
uninstall the package.

+ Upgrade: The Upgrade option is only available if there is a newer
version of the package available for installation. Select Upgrade,
then click OK to upgrade the package.

+ Downgrade: The Downgrade option is only available if you have
upgraded a package and the older package is installed in the
package catalog. Select Downgrade, then click OK to downgrade
the package.

+ Revert Customizations: The Revert Customizations option is
only available if you have made changes to the policies that are
installed with a package. Select Revert Customization, then click
Apply to remove the customization.

458 Driver Set Server List

After adding one or more servers to the ldentity Vault, you can view or change the driver set's server

association.

Select a server in the Available Servers list, then use the arrows to move the server to the Selected
Server list. If a server is not in the Available Servers list, you must first add it by editing the Identity
Vault properties. See Section 4.3, “Configuring Identity Vaults,” on page 88.
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459 Driver Set Trace

Although a driver set has nothing to trace, you can add a trace level to a driver set. The Trace setting
specifies a trace level used with all drivers associated with the driver set.

With the trace set, DS Trace displays Identity Manager and DirXML events as the engine processes
the events. The trace level affects each driver in the driver set. Use the trace level for troubleshooting
issues with the drivers when they are deployed. DS Trace displays the output of the specified trace
level.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause Identity Manager server to process
events slowly.

To set a driver set’s trace characteristics:

1 Inthe Outline view or Modeler, right-click the driver set, then select Properties.
2 In the driver properties, select Trace in the left navigation area.
3 On the Trace page, specify the trace settings for the driver set, then click OK.

Table 4-8 Driver Set Trace Settings

Field Description

Trace level The IDM engine supports the following trace levels:
+ Trace level 0: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

XSL Trace Level DS Trace displays XSL events. Set this trace level only when
troubleshooting XSL style sheets. If you do not want to see XSL
information, set the level to 0.

Java Debug Port Allows developers to attach a Java debugger.

Trace File When a value is set in this field, all Java information for the driver is
written to file. The value for this field is the path for that file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace File Size Limit Sets a limit for the Java trace file. Select Unlimited to allow the file
to grow to fill the disk.
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The following methods help you capture and save ldentity Manager trace information.

+ “Windows” on page 97
+ “UNIX"” on page 97

+ “iMonitor” on page 97

Windows

Open the Control Panel, select NDS Services, then click DS Trace.DLM > Start. A window named

NDS Server Trace Utility opens.
To set the filters to capture the DirXML trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
A dialog box prompts for a filename.

2 Enter a filename with the extension of .10g.

3 To stop capturing information, click File > Close.
The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-9 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. log file in the /var/nds
directory.

Set ndstrace file off Stops capturing trace messages to the file.

Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.

IMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 4-10 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor

1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.

3 Click Clear All.

4 Click DirXML and DirXML Drivers.

5 Click Trace On, then click Trace History.

6 Click the Current document icon to view the live trace.

46 Configuring Libraries

The Library object is a repository of commonly used policies that can be referenced from multiple
locations. You can place a policy in the library that every driver in the driver set can reference. You
can find the Library object in the Outline view.

The following table lists settings for libraries:

Table 4-11 Library Settings

Field Description

Name The name of the library. You can modify the name to be more
descriptive, especially if you have more than one library in a tree.

For example, you might have one library at the Identity Vault
level containing policies that are generic to most drivers, and
another library at the Driver Set level containing policies that are
specific to that driver set.

Deploy Context The Identity Vault assigns the default DN container value to a
library created or deployed at the Identity Vault level. If you
specify a DN container here on the Library object, that container
setting takes precedence over the Identity Vault setting. You can
manually enter this value or browse to and select the context.

Libraries created under the driver set do not have the Deploy
Context option.

Description This field allows you to type a description of the selected library.

For more information about what you can add to a library, see “Library Objects” in Policies in Designer
4.0.2.
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4.7

4.7.1

Configuring Drivers

A driver provides the connection between an application and the Identity Vault. The driver is the

connector that enables data synchronization and sharing between systems. To view or change
settings, double-click a driver or driver line in the Modeler.

+ Section 4.7.1, “Driver General Settings,” on page 99

+ Section 4.7.2, “Driver Configuration,” on page 100

+ Section 4.7.3, “Engine Control Values,” on page 103

+ Section 4.7.4, “Driver Global Configuration Values,” on page 105

+ Section 4.7.5, “Driver Health Configuration,” on page 107

+ Section 4.7.6, “Driver Log Level,” on page 114

+ Section 4.7.7, “Driver Manifest,” on page 115

+ Section 4.7.8, “Driver Named Passwords,” on page 115

+ Section 4.7.9, “Driver Packages,” on page 115

+ Section 4.7.10, “Reciprocal Attributes,” on page 116

+ Section 4.7.11, “Driver Trace Levels,” on page 119

+ Section 4.7.12, “Driver iManager Icon,” on page 122

Driver General Settings

The following table contains a description of the general settings for drivers.

Table 4-12 General Settings

Field Description
Name Displays the driver name, which you can change.
Notes Enables you to type notes about your driver implementation.

Server/Driver Version

(Deprecated) Basic configuration
file

Supported DN format

Displays the server name to which driver is associated. The driver
version only shows if the driver is running. Driver versions vary for
each driver.

The field is populated only if you configured your driver by using a
driver configuration file instead of packages.

Displays the configuration filename that this driver uses. Contains
the filename of the configuration file that was used during import.

To view the path to this file, click the information icon next to the
filename. You might want to view the file to find out version
information.

If you haven't yet run the import wizard, this field is set to None.

Displays the format (for example, LDAP) that is supported for each
driver. This DN information is important for policy building and
simulation.

For additional details, click the information icon next to the format
field.
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4.7.2 Driver Configuration

100

The driver configuration page is dynamic. Labels and descriptions are dynamically read from the
driver configuration information.This information is unique for each driver.

The two required options for every driver are Driver Configuration and GCVs. With the Driver
Configuration option selected, fill in the required values and parameters that are necessary to have
the driver run in your network environment. However, because each driver contains different values
and parameters, you need to consult the driver manual for specific values. Go to the Identity Manager
Drivers Web site (http://www.novell.com/documentation/idm402drivers/index.html), then select the
manual for the driver you are configuring.

+ “Driver Module” on page 100

+ “Authentication” on page 101

+ “Startup Option” on page 102

+ “Driver Parameters” on page 102

+ “ECMASCcript” on page 102

+ “Global Configuration” on page 103

Driver Module

Table 4-13 Driver Module Settings

Field Description

Java: Name of the Java class Specify the name of the Java class that will be instantiated
for the shim component of the driver. This class can be
located in the classes directory as a class file, or in the
1ib directory as a .jar file.

Native: Name of the DLL Specify the name of the .d11 file that will be instantiated for
the application shim component of the driver.

Connect to Remote Loader Select this option if you want to connect the driver to the
Metadirectory engine that uses the Remote Loader.

Driver object password: Set Password Set a password for the Driver object. If you are using the
Remote Loader, you must enter a password on this page or
the remote driver cannot run. The Remote Loader uses this
password to authenticate itself to the remote driver.

Remote Loader client configuration for Enables you to document your Remote Loader
documentation: Include in documentation  configuration for the driver. From the drop-down list, select
a name that you specified on the driver’'s documentation

property page.

To use this option, see Section 4.7.3, “Engine Control
Values,” on page 103.
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Authentication

Table 4-14 Authentication Settings

Field

Description

Authentication information for server

Authentication ID

Connection Information

Set Password

Remove Password

Host name

Port

KMO

Other parameters

The server that the driver is associated with.

Specify the application user ID. This ID is used to pass
Identity Vault subscription information to the application. If
you have enabled SSL/TLS for eDirectory drivers, this option
is dimmed.

Specify the address or name and port of the server that the
application shim should communicate with.

Enables you to set or change an application password (for
example, Active Directory).

Deletes the password to the application.

Specifies the address or name of the machine where the
Remote Loader runs. For example, enter
hostname=192.168.0.1.

If you don't specify this communication parameter, this value
defaults to localhost.

Specifies the port that the Remote Loader uses to accept
connections from the remote interface shim. For example,
enter port=8090.

If you don't specify this communication parameter, this value
defaults to 8090.

Specifies the Key Name of the Key Material Object containing
the keys and certificate used for SSL. For example, enter
kmo=remote driver cert.

If you don't specify this communication parameter, no value is
stored for this parameter. SSL won't be available.

Provides reference information. It is included when you
document your entire project.

Driver Cache Limit

Figure 4-3 Options for the Driver Cache

Driver cache limit

(%) Unlimited
() Cache limit (KE):

The driver cache is a file that holds Identity Vault events until a driver can process them.
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This file can become very large in the following situations:
+ |f events occur at a steady rate that is faster than Identity Manager can process them over a long
period of time.

+ |f the driver is shut down for long period of time but is not disabled.

By default, the driver cache (file) size is limited only by available disk space. This is the
recommended setting.

The only reason to set some other limit is to protect against accidentally filling up the disk. The
number that you use depends on the difference between projected amount of available disk space
without anything in the cache and the amount of free disk space that you want to ensure will always
be left available, divided by the number of drivers on the server.

The primary reason that the cache file becomes very large is if the driver is left not running over a
long period of time. In this case, the recommendation is to disable the driver rather than set a cache
limit. After the limit is reached, all the cached events are discarded.

Startup Option

Table 4-15 Startup Settings

Setting Description

Auto start The driver starts automatically when the Metadirectory engine loads.
Manual You must start the driver manually from the driver state location.

Disabled Disables the driver.

Do not automatically If you don't select this option, a driver that has been deployed but disabled

synchronize the driver resynchronizes on startup. If you select this option, a driver that has been
deployed but disabled does not resynchronize.

Driver Parameters

From this tab, you can enter common driver options, Subscriber and Publisher channel options, as
well as edit XML. Because the Driver Parameters options are different for each driver, refer to the
Identity Manager Drivers Web site (http://www.novell.com/documentation/idm402drivers/index.html)
for configuration information on the driver you have selected.

ECMAScript

Displays an ordered list of ECMAScript resource files that are loaded when the driver starts. The
ECMAScript files contain extension functions that can be used in policies.

To add an ECMAScript from another driver:

1 Click Add, then browse to and select the ECMAScript object from another driver.
2 Click OK.
3 Click Apply to save the change.

For more information, see “Using ECMAScript in Policies” in Policies in Designer 4.0.2.
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4.1.3

Global Configuration

You can link in Global Configuration objects to extend GCV definitions for the driver that Identity
Manager loads when the driver starts. This allows you to reuse Global Configuration objects instead
of creating multiple GCVs for the driver.

To add a Global Configuration object:

1 Click Add, then browse to and select the Global Configuration object.
2 Click Apply to save the change.

You can change the order that the Global Configuration objects are listed by selecting the object, then
clicking Up or Down.

Engine Control Values

The engine control values enable you to change certain default behaviors of the Metadirectory
engine. You can access the values only if a server is associated with the Driver Set object. The
values are populated based on the Identity Manager version of the servers that are associated with
the driver set (servers can be associated through the Engine Controls for Server entry).

Changing a version of an Identity Manager server affects the engine controls for all drivers in a driver
set that is associated with the server. When the Identity Manager version is changed, the engine
controls for all associated drivers are updated to match the specified version. During the update
process, all current settings for existing engine controls are merged into the new engine controls. If
the engine controls are not valid for the version of the selected server, they are removed as options.

1 In the Modeler, right-click the driver line.

2 Select Properties > Engine Control Values.

3 Click the tooltip icon to the right of the Engine Controls for Server field. If a server is associated
with the Identity Vault, and if you are authenticated, the engine control values display in the large
pane.

Table 4-16 Engine Control Values

Field Description
Subscriber channel retry The Subscriber channel retry interval controls how frequently the
interval in seconds Metadirectory engine retries the processing of a cached transaction after

the application shim's Subscriber object returns a retry status.

Qualified form for DN- The qualified specification for DN-syntax attribute values controls whether

syntax attribute values values for DN-syntax attribute values are presented in unqualified slash
form or qualified slash form. A True setting means the values are
presented in qualified form.

Qualified form from rename The qualified form for rename events controls whether the new-name

events portion of rename events coming from the Identity Vault is presented to the
Subscriber channel with type qualifiers. For example, CN=. A True setting
means the names are presented in qualified form.
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Field

Description

Maximum eDirectory
replication wait time in
seconds

Use non-compliant
backwards-compatible
mode for XSLT

Maximum application
objects to migrate at once

Set creatorsName on
objects created in Identity
Vault

Write pending associations

The maximum eDirectory replication wait time controls the maximum time
that the Metadirectory engine waits for a particular change to replicate
between the local replica and a remote replica. This only affects
operations where the Metadirectory engine is required to contact a remote
eDirectory server in the same tree to perform an operation and might need
to wait until some change has replicated to or from the remote server
before the operation can be completed (for example, object moves when
the Identity Manager server does not hold the master replica of the moved
object; file system rights operations for Users created from a template.)

This control sets the XSLT processor used by the Metadirectory engine to
a backward-compatible mode. The backwards-compatible mode causes
the XSLT processor to use one or more behaviors that are not XPath 1.0
and XSLT 1.0 standards-compliant. This is done for backwards
compatibility with existing DirXML style sheets that depend on the non-
standard behaviors.

For example, the behavior of the XPath “I=" operator when one operand is
a node set and the other operand is other than a node set is incorrect in
DirXML releases up to and including Identity Manager 2.0. This behavior
has been corrected; however, the corrected behavior is disabled by default
through this control in favor of backwards compatibility with existing
DirXML style sheets.

This control is used to limit the number of application objects that the
Metadirectory engine requests from an application during a single query
that is performed as part of a Migrate Objects from Application operation.

If java.lang.OutOfMemoryError errors are encountered during a Migrate
from Application operation, this number should be set lower than the
default. The default is 50.

NOTE: This control does not limit the number of application objects that
can be migrated; it merely limits the batch size.

This control is used by the Identity Manager engine to determine if the
creatorsName attribute should be set to the DN of this driver on all objects
created in the Identity Vault by this driver.

Setting the creatorsName attribute allows for easily identifying objects
created by this driver, but also carries a performance penalty. If a value is
not set, the creatorsName attribute defaults to the DN of the NCP Server
object that is hosting the driver.

This control determines whether the Identity Manager engine writes a
pending association on an object during Subscriber channel processing.

Writing a pending association confers little or no benefit but does incur a
performance penalty. Nevertheless, the option exists to turn it on for
backwards compatibility.
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Field Description

Use password event values This control determines the source of the value reported for the
nspmDistributionPassword attribute for Subscriber channel Add and
Modify events.

Setting the control to False means that the current value of the
nspmDistributionPassword is obtained and reported as the value of the
attribute event. This means that only the current password value is
available. This is the default behavior.

Setting the control to True means that the value recorded with the
eDirectory event is decrypted and is reported as the value of the attribute
event. This means that both the old password value (if it exists) and the
replacement password value at the time of the event are available. This is
useful for synchronizing passwords to certain applications that require the
old password to enable setting a new password.

Enable password This control determines whether the Identity Manager engine reports the
synchronization status status of Subscriber channel password change events.
reporting

Reporting the status of Subscriber channel password change events
allows applications such as the Identity Manager User Application to
monitor the synchronization progress of a password change that should
be synchronized to the managed application.

Regular Expression escape This control determines the meta-characters that will be escaped while

meta-characters expanding the local variable when used in a regular expression context.
All characters that need to be escaped must be added as a comma
separated list for this control value.

If a meta-character is not present in the control value, then it will not be
escaped during local variable expansion containing a regular expression.

While using this control, ensure the following:

+ The value is not left empty.

+ To escape any meta character, specify the meta character and
include a back slash (\).

For example, to escape *, specify the following value:
A

NOTE: This control is available only from Identity Manager 4.0.2 Engine
Patch 4.

Driver Global Configuration Values

Global configuration values (GCVSs) are settings that are similar to driver parameters. GCVs can be
specified for an individual driver as well as a driver set. If a driver does not have a GCV, the driver
inherits the value for that GCV from the driver set.

GCVs allow you to specify settings for Identity Manager features such as password synchronization
and driver heartbeat, as well as settings that are specific to the function of an individual driver
configuration. Some GCVs are provided with the drivers, but you can also add your own. You can
refer to these values in a policy to help you customize your driver configuration.

To edit the driver set's GCV settings, double-click the Driver Set object in the Modeler view. From the
Global Configuration Values page, you can add, edit, remove, or edit the XML for GCVs.
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To view or change the driver's GCV settings, double-click the driver. From the Global Configuration
Values page, you can add, edit, or remove values, or edit the XML file for the driver. To select a value,
click the value or the control field to the right of the value’s name. Use the Add, Edit, Remove, and
Edit XML buttons at the bottom of the page.

Figure 4-4 The Global Configuration Values Page
Global Configuration Walues T

Global configuration values for server: | fabiol7.novel

Driver parameters =
Connected System or Driver Mame Active Directory i
Exchange policy Implement in policy s | G

Cefault Exchange MOB: i
Password Management
Show password management paolicy show s | G

Application accepts passwords from Identity Manager:

Managed from the Password Sync page) o

Identity Manager accepts passwords from application:

(Managed from the Passwiord Sync page) o

Publish passwords to MOS password:

(Managed rom the Password Sync page) ]

Publish passwaords to Gistribution Password:

Managed from the Password Sync page) o

-

|add... | [Edit... | [Remove | |Edit xmL. |

You can add, edit, and remove GCVs on the Global Configuration Values page, except for those
values found under the Password Management heading. Password values are accessed through the
Password Synchronization page; click the Launch Password Sync Dialog icon to the right of the
Information icon for the control field.

The two required options for configuring a driver are Driver Configuration and GCVs. However,
because each driver contains different values and parameters, you need to consult the driver manual
for specific values. Go to the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm402drivers/index.html), then select the manual for the driver you are configuring.
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4.7.5

Driver Health Configuration

The Driver Health Configuration allows you to monitor a driver’s state of health (green, yellow, or red),
and to specify the actions to perform in response to each of these health states.

To do so, you define the conditions (criteria) that determine each of the health states, and the
associated actions to perform whenever the driver's health state changes. For example, if the driver’s
health changes from a green state to a yellow state (based on the conditions you establish), you can
perform such actions as restarting the driver, shutting down the driver, and sending an e-mail to the
person designated to resolve issues with the driver.

You can also define custom driver states that are independent of the standard green, yellow and red.
Whenever the driver meets the conditions for the custom state, Designer performs the associated
actions.

To use the Driver Health Configuration to monitor a driver’'s health state, you must complete the
following tasks:

+ “Creating a Driver Health Configuration” on page 107
+ “Modifying the Health State Conditions” on page 108
¢ “Creating a Driver Health Job” on page 110

Additionally, you can perform the following tasks to further configure the Driver Health Check
environment:

+ “Modifying the Health State Actions” on page 111
+ “Creating a Custom State” on page 112
+ “Modifying the Driver Health Job Settings” on page 113

NOTE: Monitoring driver health is applicable only to deployed drivers. Designer does not indicate
driver health in the Modeler or any other pre-deployment interface. After you set up the health
configuration, you use iManager to actually monitor the health of deployed drivers. For more
information about driver health monitoring in iManager, see “Monitoring Driver Health” in the NetlQ
Identity Manager 4.0.2 Common Driver Administration Guide.

Creating a Driver Health Configuration

The health configuration of drivers is configured automatically, unless you are running older versions
of Identity Manager. If you are running anything older than Identity Manager 3.6, you must complete
the following section to create a driver health configuration. Otherwise, skip this section.

1 In the Modeler or Outline view, right-click the driver, then select Properties.
2 In the left-side navigation, select Health.

Mo Driver Health Configuration

This driver does naok contain any healch configuration information,
Create a basic health configuration by selecting the link below,

' Mew Driver Health Configuration

3 Select New Driver Health Configuration.
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Designer creates a basic health configuration with sample conditions for the green and yellow
states (none for red).
© Green < Yellow €} Red

R

Driver Health Job: none

e order for the Drver Health Configuration to be processed, a Driver Health Job
roust be configured. Create a Dniver Health Job.

Conditions

#*Condition Group 1

Driver State is running
Driver in Cache Owverflow is False

Ackions 'ﬁ' |:| Always execute actions when conditions are krue

Select Edit ko define action

4 Continue with “Modifying the Health State Conditions” on page 108.

Modifying the Health State Conditions

The driver health configuration lets you define the conditions that determine each health state. The
green state contains conditions intended to represent a healthy driver, and a red state represents an
unhealthy driver that has failed the conditions for both green and yellow states.

The Driver Health job evaluates the conditions for the green state first. If the driver fails to meet the
green conditions, it evaluates the yellow conditions. If the driver fails to meet the yellow conditions, it
is automatically assigned a red state.

To modify the conditions for a state:
1 In the Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.
2 In the left-side navigation, select Health.
3 Click the state tab (Green or Yellow) that you want to modify.

" Condition Group 1
Driver State s starking
Total Size s less than or equal 5000

(o]

4 Condition Group 2
Diiver Stabe i running

108  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



The tab displays the current conditions for the health state. Conditions are organized into
groups, with logical operators (either AND or OR), to link each condition and condition group.

Table 4-17 describes the conditions that the Driver Health job can evaluate.

Table 4-17 Driver Health Check Conditions

Condition Description

Driver State Running, stopped, starting, not running, or shutting down. For example, one
of the default conditions for the green health state is a Driver State that
indicates the driver is running.

Driver in Cache The state of the cache used for holding driver transactions. If the driver is in

Overflow cache overflow, all available cache has been used. For example, the default
condition for the green health state is Driver in Cache Overflow is false and
the default for the yellow health state is Driver in Cache Overflow is true.

Newest The age of the newest transaction in the cache.
Oldest The age of the oldest transaction in the cache.
Total Size The size of the cache in bytes.

Unprocessed Size  The size of all unprocessed transactions in the cache.

Unprocessed The number of unprocessed transactions in the cache. You can specify all
Transactions transactions types or specific transaction types (such as adds, removes, or
renames).

Transaction History The number of transactions processed at various points in the Subscriber or
Publisher channel over a given period of time. This condition uses multiple
elements in the following format:

<transaction type> <transaction location and time period > <relational
operator> <transaction number>.

* <transaction type>: Specifies the type of transaction being evaluated.
For example, adds, removes, renames, and so forth.

+ <transaction location and time period>: Specifies the point in the
Subscriber or Publisher channel and the time period being evaluated.
For example, you might evaluate the total number of transactions
processed as Publisher events over the last 48 hours. The time period
cannot exceed the Transaction Data Duration setting, which is
configurable in the Driver Health job. For more information, see
“Modifying the Driver Health Job Settings” on page 113.

+ <relational operator>: Specifies the relationship between the identified
transactions and the <transaction number> (equal to, less than, greater
than, and so forth.)

* <transaction number>: Specifies the number of transactions being used
in the evaluation.

For example:

<number of adds> <as publisher commands> <over the last 10
minutes> <is less than> <1000>
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Condition Description

Available History The amount of transaction history data that is available for evaluation. This
condition helps ensure that a Transactions History condition does not cause
the current state to fail because it does not have enough transaction history
data collected for the time period being evaluated.

For example, assume that you want to use the Transactions History condition
to evaluate the number of “Add as Publisher” commands over the last 48
hours. However, you don't want the condition to fail if there is less than 48
hours of data. You could create condition groups similar to the following:

Groupl Available History <is less thans> <48 hours> or Group2
Available History <is greater than or equal to> <48 hours> and
Transactions History <number of adds> <as publisher commandss>
<over the last 48 hours> <is less than> <1000>

The state evaluates to true if either condition group is true.

The state evaluates to false if both conditions evaluate to false.

4 Modify the condition criteria as desired.
+ To add a new group, select the Conditions tab, then click Append Condition Group (&,

+ To add a condition, select an existing condition group, then click Append Condition 4-.

+ To reorder condition groups or individual conditions, select the condition group or condition,
then click Move Up 4 or Move Down . You can also use these buttons to move a condition
from one group to another.

+ Cut, copy, and paste a condition group or condition to the clipboard by right-clicking the
item, then selecting the appropriate clipboard action.

5 Click Apply to save your changes without closing the Properties page, or click OK to save the
changes and close the Properties page.

6 If you want to change the actions associated with the conditions you set, continue with
“Modifying the Health State Actions” on page 111.

Creating a Driver Health Job

The Driver Health job executes periodically to evaluate the health of a driver configured for health
checks. The job evaluates the conditions defined for each of the driver’'s health states, then assigns
the driver the appropriate state. The job also executes any actions associated with the assigned
state.

If a Driver Health job does not exist, the Driver Health Configuration page displays a New Driver link
from which you can configure the Driver Health job. If a Driver Health job already exists, the Driver
Health Configuration page does not display this prompt.

To create a Driver Health job:

1 In the Modeler or Outline view, right-click the driver, then select Properties.
2 In the left-side navigation, select Health.
3 Click Driver Health Job to open the Job dialog box. Select the appropriate job, then click OK.
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Follow the prompts to import the configuration file for the Driver Health job. Refer to the following
information for details:

+ Where to place the driver: Place the job in the same driver set as the driver. The correct
driver set is selected by default. You can only have one Driver Health job per driver set.

+ Import a configuration: Import the configuration from the server. In the Show field, select
Identity Manager 4.0.2 configurations, then select the Driver Health job in the
Configurations field.

+ Email server: Select the e-mail server that you want used for any actions that initiate e-
mail. If you have not defined additional e-mail servers, select the Default Notification
Collection server.

+ Servers: If the driver set is associated with only one server, that server is selected and
cannot be changed. If the driver set is associated with multiple servers, select the server
where you want to run the job.

After creating the Driver Health job, you can modify job settings as needed. For example, you can
configure how often the job runs, which drivers use the job, and how much data the job maintains to
support transaction history. For more information, see “Modifying the Driver Health Job Settings” on
page 113.

Modifying the Health State Actions

The Driver Health Configuration lets you define the actions that the Driver Health job performs when
the driver health state changes. For example, if the state changes from green to yellow, you can shut
down or restart the driver, generate an event, or start a workflow.

The Driver Health job performs a health state’s actions only once each time the conditions are met;
as long as the driver state remains the same, the actions do not repeat. If the driver state changes
because its conditions are no longer met, the Driver Health job performs the state’s actions again the
next time its conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to modify the health check
configuration, then select Properties.

2 In the left-side navigation, select Health.

3 Select the state tab (Green or Yellow) that you want to modify.

i [] Abways execute actions when conditions are true

Clear Driver cache

Generate Event (id: 1100, level: log-warning)

The tab displays the current actions for the health state. If no action is assigned, the Driver
Health Configuration displays Define new action here in the Actions tab.

4 Select the Actions tab, then click Append Action =1 to add an action to the health state.

5 Select an action from the drop-down list.The table below describes the actions that the Driver
Health job can perform.

Some actions require additional information before they will execute.
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Action Description

Clear Driver Cache Removes all transactions, including unprocessed transactions, from the
cache.

Execute ECMAScript Executes an existing ECMAScript. Specify the DirXML-Resource object that
contains the ECMAScript.

Generate Event Generates an event that can be used by Novell Sentinel and the Identity
Reporting Module.

On Error If an action fails, this action tells Designer what to do with the remaining
actions, the current health state, and the Driver Health job.

Restart Driver Restarts the driver (stop, then start)

Send Email Sends an e-mail to one or more recipients. The template you want used in
the e-mail message body must already exist.

Start Driver Starts the driver.
Start Workflow Starts a provisioning workflow.
Stop Driver Stops the driver.

Write Trace Message Writes a message to the driver’s log file, using the message parameters
specified in the action.

6 Click Apply to save your changes without closing the Properties page., or click OK to save the
changes and close the Properties page.

Creating a Custom State

The Driver Health Configuration lets you create one or more custom states to perform actions
independent of the driver’s current health state (green, yellow, red). If the driver meets the custom
state’s conditions, the Driver Health job performs its actions.

As with the standard driver health states (green, yellow, red), the Driver Health job performs a custom
state’s actions only once each time the conditions are met; as long as the driver state remains the
same, the actions do not repeat. If the driver state changes because the custom state’s conditions are
no longer met, the Driver Health job performs the custom state’s actions again the next time its
conditions are met.

1 In the Modeler or Outline view, right-click the driver where you want to create a custom state,
then select Properties.
2 In the left-side navigation, select Health.

3 Select the drop-down menu -, then select New Custom State.
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) Green “* Yellow | €3 Red | Custom State [
N i
Driver Health Job: none

T ordler for the Drver Health Configuration to be processed, a Driver Health
Job must be configured. Create a Driver Health Job.

Conditions

Condition Group 1

Define new condition here

i [ ] Always execute actions when conditions are true

Select Edit ko define action

4 Define the conditions and actions for the custom state, then click Apply to save the changes
without closing the Properties page, or click OK to save the changes and close the Properties

page.
For information about defining state conditions, see “Modifying the Health State Conditions” on

page 108. For information about defining state actions, see “Modifying the Health State Actions”
on page 111.

Modifying the Driver Health Job Settings

The Driver Health job evaluates the conditions for the health states and assigns the driver the
appropriate state. The job also executes any actions associated with the assigned state.

As with all driver jobs, there are several settings that you can modify to optimize the job’s
performance for your environment, including how often the job runs, which drivers use the job, and
how much data the job maintains to support transaction history.

1 In the Modeler or Outline view, open the driver set object where the driver health job is stored.

2 Right-click the appropriate job object, then select Edit.

3 Change the desired settings on the following tabs, then click OK to save your changes:

Tab Description

Schedule The Driver Health job is a continuously running job, meaning that it does not stop
unless a health state action shuts it down or you shut it down manually. The job must
run continuously to be able to support transaction data collection for use in
Transactions History conditions.

If the job does stop, it is restarted based on the schedule. The default schedule
checks every minute to see if the job is running. If the job is not running, it is started.
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Tab Description

Scope By default, the job applies to all drivers in the driver set. This means that you only
need one Driver Health job per driver set. However, you can create multiple Driver
Health jobs for different drivers within the same driver set. For example, you might
have some drivers whose health you want updated more frequently than other
drivers, in which case you would need at least two Driver Health jobs.

Parameters  You can change any of the following job parameters:

* Login ID: This defaults to the login ID that was used when creating the driver
job. You should only change this if you want the driver to authenticate using
different credentials.

+ Login password: This is the password required for the login ID that you
supplied in the Login ID field.

+ Polling interval: Determines how often the job evaluates the conditions for the
health states, assigns the driver the appropriate state, executes any actions
associated with the assigned state, and stores the driver’s transaction data. The
default polling interval is one minute.

+ Polling interval units: Specifies the time unit (minutes, hours, days, weeks) for
the number specified in the Polling interval setting.

+ Duration transaction data is kept: Specifies how long a driver’s transaction
data is kept. The default retains a transaction for two weeks before being
deleted. Longer transaction durations require more memory.

For example, to store transaction data for one driver every minute (Polling
interval) for two weeks requires approximately 15 MB of memory.

+ Duration units: Specifies the time unit (minutes, hours, days, weeks) for the
number specified in the Duration transaction data is kept setting.

47.6 Driver Log Level

The Driver Log Level options enable you to view high-level information. For lower-level information,
use the Trace option. See Section 4.7.11, “Driver Trace Levels,” on page 119.

By default, logging inherits the setting from the driver set. To change the default:

1 Right-click the driver and select Driver > Properties.
2 Select Log Level.
3 Select a logging option.
The option that you select determines which information is available in the log.

4 To configure the audit instrumentation, select Log specific events, click the event selector
button, select events, then click OK.

5 Specify the number of entries in the log.
The default is 50 entries (lines) in the log. If you want a longer history, increase the number.
6 Save changes by clicking OK.

The driver log contains messages from the driver. The messages are related to operations that the
driver performed or tried to perform. To view the log, use iManager. Select the log icon on the Driver
object in the Identity Manager Overview.
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4.7.7

4.7.8

4.7.9

Driver Manifest

The driver manifest is like a resume for the driver. The driver manifest states what the driver supports,
and includes a few configuration settings. The driver developer should provide the driver manifest.
Usually a network administrator does not need to edit the driver manifest.

For more information, see the developer documentation for Identity Manager drivers.

Driver Named Passwords

The Named Passwords property page allows you to manage (add, edit, delete) named passwords for
the selected driver. You can define named passwords on both drivers and driver sets.

Named passwords let you store multiple passwords securely by referring to each password by a key,
or name. When you refer to the named password in a driver policy, you use the name only, not the
password value. Then, when the driver needs the password value to execute the policy, it requests
the password value from the Metadirectory engine. This method lets you avoid revealing the
password value in the code for a driver policy.

The following example shows how a named password can be referenced in a driver policy on the
Subscriber channel in XSLT: <xs1:value-of

select="query:getNamedPassword (SsrcQueryProcessor, 'mynamedpassword')"
xmlns:query="http://www.novell.com/java/
com.novell.nds.dirxml.driver.XdsQueryProcessor/>

You can store and retrieve named passwords for any driver without making changes to the driver
shim.

As a security measure, in addition to using named passwords, you should control access to all
Identity Manager objects in eDirectory.

NOTE: A driver developer can also customize a driver to use named passwords in other ways, such
as retrieving named passwords when the driver starts up, instead of requesting them from the
Metadirectory engine each time they are needed.

For example, the Identity Manager Driver for Lotus Notes has been customized to support additional
ways of using named passwords, and examples of those methods are included in the sample driver
configurations. For more information, see the Identity Manager driver guides (http://www.novell.com/
documentation/idm402drivers/index.html).

Driver Packages

The Packages option allows you to manage any packages at the driver set level. A package at the
driver set level is applied to all of the drivers that reside in the selected driver set.

The following table lists the options available to manage packages. For more information about
packages, see Chapter 6, “Managing Packages,” on page 147.
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4.7.10

Table 4-18 Options for Managing Packages

Options

Descriptions

== Add package

& Create package

Package

Version

Upgrades

Operations

Run driver in Factory Mode

Adds a package to the driver. You must add a package before you can
install a package. Click the Add package 4 icon, then select the
package to install and click OK.

The Create package option is only available if the Enable Package
Developer Mode is selected on the Identity Vault Configuration page.
Only developers create packages for redistribution.

Lists the name and current state of the package.
Lists the version of the package.

Indicates that there is a newer version of a package imported into the
package catalog, but it has not been installed. The package needs to
be upgraded.

Lists the operations that can be performed on a package:

+ Install: This option is only available after a package is added to
the driver. Select Install, then click Apply to install the package.

+ Uninstall: This option is only available after a package is installed
to the driver. Select Uninstall, then click Apply to uninstall the
package.

+ Upgrade: This option is only available if there is a newer version
of the package available for installation. Select Upgrade, then
click OK to upgrade the package.

* Downgrade: This option is only available if you have upgraded a
package and the older package is installed in the package
catalog. Select Downgrade, then click OK to downgrade the
package.

+ Revert Customizations: This option is only available if you have
made changes to the policies that are installed with a package.
Select Revert Customization, then click Apply to remove the
customization.

+ Sync Customizations: This option is only available if the Enable
Package Developer mode is enabled on the Identity Vault and you
have made changes to content in a custom package that is
installed on this driver. The Sync Customizations option
synchronizes any changes you have made to the package content
to the package. For more information, see Section 7, “Developing
Packages,” on page 161.

Allows you to revert any customizations to content installed with
packages. For more information, see Section 6.4.4, “Running a Driver
in Factory Mode,” on page 158.

Reciprocal Attributes

The Reciprocal Attributes property page lets you create and manage backlinks between objects. For
example, the Group object includes a Members attribute that contains pointers to all User objects that
belong to that group. Similarly, each User object includes a Group Membership attribute that points to
the Group objects of which that user is a member. These two-way links between objects are known as
reciprocal mappings.
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Figure 4-5 Custom Reciprocal Attribute Mapping Property Page for Driver Objects

@ B &
=l @ Attribute: Equivalent To Me 2
Source class: = Any Class >
Destination dass: < Ary Class =
Reciprocal attribuke: Security Equals
= @ Attribute: Group Membership
Source class: GGroup
Destination class: nestedaroupaLy
Reciprocal attribuke: groupMember
source class: nestedGroupALy
Destination dass: nestedGroupAy
Reciprocal attribute: groupiember
Source class: < Any Class =
Destination dass: < Any Clags >
Reciprocal attribute: Mermbisr w

| EdtwmL.. || apply

You can manage all reciprocal mapping configuration from the toolbar in the property page, which
contains the following toolbar icons:

Icon Description

Use the New Attribute icon to add a new attribute to the reciprocal mapping list.

(@

Use the Delete icon to delete the currently selected reciprocal mapping entry from the
list.

Use the Clear All Attribute Mappings icon to delete all reciprocal mappings.

Use the Move Up icon to move the currently selected attribute up in the mapping list. To
do so, select the attribute entry you want to move up, then click Move up.

& P X

Use the Move Down icon to move the currently selected attribute down in the mapping
list. To do so, select the attribute entry you want to move down, then click Move Down.

Use the Expand All icon to expand all reciprocal attribute mapping entries.

[H

Use the Collapse All icon to expand all reciprocal attribute mapping entries.

[1]
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The Custom Reciprocal Mapping page lets you do the following:

+ “Adding a Reciprocal

Attribute Mapping” on page 118

+ “Removing a Reciprocal Attribute Mapping” on page 119

+ “Removing an Attribute from the Reciprocal Mapping List” on page 119
+ “Editing Reciprocal Attribute XML” on page 119

Adding a Reciprocal Attribute Mapping

When you create a recipro
reciprocal mapping list:

cal attribute mapping, you must first add one of the attributes to the

1 On the Reciprocal Attributes page, click New Attribute @'.

2 In the new attribute entry, select the desired attribute from the drop-down list, then click OK.

attribute:

<< Select an Attribute == w

| QK ||Caru:e||

3 Specify the details of the reciprocal mapping, then click OK.

Source class:

Destination class:

v
<< Select a Class == v
Reciprocal attribute: | << Select an Attribute > v

| Ik ||Cancel|

Source Class

Destination Class

Reciprocal Attribute

Specifies the class name to which the attribute in the mapping list is
associated. For example, if you placed the Group Membership attribute in
the reciprocal mapping list, the associated Source Class is User.

Specifies the class name associated with the attribute to which you want
to create a reciprocal mapping.

Specifies the attribute name to which you want to create a reciprocal
mapping.
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Removing a Reciprocal Attribute Mapping
To remove a reciprocal mapping between attributes:

1 In the reciprocal mapping list, select the reciprocal mapping you want to remove.
When the mapping is selected, the attribute name in the Attribute tab is highlighted.

=l @ Attribute: Group Membership

Source class: Group

Destination class: nestedEroupdu:

Reciprocal atkribuke: groupMember

2 Click Delete # .

Removing an Attribute from the Reciprocal Mapping List

1 Select the attribute you want to remove by selecting it in the reciprocal mapping list.
When selected, the attribute name in the Attribute tab is highlighted.

NG TI3e]T  =l Equivalent To Me

Source class: < Any Class =
Destination class: < Any Class =
Reciprocal atkribuke: Security Equals

2 Click Delete ¥,

To remove all attributes from the reciprocal attribute mapping list, click Clear All Attribute
Mappings & .

Editing Reciprocal Attribute XML

If desired, you can directly edit the XML for a reciprocal attribute. To do so, click Edit XML on the
Custom Reciprocal Attribute Mapping page. This opens a basic XML editor that lets you modify the
XML. When you finish, click OK or Cancel to close the XML editor.

4711 Driver Trace Levels

You can add a trace to your driver. With the driver trace level set, DS Trace displays driver-related
Identity Manager events, at the level of detail specified by the driver trace level, as the engine
processes the events. The driver trace level affects only the driver or driver set where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause ldentity Manager server to process
events slowly.
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To set a driver’s trace characteristics:

1 In the Outline view or Modeler, right-click the driver, then select Properties.
2 In the driver properties, select Trace in the left navigation.
3 On the Trace page, specify the driver’s trace settings, then click OK.

Field Description

Trace level The Metadirectory engine supports the following trace levels:

+ Trace level 0: Displays fatal messages, errors, warnings and
successes.

+ Trace levels 1: Displays informational messages in addition to
the information from Trace level 0.

+ Trace level 2: Displays contents of XML documents in
addition to the information from Trace level 1.

+ Trace level 3: Displays policy information in addition to the
information from Trace level 2.

Consult the driver documentation for additional trace options that
might be available.

NOTE: You can also set the driver trace level in Designer by right-
clicking a driver (in the Outline or Modeler views) and selecting
Live > Set Driver Trace Level.

This immediately deploys the trace level to the selected driver. To
update the driver trace level in your project as well, select Update
local model.

Trace level: Use setting from the If you select this option, all trace levels set at the driver set take
driver set precedence over any driver settings. Otherwise, the driver settings
are effective.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the driver is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace file: Use setting from the If you select this option, all trace levels set at the driver set level
driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.

Trace file size limit Allows you to set a limit for the Java trace file. Select Unlimited to
allow the file to grow to fill the disk.

NOTE: The trace file is created in multiple files. Identity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace file size limit: Use setting If you select this option, all trace levels set at the driver set level
from the driver set take precedence over any driver settings. Otherwise, settings at
the driver level are effective.
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Field Description

Trace name Helps you track trace messages. The name that you specify here
appears with the driver trace messages. Use a trace name if the

driver name is very long.

The following methods help you capture and save ldentity Manager trace information.

Windows

Open the Control Panel, select NDS Services, then click DS Trace.DLM > Start. A window named

NDS Server Trace Utility opens.
To set the filters to capture the Identity Manager trace information:

1 Click Edit > Options > Clear All.
2 Click the boxes next to DirXML and DirXML Drivers, then click OK.

To save the information to a file:

1 Click File > New.
A dialog box prompts for a filename.

2 Enter a filename with the extension of .10g.

3 To stop capturing information, click File > Close.
The file is saved.

UNIX

Use the ndstrace command at the console to display the Identity Manager events. The exit
command quits the trace utility.

Table 4-19 ndstrace Commands

Command Description

Set ndstrace=nodebug Turns off all trace flags.

Set ndstrace on Displays trace messages to the console.

Set ndstrace file on Captures trace message to the ndstrace. log file in the /var/nds
directory.

Set ndstrace file off Stops capturing trace messages to the file.

Set ndstrace=+dxml Displays the Identity Manager events

Set ndstrace=+dvrs Displays the Identity Manager driver events.

iMonitor

Use iMonitor to get DS Trace information from a Web browser.
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Table 4-20 Platforms and Commands for Web Browsers

Platform Command
Windows ndsimon.dlm
Linux/Solaris/AIX/HP-UX ndsimonitor
1 Access iMonitor from http://server_ip:8008/nds (the default port).
2 Click Trace Configuration.
3 Click Clear All.
4 Click DirXML and DirXML Drivers.
5 Click Trace On, then click Trace History.
6 Click the Current document icon to view the live trace.

4712 Driver iManager Icon

You can see and edit the iManager icons that each driver uses. This is important because iManager
renders driver icons in a particular way. However, those icons don't appear in Designer. Conversely,
Designer's application icons don't appear in iManager's user interface.

To help bridge that gap, you can view the iManager icon to be used in Designer:

1 In the Modeler, right-click a driver (for example, eDirectory), then select Properties.
2 In the left navigation area, select iManager Icon.

Designer displays an icon. It is associated with the driver in Designer, unless a different one was
imported and stored on the driver.

For information about editing or changing icons, see Chapter 19, “Editing Icons for Drivers and
Applications,” on page 501.

4.8 Configuring Policies

+ Section 4.8.1, “Editing a Policy Name,” on page 122

+ Section 4.8.2, “Viewing References,” on page 123

48.1 Editing a Policy Name

1 In the Outline view, right-click a policy or rule.
2 Select Properties.
The General setting displays by default.
3 Edit the name in the Policy Name field, then click OK.
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4.8.2

4.9

4.10

4.11

4.12

Viewing References

The References page lists policy sets and policies that reference the policy listed in the General page.
To view the references to this policy:
1 In the Outline view, right-click a policy or rule.

2 Select Properties > References.

Linkage is how the policies reference each other. In Identity Manager versions earlier than 3.5,
linkage determined the order that policies were executed. To change the linkage, use the Policy
Builder.

Configuring Resource Objects

Resource objects store arbitrary data in any format that drivers use. There are different types of
Resource objects. For more information, see “Storing Information in Resource Objects” in Paolicies in
Designer 4.0.2.

The configuration options for Resource objects are:

+ Policy Name: Stores the name of the resource object. You can change the name.

+ Supported Mime Types: Allows you to change the type of Resource object. For example, you
can change a text Resource object to an XML Resource object.

Configuring Categories

Packages are organized by categories so it is easier to find the packages you need. When you
configure the category, you can change the name or add a description.

Configuring Groups

Packages are organized by categories and then groups. This makes finding packages much easier.
When you configure the group, you can change the name or add a description.

Configuring Packages

Packages contain Identity Manager content used to create drivers. You can make configuration
changes to packages by right-clicking a package and selecting Properties. For more information
about packages, see Chapter 6, “Managing Packages,” on page 147.

+ Section 4.12.1, “Package General Settings,” on page 124

+ Section 4.12.2, “Package Configuration Wizard,” on page 124

+ Section 4.12.3, “Package Constraints,” on page 125

+ Section 4.12.4, “Package Dependencies,” on page 126

+ Section 4.12.5, “Package Initial Settings,” on page 126

+ Section 4.12.6, “Package Languages,” on page 126

+ Section 4.12.7, “Package License,” on page 126

+ Section 4.12.8, “Package Linkage,” on page 126
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+ Section 4.12.9, “Package Readme,” on page 126
+ Section 4.12.10, “Package Targets,” on page 127
+ Section 4.12.11, “Package Vendor,” on page 127

412.1 Package General Settings

This property page lists the general settings for the package. These options can be changed only
when a package is being developed. After a package is released or imported, these items cannot
change.

Table 4-21 Package General Settings

Setting Description
Name Displays the package name.
Short Name Displays the unique short name for the package. This name is unique for the

package in the Identity Vault.

Version Displays the package version.
Description Displays a description for the package.
Type Lists what type of package it is. It lists whether it is a base package, and if it can be

installed on an Identity Vault, driver set, or driver.

Protected If this option is selected, the Copy package option is disabled on imported packages.
This allows a developer to protect the content of a package and not allow someone
else to create a new package with this content.

Category Lists the category the package is stored in.
Group Lists the group the package is stored in.
Meta data Lists specific information about a package. It lists:

* When the package was created.

+ When the package was built.

+ If the package is released or not.
+ |If the package has been imported.
* Lists where the package is hosted.

+ Lists the name of the user who built the package.

4.12.2 Package Configuration Wizard

This property page is displayed only on driver base packages. The settings customize what is
displayed when users use the Driver Configuration Wizard to install a driver base package.

The Configuration Wizard is an XML editor. Copy the contents of from an existing driver base
package that contains the functionality you want to have in this driver base package to this page.

The following is taken from the Active Directory driver base package as an example:
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<?xml version="1.0" encoding="UTF-8"?><features>
<mandatory/>
<optionals>
<group display-name="Default Configuration" expanded="false">
<package 1d="5DRKWAWH 201009040020200702" name="Defautl Configuration"
selected="true"/>
</group>
<group display-name="Entitlements and Exchange Mailbox Support"
expanded="false">
<package 1d="PJP89Z9R 201003031352370466" name="Active Directory Entitlements
and Exchange Mailbox Support" selected="true"/>
<package 1d="DETECXTK 201004161538110582" name="Audit Entitlements Common"
selected="true"/>
<package 1d="YMO9C1Y3 201006291302430386" name="Active Directory Audit
Entitlements" selected="true"/>
</group>
<group display-name="Password Synchronization" expanded="false">
<package 1d="XTEF1YO3 201006231733410161" name="Password Synchronization
Common" selected="true"/>
<package 1d="4EHOWL6T 201006291417220804" name="Active Directory Password
Synchronization" selected="true"/>
</group>
<group display-name="Data Collection" expanded="false">
<package 1d="IJLG31AY 201006141353520247" name="Managed System Information
for AD" selected="true"/>
<package id="S3NVESCX 201005251632080655" name="Generic Data Collection Query
Support" selected="true"/>
</group>
<group display-name="Account Tracking" expanded="false">
<package 1d="WUHJYFNL_ 201003011427170743" name="Account Tracking Common"
selected="true"/>
<package 1id="MMXLVRGT 201003011554580470" name="Active Directory Account
Tracking" selected="true"/>
</group>
</optional >
</featuress>

4.12.3 Package Constraints

The package constraints list the restrictions associated with a package. These options can only be
changed when a package is being developed. After a package is released or imported, these items
cannot change.

Table 4-22 Package Constraints Settings

Constraint Description

IDM Compatibility Lists the minimum and maximum versions of Identity Manager that the
package supports. These settings are always populated.

Application Compatibility Lists the minimum and maximum versions of the application the package
supports. These settings are not required for all packages.

Driver Type Lists all of the supported driver types the package can be used with.
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4.12.4

4.12.5

4.12.6

4.12.7

4.12.8

4.12.9

Package Dependencies

The Package Dependencies property page list the packages that the current package needs to run.
Packages are divided up into much smaller pieces than a driver configuration file. Some packages
have dependencies on other packages and some do not.

Table 4-23 Package Dependencies Settings

Setting Description

Name Lists the name of the package that is a dependency.

Minimum Lists the minimum version of the package dependency.

Less than Lists the highest version of the package dependency.

Exceptions If there is a version of the package that is not a dependency, it is listed as an
exception.

Add dependency Allows you to add dependencies to the package you are currently developing.

This option is not available for released packages.

Remove dependency  Allows you to remove dependencies to the package you are currently
developing. This option is not available for released packages.

Package Initial Settings
The initial settings are used by package developers to create a template of items that are required for
a driver to start. This information is specified in ds-object code that modifies the driver object at

installation. The ds-object code installs driver shim parameters, driver start options, named
passwords, GCVs, and filters. Unlike other package content, these settings cannot be uninstalled.

Package Languages

The Package Languages property page lists the languages that package is translated into.

Package License

The Package License property page lists the license for the package.

Package Linkage

The Package Linkage property page lists all of the places the package is linked to in your project.
Linking allows you to install content in package A and link to this content in package B. This allows
you to create generic policies that can be reused, then link the policies with minor differences for a
specific driver.

Package Readme

The package Readme lists the information the developer wants you to know about the package. For
example, it can contain a list of new features in a package version, what the linkage directives should
be for a package, and a change log for the package. For more information about package
development, see Section 7, “Developing Packages,” on page 161.
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4.12.10

41211

4.13

4.13.1

Package Targets

The package targets are all of the places where the package is installed in your project. This allows
you to see where the package is being used if you need to uninstall a package.

Package Vendor

The package vendor information is listed on this property page. This allows you to contact the vendor
of a package if you need more information about a package.

Table 4-24 Vendor Settings

Setting Description

Vendor Name Specify the vendor name. If this is for internal consumption, specify the name of
your company.

Vendor Address Specify the address for the vendor or your company.

Vendor URL Specify the URL of the vendor or your company.

Vendor eMail Specify an e-mail for the vendor or your company.

Contact Name If there is a specific contact person for this package, specify his or her name.
Contact eMail If there is a specific e-mail address for the contact person, specify it in this field.

Configuring Package Content

You can view or change configuration settings for the content of a package. You can change the
content only when the package developer mode is enabled on the Identity Vault. For more
information, see Section 7, “Developing Packages,” on page 161.

To view the properties of the package content, expand any package, then right-click the content and
click Properties.

+ Section 4.13.1, “Package Content General Settings,” on page 127
+ Section 4.13.2, “Package Content Installation,” on page 128
+ Section 4.13.3, “Package Content Linkage,” on page 128

Package Content General Settings

You can either view or change the general settings for the package content.

Field Description
Name Displays the name of the item in the package.
Notes Displays any notes about the content of the package.
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4.13.2 Package Content Installation

This page displays the installation directive for the package content. It lists the order of installation of
the content in the package. If you have multiple policies, it lists the order that the policies are
executed.

413.3 Package Content Linkage

This page displays the order of how the policy is linked in the policy set. This displays the order that
the policies are executed in the policy set even if the policies are part of separate packages.

4.14 Configuring Prompts

Prompts are Global Configuration objects that are contained in packages. The prompts are the fields
that are presented to users when they create a driver. The prompts are created by developers so
users can configure the driver correctly. For more information, see Section 7.6.8, “Adding Default
Package Prompts,” on page 185.

Prompts are stored in a Resources folder under the package in the package catalog. To see the
properties of the prompt, right-click the prompt, then click Properties.

+ Section 4.14.1, “Prompts General Settings,” on page 128
+ Section 4.14.2, “Prompts,” on page 129

+ Section 4.14.3, “Prompts Transformation,” on page 129
+ Section 4.14.4, “Target Transformation,” on page 129

4.14.1 Prompts General Settings

You can change many of the general settings for the prompts.

Table 4-25 Prompts General Settings

Setting Description

Name Displays the name of the prompt. You cannot change the name of the prompt. It is set
when the prompt is created. The name of the prompt is a combination of the package
name and the prompt type.

Type A list of the different prompt types. You can change the prompt type. The prompt types
are:

+ Driver Name

¢ Global Configuration
* Initial Settings

¢ Job

+ Remote Loader

* Upgrade Settings

+ MSysinfo Classification

¢ Custom
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4.14.2

4.14.3

4.14.4

4.15

4.15.1

Setting Description

Order This is the order in which the prompts are displayed when a driver is configured. 0 is the
first prompt that is displayed and the rest are in ascending order.

Targets Click Add or Remove to add and remove the packages the prompt is part of. The
package you created the prompt on is the first package listed.

Prompts

The Prompts field is an example of what is displayed when the package is configured. You can
validate that the prompts are displayed properly before configuring a package.

Prompts Transformation

Displays the transformation style sheet for the prompt resources GCV document, based on the GCVs
of other prompts that appear before this prompt in the sorted package prompt list. This style sheet is
created by default when the prompt is created. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.

2 Select the template type, then click OK.

Target Transformation

Displays a transformation style sheet that allows the prompts to modify the package items in the
targets of the prompts. You can modify the style sheet on this page.

If you have made changes to the style sheet, you can clear the changes and revert to the default style
sheet:

1 Click Generate from template.

2 Select the template type, then click OK.

Configuring Global Configuration Objects

Global Configuration objects contain global configuration variables (GCVs) and are used when the
configuration values are referenced from content in packages.

¢ Section 4.15.1, “Global Configuration Object General Settings,” on page 129
+ Section 4.15.2, “Global Configuration Object GVCs,” on page 130

Global Configuration Object General Settings

The General Settings page allows you to change the name of the Global Configuration object.
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4.15.2 Global Configuration Object GVCs

The GCVs page displays the GCVs that are contained in the Global Configuration object. You can
add, edit, and remove the GCVs through this page. You can also edit the GCVs in XML instead of
using the editors provided.

4.16 Configuring Jobs

Designer has a job scheduling utility to schedule events. Through this utility, the system can be set to
disable an account on a specific day, or to initiate a workflow to request an extension for a person’s
access to a corporate resource. Designer’s job scheduler contains the same functionality as the job
scheduler found in iManager. For information on creating jobs, see Section 15.2, “Creating a Job,” on
page 410.

In the Outline view, right-click the Job icon, then select Properties.

+ Section 4.16.1, “General,” on page 130
¢ Section 4.16.2, “Trace,” on page 130

4.16.1 General

You have one selection under the General heading: Policy Name. You can change the job’s name by
modifying the name that appears in the Policy Name entry, then clicking OK.

416.2 Trace

Through the Modeler, you can add a trace level to your jobs. With the trace level set, DS Trace
displays the Identity Manager events as the engine processes the events. The trace level only affects
the driver where it is set.

IMPORTANT: You should use the trace level only for testing or for troubleshooting driver issues.
Setting a driver trace level on a production driver can cause ldentity Manager server to process
events slowly.

Table 4-26 Job Trace Settings

Field Description

Trace level As the job trace level increases, the amount of information
displayed in DS Trace increases.

Trace level 1 shows errors, but not the cause of the errors. To see
password synchronization information, set the trace level to 5.

Trace file Specify a filename and location where the Identity Manager
information is written for the selected driver. When a value is set in
this field, all Java information for the job is written to file.

As long as the file is specified, Java information is written to this
file. If you do not need to debug Java, leave this field blank.

Trace File Encoding The trace file uses the system’s default encoding. You can specify
another encoding if desired.
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4.17

4.18

Field Description

Trace file size limit Allows you to set a limit for the Java trace file. If you set the file size
to Unlimited, the file grows in size until no disk space is available.

NOTE: The trace file is created in multiple files. ldentity Manager
automatically divides the maximum file size by ten and creates ten
separate files. The combined size of these files equals the
maximum trace file size.

Trace name Helps you track job trace messages. The name that you specify
here appears with the job trace messages.

For more information about viewing as saving trace information with DS Trace, see Section 4.7.11,
“Driver Trace Levels,” on page 119.

Configuring ID Policy Containers

An ID Policy container is a repository for ID policies and is used in conjunction with the ID Provider
driver. For more information about the ID Provider driver, see the Identity Manager 4.0.2 Manual Task
Service Driver Implementation Guide. When the ID Provider driver receives an ID request from a
client, it generates an identification that is based on the ID policy specified in the request and passes
the identification to the client.

To configure an ID Policy container, you must first add the ID Provider driver to a driver set that
accesses an ldentity Vault. Then, under the ID Provider driver, create an ID Policy container by right-
clicking the 1D Provider driver and selecting New > ID Policy Container. After the container is created,
double-click the ID Policy container in the Outline view, or right-click the ID Policy container and
select Properties.

Table 4-27 ID Policy Container General Settings

Field Description

Name The name of the ID Policy container. You can
change the name as necessary.

Notes You can add notes to better define how you are
using the ID Policy container.

In order for ID policies to work, you must also add and configure an ID policy in the ID Policy
container. See Section 4.18, “Configuring ID Policies,” on page 131.

Configuring ID Policies

An ID policy allows the ID Provider driver to generate unique IDs. When the ID Provider driver
receives an ID request from a client, it generates an identification that is based on the ID policy
specified in the request and passes it to the client.

The ID Provider driver can act as a client itself and can assign IDs to objects in the Identity Vault. For
more information about the ID Provider driver and its components, see the Identity Manager 4.0.2 1D
Provider Driver Implementation Guide.

Configuring Objects in Designer 131


https://www.netiq.com/documentation/idm402drivers/pdfdoc/manual_tasks/manual_tasks.pdf#Front
https://www.netiq.com/documentation/idm402drivers/pdfdoc/idprovider/idprovider.pdf#bookinfo

To configure an ID policy, you must first add the ID Provider driver to a driver set. Then, under the ID
Provider driver, create an ID Policy container and add an ID policy. After the ID policy is created,
double-click the ID policy in the Outline view, or right-click the ID policy and select Properties.

Figure 4-6 ID Policy General Properties Page
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Table 4-28 The ID Policy General Settings

Field Description
Policy Name The name of the ID policy.
Policy’s Last ID The last ID number that was used by this ID policy. If you have deployed this

ID policy, use the Connect icon to update this field to the last ID number that
was stored in the Identity Vault for this ID policy.

NOTE: Only the ID Provider driver can update the last value stored in the

Identity Vault.
Constraints Minimum/ Numbers must be between 0 and 2147483647. If you have a fixed system
Maximum that can only handle eight digits, set the Maximum to 99999999.
Constraints Exclude/ Allows you to include or exclude a set of numbers that you type. Numbers can
Include be typed in a comma-delimited list and you can use ranges, such as

10,100,1000,5000-10000,1099, etc.
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Field Description

Constraints Prefix: Allows you to give a prefix to the IDs that are generated using this ID policy. If
you create multiple ID policies, a prefix is useful to see which ID policies are
being used. An example is WFID, for workforce IDs.

Constraints Fill: Yes/No  If you choose Yes, the ID is filled with leading zeros (0) up to the maximum
length. This helps keep generated IDs at the same length. If you select No, it
does nothing and the ID lengths increment over time.

Access Control Enabled Check this box if you want to enable access control lists.

Access Control ACL: Type the names of the access control lists you want to use. Access control
must be enabled before you can type in ACLs.

4.19 Configuring a Notification Template

You can use the property page for a Notification Template to change the name of the notification
template.

1 In the Outline view, expand Default Notification Collection.
2 Right-click a notification template (for example, Forgot Password), then select Properties.
3 Edit the name, then click OK.

For additional configuration information about notification templates, see Chapter 11, “Setting Up E-
Mail Notification Templates,” on page 277.

420 Configuring Application Properties

To view or change an application’s settings, double-click the application (for example, LDAP
Directory) in the Modeler.

+ Section 4.20.1, “General,” on page 133

+ Section 4.20.2, “AD Domain,” on page 134
+ Section 4.20.3, “Administrator,” on page 134
+ Section 4.20.4, “Connectivity,” on page 134

¢ Section 4.20.5, “Environment,” on page 137

4.20.1 General

Table 4-29 Application General Settings

Field Description

Type Changes the type of application your driver connects to.
For example, if you configure a JDBC driver to connect
to a MySQL* database, but then need to change to an
Oracle database, you can scroll to Database, select
Oracle, then click Apply.

New Enables you to edit a driver’s icon. See Section 4.7.12,
“Driver iManager Icon,” on page 122.
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Field Description

Edit Enables you to use the Icon editor to customize the
application’s icon. This field is available after you click
New, edit an icon, and click Update.

Browse Enables you to navigate to and select an image file.

Name Enables you to customize the application’s name or
label.

Version Enables you to document the application’s version.

4.20.2 AD Domain

You can capture information about an Active Directory application. This information is useful if you
want Document Generator to include this information when you document the project.

If you provided information in the LDAP settings, Designer populates the AD Domain fields.

4.20.3 Administrator

The Administrator option is divided into three sections. Entering information in these sections is
optional.

+ Personal Information: Use this section to enter information specific to the Identity Vault, such
as Name, Title, Department, and Location,

+ Contact Information: Use this section to enter information such as Email, Phone, Cell phone,
Pager, and Fax.

+ Notes: Use this section to type any reminders you might need for future reference.

4.20.4 Connectivity

+ “Host Names” on page 134

+ “LDAP” on page 135

+ “VNC” on page 136

+ ‘“eDirectory” on page 136

+ “Configuring a Remote Connection” on page 137

+ “Customizing the Viewer” on page 137

Host Names

NOTE: This control is available only for eDirectory applications.

The Host Names field lets you create a list of server IP addresses and DNS names for your
eDirectory application. Because servers can have multiple IP addresses and DNS names, it is useful
to be able to create a list of those host names that you can easily access when configuring
connectivity for your eDirectory application.
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Figure 4-7 Host Name List for eDirectory Applications
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You can add, modify, and delete host names from the Host Names list.

When you specify a host on the LDAP, VNC, or eDirectory tabs, the host entry is automatically added
to the Host Names list.

Double-click an entry in the Host Names list to automatically populate the Host field in the LDAP,
VNC, or eDirectory tabs.

Host entries in the Host Names list are also available from the Host field drop-down list in the LDAP,
VNC, and eDirectory tabs.

LDAP

You can configure some applications (for example, Active Directory, eDirectory, and LDAP) for an
LDAP connection. If the application doesn’t support an LDAP connection, the LDAP tab doesn't
display.

Host: The server’s IP address or DN.
Port: The server port to communicate with the directory.
User: The user’s name (in LDAP format).

Password: The user’s password.
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VNC

From within Designer, you can view the desktop of the machine that is running your applications, and
remotely control that desktop by interacting with it. This feature enables you to administer users or
your applications with the native tools of that system, from one location.

This functionality is hosted in an embedded editor inside Designer. You can have multiple remote
control sessions with different systems, all open at the same time.

Figure 4-8 A Remote Desktop
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eDirectory

You can configure connectivity to eDirectory applications. This is similar to configuring an LDAP
connection, but uses native eDirectory protocols instead of LDAP.

Host: The server’s IP address or DN.
Port: The server port to communicate with the directory.
User: The user’'s name (in eDirectory format).

Password: The user’s password.
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4.20.5

421

Configuring a Remote Connection

To remotely control a desktop, the machine that is running your application needs to have a VNC

(virtual network computing) server installed and running. You can usually download a free VNC server

from the Internet.

You can easily configure any system or design element in Designer for this feature by editing any
application or design element:

1 Right-click an application or design element.

2 Select Properties > Connectivity.

3 On the VNC tab, type the authentication information.

Host: The DN (for example, server33.houston.company.com) of the server where the VNC is
running.

Port: Typically 5901 for Linux servers or 5900 for Windows.
Password: The password to the VNC server.
4 Click OK.

Customizing the Viewer

A toolbar at the top of the desktop viewer enables you to configure the following:

+ Encoding type (RAW, RRE, CoRRE, Hextile, Zlib, Tight). The default is Tight.
¢ Compression level

+ JPEG Image Quality (0 - 9). The default is 6.

¢ Cursor shape updates. The default is Enable.

+ Use CopyRect. The default is Yes.

+ Mouse buttons 2 and 3. The default is Normal.

+ View only. The default is No, so that you can interact with the desktop.
¢ Clipboard

+ Record session and save to file.

¢ Send Ctrl+Alt+Delete.

+ Refresh

For more information, see the TightVNC documentation Web site (http://www.tightvnc.com/).

Environment

You can enter notes about the application’s platform, hardware, and environment.

Adding Prompts to a Driver Configuration File

Several node types are defined for driver configuration files. These extensions were made to support

the following:

+ Prompting once for a value that is used repeatedly throughout a single driver configuration file.

+ Prompting once for a value that is used across multiple driver configuration files, as part of the

Import Drivers Wizard.
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+ Allowing the user to select a value from a drop-down list of values.
+ Global modification of the driver configuration file according to a contained XSL style sheet.

+ Built-in variables that can be referenced without declaring them, in order to access information
about the driver and its environment (a tree name, driver set name, driver set DN, server name,
server DN, driver name and driver DN).

+ The ability to “layer” prompts. It is possible to ask the user multiple sets of questions, with the
second and later sets being controlled by the user's responses to prior sets. For more
information, refer to “Editing Driver Configuration Files” in the NetlQ Identity Manager 4.0.2
Common Driver Administration Guide.

The primary new node types are variable-decl, variable-ref, and xsl-modify.

Table 4-30 New Node Types

New Node Description
Type
variable-decl Allows you to define driver configuration variables that are prompted for (optionally)

and replaced into a driver configuration file during its import. Multiple variable-decl
blocks can be used to define a “layered” set of prompts. Refer to “Editing Driver
Configuration Files” in the NetlQ Identity Manager 4.0.2 Common Driver Administration

Guide.

variable-ref Used to reference a variable defined in a variable-decl within your driver configuration
files.

xsl-modify Used to globally modify the driver configuration file after all variables (and prompting)

have been resolved. The contents of this node are extracted and used as an XSL style
sheet that is applied to the patched driver configuration file.

For information on adding prompts to a sample configuration file, see “Editing Driver Configuration
Files” in the NetlQ Identity Manager 4.0.2 Common Driver Administration Guide.

422 Synchronizing Passwords

To view or edit password synchronization, use the Dataflow editor. See Section 9.2.1, “Filtering
Views,” on page 249 and “Synchronizing Passwords” on page 249.
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Managing ldentity Manager Versions

Your environment might have versions of Identity Manager earlier than version 4.0.2, or you might
have a mixture of different versions of Identity Manager.

Before Designer 2.0, if you configured and wrote policies for an earlier version of Identity Manager in
your environment, you might have encountered the following issues:

+ You could easily build a solution that would not deploy.

+ You did not know which features worked in one environment versus another environment.

To solve these issues, Designer tracks versions of the following objects:

+ |dentity Manager engines
+ |dentity Vaults (trees)
+ Drivers

As you use Designer, you see only the Ul of features that apply to the version that you are working
on. Project Checker and Deploy ensure that what you have configured is supported in the target
environment.

+ Section 5.1, “Key Differences in Identity Manager Versions,” on page 140

+ Section 5.2, “Changing the ldentity Manager Version,” on page 140

+ Section 5.3, “Tracking Versions of Identity Manager,” on page 141

¢ Section 5.4, “Support for Driver Configuration Versions,” on page 142

+ Section 5.5, “Checking Projects for Version Issues,” on page 144

+ Section 5.6, “Adjusting the Ul Based on the Version Number,” on page 144
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5.1 Key Differences in Identity Manager Versions

Identity Manager 3.5 Identity Manager 3.6 Identity Manager 4.0.2
* New object types + Support for 64-Bit + Integrated installer
were added: operating systems + Packages
+ ECMAScript + New installation .
. * |Installation
Objects program
*
+ Jobs + New driver Management
: L . .
+ Mapping Table configuration files New Resource Objects
Resource ¢ Driver health ¢ Global
Objects monitoring configuration
* Resource * New ID Provider resource objects
Libraries driver + Package prompt
+ New Policy Linking + Reciprocal Attribute resource objects
capabilities where a Mapping + DS resource
policy can be in + Additional DirXML objects
multiple fists Script elements + SharePoint driver

¢ Many new DirXML
Script actions,
conditions, tokens, ¢ User Application + |dentity Reporting
and verbs Module

Ability for DirXML
Script to nest
conditions

+ Nested group support + Salesforce.com driver

*

+ Driver-scoped local
variables in DirXML
Script that let you
refer to variables
outside of the policy

5.2 Changing the Identity Manager Version

You can import and deploy to all versions of Identity Manager that shipped since Identity Manager
2.0, up to and including Identity Manager 4.0.2. You can also import from DirXML 1.x environments.

Because versions earlier than Designer 2.0 did not track Identity Manager versions, those earlier
projects do not have version information. When you convert an earlier project, Designer defaults the
Identity Manager version numbers to the latest version. During conversion, Designer informs you that
this default is being applied.

You can change this version number by doing either of the following:

+ In the Outline view, right-click the Server object, select Properties, then select from the Identity
Manager Version drop-down list.

+ In the Modeler, select an Identity Vault, click Window > Preferences, expand Novell and select
Identity Manager, then select a version from the drop-down list.

You can also find information on upgrades, information on downgrades, and a link to a help topic.
This information explains the key differences between versions of Identity Manager.
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5.3

When you import into a new server (or create a server based on a server that you have browsed to in
the directory), the new server inherits the imported version of Identity Manager.

If you do a live update in the server properties page, Designer updates the server to the current
version of Identity Manager that is in the target environment.

Tracking Versions of Identity Manager

Designer tracks the Identity Manager version. Filtering functionality is based on this version
information. When multiple servers are associated to a driver set, Designer calculates an “effective
engine version.” This version is the earliest Identity Manager version in the driver set.

If you want to use the latest Identity Manager 4.0.2 features, it is important that all servers belonging
to the driver set are upgraded to 4.0.2. This version can be manually upgraded or downgraded from
the server properties page.

Additionally, live update icons retrieve current Identity Manager and eDirectory version information on
the server properties page.

Figure 5-1 Live Update icons

Identity Manager 35,1
Wersion:

eDirectory Version: | eDirectory 8.5

QSEigned Driver Dirivver Sek. Idantity Wault
el

b

The Add Server dialog box allows you to specify version information when an Identity Vault is
created.

Figure 5-2 The Add Server Dialog Box

@ Add Server Association g]

Specify Server for Identity Yault

[ITE

Take the default, specify, or browse to a server,

Server DN: | a0 Saepli=ra

Identity Manager Yersion: |3.5.1

Far version infarmation or to change the defadlt, click here

I [a] 4 l [ Cancel ]

The Driver Set Log Level and Driver Log Level property pages have dynamic version widgets next to
any log event that is not supported by your effective Identity Manager version. The following figure
illustrates an unsupported log event:
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Figure 5-3 ldentity Manager Version Message

.Feature Not Supported

"Job " is not supported with your current server's Identity
& Manager setking,

To enable this Feature, set the Identity Manager wersion on all of

wallk servers in the driver set ko 3.0.1 or later,

For more details on the di
Identity Manager, click

rences between the versions of

5.4 Support for Driver Configuration Versions

In Identity Manager 4.0.2, driver configuration files are replaced with packages. You can still use
driver configuration files. However, new and updated content for drivers is contained only in

packages.

The Driver Configuration Wizard provides the following versioning information about the driver

configuration files and your Identity Manager solution.

+ The engine version that you are importing into. This information is taken from the current project.

You control the version number.

+ A descriptive name of the driver configuration.

+ The version of the configuration as a single (undelimited) version number.
¢ The minimum required engine version for this configuration to run.
+ The full filename of the selected list item. This name is below the list. It is displayed there for

transparency.

+ A check box that indicates possible unrecommended or incompatible configuration files.

Figure 5-4 A Deselected Show All Check Box

@ Driver Configuration Wizard

Select Driver Configuration

systems in your model,

‘fou are importing to an Identity Manager 3.5.1 system

Driver Configuration

Avaya PEX User

Avaya PEX

By default, the Show All check box is deselected if unrecommended or possibly incompatible
configuration files are available. If all available driver configuration files are recommended and
guaranteed compatible, the check box is dimmed and selected, indicating that all available

options are displayed.

Listed below are all driver configurations that can connect to applications ar

Config Ver | Min IDM Yer | #

z 3.5

v
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A deselected Show All check box implies the following:
+ Additional driver configuration files are available but they are not recommended.

+ The additional driver configuration files are probably incompatible with the engine version
that you are importing to.

In the following figure, the Show All check box is selected.

Figure 5-5 A Selected Check Box in the Wizard

@ Driver Configuration Wizard

Select Driver Configuration G

Listed below are all driver configurations that can connect to applications or systems in wour

model,

¥ou are importing to an Idenkity Manager 3.0.1 syskem

Driver Configurakion Corfig Wer | Min I0M W

IDM Driver For JDBC 2 1 2.0.1
IDM Driver Far JDBC 2 1 3.5.0
1 3.5.0

o
i | LDAR 1 2.0.1 2
] } =

| Cajtrunkjcom.novell, designer idmidefs/driver_configsiActiveDirectory-IDMz_0_1-txml | | Brawse.., |

Petrform reguired prompk checking
] oo not show this dialog again

Fun ] [ Close

The list now contains many more items than were displayed when the check box was deselected.
These new items were previously hidden because the minimum required engine version for them is
3.5. Because the user is importing to 3.0.1, the configuration might be incompatible.
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5.5

5.6

Checking Projects for Version Issues

A full suite of project checks makes sure that what you have configured makes sense for your target
environment and can be successfully deployed. Designer's Ul blocks the creation of unsupported
objects and hides features based on the version number. Nevertheless, unsupported actions might
still occur through a few “back-door” methods, such as copying and pasting, importing, and
downgrading your server after you have configured for a newer environment.

In all of these instances, Project Checker catches the problems.

For example, for policy libraries to work, all of the servers on a given driver set need to be at the same
Identity Manager 3.5 version. Project Checker catches problems like this where you might have an
unsupported mix of servers. In this case, the project check results would look like the following figure:

Figure 5-6 Project Checker

B Project Checker X i u.J =3 |
Results non-filkered: { & of & items §
Sewetity  Etror Description Madel Object
.l_:] Unsupparted Identity Manager wersion mix on - Driver Set Driver Set.Identity Yault
(%] Identity Waulk is missing Host Mame, Identity Wault
[x] Driver set does not contain deployment context, Driver Set.Identity Yault
(x] Driver set does not contain deployment context, Driver Setl.Identity Yault
[x] Driver set does not have a server associated with it, Driver Set1.Identity Yault
Ay Deployment contesxt should be a Fully qualified DM (2.9, o=novell) Driver Set.Identity Yault
)] Identity Yaulk is missing User Mame, Identity Wault
[’i‘] Identity Vault user password is not stored in the praject, Identity Waulk
< >

Version problems are sorted to the top and have a version icon. If you double-click the item, you get
more details about the problem and how to resolve it.

Adjusting the Ul Based on the Version Number

Designer displays and enables or disables capabilities based on the version of Identity Manager that
is associated with the Identity Manager engine. For example, if you edit a policy that is associated
with a server that uses Identity Manager 3.5, Policy Builder shows you all of the new actions,
conditions, verbs, and tokens that ship with that release. This feature lets you try out the next version
of Identity Manager before it is even released.

Also, if you set the server to Identity Manager 3.0.1 (or earlier), you get the previous version of Policy
Builder that Designer has shipped with in the past.

If you try to create an object that is not supported by your server version, a prompt tells you that this
action isn't supported. For example, Identity Manager 3.5 introduces the concept of Jobs, Mapping
Tables, and Policy Libraries. If you try to create one of these objects on a 3.0.1 server, you see the
following message:
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Figure 5-7 Prompt: Feature Not Supported

® Feature Not Supported |

“Job" is nok supported wikth wour current server's Idenkity
& Manager sekking.
To enable this feature, set the Identity Manager version an all of
wolF servers in the driver set bo 3.5 or laker,

Faor mare details on the differences bebween the versions aof

ok |

Future milestones of Designer will continue to evolve the Ul to better handle version differences.
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6 Managing Packages

6.1

Identity Manager drivers consist of multiple components like roles, workflows, policies, ECMAScripts,
and style sheets. The configuration of each of these components makes each Identity Manager driver
unique.

This complexity makes it challenging to add new content to drivers, as when you need to create
different components multiple times. In order to save time and help manage ldentity Manager
content, Identity Manager 4.0 and later includes a concept called packages.

For information about migrating driver configuration files to packages, see “Upgrading Drivers to
Packages” in the Identity Manager 4.0.2 Upgrade and Migration Guide.

¢ Section 6.1, “Understanding Packages,” on page 147
¢ Section 6.2, “Installing or Upgrading Packages,” on page 151
+ Section 6.3, “Customizing Default Packages,” on page 155

+ Section 6.4, “Removing or Downgrading Packages,” on page 156

Understanding Packages

A package is a container for components of Identity Manager driver content, organized according to
the functionality you want to provide to a driver. Packages can contain different types of content that
you can move from one environment to another, allowing you to re-use content in multiple places and
create and configure drivers more efficiently.

Designer allows you to export packages as .jar files. This enables you to easily share packages with
other users and import packages into different instances of Designer.

Figure 6-1 ldentity Manager Package

—

Workflows

D, e

Package

L

L

v
A

Driver

Polices
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6.1.1

6.1.2

Designer allows you manage and develop packages. Packages are the delivery mechanism for
Identity Manager content. When you create a package, you are creating the framework for delivering
the content.

Packages are stored in the package catalog, which is only visible in Designer. The package catalog is
created when you create or import a project and add an Identity Vault. If you have an existing project,
the package catalog is created when you open the project after it is converted.

Developers can create packages to deliver custom content. For more information about developing
packages, see Chapter 7, “Developing Packages,” on page 161.

Packages are only supported with Identity Manager 4.0 or later. If you create a driver using a driver
configuration file for an earlier version of Identity Manager, we recommend you migrate your existing
driver to use packages. For more information, see “Upgrading Drivers to Packages” in the Identity
Manager 4.0.2 Upgrade and Migration Guide.

For more information about how packages work, see the following sections:

+ Section 6.1.1, “Advantages of Packages,” on page 148
+ Section 6.1.2, “Understanding Package Dependencies,” on page 148
+ Section 6.1.3, “Package Content,” on page 149

Advantages of Packages

Easy to upgrade: In the past, when you wanted to install a driver, you installed the driver
configuration file. The driver configuration file contained all of the functionality that could be added to
a driver. However, there was no easy way to upgrade the configuration file once installed. Packages
allow you to upgrade an installed package.

Easy to revert back to factory settings: Packages are easy to install, uninstall, and revert back to a
shipping configuration of the driver.

Common functionality can be reused: Functions that are common to the drivers can be grouped in
a particular package and the same can be referenced by other drivers. This is not possible with
configuration files.

Easy content life cycle management: Managing the life cycle of content is easier with packages
due to versioning.

Easy to update: Packages allow you to update the features of a driver without updating the entire
driver.

Understanding Package Dependencies

Many packages require one or more other packages to function properly. When you install a package,
the package may require other packages also be installed, either as feature sub-packages or
separate packages entirely. For example, several packages require you install the default Common
Settings package before installing or deploying.

These dependencies are mandatory and are always enforced, indicating a technical dependency one
package has for a component of another package.

148  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide


https://www.netiq.com/documentation/idm402/pdfdoc/idm_upgrade/idm_upgrade.pdf#bqk8uci
https://www.netiq.com/documentation/idm402/pdfdoc/idm_upgrade/idm_upgrade.pdf#bqk8uci
https://www.netiq.com/documentation/idm402/pdfdoc/idm_upgrade/idm_upgrade.pdf#Front

6.1.3

Understanding Driver Set Packages and ldentity Vault Packages

A package can be a driver package, a driver set package, or an ldentity Vault package. In
general, package dependencies follow a one-way “pyramid” structure. Driver packages can require
other driver packages, driver set packages, or Identity Vault packages, and driver set packages can
also require ldentity Vault packages. However, Identity Vault packages cannot require driver or driver
set packages, and driver set packages cannot require driver packages.

Understanding Base Packages and Feature Packages

In addition, a package can be a base package or a feature package. Feature packages contain the
actual functionality a driver uses, broken apart by “feature,” while base packages tell Designer how to
assemble those feature sub-packages together into an actual driver. Base packages should be used
to create a driver and not to deliver content.

Feature packages themselves may be mandatory or optional, depending on the requirements of the
base package. Some features may not be strictly necessary for a driver to function but could be
useful for some users, while other features are required for the driver to function properly.

You configure the mandatory and optional feature packages of a base package in the Properties of
the base package. When you install a driver, the Driver Configuration Wizard displays both the
mandatory and optional features of that driver’s base package and installs the mandatory feature
packages and allows you to select which optional feature packages you want to install. For more
information about configuring mandatory and optional packages, see “Configuring Mandatory and
Optional Feature Packages” on page 192

Package Content

Packages are installed on drivers, driver sets, and Identity Vaults. The content of the packages
installed on the Identity Vault can affect all of the drivers in the Identity Vault. The content of the
packages installed on the driver set can affect all of the drivers in the driver set. The content of the
packages installed on a driver only affects that driver.

You can store many different types of objects in a package, including driver objects, library objects,
User Application objects, DS object resources, filter extension resources, and package prompt
resources. The types of objects you can store in a package depends on the type of the package itself.

NOTE: You can install content on a driver without adding that content to a package, including
policies, ECMAScripts, and GCVs. However, if you install content directly on a driver, you cannot
control what order the driver runs the content.

For example, if you have a package that contains 10 policies installed on a driver, and one non-
package policy also installed on that driver, the non-package policy may run in between two of the
package policies, regardless of how you order the policies.

The following table lists the objects the can be installed in the different package types.

Table 6-1 Package Content in Package Types

Object Type/Package Type Driver Driver Identity
Set Vault
Notification Templates X
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Object Type/Package Type Driver Driver Identity

Set Vault
Library x1 x1
Credential Application object X X2 X2
Credential Repository object X X2 X2
DirXML Script X X2 X2
ECMAScript X X2 X2
Mapping Table X X2 X2
Global Configuration object X X X2
DS object X X X2
Resource object X X2 X2
Schema Map X X2 X2
XSLT X X2 X2
Job X X
Entitlement X
Entities X3
Lists X3
Queries X3
Relationships X3
Configuration X3
Provisioning Request Definitions X3
Teams X3
Roles X3
Role Configuration X3
Resources X3
Separation of Duty (SoDs) X3

1 Libraries are not packaged, only their contents. Packages store the library's name and location and
create it at install time, if it doesn't already exist.

2 These items can only be added to a package of the respective type if they are in a library.

3 These items can only be added to a User Application driver package.
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6.2 Installing or Upgrading Packages

Use the following list of tasks to install, add, upgrade, or import packages. For information about
creating or copying packages, see “Developing Packages” on page 161.

+ Section 6.2.1, “Installing Packages,” on page 151

+ Section 6.2.2, “Adding Packages,” on page 153

+ Section 6.2.3, “Upgrading Installed Packages,” on page 154

+ Section 6.2.4, “Importing Packages into the Package Catalog,” on page 155

6.2.1 Installing Packages

You can install packages on Identity Vaults, on driver sets, or on drivers. You can verify the packages
have been imported by following the instructions in Section 6.2.4, “Importing Packages into the
Package Catalog,” on page 155.

There are three different types of packages based on the package are installation target: Identity
vault packages, driver set packages, and driver packages.

Driver packages are further grouped as:
+ Driver Base Configuration Packages: Contains the base functionality for a driver. You must

install a driver base configuration package first.

+ Mandatory Features Packages: If there is a feature that is required for a driver to function, but
is not included in the driver base configuration package, it is added to a mandatory features

package.

+ Optional Features Packages: Contains features for a driver that aren’t mandatory for the driver
to function.

To install packages on an existing Identity Vault, driver set, or driver, see Section 6.2.2, “Adding
Packages,” on page 153.

To install a new driver, including the packages that make up the driver, use the following procedure:

1 Drag and drop an application from the Palette into the Modeler.

or
Right-click the driver set in either the Outline view or in the Modeler, then click New > Driver.

2 Click the check box next to the base package you want install, then click Next.

NOTE: You can only install one base package per driver.
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@ Driver Configuration Wizard

= Feature Selection
3 Select Driver Base Configuration
Select Mandatory Features
Select Optional Features
= Installation Tasks
Determining Installation Tasks..
8 Installation Summary
Confirm Instalation Tasks

Select Driver Base Configuration

@ only one base package can be selected.

Avallable Packages

| SOAF Base

D SAP User Management Base

[[] 5P Portal Base

] sAP HR Integration Base

[[] role-Based Entitlements (RBE) Base
] role and Resource Service Base
[ Pecplesoft Base

[ nul Service Base

] Notes Base

Fl Managed System Gateway Base
[ Loopback Base

[ LDAP Base

[] Ms Base

[] 1oBC Base

] 1o Provider Base

[T Groupvise Base

] Delirmited Text Base

] Data Collection Service Base

[] avayaBase

Active Directory Base

0.1.0
0.0.2
0011
0.0.1
0.0.3
0.1.2
0.0.1
0.0.3
0.1.0
00,13
0.0.3
0.0.3
0.0.1
0.0.1
008
0.0.1
0.0.4
00,15
0.0.1
0.0.7

1>

&

@ [Import Ciriver Configuration ]

Cancel

3 (Conditional) If you want to install any of the available optional features for the base package you
selected, ensure the check box next to those packages is selected. Most options are selected by
default because they are recommend for the driver.

NOTE: In most installations, we recommend installing all optional features.

@ Driver Configuration Wizard

= Feature Selection
@ Select Driver Base Configuration
Select Mandatory Features
€ Select Optional Features
= Installation Tasks
Determining [nstalation Tasks..
= Installation Summary
Confirm Instalation Tasks

Select Optional Features

Mame
# [V]CE Entitlements and Exchange Malbox Support
Cf Password Synchronization
Cf Data Collection
# W] Account Tracking

Wersion

Show only applcable package versions

@ = Back

|

Mext =

Cancel
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6.2.2

Optional packages are grouped by feature. You can expand features to see the specific
packages installed for each. You must select a feature to install the packages for that feature.

(Conditional) If you do not want to install a particular optional feature, clear the check box for that
package.

5 Click Next.
6 (Conditional) If the base package requires a dependent package, Designer prompts you to install

8

the dependent package. Select the dependent package, then click OK.
Respond to any prompts, if necessary, then click Next.

The prompts are specific for each driver. Each driver guide contains the specific instructions for
that driver. See the Identity Manager driver guides Web site (http://www.novell.com/
documentation/idm402drivers/index.html) for the specific driver information.

Review the installation summary, then click Finish.

After the packages are installed, the driver contains the functionality included in the packages.

Adding Packages

You can add new functionality to an existing driver by adding new packages to an existing ldentity
Vault, driver set, or driver.

1
2
3
4

Right-click the Identity Vault, driver set, or driver, then click Driver > Properties.
Click Packages, then click the Add Packages icon <.
Select the packages to install. If the list is empty, there are no available packages to install.

(Optional) Deselect the Show only applicable package versions option, if you want to see all
available packages.

This option is only displayed on drivers. By default, only the packages that can be installed on
the selected driver are displayed.

5 Click OK.
6 Click Apply to install all of the packages listed with the Install operation.

Package Management

Instaled Packages ae
Fackage Versi..  Upgra..  Operation
P Password Synchronization Motificatio,.. 0.2.0 Select Operation...
“Provisioning Motification Templates 0.2.0 Instal
“*Password Management Motification T... 0.2.0 Instal
“*Password Expiration Motification Tem... 0.2.0 Instal
4 Job Default Motification Templates 0.2.0 Instal

(Conditional) Fill in the prompts with appropriate information to install the package, then click
Next.

Depending on which package you selected to install, you might have fields that you must fill in.
For detailed information about the fields, see the specific driver guide at the Novell Driver Guides
documentation Web site (http://www.novell.com/documentation/idm402drivers/index.html).

Read the summary of the installation, then click Finish.
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154

9

10

Click OK to close the Package Management page after you have reviewed the installed
packages.

Package Management v
Installed FPackages ae
Fackage Versi., | Upgra.. | Operation
‘:‘Job Defallt Notification Templates 0.2.0 Select Operation...
“Password Expiration Nofification Tem... 0.2.0 Select Operation..,
“Password Management Nofification T...  0.2.0 Select Operation..,
@ Password Synchronization Motificatio...  0.2.0 Select Operation...
Serovisioning Motification Templates .20 Select Operation...

Repeat Step 1 through Step 9 for each Identity Vault, driver set, and driver where you want to
add the new packages.

Upgrading Installed Packages

You can upgrade any package that is installed if there is a newer version of the package available.
Complete the following steps to upgrade an installed package:

1

Ensure you add any GCVs included in the package to a new GCV Resource object. For more
information, see the “Global Configuration Value Definition Editor” in Policies in Designer 4.0.2.

Right-click the Identity Vault, driver set, or driver where the package is installed that you want to
upgrade, then click Driver > Properties.

Click Packages.
If there is a newer version of a package, there is check mark displayed in the Upgrades column.
Click Select Operation for the package that indicates there is an upgrade available.

5 From the drop-down list, click Upgrade.

10

Select the version that you want to upgrade to, then click OK.

NOTE: Designer lists all versions available for upgrade.

Click Apply.

(Conditional) Fill in the fields with appropriate information to upgrade the package, then click
Next.

Depending on which package you selected to upgrade, you might have fields that you must fill in
to upgrade the package. For detailed information about the fields, see the specific driver
documentation located on the Identity Manager Drivers documentation Web site (http://
www.netig.com/documentation/idm402drivers/index.html).

Read the summary of the installation, then click Finish.
Review the upgraded package, then click OK to close the Package Management page.

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide


https://www.netiq.com/documentation/idm402/pdfdoc/policy_designer/policy_designer.pdf#pbgcveditor
https://www.netiq.com/documentation/idm402/pdfdoc/policy_designer/policy_designer.pdf#pbgcveditor
https://www.netiq.com/documentation/idm402/pdfdoc/policy_designer/policy_designer.pdf#bookinfo
http://www.netiq.com/documentation/idm402drivers/index.html
http://www.netiq.com/documentation/idm402drivers/index.html
http://www.netiq.com/documentation/idm402drivers/index.html

6.2.4

6.3

Importing Packages into the Package Catalog

Designer adds packages to the Package Catalog dynamically. However, if you need to add a custom
package to the Package Catalog, you can import the package .jar file.

Use the following procedure to import one or more packages into the package catalog.

1 In the Outline view, right-click Package Catalog, then select Import Package.

2 Select one or more packages from the list. If all of the available packages are already imported,
the list is empty.

or
Click Browse, then browse to and select a package on the file system and click OK.

B Select Package

Select packages from the folowing:

Package Version Short Mame Yerdor License i
[ 188 Delimited Text Base 0.0.5 NOVLOTHTBASE Mowell, Inc,

[1€8 Group\wise Base 0.0.2 NOVLGRPWE Mowell, Inc,

[(1€8 1D Frovider Base 0.0.7 NOVLIDPROVE Nowel, Inc,

[T1& 1oRC Base 0.0,1 MNOVLIDECBASE Mowell, Ine,

[7168 1vs Base 0.0.2 MOVLIMSBASE Mowell, Inc.

[T1&&LDAF Base 0.0.4 NOVLLDAPBASE Mowell, Inc.

[16% Loopback Base 0.0.4 NCOVLLBACKE Mowell, Inc,

[ 168 Managed System Gateway Base 0.0.13 NOVLIDMMSGWE  Movel, Inc.
[T 1&8MNotes Base 0.1.3 MNOVLMNOTEBASE Mowell, Ine., >
[ 1show Al

ISeIect AIII [Deselect AII] [Browse... l

[Show Readme Details o

3 Click OK to import the selected packages.

4 Review the import message, then click OK.

After you import a package, you must install the package on a driver before you can use that
package. Continue with “Installing Packages” on page 151 for instructions.

Customizing Default Packages

In most cases, when you install a default package shipped by Novell in your environment, you need to
customize that package for the driver to function properly. You may need to add new policies to the
default package, modify existing policies and filter extensions, and configure schema mapping
policies for your environment. You can modify the content of a default package at any time using tools
provided in Designer, like the Policy Builder.

For more information about creating or modifying policies, see “Managing Policies with the Policy
Builder” in Policies in Designer 4.0.2. For more information about modifying filters, see “Controlling
the Flow of Objects with the Filter” in Policies in Designer 4.0.2. For more information about
configuring schema mapping policies, see “Defining Schema Map Policies” in Policies in Designer
4.0.2.
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NOTE: If you have previously worked with driver configuration files, note that there are no additional
steps required to make changes to the package content. You use Designer as you would in the past
to change a policy, filter, or any other object that is delivered in a package.

Each package has a checksum file, so that when you make changes to the content delivered in the
packages, Designer keeps track of those changes. Designer adds an icon to content that is
customized. In the figure below, the pub-cp-ADBS policy has changed, where all of the other policies
have not changed since the package was installed.

Figure 6-2 Changed Policy
= Project | o= Qutiine &3

={&] Identity Yault
E server
=&l Driver Set
=) Library
=I-ig) Diriver
=% Publisher
H pUb-Ctp-ACCTrk-WriteAc
H pub-cip-ADBS
H pub-ctp-ADBS-Userharm
H pub-etp-ADBS-HandleMc
H plUb-mp-ADES
H pub-mp-ADBS-Scoping
H pub-pp-ADBS
K= pub-cts-ADBS
+-: Subscriber
@ Driver Fiter
ME smp-A0BS
H itp-AccTrk-Publish
H itp-AccTrk-WriteAccounts
H itp-A0BS v
< >

If there is a new package available and you have customized the package, Designer prompts you to
keep your changes or overwrite the customization with the new package content.
You can also revert the customization that you made to any package at anytime.

1 Inthe Outline view, select an object that has changed.
2 Right-click the selected object, then click Revert Customization.

The content is reverted back to the state it was when the package was first installed. The Revert
Customization option is like an Undo option.

6.4 Removing or Downgrading Packages

Use the following list of tasks to remove, uninstall, or downgrade packages or to enable or disable
factory mode on a driver.

¢ Section 6.4.1, “Uninstalling Packages,” on page 157
+ Section 6.4.2, “Downgrading Installed Packages,” on page 157
+ Section 6.4.3, “Removing Packages from the Package Catalog,” on page 158
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+ Section 6.4.4, “Running a Driver in Factory Mode,” on page 158

+ Section 6.4.5, “De-activating Factory Mode,” on page 159

6.4.1 Uninstalling Packages

1

2
3

4

Right-click the Identity Vault, driver set, or driver where the package is installed that you want to
uninstall, then click Properties.

Click Packages, select the package you want to uninstall, then click the Select Operation cell.

Click Uninstall from the drop-down list.

Package Management v
Instaled Packages ar

Fackage Versi.., Upgra.. Operation

@ pccount Tracking Common 0.2.0 Select Operation,..

@ active Directory Account Tracking 0.2.0 Select Cperation. ..

@ active Directory Audit Entitements 0.2.0 Select Operation,..

@ Active Directory Base 020 v Select Operation...

@ pctive Directory Default Configuration  0.0.2 Select Operation..,

@ active Directory Enfilements and Ex... 0.2.0 Select Operation...

‘:*Acﬁve Directory Managed System Inf... 0.2.0 Select Operation...

“Active Directory Password Synchroni.. 0.2.1 Select Operation..,

“audit Entiternents Commaon 0.2.0 Select Operation,..

@ Data Colection Common 0.2.0 Select Operation,..

@ Password Synchronization Common 0,20 Select Operation...

@ Process Logging Common 0.2.0 Uninstal v

Cowngrade

Uninstall
Select Operation...

Click Apply to uninstall the package, then click OK to close the Package Management page.

6.4.2 Downgrading Installed Packages

You can downgrade any package that you have upgraded. This allows you to revert the driver back to
a known state for troubleshooting purposes.

1

(Optional) Before downgrading an installed package, you may want to create a backup of all of
the customized policies in the package. For information about backing up drivers in Identity
Manager, see “Creating an Export of the Drivers” in the Identity Manager 4.0.2 Upgrade and
Migration Guide.

Right-click the Identity Vault, driver set, or driver where the package is installed that you want to
downgrade, then click Properties.

3 Click Packages, then click the Select Operation option for the package you want to downgrade.

4 From the drop-down list, select Downgrade.

5 Select the version that you want to downgrade to, then click OK.
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6.4.3

6.4.4

All versions that are available to downgrade to are listed.
6 Click Apply, then click Finish to downgrade the package.

Removing Packages from the Package Catalog

You can remove unused packages from the package catalog all at once or delete a specific package
if the package is currently not in use. If you try to delete a package that is in use, you get an error
message.

If you want to remove all unused packages from the package catalog, complete the following steps:

1 Right-click the package catalog and select Remove Unused Packages.
2 Review the list of packages to be removed and click OK.

If you want to delete a specific package from the package catalog, complete the following steps:

1 Verify that the package is currently not installed:
la Right-click the package in the package catalog, then click Properties.
1b Click Targets.
This page lists all of the objects where the package is currently installed in your project.
1c Click OK to close this page.

1d If the package is currently installed, follow the instructions in Section 6.4.1, “Uninstalling
Packages,” on page 157 to uninstall the package. After the package is uninstalled, continue
with this procedure.

2 Right-click the package in the package catalog, then click Delete.
3 Click Yes to confirm.

Running a Driver in Factory Mode

Designer also provides an option to remove any customizations from a driver while retaining package
configuration values and parameters. Customizations can include policies, GCVs, and package
prompts.

To run the driver without customizations is called Factory mode. The Factory mode allows you to
remove customizations from the driver through one procedure instead of removing customizations
from each package.

Factory mode is most useful for package developers who create their own custom packages for use
by other users. If you develop a package for a customer, and the customer encounters problems with
the driver after installing the package, you can enable Factory mode to troubleshoot those problems
on a “clean” driver.

NOTE
+ We do not recommend enabling Factory mode for shipped drivers or packages, as the default
drivers provided by Novell require customization to work in your environment.

+ You can only enable Factory mode on an individual driver. You cannot enable Factory mode on
an ldentity Vault or driver set.

+ Enabling Factory mode affects all driver content, including all pre-configured and custom
packages installed on the driver.
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There are two options for using Factory mode:
+ Strict: Designer removes all customizations and custom configurations from your driver. Custom
configurations are new policies, jobs, mapping policies, or other objects created on the driver.
+ Relaxed: Designer removes all customizations but no custom configurations from your driver.

To run a driver in Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Driver > Properties.
2 Click Packages, then select Run driver in Factory mode.

3 Select how Package Manager handles the customizations and custom configuration of your
driver. You can select either Strict or Relaxed.

4 Click Activate to save the selected change.

5 (Optional) Click the Configure Factory mode icon & if you want to change the selected option,
then click Activate again.

6 Click Apply or OK to make the change active.

6.45 De-activating Factory Mode

When you turn off Factory mode on the driver, Package Manager does the following:

+ Restores all package customizations, including policies, GCVs, and package prompts
+ Restores custom configurations, if you selected Strict
+ Preserves package configuration values and parameters

To de-activate Factory mode:

1 In the Outline view or in the Modeler, right-click the driver, then click Properties.
2 Click Packages, then deselect Run driver in Factory mode.

3 (Optional) Select Reset driver to permanently reset the driver to factory defaults. When you
select this option, the following tasks are performed:

+ All package customizations are deleted
+ Custom configuration are deleted (only if you are in strict mode)
+ Package configuration values and parameters are preserved

4 (Optional) Select Save driver configuration to create a driver configuration file that contains the
currently values, parameters, and customization.

5 Click De-Activate.
6 Click Apply or OK to make the change active.
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7 Developing Packages

1.1

1.2

In addition to working with and modifying the default set of packages included in Designer, you can
create your own custom packages tailored to your particular environment.

+ Section 7.1, “Why Use Custom Packages?,” on page 161

¢ Section 7.2, “Developing Custom Packages,” on page 161

¢ Section 7.3, “Preparing to Develop Packages,” on page 163

+ Section 7.4, “Creating a Base Package,” on page 164

+ Section 7.5, “Configuring Initial Settings,” on page 166

+ Section 7.6, “Working with Package Prompts,” on page 168

¢ Section 7.7, “Creating Identity Vault and Driver Set Packages,” on page 188

+ Section 7.8, “Creating Feature Packages,” on page 191

+ Section 7.9, “Configuring Mandatory and Optional Feature Packages,” on page 192

¢ Section 7.10, “Adding Content to Packages,” on page 193

¢ Section 7.11, “Copying Packages,” on page 196

¢ Section 7.12, “Building Packages,” on page 197

+ Section 7.13, “Versioning Packages,” on page 198

¢ Section 7.14, “Localizing Packages,” on page 198

¢ Section 7.15, “Adding and Configuring Licenses,” on page 200

¢ Section 7.16, “Releasing and Publishing Packages,” on page 201

+ Section 7.17, “Best Practices for Package Development,” on page 202

Why Use Custom Packages?

For many users, the default set of packages you can install with Designer addresses all the relevant
areas of their Identity Manager environment.

However, at some point you may need to create a custom package outside of the default packages
provided by Novell. You might need to modify a shipped package, copy a shipped package, modify
and rebrand that package for use in your environment, or create a completely new package for a
custom driver.

The following sections help you to create a custom package.

Developing Custom Packages

Creating custom packages involves a different set of tasks than managing packages. You can create
packages for Identity Vaults, driver sets, and drivers. You can develop custom packages by
completing the following steps.

Before you start developing custom packages, we recommend you also read “Best Practices for
Package Development” on page 202.
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Steps See Section
1. Configure default package preferences in “Setting Default Package Preferences” on page 163
your Designer environment.
2. Create a development driver. “Creating a Development Driver” on page 163
3. Enable package development mode. “Enabling Package Development Mode” on page 163
4. Define the overall package structure. “Defining Custom Package Structure” on page 164
5. Create a custom base package. “Creating a Base Package” on page 164
6. Configure initial settings for the base “Configuring Initial Settings” on page 166
package and sub-packages.
7. Add package prompts to the base package. “Working with Package Prompts” on page 168
8. Create common Identity Vault and driver set  “Creating Identity Vault and Driver Set Packages” on
packages. page 188
9. (Optional) Add libraries to Identity Vault and  “Creating Libraries” on page 189
driver set packages.
10. (Optional) Add GCVs to Identity Vault and “Adding GCV Resource Objects” on page 190
driver set packages.
11. (Optional) Add notification templates to “Adding Notification Templates” on page 190
Identity Vault and driver set packages.
12. Create custom feature packages. “Creating Feature Packages” on page 191
13. Configure mandatory and optional feature “Configuring Mandatory and Optional Feature
packages. Packages” on page 192
14. (Optional) Add GCV resources to feature “Adding GCVs to Feature Packages” on page 194
packages.
15. (Optional) Add package prompt resources to  “Adding Prompt Resources” on page 194
feature packages.
16. (Optional) Add policies to feature packages. “Adding Policies” on page 195
17. (Optional) Add filter extensions to feature “Adding Filter Extensions” on page 195
packages.
18. (Optional) Copy an existing package, if “Copying Packages” on page 196
necessary.
19. Build and test your custom packages. “Building Packages” on page 197
20. If previous versions of your packages exist,  “Versioning Packages” on page 198
update the version.
21. (Optional) Export strings and prompts from “Localizing Packages” on page 198
your packages and send for localization.
22. (Optional) Release and publish your custom  “Releasing and Publishing Packages” on page 201

packages for other users to download and
install.

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



7.3

7.3.1

1.3.2

7.3.3

Preparing to Develop Packages

The first step in developing custom packages is to prepare your Designer environment. You should
create a new Designer project, install a valid Identity Vault, configure any default preferences, create
a development driver to use as an installation target, enable package development mode, and define
the overall structure for your packages.

For more information about creating a project, see “Creating a Project” on page 23. For more
information about installing an Identity Vault, see “Creating a Model” on page 29.

Setting Default Package Preferences

Before you start creating custom packages, we recommend you configure default Package Manager
preferences as necessary in your environment. In particular, you should configure your Vendor
Defaults, License Defaults, and Locations Defaults preferences.

To configure your preferences, click Window > Preferences, then expand Novell > Package Manager
and modify preferences as necessary. For more information about preferences in Designer, see
“Setting Preferences” on page 551.

Creating a Development Driver

Complete the following steps to create a “blank” development driver you can use as a target for your
custom packages.

1 Drag and drop an application from palette into the Modeler to launch the Package Installation
Wizard. The application can be of any type.

NOTE: The Package Installation Wizard does not show any packages if the catalog is empty.

2 When Designer displays the Driver Configuration Wizard, click Cancel, without installing or
configuring any packages. Designer creates an empty driver in the Modeler and links the driver
to your Identity Vault. You can then use to add your own custom content.

Enabling Package Development Mode

Packages can only be created and modified when the Identity Vault is running in package
development mode.

1 Either in the Outline view or the Modeler, right-click the Identity Vault, then click Properties.
2 Select Enable Package Developer Mode, then click OK.

NOTE: If you disable package development mode, you can then only view the properties of a
package in the Package Catalog or compare the current version of a package to other available
package versions.

You cannot create packages, add objects to packages, remove objects from packages, or sync
packages on a driver or driver set with package development mode disabled.
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164

3.4

1.4

Defining Custom Package Structure

At the start of the package-creation process, you should define the structure you want to use for the
packages you create, including mapping out the specific base packages and feature packages you
need.

Use questions like the following to define your package structure:

+ To which package categories and groups will your packages belong?
+ To which driver types does this package apply?

+ On which targets do you plan to install packages?

+ Which feature packages are mandatory?

+ Which feature packages are optional?

+ Which features can be used by other drivers?

+ Which package prompts or settings will be used across feature packages and need to be stored
in a base package?

+ Does your package or driver require functionality included in any default packages?

+ Can some functionality be included in higher-level driver set and Identity Vault packages, for use
by all packages and drivers?

In addition to creating new prompts, GCVs, and other objects, you can use the “common” packages
provided by Novell in your own package or driver.

For example, the Novell Common Settings (NOVLCOMSET) driver set package configures the
default location for storing user and group identity information in the Identity Vault, and the default
LDAP Classes (NOVLLIBLDAP) driver set package includes an ECMAScript that allows you to
search any LDAP source from Identity Manager. Before developing your own custom packages, we
recommend you familiarize yourself with the existing functionality provided in the default packages.

For information about configuring mandatory and optional packages, see “Configuring Mandatory and
Optional Feature Packages” on page 192. For best practice information about configuring package
dependencies, see “Defining Package Relationships” on page 203.

Creating a Base Package

When creating custom packages, you first need to create a new base package. The base package
acts as a master list that tells Designer how to assemble all the custom sub-packages you create.

Base packages should not contain content such as policies or resource objects. We recommend only
including package prompts and initial settings information in your base package.

WARNING: Designer does not automatically check if a package functions properly or is complete. If
you attempt to deploy a package that is incomplete or does not work correctly, you can inadvertently
modify your package targets.
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Complete the following steps to create a custom base package.
1 (Optional) If you want to create a new package category, navigate to the Outline view in
Designer and complete the following steps:
la Right-click the package catalog, and then select New Category.
1b Specify the name of the category, then click OK.

For example, if you want to create a base package for a database application driver, you
could specify Database as the category name.

2 (Optional) If you want to create a new package group within a category, complete the following
steps:

2a Right-click the package category where you want to create a group and select New Group.
2b Specify the name of the package group, then click OK.

For example, if you want to create a base package for a database application driver, you
could specify the name of the specific database application as the group name.

3 Right-click the package group where you want to create a new package and select New
Package.

NOTE: All packages must belong to a category and a group within that category. You cannot
create a package outside of a package group.

4 Specify a name, version number, and description for the package in the appropriate fields.

5 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.

NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [Vendor] [Target system] [What package does].

For example, if you have a base Active Directory package created by NetlQ, the package short
name could be NTIQADIRBASE.

Click the Type drop-down menu and select Driver.
Select Base Package.

Verify the package category and group are correct.
Click Next.

10 Inthe IDM Compatibility section, select the minimum and maximum versions of Identity
Manager that this package is compatible with. For example, if you create a new package in an
Identity Manager 4.0.2 environment that uses a feature only available in 4.0.2, you can use the
minimum version to prevent users with ldentity Manager 4.0.1 or earlier in install the package.

© 0 N O

11 Inthe Application Compatibility section, select the minimum and maximum versions of the
managed application that this package is compatible with.

NOTE: Identity Manager does not currently enforce restrictions on the minimum and maximum
application versions specified. Identity Manager can only provide a recommendation to user who
try to install the package.

12 Select one or more driver types in the Available Driver Types list with which you want the
package to be compatible and use the right-arrow icon to move them to the Supported Driver
Types list
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7.5

NOTE: The package must support at least one driver type. Ensure you select the type of
application you used when creating your development driver, or select <a11> if you want the
package to support all possible driver types.

13 Click Next.

14 Specify or modify the vendor information you want to include in the package, then click Next. You
must specify the vendor name for the package.

15 Review the Summary page and click Finish.

16 (Optional) If you want to require a particular non-feature package, like a common driver set
package, be installed along with your base package, complete the following steps:

16a Inthe Outline window, expand the Package Catalog and navigate to the version of the base
package you created in the preceding steps.

16b Right-click the base package and select Properties.
16c In the Properties window, click Dependencies.

16d Click the plus icon to and select the package you want to add as a dependency. For more
information about common Identity Vault and driver set packages, see “Creating ldentity
Vault and Driver Set Packages” on page 188.

16e Click OK.

17 Verify you have a development driver installed. If not, follow the steps in “Creating a
Development Driver” on page 163 to install a development driver.

18 In the Modeler, right-click the development driver, then click Driver > Properties.
19 In the Properties window, click Packages to install the base package on the driver.
20 Click the plus icon to display the packages you can install on the driver.

The package list is initially filtered by driver types. To see all available driver packages, deselect
Show only applicable package versions.

21 Select the base package you want to install and click OK.
22 Click OK.

Configuring Initial Settings

Once you create your custom base package, you should configure the initial settings you want to use
for the driver. When you install a driver, the driver’s initial settings create a set of objects that the
driver needs to be able to start.

The initial settings for your driver are specified as ds-object code. The code installs driver shim
parameters, driver start options, named passwords, GCVs, and filters.

By default, when you create a package, the initial settings XML for the package is empty, as displayed
in the package Properties window. Unless you are extremely proficient with XML and know are
familiar with the Identity Manager schema, we recommend you populate your initial settings from an
existing template.

You can use a working driver as a template, if you want your package to use specific settings in that
driver. For example, if you want to create a custom eDirectory package, you can use an eDirectory
driver as your development driver and populate your initial settings from the development driver.

If you only want to include a minimum of initial settings in your package and configure those settings
manually, you can also add an empty Generic App driver.
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You can only add certain driver properties as ds-attribute objects in the Initial Settings, as listed in the
table below.

ds-attribute Object Description
name Specifies the name of the driver.
application-schema Specifies the schema of the application to which the

driver connects. Each application has its own schema,
but Identity Manager does not necessarily use all
classes or attributes from a particular application
schema.

configuration-manifest Contains the Driver Health Configuration settings for
the driver, which allow you to monitor the state of the
driver and configure the driver to perform actions
automatically depending on the driver’s health state.

For more information about the Driver Health
Configuration, see “Driver Health Configuration” on
page 107.

driver-filter-xml Specifies how the driver should filter incoming data.
We recommend you do not use this ds-attribute to
configure the base driver filter, but instead create filter
extension objects.

For more information about creating filter extension
objects, see “Adding Filter Extensions” on page 195

java-module Specifies the driver shim XML configuration the driver
uses. For example,
com.novell.nds.dirxml.driver.nds.DriverShimI
mpl Or
com.novell.idm.driver.ComposerDriverShim.

log-events Specifies the types of events you want the driver to log
in the audit log. For example, you can configure the
driver to log errors, warning, or specific events like
object modifications.

By default, the driver uses the settings from the driver
set, as specified in the Log Level tab in the driver set
Properties window.

For more information about configuring log levels, see
“Driver Set Log Levels” on page 94.

shim-config-info Specifies the Driver Parameters settings displayed in
the Properties window for the driver.

global-config-values Specifies any GCVs configured on the driver. For more
information about GCVs, see “Driver Global
Configuration Values” on page 105.

global-engine-values Specifies the engine control values used by all drivers,
including the subscriber channel retry interval and
maximum eDirectory replication wait time.

For more information about engine control values, see
“Engine Control Values” on page 103.
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1.6

7.6.1

ds-attribute Object Description

driver-start-option Specifies the default startup option for the driver. For
more information about driver startup options, see
“Startup Option” on page 102.

named-password Specifies any named passwords configured on the
driver. For more information about named passwords,
see “Driver Named Passwords” on page 115.

Complete the following steps to add initial settings to your base package.

1 In the Outline view, right-click the base package, then select Properties.
2 Click Initial Settings.
3 Click Populate From Template.

WARNING: When you populate your initial settings from a template, Designer overwrites any
XML currently in the Initial Settings window. If you have any previously-customized XML, ensure
that you save the existing XML before clicking Populate From Template.

4 In the Model Browser window, select the driver you want to use as a template, then click OK.

NOTE: You can use any driver currently available in your workspace to populate your Initial
Settings window.

5 Modify the package initial settings as necessary for your environment.
6 When finished, click OK.

Working with Package Prompts

After you create a base package, we recommend you create package prompts for use in your
packages. Package prompts should be stored in the base package, rather than in specific feature
sub-packages, so that all feature packages can use the configured prompts if needed.

Understanding Package Prompts

Package prompts allow users to configure the packages included in a driver during the driver
installation process. When a user installs a driver, they provide configuration information necessary
for that user’s environment.

Some packages include default configuration information built into the package by the package
developer, but many configuration properties must be specified at the time of installation. For
example, users may need to specify the IP address of the target system or the name of the Identity
Vault container used to store user or group information.

The Driver Configuration Wizard provides one or more windows that includes fields where the user
can configure the driver. The windows the Driver Configuration Wizard displays are package prompts.
You can use package prompts to modify any of the properties of a driver, including the driver name,
driver configuration parameters, GCVs, or job parameters.

Prompts are stored as Resource objects and are typically stored in the base package of a driver.
Each prompt Resource object can contain one or more fields, which is displayed to the user in the
Driver Configuration Wizard. Each prompt corresponds to a window within the Wizard and can be
required or optional, as necessary.

168  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



The following graphic provides an example of a default Initial Settings prompt:
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NOTE

+ A package can contain no prompts or many prompts, depending on the needs of the driver.

+ When you install a package, the Driver Configuration Wizard displays package prompts
according to the Order parameter value of each prompt. To configure the order in which your
prompts appeatr, right-click the prompt resource in the Outline view and select Properties,
specify the value you want to use for the Order parameter, and click OK.

+ Each package prompt is a Resource object of the type application/vnd.novell.dirxml.pkg-
prompt+xml.

Designer creates a default pair of XSL style sheets when you create a new package prompt. You can
modify those style sheets to fit your needs. Designer uses XSL style sheets to transform both the
prompt fields displayed in the Driver Configuration Wizard and package items contained in the target
packages specified for the prompt.

The prompt transform configures the way the prompt looks in the Wizard, while the target
transform takes information users input using the prompts and modifies objects in your environment
depending on that input. Prompts can set values in GCVs and be used to configure specific features
of the driver, such as using entitlements or synchronizing passwords. For more information about
package transformations, see “Understanding Package Prompt Transformations” on page 172.
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7.6.2 Understanding Package Prompt Types

There are eight types of default package prompts available in Designer:

¢ Driver Name
+ Global Configuration
+ Initial Settings
+ Job
+ Remote Loader
+ Upgrade Settings
+ MSysinfo Classification
¢ Custom
Each type of package prompt has its own set of default fields. However, you can add new fields to a

package prompt to configure other driver configuration properties, as necessary in your environment.
When you add a new prompt field, Designer creates a GCV for that field.

The following sections describe the different default package prompt types.

NOTE
+ You can only generate package prompt resources of the Driver Name, Initial Settings, Remote
Loader, or Upgrade Settings types from the Package Catalog.

+ To generate Global Configuration and Job package prompts, you must first create a
corresponding object, then generate a prompt for the object and add the prompt to a package.

+ To generate a Custom package prompt, you must create a Resource object of the
application/vnd.novell.dirxml.pkg+prompt+xml type.

+ MSysinfo Classification package prompts are created outside of the package prompt interface.

+ You can only generate Driver Name and Remote Loader package prompt resources on a base
package.

Driver Name

This type of package prompt allows users to specify the name of the driver. The only prompt field
included in this package prompt is Driver Name.

Field Display Name Field Attribute Name

Driver Name name

This package prompt is only available for base packages.

Global Configuration

This type of package prompt allows users to modify the properties of one or more GCV resources.

For more information about creating a Global Configuration package prompt, see “Creating Global
Configuration Prompts” on page 185.
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Initial Settings

This type of package prompt allows users to configure the initial driver configuration properties of a
driver object. For example, a user can specify the connection information and password they want to
use for the driver.

For more information about configuring the initial settings for a driver, see “Configuring Initial Settings”
on page 166.

Field Display Name Field Attribute Name
Authentication ID shim-auth-id
Connection Information shim-auth-server
Password shim-auth-password
Job

This type of package prompt allows users to modify specific parameters of a job contained in the
package.

Remote Loader

This type of package prompt allows users to configure the Remote Loader settings for the driver. If
your driver supports the Remote Loader, you must include the Remote Loader package prompt in
your package. Packages typically display the Remote Loader package prompt last during driver
installation.

Field Display Name Field Attribute Name
Connect To Remote Loader use-remote-loader
Host Name rl-hostname

Port rl-port

KMO rl-kmo

Other parameters rl-other

Remote Password rl-password

Driver Password driver-password
Manager Password ManagerPassword

This package prompt is only available for base packages.

Upgrade Settings

This type of package prompt contains style sheets that maintain your custom package settings so that
they are not overwritten when you upgrade or downgrade the package.

The Upgrade Settings package prompt contains no prompt fields.
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MSyslInfo Classification

This type of package prompt allows users to specify the classification of a particular managed system
and the type of environment the managed system provides. The Reporting module can then classify
the driver by managed system or environment in reports.

NOTE: This package prompt is typically only used in specialized drivers like eDirectory.

Users can select one of the following options for the classification of a managed system:

+ Mission-Critical
+ Vital

+ Not-Critical

¢ Other

Users can select one of the following options for the environment of a managed system:

+ Development
+ Test

+ Staging

+ Production
¢ Other

Custom

This type of package prompt can be customized to modify anything the package installs. The target of
a custom package prompt is any object in the package that you want users to be able to change when
installing and configuring the driver. For example, if you want users to modify a policy during the
installation process, you can create a custom package prompt and specify the policy as the target for
the prompt.

For more information about creating custom package prompts, see “Creating Package Prompt
Resources” on page 186.

Understanding Package Prompt Transformations

When you install a package, Designer performs the following tasks for each prompt that belongs to
the package:

+ Reads the prompt

+ Applies the prompt transform XSL on the prompt XML

+ Displays the transformed prompt in the Driver Configuration Wizard

+ Receives the values specified by the user in the Driver Configuration Wizard

+ Applies the target transform XSL on the target object using the values specified by the user and

the initial package settings

The following diagram displays the Designer workflow for prompt transformations:
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Prompt transforms are typically used for conditional prompting, where the Driver Configuration
Wizard only displays a prompt if specific conditions are met. For example, when you install a driver,
the Driver Name prompt allows you to specify a name for the driver. However, when you run view the
driver properties after installation, Designer does not display the Driver Name prompt.

Target transforms are typically used to modify different types of targets during the driver installation
process. For example, target transforms allow you to modify the named password used by a
particular driver, based on the password the user specifies in a package prompt.

NOTE: Most package developers can use an existing XSL style sheet for their package-creation
needs. However, advanced users may need to customize the XSL style sheets. To customize prompt
and target transforms, you should understand the style sheets and the inputs the style sheets receive.
See the sections below for information about default style sheets and inputs.

Each transform includes three XML documents, defsDoc, curDoc, and npDoc, as well as the
boolean propertyWizard flag.

These four components allow you to apply a transform to a prompt or target, depending on your
needs. You add defsDoc, curDoc, npDoc, or propertyWizard to your transform as parameters in the
XSL code. For more information about the transform parameters, see the following sections.

defsDoc

This XML parameter contains the prompts, or configuration value definitions, including the values
specified by the user on the prompt page.

Sample document:
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<configuration-valuess>
<definitions>
<header display-name="Authentication"/>
<definition display-name="SAP User ID" mandatory="true" name="shim-auth-
id" type="string">
<description>The ID of the User this driver will use for SAP Logon.
This is referred to as 'User' in the SAP Logon screen.</descriptions
<values>idmdriver</value>
</definition>
<definition display-name="SAP User Password" mandatory="true"
name="shim-auth-password" type="password-ref">
<description>The User password this driver will use for SAP Logon.
This is referred to as 'Password' in the SAP Logon screen.</descriptions
<value>shim-auth-password</value>
</definition>
</definitions>
</configuration-values>

curDoc

In the case of an upgrade or downgrade using the Installation Wizard, this parameter contains the
XML content of the currently installed prompt target. In the case of an initial install using the Driver
Configuration Wizard, this document is empty.

Sample document (only an excerpt, as these docs are rather large):

<ds-attributes>
<ds-attribute ds-attr-name="shim-auth-id">
<ds-value>idmdriver</ds-value>
</ds-attribute>
<ds-attribute ds-attr-name="shim-auth-server">
<ds-value>127.0.0.1</ds-value>
</ds-attribute>
<ds-attribute ds-attr-name="driver-start-option"s
<ds-value>2</ds-value>
</ds-attribute>
</ds-attributess>

npDoc

In the case of an upgrade or downgrade, this parameter contains an XML representation of all named
passwords available on the prompt target.

Only the names of existing passwords are available, not their values. If a named password has been
set using a prompt, both its name and value are available.

To set a named password, append the following structure to the transform target:

<ds-attribute ds-attr-name="named-password">
<ds-value display-name="Password 1" name="pwdl">1l</ds-value>
<ds-value display-name="Password 2" name="pwd2">2</ds-value>
</ds-attribute>
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NOTE

+ The transform target must support named passwords.

+ You cannot get or modify passwords using a handle to the npDoc document. For security
reasons, the value of the password itself is never displayed.

Sample document:

<named-passwords>
<named-password name="promptedPwd">promptedValue</named-password>
<named-password name="existingPwd"/>

</named-passwords>

propertyWizard Flag

This boolean parameter indicates if the package is installed from the Installation Wizard, which is
launched from the package Properties window, or from the Driver Configuration Wizard, which
Designer launches when you install a new driver. The possible options are true (Installation Wizard)
or false (Driver Configuration Wizard).

This parameter allows you to configure a package prompt to be displayed or hidden depending on the
wizard. For the Driver Name prompt, this parameter is set to false by default, so that Designer only
prompts users for the driver name in the Driver Configuration Wizard.

Example Default Prompt Transformations

As discussed previously, each of the default package prompt types contains both a prompt
transformation and a target transformation. The following subsections provide examples of some of
the default prompt transformation stylesheets.

Driver Name

The default prompt transformation for a Driver Name package prompt uses the propertyWizard flag to
check if the user is viewing the prompt in the Installation Wizard or Driver Configuration Wizard, then
pre-populates the prompt with an existing value, if a driver name already exists.

<xsl:param name="propertyWizard"/>
<xsl:template match="header [@driver-name="'true']">
<xsl:if test="$propertyWizard='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</x8l:copy>
</xsl:if>
</xsl:template>
<xsl:template match="definition[@driver-name="'true']">
<xsl:if test="$propertyWizard='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</x8l:copy>
</xsl:if>
</xsl:template>
<!-- pre-populate prompts with existing values -->
<xsl:template match="definition/value">
<xsl:variable name="name" select="../@name"/>
<xsl:variable name="curvVal"s>
<xsl:chooses>

Developing Packages 175



<xsl:when test="$curDoc//ds-valuel../@ds-attr-name=Sname] /text () ">
<xsl:value-of select="$curDoc//ds-value[../@ds-attr-name=3Sname] /text ()"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="$curDoc//valuel[../@name=Sname] /text ()"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:choose>

<!-- backfilling from current value -->
<xsl:when test="ScurVal">
<value>
<xsl:value-of select="$curval"/>
</value>
</xsl:when>
<!-- no current value found -->

<xsl:otherwise>
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:otherwise>
</xsl:choose>
</xsl:template>
<!-- identity transformation template -->
<xsl:template match="node() |@*">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:template>

Initial Settings

The default prompt transformation for an Initial Settings package prompt pre-populates the prompt
fields with existing values, if applicable.

<xsl:param name="propertyWizard"/>
<xsl:template match="header [@driver-name='true'] ">
<xsl:1f test="SpropertyWizard='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:if>
</xsl:template>
<xsl:template match="definition[@driver-name="'true']">
<xsl:1f test="SpropertyWizard='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:if>
</xsl:template>
<!-- pre-populate prompts with existing values -->
<xsl:template match="definition/value">
<xsl:variable name="name" select="../@name"/>
<xsl:variable name="curvVal's
<xsl:choose>
<xsl:when test="$curDoc//ds-valuel../@ds-attr-name=Sname] /text () ">
<xsl:value-of select="$curDoc//ds-value[../@ds-attr-name=Sname] /text ()"/>
</xsl:when>
<xsl:otherwise>
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<xsl:value-of select="$curDoc//valuel[../@name=3Sname] /text ()"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:choose>
<!-- backfilling from current value -->
<xsl:when test="ScurVal">
<xsl:variable name="checkRemote">
<xsl:choose>
<xsl:when test="S$name='shim-auth-server' or S$name='shim-auth-
password'">
<xsl:value-of select="'true'"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="'false'"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:chooses>
<xsl:when test="ScheckRemote='true' and starts-with(Scurval, 'REMOTE')">
<value>
<xsl:value-of select="substring-after($curval, ')')"/>
</value>
</xsl:whens>
<xsl:otherwise>
<value>
<xsl:value-of select="$curvVal"/>
</value>
</xsl:otherwise>
</xsl:choose>
</xsl:when>
<!-- no current value found -->
<xsl:otherwise>
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</x8l:copy>
</xsl:otherwise>
</xsl:choose>
</xsl:template>
<!-- identity transformation template -->
<xsl:template match="node() |@*">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:template>

Example Default Target Transformations

The following subsections provide examples of some of the default target transformation stylesheets.

Global Configuration

The default target transformation for a Global Configuration package prompt applies the specified
prompt values to a global configuration object.
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<xsl:param name="propertyWizard"/>
<!-- handle non-existing named passwords -->
<xsl:template match="ds-attributes">
<xsl:copy>
<xsl:apply-templates select="@*"/>
<xsl:chooses>
<!-- no named passwords defined in initial settings -->
<xsl:when test="count (ds-attribute [@ds-attr-name='named-password'])=0">
<ds-attribute ds-attr-name="named-password">
<xsl:for-each select="$npDoc//named-passwords/named-
password [count (SdefsDoc//definition[@type="'password-ref']/
value [text () =@name] ) >0] ">
<ds-value display-name="a" name="a">bb</ds-value>
</xsl:for-each>
</ds-attribute>
</xsl:when>
<!-- named passwords defined in initial settings -->
<xsl:otherwise>
<xsl:apply-templates select="node()"/>
</xsl:otherwise>
</xsl:choose>
</xsl:copy>
</xsl:template>
<!-- handle existing named passwords -->
<xsl:template match="ds-attribute [@ds-attr-name="'named-password']">
<xsl:copy>
<xsl:apply-templates select="@*"/>
<xsl:for-each select="ds-value">
<xsl:copy>
<xsl:apply-templates select="@*"/>
<xsl:variable name="npName" select="@name"/>
<xsl:variable name="npValue" select="$npDoc//named-passwords/named-
password [@name=$npName] /text () "/>
<xsl:choose>
<xsl:when test="string-length($npvValue)>0">
<xsl:value-of select="S$npValue"/>
</xsl:when>
<xsl:otherwises
<xsl:value-of select="."/>
</xsl:otherwise>
</xsl:choose>
</x8l:copy>
</xsl:for-each>
</xsl:copy>
</xsl:template>
<!-- inject prompt values into target definitions -->
<xsl:template match="definition/value">
<xsl:variable name="name" select="../@name"/>
<xsl:variable name="promptVal" select="$defsDoc//valuel../@name=S$name]"/>
<xsl:chooses>
<!-- inject value from prompt -->
<xsl:when test="$promptVal's>
<xsl:copy>
<xsl:value-of select="S$promptval"/>
</xsl:copy>
</xsl:when>
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<!-- no current value found -->
<xsl:otherwise>
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</x8l:copy>
</xsl:otherwise>
</xsl:choose>
</xsl:template>
<!-- identity transformation template -->
<xsl:template match="node() |@*">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:template>

Remote Loader

The default target transformation for a Remote Loader package prompt handles Remote Loader-
specific prompt fields. The target transformation also provides the Remote Loader parameters and
password to the Initial Settings package prompt to use in the Connection Information and Password
fields.

<xsl:param name="propertyWizard"/>
<xsl:template match="ds-attribute [@ds-attr-name='driver-password']"/>
<!-- Remove the native module if we are running remote -->
<xsl:template match="ds-attribute[@ds-attr-name='native-module']">
<xsl:variable name="useRemoteLoader" select="$defsDoc//definition [@name="'use-
remote-loader'] /value/text ()"/>
<xsl:1f test="SuseRemoteloader='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:if>
</xsl:template>
<!-- Replace the java module with the remote shim if we are running remote -->
<xsl:template match="ds-attribute[@ds-attr-name="'java-module']/ds-value/text()">
<xsl:variable name="useRemoteLoader" select="$defsDoc//definition [@name="'use-
remote-loader'] /value/text () "/>
<xsl:chooses>
<xsl:when test="SuseRemoteLoader='true'">
<xsl:value-of
select=""'com.novell.nds.dirxml.remote.driver.DriverShimImpl'"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="."/>
</xsl:otherwise>
</xsl:choose>
</xsl:template>
<xsl:template match="ds-attributes">
<xsl:variable name="useRemoteLoader" select="$defsDoc//definition [@name="'use-
remote-loader'] /value/text ()"/>
<xsl:variable name="rlHost" select="$defsDoc//definition[@name='rl-hostname']/
value/text ()"/>
<xsl:variable name="rlPort" select="$defsDoc//definition[@name='rl-port']/
value/text ()"/>
<xsl:variable name="r1lKMOTemp" select="$defsDoc//definition [@name="'rl-kmo']/
value/text ()"/>
<xsl:variable name="rlKMO">
<xsl:chooses>
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<xsl:when test="string-length ($Srl1KMOTemp) >0">
<xsl:choose>
<xsl:when test="contains ($rlKMOTemp, ' ')">
<xsl:variable name="cl" select="concat (&quot; &apos; &quot;,
$Sr1KMOTemp) " />
<xsl:variable name="c2" select="concat ($cl, &quot;&apos;&quot;)"/>
<xsl:value-of select="concat (' kmo=', $c2)"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="concat (' kmo=', $rlKMOTemp)"/>
</xsl:otherwise>
</xsl:choose>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="''"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:variable name="rlOtherTemp" select="$defsDoc//definition[@name="'rl-
other'] /value/text ()"/>
<xsl:variable name="rlOther">
<xsl:chooses>
<xsl:when test="string-length ($rlOtherTemp)>0">
<xsl:value-of select="concat(' ', $rlOtherTemp)"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="''"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:variable name="rlPwd" select="$npDoc//named-password[@name="'rl-
password'] /text ()"/>
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
<xsl:1f test="SuseRemotelLoader='true'">
<!-- inject the driver password if running remote -->
<xsl:for-each select="$npDoc//named-passwords/named-password [@name="'driver-
password'] /text () ">
<ds-attribute ds-attr-name="driver-password"s>
<ds-value>
<xsl:value-of select="."/>
</ds-values>
</ds-attributes>
</xsl:for-each>
<!-- Add a java module attribute node if one does not exist -->
<xsl:chooses>
<xsl:when test="ds-attribute[@ds-attr-name='java-module']">
<!-- Do nothing -->
</xsl:when>
<xsl:otherwise>
<ds-attribute ds-attr-name="java-module">
<ds-value>com.novell.nds.dirxml.remote.driver.DriverShimImpl</ds-
value>
</ds-attributes>
</xsl:otherwise>
</xsl:choose>
<xsl:1if test="$rlHost">
<!-- Add a shim-auth-server attribute node if one does not exist -->
<xsl:chooses>
<xsl:when test="ds-attribute[@ds-attr-name='shim-auth-server']/ds-
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value/text () ">
<!-- Do nothing -->
</xsl:when>
<xsl:otherwise>
<ds-attribute ds-attr-name="shim-auth-server">
<ds-value>REMOTE (hostname=<xsl:value-of select="$rlHost"/>
port=<xsl:value-of select="$rlPort"/>
<xsl:value-of select="$rlKMO"/>
<xsl:value-of select="$rlOther"/>)</ds-value>
</ds-attribute>
</xsl:otherwise>
</xsl:choose>
</xsl:if>
<xsl:1if test="S$rlPwd">
<!-- Add a shim-auth-password attribute node if one does not exist -->
<xsl:chooses>
<xsl:when test="ds-attribute[@ds-attr-name='shim-auth-password']/ds-
value/text () ">
<!-- Do nothing -->
</xsl:when>
<xsl:otherwise>
<ds-attribute ds-attr-name="shim-auth-password">
<ds-value>REMOTE (<xsl:value-of select="$rlPwd"/>)</ds-value>
</ds-attributes>
</xsl:otherwise>
</xsl:choose>
</xsl:if>
</xsl:if>
</xsl:copy>
</xsl:template>

<!-- Fix up shim-auth-server if running remote and one already exists -->
<xsl:template match="ds-attribute [@ds-attr-name="'shim-auth-server']/ds-value/
text () ">

<xsl:variable name="useRemoteLoader" select="$defsDoc//definition [@name="'use-
remote-loader'] /value/text ()"/>
<xsl:variable name="rlHost" select="$defsDoc//definition[@name='rl-hostname']/
value/text ()"/>
<xsl:variable name="rlPort" select="$defsDoc//definition[@name='rl-port']/
value/text ()"/>
<xsl:variable name="r1lKMOTemp" select="$defsDoc//definition[@name='rl-kmo']/
value/text ()"/>
<xsl:variable name="rlKMO">
<xsl:chooses>
<xsl:when test="string-length ($rl1KMOTemp) >0">
<xsl:choose>
<xsl:when test="contains($rlKMOTemp, ' ')">
<xsl:variable name="cl" select="concat (&quot; &apos; &quot;,
$Sr1KMOTemp) " />
<xsl:variable name="c2" select="concat ($cl, &quot;&apos;&quot;)"/>
<xsl:value-of select="concat (' kmo=', $c2)"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="concat (' kmo=', $rlKMOTemp)"/>
</xsl:otherwise>
</xsl:choose>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="''"/>
</xsl:otherwise>
</xsl:choose>
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</xsl:variable>
<xsl:variable name="rlOtherTemp" select="$defsDoc//definition[@name="'rl-
other'] /value/text ()"/>
<xsl:variable name="rlOther">
<xsl:choose>
<xsl:when test="string-length ($rlOtherTemp)>0">
<xsl:value-of select="concat(' ', $rlOtherTemp)"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="''"/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:choose>
<xsl:when test="SuseRemotelLoader='true'">

<xsl:variable name="curVal" select="."/>

<xsl:variable name="tmpVal" select="concat (concat ('REMOTE (hostname=",
$rlHost), ' port=')"/>

<xsl:variable name="remoteVal" select="concat (concat ($tmpval, S$SrlPort),
Srl1KMO) "/>

<xsl:variable name="withKMO" select="concat (SremoteVal, S$rlOther)"/>

<xsl:variable name="withOther" select="concat ($SwithKMO, ')')"/>

<xsl:variable name="serverVal" select="concat (SwithOther, S$curval)"/>
<xsl:value-of select="$serverVal"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="."/>
</xsl:otherwise>
</xsl:choose>
</xsl:template>

<!-- Fix up shim-auth-password if running remote and one already exists -->
<xsl:template match="ds-attribute[@ds-attr-name="'shim-auth-password']/ds-value/
text () ">

<xsl:variable name="useRemoteLoader" select="$defsDoc//definition [@name="'use-
remote-loader'] /value/text ()"/>
<xsl:variable name="rlPwd" select="$npDoc//named-password[@name="'rl-
password'] /text ()"/>
<xsl:chooses>
<xsl:when test="SuseRemoteLoader='true'">
<xsl:variable name="curVal" select="."/>
<xsl:variable name="remoteVal" select="concat (concat ('REMOTE(', S$rlPwd),
|)|)n/>
<xsl:variable name="pwdVal" select="concat (SremotevVal, S$curVal)"/>
<xsl:value-of select="S$pwdval"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of select="."/>
</xsl:otherwise>
</xsl:choose>
</xsl:template>
<!-- identity transformation template -->
<xsl:template match="node() |@*">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xsl:template>
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7.6.6

Examples of Modified Prompt Transformations

In this section, we provide a few examples to demonstrate how you can modify a prompt transform
and why modifying a prompt transform can be useful.

Use Case 1: Need to configure different behavior for package
installation through the Driver Configuration Wizard and the
Installation Wizard

If you upgrade a package using the Installation Wizard, Designer does not need to prompt you for the
driver name, as the driver name should already be configured.

To avoid the Wizard prompting you for the driver name, use the flag propertywizard in the prompt
transform. Depending on the flag, we remove the given prompt from prompt display.

Sample XSL code:

<xsl:template match="header [@driver-name='true']">
<xsl:1f test="S$propertyWizard='false'">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xsl:copy>
</xs8l:if>
</xsl:template>

Use Case 2: Need to pre-fill prompts with existing values during the
upgrade process

During an upgrade or downgrade, Designer ensures that Designer displays the values you entered
during the initial installation. The user therefore does not need to remember all the values specified
during the first installation.

For each definition in the input document (in this case, the prompt document), Designer tries to find
the corresponding definition in the current document (curDoc). When Designer finds a matching
definition, the application stores the corresponding value in a temporary variable, curval.

Designer then populates the prompt document with the curval value and displays the pre-filled
prompts to the user during the upgrade or downgrade process.

Sample XSL code:

<xsl:template match="definition/value">
<xsl:variable name="name" select="../@name"/>
<xsl:variable name="curVal">
<xsl:chooses>
<xsl:when test="$curDoc//ds-valuel../@ds-attr-name=3Sname] /text () ">
<xsl:value-of select="$curDoc//ds-valuel[../@ds-attr-name=3Sname] /text ()"/>
</xsl:when>
<xsl:otherwise>
<xsl:value-of
select="$curDoc//valuel../@name=Sname] /text () "/>
</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<xsl:choose>
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<!-- backfilling from current value -->
<xsl:when test="ScurvVal">

<value>
<xsl:value-of select="$curVal"/>
</value>
</xsl:whens>
<!-- no current value found -->

<xsl:otherwise>
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
</xs8l:copy>
</xsl:otherwise>
</xsl:choose>
</xsl:template>

7.6.7 Example of Modified Target Transformation

In this section, we provide an example to demonstrate how you can modify a target transform and
why modifying a target transform can be useful.

Use Case: Need to provide the driver name at the necessary place
during target transformation

In this case, you want to add the driver name to the initial data so that the driver name prompt
changes the name in all necessary locations on the driver.

Sample XSL code:

<xsl:template match="ds-attributes">
<xsl:copy>
<xsl:apply-templates select="@*|node()"/>
<xsl:1f test="SpropertyWizard='false' and boolean (ds-attribute[@ds-attr-
name='name'] /ds-value)=false () ">
<!-- Make sure we have a name when called from the DCW -->
<xsl:variable name="promptVal" select="$defsDoc//valuel../@name="name']"/>
<xsl:variable name="driverName">
<xsl:choose>
<!-- use prompt value -->
<xsl:when test="$SpromptvVal"s>
<xsl:value-of select="$defsDoc//valuel../@name="name']/text()"/>
</xsl:when>
<!-- no prompt value found, use default value -->
<xsl:otherwise>Driver</xsl:otherwise>
</xsl:choose>
</xsl:variable>
<ds-attribute ds-attr-name="name">
<ds-value>
<xsl:value-of select="$driverName"/>
</ds-values>
</ds-attributes>
</xsl:if>
</xsl:copy>
</xsl:template>
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7.6.8

7.6.9

Adding Default Package Prompts

To add package prompts to a base package:

1 Verify that you have created a base package. Otherwise, follow Section 7.4, “Creating a Base
Package,” on page 164 to create a new base package.

2 Right-click the package in the package catalog and select Generate Prompt Resource.
3 Select the type of package prompt you want to configure.

NOTE: You can only create one of each type of prompt for a particular package.

In the package catalog, expand the package version and Resources directory.
Right-click the new package prompt and select Properties.
Verify the type of package prompt.
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Specify the order in which you want the Driver Configuration Wizard to display the current
package prompt. The Wizard displays prompts in ascending order starting from o.

8 Verify the target displayed is correct for the package prompt. If you want to add the prompt to a
different package, click Add, browse to the package, and click OK.

9 Click the Prompts tab. The Properties window displays what the current package prompt looks
like in the Driver Configuration Wizard.

You now have default package prompts created and you can edit and change these prompts for your
own needs.

Creating Custom Package Prompts
In addition to adding default, auto-generated prompts to your packages, you can create a custom

prompt to modify a specific GCV object in your package or create a package prompt resource to
modify any non-GCV target object in your package.

Creating Global Configuration Prompts

You can create a package prompt that modifies a GCV object contained in your custom package.

NOTE: To create a Global Configuration prompt, you must first install the base package on the
development driver.

For more information, see the “Global Configuration Value Definition Editor” in the Policies in
Designer 4.0.2.

To create and configure a Global Configuration package prompt, complete the following steps:

1 Install the base package you want to use on your development driver. For more information
about installing the development driver, see “Creating a Development Driver” on page 163.
In the Qutline view, right-click the driver name and select New > Global Configuration.
Specify a name for the new GCV resource object and click OK.

In the Outline view, right-click the new GCV resource object and select Add to Package.
Select the base package where you want to add the GCV resource and click OK.

o 01~ W N

In the Outline view, navigate to the base package and expand Global Configurations.
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Right-click the new GCV resource object and select Generate Prompt Resource. Designer
creates a new package prompt for the GCV in the Resources directory.

Right-click the new GCV package prompt and select Properties.
Verify that the target of the package prompt is the GCV resource object you created.

Specify the order in which you want the Driver Configuration Wizard to display the GCV package
prompt. The Wizard displays prompts in ascending order starting from o.

Click Prompts.

Click Add to add each new prompt you want to include in the GCV package prompt Resource
object. For information about adding new prompts, see “Adding Prompts” on page 188.

When finished adding prompts, click Apply.

Click Prompt Transformation. This window allows you to configure how you want to display the
prompt in the Driver Configuration Wizard.

Modify the default Global Configuration transform as necessary for your GCV package prompt.
For more information about the default Global Configuration prompt transform, see “Global
Configuration” on page 170. For more information about prompt transforms, see “Understanding
Package Prompt Transformations” on page 172.

Click Apply.
Click Target Transformation. This window allows you to configure how you want to modify the
target of the transform.

Modify the default Global Configuration transform as necessary for your GCV package prompt.
For more information about the default Global Configuration target transform, see “Global
Configuration” on page 170. For more information about target transforms, see “Understanding
Package Prompt Transformations” on page 172.

Click OK.

Creating Package Prompt Resources

You can create custom package prompts directly as resource objects themselves. You can create a
package prompt to modify any object the package installs on the driver.

To create a custom package prompt, complete the following steps:
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In the Outline view, right-click the development driver and select New > Resource.

Specify the name you want to use for the custom prompt.

In the Content type drop-down menu, select application/vnd.novell.dirxml.pkg+prompt+xml.
Clear Open the editor after creating the object and click OK.

(Optional) If prompted to save, click Yes.

In the Outline view, right-click the custom package prompt Resource object and select Add to
Package.

Select the base package where you want to add the package prompt resource and click OK.

8 In the Outline view, navigate to the base package and expand Resources.

9 Right-click the custom package prompt and select Properties.

10
11

12

Next to the Targets field, click Add.

Expand the Package Catalog and select the base package to which you added the custom
prompt, then click OK.

Specify the order in which you want the Driver Configuration Wizard to display the custom
prompt. The Wizard displays prompts in ascending order starting from o.
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13 Click Prompts.

14 Click Add to add each new prompt you want to include in the custom prompt Resource object.
For information about adding new prompts, see “Adding Prompts” on page 188.

15 When finished adding prompts, click Apply.

16 Click Prompt Transformation. This window allows you to configure how you want to display the
prompt in the Driver Configuration Wizard.

17 (Conditional) If you want to use a default prompt transform as the prompt transform for your
custom prompt, click Generate from template and select the template you want to use, then click
OK. Designer automatically populates the Stylesheet window with the selected template.

WARNING: When you generate the prompt transform from a template, Designer overwrites any
XML currently in the Stylesheet window. If you have any previously-customized XML, ensure that
you save the existing XML before clicking Generate from template.

18 Modify the default transform as necessary for your custom package prompt. For more
information about default prompt transforms, see “Understanding Package Prompts” on
page 168. For more information about transforms, see “Understanding Package Prompt
Transformations” on page 172.

19 Click Apply.

20 Click Target Transformation. This window allows you to configure how you want to modify the
target of the transform.

21 (Conditional) If you want to use a default target transform as the target transform for your custom
prompt, click Generate from template and select the template you want to use, then click OK.
Designer automatically populates the Stylesheet window with the selected template.

WARNING: When you generate the target transform from a template, Designer overwrites any
XML currently in the Stylesheet window. If you have any previously-customized XML, ensure that
you save the existing XML before clicking Generate from template.

22 Modify the default transform as necessary for your custom package prompt. For more
information about default target transforms, see “Understanding Package Prompts” on page 168.
For more information about transforms, see “Understanding Package Prompt Transformations”
on page 172.

23 Click OK.

7.6.10 Editing Package Prompts

You can edit the properties of a Resource object to change the package prompts to meet your needs.
You can add new prompts, edit the existing prompts, or add default values for the prompts that are
displayed when the package is installed.

¢ “Adding Prompts” on page 188

+ “Editing Existing Prompts” on page 188

+ “Setting Default Values for the Prompts” on page 188
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Adding Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click Properties.

2 Click Prompts, then click Add. For more information about adding a GCV resource as a prompt,
see “Global Configuration Value Definition Editor” in Policies in Designer 4.0.2.

3 Click Finish to save the changes and close the page.

Editing Existing Prompts

1 In Outline view, right-click the Prompt Resource object in the package, then click Properties.
2 Click Prompts.

3 Select the prompt, then click Edit.

4 Make the desired changes, then click Finish.

Setting Default Values for the Prompts

1 In the Outline view, right-click the Prompt Resource object in the package, then click Properties.
2 Click Prompts.

3 Specify the default value in each prompt, then click Apply to save the changes.

4 Click OK to close the Prompts page.

Creating ldentity Vault and Driver Set Packages

When creating custom packages, you may determine that some of the content in your base and
feature packages can be used at a higher level, in other drivers in the driver set or in the Identity Vault
as a whole.

You can create common packages on driver sets and Identity Vaults and add libraries, policies,
ECMAscript objects, GCVs, password policies, and other object types to those high-level packages.
You can also add notification templates to an Identity Vault package.

To create an Identity Vault or driver set package, complete the following steps:
1 In the Package Catalog, right-click the package group where you want to create a new package
and select New Package.
2 Specify a name, version number, and description for the package in the appropriate fields.

3 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.

NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [Vendor] [Target system] [What package does].

For example, if you have a common settings driver set package created by NetlQ, the package
short name could be NTIQCcoMMSTNG. If you have an Identity Vault package created by NetlQ that
contains password synchronization naotification templates, the package short name could be
NTIQPSYNNOTF.

4 Click the Type drop-down menu and select DriverSet or Identity Vault, depending on the type of
package you want to create.
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Verify the package category and group are correct.
Click Next.

In the IDM Compatibility section, select the minimum and maximum versions of ldentity
Manager that this package is compatible with, then click Next.

Specify or modify the vendor information you want to include in the package, then click Next. You
must specify the vendor name for the package.

Review the Summary page and click Finish.

(Optional) If you want to require a particular Identity Vault package be installed along with your
driver set package, complete the following steps:

10a In the Outline window, expand the Package Catalog and navigate to the version of the driver
set package you created in the preceding steps.

10b Right-click the driver set package and select Properties.
10c In the Properties window, click Dependencies.

10d Click the plus icon to and select the Identity Vault package object you want to add as a
dependency.

NOTE: You can only add an Identity Vault packages as a dependency for a driver set
package. You cannot set any type of package as a dependency for an Identity Vault
package.

10e Click OK.

In the Modeler, right-click the Identity Vault or driver set, depending on the type of package you
created, and select Properties.

In the Properties window, click Packages to install the package on the Identity Vault or driver set.
Click the plus icon to display the packages you can install.

Select the package you want to install and click OK.

Click OK.

Click Finish.

Creating Libraries

In order to add policies, style sheets, rules, or other objects to an Identity Vault or driver set package,
you must first create a custom library on the Identity Vault or driver set, as appropriate. You then
create the new objects in the library and add those objects to your Identity Vault or driver set package.

NOTE: You cannot add the library itself to the Identity Vault or driver set package.

For more information about working with libraries in Designer, see “Library Objects” in Policies in
Designer 4.0.2.

To add and populate a custom library, complete the following steps.

1 In the Modeler, right-click the Identity Vault or driver set and select New > Library.

2 Specify a name for the new library and click OK.

3 Right-click the new library and select New, then select the type of object you want to add to the

library. For information on adding objects to a library, see “Adding Policies to the Library Objects”
in Policies in Designer 4.0.2.
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4 After you add the new object, right-click the object in the Outline view and select Add to
Package.

5 Select the Identity Vault or driver set package where you want to add the object and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that
are imported into Designer are not displayed in the list.

6 Repeat Step 3 through Step 5 for each object you want to add.

7 (Optional) If your driver requires the objects included in the library, complete the following steps:
7a Right-click the library and select Live > Deploy.
7b Click Deploy.
7c Click OK.

7.7.2 Adding GCV Resource Objects

After you create an ldentity Vault or driver set package, you can create and add new GCV objects to
the package. To create and configure a GCV resource object, complete the following steps:

1 Install the feature package you want to use on your development driver. For more information
about installing the development driver, see “Creating a Development Driver” on page 163.

In the Outline view, right-click the driver name and select New > Global Configuration.
Specify a name for the new GCV resource object and click OK.

In the Qutline view, right-click the new GCV resource object and select Add to Package.
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Select the feature package where you want to add the GCV resource and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that
are imported into Designer are not displayed in the list.

6 Right-click the GCV resource and select Properties.
7 Click GCVs.

8 Click Add to add a new global configuration value. For more information about adding a GCV,
see “Global Configuration Value Definition Editor” in Policies in Designer 4.0.2.

9 Click Finish.
10 Repeat Step 8 through Step 9 for each GCV you want to add.
11 Click OK.

7.7.3 Adding Notification Templates

In addition to libraries and GCVs, you can add natification templates to Identity Vault packages.
Notification templates allow you to automatically send e-mail messages to users as part of a policy
workflow.

For example, if you add a password-management feature to your driver where Identity Manager auto-
generates a password for a user as soon as that user is provided with an account on your application,
you need a notification template to e-mail that user their new password. For more information about
creating and using notification templates, see “Setting Up E-Mail Notification Templates” on

page 277.
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To add a notification template to a package, complete the following steps.

1 In the Outline view, right-click Default Notification Collection and select New Template.
2 Specify a name for the new notification template and click OK.

3 In the E-Mail Template Editor, configure the notification template. For information on configuring
notification templates, see “Setting Up E-Mail Notification Templates” on page 277.

4 When finished, close the template and click Yes to save the resource.
5 Right-click the template in the Outline view and select Add to Package.
6 Select the Identity Vault package where you want to add the object and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that
are imported into Designer are not displayed in the list.

7 Repeat Step 1 through Step 6 for each notification template you want to add.

Creating Feature Packages

After creating a base package, you need to create the feature packages that users install with the
base package. Feature packages contain the bulk of the actual content for a driver, including policies,
GCVs, filters, and prompts.

Creating the content for a package is different than creating the package. This section explains how
to create the package, then “Adding Content to Packages” on page 193 explains how to add the
content to the package.

If you need several feature packages that cover a similar area of functionality, you can organize those
packages using package groups. For example, when you install the LDAP driver using the LDAP
Base package (NOVLLDAPBASE), the optional features listed do not display the name of each
specific package by default but instead group features into the package groups Default Configuration,
Entitlements, Password Synchronization, Data Collection, and Account Tracking. Users can then
choose to install those optional features as a whole, rather than selecting a particular package.

NOTE

+ We recommend you create and configure mandatory feature packages sparingly. If a feature or
resource is required for all installations of the driver, you should include the feature in the base
package, instead.

+ All packages must belong to a category and a group within that category. You cannot create a
package outside of a package group.

+ Feature packages should belong to the same package group and category as the base package
to which they belong.

+ When you create multiple feature packages, we recommend using package groups to organize
packages by feature. This can make the structure of the different features more clear to the end
user.

1 Right-click the package group where you want to create a new package and select New
Package.

2 Specify a name, version number, and description for the package in the appropriate fields.

3 Specify a short name for the package in the appropriate field. Identity Manager and Designer
display the specified short name when you open the package in a user interface. This name
must be unique in the Identity Vault.
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NOTE: The standard short name for a package is 12 characters long, separated into three
sections of four characters: [Vendor] [Target system] [What package does].

For example, if you have an Active Directory feature package created by NetlQ, the package
short name could be NTIQADIRBASE.

Click the Type drop-down menu and select Driver.
Verify the package category and group are correct.
Click Next.

In the IDM Compatibility section, select the minimum and maximum versions of ldentity
Manager that this package is compatible with. The selected versions should correspond to the
versions selected for the base package.

In the Application Compatibility section, select the minimum and maximum versions of the
managed application that this package is compatible with. The selected versions should
correspond to the versions selected for the base package.

Select one or more driver types in the Available Driver Types list with which you want the
package to be compatible and use the right-arrow icon to move them to the Supported Driver
Types list

NOTE: The package must support at least one driver type. Ensure you select the type of
application you used when creating your development driver.

Click Next.

Specify or modify the vendor information you want to include in the package, then click Next. You
must specify the vendor name for the package.

Review the Summary page and click Finish.

7.9 Configuring Mandatory and Optional Feature
Packages

Feature packages can be mandatory or optional, depending on the functionality you want to provide.
If you need a particular feature, you can configure that feature package to be mandatory, while
leaving other, less-essential feature packages as optional.

You specify the mandatory and optional feature packages for a base package in the Configuration

Wizard Properties page of the base package, using the XML tags <mandatory></mandatory> and
<optionals></optionals. This XML document configures how the Configuration Wizard displays

features for the base package when you install the package on a driver.

1

In the Outline window, expand the Package Catalog and navigate to the version of the feature
package you want to configure as mandatory or optional.

2 Select the feature package.

3 In the Properties view, find the Package Id field and copy-and-paste the package ID number into

a text file.

Repeat Step 1 through Step 3 for each feature package you want to configure, saving all
package IDs.

In the Designer Outline window, expand the Package Catalog and navigate to the version of the
base package for which you want to configure sub-packages.

Right-click the base package and select Properties.
In the Properties window, click Configuration Wizard.
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8 In the Configuration Wizard Feature Definition window, modify the XML to include all mandatory
and optional feature packages, using the following XML structure:

<?xml version="1.0" encoding="UTF-8"?><features>
<mandatorys
<group display-name="Mandatory Package Group Namel" expanded="false">
<package display-name="Mandatory Package Namel"
id="PackageIDNumberl" selected="true"/>
<group display-name="Mandatory Package Group Name2" expanded="false">
<package display-name="Mandatory Package Name2"
id="PackageIDNumber2" selected="true"/>
</mandatory>
<optionals>
<group display-name="Optional Package Group Name 1" expanded="false">
<package display-name="Optional Package Namel" id="PackageIDNumber3"
selected="true"/>
<group display-name="Optional Package Group Name2" expanded="false">
<package display-name="Optional Package Name2" id="PackageIDNumber4"
selected="true"/>
</optionals>
</features>

Paste the copied package IDs into the XML as the values of your id fields. Each feature
package must have a unique package ID.

You can have multiple groups within the <mandatory> and <optionals> tags. If you want a
package to be selected by default in the Configuration Wizard, ensure the value of the selected
attribute is true.

NOTE: If there are no mandatory feature packages, use the XML tag <mandatory/>.

9 Click OK.

Adding Content to Packages

After you have created a package, you must add Identity Manager content to the package for the
package to have value.

You can add different types of content to a package, including policies, ECMAScript objects, package
prompt resources, and entitlements. For a full list of all types of content you can add to a package,
see Table 6-1 on page 149.

IMPORTANT: You can only add content to a package you create. You cannot add content to a
package you have imported unless you also have the Designer project in which the package was
developed.

For more detailed information on adding GCVs, prompts, policies, and filter extensions to a feature
package, see the following sections:

¢ Section 7.10.1, “Adding GCVs to Feature Packages,” on page 194
¢ Section 7.10.2, “Adding Prompt Resources,” on page 194

+ Section 7.10.3, “Adding Policies,” on page 195

¢ Section 7.10.4, “Adding Filter Extensions,” on page 195
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To add content to a feature package, you must first install the package on the driver, add the content
item to the driver, then add the configured content item to the package. You can then view the content
item under the feature package in the Package Catalog. When users install the package, whatever
language Designer is using is the language in which the package itself is installed.

Complete the following steps to install the package on the driver:

1

Verify you have a development driver installed. If not, follow the steps in “Creating a
Development Driver” on page 163 to install a development driver.

Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 191 to create a new feature package.

3 In the Modeler, right-click the development driver, then click Driver > Properties.

In the Properties window, click Packages to install the feature package on the driver.

5 Click the plus icon to display the packages you can install on the driver.

The package list is initially filtered by driver types. To see all available driver packages, deselect
Show only applicable package versions.

Select the feature package you want to install and click OK.
Click OK.

Specify configuration information for any prompts displayed in the Installation Wizard, then click
Next.

Click Finish to install the package.

Adding GCVs to Feature Packages

As with Identity Vault and driver set packages, you can also add GCVs to a feature package. For
information on adding GCVs to a package, see “Adding GCV Resource Objects” on page 190.

Adding Prompt Resources

To add package prompts to a feature package, complete the following steps:

1

Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 191 to create a new base package.

2 Right-click the feature package in the package catalog and select Generate Prompt Resource.

3 Select the type of package prompt you want to configure:
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Initial Settings: This option creates all of the default attributes required to create a driver object.

Upgrade Settings: This option creates a Resource object that contains style sheets that
maintain the package settings so that they are not overwritten when the new package is
installed. Select this option if the package you are creating is an upgrade to an existing package.

NOTE: You can only create one of each type of prompt for a particular package.

In the package catalog, expand the package version and Resources directory.
Right-click the new package prompt and select Properties.
Verify the type of package prompt.

Specify the order in which you want the Driver Configuration Wizard to display the current
package prompt. The Wizard displays prompts in ascending order starting from o.
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8 Verify the target displayed is correct for the package prompt. If you want to add the prompt to a
different package, click Add, browse to the package, and click OK.

9 Click the Prompts tab. The Properties window displays what the current package prompt looks
like in the Driver Configuration Wizard.

7.10.3 Adding Policies

To add policies to a feature package, complete the following steps:
1 Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 191 to create a new base package.
In the Outline view, right-click the driver name and select New > DirXML Script.
Specify a name for the new policy and click OK.
In the Outline view, right-click the new policy and select Add to Package.

a A W N

Select the feature package where you want to add the policy and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that
are imported into Designer are not displayed in the list.

6 Double-click the policy and use the Policy Builder to add rules as necessary. For information
about building policies in the Policy Builder, see “Managing Policies with the Policy Builder” in
Policies in Designer 4.0.2.

7 Close the policy and click Yes to save the resource.
8 Repeat Step 5 through Step 7 for each policy you want to add.

7.10.4 Adding Filter Extensions

When you create a custom feature package, you should configure Identity Manager to allow data
flowing through your environment to go through your new driver’s workflow. For your driver and
associated packages to process data, you must create a filter.

Filters act as gates to stop data going into or out of your driver. Filters allow you to specify criteria
against which the driver matches any incoming our outgoing data and then executes a specified
action. You can filter data on both the Publisher or Subscriber channels of your driver, or simply set
up a filter that notifies you when an object is modified.

You should understand the types of data you want the driver with that package installed to process.
You can then configure the specific subset of data you want to be processed or synchronized by the
driver.

For example, you may want the driver to sync data regarding user objects. You can create a filter
extension within your feature package that allows any data related to user objects through the
workflow, while blocking any other type of data. If the Identity Vault sends an event about a group
object to your driver, the filter sees that the event is not about a change to a user object and does not
send the event through the driver workflow.

To create a filter, you must create a filter extension resource in your feature package and then
deploy that package to a driver. For more information about filter extensions, see “Controlling the
Flow of Objects with the Filter” in Policies in Designer 4.0.2.
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Complete the following steps to create a filter.

1

o 00~ WN

10

Verify that you have created a feature package. Otherwise, follow “Creating Feature Packages”
on page 191 to create a new base package.

In the Outline view, right-click the driver name and select New > Resource.

Specify a name for the new filter resource.

Click the Content type drop-down menu and select application/vnd.novell.dirxml.filter-ext+xml.
Click OK.

In the Filter Editor, add and configure filters as necessary. For information about configuring
filters in the Filter Editor, see “Controlling the Flow of Objects with the Filter” in Policies in
Designer 4.0.2.

Close the filter and click Yes to save the resource.
In the Outline view, right-click the new filter and select Add to Package.
Select the feature package where you want to add the filter extension and click OK.

NOTE: Only packages that are created in Designer are displayed in the list. Any packages that
are imported into Designer are not displayed in the list.

Repeat Step 2 through Step 9 for each filter you want to add.

Copying Packages

In addition to creating a new package, you can also copy an existing package in the Package
Catalog. Copying packages gives you the same content, but it contains a different global identifier.
This allows you to create a new package based on the content of an existing package.

1

2
3

Verify that you have a package created with content. Otherwise, follow Section 7.8, “Creating
Feature Packages,” on page 191 and Section 7.10, “Adding Content to Packages,” on page 193

to create a package with content.

Right-click the package in the package catalog you want to copy, then click Copy Package.
Use the following information to create a copy of the package:
+ Name: Change the name of the package, if desired.

+ Short Name: Change the unique short name for the package. This name must be unique in
the Identity Vault.

+ Version: Specify the package version you want to use. By default, the package version is
set to 0.0.1.

+ Description: Specify a description for the package.

+ Type: This field cannot change. The package type is determined when you create a
package, not when you copy a package.

+ Base Package: If you want to use the copied package as a base package, select this
option. If you leave this option cleared, Designer creates the copied package as a feature
package.

+ Category: Change the package category for this package, if desired.
+ Group: Change the package group for this package, if desired.

4 Click Next.
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5 Use the following information to define the package constraints:

*

*

*

IDM Compatibility: Define the minimum and maximum versions of Identity Manager that
the package supports.

Application Compatibility: Define the minimum and maximum versions of the managed
application that the package supports, if applicable.

Driver Type: Select the drivers that the package supports, if applicable.

6 Click Next.
7 Use the following information to define the vendor of the package:

*

Vendor Name: Specify the vendor name. If this package is for internal consumption, specify
the name of your company.

Vendor Address: Specify the address for the vendor or your company.

Vendor URL: Specify the URL of the vendor or your company.

Vendor eMail: Specify an e-mail for the vendor or your company.

Contact Name: If there is a specific contact person for this package, specify their name.

Contact eMail: If there is a specific e-mail address for the contact person, specify it in this
field.

8 Click Next.
9 Review the summary of the new package version, then click Finish.

The copy of the package is created in the package catalog under the specified category and group.
You can now build and release your package.

NOTE: When users install the copied package, the package uses the language used by Designer
when the package was copied.

Building Packages

After you have created a custom package, you can build the package as a .jar file and prepare the file
for consumption by other users.

1 In the Outline window, expand the Package Catalog and navigate to the version of the package
you want to build.

o 01~ W N

Right-click the package and click Build.

Click Browse, then browse to and select the directory where you want to build the package.
Click OK twice.

Review the summary information, then click OK.

(Optional) After you build the package, provide the package to your QA team to verify, if

appropriate. If the QA team finds any issues with the package, create a new version of the
package to fix the bug. For more information about creating a new version of a package, see
“Versioning Packages” on page 198.
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Versioning Packages

You can create a hew version of a package to provide bug fixes or enhancements to released
packages. Versioned packages contain the same unique global identifier to support upgrading and
downgrading package installations.

The version of a package consists of four parts separated by dots: [Major Version] [Minor
Version] [Patch Version] [Package Creation Time Stamp]. The version number parts should be
used as follows:

+ Major Version: You should increment the major version if you introduce a major feature in the
new version of a package.

¢ Minor Version: You should increment the minor version if you introduce a minor or small feature
in the new version of a package.

+ Patch Version: You should increment the patch version if you make a small modification to a
package.

+ Package Creation Time Stamp: Designer automatically adds the time stamp when you create
a new package and updates the time stamp each time you build the package. When you release
a package, the time stamp is fixed.

To create a new version of a package:
1 In the package catalog, right-click the package you want to version, then click New Package
Version.

2 Set the version of the package higher than the current version. All of the other fields stay the
same when you are changing the version.

3 Click Next.
4 Modify the package constraints, if necessary, then click Next.
5 Modify the vendor information, if necessary, then click Next.
6 Review the summary of the new package version, then click Finish.
The new package with the new version number is created in the package catalog. You can now build

and release your package. When users install the package, what ever language Designer is using,
this is the language that the package is installed in.

Localizing Packages

You can localize the prompts and strings included in the custom packages you create. This allows
you to provide the same package in multiple languages. Designer generates a localization property
file that contain the strings that you can have localized.

NOTE: When you install a package on a driver, Designer displays the package prompts in the
language in which Designer is open, if that localization property file is available.

Designer uses specific language codes to determine the language of a property file. For example, if
you localize the English-language property file

NETQEDIRCFG 2.0.0.20120905154808 en.properties in Spanish, the localized property file name
should be NETQEDIRCFG 2.0.0.20120905154808 es.properties.

The following table provides the localization language codes available in Designer:
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Language Language Code

Japanese _ja
Chinese Simplified _zh CN
Spanish _es
French _fr
Portguese Brazil _pt BR
Italian it
Chinese Traditional ~zh TW
German _de
English _en
Dutch _nl

To localize a package, complete the following steps:

1

o 01 A W N

8
9
10
11
12

13

14

In the Outline view, right-click the package in the package catalog, then click Localization >
Generate Property File.

Click Browse, then browse to and select the directory where you want to store the property file.
Click OK.

Repeat Step 1 through Step 3 for each package you want to localize.

Take the property files and have them localized.

After the property files are localized, add the appropriate language code to the end of the file
name.

Place the localized property files into a separate localization directory on the machine that is
running Designer.

Open your project, then right-click the package in the package catalog.

Click Localization > Import Property Files.

Click Browse, then browse to the directory that contains the localized properties files.
Click OK three times.

To verify that you correctly localized the package properties, right-click the package and select
Properties.

Click Languages. The Properties window displays all the languages in which the package is
available.

Click OK.

You can now re-build and release your package.
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Adding and Configuring Licenses

When developing packages to release to other users or to the public at large, you may need to
include a license file with your released and published package. A license file is an HTML file that
Designer displays when the user installs a new package.

You can either use one license as a default for all custom packages in your Designer environment or
add licenses on a package-by-package basis. You can add a localized license for any of the
languages listed in “Localizing Packages” on page 198.

NOTE: You do not need to add a license to a package for that package to function properly.

To add and configure licenses for your custom packages:

1 Obtain an HTML-format license file from the proper authorities in your company.

2 (Optional) If you want to use the license as the default for all packages you create, complete the
following steps:

2a
2b
2c
2d

2e

2f
29
2h

Click Windows > Preferences.
Click Novell > Package Manager > License Defaults.
Click Browse.

Click the browse button and navigate to the location of the license file you want to use as
the default license.

Click OK.

Click the Language drop-down menu and select the appropriate language.
Click Import.

Click OK.

3 (Optional) If you want to use the license for a specific package, complete the following steps:

3a

3b
3c
3d

3e

3f
39
3h

In the Outline view, right-click the package in the package catalog to which you want to add
a license and select Properties.

Click License.
Click Browse.

Click the browse button and navigate to the location of the license file you want to use as
the default license.

Click OK.

Click the Language drop-down menu and select the appropriate language.
Click Import.

Click OK.
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Releasing and Publishing Packages

After you have finished developing and testing your custom package and localizing any necessary
strings or prompts, you can release and publish the package. When you release and publish the
package, other users can then use your package in their own Identity Manager environments.

You can publish the packages to a server and have users configure Designer to point to that server
for package updates. You can specify a Web server (http://), FTP server (ftp://), or file server, as
necessary for your environment. Users can then configure Designer to go to that location to check for
package updates.

NOTE

+ You can only publish a package to a location on the local system on which you are using
Designer.

+ Only packages that have been built and released can be published.

WARNING: After you release and publish a package, it becomes read-only. You cannot make any
further modifications to the package.

1 Inthe Outline view, right-click the package in the package catalog you want to release, then click

Build.

2 In the Outline view, right-click the package in the package catalog you want to release, then click
Build.

3 Click Browse, then browse to and select the directory where the package will be built and
released.

4 Click OK.

5 Select Release Package and click OK.

6 Review the summary information, then click OK.

7 Right-click the built and released package, then click Publish.

The Publish option is not available until you have released the package.

8 In the Publish Directory field, click Browse, then browse to and select the Web server directory
where you want to place the published package.

9 Click OK.

10 Inthe Build Directory field, click Browse, then browse to and select the directory where you built
the package.

11 Click OK twice.

Designer stores the published package in the specified location on your Web, FTP, or file server. You
can then configure Designer to check that location when checking for package updates.

To configure Designer to use additional package update sites:

1 Launch Designer.

2 From Designer’s main menu, click Windows > Preferences.
3 Click Novell > Identity Manager and select the Updates tab.
4 Click the plus icon.
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1.17.2

71.17.3

5 Specify a name for the Vendor and the URL for the Web, FTP, or file server, the click OK.
6 Click OK to close the Preferences window.

Best Practices for Package Development

We recommend adhering as closely as possible to the following best practices when developing
custom packages:

¢ Section 7.17.1, “Creating Packages,” on page 202

¢ Section 7.17.2, “Naming Packages,” on page 202

+ Section 7.17.3, “Package Versioning,” on page 202

+ Section 7.17.4, “Defining Package Relationships,” on page 203

+ Section 7.17.5, “Documenting Packages,” on page 203

¢ Section 7.17.6, “Naming Package Items,” on page 203

+ Section 7.17.7, “Reusing Package Content,” on page 204

Creating Packages

+ Do not create objects in a custom base package. A base package should be as lean as possible
and should contain only the following:

+ Prompts
+ Initial settings
+ Information the base package’s relationship to other packages

+ If you have objects that are used by multiple drivers, store those items in a driver set package.
You can create a driver set package, then store any often-reused objects in the package where
any driver in the driver set can access the objects.

Naming Packages

+ The standard package name is separated into two sections: [Package Group] [Package
Type]. For example, if you have a base package for MySQL, the package name could be MySQL
Base.

+ Short names must be unique and cannot be longer than 12 characters.

+ The standard short name for a package is separated into three sections of four characters:
[Vendor] [Target system] [What package does].For example, if you have a base Active
Directory package created by NetlQ, the package short name could be NTIQADIRBASE.

Package Versioning

+ When creating a brand-new package, we recommend you begin numbering the package at
version 0.0.1. After you finish creating and testing the package and are ready to release, then
you can change the version to 1.0.0.

+ Before you provide a custom package to a customer or other user, ensure you release the
package. This helps ensure that if the user modifies the package, you do not have two different
packages with different content but the same version number.

+ You should release only the package with the most recent time stamp.
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1.17.5

1.17.6

Defining Package Relationships

+ You should configure Package A to be dependent upon another package, Package B, in the
following situations:

+ One of the policies in Package A is dependent on a package item in Package B. This
includes policies, GCVs, natification templates, and ECMAScripts.

+ Package A depends on some functionality included in Package B. For example, the Active
Directory Password Sync package depends on the common password sync package, which
defines all the necessary ECMAScript functionality.

+ A mandatory feature relationship is a hard-coded dependency. You should avoid using
mandatory features where possible.

+ Instead, we recommend you configure any feature packages to be optional and then selected by
default, using the selected XML attribute. Users can then deselect a feature if they do not want
to install that feature. For information about configuring mandatory and optional feature
packages, see “Configuring Mandatory and Optional Feature Packages” on page 192.

Documenting Packages

When you create a new version of a custom package, you should use the package Readme to
provide customers and users information on any changes from previous versions.

To add change information to a package Readme, right-click the version of the package in the Outline
view and select Properties. Click Readme, then click Append Package Change Log to include any
changes made since the previous version of the package. Click OK to exit.

Naming Package Iltems

Policies, Entitlements, ECMAScripts, and XSLTs: The standard name for these types of package
items consists of four parts separated by hyphens: [Package Short Name]-[Channel Name
(Optional)]-[Policy Set and Item Type]-[ltem Name]. The item name parts should be used as follows:

+ Package Short Name: This part should specify the short name of the package to which the item
belongs.

+ Channel Name: This part should specify if the item belongs to either the Publisher (pub) or
Subscriber (sub) channel. If the item does not belong to either channel, do not include this part in
the item name.

+ Policy Set and Item Type: The first one or two characters of this part should refer to the policy
set to which the item refers, including input transformation (ip), event transformation (et),
creation (c), or matching (m). The last character in this part should be the item type, including
policy (p), entitlement (e), ECMAScript (c), or XSLT (s).

+ |tem Name: This part should specify the job done by the package item.

For example, the name of a policy in an eDirectory package that belongs to the Publisher channel
could be NOVLEDIRATRK-pub-ctp-WriteAccountsOnAdds.

Filters, Schema Maps, and Global Configuration Values: The standard name for these types of
package items consists of two parts separated by hyphens: [Package Short Name]-[Item Type]. The
first part should specify the short name of the package to which the item belongs. The second part
should specify the type of the item, whether filter (Filter), schema map (smp), or global configuration
value (GCvs).

For example, the name of a filter in an LDAP package could be NOVLLDAPENT-Filter.
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WARNING: You can only specify a name with a maximum number of 64 characters for any objectin a
package. If you add an object with a name that is 65 or more characters long to a package, you
cannot deploy the object.

7.17.7 Reusing Package Content

+ |If a package can be used by all driver sets in the Identity Vault, set the package type as
Identity Vault when you create the package. For example, if you create a default notification
template package, you must create that package as an Identity Vault package.

For more information about creating Identity Vault packages, see “Creating Identity Vault and
Driver Set Packages” on page 188.

+ |f a package can be used by all drivers in a particular driver set, set the package type as
DriverSet when you create the package. For example, if you create a common settings
package, you can create that package as a driver set package.

For more information about creating driver set packages, see “Creating ldentity Vault and Driver
Set Packages” on page 188.
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Managing the Schema

Designer includes a copy of the base Identity Vault schema, which is stored in the
BaseIVSchema.xml file. This file is located in
\Designer\plugins\com.novell.core.datatools x.x.x.x\defs\schema, where X.X.X.X
represents the specific Designer build.

Do not directly modify BaseIvSchema.xml. Instead, use Designer to add the schema information from
this file into your project. The Manage Schema tool allows you to change the schema as part of the
project without modifying the original BaseIvSchema.xml file.

You can add, delete, rename, and modify classes and attributes in the Identity Vault schema. You can
import the Identity Vault schema from the production environment, or use the default schema. After
modifying the schema, you can deploy it into the production Identity Vault.

WARNING: If you do not have a good understanding of how the Identity Vault schema works,
changing the default schema can cause data corruption. If you modify classes or attributes and then
deploy the modified schema into a tree where these classes are in use, one of the following problems
can occur:

*

*

Those objects can become unknown.
Synchronization errors can occur.

To understand the basics of the schema, see “Managing the Schema” (http://www.novell.com/

documentation/edir88/edir88/data/a4a9bz0.html) in the online documentation for Novell eDirectory

8.8.

If you subscribe to LogicSource, see Novell LogicSource for eDirectory (http://support.novell.com/

subscriptions/articles/novell_logicsource.html) for additional information. LogicSource is a
subscription-based service that Novell provides to its customers.

*

*

Section 8.1, “Using the Manage Schema Tool,” on page 206

Section 8.2, “Creating Classes and Attributes,” on page 215

Section 8.3, “Modifying the Schema,” on page 217

Section 8.4, “Deploying the Schema into the Identity Vault,” on page 219
Section 8.5, “Exporting the Schema to a File,” on page 221

Section 8.6, “Importing the Schema,” on page 226

Section 8.7, “Managing a Copy of an Application Schema,” on page 233
Section 8.8, “Mapping Identity Vault to an LDAP Schema,” on page 236

Section 8.9, “Comparing the Schema,” on page 236
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8.1 Using the Manage Schema Tool

To open the Manage Schema tool, right-click an Identity Vault object in the Modeler or Outline View,
then select Manage Vault Schema.

If a custom schema in the production environment needs to be tested, you can import the schema
into Designer. After you have tested and modified the schema, you can deploy it into the production
environment. For information about importing schema, see Section 8.6, “Importing the Schema,” on
page 226.

The Manage Schema tool lets you add, delete, rename, and modify classes and attributes in the
Identity Vault schema. The class information and the attribute information is organized into separate
tabs in the Manage Schema tool.

¢ Section 8.1.1, “The Classes Tab,” on page 206
+ Section 8.1.2, “The Attributes Tab,” on page 209

8.1.1 The Classes Tab

From the Classes tab, the Manage Schema tool lets you add, delete, rename, and modify schema
classes.

Classes | attributes

&GP XE® Aags:
[Anything] ~ | @ Effective [ Container
[Mothing] ) Nor-effective
AFP Server ) Anreiliary
applicationEntity ASNL: | 2.5.6.1
applicationProcass
Audit:File Object D Show inheribed associakions
authPasswordObiject _ :
Bindery Object Attributes | Super | Sub | Containment
Bindary Quaus
certificationfiuthority @ T G X
certificationduthorityiier2 . —___———CElia
ComimE e Aliased Object Name (Mandatory)
Computer
condingentWorker W
[CJonly show changes

I oK J[ Cancel El _

The Classes tab includes the following components:

+ “Class List Toolbar” on page 207

+ “Only Show Changes” on page 207

+ “ASN1” on page 207

+ “Flags” on page 207

+ “Show Inherited Associations” on page 208
+ “Associations List” on page 208
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Class List Toolbar

The Classes list includes the following tools:

Table 8-1 Classes List Toolbar

Icon Description

Add Class @& Launches the New Class Wizard to create a new
Identity Vault class.

Rename Class @ Renames any non-base class. You cannot rename
base classes.

Delete Class & Deletes any non-base class. You cannot delete
base classes.

Schema Notes [Z] Adds descriptive notes to any non-base class.You
cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Classes list. When it is selected, the Classes list
displays only those classes that are not part of the base schema, as defined in BaseIvSchema .xml. If
no non-base classes exist, the Classes list is empty.

Deselect Only show changes to see a complete list of base and non-base classes in the Identity
Vault schema.

ASN1

Specifies the class’s Abstract Syntax Notation number One ID. The ASNL1 ID is important as you plan
to make the schema definition publicly available.

If you register your schema definition with Novell, Novell assigns your class an ASN1 ID. This unique
identifier eliminates the possibility of schema collisions caused by duplicate schema names with
different definition structures.

For more information about ASN1, visit the International Telecommunications Union Web site (http://
www.itu.int/ITU-T/asnl/index.html).

Flags

The Flags options let you modify the class type:
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Table 8-2 Supported Class Types

Flag Description

Effective You can create an instance of the defined object in
the Identity Vault.

Noneffective Only used to define other classes. You cannot
create an object of a noneffective class.

Auxiliary Combines attributes to be added to other classes
by extending the object class attribute.

Container Sets the object to be a container object instead of a
leaf object. If it is set to be a container, this object
can contain other objects.

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
attributes associated with a class. When the check box is selected (the default), the Associations list
displays both assigned and inherited attributes. When the check box is deselected, the Associations
list displays only assigned attributes.

NOTE: When you select Show Inherited Associations, you cannot delete entries from the
Associations list.

Associations List

The Associations list displays the classes and attributes associated with the selected class. The
Associations list includes four tabs, each with a toolbar.

Attributes: The Attributes tab displays the attributes associated with the selected class. It also
identifies if attributes are mandatory or naming. All unmarked attributes are optional.

The Attributes tab includes the following tools:

Class Field Description

Add Naming & Adds a naming attribute association to the selected
class.

Add Mandatory & Adds a mandatory attribute association to the
selected class.

Add Optional & Adds an optional attribute association to the
selected class.

Delete & Deletes an attribute association from the select
class.

Super: The Super tab displays the classes from which the selected class inherits attributes. A class
that another class inherits from is called a superclass.
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A class can inherit attributes from more than one superclass. The superclass that every class inherits
from is Top. No class exists above Top. For example, Group inherits directly from Top, but User
inherits from Organizational Person. Organizational Person inherits from Person. Person inherits from
ndsLoginProperties, and ndsLoginProperties inherits from Top.

The Super tab includes the following tools:

Class Field Description

Add Superclass Association G Adds a superclass association to the selected
class.

Delete 3% Deletes a superclass association from the selected
class.

Sub: The Sub tab displays all classes that inherit from the selected class. If the Sub tab is empty, no
classes inherit from the selected class.

The Sub tab includes the following tools:

Class Field Description

Add Subclass Association G Adds a subclass association to the selected class.

Delete 3 Deletes a subclass association from the selected
class.

Containment: The Containment tab displays the container classes that can contain the selected
class. For example, if you select the Group class, the Manage Schema tool lists the domain,
Organization, and Organizational Unit classes, which can contain the Group class.

The Containment tab includes the following tools:

Class Field Description

Add Containment Class Association G Adds a containment class association to the
selected class.

Delete Deletes a containment class association from the
selected class.

8.1.2 The Attributes Tab

From the Attributes tab, the Manage Schema tool lets you add, delete, rename, and modify attributes
associated with schema classes.
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Figure 8-1 The Attributes Tab on the Manage Schema Toll
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The Attributes tab includes the following components:

*

“Attributes List Toolbar” on page 210

+ “Only Show Changes” on page 211

+ “Flags” on page 211
+ “ASN1” on page 212
+ “Syntax” on page 212

¢ “Show Inherited Associations” on page 215

+ “Associations List” on page 215

Attributes List Toolbar

The Attributes list includes the following tools:
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Icon

Description

Add Attribute g

Rename Attribute @

Delete Class &

Schema Notes [E]

Launches the New Class Wizard to create a new
attribute.

Renames the selected non-base attribute. You
cannot rename base attributes.

Deletes the selected non-base attribute. You
cannot delete base attributes.

Adds descriptive notes to any non-base
attribute.You cannot add notes to base classes.

Only Show Changes

The Only show changes check box is below the Attributes list. When this check box is selected, the
Attributes list displays only those attributes that are not part of the base schema, as defined in
BaseIVSchema.xml. If N0 non-base attributes exist, the Attributes list is empty.

Deselect Only show changes to see a complete list of base and non-base attributes in the ldentity

Vault schema.

Flags

Attribute flags specify the information that is stored in the attribute and limit the list of acceptable

operations that the Identity Vault and eDirectory clients can perform on the attribute.

Constraint

Description

Public Read

Sync Immediate

Read Only
String

Write Managed

Hidden
Single Valued
Per Replica

Server Read

Allows anyone to read this attribute without the read privilege
specifically assigned. You can't use inheritance masks to prevent
an object from reading attributes with this constraint.

When the attribute is modified, it is synchronized immediately to all
of the servers in the replica ring.

Only the eDirectory server process can read this attribute.
Allows only string information to be stored in the attribute.

Explicit rights are granted before this attribute can be changed. In
order to modify this attribute, users must have managed rights on
the object to change the attribute.

Only the eDirectory server process can read this attribute.
Allows one value to be stored in the attribute.
Allows one value to be stored in the attribute.

The attribute can be read by an NCP server object even though
the right to read is not inherited or explicitly granted. The NCP
server object is always able to read this attribute, regardless of the
rights granted in the ACL.
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Constraint Description

Sized Limits the range of values supported by the attribute to some
subset of those supported by the attributes data type.

For example, you might restrict an Integer attribute to only accept
values between 1 and 100.

ASN1

Specifies the attribute’s Abstract Syntax Notation number One ID. The ASN1 ID is important is you
plan to make the schema definition publicly available.

If you register your schema definition with Novell, Novell assigns your attribute an ASN1 ID. This
unique identifier eliminates the possibility of schema collisions caused by duplicate schema names
with different definition structures.

For more information about ASN1, visit the International Telecommunications Union Web site (http://
www.itu.int/ITU-T/asnl/index.html).

Syntax

An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. The following table describes the available syntaxes
for Identity Vault attributes.

Syntax Description

Back Link The remotelD field identifies the backlinked object on the server, and the
objectName field identifies the server holding an external reference.

Boolean Two Boolean attributes match for equality if they are both True or both False. True is
represented as one (1), and False is represented as zero (0). Any attribute defined
by using this syntax is single valued.

Case Exact String  Attributes using this syntax can set size limits. Two Case Exact Strings match for
equality when they are of the same length and their corresponding characters are
identical.

Case Ignore List ~ Two Case Ignore Lists match for equality if the number of strings in each is the
same, and all corresponding strings match. For two corresponding strings in the list
to match, they must be the same length and their corresponding characters must be
identical (according to the rules for case ignore strings).

Case Ignore String Used in attributes whose values are strings and where the case (upper or lower) is

ignored.
Class Name Used to match two class names where the case (upper or lower) is ignored.
Counter The attribute is single valued. The syntax is similar to Integer, except that any value

added to an attribute is arithmetically added to the total, and any value deleted is
arithmetically subtracted from the total.

Distinguished The attribute is the distinguished name of the object up to 256 Unicode characters.
Name This is not case sensitive.
EMail Address Used to match attributes whose values are e-mail addresses and whose lengths

and corresponding characters are identical; however, it ignores case (upper and
lower). Only the EMail Address attribute uses this syntax.
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Syntax

Description

Facsimile
Telephone Number

Hold

Integer
Interval

Net Address

Numeric String

Object ACL

Octet List

Octet String

Path

Postal Address

Facsimile Telephone Number values are matched based on the telephone number
field. The rules for matching fax telephone numbers are identical to those for the
Case Exact syntax except that all space and hyphen (-) characters are skipped
during the comparison. Only the Facsimile Telephone Number attribute uses this
syntax.

This syntax is an accounting quantity, which is an amount tentatively held against a
subject’s credit limit, pending completion of a transaction. In the wire format, the
Subject field is the distinguished name of the object. The Identity Vault treats the
Hold amount similarly to the Counter syntax, with new values added to or subtracted
from the base total. If the evaluated Hold amount goes to 0 (zero), the Hold record is
deleted.

The attribute is an integer. Attributes using this syntax can set size limits.
The Interval value is the number of seconds in a time interval.

Stores the network address as a binary string. The string is the literal value of the
address. It lists the type of communication protocol used.

Two numeric strings match for equality when they are of the same length and their
corresponding characters are identical. It matches the digits 0-9 and spaces if they
are contained in the numeric string.

An Object ACL value can protect either an object or an attribute. The protected
object is always the one that contains the ACL attribute. If an ACL entry is to apply
to the object as a whole, the protected attribute name should be left empty (NULL).
If a specific attribute is to be protected, it should be named in the ACL entry.

A presented octet list matches a stored list if the presented list is a subset of the
stored list. Octet strings are so designated because they are not interpreted by the
Directory. They are simply a series of bits with no Unicode implications.

The length is the number of bits divided by 8 and rounded to the nearest integer.
Thus, each octet represents eight bits of data. The number of data bits is always
evenly divisible by 8.

For two octet strings to match, they must be the same length and the corresponding
bit sequence (octets) must be identical. When comparing two strings, the first pair of
octets that do not match are used to determine the order of the strings. Octet strings
are not Unicode strings.

The string represented by the path field is compared for equality by using the same
rules that Case Exact String uses. That is, two paths match for equality when their
lengths and corresponding characters, including case, are identical.

An attribute value for Postal Address is typically composed of selected attributes
from the MHS Unformatted Postal O/R Address version 1 according to
Recommendation F.401. The value is limited to 6 lines of 30 characters each,
including a Postal Country Name. Normally the information contained in such an
address could include a name, street address, city, state or province, postal code,
and possibly a postal office box number depending on the specific requirements of
the named object.
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Syntax Description

Printable String The following characters are in the printable string character set. A...Za...z0...9
Space Character * Apostrophe ( Left Parenthesis ) Right Parenthesis + Plus Sign
Modeler, Comma - Hyphen . Period / Slash : Colon = Equal Sign ? Question Mark

Two printable strings match for equality when they are the same length and their
corresponding characters are identical. Case (upper or lower) is significant when
comparing printable strings. For example, as printable strings, “Jones” and “JONES”
do not match.

Replica Pointer Each value of the replica pointer syntax is composed of five parts:

+ The complete name of the server that stores the replica.

+ A value describing the capabilities of this copy of the partition: master,
secondary, read-only, or subordinate reference.

+ Avalue indicating the current state of the replica (new, dying, locked, changing
state, splitting, joining, or moving).

+ A number representing the replica. All replicas for a partition have a different
number assigned when the replica is created.

+ A referral that contains a count of the addresses and one or more network
addresses that hints at the node where the server probably resides. Because
servers are accessible over different protocols, the server might have an
address for each supported protocol.

Stream Streams are files of information. The data stored in a stream file has no syntax
enforcement of any kind. It is purely arbitrary data, defined by the application that
created and uses it. The attribute is single valued.

Telephone Number The length of telephone number strings must be between 1 and 32. Two telephone
numbers string match for equality when they are of the same length and their
corresponding characters are identical. All spaces and hyphen (-) characters are
skipped during the comparison.

Time A time value consists of a whole number of seconds, where zero equals 12:00
midnight, January 1, 1970, UTC.

Timestamp A Timestamp value contains three components:
¢ The wholeSeconds field consists of the whole number of seconds, where zero
equals 12:00 midnight, January 1, 1970, UTC.

+ The replicaNum field identifies the server that created the Timestamp. A
replica number is assigned whenever a replica is created on a server.

* The eventlD field is an integer that orders events occurring within the same
whole-second interval. The event number restarts at one for each new second.

Typed Name The syntax names an Identity Vault object and attaches two numeric values to it:

+ The level of the attribute indicates the priority.

+ The interval indicates the frequency of references.

The objectName or Distinguished Name identifies the Identity Vault object referred
to by the Typed Name.

Unknown Unknown syntax is used to stop the loss of data, if the Identity Vault database
becomes corrupted. When an object becomes Unknown, there is information stored
in this attribute that can allow the object to be recovered. This syntax is used by the
Identity Vault.
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8.2

8.2.1

NOTE: The information in this table comes from the Novell LogicSource for eDirectory. LogicSource
is a subscription-based service Novell provides to its customers. For more information about
LogicSource, see Novell Technical Subscriptions (http://support.novell.com/subscriptions/articles/
novell_logicsource.html).

Show Inherited Associations

The Show Inherited Associations check box determines whether the Associations list displays all
classes associated with an attribute. When this check box is selected (the default), the Associations
list displays both assigned and inherited classes. When this check box is deselected, the
Associations list displays only assigned classes.

The schema allows for inheritance of other attributes from superclasses. If you select this item, all
attributes that are associated with a class, whether assigned or inherited, are listed. If you don't select
this item, only the assigned attributes are listed.

Used by Classes lists all classes that use the selected attribute. If you select Show inherited
associations, the list includes classes that inherit the attribute.

Associations List

The Associations list displays the classes associated with the selected attribute. The Associations list
toolbar lets you make changes to the classes associated with the attribute.

Class Field Description

Add as Naming & Associates the selected attribute as a naming
attribute to a class.

Add as Mandatory @i Associates the selected attribute as a mandatory
attribute to a class.

Add Optional & Associates the selected attribute as an optional
attribute to a class.

Delete & Deletes the selected classes from the association
list.

Creating Classes and Attributes

Designer allows you to create Identity Vault classes and attributes to fit the needs of your
environment. You can test and use the new schema with the Identity Manager drivers in Designer
before implementing it in the production environment.

+ Section 8.2.1, “Creating Identity Vault Classes,” on page 215
+ Section 8.2.2, “Creating Identity Vault Attributes,” on page 217

Creating ldentity Vault Classes

+ “Adding a Class” on page 216
+ “Adding a Note” on page 216
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Adding a Class

1

10

11

In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.

The Classes tab lists all classes that are defined in the schema and stored in Designer. For more
information about the Classes tab, see Section 8.1.1, “The Classes Tab,” on page 206.

Select the Add a Class icon @ .

In the Create Class Name dialog box, specify the class name (for example, Empinfo) and ASN1
ID (if applicable), then click Next.

For more information about ASN1 IDs, see “ASN1” on page 207.
In the Class Flags dialog box, select the class type, then click Next.
For information about the class type options, see Table 8-2 on page 208.

In the Class Inheritance dialog box, select the classes from which the new class inherits, then
click Next.

Select one or more classes in the Available classes list and use the right-arrow icon to move
them to the Inherited classes list. Use the left-arrow icon to remove classes from the Inherited
classes list using the left-arrow icons.

In the Mandatory Attributes dialog box, select the mandatory attributes, then click Next.

The inherited attributes displayed in the Inherited mandatory attributes pane depend upon the
classes from which the new class inherits.

In the Optional Attributes dialog box, select optional attributes, then click Next.
The Inherited optional attributes pane lists default optional inheritances.
In the Naming Attributes dialog box, select the naming attributes, then click Next.

The Identity Vault schema allows for inheritance from other classes. A class that another class
inherits from is called a superclass. A class can inherit attributes from one or more superclasses.

Every class inherits from the superclass Top. No class exists above Top. For example, Group
inherits directly from Top, but User inherits from Organizational Person. Organizational Person
inherits from Person. Person inherits from ndsLoginProperties, and ndsLoginProperties inherits
from Top.

In the Containment Classes dialog box, select the containment classes for the new class, then
click Next.

This specifies the types of container classes that can contain the new class. For example, if you
select the class Group, the Manage Schema tool lists Domain, Organization, and Organizational
Unit classes as containment classes for the Group class

In the New Class Summary, review the new class information, then click Finish.
The new class appears in the Classes pane.
Click OK to save changes and close the Manage Schema tool.

Adding a Note

Designer allows you to add notes about any class you create. The information is stored as desc in the
.1dif file and as a note in the . sch file.

1
2

Select the class you want to add a note to, then click the Schema Notes icon =l.
Type the note in the window, then click OK.
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8.2.2

8.3

8.3.1

Creating ldentity Vault Attributes

To create a new ldentity Vault attribute:

1
2

In the Modeler, right-click the Identity Vault, then select Manage Vault Schema.
Select the Attributes tab.

The Attributes list displays all attributes that are defined in the schema and stored in Designer.
You can view all attributes at once, or view the attributes associated with a specific class by
selecting a class from the drop-down list.

For more information about the components of the Attributes tab, see Section 8.1.2, “The
Attributes Tab,” on page 209.

3 Select the Add an Attribute icon .

In the Create Attribute Name dialog box, specify the attribute name (for example, EmpID) and an
ASN1 ID, if applicable, then click Next.

For more information about the ASN1 ID, see “ASN1” on page 212.
In the Attribute Syntax dialog box, select the proper attribute syntax, then click Next.

An attribute syntax defines a standard data type that an attribute uses to store its values in the
Identity Vault. Each attribute must have a syntax. See “Syntax” on page 212 for more
information.

In the Attribute Flags dialog box, select the flags for the attribute, then click Next.

Attribute flags constrain the information that is stored in the attribute, and the list of acceptable
operations that the Identity Vault, and Identity Vault clients, can perform on the attribute. For
more information about attribute flags, see “Flags” on page 211.

In the New Attribute Summary dialog box, review the new attribute information, then click Finish.
The new attribute appears in the Attributes list.
Click OK to save changes and close the Manage Schema tool.

Modifying the Schema

Designer allows you to modify the Identity Vault schema. The following sections describe fields and
definitions used in the Manage Schema tool for classes and attributes.

*

*

*

Section 8.3.1, “Deleting Schema Definitions,” on page 217
Section 8.3.2, “Modifying Classes or Attributes,” on page 218

Section 8.3.3, “Renaming Schema Definitions,” on page 218

Deleting Schema Definitions

You can delete an extended schema definition. You cannot delete base schema elements. If you
select a base schema class or attribute, the Delete icon is disabled.

1 In the Modeler, right-click an Identity Vault, then select Manage Schema.

2 Select the class or attribute that you want to delete, then click the Delete icon .
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8.3.2 Modifying Classes or Attributes

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 Select the class or attribute that you want to modify.
3 Modify the class or attribute as desired.
If you select a base schema class or attribute, the following pop-up message appears:

¢ Confirm E|

You cannot modify base schema classes, wWiould wou like ko create an identity
W vaulk specific copy of this class ko allow modification? Selecting ves may cause
errars if the schema is deployed,

RTTTTI T TT Ty T TTTTrrrrrpppas

It is best to modify only the extended schema and not the base schema. Modifying the base
schema can cause data corruption and synchronization errors.

8.3.3 Renaming Schema Definitions

You can rename extended schema definitions. You cannot rename any base schema classes or
attributes. If you select a base schema item, the Rename icon is dimmed, indicating it is unavailable.

+ “Renaming a Class” on page 218
+ “Renaming an Attribute” on page 218

Renaming a Class

1 In the Modeler, right-click an Identity Vault, then select Manage Vault Schema.
2 In the Class page, select a class that you want to rename, then click the Rename Class icon .
3 In the Rename Class dialog box, specify the new class name, then click OK.

Renaming an Attribute

1 In the Modeler, right-click the Identity Vault icon, then select Manage Vault Schema.

2 Select an attribute you want to rename in the Attribute tab, then click the Rename an Attribute
icon @.

3 In the Rename Attribute dialog box, specify the new attribute name, then click OK.
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8.4 Deploying the Schema into the Identity Vault

After the Identity Manager driver is tested with the new schema, you can deploy the modified schema
into the Identity Vault.

1 In the Modeler, select the Identity Vault.

2 Select Live > Schema > Deploy.

3 Specify the Host Name.

@ Schema Deploy Wizard

Select Destination for Deploy @
Select the location where you want to deploy the schema

Deplay ko eDireckary:

Host Mame: | 133.56.121.33] v
(Example: 192.168.14,199 ar myserver, COmpan’y, cam)

ser Mame:; | adrin, novel " |

(Example: admin, Mowvell)

Password: | |

The host name can be the server’s IP address or the DNS name of the server.
4 Specify the User Name, which must be a user with administrative rights to the schema.

5 Specify the user’s password, then click Next.
6 Select the classes and attributes to deploy into the Identity Vault schema, then click Next.
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@ Schema Export Wizard

select Classes and Attributes for Export

Select "Export all associations” to associate the selected atbribubes with classes that
might already exist in the destination system,

Classes:

[ ] sssServerPolicies

[] sssServerPolicyCverride
[ ] strongauthenticationUser
[] styleSheat

[] Template

] Tep

| Tree Root

[] uamPosieConfig

[] uamPosixGroup

[] uamPosidlser

[[] uamPosixworkstation
[] Unikniown

User

[] userSecurityInformakion

| select all | | pesslect all

[¥] Inchude base schema

Attribukes: [_|Export all associations

Account Balance A
Allows Unlimited Credit
audio
businessCateqory
carlicense
departmentiurmber
displayMame
employeeType

[+] Given Name

Group Membership
[#] Higher Privileges
Home Directory
homefhone
homefostaldddress

| Select all | | Desslect all |

7 Review the summary of classes and attributes to be deployed, then click Finish.

If you have selected duplicate attributes or classes, a warning box appears

@ Confirm [E|

eDirectory before deploying?

:/- Do wou wankt ko by ko delete duplicake existing attribukes or classes from
Ty,

Yes | | Mo

8 Select Yes or No, depending upon whether you want to resolve the duplicate classes or

attributes.
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9 Review errors or warnings, then click OK.

@ schema Export Wizard

Deploy Messages @
The Following problems and warnings occurred while deploving the schema:

i3 Error deploying attribute rbsfssignedRoles: CANT _MODIFY EXISTIMG ATTRIBUTE
i Error deploying attribute Sudit:Link List: CANT_MODIFY_EXISTING_ATTRIEUTE
i Error deploying attribute Sudit: Contents: CANT_MODIFY_EXISTING_ATTRIBUTE

'i?:' [ O, ] ’ Save tolog...

8.5 Exporting the Schema to a File

¢ Section 8.5.1, “Exporting the Schema to a .sch File,” on page 222
+ Section 8.5.2, “Exporting the Schema to an LDIF File,” on page 223
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8.5.1 Exporting the Schemato a .sch File

1 In the Modeler, right-click an Identity Vault, then select Export to File > Schema.

2 In the Schema Export Wizard, select .sch format.

@ Schema Export Wizard

Select Destination for Export

Select the location where ywou want to export the schema

Export ko file

=

| [Bruwse...l

(%) ,sch Format
" dif Format

3 Specify a filename and location where you want to save the schema file, then click Next.

Designer appends the .sch extension when you export the file.
4 In the Select Classes and Attributes for Export page, select the classes and attributes to export

to the .schfile.
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@ Schema Export Wizard

select Classes and Attributes for Export

Select "Export all associations” to associate the selected atbribubes with classes that
might already exist in the destination system,

Classes:

[ ] sssServerPolicies

[] sssServerPolicyCverride
[ ] strongauthenticationUser
[] styleSheat

[] Template

] Tep

| Tree Root

[] uamPosieConfig

[] uamPosixGroup

[] uamPosidlser

[] uamPosixworkstation

[] userSecurityInformakion

| select all | | pesslect all

[¥] Inchude base schema

Attribukes: [_|Export all associations

Account Balance A
Allows Unlimited Credit
audio
businessCateqory
carlicense
departmentiurmber
displayMame
employeeType

[+] Given Name

Group Membership
[#] Higher Privileges
Home Directory
homefhone
homefostaldddress

|select all] [ Deselect Al

Export all associations (above the Attributes pane) enables you to associate the selected
attributes with the classes that might already exist in the Identity Vault. If you do not select this
box, the new attributes that should be associated with the class are not associated.

For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

The classes and attributes that are in Designer are listed in the two columns. All classes and
attributes are selected by default. To prevent a class or attribute from being deployed, deselect it.
To add all classes and attributes, click Select All. To remove all classes and attributes, click
Deselect All.

5 When you have finished selecting classes and attributes, click Finish.

8.5.2 Exporting the Schemato an LDIF File

1 In the Modeler, right-click the Identity Vault, then select Export to File > Schema.
2 In the Schema Export Wizard, select .Idif format.
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@ Schema Export Wizard

Select Destination for Export @
Select the location where wou want to export the schema

Export ko file

| | [Bruwse...]

() .sch Format
(%) \dif Format

3 Specify a name and location where you want to save the schema file, then click Next.
Designer appends the .1d1i £ extension when you export the file.

4 In the Select Classes and Attributes for Export page, select the classes and attributes to export
to the .1dif file.
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@ Schema Export Wizard

select Classes and Attributes for Export

Select "Export all associations” to associate the selected atbribubes with classes that
might already exist in the destination system,

Classes:

[ ] sssServerPolicies

[] sssServerPolicyCverride
[ ] strongauthenticationUser
[] styleSheat

[] Template

] Tep

| Tree Root

[] uamPosieConfig

[] uamPosixGroup

[] uamPosidlser

[] uamPosixworkstation

[] userSecurityInformakion

| select all | | pesslect all

[¥] Inchude base schema

Attribukes: [_|Export all associations

Account Balance A
Allows Unlimited Credit
audio
businessCateqory
carlicense
departmentiurmber
displayMame
employeeType

[+] Given Name

Group Membership
[#] Higher Privileges
Home Directory
homefhone
homefostaldddress

|select all] [ Deselect Al

Export all associations (above the Attributes pane) enables you to associate the selected
attributes with the classes that might already exist in the Identity Vault. If you do not select this
box, the new attributes that should be associated with the class are not associated.

For example, if the Employee Photo attribute is associated with the User class, and Export all
associations is not selected, Employee Photo is not associated with the User class.

6 Click OK in the warning.

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names

5 When you have finished selecting classes and attributes, click Finish.

for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see Section 8.8, “Mapping Identity Vault to an

LDAP Schema,” on page 236.
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8.6 Importing the Schema

Designer allows you to import the schema from your production environment to do in-depth testing
with the Identity Manager drivers.

+ Section 8.6.1, “Importing the Schema from the Identity Vault,” on page 226

¢ Section 8.6.2, “Importing the Schema from a File,” on page 229

8.6.1 Importing the Schema from the Identity Vault

1 In Designer, select an Identity Vault, then select Live > Schema > Import.

2 In the Select Source for Import dialog box, specify the access information to access the server
that has the schema to import, then click Next.
Specify the appropriate host name (or IP address), username, and password to access the
server.

NOTE: The specified user must have administrative rights to the schema.

'. Schema Import Wizard

Select Source for Import @
Select the location to import the schema

Import from eDirectory

Host Mame: | 137.105.11.25 w
{Example; 192,168, 14,199 or myserver.company.com)

User Mame: | admin.corpl v

(Example: Admin.Movel)

Fassword; | sssses |

@ et = Cancel

3 In the Select Classes and Attributes for Import page, select the classes and attributes to import
into the project, then click Next.
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@ Schema Import Wizard |:|@E]

Select Classes and Attributes for Import @

Select "Import all associations" to associate the selecked attributes with classes that
might already exist in Designer,

Classes: Attributes: [ ] trport all associations
[Arrething] N [Arrvthing] ~
[Makhing] [Mathing]

AFP Server access_ardMumber

Alias Account Balance

apchadmnConfiguration ACL

apchadmnConfigurationBlock, Aliased Object Mame

apchadmnModule allowaliasToAncestor

apchadmnaeryer Al Unlimited Credit
apchadmniirtualHost apchadmn-BlockTwpe

applicationEnkity apchadrmn-ConfigurationInfo
applicationProcess apchadmn-ModuleDisable

Audit:File Object
authPasswordObject
bhCammunity
bhCammunityMembership
bhiGadget

bhModule

apchadmn-ModuleFileMame
apchadmn-ModuleCbjectFile

| apchadmn-ModuleSymbolMarme
apchadmn-Scope

¥| apchadmn-Serverilias

¥| apchadmn-ServerConfLastMaodified

FEEREREEEEEEEE

bhPage v | apchadmn-ServerLastBackop

bhPageset v | apchadmn-Servertlame

bhPorkal v | apchadmn-ServerPath

bhPorkalConfig W v | apchadmn-ServerPlatForm bt
[Selen:t Aall l [Deselect all l [Selen:t Al ] [Deselect Aall l Show Al
['-.-'iew Differences. .. ]

@ < Back ][ Mext = l [ Finish l [ Cancel

Import All Associations: Enables you to associate the selected attributes with the classes that
might already exist in Designer. If you do not select this box, the new attributes that should be
associated with the class are not associated.

For example, if the attribute of Employee Photo is associated with the User class, and you do not
select Import all associations, Employee Photo is not associated with the User class.

View Differences: Enables you to view the differences in the schema between the Identity Vault
and Designer.

When you click View Differences, Designer opens the Schema Differences page, where you can
select those differences between the live Identity Vault and the Identity Vault in your project.
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You can select schema differences individually, or click Select All to import all the schema
differences.

4 Click OK to move the selected class and attribute import selections into the Select Classes and

Attributes for Import page.

5 Click Next to bring up the Import Summary page, where you can review classes and attributes to

import into the project. Then click Finish.
If errors occur during the import process, the Import Messages page lists them.

® schema Import Wizard B|

Import Messages @

The following problems and warnings occurred while importing the
schema:

Atribute already exists - Permanent Config Parms, Owerwriting the old atiribujies
! Could not add atiribute Permanent Config Parms to class NCP Server becalse
U Attribute already exists - srvprvHidelUser, Owerwriting the old atiribute,

L Atribute already exists - memberlid, Owverwriting the old atiribute,

! Could not add atfribute memberlJid to class posixGroup because itis aready L
L Atribute already exists - userPKCS12, Overwriting the old atiribute,

L Attribute already exists - srvpreQueryList,. Overwriting the old atiribute,

L Atribute already exists - loginshel, Cwerwriting the old atiribute,

! Could not add atiribute loginShel to class posixAccount because it is already s
U Atribute already exists - Transitive Vector, Owerwriting the old atiribute,

! Could not add atfribute Transitive Yector to class Partiion because it is already
U Atribute already exists - gecos. Cwerwriting the old atiribute,

! Could not add atiribute gecos to class posixAccount because itis aready Lsing

L Atribute already exists - homeDirectory, Owerwriting the old attribute,

! Could not add atfribute homeDirectory to class posixAcoount because itis alre

! Class already exists - srvprvTeam. Owerwriting the old class,

U Class dready exists - DirkML-WorkOrder, Owerwriting the old class.

! Class already exists - srvprvTheme, Overwriting the old class.

U Class dready exists - DirkML-pbecAdixSubscriber,  Overwriting the old class.

! Class already exists - srvprvRequest. Overwriting the old class.

! Class dready exists - rbsRole2, Owverwriting the old class,

! Class already exists - srvprvAppConfig. Owerwriting the old class. b

(7 04 | |Sage to Lodg...

6 On the Import Messages page of the Schema Import Wizard, click OK.

or

If you want to save the differences to a log file, click Save to Log. This brings up the Save As
dialog box, where you can choose a filename and directory to store the file in.

7 Click Save, then click OK.
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8.6.2 Importing the Schema from a File

When you created an Identity Vault in the Modeler, Designer created a base schema in your project.
If a .schfile or .1dif file has been saved, you can quickly add classes and attributes for your drivers

by importing classes and attributes from the saved file.

+ “Importing the Schema from a .sch File” on page 229
+ “Importing the Schema from an LDIF File” on page 230

Importing the Schema from a .sch File

1 In the Modeler, right-click the Identity Vault that will use the imported .sch file.
2 Select Import Schema from File.
3 Select .sch format.

35:hema Import Wizard

Select Source for Import

Select the location to import the schema

Import from file

33

| ChDocuments and SettingsiMNovell Useriivy Documentshjdfikes' |

Browwse,,,

(®) .sch format
() Idif format

@ Mext = Cancel

4 Browse to and select the .sch file that you want to use, then click Open.

5 Click Next, then review the .sch file.
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35:hema Import Wizard

Review LDIF/.SCH File for Import @

Review and make any desired changes to your Idiff.sch file, Changes wil
be imported to Designer, but not saved back to the file,

MNOSSchemaExtensions DEFIMITIONS | =BEGIMN t
"Uger" ATTRIBLITE @:=
1

Operation  ADD,

SyntaxIl SN_CIST _MAME,

Flags 1DS_SYNC_IMMEDIATE, DS_MOMREMOWABLE_ATTR, DS_SERVE

ASMIObIID {21684011137191141 111}

b

4w >

@ Finist ] ’ Cancel

6 Make changes if necessary, then click Finish.
7 Click OK.

35:hema Import Wizard

Import Messages @

The following problems and warnings occurred while importing the
schema:

Atribute aready exists - User, Cwverwriting the old atiribute, | ”
Attribute Aready exists - DirkML-SPENtidementskML,  Orverwriting the old atrie
Attribute already exists - nspmbDistributionFassword, Cwverwriting the old atirib
Attribute already exists - MGW: Document Area Size, Owerwriting the old atirit

If errors occur, a deployment summary screen lists them.

Importing the Schema from an LDIF File

1 In the Modeler, right-click the Identity Vault that will use the imported .1di £ file.
2 Select Import Schema from File.
3 Select .Idif format.
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@ Schema Import Wizard |:|@®

Select Source for Import @

Select the location to import the schema

Import from file

| Browse. .. |

() .zch format

@ = Back Mext = Firist

4 Specify, or browse to and select, the .1dif file that you want to use, then click Open.
5 Click Next, then review the .1dif file.
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® schema Import Wizard - Iﬁl@

Review .LDIF/.SCH File for Import ]E

Feviewe and make any desired changes to yaur diff.sch file. Changes will be imported to
Desigrier, but not saved back to the file,

|| For existing classes, import anby optional attributes (do not overwribe mandatory or naming atbribites)

wErsion: 1 A

#MDS attribute: EmplD
#5yntax:SYN_INTEGER
dn: cn=schema
changetype: modify
add: attributeTypes
attributeTvpes: (
efnpid-oid
NAME ‘EmplD'
SYMTAK 1.3.6.1.4.1. 1466, 115.121.1.27
SIMNGLE-YALUE
%-NDS_NOT_SCHED SYNC_IMMEDIATE '1'
!

#MDS class:Employes
dn: cre=schema

@ < Back N Fiish || cancel

6 Make changes if necessary, then click Finish.
7 If you receive a Warning, read the message and click OK.

The LDAP names of the attributes and classes are different
' E From the ebirectory names, Designer displays the eDirectory
i names af the classes and attributes, Designer does nok update
the Attribute Map and Class Map kables on the LDAP Group
object in ebirectary,

[ ] Do niot show this dialog box again

Ik
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8.7

8.7.1

The class and attribute names in Designer are the Identity Vault (eDirectory) names. The names
for the classes and attributes in the LDIF file are the LDAP names. The Identity Vault names
differ from the LDAP names. Verify that the names listed in the LDAP file are correct for your
environment before importing the file. For a list of Identity Vault class and attribute names
mapped to LDAP class and attribute names, see Section 8.8, “Mapping ldentity Vault to an
LDAP Schema,” on page 236.

8 Click OK.

@ Schema Import Wizard

Import Messages IE
The following problems and warnings occurred while importing the schema:
Ay aktribute already exists - DirkML-SPENLitementsktL, Crverwriting the old attribute, s
0 pkbribube already exists - DirsML-pbxPasswaord, Qwerariting the old attribuke,

If errors occur, a deployment summary dialog box lists them.

Managing a Copy of an Application Schema

The Identity Manager engine currently uses the application schema for the following:

*

DirXML Script uses the dn-format/dn-delims to figure out how to parse or convert DNs coming
from and going to the application.

To set the multi-valued flag on attributes that are used during the attribute merge process that
happens as part of a match, resync, or migrate.

Section 8.7.1, “Editing an Application’s Schema,” on page 233
Section 8.7.2, “Refreshing the Application Schema,” on page 235

Editing an Application’s Schema

Designer enables you to manage a copy of the managed system’s schema. You can make changes
to a copy of the application schema so that you can test the Identity Manager drivers in Designer. The
schema changes cannot be deployed into the live application schema.

1

Right-click the driver connection in Designer, then select Manage Application Schema.

2 Add, rename, or delete the application’s classes or attributes, then click OK.
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24 SAP-USER Schema (%]

DM Farmat: | ¢lash -

Classes: tﬁ: E @ aktributes of this class:

Flags:
_ase-Sensitive Maming
Fead-only rulki-valued
Flags: Required
Container ASMLS | |
ASM1: Type: W

DN Format: Specifies the separator character used when specifying distinguished names. For
example, admin.utah.novell.com.

Classes: Lists all of the classes stored in Designer from the application’s schema.
Add a class: Adds a new class.

Rename class: Renames the selected class.

Delete class: Deletes the selected class.

Refresh application schema: Provides a new copy of the application’s schema.This option is
useful if the application schema changes.

Help: Launches the Help documentation for the Manage Schema tool.
Flags Container: Specifies whether the class is a container.
ASNL1: The unique ID of the class.

Attributes of This Class: Lists all of the attributes stored in Designer for the selected class from
the application’s schema.
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8.7.2

Add an attribute: Adds a new attribute for the selected class.

Rename attribute: Renames the selected attribute.

Delete attribute: Deletes the selected attribute.

Flags: Specifies the details of the attribute. To edit the flags, select an attribute.

Type: Specifies the syntax of the attribute. To view the syntax, select an attribute. To change the
syntax, select an option from the drop-down list.

Refreshing the Application Schema

If the application schema changes, you can get a new copy of the application’s schema by refreshing
the application schema.

NOTE: An application schema is not automatically imported by default. You can always perform a
refresh application schema operation on a particular application after the project has been imported.

1 Right-click the driver connection, then select Live > Refresh Application Schema.

Export ko Configuration File, .
Irnport From File, ..

v 4 = Irmport,
¥ Delete ,ﬁ.) Deplay. ..
-4, lCompare. ..
Properties
Driver Configuration 2

&' ¥ Refresh application Schema. ..

2 Click the browse icon.
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8.8

8.9

@ sSclect Server le

Server DM (eDirectory): | IDMYault, novell|

@ Seleck a server From the ebirectary tree that the driver is

FuUnning o,

Ik | | Cancel

3 Browse to and select the server where the driver is installed, then click OK twice.

Mapping Identity Vault to an LDAP Schema

When you access the Identity Vault through LDAP, the names of classes and attributes might be
different than when it is accessed through the standard NCP-based APlIs.

For more information about how that mapping is performed, see the following sources:

+ “Class and Attribute Mappings” (http://www.novell.com/documentation/edir88/edir88/data/
h0000007.html#a5bwxyz)

+ NDK: Novell eDirectory Schema Reference (http://developer.novell.com/ndk/doc/ndslib/
schm_enu/data/h4glmnli.html) at the Novell Developer Support Web page

Comparing the Schema

Designer allows you to compare schemas from your production environment to do in-depth testing
with the Identity Manager drivers. Designer now provides conflict resolution on individual classes and
attributes and allows you to view the differences between existing and new values when importing
and deploying the schema. For example, before deploying a schema to an Identity Vault, you can run
Compare.

Compare shows whether the classes and attributes are equal (no action is necessary) or unequal. If
they are unequal, you can choose not to reconcile them, choose to update them in Designer, or
choose to update them in eDirectory.

You can run the Compare feature at any time. If you choose to reconcile the differences between
schema in Designer and eDirectory while in Compare, you won’t need to run Import or Deploy.
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The following procedure assumes that you want to determine if you have deployed all the changes
you made in the Designer schema to the Identity Vault schema.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Schema > Compare to bring up the Designer/eDirectory Schema Compare window.

@ Designer/eDirectory Schema Compare |:I®

Select an object or attribute: =] | Show differences  +

Information

=] E Schema
S Classes Compare Status: @ Mok Deployed
8 Reconcile Action: (%) Do not reconcile

@ nrf TeamRole
=@ Attributes

@ nrfalowMarGrantToRole (O Update eDirectary

D nrfalowMgrErant Tolser

(D neFalowgrModifyRole

@ nrfalowMgrModifySoD

@ nrfalowMarRevokeFromRole

@ nrfslowMgrRevokeFromlser

D nrfRole

D nrfRoleScope

Update Designer

Reconciled by parent

Text Compare i S

4ot Designer eDirectary
"nrfTeam"”

|~
e

@ Reconcile Close

2 Inthe Select a class or attribute portion of the window, you see the listed classes and attributes.
Select an individual class or an attribute to see the actual differences displayed in the Text
Compare portion of the window.
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24 SAP-USER Schema (%]

DM Farmat: | ¢lash -

Classes: tﬁ: E @ aktributes of this class:

Flags:
_ase-Sensitive Maming
Fead-only rulki-valued
Flags: Required
Container ASMLS | |
ASM1: Type: W

The plus icon at the right side of the Select a class or attribute allows you to expand all elements
in the parent object, and the minus icon collapses all of the elements. The ? icon displays the
Summary/Compare dialog box help.

3 By default, the Compare window only displays values that are different between eDirectory and
Designer. To view all the classes and attributes, select Show all from the pull-down menu. Your
choices are Show differences, Show deletes, and Show all.

4 Check to see the status of the values that are shown. Values that are equal are shown as Equal
on the Compare Status line in the Information portion of the Compare window.
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Infor mation

Compare Status: - Unequal 25
Reconcile Action: @ pg rot reconcile

' Update Designer

) Update eDirectory

|

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected classes or attributes are same in eDirectory and Designer.

Unequal The value of the selected class or an attribute, or one or more classes or
attributes, are different in eDirectory and Designer.

@

Not Deployed The selected class or an attribute is not deployed to eDirectory.

™

Not Imported The selected class or an attribute does not exist in Designer.

]

Under the Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination.

If Compare Status shows Unequal, you have three choices:
+ To do nothing, keep the default value of Do Not Reconcile.

+ To update the driver in Designer so that it contains the same information as the driver in
eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver in
Designer, select Update eDirectory.
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The green check box in the bottom corner of the icons shows all the child objects that are being
reconciled with the parent object. If you select the parent object to perform the update, then all
the child objects under the parent reflect that choice and you see the Reconciled By Parent icon
selected. If you do not choose a parent object, you can reconcile each child object individually.
You can also see a small Designer icon and an eDirectory icon, showing how objects are being
reconciled.

6 Check to see the Text Compare values.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Schema
Compare window shows the difference at the child object level. The Text Compare dialog box
uses the Eclipse Compare editor to compare classes and attributes that contain XML data, such
as policy data, driver filters, or configuration data. The differences in the code are highlighted in
blue.

Text Compara
«. Designer (Destination)

<7¥ml version="1.0" encoding="UTF-B"?><polic

<description>Convert sSelected attributes
<rule

<descriptionrzaccountExpires: Convert

<oonditions:
<and/ >
</condiciona>
<actions:>
<do-reformac-op-actr name="accou
<arg-value type="octec">
<token-xpath expression=
</ arg-valus>
</do-reformat-op-attr:>

|A
| e

7 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Schema Compare
window.
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9.1

Managing the Flow of Data

Designer allows you to manage how the data flows between the Identity Vault and the managed
systems. You can see how the data flows between all of the managed systems, make changes as
needed, create reports about the data, and view the flow of passwords between the systems.

The Dataflow view and the Dataflow editor manage the data. The Dataflow view displays the flow of
data in the Modeler per driver. The Dataflow editor displays a more granular view.

*

*

*

*

Section 9.1, “The Dataflow View,” on page 241

Section 9.2, “The Dataflow Editor,” on page 248

Section 9.3, “Adding Items in the Dataflow Editor,” on page 260
Section 9.4, “Removing Items from the Dataflow Editor,” on page 265
Section 9.5, “Editing Items,” on page 265

Section 9.6, “Generating HTML Reports,” on page 270

Section 9.7, “Integrating Passwords,” on page 272

The Dataflow View

The Dataflow view displays a toolbar in the upper right corner of the view. For information on the
icons in this toolbar, see “The Dataflow View” in Understanding Designer for Identity Manager.

The following figure illustrates the Dataflow view. You can use it to control the flow of data between
the Identity Vault and managed systems. The Modeler displays the dataflow.

Managing the Flow of Data

241


https://www.netiq.com/documentation/idm402/pdfdoc/designer_intro/designer_intro.pdf#projdataflow
https://www.netiq.com/documentation/idm402/pdfdoc/designer_intro/designer_intro.pdf#projdataflow
https://www.netiq.com/documentation/idm402/pdfdoc/designer_intro/designer_intro.pdf#Front

Figure 9-1 The Dataflow View

& Dataflow £ = 0

& & F B &

CommExec
IB Counkey
IB Dir#ML-nwodiorkOrder
IB DirsML-phecaudixsubscriber
IB Dir#ML-phxExtension
IB aroup
G Drganization
IB Crganizational Role
IB Crganizational Unit
IB zrvpryDireckoryModel

E ser

B--E--B--E-E--E-E--E-E-E-E

[ ]show effective Flows

*

Section 9.1.1, “Accessing the Dataflow View,” on page 242

*

Section 9.1.2, “Flow Arrows in the Modeler,” on page 244

*

Section 9.1.3, “Viewing How Attributes Are Synchronized,” on page 246

*

Section 9.1.4, “Changing the Data Flow,” on page 247

9.1.1 Accessing the Dataflow View

If you have closed the Dataflow view, you can access it by selecting Window > Show View >
Dataflow.
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Figure 9-2 Selecting the Dataflow View

] " | B% Outline Shift+Alt+Q O
E Launch Web Browser... B Policy Set
5 Open Perspective. .. S —

Customize Perspective. .. j&‘ ZLliidoibil 2

save Perspective As. .. Oy Provislaning

Reset Perspective... I';f fealrch REsUlEs

If the Dataflow view is blank and no project is displayed in the Modeler:

1 Expand a project in the Project view.
2 Open the project by double-clicking System Model.
Objects and icons appear in the Dataflow view.

If you want to change how the data flows from the Modeler:

1 Right-click a driver or application in the Modeler.
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9.1.2

244

2l Undo Change Location

Distribute
Align

=i Show Subsystems
=& Add to Group

& Show Dataflow View

& Remote Control Desktop
t ? Da? & Manage Application Schema...

{ Document Selection...

mns )
| Driver >
l ¥ Delete
—
Froperties
F“ Input Methods >

& sync "DirdML-Driver.CN" both directions

% Notify "DirkML-Driver. CN" from LinuxUnix
b“ MNotify "DirKML-Driver.CN" to LinuxUnix

‘-b" MNotify "DirkML-Driver.CN"  both directions

‘-‘-:} Reset "DirhL-Driver. CN" from LinuxUnix
a‘" Reset "DirkhML-Driver. CHN" to LinuxUnix

+¥ Raset "DirXhIL-Driver.CN" bath directions

<:| lgnore "Dir<ML-Driver. CN" from LinuxUnix

D Ignore  "DirkML-Driver. CN" to LinuxUnix

GD lgnore "DirkML-Driver. CN" both directions

@ Fublish "Dir<hL-Driver. CN" from LinuxUnix

@ Subscribe "Dir<hL-Driver. CN" to LinuxUnix

= Enterpri
= Identity

2 Select Dataflow, then select how you want the data flow to change.

Flow Arrows in the Modeler

When the Dataflow view opens, it automatically reads the filters and shows the classes and
attributes. If a filter with classes and attributes doesn'’t exist, you can create one.
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Figure 9-3 Flow Arrows in the Modeler

Passwoaord{Pub)-Publish MDS Pa:
d PublisherCreateRule
PublisherMatchingRule
PublisherPlacementRule
=g Subscriber

E SubscriberEventTransformss
----- Delimited Text Filker
Mz MappingRule
Passwaord{5ub’-Pub Email Matificatic

InputTransformss

[ Delimited Text

----- SE outputTransformss

- 4
< | >
=
1 Provisioning (E Poalicy et lff" Dataflow &2 = 0
G e FH =&
= @ Ilzer ~
----- @ Description
----- @ Facsimile Telephone Mumber
----- @ Given Mame -
----- @ Internet EMail Address
----- @ mabile
..... (i) Ry s P S S Sy Ry i

[ ]show effective Flows

mp— 0
Delimited Texk

& Developer | [Z) Architect | & Dataflow Table

As you select a class or attribute in the Dataflow list, the appropriate driver lines are highlighted in red
in the Modeler. Icons enable you to see Sync, Notify, Reset, and Ignore filter settings all at the same

time.

Table 9-1 Dataflow Icons

Icon Description

& Green arrow: the Publisher channel is synchronized.
o Orange arrow: the Subscriber channel is synchronized.
[ Bell: the attribute is set to Notify.

ﬁ Reset arrow: the attribute is set to Reset.

No icon The attribute is set to Ignore.

The color coding matches the Dataflow icons in the Filter editor and the Dataflow editor.
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9.1.3 Viewing How Attributes Are Synchronized

Figure 9-4 Show Effective Flows

= Project | Dataflow £7 — O
G & = &
= EJ' _ounkry ﬂ
@ C
(@ Descripkion
@ GUID
L EJ' aroup W

|| Shiow effective Flows

To view whether attributes are synchronized or whether they will be notified, select Show effective
flows. When you select this check box, the synchronize arrows don’t show if the parent class isn't set
to synchronize. Therefore, you view an accurate diagram of actual flows.

However, if you want to view how attributes are configured to synchronize, regardless of the parent
class, deselect Show effective flows. The synchronize arrows indicate which items are synchronized.

If you select an attribute that can't synchronize (whether or not Show effective flows is selected), you
see a Blocked warning in the upper left. This warning indicates that this attribute can't be
synchronized or notified because the parent class isn’'t synchronized.

Figure 9-5 The Blocked Text and Icon

Palicy Set | ¥ Data Flaw 52 = = O

6o EE L
@m ~

(@ Descripkion

(@ Equivalent Ta Me

@ Full Mame

@ Groun Membershio s

[ ] show effective Flows

To view an explanation, mouse over the Warning icon.
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9.14 Changing the Data Flow

You can change how the data flows for classes and attributes from the Dataflow view.
To change the flow for a class:

1 Select a class in the Dataflow view.

@ authFassword I

@ city

@ CHM &
|| )

] Show effective flows

2 Right-click a driver line in the Modeler.
3 Select Dataflow.
4 Select the option to change the data flow for the class.

To change the flow for an attribute:

1 Select an attribute in the Dataflow view.

i % =
Eprr (B Po i3 Pr

- @ User -
@ authPassword

@ city

[ Show effective flows

2 Right-click a driver line in the Modeler.
3 Select Dataflow.
4 Select the option to change the data flow for the attribute.
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9.2 The Dataflow Editor

Figure 9-6 The Dataflow Editor

View: Al Fiters v Attributes: a1 v AP EH @t 8 0% -
Genirid Defigher Dlinsited Text Entitlenents Servic. | Generic Loopback LODAP
@ Active Directony Dralirnited Text Entitlernents Servic.. Ganerk Loopbad: [Tl
===
= DOCIDMTEST
# DirkML-SharedProfile Jo J e Jb Jb
# DirkML-WorkOrder <0 10 J db dD
# DirtML-WorkToDo e A0 Al b 1D
¥ Group @ | G Al 0
# Organizational Unit Qe a0 ac dC a@
* User L |2 =2 | b 4|2

£ »
o Developer (@) Architect | ¥ Dataflow | [T Table

The Dataflow editor enables you to do the following:

+ Use filters to display how data flows between all systems and Identity Vaults.
+ View how passwords flow from each server.
+ Generate reports of the data.

When object additions, deletions, changes, and selections synchronization occur, the Dataflow editor
synchronizes with the Modeler and the Outline view.

To access the Dataflow editor, click the Dataflow tab.

To adjust the area for the Identity Vaults, move the slider bar. This setting persists and is restored the
next time you run the editor.

¢ Section 9.2.1, “Filtering Views,” on page 249

¢ Section 9.2.2, “Filtering Identity Vaults and Applications,” on page 251

¢ Section 9.2.3, “Pinning the Identity Vault,” on page 252

¢ Section 9.2.4, “Expanding and Collapsing the Identity Vault,” on page 254

¢ Section 9.2.5, “Switching to an eDirectory Tree Icon,” on page 257

+ Section 9.2.6, “Viewing an eDir-to-eDir Driver,” on page 258

¢ Section 9.2.7, “Keyboard Support,” on page 259
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9.2.1 Filtering Views

By default, the Dataflow editor shows all dataflows. The View drop-down list (in the upper left corner
of the Dataflow editor, not in the Dataflow view), enables you to view notification, synchronization,
reset, or Password Sync information. These filtered views do not allow you as much editing capability
as the main view, but just what is necessary in that filter. For example, you can’t add attributes, vaults,
or applications, because by default they wouldn’t appear in the filter.

Figure 9-7 Options to Filter Views in the Dataflow View

Yiew: Al Filters "

Mokify - Filkered

Svnc - Filkered

Reset - Filkered
_F'Iasswcuru:l Sync

+ “Using the All Filters View” on page 249

+ “Synchronizing Passwords” on page 249

Using the All Filters View

If you are in the All Filters view, you can further filter with the Attributes list. Because the Dataflow
editor provides non-filter attributes, you can choose to view regular filter-based attributes, non-filter
attributes, or both.

Figure 9-8 Options in the All Filters View

View: 4l Filkers w Attributes: al w
eDir2ebir Al ry | Entitlements Servic..
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DirxZML-SharedProfile <:| D (::l D <:| @
Group G D @ @ <:| D
Organizational Unit G D @ @ <:| D

AP

Synchronizing Passwords

The Password Sync view enables you to see and edit how all passwords flow in the project. Designer
displays the information on a per-server basis and shows how passwords flow among all of the
applications.
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Figure 9-9 The Password Flow
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To edit the password flow:
1 Select Password Sync in the View filter.
2 Double-click the flow arrow.

You can also right-click, then select Password Synchronization.
3 Edit the password synchronization options.

For more information about password synchronization, see the Identity Manager 4.0.2 Password
Management Guide.
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Password Synchronization Options

L] |I|::h:antit1.,.r Manager accepts passwords (Fublisher channel}|

@ If the password does not comply, enforce the
password policy on the connected system by
resetting the user's password to the Distribution

Fassword

The application accepts passwords (Subscriber Channel) &3

Motify the user of password synchronization failure via e-mail &)

(]9 l [ Cancel

4 Click OK.

9.2.2 Filtering ldentity Vaults and Applications

You can select the Identity Vaults and applications that you want to view in the editor.

1 In the Dataflow editor, click the Filter View icon.

EEY HEl ¢+ | BEOGE

View: v |  Attributes: |al v

eDir2eDir

Drtiver

2 g

[=] Identity Yault

Active Directory

Active Directory

)

2 Select Enabled.

The Identity Vaults and applications that you select here are included in the HTML reports. For

more information, see Section 9.6, “Generating HTML Reports,” on page 270.
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Enabled
Shiowe the Following Yaulks and Apps:

= [¥] 23 ault
- [w] eDirzebir {STHARMORS eDirectory Driver)

EI krvedjur Yaul:
eDirZelir (STHARMON4 eDirectory Driver)

Delimited Text2 (Delimited Texk2)

You can scroll and resize the dialog box. Also, you can interact with the Dataflow editor in the
background, in any mode. This is convenient if you want to scroll a different section into view
while this dialog box is up.

9.2.3 Pinning the Identity Vault

To change the scope of the editor to show a single Identity Vault, right-click the vault, then select Pin
Vault to Top Header Row.
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Figure 9-10 Pinning an Identity Vault
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With a medium or large-sized project, the dataflow table can contain hundreds of rows and thousands
of items. If you have multiple vaults and want to narrow the scope to more easily edit a vault without
excessive scrolling, you might want to pin a vault. When an Identity Vault is pinned, a pin icon
displays in the upper right corner.

Figure 9-11 A Pinned Identity Vault

@|

=l ldentity Vault
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To unpin the vault, right-click the Identity Vault, then select Unpin Vault from Top Header Row.

9.24 Expanding and Collapsing the ldentity Vault

+ “Expanding an Identity Vault” on page 254
+ “Expanding All Identity Vaults” on page 255
+ “Expanding Classes” on page 256

Expanding an Identity Vault

When the editor first loads, all vaults are expanded at the top level by default.
To collapse or expand the list of classes and attributes in an Identity Vault, do one of the following:

¢ Click the - or + icon below the Identity Vault icon.
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Figure 9-12 Icons to Expand or Collapse the List of Classes
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+ Select the Identity Vault, then press the Right-arrow key to expand the information, or press the
Left-arrow key to collapse the information.

Expanding All Identity Vaults

To expand or collapse the list of classes and attributes for all Identity Vaults, click Expand all Identity
Vaults or Collapse all Identity Vaults from the drop-down on the toolbar.
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Figure 9-13 Select to Expand or Collapse All Identity Vaults
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To view all attributes in a class, select the class, then press the Right-arrow key. To collapse the list of
attributes, press the Left-arrow key.

To view all classes and attributes in an Identity Vault, right-click the Identity Vault icon, then select
Expand Vault. To list just classes in an Identity Vault, right-click the Identity Vault, then select Collapse

Vault.
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9.25

Figure 9-14 Menu Options to Expand an Identity Vault
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Switching to an eDirectory Tree Icon

To switch from an Identity Vault icon to an eDirectory tree icon, right-click the Identity Vault, then

select Change to eDirectory Tree.
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Figure 9-15 Changing to an eDirectory Tree
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9.2.6 Viewing an eDir-to-eDir Driver

You can easily view both ends of an eDir-to-eDir connection so that you can configure the dataflows
on both sides. Designer automatically detects the two eDirectory applications and aligns them in the
same table column. A red line connects them.
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9.2.7

Figure 9-16 An eDir-to-eDir Connection
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Keyboard Support

b
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You can navigate by using the Up-arrow, Down-arrow, Left-arrow, and Right- arrow keys as well as
PageUp, PageDown, Home, and End. In addition, you can navigate from one ldentity Vault to another
by clicking the up-arrow or down-arrow on the toolbar.
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9.3

9.3.1

260

Yiews:

Figure 9-17 Navigation Icons
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Adding Items in the Dataflow Editor

¢ Section 9.3.1, “
¢ Section 9.3.2, ¢
¢ Section 9.3.3, ¢
¢ Section 9.3.4, “
¢ Section 9.3.5, “

Adding a Driver in the Dataflow Editor,” on page 261

Adding Classes and Attributes,” on page 263
Adding Non-Filter Attributes,” on page 263

Adding an Application in the Dataflow Editor,” on page 261

Adding an Identity Vault in the Dataflow Editor,” on page 260

LDAP Directory
LCAP

Adding an ldentity Vault in the Dataflow Editor

Figure 9-18 The Dataflow Editor’s Toolbar
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To add an Identity Vault, click the Add Identity Vault icon on the toolbar.

To configure the Identity Vault, double-click it.

To delete an Identity Vault, select it, then press the Delete key.
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9.3.2 Adding a Driver in the Dataflow Editor

9.3.3

Figure 9-19 An Ildentity Vault in the Dataflow Editor
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To add a driver while you are in the Dataflow editor, right-click an Identity Vault, then select Add App/

Driver.

To delete an Identity Vault or driver, select it, then press the Delete key.

Adding an Application in the Dataflow Editor

1 On the toolbar, click the Add Application icon.

o

View: |Al Filters

EIEEEIREIEEE ) EES

Avaya 2
Driver
Rvaya

PBX
Identity Yault 1

o
eDirectory 2

Crriver 2

elirectory

N

2 Browse to and select the driver set that you want this application to connect to, then click OK.
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3 Choose Driver Set

= (& Testl
= [&] 1dentity Vault

= 3 Driver Set

bl Library

3 Select the driver you want to create, then click OK.

Select one of the following password-enabled drivers:

GroupWise Driver

iZ/05 for the IBEM iSeries and iS computers

IDRC ¢
&

[ioae |, _.__ [~]

JOBC Driver

(] 14 ] [ Cancel

Designer creates a skeleton of the driver. It does not launch the Driver Configuration Wizard. If
you want to configure the driver, right-click the connection icon in the Modeler, then select Run
Configuration Wizard.
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9.34 Adding Classes and Attributes

You can add classes and attributes to the dataflow.
To add a class:

1 Right-click an Identity Vault, then select Add Classes.
2 Select the class that you want to add, then click OK.
If you want to add more than one class, press Ctrl and select the classes.

To add an attribute:

1 Right-click a class, then select Add Attributes.
2 Select the attribute that you want to add, then click OK.
If you want to add more than one attribute, press Ctrl and select the attributes.

9.3.5 Adding Non-Filter Attributes

The Dataflow editor provides non-filter attributes. By default, all classes and attributes in the Dataflow
editor come directly from all of the filter policies of the drivers. However, in production environments, it
is common to cause data to flow a certain way directly in your Policy Script code, XSLT, or in external
code that you call out to.

Usually, these non-filter attributes aren’t defined in a policy filter (unless you're describing
“augmented” processing) and aren't in the schema map. This is because they are generated outside
of normal driver operations and you need them in the schema mapping rule only if the engine
processes them.

Normally, non-filter attributes are operated on in the Publisher Command Transformation policy set or
the Subscriber Output Transformation policy set.

The Dataflow editor lets you add the non-filter attributes to the table for documentation purposes so
that you can capture the attributes and have an accurate picture of your actual enterprise dataflows.

To add a non-filter attribute:

1 Right-click the class or attribute name, then select Add Non-Filter Attribute.
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=l 11 ¥Yault

Country
Group
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(@ Descripkion

Ii_l 1T
@ Add Filker attribute, .,

A% add Mon-Filker Attribute

. -
*l Orge E Edit Schema...

Usel
¥ Remove

2 Specify the name of the attribute or class, or click Browse, then browse to and select the
attribute or class.

@ Add Mon-Filter Attribute

Add Mon-Filter Attribute
This attribute usually isn't defined in a filker ar the schema map, but is actual data that vour
policies define flows For and that wou want to note For documentation,
Where the Flow is Defined
Marme: |
In Poli
oy
@y Policy Script or ¥SLT
@ Izually in the Publisher channel's
Command step or Subscriber channel's
Outpuk step.
) In External Service
@y =.9. Java RMI call ouk to the driver.
3 Click OK.

4 Select where the flow of the attribute or class is defined.
In Policy: The dataflow is defined in a policy script or an XSLT style sheet.
In External Service: The dataflow is defined in a Java RMI call to the driver.
5 Click OK.

If the non-filter attribute is defined by a policy, a small P is added to the icon. This icon distinguishes a
non-filter attribute from a regular filter attribute.
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9.4

9.4.1

9.4.2

9.5

9.5.1

Figure 9-20 A Non-Filter Attribute
&y In Policy

If the attribute is defined by an external service, a small E is added to the icon.

Figure 9-21 A Non-Filter External Attribute

(AL In External Service

Removing Items from the Dataflow Editor

+ Section 9.4.1, “Removing an Identity Vault,” on page 265
+ Section 9.4.2, “Removing Classes and Attributes,” on page 265

Removing an Identity Vault

To delete an Identity Vault, select it, then press the Delete key.

Removing Classes and Attributes

To delete a class or an attribute, select the class or attribute name, then press the Delete key.

You can delete multiple objects in one Delete operation. Select the objects that you want to remove
from the Dataflow editor, then press the Delete key.

Editing Items

+ Section 9.5.1, “Editing within the Dataflow Editor,” on page 265
+ Section 9.5.2, “Editing Non-Filter Attributes,” on page 268
+ Section 9.5.3, “Managing Schema,” on page 268

*

Section 9.5.4, “Removing a Flow,” on page 268

*

Section 9.5.5, “Changing How Data Flows,” on page 269

Editing within the Dataflow Editor

As a convenience, you can edit many items within the Dataflow editor. This capability turns the
Dataflow editor into a full project editor that allows you to have all the tools you need in one place.
You can edit Identity Vault properties, classes, attributes, drivers, and applications.

+ “Identity Vault Properties” on page 266

+ “Classes and Attributes” on page 266

+ “Drivers” on page 267

+ “Applications” on page 267

Managing the Flow of Data 265



Identity Vault Properties

Access the Identity Vault's properties pages by doing one of the following:

+ Double-click the Identity Vault.
+ Select the Identity Vault, then press Enter.
+ Right-click the Identity Vault, then select Properties.

Figure 9-22 The Properties Option
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Classes and Attributes

Launch the Manage Schema tool by doing one of the following:

+ Double-click the class or attribute.
+ Select the class or attribute, then press Enter.
+ Right-click the class or attribute, then select Edit Schema.

This tool enables you to modify classes and attributes. For more information, see Chapter 8,
“Managing the Schema,” on page 205.
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Figure 9-23 The Edit Schema Option
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To access the driver’s property pages, click the driver name below the application name.

Figure 9-24 Location of a Driver Name

LDAP Directory Active O
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Applications
Access the properties pages for the application by doing one of the following:

+ Double-click the application.
+ Select the application, then press Enter.

+ Right-click the application, then select Properties.

Figure 9-25 The Properties Option for an Application
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9.5.2 Editing Non-Filter Attributes

The directional flow of these attributes is edited in the same way as other attributes. Right-click the
arrows and select Publish, Subscribe, Ignore, Reset, or Remove from Filter,

Reset means that you have the value reset under certain conditions. The attribute might be in a policy
filter, but in addition, you might have some manual logic that resets the value. Occasionally, resets by
manual logic occur in production environments.

9.5.3 Managing Schema

To import, deploy, and edit the schema in the Dataflow editor, right-click an Identity Vault, then select
the option that you want. All schema changes made outside of this editor are synchronized. For more
information, see Chapter 8, “Managing the Schema,” on page 205.

Figure 9-26 The Manage Schema Option
.y Import Schema...
Deploy Schema. .,

iy Manage Yault Schema...

954 Removing a Flow

If a particular flow (Publisher or Subscriber channel) is not defined in the policy filter's XML, a red X
replaces the Publisher or Subscriber channel arrow. This means that it's not in the policy and there
will be no flow. This scenario is essentially the same as an Ignore Flow icon, which is an empty white
arrow. However, the distinction is useful so that you know what is actually in your policy’s XML.

To remove the flow from the XML:

1 Right-click the Publisher or Subscriber channel icon.
2 Select Remove from Filter.

<:| Ignore - App's Changes

&4 @ ’G. Maokify - Yaulk of App's Changes
@ @ @ Publish - App's Changes ko Yaulk
@ @ 1" Reset - Changes in Yault Mok Made by App

@ @ °7 Remove From Filker

If a class or attribute is marked to be removed on both channels and nothing references it,
Designer removes it from the Dataflow editor’s table.

268  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



9.5.5

Ch

anging How Data Flows

To change the way data flows, right-click the arrow that displays the dataflow, then select the option
that you want.

When you right-click the arrow that displays the dataflow for an attribute, you are presented with five
options, as shown below:

*

*

*

*

*

Ignore
Notify
Subscribe/Publish
Reset

Remove from Filter

The functionality for these options changes depending on whether you have selected the left
(Publisher) channel or the right (Subscriber) channel.

For the Publisher Channel:

*

*

*

Ignore - App’s Changes: Instructs the Identity Vault to ignore changes made in the application.

Notify - Vault of App’s Changes: Notifies the Identity Vault about changes made in the
application.

Publish - App’s Changes to Vault: Transfers the changes made to the application into the
Identity Vault.

Rest - Changes in Vault Not Made by App: Resets the changes in the Identity Vault that were
not made by the application.

Remove from Filter: Removes the flow from the XML.

For the Subscriber Channel:

Figure 9-27 Subscriber Channel Options
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Ignore - Vault’s Changes: Instructs the application to ignore changes made in the Identity
Vault.

Notify - App of Vault’s Changes: Notifies the application about changes made in the Identity
Vault.

Subscribe - Vault’s Changes to App: Transfers the changes made to the Identity Vault into the
application.

Reset - Changes in the App Not Made by Vault: Resets the changes in the application that
were not made by the Identity Vault.
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+ Remove from Filter: Removes the flow from the XML.

When you right-click the arrow that displays the dataflow for a class, you are presented with three

options, as shown below:

Figure 9-28 Changing the Publisher Flow
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¢ Ignore
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+ Remove from Filter

The Reset and Notify options are only available when you select an application.

9.6 Generating HTML Reports

db
Al
Al
b

Designer allows you to generate HTML reports about your project.

1 Click the Save Current View to HTML icon or the Save All Views to HTML icon.

= O

View: |all Filers

EIEEEICDEEEE

& @

El

Identity Yault 1

Avaya 2

Crrver

elirectory 2

Criwer 2

erectory

N

Save Current View to HTML generates a report for the current view. Save All Views to HTML

generates nine reports.
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Mame £ Modified Size | Tvpe
_licons 12/8/2006 12:15 PM File Folder
E] DrakaFlawall, bl 12f8/2006 12:29 PM 1 KB HTML File
E—] DakaFlowFilker bkl 120872006 12:15 PM 1 KB HTML File
E] DataFlowMonFilke, .. 12/8/2006 12:15 PM 1KE HTML File
E] MokifyFlowsdll, hkml 1z2f8/2006 12:15 PM 6KE HTML File
.f] PasswordFlowall, .., 1282006 12:15 PM 7KB HTML File
E] ResetFlowall, html 12/8/2006 12:15 PM 1 KB HTML File
E] SyncFlowall, herml 1z2f8/2006 12:15 PM 101 KE  HTML File
E-] SyncFlowFilker html  12)5/2006 12:15 PM 101 KB HTML File
E] SyncFlowMonFilke, ., 120872006 12:15 PM 1 KB HTML File
1 | ¥

The HTML files are automatically named. The descriptive names tell what the report is. All
images that you need to support the HTML document are copied to an icons subdirectory where
the HTML is saved. The process includes all of your custom application icons.

You are prompted to save the project to disk.

Save Views to HTML
The project will be saved first to make sure the
images are on disk.

Do you want to proceed?

O iDu not show this dialog box again

Yes | Mo '

Saving is necessary to make sure that all of your icon information is in a state where it can be
successfully copied.

2 Click Yes to save the project.
3 Browse to and select the location where you want to save the reports, then click OK.

The directory you select for saving is stored in Designer’'s memory and becomes the default
directory the next time you save.

4 Click OK in the Information dialog box that indicates where the report is saved.
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If you pin an Identity Vault and then generate a report, the report is for that Identity Vault. The Identity
Vault's name is included in the HTML name.

Figure 9-29 A Pinned Identity Vault
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If the Dataflow editor has multiple applications, Designer provides a scroll bar to scroll through all the

applications within the Dataflow editor.

Figure 9-30 Continuation Rows in a Report
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If a driver is synchronizing passwords (in at least one direction), a small password-field icon

b

ab

ao
db
B

Integrating Passwords

appears under the driver icon. This icon enables you to know where passwords are being

synchronized.

To toggle this icon on or off:

1 Select Window > Preferences > Identity Manager > Modeler.

2 Click the Display tab.
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3 Select or deselect Show password icons in Developer mode.

* Preferences x

Modeler o -

Pk General | ) T I I [ |
g Behaviors | Display | Guidance Layouts |P§ges IErompts | Themes |
Help 5
< Novell Show labels by applications and ldentity Vaults (Architect mode)
Ik Designer Show driver icons in Developer maode

= Identity Manager Show password icons in Developer mode

Configuration
Auto-expand ldentity Vaults to fit contents
Document Generatio

= S 3
Entitlements Auto-shrink ldentity Vaults to it contents

Import/Deploy [ Auto-size Identity Vaults to fit their titles

b Policy Builder

Grid Width: |50 |

Simulation

If you mouse over the password icon in Developer mode, a helpful tip explains how your passwords
are flowing for each server involved in the flow.

To configure the flow of password synchronization:

1 In Dataflow mode, select Password Sync in the View drop-down box.
2 Double-click the flow arrow.
3 Select options, then click OK.

* Password Synchronization Options x

i
C |Identity Manager accepts passwords (Publisher channel)|

O K

£ Ifthe password does not comply, enforce the
password policy on the connected system by
resetting the user's password to the Distribution
Fassword

The application accepts passwords (Subscriber Channel) @5

Notify the user of password synchronization failure via e-mail

QK l [ Cancel
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Creating and Managing Policies

Policies enable you to customize the flow of information into and out of Novell eDirectory for a
particular environment.

For example, one company might use the inetorgperson as the main user class, and another
company might use User. To handle this, a policy is created that tells the Metadirectory engine what a
user is called in each system. Whenever operations affecting users are passed between managed
systems, ldentity Manager applies the policy that makes this change.

Policies also create new objects, update attribute values, make schema transformations, define
matching criteria, maintain Novell Identity Manager associations, and many other things.

For more information about policies, refer to the following:

*

Understanding Policies for Identity Manager 4.0.2
+ Policies in Designer 4.0.2

*

Novell Credential Provisioning for Identity Manager 4.0.2
Identity Manager 4.0.2 DTD Reference

*
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1 Setting Up E-Mail Notification Templates

Notification templates enable you to customize and send e-mail messages that users receive when
triggers occur.

+ Section 11.1, “Viewing Notification Templates,” on page 277

+ Section 11.2, “Editing a Notification Template,” on page 281

+ Section 11.3, “Adding and Deploying a Notification Template,” on page 285

+ Section 11.4, “Policy Builder and Notification Templates,” on page 287

+ Section 11.5, “Configuring the E-Mail Server,” on page 287

11.1 Viewing Notification Templates

Designer provides default notification templates, which you can view or edit. To view the templates:

1 Select an Identity Vault in the Modeler.

2 In the Outline view, scroll to and right-click the Default Notification Collection for that Identity
Vault.

3 Select Add Default Templates if you want to add the default English version of the notification
templates to the Identity Vault.
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If Default Notification Collection isn’t expanded, expand it. The expanded tree shows the default
notification templates. The install program no longer installs all of the notification templates with
Designer.

4 Select Add All Templates to update all of the notification templates that are installed with
Designer to the Identity Vault. You can then use the Filter option in the Outline view to filter out
the notification templates that you don’t want to see.

To view and edit the internationalized template files, click the Filter icon in the Outline view, then
select languages that you want to see.

|E| 7 'u_“| + — [+#] Enabled

=2 Default Notification Collection Show items of type:
B Awailabilicy =[] Identity ault
L5-=;_ Defaulk Job Motification Server
C5) Delegate =[] Driver Set
E2) Forgat Hint [=-[+] Drrivver
E2) Forgot Password Publisher
L.;E_ Password Reset Fail Subscriber
EZ) Password Set Fail Palicy
= Entitlemnent

15| Password Sync Fail
Application

B2l Provisioning Approval Completed Mot
E=)| Provisioning Motification = E tlntification Template
L.;i_ Provisioning Mokification Gctivity @ e Simplfied

B8] Provisioni i
L.:_ Provisioning Rerminder [] Chinese Tradiional
) Proxy [] Cukeh
Identity Yaulk 2 []French
ﬂ SEIVEF []=erman
&L Driver Set [ 1talian
= L;’E Defaulk Notification Callection [] Japanese
L.;E_ Availability [] Partuguese Brazi
ES) Default Job Natification [[] spanish
L5 Delegate [] Russian
=l Forgot Hint [ swedish

5 If you want a certain template to have all of the localized templates, right-click that template and
select Add Localized Templates.

All of the localized templates are added for the selected template. Use the Filter icon to select
the languages you want to see.

6 Use the templates in the Default Notification Collection to send e-mail notifications to users in the
Identity Vault.

You can customize these templates with your own text. Right-click a template (for example,
Forgot Hint), then select Edit.

You can also open a template by double-clicking it.

Template Name Description

Attestation Completed Notification Sends an e-mail naotification when the workflow
process for your attestation request is
completed.
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Template Name

Description

Attestation Notification

Availability

Default Job Notification

Delegate

Forgot Hint

Forgot Password

Password Reset Fail

Password Set Fail

Password Sync Fail

Provisioning Approval Completed Notification

Provisioning Notification

Provisioning Notification Activity

Provisioning Reminder

Proxy

Resource Request Approval Completed
Notification

Resource Request Notification

Role Request Approval Completed Notification

Role Request Notification

Sends an e-mail notification when a new
compliance activity is submitted that requires
your attention.

Sends an e-mail notification when an availability
setting has been created or modified.

Sends an e-mail naotification to report results of
the job as configured in the template. Contains
the name of a job and any status information
from the job.

Sends an e-mail natification when a a delegate
assignment has been created or modified

Sends an e-mail notification when a user forgets
a password and requests a hint.

Sends an e-mail natification when a user
incorrectly enters a password.

Sends an e-mail notification when a user tries to
reset a password but doesn’t meet password
policy requirements.

Sends an e-mail notification when a user’s
password cannot be set in the managed system.

Sends an e-mail notification when a user’s
password fails to synchronize.

Sends an e-mail naotification when a workflow is
completed. Indicates the overall workflow and
provisioning decision.

Sends an e-mail notification to a user or
manager for approval. Indicates that action is
required from the user or manager.

Sends an e-mail notification to a user or
manager about the activity of the provisioning
notification.

Sends an e-mail notification when a user activity
time out expires. Reminds the user or manager
to act.

Sends an e-mail notification when a proxy
assignment has been created or modified.

Sends an e-mail notification when a resource
request has been approved.

Sends an e-mail notification when a resource
has been requested.

Sends an e-mail notification to a user or
manager that the approval process is completed.

Sends an e-mail notification to a user or
manager that a new role request requires
approval.
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Template Name Description

Send Info Sends information via an e-mail.

11.2 Editing a Notification Template

1 Select an Identity Vault.

2 In the Outline view, right-click a template (for example, Forgot Hint), then select Edit.

3 Select a format, specify a subject, add tokens, customize the message that users receive, then
save and close the template.

E-Mail Template Editor @
EZ) Forgot Hint, Defaulk Motification Collection. Identity Vaulk

E-Mail Content

Send s (SHTML (O Text Tokens:
$UserFullamed Mew. ..
Subject: $Hint$

Remave
Insert

Your password hint request

Message:

B 7 U Tk & @
<head> ~
<titlexTour password hint reguest</titlex
<stylex
<!-— hody { font-family: Trebuchet M3 } —->
</3tylex
</ head><hody BGCOLOR="#FFFFFF":>
<pxDear $UserFulllamed,</p>
<px=Tou have recquested that wour password hint be emailed to you. The password
hint is given helow:</p>
<prHint: §Hint§</ p>
<p>If you did not reguest that your hint be emailed to you, please contact the

i
[
Il
[Tl

o

< ?

3 >
2] E-Mail Template Editar

+ Section 11.2.1, “Selecting a Format,” on page 281

+ Section 11.2.2, “Specifying a Subject,” on page 282

¢ Section 11.2.3, “Working with Tokens,” on page 282

+ Section 11.2.4, “Attaching an Image,” on page 284

¢ Section 11.2.5, “Editing a Template Message,” on page 284

11.2.1 Selecting a Format

Select whether users receive this e-mail notification in HTML or text format.
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11.2.2

11.2.3

Figure 11-1 Options for Sending the Notification

Specifying a Subject

The subject is the text that a user views in an e-mail’'s Subject heading or field. You can change the
text in the Subject field. You can also use tokens here. The text or tokens don’t determine the name of
the template.

Figure 11-2 The Subject Field

Subject:

| Your password hink request

Working with Tokens

A token is a variable or replacement tag for items such as the user’'s name. Tokens help you
personalize the message to the user.

Figure 11-3 The Tokens Dialog Box

Tokens:
tlserFulliamed Mew. .,
$Hinks I
Remove
Inserk

Each template includes default tokens. For example, the Forgot Password e-mail template for
sending a password to the user includes the default replacement tag named $CurrentPassword$.

You can define other tokens for use in the body of the message or in the subject. Your ability to do so
depends on the application that uses the templates. To find out how to define additional replacement
tags, see the documentation for the application. For example, Identity Manager Password
Synchronization can’t use a replacement tag that you create unless the policy in the driver
configuration that uses the template also contains the definition of the replacement tag.

Adding a Token

1 Click New.
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Create replacement tag

Add Replacement Taq

Enter the token name and walue For the token.

%

MNare:

Description:

L Ok, J | Zancel

2 Inthe Create a Replacement Tag dialog box, type a hame for the token.
You don't need to type the $ characters. Designer provides them.

3 Type a description for the token.

4 Click OK.

When you add a token, the tag is automatically added to the XML source for the template. After you
add a tag, you can edit it only in the XML Source view.

Removing a Token

To delete a token, select it, then click Remove.

Make sure that you don’t remove tags that are needed for the body of the message.

Inserting a Token

1 In the template, click where you want to insert a token.
2 Select a token.
3 Click Insert.
Designer inserts the selected token into the e-mail template.
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11.2.4 Attaching an Image

You can attach images to the e-mail template by using the following steps:

1 Ensure that you place the image files in the correct directories depending on your platform:
¢ UNIX/Linux: Place the images in the /opt/novell/eDirectory/lib/dirxml/rules/
manualtask/mt_ files directory.
¢+ Windows: Place the images inthe <eDirectory installation folder>\NDS\mt files
directory.
2 In your e-mail template, use the following syntax to attach images:
<p> <img ALT="your image" SRC="cid:orchid.gif" height="29
width="80/> </p>
where orchid is the name of the image.
Because the file name is case sensitive, the name of the file (image) must exactly match with the
file name in the directory.
3 Restart the system after placing your image files in the correct directories for your platform.
For example, if an e-mail has already been sent, you need to restart ndsd or eDirectory for it to
use the new image.
¢ UNIX/Linux: Restart ndsd.
Windows: Restart eDirectory.
4 Click OK to save the template.

11.2.5 Editing a Template Message

The text of the e-mail message appears in the Message field. Customize the text so that it suits your
environment. Use tokens to personalize the e-mail message.

Figure 11-4 The Message Edit Box

[l
]
[Thal}
[l
[Tha}
[l
i
|
111
[

B 7 U 7 S4[g¥ =
<hesad:-
<Litle>¥our password hint reqhest{/title>

<stylex
<l== hody { font-family: Trebuchet M3 } —->

</atyle>
</ head><hody BGCOLOR="HFFFFFF ">

<pxDear §UserFullNamed, </p>

<p>¥You have requested that your password hint be emailed to you. The password w

b4

<
E2) E-Mail Template Editar

1 Inthe E-Mail Template Editor, place your cursor in the Message edit box, then press
Ctrl+Spacebar.
2 Select an HTML tag by double-clicking a tag in the drop-down list.
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<p=Dear §UserFullNamed, </p>

£¥ 3 A |8 link, if the bref attribute is present, and the target
<3 abbr fFor a link. if the name attribute is present

<> acronym

€ »address

£ > applet

<»b

<> basefont

<>hdo

£ > bgsound

< ¥ big w

3 Format text by using the toolbar.
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4 Preview the text by clicking the Preview icon .
5 Save the template by selecting File > Save.

You can also click the Save icon.

If the code isn’t valid, you can’t save the template.

11.3 Adding and Deploying a Notification Template

¢ Section 11.3.1, “Adding a Notification Template,” on page 285
¢ Section 11.3.2, “Importing a Notification Template,” on page 286
+ Section 11.3.3, “Deploying a Notification Template,” on page 287

11.3.1 Adding a Notification Template

1 Select an Identity Vault in the Modeler.
2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.

3 Right-click, then select New Template.
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E-Mail Templates

Add Notification Template _tlzl
=l

Enter the template name.

Marme: |

Cpen the editor after creating a kemplake,

QK | | iZancel

4 Name the template.

5 If you want to automatically open the template editor so that you can view or edit the template,
select Open the editor after creating a template.

Click OK.
Customize the text by editing the template message.

o N O

Click Save on the Designer toolbar.

11.3.2 Importing a Notification Template

286

To import a notification template from a file:

1 In the Outline view, scroll to Default Notification Collection for an Identity Vault.
2 Right-click, then select Import Template from File.

3 Browse to and select the template.

4 Customize the text for your environment by editing the template message.

To import a notification template as a live operation:

In the Qutline view, scroll to Default Notification Collection for an Identity Vault.
Right-click, then select Live > Import.
Specify the host name (IP address) for the tree.

1

2

3

4 To authenticate, specify the user name and password.

5 Browse to and select the template, then click OK > Continue > Import > OK.
6

Customize the text for your environment by editing the template message.
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11.3.3

11.4

11.5

Deploying a Notification Template

After you add or import a template, deploy it.

1 Right-click the template.
2 Select Live > Deploy.

Policy Builder and Notification Templates

For information on using the Policy Builder interface to send e-mail notifications, see “Send Email”
and “Send Email from Template” in the Policies in Designer 4.0.2 guide.

Configuring the E-Mail Server

The e-mail server sends notification e-mails from applications that use the Notification Configuration
templates.
1 Select an Identity Vault in the Modeler.
2 In the Outline view, scroll to Default Notification Collection for that Identity Vault.
3 Right-click, then select Properties.
4 Specify the host name, From, and authentication settings for your SMTP e-mail server.
Host Name: The host name of your SMTP e-mail server. This can also be an IP address.

From: When a user opens the e-mail, the text that you enter in the From edit box is displayed in
the From field of the user’s e-mail heading. Depending on your mail server settings, the text in
this field might need to match a valid sender in the system (for example,
helpdesk@company.com instead of descriptive text such as The Password Administrator). Such
a match allows the mail server to do reverse lookups or authentication.

Authenticate to the server by using credentials: Use this option for a secured SMTP server.

If your server requires authentication before sending e-mail, specify the username and password
here.

Although the authentication information is specified here, you might also need to specify it
separately for the application that is sending the notification e-mails.

For example, Forgotten Password e-mail notifications can be sent by using the authentication
information you specify here. However, notification e-mails for Identity Manager Password
Synchronization require the authentication information to be provided in the driver policy that is
used to send notification e-mails.

5 Click OK.
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Importing into Designer

Designer’s Import feature allows you to import the following items into defined projects:

+ Projects from the File System or from the Identity Vault

¢ Libraries

+ Driver sets

¢ Individual drivers

+ Packages

¢ Channels

+ Policies

+ Schemas
Depending on a project’'s complexity, importing can save you time in building and rebuilding drivers,
channels, packages, and policies. For instance, after a driver, channel, package, or policy is built, you

can import it into new projects and modify it to run in the new environment instead of starting from
scratch on each new driver, channel, package, or policy.

You import projects, drivers, channels, schemas, and policies from an existing eDirectory tree running
the Identity Manager system (Identity Vault), or from an exported project located in the file system.
You import packages from the file system or the auto update feature in Designer. In Designer, use the
Deploy feature to save drivers, channels, and policies into a Metadirectory server in an Identity Vault.
Use the Export feature to save project, drivers, channels, and policies to a local, removable, or
network directory.

What you are able to import depends where you are at within a project. To import an eDirectory
object, you must have sufficient rights to access the eDirectory tree that is associated with the Identity
Vault you are designing. Each of the following sections explains how to import each component of
your ldentity Manager solution.

During import, Designer does not import anything that is encrypted. This includes named passwords,
e-mail notifications, existing certificates, and the Secure Login administrator password.
+ Section 12.1, “Importing Projects,” on page 290
+ Section 12.2, “Importing a Library, a Driver Set, or a Driver from the Identity Vault,” on page 305
+ Section 12.3, “Importing Packages,” on page 317
+ Section 12.4, “Importing a Driver Configuration File,” on page 318

+ Section 12.5, “Importing Channels, Policies, and Schema Items from the Identity Vault,” on
page 323

+ Section 12.6, “Using the Compare Feature When Importing,” on page 335
+ Section 12.7, “Error Messages and Solutions,” on page 343
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12.1 Importing Projects

Designer’'s Import feature allows you to import projects from the File System or from an Identity Vault.

When you initially open the Designer utility and close the Welcome view, you have no projects that
are currently available.

For information on creating a new project, see Chapter 2, “Creating a Project,” on page 23. For
information on importing projects, see the following sections:

¢ Section 12.1.1, “Importing a Project from the Identity Vault,” on page 290

+ Section 12.1.2, “Importing a Project from the File System,” on page 297

¢ Section 12.1.3, “Importing a Project from iManager,” on page 300

+ Section 12.1.4, “Importing a Project from a Version Control Server,” on page 302

12.1.1 Importing a Project from the Identity Vault

1 In Designer, click File > Import.
or

Click Import Project From Identity Vault from the No Projects Available page in the Projects
view, then skip to Step 3.

2 From the Import window, select Identity Manager Project (From Identity Vault) under the
Designer for Identity Manager heading. Click Next.
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Select

Import an existing Identity Manager project from an Identity
Wault,

Select an import source:

type filter text

“T5 Project (From File System)
Project (From Identity Wault)

Project {From iManager Expoart File)
LJ Project (Frorm Version Contral)

The Import window allows selections under a number of tabs, including Designer for Identity
Manager. Selections under the Designer for Identity Manager tab include:

+ Importing an existing Identity Manager project from the file system (the project must have a
valid .project file).

+ Importing an existing Identity Manager project from an Identity Vault.

+ Importing an existing Identity Manager project from an iManager export file (Driver Set or
Driver).

+ Importing an existing ldentity Manager project from a version control server.

3 In the Project (From Identity Vault) window, give the new project a name. Select where the
contents of this project are to reside (for Windows workstations, the default is ¢: \Documents
and Settings\Username\designer workspace). Click Next.

Importing into Designer 291



@ Project (From the |dentity Vault)

Project Name and Location @
Mame this project and choose a location.

Project name: | Blanston |

Froject Contents
Use Default

© <pec || tet> |

4 In the Import Project From Identity Vault window, specify the information needed to authenticate
to the Identity Vault (eDirectory) of your choosing. In the Host Name field, you can use either a
tree name or the IP address of the Identity Vault.
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@ Project (From the |dentity Vault) (- B[]

Enter Authentication Information @
Enter information to authenticate to the Identity Yault of your choice, A

Host name: | 192.168.14.199 w

O]
@

User name: | admin.blanston w

Password: | sssaes |

[ |Save passward

© <pedc [ tie>

5 Fill in the User Name and the Password fields.

If you select Save Password, Designer remembers your password. Otherwise, the next time you
close Designer, you need to re-authenticate when you import, deploy, or compare Designer
objects with the Identity Vault.

You can use history drop-down lists to choose a previously entered value from a list.
6 Click Next.

7 In the Import Project From Identity Vault page, the Identity Vault Schema and the Default
Notification Collection are added as import options. If you do not want to import one of these
options, select the option and click the Remove icon.

8 In the Import Project From Identity Vault page, click the Browse icon to select the object you
want to import within eDirectory. Click OK to return to the Import Project From Identity Vault

page.
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Import Project From Identity Yault IE

Add Driver Sets or Drivers to the import list by clicking an the F
Browse buthon and selecting them from the Identity ault.

Objects to Import:

Browse, .,

@ Browse Identity Vault
File

Select an object:

=B oMyvauLT & Active Directory
-1 & Novell & Active Directory?
“& Extend & Active DirectoryS
+ 712 South & Delimited Text
+- "8 Tomcat-Roles & DSML SOAP
+ %G Users & eDirectory Driver
¥ 78 VirtualOffice &/ Grouptiisel
(B Novel+Netware 6 ¢ | @/ LDAP

1 ¢ Apache Group &) Loophack
o test

+

+ [B Security
+ k& Logging Services

| =

|
I
[

Ik Cancel

Driver Set.Movell

9 If there are drivers you do not want to import with the driver set, select the driver and click the
Remove icon.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the list.

Driver sets that are not associated with a server have a red minus sign in the lower right portion
of the driver set icon. These driver sets need a server association in order to be deployed.

10 (Conditional). You can also import policy libraries. Select the Browse icon to browse to and
select the library you want to import, then click OK to add the library to the Import Project from
Identity Vault page.

11 After you have selected the objects you want to import, click Finish.
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12
13

14

When the driver set imports, you see the Import Results window showing you if there were any
problems with the import procedure.

@® Import Results R‘

Dretails:

0 Information

Object: [dentity Yault Schema

Description: The import of Tdentity Vault Schema' was successful,

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 609 for further information.

To close the Import Results page, click OK.

(Conditional) If you are importing more than one eDirectory driver, select the eDirectory driver in
the Objects to Import window and click the eDir-to-eDir icon in the Import Project From Identity
Vault page to display the Connect to Identity Vault window, where you can import the associated
driver in the other eDirectory trees.

Novell recommends that you import both eDirectory drivers, especially if you have SSL/TLS
enabled.

Provide the username and password, then click Continue. (Skip this step if you only want to
import one eDirectory driver.)
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@ Connect to Identity Vault

fﬁ Pravide the credentials 1o the Identity Yault that contains the associated
eDirectory driver for driver ‘eDirectory Driver 1o madeans'.
HostMame: | 192,168,14.199 v | (1)
User Name: | sdmin.blanston v (1)
FPassword: —
[ Save password
Continue | | Cancel

15 (Conditional) If you specify the username and password and select Continue to import both
eDirectory drivers, you then see a Browse Identity Vault window where you select the

corresponding eDirectory driver. Select the driver and click Finish.

@ Project (From the Identity Vault)
Import Project from Identity ¥Yault

Ohjects to Import:

(x)

Add driver sets to the import list by clicking the Browse button and selecting them from the Identity Yault, A

= EE rydriverset.novell MADEAN2_TREE. ’

Bromse..,

|

[#]&) Active Directary
[#]&) Delimited Text ’

Remaove l

1% Delimited Text OO
eCirectory Criver 1o madeanS
[#]&) Password Sync Status Reflector
[#]&) User spplication
¥ Userapplication

=] E mydriverset.novell.MACEANS_TREE.
7% Delimitad Text
E eDirectory Driver to madean2

|

Einish

I [ Cancel

You are returned to the Project (From Identity Vault) window, where you can select or deselect
the drivers, allowing you to choose only the drivers in a driver set that you want to import.
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16 Click Finish.

By having both drivers available, you can view the complete data flow between the two
eDirectory drivers, as well as the other drivers you selected.

elir2elir

=

Delirnited Text

rﬂ . User Application 2
ackive Direckary TEHt ;

Delirnited Texk

Gaeneric Mull

12.1.2 Importing a Project from the File System

Earlier Designer workspaces are not compatible with Designer 3.0 and above. Designer stores
projects and configuration information in a workspace. These workspaces are not compatible from
one version of Designer to another. You need to point Designer 4 to a new workspace, and not to a
workspace used by a previous version of Designer.

If you have Designer 2.x or 3.0 Milestone projects, import the projects into Designer 4.0.2 (File >
Import > Project from File System). Be sure Copy project into the workspace is selected. Importing
the project runs the Converter Wizard, making the project compatible with Designer 4.0.2 architecture
and placing it under your designated Designer 4.0.2 workspace directory (designer workspace by

default).
1 In Designer, click File > Import.

or

Click Import from file system from the No Projects Available page in the Project’s view, then skip
to Step 3.

2 From the Import window, select Designer for Identity Manager > Project (From File System),
then click Next.
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Select

Import an existing Identity Manager project from the file
system. This project must have a valid .project file,

Select an import source:

type filter text

SERFroject (From File Systerm)
=iy Project (From Identity Yault)

Project (From iManager Export File)
L7 Project (Fram Version Contral)

3 From the Import Existing Projects page, select between the root directory or archive file. The
default is Select root directory. Browse to the directory containing valid projects.
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@ Project (From File System)

Import Existing Projects @
Choose a project folder that contains one or more valid .project files, P

() Select root directory: | C:\Documents and SettingsiMovell UsertDesignertwo | | Browse. .,

(O select archive file:

Projects:
Select all
[#]i= Blanstonl
[v]= Blanstonz Deselect all

Fefresh

[¥|Copy project into the warkspace
[ Cpen projects after import

@ Einish l ’ Cancel

4 Select the directory where the exported project is saved with the .project extension.

There must also be a valid project file in the selected directory, or the project does not display in
the Projects window. If you have multiple projects you want to import and they are under the
same directory, select the directory above the projects and click OK.

5 In the Import Existing Projects window, select or deselect any of the projects, then click Finish.

6 Make sure the Copy Project into Workspace option is selected to copy the contents of the
project into the workstation’s local workspace. (Do not use previous Designer workspaces for
Designer 3.0 and above.)

You can also import multiple projects at the same time by specifying the base or root directory
where you want to start your search. The Import Wizard searches the selected directory and all
of its subdirectories for valid Designer projects to import. You can then select the projects that
you want to import into Designer by using the check boxes. If a project with the same name
already exists in Designer, you can’t import that project and you won't be able to select it from
the list.

7 (Optional) If you have selected multiple projects, select whether to open these project’s
directories in the Model view. Designer won't open all of the projects that are imported from the
file system unless you select Open projects after imports.

8 (Optional) You can also import projects from ZIP or TAR archives. Click the Select archive file
selection and select the directory where the exported project is saved with the .zip or .tar
extension. The whole archive is searched for valid Designer projects to import.
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If the Projects you are importing need to be converted to this version of Designer, you will see
the Project Converter window. See Section 18.1, “Converting Earlier Projects,” on page 465 for
more information.

9 In the Import Existing Projects window, you can select or deselect any of the projects, then click
Finish.

12.1.3 Importing a Project from iManager

You can create a new Designer project by selecting an iManager .xm1 export file. These include driver
set and driver exports as well as Novell sample configuration files.

1 Click File > Import > Designer for Identity Manager > Project (From iManager Export File), then
continue with
or

Click Project (From iManager Export File) from the No Projects Available view, then skip to
Step 3.

Select
b

Import an existing Identity Manager project from an iManager export file ﬁ « 5 i
{driver set or driver).

Select an import source:

type filter text

L5 Project (From File Systerm)

L7 Project (From Identity Vault)
Project {From iManager Export File)
(L3 Project (From Version Contral)

(7 Mext = Cancel

2 Type a project name. Use the default designer workspace directory for the project, or type or
browse to the directory where you want to import the project. Click Next.
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Choose File @
Chaoose an iManager export file o impaort,

V|
File: | | lEerse...]
Open a0
Lok ir: | (L) My Documents v| O F G-
) Adobe a Driver Sek.xml
4 E? [Ccvberlink @ DriverSet, xml
My Fecent [Chidfiles & eDirectory Driver to Blanston Inc,xml
Documents @My Music @ Event TransFarmm, =l
= @My Pictures @ IDMDriverSet.xml
[ ||EM3= Yideos @ JDBC 2.xml
Desktop (Zmyfiles i@ Manage Modify, xml
i Active Directory2,xml @ mydriverset, xml
. @ Active Directory ., xml @ SchermaMapping. xml
‘J @ Active Direckory_Publisher0az2606.xml @ template, xml
m M Discamests ’;;_ Active Direckary _Publisher, xml
) 2 AD02-0308.xml
=5 —_ |@ ADD2_Publisher xmi
d%! i@ Blanston_xfer_to_I0M,xml
— i Delimited Text,sml
iy Computer
" File name: |Driver Set.xml b | [ Open ]

by Metwark, Files of type: * =l v| [ Cancel ]

Select the directory where the exported project is saved with the .xm1 extension, click Open, then
click Finish.

When you are importing a driver set or driver into a project, you are asked if you want to validate
the values within the drivers you are importing. If you do not want to validate the driver
configuration at this time, click No.

Otherwise, click Yes and continue importing the project.

You can only import the driver functionality that you saved to the .xm1 file. This file does not
contain default driver configurations unless that is what you have saved.

Fill in the information requested in all of the Import Information Requested windows that you see
for each driver in the driver set, or for each driver selected.

The Import Information Requested windows contain different driver information from each
selected driver.

6 Click Next or Finish (depending on the number of pages presented).
7 Click OK to close the Import Configuration Results window.
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12.1.4 Importing a Project from a Version Control Server
The Import dialog box lists projects and enables you to select projects that you want to import. There

are a number of ways to access the Import dialog box in order to import projects from a version
control server, and this example covers one of those methods.

Figure 12-1 The Import Wizard

Select

Import existing projects from a verson confral server,

Select an import source:

type filter text

“I3 Project (From File System)
«i7 Project (From Identity Yault)
Project (From iManager Export File)

il Project (From Yersion Control)

Cancel

1 Select File > Import. or If no projects are available, select Import from version control from the
Project view.

2 Click Project (From Version Control) > Next.

3 Type a URL in the Version Control Server URL field, then press Enter. For example:
https://sun.provo.novell.com/svn
svn://123.123.131.120/trunk

4 Provide authentication to the Subversion server if required. Depending on the type of security
you have set up, you might need to supply SSH authentication, SSL client certificate
authentication, or basic HTTP authentication.
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@ Version Control Authentication

Provide your username and password for the realm:
=gwn /151,155,160, 1203690
13z266d7e-dezd-dode-042b-549e697 4209

Username: | Maovell User |

Password: | (TITTTITLY |

[ IRemerber my password

2 Ok, l ’ Cancel

5 Select a project or projects.
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@ Project (from Version Control Server)

Import Projects from ¥Yersion Control Server
Specify a version control server URL to search for existing
projects,

Yersion Confrol Server UREL:

sy /151,155,160, 1204 unk

Projects:

[]hello Select All

[[]scott
[ test Deselect All

¥p1030b e
[]#pl030c

[[]#pl03ib
[[]#pl0s1c
[]#pl1101a

Use default location

Version control searches for projects three levels deep from the directory specified in the VVersion
Control Server URL entry.

6 Click Finish. At the Version Control page that shows you the version control server status, click
OK.

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



The projects are imported into Designer and are added to the Project view and the Version

Control view.
¥ Project Checker | i Wersion Control 22 @] Error Log v mE T8
Status | Date | User | <]
4/1/05 9:42 AM e —
= [dentityManager 41408 9:42 AM e
= Modeler Warkspace 4/1/08 9:42 AM bob
-] FABICO1ITREE 4/1/08 9:42 AM bob
H FABIO1Z-NDS 4/1/08 9:42 AM bob
+ e 5301 441708 9:42 AM bob
+- L2 Default Notfication ¢ 441708 9:42 AM bob
i Schema 4/1/08 9:42 AM biob ﬂ
47Mof 254 | &

12.2 Importing a Library, a Driver Set, or a Driver from
the Identity Vault

To import an eDirectory object, you must have access to the eDirectory tree that is associated with
the Identity Vault.

+ Section 12.2.1, “Associating a Server to the Identity Vault,” on page 305

+ Section 12.2.2, “Importing a Library from the Identity Vault,” on page 307

¢ Section 12.2.3, “Importing a Driver Set from the Identity Vault,” on page 308

+ Section 12.2.4, “Importing a Driver from the Identity Vault,” on page 312

12.2.1 Associating a Server to the Identity Vault

When you add a new ldentity Vault to a project, you see the Add Server Association window, where
you can accept the default server, specify a server, or browse to a server. The import and deploy
features use the server association for later identification. To do this:

1 In the Modeler view, drag an Identity Vault icon from the Palette to the Modeler view to bring up
the Add Server Association window.
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@ Add Server Association &

Specify Server for Identity Valt

[T LL

Take the default, specify, or browse to a server,

Saerver Ol | de il g gk w Q,

Identity Manager Version: | 3.6 w

For wersion information or to change the default, click
here

84 | | Cancel

2 Type the server’s DN context in the Server DN field, or click Browse.

3 If you select Browse, fill in the appropriate host name, user name, and password in the
Credentials to Identity Vault window. Click OK.

Credentials to Identity Vault

Tree: | v| &
Isername: | ..,,| &

Password: | |

[ ]5ave password

Zancel

4 In the Browse for Server Object window, select the server you want to associate with this driver
set and click OK.

In the Add Server Association window, you also see the Identity Manager version displayed. This
is important when importing and exporting driver sets and drivers, because you must match
driver sets and drivers to the correct Identity Manager version.
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5 Click the For version information or to change the default, click here entry for more information.

6 Click OK to close the Add Server Association window and add an Identity Vault to your Modeler
view.

12.2.2 Importing a Library from the Identity Vault

1 Right-click the Identity Vault in the Modeler view, then click Live > Import.

2 (Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password information,
then click OK.

Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep password information for future connections to this
Identity Vault. Otherwise, you will see the Identity Vault Credentials page the next time you open
Designer.

3 On the Import from Identity Vault page, browse to the Library object by clicking the Browse icon.
4 Select the Library object and click OK.

@ Import from Identity Vault E]

Import objects into an Identity Yault .

Select the objects to impart From eDirectory.

Objects to Import;

“ Mews Library . novell Browse. ..

3 i Conkinue |’ Cancel

The library is added to the Import from Identity Vault page.
5 Click Continue, then click Import to import the library.
6 On the Import Results page, click OK.
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12.2.3 Importing a Driver Set from the ldentity Vault

To import an Identity Manager Driver Set object (and all contained drivers) into an Identity Vault object
in the Modeler view:

1 Right-click the Identity Vault in the Modeler view, then click Live > Import.

2 (Conditional) If the Driver Set that comes with the Identity Vault creation is empty, you are asked
if you want to remove the default Driver Set icon from the selected Identity Vault. Click Yes.

3 (Conditional) If you filled out the authentication information when you initially created an Identity
Vault icon in the Modeler view, go to the Properties view under the Project view. Specify
authentication credentials for the selected Identity Vault, then skip to Step 5.

4 (Conditional) If you have not yet provided authentication information, specify it now. In the
Identity Vault Credentials window, fill in the host name, the user name and password information,
then click OK.

Use the drop-down lists if they apply to your connection and user information. The Save
Password option allows Designer to keep password information for future connections to this
Identity Vault. Otherwise, you will see the Identity Vault Credentials window the next time you
open Designer.

5 In the Import from Identity Vault window, browse to the driver set by clicking the Browse icon.

Import objects into an Identity Yault

Select the objects to import from eDirectory.

@ Browse |dentity Vault (%]

File

Select an ohiject: fowse..,

=& novell A
#-78 Tomcat-Role
H-TB Virualoffice

£ Novell+-MNatny
# €7 apache Grou
R 7 apchadmn-R
-6 OpenSSH Se
B oyl iverset

s peaple

[ Security

1 : b
=] ﬁ | nmminn Sarviros |

| i >

oo

Ok ] [ Cancel ]

CH=mydriverset. O=novell

@ [ Continue H Cancel
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6 Select the driver set you want to import, click OK to place the driver set in the Objects to Import
list in the Import Driver Set from eDirectory window. You can then deselect the drivers you do not
want to import by deselecting the box next to the driver name. If you chose the wrong driver set,
select the driver set and click Remove. Otherwise, click Continue.

You can import multiple driver sets during the import operation. Just browse to the various
objects that you want to import and add them to the Objects to Import list.

Driver sets that are not associated with a server have a red minus in the lower right portion of the
driver set icon. These driver sets need a server association in order to be deployed. An error
displays if the application can’t authenticate to the eDirectory tree you have selected.

7 (Conditional) If you are importing one or more eDirectory drivers, select the eDirectory driver in
the Objects to Import window, then click the eDir-to-eDir icon.

8 (Conditional.) If you fill in the user name and password and click Continue to import both
eDirectory drivers, you then see a Browse Identity Vault window where you select the
corresponding eDirectory driver. Select the driver and click OK.

@ Import from Identity Vault (%)
Import objects into an Identity Yault
Select the objects to import from eDirectory.

Cbjects to Import:

]/ MapDriver A2 ’ Browse... ]

[ RefDriver

[ Ti-References

¥ T2-References
= [F]%d mydriverset.novell MADEAN2_TREE. ’Ei eDir-to-eDir.. ]

7]/ Active Directory

V| Delimited Text

[’ Delimited Text OO

[ eDirectory Driver to 108

@ ebirectory Driver 1o madeans

¥/ Generic Loophack

Ve Fassword Sync Status Reflector

M User application e

(i) The selected eDirectory driver is not associated with anather
eDirectory driver,

(7) Cortinue H Cancel

You are returned to the Import Driver Sets from eDirectory window, where you can select or
deselect the drivers, allowing you to choose only the drivers in a driver set that you want to
import.

9 Click Continue.
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This brings up the Import Summary window, where you can see all of the Driver Set objects that
are being imported into Designer. This summary uses the same format as the Compare window
(see Section 12.6, “Using the Compare Feature When Importing,” on page 335 for further
information).

10 Click Import to continue.

11 (Optional) As the import operation progresses, you are asked to associate a server with the
Identity Vault. Select the option that best suits your needs.

@ Add Server to Identity Vault 1 (%]

? ) You need to associate 3 server with "Identity Vault 1"
in order 1o deplay, How do you want to do that?

() Specify a server

CJDDH't cCreate a server now

[IRemember selection - don't prompt again

0] 4 | | Cancel

+ Allow default server to be created: Creates a dummy server with global configuration
values and other elements that are associated with this project until you specify an actual
server for the project. Make sure you have designated a correct Identity Vault server when
you deploy the driver set.

+ Specify a server: Brings up the credentials screen, allowing you to designate a host server,
a user name, and password for the Identity Vault server for this project.

+ Don'’t create a server now: Skips all associations for this project. You need to fill in the
host information before you deploy this driver set.

+ Remember selection - don’t prompt again: Continues to use whatever server option you
choose the next time Designer needs to associate a server with an Identity Vault.

12 After you decide your plan of action and select the option you want, click OK to continue the
import procedure.

13 Click Finish.

If you selected in Step 7 to connect eDirectory drivers, you can view the complete data flow
between the two eDirectory drivers, as well as the other drivers you selected.
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E] Blanston Inc.

> | Jext
rﬂ : User Application 2 Delimited Text
Jext -

Delirnited Texk

Ackive Direckary

zeneric Mull

When the driver set imports, you see the Import Results window, showing you if there were any
problems with the import procedure.

Importing into Designer 311



2 Import Results

X

‘Operation Results: = i

A8 entiiment.nowvel

Details:

o Information

Object: [centity Yault Schema

Description: The import of Tdentity Vault Schema' was successfll,

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error's description in the Details > Description field. See “Error Messages and
Solutions” on page 609 for further information.

14 Click OK to finish the import process.

12.2.4 Importing a Driver from the Identity Vault

312

To import an Identity Manager Driver object (and all contained channels and policies) into a driver set:

1 Select an Identity Vault in the Modeler view.

If you have added a new Identity Vault to a project, see Section 12.2.1, “Associating a Server to
the ldentity Vault,” on page 305 first, then return to Step 2.

2 Verify that the authentication credentials in the Properties view for the Identity Vault are correct.
3 Right-click a Driver Set object within the Identity Vault, then select Live > Import.
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E] Blanston Inc.

Copry

==a Siraighten Connections

("1 Select Connected Applications
arrange Applications
Distribute

Align

Document selectian, ..

Import from Configuration File...
&4 Export to Configuration File. ..

K Delete

Properties

..F--r'_I Irmport...
& Deploy...
Sz Compare...

Driver Set Configuration »

€ Criver Status...
J Start Drivers
& Stop Drivers
@ Restart Drivers

4 (Conditional) If the Identity Vault is not authenticated to the eDirectory tree, you see the Identity
Vault Credentials window asking for the hostname, username and password. Provide the
information, then click Next.

5 In the Import from Identity Vault window, click Browse to select a Driver object from the Identity

Vault.
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¥ Import from Identity Vault

Import objects into a Driver Set

Select the abjects to import fram eDirectory.

Chijects to Import:

@ Browse Identity Vault
File

| [ Browse, ., ]

3

Select an object:

EI E Driver Set ~ll5
g Active Direct || o
i &g/ Driver S
# g/ Driver 2 =
#- &g/ eDirectory Di %
(N Crouptivise jf
r'_l & SiP-USER s

&g Userspplicat
L-T-_I E Driver Set jj
& DriverSet

& IDM Driver Set %
£ i | >

CH=Groupiise.Ch=0river Set.0=Movell

[ ik ” Cancel ]

6 Click OK to place the driver in the Import from Identity Vault window, then click Continue to install

the driver and bring up the Import Configuration window.

7 In the Import Configuration window, select Configure to edit the driver configuration, or select

Close to close the Import Configuration window.

Most drivers cannot run with default values. You need to modify the driver configuration values
and parameters so the drivers can work properly in your network environment.
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2 Import Configuration

X

GroUpiise-Reskit-IDM3_0_1-¥ 1.xml
N

€4 The file import was successful,

Select "Configure" to edit the driver configuration. The import was
successful but the configuration wvalues and parameters for the driver
may have been set to default valles,

Configure... Close

You also see the Import Configuration window when you drag an application from the Palette to
a driver set in the Modeler view.

When you select Configure, the driver's Property page with the Driver Configuration option is
displayed.

8 Fill in the required values and parameters that are necessary to have the driver run in your
network environment.
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) Properties for GroupWise (Resource Kit)

Criver Configuration

General

Driver Configuration Driver Module | Authentication | Startup Option | Criver Parameters
Engine Contral Walues
GC%’S @ dava
Manager Ieon Mame of the Jawva class:
Log Level | com.novel.gw.dirxml.driver.gw. GWdriverShim v
Manifest O Native
Mamed Fasswords -
Mame of the DLL:
Trace

O Connect to Remote Loader:

Criver Object Password

Remaote Loader client configuration for documentation

Select Remote Loader client configuration:

< 3 Apply

@ [ Ok H Cancel ]

The two required options for every driver are Driver Configuration and GCVs. However, because
each driver contains different values and parameters, you need to consult the driver manual for
specific values. Go to the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm402drivers/index.html), then select the manual for the driver you are
configuring.

9 (Conditional) If you are importing one or more eDirectory drivers, Novell recommends that you
connect to those eDirectory drivers during the import process. Select the eDirectory driver in the
Objects to Import window, then click the eDir-to-eDir icon.

10 (Conditional) Fill in the user name and password for the other eDirectory tree and select
Continue to import both eDirectory drivers.

11 (Conditional) In the Browse Identity Vault window, select the corresponding eDirectory driver,
then select the driver and click OK.

You are returned to the Import Drivers from eDirectory window.

When the driver imports, you see the Import Results window showing you if there were any
problems with the import procedure.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 609 for further information.

12 Click OK to finish the import process.
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12.3 Importing Packages

In Designer 4.0 and later, packages replace driver configuration files. You can still import driver
configuration files, but from this point on, new content is delivered in packages.

Designer is the only tool that allows you to manage packages. iManager can detect if a driver is
created with packages. However, if you make changes to the driver in iManager, Designer cannot
track these changes. If you install an updated package, there is a possibility your changes can be
overwritten. It is a best practice to always make driver configuration changes through Designer and
not iManager.

Packages must be imported into the package catalog, then the packages are installed on the Identity
Vault, driver sets, or drivers. The package catalog is an object that is only displayed in Designer and it
holds all of the packages that are installed into a Designer project.

To import packages into the package catalog:

1 Select the package catalog object in the Outline view, then right-click and select Import Package.
2 Select a package from the list.

or

Click Browse, then browse to and select a package on the file system.

If all of the available packages are imported, the list is empty.

e Select Package

Select packages from the folowing:

Package Version Short Mame Yerdor License i

[ 188 Delimited Text Base 0.0.5 NOVLOTHTBASE Mowell, Inc,

[1€8 Group\wise Base 0.0.2 NOVLGRPWE Mowell, Inc,

[(1€8 1D Frovider Base 0.0.7 NOVLIDPROVE Nowel, Inc,

[T1& 1oRC Base 0.0,1 MNOVLIDECBASE Mowell, Ine,

[7168 1vs Base 0.0.2 MOVLIMSBASE Mowell, Inc.

[T1&&LDAF Base 0.0.4 NOVLLDAPBASE Mowell, Inc.

[16% Loopback Base 0.0.4 NCOVLLBACKE Mowell, Inc,

[ 168 Managed System Gateway Base 0.0.13 NOVLIDMMSGWE  Movel, Inc.
[T 1&8MNotes Base 0.1.3 MNOVLMNOTEBASE Mowell, Ine., >
[ 1show Al

ISeIect AIII [Deselect AII] [Browse... l

[Show Readme Details o

3 Click OK to import the package.

After the package is imported, you must install the package into the Designer project on an ldentity
Vault, driver set or driver. To install a package, see Section 6.2.1, “Installing Packages,” on page 151.
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12.4

12.4.1

12.4.2

Importing a Driver Configuration File

In Designer 4.0 and later, packages replace driver configuration files; however, you can still import
driver configuration files. Any new functionality for the drivers is contained in packages, not in the
configuration files.

You can import an Identity Manager driver configuration file into the selected driver set for a project by
using the Import from Configuration File option, which imports an XML configuration file that can be
a driver set, an individual driver, driver channels, or policies. If you import a driver configuration file
that contains only a policy, Designer creates the framework for parent containment objects, such as a
channel, a driver, or a driver set. Such parent containment objects do not contain attributes; they are
only the framework of the channel, driver, or driver set from where the policy came.

You can import a configuration from a file in three ways:

+ Section 12.4.1, “Importing an Identity Manager Project from the File System,” on page 318
+ Section 12.4.2, “Importing a Driver Configuration from a File in the Modeler View,” on page 318
+ Section 12.4.3, “Importing from a File through the Outline View,” on page 320

Importing an Identity Manager Project from the File System

The Import an Identity Manager Project from File System option allows you to import an Identity
Manager project that has been saved to the file system through the Export > File System option. The
project must have a valid .project file and accompanying file structure for the project to completely
import. For information about importing a project, see Section 12.1.2, “Importing a Project from the
File System,” on page 297.

Importing a Driver Configuration from a File in the Modeler
View

You can import a previously exported configuration file or one of the sample .xm1 driver configurations
that are included with Designer.

To import a configuration file into a driver set:

1 Select an Identity Vault in the Modeler view.

2 Right-click a Driver Set object within the Identity Vault, then select Import from Configuration
File.

3 In the Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xm1 file.

If you use the Browse feature, by default Designer takes you to the following directories:
+ For Windows:

C:\Program
Files\Novell\Designer\eclipse\plugins\com.novell.idm <version><time
stamp>\defs\driver configs\current\drivername

+ For Linux:

/home /username/designer/eclipse/plugins/com.novell.idm <version><time
stamp>/defs/driver configs/current/drivername

You can use one of the .xm1 configuration files in a selected directory or you can browse to a
directory containing an exported configuration file.
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4 Click OK.

5 Complete the import by filling out the Import Information Requested prompts for the driver
configuration file.

@ Import Information Requested

:;/ The driver writer requested that the Following infarmation be supplied in order to impart this driver configuration File,

Information requested: * Required

The name of the driver contained in the driver configuration file is "eDirectory Driver”. Enter the actual name you want to use For the driver.

Driver name: *

elirectary Driver| 'g?

Enter the DMS host name or IP address, and communication port of the DirkML server in the remote kree, For example;

[151.155.144.23:6196]
[hostname:3196]

Remoate Tree Address and Port: *

| hostname 8196

Data Flow can be configured at this time For the driver, Select the data Fow Ehat vou desire, Bi-directional means that bath eDirectory trees are
authaoritative sources of the data synchronized between them, Authoritative means that the local tree will be the autharitative source,
Subordinate means that the local tree is NOT an autharitatve source,

Configure Data Flow:

Bi-directional *

Choose the desired Form of placement, Choose Mirrored to synchronize objects hierarchically between the local and remote trees, Choose Flat
to synchronize all Users and Groups into specific containers, Choose Department to synchronize Users and Groups by department (O3,

Configuration Option;

Mlivrmrad -

o4 | Cancel

e

+ The template varies, depending on the driver configuration file selected and the state in

which the file was saved. Saved files might only prompt for a driver name, but need other

values in order to work in a network environment.

The pre-ldentity Manager 3.6 Driver Configuration Wizard adds different policies to the
driver, depending on which options you select when you initially import the driver. You

cannot change an option that you did not initially choose, because the information is not
included in the driver. You must delete the driver and create a new one through the Driver

Configuration Wizard.

WARNING: Do not use the Driver Configuration Wizard on the .xm1 file that you are

importing. The Wizard brings up the Import Information Request forms, but these forms are
pulled from the default driver that come with Designer and will overwrite the driver you are

importing. Use this method only if you need to start over.
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+ The Identity Manager 3.6 Driver Configuration Wizard adds all policies when the driver is
imported, and are not lost if you did not select an option in the Import Information Request
forms. If this is a driver configuration file that came with Identity Manager 3.6, you can
change the driver’s values through the Properties page.

If the driver needs other values and parameters in addition to what appears on the Import
Information Requested template, close the template, right-click the driver line in the Modeler
view and select Properties > Driver Configuration and GCVs to fill in what you need. You
might also need to fill in GCVs at the driver set level.

Because each driver contains different values and parameters, consult the driver manual that
matches the installed driver at the Identity Manager Drivers Web site (http://www.novell.com/
documentation/idm402drivers/index.html). Then select the manual for the driver you are
configuring.

6 Click OK, then click OK in the Import Configuration Results window.

7 You might have imported a single driver or a collection of drivers (a driver set). If you are
importing a driver set, repeat Step 4 through Step 5 for each driver in the driver set.

8 When you are finished with each imported driver, click OK at the Import Configuration Results
window.

12.4.3 Importing from a File through the Outline View

You can use the Outline View to import driver sets, drivers, channels, and policy configuration files
from the file system. The following example demonstrates how to import a driver, but the procedure
also works for the other files.

1 Double-click the System Model icon under a project name in the Project view. This brings up the
project model in the Modeler view.
2 Click the Outline tab.

3 Right-click the Driver Set object and select Import from Configuration File.
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:Z Outine X EEil & O

= & Blanstono3
=[8] Blanston, Inc.

------ Bl server

| Mew b
| Copy g
Z Dir¥ML Script Tracing. ..
Document Selection...

Export to Configuration Fie...

Livve +

K Delete

Fropertes

4 In the Import a Driver Configuration File window, type the name of the configuration file, or
browse to and select the .xm1 file.

When a driver is exported, Designer uses the name of the driver set or driver object, to which
you can add dates. In this example, it is an Active Directory driver that was exported June 26th

and is now being imported.
5 Click Open, then click OK to import the configuration file.

To import a policy into a driver set:

1 In the Outline view, click the Driver Set icon, then click Import from Configuration File.

2 In the Import a Driver Configuration File window, browse to or specify the XML configuration
filename.
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@ Import a Driver Configuration File

HE-rn:uwse... ]

Laak ir: | |0 Projects w | D F B -
Y I_)Blanstant Modeleroutlinestate, xml
\_-[‘ﬁ IC)Elanstanz mydriverset, ol
My Flecent ICT1Elanstans Passwiord(Subi-Pub Email Motifications, xn
Documents |C)ELanstons
— Blanstonz, fo.xml
[ Blanstonz, source .none. xml
Desktop Blanstonz, source. primaty ml

Blanskonz, source, stvle. =l
Criver Set.xml

Entitlernents Service Driver,xml
Exchange Yolker, xml

Input TransForm,zml

\$

Ky Documents

; [ Loap xml
le}g LDAP_Publisher . xml
: r Loopback, xml
My Computer .
< | a
File namme: Password(SublPub Email Matificationssml % [ Open |

Py Metwork, Files of type:

* url w | [ Canizel ]

Click Open, then click Save to import the selected policy.

Each policy is saved to its own .xm1 file. By default, Designer uses the name of the policy or rule
selected.

In the Perform Prompt Validation window, you are asked if you want to fill in required driver
information. If you answer Yes, you see the Import Information Requested dialog box as
described in Step 5 and you must provide values to all of the required fields. If you answer No,
you still see the Import Information Requested dialog box, but it isn't necessary to fill in the
required information.

Complete the import by filling out the Import Information forms for the driver configuration file as
necessary.

Policies are saved with a skeleton driver configuration structure, which designates where the
policy resides. In this case, the driver already existed and the imported policy was initially written
for that driver.

Click OK.

When the policy or rule is imported, you see the Import Configuration Results window, which
indicates if there were any problems with the import procedure.
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@ Import Configuration Results

Operation Results; =]
B Manage Modify.sml

Details:

o Information

Description: The file import of Manage Modify.xml was successful.

Errors during the import procedure are displayed with a red icon, and you see an Error
description that is related to the operation results. If you have multiple errors, selecting an error
displays the error’s description in the Details > Description field. See “Error Messages and
Solutions” on page 609 for further information.

7 Click OK to finish the import process and close the Import Configuration Results window.

12.5 Importing Channels, Policies, and Schema Items
from the Identity Vault

A channel is a combination of rules and policies, and Designer allows you to import a channel instead
of the entire driver. The Subscriber and Publisher channels describe the direction in which the
information flows. The Subscriber channel takes the event from the Identity Vault and sends that
event to the receiving system (application, database, CSV file, etc.) The Publisher channel takes the
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event from the application, database, CSV file, etc., and sends that event to the Identity Vault. The
Subscriber and Publisher channels act independently; actions in one are not affected by what
happens in the other.

¢ Section 12.5.1, “Importing a Channel,” on page 324
+ Section 12.5.2, “Importing a Policy,” on page 328
¢ Section 12.5.3, “Importing a Schema,” on page 331

12.5.1 Importing a Channel

To import an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver:
1 Select either a Driver object or an Application object in the Modeler view.

The Driver object is represented by the line between the Identity Vault and the Application object
and has a circle icon to represent it . The Application object connects to the Identity Vault
through the Driver object.

2 Right-click a Driver object, then click Live > Import.
or
Right-click an Application object and click Driver > Import.
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& Show Dataflow View O Start Dr_wer
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& Manage Applicaton Schema...

9¢ "PP @ Set Up Driver Security...,
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Ciriver Propertes

¥ Delete

Froperies

If Designer can't authenticate to the eDirectory tree specified in the Identity Vault, you see the
Identity Vault Credentials window if you have not previously specified the authentication
credentials or if you do not save the password.

3 Fill in the appropriate information and click OK.

4 In the Import from Identity Vault window, browse to and select either a Publisher or a Subscriber
Channel object from the eDirectory tree under the corresponding driver.
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% Import from Identity Vault

Import objects into a Driver .@ﬂ
Select the objects to irmport from eDirectory, ' ;

Ohijects to Import:
@ Browse Identity Vault (%) [

File

Select an object:

|
= &g/ Active Directr & | | ““)Publisher
@9 Publisher (% =L bscriber
& Subscribe E= InputTransfarm
& & Marv's Job = || Z=OutputTransform
& & Delimited Tes 2= Password(Pub}-Sub Email Notifications
. © Delimited TE}._ = Password{Sub)-Pub Email Notifications

2= Schemaiappin
& eDirectory Or EMarv's Tob PRI
&) eDirectary Dr
= &g/ Generic Loopl

& e Password Sw Y
£ | »

[ k. ] [ Cancel ]

CH=Subscriber. CH=Active Directory. CH=rmydriverset O=navell Caree]

5 You can import more than one channel at a time; if you want to import both channels, select one
channel, click OK, then browse to the next channel, select it, and click OK.

6 Click Continue.

As the channel imports, you see the Import Summary window showing you the differences
between eDirectory (the source of the import) and Designer (the destination).
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& Import Summary

Select an object or atiribute: =
= . Subscriner Infarmation
@ atributes Compare Status: B pot Imported

E0 Dir¥ML-EventTransfor mationRule |
3 Manage Modify

[“]only show differences

Text Compare

«+ Designer (Destinatior eDirectory (Source)

natoe="DirEZML-Entitcl

Xt

@ Irnport l [ Cancel

You can click the different objects in the channel view differences between the two drivers. All
channel information is overwritten by the import procedure; however, the rest of the driver is
unaffected.

7 Click Import.

For more information about Compare, see Section 12.6, “Using the Compare Feature When
Importing,” on page 335.
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12.5.2

@® Import Results [x]

Operation Results; =]
& subscriber User Application.Driver Set.Novell

Details:

o Information

Description: The import of Subscriber. Userapplication.Driver Set.Movell was
successful,

If there are any problems with the import procedure, they are displayed with a red icon in the
Import Results window and you see an error description that is related to the operation results. If
you have multiple errors, selecting an error displays the error’s description in the Details >
Description field. See “Identity Vault Configuration Errors” on page 610 for further information.

8 Click OK to finish the import process.

Importing a Policy

A policy is a collection of rules and arguments that allows you to transform the data that an
application sends to and receives from eDirectory. You use policies to manipulate the data you
receive from eDirectory or from the managed system so they can synchronize the information in their
databases. Each driver connects to a different system, and policies tell the driver how to synchronize
the data on that managed system to the Identity Vault.

You might use the Import feature for policies more than anything else. For example, you can set up a
policy to allow users with the title “Manager” to be placed in a specific container, no matter which
application the information is coming from, and you can place this information in multiple managed
systems. However, because each application is different, you need to modify the arguments and rules
within policies to reflect those differences. For more information about policies, see Understanding
Policies for Identity Manager 4.0.2 and Policies in Designer 4.0.2.
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To import an eDirectory Policy object (for example, a rule or a style sheet) into a driver or channel
(Subscriber or Publisher):

1 Select a driver in the Modeler view.

or
Click the Outline tab and select a Driver or Channel object from the Outline view.

2 Verify that the authentication credentials in the Properties view for the selected Identity Vault are
correct.

3 Right-click the Driver or Channel object, then click Live > Import.

AP Liblisher
e
Z DirxML Script Tracing...
& Simulate. ..

[l Import from Configuration Fie. ..
A Export to Configuration Fie..,

P.'J Import...

_ & Deploy...
Properties € Compare...

If the application can't authenticate to the eDirectory tree, you see the Identity Vault Credentials
window asking for the hostname, username, and password if you have not previously specified
the authentication credentials or if you do not save the password.

4 Fill in the appropriate information and click OK.

5 In the Import from Identity Vault window, click Browse, then select a policy object from the
channel you specified when you started the import process.
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File

Select an object:

%) Publisher # || 8:Command Transform S5
& Subscriber 2= Command Transform
El Marv's lob == Creation
& Delimited Text 2= Event Transform
2= Matching

& Delimited Text O
& eDirectory Driver 1
& eDirectory Driver 1

2% PasswordiPub)-Add Password Payload
2= PasswordiPub)-Check Password GCY
2= Password{Pub}-Default Password Palicy

&/ Generic Loopback 2= Passward(Pub)-Publish Distribution Password
& Password Sync St || 22 Password(Pub)-Publish NDS Password

o test = Placement

' User Application E= UserNarmeMap

& Userapplication

il DsetLib

& ] PwdExp2
&l TestDSet
fifl rvLib
fifl Marv's Library w

0] 4 ] ’ Cancel

CH=Creation. CN=Publisher CN=Active Directory. CN=mydriverset.0=navell

Policies are found under either the Publisher or Subscriber channel of a selected driver or under
the driver itself. Be sure to match the proper policy to the proper channel or driver object.

Click OK, then click Continue to import the policy.

You see the Import Summary window showing you the differences between eDirectory (the
source of the import) and Designer (the destination). You can click the different objects in the
policy to see what is different between the two policies. All selected policy information is
overwritten by the import procedure; however, the rest of the driver is unaffected.

Click Import.

If the importing policy contains the same values as the policy in Designer, you are not allowed to
import the policy. (For more information about the Compare feature, see Section 12.6, “Using the
Compare Feature When Importing,” on page 335.)

Clicking Import brings up the Import Results window. If there are any problems with the import
procedure, they are displayed with a red icon, and you see an Error description that is related to
the operation results. If you have multiple errors, selecting the different errors displays the error’s
description in the Details > Description field. See Section 22.11, “Error Messages and
Solutions,” on page 609 for further information.

Click OK to finish the import process.

For policy design, see the Policy Builder and Policy Management Help topics within the Designer
utility. Also see Understanding Policies for Identity Manager 4.0.2 and Policies in Designer 4.0.2.
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12.5.3

Importing a Schema

You can import a schema from the Identity Vault or from a .sch file into your project. When you import
a schema, you can select the whole Identity Vault schema (not recommended) or just the schema
differences between the Identity Vault and your project.

1 Bring up the project in Designer’s Modeler view. Right-click the Identity Vault and select Live >
Schema > Import.

< Undo Change Location

El oM TREE

Mewy

=== SiTaighten Connectons

1 Select Connected Applications
Distribute
Align

& Change to eDirectory Tree
Change to Identity Vault £ Meta-Directory
=@ Add o Group

& Manage vault Schema..,

Document Selection. .,
5L Import Schema from File...
Import from Configuration File...
Export to File
E-Mail Templates

Tovt

= Import. .

¥ Delets

&L Deploy,,,
5 Compare..,

Propertes

+% Manage Directory
& DS Trace
i | iManager

& Criver Status
Q Start Al Drivers
Q stop Al Drivers
@ Restart Al Drivers

2 On the Select Source for Import page, select Import from eDirectory if you can connect to an

actual Identity Vault.

The specified user must have administrative rights to the schema.
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@ Schema Import Wizard (%]

Select Source for Import @
Select the location to import the schema

Import fram eDirectory

Host Mame: | 192,168, 14,199 o

{Example: 192.168.14.199 or myserver.Ccompany.cam)

User Mame: | admin.novell v

(Example: Admin.Movell)

Pazsword: | eseses

(7 Mext = Cancel

In the Import from eDirectory section, specify the hostname, username and password
connection information.

The Host Name and User Name entries have drop-down menus storing the last information you
typed into these fields, which you can use for filling in these entries.

Click Next.

5 Decide which classes and attributes to import.

On the Select Classes and Attributes for Import page, you can select all of Identity Vault's
schema, including classes and attributes. However, this can create very large documents when
you document the project (600 pages or more).

If you want to import all the classes and attributes, click Select All, click Finish, then skip to
Step 8.

Select only the classes and attributes that you want to import. If you only want to import the
schema differences between the live Identity Vault and the Identity Vault in your project, click
View Differences, then continue with Step 7.
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® schema Import Wizard

Classes:

[ ] [Anything]

[] [Mothing]

[ ] AFF Server

[] Alias
apchadmnConfiguration
apchadmnConfigurationBlock
apchadmniodule
apchadmnSeryer
apchadmnivirtuaHost
applicationEntty
applicationProcess

[ ] audit:File Object

[ ] authPasswordCbiject

[ ] bhcommunity

[T 1 ke man nitobdam barchin
L >

T

| Select Al | | Deselact Al |

[viem Cifferances... l

Select Classes and Attributes for Import

Select "Impaort all associations" to associate the selected atiributes with
classes that might already exist in Designer.

Attributes: Ll Import all associations
[ ] [Arything] ~
[ ] [Mothing]

[ ] accessCardMumber

[ ] Account Balance

[]acL

[ ] aliased Gbiject Mame

[] alowaliasToAncestor

[ ] Allow Unlimited Credit

[ ] apchadmn-Block Type
apchadmn-ConfigurationInfo
apchadmn-ModuleDisable
apchadmn-ModuleFileMName
apchadmn-ModuleObjectfile
apchadmn-ModuleSymbolame 2

arvchadmn-Senma

ol

>

| Select Al | | Dreselact Al |

9] < Back

Mext > Cancel

Frish | |

On the Schema Differences page, you see the schema differences between the live Identity

Vault and the Identity Vault in your project.

7 Click Select All if you only want to import schema differences. Otherwise, click Cancel.
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@® schema Import Wizard S|

Schema Differences @
This table shows all of the differences between the Identity Vault schema and the
current project schema. To select all of these in the selection wizard, click Select All,
Class/atribute Cifference &
Class: DirsML-ApplicatonAtirs Optonal atributes are different
Class: DirsML-DiriverSet Optional atributes are different
Class: DirsML-Work Order Optional atributes are different, different .
M Class: DirdML-Work ToDo Different containment
[ Class: ndsLoginProperties Optonal atributes are different
[ Class: nestedGroLpAux The class does not exist in the project,
[ Class: nspmPasswordPolicy Optional attributes are different, different .
[ Class: Salesman The class does not exist in the project,
Class; SAS: Service Optonal atributes are different
[J Class: SMS SMDR, Class The class does not exist in the project,
[ Class: srvprvAppConfig Optional atributes are different
[ Class: srvprvRecipReport The class does not exist in the project,
[ Class: srvprvRecipReportDefs The class does not exist in the project,
[J Class: srvprvRecipResource The class does not exist in the project,
[ Class: srvprvRecipResourceBinding The class does not exist in the project,
[ Class: srvprvRecipResourceCollection The class does not exist in the project,
[J Class: srvprvRecipResourceDefs The class does not exist in the project,
Class: srvprvReguest Optonal atibutes are different
[T Mlase: srvmreTaam Minticral attribe tae are Aifferant =
£ »
’Select Al ] ’Qeselect Al
@ Ok, l [ Cancel

8 Do one of the following options:

+ Selecting Select All > OK brings you back to the Select Classes and Attributes for Import
page with the schema differences now selected under the Classes and Attributes headings.
If you select any classes from the Schema Differences page, the Import all associations
box is selected. Leave it selected, because it enables you to associate the selected
attributes with the classes that might already exist in Designer. Click Finish.

+ If you selected Cancel on the Schema Differences page, make your schema selections on
the Select Classes and Attributes for Import page, select the Import all associations box
(recommended), and click Finish.

+ Click Next if you want to see the Import Summary page to see the classes and attributes
that you are importing. Then click Finish.

9 On the Import Messages page of the Schema Import Wizard, click OK.
or

If you want to save the differences to a log file, click Save to Log. This brings up the Save As
dialog box, where you can choose a filename and directory to store the file in.

10 Click Save, then click OK.
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12.6

12.6.1

Using the Compare Feature When Importing

Designer's Compare feature allows you to see differences between the driver sets, drivers, channels,
and policies that are stored in projects and those that are running in deployed systems, and reconcile
any differences to either Designer or Identity Vault. Previous versions of Designer only provided
conflict resolution when importing a Driver. While importing, you could select which policies of the
driver you wanted to update, but you could not view any differences between existing and new
values.

Designer provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels, and policies. For example, before importing a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the
driver object in the Identity Vault.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won't need to run Import or Deploy.

+ Section 12.6.1, “Using Compare When Importing a Driver Object,” on page 335
+ Section 12.6.2, “Using Compare on a Channel Object,” on page 339

¢ Section 12.6.3, “Using Compare on a Policy,” on page 340

+ Section 12.6.4, “Matching Attributes with Designer Properties,” on page 340

Using Compare When Importing a Driver Object

Use this procedure if you want to import a Driver object from the Identity Vault and the same driver
already exists in Designer.

1 Right-click the driver object in either the Modeler view or in the Outline view, then click Live >
Compare to bring up the Designer/eDirectory Object Compare window.

Importing into Designer 335



Designer/eDirectory Objec|

Select an object ar attribute: H = Showe &l

= ﬁ.} Active Directory

=@ attributes
DirsML-Input Transform
DirML-Oukput Transform
DirsML-MappingRule
DirsML-ECMASCript
DirsML-DriverFilker
Dir=<ML-Confighanifest
DirsML-JavaModule
DirXML-Mativelodule
DirsML-TraceName
DirsML-DriverImage
Dir¥ML-TraceFile
DirML-DriverTracelevel
DirAML-LogLimit
DirML-Tracelevel
DirMI -TrareSizel imit

DEEEEEEEIEREOEE®

Text Compare

Desigrier
<?xml wversion="1.0" encoding="UTF-3"?-<filter:>
<filter-class class-name="Group” publisher="sync
<filter-attr attr-nawe="CHN" publisher="igno:
<filter-attr attr-nawe="Description™ publist
<filter-attr attr-name="Full Namwe™ publishe:
<filter-attr attr-name="L" publisher="sync"
<filter-attr attr-name="Mewber”™ publisher=":
<filter-attr attr-name="Cwner” publisher="s3
</filter-class:>
<filter-class class-name="Crganizational Unit™ i
<filter-attr attr-name="Description”™ publist
<filter-attr attr-nspoe="0U" publisher="igno:
</filter-class>
<filter-class class-name="User" publisher="sync'
<filter-attr attr-nawe="CHN" publisher="ignor
£ ¥

Infarmation
Compare Status: (@ Equal
Reconcile Action:
elireckory
<?xml wversion="1.0" encoding="UTF-5"?><filter> b

<filter-class class-name="Group" publisher="
<filter-attr attr-name="CH" publisher="i
<filter-attr attr-name="Description™ puk
<filter-attr attr-name="Full Name"™ publi
<filter-attr attr-name="L" publisher="sy
<filter-attr attr-name="Memwber"™ pubhlishe
<filter-attr attr-name="0Owner” publisher
</filter-class>
<filter-class class-name="Organizational Uni
<filter—-attr attr-name="Description" puk
«filter—-attr attr-name="C0U" publisher="i
</filter-class:>
<filter-class class-name="User™ publisher="=
<filter-attr attr-name="CH" publisher="i ¥
£ >

Close

Under the Select an object or attribute, you see the selected object with the differences between
Designer’s and eDirectory’s driver object. You can select the attributes and child objects to see
the actual differences displayed in the Text Compare area.
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@ Designer/eDirectory Object Compare

Select an object or attribute: = | Show Al w

= E.,J Ackive Direckory

=@ Attributes
Dir¥ML-InpukTransform
Dir ¥ML-Oukpuk Transform
Dir ¥ML-MappingRule —
DirxML-ECMASCripk
DirxML-DriverFilker
Dir ML-Confighanifest
DirxML-Javatodule
DirxML-MativeModule
DirsML-TraceMarme
DiraML-DriverImage
Dir«<ML-TraceFile
Dir ¥ML-DrriverTracelevel
DirxML-LogLirnik
DirxML-Tracelewvel
DirEMI -TrareSizel imik

| *

HEEDEEEEEEEEE688

[ £

The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The “?” icon in
the bottom left portion of the window displays the Summary/Compare dialog box help.

Server-specific attributes are attributes that have a value for each server that is associated with
a driver set. These attributes are displayed in the Attributes list with the server name in
parentheses to the right of the attribute name.

By default, the Compare window only displays values that are different between Identity Vault
and Designer. To view all of the object values, select Show All from the drop-down menu.

Values that are equal are shown as Equal on the Compare Status line under Information.
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Infor mation

Compare Status: " Mot Imported -
(O Update Designer
W

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are the
same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the
selected object, are different in eDirectory and Designer.

@

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

B

Not Imported The selected object or object containing the selected attribute does not
exist in Designer.

&)

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

=]

Deleted Designer tracks objects that are deployed, then deleted from the Designer

project.
4

You can also see an Attribute Note if you select an attribute.

3 Inthe Information portion of the Compare window, select how you want to reconcile the
differences between the Source and Destination. If Compare Status shows Unequal, you have
three choices:

+ Do not reconcile: To do nothing, keep the default value of Do Not Reconcile.

+ Update Designer: To update the driver in Designer so that it contains the same information
as the driver in the Identity Vault, select Update Designer.
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+ Update eDirectory: To update the driver in eDirectory to reflect the changes you have just
made to the driver in Designer, select Update eDirectory.

If you select the parent object to perform the update, then all of the child objects under the parent
reflect that choice and you see the Reconciled By Parent icon selected. If you do not choose a
parent object, you can reconcile each child object individually.

4 View the differences displayed in the Text Compare area.

Text Compare
Desigrier eDirectary
<?¥ml wversion="1.0" encoding="UTF-8"2><filter:> <?xml version="1.0" encoding="UTF-8"2:<filter> Ll
<filter-class class-name="Group” publisher="syng <filter-class class-name="Group” publisher="
<filter-attr attr-nsme="CN" publisher="igno: <filter-attr attr-name="CN" pubhlisher="j
<filter-attr attr-name="Description”™ publisl <filter-attr attr-name="Description™ pul
<filter-attr attr-name="Full Namwe™ publishe: <filter-attr attr-name="Full Name"™ publi
<filter-attr attr-name="L" publisher="sync" <filter-attr attr-name="L" publisher="sy
<filter-attr attr-nswne="Member™ publisher=": <filter—-attr attr-name="MNenber™ publishe
<filter-attr attr-nstre="0wner™ publisher="st <filter-attr attr-name="Cwner" publisher
</filter-class:> </filter-class>
<filter-class class-name="Organizational Unit"™ j <filter-class class-name="Organizational Uni
<filter-attr attr-name="Description”™ publisl <filter-attr attr-name="Description™ pul
<filter-attr attr-nsme="00" publisher="igno: <filter-attr attr-name="0U" pubhlisher="j
</filter-class:> </filter-class>
<filter-class class-name="User” publisher="sync’ <filter-class class-name="User™ publisher="=
<filter-attr attr-name="CH" publisher="ignozr <filter—-attr attr-name="CH" publisher="i %
< > < >

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object
Compare window vary, depending on the object being compared. For instance, Compare shows
you changes down to the policy level. The Text Compare dialog box uses the Eclipse Compare
editor to compare attributes that contain XML data, such as policy data, driver filters, or
configuration data. The differences in the code are highlighted in blue.

5 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare screen.

After reconciliation, the object matches both locations and has been imported or deployed
through the action.

12.6.2 Using Compare on a Channel Object

Use this procedure if you want to import a channel object from the Identity Vault and the same
channel already exists in Designer. You can view the differences and decide whether to reconcile
them.

1 Right-click the channel object in the Outline view. Click Live > Compare to bring up the Designer/
eDirectory Object Compare window.

All Compare windows behave as described in Section 12.6.1, “Using Compare When Importing
a Driver Object,” on page 335.

After reconciliation, the Channel object matches both locations and has been imported or
deployed through the action.
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12.6.3 Using Compare on a Policy

Use this procedure if you want to import a policy object from the Identity Vault and the same channel
already exists in Designer. You can view the differences and decide whether to reconcile them.

1 Right-click the policy object in the Outline view. Select Live > Compare to bring up the Designer/
eDirectory Object Compare window.

All Compare windows behave as described in Section 12.6.1, “Using Compare When Importing
a Driver Object,” on page 335.

After reconciliation, the policy object matches both locations and has been imported or deployed
through the action.

12.6.4 Matching Attributes with Designer Properties

The attributes of the object are displayed in the single list.in the compare window. Selecting an
attribute displays its value below the attribute list with the Designer value on the left and the
eDirectory value on the right. The name displayed in the list is the eDirectory attribute name.

The following tables map the eDirectory attribute to the Designer property page or control where you
can change or set the attribute (you can’t make changes inside the Compare window).

*

Table 12-1 on page 340 shows Driver Set eDirectory attributes

¢ Table 12-2 on page 341 shows Driver eDirectory attributes

¢ Table 12-3 on page 342 shows Channel eDirectory attributes

+ Table 12-4 on page 342 shows the Job eDirectory attributes

+ Table 12-5 on page 342 shows the Resource eDirectory attributes

+ Table 12-6 on page 343 shows the ID Policy eDirectory attributes

¢ Table 12-7 on page 343 shows the Library eDirectory attribute

+ Table 12-8 on page 343 shows the Notification Template eDirectory attributes

+ Table 12-9 on page 343 shows the Notification Template Collection eDirectory attributes

Table 12-1 Driver Set eDirectory Attributes

Driver Set eDirectory Attribute Designer Property
DirXML-DriverTraceLevel Driver Set Properties > Trace > Driver Trace Level
DirXML-XSLTraceLevel Driver Set Properties > Trace > XSL Trace Level

DirXML-JavaEnvironmentParameters  Driver Set Properties > Java

DirXML-JavaDebugPort Driver Set Properties > Trace > Java Debug Port

DirXML-JavaTraceFile Driver Set Properties > Trace > Java Trace File

DirXML-Trace File Encoding Driver Set Properties > Trace - Trace File Encoding

DirXML-TraceSizeLimit Driver Set Properties > Trace > Trace File Size Limit

DirXML-LogLimit Driver Set Properties > Driver Set Log Level > Log Limit

DirXML-LogEvents Driver Set Properties > Driver Set Log Level > Log Specific
Events
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Driver Set eDirectory Attribute

Designer Property

DirXML-NamedPasswords

DirXML-ConfigValues

Driver Set Properties > Named Passwords

Driver Set Properties > Global Configuration Values

Table 12-2 Driver eDirectory Attributes

Driver eDirectory Attribute

Designer Property or View

DirXML-InputTransform
DirXML-OutputTransform
DirXML-MappingRule
DirXML-Driver Filter
DirXML-ConfigValues
DirXML-DriverTracelLevel
DirXML-EngineControlValues
DirXML-LogEvents
DirXML-LogLimit
DirXML-ConfigManifest
DirXML-JavaModule
DirXML-NativeModule
DirXML-Driverimage
DirXML-ReciprocalAttrMap
DirXML-TracelLevel
DirXML-TraceFile
DirXML-TraceFileEncoding
DirXML-TraceSizeLimit
DirXML-TraceName

DirXML-DriverCacheLimit

DirXML-ShimAuthlD

DirXML-ShimAuthServer

DirXML-ShimAuthPassword

DirXML-ShimConfiginfo

DirXML-DriverStartOption

DirXML-ECMAScript

Policy Set View > Input Transformation

Policy Set View > Output Transformation

Policy Set View > Schema Mapping

Policy Set View > Driver Filter

Driver Properties > Global Configuration Values

Driver Properties > Driver Log Level > Driver Log Level

Driver Properties > Engine Control Values

Driver Properties > Driver Log Level > Log Specific Events
Driver Properties > Driver Log Level > Log Limit

Driver Properties > Driver Manifest

Driver Properties > Driver Configuration > Driver Module: Java
Driver Properties > Driver Configuration > Driver Module: Native
Driver Properties > iManager Icon

Driver Properties > Reciprocal Attributes

Driver Properties > Trace > Trace Level

Driver Properties > Trace > Trace File

Driver Properties > Trace > Trace File Encoding

Driver Properties > Trace > Trace File Size Limit

Driver Properties > Trace > Trace Name

Driver Properties > Driver Configuration > Authentication > Driver
Cache Limit

Driver Properties > Driver Configuration > Authentication > User ID

Driver Properties > Driver Configuration > Authentication >
Connection Information

Driver Properties > Driver Configuration > Authentication > Set
Password

Driver Properties > Driver Configuration > Driver Configuration >
Driver Parameters

Driver Properties > Driver Configuration > Startup Option

Driver Properties > Driver Configuration > ECMAScript
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Driver eDirectory Attribute Designer Property or View

DirXML-NamedPasswords Driver Properties > Named Passwords

Table 12-3 Channel eDirectory Attributes

342

Channel eDirectory Attribute

Designer View

DirXML-EventTransformationRule
DirXML-MatchingRule
DirXML-CreateRule
DirXML-PlacementRule

DirXML-CommandTransformation

Policy Set View > Event Transformation
Policy Set View > Matching

Policy Set View > Creation

Policy Set View > Placement

Policy Set View > Command Transformation

Table 12-4 Job eDirectory Attributes

Job eDirectory Attribute

Designer View

XmiData Job Editor, XML cannot be edited directly only
through Job Editor Ul

DirXML-ServerList Job Editor

DirXML-Scope Job Editor

DirXML-EMailTemplates Job Editor

DirXML-EMailServer Job Editor

DirXML-NamedPasswords Job Editor

DirXML-TraceName
DirXML-TraceFile
DirXMI-TraceSizeLimit
DirXML-TraceFileEncoding

DirXML-TraceLevel

Job Properties > Trace
Job Properties > Trace
Job Properties > Trace
Job Properties > Trace > Trace File Encoding

Job Properties > Trace

Table 12-5 Resource eDirectory Attributes

Resource eDirectory Attribute

Designer View

DirXML-ContentType

DirXML-DirXMLData

DirXML-NamedPasswords

Read only, cannot be edited set at creation time of

the object
Resource Editor

Resource Editor
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Table 12-6 ID Policy eDirectory Attributes

ID Policy eDirectory Attribute Designer View

DirXML-idPolMin ID Policy Properties > Constraints Minimum

DirXML-idPolMax ID Policy Properties > Constraints Maximum

DirXML-idPolPrefix ID Policy Properties > Constraints Prefix

DirXML-idPolArea ID Policy Properties > Constraints Exclude/Include
Text Field

DirXML-idPolFill ID Policy Properties > Constratints Fill Yes/No

DirXML-idPolAreaEl ID Policy Properties > Constraints Exclude/Include
Radio Button

DirXML-idPolAccessControl ID Policy Properties > Access Control enabled

DirXML-idPolACL ID Policy Properties > Access Control ACL

Table 12-7 Library eDirectory Attribute

Library eDirectory Attribute Designer View

Description Library Properties > Description

Table 12-8 Notification Template eDirectory Attributes

Notification Template eDirectory Attributes Designer View
notfMergeTemplateSubject Template Editor
notfMergeTemplateData Template Editor

Table 12-9 Notification Template Collection Attributes

Notification Template Collection Attributes Designer View

notfSMTPEmailHost Notification Template Collection Properties > Host
Name

notfSMTPEmailFrom Notification Template Collection Properties > From

notfSMTPEmailUserName Notification Template Collection Properties > User
Name

12.7 Error Messages and Solutions

To view error messages along with their possible solutions associated with importing and deploying
files, see Section 22.5, “Deploying Identity Manager Objects,” on page 601.
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3 Documenting Projects

13.1

When you create a project, it's vital to keep track of how the driver works and how it's implemented
into a network. The Document Generator helps you quickly generate customized documentation for
your Designer projects. These documents can save you weeks or months of gathering and writing
driver specifications and their implementations. To generate a document, choose a document style (it
can be the default style that comes with Designer or one that you customize) and a Designer project
or portion of a project. The Document feature combines the information and structure of the selected
style with the project information in order to generate customized project documentation.

Designer comes with a default document style so you won'’t need to create a document from scratch.
This default style contains everything that you have placed in a project through Designer. You must
first use this default style to create your own document style for the project you are working on, then
you can either use it as it is or customize it to meet your particular needs, including or excluding
information as needed. After you have edited the style to your liking, you can also use it to document
your other projects. There is an advanced editing feature that allows you to create your own sections
for adding information that you did not create in Designer.

¢ Section 13.1, “Creating a Document Style,” on page 345

*

Section 13.2, “Editing a Document Style for Your Needs,” on page 347

*

Section 13.3, “Generating a Document,” on page 349

*

Section 13.4, “Using Your Style Template for Other Projects,” on page 353

*

Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 357

*

Section 13.6, “Advanced Editing of a Document Style,” on page 360

Creating a Document Style

A document style allows you to define how you want your project information to look. In a matter of
minutes, you can generate a document that contains all elements that you have placed in a project
and define a document style to designate how the information looks, as well as what information you
want in a document.

1 Select a project in the Project view, then right-click the Toolbox > DocumentGenerator > Styles
icon.

2 Select New > Document Generation Style (.docgen).
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= Project 2 oF Dutlir‘uﬂ O | el *Blanstonl - Der

#-1=* Blanston

= = Blanston1

iyl System Model
EI = Documents
@ (= Generated
2 = Toolbox

= [E: DocumentGenerator

Modeler |

JE Export Project

Irmport »

B Document Generation Style {.docgen)

I Copy

% Refresh

The Document Generation Style (.docgen) is the default style that is provided with Designer.
You use this as the template for your own .docgen style.

3 Specify a name for the Designer project, or use the default of the project’s name. Then specify a
name for the style, with a .docgen extension, or use the default name of the project you are

presently in, then click Finish.
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13.2

Select a Project for Your New Style

Your new style {.docgen) is placed in the selected project.

Designer Project: arstonl w
Style Mame: Blanstonl.docgen
@ Mext = l l Einish l ’ Cancel

A .docgen file is created that you can use as the basis for designing your own style template.
The .docgen template is placed in the Style Editor view for your modification (see Section 13.2,
“Editing a Document Style for Your Needs,” on page 347). You can use the defined elements in
your new style template again and again.

4 Use this basic document style template to generate documentation for a project, or customize it
for your needs.

+ Section 13.3, “Generating a Document,” on page 349

*

Section 13.2, “Editing a Document Style for Your Needs,” on page 347

*

Section 13.4, “Using Your Style Template for Other Projects,” on page 353

*

Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 357

*

Section 13.6, “Advanced Editing of a Document Style,” on page 360

Editing a Document Style for Your Needs

After you have created a .docgen style template, you can edit the file to meet your documentation
needs.

You can add or modify information in the style template, which in turn affects the documents that you
generate. The information that you can customize through the Style Editor appears in the Style Editor
view. For more detailed editing, see Section 13.6, “Advanced Editing of a Document Style,” on
page 360.

¢ Section 13.2.1, “Editing a Style Template,” on page 348

+ Section 13.2.2, “Editing Sections of a Style,” on page 348
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13.2.1 Editing a Style Template

1 Select a project in the Project view, then expand the Designer > Toolbox > DocumentGenerator
> Styles icon.

2 Double-click the .docgen file. The file appears in the Style Editor view.

2] *Blanston - Developer Blanstonl.docgen &3 = B8
A 1. [ "
Style Editor B @ Identity Manager System
=RE} Icentity Manage 3

[El (Title Page)
[E] Table of Contents
=-[E] 1. Document
=-[E] 1.1. Legal
[E] Disclaimer
[E] Tradernarks

Title: [1dentity Manager System

[E] 1.2. Docurment History Document Properties | Client Properties | Header | Font Settings | Other
=& 2. Project Information
[l 2.1, Executive Summary Solution name:

2-[E 2.2, System Cwerview

Identity Manager Systern Solution
[E] 2.2.1. Hierarchical Wiew ki ger Sy

[E] 2.2.2. Contact Infor mation Shaort solution name:
[E] 2. Project Configuration DM
=& 4. sppendix
=-[E 4.1. sppendix &: Policies Prepared by:

[E] 4.1.1. Policy Containers

[E 4.1.2. Policy Detail
=-[E 4.2, sppendix B: Schema Document date:

[E] 4.2.1. schetna Overview

[E] 4.2.2. Schema Detail

[Prepared by]

Docurnent type:

SCOW humber:

3 Use the Style editor to edit sections of a style or to modify the style according to your needs.

The Style editor is divided into two parts, beginning with the Identity Manager and working
through the Appendixes. When you click an item under the Style Editor section, the right portion
of the view changes to display the information associated with the heading. For example, clicking
Disclaimer under the Document > Legal heading allows you to edit the disclaimer content.

4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
the Save icon [E].

13.2.2 Editing Sections of a Style

1 Select an item (for example, Executive Summary) in the Style Editor view.
2 Enter data or make changes in the left pane.

3 Select other items as appropriate and make changes. The information in the left pane varies,
depending on items that you select.

The main areas that you need to pay attention to are the information found under Identity
Manager System (Title Page and Table of Contents), Document, Legal, Disclaimer, Trademarks,
and Executive Summary.
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4 Save your changes. Your changes are saved when you close the Style Editor, or when you click
Save @

5 Use this document style to generate documentation for a project, or continue to customize it for
specific documentation needs.

+ Section 13.3, “Generating a Document,” on page 349

+ Section 13.4, “Using Your Style Template for Other Projects,” on page 353

+ Section 13.5, “Customizing Styles to Include or Exclude Information,” on page 357
+ Section 13.6, “Advanced Editing of a Document Style,” on page 360

13.3 Generating a Document

1 (Conditional) If you haven't yet created a Designer Project, create one.
la Select File > New > Identity Manager Project.
1b Provide a project name, then click Finish.

2 (Conditional) If you haven't yet created a document style that you want to use as a template for
your documentation, create one. See “Creating a Document Style” on page 345 and “Editing a
Document Style for Your Needs” on page 347.

3 In the Project view, select and expand a project, then right-click the .docgen icon under Designer
> Toolbox > DocumentGenerator > Styles and select Generate Documentation for This Style.
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#-1=* Blanston
ElE Blanstonl
b System Madel
EIE:- Diocuments
@2 Generated
== Toolbaox
== DocumentGenerator

El@ Styles

------ EfJB|anstonl.docgen
B New 4

Y oy

Irmport *
G Export Project

Capy
@9 Refresh

[

Cpen With r
Fename

¥ Delete

B Generate Documentation for This Style..,

You can also expand the Designer > Toolbox > DocumentGenerator > Styles folder and click the
.docgen file to open the file in the Style Editor, then click the Document Generation icon & to the
right of the Style Editor heading.

4 (Conditional) If the Project folder you selected does not contain a . docgen file, you are asked to
select a Base Style. Select a .docgen style, then click Next.
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@ Generate Documentation

Select a Base Style

Define your document's formatting by selecting a style to serve as
your model,

Styles: 5 =The style is alder than the currently supported version,

== styles
Default_Style.docgen
= Pravisioning Style
e Blanston
= Blanstonl
Blanstonl.docgen
Blanstonl_a.docgen
| Blanstonz

|3

[ %

@ Mext > | | Finish | | Cancel

5 (Conditional) Designer includes the ability to generate documents to RTF (Rich Text Format). If
you want to enable this functionality, click Window > Preferences to bring up the Preferences
window. Then, under Novell > Identity Manager, select Document Generation.
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@ Preferences |:|®

Ibype Fileer text | Document Generation =
General
Help General
= Marvell Automatically open the rendered File after document: generation
Designer Show warning dialog box when the style is an alder version
Tdentity M
@ Taentity ) anaqer ‘Warn me before overwriting existing File during document genaration,
Configuration
Document Generatiorn [JEnable RTF suppart (experimental)
Entitlements [J output #ML saurce Files
iManager
Import/Deploy Modeler
Modeler Document applications and drivers related to other selected items
Paolicy Builder
Sirnulation Document Appearance
Provisioning Zelect the language vou want the document to generate in:
Web and ML | English I

Select the Fonk ko use For documentation:

| Arial w |

[Restore Defaulks ] [ Apphy ]

) [ CK H Cancel l

By selecting Enable RTF support (experimental), you can select the RTF format when creating
documents.

Documentation

Generate Documentation

Select the settings For documentation.

Designer Project: Project1 "
Filename: | Projectl . rtf |
Directory: | C\Documents and SettingsiLukePenrad|DesigneriworkspaceF || QA
Format: \TF {Rich Text Format) v
B PDF (Printable Document Format)
':.f:' TaT (Text Docurnent QI ] [ Cancel ]

6 On the Generate Documentation page, fill in the needed information.
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mt: umentation

Generate Documentation

Select the settings for documentation,

Designer Project: Project1 W

Filenarne: | Project1.rtf |

Directory: | ZDocuments and JettingsiLukePenrodi Designer! workspace\F | | Q:, |
Format: RTF {Rich Text Format) v

':?:' [ Ik ] ’ Cancel l

+ Select the name you want to call the file, or keep the default name. If you are generating the
whole document, the default name often suffices. If you are generating a document for a
section, such as an Executive Summary, name the file to reflect the section you are
documenting.

+ Select the directory where you want to store the document. If you use the default output
location that appears in the Directory field, your generated document is visible under the
Documents\Generated folder of the Project View.

+ Select the format for the file. If you have enabled rich text formatting, you can select PDF
(Printable Document Format), TXT (Text Document), or RTF (Rich Text Format).

7 Click Finish to generate the document. The document appears in the current Project >
Documents > Generated folder unless otherwise specified.

PDF files must be viewed through a PDF viewer, such as Adobe Acrobat. If Adobe Acrobat is
installed on your workstation, Designer launches the document in Acrobat. RTF files can be
viewed in any word processor that can handle Rich Text Formatted files, such as Wordpad in
Windows.

The Filter editor provides an option to add notes to class and attributes, and these notes are
added to the documentation. Password synchronization on drivers is also documented, showing
how the administrator has set up password synchronization for the Publisher and Subscriber
channels. You can also document contact information on the administrator for Identity Vault and
application objects, as well as reciprocal mapping information.

13.4 Using Your Style Template for Other Projects

To generate documentation for any project, you can use the default style provided with Designer or
you can use your own customized styles.

¢ Section 13.4.1, “Documenting a Section of the Project,” on page 354
¢ Section 13.4.2, “Documenting Multiple Sections of the Project,” on page 356
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13.4.1 Documenting a Section of the Project

Instead of generating a document for the entire project, you can generate a document for a selected
section of a project.

1 With the project’s .docgen file open in the Style Editor pane, right-click a section of the style.
2 Select Generate Documentation for This Section.

| Blanstonl - Developer Blanstonl.docgen &2 | Blanston3 - Developer =B

Style Editor @ Trademarks
= [dentity Manager System
+-[E] (Title Page)
+-[E] Tahle of Contents [lInclude this section in the final document
=-[E] 1. Document
=[5 1.1, Legal
+-[E] Disclaimer
+-[E] Tradernarks
BB} > Document History |

Title: | Trademarks

Mew Child 4
@ reo et crivz el tetere = egitred vadomarioof
of Cut ovell Metwork Symbol is & trademark of Mowell, Inc. </
=| Copry

third-party trademarks are property of their respective
IES

¥ Delets right © 2000, Inc. All rights reserved. Mo part of this

validate n may be reproduced, photocopied, stored on a retrieval
r transmitted without the express written consent of
nsulting. </

Load Resource..,

Refresh
Show Properties Wiew

B§ Generate Documentation for Th

3 In the Generate Documentation window, type a different project name in the Filename field (for
example, DocHistoryofMerger), then click OK.

Specify which portion or portions of the project you want to include in the generated document.

You can document domains, Identity Vaults, driver sets, drivers, and applications using the Modeler

view or the Outline view (use the Ctrl key to select multiple items). Document generation also ties in
with schema notes, classes and attributes. You can find out more about this in Chapter 8, “Managing
the Schema,” on page 205.

For example:

1 To document a specific driver in a project, right-click the driver in the Modeler or Outline view and
select Document Selection.
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=% IDM Driver Set
= B ~ctive Directory
MlEny k

Copy b
& Show Dataflow Yiew

o Simulate...
(A Show Policy Sets

k=] Run Configuration Wizard. .,
%y Password Synchronization. .,
& Manage Application Scherma...

By Docurnent Selection...
Export to Configuration File. ..

Live L

¥ Delete

Properties

2 Select the .docgen style sheet for the document and click Next.

3 Give the document a filename, such as the driver's name, select the document’s format, and
click Finish to generate the driver document.

By default, documenting an application includes the connected driver (and its related objects).
Likewise, documenting a specific driver includes its connected application. However, you can change
this behavior in the Documentation Generation’s Preferences page.

1 Click Window > Preferences to bring up the Preferences window.

2 Under Designer for IDM, select Document Generation.
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Eype Filker text Document Generation =l
General
Help General
(=) Mawell Automatically open the rendered File after document: generation

Designer
[=)- Identity Manager
Configuration

Show warning dialog box when the style is an older version

Warn me before overwriting existing File during document genaration,

[CJEnable RTF suppart (experimental)

Document Eeneratiu:-ni

Entitlements [J output #ML saurce Files
iManager
Import/Deploy Modeler
Modeler Document applications and drivers related to other selected items
Paolicy Builder
Sirnulation Document Appearance
Provisioning Zelect the language vou want the document to generate in:

web and WML Enalish w

Select the Fonk ko use For documentation:

Arial w

[Restore Defaulks ] [ Apphy ]

@ | ok || cancel |

Under the Modeler heading, the Document applications and drivers related to other selected
items option is selected by default, which means that directly related items are included in the
documentation. For example, by default, documenting a driver set includes the direct children
(the applications) as well as some information of the direct parents (the Identity Vault and
domain) to give context to the driver set. Deselecting this option excludes direct children of the
selected item.

3 Select or deselect the options you want, then click OK.

13.4.2 Documenting Multiple Sections of the Project

If necessary, you can generate only selected sections so that peers can help you with information in
the selected sections.

1 If you have not already done so, double-click the .docgen file to bring up the template in the Style
Editor.

2 Select or deselect section headings. Each section and child section has a check box entitled
Include this section in the final document. By default the box is selected, as shown below.
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| Project Configuration

[“lInclude this section in the final document

Title: | Project Configuration

To limit the sections you want to document, deselect the check boxes in the sections you don't
want to generate.

3 Click the Generate Document icon & to the right of the Style Editor heading and generate your
document.

Give the document a unique name to reflect the type of information it includes.

13.5 Customizing Styles to Include or Exclude
Information

Novell does not recommend that you document all Identity Vault schemas unless you need to.

¢ Section 13.5.1, “Identity Vault Schema and Application Schema,” on page 357
¢ Section 13.5.2, “Using Project Configuration to Limit Information,” on page 358

13.5.1 Identity Vault Schema and Application Schema

The defaults for Identity Vault schemas have been changed to include custom schemas and any
modified changes to the Identity Vault base schema. For application schemas, Designer includes all
schemas by default. However, these can be turned off.

Select the Appendix B: Schema heading the in the Style Editor view. This brings up the Appendix B
section template in the right side of the Style Editor view.
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Figure 13-1 The Appendix B: Schema Section Template

Appendix B: Schema

Identity Yault schema to be documented:
|Document custom or imported schema
Application schema o be documented:

|Document all schema elements

The Appendix B: Schema section has three selections:

+ Include this section. The Include this section in the final documentation check box allows you
to include or not include Appendix B information in the documentation. By default, the box is
selected to include this information. Deselect the check box if you do not want to include
application or Identity Vault schemas in the document.

¢+ Document Custom and Imported Identity Vault Schema. By default, the Identity Vault
Schema to be documented selected documents any schema that you import from the Identity
Vault or that you create. The choices are Document custom or imported schema, or None.

+ Document all Application Schema. By default, the Application schema to be documented
selection includes all of the application schema. The choices are Document all schema
elements, or None.

13.5.2 Using Project Configuration to Limit Information

The Project Configuration heading allows you to include or deselect information on:

*

Identity Vault
+ Driver Sets
¢ Drivers

+ General

The following table shows what type of information can be included or excluded in these areas.
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Table 13-1 Project Configuration

Identity Vault

Information to Select or Deselect

Selected
Selected
Selected
Selected
Selected
Deselected
Deselected

Deselected

Deselected
Driver Set
Selected
Selected
Selected
Selected
Deselected
Deselected
Deselected
Deselected
Driver
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Selected
Deselected
Deselected
Deselected

Deselected

Include host information

Include username information

Include deployment context information

Include driver set names

Include policy library on Identity Vaults

Include e-mail naotification templates

Include XML source while documenting policies under the policy library

Include XML source while documenting credential provisioning objects under the
policy library

Include XML source while documenting mapping table objects under the policy library
Information to select or deselect

Include server information associated with the driver set

Include driver set Global Configuration Value (GCV)

Include the policy library on driver sets

Include job objects on driver sets

Include the XML source for policies under the policy library

Include the XML source for credential provisioning objects under the policy library
Include the XML source for mapping table objects under the policy library
Include the XML source for job objects

Information to select or deselect

Include the driver filter policy

Include policy set

Include server-specific information for this driver

Include Remote Loader configuration

Include entitlements

Include credential provisioning

Include mapping table

Include ECMAScript resource object

Include job objects

Include the XML source when documenting entitlement objects

Include the XML source when documenting credential provisioning objects
Include the XML source when documenting mapping table objects

Include the XML source when documenting job objects
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13.6

13.6.1

Identity Vault Information to Select or Deselect

General Information to select or deselect
Deselected Include passwords
Selected Page break after this section

IMPORTANT: Credential provisioning for the XML source might contain passwords that are displayed
in clear text. If this option is selected, passwords are displayed in clear text and the documentation
includes all passwords in the project.

Advanced Editing of a Document Style

In addition to selecting and deselecting the content of a document style, you can also change the
layout and usability of your document style. You do this by editing the attributes that are associated
with certain sections. You can also create additional sections for your documents as you see fit.

+ Section 13.6.1, “What’s In the Advanced Editing Mode,” on page 360

¢ Section 13.6.2, “A Walk-through Tutorial,” on page 368

+ Section 13.6.3, “Selecting a Language for Generated Documents,” on page 376

¢ Section 13.6.4, “Double-Byte Font Support,” on page 377

What’s In the Advanced Editing Mode

The Advanced Editing icon |3#| lets you toggle between simple editing and advanced editing modes.
By using the advanced editing mode, you can define information and a structure that is different from
the default template already attached to a predefined style. In this example, the Title Page template is
shown in its XSL format, which you must maintain.
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Figure 13-2 Viewing a Predefined Template

Style Editor | %|® @ | section Template
¢ CLIENT _MUMBER ~ <Peml version="1.0"7>
# DOCUMENT DATE <xzliacylashest version="1.0" xmilns:docgen="http:S/ ocm
¢ DOCUMENT _TYPE
- <xsl:import href="dgSection.xsl"/>
+ SOW_NUWBER.
#- % PAGE_NUMBERING_FORMAT <x=l:param name="Contenc™/ >
i * CUSTOM_HEADER_TEXT <¥=l:param name="showSectionMNunber Lng®/ -
® & FONT_SIZE_1
+ * FOMNT_SIZE_2 <xsl:template name="Jection.Body"” xmlns:des="hrop
w e FONT_SIZE_3 <fo:block break-after="page":
& @ FONT_SIFE_4 <yxzlicall-template name="Format.utputTextis
® & FOMT SIZE.S <xzl:with-parsm neme="valus® zelect="5Coni
ﬁ & Commant <fwalicall-templates>
E ¢ DEBUG “Zx=l:lf cest="SSpolicies™ wxmlns:xsi="hotp
i # DEBUG_PARAMS <fo:table>
w 5] (Title Page) <fo:table-column colunn-width="61
& [E] Table of contents <fo:table-column colunn-wideh=", 7
E [E 1. Dooument <fo:table-bodys
@ BreskafersSection <xal:apply-tenplaces mode="loca.
& E 1.1. Legal </ fo:table=body>
@ [E] 1.2, Docurment Histary {Hs;{i::tnhl:}
- 2. Solution <ffo:blocks
# ¢ BreakAferSection </xal:itenplate:
- [E] 2.1. Executive Summary
L] [E] 2.2. Systemn Owerview <uslitemplate mode="local” match="domain|domainlt:
= [E 3. Configuration
2} m 3.1, Overview <x=zl:icall-template name="Format.ContextRow':
& [F 2.2. System Configuration <xsliwith-param neme="text” select="Ename"/:
& m 2.3, Ranmmadercmﬂg.ratm <xsliwith-param name=""levwel” select'gcnun::=
} X - <xzliwith-param hape=""href” selecc="Hguid"/ :
= E 4. Appendix A: Policies <xzliwith-parsam hame="show-page-reff><xal:i:
C lE 4.1. Policy Cantainers <xaliwith-parsm neme="ipage" zelect="'guto"’
I d Templata </wslicall-templates
E ¢ Content
® [E 4.2, Policy Detail <xsl:apply-templates mode="local™ >
= [E 5. appendix B: Schema
@ ¢ Comment </ualitenplate>
@ ¢ doclvSchema a <fx=sliscylesheet>
< i EE < u | >
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Table 13-2 Style Editor Legend

Icon Name Description

E Green Page A green page means it's a titled section. The title appears
when you generate the document.

E Grey Page A grey page means it's not a titled selection. These pages
are also in parentheses; for example, (Title Page).

White Page A white page means this section is disabled and is not
included when you generate the document.

& Template A yellow template page gives specific format and styles that
are included when you generate a document.

® Global Attribute A global (red) attribute means it is passed down to every
section below it (all children sections).

% Local Attribute A local (green) attribute means it is only used by the section
in which it appears.

o Grey Attribute A grey attribute is used for comments.
=R Control Icon A Control type defines the functionality that you can give to
- Attributes. Each Control type has a different functionality.

Advanced editing mode allows you to add the following:

+ “Sections” on page 362

+ “Viewing or Editing Properties of a Section” on page 364

+ “Templates” on page 365

+ “Attributes” on page 366

¢ “Controls and Parameters” on page 368
You can have multiple sections in a document, but only one template per section. The template
defines the section’s layout; however, you can use the default template for newly created sections.
You can also have multiple attributes defining how the section looks, as well as multiple controls. You
use parameters (such as names and values) to specify options for a Control type. A Parameter is a

general name for a child item of a Control. The name of the Control denotes the type of control and
what you can perform by using that type.

Sections

Sections are blocks of the documentation composed of attributes, parameters, templates, and
controls through XSL programming. Section content includes a Title, Body, and children or
subordinate information. The following example shows the Section Properties page of the Identity
Manager System as seen through the simple edit mode.
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Figure 13-3 Section Properties Page

¢ *Blanstonl - Developer Blanstonl.docgen &3 =8

=+,

Style Editor B Identity Manager System

[E (Title P
[E] Table of Cortents
=-[F] 1. Docurnent
=-[E] 1.1 Legal
[E Disclaimer
E Trademarks

Title: [Identity Manager System

[E 1.2. Document History Document Properties | Client Properties | Header | Font Settings | Other
=-[E 2. Project Information
[E] 2.1. Executive Summary Solution name:

=-[E] 2.2, System Overview

Identity Manager System Solution
[§] 2.2.1. Hierarchical Wisw ki ger =y

[§ 2.2.2. Contact Infor rmation Short solution name:
[E] 2. Project Configuration oM
=& 4. appendix
=-[E] 4.1, appendix &: Policies Prepared by:

[E] 4.1.1. Palicy Containers

[E 4.1.2. Palicy Detail
=-[E] 4.2, appendix B: Schema Docurnent date:

[E 4.2.1. Schema Overview

[] 4.2.2. Schema Detail

[Prepared by]

Documment type:

SOW number:

The Identity Manager System section contains a section title (this can be changed), along with a
number of tabs (attributes): Document Properties, Client Properties, Header, Font Settings, and
Other. Each of these tabs contain fields that are editable; for instance, you can give the section title a
different name. When you click the Advanced Editing icon, you see that the Identity Manager System
section contains one template that includes several attributes, controls, and parameters underneath
the heading.
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Figure 13-4 Advanced Editing Mode

Style Editor 0 @ | GHORT SOLUTION
= Identity Manager Syskem
E| Template
@ SOLUTION_MAME
=% SHORT_SOLUTION_MAME
=1 Contral (hextbos) lanskand IO
P label = "Shart {abbreviated) Soluti
PREPARED _BY
CLIENT _MAME
SHORT _CLIEMT _MAME
_LIEMT_MUMEER.
DOCUMENT _DATE
DiOZUMEMT _TYPE
SO MUMEER.
PaAGE_MUMBERING_FORMAT
ZUSTOM_HEADER._TEXT
FOMNT_SIZE 1
FOMNT_SIZE 7
FOMNT_SIZE_3
FOMT_SIZE_4
FOMT_SIZE 5
Zarmmenkt

Short solution name:

+
S R B R O L O I O

o e I e O A

Viewing or Editing Properties of a Section
If you click a section within the Style Editor and look in the Properties view (by default the lower left

corner of Designer), you see the values associated with the selection. (If you do not see the
Properties view by default, right-click a section and select Show Properties View.)
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Figure 13-5 The Properties View of the Appendix B: Schema

Sl ¥=d &= Properties X |E|}—:D ¥ =g El 1.1 Legal _
e [E] 1.2, Document History
Property el J =-[E] 2. Project Information
Shabled @ BreakafterSection
D _If sthemaappandi [E] 2.1. Executive Summary
hls 1D = [E] 2.2. System Overview
humbered l’ftrue [E] 2. Project Configuration
Source = =-[E] 4. sppendix
Title '= Appendix B: Schema E] 4.1. Appendix 4: Policies
Titled l’ftrue [E 4.2. Appendix B: Schema
Yersion =
£

These values are edited in the Properties view. The Values for the section heading are listed in the
following table:

Table 13-3 Values of a Section

Property Name Description

Enabled (True/False) Indicates whether this section is enabled. You can change this
setting by using the section Style Editor, which is the editor shown to the right of
the hierarchical view.

ID Used for reference. Most the time, ID is left empty. However, you can specify an
ID for convenience in finding this section during the transformation process.

NLS ID Used for reference. Most the time, NLS ID is left empty.

Numbered (True/False) Indicates whether this section should be included in the numbering
and placed in the Table of Contents.

Source Data source used to transform the template. For example, designer, style, and
none.
Title The value to be displayed as the title. You can change this setting by using the

section Style editor, which is the editor shown to the right of the hierarchical view.

Titled (True/False) Indicates whether the title value should be shown in the generated
document. Otherwise, it is used only in the GUI for context.

Version The version of the section.

NOTE: Values change, depending on what you select under the Style Editor view. For example, an
attribute shows different properties than a section or a template.

Templates

A template is the XML source that defines the overall layout of a generated page. For instance, the
Title Page contains a template, as well as a number of headings. The following figure illustrates the
parts of the Executive Summary template. For more information about templates, see “A Walk-
through Tutorial” on page 368.
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Figure 13-6 Parts of the Executive Summary Template

2.1 Executive Summary } Section Title

This company operates & Mets
Directory and other various
information systems where
identity imformation related to
employees and user accounts

. are stored and malntalined.
Section Content

Section Body

The administrator of porial
users is seamlessly integrated
in the exisbng user
administration process.

_ ) 2.1.1 Account Details
Section Main Section Children
Some of the accounts include

xlnfulmaﬁun u_l_ﬂ],la-h"—‘_ T

— B

Attributes

Attributes are the child elements of a section. For example, clicking the Advanced Editor mode while
selecting the section title Identity Manager System reveals the following attributes in red (global),
green (local), and grey (comment):
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Figure 13-7 Attributes

=] 3
Style Editor 2D ®
= Identity Manager System
E| Template
¢ SOLUTION_MAME

F--F--E--E--E--EE B E

&

¢ 9 O L L e L L L 9 9 P 9 e L e P

SHORT _SOLUTION MNAME
'?. Zonkral (kexkbo)

k label = "Short {abbreviated) Saluti
PREPARED_BEY
CLIENT_MAME
SHORT _CLIENT _NAME
CLIEMT_MUMEBER.
DOCUMENT _DATE
DOCUMENT _TYPE
SO _NUMEBER.

PAGE _MUMEERIMG _FORMAT
CUSTOM_HEADER. _TEXT
FOMT SIZE_1

FOMT_SIZE_Z

FOMT_SIZE_3

FOMT_SIZE_4

FOMT_SIZE_5

Camment

DEBUG

DEBUG_PARAMS

E| (Title Page)
E| Table of Contents

+
+
+
+

Template

% showSectionMumbering
% Breakaftersection

% showSolutionMested
[E] isalution To)

|§| 1. Document

-+

% BreakAfterSection
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Controls and Parameters

You can add parameters to control the appearance of a style. For example, in the Advanced Editing
mode, the structure of the Short (abbreviated) Solution Name entry is a global attribute that contains
a control and a label, and the control type known as textbox allows anyone to type a name that
appears in the generated document. Use the Properties view to edit controls.

Designer’s supported parameters or values for controls include the following:

Table 13-4 Supported Parameters

Control Parameter or Value Description

Table columns="3" header="date” Number of columns to show in the control.
width="30" label="show this” Column header text. Column width for each
addrows removerows column. Explains what you see in this control.

Displays a button to perform this function.
Displays a button to perform this function.

File extensions=".jpg;*.qgif" Supported extensions separated by a semicolon
label="show this” (*.3pg;*.jpeg;*.gif). (One file only.) The label
explains what you can do with this control.
Select (Identity option="font 1" option="font 2” Parameters allow font point selection, such as
Manager System/ label="show this” option = “20pt” and option = “24pt” The label
font Settings) indicates what you can do with this control.
Checkbox label="show this” The label explains what you can do with this

control. It includes a check box.

Textbox or label="show this” The label explains what you can do with the text
Textarea box or text area control. You edit these controls
through the Properties view.

Comment label="show this” Allows you to add comments to help users. You
edit this control through the Properties view.

13.6.2 A Walk-through Tutorial

Now that you better understand what components are necessary in order to add advanced
functionality to your template, use this section to create a new section, add an attribute, and view the
source.

+ “Creating a New Section in a Style” on page 368
+ “Adding an Attribute to a Style” on page 369
+ “Enabling Documents to Recognize Your Additions” on page 370

+ “Viewing the Source” on page 375

Creating a New Section in a Style
To insert an additional section into the Style Editor:

1 Create or open an existing .docgen file in the Style Editor.

2 Click the Enable Advanced Editing icon./ 5
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The tree view of the document outline expands to include additional objects, (such as attributes,
template, and parameters).

3 Right-click the parent section where you want to add your new section, then select New Child >
Section. Specify a new section name; for this example, call it “My Section.”

4 (Optional) Reorder the section by dragging the section object to a different location in the
navigation tree. You can also copy and paste within this style or other styles.

5 Click the Save icon, then continue with “Adding an Attribute to a Style” on page 369.

Adding an Attribute to a Style

1 Right-click a section under the Style Editor view. Select New Child > Attribute.

2 Specify the attribute name in the Attribute Name window. For example, MyAttribute with no
spaces. Click OK.

3 Specify a value under the Value property in the Properties view. For example, This is my
attribute value.

Folicy Set | | Properties &2 B ¥ =0 # B 1.1 Legal _
+-[E] 1.2. Document Histary
Property Yalue =[5 1.3. My Section
labal Sk false o [ENpRTa——
Grop = =[] 2. Project Information
Marne = Myattribute - ¢ BreakafterSection
Nis ID = o _ #-[E] 2.1. Executive Summary
Yalue ‘= This is my atiribute value 5[] 2.2, System Overview
- [E] 3. Praject Canfiguration

The Properties view shows the following values for attributes (attributes are defined through controls
and parameters):
+ Global: Passed down to subsections.

+ Group: Used to group attributes together. These appear as part of a tab in Style Editor's simple
mode.

+ Name: The attribute’s name.

+ NLS ID: The attribute’s NLS identification.

+ Value: The attribute’s value.
You can also show your attribute with another control type. The following example first creates a
control, then changes the control type from check box (the default) to something else, such as a text
area.

1 Right-click MyAttribute and select New Child > Control.

2 With your cursor on the control you just created, change the control type value to Text Area in
the Properties view.
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3 Click your section to see the changes take place.

Policy Set 'L b B B v = H #-|E] 1.1, Legal |
+-[E] 1.2, Document History
ropery F alio =-[E] 1.3. My Section
Type = Text &rea w _ o Myatribute

I Contral ftextbax)
=-[E] 2. Project Infarmation
+- % BreakafterSection
#-[E] 2.1. Executive Summary
#-[E] 2.2, System Overview

Enabling Documents to Recognize Your Additions

After you have added attributes, your generated document doesn’t include information from these
attributes until you do one of the following:

+ Make sure your section is a leaf section (does not contain child sections).

+ Create a template that uses the attribute explicitly. This is usually the preferred method because
you can display the attribute values exactly the way you want.

Method 1: Set the Section Source to “Style”

If you create a section without a template (and the template is a leaf section containing no section
children), the default template generates the attribute values with the document. You do not need to
do anything. You can generate a document for just that section by right-clicking the section head and
selecting Generate Documentation for This Section. Or you can click the Generate Document icon at
the top to generate the whole document.

NOTE: Text boxes, text areas, and tables are the only attributes that are generated through the
default template (check boxes, selects, and comments are not generated).

Method 2: Add a Template for a Custom Layout
Complete the following tasks:

+ “Creating a Template” on page 371
+ “Creating Another Section and Template” on page 373
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Creating a Template

1 Right-click your newly created section.

2 Select New Child > Template.

Section Temp
<xsl
wxsl
2x3l
“xsl

<x=l

<xsl
“xal

<K=l

L¥sl:

<xsl:

late

rimport href="dg3ection.xsl"/>

I pacam
H = g
I param
I para
pEEram
rparam
:pacam
param
Param

1 : param
1:param

numc'"DGCUHENT;DATE"}?
name="SOLUTION_NAME"/>
nnmt-"SHORT_SOLUTION_NAHE"f?
name="DOCTUAENT_TYPE"/>
nane-"CLIENT_NAHE"!}
namen"5HOHT_CLIENT;N£HE"H>
namen"CLIENT_NUEBER"j>
nnme-"PREPLRED_B?"H}
nete="S0U_NUMBER"/>

name="customlmage”/ >
nems="imagefidth"/ >

itemplate name="Iection.Content™s>
<fo:block:>
“x8l:1f test="3$30LUTION NAME != '*' or $3HORT SOLUTION NAME != ''">

<fo:block space-after="{§{FONT SIZE 4)">
Solution: <xsl:value-of select="§S50LUTION NAME"/:>
<¥2l:if test="§{5HORT_SOLUTION NAME != '!'M»
[<xal:value-of selecc="}ZHORT SOLUTION NAME"™/>)
</xsliif>
</fo:block>

<fuml:if>

<x3l:if vesce"§PREPARED BY != '!Mx

<fothlock space-after="{iFONT_SIZE 4)">
Prepared by: <xslivalue-of selecc="jPREFPARED BY"/>
</fo:blocks>

<fxaliif>
<x3l:if tEBt-”$CLIENT_NiHE = V! gr SSHDRT_CLIENT_HiHE b 1R

<fo:block space-after="{§FONT SIZE 4)">
For Client: <xsl:value-of select="§CLIENT NAME"/>
<xsl:if tesc="33HORT_CLIENT HANE != **'">
(«xsl:value-of select="{SHORT CLIENT MAME"/:)
<fxsl:if>
<ffo:block>

<fusliif>
<¥8l:1f vescs"§CLIENT NUMBER != ''™»

<fo:block space-after="{3FONT SIZE_ 4}">
Client number: <xsl:value-of select="3CLIENT NUMBER"/:>
</fo:block>

<fxsl:1f>
<xsl:if test-"$BOCUHENT_DhTE ikl -

<fo:block space-atter="{§FONT SIZE 4;">
Document Date: <xsl:value=of select-"SDOCUHENT_DATE"Kh
</To:blocks
|

<7xml version="1.0" encoding="UTF-8"7><xsl:stylesheet version="1.0" xmins:fo="htop:// /1A

|

The template has some default content that consists mostly of comments, which helps you get started
on your first template. This is shown in the next task; for now, replace the comments in this template
with the following XSL commands:

<xsl:param name="MyAttribute"/>
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<xsl:template name="Section.Body">
MyAttribute:
<xsl:call-template name="Format.OutputTextArea">
<xgl:with-param name="value" select="$MyAttribute"/>
</xsl:call-template>
</xsl:template>

There is a Format.OutputTextArea call in the XSL that is a helper function included with the Document
Generator Core Support Templates. Because HTML code is allowed in text areas, this ensures that
it's interpreted and escaped properly. If you want to see the core XSL library calls for documentation
generation, see “Document Generator Core Support Templates” on page 641.

Your template should look like this:

Figure 13-8 Example Template

<?eml verzion="1.0" encoding="UTF-5" 2>
<xgl:istylesheset wersion="1.0" Zmlns:xzl="http:/ /www.w3d.org/1
<xsl:import href="dgfection. =17/ >

<xsl:iparam hname="Myittribute" >

<xzl:template namwe="Zection. Body™>
Mvittribute:
“<xalicall-template namwe="Format., OutputTextlireas>
<xsl:with-param namwe="valus" select="iMyictribute”/>
<fxzlicall-tenmplates>
</ Hgl:templatex

</®xzl:3tylesheets

Generating a document for this section should give you something like this:

Figure 13-9 Sample Section

1. MySection

MyAttribute:
This is my attribute
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Creating Another Section and Template
1 Right-click your newly created section and select New Child > Section. In the Section Name
window, name the new section Table of Contents and click OK.

2 Right-click this new section and select New Child > Template. Carefully read through the
comments in this template. These details are important.

When you create a custom section, you are inserting some information into the document. As
the comments mention, developers usually override one of the following template functions:

¢ Section Body (most common)
+ Section Content
+ Section Title

The following image illustrates which section is being defined. As a developer of the style, you
write this template to overwrite the area that is of interest.

2.1 Executive Summary } Section Title

This company operates a Meta
Directory and other vanous
information systams where
idenbity information related to
employeas and user accounts

) are stored and malntalned
Section Content

Section Body

The administrator of partal
users is seamlessly integrated
if e exeshng user
adminlstration progess,

2.1.1 Account Details
Section Main Section Childran
Some of the accounts includsa
L Information on the &= T

i, —

For this example, you should overwrite the Section.Body because you don’t want to change the
default behavior of the Title, nor do you want to change the way other sections are related to this
one. (You can use the hierarchical view to control this with the default template if necessary).

3 To overwrite the Section Body, simply uncomment the sample function that is shown in the
default template, as shown below:

Documenting Projects 373



Section Template

<2?xml wversion="1.0" encoding="UTF-S"?-
<w=listylesheet version="1.0" xmlns:xsl="http:/ wuw.wd.orog’
<xal:import href="dgfection.xs1"/ >

fl-— JFuww
¥ Tabhle of Contents example (remove comoenting below

This tewplate assuwmes you have your sSection source
Lo 'style' (the default wvalue), and demonstratezs ki
render data taken from an XML source.

+ % % =+ =

o—-x
<xsl:template namwme="Secticon.bBody ™
<foiblock>Here is my Table of Contents:</fo:bhlock:
<wzliapply-templates/ >
</wslitcemplates

<xzsl:template mwatch="children™:=>
<fo:rbhlock margin-left="{count (ancestor:: %) jem™> — <xal:s
<xsliapply-templates/ >

</Hzl:templates

<f®zl:styleshest>

1 |

If you render your document at this point, you get no content in your Table of Contents (other
than the surrounding text). This is because this template assumes that the style source has been
specified for this section. To specify the source:

4 Click the Table of Contents section.
5 From the Properties view, set the source to style.
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6 Right-click MySection and select Generate Documentation for This Section.

Sample

1. My Section

My Attribute:
This i1s my attribute value.

1.1. Table of Contents

Here is my Table of Contents:
- My Section
- Table of Contents

Viewing the Source

When your generate your document, you'll notice there is an Output XML Source Files option. Click
the box next to this option to turn it on. You'll see .xm1 source files appear where you are generating
the document. These source files are the XML data that is used in your template when you set the
source (for example, to “style”). Designer 1.1 and above include the following sources:

Table 13-5 Sources

Source Key Description

none An empty source, used when no source is specified or when “none” is specified.
style The XML source of the style, used to build things like the Table of Contents.
designer A source that has been defined by an extension point for the Designer model. This

contains all information about the configuration of your Designer project.
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13.6.3 Selecting a Language for Generated Documents

You can select the language you want to print the document in.

1 Click Window > Preference > Designer for IDM > Document Generation. Under the Document
Language heading, select the language you want to use for document generation.

@ Preferences |-_|['E|fg|
Itype filter text Document Generation
General
Help =eneral
=1 Movell Automatically open the rendered file after document generation
Designes Shows warning dialag box when the skyle is an older version

[=J- Identity Manager

) ) Wwiarn me before overwriting existing file during docurent genaration.
Configuration

Docurment Genetation Enable RTF support (experimental)
Entitlements [] output ML source files
iManager
Irnport/Deploy Modeler

Modeler Document applications and drivers related to other selected items

Policy Builder
Sirnulation Document &ppearance

Provisioning Select the language wou want the document to generate in;
Web and XML nalish 3

Entation:

[Restu:ure Qefaults] [ apply ]

7 I [o]4 H Cancel ]

Current languages include:
¢ Chinese Simplified
¢ Chinese Traditional
¢ Dutch
¢ English (default)

+ French

+ German

¢ ltalian

+ Japanese

+ Portuguese Brazil
¢ Spanish
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13.6.4

2 After you select a language, click Apply.
3 Click OK to close the Preference page.

Double-Byte Font Support

Designer now has double-byte font support for the Document Generation feature. If you select a
language that uses double-byte characters, such as Chinese Simplified, Chinese Traditional, and
Japanese, Designer automatically installs the Proportional Mincho font. You can change this as
necessary. A good font that covers both proportional spacing and double-byte support is Arial
Unicode MS.

For English and other languages, the default font is Arial.
To add a font for your specific language:

1 Click Window > Preference then expand Novell > Identity Manager and select Document
Generation. Under Document Appearance, select the font you want to use.
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PPreferences [

|t‘ype filter text | Document Generation
- General . I
= Designer for IDM Gih
Configuration [¥] sutomatically open the rendered file after document generation
Document Generation [¥] Shawe warning dialog box when the style is an alder version
~ Entitlements [lwtarn me before overwriting existing file during document genaration,
itanager [¥|Enahle RTF support (experimental)
- Import,/Deploy [¥] Dutput ¥ML source files
-~ Language
& Modeler Iaodeler
Policy Builder [¥]Dacument applications and drivers related to other selected items
- Project Checker Dacument Appearance
j Schems Select the language you want the document to generate in:
Sirmulation
| Trace | English B
= Hel
j i Select the font to use for documentation:
[ Movell
& Provisioning |Ar|a| "|

- wveh and X

Laak jr; |xq.|- Mew Chrive [T v| Q G Al S g
= [CBDELL [CIo00nstall 13
i E} | Distiller 7Install |3 Program Files
My Recent ll_:_JdDCSYSX @TEITIIJ
@ Documents ) Documents and Settings  [Cjuser
= — () downloads
: L [CS)DRIVERS
| Deskiop i‘_jEd
g ICIEPSON
—] . (Chgwdlient
Provi | = 8 || ___J |Chgwsetup
an . & My Documents Drses
T 2 IMDPS
i Chnls
| ﬁ 5 I|:|N0vell
| (MW C4aLinskall
=] tdy Computer
sy E
.g File name: |times.ttf v | [ Open J
bl M et Files of twpe: | TrueType Font [ 1) w | [ Cancel J

To change the font on a Windows workstation, you must first copy the font file from the
C:\Windows\Fonts directory to another directory. You can then use the Browse icon to select
the font.

To change the font on a Linux workstation, browse to the usr/share/fonts/truetype directory,
or to another directory containing the fonts you want.

2 Click the Browse icon to bring up the Open window, change to the directory where you placed
the font, then click Open.

You can also type the directory and font file name into Font Settings field, or use the drop-down
menu to select a font that you have previously selected.

3 Click Apply, then click OK.
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Using the above steps globally changes the font in the generated document, and also adds double-
byte font support for your selections.
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4 Using Entitlements

Identity Manager allows you to synchronize data between managed systems. Entitlements allow you
to set up criteria for a person or group that, once met, initiate an event to grant or revoke access to
business resources within the managed system.

You can think of an entitlement as a permission slip. For example, if you want a new employee to be
given an Active Directory account when he is added to your Human Resource system, he must have
a permission slip, or entitlement, for the Active Directory account. If the user doesn’t have the
permission slip, he doesn’t receive the account. This gives you one more level of control and
automation for granting and revoking resources.

Use Designer to create entitlements and deploy them into existing Identity Manager drivers. Designer
allows you to create entitlements through the Entitlement Wizard, which gives you a graphical
interface where you can create the entitlement step by step. Because of this graphical interface, we
recommend using Designer for creating and editing entitlements.

There are four aspects to making entitlements work effectively: design, creation, editing, and
management.

+ Section 14.1, “How Entitlements Work,” on page 381
+ Section 14.2, “Designing Entitlements,” on page 383
+ Section 14.3, “Creating Entitlements through the Entitlement Wizard,” on page 387

*

Section 14.4, “Editing and Viewing Entitlements,” on page 401

*

Section 14.5, “Managing Entitlements,” on page 406

141 How Entitlements Work

The following diagram shows the basic entitlement process.
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Figure 14-1 Basic Overview of Entitlements

Entitlement Metadirectory Active Directory Achtive
Agent Server Driver Directory
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t=+ o DM L-E ntitlementR ef

9/ - [ Z|Entitlements

zer &
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Ilzer Account : o
Dif<ML-EntitlementRef Group Membership
Exchange Mailbox
A0 Uzer Account —_—
- :id Policies
|Jzer diccount

Group kMemberzhip
Exchange Mailbox

1. An entitlement agent grants an entitlement to a user. There are three ways that entitlements are
granted to a user:

*

Role-Based Entitlements: The Entitlements Service driver grants the entitlement based on
criteria that places the user in a particular role (or group). This criteria can be based on any
event that occurs in the Identity Vault. For example, adding a new employee in an HR
system causes a User object to be created in the Identity Vault. Creation of the new User
object is the criterion that causes the Entitlements Service driver to grant the Active
Directory User Account entitlement to the user.

To create role-based entitlements in Designer, see Section 14.3, “Creating Entitlements
through the Entitlement Wizard,” on page 387.

User Application Role Based Provisioning: The user receives a role assignment through
the User Application. The User Application’s Role Service driver grants the user any
entitlements associated with the new role. For example, a user is assigned an Accountant
role that requires access to the Accounting group in Active Directory. The Role Service
driver grants the Active Directory Group Membership entitlement to the user.

To create entitlements for role based provisioning, use the Role editor. See “Specifying
Entitlements”in the User Application: Design Guide.

User Application Workflow-Based Provisioning A provisioning workflow grants the

entitlement to the user. For example, a new employee is added to the HR system, which
causes a User object to be created in the Identity Vault. Creation of the new User object
initiates a workflow that grants the Active Directory User Account entitlement to the user.

Creating entitlements to use with workflow-based provisioning is an involved process. To
get you started, see “Configuring Provisioning Request Definitions”in the User Application:
Design Guide.

2. When an entitlement is added to or removed from a user’s DirXML-EntitlementRef attribute, any
entitlement-enabled drivers begin to process the event. To monitor users for entitlement
changes, drivers must have the DirXML-EntitlementRef attribute added to their Subscriber
channel filter.
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3. The driver processes the entitlement event against the Subscriber channel policies. If the
entitlement event is for an entitlement that applies to the driver, the policies are processed.
Otherwise, no processing occurs. In Figure 14-1, the Grant User Account policy is processed
because:

a. The Active Directory User Account entitlement was added to the user’s DirXML-
EntitlementRef attribute.

b. The User Account entitlement is defined on the Active Directory driver.

Likewise, if the Active Directory User Account entitlement is later removed from the user’s
DirXML-EntitlementRef attribute, the Revoke User Account policy is processed.

4. The policies trigger the granting or revoking of access to the entitled resource. In Figure 14-1,
the Grant User Account policy triggers the creation of a user account in Active Directory.

14.2 Designing Entitlements

You must know beforehand what you want to accomplish with entitlements. Entitlements work from
the functionality you build into Identity Manager drivers through policies. These driver policies
implement rules and process the events between the Identity Vault and the managed system. If the
policies in the Identity Manager driver do not specify what you want to do, entitlements cannot work.
For example, if you don’t specify the action section of the Check User Modify for Group Membership
rule in the Command policy, attempts to grant or revoke a group membership entitlement are ignored.

When you know what you want to accomplish with Identity Manager, you can correctly design
granting and revoking capabilities for any managed system resources. The following four-step
procedure can help you plan to create and use entitlements:

1. Know what you want to accomplish in your business situation. You can design and implement
many business solutions through Identity Manager, but you need to know what you want to do
before implementing something that isn’t defined. Make a numbered list of what you want to do.

2. Define an entitlement that represents one item from your numbered list. You can create
valueless and valued entitlements. Valued entitlements can get their values from an external
query, they can be administrator-defined, or they can be free-form. There are examples in
Section 14.3, “Creating Entitlements through the Entitlement Wizard,” on page 387.

3. Add policies to the Identity Manager Driver to implement the designed entitlement. To create a
policy for an Identity Manager driver, you need to be conversant with XSLT or DirXML script to
define the way the managed system handles and receives information, and the way Novell
eDirectory stores information. Unless you are a good DirXML programmer, this is a job for
consultants.

4. Set up a managing agent to grant or revoke the entitlement. If you want an automated process,
use Role-Based Entitlements; if you want a manual process, use the User Application’s
workflow-based provisioning feature. See “Understanding Entitlements” in the Identity Manager
4.0.2 Entitlements Guide. As you plan your entitlements, use the following sections for more
information.

*

Section 14.2.1, “Terminology,” on page 384

*

Section 14.2.2, “Entitlement Prerequisites,” on page 384

*

Section 14.2.3, “ldentity Manager Drivers with Preconfigurations that Support Entitlements,” on
page 384

*

Section 14.2.4, “Enabling Entitlements on Identity Manager Drivers,” on page 385

Using Entitlements 383


https://www.netiq.com/documentation/idm402/pdfdoc/idm_entitlements/idm_entitlements.pdf#be4rlrn
https://www.netiq.com/documentation/idm402/pdfdoc/idm_entitlements/idm_entitlements.pdf#be4rlrn
https://www.netiq.com/documentation/idm402/pdfdoc/idm_entitlements/idm_entitlements.pdf#be4rlrn
https://www.netiq.com/documentation/idm402/pdfdoc/idm_entitlements/idm_entitlements.pdf#bookinfo

14.2.1

14.2.2

14.2.3

Terminology

Following are some terms that are used throughout this section.
Entitlement: An Identity Vault object that represents a business resource in a managed system.

Entitlement Service driver: Grants and revokes entitlements. For Role-Based Entitlements, the
agent is the Entitlements Service driver, which must be initiated for entitlements to work.

Grant or revoke: Granting or revoking an entitlement is controlled by Global Configuration Variables
(GCVs) on an Identity Manager driver.

Entitlement consumer: Anything that uses entitlement-related information. Entitlement consumers
include iManager, the User Application, and Identity Manager policies.

Entitlement Prerequisites

O eDirectory 8.7.3 or eDirectory 8.8 with the latest Support Pack
O Identity Manager 3 or later
O An Entitlements Service driver

You must have an Entitlements Service driver in each driver set where you want to use
entitlements. This requires a very simple, two-step setup for each driver set. To do this, see
“Creating Entitlements” in the Identity Manager 4.0.2 Entitlements Guide.

O A driver configuration that supports entitlements
Before you can use entitlements with a managed system, do one of the following:

+ Import the Identity Manager driver configuration for the driver and specify that the driver has
entitlements enabled.

+ Enable your driver to support entittements. To do this:
1. Create entitlements using Designer.

2. Add the DirXML-EntitlementRef attribute to your driver filter as described in
Section 14.2.4, “Enabling Entitlements on Identity Manager Drivers,” on page 385.

3. Write policies to implement the entitlements you create in Step 1 under Section 14.2,
“Designing Entitlements,” on page 383.

ldentity Manager Drivers with Preconfigurations that
Support Entitlements

The following drivers include configuration files that already contain entitlements and the policies
required to implement the entitlements. These entitlements support the most common scenarios:
granting and revoking user accounts, groups, and e-mail distribution lists.

+ Active Directory: Grant and revoke accounts, group membership, Exchange Mailbox

+ GroupWise: Grant and revoke accounts, grant and revoke members of distribution lists

+ LDAP: Grant and revoke user accounts

¢ Linux and UNIX: Grant and revoke accounts

+ Lotus Notes: Grant and revoke user accounts and group memberships

+ RACF: Grant and revoke group accounts and group memberships
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14.2.4

These are example entitlements and policies that you can use as is if they meet your needs. If not,
you can modify them to meet your needs, or you can use them as examples as you implement
additional entitlements.

Enabling Entitlements on Identity Manager Drivers

Before you can use entitlements, you must first ensure that your driver has entitlements enabled. You
can do this through the Entitlements Wizard as you finish creating entitlements; this applies to both
preconfigured and non-preconfigured drivers.

However, if you want to use the preconfigured driver’s entittements and the infrastructure that
supports them, you must enable entitlements when you initially create a driver in Designer or
iManager; the preconfigured policies and rules that support the preconfigured entitlements cannot be
added later without re-creating the driver. If you import a driver that has entitlements enabled into
Designer from an Identity Vault, the imported driver also has entitlements enabled. If you deploy a
driver that has entitlements enabled into an Identity Vault, the deployed driver also has entitlements
enabled.

You can see if your preconfigured drivers have entitlements enabled by clicking the Outline view, then
clicking the Subscriber channel of your selected driver. If entittements are enabled, you should see
the preconfigured entitlements appear under the Subscriber Channel. If entittements do not appear
under the Subscriber Channel in the Outline view, entitlements were not enabled when the driver was
initially installed.

However, you can still use entitlements on preconfigured Identity Manager drivers that do not have
entitlement preconfigurations enabled. To do this, run the Entitlement Wizard. The last page in the
Entitlement Wizard asks if you want to add the DirXML-EntitlementRef attribute to the driver filter, with
Yes selected. Click OK. However, because the policies and rules are not in place on the driver, you
won't be able to use their preconfigured entitlements without adding those supporting policies and
rules yourself.
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Figure 14-2 Enabling Entitlements

@ Add To Filter

? ) Toenable entitlements for this driver, the Dir<ML-EntitlernentRef

atiribute needs to be added to the User class in the driver filter.
If you want to enable entitlements for another class, you can do
s0 from the filter editor,

Do you weant Designer 1o enable entitlements for the User class in the
driver filter for you?

...........

[ IRemember selection. Don't prompt again.

£

Ok | | Cancel

You can also use entitlements on ldentity Manager drivers that do not contain entitlement
preconfigurations. To enable your driver to support entitlements, add the DirXML-EntitlementRef
attribute to your driver filter. Run the Entitlement Wizard as described above to add the DirXML-
EntitlementRef attribute to the driver filter.
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143 Creating Entitlements through the Entitlement
Wizard

Designer comes with an Entitlement Wizard. This wizard steps you through the creation of
entitlements by asking a series of questions about how the entitlement will be used in the enterprise.
Use one of the following methods to access the Entitlement Wizard:

To access the Entitlement Wizard from the Outline view:

1 Right-click a Driver object, then click New > Entitlement.

=T Credential Application...

Copy b [ Credential Repository...
W DirML Script..
[EF ECMASCrpt...

& Show Dataflow Yiew

& Dir¥ML Script Tracing... @ Entitement...
& Simulate. .. &7 Jeb...
(3 Show Policy Sets = Mapping Table. .
2 Resource...
K] Run Configuration Wizard... V¥ Schema Map...
%y Password Synchronization... T waL T,

1% Manage Application Schema..,

From Copy...

Document Selaction...
Import from File...
Export to Configuration File... Iuition
Linve r
i Delete
wiord GCY
Froperties srord Policy

To access the Entitlement Wizard from the Modeler view:
1 Right-click the driver icon, then click New > Entitlement.

There are two types of entitlements that you can create: valueless and valued. The type you use
depends on whether you need to pass additional information to the policies.

*

Section 14.3.1, “Valueless Entitlements,” on page 388

Section 14.3.2, “Valued Entitlement that Queries an External Application,” on page 390
Section 14.3.3, “Administrator-Defined Entitlements with Lists,” on page 396

Section 14.3.4, “Administrator-Defined Entitlements without Lists,” on page 399

*

*

*
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14.3.1 Valueless Entitlements

A valueless entitlement has no values to go with it. An example is the Account Entitlement for Active
Directory, which is used to turn on account capabilities. You use valueless entitlements if you don’t
need to pass any extra information to driver policies.

To create a valueless entitlement:

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

& New Entitlement Wizard

Name Entitlement

Give the entitlement a name and a description.

Mame: | Account

v Use name for display name

Display Mame:

Description: | This is an Account Entitlerment,

Cancel

2 Type the name and description information. For this example, the entitlement is named Account,
with a description of “This is an Account Entitlement.” Click Next.
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@ New Entitlement Wizard 3

Set Entitlement Yalues
You can set values on an entitlement for use by policy or other entitiement consumers.
Do you want this entitlement 1o include values?
Mo
(i) Choose this if your entitlerment doesn't require values,
O es
(i) Choose this if you want 1o query values fram an application or 1o define a group of
values,
@ ket = Finish l ’ Cancel

3 Because this first example is valueless, select No to Do you want this entitlement to include
values?
4 Click Finish.

5 In the Add To Filter dialog box, answer Yes if you want the driver to listen for this entitlement.
This enables entitlements for the driver.
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@ Add To Filter

(%)

':p To enable entitlements for this driver, the DirdML-EntitlementRef
= attribute needs to be added to the User class in the driver filter,
If you want o enable entitlements for another class, you can do

so from the filter editor,

Do you want Designer to enable entitlements for the Liser class in the
driver filter for you?

...........

[ Remember selection. Don't prompt again.

4 l ’ Cancel

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities. This
is necessary in order to use the entitlements you are creating.

If you don’t want to see the Add To Filter window on every entitlement you are creating for any
driver in Designer, select Remember Selection - Don’'t Prompt Again, then click OK. However,
after the attribute is added to this driver filter, you won't see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor’'s changes before continuing. Once the
editor is saved, the entitlement displays in the Modeler view.

14.3.2 Valued Entitlement that Queries an External Application

390

Values are a way of passing data that you might need to use in policies. Valued entitlements can get
their values from an external query; they can be administrator-defined, or they can be free-form.

1 Right-click the driver icon in the Outline view or in the Modeler view, then click New >
Entitlement.

2 Give the entitlement a name. This example uses Application Query, with the Use Name for
Display Name option selected. In the Description box, type Looks for the Class name of
Groupx, then click Next.
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& New Entitlement Wizard

Mame Entitlement

Give the entitiement a name and a description.

Mame: | Application Query

v Lse name for display name

Display Mame:

Description: || ooks for the Class name of Groupx

On the Set Entitlements Values page, select Yes so you can query values from an application or
define a group of values, then click Next.

The next Set Entitlements Values page allows you to define where you get the values for this
entitlement. Valued entitlements can get their values from an external query, or they can be
administrator-defined. For this example, select the Values from an application query option,
then click Next.
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& New Entitlement Wizard

Set Entitlement Yalues

Define where to get the values for this entitlement.

This entitlement will have:
() administrator-defined values
(1) Choose this if you want an entitlement that defines

atiributes {phone number, office location, etc.) to be set in
an application.

(W13alues from an application guery.:

(i) Choose this if you want an entitlement that allows a user to
became a member of 3 group in an external application.
The groups used are queried from the application.

Cancel

The Define Application Query window combines two steps: defining the query and mapping the
query results.

5 Tofill in the Class Query, click the Schema Browser icon on the right side of the Class entry.
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Schema Browser

Classes |

dsa,
dynamicGroLp
CynamicEroLpALL
edirSchemaversion
encryphonPolicy
External Entity

federaﬁcjﬂBc:-undari B

Groupiise Adent
GroupiWise Distribution List
Groupiise Domain
GroupiWise External Entity
GroUpyVise Gateway
Groupyise Library
GroupWise Post Office
Groupyise Resource
homelnfo

htpServer
immediateSuperiorReference
LOAP GroLp

[l @by show changes

| Il || Cancel |

6 The Schema Browser shows you the Classes in the eDirectory namespace that are available. If
you know the name of the Class type you want to query, click to select a selection in the Classes
tab, then start typing the Class name. The browser jumps to the alphabetical order of what you
type. Select the Class name, then click OK.

Using Entitlements 393



394

Define Application Query

Description = | = "Description” shown to entitiement consurmers
Agsociation *| = "“alue" used by policy
() < Back MNext = Cancel

& New Entitlement Wizard

Define an application query that will return value(s) 1o be used by q "E
this entitlement.

Enter a class to query

Class: | (Group Q,

Enter a base DM and select a scope to search fram

Base DM: |E.Iar'|51J:|r'| Scope: |5uh1ree| j

Map query results 1o values used by entitlement consumers
¥alue From Query =+ V¥alue Used by Entitlement Consumers

Source Distinguishec j = "Display-Mame" shown to entitlement consumers

7 Type the base distinguished name (DN) and the scope. For this example, select the Class
Group, at the Base Distinguished Name of Blanston, with the Scope of subtree (choices are
subtree, entry, and subordinates).

This example maps the query results from the managed system to certain values that entitlement
consumers can use. At present, the consumers are iManager managing Role-Based Entitlement
policies and the User Application managing workflow-based provisioning entitlements. The
Value From Query information prepopulates the consumer’s user interface with the following:

+ Display Name: Defines the attribute that displays in the list of values. The example selects

Source Distinguished Name for the display name. Click the drop-down button on the
Display Name shown to entitlement consumers list to see a list of attributes associated
with the class you selected through the Schema Browser. The list includes both the
attributes and the inherited attributes for the selected class.

+ Description: Defines the attribute that displays as a description for that value. For the

description, select Description from the Value drop-down list to map the query results from
the managed system to the entitlement.

+ Value: Defines the attribute or token that is the actual value. The Value entry is not seen in

the entitlement consumer, but it is the value that is assigned when the entitlement is granted
or revoked. In this case, choose Association.
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If you do not use the Schema Browser icon when selecting the class, you see only two
selections in the Value From Query lists: Association and Source Distinguished Name. If these
attributes suit your needs, use them. You can also type the attribute name into the text field.
However, if you want to select the attributes from the lists, use the Schema Browser icon when
selecting a class for the query. You see the attributes and inherited attributes for the selected
class.

8 When the values are filled out, select Next.

9 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted more

10

11

12

than once and with different values. If you select No, the entitlement can only be granted once.
For this example, click Yes, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign an account entittement more than once.

You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select Yes
to the Role-Based Entitlements question, click Next, then continue with Step 11.

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 12.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell

(Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen when
this entitlement is assigned more than once with different values. You can resolve the conflict by
either using Role-Based Entitlements priority, or by merging the values.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so if
one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy is
applied to this entitlement at any time. This example uses priority.

Click Finish.

For this example, the query values look for the Source Distinguished Name attribute of the Class
name of Group, starting from the Base DN (Blanston) and checking through the subtree from
that beginning point. The values that come back from the query are similar to the following:

<instance class-name="Group" src-dn="o=Blanston, cn=groupl">
<association>o=Blanston, cn=groupl</association>
<attr attr-name="Description"> the description for groupl</attrs
</instance>
<instance class-name="Group" src-dn="o=Blanston, cn=group2">
<association>o=Blanston, cn=group2</association>
<attr attr-name="Description"> the description for group2</attr>
</instance>
<instance class-name="Group" src-dn="o=Blanston,cn=group3">
<association>o=Blanston, cn=group3</associationx>
<attr attr-name="Description"> the description for group3</attrs>
</instance>
<l-- .0 ->
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13

1

The information received from the query fills in the various fields. For instance, the <display-
name> field receives o=Blanston,cn=groupl. The <description> field receives the description
for Groupl, and the <ent-value> field receives o=Blanston,cn=groupl. Because more than one
group exists and meets the query criteria, this information is also collected and shown as other
instances of the query.

The association format value is unique for every external system, so the format and syntax are
different for each external system queried.

In the Add To Filter window, click Yes if you want the driver to listen for this entitlement. This
enables entitlements for the driver.

@ Add To Filter 3

':p To enable entitlements for this driver, the DirdML-EntitlementRef

- attribute needs to be added to the User class in the driver filter,
If you want o enable entitlements for another class, you can do
so fraom the filter editor,

Do you want Designer to enable entitlements for the Liser class in the
driver filter for you?

...........

[ Remember selection, Don't prompt again.

0] 4 l ’ Cancel

The DirXML-EntitlementRef attribute allows the driver filter to listen for entitlement activities. This
is necessary in order to use the entitlements you are creating.

If you don’t want to see the Add To Filter window on entitlements you are creating for any driver
in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However, after the
attribute is added to this driver filter, you won't see the Add To Filter window again.

If you have a file conflict, you are asked to save the editor's changes before continuing. When
the editor is saved, the entitlement displays in the Modeler view.

Administrator-Defined Entitlements with Lists

The example in the following procedure is an administrator-defined entitlement that allows you to
select a listed entry. This type of entitlement is best used through Workflow entitlements rather than
Role-Based Entitlements.

Right-click the driver icon in the Outline view or the Modeler view, then click New > Entitlement.
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@& New Entitlement Wizard

MName Entitlement

Give the entitlement a name and a description.

Mame: | Admin-defined

| Use name for display name

Display Mame: | Admin-defined Entitlement

Description: | This will show Administrator-defined Yalues,

Cancel

In this example, the entitlement name is Admin-defined, but the defined display name is Admin-
defined Entitlement. You need to define a display name only if you want the display name to be
different from the name you called the entitlement; otherwise, you can just use the entitlement
name as the display name. In this example, the Description field is defined as This will show
Administrator-defined Values.

2 Click Next.

3 In the Set Entitlement Values window, select Yes to the question “Do you want this entitlement to
include values?” Click Next.

4 |n the next Set Entitlement Values window, select Administrator Defined Values, then click Next.

5 Inthe Define Values window, type the values you want to add to the Entitlement Value entry, click
Add to add the value to the Defined List pane, then click Next.
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® New Entitlement Wizard |:||E|S|
_ O

Ciefine Yalues =

Entitement values can be taken from a defined list, or they can be enterad —_‘%
by entitement consumers.

Do ol want to define a list of values?
(@) yes

@ Choose this if yvou want to define a list of wvalues for the entitfernent
consumers to choose from.

O Mo

@ Choose this if you want entilernent consumers to define their own walues,

Entilement Yalue:

BLilding & | ’ Add ]
Cefimed List:

Euilding A -gemove
Building B

Building < Edit

@ < Back ” Menxt =

In this example, the values are corporate buildings: Building A through Building D. Through an
entitlement client, such as an iManager Role-Based Entitlement task or through the user
application, users or defined-task managers can specify the building information, which is then
included in an external application, such as Novell eDirectory.

Use the Remove icon to remove a value, or use the Edit icon to edit a value.

6 In the Assign Multiple Values window, select Yes if you want the entitlements to be granted more
than once and with different values. If you select No, the entitlement can only be granted once.
For the example, click No, then click Next.

It makes sense to assign group entitlements with multiple values, but it does not make sense to
assign building letters more than once.

7 You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select Yes
to the Role-Based Entitlements question, click Next, then continue with Step 8.
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10

1

or

If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell

(Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen when
this entitlement is assigned by different Role-Based Entitlement Policies with different values.
You can resolve the conflict by either using the Role-Based Entitlements priority, or by merging
the values. This example merges the values.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so if
one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy is
applied to this entitlement at any time.

Click Finish.

If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute allows
the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any driver
in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However, after the
attribute is added to this driver filter, you won'’t see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor’'s changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.

Administrator-Defined Entitlements without Lists

The example in the following procedure is an administrator-defined entitlement that forces the
administrator to type a value. You can use this kind of entitlement if you cannot create a task list
because you do not have all of the information at the initial setup.

Right-click the driver icon in the Outline view or the Modeler view, then click New > Entitlement.
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@ New Entitliement Wizard

MName Entitlement

Give the entitliement a name and a description.

MName: | Admin-defined {no lists)

v Use name for display name

Display Mame:

Description: | There is no pre-defined list,

Cancel

In this example, the entitlement name is Admin-defined (no lists), and it uses the entitlement
name as the displayed name because the Use Name For Display Name option is selected.

2 Click Next.
3 Select Yes on the Set Entitlement Values page, then click Next.
4 Select Administrator Defined Values on the second Set Entitlement Values page, then click

Next.

Select No to the question “Do you want to define a list of values?” on the Define Values page,
then click Next.

Selecting this option allows the administrator or users to type a value.

Be aware that using this option can be risky, because wrong or misspelled information can cause
the value to be incorrect and the action in the entitlement to fail.

Select No to the question “Allow this entitlement to be assigned multiple times with different
values?” on the Assign Multiple Values page, then click Next.

You are asked if this entitlement is intended to be used by Role-Based Entitlement policies
through iManager. If you want this entitlement to be granted or revoked automatically, select Yes
to the Role-Based Entitlements question, click Next, then continue with Step 8.

or
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If you want the granting or revoking of this entitlement to be a manual process (approved by
someone), select No to use the User Application, then skip to Step 9.

We recommend that you have only one agent control an entitlement. If multiple agents are in
control, you have the following consequences:

+ Whatever comes last controls the entitlement results
+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell

8 (Conditional) If you select Yes to the Role-Based Entitlements question, you are asked if you
want to use the Role-Based Entitlements priority to resolve any conflicts that might happen when
this entitlement is assigned by different Role-Based Entitlement Policies with different values.
You can resolve the conflict by either using the Role-Based Entitlements priority, or by merging
the values. This example uses priority.

Merging the values merges the entitlements of all involved Role-Based Entitlement policies, so if
one policy revokes an entitlement but another policy grants an entitlement, the entitlement is
eventually granted. Solving conflicts by priority works if you need to ensure that only one policy is
applied to this entitlement at any time.

9 Click Finish.

10 If you see the Add To Filter window, answer Yes if you want the driver to listen for this
entitlement. This enables entitlements for the driver. The DirXML-EntitlementRef attribute allows
the driver filter to listen for entitlement activities, which is necessary in order to use the
entitlements you are creating.

or

If you don’t want to see the Add To Filter window on entitlements you are creating for any driver
in Designer, select Remember Selection - Don’t Prompt Again, then click OK. However, after the
attribute is added to this driver filter, you won't see the Add To Filter window again.

Before you can edit this entitlement, you are asked to save the editor's changes before continuing.
When the editor is saved, the entitlement displays in the Modeler view.

Editing and Viewing Entitlements

After you have created entitlements, you might need to edit them. You can also use the Edit mode to
see the entitlements in their XML source code.
+ Section 14.4.1, “Entitlement XML Source and XML Tree Views,” on page 403
+ Section 14.4.2, “Using the Novell Entitlement DTD,” on page 406
To edit an entitlement:
1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.
or
Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.
You can also right-click the driver icon in the Modeler view, then select Edit Entitlements.

2 If you have more than one entitlement for the selected driver, you see the Edit Entitlements
windows listing the available entitlements. Select an entitlement, then click OK.

The entitlement appears in the Entitlement editor.
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2 Blanston03 - Developer 5l Blanstono01 - Developer =0
Entitlermnent Editor
T Application Query.id-providar, Driver Set.Blanston, Inc,
Name And Description Values @
Specify a name and a description for the entifement. W
Mame: Application Query (O Mo vales
Diisplay-Mame: | Application GLery O administrator-defined values,
Description: | Looks for the Class name of GroLpix © values from the appication
Class: Group Q
Base DM | Blanston Scope: | subtres v
Multi-Value YWalue from Query Entitlernent Consumer Yalue

If this entifernent is used to assign values, do you want this

Source Distinguished Mame = Display-MName
entiternent to be assignable more than once? Py

Allows the entilement to be assigned multiple tmes? Drescription ¥| =  Description
- Association
Role-Based Entitlements v| = Wale

If this entittement will be consumed by Role-Based Entilements,
how do you want to resclve conflicts?

(®) The Role-based entilement with priority wil set the value
(O Merge the values assigned

7 Entitternent Editor | XML Source | XML Tree

The Entitlement Editor view shows you all of the pages and choices that you see in the
Entitlement Wizard, but the information is on one page.

+ Entitlement Editor: Displays the full DN name for the entitlement. If there is a conflict with

the entitlement name or some other error, you see a red icon to the left of the Entitlement
editor name, followed by an error message.

+ Name and Description: Allows you to edit the name, the display name, and the description
that you have given to this entitlement.

+ Multi-Value: Allows you to select if you want an entitlement to be assigned multiple times.

+ Role-Based Entitlements: Allows you to select conflict resolution for Role-Based
Entitlements. If you do not select Role-Based Entitlements, the Role-based entitlements
with priority icon is the default.

+ Values: Allows you to define how values are defined: no values, administrator defined
values, or values from an application.

The information that appears in the Entitlement editor depends on what you initially defined in
the entitlement. If you choose to edit a valueless entitlement, the Values heading displays No
Values. If you are editing a valued entitlement and you want to add values to a list, type the value

in the Value field and click Add. If you want to remove a value, select the value in the Values list
and click Remove.

If you don’t want to select from a list, select Administrator Defined Values under the Values
heading and leave the Values list blank. This gives you a blank text box in iManager or in the
user application, and you can fill in the value there.

When you have made your changes to the entitlement, click the Save icon in the upper left
corner of Designer, or click the X on the entitlement’s tab to display a Save Resource window,
allowing you to save changes (Yes/No/Cancel).

Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



1441 Entitlement XML Source and XML Tree Views

To view the entitlement in XML source code:

1 From the Outline view, right-click an entitlement that appears under the Subscriber channel of
the selected driver, then click Edit.
or
Double-click the entitlement icon to bring up the entitlement in the Entitlement editor.
You can also right-click the driver icon in the Modeler view, then select Edit Entitlements.

2 To see the XML Source view, click XML Source at the bottom of the Entitlement Editor view.
The XML Source view shows the XML code in a formatted state.

12 Blanston03 - Developer 12 Blanston001 - Developer

=0

HE B B @

=Puml version="1.0" encoding="lUTF-8"? > <IDOCTYRE enfiement PLELIC "dirxmlentilements" "C\Program Fles\Howvel\Desic a
<values muli-valued="gus"> i
< qUery-app>
< query-xml=
=nds drdversion="2.0"=
<inputs=
<query class-name="Group" dest-dn="Blanston" scope="subtre="=
=search-class class-name="GroLp"/>
=read-atr atr-name="Description"/>
< fquery =
< finput=
< fhids=
< fquery-xml=
<result-sets
<display-names
<tokern-sro-dngs
= fdisplay-names
«<description=
«tokern-atr atr-name="Description" />
< fdescription=
<ent-value>
<foken-associaton, =
< fent-vale>
< fresult-set>
< fquery-app=

| £

<

|~

Path;
T Entitternent Editor | XML Source | XML Tree

The upper right corner of the XML Source view has the following selections:
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Name Description

Expand All Allows you to see all items under the item that you have selected.
Collapse All Allows you to collapse all items that you have selected.

Attach XML Catalog Entry, Allows you to attach an XML Catalog entry, an XML schema file, or a

XML Schema, or DTD DTD (Document Type Definition) file. For default Windows installation,
the DTD for entitlements is found under C: \Program
Files\Novell\Designer\eclipse\plugins\com.novell.designer
.idm.entitlements 1.1.0\DTD\dirxmlentitlements.dtd.

Copy XML to Clipboard Allows you to copy highlighted XML code to the clipboard. This action
removes the DOCTYPE element.

Find/Replace (Ctrl+F) Ctrl+F brings up the Find/Replace window, which allows you to query
text, structure, and XPath searches in a forward or a backward
direction. Other options include case sensitive, wrap search, whole
word, incremental, and regular expressions search capabilities.

Help Opens the Help view to the right of the XML Source view.

Right-clicking in the XML Source view brings up the following options:
¢ Undo Text Change (Ctrl+2)
+ Revert File
+ Save
¢ Cut (Ctrl+X)
¢ Copy (Ctrl+C)
+ Paste (Ctrl+V)
+ Format the document or active elements
¢ Clear Validation Errors
+ Validate
+ Preferences
3 To see the XML Tree view, click XML Tree at the bottom of the Entitlement Editor view.

The XML Tree view is a tree control view of the XML source code. You can perform the same
edits in this view as you can in the Entitlement Editor view or the XML Source view. To view the
entittement in XML Tree view, select XML Tree at the bottom of the Entitlement Editor view.

404  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



| Blanston - Developer | Blanstonl - Developer ) projl - Developer i#| Exchangetialibos %

27 wml wersion="1.0" encoding="UTF-8"
% DOCTYPE entitiement FUBLIC "dirkmientitiements" *C \Program Files\Movel\Designereclipse\pluginscom,
= [g] entitlement -
conflict-resolution LRian
@ description The Group Entitiement grants or denies an Exchange mailbox for the user in Microsoft Exchange
@ display-name Exchange Maibox Entitiement
@ name Exchangeaiboy
= [e] values ry-apg AT =8
= [e] query-app
= [g] query=xml
- |_| I‘ld's
@ dtdversion 2.0
# || input
= [e] result-sst
=[] display-name
# [g] woken-attr
= [e] description
# [e] token-atir
= [g] ent-value
[&] token-src-dn
HPath:
T Entitlement Editar | XML Sowrce | XML Tree

The upper right corner of the XML Tree view menu contains the following selections:

Name Description
Expand All Allows you to see all items under the item that you have selected.
Collapse All Allows you to collapse all items that you have selected.

Attach XML Catalog Entry, Allows you to attach an XML Catalog entry, an XML schema file, or a

XML Schema, or DTD DTD (Document Type Definition) file. For default Windows installation,
the DTD for entitlements is found under ¢: \Program
Files\Novell\Designer\eclipse\plugins\com.novell.designer
.idm.entitlements 1.1.0\DTD\dirxmlentitlements.dtd.

Find/Replace (Ctrl+F) Brings up the Find/Replace window, which allows you to query text,
structure, and XPath searches in a forward or a backward direction.
Other options include case sensitive, wrap search, whole word,
incremental, and regular expressions search capabilities.

Help Opens the Help view to the right of the XML Tree view.

Right-clicking in the XML Tree view can bring up a number of different options. For example,
right-clicking the highlighted value on the right side presents the following options:

+ Undo

¢ Cut

+ Copy

+ Paste

¢ Delete

¢ Select All
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Right-clicking an attribute on the left side in the XML Tree view presents the following options:
+ Remove
+ Edit the Selected Attribute
+ Replace with a value

Depending on what you select on the left side in the XML Tree view, you see different options.
For example, right-clicking an element presents the following options:

+ Remove Element
+ Add New Attribute

¢ Add to a Child Element a Comment, a Processing Instruction, a PCDATA, a CDATA
Section, a new Element

+ Add Before a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new
Element

+ Add After a Comment, a Processing Instruction, a PCDATA, a CDATA Section, a new
Element

14.4.2 Using the Novell Entitlement DTD

Some entitlements come predefined on drivers that have entitlements enabled. (For a list of these
drivers with predefined entitlements see Section 14.2.3, “Identity Manager Drivers with
Preconfigurations that Support Entitlements,” on page 384.) You can use these entitlements or you
can create your own entitlements in iManager or Designer. To help you create your own entitlements,
you can use the Novell Entitlement DTD as an example to create entitlements. For an example of the
Novell Entittement DTD and an explanation of its functionality, see the “Writing Entitlements in XML”
section of the Identity Manager 4.0.2 Entitlements Guide.

145 Managing Entitlements

After you create entitlements (or use entitlements that come preconfigured with certain Identity
Manager drivers), you need to manage them. Entitlements are tied into the eDirectory event system
and granting and revoking are initiated through two agents:

+ iManager through Role-Based entitlement policies
+ The User Application as workflow entitlements

Role-Based Entitlements allow you to automatically grant or revoke business resources if the criteria
are met. In order for workflow entitlements to work with the User Application, manual approval is first
required.

For instance, you can specify that if user has A, B, and C qualification, then the user is made a
member of Group H; but if the user has E and F qualifications, he or she is made a member of Group
I. Through Role-Based Entitlements, this action is done automatically, as long as the conditions are
met. In order for this entitlement to work with workflow entitlements, the User object must first acquire
approval, which you need to set up through the User Application. However, if you do not add to the
driver the policies and rules to interpret the event in the designated system, granting and revoking
entitlements has no effect.

Use either Role-Based Entitlements or workflow entitlements. It is a not good idea to mix them to
manage the same resource. We recommend that you have only one agent control an entitlement. If
multiple agents are in control, you have the following consequences:

+ Whatever comes last controls the entitlement results
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+ Results are unpredictable
+ Using both agents to control an entitlement is not supported by Novell
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Scheduling Jobs

Designer has a job scheduling utility to schedule events, such as setting the system to disable an
account on a specific day, or initiating a workflow to request an extension for a person’s access to a
corporate resource. You can use it to do the following tasks:

+ Create a Job object from an installed job definition.

+ Define when a job is to run, which servers the job is to run on, the scope of the job in terms of
eDirectory objects, and the job reports for intermediate and final results.

+ Set values for the job’s parameters, its description, and display hame.

+ Enable or disable a job, manually start a job, stop a job that is running, and display a list of
running jobs.

Figure 15-1 High-level View of the Job Scheduler Process

Job Scheduler
Iclenitrty Vault 1IO0M Server
Queries for
jabs to run
Job Manager
|_ ) Runs job
Job Object implementation
N e y
— Job Definition atsch P.IIE::':_:';E Job Implementation
{HML) (JAR)

¢ Section 15.1, “Job Scheduler Components,” on page 409
¢ Section 15.2, “Creating a Job,” on page 410
¢ Section 15.3, “Editing a Job,” on page 412

15.1 Job Scheduler Components

The Job Scheduler consists of the following principal components:

Job Manager: Responsible for launching scheduled jobs. It runs in the background on each Identity
Manager server and checks every minute to see if a job needs to run, based on the job definition.
When it encounters a job that needs to run, the Job Manager runs the appropriate Job
Implementation.

Job Object: An object you create in Designer. It contains all the information necessary to invoke the
job, including the name, description, schedule, server list, and XML job definition.

Job Definition: An XML description of all the parameters necessary to perform a specific job,
including the Job Implementation used to actually perform the job on the target servers. The Job
Definition is an XML attribute associated with the Job Obiject.
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Job Implementation: A JAR file that contains the Java classes that perform the job on the target
Identity Manager server. Each server where you want a job to run must have a copy of the Job
Implementation file. At the designated time, as specified in the Job Definition, Job Manager runs the
Job Implementation to perform the job.

15.2 Creating a Job

1 In the Outline view, right-click a driver and select New > Job.

You can also right-click a driver set and select New > Job to create a driver health job. For more
information about driver health configuration and the driver health job, see Section 4.7.5, “Driver
Health Configuration,” on page 107.

This opens the New Job page.

2 In the Names field, specify a descriptive name for the job, or use the default name provided.

Specify Job Criteria

A jiob is defired by sebecting job definitions installed on the associsted servers, or by creating custom XML, 5
Servers must be sedecked where the job will run bo complete the nesy job.

Name: | New Job

(#ilnstalled () Custom

Job Definition Description
GHMm Password Generator  This job generates a random password for each object in scope, acoordi. ..
& | Schedule driver This job starts or stops its associsted driver,
EjSul:nsl:ril:ret chaninel trigger This job submits zéro or more trigger documents to the subscrber chann. ..
Run Jobs on Servers Server Yersion A
[¥] fabioi7.noved 3.6

[“]Edit Job Configuration after creabing the obiect

@ | ok || cancal

3 Select Installed to create a job using an existing job definition, or select Custom to create a
custom job definition for this job.

3a If you are creating a job from an existing job definition, select the job definition you want to
use from the list of available jobs.

The New Job Wizard comes with three job definitions.

+ Random Password Generator: Generates a random password for each object in the
job’s scope. The password is generated by NMAS to match the Password Policy object
that the job references. These Password Policy objects are not usually the same as
those used for eDirectory user password policies.
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The job submits the generated passwords one at a time to the driver's Subscriber

channel. The Subscriber channel policies must do something useful with the
passwords.

+ Schedule Driver: Starts or stops the associated driver. You can also toggle a driver to
start the driver if it is stopped or to stop the driver if it is running.

¢ Subscriber Channel Trigger: Submits zero or more trigger documents to the
Subscriber channel. The submission can either be a document per object if a scope is
defined, or it can be a single trigger event if no scope is defined.

Trigger event documents identify the job and the scope object. A trigger event can
bypass the cache and go to the head of the queue if desired. You will probably use
trigger jobs the most; they allow you to use driver policies that you can customize for
your personal requirements.

Click the Update Job Definitions from Server icon % to display any custom job definitions
on the selected server. Because Designer is an offline modeling tool, only the Identity
Manager job definitions display by default.

3b If you are creating a custom job definition, paste the job definition XML into the code field.

@ New Job B‘

Specify Job Criteria
A jobis defined by selecting job definiions instaled on the associated servers, or by creating custom XML,
Servers must be selected where the job wil run to complete the new job.

Name: | AD Job1
O Imstaled @) Custom ¥

<|--Type or paste XML code to define custom job—=

| Run Jobs on Servers Server Yersion
fabio17.novel | 36

Edit Job Configuration after creating the obiject

@ [

Gk H Cancel ]

The code field isn’'t designed for entering XML directly, although you can do so if desired.
Identity Manager provides a Job Scheduler DTD that defines the XML structure for job

definitions. For more information, see “Jobs DTD” in the Identity Manager 4.0.2 DTD
Reference.

The Job Scheduler automatically validates the custom job XML against the DTD specified in
the content, or against the default Job Scheduler DTD if none is specified. It marks any
errors it finds so you can review them, and requires you to fix serious errors before allowing
you to save the custom job.

4 Inthe Run Jobs on Servers field, select the servers where you want to run the job.
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15.2.1

15.3

5 Select Edit Job configuration after creating the object if you want Designer to open the newly
created job in the Job Editor window after saving the job object.

6 Click OK.

The File Conflict window informs you that you must save the job object to continue.
7 Click Yes to save the job and continue.
8 Continue with “Job Editor Selections on the General Settings Page” on page 413.

Copying a Job
There are two ways to create a new job based on an existing job:

+ In the Outline view, right-click an existing job object, then select Copy. This creates a duplicate
job object in the same location as the original job object.

+ Right-click a driver, then select New > Copy From. This is useful if you want to create a job in a
different location from the original job object., such as in a different driver.

In either case, once you create the new job object, you can then edit the job as needed to fit your
needs. For more information, see Section 15.3, “Editing a Job,” on page 412.

Editing a Job

After you create a job, you need to add the necessary information to make the job useful. To edit a
job, double-click a newly created job in the Outline view to bring up the job in the Job Editor view.
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15.3.1

Figure 15-2 The Job Editor View

<l BlanstonDé - Developer <l Blanston0 2 - Developer

Job Editor

General Settings

This job starts or stops its associated driver,

& AD Jobl.Active Directory Driver Set.Identity valt

Job Type: |

[ Delete Job after it runs once

Enable Job
SErvers: Run Jobs on Servers Server Yersion
[v] B fabio17.novel 36
Scopes: Scopes for MNew Job Dascripton
[_!_t‘: Testol novell Apply job to this container only
e85 Damain Admins.pedple Apply job to members of this group
5 4

Me Scope...] [Edit...] I&emove]

General | Job Parametars | Schedule | Motification

The Job Editor has four tabs at the bottom of its view:

¢ Section 15.3.1, “Job Editor Selections on the General Settings Page,” on page 413

+ Section 15.3.2, “Job Editor Selections on the Job Parameters Page,” on page 418

¢ Section 15.3.3, “Job Editor Selections on the Scheduler Page,” on page 421

+ Section 15.3.4, “Job Editor Selections on the Notification Settings Page,” on page 423

Job Editor Selections on the General Settings Page

The title of the General Settings Page shows the Java class name of the job. This is followed by the
job type, which shows the type of job you selected. Under the Job Type heading, you can enable or

disable the job, or delete the job after it runs.
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Figure 15-3 General Settings Page

¢l Blanston0s - Developer ¢l Blanston02 - Developer m =

Job Editor @
& AD Jobl.Active Directory Driver Set.Identity valt

General Settings

This job starts or stops its associated driver,

Job Type: |
[ Delete Job after it runs once
Enable Job
SErvers: Run Jobs on Servers Server Yersion
[v] B fabio17.novel 36
Scopes: Scopes for MNew Job Dascripton
[_!_t‘: Testol novell Apply job to this container only
e85 Damain Admins.pedple Apply job to members of this group
< | k.

Me Scope...] [Edit...] I&emove]

General | Job Parametars | Schedule | Motification

1 To delete the job after it runs, select Delete job after running once.
2 To disable the job from running, deselect Enable job.
3 Inthe Servers column, select the server or servers where this job should run.

A filtered list of servers is available to help you assign this job. A custom job can be installed on
one server but not on another. In this case, the server without this custom job is filtered out of the
Server List.

A job can be assigned to multiple servers as long as it has been installed on each server.
Designer only allows this association if the jobs are properly installed and packaged so that the
Metadirectory engine can see them.

4 To add a scope to the Scopes column, click New Scope.
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¥ Create Scope

Specify Job Scope Criteria

Provide job scope crikeria here,

Scope Input

Scope Object: | v| LE

&dvanced Scope Options

{:‘.' Scope is a Conkainer

o A
HERY 100 C0 s Container ,'||'._-'

&pply job ko objects that are one of the Following classes:
'y
x

(If no scope dlasses are specified, all
classes are included in the scope. )

'E} Scope is a GroupTynamic Group
[ ]5cope is the group itself and not its members

{:‘.I Scope is a Mon-Container

L Ok _] ’_ Cancel

5 To select a scope object, type the Distinguished name of the object or use the Browse icon to
browse to the object. Click OK to add the scope object.

Scopes allow you to define the objects that this job applies to. An object in eDirectory can be a
container, a dynamic group, a group, or a leaf object. If you select a group object, you can apply
the job to the group's members, or only to the group. If you select a container object, you can

apply the job to all descendants in that container, to all of the children in the container, or to the
container only.

6 If the object is a container, select Scope is a Container. Then select how you want to apply the
job:

+ Apply job to this container only
+ Apply job to children of this container
+ Apply job to all descendants of this container
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7 (Optional) If you select Apply job to children of this container or Apply job to all descendants of
this container, you can specify the classes and attributes you want to scope. Click the plus icon
to bring up the Schema Browser window to select the classes you want to scope. Select the
class schema, then click OK.

3 Schema Browser

Zlasses

GRXE®E

Dir=ML-RACF-&0x-Group N
DirsML-FACF-Aux-User
DirsML-Fesource

Dir ¥ML-Rule
Dir¥ML-5haredPrafile
Dir¥ML-SharedProfilesaux
Dir¥ML-SharedPrafileset
Dir ¥ML-5kvleShest
Dir¥ML-5ubscriber
DirxML-TS5-GROUP
DirEML-TS5-LUSER

Dir ¥ML-\WorkiCr der
Dir¥ML-WarkToDo

drnd

domain

d34

dynarmicGroup
dynamicGroupi
edirachemaiersion
encryptionPalicy
Exkernal Enkiby

FederatiDnEDundari

aroupWise Agent "

em el i e Dhiskeibo ke |-k

[ ]only show changes

L ok H Cancel | E

The classes are added to the Classes box. To remove a class, select it and click the minus icon.

8 If the object is a group or a dynamic group, select Scope is a Group/Dynamic Group. You can
then select the Scope is the group itself and not its members option if the scope is for the group.

9 If the object is a nhon-container, select Scope is a Non-Container.
10 After the scope criteria are selected, click OK to return to the General Settings page.
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11 If you need to edit a scope, select the scope name, then click Edit.

12 To remove a scope, select the scope name, then click Remove.

Deploying a Job with Scope Objects

Jobs might need access to eDirectory data and certain Identity Manager actions, such as starting and
stopping drivers. Such access is subject to eDirectory rights assignments and is controlled by the
rights that are granted to the DirXMLJob object. Although Identity Manager actions are controlled by
special attributes, normal eDirectory rights are needed for data reads and writes.

When you deploy a job object that has scope objects, there might be eDirectory rights assignments
that Designer cannot properly set up. The rights needed to complete the task depend on the scope
objects that are assigned to the job object.

Figure 15-4 Warning Messages When Deploying a Job with Scope Objects
@ Deployment Results
Operation Resulks; H: [H I-D-l

= <> PwdExp3, Test DSet, novell
L% The job named 'PwdExp3 being deploved may require eDireckary rights thak cannot be setup by Designer,

: Q‘ The Job named 'PwdExp3' was deploved but is incorrectly configured and cannot be started on the server named "M

£ : >
ﬁt-ails:
A Warning
Object: PwdExp3, Test DSet, novell
Description: The job named 'PwdExp3’ being deployved may reguire ebirectary rights that cannot be

setup by Designer,

Resolution: Launch iManager ko assign the job named 'PwdExp3' rights to the job scope objects,

If you see this warning when deploying job objects, use the iManager utility to assign eDirectory rights
to the job object so it can properly access the job scope objects and complete its task.
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15.3.2

Job Editor Selections on the Job Parameters Page

The Job Parameters page allows you to add additional parameters to the job and to view the
parameters as they are presently set up. What you can do depends on the type of job you selected.
+ “Parameters for the Schedule Driver Job” on page 418
+ “Parameters for the Generate Random Passwords Job” on page 419
+ “Parameters for the Subscriber Channel Trigger Job” on page 420

NOTE: The parameters for a custom job vary based on the job’s design. For more information about
creating a custom job, see Section 15.2, “Creating a Job,” on page 410.

Parameters for the Schedule Driver Job

Figure 15-5 The Job Parameter Page for a Schedule Driver Job

¢l Blanstonoe - Developer 1 Blanston0 2 - Developer A New Job X =0

Job Editor @
&1 Mew Job,Active Directory.Driver Set.Blanston Inc.

Job Farametears

Scheduled Start the driver i
action Ikl
Start the driver
Stop the driver

Toggle the driver

General | Job Parameters | Schedule | Motification

1 If you want the job to start the driver, select Start the driver.
2 If you want the job to stop the driver, select Stop the driver.
3 If you want the job to switch from one to the other, select Toggle the driver.
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Parameters for the Generate Random Passwords Job

Figure 15-6 The Job Parameter Page for the Generate Random Password Job

1l Blanston0s - Developer A AD JobOl * =0

Job Editor ©)]
&1 AD Job0 1. Active Directory. Driver Set.Blanston Inc.

Job Farameters

Fassword Folicy
object used for

w ‘ [*3]
password Q
generation
zenerate a password for objects without a driver association? falze | G

General | Job Parameters | Schedule | Motification

1 Type the Password policy object’s Distinguished name, or use the Browse icon to select the
Password policy you want to use for password generation.

2 If you want to generate passwords for scoped objects without a driver association, select True.
Otherwise, select False.
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Parameters for the Subscriber Channel Trigger Job

Figure 15-7 The Job Parameter Page for the Subscriber Channel Trigger Job

<l Blanstonoe - Developer &1 A0 Job01

Job Editor @
& A0 Job02. Active Directory. Driver Set.Blanston Inc.,

Submit a rigger document for objects without a driver

- false | @
association?

Use Job CM as trigger document identifier? false |v | @

Trigger element
source value

Method for submiting trigger documents direct (bypass cache) » | @

Start driver if not running frue v | @

Stop driver when finished processing trigger (s) true v | @

General Job Parameters | Schedule | Notification

1 If you want to submit a trigger document for scoped objects that do not have a driver association,
select True. Otherwise, keep the default of False.

2 If you want to use the job’s Common Name (CN) as a document identifier trigger, keep the
default of True. Otherwise, select False.

3 (Optional) If you select False, specify the string that the job can use as the value for the trigger
element’s Source attribute.

4 Select a method for submitting the trigger documents. If you want to queue the job the trigger is
from, keep the default of Queue (use cache). Otherwise, select Direct (bypass cache).

5 (Optional) If you select Direct (bypass cache), you are presented with the Start driver if not
running option. If you want to start the driver if it is not running, keep the default of True.
Otherwise, select False.

6 (Optional) If you select True on the Start driver if not running option, you are presented with the
Stop driver when finished processing triggers option with the default of True. Use the default to
stop the driver when it finishes processing the trigger job, or select False to keep the driver
running.

A customized job definition has its own parameter set.
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15.3.3 Job Editor Selections on the Scheduler Page

The Scheduler page allows you to set up when you want to run the job.

Figure 15-8 The Job Options for the Scheduler Page

4 Blanston0g - Developer &] AD Jobo1

Job Editor
& AD Job02 Active Directory,Driver Set.Blanston Inc.

Schediuler

Manager jobs. Use the "Run custom” option to input complex, patterned schedules,
() Run job manualy
(@) Use a schedule

Al schedules automatically repeat, The crontab standard is used to schedule and execute Identity

Startiobat: |1 v | 00 v |AM v (1:004M)

O iy

[Friday []Saturday

) Monthily: | |

O vearly: | |

(®) weskly: Sunday [ Monday [ |Tuesday [ |wednesday [ ] Thursday

) custom:

Crontab Text: |0 1% *0

General | Job Parameters | Schedule | Motificaton

1 Select the Use schedule option to set the date and time, and whether to run the job daily, weekly,

monthly, yearly.
or
Select the Run job manually option to run the job when you choose to.

2 With Use schedule selected, set the time when you want the job to start running. Use the drop-
down menus to select the hours, minutes, and AM or PM. The default is 1:00 AM.

3 If you want to run the job repeatedly, use the Daily, Weekly, Monthly, Yearly, or Custom fields to

select when you want it to run.
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For example, if you want the job to run weekly, select Weekly, then the day you want it to run on.
If you want the job to run once a month, select Monthly, then click the plus icon to select the day
of the month.

® Choose Days of Month

Davs of Month -

[] 18
[]17
[] 18
[] 12
[] 20
[] 21
]
[] 23 .
(] 24
[] 2=

1 ~-

| &

|5E|EE|I All | |Llnselect All |

| o, | | iZancel

4 (Optional) Select Custom to choose minutes, hours, days, months and days of the week from
the Choose Advanced Crontab Criteria page.
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15.3.4

@ Choose Advanced Crontab Criteria

September
October
= \

k3

Minutes of Hour Hours of Day Days of Month %
0| 12:00 am 1

1 1:00 am z

2 2:00 am 3 il
3 3:00 am 4

4 4:00 am 5

5 5:00 am &

6 £:00 am 7

7 7:00 am &

8 :00 am 9

a 2:00 am = 10 3
T am M oam mm — .. ——
|

Maonths of Year Days of Week

January Sunday

February Monday

March Tuesday

April Wednesday

May Thursday

June Friday

July Saturday

August

5 The Choose Advanced Crontab Criteria page default has everything selected. Click Unselect
All, choose the time and days you want to run the job, then click OK to return to the Scheduler

page.

The information displayed in the Crontab Text field displays any settings you make on the
Scheduler page. For example, if you click Monthly and select two days, those two days are
displayed in the Crontab Text field.

Job Editor Selections on the Notification Settings Page

The Notification Settings page allows you to define what you want to do with the job results. It is
divided into two parts, Intermediate and Final, with the Success, Warning, Error, and Aborted results

for each part.

The Notification Settings page allows you to set how you want to be notified for each result. Actions
include sending an audit result or sending an e-mail when the result completes.
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Figure 15-9 Notification Settings Page

Tl BlanstonOé - Developer & A0 Job01 & *#aD Joboz X =0
Job Editor @
&1 AD Job02 Active Directory. Driver Set.Blanston Inc.,
Motfication Setiings
Intermediate status Action
2 Success Mo action
LOnarning Mo action
€3 Error Mo action
B sbort Mo action
Final status Action
€2 Success Mo action
LOWarning Mo action
€3 Error o action
B Abort Mo action
Generd | Job Farameters | Schedule |Motification

1 Ifyou select Send email for this event, Designer allows you to search in the Default Notification
Collection directory for an appropriate template to use in the Notification Template field. Click
the Model Browser icon to select an appropriate template.

2 Under Notification Recipients, select who you want to send the results to by typing the user’s or
group’s fully distinguished name. You can use the plus icon to create a mail profile or click the
Model Browser icon to choose a mail profile.
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@ Create Mail Recipient Profile

Recipient Profile

Enter email recipients, To and Reply are required fields,

Marre: | Metwork Administrator

Email Recipients

Ton | admiin,IOM |
Reply To: | SecurityIT.peoples |
| |
BCC: | |

O

] [ Cancel

The To and Reply fields are required for a profile.
3 When you have filled in the information, click OK.

4 If you want the results to go to Novell Audit, select Use Novell Audit for this event.

5 Use Step 1 through Step 4 for each of the options:
+ Intermediate Success
+ Intermediate Warning
¢ Intermediate Error
+ Intermediate Abort
¢ Final Success
+ Final Warning
¢ Final Error
+ Final Abort
If you do not select an option, no action is taken for the result.
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16.1

Deploying and Exporting

The Deploy feature in Designer places a project, a set of drivers, a single driver, channels, and
policies into a deployed Identity Manager system in an eDirectory tree. This can be a production tree
or a test tree.

Use the Export feature to make backups of all of your projects and the drivers you want to implement.
This way, if something happens to the driver in production, you have a backup.

Use the Deploy feature after you have thoroughly tested the policies that make up your drivers. To
test policies, use the Policy Simulator (right-click a policy to see the simulation results of the policy
that is being tested) or use the Project Checker to ensure that the project is valid. Then use Deploy to
test the policy in a test environment before you deploy the driver into production.

You can also use the Import feature to import an existing eDirectory driver, a channel, or a policy;
after it is imported, you can modify the object or objects, run the Policy Simulator to ensure that the
object is working correctly, then deploy the object back into a test tree for further analysis. For more
information about policies, see Understanding Policies for Identity Manager 4.0.2.

To help you decide on changes to make before deploying, you can use the Compare feature to see
differences between the objects you are deploying and those that already reside in an eDirectory tree.
See Section 16.7, “Using the Compare Feature When Deploying,” on page 435.

¢ Section 16.1, “Preparing to Deploy,” on page 427

¢ Section 16.2, “Deploying a Project to an Identity Vault,” on page 428

+ Section 16.3, “Deploying a Driver Set to an Identity Vault,” on page 429

+ Section 16.4, “Deploying a Driver to an Identity Vault,” on page 430

¢ Section 16.5, “Deploying a Channel to an Identity Vault,” on page 433

+ Section 16.6, “Deploying a Policy to an Identity Vault,” on page 434

+ Section 16.7, “Using the Compare Feature When Deploying,” on page 435

+ Section 16.8, “Troubleshooting Deployed Objects,” on page 444

+ Section 16.9, “Exporting a Project,” on page 444

+ Section 16.10, “Exporting to a File,” on page 448

Preparing to Deploy
Before deploying a project, run Project Checker and fix any errors that appear.

1 Click Window > Show View > Project Checker, then click the Run the Project Checker icon.

After you have corrected any problems to the project, make a backup copy of the project before
deploying.
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16.2

Before you deploy objects into an Identity Vault, you need to designate the Deployment DN
(distinguished name), or the place in the tree where you plan on deploying the Identity Manager
project or objects.

1 In Designer, select the Identity Vault that contains the object or objects you want to deploy, then
look in the Properties view below the Project/Outline view. (You can also open the Identity Vault's
or driver’s Properties window.)

Property Yalue
Mame IDMTREE
Host Address 192,168.14.199
Lser DM adrmin.blanston
Passwiord ok
Deploy Context  hlanston
Meta Directory true
Save Password  false

2 In the Properties view, fill in the Identity Vault's name, host address, user DN, password, and
Deployment DN information if it is not already present.

3 Click the Browse icon to find the Deploy Context distinguished name on an existing tree if the
other information is accurate and Designer can attach to the tree. You need this information to
deploy anything, even a policy.

You can also use the driver set’'s Deploy Context entry if you want to deploy a driver set to a different
context than the one designated in the Identity Vault's Properties view. The driver set's Deploy
Context entry overrules the Identity Vault's Deploy Context entry.

IMPORTANT: You must have enough rights to access the eDirectory tree that is associated with the
Identity Vault to which you want to deploy.

Deploying a Project to an Identity Vault

To deploy a project to an eDirectory tree that is running ldentity Manager, you use the same
procedure that you use for deploying a driver set, a driver, channels, or policies. The procedure is
described in Section 16.3, “Deploying a Driver Set to an Identity Vault,” on page 429.

To deploy an Identity Manager-based project or an object in a project, you must have access to the
eDirectory tree that is associated with the Identity Vault you are designing. You also need to know the
deployment DN (distinguished name) context, or the place in the tree where you plan to deploy the
Identity Manager driver set or driver objects.

428  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



16.3 Deploying a Driver Set to an ldentity Vault

Suppose that you finish a new driver set that you want to deploy into a test tree, or suppose that you
have imported a driver set, made modifications, and now you want to deploy the driver set back into
its working tree. Use the following procedure to deploy an Identity Manager Driver Set object (and all
contained ldentity Manager drivers) into an existing Identity Manager system in an eDirectory tree:

1 Right-click the Driver Set icon in the Modeler view, then click Live > Deploy.

You can also deploy the Driver Set from the Outline view by right-clicking the Driver Set object,
then selecting Live > Deploy.

The Identity Vault Credentials window displays if Designer can’t authenticate to the eDirectory
tree specified in the Identity Vault, or if you do not have the Deployment DN designated in the
Properties tab of the Identity Vault where you are deploying.

2 Use the Compare feature to see differences between the objects you are deploying and those
that already reside in an eDirectory tree.

See Section 16.7, “Using the Compare Feature When Deploying,” on page 435.
3 In the Deployment Summary window, click Deploy.
4 Click OK to close the Information window.
5 (Conditional.) If you see other informational messages, decide what action to take.

You might also see a message in the Deployment Results window stating that the deployment
was unsuccessful. Click the error messages in the Operation Results portion of the window to
see the error descriptions and possible reasons in the Details portion.

6 (Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.

@ Deploy - New Driver Settings (%)
Movell recommends that you do the fallowing for newly created drivers:

- Diefine Security Equivalences on them; and
- Identify all obiects that represent Administrative Roles and exclude them fram replication.

Define 'Security Equivalences'. ..

[ Exclude 'Administrative Roles',..

In both instances, Novell recommends that you select the Admin object, and any other objects
that qualify in your network environment.

7 Click OK.
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16.3.1 eDir-to-eDir Deployments and SSL/TLS

By default, always deploy both sides of an eDirectory-to-eDirectory connection when you have SSL
and TLS enabled. If SSL/TLS are enabled, Designer creates the certificates in the eDirectory tree
when you deploy the drivers. SSL and TLS are not enabled or configured by default.

To check your present SSL settings, click Window > Preferences, then click Novell > Identity
Manager > Configuration and click the eDir-to-eDir SSL/TLS tab. After configuration, the Deploy
feature uses the SSL preference settings under Certificate overwrite policy.

16.4 Deploying a Driver to an ldentity Vault

Suppose you finish a new driver object that you want to deploy into a test tree, or suppose you have
imported a driver object, made significant modifications, and now you want to deploy that driver
object back into its working tree. Use the following procedure to deploy an Identity Manager Driver
object (and all contained channels and policies) into a driver set:

1 Select an Identity Vault in the Modeler view.

2 Right-click a driver object connected to a Driver Set icon in the Identity Vault.

The driver object is represented by a circle icon.
3 Click Live > Deploy.
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You can also select the driver object from the Outline view. Click the Outline tab, right-click the
driver object you want to deploy, then click Live > Deploy.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.
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4 Review the information displayed in the Deployment Summary window to see the differences

between the objects you are deploying and those that already reside in an eDirectory tree. It is
the same as the Compare feature. For more information about how to use the Compare window,
see Section 16.7, “Using the Compare Feature When Deploying,” on page 435.

When you deploy or reconcile a driver, the Identity Manager version of the Identity Vault server is
updated to match the live system. Updating the Identity Manager version allows Designer to
correctly set the engine controls for the driver so that invalid engine controls are not deployed to
the Identity Vault.

@ Deployment Summary

Select an object or attribute: + = | Show differences vf |3£E

=1 Information
= E Driver Set

=-fy) Active Directory
=iy Publisher
=@ attributes

Compare Status: @ Unequal

CommandTransformationfule
(@ Cir¥ML-PlacementRule
(@ Cir¥ML-MatchingRule
(@ Dir¥ML-CreateRule
{0 Dir¥ML-EventTransformationRule

= f.: Subscriber
=g Attributes

(@ DCirsML-CommandTransformationRule
(@ DirsML-PlacementRule
(@ CirsML-MatchingRule
(@ Dir¥ML-CreateRule

#-fy) Delimited Text

[+-fw) eDir-to-

Text Compare A uh 4 R

Designer {Source) eDirectory (Destination)
<No Value>

UserMNameMap.Publisher. Active Directory.Driver
Comnand Transform.Publisher. Active Directory.
Command Transform 33.Publisher.lictive Directc
Password (Pub) -Default Password Policy.Publisk
Password (Pub) -Check Fassword GCV.Fubhlisher.Aic
Password(Pub) -Publish Distribution Password.F
Password (Puk) -Publish NDZ Password.Publisher.
Password(Pub) -Ldd Password Payload.Fublisher.

L I o B R

[Jpon't show this dislog box again

@ Deploy Cancel

Click Deploy to begin the process.
Click OK to close the Deployment Results window.
(Conditional.) If you see other informational messages, decide what action to take.

You might see a message in the Deployment Results window stating that the deployment was
unsuccessful. Click the error messages in the Operation Results portion of the window to see the
error descriptions and possible reasons in the Details portion.

(Conditional) If this is a new deployment, the Deploy - New Driver Settings window displays.
Define security equivalences on the driver set and identify all objects that represent
Administrative roles and exclude them from being replicated.
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@ Deploy - New Driver Settings (%]
Movell recommends that you do the following for newly created drivers:

- Define Security Equivalences on them; and

- Identify all objects that represent Administrative Roles and exclude them from replication.

Define 'Security Equivalences'. ..

[ Exclude 'adrministrative Roles',,,

In both instances, Novell recommends that you select the Admin object, and any other objects
that qualify in your network settings.

You can modify security equivalences and excluded roles after the driver is deployed. To do so,
right-click the driver object and select Live > Set Up Driver Security, or right-click the Application
object and select Driver > Set Up Driver Security.

16.5 Deploying a Channel to an ldentity Vault

A channel is a grouping of rules and policies, and Designer allows you to deploy a channel object into
a driver if necessary. The Subscriber and Publisher channels describe the direction in which the
information flows. The Subscriber channel takes the event from Identity Vault (eDirectory) and sends
that event to the managed system (application, database, CSV file, etc). The Publisher channel takes
the event from the application, database, CSV file, etc., and sends that event to the Identity Vault. The
Subscriber and Publisher channels act independently; actions in one are not affected by what
happens in the other.

Channel objects must be a part of a newly created driver, or they must be a part of an existing driver
that now needs to be modified. Driver objects are created through the Designer or iManager utilities.
Because channel objects are a part of a driver object, you deploy a channel object into an existing
driver object. If you simply deploy the channel object, Designer creates a skeleton driver as a
placeholder for the channel object.

To deploy an Identity Manager channel (a Subscriber channel or a Publisher channel) object and all
contained policies into a driver in an Identity Vault:

1 Inthe Outline tab, select the channel object under the driver object. The driver object is
represented by a circle icon; the Publisher icon shows a black dot on the icon :5 and the
Subscriber icon shows a white dot ¢:.

2 Right-click the channel object you want to deploy, then click Live > Deploy.
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An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information about how to use the Compare window, see
Section 16.7, “Using the Compare Feature When Deploying,” on page 435.

An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault to which you are deploying.

3 In the Deployment Summary window, click Deploy.
4 After the channel deploys, click OK to close the Deployment Results window.

16.6 Deploying a Policy to an Identity Vault

A policy is a collection of rules and arguments that allow you to configure an application so it can
send and receive events between itself and an Identity Vault (eDirectory). You use policies to
manipulate the data you receive from an Identity Vault or from the application. Each driver performs
different tasks and policies tell the driver how to manipulate the data to perform those tasks. For more
information about policies, see Understanding Policies for Identity Manager 4.0.2.

To deploy an Identity Manager Policy object (for example, a rule or a style sheet) into a driver or
channel (Subscriber or Publisher):
1 Click the Outline tab and select a policy under a driver object or a channel object.

Policies can be of the type DirXML Script, Schema Mapping, or XSLT style sheet, and each type
has its own icon.

2 Right-click a policy object, then select Live > Deploy.
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An error displays if Designer can’t authenticate to the eDirectory tree specified in the Identity
Vault, or if you do not have the Deployment DN designated in the Properties tab of the Identity
Vault you are deploying to.

The Deployment Summary window shows you the differences between the objects you are
deploying and those that already reside in an eDirectory tree. It is the same window format as
the Compare feature. For more information about how to use the Compare window, see
Section 16.7, “Using the Compare Feature When Deploying,” on page 435.

3 In the Deployment Summary window, click Deploy.
4 After the policy deploys, click OK to close the Deployment Results window.

Using the Compare Feature When Deploying

Designer's Compare feature allows you to see differences between driver sets, drivers, channels, and
policies that are stored in projects and those that are running in deployed systems. Previous versions
of Designer only provided conflict resolution when importing a driver. While importing, you could
select which policies of the driver you wanted to update, but you could not view any differences
between existing and new values.

Designer now provides conflict resolution on an object-by-object basis and allows you to view the
differences between existing and new values when importing and deploying driver sets, drivers,
channels and policies. For example, before deploying a driver object in Designer to a driver object
that already exists in the Identity Vault, you can run Compare. Compare shows whether the driver
objects are equal (no action is necessary) or unequal. If they are unequal, you can choose not to
reconcile the driver objects, choose to update the driver object in Designer, or choose to update the
driver object in eDirectory.

You can run the Compare feature at any time. If you choose to reconcile the differences between
drivers objects in Designer and eDirectory while in Compare, you won't need to separately run Import
or Deploy to make the changes.

¢ Section 16.7.1, “Using Compare when Deploying a Driver Object,” on page 436
+ Section 16.7.2, “Using Compare Before Deploying a Channel Object,” on page 440
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Section 16.7.3, “Using Compare Before Deploying a Policy,” on page 440
Section 16.7.4, “Matching Attributes with Designer Properties,” on page 440
Section 16.7.5, “Comparing Driver Set and Driver Attributes,” on page 440
Section 16.7.6, “Renaming and Deleting Deployed Objects,” on page 441

16.7.1 Using Compare when Deploying a Driver Object

Suppose you want to determine if you have deployed all of the changes you have made to a driver

object in Designer to the same driver in the Identity

Vault.

1 Right-click the driver object in either the Modeler view or in the Outline view. Select Live >
Compare to bring up the Designer/eDirectory Object Compare window.

@ DesignerfeDirectery Object Compare

=1 ¥y, IDNTY WErSet
- atribues
£ DirEML-DriverTracelevs|
#F DirxpL-JavaDebugPort
i DIAML-LogLImit
- DirML-SLTraceleval
@ DirxML-LogEvents
#F DifML-Confighalues { 1001 )

Tant Compare:

1 Designer

Selact an objact or atlrbute: # = | Show differences v

Irfice natice

Compare Status:
Reconcile Action:

[B] edirectory

1 renual

& Do not reconcie
CUpdate Designer
C Update eDirectary

Reconcilzd by parent

& @ 43

<?¥wl version="l.0" encoding="UTF-S'2:Joconfiguratic
“definitions,

/-| 4No Value:»

<fconfiguration—valus=:>

@

2 Inthe Select an object or attribute portion of the window, you see the listed objects and
attributes. Select the attributes and child objects to see the actual differences displayed in the

Text Compare portion of the window.
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The plus icon at the right side of the Select an object or attribute allows you to expand all
elements in the parent object, and the minus icon collapses all of the elements. The ? icon
displays the Summary/Compare dialog box help. Server-specific attributes, which are attributes
that have a value for each server that is associated with a driver set, are displayed in the
Attributes list with the server name in parentheses to the right of the attribute name.

By default, the Compare window only displays values that are different between eDirectory and
Designer. To view all of the object values, select Show all from the pull-down menu. Your choices
are Show differences, Show deletes, and Show all.

Check to see the status of the values that are shown.

Values that are equal are shown as Equal on the Compare Status line in the Information portion
of the Compare window.
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Infor mation

Compare Status: - Unequal 25
Reconcile Action: @ pg rot reconcile

' Update Designer

) Update eDirectory

|

The overlay image displayed in the Compare Status entry identifies objects or attributes that
need reconciliation. The following table describes what you see in the Compare Status line and
the overlays that you can see:

Compare Status Description

Equal The selected attribute’s value or all attributes of the selected object are the
same in eDirectory and Designer.

Unequal The value of the selected attribute, or one or more attributes of the
selected object, are different in eDirectory and Designer.

=

Not Deployed The selected object or the object containing the selected attribute is not
deployed to eDirectory.

B

Not Imported The selected object or object containing the selected attribute does not
exist in Designer.

(]

Renamed Designer tracks objects that are deployed, then renamed in the Designer
project. The Designer and eDirectory DNs are displayed in the value
fields.

Unknown The selected object or object containing the selected attribute cannot be
compared, such as a password.

=]

Deleted Designer also tracks objects that are deployed, then deleted from the
Designer project. To delete the object from eDirectory during deployment,

x select Delete the Identity Vault object.
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You can also see an Attribute Note if you select an attribute.

5 Under the Information portion of the Compare window, select how you want to reconcile the

differences between the Source and Destination.

If Compare Status shows Unequal, you have three choices:

+ To do nothing, keep the default value of Do Not Reconcile.

+ To update the driver in Designer so that it contains the same information as the driver in

eDirectory, select Update Designer.

+ To update the driver in eDirectory to reflect the changes you have just made to the driver in

Designer, select Update eDirectory.

The green check box in the bottom corner of the icons shows all of the child objects that are
being reconciled with the parent object. If you select the parent object to perform the update,

then all of the child objects under the parent reflect that choice and you see the Reconciled By
Parent icon selected. If you do not choose a parent object, you can reconcile each child object
individually. You can also see a small Designer icon and an eDirectory icon, showing how objects

are being reconciled.
6 Check to see the Text Compare values.

The Text Compare values displayed in the bottom portion of the Designer/eDirectory Object

Compare window vary, depending on the object being compared. For instance, Compare shows
changes to policies or XML data. The Text Compare dialog box uses the Eclipse Compare editor
to compare attributes that contain XML data, such as policy data, driver filters, or configuration

data. The differences in the code are highlighted in blue.

Text Compare

. Designer (Destination)
<7xml version="1.0" encoding="UTF-&"?><polic
<description>Convert selected attributes

<rules
<descriptionraccountExpires: Convert
<oonditions:-
<and/>
</conditionas
<actions:>
<do-relformat-op—acte name="accou
<arg-value type="octec":
<token-xpach expression=
<farg-valus>
</do=reformat=-op=attr>
¢ >

</condi
<actiona>
<do-reformat-op-attr hame="3
<arg-values>
<token-replace-all ¢
<token-local-var
</coken-replace-all>

Cg=value:s

eformat-op=-actc

7 After you view the differences, click Reconcile to perform the reconciliation actions for each
object in the tree, or click Close to close the Designer/eDirectory Object Compare window.
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16.7.2

16.7.3

16.7.4

16.7.5

Using Compare Before Deploying a Channel Object

Suppose you want to deploy a channel object from the Identity Vault and the same channel already
exists in Designer. You can compare the two channels to see similarities and differences.

1 Right-click the channel object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in Section 16.7.1, “Using Compare when
Deploying a Driver Object,” on page 436.

Using Compare Before Deploying a Policy

Suppose you want to deploy a policy object from the Identity Vault and the same policy already exists
in Designer. You can compare the two policies to see similarities and differences

1 Right-click the policy object in the Outline view.

2 Select Live > Compare to bring up the Designer/eDirectory Object Compare window.

All Compare windows behave the same as described in Section 16.7.1, “Using Compare when
Deploying a Driver Object,” on page 436.

Matching Attributes with Designer Properties

The attributes of the object are displayed in the single select attribute list. Selecting an attribute
displays its value below the attribute list with the Designer value on the left and the eDirectory value
on the right. The name displayed in the list is the eDirectory attribute name.

Three tables map the eDirectory attribute to the Designer property page or control, where you can
change or set the attribute (you can't make changes inside the Compare window). Table 12-1 on
page 340 shows driver set eDirectory attributes, Table 12-2 on page 341 shows driver eDirectory
attributes, and Table 12-3 on page 342 shows channel eDirectory attributes.

Comparing Driver Set and Driver Attributes

Use the Compare feature to compare the attributes of a driver set or a driver without comparing all of
the child objects.

1 Right-click the driver set or driver, then select Live > Driver Set Configuration > Compare
Attributes.
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By default, the Compare windows shows only those attributes that are unequal, but you can

select to show deletes, or show all attributes.

Renaming and Deleting Deployed Objects

Cuega @, Import Attributes..,

Designer now tracks objects that are deployed, then renamed in the Designer project. The Designer

and eDirectory DNs are displayed in the value fields. The renamed objects are displayed in the

Deployment Summary window and the Compare Status entry displays Renamed.
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Figure 16-1 Renamed Drivers and Driver Sets

@ DesignerleDirectory Object Compare

Select an object or attribute: =1 | show differences v

%4 IDM Driver Set Inifor ration

Compare Status: FRenamed

Reconcile Action: (%) 0o not reconcile
() Update Designer
(0 Update eDireckary

‘ eDirectory

DM Driver Set.Morth. MNovell DriverSet.Morth.Movell

' Designer

@ Clase

During the deploy operation, the renamed Designer object is renamed in eDirectory. When
performing a compare operation, you can reconcile the object by updating either the Designer or
eDirectory object name. Only objects that are renamed in Designer are tracked. If an object is
renamed in eDirectory, Designer might not locate the associated eDirectory object when building the
compare summary.

Designer also tracks objects that are deployed, then deleted from the Designer project. When you
deploy the parent of the object that is deleted, you are given the option to delete the object from the
Identity Vault. To delete the object from eDirectory during deployment, select Delete the Identity Vault
object. You can select Show deletes from the drop-down menu.

Designer removes the object from the deleted object list if the parent is deployed and the object is not
marked for deletion. In the following graphic, a driver was deleted from the driver set.
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Figure 16-2 Deleting an Object in the Identity Vault

InfFormation
Compare Status: * Deleted

Object Mote: The selected object was deployed and then deleted From
the Designer project, To delete the object from the
Identiky Yaulk during the deplovment, select "Delete the

Identity Yault object”,

Deleke the Identity Yaulk object

You can use the Compare feature to delete a deleted object from eDirectory or you can re-import the
object into Designer.

Figure 16-3 Reconciling a Deleted Object

Information
Compare Status: * Deleted

Reconcile Action: (%) 0o not reconcile
(") Update Designer
{ ) Update eDirectory

Object Mote: The selected object was deployed and then deleted from
the Designer project, To delete the object From the

Identity vaulk during the reconcile, click Update
eDirectory,
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For example, to delete the object from eDirectory, select Update eDirectory from the Reconcile
Action selection. To re-import the object into Designer, select Update Designer. Only objects that are
deleted in Designer are tracked. If an object is deleted in eDirectory, Designer shows the object as
not deployed and creates a new object when you run Deploy or Compare.

16.8 Troubleshooting Deployed Objects

For information on troubleshooting deployed objects, see Section 22.5, “Deploying Identity Manager
Objects,” on page 601.

16.9 Exporting a Project

Designer’s export feature allows you to export Projects and Driver Configuration files to a local,
removable, or network directory.
1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or to
an iManager configuration file.

2 Select Designer for Identity Manager > Export Designer Project, then click Next.
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3 In the Export File System window, select the projects you want to export.
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WOLIF project.
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(= Generated =

= V] &= Toobaox
=-|v| = DocumentGenarator

= Styles v
Select al | |Deselect Al | |E:x:par‘|d Al | |Col|apse Al | [ ] show hidden files
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() To archive file:

Archive file options

@ Firish | | Cancel

4 Click Select All to select all projects in the designer workspace directory (for Windows, the

default location is C:\Documents and Settings\user's login name\designer workspace).
or

Click Deselect All to clear the selections. You can then select the projects you want to export.
Use the Expand All or Collapse All icons to expand or collapse the objects under each project.
You can also select Show hidden files to display any files that have a period (.) at the beginning
of the filename.

IMPORTANT: You must select all items relating to a project for an export of the project to work.

You can also browse to the directory location where you want to select the resources.

5 After you designate the directory to which to export the projects, click Finish.

You can also export projects to an archive file:

1 Click File > Export.

You use the Export window to export an existing Identity Manager Project to an archive file or to
an iManager configuration file.
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2 Select Designer for Identity Manager > Export Designer Project, then click Next.
3 Select the To archive file option in the Export window.

. Export Project

-

Export Project

E—
i

Choose your project and the files that you would lke to export with ™Y wl‘rf
wOLIF project.,

=-[v]1= Blanstono1
= [v] = Documents
(= Generated =
= [v] = Toolbaox
= = DocumentGenerator

= Styles v
Select Al | |De5elect Al | | Expand Al | | Collapse Al | [ ] show hidden files
() To directory:

(®) To archive fle; | C\Documents and Settings\Movel Useripy Do » | [Browse

Archive fle options
(@) Save in zip format
() Save in tar format Compress the contents of the file

@ Finish | | Cancel

4 Select the projects you want to archive.

5 Designate where you want the archive file saved. You can browse to an already existing file, or
type an archive filename.

6 Select the archive format (zip or tar).
7 Select whether you want to compress the contents of the file, then click Finish.

With the Project Export Wizard, you don’t need to select the model files that are necessary for
the project to work, because these files are exported automatically. You can choose to not export
any extra files that are included in a project by deselecting them under the project in the Export
Project window.
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16.10 Exporting to a File

You can use the export feature to export everything you create in Designer, from projects containing
all Identity Vaults and their driver sets down to a single policy. If you export a driver configuration file
that contains only a policy, Designer creates the parent containment objects, such as a channel, a
driver, or a driver set, as part of the exported policy object. These parent containment objects do not
contain attributes; they are only the framework of the channel, driver, or driver set.

The exported .xm1 files are compatible with those used by the iManager driver configuration file plug-
ins for Identity Manager 2.0.2 and above. This allows you to export configuration files from Designer
and import those files through iManager or through Designer’s import feature.

You can export a driver configuration to a file from a number of places, including:

+ Section 16.10.1, “Using the Export Context Menu,” on page 448
+ Section 16.10.2, “Exporting Configuration Files from the Modeler View,” on page 449
+ Section 16.10.3, “Exporting Configuration Files from the Outline View,” on page 450

16.10.1 Using the Export Context Menu

To export a driver set and all of the associated objects such as drivers, channels, and policies:

1 Right-click the driver set in the Outline View.

2 Select Export to Configuration File.
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Designer uses the name of the driver sets for the .xm1 file.

3 For future reference, name each driver set to denote that it is a driver set and denote the Identity
Vault it comes from. You can also add a date to the name.

4 Click Save.
5 To close the Export Configuration Results window, click OK.

16.10.2 Exporting Configuration Files from the Modeler View

1 Double-click the System Model icon under a project name in the Project view to open the project
model in the Modeler view.

2 Right-click the Driver Set object inside an Identity Vault icon, then select Export to Configuration
File.

3 In the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date to the filename if you save a lot of driver iterations.
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By default, Designer uses the name of the driver or driver set corresponding to the object
selected. If you right-click an Identity Vault or Driver Set object, you see the Driver Set name in
the File Name entry. If you have more than one Driver Set object in the Identity Vault, you see the
Export Driver Configuration window with the name of that driver set in the File Name entry for
each Driver Set object.

4 Select the directory where you want to store the file, then click Save.

16.10.3 Exporting Configuration Files from the Outline View

You can use the Outline View to save driver sets, drivers, channels, and policy configuration files to

local, removable, or network directories. The following procedure documents steps for exporting
channels and policies.

1 Double-click the System Model icon under a project name in the Project view. This brings up the
project in the Modeler view.

2 Click the Outline tab.

3 Right-click a channel object under a driver object, then select Export to Configuration File.

= Project | o= Qutiine &2 — O ke RK12 - Develo
EHER = & | Modeler |
=&, driversetl A

fifl Library
&g Active Directory
"

|
|
T Exc Live 4
T Gro
3 —— Properties

4 From the Export Driver Configuration window, select a filename and location to use in future
references. You can also add a date if you are backing up multiple iterations of the file.
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By default, Designer uses the name of the driver or object corresponding to the object selected.

You might also need to designate that it is the Publisher channel of an Active Directory driver,

along with the date when you saved the file.

5 Click Save.

6 In the Export Configuration Results window, click OK.

To export one or more policies from a driver or channel:

1 From the Outline view, right-click a Policy object and select Export to Configuration File.
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You can also use the Ctrl key to select more than one policy, then right-click them as a group and
select Export Policy to Configuration File.

2 From the Export Driver Configuration window, select a filename and location to use for future
reference. You can also add a date if you are backing up multiple iterations of the file. If you are
exporting policy files from multiple drivers, include driver and channel information in the
filename.

3 Click save for each policy selected.

Each policy is saved to its own .xm1 file. By default, Designer uses the name of the policy or rule
selected.

4 In the Export Configuration Results window, click OK.
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17.1

17.1.1

The Novell XML Editor

This section provides an overview of the features of the Novell XML editor.

¢ Section 17.1, “About the Novell XML Editor,” on page 453
+ Section 17.2, “Using the Source Editor,” on page 457
¢ Section 17.3, “Using the Tree Editor,” on page 460

*

Section 17.4, “Attaching a Schema or DTD,” on page 461
Section 17.5, “Setting XML Editor Preferences,” on page 463

*

About the Novell XML Editor

The Novell XML editor lets you create, edit, and validate XML files.You can edit XML files in either the
Source or Tree editor. You can customize the certain behaviors, such as code completion, on the
Preferences tab.

The Novell XML editor is built on the Web Standard Tools (WST) project architecture.

Creating XML Files

You use the New XML File Wizard to create new XML files. The wizard can create an empty XML file
or a generated XML file based on an XML schema or DTD. Generated files contain skeleton XML
data that is based on a given root element and an XML schema or DTD.

To launch the New XML File Wizard:

1 Click File > New > Other.
2 Select Show All Wizards.
3 Expand the XML Folder, select XML, then click Next.
4 (Optional) If Designer asks you to enable a particular activity, click OK.
5 Fill in the fields as follows:
Field Description
Enter or select parent folder Specify where the wizard should create the new
file.
File name Specify the name of the new file.
Advanced >> Click this button if you want to specify that the
new XML file should link to another file in the file
system.

6 Specify the name and location for the new file and click Next.
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* New XML File x

*ML File
Create a new XML file.

Enter or select the parent folder:

[ Test1

P [= Designer
b= Model

File name: r'-JewFiIe_:::rnI

Advanced ==

@ < Back H Mext = H Einish H Cancel

7 Choose one of the source options on which you want to base the new XML file.

Option

Description

Create XML file from a DTD file

Create XML File from an XML schema file

Create XML File from an XML template

Generates an XML document containing a root
element and a skeleton based on a DTD that you
either import or choose from an existing catalog
entry.

Generates a skeleton XML document containing
a root element and skeleton based on a schema
that you either import or choose from an existing
catalog entry.

Creates an XML document containing the XML
declaration with the version and encoding
attributes set to 1.0 and UTF-8 by default.
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8 Click Next.

9 (Conditional) If you selected Create XML File from a DTD file or Create XML File from an XML

schema file, complete the following steps:
9a Fill in the fields as follows:

Field

Description

Select file from Workspace

Select XML Catalog entry

If you choose this option, you must select from a
list of DTDs or schemas in your workspace. You
can also choose to import a new schema into
your project if the schema is not available.

Choose one of the XML Catalog entries from the
list. You can edit this list in Preferences > Web
and XML > XML Catalogs.

k.3 New XML File X

Select DTD File
Select the DTD file to create the XML file.

() Select file from Workspace
@ Select XML Catalog entry
XML Catalog

Key

[0 nds_2

[0 policy-builder-dtd

LR
frootfdesigner/plugins/com. novell.idm. sc

frootfdesigner/plugins/com. novell.idm. po

| cancal |
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9b Click Next. You are prompted to specify the root element.

k.3 New XML File X
Select Root Element F‘l
Select the root element of the XML file. <
U]

Foot element:

| nds v |

Content options

[] Create optional attributes
[| Create optional elements
Create first choice of required choice

Fill elements and attributes with data

Document type information

Bublic ID:  |nds_2 |

System ID: |nds_2.dtd |

3
o

&

Einish | | Cancel

9c Fill in the fields as follows:

Root element: Choose or type the new document’s root element.

Create optional attributes: Select this option if you want the wizard to generate optional
attributes.

Create optional elements: Select this option if you want the wizard to generate optional
elements.

Create first choice of required choice: Select this option if you want the skeleton XML to
always contain the first choice in a required choice. If this is not selected, no elements are
inserted for the choice.

Fill elements and attributes with data: Select this option if you want the wizard to
generate dummy data in the file for elements and attributes.

The generated XML inserts the node name as the data of the elements
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17.1.2

17.1.3

17.1.4

17.2

Public ID: Specify the file’s Public ID
System ID: Specify the file's System ID.

10 (Conditional) If you selected Create XML File from an XML template, select the template you
want to use or clear Use XML Template to create an empty XML file.

11 Click Finish.

Validating Files

You can validate your XML files by using the right-mouse menu in the Source editor. If any validation
errors or warnings occur, they are displayed in the Problems view.

Outline View

The XML editor provides an Outline view containing a tree that displays the structure of the XML
document including its nodes, elements, attributes, text nodes, comments, and so on from the
document.

The Outline tree is closely connected to the Source editor and the Tree editor. When you edit a
document in either the Source or Tree editor, the Outline tree updates automatically. If the editing
results in a document that isn't well-formed, the structure displayed in the tree might seem odd. But
the structure corresponds as closely as possible to the well-formed parts of the document.

Editing or generally moving the cursor in the Source editor or changing the selection in the Tree editor
expands and selects the corresponding node (if possible) in the Outline tree. This makes it possible to
easily locate the current place in the document.

In a similar fashion, selecting a node in the Outline tree moves the cursor in the Source editor to the
textual position of the node (if the Source editor is active) or changes the selection in the Tree editor
(if the Tree editor is active). The Outline view provides structural editing capabilities such as inserting
and removing nodes.

XPath Navigator

The XPath Navigator view supports syntax highlighting and context-sensitive editing of XPath
expressions. It automatically attaches to the currently selected XML editor and uses its Document
node as the evaluation context. The namespace context shows all namespaces in scope on its
document element.

The view consists of two parts—an editor pane and a results table. When the user types an
expression in the editor pane and pauses for 0.5 seconds, the result is shown in the table. If the result
is a node list, each row in the table displays an icon for the node type, a short description of the node,
and the location of the node in the text (line numbers). Selecting a row in the table selects the text of
the corresponding node in the XML editor. However, this is only supported in the Source editor.

Typing Ctrl-Space, '/', '[' or (' triggers code-completion—the expression is evaluated up until the
cursor location, and insertable elements are shown in a drop-down box.

Using the Source Editor

The Source editor supports the following features:

+ Syntax highlighting.
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+ Context-sensitive code completion based on the DTD and the XML schema.

The code completion is based on the existing content of the XML document if no DTD or XML
schema is associated with the XML document. When code completion is activated and the XML
document contains <root><a><b/></a><a></a></root>, then you type the second <a>, the
editor suggests that you add b as a child of the a element.

+ As-you-type validation. If the XML is invalid (for example, the > is removed from a tag), the editor
indicates the error.

+ General text editing operations such as undo, redo, cut, copy, paste, select all.

Figure 17-1 XML Source Editor

i Diesign_test - Developer M SchemaMapping 5 =

2 D R &G
Schemalapping, Active Directory Driver Set, FABIO17TREE
<7dml version="1.0" sncoding=" = T T = = -
<ALLL-nams>
< nda-name=CH-</ nds- name >
Lapp-name>cn</ app-name >
</ AL CY—-nArme>
<catir-nams>
<nds-name>Desceription</ nds-name:>
capp=name>description</app-names:-
</ attr—name>
CARLLE =S
<nds-name>DirHL-Entit lementRef</ nds-nage >
<app-name>DirX¥fL-EnticiementRef</app-name>
< /At tr=name
<ALTLC-Dame>
snds-name>DirXML-EntitlementResult</ nds-nams>
<app-name>DiriML-EnticlementResult</app-nams>
o f AL LT =) ae
Lattr-nams>
cnds-name>DirXAL-SPEncitlements</ nds- nagme >
<app-hname>DiriHL-SPEntitlements</app-names>
</ ALTE—NAME 2
Sl i i T T e >
4 >

¥Path: fprocessing-instruction(mi’)
Mapping Edbor XML Source | XML Tres

The XML Source editor provides the following toolbar options:
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Table 17-1 XML Editor Toolbar

Icon Description

+
two ways;

Expands all folding (if code folding is enabled). You can enable or disable code folding in

+ Selecting Windows > Preferences > General > Editors. Select Structured Editors.
Select Enable Code Folding.

+ In the Source editor, right-click in the left ruler to access the Folding submenu.

Collapses all folding (if code folding is enabled)

lil Attaches a schema. For more information about using this feature, see Section 17.4,
“Attaching a Schema or DTD,” on page 461.

@ Shows help

The Source editor right-click menu contains these options:

Table 17-2 XML Source Editor Right-Click Menu Options

Menu Choice

Description

Revert File

Cut, Copy, Paste, Undo,
Save

Format

Clear Validation Errors
Validate

Preferences

Removes any changes to the XML file.

Performs the common editor function.

Document: Formats the entire document as specified in the preferences.
Active elements: Formats only selected elements.

Clears reported validation errors from the Problems view.

Validates the XML document and shows errors in the Problems view.

This is the same as setting preferences by using the Windows >
Preferences option. For more information, see Section 17.5, “Setting XML
Editor Preferences,” on page 463.

To save XML updates, do one of the following:

* Click save 5] in the Designer toolbar.

+ Right-click in the XML editor, then select Save.

+ Press Ctrl+S.

When saving, the XML editor automatically checks the XML to make sure it conforms to the

appropriate DTD (Filter DTD, DirXML Script DTD, etc.) It saves non-conforming XML only if you

explicitly instruct it to do so. For information about Identity Manager DTDs, see the Identity Manager

4.0.2 DTD Reference.
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17.3

@ Policy XML Validation

ME SchemaMapping.Active Directory.Driver Set.FABIOD17TREE

DTD swnkax errors Found in the object ¥ML. Proceed to save object?

Errars:

Element type "ndsname” must be declared.
The content of element type "attr-name" must match "{nds-name, app-name)",
Element type "ndsname” must be declared.
The content of element bype "atkr-name” must match “(nds-name, app-name)".

Yalidate XML on save

QK | | Cancel

NOTE: You can disable notification of DTD errors in Designer Preferences. To do so, select Window
> Preferences, then select Novell > Identity Manager > Configuration in the left navigation. Deselect
Prompt for errors when validating XML against DTD for all Policy Editors.

Using the Tree Editor

The Tree editor supports these features:

Direct Editing: You can directly edit the text fields, including element names, attribute names and
values, namespace names and values, text, and comments.

Insertion: You can insert new nodes by using the Tree editor’s right-click menu, which allows you to
insert nodes as children before or after the selected node. If the node is an element, you can insert
attributes. The submenus for Add Child, Add After, Add Before contain the node that can be legally
added. If no schema or DTD is associated with the document, the submenus contain New Attribute or
New Element.

Deletion: To delete a node, select it and either press the Delete key or right-click, then click Remove.
Drag-and-drop: You can use this functionality inside the tree and between trees.
General Editing: You can perform operations such as undo, redo, cut, copy, and paste.

The Tree editor displays the XML nodes, with the value of each node displayed in a table cell next to
the tree node.
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17.4

Figure 17-2 XML Tree Editor
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The Tree editor provides the following toolbar options:

Table 17-3 Tree Editor Toolbar

Icon Description
Expands all nodes.
p
Collapses all nodes.
= p

H
@

Attaches a schema. For more information about using this feature, see Section 17.4,
“Attaching a Schema or DTD,” on page 461.

Launches help.

Attaching a Schema or DTD

Both the Source editor and Tree editor allow you to attach an XML schema or DTD from the toolbar.

1 In the XML Source or XML Tree editor, click Attach [s..
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This opens the Attache Schema or DTD dialog box.

2 Specify the data source (XML Catalog Entry, XML Schema, or DTD) by clicking the appropriate
radio button.

3 Provide the necessary information for the selected data source, then click OK.
XML Catalog Entry: Choose the appropriate entry from the XML Catalog Entry drop-down list.

Attach Schema or DTD

@kkach the schema or DTD by either choosing an entry From the ML cakalog
ar by poinking ko an ®ML schema or DTD 0 the File syskem,

(30 %ML Catalog Entry (%ML Schema () DTD

uML Catalog Enkry: | W
nds_2
policy-builder-dtd
dirxmlentitlements
-IWAPFORUMDTD WL 1.1//EN b

XML Schema: Specify the namespace URI and the schema file.
Attach Schema or DTD

Select an entry From the XML catalog.

() ¥ML Catalog Entry (30 %ML Schema () DTD

Marmespace LIRI:

File: ..]
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DTD: Specify the Public and System IDs and the DTD file.

Attach Schema or DTD
Specify DTD identifiers and the DTD File.

() #ML Catalog Entry () %ML Schema (%) DTD

Public IC:

Swstermn ID:

File: E]

175 Setting XML Editor Preferences

You can customize some Novell XML editor behaviors by setting preferences. You access the
preferences page through Windows > Preferences > XML. You can learn more about these
preferences in Section 21.7, “XML,” on page 589.
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18.1

18.1.1

Tools

Designer provides a variety of additional tools to help you manage Identity Manager projects. This
section describes the tasks available through these tools and services:

+ Section 18.1, “Converting Earlier Projects,” on page 465

+ Section 18.2, “Migrating Driver Configuration Data to a New Server,” on page 470

+ Section 18.3, “Opening a Web Browser,” on page 476

¢ Section 18.4, “Launching iManager,” on page 476

+ Section 18.5, “Checking Your Projects,” on page 477

+ Section 18.6, “Managing Directory Objects,” on page 483

+ Section 18.7, “Configuring TLS for eDir-to-eDir Drivers,” on page 487

¢ Section 18.8, “Using DS Trace,” on page 491

+ Section 18.9, “Working with Generic Resources,” on page 496

¢ Section 18.10, “Updating Designer,” on page 498
For information on managing workspaces, perspectives, and views, see “Workspaces, Perspectives,

and Views” in Understanding Designer for Identity Manager. For information on editors, builders, and
wizards, see “Editors, Builders, and Wizards” in Understanding Designer for Identity Manager.

Converting Earlier Projects

Previous Designer workspaces are not compatible with Designer 3.5 and later. Designer stores
projects and configuration information in a workspace. These workspaces are not compatible from
one version of Designer to another. You need to point Designer 3.5 to a new workspace, and not to a
workspace used by a previous version of Designer.

+ Section 18.1.1, “Converting Projects from Designer 3.5 to Designer 4.0.2,” on page 465

¢ Section 18.1.2, “Converting Projects with the Project Converter Wizard,” on page 466

¢ Section 18.1.3, “Running Later Projects on Earlier Designer Versions,” on page 470

Converting Projects from Designer 3.5 to Designer 4.0.2

Designer 4.0.2 supports conversion of Designer 3.5 and 4.0 projects to Designer 4.0.2. You can
import the Designer 3.5 projects into Designer 4.0.2 from the file system or from the version control
system. The conversion from Designer 3.5 to Designer 4.0.2 supports the objects that are newly
added to Designer 4.0.2.
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18.1.2 Converting Projects with the Project Converter Wizard

To convert an earlier project:

1 To convert projects that were not open in an editor when Designer was closed, open the project
by doing one of the following:

+ Double-click the project in the Project view.
+ Right-click the project in the Project view, then select Open.

Although you can open a project in the Navigator view by clicking the project’s . proj file, Novell
recommends that you use the Project view instead. Otherwise, the Navigator view takes you into
the raw file system.

2 In the Project view, expand the project, then double-click Project needs conversion.
[ o o= CLUtine +
= [DMPackages
= Project 01
& Prodject needs cormversion
= Projectnl_3.5.bak1

= RK12
& Project needs corrversion

-+

+

3 Designer opens the project in the Project Converter Wizard. Review the steps, then click Next.
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a Project Converter

Converting project "Project 01"

This project needs to be corverted to 4.0,

If wou proceed, the wizard wil do the folowing:
® Back up your project
® Convert to the new format

® | og the changes to a file

® Open your new project

4 Name the project, then click Next.

The Project Converter backs up your project before converting. You can accept or change the
default name.
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a Project Converter

Back Up Project
Before wou convert the project, it wil be backed up to the project

name ywoL specify below,

Backup Mame: | FrojectDl_3.5.bakl | Reset

' You should hold on to this backup for a while just to be
safe, especially if you are using this project with nightly
builds or release candidates.

5 (Optional) If you edited the name but want to return to the default, click Reset.
6 Convert the project by clicking Convert.

a Project Converter

Pre-Conversion Summary

Review the folowing before converting your project: 1

Your project wil be backed up to: Project01_3.5.bak1l

Benefits of this corvversion:
Support newly added objects in 4.0

< Back Corvert || Cancel
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The converter changes, adds, and removes references, attributes, and elements. It might also
create new files or delete old ones. It converts the project file to the new, correct file format. A
progress bar displays during the backup and conversion. Converting very large projects might
take a few seconds.

7 View the conversion log by clicking View Log.

@ Project Converter

Results Summary

Conversion Done: Mo files changed. 1

+ Backed Up to: ProjectDl_3.5.bakl
+ This backup can be opened with Designer 3.5.
+ Clder versions of Designer are on the Download Site's Archive page.

v Corversion.og was created in the root of the project,

Open Close

The conversion.log file is in the project folder in the Wworkspace directory (for example,
c:\documents and settings\skopaildigitalairlines\conversion.log).

8 Open the project.

Regardless of the internal format (for example, Designer 1.2 or Designer 3.5 or Designer 4.0.2),
Designer always deploys to the proper format of the target Identity Manager environment.

The converter ensures only forward compatibility. It is not backward compatible. A project that is
converted to a newer release of Designer cannot be converted to an older release. In order to
return to an earlier format, use the backup file of your project.
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18.1.3

18.2

18.2.1

Running Later Projects on Earlier Designer Versions

Designer 2.0 or later (including Designer 3.5) does not let you load a project created in later Designer
versions if the file format has changed between versions.

For example, Designer 2.0 and Designer 3.0 use different formats. If you create a project in 3.5, you
cannot open that project in 2.0. Instead, a message informs you that you can’t open the project
because it requires the later version of Designer.

Even if the version formats are the same, it isn’'t a good practice to run later projects on earlier
versions of Designer. Later versions of Designer have additional bug fixes and features that might
make more use of the existing format. Therefore, going back to an earlier Designer version could
result in an inferior experience.

Migrating Driver Configuration Data to a New
Server

If you have added a new server (right-click the Identity Vault and select New > Server), you might
need to migrate the server data from an existing driver set to the new server. You can do this in one of
three ways:

+ Section 18.2.1, “Using the Server Migration Wizard to Migrate the Driver Set,” on page 470

+ Section 18.2.2, “Migrating a Driver Set to a Server in a Different Tree,” on page 473

+ Section 18.2.3, “Migrating Server Data for Each Driver,” on page 474
After the server data is migrated, you must redeploy the driver set to the new server in order for the

server to become active. For more information, see Section 16.2, “Deploying a Project to an Identity
Vault,” on page 428.

Using the Server Migration Wizard to Migrate the Driver Set

Use the Server Migration Wizard to migrate server-specific data in an existing driver set to a new
server. The Server Migration Wizard copies the following server-specific information for the driver set
and associated drivers:

+ Global configuration values (GCVs)

+ Engine control values (ECVSs)

+ Named passwords

+ Driver authentication information

+ Driver startup option

+ Driver parameters

1 From the Outline view, right-click the server with the associated driver set you want to migrate,
then select Migrate.
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The Server Migration overview page explains that you are migrating a driver set from its source
server to a target server along with its server-specific data.

2 Click Next.

3 On the Select Target Server page, select the server targeted for driver set migration and select
Next.

The Target Server list shows only servers that are not presently associated with any driver set
and have an ldentity Manager version that is equal to or newer than the source server.

4 In the Driver Startup Option Settings page, select the server that you want to be active.
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@Server Migration ‘_ |R‘
Driver Startup Option Settings
Select the server that wou want to be active,

(& Make the target server active

Copies settings from the source server to the target server
and disables drivers on the source server,

(O Keep the source server active
Does not copy settings and disables al drivers on the target server,

(O Make both target and source servers active

Copies setfings from the source server fo the target server
without disabling drivers (not recommendad),

Migrate H Cancel

The default selection is Make the target server active. This option copies the current driver
startup settings from the source server to the target server and disables all of the drivers on the
source server.

The Keep the source server active option copies the current driver startup settings from the
source server to the target server and then disables the drivers on the target server.

The Make both target and source servers active option copies the current driver startup settings
from the source server to the target server and does not disable any drivers on either server.
This option is not recommended, because having all service queues active on both servers
causes the servers to run the same tasks, which can produce unpredictable behavior.

Settings in the Driver Startup Option Settings page only affect the DirXML-DriverStartOption
attribute on drivers and not the migration of other server data. You can also set the driver startup
options on the driver’s Properties > Driver Configuration > Startup Options tab. Driver startup
options are Auto Start, Manual, and Disabled.

5 Select Migrate.

The wizard copies the server-specific information for the driver set and associated drivers to the
target server while displaying a progress bar. When the migration finishes, you see The server
has been successfully migrated!

6 Click Close to close the Server Migration Wizard.

7 After the wizard closes, right-click the driver set object in the Outline view and select Live >
Deploy.
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8 If necessary, fill in any needed information in the Identity Vault Credentials window to
authenticate to the Identity Vault, then click OK.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the Identity Vault.

9 Click Deploy.

10 If you see errors on the Deployment Results page, click the error to see a summary of the cause
and possible solutions. Click OK to close.

18.2.2 Migrating a Driver Set to a Server in a Different Tree

For this procedure, assume that you have created a new tree and server, but you want to use an
existing driver set.

1 Right-click the Identity Vault in the Modeler or Outline view and select Properties.

2 In the Configuration section, edit the Host, Username, and Password entries to connect to the
new tree, then click OK.

-@ Properties for IDM_TREE

Configuration
Configuration
Administrator YaLlt name: | 10M_TREE |
Manager Host: 110.15.10.1 v
Server List
Lsername: | admin.novel w |
{Examnple:  Admin,Novel)
Password: | sses |
[save password
Refresh Connecﬁon]
Deploy Context: v ‘ o
G This DM wil be the default deployment container for all driver
sets of this Identity Vault, Ensure that your deploy context is
in Qualified-Cot notation {ou=I0M.o=company), JOtherwise,
Lser provisioning will not work, properly,
[Restore Defaults l l Apply ]
@ I QK ] ’ Cancel ]

3 Right-click the driver set in the Modeler or Outline view and select Properties.

4 In the General section, edit the Deploy Context to reflect the container where you want to store
the driver set. Type the name of the correct container or use the Browse icon to find the new
container, then click OK.
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18.2.3

@- Properties for DSO1

|type filtter text General
Gereral Name: | D501 SN A
GCYs =
Java
Log Level [ create a new partition on this driver set
Named E’asswords @ Movell recommends that you create a partition for
server List Driver Set objects, See the documentation for details,
Trace
Deploy Context: ‘ O=novel v ‘ 3,
@ Ensure that your deploy context is in Qualfied-Cot
notation {oU=10M.o=company). Stherwise, user
provisioning wil not wark properly.
Apply | iv
@ ok || cacel |

Right-click the server object in the Outline view and select Properties.

Under the General > Properties section, edit the Name and Context entries to match the server
in the new tree, then click OK.

Redeploy the driver set to the new server by right-clicking the driver set object in the Modeler or
Outline view and selecting Live > Deploy.

You see the Operation In Progress window, followed by the Deployment Summary page, which
shows what is being deployed to the new Identity Vault.

8 Click Deploy.
9 If you see errors on the Deployment Results page, click the error to see a summary of the cause

and possible solutions. Otherwise, click OK to close.
All server-specific data for the driver set is copied to the new server on the new tree.

Migrating Server Data for Each Driver

Although using the Server Migration Wizard is the preferred method, you can also migrate server
data for a single driver in the driver set. You can either perform this action for each driver in the driver
set, or use the Server Migration Wizard as described in Section 18.2.1, “Using the Server Migration
Wizard to Migrate the Driver Set,” on page 470.

1 Right-click a driver in the Outline view and select Copy > Server-Specific Settings.
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0 Copy Server Data from Active Directory. DS01 @

@ Select the data that vou want to copy from one server to ancther, (If the source
server does not have the selected data, the data on the destination server will be

Select the soLrce server:

Terabyte 1.novel v
Select the drivers/servers to copy to:

Target Diriver Target Serwver Icentity Yault Drriver Set =
[ lisctive Directory @ TerabyteS.novel 2] IDM_TREE bu DS01

[ &) ADAM @ Terabytelnovel B IDM_TREE el DS01

[ &) ADAM @ TerabyteS.novel B IDM_TREE el DS01

[ 6 Avaya PEX User [ Terabytelnovel 8] IDM_TREE el DS01

[ @ AvavaPBx User [ TerabyteSrovel 2] IDM_TREE Bl DS01

[ @ Delimited Text [ Terabytelnovel 8] IDM_TREE el DS01 7
[ 1l ramlieidem A T me |5 R P Iy R | LR Tt B e IS e e

< >
[gelect Al ] lgeselect Al I

Select replica data you want to copy

[ ]élobal configuration walues

[ IMamed passwords

[ ] Criver authentication information

[ Driver startup option

[l Criver parameters

K l l Cancel

2 Inthe Copy Server Data from Driver.Driver Set window, select the source server. This is the
server whose data is copied to the selected targets.

3 Under the Select the drivers/servers to copy to entry, select the target driver or drivers on the
target server that you want to copy to. This example selects the Active Directory driver as the
target driver on the Terabyte5.novell target server.

IMPORTANT: Some server data is specific to a driver type, but other data, like the driver startup
option, is not. Know what you want to accomplish before copying one driver’s server data to
other driver types. Otherwise, drivers on the target server might behave erratically or fail.

4 Inthe Select replica data you want to copy section, select the data you want to copy to the
target server. The copied data includes:

+ Global configuration values (GCVs)
+ Named passwords

+ Driver authentication information

+ Driver startup option

+ Driver parameters
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5 After you select the data, click OK, then click OK in the Complete window.
You must perform this action for each driver in the driver set, or use the Server Migration Wizard.

18.3 Opening a Web Browser

You can open a Web browser from within the Designer utility. The Web browser icon is available from
the main toolbar.

When you first launch the browser, you are prompted for a home page. After you enter the URL, itis
stored in Preferences.

To change the URL:
1 Select Window > Preferences.
2 Select Designer for IDM.

3 Click the Browser tab.
4 Type the new URL, then click OK.

You can also open an internal Web browser view by selecting Window > Show View > Other and then
selecting the Internal Web Browser option under the General heading.

18.4 Launching iManager

To launch iManager from within Designer:

1 Right-click the Identity Vault, then select Live > iManager.
You can also select Tools > iManager.

2 In the iManager Credentials dialog box, specify the appropriate iManager URL and user
credentials to access iManager.

iManager Credentials

iManager URL; | https: fIDVault.corpl.comi3443)nps/iManager . html W |l
Manage

Tree: | Dyt corpl.com W |

Username: | admin,corpl v |

Passwird! | ssssssssss

[+] Save password

Lok J[ concel |

476  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



18.5

18.5.1

You must specify the iManager URL along with a server name (or IP address) with a replica of
the directory tree, username, and password.

Select Save password to store the credentials in a history.
3 Click OK.

Checking Your Projects

Designer provides the Project Checker so you can check your project. The Project Checker checks
for proper design, contexts, server associations, policies, missing user data, and dependency
problems that can cause a project deployment into the Identity Vault to fail. You can check a project at
any time, but you should definitely run the Project Checker before deploying a project.

+ Section 18.5.1, “Checking a Project,” on page 477

¢ Section 18.5.2, “Customizing the Project Checker,” on page 478

+ Section 18.5.3, “Items That Are Checked,” on page 481

NOTE: Project Checker only checks the objects in Designer. It does not check the current objects in
the Identity Vault.

Checking a Project

1 In the Project or Outline view, select the project, then select the Launch Project Checker icon
in the Designer toolbar.

The Project Checker is also available from the Window > Show View menu.

2 Click the Run the Project Checker icon @.

If you haven't saved the project, Designer prompts you to save it.

12 Proj I ersion Cortrol O FGE 7O
Results non-filtered: { 100 of 137 items )

Sewverity | Description Model Obiect A
(2] Global Configuration Walue (GCY) publish-password-to-dp is ... Password{Pubi-Publish Distribution Password Publisher. Delimite...
(2] Global Configuration Walue (GCY) enforce-password-policy is...  Password{Pub)-Publish Distribution Password Publisher. Delimite...
(2] Global Configuration Yalue (GCY) notify-user-on-password-d... Password{Sub)-Pub Email Notifications. Delimited Text.DS-Mixe. ..
(2] Global Configuration Yalue (GCY) ConnectedSystemMame is...  Password{Sub)-Pub Email Notifications.Delimited Text.DS-Mixe...

The locale it uses Itaiano as display name for multple locales.
The locale ru uses Russisch as display name for multiple local...
The locale ru uses Russo as display name for multiple locales,

Locale Configuration {ocale-configuraton. AppDefs. AppCorfig....
Locale Configuration {ocale-configuraton. AppCefs. AppClonfig....
Locale Configuration {ocale-configuraton. AppCefs. AppZonfig....
Locale Configuration {ocale-configuraton. AppDefs. Apponfig....

Mo Display Label specified for locale 'Chinese (Taiwan)'
Mo Display Label specified for locale 'German'

Mo Display Label specified for locale Tralian'

Mo Display Label specified for locale Fortuguese’

Mo Display Label specified for locale 'Swedish'

'
1
1
! The locale sv uses Sueco as display name for multiple locales,
1
1
1
1
1

MyEntity (MyEntity EntityDefs.DirectoryModel AppConfig.User...
MyEntity (MyEntty EntityDefs.DirectoryModel AppConfig.User...
IyErtity (MyEntty EnttyDefs Directoryodel AppConfig.User...
IyErtity (MyEntty EnttyDefs Directoryodel AppConfig.User...
IyErtity (MyEntty EnttyDefs Directoryodel AppConfig.User...

The Project Checker displays a list of versioning conflicts, errors, warnings, and information
messages about the project. In the Project Checker view, you can do the following:
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Action

Description

See detailed information about a list item

Sort the list

Filter the list

Clear the list

Save the list

Menu options

Double-click a list entry to open a properties page that
displays the following information about the entry:

+ The message severity
+ A message description
+ The model object that caused the message

* The line number where the problem occurred, if
available

+ Details about the message, if available

+ Arecommended solution for the message, if available

Click any header in the Project Checker to sort the entry list
on that parameter (Severity, Description, and Model
Object).

By default, Project Checker sorts entries by severity in
descending order (most current at the top of the list.)

Click the Configure Filters icon & to customize the Project
Checker. For more information, see “Customizing the
Project Checker” on page 478.

Click the Clear Results icon & to clear the Project
Checker entry list.

Click the Save Project Checker Results to a File icon 5, to
save the current Project Checker entry list to a text file so
you can review it off-line.

Click the Menu icon to select one of the following:

+ View the messages in a hierarchical layout, according
to functions (Identity Manager, provisioning, etc.)

+ View the messages in a flat layout (default).
+ Automatically check the project when you save it.
+ Configure filters

+ View the Project Checker’s Preferences page.

You can customize the Project Checker by creating and editing filters. The filters allow you to receive
messages about the items you want to verify. You can create multiple filters, but only one filter can be

used at a time.

Customizing the Project Checker
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Figure 18-1 Customizing the Project Checker

Create and Edit Flters

Allawes wou ko create a Filker, add a description, and select the filkered ikems wou want to see Far this
Filker .

Filkers:

Filter Descripkion
Criver Seks and Drivers

| Mew Filter... | |Edit. . || Delete |

Filtered Items:

dentity Severity

[] Applic

|3

ation
[] Credential Provisioning
Drriver Warning Information

Yersion Conflick Errar

Driver Set

[ ] ECMASCript

[ ] E-Mail Template
[ ] Entitlernants

[ ] Identity Resource
[] 1dentity vault Where description | contains v |
[]3eb
[] Library |
[ ] Mapping Table
[] Policy

[ ] Project

Descripkion

|

7 (0] 4 ] [ Cancel

To create a filter:

1 In the Project Checker, click the Configure Filters icon .
2 Click New Filter.
3 Specify a name and description for the filter.

You can select which items are checked, what types of messages are returned about the items,
and use key words to limit the messages returned. For example, you can search for all
messages about the Driver Set and Driver objects that contain the word “attribute.”
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Create and Edit Flters

Allovws wou bo create a filker, add a description, and select the filkered items wou wank ko see For this
Filker,

Filkers:

: - Filker Descripkion
Driver Sets and Drivers

| ew Filter... || Edit... | Delete |

Filkered Items:

| Identity Management Severity

E Erpgi:;:ttliDaTPrwisiDning Version Confiict Errar

gri\’er - W aring Information
| Driver Se

[] ECMAscript

[] E-Mail Template
[] Entitlements

[] Identity Resource

[ ] Identity Yault Where description | contains b |
[]3eb
[] Library |
[]Mapping Table
[] Palicy

[] Project

[

Descripkion

[ £

3] K l [ Zancel

4 Click OK.
To edit the name and description of the filter:

1 Select the filter, then click Edit.
2 After you have completed the changes, click OK.

To delete a filter:

1 Select the filter.
2 Click Delete.
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18.5.3

ltems That Are Checked

The Project Checker looks at specific items in the project. It checks the items in the User Application
as well as the rest of Identity Manager.

The following table describes the specific items that are checked. The list increases with each release

of Designer.

Table 18-1 Identity Manager Items That Are Checked

Item

Description

Driver

*

*

Checks for the presence of a Schema Mapping policy.
Checks for an invalid Active Directory container.

Checks the trace level setting. If it is set to more than 0, an informational
message is displayed.

Checks to see if the LoopBack driver is being used instead of the eDirectory
driver.

Verifies that the GUID attribute is set to synchronize on the Subscriber channel.

Verifies that the GUID attribute is not set to synchronize on the Publisher
channel.

Checks the classes on the Publisher and Subscriber channels that are set to
Ignore and verifies that the attributes for these classes are not set to
Synchronize.

Checks for the presence of a filter and makes sure it is not empty.

Checks to make sure that the Publisher Placement policy does not contain set
operation destination DN or set xm| attribute operations.

Checks for the presence of a Publisher Placement policy.

Checks to make sure that no policy on the Publisher channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the Subscriber Placement policy does not contain
set operation destination DN or set xml attribute operations.

Checks to see if the Subscriber Placement policy is missing.

Checks to make sure that no policy on the Subscriber channel contains set
operation destination DN or set xml attribute operations.

Checks to make sure that the npsmDistributionPassword attribute and the
public-private key pair attributes do not simultaneously exist in the User class.

Checks to make sure that the authentication method on the Active Directory
driver is set to Negotiate when synchronizing passwords.

Checks the filter for invalid data.

Checks the driver to see if it is publishing both NDS and Distribution
passwords. If it is, this is an invalid setting.

Checks for the presence of the nspmDistributionPassword attribute in the User
class in the Filter, if password synchronization is enabled.

Checks that the nspmDistributionPassword attribute is set to sync or notify, if
password synchronization is enabled.
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Item

Description

Driver Set

E-mail Template

Entitlements

ECMAScript

Identity Vault

Job
Library
Mapping Table

Policy

Schema

*

Checks to make sure that the deployment context for the Driver Set object is
set.

Checks to make sure that a server object is associated with the Driver Set
object.

Checks to see if the e-mail notification template is empty.

*

*

Checks to see if the driver supports entitlements.

Checks to see if the attribute DirXML-EntitlementRef is added to the
Subscriber channel, if there are policies that use entitlements in the driver. The
DirXML-EntitlementRef must be set to Notify or Synchronize for the
entitlements to work.

Checks to see that the ECMAScript object can run.

*

*

*

Checks to see if the username to authenticate to the Identity Vault is missing.
Checks to see if the hostname for the Identity Vault server is missing.

Checks to see that the password for the user is not stored in the project.

Checks to see that the job object can run.

Checks to see that the library object can run.

*

*

*

Checks to see that the mapping table object can run.
Checks to see if there is an empty column name.

Checks to see if there is a duplicate column name.

If there are global configuration values in the policy, it checks to make sure they
exist on the Driver or Driver Set object.

Checks to see if local variables are defined before they are used.

Validates the policy against the DTD.

Checks to see if the class is missing from the schema.
Checks to see if attributes are missing from the schema.

Checks to see if the attribute for the class is missing from the schema.
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Table 18-2 Provisioning Items That Are Checked

Iltem Description

Configuration Verifies that the XML is well-formed and complies with the schema
that defines the elements needed for entities, attributes, lists,
relationships, and so on.

Entity + Checks every entity to ensure that references to other entities
and global lists are valid.

* Ensures that every entity has at least one attribute defined.

List Ensures that every local and global list contains at least one item.

Org Chart Relationship Verifies that the entities and attributes of a relationship have been
deployed.

Provisioning Request Definition Verifies that a workflow follows rules for activities and flow paths.

18.6 Managing Directory Objects

Sometimes it is necessary to locate or modify objects during your project development. Rather than
using a separate management interface, you can use the eDirectory Browser to browse to and edit
attributes of objects in the following locations:

+ The ldentity Vault
¢ Other eDirectory trees
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Figure 18-2 Sample eDirectory Browser View
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To launch the eDirectory Browser, use the tool-based method or the task-based method. The method
you use is largely a matter of preference and the target directory that you will browse.

¢ Section 18.6.1, “Tool-Based Browsing,” on page 485
¢ Section 18.6.2, “Task-Based Browsing,” on page 485
+ Section 18.6.3, “Browsing, Viewing, or Modifying Object Attributes,” on page 486
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18.6.1 Tool-Based Browsing

To access an eDirectory tree other than the Identity Vault, or if there is no Identity Vault defined in
your current project, use the tool-based method. You can always launch the eDirectory Browser from
the Tools menu, even when an Identity Vault isn’t selected in the Modeler.

1 From the toolbar, select Tools > Manage Directory.
2 Select an Identity Vault.

H B+ w5

3 Inthe Login Credentials dialog box, provide the appropriate authentication credentials, then click
OK.

4 Access information by using icons on the eDirectory Browser’s toolbar.

Table 18-3 Icons on the eDirectory Browser toolbar

Icon Descriptions

Expands all containers in the currently selected tree.

IMPORTANT: This might be a time-consuming operation if you have a
million-object tree.

= Collapses all expanded containers in the currently selected tree.
& Adds a new custom tree, which persists across sessions.
= Removes trees previously added with the Add Tree operation.

Automatically discovered trees cannot be removed.
e Refreshes the currently active tree.

=! Displays an object's properties.

Expansion states and selection states are persistent between sessions per tree.

18.6.2 Task-Based Browsing

To use the eDirectory Browser to browse the Identity Vault in your current project:

1 In the Modeler or Outline view, select the Identity Vault, then select Live > Manage Directory.
You can also right-click the Identity Vault object and select Live > Manage Directory.

2 In the Login Credentials dialog box, provide the appropriate Identity Vault authentication
credentials, then click OK.
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If you previously saved your authentication credentials, eDirectory Browser automatically
populates the fields.

3 In the eDirectory Browser, browse to and select an object.
The eDirectory Browser automatically displays the Identity Vault directory structure.

To use the eDirectory Browser to browse an eDirectory application in your current project:

1 In the Modeler, select the eDirectory application you want to browse, then select Live > Manage
Directory.

2 In the Login Credentials dialog box, provide the appropriate eDirectory authentication
credentials, then click OK.

3 In the eDirectory Browser view, browse to and select an object.

18.6.3 Browsing, Viewing, or Modifying Object Attributes

After you have populated eDirectory Browser with one or more directories, you can browse the
directory tree for specific objects, and view and modify object attributes.

Table 18-4 Objects That You Can Modify

Object Description
Container Object Double-click to expand a collapsed container or to collapse an expanded
container.

Right-click and select Properties to open that object’s attributes page.

Select the object and click the Open properties of this object icon E in the
Action bar.

Leaf Object Double-click (or right-click and select Properties) to open that object’s
attributes page.

Select the object and click the Open properties of this object icon E in the
Action bar.
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18.7.1

Figure 18-3 eDirectory Browser Attributes List
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Configuring TLS for eDir-to-eDir Drivers

If you want the eDir-to-eDir drivers to communicate securely, you must perform the following tasks:

*

*

*

Section 18.7.1, “Prerequisites,” on page 487
Section 18.7.2, “Enabling TLS,” on page 488
Section 18.7.3, “Creating Certificates,” on page 490

Prerequisites

*

*

Identity Vaults exist in your physical network tree as well as in the Modeler.

Each Identity Vault is set up. Otherwise, you are prompted for setup information when you try to
create certificates.

Each driver set is associated with a server.

Using the eDir-to-eDir driver's General property page, verify that each driver has a name and a
deploy context. The context might be inherited from the driver set.

The eDir-to-eDir drivers have been deployed. Otherwise, Designer cannot create certificates.
To find out whether the driver has been deployed:
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1. Right-click the eDir-to-eDir driver.
2. Click Live > Deploy.
3. In the eDir-eDir Driver Deployment dialog box, click No.

If the driver has been deployed, the Compare Status field in the Deployment Summary dialog
box displays Equal or Unequal. Otherwise, the field displays Not Deployed.

After objects have been deployed, the objects should show as equal unless passwords are set in
eDirectory that are not set in Designer. Designer does not deploy passwords unless they are
specifically set in Designer. This exception prevents overwriting passwords in eDirectory
because Designer cannot import them.

18.7.2 Enabling TLS

1 Launch the TLS Configuration dialog box.

A common way to launch the dialog box is to right-click the eDir-to-eDir application, then click
Secure Connection Settings.

E] infrastructure Tre

<) Undo Change Location

[-F Disconnect eDir-to-eDir
w-e-a Sk aighten Connection
Distribuke
Align

=3 Add to Group

f" Shiaw Dataflow Yiew

onneckion Setkings. ..

DRACLE

Cocurnent Selection.. .

Live

¥ Delete

Delimited Text

Other launch points:

+ Select the eDir-to-eDir application, then click Model > eDir-to-eDir > Secure Connection
Settings.

+ Right-click eDir-to-eDir in the Outline view, then click Secure Connection Settings.

+ Right-click an eDir-to-eDir driver, click Properties > Driver Configuration > Authentication,
then click Configure TLS.

The Configure TLS icon displays only on eDir-to-eDir driver pages.
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2 Click Enable SSL/TLS.

@ TLS Configuration

TLS Configuration | Advanced TLS Configuration

X

Enable S5LITLS

() Infrastructure Tree krusts Identity Vault

() Identity Wault trusts Infrastructure Tree
(%) Mutual Trust

®

x|

iZancel

3 (Optional) Use the Advanced TLS Configuration to select key size, hash algorithm, and validity

period.

The validity period is important for when a certificate has expired and you need to overwrite or

create a new one.
4 Select a direction of trust.

() Infrastructure Tree trusts Identity Yaulk @

() Identity Yault trusks Infrastructure Tree
(%) Mukual Trust

These options apply to certificates that Novell creates for eDirectory. The options do not apply to

third-party security certificates.

The default is Mutual Trust, which is considered to be the most secure.
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18.7.3

Unless you want to use the certificate for authentication, the option that you select doesn’t
matter. If only encryption is important, you can select any one of the three options.

If authentication is important, select the option that gives you the appropriate trust.

Scenario: JJ Infrastructure Tree Trusts JT ID Vault. JJ Infrastructure Tree is the
organizational certificate authority. JJ Infrastructure Tree signed a certificate and placed it in JT
IDVault. JT ID Vault trusts JJ Infrastructure Tree. The two vaults synchronize data through a
secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive data
from being synchronized by revoking its certificate.

Scenario: JT ID Vault Trusts JJ Infrastructure Tree. JJ Infrastructure Tree creates two
certificates. One is placed in JJ Infrastructure Tree, and the other is placed in JT ID Vault. The
two vaults synchronize data through a secure connection.

If the two vaults break their trusted relationship, JJ Infrastructure Tree can prevent sensitive data
from being synchronized by revoking its certificate.

Scenario: Mutual Trust. JT ID Vault and JJ Infrastructure Tree both sign certificates.
5 Click OK.
After you click OK, Designer does the following:
+ Modifies both eDirectory drivers.
+ Locks the User ID field, which displays on the driver configuration’s Authentication page,
because both drivers must use that field.

You can enable or configure TLS without immediately deploying the drivers. You can turn the settings
on. However, you can't create SSL/TLS certificates unless the drivers have been deployed into their
respective Identity Vaults. If you enable SSL/TLS but want to create certificates later, you can do so.
When you later deploy the eDir-to-eDir drivers, Designer guides you through steps to automatically
create certificates.

Creating Certificates

A driver’'s Properties page enables you to configure a driver so that you can deploy it. Similarly, the
Enable SSL/TLS option enables you to set up your configuration for TLS, then create and deploy the
certificates when you are ready. When you deploy a configured driver set or select Create eDir-to-
eDir Certificates, Designer creates the certificates in the directory.

This section assumes that you have enabled and configured SSL/TLS for the deployed eDir-to-eDir
drivers.

1 In the Modeler, right-click the eDir2eDir application.
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2 Click Live > Create eDir-to-eDir Certificates.
You can also do one of the following:

+ Right-click the eDir2eDir object in the Outline view, then click Create eDir-to-eDir Certificates.

+ The first time that you enable and configure SSL/TLS on driver’'s Authentication tab, click OK,
then follow the prompts. A Create Certificates dialog box appears. Click Yes.

Scenario: Enabling TLS. TLS has not been enabled. Sandy selects Live > Create eDir-to-eDir
Certificates. Designer prompts Sandy to enable SSL/TLS. Sandy clicks OK, enables TLS, selects a
direction of trust, and clicks OK. Designer creates certificates.

Scenario: Deploying eDir-to-eDir Drivers. Sandy has configured the eDir-to-eDir drivers and the
driver set. A context displays in the driver set’'s Deploy Context field. Sandy is ready to deploy the
driver set.

Sandy right-clicks the driver set, then clicks Live > Deploy Driver Set. Designer prompts Sandy to
deploy both eDirectory drivers. (Otherwise, Designer can't successfully create certificates.) Sandy
clicks Yes. Designer builds a deployment summary, then lists items that are associated with the
Identity Vaults and will be deployed. To deploy the drivers, Sandy clicks Deploy.

Because the driver set is already configured, Designer creates the certificates.

For additional information on eDir-to-eDir certificates, see eDir-to-eDir SSL/TLS in Preferences.

Using DS Trace

Designer provides DS Trace so you can monitor DirXML events in your Identity Manager
environment. DirXML events constitute those events accessible by using the DirXML and DirXML
Drivers switches in eDirectory’s DS Trace service.

Designer uses LDAP to obtain this information from the Identity Vault. By default, it uses the default
LDAP ports (389 or 636) to establish a connection. If your LDAP service runs on non-standard ports,
make sure you specify the correct ports.
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DS Trace lets you view both live DS Trace logs, and create and view stored DS Trace log files.

+ Section 18.8.1, “Viewing DS Trace Live,” on page 492
+ Section 18.8.2, “Creating a DS Trace Log File,” on page 494
+ Section 18.8.3, “Viewing a DS Trace Log File,” on page 494

NOTE: The DS Trace view is not the same as the Trace view, which provides information about
Designer functionality. For information on the Trace view, see “Trace” on page 565.

DS Trace includes the following icons:

Icon Description

ﬁ} The Resume Trace icon restarts a live DS Trace session that you have previously
stopped. It is not available for DS Trace log files.

ﬁ The Stop Trace icon stops a live DS Trace session. It is not available for DS Trace log
files.

E The Connect to Server icon launches the Login Credentials dialog box so you can
authenticate to the server where you want to run DS Trace.

= The Load Trace Log File icon lets opens a previously saved DS Trace log file.

L;:1..| The Save Trace icon save the current live DS Trace session to a log file.

& The Search icon opens a Find/Replace dialog box where you can search the current

DS Trace log file for a specific string. It is not available for live DS Trace.

= The Configure Trace icon provides access to live DS Trace settings. It is not available
L for DS Trace log files.

E The Clear Trace icon clears all DS Trace entries from the live DS Trace log.

Viewing DS Trace Live

You can view a live DS Trace for any Identity Vault in your Identity Manager environment.

NOTE: Designer provides live DS Trace preferences that let you specify how many entries to keep in
the log and whether or not to auto-scroll the log so you can always see the most current entries. You
can edit these preferences in Windows > Preferences, then select Novell > Designer > DS Trace
from the left navigation.

If the Identity Vault is in your current Designer Project:

1 In the Object view or the Modeler, select an Identity Vault object, then select Live > DS Trace.
Alternatively, you can right-click the Identity Vault object, then select Live > DS Trace.
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2 Review the live DS Trace session as needed.
By default, the DS Trace session is running. You can stop, resume, clear, and save the current
trace to a file by using the icons in the DS Trace view toolbar.
If the Identity Vault is not in your current Designer project:

1 From the main Designer toolbar, select Tools > DS Trace.
2 Inthe DS Trace view, click the Connect to Server icon.

3 In the Login Credentials dialog box, specify the directory host name (or IP address), username,
and password necessary to connect to the appropriate Identity Vault, then click OK.

Select Secure Connection if you need to use SSL to connect to the Identity Vault server.
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Login Credentials

Enter Authentication Information

Enter information ko authenticate ko a server of yvour chaice,

Host Name: | 152,168,10.48

Username: | admin,corpi

Password! | sssesssss

Secure conneckion

Cancel

You can open a DS Trace session to a different Identity Vault server at any time by clicking
Connect to Server and providing the appropriate authentication credentials.

4 Review the live DS Trace session as needed.

By default, the DS Trace session is running. You can stop, resume, and save the current trace to
a file by using the icons in the DS Trace view toolbar.

18.8.2 Creating a DS Trace Log File

DS Trace lets you create log files of DS Trace entries so you can review them offline.

1 From the live DS Trace view, select the Save Trace icon [=].
2 Specify a name and location for the log file, then click Save.

DS Trace saves the log file as a rich text file (. rt£) so it can maintain the color coding used in
the live DS Trace view. You can view the log file with any editor that supports the . rt £ file format.

18.8.3 Viewing a DS Trace Log File

The DS Trace view is an editor that enables you to view DS Trace log files.
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Figure 18-4 The DS Trace View
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To view DS Trace log files:

1 Click Tools > DS Trace.

2 Select the Load Trace Log File icon, then browse to and select the DS Trace log you want to
open.

3 Review the DS Trace log file as needed.

¢ Use the Start Time, End Time, and Event drop-down lists to filter the trace file. This helps
you narrow the displayed trace file data so you can more easily locate specific information.

+ To clear an existing filter, click the Clear Filter icon & .

+ Select the Search icon (in the DS Trace icon bar) to open a Find/Replace dialog box that
lets you search for a specific string in the DS Trace log file.
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18.9

18.9.1

NOTE: The Eclipse text editor does not support color, so when you view a DS Trace file in Designer it
displays in black and white. However, because Designer saves the DS Trace log file in standard Rich
Text Format (. rt£f), any external text editor that supports color displays the log file in color, as seen in
the live DS Trace view.

Working with Generic Resources

A Resource object is stored in a Driver object or a library. A Resource object stores parameters,
which drivers use at any time. When multiple drivers need the same set of constant parameters, the
drivers use a Resource object.

A Generic Resource object in Designer enables you to store information in XML or text format. The
information can be a piece of documentation, notes, or some piece of data that policies access.

+ Section 18.9.1, “Creating a Generic Resource Object,” on page 496
+ Section 18.9.2, “Editing a Generic Resource Object,” on page 498

Creating a Generic Resource Object

1 In the Outline view, right-click a driver, then select New > Resource.
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You can also do one of the following:

=X Architect| & Dataﬂow| Tat

+ Right-click a driver, then select New > Resource.

+ With the Dataflow view active, right-click a Subscriber or Publisher channel, then select New

> Resource.

+ In the Outline view, right-click a library, then select New > Resource.

2 Specify the name of the Generic Resource object.
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.3 New Resource

Set Resource Name

Enter a name For wour new resource,

Marme: | Mew Resource

Content bvpe: | XML W |

iopen the editor after creating the object

L oK, J[ Cancel J

3 Select XML or Text as the content type.

4 Select Open the editor after creating the object, then click OK.

5 In the File Conflict dialog box, click Yes.

6 Specify the desired XML or text, then press Ctrl+S to save the resource object.

18.9.2 Editing a Generic Resource Object

1 In the Outline view, below the library, right-click the Generic Resource object, then select Edit.
2 In the File Conflict dialog box, click Yes.
3 Make changes, then save (Ctrl+S).

18.10 Updating Designer

When you start Designer, you are prompted about how you want to receive updates. You can change
this setting in Preferences.

498  Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide



Figure 18-5 The Updates Tab
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If you select to not automatically update Designer, you can get updates by using the Help menu or the
Welcome page.

To update from the Help menu:

1 Click Help > Check for Designer Updates.

+ If your version of Designer is up-to-date, a prompt informs you that no updates are
available.

+ If an update is available, a prompt lists components that you can update.

+ If your version of Eclipse needs to be updated before you can install Designer, a dialog box
prompts you to click the URL that takes you to the Designer download site.

2 Select the updates, then click OK.
To update from the Welcome page:

1 Click Help > Welcome.
2 Click the What’'s New icon.

ked

3 Click New Updates.
4 Follow the prompts to download and install the latest Designer.
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Editing Icons for Drivers and
Applications

The Icon editor enables you to create customized icons for your drivers and applications. You can
enrich predefined templates or images with labels, choose background images and colors, and
overlay images. Within minutes, you can create a custom branded icon for your implementation,
including your company’s logo or name.

¢ Section 19.1, “Editing Driver Icons,” on page 501

+ Section 19.2, “Editing Application Icons,” on page 505

19.1 Editing Driver Icons

1 In the Modeler, right-click a driver, then select Properties.
2 In Driver Properties, select the iManager Icon page.
The object properties dialog box displays the default icon.

] Properties for Delimited Text = @l@

bype filter bext iManager Icon = ik

Global Configuration Values B3 This |5 the kcon that will be used to reprassant Hhes
Driver an Level deifver in the iManager Weh interfaces,

Diriver Confguration
Driver Manifest
Hamed Passwords

Tracs
Enigine Control Yalues
CrriverSpeciications

3 Click New to open the Icon editor.
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@ lcon Editor

Obpect: nfa
Lt Saved g <unesaved>
Templabe:
r s Diirvssr
. ldentity Manager Driver
Descaiplion® 1o (Manager)
File: driver,cct
Ol
- Diresesions: 100 x B0
Filler Size; 41
Fibx Format: PNG
Zonmed
Background | Labels | Crverlay Images | Settings | Derhrations
Background Color: | #ififF [
Background tmage: [-] [¥]
£ ¥

4 To add a background color or image to your icon, select the Background tab.

Bachﬁrﬁilﬂ Labels | Overlay Images || Settings | Derivations |

Background Color: | (-
Background Image: | =

Background Color: Select a background color for the icon.

Background Image: Select a background image. If you select a background image, you can
configure how the image displays by using the Settings tab, which includes controls for
Brightness, Hue, Saturation, and Gamma. The Icon editor makes color changes in real time, so

you can see the effect of your changes as you make them.
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Background | Labels | Overlay Images | Settings | Derhvations
Brightniess: £ b 74 Saturation: £ * 114

Hua: L4 > | 102 Gamma: L3 » a7

5 To specify icon text, select the Labels tab, then click Add.

Background | Labels | Overlay Images | Settings | Derivations

Text Cffset ¥ Offset ¥ Size Color Font
Delimited 2 8 d #000000  Albarwy A...
Text 5 34 10 #000000  Century ...

£

To add a label to the icon, type a new label in the Text column. Text does not automatically wrap
around. To create multi-line text, create a separate text entry for each line.

You can also control label placement through the Offset X and Offset Y options, and edit font
size, font type, and color for each text entry.

6 To add an overlay image to your icon, select the Overlay Images tab, then click Add.

Background | Labels | Overlsy Images | Settings | Dertvations

File Cffset X Offset ¥ Size
Qe inyang. png 4 14 21

< ¥

To select an image, select a cell in the File column. A small icon appears to the right of the file
name. Click the icon and browse to the image you want to use as an overlay image.

You can also control image placement through the Offset X and Offset Y options, and control the
size of the image in pixels.

7 To create a similar icon for iManager, select the Derivations tab, then select Application.
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| Backgrourd | Labels | Overlay Images | Settings | Derfvations

[“IApphcation

This transfers the icon to the driver’'s or application’s iManager properties. (See the iManager
icon on the driver properties page.)

Some icons don't convert cleanly between the Driver and Application icon formats, so you might
need to clean it up after you create it.

8 When you are finished editing the icon, click Update.

@ Icon Editor
i Information
Configuration:
Object: nis
Last Saved Asi  cunsaveds
r Template:
Pl Drpyer
b Identity Manasger Driver
Descr i lcon (iManager )
File: driver.cot
Ciriginial
Dimersons: 100 x B0
il Size; 4K
Filz Format: PHG
Zisormesd

[Background || Labels | Ovarlay Images | Settings | Derivations

backoround color: | .

- B

.H'.

[ update |[ closn |
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19.2 Editing Application Icons

1 In the Modeler, right-click an application, then select Properties.
2 In Application Properties, select the General page.
The object properties dialog box displays the default icon.

@ Properties for Delimited Text - E|IE|

bypes Filter bext General =

General
Emw Tpa: & E-Mail <
Admriste stor 4 Enterprise
Connectivity '+ Identity Assurance

+ FainFrame

+ Message Bus

+ Op System

+ PBX

# Graphic

+ Service

= Tool

Dealinited Task

Generic App '

HTTP S&rver
SOAP Server

+ Provisioning

Mame: | Debrdied Text

| Restore Defauts | | Apply |

Lo J[ coces |

=

3 Click New to open the Icon editor.
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® lcon Editer

Camesncions: 55 x 44
File Sire: 1K
File Formak: PHNG

Zoommed

B-:dngr-wmd Labesls | Creerlay Insges | Settings | Derivathons

Background Color: | S [l
—— [B]o
¢

@ | updste || close

|

4 To add a background color or image to your icon, select the Background tab.

[‘Background | Labels | Overlay Images Settings | Derivations |

Barhyrour Tlor: eGSR | |

Background Image: |

Background Color: Select a background color for the icon.

() B

Background Image: Select a background image. If you select a background image, you can
configure how the image displays by using the Settings tab, which includes controls for
Brightness, Hue, Saturation, and Gamma. The Icon editor makes color changes in real time, so

you can see the effect of your changes as you make them.
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Background | Labels | Overlay Images | Settings | Derhvations
Brightniess: £ b 74 Saturation: £ * 114

Hua: L4 > | 102 Gamma: L3 » a7

5 To specify icon text, select the Labels tab, then click Add.

Background | Labels | Overlay Images | Settings | Derivations

Text Cffset ¥ Offset ¥ Size Color Font
Delimited 2 8 d #000000  Albarwy A...
Text 5 34 10 #000000  Century ...

£

To add a label to the icon, type a new label in the Text column. Text does not automatically wrap
around. To create multi-line text, create a separate text entry for each line.

You can also control label placement through the Offset X and Offset Y options, and edit font
size, font type, and color for each text entry.

6 To add an overlay image to your icon, select the Overlay Images tab, then click Add.

Background | Labels | Overlsy Images | Settings | Dertvations

File Cffset X Offset ¥ Size
Qe inyang. png 4 14 21

< ¥

To select an image, select a cell in the File column. A small icon appears to the right of the file
name. Click the icon and browse to the image you want to use as an overlay image.

You can also control image placement through the Offset X and Offset Y options, and control the
size of the image in pixels.

7 To create a similar icon for iManager, select the Derivations tab, then select Driver.
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.Ba:h;ru.rd Label: | Overlay Images | Settings -['rer'w&m
e | =

This transfers the icon to the driver’'s or application’s iManager properties. (See the iManager
icon on the driver properties page.)

Some icons don't convert cleanly between the Application and Driver icon formats, so you might
need to clean it up after you create it.

8 When you are finished editing the icon, click Update.

@ Icon Editor - E[fl
Fils
Presdav Infiormmation
Conligur
Chiect; nfa

Last Savad A5 <ursavads

Template:
- m: W
Applcation [con

Manager)
Fila: applcation. ot
Cuiginal
Dimercsions: 55 x 44
il Sizec 6K
File Format: PG

Ziooiesd

E‘-nduwwad Labwls | Oresrlay Imasgers | Sattimgs | Dwrbvations
Background color: | |
Background Inmage: D E]
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Version Control

Designer’s version control enables you to do the following:

+ Provide simple document management by tracking revisions of your project, along with all the
objects and files in that project

+ Share those revisions with other members of your team
+ Manage the history of your objects

+ Make sure that every member of your team is using the same version of your project and
Designer

Designer supports the Subversion version control system. Subversion is a stable open source
product that is available for no cost and is released under the Apache license. For information on
Subversion, see the Apache Subversion Web page (http://subversion.apache.org/). You can also find
some pertinent information about using Subversion with Designer in Appendix E, “Version Control
with Subversion and Identity Manager Designer,” on page 677, as well as Section 20.6, “Version
Control Best Practices,” on page 543.

Version control allows teams to work together across continents or just across the hallway, in groups
or as a single user. The Version Control view gives you information about changes that your
teammates are making in real time. The version control framework allows you to update, merge, and
resolve conflicts with your teammates. If you are a single user, version control allows you to make
backups, restore older versions, and have the freedom to explore project changes without risking
data.

With version control, you can manage the history of your project, and you can go back to a previous
revision and create tagged revisions for better release management. Anyone with permission can
access these revisions. The Compare Revisions feature allows you to easily scan the history of your
project, find relevant changes, and resolve project issues.

Version control functionality is available for all Identity Manager objects as well as for the contents of
the Documents and Toolbox folders. Designer 3 and above supports version control for provisioning
objects, but not for Analyzer. However, that functionality is planned for a future release.

+ Section 20.1, “Installing a Subversion Server,” on page 510

+ Section 20.2, “Checking In a Project to a Version Control Server,” on page 511

+ Section 20.3, “Importing a Project from a Version Control Server,” on page 517

+ Section 20.4, “Accessing the Version Control View,” on page 520

+ Section 20.5, “Comparing Revisions and Resolving Conflicts,” on page 531

+ Section 20.6, “Version Control Best Practices,” on page 543
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20.1

20.1.1

20.1.2

Installing a Subversion Server

You can either install a Subversion server or use an existing Subversion server. Designer’s version
control works with all supported Subversion server platforms.

This section provides a quick start for a basic Subversion server on Windows or Linux to use with
Designer for Identity Manager. For more in-depth information on installing Subversion, see
Subversion’s installation documentation at Installing Subversion (http://svn.apache.org/repos/asf/
subversion/trunk/INSTALL).

*

*

Section 20.1.1, “Downloading and Installing the Server,” on page 510
Section 20.1.2, “Configuring the Server,” on page 510

Downloading and Installing the Server

1

2
3
4
5

Download the most recent version of subversion file:
¢ Linux: Subversion Packages Web page (http://subversion.apache.org/packages.html)

¢ Windows: Tigris.org (http://subversion.tigris.org/servlets/
ProjectDocumentList?folderID=91)

Run the installer and accept the license agreement.

Specify the location to install Subversion.

For Windows, specify a location in the Start menu.

Follow the on-screen instructions to complete the installation.

Configuring the Server

1
2

Create a directory to contain the Subversion server repository.
Run the svnadmin create command to create the repository at that directory location:
svnadmin create [location of Subversion repositoryl

Gotothe [Iocation of Subversion repositoryl\conf directory, which was created when
you installed the Subversion server.

Edit the svnserve.conf file by uncommenting the following lines in the General section (there
should be no spaces at the beginning of the lines):

Line to Uncomment Result

anon-access = read Anonymous users can read your repository.

auth-access = write Authenticated users can edit your repository.

password-db = passwd Usernames and passwords are stored in a file named passwd in your

conf directory.

Edit the passwd file in the same directory.
Remove the sample users from the Users section and add your own users.
Open a command prompt and start your server by using the following command:

svnserve --daemon --root [Ilocation of Subversion repositoryl]

Open a second command prompt.

510 Designer 4.0.2 for Identity Manager 4.0.2 Administration Guide


http://svn.apache.org/repos/asf/subversion/trunk/INSTALL
http://svn.apache.org/repos/asf/subversion/trunk/INSTALL
http://subversion.apache.org/packages.html
http://subversion.tigris.org/servlets/ProjectDocumentList?folderID=91

9 Create a trunk folder in your repository with the following command:
svn mkdir -m "Creating a trunk directory." svn://localhost/trunk
10 Authenticate to Subversion.

If your are using Windows, and your username is the same as your Windows username, enter
your password. Otherwise, press Enter at the password prompt and enter a username when
prompted.

You can also access this server from other computers by substituting localhost for the network
name of the server machine in the URL.

You are now ready to import or add projects to version control by using Designer for Identity Manager.
You might want to create a more complete directory structure before adding Identity Manager
projects. For more information about how to best use Subversion with Designer’s version control, see
Appendix E, “Version Control with Subversion and Identity Manager Designer,” on page 677.

IMPORTANT: Designer is shipped with the SVN client version 1.5. You can use an use newer
versions of the SVN server, because the SVN servers are backward compatible. However, if you are
using the newer version of the SVN server, the client must communicate with the server using the
svn:// or http:// protocols.

If you create a SVN repository on the local file system using an external client such as Tortoise SVN
and then access the SVN repository through designer using file:/// protocol, Designer fails to
work.

20.2 Checking In a Project to a Version Control Server

1 In the Project view, right-click a project nam