	Encryption entities
	From Component
	To Component
	Security Level

	
	
	
	0 ( Clear Text )
	1 ( Encryption )
	2 (Encryption /Authentication)

	1.  Security Context or the information  entered through Security Manager extension of OC (usernames, profiles, machine name and passwords)
	MS 
	Agent
	Passwords only

(other data go unencrypted)
	yes
	yes

	2. KS parameters of type “Hard Encryption”
	MS
	Agent
	yes
	yes
	yes

	3. Events
	Agent
	MS
	no
	yes
	yes

	4. Job data
	Agent
	MS
	no
	yes
	yes

	5. Job notification( job status and job complete)
	Agent
	MS
	no
	yes
	yes

	6 .Exceptions occurred at agent machine
	Agent
	MS
	no
	yes
	yes

	7. Objects discovered during Discovery Job
	Agent
	MS
	no
	yes
	yes

	8. Site Info (QDB, primary MS, backup MS information sent to agent.)
	MS
	Agent
	no
	yes
	yes

	9. Encryption Key shared for secure communication
	MS
	Agent
	Not Applicable
	yes
	yes

	10. Authenticate designated MS before running, stopping or sending job status about a running job
	MS
	Agent
	no
	no
	yes

	11.  Authenticate designated sending job status about a running job
	Agent
	MS
	no
	no
	yes

	12.  Authenticate designated MS before sending Site Info (QDB, primary MS, backup MS information sent to agent.)
	Agent
	MS
	no
	no
	yes

	13.  Authenticate designated MS before running setprimaryMS, removePrimaryMS jobs
	MS
	Agent
	no
	no
	yes


Yes – Encrypted

No  – Not Encrypted

Glossary:

1.       MS –Management Server

2.       KS – Knowledge Script ( running instance of KS is called job)

3.       OC – Operator Console

Note: The direction shown in the above table shows the direction of data flow and not the direction of authentication of data.
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