Secure Configuration Manager 5.7

SQL Server 2005 Migration

Background:

Secure Configuration Manager (SCM) 5.7 only supports Microsoft SQL Server 2005 as its relational database management system.  Prior to upgrading Vulnerability Manager 5.5 or SCM 5.6 you must ensure that the VigilEnt database is hosted by a Microsoft SQL Server 2005 instance.  You can move the production VigilEnt database to a new or existing instance of Microsoft SQL Server 2005.  This document provides steps and information that will assist you in moving the VigilEnt database to an instance of Microsoft SQL Server 2005.

Prerequisites:

You need administrative access to both computers running the instances Microsoft SQL Server.  File copy operations are performed on the Microsoft SQL Server 2005 instance.  You also need administrative permissions within Microsoft SQL Server 2005.  It is preferable to log into the computers running the instances of Microsoft SQL Server using a Windows account with administrative permissions to both the Windows OS and Microsoft SQL Server.

All SCM GUI applications must be shut down.  You will need to stop the NetIQ Core Services service on the Core Services computer.  

Plan on SCM being unavailable while the database is being moved and while SCM is being upgraded.
Moving the VigilEnt Database:
1. Shut down all SCM GUIs

2. Stop the NetIQ Core Services service on the Core Services computer

3. Perform a full backup of the production VigilEnt database  

a. See your System Administrator

b. If you don’t have a System Administrator refer to following link on performing a database backup. How to: Back Up a Database (SQL Server Management Studio)
4. Perform a database detach of the production VigilEnt database.

a. See your System Administrator

b. If you don’t have a System Administrator refer to following link on performing a database detach. How to: Detach a Database (SQL Server Management Studio) 
5. Locate and copy the VigilEnt.mdf and VigilEnt.ldf on the current production SCM database server.  
6. Paste the VigilEnt.mdf and VigilEnt.ldf files into the .\Data folder on the new Microsoft SQL Server 2005 database server.  To find the data folder you can right click the server in Microsoft SQL Server Management Studio and select Properties.  The data path can usually be found by appending “\Data” to the Root Directory value on the General tab.  Microsoft SQL Server Management Studio can normally be found by clicking on Start > All Programs > Microsoft SQL Server 2005 > Microsoft SQL Server Management Studio.  Note the new path of the VigilEnt.mdf and VigilEnt.ldf files for use in attaching the database later.
7. Using the VigilEnt.mdf and VigilEnt.ldf files perform a database attach of the production VigilEnt database.  Make sure the name of the database is “VigilEnt”.
a. See your System Administrator

b. If you don’t have a System Administrator refer to following link on performing a database attach. How to: Attach a Database (SQL Server Management Studio) 

8. Log into the Core Services Computer.
9. Launch the Core Services Configuration Utility.
10. Click the Database tab.
11. Change the values in the Database Server field and Database Instance field to represent the names of the new SQL Server 2005 instance.  If you are running a default instance of SQL Server 2005, leave the Database Instance field blank.

12. Click OK to save your changes and close the Core Services Configuration Utility.
13. Obtain the last version of the Core Services Password Utility (CSPU).  The file name for this utility is PasswordUtility.exe.  Ensure that the PasswordUtility.exe that you use is signed by NetIQ Corporation.  The CSPU is attached to this Knowledge Base article (NETIQKB70702).

14. Double click PasswordUtility.exe.
15. Click Next on the Welcome screen.
16. Select the SQL Server name hosting the VigilEnt database and click Next.
17. Select the type of authentication you wish to use to connect to SQL Server.  The account used must have administrative permission on the SQL Server hosting the VigilEnt database.
18. Click Next on the Core Services Login Name screen.  It is recommended to leave the login name as “VigilEntService”.

19. In the Core Services Login Password dialog enter the password for the VigilEntService account and click Next.

20. Click Next to begin login and password synchronization process.
21. Click Finish to complete to close the CSPU.

22. In Microsoft SQL Server Management Studio navigate to and double click on Activity Monitor found under the Management folder.  Make sure that you are looking at the Activity Monitor for the server that is hosting the VigilEnt database.

23. Verify that VigilEntService exists in the User column.  The Database column should show the database as VigilEnt.

24. Close the Activity Monitor window.

25. Proceed with Secure Configuration Manager 5.7 upgrade.  Please refer to the Secure Configuration Manager Installation Guide.pdf for more details.

26. After the installation is complete begin normal Secure Configuration Manager use.
