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B OpenText Identity Console 24.4 (v1.9) no6aBneHbl HOBble BO3MOXHOCTU U YCTPaHEH pAj, paHee BblfBAEHHbIX
npob6aem. MHorme us aTux ynydweHnii OCHOBaHbl Ha NPEeANOKEHMNAX N 3aNpocax HaWNX KANeHToB. Mbl
6narogapum Bac 3a Balle Bpemsa U ycunua. Hageemca, UTo Bbl NPOAOKUTE NOMOraTb Ham gopabaTbiBaTb
HaLWW NPOAYKTbl B COOTBETCTBMM C BALLMMMU MOMKENAHUAMM.

JononHutenbHyto MHGOPMaLMIO O BbINyCKE U HOBEWLLME NPUMEYAHMA K HEMY CM. Ha Beb-caiTe
AokymeHTaumm no ldentity Console (https://www.netig.com/documentation/identity-console/). Ytobbl
3arpysuTb 3TOT NPOAYKT, NepenamTe Ha Be6-caiiT nnLeH3nin 1 3arpysok (https://sld.microfocus.com/).

+ "Yt10 HOBOro?" Ha cTp. 1

+ "YcTtaHoBKa uamn obHoBneHne" Ha cTp. 5

+ "MoapepKnBaemble BapuaHTbl 06HOBMEHMA" Ha cTp. 5
+ "Casb ¢ Open Text" Ha cTp. 5

+ "Opugmyeckas nHdopmauma™ Ha cTp. 6

Y10 HOBOroO?

[aHHbIN BbINYCK COAEPXUT ceaytoline obHOBNEHUSA:

Mopaep)kmBaemas onepauMoHHas cMcTema

B aToM BbiNycKe go6aBneHa nogaeprKKka cneayolwmx nnathopm:

+ Red Hat Enterprise Linux (RHEL) 8.8, 8.9, 8.10,9.2,9.31 9.4
+ SUSE Linus Enterprise Server (SLES) 15 SP3, SP4, SP5 u SP6

+ B Docker: Red Hat Universal Base Image 9.5
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NopaeprkuBaemblie Beb6-6paysepbl

[aHHan Bepcua noaaepXunsaeT cieaytolme seb-6paysepsbi:

+ Google Chrome
+ Mozilla Firefox

+ Microsoft Edge

N3meHeHuna pupmeHHOro opopmneHusn

Micro Focus Tenepb aBnsetca Yactbto OpenText. B cooTBeTcTBMM ¢ BpeHgom OpenText HazBaHWe NPOAYKTa,
NIOroTUNbl, YNOMWUHAHWA Ha3BaHWA KOMMNaHUM U AOKYMeHTauma 6binm o6HoBAEHbI. Bepcum OpenText
cooTBeTCcTBYIOT WabnoHy K.Y (KaneHaapHbili roa.Keaptan). HaunHaa ¢ Bepcuu 1.9, Bepcuun OpenText ldentity
Console cooTBeTcTBYIOT NpUHATON B OpenText cucteme Hymepaumu Bepcuit. NetlQ Identity Console 1.9 Tenepb
HasbiBaeTca OpenText™ Identity Console CE 24.4 (v1.9).

Moppep:xKa TLS 1.3 u OpenSSL 3.0

OpenText Identity Console ucnonbayet HoBellne NpoToKonbl TLS ¢ OpenSSL 3.0 ana 6esonacHoi cBA3K Mo
cetn ¢ OpenText eDirectory 1 gpyrumu npuaoKeHnamu. lononHuTenbHyo nHGopmMaLuto CM. B pasaene
Configuring LDAP Objects (https://www.netig.com/documentation/identity-console/identity_console-admin/
data/manage-ldap-objects.html) (HacTpoitka o6bekToB LDAP).

ABTOMaTHMuecKan BblbopKa cepTuduKarta ceptupuumpyloLieit opraHmsauum
(CA)

Mpu ycTaHoBke OpenText Identity Console MOXKHO BK/IOUYUTL aBTOMATUYECKYHO BbIBOPKY cepTudmKaTa
cepTuounumpytoweit opraHusaumm (CA). OHa no3sonseT cucTeme aBTOMATUYECKM KONUPOBaTb cepTUdUKaT
cepTuounumpytoweit opraiusaumm (CA) B nanky cert npu xoge B OpenText Identity Console.

JononHutenbHyo nHGopmaumio cM. B okymeHTe OpenText™ Identity Console CE 24.4 (v1.9) Installation
Guide (PykoBoacTBo no ycraHoBKke OpenText™ Identity Console CE 24.4 (v1.9)).

HacTtpoiika Homepa nopTta ana paboueit ctaHumm OpenText Identity Console B
Windows

Mpwu yctaHoBKke OpenText Identity Console Workstation 8 Windows MoO*KHO HacTpouTb HOMep nopTa Aaa
npocnywmeaHua B paine edirapi_win.conf. Ana satoro 3agaite 3HadeHue napameTpa listen.
JononHutenoHyto nHdopmaumio cm. B pasgene Installing OpenText Identity Console Workstation on Windows
(YcTraHoBKa paboueit ctaHumu OpenText Identity Console B8 Windows).

O6HOoBNEHUA 3aBUCMMbIX KOMMNOHEHTOB

3TOT BbINYCK NOAAEPKUBAET C/leaytolMe KOMMOHEHTbI:

¢ OpenSSL 3.0.15
+ NICI 3.3.0
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UcnpasneHusa yassumoctein B cucteme 6esonacHoctu

B aTom BbinycKe ycTpaHeHbl npobaembl 6e3onacHocTn OpenText Identity Console, cBA3aHHble € pacKkpbITUEM
BEPCUM NPOrpammHoro obecneyeHus, oTCyTCTBMEM 3aro/IOBKOB 6€30MacHOCTU, NPOM3BOJIbHbIM
npoucxoxaeHnem CORS 1 06xo40m aBTOpU3aLMN.

+ CVE-2024-8204
+ CVE-2024-8203
+ CVE-2024-8202
+ CVE-2024-8206

UcnpasneHua nporpammHoro obecneueHus

[laHHbIN BbINYCK BKAOYAET B cebs cneaytoliMe UCnpasieHns NporpammHoro obecrneyeHns:

KomnoHeHT fno6anbHbii
uaeHTUPUKaTop

OnucaHue

Identity Console  OCTCR56A656403

OCTCR56A636138

OCTCR56A637136

OCTCR56A646057

OCTCR56A571953

OCTCR56A602238

OpenText Identity Console He MOXeT ynpaBasTb HOBbIMU CEPTUDMKATAMM
cepTuomnumpytoweli opraHusaumm (CA).

McnpasneHue: Nonb3oBaTeNN MOTYT MOAKAOUMTLCA K AepeBy C NOMOLLbHO
HOBbIX cepTuduKaToB cepTuduumpytoein opraHnsaumum (CA).

OpenText Identity Console oTobpaxkaeT aybamkaTbl Tabauu, conoctaBneHus
ApanBepoB BMECTO NPaBMIbHOIO CNMcKa Tabany, conocTaBaeHns ApaiBepos.

UcnpasneHue: Tenepb B Ta6nmu,ax conocrtaBneHunA ,D,paVIBGDOB OTO6pa)'KaPOTCﬂ
YHWUKabHblI€ 3HaYe€HUA.

OpenText Identity Console HenpaBuibHO n3meHseT napameTtp "UL
ayTeHTMdUMKaumn" gparisepa IDM.

UcnpasneHue: napametp "N ayteHTUdMKaumm" obHOBAsSIETCA NPaBUIbHO
nocne coxpaHeHua popmbl ans gpaisepa IDM.

B HacTpamBaembix popmax OpenText Identity Console nonb3osaTtenn He morm
[06aBUTb TaKoe e KonnyecTBo aTpmbyToB, Kak B iManager

McnpasneHue: nonb3osaTenu Tenepb MOryT 06aBUTb TAKOE e KONNYECTBO
aTpubyToB, Kak B iManager.

Ecnn B bpaysepe BbI6paH ApYron A3bIK (He aHIUINCKKUIA), NpeacTaBaeHne
cocToAHMA gpaliBepa 6b110 NOBPEXAEHO.

WcnpasneHune: otobparkaeT cocTosHMe ApalBepa Ha BCEX A3bIKAX,
noazepxunsaemblx OpenText Identity Console.

PacKpbliBaloLLMIACA CNUCOK B pasaene "YnpasaeHue nHaekcamu' ncyesan
TONLKO NPUM HaXKaTMM Ha CTPEJIKY PACKPbIBAOLLEroCca CrMCKa.

McnpasieHune: Nonb30BaTeNO HE HYXKHO LLEIKaTb CTPEJIKY CNMUCKA, YTO6bI
3aKPbITb PACKPbIBAOLWMICA CTINCOK.
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KomnoHeHT

Mo6anbHbIN
uaeHTUdPUKaTop

OnucaHue

MaHenb Identity
Console

Identity Console
IDM

YnpasneHue
obbeKTamu

YnpasnexHue
rpynnamm

YnpasneHune
pasgenamm

YnpasnexHue
cepTudurKaTamu

OCTCR56A656003

OCTCR56A573877

OCTCR56A648156

OCTCR56A602039

OCTCR56A573856

OCTCR56A571980

OCTCR56A656001

OCTCR56A675039

Tabnuubl "MeTpuku ncnonbzosaHua IDM" u "Pacnpeaenenue gpansepos IDM"
He YMTa/InCb, eCM B pe3y/bTaTax oTobparkanocb bonee cemu gpaliBepos
noboro Tmna.

UcnpasneHne: NoNb30BaTesib MOXKET IerKo HalTU p,pai/'lBep M NPOCMOTPETL BCE
cBeaeHnA O HeMm.

dunbTp Nnopaaka paboT ucyesan B NoAPOOGHOM NpeacTaBeHNN.

NcnpasneHue: dpuabTp nopsaka paboT otobparkaerca B nogpobHom
npeAcTaBNeHNN U B PACKPbIBaOLLLEMCS CNIMCKe 0TOBPaXKatoTCA BCE NPABUJIbHbIE
3HayeHus.

B okHe agmunHucTpupoBaHusa OpenText Identity Manager gns coxpaHeHus
HaCTPOEK NapameTpPOB CepBepa 3NEKTPOHHOW NouThbl Tpebosanca
naeHTUPUKaTOp NOSb30BaTENA U NAPO/b.

UcnpaBneHue: HaumHas c Bepcum 1.9, B OpenText Identity Console moxHo
YCTaHOBWUTb UMM CHATb GNAXKOK BbinonHUTL ayTeHTUdMKALMIO Ha cepBepe,
MCNo/b3ys yYeTHbIe AaHHbIEe U COXPaHUTb KOHPUTypaLumio.

Mpu noncke onpeaeneHHoro CN ¢ napameTtpom "Bce goctynHble TUMbI" B
dUNbTPE NOMCKa YyCTaHABAMBAJIOCh 3HaUYeHWe "HeKoTopble K/laccbl 06beKTOB",
HO He "Bce", YTo NpmMBeaEeT K OTCYTCTBMIO Pe3y/IbTaToB.

NcnpaBneHune: Nosib3oBaTelb MOXKET BbibpaTb dpunbTp "Bee gocTynHble Tunbl" 1
BbINO/IHUTbL MOMCK MO BCEM TUMAM KNaccoB U aTpMbYTOB.

HoBblit co3gaHHbI 06BbEKT nopsaaka paboT cogeprkan asa aTpmbyTa "cn"
NcnpasneHue: 06BbEKT NopsagKa paboT co3aaeT ognH aTpubyT cn.

OpenText Identity Console pa3pbiBanocb, ecnv conoctassieHme LDAP nnu eDir
He 6blN0 HAaCTPOEHO ANs HacTPaMBaeMblxX K1accoB M aTpubyTos.

NcnpaBneHue: Nonb30BaTe/lb MOXKET CONOCTaBUTb aTpubyT LDAP 1
MCMo/Ib30BaTb €ro 1A pacluMpPeHHOro NouckKa.

OwwnbKa npu gobasneHnn nam npeobpasosaHunn SubRef B penauky ana yteHusa
WM 3anucK Ha cTpaHuue "MpocMoTp penankn'.

WcnpasneHue: ana npeoTepalleHmaA oWnBoK pefakTMpoBaHWUE UK YaaneHne
SUBREF He pa3spelleHo.

HeBo3MOXHO 6bI10 OTNPaBUTb 3NEKTPOHHOE NMcbmo U3 OpenText Identity
Manager 4.8.7 13-3a OWINMOBKM NpU NPOBEPKe cepTUdUKaTa.

Ucnpasnenue: B OpenText Identity Console 1.9 moHoO oTnpaBuTb
aneKTpoHHoe nucbmo 13 OpenText Identity Manager 6e3 owunbKku NnpoBepKu
ceptudukara.

TpeboBaHuAa K cucteme

CeefeHuA o npegBapuTenbHbiX TpeboBaHUAX, TPe6OBaHMAX K KOMMbIOTEPY, YCTaHOBKE, 0OHOBAEHUN UK
Murpaumm cm. B pasgene Planning to Install OpenText Identity Console (MnaHnMpoBaHMe ycTaHoBKK OpenText
Identity Console) nokymeHTa Installing OpenText Identity Console (YctaHoBKa OpenText Identity Console).
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YcTaHOBKA UM 06HOB/IeHMe

BonauTte Ha cTpaHuuy Software License and Download (https://sld.microfocus.com/) (JuueHsua n
CKauMBaHMe NpoayKTa) U cneayinTe yKasaHHbIM Ha HEN MHCTPYKUMAM AN CKaunmBaHMA nporpammbl. OpenText
npepocrtasaseT ¢ann tar.gz wam .zip ana ycraHosku OpenText Identity Console.

Ons Docker: IdentityConsole_190 Containers.tar.gz

[ns aBTOHOMHOW YCTaHOBKM: IdentityConsole 190 Linux.tar.gz

[ns paboueit ctaHumm Windows: IdentityConsole_190 workstation_win_x86 _64.zip
YcTaHOBKa

Mpouecc yctaHoBkn OpenText Identity Console 3aBucuT OT Lenesoit nnatdopmbl. BoibepuTte nogxogamii
pasgen:

YcraHoBKa OpenText Identity Console B KauectBe KoHTeiiHepa Docker

JononHutensHyto nHpopmauuto 06 yctaHoske OpenText Identity Console cm. B pasaene Installing OpenText
Identity Console as Docker Container (YctaHoBKa OpenText Identity Console B KauecTse KoHTeliHepa Docker).
YcTaHOBKa aBTOHOMHOro 3ksemnaapa OpenText Identity Console (6e3 Docker)

HdononHutensHyto nHdopmaumio ob yctaHoke OpenText Identity Console cm. B pasgene Installing Standalone
OpenText Identity Console (Non-Docker) (YcTaHoBKa aBTOHOMHOro 3k3emnaapa OpenText Identity Console
(6e3 Docker)) gokymeHTa.

YcraHoBKa OpenText Identity Console B Windows Kak paboueit ctaHuumu

HdononHutensHyto nHPopmauuto o6 yctaHoBke OpenText Identity Console cm. B pasaene Installing OpenText
Identity Console Workstation on Windows (YcTtaHoBKa paboueit ctaHumn OpenText Identity Console
Workstation 8 Windows).

MNoppep)xuBaemble BapuaHTbl 06HOBAEHUA

JononHutenbHyto nHpopmaumio 06 obHoBneHMn ao OpenText Identity Console cm. B sJokymeHTe OpenText™
Identity Console CE 24.4 (v1.9) Installation Guide (PykoBoactBo no yctaHoBKe OpenText™ ldentity Console
CE 24.4 (v1.9)).

CsaA3b ¢ Open Text

Mo Bonpocam, CBA3aHHbIM C KOHKPETHbIM NPOAYKTOM, obpallantecsk B cy»by noaaepxkm Open Text no
ccblnke https://www.microfocus.com/support-and-services/.

ﬂ,OI’IOI’IHVITel'IbHyIO TEXHUNYECKYIO VIHd)OpMaLI,VII-O NUNN COBETbl MOXXHO MONY4YUTb N3 HECKOJIbKUX MCTOYHUKOB:

+ [loKymeHTauma no NpoayKumum, ctaTbu 6asbl 3HaHUI U BUAEO: https://www.microfocus.com/support-and-
services/

+ CrtpaHuubl coobutectsa Open Text: https://www.microfocus.com/communities/
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KOpungunueckaa nHpopmauma
© Open Text, 2009-2024.

KomnaHus Open Text, a Takke adpPpunmMpoBaHHbIE C HEN KOMMNAHUKM U AnLeH3napbl (ganee — Open Text) He
NpPeAoCTaBAAOT HUKAKUX rapaHTUIt Ha NPOAYKTbI U CEPBUCHI NOMUMO ABHbIX 3aiBIGHUIA O rapaHTUAX,
N3/10XEHHbIX B OTHOLLUEHWN COOTBETCTBYIOLLMX NPOAYKTOB M CEPBUCOB. HMUTO B HAaCTOALLEM AOKYMEHTE He
MOXET pPaccMaTpMBaTbCA B KaYecTse A0MN0HUTE/bHbIX rapaHTUIMHbIX 06a3aTenbcTs. Open Text He HeceT
OTBETCTBEHHOCTM 3a /Il06ble TEXHUYECKNE UAN peaaKTOPCKMe OWNBKN UAK YNYLLEHNA, coaepXKallnecs B
HacToAleM AoKymeHTe. CBeAeHUA, N3/I0XKEHHbIE B HACTOALLEM AOKYMEHTE, MOryT 6biTb M3MeHeHb! 6e3
yBeAOMEHMA.
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