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Security Manager version 6.0 introduces the log archive server
component for storing log data, which dramatically improves log
storage space and performance. Previous versions of Security
Manager stored log data in a Microsoft SQL Server database,
which provided clustering capability. While the log archive server
does not support clustering out-of-the-box, you can manually
configure the log archive on an active/passive Windows Server
2003 cluster. A clustered log archive service provides high
availability of your log archive data.

This Technical Reference provides information about clustering
the log archive service using a Windows Server 2003 cluster.
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Overview

Security Manager version 6.0 introduces the log archive server component for storing log
data, which dramatically improves log storage space and performance. Previous versions of
Security Manager stored log data in a Microsoft SQL Server database, which provided
clustering capability. While the log archive server does not support clustering out-of-the-box,
you can manually configure the log archive on an active/passive Windows Server 2003 cluster.
A clustered log archive service provides high availability of your log archive data.

Supported Products

The Security Manager log archive server component supports Windows Server 2003 clusters.

Requirements

The following table lists additional requirements for a clustered log archive server. For more
information about log archive server requirements, see the Installation Guide for NetlQ
Security Manager.

Category

Requirements

Operating System

Microsoft Windows Server 2003.

Software

» Microsoft Windows Server 2003 Clustering Services
+ Microsoft Message Queuing (MSMQ) 3.0

Implementation Overview

The following table provides an overview of tasks to cluster the log archive service.

E Steps

See Section

. Configure a Windows Server 2003 cluster.

“Configuring a Windows 2003 Cluster
with MSMQ”

. Install the log archive server component on

both cluster nodes.

“Installing Log Archive Servers on the
Cluster Nodes”

. Configure the cluster to fail over the log

archive service.

“Configuring the Cluster to Support the
Log Archive”

. Configure central computers to

communicate with the log archive cluster.

“Configuring Central Computers to Use
the Log Archive Cluster”

Q
Q
Q
Q
Q

. Verifying a successful installation.

“Verifying a Successful Log Archive
Cluster Installation”
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Configuring a Windows 2003 Cluster with MSMQ

To support a clustered log archive, you first create a functioning two-node Windows Server
2003 cluster with MSMQ 3.0 installed. This document does not explain how to create a
Windows Server 2003 cluster, but there are many Microsoft resources available.

Creating a Windows Server 2003 Cluster

Create a basic two-node active/passive Windows Server 2003 cluster. For more information
about creating the cluster, see the Microsoft article “Windows Server 2003 R2 Enterprise
Edition — Cluster Server Resource Center” at www.microsoft.com/windowsserver2003/
technologies/clustering/resources.mspx.

Configuring MSMQ on the Cluster

Install and configure MSMQ 3.0 on both cluster nodes. For more information about
configuring MSMQ to run on the cluster, see the Microsoft article “Deploying Message
Queuing (MSMQ) 3.0 in a Server Cluster” at download.microsoft.com/download/4//5/
41518f76-clce-431b-b79f-71caf9e27578/MSMQ3incluster.doc.

The following figure illustrates a cluster configuration prior to installing and configuring the
log archive server. The virtual cluster server is MYCLUSTER and the two nodes are
CLUSTERI1 and CLUSTER2.

'_"-“:5*_. Cluster Administrator - [MYCLUSTER ()] = | Dlﬂ

l;?j File Wiew Window Help =& =]

=R M‘r’CLLISTER Marne | Skate I CIAnEr | Resource Type I Descripkion |
=3 Groups D Cluster 1P Address Online CLUSTER1 IP Address

g@ SM Lag Archive
{23 Resources
E{:_] Cluster Configuration
=) CLUSTER1
{1 Active Groups
(7] Active Resources
[0 Metwork Interfaces
=-g] CLUSTERZ
[ Active Groups
[ Active Resources
"2 Metwork Interfaces

For Help, press F1

Cluster Name
D Disk E:

Qi pisk F:

Qﬂl M3MS Management
ull MSMO Resource

Online CLUSTER Mekwork, Marne

Crline CLIJSTER1 Pheysical Disk Data Disk
Crline CLIJSTER1 Physical Disk Quarunm
Cnline CLIJSTER] Generic Application
Crline CLUSTER1 Message Queuing
[ 4

The cluster group SM Log Archive will host the log archive. The MSMQ Management
resource is described in the Microsoft document "Deploying Message Queuing (MSMQ) 3.0
in a Server Cluster" in the section "To manage an MSMQ virtual server from Computer

Management."

Note

The log archive server does not require MSMQ triggers on the cluster.

The following sections describe how to configure the cluster group to host the log archive

resource.
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Installing Log Archive Servers on the Cluster Nodes

You need to install the log archive server component by itself on each cluster node. Perform
the actual installation as if you are installing the log archive server to stand-alone computers.

After successfully installing to both nodes, you can then configure the cluster to work with the
log archive. For more information about installing Security Manager, see the Installation
Guide for NetlQ Security Manager.

Note

Provide the same log archive data location on the shared drive and the same log
archive name for both nodes of the cluster.

To install and configure the log archive server on both cluster nodes:

1. Choose a node to install first, and ensure it is the active node so that you have access to the

shared drive.

2. Log on to the computer on which you want to install the log archive server component
using an account that is a member of the local Administrators group. Also ensure your
logon account is a member of the Microsoft SQL Server sysadmin role on the database
server and reporting server.

3. Ensure the local node's Message Queuing service is running prior to installing the log
archive server. With a clustered MSMQ, the local node’s Messaging Queuing service is off
by default. Enable the local MSMQ from Window's service control manager.

Note

A second Message Queuing service for the cluster is also running on the currently
active node. The cluster's Message Queuing service name includes the cluster
resource name (MSMQ Resource in our example). Ensure the other Message
Queuing service, which is for the local node, is started.

The following figure illustrates the two entries for Message Queuing on the currently

active node.
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4. Install the log archive server on the currently active node.

a. Close all open applications.

b. Run the setup program from the Security Manager installation kit.

Clustering the NetlQ® Security Manager™ Log Archive
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¢. Click the Production Setup tab and click Begin Production Setup.
d. On the Installation Type window, select Log Archive Server.

e. During installation, specify a log archive data location on the shared clustered drive.

Note
Provide the same log archive data location on the shared drive and the same
log archive name for both nodes of the cluster.

The following figure illustrates a log archive folder on the E: drive, a shared resource.

B, NetI) Security Manager 6.00 Setup .

Destination Folders

Specify the installation folders for Security Manager
components,

Security Manager files: Details:

|C:‘\Program Files\NetlQ Security Manager Browse ... | To install Security Manager &

components to the specified folders
with the specified options, click

: : Next,
Log Archive data files: ex

|E:\NetIQSMLDgArchive Browse ... | |To change an installation folder, click
- Browse,

On the log archive server, Security
Manager creates the first log archive =
|Log.ﬂ.rchive for you during installation, and you
can create additional log archives at
any time if desired, using the Log
v Restrict Log Archive Permissions Archive Configuration utility, Type a
name for your log archive in the Log
Arrhive Name field. LI

Log Archive Name:

< Back

Cancel |

f. During installation, specify a service account for the service to use on the clustered
node. The clustered log archive server will function correctly if you specify different
service accounts on the two nodes, but use the same service account to avoid
confusion.

g. Follow the instructions in the setup program until you reach the Finished window.

5. When the installation is complete, stop the NetlQ Security Manager Log Archive service
from the service control manager.
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6. Remove the MSMQ queues from the local node. In the left pane of the Computer
Management window, expand Message Queuing, right-click Private Queues and select
Delete from the menu. These queues are not used by the clustered log archive.

EIM Message Queuing

-] Oubgoing Queues

- Public Queues

1459 Private Queues

- nietiq.logarchive. import
1@ netig. logarchive,index
-] System Queues

E, Computer Management . ;Iglil
g File  Action Yiew Window Help |;li|1l
& = | BB 2
8 Telephony ;I Namme | Latel | Mumn... |
iy Dervices -ﬁmtiq.logarchive.import privatedinetiq. logarchive.import 0
%5 WMI Control B netiq.logarchive index privatesinetio.logarchive index 0
&3 Indexing Service
ey Cluster

7. When the deletion is complete, stop the local node's MSMQ service from the service

control manager.

8. Make the second node the active node, and repeat Steps 2 through 7 on the second node.

Creating the Cluster Queues

The log archive server requires two queues to operate:

* netiq.logarchive.import

* netiq.logarchive.index

In a non-clustered installation, the Security Manager setup program creates these queues
automatically. In a cluster, you must create the queues manually using MSMQ administration.
Create the queues on one node, and set the security for the queues on both nodes, as described

in the following procedure.

Note

When you create or configure the queues on a node, that node must be the active node.

Clustering the NetlQ® Security Manager™ Log Archive
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To create the MSMQ queues for use on both cluster nodes:
1. On the active node, right-click My Computer and select Manage.

2. In the Computer Management window, right-click the root node Computer Management
(Local), and select Connect to another computer from the menu. In the Select Computer
dialog, enter the name of the cluster (mycluster in this example) in the Another
computer field. Although Computer Management still indicates (Local), you are now
modifying the cluster resources, including the clustered MSMQ.
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U"@ Event 2| Xl herties of files a... Disabled  Local Systel
| B Share changed betw. .. Disabled Lacal Syste
[]___E Local  Select the computer you want this snap-in to manage e i Hobiedt Rt it G U
v between cli... arted  Automatic  Local Syste
U'“g Perfor - This snapein wil always manage kervice enables. .. Disabled  Local Syster
Drevic . . " . "
8 Storage " Local computer. [the computer this console i running on] amess |'C375'”- " Dlsabled. Metwark 5.
hard disk drive... Started Automatic  Local Syster
o " Another computer: Imyclusteri Browse... | and volumes. ... Manual Local Syster
; structure and ... Started  Manual Local Systel
E Srvices 4 ter Resource p...  Started Manual Local Systel
[ 8 Telepl rter service m... Disabled Local Systel
% Servic olume shadow. .. TMarual Local Sysker
WM ¢ Cancel | between this ... Started Automatic  Local Syste
Security Mana. .. Autornatic  TEXAS\ad..
%Natl\"\eating Remote Desktap Sharing Enables an authorized user to access this ... Disabled Lacal Syste
%Natwurk Connections Manages objects in the Metwork and Dial-...  Started Manual Local Syste
[:I Qutgaing Queues %Network DDE Provides network transport and securicy F.. Disabled Local Syster
D Public Queues %Network DDE DSDM Manages Dynaric Data Exchange (DDE) ... Disabled  Local Systel
F—'D Private Queues %Natwnrk Location Awareness (MLA)  Collects and stares nebwark configuration...  Started  Manual Local Syste
B[] System Queues %Natwork Provisioning Service Manages ¥ML configuration files on a dom. .. Manual Lacal Syste
s

3. In the left pane, expand Message Queuing and click Private Queues.

4. In the right pane, right-click and select New > Private Queue from the menu to create an
MSMQ queue.

= Computer Management - = |EI|5|
=1 File Action Wiew Window  Help |_|ﬁ'|5|

= | BOE [H R 2E

E Computer Management (Local) Mame | Label | hurm... |
! System Tools
: Storage There are no items ta shaw in this view,
B- Services and applications

8 Telephony
Services
WMI Control

B3 Indexing Service

Cluster Refresh
-5 Message Queling Wigw »
(17 Dutgeing Gueues s
-[17 Public Queues Arrange [cons b
a Private Queues Ling up Icans
-7 Swstem Gueues
Create a New Private Queue Help
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5. In the Queue name field, type netiqg. logarchive.import, select the

Transactional check box, and click OK. Note the "Create in: mycluster" indicates that

you are adding to the cluster MSMQ.

Mew Private Queue o x|
% Create ;. muclister
Hueue name:
privatedh Inetiq.lngarchive.impurﬂ
¥ Transactional
] I Cancel |

6. Right-click the queue name and select Properties to assign rights to the new queue.

Help
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7. Grant full rights to the OnePointOp System group for the queue.

netig.logarchive.imporkt Properties : 2 =]

Gereral  Security

Group or user names:

ﬁ Eweryore

€ MYCLUSTERS (TEXAS\MYCLUSTERS)

ﬁ OnePoint0p System [CLUSTER 240nePoint0p System]
-_ﬁ S-1-5-21-1776954 77 2-37006E2349-21 30608502-1007

Add... | Remove |

et Properties j

For zpecial permiszions or for advanced settings, e |
clhick Advanced. =
k. I Cancel | Apply |

8. Repeat Steps 4 through 7 for the second queue, using netig.logarchive. index
for the queue name.

Permizzions for Administrator Al Deny

Full Caontrol

Delete

Receive Meszage

Peek Meszage

Receive Journal kMeszage

EEEEEE
OO0O0O00

9. Move the active node to the second node. In the left pane of Cluster Administrator, expand
Groups, right-click the group name (SM Log Archive in this example), and select Move
Group from the menu.

&1 Cluster Administrator - [MYCLUSTER ()] . o ] 4
= File  Wiew Window Help & x|
& @Al x|=| B s
Ei" MY CLUSTER Mame | State I Cianer | Resource Type | Description |
El{:l Groups : ([ Cluster IP Address  Online CLUSTERZ IP Address
S Log Archive m Cluster Marne Oriline CLUSTER2 Metwork Marme
g Rle””rces - |disk E: Orline CLUSTERZ Physical Disk Data Disk
"@ ELULT;?E;TH iguration [ Disk F: Oniine CLUSTERZ  Physical Disk Quorum
"] Active Groups Uﬂl M3MQ Management  Online CLUSTERZ Generic Application
; D Active Resources m MSMOQ Resource Cnline CLUSTERZ Message Queuing
- [0 Metwork Interfaces
=-@g] CLUSTERZ
{1 Active Graups
D Active Resources
7 Metwork Interfaces
For Help, press F1 A
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10. Repeat Steps 6 through 7 on the netig.logarchive. import queue to set its
security on the second node.

11. Repeat Steps 6 through 7 on the netiqg. logarchive.index queue to set its security
on the second node.

Configuring the Cluster to Support the Log Archive

Now that the queues are created and the security properly set, you can configure the cluster to
recognize the log archive.

To configure the cluster for the log archive:

1. Add a new resource for the log archive service. In the left pane of Cluster Administrator,
right-click Resources and select New > Resource from the menu.

sl =101x
Eile Wiew ‘Window Help ===l
@] >|=]
E- F:‘E,—, Y CLUSTER Manne | State | CIAnEr Group | ResaL
=0 Groups (A pisk F: Online CLUSTERZ SM Lag Archive Physic
SM Log:Avititve: [ Cluster 1P address  Oniine CLUSTERZ SMLog Archive 1P Ade
) oo ces . = Name oOnline CLUSTERZ SMLog Archive Metw
-0 Cluster Co - Viaw : . online CLUSTERZ SM Lag Archive Phiysic
E}ﬁ{%uiTtERl AR Resource Online CLUSTERZ 5M Log Archive Messz
: D nzt::: Cascade Management  Online CLUSTERZ SM Log Archive Gener
[ Metwo Tile: Harizankally
é ‘5 CLUSTERZ Tile Yertically
D Active Close all
(0 Active Group Ch+G
{0 Hetwo Configure Application Resour
Mode
Cluster
1] | i
Creates a new cluster resource l_ l_l_ g
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2. In the New Resource window, type a Name and Description for your log archive service
resource, select Generic Service from the Resource type list, and select your log archive
cluster group name from the Group list. Click Next.

Mew Resource H

Log Archive

Mame: ILn:-g Archive

Dezcription: IThe Log Archive service

Fezource type:

Group: I Sk Log Archive j

[ Bun thiz resource in a separate Fesource Maonitar

T o continue, click Mest,

< Back I Mest > I Cancel
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3. Select each node and click Add to move both nodes to the Possible owners list. Click
Next.

Possible Dwners

Log Archive

Pozzible owners are nodes in the cluster on which thiz resource can be brought online.
Specify the pozzible owners for this resource.,

Axailable nodes; Fozzible owners:

Mame | Mame |

hdd > @) CLUSTERT
@ CLUSTERZ

4- Bemove

it

¢ Back I Mest > I Cancel

4. Set the dependencies to include the Cluster Name, the MSMQ Resource, and the disk that

will host the data.Click Next

Log Archive

Dependencies are rezources which muzst be brought onling by the cluster service first,
Specify the dependencies for this rezource.

Axalable rezources: Rezource dependencies:
Rezource | Resc Rezource | Resc
I:L',ll Cluster IP &ddress IF & Audid - ﬁ Cluster Mamne

[ Disk F: Phys I Disk E: Phys

Eﬂl MSMO Management  Gene E[,l] MSMO Resource Mezs
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5. Type Net IQSMLogArchive in the Log Archive Service name field, select the Use
Network Name for computer name check box, and click Next.

Generic Service Parameters

Log Archive

Service name: INetI DSMLoghrchive

Start parammeters: I

I¥ Lze Metwork Mame for computer name

¢ Back I Mest > I Cancel

6. Click Finish. You do not need to specify any replicated registry keys.

Registry Replication

Log Archive

Programs ar services may store data in the registny, Therefore, it is important to have this
data available on the node on which thep are nning. S pecity the registiy keys below
HEEY _LOCAL MACHIME that should be replicated to all nodesz in the cluster.

F oot Registy Key |

Add... | P mdifi. | Bemowve |

< Back I Finizh I Cancel |
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7. In the left pane of Cluster Administrator, expand Groups and select the group (SM Log
Archive in this example) to display its resources. In the right pane, right-click the new log

archive service resource and select Bring Online.

65 Cluster Administrator - [MYCLUSTER {.)]

=101 x|
File Wiew Window Help &l x|
&| @|a| X|w| @] 2|8
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" 8 CLULSIS.'ErrERTn guration ([ Disk F: orline CLUSTERZ Physical Disk Quarum
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) CLUSTER2
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{1 Active Resources
L2 Metwark Intetfaces

oLog Archive

Offline

(-]
Take Gfflime
Initiate Fallore
Change GSroup

Chrl+T)
Etrl+T

= The Log Arc...

Brings an offline araup o resource onling Delete D
Rename Chrl+r
[ew

Configure Application

Properties

8. When the resource is online, right-click the log archive group (SM Log Archive in this

example) and select Move Group to test the group failover. Verify the group fails over to
the other node.

Configuring Central Computers to Use the Log
Archive Cluster

Your cluster is now configured to support the log archive service. If you have not yet installed
your central computers, install them now and specify the cluster name (MYCLUSTER in this
example) for the log archive name during installation.

If you have already installed your central computers, you can configure them to use the new
clustered log archive.

To configure previously-installed central computers to use the clustered log archive:
1. Start the Security Manager Control Center in the NetlQ Security Manager program group.
2. In the Navigation pane, click Configuration Groups.

3. Select the desired configuration group in the central pane, and on the Tasks menu, click
Launch the Configuration Wizard.

Clustering the NetlQ® Security Manager™ Log Archive 13



4. In the Configuration Wizard Welcome page, click Log Manager.

£l Security Manager Configuration Wizard: Configuration Group - Configl

Log Manager

Welcome Log Manager
Global Settings

og M anages ;I
Intrusion Mananes Log Manager provides a complete solution for log archival and consolidation, event
[ analysis, log forensics, and advanced trend analysis at an enterprise level. Log Manager
Support for Firewalls includes the following features:

SupportForIDS # Speeds response to critical security events and improves staff productivity and

Support for Routers and effectiveness,
Switches

What Next?

» Streamlines reporting.
& Minirnizes network traffic and raximizes scalability,

# Provides comprehensive log archival, analysis, and forensics across distributed
environments.

Available Modules

Configure Log Manager
Configure Log Manager for Windaows

Configure Log Manager for Unix

< Back I Hext > I LCloze

5. Select Configure Log Manager to display the list of central computers.

Configure Log Manager: Configuration Group - Configl

Configure Log Archive Server
Specify the log archive server to associate with central computers,

r— Central computers with associated log archive server:

Configure Time Periods Central Computer | Lag Archive Server Name | Part Number |
MEMBER SERV1 2583

Cancel < Back Mext > FEinish
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6. Select a central computer you want to send data to the clustered log archive, and click

Specity.

Specify Log Archive Server . - x|
Computer [such as ¥YZCOMPUTER]:  Required

[MYCLUSTER Browse... |

Paort Mumber: B equired
EEER)

I P— K | I
I.: _I:I _I:a CE
ﬁ

7. Type the log archive cluster name (MYCLUSTER in this example) in the Computer field,

and click OK to set the log archive server for the specified central computer.

8. Repeat Steps 6 through 7 for all central computers you want to use the clustered log

archive.

Verifying a Successful Log Archive Cluster
Installation

After successfully completing the procedures in this document, you have a highly available
log archive server. The log archive server is running on one node in a two-node cluster,
receiving data from its central computer, and storing data in the log archive folder.

Verify the log archive cluster is successfully installed by performing the following tasks:

Manually fail over the cluster group to the other node. For more information about failing
over the cluster group, see Step 8 on page 13.

Observe that the log archive server created log archive files (. nds) in today’s partition of
the log archive directory. For more information about log archive server partitions and
files, see the User Guide for NetlQ Security Manager.

View statistics about existing log archive files using the Log Archive Configuration utility.
For more information about viewing log archive statistics, see the User Guide for NetlQ
Security Manager.

Run Forensic Analysis queries and verify that the reports contain the expected stored log
data. For more information about Forensic Analysis, see the User Guide for NetlQ
Security Manager.
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Troubleshooting a Log Archive Cluster Installation

If you cannot verify a successful log archive cluster installation, you may want to take one of
the following actions.

» Troubleshoot and reconfigure the log archive server using the Log Archive Configuration
utility. For more information about using the Log Archive Configuration utility, see the
User Guide for NetlQ Security Manager.

* Uninstall and reinstall the log archive server on both cluster nodes. If you uninstall the log
archive server, before reinstalling it, manually delete the existing log archive configuration
file and log archive data.

To delete the log archive configuration file and data:

1. Navigate to SystemDrive\Documents and Settings\All
Users\Application Data\NetIQ\Security Manager, where
SystemDrive is the drive where Windows is installed on the computer.

2. Delete the file LogArchiveConfiguration.config.

3. Delete LogArchive including all subfolders, where LogArchive is the log archive
path and folder name, C: \Net IQSMLogArchive by default.
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