i‘j NetlQ

NetlQ® Identity Manager

Administrator’s Guide for Drivers

August 2020



Legal Notice

For information about NetlQ legal notices, disclaimers, warranties, export and other use restrictions, U.S. Government
restricted rights, patent policy, and FIPS compliance, see https://www.netiq.com/company/legal/.

Copyright (C) 2018 NetlQ Corporation. All rights reserved.


https://www.netiq.com/company/legal/

Contents

About this Book and the Library
About NetlQ Corporation

1 Introduction to Drivers

Understanding DriVers . .. ...ttt e e e e e e
How a Driver WOrks. . .. .o oo e e
Installing the Driver Files . ...t e e et
Creating the Driver Objectin Designer . ..........c i,
Importing the Current Driver Packages ... ...t
Installing the Driver Packages. .........covuiiii i
Configuring the Driver Object. . ... ...
Deploying the Driver . . ...t e e
Starting the Driver. ... ..ot e
ACtiVating DriVerS . .ot e
Securing Driver Communication through HTTPS . ............ ... .. .. ... .. .....

Configuring the Publisher Channel............ ... ... ... ... ... ... ...
Configuring the Subscriber Channel......... ... ... ... ... .. .. ... ... ...

2 Upgrading an Existing Driver

Installed

PaCKAEES. . o\ttt e e e
Applyingthe Driver Patch. . ... ... . e e

PrerequIisSites . ... e e e
Applyingthe PatchasaRootUser..............iiiiiiiiiiiiinnn...
Applying the PatchasaNon-RootUser.................cciiiiininan...

3 Deciding Whether to Use the Remote Loader

Understanding Shims . ... ... i e e
Determining When to Use the Remote Loader ............ ... ... ... i,
Understanding the Java Remote Loader ............ .. ... i,
Installing the Remote Loader. . ...t e e
RequUIrEmMEeNtS. . . e e
SUPPOrted DIiVEIS . . ottt e e e e
Installing Remote Loader ..........co it
Configuring the Remote Loaderand Drivers. . ... nnn...
Creating a Secure Connection to the Identity Manager Engine.............
Understanding the Configuration Parameters for the Remote Loader. ......
Configuring the Remote Loader for Driver Instances on UNIX or Linux ......
Configuring the Remote Loader for Driver Instances on Windows . .........
Configuring the Java Remote Loader for Driver Instances . ................
Configuring the .NET Remote Loader for Driver Instances. ................

Configuring Identity Manager Drivers to Work with the Remote Loader

Configuring Mutual Authentication with the Identity Manager Engine . ... ..

25

Contents



Starting and Stoppingthe Remote Loader ....... ... .. i i i 68

Verifying the Configuration. .. ... .. e e e 72

4 Viewing Version Information 75
Viewing a Hierarchical Display of Version Information .......... ... ... . .. . ... ... 75
Viewing and Saving Version Informationasa Text File ........ ... i 76
Driver Configuration Files Naming Convention . ............ .t iiiini ittt e i 76

5 Backing Up Drivers 77
EXporting the Driver in DeSigNer . .. ..ottt et e et et e 77
Exporting the Driver in IManager . .....oo i e e et et et e et e e e e 77
Running the Driver in Factory Mode . . ... ..ottt e e e 78

6 Monitoring Driver Health 79
Creating a Driver Health Job . ... .. . e e e e e 80
Modifying the Driver Health Job’s Settings. . .. ... .. i i et e 80
Modifying the Conditions for a Driver Health Configuration ........... ... .. ... ... ... ... ... .. ... 81
Modifying the Actions for a Driver Health Configuration ............ .. ... .. ... ... . i ... 84
Creating a CUStOM STate . . ..ttt i et e e e e e e 86
Memory Requirements for Driver Health . . . ... ... . e 86

7 Viewing Driver Statistics 89
Viewing Statistics for an Individual Driver. . .. ... o e 89
Viewing Statistics for a Driver Set . .. ...t e et e e e 89

8 Managing Associations between Drivers and Objects 91
ASSOCIAtiONS. - oo e 91
NoO-Reference AsSOCIiatioNsS. . . ... u .ttt e e e e e e 91
Migration Between AsSOCIatioNsS . . . ..ottt e e e e 92
Association Actions inthe Main MENU .. ...ttt i i e et et 92
Association Actions in the Driver MenU. . . ..ottt e et ettt 93

Tools for Managing AssOCiatioNs . .. ..ottt e e e e e e 94
INSPECtiNg ObJeCtS . . ..ot e e 94
INSPECHING DIiVEIS . o o et e e e e 95

9 Managing Driver Cache Files 97
Viewing a TransaCtion ... ... .ot 97
Viewing the Qut of Band Sync Cache . ... ..ot e e e et e 98
Relocating the Event Cache File. .. ... oot e e e e e e e e 98

10 Securely Storing Driver Passwords with Named Passwords 99
Using Designer to Configure Named Passwords. . . ...ttt ittt 99
Using iManager to Configure Named Passwords . . ...ttt et e et e e 99
Using Named Passwords in Driver POlICIES . . . . ..ottt e e e et e ee s 100
Using the Policy Builder. . ... ..o e e e et e e et e 100

4 Contents



USING XS . .ottt e e e e e e e e e e e e e e 100

Using the DirXML Command Line Utility to Configure Named Passwords. . ........................ 101
Creating a Named Password in the DirXML Command Line Utility .. ............ ... ... .... 101
Removing a Named Password in the DirKML Command Line Utility. . ....................... 102

11 Configuring Java Environment Parameters 103
Using iManager to Configure the Java Environment Parameters ............. .. ..., 103
Using Designer to Configure the Java Environment Parameters. ......... ...t nnn.. 104

12 Rights Needed by a Driver on Identity Vault Objects 107

13 Using the DirXML Command Line Utility 109
INtEractive MO, . . . oottt e e e e e 109
Command LiNe MOde . . ..ot e e e e e e 119

14 Synchronizing Objects 125

What Is SynChronization 2. . .. ... . e e e e 125

When Is Synchronization DONE? . ... .. ittt et et e et e e 125

How Does the Identity Manager Engine Decide Which Object to Synchronize?..................... 126

How Does Synchronization WorkK?. . ... ..ot e e et et et e 127
SCENANIO DN . .ot e 127
SCENANIO TWO . .ottt e 129
Yo=Y o =T o T I o =T 130

15 Association Statistics 131

16 Enabling Out of Band Sync 133

Enabling Out of Band Sync UsiNg DeSigNer. ..o v vttt ettt e et et e et 133

Enabling Out of Band Sync Using iManager . ...ttt et et et et e e 133

Specifying the Out of Band Sync Status Interval. . ........ .. i e 134

17 Migrating and Resynchronizing Data 135

18 Configuring Stronger Ciphers for SSL Communication 137

PrErEQUISIEES . . .ot e 137

Configuring the Settings for SUite BIMode . . .. ... ottt e e e 138
BN gINe . o e e 138
Engine and Remote Loader Communication. ...ttt 138
Engine and Fan-Out Agent Communication ...ttt 139
Identity Manager DIiVers . ... ...ttt et et et e e e e e e e 139

Enabling Stronger Ciphers for SSL Communication . ...... ...t it ie e 139

Verifying the Suite B Settings. ... .. ..ottt e e e e e 140

19 Monitoring Identity Manager 141
Viewing the Monitoring Statistics . ... oot e e e e e e e 142

Contents 5



Monitoring ldentity Manager . ... ..ottt et et e e e 143
Monitoring Job Statistics. . ... ..ot e 144
Monitoring JVM STatistics . . .. ..ot e 145
Monitoring @ Driver Set .. ... e 147
Monitoring User Application Statistics. ... ... ... 148

20 Improving Driver Performance Using Subscriber Service Channel 153

PRI B qUISITES . . ettt e e e 153

Configuring the Subscriber Service Channel. . ... ... ... i i i e 153

Subscriber Service Channel Support Compatibility . ......... ... . i 154

Tracing the Service Channel. . ... ... e et e e e e 154

21 Viewing Identity Manager Processes 157
Setting Permission for Monitoring Trace Files .. ... ... i e 157
Working with is-sensitive Attribute ......... ... i e 157

22 Editing Driver Configuration Files 159

Variables in a Driver Configuration File. . ... .. . i e e e e 159
GeNEral NO S . .\ttt e e e e 160
IMPOrt Driver NOTeS. . . .ottt e e e e e e e 162

Flexible Prompting in a Driver Configuration File. .. ... ... . . . i i 163

Viewing the Informal Identity Manager Driver Configuration DTD. . ......... ... i, 165

23 When and How to Use Global Configuration Values 167

Using GCVs to Adapt the Driver Configuration File to Changing Environments. .. ................... 167

When Notto Use GV, . .ottt e e e e e e e e e et et e et et e 167

When to Use Driver Set GCVs, Driver GCVs, or Global Configuration Objects in Packages............. 168

Naming Convention for GCVS. . . ..ottt e e e e e e et e et et e e 168

24 Extending Custom Entitlements 171

Understanding the Resource Model . ... ... . i et e e 171

Configuring Custom Entitlements .. ... .. i e 172
Deploying Custom Entitlement Package for Identity Applications .......................... 173
Modifying Custom Entitlement Extension . .......... ...t 174

25 Synchronizing Permission Changes from the Connected Systems 177

PlaNNiNgG OVeIVIBW . . ettt ettt e e e e e e e 178
PrereqUISITES .t e e e e e e 178
Understanding the Resource Model . ... ... i i i i i i 179
Understanding the Components for PCRS. . ... ... i e e 180

Preparing Your EnVironment . ... . e e e e 183
Setting Up Administrative User ACCOUNTS . .. ... .. it ettt e e e e 183
Setting Up Administrative Passwords. .. ... ... i e e e 184
Configuring Common Settings GCVS . . ...ttt e et et et e 184
Configuring Custom Entitlements . ... ... . . i e 185
Understanding the PCRS Process . . ..o ottt et e e et e et et 186

Viewing Permission Collection and Reconciliation Service Configuration Objects . .................. 189

6 Contents



Troubleshooting Permission Collection and Reconciliation Service Issues ......................... 190

26 Troubleshooting 193
Identity Manager Treats SYN_TIME values as Signed Integers Instead of Unsigned Integers .......... 193
Attributes Are Removed After Synthetic Add or Optimization Operations ......................... 193
Using NetlQ Sentinel to Log Identity Manager Events. . ...ttt 193
Troubleshooting Driver PrOCESSES . . ..ottt ittt e et et e et et et e et et et e 194
LAV L =T Y 11 ' I = e 3 P 194
Identity Manager Driver ErTOrs . ..ottt e et e et e et et et e 197
Java Customization EFrOrsS. . . .. .ot e e e 200
Multiple Sync Events Occur When an Object is Moved in the Master ReplicaServer ................ 201
Rule Engine Does Not Honor the Mode Specified in the Set or Add Destination Attribute Value. ... ... 202
Reassociating a Driver Set Object with @ Server. . ....... .. i i e et 202
Association Statistics Tool Displays Incorrect Grouping of Drivers in the Dashboard . ................ 203
Association Statistics Tool Displays an Error for No-Reference Associations . ....................... 203
Cannot Edit Large Mapping Tables by Using iManager Plug-ins . . . . ..ot 203
Data Synchronization Flow 205
The ldentity Vault . . ... e 205
THE SHIM L e e e e 209
CaNNELS o e e e 210
Events and Commands . .. ...ttt i e e e e 210
Schema Mapping PoliCy . . ..o e e e e e 211
Event Transformation RUlE. . .. ..o ot e e e e e e e e 211

PUBLISNer. e e e 211
SUDS I Y. .« o e e 212
T P 212
The Sync Attribute . .. ..o e 213
The Notify Attribute. . ... 213
A PrOCESSOr .« o ottt et et e e e e e 213
PUBIISRT. .« e 213
SUDS I DT, .« ettt 214
Matching RUIE . . .o e e e e e 214
PUBLISer. . e e e 215
SUDS I, .« o e e e e 215
Create RUIE . o e 215
PUDIIShEr. . . e 215
SUBSCIIDET. . .o e e 216
Placement RUlE . . .. o e e e 216
PUBIISRT. .« e e 216
SUBDS I DT . .« ettt e 216
Command Transformation RUle . ... .. i e e e e e e 217
PUBIIS Y. .« e e e 217
SUDS I DT . .« ettt 217
Rules, Policies, and Style ShEets ... ...ttt e e e e e i e e 217
Input Transform RUlE. . ... e e e 219
Output Transform RUle . .. ... e et e e e e 220
ASSOCIAtIONS .« o oot e 220
SYNEhEtic AdS . . .ot e e 221
MEIEE PrOCESSING ittt it ettt et e et e e e e e e 223

Contents

7



8

B Driver Properties 229

Driver ConfigUIratioN . . . ..ot e 229
Driver ModUIe .. ..o e 229
AUTNENtICatioN . . o e 230
StartUP OPtION . . .ot e e e 231
DriVer Parameters . ..o e 231
00N ol T PP 232
Global Configuration ... ... i 232

NaME PaSSWOIS. . o\ vttt ettt ettt e e e e e e 232

Engine Control Values. . . ... i e e 233

LOg LVl .ot e e 236

Driver IMmage/IManager ICON . . ..ottt ettt e e e e e et 237

SeCUNItY EQUAlS . .o e e e e 237

] 237

Edit Fiter XML . .ot e e e e e e e e e e e 238

Ty oF A 1 =Y =P 238

EXcluded ObjeCtS. . ..ottt e 238

Driver Health Configuration . . ... ... . e e et e e e e e 239

DrIVEr Manifest . o ot e e e 239

Driver Cache INSPECEOr . . .ottt e e e e e 239

[T A VZ= T 1] o= ot o 1 239

C Understanding Identity Manager Trace 241

P B qUISIEES . .ottt e e e e e e 241

CoNfigUIING TraCe . ottt e e et e e e e 242
Configuring Trace Levels . . ... ot e e e 242
Understanding the Trace MeSSages .. ... vttt ittt et et e e et 249

Interpreting Trace During Identity Manager Operations. . .........cco ittt 259
When @ RUIE EXECULES . . . oottt ettt e e e e e e e ettt e 259
DUMING Driver STartup . .ot e e e e e e 261
DUring QUErY ProCeSSING . .ottt e e e et e e e 263
When Direct Commands are ProCessed. .. ..ottt 267
During add-association EVENTS . .. ...ttt e e 267
Cases With NO Trace EXCeIptS . . oottt e e e et e et et et e et 269

D The Cache Flush Parameter 271
Contents



About this Book and the Library

The Identity Manager Driver Administration Guide provides information about administration tasks
that are common to all Identity Manager drivers.

Intended Audience

This guide is for administrators, consultants, and network engineers who require a high-level
introduction to Identity Manager business solutions, technologies, and tools.

Other Information in the Library

For more information about the library for Identity Manager, see the Identity Manager
documentation website.

About this Book and the Library
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in
your environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios
in which IT organizations like yours operate—day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and
you need someone that is truly easy to work with—for a change. Ultimately, when you succeed,
we all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management

About NetlQ Corporation 11



Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.hetig.com/about_netiqg/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Website: www.nhetig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353(0) 91-782 677

Email: support@netig.com

Website: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. The documentation for this product is
available on the NetlQ website in HTML and PDF formats on a page that does not require you to log
in. If you have suggestions for documentation improvements, click comment on this topic at the
bottom of any page in the HTML version of the documentation posted at www.netig.com/
documentation. You can also email Documentation-Feedback@netig.com. We value your input and
look forward to hearing from you.

Contacting the Online User Community

NetlQ Communities, the NetlQ online community, is a collaborative network connecting you to your
peers and NetlQ experts. By providing more immediate information, useful links to helpful
resources, and access to NetlQ experts, NetlQ Communities helps ensure you are mastering the
knowledge you need to realize the full potential of IT investments upon which you rely. For more
information, visit https://www.netig.com/communities/.
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Introduction to Drivers

As part of your Identity Manager deployment, NetlQ provides Identity Manager drivers to connect
information between popular business applications, directories, and databases. The business
policies you implement using drivers can help to reduce management costs, increase productivity
and security, and provide event reporting and auditing.

This guide provides conceptual, procedural, and reference information that is applicable to all
Identity Manager drivers. For information that is specific to individual drivers, see the appropriate
guide on the Identity Manager Drivers Documentation Website.

This chapter includes the following sections:

+ “Understanding Drivers” on page 13

+ “Installing the Driver Files” on page 14

¢ “Creating the Driver Object in Designer” on page 15
+ “Activating Drivers” on page 21

+ “Securing Driver Communication through HTTPS” on page 21

Understanding Drivers

The Identity Manager engine processes all data changes that occur in the Identity Vault or a
connected application. For events that occur in the Identity Vault, the engine processes the changes
and issues commands to the application via the driver. For events that occur in the application, the
engine receives the changes from the driver, processes the changes, and issues commands to the
Identity Vault.

Drivers connect the Identity Manager engine to the applications. A driver has two basic
responsibilities: reporting data changes (events) in the application to the Identity Manager engine
and carrying out data changes (commands) submitted by the Identity Manager engine to the
application. Drivers must be installed on the same server as the connected application.

Identity Manager stores drivers and library objects in a container called a driver set. Only one driver
set can be active on a server at a time. However, more than one server might be associated with one
driver set. Also, a driver can be associated with more than one server at a time. However, the driver
should be running on only one server at a time. The driver should be in a disabled state on the other
servers. Any server that is associated with a driver set must have the Identity Vault installed on it.

For detailed information about Identity Manager components involved in data synchronization
between the Identity Vault and the connected system, see Appendix A, “Data Synchronization Flow,”
on page 205.

How a Driver Works

Figure 1-1 illustrates the data flow between Identity Manager and a driver object.

Introduction to Drivers 13
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Figure 1-1 Driver Dataflow
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The Identity Manager engine uses XDS, a specialized form of XML, to represent events in the ldentity
Vault. Identity Manager passes the XDS to the driver policy, which consists of basic policies. The
Driver uses a specialized form of XDS called <dri ver - oper at i on- dat a>. The <dri ver -

oper at i on- dat a> element encapsulates the metadata and a payload.

When an event occurs in the Identity Vault, Identity Manager creates an XDS command to represent
that event. Identity Manager passes the XDS command to the driver policy. The driver policy
transforms that XDS command with an output transformation policy.

This output transformation policy generates the <dri ver - oper at i on- dat a> that includes
commands, URIs, methods, and payload information for the driver’s request to the application shim.
The shim then converts the <dr i ver - oper at i on- dat a> into a connected application’s specific
language for example, XML, JSON, etc., to communicate with the connected application.

When the request completes, the driver processes responses and reports the status of the
completed operation to the Identity Manager engine or the Identity Vault.

On the Publisher channel, the driver shim receives the response from the connected application and
converts the input into the <dri ver - oper at i on- dat a> format. Then, using the input
transformation policy, the driver converts the request to an XDS event and reports back to the
Identity Vault.

Installing the Driver Files

To install the driver, you first need to install the driver files and then modify the driver configuration
to suit your environment. Refer to the specific driver guide on the Identity Manager Drivers
Documentation Website for the specific driver files to be installed.
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Creating the Driver Object in Designer

The Designer tool helps you to create the driver object. You need to install the driver packages and
then modify the configuration parameters. After you create and configure the driver, you need to
deploy it to the Identity Vault and start it. Creating the driver object in Designer consists of the
following tasks:

+ “Importing the Current Driver Packages” on page 15

+ “Installing the Driver Packages” on page 16

+ “Configuring the Driver Object” on page 18

+ “Deploying the Driver” on page 19

+ “Starting the Driver” on page 20

NOTE: NetlQ recommends that you use the new package management features provided in
Designer to create the driver. You should not create driver objects using the Identity Manager 4.0 or
from the earlier versions and from the configuration files through iManager. This method of creating
driver objects is no longer supported.

Importing the Current Driver Packages

The driver packages contain the items required to create a driver, such as policies, entitlements,
filters, and Schema Mapping policies. These packages are only available in Designer and can be
updated after they are initially installed. You must have the most current version of the packages in
the Package Catalog before you can create a new driver object.

To verify that you have the most recent version of the driver packages in the Package Catalog:

1 Open Designer.
2 In the toolbar, click Help > Check for Package Updates.

ve Window Help

- @ Welcome
@ Help Contents
4 Search

Dynamic Help

Key Assist... Ctrl+Shift+L

Check for Package Updates

@
@ Check for Designer Updates
*=
b

ed Edition Report a Bug or Give Feedback

Identity Manager Forums
A |dentity Manager Resources
& Manaae Packages
3 Click OK to update the packages
or
Click OK if the packages are up-to-date.
4 In the Outline view, right-click the Package Catalog.

5 Click Import Package.
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6 Select the required driver package
or
Click Select All to import all the packages displayed.

By default, only the base packages are displayed. Deselect Show Base Packages Only to display
all packages.

7 Click OK to import the selected packages, then click OK in the successfully imported packages
message.

8 After the current packages are imported, continue with “Installing the Driver Packages” on
page 16.

Installing the Driver Packages

After you have imported the current driver packages into the Package Catalog, you can install the
driver packages to create a new driver, or update the existing driver package. Refer to the specific
driver guides available in Identity Manager 4.8 Drivers Documentation page for the required
packages to be installed.

To install driver packages, you have to set-up Identity Vault and the driver set.

Setting Up the Identity Vault

If you are installing the driver for the first time you must setup the Identity Vault first for the driver to
be configured. Perform the following steps to install an Identity Vault in the Modeler window.
1 In Designer > Outline view, open your project.

2 Right click project > New > Identity Vault, or drag and drop ldentity Vault from the Palette to
Modeler window.

The Add Server Association screen appears.
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.:.' Add Server Association

Specily Server for Identity Vault

Take the default, specify, or browse to a server.

Server DN: ~ |8

default, click here

Identity Manager Version: (4.8 v

Identity manager Edition: Advanced Edition ~

For version information or to change the

Cancel

3 In the Add Server Association screen, select the following field values and click OK.

+ Server DN

+ |dentity Manager Version

+ |dentity Manager Edition

The Identity Vault Credentials window appears.

Identity Vault Credentials

Host: |

Username: |

Password: |

[J save Password
Secure Connection

OK

Cancel

4 In Identity Vault Credentials window, enter:

Field Description

Host The identity vault hosting machine's IP address

Username The name of the user, for example, Admin, if the user is an administrator.
Password Password of user to login to the identity vault

5 Select Save Password, if you want to save your password for easy logins in the future.

6 Click OK.

Introduction to Drivers
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The Identity Vault and the Driver Set appears in the Modeler window as shown in the following
image.

W Project| & Outing CEL Y
- WTEST

% Password
~ O Tool
« 58 REST

& REST Base
& REST Dafault

* & REST JSOM
O REST Password Synchronization
@ RESE Sermen ol s Roconaseatain oo

@ Default Notification Collection

Presperties # Dataflow M Policy Set [ Provisioning

e 10.71.130.94 - Provisioning
& Murali & Develaper| & Architect| & Dataflow| 71 Table

Setting Up a New Driver Object

Once the Identity Vault is setup, you can add the required driver to connected to the Identity Vault.
The drivers are categorized and available in the right pane under the respective categories.

1 Inthe right pane, drag and drop the driver object from the respective category tab to the
Modeler.

2 In the Driver Configuration Wizard, select the base package.

NOTE: You can only select one base package.

3 Click Next.

4 Select the optional features to install for the selected driver and click Next. The package
dependencies window appears.

5 (Conditional) Click OK to install the package dependency listed.

NOTE: If there are any dependent packages associated with the selected package, you must
install them to proceed.

6 On the Driver Information page, specify a name for the driver, then click Next. The driver
configuration page appears.

IMPORTANT: As the driver configuration parameters and their corresponding values are unique
to each individual driver, you must refer to the driver specific configurations in the respective
driver guides. For more information see, Identity Manager Drivers Documentation Website for
driver specific guides.

Configuring the Driver Object

After the driver packages are installed, you need to configure the driver before it can run. You should
complete the following tasks to configure the driver:

Introduction to Drivers
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8@ Properties for Driver O 4

type filter text General
General Name: Driver
Driver Configurati
Engine Control Va | Notes:
GCVs
Health
Log Level
Manifest
Named Passwords
Packages Server Driver Version =
Reciprocal Attribu 8 cn=server,ou=c.. Unavailable

Trace

iManager Icon
Basic

Configuratio None i
n File:
Supported

DN Format: slash !

Restore Defaults Apply

@ Cancel

+ Configure the driver parameters: There are many settings that can help you customize and
optimize the driver. The settings are divided into categories such as Driver Configuration, Engine
Control Values, and Global Configuration Values (GCVs). Although it is important for you to
understand all of the settings, your first priority should be to review the Appendix B, “Driver
Properties,” on page 229. The Driver Parameters let you configure the publication method and
other parameters associated with the Publisher channel.

+ Customize the driver policies and filter: The driver policies and filter control data flow between
the Identity Vault and the application. You should ensure that the policies and filters reflect
your business needs.

+ Set Up a Secure HTTPS Connection: The connection between the driver and the connected
system can be configured to use a secure HTTPS connection rather than an HTTP connection.

After completing the configuration tasks you must deploy the driver.

Deploying the Driver
After the driver object is created in Designer, it must be deployed into the Identity Vault.

1 In Designer, open your project.

2 In the Modeler, right-click the driver icon E] or the driver line, then select Live > Deploy.

3 If you are authenticated to the Identity Vault, skip to Step 4; otherwise, specify the following
information, then click OK.
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Field Description

Host Specify the IP address or DNS name of the server hosting the Identity Vault.
Username Specify the DN of the user object used to authenticate to the Identity Vault.
Password Specify the user’s password.

4 Read the deployment summary, then click Deploy.
5 Read the message, then click OK.
6 Click Define Security Equivalence to assign rights to the driver.

The driver requires rights to objects within the Identity Vault. The Admin user object is most
often used to supply these rights. However, you might want to create a DriversUser (for
example) and assign security equivalence to that user. Whatever rights that the driver needs to
have on the server, the DriversUser object must have the same security rights.

6a Click Add, then browse to and select the object with the correct rights.
6b Click OK twice.

For more information about defining a Security Equivalent User in objects for drivers in the
Identity Vault, see the Net/Q Identity Manager Security Guide.

7 Click Exclude Administrative Roles to exclude users that should not be synchronized.

You should exclude any administrative User objects (for example, Admin and DriversUser) from
synchronization.

7a Click Add, then browse to and select the user object you want to exclude, then click OK.
7b Repeat Step 7a for each object you want to exclude, then click OK.
8 Click OK.

9 Continue with the next section,“Starting the Driver” on page 20.

Starting the Driver

When a driver is created, it is stopped by default. To make the driver work, you must start the driver.
Identity Manager is an event-driven system, so after the driver is started, it remains idle until an
event occurs. You can use iManager or dxevent commands to start the driver.

To start the driver using Designer:
1 In Designer, open your project.

2 In the Modeler, right-click the driver icon E] or the driver line, then select Live > Start Driver.

To start the driver using iManager:

1 Login to iManager, select Identity Manager Administration if not defaulted already.
2 Click Identity Manager Overview.

3 Browse to and select the driver set object that contains the driver you want to start.
4 Click the driver set name to access the Driver Set Overview page.

5 Click the upper right corner of the driver, then click Start driver.
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IMPORTANT: When you start the driver for the first time, don't add new users to the Publisher

channel until the first polling interval completes because the driver treats all users as existing users
and stores them in the change cache without sending them to the Identity Manager engine. It sends
the new users to the Identity Manager engine from the next polling interval. Therefore, ensure that

new users are added to the Publisher channel after the first polling cycle completes.

Activating Drivers

Any new driver that is created requires a separate activation. After purchasing the integration
module that the driver is associated, you will receive the activation details in your NetlQ Customer
Center.

If you create a new driver in a driver set (that already includes an activated driver from its respective
integration module), the new driver inherits activation from the driver set.

If you create the driver in a driver set that has not been previously activated with the respective
integration module, the driver will run in the evaluation mode for 90 days. You must activate the
driver with its respective module during the evaluation period; otherwise, the driver will be
disabled.

If driver activation has expired, the trace displays an error message indicating that you need to
reactivate the driver to use it. For information on activation, refer to Activating Identity Manager in
the NetlQ Identity Manager Overview and Planning Guide.

Securing Driver Communication through HTTPS

If the remote Web service that you are accessing allows HTTPS connections, you can configure the
driver to take advantage of this increased security.

IMPORTANT: Only certificates from a Java keystore are accepted. Make sure that the keystore for
the certificates is a Java keystore.

Configuring the Publisher Channel

The Publisher channel publishes the information from the connected application to the Identity
Vault. To establish a secured connection for the Publisher Channel, you need a keystore or a KMO
containing a certificate issued by the certificate authority that signed the server’s certificate.
1 Create a server certificate in iManager.:

1a In the Roles and Tasks view, click NetlQ Certificate Server > Create Server Certificate.

1b Browse to and select the server object where the driver is installed.

1c Specify a certificate nickname.

1d Select Standard as the creation method, then click Next.

le Click Finish, then click Close.
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2 Export a self-signed certificate from the certificate authority in eDirectory:
2a In the Roles and Tasks view, click Directory Administration > Modify Object.
2b Select your tree’s certificate authority object, then click OK.

It is usually found in the Security container and is named something like TREENAME
CA.Security.

2¢ Click Certificate > Self Signed Certificate.
2d Click Export.

2e When asked if you want to export the private key with the certificate, click No, then click
Next.

2f Based on the client to be accessing the Web service, select either File in binary DER format
or File in Base64 format for the certificate, then click Next.

If the client uses a Java-based keystore or trust store, then you can choose either format.
2g Click Save the exported certificate to a file.
2h Click Save, then browse to a known location on your computer.
2i Click Save, then click Close.
3 Import the self-signed certificate into the client’s trust store:

The steps to import the certificate vary depending on the client that connects to the Publisher
channel’s HTTPS listener. If the client uses a typical Java keystore, you can perform the following
steps to create the keystore:

3a Use the keytool executable that is included with any Java JDK.
For more information on keytool, see Keytool - Key and Certificate Management Tool.

3b Enter the following command at a command prompt:

keytool -inport -file name_of _cert_file -trustcacerts -nopronpt
-keystore filenanme -storepass password

For example:

keytool -inport -file tree_ca_root.b64 -trustcacerts -nopronpt -

keystore dirxmn . keystore -storepass novel

4 Configure the Publisher channel to use the server certificate you created in Step 1:

4a In iManager, in the Roles and Tasks view, click Identity Manager > Identity Manager
Overview.

4b Locate the driver set containing the driver, then click the driver’s icon to display the
Identity Manager Driver Overview page.

4c In the Identity Manager Driver Overview page, click the driver’s icon again, then scroll to
Publisher Settings.

4d In the KMO name setting, specify the certificate nickname you used in Step 1.
5 Click Apply, then click OK.
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Configuring the Subscriber Channel

The Subscriber channel sends information from the Identity Vault to the connected application. To
establish a secured connection for the Subscriber channel, you need a trust store containing a
certificate issued by the certificate authority that signed the server’s certificate. See “Configuring the
Publisher Channel” on page 21 for an example.

1 Make sure that you have a server certificate signed by a trusted certificate authority.

2 Import the certificate into your trust store or create a new trust store by entering the following
command at the command prompt:

keytool -inport -file name_of cert file -trustcacerts -nopronpt -
keystore fil ename -storepass password

For example:

keytool -inport -file tree_ca_root.b64 -trustcacerts -nopronpt -

keystore dirxm .keystore -storepass novel

For more information on keytool, see Keytool - Key and Certificate Management Tool.
3 Configure the Subscriber channel to use the trust store you created in Step 2:

3a In iManager, in the Roles and Tasks view, click Identity Manager > Identity Manager
Overview.

3b Locate the driver set containing the driver, then click the driver’s icon to display the
Identity Manager Driver Overview page.

3c On the Identity Manager Driver Overview page, click the driver’s icon again, then scroll to
Subscriber Settings.

3d In the Keystore File setting, specify the path to the trust store you created in Step 2.
4 Click Apply, then click OK.
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2 Upgrading an Existing Driver

The driver upgrade process involves upgrading the installed driver packages and updating the driver

files.

This section provides general instructions for updating a driver. For information about updating the
driver to a specific version, search for that driver patch in the NetlQ Patch Finder Download Page and
follow the instructions from the Readme file accompanying the driver patch release.

+ “Upgrading the Installed Packages” on page 25

+ “Applying the Driver Patch” on page 26

Upgrading the Installed Packages

Perform the following steps to upgrade the current installed package to the latest version.

1 Download the latest available packages.

To configure Designer to automatically read the package updates when a new version of a
package is available, click Windows > Preferences > NetlQ > Package Manager > Online Updates in
Designer. For more information about managing packages, see Using Packages in the Net/Q
Designer for Identity Manager Administration Guide.

2 Upgrade the installed packages.

2a
2b

2c

2d
2e
2f

2g
2h

2i

Open the project containing the driver.

Right-click the driver for which you want to upgrade an installed package, then click Driver
> Properties.

Click Packages.

If there is a newer version of a package, there is check mark displayed in the Upgrades
column.

Click Select Operation for the package that indicates there is an upgrade available.
From the drop-down list, click Upgrade.

Select the version that you want to upgrade to, then click OK.

NOTE: Designer lists all versions available for upgrade.

Click Apply.

(Conditional) Fill in the fields with appropriate information to upgrade the package, then
click Next.

Depending on which package you selected to upgrade, you must fill in the required
information to upgrade the package.

Read the summary of the packages that will be installed, then click Finish.
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2j Review the upgraded package, then click OK to close the Package Management page.

For detailed information, see the “Upgrading Installed Packages” in the Net/Q Designer for
Identity Manager Administration Guide.

Applying the Driver Patch

The driver patch updates the driver files. You can install the patch as ar oot or non-r oot user.

+ “Prerequisites” on page 26
+ “Applying the Patch as a Root User” on page 26
+ “Applying the Patch as a Non-Root User” on page 27

Prerequisites

Before installing the patch, complete the following steps:

1 Take a back-up of the current driver configuration.

2 (Conditional) If the driver is running with the Identity Manager engine, stop the Identity Vault
and the driver instance.

3 (Conditional) If the driver is running with a Remote Loader instance, start the Remote Loader
instance and the driver instance.

In a browser, navigate to the NetlQ Patch Finder Download Page.
Under Patches, click Search Patches.

Specify the driver name in the search box.

N o un b

Download and unzip the contents of the patch file to a temporary location on your server.

Applying the Patch as a Root User

In a root installation, the driver patch installs the driver files RPMs in the default locations on Linux.
On Windows, you need to manually copy the files to the default locations.
1 Update the driver files:

+ Linux: To upgrade the existing RPM, log in as r oot and run the following command in a
command prompt:

rpm-Wh <Driver Patch File Tenporary Location>/Ilinux/<driver
filename>. rpm

For example, rpm - Uvh <I DM4. 5_Fanout Agent _1110. zi p>/ | i nux/ <dri ver
filename>. rpm

+ Windows: Navigate to the <Extracted Driver Patch File Tenporary
Locat i on>\ wi ndows folder and copy the following files to <I dent i t yManager
installation>NDS\I|ibor<ldentityMinager
i nstal | ati on>\ Renot eLoader\ | i b folder:

+ <driver comon filenane>.jar
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¢ <driver shimfilenanme>.jar
e <driver util filename>.jar
2 (Conditional) Start the Remote Loader instance.

3 (Conditional) Start the driver.

Applying the Patch as a Non-Root User

Perform the following steps if you are installing the patch as a non-root user.

1 Verify that <non-root eDirectory | ocati on>/rpmdirectory exists and contains the file,
_db. 000.

If _db. 000 is not present in this directory, the installation will not succeed.

2 Tosetther oot directory to non-r oot eDirectory location, enter the following command in the
command prompt:

ROOTDI R=<non-root eDirectory | ocation>

This will set the environmental variables to the directory where eDirectory is installed as a non-
r oot user.

3 To install the driver files, enter the following command:

rpm - -dbpat h $ROOTDI R/ rpm - Uvh --rel ocat e=/ usr =$ROOTDI R/ opt / novel | /
eDirectory --rel ocate=/etc=$ROOIDI R/ etc --rel ocate=/opt/novell/

eDi rect or y=3ROOTDI R/ opt/ novel | /eDirectory --rel ocate=/opt/novell/
di rxm =$ROOTDI R/ opt / novel | /dirxm --rel ocat e=/ var =3ROOTDI R/ var - -
badrel oc --nodeps --replacefiles <rpmlocation>
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Deciding Whether to Use the Remote
Loader

The Remote Loader allows you to run Identity Manager drivers on connected systems that do not
host the Identity Vault and Identity Manager engine. The .NET Remote Loader works on Windows-
based systems only.

The Remote Loader is capable of hosting Identity Manager application shims contained in platform-
specific files through JNI, as well as the more-common Identity Manager application shims contained
in platform-agnostic JAR files. The Remote Loader can run on any platform. However, platform-
specific shims must be run on their native platform (for example, . so files on Linux/Unix).

Understanding Shims

The Remote Loader uses shims to communicate with the application on a managed system. A shim is
the file or files that contain the code to process the events that are synchronizing between the
Identity Vault and the application. Before using the Remote Loader, you must configure the
application shim to connect securely with the Identity Manager engine. You must also configure
both the Remote Loader and the Identity Manager drivers. For more information, see “Configuring
the Remote Loader and Drivers,”.

Determining When to Use the Remote Loader

You can install the Identity Manager engine, Identity Vault, and the driver shim on the same server.
The Identity Manager engine runs as part of an eDirectory process. The Identity Manager drivers can
run on the server with the Identity Manager. They also can run as part of the same process as the
Identity Manager engine. However, in the following scenarios, you might want the Identity Manager
driver to run as a separate process on the server that hosts the Identity Manager engine:

+ To protect the Identity Vault from any exceptions encountered by the driver shim.

+ To improve the performance of the server running the Identity Manager engine, by offloading
driver commands to the remote application or database.

+ To run additional drivers on servers that do not host the Identity Manager engine.

In these scenarios, the Remote Loader provides a communication channel between the Identity
Manager engine and the driver. For example, you install an LDAP driver on the same server as the
Identity Manager engine and the Identity Vault. Then you install the Active Directory (AD) driver on a
different server with the Remote Loader. To allow the drivers to access the application and
communicate with the Identity Vault, install the Remote Loader on both servers, as shown in the
following figure.
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NetlQ recommends that you use the Remote Loader configuration for use with your drivers where
possible. Use the Remote Loader even in cases where the application is on the same server as the
Identity Manager engine.

Understanding the Java Remote Loader

The Java Remote Loader provides the flexibility to load a driver shim on computers with UNIX or
Linux servers that the native Remote Loader does not support. The Java Remote Loader is a Java
application. You can use the Java Remote Loader with any publicly supported version of Java.

To open the application, run the shell script named di r xm _j r endt e. For more information, see
“Configuring the Java Remote Loader for Driver Instances” on page 53.

Installing the Remote Loader

This section provides the following information:

Requirements

Each driver requires that the connected system be available and the relevant APIs are provided.
Refer to the Identity Manager Driver documentation website (https://www.netig.com/
documentation/identity-manager-48-drivers/) for operating system and connected system
requirements that are specific to each system.

Supported Drivers

NetlQ recommends that you use the Remote Loader configuration with your drivers where possible.
Use the Remote Loader even in cases where the connected system is on the same server as the
Identity Manager server engine.

When you run the driver shim in the Remote Loader configuration, the following advantages apply:

+ Memory and processing isolation between driver shims allows for better performance and
monitoring of the ldentity Manager solution.

+ Patching and upgrading the driver shim does not impact eDirectory or other drivers.
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+ Protects eDirectory from fatal issues that could occur in the driver shim.

+ Distributes the load from the driver shims to other servers.
The following drivers support the Remote Loader capability:

+ Active Directory

+ Access Review

+ ACF2

¢ Banner

+ Blackboard

+ Data Collection Services

+ Delimited Text

+ GoogleApps

+ REST

+ GroupWise (for 32-bit Remote Loader)
+ JDBC

+ JMS

+ LDAP

¢ Linux/UNIX Settings

¢ Lotus Notes

+ Managed System Gateway

+ Manual Task Services

+ Office 365

+ Oracle EBS HRMS

+ Oracle EBSTCA

+ Oracle EBS User Management
+ PeopleSoft 5.2

+ Privileged User Management
+ Remedy

+ SalesForce.com

+ SAP Business Logic

+ SAP GRC (CMP only)

+ SAP HR

* SAP Portal

+ SAP User Management

+ SCIM

+ ServiceNow

+ Integration Module V2.0 for Sentinel

+ SharePoint
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SOAP

+ Top Secret
WorkOrder
Workday

*

*

The following drivers do not support Remote Loader:

+ Bidirectional eDirectory

+ eDirectory

*

Entitlements Services

*

Null and Loopback

*

Role Service

*

User Application

Installing Remote Loader

Use the following information to install the Remote Loader for your platform.

Type of Remote Loader See...

Installing Remote Loader on Linux Installing Identity Manager in the Net/Q Identity Manager
Setup Guide for Linux.

Installing .NET Remote Loader on Windows Installing Remote Loader in the Net/Q Identity Manager Setup
Guide for Windows.

Installing Java Remote Loader on Linux Installing Java Remote Loader in the Net/Q Identity Manager
Setup Guide for Linux.

Installing Java Remote Loader on Windows Installing Java Remote Loader in the Net/Q Identity Manager
Setup Guide for Windows.

Configuring the Remote Loader and Drivers

The Remote Loader can host the Identity Manager application shims containedin. dl |, . so, or
. j ar files. The Java Remote Loader hosts only Java driver shims. It does not load or host a native
(C++) driver shim.

Before using the Remote Loader, you must configure the application shim to connect securely with
the Identity Manager engine. You must also configure both the Remote Loader and Identity Manager
drivers. For more information about shims, see “Understanding Shims” on page 29.

¢ “Creating a Secure Connection to the Identity Manager Engine” on page 33

+ “Understanding the Configuration Parameters for the Remote Loader” on page 36

+ “Configuring the Remote Loader for Driver Instances on UNIX or Linux” on page 49

+ “Configuring the Remote Loader for Driver Instances on Windows” on page 50

+ “Configuring the Java Remote Loader for Driver Instances” on page 53

+ “Configuring the .NET Remote Loader for Driver Instances” on page 54

32 Deciding Whether to Use the Remote Loader


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#installingremoteloader
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#installidentitymanagerlinux
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#installlinuxjavaremoteloader
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#windowsinstalljavaremoteloader
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front

+ “Configuring Identity Manager Drivers to Work with the Remote Loader” on page 57
+ “Configuring Mutual Authentication with the Identity Manager Engine” on page 58
+ “Starting and Stopping the Remote Loader” on page 68

+ “Verifying the Configuration” on page 72

Creating a Secure Connection to the Identity Manager Engine

You must ensure that data transfers securely between the Remote Loader and the Identity Manager
engine. NetlQ recommends using Transport Layer Security/Secure Socket Layer (TLS/SSL) protocols
for communication. To support TLS/SSL connections, you need an appropriate self-signed certificate
in a keystore file. This section explains how to create, export, and store that certificate.

NOTE: Use the same version of SSL on the servers hosting the Identity Manager engine and the
Remote Loader. If the versions of SSL on the server and the Remote Loader do not match, the server
returns a SSL3_GET_RECORD: wrong ver si on nunber error message. This message is only a
warning, and communication between the server and Remote Loader is not interrupted. However,
the error might cause confusion.

Understanding the Communication Process

The Remote Loader opens a server socket and listens for connections from the remote interface
shim. The remote interface shim and the Remote Loader perform an SSL handshake to establish a
secure channel. Then the remote interface shim authenticates to the Remote Loader. If the
authentication of the remote interface shim succeeds, the Remote Loader authenticates to the
remote interface shim. Only when both sides are satisfied that they are communicating with an
authorized entity does synchronization traffic occur.

The process for establishing SSL connections between a driver and the Identity Manager engine
depends on the type of driver:

+ For a native driver, such as the Active Directory driver, point to a base64 encoded certificate.
For more information, see “Managing Self-Signed Server Certificates” on page 34.

+ For a Java driver, you must create a keystore. For more information, see “Creating a Keystore
File when Using SSL Connections” on page 35.

+ For a.NET driver, point to a base64 encoded certificate. For more information, see “Managing
Self-Signed Server Certificates” on page 34.

If the EC certificate is created with 521 as the key size, then you must add the NIST P-521 elliptic
curve to the list of TLS ECC order on the Windows server where .NET Remote Loader is running.
To do so, perform the following steps:

1. Click Run > gpedit.msc.

2. Inthe Local Group Policy Editor, navigate to Computer Configuration > Administrative
Templates > Network > SSL Configuration Settings.

3. Double-click ECC Curve Order.
4. Set the value to Enabled and then add Ni st P521 in the ECC Curve Order field.

5. Save the changes and restart the Windows server.
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NOTE: The Remote Loader allows for custom connection methods between the Remote Loader and
the remote interface shim that is hosted on the Identity Manager server. To configure a custom
connection module, see the documentation that comes with the module for information regarding
what is expected and allowed in the connection string.

Managing Self-Signed Server Certificates

You can create and export a self-signed server certificate to ensure secure communication between
the Remote Loader and the Identity Manager engine. For additional security, you can configure
stronger ciphers for SSL communication as specified by Suite B. This communication requires the use
of ECDSA (Elliptic Curve Digital Signature Algorithm) certificates for encrypting the data. When Suite
B is enabled, Remote Loader uses TLS 1.2 as a communication protocol. For more information about
Suite B, see Suite B Cryptography.

You can export a newly created certificate or use an existing certificate.

NOTE: When a server joins a tree, eDirectory creates the following default certificates:

+ SSL CertificatelP
SSL CertificateDNS

*

*

Suite B compliant certificates

[

Log in to NetlQ iManager.

N

To create a new certificate, complete the following steps:
2a Click NetlQ Certificate Server > Create Server Certificate.
2b Select the server to own the certificate.

2c Specify a nickname for the certificate. For example, r enot ecert.

NOTE: NetlQ recommends that you avoid using spaces in the certificate nickname. For
example, use r enot ecert instead of renote cert.

Also, make a note of the certificate nickname. This nickname is used for the KMO name in
the driver’s remote connection parameters.

2d Select the certificate creation method, then click Next.
You have the following options:

+ Standard: This option creates a server certificate object using the largest possible key
size and signs the public key certificate with your Organizational CA.

+ Custom: This option creates a server certificate object using the settings you specify. It
allows you to set a number of customized settings for the Server Certificate object.
Select this option to create ECDSA certificates for Suite B communication.

+ Import: This option creates a server certificate object using the keys and certificates
from a PKCS12 (PFX) file. You can use this option in conjunction with the Export
feature to backup and restore a Server Certificate or to move a Server Certificate
object from one server to another.

2e Specify the certificate parameters.
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2f Accept the rest of the certificate defaults.
2g Review the summary, click Finish, then click Close.
3 To export a certificate, complete the following steps:
3a In iManager, navigate to Roles and Tasks > NetlQ Certificate Access > Server Certificates.

3b Browse and select the created certificate or the server created certificate (for example, SSL
CertificateDNS).

3¢ Click Export.
3d Select the CA Certificate as OU=organization CA.O=TREEANAME from the drop down menu.

3e Select the Export Format as BASE64 from the drop down menu.

NOTE: When the Remote Loader is running on a Windows 2012 R2 64-bit server, the
certificate must be in Base64 format. If you use the DER format, the Remote Loader fails to
connect to the Identity Manager engine.

3f Click Next.
3g Click Save, then click Close.

Creating a Keystore File when Using SSL Connections

To use SSL connections between a Java driver and the Identity Manager engine, you must create a
keystore. A keystore is a Java file that contains encryption keys and, optionally, certificates. If you
want to use SSL between the Remote Loader and the Identity Manager engine, and you are using a
Java shim, you need to create a keystore file. The following sections explain how to create a keystore
file:

+ “Creating a Keystore on Any Platform” on page 35
¢ “Creating a Keystore on Linux” on page 35

+ “Creating a Keystore on Windows” on page 36

Creating a Keystore on Any Platform
To create a keystore on any platform, you can enter the following at the command line:

keytool -inport -alias trustedroot -file self-signed certificate nane -
keystore filename -storepass keystorepass

The filename can be any name. For example, r dev_keyst or e.

Creating a Keystore on Linux

In Linux environments, use the cr eat e_keyst or e file, which is a shell script that calls the Keytool
utility. The file is installed with rdxml, located by defaultinthei nstal | _directory/dirxm/bin
directory. The create_keystore file is also included in the di rxm _jrenote. tar. gz file, found in
the \di rxm \j ava_r enot el oader directory.

Perform the following actions to create the keystore:
1 Change to the directory in which you installed the JRE.
% cd JAVA- HOVE/ bin
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For example: % cd opt/ neti g/ cormmon/jre/bin

2 Set the path variable to include the location of the JRE at the command line.
export PATH=opt/netiqg/ comon/jre/bin

3 Create the keystore by entering the following at the command line:
create_keystore self-signed_certificate_nanme keystorenane

For example, type one of the following

create_keystore tree-root.b64 mnmystore
create_keystore tree-root.der mnystore

The cr eat e_keyst or e script specifies a hard-coded password of “dirxml” for the keystore
password. This is not a security risk because only a public certificate and public key are stored in
the keystore.

Creating a Keystore on Windows

Run the Keytool utility, located by default in the c: \ novel | \ r enot el oader\ j r e\ bi n directory.

Understanding the Configuration Parameters for the Remote
Loader

For the Remote Loader to work with a driver instance that hosts an Identity Manager application
shim, you must configure the driver instance. For example, you must specify the connection and
port settings for the instance. You can specify the settings from the command line, in a configuration
file (UNIX or Linux), or in the Remote Loader Console (Windows). Once the instance is running, you
can use the command line to modify the configuration parameters or instruct the Remote Loader to
perform a function. For example, you might want to open the trace window or unload the Remote
Loader.

This section provides information about the configuration parameters. The explanation specifies
whether a parameter can be sent from the command line to updated the Remote Loader while the
instance is running.

For more information about configuring a new driver instance, see the following sections:
¢ Linux and UNIX: “Configuring the Remote Loader for Driver Instances on UNIX or Linux” on
page 49

+ Windows: “Configuring the Remote Loader for Driver Instances on Windows” on page 50.

Configuration Parameters for the Driver Instances in the Remote Loader

You can configure a driver instance from the command line or in a configuration file. NetlQ provides
a sample file conf i g8000. t xt to help you configure the Remote Loader and drivers for use with
your application shim. The sample file is located by default in the / opt / novel | / di rxm / doc
directory on Linux. On Windows, the sample file is located by default in the

C.\novel I'\renot el oader\ <archi t ecture(64bit/32bit>\ or

C.\ Novel I\ renot el oader . NET directory.

For example, the configuration file might include the following lines on Linux:

Deciding Whether to Use the Remote Loader



- conmmandport 8000

-connection "port=8090 rootfile=/dirxmrenotel/root.pent
-modul e $DXM._HOME/ di rxmd renot e/ | i becskel drv.so.0.0.0
-trace 3

The configuration file might include the following lines on Windows:

- conmandport 8000

-connection "port=8090"

-trace 4

-tracefile ./trace8000.1 og

-class comnovel | .nds. dirxnml .driver.delimtedtext.DelimtedTextDriver

Table 3-1 describes the options that enable you to configure the Remote Loader:

Table 3-1 Remote Loader Options

Option Secondary Parameter Description
Name

-assembly path to driver DLL file (Conditional) When using a .NET Remote Loader,
specifies the path where the driver .dll is located.
Ensure that the configuration file includes this
parameter. For example:

-assenbly
C.\ Novel | \ r enot el oader . NET\ DXM_MADDx i
ver.dl |

-class -cl Java class name (Conditional) When using a Java driver, specifies
the Java class name of the Identity Manager
application shim that you want to host. This
options tells the application to use a Java keystore
to read certificates. For example:

-cl ass

com novel | . nds. di rxm .driver.ldap.L
DAPDr i ver Shi m -cl

com novel | . nds. di rxm .driver.ldap.L
DAPDr i ver Shi m

NOTE

+ You cannot use this option if you specify a -
nodul e option.

+ If you use thet ab character as a delimiter in
the - cl ass option, the Remote Loader does
not start automatically. Instead, you must
manually start it. For the Remote Loader to
start properly, you can use a space character
instead of at ab.

+ For more information about names that you
can specify for this option, see
“Understanding the Names for the Java -class
Parameter” on page 48.
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Option Secondary Parameter

Name

Description

-commandport -cp

-config None filename

-description

port number

-desc short description

Specifies the TCP/IP port that the driver instance
uses for control purposes. For example, -
comandport 8001 or-cp 8001. The default
value is 8000.

To use multiple driver instances with the Remote
Loader on the same server, specify different
connection ports and command ports for each
instance.

If the driver instance hosts an application shim,
the command port is the port on which another
instance communicates with the instance that is
hosting the shim. If the driver instance sends a
command to an instance that is hosting an
application shim, the command port is the port on
which the hosting instance is listening.

When you send this parameter from the command
line to an instance that hosts an application shim,
the command port represents the port on which
the hosting instance is listening. You can send this
command when the Remote Loader is running.

Specifies a configuration file for the driver
instance. For example:

-config config.txt

The configuration file can contain any command
line options except - conf i g. Options specified
on the command line override options specified in
the configuration file.

You can send this command when the Remote
Loader is running.

(Optional) Specifies a short description in string
format, such as SAP, which the application uses for
the title of the trace window and for audit logging.
For example:

-description SAP
-desc SAP
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Option

Secondary
Name

Parameter

Description

-module

-password

-piddir

-m

P

_pd

modulename

password

directory

(Conditional) When using a native drive, specifies
the module containing the Identity Manager
application shim that you want to host. This option
tells the applicationtousearootfil e
certificate. For example, for a native driver, type
one of the following:

- nmodul e

"c:\ Novel | \ Renot eLoader\ ADDri ver.dl|"
-m

"c:\ Novel |\ Renpt eLoader\ ADDri ver.dl | "

NOTE

+ You cannot use this option if you specify a -
cl ass option.

+ Ifyou use thet ab character as a delimiter in
the - modul e option, the Remote Loader
does not start automatically. Instead, you
must manually start it. For the Remote
Loader to start properly, you can use a space
character instead of at ab.

Specifies the password for the driver instance
when you issue commands that change settings or
affect instance operation. You must specify the
same password as the first password specified
with setpasswords for the instance that you want
to command. For example:

- password netiqg4

If you do not send the password when issuing
commands, the driver instance prompts you for
the password.

You can send this command when the Remote
Loader is running.

Specifies the path to directory for the process id
file (pidfile) used by the Remote Loader process.
For example:

-piddir /var/opt/novell/dirxm/rdxm/
dat a

The pidfile exists primarily for use by SysV-style init
scripts. The default value is/ var / run.
Alternatively, the default value is the current
directory, if the Remote Loader is run by a user
without sufficient rights to open the pidfile for
reading and writing in / var/ run.

This parameter is similar to - dat adi r .

Deciding Whether to Use the Remote Loader

39



Option Secondary Parameter Description
Name

-service -serv None, or install/ Specifies whether you want to configure an
uninstall instance as a Win32 service. Valid values are
i nstall anduni nstall plusthe other
parameters necessary to host an application shim.
For example, you must include - nodul e and
might also include - conmmandport and the
connection settings.

This command simply installs or uninstalls the
instance as a service. It does not start the service.

You can send this command when the Remote
Loader is running. However, you cannot use this
command on rdxml or the Java Remote Loader.

-setpasswords  -sp password password Specifies the password for the driver instance and
the password of the Identity Manager Driver
object of the remote interface shim with which
the Remote Loader communicates.

You do not need specify a password. Instead, the
Remote Loader prompts you for the passwords.
However, if you specify the password for the
Remote Loader, you must also specify the
password for the Identity Manager Driver object
associated with the remote interface shim on the
Identity Manager engine server. To specify the
passwords, use the following syntax:

- set passwor ds Renot e_Loader _password
driver_object _password

For example:
-set passwords netig4 idnobject6

NOTE: Using this option configures the driver
instance with the passwords specified but does
not load a Identity Manager application shim or
communicate with another instance.

-datadir -dd directory Specifies the directory for data files that the
Remote Loader uses. For example:

-datadir C: \novell\renotel oader

When you use this command, the Remote Loader
changes its current directory to the specified
directory. Trace files and other files that do not
have an explicitly specified path will be created in
this data directory.

-help -h None Instructs the application to display the Help.
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Option

Secondary
Name

Parameter

Description

-connection

TCP/IP
connection
settings

address

fromaddress

-conn

None

None

connection
configuration string

IP_address

IP_address

Specifies the settings for connecting to the server
hosting the Identity Manager engine that runs the
Identity Manager remote interface shim. The
default connection method is TCP/IP using SSL.

To use multiple driver instances with the Remote
Loader on the same server, specify different
connection ports and command ports for each
instance.

Enter the connection settings in the following
syntax:

-connection "paraneter paraneter
paraneter"

For example:

-connection "port=8091

fromaddr ess=198. 51. 100. 0

rootfil e=server 1. pem keyst or e=ca. pem
| ocal addr ess=198. 51. 100.0

host nane=198. 51. 100. 0 kno=renot e
driver cert"

Use the following parameters for specifying the
settings for a TCP/IP connection:

(Optional) Specifies whether the Remote Loader
listens on a particular local IP address. This is
useful if the server hosting the Remote Loader has
multiple IP addresses and the Remote Loader must
listen on only one of the addresses. The following
values are valid:

¢ address=address nunber
¢ address='1ocal host'

For example:

addr ess=198. 51. 100. 0

If you do not specify a value, the Remote Loader
listens on all local IP addresses.

Specifies the server from which the Remote
Loader accepts connections. The application
ignores connections from other addresses. Specify
an IP address or the DNS name of the server. For
example:

fromaddr ess=198. 51. 100. 0

fromaddr ess=t est server 1. conpany. com
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Description

Option Secondary Parameter
Name

handshaketime None Number of

out milliseconds

hostname None

secureprotocol None TLS version
enforceSuiteB  None True/False
useMutualAuth None True/False

IP_address or name
of the server

(Conditional) Applies when handshake timeouts
occur with otherwise valid connections from the
Identity Manager engine. Specifies the timeout
period, in milliseconds, for the handshake
between the Remote Loader and the Identity
Manager engine. For example:

handshaket i neout =1000

You can specify an integer greater than or equal to
zero. Zero means that the connection never times
out. The default value is 1000 milliseconds.

Specifies the IP address or name of the server on
which the Remote Loader runs. For example:

host nane=198. 51. 100. 0

Specifies the version of the TLS protocol that the
Remote Loader uses to connect to the Identity
Manager engine. For example:

secur eprotocol =TLSvl 2

Identity Manager supports TLSv1 and TLSvl 2. By
default, the Remote Loader uses TLSv1 2. To use
TLSv1, specify this version in the parameter.

(Conditional) Applies only when you want the
Remote Loader to communicate with the Identity
Manager engine using Suite B cryptographic
algorithms.

To use Suite B for communication, specify t r ue.
This communication is supported only on TLS 1.2
protocol.

If you try to connect a Suite B-enabled engine with
a Remote Loader that does not support TLSv1.2,
the handshake fails and the communication is not
established. For example, Remote Loader 4.5.3,
which does not support TLS v1.2.

(Conditional) Applies only when want the Remote
Loader and the Identity Manager engine to
authenticate each other by verifying the public key
certificate or digital certificate issued by the
trusted Certificate Authorities (CAs) or self-signed
certificates. For example:

useMut ual Aut h=t r ue
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Option Secondary
Name

Parameter

Description

keystore

kmo

localaddress

port

rootfile

storepass

Java settings

keystore filename

kmo name

IP_address

decimal port number

trusted root
certificate filename

storepass

Specifies the file name of the Java keystore that

contains the trusted root certificate of the issuer
of the certificate that the remote interface shim

uses. For example:

keyst or e=keystore fil enane

Usually, you specify the Certificate Authority of the
tree that is hosting the remote interface shim.

Specifies the key name of the Key Material Object
containing the keys and certificate used for SSL
connections. For example:

knmo=renote driver cert

Specifies the IP address to which you want to bind
the socket for client connection. For example:

| ocal addr ess=198. 51. 100.0

Specifies the TCP/IP port on which the Remote
Loader listens for connections from the remote
interface shim. To specify the default port, enter
por t =8090.

Specifies the name of the file that contains the
trusted root certificate of the issuer of the
certificate that the remote interface shim uses.
The certificate file must be in Base 64 format
(PEM). For example:

rootfile=trustedcert

Usually, the file will be the Certificate Authority of
the tree that is hosting the remote interface shim.

Specifies password for the Java keystore that you
entered for the keyst or e parameter. For
example:

st or epass=nypassword

For the Remote Loader to communicate with a
Java driver, specify a key-value pair, using the
following syntax:

keyst or e=keyst or enane
st or epass=passwor d

Use the following parameters for specifying the
Java settings:
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Option Secondary Parameter Description
Name
-java -j None (Conditional) Specifies that you want to set

-javadebugport -jdp

-javaparam -ip

Java
environment
settings

DHOST_JVM_A
DD_CLASSPATH

Port number

passwords for a Java driver shim instance.

NOTE: If - cl ass value is specified with -
set passwor ds, this option is not necessary.

Instructs the instance to enable Java debugging on
the specified port. For example:

- j avadebugport 8080

Use this command when developing Identity
Manager application shims. You can send this
command when the Remote Loader is running.

Specifies the parameters for the Java environment.
Enter the Java environment parameters in the
following syntax:

- j avapar am par anet er
-jp paraneter
-jp paraneter

NOTE: Do not use this parameter with the Java
Remote Loader.

To specify multiple values for an individual
parameter, enclose the parameter in quotation
marks. For example:

- j avapar am DHOST_JVM MAX HEAP=512M
-j p DHOST_JVM MAX_HEAP=512M

-jp "DHOST_JVM OPTI ONS=-

Dfil e. encodi ng=utf-8 -

Duser. | anguage=en"

Use the following parameters for setting the Java
environment:

Specifies additional paths for the JVM to search for
package (. ] ar) andclass (. cl ass) files.
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Option Secondary

Name

Parameter

Description

DHOST_JVM_|
NITIAL_HEAP

DHOST_JVM_
MAX_HEAP

DHOST_JVM_O
PTIONS

Trace file
settings

Specifies the initial (minimum) JVM heap size in
decimal number of bytes. Use a numeric value
followed by G, M, or K representing the byte type.
For example:

100M

If you do not specify a byte type, the size defaults
to bytes. Using this parameter is the same as using
the java - Xns command.

This parameter has precedence over the driver set
attribute option. Increasing the initial heap size
can improve startup time and throughput
performance.

Specifies the maximum JVM heap size in decimal
number of bytes. Use a numeric value followed by
G, M, or K representing the byte type. For
example:

100M

If you do not specify a byte type, the size defaults
to bytes.

This parameter has precedence over the driver set
attribute option.

Specifies the arguments that you want to use
when starting the JVM instance of the driver. Use a
space to separate each option string. For example:

- Xnoagent - Xdebug - Xr unj dwp:
transport =dt _socket, server=y,
addr ess=8000

The driver set attribute option has precedence
over this parameter. This environment variable is
tacked on to the end of driver set attribute option.
For more information about valid options, see the
JVM documentation.

(Conditional) When hosting an Identity Manager
application shim, specifies the settings for a trace
file that contains informational messages from
both the Remote Loader and the driver for this
instance.

Add the following parameters to the configuration
file:
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Option Secondary Parameter

Name

Description

-trace -t integer

-tracefile -tf filename

-tracefilemax -tfm size

Specifies the level of messages that you want
displayed in a trace window. For example:

-trace 3

Trace levels for the Remote Loader correspond to
those used on the server hosting the Identity
Manager engine.

Specifies the path to a file where trace messages
are logged. You must specify a unique trace file for
each driver instance running on a particular
computer. For example:

-tracefile /hone/trace.txt on Linux

-tracefile c:\tenp\trace. txt on
Windows

The application writes messages to the file if the -
t r ace parameter is greater than zero. The trace
window does not need to be open for messages to
be written to the file.

Specifies a limit to the size of the trace file for this
instance. Specify the value in kilobytes,
megabytes, or gigabytes, using the abbreviation
for the byte type. For example:

¢ -tracefil emax 1000K

¢ -tf 100M
¢ -tf 10G
NOTE

+ When you add this option to the
configuration file, the application uses the
specified name for the tracefile and includes
up to 9 “roll-over” files. Each file size is 1/
10th of the total size specified. The roll-over
files are named using the base of the main
trace filename plus _n, where n is 1 through
9.

+ If the trace file data is larger than the
specified maximum when the Remote Loader
is started, the trace file data remains larger
than the specified maximum until roll-over is
completed through all 10 files.
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Secondary
Name

Option

Parameter

Description

-tracechange -tc

- -tfc
tracefilechange

Certificate
password
settings

- -ksp
keystorepasswo
rd

-keypassword  -kp

-unload -u

-window -w

integer

None, or filename

password

password

None

On/Off

(Conditional) When you have an existing driver
instance that hosts an application shim, specifies a
new level of informational messages. Trace levels
correspond to those used on the Identity Manager
server. For example:

-trace 3

You can send this command when the Remote
Loader is running.

(Conditional) When you have an existing driver
instance that hosts an application shim, instructs
that instance to use a trace file or to close a file
already in use and change to this new file. For
example:

-tracefil echange \tenp\newtrace. txt

You can send this command when the Remote
Loader is running.

(Conditional) Only when useMut ual Aut h is set
to true in the configuration file.

Use the following parameters for specifying the
Certificate password settings:

Specifies the keystore password to enable mutual
authentication for Java Remote Loader drivers
only.

Specifies the key password to enable mutual
authentication for both Java and native Remote
Loader drivers.

Instructs the driver instance to unload. If the
Remote Loader is running as a Win32 Service, this
command stops the service.

You can send this command when the Remote
Loader is running.

Instructs the application to turn on or off the trace
window for a driver instance. Valid values are on
and of f . For example:

-Ww ndow on

You can send this command when the Remote
Loader is running. You cannot use this command
with the Java Remote Loader.
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Option Secondary Parameter Description
Name
-wizard -wiz None

Launches the Configuration Wizard for the Remote
Loader. You can also launch the wizard by running
di rxm _renot e. exe with no command line
parameters.

If you run this command and also specify a
configuration file (- conf i g option), the wizard
starts with the values from the configuration file.
You can use the wizard to change the
configuration without editing the configuration file
directly. For example:

-wi zard -config config.txt

You cannot use this command with the Java
Remote Loader.

Understanding the Names for the Java -class Parameter

When you use the - cl ass parameter to configure a driver instance for the Remote Loader and Java
Remote Loader, you must specify the Java class name of the Identity Manager application shim that

you

want to host.

Java Class Name

Driver

com

com

.novell.nds.dirxml.driver.dcsshim.DCSShim

.novell.nds.dirxml.driver.delimitedtext.DelimitedTextDriver

be.opns.dirxml.driver.ars.arsremedydrivershim.ARSDriverShim

com

com.

com.

com

com.

com

com.

com

com.

com

com.

com

com.

.novell.nds.dirxml.driver.entitlement.EntitlementServiceDriver

novell.gw.dirxml.driver.rest.shim.GWdriverShim
novell.idm.drivers.idprovider.IDProviderShim
.novell.nds.dirxml.driver.jdbc.JDBCDriverShim
novell.nds.dirxml.driver.jms.JMSDriverShim
.novell.nds.dirxml.driver.ldap.LDAPDriverShim
novell.nds.dirxml.driver.loopback.LoopbackDriverShim
.novell.nds.dirxml.driver.ebs.user.EBSUserDriver
novell.nds.dirxml.driver.ebs.hr.EBSHRDriver
.novell.nds.dirxml.driver.ebs.tca.EBSTCADriver
novell.nds.dirxml.driver.msgateway.MSGatewayDriverShim
.novell.nds.dirxml.driver.manualtask.driver.ManualTaskDriver

novell.nds.dirxml.driver.nisdriver.NISDriverShim

Driver for Data Collection Service
Delimited Text Driver

Driver for Remedy ARS
Entitlements Service Driver
GroupWise 2014 Driver

ID Provider Driver

JDBC Driver

JMS Driver

LDAP Driver

Loopback Driver

Oracle User Management Driver
Oracle HR Driver

Oracle TCA Driver

Managed System Gateway Driver
Manual Task Driver

NIS Driver
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Java Class Name Driver

com.novell.nds.dirxml.driver.notes.NotesDriverShim Notes Driver
com.novell.nds.dirxml.driver.psoftshim.PSOFTDriverShim PeopleSoft Driver
com.netiq.nds.dirxml.driver.oum.PUMDriverShim Privileged User Management Driver
com.novell.nds.dirxml.driver.salesforce.SFDriverShim Salesforce Driver
com.novell.nds.dirxml.driver.SAPHRShim.SAPDriverShim SAP HR Driver
com.novell.nds.dirxml.driver.sap.portal.SAPPortalShim SAP Portal Driver
com.novell.nds.dirxml.driver.sapumshim.SAPDriverShim SAP User Management Driver
com.novell.nds.dirxml.driver.soap.SOAPDriver SOAP Driver
com.novell.idm.driver.ComposerDriverShim User Application
com.novell.nds.dirxml.driver.workorder.WorkOrderDriverShim WorkOrder Driver

Configuring the Remote Loader for Driver Instances on UNIX or
Linux

The Remote Loader can host the Identity Manager application shims containedin. dl | ,. so, or
. j ar files. For the Remote Loader to run on a UNIX or Linux computer, the application needs a
configuration file such as LDAPShi m t xt for each driver instance. You can also create or edit a
configuration file by using command line options.

By default, the Remote Loader connects to the Identity Manager engine through TCP/IP using TLS/
SSL protocols. The default TCP/IP port for this connection is 8090. You can run multiple driver
instances with the Remote Loader on the same server. Each instance hosts a separate ldentity
Manager application shim instance. To use multiple instances of the Remote Loader on the same
server, specify different connection ports and command ports for each instance.

NOTE

+ The configuration file can contain any command line options except - confi g.

+ When adding parameters to the configuration file, you can use the long form or a short form of
the parameter. For example, - descri pti on or - desc.

+ The following procedure lists the long form first, followed by the short form in parentheses. For
example - descri ption val ue (-desc val ue).

+ For more information about the parameters used in this section, see “Understanding the
Configuration Parameters for the Remote Loader” on page 36.

To create a configuration file:

1 In a text editor, create a new file.

NetlQ provides a sample file conf i g8000. t xt to help you configure the Remote Loader and
drivers for use with your application shim. The sample file is located by default in the / opt /
novel | / di rxm / doc directory.
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2 Add the following configuration parameters to the file:
+ -description (optional)
+ -commandport
¢ connection parameters:

+ port (mandatory)
+ address
+ fromaddress
+ handshaketimeout
+ rootfile
+ keystore
¢ localaddress
¢ hostname
+ kmo
+ secureprotocol
+ enforceSuiteB
+ useMutualAuth
+ trace file parameters (optional):
+ -trace
+ -tracefile
+ -tracefilemax
+ -javaparam
¢ -class or-module

For more information about specifying values for these parameters, see“Understanding the
Configuration Parameters for the Remote Loader” on page 36.

3 Save the file.

For the Remote Loader to start automatically when your computer starts, save the file to the /
etc/opt/novel | /dirxm /rdxm directory.

Configuring the Remote Loader for Driver Instances on Windows

The Remote Loader can host the Identity Manager application shims containedin. dl | , . so, or

. j ar files. For the Remote Loader to run, the application needs a configuration file, such as
LDAPShi m t xt . The Remote Loader Console utility (the Console) helps you manage all instances of
Identity Manager drivers running on the Windows server. You can start, stop, add, remove, and edit
each instance of a Remote Loader. The installation program for the Remote Loader also installs the
Console.

If you are upgrading, the Console detects and imports existing driver instances. For a driver to be
automatically imported, its configuration file must be stored in the Remote Loader directory, located
by default at c: \ novel | \ r enot el oader . You can then use the Console to manage the remote
drivers.
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You can use the command line or the Remote Loader Console to configure the Remote Loader to
recognize a driver on Windows. For more information about using the command line, see
“Understanding the Configuration Parameters for the Remote Loader” on page 36.

This section provides instructions for the following activities:

+ “Creating a New Driver Instance in the Remote Loader on Windows” on page 51

+ “Modifying an Existing Driver Instance in the Remote Loader on Windows” on page 53

Creating a New Driver Instance in the Remote Loader on Windows

1 Open the Remote Loader Console.

NOTE: During installation, if you selected to create a shortcut for the Console, use the
Identity Manager Renote Loader Consol e icon on the desktop. Otherwise, run
rl consol e. exe located by default in C: \ novel | \ r enot el oader\ nnbi t.

2 To add an instance of your driver on this server, click Add.
3 For Description, provide a short name to represent the instance.
The Console uses this information in the default value for Config File.

4 For Driver, select the Java class name.

NOTE: To use the Active Directory driver, select ADDriver.dll. For more information about the
class names for each driver, see “Understanding the Names for the Java -class Parameter” on
page 48.

5 For Config File, specify the path to the file where Remote Loader stores its configuration
parameters. The default value is C: \ novel | \ r enot el oader\ nnbi t\ Descri pti on-
config.txt.

6 Specify passwords for the Remote Loader and driver object.

7 (Optional) To use a TLS/SSL connection between the Remote Loader and the Identity Manager
engine server, complete the following steps:

7a Select Use an SSL Connection.

NOTE: NetlQ recommends using the same version of SSL on both the Identity Manager
engine server and the Remote Loader. If the versions of SSL on the server and the Remote
Loader do not match, the server returns a “SSL3_GET_RECORD: wr ong ver si on
nunber ” error message. This message is only a warning, and communication between the
server and Remote Loader is not interrupted. However, the error might cause confusion.

7b For Trusted Root File (base64 format file), specify the exported self-signed certificate from
the eDirectory tree’s Organization Certificate Authority. For more information, see
“Creating a Secure Connection to the Identity Manager Engine” on page 33 and
“Understanding the Configuration Parameters for the Remote Loader” on page 36.

8 (Optional) To configure the trace file for the Remote Loader, complete the following steps:
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10
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NOTE: NetlQ recommends using the trace functionality only for troubleshooting issues. Having
the trace enabled reduces the performance of the Remote Loader. Do not leave the trace
enabled in production.

8a For Trace Level, specify a value greater than zero that defines the level of informational
messages from both the Remote Loader and the driver that you want display in a trace
window. Values 1 to 4 are pre-defined by the Console. To create your own message types,
specify a value of 5 or higher.

The most common setting is trace level 3, which provides general processing, XML
documents, and Remote Loader messages.

8b For Trace File, specify the path to a file where trace messages are logged. For example,
C.\novel I \renot el oader\ 64bi t\ Test-Del i m t ed- Trace. | og.

You must specify a unique trace file for each driver instance running on a particular
computer. Trace messages are written to the trace file only if the trace level is greater than
zero.

8c For Maximum Disk Space Allowed for all Trace Logs (Mb), specify an approximate value for
the most disk space that the trace file for this instance can occupy.

(Optional) To allow the Remote Loader to start automatically when the computer starts, select
Establish Remote Loader Service for this driver instance.

NOTE: If the SSL connection fails due to handshaket i nreout when Remote Loader establishes
connection with Identity Manager engine then, update the default handshaket i meout
variable to 10000 and restart both driver and remote loader.

(Conditional) To modify the parameters for Java configuration, complete the following steps:
10a Select Advanced.

10b For Classpath, specify the paths for the JVM to search for package (. j ar ) and class
(. cl ass) files.

This parameter functions the same as the j ava - cl asspat h command.

10c For JVM Options, specify the options that you want to use when starting the JVM instance
of the driver.

10d Specify the initial and maximum heap size for the JVM instance in MB.

10e For Suite B communication, specify enf or ceSui t eB=t r ue. This communication is
supported only on TLS 1.2 protocol.

For more information, see “Creating a Secure Connection to the Identity Manager Engine”

on page 33 and “Understanding the Configuration Parameters for the Remote Loader” on
page 36.

10f Click OK.

(Optional) To allow the Remote Loader to use the secure protocol while connecting to the
Identity Manager engine, specify the secure protocol version in the Remote Loader
configuration file. For example: secur epr ot ocol =TLSv1_2

For more information, see “Understanding the Configuration Parameters for the Remote
Loader” on page 36.

NOTE: Skip this step if you already configured the secure protocol version on the driver.
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12 (Optional) To allow the Remote Loader communication to use the protocols specified by Suite B,
specify enf or ceSui t eB=t r ue in the Remote Loader configuration file. This communication is

supported only on TLS 1.2 protocol.

For more information, see “Understanding the Configuration Parameters for the Remote
Loader” on page 36.

NOTE: Skip this step if you already enabled Suite B communication on the driver.

13 Click OK.

Modifying an Existing Driver Instance in the Remote Loader on Windows

1 In the Remote Loader Console, select the driver instance from the Description column.
Click Stop.

Enter the password for the Remote Loader, then click OK.

2
3
4 Click Edit.
5

Modify the configuration information. For more information about each parameter, see
“Creating a New Driver Instance in the Remote Loader on Windows” on page 51.

6 To save the changes, click OK.

Configuring the Java Remote Loader for Driver Instances

The Java Remote Loader hosts only Java driver shims. It does not load or host a native (C++) driver

shim.

To configure a new instance for the Java Remote Loader on Linux platforms, complete the following
steps. For more information about the parameters used in this section, see “Understanding the
Configuration Parameters for the Remote Loader” on page 36.

1 In a text editor, create a new file.

NetlQ provides a sample file conf i g8000. t xt to help you configure the Remote Loader and
drivers for use with your application shim. The sample file is located at/ opt / novel | /
di rxm / doc/ .

2 Add the following parameters to the new configuration file:

+ -description (optional)

+ -class or -module

For example, - cl ass com novel | . nds. di rxm . driver.| dap. LDAPDri ver Shi m

¢ -commandport

+ connection parameters:

*

*

*

port (mandatory)
address
fromaddress
handshaketimeout

rootfile
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+ keystore
+ |ocaladdress
+ hostname
+ kmo
+ secureprotocol
+ enforceSuiteB
+ useMutualAuth
+ -java (conditional)
¢ -javadebugport
¢ -password
* -service
¢ -setpasswords
+ trace file parameters (optional):
* -trace
+ -tracefile

+ -tracefilemax

NOTE: For more information about the parameters, see “Understanding the Configuration
Parameters for the Remote Loader” on page 36.

3 Save the new configuration file.

For the Remote Loader to start automatically when your computer starts, save the file to the
\'j renot e directory.

4 Open a command prompt.
5 Atthe prompt, enter - confi g fil enane, where filename is the name of the new
configuration file. For example:

dirxm _jrenote -config <configFile> -service

This starts the Java Remote Loader service and opens a trace window.

6 (Optional) To stop the driver service, go to Services, then stop the service.

Configuring the .NET Remote Loader for Driver Instances

The Remote Loader can host the Identity Manager application shim contained in . dl | file. For the
Remote Loader to run, the application needs a configuration file, such as LDAPShi m t xt . The
Remote Loader Console utility (the Console) helps you manage all instances of Identity Manager
drivers running on the server. You can start, stop, add, remove, and edit each instance of a Remote
Loader. The installation program for the Remote Loader also installs the Console.

If you are upgrading, the Console detects and imports existing driver instances. For a driver to be
automatically imported, its configuration file must be stored in the Remote Loader directory, located
by default at c: \ novel | \ r enpt el oader .net . You can then use the Console to manage the
remote drivers.
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You can use the command line or the Remote Loader Console to configure the Remote Loader to
recognize a driver. For more information about using the command line, see “Understanding the
Configuration Parameters for the Remote Loader” on page 36.

This section provides instructions for the following activities:

+ “Creating a New Driver Instance in the .NET Remote Loader” on page 55

+ “Modifying an Existing Driver Instance in the .NET Remote Loader” on page 56

Creating a New Driver Instance in the .NET Remote Loader

1 Open the Remote Loader Console.

NOTE: During installation, if you selected to create a shortcut for the Console, use the
Identity Manager Renote Loader Consol e icon on the desktop. Otherwise, run the
rl consol e. exe located by defaultin C: \ novel | \ r enpt el oader. net.

2 To add an instance of your driver on this server, click Add.
3 For Description, provide a short name to represent the instance.

The Console uses this information in the default value for Config File.
4 For Driver, select the appropriate driver.dll.

5 For Config File, specify the path to the file where Remote Loader stores its configuration
parameters. The default value is C: \ novel | \ r enot el oader. net\ Descri pti on-
config.txt.

6 Specify passwords for the Remote Loader and driver object.

7 (Optional) To use a TLS/SSL connection between the Remote Loader and the Identity Manager
engine server, complete the following steps:

7a Select Use an SSL Connection.

NOTE: NetlQ recommends using the same version of SSL on both the Identity Manager
engine server and the Remote Loader. If the versions of SSL on the server and the Remote
Loader do not match, the server returns a “SSL3_GET_RECORD: wr ong ver si on
nunber ” error message. This message is only a warning, and communication between the
server and Remote Loader is not interrupted. However, the error might cause confusion.

7b For Trusted Root File (base64 format file), specify the exported self-signed certificate from
the eDirectory tree’s Organization Certificate Authority. For more information, see
“Creating a Secure Connection to the Identity Manager Engine” on page 33 and
“Understanding the Configuration Parameters for the Remote Loader” on page 36.

8 (Optional) To configure the trace file for the Remote Loader, complete the following steps:

NOTE: NetlQ recommends using the trace functionality only for troubleshooting issues. Having
the trace enabled reduces the performance of the Remote Loader. Do not leave the trace
enabled in production.

8a For Trace Level, specify a value greater than zero that defines the level of informational
messages from both the Remote Loader and the driver that you want display in a trace
window. Values 1 to 4 are pre-defined by the Console. To create your own message types,
specify a value of 5 or higher.
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The most common setting is trace level 3, which provides general processing, XML
documents, and Remote Loader messages.

8b For Trace File, specify the path to a file where trace messages are logged. For example,
C.\novel I'\renot el oader. net\ Test-Del i mi t ed- Trace. | og.

You must specify a unique trace file for each driver instance running on a particular
computer. Trace messages are written to the trace file only if the trace level is greater than
zero.

8c For Maximum Disk Space Allowed for all Trace Logs (Mb), specify an approximate value for
the most disk space that the trace file for this instance can occupy.

(Optional) To allow the Remote Loader to start automatically when the computer starts, select
Establish Remote Loader Service for this driver instance.

NOTE: If the SSL connection fails due to handshaket i neout when Remote Loader establishes
connection with Identity Manager engine then, update the default handshaket i neout
variable to 10000 and restart both driver and remote loader.

(Optional) To allow the Remote Loader to use the secure protocol while connecting to the
Identity Manager engine, specify the secure protocol version in the Remote Loader
configuration file. For example: secur epr ot ocol =TLSv1_2

For more information, see “Understanding the Configuration Parameters for the Remote
Loader” on page 36.

NOTE: Skip this step if you already configured the secure protocol version on the driver.

(Optional) To allow the Remote Loader communication to use the protocols specified by Suite B,
specify enf or ceSui t eB=t r ue in the Remote Loader configuration file. This communication is
supported only on TLS 1.2 protocol.

For more information, see “Understanding the Configuration Parameters for the Remote
Loader” on page 36.

NOTE: Skip this step if you already enabled Suite B communication on the driver.

Click OK.

Modifying an Existing Driver Instance in the .NET Remote Loader

gua A W N =

In the Remote Loader Console, select the driver instance from the Description column.
Click Stop.

Enter the password for the Remote Loader, then click OK.

Click Edit.

Modify the configuration information. For more information about each parameter, see
“Creating a New Driver Instance in the .NET Remote Loader” on page 55.

To save the changes, click OK.
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Configuring Identity Manager Drivers to Work with the Remote
Loader

You can configure a new driver or enable an existing driver to communicate with the Remote Loader.
You must set up an ldentity Manager application shim for use with the Remote Loader.

NOTE: This section provides general information on configuring drivers so that they communicate
with the Remote Loader. For driver-specific information, refer to the relevant driver implementation
guide at the Identity Manager Driver documentation website.

To add a new or modify an existing Driver object in either Designer or iManager, you must configure
settings that enable the driver instance for the Remote Loader. For more information about the
parameters used in this section, see “Understanding the Configuration Parameters for the Remote
Loader” on page 36.

1 From Overview, select the Identity Manager Driver object.

2 Inthe properties of the Driver object, complete the following steps:

2a For Driver Module, select Connect to Remote Loader.

2b For Driver Object Password, specify the password that the Remote Loader uses to
authenticate itself to the Identity Manager engine server.

This password must match the password for the driver object defined in the Remote
Loader.

2c For Remote Loader Connection Parameters, specify the information required to connect to
the Remote Loader. Use the following syntax:

host name=xxX. XXX. XXX. XXX port=xxxx kno=certifi catenane
| ocal addr esS=xXX. XXX. XXX. XXX

where
hostname

Specifies the IP address for the server that hosts the Remote Loader. For example,
host nane=192. 168. 0. 1.

port
Specifies the port that the Remote Loader listens on. The default is 8090.
kmo

Specifies the key name of the Key Material Object containing the keys and certificate
used for SSL connections. For example, knbo=r enot ecert .

localaddress

Specifies the source IP address if more than one IP addresses are configured on the
server that hosts the Identity Manager engine.

2d For Remote Loader Password, specify the password required for the Identity Manager
engine (or Remote Loader shim) to authenticate to the Remote Loader.

3 Define a security-equivalent user.

4 Click Next, then click Finish.
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Configuring Mutual Authentication with the Identity Manager
Engine

You can configure mutual authentication to ensure secure communication between the Remote
Loader and the Identity Manager engine. Mutual authentication uses certificates for handshake
instead of passwords. The Remote Loader and the Identity Manager engine authenticate each other
by exchanging and validating the public key certificate or digital certificate issued by the trusted
Certificate Authorities (CAs) or self-signed certificates. If mutual authentication succeeds, the
Remote Loader authenticates to the engine. Synchronization traffic occurs after both the Remote
Loader and the Identity Manager engine establish trust that they are communicating with an
authorized entity.

Perform the following tasks to configure mutual authentication:

+ “Exporting Certificates for the Identity Manager Engine and the Remote Loader” on page 58

+ “Enabling a Driver for Mutual Authentication” on page 61

Exporting Certificates for the Identity Manager Engine and the Remote
Loader
For mutual authentication to work properly, you need a server certificate for the engine and a client
certificate for the Remote Loader. You can export the certificates from eDirectory or import them
from a third-party vendor. In most cases, you will export a server certificate from eDirectory with no
further investment. In some cases, you might want to export a third-party client certificate for the
Remote Loader.

+ “Exporting a Certificate from eDirectory” on page 58

+ “Exporting a Third-Party Certificate for Remote Loader” on page 60

Exporting a Certificate from eDirectory

A certificate object in the Identity Vault is called Key Material Object (KMO). This object securely
contains both the certificate data including the public key and the private key associated with the
certificate used for SSL connections. For mutual authentication, you need two KMOs, each for the
engine and the Remote Loader.

You can export an existing KMO or create a new KMO and then export it. The process of creating a
client KMO and a server KMO is different.

Creating KMOs

You must create a server KMO before creating a client KMO. To create a KMO, perform the following
steps:
1 Login to NetlQ iManager.
2 In the left side pane, select NetlQ Certificate Server > Create Server Certificate.
3 Select the server to own the certificate that you created.
4 Specify a nickname for the certificate.
For example, ser ver kno for server certificate and cl i ent ko for client certificate.

5 Select Custom in the certificate creation method, then click Next.
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6 Keep the default Organizational Certificate Authority selection and click Next.
7 (Conditional) If you are creating client KMO.

7a Select Enable Extended key usage.

7b Select Custom, then select User Authentication.

7c Click Next.

NOTE: For server KMO, keep the default selections and click Next.

8 Specify Validity period for the KMO.

Ensure that iManager server time is synchronized with your Identity Manager components and
the connected application.

9 Review the summary, click Finish, then click Close.

10 Repeat these steps to create a client KMO.

Exporting KMOs

Export the KMOs from eDirectory that the engine and the Remote Loader will use for authenticating
with each other.

To export the KMO for the Identity Manager engine, run the DirXML Command Line (dxcmd) utility:

dxcmd -user <adm n DN> - password <password of admi n> -exportcerts <kmonane>
<server|client> <javalnative| dot net> <out put dir>

where

+ user specifies the name of a user with administrative rights to the driver.
+ passwor d specifies the password of the user with administrative rights to the driver.

+ exportcerts exports the certificates and private/public keys from eDirectory. You must
specify whether you are exporting a server or a client certificate, the type of driver that will use
the certificate, and a destination folder where the command will store this information.

Examplel: dxcd -user adnin. sa.system -password novel |l -exportcerts
serverknp server java 'C\certs'

This command generates the server kno_server. ks file in the C. \ cert s directory. The default
keystore password and key password is di r xm .

Example 2: dxcnmd -user admin. sa. system -password novel |l -exportcerts
serverkno server java '/hone/certs'

This command generates the ser ver kno_ser ver . ks file in the / hone/ cert s/ directory. The
default password for the keystore isdi r xni .

When running the dxcmd command for exporting the KMO for the Remote Loader, the following
considerations apply:

¢ The dxcmd utility runs in LDAP mode. When you use it for the first time, it prompts for
specifying the choice of trusting the certificate from eDirectory. Depending on your
environment, you can choose to trust the certificate only for the current session, for the current
and future sessions, trust all certificates, or select not to trust the certificate.
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+ If the Remote Loader is running on the Identity Manager server, run the command in either
LDAP or dot format. If the Remote Loader is installed on a separate server, run the command
only in LDAP format.

+ Specify the - host parameter in the command to resolve the server IP address or hostname to
be able to authenticate with the Identity Manager server.

Run the command using the following syntax:

dxcrmd -dnform | dap -host <IP address of the host> -user <admin DN\N> -
password <password of adm n> -exportcerts <kmonane> <client>
<j ava| native| dot net> <output dir>

Table 3-2 Example commands for different types of drivers

Type of Driver

Command

Output

Java Driver

Native Driver

.NET Driver

dxcmd -dnform | dap -host 194.99.90.218 -user
cn=admi n, ou=sa, o=system - password novel | -
exportcerts clientkno client java 'C\certs'

dxcmd -dnform | dap -host 194.99.90.218 -user
cn=admi n, ou=sa, o=system - password novel | -
exportcerts clientkno client native 'C\certs’

dxcnd -dnform | dap -host 194.99.90. 218 -user
cn=admi n, ou=sa, o=system - password novel | -
exportcerts clientknmo client dotnet 'C\certs’

clientkmo_client.k
s fileinthe C: \certs
directory

The default password for
the keystore is di rxm .

The default Private Key
Password is di r xm .

clientkmo_clientce

rt.pem
clientkmo_clientke
y. pemand

trustedcert. b64 files
intheC: \certs
directory.

The default key password
isdi rxm .

clientkmo_clientce
rt. pfxand
trustedcert. b64 files
intheC: \certs
directory.

The default key password
of
clientkmo_clientce
rt.pfxisdirxn.

Exporting a Third-Party Certificate for Remote Loader

To use third party certificates with the Remote Loader, you need to export a certificate in the . pf x
file and a trusted root file in Base 64 format and then convert the . pf x certificate to the format that
the driver uses. For example, a native driver requires the private key and the certificate key in . pem
format while a Java driver requires the keystore in . j ks format. The .NET driver uses the file in . pf x
format. So you need not convert the file for a .NET driver.
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Native driver
Complete the following steps:
1. Retrieve the private key in . pemformat from the . pf x file.

Enter a command, such as openssl pkcs12 -in servercert.pfx -out
serverkey. pem

2. Retrieve the certificate key in . pemformat from the . pf x file.
Enter a command, such as openssl pkcs12 -in servercert.pfx -out
servercert. pem
Java driver

Create a Java keystore from the . pf x file. Enter the following command:

keyt ool -inportkeystore -srckeystore servercert.pfx -srcstoretype
pkcs12 -destkeystore servercert.jks -deststoretype JKS

This command prompts you to type source keystore password ( sr ckeyst ore passwd) and
destination keystore password (dest keyst or epasswd) . Enter these passwords
appropriately.

As a final step, specify the information in the Remote Loader configuration file depending on the
type of the driver. For more information, see Enabling a Driver for Mutual Authentication.

Enabling a Driver for Mutual Authentication

You enable a driver communication for mutual authentication by performing the following tasks:

¢ “Configuring a Driver Using KMO or Keystore” on page 61

+ “Configuring the Remote Loader for Driver Instances” on page 64

Configuring a Driver Using KMO or Keystore

You can configure the driver by using KMO or keystore in Designer or iManager.

Designer

Before configuring a driver using KMO or keystore in Designer, ensure you have completed the basic
driver configuration as follows:

1 Open your project in Designer.

2 In the palette of the Modeler view, select the driver that you want to create.

3 Drag the icon for the driver onto the Modeler view.

4 Follow the steps in the installation wizard.

5 In the Remote Loader window, select yes.

5a Host name: Specify the hostname or IP address of the server where the driver’s Remote
Loader service is running. For example, enter Host name as 192. 168. 0. 1. If you do not
specify a value for this parameter, the value defaults to | ocal host .

5b Port: Specify the port number where the Remote Loader is installed and is running for this
driver. The default port number is 8090.
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6 Click Next.
7 Follow the rest of the instructions in the wizard until you finish installing the driver.

8 Review the summary of tasks that will be completed to create the driver, then click Finish.
To modify the driver configuration using KMO or Keystore

In the Outline view of Designer, right-click the driver.
Select Properties.

1
2
3 In the navigation pane, select Driver Configuration.
4

In Authentication, select Enable Mutual Authentication and specify the following parameters:

KMO

Specifies the name of the server KMO.
Other parameters

Specifies the r oot f i | e and its absolute path.
KeyStore file

Specifies the absolute path of the keystore file.
Key alias

Specifies the name of the server KMO.

Remote Loader authentication
Enable Mutual Authentication

Host name: 192.168.0.1 |
Port: 8090 |
KMO: ‘ serverkmo ‘
Other parameters: ‘ rootfile=C\cacert.b64 ‘
KeyStore file ‘ C\certs\serverkmo_server.ks ‘
Key alias ‘ serverKMO ‘

Set Key Store Password | | Remove Key Store Password| |Set Key Password || Remove Key Password

5 Set Key Store Password.
6 Set Key Password.

NOTE: By default, the Key Store Password and Key Password is set to di r xim .
You can also set Keystore and key password using dxcnd command.
dxcmd -user <administrative_ user> -password <adm n_password>

1. SelectDriver Operations.

2. Select the driver that you want to set keystore and key password.
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3. Select Password QOperati ons.

Select Set Keystore password for Mitual Authenticationand enterthe Keystore
password.

Select Set Key password for Mitual Authenticationand enterthe key password.

iManager

To modify the configuration in iManager:

v A W N =

)]

Launch iManager.

In Identity Manager Administration, select Identity Manager Overview.
In Overview, select the Identity Manager driver set.

Select Edit Properties for the driver that you want to configure.

In Driver Configuration > Driver Module > Connect to Remote Loader > Remote Loader
Connection Parameters.

(Windows) Specify the following connection details:
6a In Remote loader connection parameters, specify the following connection details:

KMO=<ser ver KMO nane>
rootfil e=<absolute path to the file>

For example,

KMO=ser ver kno
rootfil e=C \cacert.b64

6b Set the Application password.
6¢c Select Enable Mutual Auth.
6d To use keystore method, specify the following:
Key alias
Specifies the name of server KMO and set Key password.
For example: ser ver KMO
Keystore file
Specifies the absolute path of the keystore file and set the Keystore password.

For example: C: \ cert s\ serverknmo_server. ks
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6e Click Apply, then click OK.
Authentication 1D: cn=admln,0u=sewers,o=system

Authentication context: administrator

Remote loader connection parameters: ' MO=serverkmo rootfile=C:\cacert.n64

Driver cache limit (kilobytes): 0

Application password: Set password

Remote loader password: <Not a remote loader>
¥/ Enable Mutual Auth

Key alias: serverkMO

Key password: Set password

Keystore file: C:\certs\serverkmo_server.ks

Keystore password: Set password

NOTE: When you enable mutual authentication, configuring Remote Loader Password and
Driver Object Password are not necessary.

Configuring the Remote Loader for Driver Instances

You must configure the driver instance in the Remote Loader configuration file. Ensure that you
specify the absolute path to the directory that stores the key file, certificate file, and the root file in
the Remote Loader configuration file for a driver.

Adding a New Remote Loader Driver Instance on Windows
1 Right-click on the Identity Manager Remote Loader Console application and select Run as
administrator.
2 Click Add to add a new Remote Loader instance.
3 Specify the Description and select the type of driver.

4 Specify the Connection port that is used to connect Remote Loader and Identity Manager
engine.

5 Specify the Command port for your Remote Loader instance.
6 Select Mutual Authentication and specify the required type of driver:

+ Java driver: Browse the path of the keystore file that contains the certificate. The
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keystore file must contain at least one public/private key pair.
Keystore File

Specifies the path to the Java keystore file you want to use for authentication. The
keystore file contains encryption keys and certificates. For example,
clientkno_client.ksintheC: \certs\ directorycreated by dxcnd in “Exporting
a Certificate from eDirectory” on page 58.

Key Alias

Specifies the name of the public/private key pair in the keystore file that you want to
use for symmetric key generation. For example, cl i ent kno.

Keystore Password
Specifies the password used to load the keystore file.
Private Key Password

Specifies the password for the private key stored in the keystore. Identity Manager
uses this key for encrypting the SSL communication.

Java DriverShim

v Java Driveri

Keystore File: J C:\certs\dientkmo_dient.ks |

Key Alias: ] clientkmo

Keystore Password Private Key Password
Password: ‘ s Password: |""“

+ Native driver: Browse the path to the key file that stores the certificate for authentication.
The key file must be in Base 64 format.

Key File

Specifies the path to the file that stores the key for authentication. For example,
clientkno_clientkey. pemfileinthe C:\ cert s\ directory created by dxcnd.

Key Password
Specifies the password for the private key used for authentication.
Certificate File

Specifies the file where the certificates are stored. The certificate file must be in Base
64 format. For example, cl i ent kno_cl i entcert. peminthe C. \cert s\ directory
created by dxcnd in “Exporting a Certificate from eDirectory” on page 58.
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Trusted Root File

Specifies the name of the file that contains the trusted root certificate of the issuer of
the certificate that the remote interface shim uses. The trusted root file must be in
Base 64 format. For example, t r ust edcert . b64 filesin the C: \ cert s\ directory
created by dxcnd in “Exporting a Certificate from eDirectory” on page 58.

—Native DriverShim
¥ Native Driver

Key File: | C:\certs\dientkmo_dientkey.pem |

Key Password

Password:

COI"IﬁI'T‘I'I . ] EEEEEE

Certificate File: | C:\certs\dientkmo_dientcert.pem

Trusted Root File: |C=\cert5\t*ustedcert-b64| |

+ .NET driver: Browse the path to the key file that stores the certificate for authentication.
Key File

Specifies the path to the file that stores the key for authentication. For example,
clientkno_clientcert. pfxintheinthe C \certs\ directory created by dxcnd
in “Exporting a Certificate from eDirectory” on page 58.

Key Password

Specifies the password for the private key used for authentication.
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Trusted Root File

Specifies the name of the file that contains the trusted root certificate of the issuer of
the certificate that the remote interface shim uses. The trusted root file must be in
Base 64 format. For example, t r ust edcert . b64 file in the C. \ cert s\ directory
created by dxcnd in “Exporting a Certificate from eDirectory” on page 58.

Cert based handshake

Key File: | J

key Passward

Password: |

Confirr: |

Trusted Roat File: |

For more information about the output files generated for this driver using dxcnd tool, see
Table 3-2, “Example commands for different types of drivers,” on page 60.

Configuring the Remote Loader on Windows

You must configure the driver instance in the Remote Loader configuration file. Ensure that you
specify the absolute path to the directory that stores the keystore file, key file, certificate file, and
the root file in the Remote Loader configuration file for a driver.

1 In the Remote Loader Console, select the driver instance from Description column.
2 Click Stop.

3 Enter the password for the Remote Loader, then click OK.

4

J

Click Edit and perform Step 6 from “Adding a New Remote Loader Driver Instance on Windows’
on page 64

5 Click OK.
Configuring the Remote Loader on UNIX or Linux

Modify the Remote Loader configuration file for a driver to include the content for enabling mutual
authentication. The file is located in the / opt / novel | / di r xm / doc directory.

To modify the configuration:

1 Log in to the server where you installed the driver and Remote Loader.
2 Stop the Remote Loader.

For example, enter the following command:
rdxm -config /home/drivershimconf -u

3 Provide keystore or key password based on the Remote Loader type:
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Java Remote Loader:

Specify the combination of keystore password and key password using the following
syntax:

dirxm _jremote -config /hone/drivershimconf -ksp
<keyst or epasswor d> -kp <keypassword>

For example,
dirxm _jrenmote -config /hone/drivershimconf -ksp dirxm -kp dirxn

Native Remote Loader:

Specify the keypassword using the following syntax:

dirxm _jrenmote -config /hone/drivershimconf -kp <keypassword>
For example,

dirxml _jremote -config /hone/drivershimconf -kp dirxm

4 |n a text editor, open the Remote Loader configuration file for the driver.
5 Add the content required for enabling mutual authentication to the file.

+ For example, for a Java driver, add this entry:

-connection "port=8090 useMutual Aut h=true keystore='/hone/certs/
clientkno_client.ks' key='clientkno'

+ For example, for a Native driver, add this entry:

-connection "useMitual Aut h=true port=8090 rootfile="/hone/certs/
trustedcert.b64' certfile="/home/certs/clientkm_clientcert. pen
keyfile="/hone/certs/clientkmo_clientkey.pem certform=PEM
keyf or m=PEM'

6 Save and close the file.

7 Restart the driver.

Starting and Stopping the Remote Loader

The Remote Loader is either a service or a daemon, which occasionally must be restarted. This
chapter explains how to stop and start the Remote Loader.

+ “Starting a Driver Instance in the Remote Loader” on page 69

+ “Stopping a Driver Instance in the Remote Loader” on page 71

+ “Stopping, Starting, or Restarting a Driver in Designer” on page 72

+ “Stopping, Starting, or Restarting a Driver in iManager” on page 72
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Starting a Driver Instance in the Remote Loader

You can configure each platform to automatically start a driver instance when the host computer
starts. You can also manually start an instance.
+ “Starting Driver Instances on UNIX or Linux” on page 69

+ “Starting Driver Instances on Windows” on page 70

Starting Driver Instances on UNIX or Linux

NetlQ provides two ways that you can start a driver instance for the Remote Loader on UNIX or Linux
computers:

+ “Starting Driver Instances Automatically on UNIX or Linux” on page 69

+ “Using the Command Line to Start Driver Instances on UNIX or Linux” on page 69

Starting Driver Instances Automatically on UNIX or Linux

You can configure a driver instance for the Remote Loader to start automatically when the computer
starts. Place your configuration file in the / et ¢/ opt / novel | / di rxm / rdxm directory.

Using the Command Line to Start Driver Instances on UNIX or Linux

For Linux platforms, the binary component r dxm supports command line functionality for the
Remote Loader. This component is located by default in the / usr/ bi n/ directory.

For more information about the parameters used in this section, see “Understanding the
Configuration Parameters for the Remote Loader” on page 36.
1 Open a command prompt.

2 To specify the passwords for authenticating the driver instance to the Identity Manager engine,
enter one of the following commands:

¢ Linux:rdxm -config filenane -sp password password

¢ UNIX:dirxml jremte -config config file -sp password password
3 To start the driver instance, enter the following command:

¢ Linux:rdxm -config fil enane

¢ UNIX:dirxm _jremte -config fil enane
4 Login to iManager, then start the driver.
5 Confirm that the Remote Loader is working properly.

¢ Linux: Use the ps command or a trace file to determine whether the command and
connection ports are listening.

+ UNIX: Monitor the Java Remote Loader by using the tail command on the tracefile:

tail -f trace fil enane
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If the last line of the log shows the following text, the loader is successfully running and
awaiting connection from the Identity Manager remote interface shim:

TRACE: Renpte Loader: Entering listener accept()

The Remote Loader loads the Identity Manager application shim only when the Remote Loader
is in communication with the remote interface shim on the Identity Manager engine server. This
means, for example, that the application shim shuts down if the Remote Loader loses
communication with the server.

Starting Driver Instances on Windows

NetlQ provides three ways that you can start a driver instance for the Remote Loader on Windows
computers:

+ “Starting Driver Instances Automatically on Windows” on page 70
+ “Using the Console to Start Driver Instances on Windows” on page 70

+ “Using the Command Line to Start Driver Instances on Windows” on page 70

Starting Driver Instances Automatically on Windows

You can configure a driver instance for the Remote Loader to start automatically when the Windows
computer starts.

1 Open the Remote Loader Console.

During installation, if you created a shortcut for the Remote Loader Console, use the | dentity
Manager Renote Loader Consol e icon on the desktop. Otherwise, run the
r1 consol e. exe located by default in C. \ novel | \ r enot el oader\ nnbi t.

2 Select a driver instance, then click Edit.
3 Select Establish a Remote Loader service for this driver instance.

4 Save your changes, and then close the console.

Using the Console to Start Driver Instances on Windows

1 Open the Remote Loader Console.

During installation, if you created a shortcut for the Remote Loader Console, use the l dent ity
Manager Renote Loader Consol e icon on the desktop. Otherwise, run the
rl consol e. exe located by default in C: \ novel | \ r enot el oader\ nnbi t.

2 Select a driver instance, then click Start.

Using the Command Line to Start Driver Instances on Windows

The di rxm _renot e. exe file supports command line functionality for the Remote Loader. The
executable is located by default in the ¢: \ novel | \ Renpt eLoader directory. For more information
about the parameters used in this section, see “Understanding the Configuration Parameters for the
Remote Loader” on page 36.

1 Open a command prompt.

2 To specify the passwords for authenticating the driver instance for the Remote Loader to the
Identity Manager engine, enter the following command:

dirxm _renote -config fil enane -setpasswords password password
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For example:

dirxm _renote -config config.txt -sp Novell4 idnpwd6
3 To start the driver instance, enter the following command:

dirxm renote -config fil enane

For example:

dirxm renote -config config.txt

4 Log in to iManager, then start the driver.
5 Confirm that the Remote Loader is working properly.

The Remote Loader loads the Identity Manager application shim only when the Remote Loader
is in communication with the remote interface shim on the Identity Manager engine server. This
means, for example, that the application shim shuts down if the Remote Loader loses
communication with the server.

6 (Conditional) If you did not previously install the Remote Loader as a Win32 service, enter the
following command:

dirxm _renote -config filename -service install
For example:

dirxm _renote -config config.txt -service install

Stopping a Driver Instance in the Remote Loader

Each platform has a different method for stopping a driver instance in the Remote Loader. For more
information about the parameters used in this section, see “Understanding the Configuration
Parameters for the Remote Loader” on page 36.

NOTE

+ If you run multiple instances of the Remote Loader on a UNIX or Linux computer, include the -
cp command port option to ensure that the Remote Loader can stop the appropriate instance.

+ When you stop a driver instance, you must have sufficient rights or specify the Remote Loader
password. For example, the Remote Loader is running as a Windows service. You have sufficient
rights to stop it. You enter a password, but realize that it is incorrect. The Remote Loader stops
anyway, because the Remote Loader does not actually “accept” the password. Instead, it
ignores the password because the password is redundant in this case. If you run the Remote
Loader as an application rather than as a service, the password is used.

To stop a driver instance:

Linux

Entertherdxm -config fil enanme -ucommand. For example:

rdxm -config config.txt -u
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UNIX
Enterthedirxm _jrenote -config fil ename -ucommand. For example:

dirxm _jremote -config config.txt -u

Windows
Use the Remote Loader Console.

During installation, if you created a shortcut for the Remote Loader Console, use the l dent ity
Manager Renote Loader Consol e icon on the desktop. Otherwise, run the
rl consol e. exe located by default in C: \ novel | \ r enot el oader\ nnbi t.

Stopping, Starting, or Restarting a Driver in Designer

1 Open a project in the Modeler, then right-click the driver line.

2 Click Live, then click the appropriate option to stop, start, or restart the driver.

Stopping, Starting, or Restarting a Driver in iManager

1 In the Roles and Tasks view, click Identity Manager > Identity Manager Overview.
2 Inthe Search in field, specify the fully distinguished name of the container where you want to

start searching and then click | |, or click |®& to browse for and select the container in the tree
structure.

3 Click the upper right corner of the driver icon whose status you want to change, then click the
appropriate option to stop, start, or restart the driver.

Verifying the Configuration

For more information about starting and stopping the Remote Loader, see “Starting and Stopping
the Remote Loader” on page 68.
1 Start the driver using iManager.
2 Manage Remote Loader using any of the following ways:
Remote Loader user interface

1. Right-click the Identity Manager Remote Loader console and select Run as
administrator.

2. You can Start, Stop, Add, Remove, and more operations using Remote Loader
interface.

NOTE: To run Remote Loader as a service, select Establish a Remote Loader service for this
driver instance. De-selecting this option runs Remote Loader as an application.

Remote Loader console

Navigate to the Remote Loader installed location and run the following commands in the
command prompt:

1. To start or load the Remote Loader instance:

For Java Remote Loader:
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dirxm jremote -config <configuration filename> -ksp
<keystore_password> -kp <keypasswor d>

dirxm _jrenote -config <configuration_filenane>
For Native Remote Loader:

dirxm renote -config <configuration_ filename> -ksp
<keystore_password> -kp <keypasswor d>

dirxm _renote -config <configuration_filenane>
For .Net Remote Loader:

Rermot eLoader. exe -config <configuration_fil ename> -ksp
<keyst ore_password> -kp <keypassword>

Renot eLoader. exe -config <configuration_fil ename>

2. To stop or unload the Remote Loader instance, append -u at the end of the previous

command. For example

For Java Remote Loader:

dirxm _jremote -config <configuration_filename> -u
For Native Remote Loader:

dirxm _renote -config <configuration_filename> -u
For .Net Remote Loader:

Renot eLoader.exe -config <configuration_filename> -u

NOTE: To run the Remote Loader instance as a service use the following command:

dirxm _renote -config config.txt -service install

Deciding Whether to Use the Remote Loader

73



74 Deciding Whether to Use the Remote Loader



Viewing Version Information

The Identity Manager engine, the driver shims, and the driver configuration files each contain a
separate version number. The Version Discovery Tool in iManager helps you find the versions of the
Identity Manager engine and the driver shims versions. The driver configuration files contain their
own naming convention.

Viewing a Hierarchical Display of Version Information

1 IniManager, click Identity Manager > Identity Manager Overview, then click Search to find the
driver sets in the Identity Vault.

2 Click the specific driver set in the list.
3 Click Driver Set > Version information on the Driver Set Overview page.

4 View a top-level display of versioning information. The unexpanded hierarchical view displays
the following:

+ The eDirectory tree that you are authenticated to
¢ The driver set that you selected
+ Servers that are associated with the driver set

If the driver set is associated with two or more servers, you can view ldentity Manager
information on each server.

* Drivers

5 View version information related to servers by expanding the server icon. The expanded view of
a top-level server icon displays the following:

+ Last log time
+ Version of Identity Manager that is running on the server
6 View version information related to drivers by expanding the driver icon.
The expanded view of a top-level driver icon displays the following:
¢ The driver name
+ The driver module (for example, com.novell.nds.dirxml.driver.nds.DriverShimImpl)
The expanded view of a server under a driver icon displays the following:
¢ The driver ID

+ The version of the instance of the driver running on that server
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Viewing and Saving Version Information as a Text File

Identity Manager publishes versioning information to a file. You can view this information in text
format and save it to a text file on your local or network drive. The textual representation is the
same information contained in the hierarchical view.

1 In iManager, click Identity Manager > Identity Manager Overview, then click Search to find the
driver sets in the Identity Vault.

Click the specific driver set in the list.

Click Driver Set > Version information in the Driver Set Overview page.

To view the information in the Report Viewer window, click View.

gua A W N

To save the information to a text file, click Save As, specify a file name and location, and click
Save.

Driver Configuration Files Naming Convention

The driver configuration file naming convention is:
<base nane>[-<type>]-1DMWmi n. engi ne version>-V<config version>. xn
+ Base Name: The name of the connected system or service the driver provides. For example,
Active Directory or Delimited Text.

+ Type: An additional descriptor for the driver configuration file. If there are multiple
configuration files, the type distinguishes among the different files.

+ Minimum Engine Version: Lists the minimum engine version that the driver can run against.
The elements to date are:

+ IDM2_0_0
+ IDM2_0_1
+ IDM2_0_2
+ IDM3_0_0
+ IDM3_0_1
+ IDM3_5_0
+ IDM3_5_1
+ IDM3_6_0

+ Configuration Version: Specifies the particular driver configuration file version. It is a number
that is incriminated with each release of a new driver configuration file.

¢ Vi
¢ V2
¢ V11
¢ V23

For example:

ActiveDirectory-1DVM3_6_0-V4. xm
Del i m t edText - CSVSanpl e-1 DM3_6_0- V2. xm
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5 Backing Up Drivers

After you have created a driver, it is important to create a backup of the driver. You can use Designer
or iManager to create an XML file of the driver. The file contains all of the information entered into
the driver during configuration. If the driver becomes corrupted, the exported file can be imported
to restore the configuration information.

IMPORTANT: If the driver has been deleted, all of the associations on the objects are purged. When
the XML file is imported again, new associations are created through the migration process.

Not all server-specific information stored on the driver is contained in the XML file. Make sure this
information is documented through the Doc Gen process in Designer. See “Documenting Projects” in
the NetlQ Designer for Identity Manager Administration Guide.

You can also run the driver in factory mode, if you created the driver with packages.

Exporting the Driver in Designer

1 Open a project in Designer, then right-click the driver object.
2 Select Export to Configuration File.

3 Specify a unique name for the configuration file, browse to location where it should be saved,
then click Save.

4 Click OK in the Export Configuration Results window.

Exporting the Driver in iManager

In iManager, click Identity Manager > Identity Manager Overview.
Browse to and select the driver set object, then click Search.
Click the driver icon.

Select Export in the Identity Manager Driver Overview page.

Browse to and select the driver object you want to export, then click Next.

A U A WN R

Select Export all policies, linked to the configuration or not or select Only export policies that are
linked to the configuration, depending upon the information you want to have stored in the XML
file.

7 Click Next.

8 Click Save As, then click Save.

9 Browse and select a location to save the XML file, then click Save.
10 Click Finish.
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Running the Driver in Factory Mode

If you created the driver in Designer using packages, you can run a driver in the default factory
mode.

There are two options for using Factory mode:

*

*

Strict: Designer removes all customizations and custom configurations from your driver. Custom
configurations are new policies, jobs, mapping policies, or other objects created on the driver.

Relaxed: Designer removes all customizations but no custom configurations from your driver.

To run the driver in the factory mode:

1
2
3

6

In Designer, right-click the driver, then click Driver > Properties.
Click Packages, then select Run driver in Factory mode.

Select how Package Manager handles the customizations and custom configuration of your
driver. You can select either Strict or Relaxed.

Click Activate to save the selected change.

(Optional) Click the Configure Factory mode icon & if you want to change the selected option,
then click Activate again.

Click Apply or OK to make the change active.

For more information, see “Running a Driver in Factory Mode” in the Net/Q Designer for Identity
Manager Administration Guide.
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Monitoring Driver Health

Driver health monitoring allows you to view a driver’s current state of health as green, yellow, or red,
and to define the actions to perform in response to each of these health states.

You create the conditions (criteria) that determine each of the health states, and you also define the
actions you want performed whenever the driver’s health state changes. For example, if the driver’s
health changes from a green state to a yellow state, you can perform such actions as restarting the
driver, shutting down the driver, and sending an email to the person designated to resolve issues
with the driver.

You can also define custom states. Whenever the conditions for the custom state are met, the
associated actions are performed regardless of the driver’s current state of green, yellow, or red.

The driver’s health state is not monitored unless both a health configuration and a health job exist
and the health job is running. (The health configuration for drivers is automatically created.) If the
configuration and job exist and the job is running, the driver icon displays a green, yellow, or red
indicator. Otherwise, the indicator does not appear or appears without a color.

Figure 6-1 Driver health indicator

Driver without a health Driver with & health Driver with & health
configuration or jokb configuration but no job configuration and jok

To turn on health monitoring for the driver, create a driver health job. After you have created the
driver’s health job, you can use the steps in the following sections to modify the conditions and
actions associated with each health state and to create one or more custom states:

+ “Modifying the Conditions for a Driver Health Configuration” on page 81

+ “Modifying the Actions for a Driver Health Configuration” on page 84

¢ “Creating a Custom State” on page 86
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Creating a Driver Health Job

The health of a driver is evaluated during the periodic execution of a Driver Health job. The job
evaluates the conditions for the health states and assigns the driver the appropriate state. The job
also executes any actions associated with the assigned state.

If a Driver Health job does not exist, the Driver Health Configuration page displays a Run the New
Driver wizard and import the Driver Health Job’s configuration prompt. If the page does not display
this prompt, the Driver Health job already exists, and you can skip to “Modifying the Conditions for a
Driver Health Configuration” on page 81.

To create a Driver Health job:

1 IniManager, under Identity Manager Overview, select the Jobs tab.
2 Click New to create a Driver Health Job.
3 Select the type as Health Job and ensure that the server on which the job will run on is selected.
4 Click OK.
After the job is created, you can adjust the job settings as desired. For example, you can modify how
often the job runs, which drivers use the job, and how much data the job maintains to support

transaction history. For instructions, continue with “Modifying the Driver Health Job’s Settings” on
page 80.

Modifying the Driver Health Job’s Settings

The Driver Health job evaluates the conditions for the health states and assigns the driver the
appropriate state. The job also executes any actions associated with the assigned state.

As with all driver jobs, there are several Driver Health job settings that you can modify to optimize
health monitoring performance for your environment, including settings for how often the job runs,
which drivers use the job, and how much data the job maintains to support transaction history.

To modify the job settings:

1 IniManager, under Identity Manager Overview, select the Jobs tab.
2 Click the job you want to modify.

3 Open the Driver Health Configuration page for the driver that uses the Driver Health job you
want to modify:

3a Open the Identity Manager Administration page.

3b In the Administration list, click Driver Health Configuration.
4 Click the Driver Health job.
5 Change the desired settings on the following tabs:

¢ Schedule: The Driver Health job is a continuously running job, meaning that it does not
stop unless a health state action shuts it down or it is shut down manually. The job must
run continuously to be able to support transaction data collection for use in Transactions
History conditions.

If the job does stop, it is restarted based on the schedule. The default schedule checks
every minute to see if the job is running. If the job is not running, it is started.
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+ Scope: By default, the job applies to all drivers in the driver set. This means that you need
only one Driver Health job per driver set. However, you can create multiple Driver Health
jobs for different drivers within the same driver set. For example, you might have some
drivers whose health you want updated more frequently than other drivers, in which case
you would need at least two Driver Health jobs.

+ Parameters: You can change any of the following parameters:

+ Login ID: This defaults to the login ID that was used when creating the driver job. You
should change this only if you want the driver to authenticate with different
credentials.

You need the following rights to run the health job:

+ Read permission with inheritance to the Di r XM.- AccessConf i gur e attribute
of the Driver Set object

+ Read permission with inheritance to the Di r XML- AccessRun attribute of the
Driver Set object

+ Write permission with inheritance to the Di r XML- AccessSubmi t Conmand
attribute of the Driver Set object

+ Login password: This is the password required for the login ID that you supplied in the
Login ID field.

¢ Subscriber Heartbeat: Controls whether the Driver Health job does a heartbeat query
on a driver’s Subscriber channel before performing a health check on the driver.

+ Polling interval: Determines how often the job evaluates the conditions for the health
states, assigns the driver the appropriate state, executes any actions associated with
the assigned state, and stores the driver’s transaction data. The default polling interval
is one minute.

+ Polling interval units: Specifies the time unit (minutes, hours, days, weeks) for the
number specified in the Polling interval setting.

+ Duration sampling data is kept: Specifies how long a driver’s transaction data is kept.
The default, two weeks, causes a transaction to be retained for two weeks before
being deleted. A longer duration provides a greater time period that can be used in
“Transactions History:” on page 83conditions, but requires more memory. For
example, to use a Transactions History condition that evaluates of the number of
publisher reported events for the last 10 days, you need to keep transaction data for at
least 10 days.

+ Duration units: Specifies the time unit (minutes, hours, days, weeks) for the number
specified in the Duration transaction data is kept setting.

6 Click OK to save your changes.

Modifying the Conditions for a Driver Health Configuration

You control the conditions that determine each health state. The green state is intended to represent
a healthy driver, and a red state is intended to represent an unhealthy driver.

The conditions for the green state are evaluated first. If the driver fails to meet the green conditions,
the yellow conditions are evaluated. If the driver fails to meet the yellow conditions, the driver is
automatically assigned a red health state.
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To modify the conditions for a state:

1 IniManager, open the Driver Health Configuration page for a driver whose conditions you want

to modify:
1la Open the Identity Manager Administration page.

1b In the Administration list, click Driver Health Configuration.

2 Click the tab for the state (Green or Yellow) you want to modify.

lﬁ i CiYellow | ©Red

Mews Condition Group | Delete... | fctionz - | 4| |8

i And | Condition Groups

[0 @ Condition Group [&

L] | Driver State “ | | is running b And v

L] | Driverin Cache Cwverflow “ | s false w

Actions || =) [ Always execute actions when conditions are true

The tab displays the current conditions for the health state. Conditions are organized into
groups, and logical operators, either AND or OR, are used to combine each condition and each
group. Consider the following example for the green state:

GROUP1
Conditionl and
Condi tion2

O

GROUP2
Conditionl and
Condition2 and
Condi tion3

In the example, the driver is assigned a green state if either the GROUP1 conditions or the
GROUP2 conditions evaluate as true. If neither group of conditions is true, then the conditions
for the yellow state are evaluated.

The conditions that can be evaluated are:

+ Driver State: Running, stopped, starting, not running, or shutting down. For example, one
of the default conditions for the green health state is that the driver is running.

+ Driver in Cache Overflow: The state of the cache used for holding driver transactions. If
the driver is in cache overflow, all available cache has been used. For example, the default
condition for the green health state is that the Driver in Cache Overflow condition is false
and the default for the yellow health state is that the Driver in Cache Overflow condition is
true.

+ Newest: The age of the newest transaction in the cache.
+ Oldest: The age of the oldest transaction in the cache.

+ Total Size: The size of the cache.
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+ Unprocessed Size: The size of all unprocessed transactions in the cache.

+ Unprocessed Transactions: The number of unprocessed transactions in the cache. You can
specify all transactions types or specific transaction types (such as adds, removes, or
renames).

+ Transactions History: The number of transactions processed at various points in the
Subscriber or Publisher channel over a given period of time. This condition uses multiple
elements in the following format:

<transaction type> <transaction location and time period > <relational operator>
<transaction number>.

+ <transaction type>: Specifies the type of transaction being evaluated. This can be all
transactions, adds, removes, renames, and so forth.

+ <transaction location and time period>: Specifies the place in the Subscriber or
Publisher channel and the time period being evaluated. For example, you might
evaluate the total number of transactions processed as Publisher reported events over
the last 48 hours. By default, transaction history data is kept for two weeks, which
means that you cannot specify a time period greater than two weeks unless you
change the default Transaction Data Duration setting. This setting is specified on the
Driver Health job. See “Modifying the Driver Health Job’s Settings” on page 80 for
information about changing the setting.

+ <relational operator>: Specifies that the identified transactions must be equal to, not
equal to, less than, less than or equal to, greater than, or greater than or equal to the
<transaction number>.

+ <transaction number>: Specifies the number of transactions being used in the
evaluation.

The following provides an example of a Transactions History condition:

<nunber of adds> <as publisher comands> <over the |ast 10 m nutes>
<is less than> <1000>

+ Available History: The amount of transaction history data that is available for evaluation.
The primary purpose for this condition is to ensure that a Transactions History condition
does not cause the current state to fail because it does not have enough transaction
history data collected for the time period being evaluated.

For example, assume that you want to use the Transactions History condition to evaluate
the number of adds as Publisher commands over the last 48 hours (the example shown in
the Transactions History section above). However, you don't want the condition to fail if
there is not yet 48 hours worth of data, which can be the case after the initial setup of the
driver's health configuration or if the driver's server restarts (because transaction history
data is kept in memory). Therefore, you create condition groups similar to the following:

G oupl Available History <is |ess than> <48 hours> or G oup2

Avail abl e History <is greater than or equal to> <48 hours> and
Transactions History <nunber of adds> <as publisher conmands> <over
the last 48 hours> <is | ess than> <1000>
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The state evaluates to true if either condition group is true, meaning that a) there is less
than 48 hours of data, or b) there is at least 48 hours of data and the number of adds as
Publisher commands over the last 48 hours is less than 1000.

The state evaluates to false if both conditions evaluate to false, meaning that a) there is at
least 48 hours of data and b) the number of adds as publisher commands over the last 48
hours is greater than 1000.

3 Modify the criteria as desired.

*

*

*

To add a new group, click New Group.
To add a condition, click the plus (+) icon next to the group heading.

To reorder condition groups or individual conditions, select the check box next to the group
or condition you want to move, then click the arrow buttons to move it up and down. You
can also use the arrow buttons to move a condition from one group to another.

To copy condition groups or individual conditions, select the check box next to the group or
condition you want to copy, click Edit > Copy selections to clipboard, click the tab for the
health state where you want to copy the group or condition, then click Edit > Append items
on clipboard. For example, assume that you want to copy a condition from one condition
group to another. You would select the condition, copy it to the clipboard, then append it.
The condition is added as its own condition group; if desired, use the arrow buttons to
move it into another condition group.

To move condition groups or individual conditions, select the check box next to the group
or condition you want to move, click Edit > Cut selections to clipboard, click the tab for the
health state where you want to move the group or condition, then click Edit > Append
items on clipboard. For example, assume that you want to move a condition group from the
green health state to the yellow health state. You would select the condition group, cut it
to the Clipboard, open the yellow health state, then append it.

4 Click Apply to save your changes.

5 If you want to change the actions associated with the conditions you have set, continue with
“Modifying the Actions for a Driver Health Configuration” on page 84.

Modifying the Actions for a Driver Health Configuration

You can determine the actions that you want performed when the driver health state changes. For
example, if the state changes from green to yellow, you can shut down or restart the driver, generate
an event, or start a workflow. Or, if the state changes from yellow to green, any actions associated
with the green state are performed.

A health state’s actions are performed only once each time the conditions are met; as long as the
state remains true, the actions are not repeated. If the state changes because its conditions are no
longer met, the actions are performed again the next time the conditions are met.

1 In iManager, open the Driver Health Configuration page for a driver whose actions you want to
modify:

1la Open the Identity Manager Administration page.

1b In the Administration list, click Driver Health Configuration.

2 Click the Green, Yellow, or Red tab for the state whose actions you want to modify.

Monitoring Driver Health



3 Click the plus (+) icon next to the Actions heading to add an action, then select the type of
action you want:

*

*

*

Start Driver: Starts the driver.
Stop Driver: Stops the driver.
Restart Driver: Stops and then starts the driver.

Clear Driver Cache: Removes all transactions, including unprocessed transactions, from
the cache.

Send Email: Sends an email to one or more recipients. The template you want to use in the
email message body must already exist. To include the driver name, server name, and
current health state information in the email, add the $Dri ver $, $Ser ver $, and

$Heal t hSt at e$ tokens to the email template and then include the tokens in the message
text. For example:

The current health state of the $Driver$ driver running on $Server$
is $Heal thSt at e$.

IMPORTANT: To send emails to multiple users, separate each email address only with a
comma (,). Do not use semi-colon instead of comma.

Write Trace Message: Writes a message to the Driver Health job's log file or the driver set's
log file if the trace file is not configured on the Driver Health job.

Generate Event: Generates an event that can be used by Audit and Sentinel.

Execute ECMAScript: Executes an existing ECMAScript. Use the or buttons to select the
DirXML-Resource object that contains the ECMAScript.

For information about how to construct ECMA scripts, refer to “Using ECMAScript in
Policies” in the NetlQ Identity Manager - Using Designer to Create Policies.

Start Workflow: Starts a provisioning workflow.

On Error: If an action fails, instructs what to do with the remaining actions, the current
health state, and the Driver Health job.

+ Affect actions by: You can continue to execute the remaining actions, stop execution
of the remaining actions, or default to the current setting. The current setting applies
only if you have multiple On Error actions and you set the Affect actions by option in
one of the preceding On Error actions.

+ Affect state by: You can save the current state, reject the current state, or default to
the current setting. Saving the state causes the state’s conditions to continue to
evaluate as true. Rejecting the state causes the state’s conditions to evaluate as false.
The current setting applies only if you have multiple On Error actions and you set the
Affect state by option in one of the preceding On Error actions.

+ Affect Driver Health Job by: You can continue to run the job, abort and disable the
job, or default to the current setting. Continuing to run the job causes the job to finish
evaluating the conditions to determine the driver’s health state and perform any
actions associated with the state. Aborting and disabling the job stops the job’s
current activity and shuts down the job; the job does not run again until you enable it.
The current setting applies only if you have multiple On Error actions and you set the
Affect Driver Health Job by setting in one of the preceding On Error actions.

4 If you want the actions executed every time the conditions evaluate to true, click Always
execute actions when conditions are true.
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By default, actions are performed only once while a driver's health state remains the same.
Regardless of the number of times the conditions are evaluated, as long as the health state
remains true, the actions are not repeated. For example, when the driver's health state changes
from red to green, the green state's actions are executed. The next time the conditions are
evaluated, if the health state is still green, the actions are not repeated.

Selecting the Always execute actions when conditions are true setting causes the actions to be
repeated each time the condition evaluates to true. For example, if the driver's health state
repeatedly evaluates to green without changing to another state, the green state's actions are
repeated after each evaluation.

5 Click Apply to save your changes.

Creating a Custom State

You can create one or more custom states to perform actions independent of the driver’s current
health state (green, yellow, red). If a custom state’s conditions are met, its actions are performed
regardless of the current health state.

As with the green, yellow, and red health states, a custom state’s actions are performed only once
each time the conditions are met; as long as the state remains true, the actions are not repeated. If
the state changes because its conditions are no longer met, the actions are performed again the next
time the conditions are met.

1 In iManager, open the Driver Health Configuration page for a driver for which you want to
create a custom state:
1la Open the Identity Manager Administration page.
1b In the Administration list, click Driver Health Configuration.
2 On any of the tabs, click Actions, then click New Custom State.

3 Follow the instructions in “Modifying the Conditions for a Driver Health Configuration” on
page 81 and “Modifying the Actions for a Driver Health Configuration” on page 84 to define the
custom state’s conditions and actions.

Memory Requirements for Driver Health

The combination of interval, interval-units, duration, and duration-units define how much sampling
data is maintained by the Driver Health Job. The values for these parameters directly affect how
much memory the Driver Health Job requires to run.

The number of samples per driver per server is calculated as:
Number of samples = ((duration * duration units) / (polling interval * polling units)) + 1
For example, if

duration = 12 hours
polling interval = 1 minute

Number of samples = (12*60) / (1*1) + 1 =721

If there are 4 drivers on 1 server, total number of samples = 4*1*721 = 2884.
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Each sample stores data from 5 points in the publisher channel and 5 points in the subscriber
channel.

Publisher Channel Points:

publisher-commands
publisher-command-results
publisher-post-event-transformation
publisher-post-input-transformation
publisher-reported-events

Subscriber Channel Points:

subscriber-commands
subscriber-command-results
subscriber-pre-output-transformation
subscriber-post-event-transformation
subscriber-reported-events

A sample contains a list of IDs and counts for each point. IDs correspond to operations such as query,
status, instance, add-association, and so on.

Consider the following driver cache statistics:

<subscri ber >
<oper ati ons>
<command-resul t s>
<st at us>12</ st at us>
<i nst ance>12</i nst ance>
</ command-r esul t s>
</ operations>
</ subscri ber >

For subscriber-command-results, the list has IDs 7,21 (for instance and status) and counts 12,12.
Each sample consumes ~700 bytes.
721 samples consume ~ 500 KB. This is the memory requirement per driver.

For 4 drivers, 2 MB is required for storing sampling data.
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Viewing Driver Statistics

You can use NetlQ iManager to view a variety of statistics for a single driver or for an entire driver
set. This includes statistics such as the cache file size, the size of the unprocessed transactions in the
cache file, the oldest and newest transactions, and the total number of unprocessed transactions by
category (add, remove, modify, and so forth).

Viewing Statistics for an Individual Driver

1 IniManager, open the Identity Manager Administration page.

2 In the Administration list, click Identity Manager Overview to display the Identity Manager
Overview page.

You use the Identity Manager Overview page to locate the driver set in which the driver resides.

3 In the Search in field, specify the fully distinguished name of the container where you want to
start searching for the driver set, then click | k. Or, click the browse icon to browse for and select
the container in the tree structure.

iManager keeps a record of the objects you have previously selected, so you can also use the '
to select the container from a list of previously selected objects. Or, you can search from the

root of the tree by clicking | k|.

4 After the search completes and displays the driver sets, click the driver set in which the driver
resides to display the Driver Set Overview page.

5 Locate the driver whose statistics you want to check, click the driver’s Status icon (the green or
red circle on the driver icon), then click Statistics.

Viewing Statistics for a Driver Set

1 IniManager, open the Identity Manager Administration page.
2 In the Administration list, click Driver Set Dashboard to display the Driver Set Query page.

3 In the Driver Set field, specify the fully distinguished name of the driver set, then click OK. Or,
click the browse icon to browse for and select the driver set in the tree structure, then click OK.

iManager keeps a record of the objects you have previously selected, so you can also use the '
icon to select the container from a list of previously selected objects.

A page appears that allows you to view the statistics for all of the drivers contained in the driver
set.

+ To refresh the statistics, click Refresh, then select Refresh now or select a refresh interval.

+ To close the statistics for a driver, click the |#| button in the upper right corner of the
driver’s statistics window.

+ To open the statistics for all drivers, click Actions > Show all drivers.
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+ To collapse the list of unprocessed transactions for a driver, click the # button located
above the list. To collapse the list of unprocessed transactions for all drivers, click Actions >
Collapse all transactions.

+ To expand the list of transactions, click the | % button. To expand the list of unprocessed
transactions for all drivers, click Actions > Expand all transactions.

+ To change the layout of the driver dashboard, click Actions, then select a column layout.
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Managing Associations between Drivers
and Objects

Associations

A relationship is established between an Identity Vault object and a connected system object when
the two objects represent the same entity. This relationship is called an association and is stored in
the Identity Vault on the associated Identity Vault object. Identity Manager uses the association to
keep track of which object in the connected system matches with an object in the Identity Vault. In
almost all cases, this should be a 1:1 match to say that "Herman Munster, employee number
1234567" in the HR system matches exactly with the user object "hmunster13" in the Identity Vault,
with "Munster, Herman" in Active Directory, and "hmunster13@example.com" in the email system.

Associations are stored only in the Identity Vault. The shim provides a unique key value for each
application object and the Identity Manager engine manages the storage of those key values in the
Identity Vault. On the Subscriber channel, the Identity Manager engine uses this value to allow the
shim to modify the correct object in the connected system. On the Publisher channel, the shim
supplies the association value, allowing the identity Manager engine to quickly and easily find the
correct object in the Identity Vault to work with. The following Association states are stored in the
Identity Vault:

+ 0 Disabled: Changes in the driver objects are not synchronized with the Identity Vault.

+ 1 Processed: A successful association has been created between driver objects and the Identity
Vault.

+ 2 Pending: The Identity Manager engine identified a modification to an object, and attempted
to match it or create it in the connected system, but was unable to do so.

+ 3 Manual: A manual association was created by the user.
¢ 4 Migrate: The account was synchronized or migrated.

+ blank No association: No association has been created.

No-Reference Associations

Identity Manager maintains associations in an eDirectory attribute (Syntax : SYN_PATH) named
DirXML-Associations. This attribute has three parts to it.

di rxm -associ ati ons: cn=DT-1, cn=DS1, o=n#1#abc@ovel | . com

The first partis adri ver - dn, which denotes the driver this association is for; the second field
denotes the association state; and the final field denotes the association value. The part that is used
to storethedri ver - dnis stored as an eDirectory DN. If there are any object renames or moves, the
associations do not get broken and are preserved.

However, any updates to the referred object also result in a reference check. This causes a small
overhead that can impact performance in very large deployments.
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To improve performance in large deployments, a new no-reference association has been introduced
in Identity Manager. Though the existing association continues to be the default option, Identity
Manager provides you an option to switch to the new association format for a driver. In your Identity
Manager deployment, some drivers can have the legacy reference association while others create a
no-reference association. The driver’s DN is maintained as a string with the new no-reference
association. If you change this, the mapping of the object from the Identity Vault to the connected
system might get broken.

A new attribute, Di r XML- Associ at i onsLi t e of type SYN _Cl _STRI NG is included to store the
no-reference association. The new attribute contains the stringized version of the object association.

di rxm -associ ationslite: \ ABCG SLES10SP2X86- NDSTREE\ n\ DS1\ bedi r - 174- 18- 4-
32#648F713EC4AB284967AB648F713ECAABH1

The new association attribute uses "#" to delimit the components of the association. The first
component is the complete dri ver - dn including the eDirectory tree name in the slash format. The
second component is the association value and the last component is the association state.

A new attribute, Di r XML- UseNoRef Assoc of type SYN_BOCLEAN, is included with the drivers to
denote the type of association to be used for the drivers. The absence of this attribute or a value of
false implies that the driver uses the legacy association attribute (Di r XML- Associ at i ons). If the
value is set to true, the driver uses the new association attribute (Di r XML- Associ at i onsLi t e)for
the association.

NOTE: You should use the new association format with Identity Manager Standard Edition that
provides limited Reporting features or in very large deployments where referential checks cause
considerable performance impact. If you use it with Identity Manager Advanced Edition, all aspects
of the Reporting functionality might not work as expected.

Migration Between Associations

The dxcmd menu is updated to provide new actions to enable easier and seamless migration of
association from one format to the other. Additionally, maintenance actions are available to handle
the associations.

NOTE: The Association actions in dxcmd utility are hidden by default. You must invoke this utility by
using the - U option to see the Association actions.

The association actions are available at two levels in the dxcemd menu. The association actions are
available in the main dxcmd menu and also in the driver menu. You need to shut down the driver
before performing these actions.

Association Actions in the Main Menu

You can select an association operation from the following list:
+ 1: Migrate to no-ref association

This action modifies the driver and sets the value of Di r XML- UseNoRef Assoc to True. It also
converts the existing object associations for this driver to use the Di r XMLAssoci ati onsLite
attribute (new no-ref association).
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2: Migrate to ref association

This action modifies the driver and sets the value of Di r XML- UseNoRef Assoc to False. It also
converts the existing object associations for this driver to use the Di r XMLAssoci at i ons
attribute (legacy association).

+ 3: Get no-ref associated entries

Applicable only if using no-reference association for the driver. This action lists the object’s
associations.

¢ 4: Delete no-ref associated entries

Applicable only if using no-reference association for the driver. This action deletes the object’s
associations.

+ 5: Rename no-ref association

Applicable only if using no-reference association for the driver. This action renames the object’s
associations. As the DN is stored as a string, renaming the driver or renaming, or moving the
object (if using DN as association value) may break the association. You can use the rename
action to correct this behavior.

+ 99: Exit

Association Actions in the Driver Menu

You can select an association operation from the following list:
+ 1: Migrate to no-ref association

This action modifies the driver and sets the value of Di r XML- UseNoRef Assoc to True. It also
converts the existing object associations for this driver to use the Di r XM_Associ ati onsLite
attribute (new no-ref association).

+ 2: Migrate to ref association

This action modifies the driver and sets the value of Di r XML- UseNoRef Assoc to False. It also
converts the existing object associations for this driver to use the Di r XMLAssoci at i ons
attribute (legacy association).

+ 3: Get to no-ref associated entries

Applicable only if using no-reference association for the driver. This action lists the object’s
associations.

¢ 4: Delete no-ref associated entries

Applicable only if using no-reference association for the driver. This action deletes the object’s
associations.

+ 99: Exit
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Tools for Managing Associations

NetlQ iManager provides two tools to enable you to view and manage the associations between
drivers and objects (data):

+ The Driver Inspector displays all objects associated with a driver and lets you perform various
actions on those associations, such as deleting an object or modifying its properties.

+ The Object Inspector displays all connected systems associated with an object. For each
association, you can perform various actions, including viewing the object’s data flow between
the Identity Vault and the connected system, configuring the connected system’s driver or
driver set, viewing the entitlements, and removing the association between the object and the
connected system.

Inspecting Objects

You can use the Object Inspector to view detailed information about how an object participates in
Identity Manager relationships. These relationships include the connected systems that are
associated with the object, how data flows between the Identity Vault and the connected systems,
the attribute values that are currently stored in the Identity Vault and on the connected systems, the
connected system driver configurations, and so forth.

1 IniManager, open the Identity Manager Administration page.

2 Inthe Administration list, click Object Inspector to display the Object Inspector page.

3 Specify the fully distinguished name of the object that you want to inspect, or click the browse
icon to browse to and select the desired object.

iManager keeps a record of the objects you have previously selected, so you can also use the [*z
icon to select from a list of previously selected objects.

4 After you have selected the object, click OK to display the Object Inspector page.

The Connected Systems section lists each of the connected systems with which the object is
associated. You can perform any of the following actions:

+ Delete: To delete an association with a connected system, select the check box to the left
of the association and click Delete. To delete all associations, select the check box beneath
the Delete column, then click Delete.

+ Refresh: Select Refresh to re-read the connected system associations and refresh the table.

+ Actions: Select a connected system by clicking the check box to the left of the association
reference (you do not need to select any boxes for the Add New Association action item).
Click Actions, then choose one of the following options:

+ Run Overview on Driver: Launches the overview page for the connected system's
driver.

+ Run Overview on Driver Set: Launches the overview page for the connected system's
driver set.

+ Configure Driver: Launches the properties page for the connected system's driver so
that you can modify the driver’s properties.

+ Configure Driver Set: Launches the properties page for the connected system's driver
set so that you can modify the driver set’s properties.
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+ Add New Association: Prompts you for the parameters necessary to add new
attribute values to the object's DirXML-Association attribute.

+ Edit Selected Association: Prompts you to edit the parameters of the connected
system's DirXML-Association attribute values.

+ View Entitlements: Displays a list of the entitlements associated with the connected
system. The list displays the current state of the entitlement (granted or revoked) as
well as the source of the entitlement (for example, workflow or role-based).

¢ Connector: Lists the connected system's fully distinguished name that is associated with

the object. Click the plus (+) icon next to the connected system to see how data flows
through the connected system.

The Servers entry shows the servers that are associated with the driver set. Clicking the
Edit icon to the right of the server brings up the server’s properties page in a pop-up
window. Clicking the Query icon queries the attribute values for all classes in the driver
filter. The larger the filter, the longer the query takes. If the Inspector cannot communicate
with the connected system, you see a message stating that the attribute cannot be queried
from the application.

The driver filter’s associated classes (such as Group) and their attributes (such as
Description and Member) are listed under the Server entry. Click the class to see all of the
values for the defined attributes in that class. You can also click an attribute to see its
values, or you can click the entries to the right of the attributes to see just the Identity
Vault value or the application value. If no value has been defined, the entry displays No
Values. If the Inspector cannot communicate with the connected system, you see a
message stating that the attribute cannot be queried from the application.

States: The connected system’s driver states are Enabled, Disabled, Processed, Pending,
Manual, and Migrate.

Object ID: The identification value of the associated object to the connected system. If the
connected system driver has no identification, this column displays None.

Inspecting Drivers

You can use the Driver Inspector to view detailed information about the objects associated with a

driver.

1
2
3

In iManager, open the Identity Manager Administration page.
In the Administration list, click Driver Inspector to display the Driver Inspector page.

In the Driver to inspect field, specify the fully distinguished name of the driver that you want to
inspect, or click the browse icon to browse to and select the desired driver.

iManager keeps a record of the objects you have previously selected, so you can also use the [
icon to select from a list of previously selected objects.

After you have selected the driver to inspect, click OK to display the Driver Inspector page.

The page displays information about the objects associated with the selected driver. You can
perform any of the following actions:

+ Driver: Displays the name of the inspected driver. Click the driver name to display the

Driver Overview page.

+ Driver Set: Displays the name of the driver set in which the inspected driver resides. Click

the driver set name to display the Driver Set Overview page.
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+ Delete: Removes the association between the driver and an object. Select the check box in
front of the object you no longer want associated with the driver, click Delete, then click OK
to confirm the deletion.

+ Refresh: Select this option to re-read all of the objects associated with the driver and
refresh the information.

+ Show: Select the number of associations to display per page. You can select a predefined
number (25, 50, or 100) or specify another number of your choice. The default is 50
associations per page. If there are more associations than the number displayed, you can
use the arrow buttons to display the next and previous pages of associations.

+ Actions: Perform actions on the objects associated with the driver. Click Actions, then
select one of the following options:

+ Show All Associations: Displays all objects associated with the driver.

+ Filter for Disabled Associations: Displays all objects associated with the driver that
have a Disabled state.

+ Filter for Manual Associations: Displays all objects associated with the driver that
have a Manual state.

+ Filter for Migrate Associations: Displays all objects associated with the driver that
have a Migrate state.

+ Filter for Pending Associations: Displays all objects associated with the driver that
have a Pending state.

+ Filter for Processed Associations: Displays all objects associated with the driver that
have a Processed state.

+ Filter for Undefined Associations: Displays all objects associated with the driver that
have an Undefined state.

+ Association Summary: Displays the state of all objects associated with the driver.
¢ Object DN: Displays the DN of the associated objects.
+ State: Displays the association state of the object.

+ Object ID: Displays the value of the association.
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9 Managing Driver Cache Files

Viewing a Transaction

You can use iManager to view the transactions in a driver’s cache file. The Driver Cache Inspector
displays information about the cache file, including a list of the events to be processed by the driver.

1 IniManager, open the Identity Manager Administration page.

2 In the Administration list, click Driver Cache Inspector.

3 Inthe Driver to inspect field, specify the fully distinguished name of the driver whose cache you
want to inspect, or click the browse icon to browse to and select the desired driver, then click
OK to display the Driver Cache Inspector page.

A driver’s cache file can be read only when the driver is not running. If the driver is stopped, the
Driver Cache Inspector page displays the cache as shown in the screen shot below. If the driver
is running, the page displaysa Dri ver not stopped, cache cannot be read notein

place of the cache entries. To stop the driver, click the || button; the cache is then read and
displayed.

*

Driver: Lists the driver that is associated with the cache file. Click the link to display the
Driver Overview page.

Driver Set: Lists the driver set in which the driver resides. Click the link to display the Driver
Set Overview page.

Driver’s cache on: Lists the server that contains this instance of the cache file. If the driver
is running on multiple servers, you can select another server in the list to view the driver’s
cache file for that server.

Start/Stop Driver icons: Displays the current state of the driver and allows you to start or
stop the driver. The cache can be read only while the driver is stopped.

Edit icon: Allows you to edit the properties of the currently selected server.
Delete: Select entries in the cache, then click Delete to remove them from the cache file.
Refresh: Select this option to re-read the cache file and refresh the information.

Show: Select the number of entries to display per page. You can select a predefined
number (25, 50, or 100) or specify another number of your choice. The default is 50 entries
per page. If there are more entries than the number displayed, you can use the arrow
buttons to display the next and previous pages.

Actions: Allows you to perform actions on the entries in the cache file. Click Actions to
expand the menu, then select one of the following options:

+ Expand All: Expands all of the entries displayed in the cache file.
+ Collapse All: Collapses all of the entries displayed in the cache file.

+ Go To: Allows you to access a specified entry in the cache file. Specify the entry
number, then click OK.

¢ Cache Summary: Summarizes all of the events stored in the cache file.
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Viewing the Out of Band Sync Cache

To view events in the Out of Band Sync cache:

1 IniManager, open the Identity Manager Administration page.
2 In the Administration list, click Driver Out of Band Sync Cache Inspector.

3 Specify the fully distinguished name of the driver whose cache you want to inspect, or click the
browse icon to browse to and select the desired driver, then click OK. A driver’s cache file can be
read only when the driver is not running. For more information, see “Viewing a Transaction” on
page 97.

Relocating the Event Cache File

Every driver that is configured in Identity Manager has an associated event cache file. Events are
cached in a TAO file before a driver processes them. By default, the TAO files are placed in the di b
directory.

Identity Manager allows you to place the TAO files anywhere in the file system. Distributing the file I/
O across multiple file systems improves the I/0 throughput. Each driver can have an optional single-
valued server readable attribute Di r XML- CachelLocat i on. The value of this attribute is an
absolute path to the TAO files in the file system. When the engine is restarted, it looks for the

Di r XML- CachelLocat i on attribute and the associated TAO files.

You can change the location of the TAO file by using the dxcmd utility:

Rundxcnmd > login > Driver Operations > (Select the Driver) > 14. Cache
Operations > 10. Get Cache Path/11. Set Cache Path

NOTE: You can change the location of the cache file only when the driver is in a disabled state,
otherwise it throws an | NVALI D_REQUEST exception. If the path does not exist, it throws a
BAD_FI LE_NAME exception.

To relocate the TAO file:

1 Shut down the driver on which you want to set a new TAO file location.
2 Take note of the system time.

You might need this data to force resynchronization of objects if any events are missed during
the TAO file relocation.

Move the driver's TAO file to the new location and disable the driver.
Set the new TAO file location by using the dxcnd utility.
Enable the driver by deselecting the Do not automatically synchronize option.

Start the driver.

N o 1 AW

Use the Synchronize option to force resynchronization of objects from the time noted in Step 2.
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Securely Storing Driver Passwords with
Named Passwords

Identity Manager allows you to securely store multiple passwords for a driver. This functionality is
referred to as named passwords. Each different password is accessed by a key, or name.

You can add named passwords to a driver set or to individual drivers. Named passwords for a driver
set are available to all drivers in the set. Named passwords for an individual driver are available only
to that driver.

To use a named password in a driver policy, you refer to it by the name of the password, instead of
using the actual password, and the Identity Manager engine sends the password to the driver. The
method described in this section for storing and retrieving named passwords can be used with any
driver without making changes to the driver shim.

NOTE: The sample configurations provided for the Identity Manager Driver for Lotus Notes include
an example of using named passwords in this way. The Notes driver shim has also been customized
to support other ways of using named passwords, and examples of those methods are also included.
For more information, see the section on named passwords in the Identity Manager Driver Guide for
Lotus Notes.

Using Designer to Configure Named Passwords

1 In Designer, select the driver, then right-click and select Properties.
2 Select Named Password, then click New.

3 Specify a name, display name, and a password, then click OK twice.

Using iManager to Configure Named Passwords

1 Locate the driver set or driver where you want to add a named password:
1a IniManager, open the Identity Manager Administration page.
1b In the Administration list, click Identity Manager Overview.

1c If the driver set is not listed on the Driver Sets tab, use the Search In field to search for and
display the driver set.

1d Click the driver set to open the Driver Set Overview page.

2 To add a named password to a driver set, click the Driver Set menu, then click Edit Driver Set
properties.

or

To add a named password to a driver, click the upper right corner of the driver icon, then click
Edit properties.
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3 On the Identity Manager tab, click Named Passwords.
4 Click Add.
5 Specify a name, display name and a password, then click OK twice.

6 A message appears: Do you want to restart the driver to put your changes in
ef f ect ? Click OK.

Using Named Passwords in Driver Policies

Using the Policy Builder

The Policy Builder allows you to make a call to a named password. Create a new rule and select
Named Password as the condition, then set an action depending upon if the named password is
available or not available.
1 In Designer, launch the Policy Builder, right-click, then click New > Rule.
2 Specify the name of the rule, then click Next.
3 Select the condition structure, then click Next.
4 Select named password for the Condition.
5 Browse to and select the named password that is stored on the driver.
In this example, it is user i nfo.
6 Select whether the operator is available or not available, then click Next.
7 Select an action for the Do field.
In this example, the action is vet o.
8 Click Finish.

The example indicates that if the user i nf 0 named password is not available, then the event is
vetoed.

Figure 10-1 A Policy Using Named Passwords

Conditions

% Condition Group 1

v 5 if named password 'user info' nok available

[ actons —

v & wvekal)

Using XSLT

The following example shows how a named password can be referenced in a driver policy on the
Subscriber channel in XSLT:
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<xsl : val ue- of

sel ect =" query: get NanmedPasswor d( $sr cQuer yPr ocessor, ' mynanedpassword' )"
xm ns: query="http://ww. novel | . conf nxsl /java/

com novel | . nds. dirxm . driver. XdsQueryProcessor"/>

Using the DirXML Command Line Utility to Configure
Named Passwords

Creating a Named Password in the DirXML Command Line Utility

1 Run the DirXML Command Line utility.
For more information, see Chapter 13, “Using the DirXML Command Line Utility,” on page 109.
2 Specify your user name and password.
3 Specify one of the following options:
+ Option 3 for Driver Operations
+ Option 4 for Driver Set Operations

Option 3 for Driver Operations: If you specified 3, a numbered list of drivers appears. Do the
following:

1. Specify the number for the driver to which you want to add a named password.
2. Specify 13 for Password Operations.
3. Specify 5 to set a new named password.

Go to Step 4.

Option 4 for Driver Set Operations: If you specified 4, a numbered list of driver set operations
appears.

Do the following:
1. Specify 5 for Password Operations.
2. Specify 1 to set a new named password.
Go to Step 4.
4 At the prompt, specify the name by which you want to refer to the named password.
5 At the prompt, specify a description of the password.
6 At the prompt, specify the actual password that you want to secure.
The characters you type for the password do not appear on the screen.
7 At the prompt, confirm the password by specifying it again.
The password operations menu appears.

8 Specify the 99 option twice to exit the menu and quit the DirXML Command Line utility.
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Removing a Named Password in the DirXML Command Line
Utility

This option is useful if you no longer need named passwords you previously created.

1

Run the DirXML Command Line utility.
For more information, see Chapter 13, “Using the DirXML Command Line Utility,” on page 109.
Specify your user name and password.
Specify one of the following:
¢ Option 3 for Driver Operations
+ Option 4 for Driver Set Operations

Option 3 for Driver Operations: If you specified 3, a numbered list of drivers appears. Do the
following:

1. Enter the number for the driver from which you want to remove named passwords.
2. Specify 13 for Password Operations.
3. (Optional) Specify 7 to see the list of existing named passwords.
This helps you to make sure that you are removing the correct password.
4. Specify 6 to remove one or more named passwords.
5. Go to Step 4.

Option 4 for Driver Set Operations: If you specified 4, a numbered list of driver set operations
appears.

Do the following:
1. Specify 5 for Password Operations.
2. (Optional) Specify 3 to see the list of existing named passwords.
This helps you to make sure that you are removing the correct password.
3. Specify 2 to remove one or more named passwords.
4. Goto Step 4.

At the following prompt, enter No to remove a single named password:

Do you want to clear all naned passwords? (yes/no):

At the following prompt, enter the name of the named password you want to remove:
Enter password nane:

The password operations menu appears.
(Optional) Specify the appropriate number to see the list of existing named passwords.
This step helps you to verify that you have removed the correct password.

Specify the 99 option twice to exit the menu and quit the DirXML Command Line utility.
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1 Configuring Java Environment Parameters

Rather than use command line options and configuration files to set the environment parameters for
the Java virtual machine (JVM) associated with a driver set, you can use iManager or Designer.

Using iManager to Configure the Java Environment
Parameters

1 IniManager, open the Identity Manager Administration page.
2 Open the properties for the driver set whose parameters you want to configure:
2a In the Administration list, click Identity Manager Overview.

2b If the driver set is not listed on the Driver Sets tab, use the Search In field to search for and
display the driver set.

2c Click the driver set to open the Driver Set Overview page.

2d Click the Driver Set menu, then click Edit Driver Set properties.
3 Click Misc to display the property page that contains the Java environment parameters.
4 Modify the following settings as desired:

Classpath Additions: Specify additional paths for the JVM to search for package (. j ar) and
class (. cl ass) files. Using this parameter is the same as using the j ava - cl asspath
command. When entering multiple class paths, separate them with a semicolon (;) for a
Windows JVM and a colon (:) for a UNIX or Linux JVM.

JVM Options: Specify additional options to use with the JVM. Refer to your JVM documentation
for valid options.

DHOST_JVM OPTI ONS is the corresponding environment variable. It specifies the arguments
for JVM 1.2. For example:

- Xnoagent - Xdebug - Xrunj dwp: transport=dt_socket, server=y, address=8000

Each option string is separated by whitespace. If an option string contains whitespace, then it
must be enclosed in double quotes.

The driver set attribute option has precedence over the DHOST_JVM OPTI ONS environment
variable. This environment variable is tacked on to the end of driver set attribute option.

Initial Heap Size: Specify the initial (minimum) heap size available to the JVM. Increasing the
initial heap size can improve startup time and throughput performance. Use a numeric value
followed by G, M, or K. If no letter size is specified, the size defaults to bytes. Using this
parameter is the same as using the j ava - Xms command.

DHOST_JVM | NI TI AL_HEAP is the corresponding environment variable. It specifies the initial
JVM heap size in decimal number of bytes. It has precedence over the driver set attribute
option.

Refer to your JVM documentation for information about the JVM's default initial heap size.
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Maximum Heap Size: Specify the maximum heap size available to the JVM. Use a numeric value
followed by G, M, or K. If no letter size is specified, the size defaults to bytes. Using this
parameter is the same as using the j ava - Xmx command.

DHOST_JVM MAX HEAP is the corresponding environment variable. It specifies the maximum
JVM heap size in decimal number of bytes. It has precedence over the driver set attribute
option.

Refer to your JVM documentation for information about the JVM's default maximum heap size.

5 Click OK to save your changes.

6 Restart eDirectory to apply the changes.

Using Designer to Configure the Java Environment
Parameters

1 Open your project in the Modeler.

2 Right-click the driver set icon &, then click Properties > Java.

3 Modify the following settings as desired:

Server: If the driver set is associated with multiple Identity Manager servers, select the server
whose JVM parameters you want to configure.

Classpath Additions: Specify additional paths for the JVM to search for package (. j ar ) and
class (. cl ass) files. Using this parameter is the same as using the j ava - cl asspath
command. When entering multiple class paths, separate them with a semicolon (;) for a
Windows JVM and a colon (:) for a UNIX/Linux JVM.

JVM Options: Specify additional options to use with the JVM. Refer to your JVM documentation
for valid options.

DHOST_JVM OPTI ONS is the corresponding environment variable. It specifies the arguments
for JVM 1.2. For example:

- Xnoagent - Xdebug - Xrunj dwp: transport=dt_socket, server=y, address=8000

Each option string is separated by whitespace. If an option string contains whitespace, then it
must be enclosed in double quotes.

The driver set attribute option has precedence over the DHOST_JVM OPTI ONS environment
variable. This environment variable is tacked on to the end of driver set attribute option.

Initial Heap Size: Specify the initial (minimum) heap size available to the JVM in bytes.
Increasing the initial heap size can improve startup time and throughput performance. Using
this parameter is the same as using the j ava - Xns command.

DHOST_JVM | NI TI AL_HEAP is the corresponding environment variable. It specifies the initial
JVM heap size in decimal number of bytes. It has precedence over the driver set attribute
option.

Refer to your JVM documentation for information about the JVM's default initial heap size.

Maximum Heap Size: Specify the maximum heap size available to the JVM. Use a numeric value
followed by G, M, or K. If no letter size is specified, the size defaults to bytes. Using this
parameter is the same as using the j ava - Xmx command.
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DHOST_JVM MAX_HEAP is the corresponding environment variable. It specifies the maximum
JVM heap size in decimal number of bytes. It has precedence over the driver set attribute
option.

Refer to your JVM documentation for information about the JVM's default maximum heap size.
4 Click OK to save your changes.
5 To deploy the changes into your Identity Vault, right-click the driver set icon &}, click Live >
Deploy, and follow the deployment prompts.
6 Restart eDirectory to apply the changes.
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Rights Needed by a Driver on Identity Vault
Objects

An Identity Manager driver requires the following minimum rights to the Identity Vault objects:
+ Read rights to the attributes in the Subscriber channel filter. The driver needs these rights at
least to the objects within the scope of objects that the driver will be working on.

+ Read and Write rights to all objects and attributes in the Publisher filter for the scope of the
objects that the driver works with. The driver must have Read rights to the objects outside its
scope for appropriate matching rules.

+ Read rights to passwords of objects in the driver scope to set passwords.
+ Read rights to the DirXML Script policy objects.

+ Read and Write rights to the driver objects and objects under it for updating the following
attributes:

+ DirXML-DriverStorage attribute on the driver object (resides in the driver object and
regularly modified)

+ DirXML-State attribute (modified by the driver operation)

+ DirXML-StatusLog attribute (resides in driver, Publisher channel, and Subscriber channel
objects)

Rights Needed by a Driver on Identity Vault Objects 107



108 Rights Needed by a Driver on Identity Vault Objects



Using the DirXML Command Line Utility

The DirXML Command Line utility allows you to use a command line interface to manage the driver.
The primary use of this utility is to allow you to create platform-specific scripts to manage the driver.

The utility and scripts are installed on all platforms during the Identity Manager installation. The
utility is installed to the following locations:

+ Windows: \ Novel | \ Nds\ dxcnd. bat

* UNIX/Linux: / opt / novel | / eDi rect ory/ bi n/ dxcnd

There are two different methods for using the DirXML Command Line utility:

+ Interactive mode

+ Command line mode

Interactive Mode

The interactive mode provides a text interface to control and use the DirXML Command Line utility.

1 At the console, enter dxcnd.

2 Enter the name of a user with sufficient rights to the Identity Manager objects, such as
admin.novell.

3 Enter the user’s password.
4 Enter the number of the command you want to perform.
Table 13-1 on page 109 contains the list of options and what functionality is available.

5 Enter 99 to quit the utility.

NOTE: If you are running eDirectory 8.8 on UNIX or Linux, you must specify the -host and -port
parameters. For example, dxcnd -host 10.0.0.1 -port 524. If the parameters are not
specified, a jclient error occurs.

novel | .jclient.JCException: connect (to address) 111 UNKNOM ERROR

By default, eDirectory 8.8 is not listening to localhost. The DirXML Command Line utility needs to
resolve the server IP address or hostname and the port to be able to authenticate.

Table 13-1 Interactive Mode Options

Option Description

1: Start Driver Starts the driver. If there is more than one driver, each driver is listed with a
number. Enter the number of the driver to start the driver.
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Option Description

2: Stop Driver Stops the driver. If there is more than one driver, each driver is listed with a
number. Enter the number of the driver to stop the driver.

3: Driver operations Lists the operations available for the driver. If there is more than one
driver, each driver is listed with a number. Enter the number of the driver
to see the operations available. For a list of operations, see Table 13-2 on
page 110.

4: Driver set operations Lists the operations available for the driver set. For a list of operations, see
Table 13-3 on page 113.

5: Log events operations Lists the operations available for logging events through Audit. For a
description of these options, see Table 13-6 on page 116.

6: Get DirXML version Lists the version of Identity Manager installed.
7: Job operations Manages jobs created for Identity Manager.
8: JVM Statistics Lists the performance statistics such as, memory, thread, runtime,

classloader, garbage collection and OS information for an instrumented
Java Virtual Machine (JVM).

99: Quit Exits the DirXML Command Line utility.

Table 13-2 Driver Options

Options Description

1: Start driver Starts the driver.

2: Stop driver Stops the driver.

3: Get driver state Lists the state of the driver.

¢ 0 - Driver is stopped
¢ 1-Driveris starting
¢ 2 - Driveris running
* 3 - Driver is stopping
4: Get driver start option Lists the current driver start option.

¢ 1-Disabled

¢ 2-Manual

* 3-Auto

5: Set driver start option Changes the start option of the driver.

¢ 1-Disabled

¢ 2-Manual

+ 3-Auto

* 99 - Exit
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Options

Description

6: Resync driver

7: Migrate from application into DirXML

8: Submit XDS command document to driver

Forces a resynchronization of the driver. It prompts
for atime delay: Do you want to specify a
mnimmtime for resync? (yes/no).

If you enter Yes, specify the date and time you want
the resynchronization to occur: Ent er a dat e/
time (format 9/27/05 3:27 PM.

If you enter No, the resynchronization occurs
immediately.

Processes an XML document that contains a query
command: Enter filename of XDS query
document :

Create the XML document that contains a query
command by using the NetlQ nds. dt d (https://
www.netig.com/documentation/identity-manager-
developer/dtd-documentation/ndsdtd/query.html).

Examples:

NetWare: sys: \fil es\ query. xni
Windows: c: \fil es\ query. xn
Linux:/ fil es/ query. xm

Submits an XDS command document to the driver’s
Subscriber channel, bypassing the driver cache. The
document is processed before anything that might be
in the cache at the time of the submission. It also
means that the submission fails if the driver is not
running.

Enter filename of XDS command
docunent :

Examples:

Windows: c:\ fil es\user. xm

Linux:/ fil es/user. xm

Enter nanme of file for response:
Examples:

Windows: c:\fil es\user.| og

Linux:/fil es/user.|og
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Options

Description

9: Submit XDS event document to driver

10: Queue event for driver

11: Check object password

12: Initialize new driver object

13: Password operations

14: Cache operations

99: Exit

Submits an XDS event document to the driver’s
Subscriber channel, bypassing the driver cache. The
document is processed before anything that might be
in the cache at the time of the submission. It also
means that the submission fails if the driver is not
running.

Enter filename of XDS event document:
Examples:

Windows: c: \ fil es\ add. xni

Linux:/fil es/add. xm

Submits a document to the driver’s Subscriber
channel by queuing the document in the driver
cache. The document is processed after anything that
might be in the cache at the time of the submission.
The submission does not fail if the driver is not
running.

Enter filenane of XDS event document:
Examples:

Windows: c: \ fil es\ add. xni

Linux:/fil es/add. xm

Validates that an object’s password in the connected
system is associated with a driver. It matches the
object’s eDirectory password (Distribution Password,
used with Universal Password).

Ent er user nane:

Performs an internal initialization of data on a new
Driver object. This is only for testing purposes.

There are nine Password options. See Table 13-4 on
page 114 for a description of these options.

There are five Cache operations. See Table 13-5 on
page 115 for a descriptions of these options.

Exits the driver options.
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Sample XDS Event Document

<nds dtdversion="1.1" ndsversion="8.6" xm :space="default">
<i nput >
<add cl ass-nane="User" src-dn="Doe John">
<associ ati on>JDoe@ovel | . conx/ associ ati on>
<add-attr attr-nanme="Last Nane">
<val ue type="string">John</val ue>
</add-attr>
<add-attr attr-name="First Nange">
<val ue type="string">Doe</val ue>
</add-attr>
<add-attr attr-name="Enail">
<val ue type="string">JDoe@ovell.conk/val ue>
</add-attr>
</ add>
</i nput >
</ nds>

Sample XDS Command Document

<nds dtdversi on="3.5" ndsversi on="8.x">

<sour ce>
<product version="3.5.11.4223">D r XM_</ pr oduct >
<cont act >Novel |, Inc. </contact>

</ sour ce>

<i nput >

<add cached-ti me="20080519102858. 809Z" cl ass-nane="User" eventid=
"blr-krajiv-sl es#20080519102858#1#1" qual i fi ed-srcdn=
" O=n\ OU=Peopl e\ CN=JDoe" src-dn="\ KRAJI V- LI NUXTREE\ n\ Peopl e\ JDoe"
src-entry-id="32956" timestanp="1211192938#9" >
<add-attr attr-name="Internet EMail Address">
<val ue tinmestanp="1211192938#8"
type="string">JDoe@ovel |l . conx/val ue>
</ add-attr>
<add-attr attr-name="G ven Nane">
<val ue tinmestanp="1211192938#5" type="string">John</val ue>
</ add-attr>
<add-attr attr-name="Surnanme">
<val ue timestanp="1211192938#9" type="string">Doe</val ue>
</ add-attr>
</ add>
</input>
</ nds>

Table 13-3 Driver Set Operations

Operation Description

1: Associate driver set with server Adds a driver set to the server after which the driver
set becomes active.

2: Disassociate driver set from server Removes a driver set from the server after which the
driver set becomes inactive.
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Operation

Description

3: Export Identity Manager server public key

certificate

4: Regenerate Identity Manager server keypair

5: Passwords operations

6: Get default reciprocal attribute mappings

7: Regenerate all Identity Manager server keys

8: Apply Activation

9: View Activation

99: > Exit

Exports the DirXML server's public key certificate
which is used for encrypting data when setting
passwords.

Makes the DirXML Engine regenerate the public key/
private key pair which is used for encrypting data
when setting passwords.

There are four password operations. For description
of these operations, see the operations 5, 6, 7, and 99
in the Table 13-4 on page 114.

Lists the default reciprocal attribute mappings.

Makes the DirXML Engine regenerate all server-
specific encryption keys.

Activates the Identity Manager Engine and Drivers
depending on the activation file you select.

Displays the existing activation information for
Identity Manager Engine and drivers.

Exits the current menu and takes you back to the
DirXML commands.

Table 13-4 Password Operations

Operation

Description

1: Set shim password

2: Clear shim password

3: Set Remote Loader password

4: Clear Remote Loader password

Sets the application password. This is the password of
the user account you are using to authenticate into
the connected system with.

Clears the application password.

The Remote Loader password is used to control
access to the Remote Loader instance.

Enter the Remote Loader password, then confirm the
password by typing it again.

Clears the Remote Loader password so no Remote
Loader password is set on the Driver object.
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Operation Description

5: Set named password Allows you to store a password or other pieces of
security information on the driver. For more
information, see Chapter 10, “Securely Storing Driver
Passwords with Named Passwords,” on page 99.

There are four prompts to fill in:

¢ Enter password name:
+ Enter password description:
¢ Enter password:
+ Confirm password
6: Clear named passwords Clears a specified named password or all named
passwords that are stored on the driver object: Do

you want to clear all naned passwords?
(yes/ no).

If you enter Yes, all named passwords are cleared. If
you enter No, you are prompted to specify the
password name that you want to clear.

7: List named passwords Lists all named passwords that are stored on the
driver object. It lists the password name and the
password description.

8: Get password state Lists if a password is set for:

+ Driver Object password:

+ Application password:

+ Remote loader password:
The dxcmd utility allows you to set the Application
password and the Remote Loader password. You

cannot set the Driver Object password with this
utility. It shows if the password has been set or not.

99: Exit Exits the current menu and takes you back to the
Driver options.

Table 13-5 Cache Operations

Operation Description

1: Get driver cache limit Displays the current cache limit that is set for the
driver.

2: Set driver cache limit Sets the driver cache limit in kilobytes. A value of 0 is
unlimited.
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Operation Description

3: View cached transactions A text file is created with the events that are stored in
cache. You can select the number of transactions to
view.

¢ Enter position token (default=0):

+ Enter maximum transactions records to return
(default=1):

¢ Enter name of file for response:
4: Delete cached transactions Deletes the transactions stored in the cache.

+ Enter position token (default=0):

* Enter event-id value of first transaction record
to delete (optional):

+ Enter number of transaction records to delete
(default=1):

99: Exit Exits the current menu and takes you back to the
Driver options.

NOTE: In the same dxcmd session, if you wish to view the cached transactions after deleting few
transactions, you have to reset the position value to 0 rather than accepting the default value. If you
accept the default value, you may receive an ERR | NVALI D_REQUEST exception.

Table 13-6 Log Events Operations

Operation Description

1: Set driver set log events Allows you to log driver set events through Audit.
There are 49 items you can select to log. See Table
13-7 on page 117 for a list of these options.

Enter the number of the item you want to log. After
the items are selected, enter 99 to accept the

selections.
2: Reset driver set log events Resets all of the log event options.
3: Set driver log events Allows you to log driver events through Audit. There

are 49 items to select to log. See Table 13-7 on
page 117 for a list of these options.

Enter the number of the item you want to log. After
the items are selected, enter 99 to accept the

selections.
4: Reset driver log events Resets all of the log event options.
99: Exit Exits the log events operations menu.
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Table 13-7 Driver Set and Driver Log Events

Options

1: Status success

2: Status retry

3: Status warning

4: Status error

5: Status fatal

6: Status other

7: Query elements

8: Add elements

9: Remove elements

10: Modify elements

11: Rename elements

12: Move elements

13: Add-association elements

14: Remove-association elements

15: Query-schema elements

16: Check-password elements

17: Check-object-password elements

18: Modify-password elements

19: Sync elements

20: Pre-transformed XDS document from shim

21: Post input transformation XDS document

22: Post output transformation XDS document

23: Post event transformation XDS document

24: Post placement transformation XDS document
25: Post create transformation XDS document

26: Post mapping transformation <inbound> XDS document
27: Post mapping transformation <outbound> XDS document
28: Post matching transformation XDS document
29: Post command transformation XDS document
30: Post-filtered XDS document <Publisher>

31: User agent XDS command document
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Options

32: Driver resync request
33: Driver migrate from application
34: Driver start

35: Driver stop

36: Password sync

37: Password request

38: Engine error

39: Engine warning

40: Add attribute

41: Clear attribute

42: Add value

43: Remove value

44: Merge entire

45: Get named password
46: Reset Attributes

47: Add Value - Add Entry
48: Set SSO Credential
49: Clear SSO Credential
50: Set SSO Passphrase
51: User defined IDs

99: Accept checked items

118  Using the DirXML Command Line Utility



Table 13-8 Job Operations

Options Description

1: Get available job definitions Allows you to select an existing job.

Enter the driverset nunber or the
driver nunber:

Do you want to filter the job
definitions by contai nnent ? Enter Yes or No

Enter name of the file for response:
Examples:
Windows: c:\fil es\user. | og
Linux:/ fil es/ user. | og

2: Operations on specific job object Allows you to perform operations for a specific job.
Enter the job nunber:
The following list of options appears:

1: Send job update notification
2: Start job

3: Abort running job

4: Get job state

5: Check job configuration

6: Passwords operations

99: Exit

Command Line Mode

The command line mode allows you to use script or batch files. Table 13-9 on page 119 contains the
different options that are available.

To use the command line options, decide which items you want to use and string them together.

Example: dxcnd -user adm n. headquarters -host 10.0.0.1 -password novel | -
start test.driverset.headquarters

This example command starts the driver.

Table 13-9 Command Line Options

Option Description

Configuration

-user <user name> Specify the name of a user with administrative rights
to the drivers you want to test.
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Option

Description

-host <name or IP address>

-password <user password>
-port <port number>

-q <quiet mode>

-v <verbose mode>

-s <stdout>

-? <show this message>

-help <show this message>

-cert <X.509 DER certificate filename>
-version <n.n[.n[.n]]>

-nossl

-keystore <keystore path and filename>

-storepass <keystore password>

-dnform <slash|qualified-slash | dot | qualified-
dot/[Ildap>

Actions
-start <driver dn>
-stop <driver dn>

-getstate <driver dn>

-getdriverstats <driver dn> <output filename>
-resetdriverstats <driver dn>
-getstartoption <driver dn>

-setstartoption <driver dn> <disabled [ manual |auto>
<resync|noresync>

-getcachelimit <driver dn>

-setcachelimit <driver dn> <0 or positive integer>

Specify the IP address of the server where the driver
is installed.

Specify the password of the user specified above.
Specify a port number, if the default port is not used.

Displays very little information when a command is
executed.

Displays detailed information when a command is
executed.

Writes the results of the dxemd command to stdout.
Displays the help menu.

Displays the help menu.

Certificate file used for encrypting passwords.
Changes engine version by force.

Uses clear socket for LDAP.

Specifies the filename of the Java keystore that
contains the trusted root certificate of the issuer of
the certificate used by the remote interface shim.

Specifies the password for the Java keystore specified
by the keystore parameter.

Changes the dn form by force.

Starts the driver.
Stops the driver.

Returns the value that indicates the state of the
driver (0 - stopped, 2 - running, and so on).

Shows the statistics of the driver.
Resets the statistics of the driver.
Shows the startup option of the driver.

Sets how the driver starts if the server is rebooted.
Sets whether the objects are to be resynchronized
when the driver restarts.

Lists the cache limit set for the driver.

Sets the cache limit for the driver.
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Option

Description

-migrateapp <driver dn> <filename>

-setshimpassword <driver dn> <password>

-clearshimpassword <driver dn> <password>

-setremoteloaderpassword <driver dn> <password>

<clearremoteloaderpassword <driver dn>

-sendcommand <driver dn> <input filename> <output
filename>

-sendevent <driver dn> <input filename>

-queueevent <driver dn> <input filename>

Processes an XML document that contains a query
command.

Create the XML document that contains a query
command by using the NetlQ nds. dt d (https://
www.netig.com/documentation/identity-manager-
developer/dtd-documentation/ndsdtd/).

Sets the application password. This is the password of
the user account you are using to authenticate into
the connected system with.

Clears the application password.
Sets the Remote Loader password.

The Remote Loader password is used to control
access to the Remote Loader instance.

Clears the Remote Loader password.

Submits a document to the driver’s Subscriber
channel, bypassing the driver cache. The document
gets processed ahead of anything that might be in the
cache at the time of the submission. It also means
that the submission fails if the driver is not running.

Specify the XDS command document as the input file.
Examples:

NetWare: sys: \fil es\user. xni

Windows: c: \ fil es\user. xm

Linux:/ fil es/user. | og

Specify the output filename to see the results.
Examples:

NetWare: sys:\fil es\user. | og

Windows: c:\fil es\user.| og

Linux:/fil es/user.|og

Submits a document to the driver’s Subscriber
channel, bypassing the driver cache. The document
gets processed ahead of anything that might be in the
cache at the time of the submission. It also means
that the submission fails if the driver is not running.

Submits a document to the driver’s Subscriber
channel by queuing the document in the driver
cache. The document gets processed after anything
that might be in the cache at the time of the
submission. The submission won’t fail if the driver
isn’t running.
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Option Description

-setlogevents <dn> <integer ...> Sets Audit log events on the driver. The integer is the
option of the item to log. See Table 13-7 on page 117
for the list of the integers to enter.

-clearlogevents <dn> Clears all Audit log events that are set on the driver.

-setdriverset <driver set dn> Associates a driver set with the server.

-cleardriverset Clears the driver set association from the server.

-getversion Shows the version of Identity Manager that is
installed.

-initdriver object <dn> Performs an internal initialization of data on a new

Driver object. This is only for testing purposes.

-setnamedpassword <driver dn><name> <password> Sets named passwords on the driver object. You
[description] specify the name, the password, and the description
of the named password.

-clearnamedpassword <driver dn> <name> Clears a specified named password.

-startjob <job dn> Starts the specified job.

-abortjob <job dn> Aborts the specified job.

-getjobrunningstate <job dn> Returns the specified job’s running state.

-getjobenabledstate <job dn> Returns the specified job’s enabled state.

-getjobnextruntime <job dn> Returns the specified job’s next run time.

-getjvmstats <driver dn><output file> Shows details of memory, thread, runtime,
classloader, garbage collection and OS that is
installed.

-updatejob <job dn> Updates the specified job.

-clearallnamedpaswords <driver dn> Clears all named passwords set on a specific driver.

-applyactivation <driverset dn> <activation file> Activates the specified driver or Identity Manager
engine

-viewactivation <driverset dn> <output filename> Displays the activation information for the specified

driver or Identity Manager engine

-exportcerts <kmoname> <server | client> Exports the certificates from eDirectory KMO in
<java|[native |dotnet> <output dir> different formats based on the type of driver shim
loaded by Remote Loader.

If a command line is executed successfully, it returns a zero. If the command line returns anything
other than zero, it is an error. For example, 0 means success, and -641 means invalid operation. -641
is an eDirectory error code. Table 13-10 on page 123 contains other values for specific command line
options.
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Table 13-10 Command Line Option Values

Command Line Option Values

-getstate 0- stopped
1- starting
2- running

-getstartoption

-getcachelimit

-getjobrunningstate

-getjobenabledstate

-getjobnextruntime

3- shutting down
11- get schema
Anything else that is returned is an error.

The getstate option returns the state of the driver. It
does not show the state.

You can access the return value by using ‘S?’ in UNIX/
Linux and ‘%errorlevel%’ in Windows. The return
value can be used in a batch or shell script.

0- disabled

1- manual

2-auto

Anything else that is returned is an error.
0- unlimited

Anything else that is returned is an error.
0- stopped

1- running

Anything else that is returned is an error.
0- disabled

1- enabled

2- configuration error

Anything else that is returned is an error.

The return is the next scheduled time for the job in
eDirectory time format (number of seconds since
00:00:00 Jan 1, 1970 UTC).
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14 Synchronizing Objects

The following sections explain how data is synchronized between the Identity Vault and connected
systems.

What Is Synchronization?

The actions commonly referred to as “synchronization” in Identity Manager refer to several different
but related actions:

+ Synchronization (or merging) of attribute values of an object in the Identity Vault with the
corresponding attribute values of an associated object in a connected system.

+ Migration of all Identity Vault objects and classes that are included in the filter on the
Subscriber channel.

+ Generation of the list of objects to submit to the driver’s Subscriber channel for synchronization
or migration in response to a user request (a manual synchronization).

+ Generation of the list of objects to submit to the driver’s Subscriber channel for synchronization
or migration in response to enabling a formerly disabled driver, or in response to a cache error.

When Is Synchronization Done?

The Identity Manager engine performs object synchronization or merging in the following
circumstances:
+ A <sync> event element is submitted on the Subscriber or Publisher channel.

+ A <sync> event element is submitted on the Subscriber channel in the following
circumstances:

+ The state of the object’s association value is set to “manual” or “migrate.” (This causes an
eDirectory event, which in turn causes the Identity Manager caching system to queue an
object synchronization command in the affected driver’s cache.)

+ An object synchronization command is read from the driver’s cache.
+ A <sync> event element is submitted on the Publisher channel in the following circumstances:
+ Adriver submits a <sync> event element. No known driver currently does this.

+ The Identity Manager engine submits a <sync> event element for each object found as
the result of a migrate-into-NDS query. These <sync> events are submitted by using the
Subscriber thread, but are processed using the Publisher channel filter and policies.

+ An <add> event (real or synthetic) is submitted on a channel and the channel Matching policy
finds a matching object in the target system.
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+ An <add> event with an association is submitted on the Subscriber channel. This normally
occurs only in exceptional cases, such as the bulk load of objects into eDirectory with DirXML-
Associations attribute values.

+ An<add> event is submitted on the Publisher channel and an object is found in eDirectory that
already has the association value reported with the <add> event.

The Identity Manager engine generates synchronization requests for zero or more objects in the
following cases:

+ The user issues a manual driver synchronization request. This corresponds to the Resync button
in the Driver Set property page in ConsoleOne, or to the Synchronize button on the iManager
Identity Manager Driver Overview page.

+ The Identity Manager engine encounters an error with the driver’s cache and cannot recover
from the cache error. The driver’s cache is deleted and the engine generates object
synchronization commands as detailed in “How Does the Identity Manager Engine Decide
Which Object to Synchronize?” on page 126.

How Does the Identity Manager Engine Decide Which
Object to Synchronize?

The Identity Manager engine processes both manually-initiated and automatically-initiated
synchronization requests in the same manner. The only difference in the processing of manually-
initiated versus automatically-initiated driver synchronization requests is the starting filter time used
to filter objects being considered for synchronization.

The starting filter time is used to filter objects that have modification or creation times that are older
than the starting time specified in the synchronization request.

For automatically-initiated driver synchronization, the starting filter time is obtained from the time
stamps of cached eDirectory events. In particular, the starting filter time is the earliest time for the
cached events that have not yet been successfully processed by the driver’s Subscriber channel.

For manually-initiated driver synchronization, the default starting filter time is the earliest time in
the eDirectory database. In Identity Manager 2 and Identity Manager 3, an explicit starting filter
time can also be set. In DirXML 1.1a there is no facility to set the starting filter time value for
synchronization when manually initiating driver synchronization.

The Identity Manager engine creates a list of objects to be synchronized on the Subscriber channel in
the following manner:

1. It finds all objects that have an entry modification time stamp greater than or equal to the
starting filter time.

2. It finds all objects that have an entry creation time stamp greater than or equal to the starting
filter time.

3. Itadds asynchroni ze obj ect command to the driver cache for each unique object found
that has an entry modification time stamp greater than or equal to the starting filter time.
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How Does Synchronization Work?

After the Identity Manager engine determines that an object is to be synchronized, the following

processes occur:

1. Each system (the Identity Vault and the connected system) is queried for all attribute values in
the appropriate filters.

+ eDirectory is queried for all values in the Subscriber filter, and for values that are marked
for synchronization in Identity Manager 2.x and Identity Manager 3.x.

+ The connected system is queried for all values in the Publisher filter, and for values that are
marked for synchronization in Identity Manager 2.x and Identity Manager 3.x.

2. The returned attribute values are compared and modification lists are prepared for the Identity
Vault and the connected system according to Table 14-1 on page 128, Table 14-2 on page 129,
and Table 14-3 on page 130.

In the tables the following pseudo-equations are used:

*

*

Left =
Left

Ri ght indicates that the left side receives all values from the right side.

Ri ght [ 1] indicates that the left side receives one value from the right side. If

there is more than one value, it is indeterminate.

Left += Ri ght indicates that the left side adds the right side values to the left side’s

existing values.

Left = Left + Ri ght indicates that the left sides receives the union of the values of the
left and right sides.

There are three different combinations of selected items in the filter, and each one creates a
different output.

+ “Scenario One” on page 127

+ “Scenario Two” on page 129

¢ “Scenario Three” on page 130

Scenario One

The attribute is set to Synchronize on the Publisher and Subscriber channels, and the merge
authority is set to Default.
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Figure 14-1 Scenario One
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The following table contains the values that the Identity Manager engine synchronizes when the
attribute is sent through a filter that is set to the configuration for Scenario One. The table shows
different outputs depending upon whether the attribute comes from the Identity Vault or the
Application, if the attribute is single-valued or multi-valued, and if the attribute is empty or non-

empty.

Table 14-1 Output of Scenario One

Identity Vault
single-valued

Identity Vault
single-valued non-

Identity Vault
multi-valued empty

Identity Vault
multi-valued non-

empty empty empty
Application single- No change App = Identity Vault No change App = Identity
valued empty Vault[1]

Application single-
valued non-empty

Application multi-
valued empty

No change

Identity Vault =
App[1]

Application multi-
valued non-empty

Identity Vault = App

App = Identity Vault

App = Identity Vault

App + = Identity
Vault

Identity Vault = App

No change

Identity Vault = App

Identity Vault + =
App

App = Identity Vault

App = App + Identity
Vault

Identity Vault = App
+ Identity Vault
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Scenario Two

The attribute is set to Synchronize only on the Subscriber channel, or it is set to Synchronize on both
the Subscriber and Publisher channels. The merge authority is set to Identity Vault.

Figure 14-2 Scenario Two
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The following table contains the values that the Identity Manager engine synchronizes when the
attribute is sent through a filter that is set to the configuration for Scenario Two. The table shows
different outputs depending upon whether the attribute comes from the Identity Vault or the
Application, if the attribute is single-valued or multi-valued, and if the attribute is empty or non-
empty.

Table 14-2 Output of Scenario Two

Identity Vault Identity Vault Identity Vault Identity Vault
single-valued single-valued non- multi-valued empty multi-valued non-
empty empty empty
Application single- No change App = Identity Vault No change App = Identity
valued empty Vault[1]
Application single- App = empty App = Identity Vault Identity Vault = App App = Identity Vault
valued non-empty
Application multi-  No change App = Identity Vault No change App = Identity Vault
valued empty
Application multi-  App = empty App = Identity Vault App = empty App = Identity Vault

valued non-empty
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Scenario Three

The attribute is set to Synchronize on the Publisher channel or the merge authority is set to

Application.

Figure 14-3 Scenario Three
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The following table contains the values that the Identity Manager engine synchronizes when the
attribute is sent through a filter that is set to the configuration for Scenario Three. The table shows
different outputs depending upon whether the attribute comes from the Identity Vault or the
Application, if the attribute is single-valued or multi-valued, and if the attribute is empty or non-

empty.

Table 14-3 Output of Scenario Three

Identity Vault
single-valued
empty

Identity Vault
single-valued non-
empty

Identity Vault
multi-valued empty

Identity Vault
multi-valued non-
empty

Application single-
valued empty

Application single-
valued non-empty

Application multi-
valued empty

Application multi-
valued non-empty

No change

Identity Vault = App

No change

Identity Vault =
App[1]

Identity Vault =
empty

Identity Vault = App

Identity Vault =
empty

Identity Vault =
App[1]

No change

Identity Vault = App

No change

Identity Vault = App

Identity Vault =
empty

Identity Vault = App

Identity Vault =
empty

Identity Vault = App
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Association Statistics

By using the Identity Manager Association Statistics feature, you can find the association details of
the identities managed by Identity Manager. Identity Manager uses the association statistics to
obtain the association count for the Identity Manager drivers.

To obtain active, inactive, and system managed objects for a driver, run the association statistics job.
You can schedule the association statistics job on a daily, weekly, monthly, or yearly basis. By default,
the job is scheduled to run every week. To modify the configuration setting for this job, use
iManager. For more information, see “Modifying the Association Statistics Job Configuration” in the
NetlQ Identity Manager Jobs Guide.

The Association Statistics dashboard displays the association details. Alternatively, you can view the
details by exporting the associations to a file.

NOTE

+ The association count for the drivers is per server. If an object is associated with more than one
driver, the association count is calculated uniquely for each driver.

+ If you have more than 200,000 associations, NetlQ recommends you to set the maximum heap
size for the driverset to 2 GB or more. For information about setting the heap size, see “Using
iManager to Configure the Java Environment Parameters” on page 103.

To view the association statistics:

1 Login to iManager.

2 Click 3 to view the Identity Manager administration page.

NOTE: Make sure that you enable pop-ups on your browser before you run the Association
Statistics tool.

3 In the Administration section, click Association Statistics.
Alternatively, you can access Association Statistics from the Roles and Tasks page. Expand
Identity Manager node and click Association Statistics.

4 In the Driverset field, click |& to browse and select the driverset on which you want to run the
association statistics.
5 Click OK. The association count displays the previously computed result.

iManager displays the association count for active, inactive, and system managed objects for all
the drivers associated with the driverset.

iManager considers groups and organization units as system managed objects. iManager
considers an object inactive, if the Logi n Di sabl ed attribute in the object is set to true and
the object has not been modified within the last 120 days. All the remaining objects are
considered as active managed objects.

6 Click Recompute and then click OK to obtain the updated results.
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When a driver is disabled on the server, iManager does not display the driver in the dashboard.

To view the association count for drivers associated with a different server, select the server
from the Driver Information From drop-down list.

Click Export Association Statistics to export the system details and association count details for
the drivers associated with the server.

To export the objects associated with a specific driver, click Kl next to the required objects and
save the file.

NOTE: In case of Fan-Out drivers, only unique objects are exported. If an object is associated
with multiple instances of a Fan-Out driver, iManager displays all the association counts in the
dashboard. However, if you choose to export the objects in a file, iManager exports only the
unique objects.

10 Click Actions and select the required option to organize the association count dashboard.

Association Statistics



Enabling Out of Band Sync

The Identity Manager drivers process events in the order they occur, which guarantees that all
changes required for an event to successfully process are applied in the order they occur.

However, there are instances when you want a certain event to take precedence over others. For

example, events that involve password changes, locking an account, or disabling an account should

take precedence over other events. Identity Manager provides the Out of Band Sync feature that

allows you to assign a higher priority to these events, so that they are processed before other events

in the queue.

When you enable this feature for an attribute, Identity Manager creates a new cache for the driver

for storing the Out of Band Sync events. You can enable or disable this functionality, by using the

new setting included in the driver filter. Also, Identity Manager creates an Out of Band Sync status
cache for maintaining the status of events, which are synchronized from the Out of Band Sync sync
cache. By maintaining the status of events in the Out of Band Sync status cache, Identity Manager

drivers avoid duplication of events or sending of old events from the base driver cache.

Enabling Out of Band Sync Using Designer

To enable this feature, open a driver's filter, select the desired attribute, and then set the option

Perform Out of Band Sync (Subscriber) to Yes. This option is available only for attributes, not classes,

and is set to No by default.

Enabling Out of Band Sync Using iManager

Perform the following steps:

1 IniManager, open the Identity Manager Administration page.

N

In the Administration list, click Identity Manager Overview to display the Identity Manager
Overview page.

In the Driver Sets list, select the desired driver set to display the Driver Set Overview page.
Select the desired driver to display the Driver Overview page.

Click the Driver Filter icon to open the Filter page.

a U A~ W

Band Sync (Subscriber) to Yes. By default, it is set to No.

Enabling Out of Band Sync

Click the attribute for which you want to enable Out of Band Sync, and then set Perform Out of

133



134

Specifying the Out of Band Sync Status Interval

When you enable Out of Band Sync, the driver maintains a status cache to store the status of the
events that are successfully processed from the Out of Band cache. This status cache is used to
ensure that duplicate or old events are not sent across when events from the normal driver cache
are processed.

The Out of Band Sync status cleanup interval specifies the time in minutes, after which the entries in
the event out of band sync status cache are checked for cleanup. This cleans up only the status
entries of those events that are already processed from the normal cache. It takes effect only if you
enable Out of Band Sync.

The driver includes a new GCV for the Out of Band Sync status cleanup interval on the DriverSet,
namely di rxm . engn. ps. st at. purge. i nterval . This GCV can take a minimum value of 1 and
a maximum value of 300 minutes. The default value is 5 minutes. If this GCV does not exist on the
Driverset, the driver assumes a default value of 5 minutes.

You can use the di rxm . engn. ps. st at. purge.interval GCV to set the Out of Band Sync
status cleanup interval, as shown in this example:

<definition critical-change="true" display-name="CQut of Band Sync status
pur ge

interval" nanme="dirxm .engn. ps.stat.purge.interval" range-hi="300" range-
| o:|I 1|I

type="i nteger">

<description>Specify the tine in mnutes, after which the entries in the
Qut of Band Sync status cache will be checked for cleanup.</description>
<val ue>5</ val ue>

</definition>

For information about how to view the Out of Band Sync cache, see “Viewing the Out of Band Sync
Cache” on page 98.
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Migrating and Resynchronizing Data

Identity Manager synchronizes data when the data changes. If you want to synchronize all data
immediately, you can choose from the following options in iManager:

+ Migrate Data from Identity Vault: Allows you to select containers or objects you want to
migrate from the ldentity Vault to an application. When you migrate an object, the Identity
Manager engine applies all of the Matching, Placement, and Create policies, as well as the
Subscriber filter, to the object.

+ Migrate Data into Identity Vault: Assumes that the remote application can be queried for
entries that match the criteria in the Publisher filter.

+ Synchronize: The Identity Manager engine looks in the Subscriber class filter and processes all
objects for those classes. Associated objects are merged. Unassociated objects are processed as
Add events.

To use one of the options described above:

1 IniManager, in the Roles and Tasks view, click Identity Manager > Identity Manager Overview.
2 Browse to and select the driver set where the driver exists, then click Search.

3 Click the driver icon, then click the Migrate tab.

4 Click the appropriate migration button.

For more information, see Chapter 14, “Synchronizing Objects,” on page 125.
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Configuring Stronger Ciphers for SSL
Communication

You can configure Identity Manager in Suite B mode to enhance the security requirements of your
Identity Manager environment.

Suite B requirement originated from the National Security Agency (NSA) to specify a cryptographic
interoperability strategy. Suite B includes the following cryptographic algorithms:
+ Encryption based on the Advanced Encryption Standard (AES) using 128-bit keys or 256-bit keys

+ Digital signatures with the Elliptic Curve Digital Signature Algorithm (ECDSA) on P-256 and P-384
curves

+ Key exchange, either pre-shared or dynamic, using the Elliptic Curve Diffie-Hellman (ECDH)
method on P-256 and P-384 curves

+ Hashing (digital fingerprinting) based on the Secure Hash Algorithm-2 (SHA-256 and SHA-384)

NOTE: Suite B standard is subject to change. NSA may change their recommendations in future.
Suite B support in Identity Manager is based on our interpretation of the NSA recommendations. For
more information about Suite B, see Suite B Cryptography.

Prerequisites

To configure ldentity Manager in Suite B mode, your environment must meet the following
conditions:

+ eDirectory 9.0.2 or later is installed as an Identity Vault

¢ TLS 1.2 is enforced as a communication protocol

+ Suite B connection parameter is specified in the driver, Remote Loader, or Fan-Out configuration
to enforce the Suite B specification for a secured communication

NOTE: In Suite B mode, the SSL connection is restricted to accept only Suite B supported
certificates. If a certificate is expired or invalid, the handshake fails and the communication is
not established. For generating Suite B certificates, see “Creating a Server Certificate Object” in
the NetlQ eDirectory Administration Guide.

The following table lists the requirements as specified by Suite B:

Requirement Description
Protocol TLS 1.2 is supported in Suite B mode.
Public keys The public key for certificates must be a minimum size of EC 256 bits.
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Requirement Description

Signature algorithm The signature algorithm for certificates must be a minimum size of ECDSA
256 bits (curve P256) and SHA256.

Hash algorithm The hash algorithm must have the minimum size of SHA256.
Cipher specification The following ciphers are supported for Suite B mode:

¢ TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
¢ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384

To use ciphers with stronger signature and hash algorithms, the certificates
of server key file must contain similar or stronger signature and hash
algorithms.

Suite B supports two levels of cryptographic security: 128 bit and 192 bit.
The level defines a minimum strength that all cryptographic algorithms
must provide.

In Suite B 192-bit processing mode, the supported cipher suite is
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384.

Configuring the Settings for Suite B Mode

To meet the requirements specified by Suite B, you must specify the appropriate settings in the
Identity Manager components. This section provides information about those settings.

Engine

To configure the Identity Manager engine in Suite B mode, you must set the Suite B configuration
option enforceSuiteB = true in the driver configuration by using Designer or iManager.

With the use of stronger ciphers in Suite B mode, passwords managed by the engine such as named
password, application password, and Remote Loader password will be re-encrypted when they are
used for the first time after upgrading the engine to 4.6 version. On an upgraded engine, the existing
encrypted attribute values in the driver cache file are not re-encrypted with stronger ciphers
because they are removed from the TAO file when the event is processed. However, when new
encrypted attributes are stored in the cache, they are encrypted with AES 256-bit keys.

Engine and Remote Loader Communication

To make the engine and Remote Loader communication compliant with Suite B mode, set the Suite B
configuration option enforceSuiteB = true in the driver configuration. The Suite B communication can
also be configured in the Remote Loader configuration file for a driver by setting enforceSuiteB to

t r ue. For more information, see “Configuring the Remote Loader and Drivers” on page 32.

Suite B mode is disabled by default. When you enable it, Identity Manager automatically uses TLS 1.2
or later for communication. If you try to connect a Suite B-enabled engine with a Remote Loader
that does not support TLSv1.2, the handshake fails and the communication is not established. For
example, Remote Loader 4.5.3, which does not support TLS v1.2.
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Engine and Fan-Out Agent Communication

For enabling the Suite B communication, manually include

neti g. f anout agent . connecti on. enf or ceSui t eB=t r ue parameter in the Fan-Out Agent
configuration file. You also need to specify enforceSuiteB = true in the driver configuration. Suite B
configuration is supported with driver version 1.0.1.1. For more information, see the Net/Q Identity
Manager Driver for JDBC Fanout Implementation Guide.

Identity Manager Drivers

Along with the configuration changes discussed in the earlier sections, additional changes have been
made to these drivers to enable them for Suite B.
eDirectory to eDirectory Driver

The eDir-to-eDir Driver Certificates Wizard in iManager and Designer allows the use of stronger
ciphers for encrypting the data as specified by Suite B. You import the Suite B compliant
certificates into the certificate store that the driver uses. For more information, see Securing
Driver Communication in the NetlQ Driver for eDirectory Implementation Guide.

Active Directory Driver

The driver stores the password in the Windows registry. For Suite B compliance, the driver uses
AES 256-bit encryption algorithm to encrypt the new passwords.

Passwords that are already in the registry are not re-encrypted with stronger ciphers because
they are cleaned up when the event is processed. However, when new passwords are stored in
the registry, they are encrypted with AES 256-bit keys.

Enabling Stronger Ciphers for SSL Communication

By default, Identity Manager supports the 128-bit SSL communication between the engine and the
Remote Loader/ Fan-Out agent. The supported ciphers include:

+ TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

+ TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256

+ TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

+ TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
Oracle provides a default cryptographic jurisdiction policy file that limits the strength of
cryptographic algorithms. When using stronger ciphers, you must increase the strength of
encryption used. Cipher suites using key lengths greater than 128 bits, such as 256-bit AES

encryption, require the JCE Unlimited Strength Jurisdiction policy files that enable additional cipher
suites for Java in a separate JAR file.

To enable 256-bit or higher ciphers:

1 Download and extract the Java Cryptography Extension (JCE) Unlimited Strength Jurisdiction
Policy Files zipped file from Oracle's Java website to a temporary folder on your computer.
For example, download Java 8 JCE files from Oracle’s download page.

2 Navigate to the JRE path of your Identity Manager installation directory and save the
| ocal . policy.jar and US_export_policy.j ar files to a different directory.
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For example:/ opt/ novel I /eDirectory/|ib64/ nds-nodul es/jre/lib/security
3 Replace these policy jars with the files you extracted in Step 1.
For detailed instructions, see the steps listed in the Readn®e. t xt file included in the zipped file.

Verifying the Suite B Settings

When Suite B mode is enabled, the trace shows the cipher values and the TLS version that is used in
the SSL communication.

To verify whether the communication is successful in Suite B mode, include a non-EC certificate in
the configuration and verify that the trace file messages indicate that the Suite B certificate is not
imported. For example, when Suite B is successfully enabled, the trace file can show entries similar
to this:

dKMOFromIDV] 472, epoch=1
dKMOF romIDV]
dKMOF romIDV] S quy read the KMO : from v
eadKMOF romIDV] d public key b .
dKMOF romIDV] d private
dKMOFromIDV] - Freeing up the cunte.\t.

tore] - Initialized the key
tore]l - keystore load completed.
tors] - In tantiatsd certificate factory.

PT:Remote Interface [\rlver.
IererlfledE\ceptlun peer not authenticated
elimited Text PT:Remote Interface Driver:

DirXML Log Event

SLES17885\system\Driver Set\Delimited Text Driver

Publisher

Error

] 10.I0Exception: Sulte B certificate 1s not imported

1.nd dirxml.remote ocketStream.connect(SocketStream.]
nnection.connectStream(Connection.

nnection connect nnection.i ; ; ;
art(PublicationShimImpl.

Driver KMO - {MOZ2Keys 1 pi ate rtiticate parsed successTtul
Driver PT: (MO: [KMO2Key :inl 1 Cey] - Successfully unwrapped the secret.
Driver < (MD2Key ini ivateKey] - cleaning up context.
Driver K (MO2K: ceystore] - Initialized the keystore.
Driver K (MO2 3 3 tore load completed.
Driver 5 y
Driver (MO: [KMO2Keys ] < fully setup the certificate chain.
Driver ¥ u generated private key from bytes.
Driver KMO:  [KMO2Key Key S y created a keystore entry.
Driver emote Interface Driver: Creating an JSSEKmoFactory ServerSocket

:Receiving DOM document from application.

atus level="error® tvpe—”remote]cader ava.1o.I0Exception: Error durin SSL handshake
ds.dirxml.remote
.dirxml.remote
.dirxml.remote
.dirxml.remote.drive h st rt(Pulﬂ1c3tlunshlm1mpl java:113)
.dirxml.engine.Publy her. run(Pub'\ 1sher. 607
Thread. run(Thread.j 45
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9 Monitoring Identity Manager

Identity Manager leverages eDirectory monitoring framework and provides an LDAP search method
for monitoring the state of Identity Manager engine and the health of User Application in your
environment. ldentity Manager is registered as a data producer in the monitoring framework.
Monitoring is supported with eDirectory 9.0.2 and later.

You can obtain the monitoring data by issuing a search request with a search base of

cn=i dm cn=noni t or on the Identity Vault. Using this method provides several advantages. The
search is quick and can be embedded in a script for gathering monitoring data at regular intervals.
Also, you can consolidate the monitoring data into one common place and format.

IMPORTANT: cn=i dm cn=noni t or is a virtual object and standardized on the OpenLDAP
implementation. This object does not actually reside in the Identity Vault. You use this method for
monitoring ldentity Manager through LDAP interfaces only.

A subset of the virtual cn=i dm cn=noni t or objects is shown below.

job_stats

jvm_stats

driverset_stats userapp_stats | engineversion

thread
_info

operating
_system_stats

classloader garbage drivers
_stats _collection_stats

drivers driverset

<driver> <driver>

You can use this hierarchy to construct a searchbase. For example, to monitor the statistics of a
driver, start the search from the driver up to the root node. The searchbase will look like this:
cn=<CN of the driver>, cn=drivers, cn=driverset_stats, cn=i dm cn=nonitor

When a search is issued, the monitoring framework generates and returns dynamic objects in LDAP
object format. The search response is structured to create a hierarchy of objects, where

cn=i dm cn=noni t or is the root object. For information about the Identity Manager components
that can be monitored, see “Viewing the Monitoring Statistics” on page 142.

You can use LDAP clients to access information provided by the monitoring framework, subject to
access and other controls, such as LDAP server specific information or connection-specific
information. Identity Manager restricts this search only to users with write rights to the
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NDSRi ght sToMoni t or attribute on the NCP server object in eDirectory. This attribute is not
populated by default. Therefore, only an administrator or a supervisor of the NCP server can run the
search. For information about changing the rights, see the eDirectory Administration Guide.

Viewing the Monitoring Statistics

The following table provides information about the components and the statistics that can be

monitored:

Components Monitored Description

jvm_stats Provides the following information for Java Virtual Machine (JVM) of the system
running ldentity Manager.

*

memory_stats: Provides information about the usage of heap and non-
heap memory.

thread_stats: Provides information for all live threads, such as name, state,
and the count of active threads.

runtime_stats: Provides information about the JVM environment, such as
start time, uptime, and system properties.

operating_system_stats: Provides information about the underlying
operating system on which Identity Manager is installed, such as name,
version, processor, and architecture.

classloader_stats: Provides information about the class loader of the JVM,
such as number of loaded classes, unloaded classes, and total number of
classes.

garbage_collection_stats: Provides information about the total number of
collections that have occurred and the total collection time in milliseconds.

job_stats Provides the following information:

*

driverset: Provides information about a specific job or all jobs configured
for a driver set.

¢ drivers: Provides information about all jobs under all drivers, all jobs under

a specific driver, or a specific job under a specific driver.

driverset_stats Provides information about the driver set such as driver set DN, the number of
drivers configured, driver state count, and startup option count. For each driver,
information such as driver DN, state, startup option, processed operation count
is provided.

engine version Version of the Identity Manager engine.
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Components Monitored

Description

userapp_stats

Provides the following information for the User Application:

*

*

Memorylinfo: Provides memory related information such as system
memory and memory consumed by the JVM.

ThreadInfo: Provides information about the CPU-intensive threads and
returns the list of top threads that cause heavy utilization of the CPU.

* ThreadCount: Provides the current number of live threads.

Cachelnfo: Provides information about the runtime state of the caching
system, and of each of the individual caches for the User Application. OR
Provides cache information for the User Application.

To obtain the User Application information, ensure that the following
prerequisites are met:

*

*

Common Setting Advanced Edition package is installed on driver set
containing the User Application driver

This package contains User Application Provisioning Services URL
(UAPr ovURL) and User Application Provisioning Services Administrator
(UAPr ovAdm n) GCVs.

UAPr ovURL and UAPr ovAdm n GCVs have the correct values.

For more information, see the Net/Q Identity Manager - Administrator’s Guide
to the Identity Applications.

To view the monitoring data for all the registered subcomponents of Identity Manager, execute the
following Idapsearch command in a command prompt:

| dapsearch -h <serverl P> -p <port> -D <user dn> -w <password> -s <search
scope> -b cn=i dm cn=noni tor

For example:

| dapsearch -h 12. 345.678.90 -p 389 -D cn=adni n, ou=sa, o=syst em - w <passwor d>
-s sub -b cn=idmcn=nonitor

You can perform a base, one-level, or a subtree search. The search returns data from the registered
subcomponents in LDAP format using cn=i dm cn=noni t or as a base of the search. A base search
returns all the attributes under the object where you issued the search while a subtree search
examines all the objects under the currently searched object. For certain objects, the search is
restricted only to the parent object.

Monitoring Identity Manager

The following sections describe the components and the data that can be monitored:

+ “Monitoring Job Statistics” on page 144

+ “Monitoring JVM Statistics” on page 145

+ “Monitoring a Driver Set” on page 147

+ “Monitoring User Application Statistics” on page 148
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Monitoring Job Statistics

Jobs are administrative functions that can be scheduled for processing at some future date or on a
recurring basis. You can monitor the configuration details of jobs at driver set and driver level such
as job CN, status of a job, and when a job is scheduled to run.

To view information about the jobs configured in Identity Manager, perform a search on the
following entry:

cn=j ob_st at s,cn=i dm cn=noni t or

To view information about all jobs configured at a driver set level, perform a search on the following
entries:

cn=driverset, cn=j ob_stats,cn=i dm cn=noni t or

To view information about a specific job configured at a driver set level, perform a search on the
following entry:

cn=<Nane of the job>, cn=driverset, cn=job _stats, cn=idm cn=nonitor
For example, cn=St ati sti csJob, cn=dri verset, cn=j ob_stats, cn=i dm cn=noni t or

To view information about jobs configured for all drivers in a driver set, perform a search on the
following entry:

cn=drivers, cn=j ob_stat s,cn=i dm cn=noni t or
To view information about jobs configured for a driver, perform a search on the following entry:
cn=<Nane of the driver>, cn=drivers, cn=job_stats,cn=i dm cn=nonitor

To view information about a specific job configured for a driver, perform a search on the following
entry:

cn=<CN of the job>, cn=<CN of the
driver>, cn=drivers, cn=j ob_stats,cn=i dm cn=noni tor

A sample LDAP search output is below. The search displays next Schedul edRun timestamp in the
epoch format.
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dn: cn=StatisticsJob, cn=Driver Set, cn=JOB_STATS, cn=I DM cn=Nbni t or
next Schedul edRun: 1485631800

configuration: enabled

status: stopped

contai nnent: DirXM.-Driver Set

JobDN: CN=StatisticsJob, CN=dri verset 1, O=system

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=Per m ssi onOnboar di ng, cn=Active Directory
Driver, cn=drivers, cn=JOB_STATS, cn=I DM cn=Mbni t or
next Schedul edRun: 0

configuration: enabled

status: stopped

contai nnent: DirXM.-Driver

JobDN: CN=Per m ssi onOnboar di ng, CN=Acti ve Directory
Driver, CN=dri verset 1, O=system

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

In this example, next Schedul edRun: 0 means that the job is not scheduled to run.

Monitoring JVM Statistics

You can monitor the current state of the JVM such as memory, thread, runtime, class loader, and
garbage collection. This information helps you debug or troubleshoot Java issues such as threading,
classpath, and memory buildup. To view this information, perform a search operation on the
following entry:

cn=j vm st at s,cn=i dm cn=noni t or

You can view your operating system’s information such as name, version, architecture, processors,
and the load it can take. To monitor this information, perform a search operation on the following
entry:

cn=operating_systemstats,cn=jvmstats, cn=i dm cn=noni tor

For information about the current memory allocation of the JVM, perform a search operation on the
following entry:

cn=nenory_stats, cn=jvm stats,cn=i dm cn=nonitor
To view the class loader of the JVM, perform a search operation on the following entry:
cn=cl assl oader _stats, cn=j vm st at s,cn=i dm cn=noni t or

For information about garbage collection of the JVM, perform a search operation on the following
entry:

cn=gar bage_col | ecti on_stats, cn=j vm st at s,cn=i dm cn=noni t or

For information about thread statistics of the JVM, perform a search operation on the following
entry:

cn=t hread_stats, cn=jvm st at s,cn=i dm cn=noni t or
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For information about runtime statistics of the JVM, perform a search operation on the following
entry:

cn=runtime_stats, cn=jvm stats,cn=i dm cn=nonitor

NOTE: For certain objects, Identity Manager restricts the search only to the parent object. For
example, t hread st at s object has only one child node as t hr ead_i nf 0. Searching under

t hread_i nf o is restricted. This implies that you should not construct a search string such as
cn=thread _info,cn=thread_stats, cn=jvm stats, cn=i dm cn=noni t or, which will not
return you the expected result. Similarly, the runt i me_st at s object contains

syst em properti es. Identity Manager does not allow you to separately search for

syst em properti es. To monitor these details, you must search for runti me_st at s.

A sample LDAP search output is below.

dn: cn=cl assl oader _stats, cn=jvm stats, cn=i dm cn=noni t or
total | oaded class_count: 2393

unl oaded_cl ass_count: 0

| oaded_cl ass_count: 2393

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn:

cn=Copy, cn=col | ect ors, cn=gar bage_col | ecti on_stats, cn=jvm stats, cn=i dm cn=m
oni tor

collection_ time: 54 ns

coll ection_count: 4

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn:

cn=Mar kSweepConpact , cn=col | ect ors, cn=gar bage_col | ecti on_stats, cn=jvm stats
, cn=I DM cn=Moni t or

collection_time: 0 ns

collection_count: 0O

obj ectcl ass: Top

obj ectcl ass: ext ensi bl eCbj ect

dn: cn=heap, cn=nenory_stats, cn=j vm stats, cn=i dm cn=noni t or
total: 494.94 MB

used: 16.188 MB

comtted: 123.75 MB

initial: 128.00 MB

obj ectcl ass: Top

obj ectcl ass: ext ensi bl eCbj ect

dn: cn=non_heap, cn=nenory_stats, cn=jvm stats, cn=i dm cn=noni t or
total: -1.0000 Bytes

used: 22.064 MB

comtted: 22.688 MB

initial: 2496.0 KB

obj ectcl ass: Top

obj ectcl ass: ext ensi bl eCbj ect
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dn: cn=operating _systemstats, cn=jvm stats, cn=i dm cn=nonit or
average_load: 1.0

processors: 1

arch: and64

version: 3.0.76-0.11-default

nane: Linux

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=runtinme_stats, cn=jvm stats, cn=i dm cn=nonit or

uptinme: 36 days 4 hours 27 minutes 1 seconds 8 milliseconds
start_tinme: 1478854892218

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

dn: cn=system properties,cn=runtine_stats,cn=jvmstats, cn=i dm cn=nonitor
sun. boot . cl ass. pat h:

Monitoring a Driver Set

You can monitor a driver set’s information such as driver set DN, the number of drivers the driver set
holds, the running state of drivers, and how they are configured to run.

cn=driverset_stats,cn=i dm cn=nonitor

To monitor information about all the drivers in a driver set, perform a search operation on the
following entries:

cn=drivers, cn=driverset_stats, cn=i dm cn=noni t or

To monitor the statistics of a specific driver such as driver CN, the state of the driver, driver start
option, and if the driver is running or down, perform a search operation on the following entries:

cn=<CN of the driver>, cn=drivers, cn=driverset_stats, cn=i dm cn=noni t or

Identity Manager does not allow you to separately search for Pr ocessedQper at i onsCount under
a driver. To monitor this attribute, perform a subtree search on the driver.

A sample LDAP search output is below.

dn: cn=driverset_stats, cn=l DM cn=Moni t or
St artupoption_auto-start_count: O

St art upopti on_manual _count: 10

St art upopt i on_di sabl ed_count: 1

shut downpendi ng: 0

starting: O
running: O
st opped: 11

nunberof drivers: 11

driversetdn: CN=driversetl, O=system
obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=Active Directory
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Driver, cn=drivers, cn=driverset _stats, cn=I DM cn=Nbni t or
startoption: manual

type: renote

downtinme: 6 days 4 hours 27 minutes 2 seconds 9 milliseconds
driver-state: stopped

driverdn: CN=Active Directory Driver, CN=driverset1, O=system
obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=publisher, cn=ProcessedOper ati onsCount, cn=Active Directory
Driver, cn=drivers, cn=driverset _stats, cn=I DM cn=Nbni t or
check- password: 14

add: 1
query: 70
nodi fy: 98

obj ectcl ass: Top
obj ectcl ass: extensi bl eCbj ect

Monitoring User Application Statistics

You can monitor information about the health of the User Application such as currently running
threads, memory consumption, and cache information.

To view the health statistics of the User Application, perform a search on the following entry:
cn=user app_st at s,cn=i dm cn=noni t or

To monitor the system memory and memory consumed by the JVM, perform a search on the
following entry:

cn=nenory_info, cn=userapp_stats, cn=i dm cn=noni t or

NOTE: menory_i nf o contains several child objects such as j vimrenor yusage and
j avamenor ypool . However, Identity Manager restricts the search to the parent object
(memory_info)only.

To monitor the threads that cause heavy utilization of the CPU, perform a search on the following
entry:

cn=t hread_i nf o, cn=user app_st at s, cn=i dm cn=noni t or

To view the cache information, perform a search on the following entry:

cn=cache_i nf o, cn=user app_st ats, cn=i dm cn=noni t or

To view the current number of live threads, perform a search on the following entry:
cn=t hread_count, cn=t hr ead_i nf 0, cn=user app_stat s, cn=i dm cn=noni t or

A sample output looks like this:
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dn:

cn=RUNNABLE, cn=t hr eadSt at eCount s, cn=t hread_count, cn=t hread_i nf o, cn=user app
_stats, cn=i dm cn=Moni t or

count: 21

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn:

cn=TI MED_WAI TI NG, cn=t hr eadSt at eCount s, cn=t hread_count, cn=t hread_i nf 0, cn=us
erapp_stats, cn=I DM cn=Moni t or

count: 46

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn:

cn=WAI TI NG, cn=t hr eadSt at eCount s, cn=t hr ead_count, cn=t hread_i nf o, cn=user app_
stats, cn=I DM cn=Nbni t or

count: 51

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=SSPR- - 1- Local DBLogger-writer-pool -161-t hread-

1, cn=t opMbst CPUConsumi ngThr ead, cn=t hread_count, cn=t hread_i nf o, cn=userapp_s
tats, cn=l DM cn=Mbni t or

state: TIMED WAI TI NG

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

A sample LDAP search output is below.

dn: cn=cache_i nfo, cn=userapp_stats, cn=i dm cn=noni t or
cachearraysi ze: 19

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn:

cn=Aut hori zati on. Adm nLevel sCacheHol der, cn=cacheHol ders, cn=cache_i nfo, cn=u
serapp_stats, cn=i dm cn=noni t or

obj ectcount: 1

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=Di rect oryAbstract Layer Defini ti ons, cn=cacheHol der s, cn=cache_i nf o, cn=user
app_stats, cn=i dm cn=noni t or

obj ectcount: 105

obj ectclass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=Wor kf | ow. Model . Request, cn=cacheHol der s, cn=cache_i nf o, cn=userapp_stats, c
n=i dm cn=noni t or

obj ectcount: O

obj ectcl ass: Top

obj ectcl ass: extensi bl e(hj ect
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dn: cn=MEMORY_I| NFQ, cn=user app_stats, cn=i dm cn=noni t or
commi t edvi rtual nenory: 2972792

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=Code

Cache, cn=j avaMenor yPool , cn=nenory_i nf o, cn=user app_st at s, cn=i dm cn=noni t or
freeMenory: 163010

usedMenory: 82750

maxMenory: 245760

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=HeapMenor yUsage, cn=j vimvenor yUsage, cn=nmenory_i nf o, cn=userapp_stats, cn=id
m cn=noni t or

freemenory: 514910

usednmenory: 498722

maxmenory: 1013632

obj ectclass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=NonHeapMenor yUsage, cn=j vimMenor yUsage, cn=menory_i nf o, cn=user app_stats, cn
=i dm cn=noni t or

freeMenory: O

usedMenory: 280211

maxMenory: O

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=physi cal Menory, cn=syst emenor yUsage, cn=nenory_i nf o, ch=userapp_stats, cn=
i dm cn=noni t or

freeMenory: 888852

usedMenory: 2972036

maxMenory: 3860888

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=swapMenory, cn=syst emMenor yUsage, cn=nenory_i nf o, cn=userapp_stats, cn=i dm
ch=noni t or

freeMenory: 688020

usedMenory: 1415272

maxMenory: 2103292

obj ectclass: Top

obj ectcl ass: extensi bl eCbj ect

dn:

cn=RUNNABLE, cn=t hr eadSt at eCount s, cn=t hr ead_i nf o, cn=user app_stats, cn=i dm cn
=noni t or

count: 27

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect
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dn:

cn=Cont ai ner Backgr oundPr ocessor [ St andar dEngi ne[ Cat al i na] ], cn=t opMbst CPUCon
sum ngThr ead, cn=t hread_i nf o, cn=userapp_stats, cn=i dm cn=noni t or

state: TIMED WAI TI NG

obj ectcl ass: Top

obj ectcl ass: extensi bl eChj ect

dn: cn=SSPR- - 1- Local DBLogger-writer-pool -161-t hread-

1, cn=t opMost CPUConsum ngThr ead, cn=t hread_i nf o, cn=user app_stat s, cn=i dm cn=m
oni tor

state: TIMED WAI TI NG

obj ectcl ass: Top

obj ectcl ass: extensi bl eCbj ect
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Improving Driver Performance Using
Subscriber Service Channel

Identity Manager processes events in a sequential way. When an out of band query is issued, an
Identity Manager driver starts processing the query after it finishes processing the current event.
After the query is processed, the driver resumes normal operations. Some examples of out of band
queries are code map refresh, data collection, and queries triggered from dxcnd. Processing out of
band queries pauses the normal flow of events until the driver finishes processing the query that in
turn impacts the driver’s performance. To improve the performance, Identity Manager provides the
Subscriber Service channel for handling such queries. This channel separately processes these
gueries without interrupting the flow of other events.

The Subscriber Service channel does not process all the polices. The following policies are processed:
+ Command transformation
+ Schema mapping

Currently, the following drivers support this channel: Active Directory, Multi-Domain Active
Directory, JDBC, and JDBC Fan-Out.

NOTE: Identity Manager drivers that do not support the Subscriber Service channel process out of
band queries through the Subscriber channel.

To enable the Subscriber Service channel for a supported Identity Manager driver, see “Configuring
the Subscriber Service Channel” on page 153.

Prerequisites

+ Identity Manager 4.6 or later
+ Remote Loader 4.7 or later

+ Driver shim enabled with Subscriber Service channel

Configuring the Subscriber Service Channel

You can change the default behavior of the Subscriber Service channel for a driver by using Enable
Subscriber Service Channel Engine Control Value (ECV) through Designer or iManager. For more
information about the ECV, see “Engine Control Values” on page 233.

To change the ECV in Designer:

1 In Modeler, right-click the driver line.
2 Select Properties > Engine Control Values.

3 Click the tooltip icon to the right of Engine Controls for Server.

Improving Driver Performance Using Subscriber Service Channel 153



If a server is associated with the Identity Vault, and if you are authenticated, the engine control
values display in the large pane.

4 Change the value for Enable Subscriber Service Channel.
5 Click OK.
6 For the change to take effect, deploy the driver to the live Identity Vault.

To change the ECV in iManager:

Log in to the instance of iManager that manages your Identity Vault.
In the navigation frame, select Identity Manager.

Select Identity Manager Overview.

H W N BB

Use the search page to display the Identity Manager Overview for the driver set that contains
your driver.

Click the round status indicator in the upper right corner of the driver icon.
Select Edit Properties > Engine Control Values.

Change the value for Enable Subscriber Service Channel.

Click OK, then click Apply.

For the change to take effect, restart the driver.

O 00 N O U

Subscriber Service Channel Support Compatibility

The ECV that controls the Subscriber Service Channel support (Enable Subscriber Service Channel)
was introduced in Identity Manager 4.6. Note that Subscriber Service Channel will work only when
the driver that you are loading into the engine is also supported with this feature. For example, JDBC
driver. To support this channel with the Remote Loader, you must upgrade to Identity Manager 4.7.

Remote Interface Shim (Engine) Remote Loader Driver Enable Service Channel
Yes Yes Yes Yes
Yes Yes No No
Yes No Yes/No No
No Yes/No Yes/No No

Tracing the Service Channel

You can monitor Subscriber Service channel query processing using Trace. When the channel is
enabled on a driver, Identity Manager prints the trace output similar to the following:
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Oracl e FanQut Driver SST:Injecting User Agent XDS command document into
Subscri ber service channel.

[ 10/ 27/ 16 01:15:05.940] Oracl e FanQut Driver SST: Appl yi ng command
transformation policies.

[10/27/16 01:15: 05. 940] Oracl e FanQut Driver SST: Applying policy:
%-CY4ACNETQIFOWNSI S- sub- ct p- Handl eMSGANuer i es% C.

[10/27/16 01:15: 05. 940] Oracl e FanQut Driver SST: Applying policy:
%+-CYd. 4CNETQFOQUTCOVM sub- ct p- Updat eAddDocW t hCur rent St at eOf User % C.
[10/27/16 01:15: 05. 940] Oracl e FanQut Driver SST: Applying policy:
%+-CY 4CNETQFOUTCOVM sub- ct p- Tr ansf or mAssoci ati onsi nAddEvent % C.
[10/27/16 01:15: 05. 941] Oracl e FanQut Driver SST: Applying policy:
%-CYACNETQIFCENTI S- sub- ct p- FanQut Enti | npl -1 % C.

In this trace output, the Subscriber Service channel is depicted by SST. The channel is traced at the
same level that is configured for the driver for which the channel is enabled.

Identity Manager also provides a separate trace file for monitoring the Subscriber Service channel
operations. For example, if the name of the driver trace file isdri ver. | 0g, another file is created
asdriver_svc. | og. This file captures entries for out of band queries.

Trace messages are tagged based on the execution of Publisher or Subscriber threads. For example,
when a Subscriber Service channel thread executes, the thread is traced with SST tag.

There is no change in the Remote Loader trace.

Improving Driver Performance Using Subscriber Service Channel 155



156  Improving Driver Performance Using Subscriber Service Channel



Viewing Identity Manager Processes

To view Identity Manager processing events, use Identity Manager trace functionality. You use trace
only during testing and troubleshooting Identity Manager. Running trace while the drivers are in
production increases the load on the Identity Manager server and can cause events to process very
slowly.

To see ldentity Manager processes in trace, you add values to the driver set and the drivers. You can
do this in Designer and iManager. For a detailed information about how tracing works in Identity
Manager, see Appendix C, “Understanding Identity Manager Trace,” on page 241.

Setting Permission for Monitoring Trace Files

In this release, the Identity Manager install program creates a new group named i dvadmi n on
Linux. The permission for the trace file is set to 640. To enable a user other than an eDirectory owner
to monitor the trace files, you must add that user to the i dvadm n group.

Working with is-sensitive Attribute

The DirXML Script and XSLT methods of creating policies apply i s- sensi ti ve attribute on the XDS
nodes to hide values of sensitive attributes such as passwords in the trace file. When this attribute is
used with a driver, Identity Manager prints the trace output similar to the following:
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Driver : Applying policy: %C¥%4C s-sensetive% C.
Driver : Applying to add #1.

Driver : Eval uating selection criteria for rule 'is-senesitive
Driver : (if-attr 'secret' available) = TRUE
Driver : Rul e sel ect ed.
Driver : Applying rule 'is-senesitive
Driver : Action: do-set-xm-attr("is-sensitive","*[@ttr-
nane='secret']", "true").
Driver : arg-string("true")
Driver : token-text("true")
Driver : Arg Value: "true".
Driver :Policy returned
Driver
<nds dtdversion="4.0" ndsversion="8.x">
<sour ce>

<product version="4.6.0.0">Di r XM_</ pr oduct >
<cont act >Net | Q Cor por ati on</ cont act >

</ source>
<i nput >
<add cl ass-nanme="User" src-dn="dat a/users/user1">
<add-attr attr-nane="secret" is-sensitive="true"><!-- content

suppressed -->
</ add-attr>
</ add>
</input>
</ nds>
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Editing Driver Configuration Files

Driver configuration files are replaced with packages. You can still use driver configuration files, but
all updated driver information is contained in packages. For more information, see “Understanding
Packages” in the NetlQ Designer for Identity Manager Administration Guide.

You must have a good knowledge of XML to use the information in this section. This information
allows you to add custom prompts to drivers you have created.

Variables in a Driver Configuration File

For the iManager plug-ins, several node types are defined for the driver configuration files. The
following is a list of actions that the Identity Manager engine supports:
+ Prompting once for a value that is used repeatedly throughout a single driver configuration file.

+ Prompting once for a value that is used across multiple driver configuration files, as part of the
Import Drivers Wizard.

*

Allowing the user to select a value from a drop-down list of values.

*

Global modification of the driver configuration files according to a contained XSL style sheet.

*

Built-in variables that can be referenced without declaring them to access information about
the driver and its environment. For example, tree name, driver set name, driver set DN, server
name, server DN, driver name, and driver DN.

*

The ability to layer prompts. It is possible to ask the user multiple sets of questions, with the
second and later sets being controlled by the user’s responses to prior sets of questions. For
more information, see “Flexible Prompting in a Driver Configuration File” on page 163.

The primary new node types are:

+ variable-decl: Allows you to define driver configuration variables that are prompted for and
placed into a driver configuration file during its import. Multiple var i abl e- decl blocks can be
used to define a layered set of prompts. For more information, see “Flexible Prompting in a
Driver Configuration File” on page 163.

+ variable-ref: Used to reference a variable defined in a var i abl e- decl within your driver
configuration files.

+ xsl-modify: Used to globally modify the driver configuration file after all variables and prompts
have been resolved. The contents of this node are extracted and used as an XSL style sheet that
is applied to the patched driver configuration file.

To view the driver configuration file XML extensions, see DriverConfigKMLExtension.txt (../samples/
DriverConfigXMLExtension.txt).

In addition, be aware of the following:

+ “General Notes” on page 160

+ “Import Driver Notes” on page 162
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General Notes

Review the following general notes:

+ Avari abl e-decl can containt ext - var but not node- var. It can contain vari abl e-ref s

as long as the order they are resolved is taken into account.

+ Ifavari abl e-decl contains an optional prompt attribute and an optional prompt-type

attribute and does not contain an optional br owse="yes" attribute setting, the prompt-type is
treated as follows:

+ A prompt-type of "i pa" results in two edit fields. See Figure 22-1 for an example. The
value the user specifies for the first part is appended by a colon (:) and the value the user
specifies for the second part in the value is rendered by the variable.

Figure 22-1 Two Edit Fields

Femote Host Mame and Port:
hosthame ;8090

+ A prompt-type of " passwor d" results in two password edit fields. See Figure 22-2 for an
example. The first prompt is for the actual password, and the second prompt is used to
verify that the password specified in the first field is correct. The value rendered by the
variable reference is the password.

Figure 22-2 Two Password Fields
Authentication Password

Reenter the password:

+ A prompt-type of " hi dden" results in a field that is not displayed, but is checked to make
sure a previous condition is met before proceeding to the next screen.

¢ Any other prompt-type value is ignored.

+ Ifavari abl e-decl contains an optional description attribute in addition to a prompt

attribute, the description appears in the Ul along with the prompt. The purpose of the
description attribute is to allow a complete description of what is being asked for along with a
simple prompt.

For example:

<t ext-var

var - nane="ePr ov. Conpany"

pronpt =" Conpany nane:" description="Pl ease enter the name of
your conpany. This nmust be the sane name as you entered during the
initial installation.”

br owse="no" >

Novel |
</text-var>

Note the differences between the pr onpt and the descri pti on.
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If avari abl e- decl contains an optional description attribute and an optional highlight
attribute, the highlight attribute is handled as follows:

*

*

*

If the highlight is not two characters in length, it is ignored.

If the highlight is two characters in length, all occurrences of the first character are
preceded with HTML tags to turn on highlighting and all occurrences of the second
character are followed by HTML tags to turn off highlighting.

For example:
<t ext -var
var - name="f oo"
pronpt =" Foo: "
description="Pl ease enter some foo. Format: [foo |ooks
like this]">
Bar

</text-var>

When the description appears, [foo looks like this] appears and is highlighted.

Ifavari abl e- decl contains a browse="yes" attribute, it is assumed to supply a DN and is

formatted in slash format by default when applied to the driver configuration file.

This is assumed to be more generally useful for driver writers and can be overridden on a per
reference basis by adding a dn- f or mat =" dot " attribute to vari abl e- r ef nodes that
reference it.

*

Ifavari abl e-ref istotext-var withapronpt-type="ipa" attribute, apart="...

attribute can be included in the var i abl e- r ef . Supported partsare "i pa" and "port".If
part="ipa" is specified, only the IP address portion of the variable’s value is returned. If
part="port" is specified, only the port portion of the variable’s value is returned. Any other
setting is ignored and the variable's entire value is returned.

*

Adn-f ormat attribute onavari abl e-ref that does not have br owse="yes" specified in its

vari abl e- decl causes that variable to be treated as though it supplies a DN. The DN is
rendered in the dn- f or mat specified.

*

The supported values for the dn- f or mat attribute are " dot " and " sl ash". Any other value is

treated as " sl ash" without an error being generated.

*

*

*

*

*

*

*

*

The built-in defined variables are:

System.TreeName
System.DSetDN
System.DSetName
System.DriverDN
System.DriverName
System.ServerDN

System.ServerName

+ Built-in variables can be overridden. If you include a var i abl e- decl for avariable named with
one of the built-in variable names, your definition overrides the built-in variable of the same
name.

This is implemented after all variable declarations have been processed (prompting, ...). Just
before the code begins applying values, it walks the variables and defines all the built-ins that
haven't otherwise been defined.
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+ The built-in variables that provide a DN can include a dn- f or mat attribute in the variable-ref to
control the format the DN is rendered in. By default, these are rendered in slash format.

+ Anode-var andat ext - var cannot be named the same thing. They use the same namespace.

+ Ifavari abl e-ref references anode-var and contains an at t r - nane attribute, the XSL
string value of the node- var is stored in as the named attribute on the parent node of the
vari abl e-ref. The node- var used in this manner can have a node- nane attribute of
"#t ext", which removes the requirement of having an at t r - nane attribute on the node-
var.

A node- var with a node-name of " #t ext " can be referenced only in this manner. Any other
reference causes an error when the driver configuration file is imported.

+ At patch time after the user has responded to the prompts but before the XML is actually
imported. patching is done in the following order:

1. The text-var vari abl e-refs are processed.
2. The node-var vari abl e-r ef s are processed.
3. The xsl - modi fy commands are processed.

4. The ds- obj ect commands are processed.

+ Patching is performed in the vari abl e- decl so that by the time the node- var
commands are patched, all the t ext - var commands contained in them have been
resolved.

+ The node- var commands cannot contain node-var vari abl e-ref.

Import Driver Notes

Review the following import driver notes:
¢ The order in which the selected driver configuration files are processed is not defined and no
order can be assumed.
+ Forvari abl e-decl commands:
+ Commands from selected drivers are carried forward from driver to driver.
+ The first one wins.

+ The first driver encountered that defines a variable foo has its variable foo used
throughout all remaining driver configuration files. Care must be taken to coordinate
this between drivers.

+ Avariable foo that is used in multiple driver configuration files is prompted for only
once, with the first driver configuration file encountered that declares it.

+ Built-in variables are not propagated between drivers. This includes any variables you define to
override a built-in variable. The built-in variables for each driver are handled separately.

+ Other prompting is handled unchanged at the beginning of each driver configuration file’s
import sequence.

+ Refer to “Flexible Prompting in a Driver Configuration File” on page 163 for information about
prompt layering supported by flexible prompting.
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Flexible Prompting in a Driver Configuration File

vari abl e- decl blocks can be marked to allow them to be prompted for separately, based on user
input.

DTD changes:

* <IENTITY % Conpar eMode "equal s | not-equal s">

<!__******************************************************** >
<l --The vari abl e-decl element contains definitions of variables -->
<! -- whose val ues can be pronpted for and referred to throughout -->
<l-- the pre-configured driver file. -->
<!__ ER IR R I I S I I I R R R I I S I I I R b I I I I b R R I I I O O I >
<! ELEMENT vari abl e- decl (

node-var*,

text-var*)>

<! ATTLI ST vari abl e- dec
<!-- The following are used in the support of flexible -->
<l-- pronpting. -->
use-when-var CDATA #l MPLI ED
use-when-val ue CDATA #l MPLI ED
use-when-nmode (% Conpar eMbde) "equal s

* % X x X

>

* Added for flexible pronpting.

Semantics

1. Allvari abl e-decl blocks with no use- when- var attribute are added to the prompt set.

2. Allvari abl e- decl blocks with a use- when- var attribute where the variable is defined and
the variable value meets the condition are added to the prompt set.

Variable analysis includes built-ins and variables carried forward from any previous import.
3. The user is prompted.

4. The prompt set is emptied and Steps 2 and 3 are repeated until there are no more prompts to
process or all var i abl e- decl blocks have been processed.

5. The import proceeds as before.

NOTE: The comparisons for use- when- var variables are case-insensitive.
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Example 1

<vari abl e-decl use-when-var="var Check" use-when-val ue="Fu" use-when-
node="equal s" >
<text-var pronpt="Wen Fu?" var-nane="fuVar"/>
</vari abl e-decl >

<vari abl e-decl use-when-var="var Check" use-when-val ue="Fu" use-when-
node="not - equal s" >
<text-var pronpt="Wen not Fu?" var-name="fuVar"/>
</vari abl e- decl >

<vari abl e- decl >
<text-var pronmpt="Wich other <vari abl e-decl >?" var-nane="var Check" >
<dr opdown>
<val ue>Fu</ val ue>
<val ue>Bar </ val ue>
</ dr opdown>
</text-var>
</vari abl e- decl >

In this example, the user would be prompted with a drop-down list. The description of the drop-
down list is “Which other <variable-decl>?” The options in the list are Fu and Bar.

If the user select Fu from the drop-down and clicks Next, he or she is prompted again with a box. The
description of the box is “When Fu?”

If the user selects anything else from the drop-down list and clicks Next, he or she is prompted with
another box. The description of the box is “When not Fu?”

Example 2

<vari abl e-decl use-when-var="var Check" use-when-val ue="Fu">
<text-var pronpt="Wen Fu?" var-name="fuBarVar"/>
</vari abl e- decl >

<vari abl e-decl use-when-var="var Check" use-when-val ue="Bar">
<text-var pronpt="Wen when Bar?" var-name="fuBarVar"/>
</vari abl e- decl >

<vari abl e- decl >
<text-var pronpt="Wich other <vari abl e-decl >?" var-nane="var Check"/ >

</vari abl e- decl >

In this example, the user is presented with a box. The description of the box is “Which other
<variable-decl>?" If the user specifies “Fu” in the box and clicks Next, he or she is presented with
another box. The description on the second box is “When Fu?”

If the user specifies “Bar” in the box and clicks Next, he or she is presented with a box. The
description is “When Bar?” If he or she specifies anything else, there are no further prompts and the
variable fuBarVar is not defined.
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Viewing the Informal Identity Manager Driver
Configuration DTD

To view the informal Identity Manager Driver Configuration DTD, go to PCDrivers.txt (../samples/
PCDrivers.txt). The DTD cannot be used for validation. It is not a valid XML DTD. It is a mechanism to
document the valid constructs in a driver configuration file.
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When and How to Use Global
Configuration Values

Global Configuration Values (GCVs) are settings that are similar to driver parameters. GCVs are
constant values, not global variables. There is no way to change a GCV value at runtime. The GCVs
are globally accessible to the driver and driver set, but not to the tree or network.

Given these facts, GCVs are constants and cannot be changed at runtime, but they can be consumed
by all drivers in a driver set or by all policies in a driver. This makes GCVs a very powerful
configuration tool. Use the guidelines in the following sections when developing driver configuration
files with GCVs.

Using GCVs to Adapt the Driver Configuration File to
Changing Environments

GCVs help driver configuration files adapt to changing environments by externalizing environment-
specific, such as placement contexts, domain names, IP addresses, usernames, dates, and times.

It is a bad practice to configure the driver to prompt for information during import and then add the
answer directly into policy code. The better approach is to store the answer in a GCV and make the
policies reference the GCV. If the answer to the prompt is wrong or the environment changes, the
answer also needs to change. It is much simpler to change a single GCV value than to go through all
policies that have the value and change the value in each policy.

By adding the configuration data as a GCV, the GCVs become the controls of the driver.

When Not to Use GCVs

If there are certain configuration values that must never change, they should not be surfaced in a
GCV.

All information in a GCV can be easily changed or tuned. To keep certain configuration values and
implementation details from being changed, add this information directly into the code. Everything
that an administrator should see and be able to change should go into a GCV. Everything that only a
developer sees or changes should go directly into the driver policy code.

The only reason to add a static value to a GCV is if it is used in many different places and it does not
make sense to add it directly to the code.
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When to Use Driver Set GCVs, Driver GCVs, or Global
Configuration Objects in Packages

GCVs can be defined on a driver or driver set. The GCV location determines its scope and visibility.
GCVs defined on the driver set are visible to all drivers and their policies in that driver set. GCVs
defined on a driver can be consumed only by policies of the driver.

You can also create Global Configuration objects that contain GVCs and should be used when the
configuration values are being referenced from content contained in packages. GCVs on the driver or
driver set cannot be packaged. However, GCVs within a Global Configuration object can be installed,
upgraded, downgraded, or removed with packages.

The scope of the Global Configuration object is determined by which driver or driver set the Global
Configuration object is included in the Global Configuration list. Each driver and driver set has a
Global Configuration list. The list is edited through the driver or driver set properties. On a driver, the
Global Configuration list is located under the Driver Configuration option. On a driver set, the Global
Configuration list is located under the Configuration option.

The GCV definitions in a Global Configuration object are identical to the GCVs that are contained on
a driver or driver set. The precedence of GCV is as follows:

¢ GCVs from the driver

+ GCVs from the driver Global Configuration list (Global Configuration objects)

¢ GCVs from the driver set

+ GCVs from the driver set Global Configuration list (Global Configuration objects)

If a GCV defined on a driver has the same name as a GCV defined on the driver set, the driver GCV
takes precedence in all policies that belong to that driver. All drivers that do not explicitly define the
GCV on the driver, inherit this GCV from the driver set.

Global Configuration objects can be contained in a driver, driver set, or library. For more information,
see “Global Configuration Value Definition Editor” in the Net/Q Identity Manager - Using Designer to
Create Policies guide.

Naming Convention for GCVs

The GCV naming convention addresses the different types of GCVs, the different purposes of the
GCVs, and the scopes of the GCVs.

[ <pur pose/ scope>. ] <gr oup>. [ <subgr oup>. ] <nane>

+ Purpose/Scope: The prefix idv (Identity Value) is used with the driver set GCVs. Driver-specific
values are drv or driver.

+ Group: Groups GCVs that belong together. Examples for groups could be communications,
notification, logging, or security.

+ Subgroup: Form subgroups within groups, such as smtp or snmp.

+ Name: Descriptive name for the GCV.

For example:
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i dv.
i dv.
i dv.
i dv.
i dv.
i dv.

notification.sntp.
notification.sntp.
notification.sntp.
notification.snnp.
dit.data.locations
dit.systemrbs

driver. sanba. server

ip
user
pwd
ip

NOTE: In Identity Manager Plugins for iManager, Custom driver GCV values with special characters
must be encoded.

For example, wi ndowE2c| ose()
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Extending Custom Entitlements

A driver entitlement represents a permission in an application (for example, Active directory) such as
group membership, account, or any other entitlement or permission that an application uses. When
a user is granted an entitlement in Identity Manager, a user attribute Di r XML- Ent i t | ement Ref is
generated with reference to the Identity manager driver entitlement and an entitlement value. A
driver having this entitlement performs provisioning based on the type of the entitlement (group,
account, role, and so on).

You can dynamically create resources with custom entitlements with permission values from a
connected system, and also create permission assignments between Identity Manager resource
model and connected systems. The following figure depicts how permissions flow from a connected
system to the Resource Catalog and then into the Identity Vault.

Provisioned to the

| connected system New users created

in the connected

g Is qu_ick Update New assignments
—> systgm find on-boarding on? Resource Catalog created
permissions Resource Catalog
updated on-boarding

New users enabled Identity
and permissions Manager driver

=

Update
Identity Vault

Understanding the Resource Model

In Identity Manager, a resource is any digital entity such as a user account, computer, or database
that a business user needs to be able to access.

Resources are similar to entitlements and used in user provisioning. Technically, you can think of a
resource as an additional abstraction layer between driver entitlements and roles. Identity Manager
restricts that a resource be associated with only one entitlement. However, you can bind a resource
to the same entitlement more than once, with different entitlement values for each resource.

Resources can be assigned to roles. There are three levels of roles provided in the roles-base
provisioning model. A role can be made up of other roles, which in turn can be made of other roles.
At the lowest level a role has a resources attached to it.
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You can map resource assignments to users or to roles within your organization. For example, you
can use resources to:

+ Make resource requests for users

+ Create resources and map them to entitlements

Application
pp

o Resource
Permission

E Role

Il Container

Identity Manager leverages its resource model for performing event-based reconciliation of external
system permission assignments. The resource model simplifies the entitlement model and provides
you a convenient way to perform resource-based provisioning actions. The resource-based
provisioning actions allow you to manage resource definitions and resource assignments within your
organization.

You can assign resources only to users. You cannot assign them to groups or containers. If a resource
is mapped to a role, that role can be assigned to a group or container resulting in an assignment of
mapped resource to all the users in that group or container.

Before you can assign resources to users, the resources must be defined in Identity Manager. Identity
Manager stores resources in the Resource Catalog of the User Application. The Resource Catalog also
stores the supporting data needed by the Role and Resource Subsystem, which is the underlying
infrastructure for roles-based provisioning module. All the defined resources are displayed in the
Resource Catalog. You can create new resources, and modify, delete, and assign the existing
resources.

Identity Manager provides User Application for end users to request the resources they need. It also
provides additional tools that administrators can use to define and manage resources such as
Designer and resource administration capabilities of Identity Applications.

Configuring Custom Entitlements

You use Designer to configure custom entitlements on a driver. The entitlements packages contain
the content necessary for collecting and reconciling permissions. If you want a driver to support
permission collection and reconciliation, ensure that these packages are installed on the driver. You
can turn this functionality on or off using the new set of GCVs included with the driver.

You can either create a new driver with the latest packages or upgrade the packages for an existing
driver. In both cases, you install the driver packages and then modify the driver configuration to suit
your environment. For creating new drivers, NetlQ recommends that you refer to the individual
driver documentation guides.
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Deploying Custom Entitlement Package for Identity Applications

Perform the following tasks to make custom entitlement available for Identity Applications using
Designer:

1 Install custom entitlement package. This package automatically installs the CPRS common
package.
2 Create an entitlement (Di r XML- Ent i t | ement ) object for the driver. For example: Cubi cl e

For more information, see Creating Entitlements through the Entitlement Wizard in theNet/Q
Designer for Identity Manager Administration Guide.

3 To make the new entitlement available for Identity Applications Resources perform the
following tasks:

NOTE: To access ldentity Applications Resource Catalog, navigate to Administration > Resources
in Identity Manager Dashboard. For more information, see Listing Resources in Net/Q Identity
Manager - Administrator’s Guide to the Identity Applications.

3a Right-click the driver and click Properties.
3b Navigate to GCVs > Custom Entitlements tab.

3c In List of Custom Entitlements, add the entitlement object names that needs to be listed in
the Identity Applications user interface.

NOTE
+ Entitlement names are case sensitive.

+ CPRS supports only the Identity Manager 4.0 and later entitlement formats.For more
information, see Entitlements Formats in the Net/Q Identity Manager Entitlements
Guide.

+ By default, cpr s- support ed, r ol e- mappi ng, and r esour ce- nappi ng flags are
set to True and the dat a- col | ect i on flag is set to False.

3d (Conditional) To configure flags, create a GCV of boolean type in the following format:

drv. cprssupported. <entitl enent-nanme>,
drv. dat acol | ection. <entitlenent-nane>, drv.rol emappi ng. <entitl enent -
nane>, drv. r esour cemappi ng. <enti t | ement - name> respectively.

3e To include an additional XML to an entitlement:
3el Specify the Name asdrv. entitl enent. extensions. <entitl enent-nane>.
3e2 Select the Type as String.
3e3 Select the Multi-line option.

You should add the additional entitlement extensions between <enti t| ement -
ext ensi ons></entitl ement - ext ensi ons> XML node. For more information, see
“Modifying Custom Entitlement Extension” on page 174.

3f (Conditional) For localizing the entitlement, add the localization values for the entitlement
in the LLON_<I ocal e> mapping table.

4 Deploy and start the driver for the changes to take effect.
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Modifying Custom Entitlement Extension

Identity Manager supports the following XML tags for use with the entitlement node in the
entitlement object XML. You must include these tags in the entitlement XML.

Parameters: If the entitlement is of type Identity Manager 4.0 or later, then User Application uses
information from the parameters node to build the code map refresh values. You must define each
key in the code map value in the par anet er tag. For more information, see DTD.

account: For an account entitlement, you must define the following items under the <account >
node:
+ <account - i d>: Contains details of the account unique ID in the User Application.
+ <account - st at us>: Contains information about the attribute that stores the login or logout
status of the user.

For more information, see DTD.

member-assignment-query: If the query for obtaining permission assignments is different than the
query defined in the DirXML-entitlement object, you must redefine the query under this node. For
more information, see DTD.

member-assignment-extensions: In case of multi-valued entitlements, if permission details are
obtained from a specific attribute of the connected application, you must provide details of that
attribute in this node. For more information, see DTD.

The following is a sample of entitlement extension XML for <par amet er s> and <nmenber -
assi gnnent - ext ensi ons> tags:

Example 1:

To manage custom entitlement in the connected application such as Cubi cl e, where the
permission value is stored in the Assi gnedTo attribute.

<entitl enent - ext ensi ons>
<par anet er s>
<par aneter mandatory="true" name="|D" source="association" />
<par anet er mandat ory="true" nane="|D2" source="association" />
</ par anet er s>
<native-val ue source="src-dn" />
<menber - assi gnnent - ext ensi ons>
<query-xm >
<read-attr attr-nane="AssignedTo" />
</ query-xm >
</ menber - assi gnnent - ext ensi ons>
</entitl ement-extensions>

Example 2:

In this example, <account > and <nenber - assi gnment - quer y> nodes are defined for a multi-
valued entitlement.
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<entitl enent - ext ensi ons>
<account >
<account-id source="src-dn" />
<account-status active="FALSE"
nane="Account _STATUS" />
</ account >
<par anet er s>

i nacti ve="TRUE"

source="read-attr"

<par aneter mandatory="true" nane="ID"' source="read-attr" source-

name="RESTACCOUNT" />
</ par anet er s>
<menber - assi gnnment - query>
<query-xm >
<nds dtdversion="2.0">
<i nput >

<query cl ass-name="User" scope="subtree">

<search-cl ass cl ass-nane=

</ query>
</i nput >
</ nds>
</ query-xm >
</ menber - assi gnnent - query>
</entitl ement-extensions>

"USer" />

source-
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Synchronizing Permission Changes from
the Connected Systems

Permission Reconciliation Services (PCRS) is simplified to Controlled Permission Reconciliation
Services (CPRS). CPRS currently supports only Active Directory, Multi-Domain Active Directory
(MDAD) and LDAP drivers. PCRS is supported for all other drivers.For more information on CPRS, see
Using Controlled Permission Reconciliation Services in the Net/Q Identity Manager - Administrator’s
Guide to the Identity Applications.

You need additional functionality to synchronize the permission assignment changes from the
connected systems to Identity Manager. A permission assignment changes when a connected system
administrator provides additional permissions to the existing users or creates new users. In this case,
an Identity Manager driver publishes these changes to the Identity Vault, but the changes are not
directly reflected in the User Application Resource Catalog because the default content shipped with
the driver does not have this capability. To reflect the current state of a connected system in the
Resource Catalog, you need to customize the package content of the driver.

Identity Manager provides Permission Collection and Reconciliation Service (PCRS) that enables you
to create custom entitlements for connected system roles and resources in order to synchronize the
connected system permission assignment changes to the User Application Resource Catalog. When
PCRS is enabled, you can update a resource when permission assignments are published to the
Identity Vault as they occur in connected systems.

PCRS provides the following key features:

+ Supports easy creation of entitlements

+ Provides out-of-box support for implementing Identity Manager resource model
+ Supports onboarding of application permissions and assignments

+ Supports assignment status updates on Publisher and Subscriber channels

+ Supports bidirectional flow of resources and entitlements

+ Reconciles resource or permission assignments between the Identity Vault and connected
systems

+ Provides integration between applications

+ Supports comprehensive permission catalog with actual status display

+ Provides a common package for custom drivers
An Identity Manager driver installed with the package content for enabling PCRS can update the
Resource Catalog with the connected system changes. The driver can automatically assign or revoke

resources to Identity Manager identities based on the changes made to the attribute values in the
connected system.

For a newly installed driver with this package content, you can migrate users and groups (for
example, Active Directory) into the Identity Vault, which updates the Resource Catalog with the
current state of the connected system. For example, if User 1 and User 2 are part of G oupl with
the required permissions in a connected system, a driver enabled with PCRS updates the user
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permissions in the RBPM when the users are migrated from the connected system to the Identity
Vault. The PCRS policies receive this event (migration) and update the Resource Catalog with the
resource assignments.

NOTE: NetlQ recommends that you migrate individual users from a connected system to the Identity
Vault instead of migrating groups. Migrating a group is not recommended because of performance
issues.

You can dynamically create resources with custom entitlements with permission values from a
connected system, and also create permission assignments between Identity Manager resource
model and connected systems. The following figure depicts how permissions flow from a connected
system to the Resource Catalog and then into the Identity Vault.

Provisioned to the
connected system New users created
A in the connected
—> system and
d' permissions Resource
updated on-boarding
New users enabled Identity
and permissions Manager driver

=

Is quick Update New assignments

on-boarding on? Resource Catalog created
Catalog

Update

Identity Vault

This section provides information about implementing PCRS in your Identity Manager environment.

+ “Planning Overview” on page 178
+ “Preparing Your Environment” on page 183
+ “Viewing Permission Collection and Reconciliation Service Configuration Objects” on page 189

+ “Troubleshooting Permission Collection and Reconciliation Service Issues” on page 190

Planning Overview

This section provides valuable information for planning a PCRS implementation in your Identity
Manager environment.

Prerequisites

Ensure that you meet the following requirements for implementing PCRS:

+ Designer for Identity Manager 4.0.2 AU4 and later
+ |dentity Manager 4.0.2 with Engine Patch 4 and later

+ Managed System Gateway driver version 4.0.0.6 and later
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+ Driver Set Package:
+ Common Settings Advanced Edition Package (NOVLACOMSET 2.0.0 and later)
+ Driver Package:

+ Driver-specific entitlements packages for Active Directory, LDAP, Delimited Text, and
Loopback drivers

For example, use NOVLADENTEX for Active Directory driver, NOVLLDAPENT for LDAP driver,
and NOVLDTXTENT for Delimited Text driver. For more information, see driver-specific
implementation guides.

+ NOVLCOMPCRS 2.0.0 and later PCRS package

This is the common PCRS package for defining custom entitlements on drivers such as
SOAP and JDBC.

Understanding the Resource Model

In Identity Manager, a resource is any digital entity such as a user account, computer, or database
that a business user needs to be able to access.

Resources are similar to entitlements and used in user provisioning. Technically, you can think of a
resource as an additional abstraction layer between driver entitlements and roles. Identity Manager
restricts that a resource be associated with only one entitlement. However, you can bind a resource
to the same entitlement more than once, with different entitlement values for each resource.

Resources can be assigned to roles. There are three levels of roles provided in the roles-base
provisioning model. A role can be made up of other roles, which in turn can be made of other roles.
At the lowest level a role has a resources attached to it.

You can map resource assignments to users or to roles within your organization. For example, you
can use resources to:

+ Make resource requests for users

+ Create resources and map them to entitlements

Application ®e¢ R
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Identity Manager leverages its resource model for performing event-based reconciliation of external
system permission assignments. The resource model simplifies the entitlement model and provides
you a convenient way to perform resource-based provisioning actions. The resource-based
provisioning actions allow you to manage resource definitions and resource assignments within your
organization.

You can assign resources only to users. You cannot assign them to groups or containers. If a resource
is mapped to a role, that role can be assigned to a group or container resulting in an assignment of
mapped resource to all the users in that group or container.

Before you can assign resources to users, the resources must be defined in Identity Manager. Identity
Manager stores resources in the Resource Catalog of the User Application. The Resource Catalog also
stores the supporting data needed by the Role and Resource Subsystem, which is the underlying
infrastructure for roles-based provisioning module. All the defined resources are displayed in the
Resource Catalog. You can create new resources, and modify, delete, and assign the existing
resources.

Identity Manager provides User Application for end users to request the resources they need. It also
provides additional tools that administrators can use to define and manage resources such as
Designer and Catalog Administrator.

Understanding the Components for PCRS

The following Identity Manager components help you reconcile the connected system permissions
with the Resource Catalog of the User Application.

+ “Common Settings Advanced Edition Package GCVs” on page 180

+ “ldentity Manager Policy Objects” on page 181

+ “PermissionOnboarding Job Object” on page 181

+ “Mapping Table Objects” on page 182

+ “Understanding the CSV File Format” on page 182

Common Settings Advanced Edition Package GCVs

The Common Settings Advanced Edition package includes the NOVLACOVSET- GCVs object, which
contains two new GCVs used in permission assignment onboarding process.

+ User Application Provisioning Services URL GCV (UAPr ovURL)
+ User Application Provisioning Services Administrator GCV (UAPr ovAdni n)

The new entitlement packages create these GCVs which are used by the Per m ssi onOnboar di ng
job. For information about configuring the Common Settings GCVs, see “Configuring Common
Settings GCVs” on page 184. For information about Per mi ssi onOnboar di ng job, see
“PermissionOnboarding Job Object” on page 181.
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Identity Manager Policy Objects

The Startup policies update the following mapping table objects:

+ PermissionNameToFile: Contains entitlement configuration data that you specified in the
Entitlements Name to CSV File Mappings page when the driver was created in Designer. You can
add custom entitlements to this table.

+ PermissionEntMapping: Created empty but is populated by the Startup policies and
Per m ssi onOnboar di ng job. It contains the configuration data transferred from the
Per m ssi onNaneToFi | e object and DNs of entitlements created by the Startup policies. It
also contains the LDAP DNs of the default dynamic User Application resource objects that are
used to assign entitlements to users. You should not change the data populated by the Startup
policies in this table.

+ StaticValueEntitlementMap: Created empty but contains mapping between specific native
entitlement values and a User Application static resource DN used by the driver to reconcile
that value. You need to populate this table if you want to synchronize assignments bound to a
static resource.

You must manually enter the complete DN of the static resource in the St ati ¢ Resource
column.

IMPORTANT: Restart the driver for it to take effect of any changes made to the
Per m ssi onNaneToFi | e and St ati cVal ueEnti t| ement Map mapping table objects.

PermissionOnboarding Job Object

The driver policies update the Per mi ssi onOnboar di ng job parameters and the
Per m ssi onEnt Mappi ng mapping table.

The Per m ssi onOnboar di ng job is a standard Identity Manager job and part of the entitlement
package. The driver creates the job in the Identity Vault when the driver is deployed. The job runs
when the driver starts. However, you can schedule the job to run periodically. Also, you can run it
manually to process an updated CSV file. The NOVLCOMPCRS-ENT-startup-UpdateJobConfiguration
Startup policies configure the Per m ssi onOnboar di ng job.

The Per m ssi onOnboar di ng job performs the following tasks:
+ Reads the driver's Per mi ssi onEnt Mappi ng table object to obtain the list of the driver's
entitlement objects populated by the Startup policies.

+ Creates or verifies the existence of a dynamic nr f Resour ce object to allow the assignment of
the native permissions for each entitlement object in the Per ni ssi onEnt Mappi ng table. To
do this, the job uses the Identity Manager provisioning, resource, and service SOAP APls.

+ Updates the Per i ssi onEnt Mappi ng table with the nrfResource DNs.

+ Reads the CSV file and populates the associated <nanme>_Val ues resource object with the
values, display names, and descriptions for each entitlement object that specifies a CSV File
catalog source in the Per m ssi onEnt Mappi ng table.

+ Calls a User Application private API to flush the User Application Entitlement cache so that
newly created entitlements are recognized.

+ (Calls the User Application Entitlement refresh API to force the User Application to issue an
entitlement query to obtain the catalog values for each driver entitlement.
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Mapping Table Objects

When you install the entitlement package, the policies of this package are added to the driver
Startup policy set. The driver executes these policies only once when the driver is started. The driver
policies automatically configure the following objects for your environment:

+ Entitlement Objects: The driver creates new entitlement objects to represent the native
entitlement names identified in the Per m ssi onNaneToFi | e mapping table. The name of
entitlement is the value of the ent i t | enent Nane column of the Per m ssi onNaneToFi | e
mapping table. For more information about mapping table objects, see Mapping Table Objects.

+ Permission Value Resource Object: The driver adds a new permission value resource object,
entitl enent Name_val ues. This object contains values for Enti t | enent Val ues,
Descri ption,and Di spl ay Nane for every custom entitlement from the CSV file. It might
also contain mappings for legacy value formats. To add more values to the entitlements, update
the CSV file.

+ Entitlement Configuration Resource Object: The driver creates a new entitlement
configuration resource object, Enti t | enment Confi gurati on.

Understanding the CSV File Format

An ldentity Manager driver enabled with PCRS consumes the custom entitlement information from a
CSV file created by the system administrator of a connected system. The system administrator
maintains a separate CSV file for every custom entitlement. A CSV file must contain values of the
connected system permissions in the below format that Identity Manager can consume.

Attribute Description

entitlement value The custom entitlement value you want to add to the Resource Catalog.
entitlement display name The custom entitlement name you want to display in the User Application.

entitlement description The description for the new custom entitlement value.

The valuesforentitl enent display naneandentitl enent descri ption areconsumed by
the User Application while assigning a resource to a user. These attributes can be viewed in the User
Application. For example, a CSV file containing details about granting access to the employees for a
BuildingAccess entitlement represents this information in the following format:

Bui |l di ng A, Engineering, The engineering building
Bui | di ng B, Accounting, The accounting buil ding
Building C, Facilities, The facilities building
Bui | di ng D, Warehouse, The warehouse

where Building A is the entitlement value, Engineering is the display name in the User Application for
the entitlement value Building A, and The engineering building is the description for the entitlement
value that appears in the User Application.

It is mandatory that the CSV file is placed on the Identity Manager server.
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Preparing Your Environment

Your environment for PCRS must be configured appropriately. For example, the User Application
must have new administrative user accounts that can be used by the policies to create and configure
the configuration objects and job for quick onboarding of identity, resources, and permission
assignments. This section helps you prepare your environment before you install a driver enabled
with PCRS.

Setting Up Administrative User Accounts

To create and configure the configuration objects and job for quick onboarding of identity, resources,
and permission assignments, the new policies use two administrative accounts: the Administrative
user for the Identity Vault and a Resource Administrator for the User Application:

+ Identity Manager Driver Administrator: Set this administrative user in the driver’s Security
Equivalence attribute when you deploy the driver. The policies use the user specified by the
Security Equivalence attribute. This user needs the rights to create and modify the driver policy
objects and to execute the Per m ssi onOnboar di ng job, which is part of the driver package.

+ User Application Resource Administrator: This administrative user performs the following
tasks:

+ Creates resource objects
+ Triggers cache flush and entitlement refresh actions
+ Assigns and revokes resource assignments
For the User Application Resource Administrator user, NetlQ recommends that you create a new

user. For example, you can create the new user, cn=Resour ceAdm n, QU=sa, O=dat a and
configure the following rights for the user in the User Application:

+ Role, Resource Creation, and Assignment Rights: Click Administration > RBPM Provisioning and
Security > Administrator Assignments > Assign System Role Administrator, select Domain and
assign the following rights to the user:

+ Provisioning: Select All Permissions
+ Resource: Select All Permissions

+ Role: Select All Permissions

NOTE: You need to assign each set of Domain permissions separately for the user.

+ Application Cache Refresh Rights: In the User Application, click Administration > Application
Configuration > User Application Administrator Assignment, then add the user to the Current
Assignments list.

NOTE: This user account is also used to filter the duplicate entitlement events occurring on the
Subscriber channel as a result of auto-reconciliation of resource assignments.
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Setting Up Administrative Passwords

To simplify the configuration and security of Identity Manager drivers with PCRS, use Distribution
Password for the Driver Administrator user and the User Application Resource Administrator
administrative user. Identity Manager uses Distribution Password to control password
synchronization between the Identity Vault and connected systems. Identity Manager reads
passwords for these administrative users from their nspnDi st ri buti onPasswor d attribute.

When you create the new administrator accounts, you must assign a password policy to the new
user accounts. Optionally, you can use the default Sample Password Policy and assign the policy to
them. For more information, see the Net/Q Identity Manager - Administrator’s Guide to the Identity
Applications.

Configuring Common Settings GCVs

The Common Settings Advanced Edition package contains the User Application Provisioning
Administrator and User Application Provisioning URL GCVs. These GCVs are created by the new
package supporting PCRS and used by the Per m ssi onOnboar di ng job.

You must configure the GCVs on the driver set containing the drivers for quick onboarding of custom
entitlements. Identity Manager recommends that you install and configure the GCVs before creating
or configuring a new driver.

Start Designer and open your project.

In the Outline view, right-click Package Catalog and select Import Package.

1
2
3 Clear Show Base Packages Only.
4

Select the Common Settings Advanced Edition package and click OK, then click OK when
Designer finishes importing the package.

(8}

In Modeler, right-click the driver set where you want to create your new drivers and select
Properties.

Click Packages.
Click the Add package icon, select Common Settings Advanced Edition, then click OK.
Click OK.

O 00 N O

(Conditional) Click OK to install any additional package dependencies.

10 Inthe Package Installation Wizard, specify the URL for your User Application installation and the
DN of your User Application Administrator account, then click Next.

11 Click Finish.

Now you have all the information for creating custom entitlements. For creating custom
entitlements, continue with “Understanding the PCRS Process” on page 186.
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Configuring Custom Entitlements

You use Designer to configure custom entitlements on a driver enabled with PCRS. The entitlements
packages contain the content necessary for collecting and reconciling permissions. If you want a
driver to support permission collection and reconciliation, ensure that these packages are installed
on the driver. You can turn this functionality on or off using the new set of GCVs included with the
driver.

You can either create a new driver with the latest packages or upgrade the packages for an existing
driver. In both cases, you install the driver packages and then modify the driver configuration to suit
your environment. For creating new drivers, NetlQ recommends that you refer to the individual
driver documentation guides.

Installing the Driver Packages

After you have imported the current driver packages into the Package Catalog, you can install the
driver packages to create a new driver.

1 In Designer, open your project.

2 Inthe Modeler, right-click the driver set where you want to create the driver, then select New >
Driver.

3 Follow the driver configuration wizard to create the driver.

4 On the Entitlements Name to CSV File Mappings page, click the Add Name to File Mapping
icon to populate the page with the entitlement configuration options.

Identity Manager uses the CSV file to map entitlements to corresponding resources in the
Identity Manager catalog.

The information that you specify on this page is used for creating the permission catalog. This
page uses BuildingAccess as an example. Fill in the following fields, then click Next:

+ Entitlement Name: Specify a descriptive name for the entitlement to map it to the CSV file
that contains the connected system entitlement details.

Entitlement Name is the name of the entitlement. This parameter corresponds to the
Entitlement Assignment Attribute in the connected system. For example, you could define
an entitlement called BuildingAccess.

This parameter is used to create a resource in the User Application.

+ Entitlement Assignment Attribute: Specify a descriptive name for the assignment
attribute for an entitlement.

This parameter holds the entitlement values from the connected system. For the engine to
receive the attribute events from the Publisher channel, ensure that you add this
parameter to the Driver Filter. For example, you could have an attribute called
BuildingAccess.

NOTE: For the Delimited Text Driver, add this parameter in the Field Names on the Driver
Parameters page or modify it in driver settings after creating the driver.
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+ CSV File: Specify the location of the CSV file. This file must be located on the same server
as the Identity Manager engine. This file contains the values for the application
entitlements in the format value, displayname, and description. An example for the CSV file
pathis/root/ user/ Buil di ngAccess. csv. For more information, see “Understanding
the CSV File Format” on page 182.

+ Multi-valued?: Set the value of this parameter to True if you want to assign resources and
entitlements multiple times with different values to the same user. Otherwise, set it to
False.

5 Review the summary of tasks that will be completed to create the driver, then click Finish.

The driver is now created. Deploy the driver to the Identity Vault.

Understanding the PCRS Process

After a driver with custom entitlements is created or configured in Designer, you must deploy it into
the Identity Vault. When the driver is started, the driver automatically creates new resources based
on the entitlements configured and populates the resource with the entitlement values from the
CSV file. The new custom entitlement and the corresponding resource object is updated in the
PermissionEntMapping table. When a permission assignment changes in the connected system, the
driver policies consume the modified permission value and update the Resource Catalog. The
following sections provide information about the sequence of actions involved in this process.

Sequence of Actions

1 When the driver is started, the following actions occur:
1a Identity Manager executes the driver start up policies.

1b ThelnitEntitl enment Confi gurati onResour ce policies perform the following
actions:

+ Reads the per m ssi onnanet of i | e mapping table to retrieve the entitlement
information from this mapping table and creates these entitlements in the Identity
Vault if they are not already existing.

+ Updates the Per nmi ssi onEnt Mappi ng object with the entitlement information and
the location of the CSV file.

+ Updates the entitlement configuration resource object with the entitlement
information. RBPM uses this object for refreshing the code map.

1c The Set JobNamedPasswor d and Updat eJobConf i gur at i on policies configure the
permission onboarding job with the required permissions.

1d The Onboar dEnti t | enent s policy starts the Per m ssi onOnboar di ng job.
When the job is started, it performs the following actions:
+ Reads the CSV file containing the entitlement values.

+ Populates the <ent i t | ement nanme>_Val ues objects in the Identity Vault. For
example, for a custom entitlement named Bui | di ngAccess, it creates a DirXML-
Resource object in eDirectory with name Bui | di ngAccess_val ues containing the
values of the custom entitlement.

+ Creates a dynamic resource for assigning new custom entitlement values to the users.
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+ Populates the Per mi ssi onEnt Mappi ng object with the newly created resource

name.

+ Issues a code map refresh to update the Resource Catalog with the new entitlement

values.

At the end of this step, verify that the following tasks are completed:

1.
2.
3.

Custom entitlements are created in the Identity Vault.
The Enti t1 ement Confi gur ati on resource object is updated in the Identity Vault.

<ent it ement name>_Val ues object is updated for each entitlement in the Identity
Vault.

Resources are created in RBPM.

5. The Per m ssi onEnt Mappi ng object is updated in the Identity Vault.

Now the driver is ready to synchronize the connected system permission changes to
the User Application.

For more information, see “Viewing Permission Collection and Reconciliation Service
Configuration Objects” on page 189.

How Permissions Are Reconciled

The below examples will help you understand how permissions are reconciled in different scenarios.

Use Case 1: When the Publisher channel has an event with permission changes.

Event: Modify

Ctp-PermissionAttributesCaching

Ctp-DoPermissionAssignments

Detects permission attribute on inbound events.
Creates payload within the event under the
operation-data element for each permission
attribute by reading the PermissionEntMapping

table\/\

Update Roles Based Provisioning Module resource
based on inbound events operation-data

permission node

Updates attributes in the Identity Vault based on

filter settings

Event: Modify

Use Case 2: When a permission attribute changes in the Identity Vault.
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In this case, Identity Manager sends a Subscriber event to update the changed permission in the
connected system. Also, the permission is reconciled in Resource Catalog.

Attribute Change Event: Modify

Detect if this is UserApplication event
loopback for custom
entitlement

Ctp-Entitlementimpl
Loopback?

Processes the event for
connected
application

Application Shim

Use Case 3: When a permission changes in Resource Catalog.

This action causes a Subscriber event to update the permission in the connected system.
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Attribute Event: Modify
Change

Ctp-PermissionAttributesCaching

Detects permission attribute on inbound events.
Creates payload within the event under the
operation-data element for each permission

attribute by reading the PermissionEntMapping
table

" . Processes the event for connected application
Application Shim Returns status

Status = Success?

Permission assignments are
) __ ) not reconciled
itp-DoPermissionAssignment

Permission reconciled by ITP
policies

]

Event: Success

IMPORTANT: You can create a new resource and map it to a custom entitlement and reconcile
permission assignments. However, if PCRS is turned off, all resource assignments for the custom
entitlement are disabled regardless of whether the resource is created through PCRS or not. Identity
Manager does not support using the common package included with PCRS on a driver that already
supports entitlements

Viewing Permission Collection and Reconciliation Service
Configuration Objects

After the driver is deployed and configured with PCRS, verify that the driver correctly creates and
updates the entitlements information in the Identity Vault.

Complete the following steps:

1 IniManager, open the Identity Manager Administration page.
2 In the Administration list, click Identity Manager Overview.

2a (Conditional) If the driver set is not listed on the Driver Sets tab, use the Search In field to
search for and display the driver set.

2b Click the driver set to open the Driver Set Overview page.

3 Click the driver icon.
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4 Click the Jobs tab. The Per m ssi onOnboar di ng job appears on the Jobs page. For more
information, see PermissionOnboarding Job Object.

5 Click Advanced > Mapping Tables. The DNs of the Entitlement objects appear on the Mapping
Table page based on the InitEntitlementResourceObjects policy and data from the configuration
objects. For more information, see Mapping Table Objects.

6 In iManager, click Driver Set > Edit Driver Set properties.
7 Click Global Config Values to display the driver set GCV page.

This page contains two sets of GCVs that are consumed by the drivers in the driver set. Ensure
that you configure them for the driver set containing the drivers for quick onboarding of
identity, resources, and permission assignments.

+ NOVLCOMSET: This GCV object contains the following:

+ User Container: Specifies the Identity Vault container where the users are added, if
they do not already exist in the Identity Vault. This value is the default value for all
drivers in the driver set.

+ Group Container: Specifies the Identity Vault container where the groups are added, if
they do not already exist in the Identity Vault. This value is the default value for all
drivers in the driver set.

+ Advanced Settings: This GCV object contains the following:

+ User Application Provisioning Services URL: Specifies the User Application Identity
Manager Provisioning URL.

+ User Application Provisioning Services Administrator: Specifies the DN of the
provisioning services administrator. This user should have the rights for creating and
assigning resources.

Troubleshooting Permission Collection and Reconciliation
Service Issues

The following known limitations and workarounds can help you troubleshoot issues that you might
encounter while using the Permission Collection and Reconciliation service:

The driver ignores permission assignments

Explanation: If you use the same user (User Application Administrator account) that the
driver uses to communicate with the User Application, the driver ignores these
changes and treats them as loopback events.

Action: 1. Use a different User Application administrator account for the driver.

2. Check the JBoss ser ver . | og file in the User Application to determine if User
Application encountered any error when Per mi ssi onOnboar di ng job made
SOAP calls to the server . | og file.

3. Set the Per mi ssi onOnboar di ng job trace level to 5 to verify if the job ran
successfully and was able to perform a codemap refresh, create a resource, and
update the Per m ssi onEnt Mappi ng table with the resource DN.

4. Set the driver trace level to 5 if you want to view policy processing sequence.
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The Subscriber Channel ignores permission reconciliation

Explanation: For any Subscriber changes, permissions are reconciled only after an event is
successfully processed. The driver might not reconcile permissions if it contains
policies that ignore oper at i on- dat a containing permissions when these
policies create or transform the status document.

Action: Restore oper ati on- dat a.
For example:

<xsl:tenpl ate mat ch="operation-data">
<oper ati on- dat a>

<xsl : message>oper at i on- dat a</ xsl : message>

<l-- ignore this elenent but process all children -->
<xsl:apply-tenpl ates sel ect="node()| @"/>

</ oper at i on- dat a>

</ xsl :tenpl at e>

Deleting an entitlement value in a connected application is not reflected
in the mapped resource

Explanation: This occurs when the Opt i m ze- Modi fy value is set to yes.

Action: Set the filter attribute value to Not i fy.

Resources are not created in RBPM

Explanation: This occurs when the resource DN value is already populated in the
Per mi ssi onEnt Mappi ng table.

Action: Delete the resource DN value and restart the driver. Otherwise, run the
Per m ssi onOnboar di ng job.

Changes to mapped attributes in the Identity Vault are not reflected as
assignments in RBPM

Explanation: The NOVLCOVPCRS- i t p- DoPer mi ssi onAssi gnnent policy takes care of
reconciling permissions when an attribute is successfully updated in connected
application. When the status document passes through this policy, the policy
acts upon oper at i on- dat a. If you added a new transformation policy in the
policy set, ensure that oper at i on- dat a remains unchanged in the status
document.

Action: Verify if the NOVLCOVPCRS- i t p- DoPer mi ssi onAssi gnnent policy is placed
correctly in the policy hierarchy, so that changes made to the attributes in the
Identity Vault are reconciled to assignment attributes in RBPM.
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6 Troubleshooting

The following sections describe various ways to troubleshoot the issues that you may encounter
while working with Identity Manager:

Identity Manager Treats SYN_TIME values as Signed
Integers Instead of Unsigned Integers

Identity Manager stores timestamps in the Identity Vault. The timestamps use a Timestamp syntax
that uses an epoch number in a 32-bit attribute to count seconds from year 1970. The attribute is
32-bits long and imposes a limitation on the time range that can be specified.

Identity Manager engine versions prior to 4.5.x and 4.6.2 treat the timestamp value as a signed
integer. The range can store dates prior to 1970, allowing dates to be specified between 1903 to
2037.

Identity Manager engine versions 4.5.x, 4.6.0, 4.6.1, 4.7 and 4.7.1 treat timestamps as unsigned
integer (like eDirectory does for LDAP). This allows you to specify the time between 1970 until 2106.

To store timestamps outside these time ranges, it is recommended to use the SYN_INTEGER64
syntax.

Attributes Are Removed After Synthetic Add or
Optimization Operations

When a modi fy event is converted to a synt heti ¢ add event in the Subscriber channel, the
Identity Manager engine discards any attributes whose modification timestamps are greater than
the modification timestamp in the current nodi f y event. The engine does not include such
attributes in the constructed add event. This may occur if some of the attributes are synchronized
from a different eDirectory replica server.

Using NetlQ Sentinel to Log Identity Manager Events

You can log Identity Manager events by using NetlQ Sentinel. Using this service in combination with
the driver log level setting provides you with tracking control at a very granular level. For more
information, see the Net/Q Identity Manager - Configuring Auditing in Identity Manager.
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Troubleshooting Driver Processes

Viewing driver processes is necessary to analyze unexpected behavior. To view the driver processing

events, use DSTrace. You should use it only during testing and troubleshooting the driver. Running
DSTrace while the drivers are in production increases the utilization on the Identity Manager server
and can cause events to process very slowly. For more information, see Chapter 21, “Viewing
Identity Manager Processes,” on page 157.

Driver Shim Errors

This section identifies errors that might occur in the core driver shim. Error messages that contain a
numerical code can have various messages depending on the application or Web service.

307 Temporary Redirect

Source:

Explanation:

Possible Cause:
Action:

Level:

The status log or DSTrace screen.

The Subscriber channel attempted to send data to the application or Web
service but received a 307 Temporary Redirect response.

The Web service is not available.

The Subscriber waits for a period of time (usually 30 seconds) and tries again.

Retry

408 Request Timeout

Source:

Explanation:

Possible Cause:
Action:

Level:

The status log or DSTrace screen.

The Subscriber channel attempted to send data to the application or Web
service but received a 408 Request Timeout response.

The Web service or application is busy.

The Subscriber waits for a period of time (usually 30 seconds) and tries again.

Retry

503 Service Unavailable

Source:

Explanation:

Possible Cause:

The status log or DSTrace screen.

The Subscriber channel attempted to send data to the application or Web
service but received a 503 Service Unavailable response.

The Web service or application is down.

Action: The Subscriber waits for a period of time (usually 30 seconds) and tries again.
Level: Retry
504 Gateway Timeout

Source: The status log or DSTrace screen.
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Explanation:

Possible Cause:
Action:

Level:

The Subscriber channel attempted to send data to the application or Web
service but received a 504 Gateway Timeout response.

The gateway is down.
The Subscriber waits for a period of time (usually 30 seconds) and tries again.

Retry

200-299 Messages

Source:
Explanation:
Action:

Level:

The HTTP server.
The messages in the 200-299 range indicate success.
No action required.

Success

Other HTTP Errors Messages

Source:

Explanation:

Possible Cause:

Action:

Level:

The status log or DSTrace screen.

Other numerical error codes result in an error message containing that code and
the message provided by the HTTP server. In most cases, the driver continues to
run, and the command that caused the error isn’t retried.

There are multiple causes for the different errors.

See RFC 2616 (http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html) for a
list of all HTTP error codes and explanations.

Error

Problem communicating with HTTP server. Make sure server is running
and accepting requests.

Source:

Explanation:

Possible Cause:
Possible Cause:
Possible Cause:
Possible Cause:
Action:
Action:
Action:

Level:

The status log or DSTrace screen.

The Subscriber channel received an I0Exception while communicating or
attempting to communicate with the HTTP server.

The HTTP server is not running.

The HTTP server is overloaded.

There are firewall restrictions blocking access to the HTTP server.
The URL provided in the Subscriber configuration is not correct.
Start the HTTP server.

Remove services, if the HTTP server is overloaded.

Change the firewall restrictions to allow access to the HTTP server.

Retry
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The HTTP/SOAP driver does not return any application schema by

default.

Source:

Explanation:

Possible Cause:

Action:

Level:

The status log or DSTrace screen.

The driver is not returning any application schema, but the driver continues to
run.

The Identity Manager engine calls the DriverShim.getSchema() method of the
driver, and the driver is not using the SchemaReporter customization.

A Java class needs to be written that implements the SchemaReporter interface,
and the driver needs to be configured to load the class as a Java extension.

Warning

Subscriber.execute() was called but the Subscriber was not configured
correctly. The command was ignored.

Source:

Explanation:

Possible Cause:
Action:
Action:

Level:

The status log or DSTrace screen.

The Subscriber channel of the driver isn’t initialized properly. The driver
continues to run but displays this message each time an event is received by the
Subscriber channel.

An improperly formatted driver configuration.
Configure the driver correctly.
Clear the Subscriber’s filter so it doesn’t receive commands.

Warning

pubHostPort must be in the form host:port

Source:
Explanation:
Possible Cause:

Action:

Level:

The status log or DSTrace screen.
The driver cannot communicate.
An error occurred with the Publisher channel configuration.

Review the Publisher channel parameters to verify that both a valid host and a
valid port number are provided.

Fatal

MalformedURLException

Source:
Explanation:

Possible Cause:

Action:

Level:

Troubleshooting

The status log or the DSTrace screen.
There is a problem with the format of the URL.

The URL supplied in the Subscriber channel parameters isn’t in a valid URL
format.

Change the URL to a valid format.
Fatal



Multiple Exceptions

Source: The status log or the DSTrace screen.
Explanation: The HTTP listener fails to properly initialize.
Possible Cause: There are a variety of reasons for this error.

Action: Check your Publisher settings to make sure you have specified a port that is not
already in use and that the other Publisher settings are correct.

Level: Fatal

HTTPS Hostname Wrong: Should Be ...

Source: The status log or the DSTrace screen.
Explanation: An SSL handshake failed on the Subscriber channel.

Possible Cause: The subject presented with the server certificate doesn’t match the IP address
or hostname given in the HTTPS URL.

Action: Use a DNS hostname rather than an IP address in the URL.
Level: Retry

Identity Manager Driver Errors

The following errors might occur with Identity Manager drivers:

641 Unable to start the driver

Source: DSTrace screen.

Explanation: You might receive this error message when you start an Identity Manager driver
through either iManager or Designer.

Possible Cause: There are several causes. The error means the Identity Manager engine cannot
load properly when eDirectory loads.

Action: Perform the following troubleshooting steps on the Identity Manager engine to
know what exactly the engine is doing when it is loaded, and all jymloader
related messages.

Identity Manager engine running on Windows:

NOTE: Identity Manager is installed in the directory where eDirectory's dims are
present, by default, C: \ Novel | \ NDS.

1 Stop the eDirectory service.

2 Move the di rxm . dl mfile from the directory where eDirectory is
installed.

3 Start the eDirectory service.
4 After eDirectory is loaded, start DSTRACE. dl m
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Click Edit > Option.
Set the following flags:
DirXML

DirXML Drivers
Misc Other

Deselect all other options and click OK.

7 Click File > New and specify a filename for your trace file.

Move the di r xml . dl mfile back to its original location.

9 Close/reopen the eDirectory services console.

10

Select di rxnl . dl mand click St art .

The trace file contains the messages related to why the VRDIM module (IDM
Engine) does not start.

Identity Manager engine running on Linux:

1

Stop ndsd by using the following command:
/etc/init.d/ ndsd stop

Move the | i bvrdi m * files from their original directory to a different
directory.

The files are located in the / opt / novel | / eDi rectory/ | i b/ nds-
nodul es/ directory.

Start ndsd by using the following command:
/fetc/init.d/ ndsd start
Start ndstr ace.

5 Inthe ndstrace, type the following:

set ndstrace=nodebug
set ndstrace=+tinme
set ndstrace=+tags
set ndstrace=+m sc
set ndstrace=+dxn
set ndstrace=+dvrs
ndstrace file on

Let ndst r ace run on the screen.

7 Move thel i bvrdi m * files back to their original location.

9

In the ndst r ace screen, type the following:
| oad vrdim

After you see the errors, stop ndst r ace.

The trace file contains the messages related to why the VRDIM module (IDM
Engine) does not start.

You can specify a different location for the trace file. To see the contents of a
trace file, click Edit Properties > Misc > Trace File.



After you have performed the specified troubleshooting steps, you might
encounter the “783 Unable to start the driver” on page 199error.

Level: Error

783 Unable to start the driver

Source: DSTrace screen

Explanation: You might encounter this error message after performing the Action specified
under “641 Unable to start the driver” on page 197.

Possible Cause: There are several possible causes for the error. The following is a list of few
possible causes with suggestions to help fix and/or track them further:

Possible Cause: Corruption in the association between the driver set and the server.

Action: Remove the association between the driverset and the server, cycle ndsd, and
add the association back again.

Possible Cause: Damage/corruption in the DirXML-ServerKeys attribute that exists in the local
DIB's Pseudo-Server object.

Action: DSDUMP (done only by technical support) is needed to remove the attribute
with pre-ldentity Manager 3.6. Use the new command within the dxcmd utility
for Identity Manager 3.6 and later.

Possible Cause: Using Dib Clone or dsbk will cause damage or corruption in the DirXML-
ServerKeys attribute that exists in the local DIB's Pseudo-Server object.

Action: DSDUMP (done only by technical support) is needed to remove the attribute
with pre-IDM 3.6. Use the new command within the dxcmd utility for Identity
Manager 3.6 and later.

Possible Cause: Misconfiguration of the JVM heap sizes.

Action: This is shown in the +misc flag in ndst r ace. All jymloader messages exist under
the MISC flag on Linux/Unix, and the MISC OTHER flag on dstrace.dIm
(Windows). You cannot see the jvmloader messages on Netware. But you can
always check the SYS: / ETC/ JAVA. CFGfile.

Possible Cause: Corruption/damage/insufficient rights on the libraries IDM requires in the box
(check the install log, also do an rpm -V on the Identity Manager packages)

Action: Try the following options:

¢ User pm - Vliberally against all Identity Manager-related libraries. The
command line works well for that:

rom-ga | grep DXML | xargs rpm-V

+ Add your IDM libraries to see the dependencies they have, and check the
dependencies also. The checkbi n. sh script can be of great help when
checking dependencies. It is part of the nt sut i | s package that can be
downloaded from the following location:

https://www.netig.com/communities/cool-solutions//supportconfig-linux
(https://www.netig.com/communities/cool-solutions//supportconfig-
linux)
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Level:

+ Usestrace/ltrace tool to track what is happening. Because st r ace
works on scripts, it is the best option. | t r ace can be run only against
binary files. These tools provide a lot of information, and quite a bit of it
requires basic knowledge of C programming language.

+ Reinstall Identity Manager on top of itself. The process overwrites the
libraries/rights.

Error

Identity Manager Driver that is deleted without stopping, and re-created
with the same port number fails to start

Source:

Explanation:

Possible Cause:

Action:

DSTrace screen

Delete a driver without stopping it, re-create the same driver with the same
port number, and start the driver. The driver fails to start.

IDM does not release the used port of a driver if the driver is deleted without
stopping.

Edit the driver to use another port. The driver starts.

Java Customization Errors

The following errors might occur in the customized Java extensions.

SchemaReporter init problem: extension-specific message

Source:

Explanation:

Possible Cause:
Action:

Level:

The status log or DSTrace screen.

The SchemaReporter Java customization had a problem initializing, and the
driver shuts down.

The Java extension is not initialized correctly.
Verify that the Java extension is enabled in the driver.

Fatal

Extension (custom code) init problem: extension-specific message

Source:

Explanation:

Possible Cause:

Action:

Troubleshooting

The status log or DSTrace screen.

One of the following Java extensions failed to initialize:

*

SubscriberTransport

*

PublisherTransport
+ DocumentModifiers

+ ByteArrayModifiers
The Java extension is incorrect.

Review the Java extension and verify it is enabled in the driver.



Level: Fatal

Various other errors

Source: The interfaces provided for Java extensions return error messages on the trace
screen and sometimes to the Identity Manager engine.

Explanation: Sometimes it is difficult to distinguish errors of this type from other errors that
originate in the core driver shim. If you get errors that are not listed in this
section and you are using Java extensions, check with whomever provided you
with the extensions for a list of error codes for that particular extension.

Level: Varies

Multiple Sync Events Occur When an Object is Moved in
the Master Replica Server

When Identity Manager is not in the master replica server and if some object is moved in the master
replica server, there might be multiple sync events generated on the drivers. Some of these sync
events are generated before the object move is completed in the master replica server and hence
these sync events are not reliable. If some modifications are applied to the moved object in the
Identity Manager server, based on any such event, the modifications are ignored because the move
is not yet completed in the master replica server.

If you encounter such a situation, check for the timestamp on the <sync> event. If the timestamp
shows a value 0#0, it is reliable. If it shows any other value, then it is not reliable.

The following is an example of an unreliable sync event, because it has a timestamp other than 0#0
(marked in bold).

<nds dtdversion="3.5" ndsversi on="8.x">

<sour ce>

<product version="3.5.13.20090903 ">Di r XM_</ pr oduct >
<cont act >Novel |, Inc. </cont act >

</ sour ce>

<i nput >

<sync cl ass-name="User" event-id="sl es1l0sp3#20130722144515#2#2" from
move="true" qualified-src-dn="C=novel I\ CN=Auser 1" src-dn="\ SLES10SP3-
TREE\ Novel | \ Auser 1" ti nestanp="1374504315#0" >

<associ ation state="associ at ed">{ D6B73031- 695D 074e- AAAD- D6B73031695D} </
associ ati on>

</ sync>

</'i nput >

</ nds>

The following is an example of a reliable sync event, because it has a timestamp 0#0 (marked in
bold).
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<nds dtdversi on="3.5" ndsversi on="8.x">

<sour ce>

<product version="3.5.13.20090903 ">Di r XM_</ pr oduct >
<cont act >Novel |, Inc.</contact>

</ sour ce>

<i nput >

<sync cached-tine="20130722144516.217Z7" cl ass-nane="User" event-

i d="sl es10sp3#20130722144515#2#2" from nmove="true" qualified-src-
dn="0=novel | \ CN=Auser 1" src-dn="\ SLES10SP3- TREE\ Novel | \ Auser 1"

ti mest anp="0#0">

<associ ati on state="associ ated">{ D6B73031- 695D 074e- AAAD- D6B73031695D} </
associ ati on>

</ sync>

</input>

</ nds>

Rule Engine Does Not Honor the Mode Specified in the Set
or Add Destination Attribute Value

When a rule set has more than one action to add additional attributes, at the time of adding an
event to the destination object, the rule engine considers only the mode of the first attribute value.
It ignores the modes of the attributes in the rest of the actions and applies the mode that you set for
the first action.

For example, if the mode specified for the first action to add the destination attribute value is af t er
the current operati on (sothat attribute value is set in a modify event after the add event) and
the rest of the actions to set destination attributes have the add t o current operati on mode,
the rest of the actions also end up being part of the modify event and not the add event, as
expected.

To work around this issue, move all of the actions to add destination attributes with mode af t er
the current operationtothe end of the rule set. Then the attributes with add to current
oper at i on will be part of an add event and the rest will be in a separate modify event.

Reassociating a Driver Set Object with a Server

A driver set object is associated with a server. If the association becomes invalid for some reason, it is
indicated by one of the following:

+ When upgrading eDirectory on your ldentity Manager server, you get the error
Uni queSPI Exception error -783.

+ No server is listed in the Servers tab on the driver or driver set.

+ Aserveris listed next to the driver in the Identity Manager Overview screen, but the name is
garbled text.

To resolve this issue, you must disassociate the driver set object and the server, and then reassociate
them:

1 IniManager, open the Identity Manager Administration page.

2 In the Administration list, click Identity Manager Overview.
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3 In the Search in field, specify the fully distinguished name of the container where you want to

start searching and then click | ¥}, or click the browse icon to browse for and select the container
in the tree structure.

Click the driver set object that you want to reassociate with a server.
On the Overview tab, click Servers.
Click Remove server.

Click Add server.

N o o un b

NOTE: When you reassociate a driver set object with a server, all drivers are disabled, and all
passwords are cleared.

Association Statistics Tool Displays Incorrect Grouping of
Drivers in the Dashboard

If a driver is not initialized, iManager displays the driver in the IDM Driver (Other) group on the
association statistics dashboard. This is because the driver configuration does not populate the
group ID for the driver.

To work around this issue, make sure that the driver is initialized with the connected system.

Association Statistics Tool Displays an Error for No-
Reference Associations

If you attempt to calculate no-reference associations using the association statistics tool, iManager
displays an ERR_FAI LED AUTHENTI CATI ONerror. This issue is randomly observed.

To work around this issue, run the Association Statistics job again.

Cannot Edit Large Mapping Tables by Using iManager Plug-
ins

Issue: When you modify a large mapping table that has approximately 8000 entries by using
iManager plug-ins for Identity Manager, iManager reports a Java exception in the cat al i na. out
file and logs you out of the application.

This issue is not reported in Designer.
Workaround: Remove the post request size and parameter limit from Tomcat’s server . xmi file.

1 Navigate to the server. xml file. For example, / var/ opt/ novel | / t ontat 8/ conf or
C.\Program Fi | es\ Novel I\ Tontat\ conf\.

2 Add the following attributes under the <Connect or > entry in the file.
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maxPar anet er Count =" - 1"
maxPost Si ze="-1"

3 Restart the iManager service.

204  Troubleshooting



A Data Synchronization Flow

Identity Manager uses four main components to synchronize data between the Identity Vault and
the connected system (external application).

*

*

This section contains a brief explanation of the Identity Manager processes applied to data that
flows between Identity Manager and the connected system.

*

*

*

*

The Identity Manager engine that provides the framework.

The Identity Manager policies that control the mapping of attributes and classes and the

matching and creation of entries.

Event filters that control the direction of data synchronization.

The Identity Manager driver shim that serves as an interface between the application and the

Identity Manager engine.

“The Identity Vault” on page 205

“The Shim” on page 209

“Channels” on page 210

“Events and Commands” on page 210
“Schema Mapping Policy” on page 211
“Event Transformation Rule” on page 211
“Filter” on page 212

“Add Processor” on page 213

“Matching Rule” on page 214

“Create Rule” on page 215

“Placement Rule” on page 216

“Command Transformation Rule” on page 217

“Rules, Policies, and Style Sheets” on page 217

The Identity Vault

The Identity Vault is a repository of identity information. It is also called the NetlQ eDirectory tree.

The Identity Vault stores information specific to Identity Manager, such as driver configurations,

parameters, and policies.

The Identity Vault has an extensive schema which may be customized. The Identity Vault can be

viewed narrowly as a private data store for Identity Manager or more broadly as a Identity Vault that

holds enterprise-wide data, that you want to synchronize amongst applications including various

directories, databases, phone systems, operating systems, and Human Resource systems. The data in
the vault is available to any protocol supported by eDirectory, including NCP (NetWare Core
Protocol), LDAP, and DSML. Identity Manager eases the administrative efforts of large enterprises by
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preventing administrative effort duplication. For example, data synchronized from a Lotus Notes
system to a SAP HR database is first added to the Identity Vault and then sent to the SAP HR
database.

A typical Identity Manager environment has an Identity Vault at the center with other applications
connected to it. The Identity Manager architecture can be thought of as multiple one-to-one
relationships or a hub-and-spoke relationship. Each individual relationship is between the Identity
Manager, Identity Vault, and a specific connected application.
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Figure A-1 Fishbone View
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A driver is an application shim combined with policies that allows Identity Manager to communicate
with an external application in order to synchronize data between the application and the Identity
Vault. Note that the term driver and shim are interchangeable. In Figure A-1, the shim is located at
the top, linked to an external application and the Identity Vault. Between the driver shim and the
Identity Vault are the rules which manage the data.

Data flows through an Identity Manager system in the form of XML documents. Identity Manager
has a vocabulary of XML named XDS which is used to represent the state of objects and data
operations with the corresponding attribute values.

The Identity Manager engine uses the shim to deliver and consume information with a connected
system. It uses the driver configuration rules to decide how and what to do.

Drivers connect to the applications in order to manage objects and entities. A driver has two basic
responsibilities:

+ Report data changes (events) in the application to the Identity Manager engine.

+ Carry out data changes (commands) submitted by the Identity Manager engine to the
application.

The combination of a connected system driver, application connection information, and a set of
policies is referred to as a driver configuration. Driver configurations are stored in a set of directory
objects in the Identity Vault. The DirXML-Driver object contains other objects that define the policies
and parameters associated with the configuration.

The driver configuration defines a data pipeline between a connected system and the Identity Vault.
The driver configuration defines what might be synchronized and how to map eDirectory schema to
a connected system schema or metadata. For example, in an HR application, a user’s first name
might be referred to as First Name and Given Name in the Identity Vault. In the namespace of the
connected system, you refer First Name, but in the name space of the Identity Vault you refer Given
Name. In Identity Manager, most of the time you work with the attribute names in the Identity Vault
namespace.

A relationship is established between an Identity Vault object and an connected system object when
the two objects represent the same entity. This relationship is called an association and is stored in

the Identity Vault on the associated Identity Vault object. The association establishes a relationship

between the Identity Vault object and the object in the connected system. Key values that uniquely
identify objects in connected systems include Global Unique Identifiers (GUIDs), DNs, primary keys in
databases, and so on. Each driver is coded to use a specific key.

The Shim

A shim is compiled code that handles translating commands and data between the connected
system and ldentity Manager.

The driver shim is often written in Java, which uses native application programming interface (API)
calls that the system makes available to developers. APIs can include LDAP standard calls, native
Windows Active Directory calls, and JDBC connections for SQL databases. The shim has the following
responsibilities:

+ Translating what the application understands to a standard XML document

+ Creating and maintaining the connection to the connected application
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+ Managing the commands sent from Identity Manager and the connected application

+ Monitoring the connected application for changes
For example, if the connected system is an HR system, and a new person is hired, the shim needs to
build an XML document that describes this information. In Identity Manager terminology, this is an

Add event and an XML document is built to describe this event to the Identity Manager engine. The
event is submitted to the engine and a new user is created in the specified location.

After the new user object is created in the Identity Vault, an event is generated for other drivers that
monitor changes to user objects. For example, if you have the GroupWise driver deployed, an Add
event is generated for the GroupWise driver to create an e-mail box for the new user.

Channels

The flow of data between the Identity Vault and a connected system has two directions named
Publisher and Subscriber. These directions are named from the point of view of the connected
system:

¢ The Subscriber channel is the channel in which data flows from the Identity Vault to the
application via the shim. The applications subscribe to data from the Identity Vault.

+ The Publisher channel is the channel in which data flows from the application to the Identity
Vault. The applications publish data to the Identity Vault.

There are cases in which policy might cause data to conceptually flow backward in a channel. This is
referred to as channel write-back.

Events and Commands

The distinction between Events and Commands is subtle but important. The report of a change in
data at the channel input is an event. Events occur both in the Identity Vault and in the connected
system. Examples of events include:

+ Creation of an object

+ Modification of object attribute values

+ Changing of an object's name

+ Movement of an object within the object hierarchy

+ Deletion of an object
An event coming from the Identity Vault sent over the Subscriber channel is eventually turned into a
command to be submitted to the driver shim to cause some change in the connected system. An
event coming from the application sent over the Publisher channel is eventually turned into a

command to be submitted to the Identity Vault to synchronize the change that occurred in the
application.

Commands are the output of a driver channel. When the shim sends an event notification to Identity
Manager, the shim is informing Identity Manager of a change in data that occurred in the connected
system. Identity Manager then determines, based on configurable policies, which commands, must
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be sent to the Identity Vault. When Identity Manager sends a command to the shim, Identity
Manager has already taken an Identity Vault event as input, applied the appropriate policies, and
determined that the change in the connected system represented by the command is necessary.

From the point of view of the overall system, if a command from one driver on its Publisher channel
is creating or updating an object in the Identity Vault, it might cause events to be submitted on the
Subscriber channels of other drivers in the system. This allows changes to cascade, flowing to all
connected systems.

Schema Mapping Policy

The Schema Mapping policy applies to both the Subscriber channel and to the Publisher channel.
The purpose of the Schema Mapping policy is to map schema names, particularly attribute names
and class names, between the Identity Vault namespace and the connected system namespace. The
Schema Mapping policy is applied before the Output Transformation policy when Identity Manager
submits or returns a document to the shim and after the Input Transformation policy when the
driver submits or returns a document to the Identity Manager.

Referring to the example of a new hire used earlier, the HR system uses First Name and the Identity
Vault uses Given Name, when both refer to the same attribute. The Schema Mapping policy handles
the change in names between the connected system's namespace and the Identity Vault's
namespace.

The Schema Mapping policy is bidirectional. It overlaps both channels. On the Publisher channel, the
connected system's names are mapped to the Identity Vault. On the Subscriber channel, the Identity
Vault names are mapped to the connected system.

Event Transformation Rule

The Event Transformation rule operates on events reported on a channel input. The Subscriber and
Publisher channels usually have different Event Transformation rules. The purpose of the Event
Transformation rules is to modify the report of the events before the events are processed further by
Identity Manager. Note that Merge operations do not transit the Event Transformation rule.

There are many common applications for the Event Transformation rules, including:

+ Scope filtering (for example, only allow events on objects in a particular subtree, or with a
particular attribute value)

+ Custom event filtering (for example, disallow moves or deletes)

+ Transforming the event directly into a custom command to be passed to the connected system

+ Generating additional events

Publisher

The input to the Publisher channel is a description of an event coming from the connected system.
The purpose of the Event Transformation rule is to modify that event description. This is applied
after the Input Transformation policy and Schema Mapping policy, but before any other policy-based
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event processing. The policies implemented in the Event Transformation rule act on the event, such
as Add, Delete, or Modify, and not on the data in the event. This is the place where policies are
applied to events. For example, you can apply a policy that blocks add events.

If an Add operation is converted into a Merge operation, the current document is discarded, and the
filter is used to query to both the connected system and to Identity Vault for all values. The setting
for each attribute in the filter is used to decide what to do with the data. The options include
overwriting the source information with the information from the destination, overwriting the
destination with the source, combining the two and updating both with the results, or doing
nothing.

If an Add event contains an association value, the Identity Manager engine turns it into a Modify
event.

Subscriber

The input to the Subscriber channel is a description of an event coming from the Identity Vault. In
many cases, the filter might be used to determine the types of objects you want, and the attributes
of those objects, but the Event Transformation policy can be used to further customize the events.
This can be referred to as scope filtering, and it allows for much finer control of what gets through.

For example, you can use filter to specify user objects. It assumes that you want all users
synchronized. If a connected system is limited to a subset of all users, then the Event Transformation
policy is used to decide if an event for an object is in scope or not. For example, if your connected
system should have only users with a department attribute of Sales in it, then a rule on the Event
Transformation policy to block any event that is for a user that does not have Sales as its department
can accomplish this goal.

Filter

The filter controls the flow of data between the Identity Vault and the connected system. The filter
plays several roles in an Identity Manager driver configuration. Figure A-1 shows filter in four places
representing most of its roles, but there is really only one filter for the driver.

The driver filter specifies the classes of objects and the attributes of those objects for which Identity
Vault processes events and commands for both channels. The filter instructs the Identity Manager
engine about events and information the driver's configuration is interested in. From the Identity
Vault side, events are queued for the driver if they match an object class in the filter, and if they
match an attribute that is set to Sync, Notify, or Reset. Events that occur in the Identity Vault that do
not match the data types specified in the filter are ignored by this driver. Similarly, for the
application, events that occur that do not match the data types specified in the filter are ignored,
though the shim might still have to examine them to see if they need to be handled. For example, if
the Identity Manager driver configuration should synchronize only user information, the filter
specifies User objects and modification to other Identity Vault objects is ignored. From the possible
User class attributes, the filter specifies the selected attributes, such as CN, Given Name, Surname,
and Telephone Number. Modifications to other user class attributes is ignored.The user object class
and set of related data attributes are listed in the filter for most connected systems.

While the channels allow for data flow, policies and filters are placed in the channel to regulate what
gets through and how it looks when it reaches the destination. For example, by configuring the
driver filter you can block an attribute value, such as a telephone number from reaching the Identity
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Vault from the connected system or vice versa. This helps to regulate whether the Identity Vault or
the connected system is the authoritative source to meet specific business requirements. For
example, if the filter for the relationship between the PBX system and the Identity Vault allows an
employee's telephone number to flow from the PBX system into the Identity Vault but not from the
Identity Vault to the PBX system, then the PBX system is the authoritative source for the telephone
number. If all other connected system relationships allow the telephone number to flow from the
Identity Vault to the connected systems, but not vice versa, the net effect is that the PBX system is
the only authoritative source for employee telephone numbers in the enterprise.

+ “The Sync Attribute” on page 213
+ “The Notify Attribute” on page 213

The Sync Attribute

On the Publisher channel, when an event has been queued for the channel to process and it has
passed through the Input Transformation rule, the Schema Map, and the Event Transform, the Sync
attributes are selected from the input document, and any attributes not set to Sync or Notify are
removed. Attributes that are set to Reset are also handled by querying Identity Vault for the correct
value, and having the correct value sent back to the connected system to undo the change that has
just been made.

On the Subscriber channel, the Sync filter works the same way it works for the Publishes channel.
The only difference is that events are coming from the Identity Vault instead of the connected
system.

The Notify Attribute

Notify is a way for attribute data to be used in the event document, without it actually being
synchronized to the Identity Vault. For example, you need a person's first name, middle name, and
last name from your HR system in order to create an account, but you do not actually want to store
the middle name in the Identity Vault. By setting the middle name attribute to Notify, you can access
the attributes value without having to store it in the Identity Vault. Any attributes set to Notify are
stripped out of the document prior to being submitted to the destination.

Add Processor

+ “Publisher” on page 213
+ “Subscriber” on page 214

Publisher

The Add Processor is used to decide if an event is an add document. This is a branching point in the
driver's processing of the event. An add document is redirected to the Matching rule. The shim
supplies the association value, allowing the Identity Manager engine to quickly and easily find the
correct object in the Identity Vault. Associations are created as a match between two objects or
when an object is newly created in either the Identity Vault or the connected system. After an
association is formed between objects, this association remains in effect until the objects are
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deleted or the association is deleted by the administrator. Well-designed Matching rules automate
the creation of associations between existing objects in the Identity Vault and the connected system.
For more information, see “Associations” on page 220.

If it is not an add document, it moves on to the Command Transformation as the next step.

Subscriber

On the Subscriber channel, the Add Processor is used to decide if an event is an add document. This
is a branching point in the driver's processing of the event. An add document is redirected to the
Matching rule. The Identity Manager engine uses the association value of an Identity Vault object to
allow the shim to modify the correct object in the connected system. For more information, see
“Associations” on page 220.

If it is not an add document, it moves on to the Command Transformation as the next step.

When a Modify event does not contain an association that resolves to an actual object when it
arrives at the Add Processor, the Identity Manager engine attempts to create it. This is the Synthetic
Add process, and it can happen on either the Publisher or the Subscriber channel.

The Identity Manager engine uses the Modify event to figure out which object to work with. It then
uses the filter to query back to get all attributes that are available for that object that are set to Sync
or Notify on the current channel. It discards the Modify event and builds an Add event to replace it.
The Add event is forwarded through the Matching, Create, Placement, and Command Transform
rules (on the Subscriber it also goes through the Schema Map and Output Transform). The Event
Transformation rule is not applied for Synthetic Adds. This is due to the rule location before the Add
Processor.

Matching Rule

Matching rules establish links between an existing object in the Identity Vault and an existing object
in the connected system. The matching rules specify which class and attribute values must match for
an object in the Identity Vault and an object in the connected system to be marked as corresponding
entries.

A good matching rule requires you to investigate both systems involved, and find the data that
guarantees a 1:1 mapping between them. Attributes such as employee ID number, email address,
and badge number are some of the more common pieces of data used for matching criteria. If there
is no single attribute available, the combinations of attributes might be used. Matching on Surname
only is not a good criteria. For example, in larger organizations, there might be a possibility that two
employees have the same last name. Matching on Surname + Given Name would produce higher
quality matches and matching on Surname + Given Name + Department would further increase the
probability of correct matching. If a match is successful, an association between the two objects is
created. If a match is not successful, the Create rules are used.

¢ “Publisher” on page 215
+ “Subscriber” on page 215
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Publisher

The Matching rule is used to link an object in the Identity Vault with the corresponding object in the
connected system. For example, if you are connecting an existing HR system to an existing eDirectory
system, there are people in the HR system, and users in the Identity Vault, and they both represent
the same user. The Matching rule contains rules which allow Identity Manager to determine that
“Joe Doe” in HR system is “jdoe13” in the Identity Vault.

The Matching rule uses matching criteria and queries Identity Vault looking for a matching object.
The Matching rule returns zero when no object is matched, so that the Add event continues to be
processed. It returns one when one matching object is found, which means that the object in the
input document matches an object in the Identity Vault. After the objects are matched, the data
between the two objects is merged based on filter settings. If the Matching rule finds more than one
matching object, the Identity Manager engine treats this as an error and quits the transaction. You
should either modify the Matching rule or manually handle this conflict.

Subscriber

On the Subscriber channel, the Matching rule works on the Add events and uses the Identity Vault
data to query the connected system looking for matching objects.

Create Rule

The Create rules are applied to the Add events when the Matching rules fail to find a match. The
Create rules specify the minimum set of data that an event must have before an object can be
created in the Identity Vault or the connected system.

+ “Publisher” on page 215
+ “Subscriber” on page 216

Publisher

If the Matching rule does not find a matching object in the Identity Vault, the Create rule is applied
to the document to ensure that the document contains sufficient information. It is also used to
supply default values for attributes, and it might specify a template to be used in the creation of the
new object. From the Identity Vault side, a user object must have a name (CN or UID) and it must
have a Surname. While this might be enough for Identity Vault objects to be created, most
organizations might need additional information before creating an account. The driver can reject
documents that do not contain sufficient information to continue processing.

The Create rule can also veto an Add event if the Add event fails to meet the conditions imposed by
the Create rule. For example, if the Create rule requires an object to have a telephone number and it
doesn't have one, the Add event is vetoed.

The discarded events are reprocessed when the additional attribute information is added in the
connected system. This results in a Modify event without an associated object, which the Add
Processor converts to a Synthetic Add.
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Subscriber

The Create rule in Subscriber works the same as the Publisher channel in determining if an event has
sufficient information to create an object in the connected system. This requires knowledge of the
connected system and its technical or business requirements.

The Create rule is often used to examine the attributes available for the new object (from the source
event) and vetoes the creation of the new object if one or more required attributes is missing. The
most common example on the Subscriber channel is to require a password. Normally a user is
created in the Identity Vault in two stages, first as a user object and then as a second operation a
password is set. It is very common to see that the object is created, but the Create rule fails due to
the lack of password which is a required attribute for creating a new user object. A moment later
when the password event comes through, the new object is successfully added.

Placement Rule

+ “Publisher” on page 216
+ “Subscriber” on page 216

Publisher

If the Matching rule determines that there are no matching objects, and the Create rule verifies that
the event meets the minimum requirements, the Placement rule specifies which object to create,
and where to place. For the Publisher channel, the object created is placed in the Identity Vault using
the naming rules contained in policy. For example, the Identity Vault places all objects in the

Dat a\ User s\ container.

Subscriber

On the Subscriber channel, the Placement rule works the same as the Publisher channel. Placements
in connected systems can be simple or complex. A simple Placement rule places all objects in the
same location.

Placements in the connected systems require a detailed knowledge of how objects are represented
in the connected system.

A more complex example might use an HR location code attribute to determine where to place an
object. You can use a Mapping Table to help establish the relationship between a placement location
and an attribute value.
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Command Transformation Rule

The Command Transformation rule operates on commands that are about to be issued to a channel
output. The Subscriber and Publisher channels usually have different Command Transformation
rules. The purpose of the Command Transformation rule is to provide final processing on commands
before the commands are sent to the Identity Vault or to the connected system.

Some possible applications for the Command Transformation rule include:

+ Changing the command type (for example, an object delete command might be transformed
into a modification that will cause the object to be archived)

+ Blocking commands
+ Adding additional commands

+ Controlling the output of the Identity Manager engine's Merge process

+ “Publisher” on page 217
+ “Subscriber” on page 217

Publisher

All events pass through the Command Transformation rule. This is where the earlier branch at the
Add Processor rejoins the flow. Most of the driver policies reside in the Command Transformation,
because conceptually this is where the conversion from event to command happens. Up to this
point, the document has been describing an event that has happened in the connected system. Now
that event is converted into a command and applied to the Identity Vault. It is the last chance to
modify a command before it is applied to the Identity Vault.

Subscriber

On the Subscriber channel, most of the driver policies reside in the Command Transformation,
because conceptually this is where the conversion from event to command happens and before the
Schema Mapping policy is applied. Both the Schema Mapping policy and the Output Transformation
policy are executed after the Command Transformation policy on the Subscriber channel. Up to this
point, the document has been describing an event that occurred in the Identity Vault. Now this
event is converted into a command and applied to the connected system.

Rules, Policies, and Style Sheets

Within any one of the rules covered above (Input Transform, Command Transform, etc.) are zero or
more policies. Some of these may come from the preconfigured driver import used as a starting
point. Others could be customizations of the driver configuration.

A rule in Identity Manager is a collection of policies. Each rule has conditions that have to be met,
and actions to be carried out when the conditions are true. The grammar of the conditions is meant
to be human readable and generally to make sense. For example, a condition of “if object class equal
user” would be True if the object being described in the current document is a User object, and
would be False if the object is a Group. Conditions are made up of Condition Groups. Within a
Condition Group, all of the conditions can be combined with And or Or, and the result must be True
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for the Condition Group to evaluate to True, otherwise it evaluates to False. Multiple Condition
Groups can also be combined, using And and Or. Once the Condition Group(s) have evaluated to
True, the Rule's Actions are performed.

Figure A-2 Policy Builder Conditions

v % Condition Group 1
v % Iif operation equal "add"

|Aﬂd.| v % if class name equal "User"

+ % Condition Group 2
v % if operation equal "add"

|Aﬂdl| v % if class name equal "Group"

Actions can act on the current document, and in many cases this is sufficient. But Actions can also
guery the source or destination, which could be Identity Vault or the connected system, depending
on which channel you are on, for additional information. Actions can change the current document
in to a modified version of itself, or can block it entirely. Actions can be used to make different
documents. A document describing a delete event in a connected system could be tested by a
Condition (if operation equal delete), and acted on by a set of Actions to prevent the associated
object from being deleted in Identity Vault (veto), but to modify that object to remove its association
value for this application (remove-association), and to disable it (set destination attribute value
Login Disabled = True).

Figure A-3 Policy Builder Actions

v % remove association(association{Association()))

v & setdestination attribute value("Login Disabled", "True")

Policies define what data is transferred and how the data is synchronized between the connected
system and the Identity Vault. A default set of policies is available with the driver configuration.
Other policies might be local customizations of the driver. You can write policies using the DirXML
Script, XSLT, or ECMA Script.

The purpose of a policy is to make changes to the input document and produce an output
document. Most policies are evaluated either on the Subscriber channel or on the Publisher
channel. The Schema Mapping policy, the Input Transformation policy, and the Output
Transformation policy are evaluated on both channels. For example, one organization might use the
i net Or gPer son as the main user class, while another organization might use User. A policy can be
implemented to add the phone number change to ani net Or gPer son for the first organization,
and a separate rule can be implemented to make it work for the User class. Policies make schema
transformations, specify matching criteria to determine if an object already exists in the connected
system or the Identity Vault, and many other things. Because of this, an Add event reported by your
connected system might end out as a Modify operation in the Identity Vault, if a matching policy
determines that the object you added already exists in the Identity Vault.
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On the Subscription channel, when a new user is created in the Identity Vault and you want it
created in the connected system, before sending this command to the driver, the Identity Manager
engine calls a series of policies. These policies define the way objects are created and determine if a
corresponding user already exists in the connected system, make decisions about placement,
provide default values for required attributes that are not specified, and so on. This Add event might
be transformed into a Modify event if the object exists in the connected system. Attributes that were
not contained in the original event could be added to conform with the object creation model of the
connected system.

Style sheets define XSLT transformation rules. Style sheets transform input or output commands into
a different command, change an event from one type to another, or perform other arbitrary XML
transformations. For more information, see Identity Manager Style Sheets.

+ “Input Transform Rule” on page 219

+ “Output Transform Rule” on page 220
+ “Associations” on page 220

+ “Synthetic Adds” on page 221

+ “Merge Processing” on page 223

Input Transform Rule

The Input Transformation rule applies to both the Subscriber channel and to the Publisher channel.
The purpose of the Input Transformation rule is to perform a preliminary transformation on all XML
documents sent to Identity Manager by the connected system and returned to Identity Manager
from the connected system. The Input Transformation rule is applied to the XML documents sent to
Xm CommandPr ocessor . execut e and Xm Quer yProcessor . query when called by the
connected system and to the XML documents returned from Subscri pti onShi m execut e and
Xm Quer yProcessor. query when called by Identity Manager engine. The Input Transformation
policy is applied before the Schema Mapping policy.

The Input Transform rule is often used to transform data from the application format into the
Identity Vault format. When the Input Transformation is used for data format transformations the
Output Transformation policy usually performs the data transformation in the opposite direction
(transforms data from the Identity Vault format to the connected system format). This rule operates
in the connected system’s (application's) namespace. For example, it might be used to reformat
data, such as changing a phone number that is formatted as 1(815)555-1212 to 1-815-555-1212.

The Input Transformation rule is also used to perform actions in response to the results of
commands sent to the shim. Note that the schema names are always in the application namespace
in the XML processed by the Input Transformation policy.

Itis also possible to use the Input Transformation rule to transform an arbitrary XML format native to
the connected application to the format expected by Identity Manager. Such transformations must
be written in XSLT because DirXML-Script operates only on the Identity Manager specific XML
vocabulary that is specific to Identity Manager. A few examples are the Delimited Text driver and the
SOAP driver.
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Output Transform Rule

The Output Transformation policy applies to both the Subscriber channel and to the Publisher
channel. The purpose of the Output Transformation policy is to perform a final transformation on all
XML documents sent to the shim by the Identity Manager engine and returned to the shim by
Identity Manager engine. The Output Transformation policy is applied to the XML documents sent to
Subscri pti onShi m execut e and Xm Quer yPr ocessor. query when called by the Identity
Manager engine and to the XML documents returned from Xnl ConmandPr ocessor . execut e and
Xm Quer yProcessor . query when called by the shim. The Output Transformation rule is applied
after the Schema Mapping rule.

The Output Transform rule is the converse of the Input Transform rule. It modifies the command that
is about to be submitted to the shim as required. This usually involves undoing what has been done
in the Input Transform rule. If you have an Input Transform rule that converts phone numbers
formatted as 1(815)555-1212 to 1-815-555-1212, you need to have an Output Transform rule that
converts 1-815-555-1212 to 1(815)555-1212.

You can also use the Output Transformation policy to transform the format used by Identity Manager
to an arbitrary XML format native to the connected application. These transformations must be
written in XSLT because DirXML-Script operates only on the XML vocabulary that is specific to
Identity Manager.

Associations

The Association value is Identity Manager’s way of keeping track of which object in the connected
system matches an object in the Identity Vault. Each driver handles this slightly differently. In almost
all cases, this should be a 1:1 match, so that it is possible to say that “john doe”, employee number
1234567 in the HR system matches exactly with the user object “jdoe13” in the Identity Vault, with
“doe john” in Active Directory, and jdoel3@example.com” in the e-mail system. Most connected
systems have some sort of internal unique identifier, even if it is not the one that you usually see in
the system's management tools. eDirectory and Active Directory have a globally unique identifier or
GUID. Many HR systems have an employee number. E-mail systems usually have a unique email
address value for each person. Identity Manager uses these identifiers to build its association.

Associations are stored in the Identity Vault only. On the Subscriber channel, the Identity Manager
engine uses this value to allow the shim to modify the correct object in the connected system. On
the Publisher channel, the shim supplies the association value, allowing the Identity Manager engine
to quickly and easily find the correct object in the Identity Vault to work with. The following
association states are stored in the Identity Vault:

+ 0 Disabled: Changes in the driver objects are not synchronized with the Identity Vault.

+ 1 Processed: Successful association has been created between the driver objects and Identity
Vault.

+ 2 Pending: The Identity Manager engine identified a modification to an object, and attempted
to match it or create it in the connected system, but was unable to do so.

+ 3-Manual: A manual association was created by the user.
+ 4-Migrate: The account was synchronized or migrated.

+ blank No association: No association has been created.
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Synthetic Adds

When a Modify document without an association encounters the Add Processor, the Identity
Manager engine converts the Modify event into a Synthetic Add process. This process occurs in the
Publisher or the Subscriber channel.

The Identity Manager engine uses the Modify event to figure out which object to work with. It then
uses the filter to query back to get all attributes that are available for that object that are set to Sync
or Notify on the current channel. It then throws away the Modify document and builds an Add
document to replace it. This Add document is then forwarded through the Matching, Create,
Placement, and Command Transformation (on the Subscriber it also goes through the Schema Map
and Output Transformation).
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Figure A-4 Subscriber Channel Association Processor
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Merge Processing

A Merge operation occurs when the Identity Manager engine converts an Add operation into a
Modify operation. This happens most commonly during an initial migration, as the migration sends
objects down a channel, and the Matching rule finds an object that it can use to associate with the
object being migrated.

In a Merge operation, the current document is discarded again (like the Synthetic Add), and the filter
is used to query both the connected system and the Identity Vault for all values. The setting for each
attribute in the filter is used to decide what to do with the data. The options include overwriting the
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source information with the information from the destination, overwriting the destination with the
source, combining the two and updating both with the results, or doing nothing. The following flow
charts illustrate the Publisher Merge Processor and the Subscriber Merge Processor.

Figure A-5 Publisher Merge Processor
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Figure A-6 Subscriber Merge Processor
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Driver Properties

This section provides information about the properties that are common to all drivers. This includes
all properties (Named Password, Engine Control Values, Log Level, and so forth) other than the
Driver Configuration and Global Configuration Values properties.

The information is presented from the viewpoint of iManager. If a field is different in Designer for
Identity Manager, it is marked with a Designer icon.

Driver Configuration

In iManager:

1 Login to iManager, select Identity Manager Administration if not defaulted already.
2 Select Identity Manager Overview, the Identity Manager Overview page appears

3 Click Driver Sets tab, the configured drivers appear.

NOTE: If the driver set is not listed on the Driver Sets tab, use the Search In field to search for
and display the driver set.

4 Click the driver name, the Driver Set Overview page appears.
5 Click the driver actions button and select Edit properties to display the driver’s properties page.

By default, the Driver Configuration page is displayed.

In Designer:

1 Open a project in the Modeler.

2 Right-click the driver icon or line, then select click Properties > Driver Configuration.
The Driver Configuration options are divided into the following sections:

+ “Driver Module” on page 229

+ “Authentication” on page 230

+ “Startup Option” on page 231

+ “Driver Parameters” on page 231

+ “ECMAScript” on page 232

+ “Global Configuration” on page 232

Driver Module

The driver module changes the driver from running locally to running remotely or the reverse.
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Java: Use this option to specify the name of the Java class that is instantiated for the shim
component of the driver. This class can be located in the cl asses directory as a class file, or in the
l'i b directory asa. j ar file. If this option is selected, the driver is running locally.

For example, com m crof ocus. nds. di rxm . driver. sci m SCl Moxi ver Shi m

Native: This option is used to specify name of the . dl | which is developed in native language (such
as C++) for the driver.

For example, addri ver. dl |

Connect to Remote Loader: Used when the driver is connecting remotely to the connected system.
Designer includes two sub options:

+ Remote Loader Connection Parameters: Includes information of the Remote Loader
environment details such as, Host Name, Connection Port, etc.
+ Remote Loader Password: The password for the Remote Loader.

+ Driver Object Password: Specifies a password for the Driver object. If you are using the Remote
Loader, you must enter a password on this page. The Remote Loader uses this password to
authenticate itself to the remote driver shim.

Authentication

This section describes the parameters required for server authentication for Identity Manager
Engine and the Remote Loader.

Field Description

Authentication information for server Displays or specifies the IP address or server name
that the driver is associated with.

Application authentication ¢ Authentication ID: Specify a user application ID.
This ID is used to pass Identity Vault subscription
information to the application.

¢ Connection Information: Specify the IP address
or name of the server the application shim
should communicate with.

+ Set Password: Option to set the application
authentication password.
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Field Description

Remote Loader authentication (Optional): Used only ¢ Host name: Enter the Host Name or IP Address
if the driver is connecting to the application through where the Remote Loader Service has been
the Remote Loader. installed and is running for this driver.

* Port: Enter the Port Number where the Remote
Loader Service has been installed and is running
for this driver. The Default Port is 8090.

¢ KMO: Enter the Key Name of the Key Material
Object containing the keys and certificate used
for SSL The KMO parameter is used only when
an SSL connection exists between the Remote
Loader and the Metadirectory engine.

¢ Other parameters: Enter other parameters
required, if any, in the connection string. These
parameters MUST be in the key-value pair.
Example, par aNarmel =par aVal uel
par aNanme2=par aVal ue2

+ Set Password: The Remote Loader password is
used to control access to the Remote Loader
instance. It must be the same password that is
specified as the Remote Loader password on the
Identity Manager Remote Loader.

Startup Option

The Startup Option section allows you to set the driver state when the Identity Manager server is
started.

Auto start: The driver starts every time the Identity Manager server is started.

Manual: The driver does not start when the Identity Manager server is started. The driver must be
started through Designer or iManager.

Disabled: The driver has a cache file that stores all of the events. When the driver is set to Disabled,
this file is deleted and no new events are stored in the file until the driver state is changed to Manual
or Auto Start.

Driver Parameters

The Driver Parameters section lets you configure the driver-specific parameters. When you change
the driver parameters, you tune the driver behavior to align with your network environment.

The parameters are presented by category:

+ “Driver Settings” on page 232
¢ “Subscriber Settings” on page 232
+ “Publisher Options” on page 232
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Driver Settings

Custom Java Extensions: Select Show if you have developed custom Java classes to extend the driver
shim’s functionality. Otherwise, select Hide.

+ Document Handling: Select Implemented if you have developed a custom Java class to process
data as XML documents. Otherwise, select None.

+ Class: Specify the class by using a complete package identifier. For example,
com novel | . Docunent Modi fi er.

+ Init Parameter: Specify the parameter to pass to the init() method of the specified class.
The init method is responsible for parsing the information contained in this string. Leave
this field blank if the configuration string is not required for the class.

Subscriber Settings

Authentication Method: The authentication types are configured based on the parameters that the
connected application supports. For more information on the authentication types the driver
supports refer to the specific driver guide on the Identity Manager Drivers Documentation Website.

Publisher Options

Once the driver is configured, You can edit the publisher options to specify Polling Interval, Polling
Resources and Heartbeat Interval. Navigate to Driver Configuration > Publisher Options tab to edit or
specify these options. For more information refer to the specific driver guide on the Identity
Manager Drivers Documentation Website.

ECMAScript

Displays an ordered list of ECMAScript resource files. The files contain the extension functions for
the driver that Identity Manager loads at the time of driver starts. You can add additional files,
remove existing files, or change the order the files that are executed.

Global Configuration

Displays an ordered list of Global Configuration objects. The objects contain extension GCV
definitions for the driver that Identity Manager loads at the time of driver starts. You can add or
remove the Global Configuration objects, and you can change the order in which the objects are
executed.

Named Passwords

Identity Manager enables you to securely store multiple passwords for a driver set or individual
drivers. This functionality is referred to as named passwords. Each different password is accessed by
a key, or name.

You can also use the named passwords feature to store other pieces of information, such as a user
name.
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Engine Control Values

The engine control values are a way that certain default behaviors of the Identity Manager engine
can be changed. The values can be accessed only if a server is associated with the Driver Set object.

Option

Description

Subscriber channel retry
interval in seconds

Qualified form for DN-syntax
attribute values

Qualified form from rename
events

Maximum eDirectory
replication wait time in
seconds

Use non-compliant
backwards-compatible mode
for XSLT

Maximum application
objects to migrate at once

The Subscriber channel retry interval controls how frequently the Identity
Manager engine retries the processing of a cached transaction after the
application shim's Subscriber object returns a retry status.

The qualified specification for DN-syntax attribute values controls whether
values for DN-syntax attribute values are presented in unqualified slash form
or qualified slash form. A True setting means the values are presented in
qualified form.

The qualified form for rename events controls whether the new-name
portion of rename events coming from the Identity Vault are presented to
the Subscriber channel with type qualifiers. For example, CN=. A True setting
means the names are presented in qualified form.

This setting controls the maximum time that the Identity Manager engine
waits for a particular change to replicate between the local replica and a
remote replica. This affects only operations where the Identity Manager
engine is required to contact a remote eDirectory server in the same tree to
perform an operation and might need to wait until some change has
replicated to or from the remote server before the operation can be
completed (for example, object moves when the Identity Manager server
does not hold the master replica of the moved object; file system rights
operations for Users created from a template.)

This control sets the XSLT processor used by the Identity Manager engine to a
backwards-compatible mode. The backward-compatible mode causes the
XSLT processor to use one or more behaviors that are not XPath 1.0 and XSLT
1.0 standards-compliant. This is done for backward compatibility with
existing DirXML style sheets that depend on the non-standard behaviors.

For example, the behavior of the XPath “I=" operator when one operand is a
node-set and the other operand is other than a node-set is incorrect in
DirXML releases up to and including Identity Manager 2.0. This behavior has
been corrected; however, the corrected behavior is disabled by default
through this control in favor of backward compatibility with existing DirXML
style sheets.

This control is used to limit the number of application objects that the
Identity Manager engine requests from an application during a single query
that is performed as part of a Migrate Objects from Application operation.

If java.lang.OutOfMemoryError errors are encountered during a Migrate from
Application operation, this number should be set lower than the default. The
default is 50.

NOTE: This control does not limit the number of application objects that can
be migrated; it merely limits the batch size.
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Option

Description

Set creatorsName on objects
created in Identity Vault

Write pending associations

Use password event values

Retry Out of Band events

Use Rhino ECMAScript
engine

Enable Subscriber Service
Channel

This control is used by the Identity Manager engine to determine if the
creatorsName attribute should be set to the DN of this driver on all objects
created in the Identity Vault by this driver.

Setting the creatorsName attribute allows for easily identifying objects
created by this driver, but also carries a performance penalty. If not set, the
creatorsName attribute defaults to the DN of the NCP Server object that is
hosting the driver.

This control determines whether the Identity Manager engine writes a
pending association on an object during Subscriber channel processing.

Writing a pending association confers little or no benefit but does incur a
performance penalty. Nevertheless, the option exists to turn it on for
backward compatibility.

This control determines the source of the value reported for the
nspmDistributionPassword attribute for Subscriber channel Add and Modify
events.

Setting the control to False means that the current value of the
nspmDistributionPassword is obtained and reported as the value of the
attribute event. This means that only the current password value is available.
This is the default behavior.

Setting the control to True means that the value recorded with the eDirectory
event is decrypted and is reported as the value of the attribute event. This
means that both the old password value (if it exists) and the replacement
password value at the time of the event are available. This is useful for
synchronizing passwords to certain applications that require the old
password to enable setting a new password.

This control determines whether the out-of-band sync events should be
retried or not if the retry status for the out-of-band sync event is received.

If the control is set to False, the out-of-band sync is not retried. If it is set to
true, the out-of-band sync is retried till its successful.

Determines whether the Identity Manager engine uses the Rhino ECMAScript
engine. The engine uses Rhino as the default ECMAScript engine.

This control is true by default, if you set this control to false engine uses
Nashorm script.

Determines whether the Identity Manager engine processes the out of band
queries on the Subscriber Service channel of the driver. Some common
examples of these queries are code map refresh, data collection, and queries
triggered from dxcmd.

When this control is set to true, the channel separately processes these
queries without interrupting the normal processing of events.

Currently, this control is only available for use with the JDBC Fan-Out driver
(enabled by default).
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Option

Description

Enable password
synchronization status
reporting

Combine values from
template object with those
from add operation

Allow event loopback from
publisher to subscriber
channel

Revert to calculated
membership value behavior

Maximum time to wait for
driver shutdown in seconds

This control determines whether the Identity Manager engine reports the
status of Subscriber channel password change events.

Reporting the status of Subscriber channel password change events allows
applications such as the Identity Manager User Application to monitor the
synchronization progress of a password change that should be synchronized
to the connected application.

This value determines whether the Identity Manager engine combines like
values from a creation template and an add operation when performing the
add operation. Setting the value to True causes the template's multi-valued
attribute values to be used in addition to the values for the same attribute
that are specified in the add operation. Setting the value to False causes the
values from the template to be ignored if there are values for the same
attribute specified in the Add operation.

This value determines whether the Identity Manager engine allows an event
to loop from the driver’s Publisher channel to the Subscriber channel. Setting
the value to False causes the Identity Manager engine to not allow events to
loop back. Setting the value to True causes the Identity Manager engine to
allow events to loop from the Publisher channel to the Subscriber channel.

This value determines the method used by the Identity Manager engine
when performing read and search actions related to group membership.

Setting this value to False (the default setting) causes the Identity Manager
engine, when reading or searching the Member and Group Member
attributes of Identity Vault objects, to return only those values that are
“static” values. Static values are objects that received group membership by
direct assignment to the group rather than inherited assignment through a
nested group.

Setting this value to True causes the Identity Manager engine to revert to the
method used prior to Identity Manager 3.6. In pre-3.6 versions, the Identity
Manager engine's search of the Member and Group Member attributes
retrieved all “calculated” values. Calculated values include objects that are
either 1) statically assigned membership or 2) dynamically assigned
membership by virtue of the nested group hierarchy calculations used by
eDirectory. A search of a group's Members attribute returns any objects that
were directly assigned to the group or that were assigned membership
through a nested group.

This setting controls the maximum time that the Identity Manager engine
waits for the driver’s Publisher channel to shut down. If the driver does not
shut down within the specified time interval, the Identity Manager engine
terminates the driver.
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Option Description

Regular Expression escape This control determines the meta-characters that will be escaped while

meta-characters expanding the local variable when used in a regular expression context. All
characters that need to be escaped must be added as a comma separated list
for this control value.

If a meta-character is not present in the control value, then it will not be
escaped during local variable expansion containing a regular expression.

While using this control, ensure the following:

¢ The value is not left empty. By default, it is populated with S. This
character is required for local variable expansion.

* The value should be a valid comma(,) separated list, otherwise you will
encounter errors during policy evaluation.

* To escape all meta-characters, specify "\,$,*,.,2,*,+,[,1,(,),|" as a value.

¢ If a meta-character need not be escaped, remove that character from
the value.

+ To escape any meta character, specify the meta character followed by a
back slash (\ ).

Ignore Entitlement Changes  This control determines whether the Identity Manager engine ignores or

of other drivers processes entitlement changes of other drivers. The default value is True. This
means that the driver automatically ignores the entitlement changes of other
drivers. If this control is set to False, the entitlement changes of other drivers
are cached and processed by this driver.

Allow Entitlement event This control determines whether the Identity Manager engine allows an
loopback from cprs to entitlement event that is generated by a CPRS assignment to loopback to the
subscriber channel Subscriber channel of the driver. The default value is False. This means that

the event is not looped back to the Subscriber channel. If this control is set to
True, the event flows to the Subscriber channel of the driver.

Log Level

Each driver set and each driver has a log level field where you can define the level of errors that
should be tracked. The level you indicate here determines which messages are available to the logs.
By default, the log level is set to track error messages. (This also includes fatal messages.) To track
additional message types, change the log level.

NetlQ recommends that you use Audit or Sentinel for logging and reporting if possible. See the
Administrator Guide to NetlQ Identity Reporting and NetlQ Identity Manager - Configuring Auditing
in Identity Manager.

Option Description

Use log settings from the DriverSet If this is selected, the driver logs events as the options are set
on the Driver Set object.

Log errors Logs just errors.

Log errors and warnings Logs errors and warnings.
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Option Description

Log specific events Logs the events that are selected. Click the &2 icon to see a list
of the events.

Only update the last log time Updates the last log time.

Logging off Turns logging off for the driver.

Turn off logging to DriverSet, Subscriber Turns all logging off for this driver on the Driver Set object,
and Publisher logs Subscriber channel, and the Publisher channel.

Maximum number of entries in the log (50- Number of entries in the log. The default value is 50.
500)

Driver Image/iManager Icon

Allows you to change the image associated with the driver in iManager. You can browse to and select
a different image from the default image.

The image associated with a driver is used by the Identity Manager Overview plug-in when showing
the graphical representation of your ldentity Manager configuration. Although storing an image is
optional, it makes the overview display more intuitive.

NOTE: The driver image is maintained when a driver configuration is exported.

Security Equals

Use the Security page to view or change the list of objects that the driver is explicitly security
equivalent to. This object effectively has all rights of the listed objects.

If you add or delete an object in the list, the system automatically adds or deletes this object in that
object’s “Security Equal to Me” property. You don’t need to add the [Public] trustee or the parent
containers of this object to the list, because this object is already implicitly security equivalent to
them.

Designer does not list the users the driver is security equals to.

Filter

Launches the Filter editor.
In Designer, the Filter editor is not included with the driver properties.
To access the Filter editor in Designer:

1 In an open project, click the Outline tab (Outline view).
2 Select the driver you want to manage the filter for, then click the plus sign to the left.

3 Double-click the Filter icon to launch the Filter editor.
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Edit Filter XML

Allows you to edit the filter directly in XML instead of using the Filter editor.

In Designer, the XML Filter editor is not included in the driver properties.

To access the XML Filter editor in Designer:

1 In an open project, click the Outline tab (Outline view).

2 Select the driver for which you want to manage the filter, then click the plus sign to the left.

3 Double-click the Filter icon to launch the Filter editor, then click XIVIL Source at the bottom of

the Filter editor.

Misc/Trace

Allows you to add a trace level to your driver. With the trace level set, DSTrace displays the Identity
Manager events as the Identity Manager engine processes the events. The trace level affects only
the driver for which it is set. Use the trace level for troubleshooting issues with the driver when the
driver is deployed. DSTRACE displays the output of the specified trace level.

Option

Description

Trace level

Trace file

Trace file size limit

Trace name

Use setting from Driver Set

Increases the amount of information displayed in DSTRACE. Trace level 1
shows errors, but not the cause of the errors. If you want to see password
synchronization information, set the trace level to 5.

When a value is set in this field, all Java information for the driver is written
to the file. The value for this field is the path for that file.

As long as the file is specified, Java information is written to this file. If you
do not need to debug Java, leave this field blank.

Allows you to set a limit for the Java trace file. If you set the file size to
Unlimited, the file grows in size until there is no disk space left.

Driver trace messages are prepended with the value entered in this field.

This option is available only in Designer. It allows the driver to use the same
setting that is set on the Driver Set object.

Excluded Objects

Use this page to create a list of users or resources that are not replicated to the application. NetlQ
recommends that you add all objects that represent an administrative role to this list (for example,

the Admin object).

Designer does not list the excluded users.
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Driver Health Configuration

Driver health monitoring allows you to view a driver’s current state of health as either green, yellow,
or red, and to define the actions to perform in response to each of these health states. The Driver
Health Configuration options are used to configure the health monitoring.

Driver health is discussed in detail in Chapter 6, “Monitoring Driver Health,” on page 79.

Driver Manifest

The driver manifest is like a resumé for the driver. It states what the driver supports, and includes a
few configuration settings. The driver manifest is created by default when the Driver object is
imported. A network administrator usually does not need to edit the driver manifest.

Driver Cache Inspector

The Driver Cache Inspector displays information about the cache file that stores events being

processed by the driver. The Driver Cache Inspector is discussed in detail in Chapter 9, “Managing
Driver Cache Files,” on page 97.

Designer does not include the Driver Cache Inspector.

Driver Inspector

The Driver Inspector displays information about objects associated with the driver. The Driver

Inspector is discussed in detail in Chapter 8, “Managing Associations between Drivers and Objects,”
on page 91.

Designer does not include the Driver Inspector.
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Understanding Identity Manager
Trace

Data flows through the Identity Manager system in the form of XML documents. Identity Manager
has a vocabulary of XML named XDS. Identity Manger uses XDS to represent the state of objects and
data operations with the corresponding attribute values. Identity Manager uses DirXML Script to
handle identity synchronization events. DirXML Script is an XML-based language and consists of
conditions, actions, noun, and verb tokens to modify the data exchanged between the Identity Vault
and the external data store. DirXML Script takes the XDS document, determines what needs to be
done using the conditions, and then builds the document using the actions.

Identity Manager provides several options for capturing information about the background actions
that occur when transactions are processed through Identity Manager. The following are the
options:

+ Capturing a driver set trace
+ Capturing a driver trace

+ Using eDirectory’s ndstrace

The most common method of capturing information of an issue with a specific driver is using the
driver trace. The driver set trace is used while troubleshooting issues related to the driver set, such
as issues related to Identity Manager jobs. ndstrace is an all-encompassing trace tool that can be
used for tracing information about drivers, driver sets, and eDirectory. Long traces can be hard to
read and confusing at times if multiple drivers are running on the server at the same time. This
section focuses on explaining how Identity Manager tracing works.

By enabling trace, you can analyze the type of operation and data flowing between systems or the
changes made by a driver’s logic in both data and operations. For example, a trace can show you an
event before entering a policy, so the starting conditions are known. You can see when a rule
executes, evaluation of its conditions, whether the rule is selected, actions taken, and the tokens
evaluated. The resulting document is shown after leaving the rules in the policy. You can configure
the trace to print a text file containing messages about the status of Identity Manager processes for
further analysis. This is helpful while developing drivers and for troubleshooting issues in a
production environment.

NOTE: Use tracing only during testing and troubleshooting Identity Manager. Runningitin a
production environment increases the load on the Identity Manager server and can cause slow
processing of the events.

Prerequisites

To correctly interpret the trace messages, you must have a good understanding of the following:

+ |dentity Manager core architecture. For more information, see What Are Policies? in the Net/Q
Identity Manager Understanding Policies Guide.
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+ Flow of policies. For more information, see How Policies Function in the Net/Q Identity Manager
Understanding Policies Guide.

+ Identity Vault schema. For more information, see Managing the Schema (https://
www.netig.com/documentation/edirectory-9/edir_admin/data/a4a9bz0.html).

+ DTD (Document Type Definition) for DirXMLScript and XDS (NDS DTD). For more information,
see DTD Reference (https://www.netiq.com/documentation/identity-manager-developer/dtd-
documentation.html).

¢ <input> and <output> tags in NDS DTD.

+ Input: Encapsulates events or commands sent as input to a driver or Identity Manager.
All <nds> documents sent as a parameter to Identity Manager or driver interface
method should contain exactly one <i nput > tag.

+ Output: Result of the events or commands returned to a driver or Identity Manager.
All <nds> documents returned from Identity Manager or the driver interface method
should contain exactly one <out put > tag.

Configuring Trace

You can configure trace on a driver set, driver, or the Remote Loader.

Depending on the trace level specified for a driver, trace displays driver-related events when the
engine processes the events. The driver trace level affects only the driver or driver set where trace is
set. If you are using the Remote Loader, the Remote Loader trace file is set directly on the Remote
Loader and contains only the driver shim trace.

Configuring Trace Levels

You can configure trace levels in Designer or iManager. To configure the trace in iManager, ensure
that you have appropriate plug-ins for your version of Identity Manager and iManager.

If you are using Remote Loader with a driver, configure the driver shim trace in the Remote Loader
console. For more information, see Trace File Settings in “Understanding the Configuration
Parameters for the Remote Loader” on page 36.

The following table describes the trace settings:
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Table C-1 Trace Settings

Parameter Driver Driver Set

Trace level As the driver trace level increases, the As the driver trace level increases, the
amount of information displayed in amount of information displayed in Trace
Trace increases. increases.
Trace level one shows errors, but not  Trace level one shows errors, but not the
the cause of the errors. If you wantto cause of the errors. If you want to see
see password synchronization password synchronization information, set
information, set the trace level to five. the trace level to five.
If you select Use setting from Driver
Set, the value is taken from the driver
set.

Trace file Specify a file name and location of Not Applicable

XSL trace level

Java debug port

Trace file encoding

Java trace file

where the Identity Manager
information is written for the selected
driver.

If you select Use setting from Driver
Set, the value is taken from the driver
set.

Not Applicable

Not Applicable

The trace file uses the system’s default
encoding. You can specify another
encoding if desired.

Not Applicable

Trace displays XSL events. Set this trace
level only when troubleshooting XSL style
sheets. If you do not want to see XSL
information, set the level to zero

Allows developers to attach a Java
debugger. Restart the Identity Vault after
attaching the Java debugger.

Not Applicable

When a value is set in this field, all Java
information for the driver set is written to
a file. The value for this field is the patch
for that file.

As long as the file is specified, Java
information is written to this file. If you do
not need to debug Java, leave this field
blank.
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Parameter Driver Driver Set

Trace file size limit Allows you to set a limit for the Java Allows you to set a limit for the Java trace
trace file. If you set the file size to file. If you set the file size to unlimited, the
unlimited, the file grows in size until file grows in size until there is no disk
there is no disk space left. space left.

NOTE: If the file size limit is specified =~ NOTE: If the file size limit is specified the
the trace file is created in multiple trace file is created in multiple files.

files. Identity Manager automatically  Identity Manager automatically divides
divides the maximum file size by ten the maximum file size by ten and creates

and creates ten separate files. The ten separate files. The combined size of
combined size of these files equals the these files equals the maximum trace file
maximum trace file size. size.

If you select Use setting from Driver
Set, the value is taken from the driver
set.

Trace name The driver trace messages are Not Applicable
prepended with the value entered
instead of the driver name. Use if the
driver name is very long.

Configuring Trace Settings in Designer

You can add trace levels to each driver or to the driver set:

Driver Trace
In an open project in Designer, select the driver in the Outline view.

1 Open your project in Designer.
2 Select the driver in the Outline view.
3 Right-click and select Properties, then click Trace.

4 Set the parameters for tracing, then click OK.
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Properties for Active Di

type filter text

General

GCYs

Health

Log Level
Manifest

Mamed Passwords
Packages

Trace

Driver Trace

Driver Configuration

™

Trace level: 2

-

Engine Control Values

[] Use setting from the driver set

Trace file:

StmpfADDriverlog

Reciprocal Attributes

[ Use setting from the driver set

Trace file encoding: | <Use Default Encoding>

-

[] Use setting from the driver set

| ok

iManager Icon Trace file size limit: ) Unlimited

@ 40| MB
[] Use setting from the driver set

Trace name:

@ Driver trace messages will be prepended with the value

entered for ‘Trace name',
Restore Defaults Apply
?) ] [ Cancel ]

See Table C-1 for more information about the driver trace parameters.

If you set the parameters only on the driver, information for only that driver appears in the trace

log.

Driver Set Trace

Setting the trace level on the driver set creates very long traces that are hard to read. All events from
all drivers are included in one trace file. If you are troubleshooting an issue, it is best to set the trace
only on the driver you are troubleshooting.

1 Open your project in Designer.

2 Select the driver set in the Outline view.

3 Right-click and select Properties, then click Trace.

4 Set the parameters for tracing, then click OK.
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See Table C-1 for more information about the driver set trace parameters.

If you set the trace level on the driver set, all drivers appear in the trace logs.

Configuring Trace Settings in iManager

You can set the trace levels to each driver or to the driver set.

Driver Trace

1 IniManager, open the Identity Manager Administration page.
2 Open the properties for the driver set that contains the driver you want to configure:
2a In the Administration list, click Identity Manager Overview.

2b If the driver set is not listed on the Driver Sets tab, use the Search In field to search for and
display the driver set.

2c Click the driver set to open the Driver Set Overview page.

3 Locate the driver icon, then click the upper right corner of the driver icon to display the Actions
menu.

4 Click Edit properties to display the driver’s properties page.
5 Select the Misc tab for the driver.

6 Set the parameters for tracing, then click OK.

.
Actions
x
Mhmﬁ Stop driver
AD =
Restart driver
acmel2-A P Data Collection
Driver Get current stafus Service Driver

Edit properties

Health configuration

1 Statistics
Delete driver

My Dirvar s =3P Td
Lpen Urmver Uvensew

Mamaged System

Fole and E Sy
Resource driver | I ateway Lirver

For information about these parameters, see Table C-1.
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Driver Set Trace

1 In iManager, open the Identity Manager Administration page.
2 Open the properties for the driver set whose parameters you want to configure:
2a In the Administration list, click Identity Manager Overview.

2b If the driver set is not listed on the Driver Sets tab, use the Search In field to search for and
display the driver set.

2c Click the driver set to open the Driver Set Overview page.
2d Click the Driver Set menu, then click Edit Driver Set properties.
3 Select the Misc tab for the driver set.

4 Set the parameters for tracing, then click OK.

Modify Object: &I driversetl system

Identity Manager| General

Global Config Values | Named Passwords | Log Level | Status Log | Activation || Inspectar

Trace level:

XSL trace level:

Java debug port:

Trace file: ftmp/DriverSet.log

Trace file encoding: =Use Defauli Encoding= v

Trace file size limit: Unlimited

1] MB

Java Environment Parameters
Forserver. acmel2.servers.system
Classpath additions:

JWM options:

Initial heap size:

Max heap size:

For information about these parameters, see Table C-1.

Configuring a Remote Loader Trace

You can capture the events that occur on the computer running the Remote Loader service by using
one of the following methods:

Understanding Identity Manager Trace 247



248

Remote Loader Console

1 Launch the Remote Loader console by clicking the Remote Loader Console icon.

2 Select the driver instance, then click Edit.

P ] Remote Loader Console

— Remaote Loader Instance:

Status | Deeseription | Type
o AD 8091 Remate Loader  Application
Q AD-8090 Remate Loader  Service

B

Close
Start
Trace On

Trace Off

Add...

| Edit...

Remove:

Froperties...

Help

Edit

Tracing {double-chck status bar to suspend)

3 Provide a value for Trace Level.

4 Specify a location and file for the trace file.

—Remote Driver Canfiguration

Description: IAD 8091 Remote Loader

Drriver: I C:AMovel\Remotel oader 4D Driver.dil

Coanfig File: IC. SHovellsRemoteloaderADE031Remoteloader-Config.

— Communication
IP Achess: [198.51.100.0 ~|
Connection Port - Metadirectony Server: Iaum

Command Part - Lozal host communication only: IBUm

—Mutual authnetication
[ Use Mutual Authentication

Configure Mutual Authentication |

—Remote Loader Password

i I xxxxxx

r— Diriver Object Pazsword

Confirm: I ***** i

—Secure Sacket Layper [S5L)

=l =
=]

™ Use an 55L Connection

Trusted Roaot File: I

— Tiace File

Trace Level |5 j User defined trace level.

|Trace File: |E:\Novell\FlemoteLDader\AD 8091 Remote Loader-Trace.log | 3

M aximum Disk Space Allowed far all Trace Logs [Mb]:

I~ Unlimited ~ [4038 j

[~ Establish a Remote Loader service for this diiver instance.

5 Specify the amount of disk space that the file is allowed.

6 Click OK twice to save the changes.

Command Line

You can enable tracing from the command line by using the switches in the following table:
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Table C-2 Command Line Tracing Switches

Switch Secondary Parameter Description
Name
-trace -t integer Specifies the trace level. This is used only when hosting an

application shim. Trace levels correspond to those used on the
Identity Manager server.

Example:-trace 3or-t3

-tracefile -tf filename Specifies a file to write trace messages to. Trace messages are
written to the file if the trace level is greater than zero. Trace
messages are written to the file even if the trace window is not
open.

Example:

-tracefile c:\tenmp\trace. txt
or

-tf c:\tenp\trace.txt

-tracefilemax -tfm size Specifies the approximate maximum size that trace file data can
occupy on disk. If you specify this option, there is a trace file with
the name specified using the tracefile option and up to 9
additional “roll-over” files. The roll-over files are named using the
base of the main trace filename plus “_n”, where n is 1 through 9.

The size parameter is the number of bytes. Specify the size by
using the suffixes K, M, or G for kilobytes, megabytes, or gigabytes.

If the trace file data is larger than the specified maximum when
the Remote Loader is started, the trace file data remains larger
than the specified maximum until roll-over is completed through
all 10 files.

Example: -tracefil emax 1000M or -tfm 1000M

Understanding the Trace Messages

The trace displays status and checkpoint messages about Identity Manager processes, XDS
documents, DirXML Script, and engine processing.

+ Status Messages

+ Sample Success Status Message

+ Sample Error Status Message

+ Checkpoint Messages

+ Policy Execution Messages

+ Sample Trace Settings for Drivers
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Status Messages

These messages contain different information depending on the level the trace is set and where it is
set. For example, you can trace the Identity Manager engine for data caching, read and write events
to the Identity Vault, or logic processing. On the driver side, you can trace the driver shim
communication with the connected system.

The engine trace levels range from 0 to 4. Each trace level shows all the status messages of the
previous levels.

Engine Trace Level Information Provided

0 Status messages only

1 Current location in the driver logic and status messages

2 Events in XML format, current location in the driver logic and status messages

3 Driver logic execution details and the DirXML Script, events in XML format, current

location in the driver logic and status messages

4 Cache-related information about the event from the Identity Vault, driver logic
execution details and the DirXML Script, events in XML format, current location in
the driver logic and status messages

An Identity Manager engine trace set at level 3 and above shows all the steps performed by the
engine while processing an event. It contains four basic types of messages.

Status Description

success Operation or event was successful

warning Operation or event was partially successful

error Operation or event failed

fatal A fatal error occurred. The driver should be shut down

retry Application server was unavailable. Send this event or operation later

Below are some sample status messages with a break-down of their structure:

Sample Success Status Message

[12/05/17 07:12:03.609]: Sanpl eDriver ST:

DirXM. Log Event -------------------

Driver: \LAB-TREE\Identity Managerorg\Driverset\ Sanpl eDriver
Channel : Subscri ber

Obj ect: \LAB-TREE\Identity Managerorg\users\sanpl euser
Status: Success

+ The first line contains timestamp, the driver’s name, and the channel of the driver. ST specifies
Subscriber channel.

¢ The second line: “DirXML Log Event ——————- " is standard and can be used to search for
status messages in a trace.
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+ The third line lists the driver’s object location in the Identity Vault, using slash format for the dn
of the driver.

+ The fourth line indicates the channel on which the event occurred. It is Subscriber in this
example.

+ The fifth line indicates the object in the Identity Vault affected by the event, using slash format
for the dn of the user.

+ The sixth line has a message describing the error. In most cases, the message is accompanied
with an error code and/or a Java stack.

Sample Error Status Message

[12/05/17 07:13:01.790]: Sanpl eDriver SST:

DirXM. Log Event -------------------

Driver: \LAB-TREE\idnorg\Driverset\Sanpl eDri ver

Channel : Subscri ber

Status: Error

Message: Code(-9075) Shutting down because Dir XML engi ne eval uati on period
has expired

+ The first line contains timestamp, the driver’s name, and the channel of the driver. SST specifies
Subscriber Service channel.

¢ The second line: “DirXML Log Event ——————- " is standard and can be used to search for
status messages in a trace.

+ The third line lists the driver’s object location in the Identity Vault, using slash format for the dn
of the driver.

+ The fourth line indicates the channel on which the event occurred. It is Subscriber in this
example.

+ The fifth line indicates that an error has occurred.

+ The sixth line contains a message describing the error. In most cases, the message is
accompanied by an error code and may be followed by a Java stack.

For each processed event, Identity Manager generates a DirXML log event audit message in the
trace. It sends the status messages to Publisher or Subscriber status log attributes and the auditing
solution if the system is configured to send events to them. This message may appear before or after
the XML in the trace.

Most of the engine troubleshooting such as driver startup and driver logic issues can be performed
at level 3. The trace captured from a driver shim shows additional information. The driver shim trace
levels range from 0 to 10, where the type and amount of information provided for the driver shim
varies for each driver. For more information, see the specific driver implementation guide on the
Identity Manager Drivers Documentation Website.

For example, the default trace file on a connected Linux and UNIX system is located at /usr/ | ocal /
nxdrv/ | ogs/trace. | 0g. Alarge amount of debugging information can be written to this file. The
trace level setting in/ et ¢/ nxdr v. conf is used to control what is written to the file.
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Checkpoint Messages

These are single line messages that indicate the stage of a process that is being executed. For
example, a message that points where the engine is while executing the driver’s logic or interacting
with the Identity Vault. For example,

[12/05/17 07:12:03.790]: SanpleDriver ST: Start transaction.

The following table lists some of the checkpoint messages and their meaning:

Message Meaning

Start transaction. The Subscriber channel reads an Identity Vault event from Identity Manager
engine’s event cache to process it.

No event transformation The driver’s logic does not have any event transformation policies to be
policies. processed.

Applying event The logic contained in the driver’s event transformation policies will be
transformation policies. executed after this message.

No object matching policies. The driver’s logic does not have any object matching policies to be processed.

Applying object matching The logic contained in the driver’s object matching policies will be executed
policies. after this message.

No object creation policies. The driver’s logic does not have any object creation policies to be processed.

Applying object creation The logic contained in the driver’s object creation policies will be executed
policies. after this message.

No object placement The driver’s logic does not have any object placement policies to be processed.
policies.

Applying object placement  The logic contained in the driver’s object placement policies will be executed
policies. after this message.

No schema mapping policies The driver’s logic does not have any schema mapping policies to be processed
to output. when sending information to the connected system.

Applying schema mapping  The logic contained in the driver’s schema mapping policies will be executed
policies to output. after this message.

No schema mapping policies The driver’s logic does not have any schema mapping policies to be processed
to input. when receiving information from the connected system.

Applying schema mapping  The logic contained in the driver’s schema mapping policies will be executed

policies to input. after this message.

No command The driver’s logic does not have any command transformation policies to be
transformation policies. processed.

Applying command The logic contained in the driver’'s command transformation policies will be
transformation policies. executed after this message.

No output transformation  The driver’s logic does not have any output transformation policies to be

policies. processed.
Applying output The logic contained in the driver’s output transformation policies will be
transformation policies. executed after this message.
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Message Meaning

No input transformation The driver’s logic does not have any input transformation policies to be
policies. processed.

Applying input The logic contained in the driver’s input transformation policies will be
transformation policies. executed after this message.

Pumping XDS to the Identity An event or query in XML format will be executed on the Identity Vault, and an

Vault. XML document will be returned with either a status or a query result.
Stripping operation data Excludes the XML fragment that has <operation-data> as root from the XML
from input document document that is being sent to the driver shim.

Restoring operation datato Reinserts the XML fragment that has <operation-data> as root in the response
output document XML document from the driver shim.

This XML fragment was saved before the XML document was sent to the driver
shim.

End transaction. The event initiated on the previous Start transaction is finished.

Any status messages related to the event will be displayed before this
message.

Receiving DOM document  An event that occurred on the connected application is received on the
from application. Publisher channel.

Applying XSLT policy. The StyleSheet (XSLT code) located at this point on the driver was executed on
the event’s XML document.

Filtering out notification- Removes the attributes flagged as Notify in the driver’s filter for the channel

only attributes. being processed.

Fixing up association Converts the values of the Identity Vault attributes with dn or path syntax

references. (object references) to the name of the associated object on the connected
system.

Resolving association Converts the values of attributes with dn or path syntax (object references)

references. from the associated connected system object to the equivalent Identity Vault
object.

Applying publisher filter. Allows the attributes or classes flagged as Synchronize on the Publisher

channel filter to pass. If attributes or classes are flagged as Ignore, they are
excluded from the current event. Additionally, attributes or classes that are not
listed in the filter are excluded.

Policy Execution Messages

The trace displays messages that specify which operation is being evaluated against the driver’s
logic. It specifies the policy, rule name, and the results of the evaluated rule’s conditions and actions.
For example,

[ 12/05/17 07:54:02.250]: SanpleDriver PT: Applying to add #1.

The following table lists some sample policy execution messages and their meaning:
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Message

Meaning

Applying policy:
%+C%14CEducation_Loan
%-C.

Applying to operation #1.

Evaluating selection criteria
for rule ‘Rule_Allow’.

(if-operation equal “add”) =
TRUE.

Rule rejected.

The Identity Manager engine executes the logic contained in the policy named
Educat i on_Loan. The name of the policy is always within the delimiters
%-CY%.4C and % C, and matches the name of a policy in the driver’s logic.

The policy logic is applied to the operation listed. In this message, you will see
one of the following strings:
+ add
¢ add-association
+ check-object-password
¢ check-password
+ delete
¢ get-named-password
¢ init-params
¢ instance
+ modify
+ modify-association
+ modify-password
¢+ move
+ password
¢ query
¢ query-schema
¢ remove-association
¢ rename
¢ schema-def
¢ status
¢ sync

The number after the # sign is the position of that event within the <i nput > or
<out put > document, with number 1 being the first position.

Indicates that the conditions coded in the Rul e_Al | owrule are being
evaluated. The name of the rule is contained within single quotes, and will
match the name of a rule in your driver’s logic.

Specifies that the engine is evaluating if-operation equal “add” DirXML Script
code. The value after equal to (=) specifies the outcome of evaluating the code,
which can be TRUE or FALSE.

This code is the result of the logic entered in the driver through Policy Builder
(iManager or Designer). For more information about If operation, see If in
NetlQ Identity Manager - Using Designer to Create Policies.

Specifies that the rule is rejected because the rule’s conditions were not
completely met. Therefore, this rule’s actions will not be executed.
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Message Meaning

Rule selected. Specifies that the rule’s conditions are met, so the rule’s actions will be
executed.

Applying rule ‘Rule_Allow’. Specifies that the actions included in the Rul e_Al | owrule will be executed.
The name of the rule will always be within single quotes, and will match the
name of a rule in your driver’s logic.

Action: do-strip- Indicates that the action after the colon sign (:) will be executed. To understand
opattr(“nspmDistributionP the details of this action, see Net/Q Identity Manager - Using Designer to Create
ass word”). Policies.

Below are sample Identity Manager engine trace messages logged at level 3 along with a brief
explanation for each message.

Message Meaning

[12/05/17 08:29:22.625]: Active Directory ST: Specifies that the engine is processing a policy called
Applying policy: %+C%14C'Transform NMAS Transform NMAS attribute to password elements.
attribute to password elements'%-C.

[12/05/17 08:29:22.625]: Active Directory ST: Specifies that the engine is executing a modify object
Applying to modify #1. operation.

[12/05/17 08:29:22.625]: Active Directory ST:  Specifies that the engine is processing Convert adds of
Evaluating selection criteria for rule 'Convert the nspnDi stributi onPassword attribute to
adds of the nspmDistributionPassword attribute password el ement s rule.

to password elements'.

[12/05/17 08:29:22.625]: Active Directory ST: (if- Specifies the condition contained in the rule has evaluated
operation equal "add") = FALSE. to FALSE.

[12/05/17 08:29:22.625]: Active Directory ST: Indicates that not all necessary conditions for the rule were
Rule rejected. met, so the rule will not be processed.

[12/05/17 08:29:22.625]: Active Directory ST: Indicates that the rule being processed is Block modifies for
Evaluating selection criteria for rule 'Block failed password publish operations if reset password is
modifies for failed password publish operations false.

if reset password is false'.

[12/05/17 08:29:22.640]: Active Directory ST: (if- Specifies the condition contained in the rule has evaluated
global-variable 'reset-externalpassword-on- to FALSE.
failure' equal "false") = FALSE.

[12/05/17 08:29:22.640]: Active Directory ST: Indicates that not all necessary conditions for the rule were
Rule rejected. met, so the rule will not be processed.

[12/05/17 08:29:22.640]: Active Directory ST: Specifies that the rule being processed is Conver t
Evaluating selection criteria for rule 'Convert nodi fies of a nspnDistributionPassword
modifies of a nspmDistributionPassword attribute to a nodify password operation.
attribute to a modify password operation'.

[12/05/17 08:29:22.640]: Active Directory ST: (if- Specifies the condition contained in the rule has evaluated
operation equal "modify") = TRUE. to TRUE.

[12/05/17 08:29:22.640]: Active Directory ST: Indicates that all necessary conditions for the rule were
Rule selected. met, so the rule will be processed.
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Message

Meaning

[12/05/17 08:29:22.640]: Active Directory ST:
Applying rule 'Convert modifies of a
nspmDistributionPassword attribute to a
modify password operation'.

[12/05/17 08:29:22.640]: Active Directory ST:
Action: do-set-dest-password(token-
xpath("modify-attr[@attr-
name='nspmDistributionPassword']//add-
value//value")).

[12/05/17 08:29:22.656]: Active Directory ST:
arg-string(token-xpath("modify-

attr[@attrname="nspmDistributionPassword']//

add-value//value"))

[12/05/17 08:29:22.656]: Active Directory ST:
token-xpath("modify-

attr[@attrname="nspmDistributionPassword']//

add-value//value")

[12/05/17 08:29:22.656]: Active Directory ST:
Token Value: "-- suppressed --".

[12/05/17 08:29:22.656]: Active Directory ST:
Arg Value: "-- suppressed --".

[12/05/17 08:29:22.656]: Active Directory ST:
Action: do-strip-
opattr("nspmDistributionPassword").

[12/05/17 08:29:22.656]: Active Directory ST:
Action: do-set-xml-attr("eventid","../modify-
password","pwd-subscribe").

[12/05/17 08:29:22.656]: Active Directory ST:
arg-string("pwd-subscribe")

[12/05/17 08:29:22.656]: Active Directory ST:
token-text("pwd-subscribe")

[12/05/17 08:29:22.671]: Active Directory ST:
Arg Value: "pwd-subscribe".

Specifies that the actions included in the Convert

nodi fi es of a nspnDistributionPassword
attribute to a nodify password operation
rule will be executed.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stri buti onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stributi onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stributi onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stri buti onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stributi onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stributi onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stri buti onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stri buti onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stributi onPassword attribute to a
nodi fy password operation rule.

Specifies the action that will be taken as part of executing
the Convert nodifies of a

nspnDi stri buti onPassword attribute to a
nmodi fy password operation rule.
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Sample Trace Settings for Drivers

The following table describes sample driver trace settings and the information logged with those
settings:

Identity Manager Engine Trace  Shim Trace Description
Driver Level Level
Active Directory 3 3 + Helps to troubleshoot when users do not

synchronize. Note the username, location, and
the system from the trace.

+ Helps to troubleshoot when users synchronize in
a single direction.

You must perform the following actions to resolve
the issue:

¢ Check the driver filters
¢ Check the placement policies in the

appropriate channel

Shim trace level 5 shows details about password
synchronization.

Delimited Text 3 3 + Helps to troubleshoot when users are not created
in the Identity Vault.

You must perform the following actions to resolve
the issue:

¢ Check if the input directory exists and is
properly entered in the driver configuration

¢ Check the filesystem rights and quotas on
input directory and files

+ Input CSV file is used to create the users

+ Helps to troubleshoot when the driver does not
write output files.

You must perform the following actions to resolve
the issue:

¢ Check if the output directory exists and is
properly entered in the driver configuration

¢ Check the file system rights and quotas on
output directory

eDirectory 3 The eDirectory driver works in pairs. The driver does
not support Remote Loader.

To troubleshoot any issues, ensure the following
prerequisites are met:

+ For the driver exports, ensure that you get both
eDirectory driver exports.

+ Ensure that both eDirectory drivers are imported
in your Designer project.
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Identity Manager
Driver

Engine Trace
Level

Shim Trace
Level

Description

Entitlements
Service

GroupWise

ID Provider

JDBC

JMS

LDAP

5

This driver enables or disables entitlements on objects.

To troubleshoot any issues, ensure that the following
prerequisites are met:

+ LDAP export of the entitlement policies is used in
the driver set containing the driver

* This driver changes only the DirXML-
EntitlementRef attribute on a user. Ensure that
you obtain appropriate traces on the other
drivers being affected by this change.

Helps to troubleshoot any issues when mail accounts
are not created in GroupWise.

This is a service driver with which external clients can
be accessed.

+ Traces can be enabled in the driver and client
parameters other than the regular Identity
Manager tracing.

+ The following information helps to analyze the
cause of error and troubleshoot the driver:

¢ Document the issue in detail

¢ Obtain the ID driver export

+ Get the LDAP export of the ID policy objects
+ Obtain the XSLT / Java call made to the ID

Provider service

The following information helps to analyze the cause
of error and troubleshoot the driver:

+ Database name, vendor and patch level

+ Operating System and patch level where the
database is running

* Whether it is a supported Identity Manager/
database combination

* Driver connection mode

¢ Schema of the target database

A shim trace level of 5 shows information about SQL
commands that are executed by the driver shim.
Additional debugging information is shown with level
7.

Helps to troubleshoot any issues when messages are
not sent or received from the JMS queue or
application.

Helps to troubleshoot any issue when users are not
synchronizing between systems.
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Identity Manager Engine Trace  Shim Trace Description

Driver Level Level

Linux and UNIX 10 Helps to troubleshoot any issue when attributes are

Settings not added to the newly created users.

Linux and UNIX Bi- 3 4 Helps to troubleshoot any issues when a user is not

directional created on the platform, or data is not correctly
synchronizing after the user is created.

Loopback 3 Helps to troubleshoot any issues.

Lotus Notes 3 5 Helps to troubleshoot any issue.

Manual Task 5 Helps to troubleshoot any issue.

Service

PeopleSoft 5.2 3 5 Helps to troubleshoot any issue other than the
connectivity issue.

Salesforce 3 5 Helps to troubleshoot any issues.

SAP HR 3 5 Helps to troubleshoot issues when objects are not
synchronized to SAP.

SAP User 3 5 Helps to troubleshoot any issue other than the

Management connectivity issue.

SOAP 3 5 Helps to troubleshoot connectivity issues with the
SOAP system.
Engine trace level 3 helps to troubleshoot any issues.

WorkOrder 3 5 Helps to troubleshoot any issues.

+ When a Rule Executes

¢ During Driver Startup

+ During Query Processing

¢+ When Direct Commands are Processed

+ During add-association Events

¢ Cases with No Trace Excerpts

When a Rule Executes

Interpreting Trace During Identity Manager Operations

An Identity Manager policy contains one or more rules. Each rule comprises of one or more
conditions and actions that will be performed when the conditions are met. When Identity Manager
engine evaluates the condition set for a rule, the trace displays Eval uati ng Sel ecti on
Criteriaforthe rule followed by the rule’s name.
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Rule Out-of-Band Requests can
= be issued by any condition
! b ar aclion in a rule

event being |
processed

1
-0
: Event after
4 processing

i trace.log
File Edit View Bookmarks Tools Setings Help

[01/18/17 18:28:01.032) :LDAP ST:Applying object placement policies.
[01/18/17 18:28:01.032] :LDAP ST:Applying policy: %+C%14Csub-pp-Subsc
[01/18/17 18:28:01.032] :LDAP ST: A ] d #]

berPlacement%-C.

[01/18/17 18:28:01.032) :LDAP ST: valuating selectiion criteria for rule 'Subscriber Placement Rule’. ]
[01/18/17 18:28:01.032] :LDAP ST: = = Ty = e

[01/18/17 18:28:01.033] :LDAP ST: {1f-src-dn in-subtree "nts®) = TRUE.

[01/18/17 18:28:01.033] :LDAP ST: Rule selected.

[001/18/17 18:28:01.033] :LDAP ST: Applying rule 'Subscriber Placement Rule’.

[01/18/17 18:28:01.033] :LDAP ST: Action:

do-set-op-dest-dn(arg-dn(token-unmatched-src-dn(convert="true®)+", “+token-global-variable ("driver.ldap.base.container®}))
[01/18/17 18:28:01.033] :LDAP ST:
arg-dn(token-unmatched-src-dn(convert="true")+", “+token-global-variable("driver.ldap.base.container®))

[01/18/17 18:28:01.034)] :LDAP ST: token-unmatched-src-dniconvert="true")

[01/18/17 18:28:01.034] :LDAP ST: Token Value: “CN=ablanston”.

[01/18/17 18:28:01.034] :LDAP ST: token-text(", ")

[01/18/17 18:28:01.034] :LDAP ST: token-global-variable("driver. ldap.base.container")
[01/18/17 18:28:01,035] :LDAP ST: Token Value: “dc=local®,

[01/18/17 18:28:01.035] :LDAP ST: Arg Value: “CN=ablanston,dc=local”.

If the complete condition is true, the rule execute its actions. If the condition is false, the rule’s
actions are skipped and the rule is rejected.

The rule rejected message does not mean that there is an issue in the logic. Each rule reacts to
certain events and conditions. It is normal that several rules are skipped. For example, you instructed
Identity Manager to reject rules that handle only users when processing a group event while
synchronizing both users and groups.

Before a rule executes its actions, the trace displays Appl yi hg Rul e followed by the rule’s name.
Identity Manager evaluates the conditions using boolean logic. Note that the trace displays a
condition group in parenthesis and the outcome of evaluating the logic of the condition group after
the parenthesis. This information is useful particularly when the condition is comparing something
to true or false.
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H sut-po-SubseribarPlacement Subsener LDAP siversstIDMOL-TREE

v Policy Descrighion
Fudes
= SulrsCriber Placement Fuke

O D SCrioNan avatatle

< % Conion Growp 1
v g iearse]

ot F Acassname egual Organizabonal Ung®
A1d

Result of the
condition evaluation

% Condiion Growp 3
o ﬂmwamm:um%mum“mﬂ

/% S eperanen destnadey DNienUnmatched Souice DiHconvers e g""
e Glnbal Condgutato rfdalue"deiver J4ap bas e coraines i)

(race.\og = .
Filg Edit “iew Boo rks Tools Sefings Help

[01/18/17 18:28:01.0324:L0AP ST:Applying object pladement policies,
[01/18/17 18:28:01.032]\LDAP ST:Applying policy: %+l4Csub-pp-SubscriberPlacements-C.

[o1/18/17 18:28:01.032] ¢ ST:  Applying to add #

[01/18/17 18:28:01.032]: ST Evalu ria for & 'Subscriber cemant Rule'.
[01,/18/17 18:28:01.032] :L H -¢lags-name egua r ;

[01/18/17 18:28:01.033] :LDAP ST: 1t-Src-dn in-subtres “nts TRLE.

[01/18/17 18:28:01.033] :LDAP 5T: Rule selected,

[01/18/17 18:28;01.033] :LDAP ST: Applying rule ‘Subscriber Placement Fule’.

[01/18/17 18:28:01.033] :LDAP 5T: Action:

do-set-op-dest-dnlarg-dn(token-unmatched-src-dniconvert="true")+", "+token-global-variable(~driver.1dap.base.container=)})
[01/18/17 18:28:01.033] :LDAP ST:
arg-dn{token-unmatched-src-dn{convert="true* )+, “+token-global-variable(*driver. ldap base.container*))

[01/18/17 18:28:01.034] :LDAP 5T: token-unmatched-src-dniconvert="trus")

[01/18/17 18:28:01.034] :LDAP ST: Token VWalue: “ChN=ablanston” .

[01/18/17 18:28:01.034) : LDAP ST: token-text(®. ")

[01/18/17 18:28:01.034] :LDAP ST: token-global-variable(*driver. ldap.base.container=)
[01/18/17 18:28:01.035] :LDAP ST: Token Value: “de=local®,

[01/18/17 18:28:01.035] :LDAP ST: Arg Value: “CN=ablanston  dc=local®,

The trace shows each action in the rule’s logic and also displays details about the processing needed
to evaluate the arguments of the action. The first line contains the actual action that will be
executed and its arguments. This is followed by each individual portion of the argument being
resolved. It then shows the argument’s value that will be used in the action.

In this example, the argument for Set Operation Destination DN command is composed of three
items: an unmatched Source DN token, a comma character, and the value of a global variable. The
final value of the argument (cn=abl anst on, dc=I ocal ) that Identity Manager uses in the
command appears after Arg Value.

During Driver Startup

You can capture useful information about a driver in a trace, such as GCV information, initialization
parameters, and filter information during the driver initialization.

When the driver initialization process starts, the driver reads the named passwords list, information
from the driver object, and the objects that store the actual policies, rules, and stylesheets. During
this process, the trace displays messages such as Reading XML attribute vnd.nds.stream; full DN of
the object, and the attribute that the driver reads in addition to other information that the driver
reads.

Below is a sample trace from an eDirectory driver startup:
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[01/02/17 10:26:15.451]):eDirectory Driver :Reading naned passwords |ist.
[01/02/17 10:26:15.469]:eDirectory Driver :Named passwords:

[01/02/17 10:26:15.570]:eDirectory Driver :Reading XML attribute

vnd. nds. stream // OESNW TREE/ i dmf servi ces/ dri verset/

eDi rectory+Dri ver #Di r XML- Engi neCont r ol Val ues.

[01/02/17 10:26:16.113]:eDirectory Driver :Reading XML attribute

vnd. nds. stream // OESNW TREE/ i dn ser vi ces/ dri ver set #Di r XML- Conf i gVal ues.
[01/02/17 10:26:16.126]:eDirectory Driver :Reading XML attribute

vnd. nds. stream // OESNW TREE/ i dmf servi ces/ dri verset/

eDirectory+Dri ver #Di r XML- Confi gVal ues.

[01/02/17 10:26:16.180]:eDirectory Driver :d obal Configuration Val ues:
[01/02/17 10:26:16.182]):eDirectory Driver : Nanme: enabl e- password-

subscri be Val ue: true

[01/02/17 10:26:16.184]:eDirectory Driver : Nanme: enabl e- password-publish
Val ue: true

[01/02/17 10:26:16.185]:eDirectory Driver : Name: publish-password-to-nds
Val ue: true

[01/02/17 10:26:16.186]:eDirectory Driver : Nanme: publish-password-to-dp
Val ue: false

[01/02/17 10:26:16.188]:eDirectory Driver : Name: enforce-password-policy
Val ue: true

[01/02/17 10:26:16.190]:eDirectory Driver : Nane: reset-external - password-
on-failure Val ue:

true

[01/02/17 10:26:16.205]):eDirectory Driver : Nanme: notify-user-on-password-
dist-failure Val ue:

true

[01/02/17 10:26:16.206]:eDirectory Driver : Name: ConnectedSystenmNanme

Val ue: eDirectory Driver

[01/02/17 10:26:16.208]:eDirectory Driver : Nanme: dirxm.auto.treenanme
Val ue: OESNW TREE

[01/02/17 10:26:16.209]:eDirectory Driver : Nanme: dirxm.auto.driverdn
Val ue: \ OESNW TREE\i dm servi ces\driverset\eDirectory Driver

[01/02/17 10:26:16.223]):eDirectory Driver : Nanme: dirxm.auto.driverguid
Val ue: {044F4400-

B953- 11dc- 968B- 000C290066AE}

Below is the meaning of each line in the trace:

1. The first step is the driver start. At this point, the driver tries to read the named passwords list.

2. There is a header before listing the names on the named password list. The header is blank
because this driver did not have any named passwords configured.

3. The engine reads the value from the DirXML-EngineControlValues attribute. This attribute
resides in the Identity Vault object called Identity Vault Driver under the
driverset.services.ldentity Manager container under the tree named OESNW_TREE.

4. The engine reads the value from the DirXML-ConfigValues attribute that resides in the Identity
Vault object called driverset under services.ldentity Manager container under the tree named
OESNW _TREE.

5. The engine reads the value from the DirXML-ConfigValues attribute that resides in the Identity
Vault object called Identity Vault Driver under driverset.services.ldentity Manager container
under the tree named OESNW_TREE.

6. A header is shown before listing the Global Configuration Values.
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7. This and the remaining lines show the GCV’s names and values that will be used in the policy’s
logic.

8. As the driver initialization continues, the driver reads the values for certain attributes and
shows them in the trace. If the driver is using the Remote Loader, you also need to see the
Remote Loader connection messages in the Remote Loader trace. The driver initialization
continues reading information from the needed objects until it finishes initializing all of them
and then proceeds to query the shim for identifying the driver class.

9. The shim responds to the query with information about its type, version, activation level, and
capabilities. There is a possibility that some queries are sent and messages are exchanged in the
process, such as a query from the shim to the driver for its GUID and Public Key attributes. The
driver initialization completes when you see the following message in the trace:

[12/06/ 17 10:26:26.467]: ldentity Vault Driver ST:Transitioned from
state ' % C¥4CStarting% C to state ' %C¥4CRunni ng% C .

10. After this message, the events start coming in the trace. If you are looking at fixing the driver
initialization problems, set the engine trace to level 4 and read the information line by line until
you see an error message with more details.

During Query Processing

A query is an out of band request that stops the normal flow of events until it is processed. The
engine stops processing the current event until the query is processed. A query can be issued by a
condition within a rule, by an action within a rule, or by certain noun tokens inside an action’s
parameters. You can issue a query within XSLT code. Such queries act exactly the same way as the
query issued by using DirXML Script.

Condition that might trigger a query

= 7 generate full name if not in Identity Vault

Full name policy Generate a Full Mame from Given Name + Surname if one does not already exist_Jfie value is setin the Identity
Vault and in the current operation to Active Directory. This policy assumes that Full Name synchpesfization is enabled in the
subscriber filter. If you disable Full Name in the subscriber filter you should not use Full Ly & mapping

Z

Noun token that might trigger a query

The path of a query path varies based on its source and destination. Therefore, information printed
in the trace also varies.
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A query can follow the following paths:

+ Straight into Identity Vault without passing through policies.
+ To the application, but passing the channel-independent translation logical block.

+ Straight into the application without passing through policies.

Query

Source Destination Text shown in ldentity Manager trace

@Ar‘ly g |dentity Vault pumping 205 o ebirectery

== ror Connected L

e o = Application

E Input Connected T ;
Transform &Appljcation )

[:; _Output _ Connected ; ) ; ,
fransform == Application

Example 1

A query from a channel is sent to the connected application and passes through the translation logic.
At the same time, policies and rules in the driver’s Subscriber channel are processing a modify event
from the Identity Vault.

When a rule issues a query, the original modify event stops processing until the query results are
returned. The result of a query always returns a status message. A success in the status message
means that the query is issued without errors. However, it does not mean that any results are
returned.

A query in the Identity Manager trace (level 2 or above) prints " Query from policy" text. The
below figure shows the query element containing User class with single entry as the scope of the
search for the value of DirXML-EntitlementRef attribute.
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g~ File [Edit \View Bookmarks Tools Seftings Help
'@ [01)18/17 18:28:00.849] :LDAP SL. Query from policy
] o [01/18/17 18:28: ! ) FP e o
| <nds didverge®™ 11" ndsversion="8.7">

<50Un 3

oduct version="41.0. 20170918 ">DirXML</product>

a =contact=MNetlQ Corporation=/contact= @
o — =<fsources
o <1oput s

<read-attr attr-name="DirXML-EntitlementRaf" />

e B AR
equery class-name="User® dest-dn="\IDMOL-TREE\servicel\ablanston™ dest-entry-1d="32865" scope="entry">
<L1§\

</query>
1
c#ljdi} )
L L7 L
Query going into
Identity Vault
-4

Identity Vault Source Destination

Any @ !dentity Vault

The trace prints Punpi ng XDS t o eDi r ect or y message when the query enters the Identity Vault.
This message is printed every time an event or a command enters the Identity Vault. When the result
of the query is received, the trace prints Query from policy result message. The result always
contains a status element and an instance element with a single object. In case no objects are found,
the Identity Vault returns no instance elements. It returns one instance element for each object.

After the results of the query are returned to the rule that issued it, the original event processing is
resumed.

Example 2

A query passes through the Outbound Association Reference Processor, Schema Mapping policy set,
and Output Transformation policy set of the engine, and then handed over to the driver shim before
it is passed to the connected application.

When a rule (one from the Event Transformation Policy set) issues a query, the original modify event
stops processing until the query results are returned.

The connected application returns the results of the query to the driver shim. The driver shim then
builds the XDS document with a status element and zero or more instance elements. This XDS
document then passes through the Input Transformation policy set, Schema Mapping policy set, and
Inbound Association Reference Processor before it returns to the rule that issued the original query.
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Note that this is the only case where both query and its elements pass through the driver logic. This
occurs because Identity Manager assumes that anything issued from within a driver channel is in the
Identity Vault format. For the application to understand what is requested, the event must converted
to the application format. Conversely, any results from the application must converted back to the
Identity Vault format before it is processed.

After the results of the query are returned to the rule that issued it, the original event resumes
processing.

Example 3

A query passes through the Outbound Association Reference Processor, Schema Mapping policy set,
and Output Transformation policy set of the engine, before it is passed to the connected application.

When a rule (one from the Output Transformation Policy set) issues a query, the original modify
event stops processing until the query results are returned. In this case, the query is directly passed
to the driver shim. The driver shim directly returns the query result to the rule that issued the query.

After sending the query result, the driver resumes processing the original event.

Identity Manager processes queries in the same way regardless of whether the query is issued from
a condition or an action. However, the trace displays changes based on the source that issued the
query.

When a query is issued from a condition

The condition that issued the query appears only after the query result is returned. This is
because the trace shows a rule’s condition with its evaluation result on the same line. To
evaluate this condition, Identity Manager engine needs the query’s results.

[ L U N
|~ trace.log. — OO
Ele Edid Yiew Bookmarks Jools Seflings Help

[D3/06/17 08:24:37.185] : IDBC ST:Applying policy: “+CWldCVeto Contractorsh-C.

[03/06/17 08:24:37.185] :J08C ST: Applying te modify #1.

[03/06/17 OB:24:37,186] : JDBC ST Evaluating selection criteria for rule '"veto Contractor Synchronization®
[03/06/17 0B:24:37.186) : JDEC ST {if-class-name eqs “User") = TRIE,

[O3/06/17 08:24;37.186] : J08C ST

[03/06/17 08:24:37.186] :J08C ST, ...~

<nds didversion="1.1" ndsversion="0.7">

<BOUrCE QLJEW i_.;
=product wersion="4 1020170018 =01 r ML </product>
<contact=-Net!d Corporation</contact = I 1 ¥
< /Source> " Issued he' €
«input=
«guery class-name="User® dest-dn="\IDMBC-TR\data‘\cospany'wsers\rsmith® dest-entry-1d="32091" scope="entry"=
<read-attr attr-nase="Title" /=
</query=
<finput >
<fnds>
[O3/06/17 Of:24:37,.188] : JDBC ST Pusping XDS to eDirectory.
[03/06/17 0B:24:37.189] : JDBC S5T: Performing operation query for A“IDMBC- TR\data‘company‘wsers' rsmith,
[0E/06/17 08:24:37,189] : IDBC 5T Query from policy result
[03/06/17 08:24:37.190]:JDBC ST, .....
<nds didversion="1.1" ndsversion="8.7">
<goUrce> el
<product wersion="4 10201709187 =0uriM</products= Condlhﬂn that generated
<contact>Netld Corporation<icontact=
P e P the above query
=output=
<instance class-nane="User® gualified-sre-dn="de=data’\O=conpany’\0U=users\CN=rsmith"
src.dn=" Y TDMBC- TR\data\conpany \users\rsmith® sre.entry-id="32851">
<association state="associated”>IDU=3, table=L5A</ass0ciations
</instance> Result of the
<status level="success"=</status> .
W inbi condition's evaluation
< s>
[03/06/17 08:24:37.191) : J08C ST fif-src.attr "Title' equal ~Contractar|= FALSE

[03/06/17 0OB:24:37.1911:308C ST: Rull Teien100
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When a query is issued from within an action

The action is shown before the query is issued. This is because the result is not necessary to

display the action in the trace.

= —————— B

Eile Edit \iew Bookmarks Tools Seftings Help

[01/18/17 18:28:00,848] :LDAP ST Applying rule "Match Users on Surnase and Given Name'.
[01/18/17 18:28:00.848] :LDAP 5T Action: do-implement-entitlement (arg-node-set(token-entitlement(*Acco
[01/18/17 18:28:00.849) :LDAP ST arg-node-set (token-entitlement (“&ccount™))
[01/18/17 18:28:00,849) :LDAP ST:
[01/18/17 18:28:00.849] :LDAP ST
101/18/17 18:28:00.850] :LDAP STi.. .. cccuvss
<nds dtdversion="1.1" ndsversion="8.7">
<sources
=product version="4.1.0. 20170918 “>01rXML=/products: L
<contact>NetlQ Corporation</contact> QUF‘.F\-‘ is issued here
</sources>
chIPLI'[s
<query class-name="User® dest-dn="\IDMOL-TREE\servicel\ablanston™ dest-entry-id="32865" scope="entry">
<read-attr attr-nane="0ir¥ML-EntitlementRef"/>

[01/18/17 18:28:00.852] :LDAP ST, ., ...00vyus
<nds didversion="1.1" ndsversion="8.7">
<source>
<product version="4,1,0, 20170918 >01riML</product>
<gontact>NetlQ Corporation</contact>
=/sources
=putputs
<instance class-name="User® gualified-sr¢-dn="O=semvicellCH=ablanston™ src-dn="%I10HL - TREE \service1\ablanston”
Src-entry-i1d="32865"/>
=status level="success™></status>

<foutputs>
</nds>
[01/18/17 18:28:00,852] :LDAP ST: Token Value: {}
[01/18/17 1B:28:00.852] :LDAP ST: Arg Value: {}.

When Direct Commands are Processed

Direct commands can follow three paths just like queries.

+ Straight into Identity Vault without passing any policies
+ To the application, but passing the channel-independent translation logic

+ Straight into the application, without passing policies

</query> Condition that generates the query
<finput>
</nds=>
[01/18/17 18:28:00.850] :LDAP ST: Pusping XDS to eDirectory
[01/18/17 18:28:00.851) :LDAP ST Performing operation gquery for \IDMOL-TREE\servicel\ablanston.
[01/18/17 18:28:00.852) :LDAP ST: Query from policy result

The trace shows a command preceded by Di rect conmmand from pol i cy text. Itis easy to track

the destination and path of a command by reading the first line in the trace after the command is

issued.

During add-association Events

When Identity Vault sends an add event to a driver shim, and if the driver shim executes the eventin
the connected application, it returns both the status message and an add-association command to
the Identity Vault. This command follows the same flow as the status message before it is processed.

The below example shows the XDS for an <add-association> event. The driver sends

39dad26730eb37478932f 7b9d505116f as an association value to the Identity Vault. This is a

value that the shim knows that uniquely identifies the newly created entry in the connected
application.
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[01/23/17 13:36:39,799] : Active Directory STEEscnpnanaul.executeH returned
[01/23/17 13:36:39.799] : Active Directory ST:
<nds dtdversion="1.1" ndsversion="8.7">
<sources
<product asntid="" build="20180125_120000" 1nstance="\PAFILTER-TREE\servicel\driverset\Active Directory”
Coxversions="4.1.0.0" >AD</product>
<contact>NetlQ Corporation</contact>
</source>
<)

<add-association dest-dn="\PWFILTER-TREE\1dn\users\ emily " dest-entry-1d="32876"
event-1d="AD-PAFILTER- NDS#200901 23203638#121 " >39dad 26730eb 374789321 Tb9d505116f <operation-dat
unmatched-src-dn="CN=emily ">
<password-subscribe-status>
<assoclation/>
</password-subscribe-status>
</operation-data>
</add-association>

<add-association>
+ <sfatus=

<operation-data unmatched-src-dn="Ch= emily *>
<password-subscribe-status>
<association/> Y
</password-subscribe-status>
[ ADD Processo

Translation Processor <add>

The <add-association> ties back to the original event through its event-id XML attribute. The driver
shim also generates the destination DN by copying the source-DN of the original event.

In addition, the driver shim sends some additional XML elements (tags) along with the association
value, but they are not part of it. The status message that the driver sends also contains those XML
elements. Those XML elements are the properties of the operation. Operation properties are never
sent to the shim. The Identity Manager engine strips the properties from the source event before
handing over the event to the driver shim, and adds them back to the result of the event.

Since the properties of the operation are not sent to the shim and are added back to the returned
results, the Identity Manager engine uses these properties to save information about the original
event. This information is used in the logic that processes those results.

The add-association event then passes the translation processor, and right after that the destination
object in the Identity Vault obtains an association. An add event from the Publisher channel already
has the association value in the event that the engine uses to build the association when it creates
the object in the Identity Vault. Therefore, you do not see an add-association command.

The add association rule can forcefully add an association to an object in the Identity Vault. For more
information about the rule, see Add Association in the Net/Q Identity Manager - Using Designer to
Create Policies.
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Cases with No Trace Excerpts

There are certain cases where trace is not printed. For example, policies and rules in the driver’s
Subscriber channel are processing a modify event from the Identity Vault and a command is sent
from inside a channel to the connected application.

When a rule issues a direct command, the original modify event stops processing until a status
message is received from the command. In this case, the modify event issued by the rule passes
through the data transformation logical blocks of the engine, the driver shim, and then reaches the
connected application. The connected application then performs the required action and returns a
status message (success or error status). The driver shim builds the XDS document with a status
element that contains the result. This XDS document passes through the data transformation logical
blocks before it is returned to the rule that issued the command.

Note that this is the only case where both modify event and its resulting status elements pass
through the driver logic. This occurs because Identity Manager assumes that anything issued from
within a driver channel is in Identity Vault format. For the application to understand what is being
requested, the event must be converted to the application format. Conversely, any result from the
application must be converted to an Identity Vault format before it can be processed.

When the rule receives the result of its direct command, Identity Manager resumes processing the
original event.

Example

Policies and rules in the driver’s Subscriber channel are processing a modify event from the Identity
Vault and a policy inside the Input Transformation policy set or the Output Transformation policy set
issues a direct command to the application.

When a rule issues a command, the original modify event stops processing until the command’s
results are returned. In this case, the modify event is directly handed to the driver shim. The driver
shim directly sends the result of the event to the rule that issued it.

When the results of the command are returned to the rule that issued it, the driver resumes
processing the original event.

Both queries and direct commands follow very similar paths in the engine, and these paths are
different from the regular event flow. A driver can have several instances of queries and direct
commands. It is a good practice to remember the information that the trace displays for them when
they start and stop.
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The Cache Flush Parameter

Identity Manager provides an option to turn off the file system flush for each write. If you disable
cache writes, they are not flushed immediately. Instead, it is left to the underlying operating system
to take care of file system writes. Though this approach improves the performance on systems
where there are heavy writes, NetlQ recommends that you do not use this approach for production
systems.

NOTE: Turning off the file system flush is supported only on Linux.

To turn off the file system flush, set the environment variable DI RXML_SKI P_FSYNC to some value
and restart eDirectory. The code only looks for the presence of this environment variable and does
not regard the value associated with it. Alternatively, you can set the environment variable in the
pre-ndsd start script, as shown below:

DI RXM._SKI P_FSYNC=true # Added manually to skip file systemflush

export DI RXM._SKI P_FSYNC # Added manual ly to skip file systemflush

To turn on the file system flush, remove the environment variable setting and then restart
eDirectory. If you have set the environment variables in the pre-ndsd script, remove them and then
restart eDirectory.
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