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Overview
The NetIQ Aegis Adapter for NetIQ Security Manager (Security Manager adapter) allows 
NetIQ Aegis to communicate with a Security Manager central computer.

The Security Manager adapter includes a library of workflow activities specific to Security 
Manager that Process Authors can use in the Workflow Designer.

For more information about activities or activity libraries, see the Administrator Guide for 
Aegis.

Product Requirements
The Security Manager adapter requires the following software versions:

• Security Manager 6.5
• Aegis 2.0

Implementation Overview
The following table provides an overview of tasks to configure the Security Manager adapter.

Steps For more information, see…

1. Configure the Security Manager 
central computer.

“Configuring the Security Manager Central 
Computer” on page 2

2. Install the Security Manager adapter. “Installing the Security Manager Adapter” on 
page 3

3. Configure additional Security Manager 
configuration groups.

“Configuring Additional Security Manager 
Configuration Groups” on page 5

4. Verify the installation was successful. “Verifying a Successful Installation” on 
page 5
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Configuring the Security Manager Central Computer
Before installing the Security Manager adapter on the Aegis server computer, you must first 
configure the Security Manager central computer you want to use to communicate with Aegis. 
The ResourceManagementClientSetup.exe program installs the NetIQ Namespace 
Server on the central computer, which allows the Aegis server computer to communicate with 
the entire configuration group.

You must install Aegis on the Aegis server computer before configuring the central computer. 
For more information about installing Aegis, see the Administrator Guide for Aegis.

To configure the Security Manager central computer you want to communicate with 
Aegis:

1. Log on to the central computer using an account that is a member of either the 
OnePointOp ConfgAdms or System group.

2. Open the installation folder\NetIQ\IQConnectRuntime\version 
number folder, where installation folder is the location where you installed 
NetIQ Security Manager version 6.5 and version number is the version number of the 
NetIQ Namespace Server framework.

3. Run the ResourceManagementClientSetup.exe program.

4. Click Next.

5. Verify the destination folder and click Next.

6. Specify the Aegis server computer host name and port number.

7. Specify the user name and password you want to use to access Aegis, using the format 
domain\user, and click Next.

Notes
• If you want to evaluate a trial or “proof of concept” installation of Aegis and 

install all Security Manager and Aegis components on the same computer, you do 
not need to run the ResourceManagementClientSetup.exe program.

• For performance reasons, NetIQ does not recommend installing Aegis and 
Security Manager components on the same computer in a production 
environment.

• If you have multiple central computers in your configuration group, ensure you 
configure the central computer you want Aegis to use to connect to the 
configuration group. You can configure other central computers using the Aegis 
Adapter Configuration Utility after installing the Security Manager adapter.
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8. Click Next.

9. Click Finish.

Installing the Security Manager Adapter
After configuring your Security Manager central computer, install the Security Manager 
adapter on the Aegis server computer you specified in the central computer configuration. The 
Security Manager adapter allows Aegis to communicate with Security Manager and allows 
Process Authors to add Security Manager activities to the Aegis workflow.

You must install the Security Manager adapter on an Aegis server computer. You cannot install 
the software remotely. In addition, the Security Manager central computer, Security Manager 
database server, and Aegis server computer must all be in domains that trust each other.

For more information about installing Aegis, see the Administrator Guide for Aegis.

To install the Security Manager adapter and activity library:

1. Log on to the Aegis server computer using an account that has permission to access the 
OnePoint database on the Security Manager database server.

If possible, the account should be a member of the OnePointOp System group on the 
Security Manager central computer.

2. Run the SMAegisAdapter program from the folder where you downloaded the NetIQ 
Aegis Adapter for NetIQ Security Manager.

3. Click Next.

4. Accept the license agreement, and then click Next.

5. Verify the Aegis host name and host port.

6. Specify the Aegis user name and password you want to use to install the Security Manager 
activity library and click Next.

Notes
• You may need to restart your Security Manager central computer after configuring 

the NetIQ Namespace Server.

• The ResourceManagementClientSetup.exe program does not validate 
the permissions of the account used to access Aegis. Ensure the specified Aegis 
account has the necessary permissions. For more information about Aegis account 
permissions, see the Administrator Guide for Aegis.

• The Security Manager central computer, Security Manager database server, and 
Aegis server computer must all be in domains that trust each other.

Note
The setup program does not validate the permissions of the account used to access 
Aegis. Ensure that the specified Aegis account has the necessary permissions. For 
more information about Aegis account permissions, see the Administrator Guide 
for Aegis.
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7. Specify the OnePoint database server name or IP address in 
servername\instancename format, where instancename is the name of the 
specific SQL instance, if applicable.

8. Specify the Security Manager central computer service account you want Aegis to use for 
Security Manager communication, and then click Next.

9. Click Finish.

Note
Ensure you specify an account that is a member of either the OnePointOp 
ConfgAdms or System group on the Security Manager central computer.
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Configuring Additional Security Manager 
Configuration Groups

When the installation is complete, the Aegis Adapter Configuration Utility allows you to 
configure additional Security Manager configuration groups at any time.

To configure an additional Security Manager configuration group:

1. Log on to the Aegis Server computer using a local administrator account.

2. In the NetIQ program group, click Aegis > NetIQ Aegis Adapter Configuration.

3. In the left pane, click Security Manager.

4. On the Edit menu, click New Entry.

5. Specify the configuration group database server name or IP address.

6. Specify the name of the database server SQL Server 2005 instance, if applicable.

7. Click OK.

8. In the left pane, click the name of the central computer for the new configuration group.

9. Click OK.

10. Specify the port number you want the Security Manager adapter to use to connect to the 
central computer.

11. Specify the Security Manager service account you want Aegis to use to communicate with 
the central computer in the format domain\user.

12. Specify and then confirm the service account password.

13. Click Save All.

14. Click Close.

15. Restart the NetIQ Aegis Namespace Provider service.

Verifying a Successful Installation
You can verify a successful installation of the Security Manager adapter. After the Aegis 
installation is complete, Aegis imports the Security Manager adapter you specified during 
installation as a data source and all related computers as resources.

To verify a successful adapter installation:

1. Start the Aegis Configuration Console.

For more information about starting the Aegis Configuration Console, see the 
Administrator Guide for Aegis.

Note
Ensure you specify an account that is a member of either the OnePointOp 
ConfgAdms or System group on the Security Manager central computer.
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2. In the Navigation pane, click Resources.

3. In the left pane, click Adapter Resource Hierarchies.

4. Expand the Security Manager adapter.

5. Ensure Aegis displays the Security Manager adapter you specified during installation as a 
data source.

6. Ensure the computers associated with the adapter display as resources.

After verifying the Security Manager adapter and its computers display as a data source and its 
resources, build a simple workflow with one of the activities in the Security Manager activity 
library. For more information about building workflows, see the Administrator Guide for 
Aegis.

Workflow Activities Overview
The activities in the Security Manager activities library allow Aegis to perform the following 
types of tasks:

• Find and update Security Manager real-time alerts
• Send a new event to Security Manager
• Retrieve and update knowledge for processing rules
• Get data from a recent Forensic Analysis report
• Perform Security Manager functions, such as forcing configuration changes and enabling 

or disabling processing rules

For detailed information about each activity, see its related Help.

Updating Your License
The Security Manager adapter installation kit includes a 30-day trial license for the adapter by 
default. You can update your existing license at any time. For example, if the adapter license 
has expired or is about to expire, you can update it with a valid updated license key from the 
appropriate vendor. For more information about Aegis licenses, see the Administrator Guide 
for Aegis.
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Upgrading the Security Manager Adapter
If you upgrade your Aegis server computer, ensure you install the latest version of the Security 
Manager adapter and activity library, as well.  For more information about upgrading Aegis, 
see the Administrator Guide for Aegis.

To reconfigure Security Manager and upgrade the Security Manager adapter:

1. Log on to the central computer using an account that is a member of either the 
OnePointOp ConfgAdms or System group.

2. Open the installation folder\NetIQ\IQConnectRuntime\version 
number folder, where installation folder is the location where you installed 
NetIQ Security Manager version 6.5 and version number is the version number of the 
NetIQ Namespace Server framework.

3. Run the ResourceManagementClientSetup.exe program.

4. Click Next.

5. Verify the destination folder and click Next.

6. Specify the Aegis server computer host name and port number.

7. Specify the user name and password you use to access Aegis, using the format 
domain\user, and click Next.

8. Click Next.

9. Click Finish.

10. Log on to the Aegis server computer using an account that has permission to access the 
OnePoint database on the Security Manager database server.

If possible, the account should be a member of the OnePointOp System group on the 
Security Manager central computer.

11. Run the SMAegisAdapter program from the folder where you downloaded the new 
version of the NetIQ Aegis Adapter for NetIQ Security Manager.

12. Click Next.

13. Accept the license agreement, and then click Next.

Note
Before upgrading to the latest version of the Security Manager adapter, you must 
upgrade your Security Manager installation to version 6.5 or later and reconfigure the 
central computer you use to communicate with Aegis.

Notes
• You may need to restart your Security Manager central computer after 

configuring the NetIQ Namespace Server.

• The ResourceManagementClientSetup.exe program does not 
validate the permissions of the account used to access Aegis. Ensure you 
specify the correct Aegis account. For more information about Aegis account 
permissions, see the Administrator Guide for Aegis.
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14. Verify the Aegis host name and host port.

15. Specify the Aegis user name and password you use to access the Security Manager 
activity library and click Next.

16. Specify the OnePoint database server name or IP address in 
servername\instancename format, where instancename is the name of the 
specific SQL instance, if applicable.

17. Specify the Security Manager central computer service account Aegis uses for Security 
Manager communication, and then click Next.

18. Click Finish.

Note
The setup program does not validate the permissions of the account used to access 
Aegis. Ensure that you specify the correct Aegis account. For more information 
about Aegis account permissions, see the Administrator Guide for Aegis.

Note
Ensure you specify an account that is a member of either the OnePointOp 
ConfgAdms or System group on the Security Manager central computer.
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