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About This Guide

This guide describes how to administer the Novell Identity Manager User Application. It includes
these parts:

¢ Part ], “Overview,” on page 17

¢ Part II, “Configuring the User Application Environment,” on page 43

¢ Part III, “Administering the User Application,” on page 125

¢ Part IV, “Portlet Reference,” on page 291

¢ Part V, “Configuring and Managing Provisioning Workflows,” on page 367

¢ Part VI, “Web Service Reference,” on page 421

¢ Part VII, “REST Services,” on page 671

¢ Part VIII, “Appendixes,” on page 751

To learn about administering the other features of Identity Manager (which are common to all
packagings), see the Novell Identity Manager: Administration Guide.

Audience

The information in this guide is for system administrators, architects, and consultants who are
responsible for configuring, deploying, and managing the identity self-service features and
workflow-based provisioning features of the Identity Manager User Application.

End-user documentation for these features is provided in the User Application: User Guide.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html (http://
www.novell.com/documentation/feedback.html) and enter your comments there.

Documentation Updates

For the most recent version of the Identity Manager User Application: Administration Guide, visit the
Identity Manager Documentation Web site (http://www.netiq.com/documentation/idm402/
index.html).
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Overview

This section introduces you to the Identity Manager User Application, and helps you plan for its use
in your organization.

¢ Chapter 1, “Introduction to the User Application,” on page 19

Overview 17
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Introduction to the User Application

This section introduces the Identity Manager User Application. Topics include:

*

*

*

*

*

Section 1.1, “About the User Application,” on page 19
Section 1.2, “User Application Architecture,” on page 25
Section 1.3, “User Application User Types,” on page 32
Section 1.4, “Design and Configuration Tools,” on page 37

Section 1.5, “What's Next,” on page 39

About the User Application

The Identity Manager User Application is the business user’s view into the information, resources,
and capabilities of Identity Manager. The User Application is a browser-based Web application that
gives the user the ability to perform a variety of identity self-service tasks. The User Application
provides a complete roles-based provisioning solution, giving users the ability to initiate and manage
provisioning and role-based requests and approvals. In addition, the User Application offers support
for compliance features, giving an organization a way to ensure that personnel conform to relevant
business laws and regulations.

The User Application enables you to address the following business needs:

*

Providing a convenient way to perform roles-based provisioning actions.

The User Application allows you to manage role definitions and role assignments within your
organization. Role assignments can be mapped to resources within a company, such as user
accounts, computers, and databases.

For details on setting up the Roles and Resources tab, see Section 2.10, “Configuring the Roles
and Resources Tab,” on page 90.

Ensuring that an organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.

For details on setting up the Compliance tab, see Section 2.11, “Configuring the Compliance
Tab,” on page 97.

Providing user self-service, allowing a new user to self-register, and providing access to
anonymous or guest users.

For more information, see Part IV, “Portlet Reference,” on page 291.

Ensuring that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy.

You can grant users access to identity data within the guidelines of corporate security policies.
For more information, see Section 2.2, “Security,” on page 47.

Reducing the administrative burden of entering, updating, and deleting user information across
all systems in the enterprise.
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You can create customized workflows to provide a Web-based interface for users to manipulate
distributed identity data triggering workflows as necessary.

For more information, see Part V, “Configuring and Managing Provisioning Workflows,” on
page 367.

¢ Managing manual and automated provisioning of identities, services, resources, and assets, and
supporting complex workflows.

You can implement manual provisioning by creating workflows that route provisioning
requests to one or more authorities. For automated provisioning, you can configure the User
Application to start workflows automatically in response to events occurring in the Identity
Vault.

For more information, see Part V, “Configuring and Managing Provisioning Workflows,” on
page 367.

IMPORTANT: The User Application is an application and not a framework. The areas within the
User Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.

About Identity Self-Service

Identity is the foundation of the User Application. The application uses identity as the basis for
authorizing users access to systems, applications, and databases. Each user’s unique identifier—and
each user’s roles—comes with specific access rights to identity data. For example, users who are
identified as managers can access salary information about their direct reports, but not about other
employees in their organization.

The Identity Self-Service tab within the application gives users a convenient way to display and work
with identity information. It enables your organization to be more responsive by giving users access
to the information they need whenever they need it. For example, users might use the Identity Self-
Service tab to:

¢ Manage their own user accounts directly

¢ Look up other users and groups in the organization on demand

¢ Visualize how those users and groups are related

¢ List applications with which they are associated
The User Application Administrator is responsible for setting up the contents of the Identity Self-

Service tab. What business users can see and do is typically determined by how the application has
been configured, by their job requirements and level of authority.

NOTE: In Identity Manager 4.0.2 Standard Edition, if you logon as a business user, the Identity Self-
Service tab is the only tab you will see in the User Application. If you logon as a User Application
Administrator, you see the Administration tab as well.
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About Roles-Based Provisioning

The purpose of the Roles and Resources tab within the User Application is to give you a convenient
way to perform roles-based provisioning actions. These actions allow you to manage role definitions
and role assignments within your organization. Role assignments can be mapped to resources within
a company, such as user accounts, computers, and databases. For example, you might use the Roles
and Resources tab to:

¢ Make role requests for yourself or other users within your organization
¢ Create roles and role relationships within the roles hierarchy

¢ Create separation of duties (SoD) constraints to manage potential conflicts between role
assignments

¢ Look at reports that provide details about the current state of the Role Catalog and the roles
currently assigned to users, groups, and containers

When a role assignment request requires permission from one or more individuals in an
organization, the request starts a workflow. The workflow coordinates the approvals needed to fulfill
the request. Some role assignment requests require approval from a single individual; others require
approval from several individuals. In some instances, a request can be fulfilled without any
approvals.

When a role assignment request results in a potential separation of duties conflict, the initiator has
the option to override the separation of duties constraint, and provide a justification for making an
exception to the constraint. In some cases, a separation of duties conflict can cause a workflow to
start. The workflow coordinates the approvals needed to allow the separation of duties exception to
take effect.

Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources tab for you and the others in your organization. The flow of control for a roles-
based workflow or separation of duties workflow, as well as the appearance of forms, can vary
depending on how the approval definition for the workflow was defined in the Designer for Identity
Manager. In addition, what you can see and do is typically determined by your job requirements and
your level of authority.

For details on setting up the Role Subsystem, see Section 2.10, “Configuring the Roles and Resources
Tab,” on page 90. For details on using the Roles and Resources tab, see the discussion of the Roles and
Resources tab in the Identity Manager User Application: User Guide (http://www.netiq.com/
documentation/idm402/pdfdoc/ugpro/ugpro.pdf).

NOTE: The ability to define custom roles is only available with Identity Manager 4.0.2 Advanced
Edition. Standard Edition only supports the use of system roles. The Roles and Resources tab and the
Work Dashboard tab are not available in Standard Edition.

About Resource-Based Provisioning

The purpose of the resource functionality within the User Application is to give you a convenient
way to perform resource-based provisioning actions. These actions allow you to manage resource
definitions and resource assignments within your organization. Resource assignments can be
mapped to users or to roles within a company. For example, you might use resources to:

¢ Make resource requests for yourself or other users within your organization

¢ Create resources and map them to entitlements
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When a resource assignment request requires permission from one or more individuals in an
organization, the request starts a workflow. The workflow coordinates the approvals needed to fulfill
the request. Some resource assignment requests require approval from a single individual; others
require approval from several individuals. In some instances, a request can be fulfilled without any
approvals.

The following business rules govern the behavior of resources within the User Application:

¢ Resources can only be assigned to a user. This does not preclude a resource being granted to
users in a container or group based on implicit role assignment. However, the resource
assignment will only be associated with a user.

¢ Resources can be assigned in any of the following ways:
¢ Directly by a user through Ul mechanisms
¢ Through a provisioning request
¢ Through a role request assignment
¢ Through a Rest or SOAP interface

¢ The same resource can be granted to a user multiple times (if this capability has been enabled in
the resource definition).

+ A resource definition can have no more than one entitlement bound to it.

¢ A resource definition can have one or more same-entitlement references bound to it. This
capability provides support for entitlements where the entitlement parameters represent
provisionable accounts or permssions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
request time (dynamic).

Your workflow designer and system administrator are responsible for setting up the User
Application for you and the others in your organization. The flow of control for a resource-based
workflow, as well as the appearance of forms, can vary depending on how the approval definition for
the workflow was defined in the Designer for Identity Manager. In addition, what you can see and do
is typically determined by your job requirements and your level of authority.

NOTE: Resources require Identity Manager 4.0.2 Advanced Edition. Standard Edition does not
support this feature. The Roles and Resources tab and the Work Dashboard tab are not available in
Standard Edition.

Resources

A resource is any digital entity such as a user account, computer, or database that a business user
needs to be able to access. The User Application provides a convenient way for end users to request
the resources they need. In addition, it provides tools that administrators can use to define resources.

Each resource is mapped to an entitlement. A resource definition can have no more than one
entitlement bound to it. A resource definition can be bound to the same entitlement more than once,
with different entitlement parameters for each resource.
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Resource Requests

Resources can be assigned to users only. They cannot be assigned to groups or containers. However,
if a role is assigned to a group or container, the users in the group or container may automatically be
granted access to the resources associated with the role.

Resource requests may require approvals. The approval process for a resource may be handled by a
provisioning request definition, or by an external system by setting the status code on the resource
request.

If a resource grant request is initiated by a role assignment then it is possible that the resource will
not be granted, even though the role is provisioned. The most likely reason for this would be that the
necessary approvals were not provided.

A resource request can grant a resource to a user or revoke a resource from a user.

Role and Resource Service Driver

The User Application uses the Role and Resource Service Driver to manage back-end processing of
resources. For example, it manages all resource requests, starts workflows for resource requests, and
initiates the provisioning process for resource requests.

Resource Request Process Flow

The following example shows the process flow for a resource assignment request. In this example, a
user requests a resource that grants access to an SAP profile:

Figure 1-1 Process Flow for a Resource Request

User Application Identity Vault  © : 1D Legend
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The steps in the process are described below:

1. A user requests a resource within the User Application.
2. A User Request object is created in the Identity Vault.

3. The Role and Resource Service Driver processes the new request.
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4. The Role and Resource Service Driver starts a workflow, and changes the request status.

5. The approval process is performed within the User Application. Upon completion of the
approval process, the workflow activity changes the request status.

6. The Role and Resource Driver picks up the change in the status, and begins to provision the
resource, if all of the necessary approvals have been provided.

7. The User Object attributes are updated to included the resource binding and approval
information.

8. An entitlement request is made for the SAP Profile.

9. The SAP Driver processes the entitlement and creates the profile in SAP.

About Workflow-Based Provisioning

A key feature of the Identity Manager User Application is workflow-based provisioning, which
enables you to initiate workflow processes to manage the approval and revocation of user access to
your organization’s secure systems.

The User Application’s Work Dashboard tab gives users a convenient way to make workflow process
requests. A provisioning request is a user or system action intended to initiate a process. Provisioning
requests can be initiated directly by the user (through the Work Dashboard tab), or indirectly in
response to events occurring in the Identity Vault.

When a provisioning request requires permission from one or more individuals in an organization,
the request starts one or more workflows. The workflows coordinate the approvals needed to fulfill
the request. Some provisioning requests require approval from a single individual; others require
approval from several individuals. In some instances, a request can be fulfilled without any
approvals.

By default, the Work Dashboard tab in the User Application does not display any provisioning
requests. To configure a provisioning request a designer familiar with your business needs creates a
provisioning request definition, which binds the resource to a workflow. The designer can configure
workflows that proceed in a sequential fashion, with each approval step being performed in order, or
workflows that proceed in a parallel fashion. A parallel workflow allows more than one user to act on
a workflow task concurrently.

Identity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that provide
the ability to view existing provisioning requests and manage workflows that are in process. For
more information, see Section 1.4, “Design and Configuration Tools,” on page 37.

The Provisioning Administrator is responsible for managing the workflow-based provisioning
features of the User Application. For more information, see Section 1.3, “User Application User
Types,” on page 32.

NOTE: Workflow processes require Identity Manager 4.0.2 Advanced Edition. Standard Edition does
not support this feature.

About Compliance

Compliance is the process of ensuring that an organization conforms to relevant business laws and
regulations. One of the key elements of compliance is attestation. Attestation gives an organization a
method for verifying that personnel are fully aware of organizational policies and are taking steps to
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comply with these policies. By requesting that employees or administrators regularly attest to the
accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved separation of duties (SoD) exceptions are up-to-date and in compliance.

To allow individuals within an organization to verify the accuracy of corporate data, a user makes an
attestation request. This request in turn initiates one or more workflow processes. The workflow
processes give the attesters an opportunity to attest to the correctness of the data. A separate workflow
process is initiated for each attester. An attester is assigned a workflow task in the My Tasks list on the
Requests & Approvals tab. To complete the workflow process, the attester opens the task, reviews the
data, and attests that it is correct or incorrect.

The Roles Based Provisioning Module supports four types of attestation:

¢ User profile
¢ SoD violations
¢ Role assignment
¢ User assignment
For details on setting up the Compliance tab, see Section 2.11, “Configuring the Compliance Tab,” on

page 97. For details on using the Compliance tab, see the discussion of the Compliance tab in the Identity
Manager User Application: User Guide (http://www.netiq.com/documentation/idm402/pdfdoc/ugpro/

ugpro.pdf).

NOTE: Compliance requires Identity Manager 4.0.2 Advanced Edition. Standard Edition does not
support this feature. The Compliance tab is not available in Standard Edition.

User Application Architecture

The Identity Manager User Application relies on a number of independent components acting
together. The core components are shown in Figure 1-2.
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Figure 1-2  User Application Core Components
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User Interface

The Identity Manager User Application is a browser-based Java application. It is comprised of a
collection of JSR168-compliant portlets that run within a Web portal, JavaServer Pages, and

plication on a J2EE-compliant application server. The
User Application framework provides container services, such as managing window state, portlet
preferences, persistence, caching, theming, logging, and acts as a security gatekeeper. The application
server, on which the User Application runs, provides various services to the application as a whole,
such as scalability through clustering, database access via JDBC, and support for certificate-based

JavaServer Faces that run within a Java Web ap

security.

NOTE: The portal functionality within the User Application is being deprecated in Identity Manager

4.0.2.
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1.2.3

1.2.4

Directory Abstraction Layer

The directory abstraction layer provides a logical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the User Application. The Directory Abstraction layer:

¢ Performs all of the User Application’s LDAP queries against the Identity Vault. This isolates
presentation-layer logic from the Identity Vault, so that all requests for identity data go through
the directory abstraction layer.

¢ Checks constraints and access control on data requests made via the User Application.

¢ Caches runtime configuration and entity-definition data obtained from the Identity Vault. See
Section 5.1.1, “Caching Management,” on page 131

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the section
on the directory abstraction layer editor in the Identity Manager User Application: Design Guide.

Workflow Engine

The Workflow Engine is a set of Java executables responsible for managing and executing steps in an
administrator-defined workflow and keeping track of state information (which is persisted in a
database). When the necessary approvals have been given, the Provisioning System provisions the
resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more e-mail
messages to notify users of changes in the state of the workflow. In addition, it can send e-mail
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an e-mail template in the Designer for Identity Manager or in iManager and then use
this template for e-mail notifications. At runtime, the Workflow Engine retrieves the template from
the directory and replaces tags with dynamic text suitable for the notification.

Additional details about the Workflow Engine, including how to configure and manage provisioning
workflows, are in Part V, “Configuring and Managing Provisioning Workflows,” on page 367.

SOAP Endpoints

The User Application provides the following SOAP endpoints to allow third-party software
applications to take advantage of User Application services:

Table 1-1 SOAP Endpoints

SOAP Endpoint Description

Provisioning Web Service To support third-party access, the provisioning
Workflow Engine includes a Web service endpoint.
The endpoint offers all provisioning functionality (for
example, allowing SOAP clients to start a new
approval flow, or list currently executing flows).
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SOAP Endpoint Description

Metrics Web Service The workflow engine also includes a Web Service for
gathering workflow metrics. The addition of the Metrics
Web Service to the Workflow Engine lets you monitor
an approval flow process. In addition, it provides
indicators the business manager can use to modify the
process for optimal performance.

Notification Web Service The Provisioning System includes an e-mail
notification facility that lets you send e-mail messages
to notify users of changes in the state of the
provisioning system, as well as tasks that they need to
perform. To support third-party access, the notification
facility includes a Web service endpoint that lets you
send an e-mail message to one or more users.

Directory Abstraction Layer (VDX) Web Service The directory abstraction layer provides a logical view
of the Identity Vault data. To support access by third-
party software applications, the directory abstraction
layer includes a Web service endpoint called the VDX
Web Service. This endpoint lets you access the
attributes associated with entities defined in the
directory abstraction layer. It also lets you perform ad
hoc searches for entities and execute predefined
searches called global queries.

Role Web Service To support access by third-party software applications,
the Role subsystem includes a Web service endpoint
called the Role Web Service. It supports a wide range
of role management and SoD management functions.

1.25 Application Server (J2EE-Compliant)

The application server provides the runtime framework in which the User Application, directory
abstraction layer and Workflow Engine execute. The User Application is packaged as a Java Web
Application Archive, or WAR file. The WAR is deployed to the application server.

The User Application runs on JBoss and WebSphere. For a complete list of supported platforms, see
the Roles Based Provisioning Module Installation Guide.

1.2.6 Database

The User Application relies on a database (MySQL* by default; see the Roles Based Provisioning Module
Installation Guide for a list of supported databases) to store several kinds of information:

¢ User application configuration data: for example, Web page definitions, portlet instance
registrations, and preference values.

+ Workflow state information is persisted in the database. (The actual workflow definitions are
stored in the User Application driver in the Identity Vault.)

¢ Novell Identity Audit logs
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1.2.7  User Application Driver

The User Application driver is an important enabling piece of the User Application. It is responsible
for:
¢ Storing application-specific environment configuration data.

+ Notifying the directory abstraction layer when important data values change in the Identity
Vault. This causes the directory abstraction layer to update its cache.

The User Application driver can be configured to:

¢ Allow events in the Identity Vault to trigger workflows.

¢ Communicate the success or failure of a workflow's provisioning activity back to the User
Application database, which allows users to view the final status of their requests.

¢ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver is not only a runtime component but a storage wrapper for directory
objects (comprising the User Application’s runtime artifacts).

Table 1-2  Artifacts Stored in the User Application Driver

Artifacts Description

Driver Set Object Every ldentity Manager installation requires that drivers be grouped into driver
sets. Only one driver set can be active at a time (on a given directory server).
The drivers within that set can be toggled on or off individually without
affecting the driver set as a whole. The User Application driver (like any other
Identity Manager driver) must exist inside a driver set. The driver set is not
automatically created by the User Application; you must create one, then
create the User Application driver within it.

User Application The User Application driver object is the container a variety of artifacts. The
User Application driver implements Publisher and Subscriber channel objects
and policies. The Publisher channel is not used by the User Application but is
available for custom use cases.
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Artifacts

Description

App Config Object

The AppConfig object is a container for the following User Application

configuration objects.

*

RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests that
end users with appropriate rights can instantiate via the User Application.

WorkflowDefs: Container for Workflow objects, including design-time
descriptions plus any template or unused flows.

ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused targets.

ServiceDefs: Container for Service Definition objects, which wrap Web
Services called by workflows.

DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in the
User Application.

AppDefs: Container for configuration objects that initialize the runtime
environment, such as cache configuration information and e-mail
notification properties.

ProxyDefs: Container for proxy definitions.

DelegateeDefs: Container for delegate definitions.

1.2.8 Role and Resource Service Driver

The Roles subsystem uses the Role and Resource Service driver to manage backend processing of
roles. For example, it manages all role assignments, starts workflows for role assignment requests
and SoD conflicts that require approvals, and maintains indirect role assignments according to group
and container membership, as well as membership in related roles. The driver also grants and
revokes entitlements for users based on their role memberships, and performs cleanup procedures
for requests that have been completed.

The Role and Resource Service driver performs the following functions:

*

Starts an SoD workflow and waits for approvals in situations where a role request requires an

SoD workflow

Starts a role assignment workflow and waits for approvals in situations where a role request

requires a workflow

Adds users to and remove users from roles. To do this, the Role and Resource Service driver:

¢ Waits for a start date before making assignments

¢ Terminates a role assignment when the end date is reached

Adds and removes higher-level and lower-level role relationships

Adds and removes role assignments for groups

Adds and removes role assignments for containers

Maintains all role membership information for indirect role assignments, including;

¢ Role assignments acquired through role relationships

¢ Role assignments that result from membership in groups

¢ Role assignments that result from membership in containers
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1.2.10

1.2.11

1.2.12

1.2.13

¢ Grants and revokes entitlements to and from users according to their role memberships
¢ Maintains additional reporting information that is associated with each role assignment
¢ Maintains additional reporting information on objects in eDirectory, such as:

¢ Approval information

¢ Where indirect assignments come from

¢ Where entitlements come from
¢ Logs events to an auditing service
¢ Cleans up processed requests after a user-specified amount of time

¢ Recalculates role assignments based on dynamic and nested groups on a polled basis

Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 37

iIManager

iManager provides a set of plug-ins you can use to view provisioning requests and manage their
associated workflows. For more information, see Section 1.4, “Design and Configuration Tools,” on
page 37.

Identity Manager Engine

The Identity Manager engine provides the runtime framework that monitors events in the Identity
Vault and connected systems. It enforces policies and routes data to and from the Identity Vault. The
Identity Manager User Application is a connected system. Communication between the Identity
Vault, the User Application’s directory abstraction layer, and the Workflow Engine occurs through
the User Application driver.

Identity Vault

The Identity Vault is the repository for user data (and other identity data) plus the Identity Manager
driver set and the User Application driver. Because the User Application relies on various Identity
Vault objects, it’s necessary to extend the eDirectory schema to accommodate the custom LDAP
objects and attributes required by the User Application. The schema extension occurs automatically
as part of the User Application install. The custom objects and attributes are populated with default
values after the User Application driver is installed and activated.

Novell Identity Audit

Novell Identity Audit is an independent logging server that can persist a variety of kinds of data
(such as data generated by steps of a workflow). For more information, see Chapter 3, “Setting Up
Logging,” on page 111.
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1.3 User Application User Types

The Identity Manager User Application users fall into these categories:

¢ Administrative Users
¢ Domain Administrators, Domain Managers, and Team Managers
¢ Designers

+ Business Users

1.3.1 Administrative Users

The User Application defines several types of administrative users. The administrative users defined
in Table 1-3 are defined at installation.

Table 1-3  User Application Administrative Users

User Description
Identity Vault A user who has rights to configure the Identity Vault. This is a logical role that can
Administrator be shared with other administrative user types.

The Identity Vault Administrator account is a proxy user for the User Application to
carry out tasks on the LDAP server that an ordinary logged-in user might not have
permission to execute, such as creating a new user, group, or container. It
represents credentials (username and password) used to bind to the Identity Vault
to perform system LDAP operations, so these are the rights that the User
Application itself needs to run. The Identity Vault Administrator needs:

* Supervisor rights to the User Application Driver and all the objects it contains.
You can accomplish this by setting the rights at the driver container level and
making them inheritable.

* Supervisor Entry rights to any of the users that are defined through the
directory abstraction layer user entity definition. This should include Write
attribute rights to objectClass and any of the attributes associated with the
DirXML-EntitlementRecipient, srvprvEntityAux and srvprvUserAux auxiliary
classes.

+ Supervisor rights to the container object cn=DefaultNotificationCollection,
cn=Security. This object persists e-mail server settings used for automated
provisioning e-mails. It can contain SecretStore credentials for authenticating
to the e-mail server itself.
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User Description

User Application A user who has the rights to perform administrative tasks for the User Application.
Administrator This user can:

+ Use the Administration of the User Application to manage the User
Application.

+ Use iManager to administer workflow tasks (such as enabling, disabling, or
terminating an in-process workflows)

* Run reports on Novell Identity Audit logging data.
This user does not have any special privileges within the User Application.

This user does not need any special directory rights because it controls application
level access via the Administration page. Although a User Application Administrator
has the ability to manage themes in the Administration page, the User Application
uses the LDAP administrator credentials to modify the theme selections in the
Identity Vault.

Password self-service: One task of the User Application Administrator is to
configure password self-service for the User Application. A feature of password
self-service is password synchronization status. To enable the User Application
Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), it is recommended that you create a
PasswordManagement group and assign one or more users to this group. The
members of this group are allowed to view the password synchronization status of
other users. If you choose to create this group, it must:

¢ Be named PasswordManagement.

+ Be given the privileges to the Identity Vault. The group must have rights to
read the user’s eDirectory object attribute for users whose password
synchronization status they need to view.

Domain Administrators, Domain Managers, and Team Managers

The Roles Based Provisioning Module uses a security model that recognizes three general categories
of administrators and managers:

¢ The Domain Administrator is an administrator who has the full range of capabilities within a
particular domain, which gives a user assigned to be this type of administrator the ability to
perform all operations on all objects within the domain for all users.

¢ The Domain Manager is a delegated administrator who has the ability to perform selected
operations for a subset of authorized objects within the domain for all users.

¢ The Team Manager is a business line manager who can perform selected operations for a subset of
authorized objects within the domain, but only for a designated set of users (team members).

The following diagram illustrates the security model:
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Figure 1-3  Security Model
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Domain Administrators and Domain Managers

Domain Administrators and Domain Managers are designated through system role assignments. The
Roles Based Provisioning Module allows you to assign users to any of the following system roles:

Table 1-4 System Roles for Domain Administrators and Domain Managers

Role Description

Compliance Administrator The Compliance Administrator is a Domain
Administrator who can perform all possible actions for
all objects within the Compliance domain.

Configuration Administrator The Configuration Administrator is a Domain
Administrator who can perform all possible actions on
all objects within the Configuration domain. The
Configuration Administrator controls access to
navigation items with the Roles Based Provisioning
Module.

In addition, the Configuration Administrator configures
the delegation and proxy service, the digital signature
service, the provisioning user interface, and the
workflow engine.

Provisioning Administrator The Provisioning Administrator is a Domain
Administrator who can perform all possible actions for
all objects within the Provisioning domain.
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Role Description

Provisioning Manager The Provisioning Manager is a Domain Manager who
can perform only allowed actions for a subset of
objects within the Provisioning domain.

Report Administrator The Report Administrator is a Domain Administrator
who can define report permissions, which include the
ability to use the Identity Manager Reporting tool.

A Report Administrator is given the Access Reporting
Tool navigation access permission automatically,
which allows the user to access the reporting tool
directly from the Work Dashboard.

Resource Administrator The Resource Administrator is a Domain Administrator
who can perform all possible actions for all objects
within the Resource domain.

Resource Manager The Resource Manager is a Domain Manager who can
perform only allowed actions for a subset of objects
within the Resource domain.

Role Administrator The Role Administrator is a Domain Administrator who
can perform all possible actions for all objects (except
for the System Roles) within the Role domain.

Role Manager The Role Manager is a Domain Manager who can
perform only allowed actions for a subset of objects
within the Role domain.

Security Administrator The Security Administrator is a Domain Administrator
who can perform all possible actions for all objects
within the Security domain. The Security domain
allows the Security Administrator to configure access
permissions for all objects in all domains within the
Roles Based Provisioning Module.

The Security Administrator can configure teams, and
also assign domain administrators, delegated
administrators, and other Security Administrators.

NOTE: For testing purposes, Novell does not lock
down the security model in Standard Edition.
Therefore, the Security Administrator is able to assign
all domain administrators, delegated administrators,
and also other Security Administrators. However, the
use of these advanced features is not supported in
production. In production environments, all
administrator assignments are restricted by licensing.
Novell collects monitoring data in the audit database to
ensure that production environments comply.
Furthermore, Novell recommends that only one user

be given the permissions of the Security Administrator.

These roles are initialized at install time, but can also be assigned through the Administrator
Assignments user interface on the Administration tab. For details on assigning users to the system
roles, see Section 8.3, “Administrator Assignments,” on page 267.

In Identity Manager 4.0.2 Advanced Edition, the following administrators need to be assigned:

¢ User Application Administrator

Introduction to the User Application
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1.3.3

1.3.4

¢ Provisioning Administrator
¢ Compliance Administrator

¢ Roles Administrator

¢ Security Administrator

¢ Resources Administrator

¢ Configuration Administrator

¢ Report Administrator

NOTE: At install time, you can simply specify a User Application Administrator and allow all other
assignments to default to this user.

In Identity Manager 4.0.2 Standard Edition, the following administrators need to be assigned:

¢ User Application Administrator
¢ Report Administrator

¢ Security Administrator

Team Managers

A Team Manager is a user designated as a manager of a team through the Team Configuration user
interface on the Administration tab. For details on configuring teams, see Section 8.4, “Team
Configuration,” on page 279.

Designers

Designers use the Designer for Identity Manager to customize the User Application for your
enterprise. Designer is a tool aimed at information technology professionals such as enterprise IT
developers, consultants, sales engineers, architects or system designers, and system administrators
who have a strong understanding of directories, databases, and their information environment and
who act in the role of a designer or architect of identity-based solutions.

To create or edit or edit workflow objects in Designer, the user needs the following rights on the
RequestDefs. AppConfig container for the specific User Application driver.

¢ [Entry Rights] Supervisor or Create.

¢ [All Attribute Rights] Supervisor or Write.
To initiate a workflow, the user must have Browse [Entry Rights] on the RequestDefs. AppConfig

container for the specific User Application driver or individually per request definition object if you
are using a delegated model.

Business Users

Business users interact with the User Application’s Identity Self-Service, Work Dashboard, and Roles and
Resources tabs. A business user can be:

¢ An authenticated user (such as an employee, a manager, or a delegate or proxy for an employee or
manager). A delegate user is a user to whom one or more specific tasks (appropriate to that user’s
rights) can be delegated, so that the delegates can work on those specific tasks on behalf of
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someone else. A proxy user is an end user who acts in the role of another user by temporarily
assuming that user’s identity. All of the rights of the original user apply to the proxy. Work
owned by the original user continues to be owned by that user.

¢ An anonymous or guest user. The anonymous user can be either the public LDAP guest account or
a special account set up in your Identity Vault. The User Application Administrator can enable
anonymous access to some features of the Identity Self-Service tab (such as a search or create
request). In addition, the User Application Administrator can create pages that allow the user to
request a resource. See Table 1-9 on page 41 for information on configuring anonymous access.

The user’s capabilities within the User Application depend on what features the User Application
Administrator has enabled for them. They can be configured to:

¢ View hierarchical relationships between User objects by using the Org Chart portlet.

¢ View and edit user information (with appropriate rights).

¢ Search for users or resources using advanced search criteria (which can be saved for later reuse).

¢ Recover forgotten passwords.
The User Application can be configured so that users can:

* Request a resource (start one of potentially many predefined workflows).

¢ View the status of previous requests.

*

Claim tasks and view tasklists (by resource, recipient, or other characteristics).

¢ View proxy assignments.

*

View delegate assignments.
¢ Specify one’s availability.
¢ Enter proxy mode in order to claim tasks on behalf of another.

¢ View team tasks, request team resources, and so forth.

1.4 Design and Configuration Tools

The various administrators can use the following tools to design and configure the Identity Manager
User Application.
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Table 1-5 Tools for Designing and Configuring the User Application

Tool Purpose

Designer for Identity Manager A powerful, graphical toolset for configuring and deploying
Identity Manager. The following plug-ins are designed to help
you configure the User Application:

+ Directory Abstraction Layer editor: Lets you define the
Identity Vault objects needed for your User Application.

+ Provisioning Request Definition editor: Lets you create
workflows for provisioning request definitions. Also allows
you to customize the forms by which users make and
approve requests and e-mail templates.

* Provisioning view: Lets you import, export, deploy, and
migrate directory abstraction layer and provisioning
requests to the User Application driver.

+ Role editor: Lets you create and configure roles for use
within the User Application.

+ Resource editor: Lets you create and configure resources
for use within the User Application.

For more information, see the Identity Manager User
Application: Design Guide.

iManager A Web-based administration console. The following plug-ins are
designed to help you configure and administer the User
Application:

+ Provisioning Request Configuration plug-in: Gives you a
read-only view of provisioning request definitions created
through Designer and allows you to mark them active or
inactive.

+ Workflow Administration plug-in: Provides a browser-
based interface that lets you view the status of workflow
processes, reassign activities within a workflow, or
terminate a workflow in the event that it is stopped and
cannot be restarted.

+ Provisioning Team plug-in: Not supported with this release
of the Roles Based Provisioning Module. The Team
Configuration user interface on the Administration of the
User Application replaces this iManager tool.

+ Provisioning Team Request plug-in: Not supported with this
release of the Roles Based Provisioning Module. The
Team Configuration user interface on the Administration of
the User Application replaces this iManager tool.

For more information, see Part V, “Configuring and Managing
Provisioning Workflows,” on page 367
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Tool Purpose

User Application Administration tab A Web-based administration console that allows you to
configure, manage, and customize the User Application. It
contains the following pages:

+ Application Configuration: Lets you configure caching,
LDAP parameters, logging, themes, password module
setup

+ Page Administration: Lets you create new portlets or
customize existing Identity Self-Service pages

+ Portlet Administration: Lets you create new or customize
the existing portlets used on the Identity Self-Service
pages.

+ RBPM Provisioning and Security: Lets you define
administrator assignments, configure teams, and specify
navigation access permissions. In addition, it allows you to
configure delegation, proxy, tasks, digital signature service,
and engine and cluster settings.

For more information, see Part IIl, “Administering the User
Application,” on page 125.

lreport .exe (log report tool) and A number of predefined log reports (that come with Identity

iManager Auditing and Logging Manager) are available in Crystal Reports* (. rpt) format for

feature filtering data logged to the Novell Identity Audit database. The
lreport . exe log report tool (Windows* only) is one way to
generate the reports. You can also use other methods to create
the reports. See Chapter 3, “Setting Up Logging,” on page 111
for details.

What's Next

Now that you have learned about the features and architecture of the Identity Manager User

Application, you can start to customizing it as needed for your own business needs. Typically, you'll

be:

¢ Customizing the user interface and identity self-service features. See Table 1-6 on page 39.

¢ Setting up the requests and approval features (if provisioning is installed). See Table 1-7 on
page 40.

¢ Setting up your production environment. See Table 1-8 on page 40.

Table 1-6  Customizing the User Interface and Identity Self-Service Features

To learn about See

Setting up directory abstraction layer objects Identity Manager User Application: Design
Guide

Customizing the Identity Self-Service pages Part 1V, “Portlet Reference,” on page 291

Adding new pages and setting page security Chapter 6, “Page Administration,” on page 203

Creating custom instances of the identity portlets Chapter 7, “Portlet Administration,” on page 237
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To learn about See

Changing the User Application’s theme or branding Section 5.1.7, “Theme Administration,” on
page 166

Localizing the User Application user interface Section 2.9, “Localizing and Customizing User
Application Strings and Name Formats,” on
page 83

Enabling password self-service Section 5.3, “Password Management

Configuration,” on page 180

Table 1-7 Setting Up the Provisioning, Roles, and Resources Features

To learn about See

Creating provisioning requests Identity Manager User Application: Design Guide and
Chapter 16, “Managing Provisioning Request Definitions,”
on page 383

Customizing request and approval forms Identity Manager User Application: Design Guide

Defining administrator assignments Section 8.3, “Administrator Assignments,” on page 267

Defining teams Section 8.4, “Team Configuration,” on page 279

Defining navigation access permissions Section 8.5, “Navigation Access Permissions,” on page 287

Defining e-mail templates Identity Manager User Application: Design Guide and

Section 17.4, “Working with E-Mail Templates,” on page 403

Table 1-8 Setting Up the User Application Production Environment

To learn about See

Your production environment topology Section 2.1, “Topology,” on page 45

Setting up security Section 2.2, “Security,” on page 47
Performance tuning strategies Section 2.7, “Performance Tuning,” on page 66
Setting up a cluster Section 2.8, “Clustering,” on page 71

Setting up logging Chapter 3, “Setting Up Logging,” on page 111
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Table 1-9  User Application Configuration for Guest Access

To learn about See

Guest or anonymous accounts Section 2.5, “Enabling Anonymous or Guest Access to
the User Application,” on page 63

Allowing anonymous users to self-register Section 10.4, “Configuring the Create Portlet for Self-
Registration,” on page 303

Allowing anonymous access to the directory Section 14.3, “Configuring Search List for Anonymous

search Access,” on page 364

Allowing anonymous access to the My profile or  Section 11.6, “Setting up Detail for Anonymous
Organizational charts Access,” on page 320 and Section 12.3, “Configuring
Org Chart for Guest Access,” on page 349

Allowing anonymous access to a workflow Chapter 13, “Resource Request Portlet,” on page 351
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Configuring the User Application
Environment

These sections describe how to configure various aspects of the Identity Manager User Application
environment to meet the needs of your organization.

¢ Chapter 2, “Designing the Production Environment,” on page 45

¢ Chapter 3, “Setting Up Logging,” on page 111

Configuring the User Application Environment

43



44 NetlQ Identity Manager User Application: Administration Guide



2.1

211

Designing the Production Environment

This section discusses issues relating to setting up a production environment. It provides guidance
on a number of considerations that come into play when making the transition from a sandbox, test,
or other pre-production environment to a production environment.

This section is organized as follows:

¢ Section 2.1, “Topology,” on page 45

¢ Section 2.2, “Security,” on page 47

¢ Section 2.3, “Single Sign-On (SSO) Configuration,” on page 55

¢ Section 2.4, “Digital Signature Configuration,” on page 56

¢ Section 2.5, “Enabling Anonymous or Guest Access to the User Application,” on page 63
¢ Section 2.6, “Configuring Forgotten Password Self-Service,” on page 64

¢ Section 2.7, “Performance Tuning,” on page 66

¢ Section 2.8, “Clustering,” on page 71

¢ Section 2.9, “Localizing and Customizing User Application Strings and Name Formats,” on
page 83

¢ Section 2.10, “Configuring the Roles and Resources Tab,” on page 90

¢ Section 2.11, “Configuring the Compliance Tab,” on page 97

¢ Section 2.12, “Configuring the Work Dashboard Tab,” on page 98

¢ Section 2.13, “Recreating the Database After Installation,” on page 98

¢ Section 2.14, “Changing the Default Administrator Assignments After Installation,” on page 99
¢ Section 2.15, “Setting up JMS in WebSphere and WebLogic,” on page 101

Topology

Each major subsystem can have many instances and many ways of connecting. Not every possible
layout is supported. This section includes the following subsections that describe the possible
configurations.

¢ Section 2.1.1, “Design Constraints,” on page 45

¢ Section 2.1.2, “High Availability Design,” on page 47

Design Constraints

Audit Server: This application is responsible for capturing event information (and possibly a good
deal of other information) from the User Application environment at runtime. It might also be doing
double duty as a persistence store for other applications in your company. For a variety of reasons,
you must never put other major pieces of the Identity Manager system (for example, the application
server or the Identity Vault) on the same machine as the Audit server.
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Identity Vault: This is a heavily trafficked component with a need for good performance and good
scalability. You must put the Identity Vault on a dedicated machine. You should never put another
high-traffic system, such as an application server with a deployment of the User Application, on the
same machine as the Identity Vault.

Database: If this instance of a supported database is also your auditing database, it is probably on a
dedicated machine. The User Application uses this component in the following ways:

¢ As a persistence store for portal configuration data
¢ As the persistence store for state information on in-process workflows

¢ Optionally, as the logging store for Novell Identity Audit.

Application Server: For performance and capacity reasons, you must run this piece on a dedicated
machine.

These considerations require at a minimum a three-machine configuration.

Additional Constraints The following additional architectural constraints apply to any User
Application configuration:

¢ No User Application instance can service (search, query, add users to, and so forth) more than
one user container. Also, a user container association with an application is meant to be
permanent.

¢ No User Application driver can be associated with more than one User Application, except
when the User Applications are installed on sister nodes of the same JBoss cluster. In other
words, a one-to-many mapping of drivers to User Applications is not supported.

The first constraint enforces a high degree of encapsulation in User Application design.
Suppose you have the following organizational structure:

Figure 2-1 Sample Organizational Structure

0=ACME

F

| |

ou=Marketing ou=Finance

G‘g e G@ K

During installation of the User Application, you are asked to specify the top-level user container that
your installation looks for in the Identity Vault. In this case, you could specify
ou=Marketing,0=ACME or (alternatively) ou=Finance,0=ACME. You cannot specify both. All User
Application searches and queries (and administrator log-ins) are scoped to whichever container you
specify.

NOTE: In theory, you could specify a scope of o=ACME in order to encompass Marketing and
Finance. But in a large organization, with potentially many ou containers (rather than just two
relating to Marketing and Finance), this is not likely to be practical.

It is possible, of course, to create two independent installations of the User Application (sharing no
resources in common), one for Marketing and another for Finance. Each installation would have its
own database, its own appropriately configured User Application driver, and each User Application
would be administered separately, possibly having unique themes.
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If you truly need to place Marketing and Finance within the same scope for one User Application
installation, there are two possible tactics to consider. One is to insert a new container object (for
example, ou=MarketingAndFinance) in the hierarchy, above the two sibling nodes; then point to the
new container as the scope root. Another tactic is to create a filtered replica (a special type of
eDirectory tree) that combines the needed parts of the original ACME tree, and point the User
Application at the replica’s root container. For more information about filtered replicas, see the
eDirectory Administration Guide (https://www.netiq.com/documentation/edir88/edir88/data/
a2iii88.html).

If you have questions about a particular system layout, contact your Novell representative for
assistance or advice.

High Availability Design

Clustering for high availability and capacity is discussed in Section 2.8, “Clustering,” on page 71. For
now, you should know that:

¢ High availability of the User Application is available through clustering. You can set up a cluster
so that each node runs one User Application instance. The instances are all coequals (peers).

¢ Automatic failover is supported. Tasks can still be completed after a loss of a cluster node. A
manual process needs to be used to resume processing of workflows assigned to the node that
has been lost.

See Section 2.8, “Clustering,” on page 71 for more information.

Security

This section includes the following topics:

¢ Section 2.2.1, “Security Overview,” on page 47

¢ Section 2.2.2, “Enabling SSL,” on page 48

¢ Section 2.2.3, “Turning on SOAP Security,” on page 52

¢ Section 2.2.4, “Mutual Authentication,” on page 52

¢ Section 2.2.5, “Third-Party Authentication and Single Sign-On,” on page 52

¢ Section 2.2.6, “Encryption of Sensitive User Application Data,” on page 53

¢ Section 2.2.7, “Preventing XSS Attacks,” on page 53

¢ Section 2.2.8, “Modifying the Trustee Rights for User Preferences,” on page 54

¢ Section 2.2.9, “Modifying the Trustee Rights for a Provisioning Request Definition,” on page 55
¢ Section 2.2.10, “Disabling the JMX Management Console on JBoss,” on page 55

Security Overview

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you might use regular HTTP to connect the User Application driver to the
application server, or you might use a self-signed certificate (as a temporary measure) for driver/app-
server communication. In production, on the other hand, you probably use secure connections, with
server authentication based on your company’s Verisign* (or other trusted provider) certificate.

It is typical for X.509 certificates to be used in a variety of places in the Identity Manager User
Application environment, as shown in the following diagram.
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Figure 2-2 Identity Manager User Application Environment

All communication between the User Application and the Identity Vault is secure, using Transport
Layer Security, by default. The installation of the Identity Vault (eDirectory) certificate into the JBoss
application server keystore is done automatically at install time. Unless you specify otherwise, the
User Application installer places a copy of the eDirectory certificate in the JRE’s default cacerts store.
The installation of the certificate into the WebSphere application server or the WebLogic keystore
must be done manually using your vendor’s tools.

The server certificate needs to be in several places, if communications are to be secure, as shown in
the diagram. Different setup steps might be needed depending on whether you intend to use a self-
signed certificate in the various places in the diagram shown with a JBoss cert box, or you intend to
use a certificate issued by a trusted certificate authority (CA) such as Verisign.

Enabling SSL

The User Application uses HTML forms for authentication. As a result, user credentials are exposed
during login. We strongly recommend that you enable SSL to protect sensitive information.

The procedure for enabling SSL varies depending on whether on you are working in a test or
production environment, as described below.
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Enabling SSL in a Test Environment

If you are in a test environment, you might want to use a self-signed certificate. The procedure below
explains how to do this.

To enable SSL in a test environment:

1 Export the Certificate Authority from your eDirectory server using iManager:
la Go to iManager.
1b Login with the eDirectory administrator’s username and password.
1c Go to Administration > Modify Object.

1d Browse to the CA object in the Security container called TreeName CA.Security. For
example, IDMTESTTREE CA.Security.

le Click OK.
1f Click Certificates > Self Signed Certificate.
1g Select the self-signed certificate you want to use.
1h Click the Export button.
1i Clear Export private key.
1j Click Export format and select DER.
1k Click Next.
11 Click Save the exported certificate.
1m Click Save File. iManager saves the file as cert .der.
1n Click Close.
1o Move the saved file to a location where you want to store the exported certificate.
2 Create a keystore:

In a command prompt, cd to your . ../jboss/server/IDMProv/conf directory and create the
keystore.

NOTE: The jboss/server/IDMProv/conf path is the default path for a User Application
installed on JBoss. The path can vary, depending on how you installed the User Application and
JBoss.

To create the keystore, use the following command:

keytool -genkey -alias [keystore name] -keyalg RSA -keystore [your keystore
name.keystore] -validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are a few important points to keep in mind as you answer the prompts:
¢ When asked for your first and last name, you should supply the fully qualified name of the

server. For example:

MyJBossServer.Novell.com

¢ Be sure your spelling is correct. If you spell any words incorrectly, you will see errors when
you generate your signed certificate from the signing authority.

¢ Save a copy of the information you provided in a simple text file. This will help to ensure
that you supply the same information when you apply to the signing authority and when
you import your certificate.
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3 Inyour JBoss conf directory, create a simple text file to store your keystore .csr file. Once this file
is created, return to a command prompt and create the .csr with the following command:

keytool -certreq -v -alias [Keystore name you used when you created your
keystore] -file [your.csr] -keypass [password you created in keystore] -
keystore [your.keystore] -storepass [your password]

4 Issue a certificate using iManager:
4a Go to Certificate Server > Issue Certificate.
4b Browse to the .csr file created earlier.
Click Next. Then click Next again.
4c Select Unspecified as the certificate type.
Click Next. Then click Next again.

Enabling SSL in a Production Environment

To install a signed certificate into the JBoss Application Server with the User Application:

1 Create a keystore using the keytool utility included in the JRE.

In a command prompt, cd to your . ../jboss/server/IDMProv/conf directory and create the
keystore.

NOTE: The jboss/server/IDMProv/conf path is the default path for a User Application

installed on JBoss. The path can vary, depending on how you installed the User Application and
JBoss.

keytool -genkey -alias [keystore name] -keyalg RSA -keystore [your keystore
name.keystore] -validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are a few important points to keep in mind as you answer the prompts:

¢ When asked for your first and last name, you should supply the fully qualified name of the
server (for example, MyJBossServer.Novell.com).

¢ Be sure your spelling is correct. If you spell any words incorrectly, you will see errors when
you generate your signed certificate from the signing authority.

¢ Save a copy of the information you provided in a simple text file. This will help to ensure
that you supply the same information when you apply to the signing authority and when
you import your certificate.

2 Inyour JBoss conf directory, create a simple text file to store your keystore .csr file. Once this file
is created, return to a command prompt and create the .csr with the following command:

keytool -certreq -v -alias [Keystore name you used when you created your

keystore] -file [your.csr] -keypass [password you created in keystore] -
keystore [your.keystore] -storepass [your password]

3 Submit your .csr file to your Certificate Authority (CA), such as VeriSign or Entrust.

Once you have received your signed certificate from your CA, you need to import it into your JBoss
Server.

To import your signed certificate:

1 Place a copy of your certificate in your JBoss conf directory.

Be sure to create a backup copy of this certificate and store it in a safe location.
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2 Convert the root CA to DER format:
2a Double-click on your certificate stored in the JBoss conf directory.
This will open a pop-up Certificate dialog screen.
2b Click on the Certificate Path tab.

2c Highlight the root certificate (the certificated issue by the signing authority, such as Entrust
or Verisign).

2d Click on View Certificate. This will open a new Certificate dialog for the root certificate.
2e Click on the Details tab.

2f Click copy to file. This will open the Export Certificate Wizard.

2g Click next when the Export Certificate Wizard opens.

2h Select DER encoded binary for X.509 (.CER) and click next.

2i Create a new file to store the newly formatted certificate and store it in your JBoss conf
directory.

Then click Finish.
3 Convert the signed certificate into DER format:

3a Double click on your certificate, which should be stored in the JBoss conf directory.
This will open a pop-up Certificate dialog screen.

3b Click on the Details tab.

3c Click copy to file. This will open the Export Certificate Wizard.

3d Click next when the Export Certificate Wizard opens.

3e Select DER encoded binary for X.509 (.CER) and click next.

3f Create a new file to store the newly formatted certificate and store it in your JBoss conf
directory.

Then click Finish.
4 Open a command prompt and cd to your JBoss conf directory.

5 Import your Root CA:

keytool -import -trustcacerts -alias root -keystore your.keystore -file
yourRootCA. cer

Be sure to specify root as your alias in this step.
If all goes well, you should see a Certificate was added to keystore message.

6 Import your signed certificate.

keytool -import -alias [alias you used when creating the .csr] -keystore
[your.keystore] -file [your DER converted Signed Cert.cer]

If all goes well, you should see a Certificate reply was installed in keystore message.

7 To verify that the signed certificate was imported correctly, you can run the following command
in a command prompt from your JBoss conf directory.

keytool -list -v -alias idm -keystore idm.keystore
You should see your self signed and signed certificates listed in the output.
8 Enable SSL in JBoss.

Locate jbossweb.sar under . ../jboss/server/IDMProv/deploy, where IDMProv is the
context for your User Application installation. Find server.xml and open that file in a text
editor. Enable SSL by uncommenting or adding the following section:
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maxThreads="100" strategy="ms" maxHttpHeaderSize="8192"
emptySessionPath="true"

scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server.home.dir}/IDMProv/conf/jboss.jks"
keystorePass="changeit" sslProtocol ="TLS" />

NOTE: Remember to point keystoreFile to the keystore you created. For example:

${jboss.server.home.dir}/conf/server.keystore. Also, remember to change the

keystorePass="changeit" to your keystore password.

You may also need to add SSLEnabled="true" protocol="HTTP/1.1", as shown below:

<Connector port="8443" address="${jboss.bind.address}"
maxThreads="100" strategy="ms" maxHttpHeaderSize="8192"

emptySessionPath="true" SSLEnabled="true" protocol="HTTP/1.

scheme="https" secure="true" clientAuth="false"
keystoreFile="${jboss.server.home.dir}/conf/cacerts"
keystorePass="changeit" sslProtocol="TLS" />

9 Restart your JBoss server and test.

2.2.3  Turning on SOAP Security

1 In IDMProv.war, find the web.xml file and open it in a text editor.

2 At the bottom of the file, uncomment the following section:

<security-constraints>

<web-resource-collection>
<web-resource-name>IDMProv</web-resource-names>
<description>IDM Provisioning Edition</descriptions
<url-pattern>/*</url-patterns>
<http-method>P0OST</http-method>
<http-method>GET</http-method>
</web-resource-collections>

<user-data-constraint>

<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>
</security-constraint>

3 Save the file and archive, then restart JBoss.

2.2.4 Mutual Authentication

The Identity Manager User Application does not support client certificate-based authentication out
of the box. That functionality can be obtained, however, by using Novell Access Manager. See your
Novell representative for more information. See also Section 2.2.5, “Third-Party Authentication and

Single Sign-On,” on page 52.

2.25 Third-Party Authentication and Single Sign-On

The Identity Manager User Application supports single sign-on through Access Manager using any
third-party authentication service that can log into Access Manager. This capability enables using a
non-password-based technology to log into the User Application through Access Manager. An

example is logging in through a user (client) certificate, for example from a smart card.

Access Manager maps the user to a DN in the IDM Identity Vault. When a user logs into the User
Application through Access Manager, Access Manager can inject a SAML assertion (with the user’s
DN as the identifier) into an HTTP header and forwards the request to the User Application. The
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User Application uses the SAML assertion to establish the LDAP connection with the Identity Vault.
For information on configuring Access Manager to support this capability, refer to the Access
Manager documentation.

Accessory portlets that allow single sign-on authentication based on passwords currently do not
support single sign-on when SAML assertions are used for User Application authentication.

Encryption of Sensitive User Application Data

Any sensitive information associated with the User Application that is stored persistently is
encrypted by using the symmetric algorithm AES-128. The master key itself is protected by
password-based cryptography using PBEWithSHA1AndDESede. The password is never persisted or
stored out of memory.

Information that is encrypted includes (but is not limited to):

¢ LDAP administrator user password

*

LDAP guest user password

*

DSS trusted CA keystore password

¢ DSS signature key keystore password
¢ DSS signature key entry password

¢ Novell Identity Audit signature key

However, in a cluster environment, if session failover is enabled, some sensitive data (for example, a
login-password for portlet single sign-on) in the user session can be transferred on the network
during session replication. This can expose sensitive data to network sniffers. To protect this sensitive
data, do one of the following;:

¢ Enable encryption for JGroups. For information about enabling JGroups encryption, see JGroups
Encrypt (http://wiki.jboss.org/wiki/Wiki.jsp?page=]GroupsENCRYPT).

+ Make sure that the cluster is behind a firewall.

Preventing XSS Attacks

The User Application supports the concept of XSS (Cross-Site Scripting) blacklists to allow you to
prevent scripting attacks. The XSS blacklists prevent XSS injection in the free text input fields within
the Detail portlet, approval flow, and role assignments pages within the application.

The User Application provides default values for two blacklists, one for the Detail Portlet, and one for
the workflow system (which handles the approval flow and role assignments pages). However, you
can customize the blacklists to suit the requirements of your environment.

To customize the either of the blacklists, you need to enter the words or characters you want to block
in the sys-configuration-xmldata.xml file. In JBoss, you can find this file in the <jboss_home>/
server/<IDM>/conf folder. Open the file with a UTF-8 friendly editor.

To modify the blacklist for the Detail portlet, open <jboss home>/server/<IDM>/conf/sys-
configuration-xmldata.xml in a UTF-8 editor, and find the
com.novell.xss.blacklist.detailportlet property:

<property>
<key>com.novell.xss.blacklist.detailportlet</key>
<values...</value>

</property>
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The text node of <value> is the blacklist for Detail portlet. The blocked words are separated by
comma (for example, blocked_wordl,blocked_word2, .. .). The default setting is:

", &LE;
This means that double quote and < are disallowed.

To modify the blacklist for the approval flow and role assignments pages, locate the
com.novell.xss.blacklist.workflow property.

<property>
<key>com.novell.xss.blacklist.workflow</key>
<values...</value>

</property>

The syntax is the same. The default value is:
&1t ;
which means that < is disallowed.

If you decide to customize the blacklists, be careful not to remove the default values. If you remove
these values, you will make the lists less restricted, and therefore increase the risk of XSS attacks.

Modifying the Trustee Rights for User Preferences

To allow user preferences to be saved, the administrator must ensure that the permissions on the
srvprvUserPrefsPlus and srvprvQueryList attributes are set so that the user is able to write to these
attributes. The necessary rights should be set for [This] at the tree root level, since [This] is a special
alias to the object itself, causing only the user to have rights to modify its own preferences. To set the

proper permissions, the administrator needs to modify the trustees for these attributes in iManager,
as shown below:

B! Modify Trustees ?

Object name: .THOMASVMTREE.
Trustee name: [This]

Remove Selected Add Property
Property Name Assigned Rights Inherit
[  nsimtint [ supervisor [ compare [Clread [ write [ setr [ pynamic [ nested
D nsimPasswordReminder |:| Supervisor D Compare D Read Write Self D Dynamic D Nested
1 srvprvQueryList DSLpsr'.iSsr [sr’pars [ read [lwrite [l ses DB'_.-nar'i: [ hested
D srvprviserPrefsPlus |:| Supervisor Compare H Read Write D Self D Dynamic |:| Nested
Done | Cancel |

The srvprvUserPrefsPlus property is a new property added for version 4.0.2. This property has no
space limitations, so it can save a large amount of user preference information. If you have used the
srvprfUserPrefs property in a previous release, this property will be migrated to
srvprvUserPrefsPlus the first time a user saves new preferences in the User Application.
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Modifying the Trustee Rights for a Provisioning Request Definition

To view the details and comments associated with a task in the Task Notifications section of the Work
Dashboard tab, the Domain Administrator or Delegated Administrator must have the proper rights
to the provisioning request definition. In particular, the user must have the
nrfAccessMgrTaskAddressee right to the provisioning request definition, with write access enabled.
To set the proper permissions, the administrator needs to modify the trustees for the provisioning
request definition, as described below:

1 Log into iManager as an administrator.
Select Modify Trustee from the Rights left-navigation menu.
Browse to the provisioning request definition.

If necessary, click Add Trustee to add the user.

a A W N

Click on the Assign rights link.

Notice that nrfAccessMgrTaskAddressee is not listed with the write permission checked, which
means that the user does not have the proper rights for the provisioning request definitiion.

6 Click the Add Property button.
7 Check the check box for Show all properties in schema.
8 Select nrfAccessMgrTaskAddresss.
9 Check the write checkbox for Assigned Rights.
10 Click Done.
11 Click OK.

Disabling the JMX Management Console on JBoss

The results from a Nessus scan show that the JBoss product installer does not secure the JMX
management console by default. This creates a potential security hole.

To solve this problem, you need to disable the JMX console by following your JBoss documentation.

Single Sign-On (SSO) Configuration

Version 4.0 of RBPM includes an enhanced SSO architecture that provides an easy way to integrate
single sign-on functionality into the User Application. This new architecture works with a variety of
system environments and is very secure.

The 4.0 architecture for single sign-on consists of the following key components:

+ 5SSO Providers

¢ 550 Controller
Each SSO Provider handles a specific SSO user scenario. The SSO Provider recognizes the login
identity, then transfers the information to the SSO Controller. The SSO Controller then verifies the

information and converts the login identity to an eDirectory identity. Next, it issues a SAML
authentication token and passes it to the login module to finish the login process.

The SSO Providers and the SSO Controller are loosely coupled. They communicate through an HTTP
header that is digitally signed.

The Roles Based Provisioning Module ships with Kerberos and SAP S5O Providers. However, you
can also implement your own custom SSO Provider to suit the requirements of your organization.
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For complete details on SSO configuration, see Section 5.1.6, “Single Sign-On (SSO) Configuration,”
on page 149.

Digital Signature Configuration

This section provides instructions on configuring your environment to take advantage of the digital
signature support provided with the Identity Manager User Application.

Digital signature support is available on JBoss only The User Application can be configured to
support digital signatures on JBoss only. Digital signatures are not supported on WebSphere or
WebLogic.

In release 4.0.2, the User Application provides support for the digital signature as a service model.
The digital signature as a service model is very easy to configure and manage. In most environments,
you should use this model, unless you are not ready to upgrade from an older digital signature
implementation, or require the ability to read digital signature cards, since this support is not
available with digital signature as a service.

IMPORTANT: We strongly encourage you to use the digital signature as a service support, since it is
the most reliable and easy-to-use configuration for managing digital signatures.

WARNING: You must use Novell Identity Audit (or Sentinel) to preserve documents that you
digitally sign. Digital signature documents are not stored with workflow data in the User
Application database, but are stored in the logging database. You must enable logging to preserve
these documents.

This section includes the following topics:

¢ Section 2.4.1, “Setting Up the User Certificates,” on page 56

¢ Section 2.4.2, “Configuring the Application Server,” on page 60
¢ Section 2.4.3, “Configuring Logging,” on page 61

¢ Section 2.4.4, “Configuring the User Application,” on page 61

¢ Section 2.4.5, “Configuring the Provisioning Request Definitions,” on page 62

Setting Up the User Certificates

1 Create the user certificates using iManager.
la Log in as an administrator.
1b Under Novell Certificate Server, select Create User Certificate.
1c Select the users for whom you want to create certificates and click Next.

You can use the Object Selector or Object History to pick the users.
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Novello iManager N e W D
ADMIN =T = =
Collection Owner Access -ﬁ—;@\ﬁﬂﬂ\ﬁ”gjl @ N

@] Roles and Tasks

Create User Certificate Wizard
| [All Categories] v | ey
iFolder Management Al 'ﬁ Welcome to the Create User Certificate Wizard
iPrint
LDAP

Linue User Manasement Create a new certificate for the following users:

NMAS

@2l

Movell Certificate Access

=l Novell Certificate Server
Configure Certificate dutharity
Create CRL Object
Create Default Certificates
Create 545 Service Object
Create Server Certificate
Create Trusted Root
Create Trusted Root Container
Create User Certificate
lzzue Certificate

<

Partition and Replicas
Passwords == Back | Mext > | Close | Finish |

= pBX v

1d Select the server and specify the certificate nickname. Specify Custom as the creation
method and click Next.

Novello iManager |
ADMIN - : - = -
Collection Owner Access T Ii’“il MIEJ @

Role: d Task
d P Create User Certificate Wizard

| [All Catagories) B s

~ 'ﬁ Certificate Details
iPrint — [
LDAP
Linux User Management Select the server which will generate the kev pair.
NMAS

Server:

Novell Certificate Access |Sigmund v|

El Novell Certificate Server
Configure Certificate duthority
Create CRL Object
Create Default Certificates
Create 545 Service Object
Create Server Certificate
Create Trusted Root
Create Trusted Root Container
Create User Certificate
lssue Certificate

Certificate nickname:
|testnickname |

= Creation method

© Standard (Default parameters)
@ Custom (User specifies parameters)

Partition and Replicas

Passwords

<<Back | Mext>> | Close | Finish |

& PBX

[ ey

le Specify a key size of 1024 or 2048 bits, depending on which size suits your requirements. Set
the key type to Signature. Leave other settings as is and click Next.
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Novells iManager
ADMIN

Callection Owner dccess

@] Roles and Tasks

| [All Categories]

=]

(=]

iFolder Manage ment
iPrint
LDAP

Linux User Manage ment
NMAS
Hovell Certificate Access

Novell Certificate Server
Configure Certificate duthority
Create CRL Cbiject
Create Default Certificates
Create 545 Service Object
Create Server Certificate
Create Trusted Root
Create Trusted Root Container

Create User Certificate Wizard

'ﬂ Key Size and Usage

Key size:

2045 hits |+

Key type: Key usage:

O Unspecified Data encipherment
O Ercryption Key encipherment
{3 Signature Digital signature
O Custom Certificate signing

CRL signing

Create User Certificate
lssue Certificate

Partition and Replicas
Passwords

# PBX

[J5et the key usage extension to critical,

e o ENEIE e 2

|2

|

<< Back | Next == |

Finish

1f If you're using the default configuration, leave the certificate parameters as is and click

Next.

To enable certificate revocation list (CRL) support, select Custom and check the CRL

signing check box.

For complete details on CRL configuration, see the Novell Certificate Server

documentation.
1g Click Finish.
1h Log out.

2a Log in as the user for whom you want to export a certificate.
2b Under Novell Certificate Access, select View My Certificates.

2 Export the user certificate as a PFX file that contains the private key.

2c Select a certificate and click the Export button.
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Novellg iManager N —
ABLAKE F =
— - i o)W || ]|e2
Assigned Access ?r E ] @  — h N
@] Roles and Tasks Certificates: &ahlake.users.idmsample-tdb.nuvell
[oa
| [All Categories] V| 1
Certificates
El Novell Certificate Access User Certificates
Yiew My Certificates
WView User Certificates Certificates A
Novell Certificate Server Mickname Issuer Certificate status  Private key status
ez QlU=0Organizational CA, O=5IGMUNDTREE  Click validate.. present
Certificate Information
Subject name: CM=ablake. OlU=users, OU=idmsample-tdb. O=nawvell
Effective date: MMonday, October 30, 2006 10:50:18
Expiration date: Thursday, October 30, 2008 10:50:18 = |
Create.. |  Import.. | Export... | Details... | d w
LU =
oK | Cancel | AppJ Export

2d In the Export Certificate Wizard, click Yes to indicate that you want to export the private key
with the certificate. Then click Next.

©) https:/isigmund. galab.wal.novell.com - PKI Wizard - Frame Set - Mozilla Firefox

Export Certificate
ﬁ Welcome to the Export Certificate Wizard.
Do you want to export the private key with the certificate?
@ Yes
2 No
<< Back | Next >> | Close | Finish |
Done sigmund.galab . wal.nowvell. com ﬂ

2e Enter a password to protect the private key and click Next.

2f Select Export the certificate into the browser if you do not have a card reader. Otherwise, click
on the link that says Save exported certificate to a file.
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3

You can also import to the browser later. Therefore, you might want to click on Save exported
certificate to a file to import to a different browser.

29 Click Save to Disk to save the file rather than opening it.
2h Click Close.

If you're using a smart card, install the smart card reader driver.

4 Install the software needed to transfer certificate information to the smart card.

5

Import the key pair (certificate) to the smart card:

If you are planning to use browser certificate support, rather than the smart card, you can skip steps 3
through 5 above. Certificates can be imported into a browser using iManager or the browser
certificate management user interface.

Configuring the Application Server

To configure the application server, follow these steps:

1

Download the vaas.war and xmlsigner.war files from a third-party component provider.
Contact your sales representative to get a referral to a third-party provider.

2 For details on configuring the vaas.war file, see the third-party documentation.

3 To deploy to JBoss, copy the vaas.war and xmlsigner.war files to the JBOSS_HOME/server/

IDMProv/deploy directory.

Export the trusted root and all intermediate certificates (using iManager) and import them into
the key store specified in your system’s local configuration using the keytool command.

For example, for JBoss:

keytool -import -trustcacerts -file certFile

The certFileis a fully qualified path to the certificate file.
If you're using the Novell Certificate Server, you do not need to export the trusted root.

(Not Required for Digital Signature as a Service) Start the User Application Configuration utility
by running the configupdate script (configupdate.bat on Windows or configupdate.sh on
Linux/Solaris).

(Not Required for Digital Signature as a Service) Click Show Advanced Options.

(Not Required for Digital Signature as a Service) Under Trusted Key Store, type the path to the
certificate file in the Trusted Store Path. Also, type your password in the Keystore Password field.
The default password is changeit.

The Trusted Key Store contains all trusted signers’ certificates used to validate digital signatures.

NOTE: For ]Boss, if you're using the Novell Certificate Server, you can simply paste the
complete string (for example, C:\Program Files\Java\jdk1.6.0_31\jre\lib\ security\ cacerts)
from the Keystore Path field under eDirectory Certificates to the Trusted Store Path under Trusted Key
Store. You can also paste the Keystore Password to the Trusted Store Password field.

(Not Required for Digital Signature as a Service) If you are using OCSP, under Miscellaneous,
type the URI for OCSP in the OCSP URI field. This value is used to update the status of trusted
certificates online. The URI points to the access point for the Online Certificate Status Protocol
server.
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Configuring Logging

To enable logging of digital signatures, you need to configure the logging Platform Agent. The
Platform Agent is required on any client that reports events to Novell Identity Audit or Sentinel. You
configure the platform agent through the logevent configuration file. This file provides the
configuration information that the platform agent needs to communicate with the Novell Identity
Audit server.

IMPORTANT: If you are logging events that include digital signatures, it is critical that the value of
the LogMaxBigData parameter be large enough to handle the data being logged.

For details on logging configuration, see Chapter 3, “Setting Up Logging,” on page 111.

Configuring the User Application

To configure digital signature support for the User Application:

1 Open the sys-configuration-xmldata.xml file:

This file is in the conf folder on JBoss. For example: /opt /novell/idm/rbpm/jboss/server/
IDMProv/conft.

2 Add the mapping to the vaas.war that you received from a third-party component provider in
the sys-configuration-xmldata.xml before the </propertiess> element.

Here is the format:

<propertys>

<key>com.novell.dss.vaas.uri</key>

<values>http(s) ://%server%:%port%/vaas/verify</value>
</propertys>

For example:

<propertys>
<key>com.novell.dss.vaas.uri</key>
<values>http://myserver.novell.com:8180/vaas/verify</value>
</propertys>

3 Configure the Digital Signature Service for the User Application. To do this, you need to use the
Digital Signature Service page on the Administration within the User Application. For details, see
Section 8.2.2, “Configuring the Digital Signature Service,” on page 256.

4 Log out of the User Application.
5 Stop the application server.

6 Complete the rest of the steps outlined by the documentation provided by the third-party
component provider to configure and deploy the xmlsigner.war and vaas.war files.

7 Restart the application server.
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You can use Designer for Identity Manager to configure digital signature support for your
provisioning request definitions.

To configure a provisioning request definition to support digital signatures, you need to:

1 Indicate whether a digital signature is required to initiate the provisioning request.

2 Indicate whether a digital signature is required for each approval step within the workflow.
Because each approval step might have more than one outgoing link, you need to specify
whether a digital signature is required for each link.

After you have indicated whether a digital signature is required to initiate a request or perform an
approval step, you need to also specify the following for each request or approval step where a
digital signature is required:

Table 2-1 Digital Signature Settings

Setting Description

Digital Signature Type Specifies whether the digital signature uses data or
form as its type:

+ Data: Specifies that the XML signature
serves as the user agreement. When Data is
selected, the XML data is written to the audit
log. The user can preview XML data before
submitting a signature.

* Form: Specifies that a PDF document that
includes the digital signature declaration be
generated. This document serves as the user
agreement. The user can preview the
generated PDF document before submitting a
request or approval. When Form is selected,
the PDF document (encapsulated in XML) is
written to the audit log.

WARNING: You must use Novell Identity Audit (or
Sentinel) to preserve documents that you digitally
sign. Digital signature documents are not stored
with workflow data in the User Application
database, but are stored in the logging database.
You must enable logging to preserve these
documents.

Digital Signature Declaration Specifies a digital signature confirmation string that
confirms the user’s signature.

For details on configuring provisioning request definitions in Designer, see the Identity Manager User
Application: Design Guide.

NetlQ Identity Manager User Application: Administration Guide



2.5

251

Enabling Anonymous or Guest Access to the User

Application

To enable anonymous or guest user to access the Identity Self-Service features of the User

Application, follow the steps outlined in Table 2-2.

Table 2-2  Setting Up Anonymous Access

Task

For more information

Determine the guest account you want to use for the
anonymous access.

Assign the proper Identity Vault rights to the guest user.

To perform Identity Self-Service tasks, create new pages
and portlets specifically for guest access.

To perform a resource request, use the resource request
portlet.

See “Establishing the Guest Account” on page 63.

Define rights based on the features you want
exposed to non-authenticated Web application
users. In the User Application, you can expose
identity portlets such as the search, detalil, or
chart and create portlet. You can also allow users
to initiate a workflow. In these cases the guest
user account is used to bind to eDirectory and
perform the underlying LDAP operation.

See Part IV, “Portlet Reference,” on page 291.

See Chapter 13, “Resource Request Portlet,” on
page 351.

Establishing the Guest Account

There are two ways to support anonymous or guest access to the User Application. You can:

¢ Setup a dedicated user account. Set up the permissions that are needed for the activities of that

anonymous user. Remember that if this user is inside the user container, this guest account is
returned during searches of the tree. To prevent this, consider putting the guest user outside the

user container.

¢ Use the public LDAP guest account that corresponds to the [Public] object in eDirectory. The
default access for [Public] is Browse rights to the entire tree. You must set up whatever
permissions are necessary for this user to perform the guest tasks you provide. If you do not
want all anonymous users to perform some of these tasks, this might not be the correct option

for your installation.

The User Application allows you to specify only one type of anonymous user, and you are required

to specify that user during installation. The installation options are:

¢ Use Public Anonymous Account: This uses the LDAP guest account.

¢ LDAP Guest: This is the dedicated user account.

You can modify your installation choice by running the configupdate utility after the installation is

complete.
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2.6 Configuring Forgotten Password Self-Service

The User Application provides password self-service for users who have forgotten their passwords.
This service enables

¢ Prompting for challenge responses

¢ Displaying a password hint

¢ Allowing a password change

The forgotten password service is available by default to users inside your corporate firewall through
the deployed User Application WAR.

You can also set up a separate forgotten-password management WAR, IDMPwdMgt . WAR, and deploy it
on a system inside your corporate firewall or external to the firewall. Deploying this WAR outside the
firewall can provide an additional layer of security while providing forgotten-password self-service

to remote users. The forgotten-password WAR is also called the external password WAR. To set up the
external password WAR, see Table 2-3.

IDMPwdMgt . WAR contains only forgotten-password self-service software and the default User
Application theme.

Table 2-3  Steps for Enabling an External Password WAR

Task Description

Install the User Application. During the installation, you When you specify Use External Password WAR, the

are asked to specify User Application configuration install program generates and installs
parameters. Specify the following to enable the IDMPwdMgt . WAR in the install directory that you
external password WAR: specify.

¢ Use External Password WAR For Forgot Password Link, specify the location for the

external password WAR. Include the application server

host and its secure port, for example http://

* Forgot Password Return Link localhost:8080/ExternalPwd/jsps/pwdmgt/
ForgotPassword.jsf. The install program

Ygu can also_update the configuration after installation renames TDMPwdMgt . WAR based on the location you
with the configupdate tool. specify

* Forgot Password Link

For Forgot Password Return Link, supply the path that
the external password WAR uses to call back the User
Application, (it uses a Web Service), for example
https://idmhost:sslport/idm.

If you want to change the link locations, you can do so
in the User Application Administration tab.
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Task Description

Deploy the external password WAR to an application  Before you deploy the external password WAR to an

server. application server, ensure that the application server is
configured to support SSL. See Section 2.2.2,
“Enabling SSL,” on page 48. In addition:

+ |f the external password WAR is deployed
outside the firewall, make sure that the firewall’s
SSL port is open to allow communication
between both application server hosts.

* The application server that hosts the external
password WAR must have the server certificate
of the application server hosting the core User
Application. Use the keytool import command to
import the server certificate to the keystore
(cacerts) of the JRE used by the application
server hosting the external password WAR. The
keytool command has this syntax:

keytool -import -file certname.cer -
keystore cacerts -storepass changeit
-alias uacerts

Do you want to customize the theme for the external For more information, see “Customizing the Theme for
password WAR? External Password WAR” on page 172.

The external password WAR location is saved to the
configuration.AppDefs.AppConfig.driver.driverset as

<property>
<key>com.novell.pwdmgmt .login.PREF FORGOT PSWD LINK KEY</key>
<value>http://localhost:8080/ExternalPwd/jsps/pwdmgt /ForgotPassword. jsf</value>

The return location is saved to the
configuration.AppDefs.AppConfig.driver.driverset as

<propertys>
<key>com.novell.pwdmgmt.login.PREF_FORGOT PSWD RETURN LINK KEY</key>
<value>https://localhost:8443/IDMProv</value>

</property>

The return location is saved to the userAppURL property in External WAR/WEB-INF/faces-
managed-beans . xml, for example

<property-name>userAppURL</property-name>
<property-class>java.lang.String</property-classs>
<value>https://localhost:8443/IDMProv</values>

2.6.1 Accessing an External Password WAR

Users can go to the Forgot Password page in the external password WAR directly from a browser like
this:

http://localhost:8080/ExternalPwd/jsps/pwdmgt/ForgotPassword.jst
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When accessed directly, the external password WAR checks the WEB-INF\faces-managed-
beans.xml for this entry:
<property-name>userAppURL</property-name>
<property-class>java.lang.String</property-classs>
<value>https://151.155.254.69:8443/IDM</value>

The external password WAR uses the userAppURL entry to call the Web Service that handles the
forgot password functionality in the User Application WAR.

Users can access the Forgot Password page by clicking the Forgot Password? link in the User
Application’s Login page. The User Application redirects the user to the external password WAR
based on the value specified for the Forgot Password link. The external password WAR uses the Forgot
Password Return Link value to call back to the User Application.

Performance Tuning

Performance tuning is a complex subject. The Identity Manager User Application relies on diverse
technologies with many interactions. It is not possible to anticipate every single configuration
scenario or user interaction scenario that could result in poor performance. Nevertheless, some
subsystems are subject to best practices that can boost performance.

See the following sections for information:

¢ Section 2.7.1, “Logging,” on page 66

¢ Section 2.7.2, “Identity Vault,” on page 67

¢ Section 2.7.3, “JVM,” on page 69

¢ Section 2.7.4, “Session Time-out Value,” on page 69
¢ Section 2.7.5, “Tuning JBoss,” on page 70

¢ Section 2.7.6, “Using Secure Sockets for User Application Connections to the Identity Vault,” on
page 70

Logging
The User Application allows logging with Novell Identity Audit as well as with the open source

Apache log4j framework. Logging via Novell Identity Audit is turned off by default. However, file
and console logging with log4j are enabled by default.

NOTE: The kinds of events you can log, and how to enable or disable logging, are covered in
Chapter 3, “Setting Up Logging,” on page 111.

The log4j configuration settings are contained in a file called

¢ jboss-log4j.xml in the install directory (if you are using a JBoss application server)

¢ log4j.xml in the User Application WAR (if you are using a non-JBoss application server)

Near the bottom of the jboss-log4j.xml file, look for the following entry:

NetlQ Identity Manager User Application: Administration Guide



2.1.2

<root>
<priority value="INFO" />
<appender-ref ref="CONSOLE" />
<appender-ref ref="FILE" />
</root>

Assigning a value to root ensures that any log appenders that do not have a level explicitly assigned
inherit the root level (in this case, INFO). For example, by default, the FILE appender does not have a
threshold level assigned and so it assumes the root'’s.

The possible log levels used by log4j are DEBUG, INFO, WARN, ERROR, and FATAL, as defined in
the org.apache.log4j.Level class. Inattention to the proper use of these settings can be costly in terms
of performance.

A good rule of thumb is to use INFO or DEBUG only when debugging a particular problem.

Any appender included in the root that does have a level threshold set, should set that threshold to
ERROR, WARN, or FATAL unless you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncAppender
class is available, but its use does not guarantee better performance. The issues are well-known and
are Apache log4j issues, not Identity Manager issues.

The default of INFO in the User Application’s log config file (above) is satisfactory for many
environments, but where performance is critical, you should consider changing the above jboss-
log4j.xml entry to:

<root>
<priority value="ERROR"/>
<appender-ref ref="FILE"/>
</root>

In other words, remove CONSOLE and set the log level to ERROR. For a fully tested/debugged
production setup, there is no need to log at the INFO level, nor any need to leave CONSOLE logging
enabled. The performance payoff of turning these off can be significant.

For more information on log4j, consult the documentation available at http://
logging.apache.org/log4j/docs.

For more information on the use of Novell Identity Audit with Identity Manager, consult the Novell
Identity Manager: Administration Guide.

Identity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a

high level of performance with large numbers of objects, Novell eDirectory (which is the basis of the
Identity Vault in Identity Manager) records frequently requested information and stores it in indexes.
When a complex query is run against objects with indexed attributes, the query returns much faster.

Out of the box, eDirectory comes with the following attributes already indexed:
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Aliased Object Name
cn

dc

Equivalent to Me
extensionInfo
Given Name

GUID
ldapAttributelist
ldapClassList
Member

NLS: Common Certificate
Obituary

Reference

Revision

Surname

uniquelID
uniqueID_SS

When you install Identity Manager, the default directory schema is extended with new object class
types and new attributes pertaining to the User Application. User-application-specific attributes are
by default not indexed. For better performance, you might find it useful to index some of those
attributes (and perhaps a few traditional LDAP attributes as well), particularly if your user container
contains over 5,000 objects.

The general idea is to index only those attributes that you know are regularly queried, which could
be different attributes in different production environments. The only way to know which attributes
are heavily used is to collect predicate statistics at runtime. The collection process itself degrades
performance, however.

The process for collecting predicate statistics is discussed in detail in the eDirectory Administration
Guide (https://www.netiq.com/documentation/edir88/edir88/data/a2iii88.html). Indexing is also
discussed in more detail there. In general, you need to do the following:

¢ Use ConsoleOne to turn on predicate-statistics collection for attributes of interest

¢ Put the system under load

*

Disable statistics collection and analyze the results

¢ Create an index for each type of attribute that might benefit from having one

If you already know which attributes you want to index, there is no need to use ConsoleOne. You can
create and manage indexes in iManager with eDirectory Maintenance > Indexes. For example, if you
know that users of your org chart are likely to perform searches based on the isManager attribute,
you can try indexing that attribute to see if performance is enhanced.

NOTE: As a best practice, it is recommended that you index, at a minimum, the manager and
isManager attributes.

For an in-depth discussion of attribute indexing and performance, see “Tuning eDirectory” in
Novell’s Guide to Troubleshooting eDirectory by Peter Kuo and Jim Henderson (QUE Books, ISBN 0-
7897-3146-0).

For more information about performance tuning, see “Maintaining Novell eDirectory” (https://
www.netiq.com/documentation/edir88/edir88/data/a5zek7a.html) in the eDirectory Administration
Guide (https://www.netiq.com/documentation/edir88/edir88/data/a2iii88.html).
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2.1.3

2.1.4

JVM

The amount of heap memory allocated to the Java virtual machine can impact performance. If you
specify minimum or maximum memory values that are either too low or too high (too high meaning
more than the physical memory of the machine), you could experience excessive pagefile swapping.

For a JBoss server, you can set the maximum JVM* size by editing the run. conf or run.bat file (the
former for Linux, the latter for Windows) under [IDM] /jboss/bin/ in a text editor. Increase “-Xmx”
from 128m to 512m, or possibly higher. Some experimentation might be needed to determine the
optimal setting for your particular environment.

NOTE: JBoss and Tomcat performance tuning tips are at http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming (http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming)

Increasing the stack size for recursive workflows If you have workflows that are recursive in nature
(that execute loops), you might see a StackOverflowError at execution time. Java does not handle the
stack space for recursive type functions effectively. Therefore, for recursive workflows, you need to
increase the stack size for the JVM. The JVM defaults to 512K. You might want to increase the stack
size to IM.

To increase the stack size, you can include the -Xss1M setting with the JAVA_OPTS in your start JBoss
script file.

JAVA OPTS="-server -XsslM -Xms512M -Xmx512M -XX:MaxPermSize=512m"

Session Time-out Value

The session time out (the amount of time a user can leave a page unattended in his or her Web
browser before the server causes a session-time-out warning dialog box to appear) can be changed in
the web . xml file in the IDMProv.war archive. This value should be tuned to match the server and
usage environment in which the application runs. In general, it is advised that the session time out be
as small as practicable. If business requirements can tolerate a 5-minute session time out, this would
allow the server to release unused resources twice as early as it would if the time-out value were 10
minutes. This improves performance and scalability of the Web application.

Consider the following when adjusting the session time out:

¢ Longer session time-outs can cause the JBoss server to run out of memory if many users log in
over a short period of time. This is true of any application server that has too many open
sessions.

¢ When a user logs in to the User Application, an LDAP connection is created for the user and
bound to the session.Thus, the more sessions that are open, the greater the number of LDAP
connections that are held. The longer the session time out, the longer these connections are held
open. Too many open connections to the LDAP server (even if they are idle) can cause system
performance degradation.

¢ If the server starts experiencing out-of-memory errors, and the JVM heap and garbage collection
tuning parameters have already been optimally tuned for the server and usage environments,
consider lowering the session time out.

You can set the session time out value on the User Application Configuration screen at installation
time. Alternatively, you can modify the session time out after installation by performing a
configuration update.

Designing the Production Environment 69


http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossASTuningSliming
http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossASTuningSliming

70

2.1.5

2.1.6

Tuning JBoss

By default, the JBoss deployment scanner runs every five seconds. For a production server, this is
typically not necessary and might impact performance. You should consider changing the scan
period so that the deployment scanner runs less frequently, or turn the deployment scanner off
entirely. For information about configuring the deployment scanner, see “Turn the Deployment
Scanner frequency down or turn it off if you do not hot deploy.” (https://community.jboss.org/wiki/
TurnDeploymentScannerDown)

For more information about tuning JBoss for production environments, see “JBoss 5.x Tuning/
Slimming” (https://community.jboss.org/wiki/JBoss5xTuningSlimming).

Using Secure Sockets for User Application Connections to the Identity
Vault

By default, secure sockets are used for communication between the User Application server and the
Identity Vault. However, in some environments, not all communication needs to be secured. For
example, if the User Application and Identity Vault servers are on an isolated network, and the only
ports available to the outside are the HTTP ports, it might be acceptable for some communication
between the two servers to be accomplished using non-secure sockets. Some aspects of the
application will always use a secure connection (for example, a user changing a password) even
though the setting might indicate that secure connections are not required. Turning off secure
connections, especially for user connections, can greatly increase performance and scalability. If, in a
particular environment, there are many concurrent logins, and communication between the User
Application server and the Identity Vault server have been secured using the network setup, then
turning off the secure connection for user connections greatly increase the number of concurrent
logins that can be processed. We recommend that this option be used only when there is actual
evidence of scaling or performance problems in the environment, and adding additional eDirectory
servers is not an option.

Additionally, secure connections can be turned off for administrative connections. These connections
are used for general queries on the Identity Vault server that do not require user credentials. These
connections are pooled and used round-robin. The bind over a secure connection is only done once at
application startup (or possibly again later on if the connection becomes unresponsive) and so does
not represent the scalability issues that can arise with the user connections. However, the time it takes
to encrypt and decrypt the data at both ends does add overhead. We recommend that the default
setting be used, unless there is a need to gain extra performance.

Secure communications for administrative and user connections must be disabled in both the User
Application and in iManager. To disable secure communications for administrative and user
connections, see the following topics:

¢ “Disabling Secure Communications Using the User Application Configuration Tool” on page 70

¢ “Disabling Secure Communications Using iManager” on page 71

Disabling Secure Communications Using the User Application Configuration
Tool

To disable the secure administrative and user connections in the User Application:

1 Run the configupdate script, located in the User Application directory, as follows:

¢ Linux: Type the following to run configupdate. sh:
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./configupdate.sh
+ Windows: Run configupdate.bat
The User Application configuration utility starts.

2 Deselect Secure Admin Connection and Secure User Connection.

Secure Admin Connection:

Secure User Connection:

3 Click OK.

Disabling Secure Communications Using iManager

To disable the requirement for secure LDAP (LDAPS) connections for administrative and user
connections to eDirectory using iManager or ConsoleOne:

1 Log into your eDirectory tree.

2 Navigate to the LDAP group object and display its properties.

3 Click General.

4 Deselect Require TLS for Simple Binds with Password.

NOTE: In a multi-server eDirectory tree, disabling TLS on the LDAP group removes the TLS
requirement from all servers. If you want mixed TLS requirements for each individual server in your
tree, you must enable the TLS requirement on each server.

Clustering

This section includes the following topics:

¢ Section 2.8.1, “Clustering an Application Server,” on page 71

¢ Section 2.8.2, “Things to Do Before Installing the User Application,” on page 73

*

Section 2.8.3, “Installing the User Application to a JBoss Cluster,” on page 74

*

Section 2.8.4, “Installing the User Application to a WebSphere Cluster,” on page 79

*

Section 2.8.5, “Installing the User Application to a WebLogic Cluster,” on page 79

*

Section 2.8.6, “Things to Do After Installing the User Application,” on page 80

Clustering an Application Server

A cluster is a collection of application server nodes that provide a set of services. The purpose of a
cluster is to increase performance and reliability of applications. In general, a cluster provides three
key benefits for enterprise applications:

¢ High availability

¢ Scalability (more capacity)

¢ Load balancing
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High availability means that an application is reliable and available for a high percentage of the time
that it is deployed. Clusters provide high availability because the same application is running on all
nodes. If one node fails, the application is still running on other nodes. The Identity Manager User
Application benefits from higher availability when running in a cluster. In addition, the Identity
Manager User Application supports HTTP session replication and session failover. This means that if
a session is in process on a node and that node fails, the session can be resumed on another server in
the cluster without intervention.

For more information about JBoss clusters, see the JBoss wiki page for High availability and
clustering services (http://wiki.jboss.org/wiki/Wiki.jsp?page=JBossHA).

JGroups Cluster Groups

The JGroups communications module provides communications among groups that share a common
name, multicast address, and multicast port. JGroups is installed with JBoss, but it can also be used
without JBoss. The User Application includes a JGroups module in the User Application WAR to
support caching in a cluster environment.

JBoss Cluster

JBoss clusters are implemented by JBoss using the JGroups communications module. The
configuration of JGroups and session replication is defined by JBoss and depends on the version of
JBoss you are using. See the JBoss Administration Guide (http://www.redhat.com/docs/en-US/
JBoss_Enterprise_Application_Platform/5.0.0/html/Administration_And_Configuration_Guide/
clustering-intro.chapt.html) for more detailed information on configuring JBoss clusters.

User Application Cluster Group

The Identity Manager User Application uses an additional cluster group solely to coordinate User
Application caches in a clustered environment on either JBoss or WebSphere clusters.

The User Application cluster group is independent of the two JBoss cluster groups and does not
interact with them. By default, the User Application cluster group and the two JBoss groups use
different group names, multicast addresses, and multicast ports, so no reconfiguration is necessary.

By default, this cluster group uses a UUID name to minimize the risk of conflicts with other cluster
groups that users might add to their servers. The default name is
c373e901aba5e8ee9966444553544200. By default, the group uses multicast address 228.8.8.8 and
runs on port 45654. This cluster isn't configured using a JBoss service file. Instead, the configuration
settings are located in the directory and can be configured using the User Application administration
features. If you are familiar with JGroups and JBoss clustering, you can adjust the User Application
cluster configuration using this interface. Changes to the cluster configuration only take effect for a
server node when that node is restarted.

User Application cluster group settings are shared by any Identity Manager application that shares
the directory configuration. The purpose of the local settings option in the User Application
administration interface is to allow an administrator to remove a node from a cluster, or change the
membership of servers in a cluster. For example, you can disable clustering globally, then enable it
locally for a subset of your servers sharing the directory configuration.
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2.8.2

Things to Do Before Installing the User Application

This section provides information that you should be aware of before you install the User
Application, and describes tasks that you should perform before installing the User Application.

This section includes the following topics:

¢ “About Multiple Clusters on the Same Network” on page 73
¢ “Synchronizing Application Server Clocks” on page 73
¢ “Avoiding Multiple Browser Logins from the Same Browser Window in a Cluster” on page 73

¢ “About the User Application Database” on page 74

About Multiple Clusters on the Same Network

If you have more than one cluster running on a network, you must separate the clusters to prevent
performance problems and anomalous behavior. You accomplish this by ensuring that each cluster
uses a different partition name, multicast address, and multicast port. Even if you are not running
multiple clusters on the same network, it’s a good idea to specify a unique partition name for the
cluster, rather than using the default partition.

The following are important points:
¢ The cluster must have a unique cluster partition name and multicast address.

For JBoss, specify the cluster partition name and multicast address by editing the JBoss startup
script (start-jboss.bat or start-jboss.sh for Windows or Linux, respectively) supplied
with the User Application. You need to modify the JBoss startup scripts for your servers to start
JBoss with a -D flag and set the jboss.partition.name and jboss.partition.udpGroup
system properties (see “Configuring the Workflow Engine” on page 76).

¢ The cluster must use a unique multicast port.

For JBoss, you can find instructions about running more than one cluster on a network by using your
browser to view Two Clusters Same Network (http://wiki.jboss.org/wiki/
Wiki.jsp?page=TwoClustersSameNetwork).

Synchronizing Application Server Clocks

You must synchronize the clocks of the servers in a User Application cluster. If server clocks are not
synchronized, sessions might time out early, causing HTTP session failover to not work properly.
There are many time synchronization methods available. The method that you use depends on the
needs of your organization. One common approach is to use the Network Time Protocol (NTP). For
information about using NTP, see ntp.org (http://www.ntp.org/).

Avoiding Multiple Browser Logins from the Same Browser Window in a Cluster

We do not recommend using multiple logins across browser tabs or browser sessions on the same
host. Some browsers share cookies across tabs and processes, so using multiple logins might cause
problems with HTTP session failover (in addition to risking unexpected authentication functionality
if multiple users share a computer).
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About the User Application Database

When you install the User Application using the User Application installation program, you
designate an existing version of a supported database to use (for example, MySQL, Oracle or
Microsoft SQL Server). The database is used to store User Application data and User Application
configuration information.

When the User Application is installed in a cluster environment, all nodes in the JBoss cluster must
access the same database instance. The User Application uses standard JDBC calls to access and
update the database. The User Application uses a JDBC data source bound to the JNDI tree to open a
connection to the database.

When you install the User Application into a JBoss cluster by using the User Application installation
program, the data source is installed for you. The installation program creates a data source file
named IDM-ds.xml, and places this file in the deploy directory (for example, server/IDMProv/
deploy). The installation program also places the appropriate JDBC driver for the database specified
during installation in the 1ib directory (for example, /server/IDMProv/1ib). For more information
about setting up the User Application database for a cluster, see “Specifying the User Application
Database” on page 75.

NOTE: By default, MySQL sets the maximum number of connections to 100. This number might be
too small to handle the workflow request load in a cluster. If the number is too small, you might see
the following exception:

(java.sqgl.SQLException: Data source rejected establishment of connection, message
from server: "Too many connections.")

To increase the maximum number of connections, set the max connections variable in my.cnf to a
number greater than 100.

2.8.3 Installing the User Application to a JBoss Cluster

To install the User Application to a cluster, use the User Application installation program to install
the User Application to each node in the cluster (see the Roles Based Provisioning Module Installation
Guide). This section provides notes that are specific to installing the User Application to a cluster.

This section includes the following topics:

¢ “About the Server Configuration” on page 74

¢ “Specifying the User Application Database” on page 75

¢ “Selecting the Cluster (all) Option” on page 75

¢ “Configuring the Workflow Engine” on page 76

¢ “Using the Same Master Key for Each User Application in the Cluster” on page 76
¢ “Starting the User Application Cluster Group” on page 78

About the Server Configuration

JBoss comes with three different ready-to-use server configurations: minimal, default and all.
Clustering is only enabled in the all configuration. A cluster-service.xnl file in the /deploy
folder describes the configuration for the default cluster partition. When you install the User
Application and indicate to the installation program that you want to install into a cluster, the
installation program makes a copy of the all configuration, names the copy IDM (this is the default;
the installation program allows you to change the name), and installs the User Application into the
this configuration.
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Specifying the User Application Database

All nodes in the JBoss cluster must access the same database instance. When you use the User
Application installation program, you are prompted to specify the database name, host and port:

Figure 2-3  Specifying the Database Host and Port

Database Name & Privileged User

FPlease provide the following:

Database name (or sid) IIDM35

Datahase user |r-:.ot

FTEEEESTFN

Database user password

TEEEEEEN

Datahase user passward (Canfirm)

Make sure that you specify the same database parameters each time you install the User Application
to a cluster node.

Selecting the Cluster (all) Option

When you use the User Application installation program, you are prompted to specify the IDM
configuration:

Figure 2-4 Specifying the Cluster (all) Option and Engine ID

IDM Configuration

Choose 'default for a single instance, or ‘all' iftyou plan to employ
clustering. We will copy one of these servers to "Server name" and
customize itto your needs. The "Waorkdflow Engine ID" is only valid
for cluster installs.

Single node (default) or cluster (allj?
 default & all

Server name |IDM

YWoarkflow Engine 1D |Engine1|

Select the clustering (all) option.
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Configuring the Workflow Engine

Workflow engine clustering works independently of the User Application cache framework. There
are several steps that you must perform to ensure that the workflow engine works correctly in a
cluster environment.

¢ All servers in the cluster need to be pointing to the same database.

When you install the User Application to the cluster using the User Application installation
program (see “Installing the User Application to a JBoss Cluster” on page 74), you accomplish
this by specifying the IP address or host name of the server on which the database for the User
Application is installed.

¢ Each server in the cluster needs to be started with a unique engine-id.

You can accomplish this by setting the com.novell.afw.wf.engine-id system property at server
startup. For example, if you wanted to start JBoss and assign the engine id ENGINE1 to the
workflow engine for that server, you would use the following command:

run.sh -Dcom.novell.afw.wf.engine-id=ENGINE1l (Linux)
run.bat -Dcom.novell.afw.wf.engine-id=ENGINE1l (Windows)

You might want to combine the setting of this system property with the setting of other system
properties (see “Setting JBoss system properties in the JBoss startup script” on page 76).

For information about managing running workflows, see “Managing Workflows in a Cluster” on
page 82.

Setting JBoss system properties in the JBoss startup script

Each server in the cluster should be started using the same partition name and partition UDP group
(see “About Multiple Clusters on the Same Network” on page 73). Each server in the cluster should
use a unique engine ID (see “Configuring the Workflow Engine” on page 76).

You can modify your JBoss startup script (start-jboss.bat for Windows, start-jboss. sh for
Linux) to specify all of these system properties. This script is located in the directory in which your
User Application files are stored. For example, to start a server using the partition name
“Example_Partition”, the UDP group “228.3.2.1” and the Engine ID “Enginel” you would add the
following to the start-jboss script:

start run.bat -c IDM -Djboss.partition.name=Example Partition -
Djboss.partition.udpGroup=228.3.2.1 -Dcom.novell.afw.wf.engine-id=Enginel

Using the Same Master Key for Each User Application in the Cluster

The Identity Manager User Application encrypts sensitive data (see Section 2.2.6, “Encryption of
Sensitive User Application Data,” on page 53). A master key is used to access encrypted data. All
User Applications in a cluster must use the same master key. Follow these steps to ensure that all
User Applications in a cluster use the same master key.

1 Using the User Application installation program, install the User Application to the first node in
the cluster.

For information about using the User Application installation program, see “Installing the User
Application in the Roles Based Provisioning Module Installation Guide.

When you use the User Application installation program to install the first User Applicationin a
cluster, at the end of the installation you are presented with a new master key for the User
Application:
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Figure 2-5 Master Key

] Identity Manager User Application

Master Key

Your master key for this installation is:

hAdECFDEAMNYgOz0ANIHOA== N5l AxtrFvER 2ZF DRBSJUE SV gIbkE
LRz

ctall Folder

:onfiguration

Cancel Help Ereviaus |

Follow the on-screen instructions to save the master key to a text file.

2 Using the User Application installation program, install the User Application to the other nodes
in the cluster.

When you install the User Application to the other nodes in the cluster, the installation program
provides a page that you use to import the master key:
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Figure 2-6 Pasting Master Key in User Application Installation Program

) Identity Manager User Application e

23

Security - Master Key

[fthiz is notthe first node in your cluster you may already have a
master key. If so, please copy and paste your master key here.

ctall Folder

1 - Ifthis is the first node in the cluster, then you may leave this field
sonfiguration

blank and a new key will be generated.

Cancel Help Erevious |

3 Import the master key that you saved to a text file in Step 1 on page 76.

Starting the User Application Cluster Group

After the User Applications in your cluster have been installed, you must enable the cluster in the
User Application cluster configuration.

1 Start the first User Application in the cluster.
2 Log in as the User Application administrator.
Don't start any other servers yet.
3 Click Administration.
The User Application displays the Application Configuration portal.
4 Click Caching.

»

Portal Configuration
Caching

The Caching Management page is displayed.
Select True for the Cluster Enabled property.
Click Save.

Restart the server.

0 N o O

If you are using local settings (see “Specifying the User Application Cluster Group Caching
Configuration” on page 81), repeat this procedure for each server in the cluster.
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2.8.4 Installing the User Application to a WebSphere Cluster

This section outlines the process for installing and starting the User Application on a WebSphere
cluster. This section assumes you are an experienced user of the WebSphere Application Server.

1 Install and configure your WebSphere Application Servers and cluster according to the
manufacturer’s instructions.

2 Install and create a database according to manufacturer’s instructions. Enable the database for
UTEF-8.

Add and configure the database driver on a WebSphere server.
Create a JDBC Provider.

Create a data source for your relational database.

o 01~ W

Run the User Application installer to install and configure the User Application on your WAS
console system. Directions are in the Roles Based Provisioning Module Installation Guide.

The installer writes the sys-configuration-xmldata.xml file to the directory you choose
during installation.

7 In your post-installation tasks, while creating JVM Custom Properties in the WAS console as
directed in the Roles Based Provisioning Module Installation Guide, create a new JVM Custom
Property for each User Application server in the cluster. Name the Custom Property
com.novell.afw.wf.engine-id and give it a unique value. Each User Application server runs
a workflow engine, and each engine requires a unique engine ID.

8 Import the directory server certificate authority to the WebSphere keystore.
9 Deploy the IDM WAR file from the WebSphere administration console.
10 Start the application. Access the User Application portal using the context you specified during
deployment.

Select the All session attributes mode: In the IBM Admin Console, you can specify a mode that
controls the write content for session failover. The Roles Based Provisioning Module does not
support the Only updated attributes mode, so you must select the All session attributes mode when
using session failover with RBPM. This setting can be found under Application servers >
clustermember1 > Session management > Distributed environment settings > Tuning parameters > Custom
tuning parameters.

2.8.5 Installing the User Application to a WebLogic Cluster

The process of installing the User Application to a WebLogic cluster is essentially the same as the
process of installing the User Application to a single WebLogic server. The key difference is that you
must explicitly identify the engine ID for each server when running in a clustered environment.

You can use this checklist to ensure that all of the components are configured correctly for a
WebLogic clustered environment:

¢ Install a WebLogic server (AdminServer).

Follow the installation instructions in the WebLogic documentation.

¢ Configure a domain and add a managed Serverl with the Serverl IP address in the same
domain.

¢ Configure the additional managed servers in the same domain.
¢ Configure the cluster and add the managed servers in the same cluster in the domain.

¢ Install, configure, and deploy the User Application on the first WegLogic server (Serverl).
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For details on installing and configuring the User Application on a single WebLogic server, see
“Installing the User Application on WebLogic” (http://www.netiq.com/documentation/idm402/
install/index.html?page=/documentation/idm402/install/data/bf53fpm.html).

¢ Install, configure, and deploy the User Application on each additional server.
¢ On each server, specify the engine ID, as follows:
1. Open the C:\Oracle\Middleware\wlserver_10.3\common\bin\commEnv.cmd file.

2. Add an entry for the engine-id property (for example, -Dcom.novell.afw.wf.engine-
id=Enginel).

Things to Do After Installing the User Application

This section describes User Application cluster configuration actions that you perform after installing
the User Application.

This section includes the following topics:

¢ “Configuring the User Application Driver for Clustering” on page 80

¢ “Specifying the User Application Cluster Group Caching Configuration” on page 81
¢ “Configuring Logging in a Cluster” on page 81

¢ “Managing Workflows in a Cluster” on page 82

¢ “Checking the Health of the Server” on page 83

Configuring the User Application Driver for Clustering

Clustering is the only scenario in which the same User Application driver is used by multiple User
Applications. The User Application driver stores various kinds of information (such as workflow
configuration and cluster information) that is application-specific. Therefore, a single instance of the
User Application driver should be not shared among multiple applications.

The User Application stores application-specific data to control and configure the application
environment. This includes JBoss application server cluster information and the workflow engine
configuration. The only User Applications that should share a single User Application driver
instance are those applications that are part of the same JBoss cluster.

In a cluster, the User Application driver must be configured to use the host name or IP address of the
dispatcher or load balancer for the cluster. You create the User Application driver when you install
the User Application (see the Roles Based Provisioning Module Installation Guide). You configure the
User Application driver using iManager.

1 Log into the instance of iManager that manages your Identity Vault.

2 Click the Identity Manager node in the iManager navigation frame.

3 Click Identity Manager Overview.

4 Use the search page to display the Identity Manager Overview for the driver set that contains
your User Application driver.

5 Click the round status indicator in the upper right corner of the driver icon:
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A menu is displayed that lists commands for starting and stopping the driver, and editing driver
properties.

6 Click Edit Properties.

7 In the Driver Parameters section, change the Host parameter to the host name or IP address of the
dispatcher.

8 Click OK.

Specifying the User Application Cluster Group Caching Configuration

Users who are familiar with JGroups and JBoss clustering can modify the cluster group caching
configuration, using the User Application administration user interface (see “Cache Settings for
Clusters” on page 139). Changes to the cluster configuration only take effect for a server node when
the server node is restarted.

In most cases you should use global settings when configuring a cluster. However, global settings
present a problem if you need to use TCP, because the IP address of the server must be specified in
the JGroups initialization string for each server. You can use local settings to specify a JGroups
initialization string by checking Enable Local for Cluster Properties, then typing the JGroups
initialization string in the Local field. For an example of a working JGroups TCP protocol stack, see
JGroupsStackTCP (http://wiki.jboss.org/wiki/Wiki.jsp?page=]GroupsStackTCP).

WARNING: If you specify local settings and enter an incorrect configuration in the JGroups
initialization string, the cache cluster function might not start. Unless you know how to configure
JGroups correctly and understand the protocol stack, you should not use local settings.

Alternatively, you can add a token (for example, “IDM_HOST_ADDR”") to the global settings for the
Cluster Properties. You can then edit the hosts file on each server in the cluster to specify the IP
address for that server.

Configuring Logging in a Cluster

This section includes tips for configuring logging in a cluster. No tips are included for WebSphere or
WebLogic.

¢ “JBoss Logging” on page 81
¢ “User Application Logging” on page 82
JBoss Logging

You can configure JBoss for logging in a cluster. To enable logging for clusters, you need to edit the
jboss-log4j.xml configuration file, located in the \ conf directory for the JBoss server configuration
(for example, \server\IDM\conf), and uncomment the section at the bottom that looks like this:
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<!-- Clustering logging
-=>
- <!__
Uncomment the following to redirect the org.jgroups and
org.jboss.ha categories to a cluster.log file.
<appender name="CLUSTER"
class="org.jboss.logging.appender.RollingFileAppender" >
<errorHandler class="org.jboss.logging.util.OnlyOnceErrorHandler"/>
<param name="File" value="${jboss.server.home.dir}/log cluster.log"/>
<param name="Append" value="false"/>
<param name="MaxFileSize" value="500KB"/>
<param name="MaxBackupIndex" value="1"/>
<layout class="org.apache.log4j.PatternLayout">

)

<param name="ConversionPattern" value="%d %-5p [%c] %m%n"/>

</layout>

</appender>

<category name="org.jgroups">
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>

</category>

<category name="org.jboss.ha">
<priority value="DEBUG" />
<appender-ref ref="CLUSTER"/>

</category>

-=>

You can find the cluster. log file in the 1og directory for the JBoss server configuration (for
example, \server\IDM\log).

User Application Logging

The User Application logging configuration (see Section 5.1.4, “Logging Configuration,” on

page 144) is not propagated to all servers in cluster. For example, if you use the Logging
administration page on a server in a cluster to set the logging level for
com.novell.afw.portal.aggregation to Trace, this setting is not propagated to the other servers in
the cluster. You must individually configure the level of logging messages for each server in the
cluster.

Managing Workflows in a Cluster

The Identity Manager User Application workflow cluster implementation binds process instances to
the engine on which they started. This is done by associating a workflow process instance with an
engine-id and is maintained in the cluster database. When a workflow engine is started, it resumes
process instances that are assigned to its engine-id. This prevents multiple engines in a cluster from
resuming the same process instance. If a workflow engine fails, tasks can still be performed with the
other engine in the cluster. However any workflow activities for workflows running on the lost
engine will not be performed until these workflows are manually assigned to another workflow
engine in the cluster.

You can manually reassign processes to other engines in the cluster. For example, an administrator
could reassign processes back to a failed workflow engine when the workflow engine is brought back
online, or redistribute processes to other engines when an engine is permanently removed from the
cluster (see Section 17.2.7, “Managing Workflow Processes in a Cluster,” on page 400).

When the workflow engine starts up it checks to see if its engine ID is already in use by another node
in the cluster. When this is the case, the workflow engine checks the cluster database to see if the
status of the engine is SHUTDOWN or TIMEDOUT. If it is, the workflow engine starts. If the status is
STARTING or RUNNING, the workflow engine logs a warning, then waits for a heartbeat time out to
occur. If the heartbeat time out occurs, that means that the other workflow engine with the same ID
was not shut down properly, so it's safe to start. If the heartbeat timer is updated, that means another
workflow engine with the same ID is running in the cluster, so the workflow engine cannot start. You
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can specify the heartbeat time out (the maximum elapsed time between heartbeats before a workflow
engine is considered timed out) by setting the Heartbeat Interval and Heartbeat Factor properties in the
User Application (see “Configuring the Workflow Cluster” on page 266).

Checking the Health of the Server

Most loadbalancers or dispatchers provide a healthcheck feature for determining whether an HTTP
server is up and listening. The User Application contains a blank page that can be used for
configuring HTTP healthchecks on your loadbalancer. The page can be addressed at this URL:

http://<HOSTNAME>/<CONTEXT>/jsps/healthcheck.jsp

Localizing and Customizing User Application Strings and
Name Formats

Identity Manager provides several tools for localizing or customizing the User Application’s text.
This section includes the following topics:
¢ Section 2.9.1, “Localizing User Application Strings,” on page 83
¢ Section 2.9.2, “Customizing Text,” on page 84
¢ Section 2.9.3, “Configuring the Format of Localized User Names,” on page 87
¢ Section 2.9.4, “Ensuring that Characters Display Properly in Role Report PDF Files,” on page 88
¢ Section 2.9.5, “Ensuring that Dates Display Correctly in Norwegian,” on page 89

Localizing User Application Strings

See Table 2-4 for links to the documentation that describes how to localize User Application
components.

Table 2-4 Localization and Customization Topics

Topic Where to find it:

To set the User Application’s preferred locale See the sections “Preferred Locale” and “Choosing a
Preferred Language” in the Identity Manager User
Application: User Guide (http://www.netiq.com/
documentation/idm402/index.html).

To localize e-mail templates See Section 17.4.4, “Adding Localized E-Mall
Templates,” on page 417.

To localize challenge questions See “Security: Best Practices” in the Novell Identity
Manager Administration Guide.

To localize the password sync status application name See Table 5-14, “Password Sync Status Application
Settings,” on page 195.

To localize the names of container or shared pages See the Page Name property in Section 6.2.1,
“Creating Container Pages,” on page 212.

See Section 6.3.1, “Creating Shared Pages,” on
page 221.
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2.9.2

Topic Where to find it:

To localize portlet preferences See Section 7.3.5, “Modifying Preferences for Portlet
Registrations,” on page 247.

For general information about localizing provisioning  See “Localizing Provisioning Objects,” in the User
objects or customizing their display text, such as: Application: Design Guide.

+ Directory abstraction layer objects
* Provisioning request definitions

* Workflow activity display names

Customizing Text

The text displayed in the User Application is stored in either the User Application driver or in a set of
language-based JAR files (UserAppStrings_xx.JAR) located in the User Application WAR. You use
different tools to customize the text depending on where the text is stored. For text stored in the:

¢ User Application driver: Use the provisioning tools in Designer for Identity Manager.

For more information, see the section “Localizing Provisioning Objects” in the User Application:
Design Guide (http://www.netiq.com/documentation/idm402/index.html).

¢ User Application WAR: Follow the procedure described in this section.

The text strings stored in the User Application WAR file are stored in a language-based JAR file.
There is one JAR for each supported language, and the JAR file names indicate the associated
language by appending the Java locale code for the associated language. The base name of the
JAR file is User AppStrings_locale-code.JAR. For example, the English language strings are stored
in the UserAppStrings_en.JAR. The JAR files are copied to the 110n-resources subfolder of the
User Application’s installation directory.

NOTE: To customize graphics or theming, see Section 5.1.7, “Theme Administration,” on page 166

To customize the text stored in the User Application WAR, decide:

¢ “What strings do I want to change?” on page 84
¢ “What languages do I want to support?” on page 85

Once you know what to change, follow these steps:

¢ “Modify or customize the strings” on page 85
¢ “Repackage the updated files and deploy” on page 86

¢ “Test your changes” on page 86
You can follow the example outlined in “Text Change Example” on page 86

The User Application strings typically change between versions. This means that you have to apply
your string changes or customizations to each new release.

What strings do | want to change?

(3 Review the User Application tabs.
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(0 Make a list that includes each string you want to change and where the string is located in the
User Application user interface. You can use this list when testing your changes to ensure that
you made the text changes in the appropriate places.

[ Determine whether the strings are stored in the User Application driver or in the language-
based JAR. The following guidelines help you determine where the strings are stored:

*

Navigation, headers, names, and instructions: This content is stored in language-based
JARs.

Identity Self-Service tab: This content is stored in language-based JARs, unless it is related
to directory abstraction layer entities (such as display name, lists, and categories). Content
related to directory abstraction layer entities is stored in the User Application driver.

Work Dashboard tab: This content is stored in language-based JARs, unless it is in the
Form Details section. The content in the Form Details section is stored in the User
Application driver.

Administration tab: This content is stored in language-based JARs.

Roles and Resources tab: This content is stored in language-based JARs unless it is related
to role or SoD names or descriptions. Role or SoD names and descriptions are stored in the
User Application driver.

Compliance tab: This content is stored in the language-based JARs unless it is related to the
provisioning request definition. Content related to the provisioning request definition is
stored in the User Application driver.

For information on changing the strings stored in the User Application driver, see the section
“Localizing Provisioning Objects” in the User Application: Design Guide.

What languages do | want to support?

(3 Locate the JAR files corresponding to the language(s) you want to support. For example, English
strings are located in UserAppStrings_en.JAR.

0 Unzip the JARs into a working directory using a zip tool or the Java JDK JAR program.

Modify or customize the strings

[ Search the files in the working directory to locate the strings you want to change.

Use a tool that allows you to search for a specified string across all of the files in a folder (the
string(s) you want to change might be located in more than one file).

TIP: The strings in the files are in the properties file format of key=value. Modify only the value,
and not the key. Modifying the key can cause run-time errors. Follow the additional editing tips
identified below.

O When editing the properties files:

*

*

Use an editor that formats properties files for improved readability, when possible.

Use an editor that displays characters rather than unicode encoding for improved
readability. Some of the properties files contain unicode-encoding.

In the editor, turn off wrapping to improve readability. It helps identity each property on a
separate line.
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¢ In some files, the key value might be difficult to identify, especially if your editor does not
provide automatic property file formatting. In these cases, search for the equals sign, and
find the first occurrence of the equals sign that does not have a backslash preceding it (\=).
The key precedes the equals sign (=), and the value follows it.

¢ Make sure to maintain the proper properties file format.

To learn more, see Java Properties Object (http://www.java.sun.com/j2se/1.5.0/docs/api/
java/util/Properties.html#load)

Repackage the updated files and deploy

(3 Add the properties files back to the JAR using the Java JDK jar program. You must maintain the
folder location within the JAR.

[ Add the modified JAR into the User Application WAR maintaining the folder location within the
WAR. You can use the Java JDK Jar program.

This example uses the Java JDK Jar program and maintains the folder location:
jar -uvf IDMPRov.WAR WEB-INF/lib/UserAppStrings en.jar

[ Redeploy the WAR file to your application server.

Test your changes

(3 Access the User Application.

[ Using your list of changes, review each occurrence of the string you changed to determine if you
made the change appropriately.

Text Change Example

This section provides a simple text change example.
Open the User Application Welcome page and notice the text that says

Securely manage the access needs of your ever-changing user community

Figure 2-7  Sample Text Change

Novells Identity Manager

Weloome Guest

»

Guest Pages

b Welcarne Nowvell Identity Manager
Securely manage the access needs of yvour ever-changing user community .
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To change this string in the English language JAR.
1 Expand the UserAppStrings_en.JAR file to a temporary directory.

2 Use a find tool to locate the string.

Notice that it is located in this properties file . /com/novell/afw/portal/portlet/message/
IDMWelcomeMessageRsrc_en.properties

3 Open the properties file and change the text from:
Securely manage the access needs of your ever-changing user community

to

Test text change
4 Save and close the file.
5 Follow the steps described in “Repackage the updated files and deploy” on page 86.
6 Open the User Application’s Welcome page and verify your changes.

Welcome Guest

»

Guest Pages

b Welcome Novell Identity Manager
Tesl xichange

Manage the full user lifecycle:
2 deliver first-day access to essantial resources
Zsynchronize multiple passwords into a singls |ogin

‘ sutomate routine user management tasks
J revoke access nghts mstantly
2 suppart regulatory compliance

2.9.3 Configuring the Format of Localized User Names

The User Application allows you to configure the format of displayed user names in your
environment based on the user’s current locale.

You can then use localized user names in Approval forms in the User Application, using the literal
$LocaleFormattedFullName% for forms with the User entity definition key. For more information
about creating or configuring User Application forms in Designer, see “Creating Forms for a
Provisioning Request Definition,” in the User Application: Design Guide.

This section helps you configure the format of localized names by editing the Full Name entity in the
Directory Abstraction Layer (DAL) in Designer.

Start Designer.

Open your current project and click the project name in the Outline view.

In the Provisioning view, right-click Full Name and select Edit.

In the Directory Abstraction Layer editor, expand Entities > Full Name.

Select the locale name pattern you want to modify.

o O A W N PP

Modify the Calculated Attribute expression to specify the format you want to use for the locale.
For example, if you want to display the user’s surname first and given name second, modify the
expression as follows:
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2.9.4

attr.getValue ("Surname") + " " + attr.getValue("Given Name")

You can either modify the expression manually in the Expression field or click the Build
ECMAScript Expression icon and use the ECMA Expression Builder to modify the expression. For
more information about modifying ECMAScript expressions, see “Working with ECMA
Expressions,” in the User Application: Design Guide.

7 Save your changes to the locale name pattern.

8 Repeat Step 5 through Step 7 for each name pattern you want to configure.

9 When finished, close the Directory Abstraction Layer editor.
10 In the Modeler, right-click the User Application driver and select Driver > Deploy.
11 Click Deploy, then click Yes to restart the driver.
12 Click OK.

13 (Conditional) If you have installed Identity Manager Home and Provisioning Dashboard, you
can also enable the same formatting in the typeahead fields. For more information, see
“Enabling Localized User Names in Typeahead Fields” in the NetIQ Identity Manager Home and
Provisioning Dashboard User Guide.

Ensuring that Characters Display Properly in Role Report PDF Files

By default, the role report feature of the Roles Based Provisioning Module uses “UniGB-UCS2-H” for
the PDF encoding and “STSong-Light” for the PDF font for Chinese simplified, Chinese traditional,
Russian and Japanese locales. For the other locales, “Cp1252” is used for PDF encoding and
“Helvetica” or “Helvetica-Bold” is used for the PDF font.

If the user's browser locale or preferred locale is set to one of the above four locales, the report will be
able to display most of characters from these locales. However, some extended characters found in
ISO-8859 may not be displayed properly in the report.

Conversely, if the browser locale or preferred locale is not set to one of these four locales then some
Asian characters will not display properly.

To allow all characters to display properly in generated PDF files, you need to:

+ Edit the Configuration XML Data in iManager
¢ Configure the User Application

Detailed instructions are provided below.

NOTE: You may also notice problems displaying some characters in role reports for languages that
are not in the standard set of supported languages. If you add a new language (such as Polish), you
may also need to perform the steps provided in this section to ensure that all characters display
properly for that language as well.

Editing the Configuration XML Data in iManager

1 Login to iManager as your Administrator.
2 Click the View Objects icon.
3 In the Tree, navigate to the following location:
Context > Driver Set > Driver > AppConfig > AppDefs

For example:
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2.9.5

novell > TestDrivers > UserAppDriver > AppConfig > AppDefs

4 Click configuration.
5 In the Valued Attributes list, select Xm1Data and click Edit.

6 In the Edit Attribute window, search for PREF_FONT and replace the corresponding <values></
value> with <valuesArialuni.ttf</values.

7 Search for PREF_ENCODING and replace the corresponding <value></value> with
<value>Identity-H</values.

8 Click OK, the click OK again.
9 Restart the User Application Driver.

Configuring the User Application

1 If you edited the </property> tag (in Step 6 and Step 7 on page 89) to add support for the four
locales by specifying Arialuni.ttf as the preferred font, the directory that contains the file
Arialuni.ttf (the name of the file must match the entry specified for PREF_FONT above) has
to be added to the Application Server’s classpath.

For example, if the file Arialuni.ttf was saved to the directory /home/lab/font, and the
Application Server that the User Application war file is deployed on is JBoss, the start script for
JBoss could be modified with the following entry:

JBOSS CLASSPATH="$JBOSS CLASSPATH:/home/user/font"

2 Restart the Application Server:

¢ For JBoss, restart the Application Server once all configuration manual steps have been
completed.

¢ For WebSphere and WebLogic, the patched User Application war must be re-deployed with
their Administration tools once all manual configuration steps have been completed.

NOTE: Arialuni.ttf is the Arial Unicode MS distributed by Microsoft. If you do not have permission
to use it, then try to find and use another unicode font that supports as many characters as possible.
Then update the font and encoding in Step 6 and Step 7 on page 89 and Step 1 on page 89 with this
information.

Ensuring that Dates Display Correctly in Norwegian

For language codes no and nb, you need to perform a workaround to ensure that dates display
correctly in Norwegian. The Date. js file contains no but not nb, however, the dmask value (dd/MM/
yyyy) is not correct. For both no and nb, the format should be dd.MM. yyyy.

To ensure that dates display correctly in Norwegian:

1 Copy the file com/netiq/common/il8n/I18nDateTimeRsrc_en.properties, modifying the
locale portion of the file name to match the desired locale (for example,
Il18nDateTimeRsrc_nb.properties).

2 Modify the format(s) in the file to match the desired format. There are four format types: short,
medium, long and full. These formats correspond to the java.text.DateFormat.SHORT,
.MEDIUM, .LONG and .FULL constants.
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3 Add the file to the IDMProv.war under WEB-INF/classes/com/netiq/common/i18n using the
jar utility (file must be placed in a directory tree corresponding to the above path).

jar uvf IDMProv.war
WEB-INF/classes/com/netiqg/common/il18n/I18nDateTimeRsrc_nb.properties

2.10 Configuring the Roles and Resources Tab

This section provides details on configuring the underlying subsystem for the Roles and Resources
tab. Topics include:

¢ Section 2.10.1, “Role Service Driver Configuration,” on page 90

¢ Section 2.10.2, “User Application Configuration,” on page 93

¢ Section 2.10.3, “Security Roles,” on page 93

¢ Section 2.10.4, “View Request Status Search Limit,” on page 94

¢ Section 2.10.5, “Provisioning Display Settings,” on page 94

¢ Section 2.10.6, “E-Mail Notification,” on page 94

¢ Section 2.10.7, “Enabling Drivers for Resource Mappings,” on page 94

¢ Section 2.10.8, “Creating a List in the RBPM Database,” on page 95

2.10.1 Role Service Driver Configuration

After creating the Role Service driver at installation time, you can optionally modify some of the
driver configuration settings in iManager. To configure the Role Service driver:

1 IniManager, click Identity Manager>Identity Manager Overview.

2 Browse to the driver set where the driver exists, then click Search.

3 Click the upper-right corner of the Role Service driver icon, then click Edit Properties.

4 Click on the Driver Configuration tab.

5 Scroll down to the Driver Settings section of the page.
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Modify Object: @Rnle Service, TestDrivers.novell

| >

O EOETLIE, Server Variables | General |

2e | Security

Ima;

<

Driver Parameters

|

bolywood.novell

Edit XML

Driver Settings

User Application/Workflow Connection

User #pplication Driver DN @ |nDveII\TestDrivers'\HajenDriver
User Application URL @ |hﬁpiffmyusErapp-wmrﬁﬂﬁﬂflq
User #pplication |dentitity @ |CN=Eldmin'pl’D\-’,OU=deiCEl|-ide

Uzer Application Paszswaord @ |

Reenter User Application Password |

[JRemove existing password
iscellaneous
Mumber of days before removing processed request objects @

Frequency of reevaluation of dynamic and nested groups (in minutes) @ B

Generate audit events &

bt
<5 | &
[o] | Cancel | Apply |
6 Make any changes you would like to the settings, and click OK to commit your changes.

You can modify the following standard driver settings (listed under User Application/Workflow

Connection on the Driver Configuration page), which get their initial values at installation time:

Table 2-5 Standard Driver Settings

Option Description

User Application Driver DN The distinguished name of the User Application driver
object that is hosting the role system. Use the
eDirectory format, such as
UserApplication.driverset.org, or browse to find the
driver object. This is a required field.

User Application URL The URL used to connect to the User Application in
order to start Approval Workflows. This is a required
field.
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Option

Description

User Application Identity

The distinguished name of the object used to
authenticate to the User Application in order to start
Approval Workflows. This needs to a user who has
been assigned as a Provisioning Administrator for the
User Application. Use the eDirectory format, such as
admin.department.org, or browse to find the user.

The identity needs to be entered in LDAP format (for
example, cn=admin,ou=department,o=org), rather
than dot format. Note that this is different from the
format required at driver install time, where dot
notation is expected.

This is a required field.

User Application Password

Password of the account specified in the User
Application Identity field. The password is used to
authenticate to the User Application in order to start
approval workflows. This is a required field.

Reenter User Application Password

Re-enter the password of the account specified in the
User Application Identity field.

In addition, you can modify the following additional settings (listed under Miscellaneous on the
Driver Configuration page) to customize the behavior of the Role Service driver:

Table 2-6 Additional Settings for Customizing the Role Service Driver

Option

Description

Number of days before processing removed request
objects

Frequency of reevaluation of dynamic and nested
groups (in minutes)

Generate audit events

Specifies the number of days the driver should wait
before cleaning up request objects that have finished
processing. This value determines how long you are
able to track the status of requests that have been
fulfilled.

Specifies the number of minutes the driver should wait
before reevaluating dynamic and nested groups. This
value determines the timeliness of updates to dynamic
and nested groups used by the User Application. In
addition, this value can have an impact on
performance. Therefore, before specifying a value for
this option, you need to weigh the performance cost
against the benefit of having up-to-date information in
the User Application.

Determines whether audit events are generated by the
driver.

For details on audit configuration, see Chapter 3,
“Setting Up Logging,” on page 111.
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2.10.3

Indexing for the Role Service Driver

The Role Service driver creates relevant indexes in eDirectory for roles definitions. If you upload a
large number of roles, the indexing of these values may take some time. You can monitor these
indexes under Index Management in iManager.

Here is the list of Index Names for the indexes created for the Role Service driver:

nrf (Object Class)
nrf (nrfMemberOf)
nrf (nrfStatus)

nrf (nrfStartDate)
nrf (nrfNextExpiration)
nrf (nrfParentRoles)
nrf (nrfChildRoles)
nrf (nrfCategory)
nrf (nrfRoleCategoryKey)
nrf (nrfLocalizedNames)
nrf (nrfLocalizedDescrs)
nrf (nrfRoles)

User Application Configuration

The Configure Roles and Resources Settings action on the Roles and Resources tab of the User Application
allows you to specify administrative settings for the Role Subsystem. For details on using the
Configure Roles and Resources Settings action, see the section on configuring the role subsystem in the
Identity Manager User Application: User Guide (http://www.netiq.com/documentation/idm402/pdfdoc/
ugpro/ugpro.pdf).

Security Roles

The Role Subsystem uses a set of system roles to secure access to functions within the Roles and
Resources tab. Each menu action in the Roles and Resources tab is mapped to one or more of the system
roles. If a user is not a member of one of the roles associated with an action, the corresponding menu
item is not displayed on the Roles and Resources tab.

The system roles are administrative roles automatically defined by the system at install time for the
purpose of delegated administration. These include the following;:

+ Role Administrator

¢ Role Manager

To assign users to the system roles, you need to use the RBPM Provisioning and Security action on the
Administration tab. For details on assigning users to roles, see Section 8.3, “Administrator
Assignments,” on page 267.

The initial assignment of the Role Administrator is specified at installation time and processed when
the Role Subsystem is first initialized at startup time.
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2.10.4  View Request Status Search Limit

By default, the View Request Status action retrieves up to 10,000 request objects. If a user attempts to
retrieve a larger result set, the user will see a message indicating that the limit has been reached. In
this case, the user should narrow the search (by specifying a particular user or status, for example) to
limit the number of objects returned in the result set. Note that when a user applies a filter to a role
name, the filter limits what the user sees and its order, not the number of objects returned.

The administrator can change the maximum number of request objects retrieved by modifying the
entity definition for the nrfRequest object in iManager. To do this, the administrator needs to modify
the <search-max>10000</search-max> setting by editing the XmlData attribute of the sys-nrf-
request object. The sys-nrf-request object can be found under EntityDefs.DirectoryModel. AppConfig
within the User Application driver for the Roles Based Provisioning Module.

2.10.5 Provisioning Display Settings

The Administration tab in the User Application provides several settings that control various aspects
of the user interface, including general display settings, task settings, and request status settings.

For details on the specifying the provisioning display settings for the user interface, see Section 8.2.3,
“Configuring the Provisioning Ul Display Settings,” on page 259.

2.10.6 E-Mail Notification

The Role Subsystem uses two templates that are specific to roles-based provisioning:

¢ New Role Request (Role Request Notification)
¢ Role Request Approval Notification (Role Request Approval Completed Notification)
¢ New Resource Request (Resource Request Notification)

¢ Resource Request Approval Notification (Resource Request Approval Completed Notification)

You can edit the templates to change the content and format of e-mail messages. For more
information on these templates, see Section 17.4, “Working with E-Mail Templates,” on page 403.

2.10.7 Enabling Drivers for Resource Mappings

The Roles Based Provisioning Module ships with updated configuration files for the following
drivers:

¢ Active Directory

¢ GroupWise

+ LDAP

+ Notes

¢ eDirectory

¢ SAP User Management

¢ SAP Portal

¢ SAP GRC Access Control

All of these updated driver configuration files contain a new section on the driver's Global
Configuration Values (GCV) page labeled Role and Resource Mapping.
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To display the configuration options available in the new section, select show for the Show role and
resource mapping configuration GCV.

To enable resource mapping for the driver, select Yes for the Enable resource mapping GCV.

Depending on the driver's capabilities, one or more lower-level options are displayed once resource
mapping is turned on. The Active Directory driver, for example, has three lower-level options:

¢ Allow mapping of user accounts
¢ Allow mapping of groups

¢ Allow mapping of Exchange mailboxes
Each option can be turned on or off individually by selecting Yes or No.

After saving the changes and restarting the driver, RBPM will detect the driver as enabled for
resource mapping.

NOTE: Before RBPM can detect the driver, RBPM must query the entitlement system. RBPM sends
the query to the entitlement system every 1440 minutes by default, but you can force the application
to send the query immediately using the User Application.

To force the query to run immediately, log into the User Application using a User Application
administrator account. Click Roles and Resources > Configure Roles and Resources Settings, then click the
Refresh button under Entitlement Query Status > Refresh Status.

Creating a List in the RBPM Database

You can use lists in request forms to display various options for specifying a resource assignment.
This section provides instructions for adding lists to the database by executing a few SQL statements.
Once these lists have been created, they can be displayed on a request form on the Roles and
Resources tab.

The following example shows how you would create a simple set of values for a list. This example
uses SQL statements that work with MySQL:

INSERT INTO PROVISIONING CODE MAP SET VIEWID='Factory-Locations', VERSIONNO=1,
DESCRIPTION='Factory Locations', NAME='Factory
Locations',ENTITYKEY='Factory-Locations', ENTITYTYPE=1,

LASTREFRESHED=UNIX TIMESTAMP () ;

INSERT INTO PROVISIONING VIEW VALUE SET VALUEID='Factory-Locations-1',
VERSIONNO=1, VIEWID='Factory-Locations', PARAMVALUE='Cambridge, MA 02440';

INSERT INTO PROVISIONING VIEW VALUE SET VALUEID='Factory-Locations-2',
VERSIONNO=1, VIEWID='Factory-Locations', PARAMVALUE='Provo, UT 97288';

The following example uses SQL statements that work with PostgreSQL.:

INSERT INTO PROVISIONING CODE MAP

(VIEWID, VERSIONNO, DESCRIPTION, NAME, ENTITYKEY, ENTITYTYPE, LASTREFRESHED)

VALUES ('Factory-Locations',1, 'Factory Locations', 'Factory-Locations', 'Factory-
Locations', 1l,extract (epoch FROM now())) ;

INSERT INTO PROVISIONING VIEW VALUE (VALUEID, VERSIONNO, VIEWID, PARAMVALUE)
VALUES ('Factory-Locations-1','l', 'Factory-Locations', 'Cambridge, MA 02440');

INSERT INTO PROVISIONING VIEW VALUE (VALUEID,VERSIONNO,VIEWID, PARAMVALUE)
VALUES ('Factory-Locations-2','1l', 'Factory-Locations', 'Waltham, MA 02451');

INSERT INTO PROVISIONING VIEW VALUE (VALUEID,VERSIONNO,VIEWID,PARAMVALUE)
VALUES ('Factory-Locations-3','1l"', 'Factory-Locations', 'Provo, UT 97288'");
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The VIEWID is the primary key for the PROVISIONING_CODE_MAP. The ENTITYTYPE value 1
identifies the map type as a list. The VIEWID is the foreign key for the

PROVISIONING_VIEW_VALUE relationship to the PROVISIONING_CODE_MAP table. The
VALUEID is the primary key for the PROVISIONING_VIEW_VALUE table.

After the Company Location field has been added to the form, you can specify that the company
location value should come from the Company Locations list at request time:

Entitlement [GCLITLIEEG B8 Approval ~ Assignments — Recuest Status

A resource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.

Fields Properiies

][]
[ Company Location i

Assign Value: ¢~ oy

& At resource request time

Display Label:* |Company Location B

€ value must be of type: IStl‘ing T
Data Value™

& Value must come from list: E Company Locations :l

Preview Request Form

After the Factory Location field has been added, you can specify that the factory location value must
come from the Factory Locations list at request time:

I
Entitlement Request Form Approval Assignments Request Status

A resource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.

Fields Properiies
[Ix][][+]
Company Location =
Factory Location | Assign Value: e« MNow
& At resource request time:
Display Label:* | Factory Location =
" value must be of type: String -
Data Value:* - T
& value must come from list Factory Locations :I

Preview Request Form I
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At request time, the user can then select the company location and factory location values when
assigning the resource:

| © Test List Handling X

Displl Assign Resource a
burces
Desc | |
Inifial Requesi Description:* ITesTing list handling for parameter value s2lection -
Margo MacKenzie
User:*
Company Location:* I Provo, UT 87288 ;I |
Faclory Locafion:* I Cambridoge, MA 02440 ;I ‘
z
Assign | Cancel I
Assign... | Remove.. | Refresh | Customize.. Fiter G | Rows: I |
I_ Assigned To = Request Date Initial Request Description Company Location Factory Location Status
No res ults found.
Save | Cance| I

After the resource has been assigned, the Request Status tab for the resource displays the parameter
values chosen from the lists for the request form fields:

i % Test List Handling | %]

Display Name:* ITest List Handling | Categories: | Defayit -
System Resources | |

o
Description: Tegt List Handling

-

5

Owners: User | [@)

'

Entitlement Request Form Approval Assignments Request Status

Retract . | Refresh | Customnize... Fiter G | Rm:IE
Inftad Compan Factol

|_ Recipienl = Request Date Status Request Request Action p ¥ r!'r Comm

e Location Location

Description
Testing list
handling

™ 8 MamoMackenzie 101210 15245PM  § Running o O snnnae P Cambridge,

g B parameter UT 87288 MA 02440
value
selection
4] &} 1101 3] 3]

Save | Cance| |

Configuring the Compliance Tab

This section provides details on configuring the Compliance tab. Topics include:

¢ Section 2.11.1, “Security Roles,” on page 98
¢ Section 2.11.2, “E-Mail Notification,” on page 98
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2.11.2

2.12

2.13

Security Roles

The Compliance tab enforces the RBPM security model to secure access to compliance functions. If a
user is not a Compliance Administrator, the Compliance tab is not available.

A Compliance Administrator is designated at installation time. After installation, the Security
Administrator can assign additional users to the Compliance Administrator role. For details on
assigning users to the Compliance Administrator role, see Section 8.3, “Administrator Assignments,”
on page 267.

E-Mail Notification

When an attestation process is initiated, each attester receives an e-mail message indicating that they
must complete a compliance task. The message provides a link to the workflow activity that has been
assigned to the attester. This behavior is enabled by default, but can be disabled in Designer.

The Compliance Task (Attestation Notification) template determines the content and format of e-mail
messages sent to attesters. For more information on this template, see Section 17.4, “Working with E-
Mail Templates,” on page 403.

Configuring the Work Dashboard Tab

If you want users to be able to save their preferences within the Work Dashboard tab, you need to set
the permissions appropriately for a couple of attributes in the Identity Vault. Specifically, if you want
users to be able to save customizations associated with the Customize, Filter, and Rows actions
(actions which allow control the display of data on several sections of the Work Dashboard), or
change the sort of the data displayed, you need to ensure that the permissions on the
srvprvUserPrefs and srvprvQueryList attributes are set so that the user is able to write to these
attributes.

Recreating the Database After Installation

Database table creation has been removed from the start-up process for the User Application and
incorporated into the installation procedure. In previous releases (3.0.0 through 3.6.1), it was possible
to recreate the database tables after installation without having to reinstall by deleting the database
and creating a new database with the same name. In previous releases, the database tables were
created at start up. If the tables did not exist, then the tables would be created. This approach does
not work with this release.

In this release, you can recreate the database tables after an installation, without having to reinstall
the product. However, the procedure is somewhat different. There are two options for recreating the
database.

If a SQL file was generated during the User Application installation, follow these steps:
1 Stop the Application Server.
2 Login to the Database Server.
3 Delete the database that is used by the User Application.

4 Create a new database with the same name as the one that was deleted in Step 3.
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5

6

Use the SQL file that was created during the installation of the User Application to create the
database tables.

Restart the Application Server.

If a SQL file was not generated during the User Application installation, or if the SQL file cannot be
found, follow these steps:

ga A W N PP

Stop the Application Server.

Login to the Database Server.

Delete the database that is used by the User Application.

Create a new database with the same name as the one that was deleted in Step 3.

Open the Novell-Custom-Install.log file, which is located at the root of the User Application

install directory. For example:

/home/lab/IDM370/idm
Search for an entry similar to the following:

IR E SRS ES RS SR SRS SR EEEEEEEEEEEEEEEEEEEEEEEEEEEESEES]

If a failure is encountered while creating the tables, verify that this string
is correct

If not , you can modify this string and copy/paste to a command line to run
LR RS S SR SR SRS SRS SR SRS EE SRR ERE R RS EREEREEEEEEEEEEEEEEEEES

Copy the command outlined and paste it into a terminal on the machine where the User
Application is installed.

NOTE: You will have to replace the the stars (*) that appear for the database username and
password with the actual values required to authenticate.

If a SQL file is generated, then use the generated SQL file to create the database. Otherwise, the
database tables were created as a result of issuing the command.

Restart the Application Server.

Changing the Default Administrator Assignments After
Installation

In this release, the following administrative accounts are assigned once during the initialization of
the User Application:

*

*

*

*

*

Compliance Administrator
Provisioning Administrator

RBPM Configuration Administrator
Resource Administrator

Roles Administrator

Security Administrator

Modifying the mappings for these administrative accounts in the configupdate utility after the
installation and initialization process will not work in this release. The check for assigning the
administrative roles happens only once. At this time, a property is set that keeps track of when these
roles were assigned.
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2.14.1

2.14.2

NOTE: To modify the default administrator assignments for the User Application, you must first edit
the configupdate.sh or configupdate.bat file and change the -edit_admin property to true. You
can then use configupdate to modify the default assignments.

If you want to modify the default assignments for the administrative roles without deleting the
Driver (which would cause all role assignments to be removed), you need to follow one of the three
procedures shown below.

Granting or Removing Assignments in the User Application

To grant or remove the role assignment through the User Application:

Login to the User Application as the Security Administrator.

Go to the Roles Catalog on the Roles and Resources tab.

Select the administrative role you want to change (for example, the Provisioning Administrator).
Select Edit.

Select the Assignments tab.

If you want to remove the current assigned user, then select the user and press the Remove link.

~N o 0o~ WN P

To add a user, press the assign button where you will need to provide a description and the user
to assign the role to and the press the Assign button.

Changing the Assignments in Configupdate Without Removing the
Existing Users

To change any or all of the administrative assignments and keep the existing (default) users that have
been granted the role assignment:

Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.
Stop the Roles and Resource Service Driver.

Launch the configupdate utility.

aa b~ W N PP

Change the mappings for the administrative roles outlined above as required, and then press
OK.

6 Using either iManager or ConsoleOne, go to %DriverSet% -> Y%userApplication Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XMLData.

7 Find the following entry:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>

8 Delete the entry, from <property> to </property>. For example:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>
<value>20090831124642%Z</value>

</propertys>

9 Close and Save.
10 Restart the User Application.
11 Restart the User Application Driver.
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2.14.3

2.15

12
13

Restart the Roles and Resource Service Driver.

Access the User Application and in the logs you will see the administrative roles will be issued.

Changing the Assignments in Configupdate and Removing the
Existing Users

To change any or all of the administrative assignments and remove the existing (default) users that
have been granted the role assignment:

a A W N P

10

11
12
13
14

Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.

Stop the Roles and Resource Service Driver.

Launch the configupdate utility.

Change the mappings for the administrative roles outlined above as required, and then press
OK.

Using either iManager or ConsoleOne, go to %DriverSet% -> YouserApplication Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XMLData.

Find the following entry:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>

Delete the entry, from <property> to </property>. For example:

<property>
<key>com.novell.idm.security.domain-admin.initialized</key>
<value>20090831124642%</value>

</property>

Close and Save.

Using either ConsoleOne or iManager, remove the user from the role and then the role from the
user.

Restart the User Application.
Restart the User Application Driver.
Restart the Roles and Resource Service Driver.

Access the User Application and in the logs you will see the administrative roles will be issued.

Setting up JMS in WebSphere and WebLogic

The User Application relies on a Java Message Service (JMS) persistent store to persist e-mail
messages. If JMS is not properly configured, any e-mail messages in the memory queue will be lost if
the Application Server is shut down. As a convenience, JMS is configured for JBoss automatically. For
WebSphere and WebLogic, you need to perform setup steps to configure JMS manually.

This section includes the following topics:

*

*

*

Section 2.15.1, “Setting up JMS on WebSphere 6.1,” on page 102
Section 2.15.2, “Setting up JMS on WebSphere 7.0,” on page 105
Section 2.15.3, “Setting up JMS on WebLogic 10.3,” on page 108
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2.15.1  Setting up JMS on WebSphere 6.1

To configure JMS on WebSphere 6.1:
1 Login to the WebSphere Console as the Administrative User:

http://server:port/ibm/console

2 Go to Service integration->Buses:
2a Press the New button.
2b Create a new bus.
2b1l Provide a name for the bus.
For example: IDMProvBus
2b2 Uncheck the check box for Bus Security.
2b3 Press the Next button.
2c Confirm the creation of the new bus.
Press the Finish button.
3 Go to Service integration->Buses:
3a Select the bus that was created above.
For example: IDMProvBus
3b On the Configuration Tab -> General Properties area, perform these steps:
3bl Provide a Description.
For example: Bus to be used with the IDM User Application
3b2 Press the Apply button.
3b3 Press Save.
4 Go to Service integration -> Buses.
4a Select the bus that was created above.
For example: IDMProvBus
4b On the Configuration Tab -> Topology -> Bus Members.
Press the Add button and perform these steps:
4b1 Select server, cluster, or WebSphere MQ server.

Select the correct Server that the User Application WAR is deployed on and press the
Next button.

4b2 Select the type of message store.
Select the radio button next to File Store and press the Next button.
4b3 Provide the message store properties.
Leave all of the default values on this page and press the Next button.
4b4 Confirm the addition of a new bus member.
Press the Finish button
4c Press the Save link.
5 Go to Resources -> JMS -> Topic connection factories.
5a In the scopes drop down, select the correct scope.

For example: Node=MyNode0l, Server=serverl
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5b Press the New button.

5¢

5b1
5b2

Select the radio button next to Default messaging provider.
Press the OK button.

On the Configuration tab.

5cl

5c2

5c3

5c4

5c5

5c6

5c7

Provide a name.
For example: ConnectionFactory

Provide the following as the JNDI name.

ConnectionFactory

Provide a Description.

For Example: Topic Connection Factory to be used with the IDM User
Application

In the Bus Name drop down box, select the Bus that was created above.
For Example: IDMProvBus

Provide the following in the Client identifier field under the Durable Subscription area:

IDMNotificationDurableTopic

In the Persistent message reliability drop down box under Quality of Service, select the
following:

Reliability persistent

In the Share durable subscriptions drop down box under Advanced Messaging, select the
following:

Never shares

5d Press the Apply button.
5e Press the Save link.

6 Go to Resources -> JMS -> Topics.

6a In the scopes drop down, select the correct scope.

6b

6¢c

For example: Node=MyNode0l, Server=serverl

Press the New button.

6b1
6b2

Select the radio button next to Default messaging provider.
Press the OK button.

On the Configuration tab, perform these steps:

6cl

6c2

6c3

6c4

6c5

Provide a Name.
For Example: IDMNotificationDurableTopic
Provide the following as the JNDI name.

topic/IDMNotificationDurableTopic

Provide a Description.

For Example: Topic to be used with the IDM User Application
In the Bus Name drop down box, select the Bus that was created above.
For Example: IDMProvBus

In the Topic space drop down box, select the following;:
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6d

Default.Topic.Space
6c6 In the JMS delivery mode drop down box, select the following:
Persistent

Press the Apply button.

6e Press the Save link.

6f

Logout of the WebSphere console.

7 Restart the WebSphere Application Server with the User Application WAR deployed:

7a In the SystemOut.log, the following three lines will appear in sequence if the JMS server is

7b

not set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system

WARN [NotificationEngine] Could not properly initialize JMS persistence
for the notification system. Will revert back to non-persistent
asynchronous notification system.

INFO [NotificationThread] Starting asynchronous notification system

In the server log, the following two lines will appear with some information about the
connection if the JMS Server is set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system
$connection information%
INFO [NotificationThread] Starting asynchronous notification system

[8/8/09 16:14:28:978 EDT] 0000000a SibMessage I [:] CWSID00211I:
Configuration reload is enabled for bus IDMProvBus.
[8/8/09 16:14:29:118 EDT] 0000000a SibMessage I [:] CWSIS15691:

Messaging engine
N35020Node0l.serverl-IDMProvBus is using a file store.

[8/8/09 16:16:13:285 EDT] 00000017 SystemOut O 16:16:13,255 INFO
[JMSConnectionMediator] Starting JMS notification system

[8/8/09 16:16:13:502 EDT] 00000017 SharedPool I J2CA0086W: Shareable
connection MCWrapper id 32e432e4 Managed connection
[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManagedConnection@847917706
<managedConnectionFactory=[com.ibm.ws.sib.api.jmsra.impl.ImsJcaManagedTopi
cConnectionFactoryImpl@1943565272 <logWriter=null> <busName=IDMProvBus>
<clientID=IDMNotificationDurableTopic> <userName=null> <password=nulls>
<xaRecoveryAlias=> <nonPersistentMapping=ExpressNonPersistent>
<persistentMapping=ReliablePersistent>
<durableSubscriptionHome=N35020Node0l.serverl-IDMProvBus>
<readAhead=Default> <temporaryQueueNamePrefix=nulls>
<temporaryTopicNamePrefix=> <target=> <targetSignificance=Preferreds>
<targetTransportChain=> <targetType=BusMember> <providerEndpoints=>
<connectionProximity=Bus> <shareDataSourceWithCMP=falsex>
<shareDurableSubscriptions=NeverShared>
<cachedFactory=com.ibm.ws.sib.api.jms.impl.JdmsFactoryFactoryImpl@2f8a2f8ax>
]> <coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@3ac03ac>
<localTransaction=[com.ibm.ws.sib.api.jmsra.impl.JImsJcaManagedConnectionsd
msJcalocalTransaction@887895276 <localSITransaction=nulls>]>
<xaResource=null> <metaData=null>
<userDetails=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaUserDetails@1130382176
<userName=null> <password=null>]> <subject=null> <logWriter=nulls>
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<sessions=[[com.ibm.ws.sib.api.jmsra.impl.JmsJcaSessionImpl@1608933350
<managedConnection=847917706> <connection=2119728728> <transacted=false>
<applicationLocalTransaction=null>
<reqInfo=[com.ibm.ws.sib.api.jmsra.impl.ImsJcaConnectionRequestInfo@871511
026> <userDetails=nulls>
<coreConnection=com. ibm.ws.sib.processor.impl.ConnectionImpl@72bc72bc>
<request counter=0>]> <sessionClosed=false> <sessionInvalidated=false>]]
<connectionListeners=[com.ibm.ejs.j2c.ConnectionEventListener@33703370] >
State:STATE TRAN WRAPPER INUSE

from resource ConnectionFactory was used within a local transaction
containment boundary.

>
]

[8/8/09 16:16:13:527 EDT] 0000001le SystemOut 0 16:16:13,526 INFO
[NotificationThread] Starting asynchronous notification system

2.15.2  Setting up JMS on WebSphere 7.0

To configure JMS on WebSphere 7.0:
1 Login to the WebSphere Console as the Administrative User:

http://server:port/ibm/console

2 Go to Service integration->Buses:
2a Press the New button.
2b Create a new bus.
2b1 Provide a name for the bus.
For example: IDMProvBus
2b2 Uncheck the check box for Bus Security.
2b3 Press the Next button.
2c¢ Confirm the creation of the new bus.
Press the Finish button. Then, press the Save link.
3 Go to Service integration->Buses:
3a Select the bus that was created above.
For example: IDMProvBus
3b On the Configuration Tab -> General Properties area, perform these steps:
3bl Provide a Description.
For example: Bus to be used with the IDM User Application
3b2 Press the Apply button.
3b3 Press Save.
4 Go to Service integration -> Buses.
4a Select the bus that was created above.
For example: IDMProvBus
4b On the Configuration Tab -> Topology -> Bus Members.
Press the Add button and perform these steps:
4b1 Select server, cluster, or WebSphere MQ server.

Select the correct Server that the User Application war is deployed on and press the
Next button.

4b2 Select the type of message store.
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Select the radio button next to File Store and press the Next button.
4b3 Configure the file store.

Leave all of the default values on this page and press the Next button.
4b4 Tune the performance parameters, if necessary.

Leave all of the default values, unless your situation requires them to be changed.
Press the Next button.

4b5 Press the Finish button.
4c Press the Save link.
5 Go to Resources -> JMS -> Topic connection factories.
5a In the scopes drop down, select the correct scope.
Forexanqﬂe:Node:MyNodeOl, Server=gerverl
5b Press the New button.
5b1 Select the radio button next to Default messaging provider.
5b2 Press the OK button.
5¢ On the Configuration tab.
5¢1 Provide a name.
For example: ConnectionFactory

5¢c2 Provide the following as the JNDI name.

ConnectionFactory

5¢3 Provide a Description.

For Example: Topic Connection Factory to be used with the IDM User
Application

5c4 In the Bus Name drop down box, select the Bus that was created above.
For Example: IDMProvBus

5¢5 Provide the following in the Client identifier field under the Durable Subscription area:

IDMNotificationDurableTopic

5c6 In the Persistent message reliability drop down box under Quality of Service, select the
following:

Reliability persistent

5¢7 In the Share durable subscriptions drop down box under Advanced Messaging, select the
following:

Never shares

5d Press the Apply button.
5e Press the Save link.
6 Go to Resources -> JMS -> Topics.

6a In the scopes drop down, select the correct scope.
Forexanqﬂe:Node:MyNodeOl, Server=gerverl

6b Press the New button.
6b1 Select the radio button next to Default messaging provider.
6b2 Press the OK button.
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6¢c

6d

On the Configuration tab, perform these steps:

6¢1 Provide a Name.

For Example: IDMNotificationDurableTopic

6c2 Provide the following as the [NDI name.

topic/IDMNotificationDurableTopic

6c3 Provide a Description.

For Example: Topic to be used with the IDM User Application

6c4 In the Bus Name drop down box, select the Bus that was created above.

For Example: IDMProvBus

6¢5 In the Topic space drop down box, select the following:

Default.Topic.Space

6c6 In the JMS delivery mode drop down box, select the following:

Persistent

Press the Apply button.

6e Press the Save link.

6f Logout of the WebSphere console.
7 Restart the WebSphere Application Server with the User Application WAR deployed:

7a In the SystemOut.log, the following three lines will appear in sequence if the JMS server is

b

not set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system

WARN [NotificationEngine] Could not properly initialize JMS persistence
for the notification system. Will revert back to non-persistent
asynchronous notification system.

INFO [NotificationThread] Starting asynchronous notification system

In the server log, the following two lines will appear with some information about the
connection if the JMS Server is set up correctly:

INFO [JMSConnectionMediator] Starting JMS notification system
$connection information%
INFO |[NotificationThread] Starting asynchronous notification system

[9/7/09 14:39:52:167 EDT] 00000000 SibMessage I [:] CWSID00211I:
Configuration reload is enabled for bus IDMProvBus.
[9/7/09 14:39:52:372 EDT] 00000000 SibMessage I [:] CWSIS15691:

Messaging engine N35020Node02.serverl-IDMProvBus is using a file store.

[9/7/09 14:41:32:613 EDT] 0000000c SystemOut O 14:41:32,608 INFO
[JMSConnectionMediator] Starting JMS notification system

[9/7/09 14:41:32:841 EDT] 0000000c SharedPool I  J2CA0086W: Shareable
connection MCWrapper id 5c¢l175cl7 Managed connection
[com.ibm.ws.sib.api.jmsra.impl.JmsJcaManagedConnection@490£490f
<managedConnectionFactory=[com.ibm.ws.sib.api.jmsra.impl.ImsJcaManagedTopi
cConnectionFactoryImpl@lf9clfoc <logWriter=null> <busName=IDMProvBus>
<clientID=IDMNotificationDurableTopic> <userName=null> <password=nullx>
<xaRecoveryAlias=> <nonPersistentMapping=ExpressNonPersistent>
<persistentMapping=ReliablePersistent>
<durableSubscriptionHome=N35020Node02.serverl-IDMProvBus>
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<readAhead=Default> <temporaryQueueNamePrefix=nulls>
<temporaryTopicNamePrefix=null> <target=nulls>
<targetSignificance=Preferred> <targetTransportChain=nulls>
<targetType=BusMember> <providerEndpoints=nulls> <connectionProximity=Bus>
<shareDataSourceWithCMP=false> <shareDurableSubscriptions=NeverShareds>
<cachedFactory=com.ibm.ws.sib.api.jms.impl.JdmsFactoryFactoryImpl@4fb24fb2>
<producerDoesNotModifyPayloadAfterSet=false>
<consumerDoesNotModifyPayloadAfterGet=falses>] >
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@b0b0bl0b>
<localTransaction=[com.ibm.ws.sib.api.jmsra.impl.JImsJcaManagedConnections$Jd
msJcalocalTransaction@78ce78ce <localSITransaction=nulls>]>
<xaResource=null> <metaData=null>
<userDetails=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaUserDetails@5b4d5b4d
<userName=null> <password=null>]> <subject=null> <logWriter=nulls>
<sessions=[[com.ibm.ws.sib.api.jmsra.impl.JmsJcaSessionImpl@21lff21ff
<managedConnection=1225738511> <connection=828453217> <transacted=false>
<applicationLocalTransaction=null>
<regInfo=[com.ibm.ws.sib.api.jmsra.impl.JmsJcaConnectionRequestInfo@219a2l
9a> <userDetails=nulls>
<coreConnection=com.ibm.ws.sib.processor.impl.ConnectionImpl@b0b0b0b>
<request counter=0>]> <sessionClosed=false> <sessionInvalidated=false>]]>
<connectionListeners=[com.ibm.ejs.j2c.ConnectionEventListener@1572625852] >
] State:STATE TRAN WRAPPER INUSE

from resource ConnectionFactory was used within a local transaction
containment boundary.

[9/7/09 14:41:32:938 EDT] 000000la SystemOut O 14:41:32,938 INFO
[NotificationThread] Starting asynchronous notification system

2.15.3  Setting up JMS on WebLogic 10.3
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To configure JMS on WebLogic 10.3:
1 Login to the WebLogic Console as the Administrative User:

http://server:port/console

2 Go to Domain Configuration->Services->Persistent Stores:
2a Select New->Create File Store screen.
2b On the Create a new File Store screen.
2b1l Provide a Name.
For example: FileStore-0
2b2 Select the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed on.
For Example: AdminServer

2b3 Provide a Directory Location for where the JMS Server will be able to store. The
location must already exist on the server. For example: /opt /bea/JMs

2b4 Press the OK button.
3 Go to Domain Configuration->Services->Messaging->JMS Servers:
3a Select the New button.
3b On the Create a New JMS Server screen #1, perform these steps:
3bl Provide a Name.
For example: JMSServer-0

3b2 In the Persistent Store dropdown, select the persistent store that was created above.
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For example: FileServer-0
3b3 Press the Next button.
3c On the Create a New [MS Server screen #2, perform these steps:
3cl In the Target dropdown, select the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed on.
For example: AdminServer

3c2 Press the Finish button.
4 Go to Domain Configuration -> Services -> Messaging -> JMS Modules.
4a Select the New button.
4b Provide a Name.
For example: SystemModule-0
4c Press the Next button.
4d On the Create JMS System Module screen #2:
4d1 Select the checkbox next to the correct Target Server.

This needs to be the same Target Server that the User Application WAR is deployed on.
For example: AdminServer

4d2 Press the Next button.

4e On the Create JMS System Module screen #3:
4el Select the checkbox next to Would you like to add resources to this [MS System Module.
4e2 Press the Finish button.

4f On the Settings for %name% (for example: SystemModule-0), select the Configuration tab.
4f1 Under Summary of Resources area, press the New button.

4fla On the Create a New JMS System Module Resource screen #1, select the radio button
next to Connection Factory, and press the Next button.

4f1b On the Create a New JMS System Module Resource screen #2, follow these steps:
Provide a Name. For example: ConnectionFactory-0
Provide the following as the JNDI Name: ConnectionFactory
Press the Next button.

4flc On the Create a New JMS Module Resource screen #3, perform these steps:
Select the Target Server that the User Application WAR is deployed on. For example: AdminServer
Press the Finish button.

4f2 Under Summary of Resources area, press the New button.

4f2a On the Create a New JMS System Module Resource screen #1, select the radio button
next to Topic, and press the Next button.

4f2b On the Create a New JMS System Module Resource screen #2, follow these steps:
Provide a Name. For example: Topic-0
Provide the following as the JNDI Name: topic/IDMNotificationDurableTopic
Press the Next button.
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4f2c On the Create a New JMS Module Resource screen #3, perform these steps:

Press the Create a New Subdeployment button. Provide a Subdeployment Name. The Subdeployment
name needs to be the same as the Name provided for the Topic. For example:
Topic-0.

Press the OK button.
4f3 Under Targets, select the correct JMS Server.
This has to be the same JMS server that was defined above. For example: JMSServer-0
4f4 Press the Finish button.
49 Logout of the WebLogic console.
5 Restart the WebLogic Server with the User Application WAR deployed:
5a In the server log, the following three lines will appear in sequence if the JMS server is not

set up correctly:

INFO [com.novell.soa.notification.impl.jms.JMSConnectionMediator]
Starting JMS notification system

WARN [com.novell.soa.notification.impl.NotificationEngine] Could not
properly initialize JMS persistence for the notification system. Will
revert back to non-persistent asynchronous notification system.

INFO [com.novell.soa.notification.impl.NotificationThread] Starting
asynchronous notification system

5b In the server log, the following two lines will appear in sequence if the JMS Server is set up
correctly:

INFO [JMSConnectionMediator] Starting JMS notification system
INFO [NotificationThread] Starting asynchronous notification system
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3.1

Setting Up Logging

This section includes the following:

¢ Section 3.1, “About Event Logging,” on page 111

¢ Section 3.2, “Logging to a Novell Identity Audit or Sentinel Server,” on page 112
¢ Section 3.3, “Logging to OpenXDAS,” on page 118

¢ Section 3.4, “Log Events,” on page 119

About Event Logging

¢ Section 3.1.1, “About the Log Level Settings,” on page 112
¢ Section 3.1.2, “Changing the User Application Log Level Settings,” on page 112

The Identity Manager User Application implements logging by using a custom-developed logging
framework that integrates with log4j, an open-source logging package distributed by The Apache
Software Foundation. See Logging Services (http://logging.apache.org/log4j) for details. By default,
event messages are logged to the system console and to the application server’s log file at logging
level INFO and above. You can also configure the User Application to log to Novell Identity Audit
and OpenXDAS. Events are logged to all activated loggers.

The default behavior of the JBoss server is to limit the console log4j appender to display log messages
with a verbosity of INFO or less. In order to see log messages for more verbose levels (for example,
DEBUG), you need to examine the server log file.

WARNING: You must use Novell Identity Audit (or Sentinel) to preserve documents that you
digitally sign. Digital signature documents are not stored with workflow data in the User
Application database, but are stored in the logging database. You must enable logging to preserve
these documents.

The log4j configuration settings are stored in the following locations:

¢ jboss-log4j.xml in the install directory on a JBoss application server

¢ log4j.xml in the User Application WAR on a non-JBoss application server
The User Application logging configuration settings are stored in the following locations:

¢ idmuserapp_logging.xml in the install directory on a JBoss application server

¢ custom location specified by the variable idmuserapp.logging.config.dir on Websphere or
Weblogic

NOTE: The CONSOLE and FILE appenders are defined in jboss-1og43j.xml, while the NAUDIT
and OPENXDAS appenders, being specific to the User Application, are defined in
idmuserapp_logging.xml. All loggers specific to the User Application are defined in
idmuserapp logging.xml.
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3.1.1 Aboutthe Log Level Settings

Console logging involves synchronized writes. This means that logging can become a processor
usage issue as well as a concurrency impedance. You can change the priority value default setting to
ERROR, on a JBoss server, by modifying the setting in the <installdir>/jboss/server/IDMProv/
conf/jboss-1log4j.xml. Locate the root node that looks like this:

<root>
<priority value="INFO"/>

<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Change the priority value to:

<root>
<priority value="ERROR"/>

<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root>

Assigning a value to the root ensures that any appenders that do not explicitly have a level assigned
inherit the root's level.

3.1.2 Changing the User Application Log Level Settings

The User Application enables you to change the log level settings of individual loggers.

Log in to the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Change the Log Level of any logger.

To save the changes for application server restarts, select Persist the logging changes.
Click Submit.
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The User Application logging configuration is saved in the file idmuserapp logging.xml. On JBoss,
the path is <installdir>/jboss/server/IDMProv/conf/idmuserapp_logging.xml.

3.2 Logging to a Novell Identity Audit or Sentinel Server

To log to a Novell Identity Audit or Sentinel server:
1 Add the Identity Manager application schema to the Novell Identity Audit server as a log
application

This step applies to Novell Identity Audit only. For more information, see Section 3.2.1, “Adding
the Identity Manager Application Schema to your Novell Identity Audit Server as a Log
Application,” on page 113

2 Configure the Novell Identity Audit platform agent on your application server
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3.2.1

The Platform Agent is required on any client that reports events to Novell Identity Audit or
Sentinel. You configure the platform agent through the logevent configuration file. This file
provides the configuration information that the platform agent needs to communicate with the
Novell Identity Audit server. The default location for this file, on the application server, is:

¢ Linux: /etc/logevent.conf
¢+ Windows: /<WindowsDir>/logevent .cfg (Usually c:\windows)
Specify the following four properties:

Loghost: The IP address or DNS name of your Novell Identity Audit or Sentinel server. For
example:

LogHOoSt=XXX.XXX.XXX.XXX

LogJavaClassPath: The location of the Icache jar file NauditPA. jar. For example:
LogJavaClassPath=/opt/novell/idm/NAuditPA. jar

LogCacheDir: Specifies where Icache stores cache files. For example:
LogCacheDir=/opt/novell/idm/naudit/cache

LogCachePort: Specifies on which port lcache listens for connections. The default is 288, but in a
Linux server, set the port number greater than 1000. For example:

LogCachePort=1233

BigData Specifies the maximum number of bytes that the client will allow. Larger amounts of
logging data will be truncated. The default value is 3072 bytes, but you should change this to at
least 8192 bytes to handle a typical form that has approximately 15 fields on a half page.

LogMaxBigData=8192

IMPORTANT: If your data is very large, you may want to increase this value. If you are logging
events that include digital signatures, it is critical that the value of LogMaxBigData be large
enough to handle the data being logged.

Specify any other settings needed for your environment.

NOTE: You must restart the Platform Agent any time you change the configuration.

3 Enable Novell Identity Audit or Sentinel logging.

This step applies to both Novell Identity Audit and Sentinel. For more information, see
Section 3.2.2, “Enabling Audit or Sentinel Logging,” on page 114.

Adding the Identity Manager Application Schema to your Novell
Identity Audit Server as a Log Application

If you are using Novell Identity Audit (not Sentinel), you need to add the schema to your Novell
Identity Audit Server as a log application. This section applies to Novell Identity Audit only.

To configure Audit to use the Identity Manager User Application as a log application:
1 Locate the following file:

dirxml.lsc

This file is located in the Identity Manager User Application installation directory after the
install, for example /opt/novell/idm.
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3.2.2

3.2.3

Use a Web browser to access an iManager with the Novell Identity Audit plug-in installed, and
log in as an administrator.

3 Go to Roles and Tasks > Auditing and Logging and select Logging Server Options.

Browse to the Logging Services container in your tree and select the appropriate Audit Secure
Logging Server. Then click OK.

Go to the Log Applications tab, select the appropriate Container Name, and click the New Log
Application link.

When the New Log Application dialog box displays, specify the following:

For this setting Do this
Log Application Name Type any name that is meaningful for your environment
Import LSC File Use the Browse button to select the dirxml . 1sc file

Click OK. The Log Applications displays the added application name.
Click OK to complete your Novell Identity Audit server configuration.

Make sure the status on the Log Application is set to ON. (The circle under the status should be
green. If it is red, click it to switch it to ON.)

Restart the Novell Identity Audit server to activate the new log application settings.

Enabling Audit or Sentinel Logging

To enable Novell Identity Audit or Sentinel logging in your Identity Manager User Application:

aa A W N PP

Log in to the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to audit service check box (near the bottom of the page).

To save the changes for any subsequent application server restarts, make sure Persist the logging
changes is selected.

Click Submit.

NOTE: To enable logging for Role events, the Role Service driver Generate audit events property
must be selected. For more information on this property, see Section 2.10.1, “Role Service Driver
Configuration,” on page 90.

Log Reports

If you log events to the Novell Identity Audit database channel, you can run reports on the data.
There are several ways to generate reports against data logged to a Novell Identity Audit database:

*

*

Use the Novell Identity Audit Report application to run your own reports or to run the
predefined reports described in “Predefined Log Reports for Novell Identity Audit” on
page 115.

Write queries against the logged data by using iManager to select Auditing and Logging > Queries
(Novell Identity Audit only).
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¢ Write your own SQL queries against the logged data.

¢ Produce Identity Manager reports in Sentinel.

The default Novell Identity Audit table is called NAUDITLOG.

Predefined Log Reports for Novell Identity Audit

The following predefined log reports are created in Crystal Reports (. rpt) format for filtering data
logged to the Novell Identity Audit database:

Report Name

Description

Administrative Action

Historical Approval Flow
Resource Provisioning

User Audit Trail

Specific User Provisioning

User Provisioning

Shows all administrative actions initiated from the Identity
Manager User Application portal. This report includes the
administrator who initiated the action.

It excludes any administrative changes made using iManager
or the Designer for Identity Manager.

Shows all approval flow activities for a specified time frame.
Shows all provisioning activities, sorted by resource.

Shows all activity relating to a user. Activities include both
provisioning and self-service activities.

Shows all provisioning activities for a specific user.

Shows all provisioning activities, sorted by user.

The following graphic shows an example of the Specific User Audit Trail report:
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Figure 3-1 Sample Audit Trail Report

, Audit Report for Identity Manager

13 5 1 Report Last Modified: 1071372005
SPECIfIC User AUdlt Trall Feport Gepergted Qp; 1071372005
Report Period: -10/13/2005 8:51:32AM Total pages: 8

User ID: ablake

Approval Flow

Workflow Event: fecedbeB0a3ddabd83c9476a1b576ea2

Date / Time Action Initiator ID

91272008 32004ZPM workflow Started ch=ablake ,ou=users,ou=idmsample-Jeff,o=novell
QA1ZFZ0058  FiZ20043PM workflow Forwarded o rkflow Administrator

941272006 3:2R:43PM Workflow Reazsigned Unclaim ed

91272006 G:30:44P M Workflow Forwarded Wworkflow Administrator

SA1272005  G:30:44P M Wiorkflow Ended Workflow Administrator

SA1ZF2005  F:30:44P M o rkflow Denied System

Workflow Event: fc6d74b1268243b3beac52261439deal

Date / Time Action Initiator ID

Q2872008 112019PM workflow Started ch=ablake ,ou=users,ou=idmsample-Jeff,o=novell
QFEBFI008  11ZIZEPM workflow Forwarded o rkflow Administrator

92872008 Z2:12:23PM ‘Workflow Forwarded workflow Administrator

92872006 Z2:12:23PM ‘Workflow Forwarded wiorkflow Administrator

QFZ2872005 Zi1Z2:123PM o rkflow Forwarded Workflow Administrator

GFZ2872005 Zi1Z2:123PM o rkflow Forwarded iorkflow Administrator

Q2552008 Z012123PM workflow Approved System

QFZ2G72005 Z:1Z2:23PM Workflow Approved System

9FZE72006 Z:12:33FPM Workflow Completed Wwiorkflow Administratar

QFZ2872005 ZU1Zi2TFPM o rkflow Forwarded iorkflow Administrator

92872005 Z112:12FPM workflow Ended ‘Workflow Administrator

QFEBFI008 Z1ZIZTPM Provision Subm itted wiorkflow Administrator

QFEBFI005 Z1ZIZTPM Prowvision Granted o rkflow Administrator

Workflow Event: efaa8304e07641edb9e6375a1a36e396

Date / Time Action Initiator ID

10F12/2008 113651388 Workflow Started ch=ablake ,ou=users,ou=idmsample-qatest,o=novell
10£12/2005 11:558:134M Workflow Forwarded Workflow Administrator

Workflow Event: ea341eb11a824e669e356837745fe264

Date / Time Action Initiator ID
GFZ7F2005 4:24:44P M Wworkflow Started cn=mmackenzie ,ou=users,ou=idm sam ple-Jeff,o=navell
QIZFIZ005 AiZ4:44P M o rkflow Forwarded Workflow Administrator

Paged of 8 Specific User Audi? Trail

The report files are in the following locations:

116 NetlQ Identity Manager User Application: Administration Guide



Platform Location

Windows /nt/dirxml/reports

You can use these reports as templates for creating custom reports in the Crystal Reports Designer or

you can run the reports using Audit Report (1report . exe), a Windows program supplied with

Novell Identity Audit. The predefined reports query data from the default Novell Identity Audit log
database named naudit and a database table named nauditlog. If your Novell Identity Audit log

database has a different name, use the Set Datasource Location menu item in Crystal Reports Designer
to replace the naudit database name with the one in your environment.

Sentinel Reports

If you have configured the platform agent to send events to Sentinel, you can produce the following
reports about Identity Manager events in Sentinel:

*

*

*

Account_Access_Assignments_[Oracle/SQL].rpt
Collector_Pack_Audit_Trail_[Oracle/SQL].rpt
Object_Provisioning_[Oracle/SQL].rpt
Periodic_Password_Change_Violations_[Oracle/SQL].rpt
Self_Password_Changes_[Oracle/SQL].rpt
User_Account_Provisioning_[Oracle/SQL].rpt
Account_Trust_Assignments_[Oracle/SQL].rpt
Collector_Pack_Status_Dashboard_[Oracle/SQL].rpt
Password_Management_[Oracle/SQL].rpt
Periodic_Password_Change_Violations_Test_[Oracle/SQL].rpt
Top_10_Dashboard_[Oracle/SQL].rpt
User_Status_Management_[Oracle/SQL].rpt
Administrative_Activity_[Oracle/SQL].rpt
Configuration_Changes_[Oracle/SQL].rpt
Password_Resets_[Oracle/SQL].rpt
Resource_Request_Errors_[Oracle/SQL].rpt
Top_10_Object_Access_Dashboard_[Oracle/SQL].rpt
Workflow_Proxy_Delegation_Management_[Oracle/SQL].rpt
Authentication_by_Server_[Oracle/SQL].rpt
Event_Count_Trend_[Oracle/SQL].rpt
Per_Object_Modification_[Oracle/SQL].rpt
Resource_Requests_Rejected_[Oracle/SQL].rpt
Trust_Access_Assignments_[Oracle/SQL].rpt
Authentication_by_User_[Oracle/SQL].rpt
Inactive_Users_[Oracle/SQL].rpt
Per_Trust_Modification_[Oracle/SQL].rpt
Resource_Requests_by_Process_[Oracle/SQL].rpt
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331

¢ Trust_Management_[Oracle/SQL].rpt

¢ Collector_Management_[Oracle/SQL].rpt

¢ Inactive_Users_Test_[Oracle/SQL].rpt

¢ Per_User_Modification_[Oracle/SQL].rpt

¢ Resource_Requests_by_User_[Oracle/SQL].rpt
¢ Trust_Provisioning_[Oracle/SQL].rpt

You can access the full set of reports by downloading the Novell Identity Manager collector pack
(http://support.novell.com/products/sentinel/zip/collectors/Novell_Identity-Manager_6.1r5.spz.zip).

Logging to OpenXDAS

To use OpenXDAS for logging events, you must install, configure, then enable OpenXDAS in the
User Application. To learn about:

¢ Installing Open XDAS, see the OpenXDAS instructions at OpenXDAS.org (http://
downloads.sourceforge.net/openxdas)

¢ Configuring OpenXDAS logging, see the “OpenXDAS Logger Configuration” in the OpenXDAS
User’s Manual.

The OpenXDAS daemon or service (xdasd) must be running when you start the User
Application (if you have enabled OpenXDAS logging). For this reason, you should configure the
OpenXDAS daemon to start automatically.

+ On Linux, use the /etc/init.d/xdasd start command to start the daemon. To start it
automatically, change the runlevel using the “System Services” editor (SUSE) or directly
edit the /etc/init.d/rc* directories.

¢ On Windows, install as a service, or use the command-line options on xdasd.exe to create
the service. See “Command Line Configuration” in the OpenXDAS User’s Manual.

If your OpenXDAS daemon/service is not running and you are configured for OpenXDAS
logging you'll get a error stack trace and the User Application might not start successfully. The
error message looks like this:

"ERROR [com.sssw.fw.servlet.Boot:contextInitialized] Unable to configure
logging. com.novell.soa.common.LocalizedRuntimeException: Error Initializing
OpenXDAS Audit."

Using OpenXDAS with Sentinel

To use OpenXDAS with Sentinel, you must configure the netstream logger. The netstream logger is
undocumented, but it is required to send XDAS audit messages to a Sentinel server. The netstream
logger does not perform any encryption, so the stream needs to be secured in another way (for
example, SSH tunnel).

You must specify netstream entries in the xdasd. conf file for the loggers, server and port. For
example on Linux:

xdasd.loggers=/usr/lib64/openxdas/libxdm netstream.so

xdasd.loggers.netstream.server = 151.155.226.50
xdasd.loggers.netstream.port = 1468

On Windows, the server and port entries are the same, but the location of the xdasd.loggers entry is
different. For example, on Windows:
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3.3.2

3.3.3

3.4

xdasd.loggers=c:\Program Files\OpenXDAS\Loggers\xdm netstream.dll

xdasd.loggers.netstream.server = 151.155.226.50
xdasd.loggers.netstream.port = 1468

NOTE: On Windows, you must move the xdasd.conf file to the c:\ windows folder. If you do not, the
xdasd.exe is unable to locate it.

Enabling OpenXDAS Logging in the User Application

You can enable OpenXDAS logging in your Identity Manager User Application in two ways:

¢ Select OpenXDAS as a logging option during the installation procedure.
¢ Enable OpenXDAS logging using the User Application Administration (described next).

Log in to the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to OpenXDAS check box (near the bottom of the page).
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To save the changes for any subsequent application server restarts, make sure Persist the logging
changes is selected.

6 Click Submit.

NOTE: To enable logging for Role events, the Role Service driver Generate audit events property
must be selected. For more information on this property, see Section 2.10.1, “Role Service Driver
Configuration,” on page 90.

Troubleshooting

If you enable OpenXDAS logging, but the OpenXDAS daemon is not running, the User Application
fails to start. View the xdasd.log to verify that XDAS started successfully or to determine the reason
for an unsuccessful start.

If you stop OpenXDAS and restart it, you must also stop and restart the User Application. If you do
not restart the User Application, the connection between OpenXDAS and the User Application is lost
so no User Application events are logged.

Table 3-1 Commands for Starting/Stopping the XDASD daemon/service

Action Command
To start XDAS xdasd -s
To stop XDAS xdasd - x

Log Events

The Identity Manager User Application logs a set of events automatically from workflow, search,
detail, and password requests. By default, the Identity Manager User Application automatically logs
the following events to all active logging channels:
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Table 3-2 Logged Events

Event ID Process Novell Identity Audit Event XDAS Event Severity
31400 Detail portlet Delete_Entity Info
31401 Update_Entity Info
31410 Change Change_Password_Failure Error
Password
31411 portlet Change_Password_Success Info
31420 Forgot Forgot_Password_Change_Failur Error
Password e
31421 portiet Forgot_Password_Change_Succe Info
ss

31430 Search portlet  Search_Request Info
31431 Search_Saved Info
31440 Create portlet Create_Entity Info
31520 Workflow Workflow_Error Error
31521 Workflow_Started Info
31522 Workflow_Forwarded Info
31523 Workflow_Reassigned Info
31524 Workflow_Approved Info
31525 Workflow_Refused Info
31526 Workflow_Ended Info
31527 Workflow_Claimed Info
31528 Workflow_Unclaimed Info
31529 Workflow_Denied Info
31534 Workflow_Escalated Info
31535 Workflow_Reminder_Sent Info
31537 Workflow_ResetPriority Info
3152A Workflow_Completed Info
3152B Workflow_Timedout Info
3152C User_Message Info
31533 Workflow_Retracted Info
31538 Role_Approved Info
31539 Role_Denied Info
3153A SOD_Exception_Approved Info
3153B SOD_Exception_Denied Info
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Event ID Process Novell Identity Audit Event XDAS Event Severity
3153C Start_Correlated_Workflow XDAS_AE_CREATE_DAT info
A_ITEM
3153D Role_Request_Submitted XDAS_AE_CREATE_RO Info
LE
3152D Provisioning Provision_Error Error
3152E Provision_Submitted Info
3152F Provision_Success Info
31530 Provision_Failure Error
31531 Provision_Granted Info
31532 Provision_Revoked Info
31550 Login_Success XDAS_AE_CREATE_SE Info
SSION
31551 Login_Failure XDAS_AE_CREATE_SE Info
SSION
31450 Security Create_Proxy_Definition_Success Info
Context o )
31451 Create_Proxy_Definition_Failure Error
31452 Update_Proxy_Definition_Succes Info
S
31453 Update_Proxy_Definition_Failure Error
31454 Delete_Proxy_Definition_Success Info
31455 Delete_Proxy_Definition_Failure Error
31456 Create_Delegatee_Definition_Suc Info
cess
31457 Create_Delegatee_Definition_Fall Error
ure
31458 Update_Delegatee_Definition_Su Info
ccess
31459 Update_Delegatee_Definition_Fail Error
ure
3145A Delete_Delegatee_Definition_Suc Info
cess
3145B Delete_Delegatee_Definition_Fail Error
ure
3145C Create_Availability_Success Info
3145D Create_Availability_Failure Error
3145E Delete_Availability_Success Info
3145F Delete_Auvailability_Failure Error
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Event ID Process Novell Identity Audit Event XDAS Event Severity

31600 Role Role_Provisioning XDAS_AE_APPROVAL_ Info
Provisioning REQUESTED
31601 Role_Provisioning_Failure XDAS_AE_APPROVAL_  Error
REQUESTED
31610 Role Role_Request Info
Assignment
Request
31611 Role_Request_Failure Error
31612 Role_Request_Workflow Info
31613 SOD_Exception_Auto_Approval ~ XDAS_AE_CREATE_DAT Info
A_ITEM_ASSOC
31614 Retract_Role_Request XDAS_AE_TERMINATE_ Info
PEER_ASSOC
31615 Retract_Role_Request_Failure XDAS_AE_TERMINATE_ Error
PEER_ASSOC
31620 User Entitlement_Grant XDAS_AE_CREATE_DAT Info
Entitlement A_ITEM_ASSOC
31621 Entitlement_Grant_Failure XDAS_AE_CREATE_DAT Error
A_ITEM_ASSOC
31622 Entitlement_Revoke XDAS_AE_TERMINATE_ Info
DATA_ITEM_ASSOC
31623 Entitlement_Revoke_Failure XDAS_AE_TERMINATE_ Error
DATA_ITEM_ASSOC
31624 Entitlement_Invalid_Reference Error
31630 Role Create_Role Info
Management
31631 Create_Role_Failure Error
31632 Delete_Role Info
31633 Delete_Role_Failure Error
31634 Modify_Role Info
31635 Modify_Role_Failure Error
31640 Create_SOD Info
31641 Create_SOD_Failure Error
31642 Delete_SOD Info
31643 Delete_SOD_Failure Error
31644 Modify_SOD Info
31645 Modify_SOD_Failure Error
31646 Modify_Config XDAS_AE_MODIFY_DAT Info
A_ITEM_ATT
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Event ID Process Novell Identity Audit Event XDAS Event Severity

31647 Modify_Config_Failure XDAS_AE_MODIFY_DAT Error

A_ITEM_ATT

Events Not Sent Through OpenXDAS The User Application supports sending events to both
Sentinel Audit through NAudit Platform Agent and to Sentinel Syslog through OpenXDAS.
However, the following events, which are generated from the IDM Engine, are only sent to Sentinel
Audit through NAudit Platform Agent, and not through OpenXDAS:

00031665,Resource Provisioning

00031666,Resource Provisioning Failure

00031600,Role Provisioning
00031601,Role Provisioning Failure

00031677,Create
00031678,Delete
00031679, Delete
0003167A,Modify
0003167B,Modify

Association Failure
Association
Association Failure
Association
Association Failure

Resource
Resource
Resource
Resource
Resource

#”GROUP"Engine events logged from vrdim®00030001-00030032

00030001, Status
00030002, Status
00030003, Status
00030004, Status
00030005, Status
00030006, Status

Success
Retry
Warning
Error, Channel
Fatal

Other

00030007, Search

00030008,Add Entry

00030009,Delete Entry,Channel

0003000A,Modify Entry

0003000B, Rename Entry

0003000C,Move Entry

0003000D,Add Association

0003000E,Remove Association

0003000F, Query Schema

00030010, Check Password

00030011, Check Object Password

00030012, Change Password

00030013, Sync, Channel

00030014, Input XML Document

00030015, Input Transformation Document
00030016,0utput Transformation Document
00030017,Event Transformation Document
00030018, Placement Rule Transformation Document
00030019, Create Rule Transformation Document
0003001A, Input Mapping Rule Transformation Document
0003001B,Output Mapping Rule Transformation Document
0003001C,Matching Rule Transformation Document
0003001D, Command Transformation Document
0003001E, Publisher Filter Transformation Document
0003001F,User Agent Request

00030020,Resync Driver

00030021,Migrate

00030022,Driver Start

00030023 ,Driver Stop

00030024, Password Sync

00030025, Password Reset

00030026 ,DirXML Error

00030027,DirXML Warning

00030028, Custom Operation

00030029, Clear Attribute

0003002A,Add Value - Modify Entry

0003002B, Remove Value

0003002C,Merge Entries
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0003002D, Get Named Password
0003002E,Reset Attributes
0003002F,Add Value - Add Entry
00030030,Set SSO Credential
00030031,Clear SSO Credential
00030032,Set SSO Passphase

#"GROUP"Job events logged from vrdim~000303E4-000303E7
000303E4,Job Result Aborted

000303E5,Job Result Error

000303E6,Job Result Warning

000303E7,J0b Result Success

#

#"GROUP"Server events Logged from DXevent”000307D0-000307E2
000307D0, Config:Log Events
000307D1,Config:Driver Cache Limit
000307D2,Config:Driver Set
000307D3,Config:Driver Start Option
000307D4,Driver Resync
000307D5,Migrate Application
000307D6,Shim Password Set
000307D7,Keyed Password Set
000307D8,Remote Loader Password Set
000307D9,Regenerate Key Pair
000307DA,Get Server Certificate
000307DB, Cache Utility

000307DC, Check Object Password
000307DD, Initialize Driver Object
000307DE,Notify Job Update
000307DF,Open Driver Action
000307E0, Queue Driver Event
000307E1l, Start Job

000307E2,Abort Job

#"GROUP"Remote Loader”00030BB8-00030BBB
00030BB8, Remote Loader Start

00030BB9,Remote Loader Stop

00030BBA,Remote Loader Connection Established
00030BBB, Remote Loader Connection Dropped
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Administering the User Application

These sections describe how to configure and manage the Identity Manager User Application by
using the Administration tab of the user interface.

*

*

*

*

*

Chapter 4, “Using the Administration Tab,” on page 127

Chapter 5, “Application Configuration,” on page 131

Chapter 6, “Page Administration,” on page 203

Chapter 7, “Portlet Administration,” on page 237

Chapter 8, “RBPM Provisioning and Security Configuration,” on page 253

Administering the User Application
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4.1

4.2

Using the Administration Tab

This section introduces you to the Administration tab of the Identity Manager user interface. You'll
learn how to use the Administration tab to configure and manage the Identity Manager User
Application. Topics include:

¢ Section 4.1, “About the Administration Tab,” on page 127

¢ Section 4.2, “Who Can Use the Administration Tab,” on page 127

¢ Section 4.3, “Accessing the Administration Tab,” on page 128

¢ Section 4.4, “Administration Tab Actions You Can Perform,” on page 129

About the Administration Tab

The Identity Manager user interface is primarily accessed by end users, who work with the tabs and
pages it provides for identity self-service and workflow-based provisioning. However, this browser-
based user interface also provides an Administration and page, which administrators can use to access
a page and configure various characteristics of the underlying Identity Manager User Application.

For example, choose the Administration to:

¢ Change the theme used for the look and feel of the user interface
¢ Customize the identity self-service features available to end users
¢ Specify who is allowed to perform administration actions

¢ Manage other details about the User Application and how it runs

Who Can Use the Administration Tab

The Administration tab is not visible to typical end users of the Identity Manager user interface. There
are three kinds of users who can see and access this tab:

User Application Administrators: A User Application Administrator is authorized to perform all
management functions related to the Identity Manager User Application. This includes accessing the
Administration tab of the Identity Manager user interface to perform any administration actions that it
supports. During installation, a user is specified as User Application Administrator. After
installation, that user can use the Security page on the Administration tab to specify other User
Application administrators, as needed. For details, see Section 5.1.8, “Assigning the User Application
Administrator,” on page 172.

Domain Administrators and Domain Managers: Domain Administrators and Domain Managers
are authorized to perform provisioning and security tasks for the Identity Manager User Application.
For details, see Chapter 8, “RBPM Provisioning and Security Configuration,” on page 253.
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4.3 Accessing the Administration Tab

When you are a User Application Administrator (or other permitted user), you can access the
Administration tab of the Identity Manager user interface to manage the Identity Manager User
Application. You just need a supported Web browser.

For a list of supported Web browsers, see the Roles Based Provisioning Module Installation Guide.

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript* and
cookies enabled.

To access the Administration tab:

1 In your Web browser, go to the URL for the Identity Manager user interface as configured in
your environment, with the context you used when you installed the User Application. For
example:

http://myappserver:8080/IDMProv

The Welcome Guest page of the user interface displays:

) Welcome - Mozilla Firefox

Fie Edt Wew GO Bookmarks Tools  Help

<"§I - E:, - @ I:\ @ ‘ N httpsjflocalhost:8080/IDM/portaljen)Guest ContainerPage/elcome V‘ @ e “Q_ ‘

Novells Identity Manager o

Welcome Guest " N
Login

»

Guest Pages

* Welcome Novell Identity Manager
Sscuraly manage the access nesds of yaur aver-changing Lser community

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security.

The time has come to apply identity to not only the people involved in your organization, but also to amy corporate asset the people in your organization need to share,
such as routers, servers, devices, application components and even processes,

Movell Identity sanager is a key component of Novell's |dentity-Driven Computing vision, |dentity-Driven Computing is a new vision for IT that places people—and the
services they depend on—at the center of your enterprise. With Identity-Driven Computing frarm Movell, you can add intelligence to every part of your (T
infrastructure—and make your business more agile and secure,

Dare

2 Click the Login link in the page header.

The user interface prompts you for a username and password:
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4.4

Novelle
ldentity Manager

Jzername: Pazsword:

=+ Forgot Password?

N

3 Specify the username and password of a User Application Administrator (or a user with some
Administration permissions), then click Login.

After you log in, you see the appropriate user-interface content for that user.
By default, you are on the Identity Self-Service tab.
4 Click the Administration tab.

The Administration tab displays a menu of the administration actions you can perform. Each
choice shows a corresponding page of settings and controls.

For more general information about accessing and working in the Identity Manager user
interface, see the Identity Manager User Application: User Guide.

Administration Tab Actions You Can Perform

After you're on the Administration tab, you can use any available actions to configure and manage the
Identity Manager User Application. Table 4-1 contains a summary.

Table 4-1 Administration Tab Actions Summary

Action Description
Application Controls User Application configuration of caching, logging, password
Configuration management, and LDAP connection parameters. Provides read-only information

about the driver status and the portal. Provides access to tools that allow you to
export or import portal content (pages and portlets used in the Identity Manager
User Application.

For details, see Chapter 5, “Application Configuration,” on page 131.

Page Admin Controls the pages displayed in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 6, “Page Administration,” on page 203.
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Action Description

Portlet Admin Controls the portlets available in the Identity Manager user interface and who has
permission to access them

For details, see Chapter 7, “Portlet Administration,” on page 237.

RBPM Provisioning & Controls the provisioning configuration, as well as security permissions and
Security navigation access.

For details, see Chapter 8, “RBPM Provisioning and Security Configuration,” on
page 253.
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5.1

5.1.1

Application Configuration

This section describes the tasks that you can perform from the Application Configuration page. It
includes the following sections:

¢ Section 5.1, “Portal Configuration Tasks,” on page 131

¢ Section 5.2, “Working with the Import and Export Tools,” on page 174

¢ Section 5.3, “Password Management Configuration,” on page 180

¢ Section 5.4, “Web Services,” on page 199

Portal Configuration Tasks

This section includes information about:

¢ Section 5.1.1, “Caching Management,” on page 131

¢ Section 5.1.2, “Driver Status,” on page 141

¢ Section 5.1.3, “Identity Vault Settings,” on page 142

¢ Section 5.1.4, “Logging Configuration,” on page 144

¢ Section 5.1.5, “Portal Settings,” on page 149

¢ Section 5.1.6, “Single Sign-On (SSO) Configuration,” on page 149
¢ Section 5.1.7, “Theme Administration,” on page 166

¢ Section 5.1.8, “Assigning the User Application Administrator,” on page 172

NOTE: The portal functionality within the User Application is being deprecated in Identity Manager
4.0.2.

Caching Management

You can use the Caching page to manage various caches maintained by the Identity Manager User
Application. The User Application employs these caches to store reusable, temporary data on the
application server so it can optimize performance.

You have the ability to control these caches when necessary by flushing their contents and changing
their configuration settings.
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Flushing caches

The caches are named according to the subsystems that use them in the Identity Manager User

Application. Normally, you don't need to flush them yourself, because the User Application does that
automatically based on how frequently their data is used or when the source data changes. However,
if you have a specific need, you can manually flush selected caches or all caches.

1 Go to the Caching page:

3 Caching Management - Mozilla Firefox
Ble [ Yew Go foomaks Dok b
¢ > 8
avells Identity Manager

b lcome Aduin

B ) | W toilocshon S0 oMt slonidrinCortsnerpalcachebtnee

Administration

Wersity Jei-Servce

Requests & hpprovals
Aeiication Configaration Pange seznin
ad Configuration & CACNINg MATgamant

Flush Cache

Cho

Flush ol

Flimh Cache

Peantiet

ake #fact the t atl
Carremt

Lock Acquisitien Timasut:* 1E000

Wakie Lip Tnterval Secands:* 5

Eviction Policy Class-*

nan-cust: he |

Current
Max Mades:* 10000
Time Te Live Seconds * o

Lone

Chnte Enabled Fuke Fabn ¥
Group I e'
Chirster Propeities aw U (meast_sddre228 5.8, Bimaust_t

o fboss. cache eviction LRUPstc:

Gilalsal
00

Privtionig

Emabibe Local
(]

Emable Local
o

o

F
Local
Lacal
Local
-
¥

2 In the Flush Cache section of the page, use the drop-down list to select a particular cache to flush

(or select Flush all):
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:Flush all v

L -

CompiledLavout

DelProxvRuntimeService, Delegate
DelProxyRuntimebervice, Delegation
DelProxyRuntimeSendce, Delegator
DelProxvRuntimeSendce, Proxy
DirectoryfbstractlaverDefinitions
DirectorySenice.ContainerCacheHolder
DirectorySerice, GroupCacheHolder
DirectoryServce.MemberhipCacheHolder
DirectoryService. RolesfitembershipCacheHolder
DirectoryService.UserCacheHolder
EntityTreeHelper

|0, CompCategord_acheHolder

IDin, LavoutDefiCacheHolder

IDin, LavoutinfoCacheHolder

IDin, OptioninfoCacheHolder

10w, PortalzontainerPageCacheHolder

10, PartalSharePageCacheHolder

IDin, StyleCacheHolder “

Corrand

The list of available caches is dynamic; it changes depending on what data is cached at the
moment.

3 Click Flush Cache.

Flushing the Directory Abstraction Layer Cache

The User Application’s directory abstraction layer also has a cache. The
DirectoryAbstractLayerDefinitions cache stores abstraction layer definitions on the application server
to optimize performance for all data model operations.

In a typical situation, the User Application automatically keeps the
DirectoryAbstractLayerDefinitions cache synchronized with the abstraction layer definitions stored
in the Identity Vault. But, if necessary, you can manually flush the DirectoryAbstractLayerDefinitions
cache as described in “Flushing caches” on page 132 to force the latest definitions to be loaded from
the Identity Vault.

For more information on the User Application’s directory abstraction layer, see the Identity Manager
User Application: Design Guide.

Flushing Caches in a Cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If
your application server is part of a cluster and you manually flush a cache, that cache is automatically
flushed on every server in the cluster.

Configuring Cache Settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don't
take effect until the next User Application restart.
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TIP: To restart the User Application, you can reboot the application server; redeploy the application
(if the WAR has been changed in some way); or force the application to restart (as described in your
application server’s documentation).

How Caching Is Implemented

In the Identity Manager User Application, caching is implemented via JBoss Cache. JBoss Cache is an
open source caching architecture that’s included with the JBoss Application Server but also runs on
other application servers.

How Cache Settings Are Stored

Two levels of settings are available for controlling cache configuration: global, and local. Use these
settings to customize the caching behavior of the Identity Manager User Application. Table 5-1 on
page 134 describes the cache configuration settings.

Table 5-1 Cache Configuration Settings

Level Description

Global settings Global settings are stored in a central location (the Identity Vault) so that
multiple application servers can use the same setting values. For
example, someone with a cluster of application servers would typically
use global settings for the cluster configuration values.

To find the global settings in your Identity Vault, look for the following
object under your Identity Manager User Application driver:

configuration.AppDefs.AppConfig

For example:

configuration.AppDefs.AppConfig.MyUserApplicationDriv
er.MyDriverSet .MyOrg

The XmlIData attribute of the configuration object contains the global
settings data.

Local setting Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.
For example, you might want to specify a local setting to remove an
application server from the cluster specified in the global settings, or to
reassign a server to a different cluster.

To find the local settings on your JBoss application server, look for the
following file under your JBoss server configuration’s conf directory:
sys-configuration-xmldata.xml. For example: jboss/server/
IDMProv/conf/sys-configuration-xmldata.xml.

To find the local settings on your WebSphere application server, look for
the sys-configuration-xmldata.xml file at the location you
specified in the extend.local.config.dir property that you set at installation.

If your server has local settings, that data is contained in this file. If no
local settings have been specified, the file won't exist.
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You should think of global settings as the default values for every application server that uses a
particular instance of the User Application driver. When you change a global setting, you are
affecting each of those servers (at the next User Application restart), except for those cases where an
individual server specifies a local override.

How Cache Settings Are Displayed

The Caching page displays the current cache settings (from the latest User Application restart). It also
displays the corresponding global and local values of those settings, and lets you change them (for
use at the next User Application restart).

Cluster and Cache Configuration
Cluster Configuration

all changes to the current cluster configuration will take effect the next time application starts up.Group 1D must be a unique name which does not match JBoss reserved cluster narne
DefaultPartition or TreeCache.Only an experienced administrator should maodify the default cluster properties. Please refer to JBoss documentation before making any changes.

Current Global Enable Local Local
Cluster Enabled: False Fale O
Group ID: c373e901ababel ee?9664445563544200 373890 1ababede eP90644455354420] O
Cluster Properties: iy UDP{meast_addr=228.8.8,8;mcast_r| O

Cache Configuration

All changes to the current cache configuration will take effect the next time application starts up.{ * indicates required)
Settings that apply to entire cache system

Current Global Enable Local Local
Lock Acquisition Timeout:* 15000 15000 O
Wake Up Interval Seconds:* 5 5 O
Eviction Policy Class:* org.jboss.cache.eviction. LRUPolicy org.jboss,cache. eviction LRUPolic O
Settings that apply to all non-customizable Cache Holders

Current Global Enable Local Local
Max Modes:* 10000 10000 O
Time To Live Seconds:* 0 1 O

Settings that apply to customizable Cache Holders. Click the ‘Customize Cache Holders' button to change the settings for customizable cache holders.

Customize Cache Holders

The global settings always have values. The local settings are optional.

Basic Cache Settings
These cache settings apply to both clustered and non-clustered application servers.
To configure basic cache settings:

1 Go to the Caching page.

2 In the Cache Configuration section of the page, specify global or local values for the following
settings, as appropriate:

Setting What to do

Lock Acquisition Timeout Specify the time interval (in milliseconds) that the cache waits
for a lock to be acquired on an object. You might want to
increase this setting if the User Application gets a lot of lock
timeout exceptions in the application log. The default is 15000
ms.
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Setting What to do

Wake Up Interval Seconds Specify the time interval (in seconds) that the cache eviction
policy waits before waking up to do the following:

* Process the evicted node events

¢ Clean up the size limit and age-out nodes

Eviction Policy Class Specify the classname for the cache eviction policy that you
want to use. The default is the LRU eviction policy that JBoss
Cache provides:

org.jboss.cache.eviction.LRUPolicy

If appropriate, you can change this to another eviction policy
that JBoss Cache supports.

Max Nodes Specify the maximum number of nodes allowed in the cache.
For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 136.

Time To Live Seconds Specify the time to idle (in seconds) before the node is swept
away. For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 136.

Max Age Specifies the number of seconds an entry should be allowed to
stay in the cache holder since its creation time. For no time limit,

specify:
0

This setting is only available for “Customizable Cache Holders”
on page 136.

These settings are required, which means that there must be a global value for each, and
optionally a local value too.

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value. (Make sure that all of your local values
are valid. Otherwise, you won't be able to save your changes.)

NOTE: For those settings where Enable Local is deselected, any existing local values are deleted
when you save.

3 Click Save.

4 When you're ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

Customizable Cache Holders

You can customize the Max Nodes, Time To Live, and Max Age settings for some cache holders. The
cache holders are listed in Table 5-2.
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Table 5-2 Customizable Cache Holders

Cache Holder Name Description

DirectoryAbstractionLayerDefinitions Caches the Directory Abstraction Layer definitions
to optimize performance for all data model
operations. See “Flushing the Directory
Abstraction Layer Cache” on page 133.

DirectoryService.ContainerCacheHolder Caches containers in the directory layer.
Containers are shared by many users and groups,
and reading them from the directory layer involves
both network communication (with the LDAP
server) and object creation. By default, the cache
is limited to 50 containers, and the LRUs have a
default Time To Live (TTL) of 10 minutes.
Depending on the directory topography in your
enterprise, you might need to adjust the maximum
number of nodes or the TTL if you find the
performance is suffering because of queries to the
LDAP server for container objects. Making
settings too high in combination with a large
number of usable containers can cause unneeded
memory consumption and net lower performance
from the server.

DirectoryService.DelProxyRuntimeServiceDelegate Caches delegate assignments.
DirectoryService.DelProxyRuntimeService.Delegation Caches user availability settings.
DirectoryService.DelProxyRuntimeService.Delegator Caches the delegator entities.
DirectoryService.DelProxyRuntimeService.Proxy Caches proxy assignments.
DirectoryService.GroupCacheHolder Caches groups in the directory layer. Groups are

often shared by many users, and reading them
from the directory layer involves both network
communication (with LDAP server) and object
creation. By default, the cache is limited to 500
groups, and the LRUs have a default TTL of 10
minutes. Depending on the user/group topography
in your enterprise, you might need to adjust the
maximum number of nodes or the TTL if you find
the performance is suffering because of queries to
the LDAP server for groups objects. Settings that
are too high, in combination with a large number
of usable groups, can cause unneeded memory
consumption, and net lower performance from the
server.
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Cache Holder Name

Description

DirectoryService.MemberhipCacheHolder

DirectoryService.RolesMembershipCacheHolder

DirectoryService.TeamManagerRuntime.Team

DirectoryService.UserCacheHolder

GlobalCacheHolder

JUICE

Caches the relationship between a user and a set
of groups. Querying the set of groups a user
belongs to can be a network and CPU intensive
operation on the LDAP server, especially if
dynamic groups are enabled. For this reason,
relationships are cached with an expiration
interval so that changes in the criteria for
inclusion/exclusion in a group (such as time-based
dynamic groups) are reflected. The default Max
Age is five minutes. However, if you use dynamic
groups which have a requirement for finer grained
time control, then you can adjust the Max Age on
this cache holder to be just below the minimum
time your finest grained time based dynamic
group requires. The lower this value is, the more
times the user's groups are queried during a
session. Setting a value too high keeps the user/
group relationships in memory perhaps longer
than the user's session needlessly consuming
memory.

Caches the application role membership list by
role.

Caches the application team instances and team
provisioning requests.

Caches users in the directory layer. Reading users
from the directory layer involves both network
communication (with LDAP server) and object
creation. By default, the cache is limited to 1000
users, and the LRUs have a default TTL of 10
minutes. Depending on the user topography in
your enterprise, you might need to adjust the
maximum number of nodes or the TTL if you find
the performance is suffering because of queries to
the LDAP server for user objects. Making settings
too high combined with a large number of different
users logging in can cause unneeded memory
consumption, and net lower performance from the
server.

The general purpose cache holder. This
configuration applies to all caches that are not
customizable (that is, all cache holders not listed
in this table.)

Caches the resource bundles used by the user
interface controls and DN display expression
lookup results. Changing the setting of the cache
holder has a performance impact for the DN
display expression lookups because they are
frequently used in the User Application.

The low value should be at least 300 seconds, but
a higher value than 900 seconds is ok. A lower
value should be used if the customer is frequently
changing the attributes that are used in the DN
display expression
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Cache Holder Name Description

RoleManager.RolesCacheHolder Caches user role memberships listed by user.

Workflow.Model.Process Caches the provisioning process XML object
structure.

Workflow.Model.Request Caches the provisioning request XML object
structure.

Workflow.Provisioning Caches provisioning request instances that have

not completed. The default maximum capacity for
the LRU cache is 500. The capacity can be
modified by clicking the Administration/
Provisioning and choosing the Engine and Cluster
settings. The Process Cache Maximum Capacity
appears on this page. This cache reduces the
memory footprint for workflow processing without
compromising performance.

Cache Settings for Clusters

This section discusses how to configure caching when you run the Identity Manager User
Application across a cluster of application servers.

In the Identity Manager User Application, cluster support for caching is implemented via JGroups.
JGroups is an open-source clustering architecture that’s included with the JBoss Application Server
but also runs on other application servers.

The User Application’s cluster consists of nodes on a network that run JGroups and use a common
Group ID. By default, the Group ID provided for the User Application’s cluster is a UUID that looks
like this:

c373e901laba5e8ee9966444553544200

The UUID helps ensure uniqueness, so that the Group ID of the User Application’s cluster doesn’t
conflict with the Group IDs of other clusters in your environment. For instance, the JBoss Application
Server itself uses several JGroups clusters and reserves associated names including the Group IDs
DefaultPartition and Tomcat-Cluster for them.

How Caching Works with a Cluster

When you start the User Application, the application’s cluster configuration settings on the Caching
page determine whether to participate in a cluster and invalidates cache changes in the other nodes
in that cluster. If clustering is enabled, the User Application accomplishes this by sending cache entry
invalidation messages to each node as changes occur.

Preparing to Use a Cluster
To use caching across a cluster:

1 Set up your JGroups cluster. This involves using the User Application installation program to
install the Identity Manager User Application to each application server in the cluster (see
Section 2.8, “Clustering,” on page 71).

2 Enable the use of that cluster in the User Application’s cache configuration settings

See “Configuring Cache Settings for Clusters” on page 140.
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Configuring Cache Settings for Clusters

After you have a cluster ready to use, you can specify settings for the support of caching across that

cluster.

1 Go to the Caching page.

2 In the Cluster Configuration section of the page, specify global or local values for the following

settings, as appropriate:

Setting What to do

Cluster Enabled Select True to invalidate cache changes to the other nodes in the
cluster specified by Group ID. If you don’t want to participate in a
cluster, select False.

Group ID Specify the Group ID of the JGroups cluster in which you want to
participate. There's no need to change the default Group ID that's
provided for the User Application’s cluster, unless you want to use a
different cluster.

The Group ID must be unique and must not match any of the known
JBoss cluster names such as DefaultPartition and Tomcat-Cluster.

TIP: To see the Group ID in logging messages, make sure that the
level of the caching log (com. sssw. fw.cachemgr) is set to Info or
higher.

Cluster Properties Specify the JGroups protocol stack for the cluster specified by Group
ID. This setting is for experienced administrators who might need to
adjust the cluster properties. Otherwise, you should not change the
default protocol stack.

To see the current cluster properties, click view.

For details on the JGroups protocol stack, go to www.jboss.org/wiki/
Wiki.jsp?page=JGroups (http://www.jboss.org/wiki/
Wiki.jsp?page=JGroups).

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value.

For those settings where Enable Local is unselected, any existing local values are deleted when
you save.

Make sure that all nodes in your cluster specify the same Group ID and Cluster Properties. To
see these settings for a particular node, you must access the Identity Manager user interface
running on that node —by browsing to the URL of the user interface on that server —and then
display the Caching page there.

If you need to use the TCP protocol instead of the default UDP protocol, see “Specifying the
User Application Cluster Group Caching Configuration” on page 81.

3 Click Save.

When you're ready for your saved settings to take effect, restart the User Application on the
applicable application servers.
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Configuring User Application Caching to use TCP

You can configure caching for the User Application to use TCP. The configuration process must be
completed on each server in the cluster because the Local Settings are saved on the file system for
each server.

To configure User Application caching to use TCP:

1 Log in as the User Application Administrator and go to
Administration->Application Configuration->Caching.

2 Enable the Enable Local checkbox in the Cluster Enabled row and set Local=TRUE. And for each of
the individual properties in the following steps enable the Enable Local checkbox for that
property and specify a value in the textfield in the Local column. The Local value for the property
will then override the Global value.

3 Copy this string and paste it in to the Cluster Properties field. It is very important to paste as a
single string with no carriage returns embedded:

TCP (bind addr=164.99.208.68;start_port=7815;loopback=true) : TCPPING (initial_ hos
ts=164.99.208.68[7815],164.99.208.36[7815] ;port_range=3;timeout=3500;num initi
al members=3;up thread=true;down_thread=true) :MERGE2 (min interval=5000;max_int
erval=10000) : FD (shun=true;timeout=2500;max_tries=5;up thread=true;down_thread=
true) : VERIFY SUSPECT (timeout=1500;down_thread=false;up thread=false) :pbcast.NA
KACK (down_thread=true;up_ thread=true;gc_lag=100;retransmit_timeout=3000) :pbcas
t.STABLE (desired avg gossip=20000;down_ thread=false;up thread=false) :pbcast.GM
S(join timeout=5000;join retry timeout=2000;shun=false;print local addr=true;d
own_thread=true;up_thread=true) :pbcast.STATE TRANSFER (up_ thread=true;down_ thre
ad=true)

The properties in this string are defined by JBoss. Refer to JBoss documentation for more
information.

4 Set bind_addr to the local host IP address of the server you are logged into.

Next you need to set the start_port. This value must take into account ports already in use as
well as the value for port_range in order to avoid port conflicts. Depending on your
configuration you may need to troubleshoot to find an unused port.

6 Change the IP addresses for TCPPING to include the IP addresses of all the nodes in the cluster
and their start_port values. The list should begin with the local IP address.

7 Save changes. These changes are written to the local file system for your server. Remember to
make these changes for all servers in the cluster. Any server that does not have these changes
will use the Global Settings values.

8 Restart the server.

5.1.2 Driver Status

You can use the Driver Status pane to determine the expiration status of your driver.
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5.1.3

Figure 5-1 Sample Driver Status

Welcome Application Admiristratar

Application Configuration Page Admin Portlet Admin

Driver Status

»

Portal Configuration

Caching
Driver Name: cn=SteveUserApplication,cn=TestDrivers,o=novell

» Driver Status Expiration Date: Unlimited

LDAF Parameters
Logging

Portal Settings

The Driver Status pane displays the following two entries:

¢ Driver Name
¢ Expiration Date
The Expiration Date displays one of the following values:
1. Unlimited (if the activation has occurred)

2. Expiration date of the driver (if the driver is a trial driver)

Identity Vault Settings

You can use the Identity Vault Settings pane to:

¢ Change the credentials used by the Identity Manager User Application when connecting to the
Identity Vault (LDAP provider)

¢ Change the credentials for the guest account, if your system is configured to use a specific guest
account, rather than LDAP anonymous account.

¢ View other LDAP properties of the Identity Manager User Application. The values of these
settings are determined when you install the User Application.

The user interface displays different fields depending on how you configured the guest account
during installation. If you specified a guest account, the user interface includes fields that let you
update the credentials for that account. If you have configured your system to use the LDAP Public
Anonymous account, the user interface displays this message: The application is configured to
use public anonymous account. To use a specific guest account, enable the guest
account using the ldap configuration tool.

To administer Identity Vault settings:

1 On the Application Configuration page, select Identity Vault Settings from the navigation menu
on the left.

The Identity Vault Settings panel displays:
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Welcome Adimin

Application Configuration FPage Admin Portlet Admin Provisioning Security

Foral Configuration A LDAP Parameters
Caching
Driver Status Change LDAP Connection Credentials
» LDAP Parametars You can change the credentials used to connect the [dentity Manager user application to the LDAP provider (dentity vault). Specify an
Logsing admin-level user {preferably otherthan the user specified as User Application Administrator)
Paortal Seflings Admin Username |en=admin,a=novel| |
Themes Admin Password, ]
Import Export Tools & Confirm Admin Password: \ ‘
Fortal Data Export You can specify a guest accountto be used for guest access of cedain areas ofthe application. Specify a guastlevel user,
Partal Data Import Guest Username: ‘cﬂ:bhruwmuu:usersuu:ldmsamp\&alh,u:ﬂ(i
Password Module Setup £ GliEstPassword ’7‘
Challengs Respanse Canfirm Guest Password: /—J
Forgot Password

Login

2 Examine and modify the settings, as appropriate. For details, see:”LDAP Settings You Can
Change” on page 143.

3 If you make changes that you want to apply, click Submit.

LDAP Settings You Can Change

On the Identity Vault Connection Settings panel, you can modify settings for the credentials for:

¢ The Identity Manager User Application whenever it connects to the Identity Vault (LDAP
provider).

¢ The guest account (if configured).

The initial values for the credentials are specified during installation. These installation values are
written to the sys-configuration-xmldata file. If you make changes to these credentials via the
Administration tab, your changes are saved to the User Application’s database; they are not saved to
the sys-configuration-xmldata file. After values are written to the database, the User Application no
longer checks the values written to the sys-configuration-xmldata file. This means that you cannot
use the configupdate utility to change the credentials because they are ignored. However, you can
use configupdate to change the type of guest user (LDAP Guest or Public Anonymous Account).
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Table 5-3 LDAP Parameters

Setting What to do

Identity Vault Administrator ~ Type the name of a user who has full administrator rights in the Identity
Vault. The Identity Manager User Application needs to access the Identity
Vault as an administrator in order to function.

It is typical to specify the Identity Vault's root administrator as the LDAP
connection username. The root administrator has full control over the
tree, so you need not assign any special trustee rights.

For example:

cn=admin, o=myorg

If you specify some other user, you need to assign inheritable trustee
rights to the properties [All Attributes Rights] and [Entry Rights] on your
User Application driver.

NOTE: To avoid confusion, it is recommended that you do not specify the
User Application’s User Application Administrator as the LDAP
connection username. It is best to use separate accounts for these two
different purposes.

Identity Vault Administrator ~ Type the password that is currently set for that username in the Identity
Password Vault.

and

Confirm Identity Vault
Administrator Password

Guest Username Type the guest user’s distinguished name

Confirm Guest Password Type the password for the guest user.

If TLS is enabled for your LDAP server, you might encounter the following error when you update
the Admin username and password: Unable to authenticate to LDAP Provider. Disable
this error by disabling TLS via iManager.

5.1.4 Logging Configuration

You can use the Logging page to control the levels of logging messages you want the Identity
Manager User Application to generate and specify whether those messages are sent to Novell
Identity Audit.

The Identity Manager User Application implements logging by using a custom-developed logging
framework that integrates with log4j, an open-source logging package distributed by The Apache
Software Foundation. By default, event messages are logged to both of the following:

¢ The system console of the application server where the Identity Manager User Application is
deployed

¢ Alog file on that application server. For example:

jboss/server/IDMProv/log/server.log
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This is a rolling log file; after it reaches a certain size, it rolls over to another file. If you have
configured your environment to include Novell Identity Audit, you have the option of logging event

messages there as well. For details on configuring your logging environment and Novell Identity

Audit, see Chapter 3, “Setting Up Logging,” on page 111.

About the Logs

The Logging page lists a variety of logs, each outputting event messages from a different part of the
Identity Manager User Application. Each log has its own independent output level.

The log names are based on log4j conventions. You'll see these log names in the event messages that
are generated, indicating the context of the message output.

Table 5-4 on page 145 lists and describes the logs.

Table 5-4 Identity Manager User Application Logs

Log Name Description

com.novell Parent of other Identity Manager User Application logs

com.novell.afw.portal.aggregat Messages related to portal page processing

ion

com.novell.afw.portal.persist  Messages related to the persistence of portal data (including
portal pages and portlet registrations)

com.novell.afw.portal.portlet  Messages from the portal core portlets and accessory
portlets

com.novell.afw.portal.util Messages from the portal import/export and navigation
portlets

com.novell.afw.portlet.consume Messages related to portlet rendering

r

com.novell.afw.portlet.core Messages related to the core portlet API

com.novell.afw.portlet.persist Messages related to the persistence of portlet data (including
portlet preferences and setting values)

com.novell.afw.portlet.produce Messages related to the registration and configuration of

r portlets within the portal

com.novell.afw.portlet.util Messages related to utility code used by portlets

com.novell.afw.theme Messages from the theme subsystem

com.novell.afw.util Messages related to portal utility classes

com.novell.soa.af.impl Messages from the approval flow (provisioning workflow)
subsystem

com.novell.srvprv.apwa Messages from the Web application (actions and tags)

com.novell.srvprv.impl.portlet Messages from the core identity portlets and password

.core portlets

com.novell.srvprv.impl.portlet Messages from the identity-related utility portlets

.util
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Log Name Description

com.novell.srvprv.impl.servlet Messages from the Ul control framework’s ajax servlet and
ajax services

com.novell.srvprv.impl.uictrl  Messages from the Ul control registry APl and approval form

rendering
com.novell.srvprv.impl.vdata Messages from the directory abstraction layer
com.novell.srvprv.spi Messages from the Ul control registry API
com.sssw. fw.cachemgr Messages related to the framework cache subsystem
com.sssw.fw.core Messages related to the framework core subsystem
com.sssw.fw.directory Messages related to the framework directory subsystem
com.sssw.fw.event Messages related to the framework event subsystem
com.sssw. fw.factory Messages related to the framework factory subsystem
com.sssw.fw.persist Messages related to the framework persistence subsystem
com.sssw.fw.resource Messages related to the framework resource subsystem
com.sssw.fw.security Messages related to the framework security subsystem
com.sssw.fw.server Messages related to the framework server subsystem
com.sssw.fw.servlet Messages related to the framework servlet subsystem
com.sssw.fw.session Messages related to the framework session subsystem
com.sssw. fw.usermgr Messages related to the framework user subsystem
com.sssw.fw.util Messages related to the framework utility subsystem
com.sssw.portal .manager Messages related to the Portal Manager
com.sssw.portal .persist Messages related to portal persistence

The User Application logs are hierarchical. For example, com.novell is the parent of other logs
underneath it. Any additional logs inherit its properties.

Changing Log Levels

You can control the amount of information that is written to a particular log by changing the level
that is set for it. By default, all logs are set to Info, which is an intermediate level.

1 Go to the Logging page:
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%) Logging Configuration - Mozilla Firefox

Fle Edit %ew Go EBookmarks Tooks Help
<:EI - L:) - %‘ \:I @ ‘ M http:{flocalhost :BOB0{IDMportaljon/AdminCont ainerPage /LoggingMgmt # V‘ ® o “Q, |
Novells Identity Manager
Welcome Admin Identity Self-Service Requests & Approvals Administration Logout  Help
application Configuration Page Admin Partlet admin Provisioning Security
Portal Configuration % Logging Configuration
Caching You can change the logging level by selecting a different level for the log and click the submit button,
Driwer Status
DR Parameters Log Level Log Name Log Level Log Mame
 Logging com.metaparadigm. jzonrpe com. navell
Partal Settings com.novell.afw. portal,ageregation com,novell.afw. portal, persist
Themes com.novell.afw portal portlet cam, novell.afw, portal, util
Import Expart Tools com.novell,afw, portlet. consumer com.novell,afw, portlet.core
Password Module Setup ¥
com.novell. afw, portlet, persist cam, novell.afw, portlet.producer
com.novell afw portlet, util com, novell,afw theme
com.novell afuw, util com, novell.soa.af.impl
com.novellzoa.script com. novell.soa.servlet
com.novell.soa.ws.impl com, novell.srvpr apwa
com.novell.srvprvimpl.portlet cam. novell.srvpreimpl portlet. util
com.novellsrupry.implserdet com. navell.srpry.impl uictrl
com.novell.srvprvimpl.wdata, definition cam. novell.srepreimplvdata. model
com.novellsrvprespl COM, 555w
com.sssw, fur, cachemgr com,sssr. fis core
com.ssow. fur. directory com.zzsw, fuy, event
com.sssw fwr. factory com,sssw, Fur, persist
com.sssw fw resource cam.s53v. fun s eCurty
com.sssu furserver com, sssw. finservlet
com.sssw. fw.session com.sssvw. fur, usermgr
com.sssw, fu, util com,sssw, portal.manager
com.sssw, portal. persist
[ £dd log level for package | com.novellafw. partal api v
[ change log level of all above logs
Logging messages are not sent to Audit, Check the box below to send logging messages to Audit as well
[ alsa send logging messages to Novell Audit
Check the box below to persist the logging changes
[Irersist the logging changes
Dane

2 At the top of the page, find a log whose level you want to change.

3 Use the drop-down list to select one of the following levels:

Level Description

Fatal The least detail. Writes fatal errors to the log.

Error Writes errors (plus all of the above) to the log.
Warn Writes warnings (plus all of the above) to the log.
Info Writes informational messages (plus all of the above) to the log.

Debug Writes debugging information (plus all of the above) to the log.

Trace The most detail. Writes tracing information (plus all of the above) to the log.
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4 Repeat Step 2 and Step 3 for other logs, as needed.
5 Click Submit.

You can change the log level for all of the logs to one setting by selecting Change log level of all
above logs and using the drop-down list to select the level.

Adding Logs for Other Packages

You can add logs for other packages used by the User Application.

1 Go to the Logging page:

2 At the bottom of the page, select Add Log Level for Package, then use the drop-down list to select
the package.

3 Choose a log level from the drop-down, then click Submit.

Sending Log Messages to an Auditing Service

You can use the Logging page to control whether the Identity Manager User Application sends event
message output to an auditing service. Logging is off by default, unless you turn it on when installing
the User Application.

To toggle logging on/off:
1 Go to the Logging page.

2 Select or deselect the following settings, as appropriate:
¢ Also send logging messages to audit service
¢ Also send logging messages to OpenXDAS

3 Click Submit.

Persisting Your Log Settings

By default, changes you make on the Logging page stay in effect until the next application-server
restart or User Application redeployment. After that, the log settings revert to their default values.

However, the Logging page does offer you the option of persisting your changes to its settings. If you
turn on this feature, values for the log settings are stored in a logging configuration file on the
application server where the Identity Manager User Application is deployed. For example:

¢ On ]JBoss, this file is in the following location by default:

jboss/server/IDMProv/conf/idmuserapp logging.xml

¢ On WebSphere, the location of this file is specified according to the custom property named
idmuserapp.logging.config.dir.

To toggle persistence of settings on or off:

1 Go to the Logging page.
2 Select or deselect the following setting, as appropriate: Persist the logging changes
3 Click Submit.
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5.1.5 Portal Settings

You can use the Portal page to view characteristics of the Identity Manager User Application.The
settings are for informational purposes and cannot be changed.The values of these settings are set in
the User Application WAR. (Default Theme reflects your current theme choice from the Themes page.)

5.1.6  Single Sign-On (SSO) Configuration

The Application Configuration section within the Administration tab now provides a left navigation
choice that allows administrators to configure the User Application to support single sign-on. The
Single Sign On (550) page looks like this:

Figure 5-2  Single Sign On (SS0O) Page

Q Novell. Identity Manager N

Welcome Application Administrator Identity Self-Service Work Dashboard W Logout  Help

Application Configuration Page Admin Portiet Admin

PORTAL CONFIGURATION A 550 Controller Configuration

Caching
Enable Single Sign On (S80)
Driver Status

Identity Vault Settings

Logging Bl Mo L [[(eowe ]
Por setings St oy Voo
Single Sign On (SS0) Signing Key Password: :I

Themes

User Application Administrator

Assignment Changes will be applied at server restart

IMPORT EXPORT TOOLS A PR

Portal Data Export New... | Edit | Delete | Enable | Disable
Portal Data Import [l Provider Name  Status  Signing Key Signing Cert  Modified
G v i
S e Y O 3 Kerberos Valid Valid False
O fasap Q Unassigned  Unassigned False

Challenge Response ¥
1202 [~
Forgot Password

Login
Password Sync Status

You must be a User Application Administrator to access this page.
This section provides details on SSO configuration. Topics include:

¢ “About SSO Configuration” on page 149

¢ “Preparing for Single Sign-On” on page 150

¢ “Configuring the SSO Controller” on page 153
¢ “Configuring a Kerberos Provider” on page 153
¢ “Configuring an SAP Provider” on page 161

¢ “Adding a Custom SSO Provider” on page 164

About SSO Configuration

RBPM includes an enhanced SSO architecture that provides an easy way to integrate single sign-on
functionality into the User Application. This architecture works with a variety of system
environments and is very secure.

The architecture for single sign-on consists of the following key components:

+ 5SSO Providers
+ 5SSO Controller
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Each SSO Provider handles a specific SSO user scenario. The SSO Provider recognizes the login
identity, then transfers the information to the SSO Controller. The SSO Controller then verifies the
information and converts the login identity to an eDirectory identity. Next, it issues a SAML
authentication token and passes it to the login module to finish the login process.

NOTE: After you configure and enable single sign-on in your environment, users can no longer
access the User Application as a guest or anonymous user. Users are instead prompted to log into the
user interface.

The SSO Providers and the SSO Controller are loosely coupled. They communicate through an HTTP
header that is digitally signed.

The Roles Based Provisioning Module ships with Kerberos and SAP S5O Providers. However, you
can also implement your own custom SSO Provider to suit the requirements of your organization.

The SSO Providers are stackable, which means that you can enable multiple providers at the same
time for a single User Application.

Preparing for Single Sign-On

This section provides general setup procedures that must be performed to prepare your environment
for single sign-on. These procedures are required for all single sign-on environments, including
Kerberos and SAP configurations. Topics include:

¢ “Creating the Certificates” on page 150
¢ “Configuring eDirectory” on page 151

Creating the Certificates

The single sign-on environment requires that you have a set of certificates and private keys. A
minimum of one set of certificates and private keys is necessary. For a more secure environment,
there should be one set for each SSO Provider being used, in addition to the set for the SSO
Controller.

Currently SSO configuration only supports X509 PEM format for a X509 certificate and PKCS8 DER
format for a private key.

To generate key pairs, you can use openSSL:

openssl req -newkey rsa:1024 -x509 -keyout name.key -out name.cert -days expiration

For example:

openssl req -newkey rsa:1024 -x509 -keyout rbpm.key -out rbpm.cert -days 365

NOTE: The openSSL tool is acceptable for test environments. However, for production
environments, you should use a Truster Signer, such as Verisign.

When asked for a password phrase, provide a phrase, such as novell.

This generates the key pair and self-signed certificate: rtbpm.key is the DES encrypted raw RSA
private key. rtbpm.cert is the PEM format X509 certificate.

Now, perform the following command to convert private key file to PKCS8 with encryption (you will
be prompted to enter a password):

openssl pkcs8 -in name.key -topk8 -out name.pkcs8 -outform DER
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For example:

openssl pkcs8 -in rbpm.key -topk8 -out rbpm.pkcs8 -outform DER

Now you have two files: rbpm.pkcs8 and rbpm.cert that you can use in the next steps. rbpm.cert
needs to be imported to eDirectory as well (see eDirectory preparation).

Configuring eDirectory

SAML and NMAS methods must be installed to the eDirectory Server that the User Application is
configured to use. Currently, Novell provides SAML methods for the following 32 bit operating
systems:

+ Windows

¢ Linux
In addition, 64-bit SAML methods are available for Windows and Linux.

The SAML methods are included with the Roles Based Provisioning Module and with Access
Manager.

To install the SAML and NMAS authentication methods on eDirectory:

1 Unzip nmassaml.zip (in the /products/RBPM/SAML directory).
2 Install the SAML and NMAS methods into your eDirectory tree:

2a Extend the schema stored in authsaml . sch. Refer to “Post-Installation Tasks,” in the
Identity Manager Roles Based Provisioning Module 4.0.2 User Application: Installation Guide, for
more information. If eDirectory is installed on Linux, you can use the following command
to extend the schema:

ndssch -h edir ip edir admin authsaml.sch

2b Install the methods. Refer to “How to Install NMAS Method” (https://www.netiq.com/
documentation/nmas33/admin/data/a49tuwk.html), in the Novell Modular Authentication
Services Administration Guide (https://www.netiq.com/documentation/nmas33/admin/data/
a20gkue.html), for more information. If eDirectory is installed on Linux, you can use the
following command to install the methods:

nmasinst -addmethod edir admin tree ./config.txt

To create the Trusted Root Container:

1 IniManager, select Roles and Tasks > Novell Certificate Server > Create Trusted Root Container.
2 Enter a Name for the Trusted Root Container (for example, RBPMTrustedRootContainer).
3 For the Context, press the Search button and select the Security Container.

4 Press OK.

5 Press OK.

To create a Trusted Root for the certificate that your affiliate will use to sign assertions:

1 IniManager, select Roles and Tasks > Novell Certificate Server > Create Trusted Root.
2 Enter a Name for the Trusted Root (for example, RBPMTrustedRoot).

3 For the Container, press the Search button and select the Trusted Root Container you created
earlier.
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4

5

For the Certificate File, press the Browse button and select the certificate that will be used for the
SSO Controller.

Click Finish, then click Close.

To create the SAML Authorization Object:

o 01 A W N P

In iManager, select Roles and Tasks > Directory Administration > Create Object.
Select the checkbox for Show all object classes.
Scroll down and select authsamlAffiliate.
Press OK.
Enter a Name for the authsamlAffiliate (for example, REPMSAML).
For the Context, press the Search button and follow these steps:
6a Select the down arrow next to Security.
6b Select the down arrow next to Authorized Login Methods.
6c Select SAML Assertion.
Press OK.
Press Modify.
Under Unvalued Attributes:
9a Select authsamlProviderID and press the left arrow.

9b Enter the following attribute:

rbpm.idm.novell.com

NOTE: This attribute is used to match an assertion with its affiliate. The contents of this
attribute must be an exact match with the Issuer attribute in assertions sent by this affiliate.
It must be rbpm.idm.novell.com for RBPM.

9c Click OK.
9d Select authsamlValidAfter and press the left arrow.

9e Enter an appropriate amount of time in seconds. The authsamlValidBefore and
authsamlValid After attributes define a window of time around the Issuelnstant in an assertion
in which the assertion will be considered valid.

9f Click OK.

99 Select authsamlValidBefore and press the left arrow.

9h Enter an appropriate amount of time in seconds.

9i Click OK.

9j Select authsamlCertContainerDN and press the left arrow.

9k Press the Browse button and select the Trusted Root Container created earlier. This attribute
is used to verify the certificate chain of the signing certificate.

9l Click OK.
9m Select authsamlTrustedCertDN and press the left arrow.

9n Press the Browse button and select the Trusted Root created earlier. This will be located
inside of the Trusted Root Container that was created earlier. All assertions for the affiliate
must be signed by certificates pointed to by this attribute, or they will be rejected.

90 Click OK, then click OK again.

10 Press Apply.
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11 Click OK.
12 Restart eDirectory.

Configuring the SSO Controller

This section provides instructions on configuring the SSO controller. To configure the controller, you
use the Single Sign On (550) page on the Administration tab of the User Application.

To configure the SSO Controller:

Login to the User Application as a User Application Administrator.
On the Administration tab, select the Application Configuration tab.
Select Single Sign On (550) from the left navigation menu.

Select Enable Single Sign On (550) To User Application.

Browse to the Signing Certificate file used to create the Trusted Root in eDirectory and upload it
to the User Application.

ga A W N P

6 Browse to the Signing Key file that was created with the certificate above and upload it to the
User Application.

NOTE: The signing key should be a PKCSS8 format key.

7 Type the Signing Key Password.
8 Click Save.

9 Restart the application server.

Configuring a Kerberos Provider

This section provides instructions on preparing and configuring a Kerberos provider.

IMPORTANT: The Active Directory domain name and computer name should be configured in
upper case. In addition, keytab and krb5.conf must use all upper case for the Active Directory
Domain and fully-qualified-name-AD-Server. If lower case names are used, the RBPM S5O
configuration will fail.

Preparing to Use Microsoft Active Directory Kerberos
To prepare the Key Distribution Center (KDC):
1 Prepare RBPM's Service Principal Name (SPN) and Keytab:

la Create a user account for RBPM in a Microsoft Active Directory.

On the Microsoft Active Directory server, click Start>Programs>Administrative Tools>Active
Directory Users and Computers.

Then click Users>New, specifying any name, such as rbpm. Provide a password you will
remember. This account should only be used for the Roles Based Provisioning Module.

Select Account never expires and Password never expires. Do not select User must change
password at next logon.

1b Map the user account to SPN.

setspn -A HTTP/dns-name-for-UA userID

For example:

Application Configuration 153



setspn -A HTTP/myRBPM.novell.com rbpm
Type setspn -L userID to confirm the mapping. For example:
setspn -L rbpm

lc Create key tab for SPN.

If Active Directory is installed on Windows 2008, execute this command:

ktpass -out keytab-name.keytab -princ HTTP/dns-name-for-UA@WINDOWS-DOMAIN -
mapUser userid -mapOp set -pass password -crypto All -pType
KRB5 NT PRINCIPAL

For example:

ktpass -out rbpm.keytab -princ HTTP/rbpm.novell.com@MYDOMAIN.NOVELL.COM -
mapUser rbpm -mapOp set -pass NOv31ll -crypto All -pType KRB5 NT PRINCIPAL

NOTE: The encryption types and algorithms you can specify for Windows 2008 depend
upon the domain functional level at which the domain is set, as well as domain-specific
configurations.

If Active Directory is installed on Windows 2003, execute this command:

ktpass -out keytab-name.keytab -princ HTTP/dns-name-for-UA@WINDOWS-DOMAIN -
mapUser userid -mapOp set -pass password -pType KRB5 NT PRINCIPAL

For example:

ktpass -out rbpm.keytab -princ HTTP/rbpm.novell.com@MYDOMAIN.NOVELL.COM -
mapUser rbpm -mapOp set -pass NOv31ll -pType KRB5 NT PRINCIPAL

Note that for Windows 2003, by not specifying a crypto algorithm, you are defaulting the
algorithm to RC4-HMAC.

2 Prepare end user accounts for SSO.

The end user account name has to match some attribute value of an eDirectory user in order to
support single sign-on.

Create an end user in Active Directory, as follows:

2a On a Microsoft Active Directory server, click Start>Programs>Administrative Tools>Active
Directory Users and Computers.

Then click Users>New, specifying the user name, such as cnano. Provide a password you
will remember.

Do not select User must change password at next logon.
To prepare the Application Server environment:

1 Define the OS settings for the Kerberos configuration.

Open and edit the krb5 file to include the following information:
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[libdefaults]

default realm = WINDOWS-DOMAIN
kdc_timesync = 0

forwardable = true

proxiable = false

[realms]

WINDOWS-DOMAIN = {
kdc = fully-qualified-name-AD-Server

admin server = fully-qualified-name-AD-Server

[domain_ realm]

.your.domain = WINDOWS-DOMAIN
your.domain = WINDOWS-DOMAIN

For example:

[libdefaults]

default realm = MYDOMAIN.NOVELL.COM
kdc_timesync = 0

forwardable = true

proxiable = false

[realms]

MYDOMAIN.NOVELL.COM = {
kdc = myadserver.cam.novell.com

admin server = myadserver.cam.novell.com

[domain realm]

.novell.com = MYDOMAIN.NOVELL.COM
novell.com = MYDOMAIN.NOVELL.COM

The krbb5 file is located in one of the following directories:
¢ Linux: /etc/krb5.conf
+ Windows: c:\ Windows\ krb5.ini
* Unix: /etc/krb5/krb5.conf
2 Define the Web Container settings (JBoss):

2a Copy the keytab from Active Directory.

2b

Copy myRBPM .keytab from myadserver.cam.novell.com to myRBPM.
Edit login-config.xml.

Open and add the following fragment to jboss/server/context/conf/login-
config.xml:

<application-policy name = "com.sun.security.jgss.krb5.accept"s>
<authentications>
<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />
<login-module code =
"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name "debug">false</module-option>
<module-option name "kdc">fully-qualified-name-AD-Server</
module-option>
<module-option name
<module-option name
<module-option name
<module-option name
<module-option name
<module-option name
module-option>
<module-option name = "noPrompt"s>true</module-options>
</login-module>
</authentications>
</application-policys>

"realm">WINDOWS-DOMAIN</module-option>
"useKeyTab">true</module-option>
"keyTab">path-to-keytab</module-option>
"storeKey">true</module-options>
"useFirstPass">true</module-option>
"principal">HTTP/dns-name-for-UA</
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For example:

<application-policy name = "com.sun.security.jgss.krb5.accept">
<authentications>
<login-module code =
"com.novell.common.auth.sso.KerberosCredentiallLoginModule" flag =
"required" />
<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug">false</module-option>
<module-option name = "kdc"s>myadserver.cam.novell.com</module-
option>

<module-option name "realm">MYDOMAIN.NOVELL.COM</module-

option>
<module-option name
<module-option name
rbpm.keytab</module-option>
<module-option name
<module-option name
<module-option name
module-option>
<module-option name
</login-module>
</authentication>
</application-policy>

"useKeyTab">true</module-option>
"keyTab">/home/userapp/IDM370/

"storeKey">true</module-option>
"useFirstPass">true</module-option>
"principal">HTTP/rbpm.novell.com</

"noPrompt">true</module-option>

For WebSphere and WebLogic, a configuration file must be created and a property needs to
be set to make the Application Server aware that Kerberos authentication will be used.

Sample Kerberos_login.config for WebSphere Create a Kerberos login.config file on
the WebSphere Application server with the following content:

IBMJGSSRBPM {com.ibm.security.auth.module.Krb5LoginModule required
debug=true

credsType=acceptor useKeytab=file:///c:/rbpm.keytab

tryFirstPass=true principal="HTTP/rbpm.novell.com@MYDOMAIN.NOVELL.COM";};

On Windows, use the file as is (remember to provide the exact location of the keytab file).

On Linux, provide the absolute path of the keytab file. For example: /home/user/
rbpm.keytab

An entry needs to be added similar to the following in the Generic JVM arguments for
Websphere.

-Djava.security.auth.login.config=C: /kerberos login.config

Sample Kerberos_login.conf for WebLogic Create a Kerberos login.conf file on the
WebLogic Application server with the following content:

com.sun.security.jgss.krb5.accept {
com.sun.security.auth.module.Krb5LoginModule required
principal="HTTP/rbpm.novell .com@MYDOMAIN.NOVELL.COM" useKeyTab=true
keyTab="C:/rbpm.keytab" realm=MYDOMAIN.NOVELL.COM debug=true
kdc=myadserver.cam.novell.com
storeKey=true; };

On Windows, use this file as is (remember to provide the exact location of the keytab file).

On Linux, provide the absolute path of the keytab file. For example: /home/user/
rbpm.keytab
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An entry needs to be added similar to the following in the JAVA_OPTS section of
setDomainEnv.sh (on Linux) and setDomainEnv.cmd (on Windows):

-Djava.security.auth.login.config=C:/kerberos login.conf

3 Enable the Kerberos SSO Provider, as described in “Using the Administration Tab to Configure
the Kerberos Provider” on page 159.

To prepare the end user browser (Internet Explorer 7):

1 Open Internet Explorer > Options > Advanced, make sure integrated windows authentication is
enabled.

2 Open Internet Explorer > Options > Intranet > Sites, add the dns-name-for-UA (for example,
rbpm.novell.com) to the trusted intranet sites list.

To prepare the end user browser (Firefox 3):

1 Type about:config in the address bar.
2 Type network.n in the Filter.
3 Modify network.negotiate-auth.trusted-uris to include your domain (for example, .novell.com).

4 Close and restart Firefox.

Preparing to Use MIT Kerberos
To prepare the Key Distribution Center (KDC):

1 Install and configure the MIT KDC software.

Install MIT Kerberos 5 server on a machine that will be used as the KDC, assuming the Kerberos
domain is MYDOMAIN.NOVELL.COM and the KDC is myadserver.cam.novell.com.

NOTE: SLES 11 comes with a pre-installed version of MIT Kerberos V5. You can configure it
through yast2. Default Domain, Default Realm, and KDC Server Address for basic setup. You'll
need to configure the Kerberos Server for the KDC, and the Kerberos client for the client side.
After you've enabled these, you still need to follow the steps below. However, this will save you
time by removing the need to download and install Kerberos in your environment.

la In /etc/krb5.conf, make sure you define the domain and mapping correctly:

[libdefaults]
default realm = MYDOMAIN.NOVELL.COM
[realms]
MYDOMAIN.NOVELL.COM = {
kdc = myadserver.cam.novell.com
admin_server = myadserver.cam.novell.com

[domain_ realm]
.novell.com = MYDOMAIN.NOVELL.COM
novell.com = MYDOMAIN.NOVELL.COM

1b In /usr/local/var/krb5kdc/kdc.conf (or /var/lib/kerberos/krb5kdc/kdc.conf, depending on
your OS), make sure you specified the following entries with reasonable values:

max life = 8h Om Os
max_renewable life = 1d Oh Om Os

1c Initialize the database:

kdb5 util create -s
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1d

Start KDC and Kadmin:

/etc/init.d/krb5kdc start
/etc/init.d/kadmind start

2 Prepare the RBPM Service Principal Name and Keytab.
2a Create a principal for RBPM on MIT KDC.

2b

Suppose the User Application will be running on rbpm.novell.com. On the MIT KDC
machine, execute the following command to create the service principal and assign it a
random key.

kadmin.local
>ank -randkey HTTP/rbpm.novell.com

Export the key into a keytab.

ktadd -k /tmp/userapp.keytab HTTP/rbpm.novell.com

3 Prepare end user accounts for SSO.

The end user name should be able to map to an eDirectory user (for example, cnano):

kadmin.local
>ank cnano

To prepare the Application Server environment:

1 Define the OS settings for the Kerberos configuration.

Open and edit /etc/krb5.conf to make sure it has the same content as the one on the KDC (see
above).

2 Define the Web Container settings (JBoss):
2a Copy the keytab from KDC.

2b

Copy rbpm.keytab from the KDC (for example, myadserver.cam.novell.com) /tmp to the
User Application server, securely.

Edit login-config.xml.

Open and add the following fragment to JBoss/server/context/conf/login-
config.xml:

<application-policy name = "com.sun.security.jgss.krb5.accept"s>
<authentication>
<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />
<login-module code =
"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name "debug">false</module-option>
<module-option name "kde">fully-qualified-name-AD-Server</
module-option>
<module-option name
<module-option name
<module-option name
<module-option name
<module-option name
<module-option name
module-options>
<module-option name = "noPrompt"s>true</module-options
</login-module>
</authentications>
</application-policy>

"realm">WINDOWS-DOMAIN</module-option>
"useKeyTab">true</module-option>
"keyTab">path-to-keytab</module-option>
"storeKey">true</module-option>
"useFirstPass">true</module-option>
"principal">HTTP/dns-name-for-UA</

For example:
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<application-policy name = "com.sun.security.jgss.krb5.accept"s>
<authentications>
<login-module code =
"com.novell.common.auth.sso.KerberosCredentialLoginModule" flag =
"required" />
<login-module code =

"com.sun.security.auth.module.Krb5LoginModule" flag = "required">
<module-option name = "debug">false</module-option>
<module-option name = "kdc"s>myadserver.cam.novell.com</module-
option>
<module-option name = "realm">MYDOMAIN.NOVELL.COM</module-
option>

"useKeyTab">true</module-option>
"keyTab">/home/userapp/IDM370/

<module-option name
<module-option name
rbpm.keytab</module-option>
<module-option name
<module-option name
<module-option name
module-options>
<module-option name
</login-module>
</authentications>
</application-policy>

"storeKey">true</module-option>
"useFirstPass">true</module-option>
"principal">HTTP/rbpm.novell.com</

"noPrompt">true</module-option>

NOTE: For WebSphere and WebLogic, a configuration file must be created and a property
needs to be set to make the Application Server aware that Kerberos authentication will be
used.

3 Enable the Kerberos SSO Provider, as described in “Using the Administration Tab to Configure
the Kerberos Provider” on page 159.

To prepare the end user browser (Internet Explorer 7):

1 Initialize the ticket.

Make sure you have same content in /etc/krb5.conf as in the KDC (see above). If your local login
is "cnano”, do kinit.

Otherwise, do kinit cnano.
2 Prepare Firefox (Firefox 3):
2a Type about :config in the address bar.
2b Type network.n in Filter.
2c Modify network.negotiate-auth.trusted-uris to include .novell.com.

2d Close and restart Firefox.

Using the Administration Tab to Configure the Kerberos Provider
To configure the Kerberos provider in the Administration tab of the User Application:

1 Select the Kerberos provider name and click Edit.

The Kerberos dialog displays.
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" Kerberos

Expiration Interval: i3DUD | (in seconds)
User ID Mapping 2 Distinguished Name

® User Attribute en |
Signing Certificate: Valid | |[ Biiwiza. ]
Signing Key: Valid | | Browse_ |
Signing Key Password: |

Serveris protected by:
® kKey

O Password Kerberos Server: | |

Kerberos Server Password: | |

[ Save ][ Cancel ]

In the Expiration Interval field, specify the number of seconds that the SSO Header will be kept
alive before expiring. This value defines the lifecycle of the SSO Header from the time it is
issued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

In the User ID Mapping field, indicate whether the user ID will be associated with a user DN or
with a user attribute, such as a CN. The User ID Mapping maps the user ID in the original realm
to the eDirectory realm. If Distinguished Name is selected, the SSO UserlD that appears in the SSO
header has to be the full DN recognized by eDirectory. The SSO Controller will not try to do any
user mapping. If User Attribute is selected, the SSO Controller will try to map the user from
UserlID to a full user DN. For a particular mapping, if the result is not unique (in other words, a
single UserID maps to multiple users in eDirectory), or the result is none, the SSO Controller will
refuse the SSO header, and the single sign-on operation will fail.

Browse to the Signing Certificate file you created earlier (for example, rtbpm.cert) and upload it to
the User Application.

This file can be the same one used for the SSO Controller, or it can be generated separately for
the Kerberos provider. To make your environment more secure, you should use a different
certificate than the one used for the SSO Controller.

Browse to the Signing Key file you created earlier (for example, rbpm.pkcs8) and upload it to the
User Application.

This file can be the same one used for the SSO Controller, or it can be generated separately for
the Kerberos provider. To make your environment more secure, you should use a different key
than the one used for the SSO Controller.

In the Server protected by field, specify how the server will be protected by selecting Key or
Password.

The recommended approach is Key.

7 Click Save.
8 Select the checkbox next to Kerberos, and select Enable.

9 Restart the Application Server.
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To confirm that the SSO Controller and SSO Provider are enabled, you can look for the following two
lines in the server log file:

INFO [com.novell.common.auth.saml.AuthTokenGenerator] (main) SSO Framework is
enabled

INFO [com.novell.common.auth.sso.SSOFilter] (main) SSO Filter kerberos is enabled.

On the Single Sign On (SSO) page, you should also see that the Enable Single Sign On (SSO) checkbox
is selected. In addition, you should see that the SSO Provider has a green check mark in the Status
column.

Testing Single Sign-On with Kerberos
To test the single sign-on feature with Kerberos:

1 Login to the Windows Client Machine (on XP or Vista).

2 Open a browser and access the User Application by using a URL of this format:
http://dns-name-for-UA:port/context/Kerberos
For example:
http://rbpm.novell.com:8080/IDMProv/Kerberos

3 If all of the components have been configured properly, you should see your default page in the
User Application.

Configuring an SAP Provider

This section provides instructions on preparing and configuring the SAP provider.

Preparing to Use an SAP Logon Ticket
To configure the domains:

1 Make sure the User Application is in the same domain as the SAP portal. Single sign-on with the
SAP logon ticket only works when both are in the same domain.

To configure the SAP logon ticket properties:

1 Follow the instructions on configuring SAP logon provided at Configuring Authentication and
Single Sign-On (http://help.sap.com/saphelp_nwcel0/helpdata/en/45/
b6af6e3753003ae10000000a11466f/content.htm).

The steps below provide a simple example for the NW7 environment:

la Login to the SAP portal NWA (management) as administrator/passw0rd:

http://w2k3entnw7.novell.com:50000/webdynpro/dispatcher/sap.com/
te~1lm~webadmin~mainframe~wd/WebAdminApp

1b Switch from the overview to the configuration tab. Choose system properties. Expand NW7 in
right hand pane and choose global server configuration. Switch from Kernel to Services in
Details section.

1c Page down to row 31 and choose com.sap.security.core.ume.service. The Expanded Details
section shows up at the bottom.
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1d Enable Filter on and type login. You should understand most of the settings and be able to
verify that they are appropriate. Note that the login.ticket_lifetime is using minute as the
time unit. This number must be very large.

le Now change the filter to logon. Note the item called ume.logon.security.relax_domain.level. It
defines the domain level in which the ticket will take effect. For example, if the portal server
is A.B.C.com and you set the domain level to 1, then any website under B.C.com will be able
to single sign-on. If you set the domain level to 2, then any website under C.com will be able
to single sign-on. This is achieved by the Set-Cookie’s domain attribute.

To create a user in the SAP portal:

1 Login to the SAP portal as an administrator.

To be able to single sign-on to the User Application, you must create a portal user who also has
an account in eDirectory.

To configure SSO on the User Application:

1 Create the private keys and certificates, if you have not already done so. For details, see

“Creating the Certificates” on page 150.

Enable the SSO Controller, if you have not already done so. For details, see “Configuring the
SSO Controller” on page 153.

Enable the SAP SSO Provider, as described in “Using the Administration Tab to Configure the
SAP Provider” on page 162.

When you enable the SAP provider, you need to provide the SAP native library path and SAP
ticket signing certificate path. You can download the native libraries through your SAP support
channel (https://websmp110.sap-ag.de/support). On the downloads page, select support packages
and patches, and then choose applications by index. The name of the package is SAPSSOEXT.

You will need to unzip the .SAR file by using SAPCAR utility.

You can download the certificate from:

http://w2k3entnw7.novell.com:50000/irj/portal --> system admin --> system
configuration --> keystore administration --> download verify.pse

Using the Administration Tab to Configure the SAP Provider
To configure the SAP provider in the Administration tab of the User Application:

1 Select the SAP provider name and click Edit.

The SAP dialog displays.
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Expiration Interval: |

|Ein seconds)

User ID Mapping

C‘Distinguished Mame

O User Attribute

Signing Certificate; Unassigned | |[ Browse_ ]
Signing Key: Unassigned | [ Browse_ |
Signing Key Password: | |

SAP Certificate File: | |

SAP Library Path: | |

[ Save ][ Cancel ]

In the Expiration Interval field, specify the number of seconds that the SSO Header will be kept
alive before expiring. This value defines the lifecycle of the SSO Header from the time it is
issued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

In the User ID Mapping field, indicate whether the user ID will be associated with a user DN or
with a user attribute, such as a CN. The User ID Mapping maps the user ID in the original realm
to the eDirectory realm. If Distinguished Name is selected, the SSO UserID that appears in the SSO
header has to be the full DN recognized by eDirectory. The SSO Controller will not try to do any
user mapping. If User Attribute is selected, the SSO Controller will try to map the user from
UserlID to a full user DN. For a particular mapping, if the result is not unique (in other words, a
single UserID maps to multiple users in eDirectory), or the result is none, the SSO Controller will
refuse the SSO header, and the single sign-on operation will fail.

Browse to the Signing Certificate file you created earlier and upload it to the User Application.

This file can be the same one used for the SSO controller, or it can be generated separately for the
SAP provider. To make your environment more secure, you should use a different certificate
than the one used for the SSO controller.

Browse to the Signing Key file you created earlier and upload it to the User Application.

This file can be the same one used for the SSO controller, or it can be generated separately for the
SAP provider. To make your environment more secure, you should use a different key than the

one used for the SSO controller.
6 Specify the path to the SAP Certificate File.
7 Specity the SAP Library Path.
8 Click Save.
9 Select the checkbox next to SAP, and select Enable.

10 Restart the Application Server.

Testing Single Sign-On with SAP
To perform single sign-on with SAP:

1 Login to the SAP portal as an SAP user.
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NOTE: After logging in, you may see a message indicating that no portal roles have been
assigned. This is because no portal permissions have been set up for this user. This is not a
problem for single sign-on. As long as you see Log off link under the warning, you are logged in.

2 Access your User Application.
To logout:

1 Logoff from the SAP portal.
2 Logoff from the User Application.

NOTE: If you don't logoff from the SAP portal, you won't be able to logout of the User
Application. There is no mechanism to notify SAP that a user wants to logoff globally. Therefore,
the ticket will keep you logged in.

Adding a Custom SSO Provider

This section provides instructions for creating a custom SSO Provider and configuring this provider
to work with the Roles Based Provisioning Module. Topics include:

¢ “Implementing and Deploying a Custom SSO Provider” on page 164
¢ “Configuring the Custom SSO Provider in the SSO Configuration Page” on page 165

Implementing and Deploying a Custom SSO Provider

A custom SSO Provider can be implemented in various ways, but it must support the basic protocol
outlined below.

Once the custom SSO Provider recognizes the login user identity, it must insert the following HTTP
header into the HTTP request that is sent to the RBPM User Application:

<SSO Header Name>: BASE64<SSO UserID>:<TimeStamp>:BASE64 (<Signature>)

The SSO Header Name must be named carefully to avoid conflicts with regular HTTP headers and
other SSO providers.

The SSO UserID represents the login user’s identity. The SSO Controller will later map this identity to
the user’s DN name. For details on user mapping, see “Configuring the Custom SSO Provider in the
SSO Configuration Page” on page 165.

The Signature is a digital signature (SHA1WithRSA) of SSO UserID and TimeStamp in UTF-8 String
representation.

Here is a code fragment that shows how you might generate the signature:

// Signing
Signature sig = Signature.getInstance ("SHAlwithRSA") ;
sig.initSign (privatekey, SecureRandom.getInstance ("SHA1PRNG")) ;
sig.update (userId.getBytes ("UTF-8")) ;
String timestamp = Long.valueOf (System.currentTimeMillis()) .toString() ;
sig.update (timestamp.getBytes ("UTF-8")) ;
byte[] signature = sig.sign();
// Build the content
return new String(Base64.encodeBase64 (userId.getBytes ("UTF-8")), "UTF-
8") +
":" 4+ timestamp +
":" + new String(Baseé4.encodeBaseé64 (signature), "UTF-8");
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Configuring the Custom SSO Provider in the SSO Configuration Page
To configure a custom provider in the Single Sign On page within the User Application:

1 Select the New button in the menu on the Single Sign On (5SO) page.
The New SSO Provider dialog displays.

" New SSO Provider

* _indicates required.

550 Provider Name: *

Expiration Interval; | | (in seconds)
User ID Mapping  Distinguished Name

O User Attribute | |
Signing Certificate: | " Browse:. ]

[ Save ][ Cancel ]

2 In the SSO Provider Name field, specify a name for the provider. This name must match the SSO
Header Name, as described in “Implementing and Deploying a Custom SSO Provider” on
page 164.

3 In the Expiration Interval field, specify the number of seconds that the SSO Header will be kept
alive before expiring. This value defines the lifecycle of the SSO Header from the time it is
issued. The expiration interval is needed to prevent replay attacks. You need to consider the
network latency between your SSO Provider and the SSO Controller, as well as clock
synchronization between the two components, if they are deployed on different machines.

4 In the User ID Mapping field, indicate whether the user ID will be associated with a user DN or
with a user attribute, such as a CN. The User ID Mapping maps the user ID in the original realm
to the eDirectory realm. If Distinguished Name is selected, the SSO UserlD that appears in the SSO
header has to be the full DN recognized by eDirectory. The SSO Controller will not try to do any
user mapping. If User Attribute is selected, the SSO Controller will try to map the user from
UserlID to a full user DN. For a particular mapping, if the result is not unique (in other words, a
single UserID maps to multiple users in eDirectory), or the result is none, the SSO Controller will
refuse the SSO header, and the single sign-on operation will fail.

5 Browse to the Signing Certificate file you created earlier and upload it to the User Application.

The file you use must be match the certificate of the private key used for the Signature, as
described in “Implementing and Deploying a Custom SSO Provider” on page 164.

6 Click Save.
7 Select the checkbox next to the new custom provider, and select Enable.

8 Restart the Application Server.
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5.1.7

Theme Administration

You can use the Themes page to control the look and feel of the Identity Manager user interface.

A theme is a set of visual characteristics that apply to the entire user interface (including the guest
and login pages, the Identity Self-Service tab, the Work Dashboard tab, and the Administration tab).
There’s always just one theme in effect for the user interface. The Themes page offers a choice of
several themes, in case you want to switch to a different one.

The Themes page also enables you to:

+ Preview each theme choice to see how it looks

¢ Customize any theme choice to reflect your own branding (such as a logo)

Previewing a Theme

Before choosing a theme, you can preview how it will change the look of the Identity Manager user
interface.

1 Go to the Themes page:

3 Theme Administration - Mozilla Firefox
Fle Edit View Hstory Bookmarks Tools Hep

@ > @ X 4 [N qalab. cam.novell.com:3080/JhossS portalfcn/AdminContainerPage ThemeMgmt 7% -] [[G+]cooge P

[ Most Visited 4 Getting Started (5] Latest Headiines

Q Novell: Identity Manager N [

Welcome Application Administrator Identity Self-Service Work Dashboard Roles Compliance Administration Logout  Help
Application Configuration Page Admin Portlet Admin RBPM Provisioning & Security
FORTAL CONFIGURATICN A Theme Administration
Caching
Driver Status Choose from available themes to setthe portal standard
Identity Vault Settings
Neptune BlueGloss
Logging

MNeptune Theme Identity Manager Blue Gloss Theme

S

Portal Settings
§80 Configuration
Themes

UserApp Administrator
Assignment

IMPORT EXPORT TOOLS A ®

Portal Data Export
Portal Data Import

PASSWORD MODULE SETUP 2
Challenge Response Preview Customize Preview Customize
Forgot Password
Login

Password Sync Status

WEB SERVICES

»

Directary Layer Service
Metrics Service

Done

The following themes are supported in this release:
¢ BlueGloss
¢ Neptune (new theme introduced in this release)

Several of the themes introduced in earlier versions of the User Application have been
deprecated in this release. The following themes have been deprecated:

+ Manilla

+ Linen
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* Medico
+ [DMStandard

These themes are no longer supported with the current release. You cannot select any of these
themes on the Theme Administration page on the Administration tab.

The Manilla, Linen, Medico, and IDMStandard themes will most likely be removed in a future
release. If you use any of these themes, you should migrate them to this release of the User
Application. If you use a custom theme that is based on one of the deprecated themes, you need
to follow these steps to migrate the theme:

la Look inside the theme.css for your custom theme and copy any custom selectors (new or
edited) from this theme into either the BlueGloss or Neptune theme.

1b Save a new custom theme, which now includes your customizations as well as selectors
from the BlueGloss or Neptune theme.

Find a theme that you are interested in, then click the corresponding Preview button.

The preview for that theme displays in a new browser window:

http:/flocalhost:B0B0 - Theme Preview BlueGloss - Mozilla Firefox

Fle Edt Wew Go Bookmarks Iooks Help
@--FO0RO

“Novelle Identity Manager

—
Left Navigation Example #
7
» Therme Freview Theme Preview & 709 _0KX

Close Preview Page
Porlettop section can be used to display specific portlet infarmation. Wrap in a = div = with class="portletTopSection”

Login Fonts and colors

Class nw-loginlmage Class nv-fant

Class nv-fortExtraSmal

Class nv-fantSmall

Class nv-fonthedium
Class nv-fontLarge
Class nv-fontExtralarge
Class nv-fontBold

Class nv-color
Class nv-calor?
Class mv-colord

Nove”® Class nv-calord
Identlty Manager Class mv-colors

Class nv-loginimageSmall

1D #nv-loginLink
1D #naDecaration

Class nv-backgroundColor
Class nv-backaroundColar?
Class nv-backgroundColorg
Header Class nv-backgroundColord

Class nv-headerLogoPrimary Class nv-backgroundColari

ovells'|

elanidiey dlanager [Class me-borderColor

[Class nv-barderCalor2

Class nv-headerTexture

|Class me-borderColord

Class nv-headerLogoSecondary |
Class nv-borderColor
- Class mv-borderColor

Class nw-headerFiller Class nv-borderColor7

|
|
[Class nv-borderColor3 |
|
|

Class nv-borderColorg
Class nv-borderColorg

D #username Class nv-borderColor10

Dane
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3 Scroll through the preview to see the characteristics of this theme.

4 When you're done, click Close Preview Page (in the top left corner) or close the preview window
manually.

Choosing a Theme

When you find a theme that you like, you can choose to make it the current theme for the Identity
Manager user interface.

1 Go to the Themes page.

2 Click the radio button for the theme you want.

3 Click the Save button.

The look of the user interface changes to reflect your chosen theme.

Customizing a Theme's Branding

You can tailor any theme by substituting your own images and changing some color settings. This
enables you to give the Identity Manager user interface a custom look to meet the branding
requirements of your company or organization.

1 Go to the Themes page.

2 Find a theme that you want to customize, then click the corresponding Customize button.

The Themes page displays the Customize Branding settings for that theme:

168  NetlQ Identity Manager User Application: Administration Guide



=]

% Customize Branding - Mozilla Firefox

File Edt ‘Wiew Go Bookmarks Tools Help

<;Z| = LJ‘, - @ (X @ |N http: flocalhost:B080/1CM]portalicnfadminC ontainerPage/CustBranding V| B o HQ_ |

Welcome Admin

Application Configuration Page Admin Portlet Admin Provisioning Sacurity

Customize look for theme: BlueGloss
W Header Header Tabs Adimin Subravigstion Login

Favorites lcon (Favicon)
The favorites icon is displayed (by supported browsers) in the browser's URL bar, in browser tabs, and next to g site name in a list of bookmarks.

Favicon Image

16316 piels
Favicon Image Location: | Browse... |
General
Update the below settings ta change baoth the link and background color used throughout the application
Background Color: ‘ E]
Link Caolar: E]
Link Hover Color: D

Left Navigation Area

The navigation area is the left column of the User Application. Colar walues must either be an HTML recognized calor stiing (e.g. red, white, black, ete), or a hex walue preceded by a pound
sign (e.0. #FFFFFF, #00FFO0, #edeeec, etc)

Mavigation Link Calor: ‘ |[:]

MNavigation Background Color. E]

[ Cancel ][ Reset ] [ Back to Theme Selectar

Done

3 Specify your customizations by changing the settings in one or more tabs (as needed). Each
contains the settings for different parts of the User Application interface. They include:

¢ General: Lets you specify general theming properties such as a favorites icon, background,
link and hover color, and the left navigation area properties.

¢ Header: Lets you specify the header color, texture, logo and username properties.

NOTE: The Left Background image needs to be the size indicated on the Header page
(which defaults to 272 x 79 pixels) in order to display properly. The user interface does not
attempt to resize the image automatically. For example, it will not stretch the image if it is
too small.

¢ Header tabs: Lets you specify the properties for the header tabs.
¢ Admin subnavigation: Lets you specify the properties for the Admin tab.
¢ Login: Lets you specify the properties for the login screen.

Follow the on-screen instructions for specifying each setting. The changes are not reflected in the
User Application until you save them. If you have made unsaved changes, the Save button
displays an asterisk * to indicate that the changes are pending a save.
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4 Click Save.

If you're editing the current theme, the look of the user interface changes to reflect your
customizations. If you want to undo all of your customizations to the theme, click the Reset
button.

5 When you're done working on this theme, click Back to Theme Selector.

Defining a Custom Theme

You can also create and deploy your own custom themes and deploy them in their own WAR file.
When they are deployed, the custom themes are available through the Themes management page of
the Administration tab. Before attempting to create your own custom theme, make sure you have a
working knowledge of the following technologies:

¢ The structure of J2EE WAR files, how to modify the contents of a WAR file, and how to deploy
one to your application server.
¢ How to modify CSS and XML files

¢ How to create the graphic elements for your theme

Creating a Custom Theme

To create a custom theme, begin with a copy of an existing theme (such as BlueGloss) from the User
Application WAR:

1 Back up the deployed User Application WAR file (IDMProv.WAR) to the directory in which you
install, for example the /opt/novell/idm subdirectory.
2 In a test environment, extract the contents of the User Application WAR file.

The files that comprise the User Application’s themes are located in the resource\themes
subdirectory. Each theme resides in its own directory with an appropriate name.

3 In the test environment, create a directory for the custom theme.

The directory name can be any valid directory name, but it should reflect the name of the theme,
and it should not contain spaces.

4 Copy the contents of the BlueGloss theme from the extracted WAR file to the new subdirectory.
You will be working with the following files:

File Name Description

theme.xml The theme descriptor file. It includes entries for display name and
description. They are used in the Themes page of the Administration
tab. The remaining entries correspond to the brandable selectors. The
width and height attributes on these entries are used in the branding
page to reference the exact dimensions needed when a user uploads a
customized version of these images. These entries must match their
respective images, width and height as found in the themes. css.

theme.css Contains the CSS selectors used to style the look and feel of the user
interface.
print.css Contains the CSS selectors used to style a print friendly version of the

user interface.
dojo.css Contains a pointer to additional CSS files used by RBPM.

An images subdirectory Contains the images used by the theme.
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Rules for working with these files:

¢ Do not change the names of the theme.xml, theme.css, print.css and dojo.css files.

¢ The CSS Selector names must remain the same, but you can change the properties of the
selectors to establish the look and feel.

¢ The images subdirectory can have any name, but you must reference it correctly in the CSS
and XML files.

5 Make your changes to the images, CSS style sheets and other theme elements as needed. The
following changes are recommended:

¢ In the theme.xml file:

*

display-name: Change this to a value that represents your theme. It displays as the
Theme-name in the Themes page of the User Application’s Administration tab.

description: Change this to a value that describes your theme. It displays as the
Description in the Themes page of the User Application’s Administration tab.

Consider whether to localize the display-name and Description fields.

Remove the following:

<resource-bundle>com.novell.afw.portal.artifacts.theme.BlueGloss</
resource-bundle>
<resource-group>admin-resgrp</resource-group>

In the dojo.css file, change the @import line to the following value:

@import url("../../../../IDMProv/javascript/dijit/themes/idmua/
idmua.css") ;

where IDMProv is the name of your WAR context.

If you wish to change the appearance of some Dojo elements, such as the menu buttons
within the profile section on the Work Dashboard, you should take the following steps,
instead of performing the steps above:

1. Copy the following from your extracted WAR in this location: /javascript/dijit/
themes:

dijit.css
dijit rtl.css
idmua (folder)

Paste these items into your new theme folder.

2. Change the @import line in the dojo.css file, as follows:

@import url ("idmua/idmua.css");

¢ In the graphics directory:

*

thumbnails.gif: Replace the copy with your own image. This image displays along
with the Theme-name and Description of the theme (described above) that is shown in
the Themes page of the Administration tab. It typically illustrates what the User
Application landing page looks like when the associated theme is applied

Renaming graphics files: If you change the names of graphics files (rather than just
substituting a different image of the same name), make sure to change the reference to
the image in both the theme .xml and the theme. css file. If the image is not used in the
branding interface (for example, if it is not listed as one of the subset of brandable
images in the theme.xml file), then you will only need to change the reference to the
image in the theme. css file. Suppose you want to rename images/header left.gif
to images/my_company_ name.gif. Edit the theme.css file to reflect the new image
name.
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5.1.8

6 After you make all of the desired changes to the theme files, add your customized theme
directory to a new WAR file that contains one or more custom themes. Deploy the new WAR to
your test application server.

Testing tip: Open the Themes page (available under the Administration tab). Your theme should
display along with the prepackaged themes. Use the Theme Preview action to see how the
customized changes to your new theme will render. This is a useful way to preview many of
your intended changes to your theme. Running through commonly used features of the
application is also a recommended testing step.

7 After your changes are fully tested, you can deploy the WAR containing the custom theme to
your production application server.

Any number of custom themes can reside in a single WAR. Any number of custom WARs containing
custom themes can be deployed.

To undeploy the theme, remove the WAR that contains the theme from the application server’s
deploy directory. Before undeploying, make sure that any themes it contains are not defined as the
User Application’s default theme. If you remove the WAR and it does contain the default theme, the
Theme Administration screen displays an error message and reverts the User Application theme to
the original default theme defined at installation time.

Customizing the Theme for External Password WAR

If you configured Password Management to use an External Password WAR, the theme for the Forgot
Password page is defined in that external password WAR. The default name for the external
password WAR is IDMPwdMgt . WAR. The IDMPwdMgt . WAR contains one theme; by default, it is
BlueGloss. It does not include a user interface for modifying or branding this theme.

You can define a custom theme for the external Forgot Password page. The procedure for defining a
custom theme is described in “Defining a Custom Theme” on page 170; however, the deployment
procedure for the external Forgot Password page is different and the rules about the custom theme
WAR are more restrictive. After you define the custom theme:

¢ Package the theme in a WAR named IDMPwdMgtTheme . WAR.

¢ The IDMPwdMgtTheme . WAR can contain a single theme, and the theme must be located in the
resource/themes/Theme directory within the WAR.

¢ Deploy the IDMPwdMgt Theme . WAR on the application server where the external WAR is located.
Only one custom theme can be deployed at a time.

Assigning the User Application Administrator

The User Application Administrator performs administrative tasks for the Identity Manager User
Application, using the Administration panel of the Identity Manager User Application. The User
Application Administrator does not have provisioning administration rights, and is considered an
ordinary user while using the Work Dashboard panel. There can be more than one User Application
Administrator.

One user must be assigned to the User Application Administrator role at installation. The User
Application Administrator created during installation can administer everything in the User
Application including the Provisioning system and can designate other users as User Application
Administrators.

You can assign the User Application Administrator at installation and on the Application
Configuration page on the Administration tab of the Identity Manager User Application. When you
assign the administrator at installation, IDM writes the assignment to the User Application
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configuration file, which is editable with the configupdate utility. But, at deployment of the WAR, the

assignment is written to the User Application database. Thus, after you start the JBoss Application
Server the first time after installation, you cannot change the assignment with the configupdate
utility--it must be changed from the Application Configuration page.

A user who is to be a User Application Administrator should typically be located under the user root

container specified in the User Application’s LDAP configuration. This enables the user to log in
simply by username (instead of requiring the fully distinguished name each time).

The user who is a User Application Administrator does not need special directory rights because this

role controls application-level access.
When assigning User Application Administrators, you can specify users, groups, or containers.

1 Go to the Application Configuration page:

User Application Adminlstrator Aszignment

Search for: Current Asslgnments:

Containers sclected
no contamers selected
Groups selected
fo groups selected
Users sclected
ch=admin, ousidmsample o=navell

o=ngvel
rmiple o=novel
=idmsample, o=novel

| Save

2 Under Portal Configuration, select User App Administrator Assignment.

3 Specify values for the following search settings:

Setting What to Do

Search for Select one of the following from the drop-down menu:
* Users
* Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified type (user), then make
this setting blank.

+ Find a subset of those objects, then enter the starting characters
of the CN values you want. (Case is not considered. Wildcards
are not supported.)

4 Click Go.

The results of your search appear in the Results list.
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5.2

5 Select the users, group, or container you want to assign as User Application Administrators,
then click Add (>).

Hold down the Ctrl key to make multiple selections.
6 Click Save.

To unassign User Application Administrators:

1 In the Current Assignments list, select the users, group, or container you want to unassign as
User Application Administrators, then click Remove (<).
Hold down the Control key to make multiple selections.

2 Click Save.

You cannot delete yourself as User Application Administrator. This is a safeguard to ensure that the
User Application always has at least one User Application Administrator.

Working with the Import and Export Tools

You can use the Tools page to export or import portal content (pages and portlets) used in the
Identity Manager User Application. This content is also known as the portal configuration state and it
includes:

¢ Container and shared pages (including each page’s assigned portlets, and each portlet’s
preferences and settings)

¢ Portlet registrations

Table 5-5 Portal Data Export and Import Tools

Tool How it works

Portal Data Export Generates XML descriptions of a set of selected container and shared pages,
and portlets. The XML files are stored in a portal data export ZIP file that can
be used as input to the Portal Data Import tool.

Portal Data Import Accepts a portal data export ZIP file as input. Uses the portal data export ZIP
file to generate container and shared pages, and portlets in a portal (User
Application).

The Export and Import tools enable you to move the portal configuration state from one portal (User
Application) to another, as needed. Table 5-5 on page 174 describes how these tools work.

You can use the Portal Data Export and Import tools to:

¢ Move your portal configuration state from a test (source) environment to a production (target)
environment

¢ Update the configuration state of a portal incrementally

¢ Clone a portal

¢ Optionally, overwrite the configuration state on the target portal
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5.2.1 Requirements

To use the Portal Data Export and Import tools, make sure that the Identity Manager User
Application (portal) is deployed and running on your source and target application servers.

It is not required that your source and target servers access the same Identity Vault; they can access

different ones, if appropriate. The users, groups, and containers in those Identity Vaults are not
required to be the same.

5.2.2 Restrictions

You cannot use the Portal Data Export and Import tools to:

¢ Export or import portal configuration state when a server is currently servicing user requests
¢ Export or import portal classes and resources

¢ Export or import portlet classes and resources

¢ Export or import the identity and provisioning data used in a portal

¢ Export or import administration settings other than for pages and portlets

¢ Migrate configuration state from an earlier portal version to a later version (the portals must be
the same version)

5.2.3 Exporting Portal Data

This section describes how to export a portal’s configuration state to a portal data export ZIP file.

1 If you are performing an incremental update, back up the target portal.

2 On the Application Configuration page, select Portal Data Export from the navigation menu on
the left.

The Portal Data Export panel displays:

¥ Data Export - Mozilla Firefox Q@
Fle Edt Wiew Go Bookmarks Tools Help
<:E| - I_“ >~ l% |:‘ @ i N httpefflocalhost: 8080/ IDMportalon/AdminContainet PageiDataE xport# V‘ ® 6o ‘@,
Novells Identity Manager N
WeldaeAdimiy e e Booiatibi Adminktration ot

Application Configuration Page Admin Portlet admin Provisioning Security

Partal Configuration
Impert Export Toals

Portal Data Export

Wil

The Portal Data Export utility allows you to export portal content (pages and portlets] in a format (a portal data export archive) that
+ Portal Data Export i i
can be imported to a different portal.
Partal Data Import

Passward fhodule Setup To view the items being exported, click the twistie for each category,
To customize the export contents, check or uncheck the individual pages and portlets

Click Export Portal Data after vou have made your selections,

«

@ Export Container Pages Select all Cclear At
@ Export Shared Pages [ select Al [Cctear du
@ Export Portlets Select ll [Cctear du

Exported contents may contain sensitive information. Please protect it appropriately.

Export Portal Data
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3 Follow the on-screen instructions to select the portal pages and portlets that you want to export.

Some portlets that you have not selected for export might still be exported. If you export a page
that contains a portlet, but do not select that portlet for export, the portlet is still exported (to
ensure that a runtime error does not occur for the exported page).

4 When you are done making selections, click Export Portal Data.
Your new portal data export ZIP file is generated, with a default name that includes the current

date and time. For example:

PortalData.21-Oct-05.09.12.16.zip

You are then prompted to save this ZIP file locally (or to open it in an appropriate archive
utility). For example:

Opening PortalData. 21-0Oct-05.09.12.16.zip g|

You have chosen to open

j;] PortalData.21-0ct-05.09.12.16.zip
which is a: \WinZip File
from: http:)ivour, applicationservername, goeshere: 5050/ I0M/)

‘What should Firefox da with this File?

() Openwith | WinZip {default) W

[ ] Do this automatically For files like this from now on.

QK ] [ Cancel

5 Save the portal data export ZIP file to an appropriate location.

5.24 Importing Portal Data

176

This section describes how to import a portal data export ZIP file to a portal.

NOTE: Remember that, during the import, your target application server must be running but not
currently servicing user requests.

1 If you are performing an incremental update, back up the target portal.
2 On the Tools page, select Portal Data Import from the navigation menu on the left.

The Portal Data Import panel displays:
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3 Data Import - Mozilla Firefox

File Edt Wew Go Bookmarks Tools Help

<J‘3| o L:) &2 @ |:| @ | N http://localhost:8080/I0M/partalfcn/AdminContainerPage /Dat almport# V‘ @ Go “Q,
Novelle Identity Manager Friday, Januar N
[RELor i |dsntity Self-Serice EERRe ey Administration Tozmit Wiells

Application Configuration Page Admin Portlet Admin Frowisioning. Security

Portal Canfiguration
Impart Export Tools
Portal Data Export

Portal Data Import

iy
R

The Portal Data Import utility allows you to import portal content (pages and portlets) from a portal data export archive created by
the Portal Data Export utility,
+ Portal Data Import

Password #todule Setup

&

Please select the portal data export archive to use and click the Wiew Import &rchive button to continue.

#rchive: | |[(Brows=_]

Import security settings? @ Yes [T

CAUTION: Server should not be servicing user requests during the import process

Wiew Import Archive

3 Specify the following general import settings:

Setting What to Do

Archive Click Browse to select the portal data export ZIP file to import.
For example:

PortalData.21-0Oct-05.09.12.16.zip

Import security settings? Select one of the following:

* Yes: If you want to import the permissions that the portal
data export ZIP file specifies for access to pages and
portlets by users, groups, and containers. Make sure that
the users, groups, and containers involved exist in the
target portal’s Identity Vault; permissions for missing
entities fail to be imported.

+ No: If you want to ignore the permissions that the portal
data export ZIP file specifies.

4 Click View Import Archive.

The panel displays more specifics about your selected portal data export ZIP file and how you
want to import it:
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2 Import Export Tools - Mozilla Firefox

File Edit VYew Go Bookmarks Tools Help

qil - Ll/) = @ ‘_' @ ||_| http:}vour applicationservername, goeshere : 8080/ ILM/portaljcn/AdminContainerPage/DatalmportFilker

Novelles Identity Manager

Welcome, Admin

|dentity Self-Service Reguests & Approvals Administration Logout

Page Admin Themes Partlet Admin Portal Security Logging Caching

Impart Expaort Taals F Portal Data Import

Partal Data Expart To wigw the items heing imported, click the tuistie for each category.

To customize the import contents, check or uncheck the individual pages and portlets,
Click Import Portal Data after vou have made vour selections,

Portal Data Import

Replace existing data? O Tes @ Mo

Access level for imported objects (when security failsh O all Users & administrator only
Import group settings? @ Yes O Mo

& Impart Container Pages [“select a1 [Cciear an

# Import Shared Pages Select Al Dclaar All

= Import Portlets Select Al D Clear &l

Please map the portlet application names in the archive to existing portlet applications on the local server

Archive Local
CAUTION: Server should not be servicing user requests during the import process
Import Portal Data

EEX
o
N
Help

Done

5 Specify the following detailed import settings:

Setting What to Do

Replace existing data? Select one of the following:

+ Yes: If you want the contents of the portal data export ZIP

file to overwrite corresponding pages and portlets that

already exist in the target portal. For example, if the portal

data export ZIP file contains a shared page named
MyPage and the target portal contains a shared page

named MyPage, that existing page is overwritten in the

target portal.

* No: If you want to skip the import for all existing pages and

portlets.

Access level for imported objects Select one of the following:

* All Users: For unrestricted access to imported pages and

portlets.

+ Administrator only: For restricted access to imported pages

and portlets.

If you chose to import security settings, then this access level is

applied only to those imported pages and portlets where a

security setting failed to be imported, typically because specified

users, groups, or containers do not exist in the target portal’s

Identity Vault.

If you chose not to import security settings, then this access
level is applied to all pages and portlets that are imported.
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Setting

What to Do

Import group settings?

Import Container Pages
Import Shared Pages

Import Portlets

(If you chose to import security settings) Select one of the
following:

+ Yes: If you want to import the default container page and
default shared page assignments that the portal data
export ZIP file specifies for groups. Make sure that the
groups involved exist in the target portal’s Identity Vault;
assignments for missing groups fail to be imported.

No: If you want to ignore the default page assignments that
the portal data export ZIP file specifies for groups.

Follow the on-screen instructions to select the pages and
portlets that you want to import from the portal data export ZIP
file to the target portal.

NOTE: Some portlets that you have not selected for import

might still be imported. If you import a page that contains a
portlet, but do not select that portlet for import, the portlet is still
imported to ensure that a runtime error does not occur for the
imported page.

Please map the portlet
application names... Archive/
Local

Use the Archive and Local drop-down menus to map the portlet
application names in the archive (portal data export ZIP file) to
existing portlet applications on the local (target) application
server.

When you're ready to begin the import, click Import Portal Data.

When the import completes, the Portal Data Import Results panel displays:

© Import Export Tools - Mozilla Firefox

File Edit ¥ew Go Bookmarks Tools Help

f e I
<J:| © LV\> o @ ‘7| @ | LI hetp:fiyour, applicationservername.goeshere: B0S0/IDM/portaljcnjAdminContainerPage/Datalmpor tResult

Novelles Identity Manager
Welcome, Admin

ldentity Self-Service Reguests & Approvals Administration Logout Help

Page &dmin Themes Partlet Admin Paortal SecuUrity Logging Caching Tools

E

Import Export Tools
Portal Data Expart

Portal Data Import Results

To wiew the impart results, click the twistie for each category.

Portal Data Import = Container pages import result

4 container pages have been imported successully

The following 4 container pages have been imported successfully
Admin Container Page

DefaultContainerPage

GuestContainerPage

sampleContainerPage

23]

Shared pages import result

22 shared pages have been imported successiully

3]

Portlets import result

87 portlets have been imported successfully

2]

Group Settings import result

2 group settings have been imported successfully

Done
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Unsuccessful imports display in red. To troubleshoot import or export problems, look at your
application server’s system console or log file (such as jboss/server/IDMProv/log/
server.log) for messages from the following User Application log;:

com.novell.afw.portal.util

7 Test the target portal to ensure that you imported the data that you expected.

5.3 Password Management Configuration

This section describes how to configure password self-service and user authentication features to
your Identity Manager User Application. Topics include:

¢ Section 5.3.1, “About Password Management Features,” on page 180

¢ Section 5.3.2, “Configuring Challenge Response,” on page 183

¢ Section 5.3.3, “Configuring Forgotten Password,” on page 185

¢ Section 5.3.4, “Configuring Login,” on page 189

¢ Section 5.3.7, “Configuring Change Password,” on page 197

¢ Section 5.3.5, “Configuring Password Sync Status,” on page 192

¢ Section 5.3.6, “Configuring Password Hint Change,” on page 196

¢ Section 5.3.7, “Configuring Change Password,” on page 197

5.3.1 About Password Management Features

The password management features supported by an Identity Manager User Application encompass
user authentication and password self-service. When you put these features into use, they enable
your application to:

¢ Prompt for login information (username and password) to authenticate against Novell
eDirectory
¢ Provide users with password change self-service

¢ Provide users with forgotten password self-service (including prompting for challenge
responses, displaying a password hint, or allowing a password change, as needed). You can
configure forgotten password self-service to run inside the firewall (the default), or you can
configure it to run outside the firewall.

¢ Provide users with challenge question self-service

¢ Provide users with password hint self-service

Required Setup in eDirectory

Before you can use most of the password self-service and user authentication features, you need to do
the following in eDirectory:

¢ Enable Universal Password

¢ Create one or more password policies

¢ Assign the appropriate password policies to users
A password policy is a collection of administrator-defined rules that specify the criteria for creating

and replacing user passwords. Novell Identity Manager takes advantage of NMAS (Novell Modular
Authentication Service) to enforce password policies that you assign to users in eDirectory.
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You can use Novell iManager to perform the required setup steps. For example, here’s how someone
defined the DocumentationPassword Policy in iManager.

Figure 5-3 Sample Password Policy

Novellz iManager V8% e~ D™ DSOS

ADMIN =
Collection Owner Access /—|—| I—I u @ u \;rl \LI u
(€] Roles and Tasks
|AII Categories
NMAS
HMovell Certificate Access
Nowoll Certificate Sorver Your policy has the following settings: =
Partition and Replica Last Modified: 9/28/05
Management Password Policy Summary
i Name Documentation
Check Password Status Description |
Challenge Sets
Pacsivord Policics Universal Password
Passward Synchronization Options Enable Universal Passward true
w Enable the Advanced Password Rules true L3
St Wi P Remove the MDS password when setting Universal false
Email Server Options P ey
Enit Ema Templates Synchronize NDS password when setting Universal true
PBX Password
Provisioning Request Synchronize Simple Password when setting Universal false
Configuration Passward
Rights g;;r:;:\:roorr;ze Diztribution Password when setting Universal true
Role-Based Entitlements iy Allow user agent to retrieve passward true
Schema Yerify whether existing passwords comply with the false v
SecretStore
oK | Cancel | Apply |
Smart Card Login b
This password policy specifies:
¢ Universal Password settings
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Figure 5-4  Sample Universal Password Settings

Novelle iManager
ADMIN

Colection Owner Access

TN L~ N
el o | E BB ENE

N

@] Roles and Tasks

|AII Categories

MMAS
Novell Certificate Access
Novell Certificate Server

Partition and Replica
Manage ment

El Passwords
Check Password Status
Challenge Sets
Password Policies
Pazzword Synchronization
Wiew Policy Assignments
Set Universal Password
Email Server Cptions
Edit Email Templates

PBX

Provisioning Request
Configuration

Rights
Role-Based Entitlements

]

H #H H

Schema

]

SecretStore

e

Smart Card | osin

Password Policy: Documentation.Password Policies, Security

Policy Summary SULERTIREUTTILEY Forgotten Password | Policy Assignment |

Advanced Password Rules |

Advanced Password Rules
Add  Description
Change Password

Allow user to initiate password change

Require unique passwards

[J Limit the number of passwards ta store in the history list (1-255)

Limit the number of days to store a password in the history list (0-
363)

Password Lifetime
] Mumber of days before password can be changed {0-365)
Mumber of days before password expires (0-365)

[J Limit the number of grace logins allowed (0-254)

Password Length

I3 hdirdmaima romnhar af charactars in macmned S S190

l:l Password(s)
Dayls|

L Das)
Dayls)
l:l Atternpt(s)

A Choraetbaee

|

|

0K | Cancel | Apply |

¢ Settings to deal with forgotten-password situations

Figure 5-5 Sample Password Policy

Novelle iManager
ADMIN

Collection Owner dccess

"
EPEEEEE

@] Roles and Tasks

|AII Categories

MMAS
Hovell Certificate Access
Hovell Certificate Server

Partition and Replica
Manage ment

= Passwords
Check Password Status
Challenge Sets
Password Policies
Pazzword Synchronization
Wiew Policy Assignments
Set Universal Password
Email Server Options
Edit Email Templates

PBX

Provisioning Request
Configuration

Rights
Role-Based Entitlements

=

=

Schema

SecretStore

2]

Smart Card Lozin

|

Password Policy: Documentation.Password Policies, Security

Policy Summary | Universal Password SUCLHELEUEVATL A Policy Assignment |

Select an action for a forgotten password request. The most secure method of user verification is to use

challenge sets, which require a user to answer a set of questions to prove his or her identity,

alternatively, you may select an action that occurs without the user answering a challenge set.

Enable Forgotten Password
Challenge Set
Require a challenge set

|Documentat|0n Challenge Set v

Usze the Challenge Sets tazk to add a new Challenge Set to vour list,

Action

Choose an action:

O Allow user to reset password (Requives challenge set and Universal Password optons)

O E-mailcurrent password to user (Requires challenge set and Universal Password

options)
O E-mail hint to user

@ Show hint on page

0K | Cancel | Apply |
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5.3.2

¢ Assignments that apply the policy to specific users

Figure 5-6 Sample Policy Assignments

Novells iManager [ e :
ADMIH —
Collection Cwner Access /—|E| @ u @ |ﬁ| |i| |£| @ N

@] Roles and Tasks Passweord Policy: Documentation. Password Folicies, Security
|AII Categories V|

2 Policy Summary | Universal Password | Forgotten Password JUCIHS R0 |I|
HMAS a0 |I|

Hovell Certificate Access

You can assign this policy to multiple individuals, organizations or to an entire company. To assign a
policy, type in a value and press the Enter key or search for the object in the tree. To rernove an
assignment, select an itern in the list and press the Delete key on your keyboard or click the Rermove

Hovell Certificate Server

Partition and Replica

Manaeemehit button below the list,

=l Passwords
Check Password Status

Assign to:
Challenge Sets
Password Policies
Password Synchronization ablake.users.idmsample-jklobucher. novell

bbender.users.idmsample-doc. navell

Wiew Policy Assignments h
cnano.users.idmsample-doc.novell

Set Universal Password
Email Server Options
Edit Email Templates

PBX

Provisioning Request
Configuration

Rights __Remove |

Role-Based Entitlements 3

2]

H BH H

Schema

2]

SecretStore
oK | Cancel | Apply |

2]

Smart Card Login s

Case-Sensitive Passwords

By default passwords are not case-sensitive. You can create a password policy that allows case-
sensitive passwords. You can specify the Allow the password to be case-sensitive in the Password Policies >
Universal Password > Advanced Password Rules. If you enable case-sensitive password, you must also
enable the Allow user to retrieve password setting. It is enabled by default, but you can verify it through
the iManager Password Policies > Universal Password > Configuration Options tab.

Password Policy Compliance

If you enable Universal Password, it is recommended that you also configure the system to verify that
existing passwords comply with the password policy. You can configure this through iManager. In
iManager, go to Passwords > Password Policies > Universal Password > Configuration Options. Make sure
the following option is selected: Verify whether existing passwords comply with password policy
(verification occurs on login). This ensures that users created through the User Application are
forwarded to the Change Password page to enter a password that complies with the Identity
Manager password policy.

Configuring Challenge Response

The Challenge Response self-service page lets users:

¢ Set up the valid responses to administrator-defined challenge questions, and set up user-defined
challenge questions and responses

¢ Change the valid responses to administrator-defined challenge questions, and change user-
defined challenge questions and responses
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NOTE: The password management facility makes passwords case-sensitive, by default, and also
allows you to configure case sensitivity for passords. This is not the case with the Challenge
Response facility. Challenge Response answers are not case sensitive, and cannot be configured to
support case sensitivity.

TIP: If you have localized the Challenge Response questions in iManager set the Login Configuration
setting Enable Locale Check to True.

Figure 5-7 Challenge Response Example

Novelle Identity Manager

Welcome Abby Identity Self-Senice Requests & Approvals Logout Help

Infarmation Management 2

i DM Challenge Response

Moy fpplications
Wy Brofile These questions are assigned to your password policy. For all Admin-Defined Questions, provide a response. For all
User-Defined Questions, create your awn question and provide a respanse.

Direct 5 h : : s
EEEED i PRl Admin Defined Challenge Questions
Pazzwaord dhanagement 3

Question:  What is your mother's maiden name? Response: | ]

+ Password Challenge Response

Pazzword Hint Changs Question: What is your childhood pet's name?  Response: |—!
Change Password User Defined Challenge Questions
Password Policy Status Question: | | Response: [

Pazsword Sync Status

Requirements

The Challenge Response requirements are described Table 5-6 on page 184.

Table 5-6 Challenge Response Requirements

Topic Requirements

Password policy A password policy with forgotten password enabled and a challenge
set.

Universal Password Does not require Universal Password to be enabled.

eDirectory configuration Requires that you grant supervisor rights to the LDAP Administrator

for the container in which the logged-in user resides. Granting these
privileges allows the user to write a challenge response to the secret
store.

For example, suppose the LDAP realm administrator is cn=admin,
ou=sample, n=novell and you log in as cn=user1, ou=testou, o=novell.
You need to assign cn=admin, ou=sample, n=novell as a trustee of
testou, and grant supervisor rights on [All attribute rights].
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5.3.3

Using the Challenge Response Feature
To use the Challenge Response feature, you need to know about the following;:
¢ “How Challenge Response Is Used During Login” on page 185
¢ “How Challenge Response Is Used in the User Application” on page 185
How Challenge Response Is Used During Login

During the login process, the Login page automatically redirects to Challenge Response whenever
the user needs to set up challenge questions and responses (for example, the first time a user attempts
to log in to the application after an administrator assigns the user to a password policy in iManager.
The password policy must have forgotten password enabled and include a challenge set).

How Challenge Response Is Used in the User Application

By default, the User Application provides users with self-service for changing challenge questions
and responses.

Configuring Challenge Response

The Challenge Response Configuration settings (on the Administration tab) are described in the
following table.

Table 5-7 Challenge Response Configuration Settings

Setting Description

Mask Response Text Choosing Yes means that user-entered response text
is masked with asterisk (*) characters.

Configuring Forgotten Password

This feature uses challenge/response authentication to let users get information about their
passwords. The result, which depends on the assigned password policy, can include:

¢ Displaying the user’s password hint on the screen

¢ E-mailing the hint to the user

¢ E-mailing the password to the user

¢ Prompting the user to reset (change) the password
Forgotten password self-service is typically available to users inside your corporate firewall through
the deployed User Application WAR, but you can also configure your system so that the forgotten
password management features are stored in a separate password management WAR. You can then
deploy the password management WAR on a separate system that can be located inside or outside

your corporate firewall. To learn how to setup Forgot Password outside the core User Application
WAR, see Section 2.6, “Configuring Forgotten Password Self-Service,” on page 64.

Requirements

The Forgot Password feature requirements are listed in Table 5-8 on page 186.
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Table 5-8 Forgotten Password Requirements

Topic Requirements

Password policy Requires a password policy with forgotten password enabled and with a
challenge set.

When using password policies, you also need to configure the following
settings on the Password Policy page in iManager to ensure that the
User Application prompts the user to change the password on first login.

* Force user to configure Challenge Questions and/or Hint upon
authentication must be enabled. This setting is on the Forgotten
Password panel, under Authentication.

* Verify whether existing passwords comply with the password policy
(verification occurs on login) must be enabled. This setting is on the
Universal Password Policy panel, under Configuration
Options>Authentication.

+ Limit the number of grace logins allowed (0-254) must be enabled.
You can accept the default value of 6. This setting is on Universal
Password panel, under Advanced Password Rules>Password
Lifetime. This setting is required to support the Create User action.
The Create User action expires the user’s password and sets the
grace login value to 1, so that the user is forced to change the
password on first login.

Universal Password Does not require Universal Password to be enabled, unless you want to
support resetting the password or e-mailing the password to the user.

Using the Forgot Password Feature

To use the Forgot Password feature, you need to know about the following:

+ “How the Forgot Password feature Is Used During Login” on page 186
¢ “Configuring Your Environment for E-mail Actions” on page 187

+ “Forgot Password Configuration Settings” on page 187

How the Forgot Password feature Is Used During Login

During the login process, the Login page redirects to the Forgot Password page if the user clicks the
Forgot Password link. When Forgot Password displays, it does the following:
1. Prompts for username.

2. Redirects to the Challenge/Response page to perform challenge/response authentication for that
user.

3. Performs the forgotten password action specified in the authenticated user’s assigned password
policy. It does one of the following;:

¢ Redirects to the Change password page so the user can reset their password
¢ E-mails the password or hint to the user

¢ Displays the hint
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Configuring Your Environment for E-mail Actions

If you want to support the Forgot Password e-mail actions, you need to make sure your e-mail
notification server is set up properly:

1 Use a Web browser to access iManager on your eDirectory server and log in as an administrator.
2 Go to Roles and Tasks > Passwords and select Email Server Options.

3 Specify the appropriate settings, then click OK.

Forgot Password uses two e-mail templates. In iManager, you find them in Roles and Tasks > Passwords
> Edit Email Templates. They are named:

¢ Password hint request

* Your password request

You can change the content of these templates as needed for your application, but don’t change the
structure. The Forgot Password page determines, based on the user’s preferred locale, whether to
display a localized e-mail template.

Forgot Password Configuration Settings

You set the Forgot Password page configuration settings in the Administration tab. They are described
in Table 5-9 on page 187.

Table 5-9 Forgot Password Configuration Settings

Configuration Setting Description

Login Sequence The NMAS login sequence to use. In this version, only Challenge
Response is supported.

LDAP secure port The secure LDAP port to use. The default is 636.

Allow Wild Cards in Login Select True if you want users to be able to type the first few characters of
a username. (The default is false). Display DN Information must also be
true.

When True, the user is able to type a few characters of a username and
the Forgot Password page returns a list of DNs that match the user-
entered string. Do not enter “*” or “?” in the username as part of search
string.

Display Full User Name Select True when you want the Forgot Password page to display the full
user name. This can be used in conjunction with Allow Wild Cards in
Login. If set to False, no name is displayed.

Generic Password Policy User DN Specify the DN of an existing Identity Vault user established to prevent
unauthorized users from accessing your system by guessing valid
usernames.

By default, if the user enters an invalid name, the User Application
displays the message User not Found. Under some circumstances an
unauthorized user might be able to guess a valid name and answer the
challenge questions correctly. One way to prevent this is to specify this
value. See “Setting Up a Generic Password Policy User DN” on page 188
for additional required configuration steps.

Encoding The character encoding to use. The default is utf-8.
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Configuration Setting Description

Display Hint in Password Reset Select True (the default) to display the user’s password hint on the
Password Reset screen.

Select False to avoid displaying the user’s password hint on the
Password Reset screen.

Display Return to Calling Page Allows administrator to show or hide Return to Calling Page Link after a
forgot password action is performed.

If the Novell Client Login Extension (CLE) Restricted Browser is used, the
link should be disabled because pressing on the link when using the
Restricted Browser does not work.

Forgot Password Link This value defines the name and path to the Forgot Password page. This
initial value is established during installation. If you do not use an external
password management WAR, you can leave the default value.

For more information, see Section 2.6, “Configuring Forgotten Password
Self-Service,” on page 64.

Forgot Password Return Link Like the Forgot Password Link, this value is set during installation and
you do not need to make any changes if you do not use an external
password management WAR.

If you do use an external password WAR, use this setting to specify the
URL that the Forgot Password page can use to return to the User
Application when the user clicks Submit. The return link should take the
form of:

protocol://servername:port/userappcontext
For example: https://idmhost:8080/IDMProv

For more information, see Section 2.6, “Configuring Forgotten Password
Self-Service,” on page 64.

Forgot Password Web Service URL This setting allows the External Forgot Password WAR to call the Forgot
Password Web Service defined in the User Application. The format of this
field is:

https://host:port/idm ctx/pwdmgt/service

Setting Up a Generic Password Policy User DN

To support the Generic Password Policy User DN, you need to set up a user in the users container for
this purpose. This user should:

¢ Have a password that is difficult to guess.

¢ Have his or her e-mail address assigned to a User Application Administrator.
You must set up:

¢ A Challenge Set for this user and establish only Admin defined questions.

¢ A Password Policy that uses this Challenge Set. The Password Policy should have
ForgotPassword enabled
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You must log in to the User Application as this user at least once to supply the answers to the Admin-
defined questions.

Finally, log in to the User Application as the User Application administrator and go to the Forgot
Password configuration page of the Administration tab. Specify false for Allow Wild Cards in Login
and Display Full User Name. Specify this newly established user as the Generic Password Policy
User DN.

5.3.4  Configuring Login

The Login page performs a very robust user authentication supported by Identity Manager (through
Universal Password, password policies, and NMAS). The Login page redirects to the other password
pages as needed during the login process.

Novelle
Identity Manager

Uzername: Pazzword:

=+ Forzot Password?

N ...Login

Requirements

The Login page requirements are listed in Table 5-10 below.

Table 5-10 Login Requirements

Topic Requirements

Password policy This page does not require a password policy, unless you want to use
advanced password rules or let users click the Forgot Password link.

Universal Password This page does not require Universal Password to be enabled, unless
you want to use a password policy with advanced password rules.

SSL This page uses SSL, so make sure that your application server is
properly configured to support SSL connections to your LDAP realm.

Use the Password Module Setup Login Action to configure the following settings:
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Table 5-11 Login Configuration Settings

Configuration Setting

Description

Allow ID Wildcard

Enable Forgot Password Link

Enable SSO To Other Application

SSO User ID Key

SSO Password Key

Enable Hint Migration

Enable Locale Check

Enable Password Autocomplete

Guest Container Page

Logout URL

If True, users can specify the first few characters of a username and a
list of usernames that include those characters is displayed so the use
can select the user to login as.

If True, the User Application Login page displays the Forgot Password
link.

If True, the Username and password are stored in the session and can
be accessed by other properly configured portlets. The username is
stored in the SSO User ID Key and the password in the SSO Password
Key

If Enable SSO To Other Application is True the username is stored in
the session using this key.

if Enable SSO To Other Application is True the password is stored in the
session using this key.

If True, any existing hints are moved from the nsimHint to the
nsimPasswordReminder.

If True, and the user has not set their locale preferences, the User
Application displays a page that allows them to set their preferred
locale.

If True and supported by the browser, the user’s browser opens a
window asking if the user wants to save the login credentials.

If False (the default), the user does not receive a browser prompt to
save the login credentials.

Allows you to specify a custom guest container page. For example, you
might specify any of the following values to direct the user to the
MyOrgChart page :

/IDMProv/portal/cn/DefaultContainerPage/MyOrgChart
/portal/cn/DefaultContainerPage/MyOrgChart
http://localhost:9000/IDMProv/portal/cn/
DefaultContainerPage/MyOrgChart

The default value is:
GuestContainerPage

This value specifies the URL that a user is redirected to after the user
presses the Logout button in the User Application.
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Configuration Setting Description

Password Change Return Page This value specifies the URL that a user is redirected to after a
password change. If you specify an URL for this setting, the User
Application displays a link to the redirect page, along with a success
message when the password has been changed.

This setting only works when accessing the User Application via Novell
Access Manager. If you access the User Application without going
through Access Manager, the Password Change Return Page link will
not display.

Furthermore, this setting only works within the context of the User
Application and not when you access the ChangePassword.jsp directly.
If you access the ChangePassword.jsp directly, you will not see a link
displayed that redirects to the Password Change Return Page.

Stand-alone access to the ChangePassword.jsp When accessing
ChangePassword.jsp directly, if you want users to receive a success
message, you need to add the following URL parameter:

?changePasswordForcedLogout=true

For example:

http://myserver/IDMProv/jsps/pwdmgt/
ChangePassword. jsp?changePasswordForcedLogout=true

Otherwise, the user will not receive a success message after changing
their password.

Using Novell Access Manager’s Expired Password Servlet If you
are using Novell Access Manager and want to utilize Password
Expiration, then the URL for the Password Expiration Servlet within
Novell Access Manager will need to be similar to the following:

http(s) : //%server%:%port%/%context%/jsps/pwdmgt/
ChangePassword. jsp?changePasswordForcedLogout=true&i
dp_return url=<RETURN URL>&store=<STOREID>&dn=<USERI
D>&action=expire

For example:

http://myserver.novell.com/IDMProv/jsps/pwdmgt/
ChangePassword. jsp?changePasswordForcedLogout=true&i
dp_return url=<RETURN URL>&store=<STOREID>&dn=<USERI
D>&action=expire

Enable Password Expiration Warning This setting gives you the ability to enable or disable the expired
password warning. This feature is useful in configurations where
another product has detected an expired password and already warned
the user prior to redirecting to the Identity Manager portlets.

Using SSL Login This setting gives you the ability to configure the Login to redirect to
https. If you set Using SSL Login to true, then when user goes to the
login.jsp (either directly or through a redirect from NONE SSL page), the
login.jsp page will be presented with https with the SSL port configured
(Server SSL Port). After user logs in, he see the https (SSL) landing

page.
Server SSL Port Specifies the SSL port that the User Application is running on.
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5.3.5

Using the Login Page
To use the Login page, you need to know about the following;:

¢ “How Login Redirects to Other Pages” on page 192
¢ “Using Grace Logins” on page 192

How Login Redirects to Other Pages

At runtime, the Login page redirects to other password pages, depending on what’s needed to
complete the login process. Table 5-12 on page 192 directs you to descriptions.

Table 5-12  Login Directions to Other Pages

If the user Login redirects to
Clicks the link Forgot Password Forgot Password page
Needs to set up challenge questions and Challenge response page
responses

Needs to set up a password hint Hint Definition page
Needs to reset an invalid password Change password page

Using Grace Logins

If you use a grace login, the Login page displays a warning message that asks you to change your
password and indicates the number of grace logins that remain. If you are on your last login, the
Login page redirects you to the Change Password page.

Configuring Password Sync Status

Password Sync Status lets users check the progress of the password change process on connected
systems. You can specify a different image to represent each connected system. To set up password
sync status checking:

¢ Define the connected applications whose status the user should be able to view during the
synchronization process. You define the connected applications in the Password Sync Status
Application Settings described in Table 5-14 on page 195.

¢ Define the settings for the password sync status page displayed to users. These settings are
described in Table 5-13, “Password Sync Status Client Settings,” on page 194.

By default, the User Application Administrator can view the password sync status of other users
when the User Application Administrator accesses the Password Sync Status page, shown in Figure
5-8 on page 193. The administrator can access the sync status for another user by specifying the other
user’s DN, then clicking Check Sync Status.
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Figure 5-8 Password Sync Status

Welcome Admin

Fortal Configuration
Caching
Driver Status
LDAP Farameters
Logging
Portal Settings
Themes

Import Export Tools
FPaortal Data Export
Fortal Data Import

Fassword Module Setup
Challenge Response
Forgot Password
Login

¥ Passward Sync Status

¥

bl

#

Application Configuration Page Admin Portlet Admin Provisioning Security

Passwiord Sync Status Client Settings
Update these settings to configure how the status displays to the user during a password synchronization process

Passward Sync Buffer Time (milliseconds).  [g ‘

Image Per Row: |4 ‘

Individual Application Timeout (milliseconds) |3EIEID ‘

All Applications Timeout (milliseconds) |3EIEIDEID ‘

Process Count 3 ‘

Pass Phrase: | \

Application Image Size Limit (bvtes): |m45575 ‘

Password Sync Status Application Settings
Click the Save button to save a new application or Cancel button to cancel. (7 = required field)

FPassword Synchronization Application | |Add sl

Name:™®

é&;:lul\:ljc:ft\on DirML-PasswardSyncStatus | | “%, @
Application Image:® [ |[Browse
Application Filter: | |
Dependent Diriver: | | ﬁ

In addition to the User Application Administrator, you can define a set of users to perform the Check
Sync Status for other users (for troubleshooting or other purposes). The members of a group called
PasswordManagement are also automatically allowed to view the password synchronization status
of other users. This group does not exist by default. If you choose to create this group, it must be:

+ Named PasswordManagement.

¢ Given privileges to the Identity Vault. The group must have rights to read the user’s eDirectory
object attribute for users whose password synchronization status they need to view. The system
accesses the DirXML-passwordSyncstatus, the pwdChangedTime, and the DirXML-
Associations attributes.
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Table 5-13  Password Sync Status Client Settings

Configuration Setting

Description

Password Sync Buffer Time
(milliseconds)

Image Per Row

Individual Application Timeout
(milliseconds)

All Application Timeout (milliseconds)

Process Count

Pass Phrase

Application Image Size Limit (bytes)

The password sync status checking compares time stamps
across different Identity Vaults and connected systems. This
buffer time is intended to account for differences between the
system times on these different machines. This time is added
to the time stamp on the user object’s password change
attribute to determine if a change has occurred. It is used like
this:

The Password Sync Status process uses the buffer time as
follows:

+ If the time stamp value (password sync time) in DirXML-
PasswordSyncStatus for the connected system is older
than the last password change time stamp
(pwdChangedTime attribute of user object) + password
sync buffer time, then the status is considered old and
the system continues polling for an updated status for
the connected system.

+ |If the time stamp value in DirXML-PasswordSyncStatus
for the connected system is newer than the last
password change time stamp + password sync buffer
time, then the password sync functionality returns the
status code or message and displays the updated status
of the connected system.

* The last password change time stamp is populated to the
user object after the user’s password change. This
functionality is available in NMAS 3.1.3 and higher.

The number of application images to display per row in the
Identity Self-Service Password Sync Status page.

The amount of time that the Password Sync Status process
waits for a response for each connected application’s status
before checking for the next one.

This value indicates the amount of time allowed for the entire
password sync status process (of all connected systems) to
complete. Before this timeout is reached, the password sync
process continues to poll until all status values are updated or
this timeout is reached. When the timeout status is reached,
the system displays an error message to the user that
indicates that a timeout condition has been reached.

The number of times each connected system is checked for
the password sync status.

If the DirXML-PasswordSyncStatus contains a password
hash, then the value entered in this field is compared to that
value. If they are not equal, the User Application displays an
invalid hash message.

Lets you set the maximum size (in bytes) of the application
image that can be uploaded. You specify this image in the
Application Image setting described in Table 5-14.
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Configuration Setting

Description

Show Password Sync Status After
Password Change

If this field is set to true, after the user changes a password,
the interface presents the Password Sync Status screen. If

this field is set to false, the Password Sync Status screen is
not displayed after a password change.

The password Sync Status Application Settings are described in Table 5-14.

Table 5-14  Password Sync Status Application Settings

Configuration Setting

Description

Password Synchronization Application Name

Application DirXML-PasswordSyncStatus GUID

Application Image

Application Filter

The name used to describe the connected application.
You can enter the application name in multiple locales.

To add a language (locale):

1. Click Add Language (+).

2. Type the Application Name for the desired
localized languages in the appropriate field.

3. Click Save.

If you do not specify localized application names, the
value specified in the Password Synchronization
Application Name is used.

You can get the driver GUID by browsing the attributes
on the driver object in one of two ways:

+ Click the browse button next to this field. This
browse button obtains only GUIDs of drivers in
the current driverset that the User Application
driver resides in.

+ Use iManager to browse for the driver (use the
General - Other tab, used when modifying the
object) and manually copy and paste the GUID
into this field.

The name of the connected application Image to
upload. The Application Image size can be configured
from the Application Image Size Limit field in the
Password Sync Status Client Settings section.
Supported file types are .bmp, .jpeg, .jpg, .gif, and
.png.

Optional. Specify an LDAP filter that allows or prohibits
users’ viewing the application name on their Check
Password Synchronization pages.

You can use any standard LDAP filter.
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5.3.6

Configuration Setting

Description

Dependent Driver

Optional. Specify any additional driver this application

depends on.

If any driver in the dependent driver chain is not visible
to the user, the driver specified by Application DirXML-
PasswordSyncStatus GUID is also not visible to the

user.

If any driver in the dependent driver chain fails to
check password sync status, the driver specified by
Application DirXML-PasswordSyncStatus GUID also
fails to check password sync status.

You can get the driver GUID by browsing the attributes
on the driver object in one of two ways:

+ Use the object selector button beside the

Dependent Driver field.

This method saves the application driver's fully
distinguished name (FDN). When a user checks
password sync status, this FDN is compared to
the value of the FDN field in the DirXML-
Associations attribute of the user object. If the
two FDNs do not match, this application is not
visible to the user. If there is a match, and if the
DirXML-Associations attribute's driver status field
is not 0 and the driver data field is not null, this
application is visible to the user.

Manually enter the GUID for the dependent
driver.

Use this method when this application driver is
not from the current driverset that the User
Application driver resides in. This method does
not save an FDN. When a user checks password
sync status, FDNs are not compared, and this
dependent driver is visible to the user unless you
apply an Application Filter that excludes the user.

Configuring Password Hint Change

This self-service page lets users set up or change their password hints, which can be displayed or e-

mailed as a clue in forgotten password situations.
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5.3.7

Figure 5-9 Define Password Hint Sample
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Requirements

The Password Hint Change requirements are listed in Table 5-15.

Table 5-15 Password Hint Change Requirements

Topic Requirements

Universal Password Does not require Universal Password to be enabled.

Using the Password Hint Change Page
To use the Password Hint Change page, you need to know about the following:

¢ “How Password Hint Change Is Used During Login” on page 197
¢ “Using Password Hint Change in the User Application” on page 197

How Password Hint Change Is Used During Login

During the login process, the Login page automatically redirects to the Password Hint Change page
whenever users need to set up their password hints. For example, the first time a user attempts to log

in to the application after an administrator assigns the user to a password policy in iManager, the

password policy has forgotten password enabled and has the action set to Email hint to user or Show

hint on page.

Using Password Hint Change in the User Application

By default, the User Application provides users with self-service for changing a password hint.

Configuring Change Password

This self-service page lets users change (reset) their Universal Passwords, according to the assigned

password policy. It uses that policy to display the rules that the new password must conform to.

If Universal Password is not enabled, this page changes the user’s eDirectory (simple) password, as

permitted in the user's Password Restrictions.
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Figure 5-10 Change Password
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Requirements

The Change Password page requirements are listed in Table 5-16.

Table 5-16 Change Password Requirements

Help

Topic

Requirements

Directory Abstraction Layer configuration

Password policy

Universal Password

No directory abstraction layer configuration is required for
this page.

This page does not require a password policy, unless you
want to use advanced password rules (with Universal
Password enabled).

To use this page for a Universal Password, the setting
Allow user to initiate password change must be enabled in
the Advanced Password Rules of the user's assigned
password policy.

To use this page for an eDirectory (simple) password, the
setting Allow user to change password must be enabled in
the user’s Password Restrictions.
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5.4
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Using the Change Password Page

To use the Change Password page, you need to know about the following:

¢ “How Change Password Is Used During Login” on page 199
¢ “Using Change Password in the User Application” on page 199

How Change Password Is Used During Login

During the login process, the Login page automatically redirects to the Change Password page
whenever the user needs to reset an invalid password. For example, the first time a user attempts to
log in to an application after an administrator implements a password policy that requires users to
reset their passwords.

The Forgot Password page also redirects to Change Password automatically if the user’s assigned
password policy specifies reset password as the action for forgotten password situations.

Using Change Password in the User Application

By default, the User Application provides users with the password change self-service using the
Change Password page.

NOTE: On Firefox, if you allow the browser to save passwords, you may see a confusing pop-up
message that asks the following question when you confirm a password change: “Would you like to
have password manager change the stored password for <user>?". The user specified in the message
may not be the same as the user who logged into the User Application. This message is generated by
the Firefox password manager. To turn off this message, you need to disable the password manager
in Firefox by deselecting the Remember passwords sites checkbox under Passwords on the
Tools>Options>Security page.

Web Services

This section describes how to access basic information about the SOAP endpoints for the User
Application. This information includes the WSDL document, remote interface, and type mappings
for each endpoint. Topics include:

¢ Section 5.4.1, “Directory Layer Service,” on page 199

¢ Section 5.4.2, “Metrics Service,” on page 200

¢ Section 5.4.3, “Notification Service,” on page 200

¢ Section 5.4.4, “Provisioning Service,” on page 201

¢ Section 5.4.5, “Role Service,” on page 201

Directory Layer Service

To access information about the Directory Layer Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Directory Layer Service.

The user interface displays the Directory Layer Service page.
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For more information about the Directory Layer Service, see Chapter 21, “Directory Abstraction
Layer (VDX) Web Service,” on page 515.

5.4.2 Metrics Service

To access information about the Metrics Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Metrics Service.
The user interface displays the Metrics Service page.

For more information about the Metrics Service, see Chapter 19, “Metrics Web Service,” on
page 487.

5.4.3 Notification Service

200

To access information about the Notification Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Notification Service.
The user interface displays the Notification Service page.

For more information about the Notification Service, see Chapter 20, “Notification Web Service,”
on page 505.

NetlQ Identity Manager User Application: Administration Guide



5.4.4  Provisioning Service

To access information about the Provisioning Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Provisioning Service.
The user interface displays the Provisioning Service page.

For more information about the Provisioning Service, see Chapter 18, “Provisioning Web
Service,” on page 423.

545 Role Service

To access information about the Role Service:

1 Select the Application Configuration tab.
2 Select Web Services from the left navigation menu.
3 Select Role Service.

The user interface displays the Role Service page.

For more information about the Role Service, see Chapter 22, “Role Web Service,” on page 539.
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Page Administration

This section describes how to use the Page Admin page on the Administration of the Identity Manager
user interface. Topics include:

¢ Section 6.1, “About Page Administration,” on page 203

¢ Section 6.2, “Creating and Maintaining Container Pages,” on page 212

¢ Section 6.3, “Creating and Maintaining Shared Pages,” on page 220

¢ Section 6.4, “Assigning Permissions for Pages,” on page 228

¢ Section 6.5, “Setting Default Pages for Groups,” on page 233

¢ Section 6.6, “Selecting a Default Shared Page for a Container Page,” on page 234

For more general information about accessing and working with the Administration tab, see
Chapter 4, “Using the Administration Tab,” on page 127.

6.1 About Page Administration

You use the Page Admin page to control the pages displayed in the Identity Manager User
Application and who has permission to access them. The user interface includes two types of pages.

Table 6-1 Page Types

Type of Page Description

Container Container pages wrap shared pages with a consistent look and feel,
corporate branding, and navigation approach.

Shared Shared pages provide a coherent set of content that is used for a specific
purpose (such as updating a user’s profile). They are called shared pages
because they offer services used by multiple people.

Both page types include content in the form of portlets (a Java standard for pluggable user-interface
elements).

To learn more about portlets, see Chapter 7, “Portlet Administration,” on page 237 and Part IV,
“Portlet Reference,” on page 291.

6.1.1 About Container Pages

This section introduces you to some container pages that play an important role in the Identity
Manager user interface:

¢ “GuestContainerPage” on page 204
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¢ “DefaultContainerPage” on page 206

¢ “Admin Container Page” on page 208

Keep in mind that you can modify these container pages if necessary. You also have the option of
adding your own container pages.

To learn about working with container pages, see Section 6.2, “Creating and Maintaining Container
Pages,” on page 212.

GuestContainerPage

By default, when users arrive at the Identity Manager user interface prior to logging in, they see the
container page named GuestContainerPage shown in Figure 6-1.

Figure 6-1 Default Guest Container Page
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Internally, GuestContainerPage has the following layout:
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Figure 6-2 GuestContainerPage Layout
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The GuestContainerPage layout is divided into three regions, which display the following portlets:

Table 6-2 Layout Regions

Portlet Description

HeaderPortlet Displays the header information and top-level controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared page
to display

Portal Page Controller Displays the shared page that the user has currently selected via the

Shared Page Navigation portlet

By default, users see only the following in those portlets prior to logging in:

¢ A single link in the header: Login
¢ A single shared page: Welcome

Because the user has not logged in yet, the Shared Page Navigation portlet shows only shared pages
that are in the Guest Pages category; it filters out all other categories. By default, Welcome is the only
page in the Guest Pages category.
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After login, the Shared Page Navigation portlet filters out the Guest Pages category. Instead, it shows
other categories of shared pages (as specified in its preferences).

For more information on the Shared Page Navigation portlet, see Chapter 9, “About Portlets,” on

page 293.

DefaultContainerPage

By default, after users log in to the Identity Manager user interface, they go to the container page
named DefaultContainerPage shown in Figure 6-3.

Figure 6-3 Default Container Page
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Internally, DefaultContainerPage has the layout shown in Figure 6-4.
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Figure 6-4 Default Container Page Layout
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The DefaultContainerPage layout is divided into three regions, which display the portlets described
in Table 6-3.

Table 6-3 Default Container Page Portlets

Portlet Description

HeaderPortlet Displays the header information and top-level controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared
page to display

Portal Page Controller Displays the shared page that the user has currently selected via
the Shared Page Navigation portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

After user login, DefaultContainerPage automatically opens the Identity Self-Service in HeaderPortlet.
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Admin Container Page

By default, when User Application Administrators (and other authorized users) click the
Administration tab of the Identity Manager user interface, they go to the container page named
Admin Container Page, which displays as shown in Figure 6-5.

Figure 6-5 Default Admin Container Page
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Internally, Admin Container Page has the layout shown in Figure 6-6.
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Figure 6-6 Admin Container Page Layout
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The Admin Container Page layout is divided into two regions, which display the portlets described
in Table 6-4.

Table 6-4 Default Admin Container Page Portlets

Portlet Description

HeaderPortlet Displays the header information and top-level controls for the user
interface

Admin List Display Displays a second level of tabs from which the user can select an
administration action to perform

Portal Page Controller Displays a shared page that corresponds to the currently selected
by the user via the Admin List Display portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out
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6.1.2 About Shared Pages

The Identity Manager user interface includes many shared pages, which provide the major content
within its container pages. You can modify these shared pages if necessary. You also have the option
of adding your own shared pages.

To learn about working with shared pages, see Section 6.3, “Creating and Maintaining Shared
Pages,” on page 220.

A Typical Shared Page

As an example of one of these shared pages, Organization Chart is the default shared page that
DefaultContainerPage displays after users log in to the Identity Manager user interface. It is shown in
Figure 6-7.

Figure 6-7 Sample Shared Page
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Internally, Organization Chart has the layout shown in Figure 6-8.
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6.1.3

Figure 6-8 Default Org Chart Layout
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The Organization Chart layout consists of just one region, which displays just one portlet (the Org
Chart portlet).

An Exception to Page Usage

In this section, you have seen how these top-level tabs of the Identity Manager user interface are
based on pages:

¢ The Identity Self-Service uses the DefaultContainerPage

¢ The Administration uses the Admin Container Page

However, the Work Dashboard is based on a different architecture and cannot be manipulated through
Page Admin.
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6.2 Creating and Maintaining Container Pages

The process of creating and maintaining container pages involves the following steps:

1

Create a new container page or select an existing container page, as described in Section 6.2.1,
“Creating Container Pages,” on page 212.

Add content (in the form of portlets) to the page, as described in Section 6.2.2, “Adding Content
to a Container Page,” on page 215.

You can also delete content from the page, as described in Section 6.2.3, “Deleting Content from
a Container Page,” on page 216.

Choose a portal layout, as described in Section 6.2.4, “Modifying the Layout of a Container
Page,” on page 217.

Arrange the order and position of content on the selected layout, as described in Section 6.2.5,
“Arranging Content on the Container Page,” on page 218.

Immediately display the new page by specifying the container page URL in your browser, as
described in Section 6.2.6, “Displaying a Container Page,” on page 220.

You can switch layouts for container pages without losing page contents. When you apply a new
layout to a container page, portlets in the page are automatically displayed using the new layout. You
might need to fine-tune the content placement in the new layout.

6.2.1 Creating Container Pages

You can create container pages from scratch or by copying existing pages. This section describes both
procedures.

To create a container page from scratch:

1

On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays:
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2 Select the New page action (in the bottom left section of the panel).

An untitled, uncategorized container page is created.

3 Specify the page properties of the container page:
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Property

What to do

Page Link Name (URI)

Page Name

Navigation Priority

Default Shared Page

Assign Categories

Description

Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

MyContainerPage

it appears within the URL like this:

http://myappserver:8080/IDMProv/portal/cn/
MyContainerbPage

NOTE: The User Application does not support multibyte
characters in the Page Link Name (URI) for a portal page. Multi-
byte characters are supported in the Page Name.

Specify the display name for the page. For example:

My Container Page

Click Localize to specify localized versions of this name for other
languages.

Specify one of the following:

* None if you don’t need to assign a priority to this container
page.

+ Set value to assign a priority to this container page, relative
to other container pages. The priority must be an integer

between 0 and 9999, where 0 is the lowest priority and
9999 is the highest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

See Section 6.6, “Selecting a Default Shared Page for a
Container Page,” on page 234.

Select zero or more of the following categories in which you want
the page to belong:

+ Administration

+ General

Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by
category.

You Cannot Create New Administration Pages The
administrator cannot create new Administration pages. If you
attempt to create a new page in the Administration category, the
page will not be displayed under Application Configuration.

Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).
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To create a container page by copying an existing page:

1 On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays (as shown in the previous procedure).

2 In the list of container pages, select the page you want to copy.
If the list is long, you can refine it (by category or starting text) to more easily find the desired
page.

3 Select the Copy page action (in the bottom left section of the panel).

A new container page is created with the name Copy of OriginalPageName.
4 Specify the page properties of the container page (as described in the previous procedure).

5 Click Save Page (at the bottom of the page properties section).

6.2.2 Adding Content to a Container Page

After you create a container page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other
portlets you have registered.

To add content to a container page:

1 Open a new or existing page on the Maintain Container Pages panel, then click the Select Content
page task (at the bottom of the panel).

The Content Selector displays in a new browser window:
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6.2.3

If you want to display a specific category of available content, select a category from the Filter
list.

Select one or more portlets from the Available Content list.

Hold down Control to select multiple non-contiguous portlets from the list; use Shift to make
multiple contiguous selections.

Click Add to move your choices to the Selected Content list.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for your

container page. The preference values you specify take effect for the instance of the portlet that
appears on your page.

Click Save Contents.

Now that you have chosen the content for your container page, you can select a new layout as
described in Section 6.2.4, “Modifying the Layout of a Container Page,” on page 217, or arrange
the content on the current layout as described in Section 6.2.5, “Arranging Content on the
Container Page,” on page 218.

Deleting Content from a Container Page

In the process of creating container pages, you might want to delete content by removing portlets
from a page. You can use the Content Selector or Layout Selector, as described in the following
procedures.

To delete content from a container page using the Content Selector:

1 Open a page on the Maintain Container Pages panel, then click the Select Content page task (at

the bottom of the panel).

The Content Selector displays in a new browser window as shown in Step 1 on page 215.

2 Select a portlet you want to delete from the Selected Content list and click Remove.

The portlet is removed from the page.

3 Click Save Contents.
To delete content from a container page using the Layout Selector:

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task (at

the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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2 Click the X button for a portlet you want to remove.
3 When you're prompted for confirmation, click OK.
The portlet is removed from the page.

4 Click Save Layout.

6.2.4 Modifying the Layout of a Container Page

When you modify the layout of a container page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.

To modify the layout of a container page:

1 Open a page on the Maintain Container Pages panel, then click the Select Layout page task (at the
bottom of the panel).

The Portal Layouts list displays in a new browser window:
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2 Scroll through the choices and select the layout you want.
3 Click Select Layout.

6.2.5 Arranging Content on the Container Page

After you have designated the content and layout for your container page, you can position the
content in the selected layout, add other portlets in specific locations, or delete portlets.

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task (at
the bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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2 To add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame of
the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific
steps:

Browser What to do

Internet Explorer 1. Move your cursor over the title bar of the portlet until the
cursor changes to a hand shape.

2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.

Mozilla 1. Click the portlet you want to move.
2. Click inside the destination layout frame.

The portlet moves to the destination.
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6.3

4 If you want to remove a portlet from the layout, follow these steps:
4a Click the X button for the portlet you want to remove.
4b When you're prompted for confirmation, click OK.
The portlet is removed from the layout.
5 To edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.
5¢ Click Save Preferences.

6 Click Save Layout to record your changes and close the Layout Selector.

Displaying a Container Page

You can display your page by going to the container page URL in your browser. Specify the following
URL in your web browser:

http://server:port/IDM-war-context/portal/cn/container-page-name

For example, to display the container page named MyContainerPage:

http://myappserver:8080/IDMProv/portal/cn/MyContainerPage

Creating and Maintaining Shared Pages

The process of creating and maintaining shared pages involves the following steps:

1 Create a new shared page or select an existing shared page, as described in Section 6.3.1,
“Creating Shared Pages,” on page 221.

2 Add content (in the form of portlets) to the page, as described in Section 6.3.2, “Adding Content
to a Shared Page,” on page 223.

You might also want to delete content from the page, as described in Section 6.3.3, “Deleting
Content from a Shared Page,” on page 224.

3 Choose a portal layout, as described in Section 6.3.4, “Modifying the Layout of a Shared Page,”
on page 225.

4 Arrange the order and position of content on the selected layout, as described in Section 6.3.5,
“Arranging Content on the Shared Page,” on page 226.

5 Display the new page by entering the shared page URL in your browser, as described in
Section 6.3.6, “Displaying a Shared Page,” on page 228.

Shared Pages and Layouts

Shared pages are not tightly bound to portal layouts. That means you can switch layouts for shared
pages without losing any page contents. When a new layout is applied, any portlets that have been
added to the page are automatically displayed using the new layout. You might need to fine-tune the
content placement in the new layout.
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6.3.1

Creating Shared Pages

You can create shared pages from scratch or by copying existing pages.
procedures.

To create a shared page from scratch:

1 On the Page Admin page, select Maintain Shared Pages.
The Maintain Shared Pages panel displays:
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2 Select the New page action (in the bottom left section of the panel).
An untitled, uncategorized shared page is created.

3 Specity the page properties of the shared page:
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Property What to do

Page Link Name (URI) Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

MySharedPage
it appears within the URL like this:

http://myappserver:8080/IDMProv/portal/cn/
MyContainerPage/MySharedPage

NOTE: The User Application does not support multibyte
characters in the Page Link Name (URI) for a portal page. Multi-
byte characters are supported in the Page Name.

Page Name Specify the display name for the page. For example:

My Shared Page

You can click Localize to specify localized versions of this name
for other languages.

Navigation Priority Specify one of the following:

* None if you don’'t need to assign a priority to this shared
page.

+ Set value to assign a priority to this shared page, relative to
other shared pages. The priority must be an integer between
0 and 9999, where 0 is the highest priority and 9999 is the
lowest.

Setting priority values is useful if you want to ensure a
particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple
groups).

Parent Page If you want this shared page to be the child of another shared
page, click Select Parent. Make sure that both the parent and
child pages belong to the same categories (to prevent display
problems).

At runtime, the end user sees this relationship when using the
Shared Page Navigation portlet. When displaying the list of
shared pages, it shows children indented under their parents.

Child pages do not inherit content, preferences, or settings from
their parent pages. Conversely, parent pages do not automatically
display the content of child pages along with their own content.
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Property What to do

Assign Categories Select zero or more of the following categories in which you want
the page to belong:

+ Administration

+ Directory Management
+ General

* Guest Pages

+ Information Management

+ Password Management

Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by category.

NOTE: Guest Pages is a special category used to identify shared
pages that can be displayed prior to user login but not after. For
more information, see the section on the Shared Page Navigation
portlet in Chapter 9, “About Portlets,” on page 293.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).
To create a shared page by copying an existing page:

1 On the Page Admin page, select Maintain Shared Pages.

The Maintain Shared Pages panel displays as shown in “To create a shared page from scratch:”
on page 221.

2 In the list of shared pages, select the page you want to copy.

If the list is long, you can refine it (by category or starting text) to more easily find the desired
page.

3 Select the Copy page action (in the bottom-left section of the panel).
A new shared page is created with the name Copy of OriginalPageName.

4 Specify the page properties of the shared page as described in “To create a shared page from
scratch:” on page 221.

5 Click Save Page (at the bottom of the page properties section).

6.3.2 Adding Content to a Shared Page

After you create a shared page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other
portlets you have registered.

1 Open a new or existing page on the Maintain Shared Pages panel, then click the Select Content
page task (at the bottom of the panel).

The Content Selector displays in a new browser window:
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©J portlet Selector - Mozilla Firefox

File Edit VMiew Go Bookmarks Tools  Help 0
Hovell A
Identity
CONTENT SELECTOR Manager

Select content for this Portal Page (Welcome)
Filter:

Al Categories w Selected Content:

} Mowvel |dentity Manager Introduction
Awailable Content:
3 Welcome Message

CreaFe _____ Add

Detail -

Exchange

Gongle

GroupWize Calendar @

5 : | N (11 e E e e e
Groupiiize Mail Remove v
Content Preferences

rame: Bookmark Mame: Movell [dentity Manager Introduction
Description: Dezcription:

Displays a list of favorite URL links |dentity Manager Introduction Message

Mo Preview Image Available Mo Preview Image Availabls

Save Contents Cancel “

Done

If you want to display a specific category of available content, select a category from the Filter
drop-down list.

Select one or more portlets from the Available Content list.

Hold down the Ctrl key to select multiple non-contiguous portlets from the list; use the Shift key
to make multiple contiguous selections.

4 Click Add to move your choices to the Selected Content list.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for your

6

shared page. The preference values you specify take effect for the instance of the portlet that
appears on your page.

Click Save Contents.

Now that you have chosen the content for your shared page, you can select a new layout as described
in Section 6.3.4, “Modifying the Layout of a Shared Page,” on page 225, or arrange the content on the
current layout as described in Section 6.3.5, “Arranging Content on the Shared Page,” on page 226.

Deleting Content from a Shared Page

In the process of creating shared pages, you might want to delete content by removing portlets from
a page. You can use the Content Selector or Layout Selector, as described in the following procedures.

1 Open a page on the Maintain Shared Pages panel, then click the Select Content page task (at the

bottom of the panel).
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The Content Selector displays in a new browser window as shown in Section 6.3.2, “Adding
Content to a Shared Page,” on page 223.

2 Select a portlet you want to delete from the Selected Content list and click Remove.
The portlet is removed from the page.

3 Click Save Contents.
To delete content from a shared page by using the Layout Selector:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at the
bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:

) page Layout Selector - Mozilla Firefox |:||EH'X|

File Edit Miew Go Bookmarks Tools  Help 0

=3

Novells
Identity Manager

LAYOUT SELECTOR

|Please select the order and location for your content for this Portal Page{Welcome)}:

First select content by clicking on its title bar

Add Content

Novell Identity Manager Introduction ]

Welcome Message [x]

Save Layout | Cancel v

Done

2 Click the X button for a portlet you want to remove.
3 When you're prompted for confirmation, click OK.
The portlet is removed from the page.

4 Click Save Layout.

6.3.4 Modifying the Layout of a Shared Page

When you modify the layout of a shared page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.
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To modify the layout of a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Select Layout page task (at the
bottom of the panel).

The Portal Layouts list displays in a new browser window:

©) Layout Selector Dialog - Mozilla Firefox E|@|E|
File Edit Miew Go Bookmarks Tools  Help o
Novell
Identity
PORTAL LAYOUTS Manager

|Please select a layout for your Portal Page {Welcome):

@& 1 Column -
One column used primarily for the Wireless Profile

() 2 Columns
Two colurmnns with custom widths. II

¢ 2 Columns 191/800
Two columns with custom widths as 191 and 200 px.

i€

Select Layout | Cancel

Done

2 Scroll through the choices and select the layout you want.
3 Click Select Layout.

6.3.5 Arranging Content on the Shared Page

After you have designated the content and layout for your shared page, you can position the content
in the selected layout, add other portlets in specific locations, or delete portlets.

To arrange content on a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at the
bottom of the panel).

The Layout Selector displays in a new browser window, showing the portlets on that page:
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©J page Layout Selector - Mozilla Firefox EI[EID_(I
File Edit Miew Go Bookmarks Tools  Help 0
e =
Navells E
Identity Manager
LAYOUT SELECTOR
|Please select the order and location for your content for this Portal Page{Welcome):
First select content by clicking on its title bar
Add Content
Novell Identity Manager Introduction [x]
Welcome Message [x]
Save Layout | Cancel re
Done

2 If you want to add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame of
the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific
steps:

Browser What to do

Internet Explorer 1. Move your cursor over the title bar of the portlet until the cursor
changes to a hand shape.

2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.

Mozilla Firefox 1. Click the portlet you want to move.
2. Click inside the destination layout frame.

The portlet moves to the destination.
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6.4

6.4.1

4 If you want to remove a portlet from the layout:
4a Click the X button for the portlet you want to remove.
4b When you're prompted for confirmation, click OK.
The portlet is removed from the layout.
5 If you want to edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.
5¢ Click Save Preferences.

6 Click Save Layout to record your changes and close the Layout Selector.

Displaying a Shared Page
To display your shared page, go to this URL in your Web browser:

http://server:port/IDM-war-context/portal/pg/shared-page-name

For example, to display the shared page named MySharedPage:

http://myappserver:8080/IDMProv/portal/pg/MySharedPage

Assigning Permissions for Pages

You can assign permission to other users, groups, and containers to work with specific container
pages and shared pages. Two security levels of permission can be assigned.

Table 6-5 Page Permissions

Permission Description Can be assigned for

View Allows a user, group, or container to access  Container pages and shared pages
the page and see it in a list of available pages

Ownership Allows a user, group, or container to modify ~ Shared pages
the content and layout of the page, and to
assign View and Ownership permission to
other users, groups, and containers

Assigning Page View Permission

When you assign users View permission for a container page or shared page, they can access the
page and see it in a list of available pages.

To assign View permission for container pages or shared pages:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Assign Permissions page task (at the bottom of the panel).

The Page Permissions dialog box displays in a new browser window:

228  NetlQ Identity Manager User Application: Administration Guide



©J portal Page Permissions - Mozilla Firefox E|E|@
File Edit Miew Go Bookmarks Tools  Help 0

Novells
Identity Manager
PAGE PERMISSIONS

Please select the users and groups that can access this Page(Create User or Group)

Cwinership

Search for: Current Assignments:

I Users W Containers selected ”~
no containers selected
Groups seiected
Ia Go no groups selected
tisers selected

&2, 'smi'
le.g ! no users selected

Results Dizplayving 1to 6 of 6 users)s

Starts with:

cn=ablake,ou=uzers,ou=idmsample- jklobucher ,o=novel A
ch=achung,ou=users,ou=idmsample- jklobucher ,o=nowvel
cn=admin,ou=idmsample- jklobuche r,o=novell

ch=apalani,ou=use s ou=idmsample- jklobucher ,o=nowell

cn=asmith ou=uzers ou=idmsample-jklobucher ,o=novell

Ch=aspencet ou=users,ou=idmsample- jklobucher o =novel

Wiew Permizsion Set to Admin Only

Done

2 Go to the View tab.

3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the drop-down menu:
* Users
* Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified type (user, group, or
container), then make this setting blank.

+ Find a subset of those objects, then enter the starting characters of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups, o=MyOrg
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4 Click Go.
The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)
button.

Hold down the Ctrl key to make multiple selections.

6 Enable or disable page lock-down as follows:

If you want to Do this

Lock down the page so only User Application Select View Permission Set to Admin Only
Administrators can view it

Allow all assigned users, groups, and containers Deselect View Permission Set to Admin Only

to view the page ] )
NOTE: If you deselect this setting but there are

no users, groups, or containers explicitly
assigned to the page, then everyone has View
permission for this page.

7 Click Save, then click Close.

6.4.2 Assigning Shared Page Owners

Users who own shared pages can modify the content of the pages they own and change the
preferences of portlets on those pages.

To assign Ownership permission for shared pages:
1 Open a page on the Maintain Shared Pages panel, then click the Assign Permissions page task (at
the bottom of the panel).

The Page Permissions dialog box displays in a new browser window as shown in Step 1 on
page 228.

2 Go to the Ownership tab.

3 Specify values for the following search settings:

Setting What to do

Search for Select one of the following from the drop-down menu:
* Users
* Groups

+ Containers
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Setting What to do

Starts with If you want to:

*

Find all available objects of your specified type (user, group, or
container), then make this setting blank.

Find a subset of those objects, then enter the starting characters of
the CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow
your search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups, o=MyOrg

4 Click Go.

The results of your search appear in the Results list.

5 Select the users, groups, or containers you want to assign to the page, then click the Add (>)

button.
Hold down the Ctrl key to

make multiple selections.

6 Enable or disable page lock-down as follows:

If you want to

Do this

Lock down the page so only User Application Select Ownership Permission Set to Admin Only
Administrators can work with it

Allow all assigned users, groups, and containers Deselect Ownership Permission Set to Admin

to work with the page

Only

NOTE: If you deselect this setting but there are
no users, groups, or containers explicitly
assigned to the page, then everyone has
Ownership permission for this page.

7 Click Save, then click Close.

Enabling User Access

By default, only User Application Administrators can see and use the Create User or Group page,

to the Create User or Group Page

which is a shared page on the Identity Self-Service of the Identity Manager user interface. But, where

appropriate, a User Application Administrator can assign permission for one or more end users to
access that page. For instance, selected people in administration or management positions might

need the ability to create users, groups, or task groups.

To give users access to the Create User or Group page:

1 On the Maintain Shared Pages panel, open the page named Create User or Group.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,
or containers for the Create User or Group shared page.
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3 Switch from Page Admin to Portlet Admin, and open the CreatePortlet portlet registration

(which is used on the Create User or Group page).

4 Use the Security panel to give List and Execute permissions to the appropriate users, groups, or

containers for the CreatePortlet portlet registration.

For more information about assigning permissions for portlets, see Chapter 7, “Portlet
Administration,” on page 237.

5 Go to iManager and use an administrator account to log in to the tree for your Identity Vault.

6 Make sure that the people who will be using Create User or Group have Create rights for the

[Entry Rights] property on the containers in which objects (users, groups, or task groups) will be
created.

For example, you can modify trustees for a chosen container and add the appropriate users,
groups, or containers as trustees. Then, for each trustee, you can assign the following rights:

Property name Assigned rights Inherit

[All Attributes Rights] + Compare Yes (select this check box)
¢+ Read
¢ Write

[Entry Rights] + Browse Yes (select this check box)
¢ Create

If you don't assign the necessary rights in the Identity Vault (or if those rights can’t somehow be
derived), an end user might get an error message such as this one from Create User or Group:

User 'cn=mmackenzie,ou=users,ou=idmsample,o=novell' does not have permission
to create 'cn=MyNewGroup,ou=groups,ou=idmsample,o=novell' or modify related
objects.

To learn how the Create User or Group page is used (by those with access to it), see the Identity
Manager User Application: User Guide.

Enabling User Access to Individual Administration Pages

By default, only User Application Administrators can access the Administration tab of the Identity
Manager user interface and the pages contained on that (Application Configuration, Page Admin,
Portlet Admin, Provisioning, Security). But if necessary, a User Application Administrator can assign
permission for one or more end users to see and use specific pages on the Administration tab. For
example, a small group of users might need to change themes periodically, even though they are not
User Application Administrators.

To give users access to individual Administration pages:

1 On the Maintain Container Pages panel, open Admin Container Page.

This is the container page that’s used when you go to the Administration of the Identity Manager
user interface.

2 Use the Assign Permissions page task to give View permission to the appropriate users, groups,

or containers for Admin Container Page.

3 On the Maintain Shared Pages panel, open the appropriate Administration page (one of the

shared pages under the category Administration).
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4 Use the Assign Permissions page task to give View and Ownership permissions to the
appropriate users, groups, or containers for that shared page.

5 Make sure the specified users, groups, or containers have Execute permission for each portlet

used on a specified page (if you have restricted those portlets).

For more information about assigning permissions for portlets, see Chapter 7, “Portlet

Administration,” on page 237.

Setting Default Pages for Groups

You can assign a default container page and a default shared page for any authorized group of users.
These settings affect the container page those users see when they log in and the shared page they see

on the container page.

When users belong to multiple groups with default page assignments, Navigation Priority is used in
determining which container page and shared page to display.

To assign a default container page or a default shared page to a group:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then

click the Set As Default page task (at the bottom of the panel).

The Page Defaults dialog box displays in a new browser window:

©) Portal Group Page Defaults - Mozilla Firefox

CBX

File Edit  Wiew Go Bookmarks  Tools  Help

PAGE DEFAULTS

Novells

Identity Manager

Search for:

I Groups b
Starts with:

Ia G0
&2, '=mi')

Results (Displaying 1 to 1 of 1 groups):

ch=hccounting ou=groups,ou=idmsample- jklobucher ,o=novell A

Save Cloze

Pleaze zelect the groups that have thiz Page az a default{Organization Chart)

Current Assignments:

Groups selected
no groups selected

Done

2 Specify values for the following search settings:
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Setting What to do

Search for Groups is automatically selected.

Starts with If you want to:
+ Find all available groups, then make this setting blank.

+ Find a subset of those groups, then enter the starting characters of the CN
values you want. (Case is not considered. Wildcards are not supported.)

For example, searching for groups that start with S would narrow your
search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=sgroups, o=MyOrg

3 Click Go.
The results of your search appear in the Results list.

4 Select the groups for whom this page is to be a default, then click the Add (>) button.
Hold down the Ctrl key to make multiple selections.

5 Click Save, then click Close.

6.6 Selecting a Default Shared Page for a Container Page

You can assign a default shared page to each container page you have. The user interface considers
this page assignment when determining what to display.

1 Open a container page on the Maintain Container Pages panel.
2 In the page properties section, look for Default Shared Page and click Select Default.

The Choose a Default Shared Page dialog box displays in a new browser window:
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3 Shared Page Selector - Mozilla Firefox

File Edit Wiew Go  Bookmarks Tools

Current Default Shared Page: MyOrgChart

|:| Mone

Adminisiralion
Caching Management
Custarnize Branding
Impon Export Tools
Import Export Tools
LOAP Configuration
Logging Configuration
Fage Administration
Fortal Configuration
Faortlet Administration
Security Administration
Theme Administration
firaciony Managemeani
Create User or Group
Guast Pages
‘Welcome
Informatfion Managemani
Directory Search
by Profile

Organization Chart

Password Managemani
Change Password
Fassward Challenge Respons
Faszsword Hint Definition

Refine list by

Category: g Al

Starts g
with:

Lave Cancel

Choose a Default Shared Page for DefaultContainerPage

3 If the shared page list is long, you can refine it by category or starting text to more easily find the

desired page.

4 Select a shared page to use as the default for the container page or select None for no default.
5 Click Save to accept your selection and close the dialog.

6 Click Save Page (at the bottom of the page properties section).
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7.1

1.2

Portlet Administration

This section describes how to use the Portlet Admin page on the Administration of the Identity
Manager user interface. Topics include:

¢ Section 7.1, “About Portlet Administration,” on page 237

¢ Section 7.2, “Administering Portlet Definitions,” on page 237

¢ Section 7.3, “Administering Registered Portlets,” on page 241

For more general information about accessing and working with the Administration tab, see
Chapter 4, “Using the Administration Tab,” on page 127.

About Portlet Administration

You can use the Portlet Admin page to control the portlets available in the Identity Manager user
interface and who has permission to access them. Portlets are pluggable user-interface elements
(based on a Java standard) that provide the content for pages in the user interface, including
container pages and shared pages. Table 7-1 describes how to manage portlets.

Table 7-1 Managing Portlets

What you work with Description

Portlet definitions Descriptors (read from portlet.xml) that specify portlet configuration
parameters. There is one definition for each portlet in an application.

See Section 7.2, “Administering Portlet Definitions,” on page 237.

Portlet registrations Registrations of portlets, based on their definitions. Multiple registrations
of the same portlet can exist in a single portlet application.

See Section 7.3, “Administering Registered Portlets,” on page 241.

For details on the portlets provided with the Identity Manager user interface, see Part IV, “Portlet
Reference,” on page 291. To learn about using portlets on container pages and shared pages, see
Chapter 6, “Page Administration,” on page 203.

Administering Portlet Definitions

The Portlet Admin page enables you to perform the following tasks related to portlet definitions in a
portlet application:

¢ Section 7.2.1, “Accessing Portlet Definitions in the Deployed Portlet Application,” on page 238
¢ Section 7.2.2, “Registering Portlet Definitions,” on page 238

¢ Section 7.2.3, “Viewing Information About Portlet Definitions,” on page 239
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1.2.2

Accessing Portlet Definitions in the Deployed Portlet Application

The Portlet Applications list shows the portlet definitions in a selected portlet application.

In the Portlet Applications list, expand the portlet application whose portlet definitions you want to
access.

The tree displays all of the portlet definitions under that portlet application:

=l & Portlet Applications
=W D (Local)
& [5] AdminList
|5 BookmarkPortlet
# [&] CacheHolde rPortlet
& |5 CachingAdminT ree
H ChallengeRezponsePortlet
| ChangeddminCredentialzsPortlet
# [&] ConfigPortlet
ContainerLookupPortlet
CreatePortlet
CreatePrefPartliet
CuztomBrandingPartlet
# [ DetaiPortlet
# [ DetaiPrefPortliet

# [F Frtitvimacal Inlnadba ket

£
£
£
|

Registering Portlet Definitions

Before you can use a portlet, you must register that portlet definition with the portal (Identity
Manager User Application). A registered portlet definition is called a portlet registration. You can
create multiple registrations for a single portlet, which enables you to put multiple instances of that
portlet on the same page.

The portlet registration inherits all the preferences and settings of the portlet class, but you can
modify these values in the following ways:

¢ When registering the portlet definition. See Section 7.3, “Administering Registered Portlets,” on
page 241
¢ When adding an instance of the portlet to a page. See Chapter 6, “Page Administration,” on
page 203
All portlets that ship with the Identity Manager User Application are automatically registered.

If the portlet definition provides an Edit mode, the end user can modify specific preferences of the
portlet registration at runtime, according to the logic of the portlet’s doEdit() method.

The Identity Manager User Application also provides a default implementation for Edit mode. If the
doEdit() method is not explicitly implemented, a default preference sheet is displayed.

To register a portlet definition:

1 Inthe Portlet Applications list, select the portlet definition for which you want to create a portlet
registration.

A General panel displays on the right:
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% Portlet Administration - Mozilla Firefox

Fle Edt Wew Go Bookmarks Tooks Help

EEX

- =
@ -5 - @ (x| @ | N http:flocalhast 8080/IDMfportaljcntidminContainerPagePortlet Administration

Novells Identity Manager

Welcome Admin

= @ Portiet Applications
= & 10w (Local)

& [ admin List Display

A B picptay

@ [E Associations Report

& [&] Bookmark.

1 [E] cache Holder Cust Portlet
Cache Holder Portlet
ChallengeResponse Portlet
ChalResp
Change 4dmin Credentials
CheckPasswordsyncStatus
Container Lookup
Content Preferences
Content Settings
£ create
Create Complex Preference
Custom Branding Portlet
Delegation and Proxy Partlet
Detail
Detail Complex Preference
Digital Signature Portiet
Driver Status Display
Exchange
Export Partlet
File Upload
Forgot Password Portlet
ForgotPud
GlobalBookmartk,
i [ Groupise Calendar
@ [ Groupise mail
& [& Groupiise Mai-Calendar
i [F] GroupWwise Web Access

B EEEEE R

[0

EEEEEEERE R EER

Application Configuration Admin Tree

¥ 0 = |G |
. 5]
Identity Self-Service Requests & Approvals Administration Logout Help
Apphication Configuration Page hdmin Portlet Admin Provisioning Security
Partlet Definition: CreatePortlet
Additional Infarmation
You have selected a Portlet Definition. This tab allows vou to create a new registration of the current Portlet Definition,
Please enter a unigue name to identify the new portlet registration and click the ‘Register' button. & new registration of
this Portlet Definition with the given narme will then be created. You can navigate to the new portlet registration using the
tree to the left,
Display Mame:  Entity Create
Classname corn.novell.srvpry. implportlet. create. CreatePortlet
Portlet Title Create Execution Asynchronous
Short Title: Create Registration: Automatic
Expiration Cache: -1
Description Entity Create
Register New Portlet Instance
Please enter a unique partlet name:
| | [ Register
v

Done

All existing registrations of the selected portlet are listed in the Portlet Applications tree (on the
left), under the corresponding portlet definition name.

2 In the Register New Portlet Instance text box, specify a unique name for the portlet registration,

then click Register.

The new portlet registration is created and listed in the Portlet Applications tree.

3 If you want to modify the preferences and settings of the new portlet registration, see
Section 7.3, “Administering Registered Portlets,” on page 241.

7.2.3  Viewing Information About Portlet Definitions

You can view the following read-only information about a listed portlet definition:

*

*

Display name
Class name

Portlet title

Type of execution (synchronous or asynchronous)

Short title

Type of registration

Style name

Cache expiration time

Description

Portlet Administration 239



¢ Initialization parameters

¢ Keywords

¢ Supported mime types

¢ Modes supported by the portlet
¢ Supported locales

¢ Supported devices

¢ Security roles
To view information about portlet definitions:

1 In the Portlet Applications list, select the portlet definition that you want to learn about.

A General panel displays on the right, showing information about the selected portlet definition:

3 Portlet Administration - Mozilla Firefox BlilEJ

File Edt Wiew Go Bookmarks Tools Help
@ -t - F 0 ) [ hepiffcaihostiaua/iomjportalfenpadninCont inerPage/Fortetadninstration \
Novelles Identity Manager : N 2
Welcome Admin |dentity Self-Sendce Requests B Approvals Administration Logout  Help
Application Configuration Page admin Partist Admin Provisioning. Security
= @ Portlet Applications Partlet Definition: CreatePortlet
= & 10w (Local)
il [ Admin List Display
. AD‘DSD;:ZEtinn Configuration Admin Tree Additional Information
&l [E] associations Report You have selected a Portlet Definition. This tab allows you to create a new registration of the current Portlet Definition,
Please enter a unique name to identify the new portlet registration and click the Register' button. & new registration of
thiz Portlet Definition with the given name will then be created. You can navigate to the new portlet registration using the
tree to the left.
Display Hame Entity Create
il [5=| ChalResp Classname: com.novell.srvpry. impl.portlet. create, CreatePortlet
i [&] change Admin Credentials
# [&] checkPasswordsyncstatus Portlet Title Create Execution Asynchronous
1 [&] container Laokup Short Title: Create Registration Automatic
5 [&] content Preferences Expiration Cache: -1
i [&] Content Settings
= Description Entity Create
Hcreate
i [F] create Complex Preference Register New Portlet Instance
i [&] Custom Branding Portlet Flease enter a unique portlet name:
1 [E] Delegation and Proxy Fortlet | | [ Reaister |
1 [&] Detail
i [&] Detail Complex Preference
1 [F] Digital Signature Partist
Driver Status Display
[E=] Exchangs
Export Partiet
File Upload
[E] Forgot Password Portlet
& [&] ForgotPud
3 [ lobalBookmark.
i [&] Groupiise Calendar
Group'iise Mail
GroupWise Mail-Calendar
& [ Groupwise Web Access ]
Dane
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2 Go to the Additional Information panel to view further details about the selected portlet
definition:

3 Portlet Administration - Mozilla Firefox

EBEX

File Edit Wew Go Boockmarks  Tooks  Help
<}§I - LJV - @ [ : | @ | N httpi/flocalhast 3080/10MjpartaljcnjadminContainerPage/PartletAdministratian v @ G |
Novells Identity Manager S s N —
Welcome Admin |dentity Self-Sendce Requests B Approvals Administration Logout  Help
Application Configuration Page Admin Portlet admin Provisioning Security
= @ Portlet Applications Partlet Definition: CreatePortlet
= & 10w (Local)
il [ Admin List Display
. AD‘DSD;:ZEtinn Configuration Admin Tree M
&l [E] associations Report You have selected a Portlet Definition. This tab displays its read-only information,
i [ Boskmark
1 [F] cache Holder Cust Portlet
1 [E] cache Holder Portlet Init Parameters
41 [ challengeResponss Portist HNone defined
# [E chalResp
il [ change Admin Credentials Keywor ?15
& [E CheckPasswordsyncstatus i:;ge
@ & Container Lookup
= Cuntent Preferences Supported Mime Types
il [F] Content Settings -
Elcreate Portlet Modes
i [F] create Complex Preference heip - for mime-type ‘textfxml'
@ [ Custom Branding Portlet
1 [E] Delegation and Proxy Fortlet Supported Locales ;
& Evetsi g’? - cum‘nuvelLsrvprv:lmpLpnrtlet.create.CreateRer.class
= it - com.novell.srvpry.impl.portlet. create, CreateRsre. class
& [E] Detail Compie Preference ja - com.navell srvpry, impl portlet.create. CreateRsrc.class
&l [F] it Signature Portist es - com.novell.srepry.impl.portlet. create. CreateRsre. class
i [E] Driver Status Display zh_TW - com.novell.srvprv.impl portlet, create. CreateRsri. class
@ Exmange sy - corr.novell. srvpry dmplportlet.create. CreateRsre.class
@ B Evport Portiet pt - com‘novelt‘srvprv"impLpurtlet.create.CreateRsr:.class
& File Upioad il - :um.nuvetl.srvprv.jmpl.porttet‘:reate‘CreateRsrc‘:Lass
= fr - com.novell, srvpry. impl.portlet.create, CreateRsrc.class
W B roreot Rasswiord Rortlat en - com.novell, srvprv. impl. portlet.create. CreateRsre. class
il [ Forgotpud zh_CHM - com.novell.srvpre . impl.portlet.create, CreateRsrc.class
1 [F] clobalBookmark
& [F) Groupwise Calendar Supported Devices
@ [ Groupise mail
&l [& Groupiise Mai-Calendar Securty ROIQ‘S
= None defined
# [ Groupiise Web Access
il [F] Header Portiet
& [E HintChange
@ [ HTML
== HTWL Complex Preference Editar
A B gt 4
1 [E] HTWL Editor Portiet
i [E HTWL Wizard Complex Preference
1 [&] IFrame
@ & Image Upload
& [ Layout Selector Dialo: ]
Done

7.3 Administering Registered Portlets

The Portlet Admin page enables you to perform the following tasks related to portlet registrations in
a portlet application:

*

*

Section 7.3.1, “Accessing Portlet Registrations in the Deployed Portlet Application,” on page 242

Section 7.3.2,
Section 7.3.3,
Section 7.3.4,
Section 7.3.5,
Section 7.3.6,
Section 7.3.7,

“Viewing Information about Portlet Registrations,” on page 242
“Assigning Categories to Portlet Registrations,” on page 244
“Modifying Settings for Portlet Registrations,” on page 245
“Modifying Preferences for Portlet Registrations,” on page 247
“Assigning Security Permissions for Portlet Registrations,” on page 248

“Unregistering a Portlet,” on page 250
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7.3.2 Viewing Information about Portlet Registrations
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Accessing Portlet Registrations in the Deployed Portlet Application

The Portlet Applications list shows the portlet registrations for each portlet definition in a selected
portlet application.

To access portlet registrations in the deployed portlet application:

1 In the Portlet Applications list, expand the portlet application whose portlet definitions and

registrations you want to access.

The tree displays all of the portlet definitions under that portlet application:

= @@ rortlet Applications
=W-NiDi (Local)
4 5 AdminList
BookmarkPartlet
CacheHaolderPortlet
CachingddminTree
ChalengeResponsePartlet
ChangeAdminCredentialzPortiet
ConfigPortlet
CaontainerLookupPortlet
CreatePortlet
CreatePrefPortlet
CustomBrandingPortlet
4 [ DetaiPortiet
4 [ DetailPrefPortiet

EEEEEREREER E B

4 B Frtituimaoal Inlnadbaetiet

2 Expand the portlet definition whose portlet registrations you want to access.

The tree displays all of the portlet registrations under that portlet definition:

=l & Portlet Applications

= & ID# (Local)

& [E] AdminList

BookmarkPortlet
CacheHaolderPortlet
CachingddminTree
] ChallengeResponzePortlet
# |58 ChangesdminCredentialsPartlet
4 [E configPortiet
4 |5a| ContainerLookupPartlet

E B H

:E CreatePortlet

You can view the following read-only information about a listed portlet registration:

¢ Display name




¢ Type of registration

¢ Portlet title

¢ Type of execution (synchronous or asynchronous)
¢ Class name

¢ Description

In the Portlet Applications list, select the portlet registration that you want to learn about.

A General panel displays on the right, showing information about the selected portlet registration as
shown in Figure 7-1.

Figure 7-1 Portlet Registration: General Properties

ration - Mozilla Firefox

Fle Edt Wiew Go Bookmarks Tools Help

@ - (= %‘ \:I @ | N httpsJjlocalhost:B080/IDMfportaljcr/AdminContainerPage [ortletAdmiristr ation v ® = [[GL |
entity Manager | N ]
iEicans Add v |dentity Self-Service Requests & Approvals #dministration Logout Help
Application Configuration Pags Admin Portiet Admin Prowisioning Security

= @ Portlet Applications
= & 1D# (Local)
=] m:lmm List Display

& Apphgatign Configuration Admin Tree - Categories Settings Preferences Security

Display

Portlet Registration: CreatePartlet

Associations Repart You have selected a specific Portlet Registration. This tab displays read-only information about the selected Portlet
Boakmark Registration and will allow you to unregister this specific Portlet Registration if you wish,
&l [ cache Holder Cust Partiet

= Display Mame: Entity Create Registration:  Automatic
@ [ cache Holder Portlet

Portlet Title: Create Execution: Asynchronous
Classname com.novell.srepry.impl.portlet.create. CreatePortlet

ChallengeResponse Portlet
= [E]chalresp
[El chanze Admin Credentials

Description:  Entity Create
CheckPasswordsyncStatus

Cantainer Lookuy
- i Unregister Portlet

Content Preferences

4l [E5] content Settings
=] Create B

[El reate Complex Preference
Custom Branding Portlet

[

]

Delegation and Proxy Portlst
= [E] Detail

[ Detail Complex Preference

Digital Signature Portlet
Dri\ter’ Status Display

E Exchange

B Export Partlet

[EIFile Uplaad
E Forgot Pazsword Portlet

&

[E] clobaiBookmark

&l [ Groupwiss Calsrdar

=] GroupWise Mail

[E] GroupWise Mail-Calendar

& [E] Grouptise Web Access

Header Portlet

= Hintchange

= [E]HTHL

HTML Comples: Preference Editor
Portlet

&l [E]HTML Editor Portiet

& [E]HTML Wizard Complex Preference
a [ IFrame

@ [Z] Image Upload

=[] Lawout Selector Dialo ~|

E

23]

Done
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7.3.3 Assigning Categories to Portlet Registrations

To facilitate searching for specific portlets in a portlet application, you can organize portlet
registrations by category.

1 In the Portlet Applications list, select the portlet registration that you want to categorize.
A General panel displays on the right.
2 Go to the Categories panel.

This panel displays lists of available and assigned categories for the selected portlet registration:

3 Portlet Administration - Mozilla

Fle Edt Wew Go Bookmarks Tooks Help

I, = i
@-op- l@ (%] @[ | N https/localhost:080/IDM/portalcnfAdminContainerP aqe{Fortiet Adniristration v| @ e G, |

Welcome Admin Identity Self-Service Requests & Approvals Administration Lozout  Help

Application Canfizuration Page Admin Portlet Admin Prowisioning Security

&l @ Portlet Applications Partlet Registration: CreatePortlet
= & 10w (Local)

& [ admin List Display

& AD‘DSD;:ZEtinn Configuration Admin Tree M Settings Preferences Security

1 [F] wssociations Report This tab allows you to categorize the selected Portlet Registration. Simply select an available Portlet Category from the
& [ Bookmark list on the left and click ' to assign the Portlet Registration. To remaove a category assignment, select the assigned

= Portlet Category from the st on the right and click <’ to remove the assignment. When you are satisfied with the
1 [E] cache Holder Cust Portlet = ? i e
category assignments, click the 'Save Categories' button.

& [F] cache Holder Portiet

i [ challengeResporse Portlet
# [E chalResp

il [ change Admin Credentials

Available Categories. Assigned Categories
hocessory Portlets Identity Portlets
Admin Portlets
i [F] checkPasswordsyncstatus Identity Partlets

i [&] container Lagkup System Components
1 [&] content Preferences

i [ Content Settings

& [Fcreats

5 -

] Create Complex Preference
@l [ custom Branding Portlet

& [ Delegation and Proxy Partlet
 [E] etail

& [ Detail Complex Preference
i [ Digital Signature Portlet

@ [ Driver Status Display
& [& Exchange

i [E Export Partlet

@ [EFile Upload

i [F Forgot Password Portlet
& [E ForgotPud

i [&] clobalBookmark.

i [ Groupise Calendar

@ [ Groupise mail

il [ Groupiise Mai-Calendar
# [ Groupiise Web Access
il [F] Header Portiet

& [E HintChange
i [ HTwL

= HT#L Complex Preference Editor
e
“ Portlet

3 [E] HTWL Editor Portlet

i [E HTWL Wizard Complex Preference
1 [&] IFrame

# [ Image Upload

5 [F] Layout Selector Dialo

Done

3 Update the Assigned Categories list, as appropriate:
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If you want to Do this

Assign one or more categories to the portlet Select each category you want to assign and
registration click >

Assign all categories to the portlet registration Click >>

Remove one or more category assignments Select each category you want to remove and
click <
Remove all category assignments Click <<

4 Click Save Categories.

Modifying Settings for Portlet Registrations

Portlet settings define how the portal (Identity Manager User Application) interacts with individual
portlets. Each portlet is configured with these settings:

*

*

*

*

*

*

Title

Maximum timeout
Requires authentication
Display title bar
Hidden from user

Options defined in the portlet application

Standard Java Portlet 1.0 settings are defined in the portlet deployment descriptor (portlet.xml) of
the portlet application WAR. You can change the values of these settings on a registration-by-
registration basis by using the Portlet Admin page. In this case, the new values take effect only for the
selected portlet registration.

To modify portlet registration settings:

1 In the Portlet Applications list, select the portlet registration whose settings you want to modify.

A General panel displays on the right.

2 Go to the Settings panel.

This panel displays the current settings for the selected portlet registration:
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File Edit Yew Go Boockmarks  Tooks  Help
N 2
<:EI - B - @ (%] @ ‘ N http:}flocalhost: 3080/1DMportalfcnjAdminCont ainerPage/Partlet Administr ation V| ® o HQ, ‘
~
Welcome Admin Identity Self-Senvice Requests & Approvals Administration Logout  Help
Application Configuration Page hdmin Portlet Admin Provisioning security
= @ Portlet Applications Portlet Registration: CreatePortlet
= & 10w (Local)
Admin List Display
icati T General Categories Preferences Security
@ Application Configuration Admin Tree
Display
Associations Report
E— This tab allows you to modify any available Settings for this Content Instance. Any modifications made to these Settings
will take effect for this specific Content Instance anly.
1 [E] cache Holder Cust Portlet
& [&] cache Holder Portlet Title
i [F challengeResporse Portlet
[ chakess Setting Mame Setting Value Description
@ Change icimin Credentiats Reset Default Create The content title,
CheckPasswordsyncstatus Reset German Erstsllen
Container Lookup Reset Iakian Creazione entity
1 [&] content Preferences
Reset Japanese 7
1 [E] content Settings
i Crear =
2 Elcrests Reset Spanish
Reset Chinese (Tatwan) #
1 [&] create Complex Prefarence Resst Sunedish Skapa
Custom Branding Portiet Reset Portuguese Criar
Delezation and Proxy Portlst Rasat Dutch Maken
= [F petail Reset French Créer
£ Detail
— Reset English Create
& [E5 Detail Complex Preference
Reset Chi Chi ke
5l [E] Diital Signature Portist neset insse (China)
Driver Status Display
Exchangs
Export Partiet Option
& [EFile Upload
ﬂFm,gnt Password Fortlst Setting Mame Setting Value Description
The maximum timeout to be used, Number of
3 [ rorgipu et Moinum Tineout R ,
= milliseconds or 0 to mean no timeout.
1 [E] clobalBookmark
Groupiise Calendar Reset Requires Authentication ®True OFake Is authentication required prior to executing,
Groupiise tail
Should the Title Bar functionality be enabled
Groupiise Mai-Calendar Reset Display Title Bar @True OFakse P i
. — when being displayed.
i [ Groupiiise Web Access
8 [ Hearer Portiet Hides this registration from appearing in the
i [E] HintChangs Reset Hidden from User OTrue @ Falss Content Selector when a user is modifying
& L content of @ User Page.
HTML Complex Preference Editar . e . .
=] Provides some additional infarmation abaut this
& porter Reset Help @ True OFakse tont
content,
) [E]HTwL Editar Portlet
3 [E] HTWL wizard Complex Preference Reset Edit OTrue @ Fake Displays a screen to edit the preferences
i [&] IFrame
Displ inter-friendk i f th tent
& [ Imaze Upload Resst Print True () False SRl 3 printerinendly version ot the centen ¥
Done

3 Modify settings, as appropriate.

While working on this panel, you can also perform the following actions:

If you want to

Do this

Discard your unsaved changes Click Cancel

Return all settings for this portlet registration to their  Click Reset All
default values (as defined in the corresponding portlet

definition)

Return an individual setting to its default value Click the Reset link beside that setting

4 Click Save Settings.
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Modifying Preferences for Portlet Registrations

Portlet preferences are defined by the portlet developer at design time in the portlet deployment
descriptor. Preferences vary from portlet to portlet, based on the portlet developer’s implementation.

You can change the values of these preferences on a registration-by-registration basis by using the
Portlet Admin page. In this case, the new values take effect only for the selected portlet registration.

To modify portlet registration preferences:

1 In the Portlet Applications list, select the portlet registration whose preferences you want to

modify.
A General panel displays on the right.

2 Go to the Preferences panel.

This panel displays the current preferences for the selected portlet registration:

Fle Edt ¥ew Go Bookmarks Tooks Help
B =
Q@ -5 - @ © @ | N http:flocalhast 8080/IDMfportaljcnridminContainerPagePortlet Administration v 0 [CL |
Novells Identity Manager N 2
Welcome Admin Identity Self-Service Requests B Approvals Administration Logout  Help
Application Configuration Page Admin Portlst admin Provisioning Security
= @ Portlet Applications Partlet Registration: CreatePortlet
= & 10# {Local)
[ Admin List Display
. General Categories Settings Security
@ [ APplication Configuration Admin Tree
Display
il [E] associations Report This tab allows you to modify any default Preferences that hawe been defined for this Content Instance. &ny modifications |
1 [&] Bookmark, rade to these Preferences will take effect for this specific Content Instance only. Displayed preference walues are
&[] Cache Holder Cust Portlet applicable to the application default language. To wiew or edit ather supported languages go to the Settings tab,
1 [&] cache Holder Portiet
= Read
(3l [ challengeResponse Fortiet Preference Preference Value Required =
& [ chalResp Y
# [E5] change Admin Credentials Reset Detail Partlet Name |Det ailPortlet ‘ Detai O
i [F CheckPasswordsyncStatus
& [E] container Logkup Reset Custam Class Name |:nm‘nnvetl‘swpm\‘mpt.pnr‘tlat‘:raate‘C‘ Detail O
1 [E] content Preferences
@ [E] content Settings Reset  Expire password on @ True O Faise Detai O
= [Ecreats initial login?
fakcreate]
&l [E] creats Complex Prefsrence Beset  Display passwaord O True @ False Detail 0
& [E Custom Branding Portlet with sttributes?
i [ Delegation and Praxy Portlst
] Detaﬂ Reset Create Wirtual Entity Wiew Edit Custom Preference O
1 [E5] Detail Complex Freference omplex prefarsnce
& [E Digital Signature Portiet
& [&] Driver Status Displa
i Save Preferences | | Cancel | [[Reset Al ) [ Descriptions
& [E Exchange
i [& Export Partlet
& [EFile Upload
i [F| Forgot Password Portlet v
Done

3 Modify preferences, as appropriate.

While working on this panel, you can also perform the following actions:

If you want to

Do this

Display more information about the preferences
Discard your unsaved changes

Return all preferences for this portlet registration to
their default values (as defined in the corresponding
portlet definition)

Return an individual preference to its default value

Click Descriptions
Click Cancel

Click Reset All

Click the Reset link next to that preference
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4 To modify the localized version of a preference for each locale specified in the portlet definition:
4a Click the Detail link beside that preference (if available).
The panel displays the preference values for each locale.
4b Modify values, as appropriate.
4c Click OK to apply your changes and return to the main preferences list.
5 Click Save Preferences.

Assigning Security Permissions for Portlet Registrations

You can assign the security permissions described in Table 7-2 to users, groups, and containers for
portlet registrations.

Table 7-2  Security Permissions for Portlet Registrations

Permission Description
List Users can view the portlet registration from a selection list
Execute Users can run the portlet registration on a portal page

When you modify security permissions, the new values take effect only for the selected portlet
registration.

To assign security permissions for portlet registrations:

1 Inthe Portlet Applications list, select the portlet registration whose security permissions you want
to modify.

A General panel displays on the right.
2 Go to the Security panel.

This panel displays the current security permissions for the selected portlet registration:
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Ila Firefox

File Edit ‘Yiew Go Bookmarks Tools

Help

o =
@ T LV’ = g &3 @ |i_| http: jyour.applicationservername. goeshere :B0B0JIDMjportal/cnfadminContainerPagefPortletadministration

Identity Manager

Welcome, Admin

Page ddmin Themes

= & Portiet Applications
= & DM (Local)
=l [F] AdminList
E Adminlist
E= BookmarkPartlet
&l [E] cacheHolderFortiet
4 |5 CachingAdminTree
E] ChallEngeRespUnsePurtlEt
£ ChangendmwncredentialsPUrt\et
# [ ConfigPortlet
) CUntainerLUDKupPurtIEt
=l |55 CreatePortlet

# [ CreatePretPortiet

= CustamErandingPort\et
= [E] petaiPortiet

[ DetaiPrefPortiet

= EntltylmagaUplnadPnrtlet
7] Exchangze

&= ExportPortiet

@ [F FileUploadPortiet

] ForgutPasswordPort\et
4 [E GlobalBookmarkPortlet
£ Google|FramePortlet

E] GroupwiseCalendar

= Groupwisesail

£ GruuprssMailCa\endar
= Groupwiselivebiccess
& [EE HTmL

& [E HTMLComplesPrefEditar
& |5 HTMLEditarPortiet

E

Identity Self-Service Requests & Approvals Administration Logout  Help

Paortlet Admin Portal Security Toals

Logging

Caching

Partlet Registration: CreatePaortlet

General Categories Settings Preferences

This tab allows wou to assign Security Permissions for this Portlet Instance. &ny modifications made to these Security Permissions
will take effect for this specific Portlet Instance only,

- Execute

Search for: Current Assignments:

Containers seleted ~
no containers selected
Groups selected
no groups selected
Iﬂ G Wsers selected
no users selected

I Users Mo

Starts with:

(e.g 'smi)

Results iDisplaying 1to & of 6 users):

cn=ablake ,ou=users,ou=idmsample- jklobuche ro=nowve
CN=achung,ou =users,ou=idmsample- jklobucher o=nowv
cn=admin,ou=idmsample- jklobucher ,o=novell
cn=apalani,ou=users,ou=idmsample- jklobucher,0=nowt
cn=asmith,ou=users,ou=idmsample- jklobucher o=nowve
cn=aspencer,ou=users,ou=idmsample-jklobucher,o=nc

Lizt Permizsion Set to Admin Only

Dane

3 Go to the List or Execute tab, depending on which type of permission you want to assign.

4 Specify values for the following search settings:

Setting

What to do

Search for Select one of the following from the drop-down menu:
¢ Users
* Groups

+ Containers
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Setting What to do

Starts with If you want to:

+ Find all available objects of your specified type (user, group, or container),
then make this setting blank.

+ Find a subset of those objects, then enter the starting characters of the
CN values you want. (Case is not considered. Wildcards are not
supported.)

For example, searching for groups that start with S would narrow your
search results to something like this:

cn=Sales, ou=groups, o=MyOrg

cn=Service, ou=groups, o=MyOrg

cn=Shipping, ou=groups, o=MyOrg

Searching for groups that start with Se would return:
cn=Service, ou=groups, o=MyOrg

5 Click Go.
The results of your search appear in the Results list.

6 Select the users, groups, or containers you want to assign to the portlet registration, then click
the Add (>) button.

Hold down the Ctrl key to make multiple selections.

7 Enable or disable lock-down for the portlet registration as follows:

If you want to Do this

Lock down the portlet registration so only User  Select List/Execute Permission Set to Admin
Application Administrators can list/execute it Only

Allow all assigned users, groups, and containers Deselect List/Execute Permission Set to Admin
to list/execute the portlet registration Only

NOTE: If you deselect this setting but there are
no users, groups, or containers explicitly
assigned to the portlet registration, then
everyone has List/Execute permission for this
portlet registration.

8 Click Save.

7.3.7 Unregistering a Portlet

250

You can use the Portlet Admin page to unregister a portlet if necessary.

NOTE: If you unregister a portlet that is defined as auto-registered, that portlet is registered again
automatically when you restart your application server.

To unregister a portlet:

1 In the Portlet Applications list, select the portlet registration that you want to unregister.

A General panel displays on the right, showing information about the selected portlet
registration:
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Wl Kadin Identity Self-Senvce Requests & hppravals Administration Logout  Help

Application Canfizuration Fage Admin Portiet Admin Prowisioning Security

= @ Portiet Applications
1= & 1D# (Local)
1 [E] Admin List Display

Portlet Registration: CreatePortlet

= | Categories Settings Prefererces Security
5 ) APPlication Configuration Admin Tree -
Display
@ [E Associations Report You have selected a specific Portlet Registration. This tab displays read-only information about the selected Portlet
1 [ Bookmark Registration and will allow you to unregister this specific Portlet Registration if you wish,

4 [55| Cache Holder Cust Portlet

Display Hame: Entity Create Registration:  Automatic
] Cache Holder Portist

3l [F ChallengeResponse Partlet
@ [F] chalResp

& [ Change 4dmin Credentials
[ checkPasswordsyncStatus
l [& container Lookup
@ [&] content Preferences

il [ content Settings
2 [Fcreate =

Portlet Title: Create Execution: Asynchronous

Classname com.novell.sreprv.impl.portlet.create.CreatePortlet

Description:  Entity Create

@ [ Create Complex Preference
@l [ custom Branding Portlet
[ Delegation and Proxy Fortlet
@ [ Detail

i [&] Detsil Complex Preference
i [ Digital Signature Portiet
Driver Status Display

[ Exchange

[ Export Portiet

[ File Upload

Forgot Password Portlet
ForzotPud

E E

E EE B

GlobalBookmark.
GroupWise Calendar
GroupWise Mail

[

]

Grouphrise Mail-Calendar

B B

GroupWise Web Access
Header Portiet
HintChange

HTHL

== HT#L Complex Preference Editor
e
o Partlet

il [E]HTML Editor Portiet

@ [EE HTWL Wizard Complex Preference
il [&] IFrame

@ [ Image Upload

& [ Layout Selector Dialo: ]
Dane

2 Click Unregister Portlet.

3 When you are prompted to confirm the unregister operation, click OK.
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8.1

RBPM Provisioning and Security
Configuration

This section describes the tasks that you can perform from the RBPM Provisioning and Security page.
Topics include:

¢ Section 8.1, “About RBPM Provisioning and Security Configuration,” on page 253

¢ Section 8.2, “Provisioning Configuration,” on page 254

*

Section 8.3, “Administrator Assignments,” on page 267

*

Section 8.4, “Team Configuration,” on page 279

*

Section 8.5, “Navigation Access Permissions,” on page 287

About RBPM Provisioning and Security Configuration

The Administration tab now provides a new RBPM Provisioning and Security tab, which replaces the
Provisioning and the Security tab. This incorporates left navigation options that were previously
available on the Provisioning and the Security tab. In addition, it includes several new left navigation
options that give administrators the ability to assign security permissions in accordance with the new
consolidated security model.

The RBPM Provisioning and Security tab looks like this:

Figure 8-1 RBPM Provisioning and Security tab

Q Novells Identity Manager N

Weicome REPM Config Administrator Identity Self-Service Work Dashboard Roles and Resources Administration Logout Help

RBPM Provisioning and Security

FROVISICNING

2
2
CONFIGU TION 73
Delegation and Proxy

Delegation and Proxy _ :
Delegation and Proxy Service Settings
Digital Signature Service

Provisioning Ul Display Settings

Engine and Cluster Settings

ASSIGNMENTS AND P

PERMISSIONS

Administrator Assignments

NAVIGATION ACCESS ES

Mavigation Access Permissions

Delegate view preference: Select the Allow All Requests checkbox to display All optien in the provisioning resource category dropdown menu so thata
delegate can act as a delegate for ALL available resource categories. Note: Proxies will always see All requests, so this does not apply.

Allow All Requests
Assignment Retention: Specify the length of time assignments are retained in the directory after they expire
b ]
b ]
| —
Email notification templates: Click the lookup icon to change the currently assianed email templates for notification.
. JaH

X4
. a

Retention time for Delegation assignments (minutes):
Retention time for Proxy assignments (minutes)

Retention time for Availability settings (mintues):
Delegation nofification template

Proxy notification termplate:

Availability notification template:

RBPM Provisioning and Security Configuration
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8.2.1

Provisioning Configuration

The Provisioning Configuration actions allow you to configure the Delegation and Proxy Service, the

Digital Signature Service, the provisioning user interface settings, and the Workflow Engine and
clustering.

To access the Provisioning Configuration actions, you need to be a Configuration Administrator.

Configuring Delegation and Proxy Settings

This section includes information about:

¢ “Configuring the Delegation and Proxy Service” on page 254
¢ “Scheduling Synchronization and Cleanup” on page 256

Configuring the Delegation and Proxy Service

To configure the Delegation and Proxy Service:

1 Select the RBPM Provisioning and Security tab.

2 Select Delegation and Proxy from the left navigation menu.

The user interface displays the Delegation and Proxy page. To configure the service, you need to

make some changes in the Delegation and Proxy Service Settings box.

Q Novell. Identity Manager N

Welcome RBPM Config Administrator Identity Seli-Service Work Dashboard Roles and Resources Administration Logout Help
RBPM Provisioning and Security

PROVISION
CONFIGU oN

»

Delegation and Proxy
Delegation and Proxy

Digital Signature Service

Delegation and Proxy Service Settings

Provisioning Ul Display Seftings Delegate view preference: Selectthe Allow All Requests checkbox to display All option in the provisioning resource category dropdown menu so that a
Engine and Cluster Settings delegate can act as a delegate for ALL available resource categories. Note: Proxies will always see All requests, so this does not apply.
]
ASSIGNMENTS AND A Ao All Requasts
PERMISSIONS
Assignment Retention: Specify the length of ime assignments are retained in the directory after they expire

Retention time for Delegation assignments (minutes); 0

Administrator Assignments

NAVIGATION ACCESS £

Retention time for Proxy assignments (minutes): Cl

MNavigation Access Permissions
Retention time for Availability seftings (mintuesy: \:I
Email notification templates: Click the lookup icon to change the currently assigned email templates for notification
Delegation notification template \:l -\ @
Proxy notification template: lg
Availability notification template :g

3 Check the Allow All Requests option if you want to display the All option in the Resource Search
Criteria drop-down list for the Team Delegate Assignments action. When the All option is
available, a delegate assignment can be defined that applies to all resource categories.

4 Define the retention period for delegate, proxy, and availability assignments:
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Field

Description

Retention time for Delegation assignments

Retention time for Proxy assignments

Retention time for Availability settings

Specifies the number of minutes to retain delegate
assignments in the directory after they have
expired. The default is 0, which indicates that the
assignments will be removed after the expiration
time has been reached.

Specifies the number of minutes to retain proxy
assignments in the directory after they have
expired. The default is 0, which indicates that the
assignments will be removed after the expiration
time has been reached.

Specifies the number of minutes to retain availability
settings in the directory after they have expired. The
default is 0, which indicates that the assignments
will be removed after the expiration time has been
reached.

Select the e-mail templates you want to use for delegation, proxy, and availability notifications:

Field

Description

Delegation notification template

Proxy notification template

Availability notification template

Specifies the language-independent name for the
template to use for delegation e-mail notifications.
After the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing e-mail templates,
see Section 17.4, “Working with E-Mail Templates,”
on page 403.

Specifies the language-independent name for the
template to use for proxy e-mail notifications. After
the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing e-mail templates,
see Section 17.4, “Working with E-Mail Templates,”
on page 403.

Specifies the language-independent name for the
template to use for availability e-mail notifications.
After the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing e-mail templates,
see Section 17.4, “Working with E-Mail Templates,”
on page 403.
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8.2.2

Scheduling Synchronization and Cleanup

To configure the Synchronization and Cleanup Service:

1 Select the RBPM Provisioning and Security tab.

2 In the Provisioning Configuration group of actions, select Delegation and Proxy from the left

navigation menu.

The user interface displays the Delegation and Proxy page. To schedule synchronization and
cleanup, you need to make some changes in the Synchronization and Cleanup Service box.

Synchronization and Cleanup Service
Set synchronization time for delegation, proxy and availability settings. Activation interval change will take effect the next time application starts up.
Synchronization Service Activation Interval (minutes): o

Set cleanup senvice to delete assignments and settings that have passed retention time, using one of the following methods. Activation interval change
will take effect the next time application starts up.

® Cleanup Service Activation Interval {minutes): 0

O Cleanup Date:

Last cleanup performed:

To specify how often you want to activate the synchronization service, type the activation
interval (in minutes) in the Synchronization Service Activation Interval field. The default value is 0,
which means that the service is not activated.

When the synchronization service runs, any modifications (or deletions) made to delegate
assignments are synchronized with the corresponding availability settings for the user.

To specify how often you want to activate the cleanup service, select Cleanup Service Activation
Interval, then type the activation interval (in minutes). Alternatively, select Cleanup Date and use
the calendar tool to specify the date when you want to activate the service. The default value is 0,
which means that the service is not activated.

If no cleanup date is specified, the date is set to null. If no cleanup interval is specified, the
interval is set to 0. When a cleanup date is specified, the interval is set to be 0. When an interval
value other than 0 is specified, the date is set to null. If you check the cleanup interval option
without putting in a number (the default is 0), the interface will show the original cleanup date
after you submit the page, just as if you had not performed a submit.

When the cleanup service runs, all obsolete proxy and delegate assignments are removed from

the system.

If the cleanup service has been activated, the Last cleanup performed field indicates when the last
cleanup was performed.

Configuring the Digital Signature Service

This section provides details on configuring the Digital Signature Service.
To configure the Digital Signature Service:

1 Select the RBPM Provisioning and Security tab.
2 Select Digital Signature Service from the left navigation menu.

The user interface displays the Digital Signature Service panel:
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Q Novell. Identity Manager

Viglcome UserApp Identity S... Work Dashb... Roles and ... Compliance m Logout  Help
Application Configuration Page Admin Paortlet Admin RBPM Provisioning and Security

PROVISIONING 2

CONRISURATION | Digital Signature Service ’

B ey Fry Digital Signature Service

Digital Signature Service D
Provisioning Ul Display Seftings Enable Digital Signature Support

Engine and Cluster Settings Use XML Signature

ASSIGNMENTS AND Enable Signed Document Preview

PERMISSIONS

»

E‘ Use Digital Signature As a Service
Administrator Assignments g a

Team Configuration Signature Verification Provider Class Name: com.novell.srvprvimpl.dss.dsvp.vaas.VaaSDSProvider

NAVIGATICN ACCESS =
Save

Mavigation Access Permissions

3 Perform these steps to configure the Digital Signature Service:
3a Select the Enable Digital Signature Support check box.

If this check box is not selected, users will see an error message when they try to access any
provisioning resource that requires a digital signature.

Before enabling digital signature support, make sure all of the required JARs are present. If
any of the JARs are missing, you will see an error message when you select the check box.
For details on which JARs are required for digital signatures, see Section 2.4, “Digital
Signature Configuration,” on page 56.

3b Select the Use XML Signature check box if you want to use an XML Signature.

3c Optionally select the Enable Signed Document Preview checkbox to allow users to preview
signed documents.

3d Select the Use Digital Signature as a Service checkbox to configure digital signatures with the
Digital Signature Service.

The service for digital signatures is very easy to configure and manage. Do not deselect this
checkbox, unless you are not ready to upgrade from an older digital signature
implementation, or require the ability to read digital signature cards, since this support is
not available with digital signature as a service.

IMPORTANT: We strongly encourage you to use the digital signature as a service support,
since it is the most reliable and easy-to-use configuration for managing digital signatures.

When you select Use Digital Signature as a Service, the user interface automatically
displays the name of the provider class for signature verification. You cannot edit the class
name if you are using the digital signature service.

3e (Not Required for Digital Signature as a Service) Type the name of the class for your digital
signature service in the Class Name field.

3f (Not Required for Digital Signature as a Service) Optionally specify an entity key in the
Alternative Certificate Subject Virtual Entity Key field. The entity key maps to an entity
defined in the data abstraction layer. The entity provides a calculated attribute that can be
used instead of the LDAP common name to ensure that only authorized users can perform
digital signing. In the Designer, you define the entity, giving the key any name you like. On
the Digital Signature Service configuration panel, you specify the key for the entity you
defined. The alternative subject is an optional feature that you can use to add an extra layer
of protection.

39 (Not Required for Digital Signature as a Service) Select [KS or PKCS as the Key Store Type
for your configuration. The choice depends on how your application will store encrypted
private keys locally. If you want to use the Java Key Store, then select JKS. If you would
prefer to use a language-neutral approach, select PKCS.
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3h

3i

3

(Not Required for Digital Signature as a Service) Optionally select the Certificate
Authorization check box to ensure that the authenticated user matches the user associated
with the selected user certificate. When Certificate Authorization is enabled, the current user
is not permitted to use a certificate on the smart card (or browser) that has been given to a
different user.

(Not Required for Digital Signature as a Service) Optionally select the Enable Revocation
Check check box to cause the application to check the certificate revocation list (CRL) before
using a certificate to be sure that it is still valid. A certificate might be revoked for several
reasons. For example, the certificate authority might determine that a particular certificate
was improperly issued. Alternatively, the certificate might be revoked if the private key for
the certificate has been lost or stolen.

(Not Required for Digital Signature as a Service) Optionally select the Enable OCSP Query
check box to perform a query against an Online Certificate Status Protocol (OCSP) server
before using a certificate. OCSP is an alternative to certificate revocation lists that addresses
problems associated with using CRLs in a public key infrastructure (PKI). The OCSP access
point for the server is specified in the User Application Configuration utility.

4 To view the settings for a previously configured applet, select the applet from the Signature
Applet dropdown list.

Signature Applet

Use the dropdown menu below to view each digital signature applet settings that are currently configured. Click the Add or Remove button to add a new
applet or remove the currently selected applet.

Signature Applet t |E Cryptovision Applet v

Class ID: clsid:8AD9CE40-044E-11D1-B3E9-00805F499D83

Archive Mame: SAFXIE jar

Context Root: fmlsigner

Callback Mame: myCallback
=object id="signer_id" classid="%classid"” height=16 width=16= <=param name="code

Declaration Template: value="comicryptovision/safdSARXIE.class™f= =param name="archive” value="§root/$archive™= <param
name="mayscript” value="true"= =/ohject=

Invocation Template: document.signer_id.applet_sign($input,"$callback”)

Callback Function Template: $callback=function{res}{ $storeresult(res) };

Browsers: IE_8_0_WIN , IE_G6_0_WIN , IE_7_0_WIN

5 Perform these steps to add a new signature applet configuration:

5a

5b
5c
5d
5e

5f
59
5h
5i
5

Click Add.

The user interface makes the fields in the Signature Applet panel editable.
Provide a name for this applet configuration in the Display Name field.
Specify the class ID for the applet in the Class ID field.

Specify the entry of the JAR that contains the applet in the Archive Name field.

Specify <context root path> of the Web application that contains the applet archive for the
Context Root. (If the context root points to a different application, always start it with a “/”
character.)

Specify the callback name in the Callback Name field.

Specify the XML declaration string in the Declaration Template field.
Specify the invocation string in the Invocation Template field.

Specify the callback function in the Callback Function Template field.

Select the browser type (for example, IE 6.0) in the Browser Type select list.

6 Click Save to save your settings.
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8.2.3

Configuring the Provisioning Ul Display Settings

This section provides instructions on configuring various user interface settings. Some of the settings
control system-wide behavior within the User Application. Others are specific to the Work
Dashboard.

To access the Provisioning Ul Display Settings:

1 Select the Administration tab.
2 Select the RBPM Provisioning and Security tab.
3 Select Provisioning UI Display Settings from the left navigation menu.

The user interface displays the Provisioning Ul Display Settings page. To configure the display
settings for the Work Dashboard, you can make changes in the Task Settings and Request Status
Settings box, which appear after the General Display Settings.

Configuring the General Display Settings

The Administration tab in the User Application provides several settings you can use to control how
result sets are processed and displayed on pages within the application. To configure the settings for
result sets and pagination:

1 On the Provisioning UI Display Settings page, scroll down to the General Display Settings section of
the page.

General Display Settings

Changes will take effectimmediately. To change the default Header tab, go to RBPM Provisioning & Security = Mavigation Access Permissions.
Maximum number of results returned from a query: 50

Default number of results displayed per page: 25

Options for number of results displayed per page (use spaces to

separate values): 510 25 50 100 500

Threshald for browser-based sorting and filtering: 1000

MNovell Identity Manager Reporting Module URL: NDMRPT

2 Modify any of the following settings, and click Save.

Setting Description

Default number of results displayed per page Specifies the default number of rows to display in
lists shown on the Roles and Resources tab.

When a user initiates a query on any of the pages
listed above, the User Application caches the data
obtained by the query, and returns the number of
rows specified for this setting to the browser. Each
time the user requests to see the next page, another
set of rows is returned from the cache.

The default value for this setting is 25.
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Setting

Description

Options for number of results displayed per page
(use spaces to separate values)

Threshold for browser-based sorting and filtering

Novell Identity Manager Reporting Module URL

Allows you to specify additional values that the user
can select to override the default number of rows
displayed on the My Roles, View Request Status,
Browse Role Catalog, and Manage Role
Relationships pages. The list of values you type
must be separated by spaces.

Note that the number specified in the Default
number of results displayed per page control is
always included in the list of values for the user to
select.

The default value for this setting is 5 10 50 100 500.

NOTE: This setting also applies to the Team Tasks
page on the Work Dashboard tab and to the Object
Selector. The default number of rows displayed on
the Team Tasks page and in the Object Selector,
however, is not controlled by the Default number of
results displayed per page setting. The default
number of rows for team tasks is set at 5, and the
default number of rows for the Object Selector is set
at 10.

Specifies the maximum amount of memory
(expressed in rows) for the client browser to use for
sorting and filtering. If you specify a very high value,
client-side sorting and filtering will be very fast, but
an excessive amount of memory might be used on
the client. If you specify a very low value, the client-
side memory usage might be low, but sorting and
filtering might also be too slow.

This setting applies only if the size of the result set
is less than or equal to the threshold value. If the
size of the result set is larger than the threshold
value specified, sorting and filtering operations are
performed on the server.

The default value for this setting is 1000.

The Uniform Resource Locator (URL) for the
Identity Reporting Module.

Once the URL has been defined, a user can log in
as a Report Administrator, and see the Access
Reporting Tool button on the Work Dashboard.
When the user clicks this button, the URL defined
here is used to open the reporting module in a new
window.

If the reporting module is running on the same
server and port as the User Application, you only
need to enter the WAR context name prefixed with a
slash [/]. Otherwise, you need to specify the full
URL, including the server and port.
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Configuring the Task Settings

To configure the administrative settings for the Tasks list on the Work Dashboard:

1 Scroll down to the Task Settings box:

Task Settings

Set default appearance for Task settings, Select"Allow userto override” ifyou would like the user to be able to customize any setting, Select
and drag among the column lists in orderto set"User default columns” and "Available columns for User override”, The default sortis
required a5 a default column,

Expand Task List in default view of Work Dashhoard: @ yes O no _’:”DW userto
averride
Task Mofifications List default sort: Request Date T Descending
Task Matifications List calumns: Available columns: [ mllow userto
override
Assigned To

Requested By
Type
Digital Signature

User default columns:

Tazsk™
Request
Recipient
Claimed
Timeout
Priarity
Comments
Reguest Date *

Open Task Details: In line with list _Alluw userta
override
Auto-claim when opening Task Details: Oyes @ no wriﬁ'é“"“' userta

2 To specify whether you want the Task List to be displayed when users first open the dashboard,
select either the Yes or No radio button for the Expand Task List in default view of Work Dashboard
option.

3 To set the default sort column for the task list, pick the column in the Task Notifications List default
sort field. Indicate whether the sort order will be ascending or descending by selecting or
deselecting the Descending checkbox.

The default sort column is required in the task list display. When you select a default sort
column, this column is automatically added to the User default columns list.

To allow the user to override the default sort column and sort order, click the the Allow user to
override checkbox.

4 To include a column in the task list, select it in the Available Columns list box, and drag them to
the User default columns list box. To remove a column, select it in the User default columns list box
and drag it to the Available Columns list box. You can select multiple columns to include or
exclude by using the Ctrl or Shift key while clicking on the columns.

To allow the user to override the column selections you’'ve made, click the Allow user to override
checkbox. When you click this checkbox, the user interface displays the Available columns for User
override list box. Any columns you add to the Available columns for User override list box are
included in the Available columns list that the user sees on the Work Dashboard. To allow the user
to override the default column list, select and drag one or more columns to the Available columns
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for User override list box from either the User default columns list box or the Available Columns list
box. When you add a column to the Available columns for User override list box, that column is
automatically removed from the list box from which you dragged it.

To specify how the task details should be displayed when the user clicks on a task, select one of
the following options:

Option Description

In line with list Displays the details within the Task Notifications list,
directly under the task selected.

This is the default.

In modal dialog Displays the details in a separate dialog box that
must appears on top of the Task Notifications list.
After viewing the details for a task, the user needs to
close the dialog to see the list again.

To allow the user to claim a task automatically by simply opening the task details, select yes for
the Auto-claim when opening Task Details option. When this option is set to no, the user must
explicitly select Claim to claim a task.

Configuring the Request Status Settings

To configure the administrative settings for the Request Status list on the Work Dashboard:

1 Scroll down to the Request Status Settings box:

Reguest History Settings

Setdefault appearance for Reguest History settings. Select "Allow user to override” ifyou would like the user to be ahle to customize any
setting. Select and drag among the column lists in order to set"User default columns” and "Available columns for User override®. The
default sartis required as a default calumn.

Reguest Histary List default sort: Request Date v Descending
Request History List columns: Available columns: User default columns: O Al user to
averride
Recipient ltern Requested *
Type Status

Request Date *
Requested By
Comments

O Allow userto

Cpen Reguest History Details: In line with list  » !
avertide

2 To set the default sort column for the request status list, pick the column in the Request Status List

default sort field. Indicate whether the sort order will be ascending or descending by selecting or
deselecting the Descending checkbox.

The default sort column is required in the request status list display. When you select a default
sort column, this column is automatically added to the User default columns list.

To allow the user to override the default sort column and sort order, click the the Allow user to
override checkbox.

To include a column in the request status list, select it in the Available Columns list box, and drag
them to the User default columns list box. To remove a column, select it in the User default columns
list box and drag it to the Available Columns list box. You can select multiple columns to include
or exclude by using the Ctrl or Shift key while clicking on the columns.
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To allow the user to override the column selections you've made, click the Allow user to override
checkbox. When you click this checkbox, the user interface displays the Available columns for User
override list box. Any columns you add to the Available columns for User override list box are
included in the Available columns list that the user sees on the Work Dashboard. To allow the user
to override the default column list, select and drag one or more columns to the Available columns
for User override list box from either the User default columns list box or the Available Columns list
box. When you add a column to the Available columns for User override list box, that column is
automatically removed from the list box from which you dragged it.

4 To specify how the request status details should be displayed when the user clicks on one of the
items requested, select one of the following options:

Option Description

In line with list Displays the details within the Request Status list,
directly under the request selected.

This is the default.

In modal dialog Displays the details in a separate dialog box that
must appears on top of the Task Notifications list.
After viewing the details for a task, the user needs to
close the dialog to see the list again.

8.24  Configuring the Workflow Engine and Cluster Settings

This section provides instructions on configuring the Workflow Engine and on configuring cluster
settings. These settings apply to all engines in the cluster. When any of these settings are changed,
other engines in the cluster will detect these changes in the database and use the new values. The
engines check for changes to these settings at the same rate as specified by the pending process
interval.

The process cache settings and heartbeat settings require a server restart to take effect.

Configuring the Workflow Engine

To configure the Workflow Engine settings:

1 Select the Provisioning tab.
2 Select Engine and Cluster Settings from the left navigation menu.

The user interface displays the Workflow Configuration Settings page. To configure the engine,
you need to make some changes in the Workflow Engine box.
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Workflow Engine

taadify amy of the settings below to change the current workflow engine configurationall fields are required

Email Motification (per workflow
enginel:

Web Service Activity Timeout

(# Enable () Disable

(minute) a0 [walid range: 1 minute to 7 days)
gf_:;i::my Timeout {hour, O far ne a [walid range: 0 hour to 365 days)
Completed Process Timeout [daw): 120 [walid range: 0 day to 365 days)
Completed Process Cleanup Interval 1z

(hourl:

Pending Process Interval (zecond): 30

Retry Queue Interval (minute); 15

Mazimum Thread Pool Size: 20

Mirimum Thread Pool Size: 1

Initial Thread Foal Size: b

Thread Keep Alive Time [second): 300

Process Cache Load Factor 0.75 [walid range: 0 to 1)

Process Cache Initial Capacity: g

Process Cache Maximum Capacity: h00

Maximum Engine Shutdown Timeaout ]
[minute):

3 To change an engine setting, click the target field for the setting and type the new value. The
engine settings are described below:

Engine Setting

Description

Email Notification (per workflow
engine)

Web Service Activity Timeout
(minute)

User Activity Timeout (hour, O for
no timeout)

Completed Process Timeout (day)

Completed Process Cleanup
Interval (hour)

Pending Process Interval (second)

Enables or disables e-mail notifications for the entire workflow
engine. Defaults to enabled.

Specifies the default Web Service activity timeout in minutes. The
default is 50 minutes.

Specifies the default user activity timeout. The default is 0 days,
which indicates no timeout.

Specifies the number of days that a completed process state is kept
in the workflow database system. The default is 120 days.

Specifies how often the engine checks for and removes completed
processes that have been in the workflow database system for longer
than the completed process timeout. The default is 12 hours.

User activities that are executed on an engine which the process is
not bound to are put into a pending state. This interval specifies how
often to check for pending activities in order to continue their
execution. The default is 30 seconds.
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Engine Setting Description

Retry Queue Interval (minute) Activities that fail because of suspected database connectivity issues
are put on a retry queue. This interval specifies how often the engine
attempts to retry these activities. The default is 15 minutes.

Maximum Thread Pool Size The maximum number of threads that the engine uses to execute
activities. The default is 20.

Minimum Thread Pool Size The minimum number of threads that the engine uses to execute
activities. When a thread is requested and fewer than the minimum
are in the pool, a new thread will be created even if there are idle
threads in the pool. The default is 10.

Initial Thread Pool Size Number of prestarted threads in the pool when it is created. The
default is 5.

Thread Keep Alive Time (second) If the pool is larger than the minimum size, excess threads that have
been idle for more than the keep alive time will be destroyed. The
default is 5 minutes.

Process Cache Load Factor The load factor specifies how full the cache is allowed to get before
increasing its capacity. If the number of entries in the cache exceeds
the product of the load factor multiplied by the current capacity, then
the capacity is increased. The default is 0.75.

Process Cache Initial Capacity The process cache is backed by a hash map. The capacity is the
number of buckets in the hash map. The initial capacity is the number
of buckets at the time the cache is created. The default is 700.
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Engine Setting Description

Process Cache Maximum Before adding a process to the cache, if the number of processes in

Capacity the cache equals or exceeds the Process Cache Maximum Capacity,
the cache attempts to remove the oldest inactive process from the
cache. The maximum capacity is a soft limit, so the number of
processes in the cache might exceed the Process Cache Maximum
Capacity if there are no inactive processes (only active processes) in
the cache.

A good value for this setting should be less than product of the
Process Cache Initial Capacity and the Process Cache Load Factor.
This gives the cache a chance to remove older inactive processes
from the cache before having to increase its capacity.

Take the following example:

Process Cache Initial Capacity = 700;
Process Cache Load Factor =.75;
Process Cache Maximum Capacity = 500;
Number of processes in cache = 500;

In this case, the number of processes in the cache that will trigger the
cache to grow its capacity and perform a rehash would be 525,
because the Initial capacity multiplied by the load factor is equal to
525.

In this example, when there are 500 processes in the cache, the
cache is approaching the point where it must increase its size and
perform a rehash, which is at 525 processes. When another process
is added to the cache, the engine attempts to remove the least
recently used inactive process instead of letting the cache get closer
to 525 processes.

The default is 500.

Maximum Engine Shutdown The engine attempts to shutdown gracefully. When shutting down it

Timeout (minute) stops queuing new activities for execution and attempts to complete
any activities already queued. This timeout specifies the maximum
time that the engine waits for all queued activities and threads
executing activities to complete. If this time is exceeded, the engine
halts processing of queued activities and attempts to stop all threads
executing activities. The default is 1 minute.

Configuring the Workflow Cluster

To configure the Workflow Cluster settings:

1 Select the Provisioning tab.
2 Select Engine and Cluster Settings from the left navigation menu.

The user interface displays the Workflow Configuration Settings page. To configure cluster
settings, you need to make some changes in the Workflow Cluster box.
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8.3

Wworkflow Cluster

taodify amy of the settings below to change the current cluster configuration, Review the list of each workflow engine in
the cluster for engine 10 and engine stateall fields are required

Heartbeat Interval [second, minimum
60):

60
Heartbeat Factor (minimum 2): 2

Engine ID[Read Cnly)
ERGINE Runming

Engine State(Read Cnly)

3 To change a cluster setting, click the target field for the setting and type the new value. The

cluster settings are described below:

Cluster Setting

Description

Heartbeat Interval (second, minimum 60)

Heartbeat Factor (minimum 2)

Specifies the interval at which the workflow engine’s
heartbeat is updated.

When the workflow engine starts up, it detects if its
engine ID is already being used by another node in
the cluster and refuses to start if the ID is in use.
The User Application database maintains a list of
engine IDs and engine states. If an engine crashes
and is restarted, its last state in the database
indicates that it is still running. The workflow engine
therefore uses a heartbeat timer, which writes
heartbeats at the specified interval, to determine if
an engine with its ID is still running in the cluster. If
it's already running, it refuses to start.

The minimum value for the heartbeat interval is 60
seconds.

Specifies the factor that is multiplied with the
hearbeat interval to arrive at the heartbeat timeout.

The timeout is the maximum elapsed time permitted
between heartbeats before an engine will be
considered timed out.

The minimum value for the heartbeat factor is 2.

Administrator Assignments

The Administrator Assignments page allows you to assign users, groups, and containers to
administrative roles. An administrator assignment specifies a domain type (Security, Provisioning,
Role, Resource, Configuration, and Compliance), as well as a set of permissions for the assignment.

The Administrator Assignments page is accessible to the following users:
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Table 8-1 User Access to the Administrator Assignments Page

User Capabilities

Security Administrator Can perform all operations on the Administrator
Assignments page.

Other Domain Administrators Can view administrator assignments and request
assignments (or revoke assignments) for the domain
over which this user has authority. He/she cannot view
assignments or request assignments within another
domain.

Delegated administrators of a domain have no access to this page.

The permissions for an administrator assignment define the actions that administrators can take on a
particular scope of object instances within the domain type selected. For example, if you select the
Role domain as the domain type for an assignment, the permissions determine what actions the
administrators can take on the set of role instances selected as the scope for the assignment. These
permissions might specify, for the selected scope of roles, that administrators can perform actions
such as assigning roles to users, viewing role assignments, and reporting on role assignments.

Changing the Default Administrator Assignments The default administrator assignment settings
are established at the time the User Application driver is initialized. After the driver has been
initialized, you can change the default settings on the Administrator Assignments page, as long as
your “admin” user account still exists. If the account has been deleted, deactivated, or moved to a
different location, you will not be able to login to make the new assignments. In this case, you need to
reset the values in the configupdate utility and delete the initialization property in the User
Application Driver. Here are the basic steps you need to follow to do this:

1. Change the administrator assignment values in the configupdate utility.

2. Delete the initialization parameter in the User Application Driver.

3. Restart the User Application Driver and the Roles and Resources Driver.

4. Restart the User Application.

For complete details, see Section 2.14, “Changing the Default Administrator Assignments After
Installation,” on page 99.

8.3.1 Viewing Administrator Assignments

To view existing administrator assignments:

1 Select Administrator Assignments on the RBPM Provisioning & Security tab.
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The Administrator Assignments page displays the list of administrator assignments currently

defined.

Welcome Security Administrator Administration

Portlet A RBPM Provisioning and Security

Assignments and & Assign.. | Remove.. | Edit. | Refresh | Customize... Fiter @~ | Rows:[25 »
Permissions ’ i l (= =
h ) nitial
¥ Administrator Assignments [[]  AssignedTe Domain = Permissions  Source Effective Date  Expiration Date  Status Request Comments
Team Configuration Description
Navigation Access & Aa,ol " e Compliance
plication . -
Navigation Access O administrator {2} Al Assigned  Aug 26, 2009 v Completed ::g:‘gnn'smt;a;?'
Permissions of Sample to Role request.
Data
8 aan e Samistater
@5 A i
O it fic) I Assigned  Sep 1, 2009 v Completed oty
to Role
request
& reFu RBPH
Config ) User configuration
O  administrator 33 Al Assigned  Aug 26, 2009 v Completed  administrator
Of Sample to Role assignment
Data request.
RBFM
84 ) User configuration
B i Al Assigned  Sep 1.2009 ¥ Completed  administrator
i to Role assignment
request

8.3.2 Creating New Assignments

To define a new administrator assignment:

1 Click the Assign button at the top of the Administrator Assignments display.

Refresh | Customize...

.%S%ﬁ' n. | Remove.. | Edit..

Fiter (Y~ | Rows:[25 (v

Initial
O in 2 FPermissions  Source Effective Date  Expiration Date  Status Reqguest Comments
Description
fpl' . T Compliance
plication - ! administrator
Ol aAdministrator & Al Assigned  Aug 26, 2009 v Completed e
of Sample to Role request
Data )

The New Administrator Assignment dialog displays:

-+ Hew Administrator Assignment

Domain: &

Type of Assignment:

User:™ |"
Effective Date: | | |

{mmiddfyyyy hhomm:ss a)
If no date is entered, effective date is immediate.
Expiration Date: & Mo Expiration
9] Specify Expiration
All Permissions &)

[ Assign ”_ Cancel
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2 Select one of the following domains:

¢ The Compliance domain defines rights to launch attestation requests and view the status of
attestation requests.

¢ The Configuration domain defines rights to configure access to User Application header tabs
and navigation items.

¢ The Provisioning domain defines rights to launch and retract process requests, manage
addressee tasks, and configure delegate, proxy, and availability settings.

¢ The Reports domain defines report permissions, which include the ability to use the Identity
Manager Reporting tool. A Report Administrator is given the Access Reporting Tool
navigation access permission automatically, which allows the user to access the reporting
tool directly from the Work Dashboard.

NOTE: To access the existing role and resource reports, a user who is a Report
Administrator must be assigned as Role or Resource Manager, and be given the Report on
Role or Report on Resource permission for a specific role or resource, or for all roles or
resources.

¢ The Resource domain defines rights to manage resources, assign, revoke, and report on
resources, as well as rights to configure resource settings and bind entitlements.

¢ The Role domain defines rights to manage roles and SoDs, assign, revoke, and report on
roles, as well as rights to configure role settings.

¢ The Security domain defines rights to manage User Application security, such as assign and
revoke domain administrators, domain managers, and teams.

The domain determines what types of objects the administrator can act on. An administrator
assignment can only be associated with a single domain.

NOTE: If a particular user has been designated as a manager of a team, Novell recommends that
this user should not also be designated as a domain administrator for the domain associated
with the team.

To see a description of a particular domain, click the Info icon to the right of the Domain list:

& New Administrator Ass ignment

Domain: i.CDrﬂp“ance_ v|% Domain Information (%]

Type of Assignment: é_User- | B The Compliance domain defines rights to launch attestation
—— requests and view the status of attestation requests.

User:* [ ]T& T
Effective Date: | | B
{mmiddfyyyy hhemmess a)
If no date is entered, effective date is immediate.
Expiration Date: (3 No Expiration
®] Specify Expiration
All Permissions (¢

[ Aasign ][ Cancel ]

3 Specify one of the following choices for the Type of Assignment:
¢ User

* Group
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4

5

6

7

10

¢ Container
¢ Role
Select the users (or groups, containers, or roles) in the Select Users field.

The label for the control, and the objects available for selection, vary according to the type of
assignment you’ve specified.

Select an Effective Date for the assignment. This date (and time) determines when the
permissions are enabled for the assignment.

Select an Expiration Date for the assignment. This date (and time) determines when the
permissions are disabled for the assignment.

To give the administrator full permissions for the selected domain, click the All Permissions
checkbox.

When the All Permissions checkbox is checked, the assignment creates a Domain Administrator.
When it is unchecked, the assignment creates a Delegated Administrator.

When the domain selected is Security, Configuration, Compliance, or Reports, the assignment
automatically gives full permissions for the selected domain, and the All Permissions checkbox is
not displayed.

NOTE: When a user is assigned a Compliance Administrator role, the user interface shows two
rows in the Administrator Assignments page, one for the Compliance Administrator role, and
one for a Provisioning Manager role with no permissions visible. Note that this latter row
should not be removed. If the row is removed, the user assigned to be Compliance
Administrator will not be able to launch attestation requests successfully. The Compliance
Administrator role is automatically given rights to initiate and retract attestation provisioning
requests. For this reason, the Provisioning Manager role is required.

Click Save to preserve your administrator assignment settings.

If the domain for the assignment is Provisioning, Role, or Resource domain, and you’ve unchecked
the All Permissions checkbox, the Permissions section is added to the page.

To define the permissions, click New.

This interface shows controls that apply to the domain selected for the assignment. These
controls allow you to specify which objects are within the scope of the assignment and which
permissions administrators have with respect to these objects.

Follow these steps to define permissions for an assignment that uses the Provisioning domain:

10a To include all provisioning request definitions, click the All Provisioning Request Definition
button.
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~ Add Provisioning Request Definition Permissions

Select Authorized Objects Select Permissions

® All Provisioning Request Definitions I |
N T Initiate PRD

O select Frovisioning Request Definition: Retract PRD

| View Running PRD
Configure Delegate
Manage Addrezsee Task
Configure fvailability

~ Add User Application Driver Permissions

Authorized Objects Select Permissions
Jboss5PRicasso
Configure Proxy
[ Save ][ Cancel ]

10b To select provisioning request definitions individually, choose the Select Provisioning Request

Definition radio button, and use the Object Selector to pick one provisioning request
definition at a time:

~ Add Provisioning Request Definition Permissions

Select Authorized Objects Select Permissions
O Al Provisioning Request Definitions I |
o L L Initiate PRD
% select Frovisioning Request Definition: - Retract PRD
| | View Running PRD

Configure Delegate
Manage Addreszee Tazk
Configure Availability

“# Add User Application Driver Permissions

Authorized Objects Select Permissions
Jboss5Picasso
Configure Proxy
[ Save ][ Cancel ]

NOTE: If you select All Provisioning Request Definitions, and define a permission at this
level, and then try to define the same permission for a particular provisioning request
definition, the Administration Assignment page will not create the permission for the
provisioning request definition, since it has already been defined at a higher level. In
general, a permission will not be set on a lower level object if it has been already defined for
a higher level object. However, if it is defined on a lower level object first, the same
permission can be set on a higher level set of objects as well.
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10c Once you've defined the scope, choose the permissions you want to allow for each object by
selecting the object and picking the desired permissions in the list on the right side of the
dialog.

Permission Description

Initiate PRD Allows the user to initiate the selected
provisioning requests.

NOTE: The Initiate PRD permission has no effect
on the behavior of the Novell-installed PRDs for

resources, roles, and attestation within the User

Application, since these PRDs cannot be initiated
directly from the User Application. However, this
permission does control whether these PRDs can
be initiated from a SOAP call.

Retract PRD Allows the user to retract the selected
provisioning requests when they are in progress.

View Running PRD Allows the user to view the selected provisioning
requests when they are in progress.

Configure Delegate Allows the user to configure delegate
assignments for the selected provisioning
requests.

Manage Addressee Task Allows the user to manage tasks associated with
the selected provisiong requests that have been
addressed to other users.

When this permission is enabled, Domain and
Delegated Administrators can manage tasks for
all users, including addresses and recipients.
Team Managers are able to manage tasks for
addressees, but not for recipients.

Configure Availability Allows the user to configure availability for tasks
associated with the selected provisioning
requests.

10d In the Add User Application Driver Permissions section of the page, optionally select the
Configure Proxy permission to allow the selected user(s) to configure proxy assignments.
This setting applies to the driver as a whole.

10e Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions, click Refresh.
11 Follow these steps to define permissions for an assignment that uses the Role domain:

11a To include all roles in all levels in the roles hierarchy, choose All Role Levels in the Role Level
control.
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“ Add Role Permissions

Select Authorized Objects Select Permissions
©Role Level: i Role Levels i

Create Role

Delete Role

lpdate Role And Role Relationship

O Select Roles: iew Role

As=ign Role To User L3
Revoke Role From User

Az=ign Role To Group And Container L'

~ Add Separation of Duties Permissions

Select Authorized Objects Select Permissions
Oal Separation of Duties Constraints

] . _— Update SoD

® select Separation of Duties Constraint: Delete SoD
View SoD
Report On Sob

~ Add Role Configuration Permissions

Authorized Objects Select Permissions

configuration
Configure Roles Settings

[ Save ][ Cancel ]

To include all roles at a particular level in the role hierarchy, choose one of the following
levels:

* Business Role
* IT Role
* Permission Role

To include all roles in a particular sub container under the selected role level, use the Object
Selector to select the sub container.

11b To select roles individually, choose Select Roles radio button, and use the Object Selector to
pick one or more roles:
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“ Add Role Permissions
Select Authorized Objects

Select Permissions

ORole Level [ 4 Role Levels

{* select Roles:

~ Add Separation of Duties Permissions

Select Authorized Objects
Oal Separation of Duties Constraints

® select Separation of Duties Constraint:

~ Add Role Configuration Permissions

Authorized Objects
configuration

[ Save ][ Cancel ]

Delete Role

lpdate Role And Role Relationship

View Role

As=ign Role To User

Revoke Role From User

Az=ign Role To Group And Container B
Revoke Role From Group And Container |«

Select Permissions

Update SoD
Delete SoD
View SoD
Report On Sob

Select Permissions

Configure Roles Settings

11c Once you've defined the role scope, choose the permissions you want to allow for each
object by selecting the object and picking the desired permissions in the list on the right side

of the dialog.

Permission Description

Create Role Allows the user to create roles.
This permission is hidden when a particular role
is selected.

Delete Role Allows the user to delete the selected roles.

This setting applies only at the container level.

At installation time, no user has the ability to
delete system roles. However, the administrator
may grant user access to the system roles. The
permission to delete roles should not be given for
the RoleConfig, Level20, and System roles
containers. Also, in general, you should not set
permissions on those containers, because
permissions on these containers will be
propagated to the system roles. Instead, you
should create role subcontainers under the role
level container and set permissions on each
subcontainer.
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Permission

Description

Update Role and Role Relationship

View Role

Assign Role To User

Revoke Role From User

Assign Role To Group And Container

Revoke Role From Group And Container

Report On Role

Allows the user to update the selected roles and
modify role relationships.

This setting applies only at the container level.
Allows the user to view the selected roles.
This setting applies only at the container level.

Allows the user to assign users to the selected
roles.

IMPORTANT: Only the Security Administrator
can assign system roles on the Work Dashboard
tab and the Roles and Resources tab.

Allows the user to revoke user assignments for
the selected roles.

Allows user to assign groups and containers to
the selected roles.

Allows the user to revoke group and container
assignments for the selected roles.

Allows the user to generate reports that provide
information about the selected roles.

11d To include all separation of duties constraints, choose All Separation of Duties Constraints

radio button.

11e To select separation of duties constraints individually, choose Select Separation of Duties
Constraint radio button, and use the Object Selector to pick one or more constraints.

11f Once you've defined the separation of duties scope, choose the permissions you want to
allow for each object by selecting the object and picking the desired permissions in the list

on the right side of the dialog.

Permission Description

Create SoD Allows the user to create separation of duties
constraints.
This permission is hidden when a particular SoD
constraint is selected.

Update SoD Allows the user to update the selected separation
of duties constraints.

Delete SoD Allows the user to delete the selected separation
of duties constraints.

View SoD Allows the user to look at the selected separation

Report On SoD

of duties constraints.

Allows the user to generate reports that provide
information about the selected separation of
duties constraints.
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11g In the Add Role Configuration Permissions section of the page, optionally select the Configure
Roles Settings permission for the configuration object.

This setting controls access to the Configure Role and Resource Settings page on the Roles and
Resources tab. To access this page, the user must have the Configure Roles Settings permission
as well as the Configure Resource Settings permission, which is given through a Resource
Manager (or Resource Administrator) assignment. If a user does not have both of these
permissions, the Configure Roles and Resource Settings page displays read-only information,
and cannot be edited.

11h Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions, click Refresh.
12 Follow these steps to define permissions for an assignment that uses the Resource domain:

12a To include all resources, click the All Resources button.

~* Add Resource Permissions

Select Authorized Objects Select Permissions
{51 sl Resources

O select R . Create Resource
ele ES0Urces: Delete Resource

Update Resource
View Resource
As=ign Resource
Revoke Resource
Report On Resource

~ Add Entitlement Permissions

Select Authorized Objects Select Permissions
© Al Drivers I - |
— Bind Entitlement
© select Driver. _ Report On Entitlernent
| @
~ Add Resource Configuration Permissions
Authorized Objects Select Permissions
configuration
Configure Resources Settings
[ Save ] [ Cancel ]

12b To select resources individually, choose the Select Resources radio button, and use the Object
Selector to pick one or more resources:
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~ Add Resource Permissions

Select Authorized Objects Select Permissions
O Al Resources

Delete Resource
lUpdate Resource
Wiew Resource

{*} select Resources:

As=ign Resource

Revoke Resource

Report On Resource

~* Add Entitlement Permissions

Select Authorized Objects Select Permissions
O &l Drivers

Eind Entitlement
Report On Entittement

(& Select Driver:

| @ G
~ Add Resource Configuration Permissions
Authorized Objects Select Permissions
configuration
Configure Resources Settings
[ Save ] [ Cancel ]

12¢ Once you’'ve defined the resource scope, choose the permissions you want to allow for each
object by selecting the object and picking the desired permissions in the list on the right side

of the dialog.

Permission Description

Create Resource Allows the user to create resources.
This permission is hidden when a particular
resource is selected.

Delete Resource Allows the user to delete the selected resources.

Update Resource Allows the user to update the selected resources.

View Resource Allows the user to view the selected resources.

Assign Resource Allows the user to assign users to the selected
resources.

Revoke Resource Allows the user to revoke user assignments for
the selected resources.

Report On Resource Allows the user to generate reports that provide

information about the selected resources.

12d To include all drivers for entitlements, click the All Drivers radio button.

12e To select drivers individually, choose the Select Driver radio button, and use the Object
Selector to pick a resource.

12f Once you’'ve defined the driver scope, optionally select the Bind Entitlement permission to
allow the selected user(s) to bind resources to entitlements. To allow the user to generate
reports on entitlements, optionally select the Report On Entitlement permission.
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8.3.3

8.3.4

8.3.5

8.4

129 In the Add Resource Configuration Permissions section of the page, optionally select the
Configure Resources Settings permission for the configuration object.

This setting controls access to the Configure Role and Resource Settings page on the Roles and
Resources tab. To access this page, the user must have the Configure Resources Settings
permission as well as the Configure Roles Settings permission, which is given through a Role
Manager (or Role Administrator) assignment. If a user does not have both of these
permissions, the Configure Roles and Resource Settings page displays read-only information,
and cannot be edited.

12h Click Save to save the permissions for the assignment.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the assignment, click Refresh.

13 Click Save to save the assignment and permissions.

Editing an Existing Assignment

To edit an existing administrator assignment:

1 Select a previously defined assignment and click Edit.

2 Make your changes to the administrator settings and click Save.

Deleting Assignments

To delete an assignment:

1 Select a previously defined assignment and click Edit.

Refreshing the Assignment List

To refresh the list of administrator assignments:

1 Click Refresh.

Team Configuration

The Team Configuration page allows you to create teams and define permissions for these teams. A
team definition specifies a domain type (Provisioning, Role, or Resource), as well as a set of team
members and managers. The Team Configuration page is accessible to the following users:

Table 8-2  User Access to the Team Configuration Page

User Capabilities

Security Administrator Can perform all operations on the Team Configuration
page.

Other Domain Administrators Can define a team for the domain over which the

administrator has authority.
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User Capabilities

Team Manager Can view a team definition for which he/she is
configured to be the manager. When a team manager
edits a team, the team definition itself is read-only,
because the team manager cannot modify the team
configuration.

The members of a team can be specified individually as a set of users, groups, or containers, or can be
defined based on a business relationship, such as the Manager-Employee relationship. Alternatively,
the team member list can include all users within the container.

When a team definition includes a container or group in its membership list, the User Application
expands the list within the container or group to show the users within the container or group.
Therefore, the User Application only allows the team manager to specify a particular user within the
container or group as the recipient for a team request; the team manager is not permitted to specify a
container or group as the recipient for a team request.

The managers for a team can be a one or more users or groups. When you define a team, you can
specify whether you want the team managers to also be members of the team.

The permissions for a team define the actions that team members can take on a particular scope of
object instances within the domain type selected for a team. For example, if you select the Role
domain as the domain type for a team, the team permissions determine what actions the members
can take on the set of role instances selected as the scope for the team. These permission might
specify, for the selected scope of roles, that members can perform actions such as assigning roles to
users, viewing role assignments, and reporting on role assignments.

8.4.1 Viewing Team Configurations

To view existing team configurations:

1 Select Team Configuration on the RBPM Provisioning and Security tab.

The Team Configuration page displays a list of team configurations currently defined.

Welcome Security Administrator

RBPM Provisioning and Security

Assignments and

S
% B 5 £
s Team Configuration
Permissions

W =lete : = o0 T
Administrator Assignments New... | Edit.. | Refresh Fiter @ | Rows RLLUL|
+ Team Configuration il T_eam Name = Domain Description Managers N!embers
o I :
Navigation Access a [l £3 ablake &) test 8 Allison Blake &5 All Users
Mavigation Access O & Alans Team {8 Alans Team & Aan Admin g ':::2 Bz\:rgate
Permissions - e z D
[F] &3 kchang HEY test & Kevin Chang B All Users
O & margo (& test 8 Wargo MacKenzie & All Users
[ & ssouth (& test 8 sally South &h All Users

1-50f5
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Filtering the Team List

1 Click the Display Filter button in the upper right corner of the Resource Catalog display.

(h> | Rows| 5 A

Display Filter

2 Specify a filter string for the team name or description in the Filter dialog, or select a particular
domain, and click Filter:

Filter x
Team Mame:
Description:

Domain: Provisioning b

[ Filter ” Clear ][ Cancel

3 To remove the current filter, click Reset.

Setting the Maximum Number of Rows on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:

Scrolling within the Team List

1 To scroll to another page in the resource list, click on the Next, Previous, First or Last button at
the bottom of the list.

Sorting the Team List
To sort the team list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new sort column. When the
sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.

The default sort column is the Resource Name column.
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If you override the default sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).

When you modify the sort order for the task list, your preference is saved in the Identity Vault along
with your other user preferences.

8.4.2 Creating New Teams

To define a new team:

1 Click the New button at the top of the Team Configuration display.

f& Team Configuration

Refresh Fiter hy | Rows: EEE V
am Name = Domain Description Managers Members

B3 ablake y test 8 Allison Blake & All Users
L] #h Alans Team (il Alans Team & Alan Admin g :::2 Bz::rgate
@ #3 kehang (& test & Kevin Chang £5 Al Users
El #5 margo -1 test & Margo MacKenzie #h Al Users
Ll #h ssouth (2 test & Sally South #h Al Users

1-50f5

The New Team dialog displays:

£5 New Team x
* - indicates required
Domain: Provisioning Domain v Description:
Team Name:* 5= -
Managers:* Members:*
User v @& @ Al Users

O Relationship “
O select Members

[ also include selected managers in members list

Save Cancel

2 Select one of the following domains:
¢ Provisioning Domain
¢ Role Domain
¢ Resource Domain

The domain determines what types of objects the team members can act on. A team can only be
associated with a single domain.

NOTE: If a particular user has been designated as a domain administrator, Novell recommends
that this user should not also be designated as a manager of a team for the same domain for
which the user is a domain administrator.

3 Provide a name and description for the team.

4 In the Managers control, select the users and groups that will be managers of the team.
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5 In the Members control:

5a Indicate whether the managers will also be members of the team by selecting or deselecting
the Also include selected managers in members list checkbox.

5b Define the members of the team by selecting one of the following radio buttons:

Option Description
All Users Includes all users in the container.
Relationship Includes all users that have a relationship with

the users in the Managers list. For example, if

you select the Manager-Employee relationship,
the members report directly to the users in the

Managers list.

Select Members Includes the users, groups, and containers you
select.

6 Click Save to preserve your team configuration settings.

Once you've saved a team, the Permissions section is added to the page, and the Team
Permissions Configuration interface is displayed.

The Team Permissions Configuration interface includes buttons for adding new permissions,
deleting permissions and refreshing the display. The Permissions section of the page does not
include an Edit button because the details associated with each permission are shown in the
Permissions list. If a particular team permission is not properly defined, you can simply delete
the permission and add a new one in its place.

7 To define the permissions for the team, click New.

This interface shows controls that apply to the domain selected for the team. These controls
allow you to specify which objects are within the scope of the team and which permissions team
members have with respect to these objects.

8 Follow these steps to define permissions for a team that uses the Provisioning domain:

8a To include all provisioning request definitions, click the All Provisioning Request Definition
button.
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~ Add Provisioning Request Definition Permissions

Select Authorized Objects Select Permissions
{21 All Provisioning Request Definitions I |
) Select Provisioning R t Definition: Initiate PRD

elect Provisioning Request Definition: Retract PRD

| YView Running PRD
Configure Delegate
Manage Addrezsee Task
Configure fvailability

“ Add User Application Driver Permissions

Authorized Objects Select Permissions
Jboss5Picasso
Configure Proaxy
[ Save ” Cancel ]

8b To select provisioning request definitions individually, choose the Select Provisioning Request
Definition radio button, and use the Object Selector to pick one or more provisioning request

definitions:

~ Add Provisioning Request Definition Permissions

Select Authorized Objects Select Permissions

{=] All Provisioning Request Definitions T m
N T Initiate PRD

O select Frovisioning Request Definition: Retract PRD

| View Running PRD
Configure Delegate
Manage Addressee Task
Configure &vailability

~ Add User Application Driver Permissions

Authorized Objects Select Permissions
Jboss5Picasso
Configure Proxy
[ Save ][ Cancel ]

8c Once you've defined the scope for the team, choose the permissions you want to allow for
each object by selecting the object and picking the desired permissions in the Permissions

control.

The provisioning permissions are the same for team configurations as for RBPM
administrator assignments. See Step 10c on page 273 for details on the provisioning

permissions.

8d To define permissions that apply to the User Application driver as a whole, open the Add
User Application Driver Permisions section of the page and select the permissions you want to

allow with this assignment.
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8e Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the team, click Refresh.
9 Follow these steps to define permissions for a team that uses the Role domain:

9a To include all roles in all levels in the roles hierarchy, choose All Role Levels in the Role Level
control:

~* Add Role Permissions

Select Authorized Objects Select Permissions
(I Role Level: | p)| Role Levels v

View Role

Assign Role To User

Revoke Role From User
O select Roles: As=ign Role To Group And Container
Revoke Role From Group And Container

[ Save ][ Cancel ]

To include all roles at a particular level in the role hierarchy, choose one of the following
levels:

* Business Role
* [T Role
¢ DPermission Role

To include all roles in a particular sub container under the selected role level, use the Object
Selector to select the sub container.

9b To select roles individually, choose Select Roles radio button, and use the Object Selector to
pick one or more roles:

~ Add Role Permissions

Select Authorized Objects Select Permissions
ORole Level: [ o Role Levels v

View Role

Az=ign Role To User
- Revoke Role From User
{*1select Roles: As=ign Role To Group And Container
Revoke Role From Group And Container

[ Save H Cancel ]

9c Once you've defined the role scope for the team, choose the permissions you want to allow
for each object by selecting the object and picking the desired permissions in the Permissions
control.

The following role permissions are supported in team configurations:
¢ View Role

¢ Assign Role
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¢ Revoke Role
¢ Assign Role to Group and Container
¢ Revoke Role from Group and Container

These role permissions have the same behavior as for RBPM administrator assignments. See
Step 11c on page 275 for details on these role permissions.

9d Click Save to save the permissions for the selected objects or containers.

To delete a permission, select the permission and click Delete.

To refresh the list of permissions for the team, click Refresh.

10 Follow these steps to define permissions for a team that uses the Resource domain:

10a To include all resources, click the All Resources button.

~* Add Resource Permissions

Select Authorized Objects Select Permissions
{31 Al Resources

View Resource
Assign Resource
Revoke Resource

O select Resources:

[ Save ][ Cancel ]

10b To select resources individually, choose the Select Resources radio button, and use the Object

Selector to pick one or more resources:

~* Add Resource Permissions

Select Authorized Objects Select Permissions
O Al Resources

View Resource
Assign Resource
Revoke Resource

® Select Resources:

[ Save ][ Cancel ]

10c Once you've defined the resource scope for the team, choose the permissions you want to

allow for each object by selecting the object and picking the desired permissions in the
Permissions control.

The following resource permissions are supported in team configurations:
¢ View Resource
¢ Assign Resource
¢ Revoke Resource

These resource permissions have the same behavior as for RBPM administrator
assignments. See Step 12c on page 278 for details on these resource permissions.
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8.4.3

8.4.4

8.4.5

8.5

10d Click Save to save the permissions for the team.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the team, click Refresh.

11 Click Save to save the team configuration and team permissions.

Editing an Existing Team
To edit an existing team:

1 Select a previously defined team and click Edit.

When a team manager edits a team, the team definition itself is read-only, because the team
manager cannot modify the team configuration.

2 Make your changes to the team settings and click Save.

Deleting Teams

To delete an existing team:

1 Select a previously defined team and click Delete.

Refreshing the Team List

To refresh the list of teams:

1 Click Refresh.

Navigation Access Permissions

The Navigation Access Permissions page allows you to set the access permissions for some of the
navigation items within the User Application. It allows you to control access to three of the main
header tabs with the application: Roles and Resources tab, Identity Self-Service tab, and Work
Dashboard tab. In addition, it allows you to define permissions for lower-level navigation items
within the Provisioning and Security, Roles and Resources, and Work Dashboard areas of the
application.

NOTE: The Compliance and Administration tabs cannot be configured through the Navigation
Access Permissions page. The Compliance tab is only visible to Compliance Administrators, and the
Administration tab is only visible to Security Administrators, Domain Administrators (such as the
Role Domain Administrator and Resource Domain Administrator), and Configuration
Administrators.

To define navigation access permissions:

1 Select Navigation Access Permissions on the RBPM Provisioning & Security tab.

The Navigation Access Permissions page displays.
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Navigation Access Permissions

Use this page to define access permissions for navigation items within the User Application. For each navigation area shown in bold in the
Mame drop-down list, choose a navigation item and set the trustees for the item. Also specify whether this item should be the default
navigation item for the selected area.

Hame:

Description:

Selected Area:

| 1dentity Setf-Senice v

|dentity Self-Service Tab

Header Tab

Default For Selected Area: [ Check to make th