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About This Reference

The NetlQ Directory and Resource Administrator PowerShell Reference provides descriptions,
syntax, and examples of DRA PowerShell cmdlets that you can execute to take actions with Active
Directory objects, servers, and domains in DRA.

Intended Audience

This book provides information for individuals responsible for understanding administration
concepts and implementing a secure, distributed administration model.

Additional Documentation

This guide is part of the Directory and Resource Administrator documentation set. For the most
recent version of this guide and other DRA documentation resources, visit the DRA Documentation
website (https://www.netig.com/documentation/directory-and-resource-administrator/
index.html).

Contact Information

We want to hear your comments and suggestions about this book and the other documentation
included with this product. You can use the comment on this topic link at the bottom of each page of
the online documentation, or send an email to Documentation-Feedback@microfocus.com.

For specific product issues, contact Micro Focus Customer Care at https://www.microfocus.com/
support-and-services/.
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Overview

The DRA PowerShell Reference provides descriptions, syntax, and examples of DRA PowerShell
cmdlets that you can execute to take actions with Active Directory objects, servers, and domains in
DRA.

Backslash Usage in Object Names

In DRA, do not use the backslash “\” character in single form as any part of an object name when
performing operations on objects in DRA PowerShell, it will produce an error. Use two backslashes in
sequence to avoid an error. Here is an example:

Get - DRACont act - Donai n ' donm010250. 1 ab' -1lgnoreCertificateErrors -
Identifier 'CN=Vijay\\Contact, OVijay, DC=don010250, DC=| ab' (Gets the
contact with nane 'Vijay\Contact')
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2 Advanced Query Commands

This section contains cmdlets you can execute for Advanced Query.

Add-DRAAdvancedQuery

Synopsis

Adds a new advanced query.

Syntax

Add- DRAAdvancedQuery - Properties <Hashtabl e> [ - DRAHost Server <String>] [-
DRAHost Port <Int 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] |-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [<ConmonPar anet er s>]

Description

The Add-DRAAdvancedQuery cmdlet creates a new advanced query in DRA with the properties
specified. You must have the Create Private Advanced Query power to create queries in the '‘My'
guery folder and the Create Public Advanced Query power to create queries in the 'Public' query
folder. The following properties must be set:

BaseContainer, Query, IncludeChildContainers, Columns and either Queryldentifier or both Name
and QueryFolder.

Advanced Query Commands 13



Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false

(ByPropertyName)
A hashtable of property values.

The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Descri pti on="Fi nds

all conputers"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ Col ums="cl ass", "path
", "friendl yName"}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " query"}

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port number of the DRA Host

Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

14 Advanced Query Commands



Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

] seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

false false

true false
(ByPropertyName)

Advanced Query Commands
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Add- DRAAdvancedQuery -det ai | ed". For
technical information, type "Get - Hel p Add- DRAAdvancedQuery -ful | ".

Example 2-1 1

PS C.\ >Add- DRAAdvancedQuery @ BaseCont ai ner="0OnePoint://

DC=MyDomai n, DC=cor p"; Name="All

Comput ers"; Col ums="pat h","fri endl yNane", "cl ass"; QueryFol der="M"; Query="
obj ect d ass=conput er)"; I ncl udeChi | dCont ai ner s=$t r ue}

Creates a new private advanced query that returns the path and friendlyName of all computer
objects in the MyDomain.corp domain.

Get-DRAAdvancedQuery

Synopsis

Gets information about a DRA advanced query.

Syntax

Get - DRAAdvancedQuery -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAAdvancedQuery cmdlet returns the properties of the requested query. You must have
the View Advanced Query power to run this cmdlet.

16 Advanced Query Commands
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Parameters

Attribute / Description

Parameters / Values

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String>

The advanced query identifier.
The identifier format is
<f ol der >\ <nane>.

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host

Service to use.

DRAHostPort [<Int32>]

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the

default Host port.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST

Service to use.

Required Position Default
Value

true named

false named

false named 11192

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

Advanced Query Commands
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

Advanced Query Commands
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NOTE: For more information, type "CGet - Hel p Get - DRAAdvancedQuery -det ai | ed". For
technical information, type "CGet - Hel p Get - DRAAdvancedQuery -ful | ".

Example 2-2 1

PS C.\ >Cet - DRAAdvancedQuery -ldentifier "M\ AdvancedQuery?2"

This example requests the properties of AdvancedQuery2 in ‘My’ folder.

Example 2-3 2

PS C.\ >Cet - DRAAdvancedQuery -ldentifier "Public\Advanced Query 1"

This example requests the properties of Advanced Query 1 in the ‘Public’ folder.

Find-AdvancedQueries

Synopsis

Retrieves the list of advanced queries.

Syntax

Fi nd- DRAAdvancedQueri es [-AdvancedQueryOrFilter <Hashtable>] |-

DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Find-AdvancedQueries cmdlet retrieves the advanced queries from the requested folder in DRA.
You can view all advanced queries or you can specify a folder to view its advanced queries. You must
have the View Advanced Query power in order to run this cmdlet. See the following example to
learn how to view advanced queries from a specific folder.

Advanced Query Commands 19
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Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

AdvancedQueryOrFilter false
[<Hashtable>]

The properties to use when
searching for advanced queries.
Currently only QueryFolder is
supported and can be set to
"My", "Public", or "All". When
not specified all queries are
returned.

DRAHostServer [<String>] false

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

named

named

named 11192

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

Advanced Query Commands



Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true false

(ByPropertyName)

false false

false false

true false

(ByPropertyName)

Advanced Query Commands
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NOTE: For more information, type "CGet - Hel p Fi nd- DRAAdvancedQueri es -detail ed". For
technical information, type "Get - Hel p Fi nd- DRAAdvancedQueries -full".

Example 2-4 1

PS C.\>Fi nd- AdvancedQueri es

Requests advanced queries from all folders.

Example 2-5 2

PS C.\ >Fi nd- AdvancedQueri es - AdvacnedQueryOrFilter @ QueryFol der="MW"}

Requests advanced queries from the ‘My’ folder.

Example 2-6 3

PS C.\ >Fi nd- AdvancedQueries - AdvancedQueryOrFilter @ QueryFol der="Public"}

Requests advanced queries from the ‘public’ folder.

Remove-DRAAdvancedQuery

Synopsis

Deletes an advanced query.

Syntax

Renove- DRAAdvancedQuery -ldentifier <String> [-DRAHost Server <String>] |-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Remove-DRAAdvancedQuery cmdlet deletes the specified advanced query.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
(ByPropertyName)

The advanced query identifier.
The identifier format is
<f ol der >\ <nane>.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept

input? wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

11192

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named

named

named 100
seconds

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Renpove- DRAAdvancedQuery -detail ed". For
technical information, type "CGet - Hel p Renove- DRAAdvancedQuery -ful "

Example 2-7 1

PS C.\ > Renpve- DRAAdvancedQuery -ldentifier "Public\All Conputers"

This example deletes the advanced query named AllComputers from the Public folder.
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Set-DRAAdvancedQuery

Synopsis

Updates the properties of an existing advanced query in DRA.

Syntax

Set - DRAAdvancedQuery -Properties <Hashtable> -lIdentifier <String> [-
DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-

DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Set-DRAAdvancedQuery cmdlet modifies the specified advanced query. The requesting user
must have the Create Private Advanced Query power to update the properties of an existing private
query and the Create Public Advanced Query power to update a public query. You must specify
values for all the following properties even if their values have not changed:

BaseContainer, Description, Columns, IncludeChildContainers, and Query.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Descri pti on="Fi nds

all conputers"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ Col utms="cl ass", "path
", "friendl yName"}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " query"}
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

ByPropertyName
The advanced query identifier. (ByProperty )

The identifier format is
<f ol der >\ <nane>.

DRAHostServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port number of the DRA Host

Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true false

(ByPropertyName)

false false

false false

true false

(ByPropertyName)
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NOTE: For more information, type "CGet - Hel p Set - DRAAdvancedQuery -det ai | ed". For
technical information, type "CGet - Hel p Set - DRAAdvancedQuery -ful | "

Example 2-8 1

PS C.\ >Set - DRAAdvancedQuery -ldentifier "M/\Advanced Query 1" -Properties
@ Descri ption="Some

description"; Col ums="Nane", "D spl ayName", "Descri pti on"; Query="(objectd as
s=organi zati onal Uni t)"; BaseCont ai ner="OnePoi nt://

OU=Account i ng, DC=MyDomai n, DC=cor p"; | ncl udeChi | dCont ai ner s=$Tr ue}

This example updates the properties of My\Advanced Query 1.
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3 Azure Group Commands

This section contains cmdlets you can execute for Azure groups.

Add-AzureDRAGroupMembers

Synopsis

Adds members to an existing Azure group that is managed by DRA.

Syntax

Add- Azur eDRAG oupMenbers - Tenant <String> [-Goups <String[]>] [-Users
<String[]>] [-AzureGoups <String[]>] [-AzureUsers <String[]>] -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Add-AzureDRAGroupMembers cmdlet adds objects to an Azure group managed by DRA. The
requesting user must have the Add Object to Azure Group power or a custom power with the
necessary powers for the requested attributes. The command accepts arrays of identifiers for each
of the supported object types that can be members of a group. An identifier and at least one
member must be specified.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to add

to the Azure group. An identifier

can be a distinguished name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active
Directory user identifiers to add
to the Azure group. An identifier
can be a distinguished name.
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Attribute / Description Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

AzureGroups [<String[]>] false named

An array of existing Azure group
identifiers to add to the Azure

group.

An identifier is a distinguished
name, for example,

" CN=CB58BFCE- 1E49- 4FA5-
AFOA-

E2B5068F8073, az=cor p",

and multiple distinguished
names can be comma
separated:" CN=CB58BFCE-
1E49- 4FA5- AFOA-
E2B5068F8073, az=cor p",
" CN=C503F54F- 6357- 4831-
A74A-

B2EAO6ED6806, az=cor p"

AzureUsers [<String[]>] false named

An array of existing Azure user
identifiers to add to the Azure

group.

An identifier is a distinguished
name, for example,
"CN=7939934- 425325-
35353- 35235B, az=cor p",

and multiple distinguished
names can be comma
separated:" CN=7939934-
425325- 35353-

35235B, az=cor p",

" CN=A30226EA- 6A55- 43C1-
B7AF-

E694BDF97836, az=cor p"

Identifier <String> true named
The GUID of the Azure group.

For example: 3FB3B182- FAA2-
476A- 9843- 5F77B245DD03

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

Tenant <String>

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

true

false

false

false

false

named

named

named 11192

named

named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named

named

named 100
seconds

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "Get - Hel p Add- Azur eDRAG oupMenbers -detail ed". For
technical information, type "Get - Hel p Add- Azur eDRAG oupMenbers -full".

Example 3-1 1

PS C.\ >Add- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - G oups
"CN=MyGr oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" -Users "CN=My

User, QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDONAI N, DC=cor p" - Azur eG oups

" CN=7939934- 425325- 35353- 35235B, az=MyTenant " - Azur eUsers " CN=CB58BFCE-
1E49- 4FA5- AFOA- E2B5068F8073, az=MyTenant "
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This example adds an Azure group, an Azure user, a group, and a user to an Azure group in the Azure
Tenant. Multiple Azure objects of any type can be added by using a comma to separate the
members.

Example 3-2 2

PS C.\ >Add- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - Groups

"CN=MyGr oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" -Users "CN=My

User, QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDONAI N, DC=cor p" - Azur eG oups

" CN=7939934- 425325- 35353- 35235B, az=MyTenant " - AzureUsers " CN=CB58BFCE-
1E49- 4FA5- AFOA- E2B5068F8073, az=MyTenant ", " CN=09A8BFCE- 1E93- 0AA5- 990A-
ABCO579FB128, az=MyTenant "

This example adds an Azure group, two Azure users, a group, and a user to an Azure group in the
Azure Tenant. Multiple Azure objects of any type can be added by using a comma to separate the
members.

Get-AzureDRAGroup

Synopsis

Gets a group in Azure Active Directory.

Syntax

Get - Azur eDRAG oup -Tenant <String> [-AzureG oupAndFilter <Hashtable>] |-
AzureG oupOrFilter <Hashtable>] [-ldentifier <String>] [-Attributes
<String[]>] [-PowersForQperations <String[]>] [-VisiblePropertiesOnly
<Swi t chParameter>] [-EnforceServerLinit <SwtchParameter>] |-

Obj ect sPer Response <Int32>] [-ResuneString <String>] [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Get-AzureDRAGroup cmdlet gets a group in Azure Active Directory. The requesting user must
have the View All Azure Group Properties power or a custom power with the necessary powers for
the requested attributes. You can view the default list of attributes or specify specific attributes. See
the examples for information on how to view specific attributes.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureGroupAndFilter false named true false

[<Hashtable>] (ByPropertyName)

The group properties to use

when searching for group

objects. Groups matching all of

the listed properties will be

returned.

AzureGroupOrfFilter false named true false

[<Hashtable>] (ByPropertyName)

The group properties to when

searching for group objects.

Groups matching any of the

listed properties will be returned.

Identifier [<String>] false named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A- 9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format. For

example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or My Tenant

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve

specific values. If this parameter

is missing, a default list of

attributes is returned.

PowersForOperations false named true false

[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user does not have
powers for.
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Attribute / Description

Values

Required

Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has power to view. By
default, DRA will return an error
if the caller requests a property
that they do not have power to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

EnforceServerLimit
[<SwitchParameter>]

A switch parameter indicates
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
attribute from the previous set of
results.

The ResumeString may look like
this:" CN=MyUser 160, CN=Use
rs, DC=MyDomai n, DC=cor p"
or " CN=679F4DD0- 5C6C-
412F- B600-

DCADD401DAO0D, az=3e6d3c9
5- 7249- 4036- 8af 5-

e6a4f 517bd68"

false

false

false

false

named

named

named

named

false

false

false

false

false

false

false

false
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false

false

false

false

false

named

named 11192

named

named 8755

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAG oup - det ai | ed". For technical
information, type "Get - Hel p Get - Azur eDRAG oup -ful | "

Example 3-3 1

PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Attributes
"Name", "1 D", "Friendl yPath", " Friendl yParent Pat h", " Fri endl yNane"

This example requests the properties of the group 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the
tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1l. The Attributes parameter specifies what
properties to return. When the Attributes parameter is not present, a default list of properties will
be returned.

Example 3-4 2

PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
AzureG oupOrFilter @Nane="AA*"} -(bject sPer Response 50
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PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8-087e-5n9d- 9986- c4d987bf aObl -
AzureG oupOFilter @Nanme="AA*"} -(bjectsPerResponse 50 - ResunmeString

" CN=BE4907B3- E6E3- 4E22- B6A6- DCASEC92F7DF, az=b201dhg8- 087e- 5n9d- 9986-
c4d987bf aOb1"

This example returns Azure groups whose names begin with "AA" in the tenant b201dhg8-087e-
5n9d-9986-c4d987bfalbl. If there are more objects than the number specified in
ObjectsPerResponse, the ResumeString will be returned which can be used in a subsequent call to
retrieve the next object set. The next line in this example shows how to use the ResumeString in the
subsequent call.

Example 3-5 3

PS C.\ >Cet - AzureDRAG oup - Tenant MyTenant -AzureUserOrFilter
@Ml ti Mat ch="PF"}

In this example, a filter search will be conducted using "PF" with Multimatch.

Get-AzureDRAGroupMembers

Synopsis

Gets the list of members for an Azure group.

Syntax

Get - Azur eDRAG oupMenbers -Tenant <String> -ldentifier <String> |-
EnforceServerLimt <SwitchParaneter>] [-Attributes <String[]>] |-

DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARest Server <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Get-AzureDRAGroupMembers cmdlet returns the members of the requested Azure group. The
requesting user must have the View All Azure Group Properties power or a custom power with the
necessary powers for the requested attributes. You can view the default list of attributes or specify
specific attributes. You can also control the number of members returned in the results, and iterate
result sets, if necessary. See the examples for information on how to view specific attributes and
how to control the pages of results returned from the server. The response will also have the
attribute TotalObjectCount which contains the total number of results available from the server. You
can use this attribute to determine the total number of members in the group, and the number of
result sets that will be needed to process all of the members.

Azure Group Commands



Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A-9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

EnforceServerLimit false named false false

[<SwitchParameter>]

A switch parameter to indicate

that the search results should be

limited by the search result limit

on the DRA Server. The typical

server limit is 1000 items. The

default is true.

Attributes [<String[]>] false named true false

) ) (ByPropertyName)

An array of attributes to retrieve

specific values. If this parameter

is missing, a default list of

attributes is returned.

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - Azur eDRAG oupMenbers -detail ed". For
technical information, type "Get - Hel p Get - Azur eDRAGr oupMenbers -full".

Example 3-6 1

PS C.\ >Cet - Azur eDRAG oupMenbers - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bf a0bl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65

This example retrieves the members for the Identifier which resides in the Tenant.

Example 3-7 2

PS C.\ >Cet - Azur eDRAG oupMenbers - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bf a0bl -Identifier 23225bbl-5ac0-4b4c-a23c-beb7f ad44b65 -

bj ect sPer Response 10

This example retrieves a limited number of members for the Identifier which resides in the Tenant.

The server should return a maximum of 10 items in the response.

Get-AzureDRAGroupMembership

Synopsis

Retrieves the list of groups that contain the Azure group or Azure user specified by the Identifier and

IdentifierClass parameters.
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Syntax

Get - Azur eDRAG oupMenbership -Tenant <String> -ldentifierdass <String> -
Identifier <String> [-EnforceServerLinmt <SwtchParanmeter>] [-Attributes
<String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-AzureDRAGroupMembership cmdlet returns the groups that have the Identifier object as a
member. The requesting user must have the View All Azure Group Properties power or a custom
power with the necessary powers for the requested attribute. You can view the default list of
attributes or specify specific attributes. You can also control the number of groups returned in the
results, and iterate result sets, if necessary. See the examples for information on how to view specific
attributes and control the pages of results returned from the server. The response will also have the
attribute TotalObjectCount which contains the total number of groups containing the Identifier
object as a member.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IdentifierClass <String> true named true false
(ByPropertyName)

Specifies the object type of the

Identifier. Valid values are

azur egr oup and azur euser.

Identifier <String> true named true false
(ByPropertyName)

The GUID of the Azure object.

For example: 3FB3B182- FAA2-

476A-9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in
GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

EnforceServerLimit false

[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

Attributes [<String[]>] false

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
attributes is returned.

DRAHostServer [<String>] false

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

named

named

named

named 11192

named

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

Azure Group Commands

43



44

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAG oupMenber ship -detail ed".
For technical information, type "CGet - Hel p Get - Azur eDRAG oupMenber ship -ful | "
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Example 3-8 1

PS C.\ >Cet - Azur eDRAG oupMenber shi p - Tenant b201dhg8- 087e- 5n9d- 9986-
c4d987bf aObl -ldentifier 23225bbl-5ac0- 4b4c-a23c-beb7f ad44b65 -
I dentifierC ass "azuregroup" -Attributes "1d","Nane"

This example requests the list of groups containing the Azure group in the tenant b201dhg8-087e-
5n9d-9986-c4d987bfalbl. Identifier contains the GUID for the object. The results will contain the
set of attributes requested in the Attributes parameter. If the Attributes parameter is not provided, a
default list of properties will be returned.

New-AzureDRAGroup

Synopsis

Creates a group in Azure Active Directory.

Syntax

New Azur eDRAGr oup - Tenant <String> [-Menbers <String[]>] [-Oaners
<String[]>] -Properties <Hashtabl e> [-DRAHost Server <String>] |-

DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The New-AzureDRAGroup cmdlet creates a group in Azure Active Directory. The requesting user
must have the Create Azure Group and Modify All Properties power or a custom power with the
necessary powers for the requested attributes.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Members [<String[]>] false named false true false
(ByPropertyName)

Adds members while creating an
Azure group by providing the
distinguished name of each
member. For example:

" CN=John

Smi t h, OU=Sal es, DC=MyCom
pany, DC=COM'
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Owners [<String[]>] false named false true false

ByPropertyName
Adds owners while creating an (ByProperty )

Azure group by providing the
distinguished name of each
owner. For example: " CN=Ri ck
Jones, OU=Executi ves, DC=
My Conpany, DC=COM'

Properties <Hashtable> true named true false

(ByPropertyName)
A hashtable of property values.

The key is the name of a defined
attribute in the REST interface.
For example: - Properti es

@ Nane="ny azurel";

G oupType="Di stribution
list"; Mail=email

addr ess;

Mai | Ni cknanme=<Stri ng>}

NOTE: Values for GroupType are:
Security,Distribution

i st,Mil -Enabl ed
security,and Of fi ce365.

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
""test " description"}

Tenant <String> true named true false

(ByPropertyName)
The Tenant ID of the object in

GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false

Azure Group Commands 47



Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p New Azur eDRAG oup - det ai | ed". For technical
information, type "Get - Hel p New Azur eDRAG oup -ful | ",

Example 3-9 1

PS C.\ >New AzureDRAG oup -Tenant MyTenant -Properties
@ Di spl ayNane="MyG oup"; GroupType="Security"}

This example creates an Azure group named MyGroup of type Security in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. There are
three properties set on this Azure group. The Azure group will be a security-enabled Azure group.

Example 3-10 2

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties
@ Di spl ayNane="MyGroup"; Mai | N ckName="M/G oup"; G oupType="Di stri bution
list"; Mail="MyG oup@Tenant. online.coni'}

This example creates an Azure group named MyGroup of type Distribution in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. There are
four properties set on this Azure group. The Azure group will not be a security-enabled Azure group.

Example 3-11 3
PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNane="MyGr oup"; Mai | N ckName="M/G oup"; G oupType="Mai | - Enabl ed
security"; Mai |l ="MyG oup@A4Tenant . onl i ne. con'}
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This example creates an Azure group named MyGroup of type Mail-Enabled Security in Azure Active
Directory using the DisplayName property. The Azure group will be created in the tenant MyTenant.
There are four properties set on this Azure group. The Azure group will not be a security-enabled
Azure group.

Example 3-12 4

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNane="MyG oup"; Mai | Ni ckName="M/G oup"; G oupType="Cf fi ce365"; Mai | =
"MyG oup@¥ Tenant . onl i ne. com G oupOaner sAdd=" CN=a89cc7f 6- 1e9f - 41f c- 9715-

f 3e27f blf 4cb, az=3d562c8d- 1d55- 45ae- 8288- 7b58486bad44"} - DRAHost Ser ver

| ocal host -DRAHost Port 12000 - DRARest Server |ocal host - DRARest Port 9000 -

I gnoreCertificateErrors -Force -Tineout 180

This example creates an Azure group named MyGroup of type Office 365 in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. The Azure
group will not be a security-enabled Azure group. It specifies the server and its host and REST ports.
Also, it ignores certificate errors and suppresses confirmations.

Example 3-13 5

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNanme="M/G oup"; groupType="Security"; Mai |l ="MyG oup@4Tenant . onl i ne
.com'} -G oupOanersAdd "CN=b7795c1d-6341- 4d83- 9aa9-

5bd465f 81c59, az=MyTenant ", " CNeMyUser, dc=MyDonai n, dc=COM' - DRAHost Ser ver

| ocal host - DRAHostPort 11192 - DRARest Server | ocal host - DRARestPort 8755 -

I gnoreCertificateErrors -Force

This example creates an Azure group named MyGroup of type Security. The Azure group will be
created in the tenant MyTenant. This example adds Azure objects and synced objects as owners to
the group while creating a group.

Example 3-14 6

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNane="MyGr oup"; groupType="Mai | - enabl ed

security"; Mai |l ="MyG oup@4Tenant. online.com'} -Menbers

"CN=MyUser , dc=MyDonai n, dc=COM', " CN=b68f af f 8- 6496- 4308- a9b9-

8375e03e00f 2, az=al31lcea8- 097d- 4f 9e- 9816- b2d758bf aOb1", "CN=314c6f4c6a05-
41e8- a3ba- 7bdbaa3el22c, az=MyTenant", "CN=8acfc08d-alcl-4183-945e-

67f 2a7737190, az=MyTenant" - DRAHost Server | ocal host -DRAHost Port 11192 -
DRARest Server | ocal host - DRARest Port 8755 -lgnoreCertificateErrors -Force

This example creates an Azure group named MyGroup of type Mail-enabled security. The Azure
group will be created in the tenant MyTenant. This example adds Azure objects and synced objects
as members to the group while creating a group.

Remove-AzureDRAGroup

Synopsis

Removes a group from Azure Active Directory.
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Syntax

Renove- Azur eDRAG oup - Tenant <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Remove-AzureDRAGroup cmdlet removes a group from Azure Active Directory. The requesting
user must have the Delete Azure Group Account power.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A- 9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format. For

example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer yPToPErty

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renmove- Azur eDRAG oup -detai |l ed". For
technical information, type "Get - Hel p Renove- Azur eDRAG oup -ful | ".

Example 3-15 1

PS C.\ >Renove- Azur eDRAG oup -Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl
-ldentifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65

This example deletes the Azure group identified by GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in the tenant identified by GUID b201dhg8-087e-5n9d-9986-c4d987bfaOb1. The Identifier
parameter contains the GUID of the Azure group.

Remove-AzureDRAGroupMembers

Synopsis

Removes members of an existing group managed by DRA.

Syntax

Renove- Azur eDRAG oupMenbers -Tenant <String> [-Goups <String[]>] [-Users
<String[]>] [-AzureGoups <String[]>] [-AzureUsers <String[]>] -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Remove-AzureDRAGroupMembers cmdlet removes members from an Azure group managed by
DRA. The requesting user must have the Remove Object from Azure Group power. The command
accepts arrays of identifiers for each of the supported object types that can be members of the
group. An identifier and at least one member must be specified.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to

remove from the Azure group. An

identifier can be a distinguished

name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory user identifiers to

remove from the Azure group. An

identifier can be a distinguished

name.

AzureGroups [<String[]>] false named true false
(ByPropertyName)

An array of existing Azure group
identifiers to remove from the
Azure group.

An identifier is a distinguished
name, for example,

" CN=CB58BFCE- 1E49- 4FA5-
AFOA-

E2B5068F8073, az=cor p", a
nd multiple distinguished names
can be comma

separated:" CN=CB58BFCE-
1E49- 4FA5- AFOA-
E2B5068F8073, az=cor p",

" CN=C503F54F- 6357-4831-
A7T4A-

B2EAO6ED6806, az=cor p"
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureUsers [<String[]>] false named true false

. (ByPropertyName)
An array of existing Azure user

identifiers to remove from the
Azure group.

An identifier is a distinguished
name, for example,
"CN=7939934- 425325-
35353- 35235B, az=cor p",

and multiple distinguished
names can be comma
separated:" CN=7939934-
425325- 35353-

35235B, az=cor p",

" CN=A30226EA- 6A55- 43C1-
B7AF-

E694BDF97836, az=cor p"

Identifier <String> true named true false

(ByPropertyName)
The GUID of the Azure group.

For example: 3FB3B182- FAA2-
476A-9843- 5F77B245DD03

Tenant <String> true named true false

(ByPropertyName)
The Tenant ID of the object in

GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out.To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renove- Azur eDRAG oupMenbers -detail ed".
For technical information, type "CGet - Hel p Renpve- Azur eDRAG oupMenbers -ful | ".

Example 3-16 1

PS C.\ >Renpve- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - Groups

" CN=EMyGr oup, OU=Account i ng, DC=MYDOMAI N, DC=cor p" -Users "CN=User

DN22, QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p" - Azur eG oups

" CN=7939934- 425325- 35353- 35235B, az=MyTenant" - AzureUsers " CN=CB58BFCE-
1E49- 4FA5- AFOA- E2B5068F8073, az=MyTenant "

This example removes an Azure group, an Azure user, a group, and a user from the Azure group in
the Azure Tenant. Multiples of any type could be removed by using a comma to separate the
members.

Example 3-17 2

PS C.\ >Renpve- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - Groups

" CN=MyGr oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" -Users "CN=My

User, OU=User s, QU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p" - Azur eG oups

" CN=7939934- 425325- 35353- 35235B, az=MyTenant " - Azur eUsers " CN=CB58BFCE-
1E49- AFA5- AFOA- E2B5068F8073, az=MyTenant ", " CN=09A8BFCE- 1E93- 0AA5- 990A-
A8C0579FB128, az=MyTenant "
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This example removes an Azure group, two Azure users, a group, and a user from an Azure group in
the Azure Tenant. Multiple Azure objects of any type can be removed by using a comma to separate
the members.

Set-AzureDRAGroup

Synopsis

Updates a specific group in Azure Active Directory.

Syntax

Set - Azur eDRAG oup -Tenant <String> -Properties <Hashtable> -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Set-AzureDRAGroup cmdlet updates a group in Azure Active Directory. The requesting user must
have the Modify All Azure Group Properties or a custom power with the necessary powers for the
requested attributes.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A hashtable of property values.
The key is the name of a defined
property in the REST interface.

For example: - Properti es
@ Di spl ayNanme="ny
azurel"}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Di spl ayNane="ny
“"display’" nane"}
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Attribute / Description Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true named
The GUID of the Azure group.

For example: 3FB3B182- FAA2-
476A- 9843- 5F77B245DD03

Tenant <String> true named

The Tenant ID of the object in
GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named

named

named 100
seconds

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type "Get - Hel p Set - Azur eDRAG oup -det ai | ed". For technical

information, type "Get - Hel p Set - Azur eDRAG oup -ful | ".

Example 3-18 1

PS C.\ >Set-AzureDRAG oup -Tenant MyTenant -ldentifier 23225bbl-5ac0-4b4c-
a23c- beb7f ad44b65 - Properties @ Description="Test
description"; G oupOmer sAdd="CN=a89cc7f 6- 1e9f - 41f c- 9715-

f 3e27f blf 4cb, az=MyTenant "}
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This example updates the description property and the owner of the group 23225bb1-5ac0-4b4c-
a23c-beb7fad44b65 in tenant b201dhg8-087e-5n9d-9986-c4d987bfalbl.

Example 3-19 2

PS C.\ >Set-AzureDRAG oup -Tenant MyTenant -ldentifier 57333cl7-6761-4cde-
9e66- ad32b7a240e9 -Properties @ G oupOwner sAdd="CN=24f dbef 7- 717e- 4449-
b840- 75df 0a89cf 2c, az=MyTenant", "CN=My User, DC=MyDomai n, DC=COM "} -
DRAHost Server | ocal host - DRAHost Port 12000 - DRARest Server | ocal host -
DRARest Port 9000 -IgnoreCertificateErrors -Force

This example adds Azure objects and synced objects to the group while updating the group.
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4 Azure User Commands

This section contains cmdlets you can execute for Azure user objects.

Get-AzureDRAUser

Synopsis

Gets gets a user from Azure Active Directory.

Syntax

Get - Azur eDRAUser -Tenant <String> [-AzureUser AndFilter <Hashtable>] |-
AzureUserOrFilter <Hashtable>] [-ldentifier <String>] [-Attributes
<String[]>] [-PowersForQperations <String[]>] [-VisiblePropertiesOnly
<Swi t chParameter>] [-EnforceServerLinit <SwtchParameter>] |-

Obj ect sPer Response <Int32>] [-ResumeString <String>] [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Get-AzureDRAUser cmdlet gets a user from Azure Active Directory. The requesting user must
have the View All Azure User Properties power or a custom power with the necessary powers for the
requested attributes. You can view the default list of attributes or specify specific attributes. See the
examples for information on how to view specific attributes.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
AzureUserAndFilter false named true false
[<Hashtable>] (ByPropertyName)

The user attributes to use for
searching Azure user objects.
Azure users matching all of the
listed attributes will be returned.
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureUserOrFilter [<Hashtable>] false named true false
(ByPropertyName)

The user attributes to use for

searching Azure user objects.

Azure users matching any of the

listed attributes will be returned.

Identifier [<String>] false named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve

specific values. If this parameter

is missing, a default list of

attributes is returned.

PowersForOperations false named true false

[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
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Attribute / Description

Values

Required

Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such attributes.

EnforceServerLimit
[<SwitchParameter>]

A switch parameter indicates
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

This parameter indicates the last
item returned from the server
when multiple responses are
needed to return all the search
results to the client. The value of
this parameter is set using the
ResumeString property from the
previous set of results. The
ResumeString looks like:
"CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

false

false

false

false

named

named

named

named

false false

false false

false false

false false
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false

false

false

false

false

named

named 11192

named

named 8755

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAUser -det ai | ed". For technical
information, type "Get - Hel p Get - Azur eDRAUser -full".

Example 4-1 1

PS C \ >Cet - AzureDRAUser - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Attributes

“Nane", " Di spl ayNane", "1 D", "Friendl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNam
eIl

This example requests the properties of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the
tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1. The Attributes parameter specifies what
properties to return. When the Attributes parameter is not present, a default list of properties will
be returned.
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Example 4-2 2

PS C.\ >Cet - Azur eDRAUser - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
AzureUserOrFilter @Nane="PF*"} -1ncludeChil dContainers -
bj ect sPer Response 50

PS C.\ >CGet - AzureDRAUser -Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
AzureUserOFilter @Nane="PF*"} -1ncludeChil dContainers -

Obj ect sPer Response 50 - ResuneString "CN=770DF55D- 062B- 4115- ABAF-
A6AB65A4BA00, az=b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl1"

In this example, DRA will search in the Tenant b201dhg8-087e-5n9d-9986-c4d987bfa0b1 for Azure
users having a name attribute beginning with "PF". The server should return a maximum of 50 items
in the response. If there are more objects than the number specified in ObjectsPerResponse, the
ResumeString will be returned which can be used in a subsequent call to retrieve the next object set.
The next line in this example shows how to use the ResumeString in the subsequent call.

Example 4-3 3

PS C.\ >Cet-AzureDRAUser -Tenant MyTenant -AzureUserOrFilter
@Ml ti Mat ch="SCH'}

In this example, a filtered search will be conducted using "SCH" with Multimatch.

New-AzureDRAUser

Synopsis

Creates a user in Azure Active Directory.

Syntax

New Azur eDRAUser -Tenant <String> [-Password <String>] -Properties
<Hasht abl e> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The New-AzureDRAUser cmdlet creates a user in Azure Active Directory. The requesting user must
have the Create Azure User and Modify All Properties power or a custom power with the necessary
powers for the requested attributes. Use the Properties parameter to specify the values to use when
creating the Azure user.
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Parameters

Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Password [<String>] false named

The value of the new password
that should be set on the user
account. The password must
meet the password policies set
for the domain.

Properties <Hashtable> true named

A hashtable of attribute values.
The key is the name of a defined
property in the REST interface.
For example:- Properti es

@ Nanme="nmny azurel";

G oupType="Di stribution
list"; Mil=emil

addr ess;

Mai | Nl cknanme=<Stri ng>}

Note: Values for GroupType are:
Security,Distribution

|'i st,Mail -Enabl ed
security,and Of fi ce365.

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " description"}

Tenant <String> true named

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p New Azur eDRAUser -det ai | ed". For technical
information, type "Get - Hel p New Azur eDRAUser -full".

Example 4-4 1

PS C.\ >New Azur eDRAUser -Tenant MyTenant -Password " M/NewPassword" -
Properties

@ Di spl ayNanme="M/User"; User Pri nci pal Nanme="M/User @4 Tenant . online.com'; Allo
WSi gnOn=%t r ue; User Must ChangePasswor d=$t r ue}

This example creates an Azure user named MyUser in Azure Active Directory using the DisplayName
and UserPrincipalName properties. The Azure user will be created in the tenant MyTenant. There are
two properties set on this Azure user: DisplayName and UserPrincipalName.

Example 4-5 2

PS C.\ >New Azur eDRAUser -Tenant MyTenant -Password "M/NewPassword"
Properties

@ Di spl ayNane="M/User"; User Pri nci pal Nane="M/User @4 Tenant . online.com'; Al lo
WSi gnOn=$t r ue; User Must ChangePasswor d=$t r ue; AddToG oups="CN=a89cc7f 6- 1e9f -
41f c- 9715-f 3e27f b1f 4cb, az=3d562c8d- 1d55- 45ae- 8288- 7h58486bad44"} -

DRAHost Server | ocal host - DRAHost Port 12000 - DRARest Server | ocal host -
DRARest Port 9000 -IgnoreCertificateErrors —Force

This example creates an Azure user named MyUser in Azure Active Directory using multiple
properties including adding the user to a group. The Azure user will be created in the tenant
MyTenant. It specifies the server and its host and rest ports. Also it ignores certificate errors and
suppresses confirmations.
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Remove-AzureDRAUser

Synopsis

Removes a user in Azure Active Directory.

Syntax

Renove- Azur eDRAUser -Tenant <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort

<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Remove-AzureDRAUser cmdlet removes a user in Azure Active Directory. The requesting user

must have the Delete Azure User Account Permanently power.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or My Tenant

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renove- Azur eDRAUser - det ai | ed". For
technical information, type "Get - Hel p Renmove- Azur eDRAUser -ful | ".

Example 4-6 1

PS C.\ >Renove- Azur eDRAUser -Tenant b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl -
I dentifier 23225bbl-5ac0-4b4c-a23c-beb7f ad44b65

This example deletes the Azure user identified by GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in
the tenant identified by GUID b201dhg8-087e-5n9d-9986-c4d987bfa0b1l. The Identifier parameter
contains the GUID of the Azure user.

Example 4-7 2

PS C.\ >Renpve- Azur eDRAUser -Tenant MyTenant -ldentifier
t est user @yt enant . onmi crosoft. com

This example deletes the Azure user identified by UPN testuser@mytenant.onmicrosoft.com in the
tenant and display name is MyTenant. The Identifier parameter contains the UPN of the Azure user.
When the Identifier is a UPN, the Tenant parameter will be ignored.

Set-AzureDRAUser

Synopsis

Updates a user in Azure Active Directory.
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Syntax

Set - Azur eDRAUser - Tenant <String> -Properties <Hashtable> -Identifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-AzureDRAUser cmdlet updates a user in Azure Active Directory. The requesting user must
have the Modify All Azure User Properties power or a custom power with the necessary powers for

the requested attributes.

Parameters

Attribute / Description Values

Required Position

Accept Pipeline Accept
input? wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properties

@ user Princi pal Name="ny
Azur eUser 123@rai | . cont';
Nanme="ny

azurel"; city="Houston"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ busi nessPhones="6767-
788-5667", "123- 4567"}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
""test™" description"}

Identifier <String> true named

The GUID or UPN of the Azure
user.

When the Identifier is a UPN, the
Tenant parameter will be
ignored.

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

Tenant <String> true

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRAHostServer [<String>] false

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

named

named

named 11192

named

named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Set - Azur eDRAUser -det ai | ed". For technical

information, type "Get - Hel p Set - Azur eDRAUser -full".

Example 4-8 1

PS C:\ >Set - Azur eDRAUser - Tenant

b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Properties

@ JobTi tl e="Manager"; ci t y="Houst on"}
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This example updates the specified properties of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in tenant b201dhg8-087e-5n9d-9986-c4d987bfa0Obl. The identifier contains the GUID for the Azure
user. Two properties are updated: JobTitle and city.

Example 4-9 2

PS C.\ >Set - AzureDRAUser -Tenant b201dhg8-087e-5n9d-9986- c4d987bf aObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Properties

@ AddToGr oups="CN=a89cc7f 6- 1e9f - 41f c- 9715-f 3e27f b1f 4cb, az=b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl1"}

This example updates the specified property of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in the tenant b201dhg8-087e-5n9d-9986-c4d987bfa0b1l. The identifier contains the GUID for the
Azure user. The property AddToGroups will add the user to the specified group.

Example 4-10 3

PS C.\>Set-AzureDRAUser -Tenant MyTenant -ldentifier 23225bbl-5acO0-4b4c-
a23c- beb7f ad44b65 - Properti es@ Al | owSi gnOn=$t r ue}

This command enables the user account. If the user account is to be disabled, set AllowSignOn to
Sfalse.

Set-AzureDRAUserPassword

Synopsis

Sets the password for a user in Azure Active Directory.

Syntax

Set - Azur eDRAUser Password - Tenant <String> [-ForceChangePasswor dNext Logi n
<Swi t chPar amet er>] [ - Enf or ceChangePasswor dPol i cy <SwitchParaneter>] |-
Password <String>] -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-AzureDRAUserPassword cmdlet sets the password for a user in Azure Active Directory. The
requesting user must have the Reset Azure User Account Password power or a custom power with
the necessary powers for the requested attributes.
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Parameters

Attribute / Description Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

ForceChangePasswordNextLogin false named true true false

[<SwitchParameter>] (ByPropertyName)

Forces a user to change their

password during their next log in.

EnforceChangePasswordPolicy  false named false true false

[<SwitchParameter>] (ByPropertyName)

If set to true, force the user to

change their password.

Password [<String>] false named true false
(ByPropertyName)

The value of the new password

that should be set on the user

account. The password must

meet the password policies set

for the domain.

Identifier <String> true named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or My Tenant

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. This
parameter is used only when the
DRAHostServer parameter is also
specified. If the parameter is not
specified, the value defaults to
11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - Azur eDRAUser Passwor d - det ai | ed". For
technical information, type "Get - Hel p Set - Azur eDRAUser Password -full".

Example 4-11 1

PS C.\ >Set - Azur eDRAUser Password - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bf albl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65 - Password
MyNewPasswor d

This example resets the Azure user password identified by GUID 23225bb1-5ac0-4b4c-a23c-
beb7fad44b65 in the tenant GUID b201dhg8-087e-5n9d-9986-c4d987bfa0b1.

Example 4-12 2

PS C.\ >Set - Azur eDRAUser Password - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bf a0bl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65

This example sets the Azure user password identified by GUID 23225bb1-5ac0-4b4c-a23c-
beb7fad44b65 in the tenant GUID b201dhg8-087e-5n9d-9986-c4d987bfa0b1. The password will be
auto-generated.
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5 Computer Commands

This section contains Help information for cmdlets you can execute for the Computer object type.

Add-DRAComputer

Synopsis

Adds a computer to an Active Directory domain.

Syntax

Add- DRAConput er -Properties <Hashtabl e> -Donmain <String> [- DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Add-DRAComputer cmdlet adds a computer to a domain managed by DRA. The requesting user
must have the Create Computer power. To see the complete list of available properties, perform a
Get-Member command on the object returned from any DRAComputer command.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
o (ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named true false
(ByPropertyName)

The domain of the object in
FQDN format. For example:
nydomai n. corp
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARESTPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Add- DRAConput er -det ai | ed". For technical

information, type "Get - Hel p Add- DRAConputer -full".

Example 5-1 1

PS C.\ >Add- DRAConput er -Donmai n MyDonai n. corp -Properties
@ Di stingui shedName=" CN=COVPUTER123, OU=Account i ng, DC=MyDonmi n, DC=cor p" ; Des
cription="Conmputer for powershell"; Trust edForDel egati on=$t rue}
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This example creates a computer named COMPUTER123 in Active Directory using the DRA
DistinguishedName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. Since the samAccountName is not specified, the value defaults to the name
followed by a dollar sign.

Example 5-2 2

PS C.\ >Add- DRAConput er -Domai n MyDomai n. corp -Properties

@ Fri endl yPar ent Pat h="MyDonai n. cor p/ Account i ng"; Nane=

" COWPUTER123"; Descri pti on="PS

Desc001"; ManagedBy="CN=Geor ge, CN=User s, DC=MYDOVAI N, DC=cor p" ; samAccount Nane
=" COW123%$"}

This example creates the computer COMPUTER123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this computer: Description, ManagedBy and
samAccountName.

Example 5-3 3

PS C.\ >Add- DRAConmput er - Domai n MyDomai n. corp -Properties
@ Fri endl yNane="My/Donai n. cor p/ Account i ng/ COVPUTER123";
Descripti on="Conputer for powershell"; Trust edFor Del egati on=$t rue}

This example creates a computer named COMPUTER123 in Active Directory using the DRA
FriendlyName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. The samAccountName defaults to the name followed by a dollar sign.

Get-DRAComputer

Synopsis

Gets information about an Active Directory computer account.

Syntax

Get - DRAConput er -Donmain <String> [-Attributes <String[]>] [-
Power sFor Operations <String[]>][-VisiblePropertiesOnly <SwitchParamneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRAComputer cmdlet returns the properties of the requested computer account managed
by DRA. The requesting user must have the View All Computer Properties power. You can view the

default list of properties or specify specific properties. See the examples for information on how to
view specific properties.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Get - DRAConputer -full".

Example 5-4 1

PS C.\ >Cet-DRAConputer -Domain MyDomain.corp -ldentifier "COVWUTERL23"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the name for the computer. When the name is used, the REST endpoint will
first ask the DRA Server for the distinguished name and then request the properties for that
computer.

Example 5-5 2

PS C.\ >Cet - DRAConput er -Donmain MyDomai n.corp -ldentifier "COVPUTERL23"
Attributes

"Description", "Di spl ayNane", " Account That CanAddConput er ToDonai n", " Di sti ngui
shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNane", " | sDi sabl ed",
" SamAccount Nane", " Tr ust edFor Del egati on", " Obj ect Cat egory"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 5-6 3

PS C.\ >Cet-DRAConputer -Domain MyDonain.corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"
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This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the distinguished name for the computer.

Move-DRAComputer

Synopsis

Moves a computer from one location in Active Directory to another.

Syntax

Move- DRAConput er - Domain <String> -Target Contai ner <String> -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Move-DRAComputer cmdlet moves the computer named in Identifier to the OU named in the
TargetContainer.The requesting user must have the Move Computer to OU power on the
TargetContainer. Supported formats for Identity are friendly name and distinguished name.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

TargetContainer <String> true named true false
(ByPropertyName)

The full path to the destination

container for the object you are

moving, in distinguished name

format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDom

ai n, DC=cor p"

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

Domain <String>

The domain of the object in
FQDN format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>]

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

true named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

11192 true
(ByPropertyName)

false

false

false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARESTPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

8755

100
seconds

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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NOTE: For more information, type "CGet - Hel p Move- DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Move- DRAConputer -full".

Example 5-7 1

PS C.\ >Move- DRAConput er -Domain MyDonain.corp -ldentifier
"CN=Charl i e, OQ=Account i ng, DC=MyDomai n, DC=cor p" - Tar get Cont ai ner
" QU=NewPar ent , OQU=Account i ngHone fi ce, DC=MyDomai n, DC=cor p"

This example moves the computer named Charlie from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the computer.

Remove-DRAComputer

Synopsis

Removes a computer account from Active Directory.

Syntax

Renove- DRAConput er -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Remove-DRAComputer cmdlet deletes the requested computer account. The requesting user
must have one of the Delete Computer powers. If the Recycle Bin is enabled, the computer is moved
to the Recycle Bin.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Computer Commands 91



92

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in

FQDN format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Renove- DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Renove- DRAConmputer -full".

Example 5-8 1

PS C.\ >Renpve- DRAConput er - Donai n MyDonai n.corp -ldentifier
" CN=COVPUTER123, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p"

This example deletes the computer named COMPUTER123 from the DRA Recycle Bin, removing it
permanently from Active Directory

Example 5-9 2

PS C.\ >Renove- DRAConput er - Donai n MyDomai n.corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the computer named COMPUTER123 from MyDomain.corp. The identifier
contains the distinguished name for the computer. If the Recycle Bin is enabled, the computer is
moved to the Recycle Bin. Otherwise, it is removed permanently.
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Reset-DRAComputer

Synopsis

Resets a computer account in Active Directory.

Syntax

Reset - DRAConput er -Domai n <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Reset-DRAComputer cmdlet resets the requested computer account. The requesting user must
have the Reset Computer Account power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in

FQDN format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostPort [<Int32>] false named

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARESTPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

11192 true

false

(ByPropertyName)

true (ByPropertyName false

8755 true (ByPropertyName false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Reset - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Reset - DRAConmputer -ful | ™.

Example 5-10 1

PS C.\ >Reset - DRAConput er - Donai n MyDonai n.corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example resets the computer named COMPUTER123 in MyDomain.corp. The identifier contains
the distinguished name for the computer.

Restore-DRAComputer

Synopsis

Restores the specified computer from the Recycle Bin.
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Syntax

Rest or e- DRAConput er -Domain <String> [-Domai nController <String>] [-

Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server

<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort

<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmonParaneters>]

Description

The Restore-DRAComputer cmdlet will restore a previously deleted computer from the Recycle Bin
to its original container or to a new specified container. Supported formats for the identifier are
friendly name and distinguished name. If the full path is specified, it must point to the Recycle Bin

(NetlQRecycleBin).

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>]  false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydomai n. corp
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Rest or e- DRAConput er - det ai | ed". For
technical information, type "Get - Hel p Rest or e- DRAConmput er -ful | "

Example 5-11 1

PS C.\ >Rest or e- DRAConputer -ldentifier

" CN=MyConput er 8, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" -

Rest or eToCont ai ner " OU=TenpCon, DC=MyDomai n, DC=CORP" -domai n MyDomai n. corp

This example will restore a computer named MyComputer8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.

Example 5-12 2

PS C.\ >Rest or e- DRAConputer -ldentifier
" CN=MyConput er 8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" -Domai n MyDom cor p

This example will restore a Computer named MyComputer8 from the NetlQRecycleBin in
MyDom.corp. It will be restored to the container from which it was deleted.

Set-DRAComputer

Synopsis

Updates the properties of an existing computer account in Active Directory.
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Syntax

Set - DRAConput er -Domain <String> -Properties <Hashtable> -Identifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRAComputer cmdlet modifies the requested computer account. The requesting user must
have one of the Modify Computer powers.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
""test™" description"}
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Set - DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Set - DRAConputer -full".

Example 5-13 1

PS C.\ >Set-DRAConputer -Domain MyDonain.corp -ldentifier

" CN=COVPUTER123, OU=Account i ng, DC=MyDomai n, DC=cor p" —Properties

@ ManagedBy="CN=CGeor ge, CN=User s, DC=MYDOVAI N, DC=cor p"; Tr ust edFor Del egat i on=
$true; |l ocati on="Houston"}
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This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
identifier contains the distinguished name for the computer. Three properties are updated:
ManagedBy, Location and TrustedForDelegation. To see the complete list of available properties,
perform a Get-Member command on the object returned from any DRAComputer command.

Example 5-14 2

PS C.\ >Set - DRAConput er -Donmai n MyDomai n.corp -ldentifier "COVPUTERL23"
Properties @ ManagedBy="CN=Ceor ge, CN=User s,

DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed

description"; Trust edFor Del egati on=$true; | ocati on="Houst on"}

This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
Identifier specifies the name of the computer. When the identifier format is the name, the REST
endpoint will contact the DRA Server to resolve the name to the full distinguished name.
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6 Configuration Commands

This section contains cmdlets you can execute for servers.

Get-DRAServerinfo

Synopsis

Gets the list of domains managed by the specified DRA Server.

Syntax

CGet - DRASer ver I nf o [ - DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRAServerinfo cmdlet retrieves the list of domains managed by DRA on the server specified
by the DRAHostServer parameter. The request returns information about the PowerShell client as
well as an array of objects describing the managed domains. To see the list of properties returned in
the Domains array, perform a Get-Member command on any of the objects in the array.

For example: PS C:\ >$nyobj = Get- DRAServer|nfo
Get - Menber -i nput Cbj ect $myobj . Domai ns[ 0] - Menber Type "property"

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named 11192

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRASer ver I nfo -detail ed". For technical
information, type " Get - Hel p Get - DRAServerInfo -ful l".

Example 6-1 1

PS C:\ >Cet - DRASer ver | nf o - DRAHost Server " DRASVR10"

This example gets information about the server DRASVR10. The response will include information
about this PowerShell client, such as whether the client user is a DRA Administrator. If the
DRAHostServer parameter is not specified, the command will retrieve information about the local
computer.

Get-DRAServersForDomain

Synopsis

Gets the list of DRA Servers for the specified domain.

Syntax

Get - DRASer ver sFor Donai n - Domai n <String> [ - DRAHost Server <String>] |-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAServersForDomain cmdlet retrieves the list of servers registered with DRA for managing
the domain specified in the Domain parameter. The request returns an array of objects. To see the
list of properties returned, perform a Get-Member command on any of the objects in the returned
Items array. For example: PS C. \ >Get - DRASer ver sFor Domai n - Domai n MyDonai n. corp
Get - Menber -input Cbj ect $myobj.ltens[ 0] -Menber Type "property".
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Parameters

Attribute / Description

Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
. o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRASer ver sFor Dormai n - det ai | ed". For
technical information, type "Get - Hel p Get - DRASer ver sFor Domain -ful | ".

Example 6-2 1

PS C:\ >Cet - DRASer ver sFor Donai n

- Dormai n MyDomai n. corp

This example gets the list of DRA Servers that manage the domain MyDomain.corp.
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7 Contacts

This section contains cmdlets you can execute for the Contact object type.

Add-DRAContact

Synopsis

Adds a contact object to an Active Directory domain.

Syntax

Add- DRACont act - Properties <Hashtabl e> -Donmain <String> [- DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Add-DRAContact cmdlet adds a contact object to a domain managed by DRA. The requesting
user must have the Create Contact power. To see the complete list of available properties, perform a
Get-Member command on the object returned from any DRAContact command.
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Parameters

Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properti es

@ Description="mny

description"; Location="

Houst on"}

Multiple values are specified as a

comma-separated list.

For example: - Properti es

@ ot her Tel ephones="555-

1212","123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properti es

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped

with a backtick ().

For example: - Properti es

@ Descri ption="ny

“"test " description"}

Domain <String> true named true false

) o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false named

false named

false named

false named

false named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRACont act - det ai | ed". For technical
information, type " Get - Hel p Add- DRACont act -full".

Example 7-1 1

PS C.\ >Add- DRACont act -Donmain MyDomain.corp -Properties
@ Fri endl yNane="My/Donai n. cor p/ Accounti ng/ Cont act 123"; Descri pti on="Cont act
for powershell"; Enpl oyeel d="xx123"}

This example creates a contact named Contact123 in Active Directory using the DRA FriendlyName
property. The contact will be created in the domain MyDomain.corp in the Accounting OU. There are
two properties set on this contact: Description and Employeeld.

Example 7-2 2

PS C.\ >Add- DRACont act -Donmin MyDonai n.corp -Properties
@ Di stingui shedName="CN=Cont act 123, OU=Accounti ng,
DC=MyDomai n, DC=cor p"; Descri pti on="Cont act for

power shel I "; Enpl oyeel d="xx123"}

This example creates a contact named Contact123 in Active Directory using the DRA
DistinguishedName property. The contact will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this contact: Description and Employeeld.

Example 7-3 3

PS C.\ >Add- DRACont act -Dorain MyDomai n.corp -Properties
@ Fri endl yPar ent Pat h="MyDomai n. cor p/

Accounti ng"; Nane="Cont act 123" ; Descri pti on="PS Desc

001" ; Enpl oyeel d="277123"; samAccount Nane="Al t SaneNanel123"}

This example creates the contact Contact123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The contact will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this contact: Description, Employeeld, and
samAccountName.
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Copy-DRAContact

Synopsis

Copies an existing contact to a new contact.

Syntax

Copy- DRACont act -Domai n <String> -Properties <Hashtable> -Identifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description
The Copy-DRAContact cmdlet copies an existing contact properties to a new contact.

The values provided in the -Properties parameter will overwrite the values provided by the existing
contact. You must supply properties to give the new contact a name. See the Add-DRAContact for
examples of how to define the new contact. The response contains the string generated by the
server.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named

named

named

named

named

true
(ByPropertyName)

11192 true
(ByPropertyName)

false

false

true (ByPropertyName false

8755 true (ByPropertyName false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Copy- DRACont act -det ai | ed". For technical
information, type "Get - Hel p Copy- DRAContact -full".

Example 7-4 1

PS C.\ >Copy- DRACont act -ldentifier

" CN=Cont act sour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" —Properties

@ di stingui shedName="CN=CONTACT123, OU=Tax, DC=MyDonai n, DC=cor p"} -domain
MyDomai n. corp

This example will copy the contact named Contactsource from the Accounting OU in
MyDomain.corp to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The
properties of CONTACT123 will be the same as the properties of Contactsource.

Example 7-5 2

PS C.\ >Copy- DRACont act -ldentifier

" CN=Cont act sour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties

{di sti ngui shedName="CN=CONTACT123, OU=Tax, DC=MyDonai n, DC=cor p" ; Descri pti on=
"Tax group menber"} -domain MyDomain. corp

This example will copy the contact named Contactsource from the Accounting OU in
MyDomain.corp to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The
Description property for CONTACT123 will be set to 'Tax group member'.
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Disable-DRAContactEmail

Synopsis

Disables email for the contact account specified by the Identifier parameter.

Syntax

Di sabl e- DRACont act Enai|l -Domain <String> -ldentifier <String> |-
DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Disable-DRAContactEmail cmdlet disables email on the account specified by the Identifier
parameter. The requesting user must have the Delete Email for Contact power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false

. L (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

Contacts

119



120

Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named 11192

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Di sabl e- DRACont act Emai | - detai |l ed". For
technical information, type " Get - Hel p Di sabl e- DRACont act Emai | -ful | .

Example 7-6 1

PS C.\>Di sabl e- DRACont act Emai| - Domain MyDomai n. corp -ldentifier
"CN=Ct 123, QU=Account i ng, DC=MyDomai n, DC=cor p"

This example disables email for the contact named Ct123 in MyDomain.corp. The identifier contains
the distinguished name for the account.

Enable-DRAContactEmail

Synopsis

Enables email for the contact account specified by the Identifier parameter.

Syntax

Enabl e- DRACont act Emai | - Donai n <String> - ExchangeDN <Stri ng> - Emai | Addr ess
<String> -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParaneter>] [-Force <SwitchParaneter> |-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Enable-DRAContactEmail cmdlet enables email for the specified contact account. The
requesting user must have the Enable Email for Contact power.
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122

Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

ExchangeDN <String>

A Full path to the Exchange
service. Use the Cet -
DRAExchangeSer ver s
command to obtain the list of
Exchange servers managed

through DRA.

EmailAddress<String>

The full email address for the
account. For example:
MyUser Name@rydonai n. cor

p.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

named

named

named

named

named

named 11192

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Enabl e- DRACont act Enai | - detail ed". For
technical information, type " Get - Hel p Enabl e- DRACont act Emai | -ful | ".

Example 7-7 1

PS C.\ >Enabl e- DRACont act Emai| - Domain MyDomai n.corp -ldentifier
"CN=Ct 123, QU=Account i ng, DC=MyDomai n, DC=cor p" - ExchangeDN "/ o=Fi rst/
ou=Exchange Adninistrative Contact (FYD BOHF23SPDLT)/ CN=Reci pi ents/
CN=Ct 123" -Emai | Address "Ct 123@¥Domai n. cor p"

This example enables email for the user named Ct123 in MyDomain.corp. The identifier contains the
distinguished name for the contact.

Get-DRAContact

Synopsis

Gets information about an Active Directory contact account.

Syntax

Get - DRACont act -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRAContact cmdlet returns the properties of the requested contact account managed by
DRA. The requesting user must have the View All Contact Properties power. You can view the default
list of properties or specify specific properties. See the examples for information on how to view
specific properties.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRACont act - det ai | ed". For technical
information, type " Get - Hel p Get - DRACont act -ful | ™.

Example 7-8 1

PS C.\ >Cet-DRACont act -Domain MyDomain.corp -ldentifier "Contact123" -
Attributes

“Description", "D spl ayNanme", " Enpl oyeel d*, "Di sti ngui shedNane", " Fri endl yPat h
", "Friendl yParent Pat h", "Fri endl yNanme", "1 sDi sabl ed", " Qbj ect Cat egory"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 7-9 2

PS C.\ >Cet-DRAContact -Dormain MyDomain.corp -ldentifier "Contact123"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the name for the contact. When the name is used, the REST endpoint will first ask
the DRA Server for the distinguished name and then request the properties for that contact.

Example 7-10 3

PS C: \ >Cet-DRAContact -Domain MyDonmin.corp -ldentifier
" CN=Cont act 123, OU=Account i ng, DC=MyDomai n, DC=cor p"
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This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the distinguished name for the contact.

Remove-DRAContact

Synopsis

Removes a contact account from Active Directory.

Syntax

Renove- DRACont act -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter> [-Ti meout <Int32>] [<ConmmonPar aneters>]

Description

The Remove-DRAContact cmdlet deletes the requested contact account. The requesting user must
have one of the Delete Contact powers. If the Recycle Bin is enabled, the contact is moved to the

Recycle Bin.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false

) o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

100

seconds

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renpove- DRACont act -detai |l ed". For technical
information, type " Get - Hel p Renpve- DRACont act -ful | ".

Example 7-11 1

PS C.\ >Renpve- DRACont act - Donain MyDonai n.corp -ldentifier
"CN=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the contact named Contact123 from MyDomain.corp. The identifier contains
the distinguished name for the contact. If the Recycle Bin is enabled, the contact is moved to the
Recycle Bin. Otherwise, it is removed permanently.

Example 7-12 2

PS C:\ >Rermpve- DRACont act - Domai n MyDonmi n. corp -ldentifier
" CN=Cont act 123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the contact named Contact123 from the DRA Recycle Bin, removing it
permanently from Active Directory.

Restore-DRAContact

Synopsis

Restores the specified contact from the Recycle Bin.

Syntax

Rest or e- DRACont act -Domai n <String> [-Donai nController <String>] |-

Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server
<String>] [ - DRAHost Port <Int32>] [-DRARestServer <String>] |-
DRARest Port <I nt 32>] [-l1gnoreCertificateErrors <SwitchParaneter>]
[-Force <SwitchParaneter>] [-Tineout <Int32>] [<CommonParaneters>]
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Description

The Restore-DRAContact cmdlet will restore a previously deleted contact from the Recycle Bin to its
original container or to a new specified container. Supported formats for the identifier are friendly
name and distinguished name. If the full path is specified, it must point to the Recycle Bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific

domain controller to use for the

request.

RestoreToContainer [<String>]  false named true false
(ByPropertyName)

The distinguished name of the

container to which you want to

restore the object. If this

parameter is not specified, DRA

will attempt to restore the object

to its original container.

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named 11192

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - Rest or e- DRACont act - det ai | ed". For
technical information, type " Get - Hel p Set - Rest or e- DRACont act -full".

Example 7-13 1

PS C \>Restore-DRAContact -ldentifier
" CN=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" - Domai n MyDom cor p

This example will restore a Contact named MyContact8 from the NetlQRecycleBin in MyDom.corp. It
will be restored to the container from which it was deleted.

Example 7-14 2

PS C. \ >Restore-DRAContact -ldentifier
" CN=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Rest or eToCont ai ner
" QU=TenpCon, DC=MyDorai n, DC=CORP" -domai n MyDonai n. corp

This example will restore a contact named MyContact8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp

Set-DRAContact

Synopsis

Updates the properties of an existing contact account in Active Directory.

Syntax

Set - DRACont act - Domain <String> -Properties <Hashtable> -Identifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]
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Description

The Set-DRAContact cmdlet modifies the requested contact account. The requesting user must have
one of the Modify Contact powers.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)
A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es
@ Description="mny
description"; Location="
Houst on"}
Multiple values are specified as a
comma-separated list.
For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}
If the property name contains
non-alphanumeric characters it
needs to be quoted.
For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}
If the property value contains a
quote it needs to be escaped
with a backtick ().
For example: - Properti es
@ Description="mny
""test " description"}
Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description

Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
) o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Set - DRACont act -det ai | ed". For technical
information, type "Get - Hel p Set - DRACont act -ful | ".

Example 7-15 1

PS C.\ >Set-DRACont act -Domain MyDomain.corp -ldentifier "Contact123"
Properti es @ Manager="CN=CGeor ge, CN=Users,

DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed

description"; Enpl oyeel d="EMP123"; G t y="Houst on"}

This example updates some of the properties for the contact Contact123 in MyDomain.corp. The
Identifier specifies the name of the contact. When the identifier format is the name, the REST
endpoint will contact the DRA Server to resolve the name to the full distinguished name before
sending the update request.
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Example 7-16 2

PS C.\ >Set-DRAContact -Domain MyDomain.corp -ldentifier
" CN=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties
{Ci ty="Houst on"; Enpl oyeel d="EMP123"}

This example updates some of properties for the contact contact123 in MyDomain.corp. The
identifier contains the distinguished name for the contact. Three properties are updated: City,
Location, and Employeeld. To see the complete list of available properties, perform a Get-Member
command on the object returned from any DRAContact command.
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8 Container Commands

This section contains cmdlets you can execute for the Container and Builtin Container object type.

Get-DRABUiIltinContainer

Synopsis

Gets information about an Active Directory Builtin Container.

Syntax

CGet - DRABUi | ti nContai ner -Domain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>][-VisiblePropertiesOnly <Sw tchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRABUuiltinContainer cmdlet returns the properties of the requested builtin container
managed by DRA. The requesting user must have the View All OU Properties power. You can view
the default list of properties or specify specific properties. See the examples for information on how
to view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

true

true

false

named

named

named

named

named

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

11192 true
(ByPropertyName)

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRABuUI | ti nCont ai ner -detail ed". For
technical information, type "Get - Hel p Get - DRABui | ti nCont ai ner -full".

Example 8-1 1

PS C.\ >Get - DRABui I ti nContai ner -Domain MyDonain.corp -ldentifier "Builtin"

This example requests the properties of the builtin container in MyDomain.corp. The identifier
contains the name for the container. When the name is used, the REST endpoint will first query the
DRA Server for the distinguished name and then request the properties for that container.

Example 8-2 2

PS C:\>Cet-DRABui I tinContai ner -Domain MyDonein.corp -ldentifier
" CN=Bui | ti n, DC=MyDonai n, DC=cor p"

This example requests the properties of the builtin container in MyDomain.corp. The identifier
contains the distinguished name for the builtin container.

Example 8-3 3

PS C:\ >Cet - DRABuUI I ti nCont ai ner -Domai n MyDomai n.corp -ldentifier "Builtin"
-Attributes "Description”,"DisplayNane",

"Di stingui shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNane", " Qb
j ect Cat egory"

This example requests the properties of the builtin container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, a
default list of properties will be returned.
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Get-DRAContainer

Synopsis

Gets information about an Active Directory Container.

Syntax

Get - DRACont ai ner -Domain <String> [-Attributes <String[]>] [-
Power sFor Operations <String[]>][-VisiblePropertiesOnly <SwitchParamneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRAContainer cmdlet returns the properties of the requested container managed by DRA.
The requesting user must have the View All OU Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific

properties.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve

values for. If this parameter is

missing, a default list of

properties is returned.

PowersForOperations false named true false

[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false named

true named

true named

false named

false named 11192

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - DRACont ai ner -det ai | ed". For technical
information, type "Get - Hel p Get - DRACont ai ner -full".

Example 8-4 1

PS C.\ >Cet-DRACont ai ner -Domain MyDonain.corp -ldentifier
" CN=User s, DC=MyDonai n, DC=cor p"

This example requests the properties of the Users container in MyDomain.corp. The identifier

contains the distinguished name for the Container.

Example 8-5 2

PS C.\ >Cet-DRACont ai ner -Donmain MyDomain.corp -ldentifier "Users"

This example requests the properties of the Users container in MyDomain.corp. The identifier
contains the name for the container. When the name is used, the REST endpoint will first query the
DRA Server for the distinguished name and then request the properties for that container.

Example 8-6 3

PS C.\ >Cet - DRACont ai ner -Domai n MyDonai n.corp -ldentifier "Users”
Attributes

"Description”, "D spl ayNanme", Di stingui shedNane", "Fri endl yPat h", "Fri endl yPar
ent Pat h", " Fri endl yName", " Cbj ect Cat egor y"

This example requests the properties of the Users container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, a
default list of properties will be returned.
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Set-DRABUuiltinContainer

Synopsis

Updates the properties of an existing Builtin Container in Active Directory.

Syntax

Set - DRABuUI | ti nCont ai ner -Domain <String> -Properties <Hashtabl e> -

I dentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Set-DRABuiltinContainer cmdlet modifies the requested builtin container. The requesting user
must have the Modify All OU Properties power.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRABui | ti nCont ai ner -detail ed". For
technical information, type " Get - Hel p Set - DRABui I ti nCont ai ner -ful [ ".

Example 8-7 1

PS C.\ >Set-DRABui | ti nContai ner -Domain MyDomain.corp -ldentifier
" CN=Bui I ti n, DC=MyDonai n, DC=cor p" -Properties @Description="Builtin system
contai ner for MyDomain.corp"}

This example updates the description of the Builtin container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRABUuiltinContainer
command.

Set-DRAContainer

Synopsis

Updates the properties of an existing Container in Active Directory.

Syntax

Set - DRACont ai ner -Domain <String> -Properties <Hashtable> -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParanmeter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]
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Description

The Set-DRAContainer cmdlet modifies the requested Container. The requesting user must have the

Modify All OU Properties power.

Parameters

Attribute / Description Parameters / Values

Required Position

Accept Pipeline Accept
input? wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
""test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
) o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRACont ai ner -detai | ed". For technical

information, type " Get - Hel p Set - DRACont ai ner -ful [ ™.

Example 8-8 1

PS C:\ >Set - DRACont ai ner

- Domai n MyDomai n. corp -ldentifier

" CN=User s, DC=MyDonai n, DC=cor p" -Properties @Description="User accounts

for MyDonai n. corp"}

This example updates the description of the Users container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRAContainer command.
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9 Delegation Commands

This section contains cmdlets you can execute for delegation.

Add-DRAAssignments

Synopsis

Adds delegation assignments to Assistant Administrators.

Syntax

Add- DRAAssi gnnments -ldentifier <String> [-Goups <String[]>] [-Users
<String[]>] [-AssistantAdm nG oups <String[]>] [-Roles <String[]>] [-
Powers <String[]>] [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Add-DRAAssignments cmdlet assigns ActiveViews with associated roles and powers to
delegated users, groups, and Assistant Admin groups.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

An existing ActiveView scope

specified by name.

Groups [<String[]>] false named true false

o ] (ByPropertyName)

An array of existing Active

Directory groups to assign

specified by distinguished name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active
Directory users to assign
specified by distinguished name.
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Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

AssistantAdminGroups false named true false

[<String[]>] (ByPropertyName)

An array of existing Assistant

Admin groups to assign specified

by name.

Roles [<String[]>] false named true false

o (ByPropertyName)

An array of existing roles to

delegate specified by name.

Powers [<String[]>] false named true false

o (ByPropertyName)

An array of existing powers to

delegate specified by name.

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port number of the DRA Host

Service. This parameter is only

used when the DRAHostServer

parameter is also specified. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRAAssi gnments - det ai | ed". For
technical information, type " Get - Hel p Add- DRAAssi gnnents -ful | ".

Example 9-1 1

PS C.\ >Add- DRAAssi gnnents -ldentifier AV1 -G oups

" CN=MyGr oup, OU=Account i ng, DC=MYDOMAI N, DC=cor p" -Users

"CN=MyUser , QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p" - Powers " Add
User to Group","Mdify all Azure G oup properties"
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This example adds MyGroup and MyUser to the "AV1" ActiveView with the "Add User to Group" and
"Modify all Azure Group Properties" powers.

Get-DRAAssignments

Synopsis

Get Security Assignments for an object (User or Group).

Syntax

Get - DRAAssi gnnents -Domain <String> [-Attributes <String[]>] |[-
Power sFor Operations <String[]>] [-VisiblePropertiesOnly <Swi tchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRAAssignments cmdlet gets security assignments like Roles and Powers.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

) ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
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Attribute / Description Parameters / Values

Required Position

Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly false named
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

11192

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAAssi gnnent s - det ai | ed". For technical
information, type "Get - Hel p Get - DRAAssi gnnents -ful | ",

Example 9-2 1

PS C.\ >Cet - DRAAssi gnnents - Donai n MyDonai n. corp -ldentifier
"CN=Charl i e, OQU=Account i ng, DC=MyDomai n, DC=cor p"

This example gets the security assignments list of the user named Charlie. The identifier contains the
distinguished name for the user.

Get-DRADelegatedPowers

Synopsis

Gets the delegated powers of a user.

Syntax

Get - DRADel egat edPowers -Donmain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <Swi tchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRADelegatedPowers cmdlet gets the delegated powers of a user.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client  to hide or disable
elements the calling user doesn't
have powers for

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property
that they do not have powers to
view. By specifying this flag,
DRA is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

false named

false named

false named

true named

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

true false
(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRADel egat edPower s -det ai |l ed". For
technical information, type " Get - Hel p Get - DRADel egat edPowers -full".

Example 9-3 1

PS C.\ >Cet - DRADel egat edPower s -Domai n MyDomai n. corp -ldentifier

"CN=Charl i e, OQU=Account i ng, DC=MyDonei n, DC=cor p"

This example gets the delegated powers list of the user named Charlie. The identifier contains the

distinguished name for the user.

Remove-DRAAssighments

Synopsis

Removes a delegation assignment from assistant administrators.
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Syntax

Renove- DRAAssi gnnents -ldentifier <String> [-AssistantAdmin <String>] |-
Rol es <String[]>] [-Powers <String[]>] [-DRAHostServer <String>] [-

DRAHost Port <Int 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] |-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-

Ti meout <l nt32>] [<ConmonPar anet er s>]

Description

The Remove-DRAAssignments cmdlet removes an ActiveView assignment and any associated roles
or powers from an assistant administrator or Assistant Admin group.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
o o (ByPropertyName)

An existing ActiveView scope

specified by name.

AssistantAdmin [<String>] false named true false
(ByPropertyName)

A delegated assistant

administrator or group, specified

by a user or group distinguished

name, or an Assistant Admin

group name.

Roles [<String>] false named true false
(ByPropertyName)

One or more delegated roles,

specified by name.

Powers [<String>] false named true false
(ByPropertyName)

One or more delegated powers,

specified by name.

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named 11192

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true
(ByPropertyName)

true
(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renove- DRAAssi gnnents -detail ed". For
technical information, type " Get - Hel p Renpve- DRAAssi gnments -ful | ".

Example 9-4 1

PS C.\ >Renpve- DRAAssi gnnents -ldentifier AV1 -Assistant Adnin
"CN=MyUser , QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOMAI N, DC=cor p" - Rol es

"Audit Users and G oups"

This example removes MyUser from the "AV1" ActiveView and from the "Audit Users and Groups"

role.

Delegation Commands

167


http://go.microsoft.com/fwlink/?LinkID=113216
http://go.microsoft.com/fwlink/?LinkID=113216

168 Delegation Commands



O Device Commands

This section contains Help information for cmdlets you can execute for the objects that are shared.

Disable-DRADevice

Synopsis

Disable a device object.

Syntax

Di sabl e- DRADevi ce -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Disable-DRADevice cmdlet disables the requested device. The requesting user must have the
Stop Device power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier [<String>] true named true false
S (ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named false false

The domain of the object in
FQDN format. For example:
nmydonai n. corp
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Di sabl e- DRADevi ce - det ai | ed". For technical

information, type "Get - Hel p Di sabl e- DRADevi ce -ful | ".

Example 10-1 1

PS C.\>Di sabl e- DRADevi ce -Domain MyDonai n.corp -ldentifier
" CN=MyDevi ce, CN=COMPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example disables the device named MyDevice. The identifier contains the

distinguished name for the device.
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Enable-DRADevice

Synopsis

Enables a device object.

Syntax

Enabl e- DRADevi ce -Donain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Enable-DRADevice cmdlet enables the requested device. The requesting user must have the
Start Device power.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier [<String>] true named true false
(ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named false false
The domain of the object in
FQDN format. For example:
nydomai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false named

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

11192 true
(ByPropertyName)

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Enabl e- DRADevi ce -det ai | ed". For technical

information, type "Get - Hel p Enabl e- DRADevi ce -full".

Example 10-2 1

PS C.\ >Enabl e- DRADevi ce - Domai n MyDonai n.corp -ldentifier
" CN=MyDevi ce, CN=COVPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example enables the device named MyDevice. The identifier contains the

distinguished name for the device.

Get-DRADevice

Synopsis

Lists the properties of a computer’s device object(s).
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Syntax

CGet - DRADevi ce -Domain <String> -ldentity <String> [-Nane <String>] [-

Cont ai nerDN <String>] [-EnforceServerLinmt <SwitchParaneter>] [-

I ncl udeChi | dCont ai ners <Swi t chPar aneter>] [-Cbject sPerResponse <Int32>] [-
ResunmeString <String>] [-Attributes <String[]>] [-DRAHostServer <String>]
[ - DRAHost Port <Int32>] [-DRARest Server <String>] [-DRARestPort <Int32>] |-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [<ConmonPar anet er s>]

Description

Specify the target computer using the distinguishedName. The Get-DRADevice cmdlet returns a list
of the device objects. When -Name is specified, returns a list of the device object's properties.

Parameters

Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Domain [<String>]

The domain of the object in
FQDN format. For example:
nydomai n. corp

Identity [<String>]

The distinguished name of an
existing computer object. For
example:

CN=COVPUTER123, CN=Conpu
ters, DC=DRDOML23, DC=com

Name [<String>]

The Name parameter specifies
the name of a computer
resource. For example,
"MyShare" for a file share,
"MCSAdminSvc" for a service or,
"Application" for an event log.

Container <String>

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" OQU=Account i ng, DC=MyDom
ai n, DC=cor p"

true

true

false

false

named

named

named

named

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline Accept
input? wildcard
characters?

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

"CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

Attributes [<String[]>]

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
properties is returned.

false

false

false

false

false

named

named

named

named

named

false false

false false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port number of the DRA Host

Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755 true false

ByPropertyName
The port number of the DRA (ByProperty )

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Get - DRADevi ce -det ai | ed". For technical

information, type "Get - Hel p Get - DRADevi ce -full".

Example 10-3 1

PS C.\ >Cet - DRADevi ce -Domain MyDomain.corp -ldentity
" CN=COVPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example returns a list of device objects that belong to the computer named

COMPUTER123 in MyDomain.corp.
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Example 10-4 2

PS C.\ >Cet - DRADevi ce -Domain MyDomain.corp -ldentity
" CN=COVPUTER123, CN=Conput er s, DC=MyDomai n, DC=cor p" - Nanme " M/Devi ce"

This command example returns a list of MyDevice properties on the computer COMPUTER123 in
MyDomain.corp.

Set-DRADevice

Synopsis

Updates the properties of the computer device specified by the Identifier parameter.

Syntax
Set - DRADevi ce - Domai n <String> -Properties <Hashtable> -Identifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server <String>]

[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParanmeter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The Set-DRADevice cmdlet modifies the requested device object of a computer. The requesting
device must have Modify Device powers for each of the properties sent in the request.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list. For
example: - Properties

@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted. For example:
-Properties @"VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick (*). For example:
-Properties

@ Descri ption="mny
""test " description"}

Identifier [<String>] true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port number of the DRA Host

Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755 true false

ByPropertyName
The port number of the DRA (ByProperty )

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - DRADevi ce -det ai | ed". For technical
information, type "Get - Hel p Set - DRADevi ce -full".

Example 10-5 1

PS C.\ >Set-DRADevi ce -Domain MyDomain.corp -ldentifier
" CN=MyDevi ce, CN=Conput er 123, CN=Conput er s, DC=MyDonai n, DC=cor p" - Properties
@ St art Type=2}

In this example, the Set-DRADevice cmdlet updates the StartType property on the device
“MyDevice” in MyDomain.corp. The identifier contains the distinguished name for the device.
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The StartType property requires a value between 0 and 4:

0 BOOT

1 SYSTEM

2 AUTOWATI C
3 MANUAL

4 Dl SABLED

To see the complete list of available properties, perform a Get-DRADevice command on the object
returned from any DRADevice command.
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1 Domain Commands

This section contains cmdlets you can execute for domains, servers, and domain objects.

Get-DRADomain

Synopsis

Gets properties for a single domain or all managed domains.

Syntax

Get - DRADonmi n [-Domain <String>] [-Attributes <String[]>] [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Get-DRADomain cmdlet returns the properties of domains. You can specify a specific domain. If
you do not specify a domain, the server will return the first 250 domains managed by DRA. To filter
the domain list, use the Find-DRAObjects command. The server will only return domains for which
the requesting user has the View All Domain Properties power. You can view the default list of
properties or request specific properties. See the examples for information on how to view specific

properties.
Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain [<String>] true named true false

) o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nmydonai n. corp
Attributes [<String[]>] false named true false

(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true (ByPropertyName false

true (ByPropertyName false

false

false

false

false

Domain Commands



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - DRADonai n - det ai | ed". For technical
information, type "Get - Hel p Get - DRADomai n -ful I ".

Example 11-1 1

PS C. \>Cet-DRADomai n -Attributes "dnsFl at Name", " di st i ngui shedNane"

This example requests two specific properties for all managed domains: dnsFlatName and
distinguishedName. The results will contain the first 250 domains where the requesting user has the
View All Domain Properties power. To filter the list or to see more than 250 domains, use the Find-
DRAObjects command.

Example 11-2 2

PS C:\ >Cet - DRADormai n - Dormai n MyDomai n. corp

This example requests the default list of properties for the domain MyDomain.corp.

Set-DRADomain

Synopsis

Updates the properties of a managed domain.
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Syntax

Set - DraDonmai n - Donmain <String> -Properties <Hasht abl e> [ - DRAHost Ser ver
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Set-DRADomain cmdlet updates the properties of a managed domain. You must have the power
to modify DRA configuration data

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain [<String>] true named true false

) o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydomai n. corp
Properties <Hashtable> true named true false

(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Descri ption="ny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list. For
example: - Properties

@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted. For example:
-Properties @"VA-DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick (*). For example:
-Properties

@ Descri ption="ny
""test " description"}
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - DRADonai n - det ai | ed". For technical
information, type "Get - Hel p Set - DRADomai n -ful I ".

Example 11-3 1

PS C.\ >Set - DRADonai n - Domai n MyDomai n. corp -Properties

@ | sRecycl eBi nEnabl ed=$t r ue; Peri odi cal | yO eanRecycl eBi n=$t r ue;
Peri odi cal | yd eanRecycl eBi nDai | yl nt erval =100;

Peri odi cal | yC eanRecycl eBi nSt art Dat e=( Get - Dat e) . AddDays(7) ;
Recycl eBi nManagesConput er s=$t r ue;

Peri odi cal | yDel et eConput er sFronRecycl eBi n=$t r ue;

Del et eConput er sA der ThanDays=100}

This example enables the NetlQ Recycle Bin for the domain MyDomain.corp with the following
settings:

1. The Recycle Bin cleanup job tor run every 100 days starting 7 days from when the cmdlet is run.
2. Computer objects should be moved to the Recycle Bin when deleted from Active Directory.

3. The Recycle Bin cleanup job should permanently delete any computer in the Recycle Bin older
than 100 days.

Example 11-4 2

PS C.\ >Set - DRADonai n - Domai n MyDomai n. corp -Properties
@ pr ef erredDc=" Cor pDC01. MyDonai n. corp"}
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This command example sets the preferred domain controller for MyDomain.corp to
Cor pDCO1. MyDonmi n. cor p
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2 Dynamic Distribution Groups

This section contains cmdlets you can execute for the Dynamic Distribution Group object type.

Add-DRADynamicDistributionGroup

Synopsis

Adds a dynamic distribution group to an Active Directory domain.

Syntax

Add- DRADynam cDi stributi onG oup - ExchangeVersion <String> -Properties
<Hasht abl e> - Domai n <String> [ - DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

| gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Add-DRADynamicDistributionGroup cmdlet adds a dynamic distribution group to a domain
managed by DRA. The requesting user must have the CreateDynamicDistribution Group power. To
see the complete list of available properties, perform a Get-Member command on the object
returned from any DRADynamicDistributionGroup command.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
ExchangeVersion <String> true named true false
(ByPropertyName)

Value to indicate which Exchange
version should be used to create
the Dynamic Distribution Group.
Valid values are 2013, 20106 or
2019.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false

(ByPropertyName)
A Hashtable of property values.

The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " description"}

Identifier <String> true named true false

(ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named true false

. o (ByPropertyName)
The domain of the object in fqdn

format. For example:
nydomai n. corp
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard

characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Add- DRADynami cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Add- DRADynami cDi stri buti onG oup
-full".

Example 12-1 1

PS C.\ >Add- DRDynamni cDi stri buti onAG oup - Domai n MyDonai n. corp - Properties
@ Fri endl yNane="MyDonai n. cor p/ Accounti ng/ GROUP123"; Description="G oup for
power shel | "; ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"} -
ExchangeVer si on "2016"

This example creates a dynamic distribution group named GROUP123 in Active Directory using the
DRA FriendlyName property. The group will be created using Exchange 2016 in the domain
MyDomain.corp in the Accounting OU. There are two properties set on thisgroup: Description and
ManagedBy

Example 12-2 2

PS C.\ >Add- DRADynami cDi stri buti onG oup -Domai n MyDonai n. corp - Properties
@ Di stingui shedName="CN=GROUP123, QU=Accounti ng,

DC=MyDomai n, DC=cor p"; Descri pti on="G oup for powershell"} -ExchangeVersion
"2016"

This example creates a dynamic distribution group named GROUP123 in Active Directory using the
DRA DistinguishedName property. The group will be created using Exchange 2016 in the domain
MyDomain.corp in the Accounting OU. Description is the onlyproperty set on this group.
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Copy-DRADynamicDistributionGroup

Synopsis

Copies an existing dynamic distribution group to a new location.

Syntax

Copy- DRADynami cDi stri buti onG oup -Donain <String> -Properties <Hashtabl e>
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Copy-DRADynamicDistributionGroup cmdlet copies an existing dynamic distribution group to a
new location. The response contains the string generated by the server.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false

(ByPropertyName)
A Hashtable of property values.

The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named true false

o (ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydomai n. corp
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard

characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Copy- DRADynani cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Copy-
DRADynami cDi stributionGoup -full".

Example 12-3 1

PS C.\ >Copy- DRADynami cDi stri butionGoup -ldentifier

" CN=DDGsour ce, OU=Account i ng, DC=MyDomai n, DC=cor p" - Properties

@ Di sti ngui shedNanme="CN=USER123, OU=Tax, DC=MyDon=i n, DC=cor p"} -domain
MyDonai n. corp

This example will copy the dynamic distribution named DDGsource from the Accounting OU in
MyDomain.corp to a new dynamic distribution group named USER123 in the Tax OU in
MyDomain.corp.

Get-DRADynamicDistributionGroup

Synopsis

Gets information about a dynamic distribution group account.

Syntax

Get - DRADynanmi cDi stributi onGoup -Domain <String> [-Attributes <String[]>]
[ - Power sFor Operations <String[]>] [-VisiblePropertiesOnly

<Swi t chParameter>] -ldentifier <String> [-DRAHost Server <String>] [-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]
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Description

The Get-DRADynamicDistributionGroup cmdlet returns the properties of the requested group

account managed by DRA. The requesting user must have the View All Dynamic Distribution Group
Properties power. You can view the default list of properties or request specific properties. See the

examples for information on how to view specific properties.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)
An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
properties is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)
An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
VisiblePropertiesOnly false named false false

[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String> true

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true

The domain of the object in
FQDN format. For example:
nydomai n. corp

DRAHostServer [<String>] false

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

named

named

named

named 11192

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true false

(ByPropertyName)

false false

false false

true false

(ByPropertyName)
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NOTE: For more information, type "Get - Hel p Get - DRADynami cDi stri buti onG oup -

det ai | ed". For technical information, type "Get - Hel p Get - DRADynami cDi st ri buti onG oup

-full™.

Example 12-4 1

PS C.\ >Cet - DRADynami cDi stributionG oup -Domai n MyDonain. corp -ldentifier

"GROUP123" -Attributes

"Description", "D spl ayName", Di stingui shedNane", "Friendl yPat h", "Fri endl yPar

ent Pat h", "Fri endl yNanme", " SamAccount Nang"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 12-5 2

PS C:\ >Cet - DRADynami cDi stributi onG oup -Donein MyDomain.corp -ldentifier

" GROUP123"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The

identifier contains the name for the group. When the name is used, the REST endpoint will first ask

the DRA Server for the distinguished name and then request the properties for that group.

Example 12-6 3

PS C.\ >Cet - DRADynami cDi stributi onGoup -Domain MyDomain.corp -ldentifier

" CN=GROUP123, QU=Account i ng, DC=MyDonei n, DC=cor p"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
identifier contains the distinguished name for the group.

Get-DRADynamicDistributionGroupPreview

Synopsis

Previews the objects in a container that would match the conditions of a dynamic distribution group.

Syntax

Get - DRADynanmi cDi stri buti onG oupPreview [-Attributes <String[]>] -
Properties <Hashtabl e> -Domain <String> [-DRAHost Server <String>] [-

DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRADynamicDistributionGroupPreview cmdlet returns the objects that would match the
conditions of a dynamic distribution group. The response contains the list of objects that are in the

specified filter of the target container. You can specify the target container using either the
recipientContainer or the distinguishedName attribute.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true false

(ByPropertyName)

true false

(ByPropertyName)

false false

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>] false

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named

named 11192

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRADynami cDi stri buti onG oupPr evi ew
- det ai | ed". For technical information, type "Get - Hel p Cet -
DRADynami cDi stri buti onG oupPreview -full".

Example 12-7 1

PS C.\ >Cet - DRADynanmi cDi stri buti onG oupPrevi ew - Donai n MyDomai n. corp -
Properties @description="some information";

reci pi ent Cont ai ner =" OQU=Tax, DC=MyDomai n, DC=cor p"; Condi ti onal Cust omAttri bute
1="val uel", "val ue2"; Condi ti onal St at eOr Provi nce="TX", "OR"; Condi ti onal Depart
ment =" Account i ng"; Condi ti onal Conpany="ACME"}

This example will return a list of objects that would match the dynamic distribution group conditions
in the Tax OU in MyDomain.corp. The group members will each have all of the criteria listed for
ConditionalCustomAttributel, ConditionalStateOrProvince, ConditionalDepartment and
ConditionalCompan

Move-DRADynamicDistributionGroup

Synopsis

Moves a dynamic distribution group from one location in Active Directory to another.
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Syntax

Move- DRADynami cDi stributi onG oup -Domain <String> - Target Cont ai ner
<String> -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Move-DRADynamicDistributionGroup cmdlet moves the group named in Identifier to the OU
named in the TargetContainer. The requesting user must have the Move Group to OU power on the
TargetContainer. Supported formats for Identifier are friendly name and distinguished name.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

TargetContainer <String> false named true false
(ByPropertyName)

The full path to the destination

container for the object you are

moving, in distinguished name

format. For example: -

Tar get Cont ai ner

"QU=Accounti ng, DC=MyDom

ai n, DC=cor p”".

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydonai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Move- DRADynani cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Move-
DRADynami cDi stributionGoup -full".

Example 12-8 1

PS C. \ >Move- DRADynami cDi stri buti onG oup - Domai n MyDonei n. corp -1ldentifier
" CN=Engi neeri ng, OU=Accounti ng, DC=MyDonai n, DC=cor p" - Tar get Cont ai ner
" QU=NewPar ent , OQU=Account i ngHone fi ce, DC=MyDonmi n, DC=cor p"

This example moves the dynamic distribution group named Engineering from the Accounting
container to the NewParent container. The identifier contains the distinguished name for the
dynamic distribution group.

Remove-DRADynamicDistributionGroup

Synopsis

Removes a DynamicDistribution group account from Active Directory.

Syntax

Renove- DRADynami cDi stri buti onGoup -Donain <String> -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The Remove-DRADynamicDistributionGroup cmdlet deletes the requested group account. The
requesting user must have one of the Delete Group powers. If the Recycle Bin is enabled, the group
is moved to the Recycle Bin.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn

format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

named

named

named

named 11192

named

named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renove- DRADynami cDi stri buti onG oup -
det ai | ed". For technical information, type " Get - Hel p Renove-
DRADynami cDi stributionGoup -full".

Example 12-9 1

PS C:\ >Renove- DRADynami cDi stri buti onG oup -Donei n MyDomai n. corp -
I dentifier " CN=GROUP123, OU=Net | QRecycl eBi n, DC=MyDomnai n, DC=cor p"

This example deletes the group named GROUP123 from the DRA Recycle Bin, removing it
permanently from Active Directory.
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Example 12-10 2

PS C.\ >Renpve- DRADynam cDi stri buti onGroup -Dormain MyDonain.corp -
| dentifier
" CN=GROUP123, OQU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the group named GROUP123 from MyDomain.corp. The identifier contains the
distinguished name for the group. If the Recycle Bin is enabled, the group is moved to the Recycle
Bin. Otherwise, it is removed permanently.

Restore-DRADynamicDistributionGroup

Synopsis

Restores the specified dynamic distribution group from the Recycle Bin.

Syntax

Rest or e- DRADynani cDi st ri buti onG oup -Donai n <String> [-Domai nControll er
<String>] [-RestoreToContainer <String>] -ldentifier <String> [-

DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParaneter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Restore-DRADynamicDistributionGroup cmdlet will restore a previously deleted dynamic
distribution group from the Recycle Bin to its original container or to a new specified container.
Supported formats for the identifier are friendly name and distinguished name. If the full path is
specified, it must point to the Recycle Bin (NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DomainController [<String>] false named true false

" (ByPropertyName)
The computer name of a specific
domain controller to use for the
request.
RestoreToContainer [<String>]  false named true false

(ByPropertyName)

The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Rest or e- DRADynani cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Rest or e-
DRADynami cDi stributionGoup -full".

Example 12-11 1

PS C:\ >Rest or e- DRADynani cDi stri buti onGoup -Identifier
" CN=DDGB, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" -rest oreToCont ai ner
" QU=TenpCon, DC=MyDorai n, DC=CORP" -domai n MyDonai n. corp
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This example will restore a dynamic distribution group named DDGS8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.

Example 12-12 2

PS C.\ >Rest or e- DRADynam cDi stri buti onGroup -ldentifier
" CN=DDGB, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" -donmai n MyDomai n. corp

This example will restore a dynamic distribution group named DDGS8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the original location where it was deleted from.

Set-DRADynamicDistributionGroup

Synopsis

Updates the properties of an existing dynamic distribution group account in Active Directory.

Syntax

Set - DRADynani cDi stri buti onG oup -Domai n <String> [-Properties <Hashtabl e>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Set-DRADynamicDistributionGroup cmdlet modifies the specified group account. The requesting
user must have one of the Modify Dynamic Distribution Group powers. If the Recycle Bin is enabled,
the group is moved to the Recycle Bin.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties [<Hashtable>] true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true (ByPropertyName false

true (ByPropertyName false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - DRADynami cDi stri buti onG oup -
det ai | ed". For technical information, type "Get - Hel p Set - DRADynami cDi st ri buti onG oup
-full".

Example 12-13 1

PS C:\ >Set - DRADynami cDi stri buti onGroup -Domai n MyDomai n. corp -ldentifier

" CN=GROUP123, OU=Account i ng, DC=MyDonai n, DC=cor p" -Properties

@ |1 ncl udedReci pi ent s="Mai | Users"; Moder at or s=" CN=Ceor ge, CN=User s, DC=MYDOMAI
N, DC=cor p" ; Enabl eMbder at i on=$t r ue}

This example updates some of the properties for the group GROUP123 in MyDomain.corp. The
identifier contains the distinguished name for the group. Three properties are updated:
IncludedRecipients, EnableModeration and Moderators. To see the complete list of available
properties, perform a Get-Member command on the object returned from any
DRADynamicDistributionGroup command.

Example 12-14 2

PS C.\ >Set - DRADynami cDi stributionG oup -Domain MyDonai n. corp -ldentifier
"GROUP123" -Properties @ ManagedBy=CN=Ceor ge,
CN=User s, DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed description"}

This example updates some of the properties for the group GROUP123 in MyDomain.corp. The
Identifier specifies the name of the group. When the identifier format is the name, the REST
endpoint will contact the DRA Server to resolve the name to the full distinguished name.
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3 Event Log Commands

This section contains Help information for cmdlets you computer event log objects.

Clear-DRAEventLog

Synopsis

Clears an event log object.

Syntax

Cl ear - DRAEvent Log -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Clear-DRAEventLog cmdlet clears the requested event log. The requesting user must have the
Clear Event Log power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
N (ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named true false
(ByPropertyName)

The domain of the object in
FQDN format. For example:
nmydonai n. corp

Event Log Commands 221



222

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "Get - Hel p Cl ear - DRAEvent Log - det ai | ed". For technical

information, type "Get - Hel p Cl ear - DRAEvent Log -ful | ".

Example 13-1 1

PS C.\ >0 ear- DRAEvent Log - Domai n MyDonmi n.corp -ldentifier
" CN=Appl i cati on, CN=COMPUTER123, CN=Conput er s, DC=MyDomai n, DC=cor p"

This command example clears the Application event log on the computer COMPUTER123. The

identifier contains the distinguished name for the event log.
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Get-DRAEventLog

Synopsis

Lists the properties of a computer’s event log(s).

Syntax

Get - DRAEvent Log -Domain <String> -ldentity <String> [-Nane <String>] |-
Contai nerDN <String>] [-EnforceServerLimt <Sw tchParaneter>] |-

I ncl udeChi | dCont ai ners <Swi t chPar aneter>] [-CbjectsPerResponse <Int32>] [-
ResumeString <String>] [-Attributes <String[]>] [-DRAHost Server <String>]
[ - DRAHost Port <Int32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

Specify the target computer using the distinguishedName. The Get-DRAEventLog cmdlet returns a
list of the event logs. When -Name is specified, returns a list of the event log's properties.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain [<String>] false named true false
(ByPropertyName)

The domain of the object in yrPToperty

FQDN format. For example:

nydomai n. corp

Identity [<String>] true named true false

o (ByPropertyName)

The distinguished name of an

existing computer object. For

example:

CN=COVPUTER123, CN=Conpu

ters, DC=DRDOML23, DC=com

Name [<String>] false named true false
(ByPropertyName)

The Name parameter specifies
the name of a computer
resource. For example,
"MyShare" for a file share,
"MCSAdminSvc" for a service or,
"Application" for an event log.
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

ContainerDN [<String>]

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" OQU=Account i ng, DC=MyDom
ai n, DC=cor p"

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

false

false

false

false

false

named

named

named

named

named

false

false

false

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
properties is returned.

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host

Service to use.

DRAHostPort [<Int32>]

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the

default Host port.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST

Service to use.

Value
false named
false named
false named 11192
false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false
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NOTE: For more information, type "CGet - Hel p Get - DRAEvent Log - det ai | ed". For technical
information, type "Get - Hel p Get - DRAEvent Log -ful | ".

Example 13-2 1

PS C.\ >Cet - DRAEvent Log - Dormai n MyDomai n. corp -ldentity
" CN=COVPUTER123, CN=Conmput er s, DC=MyDonwi n, DC=cor p"

This command example returns a list of event logs that belong to the computer named
COMPUTER123 in MyDomain.corp.

Example 13-3 2

PS C.\ >Cet - DRAEvent Log - Dormai n MyDomai n. corp -ldentity
" CN=COVPUTER123, CN=Comput er s, DC=MyDonai n, DC=cor p" - Name "MEvent Log"

This command example returns a list of MyEventLog properties on the computer COMPUTER123 in
MyDomain.corp.

Set-DRAEventLog

Synopsis

Updates the properties of the computer event log specified by the Identifier parameter.

Syntax

Set - DRAEvent Log - Domai n <String> -Properties <Hashtable> -Identifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRAEventLog cmdlet modifies the requested event log of a computer. The requesting event
log must have the Modify All Event Log Properties power.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list. For
example: - Properties

@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted. For example:
-Properties @"VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick (*). For example:
-Properties

@ Descri ption="mny
""test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

Event Log Commands



Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "Get - Hel p Set - DRAEvent Log - det ai | ed". For technical

information, type "Get - Hel p Set - DRAEvent Log -ful | ".

Example 13-4 1

PS C.\ >Set - DRAEvent Log

- Domai n MyDonai n. corp -ldentifier

"CN=MyEvent Log, CN=Conput er 123, CN=Conput er s, DC=MyDonai n, DC=cor p"

Properties @D splayNane="My Event Log"}

This command example returns a list of share objects that belong to the computer named

COMPUTER123 in MyDomain.corp.
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Example 13-5 2

PS C.\ >Cet-DRAShare -Domain MyDomain.corp -ldentity
" CN=COVPUTER123, CN=Comput er s, DC=MyDonai n, DC=cor p" - Nanme " MShare"

In this example, the Set-DRAEventLog cmdlet updates the DisplayName property on the event log

“MyEventLog” on the computer Computer123. The identifier contains the distinguished name for
the event log.
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4 Exchange Commands

This section contains cmdlets you can execute for Exchange related cmdlets or the Mailbox object
type.

Get-DRAExchangeAdminGroups

Synopsis

Gets the list of Exchange admin groups defined for the domain specified in the Domain parameter.

Syntax

Get - DRAExchangeAdnm nG oups -Domai n <String> [ - DRAHost Server <String>] |-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAExchangeAdminGroups cmdlet queries the DRA Server for the list of Exchange
administrator groups defined in the specified domain.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - DRAExchangeAdm nG oups - detai |l ed".
For technical information, type "CGet - Hel p Get - DRAExchangeAdmi nGroups -ful | "

Example 14-1 1

PS C.\ >Cet - DRAEXxchangeAdm nG oups - Donai n MyDomai n. cor p

This example queries the DRA Server for a list of Exchange admin groups for the named domain. The
response will contain an array of objects. Each object will contain various forms of the admin group
name, such as the distinguished name and the LDAP path.

Get-DRAExchangeAliasName

Synopsis

Requests that the DRA Server generate an Exchange name alias based on the configured alias
naming policy.

Syntax

Get - DRAEXxchangeAl i asName -Domain <String> [-FirstName <String>] [-Initials
<String>] [-LastNane <String>] [-SamAccountName <String>] [-DRAHost Server
<String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]
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Description

The Get-DRAExchangeAliasName cmdlet returns an Exchange name alias. The alias is applied to the
mailNickname property of a user or contact. You must supply each of the properties named in the
configured policy. If no policy is configured, supply the samAccountName property. The response
contains the string generated by the server.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

FirstName [<String>] false named true false
(ByPropertyName)

Specifies the FirstName of the

User or GivenName of the

contact for which you want to

generate the Exchange name.

Initials [<String>] false named true false
(ByPropertyName)

Specifies the Initials property of

the User or Contact for which

you want to generate the

Exchange name.

LastName [<String>] false named true false
(ByPropertyName)

Specifies the last name property

of the User or Contact for which

you want to generate the

Exchange name.

SamAccountName [<String>] false named true false
(ByPropertyName)

Specifies the samAccountName

property of the User for which

you want to generate the

Exchange name.

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

11192

8755

100
seconds

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Accept Pipeline Accept
input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeAl i asNane - det ai | ed". For
technical information, type "Get - Hel p Get - DRAExchangeAl i asNanme -full".

Example 14-2 1

PS C.\ >Get - DRAEXxchangeAl i asName - Donmai n MyDonmai n. corp -FirstNanme " CGeor ge"
-LastNane "Snith" -Initials "GXS' - SamAccount Nane " Snit hG'

This example requests the Exchange name alias of the user named George in MyDomain.corp

specifying all possible parameters. The results will contain the Exchange name alias generated by the

DRA Server.

Get-DRAExchangeConfiguration

Synopsis

Gets information about the Exchange configuration in the specified domain.

Syntax

Get - DRAExchangeConfi gurati on -Domai n <String> [-DRAHost Server <String>] |-

DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAExchangeConfiguration cmdlet queries the DRA Server for information about the
Exchange environments in the domain specified by the Domain parameter.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRAExchangeConf i gurati on -
det ai | ed". For technical information, type " Get - Hel p Get - DRAExchangeConfi gurati on -

full".

Example 14-3 1

PS C.\ >Cet - DRAExchangeConfi gurati on - Donai n MyDomai n. corp

This example queries the DRA Server for the Exchange configuration in the named domain. The
response will contain properties that describe such things as which Exchange versions exist and
which policies are enabled. Defined naming conventions are also returned.

Get-DRAExchangeMailboxPermissions

Synopsis

Retrieves the NT or Exchange security permissions of a user's mailbox.
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Syntax

Get - DRAExchangeMai | boxPer m ssions -Donmain <String> [-1sNTSecurity

<Swi t chParameter>] [-Attributes <String[]>] [-PowersForQperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier
<String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRAExchangeMailboxPermissions cmdlet returns the NT or Exchange security permissions
of the requested user account managed by DRA. The requesting user must have the View All Group
Properties power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IsNTSecurity false named false false
[<SwitchParameter>]

Specifies that the NT Security
permissions on the mailbox
should be returned. If the
parameter is not specified, the
Exchange security permissions
will be returned.

Attributes [<String[]>] false named true false

. . (ByPropertyName)
An array of attributes to retrieve

values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
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Attribute / Description

Parameters / Values

Required

Position

Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false

true

true

false

false

named

named

named

named

named

11192

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeMai | boxPer mi ssi ons -
det ai | ed". For technical information, type "Get - Hel p Get -
DRAExchangeMai | boxPer mi ssions -ful "

Example 14-4 1

PS C:\ >Cet - DRAExchangeMai | boxPer m ssi ons -Donei n MyDomai n. corp -
I dentifier " CN=USER123, OU=Account i ng, DC=MyDorai n, DC=cor p"

This example requests the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user.

Get-DRAExchangeServers

Synopsis

Gets the list of Exchange servers for the domain.

Syntax

Get - DRAExchangeServers -Domain <String> [ - DRAHost Server <String>] [-
DRAHost Port <l nt 32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAExchangeServers queries the DRA Server for the list of Exchange servers in the specified
domain.
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Parameters

Attribute / Description

Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
. o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeServers -detail ed". For
technical information, type "Get - Hel p Get - DRAExchangeServers -full".

Example 14-5 1

PS C.\ >Cet - DRAExchangeServers -Domai n MyDomai n. corp

This example queries the DRA Server for a list of Exchange servers for the named domain.

Get-DRAExchangeStores

Synopsis

Gets the list of mailbox stores defined on the specified Exchange server.
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Syntax

Cet - DRAEXxchangeSt ores -Domai n <String> - ExchangeServerLdapPath <String> |-
DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Get-DRAExchangeStores cmdlet queries the DRA Server for the list of mailbox stores defined on
the Exchange server specified by the ExchangeServerLdapPath parameter. The command Get-
DRAExchangeStores may be used to retrieve the list of mail box stores which includes the full LDAP
path. This LDAP path can be used for ExchangeServerLdapPath.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attri bute"=42}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " description"}
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAExchangeSt ores -detai |l ed". For
technical information, type "Get - Hel p Get - DRAExchangeStores -ful | ".

Example 14-6 1

PS C:.\ >Get - DRAExchangeSt ores - Donai n MyDomai n. corp - ExchangeSer ver LdapPat h
LDAP: / / NDOVAI N. CORP/ CN=et ¢

This example queries the DRA Server for a list of Exchange mailbox stores for the named domain.
The response will contain an array of objects. Each object will contain properties of the mailbox
store, such as the distinguished name and the full LDAP path.
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Set-DRAExchangeMailboxPermissions

Synopsis

Sets the NT or Exchange security permissions of a user's mailbox.

Syntax

Set - DRAExchangeMai | boxPer mi ssi ons -Donmain <String> [-1sNTSecurity

<Swi t chPar amet er>] [-PreW ndows2000Nane <String>] [-Allow <String[]>]
[-Deny <String[]>] [-Undo <String[]>] -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Set-DRAExchangeMailboxPermissions cmdlet sets the NT or Exchange security permissions on
the specified user account managed in DRA. The requesting user must have the View All Group
Properties power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IsNTSecurity false named false false
[<SwitchParameter>]

Specifies that the NT Security
permissions on the mailbox
should be returned. If the
parameter is not specified, the
Exchange security permissions
will be returned.

PreWindows2000Name false named false false
[<String>]

The pre-Windows 2000 name of
the trustee to grant permissions
to.

Allow [<String[]>] false named false false

Array of permission names the
trustee will be granted Allow
access for.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Deny [<String[]>] false named false false
Array of permission names the
trustee will be given Deny access
for.
Undo [<String[]>] false named false false
Array of permission names to
remove for the trustee.
Identifier <String> true named true false
S (ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named true false
) o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydomai n. corp
DRAHostServer [<String>] false named true false
(ByPropertyName)
The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)
The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type " Get - Hel p Set - DRAExchangeMai | boxPer mi ssi ons -

det ai | ed". For technical information, type " Get - Hel p Set -

DRAExchangeMai | boxPerm ssions -full".
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Example 14-7 1

PS C: \ >Set - DRAExchangeMi | boxPer m ssi ons - Domai n MyDonai n. corp -ldentifier
" CN=USER123, OU=Account i ng, DC=MyDomai n, DC=cor p" - PreW ndows2000Nane
“MyDomai n\ User 18B" - Al |l ow "nt SendAs" -Deny "ntReceiveAs" -1sNTSecurity

This example sets the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user. User18B is allowed the
ntSendAs permission and denied the ntReceiveAs permission.

Possible values for Allow or Deny Exchange permissions are: ExDelStor, ExCPerms, ExFullControl,
ExAssocX, ExRPerms, ExTakeOwn. Possible values for Allow or Deny NT permissions are: ntSendAs,
ntReceiveAs. You must specify the -IsNTSecurity flag with these.

Example 14-8 2

PS C: \ >Set - DRAExchangeMai | boxPer m ssi ons - Domai n MyDonai n. corp -1dentifier
" CN=USER123, OQU=Account i ng, DC=MyDomai n, DC=cor p" - PreW ndows2000Nane
"MyDomai n\ User 18" - Al | ow "ExRPerms" -Deny "ExAssocX"

This example sets the Exchange mailbox permissions of the user named USER123 in
MyDomain.corp. The identifier contains the distinguished name for the user. User18 is allowed read
permission and denied an associated external account.

Possible values for Allow or Deny Exchange permissions are: ExDelStor, ExCPerms, ExFullControl,
ExAssocX, ExRPerms, ExTakeOwn.

Possible values for Allow or Deny NT permissions are: ntSendAs, ntReceiveAs. You must specify the -
IsNTSecurity flag with these.

Set-DRAMailboxFolderPermissions

Synopsis

Sets folder-level permissions for a user in mailboxes

Syntax

Set - DRAMai | boxFol der Per m ssi ons -Domai n <String> [-PreW ndows2000Nane
<String>] [-Allow <String[]>] [-Deny <String[]>] [-Undo <String[]>] -
Identifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRAMailboxFolderPermissions cmdlet sets the folder-level permissions on the specified
user account managed in DRA. The requesting user must have the Modify All Mailbox Rights power.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

PreWindows2000Name
[<String>]

false named

The pre-Windows 2000 name of
the trustee to grant permissions
to.

Allow [<String[]>] false named

Array of permission names the
trustee will be granted ‘Allow
access’ for.

Deny [<String[]>] false named

Array of permission names the
trustee will be given ‘Deny
access’ for.

Undo [<String[]>] false named

Array of permission names to
remove for the trustee.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>] false named

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false false

false false

false false

false false

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostPort [<Int32>] false

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named 11192

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

true
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRAMai | boxFol der Per mi ssi ons -
det ai | ed". For technical information, type " Get - Hel p Set - DRAMAI | boxFol der Per m ssi ons
-full™.

Example 14-9 1

PS C:\ >Set - DRAMai | boxFol der Per m ssi ons -Donai n MyDorai n. corp -ldentifier

" CN=Shar dMai | box123, QU=Account i ng, DC=MyDomai n, DC=cor p" - PreW ndows2000Nane
"MyDonai n\ User 18" -All ow "Createl tens", " Creat eSubfol ders" -Deny

"Del eteAl |l | tens"

This example sets the mailbox folder permissions of the user named ShardMailbox123 in
MyDomain.corp. The identifier contains the distinguished name of the user. User18 is allowed to
create items and subfolders and is prevented from deleting all items in the folder.

Possible values for Allow or Deny folder permissions are: Cr eat el t ens, Cr eat eSubf ol ders,
DeleteAllltens, DeleteOwmedltens, EditAllltens, EditOmedltens,
Fol der Cont act, Fol der Owner, Fol der Vi si bl e, and Readl t ens.
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5 Find Commands

This section contains cmdlets you can execute for domains, servers, and domain objects.

Find-DRAODbjects

Synopsis

Searches for DRA objects on the specified DRA Server.

Syntax

Fi nd- DRAGhj ects [ - Conput er AndFi | ter <Hashtable>] [-ConputerOrFilter

<Hasht abl e>] [-Contact AndFilter <Hashtable>] [-ContactOFilter

<Hasht abl e>] [-Donmi nAndFi | ter <Hashtable>] [-Donmai nOrFilter <Hashtabl e>]
[-Dynami cDi stributi onG oupAndFilter <Hashtable>] [-

Dynami cDi stributi onG oupOrFilter <Hashtabl e>] [-Equi pnment Mail boxOrFilter
<Hasht abl e>] [-G oupAndFilter <Hashtable>] [-GoupOFilter <Hashtable>] |-
OUANdFi I ter <Hashtable>] [-QUOrFilter <Hashtabl e>] [-Roomvail boxOrFilter
<Hashtabl e>] [-UserAndFilter <Hashtable>] [-UserOrFilter <Hashtable>] |-
Cont ai ner AndFi | ter <Hashtable>] [-ContainerOFilter <Hashtable>] [-

Bui |l ti nCont ai ner AndFi | ter <Hashtable>] [-BuiltinContainerOFilter

<Hasht abl e>] [-ManagedCont ai nersOnly <Swi t chPar aneter>] [- Contai ner DN
<String>] [-EnforceServerLimt <Sw tchParameter>] [-IncludeChil dContainers
<Swi t chPar amet er>] [-Obj ect sPerResponse <Int32>] [-ResuneString <String>]
[-Attributes <String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>]
[ - DRARest Server <String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors
<Swi tchParaneter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ConmonPar aret er s>]

Description

Find-DRAODbijects asks the specified DRA Server to search for objects that match the specified filters.
The server will return objects for which the requesting user has specific object properties viewing
powers. You can specify criteria to search for computers, contacts, domains, dynamic distribution
groups, equipment resource mailboxes, groups, OUs, room resource mailboxes, and users. You can
use Or filters to search for multiple object types. All of the object filters use the same format: a
Hashtable of property values to match.

For example, the following filter will find users whose Name begins with "Sm" or whose
Location is "Houston":
-UserOFilter @Nane="Snt"; Locati on="Houst on"}
Wildcard options for filter values are:
* Matches an unlimited number of characters

? Matches one non-numeric character
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# Matches one alphabetic character

Multiple match strings can be specified for an attribute by separating them with the | character. For
example, the following will match users whose City attribute begins with H or P:

-UserOFilter @ Gty="H|P" }

To search for the literal | character you need to escape it with a backslash. For example, the
following filter will find all users that have a | in their Description:

-UserOFilter @ Description="*\|*" }

You can specify the ContainerDN parameter to control where DRA searches. Specify that the search
should include objects in child containers by specifying the IncludeChildContainers parameter. See
parameter explanations in detailed help for more information.

You can also specify parameters that control the content in the response, such as the number of
items to return and where to resume the search results if multiple requests are needed to retrieve all
of the search results. See the examples in the help for more information.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ComputerAndFilter false named true false
[<Hashtable>] (ByPropertyName)
.The computer properties to use
for searching computer objects.
The properties will be combined
for the search. Computers
matching all listed properties will
be returned.
ComputerOrFilter [<Hashtable>] false named true false

. (ByPropertyName)
The computer properties to use
for searching computer objects.
Computers matching any of the
listed properties will be returned.
ContactAndFilter [<Hashtable>] false named true false

(ByPropertyName)

The contact properties to use for
searching contact objects. The
properties will be combined for
the search. Contacts matching all
listed properties will be returned.
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Attribute / Description

Parameters / Values

Required Position

ContactOrFilter [<Hashtable>]

The contact properties to use for
searching contact objects.
Contacts matching any of the
listed properties will be returned.

DomainAndFilter [<Hashtable>]

The domain properties to use for
searching domain objects. The
properties will be combined for
the search. Domains matching all
listed properties will be returned.

DomainOrFilter [<Hashtable>]

The domain properties to use for
searching domain objects.
Domains matching any of the
listed properties will be returned.

DynamicDistributionGroupAndFi
Iter [<Hashtable>]

The dynamic distribution group
properties to use when searching
for dynamic distribution groups.
The properties will be combined
for the search. Dynamic
distribution groups matching all
listed properties will be returned.

DynamicDistributionGroupOrFilt
er [<Hashtable>]

The dynamic distribution group
properties to use when searching
for domain objects. Dynamic
distribution groups matching any
of the listed properties will be
returned.

EquipmentMailboxOrFilter
[<Hashtable>]

The equipment resource mailbox
properties to use when
searching. Resource mailboxes
matching any of the listed
properties will be returned.

false

false

false

true

false

false

named

named

named

named

named

named

Accept Pipeline Accept

input? wildcard
characters?

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

GroupAndFilter [<Hashtable>]  false named true false
(ByPropertyName)

The group properties to use

when searching for group

objects. The properties will be

combined for the search. Groups

matching all listed properties will

be returned.

GroupOrFilter [<Hashtable>] false named true false
(ByPropertyName)

The group properties to use

when searching for group

objects. Groups matching any of

the listed properties will be

returned.

OUAnNdFilter [<Hashtable>] false named true false
(ByPropertyName)

The OU properties to use when

searching for OUs. The properties

will be combined for the search.

OUs matching all listed

properties will be returned.

OUOrFilter [<Hashtable>] false named true false
(ByPropertyName)

The OU properties to use when

searching for OUs. OUs matching

any of the listed properties will

be returned.

RoomMailboxOrFilter false named true false

[<Hashtable>] (ByPropertyName)

The room resource mailbox

properties to use when searching

for resource mailboxes. Resource

mailboxes matching any of the

listed properties will be returned.

UserAndFilter [<Hashtable>] false named true false
(ByPropertyName)

The user properties to use when
searching for user objects. The
properties will be combined for
the search. Users matching all
listed properties will be returned.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

UserOrFilter [<Hashtable>]

The user properties to use when
searching for user objects. Users
matching any of the listed
properties will be returned.

ContainerAndFilter
[<Hashtable>]

The match strings to use when
for searching for container
objects. Containers matching all
of the listed properties will be
returned.

BuiltinContainerAndFilter
[<Hashtable>]

The match strings to use when
searching for builtin container
objects. The properties will be
combined for the search. Only
builtin containers matching all
listed properties will be returned.

BuiltinContainerOrFilter
[<Hashtable>]

The match strings to use when
for searching for builtin
containers. Builtin containers
matching any of the listed
properties will be returned.

ManagedContainersOnly
[<SwitchParameter>]

A switch parameter to limit the
search to containers managed by
DRA. The default is to search all
containers specified by the
ContainerDN parameter. If all
containers in the path are
managed by DRA, then this
parameter will have no effect.

false named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

ContainerDN [<String>]

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" OU=Account i ng, DC=MyDom
ai n, DC=cor p".

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p".

false

false

false

false

false

named

named

named

named

named

false

false

false

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

false named

true named

false named

false named

false named

false named

false named

11192

8755

true false

(ByPropertyName)

true
(ByPropertyName)

false

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Fi nd- DRAOhj ect s -detai | ed". For technical
information, type "Get - Hel p Fi nd- DRAGbj ects -ful | ".

Example 15-1 1

PS C.\ >Fi nd- DRAQhj ects -ContactOrFilter @Location="HOU"} -GoupOFilter
@Locati on="HOU*"} -OQUOrFilter @Location="HOU*"} -UserOFilter

@ Locati on="HOU*"}

- Cont ai ner Dn " OQU=Sal es, DC=MyDomai n, DC=cor p" - I ncl udeChi | dCont ai ners -

bj ect sPer Response 50

In this example, DRA will search in the Sales OU and all child containers of that OU for Contacts,
Groups, OUs, and Users having a Location attribute beginning with "HOU". The server should return
a maximum of 50 items in the response.

Example 15-2 2

PS C.\ >Fi nd- DRAObj ects - ConputerAndFilter @ Location="Houston-
o#t##" ; | sDi sabl ed=$t rue; Depart nment =" Sal es*"} -1 ncl udeChi | dCont ai ners
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In this example, DRA will search in the Sales OU and all child containers of that OU for Contacts,
Groups, OUs, and Users having a Location attribute beginning with "HOU". The server should return
a maximum of 50 items in the response.

Example 15-3 3

PS C.\ >Fi nd- DRAChj ects -UserAndFilter

@ Locat i on="Houst on"; | sDi sabl ed=$true} - ObjectsPerResponse 500 -

I ncl udeChi | dCont ai ners - ResuneString "CN=Accounti ng-

DG, QU=Account i ng, OU=Brasi | i a, OU=Par ent Conpany, DC=MyDomai n, DC=cor p"

This example searches for disabled user accounts whose Location attribute equals 'Houston'. DRA
will search in all managed containers since the ContainerDN parameter is not specified and
IncludeChildContainers is present. The server will return 500 items in the result, and it will begin the
results with the next item after the one listed in the ResumeString parameter. ResumeString is used
when there are multiple pages of results to be returned. When more data is available, the results will
contain the ResumeString property that can be used to request the next page of results. The
response also contains a boolean value IsSearchFinished that indicates if there are more results
available on the server.

Example 15-4 4

PS C.\>Fi nd- DRAOhj ects -G oupOFilter @Locati on="Houston-
O###" ; Depart ment =" Sal es*"} - Cont ai ner Dn " QU=Sal es, DC=MyDonai n, DC=cor p"
Attributes "Distingui shedName", " Di spl ayName", " Depart ment "

In this example, DRA will search for groups having either Location beginning with '"Houston-9' and
ending with 3 numeric digits, OR Department beginning with 'Sales'. DRA will search only in the Sales
OU since the ContainerDN is specified and IncludeChildContainers is not. For each group matching
the filter criteria, the server will return three attributes. The response will return a maximum of 250
items since the ObjectsPerResponse parameter is not specified.

Find-DRADeletedObjects

Synopsis

Searches for deleted DRA objects in the DRA Recycle Bin on the specified server.

Syntax

Fi nd- DRADel et edhj ect s [ - Conput er AndFi | ter <Hashtabl e>] [-ConmputerOFilter
<Hasht abl e>] [-Contact AndFilter <Hashtable>] [-ContactOFilter

<Hasht abl e>] [-Dynam cDi stributi onG oupAndFilter <Hashtable>] |-

Dynami cDi stributi onG oupOrFilter <Hashtabl e>] [-EquipnmentMail boxOrFilter
<Hasht abl e>] [-GoupAndFilter <Hashtable>] [-GoupOFilter <Hashtable>] |-
Roomvai | boxOr Fil ter <Hashtabl e>] [-User AndFilter <Hashtable>] |-
UserOrFilter <Hashtable>] [-ContainerDN <String>] [-EnforceServerLimt
<Swi t chParamet er>] [-1ncl udeChildContainers <Sw tchParaneter>] |-

bj ect sPer Response <Int32>] [-ResuneString <String>] [-Attributes
<String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]
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Description

Find-DRADeletedObjects asks the specified DRA Server to search for objects in the DRA recycle bins
that match the specified filters. The server will return objects for which the requesting user has view
object properties powers. For more information on the objects supported and using filters see the
help for Find-DRAObjects. You can specify the ContainerDN parameter to search the Recycle Bin of a
specific domain. If ContainerDN is not specified then all recycle bins are searched. You can also
specify parameters that control the content in the response, such as the number of items to return
and where to resume the search results if multiple requests are needed to retrieve all of the search
results. See the examples in the help for more information.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
ComputerAndFilter false named true false
[<Hashtable>] (ByPropertyName)
.The computer properties to use
for searching computer objects.
The properties will be combined
for the search. Computers
matching all listed properties will
be returned.
ComputerOrFilter [<Hashtable>] false named true false
) (ByPropertyName)
The computer properties to use
for searching computer objects.
Computers matching any of the
listed properties will be returned.
ContactAndFilter [<Hashtable>] false named true false
. (ByPropertyName)
The contact properties to use for
searching contact objects. The
properties will be combined for
the search. Contacts matching all
listed properties will be returned.
ContactOrFilter [<Hashtable>] false named true false
(ByPropertyName)

The contact properties to use for
searching contact objects.
Contacts matching any of the
listed properties will be returned.

Find Commands



Attribute / Description

Parameters / Values

Position

Default
Value

Accept Pipeline Accept
input? wildcard

characters?

DynamicDistributionGroupAndFi true

Iter [<Hashtable>]

The dynamic distribution group
properties to use when searching
for dynamic distribution groups
objects. The properties will be
combined for the search.
Dynamic distribution groups
matching all listed properties will
be returned.

DynamicDistributionGroupOrFilt false

er [<Hashtable>]

The dynamic distribution group
properties to use when searching
for domain objects. Dynamic
distribution groups matching any
of the listed properties will be
returned.

EquipmentMailboxOrFilter
[<Hashtable>]

The equipment resource mailbox
properties to use when
searching. Resource mailboxes
matching any of the listed
properties will be returned.

GroupAndFilter [<Hashtable>]

The group properties to use
when searching for group
objects. The properties will be
combined for the search. Groups
matching all listed properties will
be returned.

GroupOrFilter [<Hashtable>]

The group properties to use
when searching for group
objects. Groups matching any of
the listed properties will be
returned.

named

named

named

named

named

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

RoomMailboxOrFilter
[<Hashtable>]

The room resource mailbox

properties to use when searching
for resource mailboxes. Resource
mailboxes matching any of the

listed properties will be returned.

UserAndFilter [<Hashtable>]

The user properties to use when
searching for user objects. The
properties will be combined for
the search. Users matching all
listed properties will be returned.

UserOrfFilter [<Hashtable>]

The user properties to use when
searching for user objects. Users

matching any of the listed
properties will be returned.

ContainerDN [<String>]

The full path to the container to
search in distinguished name

format. For example: -
Cont ai ner DN

" OU=Account i ng, DC=MyDom

ai n, DC=cor p".

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The

default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request

that the search include child

containers. The default is false:
only the container named in the

ContainerDN parameter is
searched.

false named

false named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

" CN=MvUser 160, CN=User s,
DC=MyDomai n, DC=cor p".

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false named

false named

false named

true named

false named

false named 11192

false false

false false

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Fi nd- DRADel et edCbj ects -detail ed". For
technical information, type "Get - Hel p Fi nd- DRADel et edObj ects -full".

Example 15-5 1

PS C.\ >Fi nd- DRADel et edChj ects -User AndFi l ter

@ Locat i on="Houst on"; | sDi sabl ed=$true} - ObjectsPerResponse 500 -
ResumeString "CN=Accounti ng- DG OU=Account i ng, O=Brasi |l i a, OU=Par ent
Conmpany, DC=MyDonai n, DC=cor p"

This example searches all recycle bins for disabled user accounts whose Location attribute equals
'Houston'. The server will return 500 items in the result and it will begin the results with the next
item after the one listed in the ResumeString parameter. ResumeString is used when DRA finds more
objects than what is specified in ObjectsPerResponse. When more data is available, the results will
contain the ResumeString property that can be used to request the next page of results. The
response also contains a boolean value IsSearchFinished that indicates if there are more results
available on the server.

Example 15-6 2

PS C.\ >Fi nd- DRADel et edChbj ects -Contact O Filter @ Locati on="HOU*"}-
GoupOFilter @Location="HOU*"} - ContainerDn "DC=MyDomai n, DC=cor p"
Obj ect sPer Response 50

In this example, DRA will search the Recycle Bin for the domain MyDomain.corp for Contacts and
Groups that have a Location attribute beginning with "HOU". The server should return a maximum
of 50 items in the response.

Example 15-7 3

PS C.\ >Fi nd- DRADel et edChj ects - Conput er AndFi lter @ Locati on="Houst on-
o###" ; | sDi sabl ed=$t rue; Depart ment =" Sal es*"}
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In this example, DRA will search for computers with the following attributes: Location begins with
'Houston-9' and ends with 3 numeric digits, computer is disabled, Department begins with 'Sales'.
DRA will search in all recycle bins since the ContainerDN parameter is not specified. The response
will return a maximum of 250 items since the ObjectsPerResponse parameter is not specified.

Example 15-8 4

PS C.\ >Fi nd- DRADel et edObj ects -G oupOFilter @ Locati on="Houston-
O###" ; Depart ment =" Sal es*"} - Cont ai ner Dn " DC=MyDonai n, DC=cor p" -Attributes
"Di stingui shedNane", "Di spl ayName", " Depart nent "

In this example, DRA will search for groups having either Location beginning with 'Houston-9' and
ending with 3 numeric digits, OR Department beginning with 'Sales'. DRA will search only in the
Recycle Bin for the MyDomain.corp domain. For each group matching the filter criteria, the server
will return three attributes. The response will return a maximum of 250 items since the
ObjectsPerResponse parameter is not specified.

Find-DRALDAPODbjects

Synopsis

Performs an LDAP search for DRA objects in the specified container.

Syntax

Fi nd- DRALDAPObj ects -LDAPQuery <String> [-Start Row <l nt32>] [-ContainerDN
<String>] [-EnforceServerLimt <SwitchParameter>] [-IncludeChil dContainers
<Swi t chPar amet er>] [-Obj ect sPer Response <Int32>] [-ResuneString <String>]
[-Attributes <String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>]
[ - DRARest Server <String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet ers>] s

Description

Find-DRALDAPODbijects asks the specified DRA Server to perform the LDAP query specified in the
LDAPQuery parameter. The server will return objects on which the requesting user has view object
properties powers.

Specify the ContainerDN parameter to control where the LDAP query searches. Specify that the
search should include objects in child containers by specifying the IncludeChildContainers
parameter. See parameter explanations in detailed help for more information.

You can also specify parameters that control the content in the response, such as the number of
items to return and where to resume the search results if multiple requests are needed to retrieve all
of the search results. See the examples in the help for more information.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

LDAPQuery <String>

The complete LDAP query string.
You can specify any valid LDAP
query string.

StartRow [<Int32>]

When iterating multiple
response pages from an LDAP
command, the row number
where the next set of response
data should begin. The default is
0.

ContainerDN [<String>]

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" OU=Account i ng, DC=MyDom
ai n, DC=cor p".

EnforceServerLimit
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false.
Only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

true named

false named

false named

false named

false named

false named

false

false

false

false

false

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may

look like this:

" CN=MyUser 160, CN=User s,
DC=MyDomai n, DC=cor p".

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false

false

false

false

false

named

named

named

named 11192

named

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

false named

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false

NOTE: For more information, type "CGet - Hel p Fi nd- DRALDAPCDhj ect s

technical information, type "CGet - Hel p Fi nd- DRALDAPChj ects -ful | ".

-det ai |l ed". For
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Example 15-9 1

PS C.\ >Fi nd- DRALDAPCbj ects - Contai nerDn " QU=Sal es, DC=MyDonai n, DC=cor p"
I ncl udeChi | dCont ai ners - (bj ect sPer Response 50 - LDAPQuery
"(&(objectd ass=User) (! (email=*)))"

In this example, DRA will search in the Sales OU and all child containers of that OU. The LDAP query
filters on Users not having an email attribute set. The server should return a maximum of 50 items in
the response.

Example 15-10 2

PS C:\ >Fi nd- DRALDAPObj ects - Cont ai ner Dn " OU=Sal es, DC=MyDorai n, DC=cor p"
I ncl udeChi | dCont ai ners - Cbj ect sPer Response 50 - LDAPQuery

"(&(objectC ass=User) (! (email=*)))" -ResumeString "89b8clcl-678f-1le4-
8d77-0050568e0b4a" - StartRow 51

In this example, DRA will search in the Sales OU and all child containers of that OU. The LDAP query
filters on Users not having an email attribute set. The server will return a maximum of 50 items in
the response, and it will begin the results with row 51. ResumeString is used when there are multiple
pages of results to be returned. When more data is available, the ResumeString property in the
response will contain the string that can be used to request the next page of results. The client must
track how many rows have been returned and set the StartRow parameter. The response also
contains a boolean value IsSearchFinished that indicates if there are more results available on the
server.

Find Commands



6 Group Commands

This section contains cmdlets you can execute for the Group object type.

Add-DRAAssistantAdminGroupMembers

Synopsis

Adds members to an Assistant Admin group.

Syntax

Add- DRAAssi st ant Adm nGr oupMenbers -ldentifier <String> [-G oups

<String[]>] [-Users <String[]>] [-AssistantAdm nGoups <String[]>] [-
DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParameter>] [-Tineout <Int32>] [<ConmonParaneters>]

Description

The Add-DRAAssistantAdminGroupMembers cmdlet adds members to an Assistant Admin group.

Members can be users, groups, or other Assistant Admin groups.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name of an existing Assistant

Admin group to add members to.

Groups [<String[]>] false named true false
(ByPropertyName)

List of distinguished name values

for groups that will be added.

Users [<String[]>] false named true false
(ByPropertyName)

List of distinguished name values
for users who will be added.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

AssistantAdminGroups
[<String[]>]

List of Assistant Admin groups, by
group name, that will be added.

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false named

false named

11192

false named

false named

false named 8755

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRAAssi st ant Adm nG oupMenbers -

det ai | ed". For technical information, type " Get - Hel p Add-

DRAAssi st ant Adm nG oupMenbers -full".

Example 16-1 1

PS C.\ >Add- DRAAssi st ant Adm nG oupMenbers -1ldentifier "DRA Policy Adm ns"
G oups "CN=MYGroup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" - Users
"CN=MyUser, OU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOMAI N, DC=cor p"

This example adds the group "MyGroup" and the user "MyUser" to the “DRA Policy Admins”

Assistant Admin group.

Add-DRAGroup

Synopsis

Adds a group object to an Active Directory domain.
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Syntax

Add- DRAG oup - GroupScope <String> -G oupType <String> |-

Dynami cFi |l terl ncl udeChil dren <SwitchParaneter>] [-Dynam cFilter LDAPQuery
<String>] [-Dynani cFilterRootContainer <String>] -Properties <Hashtabl e> -
Domai n <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Add-DRAGroup cmdlet adds a group object to a domain managed by DRA. The requesting user
must have the Create Group power. You can create a traditional group where you add each member
individually or you can create a dynamic group whose membership is determined by a filter. See the
examples for more information. To see the complete list of available properties, perform a Get-
Member command on the object returned from any DRAGroup command.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
GroupScope <String> true named true false
(ByPropertyName)

Specifies the Active Directory
scope of the group you are
adding. Valid values are Domain
local, Global, or Universal.
GroupType <String> true named true false

- ] ) (ByPropertyName)
Specifies the Active Directory
type of the group you are adding.
Valid values are Distribution or
Security.
DynamicFilterincludeChildren true named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DynamicFilterLDAPQuery
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

DynamicFilterRootContainer
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Properties <Hashtable>

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attri bute"=42}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " description"}

true named

true named

true named

false

false

true

(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

named

named

named

named 11192

named

named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

true (ByPropertyName false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRAG oup - det ai | ed". For technical
information, type " Get - Hel p Add- DRAGroup -full".

Example 16-2 1

PS C. \ >Add- DRAG oup -Domain MyDomain.corp -Properties

@ Fri endl yPar ent Pat h="M/Donai n. cor p/

Accounti ng"; Nane=" GROUP123"; Descri pti on="PS Desc

001" ; ManagedBy=" CN=Geor ge, CN=User s, DC=MYDOVAI N, DC=cor p" ; samAccount Name=" CO
MP123sam'} -G oupType "Distribution" -G oupScope "Universal"

Group Commands 285


http://go.microsoft.com/fwlink/?LinkID=113216
http://go.microsoft.com/fwlink/?LinkID=113216

This example creates the group GROUP123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The group will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this group: Description, ManagedBy and
samAccountName. The group will be a universal distribution group.

Example 16-3 2

PS C. \ >Add- DRAG oup -Domain MyDomain.corp -Properties

@ Fri endl yPar ent Pat h="M/Donai n. cor p/

Accounti ng"; Nane=" GROUP123"; Descri pti on="PS Desc

001" ; ManagedBy=" CN=Geor ge, CN=User s, DC=MYDOVAI N, DC=cor p" ; samAccount Name=" CO
MP123sam'} -G oupType "Distribution" -G oupScope "Universal"

This example creates the group GROUP123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The group will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this group: Description, ManagedBy, and
samAccountName. The group will be a universal distribution group.

Example 16-4 3

PS C.\ >Add- DRAG oup -Domain MyDomai n.corp -Properties
@ Di stingui shedName="CN=GROUP123, QU=Account i ng, DC=MyDomai n, DC=cor p" ; Descr i
ption="Goup for powershell"} -G oupType "Security" -G oupScope "d obal"

This example creates a group named GROUP123 in Active Directory using the DRA
DistinguishedName property. The group will be created in the domain MyDomain.corp in the
Accounting OU. Description is the only property set on this group. The group will be a global security
group.

Example 16-5 4

PS C:\ >Add- DRAG oup - Domai n MyDomai n. corp -Dynani cFi | t er Root Cont ai ner
" QU=0U01, DC=MyDom DC=cor p" -Dynam cFi | t er LDAPQuery

" (&( obj ect O ass=user) (obj ect Cat egor y=person) )" -

Dynami cFil terlncludeChildren -Properties

@ di sti ngui shedNanme=" CN=GROUP123, OU=Account i ng, DC=MyDorai n, DC=cor p";
Whi t eLi st =" CN=ADd Mg, QU=XXX, DC=MyDom DC=cor p", "CN=Add

Me2, OU=YYY, DC=MyDom DC=cor p"; Bl ackLi st ="CN=Ski p

Me, OU=0U01, DC=MyDom DC=cor p", "CN=Ski pMe2, OU=0U01, DC=MyDom DC=cor p"}

This command creates a dynamic group by specifying the DynamicFilterLDAPQuery and
DynamicFilterRootContainer parameters. DynamicFilterincludeChildren indicates that the group
includes objects from the DynamicFilterRootContainer and all of its children. Group members will
also include the two accounts listed in the WhiteList property, even though the accounts do not
match the filter criteria. The two BlackList accounts will be excuded from the group, even though
they are users in the DynamicFilterRootContainer.

Example 16-6 5

PS C.\ >Add- DRAG oup -Domain MyDonmai n.corp -

Properti es@ Fri endl yNane="MyDonai n. cor p/ Accounti ng/

GROUP123"; Descri ption="G oup for

power shel | "; ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOMAI N, DC=cor p"} - G oupType
"Security" -G oupScope "Donmin |ocal"

286  Group Commands



This example creates a group named GROUP123 in Active Directory using the DRA FriendlyName
property. The group will be created in the domain MyDomain.corp in the Accounting OU. There are
two properties set on this group: Description and ManagedBy. The group will be a domain local
security group.

Add-DRAGroupMembers

Synopsis

Adds members to an existing Active Directory group managed by DRA.

Syntax

Add- DRAG oupMenbers -Domain <String> [-Conmputers <String[]>] [-Contacts
<String[]>] [-Goups <String[]>] [-Users <String[]>] -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The Add-DRAGroupMembers cmdlet adds objects to a group managed by DRA. The requesting user
must have one of the Modify Group Membership powers. The command accepts arrays of identifiers
for each of the supported object types that can be members of a group: Contacts, Computers,
Groups, and Users. At least one identifier must be specified.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Computers [<String[]>] false named true false

o ) (ByPropertyName)
An array of existing Active
Directory computer identifiers to
add to or remove from the
group. An identifier can be either
a name or a distinguished name.
Contacts [<String>] false named true false

(ByPropertyName)

An array of existing Active
Directory contact identifiers to
add to or remove from the
group. An identifier can be either
aname or a distinguished name.
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Attribute / Description

Parameters / Values

Required Position Default

Accept Pipeline
input?

Accept
wildcard
characters?

Groups [<String[]>]

An array of existing Active
Directory group identifiers to add
to or remove from the group.

An identifier can be either a
name or a distinguished name.

Users [<String[]>]

An array of existing Active
Directory user identifiers to add
to or remove from the group. An
identifier can be either a name or
a distinguished name.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

Value
false named
false named
true named
true named
false named
false named 11192

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Add- DRAG oupMenber s -det ai |l ed". For
technical information, type "Get - Hel p Add- DRAG oupMenbers -ful | ".

Example 16-7 1

PS C.\ >Add- DRAG oupMenbers -ldentifier
"CN=EMyGr oup, OU=XYZ, DC=MYDOMAI N, DC=cor p" - Donmi n " DRDOV610. | ab"
- Contacts "MyDonai n. cor p/ OU- A/ QJ- A1/ Cont act 02CN"
- Comput ers " CN=TESTCREATEL2, QU=XYZ- Chi | d, OU=XYZ, DC=MYDOMAI N, DC=cor p"
-G oups "CN=Test G oup06, OU=Accounti ng, DC=MYDOVAI N, DC=cor p"
-Users "CN=User DN22, OU=User s, QU=ABC, OU=ABC-
Par ent , DC=MYDOMAI N, DC=cor p", "CN=User Fri endl y01, QU=XYZ-
Chi | d, OU=XYZ, DC=MYDOMAI N, DC=cor p"

This example adds members to a group named MyGroup in Active Directory. Five members are
listed: one each of Contacts, Computers, Groups, and two Users.

Copy-DRAGroup

Synopsis

Copies an existing group to a new group.

Syntax

Copy- DRAG oup -Donmin <String> [-NoCopyMenbers <SwitchParaneter>] [-
RenmoveDynami cFilter <SwitchParaneter>] [-Dynam cFilterlncludeChildren
<Swi t chPar amet er>] [-Dynami cFilter LDAPQuery <String>] [-

Dynanmi cFi | t er Root Cont ai ner <String>] -Properties <Hashtable> -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]
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Description

The Copy-DRAGroup cmdlet copies an existing group to a new group.

The values provided in the -Properties parameter will overwrite the values provided by the existing
group. You must supply properties to give the new group a name and a location. See the help for the
Add-DRAGroup cmdlet for examples of how to define the new group. The response contains the

string generated by the server.

Parameters

Attribute / Description

Parameters / Values

Required Position

Accept Pipeline Accept

input?

wildcard
characters?

NoCopyMembers
[<SwitchParameter>]

Specifies NOT to copy all
members information from
source group. If the parameter is
not specified, the value false and
the members will be copied.

RemoveDynamicFilter
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

DynamicFilterincludeChildren
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

DynamicFilterLDAPQuery
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

false

false

false

false

named

named

named

named

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DynamicFilterVAQuery false named false false
[<String>]

Specifies the virtual attribute
query for dynamic group
member filter. For example:
(&(obj ect d ass=User) (My
VA=*))

DynamicFilterRootContainer false named false false
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Properties <Hashtable> true named true false

(ByPropertyName)
A Hashtable of property values.

The key is the name of a defined
property in the REST interface.
For example: - Properties

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attri bute"=42}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Description="mny
“"test " description"}

292  Group Commands



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARESTPort [<Int32>] false named 8755 true (ByPropertyName false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Copy- DRAG oup - det ai | ed". For technical
information, type "Get - Hel p Copy- DRAG oup -full".
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Example 16-8 1

PS C.\ >Copy-DRAG oup -ldentifier "G oupsource" -Donain MyDomain.corp -
Dynanmi cFi | t er Root Cont ai ner " OU=0U01, DC=MyDom DC=cor p" -

Dynami cFi | t er LDAPQuery " (&( obj ect O ass=user) (obj ect Cat egory=person))" -
Dynami cFi |l terl ncl udeChi |l dren

-Properties

@ di sti ngui shedName=" CN=GROUP123, QU=Account i ng, DC=MyDomai n, DC=cor p";
Whi t eLi st =" CN=Add Me, OU=XXX, DC=MyDom DC=cor p", " CN=Add

Me2, OU=EYYY, DC=MyDom DC=cor p"; Bl ackLi st ="CN=Ski p

Me, OU=0U01, DC=MyDom DC=cor p", "CN=Ski p Me2, OU=0U01, DC=MyDom DC=cor p"}

This command example copies a dynamic group by specifying the source Identifier and the
DynamicFilterLDAPQuery and DynamicFilterRootContainer parameters. The distinguishedName will
become the destination dynamic group name. DynamicFilterIncludeChildren indicates that the
group includes objects from the DynamicFilterRootContainer and all of its children. Group members
may also include the two accounts listed in the WhiteList property, even though the accounts do not
match the filter criteria. The two BlackList accounts will be excuded from the group, even though
they are users in the DynamicFilterRootContainer.

Example 16-9 2

PS C.\ >Copy-DRAG oup -ldentifier "G oupsource" -NoCopyMenbers -Properties
@ di stingui shedName="CN=Gr oup123, QU=Tax, DC=MyDomai n, DC=cor p"} -domai n
MyDomai n. corp

This command example will copy the group named Groupsource to a new group named Group123in
the Tax OU in MyDomain.corp. The members of Groupsource will not be copied to Group123.
Otherwise, the properties of Group123 will be the same as the properties of Groupsource.

Example 16-10 3

PS C.\ >Copy-DRAG oup -ldentifier

" CN=Gr oupsour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties

@ di stingui shedName="CN=G oup123, QU=Tax, DC=MyDomai n, DC=cor p"} -donai n
MyDonai n. corp

This command example will copy the group named Groupsource from the Accounting OU in
MyDomain.corp to a new group named Group123 in the Tax OU in MyDomain.corp. The properties
of Group123 will be the same as the properties of Groupsource.

Example 16-11 4

PS C.\ >Copy-DRAG oup -ldentifier

" CN=Gr oupsour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties

@di stingui shedName="CN=G oup123, QU=Tax, DC=MyDomai n, DC=cor p"; Descri pti on="
Tax group"} -donai n MyDonmi n. corp

This command example will copy the group named Groupsource from the Accounting OU in
MyDomain.corp to a new group named Group123 in the Tax OU in MyDomain.corp. The Description
property for Group123 will be set to 'Tax group'.
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Disable-DRAGroupEmail

Synopsis

Disables email for the group account specified by the Identifier parameter.

Syntax

Di sabl e- DRAG oupEnai | -Domain <String> -ldentifier <String> |[-

DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Disable-DRAGroupEmail cmdlet disables email on the account specified by the Identifier
parameter. The requesting user must have the Delete Email for Group power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false

. L (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

11192 true
(ByPropertyName)

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Di sabl e- DRAG oupEmai | -detail ed". For
technical information, type " Get - Hel p Di sabl e- DRAG oupEmai | -full".

Example 16-12 1

PS C.\>Di sabl e- DRAG oupEmai| -Domain MyDomain.corp -ldentifier
" CN=GRP123, QU=Account i ng, DC=MyDomai n, DC=cor p"

This example disables email for the group named GRP123 in MyDomain.corp. The identifier contains
the distinguished name for the account.

Enable-DRAGroupEmail

Synopsis

Enables email for the group account specified by the Identifier parameter.

Syntax

Enabl e- DRAG oupEnai | -Domai n <String> - ExchangeDN <String> - Enai | Addr ess
<String> -ldentifier <String> [-DRAHost Server <String>] [-DRAHost Port
<Int32>] [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Enable-DRAGroupEmail cmdlet enables email for the specified group account. The requesting
user must have the Enable Email for Group power.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

ExchangeDN <String>

A Full path to the Exchange
service. Use the Cet -
DRAExchangeSer ver s
command to obtain the list of
Exchange servers managed

through DRA.

EmailAddress<String>

The full email address for the
account. For example:
MyUser Name@rydonai n. cor

p.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nmydonai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

named

named

named

named

named

named 11192

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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300

Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)

Group Commands



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Enabl e- DRAG oupEn=i | -detail ed". For
technical information, type "Get - Hel p Enabl e- DRAG oupEnmai | -ful | ".

Example 16-13 1

PS C.\ >Enabl e- DRAGr oupEmai | - Domai n MyDonami n.corp -ldentifier

" CN=GRP123, QU=Account i ng, DC=MyDonai n, DC=cor p" - ExchangeDN "/ o=First/
ou=Exchange Adninistrative G oup (FYD BOHF23SPDLT)/ CN=Reci pi ent s/
CN=GRP123" - Emmi | Address " CRP123@¥Donai n. corp

This example enables email for the user named GRP123 in MyDomain.corp. The identifier contains
the distinguished name for the group.

Get-DRAGroup

Synopsis

Gets information about an Active Directory group account.

Syntax

Get - DRAG oup -Donain <String> [-Attributes <String[]>] [-

Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRAGroup cmdlet returns the properties of the requested group account managed by DRA.
The requesting user must have the View All Group Properties power. You can view the default list of
properties or specify specific properties. See the examples for information on how to view specific
properties.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property
that they do not have powers to
view. By specifying this flag
DRA is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - DRAGr oup -det ai | ed". For technical
information, type "Get - Hel p Get - DRAG oup -full".

Example 16-14 1

PS C\>Cet-DRAG oup -Domain MyDomain.corp -ldentifier
" CN=GROUP123, QU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
identifier contains the distinguished name for the group.

Example 16-15 2

PS C. \ >Cet-DRAG oup -Domain MyDonmain.corp -ldentifier "GROUPL23"
Attributes "Description", "D splayName",

"Di stingui shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", "Fri endl yNange", " Sa
mAccount Nanme"

This example requests the properties of the group named GROUP123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 16-16 3

PS C\>CGet-DRAG oup -Domain MyDomain.corp -ldentifier "GROUP123"
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This example requests the properties of the group named GROUP123 in MyDomain.corp. The
identifier contains the name for the group. When the name is used, the REST endpoint will first ask
the DRA Server for the distinguished name and then request the properties for that group.

Get-DRAGroupMembers

Synopsis

Retrieves the list of members for an Active Directory group.

Syntax

Get - DRAG oupMenbers -Domain <String> -ldentifier <String> [-ContainerDN
<String>] [-EnforceServerLimt <SwitchParameter>] [-IncludeChil dContainers
<Swi t chPar amet er>] [-Obj ect sPer Response <Int32>] [-ResuneString <String>]
[-Attributes <String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>]
[ - DRARest Server <String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRAGroupMembers cmdlet returns the members of the requested group account managed
by DRA. The requesting user must have the View All Group Properties power. You can view the
default list of properties or specify specific properties. You can also control the number of members
returned in the results, and iterate result sets, if necessary. See the help examples for information on
how to view specific properties and control the pages of results returned from the server. The
response will also have the property TotalObjectCount which contains the total number of results
available from the server. You can use this property to determine the total number of members in
the group, and the number of result sets that will be needed to process all of the members.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydomai n. corp

ContainerDN [<String>] false named false false

The full path to the container to
search in distinguished name
format.

For example: - Cont ai ner DN
" OU=Account i ng, DC=MyDom
ai n, DC=cor p"

EnforceServerLimit false named false false
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers false named false false
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse false named false false
[<Nullable1>]

The number of objects to return
in a response. The default is 250.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard

characters?

ResumeString [<String>]

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:
"CN=MYUser160,CN=Users,DC=
MyDomain,DC=corp".

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false named

false named

false named

false named 11192

false named

false false

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true (ByPropertyName false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

false named

8755 true (ByPropertyName false

false false

false false

100
seconds

false false

NOTE: For more information, type "CGet - Hel p Get - DRAG oupMenber s - det ai | ed". For
technical information, type "Get - Hel p Get - DRAG oupMenbers -ful | "
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Example 16-17 1

PS C.\ >Cet - DRAG oupMenbers - Donai n MyDonmi n.corp -ldentifier "GROUP123"

This example requests the members of the group named GROUP123 in MyDomain.corp. The
identifier contains the name for the group. The rest server will first request the distinguished name
for the group and then request the list of members. The results will contain a default list of
properties.

Example 16-18 2

PS C.\ >Cet - DRAG oupMenbers - Donai n MyDomai n.corp -ldentifier
" CN=GROUP123, OU=Sal es, DC=MyDonai n, DC=cor p" -Attributes
"Di stingui shedNane", " Fri endl yName"

This example requests the members of the group named GROUP123 in MyDomain.corp. Identifier
contains the distinguished name for the group. The results will contain the properties
DistinguishedName and FriendlyName for each member.

Example 16-19 3

PS C.\ >Cet - DRAG oupMenbers - Donai n MyDonai n. corp -ldentifier

" CN=GROUP123, OU=Sal es, DC=MyDonmai n, DC=cor p" -Attributes

"Di stingui shedNane", " Fri endl yName" - Cbj ect sPer Response 500 - ResumeString
" CN=Account i ng- DG OU=Account i ng, O=Brasi |l i a, OU=Par ent

Company, DC=MyDomei n, DC=cor p

This example requests the members of the group named GROUP123 in MyDomain.corp. Identifier
contains the distinguished name for the group.The results will contain the properties
DistinguishedName and FriendlyName for each member. The server will return 500 items in the
result, and it will begin the results with the next item after the one listed in the ResumeString
parameter. ResumeString is used when there are multiple pages of results to be returned. When
more data is available, the results will contain the ResumeString property that can be used to
request the next page of results.

Get-DRAGroupMembership

Synopsis

Retrieves the list of groups that contain the Active Directory object specified by the Identifier and
IdentifierClass parameters.

Syntax

Get - DRAG oupMenbership -Domain <String> -ldentifierdass <String> -
Identifier <String> [-ContainerDN <String>] [-EnforceServerLimt

<Swi t chParaneter>] [-IncludeChil dContainers <SwitchParaneter>] [-

Obj ect sPer Response <Int32>] [-ResuneString <String>] [-Attributes
<String[]>] [-DRAHostServer <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]
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Description

The Get-DRAGroupMembership cmdlet returns the groups that have the Identifier object as a
member. The requesting user must have the View All Group Properties power. You can view the
default list of properties or request specific properties. You can also control the number of groups
returned in the results, and iterate result sets, if necessary. See the examples for information on how
to view specific properties and how to control the pages of results returned from the server. The
response will also have the property TotalObjectCount which contains the total number of groups
having the Identifier object as a member.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IdentifierClass <String> true named true false

ByPropertyName
Specifies the object type of (ByProperty )

Identifier. Valid values are:
computer, contact, group, and
user.

Identifier <String> true named true false

(ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named true false

. L (ByPropertyName)
The domain of the object in fqdn

format. For example:
nydomai n. corp

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port where the DRA Host YPTOPEry

Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

310 Group Commands



Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAG oupMenber shi p -detail ed". For
technical information, type "Get - Hel p Get - DRAG oupMenbership -full".

Example 16-20 1

PS C.\ >Cet - DRAG oupMenber ship -Domain MyDomain. corp -ldentifier

" CN=CGeor ge, QU=I T13, DC=MyDonai n, DC=cor p" -ldentifierC ass "user"
Attributes "Distingui shedName", " Friendl yNane" - Obj ect sPer Response 500 -
ResumeString "CN=Accounti ng- DG OU=Account i ng, O=Brasi |l i a, O=Par ent
Conmpany, DC=MyDonai n, DC=cor p"

This example requests the groups in MyDomain.corp having George as a member. Identifier contains
the distinguished name for George. The results will contain the properties DistinguishedName and
FriendlyName for each group. The server will return 500 items in the result, and it will begin the
results with the next item after the one listed in the ResumeString parameter. ResumeString is used
when there are multiple pages of results to be returned. When more data is available, the results will
contain the ResumeString property that can be used to request the next page of results.

Example 16-21 2

PS C.\ >Cet - DRAG oupMenbership -Domain MyDomain.corp -ldentifier
" CN=CGeor ge, QU=I T13, DC=MyDonei n, DC=cor p" -ldentifierC ass "user"
Attributes "Distingui shedNane", " Fri endl yNane"

This example requests the group membership of the user named George in MyDomain.corp. The
identifier contains the distinguished name. The results will contain the properties
DistinguishedName and FriendlyName for each group that has George as a member.

Example 16-22 3

PS C.\ >Get - DRAG oupMenber shi p -Donmain MyDomai n.corp -ldentifier "George"
| dentifierC ass "user"
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This example requests the list of groups containing the user George in MyDomain.corp. Identifier
contains the name for the object. The rest server will first request the distinguished name for the
object and then request the group membership. The results will contain a default list of properties.

Get-DRAGroupPermissions

Synopsis

Gets a list of trustee of the group.

Syntax

Get - DRAG oupPer mi ssions -Donain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <Swi tchParaneter>]
-ldentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-DRAGroupPermissions cmdlet gets a list of trustees for the group named in Identifier. Users
must be in supported formats for the Identifier distinguished name.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

) ) (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property
that they do not have powers to
view. By specifying this flag
DRA is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

false named

true named

true named

false named

false named 11192

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false

Group Commands 315



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAG oupPer ni ssi ons -detail ed". For
technical information, type "Get - Hel p Get - DRAG oupPer ni ssions -full".

Example 16-23 1

PS C.\ >Cet - DRAG oupPerm ssions -Domain MyDomain.corp -ldentifier
" CN=Gr oupl, C=MyDonwai n, DC=cor p"

This example get the trustees list of the group named Groupl. The Identifier parameter contains the
distinguished name for the group.

Move-DRAGroup

Synopsis

Moves a group from one location in Active Directory to another.

Syntax

Move- DRAG oup - Domain <String> -Target Container <String> -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Move-DRAGroup cmdlet moves the group named in Identifier to the OU named in the
TargetContainer. The requesting user must have the Move Group to OU power on the
TargetContainer. Supported formats for Identifier are friendly name and distinguished names.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

TargetContainer <String>

The full path to the destination
container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDom

ai n, DC=cor p”.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name

for the object.

Domain <String>

The domain of the object in fqdn
format. For example:

nydomai n. corp

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

named

named

named

named

named 11192

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named 8755

false named

false named

named 100
seconds

false

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type "CGet - Hel p Move- DRAG oup - det ai | ed". For technical
information, type "Get - Hel p Move- DRAG oup -detail edful | "
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Example 16-24 1

PS C. \>Move- DRAG oup -Domain MyDomain.corp -ldentifier
" CN=Engi neeri ng, OU=Accounti ng, DC=MyDonai n, DC=cor p" - Tar get Cont ai ner
" QU=NewPar ent , OQU=Account i ngHone fi ce, DC=MyDomnai n, DC=cor p"

This example moves the group named Engineering from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the group.

Remove-DRAAssistantAdminGroupMembers

Synopsis

Removes members from an Assistant Admin group.

Syntax

Renove- DRAAssi st ant Adm nGroupMenbers -Identifier <String> -Menbers

<String[]> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Remove-DRAAssistantAdminGroupMembers cmdlet removes members from an Assistant

Admin group.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name of an existing Assistant

Admin group to remove

members from.

Members <String[]> true named true false
(ByPropertyName)

List of member names that will
be removed.
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRAHostPort [<Int32>]

The port number of the DRA Host
Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to

8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

false

false

false

false

false

named

named 11192

named

named 8755

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renpve- DRAAssi st ant Adm nGr oupMenbers -
det ai | ed". For technical information, type " Get - Hel p Renove-

DRAAssi st ant Adm nG oupMenbers -full".

Example 16-25 1

PS C.\ >Renpve- DRAAssI st ant Adm nG oupMenbers -1dentifier "DRA Policy
Admi ns" - Menbers "MyG oup”,"MUser", " MyChi | dAssi st ant Adm nG oup”

This example removes MyGroup, MyUser, and MyChildAssistantAdminGroup from the "DRA Policy

Admins" Assistant Admin group.

Remove-DRAGroup

Synopsis

Removes a group account from Active Directory.
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Syntax

Renove- DRAGr oup -Domain <String> -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Remove-DRAGroup cmdlet deletes the requested group account. The requesting user must have
one of the Delete Group powers. If the Recycle Bin is enabled, the group is moved to the Recycle Bin.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. cor p

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renmove- DRAG oup -det ai | ed". For technical
information, type "Get - Hel p Renove- DRAG oup -full".

Example 16-26 1

PS C.\ >Renpve- DRAGroup -Domain MyDonain.corp -ldentifier
" CN=GROUP123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the group named GROUP123 from MyDomain.corp. The identifier contains the
distinguished name for the group. If the Recycle Bin is enabled, the group is moved to the Recycle
Bin. Otherwise, it is removed permanently.

Example 16-27 2

PS C: \ >Renpve- DRAG oup - Domai n MyDonmi n.corp -ldentifier
" CN=GROUP123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the group named GROUP123 from the DRA Recycle Bin, removing it
permanently from Active Directory.

Remove-DRAGroupMembers

Synopsis

Removes members from an existing Active Directory group managed by DRA.

Syntax

Renove- DRAG oupMenbers - Donain <String> [-Conputers <String[]>] [-Contacts
<String[]>] [-Goups <String[]>] [-Users <String[]>] -ldentifier <String>
[ - DRAHost Server <String>] [-DRAHostPort <l nt32>] [-DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]
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Description

The Remove-DRAGroupMembers cmdlet removes objects from a group managed by DRA. The
requesting user must have one of the Modify Group Membership powers. The command accepts
arrays of identifiers for each of the supported object types that can be members of a group:

Contacts, Computers, Groups, and Users. At least one identifier must be specified.

Parameters

Attribute / Description

Parameters / Values

Required Position Accept Pipeline Accept
input? wildcard
characters?

Computers [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory computer identifiers to

add to or remove from the

group. An identifier can be either

a name or a distinguished name.

Contacts [<String>] false named true false
(ByPropertyName)

An array of existing Active

Directory contact identifiers to

add to or remove from the

group. An identifier can be either

aname or adistinguished name.

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to add

to or remove from the group.

An identifier can be either a

name or a distinguished name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory user identifiers to add

to or remove from the group. An

identifier can be either a name or

a distinguished name.

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renove- DRAG oupMenbers -detail ed". For

technical information, type " Get - Hel p Renpve- DRAG oupMenber s

-full™".

Example 16-28 1

PS C.\ >Renpve- DRAG oupMenbers -1ldentifier
" CN=MyGr oup, OU=XYZ; , DC=MYDOMAI N, DC=cor p"

- Domai n " DRDOVB10. | ab"
-Contacts "MyDomai n. cor p/ QU- A/ QU A1/ Cont act 02CN"

- Conput ers " CN=TESTCREATE12, QU=XYZ- Chi | d, OU=XYZ, DC=MYDOVAI N, DC=cor p"

-G oups "CN=Test G oup06, QU=Account i ng, DC=MYDOVAI N, DC=cor p"

-Users "CN=User DN22, QU=Users, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p",
"CN=User Fri endl y01, OU=XYZ- Chi | d, OU=XYZ, DC=MYDOVAI N, DC=cor p

This example removes members from a group named MyGroup in Active Directory. Five members
are listed: one each of Contacts, Computers, and Groups, and two Users.
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Restore-DRAGroup

Synopsis

Restores the specified group from the Recycle Bin.

Syntax

Rest or e- DRAG oup - Domain <String> [-Donai nController <String>] |-

Rest oreToCont ai ner <String>] -ldentifier <String> [-DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Restore-DRAGroup cmdlet will restore a previously deleted group from the Recycle Bin to its
original container or to a new specified container. Supported formats for the identifier are friendly
name and distinguished name. If the full path is specified, it must point to the Recycle Bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DomainController [<String>] false named true false
. (ByPropertyName)
The computer name of a specific
domain controller to use for the
request.
RestoreToContainer [<String>]  false named true false
o (ByPropertyName)
The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.
Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST

Service listens for requests. If the

parameter is not specified, the

value defaults to 8755.

IgnoreCertificateErrors false named false false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Rest or e- DRAG oup - det ai | ed". For technical
information, type "Get - Hel p Rest ore- DRAG oup -full".

Example 16-29 1

PS C. \ >Restore-DRAG oup -ldentifier
" CN=EMyGr oup8, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p" - Domai n MyDom cor p

This example will restore a group named MyGroup8 from the NetlQRecycleBin in MyDom.corp. It
will be restored to the container from which it was deleted.

Example 16-30 2

PS C.\ >Restore-DRAG oup -ldentifier
" CN=EMyGr oup8, OU=Net | QRecycl eBi n, DC=MyDonmai n, DC=cor p" - Rest or eToCont ai ner
" QU=TenpCon, DC=MyDonai n, DC=CORP" - donai n MyDomai n. cor p

This example will restore a group named MyGroup8 from the NetlQRecycleBin in MyDomain.corp. It
will be restored to the container named TempCon in MyDomain.corp.
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Set-DRAGroup

Synopsis

Updates the properties of an existing group account in Active Directory.

Syntax

Set - DRAG oup -Domain <String> [-Properties <Hashtable>] [-

RenmoveDynami cFilter <SwitchParaneter>] [-Dynam cFilterlncludeChildren
<Swi t chPar amet er>] [-Dynami cFilter LDAPQuery <String>] [-

Dynami cFi | t er VAQuery <String>] [-Dynami cFilterRoot Container <String>] -

I dentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Set-DRAGroup cmdlet updates the specified group account. The requesting user must have one
of the Modify Group powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> false named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

RemoveDynamicFilter false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

DynamicFilterIncludeChildren false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DynamicFilterLDAPQuery
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

DynamicFilterVAQuery
[<String>]

Specifies the virtual attribute
query for dynamic group
member filter. For example:
(&(obj ect d ass=User) (M
VA=*))

DynamicFilterRootContainer
[<String>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nmydonai n. cor p

DRAHostServer [<String>]

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

false named

false named

false named

true named

true named

false named

false

false

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRAHostPort [<Int32>] false named

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

11192

8755

100
seconds

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Set - DRAG oup -det ai | ed". For technical
information, type "Get - Hel p Set - DRAG oup -full".

Example 16-31 1

PS C.\ >Set-DRAG oup -Domain MyDonai n.corp -ldentifier "GROUP123"
Properti es @ ManagedBy="CN=Ceor ge, CN=User s,

DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed

description"; H deFromAddr essLi st s=$t r ue}

This command example updates some of the properties for the group GROUP123 in
MyDomain.corp. The Identifier specifies the name of the group. When the identifier format is the
name, the REST endpoint will contact the DRA Server to resolve the name to the full distinguished
name.

Example 16-32 2

PS C.\>Set-DRAG oup -Domain MyDomain.corp -ldentifier

" CN=GROUP123, QU=Account i ng, DC=MyDonei n, DC=cor p" -Properties

@ ManagedBy=" CN=Geor ge, CN=User s, DC=MYDOVAI N, DC=cor p" ; Report ToOri gi nat or =$t
rue}

This example updates some of the properties for the group GROUP123 in MyDomain.corp. The
identifier contains the distinguished name for the group. Two properties are updated: ManagedBy
and ReportToOriginator. To see the complete list of available properties, perform a Get-Member
command on the object returned from any DRAGroup command.

Set-DRAGroupPermissions

Synopsis

Set (add or remove) a trustee for a group.
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Syntax

Set - DRAG oupPer mi ssions -Donain <String> [-Users <String>] [-G oups
<String>] -AccessMde <Int32> -Action <Int32> -Perm ssion <Int32> -

I dentifier <String> [-DRAHost Server <String>] [-DRAHostPort <Int32>] |-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRAGroupPermissions cmdlet sets (adds or removes) a trustee for the group named in the
Identifier parameter.

+ |dentifier: Supported formats for group Identifier in the distinguished name.

+ Users: a list of users in distinguished name delimited by semicolons.

+ AccessMode: 1 for GRANT ACCESS; 3 for DENY ACCESS.

+ Action: 0 to add to group trustees list. 1 to remove from group trustees list.

+ Permission: 16 READ ONLY; 32 WRITE ONLY; 48 READ and WRITE

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Users [<String>] false named true false
(ByPropertyName)

An existing Active Directory user

objects that should be added or

removed from the group

permissions. The user identifier

can be in either the name or the

distinguished name.

Groups [<String>] false named true false
(ByPropertyName)

An existing Active Directory user

objects that should be added or

removed from the group

permissions. The user identifier

can be in either the name or the

distinguished name.

AccessMode <Nullable'1> false named true false
(ByPropertyName)

AccessMode: 1 for GRANT
ACCESS; 3 for DENY ACCESS; 4 for
GRANT AND DENY ACCESS.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Action <Nullable'1> false named true false
(ByPropertyName)

Action: 0 add to group trustees

list. 1 remove from group

trustees list

Permission <Nullable 1> false named true false
(ByPropertyName)

Permission: 16 READ ONLY; 32

WRITE ONLY; 48 READ and

WRITE.

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA Host Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRAHostPort [<Int32>] false named 11192 true false
(ByPropertyName)

The port where the DRA Host

Service listens for requests. If the

parameter is not specified, the

value defaults to 11192.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRAG oupPer mi ssi ons -det ai |l ed". For
technical information, type " Get - Hel p Set - DRAG oupPer ni ssions -ful [ .
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Example 16-33 1

PS C.\ >Set - DRAG oupPerm ssions -Domain MyDomain.corp -ldentifier
"CN=Gr oupl, DC=MyDonai n, DC=cor p" - User

"QU=User 1, CN=User s, DC=MyDomai n, DC=cor p" - Accesshde 1 -Action 1 -
Permi ssion 48

This example removes the trustee Userl from the group named Group1l. You need to match the
grant access mode and permission exactly in order to remove the right one.

Example 16-34 2

PS C.\ >Set - DRAG oupPerm ssions -Domain MyDomain.corp -ldentifier
"CN=Gr oupl, DC=MyDonai n, DC=cor p" - User

"QU=User 1, CN=User s, DC=MyDomai n, DC=cor p" - Accesshde 1 -Action O -
Permi ssion 48

This example adds the trustee Userl to the group named Groupl with the GRANT ACCESS mode and
READ and WRITE permission.

Example 16-35 3

PS C:\ >Set - DRAG oupPer mi ssions -Domain MyDonwin.corp -ldentifier

"CN=Gr oupl, DC=MyDonai n, DC=cor p" - Users

"QU=User 1, CN=User s, DC=MyDonai n, DC=cor p; QU=User 2, CN=User s, DC=MyDomai n, DC=co
rp" -AccessMbde 1 -Action O -Perm ssion 48

This example adds trustees Userl and User2 to the group named Group1 with the same GRANT
ACCESS mode and READ and WRITE permission.

Example 16-36 4

PS C:\ >Set - DRAG oupPer mi ssions -Domain MyDonwi n.corp -ldentifier
"CN=Gr oupl, DC=MyDonai n, DC=cor p" - G oups

"QU=G oupll, DC=MyDonai n, DC=cor p; Q=G oupl2, DC=MyDonai n, DC=cor p"
AccessMobde 1 -Action O -Permission 48

This example adds trustees Group11 and Group12 to the group named Groupl with the same
GRANT ACCESS mode and READ and WRITE permission.
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7 Organizational Units

This section contains cmdlets you can execute for the Organization Unit object type.

Add-DRAOU

Synopsis

Adds an OU container to an Active Directory domain.

Syntax

Add- DRAQU - Properties <Hashtabl e> -Domain <String> [- DRAHost Server
<String>] [-DRAHostPort <Int32>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Add-DRAOU cmdlet adds an OU container to a domain managed by DRA. The requesting user
must have the Create OU power. To see the complete list of available properties, perform a Get-
Member command on the object returned from any DRAOU command.
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Parameters

Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false
(ByPropertyName)

A Hashtable of property values.

The key is the name of a defined

property in the REST interface.

For example: - Properti es

@ Description="mny

description"; Location="

Houst on"}

Multiple values are specified as a

comma-separated list.

For example: - Properti es

@ ot her Tel ephones="555-

1212","123-4567"}

If the property name contains

non-alphanumeric characters it

needs to be quoted.

For example: - Properti es

@ " VA- DRA-

Virtual Attribute"=42}

If the property value contains a

quote it needs to be escaped

with a backtick ().

For example: - Properti es

@ Descri ption="ny

“"test " description"}

Domain <String> true named true false

) o (ByPropertyName)

The domain of the object in fqdn

format. For example:

nydomai n. corp

DRAHostServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Host Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

Organizational Units



Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DRAHostPort [<Int32>]

The port where the DRA Host
Service listens for requests. If the
parameter is not specified, the
value defaults to 11192.

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARESTPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

false

named

named

named

named

named

named

11192

8755

100

seconds

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRAQU - det ai | ed" . For technical
information, type " Get - Hel p Add- DRACQU -ful | ".

Example 17-1 1

PS C.\ >Add- DRAQU - Donmai n MyDonai n.corp -Properties

@ Di stingui shedName="0U=0QU123, OU=Accounti ng,

DC=MyDormai n, DC=cor p"; Descri pti on="QU f or

power shel | "; ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"}

This example creates an OU named OU123 in Active Directory using the DRA DistinguishedName
property. The OU will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this OU: Description and ManagedBy.

Example 17-2 2

PS C. \ >Add- DRAQU -Donmai n MyDonmi n.corp -Properties

@ Di stingui shedName="0U=0QU123, OU=Accounti ng,

DC=MyDomai n, DC=cor p"; Descri pti on="QU for

power shel | "; ManagedBy=" CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"}

This example creates an OU named OU123 in Active Directory using the DRA DistinguishedName
property. The OU will be created in the domain MyDomain.corp in the Accounting OU. There are two
properties set on this OU: Description and ManagedBy.

Example 17-3 3

PS C. \ >Add- DRAQU - Domai n MyDonmi n. corp -Properties
@ Fri endl yNanme="M/Donai n. cor p/ Accounti ng/ QU123"; Description="0U for
power shel | *; ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOVAI N, DC=cor p"}

This example creates the OU OU123 in Active Directory using the Name and DRA FriendlyParentPath
properties. The OU will be created in the domain MyDomain.corp in the Accounting OU. There are
two properties set on this OU: Description and ManagedBy.
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Copy-DRAOU

Synopsis

Copies an existing Organizational Unit to a new Organizational Unit.

Syntax

Copy- DRAQU - Donmai n <String> -Properties <Hashtable> -ldentifier <String> |-
DRAHost Server <String>] [-DRAHost Port <Int32>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Copy-DRAOU cmdlet copies an existing Organizational Unit properties to a new Organizational
Unit. The values provided in the -Properties parameter will overwrite the values provided by the
existing Organizational Unit. You must supply the properties to give the new Organizational Unit a
name. See the Add-DRAOU cmdlet help for examples of how to define the new Organizational Unit.
The response contains the string generated by the server.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A Hashtable of property values.
The key is the name of a defined
property in the REST interface.
For example: - Properti es

@ Description="mny
description"; Location="
Houst on"}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@ ot her Tel ephones="555-
1212","123-4567"}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@ " VA- DRA-
Virtual Attribute"=42}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@ Descri ption="ny
“"test " description"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRAHostServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA Host Service.
The DRA REST server will send
the requested operation to the
DRA Host Service running on the
specified computer. If this
parameter is not specified, then
the DRA REST Service will
attempt to discover a DRA Host
Service to use.

DRAHostPort [<Int32>] false named 11192 true false

(ByPropertyName)
The port number of the DRA Host

Service. This parameter is only
used when the DRAHostServer
parameter is also specified. If the
DRAHostServer parameter is
specified but the DRAHostPort is
not, 11192 will be used as the
default Host port.

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARESTPort [<Int32>] false named 8755 true false

ByPropertyName
The port number of the DRA (ByProperty )

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

) seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type " Get - Hel p Copy- DRACQU - det ai | ed". For technical

information, type " Get - Hel p Copy- DRAQU -ful | ".

Example 17-4 1

PS C.\ >Copy-DRAQU -Identifier

" CN=QUsour ce, OU=Account i ng, DC=MyDomai n, DC=cor p" -Properties
@ di sti ngui shedNanme="CN=0UT123, OU=Tax, DC=MyDonwi n, DC=cor p"} - domai n

MyDonai n. corp
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This example will copy the Organizational Unit named OUsource from the Accounting OU in
MyDomain.corp to a new Organizational Unit named OU123 in the Tax OU in MyDomain.corp. The
properties of OU123 will be the same as the properties of OUsource.

Example 17-5 2

PS C.\ >Copy-DRAQU -Identifier

" CN=QUsour ce, QU=Account i ng, DC=MyDonai n, DC=cor p" -Properties

@ di stingui shedName="CN=0QU123, QU=Tax, DC=MyDomai n, DC=cor p"; Descri pti on="Tax
Organi zational Unit"} -domain MyDomain. corp

This example will copy the Organizational Unit named OUsource from the Accounting OU in
MyDomain.corp to a new Organizational Unit named OU123 in the Tax OU in MyDomain.corp. The
Description property for OU123 will be set to 'Tax Organizational Unit'.

Get-DRAOU

Synopsis

Gets information about an Active Directory Organizational Unit.

Syntax

Get - DRAQU -Domain <String> [-Attributes <String[]>] [-PowersForQperations
<String[]>] [-VisiblePropertiesOnly <SwitchParaneter>] -ldentifier
<String> [ - DRAHost Server <String>] [-DRAHostPort <Int32>] [-DRARes