i‘j NetlQ

NetlQ® Identity Manager
Administrator’s Guide to the Identity
Applications

June 2023



Legal Notice

For information about NetlQ legal notices, disclaimers, warranties, export and other use restrictions, U.S. Government
restricted rights, patent policy, and FIPS compliance, see https://www.netiq.com/company/legal/ (https://
www.microfocus.com/en-us/legal).

Copyright (C) 2023 NetIQ Corporation. All rights reserved.


https://www.microfocus.com/en-us/legal

Contents

About this Book and the Library 19
About NetlQ Corporation 21
Part | Overview 23
1 Introduction to the Individual Identity Applications Components 25
Identity Manager Dashboard. ......... .. i e 25
Identity Applications Administration. . ....... . it e 26
Understanding RoIES . . ...t e 26
Understanding RESOUICES . . . ..ot i i et et et e et et ettt e e e 27
Understanding Separation of DUties . ... ... i i e e e e 27
Understanding Email-based Approval . ....... ... i e 27
Understanding Controlled Permission Reconciliation Services . .......... .. ... ... ... .. .. ... 28
Understanding Entities . . .. ... oo e e 28
Identity Manager Client Settings . . ... .ottt e e e 28
Identity Manager Workflows . .. ... .. e e 29
Identity REPOItING . . oot e e e 29
Identity Applications Security and Password Management ...............co i, 29
Identity AppPliCations. . . ..o e 29

2 Types of User Categories in Identity Applications 31
AdMINISTrative USErS. . oottt et e e e e e e e e e e e e 31
Identity Vault Administrator . . ... ... i e 31

Identity Applications Administrator. .. ... ... . i e 32
Administrator and Manager Categories . ... oo ittt e e e 32
Understanding Domain Administrators and Managers ............... i, 33

D LTy F =4 o 1= 3 P 35
BUSINESS USBrS . . ot ittt ettt et et ettt e e e e e e 35

3 Understanding the Functionality of the Identity Applications 37
Enabling Self-Service Activities for USers . ... ...ttt e et et 37
Providing Permissions t0 USers . .. ...ttt et et e e e 38
Understanding Workflow-Based Provisioning. .. ...ttt 39
Understanding a Client Helpdesk . . ... ... ot e e e 39

Ensuring Permission Assignments Comply with Your Standards. ............. ... ... .. ... .. ... ... 40
Design and Configuration TooIS . . .. ..ottt e e e e e 40

4 Understanding the Back-end Functions for the Identity Applications 43
USer INTeIaces . oottt e e e e 44
Directory Abstraction Layer . .. ..ot e e e 45
WoOrkfloW ENgine. . . o e e 45
SOAP ENAPOINTS. . oottt ittt ettt e e e e 45

Contents



4

APPlCatioN SEIVEr. . . o e e
DatabasE .« o\t e e e e
User Application DriVer .. ... o e e e e e e
Role and ReSOUICE SErVICE DIiVer . ...ttt ettt ettt e et e e ettt
Multi-Threaded Role and Resource Service DriVer. . . ..ottt e e et et
Designer for ldentity Manager. . . .. ..ottt e
L1177 LT ==
Identity Manager ENgine ... ..o e e e e e
Identity Vault. . .o e e

Part Il Preparing the Identity Applications for Use

5 Understanding the Design Needs

DESIgN CONSTIAINTS . . ot ittt ettt e e e e e e
High Availability Design . ... ...t e e e e e e

6 Configuring Security in the Identity Applications

Understanding Security in the Identity Applications Environment. ........... ... .. ... ... ...
Using Secure Sockets for Identity Applications Connections to the Identity Vault ....................
Disabling Secure Communications Using the Configuration Update Utility . ...................
Disabling Secure Communications Using iManager . ..ottt it
ENabling SSL fOr USBr ACCESS . v ottt ettt it e et e et e et et ettt et e

ENabling SOAP SECUNITY. . . .o\ttt e e e e e e e et e e e
Enabling Authentication. . ... ... i e e e

Enabling Mutual Authentication . ........ .. . i e

Enabling Third-Party Authentication and Single Sign-On . . ... .. .. it
Encrypting Sensitive Identity Applications Data. . ...t e
Preventing XSS AttacKs . . . ... v ittt e e
Modifying Trustee Rights . .. ... i e e e e e e e e e e e

Modifying the Trustee Rights for User Preferences ........... ...
Modifying the Trustee Rights for a Provisioning Request Definition..........................
Restricting a User from Viewing Provisioning Request Definitions and Roles in Identity
APPICAtioNS . .o e e
Updating a Password for a Database UseronTomcat . ....... ..ottt et

7 Assigning the Identity Applications Administrators

Understanding the Administrators of the Identity Applications .......... .. ... ... i,
Changing the Default Administrator Assignments after Installation ...............................

Granting or Removing Assignments in the Identity Applications ............................
Changing the Assignments in Configupdate Utility. . ......... ... ... ...
Changing the Default Administrator Assignments without an Administrator Account...........

8 Setting Up Logging in the Identity Applications

How Logging Services Help . ... it e e e e e e e e e e e e e
What Can Be LOZEEd. . . .ottt ettt e e e e e e e e e
HOW LOggINg WOrKS ..ottt e e e e e e et e e e e e

TEIrMINOIOgY . . ottt e e

Contents

53

55

55
56

57

57
59

59
60
60
60
61
61
61
61
62
63

63
63

64
64

67

67
68

69
69
70



Components for LOggINg . . .. oottt e e e 81

HOW Logging WOrKS . . ..o e e et e e e e 81

Types Of LOg FIles ..ot e e e e e e 82
Difference Among Catalina, Application, and Localhost Log Files .. .......................... 83
Additional Log Files . . oot e e e e 84
Understanding the Log FOrmat . . ......oi it e e e et et ettt ettt 85
MeESSage Fields. . ..ot e 85
MESSagE SOV . . ettt e e e 86
CoNfiUIING LOgBING . .ot i ettt ettt ettt ettt e e e e 87
Understanding Logging Configuration . . ........ ... i it et 88
Understanding the Log Level Settings . ...ttt et et i 88
Specifying the Severity Level for Commons Logging APl Loggers . .........c.coviiiinennnn... 89
Configuring Logging Settings in Identity Manager Dashboard. . ............................. 89
Editing the 104 Files. . . ..o i e e e e e e e 90
Managing Log File Size ... ... i e e e 91
Configuring Logging in @ ClUSEEr ... .. i it e e et ettt et e 91
TOMCAt LOgEINg . .ottt i e e e e e 92
Identity Applications LOgging . ... ..ottt e e 92
Enabling Sentinel Logging. . ... oottt e e 92
Using Log Files for Troubleshooting. .. ... e e e 93
L0 EV NS oot e e e e e e 93
Tuning the Performance of the Applications 97
Increasing the Heap Size. . . ...ttt e e e e e e e e e e e 99
Increasing the Stack Size for Recursive Workflows . ....... ... .. i 99
Ensuring Concurrent Access from Multiple Clients . ... ... i s 100
Decreasing the Session Time-0Ut. .. ... ottt i i e ettt et 100
Increasing the Number of Maximum OpenFiles ............ i, 101
Increasing the Number of User Processes. . ...ttt e e 102
Adjusting the Threadpool Size . ... ... e e e et e e 102
Increasing the Database Connection Pool. ......... ... i e 103

View Request Status Search Limit .. ... i e e e 103
Decreasing the LDAP Socket Cleanup Interval . ... ... e i 104
Optimizing LDAP Connection with Identity Vault. . ... ... ... . i 104
Indexing Attributes in the Identity Vault. . ... ... 105
Enabling Compound Index on Identity Vault Attributes ......... ... ... i 106
Comparison With Other INdeXes. . . ...ttt e e e et et 108
SaAMPIE ErTOr MBSSagE. v ot ittt ettt e ettt e 108
Managing the eDirectory Database Cache Objects Retrieved from the Identity Vault Server.......... 109
Disabling the Nested Group Search. . ... ... i e e e e et e e e 111
10 Customizing the Identity Applications for Your Enterprise 113
Linking the Dashboard to External Applications. . ........... i i e 114
Managing Featured HemsS. . . ... i e e e e 114
Customizing the Look of the User Interfaces . ...t e 114
Applying Your Organization’s Brand to the Dashboard. . ......... ... ... ... ... .. ... ...... 114
Adding Product title in your language to the Dashboard. . ......... ... ... .. ... ... ....... 115
Applying a Cascading Style Sheetto the Dashboard. ............ .. ... ... ... ... ... .. ...... 115
Localizing the Text inthe Interfaces ...... ... . i e e e e e 116
Localizing the Labels in the Dashboard . ... .. .. i i 116
Modifying the Text of the Application Tab. . ... ... i i 117

Contents

5



Localizing Text Stored inthe JARFiles . ... ... i e e 118
Adding a Language to the Identity Applications. . .. ... ... i e 121
Adding the New Language to the Identity Applications. ........ .. .. . .. 122
Preparing Files for Translation .. ... ... i i e 123
Changing the Default LanguUage . . . .. oottt e e e e e e 126

Add the Translated Files to the Proper Locations . . ...t 126
Updating an Email Notification Template . ... i 127
Verifying the New Translations. . .. ... ot i 127
ConfigUIING USEr Names. . . .ottt et ettt e e e e e e e e e e e e et e 128
Configuring the Format of Displayed User Names .. ...ttt 128
Enabling Localized User Names in Typeahead Fields . ............. ... ... ... 129
Configuring the Attribute for Sorting Usersin Dashboard . ............... .. ... ... ... ..... 129
Configuring Email Notification Templates for the Dashboard. . ............. ... ... .. .. .. ... ..... 130
Configuring Forgot Password? Functionality ............ ... . i i 131
Ensuring that Characters Display Properly in Role Report PDFFiles. . ......... ... . .. 132
Editing the Configuration XML Data iniManager .. ...ttt et 132
Ensuring that Dates Display Correctly in Norwegian . ...ttt e ie e 133
Configuring Client Settings Mode .. ... ...ttt e e e e et 133
Copying the Client SEttiNgS ... ..ottt e e e et et e e e et e 134
Copying the Workflow Migration ......... ... i et e et 136
Changing Identity Applications Client Settings. . ... ...ttt e 139
Changing General Client Settings . . .. ..ottt e et et e 140
MaNagiNg UsSer ACCESS. . v v ittt ettt et ettt e ettt e e e 140
CUStOMIZING The ViEWS . .. i e e e et e ettt et e e 141
Changing the Client Branding Attributes . .. ... . i i e e 148
Configuring a Client Helpdesk. . . .. ...t e et et e et e 148
Managing Dashboard Widgets . .. ...ttt i e e e 150
Customizing the Organization Chart View . . ....... .. it i i 151
Deleting the Client Settings from Identity Applications . ........... ... ... . ... 152
Hiding the Navigation Items from User Interface. ......... .. .. i i 152
Configuring Separation of Duties Properties . .........ouir it ettt 153
11 Setting Up the Dashboard for Identity Applications 155
Checklist for Setting Up the Dashboard for Identity Applications. .. ....... ... ... ... .. .. ... ... 155
12 Configuring a Multi-Threaded Role and Resource Service Driver 157
HOW the Driver WOrKs . ..o e e e e e e e e e e s 157
P e B qUISIEES . . ottt e e e e e e e 159
Defining a Unique Data Set . ... .. i e e e e e 159
Modifying the Default Mapping Table Object. ... ... .o e 160
Configuring the DriVer . ... . e e et e e e e e e 160
DEpPloYiNg the DIiVEr. . .ottt e e e e e e e e 161
Guidelines for Creating Custom Policy . ... .. it e e et e e e e 161
Assigning Weighttothe Policy . .. ... o e 162
LimMiatioNS . . oot e 162
TroubleshoOting . ... e 162
13 Configuring Identity Applications Clustering and Permission Clustering 163
Configuring Identity Applications Clusteringto Use TCPorUDP .........cviiiniiniiniinennnn 163

Contents



Configuring Permission Clusteringto Use TCP or UDP. . ... ... . it e et 164

Part Il Identity Applications Administration 167
14 Creating and Managing Roles 169
LiStiNg ROIES . . oottt e e e 169
Creating @ NEW ROIE . ... o e e e e e e e e 170
Editing ROIES . ..ot e 171
Changing Approval and Revocation Process . ...t it et ce e e 172

Mapping Resources to ROIES. . . ... . i e e e e e 173

AsSIgNING ROIES 10 USBIS . o oottt e e e e e e e e e 174

Mapping Roles to RoIes. . ... o e 174

Creating a Workflow FOra Role . . ..o e e e e e et 175
Managing the Role and Resource Service DIiVer . ... ...ttt e et 176
Configuring the Role and Resource Service Driver Settings. . ........... ... i, 176

Indexing for the Role and Resource Service Driver. . ...t 178

List of Stop Words Ignored In Search QUENY . . . ..o ottt 178

15 Creating and Managing Resources 181
LiStiNg RESOUICES. . . .ottt et et e e e e e e e e e 181
Creating @ NEW RESOUICE . . . ..ottt et e e et e e ettt ettt 182
EditiNg RESOUICES . .\ ittt ittt ittt e et ettt e e e e et et e e e 183
Setting Expiration Period forthe Resource ......... .. . i i 184

Assigning Weightage tothe Resource . ...t e e e 185

Changing the Approval or Revocation ProCess . ......ouiiiiit ittt et i et 186

Assigning Resource to USers . . ..o vttt e e 186

Updating the Resource Request FOrm . . ... ottt et ettt e 186

Creating a Workflow for @a RESOUICE ... ..ot e e e e e e e 188
Enabling Drivers for Resource Mappings . .. ..vuit vttt e e et et e e 188
Creating a List to Improve Resource Request FOrms . ...t e e 189

16 Adding Workflow to Roles and Resources 191
Adding a Workflow . . ..o e 191
System Templates and Template FOrms ... ... it e e e ittt et e 194
CUSTOM TeMPlates. . o oot i e e e 195
Adding Workflow Using Custom Template ......... .. it 196

Creating a Custom Template in DesSigNer. . . ...ttt e e e 196
RECOMMENAAtIONS . .ottt e ettt e e 197

17 Monitoring Workflows 199
Search for Workflows . . ... o e e 199
SOt WOrKE OWS . .o e e e e 200
CUSTOMIZE COlUMNS. ottt e e e e e e e e e e et e e ettt e e 200
View WOorkflow Status. . . ..o ot e e e e e e 200
VIEW APProVal STatUs . ..ottt et e e e e 201
Actions You Can Perform ONn This Page . ... .ot ittt et e e et et et et et et e e 201
Terminate @ Workflow Process . . ...t e e e e e e 202

Reassign @ Workflow Process . .. ...t e e e e e 202

Contents



View Comments to Know More About Workflows . . ....... ... i, 202

18 Creating and Managing Delegations 203
19 Separation of Duties Constraints 205
ROIE ASSIgNM NS .« ottt e e e 205
RESOUICE ASSIGNMENTS . . o .ottt ettt ettt e et et e et e 206
Resource Request Process FIOW . .. ...t i e e et e et e 207

20 Using Controlled Permission Reconciliation Services 209
HOW CPRS HEIPS . .ottt e e e e e e e e e e e e e e e 209

P EqUISIEES . . .ttt e e e e e 210
Considerations for SUPPOrted DIiVEIS . . ...ttt e e e e e e e e et e 210
MDD AD DiVr . .ttt et e e e e 210

LoOPbaCK DriVEr . . .ot e e 211

REST DiVer . o ettt e e e e e e 211

Delimited TeXt DIIVEr. . oottt ettt e e et e e e e e e e e 211
Understanding the Components of CPRS .. ... ... i e e et 211
Managing Permission Reconciliation Settings . ......... ... i i e 213
Editing Permission Reconciliation Settings ......... ... i e 214
Permission RecoONCiliation. . . ... ot e e 215
Migrating T0 CP RS . . . oottt e e 217
PrereqUISITES . ..t e e e e 217
Managing Existing Permissions for AD and LDAP Drivers. . .......ouin it iieie e 218
Managing Permissions for a MDAD Driver . ........uuiiii it ettt e 218

Post Migration ACtiVities . . .. ... i e 219

21 Configuring Email-Based Approval 221
22 Configuring Identity Applications Default Settings 223
Configuring Roles and Resources Settings ... ..ottt it ittt et e 223
Configuring Default Roles Settings. .. ..ot et e et et e e 223
Configuring Default Resource Settings. . .. ...t e e et e e 224
Configuring Entitlement Query Settings . ... ... e 225
Configuring Separation of Duties Settings. . ...t i e e e 225
Configuring Delegation and Proxy Settings. .. .. ..ottt i e et e et 226
Configuring Delegation Settings . . . .....ou it e e e 226
Configuring Proxy Settings ... ..ottt i e e e 226
Configuring Synchronization and Cleanup Service ... ... .. i 227
Configuring Permission Reconciliation Settings . . ...t e 227
Configuring Logging Settings . ... .. ittt i e e et e e e 228
Configuring Auditing Service Settings . ...ttt e e e e 228
Configuring the Identity Manager Packages and their Loglevels............... ... ..., 229
Configuring Caching and Cluster Settings . ... ..ottt e ettt 229
Flushing Caches . . ..o i e e e e e e e e e e e e e e 230
Configuring Cache Settings . . .. .ottt e e e e i e e e 230
Managing Cluster Cache Settings . .. .. ..ot e e et e e e 235

Assigning Administrators in Identity Applications . ....... ... e 235
Listing the Administrator AsSigNMENtS . ... ..ottt ittt 236

Contents



Creating a New Administrator Assignment ..........................
Assigning Permissions to a Delegated Administrator . .................
Deleting an Administrator Assignment ............ ... ... ... ...
Configuring Workflow Engines and Cluster Settings ........................
Configure the Workflow Engine Settings............ ... ... .. ...,
Configure Workflow Cluster Settings.......... ... ... ot
Viewing User Application Driver Status. . .. ... oot
Configuring the Default Provisioning Display Settings.......................
Managing General Display Settings . ........... ... ...
Managing the Appearanceof TasksPage ...................ouin...
Managing the Appearance of Request History Page...................
Configuring the Identity Governance Settings .. ........... ... ... ivon...

23 Configuring and Managing Objects for Entities

Listingthe Objects. . .. .ot e e e e
Creating an Object ... ...t e
Editingan Object. . ...t
Deletingan Object . ... ..ot e e
EXPOrting to CSV . ..o e e e e
Viewing the Organization Chart of anObject.......... ... ... ... .. ... ...

Part IV Configuring and Managing Provisioning Workflows

24 Configuring the User Application Driver to Start Workflows

About the User Application Driver ............ i,
Setting Up Workflows to Start Automatically..............................

About Policies . ... .
Using the Policy Builder. .. ... ...

25 Managing Provisioning Request Definitions

About the Provisioning Request Configuration Plug-in ......................
Working with the Installed Templates. . ......... ... ...
Configuring a Provisioning Request Definition.............................
Selectingthe Driver. ... ..o e e e e
Deleting a Provisioning Request. . ....... .. ... o,
Filtering the Listof Requests. .. ... .. i
Changing the Status of an Existing Provisioning Request...............
Defining Rights on an Existing Provisioning Request ..................

26 Managing Provisioning Workflows

About the Workflow Administration Plug-in. . ............ ... .. .. ... ...
Managing Workflows . ... ... i e
Connecting to a Workflow Server. . ........ ... i,
Restricting Access to Workflows. . ...... ... ... . i i
Finding Workflows that Match Search Criteria.......................
Controlling the Active Workflows Display .. .........................
Terminating a Workflow Instance. .. ........... .. ... ...
Viewing Details about a Workflow Instance .........................

Contents



10

Reassigning a Workflow Instance. . ... ... i e e e e 273

Managing Workflow Processesina Cluster. . ...t i 273
Configuring the Email Server . . ... e e e e 275
Working with Email Templates. . . .. ..ot e e 276

Default Content and FOrmat. ... ..ottt e e e et e e i e 277

Editing Email Templates ... ..ot e 288

Modifying Default Values forthe Template. . .. ... . i e 289

Adding Localized Email Templates ... ...ttt e e e 289
Allowing a Named Password to be Retrieved over LDAP. . . ... ... . it i 290

Part V Web Service Reference 293
27 Provisioning Web Service 295
About the Provisioning Web Service . . ..ot i e i e e e 295

Provisioning Web Service Overview. . ... ... i e e e e 295

Removing Administrator Credential Restrictions . .......... ... .. i, 296

Provisioning Web Service Method Categories .......... ..., 296
Developing Clients for the Provisioning Web Service ........ ... i 297

Web Access to the Provisioning Web Service . ... ... i 297

A Java Client for the Provisioning Web Service . . ... i e 299

Developing a Mono Client. . . ...t e e 304

Sample ANt File ..o e 305

Sample LogA) File. . .o 307
Provisioning Web Service APl . . ... e 307

PrOCSS S .« o ottt 307

PrOVISIONING . o e e e e e 318

Lo X =T 331

COMIMIBNTS .« oottt 349

CONfigUIAtION . . . e e 356

MISCEIIANEOUS . . ottt e e et e e e e 360

ClUSEET . o ettt e e e e e 363

28 Metrics Web Service 367
About the Metrics Web Service. .. ...t e e e e e e e 367

Web Service Semantics . . ..ot e 368

Accessing the Test Page. . .. ..ot e e e 368

Web Service Methods Grouped by Security Permissions. .. .............. i, 368

SpeCfYiNg Filters . ... e e e 371

Generating the Stub Classes . . .. ... i e e 373

Obtaining the Remote Interface. . ... i e e et e e 374

Metrics Configuration Settings. .. ... o i i e e e 375
Metrics WeEb Service APl . ... e e e e 377

Team Manager Methods. . . ... oot e e e e 377

Provisioning Application Administrator Methods. . ........ ... o i i 379

Utility Methods . . ... o e e e e 381
Metrics Web Service Examples . ... ..o e 382

General EXamples . ... e 382

Other EXamples . ..ot e e e e e 384

Contents



29 Notification Web Service 387

About the Notification Web Service .. ... ... i e e e e 387
ACCesSINg The TSt Page. . ..ottt e e e e e e e 387
ACCeSSINg The WS DL, . . oottt e e e e e e 387
Generating the Stub Classes . ... ... it e 388

Notification Web Service APl . . ... e e e e e 388
IREMOTENOLIfICAtiON ..o\ttt e e e e e e e 388
BUIINTOKENS ettt e e e e e e e e e 388
0 390
BNty AT Y .ot e e e e 391
NOtIfiCatiONMaD. . . ot e 392
NOtIfiCatiONSEIVICE o\ttt e e et e e e 393
S I G AT Y .« ottt et e e e e e e 393
VErSIONV O . . . e 394

Notification EXample. . ... oo e 394

30 Directory Abstraction Layer (VDX) Web Service 397

About the Directory Abstraction Layer (VDX) Web Service ............. ... 397
Accessing the Test Page. . .. oo v i e 397
ACCESSING the WSDL. . . ottt e e e e e e e e e 397
Generating the Stub Classes . . . ...ttt e 398
Removing Administrator Credential Restrictions .. ....... ... .. . i, 398

VDX WED SerVICE APl .ot e e e e 399
REMOTEVOX vttt ettt e e e 399
AT UL . o o et e e 401
A g oYU (=Y Y o 1Y 403
AT UL P . o oottt e e e 404
BOOIEAN A Y . . ottt e e e 404
BY O A Y ATy . . ottt e e e e e 405
DAt AN Y ettt e e e e e 405
ENntry AttribUtEM A . .o 406
BNt Y o e e e e e 406
BNty AT Y .ot e e e e e 407
LN =Y ==t AN o = 1 408
S N G AT Y « o ettt et e e e e 409
SN E NIy .« e e e 409
SN E NIy AT Y. . .o o e e e e 410
SEINEMIAD . .« oot e e e e 411
Ao DY =T o ol 411
VErSiONV O . . . e 411

VDX EXAMIPIE .« oottt e e 412

31 Role Web Service 423

About the Role Web Service . ... o e e e e e e e e 423
Accessing the Test Page. . .. oot e 423
ACCESSING the WSDL. . . .ottt e e e e e e e e e 426
Generating the Stub Classes . . .. ..ot e 426
Removing Administrator Credential Restrictions ............ .. .. ... 426

ROIE AP . .o e e 427
IREMOTEROIE. . . .ot e 427
AN o] o] 01V 7= T P 443

Contents 11



P o o1 01V /=T o o |V 444

(75} =Y = 444
Gt O Y AT AY o ottt e e e e e 445
CateBOrYKOY . .ottt e e e e e 446
CateBOrY K Y A Y oottt it e e e e e 446
CoNfigUIatioN . ..o e e e 447
CONEAIN e e e 450
DN S NG . o ot e e e e 451
[\ Y A T =7 Y o - 1Y 452
Entitlement. . .o e 453
ENtitlement A Y . ..o e e e 454
[ oYU T o P 454
o =T o 1AV 1Y/ o< 456
Identity TYPeDNMap. . ..o e e e 458
Identity TypPeDNMaAPAITAY . ..ottt e e e e 459
LocalizedValue . .. .ot e e 459
LN A Y ettt e e e e e 460
NS erVICEEXCEPION . .t e e e e 460
REUESTCAtE O Y T P . . ot ittt ettt et e e e e 461
REQUESESEAtUS . .o e e e 463
RESOUICEASSOCIAtIoON . . . .ottt e e 465
ROIE . ot e e e 467
ROIEASSI ENMENT . . ..o e e e 472
ROIEASS ENMEN AT AY . ..ottt e e e e e e 474
RoIEASSIENMENTACHIONTYPE . oot e e e e 475
RoleAssignmMENtREqUEST . . . . .o e e 476
RoleAssignmentRequestStatus. . ... ..ot e 479
ROIEASSIENMENT Y P . . ottt e e e e e e 483
RoleAssignmentTypelnfo. . .. ... o e e 484
ROIEINFO . e e 487
ROIEINOAI Y . . .o e e e 488
ROIELEVEl .. e e e 489
ROIELEVEIAITAY . . oot e e e 490
ROIEBREUEST . . ottt e e e 491
RoleServiceDelegate . .. ..o e e 494
RoleServiceSkeletonImpl. . .. ..o e 499
SO0 e e e e 503
SO A Y . o ottt et e e e e e 506
SOAAPPIOVAITY PO . . ettt e e e e e 507
SodJUSEITICAtioN . ..o e 508
SodJUSHIFICatiONAITAY . . . . e e 509
US Bl . ettt e e e e e 510
VrSIONV O . . o e 514
Role Web Service EXamples . . ... oo e et e e e e 515
Retrieving Roles for @ GroUp ... ..ottt e e e et et 515
Retrieving Role Assignment Request Status . ..........co ittt 517
Retrieving Type Information for a Role Assignment . ... ... ... i, 518
Retrieving Role Categories . . ..ottt e e e e e e e e 519
Retrieving Role Levels . . . ..o e e e e 520
Verifying WhetheraUserIsInaRole. ... ... e 520
32 Resource Web Service 523
About the Resource Web Service . ... ... i i e e et e e e e 523
ACCesSINg The TSt Page. . ..ottt et e e e e e e 523

12 Contents



AcCCesSINg the WS DL, . ... i e e e 524

Generating the Stub Classes . . .. ... i e e e 525
Removing Administrator Credential Restrictions ........... .. .. i, 525

Resource Web Service Interface ... ...t e e e 526
IREMOTERESOUNCE. . . .o e e e e e 526
CodeMapRefreshStatus. . ... ..t e e 540
CodeMapValueStatus . . ... ..o e 541
EntitlementRefreshinfo. .. ... . i e 542
ProvisioningCodeMap . . ..ottt e 544

RESOUICE . . .ot e e e 546
RESOUICEASSIGNMENT . . ettt et e e et e et e 550
ResourceRequestParam .. ... .. e 552
ResourceAssignmentRequestStatus. . ... ... i e 553

Resource Web Service Examples . .. ...t e 556
Code Map Synchronization Code Samples . ...t i i e 556

33 Forgot Password Web Service 559
About the Forgot Password Web Service .. ...t i e et et et 559
ACCESSING The SEIVICE . .\ i ittt e e e e e e e e e 559
ACCESSING The WS DL, . . oottt e e e e e e e e 559
Generating the Stub Classes . ... ... ot 560

Password Management Web Service Interface ............. i e 560
ProcessForgotCoNt. . ... e e e 560
PrOCESSU S r .« ittt it e e e e e 561
ProcesSCNaRES . . . .o e e e 561
ProcessCgP WA . . ..o e e 562
FOrgotPassword WS BeaN. . . ...t e e e 563
Part VI Configuring Single Sign-on Access in Identity Manager 565
34 Preparing for Single Sign-on Access 567
35 Using Self-Service Password Management in Identity Manager 569
Understanding the Default Self-Service Process . ..........ouuiiiii ittt et 569
Understanding Authentication with One SSO Provider. ....... ... . 570
How OSP Works with Identity Manager . ... i e e e et et e e 570
OSP CONCEPES . - ettt e e 571
Understanding How OSP Works with Identity Manager. . ....... ... o i, 574
Guidelines for ENabling OSP LOGEING . . . . o« vttt e e e e e 576

36 Using One SSO Provider for Single Sign-on Access in Identity Manager 579
Preparing eDirectory for Single Sign-0n ACCESS . ...ttt ittt et et e 579
Modifying the Basic Settings for Single Sign-0n ACCeSS. .. .. oottt e i 579
Configuring Self Service Password Reset to Trust OSP. .. ... .. it e e e 580

37 Using NetlQ Access Manager for Single Sign-On 581
Understanding Third-Party Authentication and Single Sign-On .. ... .. .. . i, 581
Using SAML Authentication for Single Sign-on. . ... ... e e 582

Contents 13



14

Establishing Trust between Identity Manager and AccessManager. . .............c.ccouun... 582

Updating the Login Pages for Access Manager. ...ttt it e e i e 584

Reverse Proxy Based Single Sign-On . ... ... it i e e e e 585
Creating and Configuring the Proxy Service . ........ ..ottt 588

Creating Protected RESOUICES. . . .ottt et e e e e e et e e e 590

Creating and Assigning a Form Fill Policy to a Protected Resource...............ccoviiian.. 592
Configuring a Rewriter Profile . ... ... i e 594
Configuring Identity Providers . ... .. o e 595
Configuring Additional Redirect URLs in OSP ConfigurationFile........... .. ... ... ... .... 596

Testing the Single SigN-ON. . . .. o e e e 597

38 Configuring Single Sign-On to Work With Active Directory Federation Service 599
Requirements for Configuring OSP to Work with AD FS ... ... it e 599
Configuring OSP to Provide SAML Authenticationsto ADFS ... ... ... i 599

39 Using Kerberos for Single Sign-On 603
Configuring the Kerberos User Account in Active Directory . ...ttt 603
Configuring the Identity Applications Server . ... . i e e e e 604
Configure the End-User Browsers to Use Integrated Windows Authentication ..................... 606
Logging In Using the Name Password FOrm .. ... ... it i e e it i e 607

40 Integrating Single Sign-on Access with Identity Governance 609
Ensuring Rapid Response to Authentication Requests . .......... i i 609
Configuring Identity Governance for Integration. ............ i i 610
Adding a Link for Identity Manager Home in the Identity GovernanceMenu................. 610

Using the Same Authentication Server as Identity Manager................. ..., 610
Registering Identity Applications Server . ... ...t e 612
Configuring Identity Manager for Integration .............. . it 613

41 Verifying Single Sign-on Access for the Identity Applications 619
42 Using SSL for Secure Communication 621
Checklist for Ensuring SSL CoNNECtIONS. . . v\ttt ittt et e e e e ettt 621
Creating a Keystore and Certificate Signing Request . . .. ... ittt i e i 622
Enabling SSL with a External CA Signed Certificate ........... ... i 623
Enabling SSL with a Self-signed Certificate . . ... . i i e 625
Exporting the Certificate Authority . ....... ... . i e e 625
Generating the Self-signed Certificate. . ....... ... . i i e e 626

Enabling SSL Between Sentinel and Identity Manager Components ..., 628
Enabling SSL between Sentinel and Identity Manager Engine/Remote Loader................ 628

Enabling SSL between Sentinel and Identity Applications . ........... ... ... .. ... ..., 629

Updating the SSL Settings for the Application Server .......... .. i i i 631
Updating the SSL Settings in the Configuration Utility ........ ... ... i, 632
Updating the SSL Settings for Self Service Password Reset. .. ..., 633

43 REST Services 635
Use Cases for Identity Applications REST APl . ... .ot e e et 635

Contents



Before YoU Begin . ..ot e e e
USE a8 « ot ittt ettt e e e e e e e

44 Troubleshooting

Using Log Files for Troubleshooting. . . ... i e i
Customizing LOGEING SettiNgS . ..o ottt e e e e e e
Virtual Data ACCess LOGEING . . . oo vttt ettt et et e e e e e e
When a Code Map Refresh Is Triggered ........ ...t
When Multiple Users Try to Authenticate From Different Interfaces . ......................
When an E-Mail Approval Notification is Not Delivered ............ ... ... ...,
When a Role Is Requested . .. ...t e e e
When aRole Is ListedinRole Catalog ...t i

Schema Fails to Update When Updated Using a User Account That Was Not Used to Create

the SChema ... e e
Checking the Status of Database Schema Validation ............. ... ... ... .. ... ... ....
Determining if Liquibase Changeset Has Executed. . ......... ... i,
When Assigning a Resource to a User That Does Not Exist . ........... ...,
When Checking the Workflow Engine Heartbeat ... ........ ... ... . ...
catalina.out File Does Not Rotate the Log onLinuX .. .......uouiiniininin i
Troubleshooting E-Mail Based Approval ISSUES . .. ... oottt e i i
Empty E-Mail Based Approval Token in the Provisioning Request Mail .....................
User Applicationis Not Actingon E-Mails . .. ... i e
Approve or Deny Link in E-Mailis Not Working . ........ ... ittt
Approve/Deny links Missing from E-Mail after configuring E-Mail Based Approval ...........
Verifying if E-Mail Based Approval Starts Properly . ............o i
When is Server Restart Needed . .. ...t e e e e e
E-Mail Based Approval Token is Empty in the Provisioning Request E-Mail . .................
Troubleshooting Self Service Password Reset ISSUES . ... ..o vttt et e i

No Redirection to Challenge-Response Page When SSPR is Installed in a Distributed

Environment That Supports http and https Communication .............................
Unable to Unlock Account through SSPR. ... ... . i e

SSPR Reports Error 5027 When Attempting to Access Configuration Manager through

INterNet EXPlOrer .« .o e e e
SSPR Reports Out of Order Page Request Error . .......iiii it et ie e
Pressing Enter Button in SSPR’s People Search Displays Locale Screen on Internet Explorer. . ..
Troubleshooting Authentication ISSUES. . . .. ..ottt e ettt
OSP Login Request Example by Using RESTEndpoints. ...,
Managing the Size of oidPInstancedata Attribute ....... ... .. ... ... . ... .. . ...
OSP Fails to Update the oidplnstanceData Attribute . .......... ... ... .. . ...
Managing Expired Server Certificates . ....... ... i e

Redirecting Non-Administrator User from the idmadmin Page to the Dashboard Landing

Page After LOgoUt .. ..o e e e

Identity Applications Does Not Terminate the Dashboard Session Even After the Session

Expires When Configured With a Third-Party Authentication Service ......................
Troubleshooting General ISSUBS ... .. .ot e e et et et et e e

Mismatch of Certificates Used by Identity Manager Engine and User Application Causes
Code

(-9205) Error in vnd.nds.stream . ...ttt e

User Application Driver Fails to Communicate with the User Application Server on a Secured

CONNECEION Lttt e e
Entitlement Configuration Error During Codemap Refresh ......... .. ... ... . i,
Error After Logging Out of the DashboardonLinux . ......... .. .. ...,
Bulk Import of Roles and Resources May Not Update the Permission Index.................

Contents

15



Absence of Notification Templates Causes Workflow Error ........ ... ... ... .. .. ... ..... 673
Error Occurs When You Add a New Application Withalogo .......... .. ... . .. 674
User Application Driver Fails to Process Delete Events .......... ... ... i, 674
Identity Applications Login Failure While Attempting to Contact the Authentication Service ....675
Searching an Entity With a Combination of String and Integer Value Is Not Supported . ........ 675
Searching an Entity with Substring Value for DN Attribute Is Not Supported. ................. 675
Unable to Change the Availability Status in the Availability SettingsPage.................... 676
Workflow Forms for Three Steps Parallel Approval Process is Not Loading in the Workflow
WZard. .o e e e e 676
New Request Page Not Listing Users in the Recipients Field . . .............. .. ... ... ...... 677
Advanced Search for User Entities Displaying an Error When the Search Attribute Contains a
HY P EN « o e e e e 677
Unable to Search for Users While Requesting For Permissions on Behalf of Others............ 677
Entities Display Extended Characters Incorrectly in Dashboard ............................ 678
Workflow Legacy Forms Displaying Errors After Upgrading to Identity Manager 4.8.5 Version. . .678
Identity Applications Reports ExceptionininitializerError When Clustering is Enabled in the
Cluster Cache Configuration . ... ... i e et et e et et 679
Dashboard Does Not Display Objects With Certain Special Characters in their Names, IDs, or
DS PtIONS . o et e e 680
Workflow Forms Hang While Loading . ... i e et e e 680
Configuring Full Name Attribute for the Default Full Name Pattern Does Not Work in
Dashboard . ... e 681
Troubleshooting Multi-Threaded Role and Resource Service driverlssues...................cvuu... 682
Troubleshooting Resource Weightage Related Errors . ........ouiiit it en 684
Troubleshooting Workflow Related ISSUES . . ... .ot i et et e et 686
Resolving StackOverflow Error on Recursive Workflows ......... ... ... ... ... ... .. ... .. 686
Part VIl Appendix 687
A Configuring the Identity Manager Approvals App 689
Product ReqUINEMENTS . . oottt et e e et e e e 689
Setting Up the AppProvals App . ..ot e e e e e e e e 690
Understanding Approvals App Settings . .. ... oottt e 691
Customizing and Using the Default Approvals App Provisioning Request Definition............ 693
Creating and Deploying a Custom Configuration Link ............ ... ... ... .. 698
Creating and Deploying a Custom ConfigurationQRCode .......... ..., 698
Optimizing Designer Forms for the Approvals App ... .o ittt e e et e e 699
Understanding Language Support in the Approvals App. . ... e 699
B Working with Language-Specific Email Templates 701
Specifying the Default Locale. .. ... .. i e e e e e e 702
Creating a Custom Roles-Based Provisioning Request Definition......... ... .. ... ... .. o ... 702
Defining the E-Mail Notification Settings . ....... ..t i e e i e 703
Creating a New Role With a Custom Roles-Based PRD . ...ttt 703
C Schema Extensions for the Identity Applications 705
Attribute Schema EXteNSIONS . . ..o i e e e 705
Objectclass Schema EXteNnsioNS . . .. oottt e e e e e 708
Resource Definition Object (NrfRESOUICE) .. ..o ii it e e e e et 710
Resource Request Object (nrfResourceRequest) . ...t i e i 710

Contents



Resource Request Status Codes (nrfStatus). . ... it e e 711

Role Definition Object (NrfROIE). . ... oo e e e 712

Role Status Codes (NrfStatus) .. ..o v vttt i e e et et e et 713
Request Object (NMfREQUEST) . . .. .ottt et et e et et e e et e e 713

Request Status Codes (NrfStatus) . . ..ottt e e e e 714
Role-Resource Configuration (nrfConfiguration) .......... ... i i i 715
Resource Binding to Users (nrfldentity) . ... i e e 716
RESOUICE CONTaINErS . . . oottt et e et e e e e e e e e e e e e e 716
JavaScript Search API 717
Launching a Basic Search using the SearchListPortlet .. ........ ... .. .. .. . i i 717

Passing Request Parameters. . ... ..o e e e e 717

Using a JSON-formatted String to Representa Query ......... ..ot iiinieinnennn.. 718
Creating a New Query using the JavaScript APl . ... . it e e e e 720

JavascCript APl . . 722
Performing an Advanced Search Using a JSON-formatted Query............. ... i ennn.. 724
Retrieving all Saved Queries for the Current User . ... i i et e e e 724
Running an EXisting Saved QUEIY . . ..ottt e et et et e e 724
Performing a Search on All Searchable Attributes . ........ .. .. i e 725
Trouble Shooting 727
PermMEeNn SPace ErrOr . .o e e e e e 727
Email Notification Templates . . .. ... o e e e e e 727
Org Chart and GUESE ACCESS. . .. vt ittt ettt e e e e e e e e e e e e e e e e e 727
Provisioning Notification . ...... ... ... i e e 728
javax.naming.SizeLimitExceededException. .. ... .. e 728
LiNUX OPeN Files ErrOr. . oottt e et e e et et e e et et e e e e e e 729
Workflow Service 731
How is the Separate Workflow Engine Installed?. . ........ ... i i 731
FEatUIES . . o e 731
Interaction with Identity Vault. . . ... .. e 732
OAuth-Based Authentication . . ... ... e e e e et e 732
Location of Workflow Definitions .. ... ..t e e e e s 733
Email Based ApProval . ... .o e 733
Email Mail Integration ... ... e e e 734
WOk IOW States . . .ottt e e e e 734
Support for Existing Forms and Forms Created in the Workflow Form Builder...................... 734
Creating a Provisioning Request Definition to Use a Form Created in the Form Builder .............. 734
Support for Migrating Legacy Workflow Forms to the Forms Created in the Workflow Form Builder ...736
Guidelines for Enabling Workflow LOggINg . . .. ..o ottt 738
Initiating @ Workflow ProcCess. . . ..ot e e e e e 740

Contents 17



18



About this Book and the Library

The Administrator’s Guide describes how to administer the NetlQ Identity Manager using Identity
Applications.

Intended Audience

This book provides information for identity architects and identity administrators responsible for
installing the components necessary for building an identity management solution for their
organization.

Other Information in the Library

For more information about the library for Identity Manager, see the Identity Manager
documentation website.

About this Book and the Library
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in
your environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios
in which IT organizations like yours operate—day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and
you need someone that is truly easy to work with—for a change. Ultimately, when you succeed,
we all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management
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Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.nhetig.com/about_netiqg/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Web Site: www.nhetig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. The documentation for this product is
available on the NetlQ Web site in HTML and PDF formats on a page that does not require you to log
on. If you have suggestions for documentation improvements, click comment on this topic at the
bottom of any page in the HTML version of the documentation posted at www.netig.com/
documentation. You can also email Documentation-Feedback@netig.com. We value your input and
look forward to hearing from you.

Contacting the Online User Community

NetlQ Communities, the NetlQ online community, is a collaborative network connecting you to your
peers and NetlQ experts. By providing more immediate information, useful links to helpful
resources, and access to NetlQ experts, NetlQ Communities helps ensure you are mastering the
knowledge you need to realize the full potential of IT investments upon which you rely. For more
information, visit https://www.netig.com/communities/.
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Overview

Identity applications help you manage different functions of your organization using Identity
Manager.

+ Chapter 1, “Introduction to the Individual Identity Applications Components,” on page 25

+ Chapter 2, “Types of User Categories in Identity Applications,” on page 31

+ Chapter 3, “Understanding the Functionality of the Identity Applications,” on page 37

+ Chapter 4, “Understanding the Back-end Functions for the Identity Applications,” on page 43
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Introduction to the Individual Identity
Applications Components

Identity applications enable your organization to manage the user accounts and permissions
associated with the wide variety of roles and resources available to users. You can configure the
identity applications to provide self-service support for your users, such as requesting roles or
changing their passwords.

The following components comprise identity applications:

+ “ldentity Manager Dashboard” on page 25

+ “Identity Applications Administration” on page 26

+ “Understanding Entities” on page 28

+ “ldentity Manager Client Settings” on page 28

+ “ldentity Manager Workflows” on page 29

+ “ldentity Reporting” on page 29

+ “ldentity Applications Security and Password Management” on page 29

+ “ldentity Applications” on page 29

Identity Manager Dashboard

Identity Manager Dashboard serves as the primary entry portal to the identity applications.
Dashboard can have one or many widgets that helps you with the quick information on particular
activity. From your Dashboard, you can perform the following activities:

+ Manage your profile settings and password.

+ View your organization chart details.

+ Review and complete your tasks, such as approving user requests for access.

+ Request permissions for roles, resources, or processes.

+ Review the status and history of the requests for permissions.

+ Find other users in your organization.

+ Personalize your dashboard, you can add widgets and reposition them based on your interests.

+ Set any user as your proxy from the system.

+ Delegate your tasks to other users from the system.
You can perform the following tasks with the appropriate Permissions:

+ Create and modify user profiles.

+ View the organization chart details of other users.
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+ Create and modify teams that represent set of users and groups that can perform provisioning
requests and approval tasks associated with the teams.

+ Request permissions or revoke permissions on behalf of other users in the organization.

Identity Applications Administration

You can manage the following tasks with an appropriate Administrator role:

+ Create and manage roles, resources and their assignments.

+ Set the Separation of Duties (SoD) constraints to avoid conflicts between two different roles in
the system.

+ Configure the ability for users to approve permission requests through email.

+ Configure the default settings of your identity applications components such as roles, resources,
and delegation.

For more information on each identity applications administration options, see:

+ “Understanding Roles” on page 26

+ “Understanding Resources” on page 27

+ “Understanding Separation of Duties” on page 27
+ “Understanding Email-based Approval” on page 27

+ “Understanding Controlled Permission Reconciliation Services” on page 28

Understanding Roles

A role represents a set of permissions that allows you to perform defined activities using identity
applications. A role can be mapped to one or more roles, resources, and entitlements from different
connected systems. You can assign any role to any user in your organization.

Identity Manager Dashboard allows you to create and manage role in your organization.
Administration > Roles

You can map role assignments to resources within a company, such as user accounts, computers, and
databases. For more information, see Chapter 15, “Creating and Managing Resources,” on page 181.

You can modify the default settings for the roles and their operations in the system that can help you
to control creating and managing roles.

Administration > Configuration > Roles and Resources

For more information, see “Configuring Default Roles Settings” on page 223.
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Understanding Resources

A resource is any digital entity such as a user account, computer, or database that a business user
needs to be able to access.

Each entitlement is mapped to a resource. A resource definition can have no more than one
entitlement bound to it. A resource definition can be bound to the same entitlement more than
once, with different entitlement parameters for each resource.

Identity Manager Dashboard allows you to create and manage resources in your organization.
Administration > Resources
For more information, see Chapter 14, “Creating and Managing Roles,” on page 169.

You can view the default settings for the resources and their operations in the system that controls
creating and managing resources.

Administration > Configuration > Roles and Resources

For more information, see “Configuring Default Resource Settings” on page 224.

Understanding Separation of Duties

Separation of duties (SoD) policies help you manage potential conflicts between role assignments.
For example, your organization might have two or more roles that could create security problems
when assigned to the same individual. When a user requests one of these roles while already having
a conflicting role or requests two or more conflicting roles, the identity applications respond
according to the SoD policies. For more information, see Chapter 19, “Separation of Duties
Constraints,” on page 205.

Understanding Email-based Approval

Identity applications allow to send an email notifying users that they need to review a permission
request. The notification can include action links that correspond to Approve and Reject so users can
respond to the request. Email-based approvals also supports digital signatures to ensure
authentication of the message content.

You enable email-based approvals and configure your Provisioning Request Definitions to support
the feature.

Administration > Email Based Approval
For more information, see the following sources:

« click (2} in Identity Manager Dashboard.

+ “Email Based Approval” in the Net!Q Identity Manager - Administrator’s Guide to Designing the
Identity Applications
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Understanding Controlled Permission Reconciliation Services

Identity applications enable a resource administrator to publish all connected system permission
assignments to Identity Manager Resource Catalog through Controlled Permission Collection and
Reconciliation Service (CPRS). CPRS helps to keep Resource Catalog up-to-date with connected
system permissions at any point of time. For ease of use, CPRS is integrated with the identity
applications user interface.

Administration > Permission Reconciliation

For more information, see Chapter 20, “Using Controlled Permission Reconciliation Services,” on
page 209.

Understanding Entities

You can customize the Identity Applications by adding objects and their attributes based on the
content in the Identity Vault. You can do this by adding new entities and attributes to the directory
abstraction layer and deploying them to the User Application driver. For more information, see
About Entities and Attributes in Net/Q Identity Manager - Administrator’s Guide to Designing the
Identity Applications.

Identity Manager Client Settings

Identity Manager allows you to manage one or more clients and helps you to define their attributes.
If you have an access to the Your ID > Settings page, you can perform the following activities for your
clients:

+ You can add and manage clients and define the client name and their LDAP properties.

+ Set user and configuration accesses.

+ Customize the general and user view for your clients and provision your client users with other
attributes. You can also enable edit option for more attributes to your client users.

+ Define the brand color for your clients which will be displayed for respective client users.

+ Set Helpdesk to help your client users troubleshoot any issues while performing their tasks in
Identity Manager. For more information, see “Understanding a Client Helpdesk” on page 39

+ Provision your client users with Dashboard Widgets and allow them to personalize their
dashboard with provisioned widgets.

For more information about the modes of saving these changes, see “Configuring Client Settings
Mode” on page 133.

For more information about changing the client settings, see “Changing Identity Applications Client
Settings” on page 139.
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Identity Manager Workflows

You can also set up workflows to improve the efficiency in managing and assigning roles and
resources. You can perform following tasks with appropriate permissions:

+ Create workflows to reduce the administrative burden of entering, updating, and deleting user
information across all systems in the enterprise. These workflows provide a Web-based
interface for users to manipulate distributed identity data that triggers workflows as necessary.
For more information, see Part IV, “Configuring and Managing Provisioning Workflows,” on
page 251.

+ Support complex workflows and manage manual and automated provisioning of identities,
services, resources, and assets.

You can establish a manual provisioning process by creating workflows that route provisioning
requests to one or more authorities. For automated provisioning, you can configure the ldentity
Applications to start workflows automatically in response to events occurring in the Identity
Vault. The Dashboard can trigger a workflow when users request permission. For more
information, see Part IV, “Configuring and Managing Provisioning Workflows,” on page 251.

Identity Reporting

As a complement to the identity applications, Identity Manager includes Identity Reporting. If you
install Identity Reporting with the identity applications give you a complete view of your users’
entitlements, providing the knowledge you need to see the past and present state of authorizations
and permissions granted to identities in your organization.

For more information about reporting, see the Administrator Guide to NetlQ Identity Reporting.

Identity Applications Security and Password Management

+ Configure password management settings so users can reset their own passwords. For more
information, see Password Management Configuration.

+ Ensure that your organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.

+ Ensure that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy. You can grant users
access to identity data within the guidelines of corporate security policies. For more
information, see Chapter 6, “Configuring Security in the Identity Applications,” on page 57.

Identity Applications

The identity applications continues to provide the following functions:

+ Ensure that your organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.
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+ Ensure that access to corporate resources complies with organizational policies and that

provisioning occurs within the context of the corporate security policy. You can grant users
access to identity data within the guidelines of corporate security policies. For more
information, see Chapter 6, “Configuring Security in the Identity Applications,” on page 57.

Create workflows to reduce the administrative burden of entering, updating, and deleting user
information across all systems in the enterprise. These workflows provide a Web-based
interface for users to manipulate distributed identity data that triggers workflows as necessary.
For more information, For more information, see Part IV, “Configuring and Managing
Provisioning Workflows,” on page 251.

Support complex workflows and manage manual and automated provisioning of identities,
services, resources, and assets.

You can establish a manual provisioning process by creating workflows that route provisioning
requests to one or more authorities. For automated provisioning, you can configure the identity
applications to start workflows automatically in response to events occurring in the Identity
Vault. The Dashboard can trigger a workflow when users request permission. For more
information, see Part IV, “Configuring and Managing Provisioning Workflows,” on page 251.
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Types of User Categories in Identity
Applications

Users of the identity applications generally belong to any of the following categories:

+ “Administrative Users” on page 31
+ “Administrator and Manager Categories” on page 32
+ “Designers” on page 35

+ “Business Users” on page 35

Administrative Users

The identity applications have several administrative users. During installation, you establish the
following administrators:

Identity Vault Administrator

A user who has rights to configure the Identity Vault. This is a logical role that can be shared with
other administrative user types.

The Identity Vault Administrator needs the following rights:

+ Supervisor rights to the User Application driver and all the objects it contains. You can
accomplish this by setting the rights at the driver container level and making them inheritable.

+ Supervisor Entry rights to any of the users that are defined through the directory abstraction
layer user entity definition. This should include Write attribute rights to objectClass and any of
the attributes associated with the Di r XML- Ent i t | ement Reci pi ent, srvprvEntit yAux
and srvprvUser Aux auxiliary classes.

+ Supervisor rights to the container object cn=Def aul t Not i fi cati onCol | ecti on,
cn=Securi ty. This object persists email server settings used for automated provisioning
emails. It can contain SecretStore credentials for authenticating to the email server itself.

+ Supervisor rights to the container object cn=Aut hori zed Logi n Met hods, cn=Security.
During the Identity Applications installation the SAML Assertion object is created in this
container.

+ Ensure that you have supervisor rights to the cn=Secur i t y container before you install
identity applications. During the Identity Applications installation, the container
cn=RBPMTT ust edRoot Cont ai ner is created under the cn=Securi ty container.

Alternatively, manually create the cn=RBPMITr ust edRoot Cont ai ner,cn=Security
container (create an object called Tr ust ed Root Cont ai ner with object class

NDSPKI : Trust ed Root inside the Securi ty container), and then assign supervisor rights to
the container.
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Identity Applications Administrator

A user who has the rights to perform administrative tasks for the identity applications. This user has
the following attributes:

+ Can manage ldentity Manager, identity applications administration, and client settings.

+ Can use iManager to administer workflow tasks, such as enabling, disabling, or terminating in-
process workflows.

+ Does not have any special privileges within the identity applications.

+ Does not need any special directory rights because it controls application-level access to the
identity applications from the Dashboard. Although a identity applications Administrator has
the ability to customize the look and feel of the applications, the identity applications use the
LDAP administrator credentials to modify the selections in the Identity Vault.

+ Can manage the password for this account.

A feature of password self-service is password synchronization status. To enable the identity
applications Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), you should create a PasswordManagement group and assign
one or more users to this group. The members of this group are allowed to view the password
synchronization status of other users. If you choose to create this group, it must:

+ Be named Passwor dvanagenent .

+ Be given the privileges to the Identity Vault. The group must have rights to read the user’s
eDirectory object attribute for users whose password synchronization status they need to
view.

IMPORTANT: NetlQ Self Service Password Reset (SSPR) is the default password management
program for Identity Manager. For more information, see “Managing Your Password” in the
NetlQ Identity Manager - User’s Guide to the Identity Applications.

Administrator and Manager Categories

Following are the general categories of administrators and managers used in identity applications:

Domain Administrator
An administrator who has the full range of capabilities within a particular domain, and is able to
perform all operations on all objects within the domain for all users.

Domain Manager
A delegated administrator who has the ability to perform selected operations for a subset of
authorized objects within the domain for all users.

Team Manager

A business line manager who can perform selected operations for a subset of authorized
objects within the domain, but only for a designated set of users (team members).

The following diagram illustrates the scope of identity applications administrators and managers:
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In this example, a Domain Administrator can perform all operations (create, modify, search, or
delete) on all the authorized objects for all identities. A Domain Manager can perform the selected
operations (create or search) on the selected authorized objects for all identities. A Team Manager
can perform the selected operations (edit or search) on the selected objects for the set of identities
that forms the team.

The identity applications do not restrict a Team Manager and a Domain Manager from accessing the
same operations or authorized objects in the domain. In this example, the Team Manager and the
Domain Manager have an access to search operations and some authorized objects.

Understanding Domain Administrators and Managers

The installation process initializes the Domain Administrators and Domain Managers system roles for
the identity applications. However, during installation, you can specify only identity applications
Administrator and allow all other assignments to default to this user. After installation, you can
assign accounts to the roles.

All identity applications domains have respective administrator and manager to perform the
operations on all objects within the domain. You must assign a user account to each administrators.

Following are the different administrators and managers used in identity applications:
Provisioning Administrator

Required

A Domain Administrator who can perform all possible actions for all objects within the
Provisioning domain.

Provisioning Manager

A Domain Manager who can perform only allowed actions for a subset of objects within the
Provisioning domain.
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Resource Administrator
Required

A Domain Administrator who can perform all possible actions for all objects within the Resource
domain.

Resource Manager

A Domain Manager who can perform only allowed actions for a subset of objects within the
Resource domain.

Role Administrator
Required
A Domain Administrator who can perform all possible actions for all objects (except for the
System Roles) within the Role domain.

Role Manager
A Domain Manager who can perform only allowed actions for a subset of objects within the
Role domain.

Security Administrator
Required

A Domain Administrator who can perform all possible actions for all objects within the Security
domain. The Security domain allows the Security Administrator to configure access permissions
for all objects in all domains within the Roles Based Provisioning Module.

The Security Administrator can configure s, and also assign domain administrators, delegated
administrators, and other Security Administrators.

NOTE: For testing purposes, NetlQ does not lock down the security model in Standard Edition.
Therefore, the Security Administrator is able to assign all domain administrators, delegated
administrators, and also other Security Administrators. However, the use of these advanced
features is not supported in production. In production environments, all administrator
assignments are restricted by licensing. NetlQ collects monitoring data in the audit database to
ensure that production environments comply. Furthermore, NetlQ recommends that only one
user be given the permissions of the Security Administrator.

Team Manager

A user designated for a team who can perform provisioning requests and approval tasks
associated with the team. Team manager is allowed to request or revoke permissions of team
members. An administrator can configure a Team Manager capabilities to delegate tasks for
team members.

Although a team might match a group that exists in the user directory, teams are not the same
thing as groups. A group or a member of a group cannot perform team capabilities except when
assigned to a team. For more information, see Managing Users in Net/Q Identity Manager -
User’s Guide to the Identity Applications.
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For more information about:

+ Assigning administrators, see Chapter 7, “Assigning the Identity Applications Administrators,”
on page 67.

+ Managing teams and team managers, see Managing Teams in NetlQ Identity Manager - User’s
Guide to the Identity Applications.

Designers

Designers use the Designer for Identity Manager to customize the identity applications for an
enterprise. Designer is a tool aimed at information technology professionals such as enterprise IT
developers, consultants, sales engineers, architects or system designers, and system administrators
who have a strong understanding of directories, databases, and their information environment and
who act in the role of a designer or architect of identity-based solutions.

To create or edit workflow objects in Designer, the user needs the following rights on the
RequestDefs.AppConfig container for the specific User Application driver.

+ [Entry Rights] Supervisor or Create
+ [All Attribute Rights] Supervisor or Write

To initiate a workflow, the user must have Browse [Entry Rights] on the RequestDefs.AppConfig
container for the specific User Application driver or individually per request definition object if you
are using a delegated model.

Business Users

A business user is an authenticated user, such as an employee, a manager, a Helpdesk user or a
delegate or proxy for an employee or manager. Identity applications administrator has permissions
to enable capabilities for a user to perform on identity applications. For more information about
user capabilities and functions, see Accessing the Identity Applications in Netl/Q Identity Manager -
User’s Guide to the Identity Applications.

Following are the users who has a special capabilities apart from their general capabilities:

Delegate user

A user to whom one or more specific tasks are delegated appropriate to the user’s rights. For
example, a team manager can delegate certain tasks to a team member who has required
permissions to do the delegated tasks. A Delegate user can view delegation assignments and act
on those assignments.

Proxy user

A user who acts in the role of another user for a specific period assuming assignee’s identity. All
of the rights of the original user apply to the proxy. The tasks owned by assignee does not carry
to the proxy user. For example, a team manager assigns someone from the team as a proxy, the
proxy user can assume the team manager’s role and act on the team manager’s tasks. A proxy
user can view proxy assignments and act on those assignments.
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Helpdesk user

A user is a part of helpdesk for a particular client. This user can assist the client users on their
helpdesk tickets and resolve those tickets. A Helpdesk user can perform the following tasks with
appropriate Permissions:

+ Reassign an approval request that is unattended for a long time
+ Browse all tasks or filter tasks for a selected user

+ Request permissions on behalf of other users
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Understanding the Functionality of the
Identity Applications

Identity is the foundation of the identity applications. The applications use identity as the basis for
authorizing users’ access to systems, applications, and databases. Each user’s unique identifier—and
each user’s roles—have specific access rights to identity data. For example, users who are identified
as managers can access salary information about their direct reports, but not about other
employees in their organization.

+ “Enabling Self-Service Activities for Users” on page 37

+ “Providing Permissions to Users” on page 38

+ “Ensuring Permission Assignments Comply with Your Standards” on page 40

+ “Design and Configuration Tools” on page 40

NOTE: The identity applications comprise an application and not a framework. The Identity Manager
documentation provide instructions for modifying the applications. Modifications to areas not
outlined within the product documentation are not supported.

To know more on the capabilities of Identity Manager Dashboard, watch the following videos:

Part-1

Wl http://www.youtube.com/watch?v=PrKa_gv5-0A
Part-2

W http://www.youtube.com/watch?v=Cwjxg5ysTOM

Enabling Self-Service Activities for Users

The identity applications provide your users a convenient way to view and work with their identity
information. The activities that does not need any approval or accesses to create, modify, or delete
their information in identity applications are known as self-service activities. For example, changing
password which does not need any approval from the user’s manager.

Identity Manager Dashboard allows your users to control their self-service activities. Following are
the pages that help your users to perform their self-service activities:

Application

Lists all the applications with which user is associated.

Tasks

Shows all the user tasks that are pending for an action.

Understanding the Functionality of the Identity Applications 37


http://www.youtube.com/watch?v=PrKa_gv5-0A
http://www.youtube.com/watch?v=Cwjxg5ysT0M

38

Access

Allows user to view permissions or request for permissions. User can also view Request History
to find the status of requested permissions.

People

Allows user to view other users or groups in the system and other user’s Organization Chart.
This helps them to visualize how those users and groups are related.

Providing Permissions to Users

Permissions represent the accounts, roles, and resources that apply to users. Your organization
might automatically assign permissions or users might need to request them. For example, a user
might receive a computer as part of the job, but then need to request access to a specific software
application. Users request permissions through the Dashboard. Some requests require approval
from a single individual; others require approval from several individuals. In some instances, a
request can be fulfilled without any approvals.

Following are the different ways of providing permissions to your users with an appropriate
Administrator rights:

+ Assigning permissions directly to users: You can assign a resource or a role to any user in the
system.

To assign roles, go to Administration > Roles and select the role that you want to assign. For
more information, see “Assigning Roles to Users” on page 174.

To assign resources, go to Administration > Resources and select the resource that you want to
assign. For more information, see “Assigning Resource to Users” on page 186.

+ Approving user requests: When a user requests for any permission, based on the approval/
revocation process defined for the requested permission, a corresponding task appears in the
tasks list of approvers. If you are one of those approvers, you can approve the request that
allows the user to use the requested permission.

For more information about approval or revocation process, see “Changing the Approval or
Revocation Process” on page 186.

If user requests for a role that conflicts with the current role, SoD policy applied to the
conflicting role must be resolved. This invokes the SoD approval flow, if any. Based on the SoD
approval flow, SoD approvers see the corresponding task in their tasks list. On approving this
task they can allow user to use the requested permission. For more information, see

Chapter 19, “Separation of Duties Constraints,” on page 205.

+ Provisioning based on workflow: A process that coordinates the approval or revocation of a
request for permissions is called as workflow. Each workflow can have automatic or manual
triggers and can include email notifications.

Workflows take into account the methods required for approving and revoking a role or
resource. For example, the SAP software application might require two levels of approval: first
from the user’s manager and second from the resource manager for the application.

For more information, see “Understanding Workflow-Based Provisioning” on page 39.
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Understanding Workflow-Based Provisioning

Workflow-based provisioning allows you to initiate workflow processes to manage the approval and
revocation of user access to your organization’s secure systems.

Identity Manager Dashboard allows users to make provisioning requests (Access > Request). When a
provisioning request requires approval from one or more individuals in an organization, the request
starts one or more workflows. The workflows coordinate the approvals needed to fulfill the request.
Some provisioning requests require approval from a single individual; others require approval from
several individuals. In some instances, a request can be fulfilled without any approvals.

By default, the New Requests page does not display any provisioning requests. To configure a
provisioning request, a designer familiar with your business needs creates a provisioning request
definition, which binds the resource to a workflow.

The designer can configure workflows that proceed in one of the following ways:

+ Sequential fashion, with each approval step being performed in order

+ Parallel fashion, which allows more than one user to act on a workflow task concurrently
Identity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that allow

users to view existing provisioning requests and manage workflows that are in process. For more
information, see “Design Constraints” on page 55

The Provisioning Administrator is responsible for managing the workflow-based provisioning
features of identity applications. For more information, see Chapter 2, “Types of User Categories in
Identity Applications,” on page 31.

Understanding a Client Helpdesk

The Dashboard includes Helpdesk to help users troubleshoot any issues while performing their tasks
in ldentity Manager.

Some of the tasks that Helpdesk can perform are:

+ Reassign an approval request that is unattended for a long time
+ Browse all tasks or filter tasks for a selected user

+ Request permissions on behalf of other users

Users can contact Helpdesk by using the Helpdesk email ID, contact number, or raise a Helpdesk
ticket. When a client user raises a ticket, the Helpdesk user receives a notification on the Dashboard.
By default, Helpdesk is not configured. Administrators need to configure Helpdesk for the clients
configured in the system.

After setting up a Helpdesk, the administrator can customize the Helpdesk information for the
clients from the Dashboard client settings. To set up a Helpdesk and configure the Helpdesk
information, see “Configuring a Client Helpdesk” on page 148.
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Ensuring Permission Assignments Comply with Your

Standards

Compliance is the process of ensuring that an organization conforms to relevant business laws and

regulations. One of the key elements of compliance is attestation, which provides a method for

organizations to verify that personnel are fully aware of organizational policies and are taking steps
to comply with these policies. By requesting that employees or administrators regularly attest to the

accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved SoD exceptions are up-to-date and in compliance.

NOTE: For compliance and attestation processes, we recommend using NetlQ Identity Governance

(formerly Access Review) instead of the identity applications. Identity Governance enables

administrators and managers to easily collect all user and access information in one central location
and certify that each user has only the level of access that they need to do their job. Following the
principle of least privilege, Access Review helps you ensure that your users have focused access to
those applications and resources that they use and cannot access resources that they do not need to
access. You can review all permissions assigned to your employees, either individually or as a group,
and decide whether those permission assignments are appropriate. For more information, see the

NetlQ Identity Access Governance documentation.

Design and Configuration Tools

The various administrators can use the following tools to design and configure the Identity

Applications.

Table 3-1 Tools for Designing and Configuring the identity applications

Tool

Purpose

Designer for Identity Manager

A powerful, graphical toolset for configuring and deploying

Identity Manager. The following plug-ins are designed to help
you configure the identity applications:

*

Directory Abstraction Layer editor: Lets you define the
Identity Vault objects for your identity applications.

Provisioning Request Definition editor: Lets you create
workflows for provisioning request definitions. Also allows
you to customize the forms by which users make and
approve requests and email templates.

User Application driverProvisioning view: Lets you import,
export, deploy, and migrate directory abstraction layer
and provisioning requests to the .

Role editor: Lets you create and configure roles for use
within the identity applications.

Resource editor: Lets you create and configure resources
for use within the identity applications.

For more information, see the Net/Q Identity Manager -
Administrator’s Guide to Designing the Identity Applications.
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Tool

Purpose

iManager

Identity Manager Dashboard

A Web-based administration console. The following plug-ins are
designed to help you configure and administer the identity
applications:

+ Provisioning Request Configuration plug-in: Provides a
read-only view of provisioning request definitions d
through Designer and allows you to mark them active or
inactive.

+ Workflow Administration plug-in: Provides a browser-
based interface that lets you view the status of workflow
processes, reassign activities within a workflow, or
terminate a workflow in the event that it is stopped and
cannot be restarted.

¢ Provisioning Team plug-in: Not supported with this release
of the Roles Based Provisioning Module. The Team
Configuration user interface on the Administration tab of
the identity applications replaces this iManager tool.

+ Provisioning Team Request plug-in: Not supported with
this release of the Roles Based Provisioning Module. The
Team Configuration user interface on the Administration
tab of the identity applications replaces this iManager
tool.

For more information, see Part |V, “Configuring and Managing
Provisioning Workflows,” on page 251

A Web-based administration console that allows you to
configure, manage, and customize the identity applications.

+ Administration: Allows you to create roles, resources,
SoD, Permission Reconciliation settings. For more
information, see Part IIl, “Identity Applications
Administration,” on page 167.

+ Settings: Customize and configure client and helpdesk
settings. Also, enable dashboard widgets to your users.
For more information, see “Configuring Client Settings
Mode” on page 133.
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Understanding the Back-end Functions for
the Identity Applications

The identity applications rely on a number of components acting together:

+ “User Interfaces” on page 44

+ “Directory Abstraction Layer” on page 45

+ “Workflow Engine” on page 45

+ “SOAP Endpoints” on page 45

+ “Application Server” on page 46

+ “Database” on page 47

+ “User Application Driver” on page 47

+ “Role and Resource Service Driver” on page 48
+ “Multi-Threaded Role and Resource Service Driver” on page 49
+ “Designer for Identity Manager” on page 51

+ “iManager” on page 51

+ “ldentity Manager Engine” on page 51

+ “ldentity Vault” on page 51

The following figure shows how these components fit into the overall architecture of the identity
applications.
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User Interfaces

Users interact with the identity applications through a Web browser, based on Java applications and
a Tomcat application server. Identity Manager Dashboard serves as a primary portal to the identity
applications. The application server on which the applications run provides various services to the
application as a whole, such as scalability through clustering, database access via JDBC, and support

for certificate-based security.
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Directory Abstraction Layer

The directory abstraction layer provides a logical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the identity applications. The Directory Abstraction layer:

+ Performs all of the LDAP queries against the Identity Vault. This isolates presentation-layer logic
from the Identity Vault, so that all requests for identity data go through the directory
abstraction layer.

+ Checks constraints and access control on data requests made with the identity applications.

+ Caches runtime configuration and entity-definition data obtained from the Identity Vault. See
“Configuring Caching and Cluster Settings” on page 229.

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the
section on the directory abstraction layer editor in the Configuring the Directory Abstraction Layer in
the NetlQ Identity Manager - Administrator’s Guide to Designing the Identity Applications.

Workflow Engine

The Workflow Engine is a set of Java executables responsible for managing and executing steps in an
administrator-defined workflow and keeping track of state information (which is persisted in a
database). When the necessary approvals have been given, the Provisioning System provisions the
resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more email
messages to notify users of changes in the state of the workflow. In addition, it can send email
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an email template in Designer for Identity Manager or in iManager and then use this
template for email notifications. At runtime, the Workflow Engine retrieves the template from the
directory and replaces tags with dynamic text suitable for the notification. Additional details about
the Workflow Engine, including how to configure and manage provisioning workflows, are in Part IV,
“Configuring and Managing Provisioning Workflows,” on page 251.

NOTE: Identity Manager 4.8 ships Workflow Engine as a separate service. The Workflow Engine
persists the workflow state information in a new database named i gawor kf | owdb. Identity
Applications obtain Provisioning Request history and approval task information from

i gawor kf | owdb. All features supported by the existing Workflow Engine such as EMail Based
Approval and EMail Notification continue to work in a similar way with the new Workflow Engine
service. By default, the Workflow Engine service is installed as part of the Identity Applications
installation. For detailed information, see Workflow Service.

SOAP Endpoints

The identity applications provide the following SOAP endpoints to allow third-party software
applications to take advantage of identity applications services:
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SOAP Endpoint Description

Provisioning Web Service To support third-party access, the provisioning Workflow Engine
includes a Web service endpoint. The endpoint offers all provisioning
functionality (for example, allowing SOAP clients to start a new
approval flow, or list currently executing flows).

Metrics Web Service The workflow engine also includes a Web Service for gathering
workflow metrics. The addition of the Metrics Web Service to the
Workflow Engine lets you monitor an approval flow process. In
addition, it provides indicators the business manager can use to
modify the process for optimal performance.

Notification Web Service The Provisioning System includes an email notification facility that
lets you send email messages to notify users of changes in the state
of the provisioning system, as well as tasks that they need to perform.
To support third-party access, the notification facility includes a Web
service endpoint that lets you send an email message to one or more

users.
Directory Abstraction Layer (VDX) The directory abstraction layer provides a logical view of the Identity
Web Service Vault data. To support access by third-party software applications,

the directory abstraction layer includes a Web service endpoint called
the VDX Web Service. This endpoint lets you access the attributes
associated with entities defined in the directory abstraction layer. It
also lets you perform ad hoc searches for entities and execute
predefined searches called global queries.

Role Web Service To support access by third-party software applications, the Role
subsystem includes a Web service endpoint called the Role Web
Service. It supports a wide range of role management and SoD
management functions.

Application Server

The application server provides the runtime framework in which the identity applications, directory
abstraction layer, and Workflow Engine execute. The identity applications are packaged as a Java
Web Application Archives, or WAR files.The installation process enables you deploy the WAR files to
the application server.

The following WAR files apply to the URL for a component of the identity applications:

+ IDMProv for the User Application
+ idmdash for the Dashboard
+ idmadmin for Identity Applications Administration
When a user interacts with the idmdash or idmadmin applications, it queries the underlying

IDMProv.war file and fetches the information for the user. IDMProv.war contains the REST and SOAP
APIls where idmdash and idmadmin contains the information that provides the user interface.

The identity applications run on an Apache Tomcat application server, included in the installation kit.
You can also use your own installation of Tomcat. For more information about the application server
requirements, see Considerations for Installing Identity Manager Components in the NetlQ Identity
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Manager Setup Guide for Linux or Understanding the Installation and Configuration Process for
Identity Manager Server, Identity Applications, and Identity Reporting Components in the Net/Q
Identity Manager Setup Guide for Windows.

Database

Most user information is stored in the Identity Vault. However, the identity applications rely on a
separate database to store the following information:

+ Configuration data for the identity applications, such as Web page definitions and preference
values

+ State of a workflow

NOTE: The actual workflow definitions are stored in the Identity Applications driver in the
Identity Vault.

For more information about installing and configuring database, see Installing and Configuring
Identity Manager Components in the Net/Q Identity Manager Setup Guide for Linux or
Understanding the Installation and Configuration Process for Identity Manager Server, Identity
Applications, and Identity Reporting Components in the NetlQ Identity Manager Setup Guide for
Windows.

User Application Driver

The User Application driver is responsible for:

+ Storing application-specific environment configuration data.

+ Notifying the directory abstraction layer when important data values change in the Identity
Vault. This causes the directory abstraction layer to update its cache.

You can configure the User Application driver to:

+ Allow events in the Identity Vault to trigger workflows.

+ Communicate the success or failure of a workflow's provisioning activity back to the identity
applications database, which allows users to view the final status of their requests.

+ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver is both a runtime component and a storage wrapper for directory
objects (comprising the runtime artifacts of the identity applications).

Artifacts Description

Driver Set Object Every ldentity Manager installation requires that drivers be grouped into
driver sets. Only one driver set can be active at a time (on a given directory
server). The drivers within that set can be toggled on or off individually
without affecting the driver set as a whole. The User Application driver like
any other Identity Manager driver, must exist inside a driver set. The driver
set is not automatically created by the identity applications; you must create
one, then create the User Application driver within it.

Understanding the Back-end Functions for the Identity Applications 47


/documentation/identity-manager-48/setup_windows/data/understanding-the-install-and-configure-process.html
/documentation/identity-manager-48/setup_windows/data/understanding-the-install-and-configure-process.html
/documentation/identity-manager-48/setup_windows/data/understanding-the-install-and-configure-process.html
/documentation/identity-manager-48/setup_windows/data/understanding-the-install-and-configure-process.html
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#installingandconfiguringidmcomponents
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#installingandconfiguringidmcomponents
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_linux/setup_linux.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/setup_windows/setup_windows.pdf#front

Artifacts Description

Identity The User Application driver object is the container for a variety of artifacts.

The User Application driver implements Publisher and Subscriber channel
objects and policies. The Publisher channel is not used by the identity
applications but is available for custom use cases.

App Config Object The AppConfig object is a container for the following identity applications

configuration objects.

+ RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests that
end users with appropriate rights can instantiate through the identity
applications.

+ WorkflowDefs: Container for Workflow objects, including design-time
descriptions plus any template or unused flows.

+ ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused
targets.

+ ServiceDefs: Container for Service Definition objects, which wrap Web
Services called by workflows.

+ DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in
the identity applications.

+ AppDefs: Container for configuration objects that initialize the runtime
environment, such as cache configuration information and email
notification properties.

¢ ProxyDefs: Container for proxy definitions.

+ DelegateeDefs: Container for delegate definitions.

Role and Resource Service Driver

The identity applications use the Role and Resource Service Driver to manage back-end processing of
resources:

*

Starts an SoD workflow and waits for approvals in situations where a role request requires an
SoD workflow.

Starts a role assignment workflow and waits for approvals in situations where a role request
requires a workflow.

Adds users to and remove users from roles. To do this, the Role and Resource Service driver:
+ Waits for a start date before making assignments
+ Terminates a role assignment when the end date is reached

Adds and removes higher-level and lower-level role relationships.

Adds and removes role assignments for groups.

Adds and removes role assignments for containers.

Maintains all role membership information for indirect role assignments, including:

+ Role assignments acquired through role relationships
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+ Role assignments that result from membership in groups

+ Role assignments that result from membership in containers
+ Grants and revokes entitlements to and from users according to their role memberships.
+ Maintains additional reporting information that is associated with each role assignment.
+ Maintains additional reporting information on objects in eDirectory, such as:

+ Approval information

+ Where indirect assignments come from

+ Where entitlements come from
+ Logs events to an auditing service.
+ Cleans up processed requests after a user-specified amount of time.

+ Recalculates role assignments based on dynamic and nested groups on a polled basis.

Multi-Threaded Role and Resource Service Driver

A traditional Role and Resource Service driver contains a single thread of control for managing all
driver events, such as role and resource requests. A multi-threaded driver works on multiple unique
data sets so that requests for different unique data sets can be simultaneously processed. To
accomplish this, the driver uses worker threads. The main thread listens to the incoming requests
and is responsible for passing on the requests to the appropriate worker threads. Each worker thread
can execute independently on a unique identity data set.
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A unique identity data set comprises of data, such as users, groups, and containers, that is different
based on certain attributes. When different unique identity data sets are configured in your
environment, the driver uses worker threads to accomplish the tasks belonging to different disjoint
sets at the same time. In addition, it remains responsive while doing lengthy or memory intensive
operations. For example, while recalculating resources for a particular user, a multi-threaded driver
can perform role or resource assignments on other users belonging to a different data set.

IMPORTANT: When the driver receives role and resource associations and role processing events,
such as creation or deletion of roles, it starts processing these events only after completing the
processing of all the events that are already submitted to the worker threads. This prevents any
adverse impact on other operations. Similarly, it does not take up any new events until it finishes
processing the current event and starts working in a single-thread mode.
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By default, the driver is enabled for multi-threaded service. To configure the driver, see Chapter 12,
“Configuring a Multi-Threaded Role and Resource Service Driver,” on page 157.

Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins that you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see “Design and Configuration Tools” on page 40.

iManager

iManager provides a set of plug-ins you can use to view provisioning requests and manage their
associated workflows. For more information, see “Design and Configuration Tools” on page 40.

Identity Manager Engine

The Identity Manager engine provides the runtime framework that monitors events in the Identity
Vault and connected systems. It enforces policies and routes data to and from the Identity Vault. The
identity applications is a connected system. Communication between the Identity Vault, the
directory abstraction layer, and the Workflow Engine occurs through the User Application driver.

Identity Vault

The Identity Vault is the repository for:

¢ User data
¢ Other identity data
+ |dentity Manager driver set
+ User Application driver
The identity applications relies on various Identity Vault objects, so it is necessary to extend the

eDirectory schema to accommodate the custom LDAP objects and attributes required by the identity
applications.

The identity applications schema extension occurs automatically as part of the install. The custom
objects and attributes are populated with default values after the User Application driver is installed
and activated.

Understanding the Back-end Functions for the Identity Applications 51



52 Understanding the Back-end Functions for the Identity Applications



Preparing the Identity Applications for
Use

This section helps you set up your production environment for the identity applications.

*

*

*

*

*

Chapter 5, “Understanding the Design Needs,” on page 55

Chapter 6, “Configuring Security in the Identity Applications,” on page 57

Chapter 7, “Assigning the Identity Applications Administrators,” on page 67

Chapter 8, “Setting Up Logging in the Identity Applications,” on page 71

Chapter 9, “Tuning the Performance of the Applications,” on page 97

Chapter 10, “Customizing the Identity Applications for Your Enterprise,” on page 113
Chapter 11, “Setting Up the Dashboard for Identity Applications,” on page 155

Chapter 12, “Configuring a Multi-Threaded Role and Resource Service Driver,” on page 157

Chapter 13, “Configuring Identity Applications Clustering and Permission Clustering,” on
page 163

For more information about installing the identity applications, see Considerations for Installing
Identity Manager Components in the NetlQ Identity Manager Setup Guide for Linux or
Understanding the Installation and Configuration Process for Identity Manager Server, Identity
Applications, and Identity Reporting Components in the NetlQ Identity Manager Setup Guide for
Windows.

Preparing the Identity Applications for Use
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Understanding the Design Needs

Each major subsystem can have many instances and many ways of connecting. Not every possible
layout is supported. This section provides information about design constraints and using a high-
availability environment.

+ “Design Constraints” on page 55

+ “High Availability Design” on page 56

Design Constraints

In general, you install the Identity Manager components on specific servers, as described in the
NetlQ Identity Manager Setup Guide for Linux or NetlQ Identity Manager Setup Guide for Windows.
When configuring the identity applications, you also need to consider the following architectural
constraints:

One user container per identity applications instance

No instance of the identity applications can service, such as search, query, or add users to, more
than one user container. Also, a user container association with the applications is meant to be
permanent.

One User Application driver per identity applications instance

No User Application driver can be associated with more than one instance of the identity
applications, except when the applications are installed on sister nodes of the same cluster. In
other words, Identity Manager does not support a one-to-many mapping of drivers to identity
applications instances.

The first constraint enforces a high degree of encapsulation in identity applications design. Suppose
you have the following organizational structure:

Figure 5-1 Sample Organizational Structure

0=ACME

F

| |

ou=Marketing ou=Finance

E‘@ W D@ K

During installation of the identity applications, you are asked to specify the top-level user container
that your installation looks for in the Identity Vault. In this case, you could specify

ou=Mar ket i ng, 0=ACVE or (alternatively) ou=Fi nance, 0=ACME identity applications. You cannot
specify both. All searches and queries (and administrator logins) for the are connected to whichever
container you specify.
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NOTE: In theory, you could specify a scope of 0=ACME in order to encompass Marketing and Finance.
But in a large organization, with potentially many ou containers (rather than just two relating to
Marketing and Finance), this is not likely to be practical.

It is possible to create two independent installations of the identity applications that share no
resources in common: one for Marketing and another for Finance. Each installation would have its
own database and its own appropriately configured User Application driver. Also, each would be
administered separately, possibly having unique User Application drivers.

If you truly need to place Marketing and Finance within the same scope for one installation, you can
consider one of the following tactics:

+ Insert a new container object (for example, ou=Mar ket i ngAndFi nance) in the hierarchy,
above the two sibling nodes; then point to the new container as the scope root.

+ Create a filtered replica (a special type of eDirectory ) that combines the needed parts of the
original ACME, and point the identity applications at the replica’s r oot container. For more
information about filtered replicas, see the eDirectory Administration Guide (https://
www.netig.com/documentation/edirectory-92/edir_admin/data/a5lhibw.html).

If you have questions about a particular system layout, contact your NetlQ representative for
assistance or advice.

High Availability Design

You can provide high availability of the identity applications by installing in a cluster. Set up a cluster
so that each node runs one instance of the identity applications. The instances are all coequals
(peers). The support automatic failover, where an interrupted workflow can resume after the loss of
a cluster node.

For more information about using a clustered environment, see the following sections:

+ “Planning Your Installation ” in the Net/Q Identity Manager Setup Guide for Linux.

+ “Planning Your Installation ” in the Net/Q Identity Manager Setup Guide for Windows.
+ “High Availability Design” on page 56

¢ “Configuring Caching and Cluster Settings” on page 229
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Configuring Security in the Identity
Applications

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you might use regular HTTP to connect the User Application driver to the
application server, or you might use a self-signed certificate (as a temporary measure) for driver/
app-server communication. In production, on the other hand, you probably use secure connections,
with server authentication based on your company’s Verisign* (or other trusted provider) certificate.

+ “Understanding Security in the Identity Applications Environment” on page 57

+ “Using Secure Sockets for Identity Applications Connections to the Identity Vault” on page 59

+ “Enabling SSL for User Access” on page 60

+ “Enabling SOAP Security” on page 60

+ “Enabling Authentication” on page 61

+ “Encrypting Sensitive ldentity Applications Data” on page 61

+ “Preventing XSS Attacks” on page 62

+ “Modifying Trustee Rights” on page 63

+ “Updating a Password for a Database User on Tomcat” on page 64

Understanding Security in the Identity Applications
Environment

It is typical for X.509 certificates to be used in a variety of places in the identity applications
environment, as shown in the following diagram.
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All communication between the identity applications and the Identity Vault is secure, using
Transport Layer Security, by default. The installation of the Identity Vault (eDirectory) certificate into
the Tomcat application server keystore is done automatically during installation time. Unless you
specify otherwise, the installer places a copy of the eDirectory certificate in the JRE’s default cacerts
store. For more information, see the Net/Q Identity Manager Setup Guide for Linux or NetlQ Identity
Manager Setup Guide for Windows.

The server certificate needs to be in several places, if communications are to be secure, as shown in
the diagram. Different setup steps might be needed depending on whether you intend to use a self-
signed certificate in the various places in the diagram shown with a Application Server cert box, or
you intend to use a certificate issued by a trusted certificate authority (CA) such as Verisign.
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Using Secure Sockets for Identity Applications Connections
to the Identity Vault

By default, secure sockets are used for communication between the identity applications server and
the ldentity Vault. However, in some environments, not all communication needs to be secured. For
example, if the identity applications and Identity Vault servers are on an isolated network, and the
only ports available to the outside are the HTTP ports, it might be acceptable for some
communication between the two servers to be accomplished using non-secure sockets. Some
aspects of the application will always use a secure connection (for example, a user changing a
password) even though the setting might indicate that secure connections are not required. Turning
off secure connections, especially for user connections, can greatly increase performance and
scalability. If, in a particular environment, there are many concurrent logins, and communication
between the identity applications server and the Identity Vault server have been secured using the
network setup, then turning off the secure connection for user connections greatly increase the
number of concurrent logins that can be processed. We recommend that this option be used only
when there is actual evidence of scaling or performance problems in the environment, and adding
additional eDirectory servers is not an option.

Additionally, secure connections can be turned off for administrative connections. These
connections are used for general queries on the Identity Vault server that do not require user
credentials. These connections are pooled and used round-robin. The bind over a secure connection
is only done once at application startup (or possibly again later on if the connection becomes
unresponsive) and so does not represent the scalability issues that can arise with the user
connections. However, the time it takes to encrypt and decrypt the data at both ends does add
overhead. We recommend that the default setting be used, unless there is a need to gain extra
performance.

Secure communications for administrative and user connections must be disabled in both the
identity applications and in iManager.

Disabling Secure Communications Using the Configuration
Update Utility

To disable the secure administrative and user connections in the identity applications:

1 Run the configuration update utility:
¢ Linux: configupdate.sh
+ Windows: conf i gupdat e. bat
Launches Configuration Update utility.
2 Deselect Secure Admin Connection and Secure User Connection.

3 Click OK.
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Disabling Secure Communications Using iManager

To disable the requirement for secure LDAP (LDAPS) connections for administrative and user
connections to eDirectory using iManager:

1 Loginto your eDirectory .

2 Navigate to the LDAP group object and display its properties.

3 Click General.

4 Deselect Require TLS for Simple Binds with Password.

NOTE: In a multi-server eDirectory, disabling TLS on the LDAP group removes the TLS requirement
from all servers. If you want mixed TLS requirements for each individual server in your , you must
enable the TLS requirement on each server.

Enabling SSL for User Access

The identity applications use HTML forms for authentication. As a result, user credentials are
exposed during log in. We strongly recommend that you enable SSL to protect sensitive information.
For more information, see “Checklist for Ensuring SSL Connections” on page 621.

Enabling SOAP Security

1 In| DVProv. war, find the web. xm file and open it in a text editor.

2 At the bottom of the file, uncomment the following section:

<security-constraint>
<web- resour ce-col | ecti on>
<web- r esour ce- name>| DMPr ov</ web- r esour ce- name>
<descri pti on>l DM Provi si oni ng Edi tion</description>
<url-pattern>/*</url-pattern>
<ht t p- met hod>PCOST</ ht t p- net hod>
<ht t p- met hod>GET</ ht t p- net hod>
</ web-resource-col | ecti on>
<user - dat a- constraint>
<t ransport - guar ant ee>CONFI DENTI AL</ tr ansport - guar ant ee>
</ user - dat a- const r ai nt >
</security-constraint>

3 Save the file and archive, then restart Tomcat.
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Enabling Authentication

Enabling Mutual Authentication

The Identity Applications does not support client certificate-based authentication out-of-the-box.
That functionality can be obtained, however, by using NetlQ Access Manager. See your NetlQ
representative for more information. See also “Enabling Third-Party Authentication and Single Sign-
On” on page 61.

Enabling Third-Party Authentication and Single Sign-On

You can configure Identity Manager to work with NetlQ Access Manager using SAML 2.0
authentication. This capability enables using a non-password-based technology to log in to the
identity applications through Access Manager. For example, users can log in through a user (client)
certificate, such as from a smart card.

Access Manager interacts with One SSO Provider (OSP) in Identity Manager to map the user to a DN
in the Identity Vault. When a user logs in to the identity applications through Access Manager,
Access Manager can inject a SAML assertion (with the user’s DN as the identifier) into an HTTP
header and forwards the request to the identity applications. The identity applications use Proxied
Control Authorization to establish the LDAP connection with the Identity Vault, see NetlQ eDirectory
Administration Guide (https://www.netig.com/documentation/edirectory-92/edir_admin/data/
blirejkq.html). For information on configuring Access Manager to support this capability, refer to the
Access Manager documentation.

Accessory portlets that allow single sign-on authentication based on passwords do not support
single sign-on when SAML assertions are used for identity application authentication.

For more information about configuring Identity Manager to work with Access Manager, see “Using
SAML Authentication for Single Sign-on” on page 582.

Encrypting Sensitive Identity Applications Data

Any sensitive information associated with the identity applications that is stored persistently is
encrypted by using the symmetric algorithm AES-128. The master key itself is protected by
password-based cryptography using PBEWithSHA1AndDESede. The password is never persisted or
stored out of memory.

Information that is encrypted includes (but is not limited to):

+ LDAP administrator user password

+ LDAP guest user password

+ DSS trusted CA keystore password

+ DSS signature key keystore password

+ DSS signature key entry password
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However, in a cluster environment, if session failover is enabled, some sensitive data (for example, a
login-password for single sign-on) in the user session can be transferred on the network during
session replication. This can expose sensitive data to network sniffers. To protect this sensitive data,
do one of the following:

+ Enable encryption for JGroups. For information about enabling JGroups encryption, see JGroups
Encrypt (https://wiki.jboss.org/wiki/Wiki.jsp).

+ Make sure that the cluster is behind a firewall.

Preventing XSS Attacks

The identity applications supports the concept of XSS (Cross-Site Scripting) blacklists to allow you to
prevent scripting attacks. The XSS blacklists prevent XSS injection in the free text input fields within
the Detail portlet, approval flow, and role assignments pages within the application.

The identity applications provides default values for two blacklists, one for the Detail Portlet, and
one for the workflow system (which handles the approval flow and role assignments pages).
However, you can customize the blacklists to suit the requirements of your environment.

To customize the either of the blacklists, you need to enter the words or characters you want to
block in the sys-configuration-xmldata.xml file. In Tomcat, you can find this file in the
<t onctat _home>/ conf folder. Open the file with a UTF-8 friendly editor.

To modify the blacklist for the Detail portlet, open <t ontat _hone>/ conf/i sm
configuration. propertiesina UTF-8 editor, and find the
com netiqg. xss. bl acklist.detail portl et property:

<property>
<key>com neti g. xss. bl ackl i st. detail portl et </key>
<val ue>. .. </val ue>

</ property>

The text node of <val ue> is the blacklist for Detail portlet. The blocked words are separated by
comma (for example, bl ocked_wor d1, bl ocked_wor d2, . . . ). The default setting is:

et
This means that double quote and < are disallowed.

To modify the blacklist for the approval flow and role assignments pages, locate the
com neti g. xss. bl ackl i st. wor kf | owproperty.

<property>
<key>com neti g. xss. bl ackl i st. wor kf | ow</ key>

<val ue>. .. </val ue>
</ property>

The syntax is the same. The default value is:
&lt;
which means that < is disallowed.

If you decide to customize the blacklists, be careful not to remove the default values. If you remove
these values, you will make the lists less restricted, and therefore increase the risk of XSS attacks.
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Modifying Trustee Rights

To perform tasks within the identity applications, users must have specific trustee rights.

Modifying the Trustee Rights for User Preferences

To allow user preferences to be saved, the administrator must ensure that the permissions on the
srvprvUserPrefsPlus and srvprvQuerylList attributes are set so that the user is able to write to these
attributes. The necessary rights should be set for [This] at the root level, since [This] is a special alias
to the object itself, causing only the user to have rights to modify its own preferences. To set the
proper permissions, the administrator needs to modify the trustees for these attributes in iManager,
as shown below:

B! Modify Trustees ?

Object name: .THOMASVMTREE.
Trustee name: [This]

Remove Selected Add Property
Property Name Assigned Rights Inherit
nsimHint Supervisor Compare read V| write V] seif Dynamic Mested v
nsimPasswordReminder Supervisor Compare Read [¥]write V] self Dynamic Mested v
srvprvQuerylist Supervisor v Compare Vlnread V] write Self Dynamic Nested v
srvprvUserPrefsPius Supervisor [V compare [¥|Read [¥]write Setf Dynamic Mested i

Done | Cancel |

The srvprvUserPrefsPlus property has no space limitations, so it can save a large amount of user
preference information. If you have used the srvprfUserPrefs property in a previous release, this
property will be migrated to srvprvUserPrefsPlus the first time a user saves new preferences in the
identity applications.

Modifying the Trustee Rights for a Provisioning Request
Definition

To view the details and comments associated with a task in the Task Notifications section of the Work
Dashboard tab, the Domain Administrator or Delegated Administrator must have the proper rights
to the provisioning request definition. In particular, the user must have the
nrfAccessMgrTaskAddressee right to the provisioning request definition, with write access enabled.
To set the proper permissions, the administrator needs to modify the trustees for the provisioning
request definition, as described below:

1 Log into iManager as an administrator.

2 Select Modify Trustee from the Rights left-navigation menu.

3 Browse to the provisioning request definition.

4 If necessary, click Add Trustee to add the user.

5 Click on the Assign rights link.
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Notice that nrfAccessMgrTaskAddressee is not listed with the write permission checked, which
means that the user does not have the proper rights for the provisioning request definitiion.

6 Click the Add Property button.
7 Check the check box for Show all properties in schema.
8 Select nrfAccessMgrTaskAddresss.
9 Check the write checkbox for Assigned Rights.
10 Click Done.
11 Click OK.

Restricting a User from Viewing Provisioning Request Definitions
and Roles in Identity Applications

Using Designer or iManager, you can restrict users from viewing roles or provisioning request
definitions (PRDs) in Identity Applications for which they are not assigned as trustees. Trustee
assignments can be configured for users, groups, and containers.

+ To restrict a user from viewing roles, control the users’ permission to the RoleDefs container by
setting the user as a trustee of individual roles in the Identity Vault.

+ To restrict a user from viewing PRDs for which the user is not assigned as a trustee, modify the
trustee assignments for the RequestDefs container.

Perform the following steps to modify the trustee assignments for the RoleDefs container in
iManager:

1 In Roles and Tasks, select Rights > Modify Trustees.

2 Browse to the container whose trustee list you want to modify, and then click OK.

This opens a list of the object’s currently assigned trustees. For example,
Rol eDef s. AppConfi g. User Application Driver.driversetl.system

Add a trustee to the container by clicking Add Trustee, and then select [Public].
Click Assigned Rights to assign the trustee's rights.
Deselect all options under Assigned Rights for the [All Attributes Rights] property.

a U A~ W

Select Browse for the [Entry Rights] property. Ensure that all assigned rights are deselected and
only Inherit is selected.

7 Click Done.

To restrict a user from viewing PRDs, repeat Steps 1-7 for the RequestDefs container.

Updating a Password for a Database User on Tomcat

Perform the following actions to update the database user's password in the database server.

1 Stop Tomcat.
2 Update the password in the database server.

3 With Java in your path, enter the following command:
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java -jar idnfapps/tontat/lib/idmdatasource-factory-1.2.0-uber.jar
Y%mewpasswor d%

4 Copy the encrypted output of the password to the server.xml file.

5 Save and close the file.

6 Start Tomcat.
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Assigning the Identity Applications
Administrators

The identity applications support several types of users. To make administrative-type changes to the
applications, you must be assigned to at least one of the administrator or manager roles.

+ “Understanding the Administrators of the Identity Applications” on page 67

+ “Changing the Default Administrator Assignments after Installation” on page 68

To assign administrators using Identity Manager Dashboard, see “Assigning Administrators in Identity
Applications” on page 235.

Understanding the Administrators of the Identity
Applications

The installation process initializes the Domain Administrators and Domain Managers system roles for
the identity applications. However, during installation, you can specify only the identity applications
administrator and allow all other assignments to default to this user. After installation, you can
assign accounts to the roles.

You must assign an account to the roles that have an Administrator title.

Provisioning Administrator
Required

A Domain Administrator who can perform all possible actions for all objects within the
Provisioning domain.

Provisioning Manager

A Domain Manager who can perform only allowed actions for a subset of objects within the
Provisioning domain.

Resource Administrator
Required

A Domain Administrator who can perform all possible actions for all objects within the Resource
domain.

Resource Manager

A Domain Manager who can perform only allowed actions for a subset of objects within the
Resource domain.

Role Administrator
Required

A Domain Administrator who can perform all possible actions for all objects (except for the
System Roles) within the Role domain.
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Role Manager

A Domain Manager who can perform only allowed actions for a subset of objects within the
Role domain.

Security Administrator

Required

A Domain Administrator who can perform all possible actions for all objects within the Security
domain. The Security domain allows the Security Administrator to configure access permissions
for all objects in all domains within the Roles Based Provisioning Module.

The Security Administrator can configure s, and also assign domain administrators, delegated
administrators, and other Security Administrators.

NOTE: For testing purposes, NetlQ does not lock down the security model in Standard Edition.
Therefore, the Security Administrator is able to assign all domain administrators, delegated
administrators, and also other Security Administrators. However, the use of these advanced
features is not supported in production. In production environments, all administrator
assignments are restricted by licensing. NetlQ collects monitoring data in the audit database to
ensure that production environments comply. Furthermore, NetlQ recommends that only one
user be given the permissions of the Security Administrator.

The identity applications administrator is not a system role. For more information, see “Identity
Applications Administrator” on page 32.

Changing the Default Administrator Assignments after
Installation

The following administrative accounts are assigned during the initialization of the identity
applications:

*

*

*

*

*

*

Compliance Administrator
Provisioning Administrator

RBPM Configuration Administrator
Resource Administrator

Roles Administrator

Security Administrator

Modifying the mappings for these administrative accounts in the configupdate utility after the
installation and initialization process will not work in this release. The check for assigning the
administrative roles happens only once. At this time, a property is set that keeps track of when these
roles were assigned.

NOTE: To modify the default administrator assignments for the identity applications, you must first
edit the conf i gupdat e. sh or confi gupdat e. bat file and change the - edi t _admni n property to
t r ue. You can then use configupdate to modify the default assignments.
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If you want to modify the default assignments for the administrative roles without deleting the
Driver (which would cause all role assignments to be removed), you need to perform one of the
following actions:

+ “Granting or Removing Assignments in the Identity Applications” on page 69

+ “Changing the Assignments in Configupdate Utility” on page 69

+ “Changing the Default Administrator Assignments without an Administrator Account” on
page 70

Granting or Removing Assignments in the Identity Applications

To grant or remove the role assignment through the identity applications:

Log in to the identity applications as the Security Administrator.

Go to the Roles Catalog on the Roles and Resources tab.

Select the administrative role you want to change (for example, the Provisioning Administrator).
Select Edit.

Select the Assignments tab.

If you want to remove the current assigned user, then select the user and press the Remove link.

N o 1 A W N R

To add a user, press the assign button where you will need to provide a description and the user
to assign the role to and the press the Assign button.

Changing the Assignments in Configupdate Utility

To change any or all of the administrative assignments using Configupdate utility:

Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application driver.

Stop the Role and Resource Service Driver.

Launch the configuration update utility.

Change the mappings for the administrative roles outlined above as required.

Click Show Advanced Options.

N o0 o1 A W N R

In Miscellaneous, check Reinitialize RBPM Security and click OK.

Miscellaneous

OCSP URI | |
Autharization Config Path | |u
Identity Wault Indexes |No Change |v|
Reinitialize REPM Security |

Custom Themes Context Mame | |

Log Message |dentifier Prefix |RBF‘M |

Change REPM Context Mame [ ]
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8 (Conditional) To remove the existing (default) users that have been granted the role assignment.
Log in to iManager and remove the user from the role, then the role from the user.

9 Restart Tomcat.
10 Restart the User Application driver.
11 Restart the Role and Resource Service Driver.

12 Access the identity applications and in the logs you will see the administrative roles will be
issued.

Changing the Default Administrator Assignments without an
Administrator Account

The default administrator assignment settings are established at the time you initialize the User
Application driver. After the driver has been initialized, you can change the default settings on the
Administrator Assignments page, as long as your “admin” user account still exists. If the account has
been deleted, deactivated, or moved to a different location, you will not be able to log in to make
the new assignments. In this case, you need to reset the values in the configupdate utility or delete
the initialization property in the User Application driver.

To change the administrator assignment values in the configupdate utility. See, “Changing the
Assignments in Configupdate Utility” on page 69.

Alternatively, you can delete the initialization parameter in the User Application driver using
iManager:
1 Login toiManager.

2 In Objects tab, browse to Driver Set > User Application Driver > AppConfig > AppDefs and select
Configuration.

3 In General tab, open XMLData.
4 Find and remove the </ pr oper t y> tag that contains the following </ key> tag.

<key>com novel | .idm security.domain-admn.initialized</key>
For example:

<property>
<key>com novel | . i dm security.domai n-admn.initialized</key>
<val ue>20090831124642Z</ val ue>
</ property>
5 Click OK.
6 Restart the User Application driver and the Role and Resource Service driver.

7 Restart Tomcat.
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Setting Up Logging in the Identity
Applications

Logging is the main tool you use for debugging the identity applications configuration. The logging
service provides facilities for writing, viewing, filtering, and listening for log messages. The Tomcat
application server instances and subsystems, and applications that run on Tomcat or in client JVMs
generate these log messages.

This sections discusses the following topics:

+ “How Logging Services Help” on page 71

+ “What Can Be Logged” on page 79

+ “How Logging Works” on page 80

+ “Types of Log Files” on page 82

+ “Understanding the Log Format” on page 85

+ “Configuring Logging” on page 87

¢ “Configuring Logging in a Cluster” on page 91

+ “Enabling Sentinel Logging” on page 92

+ “Using Log Files for Troubleshooting” on page 93

+ “Log Events” on page 93

How Logging Services Help

A Tomcat server instance uses logging services to communicate its status and respond to specific
events, including server startup and shutdown information, failures of one or more subsystems,
errors, warning messages, access information on HTTP requests, and additional information. For
example, you can use Tomcat’s logging services to report error conditions or listen for log messages
from a specific subsystem.

All administrative and end-user actions and events are logged to the server console and to Tomcat
server’s log file. This allows easy access to this information for security and operational purposes.
Additionally, the audit log system provides the ability to monitor ongoing activities such as
authentication activity, up time of the system, and so on. File logging is enabled by default.

The identity applications features are implemented in a layered architecture. Each feature uses one
or more packages. Each package handles a specific area of a feature and has its own independent log
level that obtains event messages from different parts of the application. The logs contain
information about processing and interactions among identity applications components that occur
while satisfying users and administrative requests and during general system processing. By enabling
the correct log levels for various packages, an administrator can monitor how identity applications
processes users and administrative requests. The package names are based on log4j conventions.
The event messages include these package names indicating the context of the message output. The
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logs include tags and values that allow the administrator to identify and correlate which package log
entries pertain to a given transaction and user. Table 8-1 describes some of the features and the
packages they use.

Table 8-1 |Identity Applications Packages

Feature

Description

Packages

Notes

Roles

Roles are permanently stored in
the Identity Vault. For fast
access to roles information,
Identity Manager stores roles in
a local cache called permission
index. When a role is requested,
the identity applications queries
the permission index for that
role. When a role is modified
through the User Application
driver, the change is reflected in
the permission index. For more
information about roles, see
“Understanding Roles” on

page 26.

+ com.novell.idm.nrf.service
¢ com.novell.idm.nrf.persist

¢ com.novell.srvprvimplyvdata.m
odel

¢ com.netiq.idm.rest.catalog

For troubleshooting
any issues when a
role is assigned,
revoked, or expired,
monitor the Roles
and Resource driver
log.

com novel | . srv
prv.inpl.vdata
. nodel isaverbose
package when set to
Debug log level. It
generates messages
for each object class
and attributes
present in Virtual
Data Access (DAL).
For example, it
shows all DAL
lookups. This can
result in a large
amount of logs. To
limit the number of
messages, you can
set the log level to
Wr n. For more
information about
the messages
generated by

com novel | . srv
prv.inpl.vdata
. nodel , see
“Virtual Data Access
Logging” on

page 648.

For troubleshooting
issues related to
managing roles, see
“When a Role Is
Requested” on
page 653.
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Feature

Description

Packages

Notes

Resources

Code Map
Refresh

Proxy

Resources are permanently
stored in the Identity Vault. For
fast access to resources
information, Identity Manager
stores resources in a local cache
called permission index. When a
resource is requested, the
identity applications queries the
permission index for that
resource. When a resource is
modified, the change is reflected
in the permission index is
updated. For more information
about resources, see
“Understanding Resources” on
page 27.

Code map is a local cache used
by the identity applications to
store entitlements values for all
connected systems from the
Identity Vault. The identity
applications queries the Identity
Vault for the drivers that are in
running state and have
entitlements. The identity
applications updates the
identity applications database at
configurable intervals with
entitlement changes. For more
information about code map
refresh, see “Configuring Default
Resource Settings” on page 224.

Enables you to manage proxy
configuration. Identity Manager
stores proxy definition in the
ProxyDefs container in the User
Application driver. For more
information about configuring
proxy, see Acting on Behalf of
Someone Else in NetlQ Identity
Manager - User’s Guide to the
Identity Applications.

¢ com.novell.idm.nrf.service
+ com.novell.idm.nrf.persist

+ com.novell.srvprvimpl.vdata.m
odel

¢ com.novell.idm.nrf.service
¢ com.novell.idm.nrf.persist

+ com.novell.srvprvimpl.vdata.m
odel

+ com.novell.srvprvimpl.security
.service

+ com.netig.idm.rest.access
¢ com.novell.soa.af.impl.persist

+ com.novell.srvprv.apwa.actions

For troubleshooting
any issues when a
resource is assigned
or revoked, monitor
the Roles and
Resource driver log.

For troubleshooting
any connected
system issue, enable
DSTrace on the
driver.

For viewing sample
log messages related
to code map refresh,
see “When a Code
Map Refresh Is
Triggered” on

page 651.

When a user is
designated as a
proxy, check the
audit events for any
suspicious activity.
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Feature Description Packages Notes
Delegation Enables you to manage ¢ com.novell.srvprvimpl.security When a user is made
delegation configuration based .service a delegate for
on a user’s availability. A + com.novell.srvprv.apwa.actions another user, check
delegate is another user that the audit events for
you can temporarily grant any suspicious
permission to view and resolve activity that can
your workflow work items. A occur through
delegate can view his delegator delegation.
tasks in the task page and act on
them. Identity Manager stores
delegate definitions in the
DelegateeDefs container in the
User Application driver. For
more information about
configuring delegation, see
Chapter 18, “Creating and
Managing Delegations,” on
page 203.
Email-based E-mail notifications inform com.novell.soa.notification.impl For troubleshooting
Approvals Identity Manager users of tasks e-mail approval

and events in the system. For
example, Identity Manager can
send an e-mail to approvers
when an event or task requires
an approval. For more

information, see “Understanding

Email-based Approval” on
page 27.

issues, see

“Troubleshooting E-
Mail Based Approval
Issues” on page 664.

For viewing sample
log messages related
to E-Mail
notifications, see
“Virtual Data Access
Logging” on

page 648.
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Feature

Description

Packages Notes

Database
connectivity/
updates

Manage
Featured Items
(Landing page)

Client Settings

Any schema changes made in
the identity applications are
updated in the database when
the identity applications server
is started and
comnetiq.idmcreate-
db- on- st art up flag is set to
trueinthei sm
configuration.propertie
s file.

When this flag is set, the
database compares the existing
schema with target schema and
then updates the database
schema.

To update the database with any
application configuration
changes, you must set

com netiq.idmrbpm upda
teConfi g-On-Start Up flag
totrueinthei sm
configuration. propertie
s file.

Allows you to manage
application items on the landing
page. You can quickly navigate to
internal and external pages of
the application. For more
information, see Exploring the
Dashboard in the Net/Q Identity
Manager - User’s Guide to the
Identity Applications.

Allows you to manage client
settings to control the behavior
of the application. You can also
modify the access rights and
branding of the application for
different set of users. For more
information, see “Changing
Identity Applications Client
Settings” on page 139.

com.novell.soa.persist

com.netig.idm.icfg

¢ com.netiqg.idm.rest.access

¢ com.netig.idm.settings
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Feature Description Packages Notes

Workflow Tasks A task can be controlled by a ¢ com.novell.soa.af.impl.core
workflow process. A workflow
process can include one or more
steps that must be performed + com.netig.idm.rest.access
before Identity Manager can
complete a task that is under
workflow control. A jobis a
runtime instance of a workflow
process.

+ com.novell.soa.af.impl.activity

The Workflow Engine is
responsible for managing and
executing steps in a workflow
and for keeping track of state
information which is persisted in
a database. For more
information, see Part 1V,
“Configuring and Managing
Provisioning Workflows,” on

page 251.
Separation of Allows you to prevent users ¢ com.novell.idm.nrf.service
Duties from'be'lng assigned to ¢ com.novell.idm.nrf.persist
conflicting roles unless someone _
in your organization makes an ¢ com.novell.srvprvimplvdata.m
exception for the conflict. To odel

eliminate conflicts in role
assignments, you perform
certain management tasks such
modify role definition and set up
a proper approval process. For
more information, see

Chapter 19, “Separation of
Duties Constraints,” on

page 205.

My Permission A user can view a list of role and ¢ com.netig.idm.rest.access
resource permissions assigned .
to him or for other users. For
more information, see Viewing
Your Permissions in the Net/Q
Identity Manager - User’s Guide
to the Identity Applications.

com.netig.idm.rest.access.util

History A user can review the status and ¢ com.netig.idm.rest.access
history of the permission
requests (role, resource, PRD)
for himself or for other users. + com.netig.idm.rest.access.util
For more information, see
Viewing Requests in the Net/Q
Identity Manager - User’s Guide
to the Identity Applications.

¢ com.novell.idm.nrf.persist

76 Setting Up Logging in the Identity Applications


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#trackseerequesthistoryhelpdeskticketidentitymanagerdashboard
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#seerolesresourcesinidentitymanagerdashboard
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#seerolesresourcesinidentitymanagerdashboard

Feature Description Packages Notes
Teams You can perform team com.netiq.idm.rest.access
manageme;’:c taSkZ sduclh as com.novell.idm.security.author
create, modify, and de ejce.a ization.Idap
team based on access privileges. '
Identity Manager stores team com.novell.srvprv.spivdata.mo
configuration in the TeamDefs del
container in the User com.netiqg.idm.rest.access.util
Application driver. For more . .
. . L com.novell.idm.security.author
information about configuring - .
. . ization.service
Teams, see Managing Users in
the NetlQ Identity Manager -
User’s Guide to the Identity
Applications.
Group Allows you to manage groups. com.netiqg.idm.rest.catalog

Organization
Chart

This only applies
to Identity
Manager 4.8 and
patch releases
before 4.8.1.

Organization
Chart

This applies to
Identity Manager
4.8.1 and later.
The Organization
Chart feature in
Identity Manager
Dashboard has
been enhanced
with new options
and settings in
4.8.1 release.

For example, you can create,
modify and delete a group based
on access privileges. For more
information, see Managing
Users, Groups, and Teams in the
NetlQ Identity Manager - User’s
Guide to the Identity
Applications.

The Organization Chart page
shows the hierarchy of users in
your organization. A user can
view the organization chart and
the quick information about the
users based on the access rights
set by the administrator. For
more information, see Viewing
an Organization Chart in the
NetlQ Identity Manager - User’s
Guide to the Identity
Applications.

The Organization Chart page
shows the hierarchy of entities
in your organization. The entity
can a user, group, or custom
entity. By default, the
Organization Chart page shows
hierarchy of the user entity. A
user can view the organization
chart and the quick information
about the users based on the
access rights set by the
administrator. For more
information, see Managing the
Organization Chart in the Net/Q
Identity Manager - User’s Guide
to the Identity Applications.

com.novell.srvprv.spi.vdata.mo
del

com.netiqg.idm.rest.access

com.novell.srvprv.impl.portlet.
orgchart

com.novell.srvprv.impl.serviet.
service

com.novell.soa.portlet

com.netig.idm.rest.access.util

com.netig.idm.rest.access

com.novell.srvprvimpl.vdata.m
odel

com.netiq.idm.infosrv
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Feature

Description

Packages

Notes

User Catalog

Make a request

Permission Index

You can create, modify, and
delete users. A new user is
created under the base
container configured for the
user. Based on the access
control list rights, the user
information can be edited.

The user attributes can be
configured to view, edit, and
search by using the client
settings. For more information,
see Managing Users in the Net/Q
Identity Manager - User’s Guide
to the Identity Applications.

A user can request a permission
for himself or for another user.
The Request page directly
fetches the permission from the
Permission index. The requested
permission is directly assigned
or through an approval process.
For more information, see
Requesting Permissions in the
NetlQ Identity Manager - User’s
Guide to the Identity
Applications.

Roles, resources, and PRDs are
permanently stored in the
Identity Vault. For fast access,
Identity Manager stores this
information on the identity
applications server in a set of
cache files called Permission
Index. When you install the
identity applications, the
process creates a permission
index for the application server
hosting the identity
applications.

When a request is issued, the
identity applications query the
permission index for the
requested information.

¢ com.netig.idm.rest.access
¢ com.netiq.idm.infosrv

+ com.novell.srvprvimpl.vdata.m
odel

¢ com.netig.idm.settings
+ com.novell.idm.nrf.service

+ com.novell.idm.security.author
ization.service

+ com.novell.idm.nrf.persist

¢ com.novell.idm.security.author
ization.ldap

+ com.netig.idm.rest.access.util

¢ com.netiqg.idm.rest.access
¢ com.netig.idm.infosrv

+ com.novell.srvprv.spi.vdata.mo
del

+ com.novell.idm.nrf.ajaxservice
¢ com.novell.idm.nrf.service
¢ com.novell.idm.nrf.persist

+ com.novell.idm.security.author
ization

¢ com.novell.soa.af.impl.core
¢ com.novell.soa.af

+ com.novell.idm.nrf.assignment

¢ com.netig.idm.cis

¢ com.netig.cis.permindex

¢ com.netig.idm.cis.permfilter
* com.sssw.fw.core

+ com.netig.uaconfig

Only applicable to
NetlQ Identity
Manager Dashboard
and the new
Dashboard.

Setting Up Logging in the Identity Applications


https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#manageusersidentitymanagerdashboard
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#requestrolesresourcesinidentitymanagerdashboard
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide
https://www.netiq.com/documentation/identity-manager-48/pdfdoc/identity_apps_user/identity_apps_user.pdf#netiqidentitymanageruserguide

Feature Description Packages Notes

Directory The directory abstraction layer ¢ com.novell.srvprvimplvdata.m For viewing sample
Abstraction Layer provides a virtual access to the odel log messages related
Identity Vault data. You define a to Virtual Data
set of entities and their related Access, see “Virtual
attributes (virtual data) based Data Access
on the Identity Vault objects Logging” on
that you want users to view, page 648.

modify, or delete in the identity
applications. For more
information, see Using the
Directory Search in the User
Application in NetlIQ Identity
Manager - User’s Guide to the
Identity Applications.

Configuration The Configuration tab on the ¢ com.netig.idm.rest.admin
Identity Manager Dashboard
allows you to change the
Identity Applications settings.
Using this tab you can set the
logging, caching, and clustering
settings. You can also use this
tab to assign administrators in ¢ com.novell.idm.nrf.api
Identity Applications. For more
information, see Chapter 22,

“Configuring ldentity
Applications Default Settings,”
on page 223.

¢ com.novell.soa.afcom.novell.so
a.af.impl.corecom.netiq.id
m.settings.displaycom.neti
g.loggingcom.sssw.fw.cach
emgr.api

The logs generated by the packages are primarily intended for debugging the software, although
they can be used to detect any other software that is not behaving properly. System administrators
and support personnel can identify and isolate problems caused by configuration errors, invalid user
data, or network problems such as broken connections. However, component file logging is typically
the first step in identifying software bugs.

Package logging is more verbose than audit logging. It increases the processing load. On a day-to-day
basis, you are recommended to enable only log levels of error conditions and system warnings. If a
specific problem occurs, logging can be set to Info or Debug to gather extra information needed to
isolate and resolve the detected problem. When the problem is resolved, logging should be
reconfigured to log only error conditions and system warnings.

What Can Be Logged

The identity applications functionality that deals with workflows (PRDs) and actions such as granting
and managing of roles, resources, and entitlements can be logged. The log level for these features is
controlled by configuring logging for the packages used by them. You can change log levels from the

Logging page.

The identity applications functionality that executes on a client and does not directly execute in
context of the identity applications web server cannot be logged in the same way. For example, most
of the form processing that occurs in the client. The action scripts defined on the form control’s
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onlLoad, onChange, or custom events execute in the browser of the user’s client computer and not in
the identity applications web server. Therefore, if an error occurs while rendering the form or
processing an action script, it cannot be directly logged. However, Identity Vault queries issued from
a form or Start Activity can be logged for troubleshooting the identity applications features. To view
the identity applications client errors and informational messages, click the Console tab or the
Network tab under Developer Tools section in the client browser. It contains HTTP response codes
for both success and failed requests. The identity applications allow you to record the outcome of a
user’s request and response.

Identity Applications allow you to log what happens with a user’s request and response during
certain times:

+ Between the browser and the application server
+ Between the application server and the identity applications database

+ Between the application server and the Identity Vault
You can configure the log files to include entries for the following events:

+ Configuration

+ Events processed by the identity applications components, such as authentication, role
assignment, and resource access

+ Error conditions
The log files help you determine which of the following reasons is responsible for a request failure:

+ The browser did not send the required information

+ Directory Access Layer or the Identity Vault did not send the web client browser the required
information

To view ldentity Manager processing events in Identity Manager drivers, use Trace. Specify

appropriate trace values to the driver set and the drivers in Designer or iManager. For more
information, see Viewing Identity Manager Processes in the NetlQ Identity Manager Driver

Administration Guide.

How Logging Works

The following sections describe the identity applications logging environment and provide an
overview of the logging process.

Terminology

Log4j has three main components: loggers, appenders, and layouts. These components work
together to accomplish the following tasks:

+ Record messages based on message type and level.

+ Control how log messages are formatted and where they are reported at runtime.
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Logger: In Log4j terminology, a logger is a named entity. Log4j defines a Logger class. A Logger object
records messages for a specific subsystem or application component. An application can create
multiple loggers, each with a unique name. In a typical usage of Log4j, an application creates a
Logger instance for each application class that will emit log messages. Logger names are case-
sensitive and they follow the Java package dot notation naming convention.

All loggers specific to the identity applications are defined in the i dnmuser app_| oggi ng. xm file.
You can set the severity level for each logger at any level in the hierarchy from the Logging
Administration page or by editing the log4j file. For more information, see “Specifying the Severity
Level for Commons Logging API Loggers” on page 89.

Appender: In Log4j terminology, an output destination is called an appender. Log4j defines
appenders to represent destinations for logging output. You can define multiple appenders. For
example, an application might define an appender that sends log messages to standard out, and
another appender that writes log messages to a file. Additionally, you can configure individual
loggers to write to zero or more appenders. For example, you can configure the loggers to send all
logging messages (all levels) to a log file, but only Error level messages to standard out. To change
the destination of the log files, stop the identity applications and then change the settings in the
Logging Location and Appender section of the | 0g4j . properti es file. Identity Applications
provide a full suite of appenders offered by Log4j. For more information about appenders, see Log4j
documentation.

The Console and File appenders are defined in the t ontat - | og4j . xm file.

Layout: Log4j defines layouts to control the format of log messages. Each layout specifies a particular
message format. A specific layout is associated with each appender. This lets you specify a different
log message format for standard out than for file output if required.

Components for Logging

A logging system includes the following basic components:

+ A component that produces log messages

+ A component that distributes (publish) log messages

The Tomcat subsystems use log4j to produce messages. By default, Tomcat supports Java based
logging to distribute messages. The LoggingHelper class provides access to the
java.util.logging.Logger object used for server logging. The Java Logging APIs can be used to add
custom handlers, filters, and formatters. Alternatively, you can configure Tomcat to use Log4j APIs to
distribute log messages.

How Logging Works

The identity applications support logging by using a custom-developed logging framework that
integrates with log4j, an open-source logging package distributed by The Apache Software
Foundation. In identity applications environment, Tomcat subsystems and identity applications
components send log requests to the Logger objects. The Logger objects then assign LogRecord
objects, which are passed to Appender objects for publication. By default, the logger objects log
messages to the system console and to the Tomcat server’s log file at | nf 0 logging level and above.
Events are logged to all activated loggers.
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Reporting EEn

Movell's Common Apache Common
Logging Framework Logging Framework

Log4dj Framework

DailyRollingFileAppender

catalina out localhost_access_log

*

The Tomcat server’s log messages are directed to cat al i na. out and i dapps. out.

*

Identity applications’s log messages are directed to i dapps. out .

*

Identity Reporting’s log messages are directed to cat al i na. out .

*

OSP’s log messages are directed to osp. out .
+ SSPR’s log messages are directed to cat al i na. out .
Custom appenders are created to handle log messages in order to convert the messages to a specific

format and send them to the configured auditing service. To configure event message output to an
auditing service, see “Configuring ldentity Applications Default Settings” on page 223.

To configure logging, see “Configuring Logging” on page 87.

Types of Log Files

An identity applications framework uses several components such as OSP, SSPR, Dashboard, User
Application driver, and Role and Resource Service driver. Each component has its own logging
configuration that defines the default log levels and appender configuration for that component.
Logs for all identity applications components including OSP and Identity Reporting are logged to the
cat al i na. out file while the Localhost log records the interactions between the Tomcat server and
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the client. Some components such as OSP maintain additional log files that help in auditing their
individual interactions. This section discusses different log files that are generated in an identity
applications environment and what each of them contains.

Difference Among Catalina, Application, and Localhost Log Files

Catalina Log: This is the global log. It records information about events such as the startup and
shutdown of the Tomcat application server, the deployment of new applications, or the failure of
one or more subsystems. The messages include information about the time and date of the event
and the ID of the user who initiated the event.

The cat al i na. | og file contains all log messages that are written to Tomcat's system.out and
system.err streams. Tomcat's internal log statements use thej ava. uti | . | oggi ng package (j ul i)
to log. The default destination for that log is st andar d. out .

The catalina.out file can include:

+ Uncaught exceptions printed by java.lang.ThreadGroup.uncaughtException(..)

¢ Thread dumps, if you requested them via a system signal

Each Tomcat server instance prints a subset of its messages to st andar d. out ori dapps. out file.
The i dapps. out log file is specific to identity applications. The user app- | og4j . xm file stores
the logging configuration for identity applications, which directs all log messages to i dapps. out .

The cat al i na. out file is located on the computer that hosts the Tomcat server instance. Each
server instance has its own cat al i na. out file. By default, the cat al i na. out file is located in the
logs directory under Tomcat’s root directory. For example, / opt / neti g/ i dmf apps/t ontat/

| ogs/ cat al i na. out . To view messages in the cat al i na. out file, log in to the computer hosting
Tomcat and use a standard text editor.

NetlQ recommends that you do not modify the log files by manually editing them. Modifying a file
changes the timestamp and can confuse log file rotation. In addition, editing a file might lock it and
prevent it from recording information from the Tomcat server.

Some operating systems enable you to redirect standard out to some other location. By default, a
server instance prints only messages of | nf 0 severity level or higher to standard out. You can modify
the severity threshold as a logging configuration so that the server prints more or fewer messages to
respective log files.

Localhost Log : This is the log for all HTTP transactions between the client and the application server.
The log file is named as, | ocal host _access_| 0og. <date of |og generation>.txt file. The
default location and rotation policy for this log is the same as catalina.out file.

Application Log: Each identity application component is responsible for its own logging. Tomcat
provides no support for application logs. Each component will have its own logging configuration
where default log levels and appender configurations are defined. These logging configuration files
are placed under \ conf directory of Tomcat server.
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Additional Log Files

The cat al i na. out log messages and log files communicate events and conditions that affect
Tomcat server’s operations. Logs for all identity applications components including OSP and Identity
Reporting are also logged to the cat al i na. out file. This file also records the interactions between
the Tomcat server and the client.

Some subsystems and components also maintain additional log files that help in auditing their
individual interactions. The following list describes some of the additional log files:

+ Logging information from the identity applications is also logged into the i dapps. out file.
However, this file does not contain Tomcat server specific information.

+ OSP logs are additionally stored in a separate file, osp-i dm <dat e of | og
gener ati on>. | og file located in/ opt/ neti g/ i dnf apps/tontat/| ogs/ directory.
Logging is turned off by default and must be enabled in the set env. sh file in the /
TOMCAT _| NSTALLED HOWVE/ bi n/ directory.

+ |dentity Reporting logs are additionally stored in/ var/ opt/netig/i dm | og/.
+ SSPR logs are stored in/ opt/ neti q/ i dml apps/ sspr/sspr_dat a/ | ogs/ SSPR. | og.

+ The HTTP subsystem keeps a log of all HTTP transactions between the client and the application
server in a text file, | ocal host _access_| 0og. <date of |og generation>.txt file. The
default location and rotation policy for this log is the same as the catalina.out file. You can set
the attributes that define the behavior of HTTP access logs for your server.

+ By default, logs for User Application driver and Role and Resource Service driver are added to
DSTrace. The trace is turned off by default and must be enabled in the driver configuration by
using Designer or iManager or console. When enabled, DSTrace displays messages related to
operations that the driver performed or tried to perform, at the level of detail specified by the
driver trace level, as the engine processes the events. The driver trace level affects only the
driver or driver set where it is set. You can also specify to write the trace information for a driver
to a separate file. For more information, see Viewing Identity Manager Processes in the Net/Q
Identity Manager Driver Administration Guide.

+ Each server has a transaction log which stores information about committed transactions
coordinated by the server that may not have been completed. Tomcat uses the transaction log
when recovering from a system crash or a network failure. You cannot directly view the
transaction log. The file is in a binary format.

+ The auditing service records information from a number of security requests, which are
determined internally by the security framework. The service also records the event data
associated with these security requests and the outcome of the requests. Each server writes
auditing data to its own log file in the server directory.

+ The JDBC subsystem records various events related to JDBC connections, including registering
JDBC drivers and SQL exceptions. The events related to JDBC are written to the server log, such
as when connections are created or refreshed or when configuration changes are made to the
JDBC objects.
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+ The JMS logging is enabled by default when you create a JMS server. The identity applications
use Apache ActiveMQ as a JMS provider. Logs can be found in the ActiveMQ installed path at
data/activemq.log. The identity applications rely on a Java Message Service (JMS) persistent
store to persist e-mail messages. If JIMS is not properly configured, any e-mail messages in the
memory queue will be lost if the application server is shut down.

+ The Hibernate framework writes log messages in different categories and log levels. For
example, it logs messages for establishing connections with the database, executed SQL
statements, or cache interactions. Hibernate logging is enabled by default at Info level. The
events related to JDBC subsystem are written to the server log. All Hibernate related
information is logged when the data is persisted in the application.

Understanding the Log Format

The identity applications have a specific format for file log entries. To improve log entry readability,
the log entries in the cat al i na. out files use standard elements. This facilitates the use of non-
interactive stream-oriented editors such as sgrep, sed, awk, and grep. The first part of each message
begins with locale-formatted timestamp followed by a data portion that contains information
specific to the log entry. The data portion is the most flexible part of a log entry.

A log entry has the following fields:
tine-date-stanp [Severity] [Subsysten] [Message Text]
The following entry is an example entry that is logged when a user has requested for a role:

2017-03-08 08:43:10,660 | NFO

comnovel | .idmnrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request]
Request ed by cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN

CN=Kai t | i n. Denor e, OU=acti ve, OU=Peopl e, O=acne, Source

DN: cn=PennDOT_Vehi cl e_Certification, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Applicatio
n, cn=i dmi6, ou=servi ces, o=acme, Request DN cn=20160308084310-

15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dmi6, ou=se
rvi ces, o=acnme, Request Category: 10, Request Status: 0, Oiginal Request
Status: 0, Correlation ID: UserApp#User St art Wor kf | ow#082080ec- 5b10- 498f -
b87d- 28825ab63278

Most log entries do not use the optional line breaks ([\n]). Notice that the time-date-stamp, the
severity, subsystem, and message text are on the same line so that stream-oriented editors that use
only one line (such as grep) can be used to locate related log entries.

If a message is logged within the context of a transaction, the message text contains the Correlation
ID assigned to the transaction.

The Tomcat server uses the host computer's default character encoding for the messages it writes.

Message Fields

A Tomcat server message contains a consistent set of fields as described in the following table. In
addition, if your applications use Tomcat logging services to generate messages, those messages will
contain these fields.
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Table 8-2 Fields in a Log Entry

Field

Description

Time-date-stamp

Severity

Subsystem

Message text

Time and date when the message originated in a format that is specific to the locale.
The JVM that runs a Tomcat server instance refers to the host computer operating
system for information about the local time zone and format.

The date and time is specified in the W3C profile format of ISO 8061. It has the
following fields: year-month-day-T-hour-minutes-seconds-time zone. The Z value for
the time zone indicates that the time is specified in UTC.

Indicates the degree of impact of the event reported by the message such as
warning, informational, or debug.

In the example log entry, the level of severity is Info.

Indicates Tomcat’s subsystem or the type of the module that was the source of the
message. For example, RBPM or Java Messaging Service (JMS).

In the example log entry, this field contains the following string:

comnovel | .idmnrf.service. Rol eManager Servi ce- [ RBPM
[ Rol e_Request ]

A description of the event or condition specific to the log entry. It can be as simple as
an informational string, such as the string in the example log entry:

Request ed by cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Tar get
DN: CNeKai tlin. Denore, OJ=act i ve, OU=Peopl e, C=acne, Source

DN: cn=PennDOT_Vehi cl e_Certi fication, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Use
r Appl i cati on, cn=i dm46, ou=ser vi ces, o=acne, Request

DN: cn=20160308084310- 15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=
i dmi6, ou=servi ces, o=acne, Request Category: 10, Request Status:
0, Oiginal Request Status: O,

If a message is logged within the context of a transaction, the message text contains
an identifier assigned to the identity applications transaction. Identity applications
transactions are actions such as authenticating a user, processing a request for a
role, and request for access to a resource.

An identifier is assigned to each identity applications transaction.

If a user requests access to multiple resources, multiple request objects are created
and each request is given a separate Correlation ID. Each request is processed
separately and status of each can be seen in the user request history.

The example log entry contains the following Correlation ID:

User App#User St ar t Wor kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

Message Severity

The severity attribute of a log message indicates the potential impact of the event or condition that
the message reports. The following table lists the severity levels of log messages from the identity
applications subsystems, starting from the lowest to the highest level of impact.
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Level Description

Fatal The least detail. Writes fatal errors to the log.
Error Writes errors (plus all of the above) to the log.
Warn A suspicious operation or configuration has occurred but it might not affect

normal operation. Writes warnings (plus all of the above) to the log.

Info Used for reporting normal operations; a low-level informational message. Writes
informational messages (plus all of the above) to the log.

Debug Writes debugging information (plus all of the above) to the log.

Trace Used for most detailed messages. You can configure this level to report the
request path of a method. Writes tracing information (plus all of the above) to
the log.

You can set a log severity level on loggers and appenders. When set on a logger, none of the
appenders receives any events that are rejected by that logger. For example, if you set the log level
to | nf 0 on a logger, none of the appenders will receive Vr n level events. When you set a log level
on the appender, the restriction only applies to that appender and not to other appenders. For
example, if you turn Er r or off for the File appender, no Er r or messages are written to the log file.
However, Er r or messages are written to the st andar d. out file.

<l ogger nanme="com sssw' |evel ="INFO' additivity="true">
<appender-ref ref="CEF"/>
</l ogger >

<l ogger nane="comneti " |evel ="DEBUG' additivity="true">
<appender-ref ref="CEF"/>
</l ogger >

You set log levels for loggers using the Logging Administration page or the log4j file. For more
information, see “Configuring Logging Settings in Identity Manager Dashboard” on page 89. Loggers
can also be configured through APIs. You can only enable or disable an appender.

The identity applications modules generate many messages of lower severity and fewer messages of
higher severity. For example, under normal circumstances, they generate many | nf o or Tr ace
messages. If your application uses Tomcat logging services, it can use an additional severity level of
Debug.

Configuring Logging
You can configure logging to troubleshoot errors or to receive notification for specific events. For

example, configure logging to perform the following activities:

+ Stop recording of Debug and Info messages in the log file.
+ Allow recording of Info level messages from the HTTP subsystem in the log file.
+ Configure an appender to publish messages only whose severity level is Warning or higher.

+ Track log information for individual servers in a cluster.

You may need to configure the logging.properties file in some cases.
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The following sections describe basic configuration tasks:

+ “Understanding Logging Configuration” on page 88

+ “Understanding the Log Level Settings” on page 88

+ “Specifying the Severity Level for Commons Logging APl Loggers” on page 89
+ “Configuring Logging Settings in Identity Manager Dashboard” on page 89

+ “Editing the log4j Files” on page 90

+ “Managing Log File Size” on page 91

Understanding Logging Configuration

When you enable logging, a logging request is sent to subscribed appenders. Tomcat provides
appenders for sending log messages to the st andar d. out file and the server log (cat al i na. out)
file. You can control logging for each type of handler by filtering log messages based on severity level
and other criteria. For example, the Stdout Handler has a Notice threshold severity level by default.
Therefore, Info and Debug level messages are not sent to the st andar d. out file.

By default, event messages are logged to the system console and to the Tomcat server’s log file at
| nf 0 logging level and above. Events are logged to all activated loggers.

The default behavior of the Tomcat server is to limit the console log4j appender to display log
messages with a verbosity of Info or less. To see log messages for more verbose levels (for example,
Debug), you need to examine the server log file. Notice that the low threshold settings, such as
Debug are extremely verbose and will increase Tomcat's startup time.

The following sections discuss different ways of configuring the logging behavior.

Understanding the Log Level Settings

Console logging involves synchronized writes. Therefore, logging can become a processor usage
issue and concurrency impedance. You can change the priority value default setting to Error, on a
Tomcat server, by modifying the setting in the <i nst al | di r >/ Tontat / server/ | DMProv/ conf/
tontat -1 og4j . xm file. Locate the root node that looks similar to this:

<r oot >
<priority value="INFO'/>

<appender-ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</ root >

Change the priority value to:

<r oot >
<priority val ue="ERROR'/ >

<appender-ref ref="CONSOLE"/ >
<appender-ref ref="FILE"/>
</root >

Assigning a value to the root ensures that any appenders do not have a level assigned inherit the
root's level.
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Specifying the Severity Level for Commons Logging API Loggers

If you are using the Commons Logging API, logger names follow the Java package dot notation
naming convention. For example, a logger name can be com acne. Bar | ogger, corresponding to
the name of the classes in which it is used. Each dot-separated identifier appears as a node in the
Logger . In this case, the logger named com.acme is a parent of the logger named

com acne. Bar |l ogger.

You can configure the severity for a package or for any logger at any level in the . For example, if you
specify the severity level for package com acnme=War n, then Fat al and Err or messages from the
child nodes of this package will be blocked. You can override the severity level of a parent node by
explicitly setting a value for a child node. For example, if you specify the severity level for

com acne. Bar | ogger =Debug, all log messages from Bar | ogger will be allowed, while Fat al
and Er r or messages will be filtered for other child nodes under com acne.

You can specify the severity level for a package or a logger in the following ways:

+ In Identity Manager Dashboard, go to Configuration > Logging and change the log level settings.
The changes will be immediately applied. When you restart Identity Applications, the changes
are not preserved. To persist the changes for subsequent sessions, select Persist the logging
changes. Alternatively, modify the | og4j . properti es file.

+ Editthel og4j . properti es file. Your changes will take effect when you restart Tomcat.
Identity Applications preserves this configuration for subsequent sessions.

If you change, enable, or disable logging, you need not restart the identity applications to apply the
changes.

Configuring Logging Settings in Identity Manager Dashboard
The Logging page shows a list of all currently defined loggers. On this page, you can:

+ Add a new logger for a class or package name. For more information, click {Z} in Identity
Manager Dashboard.

+ Remove a logger for a class or package name. For more information, click () in Identity
Manager Dashboard.

+ Set the logging level (Fatal, Error, Warn, Info, Debug, Trace) for each class or package name.

+ Reset all logging levels.

All logging configuration cannot be changed in the Logging page, such as Tomcat server specific
configuration and appender configuration. For making such changes, stop the identity applications
and then edit the | og4j . properti es file.

You can change the log level of the packages individually by searching a package name. If you want
to change the log level for all the packages:

1 Select Change log level for the listed packages.

2 Select the log level from the list.

Setting Up Logging in the Identity Applications 89



90

Table 8-3 Types of Log Levels

Level Description

Fatal The least detail. Writes fatal errors to the log.

Error Writes errors that can cause system processing to not proceed.

Warn Logs potential failures, but the impact on execution is minimal. Warnings

indicate that you should be aware that this event is happening and might want to
make a configuration change to avoid it.

Info Logs informational messages. No execution or data impact occurred.
Debug Includes debugging information.
Trace The most detail. Writes tracing information (plus all of the above) to the log.

NOTE: By default, the log level is set to Info for all the packages.

3 (Conditional) To retain these changes after restarting the application server, select Persist the
logging changes.

4 Click Apply.

Editing the log4j Files

The configuration settings for the identity applications logging are stored in the

i dmuser app_| oggi ng. xm in the install directory on the Tomcat server. The log4j configuration
settings are contained int ontat - | 0og4j . xm in the install directory. To configure the logging levels
and other settings permanently, stop the Tomcat server and change the settings in these files.

NOTE: The Console and File appenders are defined in t ontat - | og4j . xm . All loggers specific to
the identity applications are defined in i dnuser app_| oggi ng. xmi .

To change the log level in the t ontat - | og4j . xm file, open the file in a text editor and locate the
following entry at the end of the file:

<r oot >
<priority value="INFO' />
<appender-ref ref="CONSCLE" />
<appender-ref ref="FILE" />
</root >

Assigning a value to root ensures that any log appenders that do not have a level explicitly assigned
inherit the root level (in this case, Info). For example, the File appender does not have a default
threshold level assigned. It assumes the root’s threshold level.

The possible log levels used by log4j are Debug, Info, Warn, Error, and Fatal, as defined in the
org. apache. | og4j . Level class. Inattention to the proper use of these settings can be costly in
terms of performance.

A good rule of thumb is to use Info or Debug only when debugging a particular problem.
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Any appender included in the root that does have a level threshold set, should set that threshold to
Error, Warn, or Fatal unless you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncAppender
class is available, but its use does not guarantee better performance. These are known issues of

Apache log4j.

The default log level of Info in the log configuration file for the identity applications is suitable for
many environments. However, for a performance intensive environment, you can change the entry
as follows:

<root >
<priority val ue="ERROR'/ >
<appender-ref ref="FILE"/>
</root >

For a fully tested and debugged production setup, enabling Info and Console logging are not needed.
For more information about log4j, see Apache Logging Services.

Managing Log File Size
By default, event messages are logged to both of the following:

+ The system console of the application server where the identity applications components are
deployed

+ Alog file on that Tomcat server. For example: / opt/ neti g/i dm apps/tontat/| ogs/
cat al i na. out

This is a rolling log file. By default, the server rotates the file based on a time interval of 24
hours. However, you can instruct the server to rotate the file over to another file after it reaches
a certain size by specifying the size in the | 0g4j . appender. R MaxFi | eSi ze property in the
$TOMCAT_HOWE/ | i b/ | og4j . properti es file. It does not rotate the local server log file
when you start the server.

To cause the immediate rotation of the log file, change the appender configuration in the
| 0og4j . properti es file.

By default, the rotated files are stored in the same directory where the log file is stored. You can
specify a different directory location for the archived log files in the | 0g4j . properti es file.

Configuring Logging in a Cluster

This section includes tips for configuring logging in a Tomcat cluster.

+ “Tomcat Logging” on page 92
+ “ldentity Applications Logging” on page 92
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Tomcat Logging

You can configure Tomcat for logging in a cluster. To enable logging for clusters, you need to edit the
tontat -1 og4j . xm configuration file, located in the \ conf directory for the Tomcat server
configuration (for example, \ server\ | DM conf ), and uncomment the following section at the end
of the file:

<l-- Custering | ogging
-->
- <l--
Uncoment the following to redirect the org.jgroups and
org.tontat.ha categories to a cluster.log file.
<appender nane="CLUSTER'
cl ass="org. tontat .| oggi ng. appender. Rol | i ngFi | eAppender" >
<errorHandl er class="org.tontat.| ogging.util.OnlyOnceErrorHandl er"/>
<param name="Fi | e" val ue="${tontat.server.hone.dir}/log cluster.log"/>
<par am nane="Append" val ue="fal se"/>
<par am nane="MaxFi | eSi ze" val ue="500KB"/ >
<par am nane="MaxBackupl ndex" val ue="1"/>
<l ayout class="org.apache. | og4j.PatternLayout">
<par am nane="Conversi onPattern" val ue="% % 5p [%] % ¥n"/>
</ | ayout >
</ appender >
<cat egory nane="org.j groups">
<priority val ue="DEBUG' />
<appender -ref ref="CLUSTER'/>
</ cat egory>
<cat egory nane="org.tontat.ha">
<priority val ue="DEBUG' />
<appender -ref ref="CLUSTER'/>
</ cat egory>
-->

You can find the cl ust er . | og file in the | og directory for the Tomcat server configuration (for
example, \ server\ | DM | og).

Identity Applications Logging

The logging configuration is not propagated to all servers in cluster. For example, if you use the
Logging administration page on a server in a cluster to set the logging level for

com netiq. af w. portal . aggregati on to Trace, this setting is not propagated to the other
servers in the cluster. You must individually configure the level of logging messages for each server in
the cluster.

For more information, see “Configuring Logging Settings” on page 228.

Enabling Sentinel Logging

1 Log in to Identity Manager Dashboard as a identity applications administrator.

2 Go to Configuration > Logging.
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3 Select Enable CEF format and specify the sentinel server details.

4 To save the changes for subsequent restart of the Tomcat server, make sure Persist the logging
changes is selected.

Using Log Files for Troubleshooting

The following example has trace messages logged to the cat al i na. out file when a code map
refresh cycle is triggered.

2017-08-29 16: 05: 05,500 [I NFQ CodeMapEngi ne [ RBPM Refreshing the
Entitl ement CODE MAP tables...

2017-08-29 16: 05: 05,499 [ TRACE] BestLocal eServletFilter [ RBPM Using
Resour ce- G oup[ common-resgrp] with bestLocal e[en] for /| DWrov/

Gat Ser vi ceRout er

2017-08-29 16:05: 05,510 [DEBUG Dir XM.Dri ver DAO [ RBPM Entering

get Dri ver sEnabl edFor Mappi ngs() mappi ngType=2

2017-08-29 16:05: 05,600 [DEBUG DirXM.Driver DAO [ RBPM Exi ting

get Dri ver sEnabl edFor Mappi ngs()

2017-08-29 16: 05: 05,600 [I NFQ CodeMapEngi ne [ RBPM Done refreshing the
Entitlement CODE MAP tabl es

The descriptions of the log messages are sequentially listed below:
+ The first message indicates that a code map refresh is in process. This is the first entry when a
code map refresh is triggered.
+ The second message specifies the entitlement values are persisted to the best suited locale.
+ The third message provides information about the drivers enabled with entitlements.

+ The fourth message indicates that the process is exiting after obtaining the information about
the drivers enabled with entitlements.

+ The fifth message indicates that the code map is updated with the entitlements values from the
drivers and the process is completed.

Log Events

The identity applications log a set of events automatically from workflow, search, detail, and
password requests. By default, the following events are automatically logged to all active logging
channels:

Table 8-4 User Application Events

Event ID Description Trigger

31400 Delete Entity Occurs when an entity is deleted
31401 Update Entity Occurs when an entity is updated
31550 Login Success Occurs when the login succeeds
31551 Login Failure Occurs when the login fails
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Event ID

Description

Trigger

31440

31450

31451

31452

31453

31454

31455

31456

31457

31458

31459

003145A

0031458B

003145C

003145D

3145

003145F

31520

31521

31522

31523

31524

31525

Create Entity

Create Proxy Definition
Success

Create Proxy Definition
Failure

Update Proxy Definition
Success

Update Proxy Definition
Failure

Delete Proxy Definition
Success

Delete Proxy Definition
Failure

Create Delegatee
Definition Success

Create Delegatee
Definition Failure

Update Delegatee
Definition Success

Update Delegatee
Definition Failure

Delete Delegatee
Definition Success

Delete Delegatee
Definition Failure

Create Availability
Success

Create Availability Failure

Delete Availability
Success

Delete Availability Failure
Workflow Error
Workflow Started
Workflow Forwarded
Workflow Reassigned
Workflow Approved

Workflow Refused

Occurs when an entity is created

Occurs when the creation of an entity definition succeeds

Occurs when the creation of an proxy definition fails

Occurs when an update to the proxy definition fails

Occurs when an update to the proxy definition fails

Occurs when the proxy definition is deleted successfully

Occurs when the proxy definition is not deleted successfully

Occurs when the creation of a delegatee definition succeeds

Occurs when the creation of a delegatee definition fails

Occurs when an update to the delegatee definition succeeds

Occurs when an update to the delegatee definition fails

Occurs when the delegatee definition is deleted successfully

Occurs when the deletion of a delegatee definition fails

Occurs when the creation of an availability succeeds

Occurs when the creation of an availability fails

Occurs when the deletion of an availability succeeds

Occurs when the deletion of an availability fails
Occurs when there is a workflow error

Occurs when the workflow starts

Occurs when the workflow is forwarded
Occurs when the workflow is reassigned
Occurs when the workflow is approved

Occurs when the workflow is refused
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Event ID

Description

Trigger

31526

31527

31528

31529

003152A

003152B

003152C

003152D

3152E

003152F

31530

31531

31532

31533

31534

31535

31536

31537

31538

31539

003153A

003153B

003153C

003153D

3153

003153F

31540

31541

Workflow Ended
Workflow Claimed
Workflow Unclaimed
Workflow Denied
Workflow Completed
Workflow Timedout
User Message
Provision Error
Provision Submitted

Provision Success

Provision Failure
Provision Granted

Provision Revoked

Workflow Retracted
Workflow Escalated
Workflow Reminder Sent

Digital Signature

Workflow ResetPriority
Role Approved

Role Denied

SOD Exception Approved
SOD Exception Denied

Start Correlated
Workflow

Role Request Submitted
Resource Approved
Resource Denied
Provision Already Exists

Resource Request
Submitted

Occurs when the workflow ends

Occurs when the workflow is claimed

Occurs when the workflow is not claimed

Occurs when the workflow is denied

Occurs when the workflow is completed

Occurs when the workflow timed out

This is a user adhoc log message

Occurs when there is an error in the provisioning step

Occurs during the provisioning step on submission of entitlements.

Occurs during the provisioning step on successful completion of the
step

Occurs during the provisioning step upon failure of the step
Occurs during the provisioning step on granting of an entitlement

Occurs during the provisioning step on the revoking of an
entitlement

Occurs when the workflow is retracted
Occurs when the workflow is escalated
Occurs when reminders are sent to addressees of a workflow task

Occurs whenever a digital signature is passed to the workflow
engine

Occurs when the priority of a workflow task is reset.
Occurs when a role is approved

Occurs when a role is denied

Occurs when an SOD exception is approved

Occurs when an SOD exception is denied

Occurs when a correlated workflow is started

Occurs when a role request is submitted
Occurs when a resource is approved

Occurs when a resource is denied

Occurs when a request for a resource is submitted
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Event ID Description Trigger

31542 Resource Provisioning Occurs when a resource provisioning workflow is submitted
Workflow Submitted

31543 Resource Provisioning Occurs when a resource provisioning workflow fails
Workflow Failed

31600 Role Provisioning Occurs when a role is provisioned

31601 Role Provisioning Failure  Occurs when a role provisioning fails

31610 Role Request Occurs when a role is requested

31611 Role Request Failure Occurs when the request for a role fails

31612 Role Request Workflow

31613 SOD Exception Auto Occurs when the SOD exception is auto approved
Approval

31614 Retract Role Request Occurs when the role request is retracted

31615 Retract Role Request Occurs when the retraction of a role request fails
Failure

31620 Entitlement Grant Occurs when the entitlement is granted

31621 Entitlement Grant Failure Occurs when the entitlement grant fails

31622 Entitlement Revoke Occurs when the entitlement is revoked

31623 Entitlement Revoke Occurs when the entitlement revoke fails
Failure

31694 Create Authorization Occurs when the permissions are assigned to the team

31695 Delete Authorization Occurs when the permissions are removed from the team
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Tuning the Performance of the
Applications

Identity Applications rely on diverse technologies with many interactions.

Designer (Design Workflows)

[
l_‘_| ]
e )
Workflow Actions

‘ } User Interface

@ @ Identity Manager Identity Manager
Dashboard Administration
User Application Role and Resource

Driver Service Driver

Workflow Engine

Configuration Store

[% .:8:. ':E lWorkﬂow

Workflow Roles Directory
Definition Access Layer

Identity Vault Workflow Database

This section discusses common aspects that can enable you to optimally tune the performance of
provisioning components and Tomcat application server. You can use this information as a reference
for starting your performance tuning. For a good understanding of potential areas where tuning can
improve performance, monitor your application usage patterns, loads, and hardware specifications,
and then track specific performance issues.

Several tools are available on the Internet to monitor Java applications. Standard Java JDK comes
with two graphical user interface-based monitoring tools: JConsole and VisualVM. These tools are
free and easy to install. VisualVM provides advanced monitoring features than JConsole. VisualVM
enables to analyze the thread execution and profile CPU and memory usage of the JVM requests. For
more information about these tools, see JDK Tools (https://docs.oracle.com/javase/8/docs/
technotes/tools/). The following are a few Linux-based examples of monitoring local applications
that are running on the same system as VisualVM and remote applications that are running on other
systems:
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Monitoring a local application
Use the process ID (PID) to monitor applications that are running locally that VisualVM can
connect to.

Monitoring a remote application

You can monitor CPU usage, heap usage, threads, memory, and classes on applications running
on other systems.

Perform the following actions to set up a connection with the remote system:
1. Add the following system properties to the CATALI NA_OPTS entry of the set env. sh file
inthe/t ontat/ bi n/ directory:

- Dcom sun. managenent . j nxr enot e

- Dcom sun. managenent . j mxr enot e. port =<Moni tori ng_Port >
- Dcom sun. managenent . j mxr enot e. aut hent i cat e=f al se

- Dcom sun. managenent . j nxr enot e. ssl =f al se

2. Launch JVisualVM from <JAVA_HOVE>/ bi n/j vi sual vm
3. Add the remote host by using the port configured and add the JMX connection.

JVisualVM is composed of four tabs: Overview, Monitor, Threads, and Sampler. The below figure
shows the Memory tab that provides information about memory consumption and memory
pools.

 Oveniew 8 Monitor ) Threads G Sampler
o736 © 192.168.91.10: 9090 (pid 23332)

Monitar P [ Memary [ Classes [ Thiea

Perform GC | | Heap Dumg

CPU usage: 0.2% G activity: 0.0% Used: 278,137,208 8

BCPU usage B GC activity HHeap size B Used by
Classes % Threads

Total loaded: 35,729 Shared loaded: 0 Live: 138 Daemon: 66
Total unloaded: 142 Shared unloaded: 0 Live peak: 176 Total started: 621

NOTE: The focus of the section is tuning and not troubleshooting. Effective troubleshooting involves
identifying the clues and root cause of the problem, and then making corrections. You must first
attempt to troubleshoot the problem before thinking about tuning. For more information about
troubleshooting, Chapter 44, “Troubleshooting,” on page 647.
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Increasing the Heap Size

If your application takes a longer time to respond, you may need to optimize the memory reserved
for the heap. For example, when Identity Applications are deployed in a large environment with
approximately a million permissions, it may take a few minutes (1-2) to load the permission index. If
the delay is not because of the hardware used, you can use the following Java virtual machine
options to tune the heap:

+ If you run out of heap memory (not due to a memory leak), increase - Xnx.
+ If you run out of native memory, you may need to decrease - Xnx.

+ To tune the size of the heap for the young generation for JVM, modify - Xrm. For more
information, see the Oracle Java (https://docs.oracle.com/javase/8/docs/technotes/guides/vm/
gctuning/sizing.html) documentation.

The heap size value is determined by the amount of memory available in the computer. Initial heap
size is 1/64th of the computer’s physical memory or reasonable minimum based on platform
(whichever is larger) by default. The initial heap size can be overridden using - Xns. Maximum heap
size is 1/4th of the computer’s physical memory or 1 GB (whichever is smaller) by default. The
maximum heap size can be overridden using - Xnx.

If you installed Identity Applications on a computer with a minimum 4 GB memory, and you want to
improve the performance of the system under heavy load, set Xnx to 2048mfor both minimum and
maximum heap size in the / opt / neti g/ i dnf apps/tontat/ bi n/ set env. shor

C.\Netl Qidm apps\tontat\bi n\setenv. bat file. For example, - Xms2048m - Xmx2048m
For minimum memory requirements, see the Identity Manager 4.8 System Requirements (https://
www.netig.com/documentation/identity-manager-48/system-requirements-identity-manager-48x/
data/system-requirements-identity-manager-48x.html) page. For general guidance about how heap
size is calculated, see the Oracle Java (https://docs.oracle.com/javase/10/gctuning/JSGCT.pdf)
documentation.

The amount of heap memory allocated to the Java virtual machine can impact performance. For
example, if the Xnx value is too low (is set lower than the amount of live data in the JVM), it will
force frequent garbage collections in order to free up the space (RAM). You may experience
excessive page file swapping if Xns or Xnx value is more than the physical memory of the computer.

Increasing the Stack Size for Recursive Workflows

If you have workflows that are recursive in nature (that execute loops), you might see a
StackOverflow error at the execution time.

For example, if you have a Provisioning Request Definition with a branch activity, multiple condition
activities, and a merge activity, Identity Applications may become unresponsive due to the following
reasons:

+ Exceeded stack size limit

Java does not effectively handle the stack space for recursive type functions. The default value

for the stack size in the JVM is 1024K. Therefore, you must increase the stack size for the JVM to
4Mdepending on the recursive logic defined in the workflow. To increase the stack size, define

the new value in the - Xss setting in the JAVA_OPTS entry in your Tomcat start script file (/
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opt/netiqg/idnm apps/toncat/bin/setenv.shor
C.\Netl Qidmapps\toncat\ bi n\set env. bat ). For example, to set the stack size to 4M,
change the setting to - Xss4M

JAVA OPTS="-server -Xss4M - Xns512M - Xnx512M'

Exhausted database connection

An exhausted database connection can lead to a delayed response from the application when
the application is performing database intensive operations such as executing complex
workflows and bulk task approvals. In such cases, you must analyze the thread dump to detect if
the database communication is degrading your JVM performance. If the delay is caused by the
database communication, set the value for the maxTot al property for your database in the
server. xm file located at/ opt/ neti g/ i dnm apps/tontat/conf or

C.\Netl Qi dm apps\tontat\ conf to 200. For example:

<Resource auth="Contai ner" driverC assNane="org. postgresql.Driver"
factory="comnetig.tontat.jdbc. pool . Cust onBasi cDat aSour ceFact or y"
initial Size="10" nmaxTotal ="200" naxldl e="10" m nldl e="10"

nane="shar ed/ | DMJADat aSour ce" passwor d="<passswor d>"

t est OnBorrow="true" type="javax.sql.DataSource" url="j dbc: postgresql://
<i p-address>: port/idnuserappdb" usernane="i dmadmi n"

val i dati onl nt erval ="120000" val i dati onQuery="SELECT 1"/>

Ensuring Concurrent Access from Multiple Clients

In a medium to large environment, you might have 50 or more clients accessing the server
concurrently. To prevent operational failures, configure the following settings:

*

*

*

*

*

“Decreasing the Session Time-out” on page 100

“Increasing the Number of Maximum Open Files” on page 101
“Increasing the Number of User Processes” on page 102
“Adjusting the Threadpool Size” on page 102

“Increasing the Database Connection Pool” on page 103

Decreasing the Session Time-out

The session time out represents the amount of time users can leave a page unattended in their web
browser before the server displays a session-time-out warning. You must tune this value to match
the server and usage environment in which the application runs. In general, the session time out
should be as short as practicable. If a 5 minute time out does not impact your business, this time
period would allow the server to release memory twice as early as it would if the time-out value
were 10 minutes. This improves the performance and scalability of the web application.

You can define time out for web application, LDAP, and Tomcat sessions. In Identity Applications,
only LDAP and web application session time outs are used.

*

The web application session time out value is represented by the com neti g. i dm sessi on-
ti meout propertyinthei smconfiguration. properti es file. The default value is 1200
seconds.
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+ The LDAP session time out value is represented by the com novel | . | dap. ti meout property
inthei smconfiguration. properti es file. The default value is 600000 milliseconds.

+ The Tomcat session time out represents the amount of time Tomcat retains the information
pertaining to a user's session, when the user does not perform any action on the web page. All
Tomcat servers provide a default web. xmi file in the t ontat _home/ conf/ directory. To
configure the session time out globally for the entire web server, locate the <sessi on-
confi g> configuration setting and change the value of the sessi on-ti meout tag. The
Tomcat session time out value is overwritten by the web application session time out value for
every user session.

The default time out values for a web application, Tomcat, and LDAP sessions are different. They
need not be same. For example, a user needs more time on the Identity Applications user interface
than a query that is issued to retrieve information from the Identity Vault.

Consider the following points when adjusting the session time out:

+ Long session time-outs can cause the Tomcat server to run out of memory if many users log in
for a short period. This is valid for application server that has too many open sessions.

For example, if the session time out value is 10 minutes and approximately 10 users log in per
minute and those users are idle and do not log out during this time, you are likely to have 100
concurrent users at any point in time. If a single user consumes 1 MB of heap, 100 MB of
memory is used by those idle users. When the maximum time out value is reached, the idle
users need to log in again to use the application. If a query is in progress and it hits the
maximum time out value, the query is stopped. You must log in again for the query to continue.

The recommended value is 3 to 5 minutes.

+ When a user logs in to Identity Applications, an LDAP connection is created for the user and the
user is bound to the session. Thus, the more sessions that are open, the greater the number of
LDAP connections that are held. The longer the session time out, the longer these connections
are held open. Too many open connections to the LDAP server (even if they are idle) can cause
system performance degradation.

In addition to a short time out interval, increase the number of open files on the Linux server. If
you exceed the open file limit, check your cat al i na. out logs for errors. For more
information, see “Increasing the Number of Maximum Open Files” on page 101.

+ If the server starts experiencing out-of-memory errors, and the JVM heap and garbage
collection tuning parameters have already been optimally tuned for the server and usage
environments, consider lowering the session time out.

You can modify the session time out after installation by changing this value in the web. xm file in
the | DMPr ov. war archive followed by a configuration update.

Increasing the Number of Maximum Open Files

Lowering the session time out quickly clears the LDAP connection threads, which improves
performance.

If Tomcat reports the Too nany open fil es exception when the number of concurrent logged-in
users is large, consider increasing the limit of open files (ul i m t —n)inthe server. xni file
depending on the concurrent sessions expected on the server. Ensure that the host operating system
is able to handle the increase in the number of open files. For example, on a server with 100
concurrent connections, increase the number of open files to 10000.
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Increasing the Number of User Processes

Increase the number of user processes (ul i mi t —u) for the user that runs the Tomcat process on all
Tomcat servers. For example, if you have 30000 concurrent connections, setting the number of user
processes to 128502 works fine.

Adjusting the Threadpool Size

The configured connectors determine how browser and other clients access ldentity Applications
deployed on Tomcat. Tomcat 9 provides a default HTTPS connection, which leads to better thread
management with longer running requests. The default maximum thread pool size within Tomcat 9
is 200.

Keep in mind that many active threads at the same time can slow down Identity Applications, and
even the server hosting Identity Applications. Therefore, you must set the maximum number of
threads that can be created to meet your requirements by using the maxThr eads property in the
server. xm file. For example, specify maxThr eads="1000" for an ht t ps connector. On a
computer with four processors, you can set this value between 800 and 1000. For example, set it to
800 if you expect a limited number of users to access the application and 1000 when a large
numbers of users are anticipated to access the application. If the value exceeds the number of
threads required, the thread pool shrinks as the volume decreases.

Connectors are configured by using the mi nProcessors, maxPr ocessor s, accept Count, and
enabl eLookups properties in the server . xnl file. Below is an extract of connector configuration
from the server. xmi file in which some of these properties are assigned specific values.

<Connect or port="8090" maxHttpHeaderSi ze="8192"
maxThr eads="400" mni nSpareThreads="150" naxSpar eThr eads="300"
connecti onTi neout =" 2"
accept Count =" 50"
maxKeepAl i veRequest s=" 400"
di sabl eUpl oadTi neout ="true" />

The accept Count property defines the number of pending requests awaiting processing by the
server. By default, it is 10. You must change it when a high rate of incoming connection requests
result in connection failures. For example, leave it at default if you expect a limited number of
requests and change up to 50 to accommodate a large numbers of requests when several users
access the application at the same time. However, setting it too high can overload Tomcat, which can
cause problems for all requests.

Increase maxKeepAl i veRequest s if you have sufficient capacity. Using persistent connections
improves performance and prevents wasting CPU resources in reestablishing HTTP connections.

If the system slows down with a high thread count, analyze the performance and thread usage under
the anticipated usage load and then adjust the value. For example, to obtain the number of threads
of a process, run grep Threads / proc/ <PROCESS_PI D>/ st at us.

If the workload of a single server is high, you can cluster the Tomcat instance to allow the thread
pool to be virtually distributed across the nodes of the cluster. Each server in the cluster will need
less within its thread pool.

For complete documentation of the HTTP Connector configuration, see http://tomcat.apache.org.
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Increasing the Database Connection Pool

Identity Applications communicate with the database through a JDBC connection pool. A connection
pool starts with a small number of connections. As clients demand for more connections increases,
there may not be enough connections in the pool to satisfy the requests. The Tomcat server creates
additional connections and adds them to the pool until the maximum pool size is reached.

For example, when multiple users access the Tasks page at the same time, Identity Applications
connect to the User Application database and query for the task list. Tomcat allocates a resource
from the database connection pool to make the connection with the database. When all
connections are relatively busy and the connection pool is empty, Identity Applications wait until a
connection is released.

To configure a JNDI data source that uses connection pooling in Tomcat, add the following
Resourcelink global element in the conf/ cont ext . xm file:

<Resour ceLi nk gl obal ="shar ed/ | DMJADat aSour ce" nane="j dbc/ | DMJADat aSour ce"
type="j avax. sql . Dat aSource" />

In this example, the JNDI context is created with j dbc/ | DMJADat aSour ce name, which is a type of
DataSource. The database configurations are defined in Tomcat’s server. xml fileintheurl,

user nane, passwor d, and dri ver C assNane attributes. The connection pooling properties are
defined in maxTot al (maxAct i ve before Tomcat 8), max!| dl e, and m nl dl e attributes.

Review the following while configuring the JDBC connection pool:

+ The number of concurrent tasks that will execute at the same time.

+ The other runtime components. Each runtime component works in conjunction with the other
runtime components. NetlQ recommends setting the size of the initial connection pool to 10.
To change it, modify the following entry in Tomcat’s ser ver. xni file:

<Resource auth="Contai ner" driverC assNane="org. postgresql.Driver"
factory="com netiq.toncat.jdbc. pool . Cust onBasi cDat aSour ceFact ory"
initial Size="10" maxActive="50" maxldl e="10" naxWiit="30000"

m nl dl e="10" name="shar ed/ | DMJADat aSour ce"

passwor d="sr NOGhFupaKG Ff hULugQn==: Kggi F61gvadcEpxql Ct 5gQ==: yFZt b+h0bk
5i Q7LUni | sRA==" test OnBorrow="true" type="javax.sql.DataSource"

url ="j dbc: postgresql ://164.99.91. 252: 5432/ i dnmuser appdb”

user name="i dmadmi n" val i dati onl nterval ="120000" val i dati onQuer y="SELECT
1" />

+ The number of connections in the pool must allow each executing task to retrieve and update
task and event data throughout the lifetime of the task.

+ The database uses prepared statements. You must configure the prepared statement cache for
the database that you are using to store the data.

View Request Status Search Limit

By default, the View Request Status action retrieves up to 10,000 request objects. If a user attempts
to retrieve a larger result set, the user will see a message indicating that the limit has been reached.
In this case, the user should narrow the search (by specifying a particular user or status, for example)
to limit the number of objects returned in the result set. Note that when a user applies a filter to a
role name, the filter limits what the user sees and its order, not the number of objects returned.
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To change the maximum number of request objects retrieved:

1 Login toiManager.

2 Navigate to the User Application driver.

3 Under EntityDefs.DirectoryModel.AppConfig, locate the sys- nrf - r equest object.
4 Modify the XmlIData attribute for the object to the following value:

<sear ch- max>10000</ sear ch- max>

5 Save your changes.

Decreasing the LDAP Socket Cleanup Interval

Identity Applications tracks and clears all the LDAP sockets and references at the specified interval.
By default, this interval is set to 60 minutes. A simple user search will not take time. When too many
LDAP requests are handled, CPU utilization and memory usage of the system increases leading to
performance issues. In this case, you might need to decrease the LDAP socket cleanup interval
manually. A small interval cleans the memory regularly and decreases the memory footprint of the
process. Otherwise, the socket objects remain in the memory and cause out of memory issues.

To decrease the LDAP socket cleanup interval:

1 Opentheismconfiguration. properti es file thatis located at:
Linux:/ opt/ neti g/ i dm apps/tontat/conf/
Windows: C: \ Net | Qi dml apps\t ontat \ conf

2 Setthecom novel | .idm | dap. socket. cl eanup. i nterval propertyto 10 minutes.
For example,
com novel I .idm | dap. socket. cl eanup. i nterval =10

3 Restart the Identity Applications service.

systentt|l restart netig-tontat.service

Optimizing LDAP Connection with Identity Vault

Identity Applications use LDAP connections to communicate with the Identity Vault server. The LDAP
time out value represents the maximum time after which an LDAP connection to the Identity Vault is
timed out by the LDAP server. The default value is 600000 milliseconds (10 minutes). The connection
is timed out as soon as the 600'th second is reached regardless of whether it is an idle connection or
itis in the middle of processing a query. If an LDAP query is still running and has not completed when
it reaches the 600'th second, the connection is closed between Identity Vault and Identity
Applications. Therefore, if your LDAP query is expected to take more time, increase the value of the
com novel | .| dap. ti meout propertyinthei sm configurati on. properti es file.

You must change the LDAP connection time out value to match the Identity Vault usage in your
environment depending on how much time out period can you afford. For example, if your query is
not performing as expected or the data size that you are expect the query to return is large, increase
the time out value. Decreased time out value allows the server to release unused resources
relatively quickly, which improves the performance and scalability of Identity Applications.
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By default, Identity Applications uses the Java LDAP property

com sun. jndi. | dap. read. ti neout for the LDAP connection time out value. In Identity
Manager 4.8.1 and later, the new property: com neti g. | dap. useLdapReadTi meQut can be used
to set the LDAP connection timeout value using that the socket time out mechanism. To use the
socket time out mechanism, add the com neti g. | dap. useLdapReadTi neQut property in the

i smconfiguration. properties file and set the valuetof al se.

Indexing Attributes in the Identity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a
high level of performance with large numbers of objects, create indexes for the attributes that are
frequently used in Identity Vault searches. An index is a set of keys arranged in a way that
significantly speeds up the task of finding any particular key within the index. This allows to
efficiently retrieve the objects whose attributes are indexed during searches without having to
search the entire database every time a search is issued. When a complex query is run against
objects with indexed attributes, the query returns relatively faster.

The Identity Vault ships with a set of indexes that provide basic query functionality. These default
indexes are for the following attributes:

Aliased Object Name
cn

dc

Equi val ent to Me
extensionl nfo

G ven Nane

QU D

| dapAttri buteli st

| dapd assLi st

Menber

NLS: Common Certificate
Qbi tuary

Ref erence

Revi si on

Sur name

uni quel D

uni quel D_SS

When you install Identity Manager, the default directory schema is extended with new object class
types and new attributes pertaining to Identity Applications. The Identity Applications specific
attributes are not indexed by default. For better performance, you might find it useful to index some
of those attributes (and perhaps a few traditional LDAP attributes as well), particularly if your user
container contains over 5,000 objects.

In case your setup has large number of objects, the Role and Administrator Assignments tabs take
longer response time to load. To avoid such issues, you can add the following attributes for indexing
for both the tabs:

+ Role Access - Index the nr f Assi gnedResour ces attribute
+ Administrator Assignment - Index nr f Assi gnedRol es and nr f Associ at edRol es attributes.
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The general idea is to index only those attributes that you know are regularly queried, which could
be different attributes in different production environments. If you already know which attributes
you are likely to use in your searches, you must index those attributes. For example, if you know that
users of your or g chart are likely to perform searches based on the isManager attribute, you can
try indexing that attribute to see if the performance is enhanced.

NOTE: As a best practice, it is recommended that you index, at a minimum, the manager and
isManager attributes.

Indexes can be of type presence, value, and substring indexes.

+ Value matches the entire value or the first part of the value of an attribute. For example, value
matching could be used to find entries with a LastName that is equal to “Jensen” and entries
with a LastName that begins with “Jen.”

+ Presence requires only the presence of an attribute rather than specific attribute values. A
query to find all entries with a Login Script attribute would use a presence index.

+ Substring matches a subset of the attribute value string. For example, a query to find a
LastName with “der” would return matches for Derington, Anderson, and Lauder. A substring
index is the most resource-intensive index to create and maintain.

A compound index is a new type of index. You can think of it as a value index on more than one
attributes. It stores the values of the attributes as part of the key for the index. For more
information, see “Enabling Compound Index on Identity Vault Attributes” on page 106.

The type of index you create, depends upon if the search is looking for any value (*), or a specific
value such as person or admin. For example, use a presence index when a * is used in the query. Use
a value index when a specific value is used in the query. Although indexes improve search
performance, additional indexes also add to directory update time. As a general rule, create new
indexes only if you suspect performance issues are related to a particular directory lookup.

You can create, manage, and delete indexes in iManager (eDirectory Maintenance > Indexes). For
more information, see Index Manager (https://www.netig.com/documentation/edirectory-92/
edir_admin/data/a5tuuu5.html) in the eDirectory Administration Guide (https://www.netiq.com/
documentation/edirectory-92/edir_admin/data/bookinfo.html).

For more information about eDirectory performance tuning, see Managing eDirectory (https://
www.netig.com/documentation/edirectory-92/edir_admin/data/a5zek7a.html) in the eDirectory
Administration Guide (https://www.netiq.com/documentation/edirectory-92/edir_admin/data/
bookinfo.html).

Enabling Compound Index on Identity Vault Attributes

Compound index is a value index covering multiple attributes. Compound index was primarily added
to support sorting on multiple attributes for the Server Side Sort control, you can use it for improving
the performance of searches if the attributes being searched are part of a compound index.

When compound index is not enabled, you are likely to encounter issues where results are not
displayed in the Identity Applications user interface. For example, the User Catalog page does not
display the results.

The Identity Applications installation program automatically creates the following indexes:
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05 Snl ndex$0$0$0$1$G ven Nane$Sur nane

0$SnGnl Nndex$0$0$0$1$Sur nane$G ven Nane

0$CnSnl Nndex$0$0$0$1SCNSSur nane

0$Ti t1 eSnl ndex$0$0$0$1$Ti t | e$Sur nanme

0$QuSnl ndex$0$0$0$130USSur nane

0$LSnI ndex$0$0$0$1SL$Sur nane

0$mui | Snl ndex$0$0$0$1%l nt ernet EMai | Addr ess$Sur nane

0%t el ephoneNunber Snl ndex$0$0$0$1$Tel ephone Nunber $Sur namne

To create and manage indexes and compound indexes, use eDirectory’s ndsindex utility. For
compound indexes, specify multiple attributes separated by $ sign in the ndsindex utility.

For example, to create a value index with the name Mylndex on the email address and surname
attributes, enter the following command:

ndsi ndex add —h nmyhost —-D cn=adm n, o=nyconpany —-w password —-s cn=nyhost,
o=netiqg ' Myl ndex; emai | address$surnane; val ue'

Alternatively, you can create a compound index by using an LDIF file. For example, sort users on
custom attributes.

1 Create an LDIF file with the compound index entries.

1a dn: CN=linux-32ep, QU=servers, O=syst em(Your Server DN)
changet ype: nodify
add: indexdefinition

i ndexdefinition: 0%gnsni ndex$0$0$0$1$gi ven name$surname (specify
the correct order)

1b dn: CN=linux- 32ep, OU=servers, O=syst em(Your Server DN)
changet ype: nodify
add: indexdefinition

i ndexdefinition: 0$sntitlei ndex$0$0$0$1$Ti t| e$sur nane
2 Run the following command to create indexes:

ice -SLDF-a-c-f comp.Idif -D LDAP -s 164.99.178.47 -p 389 -d
cn=adni n, ou=sa, o=system -w novell -F -B

3 (Optional) Check if the indexes are online:

ndsi ndex list -D cn=adm n, ou=sa, o=system -w novel |l -s CN=li nux-
32ep, QU=servers, O=system

Consider the following while creating compound indexes:

+ Although you can specify multiple attributes for compound index, try not to add more than
three attributes. As you go on adding the attributes, the performance of the searches is
decreased. In case of value type compound index, you can add a maximum of five attributes.

+ You are recommended to connect ndsindex utility to the same eDirectory server where the
index has been added.
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NOTE: +An index with ancestor id can only be created with value index type. Presence and Substring
index types are not supported with ancestor id.

+ Database size increases after creating index with ancestor id.

Comparison with Other Indexes

The cost of managing compound indexes in terms of time is the same as any other value index. Any
modification such as addition or deletion of value requires the index to update.

The order of the number of attributes added to a compound index determine disk space used by the
index.

The key size for a compound index is higher because all attribute values are added to the key. If other
attributes are present, then a key for those attributes is added to the index. This can lead to bigger
keys and increased number of keys as compared to normal value indexes.

NOTE: Having a high number of indexes has an adverse performance impact on modify operations
because it requires updating the indexes with the modified attribute. This is not specific to
compound indexes.)

Any modification (addition/deletion of value) would require the index to be updated.

For more details on how to create or manage compound indexes, see Examples of Compound
Indexes (https://www.netig.com/documentation/edirectory-92/edir_admin/data/
a6gjdjx.html#akiydau) in the eDirectory Administration Guide (https://www.netiq.com/
documentation/edirectory-92/edir_admin/data/bookinfo.html).

Sample Error Message

If an attribute is part of compound indexes, the following error message is displayed in the Manage
Users page.

Sorting functionality does not work for //attribute key//attribute. Please
contact the systemadmnistrator for nore details".

The following error message is displayed in the catalina.out with complete exception trace.

Oper at i onNot Suppor t edException: [LDAP: error code 53 - Unwilling To
Perforn.
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Managing the eDirectory Database Cache Objects
Retrieved from the Identity Vault Server

The Database Cache allows you to configure and monitor the cache segments that are used by the
database subsystem of eDirectory. The easiest way to monitor, control, and configure Database
Cache settings is through iMonitor.

iMonitor can run on all platforms supported by eDirectory. This utility lets you monitor your servers
from any location on your network where a Web browser is available. You can monitor your
eDirectory environments based on a partition, replica, or server. You can also examine all tasks,
when they occur, their results, and how long they take. iMonitor provides several options for tuning
the Database Cache settings.

To access the Database Cache page in iMonitor, enter the following in your address bar and log in as
administrator with the fully distinguished name, or as an administrator equivalent:

https://<server ip>:8030/nds/agent ?confi g=CacheCt|

The information that displays on the Database Cache page helps you determine whether you have
an adequate cache size and suggests how much cache to allocate. For most applications of the
directory, the default cache size and settings are adequate.
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Refresh Settings: Database Information
__RefreshOn_| DIB Size (KB) 3,952,204

Refresh Interval
| 15 seconds ¥ |

DB Block Size (KB) 4
View Current Transaction ID

Database Cache

Agent Configuration:
Total Entry Cache Block Cache
Agent Information 3 .
— Maximurm Size (KB) 10,485,759 7,340,032 3,145,727
Partitions C t S KB 5,222,848 3,430,528 1,792,320
e : urrent Size
Replication Filters (Ke) EE: L o
. Items Cached 1,093,098 661,038 432,060
Agent Triggers ;
Backeround Process Settings old \-‘erstons Clached 4] 4] o
Agent Synchronization Old Versions Size (KB) 0 0 0
schema Synchrafri zation Database Cache Statistics
Batabase Gache Hits 171,831,999 78,446,064 93,385,935
Login Settings Hit Looks 330,453,528 186,887,199 143,566,329
Permanent Settings Faults 1,829,323 1,397,263 432,060
Clone DIB Set Fault Looks 3,345,587 2,604,931 740,656
Diagnostic Logger Requests Serviced from Cache (%) 98 98 99
o _ Clear statistics |

Agent Summary
Agent Synchronization

Known Servers

Database Cache Configuration

Dynamic Adjust

Cache Adjust Percentage iD

Schema "a of Available Memory
il Confi ti ; i | ; m |
= = Cache Size Constraints =0 KB < Total Available Memory - |0 KB
Agent Health — =
Agent Process Status
Agent Mtf\"lt‘y’ Hard Limit (L}
Connections Cache Maximum Size KB
Error Index

Block Cache Percentage 30 :‘3:

Cache Adjust Interval '_1_5 | secs

Cache Cleanup Interval 1 5 | secs

Cache Settings Permanent (5]

Submit

The Database Information section of the page shows the size of your DIB in KBs. In this example, the
DIB is about 4 GBs. It is hard-coded to use 10 GBs of RAM for the cache. The DIB has about 400,000

users and 100,000 groups.

To monitor the cache statistics, locate the Database Cache section on the page.

About 5.2 GB of the 10 GB allocated is actually used by the cache. When it reaches the maximum
allocated size, eDirectory divides the memory into equal parts, as the Max Entry and Max Block lines
show. To change this configuration, use the Block Cache percentage option at the bottom of the

page.

You can assign nearly fifty percent of the memory to the cache in normal cases. A new installation of
eDirectory on a Linux system defaults to 200 MBs. You can change it for your requirements.
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You can view and change the cache settings from the Database Cache Configuration section.
eDirectory supports static and dynamic memory allocation. Static allocation is predictable and does
not pose maintenance overhead for the underlying operating system. You are recommended to use
static memory allocation, but consider your environment before making the selection. For more
information about controlling the cache memory consumption of eDirectory, see the eDirectory
Tuning Guide (https://www.netig.com/documentation/edirectory-92/edir_tuning/data/
bgmivb8.html).

You can also view status of hits and misses to the cache from this section. In this example, 98% of the
hits were served from the cache. Like all caches, it may take some time for the cache to build up
after a service restart.

You can link to the Agent Summary, Agent Information, Agent Configuration, Trace Configuration,
DSRepair, Reports, and Search pages from any iMonitor page by using the icons in the Navigator
frame. You can also log in or link to the NetlQ Support Web page from any iMonitor page. For more
information about iMonitor and the features it provides, see iMonitor Features (https://
www.netig.com/documentation/edirectory-92/edir_admin/data/blgkpdzf.html#tblh7wmyw) in the
eDirectory Administration Guide.

Disabling the Nested Group Search

This section only applies when you are using Identity Manager 4.8.5 or later versions.

Groups that are members of a parent group or contain child groups are referred to as nested groups.
If you are using groups to manage permissions, a nested group will allow members to inherit
permissions from the parent group.

When a user launches the Identity Applications Dashboard, the application searches for the user's
group membership attribute and displays the permissions granted through direct group assignments
as well as the permissions inherited by virtue of the nested group. Since nested group search is
enabled by default, Identity Applications users may experience a delay in loading the Dashboard and
Applications pages. If you want to disable the default nested group search and have it only check for
direct group assignments, add the following property to thei sm confi gurati on. properties
file and restart Tomcat:

Di rectoryServi ce/ real ns/jndi/ paranms/ USE_NESTED_CROUPS=f al se
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Customizing the Identity Applications for
Your Enterprise

Identity Manager provides several tools for localizing or customizing the content in the identity
applications user interface. This section helps you perform the following activities:

*

*

“Linking the Dashboard to External Applications” on page 114
“Customizing the Look of the User Interfaces” on page 114

“Localizing the Text in the Interfaces” on page 116

“Adding a Language to the Identity Applications” on page 121
“Configuring User Names” on page 128

“Configuring Email Notification Templates for the Dashboard” on page 130
“Configuring Forgot Password? Functionality” on page 131

“Ensuring that Characters Display Properly in Role Report PDF Files” on page 132
“Ensuring that Dates Display Correctly in Norwegian” on page 133
“Configuring Client Settings Mode” on page 133

“Copying the Client Settings” on page 134

“Copying the Workflow Migration” on page 136

“Changing Identity Applications Client Settings” on page 139

“Hiding the Navigation Items from User Interface” on page 152

“Configuring Separation of Duties Properties” on page 153

For more information about... See...

Setting the preferred locale “Specifying Locales and Localization Resource
Groups” in the NetlQ Identity Manager -
Administrator’s Guide to Designing the Identity

Applications
Localizing email templates “Adding Localized Email Templates” on page 289
Localizing challenge questions “Security Best Practices” in the Net/Q Identity

Manager Security Guide

Localizing provisioning objects or customizing their “Localizing Provisioning Objects,” in the Net/Q
display text, such as: Identity Manager - Administrator’s Guide to

Designing the Identity Applications
+ Directory abstraction layer objects

* Provisioning request definitions

+ Workflow activity display names
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Linking the Dashboard to External Applications

You can modify the Applications page in the Dashboard to display all the applications, activities, and
permissions that you want users to access. To ensure that users can access Identity Reporting and
SSPR, add the following types of links to the Applications page:

Activity Link to...
Run identity reports Identity Reporting
Manage password Self-service Password Reset

Managing Featured Items

You can modify the Applications page to display all the applications, activities, and permissions that
you want users to access. By default, the identity applications provide a Home items category, which
cannot be deleted.

You can create any number of applications and permissions that you might want to add to the
Applications page. You can create or modify the categories to organize the Applications items.

For more information about customizing the Applications page, click (2} on the Dashboard.

Customizing the Look of the User Interfaces

The Dashboard allows you to modify the product title, logo, and colors in the header to meet your
organization’s branding requirements. In the footer you can customize with copyright/Trademark
and contact information. The identity applications provides a set of built-in themes that you can
apply to the look and feel of the user interface. You can also customize one of these themes or
create your own for branding purposes.

+ “Applying Your Organization’s Brand to the Dashboard” on page 114

+ “Adding Product title in your language to the Dashboard” on page 115

+ “Applying a Cascading Style Sheet to the Dashboard” on page 115

Applying Your Organization’s Brand to the Dashboard

You can use your organization’s logo and name in the header and footer of the Dashboard. You also
can specify your brand colors and localize the content in the header. For more information about

applying your brand to the Dashboard, click &} on the Dashboard and see Client Customization >
Customize the User Interface > Customize the Branding.
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Adding Product title in your language to the Dashboard

In Dashboard, when you localize labels, text in language other than English, the organization's
branding in the header has to be configured manually in that language from the Settings page.

To set a product title, say NetlQ Identity Manager in Swedish language, go to Settings > Branding >
Header, click Show languages and enter the title in the Swedish language text field. Save the changes.

A list of supported language is provided below:

+ Chinese (China)
+ Portuguese

* French

+ Russian

+ Japanese

+ Chinese (Taiwan)
+ [talian

+ Danish

¢ German

+ Spanish

+ English

+ Norwegian

+ Swedish

+ Czech

+ Dutch

+ Hebrew*

+ Polish*

* Supported from Identity Manager 4.8.1.

Applying a Cascading Style Sheet to the Dashboard

You can change the appearance of the Dashboard user interface by using your own cascading style
sheet (css). The i dndash. war supports customization through a file called cust om c¢ss. It looks
for this file in a directory called net i g_cust om _css within the home directory of the user that
started Tomcat on the server where the application server is running.

By default, this user is novl ua, so the home directory is / hone/ user s/ novl ua. If acust om css
file exists, it overrides the default style sheet file provided with the Dashboard.
1 Addyour cust om css file to the neti g_cust om css folder.

2 If Tomcat is already running, refresh your browser to see the changes. Otherwise, restart
Tomcat and clear the cache from your browser.

NOTE: This is applicable for Legacy Forms only.
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Localizing the Text in the Interfaces

The text displayed in the identity applications is stored in either a set of language-based JSON files,
language-based JAR files, or properties files located in the User Application WAR and User

Application driver. In general, the file name includes a reference to the language. For example, the
English language strings for the identity applications are stored in the User AppStri ngs_en. JAR

NOTE: The labels and string text typically change between versions. This means that you have to
apply your string changes or customizations to each new release.

+ “Localizing the Labels in the Dashboard” on page 116
+ “Modifying the Text of the Application Tab” on page 117
¢ “Localizing Text Stored in the JAR Files” on page 118
You can also translate or localize the names and descriptions of provisioning objects in the Directory

Abstraction Layer, Provisioning Request Definition, and Role Catalog. For more information, see
Localizing Provisioning Objects.

Localizing the Labels in the Dashboard

Some organizations might want to customize the default names for the fields and navigation items in
the Dashboard. This procedure describes the process for updating the downloadable . properti es
files.

WARNING: Do not modify any text in the code string before the = sign. For example, cat egory-
f eat ured- 47- nane =. The Dashboard might not function appropriately if you change the code
string incorrectly.

1 Login to the Identity Manager Dashboard.
2 Select Applications > i,
3 On the Manage Applications page, select the Localization icon.

The Dashboard lists the . properti es files by language.

Language Locale Designation

Chinese (China) zh_CN

Chinese (Taiwan) zh_TW

Czech cs
Danish da
Dutch nl
English en
French fr
German de
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Language Locale Designation

Hebrew* iw
Italian it
Japanese ja
Polish* pl
Norwegian nb
Portuguese pt
Russian ru
Spanish es
Swedish sv

* Supported from Identity Manager 4.8.1.

4 In the Languages window, download the . properti es file for each language that you want to
localize.

Depending on your browser settings, you might be prompted for the download path.

NOTE: If prompted, do not rename the . properti es file. The Dashboard cannot upload a file
that does not match the expected name.

5 In a text editor, customize the displayed text for the attributes that you want to change.
For example, if you download the sv. properti es file to localize the Dashboard in Swedish,
modify the properties file as follows:

# English value: My Category
category-featured-47-name = M n kat egori

NOTE: If you want to use double-byte or extended characters in the properties file, ensure that
you save the file using the correct encoding.

Save and close the file.
In the Languages window, upload the modified file to the appropriate language.

Close the Languages window, then select Edit Done.

O 0 N O

Refresh the browser window to view the changes.

NOTE: Depending on the browser settings, you might need to log out of the Dashboard, clear
the cache in the browser, then log in again.

Modifying the Text of the Application Tab

You can modify the menu text and the header on the Application tab.
To change the Application menu text:

1 Log in to the Identity Manager Dashboard.
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Select Applications > ic:,

On the Manage Applications page, select @

On the Languages page, click &3 next to the language file you want to download. For example,
Engli sh.

Modify the following line in the downloaded file. For example en. properti es.

| abel - menu-mai n = Application

For example, you can modify the above line to:

| abel - menu-mai n = Applicati ons Menu

Save the en. properti es file.

7 Click €% next to English to upload the en. properti es file.

8

1

2

3

4

Refresh the browser.

To change the header on the Applications Page:

Navigate to the / opt / neti g/ i dml apps/t ontat/webapps/i dnmdash/i 18n/j son/
directory.

Edit the DashSt ri ngsRsrc_<I anguage>. j son file, where < anguage> is the language file
that you want to modify. For example, DashSt ri ngsRsrc_en. j son.

Modify the following line:

"Applications": "Applications"

For example, you can modify the above line to:
"Applications": Applications List",

Refresh the browser.

Localizing Text Stored in the JAR Files

The text strings stored in the WAR files are found in a language-based . j ar file. These . j ar files
include various . properti es files, which you can customize for the RBPM Configuration Utility as
well as most of the Dashboard and identity applications interfaces. You can also customize the labels
for One SSO Provider (OSP).

WARNING: Do not modify any text in the code string before the = sign. For example, cat egory-
feat ured- 47- nane =. The identity applications might not function appropriately if you change
the code string incorrectly.

*

*

The . j ar files are located by default in the following directories.

Identity applications: / opt / neti g/ i dnf apps/ User Appl i cation/1 10n-resources/
user app

For example, User AppStri ngs_<l ocal e>. j ar
OSP:/opt/netig/idm apps/ osp/ osp-extras/|10n-resources

For example, osp- cust om r esour ce. j ar
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Customizing Strings for Identity Applications

To customize strings for identity applications:

1
2
3
4

10

11

Log in to the server where you installed the identity applications.
Identify the WAR file for the identity application that you want to modify.
In the WAR file, locate the . j ar file(s) that you want to update.

Copy the . j ar files that you want to update to a temporary directory.

WARNING: Do not change the file names or directory structure of the . j ar files.

To access the . properti es filesin each . j ar file in the temporary directory, complete one of
the following actions:

+ Extract the . properti es files
+ Use WinRAR to open each . properti es file

For example, access the QAut hManager Rsr c_en. properti es file in the
User AppStrings_en. JAR

Browse the file directory to the . properti es file that you want to edit.
For example, User AppStrings_fr. properties.

In a text editor, customize the displayed text for the content that you want to change.

WARNING: Do not modify any text in the code string before the = sign. For example,
ADM N_PASSWORD=. The identity applications might not function appropriately if you change
the code string incorrectly.

Save and close the editor.

To apply your changes to the application, complete the following steps:

WARNING: Do not change the file names or directory structure of the . j ar and WAR files.

9a Using the Java JDK jar program, add the properties files back to the . j ar file.

9b Add the modified . j ar to the appropriate WAR file, maintaining the folder location within
the WAR.

You can use the Java JDK Jar program. For example:
jar -uvf | DMPRov. WAR VEB- | NF/ | i b/ User AppStrings_fr.jar

9¢ Redeploy the WAR file to your application server.
Stop Tomcat.

For example:
systentt| stop netig-tontat

Delete all files and folders in the following directories:

+ Tomcat temporary directory, located by defaultin/ opt / neti g/ i dnf apps/tontat/
tenp
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+ Catalina directory, located by default in/ opt / neti q/ i dnf apps/t ontat/ wor k/
Catal i na

You can view the log files and delete all log files from the t ontat / | ogs directory, located
by defaultin/ opt/ neti q/i dnml apps/tontat/| ogs.

12 Start Tomcat.

For example:

systentt|l start netig-tontat

13 Before logging in to the identity applications, clear the browser cache to ensure that the

browser displays your changes.

14 To test your changes, complete the following steps:

14a Access the identity application that you modified.

14b Using your list of changes, review each occurrence of the string you changed to determine
if you made the change appropriately.

Customizing Strings for OSP

To customize the strings on the OSP login page:

1 Login to the server where OSP is installed.

2 Navigate to osp- extras/| 10n-resour ces.

By default, it is located in/ opt / neti g/ i dnf apps/ osp/ osp- extras/| 10n-resources.

3 Back up osp-cust omresources. j ar file.

Copy the backed up osp- cust om r esour ces. j ar to a temporary directory.

5 Extract the osp-cust om resources. j ar file in the temporary directory.

For example:j ar xf osp-customresources.jar

NOTE: Make sure that you have maintained the existing directory structure during extraction.

Navigate to r esour ces folder and open
oi dp_enduser _cust om resources_en_US. properti es file and uncomment the
following properties:

WARNING: Do not modify any text in the code string before the = sign. For example,
ADM N_PASSWORD=. The identity applications might not function appropriately if you change
the code string incorrectly.

## Organi zation nanme [nbsp], [reg], [tnm, [anp], [br], [plus], [apos]
are pseudo-tags

## that are converted at runtinme into appropriate HTM.

O DPENDUSER. Logi nPr oduct Nane=Conpany[ nbsp] Nare[ r eg]

## \Whet her the conpany or product nanme shoul d be displayed in the login
pages: "true" or "fal se"
O DPENDUSER. Logi nProduct NaneDi spl ay=true

These properties modify the banner name on the login page. You can uncomment other
properties and change them to localize different texts on the login page.
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7 Save and close the editor.
8 Stop Tomcat.

For example:
systentt|l stop netig-tontat

9 To apply your changes to the application, complete the following steps:

WARNING: Do not change the file names or directory structure of . j ar and WAR files.

9a Using the Java JDK jar program, add the properties files back to the . j ar file.

9b Update the osp- cust om r esour ces. j ar with the customized properties files in the
temporary directory.

You can use the Java JDK Jar program. For example:

jar -uf osp-customresources.jar resources/
oi dp_enduser_custom resources_en_US. properties

9c Copy the updated osp- cust om resources. j ar tothetoncat/|i b directory.
10 Delete all files and folders in the following directories:

+ Tomcat temporary directory, located by default in/ opt / neti g/ i dnf apps/t ontat/

tenp
+ Catalina directory, located by default in/ opt / neti q/ i dml apps/t ontat/ wor k/
Catal i na

11 Start Tomcat.

For example:
systentt|l start netig-tontat

12 Before logging in to the identity applications, clear the browser cache to ensure that the
browser displays your changes.

Adding a Language to the Identity Applications

If the default languages for Identity Manager do not meet your organization’s needs, you can
translate the strings and user interface content to a different language. For example, you might want
to interact with the identity applications in Norwegian (language code=nb). To translate content to a
non-default language, you can copy the . properti es files of an existing language.

To complete this process, we recommend perform the following steps in the listed order.

Checklist Items

D 1. Configure the identity applications to support the new language. For more information, see
“Adding the New Language to the Identity Applications” on page 122.

D 2. Copy an existing set of files that you can use as a template for translating to the new
language. For more information, see “Preparing Files for Translation” on page 123.

D 3. Translate the files.
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Checklist Items

4. Change the default language to the new language. For more information, see “Changing the
Default Language” on page 126.

5. Add the translated files to the appropriate locations, such as WAR files or upload to the user
interface. For more information, see “Add the Translated Files to the Proper Locations” on
page 126.

o OO

6. Update notification templates using Designer. For more information, see “Updating an Email
Notification Template” on page 127.

a

7. Verify that the identity applications display the appropriate content. For more information,
see “Verifying the New Translations” on page 127.

Adding the New Language to the Identity Applications

You must configure the identity applications to support the new language. You can perform this
action in iManager.

1
2
3

Log in to iManager as an Administrator.

Click icon for View Objects.

In the Tree tab, navigate to Context > Driver Set > Driver > AppConfig > AppDefs.
For example, netiq > TestDrivers > UserAppDriver > AppConfig > AppDefs.

Click locale-configuration.

5 In the Valued Attributes list, select XmlIData, then click Edit.

In the Edit Attribute window, search for <l ocal e code" =xx> </ | ocal e> and create similar
tags with the values for the language that you want to support.

Ensure that you verify the language code.

Search <support ed- | ocal e>xx</ support ed- | ocal e>and add a new tag with the newly
created language code. For example:

<support ed- | ocal e>en</ support ed-| ocal e>

Click OK, then OK again.

9 Restart the application server.

10

To verify that the identity applications can display the new language, complete the following
steps:

10a Log in to the Dashboard as an administrator.
10b Select Applications > :2:.
10c On the Manage Applications page, select the Localize icon.
The Dashboard lists the . properti es files by language.
10d Verify that the language you added to iManager appears in the list of Languages.

Although the Dashboard displays a Download option for the new language, there is not
content to download. To create that content, continue to “Preparing Files for Translation”
on page 123.
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Preparing Files for Translation

The identity applications display content from several types of language-based . pr operti es files
from the following sources:

+ . json files, such as DashStri ngsRsrc_en. j son

NOTE: This only applies to Identity Manager 4.8.x, where x is 0 to 5.

+ . json files, such as Adm nStri ngsRsrc_en. j son
+ .jar files, such as User AppStrings_en.jar

WARNING: Do not change the directory structure of the . j ar files or modify any text in the

code strings before the = sign. The identity applications might not function if you make
inappropriate alterations.

+ Downloadable files, such as | ocal i zedLabel s_en. properties

To make it easy to modify the content that the identity applications source from the WAR files,

we enable you to download the . properti es files directly from the Dashboard. You do not
need to edit the WAR files.

You use different tools to customize the text depending on where the text is stored. To ensure that
all content appears in your preferred language, you must translate all of the files. This procedure

assumes that you will translate English . properti es files to the new language, rather than starting
from another language such as French.

For more information about customizing the interface content, see “Localizing the Text in the
Interfaces” on page 116.

To prepare files for translation:

1 Complete the steps in “Adding the New Language to the Identity Applications” on page 122.

2 To prepare the file that the Dashboard uses for labels in the user interface, complete the
following steps:

2a To download a file to use as the template for translation, complete the procedure in
“Localizing the Labels in the Dashboard” on page 116.

2b Change the locale code in the file name to represent the language that you want to add.
For example, to add Norwegian, change
| ocal i zedLabel s_en. properties
to

| ocal i zedLabel s_nb. properties

3 To prepare the contentin the . j ar files, complete the following steps:

3a Create backup copies of the . j ar files that you want to translate. Store the backups in a
safe location.

For more information about updating . j ar files, see “Localizing Text Stored in the JAR
Files” on page 118.

3b Copythe. | ar files that you want to translate to a temporary directory.
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You will need these files again after the translations are complete.

3c To access the . properti es filesin each . j ar file in the temporary directory, complete
one of the following actions:

+ Extract the English . properti es files
+ Open the properties file in WinRAR

For example, access the QAut hManager Rsr c_en. properti es file in the
User AppStrings_en. JAR

3d Foreach. properti es file, change the locale code in the file name to represent the
language that you want to add.

For example, to add Norwegian, change
QAut hManager Rsrc_en. properties
to

QAut hManager Rsrc_nb. properties

3e Within each . properti es file, change the language code in the key BUNDLE_LOCALE to
represent the language that you want to add.

For example, to add Norwegian, change
BUNDLE_LOCALE=en

to

BUNDLE_LCOCALE=nb

3f (Conditional) If a string that you want to translate and use in the . properti es file has a
comment, you must un-comment it.

For example, change

#0O DPENDUSER. 50048=Next
to

O DPENDUSER. 50048=Next

3g Create. j ar files to contain the . properti es files that you want to translate.
For example, for the Norwegian translator, you might create User AppStri ngs_nb. j ar.
The new . j ar files must mimic the directory structure of the original files.

3h Addthe. properti es files that are ready for translation to the new, appropriate . j ar
files.

For example, add the QAut hManager Rsr c_nb. properti es file to the
User AppStrings_nb.j ar file.
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To prepare the content in the .json files, complete the following steps:
4a Locate the files as described in “Localizing Text Stored in the JAR Files” on page 118.

Provide the . j ar files, | ocal i zedLabel s_xx. properti es files, and . j son files to your
translator.

WARNING: Ensure that the translator maintains the file names and directory structure of the
. j ar files. Also, do not modify any text in the code string before the = sign. For example,
com netig. UA persistence. ops. AttributeDefinition. USER gui d=. The identity
applications might not function if you make inappropriate alterations.

(Conditional) For Identity Manager 4.8.x, where x is 0 to 5.
To add the supported locale for i dmadmi n. war, perform the following steps:

6a Navigate to i dmadmi n. war and open this file using Winrar.
\opt\netig\idm apps\tontat\webapps\idmadmi n. war

6b Add the new Admi nSt ri ngsRsrc_xx. j son file and validate this file.
\i dmadmi n. war\ asset s\ i 18n\

(Conditional) For Identity Manager 4.8.x, where x is 0 to 5.
To change the supported locale for i dnmadni n. war , perform the following steps:

7a Navigate to i dmadmi n. war and open this file using Winrar.
\opt\netiqg\idm apps\tontat\webapps\idnmadm n. war

7b Edit the Admi nSt ri ngsRsr c_xx. j son file and validate this file.
\'i dmadmi n. war\ asset s\i 18n\

7c Copy the edited Admi nStri ngsRsrc_xx. j son file to the following location.

\'i dmadm n. war \ asset s\i 18n\

8 (Conditional) For Identity Manager 4.8.x, where x is 6, 7, and later.

To add the supported locale for i dndash. war , perform the following steps:
8a Navigate to i dnmdash. war and open this file using WinRAR.

\opt\netig\idm apps\tontat\webapps\idndash. war
8b Edit the Admi nSt ri ngsRsrc_xx. j son file and validate this file.
\i dndash. war\ asset s\ i 18n\
8c Copy the edited Admi nSt ri ngsRsr c_xx. j son file to the following location.

\'i dndash. war\ asset s\i 18n\

IMPORTANT: Make sure that the Adni nSt ri ngsRsr c_xx. j son file is present in the
\'i dndash. war\ asset s\ i 18n\ folder before changing the preferred locale on the
Dashboard’s My Profile page.
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Changing the Default Language

The conf i gupdat e Utility controls which languages appear in the identity applications and sets the
default language. Perform this procedure when you are ready to add new translations to the identity
applications.

1 Complete the steps in “Preparing Files for Translation” on page 123.

2 In aterminal, navigate to the conf i gupdat e directory, located by defaultin/ opt/ neti g/
i dnf apps/ confi gupdate or C:\ Net | Qi dml apps\ confi gupdat e.

3 At the command prompt, use one of the following methods to run the configuration utility:
¢ Linux: ./configupdate. sh
+ Windows: confi gupdat e. bat

NOTE: You might need to wait a few minutes for the utility to start up.

4 Select Miscellaneous.

5 For Supported Locales, add the locale code that represents the language(s) that you want to
include. Use a pipe sign to separate entries.

For example, enter | nb for Norwegian.
6 For Default Locale, specify the language that you want to use.
For example, enter nb for Norwegian.

7 Save your changes and close the utility.

Add the Translated Files to the Proper Locations

After translations are completed, you can add the translated files to their appropriate WAR and
uploaded locations.
1 Login to the server where you installed the identity applications.

2 Copythe.j ar file(s) to WEB- I NF/ | i b/, by defaultin the / opt/ neti g/ i dm apps/tontat/
webapps/ | DMPr ov/ directory.

3 Upload the . j son file to/ hone/ user s/ novl ua/ neti q_cust om css.
4 Stop Tomcat.

For example:
systentt|l stop netig-tontat

5 Delete all files and folders in the following Tomcat directories:
+ tenp, located by defaultin/ opt/ neti g/ i dml apps/ t ontat
¢ Catalina,located by defaultin/ opt/ neti g/i dnl apps/tontat/work

6 Delete all log files from the Tomcat | ogs directory, located by defaultin/ opt/ neti g/ i dmf
apps/tontat.

7 Start Tomcat.

For example:

systenttl start netig-tontat
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8 To upload the label files, complete the following steps:
8a Login to the Dashboard as an administrator.
8b Select Applications > iZ:.
8c On the Manage Applications page, select the Localize icon.
8d For the language that you added to the identity applications, select Upload.

For example, if you added the locale code for Norwegian, upload the
| ocal i zedLabel s_nb. properti es file.

8e Refresh the browser window to view the changes.

NOTE: Depending on the browser settings, you might need to log out, clear the cache in
the browser, then log in again.

Updating an Email Notification Template

After adding a language to the identity applications, update the notification templates for the newly
added language using Designer.

1 Ensure that your localized notification template includes an appropriate locale code in the
filename.

If you are updating the localized template for Norwegian language, ensure your template’s
fiename includes. nb. For example Enai | Based Approval Tenpl ates. nb

2 Import the modified notification template into Default Notification Collection.
2a Right-click Default Notification Collection and select Import Templates from File.
2b Browse to and select the notification template.

3 Right-click Default Notification Template and select Live > Deploy.

Verifying the New Translations

1 In a browser, clear the browser cache.
2 Change the browser language to the language that you added.
3 Enter the URL for the identity applications.

If you did not translate the content in the OSP . j ar files, the login page continues to appear in
the default language.

4 login.

5 Observe the translated content.
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Configuring User Names

The Dashboard and the identity applications allow you to configure the format of displayed user
names in your environment based on the user’s current locale. To simply name entry, the identity
applications attempt to complete the names as you type them based on the information in the
database.

+ “Configuring the Format of Displayed User Names” on page 128

+ “Enabling Localized User Names in Typeahead Fields” on page 129

+ “Configuring the Attribute for Sorting Users in Dashboard” on page 129

Configuring the Format of Displayed User Names

The Dashboard and the identity applications allow you to configure the format of displayed user
names in your environment based on the user’s current locale.

You can then use localized user names in Approval forms, using the literal
% ocal eFor mat t edFul | Name%for forms with the User entity definition key. For more
information about creating or configuring forms in Designer, see “Creating Forms for a Provisioning
Request Definition”, in the Net!Q Identity Manager - Administrator’s Guide to Designing the Identity
Applications.

1 Start Designer.
Open your current project and click the project name in the Outline view.
In the Provisioning view, right-click Full Name and select Edit.
In the Directory Abstraction Layer editor, expand Entities > Full Name.

Select the locale name pattern that you want to modify.

O 1 A W N

Modify the Calculated Attribute expression to specify the format you want to use for the locale.
For example, if you want to display the user’s surname first and given name second, modify the
expression as follows:

attr.getVal ue("Surnane”) + " " + attr.getValue("G ven Nanme")

You can either modify the expression manually in the Expression field or click the Build
ECMAScript Expression icon and use the ECMA Expression Builder to modify the expression. For
more information about modifying ECMAScript expressions, see “Working with ECMA
Expressions” in the Net/Q Identity Manager - Administrator’s Guide to Designing the Identity
Applications.

7 Save your changes to the locale name pattern.
8 Repeat Step 5 through Step 7 for each name pattern you want to configure.
9 When finished, close the Directory Abstraction Layer editor.
10 In the Modeler, right-click the User Application driver and select Driver > Deploy.
11 Click Deploy, then click Yes to restart the driver.
12 Click OK.
The Assigned To column on Dashboard’s Tasks page (for both Self and Others) is configured by

default to display the addr esseeFi r st nane attribute of a user entity. As a result, Dashboard
ignores the locale name pattern you configured for the displayed user name. You can change the
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default setting in Identity Manager 4.8.7 and onwards by adding the
comnetiq.idmisAddresseSupport NameFor matti ng property to thei sm
configuration. properti es file. When set to true, the property checks whether the format of
the displayed user full name matches the format specified in the Calculated Attribute expression in
the Full Name entity and display the user’s full name in the Assigned To column based on the locale
name pattern configured. Note that if you do not add the property or set it to false, then Dashboard
will use the addr esseeFi r st nane attribute to display the user name.

Enabling Localized User Names in Typeahead Fields

After you configure the Ful | Nane entity in the Directory Abstraction Layer, the identity
applications automatically display user names formatted by locale.

However, to use user names with localized name formatting in typeahead fields within the identity
applications, you must create one or more custom registry entries. The identity applications use
typeahead controls when a supervisor wants to manage a specific or team, and the typeahead
controls do not use the %.ocal eFor mat t edFul | Name%dliteral.

1 Inthe conf directory of your application server installation, create an empty file with the file
name Ul Cont r ol Regi stry_Cust onProps. xm .

2 Open the User Application WAR, | DMPr ov. war by default, and extract the contents.

3 Locate the Ul Cont rol Regi stry. xm file in the WAR’s WEB- | NF directory.

4 Inthe Ul Control Regi stry. xm file, locate the entries for the User DNLookup and
User | nTeanDNLookup keys.

5 Copy the <regi stry>element, <ctrl s> element, and both keys to the
U Control Regi stry_ Cust onProps. xnl file.

6 Modify the di spl ay- exp property of each of the copied keys as follows:
<prop nane="di spl ay-exp" type="string">
<val ue>Fi r st Name Last Nanme</val ue>

<val ue xm :1ang="en">Last Nane First Nane</val ue>
</ pr op>

7 Create an xni : | ang value for each localized name format you want to use. You can include a
value for each language supported by the identity applications.
8 Save and close the Ul Cont r ol Regi stry_Cust onProps. xml file.

9 Restart Tomcat.

Configuring the Attribute for Sorting Users in Dashboard

By default, the Identity Applications sorts the list of users on the Dashboard based on the Fi r st
Nane attribute, irrespective of the user name format configured by the administrator in the
Directory Abstraction Layer (DAL). For example, if the administrator has configured the Ful | Nane
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entity to display the user’s surname first and the given name second, then the Dashboard will
display a user, John Smith as Smith John, where Smith is the surname and John the given name.
However, it will use John (first name of the user) while sorting the order in the list.

Identity Applications provides you an option to change the default setting and sort users based on
the attribute of your choice. You must provide the key value of the attribute for sorting. For example,
add the property com neti g. i dm user. sort col =Last Nane in thei sm

configuration. properti es file to sort the users by the Last Nane.

Consider the following while configuring the property for sorting users:

+ You can specify only one attribute for the com neti g. i dm user. sort col property.

+ If the configured attribute is not part of the compound index or DAL, the application resets the
property com neti q.i dm user. sortcol to the default value, Fi r st Nane in thei sm
configuration. properti es file. Consequently, the users are sorted based on their
Fi r st Nane attribute.

+ Server side sort uses sorting key attributes such as Given Name and Surname in the compound
index to perform searches. The application sorts the data based on the order in which these
attributes have been configured. The attribute set for the com neti g. i dm user. sort col
property is used as first sorting key, whereas the second sorting key attribute is selected by the
application. For example, when the com neti g. i dm user. sort col property is set to
Last Nane, the application uses Surname as the first sorting key attribute and Given Name as
second sorting key attribute while sorting the users. Similarly, if you set the property as
com netiq.idmuser. sortcol =Tel ephoneNunber, the users will be sorted using the
Telephone Number and Surname as the first and second sorting attribute respectively.

For more information on compound indexes, see “Enabling Compound Index on Identity Vault
Attributes” on page 106.

Configuring Email Notification Templates for the
Dashboard

By default, email notification templates in Identity Manager direct recipients to the identity
applications. To direct recipients to the Dashboard, you must modify the default email notification
templates in Designer.

NOTE: *Not all notification templates include links to the identity applications.

+ Modifying an existing notification template marks that template as customized in Designer.

To direct recipients to the Dashboard:

1 Start Designer.
2 Make sure you have imported email notification templates into your Designer project.

3 In the Outline view, right-click the notification template you want to modify and select Copy.
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NOTE: We recommend you create and modify a copy of the original notification template you
want to configure, rather than modifying the original. You can then specify the “Identity
Manager Dashboard” version of the template in any workflows where you want users to use the
Dashboard, and not modify the workflows where you want users to use the identity
applications.

4 Specify a name for the copied template and click OK.
5 Right-click the copied template and select Edit, then click Yes to confirm.

6 (Optional) To remove all links to the identity applications, change all instances of the following
text:

$PROTOCOLS: / / $HOSTS: $PORTS/ $TASKLI ST _CONTEXT$
to:
$PROTOCOLS: / / $HOSTS: $PORTS/ i dndash/ #t asks

7 (Optional) To retain the existing identity applications links, add text similar to the following line
to the notification template message:

You can review your tasks list using the Dashboard at
$PROTOCOLS: / / $HOSTS: $PORTS/ i ddash/ #t asks.

8 When finished, save and close the notification template.

9 Repeat Step 3 through Step 8 for each notification template you want to modify, including any
localized templates.

10 Deploy the new templates to the Identity Vault.

11 Modify any workflows where the approver should use the Dashboard so the workflow uses the
new notification templates.

Configuring Forgot Password? Functionality

If you want the Dashboard login page to display the Forgot password? link, you must configure the
Password Management Settings in the Authentication tab of the conf i gupdat e utility and then
restart the Tomcat application server.

1 Launch the confi gupdat e utility from the command line: conf i gupdat e. sh or
confi gupdat e. bat

Navigate to Authentication > Password Management, then select Forgot Password.
Click OK.

Click Logout.

v A W N

To start Tomcat, enter the following command in a command prompt:
/etc/init.d/ netig-toncat restart

6 After Tomcat finishes restarting, go to the Dashboard login page to verify the page displays the
Forgot password? link.
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Ensuring that Characters Display Properly in Role Report
PDF Files

By default, the role report feature of the identity applications uses “UniGB-UCS2-H” for the PDF
encoding and “STSong-Light” for the PDF font for Chinese simplified, Chinese traditional, Russian and
Japanese locales. For the other locales, “Cp1252” is used for PDF encoding and “Helvetica” or
“Helvetica-Bold” is used for the PDF font.

If the user's browser locale or preferred locale is set to one of the above four locales, the report will
be able to display most of characters from these locales. However, some extended characters found
in 1ISO-8859 may not be displayed properly in the report.

Conversely, if the browser locale or preferred locale is not set to one of these four locales then some
Asian characters will not display properly.

To allow all characters to display properly in generated PDF files, you need to:

+ Edit the Configuration XML Data in iManager

+ Configure the identity applications

NOTE: You may also notice problems displaying some characters in role reports for languages that
are not in the standard set of supported languages. If you add a new language (such as Polish), you
may also need to perform the steps provided in this section to ensure that all characters display
properly for that language as well.

+ “Editing the Configuration XML Data in iManager” on page 132

Editing the Configuration XML Data in iManager

1 Login to iManager as your Administrator.
2 Click the View Objects icon.

3 Inthe, navigate to the following location:
Context > Driver Set > Driver > AppConfig > AppDefs
For example:
netigq > TestDrivers > User AppDriver > AppConfig > AppDefs

4 Click configuration.
5 In the Valued Attributes list, select Xm Dat a and click Edit.

6 Inthe Edit Attribute window, search for PREF_FONT and replace the corresponding <val ue></
val ue> with <val ue>Ari al uni . ttf </ val ue>.

7 Search for PREF_ENCCDI NGand replace the corresponding <val ue></ val ue> with
<val ue>l dentity- H</ val ue>.

8 Click OK, the click OK again.
9 Restart the User Application driver.
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Ensuring that Dates Display Correctly in Norwegian

For language codes no and nb, you need to perform a workaround to ensure that dates display
correctly in Norwegian. The Dat €. j s file contains no but not nb, however, the dmask value (dd/
MM yyyy) is not correct. For both no and nb, the format should be dd. MM yyyy.

To ensure that dates display correctly in Norwegian:

1 Copy the file com neti g/ common/ i 18n/ |1 18nDat eTi neRsr c_en. properti es, modifying
the locale portion of the file name to match the desired locale (for example,
| 18nDat eTi meRsrc_nb. properties).

2 Modify the format(s) in the file to match the desired format. There are four format types: short,
medium, long and full. These formats correspond to the java.text.DateFormat.SHORT,
.MEDIUM, .LONG and .FULL constants.

3 Add the file to the | DMPr ov. war under VEEB- | NF/ cl asses/ conl neti g/ cormon/i 18n
using the j ar utility (file must be placed in a directory corresponding to the above path).

jar uvf | DMProv. war
VEB- | NF/ cl asses/ coni neti g/ common/i 18n/ 1 18nDat eTi meRsrc_nb. properties

Configuring Client Settings Mode

An administrator with the Settings page navigation rights can configure multiple clients with
different settings using the Identity Manager dashboard. Administrator can decide to save these
configurations using the following modes as part of application configuration:

Using File System

By default, the client settings directory is stored in the <t ontat _base_f ol der >/ conf folder
when the directory is not configured. The clients settings configuration can also be stored in a clients
settings directory under the User Hone folder. The administrator needs to add the
comnetiq.idndash.client.settings.directoryintheism

configuration. properti es file with the appropriate value.

NOTE: You can set client settings directory as %user . home%to create the client settings directory
under the User Hone folder. You can also set the client setting directory as % at al i na. base%to
create the client setting folder under <t ontat _base_f ol der > folder. If you do not set the client
settings directory, the directory is created under the <t ontat _base_f ol der >/ conf folder.

Using Database

Administrator can also store the configuration in the CLI ENT_SETTI NGS table in the identity
applications database.

By default, the client settings configuration is stored in File System mode. The administrator can
specify the mode of saving the configuration in thei sm confi gurati on. properti es file. Add
thecom neti q.i dndash. client.settings. store. preference with an appropriate value in
thei sm configuration. properti es file. If you want to change the mode to database, set the
property value to dat abase. To return to the default mode, either set the property valuetofil e or
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remove the property
comnetiq.idnmdash. client.settings.store. preference=dat abase fromthei sm
configuration. properti es file.

IMPORTANT: *Always select the dat abase mode for saving the client settings configuration on
each node of the cluster environment for each node to share the settings.

+ To copy the client settings from File System to Database mode or vice versa, use the
M grati onSetti ngs migration utility as instructed in “Copying the Client Settings” on
page 134.

+ If you modify the client settings mode, you must also set the
com netiqg.idmrbpm updat eConfi g- On-Start Up propertytotrueintheism
configuration. properti esfile. By default, the property is set to f al se. Setting this
property to t r ue ensures that the application configurations are correctly refreshed and
updated in the database after Tomcat is restarted.

Copying the Client Settings

The Identity Applications client settings migration utility helps you copy the client settings from
Database to File System mode or vice versa. You can also use the utility to copy the client settings
from one Identity Applications server to another Identity Applications server, or just export the
settings, save them, and import them to another location a later time.

The migration utility is available as a zip file in the ISO files at <LI NUX_| SO>/ user _appl i cati on/
| DM Tool s and <W NDOWE | SO>/ | denti t yAppl i cati ons/| DM Tool s. When the file is
unzipped, a jar file and a silent properties file is extracted in the / opt/ neti g/ common/util s/ or
C:\netig\comon\util s\ on your file system.

Run the jar file in a command prompt using the following syntax:
java -jar MgrationSettings.jar [-optionl] [valuel]....[-optionN [val ueN|
The following options are supported with the jar file:

-e Export to a file nane. Exanple: clients.json

- | nport settings froma file nane. Exanple: clients.json

-sp Source Server protocol (http/https default: http)

-ss Source Server | P address (default: |ocal host)

-spo Source Server port (default: 8180)

-srctx Source Server RBPM Context (default: |DWProv)

-su Sour ce Usernane. Exanple: cn=uaadmi n, ou=sa, o=dat a

- spwd Sour ce Password

-dp Destination Server protocol (http/https default: http)
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-ds Destination Server |P adrress(default: |ocal host)

-dpo Destination Server port (default: 8180)

-drctx Destination Server RBPM Context (default: |DWrov)

-du Destinati on Usernanme. Exanple: cn=uaadni n, ou=sa, o=dat a
- dpwd Destinati on Password

-f <fil enane> Use this option to silently copy the settings. In a

silent node, the file reads the values fromthe silent property file. Using
this option overrides the other options passed to the mgration utility.

To copy the settings from one location to another location, you must specify the source and
destination details in the silent properties file as following:

source. protocol =http
source. i p=192.127.0.2

sour ce. port=8180

sour ce. r bpm web. cont ext =I DVPr ov

sour ce. user name=cn=uaadmi n, ou=sa, o=dat a
sour ce. passwor d=passwor d

destination. protocol =http
destination.ip=192.127.0.1

desti nation. port=8180

desti nation. rbpm web. cont ext =I DMPr ov
desti nati on. user nane=cn=uaadni n, ou=sa, o=dat a

desti nati on. passwor d=password

where sour ce specifies the location from where you want to copy the client settings and
dest i nat i on specifies the location to which you want to copy these settings. Location can be a
server, File System, or a Database.

NOTE: You must specify the values for the properties for the source. If you do not specify the value
for the password property in the silent properties file, the utility prompts you for the value when you
run it in the command line.

Perform the following actions to copy the client settings:

1 Log in as a root user to the destination computer where you want to move the client settings.

2 Open a terminal session.
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3 Specify the values for source and destination servers in the silent properties file.

4 Run the migration utility by entering the following command:
java -jar MgrationSettings.jar [-optionl] [valuel]....[-optionN
[ val ueN|
Examples
Example 1: java -jar MigrationSettings.jar -e settings.json -f silent.properties

This command copies all client settings into the settings.json file. This option is useful when you
want to save the exported settings.

Example 2: java -jar MigrationSettings.jar -i settings.json -f silent.properties

This command imports all client settings from the settings.json file to the destination server by
reading the values provided in the silent properties file.

Example 3: java -jar MigrationSettings.jar -e settings.json -sp http -ss localhost -spo 8180 -srctx
IDMProv -su cn= admin,ou=sa,o=data -spwd password

This command exports all client settings from the server whose details are provided in the command
prompt. This option is useful when you want to save the exported settings.

Example 4: java -jar MigrationSettings.jar -i settings.json -dp http -ds localhost -dpo 8180 -drctx
IDMProv -du cn=admin,ou=sa,o=data -dpwd password

This command copies all client settings stored in the settings.json file to the destination server
whose details are provided in the command prompt.

Copying the Workflow Migration

Identity Manager enables you to pause and resume in-progress workflows through REST APIs. This is
typically useful when you want to upgrade your workflow database without losing the workflow
states. The Identity Applications workflow migration utility helps you copy the workflow data from
one database to another database.

The migration utility is available as a zip file in the ISO files at <Ll NUX_| SO>/ user _appl i cati on/
| DM Tool s/ Wor kf | owM grati onAPI . zi p and <W NDOA5_| SO' | dent i t yAppl i cati ons/

| DM Tool s/ Wor kf | owM grati onAPI . zi p. Perform the following steps to copy the migration
data:

IMPORTANT: Before performing the data migration, you must stop the Roles and Resource Driver.
The Roles and Resource driver should not be started until the data export and import operations are
completed.

1 Copy the ISO file from <nount edl SO>/ user _appl i cati on/ | DM Tool s/
Wor kf | owM gr at i onAPI . zi p folder to / hone directory and unzip the file.

2 To copy the data from one location to another location, you must specify the source and
destination details in the silent properties file as following:
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sour ce. prot ocol =htt ps

source. i p=yourl P

sour ce. port =8543

sour ce. rbpm web. cont ext =I DMPr ov

sour ce. user name=cn=uaadni n, ou=sa, o=dat a
sour ce. passwor d=passwor d

desti nation. protocol =htt ps
destination.ip=yourlP

desti nation. port =8543

desti nation. rbpm web. cont ext =I DMPr ov
desti nati on. user name=cn=uaadni n, ou=sa, o=dat a
desti nati on. passwor d=password

connection. ti neout =10000000

Run the following commands to export data from their respective directories where you have
unzipped the ISO files based on your Operating System:

Linux: Run the following command for Linux:

[opt/netig/ coomon/jre/bin/java -jar Wrkfl owM grati onAPl.jar -e
filenane.zip -f silent.properties

Windows: Run the following command for Windows:

C:\ Net | Q Common\ JRE\ bi n\j ava -jar WorkflowM grationAPl.jar -e
filenane.zip -f silent.properties

Create a new database for workflow engine and update the newly created workflow database
details in the server. xnm file.

Setcom netig.idm creat e-db-on-startup attributetot rue inthei sm
configuration. properti es file.

Start the Tomcat server and ensure that the Workflow DB Schema has been created as part of
the Tomcat startup.

Run the following commands to import the data which was exported in step 3:

Linux: Run the following command on Linux:

[opt/netig/ coomon/jre/bin/java -jar Wrkfl owM grati onAPI.jar -i
filenane.zip -f silent.properties

Windows: Run the following command on Windows:
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C.\ Net | Q Common\ JRE\ bi n\java -jar WorkflowM grationAPl.jar -i
filenane.zip -f silent.properties

8 Start the Roles and Resource driver.

Workflow Migration Utility Command Usage
The following options are supported with the jar file:

-e Export to ZIP file nane. Exanple: wf_db_mgration.zip

- Inport data fromZI P file nanme. Exanple:
wf _db_migration.zip

-sp Source Server protocol (http/https default: https)
-Ss Source Server |P address (default: |ocal host)

-spo Source Server port (default: 8543)

-srctx Source Server RBPM Context (default: |DWProv)

-su Sour ce Usernane. Exanple: cn=uaadmi n, ou=sa, o=dat a

- spwd Sour ce Password

-dp Destination Server protocol (http/https default: https)
-ds Destination Server IP adrress(default: |ocal host)
-dpo Destination Server port (default: 8543)

-drctx Destination Server RBPM Context (default: |DVProv)
-du Destinati on Usernanme. Exanple: cn=uaadni n, ou=sa, o=dat a
- dpwd Destinati on Password

-f <filename> Use this option to silently copy the data. In a silent

node, the file reads the values fromthe silent property file. Using this
option overrides the other options passed to the mgration utility.

where sour ce specifies the location from where you want to copy the migration data and
dest i nat i on specifies the location to which you want to copy these data. Location can be a server,
File System, or a Database.

NOTE: You must specify the values for the properties for the source. If you do not specify the value
for the password property in the silent properties file, the utility prompts you for the value when you
run it in the command line.
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Perform the following actions to copy the migration data:
1 Login as a root user to the destination computer where you want to move the workflow
migration.
2 Open a terminal session.
3 Specify the values for source and destination servers in the silent properties file.

4 Run the migration utility by entering the following command:

java -jar WorkflowM grati onAPI.jar [-optionl] [valuel]....[-optionN
[ val ueN|

Examples
Example 1: java -jar WorkflowMigrationAPLl.jar -e wf_db_migration.zip -f silent.properties

This command copies all workflow migration data into the wf _db_mi grati on. zi p file. This option
is useful when you want to save the exported settings.

Example 2: java -jar WorkflowMigrationAPl.jar -i wf_db_migration.zip -f silent.properties

This command imports all workflow migration data from the wf _db_ni grati on. zi p file to the
destination server by reading the values provided in the silent properties file.

Example 3: java -jar WorkflowMigrationAPl.jar -e wf_db_migration.zip -sp http -ss localhost -spo
8543 -srctx IDMProv -su cn=uaadmin,ou=sa,o=data -spwd password

This command exports all workflow migration data from the server whose details are provided in the
command prompt. This option is useful when you want to save the exported settings.

Example 4: java -jar WorkflowMigrationAPl.jar -i wf_db_migration.zip -dp http -ds localhost -dpo
8543 -drctx IDMProv -du cn=uaadmin,ou=sa,o=data -dpwd password

This command copies all client settings stored in the wf _db_ni gr ati on. zi p file to the destination
server whose details are provided in the command prompt.

Changing Identity Applications Client Settings

Identity Manager Dashboard allows you to modify the settings for every client configured in identity
applications. An administrator must have access to Your ID > Settings page to modify the client
settings.

The Settings page also allow you to add a client settings in the identity applications. To add a new
client settings, click + and specify the Client Name and LDAP Filter to match. You can perform the
following activities in this page:

+ “Changing General Client Settings” on page 140

+ “Managing User Access” on page 140

+ “Customizing the Views” on page 141

+ “Changing the Client Branding Attributes” on page 148

+ “Configuring a Client Helpdesk” on page 148

+ “Managing Dashboard Widgets” on page 150
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¢ “Customizing the Organization Chart View” on page 151

+ “Deleting the Client Settings from Identity Applications” on page 152

Changing General Client Settings

The General tab allows you modify the basic client settings.

Client Name

Represents the name of a client.

LDAP Filter to match

Represents the condition that helps to determine the client settings to be applied for the logged
in user. If no condition is matching then it applies the default client settings.

Managing User Access

You can control user accesses using Access tab, this allows you to specify which user accounts are
trustees for the user and configuration based functions within the client. When a trustee logs in, the
application displays the page that has been provisioned. Otherwise, the page is hidden. You can add
users, groups, roles, and containers as trustees.

When configuring user access, you should consider the following conditions:

+ Make sure that the users specified in Trustees are having sufficient Identity Vault rights to
perform tasks within the Identity Applications. However, trustees can access the page but
operations on the page will fail if they do not have the proper Identity Vault rights.

+ Each Navigation item has a set of default trustees suitable for the services that can be accessed
through that page. However, if you remove all trustees for a navigation item, every user will be
able to access that page.

+ If a user does not have access to the default navigation (or to the default menu item within a
navigation area), the application redirects the user to the Dashboard page. The application
might also display an error message, such as when a user attempts to login to page without
proper authorization. The user can log in but will be directed to the Dashboard page.

+ When a user is in proxy mode, the application provides access according to the permissions for
the account being proxied, as opposed to the permissions for the logged in user. The proxy can
perform tasks on behalf of the other user but does not assume any of the role-type
permissions. For example, a user cannot perform Domain Administrator functions on behalf of
a Domain Administrator unless that user also has that role.

For more information, click (I} on the Dashboard.
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Customizing the Views

The Customization tab allows you to modify the Users page view for the selected client. You can
specify general settings for notifications and request forms. In Identity Manager 4.8.1 and later, you
can also modify the Organization Chart page view.

Select the following options from Navigation items to customize views for your client:

+ “User Settings” on page 141
+ “General Settings” on page 143
+ “Entity Settings” on page 145

User Settings

The User settings enable you to configure the attributes displayed in the Users page for the selected
client. In Identity Manager 4.8.1 and later, you can also configure the Organization Chart page
attributes.

Card View

Represents the attributes that you want the application to display by default when the user
selects Card View on the Users page. In Identity Manager 4.8.1 and later, these attributes will
also appear on a user’s card on the Organization Chart page.

By default, the Card View will display the full name of a user entity in addition to the attributes
that you choose to display. The Identity Applications retrieves the full name of the user entity
from the Identity Vault based on the full name entity settings.

IMPORTANT:

+ By default, the application displays only two primary and two secondary attributes on a
card, even if you add more than two for each attribute in the Card View. You can edit card
properties in the sample CSS file downloaded from the Settings page to display more
attributes on a card. For more information, see “Modifying the Card Properties” on
page 151.

+ Because the Card View is configured by default to display the full name of a user entity,
when you select the Fi rst Name and Last Nane as primary attributes, the user’s full
name may appear twice in the Card View on the Users page and in the organization chart.

+ To enable the option for sending emails in a Manager-Employee relationship on the
Organization Chart page, add the Email attribute as a primary or secondary attribute in the
Card View. This allows a user to send emails to all team members who report directly to
the Manager, as well as individual members in a Manager-Employee hierarchy. The New
Email option will appear in an employee’s Card View only after you configure this setting.

Other Attributes

Represents additional attributes that provide details about a selected user.

Editable Attributes

Represents the attributes that can be modified for a user’s details. For most attributes, you can
also enter text to serve as default values or examples to aid in new user creation, as desired.
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The following example allows a client user to edit Title, Manager, Telephone Number, Manager,
and Direct Report attributes:

Figure 10-1 Editable Attributes

Editahle Attributes

Title - X
Manager - X
Telephone Number - X
Email - X
Direct Reports - X
Add

To add more attributes to the list, click Add. You can also select a different attribute from the list
to modify the editable attributes.

Use Default Photo
This only applies from Identity Manager 4.8.1.
Represents the image that you want the application to display by default when you enable the
image toggle button in the Card View.

User Search Lookup Attributes
Represents the attributes that users can define when searching for a user entity. It applies to
the fields that use the DN Lookup widget in the Identity Applications Dashboard.

User Search Default Attribute
This only applies from Identity Manager 4.8.1.
Represents the attributes that users can define when searching for a user or filtering search
results in the Users page.

User General Settings

Represents the default container for storing users and how the application responds when
displaying search results.

+ Base Container
Specifies the container in the Identity Vault that stores a newly created user.

When creating a user, you can see this value but cannot modify it. This limitation ensures
that all users are stored in the same container for that client.

¢ Users List Container
This only applies from Identity Manager 4.8.1.

Specifies the container in the Identity Vault that you want the application to use for listing
users in the Users page.
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User Profile Entry
This only applies from Identity Manager 4.8.1.

Specifies the entity that the application will display in the My Profile page. By default, a
user entity is displayed.

*

Show All Permissions
This only applies from Identity Manager 4.8.2.

Enable this setting to list all permissions assigned to the user on the Permissions page. This
include permissions directly assigned to the user and those assigned indirectly through
groups or containers. By default, this settings is disabled, allowing the user to see the list of
directly assigned permissions only.

*

User Search Limit

Specifies the maximum number of users that the application can list as a result of a user
search.

*

Default Organization Chart Relationship
This only applies from Identity Manager 4.8.1.

Specifies the user to user relationship that the application will display by default in the
Organization Chart page. By default, it is set to Manager-Employee.

The Identity Applications ships with a default set of relationships namely, Manager-
Employee, Group’s membership, and User groups that is displayed in the drop-down list.
The administrator can also define custom relationships in the Directory Abstraction Layer
using the Designer. For more information, see Working with Relationships in the Net/Q
Identity Manager - Administrator’s Guide to Designing the Identity Applications.

+ View Permissions Type

Enable the permission types such as Roles, Resources, and PRD. This allows your client
users to view or request the permission types that are selected.

By default, all the permission types are enabled.
+ Enable Role Approval
This only applies to Identity Manager 4.8.2.1.

Enable the respective options in this setting to trigger an approval process before a role is
assigned to groups, containers, or mapped to another role. The approval process will be
triggered only if the approval is configured for that role. When this setting is disabled, the
role will be assigned to the recipients directly, without seeking approval. The approver(s)
will not receive an email notification, although the email approval setting is set to enabled.

By default, the Enable Role Approval is disabled for Role to Role, whereas it is enabled for
Role to Container and Role to Group options.

General Settings

The General settings specify how the client responds upon user login and when the user initiates
forms.

Notification Expiry

Specifies the number of days before a task or role expires that the application begins displaying
a notification when the user logs in.
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Enable Task Bulk Approval

Allows the client users to approve or deny multiple requests at a time.

Disable Implicit Claim of Task

Specifies whether it is mandatory for the user to claim a task before approving or denying it. By
default, this flag is set as false; user can approve or deny the task without claiming it. If you set
this flag as true, user must claim the task explicitly. In this case, the approval and deny options
are not displayed until the task is claimed by a user. The functioning of Disable Implicit Claim of
Task option also applies to bulk approval of tasks.

Set Availability while creating a Delegation Assignment

Specifies whether the application displays options for providing the availability details when the
user creates a delegation. When selected, the application displays the availability options at the
same time when delegation is created. If you want to create delegation and specify availability
details in separate actions, do not select this option.

Show Add Workflow in Roles Page
Enabling this option displays the Add Workflow action in the Roles page. By default, it is
enabled.

Show Add Workflow in Resources Page
Enabling this option displays the Add Workflow action in the Resources page. By default, it is
enabled.

Feedback Message Span

Specifies the period for an information message to appear on the page.

Identity Governance URL
Specifies the Identity Governance URL.

Managers Hierarchy
Specifies the manager’s hierarchy. This helps the helpdesk users to reassign the helpdesk tickets
to the managers of the specified level. You can set the hierarchy up to 3.

Enable Eager Search Results in Roles and Resources Page

Enable this option to display the roles in the Roles page and the resources in the Resources
page. By default, this option is enabled. Disabling this option will not display the roles and
resources when the Roles and the Resources pages are loaded.

Organization Chart separator for multi-valued attributes

This only applies from Identity Manager 4.8.1.

Specifies the symbol that the application will use to separate values when displaying a multi-
valued attribute for an entity (user or custom) in the Organization Chart page. By default,
comma is used. For example, if the email attribute has more than one value for an entity, the
application will display the email addresses separated by comma.
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Organization Chart hierarchy depth
This only applies from Identity Manager 4.8.1.

Specifies the maximum depth of the organization chart that the application can display for a
user relationship in the Organization Chart page. For example, an organization chart hierarchy
depth of 3 for a given relationship will display the hierarchy of a user up to level 3 from the root
user, where the root user is identified as level 1.

Notification Interval
This only applies from Identity Manager 4.8.2.1.

Specifies the time interval at which the application calls the not i f ySer vi ce API to retrieve
the information on any new task, role, or resource assigned to the logged-in user, then notify
the user on the Dashboard. The default value of this setting is 120000 milliseconds (2 minutes).

By default, the Dashboard opens a new window when the user requests for a new permission or
selects a task for approval.

Entity Settings

The Entity settings enable you to configure the attributes. The entities are created using Designer.
For more information see, About Entities and Attributes in the Net/Q Identity Manager -
Administrator’s Guide to Designing the Identity Applications.

To configure an entity, click the -+ icon and select the entity type from the drop down menu. The
deployed entities are displayed in the drop down menu. Click Create. This displays the selected entity
in the Entities tab and in the Navigation items menu.

To delete an entity, select the entity from the Navigation items menu and click the 1T icon. The
deleted entity will not be listed under the Entities tab.

View Attributes

Represents the attributes that you want the application to display by default when you select
the created entity in the Entities tab

In the example shown in Figure 10-2 on page 145, description, direct reports, company,
language, photo, manager, city, mobile, title, and CN are selected for display by default.

Figure 10-2 View Attributes

Customization Settings -+ [

Customization Navigationitems: | Customer_data ¥

Branding

View Attributes

Selected Attributes Available Attributes

Editable Attributes

Represents the attributes that can be modified for an entity. You can add or delete attributes
from the list of available entities.
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In the example shown in Figure 10-3 on page 146, direct reports, description, city, company,
language, photo, manager, mobile, and title attributes are editable.

Figure 10-3 Editable Attributes

Editable Attributes

General

Access directReports - X

Customization Desarintion _ %

Branding
city - pd

Helpdesk

Dashboard Widgets mobile - X
personalTitle - ><
company - ><
Language - e
jpegPhoto .| X
Add

To add additional attributes to the list, click Add.

Search Attribute

It represents the attributes that can be used to search an object, such as Description and CN of
an entity. This setting is used to list the entities. This is a mandatory attribute.

Starting from Identity Manager 4.8.3, you can configure the Search Attribute for groups. For
example, if you want to customize the search attributes on People > Groups page for your client,
select Group from the Navigation items menu and choose the required attributes in the Search
Attribute option. On saving, the users will be able to search groups based on the selected
attributes. The following figure shows Description and CN as search attributes selected for the
“Group” entity type.

Figure 10-4 Search Attribute

Customization Settings -+ il

Navigation iten“s| Group v

Search Attribute

Description CN

This setting will be used in the custom item listing page. Boolean attributes will only be a part of advanced search.
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NOTE: Identity Applications does not support attributes of the type DN as search attributes for
group entity.

Base Container
Specifies the container in the Identity Vault that stores a newly created entity.

This value cannot be modified. Therefore, all entities are stored in this container for a particular
client.

Default Organization Chart Relationship
This property has been added in Identity Manager 4.8.1 version.

Specify the relationship that will be displayed by default in the organization chart page for this
entity. This field is not mandatory.

If the default organization chart relationship is not defined, then the user has the option to
select the required relationship on the entities page, given that this entity has more than 1
relationship to display. If an entity has only one relationship, then the prompt for selection of
relationship is not displayed on the entities page. When the user clicks to view the organization
chart of this entity, the same relationship will be displayed by default.

Organization Chart View

This property has been added in Identity Manager 4.8.1 version.

Drag and drop the required attributes into Primary Attributes and Secondary Attributes from
Attributes field. You are allowed to add only two primary and two secondary attributes in the
card view.

These attributes are displayed when you want to view the organization chart for this entity

under the Entities menu. If the primary and secondary attributes of an entity are not defined,

then the Identity Applications displays the CN attribute of that entity in the card view.
Organization Chart Photo

This property has been added in Identity Manager 4.8.1 version.

This field is displayed when you enable the image toggle button in the Organization Chart View.

Specify the attribute whose value will be used to display the image for this entity in the
organization chart under the Entities menu. If an attribute has multiple values, the first value is

selected for display by default.
Display Attributes for Organization Chart Search
This property has been added in Identity Manager 4.8.1 version.

Specify the display attributes for organization chart search results. A maximum of two attributes
are allowed for selection.
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Changing the Client Branding Attributes

You can use your organization’s logo and name in the header and footer of the dashboard. You also
can specify your brand colors and localize the content in the header.

In Advanced Settings, you can specify the customized cascading style sheet (CSS).

1 Click Download Sample CSS, to download the sample Cust om css file.
2 Modify the Cust om CSS file values and click Upload CSS.

For more information about applying your brand to the Dashboard, click {Z} on the Dashboard and
see Customize the Branding.

Configuring a Client Helpdesk

Helpdesk configuration is a two-part process. First you set up the Helpdesk contact details followed
by setting up granular permission details for the Helpdesk users.

As part of configuring Helpdesk contact details, you can specify Helpdesk information such as
Helpdesk Admin,Email Address, and Contact Number for each of the clients configured in the system.
A client user will immediately see the Helpdesk contact information when the administrator
completes configuring the Helpdesk for the client.

A Helpdesk user is a user configured to perform certain tasks for the tickets raised by the client
users. For more information about what tasks can be performed by a Helpdesk user, see
“Understanding a Client Helpdesk” on page 39.

NOTE:

+ Ensure that the helpdesk admin user has read access to manager property of the user container.

+ NetlQ recommends not to assign helpdesk admin role to a team manager to avoid conflicts in
between these roles.

+ A Provisioning Administrator or any user with access to the Settings page cannot assign
Helpdesk access rights to users directly. They must also have the Resource Administrator
privileges to manage the Helpdesk resources, which includes the ability to assign and revoke the
resources.
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Client Helpdesk

Helpdesk Admin

Helen

Email Address

helen@example.com

Contact Number

5552368

5552368

Show in Footer

For granting permissions, you must assign Helpdesk resources to the corresponding Helpdesk users.

NOTE: You cannot assign Helpdesk resources directly to a team or group. If you want to grant
helpdesk accesses to a team or group, you must include each members from the group or team
individually for the required access rights. Alternatively, you can perform the following steps:

1 Create a role for helpdesk users. See “Creating a New Role” on page 170.

2 Map the required helpdesk resources to the newly created role. See “Mapping Resources to

Roles” on page 173.

3 (Conditional) Assign this role to a group. See “Assigning Roles to Users” on page 174.

4 (Conditional) Team Manager can request for this role on behalf of team members. Approving
this role to the team allows team members to use helpdesk resources.

The Helpdesk section lists all Helpdesk resources.

Access Rights

Teams Access

| Q, Search users by First Name,Last Name
User Catalog Access

| Q Search users by First Name,Last Name
Reassign Access

| Q Search users by First Name,Last Name
History Access

| Q. Search users by First Name,Last Name
Organization Chart Access

| Q, Search users by First Name,Last Name
Group Access

| Q Search users by First Name,Last Name
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Teams Access

Selected users are allowed to view teams and team members configured for the respective
client.

User Catalog Access

Selected users can view details of any user of the respective client.

Reassign Access

Selected users can reassign the user’s tasks to the approver’s manager.

NOTE: You can configure Managers Hierarchy in Customization to help the Helpdesk users to
reassign the user’s tasks to the managers of the specified level, if necessary.

History Access

Selected users can view request history of any user of the respective client.

Organization Chart Access

Selected users can view the organization chart of the respective client.

Group Access

Selected users can view groups of the respective client.

Using Helpdesk

After Helpdesk is configured, users can find the Helpdesk information in the following places:

+ Your ID > Helpdesk.
+ On the Request History page.
+ (Conditional) At the footer.

To show the Helpdesk information in the footer, enable Show in Footer.

NOTE: You must ensure that the footer is enabled for the client that you have selected. To
enable it, go to Settings > Branding > Footer. For more information, click (2} on the Dashboard.

Managing Dashboard Widgets
You can provision Dashboard Widgets for a User, Group, Container, or a Role.

You also can modify the Trustees for a selected widget. For more information, click 2} on the
Dashboard.
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Customizing the Organization Chart View

Organization chart view displays the information of an entity in a card format. As an administrator,
you can customize the card view and its appearance in the Settings page. Identity Application
Dashboard also allows you to select the relationship that you want to display by default for user
entity and custom entity in the Organization Chart page.

This section will guide you on how to configure the default settings for the organization chart page.

+ “Setting the Default Organization Chart Relationship” on page 151
+ “Modifying the Card Properties” on page 151

Setting the Default Organization Chart Relationship

The default organization chart relationship for user entity and custom entity are configured
separately in the Settings page.

To configure the default relationship for user entity,

1 Go to Settings > Customization and select User from the Navigation items menu.
2 Select the required relationship from Default Organization Chart Relationship drop-down list.

In addition to the default set of relationships shipped with Identity Manager, the drop-down list
includes custom relationship defined by the administrator in Directory Abstraction Layer with
the source entity set as “User”.

3 Click Save to apply the changes.
To configure the default relationship for custom entities,

1 Go to Settings > Customization and select the required entity from the Navigation items menu.
2 Select the required relationship from Default Organization Chart Relationship drop-down list.

The drop-down list includes custom relationship defined by the administrator in the Directory
Abstraction Layer with the custom entity selected as the source object.

3 Click Save to apply the changes.

Modifying the Card Properties

Because of the default card properties such as the card height and the height of the primary and
secondary attribute sections, the application displays only two primary and two secondary
attributes on the card in organization chart view. It also limits the length of an attribute to one line. If
the value of an attribute exceeds one line, an ellipsis is shown after the specified value. However,
you can customize the card view of the entity in the organization chart page by modifying these
properties in the cust om css file that is available in the Identity Applications Dashboard.

Perform the following actions to modify the appearance of a card:

1 Go to Settings > Branding > Advanced Settings and click Download Current CSS.

The sample cust om css file is downloaded on your system.

Customizing the Identity Applications for Your Enterprise 151



2 To increase the card size and the height of primary and secondary attributes sections, add
.orgchart-primary-attrs-section,.orgchart-secondary-attrs-section,and
.orgchart - car d properties in the file and define the max- hei ght value for each property as
shown in the following example:

.orgchart-primary-attrs-section {
mex- hei ght: 70px;
}

.orgchart-secondary-attrs-section {
max- hei ght : 60px;
}

.orgchart-card {
hei ght: 170px;
}

where,

.orgchart-primary-attrs-section: Specifies the property of primary attribute section.
.orgchart-secondary-attrs-section: Specifies the property of secondary attribute section.
.orgchart-card: Specifies the overall size of the card.

3 To set the number of lines that an attribute can span, add . orgchart-primary-attrs and
.orgchart-secondary-attrs properties in the file, and define the - webki t -1 i ne-cl anp
value for each property as shown in the following example:

.orgchart-primary-attrs {
-webki t-line-clanp: 1;
}

.orgchart-secondary-attrs {
-webki t-line-clanp: 1;
}

NOTE: You must evaluate the overall size of a card before setting the - webki t -1 i ne-cl amp
CSS property as an improper provisioning may cause overlapping of attributes in the card view.

4 Save the cust om css file and click Upload CSS in the Dashboard.

Deleting the Client Settings from Identity Applications

If you want to remove a client settings from identity applications, perform the following steps:
1 Click &5
2 Select the client settings from the table that you want to delete.

3 Click 1.

Hiding the Navigation Items from User Interface

Identity Applications allows you hide navigation items from the Dashboard. For example, if you want
to hide the Application tab from the Dashboard user interface, then perform the following actions:

1 Navigate tothe/opt/ netiqg/i dm apps/tontat/conf/clients/ directory.

2 Editthe 1. ] son file and ensure that the isDisabled value is set to False.
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If the following section is not there, add it:

{
"key": "main",
"value": [],
"type": "navltent,
"i sDi sabl ed": false,
"sectionkKey": "Configuration",
"areaDefaul t": fal se,
"di sabl eAreaDefaul t": fal se,
"di spl ayLabl e": "Application",
"sectionLable": "Configuration",
"page": null,
"expanded": fal se,
"level ": 1

}

3 Save the 1. | son file.
4 Assign the required permissions for the 1. j son file.
chown novl ua: novl ua /opt/netiqg/idnm apps/tonctat/conf/clients/1.json
5 Restart Tomcat.
systenttl restart netig-tontat.service
6 Login to Identity Manager Dashboard.
7 Navigate to Settings > Access.

8 Add the required trustees.

Configuring Separation of Duties Properties

+ Displaying SoD violation for inherited roles is disabled by default; however, you can enable it by
adding the com ni cr of ocus. i dm sod. i nherit edrol es=t rue propertyini sm
configuration. properti es file located at/ opt/ neti g/ i dm apps/t ontat/ conf/
directory. When enabled, a user cannot be assigned a parent role if the SoD Constraint defined
at the child role level is violated by the current role of the user.

This property has been added in Identity Manager 4.8.2 version.

+ If SoD approval is configured in the SoD policy, the SoD approval process is triggered to override
the SoD constraints, when you assign conflicting roles to users, groups, or containers. However,
you can bypass the approval process only when groups and containers are the recipients for the
role. This can be achieved by adding the
com mi crof ocus. i dm sod. bypassappr oval =t r ue property ini sm
configuration. properti es file located at/ opt/ neti g/i dm apps/tontat/ conf/
directory.

This property has been added in Identity Manager 4.8.2.1 version.

Customizing the Identity Applications for Your Enterprise 153



154  Customizing the Identity Applications for Your Enterprise



Setting Up the Dashboard for Identity
Applications

This section helps you to set up Identity Manager Dashboard.

Checklist for Setting Up the Dashboard for Identity
Applications

NetlQ recommends that you review the following checklist for setting up the enhanced Identity
Manager Dashboard:

Checklist Items

a

1. (Conditional) If you have installed identity applications on Linux, you must create compound

indexes for all the basic attributes. To use any other attributes, you must create compound
index for those attributes. For more information about creating compound indexes, see
Creating Compound Indexes in the Net/Q Identity Manager Setup Guide for Windows.

NOTE: If you create a compound index for a multivalued attribute and this attribute has
multiple values, the identity applications return duplicate records in user catalog when you
sort using that attribute.

For example, if you created a compound index for multivalued attribute named as First
Name, and it holds multiple values, you will see duplicate records for each values when this
attribute is used for sorting.

The Linux installer automatically creates the compound indexes for all the basic attributes.

. Add a new language that is not a default language, see “Adding a Language to the Identity

Applications” on page 121.

. Modify the administration configuration settings for the Dashboard. You can customize the

following settings:

¢ User access to pages
+ Attributes displayed in user profiles

* Logo, stylesheet, and other brand settings

For more information, click (Z} on the Dashboard and see Customize the User Interface.
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Checklist Items

D 4. Add links to the Applications page to provide your users easy access to common
permissions and activities.

For more information about providing links for your users, see “Linking the Dashboard to
External Applications” on page 114 and click (ZJ on the Dashboard.

NOTE: With Identity Manager 4.7, the Dashboard replaces Identity Manager Home and

Provisioning Dashboard. The Dashboard’s Applications page replicates Featured Items that
were part of Identity Manager Home.
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Configuring a Multi-Threaded Role and
Resource Service Driver

This chapter provides information about setting up a Role and Resource Service driver for multi-
threaded services.

How the Driver Works

In a multi-threaded driver environment, a Role and Resource Service driver uses a unique data set to
achieve parallel processing of requests. The driver makes use of worker threads to process requests
to unique identity data (disjoint set), where data is different based on certain attributes. This
requires each driver thread to have a unique identity data, where data is different based on certain
attributes. For example, Container 1 and Container 2 have different users, group, or subcontainers.

While processing the requests, the driver executes policies to implement a set of predefined rules
and conditions for multi-threading. Prior to Identity Manager version 4.8.3, all the rules set for the
driver were defined within the NOVLRSERVB-sub-etp policy in the Role and Resource Service Driver
package. From the 4.8.3 release onward, the Role and Resource Service driver package is divided
into three different policy modules. The rules are set individually on these policy modules and a
weight is assigned to each policy module to determine the order during policy execution. The
following list describes the policy modules in detail:

+ NOVLSERVB-sub-etp-Scoping: The weight assigned to this policy module is 100. It contains the
following set of rules:
+ Trace Operation

+ lIgnore everything except add, modify, rename, and synchronization operations for all
classes
+ NOVLRSERVB-sub-etp-DisjointSets: The weight assigned to this policy module is 400. It
contains the following set of rules:

+ Skip if multi-threading is not enabled or disjoint set is already determined by a previous
policy

IMPORTANT: This rule simultaneously checks for the following conditions:
+ whether multi-threading is disabled on the driver
+ whether a disjoint set is already created by a custom multi-threading policy

If either or both the conditions matches the value, the driver does not execute the default
NOVLRSERVB-sub-etp-DisjointSets policy. This prevents the driver from overwriting the
disjoint set value in case you are using a custom multi-threading policy over the default
policy provided in the Role and Resource Service Driver package.

+ Resolve the disjoint set for which the role request or resource request belongs to

+ Resolve the disjoint set for which the user resynchronization request belongs to
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+ Set disjoint set value for resource association and role processing Event
+ Set disjoint-set operation property

+ NOVLRSERVB-sub-etp: The weight assigned to this policy module is 500. It contains the
following set of rules:

+ Clean up the entitlement results for entitlements granted by NRF
+ Convert the event into a custom command to send to the driver

+ Get rid for any association that might be there and veto the original event

NOTE: Based on the weight assigned to each policy, the Role and Resource Service Driver will
execute the default policies in the following sequence:

+ NOVLSERVB-sub-etp-Scoping

+ NOVLRSERVB-sub-etp-DisjointSets

+ NOVLRSERVB-sub-etp

Identity Manager provides a default mapping table with two columns to support defining a unique
data set based on the Organizational Unit (OU) criteria. The first column lists the criteria to search in
the data set and the second column contains the name of the unique data set to search for (should

be unique).

Mapping Table Editor

Problem-Set Target

\=| Case insensitive v | |=| Case insensitive v
E O=data\OU=Microfocus Microfocus
= O=data\OU=NetiQ NetiQ
= |O=data\OU=Novell Novell

In this example, the first column contains the container DNs and the second column contains the
user-defined key for a unique data set, where container DN is the criteria for identifying the data set.

By default, this mapping table is internally linked to the following rules which are defined under the
Identity Manager policies:

+ Resolve the disjoint set for which the role request or resource request belongs to

+ Resolve the disjoint set for which the user resynchronization request belongs to

When the driver starts processing the requests, it creates a worker thread with the same name that
you specified for the unique data set.

To use a different criterion for differentiating data, you must define a unique data set in the Mapping
Table editor. For example, specify the container DN as a criterion for identifying a data set. After
defining the data set, add the mapping table to an existing policy or create a new policy.
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When the driver receives a request from the engine, it processes the associated policies and
determines the unique set of the request and stores the request in the driver storage. If a worker
thread is already created for the unique data set, then the driver's main thread hands over the
request to that worker thread for processing. Otherwise, it dynamically creates a worker thread for
that data set and hands over the request to that thread. As request processing is actually done by
the worker threads, the main thread is free to receive new requests from the engine

When the driver completes processing a request, it removes that request from the driver storage. If
the driver stops abruptly while processing a request, the request is processed when the driver starts
again. You can instruct the driver start or stop processes to process the unprocessed events if an
exception occurred when it was processing the unprocessed events by using the Allow driver to start
if reading unprocessed events fails parameter. If you want to remove an unprocessed request, check
the request in the DriverStorage attribute and then manually remove the request. By default, the
driver storage can accommodate 500 requests. NetlQ recommends you to use a value less than the
default value. Using a higher value causes memory build up issue. You can control this behavior by
using the Maximum number of command's in the driver storage parameter.

Perform the following activities to set up a Role and Resource Service driver for multi-threaded
services:

1 Define a unique data set in Mapping Table. For more information, see “Modifying the Default
Mapping Table Object” on page 160.

2 Enable the driver for multi-threaded services using the driver configuration parameters. For
more information, see “Configuring the Driver” on page 160.

3 Deploy the driver to the Identity Vault. For more information, see “Deploying the Driver” on
page 161.

Prerequisites

+ |dentity Manager 4.8
+ Designer 4.8

Defining a Unique Data Set

A unique data set comprises of users, group, or sub-containers that do not overlap. You can define a
data set by using the default mapping table provided with the driver. The mapping table has two
columns. The first column lists the criteria which defines the unique data set and the second column
has the key for that unique data set.

To use a different criterion, you must define a unique data set in a mapping table. For example, you
can specify the container DN as a criterion for identifying a data set. You can either create a policy or
select an existing policy and add the mapping table to it.

By default, the driver supports creation of unique data sets based on Organizational Units (OU's). To
use a different criterion, you must define the data set in the mapping table and modify the policy
rules that are linked with the mapping table. For example, if you want to specify Locati on as a
criterion for creating a data set, the mapping table must contain location details. You also need to
modify the policy rules linked with the mapping table.
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Modifying the Default Mapping Table Object

1 In the Outline view, right-click the mapping table object.
2 Select Open the editor.

3 In the File Conflict message, click Yes to save the project before opening the Mapping Table
editor.

4 Specify a column name and data type, and then click Close. For example, M cr of ocus.

Column names must be unique. The data type lets you specify the column values as Case
Sensitive, Case Insensitive, or Numeric.

5 Select New Value and specify a cell value. For example, Problem-Set: O=dat a\ OU=M cr of ocus
Target: M cr of ocus.

6 Press Ctrl+S to save the mapping table object.

Mapping Table Editor

Problem-Set Target

\=| Case insensitive v | |=| Case insensitive v
E O=data\OU=Microfocus Microfocus
= O=data\OU=NetiQ NetiQ
=/ |O=data\OU=Novell Naovell

Identity Manager automatically links this mapping table object to the following policies:

+ Resolve the disjoint set for which the role request or resource request belongs to

+ Resolve the disjoint set for which the user resynchronization request belongs to

Configuring the Driver

1 Open your project in Designer.
2 In the Outline pane, expand Identity Vault.
3 Right-click the driver set containing your driver and select Driver > Driver Configuration.
4 For Enable multi-threaded Role and Resource driver option, select true.
The following options are displayed:

+ Allow driver to start if reading unprocessed events fails: Specify whether the driver
should start or stop when it encounters an exception while reading unprocessed requests.
By default, the value is set to false, which disallows the driver to read the unprocessed
requests.
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+ Maximum number of command's in the driver storage: Specify the number of
commands that the driver storage will store. The default value is 500. NetlQ recommends
to use a value less than the default value to avoid any memory issues.

5 Click OK.
6 Continue with “Deploying the Driver” on page 161.

Deploying the Driver

1 Right-click the driver that you configured in “Configuring the Driver” on page 160.
2 Select Live > Deploy.
3 Restart the Identity Vault for the changes to take effect.

Guidelines for Creating Custom Policy

This section applies to Identity Manager 4.8.3 and later.

Here are few guidelines to follow when you create a custom multi-threading policy to define a
unique data set (disjoint set) in Designer:

+ To add a custom multi-threading policy, you must create a new package in the Package Catalog,
then install the package to the Roles and Resource Service Driver. For a detailed information on
how to create custom packages, see Developing Packages in the Net/Q Designer for Identity
Manager Administration Guide. NetlQ recommends that you also read the Best Practices for
Package Development section before you start developing custom packages.

+ You must include a “disjoint-set” operation property in the rule that evaluates the requests for
disjoint set criteria in your policy. You can create this operation property using the Actions
Builder by specifying the disjoint set variable in the string value. The driver uses this property to
ensure that the default NOVLRSERVB-sub-etp-DisjointSets policy does not overwrite the
disjoint set created by the custom multi-threading policy.

+ You must ensure that the driver executes the custom multi-threading policy before the default
NOVLRSERVB-sub-etp-DisjointSets policy. You can accomplish this by assigning a policy
weightage value between 100 and 400 for the custom multi-threading policy. For example, if
you assign a policy weightage value of 200 for the custom multi-threading policy, the driver will
execute the policy modules in the following sequence:

+ NOVLSERVB-sub-etp-Scoping

¢ Custom Policy

+ NOVLRSERVB-sub-etp-DisjointSets
+ NOVLRSERVB-sub-etp

For more information on how to assign a weight to your policy, see Assigning Weight to the
Policy.
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Assigning Weight to the Policy

To assign weight to the policy, perform the following actions:

1 Right-click the policy in the Outline view.

2 Select Properties > Linkage.

NOTE: Make sure to add rules to your custom policy, else the Linkage option will not be shown
in the properties window.

3 Specify the desired value in the Weight field. As a best practice, use a policy weight ending with
5or0.

4 Click OK.

Limitations

+ The driver does not support parallelization of events for the same unique data set. Such events
are sequentially processed.

+ The driver does not support multiple threads for a specific unique data set. Each unique data
set has a dedicated thread.

Troubleshooting

A multi-threaded driver logs messages to the driver log. The messages are appended with Thread
IDs. To troubleshoot the driver, check the Thread IDs as a starting point for analysis. For more
information, see “Troubleshooting Multi-Threaded Role and Resource Service driver Issues” on
page 682.
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Configuring Identity Applications
Clustering and Permission Clustering

You can configure Identity Applications clustering and permission clustering to use TCP or UDP.

Configuring Identity Applications Clustering to Use TCP or
UDP

You can configure the Identity Applications clustering to use TCP or UDP in local or global settings.
The configuration process must be completed on each server in the cluster because the local settings
are saved on the file system for each server.

To configure the Identity Applications clustering to use TCP or UDP:

1 Login to Identity Applications as the an administrator and go to Configuration > Caching and
Cluster.

2 In the Caching Management page that opens, click Cluster Cache Configuration.
3 Navigate to Local Settings and perform the following actions:
3a Enable the Enable Local and Local check boxes in the Cluster Enabled row.

3b Enable the Enable Local check box in the Cluster Properties row and specify a value in the
text field in the Local column.

To use TCP, specify the following string:

TCP( bi nd_addr =i dnapps; bi nd_port =$bi ndport): TCPPI NGi ni ti al _host s=$h
ost _detail s; port_range=5): MERGE3(m n_i nterval =10000; max_i nt er val =30
000) : FD_SOCK:

FD(ti meout =2500; max_tri es=5): VERI FY_SUSPECT(ti meout =1500) : BARRI ER
pbcast. NAKACK2(use_ntast _xmi t =f al se): UNI CAST3: pbcast . STABLE(desi red
_avg_gossi p=50000; max_byt es=4M : pbcast. GVB(print _| ocal _addr=true;jo
i n_timeout =2000) : MFC(max_cr edi t s=2M mi n_t hreshol d=0. 4) : FRAG(frag_s
i ze=60K) : pbcast . STATE_TRANSFER

For example,

TCP( bi nd_addr =i dnapps; bi nd_port=7818): TCPPI N i niti al _host s=192. 168
.162. 10[ 7818], 192. 168. 162. 11[ 7818] ; port _range=3) : MERGE3(mi n_i nterva
| =10000; max_i nt er val =30000) : FD_SOCK: FD( t i meout =2500; max_tri es=5): VE
RI FY_SUSPECT(t i meout =1500) : BARRI ER pbcast . NAKACK2(use_ntast _xnit=fa
| se) : UNI CAST3: pbcast . STABLE( desi red_avg_gossi p=50000; max_byt es=4M:
pbcast. GvB(print _| ocal _addr=true;

j oi n_timeout =2000) : MFC(max_cr edi t s=2M mi n_t hreshol d=0. 4) : FRAG2(fr ag
_Si ze=60K) : pbcast . STATE_TRANSFER

To use UDP, specify the following string:
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UDP( ntast _addr =$host ; ntast _port=$port): PI NG FD(ti meout =10000; max_tr
i es=5): VERI FY_SUSPECT: pbcast . NAKACK2: UNI CAST3: pbcast . STABLE: FRAG pb
cast. GBS

For example,

UDP( ncast _addr =228. 8. 8. 8; ntast _port =45655) : PI NG FD(ti neout =10000; ma
x_tries=5): VERI FY_SUSPECT: pbcast . NAKACK2: UNI CAST3: pbcast . STABLE: FRA
G pbcast. GVB

For UDP, the cluster nodes must reside in the same subnet.
For more information, see the JGroups 4.0.12 documentation.

4 Save the changes. These changes are written to the local file system for your server. Remember
to make these changes for all servers in the cluster. Any server that does not have these changes
uses the global settings values.

5 Restart the server.

NOTE: bi nd_port and ntast _port should be different for Permission Index Cluster Properties and
Cluster Properties.

Configuring Permission Clustering to Use TCP or UDP

You can configure the permission clustering to use TCP or UDP. The configuration process must be
completed on each server in the cluster because the local settings are saved on the file system for
each server.

To configure the permission clustering to use TCP or UDP:
1 Login to Identity Applications as the an administrator and go to Configuration > Caching and
Cluster.
2 In the Caching Management page that opens, click Cluster Cache Configuration.
3 Navigate to Global Settings and perform the following actions:
3a Enable the Global check box in the Permission Index Cluster Enabled row.

3b Click Permission Index Cluster Properties, specify a value in the text field in the Global
column:

To use TCP, specify the following string:

TCP( bi nd_addr =i dmapps; bi nd_port =$bi ndport): TCPPI NGi ni ti al _host s=$h
ost _detail s; port_range=5): MERGE3(m n_i nterval =10000; max_i nt er val =30
000) : FD_SOCK:

FD(ti meout =2500; max_tri es=5): VERI FY_SUSPECT(ti meout =1500) : BARRI ER:
pbcast. NAKACK2(use_ntast _xmit =fal se): UNI CAST3: pbcast . STABLE( desi red
_avg_gossi p=50000; max_byt es=4M : pbcast . GVB(print _| ocal _addr=true;jo
i n_timeout =2000) : MFC(max_credit s=2M mi n_t hreshol d=0. 4) : FRAG(frag_s
i ze=60K) : pbcast. STATE_TRANSFER

For example:
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TCP( bi nd_addr =i dnmapps; bi nd_port=7815): TCPPI NG i niti al _hosts=192. 168
.162.10[ 7815] , 192. 168. 162. 11[ 7815] ; port _range=3) : MERGE3(mi n_i nterva
| =10000; max_i nt er val =30000) : FD_SOCK: FD( t i meout =2500; nax_tri es=5): VE
RI FY_SUSPECT(ti meout =1500) : BARRI ER: pbcast . NAKACK2(use_ntast _xnit=fa
| se) : UNI CAST3: pbcast . STABLE( desired_avg_gossi p=50000; max_byt es=4M :
pbcast. GVB(print _| ocal _addr=true;

j oin_timeout=2000): MFC(nmax_credits=2M m n_t hreshol d=0. 4) : FRAG(frag
_Si ze=60K) : pbcast . STATE_TRANSFER

To use UDP, specify the following string:

UDP( ntast _addr =$host ; ntast _port=$port): PI NG FD(ti meout =10000; max_tr
i es=5): VERI FY_SUSPECT: pbcast . NAKACK2: UNI CAST3: pbcast . STABLE: FRAG pb
cast. GBS

For example,

UDP( ncast _addr =228. 8. 8. 8; ntast _port =45654) : PI NG FD(ti neout =10000; ma
x_tries=5): VERI FY_SUSPECT: pbcast . NAKACK2: UNI CAST3: pbcast . STABLE: FRA
G pbcast. GVB

For UDP, the cluster nodes must reside in the same subnet.
For more information, see the JGroups 4.0.12 documentation.
4 (Conditional) Perform the following actions for using TCP:

4a Setbind_port . This value must take into account the ports that are already in use and the
value for port _range to avoid port conflicts. Depending on your configuration, you may
need to troubleshoot to find an unused port.

4b Change the IP addresses to include the IP addresses of all the nodes in the cluster and their
bi nd_port values. The list should begin with the local IP address.

5 Save the changes. These changes are written to the local file system for your server. Remember
to make these changes for all servers in the cluster. Any server that does not have these changes
uses the Global Settings values.

6 Restart the server.

NOTE: bi nd_port and ntast _port should be different for Permission Index Cluster Properties and
Cluster Properties.
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Identity Applications Administration

This section provides information about managing the roles and resources that you intend to grant
to users in your organization.

+ Chapter 14, “Creating and Managing Roles,” on page 169

¢ Chapter 15, “Creating and Managing Resources,” on page 181

+ Chapter 16, “Adding Workflow to Roles and Resources,” on page 191

¢ Chapter 17, “Monitoring Workflows,” on page 199

+ Chapter 18, “Creating and Managing Delegations,” on page 203

+ Chapter 19, “Separation of Duties Constraints,” on page 205

+ Chapter 20, “Using Controlled Permission Reconciliation Services,” on page 209

+ Chapter 21, “Configuring Email-Based Approval,” on page 221

+ Chapter 22, “Configuring ldentity Applications Default Settings,” on page 223

+ Chapter 23, “Configuring and Managing Objects for Entities,” on page 247
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Creating and Managing Roles

A role defines a set of permissions related to one or more target systems or applications. For
example, a user administrator role might be authorized to reset a user's password, while a system
administrator role might have the ability to assign a user to a specific server.

Identity applications allow you to create or modify roles, associate resources and roles to a role, and
assign a role to users.

Go to Administration > Roles to create and manage roles. This page displays the list of roles in your
organization. For more information, click {2} on the Dashboard.

To create and manage roles, you must have one of the following identity applications roles:

+ Role Administrator

+ Role Manager

To modify the default role settings, see “Configuring Default Roles Settings” on page 223.

NOTE: You must have Security Administrator role to modify the system roles.

You can perform the following operations on the roles within your organization:

+ “Listing Roles” on page 169

¢ “Creating a New Role” on page 170

+ “Editing Roles” on page 171

+ “Creating a Workflow For a Role” on page 175

+ “Managing the Role and Resource Service Driver” on page 176

+ “List of Stop Words Ignored In Search Query” on page 178

Listing Roles

Roles page displays all the roles within your organization. You can search roles using role name or
description. You can also filter roles based on role level and categories. If you wish to see the
columns other than default columns, you can customize the columns.

The search functionality has been enhanced in Identity Manager 4.8.5. You can now broaden the
search results by adding an asterisk character (*) right after the keyword. Using an asterisk with the
keyword allows you to locate every name that begins with the keyword you type. This is especially
useful when your keyword consists of more than one word (with space). For example, a search for
Provisioning ad* returns results such as Provisioning - Administrator, Provisioning Manager, Security
Administrator, and RBPM Application -Administrator. You can also filter roles based on role level and
categories.
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IMPORTANT:

+ If you are using Identity Manager 4.8 or 4.8.1, do not use the following special characters in the
search bartofindarole:< >, ; \ " + # =/ | &*

+ If you are using Identity Manager 4.8.2 or 4.8.2.1, do not use the following special characters in
the search bartofindarole:< ; \ " + # =1/ | *

+ If you are using Identity Manager 4.8.3 or later, do not use the following special characters in
the search bartofindarole:< ; \ " + # =/ | * ~

+ When searching a role using description, do not use the stop words such as a, an, and in the
search bar. For a list of common stop words not included in the role search query, see “List of
Stop Words Ignored In Search Query” on page 178.

For more information, click &} on the dashboard.

Creating a New Role

To create a new role, click the + icon and specify the fields marked with an asterisk (*).

You cannot change the specified role level and subcontainer information later. If you want to have
different role level and subcontainer information, create a new role with the required information.

IMPORTANT: If you are using Identity Manager 4.8 or 4.8.1,

+ Do not use the following special characters in the ID field:< >, ; \ " + # =1/ | * &
| @% %
+ Do not use the following special characters in the Name field:< >, ; \ " + # =/ | * &

IMPORTANT: If you are using Identity Manager 4.8.2 or 4.8.2.1,

+ Do not use the following special charactersinthe IDfield:< ; \ " + # =/ | * ' | @% %

+ Do not use the following special characters in the Name field: < ; \ " + # =/ | * ~

IMPORTANT: If you are using Identity Manager 4.8.3 or later,

+ Do not use the following special charactersinthe IDfield:< ; \ " +# =/ | * ~" | @
$ %
+ Do not use the following special characters in the Name field:< ; \ " + # =/ | * ~

+ Do not use the following special characters in the Description field: ~ |

For more information, click &} on the dashboard.
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Editing Roles

You can modify all the role parameters except Level and Subcontainer. Identity Manager Dashboard
allows you to edit each role separately or multiple roles at once.

Editing individual roles: To edit an individual role, select a role from the list that you want to edit.
You can perform the following operations:

+ Changing the role details such as role name, description, and categories. Adding or removing
role owners.

NOTE: The role owner can be a user, a group, or a container. The role owner does not
automatically have the authorization to administer changes to a role definition. In some cases,
the owner must ask a Role Administrator to perform any administration actions on the role.

+ Modifying the role approval and revocation process, see “Changing Approval and Revocation
Process” on page 172.

+ Associating resources within your organization to the selected role. See, “Mapping Resources to
Roles” on page 173.

+ Assigning the selected role to the required users in your organization. See,“Assigning Roles to
Users” on page 174.

+ Checking the request status of the users requesting for the selected role.

+ Mapping other roles to the selected roles. See, “Mapping Roles to Roles” on page 174.
Editing multiple roles at once: You can edit multiple roles as a group instead of requiring you to
repeat those actions on each role individually. Select the roles you want to manage from the list of
roles. You can change Categories, Owners, and Approval Details for the roles you selected. Also, you
can Append or Overwrite values for Categories and Owners for the selected roles. Append option

allows you to add values without altering the existing entries. Overwrite option replaces the values
that are entered for the existing values.

For more information, see “Changing Approval and Revocation Process” on page 172.
Delete Roles: To delete any role from the list, select the role and click Delete.

When you instruct the identity applications to delete a role, it first sets the role status to Pending
Delete. The Role and Resource Service driver then notes the change of status and performs these
steps:

+ Removes the resource assignments for the role

+ Deletes the role itself
The Role and Resource Service driver optimizes this process. However, the process may take some
time, depending on the number of users assigned to the role, because the Role and Resource driver

must ensure that it does not remove a resource from a user if they have this resource by other
means.

For example, to check the status of a Permission role, perform the following steps in iManager:

1 Delete the role in identity applications, for example, Email.

2 Login to iManager.
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3 In Objects tab, browse to Driver Set > User Application Driver > AppConfig > RoleConfig > RoleDefs
> Level30.

4 Select the role that you have deleted in Step 1.
5 Click the nrfStatus attribute.

The value of the status is set to 15. The value 15 denotes that the role is in Pending Delete state.
When a role has the status of Pending Delete, you are unable to edit, delete, or assign the role.

What happens to existing role assignments If you delete a role that has an associated resource as
well as one or more identities assigned to it, the system removes the resource assignment from each
identity that has the associated resource.

NOTE: If you delete a role that has a resource assigned to it (or remove a user from the role), the
system removes resource assignments for users in that role, even if those resources were first
assigned directly. The reason for this is that the system assumes that the last authoritative source for
a resource assignment is the controller of that resource, as illustrated by the following scenario:

A resource is created with an entitlement.

A user is assigned to the resource created above.

A role is created that is bound to the resource created in the first step above.

The same user is then assigned to the role created above.

A e

The user is removed from the role.

In this situation, the user gets removed from the resource even though they had the resource
assigned directly. Initially, the resource assignment is considered the authoritative source. However,
when the user is assigned to a role that is associated with the same resource, the role becomes the
authoritative source.

Changing Approval and Revocation Process

After you create a role, you can modify it to define the approval process for that role. An approver
can be a user, group, container, or a specific role.

You can define the approval process for a role using one of the following options:
+ Serial Approval: Specify multiple approvers, and reorder the selected approvers to define the
approval hierarchy.

+ Quorum Approval: Specify the approvers, then use the slide bar to specify the percent of those
approvers that are required to grant access.

+ Custom: Specify the customized approval process from the list that you want to use. The list
displays the workflows that are defined using Designer.

NOTE: You must set up this approval process in Designer. For more information, see Net/Q
Identity Manager - Administrator’s Guide to Designing the Identity Applications.

If you choose None, no approvers are required for the role.

You can choose to have a revoke process or not. If Revoke Process Required is enabled, the
revocation process follows the same process that is defined for role approval.
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Mapping Resources to Roles

A role defines a set of duties for an individual, to carry the duties for the assigned role might require
certain resources. For example, a Facilities Manager role should also have access to the Office
printer. In this case, you can map the Office printer (resource) to the Facilities Manager role. When
anyone requests for the Facilities Manager role, granting permission to the Facilities Manager role
also grants an access to the Office printer.

While editing a role you can map resources to the selected role. Roles page also allows you to map
resources to the role with more assistance such as:

+ View the existing resource to role mappings at a time.
+ Allows you to map resources/entitlements to role directly.

+ Search and filter roles, resources, and entitlements for mapping on the same page.

Click the “Z icon and map the resources to the required roles and perform the following steps:

1 Select the role from the roles list.

2 Drag and drop the resources/entitlements that you want to map from the Available Resources
and Entitlements list to Mapped Resources.

3 Specify the Mapping Description.
4 Click Apply.

The following image is an example for mapping resources to a role:

Figure 14-1 Map Resources to Role

Map Resources To Role

Mapped Resources Available Resources and Entitlements

il Printer Role

i1l Professor

| Professor Physles

Search Roles

Shows the list of roles in the organization.

Mapped Resources

Shows the list of resources mapped to the selected role.

Available Resources and Entitlements

Shows the list of available resources and entitlements in the organization.
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Assigning Roles to Users

You can directly assign the selected role to any user, group, and container in your organization. While
assigning roles, you can set the effective date and expiration date for this assignment.

1 Select a role that you want to assign to users.

2 In Role Assignments, Click +.

3 Specify the Initial Request Description, and mention the Recipients from the list.

NOTE: In Initial Request Description, describe the purpose of assigning a role to the mentioned
users in Recipients list.

In Recipients, you can mention users, group, and container from the list.

4 (Conditional) Set the Effective Date and Expiration Date for this assighment.

If you do not set effective and expiration date, the effective date will be set to the present day
and no expiry for this assignment.

5 Click Assign Role.

For more information, click &} on the dashboard.

NOTE: When you assign a role to groups or containers, the role will be assigned to its recipients
directly, without seeking approval. The approver will not receive an email notification, although the
email approval setting is set as enable. It applies to Identity Manager 4.8.x, where x =0, 1, and 2.

A new setting has been added in Identity Manager 4.8.2.1 that allows you to enable approval. If an
approval is configured for a role, the approval process will be triggered when you assign that role to
users, groups, or containers. However, you can disable this setting only for groups and containers
from the Settings > Customization page. For more information, see “User Settings” on page 141.

Mapping Roles to Roles

Role levels define role hierarchy. The roles hierarchy supports three levels. Roles defined at the
highest level (called Business Roles) define operations that have business meaning within the
organization. Mid-level roles (called IT Roles) supports technology functions. Roles defined at the
lowest level of the hierarchy (called Permission Roles) define lower-level privileges.

A higher-level role automatically includes privileges from the lower-level roles that it contains. For
example, a Business Role automatically includes privileges from the IT Roles that it contains.
Similarly, an IT Role automatically includes privileges from the Permission Roles that it contains.

Role relationships are not permitted between peer roles within the hierarchy. In addition, lower-
level roles cannot contain higher-level roles.

You can modify the label used for each role level in the identity applications by defining localized
strings for the level’s Name and Description in the role configuration editor.

You can define Parent Roles and Child Roles for the selected role.
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Parent Roles

Roles which are higher to the selected role. These roles have all the permissions of the selected
role in addition to the permissions specified for these roles.

Child Roles

Roles which are lower to the selected role. The selected role has all the permissions of the child
roles in addition to the permissions specified for the selected role.

A child role must have a lower role level than the parent role, and the parent role is automatically
assigned the privileges assigned to the lower-level roles.

NOTE: When you map a child role to the parent role, the role is automatically assigned to its
recipients, without seeking approval. However, starting from Identity Manager 4.8.2.1, you can
enable the approval setting for role to role assignments via the Settings > Customization page. For
more information, see “User Settings” on page 141.

Figure 14-2 Map Roles to Roles

Parent Roles ; Child Roles

| Compliance Administrator
@

1| Printer Role D

TIP: To see the role relationship of a Parent or Child Role, click ! on the role that you wish to see the
hierarchy.

For a Parent or Child Role mapped to the selected role, you can review the details such as the

requester, request description, and who approved the role assignment request. Click ' on the
mapped role to review the information. This option is available in Identity Manager 4.8.2.1 and
onwards.

Creating a Workflow For a Role

For more information on creating a workflow for a selected role, see Chapter 16, “Adding Workflow
to Roles and Resources,” on page 191.
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Managing the Role and Resource Service Driver

On occasion, you might want to change the settings for the Role and Resource Service driver or
update the indexes that it uses to display roles in the identity applications.

Configuring the Role and Resource Service Driver Settings

After creating the Role and Resource Service driver at installation time, you can optionally modify
some of the driver configuration settings in iManager.

1 IniManager, click Identity Manager > Identity Manager Overview.

2 Browse to the driver set where the driver exists, then click Search.

3 Click the upper-right corner of the Role and Resource Service driver icon, then click Edit

Properties.

4 Click on the Driver Configuration tab.

5 Scroll down to the Driver Settings section of the page.

6 Make any changes you would like to the settings, and click OK to commit your changes.

You can modify the following standard driver settings (listed under User Application/Workflow
Connection on the Driver Configuration page), which get their initial values at installation time:

Table 14-1 Standard Driver Settings

Option

Description

User Application Driver DN

The distinguished name of the User Application driver
object that is hosting the role system. Use the
eDirectory format, such as
UserApplication.driverset.org, or browse to find the
driver object. This is a required field.

User Application URL

The URL used to connect to the User Application in
order to start Approval Workflows. This is a required
field.

User Application Identity

The distinguished name of the object used to
authenticate to the User Application in order to start
Approval Workflows. This needs to a user who has
been assigned as a Provisioning Administrator for the
identity applications. Use the eDirectory format, such
as admin.department.org, or browse to find the user.

The identity needs to be entered in LDAP format (for
example, cn=admin,ou=department,o=org), rather
than dot format. Note that this is different from the
format required at driver install time, where dot
notation is expected.

This is a required field.
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Option

Description

User Application Password

Password of the account specified in the identity
applications Identity field. The password is used to
authenticate to the identity applications in order to
start approval workflows. This is a required field.

Reenter User Application Password

Re-enter the password of the account specified in the
identity applications Identity field.

In addition, you can modify the following additional settings (listed under Miscellaneous on the
Driver Configuration page) to customize the behavior of the Role and Resource Service driver:

Table 14-2 Additional Settings for Customizing the Role and Resource Service Driver

Option

Description

Number of days before processing removed request
objects

Frequency of reevaluation of dynamic and nested
groups (in minutes)

Generate audit events

Enable Parallelization of resource requests on role
assignment

Enable multi-threaded Role and Resource driver

Specifies the number of days the driver should wait
before cleaning up request objects that have finished
processing. This value determines how long you are
able to track the status of requests that have been
fulfilled.

Specifies the number of minutes the driver should
wait before reevaluating dynamic and nested groups.
This value determines the timeliness of updates to
dynamic and nested groups used by the identity
applications. In addition, this value can have an
impact on performance. Therefore, before specifying
a value for this option, you need to weigh the
performance cost against the benefit of having up-to-
date information in the identity applications.

Determines whether audit events are generated by
the driver.

For details on audit configuration, see Chapter 8,
“Setting Up Logging in the Identity Applications,” on
page 71.

When set to true, the driver uses multiple threads to
process the resource requests in parallel. This setting
is specifically applicable to role assignments for
groups, where resources mapped to the role can be
simultaneously processed and assigned to the users
within the group. By default, the value of is set to
false.

Sets the Role and Resource Service driver for
multithreaded services to achieve parallel processing
of requests. The value is set to true by default.

This setting has been added in Identity Manager 4.8.3
version.
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Option

Description

Allow driver to start if reading unprocessed events
fails

Maximum number of command’s allowed in the
driver storage

Store resource history for days

Enable to start Dynamic Group evaluation in local
server time mid-night

This setting allows you to specify whether the driver
should start or stop when it encounters an exception
while reading unprocessed requests. By default, the
value is set to false, which prevents the driver from
reading the unprocessed requests. If you set it to
true, the driver will restart and process the
unprocessed request again.

Specify the number of requests that the driver
storage can accommodate. The default value is 500
requests. It is recommended to use a value less than
the default value to avoid any memory issues.

The number of days that the driver stores the
resource history information before cleaning up the
data from the storage.

When set to t r ue, the dynamic and nested group
evaluation will begin at 12 a.m. as per the time zone
set on the Identity Applications server. The parameter
is set to f al se by default.

This setting has been added in Identity Manager 4.8.7
version.

Indexing for the Role and Resource Service Driver

The Role and Resource Service driver has relevant indexes in the Identity Vault for roles definitions. If
you upload a large number of roles, the indexing of these values may take some time. You can
monitor these indexes under Index Management in iManager.

Here is the list of Index Names for the indexes d for the Role and Resource Service driver:

nrf(Object d ass)
nrf(nrfMenber )
nrf(nrfStatus)
nrf(nrfStartDate)
nrf(nrfNext Expiration)
nrf (nrfParent Rol es)

nrf (nrf Chil dRol es)
nrf(nrfCategory)

nrf (nrf Rol eCat egor yKey)
nrf(nrflLocal i zedNanes)
nrf(nrflocalizedDescrs)
nrf(nrfRol es)

List of Stop Words Ignored In Search Query

This section only applies to Identity Manager 4.8.1 or later.

The role and resource search query do not consider common words known as “Stop Words” in order

to speed up search results.
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Below is a list of words ignored in the search query:

at

no
such
there

was

an

be

not
that
these

will

and
but
into
of
the
they

with

are

by

on
their

this

as

for

or
then

to
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Creating and Managing Resources

A resource is any digital entity such as a user account, computer, or database that a business user
needs to be able to access. Creating a resource with an entitlement helps you manage the
entitlements in Identity Applications. For more information, see Resources in “Providing Permissions
to Users” on page 38.

Identity applications allow you to create and manage resources with or without entitlements.

Go to Administration > Resources to create and manage resources. This page displays the list of

resources in your organization. For more information, click (2} on the Dashboard.
To create and manage resources, you must have one of the following identity applications roles:

+ Resource Administrator

+ Resource Manager
To view the default resource settings, see “Configuring Default Resource Settings” on page 224.
You can perform the following operations on the resources within your organization:

+ “Listing Resources” on page 181

+ “Creating a New Resource” on page 182

+ “Editing Resources” on page 183

+ “Creating a Workflow for a Resource” on page 188

+ “Enabling Drivers for Resource Mappings” on page 188

+ “Creating a List to Improve Resource Request Forms” on page 189

Listing Resources

Resources page lists all the resources alphabetically. You can search for resources using resource
name or description. You can also filter resources based on resource level and categories.

The search functionality has been enhanced in Identity Manager 4.8.5. You can now broaden the
search results by adding an asterisk character (*) right after the keyword. Using an asterisk with the
keyword allows you to locate every name that begins with the keyword you type. This is especially
useful when your keyword consists of more than one word (with space). You can also filter resources
based on resource level and categories.

IMPORTANT:

+ If you are using Identity Manager 4.8 or 4.8.1, do not use the following special characters in the
search bartofindaresource:< >, ; \ " +# =/ | * &

+ If you are using Identity Manager 4.8.2 or 4.8.2.1, do not use the following special characters in
the search bar to find aresource: < ; \ " + # =/ | *
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+ If you are using ldentity Manager 4.8.3 or later, do not use the following special characters in
the search bar to find aresource:< ; \ " + # =/ | *~

+ When searching a resource using description, do not use the stop words such as a, an, and in
the search bar. For a list of common stop words not included in the resource search query, see
List of Stop Words Ignored In Search Query.

For more information, click (2} on the Dashboard.

Creating a New Resource

To create a new resource, click the + icon. You can create a resource with or without entitlement.

With Entitlement:

If you choose to create a resource with this option, select the driver or entitlement for which you
want to create a resource. The Resource Name and Resource Description fields are auto-populated
based on the selected driver or entitlement.

IMPORTANT:
+ If you are using ldentity Manager 4.8 or 4.8.1, you must rename the Resource Name field to a
valid name if it contains any of these< > |, ; \ " + # =/ | * & ~ special characters.

+ If you are using ldentity Manager 4.8.2 or later, you must rename the Resource Name field to a
valid name if it contains any of these< ; \ " + # =/ | * ~ special characters.

You can choose to tag an entitlement value during resource creation or allow the user to select
entitlement values at the time of the request.

+ Tag an entitlement value to a resource: Specify the necessary entitlement values for the
selected driver or entitlement. For every specified entitlement values, a separate resource is
created.

A user can request this resource which has the defined entitlement value. For example, you
created a resource by selecting a printer as an entitlement value for the Office Resources
entitlement. A user can request for Office Resources entitlement that has the defined Printer
entitlement value.

+ Allow users to select entitlement values at the time of request: Select Map Entitlement Values
at Resource Request time and specify Label for Value field.

For this type of resources, a user can select the required entitlement values from the list, while
requesting for this resource. For example, you created a resource for Office Resources
entitlement without defining an entitlement value, a user can select any entitlement value from
the list for the Office Resources entitlement at the time of the request.

To enable this option for the logical systems within the connected system, you must create a
separate resource for each logical systems.

NOTE: Select Allow this resource and entitlement to be assigned multiple times with different
values only if you want to allow users to request this resource multiple times with different
values.
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Without Entitlement
If you choose to create a resource with this option, specify the fields marked with an asterisk (*).

You cannot change the specified resource Level and Subcontainer information later. To change this
information, you must delete this resource and recreate the resource with the required resource
level and subcontainer information.

IMPORTANT: If you are using Identity Manager 4.8 or 4.8.1,

+ Do not use the following special charactersin the ID field:< >, ; \ " + # =/ | * &'

' @%$ %

+ Do not use the following special characters in the Name field: < > ,

A L

IMPORTANT: If you are using Identity Manager 4.8.2 or 4.8.2.1,

+ Do not use the following special charactersinthe IDfield:< ; \ " + # =/ | * ' | @%$ %

+ Do not use the following special characters in the Name field:< ; \ " + # =/ | * ~

IMPORTANT: If you are using Identity Manager 4.8.3 or later,

+ Do not use the following special charactersinthe IDfield:< ; \ " + # =/ | * ' | @%
% ~
+ Do not use the following special characters in the Name field:< ; \ " + # =/ | * ~

+ Do not use the following special characters in the Description field: ~ |

You can set the expiration period for the resources. The permission to the resource will be revoked
from the user, once it crosses the specified expiration period.

For more information, see “Setting Expiration Period for the Resource” on page 184.

Editing Resources

You can modify all the resource parameters except Level and Subcontainer. Identity applications
allow you to edit each resource separately or multiple resources at once.

Editing individual resources: Select a resource from the list that you want to edit and perform any of
the following operations:

+ Changing the resource details such as resource name, description, and categories. Adding or
removing resource owners.

+ Set expiration period for the selected resource. See “Setting Expiration Period for the Resource”
on page 184.

+ (Conditional) This only applies to Identity Manager 4.8.1 or later. Assigning weightage to the
selected resource. See “Assigning Weightage to the Resource” on page 185

+ Modifying the resource approval and revocation process. See, “Changing the Approval or
Revocation Process” on page 186.
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+ Viewing the entitlements information for the selected resource.

+ Assigning the selected resource to the required users in your organization. See, “Assigning
Resource to Users” on page 186.

+ Checking the request status of the users requesting for the selected resource.

+ Update the resource form for the selected resource. See, “Updating the Resource Request
Form” on page 186.

Editing multiple resources at once: You can edit multiple resources as a group instead of requiring
you to repeat those actions on each resource individually. Select the resources you want to manage
from the list of resources. You can change Categories, Owners, and Approval Details for the resources
you selected. Starting from Identity Manager 4.8.1, you can change Resource Weightage as well.

You can Append or Overwrite values for Categories and Owners for the selected resources. Append
option allows you to add values without altering the existing entries. Overwrite option replaces the
values that are entered for the existing values.

For more information, see “Changing the Approval or Revocation Process” on page 186.

Delete Resources: To delete a resource (without entitlement) from the list, select the resource and
click Delete.

To delete a resource with entitlement, we recommend that you remove the role-to-resource
mapping first. Go to Administration > Roles, select the required role, then click Map Resources to Role
and remove that resource from the Mapped Resources list.

What happens to existing resource assighnments: When you a delete a resource (without
entitlement) that already has one or more identities assigned to it, the system removes the resource
from those identities. If the resource has been associated with a role, the system also removes all
role associations that pertain to the deleted resource.

In Identity Manager 4.8.7 and onwards, the application will display an error message when you
delete a resource with entitlement. We recommend that you remove the role-resource mapping
before deletion.

Setting Expiration Period for the Resource

To set the expiration period, enable Expiration required and set the number of Days/Months/Years
when the access to the selected resource(s) should expire.

Expiration period sets the expiration date for a resource from the date of assignment.

Users can also request for resources in Access > Request page, for a specific period. For more
information, see Requesting Permissions in Netl/Q Identity Manager - User’s Guide to the Identity
Applications.

For more information, click (Z} on the Dashboard.
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Assigning Weightage to the Resource

This section only applies to Identity Manager 4.8.1 or later.

You can assign a resource weightage value to the resources with entitlement. The Role and Resource
Service Driver (RRSD) uses this value to determine the order in which the resource entitlement is
assigned and revoked in the connected system. This provides you the control to prioritize the
assignment and revocation of entitlements. Supported values include 100, 200, 300, 400, and 500,
where 100 has the highest priority and should be assigned first followed by 200 and so on.

NOTE: The Resource Weightage option will not be available in the Dashboard if:

+ |dentity Vault schema for resource weightage attribute is not updated.

+ User Application driver package and Role and Resource Service Driver are not updated to the
latest version.

When assigning resource weightage, you should consider the following conditions:

+ Aresource cannot be assigned if the user requests for a resource with group entitlement before
requesting for user entitlement resource.

+ Resource weightage is only applicable when the resource is mapped to a role. For example,
consider a user account entitlement and a group entitlement mapped to a role. The user
account entitlement is assigned a weightage value of 100 and the group entitlement, a
weightage value of 200. When you assign the role to a user, the RRSD driver determines the
order of assignment based on resource weightage value set for each entitlement, and assigns
the user account entitlement before the group entitlement. In case of revocation, the group
entitlement is revoked and then the user account entitlement.

When you create a resource with entitlement, there is no weightage associated with it. However,
while editing you can assign the weightage to one or more resources at the same time.

1 Select the resource(s) from the list that you want to assign a weightage.

2 Click Edit Resources.

3 Under Details, Owners, and Approvals tab, select the required value from the Resource
Weightage drop-down list.

For example, if you have selected a resource with user account entitlement and want this
resource to be assigned before the group entitlement, then you must assign a resource
weightage value of 100 to the user account entitlement and the group entitlement resource any
value other than 100 (say 300). The user is first assigned to the user account entitlement and
then to the group entitlement.

4 Click Apply.
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Changing the Approval or Revocation Process

After you create a resource, you can modify the resource information and define the approval
process for it. You can choose the role approval process to override the resource approval process.

You can define the approval process for a resource using one of the following options:

+ Serial Approval: Specify multiple approvers, and define the order by selecting an approver and
moving that approver earlier or later in the order by clicking the arrows at the right of the
approval list.

+ Quorum Approval: Specify the approvers, then use the slide bar to specify the percent of those
approvers that are required to grant access.

+ Custom: Specify the customized approval process from the list that you want to use. The list
displays the workflows that are defined using Designer.

NOTE: You must set up this approval process in Identity Manager Designer. For more
information, see NetlQ Identity Manager - Administrator’s Guide to Designing the Identity
Applications.

If you choose None, no approvers are required for assigning the resources.

You can choose to have a revoke process or not. The revocation process can match the approval
process. Also, you can define a different revocation process.

You can modify the expiration period for the selected resources. See, “Setting Expiration Period for
the Resource” on page 184.

Assigning Resource to Users

You can directly assign the selected resource to any user in your organization.

1 Select a resource that you want to assign to users.
2 In Resource Assignments, Click +.

3 Specify the Initial Request Description, and mention the Recipients from the list.

NOTE: In Initial Request Description, describe the purpose of assigning a resource to the
mentioned users in Recipients list.

4 Click Assign Resource.

For more information, click (I} on the Dashboard.

Updating the Resource Request Form

A resource form is used to gather necessary data to properly assign a resource. Create and define the
fields for the resource.

This is an example for resource form. The Region field is added for the Mobile resource. Following
illustration displays the form at the time of the request.
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Figure 15-1 Example Resource Request Form

MOBILE

Description

Mobile

Request

X

the form, then select Request

You can assign a value to the field and select At request/assign time to allow users to specify the
values at the time of request or resource assignment. If you want to assign values now, select Now.

In Data Value List, you can select one of the following data types to add a field into the request form:

Data Type Description

Integer This allows you to gather only numerical information about the selected
resource.
For example,
If you require to gather information related to quantity or number of days,
weeks, or hours, you can use this data type.

Boolean This allows you to gather true/false sort of information.
For example,
If the selected resource is printer, you might need to confirm whether they
require a color printer or not. In this case, you can use this data type to
provide an option to requesters.

List This allows you to select values from the list.

If you want users to select the defined values, you can provision the options
using this data type.

For example,

If you want to know the time zone of the requester, you can provision this field
by listing all the timezones for this field.

For more information about creating such lists, see “Creating a List to Improve
Resource Request Forms” on page 189.
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Data Type Description

String This allows you to gather more information on a resource request.
For example,

If you want to know the reason for this request or assignment, you can use this
data type for a field to gather this information.

NOTE: When you select Now option in Assign Value, these fields appear on the request form at the
time of request or assignment by default. If you want to hide these fields, select Hide.

For more information, click (Z} on the Dashboard.

Creating a Workflow for a Resource

For more information on creating a workflow for a selected resource, see Chapter 16, “Adding
Workflow to Roles and Resources,” on page 191.

Enabling Drivers for Resource Mappings

The identity applications includes updated configuration files for the following drivers:

+ Active Directory

+ GroupWise

+ LDAP

+ Notes

+ eDirectory

+ SAP User Management
* SAP GRC Access Control

All of these updated driver configuration files contain a new section on the driver's Global
Configuration Values (GCV) page labeled Role and Resource Mapping.

To display the configuration options available in the new section, select show for the Show role and
resource mapping configuration GCV.

To enable resource mapping for the driver, select Yes for the Enable resource mapping GCV.

Depending on the driver's capabilities, one or more lower-level options are displayed once resource
mapping is turned on. The Active Directory driver, for example, has three lower-level options:

+ Allow mapping of user accounts
+ Allow mapping of groups

+ Allow mapping of Exchange mailboxes

Each option can be turned on or off individually by selecting Yes or No.

188 Creating and Managing Resources



After saving the changes and restarting the driver, RBPM will detect the driver as enabled for
resource mapping.

NOTE: Before Identity Applications detect the driver, it must query the entitlement system. Identity
Applications sends the query to the entitlement system every 1440 minutes by default, but you can
force the application to send the query immediately using the identity applications.

To force the query to run immediately, click Refresh in Entitlement Query Settings. See, “Configuring
Entitlement Query Settings” on page 225.

Creating a List to Improve Resource Request Forms

You can use lists in request forms to display various options for specifying a resource assignment.
This section provides instructions for adding lists to the database by executing a few SQL statements.
Once these lists have been created, they can be displayed on a request form on the Roles and
Resources tab.

The following example shows how you would create a simple set of values for a list:

| NSERT | NTO PROVI SI ONI NG_CODE_MAP SET VI EW D=' Fact ory- Locati ons',
VERSI ONNO=1,

DESCRI PTI ON=' Factory Locations', NAME=' Factory

Locati ons', ENTI TYKEY=' Fact ory- Locati ons', ENTI TYTYPE=1,
LASTREFRESHED=UNI X_TI MESTAMP() ;

| NSERT | NTO PROVI SI ONI NG_VI EW VALUE SET VALUEI D=' Fact ory- Locations-1',
VERSI ONNO=1, VI EW D=' Factory-Locations', PARAMVALUE=' Canbri dge, MA 02440';

| NSERT | NTO PROVI SI ONI NG_VI EW VALUE SET VALUEI D=' Fact ory-Locati ons-2',
VERSI ONNO=1, VI EW D=' Fact ory-Locations', PARAMVALUE=' Provo, UT 97288';

The following example uses SQL statements that work with PostgreSQL:

| NSERT | NTO PROVI SI ONI NG_CODE_MAP

(VI EW D, VERSI ONNO, DESCRI PTI ON, NANME, ENTI TYKEY, ENTI TYTYPE, LASTREFRESHED)
VALUES (' Factory-Locations',1,'Factory Locations','Factory-
Locations',' Factory-Locations', 1, extract(epoch FROM now)));

| NSERT | NTO PROVI SI ONI NG_VI EW VALUE ( VALUEI D, VERSI ONNQ, VI EW D, PARAMVAL UE)
VALUES (' Factory-Locations-1','1",' Factory-Locations',' Canbridge, MA
02440');

| NSERT | NTO PROVI SI ONI NG_VI EW VALUE ( VALUEI D, VERSI ONNQ, VI EW D, PARAMVAL UE)
VALUES (' Factory-Locations-2','1","' Factory-Locations', ' Waltham MA
02451');

| NSERT | NTO PROVI SI ONI NG_VI EW VALUE ( VALUEI D, VERSI ONNQ, VI EW D, PARAMVAL UE)
VALUES (' Factory-Locations-3','1","' Factory-Locations',' Provo, UT 97288');

The VIEWID is the primary key for the PROVISIONING_CODE_MAP. The ENTITYTYPE value 1 identifies
the map type as a list. The VIEWID is the foreign key for the PROVISIONING_VIEW_VALUE
relationship to the PROVISIONING_CODE_MAP table. The VALUEID is the primary key for the
PROVISIONING_VIEW_VALUE table.
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After the Company Location field has been added to the form, you can specify that the company
location value should come from the Company Locations list at request time.

After the Factory Location field has been added, you can specify that the factory location value must
come from the Factory Locations list at request time.

At request time, the user can then select the company location and factory location values when
assigning the resource.

After the resource has been assigned, the Request Status tab for the resource displays the parameter
values chosen from the lists for the request form fields.
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Adding Workflow to Roles and Resources

Identity Applications introduces a new simplified method for adding a workflow to role and
resource. The Identity Applications user interface includes a new option, namely Add Workflow, in
the Roles and Resources pages for role and resource request process. This new method is an
alternative to the existing method of creating workflows in Designer. It is targeted to ease the user
experience of creating workflows. For greater flexibility and ease of use, NetlQ recommends that
you use this method whenever possible.

Benefits

+ Allows you to quickly create a workflow in Identity Applications without switching to Designer.

+ Provides an illustrative, easy-to-understand interface for creating workflows.

+ Includes a progress bar to help you track the status and progress of the workflow creation
process.

This method leverages the same workflow concepts that are used for creating workflows in Designer.
For more information, see Net/Q Identity Manager - Administrator’s Guide to Designing the Identity
Applications. For the Add Workflow REST API operations, see Chapter 43, “REST Services,” on

page 635.

Adding a Workflow

By default, the Add Workflow option is enabled. If you do not find this option in Roles and Resources
page, you must first enable it from the Settings page. For more information, see “General Settings”
on page 143,

You can add a workflow in Roles and Resource catalog based on system templates. For more
information on system templates, see “System Templates and Template Forms” on page 194. Let us
understand the workflow addition process through a two-step serial approval workflow example.

To add a workflow:

1 Click Administration > Roles or Administration > Resources option.

2 Select the required Role or Resource that you want under workflow control and click Add
Workflow.

3 A new WORKFLOW TEMPLATE SELECTION window is displayed. Select Approval Step(s) as Two
and Approval Type as Serial and click Next.

These workflow templates are obtained from the System Templates bundled in Create
Workflow Templates package for with User Application Driver in Designer.

4 A new Create Workflow Form window is displayed. Under General, specify the tabulated details
and click Next.
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Field Description

Identifier (CN) Specify the unique CN (common name) for the workflow.

Name Specify the display name for the workflow. This is the name that is
displayed to the user in Designer and Identity Applications (idmdash).

Description Specify the description for the workflow.
Status Specify the status for the workflow creation as either:

Active: Select this option to make the workflow available for use in the
Identity Applications after successful creation.

Inactive: Select this option to make the workflow temporarily
unavailable for use in the Identity Applications. Administrator has to use
Designer to make the workflow active and deploy to Identity
Applications.

You can use this option when you want keep the roles of the person who
develops the workflow separate from the person who activates the
workflow. For example, a developer could be responsible for marking the
workflow as Inactive, and an administrator could be responsible for
changing the status to Active.

NOTE: Use Designer for editing workflows created through Add
Workflow for Roles or Resources.

Permission Displays the selected role or resource for which the workflow is being
created. This field is not editable.

Permission binding Specify if you want the workflow to have either request binding activity
or request activity.

The request binding activity directly approves or denies the permission
without going through further approval process set on the permission.
Whereas the request activity makes a request for the permission and
then go through further approval process set on that permission.

5 Under Request Info, select the required request form, specify the details, and click Next.

You can use this view to map data from the data flow into fields in a form (pre-activity mapping)
and to map data from the form back to the data flow (post-activity mapping).

For pre-activity mapping, specify the Source Expression for the item that you want to map. For
post-activity mapping, click in the Target Expression field for the item that you want to map, and
specify an expression.

For more information, see Workflow Activity Reference in the Net/Q Identity Manager -
Administrator’s Guide to Designing the Identity Applications.

6 Under Approval Info, specify the tabulated details for approval activity. Depending on the
number of approval step(s) selected for the workflow initially, provide the details for those
number of approvals.

Fill in the details for First Approval and Second Approval here and click Next.
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Field Description

Approvers Specify the approver for the workflow. An
approver can be a manager, initiator, user, or
group.

Select Approval Form Lists all the forms displayed under Approval forms

category. Select an approval form from the list.

Escalation Timeout Specifies a dynamic expression that defines (in
terms of number of days) the period of time
allotted for the approver to complete the activity.

Escalation Addressee Specifies a dynamic expression that identifies the
user who should get this task if the escalation
timeout limit has been reached. The escalation
addressee is determined at runtime, based on how
the expression is evaluated.

Approval Timeout Specifies a dynamic expression that defines (in
terms of number of days) the period of time
allotted for the escalation addressee to complete
the task.

Timeout Action Determines the final state of the request in the
event that the workflow times out. The choices
are:

¢ Approved

* Denied

7 Under Finish, specify the notification details and click Create Workflow.

Field Description

Notification Required Specifies whether approvers are notified by email
about pending approval tasks, and whether
initiators are notified by email of workflow
completion.

Trustees Specifies the users, groups, or containers that can
read, compare, and browse the roles. (Read,
compare, and browse are the default privileges.)

The created workflow is successfully attached to the selected Role or Resource. Now when a user
request for the workflow to request a Role or Resource, the request and approval process will be as
per attached workflow.

The workflows are saved in the Identity Vault which can later be imported into Designer for
modifications.
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NOTE: *Note that a workflow created using Add Workflow cannot be modified or deleted in Identity
Applications.

+ If workflow addition to the selected Role or Resource fails, check catalina log file for error
messages in order to debug the issue.

System Templates and Template Forms

Identity Applications includes a set of predefined workflow process templates called System
Templates and forms called Template Forms with default event mappings that correspond to
specific Identity Applications tasks related to role and resource. Add Workflow option based on these
System Templates and Template Forms allows you to add workflows to a role and resource entirely
from within Identity Applications.

These system templates and forms are stored in the Identity Vault. For the list of system templates
and forms, see NetlQ Identity Manager - Administrator’s Guide to Designing the Identity
Applications.

IMPORTANT: Do not modify the System templates or System forms.
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Custom Templates

Identity Applications also provides an option to add workflow to Role and Resource based on user-
defined template called as Custom Templates.

Add Workflow feature uses three components:
1. Custom Templates workflow

New workflow will be created by taking the content of the custom template workflow.
2. Template Forms

Any user input to create workflow can be configured via the template form. This form needs to
be associated with the Request form of Custom Template.
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3. REST API

This creates the workflow when the user inputs from Template Forms and the custom template
workflow DN is provided. It gets triggered from the Template Forms. This is provided by the
Identity Applications REST API.

You can create your own Custom Templates and Template Forms using Designer. For more
information, see section “Creating a Custom Template in Designer” on page 196.

You can add a workflow to the selected Role or Resource using the custom template with Add
Workflow option. For procedure, see “Adding Workflow Using Custom Template” on page 196.

Adding Workflow Using Custom Template

To add a workflow to the Role and Resource using custom template:
1 Launch the Designer. Create your own workflow process template (custom template) and
deploy it. For procedure, see “Creating a Custom Template in Designer” on page 196.
2 Login to the Identity Applications Dashboard.
3 Click Administration > Roles or Administration > Resources option.

4 Select the required Role or Resource that you want under workflow control and click Add
Workflow. A new toggle button with a prompt Do you want to select custom template? is
displayed in the WORKFLOW TEMPLATE SELECTION window.

5 Enable this toggle button and select the custom template that you created in step 1.

6 Click Next. A new Create Workflow Form window is displayed. Provide details for the fields
provisioned as per the custom template.

Creating a Custom Template in Designer

For a Custom Template in Designer, you need to create a template form using the Form Builder tool
and then configure a provisioning request definition (PRD). Detailed steps are mentioned below:

1 Launch the Designer and open your project.

2 To create your own workflow template form:

2a Go to the Provisioning view and click Workflow Forms. Right-click the Template Forms
container and select New.

2b Enter the Form Identifier in the New Workflow Forms dialog box and click Finish.
The Form Builder is launched.
2b1 Click + and select the template as Create Workflow Form.
2b2 Click Create.

2b3 Drag and drop the required components and save the changes made to the form.
Based on the selected form type, some fields are automatically added to the form. You
can remove or modify these fields as required. The form components that are placed
on the form determine the appearance of the form. For more information, see NetlQ
Identity Manager - User’s Guide to Form Builder.

2b4 Click Save.
3 Right-click the new template form and select Live > Deploy to deploy it.
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4 To create a new Custom Template:

4a Right-click the Provisioning Request Definitions option and select New. Specify the basic
information and select the workflow template for this PRD. Select the category as Custom
Templates and click Finish.

4b The new PRD provisioned is displayed in Provisioning Request Definition Details Panel on
the Overview tab. Select the Category as Custom Templates and Status as Template.

4c Click the Workflow tab and create the workflow topology.

For information about creating a workflow topology, see NetlQ Identity Manager -
Administrator’s Guide to Designing the Identity Applications.

4d Click the JSON Forms tab and select the workflow forms from FormID drop down menu for
start workflow activity. You can associate either the standard forms available by default or
custom forms created using the Form Builder tool.

As you selected the Category as Custom Templates in step 4b above, the FormID menu lists
only custom template forms from Template Forms for selection.

4e Click Save.

5 Right-click the new PRD and select Live > Deploy to deploy it. On successful creation, the PRD is
added under Custom Templates.

You can now add workflow to the Role and Resource based on this custom template in Identity
Applications.

Recommendations

NetlQ recommends you to not use the Add Workflow option in the following scenarios:

+ When a resource has a dynamic entitlement, that is, a resource whose entitlement value can be
set at request time.

+ When a resource contains Resource Form Fields.
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Monitoring Workflows

This chapter only applies to Identity Manager 4.8.6 and later.

After the Workflow Engine initiates a workflow, you can track its progress on the Workflow
Monitoring page. You can view the current status, reassign activities within the workflow, terminate
a workflow, and even view the comments logged during its execution.

Go to Administration > Workflow Monitoring to monitor and manage workflows.
You must have one of the following identity applications roles to monitor workflows:

+ Security Administrator

+ Provisioning Administrator

NOTE: After upgrading Identity Manager to 4.8.6, the security and provisioning administrator roles
must be listed as trustee in the access settings. However, in some upgrade instances, the default
trustee for workflow monitoring is left blank, and the Workflow Monitoring page is accessible to all
users. To restrict the access, add the roles to the client settings file. For more information, see TID:
KMO000011013 (https://portal.microfocus.com/s/article/KM000011013?language=en_US).

This chapter helps you to perform the following activities:

+ “Search for Workflows” on page 199

+ “Sort Workflows” on page 200

¢ “Customize Columns” on page 200

+ “View Workflow Status” on page 200

+ “View Approval Status” on page 201

+ “Actions You Can Perform On This Page” on page 201

Search for Workflows

You can use any of the following search criteria to find a workflow process:

Simple Search

Enter the name of the recipient or requester in the search bar.
Filtered Search

You can use the available filters to search for workflow processes. Click ? and use one of the
following options:

+ Name of the requester who initiated the workflow process.

+ Name of the recipient.

+ Status of the workflow process.
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+ Status of the approval activity.

+ Requested date. To filter, select filter by Request Dat e, choose whether you want to
filter Bef or e or Af t er a date, then enter a date and time.

You can navigate through the list of workflows using the pagination option and choose the number
of entries to display on each page.

Sort Workflows

Workflow processes on the Workflow Monitoring page are sorted by request date by default, with
the most recently requested process at the top of the list. You can sort this list by the requester or

recipient name. To sort, click T next to the column. You can then shuffle the list in alphabetic order
as desired.

Customize Columns

Using the Column Customization option, you can select which columns to display on the Workflow
monitoring page. Dashboard saves your customization settings. Next time when you navigate to the
page, columns that are configured to display will be shown.

To customize the columns:

1 Click i

2 Select the check box next to the desired column that you want to display. The selected columns
are simultaneously added to the Workflow Monitoring page.

TIP: To choose all columns, select the check box provided near the search field. To uncheck all
columns, deselect the check box.

3 To save your preferences, click the close sign (x) or the drop down arrow on the Column
Customization window.

View Workflow Status

A workflow process will display one of the following statuses in the Status column at any given time:

Running
Indicates that a workflow process is in progress. One or more approval request activities are
waiting for an action from the approver.
Completed
Indicates that a workflow process is complete. You can view the approval status in the Approval
Status column. For more information on different states of approval, see View Approval Status.
Stopped

(Applies to a non-clustered workflow engine environment) Indicates that an instance of the
workflow engine is currently down and not reachable.
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Terminated

Indicates that a workflow process was terminated before completion.

Click () to get an up-to-date workflow process list from the workflow runtime database. The refresh
option also updates the most recent status of all workflow processes that are currently running.

View Approval Status

The Approval Status column displays the current approval status of a workflow process.
A workflow process will display one of the following statuses at any given time:

Processing

Indicates that one or more workflow activities are awaiting approval from the approver. For
example, two approval activities are defined in a workflow process, one is approved, and the
other is pending approval. Because the workflow process is still in progress in this case, so the
approval status is displayed as Pr ocessi ng.

Approved

Indicates that all approval activities in the workflow process are complete.

Denied

Indicates that the approver rejected one or more approval activities in the workflow process.

Retracted

Indicates that the requester retracted the permission access request. In this case, the workflow
process is terminated before its completion.

Error

Indicates that one or more approval activities in the workflow process are not working properly.
In this case, the workflow process is terminated before its completion. The errors can occur due
to many reasons, some of them are listed below:

¢ An error occurred when calling the token end point
+ An error occurred while initializing the scripting engine or the scripting context

+ When forwarding a task, the Activity ID or Addressee details are missing or empty

Actions You Can Perform On This Page

The Dashboard provides the following actions that allow you to manage the workflow processes:

+ Terminate a Workflow Process
+ Reassign a Workflow Process

+ View Comments to Know More About Workflows
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Terminate a Workflow Process

You can terminate a workflow process if you do not want to continue its processing. All activities
associated with that workflow process will end, and the workflow status will change to
Ter mi nat ed. When terminating a workflow process, you must provide a reason for your action.

You can terminate a running workflow process in the following scenarios:

+ When an activity is open for a long time, preventing the workflow process from being
completed.

+ When a workflow process has come to a stop and cannot be restarted.

NOTE: The workflow engine automatically terminates a workflow process when it detects an errorin
the workflow definition.

For more information, click (Z) on the dashboard.

Reassign a Workflow Process

The activities assigned to an individual may occasionally need to be delegated to another person.
You can assign one or more activities to a different addressee within the organization. When you
reassign an activity, the workflow engine notifies the task recipient. When reassigning an activity,
you must also provide a reason for your action.

Review the following guidelines before reassigning a workflow process:

+ Reassign a workflow process only if an approval request activity has timed out or has been left
unattended for an extended period. This can happen when the requester is unavailable or has
left the organization.

+ You can reassign a workflow process that has come to a stop and cannot be restarted.

For more information, click (Z) on the dashboard.

View Comments to Know More About Workflows

While a workflow process is running, the workflow engine logs key events as comments. To read

these comments click ':l in the Actions tab.

The application displays user comments by default. Select the View System Comments check box to
see both the system and user comments. The events are listed in reverse chronological order, with
the most recent event listed first. Each event includes a comment with a timestamp, the activity
name, and author of the comment.

System comments corresponds to the actions taken by the application while executing a workflow.
For example, assigning the approval activity to someone who has the authority to approve the
request. User comments, on the other hand, are comments added by a user. For example, the reason
provided by an administrator for terminating a workflow process.

The View Comments feature provides insight into workflow execution. If the workflow engine
terminates a workflow process with an error, the administrator can easily trace the error details
from the workflow comments window.
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Creating and Managing Delegations

In some organizations, you might be allowed to delegate your tasks to other team members. This
feature allows you to delegate your tasks to multiple users based on the selected Provisioning
Request Definitions (PRD).

A delegate user is a user to whom one or more specific tasks appropriate to that user’s rights can be
delegated so that the delegate can work on those specific tasks on behalf of someone else.

To view delegations, go to People > Delegation. All users in the organization can see their delegation
assignments.

To create or modify delegation, you must have one of the following roles:
+ Provisioning Administrator
+ Provisioning Manager
¢+ Team Manager

The Provisioning Administrator and Provisioning Manager have the ability to define delegate
assignments for any user in the organization.

The team manager can define delegation assignments for self or for the team members. Make sure
that Configure Delegate and Configure Availability permissions are granted to the team manager for
the requested team to create delegation:

Go to People > Teams and edit the team permissions to enable delegation feature.

Figure 18-1 Add Permissions to the Teams to Create Delegation

Add Rales
Add Resources

Add Provisloning Request Definitlons

= All provisioning requ

Select provisioning request definitions (PRDs)

NOTE: If team manager wants to create a delegation for self, ensure Include the selected requesters
in the recipients list is selected.

To modify the default delegation settings, see Section 22, “Configuring Identity Applications Default
Settings,” on page 223.

For more information about delegations, click {Z} on the Dashboard.
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Separation of Duties Constraints

Separation of duties is an important aspect of an organization’s security controls because it helps
prevent fraud and user error related to user access. In a separation of duties constraint, the
conflicting roles must be at the same level in the roles hierarchy.

A Role Administrator can create or modify for roles in the organization.

A SoD constraint represents a rule that makes two roles mutually exclusive unless there is an
exception allowed for that constraint. You can define whether exceptions to the constraint are
always allowed or are only allowed through an approval flow. When a role assignment results in a
potential separation of duties conflict, the initiator has the option to override the separation of
duties constraint and provide a justification for making an exception to the constraint.

You can add or delete separation of duties constraints in:
Administration > Separation of Duties page.

To modify the default Separation of Duties settings, see Section 22, “Configuring Identity
Applications Default Settings,” on page 223.

To understand the Role and Resource assignment process, see:

+ “Role Assignments” on page 205

+ “Resource Assignments” on page 206

Role Assignments

When a user requests a role that results in a potential SoD conflict, the initiator has the option to
override the SoD constraint and provide a justification for making an exception. In some cases, a SoD
conflict can cause a workflow to start. The workflow coordinates the approvals needed to allow the
SoD exception to take effect.

Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources in the Administration tab for you and the others in your organization. The flow

of control for a roles-based workflow or SoD workflow, as well as the appearance of forms, can vary
depending on how the workflow designer defined the workflow's approval definition in the Designer
for Identity Manager. In addition, your job requirements and level of authority determine what you

can see and do.

For more information, click (2} on the Dashboard.

NOTE: The ability to define custom roles is available only with Identity Manager 4.5 and later.
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Resource Assighments

Resources can be assigned to users only. They cannot be assigned to groups or containers. However,
if a role is assigned to a group or container, the users in that group or container might automatically
be granted access to the resources associated with the role.

A Resource Administrator can configure the approval process for resources. The approval process for
a resource might be handled by one of the following:

+ a provisioning request definition

+ an external system, by setting the status code on the resource request
If a role assignment initiates a request for a resource, it is possible that the request will not be

granted, even though the role is provisioned. The most likely reason for this would be that the
necessary approvals were not provided.

When a user requests a resource, the request starts a workflow. The workflow coordinates the
approvals needed to fulfill the request. Some requests require approval from a single individual;
others require approval from several individuals. In some instances, a request can be fulfilled
without any approvals.

The following business rules govern the behavior of resources within the identity applications:

+ Resources can only be assigned to a user. The resource can be granted to users in a container or
group based on implicit role assignment. But the resource assignment will only be associated
with a user.

+ Resources can be assigned in any of the following ways:
+ Directly by a user through Ul mechanisms
+ Through a provisioning request
¢ Through a role request assignment
+ Through a Rest or SOAP interface

+ The same resource can be granted to a user multiple times (if this capability has been enabled
in the resource definition).

+ Aresource definition can have no more than one entitlement bound to it.

+ Aresource definition can have one or more same-entitlement references bound to it. This
capability provides support for entitlements where the entitlement parameters represent
provisionable accounts or permissions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
request time (dynamic).

Your workflow designer and system administrator are responsible for setting up the identity
applications for you and the others in your organization. The flow of control for a resource-based
workflow, as well as the appearance of forms, can vary depending on how the workflow designer
defined the workflow's approval definition in the Designer for Identity Manager. In addition, your job
requirements and level of authority determine what you can see and do.
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Resource Request Process Flow

The following example shows the process flow for a resource assignment request. In this example, a
user requests a resource that grants access to an SAP profile:
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In the Dashboard, a user requests access to SAP.

The Identity Vault creates a User Request object.

The Role and Resource Service Driver processes the new request.

The Role and Resource Service Driver starts a workflow, and changes the request status.

The identity applications perform the approval process. Upon completion of the approval
process, the workflow activity changes the request status.

The Role and Resource Service driver picks up the change in the status and begins to provision

the resource if all of the necessary approvals have been provided.

The User Object attributes are updated to include the resource binding and approval
information.

An entitlement request is made for the SAP Profile.

9. The SAP Driver processes the entitlement and creates the user’s profile in SAP.
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Using Controlled Permission Reconciliation
Services

Controlled Permission Reconciliation Services (CPRS) helps you to keep the Identity Manager
Resource Catalog synchronized with the permissions across connected applications. You can use
CPRS for the following activities:

+ Initial Permission Onboarding: Allows you to select each entitlement or driver and migrate the
permissions of the managed users from the connected application to Resource Catalog.

+ Controlled Reconciliation: Select a driver or entitlement and monitor changes to the user
permissions in Resource Catalog. You can publish the permission changes to Resource Catalog
for specific or all users.

Ensure you have Resource Administrator or User Administrator access to use CPRS.

The following video describes the concepts of CPRS:

W http://www.youtube.com/watch?v=l4-lyRTu2pU

IMPORTANT: CPRS currently supports Active Directory, Multi-Domain Active Directory (MDAD),
LDAP, Loopback, Delimited, REST, and Workday drivers.

This section provides valuable information for planning a CPRS implementation in your Identity
Manager environment.

+ “How CPRS Helps” on page 209

+ “Prerequisites” on page 210

+ “Considerations for Supported Drivers” on page 210

+ “Understanding the Components of CPRS” on page 211

+ “Managing Permission Reconciliation Settings” on page 213

+ “Permission Reconciliation” on page 215

+ “Migrating to CPRS” on page 217

How CPRS Helps

Permission Collection and Reconciliation Service (PCRS) helps you create custom entitlements for
connected system roles and resources and allows you to synchronize these permission assignment
changes to identity applications Resource Catalog.

When PCRS is configured for an Identity Manager driver, user permissions from that connected
application are seamlessly reconciled into Resource Catalog based on PCRS settings configured for
the connected application. PCRS does not allow Identity Manager administrators control
reconciliation requests. In addition, configuration and troubleshooting of PCRS solution can become
difficult due to involvement of many floating components such as policies, job, mapping tables, and
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some engine APIs. The primary issues are performance, complexity of implementation and stability/
reliability of the deployments.Therefore, resulting in degraded performance of the system. CPRS
provides an improved solution with the following benefits over PCRS:

+ Secures the permission reconciliation model in which reconciliations are controlled by an
administrator.

+ Requires minimal configuration to get CPRS working after Identity Manager is installed.

+ Enhances overall system performance.

+ Simpler troubleshooting as all the involved components are integrated with the Identity
Applications user interface.

Prerequisites

Before using CPRS, review the following considerations:

+ |dentity Manager 4.7
+ |dentity Manager drivers are updated to the latest driver package.

For more information, see Preparing Drivers to Use CPRS in the Net/Q Identity Manager -
Administrator’s Guide to Designing the Identity Applications.

+ |dentity Manager drivers enabled with entitlements are up and running.

Considerations for Supported Drivers

This section describes all the considerations for the following drivers:

+ “MDAD Driver” on page 210
+ “Loopback Driver” on page 211
+ “REST Driver” on page 211

+ “Delimited Text Driver” on page 211

MDAD Driver

MDAD driver allows permission reconciliation for every logical system. You must enable your logical
system in Designer or iManager. To enable a logical system in iManager:
1. Login to iManager as an administrator.

2. Right-click the MDAD driver and navigate to Edit Properties > Global Configuration Values >
Entitlement.

3. Set Add Logical System information to Entitlement Values to Yes for the entitlement for which
you want to use CPRS.

WARNING: This setting (Yes) invalidates all the existing resources for the entitlement. This
results in loss of all existing resources for the entitlement. Therefore, you need to recreate
resources and publish the assignments. For more information, see “Managing Permissions for a
MDAD Driver” on page 218.
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Loopback Driver

To create associations for the existing users, migrate the user container using Migrate from Identity
Vault option in iManager. Perform the following tasks to use the existing Loopback driver:

1 Upgrade the driver to the latest Loopback base package.

2 To create associations for the existing users, migrate the user container from ldentity Vault to
connected application.

REST Driver

Perform the following tasks to use the existing REST driver:

1 Upgrade the Identity Manager to 4.7.1 version.
2 Upgrade the REST driver to 1.0.1.1 version.

Delimited Text Driver

CPRS uses the driver query functionality to fetch permission information from the connected
application. Therefore, ensure that the query capability is available in the driver policies for
codemap queries and permission queries.

Understanding the Components of CPRS

CPRS is integrated with Identity Manager Dashboard. The following figure depicts different
components involved in synchronizing user permissions:
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+ User interface - The following web pages are available:

+ Permission Reconciliation - Use this page for migrating permissions and to compute the
difference in permission assignments between the connected application and Resource
Catalog. Use the following icons to manage permission reconciliation, compute
assignments, publish assignments, and to view the status of the processes triggered:

+ Manage Permission Reconciliation i
+ Compute selected (driver/entitlement) assighments iy
+ Publish All (driver/entitlement) assignments & &
+ Status of the process ()
For more information, see “Permission Reconciliation” on page 215.

+ Permission Reconciliation Settings — Use this page to view the CPRS settings.

+ Permission reconciliation Settings Edit — Use this page to modify the permission
reconciliation settings for entitlements. For more information, see “Managing Permission
Reconciliation Settings” on page 213.

+ Permission Reconciliation Configuration - Navigate to Configuration > Permission
Reconciliation. Use this page to perform the following tasks:

+ Enable permission reconciliation
+ Set the polling time for status checker
+ Set the time for retention for computed permission assignments
For more information, see “Configuring Permission Reconciliation Settings” on page 227.

+ Identity applications Database - Contains the computation and the published records.
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+ Identity Manager drivers - Used to fetch permissions for data synchronization.

+ Connected System - Any system, directory, database, application, or operating system whose

identity information you want to manage.

The following sequence describes how the permission differences between resource catalog and
connected systems are computed and published.

1.

Log in as a Resource Administrator or User Administrator to Identity Manager User Interface >
Administration > Permission Reconciliation.

Click the Manage Permission Reconciliation i} icon and click Edit Permission Reconciliation
Settings (] to enable the resources to be used for CPRS.

In the Permission Reconciliation page, select a driver or entitlement you want to compute or
publish.

. Select an entitlement and click & or £ ¢ for a request to be triggered. This action leads to

creation of an eDirectory object under a defined container. This object contains information
such as, resource to entitlement mapping, operation type, status, and so on.

The Identity Manager engine is notified when a request is created under the eDirectory
container. On detecting a new request, the engine begins to process it. The request object is
updated periodically.

The difference or change in permission assignments between Resource Catalog and connected
applications is called delta. The Identity Manager engine calculates the delta between the
Resource Catalog and connected system and stores it in a persistence layer.

The Status checker APl updates the identity applications database process records. Once the
process status is Completed or Error, it cleans the request object from the eDirectory container.

The identity applications REST layer receives the delta of permission assignments from the
Identity Manager engine through an LDAP extension.

. The CPRS computed data is maintained for the configured value in the Permission Reconciliation

Configuration page > Retention time for computed permission assignments.

For more information, see “Configuring Permission Reconciliation Settings” on page 227.

The following video helps you configure and manage CPRS in Identity Manager Dashboard:

W http://www.youtube.com/watch?v=QTh8gnxIVS0

Managing Permission Reconciliation Settings

The Permission Reconciliation Settings page allows you to manage the behavior of permission
assignment reconciliation between Resource Catalog or Identity Application, and the connected
application.

The Permission Reconciliation Settings page allows you to configure the resources, to be used by
permission reconciliation for publishing the assignments.

NOTE: The permission reconciliation does not use the configured resource for delta computation. It
is only used during the publishing of permission assignments to the resource catalog.

Perform the following actions to create settings to reconcile permissions:
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Navigate to Administration > Permission Reconciliation. Click i2:. The Permission Reconciliation
Settings page appears.

This page lists all the settings made for Identity Applications resources:

* Driver Name

*

Entitlement

*

Permission

*

Resource Name

Driver Name Entitlement * Permission Resource Name ™

Ensure a resource is created to configure the permission reconciliation settings.

The existing resources can be mapped in CPRS settings. For more information, click (Z} on the
Dashboard.

NOTE: If settings are listed, click i} to customize the columns. Drag and drop the required
columns from Available Columns to Selected Columns.

Editing Permission Reconciliation Settings
Perform the following steps to edit the Permission Reconciliation settings:

1. Click[“] to map entitlement from the connected application to the Identity Manager resource.
2. Select an Entitlement you want to manage.

For example: LDAP Driver > User Account Entitlement

NOTE: If you select MDAD driver, you must select the required Logical system to reconcile. By
default the first Logical system is selected.

3. Perform the following actions to create or edit the permission reconciliation settings between
the selected entitlement and mapped resources:

a. (Conditional) In Entitlement Value Association, select the List Resources With Dynamic Value
to list the resources that are not associated with entitlement values. De-select this option
to list resources that are associated with entitlement values.

The list of resources already configured for the selected entitlement is displayed.

b. Type the resource name you want to select from the list. This lists the resources that are
already present in the Resources page.You can select more than one resource for a
multivalued entitlement.

If no resources are listed, you should create a resource with entitlement for the required
connected application. To create a new resource, see “Creating a New Resource” on
page 182.
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Permission Reconciliation Settings Edit X @

Edit the permission reconciliation setting between selected entitlement and resources mapped to it

titlerment

Select En

ﬂ LDAP Groups

Select Driver/Entitlement A

Entitlement Value Association
List Resources With Dynamic Value

Selected R

Clear Selection

Save Cancel

4. Click Save.

You can view this setting on the Permission Reconciliation Settings page.

Permission Reconciliation

Permission Reconciliation page allows you to compute and publish the permission assignments
between Resource Catalog and connected systems.

Ensure that the drivers or entitlements are configured with CPRS settings to compute or publish.

IMPORTANT: CPRS computes all permission assignments for the selected driver or entitlement
during collection. It does not filter the assignments based on the resource you configure for
permission reconciliation on the Permission Reconciliation Settings page.

Perform the following actions to publish permissions for the selected driver or entitlement:

1 Navigate to Administration > Permission Reconciliation.

2 In Driver or Entitlement, select a driver or an entitlement that you wish to compute or publish.

IMPORTANT: For a Fan-Out driver (for example MDAD), select a Logical system. This option is
displayed only for Fan-Out driver. By default the first Logical system is selected.

3 Click & to compute the difference in assignments between the Resource Catalog and the
connected application.

Click () to view the process status. You can view the computed assignments data in the CPRS
Assignments table only when the process is completed for the triggered event. Click All
Assignments in CPRS Assignment to view the list of all computed assignments. For more
information, see “CPRS Assignments Table” on page 216.
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NOTE: The time taken for computation depends on the number of assignments present in the
connected application and Resource Catalog.

4 Click@% to assign or revoke assignments to Resource Catalog.

NOTE: Ensure that the assignment is associated with a resource.

5 (Conditional) Click (! to view the process status of the selected entitlement.

The PROCESS STATUS page lists the following columns:

Column Name Description

Process Type Specifies the type of processes that are initiated for
the entitlement such as Compute or Publish

Start Time Specifies the start time of the process
Completion Time Specifies the completion time of the process
Status Specifies the status of the process. For example,

Submitted, In Progress, Completed, or Error

Message Displays error messages (if any)

CPRS Assignments Table

On selecting an entitlement in the Permission Reconciliation page, the assignments appears. If the
computation is already performed, all the assignments is displayed.

Permission Reconciliation & 5 &

CPRS Assignments 2

Revoked

The following actions can be performed in the CPRS Assignment section:

+ From the list of displayed assignments, you can filter assignments based on name or
permission.
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+ View the assignments using the following options:

+ All Assignments: This option is selected by default. All the permissions (new and revoked)
are displayed.

+ New Assignments: This option displays the permissions that are available in the application
but not present in the Resource Catalog.

+ Revoked Assignments: This option displays the permissions that are present in Identity
Manager resource catalog but not in the application.

+ To publish one or more assignments to Resource Catalog, select the permission and click &5
beside CPRS Assignments. Note that you can select and publish only those assignments which
are configured for permission reconciliation. Other assignments for resources not present in the
permission reconciliation settings may throw an error while publishing.

NOTE: By default, events generated by CPRS assignments do not flow to the Subscriber channel of
the driver. This behavior is controlled by Allow Entitlement event loopback from cprs to subscriber
channel Engine Control Value. To change the default setting, change the control to True. For more
information about Engine Control Values, see Engine Control Values in the Net/Q Identity Manager
Driver Administration Guide.

Migrating to CPRS

Migration to CPRS does not change the resource settings. It only changes the mode of permission
reconciliation.This section explains how to migrate resource configurations to CPRS.

+ “Prerequisites” on page 217

+ “Managing Existing Permissions for AD and LDAP Drivers” on page 218

+ “Managing Permissions for a MDAD Driver” on page 218

+ “Post Migration Activities” on page 219

Prerequisites

Before migrating the resources, review the following considerations:
+ Upgrade from Identity Manager Engine 4.6.x to 4.7
For more information, see Upgrading Identity Manager Engine (Linux) or Preparing to Upgrade
Identity Manager (Windows) based on your platform
+ Upgrade Identity Applications from 4.6.x to 4.7

For more information, see Upgrading Identity Applications (Linux) or Upgrading Identity
Applications (Windows) based on your platform.

+ Upgrade the driver packages.

NOTE: The existing MDAD resources become invalid after the driver is upgraded.

For more information, see Upgrading the Driver Packages for Identity Applications (Linux) or
Upgrading the Driver Packages for Identity Applications (Windows) based on your platform.
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Managing Existing Permissions for AD and LDAP Drivers

Managing existing permissions involves migrating the existing resources and creating CPRS settings
for those resources in the identity applications. The procedure is similar for AD and LDAP drivers.
The following procedure uses LDAP driver as an example.

1 Navigate to Administration > Configuration > Permission Reconciliation and enable Permission
Reconciliation.

2 In the Permission Reconciliation Settings Edit page, select an entitlement. For example:
LDAP_G oups.

3 Select an existing resource. For example: G- oup_Menber shi p_PCRS.

NetlQ Identity Manager

Dashboard Application Tasks Access v People Administration «

Permission Reconciliation Settings Edit

Edit the permission reconciliation setting between selected entitlement and resources mapped to it.

Select Entitlement

[] LDAP Groups X

Select Driver/Entitlement

Entitlement Value Association

List Resources With Dynamic Value

Selected Resource

|PCRQ

@ Group_Membership_PCRS

Resource is required

Save Caneel

NOTE: You can select one or more resources for a multivalued entitlement.

4 Click Save.
5 Compute and publish permissions for G oup_Menber shi p_PCRS entitlement.

Managing Permissions for a MDAD Driver

1 Set Add Logical System information to Entitlement Values to Yes in Global Configuration Values
using iManager or Designer.

Enabling this option makes all the existing resources for an entitlement invalid. Therefore, you
need to recreate the resources and publish the assignments.

2 Navigate to Administration > Resource and create new resources that have Logical System with
entitlements.

3 In the Permission Reconciliation Settings Edit page, select an entitlement. For example,
MDAD_G oups.
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4 Select a Logical System and map the newly created resource with the new entitlement values.

5
6

NOTE: You can select one or more resource for a multivalued entitlement.

Click Save.
Compute and publish permissions for MDAD_Gr oups entitlement.

Post Migration Activities

Few eDirectory objects created during PCRS are not cleaned up during CPRS package upgrade.
Manually remove the following eDirectory objects from the driver object path after entitlement
package upgrade:

*

*

Per m ssi onOnboar di ng

G oup_val ues

Per m ssi onEnt Mappi ng

Perm ssi onNaneToFi | e

StaticVal ueEntitl enent Map

Entitl enent LLI DMappi ng (Only for MDAD)

TIP:

Use i dapps. out anddri verset | ogfilesto trace the CPRS actions and events.
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Configuring Email-Based Approval

As an administrator, you can configure the identity applications to send an email that notifies users
that they have a pending task to approve or reject a permission request.

Administration > Email-based approval

NOTE: Before enabling email-based approvals, ensure that you have configured the provisioning
request definitions (PRDs) to support notifications and (optional) digital signatures. Also, configure
the outgoing mail server. For more information, see the Email Based Approvalin Net/Q Identity
Manager - Administrator’s Guide to Designing the Identity Applications.

You can configure the following settings to allow users to approve requests on their emails:

Incoming Email Settings

Specifies the server type, SSL settings, port type, and notification templates.

Outgoing Email Settings

Specifies the notification template host, protocol, and SMTP server. This tab allows specifies
digital signature settings.

For more information, click (I} on the Dashboard.
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Configuring ldentity Applications Default
Settings

To modify the default settings of identity applications administration settings, navigate to
Configuration.

The settings and configurations made on this page affects while performing any operations on the
components that are listed in this page.
+ “Configuring Roles and Resources Settings” on page 223
+ “Configuring Delegation and Proxy Settings” on page 226
+ “Configuring Permission Reconciliation Settings” on page 227
+ “Configuring Logging Settings” on page 228
¢ “Configuring Caching and Cluster Settings” on page 229
+ “Assigning Administrators in Identity Applications” on page 235
+ “Configuring Workflow Engines and Cluster Settings” on page 240
+ “Viewing User Application Driver Status” on page 243
+ “Configuring the Default Provisioning Display Settings” on page 243
+ “Configuring the Identity Governance Settings” on page 245

Configuring Roles and Resources Settings

The Roles and Resources page allows you to modify the basic configurations of Roles and Resources
Subsytem.

NOTE: You should have both Role Administrator and Resource Administrator permissions to modify
the role and resource configurations on this page.

A Role Manager or Resource Manager can also access this page. Additionally, they should have
Configuration Role Settings and Configuration Resource Settings permissions to modify the settings.
For more information, see “Assigning Permissions to a Delegated Administrator” on page 237.

Configuring Default Roles Settings

The Role Container, Role Request Container, and Default Role Approval Definition show the LDAP
settings that are saved in the Identity Vault during installation.

Role Container

The container where all the roles are stored.
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Role Request Container

The container where all the role provisioning requests are stored.

Default Role Approval Definition

This determines the default workflow used for role assignment or revocation process.

Role Assignment Grace Period
Set the grace period which determines the time difference between removing the role
assighment and dissociating entitlements from the role.

Enable Role Approval
This only applies to Identity Manager 4.8.3 or later.

Enable the respective options in this setting to trigger an approval process before a role is
assigned to groups, containers, or mapped to another role. The approval process will be
triggered only if the approval is configured for that role. When this setting is disabled, the role
will be assigned to the recipients directly, without seeking approval. The approver(s) will not
receive an email notification, although the email approval setting is set to enabled.

By default, the Enable Role Approval is disabled for Role to Role, whereas it is enabled for Role to
Container and Role to Group options.
Role Level Display Names

You can change the display names of role levels for all supported languages. To change the
language, see “Understanding Roles” on page 26.

NOTE: In identity applications, you can set a role to any of these levels:
+ Level 10
+ Level 20, or
* Level 30

These levels appear on the roles with their specified display names.

Click Apply to save your changes.

Configuring Default Resource Settings

You can view the resource settings that are stored in Identity Vault.

Resource Container

The container where all the resources are stored.

Resource Request Container

The container where all the resource provisioning requests are stored.

Default Resource Approval Definition

The container where all the workflows related to resource approval process is stored. When you
select Custom approval process for any resource, it populates the workflow options from this
container.

Configuring Identity Applications Default Settings



Configuring Entitlement Query Settings

The identity applications periodically make queries to an entitlement from connected systems that
are displayed in the Administration > Resources list. Entitlement Query Settings allow you to specify
the interval to refresh the code map tables and also allow you to refresh manually.

Default Query Timeout

Specifies the interval in minutes that system should wait for the query result.

Default Refresh Rate

Specifies the interval in minutes to refresh entitlement queries in the system.

Refresh Status
Indicates whether the entitlement values have been refreshed.
You can refresh All Drivers at a time or select specific driver or entitlements that you want to

. . ¥,
refresh. To refresh the entitlement values manually, click ().

Click Apply to save your changes.

Configuring Separation of Duties Settings

You can control the behavior of the separation of duties used in identity applications.

SoD Container

The container where all the SoD constraints are stored.

SoD Approval Definition

To allow permissions for users despite SoD constraints require an approval. This determines the
workflow that is used for custom approvals. You can set the approval definition for custom
approval process.

This list displays the SoD approval definitions created using Designer. For more information, see
NetlQ Identity Manager - Administrator’s Guide to Designing the Identity Applications.

Default Approval Type

This determines the default approval type for SoD constraints when the approval process is
enabled for those SoD constraints.

Default SoD Approvers

This determines the default users, groups, roles, or containers who review SoD constraints and
approve those requests as required.

Click Apply to save your changes.
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Configuring Delegation and Proxy Settings

The Delegation and Proxy option allows you to configure the retention time for these assighnments
and the notification template which is used to generate alerts for the respective users. This option
also allows you to configure the synchronization and cleanup services for these assignments.

¢ “Configuring Delegation Settings” on page 226
+ “Configuring Proxy Settings” on page 226

¢ “Configuring Synchronization and Cleanup Service” on page 227

Configuring Delegation Settings

Provisioning Administrator can modify the delegation settings.

The Delegation page allows you to update retention time and delegation notification template.

IMPORTANT: The assigned proxy can always see all your requests. This option does not apply to the
proxy.

1 (Optional) Enable Allow All Requests.
This provides the All option in Request Type Selection while creating delegation.
2 Specify the retention time (minutes) for your delegation assignments.
3 Specify the retention time (minutes) for your availability settings.
4 Select the Delegation Notification Template from the list.

This list displays the delegation template created using Designer. For more information, see
NetlQ Identity Manager - Administrator’s Guide to Designing the Identity Applications.

5 Select the Availability Notification Template from the list.

This list displays the availability template created using Designer. For more information, see
NetlQ Identity Manager - Administrator’s Guide to Designing the Identity Applications.

6 Click Apply to save the changes.

Configuring Proxy Settings

Proxy allows you to modify the retention time and set the notification template for proxy
assignments.

Retention time for Proxy assignments

Specify the retention time (minutes) for the proxy assignments in the system after they expire.

Proxy notification template

Select the proxy template from the list. This list displays the proxy templates that are created
using Designer. For more information, see Net/Q Identity Manager - Administrator’s Guide to
Designing the Identity Applications.

Click Apply to save your changes.
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Configuring Synchronization and Cleanup Service

Synchronization and Cleanup Service allows you to define the interval for these services.

Synchronization Service Activation Interval

Specify the interval that synchronizes the delegation, proxy, and available settings.

Cleanup Service Activation Interval

This option allows you to clean up the expired assignments which have passed the retention
time. You can set the cleanup service using one of the following methods:

+ Minutes: This option removes the expired assignments that occur for every specified
interval.

+ Date: This option removes the expired assignments that occur within the every specified
date.

Click Apply to save your changes.

NOTE: These changes will take effect next time you start the Identity Applications.

Configuring Permission Reconciliation Settings

The Permission Reconciliation page allows you to configure default operations of identity application
components. For example, you can set the polling time for status checker and set time for retention
of computed permission assignments.

Perform the following actions to configure permission reconciliations:

1 Enable Permission Reconciliation, to start using CPRS.

This option helps you to create custom entitlements for connected system roles or resources.
You can synchronize the connected application’s permission assignments to the Identity
Manager resources. To view system resources, go to Administration > Resources. For more
information about resources, see Chapter 15, “Creating and Managing Resources,” on page 181.

2 In Polling time for status checker (minutes), specify the time interval to check the permission
reconciliation status.

By default, the value is set to 10 minutes.

3 In Retention time for computed permission assignments (days), specify the number of days to
retain the CPRS process records and computed records.

By default, the value is set to 7 days.
4 Click Submit.
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Configuring Logging Settings
Logging allows you to debug the identity applications configuration. The logging service provides

facilities for writing, viewing, filtering, and listening for log messages.

By default, Identity Manager saves the logging configuration in i dnmuser app_| oggi ng. xm file.
For workflow events, there is a separate wor kf | ow_| oggi ng. xm file. Both these files are located
at:

Linux:/ opt/ neti g/ i dnf apps/tontat/conf/

Windows: C. \ neti g\i dm apps\t ontat \ conf

NOTE: The workflow events are generated only if CEF auditing is enabled in
wor kf 1 ow_| oggi ng. xm file.

For more information, see Chapter 8, “Setting Up Logging in the Identity Applications,” on page 71.

Configuring Auditing Service Settings

The Auditing Configuration under Configuration > Logging allows you to enable or disable audit
service in CEF format. You should specify the following auditing server details after enabling CEF
format.

For any audit related settings, NetlQ recommends you to refer to the Net/Q Identity Manager -
Configuring Auditing in Identity Manager.

Fields Description

Destination host Specifies the destination hostname or IP address of the auditing server.
Destination Port Specifies the destination port number of the auditing server.

Network Protocol Specifies the protocol that should be used to establish communication with

the auditing server.

To establish a secure communication with the auditing server, select TCP
protocol and enable Use TLS option. Provide the Keystore file name and the
Keystore password.
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Fields Description

Intermediate event store Specifies the temporary directory where the events can be stored. This
directory directory serves as a backup for an auditing server. If Identity Applications is
freshly installed, the directory path will be populated by default.

You can also provide path to intermediate event store directory of your choice.
Make sure that the permission and ownership are changed to nov| ua for that
directory. To change the permission of the directory, run the following
commands on Linux platforms:

chown novl ua: novl ua <directory_pat h>
chmod 755 <directory_pat h>

where <di r ect or y_pat h> is the path to the intermediate event store
directory.

On Windows platform, provide Administrative permission to that directory.

Configuring the Identity Manager Packages and their Log Levels

Each feature in identity applications uses one or more packages. Each package handles a specific
area of a feature and has its own independent log level that obtains event messages from different
parts of the application.

The package names are based on log4dj conventions. The event messages include these package
names indicating the context of the message output. The logs include tags and values that allow the
administrator to identify and correlate which package log entries pertaining to a given transaction
and user.

The logs contain information about processing and interactions among identity applications
components that occur while fulfilling users and administrative requests and during general system
processing. By enabling the correct log levels for various packages, an administrator can monitor
how identity applications process users and administrative requests. For more information, see
“Configuring Logging Settings in Identity Manager Dashboard” on page 89.

Configuring Caching and Cluster Settings

Caching allows you to manage various caches maintained by Identity Applications. These caches
store the reusable data temporarily on the application server to optimize the system performance.

This page displays the cache settings (latest to your application restart). You can manage the cache
collection mechanism by changing their configuration settings. You can also flush the cache
contents, if necessary.

+ “Flushing Caches” on page 230
+ “Configuring Cache Settings” on page 230
+ “Managing Cluster Cache Settings” on page 235
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Flushing Caches

The caches are named according to the subsystems that use them in the identity applications.
Normally, you don’t need to flush them yourself, because the identity applications does that
automatically based on how frequently their data is used or when the source data changes.
However, if you have a specific need, you can manually flush selected caches or all caches.

1 Go to Configuration > Caching and Cluster.

2 In Flush Cache, select the type of cache from the list that you want to flush.
3 Click Flush Cache.

Flushing the Directory Abstraction Layer Cache

The Identity Applications directory abstraction layer also has a cache. The
Di rect oryAbst ract Layer Def i ni ti ons cache stores abstraction layer definitions on the
application server to optimize performance for all data model operations.

In a typical situation, the Identity Applications automatically keeps the

Di rect oryAbst ract Layer Def i ni ti ons cache synchronized with the abstraction layer
definitions stored in the Identity Vault. But, if necessary, you can manually flush the

Di rect oryAbst ract Layer Def i ni ti ons cache as described in “Flushing Caches” on page 230 to
force the latest definitions to be loaded from the Identity Vault.

For more information on the directory abstraction layer, see NetlQ Identity Manager -
Administrator’s Guide to Designing the Identity Applications.

Flushing Caches in a Cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If
your application server is part of a cluster and you manually flush a cache, that cache is
automatically flushed on every server in the cluster.

Configuring Cache Settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don’t
take effect until the next restart Identity Applications server.

TIP: To restart the Identity Applications, you can reboot the application server; redeploy the
application (if the WAR has been changed in some way), or force the application to restart (as
described in your application server’s documentation).

+ “How Caching Is Implemented” on page 231

+ “How Cache Settings Are Stored” on page 231

+ “How Cache Settings Are Displayed” on page 231

+ “Changing Basic Cache Settings” on page 232

¢ “Changing Non Customizable Cache Settings” on page 232
+ “Changing Customizable Cache Settings” on page 233
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How Caching Is Implemented

In the Identity Applications, caching is implemented via JBoss Cache. JBoss Cache is an open source
caching architecture that’s included with the JBoss Application Server but also runs on other
application servers.

How Cache Settings Are Stored

Two levels of settings are available for controlling cache configuration: global and local. Use these
settings to customize the caching behavior of the Identity Applications.

There are two levels of settings available to control the cache collection on your application server:

+ Global Settings: Global settings are stored in a central location (the Identity Vault) so that
multiple application servers can use the same setting values. For example, If you have a cluster
of application servers, the cluster configuration values use the global settings.

To find the global settings in your Identity Vault, look for the following object under your User
Application driver:

confi guration. AppDefs. AppConfig
For example:

confi guration. AppDefs. AppConfig. MyUser Appl i cati onDriver. MyDri ver Set. My
Og
The XmlIData attribute of the configuration object contains the global settings data.

+ Local Settings: Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.

For example, you might want to specify a local setting to remove an application server from the
cluster specified in the global settings, or to reassign a server to a different cluster.

Gototontat/conf/ismconfiguration. properties,the sample local cache settings
are:

com sssw. fw. cache. LockAcqui sitionTi meout = 15000
com sssw. fw. cache. Evi ctionPol i cyCd ass =

org.j boss. cache. evi cti on. LRUPol i cy

com sssw. fw. cache. evi cti on. WakeUpl nt erval Seconds = 4

When you enable the Local Settings option for a cache, the modified local settings are stored in
thei sm configuration. properti es file.

The global settings are the default values for every application server that uses a particular instance
of User Application driver. Altering the global settings values affects every server unless it specifies
local settings to override the global settings.

How Cache Settings Are Displayed

The Caching page displays the current cache settings (from the latest Tomcat restart). It also displays
the corresponding global and local values of those settings and lets you change them.

The global settings always have values. The local settings are optional.

Configuring Identity Applications Default Settings 231



232

Changing Basic Cache Settings

Settings What to do

Lock Acquisition Timeout Specify the time interval (in milliseconds) that the cache waits for a lock to be
acquired on an object.

You might want to increase this setting if the Identity Applications imposes a
lot of lock timeout exceptions in the application log.

The default value is 15000 ms.

Wake Up Interval Seconds  Specify the time interval (in seconds) that the cache eviction policy waits
before invoking the following activities:

* Processes the evicted node events.

¢ Cleanup the size limit and expired nodes.

Eviction Policy Class Specify the classname for the cache eviction policy that you want to use.
The default is the LRU eviction policy that JBoss Cache provides:
or g.j boss. cache. evi cti on. LRUPol i cy

If appropriate, you can change this to another eviction policy that JBoss Cache
supports.

TIP: In Local Settings, select Enable Local for the required settings to override the global settings and specify
the values.

Changing Non Customizable Cache Settings

Settings What to do

Max Nodes Specify the maximum number of nodes allowed in the cache.

If you don’t want to restrict the number of nodes, specify 0.

Time To Live Seconds Specify the time to idle (in seconds) before the node is swept away.

If you don’t want to restrict the Time To Live Seconds, specify 0.

TIP: In Local Settings, select Enable Local for the required settings to override the global settings and specify
the values.

Click Save to save your configuration values.
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Changing Customizable Cache Settings

This allows you to customize certain cache holders in identity applications. To modify the cache
holders:

1 Click the Cache Holder ID that you want to modify. For more information about Cache Holders,
see Table 22-1, “Customizable Cache Holders,” on page 233.

2 (Conditional) Change the required values such as Max Nodes, Time To Live Seconds, and Max
Age.

NOTE: The system clears the events in the cache according to the value specified for Max Age.

3 (Conditional) In Local Settings, select Enable Local for the required settings to override the
global settings and specify the values.

4 Click Save.

NOTE: You must restart the Tomcat on each node of the cluster for the changes to take effect.

Table 22-1 Customizable Cache Holders

Cache Holder Name Description

Authorization.Admin.Levels Caches the Administrator type information of the logged in user such as a
CacheHolder domain administrator, delegated administrator, team manager, or a business
user (self-service). See, “Administrator and Manager Categories” on page 32.

DirectoryAbstractionLayerD Caches the Directory Abstraction Layer definitions to optimize performance
efinitions for all data model operations. See “Flushing the Directory Abstraction Layer
Cache” on page 230.

DirectoryService.Container Caches containers in the directory layer. Containers are shared by many users

CacheHolder and groups, and reading them from the directory layer involves both network
communication (with the LDAP server) and object creation. By default, the
cache is limited to 50 containers, and the LRUs have a default Time To Live
(TTL) of 10 minutes. Depending on the directory topography in your
enterprise, you might need to adjust the maximum number of nodes or the
TTL if you find the performance is suffering because of queries to the LDAP
server for container objects. Making settings too high in combination with a
large number of usable containers can cause unneeded memory consumption
and net lower performance from the server.

DirectoryService.DelProxyR Caches delegate assignments.
untimeServiceDelegate

DirectoryService.DelProxyR Caches user availability settings.
untimeService.Delegation

DirectoryService.DelProxyR Caches the delegator entities.
untimeService.Delegator

DirectoryService.DelProxyR Caches proxy assignments.
untimeService.Proxy
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Cache Holder Name

Description

DirectoryService.GroupCach
eHolder

DirectoryService.Memberhi
pCacheHolder

DirectoryService.RolesMem
bershipCacheHolder

DirectoryService.TeamMana
gerRuntime.Team

DirectoryService.UserCache
Holder

GlobalCacheHolder

JUICE

RoleManager.RolesCacheHo
Ider

Workflow.Model.Process

Caches groups in the directory layer. Groups are often shared by many users,
and reading them from the directory layer involves both network
communication (with LDAP server) and object creation. By default, the cache
is limited to 500 groups, and the LRUs have a default TTL of 10 minutes.
Depending on the user/group topography in your enterprise, you might need
to adjust the maximum number of nodes or the TTL if you find the
performance is suffering because of queries to the LDAP server for groups
objects. Settings that are too high, in combination with a large number of
usable groups, can cause unneeded memory consumption, and net lower
performance from the server.

Caches the relationship between a user and a set of groups. Querying the set
of groups a user belongs to can be a network and CPU intensive operation on
the LDAP server, especially if dynamic groups are enabled. For this reason,
relationships are cached with an expiration interval so that changes in the
criteria for inclusion/exclusion in a group (such as time-based dynamic groups)
are reflected. The default Max Age is five minutes. However, if you use
dynamic groups which have a requirement for finer grained time control, then
you can adjust the Max Age on this cache holder to be just below the
minimum time your finest grained time based dynamic group requires. The
lower this value is, the more times the user's groups are queried during a
session. Setting a value too high keeps the user/group relationships in memory
perhaps longer than the user's session needlessly consuming memory.

Caches the application role membership list by role.

Caches the application team instances and team provisioning requests.

Caches users in the directory layer. Reading users from the directory layer
involves both network communication (with LDAP server) and object creation.
By default, the cache is limited to 1000 users, and the LRUs have a default TTL
of 10 minutes. Depending on the user topography in your enterprise, you
might need to adjust the maximum number of nodes or the TTL if you find the
performance is suffering because of queries to the LDAP server for user
objects. Making settings too high combined with a large number of different
users logging in can cause unneeded memory consumption and net lower
performance from the server.

The general purpose cache holder. This configuration applies to all caches that
are not customizable (that is, all cache holders not listed in this table.)

Caches the resource bundles used by the user interface controls and DN
display expression lookup results. Changing the setting of the cache holder has
a performance impact for the DN display expression lookups because they are
frequently used in the identity applications. The low value should be at least
300 seconds, but a higher value than 900 seconds is ok. A lower value should
be used if the customer is frequently changing the attributes that are used in
the DN display expression

Caches user role memberships listed by the user.

Caches the provisioning process XML object structure.
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Cache Holder Name Description

Workflow.Model.Request Caches the provisioning request XML object structure.

Workflow.Provisioning Caches provisioning request instances that have not completed. The default
maximum capacity for the LRU cache is 500. The capacity can be modified by
clicking the Administration/Provisioning and choosing the Engine and Cluster
settings. The Process Cache Maximum Capacity appears on this page. This
cache reduces the memory footprint for workflow processing without
compromising performance.

Managing Cluster Cache Settings

Specify the following settings in Cluster Configuration that helps in caching across the cluster:

Setting What to do
Permission Index Cluster Enable this option if you want to update the permission index changes to the
Enabled other nodes in the cluster for the specified Permission Index Group ID.

Permission Index Group Id  Specify the Permission Index Group ID of the JGroups cluster in which you
want to participate. There’s no need to change the default Group ID that’s
provided for the identity applications cluster unless you want to use a different

cluster.
Permission Index Cluster Specify the JGroups protocol stack for the cluster specified by Permission
Properties Index Group ID. This setting is to adjust the cluster properties.
Cluster Enabled Enable this option if you want to overwrite the cache changes to the other

nodes in the cluster for the specified Group ID.

Group ID Specify the Group ID of the JGroups cluster in which you want to participate.
There’s no need to change the default Group ID that’s provided for the identity
applications cluster unless you want to use a different cluster.

The Group ID must be unique and must not match any of the known JBoss
cluster names such as Def aul t Parti ti onand Tontat - Cl uster.

TIP: To see the Group ID in logging messages, make sure that the level of the
caching log (com sssw. f w. cachengr ) is set to Info or higher.

Cluster Properties Specify the JGroups protocol stack for the cluster specified by Group ID. This
setting is to adjust the cluster properties.

TIP: In Local Settings, select Enable Local for the required settings to override the global settings and specify
the values.

Assigning Administrators in Identity Applications

An administrator assignment specifies a domain type (Provisioning, Role, Resource, and Security), as
well as a set of permissions for the assignment. For more information, see “Administrator and
Manager Categories” on page 32.

To assign administrative roles, you must either be a Security Administrator or have a Domain
Administrator-type of role, such as Provisioning Administrator.
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NOTE: Delegated administrators (Domain Managers) of a domain have no access to Administrator
Assignments page.

The permissions for an administrator assignment define the actions that administrators can take on
a particular scope of object instances within the domain type selected. For example, if you select the
Role domain as the domain type for an assignment, the permissions determine what actions the
administrators can take on the set of role instances selected as the scope for the assignment. These
permissions might specify, for the selected scope of roles, that administrators can perform actions
such as assigning roles to users, viewing role assignments, and deleting on role assignments.

IMPORTANT: Compliance, Configuration, and Reports domain types are discontinued from Identity
Manager 4.7.1. This change does not remove the existing assignments that have been previously
made to these domain types. However, you cannot edit those assignments.

The Reports domain type is deprecated with this release. You must use the Identity Reporting
functionality to manage Identity Manager reports. This requires you to assign Reporting
Administrator role to any users that you want to access the reporting functionality. You can assign
this role to a user in one of the following ways within the identity applications:

+ By requesting Reporting Administrator role using the Request page. See, Requesting Permissions
in NetlQ Identity Manager - User’s Guide to the Identity Applications.

+ By selecting Reporting Administrator role and assigning to a user in the Roles page. See,
“Assigning Roles to Users” on page 174.

+ “Listing the Administrator Assignments” on page 236

¢ “Creating a New Administrator Assignment” on page 236

+ “Assigning Permissions to a Delegated Administrator” on page 237

+ “Deleting an Administrator Assignment” on page 240

Listing the Administrator Assignments

You can search for administrator assignments by specifying the username. You can also filter the
assignments by User, Group, Container, or Role categories.

Creating a New Administrator Assignment

You can create an administrator assignment for a user, group, container, or role type. Perform the
following steps to create a new administrator assignment:

1 Click +.
2 Specify the Initial Request Description that describes the purpose of this assignment.

3 Select the Domain Type from the list.
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Domain Description

Provisioning This domain defines the rights to launch and retract process requests,
manage addressee tasks, and configure delegate, proxy, and availability
settings.

Role This domain defines the rights to manage roles and SoDs, assign, revoke,

and report on roles, as well as rights to configure role settings.

Resource This domain defines the rights to manage resources, assign, revoke, and
report on resources, as well as rights to configure resource settings and bind
entitlements.

Security This domain defines the rights to manage Identity Applications security,
such as assign and revoke domain administrators and managers. This also
provides the right to configure teams.

4 Select the Assignment Type for which you want to create an assignment.
This displays the list of users, groups, container, or roles based on the selected assignment type.

5 Select the required user, group, container or a role on from the provided list to create an
assignment.

6 (Conditional) Specify the Effective Date for this assignment. If you do not specify any date,
creates an assignment immediately.

7 (Conditional) Specify the Expiration Date for this assignment. If you do not specify any date, the
expiration date is set to never.

8 (Conditional) To create a domain administrator assignment for the selected domain, enable All
Permissions.

NOTE: This option cannot be edited after creating the assignment. For a delegated
administrator, you can assign permissions individually. See, “Assigning Permissions to a
Delegated Administrator” on page 237.

If this option is disabled, a delegated administrator is created for the selected domain.
9 Click Create.

Assigning Permissions to a Delegated Administrator

A delegated administrator has the ability to perform selected operations for a subset of authorized
objects within the domain for all users. For more information about different types of users, see
“Types of User Categories in Identity Applications” on page 31.

The permissions are displayed for an assignment based on the domain type of the assignment. For
more information, see Step 3 in “Creating a New Administrator Assignment” on page 236.

To assign permissions for the assignment, you should select the required permissions from the
categories. Following sections explain the permissions associated with the Identity Applications
domain types:

+ “Provisioning” on page 238

+ “Role” on page 238
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+ “Resource” on page 239

+ “Security” on page 240

Provisioning

This domain type consists of the permissions that are related to Provisioning Request Definitions
(PRD) and User Application Driver.

Category Permission
Provisioning Request This category allows you to assign any of the following permissions for the
Definition Permissions selected Provisioning Request Definition to a delegated administrator:

+ |nitiate PRD: Allows the user to initiate the selected provisioning
requests.

NOTE: The Initiate PRD permission has no effect on the behavior of the
installed PRDs for resources and roles within the Identity Applications
since these PRDs cannot be initiated directly from the Identity
Applications. However, this permission does control whether these PRDs
can be initiated from a SOAP call.

+ Retract PRD: Allows the user to retract the selected provisioning
requests when they are in progress.

+ View Running PRD: Allows the user to view the selected provisioning
requests when they are in progress.

+ Configure Delegate: Allows the user to configure delegate assignments
for the selected provisioning requests.

+ Manage Addressee Task: Allows the user to manage tasks associated
with the selected provisioning requests that have been addressed to
other users.

When this permission is enabled, Domain and Delegated Administrators
can manage tasks for all users, including addresses and recipients.
Managers are able to manage tasks for addressees, but not for recipients.

+ Configure Availability: Allows the user to configure availability for tasks
associated with the selected provisioning requests.

User Application Driver This category allows you to assign the Configure Proxy permission to the
Permissions delegated administrator. This permission allows the user to configure proxy
assignments for the provisioning requests.

Role

This domain type consists the permissions related to roles, Separation of Duties, and configuration
of role settings.
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Category Permission

Role Permissions This category allows you to assign any of the following permissions for the
selected Role Level or Roles to a delegated administrator:
+ Create Role: Allows the user to create roles.
+ Delete Role Allows the user to delete the selected roles.
This setting applies only at the container level.

At installation time, no user has the ability to delete system roles.
However, the administrator may grant the user access to the system
roles.

+ Update Role and Role Relationship: Allows the user to update the
selected roles and modify role relationships.

This setting applies only at the container level.
+ View Role: Allows the user to view the selected roles.
This setting applies only at the container level.

¢ Assign Role to a User: Allows the user to assign users to the selected
roles.

IMPORTANT: Only the Security Administrator can assign system roles to a
user.

+ Revoke Role from a User: Allows the user to revoke user assignments for
the selected roles.

¢ Assign Role To Group and Container: Allows the user to assign groups
and containers to the selected roles.

+ Revoke Role From Group and Container: Allows the user to revoke
group and container assignments for the selected roles.

Separation of Duties This category allows you to assign any of the following permissions for the
Permissions selected SoDs to the delegated administrator:

+ Create SoD: Allows the user to create the separation of duties
constraints.

+ Update SoD: Allows the user to update the selected separation of duties
constraints.

+ Delete SoD: Allows the user to delete the selected separation of duties
constraints.

+ View SoD: Allows the user to look at the selected separation of duties
constraints.

Configuration Permissions  This category allows you to assign the Configure Role Settings permission to
the delegated administrator. This permission allows the user to configure the
settings of the roles subsystem.

Resource

This domain type consists the permissions related to resources, entitlements, and configuration of
resource settings
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Category Permission

Resource Permissions This category allows you to assign any of the following permissions for the
delegated administrator:
+ Create Resource: Allows the user to create resources.
+ Delete Resource: Allows the user to delete the selected resources.
+ Update Resource: Allows the user to update the selected resources.
+ View Resource: Allows the user to view the selected resources.

+ Assign Resource: Allows the user to assign users to the selected
resources.

+ Revoke Resource: Allows the user to revoke user assignments for the
selected resources.

If you want to provide access only for the specific container or resources. You
can select Resource Sub Container or Select Resources and assign the
required permissions for the administrator.

Entitlements Permissions This category allows you to assign the Bind Entitlement permissions to the
delegated administrator. This permission allows the user to bind entitlements
with a resource for the selected drivers.

Configuration Permissions  This category allows you to assign the Configure Resource Settings permission
to the delegated administrator. This permission allows the user to configure
the settings of the resource subsystem.

Security

When you select this domain type all permissions are provided. Therefore, the assignments that
belong to this domain type will have All permissions enabled at the time of assignment creation.

Deleting an Administrator Assignment

You can delete one or more assignments from the Administrator Assignments page. To delete
multiple assignments, select multiple check boxes against the required assignments.

Configuring Workflow Engines and Cluster Settings

The Workflow Engine and Cluster Settings page helps in configuring the Workflow Engine and
configuring cluster settings. These settings apply to all engines in the cluster. When any of these
settings are changed, other engines in the cluster will detect these changes in the database and use
the latest values. The engines check for changes to these settings at the same rate as specified by the
Pending Process Interval. For more information about configuring workflow engines settings, see
“Configure the Workflow Engine Settings” on page 241.

When the workflow engine starts up it checks to see if its engine ID is already in use by another node
in the cluster. When this is the case, the workflow engine checks the cluster database to see if the
status of the engine is SHUTDOWN or TIMEDOUT. If it is, the workflow engine starts. If the status is
STARTING or RUNNING, the workflow engine logs a warning, then waits for a heartbeat timeout to

Configuring Identity Applications Default Settings



occur. If the heartbeat timeout occurs, that means that the other workflow engine with the same ID
was not shut down properly, so it's safe to start. If the heartbeat timer is updated, that means
another workflow engine with the same ID is running in the cluster, so the workflow engine cannot
start. You can specify the heartbeat timeout (the maximum elapsed time between heartbeats before
a workflow engine is considered timed out) by setting Heartbeat Interval and Heartbeat Factor. For
more information about configuring the cluster settings, see “Configure Workflow Cluster Settings”

on page 242,

The process cache settings and heartbeat settings require a server restart to take effect.

Configure the Workflow Engine Settings

Following are the engine settings that you might require to configure for your workflow engine

settings:

Engine Setting

Description

Enable Email Notification

Enables or disables email notifications for the entire workflow engine.
Defaults to enabled.

Web Service Activity Timeout
(minute)

Specifies the default Web Service activity timeout in minutes. The
default is 50 minutes.

User Activity Timeout (hour, 0 for
no timeout)

Specifies the default user activity timeout. The default is O days, which
indicates no timeout.

Completed Process Timeout (day)

Specifies the number of days that a completed process state is kept in
the workflow database system. The default is 120 days.

Completed Process Cleanup
Interval (hour)

Specifies how often the engine checks for and removes completed
processes that have been in the workflow database system for longer
than the completed process timeout. The default is 12 hours.

Pending Process Interval (second)

User activities that are executed on an engine which the process is not
bound to are put into a pending state. This interval specifies how often
to check for pending activities in order to continue their execution. The
default is 30 seconds.

Retry Queue Interval (minute)

Activities that fail because of suspected database connectivity issues
are put on a retry queue. This interval specifies how often the engine
attempts to retry these activities. The default is 15 minutes.

Thread Keep Alive Time (second)

If the pool is larger than the minimum size, excess threads that have
been idle for more than the keep-alive time will be destroyed. The
default is 5 minutes.

Maximum Engine Shutdown
Timeout (minute)

The engine attempts to shutdown gracefully. When shutting down it
stops queuing new activities for execution and attempts to complete
any activities already queued. This timeout specifies the maximum
time that the engine waits for all queued activities and threads
executing activities to complete. If this time is exceeded, the engine
halts processing of queued activities and attempts to stop all threads
executing activities. The default is 1 minute.

Maximum Thread Pool Size

The maximum number of threads that the engine uses to execute
activities. The default is 20.
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Engine Setting Description

Minimum Thread Pool Size The minimum number of threads that the engine uses to execute
activities. When a thread is requested and fewer than the minimum are
in the pool, a new thread will be created even if there are idle threads
in the pool. The default is 10.

Initial Thread Pool Size Number of pre-started threads in the pool when it is created. The
default is 5.
Process Cache Load Factor The load factor specifies how full the cache is allowed to get before

increasing its capacity. If the number of entries in the cache exceeds
the product of the load factor multiplied by the current capacity, then
the capacity is increased. The default is 0. 75.

Process Cache Initial Capacity The process cache is backed by a hash map. The capacity is the number
of buckets in the hash map. The initial capacity is the number of
buckets at the time the cache is created. The default is 700.

Process Cache Maximum Capacity Before adding a process to the cache, if the number of processes in the
cache equals or exceeds the Process Cache Maximum Capacity, the
cache attempts to remove the oldest inactive process from the cache.
The maximum capacity is a soft limit, so the number of processes in the
cache might exceed the Process Cache Maximum Capacity if there are
no inactive processes (only active processes) in the cache.

The default is 500.

Configure Workflow Cluster Settings

Following are the settings that you might require to configure for your workflow cluster settings:

Cluster Setting Description
Heartbeat Interval Specifies the interval at which the workflow engine’s heartbeat is
updated.

When the workflow engine starts up, it detects if its engine ID is
already being used by another node in the cluster and refuses to start if
the ID is in use. The identity applications database maintains a list of
engine IDs and engine states. If an engine crashes and is restarted, its
last state in the database indicates that it is still running. Therefore, the
workflow engine uses a heartbeat timer, which writes heartbeats at the
specified interval, to determine if an engine with its ID is still running in
the cluster. If it’s already running, it refuses to start.

The minimum value for the heartbeat interval is 60 seconds.

Heartbeat Factor Specifies the factor that is multiplied with the heartbeat interval to
arrive at the heartbeat timeout.

The timeout is the maximum elapsed time permitted between
heartbeats before an engine will be considered timed out.

The minimum value for the heartbeat factor is 2.
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Viewing User Application Driver Status

The Driver Status page displays the User Application Driver details such as:

Driver Name

Displays the name of the driver in LDAP format. For example:

cn=User Application Driver,cn=driversetl, o=system

Driver Version

Displays the driver version used in Identity Manager.

Application Revision

Displays the revised version of Identity Applications.

Patch Level

Displays the patch applied for the driver.

Build Revision

Displays the updated build version.

Status

Displays the driver state.

Configuring the Default Provisioning Display Settings

Provisioning Display Settings page controls the behavior of general search results in Identity Manager
Dashboard. You can also modify the appearance of Tasks and Request History page.

+ “Managing General Display Settings” on page 243

+ “Managing the Appearance of Tasks Page” on page 244

+ “Managing the Appearance of Request History Page” on page 245

Managing General Display Settings

Following settings apply for the search results showing on the accessed Identity Applications pages:

Setting

Description

Default number of results
displayed per page

Specifies the default number of rows to display on the Identity Manager
Dashboard pages.

Identity Applications fetch the results for the specified number and stores in
the cache and displays to a user on accessing the Identity Applications pages.
Each time the user requests to see the next page, another set of rows is
returned from the cache.

The default value for this setting is 25.
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Setting Description

Options for number of Allows you to specify additional values that the user can select to override the
results displayed per page  default number of rows displayed on the Identity Applications pages. The list
of values you type must be separated by commas and ranging from 1-10000.

NOTE: The number specified in Default number of results displayed per page
is always included in the list of values for the user to select.

The default value for this setting is 5, 10, 25, 50, 100, 500.

Managing the Appearance of Tasks Page

Field Description

Select Column to set default By default, the task results in the Tasks page are sorted by Assigned To.

sort
You can select a different column from the list to sort the task results. Also, you

can sort the results by ascending or descending order.

Use Sort by Descending Order to sort the results in descending order.
Disabling this option displays the results in ascending order.

Allow user to customize By default, this option is enabled. Disabling this option restricts the user from
columns customizing columns in the Tasks page.

+ Available columns: Displays the columns which are disabled for user
customization.

¢ User default columns: Displays the columns that are already showing on
the Tasks page.

+ Available columns for User customization: Displays the columns that
can be customized by users.
Allow user to customize By default, this option is enabled. This option allows you to change the
task detail open preferences of opening the approval form in the Tasks page. Go to Tasks page
and click % to change the preferences.
Disabling this option will restrict the system users from changing the

preferences of opening the approval form in the Tasks page. However, you can
change this preferences in the Settings > Customization page.

Click Save to apply your changes.
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Managing the Appearance of Request History Page

Field Description

Select Column to set default By default, the request statuses in the Request History page are sorted by
sort Request Date.

You can select a different column from the list to sort the results. Also, you can
sort the results by ascending or descending order.

Use Sort by Descending Order to sort the results in descending order.
Disabling this option displays the results in ascending order.

Allow user to customize By default, this option is enabled. Disabling this option restricts the user from
columns customizing columns in the Request History page.

+ Available columns: Displays the columns which are disabled for user
customization.

+ User default columns: Displays the columns that are already showing on
the Request History page.

+ Available columns for User customization: Displays the columns that
can be customized by users.

Click Save to apply your changes.

Configuring the Identity Governance Settings

The Identity Governance page allows you to configure the Identity Governance configurations.

Field Description

Application URL Specifies the Identity Governance URL.

This option was available in Customization > General
Settings in Identity Manager 4.7.

Administrator Username Specifies the user name of the administrator.
Administrator Password Specifies the administrator password.
Show IG Approvals in tasks page Enable this option to display all the Identity

Governance Approvals in the Tasks page.

Show IG Catalog in request page Enable this option to display all the Identity
Governance Catalog in the Access > Request page.

Click Apply to save changes.
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Configuring and Managing Objects for
Entities

Any Identity Vault object that you want to search, display, or edit in the Identity Applications must be
defined in the directory abstraction layer. For more information, see About Entities and Attributes in
the NetlQ Identity Manager - Administrator’s Guide to Designing the Identity Applications.

Identity Applications allow you to create and modify objects for a specific entity. The configuration
of the entities displayed in the Entities tab is specific to the Client selected.The Edit page displays the
list of objects for the selected entity.

After an entity is created, it is listed under Access Settings in the Settings page. It provides control on
which users, roles, groups, and containers can view and list the entities. You must have the
appropriate permission to create, view, or manage objects. By default, the trustee is the Provisioning
Administrator. Ensure that the users specified in Trustees are having sufficient Identity Vault rights to
perform tasks within the Identity Applications. However, trustees can access the page but operations
on the page will fail if they do not have the proper Identity Vault rights.

You can perform the following operations on the Entities page:

+ “Listing the Objects” on page 247

¢ “Creating an Object” on page 247

+ “Editing an Object” on page 248

+ “Deleting an Object” on page 248

+ “Exporting to CSV” on page 248

+ “Viewing the Organization Chart of an Object” on page 248

Listing the Objects

The Entities page displays all the objects associated with the selected entity. You can search for
attributes based on the criteria specified in the Settings page. For more information, see View
Attributes in “Entity Settings” on page 145. If you wish to view columns other than the default

columns, you can customize the them by clicking the =i icon.

IMPORTANT: Do not use these[<>,;\"+#=/| &'! @ $ % ] special characters or a whitespace in
the search bar to find an object.

Creating an Object

Perform the following actions to create an object:

1 Click the -+ icon and specify the fields marked with an asterisk (*).
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The fields that are displayed are based on the criteria specified on the Settings page. For more
information, see View Attributes in “Entity Settings” on page 145.

2 Enter the details and click Create.

IMPORTANT: Do not use these [<>,;\"+#=/| & *' | @ S % ] special characters or a whitespace
in the ID field.

Editing an Object
Perform the following actions to edit an object:

1 Select the object from the list and click Edit.

The fields that can be edited are based on the criteria specified on the Settings page. For more
information, see Editable Attributes in “Entity Settings” on page 145.

2 Edit the required fields.
3 Click Save.

Deleting an Object

To delete any object from the list, select the entity and click the 17 icon. You can delete one or more
objects at a time.

Exporting to CSV

Perform the following actions to save one or more objects in a csv file:
1 Select the required object.

2 Clickthe ' icon.

3 Click Save.

Viewing the Organization Chart of an Object

This section only applies to Identity Manager 4.8.1 or later.
Perform the following actions to view the organization chart of an object:

1 Select the required object.

You can view organization chart of only one object at a time.

]
2 Click theticon.
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Based on the default relationship set for that entity, the organization chart of the object is
displayed.

3 (Optional) If Default Organization Chart Relationship for an entity is not defined in the Settings
page, then a prompt to select the required relationship is displayed. Select the organization
chart relationship from the drop-down list and click View.
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I Configuring and Managing
Provisioning Workflows

These sections describe how to configure and manage provisioning requests and workflows:

+ Chapter 24, “Configuring the User Application Driver to Start Workflows,” on page 253
+ Chapter 25, “Managing Provisioning Request Definitions,” on page 259
+ Chapter 26, “Managing Provisioning Workflows,” on page 267
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Configuring the User Application Driver to
Start Workflows

This section describes the User Application driver and how to configure it to automatically trigger a
workflow based on an event in the Identity Vault.

About the User Application Driver

The User Application driver is responsible for starting provisioning workflows and for notifying the
identity applications of changes in the Identity Vault. For example, when you make changes to the
directory abstraction layer using the Designer for Identity Manager. Only the Subscriber channel is
used in this driver. The driver processes messages from the Identity Vault to the identity applications
running on an application server. Although there are events that occur in the identity applications
that are reported back to the Identity Vault, these events do not flow through the Publisher channel
of the User Application driver.

When the application server is started, the driver establishes a session with the application server.
The driver sends messages to the identity applications running on the application server (for
example, “retrieve a new set of virtual directory definitions”).

The source components of the driver include:

+ Conposer Dri ver Shi m j ar — The Composer Driver Shim. It is installed in the | i b directory
\'Neti g\ NDS\ | i b in Windows or the cl asses directory/ usr/1ib/dirxm/cl assesin
Linux.

+ srvprvUAD. j ar — The Application Driver Shim. It is installed in the | i b directory
\'Neti g\ NDS\ | i b in Windows or the cl asses directory/ usr/1ib/dirxm/cl asses in
Linux.

+ User ApplicationDriver.xm — A file that contains configuration data for setting up the
new driver. It is installed in the Di r XML. Dr i ver s directory, which is
\ Tontat \ webapps\ nps\ Di r XM_. Dri ver s in Windows and either / opt / neti g/
eDirectory/lib/dirxm/rul es/ or/var/opt/netiq/iMinager/nps/
Di r XML. Dri ver s in Linux.

The User Application driver components are installed when you install Identity Manager. Before you
can run the identity applications, you must add the User Application driver to a new or existing
driver set, and activate the driver.

Depending on your work environment, very little configuration of the User Application driver might
be required, or you might want to implement a complex set of business rules in the driver policies.
The User Application driver provides the same flexible mechanisms for data synchronization as other
Identity Manager drivers.
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Setting Up Workflows to Start Automatically

Workflows are automatically started when a user starts a provisioning request by requesting a
resource. In addition, the User Application driver listens for events in the Identity Vault and, when
configured to do so, responds to events by starting the appropriate provisioning workflows. For
example, you can configure the User Application driver to automatically start a provisioning
workflow if a new user is added to the Identity Vault. You configure the User Application driver to
automatically start workflows using Identity Manager policies and rules.

About Policies

You can use filters and policies with the User Application driver in the same way that you can with
other Identity Manager drivers. When an event occurs in the Identity Vault, Identity Manager
creates an XML document that describes the event. The XML document is passed along the channel
to the connected system (in this case, the connected system is the identity applications). Filters and
policies associated with a driver allow you to define how to respond to the event, and in the process
transform that XML document to the format that is expected by the connected system. Identity
Manager provides several categories of policies (for example, Event Transformation, Command
Transformation, Schema Mapping, Output Transformation) that you can apply, in a prescribed order,
to transform the XML document.

This section provides an example of starting a workflow based on events in the Identity Vault.
Although any of the policies can be used to trigger a workflow, the example presented in this section
demonstrates the easiest and most useful method.

When you create a User Application driver, an Event Transformation Policy is created for use by the
driver. The Event Transformation Policy is responsible for creating the XML document that is
processed by the remaining Subscriber channel policies.

NOTE: Do not change the Event Transformation policy that was created when the User Application
driver was created. The DN of this policy begins with Manage. Modi fy. Subscri ber . Changing this
policy might cause the workflow process to fail.

An empty Schema Mapping Policy is also created. You can use this policy as a starting point for
triggering a workflow, based on events in the Identity Vault.

Using the Policy Builder

The Policy Builder provides a Start Workflow action that simplifies the process of setting up a
workflow to start automatically.

1 IniManager, expand the Identity Manager Role, then click Identity Manager Overview.

2 Specify a driver set.

3 Click the driver for which you want to manage policies. The Identity Manager Driver Overview
opens.

4 Click the policy that you want to edit.
5 Click Insert to open the Policy Builder.
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Insert Command Transformation Policy

% Create a new policy
Enter the name that will be used to for the new policy.

Select the container where the policy will be created.

|Subscriber.METIS_UserAppIiu:atiDn.TestDrivers.nwell

Houw do wou weant to implement this policy?
& palicy Builder
CoyElT

 ihake a copy from an existing policy
Select the palicy to be copied.

" Use an existing policy

Enter the OM of the exizting policy that wou want to use.

|

oK |  Cancel |

6 Click Create a new policy.
7 Type a name for the policy.
8 Click Policy Builder.
9 Click OK.
iManager displays a screen that lists defined policy rules.
10 Click Append New Rule.
iManager displays the Rule Builder.

Rule Builder H

huthor
Wersion:
Last changed:

(f1 Description:

Conditions
Select condition structure:
 OR Conditions, AND Groups

* AND Conditions, OR Groups

Append Condition Group * Required
"4 F4 Condition Group 1 3% =] 0
W |Z|IF f<Select & condition? |zl FellE]=] |[=] =
Actions
|E| Dol(SeIectan actian> j@ E |E| F

0K | cancel |

11 Type a Description for the rule.
12 Select operation attribute for the If condition in Condition Group 1.
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13

14

15
16

17

18

Use the Browse attributes button for the Enter name field to specify the Identity Vault attribute
that you want to use to start the workflow.

For example, to start a workflow when a telephone number changes, select the Telephone
Number attribute.

Append Condition Group |
4 F4 Dl
][] If I operation attribute =l R
Enter name:® ITeIepthe MNumber

Use the Select Operator list to select the operator to use to test the specified attribute.

For example, to start a workflow when a telephone number changes, select changing.

Append Condition Group |

P4 I
vl Z] If | opetration attribute j el [ =]

Enter name:* | Telephone Number

Select operatar® | changing

Select start workflow from the Action list.

Use the Object Selector in the Enter provisioning request DN field to select the provisioning
request definition that you want to be executed when the if condition is true.

The Enter user application URL and Enter authorized user DN fields are filled in automatically.

Type the password for the identity applications administrator in the Enter authorized user
password field.

Append Condition Group
% 2 s EE
V[ Z] I | operation attribute =l (el =]
Enter name:™ |Te\eph0ne MNumber
Select operator:*l changing j

Actions

EEI Da | start worlkflow j E
Enter provisioning request DHF [CH=TestSingleApproval TA, CN=RequestDets, Ch=AppConfig, CN=METIS_Userdpplici
Enter user application URLS [http//164.99.26.207:8080/IDMPROV
Enter authorized user DN [CN=admin,OU=idm-metis,0=novell
Enter authorzed user password:™ |"test”

We recommend using a named password, because typing a password in clear text is a security
risk.

In the Enter recipient DN field, specify the DN of the recipient of the workflow in LDAP format.

The expression for the recipient DN must evaluate to a DN that conforms to RFC 2253 format (in
other words, cn=user,ou=organizational unit,o=organization). For example, you can click the
Argument Builder button in the Enter recipient DN field to create the following expression to
pass the recipient’s DN to the workflow:

Parse DN("qualified-slash","ldap", XPat h(" @ualified-src-dn"))
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20
21
22
23

Append Condition Group

¥4 4 Condition Group 1 %[ 5]

i Fa Ioperation attribiute | Pl =1
Enter name:™ |Te|ephune Mumber [@)
Select oparator:*l changing ﬂ
Lctions
Wi[Z] Dnlstanwurkﬂuw ﬂlz‘ E‘

Enter provisioning request DN |CN=TestSingledpproval TACN=RequestDefs, CN=AppConfig, CN=METIS_UserApplic |E|
Enter user application URL™ |http://164.99.26.207.8080/IDMPROY
Enter authorzed user D |CN=admin OU=idm-metis, O=nowvell

Enter authorzed user password® |"t=st"

Enter recipient DM |Parse DN gualified-slash"."Idap" XPath(" @qualified-src-dn"))

i ] 8]

Specify the arguments for the workflow in the Enter additional arguments field.

You must use this field to specify the reason attribute, which is required by the workflow. You
can click the String Builder button in the Enter additional arguments field to specify the reason
attribute and create a value for the attribute (for example, “the recipient’s telephone number

has changed”).

String elements provide values for arguments,
* Requires

I~ Mame:™ |reasaon String value:” |The recipient's telaphane number changed |

Click OK to close the Rule Builder.
Click OK to close the Policy Builder.
Click OK to close the Policies screen.

Make sure that you add any attributes needed by the workflow to the filter.

In the example described in this procedure, you would need to add Telephone Number and CN

to the filter.
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5 Managing Provisioning Request Definitions

This section provides instructions for managing provisioning request definitions.

About the Provisioning Request Configuration Plug-in

You can use the Provisioning Request Configuration plug-in to iManager to view a read-only display
of a provisioning request definition that was created in the Designer for Identity Manager. This plug-

in allows you to delete, activate, inactivate and retire existing provisioning request definitions.

NOTE: The Provisioning Request Configuration plug-in to iManager does not allow you to create or
edit provisioning request definitions. To create or edit a provisioning request definition, you need to

use the Designer for Identity Manager.

You can find the Provisioning Request Configuration plug-in in the Identity Manager category in

iManager. The plug-in includes the Provisioning Requests task in the Provisioning Configuration role.
The Provisioning Requests task consists of the panels described in Table 25-1.

Table 25-1 Provisioning Requests Task: Panels

Panel Description

Provisioning Driver Selection Gives you the opportunity to select an Identity Manager
User Application driver. The driver contains a set of
predeployed provisioning request definitions, so you need to
pick a driver before you can begin configuring your
provisioning requests.

Provisioning Request Configuration Provides tools that let you:

*

Browse the available provisioning request definitions
and select one to configure

Create a new provisioning request definition based on
an existing definition

Set the properties of a provisioning request definition

Assign the provisioning request definition to a
provisioned resource

Edit the addressee and timeout settings for each
activity in the associated workflow

When you choose to create a new provisioning request or
edit an existing one, the plug-in runs the Provisioning
Request Configuration Wizard.
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Working with the Installed Templates

You can define provisioning request definitions from scratch in the Designer for Identity Manager.
Alternatively, you can define provisioning requests by modeling them after the provisioning request
templates that ship with the product. To use the templates, you define new objects based on the
installed templates and customize these objects to suit the needs of your organization.

The installed templates let you determine the number of approval steps required for the request to
be fulfilled. You can configure a provisioning request to require:

+ No approvals

+ One approval step

+ Two approval steps

¢ Three approval steps

+ Four approval steps

+ Five approval steps
You can also specify whether you want to support sequential or parallel processing, and whether

you want to approve or deny the request in the event that the workflow times out during the course
of processing.

Identity Manager ships with the templates listed in Table 25-2.

Table 25-2 Templates for Provisioning Requests

Template Description

Self Provision Approval Allows a provisioning request to be fulfilled without
any approvals.

One Step Approval (Timeout Approves) Requires a single approval for the provisioning
request to be fulfilled. If an activity times out, the
activity approves the request and the work item
forwards to the next activity.

Two Step Sequential Approval (Timeout Requires two approvals for the provisioning request

Approves) to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Three Step Sequential Approval (Timeout Requires three approvals for the provisioning request

Approves) to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.
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Template

Description

Four Step Sequential Approval (Timeout
Approves)

Five Step Sequential Approval (Timeout
Approves)

One Step Approval (Timeout Denies)

Two Step Sequential Approval (Timeout Denies)

Three Step Sequential Approval (Timeout

Denies)

Four Step Sequential Approval (Timeout Denies)

Five Step Sequential Approval (Timeout Denies)

Two Step Parallel Approval (Timeout Approves)

Three Step Parallel Approval (Timeout
Approves)

Requires four approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Requires five approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Requires a single approval for the provisioning
request to be fulfilled. If an activity times out, the
workflow denies the request.

This template supports sequential processing.

Requires two approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires four approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires five approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires two approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.
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Template Description

Four Step Parallel Approval (Timeout Approves) Requires four approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Five Step Parallel Approval (Timeout Approves) Requires five approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Two Step Parallel Approval (Timeout Denies) Requires two approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports parallel processing.

Three Step Parallel Approval (Timeout Denies)  Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports parallel processing.

Four Step Parallel Approval (Timeout Denies) Requires four approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports parallel processing.

Five Step Parallel Approval (Timeout Denies) Requires five approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports parallel processing.

Workflows and provisioned resources. When you create a new provisioning request definition, you
bind it to a provisioned resource. You can change the provisioned resource associated with the
request definition, but not the workflow or its topology.

Categories for provisioning requests. Each provisioning request template is also bound to a
category. Categories provide a convenient way to organize provisioning requests for the end user.
The default category for all provisioning request templates is Entitlements. The category key, which is
the value of the srvprvCategoryKey attribute, is entitlements (lowercase).

You can create your own categories by using the directory abstraction layer editor. When you create
a new category, make sure the category key (the value of srvprvCategoryKey) is lowercase. This is
necessary to ensure that categories work properly in the identity applications.

For details on creating provisioning categories, see the Identity Manager User Application: Design
Guide.
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Configuring a Provisioning Request Definition

Before configuring a provisioning request definition, you need to select the User Application driver
that contains the definition. Having selected the driver, you can create a new provisioning request
definition or edit an existing definition. You can also delete provisioning request definitions, change
the status of a request definition, or define rights for a request definition.

Selecting the Driver

To select a User Application driver:

1 Select the Identity Manager category in iManager.
2 Open the Provisioning Request Configuration role.
3 Click the Provisioning Requests task.
iManager displays the User Application Driver panel.
4 Specify the driver name in the User Application Driver field, then click OK.

iManager displays the Provisioning Request Configuration panel. The Provisioning Request
Configuration panel displays a list of available provisioning request definitions.

The installed templates appear in dark text with a status of Template. Request definitions that
are templates do not display hypertext links because they are read only.

NOTE: If the request definitions were configured to use localized text, the names and
descriptions for these definitions show text that is suitable for the current locale.

Changing the driver. When you have selected a driver, the driver selection remains in effect for the
duration of your iManager session, unless you select a new driver. To select a new driver, click the
Actions command, then choose Select User Application Driver from the Actions menu.

Deleting a Provisioning Request

To delete a provisioning request:

1 Select the provisioning request you want to delete by clicking the check box next to the name.

You are not permitted to delete a provisioning request that is a template.
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2 Click the Delete command in the Provisioning Request Configuration panel.

& Provisioning Requests in 'DocDriver. TestDrivers. novell’

(2]

The following table lists the Provisioning Requests that are currently defined in ‘DocDriver. TestDrivers.novell’, You can
use the commands in the menubar to perform operations on these Provisioning Requests.

Provisioning Requests
Create from... | Dqﬁte | Statuze | Actionze

¥ ‘name [£]

43 ltem(s)

[0 Active Directory User Account

The User Account entitlement grants or denies an a

[0 Job Title Change

Single approval, Job title change with notification

My Provisioning Request

This is my provisioning request.

s

[ Office Change Fequest Office Change Request

[ Oracle access Oracle access request via Entitlement Double Appro

[ Request for Cellphaone Request for Cellphone, no approval

[ Sample 1 Title change with hard coded values

oot am TElo Lo mm AL Loed cododchie o AL Lol T bt
Close

Filtering the List of Requests

To filter the list of requests:

1 Click the Actions command in the Provisioning Request Configuration panel.

2 Click the Define a Filter command on the Actions menu.

fctions -

E

Change Status

Define Right=

Define Rights with iManager
Summary

Select User Application Driver
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Specify the filter characteristics:

Choice Description
Turn off filtering Disables any existing filtering for the list.
Filter for status equals Filters based on the status. You can filter the list

based on any of the following status codes:

Active
Inactive
Template
Retired

Filter for category equals Filters based on category. Select any of the defined
categories.

Filter for description contains Allows you to search for text in the request
description. Type the string you want to search for.

Changing the Status of an Existing Provisioning Request

To change the status of an existing provisioning request:
1 Select the provisioning request for which you want to change status by clicking the check box
beside the name.
2 Click the Actions command in the Provisioning Request Configuration panel.
3 Click the Change Status command on the Actions menu.

4 Click the status in the Status menu:

Status Description

Active Available for use.

Inactive Temporarily unavailable for use.
Retired Permanently disabled.

5 Click the button for the correct action (Grant or Revoke).
6 Click Finish.

Defining Rights on an Existing Provisioning Request

To define rights on an existing provisioning request:
1 Select the provisioning request for which you want to define rights by clicking the check box
beside the name.
2 Click the Actions command in the Provisioning Request Configuration panel.
3 Click the Define Rights command on the Actions menu.

4 Specify the rights for the request.
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To define rights on a provisioning request with iManager:

1 Select the provisioning request for which you want to define rights by clicking the check box
beside the name.
2 Click the Actions command in the Provisioning Request Configuration panel.

3 Click the Define Rights with iManager command on the Actions menu.
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6 Managing Provisioning Workflows

This section provides instructions for managing provisioning workflows at runtime. It also provides
instructions for configuring email notification for provisioning workflows.

About the Workflow Administration Plug-in

The Workflow Administration plug-in to iManager provides a browser-based interface that lets you
view the status of workflow processes, reassign activities within a workflow, or terminate a workflow
in the event that it is stopped and cannot be restarted.

You can find the Workflow Administration plug-in in the Identity Manager category in iManager. The
plug-in includes the Workflows task in the Workflow Administration role.

The Workflow Administration role also includes the Email Templates and Email Server Options tasks.
These tasks are shortcuts to other tasks listed under the Passwords role.

The Workflows task comprises the panels listed in Table 26-1.

Table 26-1 Workflows Task: Panels

Panel

Description

Workflows

Workflow Detail

Provides the primary user interface for administering provisioning
workflows. The interface lists workflows currently being processed
and lets you perform various actions on these workflows.

When you first start the Workflows task, the Workflows panel
requires that you select a User Application driver. The driver points to
a workflow server. You need to select a driver before you can log in to
the server and begin workflow administration.

When you have selected a driver, you can specify search criteria for
selecting the workflows to manage.

Provides a read-only user interface for viewing the details about a
specific workflow.

Managing Workflows

This section includes procedures for managing provisioning workflows using the Workflow

Administration plug-in.
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Connecting to a Workflow Server

Before you can begin managing workflows, you need to connect to a workflow server. If the User
Application driver is bound to a single workflow server, you can simply specify the name of the driver
to use. If the driver is associated with multiple workflow servers, you need to select the target
workflow server.

To connect to a workflow server:

1 Select the Identity Managercategory in iManager.
2 Open the Workflow Administration role.
3 Click the Workflows task.

iManager displays the Workflows panel.

Workflows

Enter a username and passwaord for an Workflow server, Select from a previously accessed server or enter a new
server, The server can be an IP address, server name, or DNS name.

*Required
Previously accessed servers:

[selecting one of these will populate the rermaining fields)

User Application driver:™

| =
Workflow server LUR™

|
User:™
|CN=admin,O=novelI |

[ex. cn=adrmin,o=novell)

Login | Cancel |

4 If you accessed the target workflow server previously, you can select the server from the
Previously accessed servers drop-down list.

iManager fills in the remaining fields on the panel.

5 If you have not yet accessed a workflow server, specify the driver name in the User Application
Driver field, then click OK.

iManager fills in the Workflow server URI and User fields.
6 Type the password for the user in the Password field.

7 Click Login.

268  Managing Provisioning Workflows



The Workflow Administration plug-in displays a page that allows you to specify a filter for
finding workflows:

Workflows on http:// /IDM as CN=admin,OU=idmsample-ijklobucher.O=novell
Select the Workflows to manage,

Previously defined filtars:

[selecting one of these will populate the rermaining fields)

® Show all Warkflows
O Shiow W orkflovs with

<«Selectwhatto filterfory v || Equals +

oK | cancel |

Restricting Access to Workflows

When you install the Roles Based Provisioning Module with the default settings, all users can view all
workflows when searching for them. To restrict access to workflows to only the workflow trustees,
use NetlQ eDirectory to add an Inheritance Rights Filter (IRF) on the AppConf i g container, which is
located under the User Application driver. For information about adding an IRF, see the eDirectory
Administration Guide (https://www.netig.com/documentation/edirectory-92/).

Finding Workflows that Match Search Criteria

If the target workflow server is running a large number of workflow processes, you might want to
filter the list of workflows you see in iManager. To do this, you can specify search criteria.
1 Select Show Workflows with.

By default, Show all Workflows is selected. Do not change the default if you want to see the
complete list of workflows on the server.

2 Select the attribute for which you want to specify criteria.
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Attribute Description

Creation time Time that the workflow was initiated.

Initiator Username of the requestor.

Recipient Username of the recipient.

Process Status Status of the workflow process as a whole (Completed, Running, or

Terminated).
Approval status Status of the approval process (Approved, Denied, or Retracted).

Entitlement status Status of the entitlement initiated by the provisioning request
(Error, Fatal, Success, Unknown, or Warning).

3 Select an operator:

Operator Comment

Equals Supported for all attributes.

Before Only supported for the Creation time attribute.
After Only supported for the Creation time attribute.
Between Only supported for the Creation time attribute.

4 Specify a value in the field below the attribute and operator.

For Creation time, you can use the Date and time control to select the value. For Initiator and
Recipient, you can use Object History or Object Selector to specify a value. For all other
attributes, select the value from the drop-down list.

5 Click OK.

iManager displays the workflows you have selected on the Workflows panel.

Changing the target server and filter. When you have selected a workflow server, this selection
remains in effect for the duration of your iManager session, unless you select a new server. To select
a new server, click the Actions command, then choose Select Server from the Actions menu.

To specify different search criteria, choose Define Filter on the Actions menu.

Controlling the Active Workflows Display
The Workflows panel lists the workflows that match the search criteria you specified. In addition to

filtering the list, you can control the display. For example, you can specify how often to refresh the
list and sort the list on a particular column.
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Refreshing the List of Workflows

When the workflow server is very busy, the list of active workflows can change very frequently. In
this case, you should refresh the list of active workflows running on the server.
1 Click the Refresh command in the Workflows panel.

2 Specify the refresh interval you want to use by selecting one of these options from the Refresh
menu:

+ Refresh Off
+ Refresh Now
+ 10 seconds
+ 30 seconds
+ 60 seconds
+ 5 minutes

3 Click OK.

Using Quick Filters to Control the Display

Sometimes you might want to show or hide workflows that have a particular status.

1 Click the Quick Filters command in the Workflows panel.

2 Select one of the following choices to filter the items in the list:

Choice Description

Show all workflows Disables all previous filters and displays all
workflows in process.

Hide/show completed workflows Hides or shows workflows that have completed
processing.

Hide/show terminated workflows Hides or shows workflows that have been
terminated.

Hide/show stopped workflows Hides or shows workflows that have been stopped

by user action.

Hide/show running workflows Hides or shows workflows that are still running.
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Sorting the List of Workflows

If you have a large number of request definitions, you might want to sort the list by a particular
column, such as Name or Description.

1 Click the heading for the sort column.

Displaying the Process Request ID

You can display and sort data based on the internal process ID for a request.

1 Click the Actions command in the Workflows panel.

2 Click Show Request ID on the Actions menu.

dctions » | Email Motification

Define Fiter
Select Server

“iewy Camments

Showy Request ID

Depending on your display, you might need to scroll to the right to see the Request ID column.

To sort the data based on the process request ID, click the heading for the Request ID column.

Terminating a Workflow Instance

If you do not want a workflow instance to continue its processing, you can terminate the workflow.

1 Select the workflow in the Workflows panel by clicking the check box next to the workflow
name.

2 Click the Terminate command in the Workflows panel.

Viewing Details about a Workflow Instance

When you have displayed a set of running workflows on a particular server, you can select a
workflow instance to see more details about the running process.

NOTE: If a workflow instance uses a serial processing design pattern, the display shows a single
activity as current because only one user can act on the work item at any point in time. However, if
the workflow handles parallel processing and branching, there might be multiple current activities
for a workflow instance.

To view details about a particular workflow instance:

1 Click the name of the workflow instance in the Workflows panel.

iManager displays the Workflow Detail panel.
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Reassigning a Workflow Instance

If a workflow instance has stopped and cannot be restarted, you can reassign the work item to
another user or group.

1 Select the current activity associated with the workflow by clicking the check box next to the
name in the Workflow Detail panel.

2 Click the Reassign command in the Workflow Detail panel.

E" Workflow Detail

i+ en=Sampleé,cn=RequestDefs,cn=AppConfig,cn=UserApplicationJKlobucher,cn=TestDrivers,o=novell
Workflow Detail

Reassign 11tem(s]
[F] Mame Assigned to Creation time Expiration time Comments

Manager approval mmackenzie 8/17/05 2:07 PMMST 8719705 2:07 PM MST

Reassign workflow activity

(&%, cn=admin,o=novel)

oK | cancel |

Close

3 Select the user or group to which you want to reassign the work item.

Managing Workflow Processes in a Cluster

You can use the Workflows screen to reassign processes from one workflow engine to another. For

example, you could use this feature to reassign processes back to a failed workflow engine when the
workflow engine is brought back online, or you could redistribute processes to other engines when
an engine is permanently removed from the cluster.

The source engine(s) must be ain a SHUTDOWN or TIMEDOUT state. The target engine must be
restarted in order to restart the processes that were reassigned to that engine.

Reassigning a Process from One Workflow Engine to Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the
check box next to the workflow name.

2 Select Actions > Reassign.
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Reassign Selected Workflows

Select the target engine you want the selected workflows to be reassigned ta.

Target engine: [<Selectatarget engine> |

oK | Cancel |

3 Select the workflow engine to which you want to reassign the workflow process from the Target
Engine list.

4 Click OK.

Reassigning a Percentage of Processes from One Workflow Engine to
Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the
check box next to the workflow name.

2 Select Actions > Reassign Percentage.

Reassign Percentage of Workflows

Specify the percentage of workflows to reassign. Select the source engine you want the workflows
to be reassigned from and select the target engine you want the workflows to be reassigned to,

Percentage: | %

Source engine: | <Select a source engine> |

Target engine: | <Select atarget engine> j

oK | Cancel |

3 In the Percentage field, type the percentage of workflow processes that you would like to
reassign from one workflow engine to another.

4 Use the Source engine list to select the workflow engine from which you want to reassign
processes.

5 Use the Target engine field to select the workflow engine to which you want to reassign
processes.

6 Click OK.

Reassigning All Processes from One Workflow Engine to Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the
check box next to the workflow name.

2 Select Actions > Reassign All.
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Reassign All Workflows

Select the source engine wou want the workflows to be reassigned from, Select the target engines
wou want the workflows to be reassigned to. If multiple target engines are selected, the work flows
from the source engine will be spread across the target engines.

Source engine:  [<Selecta source engine> |
Target engines:

[T ENGIME

[~ ow-Enginel

I gw-EngineZ

oK | Cancel |

3 Use the Source engine list to select the workflow engine from which you want to reassign
processes.

4 Select the workflow engines to which you would like to reassign processes by clicking the check
box next to the name of the workflow engine.

If you select multiple target engines, the processes from the source engine will be evenly
distributed to the target engine.

5 Click OK.

Configuring the Email Server

A workflow process often sends email notifications at various points in the course of its execution.
For example, an email might be sent when a user assigns a workflow activity to a new addressee.

Before you can take advantage of the email notification capabilities of Identity Manager, you need to
configure the SMTP email server. To do this, you need to use the Email Server Options task within the
Workflow Administration role in iManager.

NOTE: This task is a shortcut to the Email Server Options task under the Passwords role.

To configure the email server:

1 Select the Identity Managercategory in iManager.
2 Open the Workflow Administration role.
3 Click on the Email Server Options task.

iManager displays the Email Server Options panel.

4 Type the name (or IP address) of the host server in the Host Name field.
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5 Type the email address for the sender in the From field.

When the recipient opens the email, this text is displayed in the From field of the email header.
Depending on your mail server settings, the text in this field might need to match a valid sender
in the system in order to allow the mail server to do reverse lookups or authentication. An
example is helpdesk@company.com instead of descriptive text such as The Password
Administrator.

If your server requires authentication before sending email, select the Authenticate to server
using credentials check box and specify the username and password.

7 When you are finished, click OK.

Working with Email Templates

Identity Manager includes email notification templates that are designed specifically for workflow-
based provisioning. These email templates include the following.

*

*

*

*

New Provisioning Request (Provisioning Notification)

Availability Setting Notification (Availability)

Delegate Assignment Notification (Delegate)

Provisioning Approval Notification (Provisioning Approval Completed Notification)
Reminder - A request is waiting on your approval (Provisioning Reminder)

Proxy Assignment Notification (Proxy)

New Role Request (Role Request Notification)

Role Request Approval Notification (Role Request Approval Completed Notification)
Compliance Task (Attestation Notification)

New Resource Request (Resource Request Notification)

Resource Request Approval Notification (Resource Request Approval Completed Notification)

The subject lines are listed first above. The template names (as they appear in iManager and
Designer) are given in parentheses.

You can edit the templates to change the content and format of email messages. You can also create
new templates. If you create new templates, you need to follow these naming conventions.

*

*

The language-independent version of the Provisioning Notification template can have any name
you like. The default template for notification email messages is called:
Provi sioning Notification

The language-independent version of the Provisioning Reminder template can have any name
you like. The default template for reminder email messages is called:

Provi si oni ng Remi nder
Each delegation template must have a name that begins with the word:
del egat e

The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

Each proxy template must have a name that begins with the word:
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pr oxy
The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

+ Each availability template must have a name that begins with the word:
availability
The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

Each language-specific version of a template must have a suffix that provides a language code (for
example, fr for French, _es for Spanish, and so forth).

To create or edit an email template, use the Email Templates task within the Workflow
Administration role in iManager.

NOTE: This task is a shortcut to the Edit Email Templates task under the Passwords role.

You also can create and edit email templates in Designer.

When you create a User Application driver in iManager or Designer, any email notification templates
that are missing from the standard set of email notification templates are replaced. Existing email
notification templates are not updated. This is to prevent overwriting email notification templates
that you have customized. You can manually update the existing email notification templates using
Designer. For more information, see About Email Notification Templates in the Net/Q Identity
Manager - Administrator’s Guide to Designing the Identity Applications and Setting Up E-Mail
Notification Templates in the Net/Q Designer for Identity Manager Administration Guide.

NOTE: When you use a localized email template in a provisioning request definition, the preferred
locale setting of the recipient of the notification is ignored. For example, the Provisioning
Notification of a request using a localized email notification template of Spanish will only send a
Spanish email, regardless of the preferred locale setting for the user.

Default Content and Format

This section shows you what the content of the email templates looks like after you install the
product. It also describes the replacement tags that can be used in the email template.

New Provisioning Request

This template identifies the provisioning request definition that triggered the email message. In
addition, it includes a URL that redirects the addressee to the task that requires approval, as well as a
URL that displays the complete list of tasks pending for that user.
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H ,

A new provisioning request has been submtted that requires your approval

Request nane: $requestTitle$
Submitted by: $initiatorFull Name$
Reci pi ent: $reci pi ent Ful | Nane$

Pl ease review the details of this request at $SECURE PROTOCOLS$://
$HOSTS: $SECURE_PORTS$/ $TASK DETAILS$ to take the appropriate action

You can review a list of all requests pending your approval at
$SECURE_PROTOCOLS: / / $HOST$: $SECURE_PORT$/ $TASKLI ST_CONTEXTS.

Table 26-2 New Provisioning Request Template: Replacement Tags

Tag

Description

$user Fi r st Name$
$request Title$

$i ni ti at or Ful | Name$
$r eci pi ent Ful | Namre$
$PROTOCOL$
$SECURE_PROTOCOL$
$HOSTS

$PORTS

$SECURE_PORT$

$TASKLI ST_CONTEXT$

$TASK_DETAI LS$

The first name of the addressee.

The display name of the provisioning request definition.
The full name of the initiator.

The full name of the recipient.

The protocol for URLs included in the email message.

The secure protocol for URLs included in the email message.

The host for the Tomcat application server that is running the
identity applications. For information about setting the value
for this parameter, see “Modifying Default Values for the
Template” on page 289.

The port for the identity applications. For information about
setting the value for this parameter, see “Modifying Default
Values for the Template” on page 289.

The secure port for the identity applications. For information
about setting the value for this parameter, see “Modifying
Default Values for the Template” on page 289.

The page that displays the list of all requests pending for the
addressee.

The page that displays details for the request for which this
email message was generated.

Availability Setting Notification

This template identifies a user whose availability has been updated. It includes the start time and
expiration time of the period for which the user is unavailable, and the resources for which the user
is unavailable.
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H ,

$submi tterFirst Nane$ $subnitterlLast Nane$ has updated availability settings
for

$user Fir st Name$ Suser Last Name$.

This user has $operation$ an availability setting that applies to the
foll owi ng resources:

$resources$

This setting indicates that $userFirst Nanme$ $userLast Name$ i s unavail abl e
to work on these resources during the timefranme outlined bel ow

Start tine: $startTine$
Expiration tinme: $expirationTi ne$

When a user is unavail able, any del egates assigned may handl e resource
requests for that user

You can review a list of your availability settings at $SECURE PROTOCOLS: /
| $HOSTS$: $SECURE_PORTS$/ $AVAI LABI LI TY_CONTEXTS.

Table 26-3 Availability Setting Notification Template: Replacement Tags

Tag Description

$submi tt er First Nane$ The first name of the user who updated the
availability setting.

$PROTOCOLS The protocol for URLs included in the email message.

$PORTS The port for the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on

page 289.

$start Ti me$ The start time of the workflow for this provisioning
request.

$resources$ The resources (provisioning requests) for which the

addressee is unavailable.

$SECURE_PROTOCOL$ The secure protocol for URLs included in the email
message.

$expirati onTi ne$ The time at which the availability will expire.

$submi tt er Last Nane$ The last name of the user who updated the

availability setting.

$SECURE_PORT$ The secure port for the identity applications. For
information about setting the value for this
parameter, see “Modifying Default Values for the
Template” on page 289.

$user Fi r st Namre$ The first name of the user to whom this availability
setting applies.
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Tag Description

$user Last Nane$ The last name of the user to whom this availability
setting applies.

$HOSTS The host for the Tomcat application server that is
running the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on
page 289.

$ASSI GNVENT_LI ST_CONTEXT$ The context or path of the URL to the identity
applications.

Delegate Assignment Notification

This template notifies a user when a provisioning request has been submitted that requires the
user’s approval. It includes the name of the request, the user who submitted the request, and the
full name of the recipient. It includes links for viewing the provisioning request and for viewing all
provisioning requests awaiting the user’s approval.

H ,
A new provi sioning request has been submtted that requires your approval.

Request nane: $requestTitle$
Submitted by: $initiatorFull Nanme$
Reci pi ent: $reci pi ent Ful | Nane$

Pl ease review the details of this request at $SECURE_PROTOCOLS: //
$HOSTS: $SECURE_PORT$/ $TASK_DETAILS$ to take the appropriate action.

You can review a list of all requests pending your approval at

$SECURE_PROTOCOLS: / / $HOST$: $SECURE_PORT$/ $TASKLI ST_CONTEXTS.
_SUBJECT

Table 26-4 Delegate Assignment Notification: Replacement Tags

Tag Description

$submi tterFirst Nane$ The first name of the user who assigned the delegate.
$PROTOCOL$ The protocol for URLs included in the email message.
$PORTS$ The port for the identity applications. For information

about setting the value for this parameter, see
“Modifying Default Values for the Template” on
page 289.

$resources$ The resources (provisioning requests) for which the
delegate is available.

$SECURE_PROTOCOL$ The secure protocol for URLs included in the email
message.
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Tag

Description

$fromJsers$

$rel ationshi p$

$expirationTi me$

$f r onCont ai ners$

$f r o oups$

$subni tt er Last Name$

$SECURE_PORT$

$user Fi r st Nane$

$user Last Nane$

$HOSTS

$ASSI GNVENT_LI ST_CONTEXT$

The users for which the assigned delegate is
authorized to handle resource requests.

The relationship defined in the directory abstraction
layer that was selected for this delegate assignment.

The time at which the delegate assignment will
expire.

The containers for which the assigned delegate is
authorized to handle resource requests.

The groups for which the assigned delegate is
authorized to handle resource requests.

The last name of the user who assigned the delegate.

The secure port for the identity applications. For
information about setting the value for this
parameter, see “Modifying Default Values for the
Template” on page 289.

The first name of the user who has been assigned as a
delegate.

The last name of the user who has been assigned as a
delegate.

The host for the Tomcat application server that is
running the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on
page 289.

The context or path of the URL to the identity
applications.

Provisioning Approval Notification

This template notifies a user when an approval process for a provisioning request submitted by the

user has been completed.
Hi,
The approval

Request name: $requestTitle$

Request id: $requestlds$

Submitted by: $initiatorFull Name$
Submi tted on: $request Subm ssi onTi me$
Reci pi ent: $reci pi ent Ful | Nane$

Status: $request Status$

process of your provisioning request has conpl et ed.
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Table 26-5 Provisioning Approval Notification: Replacement Tags

Tag

Description

$i ni tiat or Ful | Name$
$request Submi ssi onTi ne$

$request Title$

$request i d

$reci pi ent Ful | Nanme$

The full name of the initiator.
The time at which the request was submitted.

The display name of the provisioning request
definition.

The ID of the provisioning request.

The full name of the recipient.

Reminder - A Request Is Waiting on Your Approval

This template reminds a user that a provisioning request that requires the user’s approval is waiting
in a queue for approval. It includes the name of the request, the user who submitted the request,
and the recipient. It includes links for viewing the provisioning request and for viewing all
provisioning requests awaiting the user’s approval.

H ,

This is a remnder that a provisioning request is sitting in your queue
wai ting on your approval .

Request name: $requestTitle$
Submitted by: $initiatorFull Name$
Reci pi ent: $reci pi ent Ful | Nane$

Pl ease review the details of this request at $SECURE PROTOCOLS$://
$HOSTS: $SECURE_PORT$/ $TASK_DETAI LS$ to take the appropriate action.

You can review a list of all requests pending your approval at
$SECURE_PROTOCOLS: / / $HOST$: $SECURE_PORT$/ $TASKLI ST_CONTEXTS.

Table 26-6 Reminder - A request is waiting on your approval: Replacement Tags

Tag

Description

$TASKLI ST_CONTEXTS

$PROTOCOL$
$PORTS

$SECURE_PROTOCOL$

$i ni tiat or Ful | Name$

The page that displays the list of all requests pending
for the addressee.

The protocol for URLs included in the email message.

The port for the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on

page 289.

The secure protocol for URLs included in the email
message.

The full name of the initiator.
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Tag Description

$reci pi ent Ful | Narmre$ The full name of the recipient.

$TASK _DETAI LS$ The page that displays details for the request for
which this email message was generated.

$SECURE_PORT$ The secure port for the identity applications. For
information about setting the value for this
parameter, see “Modifying Default Values for the
Template” on page 289.

$user Fi r st Nane$ The first name of the addressee.

$HOSTS The host for the Tomcat application server that is
running the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on
page 289.

$requestTitl e$ The display name of the provisioning request
definition.

Proxy Assignment Notification

This template notifies the recipient that a proxy has been assigned. The user who has been assigned
as a proxy is identified, as are the users, groups, and containers for which the user is authorized to
act as proxy. It includes links for viewing the recipient’s list of proxy assignments.

H ,

A proxy assignnent that authorizes a user to act as proxy for

one or nore users, groups, or containers was $operation$ by:
$submitterFirst Nanme$ $submitterlLast Nane$.

Unli ke del egate assignments, proxy assignments are independent of resource
requests, and therefore apply to all work and settings actions.

The user selected as proxy is:

Suser First Name$ S$user Last Nane$

The assigned proxy is authorized to handle all work for these users,
groups, and contai ners:

Users: $fronlsers$

G oups: $fronGoups$

Cont ai ners: $fronCont ai ners$
Thi s proxy assignnent expires at:
$expirationTi me$

You can review a list of your proxy assignments at $SECURE_PROTOCOLS$: //
$HOSTS: $SECURE_PORT$/ $PROXY_CONTEXTS.
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Table 26-7 Proxy Assignment Notification: Replacement Tags

Tag

Description

$submi t t er Fi r st Name$
$PROTOCOLS
$PORTS

$resour ces$

$SECURE_PROTOCOL$

$f ronUser s$

$expirationTi me$

$f r onCont ai ners$

$f r o oups$

$subni tt er Last Name$

$SECURE_PORT$

$user Fi r st Name$

$user Last Nane$

$HOSTS

$ASSI GNVENT_LI ST_CONTEXT$

The first name of the user who assigned the proxy.
The protocol for URLs included in the email message.

The port for the identity applications. For information
about setting the value for this parameter, see
“Modifying Default Values for the Template” on

page 289.

The resources (provisioning requests) for which the
proxy is available.

The secure protocol for URLs included in the email
message.

The users for which the assigned proxy is authorized
to handle resource requests.

The time at which the proxy assignment will expire.

The containers for which the assigned proxy is
authorized to handle resource requests.

The groups for which the assigned proxy is authorized
to handle resource requests.

The last name of the user who assigned the proxy.

The secure port for the identity applications. For
information about setting the value for this
parameter, see “Modifying Default Values for the
Template” on page 289.

The first name of the user who has been assigned as a
proxy.

The last name of the user who has been assigned as a
proxy.

The host for the Tomcat application server th