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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in your
environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios in
which IT organizations like yours operate — day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and you
need someone that is truly easy to work with — for a change. Ultimately, when you succeed, we
all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management

About NetlQ Corporation 7
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Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.netig.com/about_netig/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Web Site: www.netig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. The documentation for this product is
available on the NetlQ web site in HTML and PDF formats on a page that does not require you to log
in. If you have suggestions for documentation improvements, click comment on this topic at the
bottom of any page in the HTML version of the documentation posted at www.netig.com/
documentation. You can also email Documentation-Feedback@netig.com. We value your input and
look forward to hearing from you.

Contacting the Online User Community

NetlQ Communities, the NetlQ online community, is a collaborative network connecting you to your
peers and NetlQ experts. By providing more immediate information, useful links to helpful resources,
and access to NetlQ experts, NetlQ Communities helps ensure you are mastering the knowledge you
need to realize the full potential of IT investments upon which you rely. For more information, visit
http://community.netig.com.
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About This Guide

This guide explains how to install and configure the Identity Manager JDBC Fanout Driver. The guide
includes the following information:

Audience

This guide is intended for administrators implementing Identity Manager, application server
developers, Web services administrators, and consultants. You should also have an understanding of
DSML/SPML, and HTML.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of this document, see the Identity Manager Drivers Documentation Web
site (https://www.netig.com/documentation/identity-manager-46-drivers/).

Additional Documentation

For information on Identity Manager, see the Identity Manager Documentation Web site (https://
www.netig.com/documentation/identity-manager-46/).

About This Guide 9
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About this Book and the Library

The Identity Manager Java Database Connectivity (JDBC) Fanout Driver for Implementation Guide
provides a generic solution for synchronizing data between an Identity Vault and multiple databases.
This guide provides an overview of the driver’'s technology as well as configuration instructions.

Intended Audience

This book provides information for individuals responsible for understanding administration concepts
and implementing a secure, distributed administration model.

Other Information in the Library

The library provides the following information resources:

Installation Guide

Provides detailed planning and installation information.

Help

Provides context-sensitive information and step-by-step guidance for common tasks, as well as
definitions for each field on each window.

About this Book and the Library 11
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Overview

The Identity Manager Java Database Connectivity (JDBC) Fanout driver supports the fanout
capability at the driver level. The Fanout driver provisions users, groups, and password to multiple
databases with minimal effort. This eliminates the need for the Identity Manager administrator to
configure multiple JDBC drivers using the same policies to provision multiple databases of the same
type. You can centrally manage user accounts and have them automatically created, configured,
maintained, and removed when appropriate. This saves cost and time associated with managing the
Identity Manager environment. In this configuration, the synchronization is unidirectional, from the
Identity Vault to the connected database.

The Fanout driver supports the following features:

+ Synchronizes users and groups from the Identity Vault to the target databases

+ Synchronizes passwords from the Identity Vault to the target databases

+ Provisions or deprovisions user accounts in the target databases based on entitlements
+ Assigns or revokes user permissions in the target databases based on entitlements

IMPORTANT

+ The Fanout driver is a Subscriber channel only driver.

+ The Remote Loader options do not apply to the Fanout driver. This driver uses the Fanout agent
component to create multiple JDBC Fanout driver instances.

Components for Fanout Configuration

The Fanout driver relies on the following independent components. Figure 1-1 shows how these
components work together.

+ Fanout Driver Shim: The Fanout driver shim is a Java-based interface driver. The driver shim
virtually connects to the Fanout agent through ActiveMQ.

+ ActiveMQ: The Fanout driver and the Fanout agent use ActiveMQ for transferring the
Subscriber events, configuration data, and the queries. The Fanout agent creates a separate
gueue for each JDBC driver instance. The JDBC driver instances wait for the events in their
respective queues. For information about installing ActiveMQ, see “Working with ActiveMQ” on
page 23. To manage the ActiveMQ queues, launch the URL: http:// <ActiveM) I P
Addr ess>: 8161/ admi n/ queues. j sp.

+ Fanout Agent: The Fanout agent is a standalone Java process that works independently of the
Identity Vault. The Fanout agent loads the JDBC driver instances based on the configuration of
the connection objects in the Fanout driver. For more information about the connection objects,
see “Driver Concepts” on page 16.

The Fanout agent provides an interface through REST endpoints for performing basic monitoring
and management tasks. To ease the initial deployment, the Fanout agent auto-initializes with the
default configuration values when it is started for the first time. To change the default settings,
use the REST endpoints. For more information about REST endpoints supported for the driver,

Overview 13



see Appendix D, “REST Endpoints,” on page 75. The driver installation folder contains sample
scripts that you can run to manage the Fanout agent. The sample scripts internally use the
REST endpoints. For more information, see “Managing the Fanout Agent” on page 29.

Alternatively, you can manually edit the configuration file. This method requires you to restart the
Fanout agent for the changes to take effect. However, this is not required for all the changes
made through the REST endpoints. To understand which changes need a restart of the Fanout
agent, see “Generating the Default Configuration File” on page 25.

Figure 1-1 ldentity Manager JDBC Fanout Driver Architecture
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Blocks #1,#2 and #3 are process bounderies. Process identification is required between each of them before events and configurations
can be delivered reliably. Fanout Driver should be hosted on IDM.

The Fanout process works as follows:

1 The Identity Vault stores the connection object configuration. The configuration includes
connection, authentication, and trace information.

N

The Fanout driver receives the initialization document from the engine.

w

The Fanout driver and the Fanout agent perform a handshake to establish a connection. This
signals the start of the communication between the agent and the driver. The handshake is done
through challenge-response sets.

N

The Fanout driver queries the Identity Vault for the connection objects associated with this driver
and creates multiple initialization documents based on the content in the connection objects.

ol

The Fanout driver sends the initialization documents to the Fanout agent through ActiveMQ.

(o2}

The Fanout agent loads the JDBC driver instances.

~

The Fanout driver sends the events to the Fanout agent through ActiveMQ.
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8 The Fanout agent determines which JDBC driver instances this event should be sent to.

9 The JDBC driver processes the event and sends the status of the event to the Fanout agent,
which in turn sends this information to the Fanout driver through ActiveMQ.

10 The Fanout driver sends this status to the Identity Manager engine.

NOTE: Only one flavour of database can be managed per agent. For example: only Oracle
databases or only MS SQL databases on a single agent.

Data Transfer Between Systems

The data is transferred between the Identity Vault and the Fanout driver only on the Subscriber
channel.

The Subscriber channel performs the following activities:

+ Watches for changes to the Identity Vault objects.
+ Makes changes to the target databases to reflect those changes.

Supported Operations

The Fanout driver supports the following operations on the Subscriber channel:

+ “Password Synchronization” on page 15

+ “Data Synchronization” on page 15

Password Synchronization

The Fanout driver supports password set and check operations on the Subscriber channel. The driver

does not support bidirectional password synchronization.

Data Synchronization

The Fanout driver supports direct and indirect data synchronization models.

Model Association Description

Direct Usually associated with views Views provide the abstraction mechanism that
facilitates integration with existing customer tables.

Indirect Usually associated with tables Customer tables may not match the structure required
by the driver. Therefore, you should create
intermediate staging tables that match the structure
that the driver requires.

For more information about data synchronization models see Supported Data Synchronization
Models in the NetlQ Identity Manager Driver for JDBC Implementation Guide.

Overview
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Installing and Configuring the Driver

For information about installing and configuring the Fanout driver, see Chapter 2, “Installing the
Fanout Driver Components,” on page 19 and Chapter 3, “Configuring the Fanout Agent,” on page 25.

Supported Databases

The driver supports the following databases:

Table 1-1 Supported Databases

Database Version
Microsoft SQL Server 2008, 2008 R2, 2012, 2014 and 2016
MySQL 5.5.x or later

5.6.x or later
Oracle 11g Release 1 (11.1) or later, 12c
Sybase Adaptive Server Enterprise (ASE) 15.0 or later

Identity Manager supports JDBC driver with other types and versions of databases as long as they
meet the minimum requirements.

+ Support the SQL-92 entry level grammar.
+ Be JDBC//ODBC accessible.

The functionality may be limited and require contacting consultants for implementing the proper
content.

Supported Third-Party JDBC Drivers

The Fanout driver supports the following third-party JDBC drivers:
¢+ MySQL Connector/J

+ Oracle Thin Client
+ Oracle OCI
+ |TDS

For more information, see Third-Party JDBC Drivers in the NetlQ Identity Manager Driver for JDBC
Implementation Guide.

Driver Concepts

+ Connection Objects: Connection objects are instances of the DirXML-Resource class. Each
connection object holds authentication information of the server or database you are connecting
to and the trace information for the instances that the Fanout agent configures and loads. For
more information, see DirXML-Data.

Overview


https://www.netiq.com/documentation/identity-manager-46-drivers/pdfdoc/jdbc/jdbc.pdf#bw86pe3
https://www.netiq.com/documentation/identity-manager-46-drivers/pdfdoc/jdbc/jdbc.pdf#bookinfo
https://www.netiq.com/documentation/identity-manager-46-drivers/pdfdoc/jdbc/jdbc.pdf#bookinfo

The Fanout driver uses the following attributes of the connection object to determine the status
of the connection object:

+ DirXML-ContentType: The driver uses this attribute to determine if it is a connection object
or any other driver resource. To qualify for a connection object, this attribute should have
one of the following values:

+ application/vnd.novell.dirxml.fanout+xml: This MIME value signals that the current
connection object is disabled.

¢ application/vnd.novell.dirxml.fanout-enabled+xml: This MIME value signals that
the current connection object is enabled.

Enabled connection objects are loaded by the Fanout agent.

+ DirXML-Data: This attribute contains the connection and trace information for the JDBC
driver instance. The following is a sample of the XML document that DirXML-Data contains:

<?xm version="1.0" encodi ng="UTF-8"?>
<connecti on>
<aut hentication-info>
<server>jdbc:jtds:sql server://111.111. 1. 1: 1433/i dnx/ server >
<user >i dnx/ user >
</ aut henti cation-info>
<trace-info>
<dri ver TraceFi | e>/ hone/ sql server 2.1 o0g</driverTraceFi | e>
<driverTracelLevel >5</dri ver Tr aceLevel >
<driverTraceFil eSi ze />
</trace-info>
<connecti on- passwor d-ref di spl ay- nanme="Connecti on Password"
name="com f anout . conn. passwd" >
<val ue>f anout . connecti on_2. passwd</ val ue>
</ connecti on- passwor d-r ef >
</ connecti on>

The JDBC Fanout driver supports three trace levels. For information about what each trace
level contains, see “Setting Up Trace Levels” on page 73. For more information about the
trace levels supported by generic JDBC driver, see Trace Levels in the NetlQ Identity
Manager Driver for JDBC Implementation Guide.

To change the connection or trace information for a JDBC Fanout driver instance in
iManager.

In iManager, click View Objects.
From the tree view, browse to and locate the driver set containing the driver.
Click the driver, then click the Fanout instance.

In the window that opens, click the Edit Resource tab.

o > NP

Change the connection or trace information.
6. To save the changes, click OK and then click Apply.

To change the connection or trace information for a JDBC Fanout driver instance in
Designer:

1. In the Outline view or Modeler, right-click the driver icon, then select Fanout
Configuration.

2. In the Fanout configuration page, select the driver instance in the left navigation and
change the driver’s connection or trace settings.

Overview 17
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3. To save the changes, click Save in Designer's main menu.
4. Deploy the driver.

+ Filter: The driver filter includes two additional classes: DirXML-Resource and DirXML-Driver to
allow you to handle dynamic changes to the connection objects. The changes made to the
connection objects do not require you to restart the Fanout driver. Depending on the changes
made to the connection objects, the Fanout agent restarts or stops the JDBC driver instances.

For more information about the general concepts of the JDBC driver, see Understanding the Identity
Manager Driver for JDBC in the NetlQ Identity Manager Driver for JDBC Implementation Guide.

Database Concepts

For more information about the database concepts, see Database Concepts in the NetlQ Identity
Manager Driver for JDBC Implementation Guide.

Overview
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Installing the Fanout Driver Components

The Fanout driver and the Fanout agent files are included in the Identity Manager 4.6 installation
media. The driver files are automatically installed on the Identity Manager server at the same time as
the Identity Manager engine. The installation program extends the Identity Vault's schema and installs
the driver shim. The installation program provides an option to install the Fanout agent. For more
information, see “Installing the Fanout Agent” on page 19.

After the agent is installed, configure the agent to suit your requirement and then create the driver.
For more information, see Chapter 3, “Configuring the Fanout Agent,” on page 25.

If you are upgrading your existing driver, perform the following tasks:

+ Update the current driver packages in Designer. For more information, see “Creating a Fanout

+ Migrate your existing Fanout agent configuration to the new Fanout agent installed with Identity

Driver Object in Designer” on page 33.

Manager 4.6. For more information, see “Migrating the Fanout Agent Configuration” on page 21.

Prerequisites for Installing the Driver

Before installing the driver, ensure that the following software is installed on your computer:

*

Identity Manager 4.6

For more information about Identity Manager and its prerequisites, see Considerations and
Prerequisites for Installation in the NetlQ Identity Manager Setup Guide.

ActiveMQ 5.14.3

Identity Manager Driver for Managed System Gateway version 4.0.2 or later

This driver is required for data collection to work with the Fanout driver.

Identity Manager Driver for Data Collection Services version 4.0.1 or later with base package
2.3.0.20151207151321

This driver is required for data collection to work with the Fanout driver.
Identity Manager Collector for auditing version 2011.1r3 or later

This collector is required for data collection to work with the Fanout driver.
Third-party JDBC driver

This driver is required for connecting the Fanout driver to the target database.

Installing the Fanout Agent

You can install the Fanout agent with the Identity Manager engine or the integrated installer.
Regardless of the method of installation (framework or integrated), select the Fanout Agent option
during the installation.

Installing the Fanout Driver Components
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Installing with ldentity Manager Engine

The driver files are automatically installed on the Identity Manager server at the same time as the
Identity Manager engine. For installing the Fanout agent, you must select the Fanout Agent option
during the installation.

To install the Fanout agent using the Identity Manager engine installation wizard:

1

Log in as root or administrator on the computer where you want to install the Identity Manager
engine.

From the directory that contains the installation files, complete one of the following actions:
¢ Linux (console): Enter./install.bin -i consol e
¢ Linux (GUI): Enter./install.bin
¢+ Windows: Runidm.install.exe

3 Accept the license agreement, and then click Next.

9
10
11

12

13

14

In the Select Components window, select Fanout Agent.

When you select this option, the installer creates a Fanout Agent directory under / opt / novel | /
dirxm/ on Linux and C:\ Net | QI dentit yManager\ on Windows. The Fanout Agent directory
includes the bi n and | i b directories.

For more information about the options, see Considerations and Prerequisites for Installation in
the NetlQ Identity Manager Setup Guide.

(Optional) To select specific drivers for the individual components, complete the following steps:
5a Click Customize the selected components, and then click Next.

5b Expand Drivers under the component that you want to install.

5c Select the drivers that you want to install.
Click Next.

In the Activation Notice window, click OK. For more information, see Activating Identity Manager
in the NetlQ Identity Manager Setup Guide.

For Authentication, specify a user account and its password with sufficient rights in eDirectory to
extend the schema. Specify the user name in the LDAP format. For example,
cn=admi n, o=conpany.

For Pre-Installation Summary, verify the settings.
Click Install.

Activate Identity Manager. For more information, see Activating Identity Manager in the NetlQ
Identity Manager Setup Guide.

Copy your existing Fanout configuration to the new configuration file. For more information, see
Migrating the Fanout Agent Configuration.

To create and configure your driver objects, consult the specific guide for that driver. For more
information, see Identity Manager Drivers documentation website.

(Optional) For the default installation locations, see /t np/i dm nstal | . | og.

Installing with Integrated Installer

To install the Fanout agent using the integrated installer wizard:

1
2

Log in as a root or administrative user to the computer where you want to install the components.
Mount the Identity Manager . i so file or create a DVD from the . i so file.

20 Installing the Fanout Driver Components
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3 (Optional) Instruct the installation process to apply the same password for all integrated
installation configuration parameters. For more information, see Using the Same Password for
all Integrated Installation Configuration Parameters in the NetlQ Identity Manager Integrated
Installation Guide.

4 From the root directory of the . i so file, access the installation files, then complete one of the
following actions:

¢ Linux: Enter./install.bin
¢+ Windows: Runinstal |l .exe
5 On the title page, select the appropriate language from the drop-down list, then click OK.

6 On the Introduction page, view the different Identity Manager components you can install, then
click Next.

7 Read and accept the license agreement, then click Next.

NOTE: You must read through and scroll to the end of the license agreement, before you can
accept the license agreement.

8 Specify Fanout Agent and other components that you want to install on the local server, then
click Next.

9 (Conditional) On a Windows server, specify the installation folder, and then click Next.
10 Review the pre-installation summary, then click Install.

NOTE: Depending on the selected components, the installation process might take some time to
complete.

11 When the installation completes, perform one of the following actions to configure the installed
components:

+ To configure immediately: Select Continue Now.
+ To configure later: Deselect Continue Now.

You can modify the configuration parameters at any time. However, you cannot run ldentity
Manager until you specify many of the parameters. For more information, see Configuring the
Identity Manager Components in the NetlQ Identity Manager Integrated Installation Guide.

NOTE: Some components such as Designer and Analyzer, do not require configuration.

12 Click Done.

Migrating the Fanout Agent Configuration

As part of upgrading your existing driver, you must copy your current Fanout configuration to the new
configuration file after the Fanout agent is installed in the following default locations:

¢ Linux: /opt/novel | /di rxnm /fanout agent
¢+ Windows: C:\ Net | Q | denti t yManager\ Fanout Agent

Identity Manager provides a migration utility to help you copy the existing configuration to the newly
installed Fanout agent directory. The utility is located in the bi n directory of the new Fanout agent
installation directory on both Linux and Windows platforms.
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To copy the existing configuration, perform the following steps:

1 Stop the Fanout agent.
2 Copy the required third party jar files to the | i b directory in the new Fanout agent directory.
3 Copy the existing configuration.

3a Navigate to bi n in the installation directory of the new Fanout agent and locate the
migration script for your platform.

¢ Linux: fanoutM gration
+ Windows: f anout M gr ati on. bat
3b Run the migration script using the following syntax:
fanout M grati on <existing |location of the Fanout agent>
For example, ./f anout mi grati on /root/N dM Driver_4.5 JDBCFanout
where /root /NI dM Dri ver _4.5_JDBCFanout is the location of the existing Fanout agent.

NOTE: In addition to copying the configuration information, the command appends two new
attributes to the configuration file. These attributes are required for setting the secure
protocol version for SSL communication and for enabling the SuiteB communication. For
more information, see “Generating the Default Configuration File” on page 25.

3c (Optional) If the configuration is successfully copied to the new location, delete the existing
directory.

4 Start the Fanout agent by specifying the absolute path of the new Fanout agent configuration file
in the command.

The Fanout agent configuration is located in / opt / novel | / di rxml / f anout / conf i g on Linux
and C:\ Net | Q I denti t yManager \ Fanout Agent \ confi g on Windows.

Installing ActiveMQ

You must install ActiveMQ on a server other than the Identity Manager server to avoid port conflict.
For more information, see “Working with ActiveMQ” on page 23.

1 Download ActiveMQ 5.14.3 from the Apache ActiveMQ 5.14.3 Download page.

2 Unzip the file to a preferred location on your computer.

3 Copy the activeng-al | -5. 14. 3. j ar file from the extracted file to your Identity Manager and
Fanout agent installation directories.

For example, / opt / novel | / eDi rectory/lib/dirxm/classes/ or

C:\Netl QldentityManager\ NDS\Ii b directory for Identity Manager installation and / opt /
novel I /di rxm /fanoutagent/liborC \NetlQldentityMnager\Fanout Agent\lib
directory for Fanout agent installation.

4 Restart eDirectory.

Starting ActiveMQ

To start an ActiveMQ instance, navigate to <act i veng unzi pped pat h>/ bi n and perform one of the
following actions:

¢ Linux: Runthe./activeng start command.
+ Windows: Runthe. activenyg. bat start command.
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Working with ActiveMQ

You can perform several management tasks by using ActiveMQ. For example:
Change default port : To change the default ports, perform the following steps:

1 Navigate to <AMQ I nstal | ati on Directory>/conf/activeng. xm .
2 In a text editor, open acti veng. xm .
3 Under <t r anspor t Connect or s>, change the ports as required.
For example, change the port from 61616 to a different port for TCP protocol:

<transport Connect or nanme="openw re" uri="tcp://
0. 0. 0. 0: 61616?maxi munConnect i ons=1000&anp; wi r eFor mat . maxFr ameSi ze=104857600"/ >

Change Web console port: To change the Web console port, complete the following steps:

1 Navigate to <AMQ I nstall ation Directory>/conf/jetty.xnl.
2 Openthejetty. xnl file in a text editor.

3 Change the Web console port from 8161 to a different port.

4 Savethejetty.xm file.

Monitor the queues managed by the Fanout Agent: To view the queues managed by the Fanout
agent, specify htt ps: // <ActiveMQ | P Addr ess/ server nane>: <Port >/ adni n/ queues. j sp in the
address bar of your browser. For example: htt ps://192. 168. 0. 1: 8161/ adni n/ queues. j sp.

Setting Up ActiveMQ Startup Service

This section provides details about setting up ActiveMQ as a startup service.

+ “Enabling the ActiveMQ Service on Linux” on page 23
+ “Enabling the ActiveMQ Service on Windows” on page 24

Enabling the ActiveMQ Service on Linux

1 Set the path for the JAVA_HOVE environment variable.

2 Set the path for the ACTI VEMQHOME environment variable in the /root/. profi | e file to point to
the ActiveMQ installation location. The . profi | e file needs to be created if it does not exist.

3 Navigate to the ActiveMQ installation directory and run act i vergAddSvc by executing the
following command:

Jacti vengAddSvc
4 To start the ActiveMQ service, execute the following command:

/etc/init.dl activengdxm start
To stop the ActiveMQ service, execute the following command:

/etcl/init.d/activengdxm stop
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Enabling the ActiveMQ Service on Windows

To add the ActiveMQ service to the Windows services list, navigate to ACTI VEMQ _HOVE/ bi n/ wi n64
and run I nstal | Servi ce. bat .

This creates the ActiveMQ service in the Windows service list. This service automatically starts when
the system reboots.

To remove the ActiveMQ service from the Windows services list, run Uni nst al | Ser vi ce. bat .

Upgrading ActiveMQ

1 Download the ActiveMQ <version> from ActiveMQ Download page.

2 Extract the file to a preferred location on your computer.

3 Stop the Fanout Agent. For more information, see “Stopping the Fanout Agent” on page 32.
4 Copy the extracted file to your Identity Manager and Fanout Agent installation directories.

For example, / opt / novel | / eDirectory/lib/dirxm/classes/ or

C:\Net I QldentityManager\ NDS\Ii b directory for Identity Manager installation and / opt /
novel I /di rxm /fanoutagent/liborC \NetlQldentityMnager\Fanout Agent\lib
directory for Fanout agent installation.

5 Start the Fanout Agent. For more information, see “Starting the Fanout Agent” on page 28.

24 Installing the Fanout Driver Components



Configuring the Fanout Agent

After the Fanout agent is installed, configure the agent to suit your environment by using the scripts
provided in the Fanout agent installation folder:

¢ Linux: /opt/novel I /di rxm /fanout agent
+ Windows: C:\ Net | Q | denti t yManager\ Fanout Agent

NOTE: Set the JAVA HOVE environment variable on your platform.

The following sections provide instructions to configure the Fanout agent:

+ “Generating the Default Configuration File” on page 25
+ “Starting the Fanout Agent” on page 28

+ “Managing the Fanout Agent” on page 29

+ “Enabling Auditing for the Fanout Agent” on page 32

+ “Stopping the Fanout Agent” on page 32

Generating the Default Configuration File

When you run the Fanout agent without any options, the agent creates the default configuration file
and then stops running. To run the Fanout agent, execute one of the following commands based on
your platform:

¢ Linux: ./startAgent

+ Windows: startAgent. bat
The Fanout agent creates the following directories in default installation path of the Fanout agent:

+ config: This directory contains the default configuration file for the Fanout agent. The following
table lists the parameters included in the default configuration file. Except
neti g. f anout agent . connecti on. url , you can leave other parameters unchanged. Specify the
URL of the ActiveMQ instance in this parameter.

Parameter Description

netig.fanoutagent.trace.level Fanout agent trace level. Range 1-5. Setting the value of this
parameter to 3 provides most of the XML and operation traces.

netig.fanoutagent.trace.file Path of the Fanout agent trace file.
netig.fanoutagent.instance.name Name of the Fanout agent instance.
netig.fanoutagent.connection.url Connection URL of the ActiveMQ instance.

netig.fanoutagent-config.recv.queue Configuration queue to receive the initialization parameters.
netig.fanoutagent-config.snd.queue Configuration queue to query specific configurations.

netig.fanoutagent-query.in.recv.queue Query-in queue to receive query responses from the Identity Vault.
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Parameter

Description

netig.fanoutagent-query.in.send.queue

netig.fanoutagent-
sub.event.recv.queue

netig.fanoutagent-
sub.event.send.queue

netig.fanoutagent-
sub.delayed.event.send.queue

netig.fanoutagent-
query.out.recv.queue

netig.fanoutagent-
query.out.send.queue

netig.fanoutagent.cmd.trace.level

netig.fanoutagent.cmd.srv.ip

netig.fanoutagent.cmd.srv.port

netig.fanoutagent.cmd.trace.file.count

netigq.fanoutagent.cmd.allow.http
netig.fanoutagent.cmd.trace.file.size
netig.fanoutagent.cmd.keystore.file

netig.fanoutagent.cmd.trace.dir

netig.fanoutagent.connection.truststor
e.file

netig.fanoutagent.connection.keystore
file

netig.fanoutagent.connection.enforceS
uiteB

netig.fanoutagent.connection.securepr
otocol

Query-in queue to send queries to the Identity Vault.

Subscriber event queue to receive the Subscriber events.

Subscriber event queue to send the Subscriber event status.

Subscriber event queue to send the status of the delayed event.

Query-out queue to receive the query for the agent.

Query-out queue to send the query response.

Trace level for the Fanout command server.

IP address to which the command server establishes connection with.
This helps you to restrict the command server to listen to a specific
interface.

Port number on which the command server listens.

Number of trace files available for the command server. After the limit
is reached, the older file are automatically deleted.

Parameter to disable https on the command server.
Size of the Fanout agent command server trace files in MB.
Path to the keystore used by the command server.

The directory where the Fanout agent command server traces are
created.

Path to the truststore file used for mutual authentication for a secure
connection.

Path to the keystore file used for mutual authentication for a secure
connection.

The default setting is false. This means that the Fanout agent does not
use Suite B cryptographic algorithms to communicate with the Fanout
driver.

NOTE: This parameter is included in Fanout agent 1.1.

Version of the TLS protocol that the Fanout agent uses to connect to
the Fanout driver. The Fanout agent supports TLSv1, TLSv1_1, and
TLSv1_2.

NOTE: This parameter is included in Fanout agent 1.1.
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Parameter Description

netig.fanoutagent-sub.event.max.retry The maximum limit for retrying an event. The default value is -1. This
allows the JDBC instance running in the Fanout agent to retry an event
for every 30 seconds until a success or an error is received from the
JDBC driver shim.

If you want a JDBC instance to retry an event for a finite number of
times until a success or an error is received from the driver shim, set
the parameter to a value greater than or equal to zero.

For example, when you set the value to 3, the instance retries an
event three times. If the instance receives a retry status after the retry
limit has been exhausted, the Fanout agent discards that event and
returns an error status to the Identity Manager engine.

NOTE: The retrying of events in one instance does not affect the event
processing in other instances running in the Fanout agent.

You can change the default configuration of the Fanout agent to suit your requirement. Changes
are dynamically reflected in some parameters. For changes to take effect in other parameters,
restart the Fanout agent. The following parameters are dynamically reflected:

+ netig.fanoutagent.trace.level

+ netig.fanoutagent.trace.file

+ netig.fanoutagent.cmd.trace.level

+ netig.fanoutagent.cmd.trace.file.count

Password changes are dynamically reflected. For example, agent password values is changed
dynamically. For future commands, you must use the new agent password.

NOTE: If you run the Fanout agent without any options after customizing the default
configuration file, the agent will overwrite the changes made to the parameters. NetlQ
recommends that you rename the configuration file to a different name to avoid overwriting the
file and use the renamed file for subsequent operations.

+ logs: This directory contains the trace files.

+ tmp: This directory contains the temporary files created by the Fanout agent.

The Fanout agent also creates . prof i | e file under the r oot folder. This file contains information
about the Fanout installation directory and the current Java path that is used by the Fanout agent.
The following example is a . profi | e file:

JAVA HOVE=/ opt/novel | /jdk1.7.0_25/jre
PATH=$PATH: / opt / novel | /j dk1. 7. 0_25/jre/bin
FANOUTHOME=/ opt / novel | / nysql - f anout / agent

NOTE: For multiple Fanout agents, you require equal number of ActiveMQs. If you are using the
same ActiveMQ with multiple Fanout agents, you need to manually clean the ActiveMQ queues
before using that ActiveMQ with a different Fanout agent. To clean an ActiveMQ queue, use
ActiveMQ Web console. ActiveMQ also provides other options for cleaning the queues. For more
information, see ActiveMQ documentation.
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Starting the Fanout Agent

You can start the Fanout agent by passing the st ar t Agent command in the command prompt or by
using the startup script, which enables the agent as a startup service.

Before starting the Fanout agent, ensure that your server meets the following requirements:

+ ActiveMQ is running.

This allows the Fanout agent to initialize the required queues in ActiveMQ when the agent starts.
If ActiveMQ is not running, the agent returns an error and does not start properly.

The Java and Curl tool are included in the system path of your operating system.

You use Java and Curl tool to manage the Fanout agent. If Curl is not present in your
environment, download the SSL version of the Curl binary from Curl Releases and Downloads.

Copy the appropriate third-party JDBC connector to the | i b directory of the Fanout agent default
installation folder. For example, oj dbc6. j ar. For more information, see the Supported Third
Party JDBC Drivers in the NetlQ Identity Manager Driver for JDBC Implementation Guide.

To start the Fanout Agent in the command prompt:

Open a command prompt.

Run the st ar t Agent command and pass the default configuration file name as a parameter in
the command.

start Agent —confi g <Fanout Agent Installation Location>/config/fanoutagent-
config.properties

The installation path will vary depending on the Fanout agent version you are running.
(Optional) To change the agent and the shim passwords, use the set Passwor d command.

The default passwords are netiq. For more information, see “Managing the Fanout Agent” on
page 29.

(Optional) To change the keystore password, use the set KSPasswor d command.
The default password for the keystore is netiq123.

(Optional) To change the encryption key, use the set Encr ypti onKey command.
The default value for the key is netiqg.

(Optional) Establish a secure connection between the Fanout agent and ActiveMQ. For more
information, see Chapter 7, “Securing Fanout Driver Communication,” on page 49.

IMPORTANT: Ensure that you specify the same values for these parameters during Fanout driver
configuration.

To enable the Fanout agent service to automatically start when the system starts, perform the
following actions for your platform:

Linux:

1 Setthe JAVA HOME environment variable.
2 Copy the f anout dxni file from / opt / novel I / di rxm /fanoutagent/binto/etc/init.d.
3 Run the f anout Agent AddSvc file from / opt / novel | / di rxmi / f anout agent / bi n by executing

the following command:
./ fanout Agent AddSvc
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4 Start the Fanout agent service by executing the following command:

/etc/init.d/ fanoutdxm start
To stop the Fanout agent service, execute the following command:

/etc/init.d/fanoutdxm stop

Windows:

1 Setthe JAVA HOME environment variable.
2 Runvcredi st_x64. exe file from C. \ Net | Q | dent i t yManager \ Fanout Agent \ bi n.
3 Install the Fanout agent service by executing the following command:

C.:\ Netl Q ldentityManager\ Fanout Agent\ bi n\ Fanout Agent Svc. exe —i

The display name of the service is Fanout Agent Service.

NOTE: If both ActiveMQ and Fanout agent services are running on the same server, ensure that
ActiveMQ service starts before the Fanout agent service. To set the Fanout agent service to a
delayed start, run the following command on Windows:

sc config Fanout Agent start= del ayed-auto

4 Start the Fanout agent service.
To remove the Fanout agent service on Windows, execute the following command:

C:\Net1 Q ldentityManager\ Fanout Agent\ bi n\ Fanout Agent Svc. exe —u

IMPORTANT: You can run only one Fanout agent instance on a specific server as a service.
However, if you run a Fanout agent as an application, Identity Manager allows you to run multiple
instances of the Fanout agent on the same server by using separate configuration files.

The Fanout agent service loads the configuration properties only from
C:\NetlQ\IdentityManager\FanoutAgent\conf i g path. Ensure that the configuration properties file
name is f anout agent - conf i g. properti es (default file name).

A Fanout agent instance that is started as a service must be stopped as a service only. This means
that you should not stop the agent using the stopAgent command or REST endpoint if it is started as
a service.

Managing the Fanout Agent

You can manage the Fanout agent by using the scripts from the Fanout agent installation directory.
Table 3-1 lists the commands to manage the Fanout agent. To view the help, invoke the command
with - —hel p option.
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Table 3-1 Commands to Manage the Fanout Agent

Command Description Usage

startAgent Starts the Fanout agent instance startAgent —config

startAgent —config <FanoutAgent
Installation Location>/config/
fanoutagent-config.properties

stopAgent Stops the Fanout Agent instance stopAgent -config

stopAgent —config <FanoutAgent
Installation Location>/config/
fanoutagent-config.properties netiq

getservices Fetches the status of the JDBC driver instances getServices —config <FanoutAgent
loaded by the Fanout agent and writes the Installation Location>/config/
status to a file. fanoutagent-config.properties 0 ./

services.txt netiq

startService Starts the specified JDBC driver instance. You  startService —config <FanoutAgent
can get the JDBC driver instance name from the Installation Location>/config/
output file generated by the getServices fanoutagent-config.properties
command. serviceName netiq

stopService Stops the specified JDBC driver instance. You  stopService —config <FanoutAgent
can get the JDBC driver instance name from the Installation Location>/config/
output file generated by the getServices fanoutagent-config.properties
command. serviceName netiq

setPassword Sets the agent and shim passwords for the setPassword -config <FanoutAgent
Fanout agent instance. Installation Location>/config/

fanoutagent-config.pr