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About this Book and the Library

The Identity Manager Driver for Azure Active Directory Implementation Guide explains how to install 
and configure the Identity Manager Driver for REST.

Intended Audience
This book provides information for administrators implementing Identity Manager, application server 
developers, Web services administrators, and consultants, who also have an understanding of 
DSML/SPML, REST, JSON and HTML.

Other Information in the Library
The library provides the following information resources:

Identity Manager Setup Guide 

Provides overview of Identity Manager and its components. This book also provides detailed 
planning and installation information for Identity Manager.

Designer Administration Guide 

Provides information about designing, testing, documenting, and deploying Identity Manager 
solutions in a highly productive environment.

User Application: Administration Guide 

Describes how to administer the Identity Manager User Application.

User Application: User Guide 

Describes the user interface of the Identity Manager User Application and how you can use the 
features it offers, including identity self-service, the Work Dashboard, role and resource 
management, and compliance management.

User Application: Design Guide 

Describes how to use the Designer to create User Application components, including how to 
work with the Provisioning view, the directory abstraction layer editor, the provisioning request 
definition editor, the provisioning team editor, and the role catalog.

Identity Reporting Module Guide 

Describes the Identity Reporting Module for Identity Manager and how you can use the features 
it offers, including the Reporting Module user interface and custom report definitions, as well as 
providing installation instructions.

Analyzer Administration Guide 

Describes how to administer Analyzer for Identity Manager.

Identity Manager Common Driver Administration Guide 

Provides information about administration tasks that are common to all Identity Manager drivers.
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Identity Manager Driver Guides 

Provides implementation information about Identity Manager drivers.
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About NetIQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in your 
environment: Change, complexity and risk—and how we can help you control them. 

Our Viewpoint
Adapting to change and managing complexity and risk are nothing new 

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny 
you the control you need to securely measure, monitor, and manage your physical, virtual, and 
cloud computing environments. 

Enabling critical business services, better and faster 

We believe that providing as much control as possible to IT organizations is the only way to 
enable timelier and cost effective delivery of services. Persistent pressures like change and 
complexity will only continue to increase as organizations continue to change and the 
technologies needed to manage them become inherently more complex.

Our Philosophy
Selling intelligent solutions, not just software 

In order to provide reliable control, we first make sure we understand the real-world scenarios in 
which IT organizations like yours operate—day in and day out. That's the only way we can 
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And 
that's so much more rewarding than simply selling software. 

Driving your success is our passion 

We place your success at the heart of how we do business. From product inception to 
deployment, we understand that you need IT solutions that work well and integrate seamlessly 
with your existing investments; you need ongoing support and training post-deployment; and you 
need someone that is truly easy to work with—for a change. Ultimately, when you succeed, we 
all succeed.

Our Solutions
 Identity & Access Governance 

 Access Management 

 Security Management 

 Systems & Application Management 

 Workload Management 

 Service Management 
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Contacting Sales Support
For questions about products, pricing, and capabilities, contact your local partner. If you cannot 
contact your partner, contact our Sales Support team.

Contacting Technical Support
For specific product issues, contact our Technical Support team.

Contacting Documentation Support
Our goal is to provide documentation that meets your needs. The documentation for this product is 
available on the NetIQ Web site in HTML and PDF formats on a page that does not require you to log 
in. If you have suggestions for documentation improvements, click Add Comment at the bottom of 
any page in the HTML version of the documentation posted at www.netiq.com/documentation. You 
can also email Documentation-Feedback@netiq.com. We value your input and look forward to 
hearing from you.

Contacting the Online User Community
NetIQ Communities, the NetIQ online community, is a collaborative network connecting you to your 
peers and NetIQ experts. By providing more immediate information, useful links to helpful resources, 
and access to NetIQ experts, NetIQ Communities helps ensure you are mastering the knowledge you 
need to realize the full potential of IT investments upon which you rely. For more information, visit 
community.netiq.com. 

Worldwide: www.netiq.com/about_netiq/officelocations.asp

United States and Canada: 1-888-323-6768 

Email: info@netiq.com

Web Site: www.netiq.com

Worldwide: www.netiq.com/support/contactinfo.asp

North and South America: 1-713-418-5555 

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netiq.com

Web Site: www.netiq.com/support
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About This Guide

This guide explains how to install and configure the Identity Manager Driver for REST. The guide 
includes the following information:

 Chapter 1, “Overview,” on page 11

 Chapter 2, “Installing the Driver Files,” on page 13

Audience

This guide is intended for administrators implementing Identity Manager, application server 
developers, Web services administrators, and consultants. You should also have an understanding of 
DSML/SPML, REST,JSON and HTML.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation 
included with this product. Please use the User Comments feature at the bottom of each page of the 
online documentation, or go to www.novell.com/documentation/feedback.html and enter your 
comments there.

Documentation Updates

For the most recent version of this document, see the Identity Manager Drivers Documentation Web 
site (http://www.netiq.com/documentation/idm45drivers/index.html).

Additional Documentation

For information on Identity Manager, see the Identity Manager Documentation Web site (http://
www.netiq.com/documentation/idm45drivers).
About This Guide 9
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1 1Overview

The NetIQ Identity manager driver for Azure is designed to synchronize data between the Identity 
Vault and Azure. The Azure Active Directory Graph API provides programmatic access to Azure AD 
through REST API endpoints. The driver is used as a cloud application that is configured to work with 
an Azure Active Directory.

1.1 Key Terms
 Section 1.1.1, “Identity Manager,” on page 11

 Section 1.1.2, “Connected System,” on page 11

 Section 1.1.3, “Identity Vault,” on page 11

 Section 1.1.4, “Identity Manager Engine,” on page 11

 Section 1.1.5, “Driver Shim,” on page 12

 Section 1.1.6, “Driver Packages,” on page 12

 Section 1.1.7, “Remote Loader,” on page 12

1.1.1 Identity Manager

NetIQ Identity Manager is a service that synchronizes data among servers in a set of connected 
systems by using a robust set of configurable policies. Identity Manager uses the Identity Vault to 
store shared information, and uses the Identity Manager engine for policy-based management of the 
information as it changes in the vault or connected system. Identity Manager runs on the server 
where the Identity Vault and the Identity Manager engine are located.

1.1.2 Connected System

A connected system is any system that can share data with Identity Manager through a driver.

1.1.3 Identity Vault

The Identity Vault is a persistent database powered by eDirectory and used by Identity Manager to 
hold data for synchronization with a connected system. The vault can be viewed narrowly as a private 
data store for Identity Manager or more broadly as a metadirectory that holds enterprise-wide data. 
Data in the vault is available to any protocol supported by eDirectory, including the NetWare Core 
Protocol (NCP), which is the traditional protocol used by iManager, and LDAP.

Because the vault is powered by eDirectory, Identity Manager can be easily integrated into your 
corporate directory infrastructure by using your existing directory tree as the vault.

1.1.4 Identity Manager Engine

The Identity Manager engine is the core server that implements the event management and policies 
of Identity Manager. The engine runs on the Java Virtual Machine in eDirectory.
Overview 11



1.1.5 Driver Shim

A driver shim is the component of a driver that converts the XML-based Identity Manager command 
and event language (XDS) to the protocols and API calls needed to interact with a connected system. 
The shim is called to execute commands on the connected system after the Output Transformation 
runs. Commands are usually generated on the Subscriber channel but can be generated by 
command write-back on the Publisher channel. 

1.1.6 Driver Packages

The packages for the Azure driver are available on the Package Update site. When you create a 
driver with packages in Designer, Designer creates a set of policies and rules suitable for 
synchronizing with the Azure driver. 

1.1.7 Remote Loader

A Remote Loader enables a driver shim to execute outside of the Identity Manager engine (perhaps 
remotely on a different machine). The Remote Loader is a service that executes the driver shim and 
passes information between the shim and the Identity Manager engine.

For the Azure driver, install the driver shim on the server where the Remote Loader is running. You 
can choose to use SSL to encrypt the connection between the Identity Manager engine and the 
Remote Loader.

1.2 Driver Concepts
Add content

1.3 Support for Standard Driver Features
Add content
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2 2Installing the Driver Files

NetIQ supports installing the Azure driver on the Identity Manger server and on a remote server using 
the Remote Loader.

2.1 Prerequisites for Driver Installation
Before installing the driver, ensure that you download the following software to your Identity Manager 
environment.
Installing the Driver Files 13
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