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About this Book and the Library

The Administratin Guide provides conceptual information about the NetlQ Identity Console (Identity
Console) product. This book defines terminology and includes implementation scenarios.

For the most current version of the Net/Q Identity Console Administration Guide, see the English
version of the documentation at the NetlQ Identity Console online documentation site.

Intended Audience

This guide is intended for network administrators.

Other Information in the Library

The library provides the following information resources:

Installation Guide

Describes how to install Identity Console. The book is intended for network administrators.

About this Book and the Library 11
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in
your environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios
in which IT organizations like yours operate — day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and
you need someone that is truly easy to work with — for a change. Ultimately, when you
succeed, we all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management

About NetlQ Corporation 13
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Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.hetig.com/about_netiqg/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Web Site: www.nhetig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. If you have suggestions for
improvements, click Add Comment at the bottom of any page in the HTML versions of the
documentation posted at www.netiq.com/documentation. You can also email Documentation-
Feedback@netig.com. We value your input and look forward to hearing from you.

Contacting the Online User Community

Qmunity, the NetlQ online community, is a collaborative network connecting you to your peers and
NetlQ experts. By providing more immediate information, useful links to helpful resources, and
access to NetlQ experts, Qmunity helps ensure you are mastering the knowledge you need to realize
the full potential of IT investments upon which you rely. For more information, visit http://
community.netig.com.

About NetlQ Corporation
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What Is Identity Console?

Identity Console is a state-of-the-art Web-based administration console that provides virtual, secure
and customized access to network administration utilities from anywhere over the Internet and Web
browser. Identity Console makes the decentralization of the administrative tasks much easier.

Features of Identity Console

Identity Console provides the following features:

+ Administering eDirectory objects, users, schema, partitions, replicas, rights etc.
+ Managing Identity Manager Drivers and Driver Sets

+ Manage and view driver’s performance statistics

+ Inspecting objects, viewing driver’s data flow, managing entitlements, work orders etc.
+ Managing password synchronization status and settings for drivers

+ Managing Password Policies and Login Methods

+ Managing Certificates

+ Administering various network resources

+ Improved security measure to protect your data

+ Improved scalability to manage larger eDirectory objects

+ Secured login to the Identity Console portal via One SSO Provider (OSP)

+ Built upon the latest Ul technology in the Industry

+ Easy to install and configure via Docker containers

What Is Identity Console? 15
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How to Access ldentity Console?

You can access the Identity Console and the complete set of features that it provides from any
supported web browser. Although you might be able to access identity Console via a web browser
not listed, we do not guarantee or support full functionality with any browser that is not officially
supported.

IMPORTANT: For information about supported web browsers, see the Identity Console Installation
Guide.

+ “Accessing Identity Console” on page 17

Accessing Identity Console

To access the server-based Identity Console, perform the following steps:

1 Enter the following in the address (URL) field of a supported web browser.
Secure login: https://<server-ip-address/hostname>:<port>/identityconsole/

In the examples, the IP address in <server-ip-address> should be IPv4. The default port to use is
9000.

2 Login using your user dn and password.

3 Specify the eDirectory tree IP or DNS with or without Idap secure port.

NOTE: *Refreshing any tab in Identity Console will logout the user for security reasons. If you want
to change the browser refresh settings see: Configure Browser Refresh.

+ Opening duplicate Identity Console tabs in browser will logout the user for security reasons.
¢ The dn should be specified in cn=admin, ou=sa, o=system format.

+ When eDirectory is configured with non default port, you must specify the port number.

How to Access Identity Console? 17
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3 Navigating the Identity Console Interface

This section describes how to navigate through Identity Console web interface.

+ “ldentity Console Interface” on page 19

Identity Console Interface
The Identity Console Interface comprises of eDirectory and Identity Manager modules.

Figure 3-1 Identity Console Interface

@ eDirectory
o == L7
vv v =)=
QA & - S ¢ [kl o
Search User Management Group Object Rights Tree View Schema Auditing Encrypted Encrypted DN Management
Search for an object in ity A [y few and Modily the Management c ete and Replication Move, Rename and Cop
datastore te, Delete, Mod oate, Delete, Modify bie Creats, Dele e eat ete nable or Disable of Objec
Groups in d blecis in datastore and En cryo
& e @ m
55
o £
Partition Index Management ~ LDAP Configuration Certificate Authentication Roles and Access
Create, Modly and Create, D i M ent Mar ent
nd Issue

(3) IDENTITY MANAGER

® k a Q@ B & MW 8 &

Drivers Driver Set Statistics  Object Inspector Data Flow Entitlement Work Order Password Libraries
Manage Drive Driver Set Statistics a ata Flow(Table Vie Recipients Management Synchronization Library Managemer Configuration Templates
on Inspecto Enitlement Recipient ork Order Management  Password Synchronization Email Server Email Notification

IDM Administration
Manage Driver and s ‘
Configuration Template:

Driverset

Role-Based
Entitlements
Role-Based Entitiements

IMPORTANT: Several GIF animations used in this guide work with the Online documentation only. In
case you decide to switch over to the PDF, only screen shots will be visible.

Table 3-1 Explanation of Various Modules of the Identity Console Web Portal

Module Name Description

Search Search for an object in the datastore. For more
information, see Chapter 4, “Performing Searches,”

on page 25.

Create, delete and modify users in datastore. For
more information, see Chapter 5, “Managing Users,’

J

User Management

on page 27.

Navigating the Identity Console Interface 19



Module Name

Description

Group Management

Object Management

Rights Management

Tree View

Schema Management

Auditing

Encrypted Attributes

Encrypted Replication

DN Management

Partition Management

Index Management

LDAP Configuration

Certificate Management

Authentication Management

Create, delete and modify groups in datastore. For
more information, see Chapter 6, “Managing
Groups,” on page 35.

Create, delete and modify objects in datastore. For
more information, see Chapter 7, “Managing
Objects,” on page 41.

Assign, modify and view trustees and rights. For more
information, see Chapter 8, “Managing Rights,” on
page 47.

View and modify the objects in the tree. For more
information, see Chapter 9, “Tree View,” on page 51.

Create, delete classes, aux-classes, attributes and
extend objects. For more information, see
Chapter 10, “Managing Schema,” on page 55.

Enable, disable and manage CEF auditing. For more
information, see Chapter 11, “Managing Audit
Events,” on page 63.

Create, modify, delete and view the encrypted
attributes policy. For more information, see
Chapter 12, “Managing Encrypted Attributes,” on
page 69.

Enable, disable and view the encrypted replication.
For more information, see Chapter 13, “Managing
Encrypted Replication,” on page 73.

Move, rename and copy objects. For more
information, see Chapter 7, “Managing Objects,” on
page 41.

Create, merge and move partitions and replicas. For
more information, see Chapter 14, “Managing
Partitions and Replicas,” on page 75.

Create, modify and change state of Indexes. For more
information, see Chapter 15, “Managing Indexes,” on
page 79.

Create, delete and modify LDAP objects. For more
information, see Chapter 16, “Configuring LDAP
Objects,” on page 83.

Create and manage server and CA certificates. FOr
more information, see Chapter 17, “Managing
Certificates,” on page 87.

Create and manage login.post-login methods and
sequences. You can also manage Password policies
and Challenge sets using this module. For more
information, see Chapter 18, “Managing
Authentication Framework,” on page 105.
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Module Name

Description

SNMP

EBA

IDM Administration

Driver’s Properties

Driver Set Statistics

Object Inspector

Data Flow

Entitlement Recipients

Work Order Management

Password Synchronization

Library Management

Email Server Configuration

Email Notification Templates

Role Based Entitlement

Create, delete and modify SNMP groups. For more
information, see Chapter 19, “Managing SNMP Group
Objects,” on page 121.

Manage enhanced background authentication. For
more information, see Chapter 20, “Managing the
Enhanced Background Authentication,” on page 125.

Manage ldentity Manager Drivers and Driver Sets. For
more information, see Chapter 22, “Managing Drivers
and Driver Sets,” on page 135. You can also manage
the Driver Set properties using this module. For more
information, see Chapter 23, “Managing Driver Set
Properties,” on page 141.

Manage the properties of various Drivers. For more
information, see Chapter 24, “Managing Driver
Properties,” on page 153.

Manage and view driver set statistics. For more
information, see Chapter 25, “Managing Driver Set
Statistics,” on page 181.

Manage object association and data synchronization.
For more information, see Chapter 26, “Inspecting
Identity Manager Objects,” on page 183.

Manage and view data flow of drivers. For more
information, see Chapter 27, “Managing Data Flow,”
on page 185.

Manage the entitlement recipients. For more
information, see Chapter 28, “Managing Entitlement
Recipients,” on page 187.

Manage the work orders. For more information, see
Chapter 29, “Managing Work Orders,” on page 189.

Manage password synchronization and status. For
more information, see Chapter 30, “Managing
Password Status and Synchronization,” on page 193.

Manage libraries. For more information, see
Chapter 31, “Managing Libraries,” on page 197.

Manage email server options. For more information,
see Chapter 32, “Managing Email Server Options,” on
page 199

Manage email templates. For more information, see
Chapter 33, “Managing Email Templates,” on
page 203

Manage the Entitlements based on your role. For
more information, see “Role-based Entitlement” on
page 207

Navigating the Identity Console Interface 21
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Module Name

Description

Role and Access Control

Custom Forms Management

Role and Access Control helps the administrators to
grant a user access to tasks based on the user's role in
the organization. For more information, see:

Chapter 35, “Managing Roles and Access,” on

page 219

The Custom Forms Management feature offers quick
and easy way to streamline the tasks and dynamically
create tasks for your most frequently used
operations. For more information, see: Chapter 36,
“Managing Custom Forms,” on page 233

Navigating the Identity Console Interface



Managing eDirectory Using Identity

Console

This section describes various tasks that you can perform to manage your eDirectory server(s) using
the ldentity Console portal.

*

*

Chapter 4, “Performing Searches,” on page 25

Chapter 5, “Managing Users,” on page 27

Chapter 6, “Managing Groups,” on page 35

Chapter 7, “Managing Objects,” on page 41

Chapter 8, “Managing Rights,” on page 47

Chapter 9, “Tree View,” on page 51

Chapter 10, “Managing Schema,” on page 55

Chapter 11, “Managing Audit Events,” on page 63

Chapter 12, “Managing Encrypted Attributes,” on page 69
Chapter 13, “Managing Encrypted Replication,” on page 73
Chapter 14, “Managing Partitions and Replicas,” on page 75
Chapter 15, “Managing Indexes,” on page 79

Chapter 16, “Configuring LDAP Objects,” on page 83
Chapter 17, “Managing Certificates,” on page 87

Chapter 18, “Managing Authentication Framework,” on page 105
Chapter 19, “Managing SNMP Group Objects,” on page 121

Chapter 20, “Managing the Enhanced Background Authentication,” on page 125

Managing eDirectory Using ldentity Console
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Performing Searches

The Search tile lets you specify a search operation to perform on the directory tree and display the
results. This option let’s you search for various objects, users, groups and several others. To perform
a search operation for various objects in your data store, follow the below steps:

1 Specify the object name for the search. Use the asterisk wild-card to specify a partial name. For
example: 1dap*, *cert, *server* etc. If you use only asterisk in this field, Identity Console
will return all the search results based on the selected Type and Context.

NOTE: Using the Context Browser, you can browse through the entire eDirectory tree by
specifying asterisk (*) in the search field. You can also filter the objects in Context Browser by
using the wild-card search. For example, admin*. This behavior of the Context Browser is
supported across various modules in Identity Console.

2 Select the object type for the search in the Type field. Identity Console displays objects of the
specified type only. User type is selected by default in this field.

Click . icon to define additional, attribute-level search settings. For more information, see
“Configuring Advanced Search” on page 26.

3 Specify the starting container for the search operation in the Context field.

4 If you want the search to include subordinate containers, select ON for the Search sub
containers option.

Search
5 Click the button.

Figure 4-1 Performing a Search Operation
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Configuring Advanced Search

Advanced Selection provides a more configurable environment for searching the directory for the
desired objects.

Object Type: Specifies the object base class for which you are searching. For example, User.
Aux Classes: Click the = icon to specify an Auxiliary Class to include in the search.
Attribute: Specifies an attribute (property) that you want to utilize as part of the filter.
Operator: Specifies the logical operator to apply to the filter. Options include.

Value: Specifies the attribute value you are using as a filter. You can use the asterisk (*) as a wildcard
to indicate part of a value. For example, smi*, *th, and *mit*.

Additionally, you can chain multiple attribute filters together into a filter group by using the
<+ Rule . . . . . . . .
icon to add a second attribute to the list. When using multiple attribute filters, link
them together with a logical AND or logical OR.

Figure 4-2 Configuring Advanced Search

Identity Console admin (microfocus) v

Al Applications

Search O X O
Name Type Context Search sub containers
* User MECY microfocus Q m
Search
N
Search Results
Name 7 Type ™ Context
Aaccf Cytrynbaum User microfocus/o=ldif/ou=Product Testing
Aaccf Drescher User microfocus/o=ldif/ou=Payroll
Aaccf Hewitt User man
Aaccf Luk User microfocus/o=ldif/ou=Planning
Aaccf Redmond User microfocus/o=ldif/ou=Janitorial
Aaren Blasko User microfocus/o=Idif/ou=Peons
Aaren Caton User microfocus/o=ldif/ou=Product Testing

Aaren Fredrickson User microfocus/o=ldif/ou=Administrative

Showing 1 >  Gotopage 2 [T showing 10 v perpage

Performing Searches



5 Managing Users

Managing users and their network access is a central purpose of the datastore. Using the Identity
Console web portal, you can perform the following user-related tasks:

¢ “Creating a User” on page 27

+ “Deleting a User” on page 28

+ “Modifying Users” on page 29

+ “Searching for a User” on page 29

+ “Setting Password Restrictions” on page 30

+ “Login Time Restrictions for Remote Users” on page 31

+ “Disabling and Enabling a User Account” on page 32

+ “Setting the Account Expiration Date” on page 32

¢ “Checking and Clearing the Intruder Lockout” on page 33

Creating a User

To create a new user object:

1 Click the User Management option from the Identity Console landing page.

2 Click the + icon.

3 In the Create User page, provide, at a minimum, the required user-related information, then

. Create
click the button.

+ Username
+ Context

+ Last name
+ Password

4 A confirmation appears indicating the user object has been created.
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Figure 5-1 Creating Users
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