i‘j NetlQ

NetlQ Directory and Resource

Administrator
PowerShell Commands

June 2021



Legal Notice

For information about legal notices, trademarks, disclaimers, warranties, export and other use restrictions, U.S.
Government rights, patent policy, and FIPS compliance, see https://www.microfocus.com/about/legal/.

© Copyright 2007 — 2021 Micro Focus or one of its affiliates.

The only warranties for products and services of Micro Focus and its affiliates and licensors (“Micro Focus”) are set forth in
the express warranty statements accompanying such products and services. Nothing herein should be construed as
constituting an additional warranty. Micro Focus shall not be liable for technical or editorial errors or omissions contained
herein. The information contained herein is subject to change without notice.


https://www.microfocus.com/about/legal/

Contents

About This Reference

1 Working with the PowerShell Extensions

UsingtheCmdlets. ... i
Properties Parameter Details . ............. ... ... ...
Examples. . ..o

Backslash Usage in Object Names. . .............ciiiiiiinnan..

2 Advanced Query Commands

Add-DRAAAVANCEdQUENY . . o oottt et e e
Get-DRAAdvancedQUErY . ...oi ittt e e e
Find-AdvancedQuUeries. . .....cou i it
Remove-DRAAAVANCEdQUErY ... ovvntn it
Set-DRAAdvancedQUErY. . ...c it e e e

3 Azure Group Commands

Add-AzureDRAGroupMembers . ........ ..o
Get-AzZUureDRAGIOUP . . . ot
Get-AzureDRAGroupMembers. .. ...t
Get-AzureDRAGroupMembership....... ... i,
NeW-AZUreDRAGIOUD . . v vttt ettt e et et e
Remove-AzureDRAGroup . . ... oot
Remove-AzureDRAGroupMembers. . ...,
Set-AZUrEDRAGIOUD . .t vt e e e

4 Azure Contact Commands

Get-AzureDRAContact ... ... i
New-AzureDRAContact. . ....... ... i
Remove-AzureDRAContact. .. ...
Set-AzureDRACONtACt . . .. ..o it

5 Azure User Commands

Get-AzureDRAUSEr . .. o e
New-AzureDRAUSEr ... .. o e
Remove-AzureDRAUSEr .. .. .o e
Set-AzureDRAUSEr. . . ..o e
Set-AzureDRAUserPassword . ... ninnenann.

6 Computer Commands

Add-DRACOMPULET . . ottt ettt et et

Contents



4

10

Contents

GEt-DRA COMPUL BT . . ittt ittt ettt et et et e e e e e e e 109

MOVE-DRACOMPUTEL. . . oottt et et e e 113
REMOVE-DRA COM DU, . ettt e e e e e et e e e e e 115
RESET-D R ACOM UL . . .t ittt e e et et e e e e e 117
RESTOrE-DRACOM UL . o ettt ettt e et e e e e e e 120
Set-DRACOMPUE T . . o o 123
Configuration Commands 127
Get-DRASEIVEIINTO . ..o e e e 127
Get-DRASErVErsFOrDOMaIN . .ot e e e e e 129
Contacts 133
Add-DRACONIACT . . . oottt e e 133
CopY-DRACONTACT . . o ot 136
Disable-DRACONtaCtEMaIl .. ... . i e 139
Enable-DRACONtactEMaIl . . ... e 142
Get-DRACON AT ..ottt e e e e e e e 144
REMOVE-DRACONIACT . .ottt e e e e e e e 148
RESTOre-DRACONTIACT . . . ittt e e e e 150
St DR ACON AT . . .ttt e e e e e e e e 153
Container Commands 161
Get-DRABUIIINCONTAINGr . . .o e e 161
GEt-DRACON NG . .ottt e e e e e e e e 165
Set-DRABUIIINCONTAINEY ... e e e e e 168
SEt-DRACON NG . ottt e e e e e 171
Delegation Commands 175
Add-DRAASSINMENTS . . o o ettt ettt e e e e e e e e e e e 175
GEt-DRAASS MM ENTS . o ottt et e e e e e 178
Get-DRADEIEAtEAPOWELS . . .\ ittt ettt e e e e e e 181
NEW-DRAACHVEY I BW. . .ttt e e e e e e e e e e e 184
New-DRAACEIVEVIEWRUIE . . . ..o e e e 187
New-DRAAzureContactRUIE . . .. .. o i e e e e 190
New-DRAAZUIreGIroOUPRUIE . . ... e e e e e e e 193
New-DRAAzUreTenantRUIE. . . ... . e e e e e 199
NeW-DRAAZUrEUSEIRUIE. . . . o e e e e e e e 203
New-DRACOMPULEIRUIE . . . ..o e et e et e et e e e e 207
NeW-DRACONTACIRUIE. . . . ot e e e e e et e e 211
New-DRADIrectReportsRUIE. . . ... e e 216
New-DRADOMaAINRUIE. . ... e e e e e 219
New-DRADynamicDistributionGroupRUIE. . . .. .. . it i e e e e i 223
New-DRAMaNagedGroUupsRUIE . . ... . e et e 227
New-DRAServiceAccoUntRUIE . .. ... . e e e 230
NeW-DRAGIOUPRUIE . . . o e e e e e e e e e e e s 234
NEeW-DRAOURUIE. . . .ot e e et e e e e et et e e e e e 240



New-DRAResourceMailboxRule............ ... ... o it
New-DRASelfAdministrationRule. .. ..........................
New-DRASharedMailboxRule. . ..... ... ... ...
New-DRAUSErRUIE . ... it e i e
Remove-DRAAssignmeNnts . ...ttt
Remove-DRAACtIiVEVIEW. . .. ... i
Remove-DRAActiveViewRule. ...... ... ..o,

11 Device Commands

Disable-DRADEVICE . .. vttt et
Enable-DRADEVICE .. ..ottt i e e
Get-DRADEVICE . . oottt e
Set-DRADEVICE. . . .ttt e

12 Domain Commands

Get-DRADOMAIN . ..ot e e e
Set-DRADOMAIN. ...ttt e e

13 Dynamic Distribution Groups

Add-DRADynamicDistributionGroup. . ........................
Copy-DRADynamicDistributionGroup .. ................ioa..
Get-DRADynamicDistributionGroup . .......... ... ...,

Get-DRADynamicDistributionGroupPreview

Move-DRADynamicDistributionGroup ........................
Remove-DRADynamicDistributionGroup ......................
Restore-DRADynamicDistributionGroup.......................
Set-DRADynamicDistributionGroup. .. ....... ... .. ... .. ...

14 Event Log Commands

Clear-DRAEVENTLOg . .. ..ot e e e
Get-DRAEVENtLOg . ..o e e
Set-DRAEveNntLOg. . . ... e

15 Exchange Commands

Get-DRAExchangeAdminGroups ..........c.oovviiinnennnn...
Get-DRAExchangeAliasName . ........ ...,
Get-DRAExchangeConfiguration .............................
Get-DRAExchangeMailboxPermissions . .......................
Get-DRAExchangeServers. . ...,
Get-DRAExchangeStores. . ...
Set-DRAExchangeMailboxPermissions ........................
Set-DRAMailboxFolderPermissions . . .................coou....

16 Group Commands

Add-DRAAssistantAdminGroupMembers. .....................

Contents



Add-DRAGIOUD .« ot ittt it e e e e e e e e e 353

Add-DRAGIOUPIMEMDEIS . . o ottt et ettt e e e e e e e e e e e e e e 358
COPY-D R A G OUD .« v vttt ettt et e e e e e e 362
Disable-DRAGIOUPEMaIl. . . ..o e e 367
Enable-DRAGIoOUPEMaIl . ... o e e e e 369
Get-DRAGIOUP. . .ot e 372
Get-DRAGIOUPMEMEIS . .. e e e 376
Get-DRAGroupMembership. .. ..o e e 380
Get-DRAGIOUPPEIMISSIONS. . . oottt e e et e e e e e 383
MOVE-DRAGIOUP . . o ettt et e e e e e e e e e e 386
Remove-DRAAssistantAdminGroupMembers . ... ...ttt i e 388
REMOVE- D R A G OUD .« ottt ettt et e e e e e e e 391
ReMOVE-DRAGIOUPIMEMDETS. . . . ittt et e e e e 393
RESTOrE-DRAGIOUP . . ottt ettt e e e e e 396
S - D R A G OUD o vttt et e e e e e e 399
Set-DRAGIOUPPEIMISSIONS . . ottt e e e e e e e 408
17 Organizational Units 413
Add-DRAOU . . ..o e e e 413
COPY-DRAOU . . . .ottt e 416
Get-DRAOU ..ottt e 419
MOVE-DRAOU ..ottt e ettt e e e e 423
REMOVE-DRAODU . . e e e e e e e 425
SEt-DRAOU. . o e e e e e e 428
18 Public Folder Commands 433
Disable-DRAMailPublicFolder .. ... ... o e e e e e 433
Enable-DRAMailPublicFolder. . ... . o e 435
Get-DRAPUDIICFOIdEr ... e e e 437
NeW-DRAPUDIICFOIAET. . ... i e et e e e e e 444
Remove-DRAPUDIICFOIder. . ... 446
Set-DRAPUDIICFOIdEr. . .. e e e 450
19 Resource Mailbox Commands 455
Add-DRARESOUIrCEMailbOX . . . oo e 455
Copy-DRARESOUIrCEMaIlbOX . . .o oot e e 458
Get-DRAResoUrceMailbox . ... .o e e 462
Move-DRAResourceMailbox . ... ... i e e 466
Remove-DRAResoUrceMailbox . ... ..o e e 468
Restore-DRARESOUIrCEMailboX . . .. oot 471
Set-DRARESOUrceMailboX. . ... ..o e e 473
20 Find Commands 483
FINA-DRAO D TS . . oottt e et e e e e e 483
Find-DRADEIetedObjeCtS . . ..ottt e e e 492
FINA-DRALDAPODJECES . o v vttt ettt e e e et e e e e e e e e e e e 499

6 Contents



21 Service Commands

Get-DRASEIVICE . . oottt e e
Resume-DRASErvICe . . ..ot
Set-DRASEIVICE . ..o e
Start-DRASEIVICE . . . oot
StOP-DRASEIVICE . . .ot
SUSPENd-DRASEIVICE. . o\ vttt ettt e e

22 Group Managed Service Account Commands

Get-DRAServiceAccount . . ... .. i e
Move-DRAServiceACCoUNt . . .. .o o it e
New-DRAServiceACCoUNt . .. ..ottt et e
Remove-DRAServiceAccount . . ... ..
Set-DRAServiceAccount . ... ... it e

23 Session Commands

Get-DRASESSION. ittt e e
ReMOVE-DRASESSION. .\ttt e e e

24 Share Commands

Copy-DRAShAre . . ...
Get-DRAShAre . ..ot e
NeW-DRAShAre . ... e e e
RemoVe-DRAShAre . ...t e e e
Set-DRASNAIE .ttt e e

25 Shared Mailbox Commands

Add-DRASharedMailbox. .. ..o v
Copy-DRASharedMailbox . .. ....ooii i
Get-DRASharedMailbox .. ...cov i
Move-DRASharedMailbox . ........ccoviiiiiiii i,
Remove-DRASharedMailbox . ...
Restore-DRASharedMailbox. . ....... ..o
Set-DRASharedMailbox. ... ..o e
Add-DRASharedArchiveMailbox .......... ..o,
Remove-DRASharedArchiveMailbox .. ........ ... ... oo,

26 Skype for Business Commands

Get-DraCsAudioConferencingProvider . ...........................
Get-DraCsOnlineUser . .. v vt e e e e
Get-DraCsUserAC. . vt ittt et e e e e
Grant-DraCsConferencingPolicy. ...,
Grant-DraCsExternalAccessPolicy ........... ... ...
Set-DraCsUsSerACD . v ottt e e

Contents



8

27

28

29

Contents

Skype Related Commands 615
DiSable-DraCsUser . ..ottt et e e e e e e e 615
Temporary Group Assignment Commands 619
Add-DRATEMPOraryGroUpPASSIENMENT . ..ottt ettt e ettt ettt et e e 619
Clear-DRATemMporaryGroupASSIGNMENtEITOr . .. ottt e e ettt ettt et et 623
Disable-DRATemporaryGroUpASSIgNMENt. . . ..ot e e et e et e e e 625
Enable-DRATeMPOraryGroUpASSISNMENT . . ..ottt ettt e e et e e et 627
Remove-DRATemMpPoraryGroUPASSIgNMENT . . ..ottt e et e et et ettt e e 629
Stop-DRATEMPOraryGroUPASSINMENT . . . oottt ettt et et e e e 631
Users 635
Add-DRAUS . . ottt ittt e e e e e e 636
Add-DRAUSerArchiveMailboX . . ... .o e e e e 640
Add-DRAUSEIMailboX. . . oot e 643
COPY-DRAUS I . . ittt e e e e e e 646
Disable-DRAOffice365ArchiveMailbox . ... ... . e e 650
DiSAblE-DRAUSE . . oottt e e e 652
Disable-DRAUSErEMaIl . .. ..o 655
ENable-DraCsUser . ..ottt ettt e e e 657
Enable-DRAOffice365ArchiveMailboX. . ... ... i e 660
ENablE-DRAUSEY . . ittt e e e e 663
Enable-DRAUSErEMaIl. . .. oot e e e e 665
Get-DRAMOVEMaIlbOXStatUS . . . .ottt e 668
GEt-DRAUSE .« o ot e e e e e 670
Grant-DraCsArchivingPoliCy . . . ..ot e 674
Grant-DraCsClientPolicy . . . ..ot e e 676
Grant-DraCsClientVersionPoliCy . . . .. .ot e 678
Grant-DraCsLocationPoliCy . . ... oot e e 681
Grant-DraCsMOobilityPolicy . . . . ..ot e 683
Grant-DraCsPersistentChatPolicy. . . ... ..o e e 685
Grant-DraCsPinPoliCy ... ..o e e 687
LOCK-DRACSCI N PIN. . .ot e e e e e e e 690
MOVE-DraCSU Sl . . vttt ettt et e e e e e e 692
MOVE-D R AU ST . ottt e e e et e e e e e e e 694
Move-DRAUSErMailboX . .. ... e e 697
REMOVE-DRAUS T . .t e e e e e e e 699
Remove-DRAUserArchiveMailboxX . . ... ...t e e e e e 701
Remove-DRAUSErMailboX .. ... e e 704
RESEt-DRAUSEIPaSSWOId . .ottt it ettt e et e e e 706
RESTOrE-D RAUS . . . .ttt e e e e e e e 710
Revoke-DraCsClientCertificate . . ... .ot e e e 712
Set-DraCsCliEentPin ... e e e 714
ST DAl U Sl L ottt e e e e 717
Set-DRAMOVEMAIlbOXSTAtUS . ...t e e e 723
S - D R AU S T . ottt e e e e 725
UNIOCK-DRACSCIENIPIN. . ..ottt ettt e et et e et et e e e e e 732



UNIOCK-DRAUS T vttt et e e e et e e e e e 734

30 Workflow Commands 739

Add-DRAWOTKIIOWEVENT. . . oot e e e e e e 739
Contents

9



10



About This Reference

The NetlQ Directory and Resource Administrator PowerShell Commands reference provides
descriptions, syntax, and examples of DRA PowerShell cmdlets that you can execute to take actions
with Active Directory objects, servers, and domains in DRA.

Intended Audience

This book provides information for individuals responsible for understanding administration
concepts and implementing a secure, distributed administration model.

Additional Documentation

This guide is part of the Directory and Resource Administrator documentation set. For the most
recent version of this guide and other DRA documentation resources, visit the NetlQ DRA
Documentation website (https://www.netiq.com/documentation/directory-and-resource-
administrator/index.html).

Contact Information

We want to hear your comments and suggestions about this book and the other documentation
included with this product. You can use the comment on this topic link at the bottom of each page of
the online documentation, or send an email to Documentation-Feedback@microfocus.com.

For specific product issues, contact Micro Focus Customer Care at https://www.microfocus.com/
support-and-services/.
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Working with the PowerShell Extensions

The PowerShell extensions implement the DRA REST interfaces, allowing you to integrate with the
DRA server using PowerShell cmdlets. This reference provides descriptions, syntax, and examples of
DRA PowerShell cmdlets that you can execute to take actions with Active Directory and Azure Active
Directory objects, servers, Azure tenants, and domains in DRA.

The computer running the PowerShell cmdlets must be in a domain that is trusted by the domain of
the DRA Server or in the same domain as the DRA Server.

For information about installing the PowerShell Extensions component, see the following topics in
the DRA Administrator Guide:

+ “Supported Platforms”

+ “DRA Administration Server, Web Console, and REST Extensions Requirements”
For general usage information and examples, see the sections below:

+ “Using the Cmdlets” on page 13

+ “Backslash Usage in Object Names” on page 16

Using the Cmdlets

To list the parameters required for any cmdlets, use the get-help cmdlets, such as:
get - hel p Get - DRAUser
The get-help options —Ful | , - Det ai | ed, and - Exanpl es are supported.

If you are using self-signed certificates for the DRA REST Service, you will need to override the check
that the certificate is valid. Use the -1gnoreCertifi cat eErrors parameter on each command.
To also suppress the confirmation message, add the - For ce parameter.

Properties Parameter Details

For parameter formatting or getting a list of available properties, see the sections below:

Formatting the Parameter

For any DRA request that allows you to set properties on an object, such as create or update
requests, you will pass the property values as a single string on the Properties parameter. The
parameter is formatted as a collection of name=value pairs, separated by semi-colons. For example:

-Properties "Description=sone
descri ption; Empl oyeel D=24563; Depar t nent =Account i ng"

When the property value contains a semi-colon, escape the semi-colon with a second semi-colon.
For example:

Working with the PowerShell Extensions 13
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-Properties "Description=sone description;; nore
description...end; Enpl oyeel D=z4563; Depar t ment =Account i ng"

When the property has multiple values, separate each value with a comma. For example:
-Properties "Conditional StateO Province=TX, | A, CA"

When the values of a multi-valued property value contain a comma, enclose each value in quotes.
This is very common for object properties that expect a list of distinguished names. The example
shows 2 properties: Descri pti on and Accept MessagesFr om AcceptMessagesFrom expects a
list of distinguished name values. The property value has each distinguished name surrounded by
guotes and delimited by commas. Note that when a command-line parameter has embedded
quotes, the quotes need to be escaped using the back tick ().

-Properties "Description=sone

t ext ; Accept MessagesFronr " CN=CGeor ge, OQU=Account i ng, DC=MyDomai n, DC=corp™"

" " CN=Cont act 022, OU=HR, DC=MyDonai n, DC=corp™ ", " " CN=PSG oup01, OU=Accounti ng, D
C=MyDonwai n, DC=corp™ ""

Getting the List of Available Properties

Each DRA object has many properties. To see the property names available for any object, you can
perform a Get-DRA cmdlet and query the results using PowerShell’s Get-Member cmdlet. Here are
the steps to get the list of defined properties for a computer.

1 Run a Cet - DRAConmput er cmdlet and set the returned object to a local variable. For example:

$drahj = Cet- DRAConputer —Domai n nmydonai n. corp -ldentifier
"myConput er"

2 Using the local variable created in step 1, call the Get - Menber cmdlet. For example:
Get - Menber -1 nput Cbj ect $draobj - Menber Type Property

Here is an image of the results:

B Administrator: Windows PowerShell H[=] B3

TypeName: MetIQ.DRA.Common.Rest.DataModels . Computer
MemberType Definition

AccountThatCanAddComputerToDomain Property System.String AccountThatCanAddComputerToDomain {get;set:
AdditionalAttributes Property HetIG.DRA.Common.Rest .DataModels .DictionaryData Rdd1t10nalﬂttx ibutes {g..
AdObjectClasses Property System.0bject[]1 AdObjectClasses {get;set;>

CallbackOption Property System.Nullable 1 [[System.Int32, mscor 11h, Version=4.8.8.8, Culture=neu...
Class Property System.S5tring Class {get;set;>

Container Property System.String Container {get;set;>

Conta1nelOneP01ntPath Property System.S5tring ContainerOnePointPath {get;set;>

Property System.String Description {getiset;>
Property System.String DisplayName {get;set;>
Property System.String DistinguishedName {get;set;}
Property System.String FriendlyName {get;se
Property System.String FriendlyParentPath {get;set:>
FriendlyPath Property Suystem.String FriendlyPath {get;set:>

When the Definition shows Syst em St ri ng[ ], then the property accepts multiple values.

Examples

A couple of examples are provided below:
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Get information about a specific user:

Get - DRAUser -ldentifier "CN=Al exander

Ponpeani , OU=Account i ng, OU=Houst on, DC=keyst one, DC=I ocal "
-Domai n "MyDonmmi n. corp" -Attributes

"Di sti ngui shedNane, Enpl oyeel D, Depart nent "

—DRARest Port 9999

- Assi st ant Adm n "nyDomai n\\ soneAA"

- Assi st ant Adm nPassword " xxxyyy"

Attribute Description
Get - DRAUser The name of the cmdlet.
Domai n The parameter to specify the domain of the user in the fully qualified

domain name format.

Identifier The parameter to specify the user. You can use the distinguished name,
friendly name, or display name. Note that if you use the display name, the
REST endpoint will make an additional call to the DRA server to resolve the
display name to the distinguished name.

Attributes Lists the names of properties to return, separated by commas.

This request will return the distinguished name, enpl oyeel Dand
department. If this attribute is not specified, a default set of properties
will be returned. See here for more information about the default list of

properties.

DRARest Por t Optional parameter that specifies the port where the DRA REST service
listens for requests. If the port is not specified, the request will go to port
8755.

Assi st ant Admi n Optional parameter that specifies the DRA assistant administrator user

whose credentials should be used for the DRA Server operation. The
default is to use the credentials of the PowerShell client user. If this is
specified, the Assi st ant Adm nPasswor d must also be specified.

Assi st ant Adm nPassword  Optional parameter that specifies the password for the DRA assistant
administrator. Required if Assi st ant Admi n is specified.

Add a New Computer

Add- DRAConput er - Domai n MyDomai n. corp -Properties
"Di sti ngui shedName=cn=COVPUTER123, QU=Account i ng, DC=MyDonai n, DC=cor p; Descr i
ption=Conputer for powershell; TrustedForDel egati on=true"

Where Specifies
Get - DRAUser The name of the cmdlet.
Add- DRAConput er The parameter to specify the domain of the user in the fully qualified

domain name format.

Properties The list of properties to set for the new computer.
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Backslash Usage in Object Names

In DRA, do not use the backslash “\” character in single form as any part of an object name when
performing operations on objects in DRA PowerShell, it will produce an error. Use two backslashes in
sequence to avoid an error. Here is an example:

Get - DRACont act - Donmi n ' donm010250. 1 ab' -1lgnoreCertificateErrors -
Identifier 'CN=Vijay\\Contact, OUVijay, DC=donD10250, DC=| ab' (Cets the
contact with nane 'Vijay\Contact')
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Advanced Query Commands

This section contains cmdlets you can execute for Advanced Query.

+ “Add-DRAAdvancedQuery” on page 17

+ “Get-DRAAdvancedQuery” on page 20

+ “Find-AdvancedQueries” on page 22

+ “Remove-DRAAdvancedQuery” on page 25
+ “Set-DRAAdvancedQuery” on page 27

Add-DRAAdvancedQuery

Synopsis

Adds a new advanced query.

Syntax

Add- DRAAdvancedQuery - Properties <Hashtabl e> [ - DRARest Server <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Add-DRAAdvancedQuery cmdlet creates a new advanced query in DRA with the properties
specified. You must have the Create Private Advanced Query power to create queries in the 'My'
guery folder and the Create Public Advanced Query power to create queries in the 'Public' query
folder. The following properties must be set:

BaseContainer, Query, IncludeChildContainers, Columns and either Queryldentifier or both Name
and QueryFolder.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false

(ByPropertyName)
A hashtable of property values.

The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

true false

(ByPropertyName)

false false

false false

true false

(ByPropertyName)

Advanced Query Commands
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NOTE: For more information, type "CGet - Hel p Add- DRAAdvancedQuery -det ai |l ed". For
technical information, type "Cet - Hel p Add- DRAAdvancedQuery -ful | ".

Example 2-1 1

PS C.\ >Add- DRAAdvancedQuery @ BaseCont ai ner="0OnePoint://

DC=MyDomai n, DC=cor p"; Name="All

Comput ers"; Col ums="pat h", "fri endl yNane", "cl ass"; QueryFol der="M"; Query="
obj ect Gl ass=conput er)"; I ncl udeChi | dCont ai ner s=$t r ue}

Creates a new private advanced query that returns the path and friendlyName of all computer
objects in the MyDomain.corp domain.

Get-DRAAdvancedQuery

Synopsis

Gets information about a DRA advanced query.

Syntax

Get - DRAAdvancedQuery -ldentifier <String> [-DRARest Server <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmonParamneters>]

Description

The Get-DRAAdvancedQuery cmdlet returns the properties of the requested query. You must have
the View Advanced Query power to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
(ByPropertyName)

The advanced query identifier.
The identifier format is
<f ol der >\ <nane>.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

] seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAAdvancedQuery - det ai | ed". For
technical information, type "Get - Hel p Get - DRAAdvancedQuery -ful | ".

Example 2-2 1

PS C.\ >Cet - DRAAdvancedQuery -ldentifier "M\ AdvancedQuery?2"

This example requests the properties of AdvancedQuery2 in ‘My’ folder.

Example 2-3 2

PS C.\ >Cet - DRAAdvancedQuery -ldentifier "Public\Advanced Query 1"

This example requests the properties of Advanced Query 1 in the ‘Public’ folder.

Find-AdvancedQueries

Synopsis

Retrieves the list of advanced queries.

Syntax

Fi nd- DRAAdvancedQueri es [-AdvancedQueryOrFilter <Hashtable>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnhoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Find-AdvancedQueries cmdlet retrieves the advanced queries from the requested folder in DRA.
You can view all advanced queries or you can specify a folder to view its advanced queries. You must
have the View Advanced Query power in order to run this cmdlet. See the following example to
learn how to view advanced queries from a specific folder.
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Parameters

Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

AdvancedQueryOrFilter false named
[<Hashtable>]

The properties to use when
searching for advanced queries.
Currently only QueryFolder is
supported and can be set to
"My", "Public", or "All". When
not specified all queries are
returned.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Fi nd- DRAAdvancedQueri es -detail ed". For
technical information, type "Get - Hel p Fi nd- DRAAdvancedQueries -full".

Example 2-4 1

PS C.\>Fi nd- AdvancedQueri es

Requests advanced queries from all folders.

Example 2-5 2

PS C.\ >Fi nd- AdvancedQueri es - AdvacnedQueryOrFilter @ QueryFol der="MW"}

Requests advanced queries from the ‘My’ folder.

Example 2-6 3

PS C.\ >Fi nd- AdvancedQueri es - AdvancedQueryOrFilter @ QueryFol der="Public"}
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Requests advanced queries from the ‘public’ folder.

Remove-DRAAdvancedQuery

Synopsis

Deletes an advanced query.

Syntax

Renove- DRAAdvancedQuery -ldentifier <String> [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The Remove-DRAAdvancedQuery cmdlet deletes the specified advanced query.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The advanced query identifier.

The identifier format is

<f ol der >\ <nane>.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will be sent to the REST Service

running on the specified

computer. If this parameter is not

specified, then the cmdlet will

attempt to discover a DRA REST

Service to use.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named

named

named 100
seconds

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Renpove- DRAAdvancedQuery -detail ed". For
technical information, type "CGet - Hel p Renove- DRAAdvancedQuery -ful "

Example 2-7 1

PS C.\ > Renpve- DRAAdvancedQuery -ldentifier "Public\All Conputers"

This example deletes the advanced query named AllComputers from the Public folder.
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Set-DRAAdvancedQuery

Synopsis

Updates the properties of an existing advanced query in DRA.

Syntax

Set - DRAAdvancedQuery -Properties <Hashtable> -lIdentifier <String> [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParanmeter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRAAdvancedQuery cmdlet modifies the specified advanced query. The requesting user
must have the Create Private Advanced Query power to update the properties of an existing private
query and the Create Public Advanced Query power to update a public query. You must specify
values for all the following properties even if their values have not changed:

BaseContainer, Description, Columns, IncludeChildContainers, and Query.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Properties <Hashtable> true named true false

(ByPropertyName)
A hashtable of property values.

The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named true false

(ByPropertyName)
The advanced query identifier.

The identifier format is
<f ol der >\ <nane>.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

] seconds
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - DRAAdvancedQuery -det ai | ed". For
technical information, type "Get - Hel p Set - DRAAdvancedQuery -ful | ".

Example 2-8 1

PS C.\ >Set - DRAAdvancedQuery -ldentifier "M/\Advanced Query 1" -Properties
@ Descri ption="Some

description"; Col ums="Nane", "D spl ayName", "Descri pti on"; Query="(objectd as
s=organi zati onal Unit)"; BaseCont ai ner="OnePoi nt://

OU=Account i ng, DC=MyDomai n, DC=cor p"; | ncl udeChi | dCont ai ner s=$Tr ue}

This example updates the properties of My\Advanced Query 1.
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3 Azure Group Commands

This section contains cmdlets you can execute for Azure groups.

+ “Add-AzureDRAGroupMembers” on page 31

+ “Get-AzureDRAGroup” on page 36

+ “Get-AzureDRAGroupMembers” on page 41

+ “Get-AzureDRAGroupMembership” on page 44
+ “New-AzureDRAGroup” on page 47

+ “Remove-AzureDRAGroup” on page 51

+ “Remove-AzureDRAGroupMembers” on page 53

+ “Set-AzureDRAGroup” on page 58

Add-AzureDRAGroupMembers

Synopsis

Adds members to an existing Azure group that is managed by DRA.

Syntax

Add- Azur eDRAG oupMenbers - Tenant <String> [-Contacts <String[]>] [-G oups
<String[]>] [-Users <String[]>] [-AzureContacts <String[]>] [-AzureG oups
<String[]>] [-AzureUsers <String[]>] -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Add-AzureDRAGroupMembers cmdlet adds objects to an Azure group managed by DRA. The
requesting user must have the Add Object to Azure Group power or a custom power with the
necessary powers for the requested attributes. The command accepts arrays of identifiers for each
of the supported object types that can be members of a group. An identifier and at least one
member must be specified.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Contacts [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory contact identifiers to

add to the Azure group. An

identifier can be a distinguished

name.

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to add

to the Azure group. An identifier

can be a distinguished name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory user identifiers to add

to the Azure group. An identifier

can be a distinguished name.

AzureContacts [<String[]>] false named true false
(ByPropertyName)

An array of existing Azure contact
identifiers to add to the Azure
group. An identifier is a
distinguished name. An identifier
is a distinguished name, for
example, CN=CB58BFCE-1E49-
4FA5-AFOA-
E2B5068F8073,AZ=corp", and
multiple distinguished names can
be comma separated.
"CN=CB58BFCE-1E49-4FA5-
AFOA-E2B5068F8073,AZ=corp",
"CN=C503F54F-6357-4831-A74A-
B2EAO6ED6806,AZ=corp"
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureGroups [<String[]>] false named true false

(ByPropertyName)
An array of existing Azure group

identifiers to add to the Azure
group.

An identifier is a distinguished
name, for example,

" CN=CB58BFCE- 1E49- 4FA5-
AFOA-

E2B5068F8073, az=cor p",
and multiple distinguished
names can be comma
separated:" CN=CB58BFCE-
1E49- 4FA5- AFOA-
E2B5068F8073, az=cor p",

" CN=C503F54F- 6357-4831-
AT4A-

B2EAO6ED6806, az=cor p"

AzureUsers [<String[]>] false named true false

(ByPropertyName)
An array of existing Azure user

identifiers to add to the Azure
group.

An identifier is a distinguished
name, for example,
"CN=7939934- 425325-
35353- 35235B, az=cor p",
and multiple distinguished
names can be comma
separated:" CN=7939934-
425325- 35353-

35235B, az=cor p",

" CN=A30226EA- 6A55- 43C1-
B7 AF-

E694BDF97836, az=cor p"

Identifier <String> true named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A- 9843- 5F77B245DD03
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

Tenant <String>

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true

false

false

false

false

named

named

named 8755

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Add- Azur eDRAG oupMenbers -detail ed". For

technical information, type "Get - Hel p Add- Azur eDRAG oupMenbers -full".

Example 3-1 1

PS C.\ >Add- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - Contact "CN=My Cont act, O=ABC, OU=ABC

Par ent , DC=MYDOMAI N, DC=cor p" - G oups " CN=My

G oup, OU=Account i ng, DC=MYDOMAI N, DC=cor p* "-Users " CN=My

User, OU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p" - AzureCont acts
" CN=299b52d3- 79be- 4748- abOf - e2374f 0aa7b4, AZ=MyTenant" - Azur eGr oups

" CN=7939934- 425325- 35353- 35235B, AZ=MyTenant " - Azur eUsers " CN=CB58BFCE-
1E49- 4AFA5- AFOA- E2B5068F8073, AZ=MyTenant "

This example adds an Azure contact, an Azure group, an Azure user, a contact, a group, and a user to

the Azure group identified by the GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the Azure
tenant named MyTenant. Multiple Azure objects of any type can be added by using a comma to
separate the members.

Example 3-2 2

PS C: \ >Add- Azur eDRAG oupMenbers -Tenant MyTenant -Identifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - G oups

"CN=MyGr oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" -Users "CN=My

User, OU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDONAI N, DC=cor p" - Azur eG oups

" CN=7939934- 425325- 35353- 35235B, az=MyTenant " - Azur eUsers " CN=CB58BFCE-
1E49- 4FA5- AFOA- E2B5068F8073, az=MyTenant ", " CN=09A8BFCE- 1E93- 0AA5- 990A-
ABCO579FB128, az=MyTenant "
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This example adds an Azure group, two Azure users, a group, and a user to an Azure group in the
Azure Tenant. Multiple Azure objects of any type can be added by using a comma to separate the
members.

Get-AzureDRAGroup

Synopsis

Gets a group in Azure Active Directory.

Syntax

Get - Azur eDRAG oup -Tenant <String> [-AzureG oupAndFilter <Hashtable>] |-
AzureG oupOrFilter <Hashtable>] [-ldentifier <String>] [-Attributes
<String[]>] [-PowersForQperations <String[]>] [-VisiblePropertiesOnly
<Swi t chParameter>] [-EnforceServerLinit <Sw tchParameter>] |-

Obj ect sPer Response <Int32>] [-ResuneString <String>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParanmeter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-AzureDRAGroup cmdlet gets a group in Azure Active Directory. The requesting user must
have the View All Azure Group Properties power or a custom power with the necessary powers for
the requested attributes. You can view the default list of attributes or specify specific attributes. The
default attributes for an Azure group include: Pat h, Di spl ayNanme, Nane, Friendl yNane,
Friendl yPath, 1D, G oupType,and TenantIntlD.

See the examples for information on how to view specific attributes.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
AzureGroupAndFilter false named true false
[<Hashtable>] (ByPropertyName)

The group properties to use
when searching for group
objects. Groups matching all of
the listed properties will be
returned.
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureGroupOrfFilter false named true false

[<Hashtable>] (ByPropertyName)

The group properties to when

searching for group objects.

Groups matching any of the

listed properties will be returned.

Identifier [<String>] false named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A-9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format. For

example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aOb1l

or MyTenant

Attributes [<String[]>] false named true false

) ) (ByPropertyName)

An array of attributes to retrieve

specific values. If this parameter

is missing, a default list of

attributes is returned.

PowersForOperations false named true false

[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user does not have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

VisiblePropertiesOnly false named false false
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has power to view. By
default, DRA will return an error
if the caller requests a property
that they do not have power to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

EnforceServerLimit false named false false
[<SwitchParameter>]

A switch parameter indicates
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

ObjectsPerResponse false named false false
[<Nullable1>]

The number of objects to return
in a response. The default is 250.
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Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
attribute from the previous set of
results.

The ResumeString may look like
this:" CN=MyUser 160, CN=Use
rs, DC=MyDomai n, DC=cor p"
or " CN=679F4DD0- 5C6C-
412F- B600-

DCADD401DAO0D, az=3e6d3c9
5- 7249- 4036- 8af 5-

e6a4f 517bd68"

The Enf orceServerLim t,
Obj ect sPer Response, and
ResuneSt ri ng parameters are
applicable only when the

I denti fi er parameter is not
specified.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

false false

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

o seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAG oup -det ai | ed". For technical
information, type "Get - Hel p Get - Azur eDRAG oup -ful | ".

Example 3-3 1

PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
| dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Attributes
"Nanme", "1 D', "Friendl yPath", "Friendl yParent Pat h", " Fri endl yNang"
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This example requests the properties of the group 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the
tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1. The Attributes parameter specifies what
properties to return. When the Attributes parameter is not present, a default list of properties will
be returned.

Example 3-4 2

PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8-087e-5n9d- 9986- c4d987bf aObl -
AzureG oupOFilter @Nane="AA*"} -(bject sPer Response 50

PS C.\ >Cet - Azur eDRAG oup - Tenant b201dhg8-087e-5n9d-9986- c4d987bf aObl -
AzureG oupOrFilter @ Nanme="AA*"} -(bjectsPerResponse 50 - ResuneString

" CN=BE4907B3- E6E3- 4E22- B6A6- DCASECI92F7DF, az=b201dhg8- 087e- 5n9d- 9986-
c4d987bf aOb1"

This example returns Azure groups whose names begin with "AA" in the tenant b201dhg8-087e-
5n9d-9986-c4d987bfalbl. If there are more objects than the number specified in
ObjectsPerResponse, the ResumeString will be returned which can be used in a subsequent call to
retrieve the next object set. The next line in this example shows how to use the ResumeString in the
subsequent call.

Example 3-5 3

PS C.\ >Cet-AzureDRAG oup - Tenant MyTenant -AzureUserOrFilter
@Ml ti Mat ch="PF"}

In this example, a filter search will be conducted using "PF" with Multimatch.

Get-AzureDRAGroupMembers

Synopsis

Gets the list of members for an Azure group.

Syntax

Get - Azur eDRAG oupMenbers -Tenant <String> -ldentifier <String> |-
EnforceServerLinmt <SwitchParaneter>] [-Attributes <String[]>] [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-AzureDRAGroupMembers cmdlet returns the members of the requested Azure group. The
requesting user must have the View All Azure Group Properties power or a custom power with the
necessary powers for the requested attributes. You can view the default list of attributes or specify
specific attributes. You can also control the number of members returned in the results, and iterate
result sets, if necessary. See the examples for information on how to view specific attributes and
how to control the pages of results returned from the server. The response will also have the
attribute TotalObjectCount which contains the total number of results available from the server. You
can use this attribute to determine the total number of members in the group, and the number of
result sets that will be needed to process all of the members.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID of the Azure group.

For example: 3FB3B182- FAA2-

476A-9843- 5F77B245DD03

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

EnforceServerLimit false named false false

[<SwitchParameter>]

A switch parameter to indicate

that the search results should be

limited by the search result limit

on the DRA Server. The typical

server limit is 1000 items. The

default is true.

Attributes [<String[]>] false named true false

) ) (ByPropertyName)

An array of attributes to retrieve

specific values. If this parameter

is missing, a default list of

attributes is returned.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type "CGet - Hel p Get - Azur eDRAG oupMenbers -detail ed". For
technical information, type "Get - Hel p Get - Azur eDRAG oupMenbers -full".
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Example 3-6 1

PS C.\ >Cet - Azur eDRAG oupMenbers - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bfa0bl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65

This example retrieves the members for the Identifier which resides in the Tenant.

Example 3-7 2

PS C.\ >Cet - Azur eDRAG oupMenbers - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bf aObl -ldentifier 23225bbl-5ac0- 4b4c-a23c-beb7f ad44b65 -
Obj ect sPer Response 10

This example retrieves a limited number of members for the Identifier which resides in the Tenant.
The server should return a maximum of 10 items in the response.

Get-AzureDRAGroupMembership

Synopsis

Retrieves the list of groups that contain the Azure group or Azure user specified by the Identifier and
IdentifierClass parameters.

Syntax

Get - Azur eDRAG oupMenber ship -Tenant <String> -ldentifierdass <String> -
Identifier <String> [-EnforceServerLinmt <SwitchParaneter>] [-Attributes
<String[]>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-AzureDRAGroupMembership cmdlet returns the groups that have the Identifier object as a
member. The requesting user must have the View All Azure Group Properties power or a custom
power with the necessary powers for the requested attribute. You can view the default list of
attributes or specify specific attributes. You can also control the number of groups returned in the
results, and iterate result sets, if necessary. See the examples for information on how to view specific
attributes and control the pages of results returned from the server. The response will also have the
attribute TotalObjectCount which contains the total number of groups containing the Identifier
object as a member.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
IdentifierClass <String> true named true false
. . (ByPropertyName)
Specifies the object type of the
Identifier. Valid values are
azuregroup and azur euser.
Identifier <String> true named true false
) (ByPropertyName)
The GUID of the Azure object.
For example: 3FB3B182- FAA2-
476A- 9843- 5F77B245DD03
Tenant <String> true named true false
o (ByPropertyName)
The Tenant ID of the object in
GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant
EnforceServerLimit false named false false
[<SwitchParameter>]
A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.
Attributes [<String[]>] false named true false
(ByPropertyName)
An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
attributes is returned.
DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAG oupMenber ship -detail ed".
For technical information, type "CGet - Hel p Get - Azur eDRAG oupMenber ship -ful | "
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Example 3-8 1

PS C.\ >Cet - Azur eDRAG oupMenber shi p - Tenant b201dhg8- 087e- 5n9d- 9986-
c4d987bf aObl -ldentifier 23225bbl-5ac0- 4b4c-a23c-beb7f ad44b65 -
I dentifierC ass "azuregroup" -Attributes "1d","Nane"

This example requests the list of groups containing the Azure group in the tenant b201dhg8-087e-
5n9d-9986-c4d987bfalbl. Identifier contains the GUID for the object. The results will contain the
set of attributes requested in the Attributes parameter. If the Attributes parameter is not provided, a
default list of properties will be returned.

New-AzureDRAGroup

Synopsis

Creates a group in Azure Active Directory.

Syntax

New Azur eDRAGr oup - Tenant <String> [-Menbers <String[]>] [-Oaners
<String[]>] -Properties <Hashtabl e> [-DRARest Server <String>] |-

DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The New-AzureDRAGroup cmdlet creates a group in Azure Active Directory. The requesting user
must have the Create Azure Group and Modify All Properties power or a custom power with the
necessary powers for the requested attributes.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Members [<String[]>] false named false true false
(ByPropertyName)

Adds members while creating an
Azure group by providing the
distinguished name of each
member. For example:

" CN=John

Smi t h, OU=Sal es, DC=MyCom
pany, DC=COM'
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Owners [<String[]>] false named false true false

ByPropertyName
Adds owners while creating an (ByProperty )

Azure group by providing the
distinguished name of each
owner. For example: " CN=Ri ck
Jones, OU=Executi ves, DC=
My Conpany, DC=COM'

Properties <Hashtable> true named true false

(ByPropertyName)
A hashtable of property values.

The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@Attribut elDRAD spl ayN
ame="""sanple " val ue"}

Tenant <String> true named true false

(ByPropertyName)
The Tenant ID of the object in

GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p New Azur eDRAG oup -det ai | ed". For technical
information, type "Get - Hel p New Azur eDRAG oup -ful | ".

Example 3-9 1

PS C.\ >New AzureDRAG oup -Tenant MyTenant -Properties
@ Di spl ayNane="MyGr oup"; GroupType="Security"}

This example creates an Azure group named MyGroup of type Security in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. There are
three properties set on this Azure group. The Azure group will be a security-enabled Azure group.

Example 3-10 2

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties
@ Di spl ayNane="MyGroup"; Mai | N ckName="M/G oup"; G oupType="Di stri bution
list";Mil="MyG oup@¥Tenant. online. coni'}

This example creates an Azure group named MyGroup of type Distribution in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. There are
four properties set on this Azure group. The Azure group will not be a security-enabled Azure group.

Example 3-11 3

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties
@ Di spl ayNanme="MyG oup"; Mai | N ckName="M/G oup"; G oupType="Mai | - Enabl ed
security"; Mai |l ="MyG oup@4Tenant . onl i ne. coni'}

This example creates an Azure group named MyGroup of type Mail-Enabled Security in Azure Active
Directory using the DisplayName property. The Azure group will be created in the tenant MyTenant.
There are four properties set on this Azure group. The Azure group will not be a security-enabled
Azure group.
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Example 3-12 4

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNane="M/G oup"; Mai | Ni ckName="M/G oup"; G oupType="Cf fi ce365"; Mai | =
"MyGroup@¥Tenant.online.con'} -Oaners "CN=b7795c1ld- 6341-4d83-9aa9-

5bd465f 81c59, AZ=MyTenant ", " CN=MyUser , DC=MyDonai n, DC=COM' - DRARest Ser ver

| ocal host -DRARestPort 9000 -IgnoreCertificateErrors -Force -Ti meout 180

This example creates an Azure group named MyGroup of type Office 365 in Azure Active Directory
using the DisplayName property. The Azure group will be created in the tenant MyTenant. The Azure
group will not be a security-enabled Azure group. It specifies the server and its and REST port. Also, it
ignores certificate errors and suppresses confirmations.

Example 3-13 5

PS C. >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNane="MyG oup"; groupType="Security"; Mai | ="MyG oup
@#&Tenant.online.com'} -Oamners "CN=b7795cld-6341-4d83-9aa9-

5bd465f 81c59, AZ=MyTenant ", " CNeMyUser , DC=MyDonai n, DC=COM' - DRARest Ser ver
| ocal host -DRARestPort 8755 -IgnoreCertificateErrors -Force

This example creates an Azure group named MyGroup of type Security. The Azure group will be
created in the tenant MyTenant. This example adds Azure objects and synced objects as owners to
the group while creating a group.

Example 3-14 6

PS C.\ >New Azur eDRAG oup - Tenant MyTenant -Properties

@ Di spl ayNanme="MyGr oup"; groupType="Mai | - enabl ed

security"; Mai |l ="MyGoup@4Tenant. online.com'} -Menbers

"CN=MyUser , dc=MyDonai n, dc=COM', " CN=b68f af f 8- 6496- 4308- a9b9-

8375e03e00f 2, az=al31lcea8- 097d- 4f 9e- 9816- b2d758bf aOb1", " CN=314c6f4c6a05-
41e8- a3ba- 7bdbaa3el22c, az=MyTenant", "CN=8acfc08d-alcl-4183-945e-

67f 2a7737190, az=MyTenant" - DRARest Server | ocal host - DRARestPort 8755 -

| gnoreCertificateErrors -Force

This example creates an Azure group named MyGroup of type Mail-enabled security. The Azure
group will be created in the tenant MyTenant. This example adds Azure objects and synced objects
as members to the group while creating a group.

Remove-AzureDRAGroup

Synopsis

Removes a group from Azure Active Directory.

Syntax

Renove- Azur eDRAG oup - Tenant <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]
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Description

The Remove-AzureDRAGroup cmdlet removes a group from Azure Active Directory. The requesting
user must have the Delete Azure Group Account power.

Parameters

Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

ByPropertyName
The GUID of the Azure group. (ByProperty )

For example: 3FB3B182- FAA2-
476A- 9843- 5F77B245DD03

Tenant <String> true named true false

ByPropertyName
The Tenant ID of the object in (ByProperty )

GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port where the DRA REST

Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Renove- Azur eDRAG oup -det ai | ed". For
technical information, type "Cet - Hel p Renove- Azur eDRAG oup -ful | "

Example 3-15 1

PS C.\ >Renpve- Azur eDRAG oup
-ldentifier

- Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl
23225bb1- 5ac0- 4b4c- a23c- beb7f ad44b65

This example deletes the Azure group identified by GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in the tenant identified by GUID b201dhg8-087e-5n9d-9986-c4d987bfa0bl. The Identifier

parameter contains the GUID of the Azure group.

Remove-AzureDRAGroupMembers

Synopsis

Removes members of an existing group managed by DRA.
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Syntax

Renove- Azur eDRAG oupMenbers -Tenant <String> [-Contacts <String[]>] [-
Goups <String[]>] [-Users <String[]>] [-AzureContacts <String[]>] [-
AzureG oups <String[]>] [-AzureUsers <String[]>] -ldentifier <String> [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Remove-AzureDRAGroupMembers cmdlet removes members from an Azure group managed by
DRA. The requesting user must have the Remove Object from Azure Group power. The command
accepts arrays of identifiers for each of the supported object types that can be members of the
group. An identifier and at least one member must be specified.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Contacts [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory contact identifiers to

remove from the Azure group. An

identifier can be a distinguished

name.

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory group identifiers to

remove from the Azure group. An

identifier can be a distinguished

name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active
Directory user identifiers to
remove from the Azure group. An
identifier can be a distinguished
name.
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Attribute / Description Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

AzureContacts [<String[]>] false named

An array of existing Azure contact
identifiers to remove from the
Azure group.

An identifier is a distinguished
name, for example,
"CN=CB58BFCE-1E49-4FA5-
AFOA-E2B5068F8073,AZ=corp",
and multiple distinguished
names can be comma separated.
"CN=CB58BFCE-1E49-4FA5-
AFOA-E2B5068F8073,AZ=corp",
"CN=C503F54F-6357-4831-A74A-
B2EAO6ED6806,AZ=corp"

AzureGroups [<String[]>] false named

An array of existing Azure group
identifiers to remove from the
Azure group.

An identifier is a distinguished
name, for example,

" CN=CB58BFCE- 1E49- 4FA5-
AFOA-

E2B5068F8073, az=cor p", a
nd multiple distinguished names
can be comma

separated:" CN=CB58BFCE-
1E49- 4FA5- AFOA-
E2B5068F8073, az=cor p",

" CN=C503F54F- 6357-4831-
A7T4A-

B2EAO6ED6806, az=cor p"

true
(ByPropertyName)

true
(ByPropertyName)

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureUsers [<String[]>] false named true false

. (ByPropertyName)
An array of existing Azure user

identifiers to remove from the
Azure group.

An identifier is a distinguished
name, for example,
"CN=7939934- 425325-
35353- 35235B, az=cor p",

and multiple distinguished
names can be comma
separated:" CN=7939934-
425325- 35353-

35235B, az=cor p",

" CN=A30226EA- 6A55- 43C1-
B7AF-

E694BDF97836, az=cor p"

Identifier <String> true named true false

(ByPropertyName)
The GUID of the Azure group.

For example: 3FB3B182- FAA2-
476A-9843- 5F77B245DD03

Tenant <String> true named true false

(ByPropertyName)
The Tenant ID of the object in

GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

DRARestServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out.To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renove- Azur eDRAG oupMenbers -detail ed".
For technical information, type "CGet - Hel p Renpve- Azur eDRAG oupMenbers -ful | ".
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Example 3-16 1

PS C.\ >Renpve- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - Contact "CN=My Cont act, O=ABC, OU=ABC

Par ent , DC=MYDOMAI N, DC=cor p" - Groups " CN=My

G oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" "-Users

"CN=MyUser , OU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOMAI N, DC=cor p" -
AzureContacts "CN=299b52d3- 79be- 4748- ab0f - e2374f 0aa7b4, AZ=MyTenant " -
Azur eG oups "CN=7939934-425325- 35353- 35235B, AZ=MWyTenant " - Azur eUsers

" CN=CB58BFCE- 1E49- 4FA5- AFOA- E2B5068F8073, AZ=MyTenant "

This example removes an Azure contact, an Azure group, an Azure user, a contact, a group, and a
user from the Azure group identified by the GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the
Azure tenant named MyTenant. Multiple Azure objects of any type could be removed by using a
comma to separate the members.

Example 3-17 2

PS C.\ >Renpve- Azur eDRAG oupMenbers -Tenant MyTenant -ldentifier 23225bbl-
5ac0- 4b4c- a23c- beb7f ad44b65 - G oups

" CN=MyGr oup, OU=Account i ng, DC=MYDOVAI N, DC=cor p" -Users "CN=My

User, QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOVAI N, DC=cor p" - Azur eG oups

" CNE7939934- 425325- 35353- 35235B, az=MyTenant" - Azur eUsers " CN=CB58BFCE-
1E49- 4FA5- AFOA- E2B5068F8073, az=MyTenant ", " CN=09A8BFCE- 1E93- 0AA5- 990A-
A8C0579FB128, az=MyTenant "

This example removes an Azure group, two Azure users, a group, and a user from an Azure group in
the Azure Tenant. Multiple Azure objects of any type can be removed by using a comma to separate
the members.

Set-AzureDRAGroup

Synopsis

Updates a specific group in Azure Active Directory.

Syntax

Set - Azur eDRAG oup - Tenant <String> -Properties <Hashtable> -Identifier
<String> [ - DRARest Server <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [<ConmonPar anet er s>]

Description

The Set-AzureDRAGroup cmdlet updates a group in Azure Active Directory. The requesting user must
have the Modify All Azure Group Properties or a custom power with the necessary powers for the
requested attributes.

58 Azure Group Commands



Parameters

Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named

The GUID of the Azure group.

For example: 3FB3B182- FAA2-
476A- 9843- 5F77B245DD03

Tenant <String> true named

The Tenant ID of the object in
GUID or displayname format. For
example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aOb1l
or MyTenant

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Default
Value

Required Position

Accept Pipeline Accept
input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Set - Azur eDRAG oup -det ai | ed". For technical

information, type "Get - Hel p Set - Azur eDRAG oup -ful | ".

Example 3-18 1

PS C.\ >Set-AzureDRAG oup -Tenant MyTenant -ldentifier 23225bbl-5ac0-4b4c-
a23c- beb7f ad44b65 - Properties @ Description="Test
description"; G oupOmer sAdd="CN=a89cc7f 6- 1e9f - 41f c- 9715-

f 3e27f blf 4cb, az=MyTenant "}

This example updates the description property and the owner of the group 23225bb1-5ac0-4b4c-
a23c-beb7fad44b65 in tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1.

Example 3-19 2

PS C.\ >Set-AzureDRAG oup -Tenant MyTenant -ldentifier 57333cl7-6761- 4cde-
9e66- ad32b7a240e9 - Properties @ G oupOwner sAdd="CN=24f dbef 7- 717e- 4449-

b840- 75df 0a89cf 2c, az=MyTenant ",

"CN=My User , DC=MyDormai n, DC=COM "}

- DRARest Server | ocal host - DRARestPort 9000 -IgnoreCertificateErrors -Force

This example adds Azure objects and synced objects to the group while updating the group.
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Azure Contact Commands

This section contains cmdlets you can execute for Azure contact objects.

NOTE: Multi-value attributes are not supported for Azure contacts.

+ “Get-AzureDRAContact” on page 63
+ “New-AzureDRAContact” on page 68
+ “Remove-AzureDRAContact” on page 71

+ “Set-AzureDRAContact” on page 74

Get-AzureDRAContact

Synopsis

Retrieves information about a contact from Azure Active Directory.

Syntax

Get - Azur eDRACont act - Tenant <String> [-AzureContact AndFilter <Hashtabl e>]
[-AzureContact O Filter <Hashtable>] [-Identifier <String>] [-Attributes
<String[]>] [-PowersForQperations <String[]>] [-VisiblePropertiesOnly
<Swi t chParameter>] [-EnforceServerLint <Sw tchParameter>] |-

bj ect sPer Response <Int32>] [-ResuneString <String>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-AzureDRAContact cmdlet retrieves properties of one or more contacts from Azure Active
Directory. The requesting user must have the View All Azure Contact Properties power or a custom
power with the necessary powers for the requested attributes. You can view the default list of
attributes or specify specific attributes. The default attributes for an Azure contact include:

Di spl ayNane, FriendlyPath, ID, Path,andTenantlntlD.
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Parameters

Attribute / Description Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureContactAndFilter false named true false

[<Hashtable>] (ByPropertyName)

The contact attributes to use for

searching Azure contact objects.

Azure contacts matching all of

the listed attributes will be

returned.

AzureContactOrFilter false named true false

[<Hashtable>] (ByPropertyName)

The contact attributes to use for

searching Azure contact objects.

Azure contacts matching any of

the listed attributes will be

returned.

Identifier [<String>] false named true false

] (ByPropertyName)

The GUID or display name of the

Azure contact.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or display name format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or My Tenant

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
attributes is returned.
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Attribute / Description

Values

Required

Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such attributes.

EnforceServerLimit
[<SwitchParameter>]

A switch parameter indicates
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

false

false

false

false

named true false
(ByPropertyName)

named false false

named false false

named false false

Azure Contact Commands 65



66

Attribute / Description Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

ResumeString [<String>] false named

This parameter indicates the last
item returned from the server
when multiple responses are
needed to return all the search
results to the client. The value of
this parameter is set using the
ResumeString property from the
previous set of results. The
ResumeString looks like:
"CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

The EnforceServerLinit,
Obj ect sPer Response, and
ResuneSt ri ng parameters are
applicable only when the

| denti fi er parameter is not
specified.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

false false

true false
(ByPropertyName)

true false
(ByPropertyName)

false false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRACont act - det ai | ed". For
technical information, type "Get - Hel p Get - Azur eDRACont act -ful | "

Example 4-1 1

PS C.\ >Cet - Azur eDRACont act - Tenant b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Attributes

“Nane", " Di spl ayNane", "1 D", "Friendl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNam
eIl

This example requests the properties of the Azure contact identified by the GUID 23225bb1-5ac0-
4b4c-a23c-beb7fad44b65 in the tenant b201dhg8-087e-5n9d-9986-c4d987bfaObl. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, a
default list of properties will be returned.

Example 4-2 2

PS C.\ >Cet - AzureDRACont act - Tenant b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl -
AzureContact OrFilter @ Nanme="PF*"} -(ObjectsPerResponse 50
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In this example, DRA will search in the tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1 for Azure
contacts having a name attribute beginning with "PF". The server should return a maximum of 50
items in the response. If there are more objects than the number specified in the

(Obj ect sPer Response parameter, the ResuneSt ri ng parameter will be returned which can be
used in a subsequent call to retrieve the next object set. The next line in this example shows how to
use the ResunmesSt ri ng parameter in the subsequent call.

PS C:\>Get-AzureDRAContact -Tenant b201dhg8-087e-5n9d-9986-c4d987bfa0b1 -
AzureContactOrFilter @{Name="PF*"} -ObjectsPerResponse 50 -ResumeString "CN=770DF55D-
062B-4115-A8AF-A6A865A4BA00,AZ=b201dhg8-087e-5n9d-9986-c4d987bfalb1"

Example 4-3 3

PS C.\ >Cet - Azur eDRACont act - Tenant MyTenant - AzureContactO Filter
@Ml ti Mat ch="SCH'}

In this example, a filtered search will be conducted using "SCH" with Multimatch. For more
information, see “Multi-Field Searching” in the Directory and Resource Administrator User Guide.

New-AzureDRAContact

Synopsis

Creates a contact in Azure Active Directory.

Syntax

New Azur eDRACont act -Tenant <String> -Properties <Hashtable> |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The New-AzureDRAContact cmdlet creates a contact in Azure Active Directory. The requesting user
must have the Create Azure Contact and Modify All Properties power or a custom power with the
necessary powers for the requested attributes. Use the Properties parameter to specify the values to
use when creating the Azure contact.
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Parameters

Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Tenant <String> true named

The Tenant ID of the object in
GUID or display name format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p New Azur eDRACont act - det ai | ed". For
technical information, type "Get - Hel p New Azur eDRACont act -ful | ".

Example 4-4 1

PS C.\ >New Azur eDRACont act - Tenant MyTenant -Properties
@ Name="M/Cont act"; Mai | =" mycont act @& conpany. corp"; Mai | Ni ckNane="rmnycont act
"}

This example creates an Azure contact named MyContact in Azure Active Directory using the Namne
property. The Azure contact will be created in the tenant MyTenant. There are two properties set on
this Azure contact.

Example 4-5 2

PS C.\ >New Azur eDRACont act - Tenant MyTenant -Properties
@ Fi r st Nanme="M/"; Last Name=" Cont act 1"; Nane="MyCont act 1"; Di spl ayName="My
Contact 1"; Mai | =" nycont act 1@4conpany. cor p"; Mai | N ckName="nycontact 1"};

This example creates an Azure contact named MyContact in Azure Active Directory using the Nane
property. The Azure contact will be created in the tenant MyTenant. There are five properties set on
this Azure contact.

Remove-AzureDRAContact

Synopsis

Removes a contact from Azure Active Directory.
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Syntax

Renove- Azur eDRACont act - Tenant <String> -ldentifier <String> [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Remove-AzureDRAContact cmdlet removes a contact in Azure Active Directory. The requesting
user must have the Delete Azure Contact Account power.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID or display name of the

Azure contact.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or display name format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

o seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Renove- Azur eDRACont act -detail ed". For
technical information, type "Get - Hel p Renmove- Azur eDRACont act -full".

Example 4-6 1

PS C.\ >Renove- Azur eDRACont act - Tenant b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl
-ldentifier 23225bbl- 5ac0- 4b4c-a23c- beb7f ad44b65

This example deletes the Azure contact identified by GUID 23225bb1-5ac0-4b4c-a23c-
beb7fad44b65 in the tenant identified by GUID b201dhg8-087e-5n9d-9986-c4d987bfalb1. The
Identifier parameter contains the GUID of the Azure contact.
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Set-AzureDRAContact

Synopsis

Updates a contact in Azure Active Directory.

Syntax

Set - Azur eDRACont act - Tenant <String> [-Properties <Hashtable>] [-Replace
<Hasht abl e>] [-Add <Hashtabl e>] [-Renmpbve <Hashtable>] [-Clear <String[]>] -
Identifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-AzureDRAContact cmdlet updates a contact in Azure Active Directory. The requesting user
must have the Modify All Azure Contact Properties power or a custom power with the necessary
powers for the requested attributes.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Replace [<Hashtable>) false named true false
(ByPropertyName)

A Hashtable of property values to
replace the current set of values
for the specified property.

The key is the name of a defined
property in the REST interface.
For example: - Repl ace

@ AttributelDRAD spl ayN
ame="ny val ue";

Attribut e2DRAD spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list and will
replace currently set values.

For example: - Repl ace
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Repl ace
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Repl ace
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Add [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
add to the current set of values
for the specified multi-valued
property. The key is the name of
a defined property in the REST
interface.

For example: - Add

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list.

For example: - Add
@AttributelDRAD spl ayN
ame=val uel, val ue2}}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Add
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example:- Add
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Remove [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
remove from the current set of
values for the specified multi-
valued property. The key is the
name of a defined property in
the REST interface.

For example: - Renove

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list and will be
removed from currently set
values.

For example: - Renove
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Renove
@"Attributel- DRA-
Di spl ayNanme" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Renove
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Clear [<String>] false named

An array of property names
whose values will be cleared.
Each name is the name of a
defined property in the REST
interface.

For example: - Cl ear
"Attributel-DRA-
Di spl ayNane"

Multiple values need to be
separated by a comma.

For example: - Cl ear

Attri but elDRADI spl ayNam
e;

Attri but e2DRADI spl ayNam
e

Identifier <String> true named

The GUID or display name of the
Azure contact.

Tenant <String> true named

The Tenant ID of the object in
GUID or display name format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aOb1l
or MyTenant

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100

o seconds
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Set - Azur eDRACont act - det ai | ed". For
technical information, type "Get - Hel p Set - Azur eDRACont act -ful | ".

Example 4-7 1

PS C.\ >Set - AzureDRACont act - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Properties

@ Company="M/Conpany" ; Depart nent =" Sal es"}
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This example updates the Conpany and Depar t ment properties of the Azure contact identified by
the 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the tenant b201dhg8-087e-5n9d-9986-
c4d987bfalbl. The identifier contains the GUID for the Azure contact.

Example 4-8 2

PS C.\ >Set-AzureDRAContact -Tenant MyTenant -ldentifier Contact123 -
Properties @ Accept MessagesOnl yFronSender sO Menber s=" CN=24f dbef 7- 717e-
4449- b840- 75df 0a89cf 2c, AZ=MyTenant"; G t y="Houston"}";

This example updates the Accept MessagesOnl yFr onSender sOr Menber s and Ci ty properties
of the contact Contact123 in the tenant MyTenant. The identifier contains the GUID for the Azure
contact. When the identifier format is the name, DRA resolves the name to the full distinguished
name and then the update request is sent.
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Azure User Commands

This section contains cmdlets you can execute for Azure user objects.

+ “Get-AzureDRAUser” on page 83

+ “New-AzureDRAUser” on page 88

+ “Remove-AzureDRAUser” on page 91

+ “Set-AzureDRAUser” on page 94

+ “Set-AzureDRAUserPassword” on page 101

Get-AzureDRAUser

Synopsis

Gets gets a user from Azure Active Directory.

Syntax

Get - Azur eDRAUser -Tenant <String> [-AzureUser AndFilter <Hashtable>] [-
AzureUser O Filter <Hashtable>] [-ldentifier <String>] [-Attributes
<String[]>] [-PowersForQperations <String[]>] [-VisiblePropertiesOnly
<Swi t chParameter>] [-EnforceServerLinit <Sw tchParameter>] |-

Obj ect sPer Response <Int32>] [-ResuneString <String>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Get-AzureDRAUser cmdlet gets a user from Azure Active Directory. The requesting user must
have the View All Azure User Properties power or a custom power with the necessary powers for the
requested attributes. You can view the default list of attributes or specify specific attributes. The
default attributes for an Azure user include: Pat h, Di spl ayName, Friendl yPath, 1D,

| sDi sabl ed, UserPrinci pal Name, User Type, and Tenant | nt | D.

See the examples for information on how to view specific attributes.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

AzureUserAndFilter false named true false

[<Hashtable>] (ByPropertyName)

The user attributes to use for

searching Azure user objects.

Azure users matching all of the

listed attributes will be returned.

AzureUserOrFilter [<Hashtable>] false named true false

) (ByPropertyName)

The user attributes to use for

searching Azure user objects.

Azure users matching any of the

listed attributes will be returned.

Identifier [<String>] false named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
attributes is returned.

Azure User Commands



Attribute / Description

Values

Required

Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such attributes.

EnforceServerLimit
[<SwitchParameter>]

A switch parameter indicates
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

ObjectsPerResponse
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

false

false

false

false

named true false
(ByPropertyName)

named false false

named false false

named false false
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Attribute / Description Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

ResumeString [<String>] false named

This parameter indicates the last
item returned from the server
when multiple responses are
needed to return all the search
results to the client. The value of
this parameter is set using the
ResumeString property from the
previous set of results. The
ResumeString looks like:
"CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

The EnforceServerLinit,
Obj ect sPer Response, and
ResuneSt ri ng parameters are
applicable only when the

| denti fi er parameter is not
specified.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

false false

true false
(ByPropertyName)

true false
(ByPropertyName)

false false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - Azur eDRAUser -det ai | ed". For technical
information, type "Get - Hel p Get - Azur eDRAUser -full".

Example 5-1 1

PS C \ >Cet - AzureDRAUser - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Attributes

“Nane", " Di spl ayNane", "1 D", "Friendl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNam
eIl

This example requests the properties of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in the
tenant b201dhg8-087e-5n9d-9986-c4d987bfalb1. The Attributes parameter specifies what
properties to return. When the Attributes parameter is not present, a default list of properties will
be returned.

Azure User Commands 87


http://go.microsoft.com/fwlink/?LinkID=113216
http://go.microsoft.com/fwlink/?LinkID=113216

88

Example 5-2 2

PS C.\ >Cet - Azur eDRAUser - Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
AzureUserOrFilter @Nane="PF*"} -1ncludeChil dContainers -
bj ect sPer Response 50

PS C.\ >CGet - AzureDRAUser -Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
AzureUserOFilter @Nane="PF*"} -1ncludeChil dContainers -

Obj ect sPer Response 50 - ResuneString "CN=770DF55D- 062B- 4115- ABAF-
A6AB65A4BA00, az=b201dhg8- 087e- 5n9d- 9986- c4d987bf aObl1"

In this example, DRA will search in the Tenant b201dhg8-087e-5n9d-9986-c4d987bfa0b1 for Azure
users having a name attribute beginning with "PF". The server should return a maximum of 50 items
in the response. If there are more objects than the number specified in ObjectsPerResponse, the
ResumeString will be returned which can be used in a subsequent call to retrieve the next object set.
The next line in this example shows how to use the ResumeString in the subsequent call.

Example 5-3 3

PS C.\ >Cet-AzureDRAUser -Tenant MyTenant -AzureUserOrFilter
@Ml ti Mat ch="SCH'}

In this example, a filtered search will be conducted using "SCH" with Multimatch.

New-AzureDRAUser

Synopsis

Creates a user in Azure Active Directory.

Syntax

New Azur eDRAUser -Tenant <String> [-Password <String>] -Properties
<Hasht abl e> [ - DRARest Server <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The New-AzureDRAUser cmdlet creates a user in Azure Active Directory. The requesting user must
have the Create Azure User and Modify All Properties power or a custom power with the necessary
powers for the requested attributes. Use the Properties parameter to specify the values to use when
creating the Azure user.
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Parameters

Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Password [<String>] false named

The value of the new password
that should be set on the user
account. The password must
meet the password policies set
for the domain.

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properties

@ AttributelDRAD spl ayN
ame="ny val ue";

Attribut e2DRAD spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properti es
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel-DRA-
Di spl ayName" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Properties
@ Attribut elDRAD spl ayN
ame="""sanple " val ue"}

Tenant <String> true named

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or MyTenant

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p New Azur eDRAUser -det ai | ed". For technical
information, type "Get - Hel p New Azur eDRAUser -full".

Example 5-4 1

PS C.\ >New Azur eDRAUser -Tenant MyTenant -Password "M/NewPassword" -
Properties

@ Di spl ayNane="My/User"; User Pri nci pal Nane="M/User @4 Tenant . online.com'; Al lo
WSi gnOn=%$t r ue; User Must ChangePasswor d=$t r ue}

This example creates an Azure user named MyUser in Azure Active Directory using the DisplayName
and UserPrincipalName properties. The Azure user will be created in the tenant MyTenant. There are
two properties set on this Azure user: DisplayName and UserPrincipalName.

Example 5-5 2

PS C.\ >New Azur eDRAUser -Tenant MyTenant -Password " M/NewPassword"
Properties

@ Di spl ayNane="MyUser"; User Pri nci pal Nanme="M/User @4 Tenant . online. com'; Al lo
WSi gnOn=$t r ue; User Must ChangePasswor d=$t r ue; AddToG oups="CN=a89cc7f 6- 1e9f -
41f c-9715-f 3e27f b1f 4cb, az=3d562c8d- 1d55- 45ae- 8288- 7b58486bad44" }

- DRARest Server | ocal host - DRARestPort 9000 -IgnoreCertificateErrors —Force

This example creates an Azure user named MyUser in Azure Active Directory using multiple
properties including adding the user to a group. The Azure user will be created in the tenant
MyTenant. It specifies the server and its rest port. Also it ignores certificate errors and suppresses
confirmations.

Remove-AzureDRAUser

Synopsis

Removes a user in Azure Active Directory.
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Syntax

Renove- Azur eDRAUser - Tenant <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Remove-AzureDRAUser cmdlet removes a user in Azure Active Directory. The requesting user
must have the Delete Azure User Account Permanently power.

Parameters
Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or MyTenant

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named

named

named 100
seconds

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Renove- Azur eDRAUser - det ai | ed". For
technical information, type "Get - Hel p Rermove- Azur eDRAUser -ful | ".

Example 5-6 1

PS C.\ >Renpve- Azur eDRAUser
I dentifier

- Tenant b201dhg8-087e-5n9d- 9986- c4d987bf aObl -
23225bb1- 5ac0- 4b4c- a23c- beb7f ad44b65

This example deletes the Azure user identified by GUID 23225bb1-5ac0-4b4c-a23c-beb7fad44b65 in
the tenant identified by GUID b201dhg8-087e-5n9d-9986-c4d987bfa0b1. The Identifier parameter

contains the GUID of the Azure user.
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Example 5-7 2

PS C.\ >Renpve- Azur eDRAUser -Tenant MyTenant -ldentifier
t est user @yt enant . onmi crosoft. com

This example deletes the Azure user identified by UPN testuser@mytenant.onmicrosoft.com in the
tenant and display name is MyTenant. The Identifier parameter contains the UPN of the Azure user.
When the Identifier is a UPN, the Tenant parameter will be ignored.

Set-AzureDRAUser

Synopsis

Updates a user in Azure Active Directory.

NOTE: Set-AzureDRAUser cmdlet supports multi-values only for the OtherMails attribute.

Syntax

Set - Azur eDRAUser - Tenant <String> [-Properties <Hashtabl e>] [-Replace
<Hasht abl e>] [-Add <Hashtabl e>] [-Renmpbve <Hashtable>] [-Clear <String[]>] -
Identifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-

Ti meout <l nt32>] <ConmmonPar anet er s>]

Description

The Set-AzureDRAUser cmdlet updates a user in Azure Active Directory. The requesting user must
have the Modify All Azure User Properties power or a custom power with the necessary powers for
the requested attributes.
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Parameters

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Replace [<Hashtable>) false named true false
(ByPropertyName)

A Hashtable of property values to
replace the current set of values
for the specified property.

The key is the name of a defined
property in the REST interface.
For example: - Repl ace

@ AttributelDRAD spl ayN
ame="ny val ue";

Attribut e2DRAD spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list and will
replace currently set values.

For example: - Repl ace
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Repl ace
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Repl ace
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Add [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
add to the current set of values
for the specified multi-valued
property. The key is the name of
a defined property in the REST
interface.

For example: - Add

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list.

For example: - Add
@AttributelDRAD spl ayN
ame=val uel, val ue2}}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Add
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Add
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Remove [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
remove from the current set of
values for the specified multi-
valued property. The key is the
name of a defined property in
the REST interface.

For example: - Renove

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list and will be
removed from currently set
values.

For example: - Renove
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Renove
@"Attributel- DRA-
Di spl ayNanme" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Renove
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Clear [<String>] false named

An array of property names
whose values will be cleared.
Each name is the name of a
defined property in the REST
interface.

For example: - Cl ear
"Attributel-DRA-
Di spl ayNane"

Multiple values need to be
separated by a comma.

For example: - Cl ear

Attri but elDRADI spl ayNam
e;

Attri but e2DRADI spl ayNam
e

Identifier <String> true named

The GUID or UPN of the Azure
user.

When the Identifier is a UPN, the
Tenant parameter will be
ignored.

Tenant <String> true named

The Tenant ID of the object in
GUID or displayname format.

For example: b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl
or My Tenant

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

Azure User Commands

99



100

Attribute / Description Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds (ByPropertyName)

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - Azur eDRAUser -det ai | ed". For technical

information, type "Get - Hel p Set - Azur eDRAUser -full".
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Example 5-8 1

PS C.\ >Set-AzureDRAUser -Tenant b201dhg8- 087e-5n9d- 9986- c4d987bf aObl -
I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Properties
@ JobTi tl e="Manager"; ci ty="Houst on"}

This example updates the specified properties of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in tenant b201dhg8-087e-5n9d-9986-c4d987bfalbl. The identifier contains the GUID for the Azure
user. Two properties are updated: JobTitle and city.

Example 5-9 2

PS C.\ >Set-AzureDRAUser -Tenant b201dhg8- 087e-5n9d- 9986-c4d987bf alObl -

I dentifier 23225bbl-5ac0-4b4c-a23c-beb7fad44b65 - Properties

@ AddToGr oups="CN=a89cc7f 6- 1e9f - 41f c- 9715-f 3e27f b1f 4cb, az=b201dhg8- 087e-
5n9d- 9986- c4d987bf aObl1"}

This example updates the specified property of the user 23225bb1-5ac0-4b4c-a23c-beb7fad44b65
in the tenant b201dhg8-087e-5n9d-9986-c4d987bfa0bl. The identifier contains the GUID for the
Azure user. The property AddToGroups will add the user to the specified group.

Example 5-10 3

PS C. \ >Set-AzureDRAUser -Tenant MyTenant -ldentifier 23225bbl-5acO0-4b4c-
a23c- beb7f ad44b65 - Properties @Al | owSi gnOn=$t r ue}

This command enables the user account. If the user account is to be disabled, set AllowSignOn to
Sfalse.

Set-AzureDRAUserPassword

Synopsis

Sets the password for a user in Azure Active Directory.

Syntax

Set - Azur eDRAUser Passwor d - Tenant <String> [ - For ceChangePasswor dNext Logi n
<Swi t chPar anet er>] [ - EnforceChangePasswordPol i cy <SwitchParaneter>] [-
Password <String>] -ldentifier <String> [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParameter>] [-Tineout <Int32>] [<ConmonParaneters>]

Description

The Set-AzureDRAUserPassword cmdlet sets the password for a user in Azure Active Directory. The
requesting user must have the Reset Azure User Account Password power or a custom power with
the necessary powers for the requested attributes.
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Parameters

Attribute / Description Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

ForceChangePasswordNextLogin false named true true false

[<SwitchParameter>] (ByPropertyName)

Forces a user to change their

password during their next log in.

EnforceChangePasswordPolicy  false named false true false

[<SwitchParameter>] (ByPropertyName)

If set to true, force the user to

change their password.

Password [<String>] false named true false
(ByPropertyName)

The value of the new password

that should be set on the user

account. The password must

meet the password policies set

for the domain.

Identifier <String> true named true false
(ByPropertyName)

The GUID or UPN of the Azure

user.

When the Identifier is a UPN, the

Tenant parameter will be

ignored.

Tenant <String> true named true false
(ByPropertyName)

The Tenant ID of the object in

GUID or displayname format.

For example: b201dhg8- 087e-

5n9d- 9986- c4d987bf aObl

or My Tenant

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Values

Required

Default
Value

Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. This
parameter is used only when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type "CGet - Hel p Set - Azur eDRAUser Passwor d - det ai | ed". For
technical information, type "Get - Hel p Set - Azur eDRAUser Password -full".
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Example 5-11 1

PS C.\ >Set - Azur eDRAUser Password - Tenant b201dhg8- 087e- 5n9d- 9986-
c4d987bfa0bl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7fad44b65 - Password
MyNewPasswor d

This example resets the Azure user password identified by GUID 23225bb1-5ac0-4b4c-a23c-
beb7fad44b65 in the tenant GUID b201dhg8-087e-5n9d-9986-c4d987bfalb1.

Example 5-12 2

PS C.\ >Set - Azur eDRAUser Password - Tenant b201dhg8- 087e-5n9d- 9986-
c4d987bfa0bl -Identifier 23225bbl-5ac0-4b4c-a23c- beb7f ad44b65

This example sets the Azure user password identified by GUID 23225bb1-5ac0-4b4c-a23c-
beb7fad44b65 in the tenant GUID b201dhg8-087e-5n9d-9986-c4d987bfalbl. The password will be
auto-generated.
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6 Computer Commands

This section contains Help information for cmdlets you can execute for the Computer object type.

+ “Add-DRAComputer” on page 105

+ “Get-DRAComputer” on page 109

+ “Move-DRAComputer” on page 113

+ “Remove-DRAComputer” on page 115
+ “Reset-DRAComputer” on page 117

+ “Restore-DRAComputer” on page 120
+ “Set-DRAComputer” on page 123

Add-DRAComputer

Synopsis

Adds a computer to an Active Directory domain.

Syntax

Add- DRAConput er -Properties <Hashtabl e> -Donain <String> [ - DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Add-DRAComputer cmdlet adds a computer to a domain managed by DRA. The requesting user
must have the Create Computer power. To see the complete list of available properties, perform a
Get-Member command on the object returned from any DRAComputer command.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

named

named

named

named

named

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Add- DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Add- DRAConputer -full".

Example 6-1 1

PS C.\ >Add- DRAConput er -Dormai n MyDonai n. corp -Properties
@ Di stingui shedName=" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p" ; Des
cription="Conputer for powershell"; Trust edFor Del egati on=$tr ue}

This example creates a computer named COMPUTER123 in Active Directory using the DRA
DistinguishedName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. Since the samAccountName is not specified, the value defaults to the name
followed by a dollar sign.

Example 6-2 2

PS C.\ >Add- DRAConput er - Domai n MyDomai n. corp -Properties

@ Fri endl yPar ent Pat h="MyDonai n. cor p/ Account i ng"; Nane=

" COWPUTER123"; Descri pti on="PS

Desc001"; ManagedBy="CN=Geor ge, CN=User s, DC=MYDOMVAI N, DC=cor p" ; samAccount Nane
=" COWP123%$"}

This example creates the computer COMPUTER123 in Active Directory using the Nane and DRA

Fri endl yPar ent Pat h properties. The computer will be created in the domain MyDomain.corp in
the Accounting OU. There are three properties set on this computer: Description, ManagedBy and
samAccountName.

Example 6-3 3

PS C.\ >Add- DRAConput er -Domai n MyDomai n. corp -Properties
@ Fri endl yNarme="MyDomai n. cor p/ Account i ng/ COWPUTER123";
Descripti on="Conputer for powershell"; Trust edFor Del egati on=%t r ue}
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This example creates a computer named COMPUTER123 in Active Directory using the DRA
FriendlyName property. The computer will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this computer: Description and
TrustedForDelegation. The samAccountName defaults to the name followed by a dollar sign.

Get-DRAComputer

Synopsis

Gets information about an Active Directory computer account.

Syntax

Get - DRAConput er -Donmmin <String> [-Attributes <String[]>] [-
Power sFor Operations <String[]>][-VisiblePropertiesOnly <SwitchParamneter>]
-ldentifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAComputer cmdlet returns the properties of the requested computer account managed
by DRA. The requesting user must have the View All Computer Properties power. You can view the
default list of properties or specify specific properties. The default properties for a computer account
include: Descri ption, DisplayName, DistinguishedName, Friendl yPath,

G oupMenber shi pCount, |sManaged, |sDisabl ed, SAMAccount Nane,

Trust edFor Del egati on, Friendl yName, W nNTPat h, and DNSHost Nane.

See the examples for information on how to view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

PowersForOperations false named
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.

VisiblePropertiesOnly false named
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true false
(ByPropertyName)

false false

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The wait time in seconds before
the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Get - DRAConputer -full".

Example 6-4 1

PS C.\ >Cet - DRAConput er -Donmain MyDomai n.corp -ldentifier "COVPUTERL23"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the name for the computer. When the name is used, the DRA resolves it to
the distinguished name and then requests the properties for that computer.

Example 6-5 2

PS C.\ >Cet - DRAConput er -Donmain MyDomai n.corp -ldentifier "COVPUTERL23"
Attributes

"Description", "Di spl ayNane", " Account That CanAddConput er ToDonai n", " Di sti ngui
shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNane", " | sDi sabl ed",
" SamAccount Nane", " Tr ust edFor Del egati on", " Qbj ect Cat egory"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 6-6 3

PS C. \ >Cet-DRAConputer -Domain MyDonain.corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the computer named COMPUTER123 in MyDomain.corp.
The identifier contains the distinguished name for the computer.
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Move-DRAComputer

Synopsis

Moves a computer from one location in Active Directory to another.

Syntax

Move- DRAConput er - Domain <String> -Target Contai ner <String> -ldentifier
<String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Move-DRAComputer cmdlet moves the computer named in Identifier to the OU named in the
TargetContainer.The requesting user must have the Move Computer to OU power on the
TargetContainer. Supported formats for Identity are friendly name and distinguished name.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

TargetContainer <String> true named true false

(ByPropertyName)
The full path to the destination yrPToperty

container for the object you are
moving, in distinguished name
format. For example: -

Tar get Cont ai ner

" QU=Account i ng, DC=MyDom
ai n, DC=cor p"

Identifier <String> true named true false

(ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named true false

ByPropertyName
The domain of the object in (ByProperty )

FQDN format. For example:
nydomai n. corp
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Accept Pipeline Accept
input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Move- DRAConput er -det ai | ed". For technical

information, type "Get - Hel p Move- DRAConputer -full".

Example 6-7 1

PS C.\ >Move- DRAConmput er -Domain MyDonain.corp -ldentifier
"CN=Charl i e, O=Account i ng, DC=MyDonai n, DC=cor p" - Tar get Cont ai ner
" QU=NewPar ent , OQU=Account i ngHone fi ce, DC=MyDomrai n, DC=cor p"

This example moves the computer named Charlie from the Accounting container to the NewParent
container. The identifier contains the distinguished name for the computer.

Remove-DRAComputer

Synopsis

Removes a computer account from Active Directory.

Syntax

Renove- DRAConput er -Domain <String> -ldentifier <String> [-DRARest Server

<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Remove-DRAComputer cmdlet deletes the requested computer account. The requesting user

must have one of the Delete Computer powers. If the Recycle Bin is enabled, the computer is moved

to the Recycle Bin.
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Parameters

Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline Accept
input? wildcard
characters?

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in
FQDN format. For example:
nydomai n. corp

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true

true

false

false

false

false

named

named

named

named 8755

named

named

true false
(ByPropertyName)

true false
(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The wait time in seconds before

the request to the DRA REST
server times out. To specify an
infinite timeout, you can set this
parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Renove- DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Renove- DRAConmputer -ful ",

Example 6-8 1

PS C.\ >Renpve- DRAConput er - Donai n MyDonai n.corp -ldentifier
" CN=COVPUTER123, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p"

This example deletes the computer named COMPUTER123 from the DRA Recycle Bin, removing it
permanently from Active Directory

Example 6-9 2

PS C.\ >Renove- DRAConput er - Donai n MyDomai n.corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the computer named COMPUTER123 from MyDomain.corp. The identifier
contains the distinguished name for the computer. If the Recycle Bin is enabled, the computer is
moved to the Recycle Bin. Otherwise, it is removed permanently.

Reset-DRAComputer

Synopsis

Resets a computer account in Active Directory.
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Syntax

Reset - DRAConput er -Donmai n <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Reset-DRAComputer cmdlet resets the requested computer account. The requesting user must
have the Reset Computer Account power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
S (ByPropertyName)
The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
Domain <String> true named true false
(ByPropertyName)
The domain of the object in
FQDN format. For example:
nmydonai n. cor p
DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

8755

100
seconds

true (ByPropertyName false

false false

false false

true false

(ByPropertyName)
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NOTE: For more information, type "CGet - Hel p Reset - DRAConput er - det ai | ed". For technical
information, type "Get - Hel p Reset - DRAConmputer -ful ",

Example 6-10 1

PS C.\ >Reset - DRAConput er - Donai n MyDonai n. corp -ldentifier
" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example resets the computer named COMPUTER123 in MyDomain.corp. The identifier contains
the distinguished name for the computer.

Restore-DRAComputer

Synopsis

Restores the specified computer from the Recycle Bin.

Syntax

Rest or e- DRAComput er -Domain <String> [-Domai nController <String>] [-
Rest oreToCont ai ner <String>] -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Restore-DRAComputer cmdlet will restore a previously deleted computer from the Recycle Bin
to its original container or to a new specified container. Supported formats for the identifier are
friendly name and distinguished name. If the full path is specified, it must point to the Recycle Bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific
domain controller to use for the
request.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestoreToContainer [<String>]  false named

The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Rest or e- DRAConput er -det ai | ed". For
technical information, type "Get - Hel p Rest or e- DRAConmput er -ful | "

Example 6-11 1

PS C.\ >Rest or e- DRAConputer -ldentifier
" CN=MyConput er 8, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p"
Rest or eToCont ai ner " OU=TenpCon, DC=MyDomai n, DC=CORP" -domai n MyDomai n. corp

This example will restore a computer named MyComputer8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp.

Example 6-12 2

PS C.\ >Rest or e- DRAConputer -ldentifier
" CN=MyConput er 8, OU=Net | QRecycl eBi n, DC=MyDomnai n, DC=cor p" -Domai n MyDom cor p

This example will restore a Computer named MyComputer8 from the NetlQRecycleBin in
MyDom.corp. It will be restored to the container from which it was deleted.
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Set-DRAComputer

Synopsis

Updates the properties of an existing computer account in Active Directory.

Syntax

Set - DRAConput er -Domai n <String> -Properties <Hashtable> -Identifier
<String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-DRAComputer cmdlet modifies the requested computer account. The requesting user must
have one of the Modify Computer powers.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Set - DRAConput er -det ai | ed". For technical
information, type "Get - Hel p Set - DRAConputer -full".

Example 6-13 1

PS C.\ >Set-DRAConputer -Domain MyDonain.corp -ldentifier

" CN=COVPUTER123, OU=Account i ng, DC=MyDonai n, DC=cor p"* —Properties

@ ManagedBy="CN=Ceor ge, CN=User s, DC=MYDOMAI N, DC=cor p"; Tr ust edFor Del egat i on=
$true; | ocati on="Houst on"}

This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
identifier contains the distinguished name for the computer. Three properties are updated:
ManagedBy, Location and TrustedForDelegation. To see the complete list of available properties,
perform a Get-Member command on the object returned from any DRAComputer command.

Example 6-14 2

PS C.\ >Set - DRAConput er -Dormain MyDomain.corp -ldentifier "COVPUTERL23"
Properti es @ ManagedBy="CN=Ceor ge, CN=User s,

DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed

descri ption"; Trust edFor Del egati on=$true; | ocati on="Houst on"}

This example updates some properties on the computer COMPUTER123 in MyDomain.corp. The
Identifier specifies the name of the computer. When the identifier format is the name, DRA resolves
the name to the full distinguished name.
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7 Configuration Commands

This section contains cmdlets you can execute for servers.

+ “Get-DRAServerinfo” on page 127
+ “Get-DRAServersForDomain” on page 129

Get-DRAServerinfo

Synopsis

Gets the list of domains managed by the specified DRA Server.

Syntax

Get - DRASer ver I nf o [ - DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAServerIinfo cmdlet retrieves the list of domains managed by DRA on the server specified
by the DRARestServer parameter. The request returns information about the PowerShell client as
well as an array of objects describing the managed domains. To see the list of properties returned in
the Domains array, perform a Get-Member command on any of the objects in the array.

For example: PS C:\ >$myobj = Get-DRAServerInfo
Get - Menber -input bj ect $myobj . Domai ns[0] - Menber Type "property"

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named 8755

false named

false named

named 100
seconds

false

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type " Get - Hel p Get - DRASer ver I nfo -detail ed". For technical
information, type " Get - Hel p Get - DRAServerInfo -full".
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Example 7-1 1

PS C:\ >Cet - DRASer ver | nfo - DRARest Server " DRASVR10"

This example gets information about the server DRASVR10. The response will include information
about this PowerShell client, such as whether the client user is a DRA Administrator. If the
DRARestServer parameter is not specified, the command will retrieve information about the local
computer.

Get-DRAServersForDomain

Synopsis

Gets the list of DRA Servers for the specified domain.

Syntax

Get - DRASer ver sFor Donmai n - Domai n <String> [ - DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The Get-DRAServersForDomain cmdlet retrieves the list of servers registered with DRA for managing
the domain specified in the Domain parameter. The request returns an array of objects. To see the
list of properties returned, perform a Get-Member command on any of the objects in the returned
Items array. For example: PS C. \ >Get - DRASer ver sFor Domai n - Domai n MyDonai n. corp
Get - Menber -input Gbj ect $myobj.ltenms[0] - Menber Type "property".

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain <String> true named true false
) o (ByPropertyName)
The domain of the object in fqdn
format. For example:
nydomai n. corp
DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named

false named

false named

false named

8755 true (ByPropertyName false

false false

false false

100
seconds

true false

(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Get - DRASer ver sFor Dormai n - det ai | ed". For
technical information, type "Get - Hel p Get - DRASer ver sFor Domain -full".
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Example 7-2 1

PS C.\ >Cet - DRASer ver sFor Domai n - Domai n MyDonmai n. cor p

This example gets the list of DRA Servers that manage the domain MyDomain.corp.
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8 Contacts

This section contains cmdlets you can execute for the Contact object type.

*

“Add-DRAContact” on page 133
“Copy-DRAContact” on page 136
“Disable-DRAContactEmail” on page 139
“Enable-DRAContactEmail” on page 142
“Get-DRAContact” on page 144
“Remove-DRAContact” on page 148
“Restore-DRAContact” on page 150
“Set-DRAContact” on page 153

Add-DRAContact

Synopsis

Adds a contact object to an Active Directory domain.

Syntax

Add- DRACont act - Properties <Hashtabl e> -Domain <String> |-

DRARest Server<String>] [-DRARestPort <Int32>] [-

| gnoreCertificateErrors<Sw tchParaneter>] [-Force <SwitchParaneter>] |[-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Add-DRAContact cmdlet adds a contact object to a domain managed by DRA. The requesting

user must have the Create Contact power. To see the complete list of available properties, perform a

Get-Member command on the object returned from any DRAContact command.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)
The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
IgnoreCertificateErrors false named false false
[<SwitchParameter>]
Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.
Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRACont act - det ai | ed". For technical
information, type " Get - Hel p Add- DRAContact -ful | ".

Example 8-1 1

PS C.\ >Add- DRACont act -Domain MyDomain.corp -Properties
@ Fri endl yNane="My/Donai n. cor p/ Accounti ng/ Cont act 123"; Descri pti on="Cont act
for powershel |"; Enpl oyeel d="xx123"}

This example creates a contact named Contact123 in Active Directory using the DRA FriendlyName
property. The contact will be created in the domain MyDomain.corp in the Accounting OU. There are
two properties set on this contact: Description and Employeeld.
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Example 8-2 2

PS C.\ >Add- DRACont act -Donmain MyDomai n.corp -Properties
@ Di stingui shedName="CN=Cont act 123, OU=Accounti ng,
DC=MyDomai n, DC=cor p"; Descri pti on="Cont act for

power shel I *; Enpl oyeel d="xx123"}

This example creates a contact named Contact123 in Active Directory using the DRA
DistinguishedName property. The contact will be created in the domain MyDomain.corp in the
Accounting OU. There are two properties set on this contact: Description and Employeeld.

Example 8-3 3

PS C.\ >Add- DRACont act -Donmin MyDomai n.corp -Properties
@ Fri endl yPar ent Pat h="M/Donai n. cor p/

Accounti ng"; Nane="Cont act 123" ; Descri pti on="PS Desc

001" ; Enpl oyeel d="2ZZ7123" ; samAccount Nane="Al t SaneNane123"}

This example creates the contact Contact123 in Active Directory using the Name and DRA
FriendlyParentPath properties. The contact will be created in the domain MyDomain.corp in the
Accounting OU. There are three properties set on this contact: Description, Employeeld, and
samAccountName.

Copy-DRAContact

Synopsis

Copies an existing contact to a new contact.

Syntax

Copy- DRACont act -Domain <String> -Properties <Hashtable> -Identifier
<String> [ - DRARest Server <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [<ConmonPar anet er s>]

Description
The Copy-DRAContact cmdlet copies an existing contact properties to a new contact.

The values provided in the -Properties parameter will overwrite the values provided by the existing
contact. You must supply properties to give the new contact a name. See the Add-DRAContact for
examples of how to define the new contact. The response contains the string generated by the
server.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Copy- DRACont act -det ai | ed". For technical
information, type "Get - Hel p Copy- DRAContact -full".

Example 8-4 1

PS C.\ >Copy- DRACont act -ldentifier

" CN=Cont act sour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" —Properties

@ di stingui shedName="CN=CONTACT123, OU=Tax, DC=MyDonai n, DC=cor p"} -domain
MyDomai n. corp

This example will copy the contact named Contactsource from the Accounting OU in
MyDomain.corp to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The
properties of CONTACT123 will be the same as the properties of Contactsource.

Example 8-5 2

PS C.\ >Copy- DRACont act -ldentifier

" CN=Cont act sour ce, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties

{di sti ngui shedName="CN=CONTACT123, OU=Tax, DC=MyDonmi n, DC=cor p" ; Descri pti on=
"Tax group menber"} -domain MyDomain.corp

This example will copy the contact named Contactsource from the Accounting OU in
MyDomain.corp to a new contact named CONTACT123 in the Tax OU in MyDomain.corp. The
Description property for CONTACT123 will be set to 'Tax group member'.

Disable-DRAContactEmail

Synopsis

Disables email for the contact account specified by the Identifier parameter.
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Syntax

Di sabl e- DRACont act Enai | -Dommin <String> -ldentifier <String> [-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Disable-DRAContactEmail cmdlet disables email on the account specified by the Identifier
parameter. The requesting user must have the Delete Email for Contact power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

The name or distinguished name

of an existing Active Directory

object. When the name is

specified, an additional call to

the DRA Server is needed to

obtain the distinguished name

for the object.

Domain <String> true named true false
(ByPropertyName)

The domain of the object in fqdn

format. For example:

nmydonai n. cor p

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA Rest Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type " Get - Hel p Di sabl e- DRACont act Enai |
technical information, type " Get - Hel p Di sabl e- DRACont act Enmi |

-det ai |l ed". For
-full™.

Example 8-6 1

PS C.\ >Di sabl e- DRACont act Enmi |
"CN=Ct 123, QU=Account i ng, DC=MyDomai n, DC=cor p"

-Domai n MyDomai n. corp -ldentifier

This example disables email for the contact named Ct123 in MyDomain.corp. The identifier contains

the distinguished name for the account.
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Enable-DRAContactEmail

Synopsis

Enables email for the contact account specified by the Identifier parameter.

Syntax

Enabl e- DRACont act Emai | - Donai n <String> - ExchangeDN <Stri ng> - Emai | Addr ess
<String> -ldentifier <String> [-DRARest Server <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParamet er> [-Ti meout <Int32>] [<ConmmonParaneters>]

Description

The Enable-DRAContactEmail cmdlet enables email for the specified contact account. The
requesting user must have the Enable Email for Contact power.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ExchangeDN <String> true named false false

A Full path to the Exchange
service. Use the Cet -
DRAExchangeSer ver s
command to obtain the list of
Exchange servers managed
through DRA.

EmailAddress<String> true named false false

The full email address for the
account. For example:
MyUser Name@rydonai n. cor

p.

Identifier <String> true named true false

(ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true

false

false

false

false

false

named

named

named

named

named

named

8755

100
seconds

true false

(ByPropertyName)

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Enabl e- DRACont act Enai | - detail ed". For
technical information, type " Get - Hel p Enabl e- DRACont act Emai | -ful | ".

Example 8-7 1

PS C.\ >Enabl e- DRACont act Emai| - Domain MyDomai n.corp -ldentifier
"CN=Ct 123, QU=Account i ng, DC=MyDomai n, DC=cor p" - ExchangeDN "/ o=Fi rst/
ou=Exchange Adninistrative Contact (FYD BOHF23SPDLT)/ CN=Reci pi ents/
CN=Ct 123" -Emai | Address "Ct 123@¥Domai n. cor p"

This example enables email for the user named Ct123 in MyDomain.corp. The identifier contains the
distinguished name for the contact.

Get-DRAContact

Synopsis

Gets information about an Active Directory contact account.

Syntax

Get - DRACont act -Domain <String> [-Attributes <String[]>]

[ - Power sFor Operations <String[]>] [-VisiblePropertiesOnly

<Swi t chParameter>] -ldentifier <String> [-DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The Get-DRAContact cmdlet returns the properties of the requested contact account managed by
DRA. The requesting user must have the View All Contact Properties power. You can view the default
list of properties or specify specific properties. The default properties for a contact account include:
Description, Distingui shedName, Name, DisplayNanme, Enployeel D, and Mail .
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See the examples for information on how to view specific properties.

Parameters

Attribute / Description

Parameters / Values

Required Position

Default

Value

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

false

false

false

true

named

named

named

named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Domain <String> true

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRACont act - det ai | ed". For technical
information, type " Get - Hel p Get - DRACont act -ful | ".

Example 8-8 1

PS C.\ >Cet-DRACont act -Domain MyDomain.corp -ldentifier "Contact123" -
Attributes

"Description", "D spl ayNarme", " Enpl oyeel d", "Di sti ngui shedNane", "Fri endl yPat h
", "Friendl yParent Pat h", "Fri endl yNane", "1 sDi sabl ed", " Qbj ect Cat egory"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
Attributes parameter specifies what properties to return. When the Attributes parameter is not
present, a default list of properties will be returned.

Example 8-9 2

PS C. \ >Cet-DRAContact -Donmain MyDomain.corp -ldentifier "Contact123"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the name for the contact. When the name is used, DRA resolves the name to the
distinguished name and then requests the properties for the contact.

Example 8-10 3

PS C. \ >Cet-DRAContact -Domain MyDonain.corp -ldentifier
" CN=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example requests the properties of the contact named Contact123 in MyDomain.corp. The
identifier contains the distinguished name for the contact.
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Remove-DRAContact

Synopsis

Removes a contact account from Active Directory.

Syntax

Renove- DRACont act -Domain <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter> [-Ti neout <Int32>]

[ <CommonPar anet er s>]

Description

The Remove-DRAContact cmdlet deletes the requested contact account. The requesting user must
have one of the Delete Contact powers. If the Recycle Bin is enabled, the contact is moved to the
Recycle Bin.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

(ByPropertyName)
The name or distinguished name

of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named true false

(ByPropertyName)
The domain of the object in fqdn

format. For example:
nydomai n. corp

DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false named 8755

false named

false named

100
seconds

false named

true (ByPropertyName false

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type " Get - Hel p Renove- DRACont act -detai |l ed". For technical

information, type " Get - Hel p Renpve- DRACont act -ful [ .
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Example 8-11 1

PS C.\ >Renpve- DRACont act - Donai n MyDonai n.corp -ldentifier
"CN=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p"

This example deletes the contact named Contact123 from MyDomain.corp. The identifier contains
the distinguished name for the contact. If the Recycle Bin is enabled, the contact is moved to the
Recycle Bin. Otherwise, it is removed permanently.

Example 8-12 2

PS C:\ >Rermpve- DRACont act - Domai n MyDonmi n. corp -ldentifier
" CN=Cont act 123, OU=Net | QRecycl eBi n, DC=MyDonai n, DC=cor p"

This example deletes the contact named Contact123 from the DRA Recycle Bin, removing it
permanently from Active Directory.

Restore-DRAContact

Synopsis

Restores the specified contact from the Recycle Bin.

Syntax

Rest or e- DRACont act -Domai n <String> [-Donai nController <String>]
[-RestoreToContai ner <String>] -ldentifier <String>[-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Restore-DRAContact cmdlet will restore a previously deleted contact from the Recycle Bin to its
original container or to a new specified container. Supported formats for the identifier are friendly
name and distinguished name. If the full path is specified, it must point to the Recycle Bin
(NetlQRecycleBin).

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
DomainController [<String>] false named true false
(ByPropertyName)

The computer name of a specific
domain controller to use for the
request.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestoreToContainer [<String>]  false named

The distinguished name of the
container to which you want to
restore the object. If this
parameter is not specified, DRA
will attempt to restore the object
to its original container.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - Rest or e- DRACont act - det ai | ed". For
technical information, type " Get - Hel p Set - Rest or e- DRACont act -full".

Example 8-13 1

PS C \>Restore-DRAContact -ldentifier
" CN=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" - Domai n MyDom cor p

This example will restore a Contact named MyContact8 from the NetlQRecycleBin in MyDom.corp. It
will be restored to the container from which it was deleted.

Example 8-14 2

PS C \>Restore-DRAContact -ldentifier
" CN=MyCont act 8, OU=Net | QRecycl eBi n, DC=MyDomai n, DC=cor p" - Rest or eToCont ai ner
" QU=TenpCon, DC=MyDonai n, DC=CORP" - donai n MyDomai n. cor p

This example will restore a contact named MyContact8 from the NetlQRecycleBin in
MyDomain.corp. It will be restored to the container named TempCon in MyDomain.corp
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Set-DRAContact

Synopsis

Updates the properties of an existing contact account in Active Directory.

Syntax

Set - DRACont act - Domain <String> [-Properties <Hashtabl e>] [-Replace

<Hasht abl e>] [-Add <Hashtabl e>] [-Renmpbve <Hashtable>] [-Clear <String[]>] -
Identifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-

Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-DRAContact cmdlet modifies the requested contact account. The requesting user must have
one of the Modify Contact powers.

NOTE: The Set-DRAContact cmdlet supports multi-values for the

Ot her Facsi mi | eTel ephoneNunber, O her HonePhones, O herl pPhones,

Ot her Mobi | ePhones, O herPagers, O her Tel ephones, ProxyAddresses, and Urls
attributes.
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Parameters

Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Properties <Hashtable> true named true false
(ByPropertyName)

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Replace [<Hashtable>)

A Hashtable of property values to
replace the current set of values
for the specified property.

The key is the name of a defined
property in the REST interface.
For example: - Repl ace

@ AttributelDRAD spl ayN
ame="ny val ue";

Attribut e2DRAD spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list and will
replace currently set values.

For example: - Repl ace
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Repl ace
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Repl ace
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}

false named

true
(ByPropertyName)

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Add [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
add to the current set of values
for the specified multi-valued
property. The key is the name of
a defined property in the REST
interface.

For example: - Add

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list.

For example: - Add
@AttributelDRAD spl ayN
ame=val uel, val ue2}}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Add
@"Attributel-DRA-
Di spl ayNane" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Add
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Remove [<Hashtable>] false named true false
(ByPropertyName)

A Hashtable of property values to
remove from the current set of
values for the specified multi-
valued property. The key is the
name of a defined property in
the REST interface.

For example: - Renove

@ AttributelDRAD spl ayN
ame=val ue;

Attribut e2DRAD spl ayNam
e=val uel, value2; ...;
Attribut eNDRAD spl ayNam
e=val uel, val ue2}

Multiple values are specified as a
comma-separated list and will be
removed from currently set
values.

For example: - Renove
@AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Renove
@"Attributel- DRA-
Di spl ayNanme" =val ue}

If the property value contains a
guote it needs to be escaped
with a backtick ().

For example: - Renove
@ AttributelDRAD spl ayN
ame="""sanple " val ue"}
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Clear [<String>] false

An array of property names
whose values will be cleared.
Each name is the name of a
defined property in the REST
interface.

For example: - Cl ear
"Attributel-DRA-
Di spl ayNane"

Multiple values need to be
separated by a comma.

For example: - Cl ear

Attri but elDRADI spl ayNam
e;

Attri but e2DRADI spl ayNam
e

Identifier <String> true

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

named

named

named

named

named 8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

true (ByPropertyName false

true (ByPropertyName false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

100
seconds

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false

(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Set - DRACont act - det ai | ed". For technical

information, type "Get - Hel p Set - DRACont act -ful | ".

Example 8-15 1

PS C.\ >Set-DRAContact -Domain MyDomain.corp -ldentifier "Contact123"

Properti es @ Manager="CN=Geor ge, CN=Users,
DC=MYDOMAI N, DC=cor p"; Descri pti on="updat ed

description"; Enpl oyeel d="EMP123"; G t y="Houst on"}
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This example updates some of the properties for the contact Contact123 in MyDomain.corp. The
Identifier specifies the name of the contact. When the identifier format is the name, DRA resolves
the name to the full distinguished name before sending the update request.

Example 8-16 2

PS C.\ >Set-DRAContact -Domain MyDomain.corp -ldentifier
"CN=Cont act 123, OU=Account i ng, DC=MyDonai n, DC=cor p" - Properties
{Ci ty="Houst on"; Enpl oyeel d="EMP123"}

This example updates some of properties for the contact contact123 in MyDomain.corp. The
identifier contains the distinguished name for the contact. Three properties are updated: City,
Location, and Employeeld. To see the complete list of available properties, perform a Get-Member
command on the object returned from any DRAContact command.
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9 Container Commands

This section contains cmdlets you can execute for the Container and Builtin Container object type.

+ “Get-DRABuiltinContainer” on page 161
+ “Get-DRAContainer” on page 165
+ “Set-DRABuiltinContainer” on page 168
+ “Set-DRAContainer” on page 171

Get-DRABUiIltinContainer

Synopsis

Gets information about an Active Directory Builtin Container.

Syntax

Get - DRABui | tinContai ner -Donmain <String> [-Attributes <String[]>]

[ - Power sFor Operations <String[]>][-VisiblePropertiesOnly

<Swi t chParameter>] -ldentifier <String> [-DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>]
[-Force <SwitchParaneter>] [-Tineout <Int32>] [<CommonParaneters>]

Description

The Get-DRABuiltinContainer cmdlet returns the properties of the requested builtin container
managed by DRA. The requesting user must have the View All OU Properties power. You can view
the default list of properties or specify specific properties. The default properties of a Builtin
container include: Nane, Descri ption, and Di sti ngui shedNane.

See the examples for information on how to view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

PowersForOperations false named
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.

VisiblePropertiesOnly false named
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true false
(ByPropertyName)

false false

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRABuUI | ti nCont ai ner -detail ed". For
technical information, type "Get - Hel p Get - DRABui | ti nCont ai ner -full".

Example 9-1 1

PS C.\ >Get - DRABui I ti nContai ner -Domain MyDonain.corp -ldentifier "Builtin"

This example requests the properties of the builtin container in MyDomain.corp. The identifier
contains the name for the container. When the name is used, DRA resolves the name to the
distinguished name and then requests the properties for the container.

Example 9-2 2

PS C:\>Cet-DRABui I tinContai ner -Domain MyDonein.corp -ldentifier
" CN=Bui | ti n, DC=MyDonai n, DC=cor p"

This example requests the properties of the builtin container in MyDomain.corp. The identifier
contains the distinguished name for the builtin container.

Example 9-3 3

PS C:\ >Cet - DRABuUI I ti nCont ai ner -Domai n MyDomai n.corp -ldentifier "Builtin"
-Attributes "Description”,"DisplayNane",

"Di stingui shedNane", "Fri endl yPat h", " Fri endl yPar ent Pat h", " Fri endl yNane", " Qb
j ect Cat egory"

This example requests the properties of the builtin container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, a
default list of properties will be returned.
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Get-DRAContainer

Synopsis

Gets information about an Active Directory Container.

Syntax

Get - DRACont ai ner -Domain <String> [-Attributes <String[]>] [-
Power sFor Operations <String[]>][-VisiblePropertiesOnly <SwitchParamneter>]
-ldentifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParaneter> [-Force <SwitchParanmeter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAContainer cmdlet returns the properties of the requested container managed by DRA.
The requesting user must have the View All OU Properties power. You can view the default list of
properties or specify specific properties. The default properties of a container include: Nane,
Description, and Di sti ngui shedNane.

See the examples for information on how to view specific properties.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Attributes [<String[]>] false named true false

. . (ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
PowersForOperations false named true false
[<String[]>] (ByPropertyName)

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for. The

Power sFor Qper at i ons
parameter is applicable only if
you have specified the

I denti fi er parameter.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

DRARestServer [<String>]

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

false named

true named

true named

false named

false named 8755

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline
Value input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true

seconds (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false

false

false

NOTE: For more information, type "CGet - Hel p Get - DRACont ai ner -det ai | ed". For technical

information, type "Get - Hel p Get - DRACont ai ner -full".

Example 9-4 1

PS C.\ >Cet-DRACont ai ner -Domain MyDonain.corp -ldentifier
" CN=User s, DC=MyDonai n, DC=cor p"

This example requests the properties of the Users container in MyDomain.corp. The identifier

contains the distinguished name for the Container.
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Example 9-5 2

PS C.\ >Cet - DRACont ai ner -Donain MyDomai n.corp -ldentifier "Users"

This example requests the properties of the Users container in MyDomain.corp. The identifier
contains the name for the container. When the name is used, DRA resolves the name to the
distinguished name and then requests the properties for that container.

Example 9-6 3

PS C:\ >Cet - DRACont ai ner -Domai n MyDonai n.corp -ldentifier "Users"
Attributes

"Description","DisplayName", D stingui shedNanme", "Fri endl yPat h", " Fri endl yPar
ent Pat h", " Fri endl yNane", " Cbj ect Cat egory"

This example requests the properties of the Users container in MyDomain.corp. The Attributes
parameter specifies what properties to return. When the Attributes parameter is not present, a
default list of properties will be returned.

Set-DRABUuiltinContainer

Synopsis

Updates the properties of an existing Builtin Container in Active Directory.

Syntax

Set - DRABuUI | ti nCont ai ner -Domain <String> -Properties <Hashtabl e> -

I dentifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-DRABuiltinContainer cmdlet modifies the requested built-in container. The requesting user
must have the Modify All OU Properties power.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false false

false false

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRABui | ti nCont ai ner -detail ed". For
technical information, type " Get - Hel p Set - DRABui | ti nCont ai ner -ful I ".

Example 9-7 1

PS C.\ >Set-DRABui | ti nContai ner -Domain MyDomain.corp -ldentifier
"CN=Bui I ti n, DC=MyDonai n, DC=cor p" -Properties @Description="Builtin system
contai ner for MyDomain.corp"}

This example updates the description of the Built-in container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRABUuiltinContainer
command.

Set-DRAContainer

Synopsis

Updates the properties of an existing Container in Active Directory.

Syntax

Set - DRACont ai ner -Domain <String> -Properties <Hashtabl e> -ldentifier
<String> [ - DRARest Server <String>] [-DRARestPort <Int32>] |[-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Set-DRAContainer cmdlet modifies the requested Container. The requesting user must have the
Modify All OU Properties power.
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Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier <String> true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in fqdn
format. For example:
nydomai n. corp

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept

input?

wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

8755

100
seconds

true (ByPropertyName false

true (ByPropertyName false

false

false

true

false

false

false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Set - DRACont ai ner -detai |l ed". For technical
information, type " Get - Hel p Set - DRACont ai ner -ful I ".

Example 9-8 1

PS C.\ >Set-DRACont ai ner -Domain MyDonain.corp -ldentifier
"CN=User s, DC=MyDonai n, DC=cor p" -Properties @ Description="User accounts
for MyDomain. corp"}

This example updates the description of the Users container in MyDomain.corp. The identifier
contains the distinguished name for the container. To see the complete list of available properties,
perform a Get-Member command on the object returned from the Get-DRAContainer command.
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O Delegation Commands

This section contains cmdlets you can execute for delegation.

*

*

*

*

“Add-DRAAssignments” on page 175
“Get-DRAAssignments” on page 178
“Get-DRADelegatedPowers” on page 181
“New-DRAActiveView” on page 184
“New-DRAActiveViewRule” on page 187
“New-DRAAzureContactRule” on page 190
“New-DRAAzureGroupRule” on page 193
“New-DRAAzureTenantRule” on page 199
“New-DRAAzureUserRule” on page 203
“New-DRAComputerRule” on page 207
“New-DRAContactRule” on page 211
“New-DRADirectReportsRule” on page 216
“New-DRADomainRule” on page 219
“New-DRADynamicDistributionGroupRule” on page 223
“New-DRAManagedGroupsRule” on page 227
“New-DRAServiceAccountRule” on page 230
“New-DRAGroupRule” on page 234
“New-DRAOURule” on page 240
“New-DRAResourceMailboxRule” on page 245
“New-DRASelfAdministrationRule” on page 249
“New-DRASharedMailboxRule” on page 252
“New-DRAUserRule” on page 256
“Remove-DRAAssignments” on page 260
“Remove-DRAActiveView” on page 263
“Remove-DRAActiveViewRule” on page 265

Add-DRAAssignments

Synopsis

Adds delegation assignments to assistant administrators.
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Syntax

Add- DRAAssi gnnents -ldentifier <String> [-Goups <String[]>] [-Users
<String[]>] [-Assistant Adm nG oups <String[]>] [-Roles <String[]>]
[-Powers <String[]>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <l nt32>] [<ConmonPar anet er s>]

Description

The Add-DRAAssignments cmdlet assigns ActiveViews with associated roles and powers to

delegated users, groups, and Assistant Admin groups.

Parameters

Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

An array of existing Active

Directory groups to assign

specified by distinguished name.

Groups [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory groups to assign

specified by distinguished name.

Users [<String[]>] false named true false
(ByPropertyName)

An array of existing Active

Directory users to assign

specified by distinguished name.

AssistantAdminGroups false named true false

[<String[]>] (ByPropertyName)

An array of existing Assistant

Admin groups to assign specified

by name.

Roles [<String[]>] false named true false
(ByPropertyName)

An array of existing roles to

delegate specified by name.

Powers [<String[]>] false named true false
(ByPropertyName)

An array of existing powers to
delegate specified by name.
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

named

named

named

named

named

true
(ByPropertyName)

8755 true

(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Add- DRAAssi gnments - det ai | ed". For
technical information, type " Get - Hel p Add- DRAAssi gnnments -ful | ".

Example 10-1 1

PS C.\ >Add- DRAAssi gnnents -ldentifier AV1 -G oups

" CN=MyGr oup, OU=Account i ng, DC=MYDOMAI N, DC=cor p" -Users

"CN=MyUser , QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOMAI N, DC=cor p" - Powers " Add
User to Group","Mdify all Azure G oup properties"”

This example adds MyGroup and MyUser to the "AV1" ActiveView with the "Add User to Group" and
"Modify all Azure Group Properties" powers.

Get-DRAAssignments

Synopsis

Get Security Assignments for an object (User or Group).

Syntax

Get - DRAAssi gnnments -Domain <String> [-Attributes <String[]>] |-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <SwitchParaneter>]
-ldentifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRAAssignments cmdlet gets security assignments like Roles and Powers.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information.This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default, DRA will return an error
if the caller requests a property
that they do not have powers to
view. By specifying this flag DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>] false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "Get - Hel p Get - DRAAssi gnnent s - det ai | ed". For technical
information, type "Get - Hel p Get - DRAAssi gnnents -ful | ",

Example 10-2 1

PS C.\ >Cet - DRAAssi gnnents - Donai n MyDonai n. corp -ldentifier
"CN=Charl i e, OQU=Account i ng, DC=MyDomai n, DC=cor p"

This example gets the security assignments list of the user named Charlie. The identifier contains the
distinguished name for the user.

Get-DRADelegatedPowers

Synopsis

Gets the delegated powers of a user.

Syntax

Get - DRADel egat edPowers -Donmain <String> [-Attributes <String[]>] [-
Power sFor Qperations <String[]>] [-VisiblePropertiesOnly <Swi tchParaneter>]
-ldentifier <String> [-DRARest Server <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The Get-DRADelegatedPowers cmdlet gets the delegated powers of a user.
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Parameters

Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Attributes [<String[]>]

An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.

PowersForOperations
[<String[]>]

An array of DRA operation names
for which you want the server to
return read/write permission
information. This parameter is
typically used by a Ul-based
client to hide or disable elements
the calling user doesn't have
powers for.

VisiblePropertiesOnly
[<SwitchParameter>]

A flag to indicate whether DRA
should return only properties the
caller has powers to view. By
default DRA will return an error if
the caller requests a property
that they do not have powers to
view. By specifying this flag, DRA
is instructed to not return an
error and instead just not return
a value for such properties.

Identifier <String>

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String>

The domain of the object in fqdn
format. For example:
nydomai n. corp

false named

false named

false named

true named

true named

true
(ByPropertyName)

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestServer [<String>] false named

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

true
(ByPropertyName)

8755 true
(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false

Delegation Commands 183



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Get - DRADel egat edPower s - det ai | ed". For
technical information, type " Get - Hel p Get - DRADel egat edPowers -full".

Example 10-3 1

PS C.\ >Cet - DRADel egat edPower s -Domai n MyDomai n. corp -ldentifier
"CN=Charl i e, OQU=Account i ng, DC=MyDomai n, DC=cor p"

This example gets the delegated powers list of the user named Charlie. The identifier contains the
distinguished name for the user.

New-DRAActiveView

Synopsis

Creates an ActiveView specified by the Nane parameter.

Syntax
New DRAAct i veVi ew - Nane <String> [-Description <String>] [-Comment
<String>] [-Disabled <Bool ean>] [-DRARest Server <String>] [-DRARest Port

<Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |[-
Force<Swi t chParanet er>] [-Ti neout <Int32>] [<CommonParaneters>]

Description

The New-DRAActiveView cmdlet creates the requested ActiveView.
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Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Name <String> true named true false
(ByPropertyName)

The Name parameter specifies

the name for the new

ActiveView.

Description <String> false named true false
(ByPropertyName)

The Description parameter

describes the new ActiveView.

Comment [<String>] false named true false
(ByPropertyName)

The Comment parameter

specifies additional information

about the new ActiveView.

Disabled [<SwitchParameter>]  false named true false
(ByPropertyName)

The Disabled parameter indicates

whether the ActiveView is

enabled or disabled. When you

create a new ActiveView, DRA

enables the ActiveView by

default.

DRARestServer [<String>] false named true false

The name of the computer (ByPropertyName)

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAAct i veVi ew - det ai | ed". For technical
information, type " Get - Hel p New DRAActi veView -ful | .

Example 10-4 1

New DRAAct i veVi ew - Nane "AV Nane" - Comment "New User AV' -Description
"Include all users"

This example creates the ActiveView named “AV Name” with comment “New User AV” and
description “Include all users”.
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New-DRAActiveViewRule

Synopsis

Creates an ActiveView rule in the specified ActiveView.

Syntax

New DRAAct i veVi ewRul e - ActiveView <String> -Nanme <String> [-Exclude
<Swi t chParameter>] [-MatchString <String>] [-RestrictUsageOnl yAl |l ow
<Swi t chParameter>] [-RestrictUsageDoNot Al | ow <Swi t chPar anet er>] [- Comment
<String>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-
I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The New-DRAActiveViewRule cmdlet creates the requested ActiveView rule in the specified

ActiveView.

Parameters

Attribute / Description

Parameters / Values

Required Position Accept Pipeline Accept
input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>] false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

MatchString <String> false named true false
(ByPropertyName)

The ActiveView to include when
searching for objects. You can
specify the exact ActiveView
name or a wildcard value.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type " Get - Hel p New DRAAct i veVi ewRul e -detail ed". For
technical information, type " Get - Hel p New DRAAct i veViewRul e -full".

Example 10-5 1

PS C.\ >New DRAActi veVi ewRul e - Nane "DRA ActiveView Rule" -ActiveView "M

AV' -MatchString "My Users AV

This example creates the ActiveView rule name "DRA ActiveView Rule" under an existing ActiveView

"My AV" with the objects managed by "My Users AV".
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New-DRAAzureContactRule

Synopsis

Creates a rule for Azure contacts in the specified ActiveView.

Syntax

New DRAAzur eCont act Rul e - ActiveVi ew <String> -Nane <String> [-Exclude
<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-

Restri ct UsageDoNot Al | ow <Swi t chParaneter>] [-Coment <String>] |-

Obj ect<String>] [-ObjectMatchProperty <String>] |-

AzureG oupshMat ch<String>] [-Tenant <String>] |-

Tenant Mat chProperty<String>] [- DRARest Server <String>] |-

DRARest Port<Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The New-DRAAzureContactRule cmdlet creates the requested rule for Azure contacts in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotOnlyAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

Object [<String>] false named

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>] false named

The object property to use when
searching for objects. The value
can be McsNaneVal ue,
McsPat h or Depart nent .

AzureGroupsMatch [<String>] false named

The Azure group to include when
searching for objects. You can
specify the exact Azure group
name or a wildcard value.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Tenant [<String>] false named

The name of the tenant to use
when searching for objects. You
can specify the exact tenant
name or a wildcard value.

TenantMatchProperty [<String>] false named

The tenant property to use when
searching for objects. The value
can be McsFri endl yNare or
McsPat h.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false

false

Delegation Commands



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAAzur eCont act Rul e - det ai | ed". For
technical information, type " Get - Hel p New DRAAzur eContactRul e -ful [ ".

Example 10-6 1

PS C:\ >New DRAAzur eCont act Rul e - Nane "DRA Azure Contact Rule" -ActiveView
"My AV -(Object "test*" -Tenant "*"

This example creates an Azure contact rule named "DRA Azure Contact Rule" under an existing
ActiveView "My AV" with a list of Azure contacts starting with "test" from all managed Azure
tenants.

New-DRAAzureGroupRule

Synopsis

Creates a rule for Azure groups in the specified ActiveView.
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Syntax

New DRAAzur eGr oupRul e - ActiveView <String> -Name <String> [-Exclude

<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-
Restrict UsageDoNot Al | ow <Swi t chParaneter>] [-Comment <String>] |-

Obj ect<String>] [-QhjectMatchProperty <String>] [-NestedMenbership

<Swi t chParameter>] [-MenbersOnly <Swi tchParaneter>] [-G oupsMatch
<String>] [-MenberTypes <String[]>] [-GoupTypes <String>] |-
Tenant<String>] [-Tenant MatchProperty <String>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <SwitchParaneter>] [-Timeout <Int32>] [<CommonPar amneters>]

Description

The New-DRAAzureGroupRule cmdlet creates the requested rule for Azure groups in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
ActiveView <String> true named true false
C (ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotOnlyAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

Object [<String>] false named

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>] false named

The object property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.

NestedMembership false named
[<SwitchParameter>]

Specifies whether to include
nested groups when searching
for objects. By default, nested
groups are included.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

MembersOnly false named true false

[<SwitchParameter>] (ByPropertyName)

Specifies whether to include only

member objects from the

matching groups or include both

member objects and groups. By

default, both groups and

member objects are included.

AzureGroupsMatch [<String>] false named true false
(ByPropertyName)

The Azure group to include when
searching for objects. You can
specify the exact Azure group
name or a wildcard value.

MemberTypes [<String []>]

The type of member object that
is managed by the rule. This
parameter can have the
following values:

* Uor User

* GorGroup

* AU or AzureUser

* AG or AzureGroup

* All
You can specify more than one
value separated by a comma. If
you specify NONE, the rule
includes only groups. By default,

the rule includes all member
objects.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
GroupTypes [<String>] false named true false
(ByPropertyName)
The type of group that is
managed by the rule. This
parameter can have the
following values:
¢ Sor Security
¢ DL or DistributionList
* 0365 or Office365
¢ MESor
MailEnabledSecurity
* All
Tenant [<String>] false named true false
(ByPropertyName)
The name of the tenant. You can
specify the exact name or a
wildcard value.
TenantMatchProperty [<String>] false named true false
(ByPropertyName)
The tenant property to use when
searching for objects. The value
can be McsFri endl yNare.
DRARestServer [<String>] false named true false
(ByPropertyName)
The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAAzur eGr oupRul e -det ai | ed". For
technical information, type " Get - Hel p New DRAAzur eG oupRul e -full".

Example 10-7 1

PS C.\ >New DRAAzur eGroupRul e - Nane "DRA Azure Group Rule" -ActiveView"M
AV'  -(Object "*" -Tenant "Netl Q' -Tenant MatchProperty "ntspath"

This example creates an Azure group rule named "DRA Azure Group Rule" under an existing
ActiveView "My AV" with a list of Azure groups from the Azure tenant “NetlQ”.
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Example 10-8 2

PS C.\ >New DRAAzur eGroupRul e - Nane "DRA Azure Group Rule" -ActiveView"M
AV'  -(Object "cn=e760e56b-3829- d745-aa93- ¢3c0d8d12f b5/ az=f d74da8a- 3212-
4626- 8f 12- aca06dc133f 6" - Cbj ect Mat chProperty "ntspath"

This example creates an Azure group rule named "DRA Azure Group Rule" under an existing
ActiveView "My AV" with the Azure group that is specified in the identifier “cn=e760e56b-3829-
d745-aa93-c3c0d8d12fb5/az=fd74da8a-3212-4626-8f12-aca06dc133f6”".

New-DRAAzureTenantRule

Synopsis

Creates a rule for Azure tenants in the specified ActiveView.

Syntax

New DRAAzur eTenant Rul e - ActiveView <String> -Nanme <String> [-Exclude
<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-
Restrict UsageDoNot Al | ow <Swi t chPar amet er>] [-Commrent <String>]

[-Object Types <String[]>] [-ObjectsOnly <String>] [-Tenant <String>] [-
Tenant Mat chProperty <String>] [-DRARest Server <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParameter>] [-Tinmeout <Int32>] [<CommonParaneters>]

Description

The New-DRAAzureTenantRule cmdlet creates the requested rule for Azure tenants in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to
be created.
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Attribute / Description

Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Exclude [<SwitchParameter>]

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotOnlyAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>]

Specifies additional information
about the ActiveView rule.

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ObjectTypes [<String[]>] false named

The type of object that is
managed by the rule. This
parameter can have the
following values:

¢ AU or AzureUser
* AG or AzureGroup
* All

+ None

You can specify more than one
value separated by a comma. If
you specify NONE, only tenants
are included. By default, the rule
includes all types of objects.

ObjectsOnly [<String>] false named

Specifies whether to include only
the matching objects or include
both matching objects and
tenants. By default, the rule
includes both objects and
tenants.

Tenant [<String>] false named

The name of the tenant to use
when searching for objects. You
can specify the exact tenant
name or a wildcard value.

TenantMatchProperty [<String>] false named

The tenant property to use when
searching for objects. The value
can be McsFri endl yNare or
McsPat h.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false

NOTE: For more information, type " Get - Hel p New DRAAzur eTenant Rul e - det ai | ed". For
technical information, type " Get - Hel p New DRAAzur eTenant Rul e -full".
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Example 10-9 1

PS C.\ >New- Dr aAzur eTenant Rul e - Nane "DRA Azure Tenant Rule" -ActiveView"M
AV' -Tenant "Netl Q'

This example creates an Azure tenant rule named "DRA Azure Tenant Rule" under an existing
ActiveView "My AV" with a list of users and groups in the Azure tenant “NetlQ”.

New-DRAAzureUserRule

Synopsis

Creates a rule for Azure users in the specified ActiveView.

Syntax

New DRAAzur eUser Rul e - ActiveView <String> -Nanme <String> [-Exclude

<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-

Restri ct UsageDoNot Al | ow <Swi t chParaneter>] [-Coment <String>] |-

Obj ect<String>] [-ObjectMatchProperty <String>] [-AzureG oupshatch
<String>] [-Tenant <String>] [-TenantMatchProperty <String>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The New-DRAAzureUserRule cmdlet creates the requested rule for Azure users in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to
be created.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Exclude [<SwitchParameter>]

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotOnlyAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to

groups. The default value is false.

Comment [<String>]

Specifies additional information
about the ActiveView rule.

Object [<String>]

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>]

The object property to use when
searching for objects. The value
can be McsNameVal ue,

user Princi pal Nang,
McsPat h or Depart nent .

false named

false named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

AzureGroupsMatch [<String>] false named

The Azure group to include when
searching for objects. You can
specify the exact Azure group
name or a wildcard value.

Tenant [<String>] false named

The name of the tenant to use
when searching for objects. You
can specify the exact tenant
name or a wildcard value.

TenantMatchProperty [<String>] false named

The tenant property to use when
searching for objects. The value
can be McsFri endl yNane or
McsPat h.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAAzur eUser Rul e - det ai | ed". For
technical information, type " Get - Hel p New DRAAzureUserRul e -full".

Example 10-10 1

PS C.\ >New DRAAzur eUser Rul e - Nane "DRA Azure User Rule" -ActiveView"M AV’
-Object "test*" -Tenant "*"

This example creates an Azure user rule named "DRA Azure User Rule" under an existing ActiveView
"My AV" with a list of Azure users from all managed Azure tenants.

Example 10-11 2

PS C.\ >New DRAAzur eUser Rul e - Nane "DRA Azure User Rule" -ActiveView"MW AV
-Object "*" -Tenant "az=Net| @ -Tenant MatchProperty "ntsPath"

This example creates an Azure user rule named "DRA Azure User Rule" under an existing ActiveView
"My AV" with a list of Azure users from the Azure tenant matching the identifier "az=NetlQ".
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New-DRAComputerRule

Synopsis

Creates a computer rule in the specified ActiveView.

Syntax

New DRAConput er Rul e - ActiveView <String> -Name <String> [-Exclude

<Swi t chPar amet er>] [-Excl udeChil dOUs <SwitchParaneter>] [-

Restrict UsageOnl yAl | ow <Swi t chPar amet er>] [-Restrict UsageDoNot Al | ow

<Swi t chParameter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-Domai nControllerMatch <SwitchParamet er >]
[ - Domai nMenber sMat ch <Swi t chParaneter>] [-G oupsMatch <String>] [-QU
<String>] [-OUMatchProperty <String>] [-Domain <String>] |-

Domai nMat chProperty <String>] [-DRARestServer <String>] [-DRARestPort
<Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force

<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The New-DRAComputerRule cmdlet creates the requested computer rule in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ExcludeChildOUs
[<SwitchParameter>]

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to

groups. The default value is false.

Comment [<String>]

Specifies additional information
about the ActiveView rule.

Object [<String>]

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>]

The object property to use when
searching for objects. The value
can be user Pri nci pal Nane,
samAccount Nane,
McsNanmeVal ue or McsPat h.

false named

false named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DomainControllerMatch false named

[<SwitchParameter>]

Creates a rule with domain
controllers that match the
specified values. The match
criteria can be specified by using
the Object parameter.

DomainMembersMatch false named

[<SwitchParameter>]

Creates a rule with domain
members that match the
specified values. The match
criteria can be specified by using
the Object parameter.

GroupsMatch [<String>] false named

The group to include when
searching for objects. You can
specify the exact group name or
a wildcard value.

OU [<String>] false named

The OU name to use when
searching for objects. You can
specify the exact OU name or a
wildcard value.

OUMatchProperty [<String>] false named

The OU property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.

Domain [<String>] false named

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.

DomainMatchProperty false named

[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default

Value

Accept Pipeline Accept
input? wildcard
characters?

MemberServer
[<SwitchParameter>]

A switch parameter to request
that the search include member
servers when searching for
objects. The default value is false.
The search operation uses the
values specified in the Dorai n
and Donai nivat chPr operty
parameters as the search criteria.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false

false

false

false

false

named

named

named 8755

named

named

true false
(ByPropertyName)

true false
(ByPropertyName)

true false

(ByPropertyName)

false false

false false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAConput er Rul e -det ai | ed". For
technical information, type " Get - Hel p New DRAConput erRul e -ful I".

Example 10-12 1

PS C.\ >New DRAConput er Rul e - Name "DRA Conputer Rule" -ActiveView"My AV' -
Cbj ect "*" -QU "*" -Dommin "*

This example creates a computer rule named "DRA Computer Rule" in an existing ActiveView named
"My AV" with a list of objects matching any computers, the OU matching any OU, and the domain
matching any domain.

New-DRAContactRule

Synopsis

Creates a contact rule in the specified ActiveView.
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Syntax

New DRACont act Rul e - ActiveView <String> -Name <String> [-Exclude

<Swi t chParanet er>] [-ExcludeChildOUs <SwitchParaneter>] |-

Restrict UsageOnl yAl | ow <Swi t chParanmeter>] [-Restrict UsageDoNot Al | ow

<Swi t chParaneter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-Goupshatch <String>] [-QU <String>] |-
OUMat chProperty <String>] [-Domain <String>] [-Domai nMatchProperty
<String>] [-DRARestServer <String>] [-DRARestPort <Int32>] [-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] |-
Ti meout <Int32>] [<CommonPar anet er s>]

Description

The New-DRAContactRule cmdlet creates the requested contact rule in the specified ActiveView. You
must have the appropriate powers, such as those included in the Manage Security Model role to run

this cmdlet.

Parameters

Attribute / Description Parameters / Values

Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?
ActiveView <String> true named true false
o (ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

Object [<String>] false named

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>] false named

The object property to use when
searching for objects. The value
can be user Pri nci pal Nane,
samAccount Nane,
McsNaneVal ue or McsPat h.

GroupsMatch [<String>] false named

The group to include when
searching for objects. You can
specify the exact group name or
a wildcard value.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

OU [<String>] false named true false
ByPropertyName

The OU name to use when (ByProperty )

searching for objects. You can

specify the exact OU name or a

wildcard value.

OUMatchProperty [<String>] false named true false
(ByPropertyName)

The OU property to use when

searching for objects. The value

can be McsNaneVal ue or

McsPat h.

Domain [<String>] false named true false

) (ByPropertyName)

The name of the domain to use

when searching for objects. You

can specify the exact domain

name or a wildcard value.

DomainMatchProperty false named true false

[<String>] (ByPropertyName)

The object property to use when

searching for objects. The value

can be user Pri nci pal Nare,

sanmAccount Nane,

McsNaneVal ue or McsPat h.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRACont act Rul e -detai | ed". For
technical information, type " Get - Hel p New DRAContact Rul e -full".

Example 10-13 1

PS C.\ >New DRACont act Rul e -Nane "DRA Contact Rule" -ActiveView "My AV' -
d:)] eCt ngn -(lj"*" _mn,.aln nmen

This example creates a contact rule named "DRA Contact Rule" in an existing ActiveView named
"My AV" with a list of objects matching any contact, the OU matching any OU, and the domain
matching any domain.
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New-DRADirectReportsRule

Synopsis

Creates a direct reports rule in the specified ActiveView.

Syntax

New DRADI r ect Report sRul e - ActiveView <String> -Nane <String> [-Exclude
<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-

Restri ct UsageDoNot Al | ow <Swi t chParaneter>] [-Coment <String>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The New-DirectReportsRule cmdlet creates the requested rule for direct reports in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRADI r ect Report sRul e -det ai | ed". For
technical information, type " Get - Hel p New- DRADI r ect ReportsRul e -ful | .

Example 10-14 1

PS C.\ > New DRADI rect ReportsRul e - Nane "DRA Direct ReportsRule" -ActiveView
Ilw A\/II

This example creates a direct reports rule named "DRA Direct ReportsRule" in an existing
ActiveView named "My AV".
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New-DRADomainRule

Synopsis

Creates a domain rule in the specified ActiveView.

Syntax

New DRADonai nRul e - ActiveView <String> -Nane <String> [-Exclude
<Swi t chPar amet er>] [-Excl udeChil dQUs <Swi t chParaneter>] [-Conmment

<String>] [-ObjectsOnly <SwitchParameter>][-bjectTypes <String[]>] [-
Domai n <String>] [-Domai nMat chProperty <String>][-RestrictUsageOnl yA | ow
<Swi t chParamet er>] [-RestrictUsageDoNot Al | ow <Swi t chParaneter>] |[-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The New-DRADomainRule cmdlet creates the requested domain rule in the specified ActiveView.
You must have the appropriate powers, such as those included in the Manage Security Model role to

run this cmdlet.

Parameters

Attribute / Description

Parameters / Values

Required Position Accept Pipeline Accept
input? wildcard
characters?

ActiveView [<String>] true named true false
(ByPropertyName)

Name of the ActiveView that is

associated with the rule.

Name [<String>] true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

Comment [<String>] false named true false
(ByPropertyName)

Specifies additional information
about the ActiveView rule.
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ExcludeChildOUs false named
[<SwitchParameter>]

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.

ObjectsOnly [<String>] false named

Specifies whether to include only
the matching objects or manage
both matching objects and
domains. By default, the rule
includes both objects and
domains.

ObjectTypes [<String[]>] named

The type of object that is false
managed by the rule. This

parameter can have the

following values:

¢ Uor User

* GorGroup

¢ CP or Computer
¢ CT or Contact

¢ DDGor
DynamicDistributionGroup

¢ RM or RoomMailbox
¢ EM or EquipmentMailbox
* SM or SharedMailbox

¢ OU or OrganizationalUnit

You can specify more than one
value separated by a comma. If
you specify NONE, only domains
are included. By default, the rule
includes all types of objects and
domains.

Domain [<String>] false named

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

false named

false named

false named

false named

false named

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRADomai nRul e -det ai | ed". For technical
information, type " Get - Hel p New DRADomai nRul e -ful I .

Example 10-15 1

PS C.\ >New DRADorai nRul e -Nane "DRA Domain Rule" -ActiveView "My AV' -
Domain "*" -(CbjectTypes "User"," G oup”

This example creates the domain rule named "DRA Domain Rule" under an existing ActiveView "My
AV" with a list of objects in any domain that are users or groups.
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New-DRADynamicDistributionGroupRule

Synopsis

Creates a dynamic distribution group rule in the specified ActiveView.

Syntax

New DRADynam cDi stri buti onGroupRul e -ActiveView <String> -Nane <String> |-
Excl ude <SwitchParaneter>] [-ExcludeChildOUs <Sw tchParaneter>] |-
Restrict UsageOnl yAl | ow <Swi t chParameter>] |-

Restri ct UsageDoNot Al | ow<Swi t chPar amet er>] [-Comment <String>] [-Object
<String>] [-CbjectMatchProperty <String>] [-QU <String>] [-QUvatchProperty
<String>] [-Domain <String>] [-Domai nvatchProperty <String>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The New-DRADynamicDistributionGroupRule cmdlet creates the requested rule for dynamic
distribution groups in the specified ActiveView. You must have the appropriate powers, such as
those included in the Manage Security Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>] false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ExcludeChildOUs
[<SwitchParameter>]

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to

groups. The default value is false.

Comment [<String>]

Specifies additional information
about the ActiveView rule.

Object [<String>]

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>]

The object property to use when
searching for objects. The value
can be user Pri nci pal Nane,
samAccount Nane,
McsNanmeVal ue or McsPat h.

false named

false named

false named

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

OU [<String>] false named true false
(ByPropertyName)

The OU name to use when

searching for objects. You can

specify the exact OU name or a

wildcard value.

OUMatchProperty [<String>] false named true false
(ByPropertyName)

The OU property to use when

searching for objects. The value

can be McsNaneVal ue or

McsPat h.

Domain [<String>] false named true false

) (ByPropertyName)

The name of the domain to use

when searching for objects. You

can specify the exact domain

name or a wildcard value.

DomainMatchProperty false named true false

[<String>] (ByPropertyName)

The domain property to use

when searching for objects. The

value can be McsNaneVal ue or

McsPat h.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer

running the DRA REST Service.

The requested DRA operation

will execute on this server. If the

parameter is not specified, the

value defaults to 'localhost'.

DRARestPort [<Int32>] false named 8755 true false
(ByPropertyName)

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

) seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRADynami cDi stri buti onG oupRul e -
det ai | ed". For technical information, type " Get - Hel p New
DRADynami cDi stributionG oupRule -full".

Example 10-16 1

PS C.\ > New DRADynam cDi stri buti onG oupRul e - Nane "DRA Dynamic Di stribution
Goup Rule" -ActiveView "My AV -Chject "*" -QU "*" -Donmain "*"
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This example creates a dynamic distribution group rule named "DRA Dynamic Distribution Group
Rule" in an existing ActiveView named "My AV" with a list of objects matching any dynamic

distribution group, the OU matching any OU, and the domain matching any domain.

New-DRAManagedGroupsRule

Synopsis

Creates a rule for managed groups in the specified ActiveView.

Syntax

New DRAMBnagedG oupsRul e - ActiveVi ew <String> -Nane <String> [-Exclude
<Swi t chParameter>] [-RestrictUsageOnl yAl | ow <Swi t chParaneter>] |-
Restri ct UsageDoNot Al | ow <Swi t chParaneter>] [-Coment <String>] |-

G oupTypes <String>] [-GoupScopes <String[]>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The New-DRAManagedGroupsRule cmdlet creates the requested rule for managed groups in the
specified ActiveView. You must have the appropriate powers, such as those included in the Manage

Security Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline Accept
input? wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

GroupTypes [<String>] false named

The type of group that is
managed by the rule. This
parameter can have the
following values:

* Sor Security

¢ DL or DistributionList

* All

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

GroupScopes [<String[]>]

The scope of group that is
managed by the rule. This
parameter can have the
following values:

¢ U or Universal

¢ GorGlobal

¢ DL or DomainLocal
* Al

You can specify more than one
value separated by a comma.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false

false

false

false

named

named

named

named

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAMaBnagedG oupsRul e -det ai | ed". For
technical information, type " Get - Hel p New- DRAManagedG oupsRul e -ful | .

Example 10-17 1

PS C.\ >New DRAManagedG oupsRul e - Name "DRA Managed G oup Rul e" -ActiveView

"My AV' -G oupTypes "Security" -G oupScopes "U

This example creates a managed group rule named "DRA Managed Group Rule" in an existing
ActiveView named "My AV" with matching universal security groups.

New-DRAServiceAccountRule

Synopsis

Creates a group Managed Service Account (gMSA) rule in the specified ActiveView.
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Syntax

New DRASer vi ceAccount Rul e - ActiveView <String> -Nane <String> [-Exclude
<Swi t chParanet er>] [-ExcludeChildOUs <SwitchParaneter>] |-

Restrict UsageOnl yAl | ow <Swi t chParanmeter>] [-Restrict UsageDoNot Al | ow

<Swi t chParaneter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-OU <String>] [-OUMatchProperty <String>] |-
Donai n <String>] [-Domai nMat chProperty <String>] [-DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <Swi tchParaneter>] [-Ti meout <Int32>] [<CommonPararneters>]

Description

The New-DRAServiceAccountRule cmdlet creates the requested gMSA rule in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
ActiveView <String> true named true false
o (ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

Object [<String>] false named

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>] false named

The object property to use when
searching for objects. The value
can be samAccount Narne,
McsNaneVal ue or McsPat h.

OU [<String>] false named

The OU name to use when
searching for objects. You can
specify the exact OU name or a
wildcard value.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

Delegation Commands



Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

OUMatchProperty [<String>]

The OU property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.

Domain [<String>]

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false

false

false

false

false

false

named

named

named

named

named

named

8755

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRASer vi ceAccount Rul e -detail ed".
For technical information, type " Get - Hel p New DRASer vi ceAccountRul e -full".

Example 10-18 1

PS C.\ >New DRASer vi ceAccount Rul e - Name "DRA gMBA Rule" -ActiveView "My AV

-bj ect "*"

_wu*n 'D)rmln nmgn

This example creates a gMSA rule named "DRA gMSA Rule" under an existing ActiveView "My AV"
with a list of group managed service accounts from all organizational units and all domains.

New-DRAGroupRule

Synopsis

Creates a group rule in the specified ActiveView.
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Syntax

New DRAGr oupRul e - ActiveView <String> -Nane <String> [-Exclude

<Swi t chParanet er>] [-ExcludeChildOUs <SwitchParaneter>] |-

Restrict UsageOnl yAl | ow <Swi t chParanmeter>] [-Restrict UsageDoNot Al | ow

<Swi t chParaneter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-NestedMenbership <SwitchParaneter>] [-
MenbersOnly <SwitchParameter>] [-Goupshatch <String>] [-MenberTypes
<String[]>] [-GoupTypes <String>] [-GoupScopes <String[]>] [-CQU <String>]
[ -OUMat chProperty <String>] [-Domain <String>] [-Donai nMatchProperty
<String>] [-MenberServer <SwitchParaneter>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <Sw tchParaneter>] [-Force
<Swi tchParaneter>] [-Ti meout <Int32>] [<ConmonParaneters>]

Description

The New-DRAGroupRule cmdlet creates the requested group rule in the specified ActiveView. You
must have the appropriate powers, such as those included in the Manage Security Model role to run
this cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
ActiveView <String> true named true false
o (ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView
rule includes or excludes objects.
By default, objects are included
in the ActiveView rule.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

RestrictUsageOnlyAllow false named
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow false named
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

Comment [<String>] false named

Specifies additional information
about the ActiveView rule.

Object [<String>] false named

The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.

ObjectMatchProperty [<String>] false named

The object property to use when
searching for objects. The value
can be user Pri nci pal Nane,
samAccount Nane,
McsNaneVal ue or McsPat h.

NestedMembership false named
[<SwitchParameter>]

Specifies whether to include
nested groups when searching
for objects. By default, nested
groups are included.

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

MembersOnly false named
[<SwitchParameter>]

Specifies whether to include only
member objects from the
matching groups or include both
member objects and groups. By
default, both groups and
member objects are included.

GroupsMatch [<String>] false named

The groups to include when
searching for objects. You can
specify the exact group name or
a wildcard value.

MemberTypes [<String[]>]

The type of member object that
is managed by the rule. This
parameter can have the
following values:

* Uor User

* GorGroup

¢ CP or Computer

¢ CT or Contact

* All
You can specify more than one
value separated by a comma. If
you specify NONE, the rule
includes only groups. By default,

the rule includes all member
objects.

GroupTypes [<String>] false named

The type of group that is
managed by the rule. This
parameter can have the
following values:

* Sor Security

¢ DL or DistributionList

* All

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

GroupScopes [<String[]>]

The scope of group that is
managed by the rule. This
parameter can have the
following values:

* U or Universal
* GorGlobal
¢ DL or DomainLocal

* All

You can specify more than one
value separated by a comma. By
default, the rule includes all
group scopes.

OU [<String>]

The OU name to use when
searching for objects. You can
specify the exact OU name or a
wildcard value.

OUMatchProperty [<String>]

The OU property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.

ExcludeChildOUs
[<SwitchParameter>]

A switch parameter to request
that the search exclude child
organizational units. By default,
child OUs are included.

Domain [<String>]

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.

false

false

false

false

false

named

named

named

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard

characters?

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

MemberServer
[<SwitchParameter>]

A switch parameter to request
that the search include member
servers when searching for
objects. The default value is false.
The search operation uses the
values specified in the Domai n
and Donmi nMvat chPr operty

parameters as the search criteria.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false named

false named

false named

false named

false named

8755

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)

false false
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false
seconds  (ByPropertyName)

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAG oupRul e -det ai | ed". For technical

information, type " Get - Hel p New- DRAG oupRul e -ful I ™.

Example 10-19 1

PS C.\ >New DRAG oupRul e -Nane "DRA Rule" -ActiveView"M AV

-Cbject "*"

QU "*" -Domain "*" -G oupTypes "Security" -G oupScopes "U'

This example creates a group rule named "DRA Rule" in an existing ActiveView named "My AV" with
a list of members from all universal security groups in any OU, and in any domain.

New-DRAOURule

Synopsis

Creates an OU rule in the specified ActiveView.
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Syntax

New DRACURul e - ActiveView <String> -Nane <String> [-Exclude

<Swi t chParanet er>] [-ExcludeChildOUs <SwitchParaneter>] |-

Restrict UsageOnl yAl | ow <Swi t chParanmeter>] [-Restrict UsageDoNot Al | ow

<Swi t chParameter>] [-Conmment <String>] [-ObjectsOnly <SwitchParameter>] |-
Obj ect Types <String[]>] [-OQU<String>] [-OUvatchProperty <String>] [-Donain
<String>] [-Donai nMat chProperty <String>] [-DRARestServer <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The New-DRAOURule cmdlet creates the requested OU rule in the specified ActiveView. You must
have the appropriate powers, such as those included in the Manage Security Model role to run this
cmdlet.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
ActiveView [<String>] true named true false
o ) (ByPropertyName)

Name of the ActiveView that is

associated with the rule.

Name [<String>] true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request

that the search exclude child

organizational units. By default,

child OUs are included.

Comment [<String>] false named true false
(ByPropertyName)

Specifies additional information
about the ActiveView rule.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

ObjectsOnly [<String>]

Specifies whether to include only
the matching objects or include
both matching objects and OUs.
By default, the rule includes both
objects and OUs.

ObjectTypes [<String[]>]

The type of object that is
managed by the rule. This
parameter can have the
following values:

*+ UorUser

* GorGroup

¢ CP or Computer
¢ CT or Contact

¢ DDGor
DynamicDistributionGroup

¢ GMSAor
GroupManagedServiceAcco
unt

¢ RM or RoomMailbox

¢ EM or EquipmentMailbox

¢ SM or SharedMailbox

¢ OU or OrganizationalUnit

* All

* None
You can specify more than one
value separated by a comma. If
you specify NONE, only OUs are
included. By default, the rule

includes all types of objects and
OuUs.

Domain [<String>]

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.

false named

false named

false named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

OU [<String>]

The OU name to use when
searching for objects. You can
specify the exact OU name or a
wildcard value.

OUMatchProperty [<String>]

The OU property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.

RestrictUsageOnlyAllow
[<SwitchParameter>]

Enables the objects included in
the ActiveView rule to be cloned,
moved, or added to other
groups. If the value for the
Restrict UsageOnl yAl | ow
parameter is true, the cmdlet
ignores the value that is specified
for the

Restri ct UsageDoNot Al | ow
parameter. The default value is
false.

RestrictUsageDoNotAllow
[<SwitchParameter>]

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.

false

false

false

false

false

named

named

named

named

named

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

named

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

true

(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRACURul e - det ai | ed". For technical
information, type " Get - Hel p New- DRAQURul e -ful | ".

Example 10-20 1

PS C:\>New DRAOURul e - Name "DRA QU Rul e" -ActiveView "My AV' -QU "*"
Domain "*" -Cbject Types "User", "G oup"

This example creates an OU rule named "DRA OU Rule" in an existing ActiveView named "My AV"
with a list of user and group objects in any OU, and in any domain.

New-DRAResourceMailboxRule

Synopsis

Creates a rule for resource mailbox in the specified ActiveView.

Syntax

New DRAResour ceMai | BoxRul e - ActiveView <String> -Nane <String> [-Excl ude
<Swi t chPar amet er>] [-Excl udeChil dOQUs <SwitchParaneter>] [-

Restrict UsageOnl yAl | ow <Swi t chPar amet er>] [-Restrict UsageDoNot Al | ow

<Swi t chParameter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-QU <String>] [-OUvatchProperty <String>]
[ Resour ceMai | boxType <String>] [-Domain <String>] [-Domai nMat chProperty

<String>] [-DRARestServer <String>] [-DRARestPort <Int32>] |-

I gnoreCertificateErrors <SwitchParameter>] [-Force <SwitchParaneter>] [-
Ti meout <l nt32>] [ <ConmonPar anet er s>]

Description

The New-DRAResourceMailboxRule cmdlet creates a rule for resource mailboxes in the specified
ActiveView. You must have the appropriate powers, such as those included in the Manage Security
Model role to run this cmdlet.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>] false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request

that the search exclude child

organizational units. By default,

child OUs are included.

RestrictUsageOnlyAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Enables the objects included in

the ActiveView rule to be cloned,

moved, or added to other

groups. If the value for the

Restrict UsageOnl yAl | ow

parameter is true, the cmdlet

ignores the value that is specified

for the

Restri ct UsageDoNot Al | ow

parameter. The default value is

false.

RestrictUsageDoNotAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Comment [<String>] false named true false
(ByPropertyName)
Specifies additional information
about the ActiveView rule.
Object [<String>] false named true false
(ByPropertyName)
The objects to be included in the
ActiveView rule. By default, all
objects are included in the
ActiveView rule.
ObjectMatchProperty [<String>] false named true false
) (ByPropertyName)
The object property to use when
searching for objects. The value
can be user Pri nci pal Nare,
samAccount Nane,
McsNanmeVal ue or McsPat h.
OU [<String>] false named true false
ByPropertyName
The OU name to use when (ByProperty )
searching for objects. You can
specify the exact OU name or a
wildcard value.
OUMatchProperty [<String>] false named true false
(ByPropertyName)
The OU property to use when
searching for objects. The value
can be McsNaneVal ue or
McsPat h.
ResourceMailboxType [<String>] true named true false
) (ByPropertyName)
The resource mailbox type to
manage. One of:
¢ Ror Room
* Eor Equipment
* All
The default value is All.
Domain [<String>] false named true false
(ByPropertyName)

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.
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Attribute / Description

Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

false named

false named

false named 8755

false named

false named

true
(ByPropertyName)

true

(ByPropertyName)

true

(ByPropertyName)

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAResour ceMai | boxRul e -detail ed".
For technical information, type " Get - Hel p New DRAResour ceMai | boxRul e -full".

Example 10-21 1

PS C.\> New DRAResour ceMi | boxRul e -Nane "DRA Rule" -ActiveView"My AV -
Resour ceMai | boxType "All" -Cbject "*" -QU "*" -Domain "*"

This example creates a resource mailbox rule named "DRA Rule" in an existing ActiveView named
"My AV" with a list of objects matching any resource mailbox type, the OU matching any OU, and the
domain matching any domain.

New-DRASelfAdministrationRule

Synopsis

Creates a self administration rule in the specified ActiveView.

Syntax

New DRASel f Admi ni strationRul e -ActiveView <String> -Name <String> [-

Excl ude <SwitchParaneter>] [-RestrictUsageOnl yAl |l ow <Swi tchParameter>] |-
Restri ct UsageDoNot Al | ow <Swi t chParaneter>] [-Coment <String>] |-

DRARest Server <String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]
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Description

The New-DRASelfAdministration cmdlet creates the requested rule for self administration in the
specified ActiveView. You must have the appropriate powers, such as those included in the Manage

Security Model role to run this cmdlet.

Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>) false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

RestrictUsageOnlyAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Enables the objects included in

the ActiveView rule to be cloned,

moved, or added to other

groups. If the value for the

Restrict UsageOnl yAl | ow

parameter is true, the cmdlet

ignores the value that is specified

for the

Restri ct UsageDoNot Al | ow

parameter. The default value is

false.

RestrictUsageDoNotAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Restricts the objects included in

the ActiveView rule from being

cloned, moved, or added to

groups. The default value is false.

Comment [<String>] false named true false
(ByPropertyName)

Specifies additional information
about the ActiveView rule.
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

named

named

named

named

named

true
(ByPropertyName)

8755 true

(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRASel f Admi ni strati onRul e -
det ai | ed". For technical information, type " Get - Hel p New DRASel f Admi ni strati onRul e -
full™.

Example 10-22 1

PS C:\> New DRASel f Admi ni strati onRul e - Nane "DRA Self Adm nistration Rul e"
-ActiveView "My AV'

This example creates a self administration rule named "DRA Self Administration Rule" under an
existing ActiveView "My AV".

New-DRASharedMailboxRule

Synopsis

Creates a shared mailbox rule in the specified ActiveView.

Syntax

New DRAShar edMai | boxRul e - ActiveVi ew <String> -Nane <String> [-Exclude
<Swi t chPar anmet er>] [-Excl udeChil dOUs <SwitchParaneter>] [-

Restrict UsageOnl yAl | ow <Swi t chParanmet er>] [-Restrict UsageDoNot Al | ow

<Swi t chParameter>] [-Coment <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-OU <String>] [-CQUMatchProperty <String>] |-
Domai n <String>] [-Donai nMat chProperty <String>] [-DRARest Server <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] [-
Force <SwitchParameter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

The New-DRASharedMailboxRule cmdlet creates the requested rule for shared mailbox in the
specified ActiveView. You must have the appropriate powers, such as those included in the Manage
Security Model role to run this cmdlet.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>] false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request

that the search exclude child

organizational units. By default,

child OUs are included.

RestrictUsageOnlyAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Enables the objects included in

the ActiveView rule to be cloned,

moved, or added to other

groups. If the value for the

Restrict UsageOnl yAl | ow

parameter is true, the cmdlet

ignores the value that is specified

for the

Restri ct UsageDoNot Al | ow

parameter. The default value is

false.

RestrictUsageDoNotAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Comment [<String>] false named true false
(ByPropertyName)

Specifies additional information

about the ActiveView rule.

Object [<String>] false named true false
(ByPropertyName)

The objects to be included in the

ActiveView rule. By default, all

objects are included in the

ActiveView rule.

ObjectMatchProperty [<String>] false named true false
(ByPropertyName)

The object property to use when

searching for objects. The value

can be user Pri nci pal Nare,

samAccount Nane,

McsNanmeVal ue or McsPat h.

OU [<String>] false named true false

The OU name to use when (ByPropertyName)

searching for objects. You can

specify the exact OU name or a

wildcard value.

OUMatchProperty [<String>] false named true false
(ByPropertyName)

The OU property to use when

searching for objects. The value

can be McsNaneVal ue or

McsPat h.

Domain [<String>] false named true false
(ByPropertyName)

The name of the domain to use

when searching for objects. You

can specify the exact domain

name or a wildcard value.

DomainMatchProperty false named true false

[<String>] (ByPropertyName)

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.
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Attribute / Description

Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard

characters?

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

Force [<SwitchParameter>]

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>]

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

false

false

false

false

false

named

named

named

named

named

true
(ByPropertyName)

8755 true

(ByPropertyName)

false

false

100 true
seconds  (ByPropertyName)

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAShar edMai | boxRul e - det ai | ed". For
technical information, type " Get - Hel p New DRAShar edMai | boxRul e -ful | .

Example 10-23 1

PS C.\ >New DRAShar edMai | boxRul e - Name "DRA Rule" -ActiveView "My AV' -
Cbject "*" -QU "*" -Donmmin "*"

This example creates a shared mailbox rule named "DRA Rule" under an existing ActiveView "My
AV" with a list of shared mailboxes from all organizational units and all domains.

New-DRAUserRule

Synopsis

Creates a user rule in the specified ActiveView.

Syntax

New DRAUser Rul e - ActiveView <String> -Nane <String> [-Exclude

<Swi t chPar amet er>] [-Excl udeChil dOQUs <SwitchParaneter>] [-

Restrict UsageOnl yAl | ow <Swi t chPar amet er>] [-Restrict UsageDoNot Al | ow

<Swi t chParameter>] [-Comrent <String>] [-Object <String>] [-

Obj ect Mat chProperty <String>] [-GoupshWatch <String>] [-QU <String>] |-
OUwat chProperty <String>] [-Domain <String>] [-Domai nMat chProperty
<String>] [-MenberServer <SwitchParaneter>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParanmeter>] [-Tinmeout <Int32>] [<ConmmonParamneters>]

Description

The New-DRAUserRule cmdlet creates the requested user rule in the specified ActiveView. You must
have the appropriate powers, such as those included in the Manage Security Model role to run this
cmdlet.
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Parameters

Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

ActiveView <String> true named true false
(ByPropertyName)

Name of the ActiveView to add

the rule to.

Name <String> true named true false
(ByPropertyName)

Name of the ActiveView rule to

be created.

Exclude [<SwitchParameter>] false named true false
(ByPropertyName)

Specifies whether the ActiveView

rule includes or excludes objects.

By default, objects are included

in the ActiveView rule.

ExcludeChildOUs false named true false

[<SwitchParameter>] (ByPropertyName)

A switch parameter to request

that the search exclude child

organizational units. By default,

child OUs are included.

RestrictUsageOnlyAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Enables the objects included in

the ActiveView rule to be cloned,

moved, or added to other

groups. If the value for the

Restrict UsageOnl yAl | ow

parameter is true, the cmdlet

ignores the value that is specified

for the

Restri ct UsageDoNot Al | ow

parameter. The default value is

false.

RestrictUsageDoNotAllow false named true false

[<SwitchParameter>] (ByPropertyName)

Restricts the objects included in
the ActiveView rule from being
cloned, moved, or added to
groups. The default value is false.
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Attribute / Description

Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Comment [<String>] false named true false
(ByPropertyName)

Specifies additional information

about the ActiveView rule.

Object [<String>] false named true false
(ByPropertyName)

The objects to be included in the

ActiveView rule. By default, all

objects are included in the

ActiveView rule.

ObjectMatchProperty [<String>] false named true false
(ByPropertyName)

The object property to use when

searching for objects. The value

can be user Pri nci pal Nare,

samAccount Nane,

McsNanmeVal ue or McsPat h.

GroupsMatch [<String>] false named true false

The group to include when (ByPropertyName)

searching for objects. You can

specify the exact group name or

a wildcard value.

OU [<String>] false named true false

The OU name to use when (ByPropertyName)

searching for objects. You can

specify the exact OU name or a

wildcard value.

OUMatchProperty [<String>] false named true false
(ByPropertyName)

The OU property to use when

searching for objects. The value

can be McsNaneVal ue or

McsPat h.

Domain [<String>] false named true false
(ByPropertyName)

The name of the domain to use
when searching for objects. You
can specify the exact domain
name or a wildcard value.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline Accept
input? wildcard
characters?

DomainMatchProperty
[<String>]

The domain property to use
when searching for objects. The
value can be McsNaneVal ue or
McsPat h.

MemberServer
[<SwitchParameter>]

A switch parameter to request
that the search include member
servers when searching for
objects. The default value is false.
The search operation uses the
values specified in the Domai n
and Donmi nMvat chPr operty
parameters as the search criteria.

DRARestServer [<String>]

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>]

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is

bound to a self-signed certificate.

false named

false named

false named

false named

false named

8755

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

true false
(ByPropertyName)

false false

Delegation Commands

259



Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Force [<SwitchParameter>] false named false false
Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p New DRAUser Rul e - det ai | ed". For technical
information, type " Get - Hel p New DRAUserRul e -full".

Example 10-24 1

PS C.\> New DRAUserRul e - Nanme "DRA Rul e" -ActiveView "My AV -Object "*"
w "gn -D)ITB.II’] nn

This example creates a user rule named "DRA Rule" under an existing ActiveView "My AV" with a list
of users from all organizational units and all domains.

Remove-DRAAssighments

Synopsis

Removes a delegation assignment from assistant administrators.
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Syntax

Renpove- DRAAssi gnnents -ldentifier <String> [-AssistantAdmin <String>] |-
Rol es <String[]>] [-Powers <String[]>] [-DRARestServer <String>] |-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParameter>] [-Force
<Swi t chParameter>] [-Tineout <Int32>] [<ConmmonParaneters>]

Description

The Remove-DRAAssignments cmdlet removes an ActiveView assignment and any associated roles
or powers from an assistant administrator or Assistant Admin group.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier <String> true named true false
o o (ByPropertyName)

An existing ActiveView scope

specified by name.

AssistantAdmin [<String>] false named true false
(ByPropertyName)

A delegated assistant

administrator or group, specified

by a user or group distinguished

name, or an Assistant Admin

group name.

Roles [<String>] false named true false
(ByPropertyName)

One or more delegated roles,

specified by name.

Powers [<String>] false named true false
(ByPropertyName)

One or more delegated powers,

specified by name.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position

Default Accept Pipeline
Value input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false named

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

8755 true
(ByPropertyName)

false

false

100 true
seconds (ByPropertyName)

false

false

false

false

NOTE: For more information, type " Get - Hel p Renove- DRAAssi gnnents -detail ed". For
technical information, type " Get - Hel p Renpve- DRAAssi gnments -ful | ".
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Example 10-25 1

PS C.\ >Renpve- DRAAssi gnnents -ldentifier AV1 -Assistant Adnin
"CN=MyUser , QU=User s, OU=ABC, OU=ABC- Par ent , DC=MYDOMAI N, DC=cor p" - Rol es
"Audit Users and G oups"

This example removes MyUser from the "AV1" ActiveView and from the "Audit Users and Groups"
role.

Remove-DRAActiveView

Synopsis

Removes the ActiveView specified by the | dent i fi er parameter.

Syntax

Renove- DRAActi veView -ldentifier <String> [-DRARest Server <String>] [-
DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParanmeter>] [-Force
<Swi t chParameter>] [-Tinmeout <Int32>] [<ConmmonParaneters>]

Description

The Remove-DRAActiveView cmdlet deletes the requested ActiveView.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false

. s (ByPropertyName)
An existing ActiveView scope
specified by name.
DRARestServer [<String>] false named true false

(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description

Parameters / Values

Required Position

Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

DRARestPort [<Int32>] false

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

named 8755

named

named

named 100
seconds

true
(ByPropertyName)

false

false

true
(ByPropertyName)

false

false

false

false

NOTE: For more information, type " Get - Hel p Renove- DRAAct i veVi ew - det ai | ed". For
technical information, type " Get - Hel p Renpve- DRAActiveView -full".
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Example 10-26 1

PS C.\ >Renpve- DRAActiveView -ldentifier "MAV'

This example deletes the ActiveView named “MyAV”.

Remove-DRAActiveViewRule

Synopsis

Removes a rule from an ActiveView.

Syntax

Renove- DRAActi veViewRul e -ldentifier <String> -Rules <String[]> [-
DRARest Server <String>] [-DRARestPort <Int32>] [-IgnhoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Remove-DRAActiveViewRule cmdlet deletes the requested rule from the specified ActiveView.

Parameters
Attribute / Description Parameters / Values
Required Position  Default Accept Pipeline Accept
Value input? wildcard
characters?

Identifier <String> true named true false
(ByPropertyName)

An existing ActiveView scope

specified by name.

Rules <String[]> true named true false
(ByPropertyName)

Name of the rule to be removed

from the ActiveView. You can

specify more than one rule

separated by a comma.

DRARestServer [<String>] false named true false
(ByPropertyName)

The name of the computer
running the DRA REST Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestPort [<Int32>] false named 8755 true false

ByPropertyName
The port number of the DRA (ByProperty )

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the parameter is not
specified, the value defaults to
8755.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type " Get - Hel p Renpve- DRAAct i veVi ewRul e - det ai | ed". For
technical information, type " Get - Hel p Renpve- DRAAct i veViewRul e -ful | .
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Example 10-27 1

PS C.\ >Renpve- DRAActi veViewRul e -ldentifier "MAV' -Rules "User Rule"

This example deletes the rule named “User Rule” from the ActiveView named “MyAV”.
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1 Device Commands

This section contains Help information for cmdlets you can execute for the objects that are shared.

+ “Disable-DRADevice” on page 269
+ “Enable-DRADevice” on page 271
+ “Get-DRADevice” on page 274
+ “Set-DRADevice” on page 278

Disable-DRADevice

Synopsis

Disable a device object.

Syntax

Di sabl e- DRADevi ce -Domain <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Disable-DRADevice cmdlet disables the requested device. The requesting user must have the
Stop Device power.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Identifier [<String>] true named true false
(ByPropertyName)

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

Domain <String> true named false false

The domain of the object in
FQDN format. For example:
nydomai n. corp

DRARestServer [<String>] false named true false

(ByPropertyName)
The name of the computer

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port number of the DRA

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Timeout [<Int32>] false named 100 true false

seconds (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Di sabl e- DRADevi ce - det ai | ed". For technical

information, type "Get - Hel p Di sabl e- DRADevi ce -ful | ".

Example 11-1 1

PS C.\>Di sabl e- DRADevi ce - Domain MyDonai n.corp -ldentifier
" CN=MyDevi ce, CN=COVPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example disables the device named MyDevice. The identifier contains the
distinguished name for the device.

Enable-DRADevice

Synopsis

Enables a device object.

Syntax

Enabl e- DRADevi ce -Donain <String> -ldentifier <String> [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]
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Description

The Enable-DRADevice cmdlet enables the requested device. The requesting user must have the

Start Device power.

Parameters

Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Identifier [<String>] true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

true
(ByPropertyName)

false

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Enabl e- DRADevi ce -det ai | ed". For technical

information, type "Get - Hel p Enabl e- DRADevi ce -full".

Example 11-2 1

PS C.\ >Enabl e- DRADevi ce - Domai n MyDonai n.corp -ldentifier
" CN=MyDevi ce, CN=COMPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example enables the device named MyDevice. The identifier contains the

distinguished name for the device.
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Get-DRADevice

Synopsis

Lists the properties of a computer’s device object(s).

Syntax

Get - DRADevi ce -Donain <String> -ldentity <String> [-Nanme <String>] |[-
Contai nerDN <String>] [-EnforceServerLimt <Sw tchParaneter>] |-

I ncl udeChi | dCont ai ners <Swi t chPar aneter>] [-CbjectsPerResponse <Int32>] [-
ResumeString <String>] [-Attributes <String[]>] [-DRARestServer <String>]
[-DRARest Port <Int32>] [-lgnoreCertificateErrors <SwitchParaneter>] |-
Force <SwitchParanmeter>] [-Tineout <Int32>] [<ComonParaneters>]

Description

Specify the target computer using the distinguishedName. The Get-DRADevice cmdlet returns a list
of the device objects. When -Name is specified, returns a list of the device object's properties.

Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain [<String>] true named false false
The domain of the object in
FQDN format. For example:
nydomai n. corp
Identity [<String>] true named true false
o (ByPropertyName)
The distinguished name of an
existing computer object. For
example:
CN=COVPUTER123, CN=Conpu
ters, DC=DRDOML23, DC=com
Name [<String>] false named true false
(ByPropertyName)

The Name parameter specifies
the name of a computer
resource. For example,
"MyShare" for a file share,
"MCSAdminSvc" for a service or,
"Application" for an event log.
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

Container <String> false named

The full path to the container to
search in distinguished name
format. For example: -

Cont ai ner DN

" OQU=Account i ng, DC=MyDom
ai n, DC=cor p"

EnforceServerLimit false named
[<SwitchParameter>]

A switch parameter to indicate
that the search results should be
limited by the search result limit
on the DRA Server. The typical
server limit is 1000 items. The
default is true.

IncludeChildContainers false named
[<SwitchParameter>]

A switch parameter to request
that the search include child
containers. The default is false:
only the container named in the
ContainerDN parameter is
searched.

ObjectsPerResponse false named
[<Nullable1>]

The number of objects to return
in a response. The default is 250.

false

false

false

false

false

false

false

false
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Attribute / Description Parameters / Values

Required Position Default
Value

Accept Pipeline
input?

Accept
wildcard
characters?

ResumeString [<String>] false named

When multiple responses are
needed to return all of the search
results to the client, this
parameter indicates the last item
returned from the server. The
value of this parameter would be
set using the ResumeString
property from the previous set of
results. The ResumeString may
look like this:

"CN=MYUser 160, CN=User s,
DC=MyDomai n, DC=cor p"

The EnforceServerLinit,
Obj ect sPer Response, and
ResuneSt ri ng parameters are
applicable only when the

| denti fi er parameter is not
specified.

Attributes [<String[]>] false named

An array of attributes to retrieve
specific values. If this parameter
is missing, a default list of
properties is returned.

DRARestServer [<String>] false named

The name of the computer
running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755

The port number of the DRA
REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

false

true
(ByPropertyName)

true
(ByPropertyName)

true
(ByPropertyName)

false

false

false

false
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

IgnoreCertificateErrors false named

[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

named 100
seconds

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

false false

false false

true false
(ByPropertyName)

NOTE: For more information, type "CGet - Hel p Get - DRADevi ce -det ai | ed". For technical

information, type "Get - Hel p Get - DRADevi ce -full".

Example 11-3 1

PS C.\ >Cet - DRADevi ce -Domain MyDomain.corp -ldentity
" CN=COVPUTER123, CN=Conput er s, DC=MyDonai n, DC=cor p"

This command example returns a list of device objects that belong to the computer named

COMPUTER123 in MyDomain.corp.
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Example 11-4 2

PS C.\ >Cet - DRADevi ce -Domain MyDomain.corp -ldentity
" CN=COVPUTER123, CN=Conput er s, DC=MyDomai n, DC=cor p" - Nanme " M/Devi ce"

This command example returns a list of MyDevice properties on the computer COMPUTER123 in
MyDomain.corp.

Set-DRADevice

Synopsis

Updates the properties of the computer device specified by the Identifier parameter.

Syntax

Set - DRADevi ce - Domai n <String> -Properties <Hashtable> -Identifier <String>
[ - DRARest Server <String>] [-DRARestPort <Int32>] [-lgnoreCertificateErrors
<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <CommonPar anet er s>]

Description

The Set-DRADevice cmdlet modifies the requested device object of a computer. The requesting
device must have Modify Device powers for each of the properties sent in the request.
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Parameters

Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline
input?

Accept
wildcard
characters?

Properties <Hashtable> true named

A hashtable of property values.
The key is the name of a defined
attribute in the REST interface.
For example: - Properti es
@Attribut elDRAD spl ayN
ame="ny val ue";

Attri but e2DRADI spl ayNam
e=val ue}

Multiple values are specified as a
comma-separated list.

For example: - Properties
@ AttributelDRAD spl ayN
ame=val uel, val ue2}

If the property name contains
non-alphanumeric characters it
needs to be quoted.

For example: - Properti es
@"Attributel- DRA-
Di spl ayNane" =val ue}

If the property value contains a
quote it needs to be escaped
with a backtick ().

For example: - Properti es
@AttributelDRAD spl ayN
ame="""sanple " val ue"}

Identifier [<String>] true named

The name or distinguished name
of an existing Active Directory
object. When the name is
specified, an additional call to
the DRA Server is needed to
obtain the distinguished name
for the object.

Domain <String> true named

The domain of the object in
FQDN format. For example:
nydomai n. corp

true false

(ByPropertyName)

true false

(ByPropertyName)

true false

(ByPropertyName)
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

DRARestServer [<String>] false named true false

ByPropertyName
The name of the computer (ByProperty )

running the DRA REST Service.
The requested DRA operation
will be sent to the REST Service
running on the specified
computer. If this parameter is not
specified, then the cmdlet will
attempt to discover a DRA REST
Service to use.

DRARestPort [<Int32>] false named 8755 true false

(ByPropertyName)
The port number of the DRA yrPToPErty

REST Service. This parameter is
only used when the
DRARestServer parameter is also
specified. If the DRARestServer
parameter is specified but the
DRARestPort is not, 8755 will be
used as the default REST port.

IgnoreCertificateErrors false named false false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false named false false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false named 100 true false

seconds  (ByPropertyName)
The number of seconds to wait

before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Set - DRADevi ce -det ai | ed". For technical
information, type "Get - Hel p Set - DRADevi ce -full".

Example 11-5 1

PS C.\ >Set-DRADevi ce -Domain MyDomain.corp -ldentifier
" CN=MyDevi ce, CN=Conput er 123, CN=Conput er s, DC=MyDonai n, DC=cor p" - Properties
@ St art Type=2}

In this example, the Set-DRADevice cmdlet updates the StartType property on the device
“MyDevice” in MyDomain.corp. The identifier contains the distinguished name for the device.

The StartType property requires a value between 0 and 4:

0 BOOT

1 SYSTEM

2 AUTOWATI C
3 MANUAL

4 DI SABLED

To see the complete list of available properties, perform a Get-DRADevice command on the object
returned from any DRADevice command.
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2 Domain Commands

This section contains cmdlets you can execute for domains, servers, and domain objects.

+ “Get-DRADomain” on page 283
+ “Set-DRADomain” on page 285

Get-DRADomain

Synopsis

Gets properties for a single domain or all managed domains.

Syntax

Get - DRADonai n [-Domain <String>] [-Attributes <String[]>] [-DRARest Server
<String>] [-DRARestPort <Int32>] [-IgnoreCertificateErrors

<Swi t chParameter>] [-Force <SwitchParaneter>] [-Ti meout <Int32>]

[ <ComonPar anet er s>]

Description

The Get-DRADomain cmdlet returns the properties of domains. You can specify a specific domain. If
you do not specify a domain, the server will return the first 250 domains managed by DRA. To filter
the domain list, use the Find-DRAObjects command. The server will only return domains for which
the requesting user has the View All Domain Properties power. You can view the default list of
properties or request specific properties. See the examples for information on how to view specific

properties.
Parameters
Attribute / Description Parameters / Values
Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Domain [<String>] true named true false
(ByPropertyName)

The domain of the object in fqdn
format. For example:
nydomai n. corp
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Attribute / Description Parameters / Values

Required Position Default Accept Pipeline Accept
Value input? wildcard
characters?
Attributes [<String[]>] false named true false
(ByPropertyName)
An array of attributes to retrieve
values for. If this parameter is
missing, a default list of
properties is returned.
DRARestServer [<String>] false named true (ByPropertyName false

The name of the computer
running the DRA Rest Service.
The requested DRA operation
will execute on this server. If the
parameter is not specified, the
value defaults to 'localhost'.

DRARestPort [<Int32>] false

The port where the DRA REST
Service listens for requests. If the
parameter is not specified, the
value defaults to 8755.

IgnoreCertificateErrors false
[<SwitchParameter>]

Allows the request to bypass any
SSL certificate errors, such as the
InvalidOperation error that
occurs when the REST Service is
bound to a self-signed certificate.

Force [<SwitchParameter>] false

Suppresses any request for user
input and supplies a 'yes'
response. For example: -Force
with a delete request will
perform the delete without
presenting the confirmation
request to the user.

Timeout [<Int32>] false

The number of seconds to wait
before the request to the DRA
REST server times out. To specify
an infinite timeout, you can set
this parameter to -1.

named 8755

named

named

named 100
seconds

true (ByPropertyName false

false false
false false
true false
(ByPropertyName)
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Attribute / Description Parameters / Values

Default
Value

Required Position

Accept Pipeline Accept
input? wildcard
characters?

<CommonParameters>

Verbose, Debug, ErrorAction,
ErrorVariable, WarningAction,
WarningVariable, OutBuffer,
PipelineVariable, and
OutVariable. For more
information, see About
CommonParameters (http://
go.microsoft.com/fwlink/
?LinkID=113216).

NOTE: For more information, type "CGet - Hel p Get - DRADomai n - det ai | ed". For technical

information, type "Get - Hel p Get - DRADomai n -ful | ".

Example 12-1 1

PS C.\ >Cet-DRADomai n -Attributes "dnsFl at Name", " di st i ngui shedNan