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1. Introduction

NetlQ Secure Configuration Manager (SCM) helps you to proactively enforce security configuration
policy across critical systems in evolving IT environments. It helps in reducing the risk of security
breaches, failed audits, or costly downtime. Security Information and Event Management (SIEM) is an
approach that provides a holistic view of an organization’s Information Technology (IT) security.
However, you cannot determine compliance to configuration policy through a SIEM system at present.
Determining compliance to configuration policy through SIEM solution will help in recording
configuration compliance in line with system activity. It will inform the enterprise administrator about
the compliance to configuration in times of anomalous activity.

This white paper describes how NetlQ Secure Configuration Manager (SCM) sends configuration
compliance information as an event to SIEM solutions, such as Splunk and ArcSight. In this process, SCM
compliance information will be available in Splunk and ArcSight Dashboard for Enterprise administrator
reference. Enterprise administrator can generate various reports on configuration compliance, and can
also trigger alerts and actions such as sending emails for anomalous activity.

SCM sends compliance data to the SIEM solution in common event format (CEF), through TCP or UDP
connection. You can configure to send compliance data in TCP or UDP connection, based on the
configuration of the SIEM solution. The following graphic depicts the overview.

m i a TCPAP or UDP a/
—_— - -—i
SCM Console a/ a

Care Services SIEM Server
(Sentinel, ArcSight,
or Splunk)

Unix Agent Windows Agent |-Series Agent

|

Metwork Windows S0 Server Active Directory
Device Endpoint Endpoint Endpoint Endpoint
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As shown in the above graphic, SCM Core Services component connects to the data receiver component
of the SIEM solution, and sends the compliance data in CEF.

2. Configuring SCM for the Integration

Perform the following configuration in SCM to enable it to send compliance data to SIEM solutions:

1. Open Core Services Configuration Utility in your SCM system and go to the Forward Assessment
Report tab.
2. Set the Forward events of Assessment Result field to Enabled (Saved).

2 Core Services Configuration Utility

File Help
Logging | Database | Network | Discovery | Heartbeat | Locinadlerts | Taskalerts | Out of Compliance Alerts |  web Services
License Keys | Exception Approvals | SCAP Forward Assessment Report Advanced |  HostsAllowed |  Hosts Denied
Forward nts of A t Result |Enab|ed (Saved) LI
Destination Server: | ;I

(NOTE: Please enter the destination server address to which assessment result

events will be sent along with the credentials for the server.)

Destination Server Credentials:

User Name: I L]

Password: |

(NOTE: You must restart the Core Service if you change the above settings.)

Forward Assessment Events:

(NOTE: If By Asset or By Policy is selected there will be a single event for
each Asset or each Policy respectively.If By Asset & Policy is selected
there will be a single event for the policy and one for each asset.)

Assessment Conditions to Forward:

Enable events for compliart results: ITrue (Saved) ZI
Enable events for out of compliance resutts with: ILow Risk &nd Above (Saved) Ll
Enable events where results are incomplete: ITrue (Saved) ;J

(NOTE: Incomplete results may occur when asset is temporarily offline,

from network connectivity issues and etc.)

Tenant Name: | Babula L]

(NOTE: You must restart Core Services if you change an item in bold text.)
oK Apply cose | undo | Defaut |

3. Set the assessment/Thirdparty/SIEM/Applntegration/Enabled field to true.
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& Core Services Configuration Utility

File Help
Logging | Database | MNetwork | Heartbeat | Login Alerts | Task flerts | Out of Compliance alerts | web Services
License Keys | Exception Approvals Forward Assessment Report Advanced | Hosts Allowed | Hasts Denied
Hoste.Directory: | ete =]
alertirefreshintervalimax: I 10000 j
alertrefresh/interval/min: I 2000 LI
assessment/Checkinclude: | False 3
assessmentEventDispatcher: | EventWithReport L’
assessment/SeverityinCompliance: |1 =]
assessment/Severityincomplete: I 2 j
assessment/Severity/OutOfCompliance HighRisk: I S LI
assessment/Severity/OutOfCompliance LowRisk: | 3 ZI
assessment/Severity/OutOfCompliance MediumBRisk: | 4 LI

assessment/Thirdparty/SIEM/Appintegration/Enabled: I krue - | I

assessment/ThreadPoolSize: B |
autosync/autodownload/patchdbioncheckforupdates: I true ﬂ
autosyncicheck/dipack: [T =
autosyncicheckidtitoc: |1 =
autosyncicheckidownload/patchdb: [ true =1
autosyncichecklogin: | False ;]
autosynciclient/address: I 127.0.0.1 ﬂ
autosynciclientiport: | 1626 =
autosynciclient/provider: I vssla LI
autosyncload/windows/update/enabled: |Fa\se ;I

autosyncload/windows/update filename: I Windows_agent_6.0.nap
Kl |

(NOTE: You must restart Core Services if you change an item in bold text.)
oK | Apply I Close | Undo | Default I

L
L

Note: To access the Advanced tab in the Core Services Configuration Utility, perform the following steps:
1. Close the Core Services Configuration Utility if it is open.
2. Runtheconfig.bat programinthe <Installation Directory>\Core
Services\bin folder.
3. Reopen the Core Services Configuration Utility, and you will see the Advanced tab.

4. Configure the SIEM solution server IP address, port, and protocol for sending data:
a. Openthe \NetIQ\Secure Configuration Manager\Core
Services\etc\thirdpartysiem.csv file.
b. Update this file with new entries, specifying the server configuration for each SIEM solution
that you want to send compliance data. For example:

10.204.100.110:524, TCP
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Where 10.204.100.110 is the IP address of the SIEM solution, 524 is the port number, and
TCP is the protocol to be used to send compliance data.

C:'Program Files (x86)'NetIQ'\Secure Configuration Manager' Core Services'etc'thirdpartysiem.csv - Notepad++ [Ad...

File Edit Search Wiew Encoding Language Settings Macro Run  FPlugins Window 7?7
| o HE s BBk e/ah| s+ s BESI[FOERHEERE  »
|| thirdpartysiem. csv El

HFP leg Speci appropriate server IP address, Port No. and Communication Protocol

>

3 10.204.101.58:515, TCP

| | i

pllenath : 170 lines : 3 Ln:3 cCol:22 Sel:0]0 Dosiwindows UTF-8 wjo BOM NS

For more information about configuring advanced options, see the Secure Configuration Manager User
Guide.
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3. Sending Events to SIEM Solutions

After you have configured SCM to send compliance events to SIEM solutions as specified in
IntroductionConfiguring SCM for the Integration, you can send the compliance data to SIEM servers as
events. You can choose to send events to SIEM servers while running policy templates in the following

two ways.

Selecting Policy Templates to Send Events:

In the SCM Console, click Go > Assessment Configuration. In the Assessment Configuration Settings
window, select the policy templates for which events need to be sent to the SIEM server.

& Policy Templates - NetIQ Secure Configuration Manager

: File View | Go lTooIs Help

IT Assets
Baselines
—J _‘: : Console Permissions
%] Exception Management
" Security Knowledge
568 ?ﬁ: Job Queues
) Task Alerts
&) Cust Audit History

Discovered Systems

Bss

| Assessment Configuration

Help Pane

Asset Overview Pane

TTE

——

'E IT Assets
o)

¥} Security Knowledge

C‘:ﬁ Discovered Systems

AN
u’ Job Queues

1 Alerts
(o’

N ERE

Core Services: localhost, Database Server: BLRDVSCM15:

Name
j NetIQ Password Strength

" g Assessment Configuration Settings !E m

Select policies for for ding treport to event destinabion server.

Description

Policy Template Name
AD Computer Analysis
AD Domain Analysis
AD Group Analysis

AD Organizational Unit Analysis

-

Find

-

Clear

Find Clear

- Selecl

! {AD Password Analysis|

AD Summary Reports

AD User Account Analysis

CIS Benchmark for Microsoft 115 7.0 v1.1.0

CIS Benchmark for Microsoft SQL Server 2005

CIS Benchmark for Oracle Database Server 11 - 11gR2

£IC D.amabossuls fun Colauia 10

Unselect Al Select All

Submit

Cancel

M[=] B3

cy Templates

Includes checks that analyze the strength of account passy

:

ted

|aued dizH|

Selecting to Send Events While Executing the Policy Template:

When you run a policy template, select the Forward Assessment Report to Destination Server option in

the Run Policy Template Wizard window.
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= Run Policy Template Wizard b

Run Options

Specify whether to run the report from the database or the agent, and whether to use email alerts.

“dNetiQ.

Targets

Run Options
Report Options
Schedue

Delta Reporting
Distribution
Summary

[~ Run report from database

Date Range

Start Date 12/ 972014 12:31 & EndDate

12/ 972014123

" NoEndDate

[ Enable e-mail compliance alerts

¥ Forward Assessment Report to Destination Server

Cancel

< Back I Nexst > I Finish
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4. Integrating SCM and Splunk Server

Integration of SCM and Splunk server enables SCM Server to send configuration compliance information
as events to Splunk SIEM solution.

Configuring Splunk

Configure the Splunk Enterprise Server to listen on a network port for incoming data:

1. Configure a TCP/UDP data input listener with syslog source type, as shown in the following figure.

Add Data —®@ Rl > |

P or UOP port 19 Capture data sent aver the network (such as sysiog)

When the data input is configured, it will be added in the TCP Data inputs table, as shown in the
following figure.
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3 settings | Splunk x

€ 10,204,100, 110:8000/en-US/manager searchdat afinputs /tepjrau

Administrato \ Jes Sett Activity Help

TCP

Data inputs » TCP

Showing 1-2 of 2 items Results perpage 25 j
TCP port 5 Host Restriction = Source type ¥ Status = Actions
164.00.174.185 Enabled | Disable Clone | Delete
syslog Enabled | Disable Clone | Delete
About  Support File aBug  Documentation Privacy Policy @ 20052015 Splunk Inc. All rights reserved.
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Viewing Raw SCM Events in Splunk Server

After you configure Splunk to receive events from SCM, whenever policy templates are executed in SCM
against selected endpoints, you can view the events in Splunk server search panel.

Secure Configuration Manager v Wenov | L 8

List of SCM Events

Viewing the Splunk Dashboard

You can generate reports in Splunk Dashboard using the SCM events data.
For example, you can use the following search string to create a report of top assets by Risk:

<searchString>source="164.99.174.185" | top 5

cs3,csl,cs2,dst,dhost, sourceServiceName, suser showcount=false
showperc=false | table dhost,dst,sourceServiceName, suser,csl,cs2,cs3|
sort -cs3 | rename c¢s3 as "Managed Risk" | rename cs2 as "Excepted
Risk" | rename suser as "User" | rename dhost as "Asset Name" | rename
dst as "Asset IP" | rename sourceServiceName as "Platform" | rename
csl as "Total Risk"</searchString>
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Similarly, you can create a number of reports in various panels of Splunk Dashboard, using the attributes

of event sent by SCM.

Top SRt
Jetne ks b
DI WS
RO LT i
BLROVSDAMEE MR ()
RO WS 3
AT o e
Plafom Disirbbon

i

irn

o

i

Taitd S ]

Generating Alerts on SCM Events

You can generate alerts for SCM events on Splunk Server. Splunk Server has a provision to trigger alerts
on a specific saved search condition. There are options for performing actions such as sending emails
and running scripts. See the Splunk Server documentation to configure saved searches, alert action, and

other configurations.
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5. Integrating SCM and ArcSight Server

Configure a receiver in ArcSight to accept events from SCM server, as shown in the following figures.

GD Configuration | HP ArcSight L... X

é @ https://10.204.101.58/logger/config_home.fti?config-page=receiver_config C | ‘B“ Google

Pl B ¥ /& =

@ ArcSightLogger Summary Analyze s Dashboards Configuration s System Admin

Receivers

Add

Once you enable the Apache URL Access Error Log receiver, Logger will start storing entries from the <install_dir=fuserdata/logs/apache
fhttp_error_log tile.

Logger can also store entries from the messages and audit.log files In the /var/log/* folders. Before enabling the receivers for these files,
consult the Logger Administrators guide for details.

Name Type IP Address Port

Apache URL Access Error Log Folder Follower Receiver /s % A
Audit Log Folder Follower Receiver s x A
Var Log Messages Folder Follower Receiver /s % A
SmartMessage Receiver SmartMessage Receiver P
TCP Receiver TCP Receiver All 515 S % v
UDP Receiver UDP Receiver All S14 S % v
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€8 rop MU ogge corg homeconfy pagesrecve corfiy cllqs B A Y I8 e~ =
B Most Visited @) Getfing Stasied | sam | Personal | Una P T Newlab | O N . National Tras L) €6 _| Conil | Viphese
@mlqgu Summaty  Analyze v  Dashboasds  (onfigualion »  Sysiem Admin Take me to__ (All+ sl psond ou O0x :r:i
hog Receiver
e | 008 Receiver B
3 e
Viewing Raw SCM Events in ArcSight Server
After configuring ArcSight to receive events from SCM, you can view SCM events in the ArcSght search
panel. Whenever policy templates are executed in SCM, events will be forwarded to ArcSight sever.
@ml& Semmary  Malev  Dadboek  (wfguain v StemMdsin Taemetn AR el #seel m‘k a;?
2R Ov wfs v Gsvewenem v o B WNNM IBIRI3 Odes B0 S oy
_Gevcetop e [110.204101.53 {UDP Recoiver ] v- et
19 events GSoamed 1 419700 avents, 00:23550) & Rar= 1200w

" g 2 > L 3 L % T SeveRacEptTime Lo I L & wecad  Swehste: Sl
Ex=2 ¢ Mg Gigaaan myagEmen an SRSt Wm AT SR ¥ NS KON el W o
1208 101,53 sases on Net PO
o wneves S 0 e IR Y
-3

swmnRe e Raagecisd Cofiquatostaagenet 2T GIESIST 2T t ! o M2DONS  OONSNTZ  windoesRaone r E-u
RIS skt oo et FERA
for Wincows Sever 080 208 2

EsteRa H Rrapsia Grfguates Rardpee 201

BN ISE

Windous Nachee =4 &
TE204771.53 bases oo N FSA

forWingows Sevver 2B 008 2

-Jeme

ExnRa ¢ RaIpsin G g & SITUR IS BT ! 08 Engpont Mgsavsment of RHUNS OO L wer aw
1204723 33 saset oo Nl PSR
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Viewing the ArcSight Dashboard

You can generate a number of reports in the ArcSight Dashboard using various saved searches such as
top policies and compliance distribution. The following figure shows examples of reports.

() ArcSight Logger ~  Oarecae - wiml Ssoel oud

Fathem Distribaves s X+ Complance Distribution s x s TepsTemplates

Generating Alerts on SCM Events

You can generate alerts on SCM events based on saved searches, with various actions such as email and
syslog event source. See the ArcSight documentation to configure alert generation for saved searches.

l4|Page



	whitepaper front.pdf
	User Guide for Secure Configuration Manager
	About this Book and the Library
	Intended Audience
	Other Information in the Library

	About NetIQ Corporation
	Our Viewpoint
	Our Philosophy
	Our Solutions
	Contacting Sales Support
	Contacting Technical Support
	Contacting Documentation Support
	Contacting the Online User Community

	1 Introduction
	1.1 Understanding Secure Configuration Manager Components
	1.2 Auditing and Evaluation Process Workflow
	1.3 Understanding Asset Auditing Tools
	1.4 Understanding Compliance Evaluation Tools
	1.5 Listing Reports, Actions, and Security Checks

	2 Organizing Computers in Your Asset Map
	2.1 Understanding IT Assets
	2.1.1 Systems
	2.1.2 Agents
	2.1.3 Endpoints
	2.1.4 Groups

	2.2 Building and Managing Your Asset Map
	2.2.1 Asset Map Checklist
	2.2.2 Manually Adding Systems
	2.2.3 Discovering Systems in Your Environment
	2.2.4 Discovering Application Endpoints
	2.2.5 Using Scheduled Jobs to Discover Assets
	2.2.6 Managing Systems in Your Asset Map
	2.2.7 Deploying and Updating Agents
	2.2.8 Reporting Asset Map Information

	2.3 Working with Managed Groups
	2.3.1 Creating a Managed Group
	2.3.2 Moving Existing Endpoints into Groups

	2.4 Working with Agents
	2.4.1 Checking an Agent Heartbeat
	2.4.2 Registering an Agent Manually
	2.4.3 Un-Registering an Agent
	2.4.4 Updating Windows Agent Software
	2.4.5 Deleting an Agent from the Asset Map

	2.5 Working with Endpoints
	2.5.1 Adding Endpoints to the Asset Map
	2.5.2 Assigning Importance to Endpoints


	3 Setting Security on the Secure Configuration Manager Console
	3.1 Console Security Checklist
	3.2 Understanding Console Security
	3.2.1 Understanding Console Users
	3.2.2 Understanding Console Administrators
	3.2.3 Understanding Console User and Administrator Auditing

	3.3 Managing User Authentication
	3.3.1 Implementing External Authentication
	3.3.2 Configuring a Secure LDAP Authentication Source

	3.4 Managing Password Policy
	3.5 Managing Roles
	3.5.1 Default Roles
	3.5.2 Creating, Modifying, and Deleting Roles
	3.5.3 Assigning Session Limit to Roles

	3.6 Managing Permissions
	3.6.1 Resolving Permission Conflicts and Inheritance
	3.6.2 Modifying Permission Assignments

	3.7 Managing Console Users
	3.7.1 Creating a Console User
	3.7.2 Assigning Roles to a Console User
	3.7.3 Assigning Permissions to a Console User
	3.7.4 Working with Console User Accounts


	4 Auditing Your IT Assets
	4.1 Understanding Security Checks
	4.2 Understanding Policy Templates
	4.3 Running Security Checks and Policy Templates
	4.3.1 Running Reports from the Database
	4.3.2 Scheduling a Policy Template Run
	4.3.3 Excluding Values from a Run
	4.3.4 Running Network Device Security Checks

	4.4 Enabling Report Distribution
	4.4.1 Distributing Reports to a File or Share
	4.4.2 Distributing Reports to an Email Recipient

	4.5 Viewing Report Results
	4.6 Exporting Reports

	5 Evaluating Audit Results
	5.1 Understanding Report Results
	5.2 Excluding Data from Report Results
	5.2.1 Exceptions for Security Checks
	5.2.2 Exceptions for Endpoints and Groups
	5.2.3 Creating an Exception
	5.2.4 Enabling and Approving Exceptions
	5.2.5 Applying Exceptions
	5.2.6 Editing an Exception
	5.2.7 Deleting an Exception
	5.2.8 Listing Exceptions

	5.3 Comparing Report Results
	5.3.1 Comparing Security Check Results for Two Endpoints
	5.3.2 Comparing Policy Template Results
	5.3.3 Filtering a Delta Report
	5.3.4 Scheduling a Delta Report
	5.3.5 Distributing Delta Reports to a File Share or Folder
	5.3.6 Distributing Delta Reports to an Email Recipient
	5.3.7 Exporting a Delta Report

	5.4 Using the Asset Compliance View for Evaluation
	5.4.1 Changing Asset Compliance View Settings
	5.4.2 Viewing Compliance Information
	5.4.3 Viewing Risks Information
	5.4.4 Viewing Trending Information
	5.4.5 Viewing Systems Information
	5.4.6 Viewing Summary Information
	5.4.7 Distributing Asset Compliance Information

	5.5 Using the Security and Compliance Dashboard for Evaluation
	5.6 Using the Security Checkup Results Viewer for Evaluation
	5.6.1 Implementing SSL and Digital Certificates
	5.6.2 Logging in to the Security Checkup Results Viewer
	5.6.3 Filtering the Security Checkup Results Viewer

	5.7 Configuring Evaluation Settings
	5.7.1 Configuring Web Services
	5.7.2 Configuring Data Settings

	5.8 Automating Compliance Notification
	5.8.1 Sending Email Notifications to Users
	5.8.2 Sending Email Notifications to Change Management Systems


	6 Customizing Security Checks and Policy Templates
	6.1 Namespaces, Objects, and Attributes
	6.2 Understanding Security Check Components
	6.2.1 Security Check Categories
	6.2.2 Security Check Filters
	6.2.3 Security Check Properties

	6.3 Understanding Risk Scoring
	6.3.1 Scoring Method
	6.3.2 Threat Factors
	6.3.3 Expected Number of Rows Returned 
	6.3.4 Importance Factor
	6.3.5 Example of Risk Scoring
	6.3.6 Risk Scoring Distribution

	6.4 Working with Security Checks
	6.4.1 Checklist for Editing and Creating Security Checks
	6.4.2 Modifying Built-in Security Checks
	6.4.3 Creating Custom Security Checks
	6.4.4 Working with the Generic Network Device Security Check

	6.5 Custom Check Examples
	6.5.1 Accounts with Passwords More than 60 Days Old
	6.5.2 Kernel Parameters
	6.5.3 Registry Keys Modified Since Date
	6.5.4 Password Policy Violations
	6.5.5 Suspicious User

	6.6 Working with Policy Templates
	6.6.1 Using Security Check Instances
	6.6.2 Translating a Technical Standard to a Policy Template
	6.6.3 Modifying Built-in Policy Templates
	6.6.4 Creating Custom Policy Templates


	7 Working with Baselines
	7.1 Understanding Baselines
	7.2 Understanding Baseline Permissions
	7.3 Creating and Managing Baselines
	7.3.1 Working with Baseline Criteria
	7.3.2 Working with Baseline Collections
	7.3.3 Establishing a Baseline
	7.3.4 Running a Baseline Comparison Check
	7.3.5 Scheduling a Baseline Comparison Check
	7.3.6 Deleting a Baseline
	7.3.7 Updating a Baseline
	7.3.8 Creating a List of Baselines for a Target Endpoint


	8 Maintaining Your Security Knowledge
	8.1 Understanding the AutoSync Components
	8.2 Configuring a Standalone AutoSync Client
	8.2.1 Connecting the AutoSync Client to Core Services
	8.2.2 Connecting the AutoSync Client to Core Services in a FIPS- Enabled Environment

	8.3 Connecting to the AutoSync Server through Proxy
	8.4 Manually Checking for New Security Knowledge
	8.5 Scheduling Checks for New Security Knowledge
	8.6 Applying AutoSync Updates
	8.7 Updating Agent Content
	8.7.1 Updating Agent Content During a Security Check Run
	8.7.2 Scheduling Agent Content Updates
	8.7.3 Manually Updating Agent Content

	8.8 Understanding AutoSync Archive
	8.8.1 Archiving Unapplied Updates
	8.8.2 Restoring Archived Updates
	8.8.3 Viewing the History of an Archived Update


	9 Maintaining the Secure Configuration Manager Database
	9.1 Database Maintenance Checklist
	9.2 Required Database Permissions and Settings
	9.3 How the Secure Configuration Manager Database Works
	9.4 Developing a Database Maintenance Strategy
	9.4.1 Identifying a Backup and Archive Plan
	9.4.2 Backing Up the Secure Configuration Manager Database
	9.4.3 Grooming the Secure Configuration Manager Database
	9.4.4 Identifying the Appropriate Recovery Model


	10 Customizing Secure Configuration Manager 
	10.1 Creating Custom Tasks and Reports
	10.1.1 Creating Custom Tasks
	10.1.2 Creating Groups of Custom Tasks
	10.1.3 Changing the Logo on the Report

	10.2 Customizing the Job Queues
	10.2.1 Setting the Retention Period
	10.2.2 Using Folders to Organize Completed Jobs

	10.3 Customizing the Console
	10.3.1 Modifying Console Settings
	10.3.2 Improving Console Performance
	10.3.3 Modifying the Session Timeout Settings

	10.4 Customizing Core Services
	10.5 Enabling FIPS Communication
	10.5.1 Enabling FIPS Communication on the Operating System for the Console Computer
	10.5.2 Enabling Core Services to Communicate with Components in FIPS Mode


	11 Integrating Secure Configuration Manager with Sentinel
	11.1 Configuring the Integration
	11.2 Viewing Assessment Events in Sentinel
	11.3 Configuring Sending Events in FIPS Mode 
	11.3.1 When Sentinel is in FIPS Mode
	11.3.2 When SCM is in FIPS Mode
	11.3.3 When Both SCM and Sentinel are in FIPS Mode


	12 Working With Network Device Endpoint Importer Utility
	12.1 Adding Network Device Endpoints
	12.2 Importing Network Device Endpoints to Secure Configuration Manager

	A Using the Lightweight UNIX Solution
	A.1 Lightweight UNIX Solution Checklist
	A.2 Running the Data Collection Script
	A.3 Transferring the Data Files
	A.4 Installing the Data Files
	A.5 Running Security Checks for Lightweight UNIX

	B Disaster Preparation and Recovery
	B.1 Disaster Preparation
	B.1.1 Disaster Preparation Checklist
	B.1.2 Backing Up the Secure Configuration Manager Database
	B.1.3 Storing Product Configuration Information
	B.1.4 Saving Asset Map Data

	B.2 Disaster Recovery 
	B.2.1 Disaster Recovery Checklist
	B.2.2 Reinstalling Secure Configuration Manager
	B.2.3 Applying Service Packs and Hotfixes
	B.2.4 Restoring the Secure Configuration Manager Database
	B.2.5 Restoring Your Core Services Settings
	B.2.6 Linking Users to the Secure Configuration Manager Database
	B.2.7 Restoring Domain keys
	B.2.8 Restoring License Keys
	B.2.9 Re-Registering Agents and Endpoints


	C Checklists
	D Port Usage


