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About This Document

Introduction

Purpose of the Document

This NetIQ SecureLogin Advanced Authentication Plugin is intended for system administrators
and describes the configuration of NetlQ SecureLogin Advanced Authentication Plugin and its
integration with Novell Secure Login.

Document Conventions

This document uses the following conventions:

! Warning. This sign indicates requirements or restrictions that should be observed to
prevent undesirable effects.

@ Important notes. This sign indicates important information you need to know to use the
product successfully.

o Notes. This sign indicates supplementary information you may need in some cases.

o Tips. This sign indicates recommendations.

« Terms are italicized, e.g.: Authenticator.
o Names of GUI elements such as dialogs, menu items, and buttons are put in bold type,
e.g.: the Logon window.
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Configuration of NSL AA Plugin

NetlQ SecurelLogin Advanced Authentication Plugin permits to use authenticators that are
supported by NetlQ Advanced Authentication Framework instead of using a password for SSO
authentication.

NSL AA Plugin supports 2 modes of operation:

« Single Sign On (SSO) authentication in application
o Kiosk mode

Configuring SSO Authentication

SecureLogin can prompt the user to re-authenticate with their network credentials or strong
authentication device before SecureLogin retrieves and submit the applications credentials.

While adding the new application, click Yes at the Re-authentication step to enforce re-
authentication and select one of methods of authentication:

Mew - | ® 2 1dentify screen @
= % One.exe - One.EXE - Authentication E Credential source [" ]

= & Logon =
[§ One.EXE - Authentication = Identify fields <

=) Logon Motification —=
Change Password

ch P, d Motificati
% m:nge assword fotihcation @ SecureLogin can prompt the user to re-authenticate with their network credentials or ()
& strong authentication device before SecureLogin retreves and submits the application’s =
credentials.

Re-authentication rules

Enforce re-authentication before accessing this application.

Select from the methods detected:
<Default>|

Live Ensure

QATH QTP
Fingerprint

Card

SMS

Voice Call

Flash Drive
RADIUS BSP
Smartphone
Security Questions
By password

(T TYpeE the Tollowing KeyStrokesT

53 submit options
o [ conl J[ meoy |

There are incomplete screen attributes that require more information
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8 The list of the available methods of authentication depends on installed elements of
Biometric Service Provider (BSP).

All other steps are reproduced as during the standardized procedure of adding an application.

Click Apply to save changes.

BlankUsername

The BlankUsername parameter is used when the username should not be saved in the NSL
authentication window (it is not applied to reauthentication).

By default, the registry key for NSLPlugin and the BlankUsername parameter are not created in
registry. If the username should not be saved, the registry key and parameter with value of 1
should be created.

File Edit View Favorites Help
L. SECURITY || Mame Type Data
4., SOFTWARE ab] (Default) REG_SZ (value not set)

b ATl Technologies 24 BlankUsername REG_DWORD 0x00000001 (1)
[+ 1. BioAPI

b || BIO-key

b )l BSP B
.|| CBSTEST

|>_L| Classes

|>_j,| Clients

|>_j,| Intel

|>_j.| Microsoft

b1 Mozilla

4]l Netl

b)) NetlQ Advanced Autt
- L1 NSLPlugin|

|>_j,| Movell

b ). ODBC

b |, 0S5 Nokalva, Inc. i
|>_j,| Policies

J_h Protocom

<1 Securelogin
e L) JavaSSO

P Malatile ¥

‘ 1 3 < | ] 3
Computer\HKEY_LOCAL_ MACHINE\SOFTWARE\MetlQ\NSLPlugin ;

Enabling Kiosk Mode

To enable kiosk mode, create the following registry:

© NetlQ



Registry Path:HKEY_LOCAL_MACHINE\SOFTWARE\Protocom\SecureLogin
Registry Type:DWORD

Registry Name:NSLADAUTH

Registry Value:l

The Disable choosing of authentication method policy allows to forbid choosing an
authentication method in Novell Secure Login Advanced authentication window.

29 pisable choosing of authentication method i ] B

Ei Disable choosing of authentication method

Previous Setting Next Setting

{* Mot Configured Camma: =]
" Enabled
" Disabled =
Supported on: ;I
Options: Help:

When this policy is enabled users can't choose authentication ;I
method,

OK I Cancel Apply

0 NSLPlugin.admx installs together with NSL AA plugin.
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Authentication 1, 3-4, 6
Authenticator 3

Logon 3
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