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Introduction

Purpose of the Document

This OATH Authentication Provider Installation Guide is intended for all user categories and
describes how to use the client part of NetlQ Advanced Authentication Framework solution. In
particular, it gives instructions as for how to install OATH type of authentication.

For more general information on NetlQ Advanced Authentication Framework™ and the authen-
tication software you are about to use, see NetlQ Advanced Authentication Framework — Client
User's Guide.

Information on managing other types of authenticators is given in separate guides.

Document Conventions

This document uses the following conventions:

! Warning. This sign indicates requirements or restrictions that should be observed to pre-
vent undesirable effects.

Glmportant notes. This sign indicates important information you need to know to use the
product successfully.

ﬂNotes. This sign indicates supplementary information you may need in some cases.

OTips. This sign indicates recommendations.
« Terms are italicized, e.g.: Authenticator.

« Names of GUI elements such as dialogs, menu items, and buttons are put in bold type, e.g.:
the Logon window.
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System Requirements

Before installing the product, check that the following system requirements are fulfilled:

e Microsoft Windows XP (x86) SP3/ Microsoft Windows 7 (x64/x86) SP1/ Microsoft Win-

dows 8 (x86/x64);
e Microsoft Windows 2008 Server R2 SP1/ Microsoft Windows 2003 Server (x64/x86) SP2/

Microsoft Windows 2003 Server R2 (x64/x86) SP2/ Microsoft Windows Server 2012;
o OATH authentication provider should be installed on the computer with already installed

NetIlQ Advanced Authentication Framework.

@ This authentication provider should be installed on every Authenticore Server.
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Installing and Removing OATH Authentication Pro-

vider

NetIQ Advanced Authentication Framework™ package includes OATH OTP, which allows you to
use open authentication for authorization.

Installing OATH Authentication Provider

To install OATH Authentication Provider:

1. Run the .msi file. OATH Authentication Provider will be automatically installed on your com-
puter.

OATH BSP

_Ad] Please wait while Windows corfigures OATH BSP
T

@ The starting of installation can be frozen for a time up to 1 minute in the case of offline
mode. This delay occurs due to checking of digital signature of component.
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Microsoft Windows 7/Microsoft Windows Server 2008

1. In the Start menu, select Control panel and then double-click Programs and Features.
2. Select OATH Authentication Provider and click Uninstall.
3. Confirm the removal.

4. Wait a few seconds until the removal is completed.

Microsoft Windows XP/Microsoft Windows Server 2003

1. In the Start menu, select Settings > Control Panel > Add or Remove Programs.
2. Select OATH Authentication Provider and click Remove.

3. Confirm the removal.

Microsoft Windows 8/Microsoft Windows Server 2012

1. In the Search menu, select Apps > Control Panel > Programs > Programs and Features.
2. Select OATH Authentication Provider and click Uninstall.
3. Confirm the removal.

4. Wait a few seconds until the removal is completed.
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Installing and Removing OATH Authentication Pro-

vider via Group Policy

@ It is recommended that Microsoft Windows Server 2003 users should install Group Policy
Management Console.

To install/remove OATH Authentication Provider, use

« Group Policy Management Console (GPMC), which is installed by default on a Domain Con-
troller. To open GPMC, click Start and select Administrative Tools > Group Policy Man-
agement.

« Group Policy Management Editor (GPME), which can be opened from GPMC. To open
GPME, under domain right-click the group policy object (GPO) you are using to install the soft-
ware and select Edit.

@ It is highly recommended that you do not use Default Group Policy, because it's applicable
to entire domain. It is not recommended to install/upgrade client components for all work-
stations at the same time.

To create new Group Policy and configure it:

1. Create new global security group and new group policy object.

2. Connect them:

a) Open created group policy object properties;

b) Go to the Security tab;

c) Remove Apply Group Policy option for Authenticated Users group;

d) Add created group and mark Apply Group Policy option for it.
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To install an OATH Authentication Provider package using the group policy.

1. In GPME, in the selected GPO under Computer configuration > Policies > Software Set-
tings, right-click Software Installation and select New > Package.

l' Group Policy Management Editor ;Iglll
File Acton View Help

9 mE=
_: Aaa [DC. AUTHASAS.LOCAL] Policy
= i Computer Configuration
=[] Policies
Bl [ Software Settings
o] Softwarpicsialatd
| Windows Se
~| Administrati:
| Preferences
[l 4%, User Configuration
] Policies Properties
~| Preferences

B AAA [DCAUTHASAS.LOCAL] Policy

MName |
i Computer Configuration
‘ﬁ?; User Configuration

Select an item to view its description.

Paste
Refresh

Help

< | Extended 4 Standard 7

|Adds a package.

2. Specify the network path to the installer package.

G The directory you are willing to install should be located on network drive.

3. In the Deploy Software dialog, click Assigned and then click OK.
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x|
Select deployment method:
= Published
{* Mssigned
i~ Advanced

Select this option to Assign the application without modifications.

oK I Cancel

4. The installer package name, version, state and path are displayed in Group Policy Object
Editor.

B Group Policy Management Editor -0l =l
File  Action View Help

L EREENN 2 Na:

E[ AAA [DC.AUTHASAS.LOCAL] Policy | Name =~ I Version I Deployment state | Source |
£l & Computer Configuration [ 0ATH BSP 1.0 Assigned 1\10.0. 103, 250 bsp\QathBSP a0 .
[= || Policies

B[] Software Settings
Software installatic

| Windows Settings
| Adminiztrative Templat

| Preferences

= &e_, User Configuration
| Policies
| Preferences

5. Open package properties:

a) On Deployment tab: remove option Uninstall this application when it falls out of the
scope of management. It is done to prevent undesirable uninstallation in case of problems as
well as for the upgrade to go properly.

© NetlQ



OATH BSP Properties

"General Deployment | Upgrades I Categories I Maodifications I Sec:.lri’ryl

— Deploymert type
) Published

&+ Assigned

r— Deployment options

¥ | suto-install this application by file estension activation

I~ Uninstall this application when it falls out of the scope of
management

I™ Do ot displaythis package in the &dd/Femove Programs control
panel

I™ | Install this application at logon

2 x|

r Installation user inteface options

' Basic

% | bl awimnurn

Advanced ... |

ok | Cancel | Aoply

b) On Deployment tab press Advanced button: set option Ignore language when deploying
this package. If you don't set this option the package will install only on OS with package’s lan-

guage.

Advanced Deployment Options

]

- Advanced deployment options:
¥ lgnore language when deploying this package

[T Include DLE class and|praduct infarmation,

r Advanced diagnostic information:
Product code: {FFEQSEED-2491-46CF-8849-30838B856C1D}

Deployment Count: 0

Script name: “wauthazas local Sy=Vol\authasas local
"Policies
\4AABCACE-CT2E-439A-8ATE-BB1AABEBSF71}
“WMachine*Applications
‘{RED30DDC-E50S-463C-BAFD-2D1F3788B386} aas

oK I Cancel

c) Remove option Make this 32-bit X86 application available to Win64 machines (if this

option is available).
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6. Add appropriate 64-bit installer to this group policy object and use settings 5a)-5b).

0 The assigned package is installed after you have updated the domain policy and restarted
your computer. To update the domain policy immediately, use the gpupdate /force command.

11
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To remove OATH Authentication Provider using the group policy

1. In GPOE, under Computer Configuration > Software Settings > Software installation,
right-click the deployed package and select All tasks > Remove.

E'Group Policy Management Editor ;Iglll
File Action View Help
= =t —
e | HmE k= HE
_EJ AAA [DC.AUTHASAS.LOCAL] Policy | Mame =
= ¢ Computer Configuration ]
Bl ] Policies v Auto-Install
Bl [ Software Settings Assign
Software installatic Publish
| Windows Settings — :
7| Administrative Templat All Tasks | Assion
= Publist
_| Preferences Refrezh
= ﬁg, User Configuration Remove
- lemove. ..
_| Policies Properties o
| Preferences Redeploy application
|
N i
|Remo\-'es this package. | |

2. In the Remove Software dialog, click Immediately uninstall the software from users and
computers and then click OK.

x

Select removal method:

¥ |mmediately uninstall the software from users and
computers

£~ Allow users to continue to use the software, but prevert

new installations
QK I Cancel
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0 The package is removed after you have updated the domain policy and restarted your com-
puter. To update the domain policy immediately, use the gpupdate /force command.

0 If you have removed option Uninstall this application when it falls out of the scope of
management as it was recommended, software will not be uninstalled after selecting Imme-
diately uninstall the software from users and computers. In this case, you will need to unin-
stall it via Programs and Features/Add or remove programs. See Removing OATH
Authentication Provider chapter.
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Option 1: You can add .msi package with new component version to an existing group policy
object. However, this option doesn't prove to be good, because in case of any problems in new
version of component, these problems spread on all computers in installation group.

Option 2: The more reliable upgrading procedure implies creating new group policy object
for new installers:

1. Create new installation group and new Group Policy Object (GPO), add a new .msi package in
it;

2. After having configured software installation, go to Upgrades tab of package properties;

-Genemll Deployment  Upgrades |Categories| Mod'rﬁcationsl Secun'ryl

Packages that this package will upgrade:

Add... | Femawe

¥ Fiequired upgrade fon existing packages

Packages in the cument GFO that will upgrade this package:

0K I Cancel Apply

3. Press Add button;

4.1In Add Upgrade Package dialog please select A specific GPO option;
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Add Upgrade Package x|

 Choose a package from
™ Cument Group Policy Object (GPO)
{* A specific GPO:

— Package to upgrade

¢ Uninstall the existing package, then install the upgrade package
" Package can upgrade over the existing package

ok | Caneel |

5. Select a GPO which was used for installation of previous NetIQ Advanced Authentication
Framework version;

6. Select .msi package name;

7. Select option Uninstall the existing package, then install the upgrade package.

G Make sure that your new GPO is above the old one in the GPO list.
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Troubleshooting

o This chapter provides solutions for known issues. If you encounter any problems that are
not mentioned here, please contact the support service.

Cannot Install OATH Authentication Provider

Description:
Error appears when installing OATH authentication provider on your computer.
Cause:

a) You have no space left on the disk.

Solution:
a) Free the amount of disk space needed for installation.

b) Install NetlQ Advanced Authentication Framework first.

16
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