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Introduction

Strong Authentication

Compliance is important in a world where organizations have to adhere to increasingly com-
plex rules and regulations. And information security is already vitally important for every busi-
ness in our connected global society. No real solution for compliance or information security is
possible without proper authentication of users. But authentication by user name and pass-
words is not reliable anymore. There are lots of stronger authentication methods on the market,
but regrettably there is not the best solution in respect to cost, reliability and user convenience
in every situation.

Strong Authentication Advantage

Many organizations are discovering that traditional password-based authentication systems frus-
trate users and administrators, while remaining costly to the organization. A recent study cites
that password-related calls account for more than 30% of all Helpdesk calls. Unlike passwords,
strong authentication systems do not require the hassle of memorizing a series of letters, num-
bers, and symbols, nor do they require periodic changing.
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NetIQ connects to all leading authentication methods. Although there still is a lot of good old
username password combination in use for authentication in the virtual world, there is general
consensus that passwords are too vulnerable and not secure anymore. New, stronger, authen-
tication methods have been launched into the market. Authentication methods like contact
cards, contactless cards, biometric technologies, one time password generators, hard-
ware/software tokens and many more have all gained traction on the market. But regrettably
none of these solutions is the best fit for every authentication requirement within a modern
company. There is an urgent need for a more generic solution that enables companies to select
a bundle of methods simultaneously, that serves specific and generic needs and is future proof.
Adding new methods to NetIQ is a simple standardized and fast process.
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NetIQ SDK Overview

NetIQ BV provides a software development kit (SDK) for third-party developers to integrate
with NetIQ Advanced Authentication Framework . The NetIQ SDK allows you to add strong
authentication functionality to your applications. With the NetIQ SDK it is possible to use any of
the supported strong authentication methods to authenticate to your application.

How Does It Work?

Your application calls the SDK COM component, which is located in the LogonSDK.tlb file. The
Logon method passed the user credentials into NetIQ, which performs authentication. Logon
will by default ask the user to choose the authentication method (i.e. fingerprint, contactless
card, smartcard, etc.) and return the Authenticated User.

NetIQ SDK components only interact with the client portion of NetIQ Advanced Authentication
Framework, which will interact with the server when appropriate.

Benefits

l Replace password verification with any supported strong authentication method. The
NetIQ SDK provides a flexible solution that can support any authentication method on
the market like fingerprint, iris, contactless card, smartcard, etc.

l Operates in conjunction with NetIQ Advanced Authenticated Framework, an integrated
authentication solution for Microsoft Active Directory.

l Simple development; add NetIQ SDK API calls to your application and you’re done.
NetIQ SDK, in conjunction with NetIQ Advanced Authentication Framework, will manage
hardware and software interoperability.

Integrates with NetIQ Advanced Authentication Framework Edition

NetIQ Advanced Authentication Framework Edition is a strong authentication security solution
that enables users to log on to their workstation and Windows domains. Designed and tested
for enterprise-level deployments, NetIQ tightly integrates with Active Directory to allow admin-
istrators to secure network and workstation access. See NetIQ Advanced Authentication Frame-
work Administrator Guide for detailed configuration information, or contact an NetIQ sales
representative to learn more about this product.
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Getting Started

The following chapters will provide the details on how to get started using the NetIQ SDK.

Environment

Requirements

You will need a development PC, which must have Microsoft Visual C++, Microsoft Visual Basic
or another COM client development platform installed. For testing purposes, you may also wish
to install the NetIQ Advanced Authentication Framework Client or RTE software and the authen-
ticators you wish to use.

What is Included

The NetIQ SDK consists of one API including one COM interface: “LogonSDK”. The interface is
deployed in a single Type Library component: LogonSDK.tlb. You need import this file into
your development project.

The distributive of NetIQ SDK includes next files:

bin
l Logonsdk.tlb – NetIQ Type Library component.

doc
l NAAF – SDK Administrator Guide.pdf – SDK documentation in pdf format.

samples
l VBS files which contains VBScript examples.

Integration

Once you have deployed the SDK COM component, you may start working with them in any
COM client development environment, such as C++ ATL or Visual Basic. The general integration
process is as follows:
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1. Import type library for use in either C++ or VB.
2. Create an instance of the COM component: “LogonSDK”.
3. Access the desired COM interface: ISSOLogonClient for AD authentication and ISSOSim-

pleLogonClient for third-party authentication.
4. Call the Logon interface method to perform the authentication. The SDK will then invoke

underlying product functionality to perform a strong authentication.
5. Free the SDK COM component, if necessary.

Runtime Requirements

The next requirements are for host machine to run ready SDK integration:

1. Microsoft® Windows XP Professional x86 Service Pack 3, Microsoft® Windows XP Pro-
fessional x64 Service Pack 2, Microsoft® Windows Vista SP2 x86/x64, Microsoft® Win-
dows 7 SP1 x86/x64, Microsoft® Windows Server 2003 SP2 x86/x64, Microsoft®
Windows Server 2003 R2 SP2 x86/x64, Microsoft® Windows Server 2008 SP2 x86/x64,
Microsoft® Windows Server 2008 R2 SP1, Microsoft® Windows 8 x86/x64.

2. NetIQ Advanced Authentication Framework - Client or RTE software.
3. NetIQ Advanced Authentication Framework supported device and appropriate authen-

tication service provider.

Using in Different Bit Depth

If the application that uses NetIQ SDK has the same bit depth as installed NetIQ, you shouldn’t
care about bit differences and use the constructions like this directly:

If the bit depth is different, you should use extended PROGID like “LogonSDK.HostLo-
gonSettings”. In this case, NetIQ SDK will be executed in separated process (dllhost).

The next example (SDK_18.vbs) provides authentication for 32-bit third-party application which
executing onto 64-bit operating system, and 64-bit NetIQ components are installed:
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PasswordStore

PasswordStore is a name of default subsystem that contains the data, which is necessary for
NetIQ. The data are storing in Active Directory and contains records. Every record contains three
fields: username, password, userdata.

Some facts about PasswordStore subsystem:

1. Only a user can create and delete records in this subsystem.
2. Only a user can write, read and clean fields of record.
3. The data of field “password” clears after resetting password.
4. The data of field “password” cannot be returned after logon by password.
5. Subsystem is not licensed.
6. The field “password” in PasswordStore subsystem is not available if user logged on by

domain password.

Also you can see example of using PasswordStore subsystem.
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API Reference

This chapter will describe the classes and functions included in the NetIQ SDK.

Terms

Extended mode – is a mode that is using for Active Directory authentication.

Record – is an object of Subsystem.

Simple mode – is a mode that is using for authentication in third-party applications and solu-
tions.

Subsystem – is an object of Active Directory that contains the data such as usernames, pass-
words, records, custom data and etc. These data are used by NetIQ Advanced Authentication
Framework. NetIQ SDK examples using default subsystem named “PasswordStore”.
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Class List

Here are interfaces with brief description:
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ISSOLogonClient

The main entry point when use the SDK in extended mode. The extended mode is using for Act-
ive Directory authentication.

Function Logon

The function provides Active Directory authentication.

Parameters

Return value

Examples

The next example (SDK_01.vbs) provides request of authentication, than authentication in Active
Directory.
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ISSOSimpleLogonClient

The main entry point when use the SDK in simple mode. The simple mode is using for authen-
tication in third-party applications and solutions.

Function Logon

The function provides authentication in third-party applications and solutions.

Parameters

Return value

Examples

The next example (SDK_02.vbs) provides authentication in third-party application.
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ILogonManager

The interface enables administrators to manage users.

Function Connect

The function provides connectivity to specified domain.

Parameters

Examples

The next example (SDK_03.vbs) provides connectivity to specified domain.
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Function User

The function allows administrators getting current user for managing.

Return Value

Examples

The next example (SDK_04.vbs) provides getting current user for managing.
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Function UserEx

The function allows administrators getting specified user for managing.

Parameters

Return Value

Examples

The next example (SDK_05.vbs) provides getting specified user administrator@authasas.com for
managing.
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Function ProductVersion

The function allows getting product version of NetIQ Advanced Authentication Framework.

Returns

String contains product version.

Examples

The next example (SDK_06.vbs) provides getting product version of NetIQ.
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Function IsBiometricUser

The function allows checking whether the specified user is biometric user.

Parameters

Return Value

Examples

The next example (SDK_07.vbs) allows checking whether the authenticated user is biometric.
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Function EnableBiometricUser

The function provides enabling capability to use NetIQ Authentication Providers for specified
user. Requires delegation rights “NetIQ Advanced Authentication Framework User/Computer
settings management” for logged in user.

Parameters

Examples

The following example (SDK_08.vbs) demonstrates capability to use NetIQ Authentication Pro-
viders for specified user.
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Function DisableBiometricUser

The function provides disabling capability to use NetIQ Authentication Providers for specified
user. Requires delegation rights “NetIQ Advanced Authentication Framework User/Computer
settings management” for logged in user.

Parameters

Examples

The following example (SDK_09.vbs) provides disabling capability to use NetIQ Authentication
Providers for specified biometric user.

Returns 0xc1020000 “The user was not found” when the specified user is not biometric user.
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IManagedUser

The interface enables to manage user settings.

Function SubsystemsConnector

The function allows connection to subsystems.

Return Value

Function ImportBIR

The function provides wrapping the authenticator raw data in the BioAPI headers and biowrap-
per.

Parameters

Function UserSettings

The function provides getting or setting of user settings.
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Parameters

Return Value

typedefUserProperties

The list of available properties for NetIQ users.
l Description = 0

Specifies the optional notes.
l AllowAddAuthenticators= 1

Allows to enroll new authenticators.
l AllowDeleteAuthenticators = 2

Allows to delete enrolled authenticators.
l AllowModifyAuthenticators = 3

Allows to change existing authenticators.
l GenerateRandomPassword = 4

Allows to generate random password.
l AllowPasswordLogon = 5

Allows the password logon.
l MaximumAuthenticatorsNumber = 6

Specifies the maximum number of authenticators.

Examples

Please check the example of using these properties (SDK_08.vbs).
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ILogonedUser

Exposes properties for currently logged in user management.

Properties

Examples

The next example (SDK_10.vbs) gets login and password of authenticated Active Directory user.
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ILogonedUser2

Exposes properties for currently logged in user management.

Function GetSelectedLogonMode

The function allows getting selected logon mode.

Return Value

Function UnitID

The function allows getting Biometric Service Provider authenticator ID.

Returns

String contains authenticator ID.

Function GetLogonAuthenticator

The function allows getting logon authenticator.

Return Value
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IUserSubsystemData

Represents a collection of records for a given subsystem.

Function EnumRecords

The function provides enumerating records for a given subsystem.

Return Value
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Function Create

The function provides creating new record for a current subsystem.

Parameters

Return Value

Function Get

The function requests an existing record for a current subsystem.

Parameters

Return Value
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Function Remove

The function allows removing record.

Parameter
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Function Commit

The function provides committing changes.

Examples

The next example (SDK_11.vbs) creates a record in default subsystem “PasswordStore”, gets
existing record, enumerates existing records, commits changes and removes record.



37
© NetIQ

\



38
© NetIQ

ISubsystemsConnector

Exposes methods for user’s custom data management.

Function CreateSubsystemData

The function provides enabling the user to use the given subsystem and returns the User-
SubsystemData object for the data management.

Parameters

Return Value

Examples

The following example (SDK_12.vbs) allows creating subsystem data.
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Function GetSubsystemData

The function provides receiving the requested user data from server and returns the User-
SubsystemData object for the data management.

Parameters

Return Value

Examples

The following example (SDK_13.vbs) allows getting subsystem data.
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Function RemoveSubsystemData

The function provides removing all user data from the given subsystem from server.

Parameters

Examples
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Function IsSubsystemUser

The function allows checking whether the logged in user is the user of given subsystem.

Parameters

Return Value

Value
If the logged in user is the user of given subsystem a boolean value of VARIANT_TRUE is
returned, else VARIANT_FALSE is returned.

Examples

The next example (SDK_15.vbs) allows checking whether the logged in user is the user of given
subsystem.
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IUserCredentials

The interface exposes properties and methods to manage user credentials for third-party
applications and systems. A UserCredentials object is created with ISSOSimpleClient::Logon.

Function UpdateCredentials

The function allows updating credentials.

Parameters

Properties

Examples

The next example (SDK_16.vbs) gets Logon name and Password which were used in the third-
party application.
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IUpdateCredentialSettings

The interface exposes the default property to manage the update credentials settings through
automation.

Properties

typedefUserCredentialsProperties

The list defines the set of the available Update Credentials dialog options

l DisableUserName = 1
Disables the UserName field.

l MainWindowCaption = 2
Specifies the window caption.

l MainWindowTip = 3
Specifies the window tip.

l UserName = 4
Specifies the username.

l ShowCancel = 5
Allows to hide Cancel button.

l ForceLanguageId = 6
Allows to specify the UI language.

l Max_UpdateCredentials_Property_Id = 6
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IRecord

Represents a single Record object for a given subsystem.

Function EnumValues

The function performs the Values name enumeration for the given Field in the Record.

Parameter

Function WriteField

The function allows writing new data in to the specified Value of the specified Field.

Parameter
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Function ReadField

The function allows reading existing data from the specified Value of the specified Field.

Parameter

Return Value

Function ClearField

The function allows clearing data in the all Values of the specified Field.

Parameter

Function ClearField

The function allows clearing data in the specified Value of the specified Field.



49
© NetIQ

Parameter

Properties

Examples

The next example (SDK_17.vbs) writes data in the given Value of the given Field of the given
Record, reads data from the given Value of the given Field of the given Record, clears data of
the given Value of the given Field of the given Record, clears Field of the given Record.
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ILogonSettings

Exposes the default property to manage the logon settings through automation.

Properties

typedefLogonProperties

l Main_DisableAutoUpdateCredentials = 0
In case of empty user credentials forces the SSOSimpleLogon object to not request users cre-
dentials.

l Main_RegistrySettingsName = 1
Specifies the registry subkey name to store last successful logon configuration in.

l Main_ForceBSPId = 2
Explicitly overrides the default logon method. The parameter should be in form of BSTR rep-
resenting the ID of the BSP: {XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXXX}.

l AutoUpdateCredentials_Settings = 3
Settings for automatic UpdateCredentials dialog. The parameter should be in form of pointer
to IUpdateCredentialsSettings interface.

l LogonDialog_MainWindowCaption = 5
Specifies the Caption text for the logon dialog.

l LogonDialog_MainWindowTip = 6
Specifies the Main tip text for the logon dialog.

l LogonDialog_ShowCancel = 7
Specifies whether or not the Cancel button on the Logon dialog should be visible.TRUE by
default.

l LogonDialog_Domain = 8
Explicitly overrides the Domain field in the Logon dialog. Bydefaultcurrentlyloggedinuser’s
domainisused.

l LogonDialog_UserName = 9
Explicitly overrides the User name field in the Logon dialog. By default currently logged in
user’s name is used.

l LogonDialog_ShowOptions = 11
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Specifies whether or not the Options button on the Logon dialog should be visible. TRUE by
default.

l LogonDialog_OptionsExpanded = 12
Specifies whether or not options on the Logon dialog should be expanded. TRUE by default.

l Main_StoreSettingsInCurrentUser = 13
Specifies the root registry location to store logon parameters. If the option is set to TRUE (by
default), the logon options are stored under the HKEY_CURRENT_USER and under the HKEY_
LOCAL_MACHINE in the other case.

l LogonDialog_AllowPasswordLogon = 14
Specifies if the user is allowed to logon by password. If the parameter is set to FALSE (default),
there will be no “Logon by password” option in the logon methods. The parameter is ignored
and always FALSE when using with SSOSimpleLogonClient.

l LogonDialog_EnablePassThrough = 15
Specifies if the “Use current settings as defaults” check box on the Logon dialog should be
enabled.

l LogonDialog_ParentWindowHandle = 16
Specifies the parent window handle for the Logon dialog.

l LogonDialog_EnableDomain = 17
Specifies whether or not user is allowed to change the logon Domain.

l LogonDialog_EnableUserName = 18
Specifies whether or not user is allowed to change the user’s logon name.

l LogonDialog_ForcePassThrough = 19
Forces the logon process to automatically prompt user for the authenticator.

l LogonDialog_Image = 20
Overrides the default image in the top of the dialogs. Should be the BSTR with full path to the
image, or the object implementing the standard IPicture interface. If path to the image is used
as the parameter value, the image must be in BMP (bitmap), JPEG, WMF (metafile), or GIF
format. Theimagesizemustbe 452x85.

l Main_ForceLanguageId = 21
Forces language ID for UI. By default system language or language specified in Client Tray is
used.

l LogonDialog_ForcePassword = 22
Specifies logon by password as a default logon mode.

l LogonDialog_ShowLangRect = 23
Specifies whether or not input language is displayed.

l Main_ForceWebServiceLogon = 24
NetIQ v4.7 and newer has a possibility to communicate through NetIQ WebService instead of
NetIQ Authenticore Server. But in this case only some of SDK features are available (only obtain-
ing of user credentials). The parameter specifies whether NetIQ Authenticore Server or NetIQ
Web Service is used.

l Main_WebServerName = 25
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NetIQ v4.7 and newer has a possibility to communicate through NetIQ WebService instead of
NetIQ Authenticore Server. But in this case only some of SDK features are available (only obtain-
ing of user credentials). This parameter specifies NetIQ Web Server name in DNS mode includ-
ing port number. E.g. dc.authasas.local:8232.

l LogonDialog_SevenUI= 26
The parameter allows to activate the Windows 7 UI for authentication forms. This also works on
the previous versions of operating systems.

Examples

The following example (SDK_19.vbs) shows the authentication dialog with specified caption
and specified window tip text.
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IStringEnum

The interface enables to enumerate strings in read only mode. You can use it in VBS with “For
Each” construction.

Properties



56
© NetIQ

IDeviceMonitor

The interface enablesthe device monitoring features. You can subscribe on events (for example,
smart card was put on the reader, flash drive was disconnected from PC) and do whatever you
want when these events occur.

The interface was implemented in NetIQ Advanced Authentication Framework version 4.7.

Identifiers of Authentication Service Provider

You can use the following authentication service providers GUIDs:

1. BIO-key Biometric Service Provider Version 1.9 – {EC4AC729-B969-6E46-BD2F-
56B6055E18F8}.

2. Universal Card Authentication Provider – {ED2D1872-4DAC-A84B-AF7C-188642267D56}.
3. USB Flash Drive Authentication Provider – {1AF29AB5-0A30-0046-95DB-4FDA28989051}.
4. OATH OTP Authentication Provider – {C7D6704E-F66A-4EF0-93A3-C5EF13F0C7A2}.
5. RADIUS Authentication Provider – {E4828EC2-B520-46FC-9624-EB98487A7F2B}.

Function IsUnitInserted

The function allows to detect whether the smartcard/ flash drive was inserted or no.

Parameters

Function AdviseAll

The function allows to subscribe on all authentication providers events.
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Parameter

Function AdviseMode

The function allows to subscribe on events of all using smartcards/ flash drives of specified
authentication providers.

Parameters

Function AdviseUnit

The function allows to subscribe on events of specified smartcard/ flash drive of specified
authentication providers.

Parameters
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Function Unadvise

The function allows to unsubscribe from all authentication providers events.

Parameter
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IDeviceMonitorEvents

The interface allows to configure actions when the specific events occur.

Function OnUnitInserted

The function allows to configure actions when the card was tappedin/put on/inserted in the
smart card reader or flash drive was inserted.

Parameters

Function OnUnitRemoved

The function allows to configure actions when the card was took off/removed from the smart
card reader or flash drive was unplugged.

Parameters

Examples
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The following example (SDK_20.vbs) allows seeing the data of devices when they inserted or
removed.
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Error Codes Description

Here you can find the description of possible NetIQ errors. Also you can use MSDN website for
detailed description of Microsoft and Windows Script Host errors (such as 0x80070005 “Access
is denied”).

RPC Server Errors

http://msdn.microsoft.com/en-us/library
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SrvWrapperErrors

Password Filter Errors
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Password Manager Errors

EventLogErrors

BioAPIErrors
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Authenticore Server Errors
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Authentication Providers Errors

Cryptography Errors

Manager Errors
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Plugins Errors

Licensing Errors
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Backup Provider Errors

Administration Tools Errors



75
© NetIQ

GINA Errors

Data Errors
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Troubleshooting

Error “The user was authenticated by password”

You can get the error “The user was authenticated by password” during reading information
from a record for user without enrolled authenticators. This error is by design. The field “pass-
word” in PasswordStore subsystem is not available if user logged on by domain password.
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