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Introduction

Strong Authentication

Compliance is important in a world where organizations have to adhere to increasingly com-
plex rules and regulations. And information security is already vitally important for every busi-
ness in our connected global society. No real solution for compliance or information security is
possible without proper authentication of users. But authentication by user name and pass-
words is not reliable anymore. There are lots of stronger authentication methods on the market,
but regrettably there is not the best solution in respect to cost, reliability and user convenience
in every situation.

Strong Authentication Advantage

Many organizations are discovering that traditional password-based authentication systems frus-
trate users and administrators, while remaining costly to the organization. A recent study cites
that password-related calls account for more than 30% of all Helpdesk calls. Unlike passwords,
strong authentication systems do not require the hassle of memorizing a series of letters, num-
bers, and symbols, nor do they require periodic changing.

NeIQ connects to all leading authentication methods. Although there still is a lot of good old
username password combination in use for authentication in the virtual world, there is general
consensus that passwords are too vulnerable and not secure anymore. New, more stronger,
authentication methods have been launched into the market. Authentication methods like con-
tact cards, contactless cards, biometric technologies, one time password generators, hard-
ware/software tokens and many more have all gained traction on the market. But regrettably
none of these solutions is the best fit for every authentication requirement within a modern
company. There is an urgent need for a more generic solution that enables companies to select
a bundle of methods simultaneously, that serves specific and generic needs and is future proof.
Adding new methods to NetIQ is a simple standardized and fast process.
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NetIQ Advanced Authentication Framework - Web Service Overview

The NetIQ Advanced Authentication Framework - Web Service allows you to authenticate non-
domain joined clients.

How Does It Work?

NetIQ Advanced Authentication Framework - Web Service enables users to authenticate in Act-
ive Directory/ Novell DSfW using their own authenticators on non-domain joined clients. It
interacts with NetIQ Advanced Authentication Framework - Authenticore Server, which per-
forms the actual authentication. The NetIQ Advanced Authentication Framework – Web Service
acts as a proxy between the Authenticore server and for example a Linux based client.

The NetIQ Advanced Authentication Framework – Web Service is using SOAP version 1.1 for
exchanging structured information and WSDL for describing network service.

Benefits:

l Authenticate users in Domain from the outside of the Domain.
l Users use authenticators of their domain accounts.
l You can use not only Microsoft Windows-based clients, but, for example, Linux-based cli-
ent or browser on your cell phone or tablet.

Integrates with NetIQ Advanced Authentication Framework Edition

NetIQ Advanced Authentication Framework Edition is a strong authentication security solution
that enables users to log on to their workstation and Windows domains. Designed and tested
for enterprise-level deployments, NetIQ tightly integrates with Active Directory to allow admin-
istrators to secure network and workstation access. See NetIQ Advanced Authentication Frame-
work Administrator Guide for detailed configuration information, or contact an NetIQ sales
representative to learn more about this product.

http://en.wikipedia.org/wiki/SOAP
http://www.w3.org/TR/wsdl
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Getting started

The following chapters will provide the details on how to get started using the NetIQ
Advanced Authentication Framework – Web Service.

What is Included

The distributive of the NetIQ Advanced Authentication Framework - Web Service includes next
files:

_webservice
l webservice.msi – NetIQ Advanced Authentication Framework - Web Service installer.

GUIDES
l NAAF_Web_Service_Administrator_Guide.pdf – NetIQ Advanced Authentication Frame-
work - Web Service documentation in pdf format.
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NetIQ Advanced Authentication Framework – Web Ser-
vice

NetIQ Advanced Authentication Framework – Web Service performs the following challenges:

1. System.Guid Logon(string domain, string username, string subsystem, byte[] identifier)
The function provides authentication using domain name, username, subsystem name and iden-
tifier wrapped by BioAPI.

2. System.Guid Logon1N(string domain, string subsystem, byte[] identifier)
The function provides 1-N authentication using domain name, subsystem name and identifier
wrapped by BioAPI. Can be used along with Flash Drive + PIN and Universal Card authentication
service providers.

3. System.Guid LogonRaw(string domain, string username, byte[] bspId, string subsystem, byte[]
rawIdentifier)
The function provides authentication using domain name, username, authentication service pro-
vider identifier, subsystem name and raw authentication data. See Preparing raw authentication
data.

4. System.Guid Logon1NRaw(string domain, byte[] bspId, string subsystem, byte[] rawIdentifier)
The function provides authentication using domain name, authentication service provider iden-
tifier, subsystem name and raw authentication data. Can be used along with FlashDrive+PIN and
Universal Card authentication service providers. See Preparing raw authentication data.

After successful authentication NetIQ Advanced Authentication Framework - Web Service can
return user password and/or username if you need. These actions use the following functions:

l string GetPassword(System.Guid sessionId);
l string GetUserName(System.Guid sessionId).



7
© NetIQ

Terms

1-N authentication – is an authentication mode when no need to input username. It will be
detected automatically after authentication by NetIQ Advanced Authentication Framework -
Authenticore Server.

Authentication service provider – is a component that implements communication between
NetIQ Advanced Authentication Framework and authentication device.

BSP – see Authentication service provider.

One-Time Password – is a temporary password which is automatically generated at the current
time in according to special algorithm.

OTP – see One-Time Password.

Subsystem – is an object of Active Directory that contains the data such as usernames, pass-
words, records, custom data and etc. These data are used by NetIQ Advanced Authentication
Framework.

Checking State of NetIQ Web Service

You can check a state of NetIQ Advanced Authentication Framework – Web Service simple
opening the following webpage in your browser: https://<servername>/Service.svc?wsdl ,
where <servername> is a name or IP-address of your IIS server. If you’ll see XML-page con-
taining AuthLogon definitions name, then the NetIQ Advanced Authentication Framework –
Web Service works correctly. In case of any problems please follow the next instruction:

1. Open IIS Manager and check status of AuthWebService;

2. If AuthWebService site uses not default port, please try to use the next link: https://<server-
name>:<portnumber>/Service.svc?wsdl, where <portnumber> - port number using by AuthWe-
bService;

3. If you got Certificate Error please install required certificate.

Identifiers of Authentication Service Providers
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You can use the following authentication service providers GUIDs for bspId parameter:

1. BIO-key Biometric Service Provider Version 1.9 – {EC4AC729-B969-6E46-BD2F-
56B6055E18F8};

2. Universal Card Authentication Provider – {ED2D1872-4DAC-A84B-AF7C-188642267D56};

3. USB Flash Drive Authentication Provider – {1AF29AB5-0A30-0046-95DB-4FDA28989051};

4. OATH OTP Authentication Provider – {C7D6704E-F66A-4EF0-93A3-C5EF13F0C7A2};

5. RADIUS Authentication Provider – {E4828EC2-B520-46FC-9624-EB98487A7F2B}.
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Preparing Raw Authentication Data

Universal Card Authentication Service Provider

This is the description of algorithm for forming raw authentication data for Universal Card
authentication service provider:

1. Get MD5 hash of specified PIN code using Windows CryptoAPI (16 bytes);

2. Get MD5 hash of Card serial number (16 bytes);

3. Write array of the following data:

a. “REMOVABLE_BSP_SIGN” string;
b. Length of Card serial number;
c. MD5 hash of Card serial number;
d. MD5 hash of specified PIN code;
e. GUID of Card type (see Identifiers of card types);
f. Length of additional card information.

Identifiers of Card Types

You can use the following GUIDs for different supported card types:

1. RF IDeas cards: {2976548C-9797-450E-91D4-4CA4451A14D2};

2. OMNIKEY cards: {C91A345F-FDA9-4BC7-8F96-902B25E33011};

3. TMC Legic cards: {6BF122E4-695E-4589-8B29-E9C797F045D3}.

RADIUS Authentication Service Provider

RADIUS Authentication Service Provider can be used along with various RADIUS servers.
Authentication data of the provider can be a domain password in the case when RADIUS server
uses authentication by domain password or other passwords, or OTP depending on RADIUS
server settings. These data are submitted in C String (i.e. ASCII string with terminal zero (‘\0’).
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Flash Drive + PIN Authentication Service Provider

Authenticator’s File

When you enroll Flash Drive + PIN authenticator NetIQ Advanced Authentication Framework cre-
ates hidden file named FlashPinBspLogon.dat on enrolled USB flash drive. This file contains
encrypted private key. Private key is generated via RSA algorithm with 1024 bit length. Encryp-
tion type is DES. The encryption key is SHA-1 hash of the specified PIN code.

Preparing Raw Authentication Data

This is the description of algorithm for forming raw authentication data for Flash Drive + PIN
authentication service provider:

1. Generate 20 random bytes;

2. Get SHA-1 hash of 20 random bytes;

3. Get signature - sign hash by a private key from FlashPinBspLogon.dat file on enrolled USB
Flash Drive using CryptoAPI;

4. Write array of the following data:

a. “REMOVABLE_BSP_SIGN” string in UTF-16 encoding with zero at the end;
b. Length of USB flash drive serial number (4 bytes, decimal);
c. USB flash drive serial number in UTF-16 encoding without zero at the end;
d. Length of 20 random bytes (4 bytes);
e. 20 random bytes;
f. Length of signature (4 bytes);
g. Signature.

OATH Authentication Service Provider

OATH TOTP (Time-based One-Time Password) is based on TOTP algorithm. We use seed which
contains 40-hex digits only when enrolling an authenticator. Later mobile application generates
temporary code which contains 6 decimal digits depending on seed, generation interval and
current time. User inputs this temporary code for authentication. OATH Authentication Service
Provider generates few temporary codes for the situation if the time on mobile device and
NetIQ Workstation and NetIQ Authentication Server differs from each other. The number of
temporary codes depends on NetIQ TOTP checking window policy. Please read NetIQ OATH
Authentication Provider User Guide.

http://en.wikipedia.org/wiki/RSA_(algorithm)
http://en.wikipedia.org/wiki/Data_Encryption_Standard
http://en.wikipedia.org/wiki/SHA-1
http://tools.ietf.org/html/rfc6238
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Error Codes Description

Here you can find the description of possible NetIQ errors. Also you can use MSDN website for
detailed description of Microsoft and Windows Script Host errors (such as 0x80070005 “Access
is denied”).

RPC Server Errors

http://msdn.microsoft.com/en-us/library
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SrvWrapper Errors

Password Filter Errors

Password Manager Errors
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EventLog Errors

BioAPI Errors



17
© NetIQ

Authenticore Server Errors



18
© NetIQ



19
© NetIQ

Authentication Providers Errors

Cryptography Errors
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Manager Errors

Plugins Errors

Licensing Errors
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Backup Provider Errors

Administration Tools Errors

GINA Errors
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Data Errors
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Troubleshooting

This chapter provides solutions for known issues. If you encounter any problems that are
not mentioned here, please contact the support service.

Authentication Failed

Description:

Authentication using Web Service has failed.

Cause:

Web Service is installed separately from Authenticore Server and authentication providers are
not installed on Web Service.

Solution:

In the case if Web Service is installed separately from Authenticore Server, it is necessary to
install authentication providers on Web Service.
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