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Introduction

About This Document

Purpose of the Document

This NPS Administrator Guide is intended for system administrators and describes the work of
NetlQ Advanced Authentication Framework — Network Policy Server Plugin.

Document Conventions

This document uses the following conventions:

! Warning. This sign indicates requirements or restrictions that should be observed to pre-
vent undesirable effects.

@ Important notes. This sign indicates important information you need to know to use the
product successfully.

o Notes. This sign indicates supplementary information you may need in some cases.

9 Tips. This sign indicates recommendations.

o Terms are italicized, e.g.: Authenticator.
o Names of GUI elements such as dialogs, menu items, and buttons are put in bold type,
e.g.: the Logon window.
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Fail Wrong Password Logon Policy

With the Fail wrong password logonpolicy disabled NetlQ will pass the user credentials to the
next authentication module in NPS which allows the user to be authenticated by other methods
than NetlQ. The policy is enabled by default.

E Group Policy Management Editor ;Iﬂlﬂ

Flle Action View Help

s 2@z HElT

_EJ AAA [DC.AUTHASAS.LOCAL] Policy
B &l Computer Configuration

B 7] Polices

o Fail wrong password logon Setting State
J. Software Settings . Fail wrong password logon Mot configured
J, Windows Settings Edit policy settin
[= | | Administrative Templates: Policy definitions (ADMX files

] Control Panel Description:

With this policy disabled MetlQ will pass
=N the user credentials to the next
% Printers authentication module in NPS which
|| System allows the user to be authenticated by
] windows Companents other methods than NetIQ. Enabled by
=[] Classic Administrative Templates (ADM) default.
[ [] NetlQ Advanced Authentication Framewaork
B[] Security
7 nes
7] Event Log
] Workstation
} U4 All Settings
[Z] preferences
B 4% User Configuration
| Policies
[ Preferences

] Network

4 | Extended { Standard Fi
|lsethng(s)

If NPS plugin is installed, OATH OTP or Smartphone authentication provider are used in RADIUS
authentication instead of usual domain password. If the Fail wrong password logonpolicy is
enabled, NPS plugin is installed and the user has inputted domain password instead of OTP, the
authentication should be successful. Both OTP and domain password will cause successful
authentication.
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Troubleshooting

0 This chapter provides solutions for known issues. If you encounter any problems that are
not mentioned here, please contact the support service.

Impossible To Authenticate Using One of Methods of Authentication

Description:

Authentication using one of methods of authentication has failed.

SEE

Fie Acton View Help

=7 EE

] Event viewer (Local) Security  Num le Actions
L5 Custom Views
El [ Windows Logs Keywords Date and Time Source EventID | Task Category =
£2] Applcaton @ Auditsuccess  31.07.2013 15:35:32 Micrasoft .. 4634 Logoff = OpenSaved Log...
£ | Seaurity A, auditsuccess  31.07.2013 15:35:32 Micrasoft .. 4634 Logoff ¥ Crente Custom i
=] seup @ AuditSuccess  31.07.2013 15:35:29 Microsoft ... 4634 Logoff ¥ Create Custom View..
] System A, auditSuccess  31.07.2013 15:35:29 Microsoft .. 4634 Logoff Impart CLstam View...
] Forwarded Events D auditFalue  31.07.2013 15:35:18 Microsoft ... 6273 Network Policy Server Clear L
) [ Applications and Services Logs @, audit Success 31.07.2013 15:35:18 Microsoft ... 4624 Logon e
[ Active Directory Web Servic | @ auditSuccess  31.07.2013 15:35:18 Micrasoft .. 4672 Spedial Logon ¥ Filter Current Log.
] oFs Repiication A, auditsuccess  31.07.2013 15:35:18 Micrasoft .. 4624 Logan Propertes
§&] Directory Service @ auditSuccess  31.07.2013 15:35:18 Microsoft ... 4672 Special Logon
<] onis Server @ ayditSuccess  31.07.2013 15:35:18 Microsoft ... 4624 Logon B8 Fnd...
] File Replication Senice @ auditSuccess  31.07,2013 15:35:13 Microsoft ... 4672 Special Logon T Save All Events As.
% ;fg::ﬁi;::: Q‘Audftsumess 31.07.2013 15:35:18 Micrasoft .. 4624 Logan Attach aTaskTo this Log..
Koy Manegment Service AuditSuceess  31.07.2013 15:35:18 Micrasoft .. 4672 Spedial Logon
% Microsoft suditSuccess  31.07.2013 15:35:18 Microsoft .. 4624 Logon = View »
] NetIQ Advanced Authentics [ 4 o i ocoft Windows security auditing. x | G Refresh

] Windows Powershel
[ Subscriptions = H reb »
i General Details

& Friendly View XML View Syt ropertes
AuthenticationProvider Windows - ) Atiach Task To Tris Event...
AuthenticationServer DC.authasas.local % cony R
AuthenticationType Extension I Sove Selcted Events. .
EAPType . ) @] Refresh
AccountSessionIdentifier-

ReasonCode 21 e '
Reason An NPS extension dynamic link library (DLL) that is installed on the NPS server rejected the

connection request.
LoggingResult  Accounting information was written to the local log file. :j

Cause:

An NPS extension dynamic link library (DLL) that is installed on the NPS server rejected the con-
nection request.

Solution:

Please, try to authenticate using the correct method of authentication. If the reason of the failed
authentication is another, then open Event Viewer > Windows logs> Security to find out the
reason of the failed authentication.
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Authentication Using OTP Has Failed

Description:
Authentication using OTP has failed.
Cause:

NPS plugin is not installed.

Event Viewer

Action View Help
2] Event Viewer (Local)
Custom Views
S % WindmasLoge e NetIQ Advanced Authen!
(& Appicatin 31.07.2013 15:35:13 Authenticore 1123 None = OpenSavedLog
<] security 31.07.2013 15:35:18 Authenticore 1801 Hone
] setwp 31.07.2013 15:35:18 Authenticore 123 None Y Create Custom view...
(=] system 31.07.2013 15:32:50 Authenticore 1800 None Impart Custom View. .
_ [E] Forwarded Events 31,07.2013 15:31:53 Authenticore 1103 None Clear Log
B [ Applications and Serviees Logs 31.07.2013 15:28:57 Authenticore 1800 Nane
=] Active Directory Web Services 31.07.2013 15:29:45 Authenticore 1106 None Filter Current Log...
[ DS Repiication 31.07.2013 15:29:18 Authenticore 1106 Hone Properties
(=] Directory Service 31.07.2013 15:11:51 Authenticore 1300 Mone
=] D’;'S server i 31,07.2013 15:08:41 Authenticore 1603 None Find...
% E:r:::'?:f;‘f:mﬁ 3107.2013 14:54:32 Authenticore 1225 None Save All Events Ae...
Informatic 31.07.2013 14:51:32 Authenti 1223 N
[2] Internet Explarer @nfermaton winenicere e Attach aTask To this Log...
@]nfﬂrmannn 31.07.2013 14:51:32 Authenticore 1221 None
Key Management Service L
Micrasaft G 31.07.2013 14:51:32 1219 None - View »
c Event 1123, Authenticore % Refresh
i Windaws Pawershel
(4 subscriptions General | Details | Help »
Event raised on the computer: DC.authasas.local (IP:10.0.101.250) -
|Could not icate the user by provided T Event Properties
DU;"“L"':]W”“S“S ] Attach Task To This Event...
. User
Loaon mode: RADIUS BSP Copy »
Log Name: NetiQ Advanced Authentication Framewark I Save Selected Events...
Source: Authenticore Logged: 31.07.2013 15:35:18 |G Refresh
Event ID: 12 Task Category: None Heip »
Level: Error Keywords:  Classic
User: AUTHASAS\WINT-SP1-ENT- Computer:  DC.authasas.local
OpCode:
More Information: ~ Event Log Online Help
0 [ [

Solution:

Please, install NPS plugin to authenticate using OTP.
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