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About this Book and the Library

The Administratin Guide provides conceptual information about the NetlQ iManager (iManager)
product. This book defines terminology and includes implementation scenarios.

For the most current version of the NetlQ iManager Administration Guide, see the English version of
the documentation at the NetlQ iManager online documentation site (https://www.netiq.com/
documentation/imanager-3/).

Intended Audience

This guide is intended for network administrators.

Other Information in the Library

The library provides the following information resources:

Installation Guide

Describes how to install iManager. The book is intended for network administrators.

About this Book and the Library
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in your
environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios in
which IT organizations like yours operate — day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and you
need someone that is truly easy to work with — for a change. Ultimately, when you succeed, we
all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management

About NetlQ Corporation 9
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Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.netig.com/about_netig/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Web Site: www.netig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. If you have suggestions for
improvements, click Add Comment at the bottom of any page in the HTML versions of the
documentation posted at www.netig.com/documentation. You can also email Documentation-
Feedback@netig.com. We value your input and look forward to hearing from you.

Contacting the Online User Community

Qmunity, the NetlQ online community, is a collaborative network connecting you to your peers and
NetlQ experts. By providing more immediate information, useful links to helpful resources, and
access to NetlQ experts, Qmunity helps ensure you are mastering the knowledge you need to realize
the full potential of IT investments upon which you rely. For more information, visit http://
community.netig.com.
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Overview

NetlQ iManager is a Web-based administration console that provides secure, customized access to
network administration utilities and content from virtually anywhere you have access to the Internet
and a Web browser.

iManager provides the following:

*

*

*

*

Single point of administration for NetlQ eDirectory objects, schema, partitions, and replicas
Single point of administration for many other network resources

Management of many other NetlQ and Novell products using iManager plug-ins
Role-Based Services (RBS) for delegated administration

Because iManager is a Web-based tool, it enjoys several advantages over client-based
administrative tools:

*

*

Upgrade once, on the server, for all administrative users

Changes to iManager look, feel, and functionality are immediately available to all administrative
users

Do not need to open additional administrative ports for remote access. iManager leverages
standard HTTP ports (80/443). With iManager, you can pass non- standard HTTP ports.

Not necessary to download and maintain an administrative client
Not necessary to keep client software synchronized with changes to server software

Overview

11
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2.1

Accessing iManager

You can access iManager and the complete set of features that it provides from any supported web
browser. Although you might be able to access iManager via a web browser not listed, we do not
guarantee or support full functionality with any browser that is not officially supported.

IMPORTANT: For information about supported web browsers for this version, review the NetlQ
iManager Installation Guide.

For some iManager wizards and help to work, you must enable pop-up windows in your web browser.
If you use an application that blocks pop-up windows, disable the blocking feature while working in
iManager or allow pop-ups from the iManager host.

If you have configured your web browser to not display Web site images, the iManager interface
might become garbled and unusable.

Accessing iManager varies based on the iManager version (server-based or workstation) and the
platform on which iManager is running. For information on installing iManager, see the NetlQ
iManager Installation Guide.

This section includes the following topics:

+ Section 2.1, “Accessing Server-Based iManager,” on page 13

*

Section 2.2, “Accessing iManager Workstation,” on page 14

*

Section 2.3, “Understanding Access Modes,” on page 14

*

Section 2.4, “Authenticating to an EBA-Enabled eDirectory Server,” on page 15

*

Section 2.5, “Managing Multiple eDirectory Trees,” on page 16

Accessing Server-Based iManager

To access server-based iManager:

1 Enter one of the following in the Address (URL) field of a supported Web browser.
+ To access stand alone iManager:
Secure URL: https://<server ip address>: 8443/ nps/i Manager. ht n

NOTE: iManager uses only Tomcat 8 for its Web server requirements. You must specify the
Tomcat port in the URL on your browser.

In the examples, the IP address in <server ip address> can be either IPv4 or IPv6. For
example, when accessing iManager the URL can be the following:

¢ IPv6: https://[2001: db8:: 6]/ nps/i Manager . ht ni

Although slightly different iManager URLs might work on some platforms, NetlQ recommends
using these URLSs for consistency.

2 Log in using your user name, password and tree name.

Accessing iManager 13
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2.2

2.3

Accessing iManager Workstation

To access iManager Workstation:

1 Execute the appropriate iManager Workstation startup script.

Linux: Navigate to the i manager/ bi n directory and execute . / i Manager . sh.

NOTE: If you plan to run iManager Workstation as a non-root user in the future, do not run
iManager as root the first time.

Windows: Execute i manager\ bi n\i Manager . bat .

2 Log in by using your user name, password, and tree name.

Understanding Access Modes

When you start iManager, you are granted an access mode based on the rights you've been
assigned. iManager has three access modes. The mode you are in is displayed on the iManager
home page.

Unrestricted Access: This is the default mode before RBS is configured. It displays all of the roles
and tasks installed. Although all roles and tasks are visible, the authenticated user still needs the
necessary rights to use the tasks.

There is a setting that you can add to the confi g. xm file which forces Unrestricted Access, even if
Role-Based Services is installed. To force Unrestricted Access for all users, add this setting to
<TOMCAT_HOVE>\ webapps\ nps\ VEB- | NF\ confi g. xmi , then restart Tomcat:

<setting>

<name><! [ CDATA[ RBS. f or ceUnr estri ct ed] ] ></ nanme>
<val ue><! [ CDATA[ t rue] ] ></ val ue>

</setting>

For information about restarting Tomcat, see “Starting and Stopping Tomcat” on page 92.

NOTE: When using iManager in Unrestricted mode, you typically see the following message on the
iManager Home Page: Noti ce: Some of the roles and tasks are not avail able. Clicking
View Details might display a Not supported by current authenticators message for several of
the tasks, even though the tasks work correctly. This message is misleading, and iManager removes
these messages after you configure RBS.

Assigned Access: Displays only the roles and tasks assigned to the authenticated user. This mode
takes full advantage of the Role-Based Services technology.

Collection Owner: Displays all of the roles and tasks installed in the collection. If you are a collection
owner, though you are not assigned specific roles, it allows you to use all the roles and tasks in the
collection. Role-Based Services must be installed in order to use this mode. Adding a group or user
as a collection owner does not assign any RBS rights. To assign rights you must make explicit RBS
role assignments or make trustee assignments.

NOTE: When collection is assigned to a group, all the members of that group get the collection
ownership. The collection owner sees all roles and tasks, regardless of role membership.

NetlQ iManager Administration Guide



2.4

Authenticating to an EBA-Enabled eDirectory
Server

To access an EBA-enabled eDirectory from an EBA-enabled iManager, the EBA CA certificate must
reside in the EBA trusted certificate store of iManager. The . eba. p12 file contains the EBA CA
certificate of the tree. To download the EBA CA certificate on the computer running iManager, use
ebaclientinit. ebaclientinit is a new command line utility bundled in the iManager installation package.

When you run ebaclientinit, this utility generates an . eba. p12 file for a particular user for a particular
tree. This file is hidden and resides in the user's home directory ($HQVE) on Linux and user's profile
directory (WJSERPROFI LE% on Windows.

IMPORTANT: EBA requires that the time is synchronized on all EBA-enabled servers and clients in
your eDirectory environment. If you do not synchronize the time, EBA might not function properly.

The following table lists the command line options available with the ebaclientinit utility:

Command Line Options Description

--user-dn DN of the user in dot format.

- - password Password of the EBA-enabled user.

- -address Address of an NCP server in the tree. The syntax is <I P addr ess>: <port >.

For example, ebacl i entinit --nechani smebatls --user-dn john.foo.org --password
p@3$word --address 111.111.11.1:524

Depending on your platform, run ebaclientinit by using one of the following methods:

Linux: iManager runs as a novl www user on Linux. Therefore, run ebaclientinit as a novl www user by
using this command:

sudo -u novliww -H LD LI BRARY_PATH=/ var/ opt/ novel | /i Manager/ nps/ VEEB- | NF/ bi n/ | i nux
/var/opt/novel | /i Manager/ nps/ WEB- | NF/ bi n/ | i nux/ ebaclientinit --mechanismebatls

Windows: Perform the following actions:

1 Log into iManager as any user other than the Syst emuser.

2 Run ebaclientinit from C: \ Progr am
Fi I es\ Novel I \ Tontat \ webapps\ nps\ VEBI NF\ bi n\ wi ndows\ ebacl i entinit.exe --
nmechani sm ebat | s.

This will place the . eba. p12 file in the user's home directory.
3 Copy the . eba. p12 file to C: \ W ndows\ Syst enB2\ confi g\ syst enprofile.
You need to perform this because iManager runs as a Syst emuser in Windows.

Alternatively, you can run ebaclientinit by using the psexec tool as a Syst emuser.

1 Download the psexec tool from the Microsoft Download page.

2 From the command prompt, navigate to the directory containing psexec and run the following
command:

psexec -i -s -d cnd

Accessing iManager 15


https://technet.microsoft.com/en-us/sysinternals/bb897553.aspx

16

2.5

3 In the command prompt, run ebaclientinit by using the following command:

C.\ W ndows\ syst enB2\ Program
Fi I es\ Novel I \ Tontat \ webapps\ nps\ VEBI NF\ bi n\ wi ndows\ ebacl i entinit.exe --
mechani sm ebat | s

NOTE: If iManager does not find the EBA CA certificate for the tree in the . eba. p12 file or if
. eba. p12 file is not present, the EBA plug-in of iManager prompts you for the sadmni n credentials of
the server acting as EBA CA. However, NetlQ does not recommend you to use sadmi n.

Managing Multiple eDirectory Trees

iManager provides an easy way to manage multiple eDirectory trees from a single interface. You can
select the tree that you want to connect to and also switch among the trees that you are currently
logged into. After connecting to a tree, iManager provides the tree-specific content, such as tree
administration and tasks, and allows you to configure the required options. It relies on the default
settings for the other configuration options. You can log in to upto 20 eDirectory trees at the same
time.

To manage multiple eDirectory connections:

1 Launch iManager.
2 Log in to an eDirectory tree as an administrator with the appropriate rights.

After a successful login, iManager displays the Manage Connections icon before the Help icon in
the top bar of the iManager interface.

3 Click the Manage Connections icon.

The page displays a login form. If you are connected to other trees, iManager displays a list of
currently logged-in trees under Active Connections.

4 To log in to a different tree, select the tree from the list and provide the login credentials and the
IP address or name of the tree.

5 Click Login.

The iManager home page displays. To verify whether the page displays correct information for
this tree, look at the top left side of the page. You will see the user name that you used to log in
to this tree and name of the logged in tree.

6 Repeat Step 3 through Step 5 for every tree for which you want to manage connection.

7 To logout from the individual logged in trees, click on the logout icon displayed on the left hand
side of each logged in tree listed under the Active Connections.

NetlQ iManager Administration Guide



3.1

311

Navigating the iManager Interface

This section describes how to navigate through the NetlQ iManager interface.

+ Section 3.1, “iManager Interface,” on page 17
¢ Section 3.2, “Special Characters,” on page 20

IManager Interface

The iManager interface comprises three main regions, or frames.

¢ Header Frame
+ Navigation Frame

+ Content Frame

Figure 3-1 iManager interface with default Roles and Tasks view

(] Roles and Tasis i
MNetlQ iManager

VERSION 3.0.0

[All Canogonies]

Directory Adminitration
You are currently logged in to POP at admin_novell with Collaction Owner Access.
eDirectory Auditing

elirectary Encryption Wob based Administration Manager Acces Modes.

Enhanced Background
Authentication

Groups

Help Desk
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NOTE: Use only the buttons within the interface when you are navigating in iManager. Do not use the
Web browser's navigation buttons (Back, Next, etc.)

To change the default view in Preferences, see “Set Initial View” on page 82.

Header Frame

The Header frame is a largely static frame that occupies the top of the iManager interface. It provides
icons with which you can access iManager’s various views. A view is a combination of Navigation and
Content frames that deliver specific management functionality. For example, the default Roles and
Tasks view lets you select a given task in the Navigation frame, and then perform the selected task in
the Content frame.
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Figure 3-2 iManager Header frame

The iManager Header frame includes the following icons:

*

*

*

@Home: Returns the Content frame to its default view (as in Figure 3-1).
@Exit: Logs you out of all the eDirectory trees.

Roles and Tasks: This view displays all the tasks you are authorized to perform in the
Navigation frame. This is iManager’s default view. For more information, see Chapter 5, “Roles
and Tasks,” on page 31.

@ View Objects: This view contains browsing and searching functionality to find objects,
including a Tree View feature similar to that used in ConsoleOne. For more information, see
Chapter 4, “Browsing Objects,” on page 21.

@ Configure: This view contains Role-Based Services, iManager Server, Object Creation List,
Plug-in Installation, E-mail Notification, and Views, all of which you can configure as you want.

@ Favorites: This view displays your most frequent tasks, selected from the Preferences >
Favorites page.

@ Preferences: This view sets your preferences according to your most frequent tasks, how the
Object Selector displays, how your Object View displays, what view appears after logging in to
iManager, and what language iManager displays in.

Manage Connections: This view displays all the logged in eDirectory trees.

@ Help: Displays applicable context-sensitive help information, as determined by the current
Content frame.

Additionally, the Header frame identifies the currently authenticated user and the tree name to
iManager in the upper left.

For information on how to change iManager’s default view, see Chapter 6, “Configuring and
Customizing iManager,” on page 49.

Navigation Frame

The Navigation frame resides along the left side of the iManager Ul. It displays task and functionality
options related to the currently selected view. For example, the default Roles and Tasks view lists all
the tasks your are authorized to perform. Tasks are organized into categories. The list of categories
and tasks varies based on the installed plug-ins and the rights granted to you as an authenticated
iManager user.
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Figure 3-3 Contents of the Navigation frame when in the Roles and Tasks view
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The ordering of tasks within each category is determined by the author of the applicable iManager
plug-in. Base plug-in tasks (those that are included with iManager) typically display before tasks from
other plug-ins.

Content Frame

The Content frame provides the specific task or object interface, based on the current selection in the
Navigation frame.

Figure 3-4 The default contents of the iManager Content view

NetlQ iManager

VERSION 3.0.0

You are currently logged in to POP as admin.novell with Collection Owner Access.

Web-based Administration

NetlQ iManager is a state-of-the-art Web-based administration console that provides customized
secure access to network administration utilities and content from any location in the world. With
a global view of your network from a browser-based tool, you can proactively assess and respond
to changing network demands. Using a roles and tasks framework, decentralized administration
has never been easier,

The roles and tasks available depend upon the access mode and the rights granted to you.

iManager Access Modes

Unrestricted Access

This mode displays all of the roles and tasks installed. Althoush all roles and tasks are visible, the
authenticated user will still need the necessary rights to use the tasks.

Assigned Access

This mode displays only the roles and tasks assiened to the authenticated user. This mode takes full
advantage of the Role Based Services (RBS) technology.

Collection Owner Access

This mode displays the roles and tasks in any and all collections for which the authenticated user is an
owner. |t allows user Admin to use all of the roles and tasks in the collections, even if specific rights
have not been assigned. Role Based Services (RBS) must be installed in order to use this mode.

When a task is not selected, the Content frame displays the iManager homepage with general
information related to your iManager access rights.
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3.2 Special Characters

In iManager, some characters have special significance and must be escaped with the backslash (\)
character:

NDAP (eDirectory):
+ Period (.)
+ Equal sign (=)
+ Plus sign (+)
+ Backslash (V)
LDAP:
+ Distinguished names (DNs) and = +\ @; < >
¢ Leading #
+ Leading or trailing spaces

For LDAP, any character can be specified with \ xx. See RFC 2253 (http://www.fags.org/rfcs/
rfc2253.html) for more information.
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4 Browsing Objects

iManager lets you manipulate and manage directory objects. There are two paradigms for doing this.
First, you can browse for and select the objects with which you want to work, and then specify the
task you want to perform on those objects (object-then-task.) Second, you can select the task you
want to perform, and then specify the objects to which you want to apply the task (task-then-object.)
Either way of doing things is valid, and iManager lets you use the method with which you are most
comfortable.

iManager provides the Object View for those from the object-then-task school, and the Object
Selector for those from the task-then-object school. The Object Selector is used extensively in the
Roles and Tasks view. For more information, see Chapter 5, “Roles and Tasks,” on page 31.

This chapter includes the following sections:

+ Section 4.1, “Using the Object View,” on page 22
¢ Section 4.2, “Using the Object Selector,” on page 27

NOTE: iManager supports browsing and selecting objects in an NCP-enabled file system. It allows
you to access file system objects through Server and Volume objects in the directory tree.

The ability to browse and select file system objects is available from both the Object View and the
Object Selector. However, the actual tasks available for file system objects is provided by the NSS
iManager plug-in, which is available separately.

Regardless of the tool you are using, remember the following guidelines when specifying object
names:

+ |If the following characters are part of a dotted eDirectory name, escape them with a backslash
(\). You don't need escape characters in most values, but you do need them when the name is a
distinguished name or relative distinguished name.

+ Period (.)

+ Equal sign (=)
+ Plus sign (+)

+ Backslash (\)

+ |If the following characters are part of a name you want to specify in a search, escape them with
a backslash (\):

+ Asterisk (*)
+ Backslash (\)
For example:
+ To search for all objects containing a period, use = *.* as the search filter
+ To search for all objects containing a plus, use = *+* as the search filter
+ To search for all objects containing a backslash, use = *\\* as the search filter
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Using the Object View

The Object view is designed to let you browse for and locate objects in the directory. Once you have
selected the objects with which you want to work, you can then specify the tasks to perform on those
objects. Open the Object view by selecting the View Objects icon in the Header frame.

The Object View includes the following tabs in the Navigation frame, each of which give you a
different way to browse for and locate directory objects:

* Tree
* Browse

+ Search

Tree

The Tree tab lets you browse a directory tree with a look and feel similar to ConsoleOne™. Tree view
uses both the Navigation frame and the Content frame to provide its functionality.

Figure 4-1 The Tree Tab in iManager’s Object View
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Tree View Navigation Frame

In the Tree view, the Navigation frame displays the directory structure in the familiar ConsoleOne
format. The Navigation frame displays Container, including Volume (file system), objects. Click on the
plus and minus icons to expand and collapse the container objects and browse the directory tree.

By default, Tree View displays up to 100 subordinate objects per container, but you can change this
setting in the Object View Preferences.

Tree View Content Frame

Selecting one of the container objects in the Navigation frame causes the Content frame to display all
the objects in that container. The Content frame is where you actually manipulate directory objects.
The Content frame includes a header from which you can select from among several available
actions:
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Bread Crumbs: At the very top of the Content frame, Tree view provides a bread crumb feature that
lets you navigate along the containers in the current context.

Title Bar: The Content frame'’s title bar displays the name of the currently selected container object.
Click the Pencil icon to edit the properties of this container.

Object List Header: The object list header provides access to the following:
+ Menu Bar: The Content frame’s menu bar provides access to the object-related actions you can
perform. Options include the following:
+ New: Opens a dropdown menu of “create” tasks.

+ Edit: Opens the property book for the selected objects so you can modify their attributes.
Selecting multiple objects of the same type lets you set attributes for all the objects to the
same value.

NOTE: You can also open a leaf object’s property book by selecting it in the object list.
Selecting a container object in the object list opens the selected container and displays all
that container’s subordinate. To edit the attributes of a container object, you must select its
checkbox, then click Edit.

+ Delete: Deletes the selected objects. To select an object to edit, select its checkbox in the
object list.

+ Actions: Opens a dropdown menu of supported tasks for the selected objects. To perform a
task, select it from the dropdown menu and provide the required information.

NOTE: If you have configured RBS, the Actions menu displays only those tasks in your
assigned roles.

*

Object Count: To the right of the menu bar, Tree view lists the number of objects in the current
page and the total number of objects in the selected container.

*

Select All: The checkbox in the header functions as a “select all” checkbox for the current page
of objects.

*

Sort: Directly above the Object list is a “Name” column heading and a sort icon % . Click either of
these to toggle the object sort between ascending and descending alphabetical order.

+ Define Filter: At the far right of the header, under the object count, is the object filter icon O
Select this icon to create a filter that limits the objects displayed in the object list. You can filter on
object type and object name, as needed.

Select Show All Containers to display container objects in the Object List regardless of the
defined filter.

Select Advanced Filter to open the Advanced Filter dialog that lets you create a filter using
almost any object attribute. For more information, see “Advanced Selection” on page 32.

NOTE: When a filter is active, the filter icon changes to a colored icon @, and the filter setting
is listed next to the icon. If you configure an advanced filter, iManager displays a checkmark icon

v next to the filter icon.

Object List: The Content frame’s object list displays all objects in the container currently selected in
the Navigation frame. By default, the object list displays 100 objects on a page, but you can change
this setting in the Object View Preferences.
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To perform an action on an object, select its checkbox, then select the action from the Object List
header. Select the (current level) object to perform an action on the container in which you are
currently browsing.

Select the double-period object to navigate up one level to the parent container.

IMPORTANT: Tree view does not support selecting objects across multiple pages in the object list. If
you need to do this, use Object View’s Browse tab to perform the multiple object action. For more
information, see “Browse” on page 24.

412 Browse

The Browse tab leverages a user interface and functionality similar to the Object Selector to provide a
directory browsing tool. For information on navigating the Browse user interface, see “Using the
Object Selector” on page 27.

Figure 4-2 The Browse tab in iManager’s Object View
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The Browse tab uses only the Navigation frame to provide its functionality. It includes the following
primary components:

Object Filter: Located at the top of the Navigation frame, the object filter lets you limit the objects
displayed in the object list. Once defined, click Apply to use the filter.

IMPORTANT: The object filtering in the Browse tab only applies to directory objects. It does not filter
file system objects, even though they might be visible in the Browse tab.

The object filter uses the following fields:

+ Context: Displays only those objects in the specified context. This is identical to opening the
container from the object list.

+ Name: Displays only those objects that conform to the specified name filter. Use the asterisk (*)
wildcard to specify a partial name. For example: | dap*, *cert, *server*.
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+ Type: Displays only those objects of the type specified.

NOTE: If you select a specific object type, a plus icon [+] appears that lets you open the
Advanced Selection tool, from which you can specify additional, attribute-level filter settings. For
more information, see “Advanced Selection” on page 32.

+ Load/Save: These two links let you load a previously defined filter definition and save the current
filter so it can be re-used, respectively.

Multiple Select / Single Select: Located above the right side of the object list, this link lets you
toggle between selecting a single object or multiple objects against which you want to perform a task.
The default option is Single Select. For more information, see “Selecting and Filtering Objects” on
page 31.

Object List: Displays a list of directory objects, as defined by the criteria in the Object Filter. By
default, the object list displays 100 objects on a page, but you can change this value in the Object
View Preferences. Use the Previ ous and Next buttons to navigate between object pages. You can
navigate amongst the objects in the object list by doing the following:

+ & Select the down arrow icon next to a container object to open that container and view its
objects in the object list.

+ L. Select the up arrow icon at the top of the object list to view the contents of the current
container’s parent. This moves you up one level in the directory tree.

+ Select an object, either container or leaf, to open a window with the available tasks for that type
of object. Selecting a task opens that tasks Ul in the Content frame.

Search

The Search tab is similar to the Browse tab, but instead of displaying a tree structure in the
Navigation frame, it displays only those objects resulting from the specified search.
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Figure 4-3 The Search tab in iManager’s Object view
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The Search tab uses only the Navigation frame to provide its functionality. It includes the following

primary components:

Object Search: Located at the top of the Navigation frame, the object search lets you define the
search criteria. Once defined, click Search to perform the specified search operation.

IMPORTANT: The object filtering in the Search tab only applies to directory objects. It does not filter
file system objects, even though they might be visible in the Search tab.

You can define your search using the following fields:
+ Context: Specifies the starting container for the search operation. If you want the search to
include subordinate containers, select Search sub-containers.

+ Name: Defines the object name filter for this search. Use the asterisk wildcard to specify a partial
name. For example: | dap*, *cert, *server*.

+ Type: Defines the object type filter for this search. iManager only displays objects of the specified

type.

NOTE: If you select a specific object type, a plus icon [+] appears that lets you open the
Advanced Selection tool, from which you can specify additional, attribute-level filter settings. For
more information, see “Advanced Selection” on page 32.

+ Load/Save: These links let you load a previously defined search definition and save the current

search so it can be re-used, respectively.
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Multiple Select / Single Select: Located above the right side of the results list, this link lets you
toggle between selecting a single object or multiple objects against which you want to perform a task.
The default option is Single Select. For more information, see “Selecting and Filtering Objects” on
page 31.

Results List: Displays the results of the search operation. By default, the object list displays 100
objects on a page, but you can change this value in the Object View Preferences. Use the Pr evi ous
and Next buttons to navigate between results pages. Select an object, either container or leaf, to
open a window with the available tasks for that type of object. Selecting a task opens that tasks Ul in
the Content frame.

NOTE: The Search tab does not let you navigate objects, such as opening container objects, in the
results list. If you want to be able to do this, use the Tree tab or the Browse tab.

Using the Object Selector

The Object Selector lets you select the objects with which you want to work in the current task.
iManager provides this tool in any situation where you are selecting a task or action before specifying
the objects to which the task or action is applied.

Access the Object Selector by selecting the magnifying glass icon anywhere it appears in the
Content frame. The Object Selector opens in its own window on top of iManager.

Figure 4-4 iManager’s Object Selector
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Object Selector includes two tabs for locating target objects for the tasks you want to perform:

¢ Section 4.2.1, “Browse,” on page 28

+ Section 4.2.2, “Search,” on page 28

Browse

The Browse tab (default) lets you navigate the directory tree to search for the desired objects. It
includes the following primary components:

Object Filter: Located on the left side of the Object Selector, the object filter lets you limit the objects
displayed in the Contents list. Once defined, click Apply to use the filter. The object filter uses the
following fields:

+ Look in: Displays only those objects in the specified context. This is identical to opening the
container from the Contents list.

+ Look for objects named: Displays only those objects that conform to the specified name filter.
Use the asterisk (*) wildcard to specify a partial name. For example: | dap*, *cert, *server*.

+ Advanced Browsing: This link opens the Advanced Selection tool, from which you can specify
additional, attribute-level filter settings. For more information, see “Advanced Selection” on
page 32.

+ Load Criteria/Save Criteria: These two links let you load a previously defined filter definition and
save the current filter so it can be re-used, respectively.

Contents List: Displays a list of directory objects, as defined by the criteria in the object filter. By
default, the object list displays 100 objects on a page, but you can change this number, if desired.
Use the Previ ous and Next buttons to navigate between object pages. You can navigate amongst
the objects in the Contents list by doing the following:

+ ¥ Select the down arrow icon next to a container object to open that container and view its
objects in the Contents list.

+ L. Select the up arrow icon at the top of the object list to view the contents of the current
container’s parent. This moves you up one level in the directory tree.

+ Selecting an object causes iManager to identify that object as one on which you want to perform
the current task.

Selected Objects: This component only appears when you are selecting multiple objects for the
current task. The Selected Objects field lists the objects currently selected for the task. Click OK when
the list is complete. Click Clear All if you want to empty the selected objects list and start over.

For more information about selecting single or multiple objects for a task, see “Selecting and Filtering
Objects” on page 31.

Search

The Search tab lets you specify a search operation to perform on the directory tree and display the
results. It includes the following primary components:

Object Search: Located on the left side of the Object Selector, the object search lets you define the
search criteria. Once defined, click Search to perform the specified search operation. You can define
your search using the following fields:

¢ Start search in: Specifies the starting container for the search operation. If you want the search to
include subordinate containers, select Sear ch sub- cont ai ners.
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+ Search for objects named: Defines the object name filter for this search. Use the asterisk
wildcard to specify a partial name. For example: | dap*, *cert, *server*.

+ Advanced Browsing: This link opens the Advanced Selection tool, from which you can specify
additional, attribute-level search settings. For more information, see “Advanced Selection” on
page 32.

+ Load Criteria/Save Criteria: These two links let you load a previously defined search definition
and save the current filter so it can be re-used, respectively.

Multiple Select / Single Select: Located above the right side of the results list, this link lets you
toggle between selecting a single object or multiple objects against which you want to perform a task.
The default option is Single Select. For more information, see “Selecting and Filtering Objects” on
page 31.

Results List: Displays the results of the search operation. By default, the results list displays 100
objects on a page, but you can change this number, if desired. Use the Pr evi ous and Next buttons to
navigate between results pages.

NOTE: The Search tab does not let you navigate objects, such as opening container objects, in the
results list. If you want to be able to do this, use Object Selector’s Browse tab.

Selected Objects: This component only appears when you are selecting multiple objects for the
current task. The Selected Objects field lists the objects currently selected for the task. Click OK when
the list is complete. Click Clear All if you want to empty the selected objects list and start over.

For more information about selecting single or multiple objects for a task, see “Selecting and Filtering
Objects” on page 31.
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5 Roles and Tasks

Selecting the Roles and Tasks view in the Header frame displays all of iManager’s available roles and
tasks in the Navigation frame. iManager groups related roles and tasks into categories. However, you
can create custom category groups and assign roles and tasks to them. For more information, see
“The Category Tab” on page 60.

This section includes the following topics:

¢ Section 5.1, “Navigating Roles and Tasks,” on page 31

+ Section 5.2, “Directory Administration,” on page 35

+ Section 5.3, “Groups,” on page 37

+ Section 5.4, “Help Desk,” on page 39

¢ Section 5.5, “Partitions and Replicas,” on page 40

+ Section 5.6, “Rights,” on page 42

+ Section 5.7, “Schema,” on page 43

¢ Section 5.8, “Users,” on page 46
The first section in this chapter introduces Roles and Tasks navigation. The remaining sections
provide a detailed description of the tasks available in iManager’s core set of roles and tasks. For

information about the roles and tasks provided by a product-specific plug-in, consult that product’s
documentation.

In addition to the Roles and Tasks view, you can configure iManager’s Favorites view to display your
most frequently used tasks. For more information, see “Manage Favorites” on page 81.

5.1 Navigating Roles and Tasks

Navigating iManager’s tasks is a straight-forward process that includes the following general steps:

1 (Navigation frame) Open the category that contains the desired task.
2 (Navigation frame) Select the desired task from the category’s list of tasks.

3 (Content frame) Provide the necessary information to complete the task. When applicable, this
includes specifying those objects to which the task is applied.

For information about selecting objects to which the task will apply, see “Selecting and Filtering
Objects” on page 31.

4 (Content frame) Click OK to perform the task.

5.1.1 Selecting and Filtering Objects

For those tasks that can be applied to more than one object at a time (for example, Modify User),
iManager provides options, selectable in the Content frame, for locating the desired objects.
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Figure 5-1 Object selection options in a task
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Select a Single Object

This is the default object selection method. Select a Single Object lets you specify a single object to
which the task is applied. When using the Object Selector to locate the object, selecting an object
automatically closes the Object Selector and inserts the selected object in the task’s object name
field. For more information about the Object Selector, see “Using the Object Selector” on page 27.

Select Multiple Objects

Select Multiple Objects modifies the tasks object name field to accept a list of objects instead of only
one object. The Object Selector also runs in “multiple object” mode so that you can select more than
one object at a time. For more information about the Object Selector, see “Using the Object Selector”
on page 27.

Simple Selection

Simple Selection opens a basic search tool in the Content frame. With this tool, you can search for
objects in the directory tree based on a specified property value.

Figure 5-2 Basic object filter in a task
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The attribute list has a list of attributes on which you can perform the Search operation.
The operator list has a list of various operators to be used for the Search operation.

If you want the objects, which result after performing the search operation, to be sorted, select Sort
the resulting objects.

Simple Selection includes the following limitations:

+ Searches the entire directory tree
+ Does not support wildcards in the search criteria
+ Supports only “starts with” and “equals” filters for property values

Advanced Selection

Advanced Selection provides a more configurable environment for searching the directory for the
desired objects.
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Figure 5-3 iManager’s Advanced Selection Interface
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Advanced Selection gives you more granular control over the object filter used during the search
operation. You can configure advanced selection options using the following fields:

Object Type: Specifies the object base class for which you are searching. For example, User.

Container: Specifies the container at which you want to start the search. To search subordinate
containers, select Include sub-containers.

Filter: Specifies a filter to apply to the search. Select the Filter icon #+ to open a separate window
from which you can define the filter. Click OK when the filter is done.

Figure 5-4 iManager’s Advanced Filter dialog
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The Filter interface includes the following fields:

Aux Classes: Specifies an Auxiliary Class to include in the search.
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Attribute: Specifies an attribute (property) that you want to utilize as part of the filter.

Operator: Specifies the logical operator to apply to the filter. Options include

Value: Specifies the attribute value you are using as a filter. You can use the asterisk (*) as a wildcard
to indicate part of a value. For example, smi*, *th, and *mit*.

Additionally, you can chain multiple attribute filters together into a filter group by using the + icon to
add a second attribute to the list. When using multiple attribute filters, link them together with a logical

AND or logical OR.

After you define a filer, click Preview, and click OK, the Modify Object screen is displayed. It displays
the attributes defined for the objects in the container. The common attribute values are listed. For
example, as per Figure 5-5 the First name, Last name, and Full name attributes have common value
(s) for all the objects in the specified container. The attributes whose fields are empty indicate that

those attributes does not hold a common value for all the objects. You can add values to these
attributes, as well.

Figure 5-5 The Modify Object Screen
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v|==lZ]

gnore %

Telephone number: |

Fax number:

v|==lZ]

ghore %

v ==z

gnore %

Internet E-mail address: |

Dezcription:

v ==l

gnore %

[&[=ll2]

gnore %

You can do the following tasks to the attributes and all the objects in the container are updated:
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5.2.1

Ignore: Is used not to update any changes to the objects.

Replace: Is used to replace an existing attribute value in the list. To replace, double-click the value,
make the changes, and press Enter. Then, click Replace.

Add: Is used to add values to an attribute. You can add more than one value to an attribute. For
example, you have more than one First Names for all the objects.

Remove: Is used to remove attribute values. To remove an attribute value (s):

1 If the attribute has more than one values, you must first hide the values that you do not want to
remove by pressing the Delete key on your keyboard. This is done because the Remove option
removes all the values listed. So, you must first hide the values that need not be removed.

Only the values that have to be deleted are displayed in the attribute list.
2 Click Remove from the drop-down list.
The specified values are deleted and the values that you hide are displayed in the list.

Directory Administration

Directory administration involves the management of objects in your directory tree. You can create,
edit, and organize objects.

¢ Section 5.2.1, “Copying an Object,” on page 35

*

Section 5.2.2, “Creating an Object,” on page 36

*

Section 5.2.3, “Deleting an Object,” on page 36

*

Section 5.2.4, “Modifying an Object,” on page 36
+ Section 5.2.5, “Moving an Object,” on page 36
¢ Section 5.2.6, “Renaming an Object,” on page 37

For more information about eDirectory objects, see the NetlQ eDirectory 9.0 Administration Guide
(https://www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Copying an Object

You can either create a new object with the same attribute values as an existing object, or copy
attribute values from one object to another.
1 In Roles and Tasks, click Directory Administration > Copy Object.

2 Inthe Object to Copy From field, type the name and context of the object or use the Object
Selector to find it.

3 Select one of the following options:
+ Create New Object and Copy Attribute Values
+ Copy Attribute Values to an Existing Object
The attributes whose class is not extended by the copied object, are not copied.
4 Select Copy ACL Rights if you want to copy access control list (ACL) rights to this object.

This step might take additional processing time, depending on your system and networking
environment.
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NOTE: The copy object operation does not copy the following object attributes:

¢ ACL (unless you select Copy ACL Rights)
+ CN

+ DirXML-Associations

¢ Equivalent To Me

¢ Group Membership

+ Member

+ Security Equals

+ Any naming attribute

+ Any Read Only attribute

+ Any RBS attribute

5.2.2 Creating an Object

1 In Roles and Tasks, click Directory Administration > Create Object.
2 Select the object class from the list that appears, then click OK.

3 Specify the requested information that appears according to the object class you selected, then
click OK.

If you are using Firefox, click the + symbol to add information instead of typing directly in the
field.

4 When the confirmation message appears, click OK, Repeat Task, or Modify.

5.2.3 Deleting an Object

1 In Roles and Tasks, click Directory Administration > Delete Object.
2 Type the name and context of the object, or use the Object Selector to find it, and click OK.
A confirmation message appears indicating the object was successfully deleted.

5.24 Modifying an Object

1 In Roles and Tasks, click Directory Administration > Modify Object.

2 Type the name and context of the object or use the Object Selector to find it, then click OK.
The Modify Object page displays pages with the selected object’s attributes.

3 Modify the object as desired, then click OK.

If you are using Firefox, click the + symbol to add information instead of typing directly in the
field.

5.25 Moving an Object

1 In Roles and Tasks, select Directory Administration > Move Object.
Type the name and context of the object or use the Object Selector to find it, then click OK.
2 In the Move To field, select the container to which you want to move the object.
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5.3

5.3.1

3 Select Create an Alias in Place of Moved Object to create an alias in an old location for each

object being moved.

4 Click OK.

A confirmation message appears indicating the move object operation was successful.

Renaming an Object

1 In Roles and Tasks, select Directory Administration > Rename Object.

2 Type the name and context of the object or use the search feature to find it.

Type only the name of the new object. Do not include a context.
Select to save the old name, if you want to save it.

This saves the old name as an additional unofficial value of the Name property. Saving the old
name lets users search for the object based on that name. After renaming the object, you can
view the old name in the Other Name field on the object’'s General Identification tab.

Select Create an Alias in Place of Renamed Object, if you want to create an alias for the object

being named.

This allows any operations that are dependent on the old object name to continue uninterrupted

until you can update those operations to use the new object name.
Click OK.
A confirmation message appears indicating that the object renaming operation was successful.

Groups

Any user who creates a group automatically becomes the owner of the group. Available group
operations include the following:

*

*

*

*

*

*

*

Section 5.3.1, “Creating a Group,” on page 37

Section 5.3.2, “Deleting a Group,” on page 38

Section 5.3.3, “Modifying a Group,” on page 38

Section 5.3.4, “Modifying Members of Group,” on page 38
Section 5.3.5, “Move Group,” on page 38

Section 5.3.6, “Rename Group,” on page 39

Section 5.3.7, “Viewing My Groups,” on page 39

For more information about using and configuring Group objects, see the NetlQ eDirectory 9.0
Administration Guide (https://www.netiq.com/documentation/edirectory-9/edir_admin/data/
bookinfo.html).

Creating a Group

1
2

In Roles and Tasks, select Groups > Create Group.
In the Create Group page, provide the required information, then click OK.

Select Dynamic Group to make the new group a dynamic group, of the class dynamicGroup.
Otherwise, the group is created as a static group, or the class Group.
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5.3.2

5.3.3

534

38

5.3.5

Select Set Owner to make the creator of a group object the group owner. The group’s Owner
attribute is set to the DN of iManager’s logged-in user. Deselect Set Owner to leave the Owner
attribute undefined.

Select Nested Group to make the new group a nested group so that the group is created with
auxiliary class nest edG oupAux.

NOTE: You can convert a static group to a dynamic group after the fact by using the Modifying a
Group option. This extends the selected Group object to belong to the dynamicGroupAux class.

A group can be either nested or dynamic. You cannot create a group that is both nested and
dynamic.

You can convert a static group to a nested group by using the Modify Group option. This makes
the selected group object belong to the nest edG oupAux class.

Deleting a Group

1 In Roles and Tasks, select Groups > Delete Group.

2 In the Delete Group page, specify the name of the group object to delete, or use the Object
Selector to locate it, then click OK.

The Delete Group page lets you Select a single object, Select multiple objects, or use Advanced
Selection option to specify the object to delete.

Modifying a Group

1 In Roles and Tasks, select Groups > Modify Group.

2 In the Modify Group page, specify the name of a Group object, or use the Object Selector to
locate it, then click OK.

3 Make the desired changes to the Group object’s attributes, then click OK.

NOTE: If you modify a static group to be a dynamic group, and you are using RBS, you must
enable dynamicGroupAux class support. To do this, open Configure > iManager Server >
Configure iManager > RBS > Dynamic Group Search Type. Select
DynamicGroupObjects&AuxClasses from the drop-down menu, then click Save.

You cannot convert a dynamic group to a nested group and vice versa.

Modifying Members of Group

This task lets you make simultaneous identical modifications to the attributes of all member objects of

a specified group.

1 In Roles and Tasks, select Groups > Modify Members of Group.

2 In the Modify Members of Group page, specify the name of a Group object, or use the Object
Selector to locate it, then click OK.

3 Make the desired changes to the member object’s attributes, then click OK.

Move Group

This link redirects you to the Move an Object task. For more information, see “Moving an Object” on
page 36.
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5.3.7

5.4

541

5.4.2

543

Rename Group

This option is identical to the Rename an Object task. For more information, see “Renaming an
Object” on page 37.

Viewing My Groups

This page displays the groups that you own. From it, you can create a new group, and edit or delete
an existing group.

Help Desk

Help Desk provides access to a limited number of user-related tasks. The user who owns this role
can do the following:

+ Section 5.4.1, “Clearing a Lockout,” on page 39

+ Section 5.4.2, “Creating a User,” on page 39

¢ Section 5.4.3, “Setting a Password,” on page 39

For more information about User objects, see the NetlQ eDirectory 9.0 Administration Guide (https://
www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Clearing a Lockout

A user can be locked out for entering the wrong password too many times or trying to log in with an
expired password.
1 In Roles and Tasks, select Help Desk > Clear Lockout.

2 In the Clear Lockout page, specify the name of a User object, or use the Object Selector to
locate it, then click OK.

Creating a User

To create a new user object:

1 In Roles and Tasks, select Help Desk > Create User.
Fill out the necessary user information, as described in “Creating a User” on page 47.

Setting a Password

1 In Roles and Tasks, select Help Desk > Set Password.

2 In the Set Password page, specify the name of the User Object. Use the Object Selector to
browse for the User Object or use Simple Selection to search for it.

3 Specify the new password for the selected User object (twice), then click OK.

Select Set simple password to define a simple password, which is required for native file access
for Windows* and Macintosh* users. It is hot necessary when Universal Password is enabled.

Roles and Tasks 39


https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html

5.5

5.5.1

5.5.2

5.5.3

Partitions and Replicas

Partition and replica operations let you manage eDirectory’s physical design and distribution across
your directory servers, and includes the following tasks:

¢ Section 5.5.1, “Creating a Partition,” on page 40

+ Section 5.5.2, “Merging a Partition,” on page 40

+ Section 5.5.3, “Moving a Partition,” on page 40

+ Section 5.5.4, “Viewing Replica Information,” on page 41

¢ Section 5.5.5, “Viewing Partition Information,” on page 41

+ Section 5.5.6, “Using the Filtered Replica Wizard,” on page 41

For information about partitions and replicas, see the NetlQ eDirectory 9.0 Administration Guide
(https://www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Creating a Partition

Partitions create logical divisions of the eDirectory tree. For example, if you choose an Organizational
Unit and create it as a new patrtition, you split the Organizational Unit and all of its subordinate objects
from its parent partition. The Organizational Unit you choose becomes the root of a new partition. The
replicas of the new partition exist on the same servers as the replicas of the parent, and objects in the
new partition belong to the new partition’s root object.

1 In Roles and Tasks, select Partitions and Replicas > Create Partition.

2 In the Create Partition page, specify the container to use as the root of the new partition, or use
the Object Selector to locate it, then click OK.

A confirmation message appears indicating that the partition create operation was successful.

Merging a Partition

Merging a partition effectively recombines it with its parent partition. Creating and merging partitions
is how you determine how the directory is logically divided.
1 In Roles and Tasks, select Partitions and Replicas > Merge Partition.

2 In the Merge Partition page, specify the partition to merge with its parent, or use the Object
Selector to locate it, then click OK.

To specify a partition, specify the Container object that acts as the partition root.
A confirmation message appears indicating that the partition create operation was successful.

Moving a Partition

Moving a patrtition lets you move a subtree in your directory tree. This is also known as a prune and
graft operation. You can only move partitions that have no subordinate partitions. If subordinate
partitions exist, you must first merge those partitions before performing the move operation.

When you move a partition, eDirectory changes all references to the partition Root object. Although
the object’'s common name remains unchanged, the complete name of the container (and of all its
subordinates) changes.
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5.5.5

5.5.6

NOTE: When you move a partition, you must follow eDirectory containment rules. For example, you
cannot move an Organizational Unit directly under the root of the directory tree, because the root’s
containment rules permit only Locality, Country, or Organization objects, but not Organizational Unit
objects.

1 In Roles and Tasks, select Partitions and Replicas > Merge Partition.
2 In the Move partition page, specify the required information, then click OK.
+ The Object name field specifies the partition to move, or use the Object Selector to locate i

+ The Move to field specifies the Container object into which you want to move the specified
partition.

+ The Create an alias in place of moved object creates a pointer to the partition’s new
location. This allows any operations that are dependent on the old location to continue
uninterrupted until you can update those operations to reflect the new location. Users can
continue to log in to the network and find objects in the original directory location.

WARNING: Make sure your directory tree is synchronizing correctly before you move a partition. If
you have any errors in synchronization in either the partition you want to move or the destination
partition, do not perform a move partition operation. First, fix the synchronization errors. After moving
the partition, if you don’t want the partition to remain a partition, merge it with its parent partition.

Viewing Replica Information

Viewing a replica tells you about its current state. An eDirectory replica can be in various states
depending on the partition or replication operations it is undergoing.
1 In Roles and Tasks, click Partitions and Replicas > Replica View.

2 In the Replica View page, specify the partition or server whose replica table you want to view,
then click OK.

A table appears listing the replica Partition, Type, Filter, and State. For information about replica
states, see the NetlQ eDirectory 9.0 Administration Guide (https://www.netig.com/
documentation/edirectory-9/edir_admin/data/bookinfo.html).

Viewing Partition Information

1 In Roles and Tasks, select Partitions and Replicas > View Partition Information.

2 In the Partition Information page, specify the partition for which you want to view information,
then click OK.

To specify a partition, specify the Container object that acts as the partition root.

Using the Filtered Replica Wizard

Filtered replicas maintain a filtered subset of information from an eDirectory partition (objects or
object classes along with a filtered set of attributes and values for those objects). The Filtered Replica
Wizard steps you through the configuration of the filtered replicas on the selected server.

1 In Roles and Tasks, select Partitions and Replicas > Filtered Replica Wizard.

2 Specify the name and context of the server on which you want to configure a filtered replica, or
use the Object Selector to find it, then click Next.
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5.6

5.6.1

5.6.2

3 Click Define the Filter Set to specify the classes and attributes for a filter set on the selected
server, then click Next.

The replication filter contains the set of eDirectory classes and attributes you want to host on this
server’s set of filtered replicas.

4 Click Finish.

For more information about filtered replicas, see the NetlQ eDirectory 9.0 Administration Guide
(https://www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Rights

Rights refers to eDirectory trustee rights and trustees. When you create a tree, the default rights
assignments give your network generalized access and security. iManager lets you perform the
following rights-related tasks:

+ Section 5.6.1, “Modifying the Inherited Rights Filter,” on page 42

+ Section 5.6.2, “Modifying Trustee Rights,” on page 42

+ Section 5.6.3, “Rights to Other Objects,” on page 43

+ Section 5.6.4, “Viewing Effective Rights,” on page 43

For more information about eDirectory rights, see the NetlQ eDirectory 9.0 Administration Guide
(https://www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Modifying the Inherited Rights Filter

Both eDirectory and the NetWare file system provide an Inherited Rights Filter (IRF) mechanism to
block rights inheritance on individual subordinate items. One exception is that the Supervisor right
can't be blocked in the NetWare file system.

For more information about Inherited Rights Filters, see the NetlQ eDirectory 9.0 Administration
Guide (https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).
1 In Roles and Tasks, select Rights > Modify Inherited Rights Filter.

2 Specify the full name of the object whose inherited rights filter you want to modify, or use the
Object Selector to find it, then click OK.

This displays a list of the inherited rights filters that have already been set on the object.
3 On the property page, edit the list of inherited rights filters as needed, then click OK.

To edit the list of filters, you must have the Supervisor or Access Control right to the ACL
property of the object. You can set filters that block inherited rights to the object as a whole, to all
the properties of the object, and to individual properties.

Modifying Trustee Rights

Atrustee is one object that has been granted explicit rights to another object in your directory tree. To
modify the trustee list for a given object:
1 In Roles and Tasks, select Rights > Modify Trustees.

2 Specify, or use the Object Selector to find, the name of the object whose trustee list you want to
view, then click OK.

This opens a list of the object’s currently assigned trustees.
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3 Modify the trustee list as needed, then click OK.
+ Add a trustee by clicking Add Trustee.
+ Remove a trustee by selecting its check box and clicking Remove Selected.
+ Modify a trustee’s rights assignment by selecting the Assigned Rights link for that trustee.

5.6.3 Rights to Other Objects

This task allows you to view and modify the list of objects to which an object is a trustee.

1 In Roles and Tasks, select Rights > Rights To Other Objects.
2 In the Rights To Other Objects page, provide the required information, then click OK.
+ Specify the name of the object in Trustee name.

+ Specify the context in which you want to search for objects that have this trustee in Context
to search from.

Select Search entire subtree to search all containers under the specified context.
3 Modify the object list as needed, then click OK.
+ Add explicit rights to another object by clicking Add Object.

+ Remove explicit rights to an object by selecting its check box and clicking Remove
Selected.

+ Modify the explicit rights granted to an object by selecting the Assigned Rights link for that
object.

5.6.4 Viewing Effective Rights

Effective rights is the combination of explicit and inherited rights that an object has at any point in the
directory tree. To view an object’s effective rights to another object:
1 In Roles and Tasks, select Rights > View Effective Rights.

2 Specify, or use the Object Selector to find, the name of the trustee whose rights you want to view,
then click OK.

3 In the Object name field, specify the name of the object for which you want to calculate the
trustee’s effective rights.

eDirectory calculates the effective rights and displays them in the Effective Rights field.
4 Click Done when finished.

5.7 Schema

The directory schema defines the types of objects that can be created in your tree (such as Users,
Printers, and Groups) and what information is required or optional at the time the object is created.
iManager provides the following schema-related tasks:

+ Section 5.7.1, “Adding an Attribute,” on page 44

+ Section 5.7.2, “Viewing Attribute Information,” on page 44

+ Section 5.7.3, “Viewing Class Information,” on page 44

+ Section 5.7.4, “Creating an Attribute,” on page 45

+ Section 5.7.5, “Creating a Class,” on page 45
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5.7.1

5.7.2

5.7.3

*

Section 5.7.6, “Deleting an Attribute,” on page 45
+ Section 5.7.7, “Deleting a Class,” on page 45

+ Section 5.7.8, “Extending a Schema,” on page 46
¢ Section 5.7.9, “Extending an Object,” on page 46

For more information about eDirectory schema, see the NetlQ eDirectory 9.0 Administration Guide
(https://www.netig.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).

Adding an Attribute

You can add optional attributes to existing classes if your organization’s information needs change or
if you are preparing to merge trees. To add an attribute to an existing class:

NOTE: Mandatory attributes can be defined only while creating a class. A mandatory attribute is one
that must be completed when an object is being created.

1 In Roles and Tasks, select Schema > Add Attribute.
2 Select the class you want to add an attribute to, then click OK.
3 Select the attributes you want to add, then click OK.

Select the desired attributes from the Available Optional Attributes list, then click the Right-
arrow to add these attributes to the Add These Optional Attributes list. Use the Left-arrow to
remove attributes from Add These Optional Attributes.

Objects you create of this class now have the properties you added. To set values for the added
properties, use the generic Other property page of the object.

Viewing Attribute Information

You can view an attribute’s structural details such as Syntax, flags and Classes that use the attribute.
To see an attribute’s information:
1 In Roles and Tasks, select Schema > Attribute Information.
2 Select the attribute for which you want to see information, then click View.
The Content frame displays information related to the selected attribute.
3 When finished, click Close.

Viewing Class Information

The Class Information page displays information about the selected class and lets you add attributes.
During class creation, if the class is specified to inherit attributes from another class, the inherited
attributes are classified as they are in the parent class. For instance, if Object Class is a mandatory
attribute for the parent class, then it displays on this screen as a mandatory attribute for the selected
class.

To see a Class’s information:

1 In Roles and Tasks, select Schema > Class Information.

2 Select the class for which you want to see information, then click View.
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The Content frame displays information related to the selected class. To add an attribute to the
class, select Add a new attribute. To view the class’s parent class, select View superclass.

3 When finished, click Close.

5.7.4 Creating an Attribute

You can define your own custom types of attributes and add them as optional attributes to existing
object classes. However, you cannot add mandatory attributes to existing classes. To create an
attribute:

1 In Roles and Tasks, click Schema > Create Attribute.

2 Follow the steps in the Create Attribute Wizard to complete the attribute creation procedure.

575 Creating a Class

An auxiliary class is a set of properties (attributes) added to particular object rather than to an entire
class of objects. For example, an e-mail application could extend the schema of your eDirectory tree
to include an E-Mail Properties auxiliary class and then extend individual objects with those
properties as needed.

Using Schema Manager, you can define your own auxiliary classes. You can then extend individual
objects with the properties defined in your auxiliary classes. To create an auxiliary class:
1 In Roles and Tasks, click Schema > Create Class.

2 Follow the steps in the Create Class Wizard to define the new class.

5.7.6 Deleting an Attribute

You can delete unused attributes that aren’t part of the base schema of your eDirectory tree. This
might be useful after merging two directory trees, or if an attribute has become obsolete over time. To
delete an attribute:
1 In Roles and Tasks, click Schema > Delete Attribute.
2 Select the attribute you want to delete, then click Delete.
Only attributes that you can delete are displayed.

5.7.7 Deleting a Class

You can delete unused classes that aren’t part of the base schema of your eDirectory tree. iManager
prevents you from deleting classes that are currently being used in locally replicated partitions. To
delete a class:
1 In Roles and Tasks, click Schema > Delete Class.
2 Select the class you want to delete, then click Delete.
Only classes that are allowed to be deleted are shown.
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5.7.8 Extending a Schema

You can extend the schema of a tree by creating a new class or attribute. To extend the schema of
your eDirectory tree, you need Administrator/Supervisor right to the entire tree. To extend the
schema:

1 In Roles and Tasks, click Schema > Extend Schema.

2 Follow the ICE Wizard through the import, export, migration of data, or schema update and
compare operations.

5,79 Extending an Object

1 In Roles and Tasks, click Schema > Object Extensions.
2 Specify the name and context of the object you want to extend, then click OK.

3 Depending on whether the auxiliary class that you want to use is already listed under Current
Auxiliary Class Extensions, click one of the following:

+ Yes: Quit this procedure. See Modifying an Object’s Auxiliary Properties in the NetlQ
eDirectory 9.0 Administration Guide (https://www.netiq.com/documentation/edirectory-9/
edir_admin/data/bookinfo.html), instead.

+ No: Click Add, select the auxiliary class, then click OK.
4 Click Close.

You can also add or remove auxiliary classes at once for multiple objects.

1 In Roles and Tasks, click Schema > Object Extensions.
2 Click the Select Multiple Objects tab.
2a Select the objects that you want to extend, then click OK.

The list of auxiliary class extensions is displayed which are common to all the selected
objects.

2b To add an auxiliary class, click Add, select the required auxiliary class, then click OK.
2c To delete an existing auxiliary class, select the class, then click Remove.
3 Click Close to exit the page.

5.8 Users

Managing users and their network access is a central purpose of the directory. iManager provides the
following user-related tasks:

+ Section 5.8.1, “Creating a User,” on page 47

+ Section 5.8.2, “Deleting a User,” on page 47

+ Section 5.8.3, “Disabling an Account,” on page 47

¢ Section 5.8.4, “Enabling an Account,” on page 48

+ Section 5.8.5, “Modifying a User,” on page 48

+ Section 5.8.6, “Moving a User,” on page 48

+ Section 5.8.7, “Renaming a User,” on page 48

For more information about user objects in the directory, see the NetlQ eDirectory 9.0 Administration
Guide (https://www.netiq.com/documentation/edirectory-9/edir_admin/data/bookinfo.html).
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581 Creating a User

To create a new user object:

1 In Roles and Tasks, select User > Create User.

2 In the Create User page provide, at a minimum, the required user-related information, then click
OK.

¢ Username
¢ |Last Name
¢ Context

+ Password (twice)

IMPORTANT: If you fail to enter a password, you are prompted to either allow the user to
log in without a password (not recommended) or require a password for login.

Select Set simple password to define a simple password, which is required for native file access
for Windows* and Macintosh* users. It is not necessary when Universal Password is enabled.

Select Copy from template or user object to create a user based on an existing Template or
User object. When copying from a user object, iManager allows only a copy of the New Object
NDS rights instead of a copy of NDS rights, to prevent users from receiving the same rights as
the administrator.

Select Create home directory to specify a location for the user’s home directory, which is created
when the user object is created. If you specify a path that doesn't exist, a message appears
stating that the user's home directory has not been created.

5.8.2 Deleting a User

To delete a user object:

1 In Roles and Tasks, select Users > Delete User.
2 Type the name and context of the object or use the search feature to find it, then click OK.
3 Click Delete.

A confirmation appears indicating the user object has been deleted.

5.8.3 Disabling an Account

To disable a user account, thereby preventing the user from authenticating to the directory:

NOTE: This only prevents a user from authenticating subsequent to disabling the account. If they are
logged in when the account is disabled, their access continues unchanged until they log out.

1 In Roles and Tasks, select Users > Disable Account.
2 Specify, or use the Object Selector to find, the name and context of the object, then click OK.
3 Click Disable.
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5.8.4

5.8.5

5.8.6

5.8.7

Enabling an Account

To enable a previously disabled user account:

1 In Roles and Tasks, select Users > Enable Account.
2 Specify, or use the Object Selector to find, the name and context of the object, then click OK.
3 Click Enable.

Modifying a User
To modify an existing user object’s properties:

1 In Roles and Tasks, select Users > Modify User.

2 Specify, or use the Object Selector to find, the name and context of the object, then click OK.
The Content frame displays the user object’s property book.

3 Make your changes, then click Apply or OK to save the changes.

Moving a User

To move a user object:

1 In Roles and Tasks, select Users > Move User,
2 Provide the required information, as described in “Moving an Object” on page 36.

Renaming a User

To rename a user object:

1 In Roles and Tasks, select Users > Rename User.
2 Provide the required information, as described in “Renaming an Object” on page 37.
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6 Configuring and Customizing iManager

6.1

This section describes the various features of NetlQ iManager configuration. You configure iManager
from the Configure view. This section discusses the following topics:

+ Section 6.1, “Role-Based Services,” on page 49

+ Section 6.2, “RBS Configuration,” on page 53

+ Section 6.3, “RBS Reporting,” on page 63

+ Section 6.4, “iManager Server,” on page 67

+ Section 6.5, “Object Creation List,” on page 74

+ Section 6.6, “Plug-In Module Installation,” on page 75

¢ Section 6.7, “Downloading and Installing Plug-in Modules,” on page 76

+ Section 6.8, “E-Mail Notification,” on page 79

+ Section 6.9, “Views,” on page 79

IMPORTANT: Using Role-Based Services is optional, although we recommend setting it up for the
optimal use of the iManager software. RBS must be configured in the eDirectory tree in order to use
the Plug-In Studio.

Do not use Novell ConsoleOne to modify or delete any RBS objects. RBS objects should be
managed using only iManager.

If desired, you can prevent non-admin and non-collection-owner users from accessing iManager's
Configure view. For more information see the following topics:

+ iManager Views: “Views” on page 79.

+ User Preferences: “Preferences” on page 81.

+ Authorized Users: “Authorized Users and Groups” on page 68.

Role-Based Services

iManager gives you the ability to assign specific responsibilities to users and to present them with the
tools (and their accompanying rights) necessary to perform those sets of responsibilities. This
functionality is called Role-Based Services (RBS).

Role-Based Services is a set of extensions to the eDirectory schema. RBS defines several object
classes and attributes that provide a mechanism for administrators to grant a user access to
management tasks based on the user's role in the organization. This gives users access to only those
tasks that the users need to perform. RBS grants only the rights necessary to perform assigned tasks.

NOTE: NetlQ iManager Role-Based Services (RBS) grants rights based upon the Access Control List
(ACL) capability of NetlQ eDirectory. The ACLs allow a trustee to be granted rights to a specific object
or its subordinate objects. ACLs are not granted based upon specific object types. Each NetlQ
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iManager task defines its applicable object types and necessary ACLs. However, these ACLs allow
the user to perform those operations with other object types through eDirectory APIs or other tools
such as Novell ConsoleOne or NWAdmin.

Use RBS to create specific roles within your organization. The roles contain tasks that an assigned
user can perform within iManager, such as creating a new user or changing a password. Tasks are
preassigned to roles but can be replaced, reassigned, or removed altogether.

Furthermore, users are associated with roles in a specified scope, which is a container in the tree in
which the user has the requisite permissions to perform a task. A role requires this threefold
association of role, members, and scope to be complete.

An RBS Role object creates an association between users and tasks. An administrator grants a user
access to a task by making the user a member of the role to which the task is assigned.

A user can be assigned to a role in the following ways:

+ Directly as a user
¢ Through group and dynamic group assignments

If a user is a member of a group or a dynamic group that is assigned to a role, then the user has
access to the role.

+ Through organizational role assignments

If a user is an occupant of a organizational role that is assigned a role, then the user has access
to the role.

¢ Through container assignment

A User object has access to all of the roles that its parent container is assigned. This could also
include other containers up to the root of the tree.

A user can be associated with a role multiple times, each with a different scope.

6.1.1 RBS Objects in eDirectory

The following table lists the RBS objects. iManager extends the eDirectory schema to include these
objects when you install RBS. For more information, see “Installing RBS” on page 52.

Object Description

&% . A container object that holds all RBS Role and Module objects.
o rbsCollection

rbsCollection objects are the uppermost containers for all RBS objects. A tree
can have any number of rbsCollection objects. These objects have owners,
which are users who have management rights over the collection.

rbsCollection objects can be created in any of the following containers:

+ Country
+ Domain
+ Locality
+ Organization

+ Organizational Unit
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Object Description

rbsRole Defining a role includes creating an rbsRole object and specifying the tasks that
the role can perform.

rbsRoles are container objects that can be created only in an rbsCollection
container.

Role members can be Users, Groups, Organizations, Organization Roles, or
Organizational Units, and role members are associated to a role in a specific
scope of the tree. The rbsTask and rbsBook objects are assigned to rbsRole
objects.

rbsTask A leaf object that holds a specific function, such as resetting login passwords.
rbsTask objects are located only in rbsModule containers.

& rbsBook Abook is a leaf object that displays a group of pages that allow a user to view or
(aka Property modify the properties of an object or set of objects of the same type. Each page
Book) of the book has a tab that you click, to view a different page.

A book object resides only in rbsModule containers and can be assigned to one
or more roles and to one or more object class types.

A leaf object used for ACL assignments (instead of making assignments for each
User object). rbsScope objects represent the context in the tree where a role is
performed and are associated with rbsRole objects. They inherit from the Group
class. User objects are assigned to an rbsScope object. These objects have a
reference to the scope of the tree that they are associated with.

& rbsscope

The objects are dynamically created when needed, then automatically deleted
when no longer needed. They are located only in rbsRole containers.

WARNING: Never change the configuration of an rbsScope object. Doing so has
serious consequences and could possibly break the system.

@] rbs Module Represents a container object that holds rbsTask and rbsBook objects.
rbsModule objects have a module name attribute that represents the name of the
product that defines the tasks or books (for example, eDirectory Maintenance
Utilities, NMAS Management, or NetlQ Certificate Server Access).

rbsModule objects can be created only in rbsCollection containers.

A category groups roles and tasks together which are specific to a particular
function. iManager has 14 default categories: Authentication & Passwords,
Collaboration, Directory, File Management, Identity Manager, Infrastructure,
Install & Upgrade, Network, Novell Audit, Printing, Security, Servers, Software
Licenses & Network, Usage, and Users & Groups.

l'_E rbs Category

The All Categories selection displays all available roles and tasks.

You can also create new categories and assign roles and tasks to them.

RBS obijects reside in the eDirectory tree as depicted in the following figure:
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Figure 6-1 Role-Based Services in eDirectory

Role-Based Services
in eDirectory

AT
ﬁ__‘_lu:ln_-j Collection

——{d | Module

—E Category
6.1.2 Installing RBS

RBS is installed using the iManager Configuration Wizard.

1 In the Configure view, select Role Based Services > RBS Configuration.
2 Select Configure iManager.
3 Follow the on-screen instructions.

6.1.3 Removing RBS

If Role-Based Services is no longer needed in the tree, the RBS Collection object can be safely
deleted through iManager. Deleting the RBS collection automatically cleans up all user role
associations and scopes in the tree. Do not delete the RBS collection using other utilities, such as
ConsoleOne.

To remove Roll-based Services:

1 In the Configure view, select Role Based Services > RBS Configuration.
2 Select the collection to be deleted.
3 Click Delete.

After the RBS collection is deleted, all users logging in to iManager enter in Assigned Access mode
even though there is no RBS collection object in the tree.

To switch back to Unrestricted mode (the default mode):

1 In the Configure view, select iManager Server > Configure iManager.

2 Select the RBS tab.

3 Select the appropriate tree name in the RBS Tree List field, then click the minus button.
4 Click Save.
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6.2

NOTE: When using iManager in Unrestricted mode, you typically see the following message on the
iManager Home Page: Noti ce: Sone of the roles and tasks are not avail abl e. Clicking
View Details might display a Not supported by current authenticators message for several of
the tasks, even though the tasks work correctly. This message is misleading, and iManager removes
these messages after you configure RBS.

RBS Configuration

The RBS Configuration task provides complete control over RBS objects. It is a central place for
managing and configuring RBS objects. You can list and modify RBS objects by type. The task also
gives you useful information about the RBS system, such as the number of modules in a collection,
how many are installed, how many are not installed, and how many are outdated. Some tasks let you
operate on multiple objects simultaneously. For example, you can associate or disassociate multiple
members from a role at the same time.

From the Configure view, select Role-Based Services > RBS Configuration to open the RBS
Configuration page in the Content frame.

The page includes two tabs:
iManager 2.x Collection: Displays current RBS collections.

iManager 1.x Collections: Displays older RBS collections that you can either delete or migrate to
iManager 2.x. If you select Migrate, a wizard steps you through the migration process.

iManager displays only those collections you own, and includes the following information about each
collection:

+ Module: Indicates the number of modules on the Web server that you are logged in to.

+ Installed: Indicates the number of modules that are currently installed.

+ OQOutdated: Indicates the number of outdated modules currently installed.

+ Not-Installed: Indicates the number of modules that are available but not installed.

To work with a particular collection, select it from the list. This opens a collection-specific view, as
shown in Figure 6-2.
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Figure 6-2 Working with RBS collections in iManager

i Configure

e 121 RBS Configuration (2]
Rele Based Services

RES Configuration
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The remainder of this section describes the various tabs in the RBS Collection page as well as the
other RBS-related tasks in the Role Based Services category.

¢ Section 6.2.1, “The Role Tab,” on page 54

¢ Section 6.2.2, “The Task Tab,” on page 56

¢ Section 6.2.3, “The Property Book Tab,” on page 57

¢ Section 6.2.4, “The Module Tab,” on page 59

+ Section 6.2.5, “The Category Tab,” on page 60

¢ Section 6.2.6, “Plug-In Studio,” on page 60

+ Section 6.2.7, “Editing Member Associations,” on page 62
+ Section 6.2.8, “Editing Owner Collections,” on page 63

6.2.1 The Role Tab

The RBS Collection Role tab lets you manage the RBS roles in the collection. From this tab you can
do the following:

+ “Create a New Role” on page 55

+ “Edit a Role” on page 55

+ “Delete a Role” on page 55

+ “Set a Member Association” on page 55
+ “Assign a Category” on page 56

+ “Add a Description to a Role” on page 56
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NOTE: To select a role, select the checkbox to the left of the role name.

Create a New Role

To create a new role in the collection:

1 Inthe Role tab, select New >iManager Role.
2 Complete the steps in the iManager Role Wizard.

The wizard steps you through naming the role, assigning tasks and categories to the role, and

assigning role members and scopes to the role.

Edit a Role

To edit an existing role in the collection:

1 Inthe Role tab, select the role, then click Edit.
The role's task list appears.
2 Add or remove a task from this page as needed, then click OK.

Delete a Role

To delete a role in the collection:

1 In the Role tab select the role, then click Delete.

A message appears: This operation will delete all of the selected roles.
want to continue?

2 Click OK to delete the role.

Set a Member Association

To add a member to an existing role:

1 Inthe Role tab select the role, then select Actions > Member Associations.
2 Provide the required member information, then click Add.

Do you

+ Name: Specify, or use the Object Selector to find, the desired object to be a role member.

+ Scope: Specify, or use the Object Selector to find, the container that defines the scope

within which this member can perform the role.

3 Inthe members list, specify how you want rights related to this role assigned to the member, then

click OK.

+ Assign Rights: Instructs eDirectory to automatically grant the member rights necessary to
perform the assigned role. When not selected, the member is assigned the role but might

not have rights to perform all tasks associated with the role. The member’s rights
assignments are handled separately.

+ Inheritable: Select subtree to indicate that the member’s scope includes all sub-containers
in the specified context. Select base object to indicate that the member can perform the role

only in the specified container.

Configuring and Customizing iManager 55



56

6.2.2

NOTE: If a user is a collection owner, and has a member association set, then he/she can manage all
the RBS objects within the defined scope. For a list of RBS objects in eDirectory and their description,
see Section 6.1.1, “RBS Objects in eDirectory,” on page 50.

Assign a Category

To add a category assignment to an existing role:

1 Inthe Role tab, select the role, then select Actions > Category Assignment.
The Category Assignment page appears.

2 Select a category, then click the right-arrow to assign it to the role.

3 Click OK.

Add a Description to a Role

To add a description to an existing role:

1 Inthe Role tab, select the role and click Actions > Description.
2 Specify the description in the text box, then click OK.

The Task Tab

Atask is a plug-in that performs a distinct management function, such as creating a user or setting a
password. iManager lists the tasks by group in the navigation area on the left side of the window.

The RBS Collection Task tab lets you do the following operations:

+ “Creating a New Task” on page 56

+ “Deleting a Task” on page 56

+ “Editing the Role Assignment of a Task” on page 57
+ “Adding a Description to a Task” on page 57

Creating a New Task

To create a new task:

1 Inthe Task tab, select New > iManager Task.
2 Complete the steps in the Create iManager Task Wizard.

The wizard steps you through providing the necessary detail about the new task you are
creating.

For information on creating tasks in the Plug-in Studio, see “Creating a New Task from Plug-In Studio”
on page 61.

Deleting a Task

To delete an existing task:

1 Inthe Task tab, select the task, then select Delete.
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6.2.3

2

A message appears: This operation will delete all of the selected tasks. Do you
want to continue?

Click OK.

Editing the Role Assignment of a Task

To edit the list of roles to which a task is assigned:

1
2

In the Task tab, select the task, then select Actions > Role Assignment.

On the Edit Role Assignment page, add or remove roles from the Assigned Roles field, then
click OK.

Adding a Description to a Task

To add a description to an existing task:

1
2

In the Task tab, select the task, then select Actions > Description.
Specify the description in the text box, then click OK.

The Property Book Tab

A property book displays the attributes of a specific object type that you can modify. These properties
are of an object or set of objects of the same type.

Property books can be assigned to roles and appear in the list of tasks for a role. For example, a
property book that modifies the attributes of User objects might have a page that lets you to specify a
user's login script. Another page could let you change a user's e-mail address and telephone number.

Property book pages are similar to tasks. However, they are for displaying and modifying attributes in
a single view. For a more complex, wizard-like Ul, you should create a task.

The RBS Collection Property Book tab lets you perform the following operations:

*

*

“Creating a New Property Book” on page 57

“Deleting a Property Book.” on page 58

“Editing the Role Assignment in a Property Book” on page 58
“Modifying the Page List for a Property Book” on page 58

“Modifying the Object Type Assignment of a Property Book” on page 58
“Adding/Modifying the Description of a Property Book” on page 58

“Defining/Modifying a Preferred Object Selection Method for a Task of a Property Book” on
page 59

Creating a New Property Book

To create a new property book:

1 Inthe Property Book tab, select New.

2 Complete the steps in the Create Property Book Wizard.

The wizard steps you through providing the necessary detail for the property book you are
creating.
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IMPORTANT: In iManager, some characters have special significance and must be escaped
with the backslash (\) character. For more information, see Section 3.2, “Special Characters,” on
page 20.

Deleting a Property Book.

To delete a property book:

1 Under the Property Book tab, select the property book, then select Delete.

A message appears: This operation will delete all of the selected property
books. Do you want to continue?

2 Click OK.

Editing the Role Assignment in a Property Book

To modify the list of roles to which a property book is assigned:

1 Under the Property Book tab, select the property book, then select Actions > Role Assignment.

2 On the Edit Role Assignment page, add or remove roles from the Assigned Roles field, then
click OK.

Modifying the Page List for a Property Book

To modify the attribute pages associated with a property book:

1 Under the Property Book tab, select the property book, then select Actions > Page List.

2 On the Edit Page List page, add or remove roles from the Assigned Pages field. To change the
order of the pages, select a page and click Move Up or Move Down buttons.
Modifying the Object Type Assignment of a Property Book
To modify the list of object types associated with a property book:

1 Under the Property Book tab, select the property book, then select Actions > Object Type.

2 On the Edit Object Type page, add or remove roles from the Assigned Object Types field, then
click OK.

Adding/Modifying the Description of a Property Book

To add/modify a description to an existing task:

1 Inthe Property Book tab, select the property book, then select Actions > Description.
2 Specify/modify the description in the text box, then click OK.
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6.2.4

Defining/Modifying a Preferred Object Selection Method for a Task of

a Property Book

To define/modify a preferred object selection method for an existing task:

1 Under the Property Book tab, select the property book, then select Actions > Target Chooser

Mode.

2 From the Mode list, select the appropriate mode: single, multiple, simple, or advanced and click

OK.
A successful message is displayed. Click OK.

NOTE: For the changes to iManager Base Content module to take effect, restart Tomcat.

The Module Tab

The Module page lists the RBS modules currently installed on a selected collection. Each module

contains RBS property books and tasks. From this page, you can add (if you want to create a custom

property book) and delete modules, and also type a description for a selected plug-in module.
The RBS Collection Module tab lets you perform the following operations:

+ “Adding a New Plug-in Module” on page 59
+ “Deleting an RBS Module” on page 59
+ “Adding a Description” on page 59

Adding a New Plug-in Module

To add a new plug-in module:

1 Inthe Module tab, select New.
2 Specify the RBS module name and a destination context, then click OK.
iManager displays a message indicating the module has been added.

Deleting an RBS Module

To delete an existing plug-in module:

1 In the Module tab, select a module to delete, then select Delete.
2 Click OK to confirm the module deletion.

Adding a Description

To add a description to an existing plug-in module:

1 Inthe Module tab, select a module, then select Actions > Description.
2 Specify the module description, then click OK.
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6.2.5

6.2.6

The Category Tab

Categories group related roles and tasks together. The RBS Collection Category tab lets you perform
the following operations:

+ “Adding a New Category” on page 60
+ “Deleting a Category” on page 60
+ “Adding a Description” on page 60

Adding a New Category

To add a description to an existing plug-in module:

1 Inthe Category tab, select New.
This launches the Create Category Wizard.
2 Specify category name and description (optional), then click Next.
3 Select the roles to be associated with the new category, then click Next.

4 Review the new category summary, then click Finish.

Deleting a Category

To delete an existing category:

1 Inthe Category tab, select a module to delete, then select Delete.
2 Click OK to confirm the category deletion.

Adding a Description

To add or modify the description of an existing category:

1 Inthe Category tab, select a category, then select Actions > Description.
2 Specify the category description, then click OK.

Plug-In Studio

Plug-In Studio offers a quick and easy way to streamline the tasks that you do several times a day.
Use Plug-in Studio to dynamically create tasks for your most frequently used operations. You can also
edit and delete tasks here.

For example, to modify a user, instead of selecting Modify Object, you can create a dynamic Ul to
edit only the attributes you have selected, such as first name or title. Data is stored in the
TOMCAT_HQOVE/ webapps/ nps/ por t al / modul es/ cust omdirectory.

NOTE: While using the Plug-In Studio, NetlQ recommends that you do not run multiple iManager
servers using the same RBS. The Plug-In Studio does not correctly update the plug-ins in eDirectory.

From the Plug-in Studio task, you can perform the following operations:

+ “Creating a New Task from Plug-In Studio” on page 61

+ “Editing a Task” on page 61
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+ “Deleting a Task” on page 62

+ “Copying Custom Tasks” on page 62
+ “Exporting Custom Tasks” on page 62
+ “Importing Custom Tasks” on page 62

Creating a New Task from Plug-In Studio

To create a new task with Plug-In Studio:

1 In the Configure view, select Role-Based Services > Plug-in Studio.
2 Select New.

The Task Builder appears to help you build custom tasks and property pages.
3 Specify the object type and platform information, then click Next.

Available classes: Specify the object class associated with the new task.

Target device: Specify the platform on which the task is used. Typically, the default selection
(Default) works fine.

Plug-in type: Specify the type of task you are creating.
Add Auxiliary Classes: Select this option to add aux class support to the task.
4 In the Plug-in Fields screen, provide the necessary information, then click Install.

When you click Install, iManager dynamically builds the task’s . xni file, . j sp file, and the Java
files that execute the task, then it installs those files into the system.

Attributes: Select an attribute to associate with the task from the list of available attributes.
Double-click the attribute to move it to the Plug-in Fields field, using the default control.
Controls: Displays the available controls for the attribute selected in the Attributes field.

Double-click a control to move the current attribute to the Plug-in Fields field, using the selected
control.

Plug-in Fields: Displays each attribute/control currently associated with the task. From this field,
you can remove attributes from the task, change the control associated with an attribute, and
modify the control properties for the attribute.

Plug-in Properties: Lets you specify a Plug-in ID, assign the task to an RBS collection, and
assign the task to a Role. The role you assign determines where this task appears in the Roles
and Tasks Navigation frame.

Editing a Task

To edit an existing plug-in with Plug-in Studio:

1 In the Configure view, select Role-Based Services > Plug-in Studio.
2 Select the task, then select Edit.
3 Modify the settings described in “Creating a New Task” on page 56, then click Install.

iManager displays a confirmation message indicating the plug-in was successfully created and
installed.
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6.2.7

Deleting a Task

To delete an existing plug-in with Plug-in Studio:

1
2

3

In the Configure view, select Role-Based Services > Plug-in Studio.
Select the plug-in from the list of installed custom plug-ins, then click Delete.

A message appears: Are you sure you want to delete this plug-in?

Click OK to delete the plug-in.
iManager displays a confirmation message indicating the plug-in was successfully deleted.

Copying Custom Tasks

To copy an existing plug-in with Plug-in Studio:

1
2
3

In the Configure view, select Role-Based Services > Plug-in Studio.
Select the plug-in from the list of installed custom plug-ins, then click Actions > Copy.
Specify a name for the copied plug-in, then click OK.

Exporting Custom Tasks

Use this task to export your custom tasks, making them deployable to other iManager servers.

1
2

In the Configure view, select Role-Based Services > Plug-in Studio.
Select the custom plug-in to export, then click Actions > Export.

Importing Custom Tasks

Use this task to deploy an exported custom tasks onto multiple iManager servers.

1
2
3

In the Configure view, select Role-Based Services > Plug-in Studio.
Select Actions > Import.

Specify, or use the Object Selector to find, the RBS collection into which you want to import the
custom plug-ins.

Specify, or browse to, the NPM file that you previously exported.

5 Click Import.

Editing Member Associations

There are two ways to associate members with roles:

*

*

Select a member, then assign it to a role within a scope as described in “Set a Member
Association” on page 55.

Select a role, then assign members and a scope to it as described below.

To assign an existing role to a selected member

1
2

In the Configure view, select Role Based Services > Edit Member Association.
Specify, or use the Object Selector to find, a member, then click OK.

A list appears displaying the roles to which this member is assigned.
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6.2.8

6.3

6.3.1

3 Specify a role and role scope to add to this member, then click OK.

This data is saved to eDirectory. After login, the newly assigned role appears in the left column of

the member who owns it.

Editing Owner Collections

Use this task to change the owner assigned to a collection.

1 In the Configure view, select Role Based Services > Edit Owner Collections.

2 Specify, or use the Object Selector to find, a collection owner, then click OK.

3 Add or remove collections this person can own, then click OK.

RBS Reporting

The RBS Reporting feature lets you generate reports about RBS objects in the directory and their
configuration. Reports are in chart format and can be exported to other formats and printed. RBS

Reporting generates the following reports:

Role Assignments

Role Tasks Assignments
User Roles Assignments
User Task Assignments
Role Rights Assignments

Unassigned Roles

Creating Reports

To create an RBS Report:

Unassigned Tasks
Unassigned Categories
Custom Roles

Custom Tasks

Custom Categories

Collections

1 In the Configure view, select RBS Reporting.

Each type of report is implemented as a task.

2 Select the desired report, provide the necessary information, then click OK.

Each report requires that you provide some initial information, such as the roles for which you

want to generate a list of assigned members.
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Figure 6-3

iManager Configure View Showing the Role Assignments Task

& Configure

Role Based Services

Riole Tazk Assignments
User Bolas Assignments
User Tasks Assignments
Fole Rights Assignments
Unassigred Rokes
Unazsigred Tasks
Unassigned Categories
Custom Roles

Custom Tazks

Custom Categorias
Colections

iManager Server
Object Creation List
Plug-in Installation

Email Hotification

6.3.2 Using Reports

'*: RBS Report: Role Assignments

This will generate a report of the members assigned to the s

elected

role from the RES system. Press and hold the Ctrl or Shift keys to

select more than one role.

Select Role(s):

ion Management (Role Based Senice 2 lab)
Cluster Administration (Role Based Senvice 2 lab)
DHCF Management (Role Based Service 2 lab)
DMNS Management (Role Based Service 2.lab)
Directory Administraion (RES26 Tesf)
Directory Administration (Role Based Senvice 2.1ab)
eDiractony Maintenance Utilities (Role Based Service 2 lab)
eGuide Default View (Fole Based Service 2 lab)

Select all roles

oK |

The RBS Reporting tasks generate reports that you can sort, print, and export. The following figure

shows an example of an iManager report.

Figure 6-4 Members Assigned to a Role

RBS Report: Role Assipnments B3

Role Mame: Directory Administration

Date: Friday, May 18, 2007 [11:19:03 AM MDT)

Role Hame [F| Role Object Type Member Scope Assigned  Inherit
Dirgctory eDirectory . Rk
administration  Administration REsz6.Test @ Sdmindab PNOERETAEL:

Print | Export |

Sorting Reports

By default, the items listed in a report are sorted alphabetically in ascending order on the first column.
To indicate the column in which items are sorted, iManager displays a small icon next to the column
name, and the icon indicates the sort order. To change the column in which items are sorted, click the
name of the column you want.To change the sort order, click the name of the column in which items

are currently sorted.
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Printing Reports

You can easily print RBS reports by clicking the Print button. This opens your browser's print dialog
box, where you can select a printer and other printing options. This feature prints only the browser
frame that contains the report and it prints the report as displayed in the frame, so you should make
sure the items are sorted in the order you want before you click Print.

Exporting Reports

You can export report data to XML, CSV, and plain text files to use in other applications such as
spreadsheets and databases. The export files contain only data and enough metadata to describe the
report columns. Other information, such as the report title and date, is not exported. Iltems in a report
are exported in the currently displayed sort order.

1 Click the Export button.
2 In the RBS Report Export window, select the format for the exported data, then click Export.

3 When your browser prompts you to open or save the file generated by iManager, select the
option you prefer and proceed as required by your browser.

The following are examples of XML, CSV, and plain text files exported from the same RBS report:

XML:

<?xm version="1.0"?>
<rbs-report>
<rbs-report - header >
<user >adm n. novel | </ user >
<report-time>Thursday, June 26, 2008 (10:33:17 AMIST)</report-time>
<sel ect ed- nenber -t ypes>User, G oup, Dynam c G oup, Oganizational Role
Cont ai ner </ sel ect ed- menber -t ypes>
<dynami c- gr oup>
<sear ch- enabl ed>yes</ sear ch- enabl ed>
<rol e-search>parent sub-directory (novell)</role-search>
<sear ch-for>Dynam ¢ G oup bj ects</search-for>
</ dynam c- gr oup>
<cont ai ner-rol e-search>up to parent (novell)</container-rol e-search>
</ rbs-report - header >
<r bs-record>
<rol e-nanme>eDi rectory Adm ni stration</rol e-nane>
<rol e-obj ect >eDi rectory Administration. Rol e Based Service 2.novell</role-
obj ect >
<nenber -t ype>User </ menber -t ype>
<menber - obj ect >adm n. novel | </ menber - obj ect >
<scope>. MY_TREE. </ scope>
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<rights-assi gned>true</rights-assi gned>
<rights-inherit>true</rights-inherit>
</rbs-record>
<r bs-record>
<rol e-nanme>eDi rectory Adm ni stration</rol e-nane>
<rol e-obj ect>eDi rectory Admi nistration. Rol e Based Service 2.novell</role-
obj ect >
<menber -t ype>User </ menber - t ype>
<menber - obj ect >j doe. novel | </ nenber - obj ect >
<scope>novel | </ scope>
<rights-assi gned>true</rights-assi gned>
<rights-inherit>true</rights-inherit>
</rbs-record>
</rbs-report>

CSv:

RBS Report Query Settings

User:, "adm n. novel | "

Dat e:, " Thursday, June 26, 2008 (10:33:17 AMIST)"

Types:, "User, Goup, Dynam c Goup, Oganizational Role, Container"
Dynami ¢ Group Search Settings:,

Search Enabl ed: , "yes"

Rol e Search:,"parent sub-directory (novell)"

Rol e Search:,"Dynam c G oup bjects”

Cont ai ner Rol e Search:,"up to parent (novell)"

RBS Report: User Roles Assignments

User, "Rol e Nane","Role Cbject","Type", "Menber", " Scope", "Assi gned", "I nherit",

admi n. novel |, "Archi ve Version Managenent", "Archive Version Managenent. Rol e Based
Service 2.novell","User","adm n. novel | ",".BLR- ANl L- TREE. ", "true", "true"

adm n. novel |, "DFS Managenent", "DFS Managenent. RBS 270

akpal . 08", "User", "adm n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

adm n.novel | ,"Directory Administration","eDirectory Adm nistration. Rol e Based
Service 2.novel l","User","adm n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

admi n.novel | ,"Directory Administration","eDirectory Adm nistration. RBS 270
akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true"

adm n. novel | ,"eDirectory Maintenance Wilities","eDrectory Mintenance
Uilities.Role Based Service 2.novell","User", "adm n. novel | ",". BLR- ANl L-

TREE. ", "true", "true",

adm n.novel | ,"File Protocols","File Protocols.RBS 270

akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true"

admi n. novel |, "G oups", "G oup Managenent. Rol e Based Service

2.novel 1", "User", "adm n. novel | ", ". BLR-ANI L- TREE. ", "true", "true"

adm n. novel |, "Groups", "G oup Managenent.RBS 270

akpal . 08", "User", "adm n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

adm n. novel |, "Hel p Desk", "Hel p Desk Managenent. Rol e Based Service

2.novel 1", "User", "adm n. novel | ", ". BLR-ANI L- TREE. ", "true", "true"

admi n. novel I, "Hel p Desk", "Hel p Desk Managenent.RBS 270

akpal . 08", "User","adm n.novel | ",". BLR-ANI L- TREE. ", "true", "true"

admi n. novel | ,"| DE Denb Rol e","| DE Denp Rol e. Rol e Based Service

2.novel I ", "User","adm n. novel I ", ". BLR-ANI L- TREE. ", "true", "true",

adm n.novel | ,"Novel | Certificate Access","Novell Certificate Access.RBS 270
akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true"

admi n. novel I ,"Novel |l Certificate Server Managenent","Novell Certificate Server
Managenent . RBS 270 akpal . 08", "User", "admi n. novel I ",". BLR- ANI L-

TREE. ", "true", "true",

adm n. novel |, "Partitions and Replicas","Partition and Replica Managenent. Rol e
Based Service 2.novell","User", "adm n. novel I",". BLR-ANI L- TREE. ", "true", "true",
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adm n. novel | ,"Partitions and Replicas","Partition and Replica Managenent.RBS 270

akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

admi n. novel |, " Qui ckFi nder Admi ni stration", " Qui ckFi nder Adm ni stration. RBS 270
akpal . 08", "User", "adm n. novel | ",". BLR-ANI L- TREE. ", "true", "true",

adm n. novel |, "Ri ghts", "R ghts Managenent. Rol e Based Servi ce

2.novel | ", "User","adm n. novel | ", ". BLR- ANl L- TREE. ", "t rue", "true",

adm n. novel |, "Ri ghts", "R ghts Managenent. RBS 270

akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

admi n. novel |, "Schema", " Schema Managenent . Rol e Based Service

2.novel I ", "User", "adm n. novel | ", ". BLR-ANI L- TREE. ", "true", "true",

adm n. novel |, "Schema", " Schema Managenent. RBS 270

akpal . 08", "User", "admi n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

adm n. novel |, " St orage Managenent", " St orage Managenent.RBS 270

akpal . 08", "User", "admi n. novel | ",". BLR- ANl L-

TREE. ", "true", "true", adm n. novel | , "Users", "User Managenent. Rol e Based Service
2.novel 1", "User", "adm n. novel | ", ". BLR-ANI L- TREE. ", "true", "true",

adm n. novel |, "Users", "User Managenent.RBS 270

akpal . 08", "User", "adm n.novel | ",". BLR-ANI L- TREE. ", "true", "true",

Plain Text:

RBS Report Query Settings

User: admi n. novel |

Dat e: Thursday, June 26, 2008 (10:33:17 AM I ST)

Types: User, Goup, Dynam c Goup, Oganizational Role, Container

Dynami ¢ Group Search Settings:

Search Enabl ed: yes

Rol e Search: parent sub-directory (novell)
Rol e Search: Dynanmic G oup Objects

Cont ai ner Rol e Search: up to parent (novell)

Rol e Nane: eDirectory Administration Role Cbject: eDirectory Adm nistration. Role
Based Service 2.novell Type: User Menber: jdoe.novell Scope: novell Assigned: true
Inherit: true

IManager Server

If you do not see this task, you are not an authorized user. See “Authorized Users and Groups” on
page 68. This topic includes the following information:

¢ Section 6.4.1, “Configure iManager,” on page 68

+ Section 6.4.2, “Security,” on page 68

+ Section 6.4.3, “Look and Feel,” on page 69

+ Section 6.4.4, “Logging Events,” on page 70

+ Section 6.4.5, “Redirection After Logout,” on page 70

+ Section 6.4.6, “Authentication,” on page 70

+ Section 6.4.7, “RBS,” on page 71

¢ Section 6.4.8, “Plug-In Download,” on page 72

+ Section 6.4.9, “Misc,” on page 72

+ Section 6.4.10, “Certificate,” on page 73
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6.4.1

6.4.2

Configure iManager

There are three settings in the confi g. xnl file that control the security and the certificates used
when iManager creates an LDAP SSL connection:

Security.Keystore.AutoUpdate: If the value of AutoUpdate is Tr ue, when a user successfully logs in
to iManager, the certificate from that eDirectory server might automatically be imported into the
iManager-specific keystore. Select the setting Auto Import Tree Certificate for Secure LDAP
(Configure iManager > Security).

Security.Keystore.UpdateAllowAll: When UpdateAllowAll is Tr ue, then any successful user login
imports/updates a certificate into the iManager certificate keystore. If the setting is false, only an
authorized user login imports/updates certificates.

Security.Keystore.Priority: The priority setting contains two words that define the search order for
certificates during a connection: system, and imanager.system uses the default JVM* keystore to
locate certificates when created the SSL context. If that fails, it then goes to the iManager keystore.

You can change the search order of system and iManager by removing either word from the entry.

To further tighten security, do not allow AutoUpdate and use only the system keystore. If you do this,
you must manually import the certificates that you want to reside in the default system keystore by
using the tools that come with Java. If you disable UpdateAllowAll, then certificate imports occur only
from a successful iManager authorized user login.

Security

These settings affect your entire Web server configuration and 