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About this Book and the Library

Credential Provisioning for OpenText Identity Manager enhances the user provisioning abilities of
any OpenText Identity Manager driver by providing the capability to provision application credentials
to the OpenText SecurelLogin credential repository. Additionally, you can provision the passphrase
question and answer in environments where non-repudiation is desired.

These features enhance the user Single Sign-On experience and increase the return on investment of
Single Sign-On technologies by eliminating the initial setup of OpenText SecurelLogin account
information, providing additional security to application credentials, and reducing the replication of
effort normally associated with provisioning Single Sign-On credential stores for users. In addition,
the Credential Provisioning can use Identity Manager policies to automatically de-provision
application credentials to prevent access to application data.

This guide provides a detailed reference of how to implement Credential Provisioning with
SecurelLogin. The guide does not contain configuration information for OpenText Identity Manager
or OpenText SecurelLogin.

Intended Audience

This guide is intended for OpenText Identity Manager administrators.

Other Information in the Library

For more information about the library for OpenText Identity Manager, see the OpenText Identity
Manager documentation website (https://www.netiq.com/documentation/identity-manager-49/).

About this Book and the Library
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Implementing Credential Provisioning
with OpenText SecurelLogin

The following sections provide the concepts and instructions required to implement credential
provisioning with OpenText Securelogin:

¢ Chapter 1, “Overview,” on page 9

+ Chapter 2, “Requirements,” on page 13

+ Chapter 3, “Implementing Credential Provisioning,” on page 15

+ Chapter 4, “Managing Credential Provisioning,” on page 27
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Overview

Credential Provisioning allows you to automatically provision application credentials that OpenText
Securelogin supports. This section documents the steps required to configure objects and policies in
OpenText Identity Manager. It does not contain deployment and configuration information for any
OpenText SecureLogin components. For documentation, see the OpenText SecurelLogin 6.1
Documentation Web Site (https://www.netiq.com/documentation/securelogin-85/).

To implement Credential Provisioning with SecurelLogin requires a repository object, an application
object, and policies. The repository and application objects store the SecurelLogin information so
that Identity Manager can use it. The policies are used to enable a driver to use Credential
Provisioning. See Chapter 3, “Implementing Credential Provisioning,” on page 15 for more
information.

You can also configure the following options:

+ Credential Provisioning can be provided by the Publisher channel, Subscriber channel, or both
channels.

+ OpenText SecurelLogin synchronization can occur as part of an application password
synchronization or can be triggered by some other event.

+ Web Services credentials can be provisioned without provisioning accounts for the application.

+ An initial OpenText SecurelLogin passphrase question and answer can be provisioned.

You can use random password generation to set the passwords for user accounts on connected
systems to further secure your ldentity Management environment. For more information, see
“Password Generation” in the OpenText™ Identity Manager Security Guide for using random
password generation.

Figure 1-1, “Credential Provisioning with SecurelLogin,” on page 10 shows a typical, yet simple,
scenario involving the provisioning of the OpenText Securelogin credentials for a new User of a SAP
Finance application in a Finance department. SAP User provisioning is used for this example because
it is an application that requires more login parameters than the typical username and password
provided for most applications.

This department provisions new users into the Identity Vault via a SAP HR system and OpenText
Identity Manager. Depending on organizational information, the User object is then provisioned into
a department authentication tree implemented on Active Directory. This is where new users
authenticate to the network and is therefore the location for the OpenText SecureLogin credential
repository. As users are subsequently provisioned by OpenText Identity Manager to the various
finance applications, their credentials for those systems are synchronized to the SecurelLogin store in
Active Directory.

Figure 1-1 shows user Glen’s authentication credentials being provisioned. When Glen authenticates
to his department’s Active Directory authentication domain and launches the Securelogin client, he
has single sign-on to his SAP Finance account without ever needing to enter, or even know, his
password on that system.

Overview
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Figure 1-1 Credential Provisioning with Securelogin

Active Directory SAP Finance
SAP Auth Tree Application
HR System (151.150.191.5) (Client “010”)
New User: User NSL Credentials
Glen Canyon Provisioned for SAP set on B
POs: 50034211 to AD AD User E;;F;rov's'o“ed

Org.50011344
1D:50024222

8 DN returned

~
SAPHR AD SAP User
Driver Driver Driver

Identity Manager

CN: GCANYON

Given Name: Glen

Surname: Canyon

DirXML-ADContext: CN=GLCanyon,OU=finance, dc=prod, dc=testco, dc=com
Title: 500342311-Finance Clerk

workforcelD: 50024222 /\

Identit
Vault

Figure 1-1 illustrates the following steps:

1.

A SAP HR system publishes the data for a newly hired user named Glen Canyon. The Identity
Manager SAP HR driver processes this data.

. A new User object is created in the Identity Vault with a CN value of GCANYON and a

workforcelD value of 50024222. Because this user is assigned to the Finance organization of his
company, he needs to authenticate to the Finance department Active Directory server in the
finance.prod.testco.com domain. The Identity Manager Active Directory driver that
synchronizes that domain now uses the Identity Vault information.

3. Glen is provisioned to the Finance department Active Directory server.

Overview

. The driver is configured to obtain Glen’s fully distinguished LDAP name:

CN=GLCanyon,0OU=finance,dc=prod,dc=testco,dc=com.

. The driver places the name into the DirXML-ADContext attribute of the GCANYON user in the

Identity Vault.

Now that the required attributes are available in the Identity Vault, the SAP User Management
driver processes the attributes of the GCANYON object.



6. Because Glen is in the Finance organization, the driver provisions a SAP user account GCANYON
on the SAP Finance server.

7. After the account creation is successful, the SAP User Management driver policies provision
Glen’s SAP authentication credentials to his AD user account. Because the command is an Add
operation, the policies also provision his SecureLogin passphrase question and answer.

Overview 11
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Requirements

In order to use credential provisioning with OpenText SecurelLogin, the following must be in place:

+ |dentity Manager 3.6 or above

¢ jsso.jar,idntp.jar,andjnet.jar mustreside in the standard location for OpenText
Identity Manager Java libraries.

+ OpenText Securelogin 6.0 or above

Requirements 13
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Implementing Credential Provisioning

The implementation of OpenText Credential Provisioning policies with OpenText SecurelLogin is very
customizable. The steps to implement it are different depending upon the platform OpenText
Securelogin is installed on, the applications that are provisioned, and which OpenText Identity
Manager drivers are involved.

+ “Extending the LDAP Schema” on page 15

+ “Determining Deployment Configuration Parameters for NetlQ SecurelLogin” on page 16

¢ “Creating a Repository Object” on page 19

+ “Creating an Application Object” on page 21

+ “Creating Credential Provisioning Policies” on page 22

+ “Example Credential Provisioning Policies” on page 24

+ “Operation Data Caching” on page 25

+ “Securelogin Provisioning” on page 25

+ “Securelogin Deprovisioning” on page 26

Extending the LDAP Schema

When Securelogin is deployed on eDirectory servers, a tool called ndsschena. exe is utilized to
extend the eDirectory schema with a set of SecurelLogin attributes that are used to store encrypted
credentials, policies, etc. on Users and container objects. These attributes are:

¢ Prot:SSO Auth

¢ Prot:SSO Entry

+ Prot:SSO Entry Checksum

* Prot:SSO Profile

+ Prot:SSO Security Prefs

+ Prot:SSO Security Prefs Checksum
These attributes are specific to OpenText eDirectory and are required in order for the OpenText

Securelogin product to function. The provisioning APl provided in Identity Manager utilizes the LDAP
namespace to perform its functions so that it can work with any Securelogin credential store.

In order to provide LDAP mappings to the attributes listed above, a second tool provided with the
Securelogin product must be utilized. The tool name is | dapschena. exe, and itis used in
eDirectory environments to provide the LDAP namespace mapping to the eDirectory attributes.

If these two tools have not been run, see “Installing” (https://www.netiq.com/documentation/
securelogin-85/installation_guide/data/front.html) in the OpenText SecurelLogin 6.1 Installation
Guide.
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After running | dapschema. exe, verify the mappings by checking the LDAP Group attribute map in
Identity Console.
1 In Identity Console, click LDAP Configuration.

2 Specify the name, type or context of the LDAP Group object associated with your eDirectory
servers that host SecurelLogin.

3 Select the LDAP Group object from the search list.

4 From the LDAP Group properties page, select the Attribute Map option and verify that the
eDirectory attributes are correctly mapped:

eDirectory Attributes LDAP Attributes

Prot:SSO Auth protocom-SSO-Auth-Data

Prot:SSO Entry protocom-SSO-Entries

Prot:SSO Entry Checksum protocom-SSO-Entries-Checksum
Prot:SSO Profile protocom-SSO-Profile

Prot:SSO Security Prefs protocom-SSO-Security-Prefs

Prot:SSO Security Prefs Checksum protocom-SSO-Security-Prefs-Checksum

5 After the schema is extended, proceed to “Determining Deployment Configuration Parameters
for NetlQ SecurelLogin” on page 16.

Determining Deployment Configuration Parameters for
NetlQ SecurelLogin

In order to provide the synchronization functionality described in the deployment scenario
illustrated in Figure 1-1, “Credential Provisioning with SecurelLogin,” on page 10, the first step is to
gather all of the business process information related to the OpenText Identity Manager and
OpenText SecurelLogin environments. You can print the following table and use it as a worksheet to
record the information.

Table 3-1 Credential Provisioning Policies Worksheet for SecureLogin

Configuration Information Needed Information

1) Which applications will be configured for
SecureLogin Single Sign-On provisioning?

2) Verify that Securelogin application definitions are
preconfigured on the authentication server and are
inheritable by new users provisioned to those
systems.

3) The DNS name or IP address of the SecurelLogin
repository server.

16 Implementing Credential Provisioning



Configuration Information Needed Information

4) The SSL LDAP port for the SecurelLogin repository
server.

5) The fully qualified LDAP distinguished name of the
administrator for the SecurelLogin repository server.

6) The password of the administrator for the
Securelogin repository server.

7) The full path and the name of the SSL certificate
exported from the SecurelLogin server. The certificate
must be local to the Identity Manager server.

8) Determine if one SecurelLogin repository will be
used by multiple drivers or if each driver will use a
separate repository.

9) The application ID for each Securelogin
application.

10) List all required authentication keys for each
application, such as, Username, Password, Client, and
Language. They might be different for each
application.

11) Determine if any of the authentication key values
can be set with a static value.

12) For non-static values that are or can be different
for each user, make a note of the source of the non-
static information (event information or Identity
Vault attribute values).

13) If you are implementing Securelogin provisioning
on a driver that is also synchronizing a password to
the target application, determine if the SecurelLogin
provisioning takes place before or after the password
is set in the target application server.

14) The name of the Driver object where the
repository and application objects are to be stored.
(Can be different drivers.)

15) Determine the DN of the User objects for the
target application.

16) If you are implementing a Securelogin Question: Answer:
passphrase, determine the passphrase question and
answetr.

Example Provisioning Configuration Data

Using the provisioning scenario in Figure 1-1, “Credential Provisioning with SecureLogin,” on
page 10, the following example data provisions a user’s SecureLogin credentials for the SAP Finance
server for users in the Finance Active Directory authentication tree:

Implementing Credential Provisioning 17



Table 3-2 Example Credential Provisioning Policies Worksheet for SecureLogin

Configuration Information Needed Information

1) Which applications will be configured for SAP Finance Application
Securelogin Single Sign-On provisioning?

2) Verify that SecurelLogin application definitions are  Verified
preconfigured on the authentication server and are
inheritable by new users provisioned to those

systems.

3) The DNS name or IP address of the SecureLogin 151.150.191.5
repository server.

4) The SSL LDAP port for the Securelogin repository 636
server.

5) The fully qualified LDAP distinguished name of the cn=admin,ou=prod,dc=testco,dc=.com
administrator for the SecurelLogin repository server.

6) The password of the administrator for the dixml
Securelogin repository server.

7) The full path and the name of the SSL certificate  c: \ novel | \ nds\ Fi nanceAD. cer
exported from the SecurelLogin server. The certificate
must be local to the Identity Manager server.

8) Determine if one SecurelLogin repository will be For this example, there is only one repository.
used by multiple drivers or if each driver will use a
separate repository.

9) The application ID for each SecurelLogin SAP -151.150.191.27

application.

10) List all required authentication keys for each SAP Client 010 Login Parameter Client SAP Client 010
application, such as, Username, Password, Client, and Login Parameter Language SAP Client 010 Login
Language. They might be different for each Parameter Username SAP Client 010 Login Parameter
application. Password

11) Determine if any of the authentication key values SAP Client 010 Login Parameter Client:”010” SAP
can be set with a static value. Client 010 Login Parameter Language: “EN”

12) For non-static values that are or can be different  SAP Client 010 Login Parameter Username: Identity
for each user, make a note of the source of the non-  Vault attribute “sapUsername” SAP Client 010 Login
static information (event information or Identity Parameter Password: Event <passwor d>

Vault attribute values).

13) If you are implementing Securelogin provisioning After
on a driver that is also synchronizing a password to

the target application, determine if the SecureLogin
provisioning takes place before or after the password

is set in the target application server.

14) The name of the Driver object where the SAP driver
repository and application objects are to be stored.
(Can be different drivers.)

18 Implementing Credential Provisioning



Configuration Information Needed Information

15) Determine the DN of the User objects for the Identity Vault attribute “DirXML-ADContext”

target application.

16) If you are going to provision the SecurelLogin Question: “Employee code?” Answer: Identity Vault
passphrase, determine the passphrase question and  attribute “workforcelD”

answer.

Miscellaneous Environment Information:

*

*

*

The Finance department AD tree serves as the SecurelLogin repository for all Finance
applications.

All finance department provisioning drivers are in a driver set called Finance Drivers.

The SAP user account must be deleted and the SecurelLogin credentials for the SAP user account
must be removed from the Active Directory user when the Identity Vault attribute
“employeeStatus” is set to the value “1”.

After all of the configuration data has been determined, proceed to “Creating a Repository Object”
on page 19.

Creating a Repository Object

Repository objects store static configuration information for OpenText SecureLogin. Repository
information is independent from the applications that consume the application credentials. This
information is applicable for all provisioning events regardless of the connected system (for example
SAP, PeopleSoft, Notes, etc.). The repository object can be created in Designer.

The following is one of many methods you can use to create the repository object in Designer.

1

2
3
4

(8}

Right-click the driver object where you want to store the repository object in the outline view.

Click New > Credential Repository[lﬂ.

Specify a name for the repository object.

Select NSLRepository.xml to use the SecurelLogin template.

Verify that the Open the editor after creating the object check box is selected.
Click OK.

Click Yes, in the file conflict window, to save the new repository object.

Use the following information to complete the creation of the Repository object.

Field Description

Securelogin Server Name or Address Specify the DNS name or IP address of the Secure
Login server. (See worksheet item 3).

Securelogin Server SSL Port Specify the SSL port for the SecurelLogin server.
(See worksheet item 4).
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Field Description

SecurelLogin Server SSL Certificate Path Specify the full path to the SSL certificate exported
from the SecurelLogin server. The path must
include the certificate name and must be local to
the Identity Manager server. (See worksheet item

7).

SecurelLogin Administrator Specify the fully qualified LDAP distinguished name
of the SecurelLogin administration. (See worksheet
item 5).

Securelogin Administrator Password Specify the SecurelLogin administrator’s password

twice, then click OK to save the password. (See
worksheet item 6).

8 Review the information, then click the Save icon [5] to save the information.

9 (Optional) If you want to create other configuration parameters for the repository object, click
the Add new item + icon.

9a Specify a name for the parameter.
9b Specify a display name for the parameter.
9c Specify a description of the parameter for your reference.

The parameter is stored as a string.

Marne:

Display name:

Description:

Type:

sktrimg  »

9d Click OK.

9e Click the Save icon [5] to save the repository object.

After the repository object is created, proceed to “Creating an Application Object” on page 21.
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Creating an Application Object

Application objects store application authentication parameter values for OpenText SecurelLogin.
Application information is specific to the applications that are consuming the application credential
(for example, GroupWise client information or SAP database client information). The application
objects can be created in OpenText Designer.

The following is one of many methods you can use to create the application object in Designer.
1 In the Outline view, right-click the driver object where you want to store the application object.

2 Click New > Credential ApplicationlE;.

3 Specify a name for the application object.

4 Select NSLApplication.xml to use the SecurelLogin template.

Verify that the Open the editor after creating the object check box is selected.
Click OK.

(%]

6 Click Yes, in the file conflict window, to save the new application object.

7 Specify the Securelogin Application ID. (See worksheet item 9).

Securelogin Application ID:

To find the application ID in SecureLogin, click My Logins. The application ID is stored in the Id
field.

F: Novell SecurelLogin, N

EE Applications My Logins
-3 Windows =

-8 My Logins 5 | Mew | Deletel
-- Preferences d}_| ﬁ
=

Password Policies Login | Usernam{ldjb

8 Click the Save icon [£] to save the application.

9 Click the Add new item icon < to add the authentication keys required for the application.

15| project 2 - Devel... EE +sap_application X 1 =0

Credential Provisioning @ @

E Sap_Application, SAP-USER. Driver Set

Application Configuration

@ The kewfvalue pair for "applicationID" is required For provisioning of a Movel
Securelogin credential, All okher kewvalues are application dependent,

9a Specify a name for the authentication key.

9b Specify a display name for the authentication key.

Implementing Credential Provisioning 21
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9c Specify a description of the authentication key for your reference.

The authentication key is stored as a string.
Marne:
Display name:

Description:

Type:

sktrimg  »

9d Click OK.
9e Repeat Step 9 for each new authentication key that needs to be entered.

To find the authentication key for your application, manually create a SecurelLogin
credential for a user in the application and have the user log in. After the user has logged
in, the authentication key information is displayed under My Logins in the SecurelLogin
administration window.

10 Specify the authentication key value if it is a static value that is shared by all user credentials.

11 Click the Save icon [£] to save the application.

After the application object is created, proceed to “Creating Credential Provisioning Policies” on
page 22.

Creating Credential Provisioning Policies

After the repository and application objects are created, policies need to be created to provision
SecurelLogin information. The policies can be created in Designer.

The policies use the information stored in the repository and application objects.

1 In the Policy Builder, create a new policy.

2 (Optional) To clear the SSO credential, so objects can be deprovisioned, select the clear SSO
credential action, then fill in the following fields:

Implementing Credential Provisioning



Do |clear 350 credential v @
Specify credential repository object DMN: * C{,
Render browsed DM relative to policy

Specify target user DM; *

Populate the Following From an application object

specify application credential 1D: *

Specify login parameter strings:

Specify Credential Repository Object DN: Browse to and select the repository object. (See
worksheet item 8).

Specify Target User DN: Create the DN of the target users by using the Argument Builder. (See
worksheet item 15).

Specify Application Credential ID: Specify the application ID. (See worksheet item 9).

Specify Login Parameter Strings: Launch the String Builder and enter each authentication key
for the application. (See worksheet item 10).

(Optional) To set the SSO credential when a user object is created or when a password is
modified, select the set SSO credential action, then fill in the following fields:

Do |set 550 credential w | 7
Specify credential repository object DM: * C&
Render browsed Dh relative to policy

Specify target user DM: *

Populate the Following From an application object

Specify application credential 10 *

Specify login parameter strings:

Specify Credential Repository Object DN: Browse to and select the repository object. (See
worksheet item 8).

Specify Target User DN: Create the DN of the target users by using the Argument Builder. (See
worksheet item 15).

Specify Application Credential ID: Specify the application ID. (See worksheet item 9).

Specify Login Parameter Strings: Launch the String Builder and enter each authentication key
for the application. (See worksheet item 10).

(Optional) To create a Securelogin passphrase and answer for a user object when it is
provisioned, select the set SSO passphrase action, then fill in the following fields:

Implementing Credential Provisioning
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Do |set 550 passphrase A @

specify credential repository object DMN: *
Render browsed DM relative to policy

Specify target user DM; *
Queskion skring: *

Answer skring: *

O P

Specify Credential Repository Object DN: Browse to and select the repository object. (See
worksheet item 8).

Specify Target User DN: Create the DN of the target users by using the Argument Builder. (See
worksheet item 15).

Question String: Specify the passphrase question. (See worksheet item 16).

Answer String: Specify the passphrase answer. (See worksheet item 16).

Example Credential Provisioning Policies

The provisioning policies can be implemented and customized to meet the needs of your
environment. The following example explains how to implement the polices for the scenario
presented in Figure 1-1, “Credential Provisioning with SecureLogin,” on page 10.

In the Finance scenario, SecurelLogin provisioning occurs after a password is successfully set in SAP.
Most of the necessary parameters are statically configured and available to all policies through the
repository and application objects. However, there are non-static data parameters (sapUsername,
password, DirXML-ADContext, and workforcelD) that are available only after the SAP User
Management driver <add> or <nodi f y- passwor d> commands complete and the <out put >
status document is returned from the SAP User Management driver shim. The <ouput > document
no longer contains any of the Subscriber channel operation attributes and the user context of the
command is lost, thus preventing queries on the object. It is therefore necessary to do the following:

+ Make sure the SAP User driver’s Subscriber Create policy enforces the presence of the non-
static data parameters.

+ Cache the non-static parameters required for the provisioning operation prior to issuing the
Subscriber command to the SAP User driver shim.

+ Retrieve cached data for use in SecurelLogin provisioning after the command completes
successfully.

Sample policies are available in XML format on the Identity Manager media. The filenames are
Sanpl el nput Transf or m xm , Sanpl eSubConmandTr ansf or m xni , and

Sanpl eSubEvent Tr ansf or m xm . The files are found in the following directory, where platform is
linux, windows, aix, or solaris:

platform setup\utilities\cred_prov

24 Implementing Credential Provisioning



The files are installed to the Identity Manager server, if Credential Provisioning Sample Policies is
selected during the installation of the utilities. The sample policies are installed to the following
locations, depending upon the platform:

+ Windows: C:\ Novel I\NDS\Di r XMLUti lities
¢ Linux:/opt/ novell/eDirectory/lib/dirxm/rul es/credprov

The sample policies provide a starting point to develop a policy that works for your environment.

Operation Data Caching

The mechanism that is available for required operation data caching is the <oper at i on- dat a>
element. Because you might need to provision the SecurelLogin account from either an <add> or
<modi f y- passwor d> command, a logical place to implement the non-static data caching policy is
in the Subscriber Command Transformation policy. The following example shows a typical
Securelogin Provisioning <oper at i on- dat a> element:

<oper ation-data> <nsl - sync-dat a> <nsl -t arget-user-dn>

cn=CLCANYON, ou=f i nance, dc=pr od, dc=t est co, dc=com </ nsl -t ar get - user - dn>

<nsl - app- user name>GCANYON</ nsl - app- user nanme> <passwor d><!-- cont ent
suppressed --></password> <nsl - passphrase- answer >50024222</ nsl - passphr ase-
answer > </ nsl -sync-dat a> </ operati on-dat a>

In the sample Finance department scenario from Figure 1-1, “Credential Provisioning with
Securelogin,” on page 10, the following values are needed to populate the operation data payload:

+ The <nsl -t ar get - user - dn> element is populated with the value of the DirXML-ADContext
attribute from the Identity Vault, which was set by the Active Directory driver. To ensure that
the SAP User driver is notified when the value is set by the AD driver, make sure you add
DirXML-ADContext to the Subscriber filter as a notify attribute.

+ The <nsl - app- user name> element is populated by the value of the sapUsername attribute
which, for an <add> command, is generated by the Create policy of the SAP User driver and is
therefore available as an operation attribute. With the SAP User driver, the SAP User name
value is part of the association value. This means that for password modification events the
names are parsed from the association.

+ The password element is populated with the value of the <passwor d> element in the <add>
or <nmodi f y- passwor d> command.

+ The <nsl - passphr ase- answer > element is populated with the value of the workforcelD
attribute from the Identity Vault, which was set by the SAP HR driver. Although this value should
be set during initial provisioning to the Identity Vault, it is still a good practice to add
workforcelD to the Subscriber filter as a notify attribute.

SecurelLogin Provisioning

In the provisioning scenario, the first available location from which the operation data can be
retrieved and utilized for SecurelLogin credential provisioning is in the driver's Input Transformation
policy. In the sample scenario, three policies are implemented:

+ Set Securelogin Credentials after successful password synchronization.
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+ Set Securelogin Passphrase and Answer
+ Remove Securelogin Credentials if Application User Deleted (ldentity Vault object not deleted)

There is a sample policy in the Sanpl el nput Transf orm xmi file that sets SecureLogin
credentials after a successful password synchronization occurs. The file is located in the
cred_prov folder on the Identity Manager media.

The Set SecurelLogin Credentials policy needs to make sure the provisioning happens only if the
returned command status is success and the previously set <oper at i on- dat a> is present.

SecurelLogin Deprovisioning

There are many scenarios that can utilize a policy in which a user account for a connected
application is deleted and the Identity Vault account remains. In the Finance scenario, there is a
requirement to delete the SAP User account and deprovision the SecurelLogin credentials when the
User's Identity Vault employeeStatus attribute value is set to “I”. To handle this situation, the SAP
User driver's Subscriber Event Transformation contains a policy to transform the modify attribute
value into an object delete. Because the Active Directory account name is still needed after the
<del et e> command is completed, the <oper at i on- dat a> event needs to be set on the

<del et e> command so it is available to the SecureLogin deprovisioning policy in the Input
Transformation policy.

<oper ation-dat a> <nsl -sync-dat a> <nsl -target-user-dn>
cn=CLCANYQN, ou=f i nance, dc=pr od, dc=t est co, dc=com </ nsl -t ar get - user-dn> </
nsl - sync-dat a> </ operati on- dat a>

The policy for transforming the <nodi f y> event into a <del et e> and creating this element is
available in the sample Credential Provisioning policies in the Sanpl eSubEvent Tr ansf or m xmn
file. The file is located in the cr ed_pr ov folder on the Identity Manager media.

Implementing Credential Provisioning



4 Managing Credential Provisioning

There are additional tasks you can perform to manage the OpenText Credential Provisioning policies

after they are implemented.

+ “Managing the Repository and Application Objects” on page 27

+ “Managing the Credential Provisioning Policies” on page 27

Managing the Repository and Application Objects

To manage repository and application objects (resource objects):

1 In the Outline view, right-click the resource object.
2 Select the desired task.

Option Description

ZEdit Launches the editor for the resource object.
Copy Copies the selected resource object.

Export to Configuration File Saves the resource object as a . xnd file.

-‘3 Live > Deploy Deploys the resource object into the Identity Vault.
Live > Compare Compares the resource object to the correspoding

object in the Identity Vault.

¥ Delete Deletes the selected resource object.

Properties Lets you rename the selected resource object.

Managing the Credential Provisioning Policies

1 In the Outline view, right-click the policy.
2 Select the desired task.

Option Description

2 Edit Launches the Policy Builder.

Copy Copies the selected policy.

L;:jJSave As Saves a copy of the policy with another name.

Managing Credential Provisioning
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Option

Description

@Simulate

Export to Configuration File
.3 Live > Deploy

Live > Compare

M Delete

Properties

Lets you test the policy in Designer before it is
deployed into the Identity Vault.

Saves the resource object as a . xrd file.

Deploys the policy into the Identity Vault.

Compares the policy to the correspoding object in
the Identity Vault.

Deletes the selected policy.

Lets you rename the selected policy.

Managing Credential Provisioning
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