Device Event Class ID Name Severity |[Message

XDAS_AE_START_SYS StartSystem 2 Start OSP framework

XDAS_AE_INVOKE_SERVICE StartService 2 Start OSP service

XDAS_AE_MODIFY_SERVICE_CONFIG ServiceConfiguration 2 Service Configuration Completed

XDAS_AE_TERMINATE_SERVICE StopService 2 Stop OSP service

XDAS_AE_CREATE_PEER_ASSOC LDAPCreateConnection 0 Create connection <n> to user store replica

XDAS_AE_RECEIVE_DATA_VIA_ASSOC LDAPSearchObject 0 Search for object in user store replica using filter <LDAP
filter>

XDAS_AE_RECEIVE_DATA_VIA_ASSOC LDAPReadObject 0 Read object <user DN> in user store replica

XDAS_AE_SEND_DATA VIA_ASSOC LDAPModifyObject 0 Modify object <user DN> in user store replica

XDAS_AE_TERMINATE_PEER_ASSOC LDAPTerminateConnection 0 Close connection <n> to user store replica

XDAS_AE_CREATE_PEER_ASSOC SAMLSendAuthnRequest 0 SAML 2.0 send AuthnRequest message from <host>:<port>
using binding <SAML binding URI>

XDAS_AE_CREATE_PEER_ASSOC SAMLReceiveResponse 0 SAML 2.0 receive Response message from <SAML entity-id>
using binding <SAML binding URI>

XDAS_AE_CREATE_PEER_ASSOC SAMLSendLogoutRequest 0 SAML 2.0 send LogoutRequest message from <SAML entity-
id> using binding <SAML binding URI>

XDAS_AE_CREATE_PEER_ASSOC SAMLReceiveLogoutResponse 0 SAML 2.0 receive LogoutResponse message from <SAML
entity-id> using binding <SAML binding URI>

XDAS_AE_AUTHENTICATE_ACCOUNT Authentication 2 Successful local login by <user identifier> from
<host>:<port>

XDAS_AE_TERMINATE_SESSION Logout 2 Logout a Consumed Authentication

XDAS_AE_CREATE_SESSION IssueOAuthToken 2 Issue access token in response to OAuth2 request
(response_type=token)

XDAS_AE_CREATE_SESSION IssueOAuthCode 2 Issue authorization code in response to OAuth2 request
(response_type=code)

XDAS_AE_QUERY_ACCOUNT OAuthGetAttributes 2 Attributes query by <user identifier> from <host>:<port>




