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Legal Notice

THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT ARE FURNISHED UNDER AND ARE 
SUBJECT TO THE TERMS OF A LICENSE AGREEMENT OR A NON-DISCLOSURE AGREEMENT. EXCEPT AS 
EXPRESSLY SET FORTH IN SUCH LICENSE AGREEMENT OR NON-DISCLOSURE AGREEMENT, NETIQ 
CORPORATION PROVIDES THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT "AS IS" 
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. SOME STATES DO 
NOT ALLOW DISCLAIMERS OF EXPRESS OR IMPLIED WARRANTIES IN CERTAIN TRANSACTIONS; THEREFORE, 
THIS STATEMENT MAY NOT APPLY TO YOU.

This document and the software described in this document may not be lent, sold, or given away without the prior written 
permission of NetIQ Corporation, except as otherwise permitted by law. Except as expressly set forth in such license 
agreement or non-disclosure agreement, no part of this document or the software described in this document may be 
reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, or otherwise, 
without the prior written consent of NetIQ Corporation. Some companies, names, and data in this document are used for 
illustration purposes and may not represent real companies, individuals, or data.

This document could include technical inaccuracies or typographical errors. Changes are periodically made to the 
information herein. These changes may be incorporated in new editions of this document. NetIQ Corporation may make 
improvements in or changes to the software described in this document at any time.

© 2013 NetIQ Corporation. All rights reserved.

U.S. Government Restricted Rights: If the software and documentation are being acquired by or on behalf of the U.S. 
Government or by a U.S. Government prime contractor or subcontractor (at any tier), in accordance with 48 C.F.R. 227.7202-
4 (for Department of Defense (DOD) acquisitions) and 48 C.F.R. 2.101 and 12.212 (for non-DOD acquisitions), the 
government’s rights in the software and documentation, including its rights to use, modify, reproduce, release, perform, 
display or disclose the software or documentation, will be subject in all respects to the commercial license rights and 
restrictions provided in the license agreement.

Check Point, FireWall-1, VPN-1, Provider-1, and SiteManager-1 are trademarks or registered trademarks of Check Point 
Software Technologies Ltd.

ActiveAudit, ActiveView, Aegis, AppManager, Change Administrator, Change Guardian, Compliance Suite, the cube logo 
design, Directory and Resource Administrator, Directory Security Administrator, Domain Migration Administrator, 
Exchange Administrator, File Security Administrator, Group Policy Administrator, Group Policy Guardian, Group Policy 
Suite, IntelliPolicy, Knowledge Scripts, NetConnect, NetIQ, the NetIQ logo, PSAudit, PSDetect, PSPasswordManager, 
PSSecure, Secure Configuration Manager, Security Administration Suite, Security Manager, Server Consolidator, VigilEnt, 
and Vivinet are trademarks or registered trademarks of NetIQ Corporation or its subsidiaries in the USA. All other 
company and product names mentioned are used only for identification purposes and may be trademarks or registered 
trademarks of their respective companies.

For purposes of clarity, any module, adapter or other similar material ("Module") is licensed under the terms and conditions 
of the End User License Agreement for the applicable version of the NetIQ product or software to which it relates or 
interoperates with, and by accessing, copying or using a Module you agree to be bound by such terms. If you do not agree to 
the terms of the End User License Agreement you are not authorized to use, access or copy a Module and you must destroy 
all copies of the Module and contact NetIQ for further instructions.

Overview

The Access Connector Toolkit allows you to create custom connectors for NetIQ CloudAccess. You 
must configure a connector for each Web service that uses CloudAccess as a trusted identity provider. 
A connector’s most fundamental function is to aid in establishing federation, for single sign-on and 
logout, between CloudAccess and the Web service.

The custom connectors you create in the Access Connector Toolkit work in CloudAccess without any 
modifications to the connector.
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Product Requirements

The Access Connector Toolkit is a stand alone Web application. The only requirement is that it only 
runs in a Windows environment.

Implementation Overview

The following table provides an overview of tasks to use the Access Connector Toolkit. 

Downloading the Access Connector Toolkit

The Access Connector Toolkit is a stand alone Web application. You download the Access Connector 
Toolkit from the Customer Center (http://www.novell.com/center).

Launching the Access Connector Toolkit

The Access Connector Toolkit is a self-contained Web application. To launch the Access Connector 
Toolkit: 

1 After you download the Access Connector Toolkit, unzip the file to a local directory.
2 Run actoolkit/bin/acKit.bat to launch the application.

Meeting the Web Service or Application Requirements

The Access Connector Toolkit allows you to create custom connectors for SAML 2.0. 

In order to create a custom SAML 2.0 connector, the application or the Web service that connects to 
CloudAccess must meet the following requirements:

 The Web service supports SAML 2.0 identity federation.

For more information about SAML, see the OASIS Web site (http://www.oasis-open.org/
committees/tc_home.php?wg_abbrev=security).

Steps For more information, see…

Download the Access Connector Toolkit “Downloading the Access Connector Toolkit” on 
page 3

Launch the Access Connector Toolkit “Launching the Access Connector Toolkit” on page 3

Meet the Web service or application requirements “Meeting the Web Service or Application 
Requirements” on page 3

Create a custom SAML connector definition “Creating a Custom SAML Connector Definition” on 
page 4

Export the connector definition “Exporting the Connector Definition” on page 7

Import and configure the connector “Importing and Configuring the Connector” on page 7
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 The Web service supports a SAML Web browser single sign-on profile, specifically with Redirect/
POST bindings for service-provider-initiated SSO, and POST binding for identity-provider-
initiated SSO. 

 The Web service must provide a way for the customer to configure the federation; this usually 
means providing a facility in the application’s administration console that allows the customer to 
enable and configure SAML SSO.

 The Web service or application must have technical documents that describe what it requires for 
the following:

 SAML Assertions: The document needs to describe the attributes that are required for 
authentication, such as the user’s name or email address. It can include the attributes that are 
required to assign roles. If possible, obtain a SAML assertion from the application.

 Federation Requirements: The document needs to describe what is required for federation. It 
should require an Identity Broker certificate, which allows the application to set the trusted 
relationship with the Identity Broker. The document should also include URLs for logging in 
and logging out.

 SAML Metadata: The application sends SAML metadata to the Identity Broker in order to 
establish communication. This usually includes a login URL or a customer-specific domain 
name. Applications that support SAML should publish a SAML metadata document that 
describes their service. This document is often available from a public URL. If possible, get 
this document.

Ask the Web service or application vendors the following types of questions to gather the required 
information:

 What does your SAML assertion look like?
 Do you have a SAML metadata document? What fields, if any, are customer-specific?
 Does your service support the SAML single logout protocol?
 What configuration steps are required in your application to set up federation?
 What is the information that they provide to customers when they are setting up federation with 

their LDAP server?

Creating a Custom SAML Connector Definition

A SAML connector definition consists of multiple components. The Access Connector Toolkit allows 
you to create the components in one place.

To create a custom SAML connector definition:

1 Verify that you have gathered the Web service or application requirements listed in “Meeting the 
Web Service or Application Requirements” on page 3.

2 Launch the Access Connector Toolkit. For more information, see “Launching the Access Connector 
Toolkit” on page 3.

3 Click New > SAML2.
4 Create the connector definition. For detailed information, see “Creating the Connector Definition” 

on page 5.
5 Create the metadata. For detailed information, see “Creating the Metadata” on page 5.
6 Create the assertions. For detailed information, see “Creating the Assertion” on page 6.
7 (Optional) Create the provisioning definitions. For detailed information, see “Creating the 

Provisioning Definition” on page 7.
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8 Click Save to save the new connector definition.
9 Proceed to “Exporting the Connector Definition” on page 7 to complete the creation of the new 

connector.

Creating the Connector Definition

You must import a connector definition into CloudAccess for the connector to work. The Access 
Connector Toolkit helps you create a connector definition.

Table 1   Connector Definition Fields

Creating the Metadata

The metadata is the configuration information the Web service or application uses to communicate to 
CloudAccess. Some Web services and applications allow you to export the required metadata in to an 
XML file or it is contained in a URL provided by the Web service or application. You can either import 
the XML file or enter the required information.

Field Description Action

Type Defines the type of connector for 
CloudAccess. You cannot change the 
value of this field. It is set when you select 
the type of connector to create. 

For example: SAML2

Type Name Defines the type name of the connector for 
CloudAccess. You cannot change the 
value of this field. It is set when you select 
the type of connector to create.

For example Generic SAML2 Connector

Target Name The target name is the name of the 
connector definition file. 

Specify a unique name for the 
connector definition file.

Icon Allows you to uses a custom graphic for 
your new connector.

Browse to and select a graphic that 
you want as the icon for the new 
connector.

Description for Provider CloudAccess does not use this field.

Description for Customer Provide enough information so that the 
CloudAccess administrator knows what the 
connector does.

Specify a description that 
CloudAccess displays in the Admin 
page.

Settings > Federation 
Instructions

CloudAccess displays the Federation 
Instructions in when the administrator 
configures the connector.

Edit the default federation 
instructions for your connector. You 
must add information that is specific 
to your CloudAccess appliance.

Settings > New Settings A setting provides a way for the 
CloudAccess administrators to input data 
when creating the connector.

Create a setting for your connector.

 Customer specific sections of 
the Assertion Consumer 
Service URL.

 Connector specific setting; for 
example, a Customer Domain.
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Table 2   Metadata Fields

Creating the Assertion

The assertion is a package of information that supplies statements made by the identity source.

Field Description Example

EntityID Select whether the entity ID comes from 
the federation instructions or if it comes 
from the new setting you created when 
you created the connector definition.

EntityID is a field from the metadata that 
uniquely identifies that particular service 
provider.

google.com

Assertion Consumer Service 
URL

Select whether the Assertion Consumer 
Service URL comes from the federation 
instructions or if it comes from the new 
setting you created when you created the 
connector definition.

The Assertion Consumer Service URL is a 
field from the metadata where the 
Assertion is posted by the browser.

https://www.google.com/a/
${customer-domain}/acs

Logout URL (Optional) Specify a logout URL.

The logout URL corresponds to the field 
SingleLogoutService from the metadata.

Logout Response URL (Optional) Specify a logout response URL.

The logout response URL is required 
when the SingleLogoutService field has 
ResponseLocation specified in the 
metadata.

The Connector for Access Manager 
requires this field.

NameID Format Specify the format of the NameID from the 
metadata.

The NameID format field in the metadata 
tells CloudAccess what NameID formats 
the service provider supports.

Signing Certificate Browse to and select a certificate to 
provide secure communication between 
the service provider and CloudAccess. 

Import from a file You can import the metadata from a file or 
from a URL.

Import from URL You can import the metadata from a file or 
from a URL.
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Table 3   Assertion Fields

Creating the Provisioning Definition

Provisioning is only supported through connectors created by NetIQ. As this time, you cannot create a 
connector definition that supports provisioning user accounts to the connected system. 

Exporting the Connector Definition

After you create the connector definition, you must export the connector definition. The first step, when 
creating a connector, is to import the connector definition. Exporting the connector definition creates a 
file you can use in CloudAccess.

To export the connector definition:

1 Launch the Access Connector Toolkit.
2 Highlight the connector definition you created, then click Export.
3 Save the ZIP file for use in CloudAccess.

Importing and Configuring the Connector

After you create the connector definition, you must import the connector in the Access Gateway 
products and configure the connector. The steps to configure the connector are determined by the 
information you added to the connector definition and by which Access Gateway product you use.

 For more information about importing and configuring the connectors, see “Importing and 
Configuring Custom Connectors”in the NetIQ CloudAccess Installation and Configuration Guide (https://
www.netiq.com/documentation/cloudaccess/install_config/data/bookinfo.html).

Fields Description Example

Audience Restriction (Optional) Audience Restriction is a field in the 
SAML Assertion that defines the recipient of the 
Assertion.

Usually this is the same value as the EntityID, 
and if you leave the field blank the EntityID value 
is used for this field.

google.com

NameID The NameID field in the SAML Assertion defines 
what the service provider receives.

Format The NameID format is an email address or it is 
unspecified. It depends on the requirements of 
the connected system as to which format you 
use.

Destination URL (Optional) The Destination URL is where the end 
user ends up after CloudAccess logs in with the 
URL provided on the connector configuration 
page.

Protocol Binding The only binding currently supported is POST.
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Known Issue

No Time out Feature: After you launch the Access Connector Toolkit, it does not time out your session. 
You must close your browser to end the session.

WS-Federation Not Supported: This release of the Access Connector Toolkit does not support the WS-
Federation option when you create a custom connector.
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