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This document provides information about installing and 
configuring NetIQ CloudAccess 2.2.

The CloudAccess and MobileAccess products are both installed 
as a VMware or Hyper-V virtual appliance using files that you 
download, extract, and deploy into your IT environment. Whether 
you have a MobileAccess-only license or a full CloudAccess 
license, you need to install the virtual appliance only once (in a 
non-clustered environment). 
Installation and 
Configuration Checklist 2



2

Legal Notice
THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT ARE FURNISHED UNDER AND ARE 
SUBJECT TO THE TERMS OF A LICENSE AGREEMENT OR A NON-DISCLOSURE AGREEMENT. EXCEPT AS 
EXPRESSLY SET FORTH IN SUCH LICENSE AGREEMENT OR NON-DISCLOSURE AGREEMENT, NETIQ 
CORPORATION PROVIDES THIS DOCUMENT AND THE SOFTWARE DESCRIBED IN THIS DOCUMENT "AS IS" 
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE 
IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE. SOME STATES DO 
NOT ALLOW DISCLAIMERS OF EXPRESS OR IMPLIED WARRANTIES IN CERTAIN TRANSACTIONS; THEREFORE, 
THIS STATEMENT MAY NOT APPLY TO YOU.

For purposes of clarity, any module, adapter or other similar material ("Module") is licensed under the terms and conditions 
of the End User License Agreement for the applicable version of the NetIQ product or software to which it relates or 
interoperates with, and by accessing, copying or using a Module you agree to be bound by such terms. If you do not agree 
to the terms of the End User License Agreement you are not authorized to use, access or copy a Module and you must 
destroy all copies of the Module and contact NetIQ for further instructions.

This document and the software described in this document may not be lent, sold, or given away without the prior written 
permission of NetIQ Corporation, except as otherwise permitted by law. Except as expressly set forth in such license 
agreement or non-disclosure agreement, no part of this document or the software described in this document may be 
reproduced, stored in a retrieval system, or transmitted in any form or by any means, electronic, mechanical, or otherwise, 
without the prior written consent of NetIQ Corporation. Some companies, names, and data in this document are used for 
illustration purposes and may not represent real companies, individuals, or data.

This document could include technical inaccuracies or typographical errors. Changes are periodically made to the 
information herein. These changes may be incorporated in new editions of this document. NetIQ Corporation may make 
improvements in or changes to the software described in this document at any time.

U.S. Government Restricted Rights: If the software and documentation are being acquired by or on behalf of the U.S. 
Government or by a U.S. Government prime contractor or subcontractor (at any tier), in accordance with 48 C.F.R. 
227.7202-4 (for Department of Defense (DOD) acquisitions) and 48 C.F.R. 2.101 and 12.212 (for non-DOD acquisitions), the 
government’s rights in the software and documentation, including its rights to use, modify, reproduce, release, perform, 
display or disclose the software or documentation, will be subject in all respects to the commercial license rights and 
restrictions provided in the license agreement.

© 2015 NetIQ Corporation. All Rights Reserved.

For information about NetIQ trademarks, see https://www.netiq.com/company/legal/.

Installation and Configuration Checklist
Before you begin installing and configuring your appliance, review the following checklist to ensure that 
you perform steps in the appropriate order.

Table 1   Installation and Configuration Checklist

Steps For more information, see ...

1. Verify that your environment meets all 
prerequisites.

“Product Requirements” in the Installation and 
Configuration Guide.

2. Verify that your identity source meets all 
requirements.

“Identity Source Requirements” in the Installation and 
Configuration Guide.

3. Gather the information you need to install 
and configure the appliance.

“Appliance Installation Worksheet” in the Installation 
and Configuration Guide.

4. Install the appliance. “Deploying the Appliance” in the Installation and 
Configuration Guide.

5. Initialize the appliance. “Initializing the Appliance” in the Installation and 
Configuration Guide.
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6. Configure the appliance. “Configuring the Appliance” in the Installation and 
Configuration Guide.

7. Configure the MobileAccess tool on the 
appliance.

“Configuring the MobileAccess Tool on the 
Appliance” in the Installation and Configuration 
Guide.

8. Replace the default certificate on the 
appliance.

“Replacing the Default Certificate on the Appliance” 
in the Installation and Configuration Guide.

9. (Conditional) Install a self-signed or non-
public certificate on the mobile device.

“Installing a Self-Signed Certificate on the Mobile 
Device” in the Installation and Configuration Guide.

10. Determine which applications users need 
to be able to access from mobile devices.

11. Configure the appropriate connectors to 
enable user access to applications.

“Overview of CloudAccess Connectors” and “ 
Configuring Connectors” in the Connectors Guide.

12. (Optional) Obtain or create custom icons in 
.png format to represent your appmarked 
applications.

13. Configure appmarks for the applications. “Configuring Appmarks for Connectors” in the 
Connectors Guide.

14. (Conditional) Map any non-public 
appmarks to the appropriate groups in the 
identity source. 

“Mapping Authorizations” in the Installation and 
Configuration Guide.

15. (Conditional) If you have configured 
provisioning connectors, such as Google 
Apps, map authorizations for the SaaS 
applications.

“Mapping Authorizations” in the Installation and 
Configuration Guide.

16. (Users) Install the MobileAccess app on 
their mobile devices.

“Installing MobileAccess on a Mobile Device” in the 
Installation and Configuration Guide.

17. (Users) Register their mobile devices with 
the appliance.

“Registering a Mobile Device with the Appliance” in 
the Installation and Configuration Guide.

Steps For more information, see ...
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