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About This Document

Introduction

Purpose of the Document

This Fido U2F Service Installation Guide is intended for all user categories and describes system
requirements that should be fulfilled before the installation of NetlQ Advanced Authentication
Framework FIDO U2F Service and how to install the service.

Document Conventions

This document uses the following conventions:

! Warning. This sign indicates requirements or restrictions that should be observed to
prevent undesirable effects.

@ Important notes. This sign indicates important information you need to know to use the
product successfully.

o Notes. This sign indicates supplementary information you may need in some cases.

o Tips. This sign indicates recommendations.

« Terms are italicized, e.g.: Authenticator.
o Names of GUI elements such as dialogs, menu items, and buttons are put in bold type,
e.g.: the Logon window.

w
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About FIDO U2F Service

FIDO UZ2F Service provides an ability to use FIDO U2F tokens for enrollment in NetlQ Self
Service Portal and for the further authentication.
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System Requirements

6 Installing and removing FIDO U2F Service requires Local Admins (Windows)/ root (MacOS)

privileges.
The following system requirements should be fulfilled:

o Microsoft Windows 7 (x64/x86) SP1/Microsoft Windows 8.1 (x64/x86)/Microsoft

Windows 10 (x64/x86)
« Apple MacOS X 10.10.5 (Yosemite)

« One of the following browsers:
o Microsoft Internet Explorer 10-11
« Microsoft Edge 20
« Google Chrome 45 and newer
« Mozilla Firefox 40 and newer
« Apple Safari 8.0-9.0
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Installing and Removing FIDO U2F Service

In this chapter:

« Installing FIDO U2F Service for Windows
Removing FIDO U2F Service for Windows
Installing FIDO U2F Service for Mac
Removing FIDO U2F Service for Mac

To install FIDO U2F Service via Setup Wizard:

1. Run NAAF-FidoU2fServiceSetup-Win32-Release- <version>.msi.
2. Click Next to continue.

) NetlQ FIDO U2F Service Setup - =

Welcome to the NetIQ FIDO U2F Service
Setup Wizard

The Setup Wizard will install MetIQ FIDO LU2F Service on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard,

3. Read the License Agreement. Select the | accept the terms in the license agreement
checkbox and click Next.
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s, NetlQ FIDO U2F Service Setup - O

End-User License Agreement

Please read the following license agreement carefully ‘i NEt I Q

NetlQ® Advanced Authentication Framework ~
NetlQ® Advanced Authentication for Access Manager

NetlQ End User License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOVWNLOADING
OR OTHERWISE USING THE

SOFTWARE, ¥YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU DO NOT
AGREE WITH THESE TERM 5, ¥YOU ARE HOT PERMITTED TO DOVWNLOAD, INSTALL
OR USE THE SOFTWARE AND YOU SHOULD NOTIFY THE PARTY FROM WWHICH
YOU PURCHASED THE SOFTWARE TO OBTAIN A REFUND. THE SOFTWARE MAY
NOT BE 30LD, TRAWSFERRED, OR FURTHER DISTRIBUTED EXCEPT AS

ANITUWAMITCNR OW 1| WCCRCMAn

[#]1 accept the terms in the License Agreement

Print Back Cancel

4. Click Next to install to the default folder or click Browse to choose another.

s, NetlQ FIDO U2F Service Setup - O

Destination Folder
Click Mext to install to the default folder or dick Change to choose 2

Install MetlQ FIDO U2ZF Service to:

|C: YProgram Files (x8a6) \Fidol 2fService!,

Change...
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« To change the destination folder, click the Change button and select an applicable
destination.

« To continue, click Next.

5. Click Install and wait until the component is installed.

s, NetlQ FIDO U2F Service Setup - O

Ready to install NetIQ FIDO U2F Service ﬁ Net|Q.

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel
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1 NetlQ FIDO U2F Service Setup =

Installing NetI() FIDO U2F Service

Please wait while the Setup Wizard installs MetIQ FIDO U2F Service.

Status: Copying new files
I

ack Mext Cancel

6. Click Finish to close the Wizard.

8 FidoU2FService Setup - X

Completed the FidoU2FService Setup
Wizard

Click the Finish button to exit the Setup Wizard.

m
Ol
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FIDO U2F Service can be removed via Setup Wizard or Control Panel.

To remove FIDO U2F Service via Setup Wizard, follow the steps:

1.
2.
3.

4.

Run NAAF-FidoU2fServiceSetup-Win32-Release- <version>.msi.

Click Next to continue.

Select Remove as an applicable operation and click Next to remove FIDO U2F Service
from your computer.

Click Remove to confirm removal.

To remove FIDO U2F Service via Control Panel, select one of the links that corresponds to your
operating system:

o Microsoft Windows 7
e Microsoft Windows 8.1
o Microsoft Windows 10

10
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Microsoft Windows 7

In the Start menu, select Control panel and then double-click Programs and Features.
Select NetlQ Fido U2F Service and click Uninstall.

Confirm the removal.

Wait a few seconds until the removal is completed.

M=

Microsoft Windows 8.1

1. In the Search menu, select Apps > Control Panel > Programs > Programs and
Features.

2. Select NetlQ FIDO U2F Service and click Uninstall.

Confirm the removal.

4. Wait a few seconds until the removal is completed.

w

Microsoft Windows 10

1. Right-click the Start button and select Control Panel > Programs > Programs and
Features.

2. Select NetlQ FIDO U2F Service and click Uninstall.

Confirm the removal.

4. Wait a few seconds until the removal is completed.

w
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Installing FIDO U2F Service for Mac

To install FIDO U2F Service via Setup Wizard:

1. Run NAAF-FidoU2fServiceSetup-Release- <version>.mpkg.
2. Click Continue.

® O ‘s Install FIDO U2F Service

Welcome to the FIDO U2F Service Installer

You will be guided through the steps necessary to install this

© Introduction
software.

License
Destination Select
Installation Type
Installation

Sumrmary

“dNetio.
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Continue

3. Read the License Agreement. Click Continue.
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Introduction

@ License
Destination Select
Installation Type
Installation

Sumrmary

“dNetia

e Install FIDO UZ2F Service

Software License Agreement

English

MetlQ® Advanced Authentication Framework
NetlQ® Advanced Authentication for Access Manager

NetlQ End User License Agreement

PLEASE READ THIS AGREEMENT CAREFULLY. BY INSTALLING, DOWNLOADING OR OTHERWISE
USING THE

SOFTWARE, ¥OU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU DO NOT AGREE WITH
THESE TERME, ¥OU ARE NOT PERMITTED TO DOWMNLOAD, INETALL OR USE THE SOFTWARE AMD:
¥OU SHOULD NOTIFY THE PARTY FROM WHICH ¥OU PURCHASED THE SOFTWARE TO OBTAIN A
REFUMD. THE SOFTWARE MaAY NOT BE SOLD, TRANSFERRED, OR FURTHER DISTRIBUTED EXCERPT
AS AUTHORIZED BY LICENSOR.

Thits End Liser Licansa Agreamant (CAgreamant’] (5 & lagal agresment Dedwaan Yo (mn antity or & person] snd
Netlld Comporation ("Licensor).  The software product idenified in the iitle of this Agreamant for which You
hawe acguired licenses, any media and accompanying documantation (collectively the “Softwane”) is profeched
by the copyrighs laws and sreaties of the Linited States (7U.5,°) ang other countrias and i subject o tha serms
aof this Agreamaent,  If the laws of Your couniry of origin require contracts %o be in the local language o be
enforoeable, such local language version may be obisined from Licensor upan writben request and shall be
deamad o govemn Your purchase of icenses o the Software.  Any update, mobile application, modula or
adapbar or suppor releasa o tha Software that You may download or recalve that is not accompaniad by a
license agroement is Software and gowemed by this Agreement.  |f the Software is an updaie or support
rediaase, then You must have validly licersed the warsien and quantity of the Software being updated or
supparted in grder 1o install or use the upoate or SUPRON release

LICENSED USE

Commercial Software.

Print... Save... Go Back Continue

4. Click Agree if you agree the terms of the license agreement.

© NetlQ
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e Install FIDO UZ2F Service

To continue installing the software you must agree to the terms of
the software license agreement.

Int

De

Ins .
Read License

Ins

Summary

“dNetia

Click Agree to continue or click Disagree to cancel the installation and
o Liec quit the Installer.

Disagree Agree s
WITH
= AND
YOU SHOULD NOTIFY THE PARTY FROM WHICH YOU PURCHASED THE SOFTWARE TO OBTAIN A
REFUMD. THE SOFTWARE MAY NOT BE SOLD, TRANSFERRED, OR FURTHER DISTRIBUTED EXCEPT
AS AUTHORIZED BY LICENSOR.

Thits End Liser Licansa Agreamant (CAgreamant’] (5 & lagal agresment Dedwaan Yo (mn antity or & person] snd
Netlld Comporation ("Licensor).  The software product idenified in the iitle of this Agreamant for which You
hawe acguired licenses, any media and accompanying documantation (collectively the “Softwane”) is profeched
by the copyrighs laws and sreaties of the Linited States (7U.5,°) ang other countrias and i subject o tha serms
aof this Agreamaent,  If the laws of Your couniry of origin require contracts %o be in the local language o be
enforoeable, such local language version may be obisined from Licensor upan writben request and shall be
deamad o govemn Your purchase of icenses o the Software.  Any update, mobile application, modula or
adapbar or suppor releasa o tha Software that You may download or recalve that is not accompaniad by a
license agroement is Software and gowemed by this Agreement.  |f the Software is an updaie or support
rediaase, then You must have validly licersed the warsien and quantity of the Software being updated or
supparted in grder 1o install or use the upoate or SUPRON release

LICENSED USE

Commercial Software.

Print... Save... Go Back Continue

5. Select the disk where you want to install the FIDO U2F Service and click Continue.

© NetlQ
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Introduction
License

= Destination Select
Installation Type
Installation

Summary

“dNetia.

@ Install FIDO U2F Service

Select a Destination

Select the disk where you want to install the FIDO U2F
Service software.

Macintosh HD
23,86 GB available
120,13 GB total

Installing this software reguires 5,2 MB of space.

You have chosen to install this software on the disk "Macintosh
HD",

Go Back Continue

6. Click Install to confirm the installation configuration.

© NetlQ
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o & Install FIDO U2F Service

Standard Install on "Macintosh HD"

. This will take 5,2 MB of space on your computer.
Introduction P y P

License Click Install to perform a standard installation of this software
L. on the disk "Macintosh HD",
Destination Select
» Installation Type
Installation

Summary

Change Install Location...

“dNetiQ

Customize Go Back Install

7. Provide the root account credentials and click Install Software. Wait some seconds while
the FIDO U2F Service is installing on the Mac.

- Installer is trying to install new software. Type

. your password to allow this.

Username: Paul Jones

Password: |ssssesss |

Cancel Install Software

8. Click Close to close the Wizard.

16
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Introduction
License
Destination Select
Installation Type

Installation

Summary

“dNetia.

W Install FIDO U2F Service

The installation was completed successfully.

The installation was successful.

The software was installed.

Close

© NetlQ
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Removing FIDO U2F Service on Mac

Delete the folder FidoU2fService in /Library/LaunchDaemons/ to uninstall the service.

18
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Troubleshooting for Windows

To troubleshoot the issues regarding the FIDO U2F Service you can check the following URL:
https://127.0.0.1:8441/api/v1/fidou2f/abort
The service should return: { "result":"ok" } when a FIDO U2F token is connected.

To change the default port number, follow the next steps:
1. Browse the %ProgramData%\NetIQ\FIDO UZ2F Service.
2. Open config.properties file in Notepad.
3. Add a string port=<portnumber> to the file, specify your port number instead of the
<portnumber>.
4. Save the changes.
5. Restart the Net/QFIDO UZ2F Service.

To investigate the possible issues you may be asked to collect the debug logs.
To enable debug logging for all Client components, follow the steps:

Create a text file C:\ProgramData\Net|Q\Logging\config.properties

Add a string to the file: logEnabled=True which ends by line break

« Create directory: C:\ProgramData\NetIQ\Logging\Logs\
« Restart the workstation

Reproduce the problem. Logs will be located in C:\ProgramData\NetIQ\Logging\Logs)\.

19
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https://127.0.0.1:8441/api/v1/fidou2f/abort

Troubleshooting for Mac

To check the FIDO U2F Service use the following URL:
https://127.0.0.1:8441/api/v1/fidou2f/abort
The service should return: { "result":"ok" } when a FIDO U2F token is connected.

To investigate the possible issues you may be asked to collect the debug logs.
To enable debug logging for the FIDO U2F Service component, follow the steps:

o Open /Library/LaunchDaemons/FidoUZ2fService/bin folder.
« Open the FidoU2fService.properties file in TextEdit.

o Remove # characters to uncomment the logging.

« Save changes in the file.

« Stop the service by executing the command in Terminal: sudo launchctl unload
/Library/LaunchDaemons/com.netiqg.fidou2fservice.plist

o Start the service: sudo launchctl load
/Library/LaunchDaemons/com.netiqg.fidou2fservice.plist

Reproduce the problem. Logs will be located in /Library/LaunchDaemons/FidoU2fService.

20
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https://127.0.0.1:8441/api/v1/fidou2f/abort
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