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About this Book

This Integration Guide is intended for administrators and describes the procedure and technical
information about how to integrate a product or application with Advanced Authentication to
leverage multi-factor authentication capability.

Intended Audience

This book provides information for administrators trying to integrate their product with Advanced
Authentication to secure the product with multi-factor authentication.
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Overview

This guide describes how to interact with the Advanced Authentication Server using API calls. It
provides the expected sequence of calls to the APl required to successfully authenticate a user using

the enrolled methods in the chain.

Overview



Overview



Authenticating to Web-Based Event with
the U2F Method

Let us assume administrator of Reltic Data wants to authenticate users with the enrolled U2F
method to the Search Card Portal.

This section explains the prerequisites, sequence of API calls, and sample request details to achieve

this.

Prerequisites

Ensure to gather the following details before you execute any API call:

*

*

{{hostname}} indicates Advanced Authentication server IP address or host name.
{{endpoint_id}} indicates the unique device ID where the user authenticates.

endpoint_secret_hash indicates the value used to hide the plain text hash an endpoint secret
and id.

salt indicates the technique required to hash the password.

event indicates the event name that is configured on the Administration Portal.

endpoint_session_id unique session ID that is generated when the endpoint session is created.

logon_process_id indicates the process ID to the given event. This is generated when you
attempt to login to the event.

Ensure to create a chain with U2F method and associate that chain to the Search Card Portal.

Ensure Advanced Authentication Device Service is installed on the system from where you
initiate API calls to perform U2F authentication.

For more information, see Installing and Upgrading Device Service.

The administrator must execute the following APIs to authenticate users with the U2F method:

SANE A

Register an Endpoint

Create a Session for the Endpoint

Initiate Logon Process with the U2F Method
Gather the Sign Request

Forward Sign Requests to JSAPI

Forward the Sign Response to Server

NOTE: Any text enclosed in double flower brackets {{ }} indicates defining or referencing variables.
When you include variables in the request body, Postman or other API tool replaces variables with
the respective values during the runtime.

Authenticating to Web-Based Event with the U2F Method
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https://www.netiq.com/documentation/advanced-authentication-64/pdfdoc/device-service-installation/device-service-installation.pdf#InstallingandupgradingDeviceService

Register an Endpoint

Endpoint is a device where the user authenticates. After registering an endpoint, you will get
endpoint id and secret.

API Call

POST https://{{hostnane}}/api/vl/ endpoints

For more information, see Register New Endpoint (https://www.netiq.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#endpoints-register-new-endpoint-post).

Sample Request

{
"name": "aa. endpoi nt",
“typ": 3,
"desc": " Endpoint",
"is trusted":true,
"tenant _name":"TOP",
"auth_data":{
"met hod_i d": " PASSWORD: 1",
"user name": " LOCAL\\ admi n",
"password": " novel | @23"
}
}

Sample Response
{ "id": "1889d45e7d5411ee9ef 60242ac110003", "secret":
"HOca3uY8x9wt ZgauLGhX7nmlLept Qo2M5' }

Create a Session for the Endpoint

To create an endpoint session, endpoi nt _secr et and endpoi nt _i d from a trusted source are
required. Server validates and returns endpoi nt _sessi on_i d if provided values are valid.

For more information, see Endpoint Session (https://www.netig.com/documentation/advanced-
authentication-64/apidoc/data/apidoc.html#endpoint-sessions-create-endpoint-session-post).

API Call

POST https://{{hostnane}}/api/vl/ endpoi nts/{{endpoint id}}/sessions

10 Authenticating to Web-Based Event with the U2F Method
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Sample Request
{

"salt": "i_amsalt",
"endpoi nt _secret _hash":
"e7e2df e2209a17159689d4a731badb6f 381843f 03705c4adc734ea238f ad8f 2f "

}

Sample Response
{

"endpoi nt _session_id": "YV7ebuNLbKj 9VuR4Awxd7ECqaWs13W uH"
}

Initiate Logon Process with the U2F Method

Initiates the logon process to the given event with the U2F method. The endpoi nt _session_i dis
required.

API Call

POST https://{{hostnane}}/api/vl/|ogon

For more information, see Initiate Logon Process (https://www.netig.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#logon-create-logon-process-post).

Sample Request

{

"met hod_i d": " W2F; 1",

"user _name":"denis",

"event":"Search Card",

"endpoi nt _sessi on_i d": " A9KKvylm cBC6YXx9DSnBi yj P4j 4sZj JC"
}

Authenticating to Web-Based Event with the U2F Method 11
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Sample Response

{
"status": "MORE_DATA",

'meg": "Process has been started"
"linked_| ogon": false,
"reason": "PROCESS STARTED',

"plugins": [],
"nsgi d': "AUCORE-1008",
"chains": |

{

"id_hex": "dc2b52a8h44911e98931005056a06a2a",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_trusted": null,

"is_enabl ed": true,

"name": "Auth Fingerprint",
"short _name": "Fingerprint Auth",
"met hods": [

"FI NGER: 1"

1

"position": O,
"apply_for_ep_owner": fal se,
"i mage_nane": "FINGER_1. png"
"required_chain_id_hex": null,
"grace_period": null,
"nmfa_tags": [].

"risk_level": "NONE

"id_hex": "88dbaB848897911eca8350242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_trusted": null,
"is_enabl ed": true,
"name": "Auth FI DO2",
"short _name": "",
"met hods": |
"FI DO2: 1"
1,

"position": 1,

"apply_for_ep_owner": fal se,

"image_name": "8562cfbal3cclledbe400242ac110003"
"required_chain_id_hex": null,

"grace_period": null,

"mfa_tags": [].

"risk_level": "NONE"

"id_hex": "8a32dcc2212511edbe400242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_ trusted": null,

"is_enabl ed": true,

"nane": "Auth U2F"

"short_nanme": "",

"met hods": [

"U2F: 1"

12 Authenticating to Web-Based Event with the U2F Method



1,

"position": 2,
"apply_for_ep_owner": false,
"i mage_nane": "U2F_1.png",
"required_chain_id_hex": null,
"grace_period": null,
"nfa_tags": [],

"risk_level": "NONE"

"id_hex": "49f09872e0b41lecaadb0242ac110003",
"tenant i d": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_ trusted": null,
"is_enabl ed": true,
"name": "Auth FIDX2 & W2F",
"short _nanme": "",
"met hods": [
"FI DO2: 1",
"U2F: 1"
1,
"position": 3,
"apply_for_ep_owner": fal se,
"i mage_nane": "9f9al33el3cclledbe400242ac110003",
"required_chain_id_hex": null,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"

}
],

"categories": null,
"current _nmethod": "UW2F. 1",

"conpl eted_nethods": [],

"l ogon_process_id": "kGBKyKi 3r wpxwkyVVzOOr TzodC6nLYeQ',
"event _name": "NAAF APl Testing",

"event _type": "Ceneric",

"event _all _categories": true,

"event data_id": "NAAF APl TESTI NG',

"data_id": "NAAF APl TESTING',

"category id": "",
"current _category id":

Gather the Sign Request

To ask for the U2F sign request and associated challenge. The endpoi nt _sessi on_i d is required.

The U2F device must be plugged to the system before executing this call.

API Call

POST https://{{hostnane}}/api/vl/logon/{{l ogon_process id}}/do | ogon

For more information, see Common Logon (https://www.netiq.com/documentation/advanced-
authentication-64/apidoc/data/apidoc.html#logon-common-do-logon-post).

Authenticating to Web-Based Event with the U2F Method
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Sample Request

{
"endpoi nt _session_id": "MVxOCVEIf DCX8ESf | uu2nggNCeHTwhZ"

}

Sample Response
{

"“webaut h_chal | enge": {
"chal | enge":
" 093262df 46ae483a46ab30e4f b3005eef 812f Of 763571f aa408f eec9e67ebf a0",
"all owCredential s": [
{
"type": "public-key",
"id":

"508f df 1b32af e04272977726200cchla2dc15dccf 2eec2ce0669212f e252e45b38a43a43c

212959¢092ac0d83733dcleabd75ed32c2daeb62887e4234eded062"
"transports": |
"usb"
]

}

serVerification": "discouraged"
"extensions": {

"appid": "Netl @
}

’ignRequests": [

{

]

}

"version": "WF_V2",
"appld": "https://164.99.184. 45"
"keyHandl e": "U _f &ZKv4EJyl 3cm AzLG 3BXczy7sLOBnkhL-
JS5Fs4pDpDwhKVnAkgwiNg3aMBwepddeOywt r r Yoh- Q Tt 7QYg"
"chal | enge": "4o00Kcqb6hH4u3sGr7l bF3GhPSL29VnBbv08a3qmhBne- Y"
}

'status": "MORE_DATA",

"meg": "WAiting for an authentication response"
"linked_| ogon": false,

"reason": "U2F_WAI TI NG_AUTH RESPONSE",

"plugins": [],
"nmsgi d': " AUCORE- 2059"
"chains": |

{

"id_hex": "bOe4cfd05b8d1leeb8230242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_trusted": null,
"is_enabl ed": true,
"nanme": "TOTP Only",
"short_nane": "",
"met hods": |
"TOTP: 1"
1,

Authenticating to Web-Based Event with the U2F Method



"position": 1,
"apply_for_ep_owner": fal se,
"i mage_nane": "TOTP_l.png",
"required_chain_id_hex": null,
"grace_period": null,

"nfa_tags": [],
"risk_level": "NONE"

T

{
"id_hex": "lalddc6c5b7alleeb8230242ac110003",
"tenant i d": "defOdef Odef Odef Odef Odef Odef Odef 0"
"is_ trusted": null,
"is_enabl ed": true,
"name": "W2F only",
"short_nanme": "",
"met hods": [

"U2F: 1"

1,
"position": 3,
"apply_for_ep_owner": fal se,
"image_nanme": "U2F_1. png"
"required_chain_id_hex": null,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"

}

]

ategories": null
"current _nethod": "UW2F:. 1",

"conpl eted_nethods": [],

"l ogon_process_id": "qgEDeBxofr8f FS20Xr M M2eJKwAk QPWq"
"event _name": "Search Card",

"event _type": "Ceneric",

"event all _categories": true,

"event data_id": "SEARCH CARD',

"data_id": "SEARCH CARD',

"category id": "",
"current _category id":

Forward Sign Requests to JSAPI

Sends the sign requests to JSAPI to activate the U2F device plugged in to the system. Locally installed
Device Service handles this request. When this APl is executed, the device blinks. User who is
physically present is required to accept the challenge by tapping or touching on the blinking device.
Finally, some details such as signature, client data, and key handle are fetched when the user taps
the device.

API Call

POST https://127.0.0. 1: 8441/ api/vl/fidou2f/sign

Authenticating to Web-Based Event with the U2F Method 15
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Sample Request
{

"si gnRequest s":
[{
"version":"U2F V2",
"appl d":"https://drbiontdevap2v. al raj hi.bank",
"keyHandl e": " dzdh2h3JCUD- hJdZ8W CR-
SG Orli kx011 11 3gCzxd oFTFNLdeVt CD4UpeEnswbhcKp_ Ot QvUt ON2AeAH735pA",
"chal | enge": " LRHPyef adFFXd9ar ONRK1Vi XbuyEz59Ekqogx0y MAXQ"
1

Sample Response

{
"signatureData": "AQAAAXWWRQ hALt nKO- DhFVWBSgRt vNnd Y4-

NkNQSI j 2znH59v5Nr hgAi AWXGWYSG7J_Z4- 2GVDOz UAYHe 829uAmic DGTAX3W 7BA" ,
"clientData":
"eyAl Y2hhbGxI brdl | j ogl kx SSFB5ZWZhZEZGAGQB YXIPTI JLMVZpWEI 1e UVBNTI Fa3Fvc Xgwe
UlBeDAI LCAI b3JpZ2l ul j ogl mh0dHBzO w XCO9kcmlpbh210ZGv2YXAydi 5ShbHIhamhpLmlhbns
i LCAI dH Wl j ogl mbhdm nYXRvci 5pZC5nZXRBc3N cnRpb24i | HO",
"keyHandl e": "dzdh2h3JCUD- hJdZ8W CR-
SG Orli kx011 11 3gCzxd oFTFNLdeVt CD4UpeEnswbcKp_ Ot QvUt ON2Ae AH7 35pA"

}

Forward the Sign Response to Server

Sends the sign response with details of device, such as Signature data, client data, and key handle to
the server to validate the details and authenticate users successfully.

API Call

POST https://{{hostnane}}/api/vl/1ogon/{{l ogon_process_id}}/do_| ogon

For more information, see Forward the Sign Response (https://www.netig.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#methods-u2f-1-logon-post).

Authenticating to Web-Based Event with the U2F Method
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Sample Request
{

"response": {
"si gnResponse”:
{
"signat ureDat a": " AQAAAXWAWMRQ hALt nKO- DhFVWWBSqRt vNnd Y4-

NKNQSI j 2znH59v5Nr hgAi AWXGWEG7J_Z4- 2GVD0Oz UAYHEc 829uAmic DGTAX3W 7BA" ,

"clientData": "eyA Y2hhbGxl bndl | | ogl kxSSFB5ZWZhZEZGWGQ6 YXIPTI JLMZpWG] 1eUV6
NTI Fa3FvcXgweULBeDAi LCA b3JpZ2! ul j ogl nhOdHBz Ol wv XCOkcmi ph210ZGV2YXAydi ShbH

JhamhpLnmihbrsi LCA dH W j ogl nbhdm nYXRvci 5pZC5nZXRBc 3Nl cnRpb24i | HO" ,

"keyHandl e": " dzdh2h3JCUD- hJdZ8W CR-
SG Orli kx011 11 3gCzxd oFTFNLdeVt CD4UpeEnswbcKp O QvUt ON2AeAH735pA" }

b
"endpoi nt_session_id": "MVxOCVEIf DCX8ESf | uu2nggNCeHTwhZ"

}

Sample Response

{
"status": "OK",
"msg": "Wl cone",
"linked_|l ogon": false,
"conmpleted tenplate_id": "2786546914eld25d156aef 1f c099f b6e",
"plugins": [
"LdapRul es"
]

"l ogi n_session_id": "Z3450BnWil t QoubBsC2AaPBwWAvzI | h4h",
"conpl eted_chai n": {

"id_hex": "lalddc6c5b7alleeb8230242ac110003",

"tenant _id": "defOdefOdef Odef Odef Odef Odef Odef 0",
"is_trusted": null,
"is_enabled": true,
"name": "U2F only",
"short _nane": "",
"met hods": |

" U2F: 1"

]

"position": 3,
"apply_for_ep_owner": false,
"image_nane": "WF_1.png",
"required_chain_id _hex": null,
"grace_period": null,
"nfa_tags": [],

"risk_level": "NONE"

user _id": "b47156ea0c42a034223d0d1f 13b591dc",
"user _nane": "JAGUAR\ denis",

"repo_id": "51f 5b2f 636a21leeb4be0242ac110003",
"repo_obj id": "71a63dbbd81e724ch26048bd8bb4c3e2",
"user _nobil e _phone": "+918746825777",

"user_enmail": "denisthenmenni es@mail.cont,
"user _nane_net bi os": "JAGUAR \ deni s",
"tenant _nane": "TOP",

Authenticating to Web-Based Event with the U2F Method

17



"user _role_assignnents": "FULL ADM NS",
"user_cn": "denis",
"user_sid": "S- 1-5-21-1982020363-492839410- 2784625695-2126",
"user_sid_hex":
"0105000000000005150000000b3b2376f 221601d1f 04f aa54e080000" ,
"user _upn": "deni s@ aguar. conf,
"user _dn": "CN=deni s, CN=User s, DC=j aguar, DC=cont',
"user first_name": "denis",
"nmegi d": " AUCORE-2001",
"chains": |
{
"id_hex": "bOe4cfd05b8d11eeb8230242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0"
"is_ trusted": null,
"is_enabl ed": true,
"name": "TOTP Only",
"short _nanme": "",
"met hods": [
"TOTP: 1"
1,
"position": 1,
"apply_for_ep_owner": fal se,
"image_name": "TOTP_1. png",
"required_chain_id_hex": null,
"grace_period": null,
"mfa_tags": [],
"risk_level": "NONE"

"id_hex": "lalddc6c5b7alleeb8230242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0"
"is_ trusted": null,
"is_enabl ed": true,
"name": "W2F only",
"short_nanme": "",
"met hods": [
"U2F: 1"
1,
"position": 3,
"apply_for_ep_owner": fal se,
"image_nanme": "U2F_1. png"
"required_chain_id_hex": null,
"grace_period": null,
"nmfa tags": [],
"risk_level": "NONE"

}
1,

"categories": null
"current _nethod": "UW2F. 1",

18 Authenticating to Web-Based Event with the U2F Method



"conpl eted_net hods": |

"U2F: 1"
] 1
"l ogon_process_id": "qgEDeBxofr8f FS20Xr M M2eJKwAk QPWQq"
"event _nane": "Search Card",
"event type": "CGeneric",

"event all _categories": true,
"event data id": "SEARCH CARD',
"data_id": "SEARCH CARD',

"category id": "",
"current _category id": "",
"risk _level": "NONE',

"risk_score": null

Authenticating to Web-Based Event with the U2F Method 19
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Authenticating with Two Factors - LDAP
Password and Fingerprint Methods

Let us assume administrator of Reltic Data wants to authenticate users based on two factors, LDAP
Password and Fingerprint for accessing the Self-Service Portal.

This section explains the prerequisites, sequence of API calls, and sample request details to achieve
this.

Prerequisites

Ensure to gather the following details before you execute any API call:

+ {{hostname}} indicates Advanced Authentication server IP address or host name.

*

{{endpoint_id}} indicates the unique device ID where the user authenticates.

+ endpoint_secret_hash indicates the value used to hide the plain text hash an endpoint secret
and id.

+ salt indicates the technique required to hash the password.
+ event_name indicates the event name that is configured on the Administration Portal.
+ endpoint_session_id unique session ID that is generated when the endpoint session is created.

+ logon_process_id indicates the process ID to the given event. This is generated when you
attempt to login to the event.

+ Ensure Advanced Authentication Device Service is installed on the system from where you
initiate API calls.

For more information, see Installing and Upgrading Device Service.
+ Ensure that the fingerprint reader mode is set appropriately based on the reader in use.
For more information, see Fingerprint Settings.
+ ltis required to create a chain with LDAP Password and Fingerprint methods then associate the

chain to the Self-Service Portal event.

To authenticate users with the LDAP Password and Fingerprint methods to the Authenticators
Management or Self-Service Portal, the administrator need to execute APIs in the following
sequence:

Create an Endpoint

Create a Session for the Endpoint

Initiate Logon Process

Verify First Factor Authenticator - LDAP Password

vk W e

Initiate the Fingerprint Authentication
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https://www.netiq.com/documentation/advanced-authentication-64/pdfdoc/device-service-installation/device-service-installation.pdf#b1k8eoca
https://www.netiq.com/documentation/advanced-authentication-64/pdfdoc/device-service-installation/device-service-installation.pdf#InstallingandupgradingDeviceService

6. Capture the Fingerprint

7. Forward the Fingerprint Image to Server

Create an Endpoint

Endpoint is a device where the user authenticates. After registering an endpoint, you will get
endpoint id and secret.

API Call

POST https://{{hostnane}}/api/vl/ endpoints

For more information, see Register New Endpoint (https://www.netiq.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#endpoints-register-new-endpoint-post).

Sample Request

{
"name": "new. endpoi nt",
“typ":3,
"desc": " Endpoint",
"is_trusted":true
"tenant _nanme":"TOP"
"auth_data":{
"met hod_i d": " PASSWORD: 1",
"user _name": " LOCAL\\ adm n",
"password": "novel | @23"
}
}

Sample Response

{
"id": "7454f ac094d811eeB8a380242ac110003",

"secret": "G&GTcxYZ7MB5dyAYNW2pzpOhnN7r Viwp7"

Create a Session for the Endpoint

To create an endpoint session, endpoi nt _secret and endpoi nt _i d from a trusted source are
required. Server validates and returns endpoi nt _sessi on_i d if provided values are valid.

For more information, see Endpoint Session (https://www.netig.com/documentation/advanced-
authentication-64/apidoc/data/apidoc.html#fendpoint-sessions-create-endpoint-session-).

API Call

POST https://{{hostnane}}/api/vl/ endpoints/{{endpoint _id}}/sessions
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Sample Request
{

"salt":"i _amsalt",

"endpoi nt _secret _hash":"e7e2df e2209a17159689d4a731badb6f 381843f 03705c4adc7
34ea238f ad8f 2f "

}

Sample Response

{
}

"endpoi nt _session_id": "PHW R3nFb6j JxnyXi @G6TDAL9caJZepSW

Initiate Logon Process

Initiates the logon process to the Self-Service Portal event with the LDAP Password and Fingerprint
methods. The endpoi nt _sessi on_i d is required.

API Call

POST https://{{hostnane}}/api/vl/|ogon

For more information, see Initiate Logon Process (https://www.netig.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#logon-create-logon-process-post).

Sample Request

{
"met hod_i d": " LDAP_PASSWORD: 1",
"user _name":"denis",
"event":"Aut henticators Management",
"endpoi nt _sessi on_i d": " PHW R3nFb6j JxnyXi @TDAL9caJZepSW
}
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Sample Response

{
"l ogon_hints": {

"policy": {
"cached_| ogon_of fline_period": 60,
"cached_| ogon": fal se,
"sspr_enabl ed": fal se,
“sspr_url": """,

"sspr_caption": "",
"di sabl e_| dap_change": fal se,
"save_password": true
}
¥
"status": "MORE_DATA",
"meg": "Process has been started"
"linked_| ogon": false,
"reason": "PROCESS STARTED',
"plugins": [],
"megi d": " AUCORE- 1008",
"chains": |
{
"id_hex": "5a6cd33c8db511ee9c500242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_trusted": null,
"is_enabl ed": true,
"name": "LDAP + Fingerprint",
"short _name": "",
"met hods": [
" LDAP_PASSVORD: 1",
"FI NGER: 1"
1,
"position": 1,
"apply_for_ep_owner": fal se,
"image_name": "default",
"required_chain_id_hex": null,
"grace_period": null,
"mfa_tags": [].
"risk_level": "NONE
}
1,
"categories": null,
"current _method": "LDAP_PASSWORD: 1",
"conpl eted_net hods": [],
"l ogon_process_id": "ht PSQVPSBhR2YG OLRI | wWNT4I| 4bnH 9HE",
"event _nane": "Authenticators Managenent",
"event _type": "Ceneric",
"event all _categories": true,
"event data id": "AUTHENTI CATORS MANAGEMENT",
"data_id": "AUTHENTI CATORS MANAGEMENT",
"category id": "",
"current _category_id": ""
}

24 Authenticating with Two Factors - LDAP Password and Fingerprint Methods



Verify First Factor Authenticator - LDAP Password

Initiates the logon process to the given event with the LDAP Password method. The
endpoi nt _sessi on_i d is required. User is expected to specify the password to succeed this
method.

API Call

POST https://{{hostnane}}/api/vl/1ogon/{{logon_process_id}}/do_|l ogon

For more information, see LDAP Password Logon (https://www.netiq.com/documentation/
advanced-authentication-64/apidoc/data/apidoc.html#fmethods-ldap_password-1-logon-post).

Sample Request

{
"response": {
“answer":"novel I "
H
"endpoi nt _session_i d": " PHW R3nFb6j JxnyXi @TDAL9caJZepSW
}

Sample Response

{
"status": "NEXT",

"meg": "Welcome. Continue with the next |ogin nethod",
"linked_|l ogon": false,
"plugins": [
"LdapRul es”
]

"user_id": "a8e32d86c69871a507f 45b2e64976138",
"user _name": "JAGUAR\denis",
"repo_id": "f39e3790890411ee9c500242ac110003",
"repo_obj _id": "71a63dbbd81le724cb26048bd8bb4c3e2"
"user _nobi |l e_phone": "+918746825777"
"user_email": "denni st hemenace@nmail . cont,
"user _name_netbi os": "JAGUAR\\ deni s"
“tenant _name": "TOP",
"user _rol e_assignnents": "FULL ADM NS*,
"user_cn": "denis",
"user_sid": "S- 1-5-21-1982020363-492839410- 2784625695-2126",
"user_sid_hex":
*0105000000000005150000000b3b2376f 221601d1f 04f aa54e080000",
"user _upn": "deni s@ aguar.conf,
"user _dn": "CN=deni s, CN=User s, DC=j aguar , DC=cont
"user first_name": "denis",
"megi d": " AUCORE- 1091",
"chains": |
{
"id_hex": "5a6cd33c8db511ee9¢c500242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
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"is_trusted": null,
"is_enabl ed": true,
"name": "LDAP + Fingerprint",
"short _name": "",
"met hods": |
" LDAP_PASSVORD: 1",
"FI NGER: 1"
1,
"position": 1,
"apply_for_ep _owner": fal se,
"i mage_nane": "default",
"required_chain_id_hex": null,
"grace_period": null,
"mfa tags": [],
"risk_level": "NONE"
}
],

"categories": null
"current _met hod": "LDAP_PASSWORD: 1",
"conpl eted_nethods": |
" LDAP_PASSWORD: 1"
]

"l ogon_process_id": "ht P5SQVPBhR2YG OLRI | WNT41 4bnHj 9HE",
"event _name": "Authenticators Managenent",

"event _type": "Ceneric",

"event _all _categories": true,

"event data_id": "AUTHENTI CATORS MANAGEMENT",
"data_id": "AUTHENTI CATORS MANAGEMENT",
"category_ id": "",
"current _category id":

Initiate the Fingerprint Authentication

To initiate the Fingerprint authentication. The endpoi nt _sessi on_i d is required. Ensure the
fingerprint device is plugged to the system before executing this call.

API Call

POST https://{{hostnane}}/api/vl/|ogon/{{logon_process id}}/next

Sample Request

{
"method_i d": " FI NGER: 1",
"endpoi nt _sessi on_i d": " PHW R3nFb6j JxnyXi @GTDAL9caJZepSW
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Sample Response

{

"logon_hints": {},

"status": "MORE_DATA",

"meg": "Process has been started"

"linked_| ogon": false,

"reason": "PROCESS STARTED',

"plugins": [],

"megi d": " AUCORE- 1008",

"chains": |

{
"id_hex": "5a6cd33c8db511ee9c500242ac110003",
"tenant _id": "defOdef Odef Odef Odef Odef Odef Odef 0",
"is_trusted": null,
"is_enabl ed": true,
"name": "LDAP + Fingerprint",
"short _name": "",
"met hods": [
" LDAP_PASSWORD: 1",
"FI NGER: 1"
1,
"position": 1,
"apply_for_ep_owner": false,
"image_nanme": "default",
"required_chain_id_hex": null,
"grace_period": null,
"nmfa_tags": [].
"risk_level": "NONE
}
1,

"categories": null,
"current _method": "FINGER 1",
"conpl eted_met hods": |
" LDAP_PASSWORD: 1"
]

"l ogon_process_id": "ht PSQVPSBhR2YG OLRI | wWNT4I| 4bnH 9HE",
"event _nane": "Authenticators Managenent",

"event _type": "Ceneric",

"event all _categories": true,

"event data id": "AUTHENTI CATORS MANAGEMENT",
"data_id": "AUTHENTI CATORS MANAGEMENT",
"category id": "",
"current_category_id":

Capture the Fingerprint

To activate the Fingerprint device plugged in to the system. Locally installed Device Service handles
this request. When this APl is executed, there is a call to the device. User who is physically present is
required to place the enrolled finger on the Fingerprint device. Device Service captures the
fingerprint image.
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API Call

GET https://127.0.0. 1: 8442/ api/vl/fingerprint/capture

Sample Response

{

"180'":
" Rk 1SACAY MAAAAAES AAABAACO AMUAX QEAAANaL QAPAES v YWAXAGT QYwAc AFOHYWAI ACEQYWAI A
Ey v YWAMAHI 3 YWAU ADKQYWAWAGE 3 YWAX AFf 3YWAO AKAQYWA3 ADEHYWAS AEWAYWA+AKUQYWBBAI ¢
HYwBl AKk QYwBQADV0 YWBRAGSYYWBTACY 0 YWBVAKO YYwBeAl 6YYWBf AKoYYWBhAGO3MyBiI ACHf Y
wBk ACv YYwBgAKof YWBOAC! YYwB4AHW YWB5 AEZQYWB5 AGE3 YWB7 ABj YYWB9AE/
HYWCCABTYYWCMABI Y YWCOAHG3 YWCYAGO 3 YWCZAJ My YWCh ACHQYWCH AEt HYWCMAE] HYWDKAJcvY
WDKAKK Vv YWDOAGY 3 YWDMWAFRAYWDXAFz AYWDr AHg3 YWAA"

"captureStatus": "Ck"
}

Forward the Fingerprint Image to Server

Sends the fingerpint image to the server to validate the details and authenticate users successfully.

API Call

POST https://{{hostnane}}/api/vl/1ogon/{{l ogon_process_id}}/do_| ogon

For more information, see Fingerprint Logon (https://www.netig.com/documentation/advanced-
authentication-64/apidoc/data/apidoc.html#methods-finger-1-logon-post).

Sample Request

{
"endpoi nt _session_id": "PHW R3nFb6j JxnyXi GTDAL9caJZepSW ,

"response": {
"capture": {

"1 SO
" Rk 1SACAY MAAAAAES AAABAACO AMUAX QEAAANaL QAPAES v YWAXAGT QYWAC AF9HYWAI ACEQYWAI A
Ey v YWAMAHI 3 YWAUADKQYWAWAG: 3 YWAX AR 3 YWAO AKAQYWA3 ADEHYWAS AEVAYWA+AKUQYWBBAI q
HYwBI AKk QYwBQADVo YWBRAGSYYWBTACY 0 YWBVAKOYYwBeAl 6 YYWBf AKoYYWBhAGOBMyBiI ACHF Y
WBk ACY YYwBgAKof YWBOAC! YYwB4AHW YWB5AEZQYWB5AGE3 YWB7ABj YYWBIAE/
HYWCCABTYYWCMABI Y YWCOAHG3 YWCYAGD 3 YWCZAJ My YWCh ACHQYWCh AEt HYWCITAE] HYWDKAJCv'Y
WDKAKK v YWDOAGY 3 YWDWAFRAYWDXAFz AYWDr AHG3YWAA" ,

"captureStatus": "K'

}
}
}
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Sample Response
{

"score": 45,

"status": "K',

"msg": "Wl cone",

"linked_| ogon": false,

"reason": "",

"plugins": [
"LdapRul es"

]

"l ogi n_session_id": "F6NncwO3cXxgwoobUW VWKOChf knhN4Z"
"compl eted _chain": {

"id _hex": "5a6cd33c8db511ee9¢c500242ac110003"
"tenant _id": "defOdefOdef Odef Odef Odef Odef Odef 0"
"is trusted": null,
"is_enabled": true,
"nane": "LDAP + Fingerprint",
"short _nane": "",
"met hods": [

" LDAP_PASSWORD: 1",

"FI NGER: 1"
]
"position": 1,
“apply_for_ep_owner": fal se,
"image_nane": "default",
"required_chain_id_hex": null,
"grace_period": null,
"nfa_tags": [],
"risk_level": "NONE"

user _id": "aB8e32d86c69871a507f 45b2e64976138"
"user _nane": "JAGUAR\denis",
"repo_id": "f39e3790890411ee9c500242ac110003"
"repo_obj id": "71a63dbbd81e724chb26048bd8bb4c3e2",
"user _nobile phone": "+918746825777"
"user_enuail": "denisthemenni es@nmail.coni,
"user _nane_net bi os": "JAGUAR \denis",
"tenant _nane": "TOP",
"user _rol e_assignnents": "FULL ADM NS',
"user_cn": "denis",
"user_sid": "S-1-5-21-1982020363-492839410- 2784625695-2126",
"user _sid_hex":
"0105000000000005150000000b3b2376f 221601d1f 04f aa54e080000"
"user _upn": "deni s@ aguar. conf,
"user _dn": "CN=deni s, CN=User s, DC=j aguar, DC=cont',
"user first_name": "denis",
"nsgi d': "AUCORE-2001",
"chains": [
{
"id_hex": "5a6cd33c8db511ee9¢c500242ac110003",
"tenant i d": "defOdef Odef Odef Odef Odef Odef Odef 0"
"is_trusted": null,
"is_enabl ed": true,
"name": "LDAP + Fingerprint",
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"short _nane": ,
"met hods": [

" LDAP_PASSWORD: 1",

" FI NGER: 1"
1,
"position": 1,
"apply_for_ep_owner": fal se,
"image_name": "defaul t",
"required_chain_id_hex": null,
"grace_period": null,
"nfa_tags": [].
"risk_level": "NONE"

}
1,

"categories": null,
"current _nmethod": "FINGER 1",
"conpl eted_nethods": |

" LDAP_PASSWORD: 1",

"FI NGER: 1"
] 1
"l ogon_process_id": "ht P5SQVPBhR2YG OLRI | WNT41 4bnHj 9HE",
"event _name": "Authenticators Managenent",
"event type": "Ceneric",

"event _all _categories": true,
"event data_id": "AUTHENTI CATORS MANAGEMENT",
"data_id": "AUTHENTI CATORS MANAGEMENT",

"category id": "",
"current _category id": "",
"risk _level": "NONE',

"risk_score": null
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