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About this Book

This Administration Guide is intended for system administrators and describes the procedure of
Advanced Authentication Server appliance configuration.

Intended Audience

This book provides information for individuals responsible for understanding administration
concepts and implementing a secure, distributed administration model.
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1.1

1.2

Introduction to Advanced Authentication

Advanced Authentication™ is a multi-factor authentication solution that enables you to protect your
sensitive data by using a more advanced way of authentication on top of the typical username and
password authentication. With Advanced Authentication, you can authenticate on diverse platforms
by using different types of authenticators such as Fingerprint, Card, and OTP. Advanced
Authentication provides a single authentication framework that ensures secure access to all your
devices with minimal administration.

Authentication comprises of the following three factors:
+ Something that you know such as password, PIN, and security questions.

+ Something that you have such as smartcard, token, and mobile phone.

+ Something that you are such as biometrics (fingerprint or iris).

You can achieve multi-factor or strong authentication by using any two factors out of this list. For
example, multi-factor authentication can include combination of a password and a token or a
smartcard and a fingerprint.

This section contains the following topics:

+ Section 1.1, “How Is Advanced Authentication Better Than Other Solutions,” on page 15
+ Section 1.2, “Key Features,” on page 15

+ Section 1.3, “Advanced Authentication Server Components,” on page 16

*

Section 1.4, “Architecture,” on page 18

*

Section 1.5, “Terminologies,” on page 22

How Is Advanced Authentication Better Than Other
Solutions
Advanced Authentication leverages the needs of users to authenticate on different platforms with

different needs. The following points explain how Advanced Authentication is different from other
solutions:

+ Works on multiple platforms such as Windows, Mac OS X, Linux and so on.

+ Supports multi-site configurations that helps organizations to distribute the authentication
globally.

Key Features

+ Multi-factor Authentication: The solution provides a flexibility of combining more than twenty
authentication methods to create authentication chains. You can assign these chains to
different events to use the specific authentication chains for different kinds of endpoints.
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+ Supports Multiple Repositories: Advanced Authentication supports Active Directory, Active
Directory Lightweight Domain Services, NetlQ eDirectory, and other RFC 2037 and RFC 2037 bis
compliant LDAP repositories.

+ Supports Distributed Environments: Advanced Authentication works on geographically
distributed environments containing high loads.

+ Multitenancy: A single Advanced Authentication solution can support multiple tenants to serve
multiple customers with different environments.

+ Supports Multiple Platforms: Advanced Authentication works on various platforms such as
Windows, Linux, and Mac OS.

+ Helpdesk: Advanced Authentication provides a separate role of Helpdesk or Security officer. A
user with Helpdesk or Security Officer role can manage authenticators for the end users
through the Helpdesk portal.

+ Supports the RADIUS Server: Advanced Authentication Server contains a built-in RADIUS server
to provide strong authentication for third-party RADIUS clients. Also, it can act as a RADIUS
client for the third-party RADIUS servers.

+ Supports ADFS 3 and 4, OAuth 2.0, and SAML 2.0: Advanced Authentication integrates with
Active Directory Federation Services, OAuth 2.0, and SAML 2.0. This enables you to perform
strong authentication for the users who need to access the third-party consumer applications.

+ Reporting: Advance Authentication provides the Reporting portal that enables you to access
different security reports. You can also create customized reports based on your requirement.

+ Syslog support: Advanced Authentication provides the central logging server that can be used
for log forwarding. You can configure the solution to forward logs to an external Syslog server.

+ FIPS 140-2 Compliant Encryption: Advanced Authentication adheres to Federal Information
Processing Standard (FIPS) 140-2.

+ Supports Localization: Advanced Authentication supports several languages such as Arabic,
Chinese, Dutch, and Danish.

1.3 Advanced Authentication Server Components

Advanced Authentication server comprises of the following components:
+ Administration Portal

For more information, see Section 1.3.1, “Administration Portal,” on page 17
+ Self-Service Portal

For more information, see Section 1.3.2, “Self-Service Portal,” on page 17
+ Helpdesk Portal

For more information, see Section 1.3.3, “Helpdesk Portal,” on page 18
+ Reporting Portal

For more information, see Section 1.3.4, “Reporting Portal,” on page 18
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13.1

1.3.2

Administration Portal

Administration Portal is a centralized portal that helps you to configure and manage various
authentication settings such as methods, events, and so on. You can also configure various policies
that are required for authentication. You can perform the following tasks:

*

Add repositories: A repository is a database that stores users information. For example: An
organization, Digital Airlines contains an Active Directory that stores all of the user’s
information such as username, telephone, address, and so on. Administrator can add this Active
Directory to Advanced Authentication solution to help different departments in the
organization such as the IT, finance, HR, and Engineering departments to authenticate based on
their requirements. For more information about how to add repositories, see “Adding a
Repository”.

Configure methods: A method or an authenticator helps to confirm the identification of a user
(or in some cases, a machine) that is trying to log on or access resources. You can configure the
required settings for the appropriate methods depending on the requirement by each
department. For more information about how to configure methods, see “Configuring
Methods”.

Create chains: A chain is a combination of methods. Users must authenticate with all the
methods in a chain. For example, a chain with Fingerprint and Card method can be applicable
for the IT department and a chain with Smartphone, LDAP Password, and HOTP is applicable for
the Engineering department. For more information about how to create chains, see “Creating a
Chain”.

Configure events: An event is triggered by an external device or application that needs to
perform authentication such as a Windows machine, a RADIUS client, a third party client and so
on. After creating the chain, Administrator maps the chain to an appropriate event. For more
information about how to configure events, see “Configuring Events”.

Map endpoints: An endpoint is a device on which you can authenticate. Endpoints can be
computers, Laptops, tablets, and so on. For more information about how to configure
endpoints, see “Managing Endpoints”.

Configure policies: An administrator can manage policies that are specific to users, devices, or
locations to control a user’s authentication. In Advanced Authentication, you can manage the
policies in a centralized policy editor. For more information about how to configure policies, see
“Configuring Policies”.

Self-Service Portal

The Self-Service Portal allows users to manage the available authentication methods. This portal
consists of Enrolled authenticators and Add authenticator. The Enrolled authenticators section
displays all the methods that users have enrolled. The Add authenticator section displays additional
methods available for enrollment. You must configure and enable the Authenticators Management
event to enable users to access the Self-Service portal. For more information on Self-Service portal,
see Advanced Authentication- User guide.
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13.3

13.4

1.4

14.1

Helpdesk Portal

The Helpdesk Portal allows the helpdesk administrators to enroll and manage the authentication
methods for users. Helpdesk administrators can also link authenticators of a user to help
authenticate to another user’s account. For more information on Helpdesk portal, see the Advanced
Authentication- Helpdesk Administrator guide.

Reporting Portal

The Reporting Portal allows you to create or customize security reports that provide information
about user authentication. It also helps you understand the processor and memory loads. For more
information on Reporting portal, see “Reporting”.

Architecture

Advanced Authentication architecture is based on the following three levels of architecture:
+ Basic Architecture

For more information, see Section 1.4.1, “Basic Architecture,” on page 18
+ Enterprise Level Architecture

For more information, see Section 1.4.2, “Enterprise Level Architecture,” on page 19
+ Enterprise Architecture With A Load Balancer

For more information, see Section 1.4.3, “Enterprise Architecture With A Load Balancer,” on
page 21

Basic Architecture

The basic architecture of Advanced Authentication is a simple configuration that requires only one
Advanced Authentication server.

Directory Advanced Event Endpoint
Authentication Server

An Advanced Authentication server is connected to a directory such as Active Directory Domain
Services, NetlQ eDirectory, Active Directory Lightweight Directory Service or other compliant LDAP
directories. An Event Endpoint can be Windows, Linux or Mac OS X machine, NetlQ Access Manager,
NetlQ CloudAccess, or RADIUS Client to authenticate through the RADIUS Server that is built-in the
Advanced Authentication Server. For a complete list of supported events, see “Configuring Events”.
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1.4.2

Enterprise Level Architecture

In the enterprise level architecture of Advanced Authentication, you can create several sites for
different geographical locations.

For example, the Figure 1-1 on page 19 displays two Advanced Authentication sites, Site A and Site B.

Figure 1-1 Enterprise Level Architecture

Advanced Authentication Site A Advanced Authentication Site B

Directory Directory
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Endpoint Endpoint

+ Site A: The first site that is created for headquarters in New York. The first Advanced
Authentication server of site A contains the Global Master and Registrar roles. This server
contains a master database and it can be used to register new sites and servers.

+ Site B: Another site created for the office in London. The structure of site B is similar to site A.

The Global Master in another site has the DB Master role. DB servers interact with the DB
Master.

DB Server provides a database that is used for backup and fail-over. You can create a maximum

of two DB servers per site. When the Global Master is unavailable, the DB server responds to

the database requests. When the Global Master becomes available again, the DB server
synchronizes with the Global Master and the Global Master becomes the primary point of
contact for database requests again.

Endpoints interact with Global Master or DB Master servers. When these servers are not
available, they interact with DB servers.

NOTE: DB servers connect to each other directly. If the Global Master is down, the DB servers will

replicate.

A Global Master must have a connection to each of the LDAP servers. Hence in a data center with

Global Master, you must have LDAP servers for all the used domains.
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Master servers do not initiate a connection to the DB servers. Master servers initiate connection to
Master servers only. DB servers initiate connection to the DB Master of the same site and Registrar

only.

IMPORTANT: Ensure to take regular snapshots or to clone the primary site to protect from any
hardware issues or any other accidental failures. It is recommended to do it each time after you
change the configuration of repositories, methods, chains, events and policies, or add or remove
servers in the cluster.

You can convert DB server of primary site to Global Master. This requires corresponding DNS
changes. Nothing can be done if Global Master and all slaves are lost.
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1.4.3 Enterprise Architecture With A Load Balancer

The enterprise architecture with a load balancer contains web servers and load balancers along with
the components in Enterprise Level Architecture. Figure 1-2 on page 21 illustrates the Enterprise
architecture with a load balancer.

Figure 1-2 Enterprise Architecture with Load Balancer

Advanced Authentication Site 1 Advanced Authentication Site 2
‘H"""-./__ ‘H"""-./_.
Internal Endpaint Internal Endpaint

External External External External

Endpoint 1 Endpoint 2 Endpoint 1 Endpoint 2

+ Web Servers: Web server does not contain a database. It responds to the authentication
requests and connects to Global Master. You need more web servers to serve more workload. It
is not recommended to deploy more than 5-6 web servers per site.

+ Load Balancer: A load balancer provides an ability to serve authentication requests from
External Endpoints. A load balancer is a third-party component. It must be configured to interact
with Web servers.
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1.5

1.5.1

1.5.2

1.5.3

WARNING: Do not place the Advanced Authentication server in Demilitarized Zone (DM2Z). It is
recommended to use Load Balancer to process authentication requests from the external
endpoints.

For example, if the Global Master server (GMS) of a cluster goes down, the DB server of the site is
promoted as the new GMS of the cluster. Here, another server is promoted as the new DB server of
site A. The IP address of the new GMS remains the same as the previous GMS. For example the IP
address of the old GMS is 1.1.1.1, then the IP of the new GMS will remain the same and the Load
balancer is aware of this change. For information about how to restore the operations when a GMS
is broken, see “Restoring Operations When a Global Master Server is Broken”.

NOTE: To view an example of configuring a load balancer for an Advanced Authentication cluster, see
“Installing a Load Balancer for Advanced Authentication Cluster”.

Terminologies

¢ Section 1.5.1, “Authentication Method,” on page 22
¢ Section 1.5.2, “Authentication Chain,” on page 22

+ Section 1.5.3, “Authentication Event,” on page 22

¢ Section 1.5.4, “Endpoint,” on page 23

¢ Section 1.5.5, “Tenant,” on page 23

Authentication Method

An authentication method verifies the identity of an individual who wants to access data, resources,
or applications. Validating that identity establishes a trust relationship for further interactions.

Authentication Chain

An authentication chain is a combination of authentication methods. A user must pass all methods
in the chain to be successfully authenticated. For example, if you create a chain with LDAP Password
and SMS, a user must first specify the LDAP Password. If the password is correct, the system sends
an SMS with a One-Time-Password (OTP) to the user’s mobile. The user must specify the correct OTP
to be authenticated.

You can create chains with multiple methods that are applicable for highly secure environments. You
can create authentication chains for specific group of users in the repositories.

Authentication Event

An authentication event is triggered by an external device or application that needs to perform
authentication. It can be triggered by a RADIUS Client (Citrix Netscaler, Cisco VPN, Juniper VPN and
so on) or an API request. Each event can be configured with one or more authentication chains that
enables a user to authenticate.
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1.5.4 Endpoint

An endpoint is a device on which you can authenticate. Endpoints can be computers, Laptops,
tablets, Smartphones, and so on.

1.5.5 Tenant

A tenant is a company with a group of users sharing common access with specific privileges. In
Advanced Authentication, tenants have the privileges to customize some of the configuration
settings.
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Configuring Advanced Authentication

Advanced Authentication Server Appliance is intended for processing requests for authentication
coming from the Advanced Authentication system users.

This chapter contains the following sections:

+ Chapter 2, “Managing the Appliance,” on page 27
+ Chapter 3, “Configuring Global Master Server,” on page 41
+ Chapter 4, “Logging In to the Advanced Authentication Administration Portal,” on page 43
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2 Managing the Appliance

After installing the appliance, you can edit the configurations, such as administrative passwords for
the r oot user, network settings, and certificate settings in the Configuration portal. You must
perform these tasks only from the Console because native Linux tools do not recognize the
configuration requirements and dependencies of the Advanced Authentication services.

IMPORTANT: NetlQ delivers and updates the Advanced Authentication appliance as a single unit
including the operating system, the Advanced Authentication application, and associated runtime

components. NetlQ does not recommend adding any additional software components to the

appliance. Any support issues that arise with the customer supplied components might require

removal before the support issues are resolved.

To access the Configuration console, perform the following steps:

1 In a web browser, specify the DNS name or the IP address of the appliance with the port

number 9443. For example:
https://10.10. 10. 1: 9443
or

htt ps:// nyconpany. exanpl e. com 9443

2 Specify root or vaadmin as the user name and specify the password for the appliance, then click

Sign in.

3 Continue using the Appliance Configuration tools.

Path: https://your_appliance_ip_or_dns:9443

+ Those with the vaadm n or r oot user password should always use this console to manage

virtual-machine-level settings.

The Configuration console displays the following options:

*

Section 2.1, “Configuring Network Setting,” on page 28

Section 2.2, “Configuring Time Settings,” on page 29

Section 2.3, “Managing Digital Certificates,” on page 30

Section 2.4, “Accessing System Services,” on page 33

Section 2.5, “Configuring the Firewall,” on page 33

Section 2.6, “Setting Administrative Passwords,” on page 37
Section 2.7, “Adding a Field Patch to the Appliance,” on page 38
Section 2.8, “Sending Information to Support,” on page 38
Section 2.9, “Performing an Online Update,” on page 39
Section 2.10, “Performing Offline Updates,” on page 39

Section 2.11, “Adding Additional Hosts to the Hosts File,” on page 39

Managing the Appliance
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¢ Section 2.12, “Performing a Product Upgrade,” on page 39
+ Section 2.13, “Rebooting or Shutting Down the Appliance,” on page 39
+ Section 2.14, “Logging Out,” on page 40

2.1 Configuring Network Setting

You can configure settings for the DNS servers, search domains, gateway, and NICs for the appliance

in the Network “C tab. You might need to modify these settings after the initial setup if you move
the appliance VM to a new host server, or move the host server to a new domain in your network
environment. You can also optionally restrict the networks that are allowed to access the appliance.

IMPORTANT: Because most services depend on continual service availability, changing network
settings on the appliance should only be done when the services supported are offline.

Table 2-1 Using the Network (DNS, IP, Access restrictions) dialog

Option Description

DNS Configuration section

Name Servers You can modify the name servers.

Search Domains If this field is left blank, it is auto-populated with the domain of the appliance
hostname. For example, if the hostname of the appliance is
Appl i ance. myconpany. com the domain is auto-populated with
nmyconpany. com

Gateway Make sure that this matches any of the other changes you have made in this
dialog.
NIC Configuration In this section, you can modify the IP address, hostname, and network mask of any

Network Interface Controller (NIC) associated with the appliance. (If you
configured multiple NICs for the appliance, you can configure the additional NICs.)
1. Click the ID of the NIC.
2. Edit the IP address, hostname, or network mask.

If you change the IP address, you must restart the appliance in order for the
change to be reflected.

3. Click OK.

Appliance Administration Ul (Port 9443) Access Restrictions

Allowed Networks To limit administrative access, specify the IP address of any networks from which
you want administrators to access the site.

Leave this section blank to allow administrative access from any network.
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2.1.1

2.2

Configuring the Proxy Settings

If access to internet in your company is possible only through the proxy server, you must configure
the proxy settings to enable the Advanced Authentication appliance to communicate with the proxy
server.

Proxy Settings section

Use a Proxy ... Select this if you want to configure a forward proxy server for the appliance.
Proxy URL The URL address of the proxy server to be used, including the port.
Username If required, the username for accessing the proxy server

Password The password for the username.

oK Click OK to save your changes, then click Reconfigure Server.

WARNING: This stops and restarts the server process. Only do this when
supported services are offline as well.

Configuring Time Settings

You can configure the Network Time Protocol (NTP) server, the geographic region, and the time zone

where you have deployed the appliance with the Time settings (_Q

This dialog lets you adjust the NTP configuration settings that were established when the appliance
was deployed.

Table 2-2 Using the Time dialog

Option Description

NTP Servers Type a new default NTP server.

Region Click the drop-down list and select a region for the appliance.
Time Zone Click the drop-down list and select a time zone for the appliance.

Hardware clock set to Use this option to change the hardware clock setting.
UTC

NOTE: The time on Advanced Authentication servers must be synchronized. Ensure that the NTP
port 123 (UDP) is open on your corporate firewalls to allow Advanced Authentication servers to sync
time on the predefined NTP servers or specify your internal NTP servers.
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2.3

Managing Digital Certificates

You can add and activate certificates for the appliance in the Digital Certificates m tab. You can
create your own certificate and then have it signed by a CA, or you can use an existing certificate and
key pair.

IMPORTANT: In this section, you can only manage certificates for the Advanced Authentication
appliance (port 9443). To change the certificates for the Advanced Authentication application (port
443), goto the Server Options tab in the Administration portal.

The appliance is shipped with a self-signed digital certificate. Instead of using this self-signed
certificate, it is recommended that you use a trusted server certificate that is signed by a trusted
certificate authority (CA) such as VeriSign or Equifax.

Use this tool to manage the appliance’s certificates and maintain its certificate store.

Table 2-3 Using the Digital Certificates Page

Option Description

Certificates in the Selected Key Store

Key Store Use this drop-down list to filter whether JVM or Web Application Certificates are
listed.
File This drop-down list lets you create a new key pair, import a trusted certificate or

key pair, export a certificate you have selected in the list, or generate a Certificate
Signing Request for a web application that you have selected.

Edit This exposes the option to delete a certificate that you have selected.
View Info This lets you view the information for a selected certificate.
Reload This lets you reload a selected certificate.

About Appliance Certificates

+ Self-signed Certificate: The Micro Focus Appliance ships with a self-signed digital certificate.

If needed, you can generate appliance certificates and Certificate Sigining Requests for
certificate authorities (CA) such as VeriSign or Equifax.

However, the self-signed certificate included with the appliance should be sufficient for the vast
majority of deployments because security practices generally dictate that appliances be
deployed inside an organization’s.

+ Java Certificates: All certificates for the IBM Java package bundled with the underlying SLES OS
are installed with the appliance.
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Updating a Service That the Appliance Supports

Unless instructed otherwise in the service documentation, you do not need to update certificates
when you update a service that the appliance supports.

Managing Certificates

¢ “Creating a New Self-Signed Certificate” on page 31
+ “Getting a Certificate Signed by a Certificate Authority” on page 31
+ “Activating a Certificate” on page 32

+ “Using an Existing Certificate and Key Pair” on page 32

Creating a New Self-Signed Certificate

1 In the Port 9443 Console Digital Certificates > Key Store drop-down list, ensure that Web
Application Certificates is selected.

2 Click File > New Certificate (Key Pair), then specify the following information:
Alias: Specify a name that you want to use to identify and manage this certificate.
Validity (days): Specify how long you want the certificate to remain valid.

Key Algorithm: Select either RSA or DSA.
Key Size: Select the desired key size.
Signature Algorithm: Select the desired signature algorithm.

Common Name (CN): This must match the server name in the URL in order for browsers to
accept the certificate for SSL communication.

Organizational Unit (OU): (Optional) Small organization name, such as a department or
division. For example, Purchasing.

Organization (0): (Optional) Large organization name. For example, Micro Focus
City or Lacality (L): (Optional) City name. For example, Provo.

State or Province (ST): (Optional) State or province name. For example, Utah.
Two-letter Country Code (C): (Optional) Two-letter country code. For example, US.

3 Click OK to create the self-signed certificate.

Getting a Certificate Signed by a Certificate Authority

1 After selecting the self-signed certificate, click File > Certificate Requests > Generate CSR.

2 Send the certificate to a certificate authority (CA), such as Verisign, using whatever process they
have defined.

Usually, the CA takes your Certificate Signing Request (CSR) and generates an official certificate
based on the information in the CSR. The CA then mails the new certificate and certificate chain
back to you.
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3 After you have received the certificate and certificate chain from the CA:
3a Reuvisit the Digital Certificates page by clicking Digital Certificates from the appliance.

3b Click File > Import > Trusted Certificate. Browse to the trusted certificate chain that you
received from the CA, then click OK.

3c Select the self-signed certificate, then click File > Certification Request > Import CA Reply.

3d Browse to and upload the official certificate to be used to update the certificate
information.

On the Digital Certificates page, the name in the Issuer column for your certificate changes
to the name of the CA that stamped your certificate.

4 Activate the certificate, as described in “Activating a Certificate” on page 32.

Using an Existing Certificate and Key Pair

When you use an existing certificate and key pair, use a .P12 key pair format.

1 Click the Digital Certificates icon.

2 Click File > Import > Trusted Certificate. Browse to and select your existing certificate, then click
OK.

3 Click File > Import > Trusted Certificate. Browse to your existing certificate chain for the
certificate that you selected in Step 2, then click OK.

4 Click File > Import > Key Pair, then browse to and select your P12 key pair file, specify your
password if needed, then click OK.

Because of a browser compatibility issue with HTML 5, the path to the certificate is sometimes
shown as c: \ f akepat h. This does not adversely affect the import process.

5 Continue with Activating a Certificate.

Activating a Certificate

1 On the Digital Certificates page, select the certificate that you want to make active, click Set as
Active, then click Yes.

2 Verify that the certificate and the certificate chain were created correctly by selecting the
certificate and clicking View Info.
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2.4

24.1

2.4.2

2.5

Accessing System Services

You can view the status of services running on the appliance in the System Services {u} tab.

To access the System Services page:

1 Log in to the Configuration Console as the r oot user.

2 Click System Services.
You can perform the following actions:

+ Starting, Stopping, or Restarting System Services

+ Making System Services Automatic or Manual

Starting, Stopping, or Restarting System Services

You can start, stop, or restart the SSH or the Advanced Authentication service.
To start, stop, or restart a service on the appliance:

1 Click System Services.
2 Select the service that you want to start, stop, or restart.

3 Click Action, then select Start, Stop, or Restart.

Making System Services Automatic or Manual

1 Click System Services.
2 Select the service that you want to make automatic or manual.

3 Click Options, then select either Set as Automatic or Set as Manual.

You can click Refresh List to refresh the list of the services.

Configuring the Firewall

You can view your current firewall configuration directly from the appliance in the Firewall @ tab. It

lists the port numbers that the appliance expects to use on your network and the current status of
each port. By default, all ports are blocked except those that are required by the appliance. For
example, the Login page for the Configuration Console uses port 9443, so this port is open by

default.

NOTE: To have a seamless experience with the appliance, ensure that you do not block the ports

with your firewall settings.

To view firewall settings for the appliance:

1 Log in to the Configuration Console as the r oot user.

Managing the Appliance

33



34

2.5.1

2 Click Firewall.

The Firewall page lists port numbers with the current status of each port number. The page is
not editable.

Configuring the Ports and Firewall

IMPORTANT: The Advanced Authentication server uses ports 443 and 80. These ports cannot be
changed.

Port forwarding is not recommended in a production environment because the entire appliance is
available through the internet. It is recommended to use reverse proxy to map only the specific
URLs.

By default, the Advanced Authentication server uses the following RFC standard ports.

Service Port Protocol Usage

REST 443 HTTPS All Communications

Administration portal, 443 HTTPS All Communications (<AASer ver >/ admi n,
Self-Service portal, <AASer ver >/ account , <AASer ver >/
Helpdesk portal, hel pdesk, <AASer ver >/report)

Reporting portal, and
Search card portal

Database replication 5432 TCP Database replication between DB servers.

The port must be opened to the Master server
of the same site (or to the Global Master server
for the installation of any server in the new
sites) only for the installation of new DB server.
For Web servers port must be always opened.

Database replication 8080 TCP Database replication between DB servers

DNS 53 TCP, UDP DNS

NTP 123 uDP NTP, used for time synchronization

LDAP 389 TCP, UDP LDAP (if used with repository)

LDAPS 636 TCP,UDP LDAP over TLS/SSL (if used with repository)

Dashboard and 9200, 9300 HTTPS Collecting statistics from the Advanced

Reporting portal Authentication servers in the cluster

sQL 1433 TCP, 1434 Microsoft SQL Server (if used with repository)
ubP

Advanced Authentication server uses the following ports for the different methods:

Service Port Protocol Usage

RADIUS 1812 uUDP Authentication
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Service Port Protocol Usage

RADIUS 1813 uDP Accounting

E-Mail Service Variable SMTP E-Mail Traffic

Voice Call Service Variable HTTPS All Communications (<AASer ver >/
twi |iofstatus, <AAServer >/
tw |iof gather)

Smartphone Variable HTTPS All Communications (<AASer ver >/
smar t phone)

Smartphone Push Service 443 HTTPS Communication between Advanced
Authentication and
pr oxy. aut hasas. com(push service)

SMS Variable HTTPS Communication to a used SMS service

Swisscom Mobile ID Variable HTTPS Communication to the specified
Swisscom Mobile ID service URL

Voice OTP Service Variable HTTPS All Communications (<AASer ver >/
twiliolotp)

Face Recognition 443 HTTPS Microsoft Cognitive Services (URL

specified in Administration portal >
Methods > Face Recognition > Endpoint
URL)

IMPORTANT: For reverse proxy, you can use any port. For example, ht t ps: // dnsnane: 888/
smar t phone. A reverse proxy redirect is done from port 888 to port 443 internally to appliance.
Port 888 is used from outside, but port 443 is used inside the appliance.

The following table lists the ports of the common appliance:

Port Description

22 SSH port for the appliance

25 SMTP and SMTPS outbound ports

80 Standard Web server ports

1099 Java RMI port

7380 Ganglia RRD-REST ports

9080 Apache/HTTPD port

9090, 9443 Jetty port for the appliance (Administrator Interface)

Use SuSEfirewall2 (https://www.suse.com/documentation/sled11/book_security/data/
sec_fire_suse.html) to change the firewall settings. For example, execute the following commands to

enable port 9443 for external network:
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SuSEfirewal | 2 open EXT TCP 9443
SuSEfirewal I 2 stop

SuSEfirewal | 2 start

systentt| stop aauth

systentt| restart docker
systentt| start aauth

The following table lists the URLs to access the external address for Advanced Authentication.

URL Port Description

docker.io 443 Required to download the docker updates

docker.com

redis.io

ftp.novel |.com 21 Required to upload the logs for sending information to
the Support team. For more information, see “Sending
Information to Support”

www. novel | . com 80 Required for the testing of YaST Proxy. For more
information, see “Configuring the Proxy Settings”

nu. novel | . comand 443 Required for all the SUSE products

secur e- wwv. novel | . com

proxy. aut hasas. com 443 Required for the push service in Smartphone

authentication

NOTE: Granting access to docker . i 0o, docker.comandredis.ioisrequired only for the helm
chart and not for the appliance.

Advanced Authentication uses the following URLs.

URL Used for
Advanced Authentication Server
/static/*, /user/api Web portals
/admin Administration portal
/account Self-Service portal
/helpdesk Helpdesk portal
/report Reporting portal
/api REST API calls
/adfs ADFS plug-in
Josp SAML 2.0, OAUTH 2.0 integrations

/search-card

Search Card portal

Authentication Agent
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URL Used for

Joob/{oob_proc_id:[0-9a-zA-Z-]{3,32}} Authentication Agent
Smartphone

/smartphone/adddevice/{path}/{enc_dev_id}
/smartphone/confirm/{path}
/smartphone/pushid/{path}
/smartphone/requestsalt/{path}
/smartphone/saltpushid/{path}

Twilio (SMS, Voice Call, Voice OTP)
/twilio/gather/{proc_id}
/twilio/otp/{proc_id}
/twilio/otp_anon/{tenant_id}/{otp}

/twilio/status/{proc_id}

Setting Administrative Passwords

You can modify the passwords and SSH access permissions for the appliance administrator: the r oot

user in the Administrative Passwords % tab. If your password policy requires it, you must modify
passwords periodically or if you reassign responsibility for the appliance administration to another
person.

NOTE: The vaadm n helps to manage virtual-machine-level settings and service configurations that
affect an entire service and its interactions with other services.

The vaadni n user can use the Administrative Passwords page to perform the following tasks:
+ Modify the vaadmi n user password. To change a password, you must provide the old password.

+ The vaadmin user automatically has permissions necessary to remotely access the appliance
with SSH instead of using a VMware client. The SSH service must be enabled and running to
allow SSH access.

NOTE: The SSH service is disabled and is not running by default. For information about how to
start SSH on the appliance, see Accessing System Services.

The r oot user can use the Administrative Passwords page to perform the following tasks:

+ Modify the r oot user password. To change a password, you must provide the old password.
+ Enable or disable the r oot user SSH access to the appliance.

When you select Allow root access to SSH, the root user is able to SSH to the appliance.
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To manage the administrative access as the vaadmin user:

1 Log in to the Configuration Console as the vaadmi n user.
2 Click Administrative Passwords.

3 Specify a new password for the vaadmi n administrator. You must also specify the current
vaadm n password.

4 Click OK.
To manage the administrative access as the root user:

1 Login to the Configuration Console as the r oot user.
2 Click Administrative Passwords.

3 Specify a new password for the r oot administrator. You must also specify the current r oot
password.

4 (Optional) Select or deselect Allow root access to SSH.
5 Click OK.

2.7 Adding a Field Patch to the Appliance

You can add patches provided by engineering in the Field Patch @ tab. A field patch is not a
complete patch and must only be used until a complete patch is released.

For more information about how to manage the field patch updates, see Updating Advanced
Authentication to a Field Patch.

2.8 Sending Information to Support

You can send the configuration information of appliance to Technical Support (https://
www.netig.com/support/) by uploading files directly to FTP, or by downloading the files to your
management workstation and sending them by an alternative method to the Support team.

Click the Support & tab.

To send configuration files to Technical Support:

1 Login to the Configuration Console as the root user.
2 Click Support.

3 Use one of the following methods to send the appliance’s configuration files to Technical
Support:
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2.9

2.10

2.11

2.12

2.13

Performing an Online Update

Use the Online Update [/} tab to register for the online update service from the Customer Center.
You can install updates automatically or manually to update the appliance. For more information on
the OpenSUSE online updates, see OpenSUSE patch vs update (https://lukerawlins.com/opensuse-
patch-vs-update/).

For more information about registering for online update service and scheduling an update, see
“Registering To and Performing the Online Updates”.

Performing Offline Updates

For performing offline updates for SLES, see Performing the Offline Updates in the Advanced
Authentication- Server Installation and Upgrade guide.

Adding Additional Hosts to the Hosts File

You can add additional entries to the host s file for the Advanced Authentication appliance. You
must add the entry to the / et ¢/ opt / novel | / base/ host s. appl i ance file. This is a manual
process. You cannot change the host entries in any other way.

1 Access the command line console of the appliance.

2 Navigate to/ et c/ opt/ novel | / base/ hosts. appl i ance.

3 Open the file in a text editor, then add the additional entries to the host s file.

4 Save and close the file.

5 Reboot the appliance.

Performing a Product Upgrade

= ey 15

You can upgrade your appliance using the Product Upgrade L,"/ tab.

For more information about upgrade and migration, see Upgrading Advanced Authentication.

Rebooting or Shutting Down the Appliance

You might need to initiate a graceful shutdown or to restart the appliance for maintenance. It is
recommended to use the Configuration Console options than Power Off/On option in the
hypervisor's VM management tool.

1 Log in to the Configuration Console as the r oot user.

2 Inthe upper right corner of the Appliance Configuration pane, click Reboot or click Shutdown.
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2.14 Logging Out

For security reasons, you should sign out to exit your management session with the appliance, then
close your web browser. Your session terminates automatically when you close your web browser.

To sign out of the Configuration Console:

1 Inthe upper-right corner of the Configuration Console page, next to the user name, click
Logout.

2 Close the web browser.
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Configuring Global Master Server

After installing Advanced Authentication server, you must configure the mode on which the
appliance runs. The first server is the Global Master/ Server Registrar. This is the server with master
database. DB Master, DB servers, and Web servers are connected to the master database.

To configure the first server, perform the following steps:

1 Ensure that you install the Advanced Authentication server.

2 Open the Advanced Authentication Configuration Wizard for the server: https://
<server_host_name> (the URL is displayed after you install Advanced Authentication server).

3 Select New Cluster and click Next on the first Server Mode screen of the Configuration Wizard.

4 Specify the server DNS hostname in My DNS hostname and click Next on the DNS hostname
screen.

NOTE: You must specify a DNS hostname instead of an IP address because appliance does not
support the changing of IP address.

5 Specify a password for the LOCAL\ admi n account and confirm it and click Next on the Password
screen.

6 Click Create to generate an encryption key file on the Create encryption key screen.

NOTE: FIPS 140-2 is enabled by default to comply with the FIPS 140-2 encryption.

7 Click Next.
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Logging In to the Advanced Authentication
Administration Portal

After you set up an applicable server mode, the Advanced Authentication Administration portal is
displayed.

To log in to the Advanced Authentication Administration portal, perform the following steps:

1 Specify the administrator's credentials in the format: r eposi t or y\ user (local\admin by
default).

NOTE: You can also use the format user @ eposi t ory, if the Multitenancy mode is disabled.

2 Click Next.

3 The Admin Password chain is selected by default as the only available chain. Specify the
password that you specified while setting up the DB Master server mode.

4 Click Next.
The Dashboard page is displayed.

5 You can change the language from the list on the upper-right corner of the Administration
portal.

The languages supported are: Arabic, Canadian French, Chinese Simplified, Chinese Traditional,
Danish, Dutch, English, French, German, Italian, Japanese, Polish, Portuguese (Brazilian),
Russian, Spanish, Hebrew, and Swedish.

IMPORTANT: Password of local\admin account expires by default. For uninterrupted access to the
Administration portal, it is strongly recommended to add authorized users or group of users from a
configured repository to the FULL ADMINS role. Then you must assign chains, which contain
methods that are enrolled for users, to the AdminUl event (at a minimum with an LDAP Password).

NOTE: It is not recommended to access the Advanced Authentication Administration portal through
a load balancer, as the replicated data may not be displayed.
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Configuring the Advanced
Authentication Settings

In the Administration portal, you can configure and manage various authentication settings such as
methods, events, and so on. You can also configure various policies that are required for
authentication.

Advanced Authentication Administration portal contains the Help option that guides you on how

to configure all settings for your authentication framework. The Help section provides you with

information on the specific section you are working on.

This section contains the following sections:

*

*

Chapter 5, “Managing Dashboard,” on page 47

Chapter 6, “Adding a Tenant,” on page 55

Chapter 7, “Adding a Repository,” on page 57

Chapter 8, “Configuring Methods,” on page 71

Chapter 9, “Creating a Chain,” on page 117

Chapter 10, “Configuring Events,” on page 121

Chapter 11, “Managing Endpoints,” on page 133

Chapter 12, “Configuring Policies,” on page 135

Chapter 13, “Configuring the Server Options,” on page 185
Chapter 14, “Adding a License,” on page 189

Chapter 15, “Backup and Restoring the Database,” on page 191
Chapter 16, “Adding a Report,” on page 197

Chapter 17, “Configuring a Cluster,” on page 205

Chapter 18, “Enrolling the Authentication Methods,” on page 219
Chapter 19, “Sample Configurations,” on page 221

Configuring the Advanced Authentication Settings
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Managing Dashboard

After you login into the Advanced Authentication Administration console, the Dashboard is
displayed. Dashboard contains widgets that you can add or customize to view a graphical
representation of data. The information in the Dashboard helps administrators to track memory
utilization, tenant information, successful or failed logins, and so forth.

You can view the Dashboard for all the tenants or specific tenants.
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You can perform the following to manage the Dashboard:

*

Add widgets

¢ Customize Dashboard

*

Update Dashboard

+ Customize the Default Widgets

*

Export Widgets
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5.1

5.1.1

5.1.2

5.1.3

514

Adding Widgets
To add widgets, perform the following steps:

1 Click Add widget in the top-right corner of the Dashboard screen.

2 Select the widget from the list that you want to add to the dashboard.
3 Specify the appropriate details for the widget in the Add Widget screen.
4 Click OK.

You can add the following types of widgets:

¢ Section 5.1.1, “Pie Chart,” on page 48

¢ Section 5.1.2, “Stacked Chart,” on page 48

+ Section 5.1.3, “Activity Stream,” on page 48

+ Section 5.1.4, “Enroll Activity Stream,” on page 48

+ Section 5.1.5, “Users,” on page 49

¢ Section 5.1.6, “Authenticators,” on page 49

+ Section 5.1.7, “Licenses,” on page 49

¢ Section 5.1.8, “Event Count Line Chart,” on page 49

¢ Section 5.1.9, “Events Count Line Chart Grouped by Field,” on page 49
¢ Section 5.1.10, “Distinct Events Count Line Chart,” on page 49

¢ Section 5.1.11, “Distinct Events Count Line Chart Grouped by Field,” on page 50

Pie Chart

This widget displays the information collected on a specific parameter and represents information in
the Pie chart format. You can also sort the parameter is ascending and descending order.

Stacked Chart

This widget displays a stacked bar chart that classifies and compares different categories of Field 1
and Field 2 parameters to track the maximum and minimum number of logons. X-axis represents
categories of the Field 2 parameter. Y-axis represents logon count. Segments in each vertical bar
represents categories of Field 1 parameter. Different colors are used to depict different categories
and label for each category is displayed in upper-right corner of the widget.

Activity Stream

This widget displays information about user, tenant, chain, method used for authentication, and the
result.

Enroll Activity Stream

This widget displays information about enrolled users: last log on time, tenant, user, method used
for authentication, and event type.
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5.1.5

5.1.6

5.1.7

5.1.8

5.1.9

5.1.10

Users

This widget displays information about the enrolled users: tenant name, user name, enrollment
status and last log on time.

Authenticators

This widget displays information about the enrolled authenticators: tenant name, user name, event
category, method, comment and owner of the account.

Licenses

This widget displays information about the license id, license validity dates (such as From and To
dates), license expire status and license warnings (regarding license expiry, exceed in user count)

Event Count Line Chart

This widget tracks and displays logon count of all events in the appliance. The X-axis (horizontal)
represents time and Y-axis (vertical) represents logon count. Each data point on the chart represents
numbers of user logged on at a specific time. All the data points are plotted and connected with a
line to track the maximum and minimum number of logons.

Events Count Line Chart Grouped by Field

This widget tracks and displays logon count of specific parameter. The X-axis (horizontal) represents
time and Y-axis (vertical) represents logon count. Data points of different colors represent specific
category of the selected parameter. The label for each category is displayed in upper-right corner of
the widget. All the data points are plotted and connected with a line to track the maximum and
minimum number of logons.

Distinct Events Count Line Chart

This widget tracks and displays distinct count of all categories in the selected parameter (Distinct
values by field). X-axis (horizontal) represents time and Y-axis (vertical) represents distinct logon
count. Each data point on the chart represents unique logon count at a specific time. All the data
points are plotted and connected with a line to track the maximum and minimum number of distinct
logons.

For example: If the Distinct events count line chart widget is customized as follows:

+ Interval set to 1 hour.

+ Distinct values by field is set to User name.

The widget displays number of unique users logged in to all events for the time duration of 1 hour.
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5.2

5.3

5.4

Distinct Events Count Line Chart Grouped by Field

This widget displays and classifies distinct logon count of each event. The X-axis (horizontal)
represents time and Y-axis (vertical) represents distinct logon count. Each data point on the chart
represents unique logon count of particular event at a specific time. All the data points are plotted
and connected with a line to track the maximum and minimum number of distinct logons to
particular event.

Customizing Dashboard

You can customize the Dashboard by moving the widgets or deleting the unused widgets.

To move the widgets, click on the widget and the drag icon <"§E"> appears. You can then drag and drop
the widget to the desired location of the Dashboard.

To delete unused widgets, click Delete on the top of each widget.

After customizing the dashboard, click Save Dashboard on the upper-right corner of the Dashboard
screen.

Updating Dashboard to View Real Time or Historical
Data

You can update Dashboard to view the data based on the time interval or historical data.

Viewing Dashboard based on Time Interval
To view records based on real time interval, perform the following steps:

1 Set Relative time interval to ON in the Dashboard section.
2 Select the time interval from Relative interval. By default, time interval is set to Last 15 minutes.
3 Click Update.

Viewing Dashboard for Previous Records
To view previous records, perform the following steps:

1 Set Relative time interval to OFF in the Dashboard section.
2 Select the Date range.
3 Click Update.

Customizing the Default Widgets

To customize the widget, click Edit and select the appropriate filters. You can edit the widget title and
customize the display based on the following filter factors:

+ Event type: Select preferred event type. Options available are All logon events, Failed logon
events and Successful logon events.
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*

*

*

Interval: Select Time interval.
Size: Select number of records.
Sort: Select sorting order. Options available are ascending or descending order.

Field: Select the parameter based on which the data must be collected to display on the widget.
Options available are Event Name, Chain Name, Method Name, Endpoint Name and so on.

Users: Select specific user.
Events: Select specific event.

Chains: Select specific chain.

Following are the default widgets when you login. You can edit these widgets according to your
need:

*

*

*

*

Section 5.4.1, “Server Metrics,” on page 51

Section 5.4.2, “CPU and Memory Usage Per Server,” on page 52
Section 5.4.3, “Tenants,” on page 52

Section 5.4.4, “Authentications,” on page 52

Section 5.4.5, “Logons Per Result,” on page 52

Section 5.4.6, “Total Users,” on page 52

Section 5.4.7, “Total Users Per Event,” on page 52

Section 5.4.8, “Activity Stream,” on page 52

Section 5.4.9, “Successful/Failed Logons,” on page 52

Section 5.4.10, “Top Events With Successful Logon Per Chain,” on page 52
Section 5.4.11, “Top Events With Failed Logon Per Method,” on page 53
Section 5.4.12, “Top 10 Events,” on page 53

Section 5.4.13, “Top 10 chains With Successful Result,” on page 53
Section 5.4.14, “Top 10 Servers,” on page 53

Section 5.4.15, “Top 10 Tenants,” on page 53

Section 5.4.16, “Top 10 Repositories,” on page 53

Section 5.4.17, “Top 5 Events for Logons,” on page 53

Section 5.4.18, “Top 5 Users for Logons,” on page 53

Section 5.4.19, “Top 10 Users With Failed Logon,” on page 53
Section 5.4.20, “Top 10 Users,” on page 53

Section 5.4.21, “Top 10 Methods With Failed Result,” on page 53

5.4.1 Server Metrics

This widget displays statistics about user’s login, popularity and so on. The following section defines
each server metric:

*

*

*

All Logons: Total number of logins.
Failed Login: Total number of failed logins by the users.

Succeeded Login: Total number of successful logins by the users.

Managing Dashboard 51



+ Active Users Count: The number of active users.

+ Most Popular User: The user that has used the console most.

¢ Most Popular Event: The event that users have used the most.

+ Most Popular Repo: The repository that users have used the most.

¢ CPU Usage Stats: The average percentage of CPU usage.

5.4.2 CPU and Memory Usage Per Server

These widgets display information about percentage of CPU and memory usage of server for the set
time interval. These widgets display average CPU and memory usage.

5.4.3 Tenants

This widget displays information about the tenants and their login.

5.4.4 Authentications

This widget displays the total logon count for time interval.

5.4.5 Logons Per Result

This widget displays two lines: one for successful logons and one for failed logons.

5.4.6 Total Users

This widget displays the total number of logged in users for time interval.

5.4.7 Total Users Per Event

This widget displays the total number of logged in users for each event.

5.4.8 Activity Stream

This widget displays information about user, tenant, chain, method used for authentication, and the
result.

5.49 Successful/Failed Logons

This widget displays information about the successful or failed users login.

5.4.10 Top Events With Successful Logon Per Chain

This widget displays the top events based on the successful logon for each chain.
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5.4.11

5.4.12

5.4.13

5.4.14

5.4.15

5.4.16

5.4.17

5.4.18

5.4.19

5.4.20

5.4.21

Top Events With Failed Logon Per Method

This widget displays the top events based on the failed logon for each chain.

Top 10 Events

This widget displays the top ten events the user has performed.

Top 10 chains With Successful Result

This widget displays the top ten chains the user has successfully authenticated with.

Top 10 Servers

This widget displays the top ten servers the user has used to authenticate.

Top 10 Tenants

This widget displays the top ten tenants.

Top 10 Repositories

This widget displays the top ten repositories.

Top 5 Events for Logons

This widget displays the top five events for login.

Top 5 Users for Logons

This widget displays the top five users for login.

Top 10 Users With Failed Logon

This widget displays the top ten users who have failed in the login attempt.

Top 10 Users

This widget displays the top ten users.

Top 10 Methods With Failed Result

This widget displays the top ten methods with failed authentication results.
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5.5 Exporting Widgets

When you export a widget, Advanced Authentication creates a copy of the selected widget in the
Reports section. You must navigate to Reports page to download the exported file on your local

drive.
To export a widget, perform the following steps:
1 Select the preferred widget on the Dashboard page.
2 Click Export and select preferred format. Formats available are:
¢ .csv
+ .json

3 Click Reports.
4 Click the exported file name in the Exported reports section, to download on the local drive.
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Adding a Tenant

A tenant is a company with a group of users sharing common access with specific privileges. Each
company has a tenant administrator. The tenant administrator has the privilege to configure settings
for methods, chains, events, and so on.

Multitenancy is a feature where a single instance of Advanced Authentication solution supports
multiple tenants. The multitenancy feature is optional and is disabled by default. To enable
Multitenancy, see the policy Multitenancy Options.

To add a tenant, perform the following steps:
1 Click Tenants > Add.

2 Specify the name, description, and password for the tenant administrator.
3 Click Save.
For the tenants added, you can view the number of configured repositories and the license expiry

date. In the Edit tenant page, you can view the number of users and change the password for the
tenant administrator.

NOTE: A tenant administrator cannot add another tenant and cannot access the Server options,
Cluster, and Updates sections. For more information, see the Tenant Administration Guide.
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1.1

Adding a Repository

A repository is a central location where the user’s data is stored. Advanced Authentication uses the
repository only to retrieve the user information and configurations in Advanced Authentication do
not affect the repository. The authentication templates are stored inside the appliance and are fully
encrypted.

Advanced Authentication supports any LDAP compliant directory such as Active Directory Domain
Services, NetlQ eDirectory, Active Directory Lightweight Directory Services, OpenLDAP, and OpenD..
Advanced Authentication also supports the MSSQL database.

When you add a new repository, you can match the users in the repository to the authentication
chains. You require only the read permission to access a repository.

You can add the following repositories:

+ Section 7.1, “Adding an LDAP Repository,” on page 57

*

Section 7.2, “Adding an SQL Database,” on page 67

*

Section 7.3, “Adding an External Repository,” on page 68

*

Section 7.4, “Local Repository,” on page 69

Adding an LDAP Repository

To add a repository, perform the following steps:

1 Click Repositories > Add.
2 Select an applicable repository type from the LDAP type list. The options are:

*

AD for Active Directory Domain Services

*

AD LDS for Active Directory Lightweight Domain Services

*

eDirectory for NetlQ eDirectory
Other for OpenLDAP, OpenDJ and other types

*

For AD, a repository name is automatically set to the NetBIOS name of the domain. For other
LDAP repository types, you need to specify the name in Name.

3 Specify a container for the users in Base DN. When you select the Subtree option, Advanced
Authentication performs a search for the users in all the child nodes. You can change the search
scope by selecting the Search one level only option.

4 Specify a user account in User and specify the password of the user in Password. Ensure that the
user's password has no expiry.

5 You can specify a container for the groups in Group DN (optional). When you select the Subtree
option, Advanced Authentication performs a search for the groups in all the child nodes. You
can change the search scope by selecting the Search one level only option.
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6 If you have selected AD as the LDAP type, you can perform the DNS discovery either
automatically or manually.

¢ Automatically Performing the DNS Discovery

+ Manual DNS Discovery

Automatically Performing the DNS Discovery

1.

Select DNS discovery in the LDAP servers option.

2. Specify the DNS zone.
3.
4. The Use SSL option is set to OFF by default. This indicates that the DNS discovery is done on

Specify the Site name (optional).

a non-SSL mode for the port 389. An _| dap SRV record is retrieved from the DNS server
when this option is disabled. For example, | dap. tcp.test 2.1 ocal 2.

To use SSL for DNS discovery on port 636, turn Use SSL to ON. An _I| daps SRV record is
retrieved from the DNS server. For example, _| daps. _tcp. test 2.1 ocal 2. However,
administrators must create the SRV record on the DNS server before using the SSL option.

Click Perform DNS Discovery.

When the DNS discovery is done, the DNS servers list is updated every three hours.

Manually Performing the DNS Discovery

1.
2.

Select the Manual setting option in the LDAP servers option to add LDAP servers manually.

Click Add server. You can add the different servers in your network. The list is used as a pool
of servers. Each time the connection is open, a random server is selected in the pool and
unavailable servers are discarded.

3. Specify an LDAP server's Address and Port.

Turn SSL to ON to use SSL (if applicable).

NOTE: If you specify an RODC (Read Only Domain Controller) in the LDAP server, the server
uses this DC for read requests (get groups, get user info) and for logon requests (LDAP
Password method and bind requests for Advanced Authentication LDAP user). These
requests are redirected to a writable DC because RODC is installed in untrusted locations
and does not have copies of the user’s passwords. Therefore, if a writable DC is not
available, Advanced Authentication will not be able to bind to the LDAP repository.

To solve this issue, you must enable the password replication of a user account specified in
Step 4. To do this, you must add the account to the Allowed RODC Password Replication
Group.

However, even when you enable such replication, users cannot use the LDAP Password
method because user’s passwords are not replicated. It is recommended not to replicate
passwords of all the users. For more information, see the article Understanding “Read Only
Domain Controller” authentication.

NOTE: A Global Master must have connection to each of the LDAP servers. Therefore, in a
data center with Global Master, you must have LDAP servers for all the used domains. In
the secondary sites, ensure that the LDAP servers list contains only local LDAP servers to

Adding a Repository


https://blogs.technet.microsoft.com/askds/2008/01/18/understanding-read-only-domain-controller-authentication/
https://blogs.technet.microsoft.com/askds/2008/01/18/understanding-read-only-domain-controller-authentication/

prevent an Advanced Authentication server to communicate to an LDAP Server that is
located remotely. This is because communication to servers that are located far may result
in delays.

5. Click the save | © icon next to server's credentials.
Add additional servers (if applicable).

7 (Conditional) To configure custom attributes, expand Advanced Settings. The Advanced Settings
are required for OpenDJ, OpenLDAP, and in some cases for NetlQ eDirectory.

8 If you have selected AD as the LDAP type, select DNS discovery to find LDAP servers
automatically. Specify the DNS zone and Site name (optional) and click Perform DNS Discovery.

9 (Conditional) To configure custom attributes, expand Advanced Settings. The Advanced Settings
are required for OpenDJ, OpenLDAP, and in some cases for NetlQ eDirectory.

10 Click Save.

NOTE: If you use NetlQ eDirectory with the option Require TLS for Simple Bind with Password
enabled, you may get the error: Can't bind to LDAP: confidentialityRequired.To
fix the error, you must either disable the option or do the following:

1. Click LDAP > LDAP Options > Connections in the NetlQ eDirectory Administration portal.
2. Set Client Certificate to Not Requested.
3. Set a correct port number and select SSL in the Repository settings.

4. Click Sync now with the added repository.

11 You can change the search scope and the Group DN (optional) functionality. In Advanced
Authentication 5.2, you had to specify a common Base DN for users and groups.

12 To verify the synchronization of a repository, click Edit and you can view the information in Last
sync.

13 Click Full synchronization to perform a complete synchronization of the repository.

NOTE: Full synchronization can be initiated only on the Global Master server.

Advanced Authentication performs automatic synchronization of modified objects (fast
synchronization) on an hourly basis for AD repositories only. The fast synchronization is used to
remove the users who are no longer a member of the groups that are assigned to the
authentication chain of Advanced Authentication. It allows to free up their license.

The complete synchronization (Full synchronization) is performed on a weekly basis for all types
of repositories.

NOTE: If an LDAP server is unavailable for 2.5 seconds, Advanced Authentication excludes it from the
LDAP requests for a period of 3 minutes.
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7.1.1

Advanced Settings

Advanced Settings allow you to customize attributes that Advanced Authentication reads from a
repository. Click + to expand the Advanced Settings. The following list describes the different
attributes in Advanced Settings:

+ “User Lookup Attributes” on page 60

+ “User Name Attributes” on page 60

+ “User Mail Attributes” on page 60

+ “User Cell Phone Attributes” on page 60

+ “Group Lookup Attributes” on page 61

+ “Group Name Attributes” on page 61

+ “Verify SSL Certificate” on page 62

+ “Enable Paged Search” on page 62

+ “Enable Nested Groups Support” on page 62

+ “Framed IPv4 Address Attribute” on page 63

¢ “Custom Attributes to Fetch” on page 63

+ “Used Attributes” on page 63

User Lookup Attributes

Advanced Authentication validates the specified attributes for an entered user name.

For Active Directory (AD), the default attributes are sAMAccount Narre and user Pri nci pal Nane.
For other repositories, cn is the default attribute.

User Name Attributes

Advanced Authentication shows a name from the first, non-empty specified field for an entered user
name.

For AD, the default attributes are sSAMAccount Nanme and user Pri nci pal Nane. For other
repositories, cn is the default attribute.

User Mail Attributes

Advanced Authentication validates the specified attributes to retrieve a user's email address.

Default attributes are mai | and ot her Mai | box.

User Cell Phone Attributes

Advanced Authentication validates the specified attributes to retrieve a user's phone number. These
attributes are used for methods such as SMS OTP, Voice, and Voice OTP. Previously, the first attribute
of User cell phone attributes was used as a default attribute for authenticating with SMS OTP, Voice,
and Voice OTP methods. Now, users can use different phone numbers for these methods. For
example, Bob wants to authenticate with SMS OTP, Voice, and Voice OTP methods. He has a cell
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phone number, a home phone number, and an IP phone number and wants to use these numbers
for each of these methods. He can define these phone numbers in the respective settings of these
methods.

Default attributes: nobi | e, ot her Mobi | e.

NOTE: If you have multiple repositories, you must use the same configuration of User cell phone
attributes for all the repositories.

Group Lookup Attributes

Advanced Authentication validates the specified attributes for an entered group name.

For Active Directory, the default attribute is SAMAccount Nane. For other repositories, cn is the
default attribute.

Group Name Attributes

Advanced Authentication shows a name from the first, non-empty specified field for an entered
group name.

For Active Directory, the default attribute is SAMAccount Nane. For other repositories, cn is the
default attribute.

Advanced Authentication supports the RFC 2037 and RFC 2037 bis. RFC 2037 determines a standard
LDAP schema and contains a menber Ui d attribute (POSIX style). RFC 2037 bis determines an
updated LDAP schema and contains a member attribute. Active Directory, LDS, and eDir support RFC
2037 bis. OpenLDAP contains posi xAccount and posi XGr oup that follows RFC 2037.

Advanced Authentication supports the following attributes for the Group Name attributes:

Attribute Default Value Value for the Repository
User Object O ass user OpenDJ and OpenlLDAP: per son
G oup nject dass group OpenDJ: gr oupCf Nanres

OpenLDAP: posi XG oup
G oup Menber Attribute nenber OpenDJ: menber
OpenLDAP: nenber Ui d.

If a required group contains

groupOf Nanes class, disable POSIX style
groups. If the group contains

posi XGr oup, enable POSIX style groups.

¢ User UD attribute

This attribute is available only when
POSIX style groups is ON.

Default value: ui d.
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Attribute Default Value Value for the Repository

Object ID Attribute entryUUID

This attribute is available only
for other LDAP type only.

NOTE: For information about the Logon filter settings (Legacy logon tag and MFA logon tag), see
Configuring Logon Filter.

Verify SSL Certificate

Enable Verify SSL Certificate to ensure that the LDAP connection to appliance is secured with a valid
self-signed SSL certificate. This helps to prevent any attacks on the LDAP connection and ensures
safe authentication. Click Browse to browse the self-signed certificate.

Enable Paged Search

The Enable paged search option allows LDAP repositories to support paged search in which the
repositories can retrieve a result of a query set in small portions. By default, this option is set to ON.
For openLDAP (with file-based backend), the option must be set to OFF.

NOTE: You must not disable the option for Active Directory repositories. It can also affect the
performance on other supported repositories such as NetlQ eDirectory.

Enable Nested Groups Support

This option allows you to enable or disable nested groups support. By default, the Enable nested
groups support option is set to ON.

If Enable nested groups support option is set to ON, then Advanced Authentication will authenticate
all the users of the group and its nested groups assigned to a chain. If Enable nested groups support
option is set to OFF, then Advanced Authentication will authenticate only the members of the group
assigned to the chain. The members of the nested groups cannot access the chain.

Consider there is a group by name All Users assigned to SMS Authentication chain and the All Users
group has subgroups Contractors and Suppliers. When Enable nested groups support option is set to
ON, then Advanced Authentication will authenticate All Users group and the nested groups
Contractors and Suppliers for SMS Authentication chain. When the option is set to OFF, then
Advanced Authentication will authenticate only the members of All Users group and the nested
group members will not have access to SMS Authentication chain. This improves the login
performance of the appliance.
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Framed IPv4 Address Attribute

This attribute is applicable for the RADIUS Server event.

For Active Directory, when the Framed IPv4 Address is blank, the Advanced Authentication RADIUS
server returns value of the ns RADI USFr aned| PAddr ess attribute as Fr aned- | P- Addr ess after
you log in with the RADIUS event. When you specify any other attribute in Framed IPv4 Address
attribute, then the value of the specified attribute is returned as the Fr aned- | P- Addr ess instead
of the ns RADI USFr anmed| PAddr ess attribute value. You can configure the Fr aned- | P- Addr ess
in Active Directory Users and Computers > Dial-in > Assign Static IP Addresses and click Static IP
Addresses. It supports only IPv4.

For the other repositories, when the Framed IPv4 Address is blank, the Advanced Authentication
RADIUS server returns value of the r adi usFr amed| PAddr ess attribute as Fr aned- | P- Addr ess
after you log in with the RADIUS event. When you specify any other attribute in Framed IPv4 Address
attribute, then the value of the specified attribute is returned as the Fr aned- | P- Addr ess instead
of ther adi usFr aned| PAddr ess attribute value.

Custom Attributes to Fetch

This attribute is applicable for the RADIUS Server event. This attribute displays additional
information (for example, pager number) on the RADIUS client.

Used Attributes

The following table describes the attributes that the appliance uses in the supported directories.

Attribute LDAP Description Type Supported Supported Supported
Name Name in Active in LDS in
Directory eDirectory
CN CN An identifier of an object ~ String v v v
(Common
Name)
Mobile Mobile  Aphone number of an Phone v v v
object's cellular or mobile number
phone
Email mai | An email address of a user Email v v v
Address address
User- user Prin AnlInternet based format ~ String v v v
Principal- ci pal Nam login name for a user

Name (UPN) e

SAM- The login name used to String ‘/ X X
Account- SAMAccou support clients and servers
Name nt Nanme running earlier versions of

operating systems such as
Windows NT 4.0

GUID QU D An assured unique value Octet String  x X \/
for any object
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Attribute LDAP Description Type Supported Supported Supported
Name Name in Active in LDS in
Directory eDirectory
Object Class Cbj ect  Anunordered list of object String v v v
C ass classes
Member Member  Alist that indicates the String v v v
objects associated with a
group or list
User- user Acco Flags that control the v x x
Account- unt Cont r behavior of a user account Enumeration
Control ol
ms-DS-User- msDS- Flags that are similar to v v x
Account- User - user Account Control, Enumeration
Control- Account - but the attribute's value
Computed Control - can contain additional bits
Conput ed that are not persisted
Primary- primaryG Arelative identifier (RID) ~ Enumeration ¢/ x x
Group-ID roupl D for the primary group of a
user
Object-Guid A unique identifier foran  Octet String / / x
obj ect QU object
ID
object-Sid A Binary value that Octet String ¢/ v x
obj ect Si  specifies the security
d identifier (SID) of the user
Logon-Hours Hours that the user is Octet String / X x
| ogonHou allowed to logon to the
rs domain
USN- An update sequence Interval / / X
Changed USNChang number (USN) assigned by
ed the local directory for the

latest change including
creation

NOTE: The sAMAccount Nane and user Pri nci pal Nane attributes are supported only for AD DS
repository. The Active Directory LDS and eDirectory repositories do not support the attributes.

LDAP Queries for Repository Sync

Active Directory DS and AD LDS Queries

1. Search users

(&(usnChanged>=217368) ( & obj ect Cl ass=user) (| (cn=*) (sAMAccount Narme=*) (user P
rinci pal Name=*))))

Requested attributes:
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['objectSID, 'sAMAccount Name', 'objectdass', 'logonHours',

"primaryGoupld, 'otherMbile', 'mobile', 'userAccountControl', 'cn',
"usnChanged', 'userPrincipal Nane', 'nmsDS- User-Account - Control - Conputed',
"objectGUD, 'mail', 'otherMilbox', 'GU D]

2. Search groups
(&(usnChanged>=217368) ( & obj ect Cl ass=group) (| (cn=*) (sAMAccount Narme=*))))
Requested attributes:

['objectSID, 'sAMAccount Name', 'objectdass', 'logonHours',
"primaryGoupld', 'userAccountControl', 'cn', 'usnChanged', 'nsDS- User-
Account - Control - Conputed', 'objectGU D, 'GU D]

eDirectory Queries

The queries are the same as for Active Directory DS and Active Directory LDS, except for
'usnChanged' (this filter is not used).

1. Search users
(&(obj ect d ass=user) (| (cn=*) (sAMAccount Nanme=*) (user Pri nci pal Name=*)))
Requested attributes:

['objectSID, 'sAMAccount Name', 'objectd ass', 'logonHours',
"primaryGoupld , 'otherMbile, 'nobile, 'userAccountControl', 'cn',
"user Princi pal Nane', ' msDS- User- Account-Control - Conputed', 'objectGU D,
"mail', 'otherMilbox', 'GU D]

2. Search groups
(&(obj ect d ass=group) (| (cn=*) (sAMAccount Nanme=*)))
Requested attributes:

['objectSID, 'sAMAccount Name', 'objectd ass', 'logonHours',
"primaryGoupld, "userAccountControl', 'cn', 'nsDS-User-Account-Control -
Computed', 'objectGU D, 'GU D]

LDAP Queries During Logon

For Active Directory LDS queries, the attributes are same as Active Directory DS except for the
obj ect Si d (the filter is not used in queries on membership in groups).

In the examples below, the username is pjones, base_dn is DC=company,DC=com
Active Directory DS and Active Directory LDS queries
1. Basic user information

(&(obj ect d ass=user) (| (cn=pj ones) ( sAMAccount Nane=pj ones) (user Pri nci pal Nanme
=pj ones)))

Requested attributes:

(&(obj ect O ass=user) (obj ect GUI D=\ 0f \ d1\ 14\ 49\ bc\ cc\ 04\ 44\ b7\ bf\ 19\ 06\ 15\ c6
\ 82\ 55))
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Requested attributes:

['otherMobile', 'GQU D, 'userAccountControl', 'msDS-User-Account-Control -
Computed', 'mobile', 'primaryGoupld , 'cn', 'object@ID,
‘userPrincipal Nane', 'objectSID, "mail', 'sAMAccount Name', 'objectd ass',

"1 ogonHours', 'otherMailbox']
2. Group membership information for user
Active Directory specific query using objectSid filter:

(] (rrermber =CN=pj ones, CN=User s, DC=conpany, DC=com) ( obj ect Si d=S- 1- 5- 21-
3303523795-413055529- 2892985274-513) )

Requested attributes:

["GU D, 'userAccountControl', 'nmeDS-User-Account-Control-Conputed ,
"primaryGoupld , 'object@ID, 'cn', 'objectSID, 'objectd ass',
' sAMAccount Nane', 'l ogonHours']

3. Iteratively query about each group received from above query
(menber =CN=Per f or mance Monitor Users, CN=Bui | ti n, DC=conpany, DC=com

Requested attributes:

["GU D, 'userAccountControl', 'nmeDS-User-Account-Control-Conputed ,
"primaryGoupld , 'object@ID, 'cn', 'objectSID, 'objectd ass',
" sAMAccount Nane', 'l ogonHours']

eDirectory Queries
Basic user information

(&( obj ect  ass=user) (| (cn=pj ones) ( sAMAccount Nane=pj ones) (user Pri nci pal Nanme
=pj ones)))

Requested attributes:

['otherMobile', 'GQU D, 'userAccountControl', 'msDS-User-Account-Control -
Computed', 'nmobile', '"primaryGoupld , 'cn', 'object@ID,
"userPrincipal Nane', 'objectSID, "mail', 'sAMAccount Name', 'objectd ass',

"l ogonHours', 'otherMailbox']

(&( obj ect d ass=user) (GUJ D=\ 57\ b6\ c2\ c1\ b9\ 7f\ 4b\ 40\ b9\ 70\ 5f\ 9a\ 1d\ 76\ 6¢\ d2
))

Requested attributes:

["otherMobile', 'GQU D, 'userAccountControl', 'msDS-User-Account-Control -
Conmputed', 'mobile', '"primaryGoupld, 'cn', 'object@ID,
"userPrincipal Nane', 'objectSID, "mail', 'sAMAccount Name', 'objectd ass',

"l ogonHours', 'otherMailbox']
Group membership information for user
(menber =cn=pj ones, 0=AAF)

Requested attributes:
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['QU D, '"userAccountControl', 'nsDS-User-Account-Control-Conputed',
"primaryGoupld, 'object@ID, 'cn', 'objectSID, 'objectdass',
' sAMAccount Nane', 'l ogonHours']

Search groups
(&(obj ect A ass=gr oup) ( QU D=<gr oup_GUl D>))
Requested attributes:

["cn', 'objectCass', "GUD, 'loginD sabled ,6 'loginExpirationTime',
"I ockedByl ntruder', 'radi usFranmedl PAddress']

Adding an SQL Database

You can add an MSSQL database to be consumed as a repository by Advanced Authentication. The
following version of SQL servers are supported:

+ Microsoft SQL Server 2016
To add an SQL database, perform the following steps:

1 Click Repositories > Add SQL repo.
2 Specify the following details of the SQL database:
+ Name: Name of the repository.
+ Database type: Select MSSQL.
¢ DB host: IP address of the database host.
+ DB name: Name of the database.
+ DB user: Name of the database user.
+ Password: Password of the database.
¢ Table or view name: Name of the table or view in the database.
+ User’s id column and User’s id type: User’s id column and id type in the database.

+ User’s name column and User’s name type: The username column and the type in which the
name is specified.

¢ User's phone column, and User's email column: The phone and email column in the
database.

IMPORTANT

+ The LDAP Password method is not applicable for the users in SQL repository. The Password
method for the users is not enrolled automatically and can be enrolled manually by the
Helpdesk administrator only.
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+ You must disable the Ask credentials of management user in the Helpdesk Options policy for the
SQL repository. This enables the helpdesk administrator to set an authenticator for a user,
without getting authenticated with the user's password on the User to Manage page of the
Helpdesk portal.

+ The SQL repository supports auto enrollment of Email OTP, SMS OTP, and Voice OTP methods. If
you use only these methods, you can create a chain with one or some of these methods. You do
not need the Helpdesk administrator’s assistance for the enrollment of these methods. It is not
recommended to use a single factor chain with only one of these methods as it is not secure.

7.3 Adding an External Repository

You can add an external repository that will act as a Repo Agent. This agent will act as an
intermediate between the LDAP repository and Advanced Authentication. This agent will take care
of all the synchronizations of the repositories even when the Advanced Authentication is hosted on
cloud.

To add a Repo Agent, perform the following steps:

1 Click Repositories > Add External repo.
2 Specify the following details of the external repository:

+ Name: Name of the repository.

NOTE: Name of the repository must be the same as what is defined in the Repo Agent. The
name of the repository must not contain spaces.

+ Username: Name of the user using the repository.

+ Password: Password of the repository.

NOTE: The Username and Password are defined in the secr et . j son file of the Repo
Agent. For information about the secr et . j son file, see Setting Up the Config Folder of
Repo Agent.

3 Add external server configurations:
3a Click Add Server.
3b Specify the IP address of the Repo Agent in Address.

3c Specify the port number of the server in Port. For example, 9443.

3d Click the save ~ icon next to the server credentials.
4 Click Choose File to upload the CA certificate for the agent.

For more information about uploading the CA certificates, see “Setting Up the Repo Agent for
Certificates and Services” in the Advanced Authentication - Repo Agent guide.

5 Click Save.
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1.4

Local Repository

The Local repository contains the Advanced Authentication server data. You can manage users and
set roles for users in the local repository.

To edit a local repository, perform the following steps:

1 Click Edit in the LOCAL section of Repositories.

2 In the Global Roles tab, you can manage the Helpdesk administrators as ENROLL ADMINS,
Advanced Authentication administrators as FULL ADMINS, and an additional privilege to share
the authenticators to the Helpdesk administrators as SHAREAUTH ADMINS.

By default, there are no ENROLL ADMINS and the account LOCAL\ADMIN is specified as FULL
ADMIN. You can change this by adding the user names from local or the repositories in
Members.

NOTE: By default the helpdesk administrator cannot share the authenticators. Only when the
helpdesk administrator is added in Members in the SHAREAUTH ADMINS, the helpdesk
administrator will be able to share the authenticators. However, the Enable sharing of
authenticators in “Authenticator Management Options” policy must be enabled to share
authenticators.

3 Click Save.
4 In the Users tab, you can manage the local users.
To add the new local account, click Add and specify the required information of the user.

5 In the Settings tab, you can edit the name of the Local repository.
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Configuring Methods

A method is a way of authenticating the identity of an individual who attempts to access an

endpoint. Advanced Authentication provides several such methods.

To configure an authentication method for Advanced Authentication, perform the following steps:

1

2 Click the Editicon # next to the authentication method.

3
4

You can configure the following methods in Advanced Authentication:

*

Click Methods.

Make the required changes.
Click Save.

BankID

Bluetooth

Card

Device Authentication
Email OTP
Emergency Password
Facial Recognition
FIDO 2.0

Fingerprint

LDAP Password
OATH OTP

Password

PKI

RADIUS Client
Security Questions
Smartphone

SMS OTP

Swisscom Mobile ID
FIDO U2F

Voice

Voice OTP

Web Authentication Method

Windows Hello
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8.1 Customizing Method Names

You can translate the method name to a preferred language in the Custom names section. The
translated method name will appear in the following portals, clients, and events:

+ Portals: Administration, Helpdesk, Self-Service, and Reporting

+ Clients: Windows, Linux PAM, and Mac OS X

+ Events: OSP, RADIUS, and custom events.

To customize and translate the method name to a specific language, perform the following steps:

1 Open the method for which you want to localize the method name.
2 Specify the method name in a specific language field in the Custom names section.
3 Click Save.

8.2 Configuring Tenancy Settings

A top administrator can enforce the configurations of a method on secondary tenants. After
configuring a method, you can lock the settings for that specific tenant. The tenant cannot edit the
locked settings in the tenant administrator console.

To enforce the configurations for a specific tenant, perform the following steps:
1 Click the Edit icon next to the authentication method for which you want to enforce the
configurations.
2 In Tenancy settings, click +.

3 Move the tenant to whom you want to enforce the configurations from Available to Used list in
the Force the configuration for the tenants section.

4 After you add a tenant, the Hide forced settings option is displayed. You can turn this option to
ON if you want to hide the settings that you have enforced on the tenant.

5 Click Save.

After configuring the authentication methods, you must create an authentication chain and map the
configured methods to the chain. You can also create a chain with a single method. For example, you
can create different authentication chains for an organization that has two departments, IT and
Finance. For the IT department, you can create a chain with Password and Smartphone methods. For
the Finance department, a chain with only the Fingerprint method can be created. For more
information about creating chains, see “Creating a Chain”.

The methods do not appear in the Self-Service portal until you include them in a chain, and link that
chain to an event.
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8.3 BankID

Advanced Authentication provides the BankID method that facilitates users to authenticate with
their personal identification number. Advanced Authentication supports both the desktop and the
mobile versions of BankID. In this method, the user must configure the BankID app with the personal
identification number, activation, and security code. The security code is mapped with the personal
identification number.

NOTE: The user must ensure to set the security code with six digits in non-sequential format (for
example: 221144) in the BankID app.

While enrolling the user, the specified identification number is saved as a template in the Advanced
Authentication database. This method allows the users to get authenticated by specifying their
secret code configured on the BankID app.

When a user wants to authenticate on an endpoint such as a laptop or a website with the BankID
method. In this scenario, the authentication flow is as follows:

1 When the authentication request is initiated, the endpoint contacts the Advanced
Authentication server.
2 The Advanced Authentication server validates the user’s credentials.

3 After validating the credentials, the Advanced Authentication server sends a request to the
BanklID app.

4 User opens the BankID app, specifies the Security Code.
¢ Click Identify on the Mobile app.
¢ Click Verify my identity on the Desktop app.
5 The Security code is sent to the BankID server to validate.

6 The BankID server validates the authentication and the endpoint gets authenticated.

To configure the BankID method, perform the following steps:

NOTE: Ensure that you have the BanklID client SSL certificate as a pre-requisite.

1 Click Browse then select the client SSL certificate from the local drive.
The certificate must be in PKCS12 format.
2 Specify Private key password.
3 Set Enable Test Mode to ON, to allow the user to test the authenticator with valid test BankID.
If you set this option to OFF, users must use valid production BankID to enroll the authenticator.
4 Click Save.
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8.4 Bluetooth

8.5

In the Bluetooth method, you can enroll your smartphone or a mobile device. For example, Bob
wants to be authenticated through the Bluetooth method. He enrolls the Bluetooth method on the
Advanced Authentication Self-Service portal. He can get authenticated with the Bluetooth method
only when his smartphone is in the range.

By default, the Enable reaction on device removal option is enabled. When this option is enabled and
a user tries to logs in to Windows using Bluetooth, Windows gets locked automatically in the
following scenario:

+ When the Bluetooth device is disabled

+ When the Bluetooth device is out of range

NOTE: It is recommended to combine the Bluetooth method with another authentication method in
a chain to enhance the security.

Card

The Card authentication happens when a user places a contactless card on a card reader.

Advanced Authentication supports the Microsoft policy Interactive logon: Smart card removal
behavior that allows you to specify an action on the card event. You can configure the policy to
perform a force log off or lock a user session when a user places a card on the reader. Only Microsoft
Windows supports this policy.

By default, the Enable Tap&Go option is disabled. When this option is disabled, a card must be
placed on the reader when a user logs in. When the user removes the card from the reader, the
Windows Client runs an action that is specified in the Interactive logon: Smart card removal behavior
policy. When you set this option to ON, users can tap a card to perform the following actions
(depending on the Interactive logon: Smart card removal behavior policy) without keeping their
cards on the reader:

+ Tologin
+ To lock a session

+ To log off

NOTE: The policy is supported for Microsoft Windows only and it is not supported for the PKI
authenticators.

When you enable Single-sign on (SSO) for Remote Desktop, the Interactive logon: Smart card
removal behavior policy (https://docs.microsoft.com/en-us/windows/security/threat-protection/
security-policy-settings/interactive-logon-smart-card-removal-behavior) is ighored. You need to
disable SSO to make it working.
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8.6

8.6.1

8.6.2

Device Authentication

In the Device Authentication method, Windows TPM (Trusted Platform Module) based virtual smart
card is used for authentication, rather than using a physical smart card with a reader. Windows TPM
generates the virtual smart card and stores private keys used for authentication. With the
cryptographic capabilities, TPM secures private keys and PIN in the virtual smart card. The
information available in the virtual smart card is used to authenticate the user.

To configure the Device Authentication method, perform the following tasks:

+ Section 8.6.1, “Adding the Trusted Root Certificates,” on page 75
+ Section 8.6.2, “Disabling the Key-Pair Option,” on page 75

Prerequisites

Before you configure the Device Authentication method, ensure that user’s system is Windows 10
machine with fully functional TPM as a prerequisite.

Preconfiguration Tasks

The pre-configuration tasks are not required when you allow users to enroll and authenticate with
the Device Authentication method through the key pair generation. To set up a Windows
workstation for using the TPM virtual smart card, refer to the Microsoft Walkthrough (https://
docs.microsoft.com/en-us/windows/security/identity-protection/virtual-smart-cards/virtual-smart-
card-get-started#step-2-create-the-tpm-virtual-smart-card) guide and perform the following tasks:
+ Create the certificate template
¢ Create the TPM virtual smart card

+ Enroll the certificate on the TPM virtual smart card

Adding the Trusted Root Certificates

You must upload the trusted root certificates for the Device Authentication method. Ensure that the
Root CA certificate is in the . pemformat. However, the trusted root certificates are not required
when you allow users to enroll and authenticate with the Device Authentication method through
the key pair generation.

To upload a new trusted root certificate, perform the following steps:
1 Click Add in the Edit Method page of Device Authentication.
2 Click Choose File and select the . pemcertificate file.

3 Click Upload.
4 Click Save.

Disabling the Key-Pair Option
The Allow key-pair option is enabled by default. This indicates that users can enroll the Device
Authentication method either with the CA certificates or through the key-pair generation. However,

you can set Allow key-pair to OFF to disable the key-pair based enrollment of Windows based virtual
smart card and enforce enrollment only using a user certificate issued by the CA.
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8.7 Email OTP

In the Email OTP authentication method, the server sends an email with a one-time password (OTP)
to the user's e-mail address. The user must specify the OTP on the device where the user needs to
get authenticated. It is a best practice to use the Email OTP authentication method with other
methods such as Password or LDAP Password to achieve multi-factor authentication and to prohibit
malicious users from sending SPAM mails to a user's email box with authentication requests.

To configure the Email OTP method, specify the following details:

Parameter Description

OTP period Lifetime of an OTP token in seconds. The default OTP
period is 120 seconds. Maximum value for the OTP
period is 360 seconds.

OTP format Length of an OTP token. The default value is 6 digits.
Subject Subject of the mail.
Format Format of an email message. The default format is

Plain Text. The HTML format allows to use embedded
images. You can specify an HTML format of the
message in HTMVIL.

Body For the Plain Text format, you can specify the
following variables:

¢ {user}: Username.

+ {endpoint}: Device that a user authenticates to.

+ {event}: Name of the event where the user is
trying to authenticate to.

+ {otp}: One-Time-Password to be sent to the user.

Allow to override email address Option that allows to prevent users from providing an
email address that is not registered in the LDAP
repository. The option is set to ON by default. Set to
OFF to prevent users to specify a different email
address during the enroliment.

Allow user enrollment without e-mail Option to configure settings for the user to enroll the
Email OTP authenticator without an email in the
repository.

Set this option to OFF to ensure that a user does not
enroll the Email OTP authenticator without an email.
The user gets an error message that you can specify
in Error message.

Set this option to ON to allow the user to enroll the
Email OTP authenticator without an email.
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8.9

Emergency Password

The Emergency Password method facilitates the use of a temporary password for users if they lose a
smartcard or forget their smartphone. Only a helpdesk administrator can enroll the Emergency

Password method for users.

WARNING: An administrator can misuse this method by trying to access other user’s account. Full
administrator must be vigilant to select the right helpdesk administrators.

To configure the Emergency Password method, specify the following details:

Parameter

Description

Minimum password length

Password age (days)

Max logins

Complexity requirements

Allow change options during enrollment

The length of the password must be at least five
characters long.

The validity period of a password. The default value is
3 days.

The maximum number of login attempts that a user
can perform before the password gets expired. The
default value is 10.

Set to ON to enforce users creating a complex
password. Password must meet the following
requirements:

+ Contains at least one uppercase character

¢ Contains at least one lowercase character

+ Contains at least one digit

+ Contains at least one special character
When set to ON, this option allows a helpdesk
administrator to set Start date, End date, and
Maximum logons manually in the Helpdesk portal.

This manual configuration overrides the settings in
the Emergency Password method.

Facial Recognition

Advanced Authentication provides advanced biometric authentication with the Facial Recognition

method. This method allows users to get automatically authenticated by presenting their face. The

image of the face is captured by an integrated or external camera and recorded by the Microsoft API
server, when the user enrolls the method. When the user tries to authenticate on an application, the
recorded image is compared with the actual image. If the images match, the user is authenticated.

IMPORTANT: It is recommended to combine the Facial recognition method with another method in

a chain to enhance security.
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8.9.1

8.9.2

You can configure the following settings for the Facial recognition method:

+ Section 8.9.1, “Generating Access Key and Endpoint URL,” on page 78
+ Section 8.9.2, “Configuring Facial Recognition Method,” on page 78

WARNING: To use the Facial recognition method for OAuth 2.0 and SAML 2.0 integrations, you must
have the Advanced Authentication Device Service installed.

Generating Access Key and Endpoint URL

Before you configure the Facial Recognition method, you must generate the Access Key and Endpoint
URL from the Microsoft Cognitive Services (https://azure.microsoft.com/en-in/services/cognitive-
services/).

To generate the Access Key and Endpoint URL, perform the following steps:

1 Click Get API against Face API.

2 Agree to the license agreement.

3 Login with the preferred credentials.

4 Capture the Access Key and Endpoint URL for the Face API.

While generating the access key for the Face API, two keys are displayed. You can use anyone of
the two keys.

Configuring Facial Recognition Method

To configure the Facial Recognition method, perform the following steps:

1 Click Methods > Facial Recognition.

2 Specify the Access Key that you have generated in the Microsoft Cognitive Services. This key is
used while authenticating the user.

For information about how to generate the Access Key in the Microsoft Cognitive Services, see
“Generating Access Key and Endpoint URL".

3 Specify the Endpoint URL. This URL is location based.

NOTE

+ For a better quality of recognition, you must use cameras with a high definition of 720p and
above.

+ During enrollment, the captured images are placed on Microsoft servers and Microsoft
Cognitive Services returns only the Face ID to Advanced Authentication. The Advanced
Authentication stores this Face ID as enrolled authenticator. Therefore, when you change to
another Access Key, the related enrollments are lost.

+ This method is not supported for cache of Windows Client, Mac OS X Client, and Linux PAM
Client.
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8.10

8.11

FIDO 2.0

The FIDO 2.0 method facilitates users to use the devices that comply with FIDO standards for
authenticating to any web-based environment. The devices can be built-into the platform or external
devices connected through USB. The FIDO 2.0 method uses the Web Authentication (WebAuthn)
API, and Client to Authenticator Protocol (CTAP). The WebAuthn enables strong authentication with
public key cryptography and allows password-less authentication.

NOTE: Advanced Authentication FIDO 2.0 method supports authentication to the following:

+ Portals: Administration, Helpdesk, Self-Service, and Reporting
+ Events: OAuth 2.0 and SAML 2.0

FIDO 2.0 method supports the following browsers with specific device:

+ Firefox and Google Chrome browsers with the U2F device

+ Microsoft Edge browser with Windows Hello authentication

While you use Google Chrome browser, it is required to set a valid domain name for your Advanced
Authentication server rather than an IP address.

If users have enrolled the FIDO 2.0 method using the Windows Hello in Microsoft Edge 17 or earlier
supported browser versions then they must authenticate using the same browser. After upgrading to
the latest version of Edge that supports the FIDO 2.0 standards, users must re-enroll the FIDO 2.0
method.

For more information about the WebAuthn and FIDO 2.0 authenticators, see these articles: Web
Authentication (https://w3c.github.io/webauthn/), Web API for FIDO 2.0 (https://www.w3.org/
Submission/2015/SUBM-fido-web-api-20151120/), and Microsoft Web authentication (https://

docs.microsoft.com/en-us/microsoft-edge/dev-guide/device/web-authentication).

An Example of Authenticating with the FIDO 2.0 Method

Thomas, an end user, has enrolled the FIDO 2.0 method in the Advanced Authentication Self-Service
portal by using the FIDO compliant U2F token. He wants to authenticate to the myconpany. com
website. When he opens the browser and follows the prompts to access the website. Then, he is
required to touch the token when there is a flash. Thomas is validated with the device and gets
authenticated to myconpany. com

Fingerprint

The Fingerprint method is one of the strongest biometric authentication methods of Advanced
Authentication. Users can authenticate with methods such as Password (something they know) and
Fingerprint (something they are) for multi-factor authentication. Users need to place their finger on
a fingerprint scanner to enroll and authenticate.

To configure the Fingerprint method, perform the following steps:

1 Set the Similarity score threshold by moving the slider to the desired score.
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NOTE: Default and recommended value for Similarity score threshold is 50. Reducing the score
may result in different fingerprints getting validated.

Select the number of fingers that a user must enroll from Minimum number of fingers to enroll.

It is recommended to specify a number that is more than 1 because if a finger is injured, the
user can use the other enrolled finger.

NOTE: If you want to allow the use of multi-finger reader for enrollment, ensure to select the
number of fingers to be enrolled as 4, 6, 8, or 10.

Select the number of scans required for enrollee's each finger.

NOTE: To improve the quality of the fingerprint enroliment, it is recommended to have multiple
captures. The total number of captures including all the enrolled fingers must not exceed 25.

Set Enable multi-finger reader to enroll to ON, to allow users to enroll the Fingerprint method
using the Green Bit DactyScan84c multi-finger reader. Users can set Use multi-finger reader for
enrollment to ON and enroll with the multi-finger reader on the Self-Service portal. The Green
Bit DactyScan84c device can scan one of the following fingers combination at a time:

+ Four fingers of the right hand
+ Four fingers of the left hand
¢ Two thumbs

To enforce the users to scan fingers using the Green Bit DactyScan84c reader, set Force to use
multi-finger reader to ON.

Set Specify fingers during enrollment to ON, if you want to enforce selected fingers for a user to
enroll.

Select the preferred fingers to enroll from the Selected fingers list.

7 Set Enable Duress finger configuration to ON, to allow users to assign one of the enrolled fingers

as duress. In case of emergency or under a threat, user can authenticate with the duress finger.
Authentication with the duress finger triggers an alert notification to the configured email
address and phone number.

In the Alert Configuration section, specify the following details to configure the alert notification
that is to be sent to the preferred email address and phone number:
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Parameter

Description

Email Alert Settings

Email Recipient

Email Alert Subject

Format

Email Alert Body

SMS Alert Settings

SMS Recipient

SMS Alert Body

The email address of recipient to whom you want to
send the email alert.

Subject of the email alert.

Format of email alert. Plain Text is the default format.

Other available option is HTML.

If you select HTML format, specify the message in
HTML.

Body of email alert. You can specify the following
variables:

+ {user}: Username.

+ {endpoint}: Device that a user authenticates to.

+ {event}: Name of the event where the user is
trying to authenticate to.

Phone number of recipient to whom you want to
send the SMS alert.

Text in the SMS that is sent to the recipient. You can
specify the following variables:

+ {user}: Username.

+ {endpoint}: Device that a user authenticates to.

+ {event}: Name of the event where the user is
trying to authenticate to.

8 Click Save.

NOTE: Ensure that you configure the Mail Sender and SMS Sender policies with the sender details

that are required to send an alert.

Example 1: Enrolling Multiple Fingers and Authenticating with One of the Enrolled

Fingers

Consider Thomas, an administrator has performed the following steps to enforce users to enroll the
Fingerprint method using the Greenbit DactyScan84c device. Users can authenticate to Linux

workstation with the Fingerprint method.

1. Set Force to use multi-finger reader to ON in the Fingerprint method.

2. Created a chain with the Fingerprint method and added another preferred method such as

LDAP password or Password.

3. Mapped the chain to the Linux Logon event.
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Paul, an end user, logs in to the Self Service portal and clicks on the Fingerprint icon. He selects the
four fingers of Right hand and enrolls using the Green Bit DactyScan device. After enrollment, Paul
authenticates to his Linux workstation with the Nitgen device using one of the enrolled fingers. He
gets authenticated successfully.

Example 2: Authenticating with a Duress Finger During an Emergency Situation

Consider Thomas, an administrator has performed the following steps to assign an enrolled finger as
duress:

1. Set Enable Duress finger configuration to ON in the Fingerprint method.

2. Configured Alert Configuration with the alert notification text, mail address and phone number
of a network security officer to send email and SMS.

3. Created a chain with the Fingerprint method along with preferred methods such as LDAP
password and Password. Assigned the chain to Networks group.

4. Mapped the chain to the Linux logon event. Mail server is hosted on the Linux workstation.

Paul, a network staff, logs in to the Self Service portal and clicks on the Fingerprint icon. He enrolls
the middle, index, ring and little fingers of the left hand. Later, he selects Left index from Assign
Duress Finger drop down.

Assume, on an unfortunate day, a miscreant forcibly enters the organization and threatens Paul to
authenticate to the Linux workstation. In this situation, Paul can use the duress finger (Left index
finger) for authentication which triggers an alert notification to configured security personnel, who
will take the necessary action.

LDAP Password

In the LDAP Password method, the Advanced Authentication client retrieves password that is stored
in the user repository from the Advanced Authentication server.

If you do not include the LDAP Password method in a chain, you will be prompted to perform a
synchronization. When you set Save LDAP password to ON, the prompt is displayed only for the first
time until the password is changed or reset. If you set this option to OFF, a prompt for
synchronization is displayed each time.

NOTE: You can bypass the password synchronization dialog after the password change or reset by
configuring the Password Filter. For configuring the Password Filter, see“Password Filter for Active
Directory”.

To configure LDAP Password method, perform the following steps:
+ Set Enable SSPR integration to ON if you want to enable the Self Service Password Reset
integration for Advanced Authentication web portals.

+ Specify the SSPR link text. This link is displayed on the login page where user specifies the LDAP
Password.

+ Specify the SSPR URL. This URL points to the Self Service Password Reset portal.
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8.13.1

LDAP password is stored on the Advanced Authentication server at the following two places:

1. User data: It is used for OS logon (Windows Client, Mac OS X Client, and Linux PAM Client) and is
stored when Save LDAP password option in LDAP Password method is set to ON.

2. LDAP password authenticator: It is used while using cached logon. The password is stored when
the Enable local caching option is set to ON in the Cache Options.

When the Enable cached logon option is set to OFF (default behavior), the Advanced Authentication
server always contacts the LDAP server to validate the user password. It may cause performance
issues. When you set this option to ON, during authentication user specified password is validated
with password stored (cached) in the Advanced Authentication server.

If the user password does not match with the stored password or password is not stored on the
Advanced Authentication server, then cached value gets reset and Advanced Authentication server
contacts the LDAP server to validate the user password.

If the user specified password matches the cached password, the Advanced Authentication server
validates user password with LDAP server in the background. If the validation failed, the password
stored on Advanced Authentication Server gets reset, so next login will be without cache.

NOTE: The Enable cached logon option works only if any one of the following setting is set to ON:

+ Save LDAP password in the LDAP Password method.

¢ Enable local caching in the Cache Options policy.

OATH OTP

OATH (Initiative for Open Authentication) is an industry-wide collaboration to develop an open
reference architecture using open standards to promote the adoption of strong authentication using
OTP.

Advanced Authentication supports the following two different types of OATH OTP:

¢ HOTP
¢ TOTP
You can configure the following settings for the OATH methods:

¢ Importing PSKC or CSV Files
¢ CSV File Format To Import OATH Compliant Tokens

HOTP

HOTP is a counter based one time password. To configure the HOTP authenticator, you can specify
the following parameters:

+ OTP format: The number of digits in the OTP token. The default value is 6 digits. The value must
be the same as of the tokens you are using.

+ OTP window: The size of OTP window defines number of valid OTP for authentication. When the
counters are out of sync, this parameter determines the difference between the counter on the
token and the server. Based on the difference, the server can recalculate the next OTP value to
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validate with the OTP received from the token. The server stores the last counter value (C) for
which the user has provided a valid password. While verifying a new OTP from the token, the
server validates C+1, C+2... until one of the OTP is identical, or till C+w, where w represents the
OTP window.

You can use the HOTP token such as Yubikey token to access not only Advanced Authentication,
but also some websites or third-party services. After each use or when users press the token
button accidentally, the HOTP counter on the token is increased by 1. Therefore, the counter
will be out of sync between the token and Advanced Authentication server.

For example, if the OTP window is set to 10 (by default), and the current counter value of the
server is 100, then any OTP generated from the token with a counter value from 100 to 110 are
valid for authentication.

WARNING: Do not increase the HOTP window value to more than 100 as it may decrease the
security by causing false matches.

During enrollment or HOTP counter synchronization in the Self-Service portal, Enrollment HOTP
window that has a value of 100,000 is used. This is helps in the following:

*

*

HOTP tokens may be used for a long period before the enrollment in Advanced Authentication
and the value is unknown and can be equal to some thousands.

Secure because users must provide 3 consequent HOTPs.

Configuring Yubikey for Advanced Authentication Server

1

N o 1 AW

Download and install the Yubikey Personalization Tool from Yubico.

To download the Yubikey Personalization Tool, see the Yubico website (https://
www.yubico.com/products/services-software/download/yubikey-personalization-tools/).

Insert the Yubikey token.

Ensure that the token is recognized. The recognition is indicated by a message Yubi key i s
i nsert ed at the top-right corner of the Personalization tool.

Select OATH-HOTP mode.

Select Configuration Slot 1, generate the OATH Token Identifier and Secret Key.
In Logging Settings, select Log configuration output.

Select Traditional format or Yubico format.

Click Write Configuration and save the CSV file.

For information about how to enroll the HOTP method, see “HOTP ”“in the Advanced Authentication-
User guide.

TOTP

TOTP is a time based one time password. To configure the TOTP authenticator, you can specify the
following parameters:

*

OTP period (sec): The value to specify how often a new OTP is generated. The default value is 30
seconds. The maximum value for the OTP period is 360 seconds.
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+ OTP format: The number of digits in the OTP token. The default value is 6 digits. The value must
be the same as the tokens you are using.

+ OTP window: The value to specify the periods used by Advanced Authentication server for TOTP
generation. For example, if you have a period of 30 and a window of 4, then the token is valid
for 2*30 seconds before current time and 2*30 seconds after current time, which is +2 minutes.
These configurations are used because time can be out-of-sync between the token and the
server and may impact the authentication. The maximum value for the OTP window is 64
periods.

IMPORTANT: It is not recommended to use an OTP window equal to 32 and higher for 4-digit
OTP because it reduces security.

¢ Google Authenticator format of QR code (Key URI): Option to display the QR code for the TOTP
enrollment of the software token in a format that is compatible with the Google Authenticator,
Microsoft Authenticator, or the NetlQ Auth apps. When you disable the option, the displayed
QR code can be scanned only with the NetlQ Auth smartphone app. Enable the option to allow
enrollment with the Google Authenticator or Microsoft Authenticator apps. The QR code of
Google Authenticator format can also be scanned with the NetlQ Auth app (supported by the
last iOS and Android apps).

IMPORTANT: OTP format must be set to 6 digits when you use the Google Authenticator format
of QR code.

+ Allow manual enroliment: When you enable the option, the Specify the TOTP secret manually
section is displayed on the TOTP enrollment page of the Self-Service portal with the following
parameters: Secret, Period, and Google Authenticator format of secret (Base32). By default, the
option is disabled and the settings are hidden. Enabling the option may result in security risks.

+ Disable self enroliment: This option allows to disable the manual enroliment of TOTP method in
the Self-Service portal. The TOTP method will be grayed out in the Self-Service portal, when this
option is enabled. The option is enabled by default.

You must perform the following tasks to allow the users to enroll TOTP method using the Desktop
OTP tool:
+ Generating an Enrollment Link

¢ Sending an Enrollment Link Through Email

Generating an Enrollment Link

Users can click the enrollment link to enroll the TOTP authenticator automatically on the Desktop
OTP tool and following the further steps as described in Desktop OTP Tool. To generate an
enrollment link, you can encode the server URL, tenant ID, and category name to the Base64 format
using any online tool. The generated link is then sent to the users through the email to access the
Desktop OTP tool and enroll the TOTP authenticator. The users can create an account on the tool to
enroll the TOTP authenticator in the Self-Service portal.

To generate the enroliment link in the Base64 format, perform the following steps:

1 To encode use the details such as server URL, tenant ID and category name in the following
format:
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{"server _url":"<domai n- nane>", "t enant _nanme": "<t enant -
name>", " cat egory_nane": "HOME"}

For example, {"server_url": "aafserver.company.com", "tenant_name":"netiq”,
"category_name": "HOME"}

You can specify the preferred category name for cat egor y_namne parameter if you have added
categories in the Event Categories policy. You can remove the parameter cat egory_nane, if
you have not added any category.

You can specify TOP for the t enant _nane parameter, if the Multitenancy mode is disabled.
2 Encode the value including {} to Base64 (charset: UTF-8) format.
For example, the encoded link is displayed as:

eyl)zzX)2ZXJfdXJsljoglmFhZnNlcnZlci5jb21wYW55LmNvbSIsICI0ZW5hbnRfbmFtZSI6Im51dGlIx4o
CdLCAIiY2FOZWdvcnlfomFtZSI6ICJITO1FINO=

3 Copy the encoded link for further use.

Sending an Enroliment Link Through Email

1 Compose an email with the subject and body.

For example, specify TOTP Enrollment Link in the Subject and body as follows:

Hi Users, Click here to enroll for the TOTP authenticator using the Desktop OTP tool.
2 Right click on the preferred text and select Hyperlink.
3 Specify the encoded link and prefix aaf - ot p in Address.

For example, aaf-
otp:eylzZXJ2ZXIJfdXJsljoglmFhZnNlcnZlci5jb21wYW55LmNvbSIsICJ0OZW5hbnRfomFtZSI6Im5IdGl
x40CdLCAIY2FOZWdvcnlfomFtZSI6ICIITOLFINO=

4 Specify the email address of the preferred users in To then click Send.

User can click the hyperlink to open the Desktop OTP automatically.

8.13.3 Importing PSKC or CSV Files
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You can import the PSKC or CSV files. These token files contain token information. To import these
files, perform the following steps:

1 Click the OATH Token tab.

2 Click Add.

3 Click Browse and select a PSKC or CSV file.

4 Choose a File type. The options are:

¢ OATH compliant PSKC: This file type must be compliant with OAuth. For example, HID OATH
TOTP compliant tokens.

¢ OATH csv: This file type must contain the format as described in CSV File Format To Import
OATH Compliant Tokens. You cannot use the YubiKey CSV files.
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+ Yubico csv: In this file type, you must use one of the supported Log configuration output
(see YubiKey Personalization Tool > Settings tab > Logging Settings) formats with comma as a
delimiter.

+ Traditional format: In this file type, OATH Token Identifier must be enabled.

+ Yubico format: This file type is supported only for HOTP Length set to 6 Digits and OATH
Token Identifier set to All numeric.

IMPORTANT: Moving Factor Seed must not exceed 100000.

5 Add the encrypted PSKCfiles. For this, select Password or Pre-shared key in PSKC file encryption
type and provide the information.You can select Not encrypted, if the PSKCfile is not encrypted
with either the password or key.

6 Click Upload to import tokens from the file.

NOTE: Advanced Authentication receives an OTP format from the imported tokens file and stores
the information in the enrolled authenticator. Therefore, you need not change the default value of
OTP format on the Edit Method tab.

When the tokens are imported, you can see the list and you must assign the tokens to users. This can
be done in the following two ways:
+ Click Edit next to the token and select Owner and click Save.

+ Auser can self-enroll a token in the Self-Service portal. Administrator must let the user know an
appropriate value from the Serial column for the self-enroliment.

NOTE: Tenancy settings are not supported for the OATH tokens. Therefore, the configurations in the
OATH Tokens tab cannot be enforced on tenant administrators.

CSV File Format To Import OATH Compliant Tokens

A CSVfile, which is imported as OATH csv file in the Administration portal > Methods > OATH OTP >
OATH Tokens tab, must contain fields with the following parameters:

+ Token’s serial number

+ Token’s seed

+ (Optional) Type of the token: TOTP or HOTP (by default HOTP)
(Optional) OTP length (default value is 6 digits)

*

*

(Optional) Time step (default value is 30 seconds)
Comma is a delimiter.
The following is an example of a CSV file:

Token001, 15d2fa517d3c6b791bd4cc2044c241429307001f

Token002, 8c557fc050721037f d31e1d3345b5d3263263e0f, totp, 8
Token003, 658208ef eabac49d5331ba781e66f 2c808cccc8e, hotp, 6
Token004, 89f 0df elc90379daballaaca2f c1070f 606efe36, totp, 6, 60
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8.15

IMPORTANT: For the YubiKey tokens, you must use the traditional format of the CSV (check Yubikey
Personalization Tool > Settings tab > Logging Settings) with comma as a delimiter. Use Yubico csv file
type (Advanced Authentication Administration portal > Methods > OATH OTP > OATH Tokens).

Password

In the Password authentication method, you can configure security options for passwords that are
stored in the appliance. For example, the local/admin user who does not have an LDAP Password can
use this option.

NOTE: Do not use the Password method in chains that contain only one factor. You must always
combine the Password method with other factors.

You can configure the following options for the Password method:

¢ Minimum password length: The maximum length of the password.

+ Maximum password age: The validity period of the password. The default value is 42 days. If you
set the value to 0, the password never expires.

+ Complexity requirements: Option to enable users to create a complex and not easily detectable
password.Set to ON to enable this option. Password must meet the following requirements:

+ Contains at least one uppercase character
+ Contains at least one lowercase character
+ Contains at least one digit

+ Contains at least one special character

IMPORTANT: Advanced Authentication does not generate notifications about the password expiry.
After the password expires, the local administrator cannot sign-in to the Administration portal and
users using this method cannot get authenticated.

However, an administrator and a user can change their passwords in the Self-Service portal.

PKI

The Public Key Infrastructure (PKI) creates, stores, and distributes digital certificates. These
certificates are used to verify whether a particular public key belongs to a specific entity.

Advanced Authentication supports the following two forms of PKI authentication:

+ PKI Device

+ Virtual Smartcard
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8.15.1 PKIl Device

PKI device stores the digital certificates and private keys securely. It uses the PKI infrastructure to
store personal details of user such as private key, PIN, and digital certificate.

You can configure the following settings for the PKI method:

+ “Adding the Trusted Root Certificates” on page 89
+ “Disabling the Key-Pair Option” on page 91

Adding the Trusted Root Certificates

You must upload the trusted root certificates for the PKI method. These certificates must meet the
following requirements:
* Root CA certificate is in the . pem format.

+ All certificates in the certification path (except Root CA) contain AIA and CDP http link to check
revocation status.

+ The certificate for PKI device contains a key pair: public and private key in the x509 format. The
certificates that do not comply with the requirements are ignored and hidden during
enrollment.

For more information, see Single Tier PKI Hierarchy Deployment and Two Tier PKI Hierarchy
Deployment.

To upload a new trusted root certificate, perform the following steps:
1 Click Add in the Edit Method page of PKI.
2 Click Browse.
3 Choose a . pem certificate file and click Upload.
4 Click Save.

NOTE: You must upload only the Root CA on appliance.

You can configure the PKI method (with certificates) in one of the following ways:

+ Standalone Root CA
+ Subordinate CA

NOTE: Advanced Authentication supports the p7b format of parent certificates. These p7b format
files can contain certificates and chain certificates, but not the private key. They are Base64 encoded
ASCII files with extensions . p7b or. p7c.

Configuring the Environment for a Standalone Root CA

1 Install Web Server (1IS) Role.

2 Create the Cert Enrol | Folder and grant Share & NTFS permissions to the Cert Publishers
group.

3 Create CertEnroll Virtual Directory in IIS.
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Enable Double Escaping on IIS Server.

Install Enterprise Root CA using Server Manager.

Enable Object Access Auditing on CA.

Configure the AIA and CDP.

Publish the Root CA Certificate to AlA.

Export Root CA in . der format and convert the format to . pem

Export personal certificate (that was signed by Root CA) with private key and place it on a PKI
device.

Configuring the Environment for a Subordinate CA
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Install Web Server (1IS) Role.

Create the Cert Enrol | Fol der and grant Share & NTFS permissions to Cert Publishers group.
Create CertEnroll Virtual Directory in IIS.

Enable Double Escaping on IIS Server.

Install the Standalone Offline Root CA.

Create a CAPol i cy. i nf for the standalone offline root CA.

Installing the Standalone Offline Root CA.

Enable Auditing on the Root CA.

Configure the AIA and CDP.

Install Enterprise Issuing CA.

Create CAPol i cy. i nf for Enterprise Root CA.

Publish the Root CA Certificate and CRL.

Install Subordinate Issuing CA.

Submit the Request and Issue subordinate Issuing CA Certificate.

Install the subordinate Issuing CA Certificate.

Configure Certificate Revocation and CA Certificate Validity Periods.

Enable Auditing on the Issuing CA.

Configure the AIA and CDP.

Install and configure the Online Responder Role Service.

Add the OCSP URL to the subordinate Issuing CA.

Configure and publish the OCSP Response Signing Certificate on the subordinate Issuing CA.
Configure Revocation Configuration on the Online Responder.

Configure Group Policy to provide the OCSP URL for the subordinate Issuing CA.
Export Root CAin . der format and convert the format to . pem

Export personal certificate (that was signed by subordinate CA) with private key and place it on
a PKI device.
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Disabling the Key-Pair Option

The Allow key-pair option is enabled by default. This indicates that the enrollment of the PKI method
can be done with either the CA certificates or through the key-pair generation. However, you can
disable the key-pair based enroliment of the PKI device and enforce PKI enroliment only using a user
certificate issued by the CA. To disable this option, set Allow key-pair to OFF.

Virtual Smartcard

Virtual Smartcard is an extension of PKI method. Advanced Authentication allows users to enroll the
PKI method using a virtual smartcard that is imported to the browser on the user’s system and used
for authentication. Virtual smartcard is a certificate that contains information such as digital
signature, expiration date, name of user, name of CA (Certificate Authority), and can be used in
client SSL certificate. Typically, the certificate is available in . pf x format. The information available
in the virtual smartcard is used to authenticate the user to any web environment.

NOTE: The virtual smartcard supports authentication to the OAuth 2.0 and SAML 2.0 events. The
virtual smartcard does not support authentication to Advanced Authentication portals, such as
Administration, Helpdesk, Self-Service, and Reporting.

To configure the virtual smartcard, perform the following steps:

NOTE: Before you configure the virtual smartcard support for the SAML 2.0 events, ensure to specify
the Identity Provider’s URL in format ht t ps: / / webaut h. domai n_nane in the Web Authentication
policy. Later, save the settings before downloading the SAML 2.0 metadata file.

NOTE: Before you configure virtual smartcard support for the PKI method, ensure to perform the
following tasks:

+ Resolve the IP address of Advanced Authentication server with the following host names on the
DNS server:
+ <aaserver i p_address> <aaserver _host nane>
+ <aaserver _i p_address> <webaut h. aaserver _host nane>

+ Define the following attributes in the third-party application that you want to integrate with
Advanced Authentication server:

¢ aut horization_endpoint = https://webauth. aaserver _host nane/ osp/ a/
TOP/ aut h/ oaut h2/ gr ant

+ token_endpoint = https://webauth. aaserver _host nanme/ osp/ a/ TOP/ aut h/
oaut h2/ getattri butes

1 Configure the following settings in the HTTPS Options policy:

¢ Set Enable Client SSL for Webauth Service to ON and upload Root CA certificate in the . pem
format that is used by the Web server.

+ Set Enable auto enroliment based on certificate to ON. This enables you to allow users to
auto-enroll the PKI method using virtual smartcard for the OAuth 2.0 and SAML 2.0 events.
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NOTE: The manual enrollment of the PKI method using the virtual smartcard is not
supported. Therefore, it is required to set Enable auto enroliment based on certificate to ON
in the HTTPS Options policy. With this configuration, the users can auto-enroll PKI method
using virtual smartcard when they access OAuth 2.0 event for the first time and select a
valid certificate. This auto-enrollment happens irrespective of enrollment status of other
method(s) that are available with the PKI method in the same authentication chain.

To allow a user to login to the OAuth 2.0 and SAML 2.0 events before auto-enrolling the PKI
method, ensure to add at least one more chain to the event (for example, a chain with only
the LDAP Password method) below the PKI chain. The user must enroll all method(s) of
new chain. During the first login attempt, the PKI method using the virtual smartcard gets
enrolled automatically. For the sub-sequent log ins, the top chain in the list (which is PKI) is
selected and user is authenticated automatically.

2 Upload Root CA certificate in the Trusted root certificates section of PKI method.

3 Import the client SSL certificate to the users browser.

NOTE: The procedure to import the client SSL certificate varies on each browser.

For more information about how to import the client SSL certificate to the Chrome browser, see
Importing Client SSL Certificate to a Certificate Store.

An Example of Auto-enrolling PKI Method with the Virtual Smartcard

Consider the administrator has performed the following steps to allow auto-enrollment of the PKI
method using the virtual smartcard:

+ Created a chain with the PKI method and another chain with preferred methods such as LDAP
password and Password.

+ Mapped the chain to the OAuth 2 event.

+ Configure the following settings in the HTTPS options policy:
+ Set Enable SSL Client Certificate to ON and uploaded a valid CA certificate.
+ Set Enable Auto Enrollment based on certificate to ON.

+ Imported the client certificate to the user’s browser in the . pf x format containing details, such
as digital signature, expiration date, name of user, name of CA and so on.

Mark, an end user, wants to auto-enroll the PKI method using the virtual smartcard. When he tries to
access the someconpany. comwebsite, the user name stored in the certificate gets filled in the user
name field in the login form automatically. Mark is required to select the preferred certificate to
validate his identity in the User Identification Request dialog box. Then, Mark must specify LDAP
details for additional validation. If the specified details are valid, Mark gets auto-enrolled to the PKI
method using the virtual smartcard without physical PKI token.

During subsequent logins, Mark may experience one of the following scenario:
+ If there is a chain with only PKI method associated to the web authentication event, then Mark
gets authenticated automatically.

+ |f there are more than one chain associated to the web authentication event, then Mark is
prompted with the list of chains that contains PKl in addition to other available chains. In this
case, he can select the chain with only PKI method to authenticate automatically or select
preferred chain and provide corresponding details to authenticate successfully.
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Importing Client SSL Certificate to a Certificate Store

To enable and achieve the virtual smartcard authentication to the web environment, it is required to
import the Client SSL certificate to the browser.

NOTE: The procedure to import the client SSL certificate varies on each browser.

To import the client SSL certificate to Google Chrome browser, perform the following steps:

1 Navigate to Settings > Manage Settings.
The Certificates wizard is displayed.
2 Click Import and select the client SSL certificate.
Ensure that the certificate is in . pf x format.
3 Click Next and Finish.
A message Certificate has been inported successfully isdisplayed.

RADIUS Client

In the RADIUS Client method, Advanced Authentication forwards the authentication request to a
third-party RADIUS server. This can be any RADIUS server. For example, you can use RADIUS Client as
an authentication method when you have a token solution such as RSA or Vasco. You want to
migrate users to Advanced Authentication with the flexibility that users can use the old tokens while
the new users can use any of the other supported authentication methods.

You can configure the following options for the RADIUS Client method:
+ Send the repository name: Option for a repository name to be used automatically with a
username. For example, company\pjones. Set to ON to enable the option.

+ NAS Identifier: An attribute that contains a string identifying the NAS originating the Access-
Request. It is only used in Access-Request packets. Either NAS-IP-Address or NAS-Identifier must
be present in an Access-Request packet.

+ Timeout: Specify the number of seconds till when the RADIUS client waits for the RADIUS server
to reply before prompting an error Connecti on ti me out.The default value is 5 seconds.

+ Retries count: Specify the number of times, the RADIUS client tries to connect to the RADIUS
server. If a connection is not established during the retry attempts, a message Fai l ed to
connect to the server isdisplayed. The default value is set to 3. If set to 0, the RADIUS
client does not try to connect after the first unsuccessful attempt.

+ Specify servers per site: Option to configure the third-party RADIUS servers that are specificto a
site. When set to ON, the sites available in the cluster are populated and you can add more than
one servers to the preferred site.

When this option is set to OFF, you can add single third-party RADIUS server details that are
applicable for all sites in the cluster by specifying the following details:

+ Server: The Hostname or IP address of the third-party RADIUS server.
+ Secret: The shared secret between the RADIUS server and Advanced Authentication.

+ Port: The port to where the RADIUS authentication request is sent. The default port is
1812.
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8.17 Security Questions

In Security Questions authentication method, an administrator can set up a series of predefined
guestions. A user must answer these questions to get authenticated. Security Questions are used
when users forget their passwords.

Security questions are often easy to guess and can often bypass passwords. Therefore, Security
Questions do not prove to be secure.

You must follow few guidelines to use this method. You must use Good security questions that meet
five criteria. Ensure that the answers to a good security question are:

Safe: Cannot be guessed or researched.

Stable: Does not change over time.

Memorable: Can be remembered.

Simple: Precise, easy, and consistent.

A

Many: Has many possible answers.

Some examples of good, fair, and poor security questions according to goodsecurityquestions.com
are as follows. For a full list of examples, see the website (http://goodsecurityquestions.com/.)

GOOD

*

What is the first name of the person you first kissed?

*

What is the last name of the teacher who gave you your first failing grade?

*

What is the name of the place your wedding reception was held?

*

In what city or town did you meet your spouse/partner?

*

What was the make and model of your first car?

FAIR

*

What was the name of your elementary / primary school?

*

In what city or town does your nearest sibling live?

*

What was the name of your first stuffed animal, doll, or action figure?

*

What time of the day were you born? (hh:mm)

*

What was your favorite place to visit as a child?

POOR

+ What is your pet's name?
+ In what year was your father born?

+ In what county where you born?

*

What is the color of your eyes?

+ What is your favorite ?
Configure the following options for the Security Questions method:

¢ Minimum answer length: The minimum number of characters an answer must contain.
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+ Correct answers for logon: The number of answers a user must answer correctly to get access.

+ Total questions for logon: The number of questions that are presented to the user while
authenticating.

For example, if the Correct answers for logon is set to 3 and the Total questions for logon is set to 5,
the user needs to specify only 3 correct answers out of a set of 5 questions.

8.17.1 Adding Questions

You can add questions based on your requirement. These questions can be translated in languages
that are supported by the Advanced Authentication portals. For example, you set a security
questions as What is your pet name?. While enrolling and authenticating, this question will be
displayed in the language that the user selects in the portal.

To add questions, perform the following:

1 Click Add to add a question in the Question window.
2 Specify the question in Question.
3 You can specify the question to be translated in the required language.

This translated question is displayed in the portals and Clients based on the selected language.
4 Click the save | “ | icon to save the question related settings.

You can add more questions depending on the requirement.

Click Save to save the configuration settings for the Security questions method.

8.18 Smartphone

Advanced Authentication provides the Smartphone method that facilitates users to authenticate
through their Smartphone. The authentication happens through the NetlQ smartphone app to
perform the out-of-band authentication. The out-of-band authentication is typically a two-factor
authentication that requires a secondary verification through a separate communication channel
along with the ID and password.

The authentication flow for the Smartphone method in Advanced Authentication is described in the
following image.
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A user wants to authenticate on an endpoint such as a laptop or a website with the Smartphone
method. The following steps describe the authentication flow:

1 When the authentication request is initiated, the endpoint contacts the Advanced
Authentication server.
2 The Advanced Authentication server validates the user’s credentials.

3 After validating the credentials, the Advanced Authentication server sends a push message to
proxy.authasas.com.

4 Depending on the platform of the Smartphone, the server selects an appropriate push service
and then forwards the push message to the Smartphone.

5 The push message is then delivered to the user’s Smartphone to inform that an authentication
request has been initiated.

6 When the user opens the Smartphone app, the app reaches the Advanced Authentication
server to validate if there is an authentication needed. The authentication is indicated by the
Accept and Reject options. The user’s selection is then sent to the server.

7 Finally, the server validates the authentication and the endpoint gets authenticated.
HTTPS protocol is used for the communication.

This authentication method is recommended to use in combination with another method such as
Password or LDAP Password to achieve multi-factor authentication and protect a user from getting
SPAM push messages.

Configuring Methods



Access Configurations
The following are the configurations required for the Smartphone method.

+ Advanced Authentication server must be accessible by the specified Server URL address from
smartphones (HTTPS, outbound).

+ Advanced Authentication server must have a permitted outbound connection to
proxy.authasas.com (HTTPS).

Scenario for Authenticating with the Smartphone Method

Bob wants to authenticate on the myexample.com website. When he logs in to the website, the
Smartphone authentication method sends a push message to Bob’s mobile phone. When he opens
the Smartphone app installed on his phone, he sees Accept and Reject options. If he selects the
Accept option, the authentication request is sent over the mobile network (secure) back to the
Authentication framework. Without specifying an OTP code, Bob has been authenticated to
myexample.com.

When your smartphone does not have a network connection, you can use a backup OTP as offline
authentication.

Configuring Enrollment Link

Users can enroll the Smartphone method either by a QR code or through a link sent to their email or
SMS. You as an administrator must configure the link and send it to all the users whom you want to
enroll the authenticator. You can use one of the following links as per the requirement:

https://<public_external _url>/smartphone/enroll

https://<public_external url>/smartphone/enroll ?cat egory=cat 1
https://<public_external _url>/smartphone/enroll ?tenant=t1
https://<public_external url>/smartphone/enroll ?category=cat2& enant=t1
Default category is def aul t . Default tenant is TOP.

For more information about how to set the public external URLs, see Public External URLs (Load
Balancers).

To allow users to enroll the Smartphone method using the link, ensure to configure the Smartphone
Enrollment Event.

Configuring Smartphone Method

To configure the Smartphone method, specify the following details:

Parameter Description

Push salt TTL The lifetime of an authentication request sent to the smartphone.
Learn timeout The time that is valid for the user to scan the QR code for enrollment.
Authentication salt TTL The lifetime in which the out-of-band authentication needs to be

accepted before authentication fails.

TOTP Length The length of OTP token used for backup authentication.
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Parameter

Description

TOTP step

TOTP time window

Server URL

Require PIN

Minimum PIN length if the PIN is
required

Require biometrics

Enroll TOTP method when
enrolling Smartphone

Allow to accept/reject
authentication through push
notification

Prevent login from a rooted
device

The time a TOTP is displayed on a screen before the next OTP is
generated. The default time is 30 seconds.

The time in seconds in which the TOTP entered is accepted. The default
time is 300 seconds.

The URL of Advanced Authentication server to where the smartphone
app connects for authentication.This URL points to the Public External
URLs (Load Balancers) policy. For example, ht t p: //

<AASer ver Addr ess>/ smar t phone (/smartphone cannot be
changed). Use http only for testing and https in a production
environment. You need a valid certificate when using https.

Set to ON to enforce the Enable PIN setting for the Smartphone
application. A user will not be able to edit the settings on the
Smartphone

NOTE: If the PIN is not set, then the user is prompted to set the PIN
during authentication.

The minimum length of the PIN. The available options are 4,5, and 6.

Set to ON to enforce the fingerprint setting for the Smartphone
application. A user will not be able to edit the settings on the
Smartphone.

Set to ON to enable enrolling the TOTP method automatically during the
Smartphone method enrollment. The TOTP method is used in the offline
mode authentication.

Set to ON to display the action buttons Accept and Reject with the
notification in the mobile notification bar. This allows users to take
action directly from the notification without opening the app.

NOTE: After enrolling the Smartphone method, for the first
authentication the actions buttons are not displayed with the
notification in the notification bar. Therefore, the user is required to
launch the NetlQ Authentication app to accept or reject the request.

Set to ON to enable a root check for mobile devices.

The smartphone app must detect whether the device is rooted and
prevent login from that device. Rooted devices can provide
administrative privileges to third-party software that is not secured and
mostly not allowed by device vendors.

Configuring Methods



Parameter

Description

Use image on mobile devices

Disable offline authentication

Advanced Settings

+ Vendor

+ Google project ID

Select the option to use a customized image on your Smartphone app.

Browse the image. This image is displayed in the About screen of your
Smartphone app. The resolution of the image must be 2732x637
pixels.

NOTE: The Require PIN, Require biometrics, and Use image on mobile
devices policies are automatically applied on the smartphone if a user
has an enrolled authenticator in the smartphone app and the app is
open on one of the screens: Authentication Requests, Enrolled
Authenticators, or Requests History. It takes 2 to 30 seconds to display
the authentication request.

+ If a user has configured a 4-digit PIN but a 6-digit PIN has been
enforced by the administrator, then the user will be able to use the
4-digit PIN until the user decides to change the PIN.

+ If Require biometrics is set in the policies, but a user’s device does
not support fingerprint, the policy will not be applied for the
device.

+ If a user has authenticators enrolled for two different Advanced
Authentication servers with different policies, then the policies are
combined for the device and the most secure policies are applied
for the app.

Select this option to disable users from authenticating using the
Smartphone TOTP. By default this option is disabled and users can login
using Smartphone even when Smartphone is not connected to a
network. Enabling this option will disallow users to use the One-Time
Password of the Smartphone method to login to the offline mode.

These settings are optional.

If you have an approved vendor whose certificate is uploaded to
proxy.authasas.com, you can specify the Vendor ID of your iOS app or
specify the Google Project ID for your Android app. The push
notifications will be sent only to the app whose Vendor name or Google
Project ID matches with the app.

By default Advanced Authentication works with the NetlQ Auth apps.
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Parameter Description

Geo Zones You can configure Geo-fencing with the Smartphone method. Geo-
fencing allows you to authenticate with the Smartphone method with
one more factor, which is the geographical location. When you enable
geo-fencing, users will be able to authenticate with Smartphone from
only allowed geographical locations. You must enable the policy Geo
Fencing Options to use geo-fencing.

To configure geo-fencing, you need to draw a boundary of the location
to be authenticated with a polygon. To configure geo-fencing, perform
the following steps:

1. Click Add.

2. Specify the name of the zone.

3. Click the Search icon and specify the address to locate the required
geographical location.

rA
You can click the full-screen & < icon to view the map in the full

screen.

4. Click the polygon . icon in the menu bar of the map.

5. Click the starting point on the map and draw the boundary of the
specific location to be authenticated.

6. Click to mark the end point of the boundary after you have finished
drawing the geo zone.
You can also edit the marked polygon by clicking the edit ] icon.
7. Click Save.

NOTE: To use geo-fencing, ensure that access to the location is enabled for the NetlQ Advanced
Authentication app on the smartphone.

NOTE: You can customize the authentication request message that is displayed on the NetlQ Auth
app using the Custom Messages policy.

For more information about customizing the authentication request message, see Customizing
Authentication Request Message For Smartphone Method.

8.19 SMS OTP

In the SMS OTP authentication method, a one time password (OTP) is sent with the SMS text to the
user’s phone. The user receives the OTP and enters it on the device where the authentication is
happening. The OTP must be used within a specific time frame. The OTPs delivered through text
messages prevent phishing and malicious attacks. SMS OTP is recommended to be used with other
methods, such as Password or LDAP Password.
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8.20

NOTE: In the User’s settings of a repository, ensure that a phone number without extension is used.
An SMS is not sent to the user’s mobile where the phone number contains an extension.

To configure the SMS OTP method, specify the following details:
+ OTP Period: The lifetime of an OTP in seconds. The default value is 120 seconds.The maximum
value for the OTP period is 360 seconds.
+ OTP format: The number of digits in the OTP. The default value is 6.

+ Body: The text in the SMS that is sent to the user. The following structure describes the text in
the OTP:

+ {user}: Name of the user.

+ {endpoint}: Device the user is authenticating to.

+ {event}: Name of the event where the user is trying to authenticate to.
+ {otp}: One-Time Password.

+ User cell phone attribute: The cell phone number of a user on which the OTP is sent through
SMS. You can use custom attributes such as nobi | e, honePhone, i pPhone, and other
attributes of a repository. You must define the attribute in “User Cell Phone Attributes” of the
Repositories section.

NOTE: If you do not configure the attribute in the method settings, then the first attribute
defined in the “User Cell Phone Attributes” section of Repository configuration is used when the
user tries to authenticate. For example, if you define nmobi | e as the first attribute in User cell
phone attribute and do not configure the attribute in method settings of SMS OTP, then while
authenticating, the first attribute, which is the nobi | e attribute, is used for the SMS OTP
method authentication.

+ Allow overriding phone number: Option that allows to prevent users from providing a phone
number that is not registered in the LDAP repository. The option is set to ON by default. Set to
OFF to prevent users to specify a different phone number during the enroliment.

+ Allow user enrollment without a phone: Option to configure settings for the user to enroll the
SMS OTP authenticator without a phone number in the repository.

Set this option to OFF to ensure that a user does not enroll the SMS OTP authenticator without
a phone. The user gets an error message that you can specify in Error message.

Set this option to ON to allow the user to enroll the SMS OTP authenticator without a phone.

Swisscom Mobile ID

In the Swisscom Mobile ID authentication method, a PKI- based mobile signature secure encryption
technology is stored on a user’s SIM card. When the user tries to authenticate, the Swisscom Mobile
ID is validated against the user’s mobile phone attribute in the repository. If the number is validated,
the user gets authenticated.

To configure the Swisscom Mobile ID method, specify the following details:

+ Application Provider ID: Identifier of the application provider.

+ Application Provider password: Password of the application provider.
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+ Swisscom Mobile ID service URL: Interface of the Swisscom Mobile ID.

+ Notification message prefix: Message that is displayed on the user’s mobile as a notification.
In addition, you can upload the Swisscom client certificates as follows:

1. Browse Client SSL certificate. The required certificate must be in a . pemformat and self-signed
with a private key.
2. Specify Private key password for the certificate.

3. Click Save.

NOTE: Users must activate the Mobile ID service for the Swisscom SIM card.

For more information about the Swisscom Mobile ID method, see the Mobile ID Reference guide.

FIDO U2F

With the FIDO U2F authentication method, users can authenticate with the touch of a finger on the
U2F device.

Advanced Authentication supports the Microsoft policy Interactive logon: Smart card removal
behavior that allows you to specify an action on the U2F. You can configure the policy to perform a
force log off or lock a session when a user removes the U2F device from a computer. This policy is
supported for Windows only. When the user removes the U2F device from the computer, the
Windows Client runs an action that is specified in the Interactive logon: Smart card removal behavior

policy.

IMPORTANT: To use the FIDO U2F authentication for Access Manager in the OAuth 2.0 event, you
must configure an external web service to perform enroliment and authentication for one domain
name. For more information, see Configuring a Web Server to Use the FIDO U2F Authentication.

The YubiKey tokens may flash with a delay when the token is initialized in a combination mode. For
example, when authentication uses OTP and U2F methods. This may cause the users to wait for the
token to flash before enroliment or authentication. Therefore, it is recommended to flash the tokens
only in the U2F mode if the other modes are not needed.

You can configure the following settings for this method:

*

Section 8.21.1, “Configuring the Certificate Settings,” on page 103

*

Section 8.21.2, “Configuring Facets,” on page 103

*

Section 8.21.3, “Configuring Yubikey for Advanced Authentication Server,” on page 104

*

Section 8.21.4, “Configuring a Web Server to Use the FIDO U2F Authentication,” on page 104
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8.21.1

8.21.2

Configuring the Certificate Settings

You can configure certificate settings for the FIDO U2F authentication method. By default, Advanced
Authentication does not require the attestation certificate for authentication by the FIDO U2F
compliant token. Ensure that you have a valid attestation certificate added for your FIDO U2F
compliant token, when you configure this method. The Yubico and Feitian attestation certificates are
pre-configured in the Advanced Authentication appliance.

To validate the attestation certificate for the FIDO U2F authentication, perform the following steps:

1 Set Require attestation certificate to ON to enable validation of attestation certificate.
2 Select the attestation certificate:
2a To use a default certificate, click Add Default.

2b To use a custom certificate instead of predefined device manufacturer certificate, perform
the following steps:

2b1 Click E next to the default attestation certificate to remove the certificate.
2b2 Click Add to add a custom certificate.
2b3 Click Browse then select the custom certificate and click Upload.

The certificate must be in the PEMformat.

To restore the deleted attestation certificate, click Add Default.

Configuring Facets

You can add a list of facets for the FIDO U2F tokens to work on multiple sub-domains of a single
domain.

Previously, the U2F RFC standards allowed authentication only on the domain name on which the
enrollment was done. But with the FIDO U2F standards update (https://fidoalliance.org/specs/fido-
u2f-v1.2-ps-20170411/fido-appid-and-facets-v1.2-ps-20170411.html), the FIDO alliance introduces
facets that allows users to authenticate even on domains on which the enrollment is not done.

For example, if a user enrolls a token on ht t ps: // some. domai n and wants to get authenticated
onhttps://app. sone. domai n, you as an administrator can do this by adding htt ps: //
app. sone. domai n as a facet of the primary domain ht t ps: // sone. domai n.

WARNING: Even if you are not using the facets, ensure to configure the Facets primary server URL
suffix to enable the users to authenticate with the FIDO U2F method. If the Facets primary server URL
suffix is not configured then while authenticating with FIDO U2F, the user is prompted with a
message The visited URL doesn't match the application IDor it is not in use.

To add facets, perform the following steps:

1 Expand Facets settings.

2 Specify the suffix of the primary facet in Facets primary server URL suffix. For example, you can
specify sone. domai n.

NOTE: In Facets primary server URL suffix, if you specify any value with htt ps: // then user
cannot enroll the U2F method.
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3 Click Add to add prefixes for the facets.
4 Specify the prefix of the facet in Facets prefixes. For example, app.

From the above example, if a user logs into htt ps: // app. some. domai n with the U2F token
enrolled on htt ps: // sone. domai n. the browser sends a plain GET request to the ht t ps: //
URL/ <t enant - | DY app- i d. j son URL and waits for the list of allowed facets (sub-domains). If
the list is returned, browser allows the user to use token on the URLs specified in the Facets
prefixes list.

5 Click Save.

NOTE: The facets are supported only on the Google Chrome. The support for sub-domains is not
stabilized in Chrome, so you might get an error message The vi sited URL doesn't match t he
application IDor it is not in useduringenroliment and authentication.

Configuring Yubikey for Advanced Authentication Server

1 Download and install the Yubikey Personalization Tool from Yubico.

To download the Yubikey Personalization Tool, see the Yubico website (https://
www.yubico.com/products/services-software/download/yubikey-personalization-tools/).

2 Insert the Yubikey token.

Ensure that the token is recognized. The recognition is indicated by a message Yubi key i s
i nsert ed at the top-right corner of the Personalization tool.

Select Yubico OTP mode.
Select Configuration Slot 1, generate the Public Identity, Private Identity, and Secret Key.
Click Write Configuration and specify the configurations.

Open the Advanced Authentication Self-Service portal and select U2F method.

N o 1 AW

Click Save to complete the enroliment.

Configuring a Web Server to Use the FIDO U2F Authentication

This section is applicable for Debian 8 Jessie. The procedure may differ for other distributives.

This sections explains how to configure web server to use the FIDO U2F authentication in NetlQ
Access Manager for the OAuth 2.0 event.

According to the FIDO U2F specification, both enrollment and authentication must be performed for
one domain name. As NetlQ Access Manager and Advanced Authentication appliance are located on
different servers, you must configure web server to enable performing the following actions:

+ Port forwarding to Advanced Authentication appliance for the FIDO U2F method enroliment

+ Port forwarding to NetlQ Access Manager for further authentication using FIDO U2F tokens

Perform the following actions to configure a web server to use the FIDO U2F authentication.

Installing Nginx Web Server

You must install the Nginx web server for URL forwarding.
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To install Nginx, add the following two lines to the /et ¢/ apt/sources. |i st file:

deb http://packages. dotdeb.org jessie all
deb-src http://packages. dotdeb.org jessie al

Preparing SSL Certificate
Run the following commands:

nkdir —p /etc/nginx/ss

openssl req -x509 -nodes -days 365 -newkey rsa: 2048 -keyout /etc/nginx/ssl/

proxy. key -out /etc/nginx/ssl/proxy.crt

Preparing Nginx Proxy Configuration
Add the following to the / et ¢/ ngi nx/ si t es- avai | abl e/ pr oxy file:

server {

[isten 443 ssl;

error _log /var/log/nginx/proxy.error.log info;
server _name nam conpany. | ocal

ssl _certificate /etc/nginx/ssl/proxy.crt;

ssl _certificate_key /etc/nginx/ssl/proxy.key;
| ocation ~ ~/account {

proxy_set header X-Real-IP $renote_addr;

proxy_set header X- Forwar ded- Server $host;

proxy_set _header X- Forwarded-For $proxy_add_x_forwarded_for
proxy_set header Host $host;

proxy_pass https://<appliance_l P>$uri ?$ar gs;

}

| ocation ~ A/ static {

proxy_set header X-Real-IP $renote_addr;

proxy_set header X- Forwarded- Server $host;

proxy_set header X- Forwarded-For $proxy_add_x_forwarded_for
proxy_set header Host $host;

proxy_pass https://<appliance_l P>$uri ?$ar gs;

}

| ocation ~ A admin {

proxy_set header X-Real-IP $renote_addr;
proxy_set header X-Forwarded-Server $host;
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proxy_set header X-Forwarded-For $proxy_add x_forwarded for
proxy_set header Host $host;
proxy_pass https://<appliance_ | P>$uri ?$ar gs;

}

| ocation / {

proxy_set header X-Real-IP $renote_addr

proxy_set _header X- Forwarded- Server $host;

proxy_set header X-Forwarded-For $proxy_add x_forwarded_ for
proxy_set header Host $host;

proxy_read tinmeout 300;

proxy_pass https://<NAM | P>;

}
}

Create a link and restart the nginx service running the following commands:
In -s /etc/nginx/sites-avail abl e/ proxy /etc/nginx/sites-enabl ed/ proxy
servi ce nginx rel oad

Adding DNS Entries

Ensure that the NetlQ Access Manager name server corresponds to the IP address of web server.

Enrolling U2F FIDO

To enroll U2F, open the link ht t ps: / / <NAM_FQDN>/ account . The Self-Service portal of Advanced
Authentication server appliance is displayed.

Enroll the U2F method in the Self-Service portal. For information about enrolling, see “Enrolling the
Authentication Methods”.

8.22 \Voice
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In the Voice authentication method, a user receives a call with a PIN request, after which the user
must specify the PIN on his or her phone.

The following workflow describes the Voice authentication method in Advanced Authentication:

1 A user tries to authenticate with the Voice method.
2 The user receives a call on the phone with a PIN request.

3 User must specify the PIN that has been enrolled in the Self-Service portal during the
enrollment.

4 After the user specifies the PIN followed by a hash (#) symbol, user is authenticated with the
Voice method.

IMPORTANT: Phone number with extensions are supported for this method.

“ n

Special characters “,” and “x” are used to indicate wait time and can be used as separators between
phone number and extension.
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For example, if +123456789 is the phone number and 123 is the extension, then it can be specified
as +123456789,,,,123.

wn

In the above example, “,” is specified 4 times and this multiplied by 0.5 (default value in Twilio)
indicates the wait time, which is 2 (4*0.5) seconds. First, call is sent to the number 123456789 and
after a wait period of 2 seconds, the extension 123 is dialed.

To configure the Voice method, specify the following details:

+ Minimum PIN length: The length of the PIN must be at least three characters long.

+ Maximum PIN age: The validity period of a PIN. The default value is 42 days. If you set the age to
0, the PIN will not expire.

+ User cell phone attribute: The cell phone number of a user that is used to call the user for voice
authentication. You can use custom attributes such as nmobi | e, honePhone, i pPhone, and
other attributes of a repository. You must define the attribute in “User Cell Phone Attributes” of
the Repositories section.

NOTE: If you do not configure the attribute in the method settings, then the first attribute
defined in the “User Cell Phone Attributes” section of Repository configuration is used when the
user tries to authenticate. For example, if you define nmobi | e as the first attribute in User cell
phone attribute and do not configure the attribute in method settings of Voice, then while
authenticating, the first attribute, which is the nobi | e attribute, is used for the Voice method
authentication.

+ Allow overriding phone number: Option that allows to prevent users from providing a phone
number that is not registered in the LDAP repository. The option is set to ON by default. Set to
OFF to prevent users to specify a different phone number during the enroliment.

+ Allow user enrollment without a phone: Option to configure settings for the user to enroll the
Voice authenticator without a phone number in the repository.

Set this option to OFF to ensure that a user does not enroll the Voice authenticator without a
phone. The user gets an error message that you can specify in Error message.

Set this option to ON to allow the user to enroll the Voice authenticator without a phone.

IMPORTANT: Advanced Authentication does not notify a user about the expiry of a PIN.

Voice OTP

In the Voice OTP authentication method, a user receives an OTP over a call. The user must specify
this OTP on the device where the authentication is happening. The OTP must be used within a
specific time frame. Voice OTP is recommended to use with other methods, such as Password or
LDAP Password.

To configure the Voice OTP method, specify the following details:

¢ OTP period: The time period for which the Voice OTP is valid. Default time is 120 seconds. The
maximum value for the Voice OTP period is 360 seconds.

¢ OTP format: The length of the Voice OTP token. Default length is 4.

Configuring Methods 107



8.24

+ Body: The text or number in the Voice OTP that is sent to the user. Here, you can specify the
{ ot p} variable, which is the actual one-time password. To repeat the one-time password
during the call you can specify: Use the OTP for authentication: {otp}. OIP:
{otp}.

+ User cell phone attribute: Cell phone number of a user that is used to send the OTP through a
call. You can use custom attributes such as nobi | e, honePhone, i pPhone, and other
attributes of a repository. You must define the attribute in “User Cell Phone Attributes” of the
Repositories section.

NOTE: If you do not configure the attribute in the method settings, then the first attribute
defined in the “User Cell Phone Attributes” section of Repository configuration is used when the
user tries to authenticate. For example, if you define nmobi | e as the first attribute in User cell
phone attribute and do not configure the attribute in method settings of Voice OTP, then while
authenticating, the first attribute, which is the nobi | e attribute, is used for the Voice OTP
method authentication.

+ Allow overriding phone number: Option that allows to prevent users from providing a phone
number that is not registered in the LDAP repository. The option is set to ON by default. Set to
OFF to prevent users to specify a different phone number during the enrollment.

+ Allow user enrollment without a phone: Option to configure settings for the user to enroll the
Voice OTP authenticator without a phone number in the repository.

Set this option to OFF to ensure that a user does not enroll the Voice OTP authenticator without
a phone. The user gets an error message that you can specify in Error message.

Set this option to ON to allow the user to enroll the Voice OTP authenticator without a phone.

Web Authentication Method

Advanced Authentication facilitates you to authenticate with different Identity Providers such as
OAuth 2.0, OpenID Connect, and SAML 2.0 with the Web Authentication method. The Web
Authentication method uses browser and http based authentication protocols and can be used in
web environment or hybrid applications.

Before you configure the Web Authentication method, ensure that you set the correct Public
external URLs (load balancers) that provisions Advanced Authentication to the users.

NOTE: Ensure that you use a valid certificate for the Advanced Authentication server. Users may face
enrollment issues on the Internet Explorer and Microsoft Edge browsers, if the certificates are not
valid.

To configure the Web Authentication method for Advanced Authentication, perform the following
steps:

1 Click Methods > Web Authentication.

2 Click Add in Identity providers.

3 Select the Authentication type.

9

4 Click the arrow icon.
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You can configure the Web Authentication method to use the following Identity Providers:

¢ SAML
¢ OpenlID Connect
¢+ OAuth 2.0

8.24.1 SAML for Advanced Authentication

To add the SAML Identity Provider, perform the following steps:

1 Specify the identity provider name in Identity Provider.
2 Select the Available presets for Name ID Format.

The Name ID Format is automatically populated.

or

Specify manually in Name ID Format.

3 Click Browse to upload the Identity Provider Metadata file.

WARNING: Ensure that you choose the Identity Provider Metadata file that is exported from a
used Identity Provider. Do not use the metadata file exported from the Administrative Portal >
Policies > Web Authentication.

4 Click the save | “ |icon.

5 In the Upload SAML Service Provider signature certificate section, you must upload a certificate
file in the PEMformat with a private key. This certificate is used by the Web Authentication
method to sign a SAML Aut hnRequest token.

If the private key is protected by a password, specify the password in Private key password.
6 Click Save.

An Example Configuration with ADFS

Perform the following steps to add ADFS as an Identity Provider for the Web Authentication method.

1 Specify myexample-adfs as the IdP provider name.

2 Select urn:oasis:names:tc:SAML:1.1:nameid-format:WindowsDomainQualifiedName from
Available presets for Name ID Format.

The selected Name ID Format will be extracted from the SAML Aut hnResponse token and
saved as an authentication data (unique data which will be associated with the user).

3 Click Browse to upload the IdP Metadata file from the ADFS server.

4 Click the save | ¥ | jcon.

5 Inthe Upload SAML Service Provider signature certificate section, upload a certificate file in the
PEMformat with a private key.

If the private key is protected by a password, specify the password in Private key password.
6 Click Save.
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Configuring the ADFS Identity Provider

1 Save the Service Provider metadata from Advanced Authentication to a file. Use the URL
mentioned below to obtain the Service Provider metadata:

ht t ps: // AAF_SERVER/ webaut h/ TENANT/ net adat a

NOTE: The default TENANT is TOP. Use TOP as TENANT if you are not using multi-tenancy.

A sample Service Provider metadata is mentioned below:

<md: EntityDescriptor xm ns:nd="urn: oasis: nanmes:tc: SAM.: 2. 0: net adat a"
| D="_7a8608adlcfbcl149" entityl D="https://ww.d18r14.tk/webauth">
<md: SPSSCDescri pt or

pr ot ocol Support Enuner ati on="urn: oasi s: nanes: t ¢c: SAM.: 2. 0: pr ot ocol
urn: oasi s: names: tc: SAM.: 1. 1: pr ot ocol

urn: oasi s: nanes: t ¢c: SAML: 1. 0: prot ocol ">

<md: KeyDescri pt or >

<ds: Keyl nfo xm ns: ds="http://ww. w3. org/ 2000/ 09/ xm dsi g#" >

<ds: KeyNane>ht t ps: // wwv. d18r 14. t k/ webaut h</ ds: KeyName>

<ds: X509Dat a>

<ds: X509Certificate>

M | EOz CCAy OgAwW BAgl JAJcsr | QZzc TOMAOGCSqGSI b3DQEBOWUAM Gy MswCQYD
VQQGEW] DSDEC MBoGALUECAWTR3JI YXRI ci BadXJpY2ggQXJl YTEPMAOGALUEBWAG
WhVy aVWiNo MRe w-QYDVQQKDAS NaVWNy by BGh2N1 cy BBRz ERVAS GA1UECw QXV0aGFz
YXMkFz AVBgNVBAMVDIMLp Y3J v ZBj dXMuY29t MB8WLQYJKoZI hveNAQkBFi BhbGv4
YWk ZXl uZ2FsaWvdkBt aWNyb22vY3VzLm\vbTAgFwWOXN A1M AwOTMy Mzl aGA8Y
MIE2MDQY N A5Mz | zOVowgbl x Cz AJBgNVBAYTAKNI MRwwGg YDVQQ DBNHc mivhd Gy
| Fplcem j aCBBcnivhMBWDQYDVQHDAZadXJpY2gx Fz AVBgNVBAOMDK 1pY3JvI EZv
Y3Vz | EFHVREWDWYDVQQL DAhBA XRo YXNhc z EXMBUGALUEAWACOW j cnBmb2NLcy5)
b20xLzAt Bgkghki GOWOBCQEW GFsZXhhbnRl ci 5nYWpb@2QGLpY3JvZmej dXMi
Y29t M | Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEASZj KCY2x2r uYkV\Be
/1 g0aby9xqSx4bUogYuZnAwWLgZH2El Ex54T1YzKKc6a58t 9t FUOXb1Z47ay57g/ B
A1oOOVAHGCs| 6SRGAI Joj | OKSpLb1zZzMyj 3s1dd9hLE9KuScchApcJ5F8GxPf 6 YHO
VpY4d6e6Z+f SO711 K3UHpj bLQ71yoDV+s+wl+pngsLxi yV/ 7A+Cur xi Xi by XKx2x
j HvynZBPW 1P/ goi 54gbCZ1Pj RPKf x Uz RvW pH8T2xvf TOUAZL3HOBC6JIG&ZXQ
t 821 w/ za9t ADHOCxPol L/ JJyHeEGIAj 07uwlwks6mEv8wZY5KkhuDpW6BU 146+
t L5LSQ DAQABo1AWTj AdBgNVHQUAEFgQUoeHvvSDZn/ G ul 8Q6TOyI eN9g48wHWYD
VROj BBgwoAUoeHvvSDZn/ G ul 8Q6TOyI eN9g48wDAYDVROTBAUWAWEB/ z ANBgk(q
hki GOWOBAQs FAACCAQEAQ+TAXFor Gi / FFSpNLVxb7x/ yOleBi 7Juj H7 Cf NTKXUC3
STI TZi JaTLVXzNd9dvxSj zAoDy4NWV/ T4Ki Adss7JCTPwWG D3S8k/ a+GpogRzRcE
R1i / Z/ bx2l 4Pmk1g1z4l pugni cOal g/ OVAEO+kwDBK3EQ/ pgpoSi xAAvxEqVbt w
X9vdt 3W QCoACBr FABRDboalL ksl Ghk80Q37t EASKFYm4/ Of yB3PEv2uL0S6r P/ +E
Fp1Xhl k/ SMVRHNbOhLgpZmIxne96dnXpo+ZDeCCn87B3257eRFI 1eUe Anxuw79vv
ut er PobGSj j Pmty7sY2U3hLKsoVynRvgAohr d9k XSQ==

</ ds: X509Certi ficate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ md: KeyDescri pt or >

<md: Asserti onConsuner Servi ce

Bi ndi ng="ur n: oasi s: names: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"

Locati on="https://ww. d18r 14.t k/ webaut h/ cal | back" index="0"/>

</ md: SPSSODescr i pt or >

</ md: Enti t yDescri pt or >

2 In the ADFS Management console, click Relying Party Trusts > Add relying party trust.
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In the Add Relying Party Trust wizard, click Start.

Select Import data about the relying party from a file.

Click Browse to upload the Advanced Authentication’s metadata file that you created in Step 1.
Click Next.

Specify the Display name.

Click Next.

Ensure that Open the Edit Claim Rules dialog for this relying party trust when the wizard closes is
selected.

Click Close.

The Edit Claim Rules wizard is displayed.

Click Add Rule.

Select Transform an Incoming Claim from Claim rule template.
Click Next.

Specify the Claim rule name.

Set Incoming claim type to Windows account name.

Set Outgoing claim type to Name ID and Outgoing name ID format to Windows Qualified Domain
Name.

Ensure that Pass through all claim values is selected.
Click Finish.
Click OK.

In the ADFS Management console, click Relying Party Trusts and select the relying party trust
you added.

Right-click on the relying party trust and select Properties from the menu.
In Properties, click the Encryption tab and remove the certificate by clicking Remove.
Click OK.

NOTE: Web authentication method does not support the encrypted tokens.

8.24.2 OpenlID Connect for Advanced Authentication

To add the Open ID Connect Identity Provider, perform the following steps:

1
2

3

Specify the name of the provider in Provider name.

Select the Available presets.

The Issuer, Scope, and Key field are automatically populated.
Specify the Client ID and Client secret.

The Client ID and Client secret can be obtained by registering with the respective Identity
Provider that you select, for more information see Integrating Third Party Applications with
Advanced Authentication Using OpenlD Connect.
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NOTE: Set the Callback URL at the respective Identity Provider. For example, ht t ps: //
<aahost nane>/ webaut h/ cal | back

4 Turn Send Client secret as an URL parameter to ON to send the Client secret as a URL. By default,
the option is set to OFF.
5 Click the save | | icon.

6 Click Save to save the method configuration.

Integrating Third Party Applications with Advanced Authentication Using
OpenlID Connect
The following sample configurations explains how to configure third party applications with
Advanced Authentication using OpenID Connect.

+ “Integrating Advanced Authentication with Facebook” on page 112

+ “Integrating Advanced Authentication with Google” on page 113

+ “Integrating Advanced Authentication with Yahoo” on page 114

+ “Integrating Advanced Authentication with Microsoft Azure” on page 114

Integrating Advanced Authentication with Facebook

Perform the following steps to integrate Advanced Authentication with Facebook using OpenID
Connect:

1 Login to facebook for developers (https://developer.facebook.com).

2 Click My Apps.

3 In the left pane, click Settings > Basic.

4

Make a note of App ID and App Secret. These are the Client ID and Client Secret for Advanced
Authentication.

5 In Display Name, specify Advanced Aut henti cati on. This is the name for this OpenID
Connect configuration.

6 In App Domains, specify the domain name of the Advanced Authentication Server. For example
aaf app. deno. | i ve.

7 In Privacy Policy URL, specify the URL of the Advanced Authentication Server. For example
aaf app. deno. | i ve.

8 Scroll through the page until you find the Website section. If you cannot find the Website
section, click Add Platform > Website.

9 In the Website section, specify the web address of the Advanced Authentication Server. For
example aaf app. deno. | i ve.

10 Click Save Changes.

11 In the left pane, click Settings > Advanced.

12 Scroll through the page until you find the Domain Manager tab.
13 Click Add a Domain.
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14 In the Add a Domain window, specify the URL of the Advanced Authentication Server in Site
URL. For example aaf app. deno. | i ve.

15 Click Apply.
16 Click Save Changes.
17 In the left pane, click App Review.

18 Make your application public by clicking the toggle switch in the Make Advanced Authentication
public? section.

19 In the left pane, below the Products tab, click Settings.

20 In Valid OAuth Redirect URIs, specify ht t ps: // <Advanced Aut henticati on Server>/
webaut h/ cal | back.

21 Click Save Changes.

22 Specify the Client ID and Client Secret generated in Step 4 on page 112 in the Client ID and Client
Secret fields of Advanced Authentication Administrative Portal.

Integrating Advanced Authentication with Google

Perform the following steps to integrate Advanced Authentication with Google using OpenID
connect:

Login to Google APIs (https://console.developers.google.com/apis/credentials).

Click Credentials > Create.

Specify a Project Name and a Location.

Click Create.

Click Create credentials > OAuth client ID.

Click Configure a consent screen.

Specify a name in the Application name field. For example Advanced Authentication.
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In Authorised domains, specify the domain name of the Advanced Authentication Server. For
example aaf app. deno. | i ve.

9 In Application Homepage link, specify the web address of the Advanced Authentication Server.
For example ht t ps: / / aaf app. deno. | i ve.

10 In Application Privacy Policy link, specify the web address of the Advanced Authentication
Server. For example ht t ps: / / aaf app. deno. | i ve.

11 In Application type, select Web application.

12 In Application Terms of Service link, specify the web address of the Advanced Authentication
Server. For example ht t ps: / / aaf app. deno. | i ve.

13 In Name, specify a name for the OpenID Connect configuration.

14 In Authorized JavaScript origins, specify the Advanced Authentication server address. Ensure
that you specify the complete server address including ht t ps. For example htt ps: //
aaf app. deno. | i ve.

15 In Authorized redirect URIs, specify ht t ps: // <Advanced Aut henticati on Server>/
webaut h/ cal | back. Ensure that you specify the valid Advanced Authentication server name
inside <>,

16 Click Save.
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17 Make a note of the client ID and client secret specified in the OAuth client window. Click OK.

18 Specify the Client ID and Client Secret generated in Step 17 on page 114 in the Client ID and
Client Secret fields of Advanced Authentication Administrative Portal.

Integrating Advanced Authentication with Yahoo
Perform the following steps to integrate Advanced Authentication with Yahoo using OpenID connect:

Login to Yahoo Developer Network (https://developer.yahoo.com/apps/).
Click Create an app.
In Application Name, specify a name for the OpenlD Connect configuration.

In Application Type, select Web Application.
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In Callback Domain, specify the domain name of the Advanced Authentication Server. For
example aaf app. deno. | i ve.

Click Create.
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7 Make a note of the client ID and client secret. Click Update.

8 Specify the Client ID and Client Secret generated in Step 7 on page 114 in the Client ID and Client
Secret fields of Advanced Authentication Administrative Portal.

Integrating Advanced Authentication with Microsoft Azure

Perform the following steps to integrate Advanced Authentication with Microsoft Azure using
OpenlID connect:
1 Login to Microsoft Azure (https://portal.azure.com/).
2 Inthe left pane, click Azure Active Directory.
In the Manage section, click App registrations.
Click New application registration.
In Name, specify a name for the OpenID Connect configuration.

In Application Type, select Web app / API.
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In Sign-on URL, specify ht t ps: // <Advanced Aut henti cati on Server>/webaut h/
cal | back. Ensure that you specify the correct Advanced Authentication server address inside
<>,

8 Click Create.

9 Make a note of Application ID. It is the Client ID for Advanced Authentication.
10 Click Settings > Keys.
11 In the Passwords section, specify key description and key duration.
12 Click Save.

13 Make a note of the text generated in the VALUE field. It is the Client Secret for Advanced
Authentication.

14 In the left pane, click Azure Active Directory.
15 Click Properties.
16 Make a note of the text specified in the Directory ID field.
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17 Specify the text generated in Step 16 on page 114 in the Issuer field of Advanced Authentication
Administrative Portal.

18 Specify the Client ID generated in Step 9 on page 114 and Client Secret generated in Step 13 on
page 114 in the Client ID and Client Secret fields of Advanced Authentication Administrative
Portal.

OAuth 2.0 for Advanced Authentication

To add the OAuth 2.0 Identity Provider, perform the following steps:

1 Specify the name of the provider in Provider name.
2 Select the Available presets.

The Authorization endpoint, Token endpoint, Attributes endpoint, Scope, and Key field are
automatically populated.

3 Specify the Client ID and Client secret.

The Client ID and Client secret can be obtained by registering with the respective Identity
Provider that you select.

NOTE: Set the Callback URL at the respective Identity Provider. For example, ht t ps: //
<aahost nane>/ webaut h/ cal | back.

4 Turn Send Client secret as an URL parameter to ON to send the Client secret as a URL. By default,
the option is set to OFF.

5 Select the format of the access token from Access token is returned in body encoded as.

6 Set Send access token in "Authorization: Bearer" header to ON to send the access token as a
header. By default, the option is set to OFF.

7 Click the save | ¥ | icon.

8 Click Save to save the method configuration.

Windows Hello

Windows Hello authentication allows the users to use the Windows Hello Fingerprint and Facial
Recognition authentication to log in to Windows 10. Advanced Authentication supports the
Windows Hello fingerprint and facial recognition authentication.

To configure Windows Hello method in Advanced Authentication, perform the following steps:

1 Click Methods > Windows Hello.

2 (Optional) Set Allow to specify Username (for AD Users only) to ON if you want the Active
Directory users to specify their account name while enrolling. By default, the option is disabled.

This is applicable for Active Directory users only. This option does not affect local and other
repository users and they must specify their account name while enrolling.

3 Click Save.
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Creating a Chain

A chain is a combination of authentication methods. A user must pass all methods in the chain to
successfully authenticate. For example, if you create a chain with LDAP Password and SMS OTP, a
user must first specify the LDAP Password. If the LDAP password is correct, the system sends an SMS
with a One-Time-Password (OTP) to the user’s mobile. The user must specify the correct OTP to be
authenticated.

Advanced Authentication provides the following chains by default:
+ LDAP Password Only: Any user from a repository can use this chain to get authenticated with the

LDAP Password (single-factor) method.

+ Password Only: Any user who has a Password method enrolled can use this chain to get
authenticated with the Password (single-factor) method.

You can create any number of chains with multiple authentication methods. To achieve enhanced
security, include multiple methods in a chain.

Authentication comprises of the following three factors:

+ Something that you know such as password, PIN, and security questions.
+ Something that you have such as smart card, token, and mobile phone.

+ Something that you are such as biometrics (fingerprint or iris).

You can achieve multi-factor or strong authentication by using any two factors out of this list. For
example, multi-factor authentication can include a combination of password and a token or a
smartcard and a fingerprint.

After you create a chain, you can assign the chain to a specific user groups in your repository. The
chain is then mapped to an event.

To create a new chain or edit an existing chain, perform the following steps:

1 Click Chains.

2 Click Add to create a chain. You can also click the editicon # against the chain that you want to
edit.

3 Specify a name of the chain in Name.

4 Set Is enabled to ON to enable the chain.

5 Select the methods that you want to add to the chain from the Methods section.

You can prioritize the methods in the list. For example, if you create a chain with LDAP Password
and HOTP methods, then the user will be prompted for the LDAP Password method first and
then the OTP.

6 Specify the groups that will use the authentication chain in Roles and Groups.
You can specify the following roles and groups based on your requirement:

¢ ALL USERS: Applicable for all users and groups of all added repositories.
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+ <REPO\Group>: Applicable for a specific group from the repository. For example, to specify
users of an IT staff group, specify FOCUS\IT staff.

+ <REPO Users>: Applicable for all users of a specific repository. For example, to use all users
in the repository FOCUS, specify FOCUS Users.

IMPORTANT: It is recommended to not use those groups from which you cannot exclude users
because you will not be able to free up a user's license. For example, you use a Repo Users
group or ALL USERS group. If an employee from these groups leaves the company and you do
not delete the user’s domain account but disable it, the license will not be freed.

7 Expand Advanced Settings by clicking + and configure the following settings as required:

7a Set Apply if used by endpoint owner to ON if an Endpoint owner must use the chain.

NOTE: The Endpoint owner feature is supported only for Windows Client, Mac OS Client,
and Linux PAM Client.

7b (Conditional) Specify the MFA tags. When a user logs in to Windows on a workstation with
Advanced Authentication Windows Client installed, the user's account is moved to the
group specified in MFA tags.

NOTE: This functionality is available when you set the Enable filter to ON in the Logon Filter
for AD policy and configured the Logon Filter.

For example, if you specify a Card users group from Active Directory in MFA tags, the user is
moved from the legacy group (specified in the Advanced Settings of Active Directory
repository) to the Card users group.

NOTE: If the user credentials are saved with Remember my credentials, the MFA tag does
not work while connecting to the Remote Desktop.

7c (Conditional) Set Required chain to Nothing if this is a required (high-security) chain. To
configure a linked chain within a specific time period after successful authentication with a
required chain, choose an appropriate required chain. You also need to specify Grace
period (mins). Within this time period, the linked chain can be used instead of the required
chain. The maximum value for grace period is 44640 minutes (31 days).

For example, LDAP Passwor d+Car d is a required chain and Car d is a linked chain. The
users must use LDAP Passwor d+Car d chain once in every eight hours and within this
period, they can provide only card without the LDAP Password to authenticate.

IMPORTANT: The Required chain option is available when Linked Chains is set to ON in the
Linked chains policy. You must assign both a required and a linked chain to an Event. The
linked chain must be of higher order than the corresponding required chain.

8 (Conditional) Expand Risk Settings by clicking + and select a risk level in Minimum Risk Level.

A user can use this chain for completing authentication if the risk associated with the login
attempt matches or above the selected value.

For example, you have selected Low. This chain will be shown to the user if the risk level of that
login attempt is low, medium, or high.

If you have selected Medi um the chain will be shown to the user when the risk level of the login
attempt is medium or high.
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IMPORTANT: This option is available when you enable Risk Settings. For more information, see
Part Ill, “Configuring Risk Settings,” on page 235.

The following scenarios describe which chains are displayed if a rule is set as the decisive rule
with a specific action:

+ When arule is set as the decisive rule with action, Allow Access and if the rule succeeds,
the risk level is calculated as Low. User is shown with all chains (Low, Medium, and High) for
authentication.

+ When a rule is set as the decisive rule with action, Deny Access and if the rule fails, the risk
level is calculated as High. User is denied access and a message Access has been
deni ed is displayed without the chain selection.

You as a top administrator can enforce the configurations of a chain on secondary tenants. After
you configure the settings for a chain, you can freeze those configurations for that specific
tenant. The tenant will not be able to edit the settings in the tenant administrator console that
have been enforced by the top administrator for that chain.

To enforce the configurations for a specific tenant, perform the following steps:
9a In the Tenancy settings, click + to expand the settings.

9b Select the tenant to whom you want to enforce the configurations in Force the
configuration for the tenants.

9c After you add a tenant, the Hide forced settings option is displayed. You can turn this option
to ON if you want to hide the configurations that you have enforced on the tenant. This will
be hidden on the tenant administrator console.

(Conditional) In Custom names, you can specify the chain name in a specific language. To do this
click + to expand the settings and specify the chain name.

Click Save.

IMPORTANT: If you have configured more than one chain using one method (for example, LDAP
Password, LDAP Password+Smartphone) and assigned it to the same group of users and the
same event, then the top chain is always used if the user has enrolled all methods in the chain.
An exception is the use of a high-security chain and its appropriate simple chain, where the
simple chain must be higher than its high-security chain.
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10.1

Configuring Events

Advanced Authentication provides authentication events for the supported applications or devices.
You can configure an event to leverage the Advanced Authentication functionalities for an
application or a device. The application or device triggers the respective authentication event when
a user tries to access it.

You can create customized events for the following scenarios:

+ Third-party integrations.

+ To use Windows Client, Linux PAM Client, or Mac OS X Client on both domain joined and non-
domain workstations. It requires a separate event to use the non-domain mode.

+ Integrations using SAML 2.0 and OAUTH 2.0.

+ To create more than one RADIUS Server event.
This section discusses the following topics:

¢ Section 10.1, “Configuring an Existing Event,” on page 121

+ Section 10.2, “Creating a Customized Event,” on page 128

Configuring an Existing Event

1 Click Events.

2 Click the edit icon # against the event that you want to edit.
3 Ensure that Is enabled is set to ON if you want to use the event.
4 Select the Event type.

For most of the predefined events, you cannot change the Event type. For events such as
Windows logon, Linux logon, and Mac OS logon, you can change the Event type from OS Logon
(domain) to OS Logon (local) if the workstations are not joined to the domain.

+ Select OS Logon (domain) to allow only the domain joined users to login to the event.

+ Select OS Logon (local) to allow any Advanced Authentication user from any repository to
access the event. However, users must map themselves to a local user account during their
first login by providing the credentials.

5 Enable the reCAPTCHA option to ON if you want the Google reCAPTCHA option to be displayed
in the login page for the particular event.

The reCAPTCHA option is displayed only when you enable the Google reCAPTCHA Options
policy.

NOTE: The reCAPTCHA option is supported only for the Admin Ul event, Authenticators
Management event, Helpdesk event, Helpdesk user event, Report logon event, Tokens
Management event, and the Search Card event.
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By default, All Categories is set to ON. When the multiple event categories are created, users can
enroll an authentication method multiple times (one enrolled method per category).

When All Categories is set to ON, users can authenticate to the event using any of the supported
methods (Card, FIDO U2F, HOTP, Password, and TOTP) and Advanced Authentication
automatically chooses an appropriate authentication method.

To use other methods, Advanced Authentication prompts for the category selection.

The All Categories option is displayed only if you have added categories in the “Event
Categories” policy.

For example, an administrator has configured two categories CAT1 and CAT2. The Default
category is predefined in the Administration portal. Users can enroll three devices. The All
Categories is set to ON for the Windows logon event. A user has three cards and enrolls each to
a category as follows:

+ Card 1 to Default
+ Card 2 to CAT1
+ Card 3 to CAT2

After enrolling cards, the user can authenticate to the Windows event by using one of the
enrolled cards.

You can set All Categories to OFF if you want to disable support for multi-enroliment of
supported methods.

The Authenticator category is displayed when All Categories is set to OFF. Select the preferred
category from Authenticator category.

Select the chains that you want to assign to the current event.

In an event, you can configure a prioritized list of chains that can be used to get access to that
specific event.

(Conditional) In Risk Policy, select the policy that you want to assign to this event for assessing
the risk associated with a login attempt.

(Conditional) Click Create New Policy to create a new risk policy for this event.

Clicking this option opens the Risk Settings page.

IMPORTANT: Risk Policy and Create New Policy options are available when you enable Risk
Settings. For more information, see Part Ill, “Configuring Risk Settings,” on page 235.

If you want to restrict access of some endpoints to the event, add all the endpoints that must
have access to the Endpoint whitelist. The remaining endpoints are blacklisted automatically. If
you leave the Endpoints whitelist blank, all the endpoints will be considered for authentication.

Set Geo-fencing to ON to enable geo-fencing. Move the permitted zones from Available to Used.
For more information about configuring geo-fencing, see the Smartphone method.

IMPORTANT: You must enable the Geo Fencing Options policy to use the geo-fencing
functionality.

Select Allow Kerberos SSO if you want to enable single sign-on (SSO) to the Advanced
Authentication portals. Kerberos SSO is supported for AdminUI, Authenticators Management,
Helpdesk, and Report logon events.
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IMPORTANT: To use the Kerberos SSO feature, you must configure the Kerberos SSO Options
policy and upload a keytab file.

Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout in
repository is set to OFF and users who are locked on repository are not allowed to authenticate.

You as a top administrator can enforce the configuration of events (except the RADIUS Server
event) on secondary tenants. After configuring the settings for the event, you can freeze those
settings for a specific tenant. The tenant cannot edit the settings in the tenant administrator
console that have been enforced by the top administrator for that event.

To enforce the configurations for a specific tenant, perform the following steps:
14a In the Tenancy settings, click +.

14b Select the tenant to in Force the configuration for the tenants to whom you want to enforce
the configurations.

14c After you select a tenant, the Hide forced settings option is displayed. You can set Hide
forced settings to ON if you want to hide the configurations that you have enforced on the
tenant. When this option is set to ON, the tenant administrator console does not show
setting changes.

Select the Allow to logon to this event by shared template option to allow users to login using
shared authenticators. By default this option is disabled for the Aut hent i cat or s
Management, Hel pdesk, Hel pdesk User, Adm nU, Search Card, Token
Managenent , and Report Logon events and enabled for all the other events.

Click Save.

If you want to revert the changes to the default configuration, click Initialize default chains.

NOTE: If you have configured more than one chain using one method (for example, LDAP Password,
LDAP Password+Smartphone) and assigned it to the same group of users and to the same event, the
top chain is always used if the user has enrolled all the methods in the chain. An exception is the use
of a high-security chain and its appropriate simple chain, where the simple chain must be higher
than its high-security chain.

TIP:

Itis recommended to have a single chain with the Emergency Password method at the top of the

chains list in the Authenticators Management event and other events, which are used by users. The
chain will be ignored if the user does not have the Emergency Password enrolled. The user can use
the Emergency Password immediately after the helpdesk administrator enrolls the user with the
Emergency Password authenticator.

By default, Advanced Authentication contains the following events:

*

Section 10.1.1, “ADFS Event,” on page 124

Section 10.1.2, “AdminUl Event,” on page 124

Section 10.1.3, “Authentication Agent Event,” on page 125
Section 10.1.4, “Authenticators Management Event,” on page 125
Section 10.1.5, “Desktop OTP Tool Event,” on page 125

Section 10.1.6, “Helpdesk Event,” on page 125
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¢ Section 10.1.7, “Helpdesk User Event,” on page 126

+ Section 10.1.8, “Linux Logon Event,” on page 126

+ Section 10.1.9, “Mac OS Logon Event,” on page 126

+ Section 10.1.10, “Mainframe Logon Event,” on page 126

+ Section 10.1.11, “NAM Event,” on page 126

¢ Section 10.1.12, “NCA Event,” on page 127

+ Section 10.1.13, “RADIUS Server Event,” on page 127

+ Section 10.1.14, “Report Logon Event,” on page 127

¢ Section 10.1.15, “Search Card Event,” on page 127

+ Section 10.1.16, “Smartphone Enrollment Event,” on page 127
¢ Section 10.1.17, “Tokens Management Event,” on page 127
¢ Section 10.1.18, “Windows Logon Event,” on page 127

ADFS Event

This event is used to integrate Advanced Authentication with ADFS using the previous ADFS plug-in
for Advanced Authentication 5.x.

For 6.0, you can use the new ADFS MFA plug-in. For more information see the Configuring the
Advanced Authentication Server for ADFS Plug-in guide.

AdminUI Event

Use this event to access the Administration portal. You can configure the chains that can be used to
get access to the / adm n URL.

IMPORTANT: You must be careful when changing the default chains that are assigned to this event.
You may block the access to the Administration portal.

NOTE: You can promote users or group of users from a repository to the FULL ADMINS role in
Repositories > Local. After this, you must assign chains in which the methods are enrolled for users
with the AdminUI event (at a minimum with an LDAP Password).

WARNING: If you have enabled the Google reCAPTCHA policy for the Admin Ul event, you must
consider the following guidelines. Otherwise, a deadlock scenario can happen and you will not be
able to access the Administration portal without the cluster re-installation:

+ If the site key or secret key gets deleted at the Google server, you will not be able to get the
same site key or secret key. The site key and secret key used on the Administration portal are no
more valid and there is no way to bypass the reCaptcha on the Administration portal.

+ If you have registered the reCAPTCHA for one domain name and you change the domain name
or migrate the Advanced Authentication server to another domain name, the site key or secret
key used on the Administration portal are no more valid.
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10.1.3

10.1.4

10.1.5

10.1.6

Authentication Agent Event

Configure the settings of this event to enable a login to the Authentication Agent on Windows Client.

Authenticators Management Event

Use this event to access the Self-Service portal. In the Self-Service portal, users can enroll to any of
the methods that are configured for any chain and they are a member of the group assigned to the
chain.

Add an LDAP Password chain as the last chain in the list of chains to ensure secure access to the
portal for users who have methods enrolled.

IMPORTANT: If the Administration portal uses a repository that does not have any user, you must
enable a chain with Password only (Authenticators Management - Password) for this event. This
action enables you accessing the Self-Service portal or changing the password in the Self-Service
portal.

You can also perform basic authentication with Advanced Authentication. To achieve basic
authentication, set the Allow basic authentication option to ON in the Event Edit screen for
Authenticators Management.

NOTE: The basic authentication is supported only for the Authentication Management event and for
the Password, LDAP Password, and HOTP methods.

You must specify / basi ¢ with the URL to login to the enrollment page. The Login page appears and
the format of the Username you must provide is:
user nane: PASSWORD| LDAP_PASSWORD| HOTP: 1. For example: admi n: PASSWORD: 1.

When you log in to the Self Service portal, by default the chain with the highest priority is displayed.
To display the other chains with the enrolled methods, set Show chain selection to ON.

NOTE: If you enable to show the chain selection, but a chain is not displayed in the list of available
chains in the Self-Service portal, ensure that all the methods of the chain are enrolled by the user.

For more information, see “Managing Authenticators” in the Advanced Authentication- User guide.

Desktop OTP Tool Event

Use this event to enroll the TOTP method using the Desktop OTP tool. This event supports a chain
with either LDAP Password or Password method as a single factor authenticator.

Helpdesk Event

Configure the settings of this event to enable the Helpdesk administrator to access the Helpdesk
portal. One of the roles of a Helpdesk administrator is to set an emergency password for users. An
emergency password is a temporary password for users when they lose their smart card or smart
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10.1.7

10.1.8

10.1.9

10.1.10

10.1.11

phone. Some companies restrict self-enrollment and have the Helpdesk administrator who does the
enrollment after hiring. You can promote the repository administrators or users as Helpdesk
administrators in the Repositories > LOCAL > Edit > Global Roles > ENROLL ADMINS section.

You can manage the enrollment and re-enrollment of the authenticators in one of the following
ways:

¢ Restrict the self-enrollment and force users to enroll through the Helpdesk.

Or

+ Restrict only the re-enrollment or deletion of authenticator from the Self-Service portal using
the Disable re-enrollment option.

For more information, see “Managing Authenticators” in the Advanced Authentication- Helpdesk
Administrator guide.

Helpdesk User Event

Configure the settings of this event to enable the Helpdesk administrator to authenticate users in
the Helpdesk portal. This event is applicable for the User to manage screen that appears on the
Helpdesk portal.

You must enable the Ask credentials of management user option in the Helpdesk Options policy
before using this event.

Linux Logon Event

Configure the settings of this event to enable login to the Linux Client. If you want to use Linux Client
on non-domain joined workstations, change the Event type from OS Logon (domain) to OS Logon
(local).

Mac OS Logon Event

Configure the settings of this event to enable login to the Mac OS Client. If you want to use Mac OS
Client on non-domain joined workstations, change the Event type from OS Logon (domain) to OS
Logon (local).

Mainframe Logon Event

Configure the settings of this event to enable login to the Mainframe system.

NAM Event

Configure the settings of this event to facilitate the integration of Advanced Authentication with
NetlQ Access Manager (https://www.netiq.com/products/access-manager/).
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10.1.12

10.1.13

10.1.14

10.1.15

10.1.16

10.1.17

10.1.18

NCA Event

Configure the settings of this event to facilitate the integration of Advanced Authentication with
NetlQ CloudAccess (https://www.netig.com/products/cloudaccess/). CloudAccess must be
configured to use Advanced Authentication as an authentication card and user stores must be added
for the repositories for the integration to work. For more information, see the Advanced
Authentication CloudAccess documentation.

RADIUS Server Event

The Advanced Authentication server contains a built-in RADIUS server to authenticate any RADIUS
client using one of the chains configured for the event. For more information about configuring the
RADIUS Server event, see “RADIUS Server”.

Report Logon Event

Configure the settings of this event to log in to the Advanced Authentication Reporting portal. For
more information about the Reporting portal, see “Reporting”.

Search Card Event

Configure the settings of this event to log in to the Advanced Authentication Search Card portal. The
Search Card functionality helps you to get the card holder’s contact information by inserting the card
in the card reader. For more information about searching a card holder’s information, see “Searching
a Card Holder’s Information”.

Smartphone Enroliment Event

Use this event to enroll the Smartphone method using an enrollment link. This event supports a
chain with either LDAP Password or Password method as a single factor authenticator.

To enroll the Smartphone method using a link, users are required to click the link then specify their
user name and password. The users of LDAP repositories can use the LDAP password, the local users
and users of other repo (for example, SQL repo) who do not have an LDAP password can use their
enrolled password to enroll the Smartphone method by link.

Tokens Management Event

Configure the settings of this event to log in to the Advanced Authentication Tokens Management
portal. The Tokens Management functionality allows you to assign each token to specific user. For

“un

more information about assigning a token to user, see “”.

Windows Logon Event

Configure the settings of this event to log in to the Windows Client.

Configuring Events 127


https://www.netiq.com/products/cloudaccess/

10.2

10.2.1

Creating a Customized Event

You can create customized events in the following scenarios:

+ Third-party integrations.

+ When you must use Windows Client or Linux PAM Client, or Mac OS X Client on both the
domain joined and non-domain workstations and you must have a separate event to use the
non-domain mode.

+ Forintegrations using SAML 2.0 and OAUTH 2.0.

+ To create more than one RADIUS Server event.
You can create the following types of customized events:

+ Generic

*

OS Logon (domain)
OAuth2
SAML2
RADIUS

*

*

*

Creating a Generic Event

You can create a generic event for Windows Client, Mac OS X Client, and Linux PAM Client
workstation when these clients are not joined or bound to a domain.

Perform the following steps to create a generic event:

Click Events > Add.
Specify a name for the event.
Set Is enabled to ON.

Select Generic in the Event type.

i A W N =

Select the Authenticator category. The Authenticator category option is displayed only if you
have added categories in the “Event Categories” policy.

)]

Select the chains that you want to assign to the current event.

7 (Conditional) In Risk Policy, select the policy that you want to assign to this event for assessing
the risk associated with a login attempt.

8 (Conditional) Click Create New Policy to create a new risk policy for this event.

Clicking this option opens the Risk Settings page.

IMPORTANT: Risk Policy and Create New Policy options are available when you enable Risk
Settings. For more information, see Part Ill, “Configuring Risk Settings,” on page 235.

9 If you want to restrict access of some endpoints to the event, add all the endpoints that must
have access to the Endpoint whitelist. The remaining endpoints are blacklisted automatically. If
you leave the Endpoints whitelist blank, all the endpoints will be considered for authentication.

10 Set Geo-fencing to ON to enable geo-fencing. Move the permitted zones from Available to Used.
For more information about configuring geo-fencing, see the Smartphone method.
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IMPORTANT: You must enable the Geo Fencing Options policy to use the geo fencing
functionality.

11 Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout in
repository is set to OFF and users who are locked on repository are not allowed to authenticate.

12 A top administrator can enforce the configuration of events (except the RADIUS Server event)
on secondary tenants. For more information, see Step 14 on page 123.

13 Click Save.

NOTE: When you create a custom event, you must specify the custom event in the configuration file
of the related endpoints. For more information, see the Advanced Authentication- Linux PAM Client,
Advanced Authentication - Mac OS X Client, or Advanced Authentication - Windows Client guides
related to the specific endpoint.

10.2.2 Creating an OS Logon (Domain) Event

You can create this event when the third-party application needs to read password of a user after
authentication. For example, when Windows Client, Mac OS X Client, or Linux PAM Client
workstation is joined or bound to a domain, the third-party application must read the password of
the user.

The steps to create an OS Logon (domain) event are similar to the Generic event.

10.2.3 Creating an OAuth 2.0 Event

You can create this event for third-party integrations with OAuth 2.0.
To create an OAuth 2 event, perform the following steps:

Click Events > Add.

Specify a name for the event.
Set Is enabled to ON.

Select OAuth2 in the Event type.

gua A W N =

Select the Authenticator category. The Authenticator category option is displayed only if you
have added categories in the “Event Categories” policy.

[=)]

Select the chains that you want to assign to the current event.

7 (Conditional) In Risk Policy, select the policy that you want to assign to this event for assessing
the risk associated with a login attempt.

8 (Conditional) Click Create New Policy to create a new risk policy for this event.

Clicking this option opens the Risk Settings page.

IMPORTANT: Risk Policy and Create New Policy options are available when you enable Risk
Settings. For more information, see Part I, “Configuring Risk Settings,” on page 235.
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9 Specify the Redirect URIs. The Client ID and Client secret are generated automatically. The Client
ID, Client secret, and Redirect URI are consumed by the consumer web application. After
successful authentication, the redirect URI web page specified in the event is displayed.

10 In Advanced Settings, perform the following actions:

+ Set the Use for Owner Password Credentials option to ON, if the consumer web application
provides authorization in the form of Resource Owner Password Credentials Grant.

+ Set the option to OFF, if the consumer web application provides authorization in the form
of Authorization Code Grant or Implicit Grant.

NOTE: If option is set to ON, you can use only the LDAP Password only chain for this event. It is
recommended to use separate events for Resource Owner Password Credentials Grant (Use for
Owner Password Credentials > ON) and Authorization Code Grant / Implicit Grant (Use for Owner
Password Credentials > OFF).

11 Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout in
repository is set to OFF and users who are locked on repository are not allowed to authenticate.

12 A top administrator can enforce the configuration of events (except the RADIUS Server event)
on secondary tenants. For more information, see Step 14 on page 123.

13 Click Save.

After you have created an OAuth 2 event, perform the following steps to access the consumer web
application:
1 Specify the Client ID, Client secret, and redirect URIs in the consumer web application.

2 Specify the appliance end point (authorization end point) in the web application. For example,
https://<Appliance | P>/ osp/al TOP/ aut h/ oaut h2/ grant.

3 Authenticate with the required authentication method(s) to access the consumer web
application.

NOTE: Authorization is provided in the form of Authorization Code Grant or Implicit Grant or
Resource Owner Password Credentials Grant.

10.2.4 Creating a SAML 2.0 Event

You can create this event for third-party integrations with SAML 2.0.

Click Events > Add.

Specify a name for the event.
Set Is enabled to ON.

Select SAML 2 in the Event type.
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Select the Authenticator category. The Authenticator category option is displayed only if you
have added categories in the “Event Categories” policy.

[=)]

Select the chains that you want to assign to the current event.

7 (Conditional) In Risk Policy, select the policy that you want to assign to this event for assessing
the risk associated with a login attempt.
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10.2.5

8 (Conditional) Click Create New Policy to create a new risk policy for this event.

Clicking this option opens the Risk Settings page.

IMPORTANT: Risk Policy and Create New Policy options are available when you enable Risk
Settings. For more information, see Part Ill, “Configuring Risk Settings,” on page 235.

9 In SAML 2.0 settings, perform the following actions:

NOTE: You must configure the Web Authentication policy for the SAML 2.0 event to work
appropriately.

9a

9b

9c

9d

9e

You can either insert your Service Provider's SAML 2.0 metadata in SP SAML 2.0 metadata
or click Browse and select a Service Provider's SAML 2.0 metadata XML file to upload it.

Set the Send E-Mail as NamelD (suitable for G-Suite) option to ON for integrating with the G-
suite.

Set the Send SAMAccount as NamelD option to ON to send SAMAccountName in the
NamelD attribute as a SAML response from the Advanced Authentication server.

This option must be enabled for the integration with CyberArk.

WARNING: You can set Send SAMAccount as NamelD to ON only when the Send E-Mail as
NamelD (suitable for G-Suite) option is turned OFF.

Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout
in repository is set to OFF and users who are locked on repository are not allowed to
authenticate.

A top administrator can enforce the configuration of events (except the RADIUS Server
event) on secondary tenants. For more information, see Step 14 on page 123.

10 Click Save.

Creating a RADIUS Event

When you want to add multiple RADIUS clients, you can add them to the predefined RADIUS Server
event. But all the RADIUS clients will use the same authentication chain(s). If you want to configure
specific authentication chain(s) for different RADIUS clients, then you must create a custom RADIUS
event. To add a custom RADIUS event, perform the following steps:
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Click Events > Add.

Specify a name for the event.

Ensure that Is enabled is set to ON.
Select RADIUS from Event Type.

Select the chains that you want to assign to the event.

(Conditional) In Risk Policy, select the policy that you want to assign to this event for assessing
the risk associated with a login attempt.

(Conditional) Click Create New Policy to create a new risk policy for this event.

Clicking this option opens the Risk Settings page.

Configuring Events 131



132

IMPORTANT: Risk Policy and Create New Policy options are available when you enable Risk
Settings. For more information, see Part Ill, “Configuring Risk Settings,” on page 235.

Select RADIUS from Endpoint whitelist.

9 Click Add to add and assign a RADIUS Client to the event:

10

11

12

9a Specify the IP address of the RADIUS Client in IP Address.
9b Specify the RADIUS Client name in Name.

9c Specify the RADIUS Client secret and confirm the secret.
9d Ensure that the RADIUS Client is set to ON.

9e Click Y to save the RADIUS Client.

9f Add more RADIUS Clients if required.

Specify NAS ID for the RADIUS event and use the same NAS ID on the configured RADIUS clients
to associate them with the custom RADIUS event.

NAS ID is a unique identifier to map RADIUS clients to the custom RADIUS event.

NOTE: While configuring the predefined RADIUS Server event, NAS ID is optional. But while
adding a custom RADIUS event, it is required to specify NAS ID that is used to map RADIUS
clients with the custom RADIUS event.

Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout in
repository is set to OFF and users who are locked on repository are not allowed to authenticate.

Click Save.
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Managing Endpoints

Endpoints are devices where the Advanced Authentication server authenticates. An endpoint can be
a Windows workstation for Windows Client endpoint, or Advanced Authentication Access Manager
appliance for the NAM endpoint and so on.

The endpoints are automatically added when you install a plug-in such as NAM or install Windows
Client. The RADIUS endpoint, an OSP endpoint that is used for WebAuth authentication, and
Endpoint41 and Endpoint42 are the predefined endpoints.

NOTE: Endpoint41 and Endpoint42 are created for the integration with legacy NAM and NCA plug-
ins, which are used in NAM 4.2 and earlier versions with Advanced Authentication 5.1.

The NAM and NCA plug-ins work with the hard coded endpoint ID and secret. In Advanced
Authentication 5.2 and later, you must register the endpoints. This breaks the backward
compatibility with old plug-ins. These two legacy endpoints allow to keep the old plug-ins working.

To configure an endpoint for Advanced Authentication, perform the following steps:

1 In the Endpoints section, click Edit against the endpoint you want to edit.
2 You can rename the endpoint, change its description or endpoint type.
3 Set Is enabled to ON to enable the endpoint.

4 Set Is trusted to ON if the endpoint is trusted. In some integrations such as Migration Tool,
Password Filter, NAM, and NCA you must enable the Is trusted option for their endpoints.

5 Specify an Endpoint Owner if you have configured a specific chain to be used by the Endpoint
owner only. This is a user account that must be able to use a different chain than the other
users for authentication.

The Endpoint Owner feature is supported for Windows Client, Mac OS Client, and Linux PAM
Client only.

NOTE: Additional information such as Operating System, Software version, Last session time and
Device information are displayed. Also in Advanced properties, RAM information is displayed.

Advanced Authentication Windows Client 5.6 or newer, Advanced Authentication Linux PAM
Client 6.0 or newer, Advanced Authentication Mac OS X Client 6.0 or newer must be installed on
the endpoint.

6 Click Save.

You can create an endpoint manually. This endpoint can be used for the third-party applications that
do not create endpoints.

To create an endpoint manually, perform the following steps:

1 In the Endpoints section, click Add.
2 On the Add endpoint page, specify a Name of the endpoint and its Description.
3 Set the Type to Other.
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Set Is enabled to ON.
Set Is trusted to ON if the endpoint is trusted.
Leave Endpoint Owner blank.

Click Save. The New Endpoint secret window is displayed.

0w N o u b

Take down the values specified in Endpoint ID and Endpoint Secret and place them in a secure
place in your application.

NOTE: You will not be able to get the Endpoint ID and Endpoint Secret later on the appliance.

9 Click OK.

NOTE: Tenancy settings are not supported for Endpoints.

IMPORTANT: You must ensure not to remove an endpoint that has at least one component running
on it such as Windows Client, Logon Filter, RD Gateway plug-in, or ADFS plug-in. Endpoint is removed
automatically when you uninstall Windows Client. However you must remove the endpoint
manually when you uninstall Logon Filter, RD Gateway plug-in or ADFS plug-in.

If you remove an endpoint accidentally, ensure to remove the records with prefix endpoint* from
the %°r ogr anDat a% Net | Q W ndows C i ent\config. properti es file and re-start the
machine. This recreates the endpoint.
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Configuring Policies

Policies contain configuration settings for the Advanced Authentication methods, events, and so on.

For example, to use the Email OTP method, you must configure the server and port settings in the
Mail sender policy and to use the Multitenancy mode, you must enable the Multitenancy options

policy.

Advanced Authentication provides the following policies:

*

Section 12.1, “Authentication Agent,” on page 136

Section 12.2, “Authenticator Management Options,” on page 137
Section 12.3, “Cache Options,” on page 138

Section 12.4, “CEF Log Forward Policy,” on page 139

Section 12.5, “Custom Messages,” on page 140

Section 12.6, “Custom CSS,” on page 144

Section 12.7, “Delete Me Options,” on page 146

Section 12.8, “Endpoint Management Options,” on page 146
Section 12.9, “Event Categories,” on page 147

Section 12.10, “Geo Fencing Options,” on page 147

Section 12.11, “Google reCAPTCHA Options,” on page 148
Section 12.12, “Helpdesk Options,” on page 149

Section 12.13, “HTTPS Options,” on page 150

Section 12.14, “Kerberos SSO Options,” on page 151

Section 12.15, “Linked Chains,” on page 153

Section 12.16, “Lockout Options,” on page 154

Section 12.17, “Login Options,” on page 155

Section 12.18, “Logo,” on page 156

Section 12.19, “Logon Filter for Active Directory,” on page 156
Section 12.20, “Mail Sender,” on page 156

Section 12.21, “Multitenancy Options,” on page 158

Section 12.22, “Password Filter for Active Directory,” on page 159
Section 12.23, “Public External URLs (Load Balancers),” on page 159
Section 12.24, “RADIUS Options,” on page 160

Section 12.25, “Replica Options,” on page 168

Section 12.26, “Reporting Options,” on page 169

Section 12.27, “SMS Sender,” on page 169

Section 12.28, “Users Synchronization Options,” on page 174
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+ Section 12.29, “Voice Sender,” on page 174
+ Section 12.30, “Web Authentication,” on page 176

To configure a policy, perform the following steps:

1 Click Policies in the Administration portal.

2 Click the Editicon # against the policy you want to configure.
You can also double-click on the policy to edit the configuration.
3 Make the required changes for a specific policy.

A top administrator can enforce the configurations of a policy on secondary tenants. After
configuring a policy, you can lock the settings for that specific tenant. The tenant cannot edit
the locked settings in the tenant administrator console.

To enforce the configurations for a specific tenant, perform the following steps:
3a In Tenancy settings, click +.

3b Move the tenant to whom you want to enforce the configurations from the Available to the
Used list in the Force the configuration for the tenants section.

3c After you add a tenant, the Hide forced settings option is displayed. You can turn this option
to ON if you want to hide the configurations that you have enforced on the tenant.

NOTE: The Tenancy settings are not supported for the following policies: CEF log
forwarding, Event categories, HTTPS Options, Logo, and Multitenancy options.

A tenant administrator cannot access the CEF log forwarding and Multitenancy options
policies.

4 Click Save.

IMPORTANT: The configured policies are applied for all the Advanced Authentication servers.

12.1 Authentication Agent

In this policy, you can configure the Daemon host. The Daemon host is address of the server that
contains a background service to manage connections and incoming requests from the
Authentication Agents. The Daemon host is secured by default.

NOTE: To initiate an authentication process using the Authentication Agent installed on a Windows
machine, you must configure the Authentication Agent chain in the configuration file of the
respective Clients. For more information about how to configure the Authentication Agent in
different Clients, see Linux Client, Mac Client, and Windows Client.

To configure the Authentication Agent policy, perform the following steps:

1 Specify the IP address of the Advanced Authentication server that manages requests from
Authentication Agents in Daemon host. The loop-back address (127.0.0.1) is set by default. The
Loop-back address is self-address of a particular computer. With the loop-back address, a
computer can transmit signals to itself to communicate and check network connectivity.
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12.2

12.2.1

12.2.2

For more information about how to configure DNS in the Authentication Agent to discover the
daemon host, see “Setting DNS for Server Discovery”.

NOTE: In a cluster, if there are multiple Advanced Authentication servers, you must specify the
address of one server in Daemon host that can accept connections and manage requests from
the Authentication Agents. The server stores these connection details in the memory and are
not replicated. Therefore, in a cluster do not retain the default address (127.0.0.1) in Daemon
host.

2 By default, Verify SSL is set to ON to secure the daemon host. Ensure that a valid SSL certificate
is uploaded in Server Options tab of the Advanced Authentication server which is configured as
daemon host.

3 Click Save.

Authenticator Management Options

This policy allows you to configure the following two settings:

+ Section 12.2.1, “Enabling Sharing of Authenticators for the Helpdesk Administrators,” on
page 137

+ Section 12.2.2, “Disabling Re-Enrollment of the Authenticators in the Self-Service Portal,” on
page 137

Enabling Sharing of Authenticators for the Helpdesk
Administrators

This setting allows a user to authenticate with his or her authenticator to another user’s account.
The helpdesk administrator can share an authenticator of one user with another user.

To enable sharing authenticators, set Enable sharing of authenticators to ON.

The account of an helpdesk administrator must be added to the SHAREAUTH ADMINS group to grant
privilege to share the authenticators. For more information about how to allow the helpdesk
administrators to share authenticators, see “Local Repository”.

NOTE: Shared authenticators work only in the online mode. Cached login does not work for the
shared authenticators. The supported methods for sharing authenticators are TOTP, HOTP, Password,
Fingerprint, Card, and FIDO U2F.

For more information, see “Sharing Authenticators”in the Advanced Authentication- Helpdesk
Administrator guide.

Disabling Re-Enroliment of the Authenticators in the Self-Service
Portal

This setting allows you to restrict users from re-enrolling, editing, and deleting the enrolled
authenticators in the Self-Service portal.
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12.3

NOTE: This setting disables re-enrollment and removal of the authenticators only in the Self-Service
portal. The setting has no effect on the Helpdesk portal.

To disable re-enrollment or removal of authenticators, set Disable re-enrollment to ON.

WARNING: If you access the Administration portal with a local user credentials such as local\admin,
you might get into a lockout situation. This can happen when the administrator's password expires
and it is not possible to change the password through the Self-Service portal. Therefore, to use the
Disable re-enrollment option, you must configure the access of a repository account to the
Administration portal. To do this:

+ Add authorized users or a group of users from a repository to the FULL ADMINS role.

+ Assign chains, which contain methods that are enrolled for users, to the AdminUI event (at a
minimum with an LDAP Password method).

Cache Options

In this policy, you can disable the local caching of authenticators. The policy is supported for
Windows Client, Mac OS X Client, and Linux PAM Client for chains that use the methods: LDAP
Password, Password, HOTP, TOTP, Smartphone (offline mode), Card, FIDO U2F, Fingerprint, and PKI.

This policy allows you to configure the following settings:

+ By default, the Enable local caching option is enabled. To disable the caching, set the option to
OFF and click Save.

The caching functionality enables the storing of credentials on the Client for offline
authentication, when the Advanced Authentication server is not available. Therefore, a user
who has successfully logged in once to the server with the authentication, can now login with
the offline authentication.

+ By default, the Cache expire time is set to 0, to indicate that the cache never expires. Use the
Cache expire time option to set the duration (in hours) to store user authenticators in Client
cache. The maximum expiry time that you can set is 24 * 366 (8784 hours). This setting is
applicable for the Advanced Authentication Clients.

When a user logs in with cached authenticators, Advanced Authentication compares the last
online login time with the current offline authentication time. If the time duration is less than or
equal to the specified duration in Cache expire time, the user is authenticated to Clients.

For example, consider the Cache expire time is set to 2 hours. The last online log in time of the
user to Client is 1:00 PM. When the user tries to log in to Windows Client using cached
authenticator credentials at 2:30 PM, the authentication is successful and the user is logged in
to Windows Client. But, if the user tries to log in with cached authenticator credentials at 4:00
PM, the offline authentication fails and displays the following message as the cache has expired.

Aut henti cators of <user name> were not cached. Press OK and try againto
log in as local user or cached user

+ By default, the Allow Local caching for logons by shared templates is set to OFF, to indicate that
shared authenticators are not cached. To enable caching shared authenticators in Clients, set
Allow Local caching for logons by shared templates to ON. Clients can use cached details for
validation during the offline authentication.
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Before you enable this option, ensure to enable the following settings to cache shared
authenticators:

+ Enable Sharing of Authenticators in Policies > Authenticator management options
For more information, see Authenticator Management Options.
+ Enable Allow logon to this event by shared authenticator for the required events in Events

For more information, see Configuring an Existing Event.

NOTE: You can use the enforced cached logon instead of the default online logon, to improve the
logon and unlock speed on Clients. For more information, refer to the following topics:

+ For Linux, see “Configuring the Enforced Cached Login” in the “Advanced Authentication- Linux
PAM Client” guide.

+ For mac OS, see “Configuring the Enforced Cached Logon” in the “Advanced Authentication -
Mac OS X Client” guide.

+ For Windows, see “Configuring the Enforced Cached Login” in the “Advanced Authentication -
Windows Client” guide.

CEF Log Forward Policy

In this policy, you can configure settings to forward the logs to an external Syslog server. The central
logging server can be used for log forwarding. To configure the policy, perform the following steps:
1 Set Enable to ON.
2 Specify the IP address of the remote logging server in Syslog server.
3 Specify the port of the remote logging server in Port.
4

Select an applicable transfer protocol from Transport.

IMPORTANT: For Risk Audit events, only TCP is supported.

5 Click Save.

NOTE: The same Syslog configuration is used for each server type. Each server type in the appliance
records its own log file.

To forward the logs to external Syslog server, navigate to / opt / aaut h/ docker - conpose. ym and
then add # symbol to the line LOGSPOUT=i gnor e to comment out.

All logs of the Logs section except the Async and WebAuth logs are forwarded to the external Syslog
server. For more information about logs, see Chapter 28, “Logging,” on page 323.

For more information about how to integrate Advanced Authentication with external log
management server, see an example “Configuring Integration with Sentinel”.
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12.5

12.5.1

Custom Messages

In this policy, you can customize the error messages, method message and prompt message of a
specific language.

For example, you can customize the default logon error message in English to Your | ogi n
fail ed. Inthe Self-Service portal, when the user specifies wrong user name, the customized error
message is displayed.

To customize the messages, perform the following tasks:

+ Customizing Messages in the Custom Localization File

+ Customizing a Specific Message on the Portal

NOTE: The customized messages are cached in the Advanced Authentication server. The refresh
interval for custom messages is one hour. Therefore, when you customize a message or upload a
custom localization file, the respective message is displayed on the corresponding Advanced
Authentication portals and clients after an hour.

You can also perform the following tasks in the Custom Messages policy:
+ Customize the authentication request message displayed on the app. For more information, see
Customizing Authentication Request Message For Smartphone Method.

+ Customize the prompt messages of authentication methods for RADIUS event. For more
information, see Customizing Prompt Messages of the Authentication Methods for RADIUS
Event.

+ Customize message on the clients. For more information, see Customizing the Messages for
Clients.

Customizing Messages in the Custom Localization File

To customize preferred messages using the Custom localization file, perform the following steps:

1 Click Custom Messages.
2 Perform one of the following action to download the custom localization file on your local drive:

¢ Click Download original to save the cust om nmessages. t ar. gz file that contains the
default messages.

+ [f you have customized the messages, click Download current messages to save the
current _custom nessages. tar. gz file that contains the latest messages.

3 Extract the files from the cust om nmessages. t ar . gz file.
4 Navigate to the preferred language folder.

To customize English messages, use the cust om nessages. pot file and for other languages
use the cust om nessages. po file.

5 Open the cust om nessages. pot file in the text format.

6 Specify the message in the nsgstr
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7

msgid "User not
msgscr ""

[F % )

o

msgid "The user
msgstr "7

s B T% ]

msgctxt "errors.

msgctxt "method.

msgotxt "method.

user not found"”
found™

swisscom.user should accept reguest”
ghould accept your reguest with his/her mobile phone™

meszaging.cannot_determine recipient address”

10 msgid "Cannot determine OTP recipient address™

m=sgstr "™

[
L R

m=egid "Password

Fs PR Y

1 msgotxt "method.
m=egid "Emergency password is not effective yet. Wait 3{wait_day5} day (="

msgstr ""

oo m

5 e

Save the changes.

msgctxt "method.

virtual password.password will expire”
will expire after 5{days} days"

msgstr "Password will expire in £{days} days"

emergency password.password is not effective”

8 Compress the cust om nmessages folderto . tar. gz or. zi p format.

9 Click Browse and select the compressed cust om nessages file from the local drive.

10

Click Upload.

12.5.2 Customizing a Specific Message on the Portal

To customize a specific message on the portal, perform the following steps:

1
2

Click Custom Messages.

Use the Message filter to search for a specific message or you can find the preferred message

manually.

Use the Message Group to search a specific message by group. Options available are All, Method
messages, Error messages, and Other messages.

Click the Edit # icon next to the preferred message. You can also double-click on the message

to edit the content.

Specify the message in the preferred language.

Click Save.
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12.5.3

Customizing Authentication Request Message For Smartphone
Method

You can customize the authentication request message that is displayed on the NetlQ Auth app
when user initiates Smartphone authentication. The authentication can be either to the endpoint or
to the Advanced Authentication portals.

To customize the message for smartphone method, perform the following steps:

1 Click Custom Messages.
2 Search for one of the following keys:

+ net hod. smart phone. aut henti cati on_hi nt to edit the request message specific to
endpoint authentication.

+ net hod. smart phone. aut henti cati on_hi nt _no_endpoi nt to edit the request
message for any authentication that does not use endpoint such as Advanced
Authentication portals login.

3 Click £ forthe preferred key.

4 Specify any of the following parameters in the preferred language message as per your
requirement:

¢ {user} to fetch the user name.
+ {client _ip} tofetch the client IP address.
+ {event} to fetch the event name.
+ {tenant} to fetch the tenant name.
+ {endpoi nt} to fetch the endpoint name.
5 Click Save.

NOTE: The customized authentication request message will reflect on the NetlQ smartphone app
after an approximate delay of one hour.

For example, to customize the endpoint specific authentication message for the smartphone
method you must search the key net hod. smart phone. aut henti cati on_hi nt and specify the
message {user} requested for authentication request fromthe client

{client _ip} for the {event} to access the {endpoint} inthe field corresponding to
English language. When the user tries to authenticate to Windows Client using the smartphone
method then the customized message is displayed on the NetlQ smartphone app as:

Bob requested for authentication request fromthe client 10.3.10.5 for the
W ndows | ogon to access the W ndows-machi ne- 589.
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12.5.4 Customizing Prompt Messages of the Authentication Methods
for RADIUS Event

You can customize prompt messages of the authentication methods that are configured for the
RADIUS event. The customized prompt messages are displayed when a user initiates authentication
to the RADIUS event using the configured methods.

To customize prompt message, perform the following steps:

1 Click Custom Messages.

2 Use the Message filter to search for a specific prompt message or you can find the preferred
message manually.

For example, specify r adi us. t ot p. pronpt to search the prompt message displayed on
RADIUS client for the TOTP method.

3 Click the Editicon or double-click on the preferred message to edit the content.
4 Specify the message in the preferred language on the Edit Customer Message page.

5 Click Save.
For example, consider Thomas, an administrator, wants to customize the default prompt message of
the Voice OTP method that is configured for the RADIUS event. Thomas must first search the key

radi us. voi ce_ot p. pronpt and modify the message to Speci fy the OTP that you heard
fromthe voice call inthe text box corresponding to English.

When Mark, an end user tries to authenticate to RADIUS event using the Voice OTP method, the
customized prompt message is displayed.

12.5.5 Customizing the Messages for Clients

You can customize the error messages, method message and prompt message specific to any
authentication method that is displayed on endpoints such as Windows, Linux PAM, and Mac OS
Clients.

To customize the message for clients, perform the following steps:
1 Copythe aucore_cust om zi p custom localization file from one of the following path based
on the Client:
+ Windows: C:\ Program Fi | es\ Net | Q Wndows Cient\l ocal e\
¢ Linux PAM:/ opt / pam aucor e/ | ocal e/

¢ MacOSX: Li brary/ Security/ SecurityAgent Pl ugi ns/ aucore_Il ogi n. bundl e/
Cont ent s/ Resour ces/ aucor e/ | ocal e

2 Navigate to Policies > Custom Messages in the Administration portal.
3 Click Choose file and select the custom localization file.

4 Click Upload.

NOTE: You can find the messages specific to the Clients with the prefix cl i ent . in the Key.

5 Search a specific message using the Message filter or find the preferred message manually.
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For example, specify cl i ent. net hod. smart card. wai ti ng_f or _car d to search the
prompt message displayed for the Card method on all clients.

6 Click Edit next to the preferred message. You can also double-click on the message to edit the
content.

7 Specify the message in the preferred language.

8 (Conditional) If you want to change the font size, color, and font family of custom message,
insert the message within the HTML tag:
<font size="3" color="red" face="Arial "><b>Message to D spl ay</b></
font >
For example, to customize the font size, font color and bold the Caps lock message in English

language on all clients, search the key cl i ent . net hod. passwor d. caps_| ock and specify
the following HTML tag in English:

<font size="5" color="blue" face="Arial"><b>Caps Lock in ON </b></font>

NOTE: The supported HTML tags to customize messages are as follows:

+ <font size="x" color="text_color” face="font-family”> </font>: To set the font size, color
and font-family.

+ <b></b>: To make the text bold.

+ <i></i>: To make the text italic.

9 Click Save.

NOTE: The customized messages reflect on the respective Clients after an approximate delay of one
hour. However, after the first online log in to the Client, users can view the customized messages.

For example, consider Thomas, an administrator wants to customize the default method message
(Enter one-tine password) of the TOTP method that for all clients. Thomas must first search
thekeycl i ent. net hod. t ot p. passwor d and modify the default message to Speci fy t he OTP
that is displayed on Token or App inthe text box corresponding to English language.

When Mark, an end user tries to authenticate to Linux PAM Client using the TOTP method, the
customized method message is displayed.

Custom CSS

This policy allows you to use a customized css for all the Advanced Authentication portals.
To use a customized css, perform the following steps:

1 Place the css file in Content.

For example, you can place the following sample css file.
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body {

col or: #000000;

background-i mage: url ("http://cgcreative. conlvi deos/ poster/
M croFocus_2017_Brand_Cut down_AMC 01.j pg") !important;

}

.skin-ias .nain-header {
background: |inear-gradi ent(90deg, #0ecce4, #5c1bd7);
color: #ffffff;

}

tabl e. tabl e-hover tr:hover td {
background- col or: #808080;

}

.skin-ias .sidebar-menu Ii a:hover {
background- col or: #808080;

}

.skin-ias .sidebar-nmenu li.active.open {
background- col or: #D3D3D3;

}

.content -w apper {
col or: #000000;
background: transparent !inportant;

}
el {
background: transparent !inportant;
border: Opx;
border-radi us: 0px;
box- shadow. none;
}
.box {
col or: #000000;
background: transparent !inportant;
}

.mai n-footer {
col or: #000000;
background: transparent !inportant;

}

.auth .content .login {
background: transparent !inportant;
}

.auth .content .login .header-row {
background: #ffffff;
}

2 Click Save.

To revert the changes, remove the custom code from Content and click Save.
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12.7 Delete Me Options

12.8

In this policy, you can configure settings that enable deleting all the user data from the server,
including the enrolled methods.

When you set Enable the Delete me policy to ON, the users can view the Delete me option in a drop-
down by clicking on the user name on the top-right corner of the Self-Service portal.

NOTE: To comply with General Data Protection Regulation (GDPR), you must set the Enable the
Delete me policy option to ON.

Endpoint Management Options

In this policy, you can configure the following settings for managing an endpoint:

+ Require the administrator password to register an endpoint or workstation: Set this option to ON

for registering an untrusted endpoint from any IP address. Typically, this option is configured
along with Whitelist IP address.

You must disable the option when installing any components from the Advanced Authentication
distributives package that uses endpoints (Advanced Authentication Windows Client, Mac OS X
Client, Linux PAM Client, Logon Filter, and RDG plug-in). Otherwise, the endpoints are not
created. You must use the option for third-party integrations only.

Whitelist IP Address: Add the preferred IP addresses to the Whitelist IP Address to register either
a trusted or an untrusted endpoint from these IP addresses. You can add a single IP address,
multiple IP addresses, or a range of IP addresses to the whitelist. The IP address must be in IPv4
or IPv6 format.

The following conditions summarizes the use of endpoint management options:

+ Whitelist IP Address is empty and Require the administrator password to register an
endpoint or workstation is OFF: Untrusted endpoints can be registered from any IP address
without the administrator’s credentials.

Regardless of the status of Require the administrator password to register an endpoint or
workstation and Whitelist IP Address options, the administrator’s credentials are required
to perform the following actions:

+ To delete and update any endpoint.
+ To register a trusted endpoint.

Endpoint registration is restricted only from those IPs that are specified in Whitelist IP
Address.

+ Whitelist IP Address is empty and Require the administrator password to register an
endpoint or workstation is ON: The administrator’s credentials are required to register an
untrusted endpoint from any IP address.

+ |P addresses are specified in Whitelist IP Address and Require the administrator password to
register an endpoint or workstation is ON: The administrator's credentials are required to
register untrusted endpoints only from the IP addresses specified in the whitelist.

The endpoint registration request from any other IP address that is not specified in the
whitelist is blocked automatically.
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129 Event Categories

In this policy you can add categories, which can be used in an event to support multiple enrollments
for a method. For each event, you can specify one category.

To add a category, perform the following steps:

1 Click Event categories.

2 Click Add.

3 Specify a name and description for the category.

4 Click Save.

5 Click Events and edit the required event to specify the category.

Ensure that users or helpdesk administrators enroll authenticators for the new category.

NOTE:

+ You can enroll only one authenticator of one type for each category.
+ The Authenticator category option in Events is not displayed when no category is created.

+ The LDAP Password method is an exception. There is one LDAP password authenticator always,
it can be used with any category.

12.10 Geo Fencing Options

In this policy, you can create authentication zones by drawing boundaries for a geographical location.
When you enable the geo-fencing policy, users can authenticate with their Smartphones only from
the allowed geographical locations.

To enable geo-fencing, set Enable Geo-fencing to ON. For more information about how to configure
the geo-zones, see the “Smartphone” method.

NOTE: When you enable the Geo-fencing options policy, the functioning of the TOTP mode of the
Smartphone method, which is used in the offline mode, is affected. An error message TOTP | ogi n
i s di sabl ed is displayed to the users when they try to authenticate with this method.
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12.11.1

Google reCAPTCHA Options

The Google reCAPTCHA Options policy helps to prevent the Advanced Authentication web portals
login page from bots and to confirm that the user is a human and not a robot. This policy adds an
additional layer of security before users go through multi-factor authentication. A series of images
are displayed and the users must select the images for the specified condition to login.

To configure the Google reCAPTCHA for Advanced Authentication, you must perform the following
configuration tasks:
¢ Section 12.11.1, “Registering the Google reCAPTCHA Account,” on page 148
+ Section 12.11.2, “Configuring Google reCAPTCHA for Advanced Authentication,” on page 149
¢ Section 12.11.3, “Enabling the Google reCAPTCHA Options Policy for Events,” on page 149

Registering the Google reCAPTCHA Account

Before you configure Google reCAPTCHA in Advanced Authentication, you must have a Google
reCAPTCHA account.

To register for the Google reCAPTCHA account, perform the following steps:

1 Login to the Google reCAPTCHA website with your Google account.

2 Click Get reCAPTCHA.

3 Specify a Label, select reCAPTCHA V2 from Choose the type of reCAPTCHA.
4

Specify the | P addr ess orthe domain name of the Advanced Authentication server in
Domain.

Accept the terms of Google reCAPTCHA.

(%}

6 Click Register.

7 Copy the Site key and Secret key to configure reCAPTCHA in Advanced Authentication. For more
information, see Configuring Google reCAPTCHA for Advanced Authentication.

NOTE: If you forget the generated secret key, you can retrieve it from your Google account.

WARNING: If you have enabled the Google reCAPTCHA policy for the Admin Ul event, you must
consider the following guidelines. Otherwise, a deadlock scenario can happen and you will not
be able to access the Administration portal without the cluster re-installation:

+ Ifthe site key or secret key gets deleted at the Google server, you will not be able to get the
same site key or secret key. The site key and secret key used on the Administration portal
are no more valid and there is no way to bypass the reCaptcha on the Administration
portal.

+ If you have registered the reCAPTCHA for one domain name and you change the domain
name or migrate the Advanced Authentication server to another domain name, the site
key or secret key used on the Administration portal are no more valid.
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12.11.2

12.11.3

Configuring Google reCAPTCHA for Advanced Authentication

To configure Google reCAPTCHA for Advanced Authentication, perform the following steps:

1
2
3

Log in to the Administration portal.
Click Policies > Google reCAPTCHA Options.

Specify the Site Key and Secret Key that you received when you registered for a Google
reCAPTCHA account.

For more information about how to register the Google reCAPTCHA account, see “Registering
the Google reCAPTCHA Account”.

Click Test to test the policy after the configuration.

5 Click Save.

Enabling the Google reCAPTCHA Options Policy for Events

After you configure the Google reCAPTCHA policy, you must enable the policy for the respective
events.

To enable the policy for events, perform the following steps:

1 Click Events.

NOTE: You can enable the Google reCAPTCHA policy only for the Admin Ul event,
Authenticators Management event, Helpdesk event, Helpdesk User event, Report logon event,
Search Card event, Tokens Management event, and Web authentication events such as OAuth
and SAML 2.0 events.

2 Set Enable Google reCAPTCHA to ON.
3 Click Save.

12.12 Helpdesk Options

In this policy, you can configure the following settings for the Helpdesk portal:

+ Ask for the credentials of the managed user: Set this to ON to prompt the helpdesk administrator

to provide the credentials of the managed user in the Helpdesk portal. This enhances security,
however reduces convenience of the operations.

When this setting is enabled, the helpdesk administrator must know the users’ credentials to
manage their authenticators. Ensure that you have specified a chain (with all the methods of
the chain enrolled for the users) for the Helpdesk User event. When you set the option to OFF,
the user management becomes faster, but less secure.
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+ Allow to unlock user accounts: Set to ON to allow a helpdesk administrator to unlock users who

are locked in the Advanced Authentication server local repository. Users are locked when the
Lockout options policy is enabled. The helpdesk administrator can view and unlock the users in
the Helpdesk portal under the Locked Users tab.

Allow to manage endpoints: Set Allow to manage endpoints to ON to allow a helpdesk
administrator to manage the endpoints of the Advanced Authentication server. When the
helpdesk administrator logs in to the Helpdesk portal, an Endpoints tab is displayed where all
the endpoints are listed. The helpdesk administrator can remove the endpoints. This option is
disabled by default. For more information, see “Managing Endpoints”.

12.13 HTTPS Options
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In this policy, you can configure settings to ensure that the appliance is safe from security
vulnerabilities.

This policy allows you to configure the following settings:

+ Enable TLS 1.0: This option is disabled by default to ensure security vulnerabilities are prevented

because TLS 1.0 is considered as an unsafe protocol. In some scenarios, you can enable the
option to support the older versions of browsers. For more information on browser support for
TLS, see TLS support for web browsers (https://en.wikipedia.org/wiki/
Transport_Layer_Security#Web_browsers).

Enable TLS 1.1: This option is disabled by default to prevent security vulnerabilities and have
secure connection between the server and web portals such as Helpdesk, Self-Service and so
on. It is recommended to keep default setting because TLS 1.1 is considered as an unsafe
protocol. In some scenarios, you can enable the option to support the older versions of
browsers.

Enable Client SSL for Webauth Service: This option allows you to enable the Client SSL to
authenticate to any web environment using the details available in the client SSL certificate.
This option is used for virtual smartcard support of the PKI method. The Client SSL also ensures
privacy of transmitted data to the server.

When this option is set to OFF, user must use the PKI device to authenticate to any device or
web service.

When this option is set to ON, the following settings are displayed:

+ Client SSL CA Certificate Store: This setting allows you to upload the CA certificate that is
essential to validate the Client SSL certificate for OAuth 2.0 event authentication.

+ Enable Auto Enrollment based on certificate: This option allows you to enable the auto
enrollment of PKI method using the client SSL certificate on the user’s browser.

When this option is set to ON, the PKI method gets auto-enrolled if following conditions
are true:

+ The PKI method and another authentication method are added to the chain that is
associated to the OAuth 2.0 event and user has enrolled other method that is available
in the chain.

+ Avalid client SSL certificate is available in the user’s browser.

When this option is set to OFF, the PKI method does not auto-enroll even though the
browser has valid client SSL certificate.
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+ SSL Client Certificate Verify Depth: This setting allows you to define a value that indicates
the levels to validate a client certificate during authentication. The verification of the client
certificate is to ensure whether the certificate is valid and signed by the trustworthy
authority.

For example, if you set the SSL Client Certificate Verify Depth as 2, then the client certificate
must pass through two levels of validation by the two different certificate authorities.

¢ Frame Ancestor URLs One URL per line: This setting allows some of the domains to load the
Advanced Authentication pages in an iFrame. Previously, none of the domains were allowed to
load the pages in iFrame. You can specify any number of domain names.

+ Advanced SSL Settings: This setting allows you to configure preferred DH group and SSL cipher
suites for exchanging data over a secured connection. Click + icon, the following settings are
displayed:

+ Pre-defined DH group: This setting allows you to select a key exchange algorithm that
determines the strength of key exchanged between the server and client for a secured
connection. The default value is FFDHE2048. For more secure the connection select the
higher group number.

+ Pre-defined SSL ciphersuite: This setting allows you to select a cipher suite that provides
essential information on how to establish and communicate data over a secured network.
The default value is Less Restrictive Ciphers for backward compatibility.

The SSL cipher suite is a combination of key exchange, authentication, bulk data
encryption, and message authentication code (MAC) algorithms. SSL uses one or more
cipher suites to secure the transfer of data between the client and the server.

For example: A cipher suite can contain the following algorithms:
+ DH: indicates key exchange or agreement
+ DSA: indicates authentication

Tri pl e DES (3DES): indicates block or stream ciphers

*

+ SHA: indicates message authentication

+ SSL ciphersuite: This setting displays all algorithms of the SSL cipher suite that you have set
in Pre-defined SSL ciphersuite. When you modify the algorithm, then the Pre-defined SSL
ciphersuite sets to Custom automatically.

WARNING: While customizing cipher suite ensure that the combination of algorithms is
valid in a cipher. If a cipher suite contains an invalid combination of algorithms, then
Advanced Authentication portals, such as Administration, Helpdesk, and Self-Service
portals cannot be accessible.

12.14 Kerberos SSO Options

In this policy, you can select an Active Directory repository that points to a domain for which you
want to configure the single sign-on (SSO). Kerberos SSO is supported for the AdminUlI,
Authenticators Management, Helpdesk, and Report logon events.

The Figure 12-1 displays the architecture of Kerberos SSO.
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Figure 12-1 Kerberos SSO Architecture
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By default, the basic authentication window is displayed in your browser while accessing an
Advanced Authentication portal. Advanced Authentication servers’ sites must be added to the local
intranet in the browser on the domain-joined workstations to avoid it. Perform the following steps to
do it for Internet Explorer:

gua A W N =

6

From the Start menu, navigate to Control Panel > Network and Internet > Internet Options.
In the Internet Properties window, click the Security tab and select Local intranet.

Click Sites.

In the Local intranet window, click Advanced.

Add the Advanced Authentication Servers’ sites to the zone. For example: htt ps: //
v5.netiqg.locorv5.netiq.loc.

Click Close.

Perform the following steps to configure Advanced Authentication to perform an SSO
authentication:

1
2
3

Ensure that the Multitenancy options policy is disabled.
Go to Policies > Kerberos SSO options.

Select Active Directory as repository in Repository.

NOTE: This feature works only for a single Active Directory repository at a time.

Click Save.

5 Login to a Domain Controller.

Generate the keytab files for the Kerberos authentication for each Advanced Authentication
server.

A Sample command to create the keytab file is:

kt pass /princ HTTP/ aasl. netiq. | oc@ETI Q LOC / mapuser

aaslsrv@ut hasas. |l ocal /crypto ALL /ptype KRB5_NT_PRI NCl PAL / mapop set
/ pass Qw2e3r4 /out C: \Tenp\keytab aaslsrv

where

+ aaslis a server name (according to the record in DNS), the domain name is netig.loc.
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+ aaslsrv is a service account created in the Active Directory for the Advanced
Authentication server. The password of this account is Qlw2e3r 4.

The keytab file keyt ab_aasi1srv is created in the C.\ Tenp folder.

7 Go to the Advanced Authentication Administration portal.

8 Click Server Options.

9 Scroll down to the Keytab file section.
10 Click Browse and select a keytab file for the Advanced Authentication server.
11 Click Upload.
12 Repeat Step 8 to Step 11 for the other Advanced Authentication servers.
13 Click Events on the Global Master server.

14 Open the properties of any supported event: AdminUI, Authenticators Management, Helpdesk,
or Report logon.

15 Scroll down and set Allow Kerberos SSO to ON.

IMPORTANT: You must add the Advanced Authentication server sites to the local intranet in the
browser of the domain-joined workstations. To know how to do this for the Internet Explorer, see
the above procedure.

By default, Firefox browser does not support SSO. If you use the Firefox browser, you can enable SSO
by performing the steps defined on the Single Sign-On in Firefox page.

NOTE: The basic authentication window is displayed while accessing a configured Advanced
Authentication portal, if the Kerberos SSO option is enabled for Authenticators Management event
and security is set to High for Local intranet in the Internet Explorer.

Linked Chains

This policy allows users to use a simple chain within a few hours of authentication done with a high-
security chain. You must enable this policy for the Required chain option while creating a chain.

NOTE: This policy has replaced the Last Logon Tracking Options policy.

For example, if a user authenticates with the LDAP Passwor d+Car d chain once in a day, the user
can further use a linked chain with only the Car d method without the LDAP Passwor d method, or
if a user authenticates with the Fi nger pri nt +Smart phone chain once in every four hours, the
user can authenticate once with this chain and next authentication he can use only the linked
Smar t phone chain. The duration for which he can use the linked chain depends on the grace period
that you specify in the Required chain option.

Perform the following steps to configure this policy:

1 Enable linked chains: Turn this option to ON to enable the linked chain policy.

2 Hide required chain: After using the required chain within the grace period, a user will see both
the required and linked chain on Windows Client, Mac Client, and Linux PAM Client.

Configuring Policies 153


https://www.liquidstate.net/enabling-ntlm-authentication-single-sign-on-in-firefox/

Use this option to hide the required (high-security) chain after you authenticate once. Therefore
after authenticating with the required chain, instead of displaying both the chains, only the
linked chain is displayed. By default, this option is disabled.

Limit by same endpoint: Use this option to restrict a user to authenticate with the alternate
linked chain only on the endpoint on which the user has successfully authenticated with a
required chain, during the grace period. This option increases security by preventing a user to
get authenticated on another endpoint after authenticating with the required (main) chain on
an endpoint. By default, the option is ON.

For example, Bob authenticates on a Windows Client endpoint named Syst ent with a required
chain Card+LDAP password. Now, Bob wants to get authenticated to another Windows Client
endpoint named Syst en®, with a linked chain Card. When the Limit by same endpoint option is
enabled, Bob will not be able to authenticate on System2 with the linked chain Card. He must
first authenticate with the required chain Card+LDAP password on System?2.

12.16 Lockout Options

In this policy, you can configure settings to lock a user’s account when the user reaches the
maximum failure attempts of login. This enhances security by preventing the guessing of passwords
and one-time passwords (OTPs).
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You can configure the following options in this policy:

*

*

Enable: An option to enable the lockout settings.

Attempts failed: The limit of failure attempts of authentication, after which the user’s account is
locked. The default value is 3.

Lockout period: The period within which the user’s account is locked and the user cannot
authenticate. The default value is 300 seconds.

Lock in repository: The option to lock the user account in repository. You cannot use Lockout
period if you enable this option. Only the system administrator must unlock the user in the
repository.

IMPORTANT: You must configure the appropriate settings in your repository for the options to
function appropriately. For Active Directory Domain Services, you must enable the Account
lockout threshold policy on Domain Controllers.

For NetlQ eDirectory, you must configure the Intruder Detection properly.

After a user’s account is locked (not in the repository), you can unlock the user account. To do this,
click Repositories > Edit > Locked Users and click Remove against the user’s account name.

The Helpdesk administrator can also unlock the locked users, if the Allow to unlock user accounts is
enabled in the Helpdesk Options policy.
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12.17 Login Options

In this policy, you can configure the settings to add default repository and ensure not to disclose
valid username for malicious attack.

This policy allows you to configure the following settings:

+ Default repository: You can add repositories that are used as default repositories. Therefore
while logging in, you need not prefix the repository name before the username for
authentication.

For example, if pjones is a member of the company repository, then while logging in, instead of
specifying conpany\ pj ones, you can specify only pj ones.

To add a repository as default, move the repository from Available to Default and click Save.

+ Username disclosure: This option is set to OFF by default. It is recommended to keep default
setting to prevent security vulnerabilities and to make it difficult for hackers to predict the valid
username.

If you set Username disclosure to ON and a user specifies an invalid username on the Advanced
Authentication login page, an error message User not found is displayed. When the user
specifies a valid username, the associated chain details are prompted to confirm the specified
username and disclosing valid username. This can cause security vulnerability making it easy for
attackers to guess the valid username.

When this option is set to OFF, chain details are displayed instead of error message even though
a user specifies an invalid username on the login page. A user can select a preferred
authentication method. If the input data specific to the selected method is incorrect, a generic
message | nval i d credenti al s is displayed. This does not disclose whether username or
first-factor authentication is incorrect.

For example, a user specifies an invalid username, selects the SMS OTP method from the
authentication chain. In this case, the SMS with OTP is not sent to the user. If the user specifies
some random 6 digit as OTP, the server prompts an error message | ncorrect OTP

passwor d. This helps the user to determine that specified username is valid though it is invalid.

+ LDAP caching: This option allows you to enable or disable the caching of a user’s information on
the Advanced Authentication server. This information can be the lockout status of users,
whether users have been disabled, or about the expiry of a user's password.

By default, the option is set to OFF. This indicates that the Advanced Authentication server
communicates with the LDAP server each time to check a user's information. You can enable
the option to allow the caching of a user’s information. Enabling the option increases the
performance. However, it may also lead to security vulnerabilities. Therefore, it is
recommended to set the option to OFF.
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12.18

12.19

12.20

Logo

This policy allows you to set and customize an image as a logo for the Administration and Self-
Service portal. You can also set an alternate text instead of an image as logo.

To set a logo for the Administration and Self-Service portal, perform the following steps:

1 Inthe Logo page, set Use image to ON.

2 Specify an alternate text for the image in Text as an alternate for image.
3 Specify the URL that is redirected when you click on the logo.
4

Select an image for the logo. The image resolution must be 230x50 pixels. The supported
formats are . j pg and .png.

5 You can also set a mini logo with an image. This mini logo is displayed when the navigation pane
on the left is collapsed. The image resolution for the mini logo must be 50x50 pixels.

6 Click Save.

NOTE: The logo is applied for all the tenants. A tenant administrator cannot customize the logo.

Logon Filter for Active Directory

In this policy you can configure settings to enable the use of Logon Filter that you must install on all
the Domain Controllers in the domain and configure it. Logon Filter allows you to automatically
update group membership if you login with the Advanced Authentication Windows Client.

To enable the policy, set Enable filter to ON and click Save.

NOTE: Before enabling the policy, you must ensure the Advanced Authentication Logon Filter is
installed on all the Domain Controllers in the domain. Else, you might face problems with password
validation during password synchronization on workstations that have the Windows Client installed.

For information about how to configure Logon Filter, see Configuring Logon Filter.

Mail Sender

In the Mail sender policy, you can configure settings for the Email OTP method to facilitate sending
email messages with one-time passwords to users.

To configure the Mail sender settings, perform the following steps:

1 Specify the following details:
1. Host: The outgoing mail server name. For example, snt p. conpany. com
2. Port: The port number. For example, 465.

3. Username: The username of an account that is used to send the authentication email
messages. For example, noreply or nor epl y@onpany. com

4. Password: The password for the specified account.

5. Sender email: The email address of the sender.
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6. Recipient Mask: Specify the masked value that you want to display for the email.

The email address of the users value is masked when users authenticate with the email
method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the
default value is considered for masking of the email address.

7. TLS and SSL: The cryptographic protocol used by the mail server.
2 You can test the configurations for the Mail sender policy in the Test section.
2a Specify the email address in E-mail to which you want to send the Email OTP.
2b Specify a message to be sent to the phone in Message.
2c Click Send test message!.
3 Click Save.

Real messaging uses async sender. Ensure that you have configured a chain with the Email OTP
method and assigned it to an event. Login to the Self-Service portal and test the Email
authenticator. If it does not work, click async log.

Authentication Flow

The authentication flow for the Mail sender is described in the following image.

T Mall Server SN 4------ ™ Emall account

Authentication
______ 35---—----» ar 1 5,7, 8 Endpoint

Used Repository Sl

A user wants to authenticate on an endpoint such as a laptop or a website with the Email OTP
method. The following steps describe the authentication flow:

1 When the authentication request is initiated, the endpoint contacts the Advanced
Authentication server.

2 The Advanced Authentication server validates the user’s credentials and gets an email address
of the user from a repository.

3 Advanced Authentication server sends the request to a configured mail server to send an email
message with the content that includes a one-time password (OTP) for authentication.

4 Mail server sends the message to the user's email address.

5 Mail server sends the sent signal to the Advanced Authentication server.
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6 Advanced Authentication server sends a request to the user to specify an OTP on the endpoint.

7 The user specifies the OTP from the email message. The Advanced Authentication server gets
the OTP.

8 Advanced Authentication server validates the authentication. The authentication is done or
denied.

HTTPS protocol is used for the internal communication.

Access configuration

Advanced Authentication server - Mail Server (SMTP, outbound).

Multitenancy Options

In this policy, you can enable the Multitenancy mode.

A tenant is a company with a group of users sharing common access with specific privileges. The
Multitenancy options policy helps you to create a single instance of Advanced Authentication
solution that supports multiple tenants.

Enable Multitenancy mode to support more than one tenant on a single appliance.

For workstations with Windows Client, Mac OS X Client, or Linux PAM Client installed, you must
perform the following steps before you enable Multitenancy options:

1. Ensure that you have installed Advanced Authentication 5.4 or later Client components.

2. Configure the Clients to point to a tenant.

+ Forinformation about how to configure Multitenancy in Windows Client, see Configuration
Settings for Multitenancy.

¢ For information about how to configure Multitenancy in Mac OS X Client, see Configuration
Settings for Multitenancy.

¢ For information about how to configure Multitenancy in Linux PAM Client, see
Configuration Settings for Multitenancy.

These steps are critical and if not performed, the users on the workstations cannot login.

IMPORTANT: The Multitenancy options policy is hidden when your license does not have the
Multitenancy feature. To have the policy, you must apply for a license that contains the Multitenancy
feature.
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12.22 Password Filter for Active Directory

In this policy, you can configure settings to synchronize the password update between the appliance
and Active Directory through the Password Filter. The Password Filter automatically updates the
LDAP Password stored in Advanced Authentication, whenever the password is changed or reset in
the Active Directory. This helps you to authenticate without getting any prompt to synchronize the
password after it is changed or reset.

You can perform the following settings in this policy:

+ Set Update password on change to ON to update the LDAP password automatically in Advanced
Authentication when it is changed in the Active Directory. This helps you to authenticate
without getting a prompt to synchronize the password after it is changed.

Set Update password on change to OFF to prompt the user to synchronize the LDAP password
while logging in to Windows when the password is changed in the Active Directory.

+ Set Update password on reset to ON to update the LDAP password automatically in Advanced
Authentication when it is it is reset in the Active Directory.This helps users to authenticate
without getting a prompt to synchronize the password if it is reset.

Set Update password on reset to OFF to prompt the user to synchronize the LDAP password
while logging in to Windows when the user's password has been reset in the Active Directory.

NOTE: If Enable local caching is set to ON in the Cache Options policy and when the password is
changed or reset in the Active Directory. Then, a user is prompted to synchronize the password
while logging in to Windows irrespective of the status of the following Password Filter for AD
settings:

+ Update password on change
+ Update password on reset

If Enable local caching is set to OFF, the Password Filter works according to the settings
configured in this policy.

NOTE: Endpoint for the Password Filter must be trusted. To do this, perform the following steps:

1 Click Endpoints in the Advanced Authentication Administration portal.
2 Edit an endpoint of the Password Filter.
3 Set s trusted to ON and add a description.

4 Save the changes.

12.23 Public External URLs (Load Balancers)

In this policy, you can set the external URLs used for the OOB authentication and methods such as
Smartphone, and Voice. You can specify multiple server URLs for the different sites, which are
callback URLs, for the authentication to happen between the sites.

NOTE: You must specify different public external URLs for the different Advanced Authentication
sites. It is not possible to specify a public external URL of a common load balancer for all the sites.
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The following work flow describes the working of this policy in a multi-site environment for the
Smartphone authentication.

1. Smartphone app receives and updates the list of callback URLs during enrollment and in the
background when the Smartphone app starts.

2. When a user opens the Smartphone app, the app sends the request get sal t to all callback
URLs.

3. Only one callback URL returns the salt to the Smartphone and this is an Advanced
Authentication server, which initiated the authentication.

4. The Smartphone app sends the user's answer (Accept/Reject) only to this Advanced
Authentication server.

NOTE: A tenant administrator cannot access the Public external URLs policy.

12.24 RADIUS Options

In this policy, you can define rules using regular expressions to accomplish the following actions:

+ Select an appropriate chain for authenticating users to the RADIUS client
+ Authenticate users to a specific event when multiple RADIUS events are available

+ Display associated user groups in the authentication response after a successful authentication
to the RADIUS client

+ Select a particular chain based on the information that the user specifies on the RADIUS client

For example, if a user specifies username&chain-short-name (bob&OTP), then select the chain
with the LDAP and SMS OTP methods. In case, the user specifies only the username (bob) then
select the chain with LDAP and Smartphone methods.

NOTE: The chain short name is defined using the regular expressions in either Chain Selection
or Event Selection rule.

+ Define a specific authentication chain for a RADIUS client when there are multiple RADIUS
clients mapped to the same RADIUS event

You can define the following rules in this policy:

¢ Section 12.24.1, “Input Rule,” on page 161

+ Section 12.24.2, “Event Selection Rule,” on page 161

+ Section 12.24.3, “Chain Selection Rule,” on page 162

+ Section 12.24.4, “Result Specification Rule,” on page 163

To understand how to configure RADIUS options policy with rules, use the following sample
scenarios:

+ Scenario 1: Selecting an Authentication Chain based on NAS ID and Display Groups of the
Authenticated User

+ Scenario 2: Mapping RADIUS requests to a Specific RADIUS Server Event based on NAS ID and
Display Email Address of the Authenticated User

160 Configuring Policies



12.24.1

12.24.2

Input Rule

Configure this rule to obtain the user name or the chain short name from user-specified details in
the RADIUS client. The details obtained from the RADIUS client are sent to the RADIUS server for
validating users. To enable the RADIUS client to select a specific chain for authenticating a user
based on the obtained chain short name, use this rule along with the Chain selection rule.

To configure the input rule, perform the following steps:
1 Navigate to Policies > RADIUS Options.
2 Click Add in the Input rules section.

3 Specify the following details based on your requirement:

+ Target-Input-Attribute: Specify the attribute or variable that carries the user specified data
to the RADIUS server in the Access-Request packet.

+ Source-Input-Attribute: Specify the attribute that stores the user-specified details.
+ Regular expression: Specify the condition to obtain user-specified details.

+ Result specification

+ Comment: If any.

4 Click OK.

For example, you can define the input rule as follows to obtain chain short name from user specified
<username>&<short-chain-name> in the Username while logging in to the RADIUS client:

Target-Input-Attribute: chain_name

Source-Input-Attribute: User-Name

Regular expression: (.+)&(.+)

Result specification: Extract chain from User-Name and put into "chain_name" variable
After you configure, the rule looks as follows:

chain_name / User-Nane / (.+)&.+) [/ {2}

Event Selection Rule

Configure this rule to map the requests from the RADIUS client to a specific RADIUS event based on
the input attribute and condition (regular expression).

To configure the Event selection rule, perform the following steps:

1 Navigate to Policies > RADIUS Options.

2 Click Add in the Event selection section.

3 Specify the following details based on your requirement:
* Input-Attribute

+ Regular expression
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* Result specification
¢ Comment

4 Click OK.

For example, an administrator configures an event RADIUS Server2 with OpenVPN as RADIUS client,
and the value of NAS ID is 12345.

To map all requests containing 12345 as NAS ID to RADIUS Server2, define the following event
selection rule:

Input-Attribute: NAS-Identifier

Regular expression: #12345S

Result specification: RADIUS Server2

After you configure, the rule looks as follows:

NAS- I dentifier / ~12345% / RADI US Server?2

12.24.3 Chain Selection Rule

Configure this rule to select a specific chain for authenticating users to the RADIUS client. A chain is
selected based on the input attribute and condition (regular expression).

To configure the Chain selection rule, perform the following steps:

1 Navigate to Policies > RADIUS Options.
2 Click Add in the Chain selection section.

3 Specify the following details based on your requirement:

*

Input-Attribute

*

Regular expression

*

Result specification
¢ Comment

4 Click OK.
For example, a RADIUS event has two RADIUS clients and two chains defined.

To select a specific chain from multiple chains based on NAS ID of RADIUS client, defined the the
following chain selection rules:

Rule 1 Rule 2

Input-Attribute: NAS-Identifier Input-Attribute: NAS-Identifier

Regular expression: A12345$ Regular expression: *openvpn$

Result specification: LDAP + SMS Result specification: LDAP + Smartphone

After you configure, the rules look as follows:

NAS- | dentifier / ~12345%$ / LDAP + SMB
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NAS- | dentifier/ ~openvpn$ / LDAP + Smartphone

12.24.4 Result Specification Rule

Configure this rule to display relevant details of a user in the RADIUS client after authentication.
Details can be group name of the user, tenant name, phone number, e-mail address and so on.

To view the list of supported attributes, see Used Attributes.
To configure the Result specification rule, perform the following steps:

1 Navigate to Policies > RADIUS Options.
2 Click Add in the Result specification section.
3 Specify the following details:

¢ Return-Attribute

¢ User attribute

¢ Regular expression

+ Result specification

¢ Comment

4 Click OK.
For example:

To display only group names of authenticated user on the RADIUS client define the result
specification rule as follows:

Return-Attribute: Filter-1d

User attribute: groups

Regular expression: .*?(CN=.*?)(,|$)

Result specification: {1}

After you configure, the rules look as follows:
Filter-1d / groups / .*?(CN=.*?)(,|$%$) / {1}

To display the tenant name of authenticated user on the RADIUS client define the result specification
rule as follows:

Return-Attribute: User-Name
User attribute: tenant_user_name
After you configure, the rules look as follows:

User-Name / tenant_user_name
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Scenario 1: Selecting an Authentication Chain based on NAS ID
and Display Groups of the Authenticated User

An organization has configured the default RADIUS Server event with the following authentication
chains and RADIUS clients:

¢ Authentication chains:
+ LDAP + SMS
+ LDAP + Smartphone
+ LDAP + HOTP
+ RADIUS clients:
¢ Client 1: 10.0.0.1 with NAS ID 12345id
¢ Client 2: 10.0.0.2 with NAS ID 0789id

Now, the administrator wants to achieve the following tasks as per the RADIUS authentication
requirement:

+ Select a chain based on NAS ID
+ |fthe NAS ID is 12345id, select LDAP + Smartphone
+ If the NAD ID is 0789id, select LDAP + SMS

+ Display user associated group names after authentication

For this requirement, you can configure the RADIUS policy with Input, Chain selection, and Result
specification rules.

Configuration Steps:

1 Click Policies > RADIUS Options on the Administration portal.

2 Add Input, Chain selection, and Result specification rules as follows:

Rule Procedure

Input rules 1. Click Add in Input rules.

2. Specify the following details:
¢ Target-Input-Attribute: User-Name
+ Source-Input-Attribute: User-Name
* Regular expression: (.+)&(.+)
+ Result specification: {1}
¢ Comment: To retrieve the user name

3. Click OK.
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Rule Procedure

Chain selection Rule 1:

1. Click Add in Chain selection.

2. Specify the following details:
¢ Input-Attribute: NAS-Identifier
+ Regular expression: 712345idS
+ Result specification: LDAP + Smartphone
¢ Comment: To select a chain

3. Click OK.

Rule 2:
1. Click Add in Chain selection.
2. Specify the following details:
¢ Input-Attribute: NAS-Identifier
¢ Regular expression: ~0789id$
* Result specification: LDAP + SMS
¢ Comment: To select a chain

3. Click OK.

Result specification 1. Click Add in Result specification.
2. Specify the following details:
+ Return-Attribute: Filter-1d

*

User attribute: groups

+ Regular expression: .*?(CN=.*?)(,|S)

*

Result specification: {1}

¢ Comment: To display only group name of an authenticated
user

3. Click OK.

After you implement this RADIUS rules, the following are possible scenarios:

Scenario Chain Selected for Result
Authentication

A user initiates authentication from  LDAP + Smartphone Group names of the user is displayed on

RADIUS Client 1 (NAS ID: 12345id) the RADIUS Client 1 after successful
authentication.

A user initiates authentication from  LDAP + SMS Group names of the user is displayed on

RADIUS Client 2 (NAS ID: 0789id) the RADIUS Client 2 after successful

authentication.
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Scenario 2: Mapping RADIUS requests to a Specific RADIUS
Server Event based on NAS ID and Display Email Address of the
Authenticated User

An organization has configured two RADIUS Server events with the following details:

Event Name Chains Assigned to Event [P Address of RADIUS RADIUS Client Name NASID
Client
RADIUS Server + LDAP + SMS 10.0.1.1 openvpnl abc123
+ LDAP + HOTP
RADIUS Server 1 ¢ LDAP + Smartphone 10.0.1.2 openvpn2 xyz456
+ LDAP +TOTP

Now, the administrator wants to achieve the following tasks as per the RADIUS authentication
requirement:

+ Send request from a RADIUS client to a specific RADIUS Server event based on NAS ID:
+ If the NAS ID is abc123, map requests to RADIUS Server event
+ If the NAD ID is xyz456, map requests to RADIUS Server 1 event
+ Display email address of users after authentication
For this requirement, you can configure the RADIUS policy with the Input rule, Event selection
rule, and Result specification rule.

Configuration Steps:

1 Click Policies > RADIUS Options on the Administration portal.

2 Add Input, Event selection and Result specification rules as follows:

Rule Procedure

Input rule 1. Click Add in Input rules.
2. Specify following details:
¢ Target-Input-Attribute: User-Name
+ Source-Input-Attribute: User-Name
+ Regular expression: (.+)&(.+)
+ Result specification: {1}
¢ Comment: To retrieve user name

3. Click OK.
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Rule

Procedure

Event selection

Chain selection

Rule 1:

1. Click Add in Event selection.

2. Specify following details:
¢ Input-Attribute: NAS-Identifier
+ Regular expression: *abc123$
+ Result specification: RADIUS Server
¢ Comment: To select an event

3. Click OK.

Rule 2:
1. Click Add in Event selection.
2. Specify following details:
¢ Input-Attribute: NAS-Identifier
¢ Regular expression: *xyz456$
+ Result specification: RADIUS Server 1
¢ Comment: To select an event

3. Click OK.

Rule 1:

1. Click Add in Chain selection.

2. Specify following details:
¢ Input-Attribute: NAS-Identifier
+ Regular expression: *abc123$
¢ Result specification: LDAP + HOTP
¢ Comment: To select chain

3. Click OK.

Rule 2:
1. Click Add in Chain selection.
2. Specify following details in the respective fields:
¢ Input-Attribute: NAS-ldentifier
+ Regular expression: *xyz456$
+ Result specification: LDAP + TOTP
¢ Comment: To select a chain

3. Click OK.
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Rule Procedure

Result specification 1. Click Add in Result specification.
2. Specify following details:
¢ Return-Attribute: Filter-Id
¢ User attribute: email
+ Regular expression: .
+ Result specification: email address is {email}
¢+ Comment: To display email address of authenticated user
3. Click OK.

After you implement this RADIUS rules, the following are possible scenarios:

Scenario Request Sent to the Event Result

A user initiates authentication from  RADIUS Server Email address of the user is displayed

openvpnl (NAS ID: abc123) on the openvpnl RADIUS client after
successful authentication.

A user initiates authentication from  RADIUS Server 1 Email address of the user is displayed

openvpn2 (NAS ID: xyz456) on the openvpn2 RADIUS client after

successful authentication.

12.25 Replica Options

168

In this policy, you can configure the setting for monitoring the replication process of all the servers in
a cluster. Advanced Authentication performs the following actions in the replication process:

1. Generates and sends the replication report on daily basis to the configured email address.

2. Sends notification email to the configured email address when a conflict is detected.

3. Tracks and provides the specific time from when the replication has not happened between the
conflicting servers.

NOTE: You can configure the Replica Monitor policy only in the DB Master server.

To configure the replication monitor settings, perform the following steps:
1 Specify the Email address of the recipient who wants to receive the replication report and
conflict notification.

2 Set Everyday report to ON to send the data replication status report daily to the configured
email address.

3 Set Notify if Problem to ON to send an email notification to the configured email address
whenever a replication conflict is detected.
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4 Set Delete old endpoint device and update endpoint last session to OFF to allow the Advanced
Authentication server to perform the following thus prevents any new conflicts related to the
endpoints:

+ Do not delete the existing endpoint device specific record though there are two devices
with the same Endpoint ID and Endpoint Secret.

+ Do not update the last login session time of each device.

When Delete old endpoint device and update endpoint last session option is set to ON (default
behavior), the server performs the following:

+ Deletes the old device specific record if there are two devices that contain the same
Endpoint ID and Endpoint Secret.

+ Updates the last login session time of each device that logs in.

5 Click Save.

NOTE: Ensure that you configure the Mail Sender policy with sender details to send the replication
status report and notification on a replication conflict to the configured email address.

12.26 Reporting Options

In this policy, you can configure settings to delete the history about the login information of users
that is recorded in the reports.

Specify a value in History max age(days). The default value is 30 (days). This indicates that the history
about the login information of users will be recorded from the current date to the previous 30 days.
Any data before that will be deleted.

12.27 SMS Sender

In this policy, you can configure the settings for the SMS OTP method. The SMS OTP method sends
SMS messages with one-time passwords to the users. Advanced Authentication contains predefined
settings for Twilio and MessageBird services.

Authentication Flow

The authentication flow for the SMS sender in Advanced Authentication is described in the following
image.
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A user wants to authenticate on an endpoint such as a laptop or a website with the SMS method.
The following steps describe the authentication flow:

1

N oo o un b

When the authentication request is initiated, the endpoint contacts the Advanced
Authentication server.

The Advanced Authentication server validates the user’s credentials and gets a phone number
of the user from a Repository.

Advanced Authentication server sends the request to a configured SMS Service Provider to send
an SMS message with the content that includes a one-time password (OTP) for authentication.

SMS Service Provider sends the SMS message to the user's phone.
SMS Service Provider sends the 'sent' signal to the Advanced Authentication server.
Advanced Authentication server sends a request to the user to specify an OTP on the endpoint.

The user specifies the OTP from the SMS message. The Advanced Authentication server gets the
OTP.

Advanced Authentication server then validates the authentication. The authentication is done
or denied.

HTTP/HTTPS protocol is used for the communication.

Access configuration

Advanced Authentication server - SMS Service Provider (HTTP/HTTPS, outbound).

The Sender Service consists of the following three options:

*

*

*

Generic
Twilio

MessageBird
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12.27.1

Generic

You can configure one of the following generic SMS sender manually:

+ Clickatell
+ SignalWire

Clickatell

To configure Clickatell as the SMS sender perform the following steps:

1 Select Generic in Sender service.
2 Recipient Mask: Specify the masked value that you want to display for the SMS.
The SMS OTP of the users is masked when users authenticate with the SMS OTP method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the default
value is considered for masking of the SMS OTP.

3 Specify a Service URL value.
For example, Clickatell htt p: //api . cli ckatel | . conf http/sendnsg?
4 Leave HTTP Basic Authentication Username and HTTP Basic Authentication Password blank.
5 Select POST from HTTP request method.
6 Click Add and create the following parameters in HTTP request body.
¢ name: user
value: name of your account
¢ name:to
value: {phone}
¢ name: text
value: {message}

+ name: api_id, this is a parameter that is issued after addition of an HTTP sub-product to
your Clickatell account. A single account may have multiple API IDs associated with it.

+ name: from
value: sender’s phone number
7 Click Add secure and create the following parameter in HTTP request body.
+ Name: password
Value: current password that is set on the account

For more information about the additional parameters for Clickatell, see the Clickatell
documentation (https://www.clickatell.com/developers/api-documentation/http-api-request-
parameters/).

NOTE: The parameters may differ for different SMS service providers. But the { phone} and
{message} variables are mandatory.
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SignalWire

Before you configure SignalWire as the SMS sender, ensure that you meet the following
prerequisites:

+ In SignalWire, create a project, choose a sub-domain (part of the sign-up process), and obtain
the Direct Inward Dialing (DID) number.

+ Create an API token, obtain the Project Key and Token to configure in the SMS sender policy of
the Advanced Authentication Administration portal.

To configure SignalWire as the SMS sender perform the following steps:

1 Select Generic from Sender service.
2 Specify the masked value that you want to display for the SMS in Recipient Mask.
The SMS OTP of the users is masked when users authenticate with the SMS OTP method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the default
value is considered for masking of the SMS OTP.

3 Specify a Service URL value.

For example, ht t ps: //{yourdomai n}. si gnal wi re. conf api /| am / 2010- 04- 01/
Account s/ {proj ect key}/Messages.json

Specify the Project Key (obtained from SignalWire) in HTTP Basic Authentication Username.
Specify the Token (obtained from SignalWire) in HTTP Basic Authentication Password.
Select POST from HTTP request method.

N o b

Click Add and create the following parameters in HTTP request body:
+ Name: to
Value: {phone}
¢ Name: from
Value: DID number of your SignalWire project.
* Name: body

Value: {message}

NOTE: Ensure that the from phone number is in E.164 format. Number in this format starts with
a plus (+) symbol and the country code.

For example, if India based phone number is (91) 123-4567 then the E.164 formatted number is
+911234567.

For more information, see SignalWire API reference (https://docs.signalwire.com/topics/laml-
api/ttapi-reference).

12.27.2 Twilio

To configure SMS sender settings for Twilio service, perform the following steps:

1 Select Twilio in Sender service.

2 Recipient Mask: Specify the masked value that you want to display for the SMS.
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The SMS OTP of the users is masked when users authenticate with the SMS OTP method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the default
value is considered for masking of the SMS OTP.

3 Specify the following details:

+ Account sid and Authentication token: In Twilio, the Account SID acts as a username and
the Authentication Token acts as a password.

¢ Use Copilot: The copilot option is used to send SMS from a Twilio’s phone number of your
location. This is helpful when SMS messages have to be sent across the geographical
locations. For example, with copilot, SMS will be sent from Indian phone number to the
Indian users. Without copilot, SMS will be sent from US phone number to the Indian users.

For more information on Copilot option and its features, see https://www.twilio.com/
copilot##phone-number-intelligence and https://www.twilio.com/docs/api/rest/sending-
messages-copilot#features.

+ Messaging Service SID: Service SID.

+ Sender phone: Sender’s phone number.

For more information, see the Twilio website.

12.27.3 MessageBird

To configure SMS sender settings for MessageBird service, perform the following steps:

1 Select MessageBird in Sender service.
2 Recipient Mask: Specify the masked value that you want to display for the SMS.
The SMS OTP of the users is masked when users authenticate with the SMS OTP method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the default
value is considered for masking of the SMS OTP.

3 Specify the Username, Password, and Sender name.

For more information, see the MessageBird website.

IMPORTANT: MessageBird APl v2 is not supported. To activate MessageBird API v1, perform the
following steps:

1 Go to the MessageBird account.

2 Click Developers in the left navigation bar and open the API access tab.

3 Click Do you want to use one of our old API's (MessageBird V1, Mollie or Lumata)? Click here.

You can test the configurations for the SMS sender policy in the Test section.

1 Specify the phone number in Phone to which you want to send the SMS OTP.
2 Specify a message to be sent to the phone in Message.

3 Click Send test message!.
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12.29

4 Click Save.

Real messaging uses async sender. Ensure that you have configured a chain with the SMS
method and assigned it to an event. Then sign-in to the Self-Service portal and test the SMS
authenticator. If it does not work, see the async logs.

Users Synchronization Options

In this policy, you can configure the settings to retain the users or groups for the required number of
days, who are deleted from an LDAP or SQL repository. The authenticators of these users are
retained in the Advanced Authentication server based on the period specified. Users need not re-
enroll the authenticators, if the user accounts are restored in the repository.

The authenticators are restored automatically, if the users are restored in their repository.
Administrators or Helpdesk need not manage the deleted users or the authenticators.

NOTE
+ The authenticators are not retained for the users who are not deleted from the repository, but
just removed from a group assigned in the used chains.

+ The user deleted from a repository after full synchronization is not counted in the used licenses,
though the user is retained in the Advanced Authentication database.

Specify the number of days till when you want to retain the users or groups who have been deleted
from the repository in Retain the deleted users or groups (days). The default value is 60.

For example, if you specify 30 in Retain the deleted users or groups (days), then the authenticators
of the deleted users or groups are retained for a period of 30 days in the Advanced Authentication
server and after 30 days, the authenticators are deleted.

Voice Sender

In this policy, you can configure the settings for the Voice and Voice OTP methods. Advanced
Authentication supports the Twilio service for the Voice methods.

To configure Voice Sender settings for Twilio service, perform the following steps.

1 Recipient Mask: Specify the masked value that you want to display for the Voice OTP.

The Voice OTP of the users is masked when users authenticate with the Voice OTP method.

NOTE: The default value is set and if you do not change the Recipient Mask value, the default
value is considered for masking of the Voice OTP.

2 Specify the following details in the Voice sender policy:

+ Account sid and Authentication token: In Twilio, the Account SID acts as a username, and
the Authentication Token acts as a password.
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+ Sender phone: The phone number of the sender.

+ Server url: The public URL to which the Twilio service connects for authentication. This URL
points to the Public External URLs (Load Balancers) policy. You can use http protocol for
testing purpose, but for production environment you must use https protocol. You must
have a valid certificate when you use https.

3 You can test the configurations for the Voice sender policy in the Test section.
3a Specify the phone number in Phone to which you want to send the Voice OTP.
3b Specify a message to be sent to the phone in Message.
3¢ Click Send test message!.

4 Click Save.

Real messaging uses async sender. Ensure that you have configured a chain with the Voice OTP
method and assigned it to an event. Then sign-in to the Self-Service portal and test the Voice
authenticator. If it does not work, see the async logs.

IMPORTANT: The users may receive calls with the voice Appl i cati on error. This happens
because of incorrect settings or invalid certificates. Ensure that the certificate is valid and is not
expired. Invalid certificates cannot be applied by Twilio.

Authentication Flow

The authentication flow for the Voice sender in Advanced Authentication is described in the
following image.

Wolce Call Service
Provider

Authentication
Server

Endpaoint

Used Repository Sl

A user wants to authenticate on an endpoint such as a laptop or a website with the Voice Call
method. The following steps describe the authentication flow:

1 When the authentication request is initiated, the endpoint contacts the Advanced
Authentication server.

2 The Advanced Authentication server validates the user’s credentials and gets a phone number
of the user from a repository.

3 Advanced Authentication server sends the request to a configured voice call service provider
(Twilio) to call the user.

Configuring Policies 175



12.30

12.30.1

12.30.2

4 The voice call service provider calls the user.

5 The user picks up the phone, listens to the call, and specifies the PIN followed by the hash (#)
sign.

6 Voice call provider sends the specified PIN to the Advanced Authentication server.

7 Advanced Authentication server then validates the authentication. The authentication is done
or denied.

HTTP/HTTPS protocol is used for the communication.

Access configuration

Advanced Authentication server - Voice Call Service Provider (HTTP/HTTPS, inbound/ outbound).

Web Authentication

This policy replaces the SAML 2.0 options policy. The Web Authentication policy allows you to
configure the following settings:

+ Configuring Settings for the SAML 2.0 Events
+ Customizing the Login Page of Web Authentication Events

+ Customizing Messages and Authentication Method Names for the Web Authentication Events

Configuring Settings for the SAML 2.0 Events

You can configure the settings to specify the Identity Provider’s URL to download the SAML 2.0
metadata file. The downloaded SAML 2.0 metadata file is used to configure the service provider.

For more information about configuring this policy, see “SAML 2.0”.

Customizing the Login Page of Web Authentication Events

You can customize the login page of the OAuth 2.0, SAML 2.0, or Open ID Connect events. To do this,
perform the following steps:

1. Set Custom Branding to ON.

2. Click Download Template.

3. Save the osp- cust om resources. j ar file.

4

. Unzip the osp- cust om resour ces. j ar file and in the resources folder open the file that
you want to customize.

For example, to edit the custom branding in the English language, customize the
oi dp_enduser _cust om resources_en_US. properti es file.

NOTE: Ensure that you edit the attributes in the Login page properties section of the
oi dp_enduser_custom resources_en_US. properti es file for the custom branding of
the login pages in the English language.

5. After you edit the specific file in the resources folder, zip the file osp- cust om
resources.jar.
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6. Click Browse to upload the osp- cust om r esour ces. j ar file in the Web Authentication
policy.
7. Click Save.

NOTE: When you upload the custom branding changes for the first time, you must restart the
Advanced Authentication server to reflect the changes on the login pages of the web authentication
events. This is applicable per tenant.

You must also add your customized .css file in the css folder of the osp- cust om r esour ces. j ar
file.

The following section describes an example of the customization that you can achieve for the Web
authentication.

Example of Customizing a Login Page

To achieve the customized login page in the Figure 12-2 for Acme Group of company, you can
perform the following:

+ “Adding a Customized CSS for the Login Page” on page 178

+ “Customizing the Logo of an Enterprise” on page 181

¢ “Customizing the Copyrights” on page 181

¢ “Customizing the Branding Text” on page 182

+ “Adding Links on the Login Page” on page 182

Figure 12-2 Customized Page for Acme Group

y

..f—,_ 7
—_—

AcCmEe Group e
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Adding a Customized CSS for the Login Page
You can add a customized css file to reflect changes for the login pages.

The following sample.css file has been customized for achieving the customized login page in Figure
12-2 for the Acme Group of company.

/* general styles

mar gi n: 0;

paddi ng: O;

background: #fff url ("/osp/ TOP/i mages/ | ogi n_bg.j pg") no-repeat center
center fixed

-webki t - backgr ound- si ze: cover

-noz- background-si ze: cover

- 0- background- si ze: cover

background-si ze: cover;

font-famly: Arial, Helvetica, sans-serif;
}
inmg {

bor der : none;

max-w dth: 100%
}

/* login box

di v. page- cont ai ner {
posi ti on: absol ut e;
top: 50%
left: Opx;
wi dt h: 100%
mar gi n: - 265px auto 0 auto;

=

iv.dialog {

border: 12px solid rgba(255, 255, 255, 0.3);
border-radius: 2px;

wi dt h: 318px;

max-w dt h: 100%

mar gi n: 0 aut o;

background-col or: transparent;

=7

i v.dial og-content {

hei ght : 525px;

paddi ng: 0 15px;
background: url (/ osp/ TOP/ i mages/ acme. png) ;
background- col or: #414749 ;

backgr ound- posi ti on: 180px 20px;

backgr ound-repeat : no-repeat;

font-famly: Arial, Helvetica, sans-serif;
text-align: left;

}

. di al og- header {
mar gi n: 0;
paddi ng: 150px 0 40px O;
col or: #48c6e7;
font-size: 22px;
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font - wei ght : 100;
background: none;
}
di v. di al og- header-content {
di spl ay: bl ock;
color: #fff;
font-wei ght: 200;
}
p { margin:0; padding:0; }
di v. di al og- body {

paddi ng: O;

}

. product - name {
margin: O;

}

#password, #Ecom User ID {
col or: #000 !inportant;
background- col or: #999;
font-size: 13px;

l'i ne-hei ght: 20px;
margin: 0 O 3px O;

paddi ng: 1lpx 10px 12px;
wi dth: 100%

box-si zi ng: border - box;
border: none;
border-radius: O;

}

. di al og-footer-content {
di spl ay: none;

}

.button-container button, .btn {
di spl ay: bl ock
text-align: center;
color: #fff;
font-size: 13px;
background-col or: #48c6e7;
border: none;
margin: 30px 0 O O;
paddi ng: 1lpx 10px 12px;
box-si zi ng: border - box;
width: 100%
cursor: pointer
-webki t - appear ance: none;
text-decoration: none;

}

. button-contai ner button: hover {
backgr ound- col or: #00B4DF;
border: none;

}

.input-box input {
box- si zi ng: border - box;
background-col or: #999;

}

p.error {

col or: #cccccc;
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font-size: 13px;
mar gi n: O;
padding: 0 0 18px;
}
#|l ogout nsg, #l ogoutmsgsub { color:#fff; }
.error hl { paddi ng-bottom 20px; }
.help p { margin:0; padding:20px 0 0 O; font-size:11lpx; }
.help a { color:#cccccc; text-decoration:none; }
.hel p a:hover { color:#fff; }

ditle {
di spl ay: none;

}

.image-customlink, .login-customlink {
di splay: inline;

}

.image-customlink a {
paddi ng: O;

}

.image-customlink a:hover {
color: #fff;

background-col or: transparent;
di splay: inline;
paddi ng: O;
}
.image-customlink ing {
hei ght: O;
wi dth: O;
}
#| ogi nCust onLi nk1 {
float: right;

@redi a only screen and (max-w dt h: 480px) {
di v. page- cont ai ner {
position: static;
top: O;
mar gi n: 0;
}
div.dialog {
wi dt h: auto;
mar gi n: 0;
}

}
Perform the following steps to add the sample.css file to the osp- cust om r esour ces. j ar file.

1 Openthe osp-cust omresources.j ar file.
2 Upload your .css file to the css folder.
3 Opentheresources folder.

4 Opentheoi dp_enduser _custom resources_en_US. properti es file to edit the custom
branding of the login pages in the English language.
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5 Uncomment the line
O DPENDUSER. Logi nCss=r eset . css, ui styl es. css, ui styl es_| ogi nsel ect. css by
removing the # sign.

You can add your .css file here. For example, O DPENDUSER. Logi nCss=sanpl e. css.
6 Save the 0i dp_enduser _cust om resources_en_US. properti es file.

Customizing the Logo of an Enterprise

You can edit the logo displayed on the login page of web authentication event using the parameter
O DPENDUSER. Logi nPr oduct | mage available in the Login page properties.

For example, to edit the logo of the login page of an OAuth 2.0 event in the English language,
perform the following:

1 Openthe oi dp_enduser _custom resources_en_US. properti es file and edit the
following attribute:

O DPENDUSER. Logi nProduct | mage=conpany_i ng. png

You can also edit the .css file. The following code has been added to the sample.css file to
display the logo in the Figure 12-2:

di v. di al og-content {
hei ght : 525px;
paddi ng: 0 15px;
backgr ound: url (/ osp/ TOP/ i mages/ conpany_i ng. png) ;
backgr ound- col or: #414749
backgr ound- posi ti on: 180px 20px;
backgr ound-repeat : no-repeat ;
font-famly: Arial, Helvetica, sans-serif;
text-align: left;

}

2 Ensure that you add the image that you want as a logo to the i mages folder with the name that
matches with the attribute value in O DPENDUSER. Logi nPr oduct | mage.

By default the images folder contains the image conpany_i ng.

Customizing the Copyrights

You can edit the copyright text displayed on the login page of web authentication event using the
parameter O DPENDUSER. 50004 available under the JSP Strings.

For example, to remove the copyright note that is displayed on the login page of an OAuth 2.0 event
in the English language:

1 Openthe oi dp_enduser custom resources_en_US. properti es file and search the
following parameter:

#0O DPENDUSER. 50004=Copyri ght [copy] [year] Netl  nbsp] Corporation, a
M cro[ nbsp] Focus conpany. All rights reserved

2 Uncomment the following parameter as follows:
O DPENDUSER. 50004=

This removes the copyright note from the web authentication event - login page.
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Customizing the Branding Text

You can edit the branding text displayed on the login page of web authentication event using the
parameter O DPENDUSER. Logi nPr oduct Nare available in the Login page properties section of the
oi dp_enduser_custom resources_en_US. properti es file.

For example, to edit the branding of the company to Acme Group, perform the following:
1 Openthe oi dp_enduser _cust om resources_en_US. properti es file and search the
following parameter:
#0O DPENDUSER. Logi nPr oduct Nanme=Conpany[ nbsp] Nane[ r eg]
2 Edit the following parameter as follows:
O DPENDUSER. Logi nProduct Nane=Acme[ nbsp] G- oup[ r eg]
If you want to remove the branding text Acme Group, perform the following:
1 Openthe oi dp_enduser _custom resources_en_US. properti es file and search the
following parameter:
#0O DPENDUSER. Logi nPr oduct Nanme=Conpany[ nbsp] Nane[ r eg]
2 Uncomment the following parameter as follows:
O DPENDUSER. Logi nProduct Name=

This removes the branding text, Acme Group, from the web authentication event - login page.

Adding Links on the Login Page
You can add links for the login page of the web authentication event.

For example, if you want to add the link Forgotten Password that is displayed on the login page in the
English language, add the following:

1 Openthe oi dp_enduser _custom resources_en_US. properti es file.
2 Add the following:

#0O DPENDUSER. 70000=nul |

O DPENDUSER. 70001=htt ps://intra. sanmpl e. net/ Forgott enPassword <hyper| i nk
where the users gets redirected to>

O DPENDUSER. 50078=C i ck here if you've forgotten your usernanme or
password, or if you need to register. <label of the link>

O DPENDUSER. 70004=_t op <nane of the tenant>

O DPENDUSER. 70005=LOG N_PAGE <attri but e>

NOTE: The hyperlink for the text is taken from Methods > LDAP Password > SSPR URL in the
Administration Portal.
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12.30.3 Customizing Messages and Authentication Method Names for
the Web Authentication Events

You can customize the messages and authentication methods name for the Web Authentication
events in the Custom Messages policy. Set Use Custom Messages to ON to enable using the custom
messages for the OAuth, SAML 2.0, or Open ID Connect events. You must customize the messages in
the “Custom Messages” policy.
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13.1

Configuring the Server Options

Perform the following configurations to configure the Advanced Authentication server settings:

¢ Section 13.1, “Uploading the SSL Certificate,” on page 185

+ Section 13.2, “Generating OSP Keystores,” on page 186

+ Section 13.3, “Customizing the Login Page Background,” on page 186
+ Section 13.4, “Uploading a Keytab File,” on page 186

Uploading the SSL Certificate

Advanced Authentication server uses the HTTPS protocol. You must create a certificate file that is in

the .pemor .crt, or .pf x format. You must apply the existing SSL certificate on the server.

IMPORTANT: Smartphone and Voice Call authentication providers work only with a valid SSL
certificate. Self-signed certificate does not work.

To upload an SSL certificate perform the following steps:

1 Log in to the Advanced Authentication Administration portal directly and not through a load

balancer or Access Manager.

2 Click Server Options.

3 Click Browse in Web server SSL certificate for HTTPS and select a new SSL certificate. The file

must contain both the certificate and the private key.

NOTE: The certificate must not contain any of the encrypted private keys.

Intermediate certificates must also be placed in the certificate file in the .pemor .crt or .pf x

format if they are present.

IMPORTANT: The certificate file must be in the following order:

----- BEA N PRI VATE KEY-----

(Your Private Key: your_domai n_nane. key)

----- END PRI VATE KEY-----

----- BEA N CERTI FI CATE---- -

(Your Primary SSL certificate: your_donmmin_name.crt)
----- END CERTI FI CATE- - - - -

----- BEA N CERTI FI CATE---- -

(Your Intermediate certificate: internmediate.crt)
----- END CERTI FI CATE- - -- -

----- BEA N CERTI FI CATE---- -

(Your Root certificate: TrustedRoot.crt)

----- END CERTI FI CATE- - - - -

4 Click Upload.
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13.3

13.4

IMPORTANT: The certificate is not replicated among the Advanced Authentication servers.
Therefore, it is recommended to upload the certificate to each Advanced Authentication server or
add it on a load balancer.

Generating OSP Keystores

You can generate the signing and encrypting certificates for the SAML federation based third-party
integrations. By default, the Advanced Authentication server has a signing and encrypting
certificates. You can use the default certificates or generate new certificates based on your
requirements. Generating new certificates delete the existing certificates and replace them with
new certificates.

NOTE: The existing SAML2 federations break if you generate new OSP Keystores. Therefore, you
must update the existing SAML2 federations with the new keys to re-establish the trust.

Customizing the Login Page Background

You can set a custom login page background. It must be a JPEGor PNGimage and the recommended
resolution is 1920x774 px, 72 dpi. You must not use backgrounds whose size exceeds 100KB. To
apply a custom login page background, perform the following steps:

1. Click Browse in Login page background.

2. Select the background file.

3. Click Upload to upload and apply the custom background.

4

. Click Revert to original to revert the settings to original.

Uploading a Keytab File

The Keytab file option located in Server Options of Advanced Authentication Administration portal
helps you to upload a keytab file. The keytab file contains the encrypted files required for the
Advanced Authentication server to authenticate to the selected Active Directory using Kerberos.

1 Generate a keytab file for Kerberos authentication to the Advanced Authentication server on a
Domain Controller. For information on generating a keytab file, see the website.

Sample command to create the keytab file:

kt pass /princ HTTP/aasl. netiq. | oc@ETI Q LOC / mapuser
aaslsrv@ut hasas.local /crypto ALL /ptype KRB5_NT_PRI NCl PAL / mapop set
/ pass Qw2e3r4 /out C: \Tenp\keytab aaslsrv

Information about the sample command is as follows:

+ HTTPin upper-case is mandatory in the parameter for keytab file. For more information,
see the website.

+ aaslis aserver name (according to record in DNS), the domain nameis neti . | oc.
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+ aaslsrv is a service account specially created in Active Directory for the Advanced
Authentication server, QLlw2e3r 4 is the password.

+ The keytab file keyt ab_aaslsrv is created in the folder C. \ Tenp.

IMPORTANT: If there are multiple Advanced Authentication servers in the cluster, generate a
keytab file for each Advanced Authentication server. Different users must be used for the keytab
file generation for each server.

2 Click Upload to select and upload the keytab file.

NOTE: Keytab file can be removed only when an Active Directory repository is selected in the
Kerberos SSO Options policy.
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Adding a License

To add a license for Advanced Authentication, perform the following steps:

1 Click Licenses.

2 Click Add.

3 Click Browse and select the valid license.

4 Click Upload to upload the license.
A user license is consumed when a user enrolls at least one authenticator through an automatic
enrollment, enrollment by a Helpdesk administrator, or self-enrollment. This is an exception for the

LDAP password, as a license is not consumed for it. An automatic enrollment is done only when a
user performs a first authentication.

NOTE: If you have obtained a trial license before the trial version expires, ensure to purchase and
apply a permanent license to provide an uninterrupted authentication.

After you add the license, following details of the license are displayed:

¢ License ID
+ Expiry date
+ Restrictions: License type and applicable restrictions.

+ Usage: Total and Usage count of active users.

Your license might be limited to some specific authentication methods. Other methods will be
unavailable in the Methods section.

IMPORTANT: If the multi-tenancy mode is enabled, you must add licenses for each tenant.

TIP: To free up a user's license, perform the following steps:

1. Exclude the user from a group that is assigned to chains.
2. Click Repositories and edit a repository.
3. Click Full sync to perform a full synchronization of the repository.

The existing user's authenticators are removed.
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5 Backup and Restoring the Database

IMPORTANT: The Advanced Authentication upgrade with the database is not supported post
Advanced Authentication 5.6. Therefore, it is recommended to backup the database and upgrade an
appliance from version 5 to the 6.0 version.

Advanced Authentication facilitates you to backup the entire database to . cpt format. In this way,
you can create backup of the database or migrate the database to Advanced Authentication 6.0
version. The backed up database includes configuration of the following sections:
¢ Dashboard
+ Repositories
+ Methods
¢ Chains
+ Events
+ Endpoints
+ Policies
+ Logs
+ Licenses
¢ Tenant database
+ Server Options
+ Login page background
+ Web server SSL certificate for HTTPS
¢ Enrollment
¢ Enrolled Authenticators
¢ Shared Authenticators

+ Emergency Passwords

NOTE: The backed up database does not include configuration of the following sections:

+ Web Authentication
+ Debug logs
¢ Cluster configuration in Global Master server

+ Updates.
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15.1

15.1.1

Backing Up the Database

To backup the database, perform the following steps:

1 Click Backup/Restore in the Administration console on the Global Master server.
2 Click Backup Database.

The exported database file is saved in the . cpt format on your local drive.

Backing Up the Database Through Console

You can use the following procedure along with some third-party modules to automate the backup
process:
1 Run the following command to launch the bash terminal:
docker exec -it aaf _aucore_1 /bin/bash
2 Run the following command to navigate to the directory ver si on 2:
cd /opt/ AuCor e/ aucore/ scripts/db_tool s/version2/
3 Run the following command to backup the database:

.lau_export_encrypt.sh

NOTE: You can also run the following command to initiate the database backup process instead
of performing Step 1 to Step 3:

docker exec aaf aucore_1 /opt/ AuCore/aucore/scripts/db_tool s/version2/
au_export _encrypt.sh

The backed up database file is saved in the following locations in . cpt format:
+ Within the container: / opt / AuCor e/ dat a/ export/

¢ Out of the container:/ var/1i b/ docker/vol unes/ aaf _aucor e-dat a/ _dat a/
export/

IMPORTANT: When you initiate the backup process for the first time, ensure to backup using the
Administration portal. If you try Backing Up the Database Through Console for the first time instead
of backing up through the administration portal, you might get an error message as follows:

+ pidfile=/etc/nginx/htm/static/proc/export.pid
+'[" -f letc/nginx/htm/static/proc/export.pid ']’
+ echo 17985

.lexport.sh: line 12: /etc/nginx/htm/static/proc/export.pid: No such file
or directory
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15.2

15.3

Restoring the Database

1 Click Backup/Restore.
2 Click Restore Database to upload the database.
3 In Step 1. Upload backup section, specify the following details:
3a From: The database download URL (FTP or HTTP server).
Ensure the database file is in the . cpt format.
3b Decrypt Password: The password to decrypt the database file.
4 Click Upload.

The upload logs are displayed. The uploaded file is displayed in the Step 2. Import backup
section.

5 Click Restore next to the uploaded file.

The restore logs are displayed.

IMPORTANT: For recovering from a disaster in production environments with multiple sites and
services, see “Recovering by Restoring the Backup”.

NOTE: You may get the following errors while you are restoring the database:

+ [f the provided download path or decrypt password is incorrect, a message Er r or
Downl oad or decrypt. Wong back up password or URL is displayed.

+ When you export the configurations from Advanced Authentication 5.6 Patch Update 5 to
6.0 appliance, an error message oob: ERROR (spawn error) is displayed in the
| mportl ogs. t xt. You can ignore this error and the Authentication Agent service will
start immediately after the server reboot.

6 After you backup and restore the database, you must restart the server.

NOTE: The Tenant administrators cannot backup and restore the database.

Scheduling Backup

Advanced Authentication allows you to automate the backup at a specific time as per your
requirement. Also, override the scheduled time and start the backup process at any given time. You
can also set the location to store the backup files and delete old backup files while retaining a
specific set of files.

You can perform the following tasks:

¢ Schedule Backup
+ Schedule Synchronization of Backup Files to a FTP server

+ Schedule removal of old Backup files from the Advanced Authentication server volume

You can configure the cron schedule to backup the configuration at regular intervals. For example, to
schedule a backup at 2.00 A.M. only on Saturdays, set the configurationas* 2 * * sat.

Backup and Restoring the Database 193



The expression* * * * * jsdefined in the following table:

Expression * * * * *

Description minute hour day of month month day of week

Value 0-60 0-23 1-31 1-12orjan, feb 0 - 6 (Sunday=0) or
sun, mon

The logs are displayed in the cel ery_| ong. | og file.

15.3.1 Scheduling Backup

To schedule backup, perform the following:

i A W N =

Click Backup/Restore > Schedule Backup.

Set the configurations to schedule the backup in the Backup schedule page.
Set the cron expression for the schedule in the first column.

Specify export in the second column.

Click Save.

NOTE: You can click the > (Run now) button adjacent to the cron expression to run the program
(export) immediately.

15.3.2 Scheduling Synchronization of Backups to a FTP Server

To synchronize the backed up log files from a container to an FTP server, remove the backup files
while retaining a specific number of files, perform the following:

1
2
3

Click Backup/Restore > Schedule Backup.

Set the cron expression for the scheduled synchronization in the first column.
Set the following command in the second column:

mrror ftp.server /upload/folder [user] [password] X

where X is the number of old files to be retained.

For example, to remove the old backup files but retain the latest five backup files in your FTP
server, specifymi rror folder/ftp/ adm nl admin 5.

Click Save.

NOTE: You can click the > (Run now) button adjacent to the cron expression to run the program
(mirror) immediately.
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15.3.3 Scheduling Removal of Old Backup Files

To schedule removal of old backup file and retain only specific number of files in your Advanced
Authentication server volume, perform the following:

1
2
3
4

Click Backup/Restore > Schedule Backup.

Set the configurations to schedule the back up export in Backup schedule.
Set the cron expression for the schedule in the first column.

Setexport _renove_ol d_backups [ keep=N] in the second column.
where Nis the number of old backup files to be retained.

For example, to remove the old backup files but retain the latest fifteen backup files in your
server volume specify export _renove_ol d_backups keep=15.

Click Save.
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Adding a Report

Report provides you pictorial representation of collected data. You can examine data in different
combinations, display report in easy-to-understand graphs, track data at different time intervals and
export the report in JSON and CSV formats to share the result with others. With reports, you can
track all logins (failed or successful), users’ enrollment status, authentication methods used for
specific event, license information, number of active users and so on.

You can add a report with specific report type as described in Table 3-1.

Table 16-1 Report Types

Report Type

Description

Available Attributes

Pie chart

This report displays the information
collected on a specific parameter and
represents information in the Pie
chart format. You can sort the
parameter in ascending and
descending order.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Event Type: Types of events to display in the
report. Options available are All logon
events, Failed logon events and Successful
logon events.

Size: Number of records to filter in the
report.

Order: Sorting order of selected parameter
in the Field. Options available are Ascending
and Descending.

Field: The parameter on which the data is
collected to display in the report. Options
available are Event Name, Chain Name,
Method Name, Endpoint Name and so on.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.
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Report Type

Description

Available Attributes

Stacked chart

Activity stream

This report displays a stacked bar
chart that classifies and compares
different categories of Field 1 and 2
parameters to track the maximum
and minimum number of logons. X-
axis represents categories of the
Field 2 parameter. Y-axis represents
logon count. Segments in each
vertical bar represents categories of
Field 1 parameter. Different colors
are used to depict different
categories and label for each
category is displayed in upper-right
corner of the report.

This report displays information
about user, tenant, chain, method
used for authentication, and the
result.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Event Type: Types of events to display in the
report. Options available are All logon
events, Failed logon events and Successful
logon events.

Field 1: The parameter to represent on X-axis
of the report. Options available are Event
Name, Chain Name, Method Name,
Endpoint Name and so on.

Size 1: Number of records to display on the
X-axis.

Order 1: To sort the parameter selected in
the Field 1. Options available are Ascending
and Descending.

Field 2: The parameter to represent on Y-axis
of the report. Options available are Event
Name, Chain Name, Method Name,
Endpoint Name and so on.

Size 2: Number of records to display on the
Y-axis.

Order 2: To sort the parameter selected in
the Field 2. Options available are Ascending
and Descending.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.

Name: Title of the report.

Relative Time Interval: Set this option to ON,
select a specific time interval from the
Relative Interval. Set this option to OFF,
select preferred From and To dates from the
Date range.

Event Type: Types of events to display in the
report. Options available are All logon
events, Failed logon events and Successful
logon events.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.
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Report Type

Description

Available Attributes

Enroll activity
stream

Users

Authenticators

Licenses

Event count line
chart

This report displays information
about enrolled users: last log on
time, tenant, user, method used for
authentication, and event type.

This report displays information
about the enrolled users: tenant
name, user name, enrollment status
and last log on time.

This report displays information
about the enrolled authenticators:
tenant name, user name, event
category, method, comment and
owner of the account.

This report displays information
about the license id, license validity
dates (such as From and To dates),
license expiry status and license
warnings (regarding license expiry,
exceed in user count)

This report tracks and displays logon
count of all events in the appliance.
X-axis represents time and Y-axis
represents logon count. Each data
point on the chart represents
numbers of user logged on at a
specific time. All the data points are
plotted and connected with a line to
track the maximum and minimum
number of logons.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Users: To filter records of specific user from
directory.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Event Type: Types of events to display in the
report. Options available are All logon
events, Failed logon events and Successful
logon events.

Interval: Regular interval to track the data
point on the chart.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.
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Report Type

Description

Available Attributes

Event count line
chart group by
field

This report tracks and displays logon
count of specific parameter. X-axis
represents time and Y-axis
represents logon count. Data points
of different colors represent specific
category of the selected parameter.
The label for each category is
displayed in upper-right corner of
the widget. All the data points are
plotted and connected with a line to
track the maximum and minimum
number of logons.

Name: Title of the report.

Relative Time Interval: Set this option to ON
to select a specific time interval from the
Relative Interval. Set this option to OFF to
select preferred From and To dates from the
Date range.

Event Type: Types of events to display in the
report. Options available are All logon
events, Failed logon events and Successful
logon events.

Interval: Regular interval to track the data
point on the chart.

Size: Number of records to filter in the
report.

Order: Sorting order of the parameter
selected in the Field. Options available are
Ascending and Descending.

Field: The parameter on which the data is
collected to display in the report. Options
available are Event Name, Chain Name,
Method Name, Endpoint Name and so on.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.
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Report Type Description Available Attributes

Distinct events This report tracks and displays + Name: Title of the report.
count line chart  distinct count of all categories in the .
selected parameter (Distinct values
by field). X-axis represents time and
Y-axis represents distinct logon
count. Each data point on the chart

Relative Time Interval: Set this option to ON,
select a specific time interval from the
Relative Interval. Set this option to OFF,
select preferred From and To dates from the

Date range.
represents unique logon count at a
specific time. All the data points are + Event Type: Events to display in the report.
plotted and connected with a line to Options available are All logon events,
track the maximum and minimum Failed logon events and Successful logon
number of distinct logons. events.

+ Interval: Regular interval to track the data
point on the chart.

+ Distinct values by field: The parameter on
which the data is collected to display in the
report. Options available are Event Name,
Chain Name, Method Name, Endpoint
Name and so on.

* Size: Number of records to filter in the
report.

¢ Order: Sorting order of the parameter
selected in the Field. Options available are
Ascending and Descending.

+ Users: To filter records of specific user from
directory.

+ Events: To filter records of specific event.

+ Chains: To filter records of specific chain.
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Report Type

Description

Available Attributes

Distinct events
count line chart
group by field

This report displays and classifies
distinct logon count of each event. X-
axis represents time and Y-axis
represents distinct logon count. Each
data point on the chart represents
unique logon count of particular
event at a specific time. All the data
points are plotted and connected
with a line to track the maximum and
minimum number of distinct logons
to particular event.

Name: Title of the report.

Relative Time Interval: Set this option to ON,
select a specific time interval from the
Relative Interval. Set this option to OFF,
select preferred From and To dates from the
Date range.

Event Type: Events to display in the report.
Options available are All logon events,
Failed logon events and Successful logon
events.

Interval: Regular interval to track the data
point on the chart.

Size: Number of records to filter in the
report.

Order: Sorting order of the parameter
selected in the Field. Options available are
Ascending and Descending.

Field: The parameter on which the data is
collected to display in the report. Options
available are Event Name, Chain Name,
Method Name, Endpoint Name and so on.

Distinct values by field: The parameter on
which the data is collected to display in the
report. Options available are Event Name,
Chain Name, Method Name, Endpoint
Name and so on.

Users: To filter records of specific user from
directory.

Events: To filter records of specific event.

Chains: To filter records of specific chain.

Following are the generic steps to add a custom report:

1 Click Reports
2 Click Add.

in the Administration portal.

3 Specify the report title in the Name.

4 Select the preferred Report type. Options available are:

+ Pie chart

+ Stacked chart

+ Activity stream

+ Enroll activity stream

+ Users

+ Authenticators

* Licenses
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*

Servers

+ Events count line chart

+ Events count line chart grouped by field

+ Distinct events count line chart

+ Distinct events count line chart grouped by field

When the Relative time interval is set to ON, the Relative Interval is displayed to select a specific
time interval. When set to OFF, the date range is displayed to select preferred From and To
dates.

Select the preferred Event type. Options available are All logon events, Failed logon events, and
Successful logon events.

7 Select number of records from the Size to display in the report.

10

11
12
13
14

Select sorting order from the Order. Options available are Ascending or Descending.

Select the preferred parameter from the Field. Based on the selected parameter, the data is
collected to display on the report. Options available are Event Name, Chain Name, Method
Name, Endpoint Name and so on.

Specify and select the preferred domain joined user from the Users to filter records in the
report.

Specify and select the preferred event from the Events to filter records in the report.
Specify and select the preferred chain from the Chains to filter records in the report.
Click Save.

Click Reload to generate and display the report based on the selected values.
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Configuring a Cluster

In a production environment, you must use more than one Advanced Authentication server for fault
tolerance and redundancy. For load balancing, see “Installing a Load Balancer for Advanced
Authentication Cluster”.

In Advanced Authentication, a cluster consists of sites. Each site is installed in a specific geographical
location and contains the following:

+ A DB Master server

+ One or two DB servers that are used for only backup and fail-over

+ Maximum of 6 Web servers without a database that are used in combination with a third-party
load balancer for load balancing.

All these servers handle the authentication requests from clients of the same location. The
Advanced Authentication server that you deploy first gets the Global Master and Server Registrar
roles.

This chapter contains the following sections:

+ Section 17.1, “Registering a New Site,” on page 207

+ Section 17.2, “Registering a New Server,” on page 208

+ Section 17.3, “Monitoring Outgoing Replication Batches,” on page 210

¢ Section 17.4, “Resolving Conflicts,” on page 211

¢ Section 17.5, “Installing a Load Balancer for Advanced Authentication Cluster,” on page 211
+ Section 17.6, “Restoring Operations When a Global Master Server is Broken,” on page 216

+ Section 17.7, “Restoring Operations When a Database Master of the Secondary Site is Broken,”
on page 217

+ Section 17.8, “Managing Access to the Advanced Authentication Web Portals,” on page 217
To configure an Advanced Authentication cluster, perform the following steps:

1 Click Cluster in the Administration portal.
2 You must create a Global Master. Click Set up Global Master to create a Global Master.

3 Specify the Global site name in Enter name of the site. Renaming not supported. The Global site
name must be in lower case and can contain latin characters, digits, and underscores.

4 Click OK.
In DB servers, the following information about each server in the list is displayed:
+ Site: Name of the site.
+ Mode: Mode of the server. The options are:
+ Global Master
+ DB Master

Configuring a Cluster 205



+ DB Server-1
+ DB Server-2
+ Host: IP address of the host.

+ Desc: Status of the server. Click the edit # icon to add or edit the description.

¢ Heartbeat: Time of the last ping. Each server is pinged every 5 minutes.

IMPORTANT: Ensure to take regular snapshots of all the DB servers at the same time or to
clone them to protect the environment from any hardware issues or accidental failures. It
is recommended to do this for the following scenarios:

+ Each time you change the configuration of repositories, methods, chains, events, and
policies.

+ After performing the enrollment.
In large companies, the enrollment can be used on a daily basis as a massive

enrollment. In such scenarios, it is good to create snapshots regularly (it can be
fortnightly or monthly).

+ When you are adding or removing servers in the cluster.
+ Before you upgrade Advanced Authentication servers in the environment.

You can convert a DB server of the primary site to a Global Master server or a DB server of
a site to a DB Master server of the same site. You must update the DNS settings after the
conversion. If the Global Master and the DB servers from the primary site are lost, you
cannot replace them.

NOTE: All the servers in a cluster must have the same version.

5 Click Register new site if your company is geographically distributed and to deploy a DB Master
server in another site. For information about creating a new site, see Registering a New Site.

6 Click Register new server to register a new server in one of the existing sites. For information
about creating a new site, see Registering a New Server.

IMPORTANT: For the replication to work, it is important to have the same time on the Advanced
Authentication servers. Ensure that the NTP port 123 (UDP) is open on your corporate firewalls to
allow the Advanced Authentication servers to sync time on the predefined NTP servers or specify
your internal NTP servers.

If you have configured a cluster and you receive a replication conflict, click Resolving Conflicts.

NOTE: If you delete DB Master server of a site from the Cluster page of the Global Master, there is no
provision to add it back. The deleted DB Master server of that site loses connection to other servers
and this is replicated across the sites. You must deploy the DB Master server of that site again.

For example, a cluster consists of three sites: Sitel, Site2, and Site3. The Global Master server is in
Sitel. Site2 and Site3 have DBM1 and DBM?2. If you delete DBM1 from the Site2, you will not be able
to add DBM1 back to the cluster.
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17.1

Performing a Health Check of the Advanced Authentication Servers

You can use REST API to configure third-party tools to perform a health check of the Advanced
Authentication servers.

Registering a New Site

You must register a new site to deploy Advanced Authentication in a new geographical location. For
example, a cluster has a single site A. To deploy an Advanced Authentication server at site B, you
must register a new Advanced Authentication site. With the registration of the new site, you must
configure a DB Master in the site.

Before registering a new site, ensure that the following requirements are met:

+ You have an administrator’s privilege to access the Advanced Authentication Server Registrar.

+ You have installed the Advanced Authentication server appliance that has the same version as
the Global Master server. Ensure that you have not configured for a DB server in the new site.

To register a new site and to deploy a DB Master server in the site, perform the following steps:

1 Open the database port <Regi strar _host _nane>: 5432 on your NAT/Firewall.

2 Open the Advanced Authentication Configuration Wizard for a new installed server: https://
<New_Server _host nane>.

3 Select Existing cluster in the first Server Mode.
4 Click Next.
5 Specify the server DNS hostname in My DNS hostname.

WARNING: You must specify a DNS hostname instead of an IP address because appliance does
not support the changing of IP address.

6 Click Next.
7 Specify a password for the LOCAL\admin account.

You may get the error Renot e host returned error: Wong password of key file
(AuError) when you are trying to deploy a DB server on the previous versions of Advanced
Authentication server. You must have Advanced Authentication 5.5-326 or later installed.

8 Click Next.
In Import database information, a message Vi ti ng for G obal Master....isdisplayed.

9 Goto the Advanced Authentication Administration portal of the Advanced Authentication
Server Registrar.

10 Click Register new site in Cluster.

11 Specify a host name for the new DB server of the new site in Master server host.

TIP: If the new server is behind NAT, you can forward its port 443 on a temporary basis and
specify an external host name: port. You must close the port after installation.

12 Specify a name of the new site in Site name.
13 Click Register.
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14
15

16

17
18

After successful registration, a message Success! Continue server install isdisplayed.

DB Master server is displayed in DB servers, for the newly created site. The record is marked in
red.

Go to the new server and click Next.
Click Copy.

The server is automatically restarted within 60 seconds after the database completes copying
from a Global Master server.

Go to the Advanced Authentication Server Registrar. The newly deployed server is displayed in
DB servers.

NOTE: Each of the DB servers in the list is pinged every 5 minutes. If an issue occurs, the server
is marked in red. To view the details of connectivity issues click View log. To view the replication
issues, click Conflicts.

Close the database port <Regi st rar _host _nane>: 5432 on your NAT/Firewall.
To add LDAP servers for the new site, perform the following steps:

18a Log in to the Administration portal on the DB Master of the new site.

18b Click Repositories.

18c Edit the existing repository.

18d Add the LDAP Servers.

18e Save the changes.

NOTE: These changes are replicated only within a site.

*

*

NOTE

You must install the new servers one at a time. Simultaneous installations may cause replication
issues.

The inter-site replication interval is 10 seconds.

*

*

Registering a New Server

You must register a new server to an existing Advanced Authentication site.

After you create a Global Master (in the primary site) or a DB Master (in the secondary site), you
must deploy DB servers for database backup. For this, you must register a new server or a Web
server.

Before registering a new site, ensure that the following requirements are met:

You have an administrator’s privilege to access the Advanced Authentication Server Registrar.

You have installed the Advanced Authentication server appliance that has the same version as
the Global Master server. Ensure that you have not configured for a new server.
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To deploy a new DB server or a Web server in an existing site, perform the following steps:
1 Open the database port <Regi strar _host _name>: 5432 on your NAT/Firewall if you are
deploying a DB server.

2 Open the Advanced Authentication Configuration Wizard for a new installed server: htt ps://
<New_Server _host nane>.

3 Select Existing cluster in the first Server Mode.
4 Click Next.
5 Specify the server DNS hostname in My DNS hostname.

WARNING: You must specify a DNS hostname instead of an IP address because appliance does
not support the changing of IP address.

6 Click Next.
7 Specify a password for the LOCAL\admin account.

You may get the error Renot e host returned error: Wong password of key file
(AuError) when you are trying to deploy a DB server on previous versions of Advanced
Authentication server. You must have Advanced Authentication 5.5-326 or later installed.

8 Click Next.
In Import database information, a message Vi ti ng for G obal Master....isdisplayed.

9 Goto the Advanced Authentication Administration portal of the Advanced Authentication
Server Registrar.

10 Click Register new server in Cluster.

11 Specify the new server's host name in Server host.

TIP: If the new server is behind NAT, you can forward its port 443 on a temporary basis and
enter external hostname:port. You must close the port after installation.

12 Select one of the following servers:

¢ Web Server: This server does not contain a database. Web server responds to
authentication requests and connects to the DB Master database. You need more Web
servers to serve more workload. You must not deploy more than 5-6 web servers per site.

+ DB Server: The database is used for backup and fail-over. Two DB servers can be created
within a site. When the DB Master is down, a DB server responds to the database requests.
When the DB Master is available again, the DB server synchronizes with the Master and the
DB Master becomes the primary point of contact for database requests again. The DB
server is inactive under normal circumstances.

During the installation process, the DB server copies the database from its DB Master.
Ensure to close the Global Master port 5432.

NOTE: The DB server also handles the authentication request in the same way as the Web
server. When handling the authentication requests, the DB or Web servers connect to the
Master server for database related operations.
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13
14
15

16

17

18

NOTE: If you select DB Server, you must copy the database from Global Master. Open database
port <Regi strar _host _nane>: 5432 on your NAT/Firewall. You must close the port after
installation.

Select the site in Add server to the site.
Click Register.

Go to the new server and click Next.

WARNING: While you are registering a secondary DB server for the secondary site, ensure to
wait till the secondary DB server is displayed under the Master DB server of secondary site.
Then, click Copy in Copy database.

If you select DB Server, click Copy in Copy database.

WARNING: Ensure not to click Next or Back button while the database copy is in progress.

The server is automatically restarted within 60 seconds after the database completes copying
from a Global Master server.

If you select DB Server, goto the Advanced Authentication Server Registrar. The newly deployed
server is displayed in DB servers.

NOTE: Each of the DB servers in the list are pinged for every 5 minutes. If an issue occurs, the
server is marked in red. To view the details of connectivity issues click View log. To view the
replication issues, click Conflicts.

Close the database port <Regi st rar _host _name>: 5432 on your NAT/Firewall if you have
opened it.

NOTE: You must install the new servers one at a time. Simultaneous installations may cause
replication issues.

Monitoring Outgoing Replication Batches

You can monitor the last 200 outgoing batches from the Master server to the peer DB servers on the
same site and to the Master server on other sites in the cluster. This includes batches which have
already been replicated and the batches in error. The batches are transmitted to replicate
information about the changes that are made to the database. The changes include new entry,
update, and delete actions to all DB servers in the cluster.

When a Master server sends the batch to the target server, the status displays NE indicating that the
new batch of data is transmitted. After receiving the response from the target server, the Status of
that particular batch will set one of the following values:

*

*

OK: Indicates that the batch is successfully received by the target server.

ER: Indicates that there is conflict on the target server. An error while sending the batch may
also result in the status ER.
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17.5

To monitor outgoing batches, click Cluster in administration portal, and then click Batches. You can
view the following information about each transmitted batch:

+ Server: IP address of the target server to which the batches are sent.

*

Status: Status of the transmitted batch. Possible statuses are NE, OK, and ER.

*

BatchlID: Unique ID of a batch that is sent to the target server.

*

What: Details of information that the corresponding batch includes.

*

When: Time when the batch is transmitted.

Resolving Conflicts

In Advanced Authentication, conflicts can occur if two servers try to configure the same object. For
example, MasterX and MasterY create a same login chain Visitor. This can lead to a conflict because
both try to send Visitor to each other. If a conflict occurs, the replication between the conflicting
servers stops. Replication uses last-write-wins policy. Conflicts can occur for one of the following
reasons:

+ During upgrade when a new server communicates with the old server.
+ When two unique objects have been added.
Outgoing conflict indicates an incoming conflict on the destination server. Unique object collision

causes two corresponding conflicts: incoming and outgoing conflicts on both the source and target
servers.

You can resolve the conflict in one of the following ways:

+ Simplest way: Click Fix on both the servers.
+ Smarter way: Click Fix on a server in one site and click Forget on a server in the other site.

+ Possible way: Click Forget outgoing on the servers in both the sites. You can use this method for
UPDATE conflicts. Object changes are lost but will sync on next object change.

+ Zero way: Source server automatically re-sends the changes until you forget the outgoing
conflict.

+ Purge working tables: This method is used as a last resort. If you see low-level errors in the
replication log, if conflict resolution does not work for you, you may force the replication system
to forget all pending replicas and re-initialize.

Advanced Authentication scans for the replication conflicts, automatically. To resolve the existing
conflicts, in the Cluster section of the Advanced Authentication Server Registrar, click Conflicts. If no
conflicts are detected, only the information is displayed. If there are any conflicts, the details and
controls to resolve the conflicts are displayed. You will get a confirmation request with each action.
The confirmation contain notes that help you to resolve the conflicts.

Installing a Load Balancer for Advanced Authentication
Cluster

You can install a Load balancer and configure it through a third-party software. The following
example guides you on how to install and configure nginx as a load balancer on Ubuntu 16.04.
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17.5.2
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NOTE: Advanced Authentication supports DNS round-robin and third-party VIP, but only with Sticky
sessions. The DNS Discovery mechanism is excluded from the workflow. Advanced Authentication
clients are pointed to a load balancer that manages all traffic.

Target configuration:

Hostname IP address Role Operation System

Domain controller win-dc.utopia.locl 192.168.1.56 AD DS, DNS Windows Server
2012 R2

Advanced aaf-clu- 192.168.1.70 Global Master Advanced
Authentication 5.5 gm.utopia.locl Authentication 5.5
Advanced aaf-clu- 192.168.1.71 Slave Advanced
Authentication 5.5 gs.utopia.locl Authentication 5.5
Load balancer Ilb.utopia.locl 192.168.1.138 Nginx load balancer  Ubuntu 16.04
Client windows7v5.utopi 192.168.1.61 AA Client Windows 7 x64

a.locl

Before you start the configuration, ensure that the following requirements are met:

+ Repository is configured in Advanced Authentication appliance.

*

+ Appropriate entries are added to DNS.

*

Ubuntu 16.04 is installed.

Installing nginx on Ubuntu 16.04

1 Update repository and install nginx:.

la apt-get update

1b apt - get

install nginx

2 Start nginx and ensure that web server is working.

2a sudo service nginx restart

3 Open your browser and go to the web server htt p: //192. 168. 1. 138.

Configuring nginx

The following load balancing methods are supported in nginx.

Both Advanced Authentication servers are installed and configured as Master and Slave.

+ round-robin: The requests to the application servers that are distributed in a round-robin

fashion.

¢ least-connected: Next request assigned to the server with the least number of active

connections.

+ ip-hash: A hash-function that is used to determine which server must be selected for the next
request (based on the client’s IP address).
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This document describes the ip-hash configuration because the REST queries that are balancing
require sticky-session enabled and ip-hash is a similar mechanism.

In this document, the ip-hash configuration has been described because for the REST queries that
are balancing, the sticky-session must be enabled. The ip-hash has a similar mechanism.

To configure nginx, perform the following steps:

1 Create a backup of the original configuration file by running the following command:

sudo cp /etc/nginx/nginx.conf /etc/nginx/nginx.conf_original.

NOTE: This configuration file allows to balance REST, Administration, and Self-Service portal
requests.

2 Copy the certificate from any Advanced Authentication server in a cluster from the directory /
et ¢/ ngi nx/ cert . pemto the same directory on a load balancer.

3 Open the ngi nx. conf file and replace with the following:

user ww\«dat a;
wor ker _processes aut o;
pi d /run/nginx. pid;

events {
wor ker _connections 768;
# multi_accept on

}
http {

#H#
# Basic Settings
#H#

sendfile on;

#t cp_nopush on;

#t cp_nodel ay on;
keepal i ve_ti neout 65;
types_hash_nmax_si ze 2048;
# server_tokens off;

# server_names_hash_bucket size 64;
# server_name_in_redirect off;

#i ncl ude /etc/ ngi nx/ m me. types;
#defaul t _type application/octet-stream

#it
# SSL Settings
#it

ssl _protocols TLSvl TLSv1l.1 TLSvl1.2; # Dropping SSLv3, ref: POCDLE
ssl _prefer_server _ciphers on

ssl _certificate /etc/nginx/cert.pem

ssl _certificate_key /etc/nginx/cert. pem
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##
# Loggi ng Settings
#i#

access_|log /var/ | og/ ngi nx/ access. | og;
error _log /var/log/ nginx/error.|og;

#i#
# (zip Settings
##

gzip on;

gzi p_di sabl e "nsi e6";

gzi p_vary on;

gzi p_proxi ed any;

gzi p_conp_l evel 6

gzi p_buffers 16 8k

gzi p_http_version 1.1;

gzi p_types text/plain text/css application/json application/
javascript text/xm application/xm application/xnm +rss text/
j avascri pt;

#i#t
# Virtual Host Configs
#i#t

i ncl ude /etc/nginx/conf.d/*.conf;
i ncl ude /etc/nginx/sites-enabl ed/ *;

resol ver 192.168.1.56 valid=300s ipv6=off; # ip address of DNS

resol ver _timeout 10s;
upstream aaf-clu {
i p_hash; # Type of |oad bal anci ng nechani sm
server aaf-clu-gmutopia.locl:443; #192.168.1.70: 443;
server aaf-clu-gs.utopia.locl:443; #192.168.1.71:443;
}

server {
listen 443 ssl;
# Rule for REST
| ocation ~ ~ user/api/ {
proxy_set header X-Real -1P $renote_addr
proxy_set header X-Forwarded- Server $host;
proxy_set header X-Forwarded- For
$proxy_add_x_forwarded for;
proxy_set header Host $host;
proxy_pass https://aaf-clu$uri ?$args;
}
|ocation ~ ~admn {
proxy_set header X-Real -1P $renote_addr
proxy_set header X-Forwarded- Server $host;
proxy_set header X-Forwarded- For
$proxy_add_x_forwarded_for;
proxy_set header Host $host;
proxy_pass https://aaf-clu$uri ?$args;
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}

| ocation ~ A/ static {

proxy_set _header
proxy_set _header
proxy_set _header
proxy_set _header
proxy_pass https

X-Real -1 P $renot e_addr;

X- For war ded- Server $host ;

X- For war ded- For $proxy_add x forwarded for;
Host $host;

/[ aaf - cl u$uri ?%ar gs;

| ocati on ~ ”/ hel pdesk {

}

proxy_set _header
proxy_set _header
proxy_set _header
proxy_set _header

proxy_pass https:

| ocation ~ */ account

proxy_set _header
proxy_set _header
proxy_set _header
proxy_set _header
proxy_pass https

| ocation ~ * osp/ {

proxy_.

X-Real -1 P $renot e_addr;

X- For war ded- Server $host ;

X- For war ded- For $proxy_add x forwarded for;
Host $host;

/' aaf - cl u$uri ?%ar gs;

{
X-Real -1 P $renote_addr;

X- For war ded- Server $host ;

X- For war ded- For $proxy_add x _forwarded for;
Host $host;

[/ aaf - cl u$uri ?%ar gs;

set _header X-Real -1P $renote_addr;

proxy_set header X-Forwarded- Server $host;

proxy_.

set _header X-Forwarded- For

$proxy_add x_forwarded for;
proxy_set header Host $host;

}
}

proxy_

pass https://aaf-clu$uri ?%args;

Performing a Health Check of the Advanced Authentication Servers

You can use REST API to configure third-party tools to perform a health check of the Advanced
Authentication servers.

Configuring Advanced Authentication Client

To point the Advanced Authentication client to a load balancer, you must make some changes after
installing the client on a workstation.

1 Install Windows Client. To install Windows Client, see “Installing Windows Client” in the
Advanced Authentication - Windows Client guide.

2 Open the configuration file: C: \ Pr ogr anDat a\ Net | Q. W ndows
Client\config.properties.

3 Set the parameter di scovery. host = <I P_addr ess/ host nane_| oadbal ancer >.

This configuration points Advanced Authentication Client to a load balancer that manages the
traffic between the Advanced Authentication server and Advanced Authentication Client (REST

API).
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Restoring Operations When a Global Master Server is

Broken

When a GMS (Global Master server) breaks, restore it from backup or a snapshot. If this does not
work, perform the following steps to convert an existing DB server from the same site as GMS to a
new GMS and deploy a new DB server.

WARNING: It is recommended that you prepare a snapshot of the DB server which you are going to
convert, to ensure that you have a backup in a scenario where the conversion fails. Conversion is a
risky operation and can be performed only if you do not have the snapshots to which you can revert
the broken server to.

As a pre-requisite, ensure that the GMS is turned off.

1

00 N o u ~ W

10
11

12

Open the Advanced Authentication Administration portal on the DB server.

Click Cluster.

Wait until you see the Cluster section updated.

Click Failover.

Open database port 5432 (TCP/UDP) on your NAT/Firewall for a time of conversion.

Click Convert to Global Master.

Click OK.

When you see Cluster again, close the database port.

If you have been using the RADIUS server, you must reconfigure the settings.
8a In the Administration portal, click Events and edit the RADIUS Server event.
8b Check the configuration including the Clients section.
8c Click Save to reconfigure the RADIUS server.

Update the DNS so that the DNS name of the lost GMS resolves the IP address of the server
being converted.

IMPORTANT: Do not change the IP addresses of working servers.

Update the load balancer configuration if required.

Install a new server with an | SOfile of the same version as on the new GMS and configure a
new DB server instead of the converted one.

NOTE: If you have two DB servers in the site, you must reinstall the second DB server to get the
latest database.

WARNING: Do not use the previously used IP address and DNS name for the new Advanced
Authentication server.

Log in to the Administration portal on Web servers. If you are not able to log in, reboot the Web
servers. If you are still unable to log in, redeploy the Web servers.
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NOTE: The new Global Master Server is displayed with the name of the old Global Master
server on the Cluster tab. You cannot change the name of the new Global Master server,
because a conversion to Global Master is just a replacement of physical server.

Restoring Operations When a Database Master of the
Secondary Site is Broken
When a DB Master of the secondary site fails, you can restore it from backup or a snapshot. If this

does not work, perform the following steps to promote a DB server from the same site to a new DB
Master.

WARNING: It is recommended to prepare a snapshot of the DB server before conversion to ensure
that you have a backup if the conversion fails. Conversion is a risky operation and can be performed
only if you do not have the snapshots of the broken server to restore.

Ensure that the DB Master is turned off as a pre-requisite.

1 Open the Advanced Authentication Administration portal on the GMS.
2 Click Cluster.
3 Click Edit for any DB server which must be converted to DB Master in the same site.
4 Click Convert.
Wait until the conversion is complete.

5 Open the Advanced Authentication Administration portal of the DB server (DB server that is
converted to DB Master in step 3).

6 Click Cluster.
7 Click Failover.
8 Click Convert to DB Master.
Wait till the conversion is complete.

9 Reboot all the servers.

Managing Access to the Advanced Authentication Web
Portals

You can restrict access to the Advanced Authentication Web portals for each of the server.

This helps to reduce the security risk because if a server is installed in a site, the server provides
access to the portals which are outside of a trusted network.

The portals for which you can restrict access to are: Account (Self-Service portal), Administration,
Helpdesk, Report, Search-card, and Tokens portals.

To control access to the server portals of Advanced Authentication, perform the following:

1 Open the Advanced Authentication Administration portal on the GMS.
2 Click Cluster.
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3 Click the Server Portal Restrictions tab.

4 Click the editicon “ against the Host server.

5 Set the option to OFF for any required Web portal. All the portals are enabled by default.
For example, to restrict access to the Report portal, set the option to OFF.

6 Click Save.

NOTE: A top administrator can restrict access to the Advanced Authentication Web portals and
enforce the configuration on secondary tenants.
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8 Enrolling the Authentication Methods

Advanced Authentication server supports the following ways to enroll the authentication methods:

+ Automatic enrollment: This type of enrollment is used for the SMS, Email, RADIUS, LDAP
Password, and Swisscom Mobile ID methods.

The methods are enrolled automatically if the chains containing them are assigned to any
event.

+ Enrollment by Administrator: This type of enrollment is used for the OATH Tokens.

An administrator can import tokens from the PSKC or CSV files in the Administration portal >
Methods > OATH OTP > OATH Tokens tab. You can assign tokens to the specific users.

+ Enrollment by Helpdesk administrator: This type of enrollment is used by the Helpdesk
administrator.

A Helpdesk administrator can access the Helpdesk portal with the address: ht t ps: // <Net | Q
Ser ver >/ hel pdesk. In the Helpdesk portal, the Helpdesk administrator can enroll the
authentication methods for users. A Helpdesk administrator must be a member of the Enroll
Admins group (Repositories > Local > Edit > Global Roles) to manage users' authenticators.

+ Enrollment by User: This method is applicable for the users. A user can access the Self-Service
portal with the address: https://<Netl Q Server >/ account, where the users can enroll
any of the authentication methods.
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19.1

Sample Configurations

This section describes how to configure Advanced Authentication with the following example
scenarios:

+ Section 19.1, “Implementing Multi-Factor Authentication to VPN,” on page 221

+ Section 19.2, “Securing Windows Workstation with Multi-Factor Authentication,” on page 227

Implementing Multi-Factor Authentication to VPN

Let us assume Reltic Data, Inc. wants to implement multi-factor authentication for its VPN (Virtual
Private Network) connection to secure the Corporate network that is accessed from their employees
who are in a remote location.

This section explains the prerequisites, flow of actions, and step-by-step configuration details to
achieve this.

This example refers to the following user profiles:

+ Thomas: An administrator of Reltic Data, Inc.

+ Mark Jones: An employee of Reltic Data, Inc.

Thomas, an administrator wants to enforce Multi-factor authentication with the LDAP Password and
Smartphone methods for OpenVPN to secure the corporate network. After multi-factor
authentication is implemented, employees need to authenticate to both methods successfully to
access the network through VPN.

Thomas must perform the following tasks to implement multi-factor authentication for OpenVPN:

Add a Repository

Configure Methods

Create a Chain

Configure Public External URLs Policy
Assign Chain to RADIUS Server Event

o vk wWw N e

Configure the OpenVPN Server

To understand the sequential flow of configuration in the Advanced Authentication Administration
portal, see Configuration Flow in Advanced Authentication for RADIUS Server Event.

For information about how an end user enrolls the configured methods and authenticates to VPN
client using Advanced Authentication, see End User Tasks.
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19.1.1 Prerequisites

Ensure that you meet the following prerequisites:

+ An LDAP repository for Reltic Data, Inc is configured and the repository contains the information
of all users.
This example uses Active Directory Domain Services as an LDAP repository.

+ A group named Employees is created in Active Directory Domain Services.

+ The Advanced Authentication server is installed. For more information, see Installing Advanced
Authentication.

+ A VPN client is installed on all employees' system.

This example uses OpenVPN as the VPN client.

19.1.2 Considerations Before Configuration

Follow these guidelines to begin implementing multi-factor authentication for any event:

1. Identify the authentication methods that you want to configure.

2. Determine the order of methods in the chain. The methods are displayed to the end user in the
order that you have configured.

3. Determine the policy that must be configured for the identified method.
4. ldentify the user group for which you want to enforce this authentication chain.
Configuration Flow in Advanced Authentication for RADIUS Server Event

The following diagram illustrates the sequential flow of actions required for securing the Open VPN
client with multi-factor authentication:
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19.1.3

Add the Active Directory Domain
Services as a repository in
Advanced Authentication -

Thomas
(administrator)

Configure the LDAP Password and
Smartphone methods

Configure the Public External URL
policy

Map the Chain to the RADIUS LDAP Password Is auto-enrolled for
Server event and add OpenVPN all users of Active Directory Domain
server details with secret Services

Configure the OpenVPN server Self Service portal Enrall Smartphone method

Mark Jones

The configured chain displays ( )
user,

on the VPN client to authenticate Authenticate to the VPN client

VPN client

using the configured chain

Add a Repository

In Advanced Authentication, add Active Directory of Reltic Data, Inc. as a repository from where the
user details are fetched for validation.

Per

1
2
3
4

form the following steps to add Active Directory of Reltic Data, Inc. to Advanced Authentication:

Click Repositories on the Advanced Authentication Administration portal.
Click Add LDAP repo.
Select AD (Active Directory Domain Services) from the LDAP type list.

Specify a container for the users in Base DN. When you select the Subtree option, Advanced
Authentication performs a search for the users in each child node. You can change the search
scope by selecting the Search one level only option.

Specify a user account in User and specify the password of the user in Password.
Ensure that the user's password has no expiry.

You can specify a container for the groups in Group DN (optional). When you select the Subtree
option, Advanced Authentication performs a search for the groups in each child node. You can
change the search scope by selecting the Search one level only option.

Select DNS discovery to find LDAP servers automatically. Specify DNS zone and Site name
(optional) and click Perform DNS Discovery.

When the DNS discovery is done, the DNS servers list is updated every three hours.
Click Save.
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19.1.4

19.1.5

19.1.6

NOTE: If an LDAP server is unavailable for 2.5 seconds, Advanced Authentication excludes it
from the LDAP requests for a period of 3 minutes.

9 Continue with Configure Methods.

Configure Methods

The LDAP Password and Smartphone methods are configured with pre-defined values. These
methods work as expected with the pre-defined values.

For more information, see LDAP Password and Smartphone.

Create a Chain

Perform the following steps to create a chain with LDAP Password and Smartphone methods:

1 Click Chains > Add in the Advanced Authentication Administration portal.
2 Specify the following details:

Field Description

Name A name for the chain.
NOTE: Ensure to remember the name of the chain for further use.
Short name A name that is provided to end user for selecting a chain.

For example, you configure a chain named SMS containing LDAP Password and SMS
methods. A user can specify <username> sms and the user is required to use SMS as
the chain. This is helpful in scenarios when the primary chain is not available.

Is enabled Set to ON to enable the chain.
Methods Select the LDAP Password and Smartphone methods to add to the chain.
Roles and Groups Specify Employees. This enforces all users of this group to use this authentication

chain for accessing the corporate network through VPN.

3 Click Save.
4 Continue with Configure Public External URLs Policy.

Configure Public External URLs Policy

The external URL manages the following activities for the Smartphone method:

+ A push notification that is sent to the NetlQ Advanced Authentication app.

+ User responses from the NetlQ Advanced Authentication app.
Perform the following steps to configure the external URL:

1 Click Policies > Public External URLs on the Advanced Authentication Administration portal.
2 Click Edit and specify the URL in Public URL.
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Ensure that the Public URL is accessible from users' smartphone.
3 Click OK.
4 Continue with Assign Chain to RADIUS Server Event.

19.1.7 Assign Chain to RADIUS Server Event

Perform the following steps to assign the chain to RADIUS Server event and configure details of the
Open VPN server with a secret:

1 Click Events.

2 Click Edit next to the RADIUS Server event.

3 Ensure that Is enabled is set to ON.

4 Select the chains that you have created in Create a Chain.

5 Click Add to add and assign a RADIUS Client to the event:
5a Specify the IP address of the OpenVPN server in IP Address.
5b Specify the OpenVPN server name in Name.

5c¢ Specify the OpenVPN server secret and confirm the secret.

NOTE: Ensure to make a note of this secret for future reference.

5d Ensure that the RADIUS Client is set to ON.
6 Click Save.
7 Continue with Configure the OpenVPN Server.

19.1.8 Configure the OpenVPN Server

Perform the following steps to configure the OpenVPN server and enable the server to connect with
Advanced Authentication server:

Open the OpenVPN Access server site.

Click Authentication > RADIUS.

Enable the RADIUS authentication.

Select PAP.

gua A W N =

Add an IP address of the Advanced Authentication server and specify the secret that is set while
configuring the RADIUS Server event in the Advanced Authentication Administration portal.

You must specify the <r eposi t ory nanme>\ <user nane> or only <username> if you have set the
following configurations:

+ You have selected a chain from the Used section in the RADIUS Server settings for connecting to
OpenVPN.

+ You have set the default repository name in Policies > Login options of the Advanced
Authentication appliance.
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19.1.9 End User Tasks

Mark, as an employee, must perform the following actions to access the corporate network of Reltic
Data network through OpenVPN:

+ “Enroll the Smartphone Method” on page 226
+ “Authenticate to OpenVPN Using Advanced Authentication” on page 227

NOTE: The LDAP Password method enrolls automatically and users cannot remove it.

For more information, see LDAP Password.

Enroll the Smartphone Method

Mark must ensure to install the NetlQ Auth application on his smartphone to enroll the Smartphone
method.

For more information about downloading and installing the NetlQ Auth application, see Installing
NetlQ Advanced Authentication App.

During the enrollment, Mark must scan a QR code that creates an authenticator on his mobile app.
When Mark initiates the authentication, a push notification is sent to the app. Accept the request
and get authenticated.

To enroll the Smartphone method with a QR code, perform the following steps:

1 Click the Smartphone icon under the Add Authenticator section of the Self-Service portal.
2 (Optional) Specify a comment related to the Smartphone authenticator.
3 (Optional) Select the required category from Category.
4 Click Save.
A QR code is displayed.

5 Scan the QR code with the NetlQ Auth app. To do this, perform the following steps:

5a Open the NetlQ Auth app.

5b Specify a PIN if applicable.

5c¢ Click the + (plus) icon in the Enrolled Authenticators screen.

5d The camera of your smartphone is launched.

5e Scan the QR code with the camera.

A message Aut hent i cat or " Snmart phone" added is displayed.

6 Specify the user name and an optional comment in the app.
7 Tap Save.

The smartphone authenticator is created.

If Mark does not enroll the Smartphone method within few minutes, an error message Enr ol |
failed: Enroll timeout isdisplayed. He can refresh the browser and try enrolling again.

226 Sample Configurations


https://www.netiq.com/documentation/advanced-authentication-63/pdfdoc/server-user-guide/server-user-guide.pdf#ldappwd
https://www.netiq.com/documentation/advanced-authentication-63/pdfdoc/smartphone-applications/smartphone-applications.pdf#b1mc0s04
https://www.netiq.com/documentation/advanced-authentication-63/pdfdoc/smartphone-applications/smartphone-applications.pdf#b1mc0s04

19.2

TIP: If you users are unable to scan the QR code with the NetlQ Auth app, they can do the following:

+ Zoom the page to 125-150% and scan the zoomed QR code.

+ Ensure that nothing overlaps the QR code (mouse cursor, text).

For more information, see Smartphone.

Authenticate to OpenVPN Using Advanced Authentication

1 Launch the OpenVPN client.
The Login dialog is displayed.
2 Specify Username and LDAP Password.
3 Open the NetlQ Auth app in the mobile phone.
Specify PIN or touch the enrolled finger that you registered for the app.
4 Tap Accept in the Authentication Requests screen to accept the authentication request.

A message Accept ed is displayed and Mark authenticates to OpenVPN successfully.

Securing Windows Workstation with Multi-Factor
Authentication

Let us assume Reltic Data, Inc. wants to implement multi-factor authentication for all Windows
workstations to secure the data and provide authorized access to their employees.

This section explains the prerequisites, flow of actions, and step-by-step configuration details to
achieve this.

This example refers to the following user profiles:

+ Clarie Lee: An administrator of Reltic Data, Inc.

+ Sussane Ross: An employee of Reltic Data, Inc.

Clarie, an administrator wants to enforce multi-factor authentication with the U2F and SMS OTP
methods for the Windows login. After multi-factor authentication is implemented, employees must
authenticate to both methods successfully to access the Windows workstation.

Clarie must perform the following tasks to implement multi-factor authentication for the Windows
logon:

1. Add a Repository

2. Configure Methods

3. Create a Chain

4. Configure SMS Sender Policy

5

. Assign Chain to Windows Logon Event

To understand the sequential flow of configuration in the Advanced Authentication Administration
portal, see Configuration Flow in Advanced Authentication for Windows Logon Event.
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228

For information about how an end user enrolls the configured methods and authenticates to the
Windows workstation using Advanced Authentication, see End User Tasks.

Prerequisites

Ensure that you meet the following prerequisites:

*

An LDAP repository for Reltic Data, Inc is configured and the repository contains the information
of all users.

This example uses Active Directory Domain Services as an LDAP repository.

A group named Windows OS is created in Active Directory Domain Services.

The Advanced Authentication server is installed. For more information, see Installing Advanced
Authentication.

The Advanced Authentication Windows Client is installed on Windows workstation. For more
information, see Installing Windows Client.

A DNS is configured to allow the Windows Client to discover and connect with the Advanced
Authentication server. For more information, see Setting a DNS for Advanced Authentication
Server Discovery.

The Advanced Authentication Device Service is installed on the Windows workstation. For more
information, see Installing Device Service on Windows.

An account for Reltic Data, Inc is registered with a SMS service provider that can deliver SMS
OTP to users during authentication.

This example uses Twilio as the SMS service provider.

Points to Consider Before Configuration

Consider the following guidelines before you begin implementing multi-factor authentication for the
Windows logon:

1.
2.

3.
4.

Identify the authentication methods that you want to configure.

Determine the order of methods in the chain. The methods are displayed to the end user in the
order that you have configured.

Determine the policy that must be configured for the identified methods.

Identify the user group for which you want to enforce this authentication chain.

Configuration Flow in Advanced Authentication for Windows Logon Event

The following diagram illustrates the sequential flow of actions required for securing the Windows
workstation with multi-factor authentication:
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on the Windows workstation to authenticate Authenticate to the Windows
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Add a Repository

In Advanced Authentication, add Active Directory of Reltic Data, Inc. as a repository from where the
user details are fetched for validation.

Perform the following steps to add Active Directory of Reltic Data, Inc. to Advanced Authentication:

1 Click Repositories on the Advanced Authentication Administration portal.
2 Click Add LDAP repo.

3 Select AD (Active Directory Domain Services) from the LDAP type list.

4

Specify a container for the users in Base DN. When you select the Subtree option, Advanced
Authentication performs a search for the users in all the child nodes. You can change the search
scope by selecting the Search one level only option.

5 Specify a user account in User and specify the password of the user in Password.
Ensure that the user's password has no expiry.

6 You can specify a container for the groups in Group DN (optional). When you select the Subtree
option, Advanced Authentication performs a search for the groups in all the child nodes. You
can change the search scope by selecting the Search one level only option.

7 Select DNS discovery to find LDAP servers automatically. Specify the DNS zone and Site name
(optional) and click Perform DNS Discovery.
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When the DNS discovery is done, the DNS servers list is updated every three hours.

8 Click Save.

NOTE: If an LDAP server is unavailable for 2.5 seconds, Advanced Authentication excludes it
from the LDAP requests for a duration of 3 minutes.

9 Continue with Configure Methods.

19.2.4 Configure Methods

Perform the following steps to configure the Password and SMS OTP methods:
1 Click Methods on the Advanced Authentication Administration portal.

2 Click the Editicon ¢ corresponding to the U2F method.
3 Perform the following steps to configure the U2F method:
3a Set Require attestation certificate to ON to enable validation of the attestation certificate.
3b Select the attestation certificate:
3b1 To use a default certificate, click Add Default.

3b2 To use a custom certificate instead of predefined device manufacturer certificate,
perform the following steps:

3b2a Click [ next to the default attestation certificate to remove the certificate.
3b2b Click Add to add a custom certificate.
3b2c Click Browse and select the custom certificate and click Upload.
The certificate must be in the PEM format.
3c Click Save.
4 Configure the SMS OTP method.
4a Click the Edit icon # corresponding to SMS OTP method.
4b Specify the following details to configure SMS OTP method:
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Parameter Description

OTP Period The lifetime of an OTP in seconds. The default value is 120 seconds.
OTP format The number of digits in the OTP. The default value is 6.

Body The text in the SMS that is sent to the user. The following structure

describes the text in the OTP:
+ {user}. Name of the user.
{endpoint}: Device the user is authenticating to.

{event}: Name of the event where the user is trying to
authenticate to.

+ {otp}: One-Time Password.

Allow overriding phone
number

Set this option to OFF to prevent users to specify a different phone
number during the enrollment. The option is set to ON by default.

Allow user enrollment
without a phone

Set this option to OFF to ensure that a user does not enroll the SMS
OTP authenticator without a phone. The user is prompted with an

error message that you can specify in Error message.

Set this option to ON to allow the user to enroll the SMS OTP
authenticator without a phone.

4c¢ Click Save.

5 Continue with Create a Chain.

Create a Chain

Perform the following steps to create a chain with the U2F and SMS OTP methods:

1 Click Chains > Add in the Advanced Authentication Administration portal.

2 Specify the following details:

Field Description

Name A name for the chain.
NOTE: Ensure to remember the name of the chain for further use.

Short name This is not applicable for the Windows Client event. This is applicable only for
the RADIUS Server event.

Is enabled Set to ON to enable the chain.

Methods Select the U2F and SMS OTP methods to add to the chain.

Roles and Groups

Specify Windows OS users. This enforces all users of this group to use this
authentication chain for logging in to the Windows workstation.

3 Click Save.

4 Continue with Configure SMS Sender Policy.
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19.2.6

19.2.7

19.2.8

Configure SMS Sender Policy

In Advanced Authentication, add Twilio details of Reltic Data, Inc. as a service provider that sends
SMS OTP to the end users during authentication.

Perform the following steps to configure the details of Twilio in Advanced Authentication:

1
2
3

6
7

Click Policies > SMS Sender in the Advanced Authentication Administration portal.

Select Twilio in Sender service.

Specify the masked value that you want to display for the SMS in Recipient Mask.

The SMS OTP of the users is masked when users authenticate with the SMS OTP method.

NOTE: The Recipient Mask value is predefined and if you do not change the value, the default
value is considered for masking of the SMS OTP.

Specify the following details:

+ Account sid and Authentication token: In Twilio, the Account SID acts as a username and
the Authentication Token acts as a password.

+ Sender phone: Sender’s phone number.
You can test the configurations for the SMS sender policy in the Test section.
1. Specify the phone number in Phone to which you want to send the SMS OTP.
2. Specify a message to be sent to the phone in Message.
3. Click Send test message!.
Click Save.

Continue with Assign Chain to Windows Logon Event.

Assign Chain to Windows Logon Event

Perform the following steps to assign the chain to Windows logon event:

1
2
3
4
5

Click Events.

Click Edit next to the Windows Logon event.

Ensure that Is enabled is set to ON.

Select the chains that you have created in Create a Chain.
Click Save.

End User Tasks

Sussane must perform the following tasks to authenticate to the Windows workstation with the
configured methods:

*

*

*

“Enroll the FIDO U2F Method” on page 233
“Enroll the SMS OTP Methods” on page 233
“Authenticate to the Windows Workstation Using Advanced Authentication” on page 233
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Enroll the FIDO U2F Method

1 Log in to the Advanced Authentication Self-Service portal.
2 Click the U2F icon in Add Authenticator.
A message Press button "Save" to begin enrolling. isdisplayed.
3 (Optional) Specify a comment related to U2F in Comment.
4 (Optional) Select the preferred category from Category.
5 Click Save.

A message Pl ease touch the flashing U2F devi ce nowis displayed. You may be

prompted to allow the site permissions to access your security keys.
6 Touch the FIDO U2F button when there is a flash on the device.

A message Aut hent i cat or
10 seconds, reconnect your token and repeat the steps.

Enroll the SMS OTP Methods

U2F" enrol | ed is displayed. If there is no flash for more than

NOTE: The SMS OTP method enrolls automatically if a phone number is specified in the user profile

in Active Directory.

1 Click the SMS OTP icon in Add Authenticator.
2 (Optional) Specify a comment related to SMS OTP authenticator in Comment.
3 (Optional) Select the preferred category from Category.
4 Specify the mobile number in Phone number.
5 Click Save.
A message Aut henti cator "SMS OTP" has been added is displayed.

Authenticate to the Windows Workstation Using Advanced
Authentication

1 Switch ON the Windows workstation.
The Sign in screen is displayed.
2 Specify Username.
Ensure the FIDO U2F device is plugged to the workstation.
3 Touch the FIDO U2F button when there is a flash on the device.
4 Specify the OTP that is sent to the phone.

Sussane gets authenticated to the Windows workstation successfully.

Sample Configurations
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Configuring Risk Settings

Advanced Authentication uses Risk Service to assess the risk based on the contextual information
associated with an access attempt. You can configure this capability through Risk Settings.

IMPORTANT: To configure Risk Settings and use Risk Service, you must first purchase and add the
license for it. For more information about how to add the license, see the section Chapter 14,
“Adding a License,” on page 189.

*

Chapter 20, “Introduction to Risk Service,” on page 237

*

Chapter 21, “Configuring Risk Service,” on page 241

*

Chapter 22, “Understanding How Risk Service Works through Scenarios,” on page 249

*

Chapter 23, “Troubleshooting Risk Service Configuration,” on page 255

Configuring Risk Settings
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Introduction to Risk Service

Risk Service evaluates the level of risk during each login attempt using the contextual information,
such as IP address and HTTP header without influencing the end-user experience. This enhances the
authentication process and the effectiveness of user governance and prevents fraudulent access to
the secured web application or network.

Risk Service calculates the risk level based on the defined rules and determines whether the login
attempt is genuine or risky. Advanced Authentication controls access to a protected resource based
on the risk level. You can define an appropriate authentication chain for each risk level.

+ Risk Service Process
+ Benefits of Risk Service

+ Risk Service Key Terms

Risk Service Process
The following illustration depicts the Risk Service process:

Advanced Authentication Risk Service

Apply Risk
E ——Contextual Information——» Policies
J Calculate Risk

E : —
«—Risk Score and Risk Level

High Risk

> Determine an Risk
\ / equivalent action J Rules
for each Risk Level !

Risk Service provides the following rules to calculate the risk level associated with an access attempt:

+ |P Address (from which the request generates)
+ User Cookies
HTTP headers of the request

*

*

User Last login
+ User Time of login
Benefits of Risk Service
Risk Service enables you to accomplish the following goals:

+ Enhance the security of a web application or network by reducing and preventing fraudulent
access
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+ Assess the risk level based on different parameters and user’s behavioral pattern (for example,
browser type, time of login)

* Improve user experience

The following diagram illustrates the basic flow of authentication using Risk Service:

Advanced Authentication

. 1,2 Secured Resource
alim C"

(Web application)

User Store

User
Contextual
Information

Rule 1
Rule 2
Rule 3

User History Risk Service

] [

Risk Policy
S
Calculate Risk
Medium 6 | High
A 4

1. A user tries to log in to a web application.
2. The user specifies login credentials.
3. The Advanced Authentication server identifies the user.
4. Advanced Authentication provides the contextual data to Risk Service.
5. Risk Service calculates the risk level based on the defined set of rules and returns one of the
following risk levels:
* Low
+ Medium
+ High

6. The administrator configures appropriate action (authentication chains) based on the risk level.
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Risk Service Key Terms

Term Description

Rule A rule indicates a condition that you want to evaluate the risk associated with each login
attempt. For evaluation, a rule is assigned to a risk policy. You can assign a single rule to
multiple risk policies. You can combine multiple rules in a risk policy.

Risk Policy A risk policy is a group of risk rules. Ensure to assign a rule to a risk policy for the
evaluation process. You can combine multiple rules in a risk policy.

Risk Level A risk level indicates the status of each login attempt that the risk service returns after
comparing the parameters associated with each attempt against the defined rulesin a
policy. You can configure the risk level based on the number of rules failed during
evaluation. The available risk levels are low, medium, and high.

For example, define a policy with three rules and set the risk level as follows:
¢ Low: if one rule fails in the evaluation process
+ Medium: if two rules fail in the evaluation process
+ High: if all the configured rules fail

For each risk level, you can define a subsequent action.

Action If When a policy contains more than one rule, you can make a specific rule as a decisive

Condition rule and define an action if that rule condition succeeds. Actions available are:

Succeeds

+ Allow Access
¢ Deny Access

* Proceed with next rule

For example, a policy contains IP Address Rule and User Last Login Rule. You want the
policy to evaluate the IP address Rule first. If the rule meets the condition, allow access
without validating another rule in the policy. To promote the IP Address Rule as the
decisive rule, select the IP Address Rule, click the Rule Action icon, and select Allow
Access.

Risk Service executes the IP Address Rule first. If the rule meets the defined condition,
the User Last Login Rule is not executed.

Introduction to Risk Service
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Configuring Risk Service

+ Section 21.1, “Configuring a Risk Policy,” on page 241

+ Section 21.2, “Configuring Risk Rules,” on page 242

¢ Section 21.3, “Enabling User History,” on page 245

+ Section 21.4, “Configuring NAT Settings,” on page 246

+ Section 21.5, “Monitoring Risk Audit Logs,” on page 246

+ Section 21.6, “Sample Configuration: Demo Risk Policy,” on page 248

21.1 Configuring a Risk Policy

A risk policy includes one or more risk rules. Risk Service uses a risk policy to evaluate the risk based
on the rules assigned to that policy. A rule contains a condition for which you want to evaluate the
risk associated with each login attempt.

Before configuring a risk policy, determine the following details:

+ The web application or network you want to secure.
+ The parameters you want to assess during a login attempt.
+ Whether you want to record the details of the risk assessment.

+ Identify the database to store details of the risk assessment.

Steps to Configure a Risk Policy

1 Click Risk Settings.
2 Click the Create a Risk Policy icon.
3 Specify the following details:
+ Policy Name: Specify a name for the policy.
+ Policy Description: Describe the purpose of this policy.
4 Assign risk rules.

You can select a rule from the existing list or create a new rule. You can assign multiple rules to
a policy. The rules are executed in the top to bottom sequence. You can drag and drop to change
the priority and sequence of rules.

4a Click the Add Rule icon.
4b Click one of the following options:

+ Click Add New Rule to create a new rule. For information about creating a new rule,
see Configuring Risk Rules.

+ Click Add Existing Rule to select one or more rules from the Rule Selection window.

4c (Optional) You can configure a specific rule as a decisive rule and define an action if that
rule condition is met.
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Click the Rule Actions icon ( + ) of the rule and configure the action. You can configure one
of the following actions for a rule:

+ Allow Access: If the rule succeeds, the risk level is Low, other rules in the policy are not
executed.

+ Deny Access: If the rule fails, the risk level is High, other rules in the policy are not
executed. A message, Access has been deni ed is displayed and the user is denied
access to the resource.

+ Proceed with next rule: The next rule in the policy is executed irrespective of whether
this rule succeeds or fails.

For more information, see “Action If Condition Succeeds” on page 239.
5 Configure the risk levels.

You can define risk levels according to the number of failed rules in the policy. Numeric values
that display below the slider represent the number of rules that are assigned to the policy.

5a Move the blue slider and set the preferred number of rules to signify a medium-risk level.

5b Move the green slider and set the preferred number of rules to signify a low-risk level.

NOTE: The red segment indicates a high risk-level.

For example, let us assume the policy contains three rules and you want to accomplish the
following configuration:

Failed Rules Risk Level
0 Low

1 Medium
20r3 High

Set the blue slider to 1 and the green slider to 0 values respectively.
6 Click Save.

21.2 Configuring Risk Rules

1 Click Risk Settings > Risk Rules (EZ) icon > plus icon.

2 Specify the rule name and the description.

3 Select the preferred type of rule from Choose a Rule Type.

4 Specify the following details based on the selected rule type:
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Rule Type

Configuration Steps

Cookie Rule

Use this rule if you want to track login
attempts from a browser-based
application that has a specific cookie
value or name.

For example, consider a scenario where
you have a financial application and a
user accessing this application has
cookies stored on the browser. If the
cookie has a specific value or name, the
risk level is low.

If the user’s browser has no cookies
stored, the risk level is high.

1. Specify the Cookie Name.

2. Select the condition is or is not.
3. Specify the Cookie Value.
4

. [Optional] Select Create cookie if the user
authenticates successfully to create a cookie after
the user authenticates for the first time.

a. Specify the validity of the cookie in days.
b. Specify the path for the cookie.

IMPORTANT: A cookie is set only when the user is
authenticated by using second-factor authentication. The
cookie is not created if the risk is assessed to be low and
the user authenticates by using the primary
authentication method.

HTTP Header Rule

Use this rule to track the HTTP header of
requests based that contains a name or a
value in the HTTP header.

For example, if you want to track HTTP
requests containing the custom HTTP
header information, you can define the
action to be performed on the evaluation
of this rule.

1. Specify the HTTP Header Name.
2. Select the condition to validate the rule.

3. Specify the HTTP Header Value that you want to
search for an HTTP header that includes a specific
value.

For example, if you want to search for an HTTP header
that includes the value NetlQ, use equals. If you want to
query for an HTTP header that does not include the value
NetlQ, use not contains.

Configuring Risk Service
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Rule Type

Configuration Steps

IP Address Rule

Use this rule to define a condition to track
login attempts from an IP address, range
of IP addresses, an IP subnet range, or a
list of IP addresses from an external
provider.

For example, if you are aware that login
attempts from a specific range of IP
addresses are riskier, you can define a
rule to watch for such login attempts.
When a request originates from the
specified IP address range, you can
prompt for additional authentication.

1.

3.
4.

5.

Specify the condition whether to allow login using
the IP addresses in the list.

. Select Manually enter the data source to add IP

addresses manually. You can specify a single IP
address, IP address range, IP address subnet, or
upload a text file that contains IP addresses. To
specify the IPv4 subnets, use the Classless Inter-
Domain Routing (CIDR) notation.

Sample text format:
10.0.0.0

172.16.0.0
192.168.0.0

Each entry in the text files must be on a separate
line.

Click Add to List.

To consider the list of IP addresses provided by an
external provider or an internal web service, select
Dynamically consume from the data source.

a. Specify the URL of the provider.

b. In Connection Timeout, specify the time in
seconds. After this specified time, an
unresponsive connection is closed.

c. InRefresh Interval, specify the time in seconds.
The connection will be refreshed at the
specified interval. For example, once in 86400
seconds.

The external provider provides the list of IP
addresses in text or JSON formats.

Sample text format:

10.0.0.0

172.16.0.0

192.168.0.0

Sample JSON format:
["10.0.0.0","172.16.0.0","192.168.0.0"]

To validate the user history recorded in the
database, select Check user history. You can use this
option only when User History Database is enabled
in the User History Database settings.
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Rule Type Configuration Steps

User Last Login Rule . Specify the name of the last login cookie.

This rule creates a cookie in the browser . Specify the path for the cookie.

1

2
after successful additional 3. Specify the validity of the cookie in days.
authentication. Subsequent login verifies 4
this cookie. Use this rule to define the
duration for which the cookie is valid.

. If you want the cookie to be secured by HTTPS,
enable Secure Cookie.

5. Specify the number of days the cookie can be

When the cookie is expired, the user is accessed from the same browser. This value must be
prompted for additional authentication. less than the value in Max Age.
For example, this rule can be used to 6. Specify the crypto key to encrypt the cookie.

evaluate if the user is logging in by using
the same browser that was used earlier
for a login attempt. You can define the
risk level and request additional
authentication, as necessary.

IMPORTANT: A User Last Login cookie is set only when
the user is authenticated by second-factor
authentication. This cookie is not created if the risk is
assessed to be low and the user authenticates by using
the primary authentication method.

User Time of Login Rule 1. Select the Is or Is not condition based on your
requirements. This determines how the condition in

Use this rule to define a condition based the rule must be validated.

on the user’s attempts to log in within a

specific duration. 2. Specify the day and time of the user login.

For example, if the usual login pattern for
an employee is between 9 a.m. to 5 p.m,,
you can define a rule that takes action if
the login pattern differs from the
observed pattern.

5 Click Save.

21.3 Enabling User History

You can enable recording user details for the IP Address rule.

1 Click Risk Settings > Configuration () icon > User History Database.
2 Select one of the following options under Record Limit:

¢ Consider all historical records for a user: To examine all historical records during the rule
execution.

+ Consider historical records for a previous number of days: To examine historical records of
days as specified in Number of days.

3 Select one of the following History Data Store where you want to store details:

¢ Built-in Data Store: In a production environment, this option is not recommended to use.
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+ External Database: To store the session details in an external database, perform the
following actions:

1. Select the preferred Database Type. The following are the available options:
+ Postgres
+ Others (Unsupported)

The Database Driver and Database Dialect are auto-populated. You can change the
driver and dialect details if required.

2. Specify the administrator Username and Password to access the database.
3. Specify the Host URL to access the database.

To enable SSL communication to the database, append the following string in the URL:
?verifyServerCertificate=fal se&useSSL=true

For example, if the URLis j dbc: post gresql : //10. 0. 0. 0: 5432/ ri skdb, it looks
similar to the following after appending the string:

j dbc: postgresql ://10.0.0.0: 5432/
ri skdb?verifyServerCertificate=fal se&seSSL=true

Click Save.

21.4 Configuring NAT Settings

You can configure Risk Service to retrieve IP addresses in a NAT environment.

21.5

1
2
3

Click Risk Settings > Configuration (i%) icon > NAT Settings.
Select Identity Server behind NAT.

In Client IP Header Name, specify the header name of the field to fetch the IP address of a client.
For example, X- For war ded- For .

In Client IP Header Parser, specify the regular expression to retrieve the client’s IP address from
the HTTP header value. Header Parser is set as “.*” by default.

“u xn

With the regular expression “.* ”, the rule execution fails even if the client IP address exists in
the list of multiple IP addresses. So, if you want to retrieve an IP address from a list of multiple
IP addresses, modify the regular expression accordingly.

Click Save.

Monitoring Risk Audit Logs

Risk logs include information about the risk service events. The logs message is displayed in the
following CEF format:

Dat e host CEF: Versi on| Devi ce Vendor | Devi ce Product| Devi ce Version| Devi ce
Event C ass | D Name| Severity| [ Extension]

The Extension part of the message displays additional details associated with an audit event.
Extension can include the following fields:

*

Custom string label: Indicates the name of the audit field.
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+ Custom string: Indicates the value of custom string label.

¢ Custom number label: Indicates the name of the audit field.

+ Custom number: Indicates the value of respective custom number label.

EventID Name

Severity

Example

receivedRequest Received request at

Risk Service

successfulRiskEvaluated Successful Response
sent from Risk

Risk Service response
failed

riskResponseFailure

Risk configuration has
been modified

configurationChanged

Low

LOW

HIGH

Low

INFO RiskService_collector CEF:0| NetlQ|Risk
Service|1.0|receivedRequest|Received
request at Risk Service | LOW| suid=123
csllabel=correlationID csl=abcdef 123456
cs2Label=containerID cs2=f6811eb7c2e2
cs3Label=tenantID cs3=tenant_1
cs4label=policylD cs4=Demo_Risk Policy
cnllabel=mode cn1=0 msg=Request received
at the Risk service for risk evaluation

INFO RiskService_collector CEF:0|NetlQ|Risk
Service|1.0|successfulRiskEvaluated | Successf
ul Response sent from Risk Service | LOW |
suid=123 csllLabel=correlationID

csl=abcdef 123456 cs2Label=containerID
cs2=f6811eb7c2e2 cs3Label=tenantID
cs3=tenant_1 cs4lLabel=policylD cs4=RPH
cnllabel=mode cn1=0 cn2label=riskscore
¢n2=100 cs5Label=risklevel cs5=Medium
msg= Response of the risk evaluation request
sent successfully

INFO RiskService_collector CEF:0|NetlQ|Risk
Service|1.0]|riskResponseFailure | Risk Service
response failed |HIGH| cs1Label=correlationID
csl=abcdef 123456 cs2Label=containerID
cs2=f6811eb7c2e2 cs3Label=tenantID
cs3=tenant_1 cs4label=policylD
cs4=Demo_Risk Policy cnllLabel=mode
msg=Failed to provide the response of the risk
evaluation request at Risk Service :
{"error":"Policy not found for tenant."}

INFO RiskService_ui CEF:0|NetlQ|Risk
Service|1.0| configurationChanged | Risk
configuration has been modified | LOW |
suid=admin cs1label=correlationID
€s1=2660c5a5-60b8-44b8-aafe-
589a77bc7561 cs2Label=containerID
cs2=e272e8f5f6ca cs3Label=tenantID
cs3=tenant_1 cs4label=policylD
cnllabel=mode cs5Label=configName
¢s5=1574318009646 cs6Label=configType
¢s6=RISKPOLICY cs7Label=action cs7=MODIFY
msg=Risk policy updated
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21.6 Sample Configuration: Demo Risk Policy

On the Risk Settings page, you can create a sample policy named Deno_Ri skPol i cy. This sample
policy is configured for the following use case:

Let us assume a company named Conpany 1 wants to control access to its resources. Company1l
wants to configure specific authentication methods for each of the following scenarios:
+ Scenario 1: A user accesses the resource using the internal network.

+ Scenario 2: A user accesses the resource from an external network and the request contains a
cookie from the Intranet site indicating that the user has earlier logged in to the resource.

+ Scenario 3: A user accesses the resource from an external network during regular work hours
that is from 9 am to 5 pm.

+ Scenario 4: A user accesses the resource from an external network and beyond regular work
hours that is from 9 am to 5 pm.

When you click Create Sample Data, A policy named Deno_Ri skPol i cy is created. The following
are the details of the policy:

Name of the policy: Demo_RiskPolicy

Rules: The policy contains the following rules in the same sequence. The rules are executed from top
to bottom.
1. DemoRule_InternalNetwork: To check whether the employee is in the internal network.
¢ Rule Type: | P Address Rul e
¢ |Paddressrange: 121.1.1.1 - 121.121. 255. 254
¢ Action If Condition Succeeds: Al | ow Access

2. DemoRule_IntranetCookie: To check whether the employee is accessing with a valid cookie
from an Intranet site.

+ Rule Type: Cooki e Rul e
+ Cookie Name: | ntr anet Cooki e
+ Cookie Value: is/t est

3. DemoRule_TimeOfLogin: To check whether the employee is accessing from an external
network and time is between 9 AM to 5 PM.

*

Rule Type: Use Time of Login Rule

¢ User time of login: i s

*

Day: Monday to Friday
Time:9 AMto 5 PM

*

Risk Levels:

+ Low: The green slider is set to 0. When conditions of all rules are met, the risk is low.
+ Medium: The blue slider is set to 2. When conditions of two rules fail, the risk is medium.

+ High: If all three rules fail, the risk is high.
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Understanding How Risk Service Works
through Scenarios

The following example scenarios describe how to use Risk Service in Advanced Authentication:

+ Section 22.1, “Assessing Risks Based on the IP Address,” on page 249

+ Section 22.2, “Allowing Employees to Access the Human Resources Portal Outside the
Corporate Network,” on page 251

22.1 Assessing Risks Based on the IP Address

Your organization wants to allow its employees to access the Payroll portal only from the corporate

network.

For this requirement, you need to perform the following tasks:

1. Configure a risk policy with IP Address Rule.

2. Configure a chain for the low risk level.

3. Configure or modify the event for the Payroll portal and map the risk policy and the chain to this
event.

NOTE: If you do not configure a chain for the high risk level, no chain is prompted to the user for
authentication in the high-risk scenarios. The access is denied in such a case.

Configure a risk policy

1 Click Risk Settings > Create a Risk Policy icon.

2 Specify the following details:

*

*

Policy Name: Specify the name. For example, Ri sk- Ser vi ce- | nt er nal - Net wor k.

Description: Specify the purpose of this policy.

3 Configure IP Address Rule as follows:

3a
3b
3c
3d
3e
3f

3g

Click Add Rule.

Specify the rule name and the description.

Select IP Address Rule from Choose a Rule Type.

Select Is from Allow if IP address in the list.

Select IP address range in Manually enter the Data source.
Specify the range of the IP address.

For example, 10.0.0.0 to 10.255.255.255

Click Save.

Understanding How Risk Service Works through Scenarios
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4 Set the green slider to 0 to indicate the low risk level.
5 Click Save.

Configure a chain

0 N o 1 A W N BB

Click Chains > Add.

Expand Risk Settings by clicking +.
In Minimum Risk Level, select Low.

Click Save.

Specify a name for the chain in Name. For example, LowRi sk.
Set Is enabled to ON.
Selectmethodsthatyouwanttoaddtothe chainin Methods. Forexample, Password.

Specify the groups that will use the authentication chain in Roles and Groups.

For more information about chains, see Chapter 9, “Creating a Chain,” on page 117.

Configure or modify the event for the Payroll portal

1 To create a new event:

1a
1b
1c
1d
le
1f

1g

Click Events > Add.
Specify a name for the event.

Set Is enabled to ON.

Select the type in Event type. For example, Generi c.

Select the LowRi sk chain that you created in Configure a chain.

In Risk Policy, select the Ri sk- Ser vi ce- | nt er nal - Net wor k policy.

Click Save.

2 To modify an existing event:

2a Click the edit icon against the event that you want to edit.

2b Select the LowRi sk chain that you created in Configure a chain.

2c In Risk Policy, select the Ri sk- Servi ce- | nt er nal - Net wor k policy.

For more information about creating and editing an event, see Configuring Events.

After you implement this risk policy, the following are possible scenarios:

Scenario Risk Level | Result

An employee accesses the Payroll portal in the Low The user is required to authenticate
corporate network. using the LowRi sk chain.

An employee accesses the Payroll outside the High No chain is configured for the high
corporate network. IP Address Rule is failed. risk. So, access is denied.

Understanding
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22.2 Allowing Employees to Access the Human Resources
Portal Outside the Corporate Network

Inside the corporate network and within business hours, all employees can access the Human
Resources (HR) portal using their password.

You want to secure the HR portal when it is accessed beyond business hours and from an external
network.

To meet this requirement, you need to perform the following tasks:

1. Configure a risk policy with IP Address Rule and User Time of Login Rule.
2. Configure chains for low risk and medium risk levels.

3. Configure or modify an event for the HR portal and map the risk policy and chains to this event.

NOTE: If you do not configure a chain for the high risk level, no chain is prompted to the user for
authentication in the high-risk scenarios. The access is denied in such a case.

Configure a risk policy

1 Click Risk Settings > Create a Risk Policy icon.

2 Specify the following details:
+ Policy Name: Specify the name. For example, Ri sk- Ser vi ce- Enpl oyees- Access.
+ Description: Specify the purpose of this policy.

3 Configure IP Address Rule and User Time of Login Rule in the same sequence as follows. The
rules are executed in the top to bottom sequence.

Rule Configuration Steps

IP Address Rule 1. Click Add Rule.
2. Specify the rule name and the description.
3. Select IP Address Rule from Choose a Rule Type.
4. Select Is from Allow if IP address in the list.
5. Select IP address range in Manually enter the Data source.
6. Specify the range of the IP address.
For example, 10.0.0.0 to 10.255.255.255

. Click Save.

~

User Time of Login Rule . Click Add Rule.

. Specify the rule name and the description.

. Select User Time of Login Rule from Choose a Rule Type.
. Select Is from User time of login.

. Select the date range from Monday to Friday.

. Select the time range from 9:00 AM to 6:00 PM.

. Click Save.

N o o bW R
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4 Set up the risk levels:

+ Move the blue slider to 1 to indicate that if one rule fails, the risk is medium.

+ Move the green slider to 0 to indicate if no rules fail, the risk is low.

+ If both rules fail, then the risk is high.

5 Click Save.

Configure chains

1 Create the following chains:

Chain

Steps

For the low risk
level

Click Chains > Add.

Specify a name for the chain in Name. For example, LOWRi sk.

Specify a Short name.

Set Is enabled to ON to enable the chain.

Select Methods you want to add to the chain. For example, Password.
Specify the groups that will use the authentication chain in Roles and Groups.
Expand Risk Settings by clicking +.

In Minimum Risk Level, select Low.

Click Save.

For the medium
risk level

w e N o

Click Chains > Add.

Specify a name for the chain in Name. For example, Medi unRi sk.
Specify a Short name.

Set Is enabled to ON to enable the chain.

Select Methods you want to add to the chain. For example, Password and
SMS OTP.

Specify the groups that will use the authentication chain in Roles and Groups.
Expand Risk Settings by clicking +.
In Minimum Risk Level, select Medium.

Click Save.

For more information about chains, see Chapter 9, “Creating a Chain,” on page 117.

2 Click Save.

Configure or modify an event for the HR portal

1 To create a new event:

1a Click Events > Add.

1b Specify a name for the event.
1c SetIs enabled to ON.

1d Select the type in Event type. For example, Generi c.

le Select Medi unRi sk and LowRi sk chains that you created in “Configure chains” on

page 252.
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1f In Risk Policy, select the Ri sk- Ser vi ce- Enpl oyees- Access policy.

1g Click Save.

2 To modify an existing event:

2a Click the edit icon against the event that you want to edit.

2b Select Medi unRi sk and LowRi sk chains that you created in “Configure chains” on

page 252.

2c In Risk Policy, select the Ri sk- Ser vi ce- Enpl oyees- Access policy.

For more information about creating and editing an event, see Chapter 10, “Configuring Events,” on

page 121.

After you configure and implement this risk policy, the following are possible scenarios:

Scenario Number of Failed Rules Risk Result

An employee access the HR portal Zero Low The user can authenticate
during business hours from the using LoWRi sk or
corporate network. Medi unRi sk chain.
An employee access the HR portal One Mediu The user is required to
after business hours from the ) ) m authenticate using the
corporate network. (User Time of Login Rule) Medi unRi sk chain.
An employee accesses the HR portal | One Mediu The user is required to
during business hours but from an m authenticate using the
external network. (IP Address Rule) Medi unRi sk chain.
An employee accesses the HR portal | Two High Access is denied.

after business hours from an external
network.

(IP Address Rule and User
Time of Login Rule)

Understanding How Risk Service Works through Scenarios
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23.1

23.2

Troubleshooting Risk Service Configuration

¢ Section 23.1, “An Error in Syslog When the Risk Service License Is Not Applied,” on page 255
+ Section 23.2, “Cannot Read the Log File Error in Risk Logs,” on page 255

An Error in Syslog When the Risk Service License Is Not
Applied

Issue: When the license of Risk Service is not applied on the Advanced Authentication server, the
health check for Risk Service fails. An error message is displayed in the Syslog stating the context
deadline exceeded.

Workaround: Run the following command to stop Risk Service:
systentt| stop risk-service

You can also ignore the error as it does not affect the actual functionality of the Advanced
Authentication server.

Later, if you want to use Risk Service, run the following command to start the service:

systentt| start risk-service

Cannot Read the Log File Error in Risk Logs

Issue: When you modify the CEF Log Forward policy on the Administration portal, an error message
is displayed in the Logs > Risk Service page. The message indicates that the server cannot read the log
file. This issue occurs due to a delay in reloading the Risk Service configuration.

Workaround: Wait for two or three minutes and refresh the Risk Service tab to view the latest logs.
The old logs are archived.
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Configuring Integrations

Advanced Authentication facilitates clients to integrate with the third-party solutions using the
following interface.

¢ OAuth 2.0

+ RADIUS Server
¢+ SAML 2.0

+ REST API

The information about configuring Advanced Authentication with some of the third party solutions
is as follows:

+ Configuring Integration with Barracuda

+ Configuring Integration with Citrix NetScaler

+ Configuring Integration With Dell SonicWall SRA EX-Virtual Appliance

+ Configuring Integration with FortiGate

+ Configuring Integration with OpenVPN

+ Configuring Integration with Palo Alto GlobalProtect Gateway

+ Configuring Integration with Salesforce

+ Configuring Integration with ADFS

+ Configuring Integration with Google G Suite

+ Configuring Integration with Citrix StoreFront

¢ Configuring Integration with Office 365

+ Configuring Integration with Sentinel

¢ Configuring Integration with Office 365 without Using ADFS

¢ Configuring Integration with Cisco AnyConnect

¢ Configuring Integration with GitLab

¢ Configuring Integration with Filr
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24.1

24.1.1

OAuth 2.0

In OAuth 2.0 authorization, the third-party client requests access to the resources that are controlled
by the resource owner. Instead of using the resource owner's credentials to access the protected
resources, the third-party client obtains an access token. The third-party clients can be web
applications, mobile phones, handheld devices, and desktop applications.

This section contains the following topics:

+ Section 24.1, “Building Blocks of OAuth 2.0,” on page 259

+ Section 24.2, “Sample OAuth 2.0 Application Integrated with Advanced Authentication,” on
page 262

+ Section 24.3, “OAuth 2.0 Attributes,” on page 268
+ Section 24.4, “Non Standard Endpoints,” on page 269

Building Blocks of OAuth 2.0

The following are the building blocks of OAuth 2.0.

¢ OAuth 2.0 Roles
¢ OAuth 2.0 Grants

OAuth 2.0 Roles

OAuth 2.0 consists of the following four roles:
+ Resource Owner: Entity that grants access to a protected resource. It can be a system or a
person (end-user) owning the resources.

+ Resource Server: Server that hosts the protected resources. It accepts and responds to the
protected resource requests using the access tokens.

+ Client: Application that requests and get authorization on behalf of the resource owner to
access a protected resource.

+ Authorization Server: Server that issues access tokens to the client after the successful

authentication of the resource owner and obtaining authorization.
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24.1.2 OAuth 2.0 Grants

By default, Advanced Authentication supports the following OAuth 2.0 grant types. However, if you
require to use the Resource owner password credential grant, you have to enable it using Advanced
Authentication settings. For more information on OAuth 2.0 grant types, see the link (https://
tools.ietf.org/html/rfc6749).

+ “Authorization Code” on page 260
+ “Implicit Grant” on page 261

Authorization Code

In authorization code, an authorization server acts as an intermediary between the client and the
resource owner. Instead of requesting authorization directly from the resource owner, the client
directs the resource owner to an authorization server, which in turn directs the resource owner back
to the client with the authorization code.

The authorization grant type depends on the method used by the application to request
authorization, and the grant types supported by the API.

The following diagram describes the workflow of authorization code grant.

2

Resource owner
(User)

v

1. Client identifier and redirect LIRI
[E—

E 2. User authenticates

LEEER;:QS:I_T h 3. Authorization code -
Authorization server
(AAS OAuth 2.0)

v

4. Client crendentials, authorization

Q code and redirect URI

Client (Web 5. Access token with optional refresh token
application)

The workflow for authorization code includes the following steps:

1. The OAuth client initiates the flow when it directs the user agent of the resource owner to the
authorization endpoint. The OAuth client includes its client identifier, requested scope, local
state, and a redirection URI.
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. The authorization server authenticates the resource owner through the user agent and
recognizes whether the resource owner grants or denies the access request.

. If the resource owner grants access, the OAuth client uses the redirection URI provided earlier
to redirect the user agent back to the OAuth client. The redirection URI includes an
authorization code and any local state previously provided by the OAuth client.

. The OAuth client requests an access token from the authorization server through the token
endpoint. The OAuth client authenticates with its client credentials and includes the
authorization code received in the previous step. The OAuth client also includes the redirection
URI used to obtain the authorization code for verification.

. The authorization server validates the client credentials and the authorization code. The server
also ensures that the redirection URI received matches the URI used to redirect the client in

Step 3. If valid, the authorization server responds back with an access token.

Implicit Grant

The implicit grant is similar to the authorization code grant with two distinct differences.

+ Itis used for user-agent-based clients. For example, single page web apps that cannot keep a

client secret because all the application code and storage is easily accessible.

+ Secondly, instead of the authorization server returning an authorization code which is
exchanged for an access token, the authorization server returns an access token.

The following diagram describes the workflow of Impicit grant.

alin
Resource owner
(User)
2
= 1. Client identifier and redirect URI > [ — o]
2. Uszer authenticates
=] =3
L:;f;:g:f’;t ) 3. Redirect URI with access =
token in fragment Autheorization server
(AAS OAuth 2.0)
1 7. Access token
4. Redirect URI without fragment
gﬁ
Client (Web . Script ——
application) Web server with

client resource
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The workflow for implicit grant includes the following steps:

1.

The OAuth client initiates the flow by directing the user agent of the resource owner to the
authorization endpoint. The OAuth client includes its client identifier, requested scope, local
state, and a redirection URI. The authorization server sends the user agent back to the
redirection URI after access is granted or denied.

. The authorization server authenticates the resource owner through the user agent and verifies

whether the resource owner grants or denies the access request.

If the resource owner grants access, the authorization server redirects the user agent back to
the client using the redirection URI provided earlier. The redirection URI includes the access
token in the URI fragment.

. The user agent follows the redirection instructions by making a request to the web server

without the fragment. The user agent retains the fragment information locally.

. The web server returns a web page, which is typically an HTML document with an embedded

script. The web page accesses the full redirection URI including the fragment retained by the
user agent. It can also extract the access token and other parameters contained in the fragment.

. The user agent runs the script provided by the web server locally, which extracts the access

token and passes it to the client.

Sample OAuth 2.0 Application Integrated with

Advanced Authentication

To create a sample web application, you need Python v3 (the sample script prepared on v3.4.3).

The following web application describes the functionalities supported when Advanced
Authentication is integrated with OAuth 2.0. OAuth 2.0 server is an authorization and resource
server. As an Authorization Server, the OAuth server can prompt the users to go through
authentication chains and as a resource server, the OAuth server can prompt the users to provide
user details.

You must create the following five files:

1.

OAuth 2.0

Sample script (oauth2_test.py)

frombottle inport Bottle, request, run, redirect, SinpleTenplate,
tenmpl ate

fromurllib.parse inport urlparse, urlunparse, urlencode, quote

i mport urllib.request

i nport base64

i nport ssli

i mport json

app = Bottle()

client _id = "id-rSCzuBLQXCATf kXZ4f sedAo8sPsWkSs'

client_secret = 'secret-91DpzWD26Rri URR7KJ1pryFx7V9QeDm

redirect _uri = "http://local host:8088/' # this app callback UR

aut hori zation_endpoint = "https://192.168. 0. 151/ osp/ a/ TOP/ aut h/ oaut h2/
grant’

attributes_endpoint = 'https://192.168. 0. 151/ osp/ a/ TOP/ aut h/ oaut h2/
getattributes’



state = {}

@pp.get('/getattr')
def get_attributes():
parans = url encode({

"attributes': 'client username userRepository user_dn user_cn

mai | sid upn netbi osNane',
"access_token': state['access_token']
})

url = attributes_endpoint + '?" + parans

print('getattr url: {}\n'.format(url))

req = urllib.request.Request(url)

gcontext = ssl.SSLContext(ssl.PROTOCOL_TLSv1 2) # avoid cert
checki ng

with urllib.request.urlopen(req, context=gcontext) as response:

perform GET request and read response
rsp = response. read()
attributes = json. | oads(rsp.decode(' utf-8"))
return tenplate('attributes.htm ', itens=attributes.itens(),
refresh_token=urllib.parse.quote(state[ ' refresh_token']))

@pp. get (" /")
def do_get():
code = request. query. get('code')
if code:
# got code from QAuth 2 authentication server
token = get _token_code(code)
st at e. updat e(t oken)
return tenplate('token. htm', itens=token.itens(),
refresh_token=urllib. parse. quote(token['refresh_token']))
el se:
return tenplate(' main.htm")

@pp.get('/1ogon')
def do_| ogon():
pr=list(url parse(authorizati on_endpoint))

# set query

pr[ 4] =url encode({
'response_type': 'code'
"client_id : client_id,
"redirect _uri': redirect_uri

})

# performredirection to QAuth 2 authentication server
redirect (urlunparse(pr))

@pp.get('/logon-inplicit")
def do_logon_implicit():
# parse authorization_endpoint URL

pr = list(urlparse(authorization_endpoint))
# set query
pr{4] = urlencode({

'response_type': 'token',

"client id: client_id,

OAuth 2.0
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# performredirection to QAuth 2 authentication server
redi rect (url unparse(pr))

@pp. get (' /1 ogon-creds')
def do_l ogon_creds():
return tenplate('logonformhtm ')

@pp. post (' /1 ogon-creds')
def do_l ogon_creds_post():

usernane = request.forns. get('usernane')

password = request.forns. get (' password')

token = get _token_password(usernane, password)

st at e. updat e(t oken)

return tenplate('token. htm', itens=token.itens(),
refresh_token=urllib.parse. quote(token['refresh_token']))

def get token_password(usernane, password):
# prepare POST paraneters - encode themto url encoded
data = url encode({
‘grant _type': 'password',
‘‘usernanme' : usernane,
" password': password
})
data = data.encode('ascii') # data should be bytes
resp_text = post_data(data, prepare_headers())
print(resp_text)
return json.loads(resp_text)

@pp.get (' /refresh')
def do_refresh():
token = refresh_access_token(request. query.get('refresh_token'))
st at e. updat e(t oken)
return tenplate('token. htm', itens=token.itens(),
refresh_token=state.get('refresh _token', "'))

def get token_code(code):
# prepare POST paraneters - encode themto url encoded
data = url encode({

‘grant _type': 'authorization_code'
'code' : code
"redirect _uri': redirect_uri

})

data = data.encode('ascii') # data should be bytes
resp_text = post_data(data, prepare_headers())
print(resp_text)

return json.loads(resp_text)

def refresh_access_token(refresh_token):
print('refresh_token: {}'.format(refresh_token))
# prepare POST paraneters - encode themto urlencoded
data = url encode({
"grant _type': 'refresh_token'
"refresh_token': refresh_token

1))
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data = data.encode('ascii') # data should be bytes
resp_text = post_data(data, prepare_headers())
print(resp_text)

return json.loads(resp_text)

def prepare_headers(use_content type _hdr = True):
hdrs = {
"Authorization': 'Basic {}'.format(base64. b64encode(
"{}:{} .format(quote(client _id, safe="")
quote(client_secret, safe="')).encode('ascii')).decode(
"ascii')),
}

if use_content type_ hdr
hdrs. update({' Content-type': 'application/x-ww-form
url encoded' })
return hdrs

def post _data(data, headers):

print (' post_data\ nheaders:\n{}\ndata:\n{}'.format (headers, data))

req = urllib.request.Request (authorization_endpoint, data, headers)

gcontext = ssl.SSLContext(ssl.PROTOCOL_TLSv1 2) # avoid cert
checki ng

with urllib.request.urlopen(req, context=gcontext) as response: #
perform POST request and read response

rsp = response. read()
return rsp. decode(' utf-8")

run(app, host='0.0.0.0", port=8088)

NOTE: In the script, you must change the values forcl i ent _i d, client_secret,and
Advanced Authentication server address in aut hori zat i on_endpoi nt and
attri but es_endpoi nt (lines 10-14).

. Main menu (main.html)

<! DCCTYPE html >
<htm >
<head | ang="en">
<net a charset ="UTF-8">
<title></title>
<script type="text/javascript">
[/ <!'[ CDATA]
function get HashParam nane) {
var hash = w ndow. | ocati on. hash;
if (hash) {
if (name = (new RegExp('[#&]' +
encodeURI Conponent (nanme) + '=(["& *)')).exec(hash))
return decodeURl Conponent ( nang[ 1] );
}
}

function showResult() {
i f (wi ndow. | ocation.hash) {
docunent . get El enent Byl d(' result').innerHTM. = ' <tabl e

OAuth 2.0 265



266

3.

4.

OAuth 2.0

border="1">"+

' <tr><td>access_t oken</
t d><t d>' +get HashPar an(' access_token' ) +' </td></tr>' +

' <tr><td>t oken_type</
t d><t d>' +get HashPar an(' t oken_type' )+ </td></tr>"' +

' <tr><td>expires_in</
t d><t d>' +get HashParan(' expires_in' )+ </td></tr>" +

"</table>;

} else {
docurent . get El enent Byl d('result').inner HTM. =
"Implicit granted token is not found
}
}
11/1>
</script>

</ head>
<body onl oad="showResult();">
<div id="result">result</div><br/>
<br/>
Cick <a href="/logon">here</a> to obtain an authentication token
through Aut horization Code G ant<br/>
Cick <a href="/logon-inplicit">here</a> to obtain an authentication
token through Inplicit Gant (the token will be received in hash part of
THI S page) <br/ >
Click <a href="/1o0gon-creds">here</a> to obtain an authentication token
t hrough Resource Omer Password Credentials G ant<br/>
</ body>
</htm >

Token information (token.html)

<! DCCTYPE htmi >
<htm >
<head | ang="en">
<meta charset="UTF-8">
<title></title>
</ head>
<body>
Token<br/ >
<t abl e border="1">
%for k, vin itens:
<tr>
<td>{{k}}</td>
<td>{{v}}</td>
</[tr>
% end
</t abl e>
<br/>
<a href="/getattr">CGet attributes</a><br/>
<a href="/refresh?refresh_token={{refresh_token}}">Refresh token</a>
</ body>
</htm >

Attributes information (attributes.html)



<! DOCTYPE htnm >
<htm >
<head | ang="en">
<neta charset="UTF-8">
<title></title>
</ head>
<body>
Attribut es<br/>
<t abl e border="1">
%for k, vin itens:
<tr>
<td>{{k}}</td>
<td>{{v}}</td>
</[tr>
% end
</tabl e>
<br/>
<a href="/refresh?refresh_token={{refresh_token}}">Refresh token</a>
</ body>
</htm >

5. Logon form for Resource Owner Password Credentials Grant mode (logonform.html)

<! DOCTYPE htm >

<htm >

<head | ang="en">
<neta charset="UTF-8">
<title></title>

</ head>

<body>

<f orm net hod="post" acti on="/I|ogon-creds">
User nane: <input type="text" name="usernane"><br/>
Passwor d: <input type="password" nane="password"><br/>
<input type="submt">

</ fornmp

</ body>

</htm >

24.2.1 Running the Sample Web Application

Perform the following steps to run the sample web application.

1 Run the script pyt hon oaut h2_t est. py.
2 Openthe URLhttp://I ocal host: 8088.

A message is displayed with the following modes:
Aut hori zati on Code G ant
Inplicit Grant (the token will be received in hash part of TH S page)

Resource Owner Password Credentials Grant (is not supported by default
but it can be activated in AAF)
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3 Select the grant based on your requirement.
¢ Authorization Code Grant

1. Ensure that Use for Owner Password Credentials is set to OFF in the Advanced settings
section for the OAuth 2.0 event.

2. Click the first link.
The NetlQ Access page is displayed with the user name request.
3. Specify the Username.
4. Click Next.
5. Authenticate using all required methods of the chain.
The result page shows the access_t oken, t oken_t ype and expi res_i n.
¢ Click Get attributes to look at the attributes.
¢ Click Refresh token to refresh token. The access_t oken value is updated.
+ Implicit Grant

1. Ensure that Use for Owner Password Credentials is set to OFF in the Advanced settings
section for the OAUTH 2.0 event.

2. Click the first link.
The NetlQ Access page is displayed with the user name request.
3. Specify the Username.
4. Click Next.
5. Authenticate using all the required methods of the chain.
The result page shows the access_t oken, t oken_t ype and expi res_i n.
+ Resource Owner Password Credentials Grant
1. Open Advanced settings for the OAUTH 2.0 event.
2. Set Use for Owner Password Credentials to ON.
3. Click the third link.
A request for Username and Password is displayed.
4. Specify the username and password, then click Submit.

The result page displays the access_t oken, t oken_t ype, andexpires_in.

24.3 OAuth 2.0 Attributes

The following table displays the OAuth 2.0 attributes for a test user from the Active Directory.

Attribute Value

user _nane pjones

repository_nane TESTCOMPANY

naaf User SI D S-1-5-21-3320677580-2179873152-1514081409-
1103
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Attribute Value

naaf User DN CN=Paul Jones,CN=Users,DC=testcompany,DC=local
naaf User CN Paul Jones

naaf User UPN pjones@testcompany.local

naaf User nameNet Bl OS TESTCOMPANY\pjones

client id-0TRIjvJEe3gKwliXvy3lbjvcixfiiylQ

naaf User Emai | pjones@testcompany.com

The following table displays the OAuth 2.0 attributes for a local user.

Attribute Value

user _name ADMIN

repository_nane LOCAL

client id-0TRIjvJEe3qKwliXvy3lbjvcixfiiylQ

The cl i ent attribute is a Client ID specified in the OAuth 2.0 settings.

Non Standard Endpoints

OSP provides a non-standard OAuth 2.0 endpoint for signing additional data that can be passed
during the grant request. The URL of the sign endpointis: htt ps: // <serveri p>/ osp/ a/ TOP/
aut h/ oaut h2/ si gn.

The sign endpoint helps to create a signed and encrypted data packet that can be used to supply
data to other endpoints. For more information, see the Sign class documentation.

The only endpoint with which the signed data is currently used is the grant endpoint when it is used
with the authorization code grant and implicit grant types.

The signed data can be used to supply one or both of the following:

+ Username: Supplying the username for a client application is useful when you already know the
username. For example, Advanced Authentication uses OSP for authentication after Advanced
Authentication has obtained the username.

+ Advanced Authentication chain: An Advanced Authentication server (5.6 or later) can be used to
supply one or more additional authentication factors by authenticating with Advanced
Authentication OAuth 2.0 for a user who is already authenticated. The username and name of
the desired authentication chain containing the factor(s) is supplied.

You must be able to resolve username in an Advanced Authentication repository and you must
configure the chain in the Advanced Authentication event for the OAuth 2.0 client used.

Submitting the Data

The sign endpoint is used by submitting a string value to the endpoint. The output is returned in a
JSON structure.The output can be used with the grant endpoint with the parameters attribute.
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You can accomplish OAuth 2.0 client authentication with HTTP Basic or Bearer authorization header
value.

Request parameters
+ data (required): The data to be signed and encrypted.
The following JSON request object code is an example to sign an endpoint.
{
"username" : "< username >"
"LoginParameters" : { "internal.osp.oidp.aa.chain-name" : "<chain name>" }

}

where username is name of the user trying to authenticate and chain name is name of the
chain configured in the Advanced Authentication server.

+ ttl (optional): The time-to-live period of the result data in milliseconds. If no value is supplied,
then the default value of 30 seconds is used.

HTTP status codes

The following table describes the HTTP status codes.

HTTP Status Code Description
200 The operation was successful.
400 The operation was unsuccessful. Additional error

information may be found in the response content.
401 Client authentication missing or invalid.

500 A server error occurred.

The cause of the error can be determined from the additional error information found in the
response content.

Response content
The response to a successful request is a serialized JSON object (XML is not currently supported).

The data field is the signed and encrypted data to be used with another endpoint. The exp field is the
expiration time of the data as defined by RFC 7519. For more information, see the link (https://
tools.ietf.org/html/rfc75194#section-4.1.4).

The following sample code in javascript is an example of the response content.

{

"data":" _TXNCmy8ocXUg3Hg7ulTnRRI3- 2JQHcv3XggLlbzhX2l 6 TcM
11sf Yl Vat E6KI hP1. ell JXX3G 5U FPo0o03i g- 4vczT2Ut r AzbV4ApoyN592s~",

"exp": 1488210079
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NOTE: The web authentication does not query the LDAP directly for users. Web authentication
routes the request to the Advanced Authentication server internally. Therefore, if the Advanced
Authentication server can match the inbound username with an appropriate attribute in the LDAP
server, it would be same as what Advanced Authentication provides.
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RADIUS Server

The Advanced Authentication server provides a built-in RADIUS server that can authenticate any
RADIUS client using one of the chains configured for the event.

IMPORTANT

+ The built-in RADIUS server supports only the PAP method.

+ The RADIUS server supports the following authentication methods: Email OTP, Emergency
Password, LDAP Password, OATH OTP, Password, RADIUS Client, Security Questions, Smartphone,
SMS OTP, Voice OTP, and Voice methods.

+ By design, Advanced Authentication does not support the single-factor authentication with a
Smartphone, Email OTP, SMS OTP, Security Questions, Voice OTP, and Voice method for RADIUS.
These methods cannot be the first or single method in a chain. It is recommended to use it in a
two-factor chain with the LDAP Password method.

To configure pre-defined RADIUS Server event, perform the following steps:

Click Events.

Click Edit next to the RADIUS Server event.

Ensure that Is enabled is set to ON.

Select the chains that you want to assign to the event.

Specify endpoint name in Endpoints whitelist.

Click Add to add and assign a RADIUS Client to the event:
6a Specify the IP address of the RADIUS Client in IP Address.
6b Specify the RADIUS Client name in Name.

A U A WN R

6¢ Specify the RADIUS Client secret and confirm the secret.
6d Ensure that the RADIUS Client is set to ON.

6e Click Y next to the RADIUS Client.
6f Add more RADIUS Clients if required.

7 Set Bypass user lockout in repository to ON, if you want to allow repository locked-out users to
be authenticated on the Advanced Authentication. By default, Bypass user lockout in repository
is set to OFF and users locked on repository is not allowed to authenticate.

8 Click Save.
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IMPORTANT: If you use more than one chain with the RADIUS server, follow one of the following
ways:

1. Each chain assigned to the RADIUS event may be assigned to a different LDAP group. For
example, LDAP Password+Smartphone chain is assigned to a Smartphone users group, LDAP
Password+HOTP chain is assigned to a HOTP users group. If a RADIUS user is a member of both
groups, the top group is used.

2. By default, the top chain specified in the RADIUS Server event in which all the methods are
enrolled is used. But, you can authenticate with the RADIUS authentication using another chain
from the list when specifying <user nane>&<chai n short nane> in username. For example,
pj ones&sns. Ensure that you have specified the short names for chains. Some RADIUS clients
such as FortiGate do not support this option.

NOTE: If you use the LDAP Passwor d+Snart phone chain, you can use an offline authentication
by specifying the password in the format <LDAP Passwor d>&<Snart phone OTP>. For example,
Qw2e3r 4&512385. This option is supported for LDAP Passwor d+OATH TOTP,

Passwor d+Snar t phone, Passwor d+OATH TOTP, Passwor d+OATH HOTP.

When you want to add multiple RADIUS clients, you can add them to the predefined RADIUS Server
event. But all the RADIUS clients will use the same authentication chain(s). If you want to configure
specific authentication chain(s) for different RADIUS clients, then you must create a custom RADIUS
event. While adding the custom RADIUS event ensure to specify NAS ID that is essential to associate
clients with the custom RADIUS event.

For more information about the custom RADIUS event, see Creating a RADIUS Event.

NOTE: If the RADIUS log files are overflown of records with the error Di scardi ng duplicate
request fromclient, youcanincrease the timeout on the RADIUS Client. The optimal timeout
value needs to be determined by experimenting. It must not exceed 60 seconds.

Customizing Prompt Messages For RADIUS Event

You can customize prompt messages of the authentication methods that are configured for the
RADIUS event. The customized prompt messages are displayed when a user initiates authentication
to RADIUS event using the configured methods.

For more information about customizing prompt message for RADIUS event, see Customizing
Prompt Messages of the Authentication Methods for RADIUS Event.

Challenge-Response Authentication

If you have configured a multi-factor chain such as LDAP Passwor d&SMS OTP or any other
combination chain, some users (during the authentication) might not be able to specify the
<Passwor d>&<OTP> in a single line (because of the Password length limit in RADIUS). In this case,
you can configure the existing RADIUS Client by performing the following steps:

1. Specify an LDAP password in Password and send the authentication request.
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Advanced Authentication server returns the access-challenge response with St at e=<sone
val ue> (exanpl e: Stat e=WAKNNLTTBXxP6QYf i ZI pvscyt 7RYr YsGag4h8sORh8R) and
Repl y- Message=SM5 OTP. You will receive an SMS with a one-time password on the
registered mobile.

2. Specify the OTP in Password and add an additional RADIUS attribute with St at e=<val ue>
where, value is the value that is obtained in step 1.

3. Send the authentication request.

Using RADIUS in Multitenancy Mode

When you enable Multitenancy, you can use one of the following formats to represent the user
name:

+ <repository_name>\ <usernanme>

+ <tenant _nane>\ <reposi tory_name>\ <user name>

+ <user nane>@t enant _nane>

+ <repository_nanme>\ <user name>@t enant _name>
The following are the examples of integration with a RADIUS Server:

+ Configuring Integration with Barracuda

+ Configuring Integration with Citrix NetScaler

*

Configuring Integration With Dell SonicWall SRA EX-Virtual Appliance

*

Configuring Integration with FortiGate

*

Configuring Integration with OpenVPN
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26.1

SAML 2.0

SAML 2.0 is an XML-based protocol that uses security tokens containing assertions. The assertions
are used for sending the information about a subject (an entity that is often a human user) from a
SAML authority (Identity Provider) to a SAML consumer (Service Provider).

This chapter contains the following section:

+ Section 26.1, “Integrating Advanced Authentication with SAML 2.0,” on page 277

Integrating Advanced Authentication with SAML 2.0

To integrate Advanced Authentication with the third-party solutions using SAML 2.0, perform the
following steps

Click Events > Add.
Specify a name for the new event.
Change the Event type to SAML2.

Select the required chains for the event.

g A W N =

Copy and paste your Service Provider's SAML 2.0 metadata to SP SAML 2.0 metadata.
OR

Click Browse and select a Service Provider's SAML 2.0 metadata XML file to upload it.
6 Click Policies > Web Authentication.

7 (Conditional) Specify the Identity Provider’s URL in Identity provider URL.

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in Identity provider URL instead of specifying an address of a single
Advanced Authentication server.

8 Click Download IdP SAML 2.0 Metadata to open a metadata.The metadata opens in a new
browser page.

NOTE: When you download the metadata, sometimes the following error message might be
displayed. It is recommended to save the SAML 2.0 event again to resolve this error.

SAML2.0 277



278

10
11

SAML 2.0

"Faul t": {

" Code": {

"Val ue": " Sender ",

"Subcode": {

"Val ue": " XDAS _QUT_ENTI TY_NON_EXI STANT"
1

"Reason": {

"Text":"Not found: auth"

}

This error occurs due to one of the following reasons:
+ Invalid service provider metadata uploaded in the SAML 2.0 event.

+ Saving the Web Authentication policy immediately after the SAML 2.0 event is saved.

Save the metadata (XML text) from the browser.
(Conditional) Use the downloaded metadata file in your Service Provider.

(Conditional) Use the Identity Provider certificate in your Service Provider.

----- BEG N CERTI FI CATE- - - - -

M | Dkz CCAnugAW BAgl ESsmdMz ANBgk ghki GOw0BAQs FADB6 MRAWDg YDVQQGEWD Vbt ub3
duMRAW

Dg YDVQQ Ewd Vbt ub3duMRAWDg YDVQRHEWD Vbt ub3du MREWDWYDVQKEWhBA XRoYXNhc z
ESMBAG

ATUECX MJ QXV0a Gz YXNh MRs wGQYDVQQDEX Jv e 3AUYXV0aGFz YXMub @) YWwwvHh e NMTYWNT
| 2MDUz

N | 0VWhcNVM YWNDAOMDUzZ N | OW B6 MRAWDG YDVQQGEWD Vbt ub3duMRAWDg YDVQQ EwdVbm
t ub3du

MRAWDG YDVQRHEWD Vbt ub3duMREWDWYDVQQRKEWHh Bd XRo YXNhc z ESMBAGAL UECX M QXV0aG
Fz YXNh

MRs wGQYDVQQRDEX Jvc 3AUYXV0aGFz YXMub (@) YWwggEi MAOGCSqGS| b3DQEBAQUAA4| BDw
AwggEK

Aol BAQOW3YLz03ghSZPXj Bc/ W+cZ2/

E5009gKeJ3p4RR6USCoar j nmvQPg+maRf vexr i w@ RDgS

OFRb58cert/

m sqzsHBVNDnf MM cFVzuuKj DEbWFpOVL1gRKkDzI | pCyl 3eNmBWIVKMA9Z6mB XS

f I w AoydNp5DK00o0Yr k6FNO OnOr nl 5kHGYDObd5SpDt vXSFIW.f c5YT9UBUpf ZneKsVPW
SkbeBX

F84hYJWBt dzcTEyj dso9Ra7Ut xLI UMUH3LWIgn9zS97nLknmhet nD11 3nEAe AEQSAN TRy
H1FNXZ

o/

BIF4+sz86f 6pBbwYM2KTv XaABgz SpZpJ 1pQr ZKPAgGMBAAG | TAf MBOGAL1Ud DgQWBBTL8Ph
A

+e6YKkBI k4y ELTZ+Abf dA6 DANBgk ghki GOWOBAQs FAACCAQEANB7I NyACBCt N5j | Le3CupL
AADUVR

NY6av7LpPai | 1IJRl w+uvddMyOz1vOS1l wpDDNt c Pt xGXsaZl 1CKgNPBpLv SxePVUXNf FgU
Ctu+bT

culti Qbki DWFLMASEKe A+EBFCeqBi udEf kAZZT87DF9gKvM6VWIZz J7BvW 2YPbH
FRVB2f LoyAd

RbphF215we3r vsf eVbwxw70UGNy BUTb3z Uc AnB3sHbcZi XJZj 3pJYgDaN9Ss60sz/
yGLZLEYI uvL

R1T2PPEf ECALEi j 0RLA3125hJ3zDl XoCeNYLoMy4522QYek Tww QeVike Yej BXEcxdL7VP6F
91znf z

bmLA4PY5j w==

----- END CERTI FI CATE- - - - -
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12 Change used hash to SHA-1 in your Service Provider, if the option is presented.

13 Set the Send E-Mail as NamelD (suitable for G-Suite) option to ON for integrating with the G-
suite.

14 Set the Send SAMAccount as NamelD option to ON to send SAMAccountName in the NamelD
attribute as a SAML response from the Advanced Authentication server.

WARNING: You can set Send SAMAccount as NamelD to ON only when the Send E-Mail as
NamelD (suitable for G-Suite) option is turned OFF.

15 Set Bypass user lockout in repository to ON, if you want to allow users who are locked on
repository to authenticate on the Advanced Authentication. By default, Bypass user lockout in
repository is set to OFF and users who are locked on repository are not allowed to authenticate.

The following are the examples of integration with SAML 2.0.

+ Configuring Integration with Salesforce

+ Configuring Integration with ADFS

Requesting Advanced Authentication Methods and Chains
Through a SAML AuthnRequest

SAML 2.0 provides a mechanism to request an authentication class reference. For more information,
see the SAML 2.0 Core specification (https://docs.oasis-open.org/security/saml/v2.0/saml-core-2.0-
os.pdf) in section 3.3.2.2.1.

The Service Provider sends the following code in the <Aut hnRequest >:

<samnl p: Request edAut hnCont ext >

<sanl : Aut hnCont ext Cl assRef >ur n: oasi s: nanes: tc: SAM.: 2. 0: ac: cl asses: Mbi | eOn
eFact or Cont r act </ sani : Aut hnCont ext Cl assRef >

</ sam p: Request edAut hnCont ext >

SAML 2.0 defines a bunch of URNs that corresponds to authentication classes. For more information,
see SAML 2.0 Authentication Context (http://docs.oasis-open.org/security/saml/v2.0/saml-authn-
context-2.0-os.pdf).

Some of the authentication class types of Advanced Authentication match the SAML 2.0 references.
The Advanced Authentication auth class types are defined in an enum named Aut hd assType.

In this XML example, the SAML class reference URN maps to the Advanced Authentication’s
Aut hd assType. MOBI LE_ONE_FACTOR_CONTRACT. The Advanced Authentication value is
mapped to Naaf Aut hMet hod. SMARTPHONE (or Naaf Aut hMet hod. SW SSCQOM) .

The code in Naaf Event Cont ract Execut abl e. fi | t er Chai ns selects from the available chains
any chain that contains one of its methods (in this example) SMARTPHONE or SWISSCOM. (The map
from Advanced Authentication methods to OSP auth class type is

Naaf Cont r act Execut abl e. METHOD_TO _TYPE_MAP. )

In this example, after the user is identified, if there is a chain available with the Smartphone or
Swisscom methods, then the authentication proceeds. If not, the authentication fails and Advanced
Authentication returns ano request ed aut henti cati on cont ext status to the Service
Provider.
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An optional Conpar i son attribute can be set on the <Request edAut hnCont ext >. This attribute
is defined in the SAML 2.0 Core specification (https://docs.oasis-open.org/security/saml/v2.0/saml-
core-2.0-o0s.pdf) in section 3.3.2.2.1.

In addition to requesting the Advanced Authentication methods using the SAML 2.0-defined URNSs,
Advanced Authentication also has a special contract parameters class reference URN. The URN is:
urn: uui d: 519a6¢73-f 092- 43d3- ab11- 8d789ebc2f 79.

The contract parameters are added through the URN g-component. The URN syntax is defined at RFC
8141 (https://tools.ietf.org/html/rfc8141).

The <Naaf Event > contract executable contains attributes named

al  ond i ent Chai nSel ectionandal | owd i ent Event Sel ecti on. These attributes allow the
authentication chain and the authentication event to be selected through a contract parameter from
the client, which in this example, is the SAML Service Provider. In the Advanced Authentication

aut hcf g. xm , the default value of al | owCl i ent Event Sel ecti onisfal se and

al | owd i ent Chai nSel ectionistrue.

For example, ISM is an event name with the following chains: LDAP+Smartphone, LDAP+SMS_OTP,
LDAP+TOTP, LDAP+SecQuest, LDAP+U2F, and LDAP+Voice.

If the <Naaf Event > contract executable is configured with the ISM event, then the following code
will request the LDAP+SMS_QOTP chain.

<saml p: Request edAut hnCont ext >

<sanl : Aut hnCont ext d assRef >urn: uui d: 519a6¢73- f 092- 43d3- ab11-
8d789ebc2f 79?=i nt er nal . osp. oi dp. aa. chai n- name=LDAPY¥2BSM5_OTP</
sam : Aut hnCont ext C assRef >

</ sam p: Request edAut hnCont ext >

The plus sign '+' is encoded as '%2B' . Advanced Authentication considers that the g-component,
which starts with ?=, is in the x- ww«+ f or nt ur | encoded format and '+' is a reserved character for
this syntax.

The two contract parameters that are defined in the Advanced Authentication class CFGNaaf Event
are:

+ internal.osp. oi dp. aa. chai n- name
+ internal.osp.oi dp. aa. event - nanme
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7 Examples of Integrations

27.1

This chapter contains the following examples of third- party integrations.

*

*

*

Section 27.1, “Configuring Integration with Barracuda,” on page 281
Section 27.2, “Configuring Integration with Citrix NetScaler,” on page 283

Section 27.3, “Configuring Integration With Dell SonicWall SRA EX-Virtual Appliance,” on
page 285

Section 27.4, “Configuring Integration with FortiGate,” on page 287

Section 27.5, “Configuring Integration with OpenVPN,” on page 289

Section 27.6, “Configuring Integration with Palo Alto GlobalProtect Gateway,” on page 290
Section 27.7, “Configuring Integration with Salesforce,” on page 291

Section 27.8, “Configuring Integration with ADFS,” on page 295

Section 27.9, “Configuring Integration with Google G Suite,” on page 297

Section 27.10, “Configuring Integration with Citrix StoreFront,” on page 300

Section 27.11, “Configuring Integration with Office 365,” on page 305

Section 27.12, “Configuring Integration with Sentinel,” on page 307

Section 27.13, “Configuring Integration with Office 365 without Using ADFS,” on page 308
Section 27.14, “Configuring Integration with Cisco AnyConnect,” on page 312

Section 27.15, “Configuring Integration with GitLab,” on page 315

Section 27.16, “Configuring Integration with Filr,” on page 319

Configuring Integration with Barracuda

This section provides the configuration information on integrating Advanced Authentication with
Barracuda SSL VPN virtual appliance. This integration secures the Barracuda SSL VPN connection.

The following diagram represents integration of Advanced Authentication with Barracuda SSL VPN.
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To configure the Advanced Authentication integration with Barracuda SSL VPN, perform the
following configuration tasks:
¢ Section 27.1.1, “Configuring the Advanced Authentication RADIUS Server,” on page 282
¢ Section 27.1.2, “Configuring the Barracuda SSL VPN Appliance,” on page 282

+ Section 27.1.3, “Authenticating on Barracuda SSL VPN Using Advanced Authentication,” on
page 283

27.1.1 Configuring the Advanced Authentication RADIUS Server

Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.

A W N R

Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the Barracuda SSL VPN appliance.
Specify a secret and confirm it.

Set Enabled to ON.

O 00 N O U

Click Save in Client.

10 Click Save in Events.

27.1.2 Configuring the Barracuda SSL VPN Appliance

1 Sign-in to the Barracuda SSL VPN Configuration portal as ssladmin.

2 Click Access Control > Configuration.
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\ f Barracuda | SSL VPN Giobal view |+ sSladmin
Manage Account

Log Out

Scroll down to RADIUS.

Specify an Advanced Authentication appliance IP address in RADIUS Server.
Specify a shared secret in Shared Secret.

Set Authentication Method to PAP.

Set Reject Challenge to No to allow challenge response.

Click Save Changes.

O 0 N O U1 A~ W

Click Access Control > User Databases.

10 Create a user database using the same storage as you are using for Advanced Authentication.
11 Click Access Control > Authentication Schemes.

12 Click Edit for the Password scheme for the user database.

13 Move RADIUS from Available modules to Selected modules.

14 Remove the Password module from the Selected modules.

15 Apply the changes.

27.1.3 Authenticating on Barracuda SSL VPN Using Advanced
Authentication

1 Specify the user’s credentials.
2 Click More and select the configured user database (if the database is not selected by default).

3 Click Log In and approve the authentication on the user’s smartphone.

NOTE: Advanced Authentication can be configured with the other authentication chains.

27.2 Configuring Integration with Citrix NetScaler

This section provides the configuration information on integrating Advanced Authentication with
Citrix NetScaler VPX. This integration secures the Citrix NetScaler VPX connection.

The following diagram represents Advanced Authentication in Citrix NetScaler.
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To configure the Advanced Authentication integration with Citrix NetScaler VPX, perform the
following configuration tasks:
¢ Section 27.2.1, “Configuring the Advanced Authentication RADIUS Server,” on page 284
¢ Section 27.2.2, “Configuring the Citrix NetScaler Appliance,” on page 285
+ Section 27.2.3, “Authenticating on the Citrix NetScaler Using Advanced Authentication,” on
page 285

Ensure that the following requirements are met:

+ Citrix NetScaler VPX (version NS11.0 has been used to prepare these instructions) is installed.

+ Advanced Authentication 5 appliance is installed.

27.2.1 Configuring the Advanced Authentication RADIUS Server

Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.

A W N R

Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the Citrix NetScaler appliance.
Specify a secret and confirm it.

Set Enabled to ON.

O 00 N O U

Click Save in Client.

10 Click Save in Events.
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27.2.2 Configuring the Citrix NetScaler Appliance

Sign-in to the Citrix NetScaler configuration portal as nsroot.
Click Configuration > Authentication > Dashboard.

Click Add.

Select RADIUS for Choose Server Type.

v A W N =

Specify Name of the Advanced Authentication server, IP Address, Secret Key, and Confirm Secret
Key.

6 Change Time-out (seconds) to 120-180 seconds if you are using the Smartphone, SMS, Email or
Voice methods.

7 Click More and ensure that PAP is selected in Password Encoding.
8 Click Create.
If the connection to the RADIUS server is valid, the Up status is displayed.
9 Click Configuration > System > Authentication > RADIUS > Policy.
10 Click Add.
11 Specify Name of the Authentication RADIUS Policy.

12 Select the created RADIUS server from Server and select ns_true from the Saved Policy
Expressions list.

13 Click Create.
14 Select the created policy and click Global Bindings.
15 Click Select Policy.
16 Select the created policy.
17 Click Bind.
18 Click Done.
A check mark is displayed in the Globally Bound column.

27.2.3 Authenticating on the Citrix NetScaler Using Advanced
Authentication

1 Specify the user’s credentials then click Login.

2 Accept the authentication on your smartphone.

NOTE: Advanced Authentication can be configured with other authentication chains.

27.3 Configuring Integration With Dell SonicWall SRA EX-
Virtual Appliance

This section provides the configuration information on integrating Advanced Authentication with
Dell SonicWall SRA EX-virtual appliance. This integration secures the Dell SonicWall SRA connection.

The following diagram represents Advanced Authentication in Dell SonicWall.
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To configure the Advanced Authentication integration with Dell SonicWall SRA, perform the
following configuration tasks:

*

*

*

Section 27.3.1, “Configuring the Advanced Authentication RADIUS Server,” on page 286
Section 27.3.2, “Configuring the Dell SonicWall SRA Appliance,” on page 286

Section 27.3.3, “Authenticating on Dell SonicWall Workspace Using Advanced Authentication,”
on page 287

Ensure that the following requirements are met:

*

*

Dell SonicWall SRA EX-Virtual appliance v11.2.0-258 is installed.

Advanced Authentication v5 appliance is installed.

27.3.1 Configuring the Advanced Authentication RADIUS Server

A W N R
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10

Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.

Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the Dell SonicWall appliance.
Specify a secret and confirm it.

Set Enabled to ON.

Click Save in Client.

Click Save in Events.

27.3.2 Configuring the Dell SonicWall SRA Appliance

1.

Sign-in to the Dell SonicWall SRA Management console as admin.
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Click User Access > Realms.

Click New realm.

Create a New Authentication Server and set the RADIUS authentication directory.
Set RADIUS Server and Shared key.

Save and apply the configuration.

N oo v bk~ W

Click User Access > Realms.

Review the realm diagram.

27.3.3 Authenticating on Dell SonicWall Workspace Using Advanced
Authentication

1 Open a browser and navigate to the workplace.
2 Specify your username and LDAP password.
3 Specify the SMS OTP and click OK.

27.4 Configuring Integration with FortiGate

This section provides the configuration information on integrating Advanced Authentication with
FortiGate. This integration secures the FortiGate connection.

The following diagram represents Advanced Authentication in FortiGate.

Fortigate Directory

- =

Endpoint Advanced
Authentication Server

To configure the Advanced Authentication integration with FortiGate perform the following
configuration tasks:

+ Section 27.4.1, “Configuring the Advanced Authentication RADIUS Server,” on page 288
+ Section 27.4.2, “Configuring the FortiGate Appliance,” on page 288
+ Section 27.4.3, “Authenticating on FortiGate Using Advanced Authentication,” on page 288
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27.4.1

27.4.2

27.4.3

288

Ensure that the following requirements are met:

*

*

1
2
3
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1.
2.
3.

1
2

Fortinet virtual appliance v5 (Firmware version 5.2.5, build 8542 has been used to prepare
these instructions) is installed.

Advanced Authentication v5 appliance is installed.

Configuring the Advanced Authentication RADIUS Server

Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.

Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the FortiGate appliance.
Specify a secret and confirm it.

Set Enabled to ON.

Click Save in Client.

Click Save in Events.

Configuring the FortiGate Appliance

Sign-in to FortiGate configuration portal as admin.
Check which Virtual Domain is bound to the network interface.

Open the RADIUS Server configuration for an appropriate Virtual Domain and setup the
required settings.

. Click Test Connectivity and specify the credentials of Advanced Authentication administrator to

test the connection.
Create a user group and bind it to a remote authentication server.

Create user and place in the created group.

Authenticating on FortiGate Using Advanced Authentication

Specify the user’s credentials and click Login.

Specify the OTP and click Login.

NOTE: The Token Code field has a limitation of 16 digits. Therefore, you may face issues when using
the YubiKey tokens with 18-20 digits code.
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27.5 Configuring Integration with OpenVPN

This section provides the configuration information on integrating Advanced Authentication with
OpenVPN virtual appliance. This integration secures the OpenVPN connection.

The following diagram represents Advanced Authentication in OpenVPN.

OpenVPM Directony

=C

Endpoint Advanced
Authentication Server

To configure the Advanced Authentication integration with OpenVPN perform the following
configuration tasks:

¢ Section 27.5.1, “Configuring the Advanced Authentication RADIUS Server,” on page 289
+ Section 27.5.2, “Configuring the OpenVPN Appliance,” on page 290

Ensure that the following requirements are met:

+ OpenVPN v2 appliance (version 2.0.10 was used to prepare these instructions) is installed.

+ Advanced Authentication v5 appliance with a configured repository is installed.

27.5.1 Configuring the Advanced Authentication RADIUS Server

Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.
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Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the OpenVPN appliance.
Specify a secret and confirm it.

Set Enabled to ON.

O 00 N O U

Click Save in Client.

10 Click Save in Events.
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27.5.2

27.6

Configuring the OpenVPN Appliance

1 Open the OpenVPN Access Server site.

2 Click Authentication > RADIUS.

3 Enable the RADIUS authentication.

4 Select PAP authentication method.

5 Add an IP address of the Advanced Authentication v5 appliance and specify the secret.

You must specify the <r eposi t ory nanme>\ <user nanme> or only <user nanme>, if you have set the
following configurations:

+ You have selected a chain from the Used section in the RADIUS Server settings for connecting to
OpenVPN.

+ You have set the default repository name in Policies > Login options of the Advanced
Authentication v5 appliance.

If you have assigned multiple chains in the Used section of the RADIUS event for connecting to
OpenVPN, then you must specify <user nane>&<chai n short name> in the username.

NOTE: For some authentication methods, the correct time must be configured on the OpenVPN
appliance. You can sync the time of the OpenVPN appliance using the following commands:

/etcl/init.d/ntp stop
[ usr/sbin/ntpdate pool.ntp.org

User Account Locks After Three Successful Authentications with SMS AP to OpenVPN

Issue: While authenticating with the SMS method to connect to OpenVPN, after three successful
authentications the user account is locked by OpenVPN.

Workaround: OpenVPN assumes each attempt of the challenge response (request of additional data
in chain) as an error.

To resolve the issue, you must change the number of failures that can be accepted. For more
information, see Authentication failure lockout policy.

Configuring Integration with Palo Alto GlobalProtect
Gateway
This section provides the configuration information on integrating Advanced Authentication with

Palo Alto GlobalProtect Gateway. This integration secures the Palo Alto GlobalProtect Gateway
connection.

NOTE: This configuration has been tested with PAN-OS 6.1.5 to 7.1.x and GlobalProtect 2.1x.
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To configure the Advanced Authentication integration with Palo Alto GlobalProtect Gateway,
perform the following configuration tasks:

+ Section 27.6.1, “Adding the RADIUS Server,” on page 291

+ Section 27.6.2, “Adding an Authentication Profile,” on page 291

+ Section 27.6.3, “Configuring GlobalProtect Gateway,” on page 291

27.6.1 Adding the RADIUS Server

1 Log in to the Palo Alto administrative interface.
Click Device > Server Profiles > RADIUS.

Click Add to add a new RADIUS server profile.
Specify NetlQ RADIUS in Name.

Specify 30 in Timeout.

D U A W N

In the Servers section, click Add to add a RADIUS server and specify the following information:
+ Profile Name
+ Set Timeout and Retries in Server Settings
+ Details in the Servers section

7 Click Add and configure a connection to the RADIUS server built-in to the Advanced
Authentication server.

8 Click OK.

27.6.2 Adding an Authentication Profile

1 Click Device > Authentication Profile.
2 Click New to add a new authentication profile.

3 Specify the Authentication Profile details such as the server type and user domain.

27.6.3 Configuring GlobalProtect Gateway

1 Click Network > GlobalProtect > Gateways.
2 Click on your configured GlobalProtect Gateway to open the properties window.

3 In the Authentication section of the GlobalProtect Gateway General properties tab, select the
NetlQ authentication profile created in Add an Authentication Profile from the list.

4 Click OK to save the GlobalProtect Gateway settings.

27.7 Configuring Integration with Salesforce

This section provides the configuration information on integrating Advanced Authentication with
Salesforce. This integration secures the Salesforce connection.

The following diagram represents Advanced Authentication in Salesforce.
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To configure the Advanced Authentication integration with Salesforce, perform the following
configuration tasks:

*

*

*

*

27.7.1
1
2
27.7.2
1
2
292

Section 27.7.1, “Configuring the Salesforce Domain Name,” on page 292

Section 27.7.2, “Configuring the SAML Provider,” on page 292

Section 27.7.3, “Configuring the Advanced Authentication SAML 2.0 Event,” on page 294
Section 27.7.4, “Configuring to Authenticate on Salesforce with SAML 2.0,” on page 294

Configuring the Salesforce Domain Name

Login to your Salesforce account.
Create a domain. If the domain is not created, then perform the following tasks:
2a Click Gear and select Setup Home in the Lightning Experience interface.

2b Scroll down the setup toolbar and navigate to Company Settings.

2c Click My Domain.

2d Specify your domain name and click Save.

The domain is activated. Use your domain name to open Salesforce. For example,
ht t ps: // ConpanyNane. ny. sal esf orce. coni . SAML provider requires the domain
name.

Configuring the SAML Provider

Click Settings > Identity > Single Sign-On Settings.

Create a text file and add the following Identity Provider certificate to the file.

----- BEG N CERTI FI CATE- - - - -

M | Dkz CCAnugAW BAgl ESsmdMz ANBgk ghki GOw0BAQs FADB6 MRAWDg YDVQQGEWD Vbt ub3
duMRAW

Dg YDVQQ EwdVbnt ub3duMRAWDg YDVQQHEW Vbt ub3du MREWDWYDVQKEWhBA XRo YXNhcz
ESMBAG

ATUECX MJ QXV0a Gz YXNh MRs wGQYDVQQDEX Jv e 3AUYXV0aGFz YXMub @) YWwwvHh e NMTYWNT
| 2MDUz

N | 0VWhcNM YWNDAOMDUzZNj | OW B6 MRAWDG YDVQQGEWD Vbt ub3duMRAWDg YDVQQ EwdVbm
t ub3du

MRAWDG YDVQRHEWD Vbt ub3duMREWDWYDVQQRKEWHh Bd XRo YXNhc z ESMBAGAL UECX MJ QXV0aG
Fz YXNh

MRs wGQYDVQQRDEX Jvc 3AUYXV0aGFz YXMub (@) YWwggEi MAOGCSqGS| b3DQEBAQUAA4| BDw
AwggEK

Aol BAQOW3YLz03ghSZPXj Bc/ W+cZ2/

E5009gKeJ3p4RR6USCoar j nmvQPg+maRf vexr i w@ RDgS

OFRb58cert/
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m sqzsHBVMDnf MM cFVzuuKj DEbWFp9vL1gRkDz I | pCyl 3eNmBWIVKMA9Z6mmBXS

f1wl AoydNp5DK000Yr k6FNO OnOr nl 5SkHGVDObd5SpDt v XSFIWLf ¢5YTOUBUpf ZneKs VPW
SkbeBX

F84hYJWBt dzcTEyj dso9Ra7Ut xLI UMUH3LWIgn9z S97nLkrhet nD11 3nEAeAEQ SAn TRy
H1FNXZ

ZOri

BJF4+sz86f 6pBbwYM2KTv XaABgz SpZpJ 1pQr ZKPAgGMBAAG | TAf MBOGALUd Dg QABBTL8Ph
A

+e6YkBI k4yELTZ+Abf dA6 DANBgk ghki GOwWOBAQs FAACCAQEANB7I NyACBCE N5j | Le3CupL
AADUVR

NY6av7LpPai | 1JRl w+uvddMyOz1vOS1I wpDDNt ¢ Pt xGXsaZl 1CKgNPBpLv SxePVUXNF FgU
Ct u+bT

cult i Qbki DWWLMASEKe A+EBFCeqBi udEf kAZZT87DF9gKv MVWizJ 7BvW 2YPbH
FRVB2f Loy Ad

RophF215we3r vsf eVWhwXw70UGNy BUTh3z Uc AnB3sHbc Zi XJZj 3pJYgDaN9Ss60sz/
yGLZLEY! uvL

R1T2PPEf ECALEI j 0R1A31Z5hJ3zDl XoCeNYLoMy4522QYek Tw QeVkeYej BXEcxdL7VP6F
91znf zZ

bl AAPY5j w==

----- END CERTI FI CATE- - - - -

In Single Sign-On Settings, click New and specify the following details:
1. Name: Advanced Authentication.
2. APl Name: AAF.

3. Issuer: htt ps:// AdvancedAut henti cati onServer Addr ess/ osp/ a/ TOP/ aut h/
sanl 2/ net adat a, where you must replace
AdvancedAut hent i cati onSer ver Addr ess with the domain name or IP address of
your Advanced Authentication server.

Entity ID: ht t ps: // ConpanyNan®e. ny. sal esforce. coni .

Click Browse to open the Identity Provider certificate.

SAML Identity Type: Select Assertion contains the Federation ID from the User object.
SAML Identity Location: Select Identity is in an Attribute element.

Attribute Name: upn.

W X N o U A

Service Provider Initiated Request Binding: Select HTTP Redirect.

10. Identity Provider Login URL: ht t ps: // AdvancedAut hent i cati onSer ver Addr ess/
osp/ a/ TOP/ aut h/ sam 2/ sso.

11. Select User Provisioning Enabled.

12. Click Save.

Click Edit for Federated Single Sign-On Using SAML.
Select SAML Enabled.

Click Save.

Click Settings > Users.

Click Edit for the required Salesforce users by adding Federation ID for the user accounts. The
Federation ID corresponds to user Pri nci pal Nane attribute in Active Directory. For example,
pjones@company.com.
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NOTE: The name that you specify in Federation ID is case sensitive. The following error may
occur, if you ignore the case:

W can't log you in. Check for an invalid assertion in the SAM
Assertion Validator (available in Single-Sign On Settings) or check the
login history for failed |ogins.

9 Click your profile icon and click Switch to Salesforce Classic.
This mode is required to tune the domain options.

10 Click Setup Administrator > Domain Management > My Domain > Edit to access the
Authentication Configuration screen.

11 Select Login Page and osp options.
12 Click Save.

27.7.3 Configuring the Advanced Authentication SAML 2.0 Event

Click username > Switch to Lightning Experience.

Click Gear and select Setup Home.

Navigate to Identity > Single Sign-On Settings.

Click the created configuration (not for Edit).

Click Download Metadata.

Open the Advanced Authentication Administration portal.

Click Events > Add to add a new event.
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Create an event with the following parameters.
+ Name: Salesforce
+ Chains: select the required chains.

+ Click Browse to Upload SP SAML 2.0 metadata file. Open the Salesforce metadata file and
click Save.

27.7.4 Configuring to Authenticate on Salesforce with SAML 2.0

294

1 Click Policies > Web Authentication.

2 Set Identity provider URLto htt ps:// AdvancedAut henti cati onServer Address/ and
replace AdvancedAut henti cat i onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address with port number in Identity provider URL instead of specifying an
address of a single Advanced Authentication server.

Examples of Integrations



IMPORTANT: You must use the server name or IP address specified in the Issuer field of
Salesforce.

3 Openthe URLhtt ps:// ConmpanyName. my. sal esf orce. conl and click Advanced
Authentication to check the SAML 2.0 authentication.

27.8 Configuring Integration with ADFS

This section provides the configuration information on integrating Advanced Authentication with
ADFS (Active Directory Federation Services). This integration secures the ADFS connection.

The following diagram represents Advanced Authentication and ADFS integration using SAML.

Figure 27-1

ADFS Integration Using SAML
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To configure the Advanced Authentication integration with ADFS using SAML 2.0 perform the
following configuration tasks:

NOTE: These instructions are valid only for ADFS 3 and 4.

+ Section 27.8.1, “Configuring the Advanced Authentication SAML 2.0 Event,” on page 296
+ Section 27.8.2, “Making the Corresponding Changes in ADFS,” on page 296

Examples of Integrations 295



27.8.1 Configuring the Advanced Authentication SAML 2.0 Event

1
2
3

Open the Advanced Authentication Administration portal.
Click Events > Add to add a new event.
Create an event with the following parameters:

¢+ Name: ADFS_SAM..

+ Event Type: SAML 2.

¢ Chains: Select the required chains.

+ Paste the content of the file ht t ps: // <adf s_host nanme>/ Feder at i onMet adat a/
2007- 06/ Feder ati onMet adat a. xm to SP SAML 2.0 meta data.

Or
+ Click Browse and upload the saved XML file.

+ Click Save.

NOTE: Verify that you can access the file in your browser. If the file is not displayed, you have an
issue on ADFS that you must resolve.

Click Policies > Web Authentication.

Set Identity provider URLto htt ps:// AdvancedAut henti cati onServer Addr ess/ and
replace AdvancedAut henti cati onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in Identity provider URL instead of specifying an address of a single
Advanced Authentication server.

Click Download IdP SAML 2.0 Metadata.

You must open the file as an XML file.

NOTE: If {"Faul t":{... ° isdisplayed, you must verify the configuration.

27.8.2 Making the Corresponding Changes in ADFS

1
2
3
4

Open the ADFS management console.
Expand Trust Relationships.
Click Add Claims Provider trust.

Paste OSP metadata URL htt ps: // <AAF_server _host nane>/ osp/ a/ TOP/ aut h/ sam 2/
net adat a.

It may not work for self-signed certificate. You can copy metadata from OSP URL to an XML file
and provide the file name.

Specify the Display name.
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27.9

27.9.1

Select Open the Edit Claim Rules dialog for this claims provider when the wizard closes.
In Edit Claims Rules, click Add Rule.
Select Send Claims Using a Custom Rule.

Click Next.

O 00 N O

10 Specify Claim rule name.

11 Paste Custom rule and click Finish.

c:[ Type == "upn"]
=> jssue(Type = "http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/
upn", l|ssuer = c.lssuer, Oiginallssuer = c.Oiginallssuer, Value =

c. Val ue, Val ueType = c. Val ueType);
12 In ADFS snap-in, double click on the provider name.
13 Click Advanced.
14 Move the hash algorithm from SHA-256 to SHA1.
15 Click OK.

Configuring Integration with Google G Suite

This section provides the configuration information on integrating Advanced Authentication with
Google G Suite. This integration secures the connection.

The following diagram represents Advanced Authentication in Google G Suite.

Endpoint Google Advanced
Authentication Server

i

To configure the Advanced Authentication integration with Google G Suite using SAML 2.0, perform
the following configuration tasks:

+ Section 27.9.1, “Configuring Google G Suite,” on page 297

+ Section 27.9.2, “Configuring the Advanced Authentication Event,” on page 299

¢ Section 27.9.3, “Configuring to Authenticate on Google G-Suite with SAML 2.0,” on page 299

NOTE: As a prerequisite, ensure that you finalize the setup of G Suite by accepting the agreement
and clicking Finalize setup.

Configuring Google G Suite

1 Login to the Google’s Administration console.
2 Open the Security section.

3 Expand Set up single sign-on (SSO).
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4 Enable Setup SSO with third party identity provider.

5 Specify the following parameters:

5a

5b

5¢

5d

5e

Sign-in page URL: ht t ps: / / <AdvancedAut hent i cati onSer ver Addr ess>/ osp/ a/
TOP/ aut h/ sam 2/ sso. Replace AdvancedAut henti cat i onSer ver Addr ess with the
domain name or IP address of your Advanced Authentication server.

Sign-out page URL: ht t ps: / / <AdvancedAut hent i cati onSer ver Addr ess>/ osp/ a/
TOP/ aut h/ app/ | ogout .

Change password URL: ht t ps: // <AdvancedAut hent i cat i onSer ver Addr ess> or Self-
Service Password Reset URL.

Create a text file and add the Identity Provider Certificate to it.

----- BEA N CERTI FI CATE- - - - -

M | Dkz CCAnugAW BAgl ESs mdMz ANBgk ghki GOwOBAQs FADB6 MRAWDg YDVQQGEWD Vbt
ub3duMRAW

Dg YDVQQ EwdVbnt ub3duMRAWDg YDVQRHEWd Vbt ub3du MREWDWYDVQQKEWN Bd XRo YXN
hczESMBAG

ALUECX M QXV0aGFz YXNh MRs wGQYDVQQDEX Jvc 3AUYXV0aGFz YXMub () YWwwHhe NMTY
WNTI 2MVDUz

N | OWhcNM YWNDAOMDUZ N | OW B6 MRAWDg YDVQQGEWd Vbt ub3duMRAWDg YDVQQ Ewd
Vbt ub3du

MRAWDg YDVQQHEWd Vbt ub3duMREWDWY DVQQKEWH Bd XRo YXNh ¢ z ESVBAGAT UECX MJ QXV
0aGFzYXNh

MRswGQYDVQQDEXJv c 3AUYXV0aGz YXMub @) YWwggEi MAOGCSqGSI b3DQEBAQUAAAI
BDwAWggEK

Aol BAQOW3YLz03ghSZPXj Bc/ Ws+cZ2/

E5009gKeJ3p4RR6USCoar j nnvQPg+maRf vexr i wqQ RDgS

OFRb58cert/

m sqzsHBVMDnf MM cFVzuuKj DEbWFpOVL1gRkDzI | pCyl 3eNmBWIVKMA9Z6mBXS
fI'w AoydNp5DK000Yr k6FNG OnOr nl 5SkHGYDObd5SpDt v XSFIW.f c5YT9UBUpT ZneKs
VPWskbeBX

F84hYJWBt dzcTEyj dso9Ra7Ut xLI UMUH3LWIgn9z S97nLkmhet nD11 3nEAeAE9 SAY
TRyHLFNXZ

ZOri/

BJF4+sz86f 6pBowYM2KTV XaABgz SpZpJ 1pQr ZKPAGMBAAG | TAf MBOGALUd Dg QABBTL
8PbA

+e6YkBI k4yELTZ+Abf dA6 DANBgk ghki GOwOBAQs FAAOCAQEANB7I NyACBCE N5j | Le3C
upLAAbUVR

NY6av7LpPai | 1JR w+uvddMy Oz 1vOS1] wpDDNt ¢ Pt x GXsaZl 1CKgNPBpLv Sxe PVUXNf
FgUCt u+bT

culti Qoki DWMFLMAS6Ke A+EBFCeqBi udEf kAZZT87DF9gKvMBVWIZzJ7BvW 2YPbH
FRVB2f Loy Ad

RbphF215we3r vst eWhwxw70UGNy BUTh3z Uc AnB3sHbcZi XJZj 3pJYgDaN9Ss60sz/
yGLZLEYI uvL

R1T2PPEf ECALEI j 0R1A3175hJ3zD XoCeNYLoMy4522QYek Tww QeVikeYej BXEcxdL7V
P6F91znf Z

b A4PY5) w==

----- END CERTI FI CATE- - - - -

Upload the Identity Provider Certificate.

6 Clear Use a domain specific issuer if you have one domain in G Suite or select the option if you
have more than one domain in G Suite.
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Ensure that you have a user account in a repository that corresponds to a user account in
Google. An email address specified in the Contact information for the Google account must be
the same as an address from email attribute for the corresponding account of your repository.

NOTE: You cannot use the Google administrator account with SAML.

7 Create a new text file and add the Service Provider metadata to it:

<EntityDescriptor entityl D="googl e. cont
xm ns="urn: oasi s: nanes: tc: SAM.: 2. 0: et adat a" >
<SPSSCDescr i pt or
pr ot ocol Support Enuner ati on="urn: oasi s: nanes: tc: SAM.: 2. 0: pr ot ocol ">
<Nanel DFor mat >ur n: oasi s: names: t c: SAM.: 1. 1: nanei d-
format: emai | Addr ess</ Nanel DFor nat >
<AssertionConsuner Service index="1"
Bi ndi ng="ur n: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Locati on="htt ps://ww. googl e. coni a/ myconpany. comt' />
</ SPSSCDescr i pt or >
</ EntityDescriptor>

Replace nyconmpany. com in the Location URL to your primary domain from the Domains
settings in Google.

NOTE: You must use the Service Provider metadata when one domain exists in the G Suite. If
you have more than one domain in G Suite, then every Service Provider metadata for each
domain must have googl e. comas an entityID replaced with googl e. conl

nyconpany. com where mycompany. comis your domain name.

8 Save the text file with a.xml extension.

27.9.2 Configuring the Advanced Authentication Event

1 Open the Advanced Authentication Administration portal.
2 Click Events > Add to add a new event with the following options:
2a Name: Google
2b Chains: select the required chains.
2c Click Browse to upload the XML file.
2d Set Send E-Mail as NamelD (suitable for G-Suite) to ON. This is applicable for the G-Suite.
2e Click Save.

27.9.3 Configuring to Authenticate on Google G-Suite with SAML 2.0

1 In Policies > Web Authentication, set Identity provider URLto https://
AdvancedAut henti cati onSer ver Addr ess/ and replace
AdvancedAut henti cat i onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.
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27.10

27.10.1

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in Identity provider URL instead of specifying an address of a single
Advanced Authentication server.

2 Open the Google Sign in page and specify an email address of the user from Basic information of
the Google account (email address of Google account).

Google redirects to the Advanced Authentication server, where the user must authenticate.
After successful authentication, the Advanced Authentication server redirects the user back to
Google.

Configuring Integration with Citrix StoreFront

This section provides the configuration information on integrating Advanced Authentication with
Citrix StoreFront. This integration secures the Citrix StoreFront connection.

[
L
il

Published Citrin StoreFront ADFS Advanced
Desktop Server Authentication Server

To configure the integration of Advanced Authentication appliance with StoreFront using SAML 2.0
perform following tasks:
+ Section 27.10.1, “Exporting the Token Signing Certificate from ADFS,” on page 300
+ Section 27.10.2, “Configuring the Authentication Methods on Citrix StoreFront,” on page 301
+ Section 27.10.3, “Creating the Relying Party Trust on ADFS,” on page 301
+ Section 27.10.4, “Configuring the SAML 2.0 Event on Advanced Authentication,” on page 302
+ Section 27.10.5, “Creating the Claims Party Trust on ADFS,” on page 303

Ensure that the following requirements are met:

+ Advanced Authentication is configured with repository (Active Directory).

+ StoreFront is installed on the Citrix Server.

NOTE: The Citrix StoreFront is supported for Active Directory only.

Exporting the Token Signing Certificate from ADFS

1 Open the ADFS Management console.
2 Click Service > Certificates > Token Signing Certificate.

Token Signing dialog box is displayed.
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27.10.2

27.10.3

3

Navigate to the Details tab and click Copy to a file.

The Certificate Export wizard is displayed. Export the certificate on your local drive.

Configuring the Authentication Methods on Citrix StoreFront

w N

N o un b

(+]

10
11
12
13

14
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Open the Citrix StoreFront console.
Click Stores > Manage Authentication Methods.

Select User name and Password.

Click Settings £ icon against User name and Password.
Click Configure Password Validation.
Ensure Validate Password is set to Active Directory.

Select SAML Authentication.

Click Settings £ icon against SAML Authentication and click Identity Provider.
Select Post from SAML Binding.

Specify ADFS Address in htt ps: // <adfs_server>/ adf s/ | s format.

Click Import.

Select the Token Signing certificate (exported from ADFS) and click Open.
Click OK to close the Identity Provider dialog box.

Click Settings £+ icon against SAML Authentication and click Service Provider.

Specify Export Signing Certificate Name and click Browse to save the StoreFront signing
certificate on your local drive.

Specify Export Encryption Certificate Name and click Browse to save the StoreFront encryption

certificate on your local drive.

Specify the Service Provider Identifierin ht t ps: // <St oreFront _URL>/ G tri x/ St oreAut h

format.
Click OK.

Creating the Relying Party Trust on ADFS

1
2
3

On the ADFS Management console, click Relying Party Trusts > Add Relying Party Trust.
Select Claims aware and click Start.
To import StoreFront metadata, perform the following:

3a Select Import data about the relying party from a file.

3b Specify StoreFront metadata URLin https://<storefront_server>/Ctrix/
<St or eAut h>/ Sam For ns/ Ser vi cePr ovi der/ Met adat a format.

3c Click Next.
Specify Display Name and Notes for StoreFront and click Next.

5 Select Permit everyone from Choose an access control policy list to configure access control

policy for ADFS and click Next.

Verify the values imported from the StoreFront metadata and Click Next.
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7 Select Configure claims issuance policy for this application and click Close.
8 Select the trust created for StoreFront on the Relying Party Trusts and click Edit Claim Rules.
9 In the Issuance Transform Rule tab, add three rules:

+ To add the first rule, perform the following steps:

1. Click Add Rule.

Select Send LDAP Attributes as Claims from Claim Rule Template.
Specify Claim rule name.
Select Active Directory from Attribute Store.
Select User-Principal-Name from LDAP Attribute.
Select Name ID from Outgoing Claim Type.
Click Save.

© N o v » w N

+ To add the second rule, perform the following steps:
Click Add Rule.

N

Select Pass Through or Filter an Incoming Claim from Claim Rule Template and click
Next.

Specify Claim rule name.

Select Name ID from Incoming Claim Type.

Select Unspecified from Incoming name ID format.
Select Pass through all claim values.

Click OK.

© N o v »w

+ To add the third rule, perform the following steps:
Click Add Rule.
Select Send LDAP Attributes as Claims from Claim Rule Template.
Specify Claim rule name.
Select Active Directory from Attribute Store.
Map the LDAP attributes as follows:
+ LDAP attribute 1:
1. Select Surname from LDAP Attribute.

vk W

2. Select Surname from Outgoing Claim Type.
+ LDAP attribute 2:
1. Select Given Name from LDAP Attribute.

2. Select Given Name from Outgoing Claim Type.

27.10.4 Configuring the SAML 2.0 Event on Advanced Authentication

1 Open the Advanced Authentication Administration portal.
2 Click Events > Add.
3 Create an event with the following parameters:

* Name: Citrix StoreFront
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¢ Chains: select the required chains.

+ Paste the content of the file ht t ps: // <adf s_host name>/ Feder at i onMet adat a/
2007- 06/ Feder ati onMet adat a. xim to the SP SAML 2.0 meta data.

or
¢ Click Choose File and upload the saved XML file.

+ Click Save.

NOTE: Verify that you can access the file in your browser. If the file is not displayed, then you
have an issue on ADFS that you need to resolve.

4 Click Policies > Web Authentication.

5 Set External URLto https:// AdvancedAut henti cati onServer Address/ and replace
AdvancedAut hent i cati onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in External URL instead of specifying an address of a single Advanced
Authentication server.

6 Click Download IdP SAML 2.0 Metadata.

You must open the file as an XML file.

NOTE: If{"Fault":{... ° isdisplayed, you must verify the configuration.

27.10.5 Creating the Claims Party Trust on ADFS

Open the ADFS management console.
Expand the Trust Relationships menu.
Click Add Claims Provider trust.

Select Import data about the claims provider.

g A W N =

Paste OSP metadata URL in htt ps: // <AAF_ser ver _host name>/ osp/ a/ TOP/ aut h/
sam 2/ net adat a format or import the file manually.

It may not work for the self-signed certificate. You can copy metadata from OSP URL to an XML
file and provide the file name.

6 Specify the Display name.
7 Edit Claim Rules for the created claims provider trust.
8 In Edit Claims Rules, add three rules:
+ To add the first rule, perform the following steps:
1. Click Add Rule.
2. Select Send Claims Using a Custom Rule from Claim Rule Template and click Next.

3. Specify Claim rule name.
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4. Paste Custom rule and click Finish.

c:[Type == "upn"]=> issue(Type = "http://schemas. xm soap. or g/ ws/
2005/ 05/identity/claims/upn", Issuer = c.lssuer, Oiginallssuer
= c.Originallssuer, Value = c.Value, ValueType = c.Val ueType);

+ To add the second rule, perform the following steps:
1. Click Add Rule.

2. Select Pass Through or Filter an Incoming Claim template from Claim Rule Template and
click Next.

3. Specify Claim rule name.
4. Select UPN from Incoming Claim Type.
5. Select Pass through all claim values and click Finish.
+ To add the third rule, perform the following steps:
1. Click Add Rule.
2. Select Transform an Incoming Claim template from Claim Rule Template and click Next.
3. Specify Claim rule name.
4, Select UPN from Incoming Claim Type.
5. Select Name ID from Outgoing claim type.
6. Select Unspecified from Outgoing name ID to and click Finish.
9 Open Properties for the created claims provider trust and navigate to the Advanced tab.
10 Set Secure hash algorithm from SHA-256 to SHA-1.
11 Navigate to Endpoints tab and ensure that the Binding of all endpoints is set to POST.

WARNING: While removing the existing endpoints from the Endpoints tab, make a note of
configuration to re-create an endpoint and set the Binding to POST.

12 Click OK.

IMPORTANT: Citrix StoreFront does not support SAML Single Logout that causes to authenticate the
next login automatically without prompting the users for multi-factor authentication. For more
information, see SAML Single Logout (https://support.citrix.com/article/CTX230620).

When users log out from Citrix StoreFront, they must close the browser to protect their account.

NOTE: When you log off from Citrix StoreFront and try to login again through the same browser, an
error message You cannot |og on at this tineisdisplayed. To resolve this issue you must
configure the following command in the scri pt . j s file:

CTXS. al | owRel ogi nW't hout Browser Cl ose = true

For more information, see Error While Logging In to Citrix StoreFront Again.
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27.11 Configuring Integration with Office 365

This section provides the configuration information on integrating Advanced Authentication with
Office 365. This integration secures the connection.

The following diagram represents integration of Advanced Authentication with Office 365.

o [ o] | — o]
e 7 — =
I AN — - QI — -
alin 9 =B =0
Advanced Microsoft Office 365 ADFS Advanced
Authentication User cloud services Authentication Server

To configure the integration of Advanced Authentication with Office 365, perform the following
tasks:

¢ Section 27.11.1, “Configuring Advanced Authentication SAML 2.0 Event,” on page 305
¢ Section 27.11.2, “Making the Corresponding Changes in ADFS,” on page 306
¢ Section 27.11.3, “Authenticating on Office 365,” on page 307

Ensure that the following requirements are met:

+ ADFS v4.0, Domain Controller, and other components must be configured to work with
Microsoft Office 365.

27.11.1 Configuring Advanced Authentication SAML 2.0 Event

1 Open the Advanced Authentication Administration portal.
2 Click Events > Add to add a new event.
3 Create an event with the following parameters:

+ Name: Office 365

+ Event Type: SAML 2.

+ Chains: Select the required chains.

+ Paste the content of the file ht t ps: // <adf s_host nanme>/ Feder at i onMet adat a/
2007- 06/ Feder ati onMet adat a. xm to SP SAML 2.0 meta data.

Or
+ Click Browse and upload the saved XML file.

+ Click Save.

NOTE: Verify that you can access the file in your browser. If the file is not displayed, you have an
issue on ADFS that you must resolve.

4 Click Policies > Web Authentication.

5 Set the External URLto htt ps://AdvancedAut henti cati onServer Address/ and
replace AdvancedAut henti cat i onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.
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NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in External URL instead of specifying an address of a single Advanced
Authentication server.

Click Download IdP SAML 2.0 Metadata.

You must open the file as an XML file.

NOTE: If{"Fault":{... ° isdisplayed, you must verify the configuration.

Click Save.

Making the Corresponding Changes in ADFS

Open the ADFS management console.

Click Claims Provider Trusts > Add Claims Provider trust.

Click Start in the Add Claims Provider Trust Wizard.

Click Import data about the claims provider from a file in the Select Data Source tab.
Browse the Federation metadata file.

You can download the Federation metadata from the Advanced Authentication metadata URL:
htt ps://<aaf - server >/ osp/ al TOP/ aut h/ sani 2/ et adat a.

Click Next.

Specify the Display name.

Click Next.

Select Open the Edit Claim Rules dialog for this claims provider when the wizard closes.
Click Close.

Right-click the Display name and click Edit Claim Rules.

Click Add Rule.

Select Send Claims Using a Custom Rule from Claim rule template in the Add Transform Claim
Rule Wizard.

Click Next.

Specify the Claim rule name.

Paste the following in Custom rule:
c: [ Type == "netbi osNanme"]

=> issue(Type = "http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/
cl ai ms/ wi ndowsaccount nane", |ssuer = c.lssuer, Oiginallssuer =
c. Oiginallssuer, Value = c.Value, ValueType = c.Val ueType);

Click OK.
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27.11.3 Authenticating on Office 365

1 Launchhttp://office.coni.

2 Login with your credentials.

3 Select Advanced Authentication to go through the multi-factor authentication.
4 You will be redirected to the OAuth or SAML Login page.

5 You must go through the specified chains for authentication.

You might face an issue when authenticating to Microsoft teams and Outlook apps on a smartphone.
For the workaround, see “Issue with Authenticating on Office 365”.

27.12 Configuring Integration with Sentinel

This section provides the configuration information about integrating Advanced Authentication with
Sentinel for managing logs. With this integration the syslog files are gathered and transmitted from
Advanced Authentication to Sentinel sever, where an administrator can search the events to analyze,
monitor, and generate a report.

To configure the integration of Advanced Authentication with Sentinel, perform the following tasks:
+ Section 27.12.1, “Configuring the CEF Log Forward Policy on Advanced Authentication,” on
page 307
¢ Section 27.12.2, “Searching the Events on Sentinel,” on page 308

27.12.1 Configuring the CEF Log Forward Policy on Advanced
Authentication

To forward the syslog details to Sentinel, you must configure the CEF log Forward policy by
performing the following steps:
1 Open the Advanced Authentication Administration portal.
2 Click Policy > CEF Log Forward.
3 Specify the Sentinel server IP address in Syslog server.
4 Specify the port number in Port.
For example, you can specify 1443.
5 Select the transport layer details in Transport.
For example, you can select TCP with TLS.
6 Click Save.

7 Restart the Advanced Authentication server to apply the changes.
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27.12.2

27.13

27.13.1

Searching the Events on Sentinel

1 Open the Sentinel console.
2 Specify the query ((sev:[0 TO 5])) AND (sp:" CEF") inthe Search bar, then click Search.

The events with severity 0 to 5 are displayed. You can download the events in the csv format.

Configuring Integration with Office 365 without Using
ADFS

This section provides the configuration information about integrating Advanced Authentication with
Microsoft Office 365. This integration allows users to log in to Office 365 by using their corporate
password. During authentication, the specified password is validated by using the federated on-
premises Active Directory.

s

Microsoft Office 365 Advanced

Endpoint cloud services Authentication Server

To configure the Advanced Authentication integration with Office 365 using SAML 2.0 perform the
following tasks:

¢ Section 27.13.1, “Configuring the Advanced Authentication SAML 2.0 Event,” on page 308

+ Section 27.13.2, “Obtaining the Metadata of Advanced Authentication,” on page 309

+ Section 27.13.3, “Enabling Single Sign-On to Office 365,” on page 309

+ Section 27.13.4, “Verifying Single Sign-On to Office 365,” on page 312

Before integration ensure to download the Office 365 SAML Metadata from Microsoft Online Service
(https://nexus.microsoftonline-p.com/federationmetadata/saml20/federationmetadata.xml).

Configuring the Advanced Authentication SAML 2.0 Event

1 Login to the Advanced Authentication Administration portal.
2 Click Events > Add.
3 Create an event with the following parameters:

+ Name: Office365

+ Event Type: SAML 2

¢ Chains: Select the preferred chains

+ Perform one of the following to import the metadata:

+ Paste the content of the file ht t ps: // nexus. m crosoftonl i ne-p. com
f eder ati onnet adat a/ sand 20/ f eder at i onnmet adat a. xm to SP SAML 2.0 meta
data.
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Or
+ Click Browse and upload the saved XML file.

+ Set Send Immutableld (User objectld) as NamelD (required for Microsoft Office 365) to ON.
This is required for integration with Microsoft Office 365 without ADFS.

4 Click Save.

27.13.2 Obtaining the Metadata of Advanced Authentication

1 Click Policies > Web Authentication in the Advanced Authentication Administration portal.

2 Set the Identity Provider URLto htt ps:// AdvancedAut henti cati onServer Addr ess/
and replace AdvancedAut hent i cat i onSer ver Addr ess with domain name or IP address of
your Advanced Authentication server.

3 Click Download IdP SAML 2.0 Metadata.

You must open the file as an XML file.

NOTE: If{"Fault":{... ° isdisplayed, you must verify the configuration.

4 Click Save.

27.13.3 Enabling Single Sign-On to Office 365

It is required to add a custom domain to Office 365 to federate your Office 365 tenant with
Advanced Authentication as the external identity provider. You cannot federate your

onm crosof t . comdomain and cannot set the custom domain that you have added to Office 365
as the default domain.

To enable single sign-on to Office 365 perform the following tasks:

+ “Enabling Directory Synchronization in Office 365” on page 309

+ “Enabling Active Directory Federation to Office 365 using Advanced Authentication” on
page 310

Enabling Directory Synchronization in Office 365

1 Log in to the Office 365 Identity Federation Setup page (https://portal.office.com/
IdentityFederation/IdentityFederation.aspx) as the tenant administrator. We recommend you to
follow and complete the described ten steps to achieve SSO.

2 Review and prepare for SSO as described in the step 1 (https://docs.microsoft.com/en-us/
previous-versions/azure/azure-services/jj151786(v=azure.100)) of Identity Federation Setup
page.

3 Skip step 2 to integrate without AD FS.

NOTE: In this integration, it is not required to deploy AD FS. Here, Advanced Authentication
replaces AD FS and acts as Security Token Service (STS) for SSO. Ensure to make note of the UPN
requirements for SSO.
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Do not install the Windows Azure Active Directory Federation Services 2.0 as described in step
3. Instead, install the Microsoft Online Services Sign-in Assistant on a computer joined to your

AD domain then open PowerShell and run the following command to install the Microsoft Azure
Active Directory Module for Windows PowerShell:

I nstall - Modul e MSOnl i ne

For more information about Office 365 PowerShell, see Connect to Office 365 PowerShell
(https://docs.microsoft.com/en-us/office365/enterprise/powershell/connect-to-office-365-
powershell).

Review the prerequisites for Active Directory synchronization and activate the Active Directory
synchronization for your domain as described in step 5 and 6.

Install and configure the Directory Sync tool on the same server where you have installed the
Microsoft Azure Active Directory Module for Windows PowerShell.

Launch Azure Active Directory Connect.

In the Express settings page, click Custom Settings.

9 In the User sign-in page, select Do not configure as Sign On method.

10
11

1

2

4

In the Identifying Users page, select objectGUID from Source Anchor.

Verify the Active Directory Synchronization and activate the Office 365 licensing for unlicensed
but synchronized users.

Enabling Active Directory Federation to Office 365 using Advanced
Authentication

Log in to the domain-joined computer where you have installed the following components:
+ Microsoft Online Services Sign-in Assistant
+ Microsoft Azure Active Directory Module for Windows PowerShell
+ Azure AD Connect tool

Launch Windows Powershell and then run the following command to connect to your Office
365 tenant:

Connect - Msol Servi ce
Run the following command to verify whether your Office 365 domain is federated:
get - msol domai n - donmai n sanpl econpany. 365donai n. com

In case the authentication type of your Office 365 domain is set to Federated, you must convert
the authentication type to Managed using the following command:

Set - Msol Donai nAut henti cati on —Donmai nNanme sanpl econpany. 365donai n. com -
Aut hent i cati on Managed

Set the identity provider details in the PowerShell variables as follows:
+ $domai nname="ful ly _qualified_domai n_nane"
For example, $domai nname="sanpl econpany. 365donai n. cont'

* $lssuerUri="https://AdvancedAut henti cati onServer Addr ess/ osp/ a/ TOP/
aut h/ sam 2/ et adat a"

¢ $Passi veLogOnUri ="htt ps:// AdvancedAut henti cati onServer Addr ess/ osp/
a/ TOP/ aut h/ sanl 2/ sso"
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* $LogOf f Uri ="https:// AdvancedAut henti cati onSer ver Addr ess/ osp/ a/ TOP/
aut h/ san 2/ sl 0"

+ $protocol =" SAMLP"
+ $cert="<place the below certificate here>"

M | DczCCAl ugAw BAgl EHf hpl DANBgkghki GOWOBAQs FADBGMQs wCQYDVQQGEWI 1cZE
NVAs GALUE

CBIVEd XRha DEOVAWGAL UEBX MFc HI v diBx Fz AVBgNVBA0 TDk 1pY3Jv Znj dXMyS\WBj MRE
WDWYDVQQL

EwhzZWN1cm 0e TEQVAA GATUEAXMHA2Vi YXV0aDAe FwOx OT Ay MDUx Mz Qz NDhaFwOy OTA
yMDI x Mz Qz

NDhaMzox Cz AJ BgNVBAYTANVZ MQOWONYDVQQ EwRLd GFo MMWDAYDVQQHEWWME D 2bz E
XVBUGALUE

ChMOTW j crBb2N1cyBJIbmivk ETAPBgNVBAS TCHN Y3 Vy aXR5 MRAWDg YDVQQRDEWD 3ZW)
hdXRoM | B

| j ANBgkghki GOWOBAQEFAAOCABAM | BCgKCAQEAM®BIL/
gZAvdSxvVERWO6g54nRkFVJaz5sxd

r NsckAkqy7k1hzCnECej WkFepnj Oul 6c AHXCMAKLTS nl j RNy/
OpP4+TINMhSbKBHYEPNng4S7UEf N

r 10 qvq9XDCab6QZr xZXpdDpZAA42t X3sb5651 33MsniTKer yi FNOGDAKxygxi Rl ahj Ft
AMI90sHr g

3RexnmyOSCev2g( ui T3Bk2GvCt sNegFl V7bqQnt VSERWL6dqRAR9/ i /
L1MBr WB+Qkat E/ gczWHGZ

Mrdr TO1ckwauEo1yK3S/ DFHNSYgt VAuc3yKzZwzn/ 1dHKYuX8BDRg04bCCKse2hqd/
miCP0G695a

aQ DAQABoy EwHz AdBg NVHQ4 EFg QUQINr W25 YWk 601 GHp9xs REpEYWWDQYJKoZI hvce
NAQELBQAD

ggEBAG®B/
KA7XSxf j KAWIULHZMh8WZK YLt j MTYEYOD1vpSEnsw8si +uH3ZEf | cxkkpnvq7GKLt nE

r XPJ6j 6a9esJj HcOl 3LMVRKOx g5t j dh2sXbJnm2MrFor i QvzoonHK2Uf 720DgbCdhgPN3
kk gwPBx XJ
xhdncALOT/ h1l VTp/ aop/ UZmvJQkcbgRvSZapt z2r /
waOLaOCel adPvdKsMrzmrPdf j WLx W/ Va6
CX7ERCcxeKFWM CcceepoZd+BPHBIVuUzr +5902cydCUOX/
A nHr csvUx4W 1GrB3r 6NdpvEJszdb
sSNkV+r czAzOr | hcKTJg3mz KSVMRZXeB9SQLGor EoEy0=

5 Run the following command to convert your Office 365 domain to Federated authentication:

Set - Msol Domai nAut hent i cati on —Domai nName $dom - Aut hent i cati on Feder at ed
- PassiveLogOnUri $url -lssuerUi $uri -LogOFfUri $logoutUrl -
Pref erredAut henti cati onProtocol SAMLP -SigningCertificate $certData

6 Run the following command to verify the federation settings of your Office 365 domain:

Get - Msol Domai nFeder ati onSettings -donai n sanpl econpany. 365domai n. com
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27.13.4 Verifying Single Sign-On to Office 365

1 On the Microsoft Office page (http://office.com/), log in with your credentials.
The page redirects to the Advanced Authentication SAML Login page.
2 Select the preferred chain for authentication.

You must pass all methods in the chain to authenticate successfully.

27.14 Configuring Integration with Cisco AnyConnect

This section provides the configuration information on integrating Advanced Authentication with
Cisco AnyConnect. This integration secures the Cisco AnyConnect VPN connection.

Directory
— o = Cisco ISE Policy
E'i = Servers
Advanced Authentication
Server

Cisco ASA Firewall
Servers

To configure the Advanced Authentication integration with Cisco AnyConnect perform the following
tasks:

+ Configuring the Advanced Authentication RADIUS Server
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Enabling the Connection Profile in Cisco ASA
Creating a Group Policy in Cisco ASA

Adding a RADIUS Token Server in Cisco ISE
Configuring Policy Sets in Cisco ISE

Ensure that you meet the following requirements:

*

*

*

*

Install and configure Cisco ASA 5555-X version 9.4(4) 5 with Firepower version 6.1.0.5-45
Install Cisco ISE 2.3 Patch 4
Install Advanced Authentication appliance

Configure a repository with the user data in the Advanced Authentication server

27.14.1 Configuring the Advanced Authentication RADIUS Server

A W N B
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Open the Advanced Authentication Administration portal.
Click Events > RADIUS Server.
Set Is enabled to ON.

Move one or more chains from Available to Used list. Ensure that the chains are assigned to the
appropriate group of users in Roles & Groups of the Chains section.

Click Client > Add.

Specify an IP address of the Cisco ISE server.
Specify a secret and confirm it.

Set Enabled to ON.

Click Save in Client.

Click Save in Events.

27.14.2 Enabling the Connection Profile in Cisco ASA

1

O U A~ W

Navigate to Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Connection Profiles.

Select the AnyConnect VPN profile in Connection Profiles and click Edit.

The Edit AnyConnect Connection Profile window is displayed.

Set the Method as AAA in the Authentication.

Select the group created for Advanced Authentication server from AAA Server Group.
Click OK.

Click Apply.

27.14.3 Creating a Group Policy in Cisco ASA

1

2

Navigate to Configuration > Remote Access VPN > Network (Client) Access > Group Policies > Add
> Servers.

Specify the name of policy in Name.
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3 Specify the text to display as message in Banner.

4 Click More Options then select Clientless SSL VPN and SSL VPN client as the Tunneling Protocols.
5 Click OK and Apply.

27.14.4 Adding a RADIUS Token Server in Cisco ISE

1 Navigate to Administration > Identity Management > External Identity Sources in Cisco ISE.

2 Click RADIUS Token from the External Identity Sources navigation pane on the left.
3 Click Add.

4 Specify the following details in the Connection tab:

*

*

*

Host IP: IP address or host name of the Advanced Authentication server.
Shared Secret: Secret set in the RADIUS server to establish a connection.
Authentication Port: Port to communicate with the RADIUS server. The default port is 1812.

Server Timeout: Time in seconds that Cisco ISE should wait for a response from the RADIUS
token server before it determines that the primary server is down. The default timeout
value is 5 secs.

Connection Attempts: The number of times that Cisco ISE should reconnect to the primary
server before moving on to the secondary server (if configured) or dropping the request if
there is no secondary server. The default is 3.

5 Click Save and Submit.

27.14.5 Configuring Policy Sets in Cisco ISE

1 Navigate to Work Centers > Network Access > Policy Sets.

2 From the Status column, click the current Status icon and from the dropdown list update the
status for the policy set as necessary.

3 Specify Policy Set Name and Description.

4 Select the Network Access: Device IP Address attribute and Equals operator.

5 Click Save.

After you complete all the above tasks, configure an authorization policy for the preferred VPN
profile and user group in the repository.

27.14.6  Authenticating to Cisco AnyConnect Using Advanced
Authentication

1 Launch Cisco AnyConnect Client.

2 Specify the credentials and click Login.

3 Specify the input for second-factor authenticator as the administrator has configured.

4 Click Login.
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27.15 Configuring Integration with GitLab

This section provides the configuration information on integrating Advanced Authentication with
GitLab. This integration secures the GitLab connection.

To configure the integration of Advanced Authentication appliance with GitLab using SAML 2.0
perform following tasks:

¢ Section 27.15.1, “Configuring GitLab for Advanced Authentication,” on page 315

¢ Section 27.15.2, “Creating the Relying Party Trust on ADFS,” on page 316

¢ Section 27.15.3, “Creating the Claims Party Trust on ADFS,” on page 317

¢ Section 27.15.4, “Configuring the SAML 2.0 Event on Advanced Authentication,” on page 318

Ensure that the following requirements are met:

+ Advanced Authentication is configured with a repository (Active Directory).

+ A user account has been created in a repository that corresponds to a user account in GitLab.
The email address used for logging in to the GitLab account must be the same as an address
from email attribute for the corresponding account of your repository.

27.15.1 Configuring GitLab for Advanced Authentication

GitLab can be configured to act as a SAML 2.0 Service Provider (SP). This allows GitLab to consume
assertions from a SAML 2.0 Identity Provider (which is Advanced Authentication here).

First configure SAML 2.0 support in GitLab, then register the GitLab application in the Identity
Provider (IdP).

On your GitLab server, perform the following steps:

1 Inthevi /etc/gitlab/gitlab.rb file, perform the following steps:

2 To allow users to use SAML to sign up without having to manually create an account first, add
the following values to your configuration for omnibus package:

gitlab rails['omiauth_enabled'] = true
gitlab_rails['omiauth_allow single sign on'] = ['sam"]
gitlab_rails['omiauth_block auto _created users'] = fal se

3 You can automatically link SAML users with existing GitLab users if their email addresses match
by adding the following setting:

gitlab_rails['omiauth_auto_link _sam _user'] = true

4 Add the provider configuration:
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gitlab rails['omiauth _providers'] = [

{
nane: 'sam',
args: {
assertion_consuner_service_url: '"https://<gitlabserver address>/users/

aut h/ sanl / cal | back' ,
idp_cert_fingerprint:

" A3: 8D: 36: 9E: 9C. B7: 31: OE: 14: 26: A5: 10: 68: 73: 07: A7: CA: 7C. 9E: BB'
idp_sso_target_url: 'https://<adfs-serveraddress>/adfs/|s/

idp_slo_target_url: 'https://<adfs-serveraddress>/adfs/|s/

i ssuer: '"https://<gitlab_serveraddress>'
nanme_i dentifier_format:
'urn:oasis:names:tc: SAM.: 2. 0: nanei d-format:transient',
attribute statements: {
username: ['http://schenmas. xm soap. or g/ ws/ 2005/ 05/
identity/clains/upn'],
email: ['http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/
cl ai ms/ emai | address' ],
name: ['http://schemas. xm soap. or g/ ws/ 2005/ 05/ i dentity/
cl ai ms/ nane'],
first_name: ['http://schemas. xm soap. or g/ ws/ 2005/ 05/
i dentity/clai ns/gi vennane'],
| ast_nanme: ['http://schemas. xn soap. or g/ ws/ 2005/ 05/
i dentity/clains/surnane'],
}
}

Change the value for asserti on_consuner_servi ce_url to match the HTTPS endpoint of
GitLab (append user s/ aut h/ sami / cal | back to the HTTPS URL of your GitLab installation to
generate the correct value).

Change the values of i dp_cert _fingerprint,idp_sso_target_url,

name_i dentifier_format to match your IdP. If a fingerprint is used, it must be a SHA1
fingerprint. For more information, see the omniauth-saml documentation (https://github.com/
omniauth/omniauth-saml).

Change the value of i ssuer to a unique name, which will identify the application to the IdP.
Ensure to configure the i ssuer with the GitLab server address.

For the changes to take effect, you must reconfigure GitLab if you installed through Omnibus.

9 Register the GitLab SP in the IdP(Advanced Authentication). For more information, see

Configuring the SAML 2.0 Event on Advanced Authentication.

Creating the Relying Party Trust on ADFS

1 On the ADFS Management console, click Relying Party Trusts > Add Relying Party Trust.
2 Click Start.
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To import GitLab metadata, perform the following:
3a Select Import data about the relying party from a file.

3b Specify the GitLab URLin https://<gitl ab_serveraddress>/ users/aut h/ sam /
met adat a format.

3c Click Next.
Specify Display Name and Notes for GitLab and click Next.

Select Permit everyone from Choose an access control policy list to configure access control
policy for ADFS and click Next.

Verify the values imported from the GitLab metadata and click Next.
Select Configure claims issuance policy for this application and click Close.
Select the trust created for GitLab on the Relying Party Trusts and click Edit Claim Rules.
In the Issuance Transform Rule tab, add two rules:

+ To add the first rule, perform the following steps:

1. Click Add Rule.

Select Transform an incoming Claim from Claim Rule Template.
Specify the Claim rule name.
Select Name ID from Incoming claim type.
Select Unspecified from Incoming name ID format.
Select Name ID from Outgoing claim type.
Select Transient Identifier from Outgoing name ID format.
Select Pass through all claim values.
Click Finish.
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+ To add the second rule, perform the following steps:

Click Add Rule.

N

Select Pass Through or Filter an Incoming Claim from Claim Rule Template and click
Next.

Specify the Claim rule name.

Select E-mail Address from Incoming claim type.
Select Pass through all claim values.

Click Finish.

o v o~ Ww

27.15.3 Creating the Claims Party Trust on ADFS
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Open the ADFS management console.
Expand the Trust Relationships menu.

Click Add Claims Provider trust.

Select Import data about the claims provider.

Paste OSP metadata URL in htt ps: // <AAF_ser ver _host nane>/ osp/ a/ TOP/ aut h/
sani 2/ met adat a format or import the file manually.
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It may not work for the self-signed certificate. You can copy metadata from OSP URL to an XML
file and provide the file name.

6 Specify the Display name.
7 Edit Claim Rules for the created claims provider trust.
8 In the Acceptance Transform Rules tab, add two rules:

+ To add the first rule, perform the following steps:

1. Click Add Rule.

Select Transform an incoming Claim from Claim Rule Template and click Next.
Specify Claim rule name.
Select Name ID from Incoming claim type.
Select Transient Identifier from Incoming name ID format.
Select Name ID from Outgoing claim type.
Select Unspecified from Outgoing name ID format.
Select Pass through all claim values.
Click Finish.
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+ To add the second rule, perform the following steps:

Click Add Rule.

Select Transform an incoming Claim from Claim Rule Template and click Next.
Specify the Claim rule name.

Select mail from Incoming Claim Type.

Select E-mail Address from Outgoing claim type.

SR o

Select Pass through all claim values
7. click Finish.
9 Open Properties for the created claims provider trust and navigate to the Advanced tab.
10 Set Secure hash algorithm from SHA-256 to SHA-1.
11 Navigate to Endpoints tab and ensure that the Binding of all endpoints is set to POST.

WARNING: While removing the existing endpoints from the Endpoints tab, make a note of
configuration to re-create an endpoint and set the Binding to POST.

12 Click OK.

27.15.4 Configuring the SAML 2.0 Event on Advanced Authentication
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1 Open the Advanced Authentication Administration portal.
2 Click Events > Add.
3 Create an event with the following parameters:

+ Name: GitLab

¢ Chains: select the required chains.
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+ Paste the content of the file ht t ps: // <adf s_host name>/ Feder at i onMet adat a/
2007- 06/ Feder ati onMet adat a. xim to the SP SAML 2.0 meta data.

or
¢ Click Choose File and upload the saved XML file.

+ Click Save.

NOTE: Verify that you can access the file in your browser. If the file is not displayed, then you
have an issue on ADFS that you need to resolve.

4 Click Policies > Web Authentication.

5 Set External URLto htt ps:// AdvancedAut henti cati onServer Addr ess/ and replace
AdvancedAut hent i cati onSer ver Addr ess with domain name or IP address of your
Advanced Authentication server.

NOTE: To use multiple Advanced Authentication servers with SAML 2.0, you must do the
following:

1. Configure an external load balancer.

2. Specify the address in External URL instead of specifying an address of a single Advanced
Authentication server.

6 Click Download IdP SAML 2.0 Metadata.

You must open the file as an XML file.

NOTE: If{"Fault":{... ° isdisplayed, you must verify the configuration.

Configuring Integration with Filr

This section provides the configuration information on integrating Advanced Authentication with
Filr. This integration secures the Filr connection.

For more information about using Advanced Authentication with Filr, see the Filr documentation.
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Maintaining Advanced Authentication

This chapter contains the following sections:

+ Chapter 28, “Logging,” on page 323

+ Chapter 29, “Disaster Recovery,” on page 343

+ Chapter 30, “Reporting,” on page 351

+ Chapter 31, “Managing Tokens,” on page 353

+ Chapter 32, “Searching a Card Holder’s Information,” on page 355
+ Chapter 33, “Troubleshooting,” on page 357
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Logging

Advanced Authentication provides the logging functionality. All administrative and user actions and
events are logged.

Logs help to debug a problem based on the event or action performed.

The log rotation is hard coded based on the file size. The maximum size of a log file is 20 MB. For
WebAuth logs, the size of the file is 10 MB. Advanced Authentication stores the last ten log files of
each type.

Advanced Authentication supports the following types of logs:

+ Syslog

+ RADIUS Logs

* Async Logs

+ Web Server Logs

+ Replication Logs

+ Superuser Logs

+ Background Tasks Logs
+ Long Tasks Logs

¢ Long Scheduler Logs
+ NGINX Errors Logs

+ WebAuth Logs

+ Fingerprint Logs

+ Risk Service Logs

NOTE: A tenant administrator cannot access the Web server logs, Replication logs, Superuser logs,
and Background tasks logs.

You can change a time zone in the upper-right section that displays your local time zone. The
changes are applied for only the logs displayed and are not applied for the exported logs. Advanced
Authentication resets the time zone when you switch from the Logs section or close the
Administration portal.

Exporting the Logs

You can export the logs to a compressed file in the t ar . gz format.

To export logs, perform the following steps:

1. Click Logs.
2. Select the log you want to export.
3. Click Export.
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4. Specify a Start date and End date to determine the required logging period.
5. Click Export.
The exported log files are displayed in the File Name section.

6. Click the exported log file package that is exported in the format aucor e-
| ogs_<I oggi ng_peri od>.tar. gz todownload it.

NOTE: A tenant administrator cannot export the logs.

Clearing the Logs

You can clear all the logs on the server that you are currently logged on. To clear the logs, perform
the following steps:

1. Inthe Logs page, click Clear.

A message appears to confirm that you want to continue clearing the logs.

NOTE: It is a good practice to export logs to save as a backup before you delete them.

2. Click OK to clear the logs.

28.1 Syslog

These logs contain information about the system events and actions. The log message is displayed in
the format <dat e> <host >

CEF: 0| <vendor >| <pr oduct >| <ver si on>| <code>| <nessage>| <severi t y>| <endpoi nt >|
<event >| <aut henti cati on met hod name>| <t enpl at e owner >| <t enant nane>| <user
name>| <uwsgi process id>.

NOTE: The CEF header information, <vendor > and <pr oduct > have been changed to Net | Qand
AArespectively. Ensure that any existing CEF integration is familiar with this change.

The Syslogs are classified as follows:

+ 0-100: Maintenance

+ 100 - 200: Access

+ 200 -300: App data

+ 300 - 400: Endpoints

+ 400 - 500: Repositories

+ 500 - 600: Local Users

+ 600 - 700: Repository Users
+ 700 - 800: User templates
+ 800 - 900: Policies

+ 900 - 1000: Licenses

+ 1000 - 1100: Settings
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+ 1100 - 1200: Password filter

+ 1201 - 1300: Background logon
¢ 1301 - 1400: Events

¢ 1401 - 1500: Chains

To monitor the risk related audit logs, see Monitoring Risk Audit Logs.

To configure logs forwarding to a third-party syslog server, see CEF Log Forward Policy.

Code Name Class Severity Optional Example
Parameters
1 New request operational 1 CEF:0|NetlQ|AA|6.3.0.0|1|New
request|1]
2 Request failed operational 1 CEF:0|NetlQ|AA|6.3.0.0|2|Request
failed | 1]
10 Server started operational 4 CEF:0|NetlQ|AA|6.3.0.0|10|Server
started |4 |
12 Server stopped  operational 7 CEF:0|NetlQ|AA|6.3.0.0|12|Server
stopped|7|
13 Server operational 10 CEF:0|NetlQ|AA|6.3.0.0|13|Server
unexpectedly unexpectedly stopped| 10|
stopped
50 Message operational 5 msg CEF:0|NetlQ|AA|6.3.0.0|50| Message
| 5| msg=Failed
100 User logon security 4 user_name, CEF:0|NetlQ|AA|6.3.0.0|100|User
started ep,ep_addr, logon started|4|ep=SampleEp
session_id, ep_addr=10.20.22.23 event=Portal
unit_id, method_name=SMARTPHONE:1
session_id, session_id=G861nael5NAVC4JoxkTkN
event, YNIGgpRpd7W tenant_name=TOP
method_na unit_id=PSlple12Jn30JpXLSzXWfKRzwL
me, pHV2nu user_name=LOCAL\ADMIN
tenant_nam
e
101 User was security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0/101|User
successfully ep, ep_addr, was successfully logged
logged on session_id, on|7]|chain_name=Password
method_na
me, Only ep=SampleEp
method co €P_addr=10.20.22.23 event=Portal
mment,_ method_comment=comment
method inf Method_info=shared-authenticator-
o, event,_ used method_name=SMARTPHONE:1
tenant nam Session_id=G861nae15NAVCA4JoxkTkN
e, - YNIGgpRpd7W
template_o template_owner=LOCAL\USER1
wner, tenant_name=TOP
chain name UYser_name=LOCAL\ADMIN
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Code

Name Class

Severity Optional

Parameters

Example

102

103

104

105

106

User was failed
to authenticate

security

User was
switched to
different method

security

User logon
session was
ended

security

User cancelled
the logon

security

User was failed
to authenticate
method in the
middle of a chain

security

user_name,
ep, ep_addr,
session_id,
method_na
me,
tenant_nam
€,
template_o
wner

user_name,
ep, ep_addr,
session_id,
old_method
_hame,
new_metho
d_name,
tenant_nam
e

user_name,
ep, ep_addr,
session_id,
tenant_nam
e

user_name,
ep, ep_addr,
method_na
me,
session_id,
tenant_nam
e

user_name,
ep, ep_addr,
session_id,
method_na
me,
tenant_nam
e

CEF:0|NetlQ|AA|6.3.0.0|102 | User
was failed to
authenticate|9|ep=SampleEp
ep_addr=10.20.22.23
method_name=SMARTPHONE:1
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W
template_owner=LOCAL\USER1
tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|103| User
was switched to different
method|2|ep=SampleEp
ep_addr=10.20.22.23
new_method_name=LDAP_PASSWOR
D:1 old_method_name=PASSWORD:1
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetIQ|AA|6.3.0.0|104 | User
logon session was
ended|2|ep=SampleEp
ep_addr=10.20.22.23
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|105 | User
cancelled the logon|9|ep=SampleEp
ep_addr=10.20.22.23
method_name=SMARTPHONE:1
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0| 106 | User
was failed to authenticate method in
the middle of a chain|2|ep=SampleEp
ep_addr=10.20.22.23
method_name=SMARTPHONE:1
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters

200 User read data security 3 user_name, CEF:0|NetlQ|AA|6.3.0.0/200|User

ep, ep_addr, read

session_id, data|3|data_id=fLQJRq4WBDk8znNXp

data_id, 9Hh93W3730GA930 ep=SampleEp

record_id, ep_addr=10.20.22.23

tenant_nam record_id=WtxZyc6bynIFdKOw02Fgm

e CQUAEcFuua0
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

201 User write data  security 4 user_name, CEF:0|NetlQ|AA|6.3.0.0/201|User

ep, ep_addr, write

session_id, data|4|data_id=fLQJRq4WBDk8znNXp

data_id, 9Hh93W3730GA930 ep=SampleEp

record_id, ep_addr=10.20.22.23

tenant_nam record_id=WtxZyc6bynIFdKOw02Fgm

e CQUAECcFuua0
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

300 Endpoint joined  security 4 ep_name, CEF:0|NetlQ|AA|6.3.0.0|300]|Endpoi
ep_addr, nt joined|4|ep_addr=10.20.22.23
ep_id, ep_id=F6EP7NOelgKWjn28zQXi7cQcR

user_name, NIMuT2m ep_name=SampleEp
tenant_nam tenant_name=TOP

e user_name=LOCAL\ADMIN
301 No rights to join  security 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|/301|No
endpoint ep_addr, rights to join
ep_id, endpoint|7|ep_addr=10.20.22.23

user_name, ep_id=F6EP7NOelgkWjn28zQXi7cQcR

tenant_nam NIMuT2m ep_name=SampleEp

e tenant_name=TOP
user_name=LOCAL\ADMIN

302 Failed to join operational 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|302|Failed
endpoint ep_addr, to join

ep_id, endpoint|7|ep_addr=10.20.22.23
user_name, ep_id=F6EP7N0elqKWjn28zQXi7cQcR
reason, NIMuT2m ep_name=SampleEp
tenant_nam reason=Failed tenant_name=TOP
e user_name=LOCAL\ADMIN

303 Endpoint remove security 4 ep_name, CEF:0|NetlQ|AA|6.3.0.0|303|Endpoi
ep_addr, nt remove|4|ep_addr=10.20.22.23
ep_id, ep_id=F6EP7NOelqKWjn28zQXi7cQcR

user_name, NIMuT2m ep_name=SampleEp
tenant_nam tenant_name=TOP
e user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters
304 No rights to security 7 ep_name, CEF:0|NetlQ]|AA|6.3.0.0|/304|No
remove endpoint ep_addr, rights to remove
ep_id, endpoint|7|ep_addr=10.20.22.23
user_name, ep_id=F6EP7NOelgKWjn28zQXi7cQcR
tenant_nam NIMuT2m ep_name=SampleEp
e tenant_name=TOP
user_name=LOCAL\ADMIN
305 Failed to remove operational 7 ep_name, CEF:0|NetlQ]|AA|6.3.0.0|305]|Failed
endpoint ep_addr, to remove
ep_id, endpoint|7|ep_addr=10.20.22.23
user_name, ep_id=F6EP7NOelgKWjn28zQXi7cQcR
reason, NIMuT2m ep_name=SampleEp
tenant_nam reason=Failed tenant_name=TOP
e user_name=LOCAL\ADMIN
306 Endpoint session operational 2 ep_name, CEF:0|NetlQ|AA|6.3.0.0|306]|Endpoi
started ep_addr, nt session
ep_id, started|2|ep_addr=10.20.22.23
tenant_nam ep_id=F6EP7N0OelqKWjn28zQXi7cQcR
e NIMuT2m ep_name=SampleEp
tenant_name=TOP
307 Endpoint session operational 2 ep_name, CEF:0|NetlQ]|AA|6.3.0.0|307|Endpoi
ended ep_addr, nt session
ep_id, ended|2|ep_addr=10.20.22.23
tenant_nam ep_id=F6EP7NOelqKWjn28zQXi7cQcR
e NIMuT2m ep_name=SampleEp
tenant_name=TOP
308 Invalid endpoint  security 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|308]Invalid
secret ep_addr, endpoint
ep_id, secret|7|ep_addr=10.20.22.23
tenant_nam ep_id=F6EP7NOelqgKWjn28zQXi7cQcR
e NIMuT2m ep_name=SampleEp
tenant_name=TOP
309 Failed to create  operational 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|309]Failed
endpoint session ep_addr, to create endpoint
ep_id, session|7|ep_addr=10.20.22.23
reason, ep_id=F6EP7NO0elgKWjn28zQXi7cQcR
tenant_nam NIMuT2m ep_name=SampleEp
e reason=Failed tenant_name=TOP
310 Failed to end operational 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|310]|Failed
endpoint session ep_addr, to end endpoint
ep_id, session|7|ep_addr=10.20.22.23
reason, ep_id=F6EP7NOelgKWjn28zQXi7cQcR
tenant_nam NIMuT2m ep_name=SampleEp
e reason=Failed tenant_name=TOP
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Code Name Class Severity Optional Example

Parameters
311 Endpoint security 4 ep_name, CEF:0|NetlQ]AA|6.3.0.0|311|Endpoi
changed ep_addr, nt changed|4|ep_addr=10.20.22.23
ep_id, ep_id=F6EP7NOelgKWjn28zQXi7cQcR

user_name, NIMuT2m ep_name=SampleEp
tenant_nam tenant_name=TOP

e user_name=LOCAL\ADMIN
312 Failed to change operational 7 ep_name, CEF:0|NetlQ|AA|6.3.0.0|312|Failed
endpoint ep_addr, to change
ep_id, endpoint|7|ep_addr=10.20.22.23
user_name, ep_id=F6EP7NOelgKWjn28zQXi7cQcR
reason, NIMuT2m ep_name=SampleEp
tenant_nam reason=Failed tenant_name=TOP
e user_name=LOCAL\ADMIN
401 New repository  operational 4 repo_name, CEF:0|NetlQ|AA|6.3.0.0/401|New
was added repo_type, repository was

session_id, added|4|repo_name=LOCAL

user_name, repo_type=LDAP

tenant_nam session_id=G861nael5NAVC4JoxkTkN

e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

402 Failed to add operational 7 repo_name, CEF:0|NetlQ|AA|6.3.0.0|402|Failed
repository repo_type, to add repository|7|reason=Failed
session_id, repo_name=LOCAL repo_type=LDAP
reason, session_id=G861nael15NAVC4JoxkTkN

user_name, YNIGgpRpd7W tenant_name=TOP
tenant_nam user_name=LOCAL\ADMIN

e
403 Repository was  operational 4 repo_name, CEF:0|NetlQ|AA|6.3.0.0|403|Reposit
removed repo_type, orywas

session_id, removed|4|repo_name=LOCAL

user_name, repo_type=LDAP

tenant_nam session_id=G861nael15NAVC4JoxkTkN

e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

404 Failed to remove operational 7 repo_name, CEF:0|NetlQ|AA|6.3.0.0|404|Failed
repository repo_type, toremove repository|7|reason=Failed
session_id, repo_name=LOCAL repo_type=LDAP
reason, session_id=G861nael15NAVC4JoxkTkN

user_name, YNIGgpRpd7W tenant_name=TOP
tenant_nam user_name=LOCAL\ADMIN
e
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Code Name Class Severity Optional Example
Parameters
405 Repository operational repo_name, CEF:0|NetlQ|AA|6.3.0.0|405|Reposit
configuration repo_type, ory configuration was
was changed session_id, changed|4|reason=Failed
reason, repo_name=LOCAL repo_type=LDAP
user_name, session_id=G861nael5NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
501 Local user was operational user_name, CEF:0|NetlQ|AA|6.3.0.0/501|Local
created target_user user was
_name, created|4|session_id=G861nael5NAV
session_id, C4JoxkTkNYNIGgpRpd7W
tenant_nam target_user_name=LOCAL\USER2
e tenant_name=TOP
user_name=LOCAL\ADMIN
502 Local user was operational user_name, CEF:0|NetlQ|AA|6.3.0.0|502|Local
removed target_user user was
_hame, removed|5|session_id=G861nael5NA
session_id, VC4JoxkTkNYNIGgpRpd7W
tenant_nam target_user_name=LOCAL\USER2
e tenant_name=TOP
user_name=LOCAL\ADMIN
503 Failed to create  operational user_name, CEF:0|NetlQ|AA|6.3.0.0|503|Failed
local user target_user to create local user|4|reason=Failed
_name, session_id=G861nael15NAVC4JoxkTkN
session_id, YNIGgpRpd7W
reason, target_user_name=LOCAL\USER2
tenant_nam tenant_name=TOP
e user_name=LOCAL\ADMIN
504 No rights to security user_name, CEF:0|NetlQ|AA|6.3.0.0|504|No
remove local session_id, rights to remove local
user tenant_nam user|7|session_id=G861nael5NAVC4)
e oxkTkNYNIGgpRpd7W
tenant_name=TOP
user_name=LOCAL\ADMIN
505 Failed to remove operational user_name, CEF:0|NetlQ|AA|6.3.0.0|505]|Failed
local user session_id, to remove local user|5]|reason=Failed
reason, session_id=G861nael15NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
506 No rights to security user_name, CEF:0|NetlQ|AA|6.3.0.0|506|No
create local user session_id, rights to create local
tenant_nam user|7|session_id=G861nael5NAVC4)
e oXkTKNYNIGgpRpd7W

tenant_name=TOP
user_name=LOCAL\ADMIN
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Code

Name Class

Severity Optional

Parameters

Example

601

602

603

604

605

606

607

User was created operational

No rights to
create user

security

Failed to create
user

operational

User was
removed

operational

No rights to
remove user

security

Failed to remove operational
user

Role has been
granted to user

security

user_name,
session_id,
repo_name,
tenant_nam
e

user_name,
session_id,
repo_name,
tenant_nam
e

user_name,
session_id,
repo_name,
reason,
tenant_nam
e

user_name,
target_user
_hame,
session_id,
repo_name,
tenant_nam
e

user_name,
session_id,
repo_name,
tenant_nam
e

user_name,
target_user
_hame,
session_id,
repo_name,
reason,
tenant_nam
e

user_name,
target_user
_name,

role_name,

session_id,
tenant_nam
e

CEF:0|NetlQ|AA|6.3.0.0|601 | User
was created |4 |repo_name=LOCAL
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ]AA|6.3.0.0|602|No
rights to create
user|7|repo_name=LOCAL
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|603 | Failed
to create user|4|reason=Failed
repo_name=LOCAL
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|604 | User
was removed|5|repo_name=LOCAL
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ]AA|6.3.0.0|605|No
rights to remove
user|7|repo_name=LOCAL
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|606 | Failed
to remove user|5|reason=Failed
repo_name=LOCAL
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0|607|Role
has been granted to
user|7|role_name=ENROLL

ADMINS
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters
608 Failed to grant security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0|608|Failed
role to user target_user to grant role to
_name, user|8|role_name=ENROLL
role_name,
session_id, ADMINS
tenant nam session_id=G861nael5NAVC4JoxkTkN
e - YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN
609 Role has been security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|609|Role
revoked from target_user has been revoked from
user _name, user|7|role_name=ENROLL
role_name,
session_id, ADMINS
tenant nam session_id=G861nael15NAVC4JoxkTkN
e - YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN
610 Failed to revoke security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0|610|Failed
role from user target_user to revoke role from
_name, user|8|role_name=ENROLL
role_name,
session_id, ADMINS
tenant nam Session_id=G861nae15NAVCA4JoxkTkN
e - YNIGgpRpd7W
target_user_name=LOCAL\USER2
tenant_name=TOP
user_name=LOCAL\ADMIN
611 User was operational 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|611|User
unlocked target_user was unlocked|7|repo_name=LOCAL
_name, session_id=G861nael15NAVC4JoxkTkN
session_id, YNIGgpRpd7W
repo_name, target_user_name=LOCAL\USER2
tenant_nam tenant_name=TOP
e user_name=LOCAL\ADMIN
612 Failed to unlock  operational 8 user_name, CEF:0|NetlQ|AA|6.3.0.0|612]Failed
user target_user to unlock user|8|reason=Failed
_name, repo_name=LOCAL
session_id, session_id=G861nael5NAVC4JoxkTkN
repo_name, YNIGgpRpd7W
reason, target_user_name=LOCAL\USER2

tenant_nam
e

tenant_name=TOP
user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters
701 Template was security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|/701|Templat
assigned to the session_id, e was assigned to the
user ap_name, user|7|ap_name=SMARTPHONE:1
comment, comment=Sample
tenant_nam session_id=G861nae15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
702 Template was security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|702|Templat
enrolled for the session_id, e was enrolled for the
user ap_name, user|7|ap_name=SMARTPHONE:1
comment, comment=Sample
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
703 User enroll the  security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|703|User
assigned session_id, enroll the assigned
template ap_name, template|7]|ap_name=SMARTPHONE:
comment, 1 comment=Sample
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
704 Template was security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0|704|Templat
linked target_user e was
_name, linked |8 |ap_name=SMARTPHONE:1
session_id, comment=Sample
ap_name,  session_id=G861nael5NAVC4JoxkTkN
comment,  YNIGgpRpd7W
tenant_nam target_user_name=LOCAL\USER2
e, template_owner=LOCAL\USER1
template_o tenant_name=TOP
whner user_name=LOCAL\ADMIN
705 Failed to assigh  security 7 user_name, CEF:0|NetlQ]|AA|6.3.0.0|705]Failed
template to the session_id, to assign template to the
user ap_name, user|7|ap_name=SMARTPHONE:1
comment, comment=Sample reason=Failed
reason, session_id=G861nael5NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
706 Failed to enroll  security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|706]|Failed
template for the session_id, to enroll template for the
user ap_name, user|7|ap_name=SMARTPHONE:1
comment, comment=Sample reason=Failed
reason, session_id=G861nael15NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters
707 User can't enroll  security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|707|User
the assigned session_id, can't enroll the assigned
template ap_name, template|7|ap_name=SMARTPHONE:
comment, 1 comment=Sample reason=Failed
reason, session_id=G861nael15NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
708 Failed to link security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0|708|Failed
template target_user to link
_name, template|8|ap_name=SMARTPHONE:
session_id, 1 comment=Sample reason=Failed
ap_name, session_id=G861nael5NAVC4JoxkTkN
comment,  YNIGgpRpd7W
reason, target_user_name=LOCAL\USER2
tenant_nam template_owner=LOCAL\USER1
e, tenant_name=TOP
template_o user_name=LOCAL\ADMIN
wner
709 Template link security 6 user_name, CEF:0|NetlQ|AA|6.3.0.0|709|Templat
was removed target_user e link was
_hame, removed|6|ap_name=SMARTPHONE:
session_id, 1 comment=Sample
ap_name,  session_id=G861nael5NAVC4JoxkTkN
comment,  YNIGgpRpd7W
tenant_nam target_user_name=LOCAL\USER2
e, template_owner=LOCAL\USER1
template_o tenant_name=TOP
wner user_name=LOCAL\ADMIN
710 Failed to remove security 6 user_name, CEF:0|NetlQ|AA|6.3.0.0|710|Failed
template link target_user to remove template
_name, link|6|ap_name=SMARTPHONE:1
session_id, comment=Sample reason=Failed
ap_name,  session_id=G861nael5NAVC4JoxkTkN
comment,  YNIGgpRpd7W
reason, target_user_name=LOCAL\USER2
tenant_nam template_owner=LOCAL\USER1
e, tenant_name=TOP
template_o user_name=LOCAL\ADMIN
wner
711 Template was security 6 user_name, CEF:0|NetlQ|AA|6.3.0.0|711|Templat
removed ap_name, e was
comment, removed|6|ap_name=SMARTPHONE:
session_id, 1 comment=Sample
template_o session_id=G861nael5NAVC4JoxkTkN
whner, YNIGgpRpd7W
target_user target_user_name=LOCAL\USER2
_hame, template_owner=LOCAL\USER1
tenant_nam tenant_name=TOP
e user_name=LOCAL\ADMIN
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Parameters
712 Failed to remove security 6 user_name, CEF:0|NetlQ|AA|6.3.0.0|712|Failed
template ap_name, toremove
comment, template|6|ap_name=SMARTPHONE:
session_id, 1 comment=Sample reason=Failed
reason, session_id=G861nael15NAVC4JoxkTkN
template_o YNIGgpRpd7W
wner, target_user_name=LOCAL\USER2
target_user template_owner=LOCAL\USER1
_hame, tenant_name=TOP
tenant_nam user_name=LOCAL\ADMIN
e
713 Template was security 7 user_name, CEF:0|NetlQ|AA|6.3.0.0|713|Templat
changed ap_name, e was
comment, changed|7|ap_name=SMARTPHONE:
session_id, 1 comment=Sample
template_o session_id=G861nael5NAVC4JoxkTkN
whner, YNIGgpRpd7W
tenant_nam template_owner=LOCAL\USER1
e tenant_name=TOP
user_name=LOCAL\ADMIN
714 Failed to change security 6 user_name, CEF:0|NetlQ|AA|6.3.0.0|714|Failed
template ap_name, tochange
comment, template|6]|ap_name=SMARTPHONE:
session_id, 1 comment=Sample reason=Failed
reason, session_id=G861nael15NAVC4JoxkTkN
template_o YNIGgpRpd7W
whner, template_owner=LOCAL\USER1
tenant_nam tenant_name=TOP
e user_name=LOCAL\ADMIN
715 Template was security 5 user_name, CEF:0|NetlQ|AA|6.3.0.0|715|Templat
changed during ap_name, e was changed during
logon comment, logon|5|ap_name=SMARTPHONE:1
session_id, comment=Sample
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
801 Policy was security 7 session_id, CEF:0|NetlQ|AA|6.3.0.0|801]Policy
changed scope, was
component changed|7|component_id=PKIMetho
id, d
user_name, obj_id=G861nael5NAVC4JoxkTkNYNI
obj_id, GgpRpd7D obj_name=testUser
obj_name, obj_type=User scope=global
obj_type, session_id=G861nael15NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
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Code Name Class Severity Optional Example
Parameters
802 No rights to security 8 session_id, CEF:0|NetlQ|AA|6.3.0.0|/802|No
change policy scope, rights to change
component policy|8|component_id=PKIMethod
_id, obj_id=G861nael5NAVCAJoxkTkNYNI
user_name, GgpRpd7D obj_name=testUser
obj_id, obj_type=User scope=global
obj_name, session_id=G861nael5NAVC4JoxkTkN
obj_type, YNIGgpRpd7W tenant_name=TOP
tenant_nam user_name=LOCAL\ADMIN
e
803 Failed to change operational 7 session_id, CEF:0|NetlQ|AA|6.3.0.0|803|Failed
policy scope, to change
component policy|7|component_id=PKIMethod
_id, obj_id=G861nael15NAVC4JoxkTkNYNI
user_name, GgpRpd7D obj_name=testUser
obj_id, obj_type=User scope=global
obj_name, session_id=G861nael5NAVC4JoxkTkN
obj_type, YNIGgpRpd7W tenant_name=TOP
tenant_nam user_name=LOCAL\ADMIN
e
901 New license was operational 3 session_id, CEF:0|NetlQ|AA|6.3.0.0/901|New
added license_id, license was
users_count added|3|enabled_features=super
, expire_date=2018/12/12
enabled_fea license_id=kAi22UNwgKJnldwQ300okb
tures, PRBduoveSD2
expire_date session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W users_count=42
902 Failed to add operational 8 session_id, CEF:0|NetlQ|AA|6.3.0.0|902|Failed
license license_id, toadd
users_count license|8|enabled_features=super
, expire_date=2018/12/12
enabled_fea license_id=kAi22UNwgKJnldwQ30okb
tures, PRBduoveSD2 reason=Failed
expire_date, session_id=G861nael5NAVC4JoxkTkN
reason YNIGgpRpd7W users_count=42
1001 Global setting security 9 session_id, CEF:0|NetlQ|AA|6.3.0.0|/1001|Global
was changed setting_nam setting was
e changed|9|session_id=G861nael5NA
VC4JoxkTKNYNIGgpRpd7W
setting_name=HTTPSCert
1002  No rights to security 9 session_id, CEF:0|NetlQ|AA|6.3.0.0|/1002|No
change global setting_nam rights to change global
setting e setting|9|session_id=G861nael15NAV

C4JoxkTkNYNIGgpRpd7W
setting_name=HTTPSCert
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Parameters
1003 Failed to change operational 9 session_id, CEF:0|NetlQ|AA|6.3.0.0|/1003|Failed
global setting setting_nam to change global
e, reason setting|9|reason=Failed
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W
setting_name=HTTPSCert
1101  Password was security 5 user_name, CEF:0|NetlQ|AA|6.3.0.0/1101|Passw
changed ep,ep_addr, ord was changed|5|ep=SampleEp
tenant_nam ep_addr=10.20.22.23
e tenant_name=TOP
user_name=LOCAL\ADMIN
1102  Password was security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0/1102|Passw
reset ep,ep_addr, ord was reset|8|ep=SampleEp
tenant_nam ep_addr=10.20.22.23
e tenant_name=TOP
user_name=LOCAL\ADMIN
1201 User was security 8 user_name, CEF:0|NetlQ|AA|6.3.0.0/1201|User
successfully ep,ep_addr, was successfully logged on using local
logged on using event, cache|8|chain_name=Password
local cache chain_name
Only ep=SampleEp
iogon_time, ep_addr=10.20.22.23 event=Portal
tenant_nam logon_time=2019-05-13
e 12:05:00 tenant_name=TOP
user_name=LOCAL\ADMIN
1301 Eventwas security 4 event, CEF:0|NetlQ|AA|6.3.0.0|/1301|Event
created session_id, was created
sucessfully user_name, sucessfully|4|event=Portal
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
1302 Failed to create  operational 7 event, CEF:0|NetlQ|AA|6.3.0.0|1302 | Failed
event session_id, to create event|7|event=Portal
reason, reason=Failed
user_name, session_id=G861nael5NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
1303 Event was security 4 event, CEF:0|NetlQ|AA|6.3.0.0/1303 | Event
changed session_id, was changed
sucessfully user_name, sucessfully|4|event=Portal
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP

user_name=LOCAL\ADMIN
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Parameters
1304 Failed to change operational 7 event, CEF:0|NetlQ|AA|6.3.0.0|1304 | Failed
event session_id, to change event|7|event=Portal
reason, reason=Failed
user_name, session_id=G861nael5NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
1305 Event was security 4 event, CEF:0|NetlQ|AA|6.3.0.0|1305|Event
removed session_id, was removed
sucessfully user_name, sucessfully|4|event=Portal
tenant_nam session_id=G861nael15NAVC4JoxkTkN
e YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
1306 Failed to remove operational 7 event, CEF:0|NetlQ|AA|6.3.0.0/1306 | Failed
event session_id, to remove event|7|event=Portal
reason, reason=Failed
user_name, session_id=G861nael5NAVC4JoxkTkN
tenant_nam YNIGgpRpd7W tenant_name=TOP
e user_name=LOCAL\ADMIN
1401 Chain was security 4 chain_name CEF:0|NetlQ|AA|6.3.0.0|/1401|Chain
created , session_id, was created
successfully user_name, successfully|4|chain_name=Password
tenant_nam
e Only
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
1402 Failed to create  operational 7 chain_name CEF:0|NetlQ|AA|6.3.0.0|1402|Failed
chain , session_id, to create
reason, chain|7|chain_name=Password
user_name,
tenant nam Only reason=Failed
e - session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
1403  Chain was security 4 chain_name CEF:0|NetlQ|AA|6.3.0.0|1403|Chain
changed , session_id, was changed
sucessfully user_name, sucessfully|4|chain_name=Password
tenant_nam
e - Only

session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN
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28.2

28.3

Code

Name

Class

Severity

Optional
Parameters

Example

1404

1405

1406

Failed to change
chain

Chain was
removed
sucessfully

Failed to remove
chain

operational

security

operational

chain_name
, session_id,
reason,
user_name,
tenant_nam
e

chain_name
, session_id,
user_name,
tenant_nam
e

chain_name
, session_id,
reason,
user_name,
tenant_nam
e

CEF:0|NetlQ|AA|6.3.0.0/ 1404 | Failed
to change
chain|7|chain_name=Password

Only reason=Failed
session_id=G861nael5NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0] 1405 | Chain
was removed
sucessfully|4|chain_name=Password

Only
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

CEF:0|NetlQ|AA|6.3.0.0]| 1406 | Failed
to remove
chain|7|chain_name=Password

Only reason=Failed
session_id=G861nael15NAVC4JoxkTkN
YNIGgpRpd7W tenant_name=TOP
user_name=LOCAL\ADMIN

RADIUS Logs

These logs contain information about the logs that are recorded for the RADIUS server.

On the server, the r adi us. | og file is stored in the / var /| i b/ docker/ vol umes/ aaf _r adi usd-
| ogs/ _dat a/ directory.

After you export the RADIUS logs, you can find the r adi us. | og fileinthe/var/| og/
freeradi us/ directory.

Async Logs

These logs contain information about the asynchronized delivery of OTP messages for the SMS,
Email, and Voice methods.

On the server, the async_conmander . | og and async_conmmander . *. | og files are stored in the
/var/lib/docker/vol umes/ aaf aucore-|ogs/_data/ directory.

After you export the Async logs, you can find the async_conmmander . | og and
async_conmander. *. | og files in the / opt / AuCor e/ | ogs/ directory.
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28.4

28.5

28.6

28.7

28.8

Web Server Logs

These logs contain information about requests to REST API, Administration portal, and so on.

On the server, the uwsgi . | og file is stored in the / var /| i b/ docker/ vol unes/ aaf _aucor e-
| ogs/ _dat a/ directory

After you export the Web Server logs, you can find the uwsgi . | og file in the / opt / AuCor e/ | ogs/
directory.

Replication Logs

These logs contain information about the replication events for a cluster.

On the server, the syndb. | og file is stored in the / var /| i b/ docker/ vol umes/ aaf _aucor e-
| ogs/ _dat a/ directory.

After you export the Replication logs, you can find the symdb. | og file in the / opt / AuCor e/ | ogs/
directory.

Superuser Logs

These logs contain information about the process that is used to execute shell commands under the
root account (used by updates).

On the server, the r oot _comander . | og file is stored in the / var/ | i b/ docker/ vol umes/
aaf _aucore-1ogs/_data/ directory.

After you export the Superuser logs, you can find the r oot _conmander . | og file in the / opt /
AuCor e/ | ogs/ directory.

Background Tasks Logs

These logs contain information about the queue tasks and about periodically running tasks (such as
LDAP sync).

On the server, the cel ery. | og file is stored in the / var/ | i b/ docker/ vol unes/ aaf _aucore-
| ogs/ _dat a/ directory.

After you export the Background Tasks logs, you can find the cel ery. | og file in the / opt /
AuCor e/ | ogs/ directory.

Long Tasks Logs

These logs contain information about the celery long tasks for exporting the backup files.

On the server, the cel ery_Il ong. | og file is stored in the / var/1i b/ docker/vol unes/
aaf _aucore-1ogs/_data/ directory.
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28.9

28.10

28.11

28.12

After you export the Long Tasks logs, you can find the cel ery_| ong. | og file in the / opt / AuCor e/
| ogs/ directory.

Long Scheduler Logs

These logs contain information about the queue tasks of scheduled export.

On the server, the cel ery_| ong_beat . | og file is stored in the / var /| i b/ docker/ vol unes/
aaf _aucore-|ogs/_data/ directory.

After you export the Long Scheduler logs, you can find the cel ery_| ong_beat . | og file in the /
opt / AuCor e/ | ogs/ directory.

NGINX Errors Logs

These logs contain information about the errors of the nginx web server.

On the server, the error. | og file is stored in the / var/ | i b/ docker/ vol unes/ aaf _webd-
| ogs/ _dat a/ directory.

After you export the NGINX Errors logs, you can find the error. | og file in the / var /| og/ ngi nx/
directory.

WebAuth Logs

These logs contain information about the SAML 2.0 and OAuth 2.0 integrations.

When you enable Debug logging, logs in the FINEST mode are generated and when you disable
Debug logging, logs in the FINER mode are generated.

On the server, the osp- aa. * file is stored in the / var/ | i b/ docker/ vol unes/ aaf _webaut h-
| ogs/ _dat a/ directory.

After you export the WebAuth logs, you can find the osp- aa. * inthe/opt/ osp/tontat/| ogs
directory.

NOTE: The FINEST mode resets to FINER mode after a change in SAML 2.0 events, OAuth 2.0 events
or Web Authentication policy. This mode reset is not shown on Ul. Disable the Debug logging and
then enable it to reset logging to the FINEST mode again.

Fingerprint Logs
These logs contain all details from a Fingerprint service.

On the server, the nbi sd. | og file is stored in the / var / | i b/ docker/ vol unes/ aaf _afi sd-
| ogs/ _dat a/ directory.
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28.13 Risk Service Logs

Theri skservice. b<string>. | og file contains the logs of Risk Service.
On the server, the ri skservi ce. b<string>. | ogfileis stored in the/ var/ | og/ ri sk directory.

After you export the logs, you can find the log file in the f | uent d/ | og/ directory.
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Disaster Recovery

Disaster recovery lets you restore the system after a crash or when other catastrophic failure occurs.
Disaster recovery helps you to restore as much data as possible and limit the resources needed
during the backup.

A Disaster Recovery scenario in Advanced Authentication can be when the Global Master database
(GMS) is corrupt or the configuration has been deleted. The Figure 29-1 illustrates the Disaster
Recovery scenario.

Figure 29-1 Disaster Recovery scenario

Advanced Authentication Site 1 Advanced Authentication Site 2

|

Load Balancer

.‘“"'\-_ ’ "-‘__‘-‘ : ’ :
External External External External
Endpoint 1 Endpoint 2 Endpoint 1 Endpoint 2
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This chapter describes the steps for creating a backup of Advanced Authentication and restoring the
environment in case of a disaster.

You can recover from a disaster based on the following two use-cases:
+ Restoring: When a disastrous damage has occurred in the cluster from which it is impossible to
recover, you must restore the cluster.

+ Rejoining: When any of the servers are down (web server, DB server), you can rejoin to recover
the cluster.

29.1 Restoring a Cluster

You must perform the following to restore the cluster:

+ Section 29.1.1, “Creating a Backup,” on page 344
+ Section 29.1.2, “Recovering by Restoring the Backup,” on page 345

29.1.1 Creating a Backup

Advanced Authentication provides support for database back up through the Administration portal.
Backup can be used to restore a setup in case of a disaster.

Exporting the Database

1 Login to the Administration portal with the FULL ADMIN role privilege where the Global Master
is set up.

2 Click Export in the Administration console.
3 Click Export Database.

A message Are you sure? Backup file will be encrypted with LOCAL\ admnin
PASSWORD is displayed.

4 Click OK.

The exported database file is saved in the . cpt format on your local drive. This backup file will be
encrypted with the LOCAL\admin PASSWORD.

You can automate the creation of the . cpt file. To do this, create a cronjob on the server that does
the following:
1 Create a pr oc folder in the docker container:
docker exec -ti aaf_aucore_1 nkdir /etc/nginx/htm/static/proc/
2 Create/ opt/ AuCor e/ dat a/ export/aubak- YYYY_MM DD HH MM cpt .

docker exec -it aaf_aucore_1 "/opt/AuCorel/aucore/scripts/db_tools/
ver si on2/ au_export _encrypt. sh"

3 Copy the. cpt file to a secure location.

cp /var/lib/docker/vol unmes/ aaf _aucore-data/_data/export/*.cpt <your
| ocati on>
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29.1.2

4 Remove the . cpt file from the container.

rm/var/lib/docker/vol umes/ aaf _aucore-data/_datal/ export/*. cpt

Recovering by Restoring the Backup

You can perform the following to restore the backup:

+ “Prerequisite for Restoring” on page 345
+ “Importing the Database” on page 345
+ “Re Adding the LDAP Servers on All the DB Master(s)” on page 346

Prerequisite for Restoring

It is recommended to stop the Advanced Authentication services on the DB Masters and DB servers
for a smooth recovery.

To stop the process, perform the following steps:

1 Login to the Database Masters and DB server machines (NOT the Global Master).
la Login to the Aucore container:
docker exec -it aaf aucore_ 1 bash
1b Stop the Advanced Authentication processes:
/ opt/ superctl stop al
1c Stop the replication from this server to the other cluster members:
/ opt/ penv/ bin/au-replica stop
1d Exit the container:
exit
or
Run the following single command to stop all the services:

docker exec aaf _aucore_1 bash -c "/opt/penv/bin/au-replica stop && /
opt/superctl stop all”

2 Repeat the Step 1 on all the Database Master and DB server machines.

NOTE: After you import the database to the Global Master and copy the database to all the DB
Masters and DB servers, you must start the Advanced Authentication process. There will be a short
duration of downtime.

Importing the Database

1 Loginto the Administration portal with the FULL ADMIN role privilege where the Global Master
is set up.

2 Click Export.
3 Click For import Click Here to upload the database.
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4 |n Upload backup section, specify the following details:

4a From: The database download URL (FTP or HTTP server). Ensure the database file is in the
. cpt format.

4b Decrypt Password: The password to decrypt the database file.
Click Upload.
The upload logs are displayed. The uploaded file is displayed in the Import backup section.
Click Import next to the uploaded file.
Click OK.

The import logs are displayed. Import of the database to the Global Master is complete.

0 N o u

9 Copy the Global Master DB to all the Database Masters and database server machines.
9a Login as a root user to the Database Master machine.
Run the following commands to copy from the Global Master database to a local DB.
9al Log in to the Aucore container:
docker exec -it aaf _aucore_1 bash
9a2 Copy the database from Global Master server to a local DB:
[ opt / penv/ bi n/ au-replica copy-db
9a3 Start all the Advanced Authentication processes:
[opt/superctl start al
9a4 Start the replication to the other cluster members:
[ opt/ penv/ bin/au-replica start
9a5 Exit the container:
exit
or
Run the following single command to start all the services:

docker exec aaf aucore_1 bash -c "/opt/penv/bin/au-replica copy-db
&& [ opt/superctl start all && /opt/penv/bin/au-replica start"”

10 Repeat Step 1 to Step 9 on all the Database Master and DB server machines.

11 Login to all the server members and check the cluster page.

NOTE: After importing the database, information about the Last 200 outgoing batches for every
server listed in Cluster > Batches of the Administration portal will be lost.

Re Adding the LDAP Servers on All the DB Master(s)

1 Login to the Administration portal with the FULL ADMIN role privilege where the Global Master
is set up.

Click Repositories.
Click on any repository.
Under LDAP Servers, click Add Server.

v A W N

Click on the icon to add the LDAP Server of the same site as the DB Master server.
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NOTE: You can perform the Step 4 to Step 5 with the DNS discovery as well.

6 Provide the repository administrator user password and save the configuration.

7 Repeat the Step 1 to Step 6 on all the Database Master.

29.2 Rejoining the Cluster

When errors occur within the database and replicas, you must re-create the Global Master database
(GMS).

You must re-install all the other servers in the cluster. You can do this by performing a fresh install of
all the servers in the cluster.

It is recommended to rebuild the cluster by performing the following steps:

1. Inthe primary site:
a. Rejoin the database servers
b. Rejoin the Webserver servers
2. In other sites:
a. Rejoin the Master server
b. Rejoin the database servers

c. Rejoin the Webserver servers
To enable the First Install wizard, perform the following steps.

1 Login as root to the server.
2 Perform the following:
2a Stop the Advanced Authentication server:
systentt| stop aauth risk-service

2b Remove the containers, network, and volumes which Advanced Authentication has created
on the server:

docker-conmpose -p aaf -f /opt/aauth/docker-conpose.ym -f /opt/
aaut h/ docker - conpose. sl es.yml down -v

docker-compose -p risk -f /opt/risk/docker-conpose.risk.ym down -v
2c Start the Advanced Authentication server:
systentt| start aauth risk-service

3 Browse the URL: htt ps:// <servernane> in a web browser and rejoin the server.
You can rejoin the cluster in any of the following scenarios:

¢ Section 29.2.1, “Database Server is Down,” on page 348
+ Section 29.2.2, “Web Server is Down,” on page 348

+ Section 29.2.3, “Database Master is Down,” on page 349
+ Section 29.2.4, “Site is Down,” on page 350
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29.2.1

29.2.2

348

Database Server is Down

Ensure to enable the SSH daemon on the appliance. To do this, browse ht t ps: //
<aaf webser ver name>: 9443 and log in as a vaadmi n. Click the System Services tab and start the
SSH service.

NOTE: If you want to recover the database server because of a failure, you must delete the server
from the Cluster tab of the Administration portal, before re-joining the web server. To delete the
server in the Cluster tab, see “Configuring a Cluster”.

Perform the following steps to restore the database server:

1 Login as root to the server.

2 Run the following commands:

2a

2b

2c

Stop the Advanced Authentication server:
systentt| stop aauth risk-service

Remove the containers, network, and volumes that the Advanced Authentication has
created on the server:

docker-conmpose -p aaf -f /opt/aauth/docker-conpose.ym -f /opt/
aaut h/ docker - conpose. sl es. ynl down -v

docker-conmpose -p risk -f /opt/risk/docker-conpose.risk.ym down -v
Start the Advanced Authentication server:

systentt| start aauth risk-service

3 Browse the URL https://<servernane> ina web browser and rejoin the server.

After joining the database server to the existing cluster, the database replication takes place.

If issues occur while joining the cluster configuration, ensure that the ports are accessible by
the Global Master and the database server. For more information, see “Configuring the

Firewal

|II

Web Server is Down

You can perform the following steps to restore a web server.

1 Login as root to the server.

2 Run the following commands:

2a

2b

2c

Stop the Advanced Authentication server:
systentt| stop aauth risk-service

Remove the containers, network, and volumes which Advanced Authentication has created
on the server:

docker-compose -p aaf -f /opt/aauth/docker-conpose.ym -f /opt/
aaut h/ docker - conpose. sl es. ynl down -v

docker-conmpose -p risk -f /opt/risk/docker-conpose.risk.ym down -v
Start the Advanced Authentication server:

systemctl start aauth risk-service
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3 Browse the URL https://<servernane> ina web browser and rejoin the server.
After joining the database server to the existing cluster, the database replication takes place.

If issues occur while joining the cluster configuration, ensure that the ports are accessible
towards the Global Master and the database server. For more information, see Configuring the
Firewall.

NOTE

+ If you can access the Web server through the console, ensure to enable the SSH daemon
on the appliance. To do this, browse ht t ps: / / <aaf webser ver name>: 9443 and log in
as a vaadmi n. Click the System Services tab and start the SSH service.

+ If you want to recover the database server because of a failure, you must delete the server
from the Cluster tab of the Administration portal, before re-joining the web server. To
delete the server in the Cluster tab, see “Configuring a Cluster”.

29.2.3 Database Master is Down

A database master server exists for a multi-site implementation.

NOTE: Ensure to enable the SSH daemon on the appliance. To do this, browse htt ps: //
<aaf webser ver name>: 9443 and log in as a vaadnmi n. Click the System Services tab and start the
SSH service.

You can perform the following steps to restore the database master:

NOTE: If you want to recover the Database Master server because of a failure, you must delete the
server from the Cluster tab of the Administration portal, before re-joining the web server. To delete
the server in the Cluster tab, see “Configuring a Cluster”. Delete the web server before re-joining.

1 Login as root to the server.
2 Perform the following commands:
2a Stop the Advanced Authentication server:
systentt| stop aauth risk-service

2b Remove the containers, network, and volumes which Advanced Authentication has created
on the server:

docker-conmpose -p aaf -f /opt/aauth/docker-conpose.ym -f /opt/
aaut h/ docker - conpose. sl es. yml down -v

docker-compose -p risk -f /opt/risk/docker-conpose.risk.ym down -v
2c Start the Advanced Authentication server:
systemctl start aauth risk-service
3 Browse the URL https://<servernane> ina web browser and rejoin the server.
After joining the database server to the existing cluster, the database replication happens.

If issues occur while joining the cluster configuration, ensure that the ports are accessible
towards the Global Master and the database server. For more information, see “Configuring the
Firewall”.
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29.2.4 Siteis Down

When a site goes down due to a configuration problem or a database issue, all the site infrastructure
needs to be rebuild again.

Perform the following to restore the site:

+ “Register a New Site on the Global Master Server” on page 350

+ “Database Master Server Restore” on page 350

Register a New Site on the Global Master Server
1 Open the Administration portal.
2 Click Cluster > Register new site.
3 Specify the details.

Database Master Server Restore

A database master server exists for a multi-site implementation.

For the procedure to restore the database master, see “Database Master is Down”.
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Reporting

Advanced Authentication facilitates you to add and view reports according to your requirement. You
can view information about the memory utilization, tenant information, successful or failed logins,
licenses, and so forth in a graphical representation. You can also export these reports to JSON and
CSV formats.

To log in to the Advanced Authentication Reporting portal, launch the URL: htt ps: //
<Net | QServer >/ report and log in with your credentials.

NOTE: You must assign chains to the Report logon event in the Events section.

The Reporting portal does not work behind a load balancer. You need to open it directly.

FULL ADMINS can view the reports from all the tenants. To view the reports of a specific tenant, you
must login to the Reporting portal as the tenant administrator.

For more information, see “Adding a Report” section.
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1 Managing Tokens

Managing Tokens functionality helps you to import a file that contains information about multiple
tokens and you can assign the tokens to specific users such that the user can pass through the OATH
authentication method.

To access Tokens Management portal, you must assign chains to the Tokens Management event in
the Events section.

To import token files, perform the following steps:
1 Log in to the Advanced Authentication Tokens Management portal (https://
<AdvancedAut henti cati onServer >/t okens).
2 Click Add.
3 Click Browse and add a PSKC or CSV file.
4 Select the File type. The options available are:

¢ OATH compliant PSKC: This file type must be compliant with OATH. For example, HID OATH
TOTP compliant tokens.

¢ OATH csv: This file type must contain the format as described in CSV File Format To Import
OATH Compliant Tokens. You cannot use the YubiKey CSV files.

+ Yubico csv: In this file type, you must use one of the supported Log configuration output
(see YubiKey Personalization Tool > Settings tab > Logging Settings) formats with comma as a
delimiter.

+ Traditional format: In this file type, OATH Token Identifier must be enabled.

+ Yubico format: This file type is supported only for HOTP Length set to 6 Digits and OATH
Token Identifier set to All numeric.

IMPORTANT: Moving Factor Seed must not exceed 100000.

5 Add the encrypted PSKCfiles. Select Password or Pre-shared key in PSKC file encryption type and
provide the information.

6 Click Upload to import tokens from the file.

NOTE: Advanced Authentication receives an OTP format from the imported tokens file and stores
the information in the enrolled authenticator. Therefore, Advanced Authentication administrator
need not change the default value of OTP format on the Method Settings Edit tab. For more
information on the OTP format, see OATH OTP.

When the tokens are imported, you can see the list of tokens on the Tokens Management Portal. You
must assign these tokens to the users. The tokens can be assigned either by an administrator or by
user in the following ways:

+ As an administrator, you can do the following:
1. Click Edit next to the token.
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2. Select Owner.
3. Click Save.

+ Auser can self-enroll a token in the Self-Service portal. Administrator must let the user know an
appropriate value from the Serial column for the self-enroliment.

31.1 CSV File Format To Import OATH Compliant Tokens

A CSVfile, which is imported as OATH csv file in the Administration portal > Methods > OATH OTP >
OATH Tokens tab, must contain fields with the following parameters:

+ Token’s serial number

+ Token’s seed

+ (Optional) Type of the token: TOTP or HOTP (by default HOTP)
(Optional) OTP length (default value is 6 digits)

*

*

(Optional) Time step (default value is 30 seconds)
Comma is a delimiter.
The following is an example of a CSV file:

Token001, 15d2fa517d3c6b791bd4cc2044¢241429307001f

Token002, 8c557f c050721037f d31e1d3345h5d3263263e0f, totp, 8
Token003, 658208ef eabac49d5331ba781e66f 2c808cccc8e, hotp, 6
Token004, 89f 0df elc90379daballaaca2f c1070f 606efe36, totp, 6, 60

IMPORTANT: For the YubiKey tokens, you must use the traditional format of the CSV (check Yubikey
Personalization Tool > Settings tab > Logging Settings) with comma as a delimiter. Use Yubico csv file
type (Advanced Authentication Administration portal > Methods > OATH OTP > OATH Tokens).
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Searching a Card Holder’s Information

With the Search Card portal, you can get a card holder’s contact information by tapping the card on
the card reader. Information such as name of the card holder, repository information, email address,
and mobile number of the user can be obtained.

You must assign chains to the Search card event in the Events section.

IMPORTANT: To use this feature, you must have the Device Service installed on the computer.

To get the user information from the card, perform the following steps:
1. Login to the Advanced Authentication Search Card portal (htt ps://
<AdvancedAut henti cati onServer >/ sear ch-card).

2. Tap a card on the card reader. The card holder’s user name, repository information, email
address, and mobile number are displayed.

NOTE: If the card was not enrolled before, a message No user was found for this card
is displayed.
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33.1

33.2

Troubleshooting

NOTE: This chapter contains solutions for known issues. If you encounter any problems that are not
mentioned here, contact the support service.

This chapter contains the following topics:

+ Section 33.1, “Administration Portal Is Accessible Without Any Authentication,” on page 357

+ Section 33.2, “Error During the Deployment of ISO File and Installation in the Graphic Mode,”
on page 357

+ Section 33.3, “Partition Disks to Avoid Removal of Data,” on page 358

+ Section 33.4, “Networking Is Not Configured,” on page 358

+ Section 33.5, “The ON/OFF Switch Is Broken If the Screen Resolution Is 110%,” on page 358
+ Section 33.6, “Error When Requesting For Update,” on page 358

+ Section 33.7, “Error While Logging In to Citrix StoreFront Again,” on page 359

+ Section 33.8, “Users Can Login Using the Old Password,” on page 359

+ Section 33.9, “Command Line Scripts to Re-initiate Replication and Resolve Conflicts,” on
page 359

+ Section 33.10, “Error is Displayed in the User Report Section of the Helpdesk Portal,” on
page 362

+ Section 33.11, “Issue with Authenticating on Office 365,” on page 362

Administration Portal Is Accessible Without Any
Authentication

Issue: After authenticating to the enrollment portal, if a user switches to the Administration portal,
access is granted without any authentication prompt.

Workaround: You must disable the Kerberos SSO option for the Report logon and Admin Ul events.

Error During the Deployment of ISO File and
Installation in the Graphic Mode

While trying to install Advanced Authentication server appliance, the following error is displayed:
Server is already active for display 0. If this server is no |onger
running, renmove /tnp/ .XOlock and start again.

This issue can occur if you click Continue without selecting | agree in End User License Agreement. As
aresult | don't agree is automatically selected and Yes is selected on the next screen.
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33.3

33.4

33.5

33.6

To resolve the issue, perform the following steps:

1 Run the installer.

2 Select | agree and continue installation.

Partition Disks to Avoid Removal of Data

It is recommended to perform disk partitioning while installing the Advanced Authentication server.
Otherwise, the installation will destroy all data on any partitions you have removed as well as on the
partitions that are going to be formatted.

To perform disk partitioning, select Yes and click Continue.

Networking Is Not Configured

After the installation of Advanced Authentication Server appliance, an error occurs. This can be
because your network does not use the DHCP protocol.

As a solution to this issue, perform the following:

Select OK and configure networking manually using the Configuration Console. For more
information, see “Installing Advanced Authentication” in the Advanced Authentication- Server
Installation and Upgradeguide.

The ON/OFF Switch Is Broken If the Screen Resolution
I1s 110%

While trying to edit the Lockout options policy, the ON/OFF switch is broken when the screen
resolution is 110%.

As a solution, change the screen resolution to 100%.

Error When Requesting For Update

When requested for the update, the following error is displayed:

E: Could not get lock /var/lib/apt/lists/lock - open (11: Resource
tenporarily unavail abl e)

E: Unable to lock directory /var/lib/apt/lists/ (AuCore)

After rebooting, the following error is displayed and the problem repeats:

Command ' ('sudo','apt-get','update')' tinmed out after 28 seconds (AuError)
As a solution, perform the following.

+ Check the networking configuration and HTTP Proxy configuration in the Configuration Console.
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33.7

33.8

33.9

+ Ensure that the DNS servers you have specified are able to resolve the address
repo. aut hasas. com

+ Ensure your company's firewall does not lock Internet connection to the address on the
appliance.

Error While Logging In to Citrix StoreFront Again

When you log off from the Citrix StoreFront and try to re-login through the same browser, an error
message You cannot | og on at this timeisdisplayed. This occurs when you log on to Citrix
StoreFront on the same browser where the application has been logged off earlier.

As a solution, perform the following steps:

1. Navigate to C: \'i net pub\ www oot \ G tri x\ <St or eWeb>\ cust om script.js.

2. Add a command CTXS. al | owRel ogi nW t hout Browser Cl ose = true to enable
StoreFront Allow re-login without browser close.

This allows you to re-login to the Citrix StoreFront without closing the browser.

Users Can Login Using the Old Password

Issue: When users use the LDAP Password only chain for authentication and change their LDAP
password, they are still able to log in with their old LDAP password.

Workaround: You must disable the cache logon on Domain Controllers. To disable the cache logon,
you must make the following registry changes:

1 Open the registry key:
HKEY_LOCAL_MACHI NE\ SYSTEM Current Control Set\ Control \ Lsa\.

2 Create a DWORD parameter O dPasswor dAl | owedPer i od and set the parameter’s value to 0.

Command Line Scripts to Re-initiate Replication and
Resolve Conflicts

You can use the following command line scripts to examine and resolve replication conflicts between
the servers in a cluster:

+ rereplicate

+ drop-triggers

* purge

+ copy-db

+ dump-outgoing-batches

+ dump-outgoing-conflicts

+ forget
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33.9.1

33.9.2

NOTE: To view all the applicable command line parameters, perform the following steps:

1 Run the following command to connect to the container:
docker exec -ti aaf _aucore_1 bash

2 Run the following command to view list of command line parameters:
[ opt/ penv/bin/au-replica --help

For more information, see the READVE. t xt file located in the / opt / Aucor e/ aucor e/ scri pts/
db- sync/ path of container.

Rereplicate

You can enforce the replication of all tables from one server to the peer servers in the cluster. To
rereplicate, perform the following steps:
1 Run the following command to connect to the container:
docker exec -ti aaf _aucore_1 bash
2 Run the following command on the server from where you want to enforce the replication:

[ opt/penv/bin/au-replica rereplicate

To enforce the replication process for a specific table in a server, run the following command in the
respective server:

1. docker exec -ti aaf_aucore_1 bash
2. /opt/penv/bin/au-replica rereplicate [-table <table_nane>]
For example, / opt/ penv/ bin/au-replica rereplicate [-table <1087>]

Drop Triggers

You can remove the trigger, stop recording any change to the database, and stop replicating all
tables to the peer servers in the cluster.

To stop recording changes to the database and drop the triggers run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. [opt/penv/bin/au-replica stop
3. au-replica drop-triggers

Run the following commands to enable the trigger, initiate storing changes to the database, and
start the replication with the peer servers:

1. docker exec -ti aaf_aucore_1 bash
2. au-replica start
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33.9.3

33.9.4

33.9.5

Purge

To forget all pending replicas and re-initialize the replication of tables with peer servers, run the
following commands:

1. docker exec -ti aaf_aucore_1 bash
2. /opt/penv/bin/au-replica purge

Copy DB

To copy the database from specified server to the current server, run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. /opt/penv/bin/au-replica copy-db

To copy the database from specific server to the current server, run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. SRC _PASSWORD=ppp / opt/ penv/ bin/au-replica copy-db --host SERVER

where:

+ SERVERis host name.
* ppp is password of the database.

You can fetch the local DB password using the following command:

docker exec aaf _aucore_1 cat /opt/AuCore/datal/production.ini | grep
replica.url

This command returns the following output:
replica.url = postgresql +psycopg2://root: Passwordl@?27.0.0. 1/ aucore_prod

The text between colon (:) and at symbol (@) is the actual password.

Troubleshooting the Outgoing Batches

To view the list of the outgoing batches, run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. /opt/penv/ bin/au-replica dunp-outgoi ng-bat ches

To view the list of outgoing conflicts that are detected by the server, run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. [ opt/penv/bin/au-replica dunp-outgoing-conflicts

To forget a particular outgoing batch, run the following commands:

1. docker exec -ti aaf_aucore_1 bash
2. /opt/penv/bin/au-replica forget-outgoing-batch <batch_id>
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33.10

33.11

For example, / opt / penv/ bi n/ au-replica forget-outgoing-batch 24

This script is similar to Forget option available in the administration console.

Error is Displayed in the User Report Section of the
Helpdesk Portal

Issue: The following error is displayed when navigating to the User Report tab of the Helpdesk portal
on a web server:

Connecti onError

HTPPSConnect i onPool ( host =' <host name>, port=443):Max retries exceeded with
url:

/admi n/api/reports/multisite/table Caused by ProxyError(' Cannot connect to
proxy.', OSError(' Tunnel connection failed: 503 Service Unavailable',)))
(Unknown Error)

Solution: Perform the following steps:

1 Use yast to set the NO_PROXY settings:
sudo yast proxy

2 Add the internal company's domain (for example, .sample.com) that exists under No Proxy
Domains.

3 Restart the configuration:

sudo systenctl restart proxyenv aauth

Issue with Authenticating on Office 365

Issue: When authenticating to Microsoft teams and Outlook apps on smartphone, the NetlQ claim
provider fails.

Reason: By default, Azure Active Directory prompts for a fresh authentication with username and
password and NetlQ is unable to handle it.

Workaround: In Azure Active Directory, set the value of Pronpt Logi nBehavi our to
Nat i veSupport.

For more information see the Microsoft documentation (https://docs.microsoft.com/en-us/
windows-server/identity/ad-fs/operations/ad-fs-prompt-login)
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