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Part 1. Introduction
Ponemon Institute is pleased to present the findings of Global Trends in Identity Governance &
Access Management, sponsored by Micro Focus. The purpose of this study is to understand
companies’ ability to protect access to sensitive and confidential information and what they
believe is necessary to improve the protection. All participants in this study are involved in
providing end users access to information resources in their organizations.
In this study, we surveyed 2,580 IT and IT security practitioners in North America, United
1
Kingdom, Germany, EMEA, Brazil, LATAM and Asia-Pacific . The consolidated findings are
presented in this report. The findings for North America, UK, Germany and Brazil are published in
separate reports. On average, companies represented in this research must provide identity
governance and access support to approximately 13,000 internal users (employees) and 191,000
external users (contractors, vendors, business partners, customers and consumers).
Twelve global trends in identity governance and access management
In this study, we have identified the following 12 trends that will have a significant impact on how
organizations will be managing identity governance and access.
1. Employees are frustrated with access rights processes, and IT security is considered a
bottleneck. Sixty-two percent of respondents say IT security is viewed as a bottleneck in the
process for assigning and managing access rights to users and 57 percent of respondents
say employees are frustrated with the current process for assigning and managing access
rights.
2. Responding to requests for
access is considered slow.
Only 41 percent of
respondents say the function
that provides end-user access
to information resources is
quick to respond to such
changes as termination or role
changes. These findings may
explain why lines of business
and application owners are
taking charge of access when
it comes to the cloud.

Figure 1. How will the IoT affect the complexity of
access management?

3. Control over access
management is
decentralized. According to 59 percent of respondents, senior leaders prefer each business
function to determine what access privileges are required for a given user’s role and function.
In the cloud environment, responsibility is more decentralized. Twenty-nine percent of
respondents say lines of business and 21 percent say it is the application owner who is
deciding end-user access in the cloud environment.
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Countries included in this study are: Argentina, Australia, Brazil, Canada, Chile, Colombia, Costa Rica,
Denmark, Ecuador, France, Germany, Hong Kong, India, Italy, Japan, Korea, Mexico, Netherlands, New
Zealand, Panama, Peru, Saudi Arabia, Singapore, South Africa, Spain, Switzerland, Taiwan, Turkey, United
Arab Emirates, United Kingdom and United States
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4. Certain technologies are considered an important part of meeting identity governance
and access management requirements. These are multi-factor authentication (69 percent
of respondents), identity and access management (69 percent of respondents), access
request systems (67 percent of respondents) and biometric authentication (60 percent of
respondents.
5. A single-factor authentication approach is no longer effective. Seventy-five percent of
respondents say a single-factor authentication approach, including username and password,
can no longer effectively prevent unauthorized access to information resources.
6. Integration of machine learning within identity governance solutions is critical (64
percent of respondents). Also considered critical are scalability to achieving an effective
identity governance process and compliance with leading standards or guidelines, both noted
by 63 percent of respondents.
7. The most difficult access policies to implement are those for enforcing access policies
in a consistent fashion across all information resources in the organization. Fifty-six
percent of respondents say a consistent enforcement of access policies is difficult to
accomplish. The next most difficult policy to implement, according to 52 percent of
respondents, concerns revoking or changing access privileges as needed when an
employee’s job or function changes or their relationship with the organization is terminated.
8. End users have more access than they should. Fifty-seven percent of respondents say
very often (30 percent) or often (27 percent) end users have more access than is required to
do their job. In the companies represented in this study, there is no clearly defined approach
to granting access.
9. Migration to Mobile First and mobile platforms has affected access management
approaches. Seventy-eight percent of respondents say it had a very significant (41 percent)
or significant impact (37 percent) on their organization’s approach to access management.
10. New threats created by disruptive technologies will reduce organizations’ ability to
mitigate governance and access management risks. Specifically, participants in this
research agree that such trends as the migration to the cloud ecosystem, changing cyber
threat landscape, expanding use of mobile devices and the increasing number of regulations
and industry mandates will affect companies’ approach to how they manage and govern enduser access.
11. The ability to manage access in the Internet of Things (IoT) is a concern. Only 38
percent of respondents say they are very confident or confident their organizations are ready
to manage access in the IoT. As shown in Figure 1, 66 percent of respondents say IoT will
increase the complexity of access management.
12. Effective identity governance and access management across the enterprise is
achievable. Almost half of respondents (48 percent) say identity and access management
technologies are critical to success. To achieve an effective identity governance and access
management process, 44 percent of respondents say an ample budget is required. Fortythree percent of respondents say the business should be accountable for governing user
access.
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Part 2. Key findings
In this section, we provide a deeper analysis of the research findings and the Appendix of the
report presents the complete research results. The report is organized according to the following
topics.
!
!
!

Governance practices
Identity and access management technologies
Challenges in granting access

Governance practices
A lack of resources and enforcement of access management policies puts organizations at
risk. As shown in Figure 2, throughout the world, 55 percent of respondents believe the
necessary access management policies are not in-place and strictly enforced. Fifty-eight percent
of respondents say they do not have the necessary resources to manage and govern end-user
access to information resources.
There is also more concern about external attackers accessing sensitive and confidential
information. Fifty-six percent of respondents say their organization is more concerned about
external attackers than unauthorized access by insiders.
Figure 2. Why organizations are at risk
Strongly agree and Agree responses combined

The necessary resources to manage and govern
end-user access to information resources are not
available

58%

There is more concern about external attackers
than unauthorized access by insiders

56%

Access management policies are not in-place
and strictly enforced

55%

0%
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Control over access management is decentralized. According to 59 percent of respondents,
senior leaders prefer each business function to determine what access privileges are required for
a given user’s role and function.
According to Figure 3, IT operations and information security are considered most responsible for
making the decision to grant an end user access to information resources, according to 22
percent of respondents and 17 percent of respondents, respectively. However, responsibility for
granting end-user access is delegated to the lines of business, according to 17 percent of
respondents.
In the cloud environment, responsibility is more decentralized. Twenty-nine percent of
respondents say lines of business and 21 percent of respondents say it is the application owner
who is deciding end-user access in the cloud environment.
Figure 3. Who is most responsible for granting end-user access?
IT operations

22%

11%

No one function / shared responsibility

14%

17%

Lines of business (LOB)

17%

Information security

17%
15%
10%

Application owners
Compliance / audit

29%

21%

8%

2%
4%
4%

Human resource

3%
3%

Legal / office of general counsel
Finance & accounting

1%
0%

Other

1%
1%
0%

5%

On-premise environment

Ponemon Institute: Private & Confidential Report

10%

15%

20%

25%

30%

35%

Cloud environment

4

Employees are frustrated with access rights processes and consider IT security as a
bottleneck. As shown in Figure 4, 62 percent of respondents say IT security is viewed as a
bottleneck in the process for assigning and managing access rights to users and 57 percent of
respondents say employees are frustrated with the current process for assigning and managing
access rights.
Responding to requests for access is considered slow. Only 41 percent of respondents say the
function that provides end-user access to information resources is quick to respond to such
changes as termination or role changes. These findings may explain the shift in responsibility for
granting access to lines of business and application owners when it comes to the cloud.
Figure 4. Perceptions about the current authentication process
Strongly agree and Agree responses combined

IT security is viewed as a bottleneck in the
process for assigning and managing access
rights to users

62%

Employees are frustrated with the current
process for assigning and managing access
rights

57%

It is not possible to have an authentication
process that is also convenient for users

46%

The function that provides end-user access to
information resources is quick to respond to
changes (such as terminations or role changes)

41%
0%
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How organizations determine, apply and validate access. According to Figure 5, 61 percent
of respondents say their organizations use job or functional roles to determine access. Fifty-three
percent of respondents say they check or validate changes to access. Almost half of respondents
(48 percent) say their organizations classify information and apply access based on that
classification.
Figure 5. How access is determined, applied and validated
Yes responses

70%

61%

60%

53%
48%

50%
40%
30%
20%
10%
0%
Functional roles determine what
access is appropriate

Changes to access are
validated or checked

Access controls are applied
based on classification of
information

There is a lack of confidence that user access is fully compliant with identity governance
policies. Forty-four percent of respondents are not confident (25 percent) or have no confidence
(19 percent) in the compliance of their user access practices.
As shown in Figure 6, the number one reason for the lack of confidence is the inability to keep up
with changes occurring to their organization’s information resources (on-boarding, off-boarding
and outsourcing for management, according to 38 percent of respondents). Twenty-four percent
of respondents say they cannot apply controls that need to span across information resources.
Figure 6. Why companies are not confident in the compliance of their user access
practices
We can’t keep up with the changes occurring to
our organization’s information resources

38%

We can’t apply controls that need to span across
information resources

24%

We only have visibility into user account
information but not entitlement information

20%

We can’t create a unified view of user access
across the enterprise

19%
0%
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Machine learning and scalability are important to an effective identity governance and
access management program. As shown in Figure 7, 64 percent of respondents say it is
essential or very important to have the integration of machine learning within identity governance
solution. Sixty-three percent of respondents say scale-up capacity is important.
Figure 7. Important features of an identity governance and access management program
Essential and Very Important responses combined

The integration of machine learning within
identity governance solutions

64%

Scale-up capacity (scalability) to achieving an
effective identity governance process

63%

Compliance with leading standards or guidelines
to achieving an effective identity governance
process

63%

A unified process for governing access for all
stakeholders

58%
0%
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Identity and access management technologies
A single-factor authentication approach is not effective at stopping unauthorized access
to information resources. According to Figure 8, 75 percent of respondents say a single-factor
authentication approach, including username and password, can no longer effectively prevent
unauthorized access to information resources. Forty-two percent of respondents say complex
passwords alone are effective at reducing risks posed by external hackers and negligent or
malicious insiders.
Multi-factor authentication is considered effective at reducing risks posed by external attackers
(50 percent of respondents) or negligent or malicious insiders (54 percent of respondents). Sixtynine percent of respondents say multi-factor authentication is one of the top technologies for
identity governance and access management (as shown in Figure 9).
Figure 8. Effectiveness of approaches to stop unauthorized access to information
resources
Strongly Agree and Agree responses combined

A single-factor authentication approach can no
longer effectively protect unauthorized access to
information resources

75%

Multi-factor authentication is effective at reducing
risks posed by negligent or malicious insiders

54%

Multi-factor authentication is effective at reducing
risks posed by external attackers

50%

Complex passwords alone are effective at
reducing risks posed by negligent or malicious
insiders

42%

Complex passwords alone are effective at
reducing risks posed by external attackers

42%

0%
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As shown in Figure 9, the top technologies considered an important part of meeting identity
governance and access management requirements are multi-factor authentication (69 percent of
respondents), identity and access management (69 percent of respondents), access request
systems (67 percent of respondents) and biometric authentication (60 percent of respondents).
Figure 9. Most important technologies for identity governance and access management
requirements
More than one choice permitted

Multi-factor authentication

69%

Identity and access management

69%

Access request system

67%

Biometric authentication

60%

Single sign-on

54%

Threat management systems

54%

Privileged user management

53%

Enterprise role lifecycle management

50%

Behavioral monitoring and surveillance

49%

User provisioning system

48%
0%
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60%

70%

80%

According to Figure 10, to detect the sharing of system administration access rights or root level
access rights by privileged users, 37 percent of respondents say they use technology-based
identity and access controls and 24 percent of respondents say they use manually based identity
and access controls.
Figure 10. How do you detect the sharing of system administration access rights or root
level access rights by privileged users?

Technology-based identity and access controls

37%

Manually based identity and access controls

24%

A combination of technology and manually based
identity and access controls

19%

Access to sensitive or confidential information is
not really controlled

11%

We are unable to detect

9%
0%
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Commercial off-the-shelf solutions are most often used for granting user access and
reviewing and certifying user access. According to Figure 11, 51 percent of respondents say
their companies use commercial off-the-shelf automated solutions for granting user access to
information resources and 41 percent of respondents say they use homegrown access request
systems.
Figure 11. What processes are used for granting user access to information resources?
Two responses permitted

Commercial off-the-shelf automated solutions

51%
41%

Homegrown access request systems
Manual process

34%

Determined by well-defined policies that are
centrally controlled by corporate IT

21%

Determined by well-defined policies that are
controlled by business or application owners

20%
17%

An “ad hoc” process
IT Help Desk

11%

Unsure

4%
0%

10%

20%

30%

40%

50%

60%

To review and certify user access, 49 percent of respondents say they use a commercial off-theshelf access certification system and 47 percent say they use a homegrown access certification
system, as shown in Figure 12.
Figure 12. What processes are used to review and certify user access?
More than one response permitted

Commercial off-the-shelf access certification
system

49%

Homegrown access certification system

47%

Manual process

36%

Unsure

3%

Other

1%
0%
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Few companies operate access governance controls in the mainframe environment. As
shown in Figure 13, only 31 percent of respondents say access governance controls operate in
the mainframe environment. Of these respondents, 48 percent of respondents say these controls
and procedures are aligned with access management controls at the network and device layers.
Figure 13. Does your organization operate access governance controls in the mainframe
environment?
60%
52%
50%
40%
31%
30%
17%

20%
10%
0%
Yes

No

We don’t utilize a mainframe IT
infrastructure

Challenges in granting access
Unstructured data, customer information and applications are considered most at risk due
to a lack of proper access controls. Companies are challenged to safeguard unstructured data
and customer information. As shown in Figure 14, 60 percent of respondents say unstructured
data is most at risk. Only 22 percent say structured data is most at risk.
Figure 14. What type of data do you consider to be most at risk in your organization due to
the lack of proper access control?
70%
60%

60%
50%
40%
30%
22%

19%

20%
10%
0%
Structured data

Semi-structured data
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According to Figure 15, organizations are not putting sufficient controls around their customer and
employee information. There is less concern about non-financial business information and
financial information.
Figure 15. What sensitive information is at risk due to a lack of proper access control?
Two choices permitted

64%

Customer information
Employee information

47%

Intellectual property (including trade secrets)

31%
24%

Consumer information

20%

Non-financial business information
Financial information

15%
0%

10%

20%

30%

40%

50%

60%

70%

As shown in Figure 16, the systems and endpoints most at risk are applications (63 percent of
respondents) and mobile devices (41 percent of respondents).
Figure 16. What systems and endpoints do you consider to be most at risk in your
organization due to poor access controls?
Two choices permitted

Applications

63%
41%

Mobile devices
Desktops & terminals

27%

Laptops

27%
22%

Servers
Removable media

16%

Mainframes

2%

Other

2%
0%

10%

20%
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End-users have more access than they should. Fifty-seven percent of respondents say very
often (30 percent) or often (27 percent) end-users have more access than is required to do their
job. In the companies represented in this study, there is no clearly defined approach to granting
access. According to Figure 17, 35 percent say it is based on job function and 22 percent of
respondents say there is no systematic approach or process for granting access rights.
Figure 17. How is access to information resources granted to end-users?

Based on job function

35%

No systematic approach or process for granting
access rights exist

22%

Based on title or position

20%

Based on the employee’s department

13%

On a project or ad hoc basis

10%
0%
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The most difficult access policies to implement are those for enforcing access policies in
a consistent fashion across all information resources in the organization. According to
Figure 18, 56 percent of respondents say a consistent enforcement of access policies is difficult
to accomplish. The next most difficult policy to implement, according to 52 percent of respondents,
concerns revoking or changing access privileges as needed when an employee’s job or function
changes or their relationship with the organization is terminated. Almost half (48 percent of
respondents) say it is difficult to provide evidence of compliance with regulations and industry
mandates.
Policies that are not as difficult to implement are enforcing segregation of duties requirements,
assigning access based on job function or responsibilities and checking requests for access
against security policies before access is approved and assigned according to 26 percent, 22
percent and 20 percent of respondents, respectively.
Figure 18. What are the most difficult access policies to implement?
Three choices permitted

Enforcing access policies in a consistent fashion
across all information resources in the
organization

56%

Revoking or changing access privileges when an
employee’s job or function changes or is
terminated

52%

Providing evidence of compliance with
regulations and industry mandates

48%

Understanding user entitlements that are out of
scope for a particular role or that violate a policy

44%

Monitoring and managing privileged users’
access (system administration, root level access)

32%

Enforcing segregation of duties requirements

26%

Assigning access based on job function or
responsibilities

22%

Checking requests for access against security
policies before access is approved and assigned

20%
0%
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Delivering access rights is considered burdensome and takes too long. As shown in Figure
19, 44 percent of respondents say the process for responding to business users’ request for
access is burdensome and 43 percent of respondents say their companies cannot keep pace with
the number of access change requests that come in on a regular basis.
Figure 19. What are the key problems in delivering access to end-users?
Three choices permitted

Burdensome process for business users
requesting access

44%

Cannot keep pace with the number of access
change requests that come in on a regular basis

43%

Difficult to audit and validate access changes

39%

Takes too long to deliver access to users

37%

Can’t apply access policy controls at time of
change request

30%

Too many IT resources required

28%

Too expensive

22%

No common language for how access is
requested that works for both IT and the
business

20%

Lack of a consistent approval process for access
and a way to handle exceptions

18%

Delivery of access to users is staggered

18%

Other

1%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Dealing with entitlement changes and lack of skilled staff make enforcement of identity
governance and access management policies difficult. Figure 20 presents the key problems
in enforcing identity governance and access management policies.
Sixty-one percent of respondents say with so many information resources it is hard to keep pace
with all the entitlement changes, and 59 percent of respondents say they do not have the inhouse expertise. Other problems are the inability to automate their access control policies across
all information resources (53 percent of respondents), and 50 percent of respondents say there is
no accountability for who makes access rights decisions.
Figure 20. What are the key problems in enforcing identity governance and access
management policies?
More than one choice permitted

With so many information resources, it is difficult
to keep pace with all the entitlement changes

61%

We do not have the skilled staff

59%

We can’t automate our access control policies
across all information resources

53%

There is no accountability for who makes access
rights decisions

50%

Business units often do not know what access to
request

49%

IT operations find it difficult to map access
privileges to roles

49%

We do not have the resources to monitor and
enforce compliance with access policy

47%

Manual access processes make it easy to
circumvent procedures or policies

44%

We do not have sufficient budget

41%

Other

3%
0%
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A changing threat landscape will make it more challenging to protect information
resources from unauthorized access. According to Figure 21, migration to the cloud
ecosystem (66 percent of respondents), changing cyber threat landscape (63 percent of
respondents), expanding use of mobile devices (58 percent of respondents) and the increasing
number of regulations and industry mandates (55 percent of respondents) will affect the state of
companies’ identity governance and access management.
Figure 21. The most significant trends in identity governance and access management
More than one choice permitted

Migration to the cloud ecosystem

66%

Changing cyber threat landscape

63%

Expanding use of mobile devices (including
BYOD)

58%

Increasing number of regulations and industry
mandates

55%

Emergence of the Internet of Things (IoT)

49%

Constant changes to the organization as a result
of mergers and acquisitions, divestitures,
reorganizations and downsizing

45%

The constant turnover (ebb and flow) of users

43%

Availability of automated identity governance and
access management technologies

40%

Expanding use of virtualization technologies

38%
0%
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Migration to Mobile First and mobile platforms has affected access management
approaches. As shown in Figure 22, 78 percent of respondents say it had a very significant (41
percent) or significant impact (37 percent) on their organization’s approach to access
management.
Figure 22. Did migration to Mobile First and mobile platforms impact your organization’s
approach to access management?
45%

41%

40%

37%

35%
30%
25%
20%
15%

11%

11%

Yes, small impact

No impact

10%
5%
0%
Yes, very significant
impact

Yes, significant impact
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Effective identity governance and access management across the enterprise is achievable.
According to Figure 23, almost half of respondents (48 percent) say identity and access
management technologies are critical to success. To achieve an effective identity governance
and access management process, 44 percent of respondents say an ample budget is required.
Forty-three percent of respondents say accountability for governing user access should be owned
by the business.
Figure 23. Critical success factors for achieving effective identity governance and access
management
Three responses permitted

Identity and access management technologies

48%

Ample budget

44%

Accountability for governing user access owned
by the business

43%

Access rights assigned based on job function
and responsibilities

39%
32%

Well understood access policies and procedures
Compliance controls consistently applied across
the enterprise

25%

Senior level executive support

21%

Ability to automatically remediate access policy
violations

17%

Monitoring access inactivity to determine if
access should be revoked

16%

Audits by an independent third-party

13%

Other

1%
0%
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Part 3. Methods
A sampling frame of 78,870 IT and IT security practitioners in North America, United Kingdom,
Germany, EMEA, Brazil, LATAM and Asia-Pacific were selected as participants in the research.
Table 1 shows 2,896 total returns. Screening and reliability checks required the removal of 316
surveys. Our final sample consisted of 2,580 surveys or a 3.3 percent response.
Table 1. Sample response
Sampling frame
Total returns
Rejected or screened surveys
Final sample

Freq
78,870
2,896
316
2,580

Pct%
100.0%
3.7%
0.4%
3.3%

Pie Chart 1 reports the respondents’ organizational level within participating organizations. By
design, 55 percent of respondents are at or above the supervisory levels.
Pie Chart 1. Current position within the organization
12%

1% 1% 2%
16%
Senior Executive
Vice President
Director
Manager
Supervisor

31%

21%

Technician
Staff/Associate
Contractor

15%

As shown in Pie Chart 2, 60 percent of respondents report directly to the CIO, 18 percent of
respondents report to the CISO and 10 percent of respondents report to the compliance officer.
Pie Chart 2. Direct reporting channel
4%

2% 1%
3% 2%
Chief Information Officer

10%

Chief Information Security Officer
Compliance Officer
Chief Risk Officer
Chief Security Officer

18%

60%

CEO/Executive Committee
General Counsel
Chief Financial Officer
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As shown in Pie Chart 3, 62 percent of respondents are from organizations with a global
headcount of more than 1,000 employees
Pie Chart 3. Global employee headcount
5%

17%

14%

Less than 500
500 to 1,000
1,001 to 5,000
21%

19%

5,001 to 25,000
25,001 to 75,000
More than 75,000

24%

Pie Chart 4 reports the industry focus of respondents’ organizations. This chart identifies financial
services (18 percent of respondents) as the largest segment, followed by industrial/manufacturing
and services, both at 12 percent of respondents.
Pie Chart 4. Primary industry focus
3%
2%2%
3%
4%

18%

4%
5%
12%
7%

9%

12%
9%

11%
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Table 2 reports the sample size for the countries that participated in this survey. Respondents
from 31 different countries participated in this research.
Table 2. Countries represented
United States
Germany
United Kingdom
Brazil
Canada
India
Australia
Japan
Mexico
Korea
Argentina
France
Italy
Spain
Taiwan
Netherlands
Colombia
Chile
Hong Kong
Panama
Peru
Turkey
Saudi Arabia
Ecuador
Denmark
Singapore
United Arab Emirates
Switzerland
New Zealand
South Africa
Costa Rica
Total
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Consolidated
501
364
363
350
77
74
71
69
65
56
53
50
49
46
44
39
37
33
27
27
23
23
20
19
18
18
17
15
14
10
8
2,580
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Part 4. Caveats to this study
There are inherent limitations to survey research that need to be carefully considered before
drawing inferences from findings. The following items are specific limitations that are germane to
most Web-based surveys.
!

!

!

Non-response bias: The current findings are based on a sample of survey returns. We sent
surveys to a representative sample of individuals, resulting in a large number of usable
returned responses. Despite non-response tests, it is always possible that individuals who did
not participate are substantially different in terms of underlying beliefs from those who
completed the instrument.
Sampling-frame bias: The accuracy is based on contact information and the degree to which
the list is representative of individuals who are IT or IT security practitioners. We also
acknowledge that the results may be biased by external events such as media coverage.
Finally, because we used a Web-based collection method, it is possible that non-Web
responses by mailed survey or telephone call would result in a different pattern of findings.
Self-reported results: The quality of survey research is based on the integrity of confidential
responses received from subjects. While certain checks and balances can be incorporated
into the survey process, there is always the possibility that a subject did not provide accurate
responses.
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Appendix: Detailed Survey Results
The following tables provide the frequency or percentage frequency of responses to all survey
questions contained in this study. All survey responses were captured from May 2016 through
June 2016.
Survey response
Total sampling frame
Total returns
Rejected or screened surveys
Final sample
Number of countries represented
Response rate
Sample weights

Consolidated
78,870
2,896
316
2,580
31
3.3%
1.00

Part 1. Screening
S1. What best describes your level of involvement in providing end-users access to
information resources in your organization?
None (stop)
Low
Moderate
Significant
Very significant
Total

Consolidated
0%
17%
25%
31%
28%
100%

S2. What best describes your role in providing end-users access to information
resources in your organization? Please check all that apply.
Respond to access requests
Support the delivery of access
Support the enforcement of access policies
Responsible for review and certification of access compliance
Install technologies relating to access rights management
Other (please specify)
None of the above (stop)
Total

Consolidated
58%
45%
40%
33%
38%
3%
0%
216%
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Part 2. Attributions about identity governance and access management
Q1. Please rate your opinion using the agreement scale provided below each
statement. % Strongly Agree and Agree responses combined.
Q1a. In my organization, access management policies are in-place and are strictly
enforced.
Q1b. In my organization, we have the necessary resources to manage and govern
end-user access to information resources.
Q1c. The function responsible for providing end-users with access to information
resources is quick to respond to changes within my organization (such as terminations
or role changes).
Q1d. Senior leaders in my organization prefer each business function to determine
what access privileges are required for a given user’s role and function.
Q1e. In my organization, IT security is viewed as a bottleneck in the process for
assigning and managing access rights to users.
Q1f. Employees in my organization are frustrated with the current process for
assigning and managing access rights.
Q1g. My organization is more concerned about unauthorized access by insiders than
external attackers.
Q1h. A single-factor authentication approach, including username and password, can
no longer effectively protect unauthorized access to information resources.
Q1i. It is not possible to have an authentication process that is also convenient for
users.
Q1j. My organization is unable to establish one unified access management approach
for different classes of users (e.g., employees, contractors, partners, customers and
consumers).
Q1k. Multi-factor authentication is effective at reducing risks posed by external
attackers.
Q1l. Multi-factor authentication is effective at reducing risks posed by negligent or
malicious insiders.
Q1m. Complex passwords alone are effective at reducing risks posed by external
attackers.
Q1n. Complex passwords alone are effective at reducing risks posed by negligent or
malicious insiders.
Part 3. Current identity governance and access management practices
Q2. Following is a list of access-related technologies that may be used in your
organization. Indicate the level of importance of each technology for meeting identity
governance and access management requirements. % Very Important and Important
responses combined.
Access policy automation
Access policy automation for cloud services
Access request system
Access review and certification systems
Behavioral monitoring and surveillance
Biometric authentication
Enterprise role lifecycle management
Identity and access management
Multi-factor authentication
Password management
Privileged user management
Security information and event management
Single sign-on
Threat management systems
User provisioning system
Other (please specify)
Average
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Consolidated
45%
42%
41%
59%
62%
57%
44%
75%
46%
52%
50%
54%
42%
42%

Consolidated
39%
38%
67%
40%
49%
60%
50%
69%
69%
48%
53%
41%
54%
54%
48%
3%
49%
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Q3. % Essential and Very Important responses combined.
Q3a. How important is the integration of machine learning within identity governance
solutions?
Q3b. How important is scale-up capacity (scalability) to achieving an effective identity
governance process?
Q3c. How important is compliance with leading standards or guidelines to achieving an
effective identity governance process (e.g. PCI, FERC/NERC, SOX, GLBA, FISMA,
ITAR, MAR, HIPAA/HITECH, FFIEC, BASEL II, state & country-level privacy
regulations, etc.)?
Q3d. How important is a unified process for governing access for all stakeholders
(e.g., employees, contractors, business partners, customers, consumers, etc.)?
Q4a. Approximately, how many internal users (such as employees) does your identity
governance and access management process support?
Less than 1,000
1,001 to 5,000
5,001 to 10,000
10,001 to 25,000
25,001 to 50,000
50,001 to 100,000
More than 100,000
Total
Extrapolated value
Q4b. Approximately, how many external users (such as contractors, vendors, business
partners, customers and consumers) does your access management process
support?
Less than 1,000
1,000 to 10,000
10,001 to 50,000
50,001 to 100,000
100,001 to 1.00,000
More than 1,000,000
Total
Extrapolated value

Consolidated
64%
63%

63%
58%

Consolidated
21%
24%
26%
16%
9%
3%
2%
100%
13,005

Consolidated
5%
10%
33%
31%
12%
8%
100%
191,361

Q5. Do you classify information and apply access controls based on that
classification?
Yes
No
Unsure
Total

Consolidated
48%
45%
7%
100%

Q6a. What sensitive or confidential information do you consider to be most at risk in
your organization due to the lack of proper access control? (please select the top two)
Customer information
Consumer information
Employee information
Financial information
Non-financial business information
Intellectual property (including trade secrets)
Total

Consolidated
64%
24%
47%
15%
20%
31%
200%
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Q6b. What type of data do you consider to be most at risk in your organization due to
the lack of proper access control?
Structured data
Semi-structured data
Unstructured data
Total

Consolidated
22%
19%
60%
100%

Q6c. What systems and endpoints do you consider to be most at risk in your
organization due to the lack of proper access control? (Please select the top two)
Mainframes
Applications
Servers
Desktops & terminals
Laptops
Mobile devices (tablets and smartphones)
Removable media (USB memory stick, DVD)
Other (please specify)
Total

Consolidated
2%
63%
22%
27%
27%
41%
16%
2%
200%

Q7a. Does your organization operate access governance controls in the mainframe
environment?
Yes
No
We don’t utilize a mainframe IT infrastructure
Total

Consolidated
31%
52%
17%
100%

Q7b. If yes, are these controls and procedures aligned with access management
controls at the network and device layers?
Yes
No
Unsure
Total

Consolidated
48%
48%
4%
100%

Q8. Do end-users in your organization have more access than is required to do their
job?
Yes, very often
Yes. often
Yes, sometimes
Yes, rarely
No chance
Total

Consolidated
30%
27%
25%
14%
4%
100%

Q9. How is access to information resources granted to end-users?
On a project or ad hoc basis
Based on title or position
Based on job function
Based on the employee’s department
No systematic approach or process for granting access rights exist
Total

Consolidated
10%
20%
35%
13%
22%
100%
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Q10. Who is most responsible for making the decision to grant an end-user access to
information resources?
Q10a. In the on-premise environment:
Application owners
Compliance / audit
Finance & accounting
Human resource
Information security
IT operations
Legal / office of general counsel
Lines of business (LOB)
No one function / shared responsibility
Other (please specify)
Total

Consolidated
10%
8%
1%
4%
17%
22%
3%
17%
17%
1%
100%

Q10b. In the cloud environment
Application owners
Compliance / audit
Finance & accounting
Human resource
Information security
IT operations
Legal / office of general counsel
Lines of business (LOB)
No one function / shared responsibility
Other (please specify)
Total

Consolidated
21%
2%
0%
4%
15%
11%
3%
29%
14%
1%
100%

Q11a. What processes are used for granting user access to information resources:
(Please select the top two)
Manual process (i.e. email or phone)
Homegrown access request systems
Commercial off- the-shelf automated solutions
IT Help Desk
An “ad hoc” process
Determined by well-defined policies that are centrally controlled by corporate IT
Determined by well-defined policies that are controlled by business or application
owners
Unsure
Other (please specify)
Total

Consolidated
34%
41%
51%
11%
17%
21%
20%
4%
0%
200%

Q11b. What processes are used to review and certify user access? (Please select all
that apply)
Manual process (i.e. email, spreadsheets)
Homegrown access certification system
Commercial off-the-shelf access certification system
Unsure
Other (please specify)
Total

Consolidated
36%
47%
49%
3%
1%
136%

Q12a. Does your organization use job or functional roles to make the determination for
what access is appropriate?
Yes
No
Total

Consolidated
61%
39%
100%
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Q12b. If yes, is there a regular process to review the definitions of these roles and who
has them?
Yes
No
Total

Consolidated
52%
48%
100%

Q13. Are changes to access validated or checked?
Yes
No
Unsure
Total

Consolidated
53%
46%
1%
100%

Q14. How do you detect the sharing of system administration access rights or root
level access rights by privileged users? (Please select one top choice)
Technology-based identity and access controls
Manually-based identity and access controls
A combination of technology and manually-based identity and access controls
Access to sensitive or confidential information is not really controlled
We are unable to detect
Total

Consolidated
37%
24%
19%
11%
9%
100%

Q15. What are the most difficult access policies to implement? Please select the three
most difficult access policies from the list below.
Assigning access based on job function or responsibilities
Revoking or changing access privileges as needed when an employee’s job or
function changes or their relationship with the organization is terminated
Enforcing access policies in a consistent fashion across all information resources in
the organization
Monitoring and managing privileged users’ access (system administration, root level
access)
Enforcing segregation of duties requirements
Providing evidence of compliance with regulations and industry mandates
Understanding user entitlements that are out of scope for a particular role or that
violate a policy
Checking requests for access against security policies before access is approved and
assigned
Total
Q16a. How confident are you that user access is fully compliant with identity
governance policies?
Very confident
Confident
Somewhat confident
Not confident
No confidence
Total
Q16b. If not confident or no confidence, please select one reason.
We can’t create a unified view of user access across the enterprise
We only have visibility into user account information but not entitlement information
We can’t apply controls that need to span across information resources
We can’t keep up with the changes occurring to our organization’s information
resources (on-boarding, off- boarding and outsourcing for management)
Total
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Consolidated
22%
52%
56%
32%
26%
48%
44%
20%
300%

Consolidated
18%
20%
18%
25%
19%
100%
Consolidated
19%
20%
24%
38%
100%
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Q17. What are the critical success factors for achieving effective identity governance
and access management across the enterprise? (Please select the top three)
Senior level executive support
Ample budget
Identity and access management technologies
Well understood access policies and procedures
Accountability for governing user access owned by the business
Access rights assigned based on job function and responsibilities
Compliance controls consistently applied across the enterprise
Ability to automatically remediate access policy violations
Monitoring access inactivity to determine if access should be revoked
Audits by an independent third-party
Other (please specify)
Total
Part 4. Perceived problems & remedies
Q18. What are the key problems your organization faces in delivering access to endusers within your organization? (Please select your top three)
Takes too long to deliver access to users (not meeting our SLAs with the business)
Too expensive
Too many IT resources required
Can’t apply access policy controls at time of change request
Delivery of access to users is staggered (not delivered at the same time)
Cannot keep pace with the number of access change requests that come in on a
regular basis
Lack of a consistent approval process for access and a way to handle exceptions
Difficult to audit and validate access changes
Burdensome process for business users requesting access
No common language exists for how access is requested that will work for both IT and
the business
Other (please specify)
Total
Q20. What do you think are the key problems in enforcing identity governance and
access management policies? (Please check all that apply)
With so many information resources, it is difficult to keep pace with all the entitlement
changes
Business units often do not know what access to request
IT operations find it difficult to map access privileges to roles
Manual access processes make it easy to circumvent procedures or policies
We can’t automate our access control policies across all information resources
There is no accountability for who makes access rights decisions
We do not have the resources to monitor and enforce compliance with access policy
We do not have sufficient budget
We do not have the skilled staff
Other (please specify)
Total

Ponemon Institute: Private & Confidential Report

Consolidated
21%
44%
48%
32%
43%
39%
25%
17%
16%
13%
1%
300%

Consolidated
37%
22%
28%
30%
18%
43%
18%
39%
44%
20%
1%
300%

Consolidated
61%
49%
49%
44%
53%
50%
47%
41%
59%
3%
456%
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Q21. In your opinion, how will each of the following situations affect your organization’s
state of identity governance and access management? Please use the scale provided
below each item from very significant impact to no impact. % Very Significant and
Significant responses combined.
Q21a. Increasing number of regulations and industry mandates
Q21b. Migration to the cloud ecosystem
Q21c. Expanding use of mobile devices (including BYOD)
Q21d. Expanding use of virtualization technologies
Q21e. The constant turnover (ebb and flow) of users
Q21f. Availability of automated identity governance and access management
technologies
Q21g. Constant changes to the organization as a result of mergers and acquisitions,
divestitures, reorganizations and downsizing
Q21h. Changing cyber threat landscape
Q21i. Emergence of the Internet of Things (IoT)

Consolidated
55%
66%
58%
38%
43%
40%
45%
63%
49%

Q22. How will IoT affect the complexity of access management?
Increase complexity
No change in complexity
Decrease complexity
Total

Consolidated
66%
30%
4%
100%

Q23. How confident are you that your organization is ready to manage access in the
IoT?
Very confident
Confident
Somewhat confident
Not confident
No confidence
Total

Consolidated
17%
21%
25%
20%
17%
100%

Q24. Did migration to Mobile First and mobile platforms impact your organization’s
approach to access management?
Yes, very significant impact
Yes, significant impact
Yes, small impact
No impact
Total

Consolidated
41%
37%
11%
11%
100%

Part 5. Your role
D1. What organizational level best describes your current position?
Senior Executive
Vice President
Director
Manager
Supervisor
Technician
Staff/Associate
Contractor
Total

Consolidated
1%
2%
16%
21%
15%
31%
12%
1%
100%
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D2. Check the Primary Person you or your IT supervisor or manager reports to within
the organization.
CEO/Executive Committee
Chief Financial Officer
General Counsel
Chief Information Officer
Compliance Officer
Human Resources VP
Chief Security Officer
Chief Information Security Officer
Chief Risk Officer
Total

Consolidated
2%
1%
2%
60%
10%
0%
3%
18%
4%
100%

D3. What is the worldwide headcount of your organization?
Less than 500
500 to 1,000
1,001 to 5,000
5,001 to 25,000
25,001 to 75,000
More than 75,000
Total

Consolidated
17%
21%
24%
19%
14%
5%
100%

D4. What industry best describes your organization’s industry focus?
Agriculture & food services
Communications
Consumer products
Defense & aerospace
Energy & utilities
Education & research
Entertainment & media
Financial services
Health & pharmaceutical
Hospitality
Industrial/manufacturing
Public sector
Retail
Services
Technology & software
Transportation
Other (please specify)
Total

Consolidated
1%
2%
4%
0%
5%
2%
1%
18%
9%
4%
12%
11%
7%
12%
9%
3%
1%
100%

Ponemon Institute: Private & Confidential Report

32

31 countries represented
Argentina
Australia
Brazil
Canada
Chile
Colombia
Costa Rica
Denmark
Ecuador
France
Germany
Hong Kong
India
Italy
Japan
Korea
Mexico
Netherlands
New Zealand
Panama
Peru
Saudi Arabia
Singapore
South Africa
Spain
Switzerland
Taiwan
Turkey
United Arab Emirates
United Kingdom
United States
Total
Count

Consolidated
53
71
350
77
33
37
8
18
19
50
364
27
74
49
69
56
65
39
14
27
23
20
18
10
46
15
44
23
17
363
501
2,580
31

Please contact research@ponemon.org or call us at 800.877.3118 if you have any questions.

Ponemon Institute
Advancing Responsible Information Management
Ponemon Institute is dedicated to independent research and education that advances responsible
information and privacy management practices within business and government. Our mission is to conduct
high quality, empirical studies on critical issues affecting the management and security of sensitive
information about people and organizations.
As a member of the Council of American Survey Research Organizations (CASRO), we uphold strict
data confidentiality, privacy and ethical research standards. We do not collect any personally identifiable
information from individuals (or company identifiable information in our business research). Furthermore, we
have strict quality standards to ensure that subjects are not asked extraneous, irrelevant or improper
questions.
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