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About This Guide

This guide explains how to install, configure, and manage the Identity Manager Driver for
SharePoint.

+ Chapter 1, “Understanding the SharePoint Driver,” on page 9

+ Chapter 2, “Preparing SharePoint,” on page 15

+ Chapter 3, “Creating a New Driver,” on page 19

+ Chapter 4, “Upgrading an Existing Driver,” on page 29

+ Chapter 5, “Managing the Driver,” on page 31

+ Chapter 6, “Troubleshooting,” on page 33

+ Appendix A, “Driver Properties,” on page 35

+ Appendix B, “Trace Levels,” on page 41

Audience

This guide is intended for SharePoint administrators, Novell eDirectory administrators, and others
who implement the Identity Manager driver for SharePoint.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentation/feedback.html and enter your
comments there.

Documentation Updates

For the most recent version of this document, see the Novell Identity Manager Drivers
Documentation Web site (http://www.novell.com/documentation/idm401drivers/index.html).

Additional Documentation

For documentation on using Identity Manager and the other Identity Manager drivers, see the
Identity Manager Documentation Web site (http://www.novell.com/documentation/idm401).

About This Guide
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Understanding the SharePoint
Driver

This section contains high-level information about how the SharePoint driver functions.

*

Section 1.1, “Key Terms,” on page 9

*

Section 1.2, “SharePoint Differs from Other Drivers,” on page 11

*

Section 1.3, “Data Transfers between Systems,” on page 11

*

Section 1.4, “Key Driver Features,” on page 11

*

Section 1.5, “Driver Packages,” on page 12

1.1 Key Terms

+ Section 1.1.1, “Identity Manager,” on page 9

+ Section 1.1.2, “Connected System,” on page 9

+ Section 1.1.3, “Identity Vault,” on page 9

+ Section 1.1.4, “Metadirectory Engine,” on page 10
+ Section 1.1.5, “SharePoint Driver,” on page 10

+ Section 1.1.6, “.NET Driver Shim,” on page 10

+ Section 1.1.7, “.NET Remote Loader,” on page 10

1.1.1 Identity Manager

Novell Identity Manager is a service that synchronizes data among servers in a set of connected
systems by using a robust set of configurable policies. Identity Manager uses the Identity Vault to
store shared information, and uses the Metadirectory engine for policy-based management of the
information as it changes in the vault or connected system. Identity Manager runs on the server
where the Identity Vault and the Metadirectory engine are located.

1.1.2 Connected System

A connected system is any system that can share data with Identity Manager through a driver.
SharePoint is a connected system.

1.1.3 Identity Vault

The Identity Vault is a persistent database powered by eDirectory and used by Identity Manager to
hold data for synchronization with a connected system. The vault can be viewed narrowly as a
private data store for Identity Manager or more broadly as a metadirectory that holds enterprise-
wide data. Data in the vault is available to any protocol supported by eDirectory, including NCP (the
traditional protocol used by iManager), LDAP, and DSML.
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Because the vault is powered by eDirectory, Identity Manager can be easily integrated into your
corporate directory infrastructure by using your existing directory tree as the vault.

1.1.4 Metadirectory Engine

The Metadirectory engine is the core server that implements the event management and policies of
Identity Manager. The engine runs on the Java Virtual Machine in eDirectory.

1.1.5 SharePoint Driver

The SharePoint driver for Novell Identity Manager enables user and group membership events to be
synchronized between the Identity Vault and a SharePoint 2007 or SharePoint 2010 site collection.
A single driver can process these events for a single site collection, which maintains user and group
membership information for one or more SharePoint sites.

The SharePoint driver includes both Subscriber and Publisher channels. A Subscriber channel
synchronizes events from ldentity Vault to SharePoint, and a Publisher channel synchronizes events
from SharePoint to the Identity Vault. By using the driver filter, you can configure the SharePoint
driver to either use the subscriber channel or the Publisher channel, or both. SharePoint account
creation, removal, and group assignments can be entitlement-based, and can be triggered from role
assignments that grant or revoke entitlements. They can also be granted and revoked in other ways,
depending on the driver policy.

1.1.6 .NET Driver Shim

A driver shim is the component of a driver that converts the XML-based Identity Manager command
and event language (XDS) to the protocols and API calls needed to interact with a connected
system. The shim is called to execute commands on the connected system after the Output
Transformation runs. Commands are usually generated on the Subscriber channel but can be
generated by command write-back on the Publisher channel.

The shim also generates events from the connected system for the Input Transformation policy. The
SharePoint driver shim is implemented in C# and uses the .NET framework API for SharePoint
access. The SharePoint driver shim is implemented as a Windows .NET DLL file named
DXMLSharepointDriver.dll.

The SharePoint driver must be loaded and run by the .NET Remote Loader. Unlike most other
Identity Manager drivers, the SharePoint driver cannot be loaded and run directly by the
Metadirectory engine.

1.1.7 .NET Remote Loader

A Remote Loader enables a driver shim to execute from a remote machine where the Metadirectory
engine is not installed. A Remote Loader is typically used when the driver shim requirement are not
met by the Identity Manager server. Because the SharePoint driver shim relies on the SharePoint
.NET APIs that are only available on the SharePoint server, the SharePoint driver shim must be
loaded and run from the .NET Remote Loader on the SharePoint server.

The .NET Remote Loader is a service that executes the driver shim and passes information between
the shim and the Metadirectory engine. When you use a .NET Remote Loader, you install the driver
shim on the server where the .NET Remote Loader is running, not on the server where the
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Metadirectory engine is running. You can choose to use SSL to encrypt the connection between the
Metadirectory engine and the .NET Remote Loader. For more information, see “Installing the
Remote Loader” in the Identity Manager 4.0.1 Framework Installation Guide.

When you use the Remote Loader with the SharePoint driver shim, a connection exists between the
Metadirectory engine and the Remote Loader. The SharePoint driver shim uses local SharePoint
.NET APIs to communicate directly with the SharePoint service.

1.2 SharePoint Differs from Other Drivers

Unlike most other drivers, the SharePoint driver cannot be loaded directly by the Identity Manager
engine. It can only be run from the .NET Remote Loader that has been created specifically for use
with the SharePoint driver. The .NET Remote Loader and the SharePoint driver shim must be
installed directly on the SharePoint server.

The SharePoint server that you install the the .NET Remote Loader and driver shim on must have
access to the SharePoint site collection for the SharePoint driver to work.

Any Identity Manager installation that can make a network connection (TCP/IP) to the SharePoint
server can then load the SharePoint driver through the .NET Remote Loader.

1.3 Data Transfers between Systems

Data flows between SharePoint and the Identity Vault by using the Publisher and Subscriber
channels.

The Publisher channel does the following:

+ Wiatches for changes to SharePoint users and groups.
+ Synchronizes SharePoint user and group changes with the Identity Vault.

The Subscriber channel does the following:

+ Watches for changes to the Identity Vault users and groups.
+ Synchronizes Identity Vault user and groups changes with SharePoint.

You can configure the driver so that Identity Vault is allowed to update a specific attribute. In this
configuration, the most recent change determines the attribute value, except in the case of merge
operations that are controlled by the filters and merge authority.

1.4 Key Driver Features

The sections below contain a list of the key driver features.

¢ Section 1.4.1, “Local Platforms,” on page 11
¢ Section 1.4.2, “Remote Platforms,” on page 12
+ Section 1.4.3, “Entitlements,” on page 12

1.4.1 Local Platforms

The SharePoint driver does not run locally.

Understanding the SharePoint Driver
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1.4.2 Remote Platforms

The SharePoint driver uses the .NET Remote Loader service to run on a Windows SharePoint server
other than the Metadirectory server. The Remote Loader service for the SharePoint driver can be
installed on Windows Server 2003 SP2 (32-bit), Windows Server 2008 (32-bit and 64-bit), and
Windows Server 2008 R2 (64-bit).

For additional information about system requirements, refer to the Identity Manager 4.0.1
Framework Installation Guide and the Identity Manager 4.0.1 Integrated Installation Guide.

1.4.3 Entitlements

The SharePoint driver implements entitlements.

Entitlements make it easier to integrate Identity Manager with the Identity Manager User
Application and Role-Based Services in eDirectory. In the User Application, an action such as
provisioning an account in SharePoint is delayed until the proper approvals have been made. In
Role-Based Services, rights assignments are made based on attributes of a user object and not by
regular group membership. Both of these services offer a challenge to Identity Manager because it is
not obvious from the attributes of an object whether an approval has been granted or the user
matches a role. Entitlements standardize a method of recording this information on objects in the
Identity Vault.

From the driver perspective, an entitlement grants or revokes the right to something in SharePoint.
You can use entitlements to grant the right to an account in SharePoint or to control group
membership. The driver is unaware of the User Application or Role-Based Entitlements. It depends
on the User Application server or the Entitlements driver to grant or revoke the entitlement for a user
based upon its own rules.

You should enable entitlements for the driver only if you plan to use the User Application or Role-
Based Entitlements with the driver. For more information about entitlements, see the Identity
Manager 4.0.1 Entitlements Guide.

The driver can be configured without using entitlements. In these scenarios, Active Directory could
be the authoritative source for both users and group membership. After the Active Directory driver
synchronizes identities and group membership from Active Directory into the Identity Vault, the
SharePoint driver synchronizes them from the Identity Vault into SharePoint.

1.5 Driver Packages

The SharePoint driver is created in Designer using packages. The packages create a driver with a set
of policies and rules suitable for synchronizing with SharePoint. If your requirements for the driver
are different from the default policies, you need to modify the default policies to do what you want.
Pay close attention to the default matching policies. The data that you trust to match users usually is
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different from the default. The policies themselves are commented and you can gain a greater
understanding of what they do by importing a test driver and reviewing the policies with Designer or
iManager.

+ Section 1.5.1, “Data Flow,” on page 13

1.5.1 Data Flow

Data flow between SharePoint and the Identity Vault is controlled by the filters, mappings, and
policies that are in place for the SharePoint driver.

+ “Filters” on page 13
+ “Schema Mapping” on page 13
Filters

The driver filter determines which classes and attributes are synchronized between SharePoint and
the Identity Vault, and in which direction synchronization takes place.

Schema Mapping

Table 1-1 and Table 1-2 list Identity Vault user and group attributes that are mapped to SharePoint
user and group attributes.

The mappings listed in the tables are default mappings. You can remap same-type attributes.

+ Table 1-1, “Mapped User Attributes,” on page 13
+ Table 1-2, “Mapped Group Attributes,” on page 13

Table 1-1 Mapped User Attributes

eDirectory - User SharePoint - SPuser
Full Name Name
DirXML-ADAliasName LoginName
Description Notes

Internet EMail Address Email

The DirXML-ADAIliasName is provided to the SharePoint driver by the Active Directory driver.
This attribute is used as the LoginName for the SharePoint system.

Table 1-2 Mapped Group Attributes

eDirectory - Group SharePoint - SPGroup
Member Users
CN Name

Understanding the SharePoint Driver
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eDirectory - Group SharePoint - SPGroup

Description Description

Owner Owner
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Preparing SharePoint

In this section:

*

*

*

Section 2.1, “Prerequisites,” on page 15
Section 2.2, “Installing the .NET Remote Loader and the SharePoint Driver,” on page 15
Section 2.3, “Configuring and Running the SharePoint Driver,” on page 16

2.1 Prerequisites

Q

(M)

Read the Novell Identity Manager 4.0.1 prerequisites, as listed in “System Requirements” in
the Identity Manager 4.0.1 Framework Installation Guide and the Identity Manager 4.0.1
Integrated Installation Guide.

Microsoft .NET Framework version 3.0 or 3.5 or 3.5.1.

Windows Server 2003 SP2 (32-bit), Windows Server 2008 (32-bit and 64-bit), or Windows
Server 2008 R2 (64-bit).

SharePoint Server 2007 or SharePoint Server 2010 on the same machine where the SharePoint
driver needs to be installed.

Active Directory driver.

The machine where you are installing the SharePoint driver is a member of the Active
Directory domain that is connected to the Identity Manager through Active Directory driver.
The SharePoint driver must be connected to the same Identity Vault as the Active Directory
driver. The drivers can be in different driver sets, but they must be in the same Identity Vault.

2.2 Installing the .NET Remote Loader and the
SharePoint Driver

The .NET Remote Loader can be installed through the Identity Manager integrated installer or the
framework installer.

+ Section 2.2.1, “Using the Identity Manager 4.0.1 Integrated Installer,” on page 15
¢ Section 2.2.2, “Using the Identity Manager 4.0.1 Framework Installer,” on page 16

2.2.1 Using the Identity Manager 4.0.1 Integrated Installer

To install the .NET Remote Loader and the SharePoint driver:

1 Run install.exe from the Identity Manager integrated installer installation folder.

See “Installation” in the Identity Manager 4.0.1 Integrated Installation Guide.

2 Accept the license agreement and click Next.
3 Select Metadirectory Server, select the Customize the selected components check box, then

click Next.

4 Select NET Remote Loader Service and click Next.

Preparing SharePoint
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When you select the NET Remote Loader, the installer automatically installs the SharePoint
driver.

5 Select the .NET Remote Loader installation directory on your system.
By default the installation directory is C:\novel I\identitymanager\.
6 Review the Summary page, then click Install to complete the installation.

2.2.2 Using the Identity Manager 4.0.1 Framework Installer

To install .NET Remote Loader and SharePoint driver:

1 Run install.exe from the Identity Manager framework installer installation folder.
2 Accept the license agreement and click Next.
3 Select Novell Identity Manager Connected System Server ((NET).

When you select the NET Remote Loader, the installer automatically installs the SharePoint
driver.

4 Select the .NET Remote Loader installation directory on your system and continue the
installation.

2.3 Configuring and Running the SharePoint
Driver

You can configure the SharePoint Driver in two ways:

¢ Section 2.3.1, “Using the Command Line,” on page 16
+ Section 2.3.2, “Using the .NET Remote Loader Graphical Interface,” on page 17

2.3.1 Using the Command Line

1 Open a command prompt.
2 Change to the installation directory of the NET Remote Loader.

3 Edit the sharepoint-conf.txt sample configuration file from the .NET Remote Loader
directory.

The command line options of .NET Remote Loader are same as the conventional Remote
Loader. Detailed options can be seen by running remoteloader .exe without passing any
parameters, which opens an HTML help page. For detailed command line options, see the
“Remote Loader Options” in the Identity Manager 4.0.1 Remote Loader Guide.

4 Run the remoteloader.exe -config <configFile> -sp command to set the Remote
Loader and the driver passwords.

The SharePoint driver can be created as an application or service. For creating it as an
application or service, you need to set the Remote Loader and the driver passwords.

Running remoteloader .exe initializes the Icache. It might take a while before the password
is requested.

Icache is required for auditing purpose.

16 Identity Manager 4.0.1 Driver for SharePoint Implementation Guide



5 Start this SharePoint instance as an application or service.
+ As an application:
1. Run the following command:
remoteloader.exe -config <configFile>

The trace is started in the same command window. If you close the command
window, the driver stops.

2. To stop the SharePoint application instance, enter Ctrl + C.
+ As aservice:
1. Run the following command:
remoteloader.exe -config <configFile> -service
This starts the .NET Remote Loader service and opens a trace window.
2. To stop the SharePoint driver service, go to Services, then stop the service.

For more information on the Remote Loader, refer to the Identity Manager 4.0.1 Remote Loader
Guide (http://www.novell.com/documentation/idm401/idm_remoteloader/data/bookinfo.html).

2.3.2 Using the .NET Remote Loader Graphical Interface

1 Browse to the installation directory of the .NET Remote Loader and run rlconsole.exe to
open the GUI console. The .NET Remote Loader GUI is similar to the traditional Remote
Loader GUI.

2 Click Add, then specify the parameters in the page that displays.

3 To configure the SharePoint driver as an application, deselect the Establish a Remote Loader
service for this driver instance option.

The SharePoint driver can be configured as an application or as a service.

4 Click OK. A prompt appears asking you if you want to start the DirXML Remote Loader. You
can start the driver now or later.

When the driver is started, a trace window opens.

Preparing SharePoint
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Creating a New Driver

After the SharePoint driver files are installed on the server where you want to run the driver, you can
create the driver in the Identity Vault. You do so by installing the driver packages or importing the
basic driver configuration file and then modifying the driver configuration to suit your environment.
The following sections provide instructions:

+ Section 3.1, “Creating the Driver in Designer,” on page 19

+ Section 3.2, “Creating the Driver in iManager,” on page 24

+ Section 3.3, “Activating the Driver,” on page 28

3.1 Creating the Driver in Designer

You create the SharePoint driver by installing the driver packages and then modifying the
configuration to suit your environment. After you create and configure the driver, you need to
deploy it to the Identity Vault and start it.

+ Section 3.1.1, “Importing the Current Driver Packages,” on page 19

*

Section 3.1.2, “Installing the Driver Packages,” on page 20

*

Section 3.1.3, “Configuring the Driver,” on page 23

*

Section 3.1.4, “Deploying the Driver,” on page 23

*

Section 3.1.5, “Starting the Driver,” on page 24

3.1.1 Importing the Current Driver Packages

The driver packages contain the items required to create a driver, such as policies, entitlements,
filters, and Schema Mapping policies. These packages are only available in Designer and can be
updated after they are initially installed. You must have the most current version of the packages in
the Package Catalog before you can create a new driver object.

To verify that you have the most recent version of the driver packages in the Package Catalog:

1 Open Designer.
2 In the toolbar, click Help > Check for Package Updates.
3 Click OK to update the packages
or
Click OK if the packages are up-to-date.
4 In the Outline view, right-click the Package Catalog.
5 Click Import Package.

Creating a New Driver
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6 Select any SharePoint driver packages
or
Click Select All to import all of the packages displayed.

By default, only the base packages are displayed. Deselect Show Base Packages Only to
display all packages.

7 Click OK to import the selected packages, then click OK in the successfully imported packages
message.

8 After the current packages are imported, continue with Section 3.1.2, “Installing the Driver
Packages,” on page 20.

3.1.2 Installing the Driver Packages

1 In Designer, open your project.

2 From the Palette, drag-and-drop the SharePoint driver to the desired driver set in the Modeler.
The SharePoint driver is under the Enterprise category in the Palette.

3 Select SharePoint Base, then click Next.

4 Select the optional features to install for the SharePoint driver. The options are:

Default Configuration: This package contains the default configuration information for the
SharePoint driver. Always leave this option selected.

Entitlements: Verify that this option is selected to use the predefined entitlements for account
management. For more information, see Identity Manager 4.0.1 Entitlements Guide.

5 Click Next.

6 (Conditional) If there are package dependencies for the packages you selected to install, you
must install them to install the selected package. Click OK to install the package dependencies
listed.
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e Package Dependencies g|

@ The following operations must also be performed to complete the requested operation
for package 'SharePaoint Base',

Select Ok o accept the required operations.

Operation Marme Wersion Package Type
Instal SF Common Settings 1.0.0 Driver Set
[ o5 l [ Cancel ]

7 (Conditional) If more than one type of package dependency must be installed, you are
presented with these packages separately. Continue to click OK to install any additional
package dependencies.

e Package Dependencies @

@ The following operations must also be performed to complete the requested operation
for package 'SharePaoint Entilements’.

Select Ok to accept the required operations.

Operation Marme Wersion Package Type
Instal 28 Advanced Java Class 1.0.0 Diriver Set
[ o5 l ’ Cancel ]

8 (Conditional) The Common Settings page is only displayed if the Common Settings package is
installed as a dependency. On the Install Common Settings page, fill in the following fields:

User Container: Select the Identity Vault container where SharePoint users will be added if
they don’t already exist in the vault. This value becomes the default for all drivers in the driver
set.

If you want a unique location for this driver, set the value for all drivers on this page. After the
driver is created, change the value on the driver’s Global Configuration Values page.

Group Container: Select the Identity Vault container where SharePoint groups will be added
if they don’t already exist in the vault. This value becomes the default for all drivers in the
driver set.

If you want a unique location for this driver, set the value for all drivers on this page. After the
driver is created, change the value on the driver’s Global Configuration Values page.
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9 Click Next.

10 On the Install SharePoint Base page, specify a name for the driver that is unique within the
driver set, then click Next.

11 On the new Install SharePoint Base page, fill in the following fields:

Site Collection Information: Fill in the following fields to define the SharePoint site
collection:

+ User Name: Specify the name of the SharePoint user. The driver shim requires this name
to access the SharePoint site (For example, AD-DOMAIN\username).

+ User Password: Specify the password of the SharePoint user. The driver shim requires
this password to access the SharePoint site.

+ Site Collection URL.: Specify the URL of the top-level SharePoint site collection with
which the shim will interact.

+ AD Domain Name: Specify the Active Directory domain name of the domain used by the
SharePoint site collection. This value is used with the value of the Identity Vault DirXML-
ADAIliasName attribute to construct the SharePoint User LoginName attribute (For
example, AD-DOMAIN and JDoe become AD-DOMAIN\JDoe).

+ AD Driver: Specify the Active Directory driver that synchronizes user to the Active
Directory domain that SharePoint uses for authentication. If a driver is specified here, a
valid association from that driver on the user is a prerequisite to synchronizing the user to
SharePoint. The users synchronizes to Active Directory before synchronizing to
SharePoint.

Publisher Options: Select Show to display the options to configure the Publisher channel.

+ Working Directory: Specify the full path of a directory on the local file system where
publisher state information for the driver can be stored. The driver process must have
write access to the directory.

+ Domain Name: Specify the Active Directory domain name that the SharePoint site
collection is a part of. On most systems, the NETBIOS name is the domain name. The
Publisher channel synchronizes objects only from this domain. To synchronize all the
objects found in the SharePoint site collection that match the Publisher channel filter,
leave this field blank.

+ Polling Interval: Specify the number