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About This Book

This Installation Guide describes how to install Novell eDirectory 8.8. It is intended for network
administrators, and contains the following sections:

¢ Chapter 1, “Installing or Upgrading Novell eDirectory on Linux,” on page 9

¢ Chapter 2, “Installing or Upgrading Novell eDirectory on Solaris,” on page 39

¢ Chapter 3, “Installing or Upgrading Novell eDirectory on AIX,” on page 57

¢ Chapter 4, “Installing or Upgrading Novell eDirectory on Windows,” on page 71

¢ Chapter 5, “Relocating the DIB,” on page 93

¢ Chapter 6, “Upgrade Requirements of eDirectory 8.8,” on page 95

¢ Chapter 7, “Configuring Novell eDirectory on Linux, Solaris, or AIX Systems,” on page 101

¢ Chapter 8, “Migrating to eDirectory 8.8 SP7,” on page 109

¢ Chapter 9, “Migrating eDirectory from NetWare to OES 2 Linux,” on page 113

¢ Chapter 10, “Deploying eDirectory on High Availability Clusters,” on page 117

¢ Chapter 11, “Uninstalling Novell eDirectory,” on page 125

¢ Chapter 12, “Auditing eDirectory Events,” on page 133

¢ Appendix A, “Linux, Solaris, and AIX Packages for Novell eDirectory,” on page 147

¢ Appendix B, “eDirectory Health Checks,” on page 151

¢ Appendix C, “Configuring OpenSLP for eDirectory,” on page 157

Audience

The guide is intended for network administrators.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation and enter your comments there.

Documentation Updates

For the most recent version of the Novell eDirectory 8.8 SP7 Installation Guide, see the Novell
eDirectory online documentation (http://www.novell.com/documentation/edir88/index.html) Web
site.

Additional Documentation

For documentation on managing and administering eDirectory, see the Novell eDirectory 8.8 SP7
Administration Guide (http://www.novell.com/documentation/edir88/edir88/data/a2iii88.html).

About This Book
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Installing or Upgrading Novell eDirectory
on Linux

Use the following information to install or upgrade Novell eDirectory 8.8 on a Linux server:

¢ Section 1.1, “System Requirements,” on page 9

*

*

*

*

*

Section 1.2, “Prerequisites,” on page 11

Section 1.3, “Hardware Requirements,” on page 13

Section 1.4, “Forcing the Backlink Process to Run,” on page 13
Section 1.5, “Upgrading eDirectory,” on page 13

Section 1.6, “Installing eDirectory,” on page 19

System Requirements

You must install eDirectory on one of the following platforms.

For a 32-bit eDirectory installation:

* 32-bit (x86_32)

*

*

*

*

SUSE Linux Enterprise Server (SLES) 11 SP1 and later Support Packs
SLES 10 SP4 and later Support Packs

NOTE: You might get a warning message while installing eDirectory 8.8 SP7 on SLES 10
SP3. Ignore this warning message. For more information, see TID 7005524 (http://
www.novell.com/support/kb/doc.php?id=7005524).

Red Hat Enterprise Linux (RHEL) AP 5.4 and later Support Packs
RHEL 6 AP and its Support Packs

RHEL 6 AP virtualization

Xen (on SLES 10 and SLES 11 and their Support Packs)

VMware ESX

* 64-bit (x86_64)

*

*

*

SLES 11 SP1 and later Support Packs

SLES 10 SP4 and later Support Packs

RHEL AP 5.4 and later Support Packs

RHEL 6 AP and its Support Packs

RHEL 6 AP virtualization

VMware ESX

Xen (on SLES 10 and SLES 11 and their Support Packs)

Installing or Upgrading Novell eDirectory on Linux
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NOTE: eDirectory 8.8 SP7 is supported on SLES 10 XEN virtualization service that runs the
SLES 10 guest OS. The following updates are available at the Novell Update Web site
(https://update.novell.com):

¢ SUSE-Linux-Enterprise-Server-X86_64-10-0-20061011-020434
¢ SLES10-Updates

For registering and updating SUSE Linux Enterprise 10, refer to Registering SUSE Linux
Enterprise with the Novell Customer Center (http://www.suse.com/products/register.html).
After installing the latest update, ensure that the minimum patch level of the installed
update is 3.0.2_09763-0.8.

To determine the version of SUSE Linux you are running, see the /etc/SuSE-release file.

Ensure that the latest glibc patches are applied from Red Hat Errata (http://rhn.redhat.com/errata) on
Red Hat systems. The minimum required version of the glibc library is version 2.1.

For a 64-bit eDirectory installation:

¢ SLES 11 SP1 64-bit and later Support Packs

SLES 10 SP4 64-bit and later Support Packs

¢ RHEL 5 and its Support Packs

¢ RHEL 6 and its Support Packs

¢+ VMware ESX

¢ RHEL virtualization (5.0 and 6.0)

¢ XEN (on SLES 10 and SLES 11 and their Support Packs)

*

NOTE: If you install eDirectory on a SLES 11 SP2 server within a BTRFS filesystem, you may
experience performance issues when performing LDAP operations or using the Novell Import
Conversion Export Utility (ICE). For performance reasons, it is recommended that you use the ext3
filesystem for your eDirectory server.

eDirectory also requires the following;:

¢ A minimum of 512 MB RAM for eDirectory

¢ 162 MB of disk space for the eDirectory server

¢ 30 MB of disk space for the eDirectory administration utilities
¢ 150 MB of disk space for every 50,000 users

¢ Ensure that gettext is installed

NOTE: By default, gettext is not installed. Ensure that you install it before you run nds-install, or
the installer displays messages about it being missing. On SLES, gettext is available in install
CDs.

¢ Ensure that the net-snmp-32bit RPM is installed on 64-bit SLES or OES Linux. The RPM is
available in the SLES 10 64-bit install CD.

¢ If you use ZLM for patch management, apply the hotpatch ZLM6.6.2 HP4 before upgrading to
eDirectory 8.8 SP7. On servers such as Vanilla SLES10 or SLES10 SP1, libredcarpet should be
upgraded to the latest patch level using YaST Online Update.

Novell eDirectory 8.8 SP7 Installation Guide
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1.2

Prerequisites

IMPORTANT: Check the currently installed Novell and Third Party applications to determine if
those products are supported on eDirectory 8.8 before upgrading your existing eDirectory

environment. The prerequisites for other Novell products can be found on the Novell Documentation

site (http://www.novell.com/documentation/). We also recommend you back up an eDirectory
instance before performing any upgrades on that instance.

(3 (Conditional) Novell International Cryptographic Infrastructure (NICI) 2.7 and eDirectory 8.8

support key sizes up to 4096 bits. If you want to use a 4 KB key size, every server must be
upgraded to eDirectory 8.8. In addition, every workstation using the management utilities, for
example, iManager and ConsoleOne, must have NICI 2.7 installed on it.

When you upgrade your Certificate Authority (CA) server to eDirectory 8.8, the key size will not
change but will still be 2 KB. The only way to create a 4 KB key size is recreate the CA on an
eDirectory 8.8 server. In addition, you would have to change the default from 2 KB to 4 KB for
the key size, during the CA creation.

When you install eDirectory, the nds-install utility automatically installs NICI. For more
information about installing eDirectory, see Section 1.6.2, “Using the nds-install Utility to Install
eDirectory Components,” on page 20. However, if you need to install only NICI, and not
eDirectory itself, on a workstation that has the management utilities installed, you must install
NICI manually. For more information about manually installing NICI, see “Installing NICI” on
page 23.

Service Location Protocol (SLP) installed and configured

With eDirectory 8.8, SLP does not get installed as part of the eDirectory installation.
Only a root user can install SLP.

For more information on installing SLP, refer to “Using SLP with eDirectory” on page 19.
The Linux host enabled for multicast routing

To check if the host is enabled for multicast routing, enter the following command:

/bin/netstat -nr

The following entry should be present in the routing table:

224.0.0.0 0.0.0.0

If the entry is not present, log in as root and enter the following command to enable multicast
routing;:

route add -net 224.0.0.0 netmask 240.0.0.0 dev interface

The interface could be a value such as eth(0, hme0, hmel, or hme2, depending on the NIC that is
installed and used.

For more information on multicast and broadcast routes, refer to the OpenSLP Web site (http://
www.openslp.org/doc/html/UsersGuide/Installation.html).

Network server time synchronized
Use Network Time Protocol's (NTP) xntpd to synchronize time across all network servers.
compat-libstdc++ RPM

If the compat-libstdc++ RPM is not present on your host machine, install it. This RPM contains
libstdc++-libc6.1-1.s0.2.

Installing or Upgrading Novell eDirectory on Linux 11
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(J (Conditional) compat-libstdc++-33-3.2.3-61.i386.rpm

If you are installing eDirectory on RHEL 5.4, install compat-libstdc++-33-3.2.3-
61.1386.rpm.

(J compat

If the compat RPM is not present on your machine, install it. This RPM or the ncurses RPM
contains libncurses.so.4.x or libncurses.so.5.x. eDirectory 8.8 supports
libncurses.so.4.x and libncurses.so.5.x.

[ For YaST-based installation, install the java 1_4 2 jre package. This contains libjava.so and
libjvm.so.

O (Conditional) If you are installing a secondary server, all the replicas in the partition that you
install the product on should be in the On state.

(3 (Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, create a container and then partition it. Ensure that you have the following rights:

¢ Supervisor rights to this partition.

¢ All Attributes rights: read, compare, and write rights over the W0.KAP.Security object.
¢ Entry rights: browse rights over Security container object.

¢ All Attributes rights: read and compare rights over Security container object.

[ (Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, ensure that at least one of the servers in the tree has the same or higher eDirectory version
as that of the secondary being added as container admin. In case the secondary being added is of
later version, then the schema needs to be extended by the administrator of the tree before
adding the secondary using container admin.

(J While configuring eDirectory, you must enable SLP services and a NetWare Core Protocol™
(NCP) port (the default is 524) in the firewall to allow the secondary server addition.
Additionally, you can enable the following service ports based on your requirements:

LDAP clear text - 389
¢ LDAP secured - 636

¢ HTTP clear text - 8028
¢ HTTP secured - 8030

In case, if you have enabled user-defined ports, you must mention these ports while configuring
eDirectory.

*

[ Do not set the user-defined ports to 8008 and 8010 while upgrading eDirectory 8.8 SP2 or later
versions to 8.8 SP7. If the ports are set to 8008 or 8010, ndsconfig assumes that the server is a
pre-eDirectory 8.8x server and automatically resets them to 8028 and 8030 respectively.

O During eDirectory upgrade, if SecretStore has not already been configured with the previous
versions, or you do not want to configure SecretStore, use the -m no_ss option with the nds-
install utility.

Configuring Static IP Address

Static IP address must be configured on the server for the eDirectory to perform efficiently.
Configuring eDirectory on the servers with DHCP address can lead to unpredictable results.

12 Novell eDirectory 8.8 SP7 Installation Guide



1.3

1.4

1.5

Hardware Requirements

Hardware requirements depend on the specific implementation of eDirectory. Two factors increase
performance: more cache memory and faster processors. For best results, cache as much of the
Directory Information Base (DIB) Set as the hardware allows.

eDirectory scales well on a single processor. However, Novell eDirectory 8.8 takes advantage of
multiple processors. Adding processors improves performance in some areas — for example, logins
— and having multiple threads active on multiple processors also improves performance. eDirectory
itself is not processor intensive, but it is I/O intensive.

The following table illustrates typical system requirements for eDirectory for Linux:

Objects Processor Memory Hard Disk
100,000 Pentium 111 450-700 MHz (single) 384 MB 144 MB

1 million Pentium 11l 450-700 MHz (dual) 2GB 1.5GB

10 million Pentium 11l 450-700 MHz (2 to 4) 2+ GB 15GB

Requirements for processors might be greater than the table indicates, depending upon additional
services available on the computer as well as the number of authentications, reads, and writes that
the computer is handling. Processes such as encryption and indexing can be processor intensive.

Forcing the Backlink Process to Run

Because the internal eDirectory identifiers change when upgrading to Novell eDirectory, the backlink
process must update backlinked objects for them to be consistent.

Backlinks keep track of external references to objects on other servers. For each external reference on
a server, the backlink process ensures that the real object exists in the correct location and verifies all
backlink attributes on the master of the replica. The backlink process occurs two hours after the
database is open, and then every 780 minutes (13 hours). The interval is configurable from 2 minutes
to 10,080 minutes (7 days).

After migrating to eDirectory, start the DSTrace process by issuing the ndstrace -1>log& command,
which runs the process at the background. This allows you to properly analyze the results of the
backlinker process, which takes 4 to 10 minutes. Then force the backlink process to run by issuing the
ndstrace -c "set ndstrace=*B" command from the DSTrace OS command prompt. Review the
results of the log file created in the first step. Then you can unload the DSTrace process by issuing the
ndstrace -ucommand. Running the backlink process is especially important on servers that do not
contain a replica.

Upgrading eDirectory

¢ Section 1.5.1, “Server Health Checks,” on page 14

¢ Section 1.5.2, “Upgrading on Linux Servers Other Than OES,” on page 14

¢ Section 1.5.3, “Unattended Upgrade of eDirectory on UNIX,” on page 15

¢ Section 1.5.4, “Upgrading eDirectory on Existing OES,” on page 16

¢ Section 1.5.5, “Upgrading eDirectory During OES 1.0 to OES 2.0 Upgrade,” on page 16
¢ Section 1.5.6, “Upgrading the Tarball Deployment of eDirectory 8.8,” on page 16
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¢ Section 1.5.7, “Upgrading Multiple Instances,” on page 18
¢ Section 1.5.8, “Disk Space Check on Upgrading to eDirectory 8.8 SP7,” on page 18

IMPORTANT: Ensure that supported version of SSP is installed on eDirectory 8.7.3 SPx before
upgrading to eDirectory 8.8 SP7.

¢ For eDirectory 8.7.3 SP9, ensure that SSP 203 is installed.
¢ For eDirectory 8.7.3 SP10, ensure that SSP 206 is installed.

NOTE: The ndsconfig upgrade command is used to upgrade the necessary configuration of the
individual components such as HTTP, LDAP, SNMP, SAS, and Novell Modular Authentication
Service (NMAS). eDirectory database is upgraded to a new format if eDirectory versions prior to
eDirectory 8.8 SP1 are upgraded to eDirectory 8.8 SP7.

Server Health Checks

With eDirectory 8.8, when you upgrade eDirectory, a server health check is conducted by default to
ensure that the server is safe for the upgrade:

¢ Section B.3.2, “Partitions and Replica Health,” on page 153

Based on the results obtained from the health checks, the upgrade will either continue or exit as
follows:

¢ If all the health checks are successful, the upgrade will continue.
¢ If there are minor errors, the upgrade will prompt you to continue or exit.

¢ If there are critical errors, the upgrade will exit.

See Appendix B, “eDirectory Health Checks,” on page 151 for a list of minor and critical error
conditions.

Skipping Server Health Checks

To skip server health checks, run nds-install -j or ndsconfig upgrade -j from the installation
folder.

For more information, see Appendix B, “eDirectory Health Checks,” on page 151.

Upgrading on Linux Servers Other Than OES

If you have eDirectory 8.5.x or 8.6.x, you have to first upgrade to eDirectory 8.7.x and then upgrade to
eDirectory 8.8.

To upgrade to eDirectory 8.8, use the nds-install utility. This utility is located in the Setup directory of
the downloaded file for Linux platform. Enter the following command from the Setup directory:

./nds-install

After the upgrade to eDirectory 8.8, the default location of the configuration files, data files, and log
files are changed to /etc/opt/novell/eDirectory/conf, /var/opt/novell/eDirectory/data,
and /var/opt/novell/eDirectory/log, respectively.

The new directory /var/opt/novell/eDirectory/data uses a symbolic link to the /var/nds
directory.
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The old configuration file /etc/nds. conf is migrated to /etc/opt/novell/eDirectory/conf
directory. The old configuration file /etc/nds. conf and the old log files under /var/nds are
retained for reference.

NOTE: Run ndsconfig upgrade after nds-install, if the upgrade of the DIB fails and nds-install asks
to do so.

NOTE: Health check fails due to time sync. To resolve this issue, perform a time sync between the
instances. You can ignore this warning message during upgrade.

Unattended Upgrade of eDirectory on UNIX

On UNIX platform, eDirectory provides switches and options along with the install script and
configuration utility that facilitates the unattended upgrade. The following sections discuss various
steps for unattended eDirectory upgrade on UNIX:
1 Perform the health check of eDirectory:
Health check of all the root instances planned for upgrade is manually done by using ndscheck
utility.
export LD_LIBRARY_PATH, SHLIB_PATH and LIBPATH to the <untarred location of
eDirectory>/eDirectory/setup/utils

la Run ndscheck using one of the below commands:

<untarred location of eDirectory>/eDirectory/setup/utils/ndscheck -a <user
name> -w passwd --config-file <nds.conf with absolute path>

Passing the password through environment variable: <untarred location of 88SP7>/
eDirectory/setup/utils/ndscheck -a <user name> -w env:<environment
variable> --config-file <nds.conf with absolute path>

Passing the password through file: <untarred location of 88SP7>/eDirectory/
setup/utils/ndscheck -a <user name> -w file:<filename> --config-file
<nds.conf with absolute path>

Any one of the above can be used in the automated script for the health check. For example:

/Builds/eDirectory/utils/ndscheck -a admin.novell -w n
/Builds/eDirectory/utils/ndscheck -a admin.novell -w env:ADM_PASWD
/Builds/eDirectory/utils/ndscheck -a admin.novell -w file:adm_paswd

2 Upgrade the eDirectory 8.8 packages:
2a Run the nds-install script to upgrade the packages as below:
nds-install -u -i -j
3 Update the following environment variables:

PATH=/opt/novell/eDirectory/bin:/opt/novell/eDirectory/sbin:$PATH
LD_LIBRARY_PATH=/opt/novell/eDirectory/lib:/opt/novell/eDirectory/lib/nds-
modules:/opt/novel1/1ib:-$LD_LIBRARY_PATH

MANPATH=/opt/novel 1/man:/opt/novell/eDirectory/man:$MANPATH
TEXTDOMAINDIR=/opt/novell/eDirectory/share/locale

4 Upgrade eDirectory by using the ndsconfig utility for all the root instances by using the
following commands:

ndsconfig upgrade -a <user name> -w passwd -c --config-file <nds.conf with absolute
path>
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Passing the password through environment variable: ndsconfig upgrade -a <user name>
-w env:<environment variable> -c --config-file <nds.conf with absolute path>

Passing the password through file: ndsconfig upgrade -a <user name> -w
file:<filename with absolute/relative path> -c --config-file <nds.conf with
absolute path>

Any of the above can be used in the automated script for the eDirectory upgrade. For example:

ndsconfig upgrade -a admin.novell -w n -c -—config-file /etc/opt/novell/
eDirectory/conf/nds.conf

ndsconfig upgrade -a admin.novell -w env:ADM_PASWD -c --config-file /etc/opt/
novell/eDirectory/conf/nds.conf

ndsconfig upgrade -a admin.novell -w file:/Builds/88SP7/adm_paswd -c --config-
file /etc/opt/novell/eDirectory/conf/nds.conf

Upgrading eDirectory on Existing OES

For more information on upgrading eDirectory on an existing OES installation, refer to the
“Updating (Patching) an OES 2 SP3 Server” (http://www.novell.com/documentation/oes2/
inst_oes_Ix/data/bxlu3xc.html) section in the OES Installation Guide.

Upgrading eDirectory During OES 1.0 to OES 2.0 Upgrade

eDirectory should be upgraded when OES upgrades from OES 1.0 to OES 2.0. For more information
on OES upgrade, refer to the OES Linux Installation Guide (http://www.novell.com/documentation/
oes/install_linux/data/bujr8yu.html).

Perform the following checks before upgrading the OES or eDirectory server:
¢ eDirectory Health Check
Ensure that eDirectory health status is normal using the procedures specified in Appendix B,

“eDirectory Health Checks,” on page 151. You can use the applicable tools for verification:

¢ Use iMonitor for eDirectory version prior to 8.8, see “Using Novell iMonitor” in the Novell
eDirectory 8.8 SP7 Administration Guide.

¢ Use ndscheck utility for eDirectory version 8.8 or later, see “General Utilities” in the Novell
eDirectory 8.8 SP7 Administration Guide.

¢ Disk Space Check

For eDirectory version prior to 8.8 SP1, ensure disk space available on the file system that holds
the DIB at least equals the DIB size. For example, if the DIB size is 100 MB, the available disk
space should not be less than 100 MB.

If the eDirectory health status is not normal or an error is detected, refer to the Section B.5, “Log
Files,” on page 155.

Upgrading the Tarball Deployment of eDirectory 8.8

If you want to upgrade the tarball deployment from eDirectory 8.8 to eDirectory 8.8 SP7, perform the
following steps:

1 Download the tarball build.
2 Take backup of the following configuration files:
+ $NDSHOME/eDirectory/etc/opt/novel l/eDirectory/conf/ndsimon.conf
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+ $NDSHOME/eDirectory/etc/opt/novell/eDirectory/conf/ice.conf

+ $NDSHOME/eDirectory/etc/opt/novel l/eDirectory/conf/ndsimonhealth.conf

+ $NDSHOME/eDirectory/etc/opt/novell/eDirectory/conf/ndssnmp/ndssnmp.cfg

¢ $NDSHOME is the location where eDirectory is installed.

For upgrade of eDirectory versions lower than 8.8 SP1, do the following:

¢ Perform disk space check using ndscheck -D --config-file conf_file_path

¢ Create an empty file upgradeDIB under the DIB location of each server instance.

The list of instances can be obtained using the ndsmanage utility.

Run pre upgrade health check for the all instances using ndscheck and check the ndscheck. log

file for any errors before proceeding with the upgrade.

Stop all instances using ndsmanage.

Untar the tarball in the same location ($NDSHOME) where eDirectory is installed. By untarring the
tarball in the same location, you are overwriting the binaries and libraries.

Upgrade the following packages if necessary.

Platform Command Packages

Linux 32-bit rpm -Uvh <rpm name>

Linux 64-bit
Solaris 32-bit * Remove the older version using the
command pkgrm <pkg name>.

+ Install new version using the
command pkgadd -d <pkg
name>.

Solaris 64-bit
AIX installp -acgXd <pkg name with

full path> <pkg name> all

novel 1-NOVLsubag-8.8.6-
1.1586.rpm

novel I-NDSsl1p-8.8.2-
1.i386.rpm

nici-2.7.0-0.01.i386.rpm
novel 1-NDSsl1p-8.8-
1.1386.rpm

novel 1-NOVLsubag-8.8.6-
1.x86_64.rpm

nici64-2.7.6-
0.01.x86_64.rpm

NOTE: For more information on
installing 32 and 64-bit NICI, refer

to the “Installing NICI” on page 23.

NOVLsubag - pkg
NOVLNniuO.pkg
NDSslp.pkg

NOVLsubagx . pkg
NOVLNniu64.pkg

NDS.NOVLsubag.-8.8.6.0
NOVLNiu0.2.7.6.0
NDS.NDSsl1p.8.8.2.0

Restore the configuration files.
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9 Run the $NDSHOME/eDirectory/opt/novell/eDirectory/bin/ndspath for setting all
environment variables.

10 Run ndsconfig upgrade -j for all instances. While running ndsconfig upgrade follow the
order in which the master replica is the first and followed by Read/Write and others.

Upgrading Multiple Instances

This section contains the following information:

¢ “Root User has Multiple Instances” on page 18
¢ “Non Root User's Instances” on page 18

¢ “Order of Upgrade” on page 18

Root User has Multiple Instances

If you run nds-install after upgrading the package, it prompts you to upgrade the DIB files of all the
eDirectory server instances, which might take a long time to complete. If you wish to perform the DIB
upgrade in parallel, you can do it manually. For information about manually upgrading the DIB,
refer to the eDirectory Readme (http://www.novell.com/documentation/edir88/
edir887_unix_readme/data/edir887_unix_readme.html). If you upgrade the DIB for all the active
instances one by one, it runs the ndsconfig upgrade command separately for each instance. If you
have a larger DIB, you can select No and run the ndsconfig upgrade in parallel in separate shells,
which can reduce the upgrade time of each instance.

Non Root User's Instances

If you have non root users’ instances which are using root users’ binaries, before doing the package
upgrade you need to run ndscheck for such instances and make sure that their health is proper by
referring the ndscheck. log file. If you run nds-install, it stops all the instances, including the non
root user's instances. After doing the package upgrade, the nds-instal l command does not call
ndsconfig upgrade for nonroot user's instances. You need to manually run ndsconfig upgrade for
all nonroot user's instances to start these instances.

Order of Upgrade

While running ndsconfig upgrade, it is recommended to follow the order in which master replica
comes first and then Read/Write or other replicas.

Disk Space Check on Upgrading to eDirectory 8.8 SP7

When eDirectory server is upgraded from previous versions to eDirectory 8.8 SP7, the disk space
check for the DIB upgrade would be performed. The free disk space necessary in the file system,
where the DIB resides would be equal to that of the DIB size. The messages of the disk space check
would be updated in the ndscheck. log located in the instance's specific log directory. For default
instance, /var/opt/novell/eDirectory/log/ndscheck. log.

NOTE: The disk space check is required only during the DIB upgrade process. For more information,
refer to Chapter 6, “Upgrade Requirements of eDirectory 8.8,” on page 95.
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1.6

1.6.1

Installing eDirectory

The following sections provide information about installing Novell eDirectory on Linux:
¢ Section 1.6.1, “Using SLP with eDirectory,” on page 19
¢ Section 1.6.2, “Using the nds-install Utility to Install eDirectory Components,” on page 20
¢ Section 1.6.3, “Nonroot User Installing eDirectory 8.8,” on page 23

¢ Section 1.6.4, “Using the ndsconfig Utility to Add or Remove the eDirectory Replica Server,” on
page 26

¢ Section 1.6.5, “Using ndsconfig to Configure Multiple Instances of eDirectory 8.8,” on page 31

¢ Section 1.6.6, “Using ndsconfig to Install a Linux Server into a Tree with Dotted Name
Containers,” on page 36

¢ Section 1.6.7, “Using the nmasinst Utility to Configure NMAS,” on page 37

¢ Section 1.6.8, “Nonroot user SNMP configuration,” on page 38

Using SLP with eDirectory

In earlier releases of eDirectory, SLP was installed during the eDirectory install. But with eDirectory
8.8, you need to separately install SLP before proceeding with the eDirectory install.

If you plan to use SLP to resolve tree names, you should install and configure the protocol, and the
SLP directory agents (DAs) should be stable.

1 Install OpenSLD, if it is not already installed.
2 Follow the on-screen instructions to complete the SLP installation.

3 Start SLP manually as follows:
/etc/init.d/slpd start
For more information, refer to Appendix C, “Configuring OpenSLP for eDirectory,” on page 157.
Similarly, when you uninstall the SLP package, you need to stop SLP manually, as follows:
/etc/init.d/slpd stop

If you don't want to (or cannot) use SLP, you can use the flat file hosts.nds to resolve tree names to
server referrals. The hosts.nds file can be used to avoid SLP multicast delays when SLP DA is not
present in the network.

hosts.nds is a static lookup table used by eDirectory applications to search eDirectory partition and
servers. In the hosts. nds file, for each tree or server, a single line contains the following information:

¢ Tree/Server Name: Tree names end with a trailing dot (.).
¢ Internet Address: This can be a DNS name or IP address.

¢ Server Port: Optional, appended with a colon (:) to the Internet address.
Local server need not have an entry in this file unless it is listening on non-default NCP port.
The syntax followed in the hosts.nds file is as follows:

<[partition name.]tree name>. <host-name/ip-addr>[:<port>]
<server name> <dns-addr/ip-addr>[:<port>]

For example:
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# This is an example of a hosts.nds file:

# Tree name Internet address/DNS Resolvable Name
CORPORATE. myserver.mycompany .com
novel I .CORPORATE. 1.2.3.4:524

# Server name Internet address
CORPSERVER myserver .mycompany .com

See the hosts.nds man page for more details.

If you decide to use SLP to resolve the tree name to determine if the eDirectory tree is advertised,
after eDirectory and SLP are installed, enter the following:

/usr/bin/slptool findattrs services:ndap.novell///(svcname-ws==[treename or *])"

For example, to search for the services whose svcname-ws attribute match with the value
SAMPLE_TREE, enter the following command:

/usr/bin/slptool findattrs services:ndap.novell///(svchame-ws==SAMPLE_TREE)/"

If you have a service registered with its svcname-ws attribute as SAMPLE_TREE, then the output will
be similar to the following:

service:ndap.novell:///SAMPLE_TREE

If you do not have a service registered with its svcname-ws attribute as SAMPLE_TREE, there will be no
output.

For more information, see Appendix C, “Configuring OpenSLP for eDirectory,” on page 157.

1.6.2 Using the nds-install Utility to Install eDirectory Components

Use the nds-install utility to install eDirectory components on Linux systems. This utility is located in
the Setup directory of the downloaded file for the Linux platform. The utility adds the required
packages based on what components you choose to install.

IMPORTANT: If the ZENworks Linux Management client is installed and the daemon (rcd) is
running, then before running nds-install, stop the daemon using the command /etc/init.d/rcd
stop.

1 Enter the following command at the setup directory:

./nds-install

If you do not provide the required parameters in the command line, the nds-install utility will
prompt you for the parameters.

The following table provides a description of the nds-install utility parameters:

nds-install Parameter  Description

-h or --help Displays help for nds-install.

-1 Prevents the nds-install script from invoking the ndsconfig upgrade
command if a DIB is detected at the time of the upgrade.

-j Jumps or overrides the health check option before installing eDirectory.
For more information about health checks, refer to Appendix B,
“eDirectory Health Checks,” on page 151.
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nds-install Parameter

Description

-m

Specifies the module name to configure. While configuring a new tree,
you can configure only the ds module. After configuring the ds module,
you can add the NMAS, LDAP, SAS, SNMP, HTTP services, and
Novell SecretStore (ss) using the add command. If the module name is
not specified, all the modules are installed.

Specifies the option to use in an unattended install mode.

For unattended install to proceed, you need to enter at least the -c
option at the command line, or else the install will abort.

The installation program installs the following RPMs:

eDirectory Component

Packages Installed

Description

eDirectory Server

*

*

*

*

*

novel I -NDSbase
novel 1-NDScommon
novel 1-NDSmasv
novel 1-NDSserv
novel I-NDSimon
novel I-NDSrepair
novel 1-NDSdexvnt
novel 1-NOVLsubag
novel 1-NOVLsnmp
novel I-NOVLpkit
novel 1-NOVLpkis
novel 1-NOVLpkia
nove l I -NOVLembox
novel 1-NOVLImgnt
novel I-NOVLxis
novel 1 -NLDAPsdk
novel I-NLDAPbase
novel I-NOVLsas
novel I-NOVLntls
novel 1-NOVLnmas

novel l-
NOVLIdif2dib

novel 1-NOVLncp

The eDirectory replica server is
installed on the specified server.
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eDirectory Component Packages Installed Description

Administration Utilities + novelI-NOVLice The Novell Import Conversion
Export and LDAP Tools
administration utilities are

+ novel I-NLDAPbase installed on the specified

kstation.
o novell-NLDAPsdk ~‘orketation
+ novell-NOVLpkia
¢ novell-NOVLxis

+ novell-NDSbase

+ novell-NOVLImgnt

2 If you are prompted, enter the complete path to the license file.

You will be prompted to enter the complete path to the license file only if the installation
program cannot locate the file in the default location. The default location is the /var, the

mounted license diskette, or the current directory.

If the path you entered is not valid, you will be prompted to enter the correct path.

3 After the installation is complete, you need to update the following environment variables and

export them. You can either do it manually or use a script.

¢ Manually export the environment variables by entering the following commands:

+ For 32-bit

export LD_LIBRARY_PATH=/opt/novell/eDirectory/lib:/opt/novell/
eDirectory/lidirb/nds-modules:/opt/novel 1/1ib:$LD_LIBRARY_PATH

For 64-bit

export LD_LIBRARY_PATH=/opt/novell/eDirectory/lib64:/opt/novell/
eDirectory/lib64/nds-modules:/opt/novel 1/1ib64:$LD_LIBRARY_PATH

export MANPATH=/opt/novell/man:/opt/novell/eDirectory/man:$MANPATH
export TEXTDOMAINDIR=/opt/novell/eDirectory/share/locale:$TEXTDOMAINDIR

Use the ndspath script to export the environment variables by performing the following

steps:

If you do not want to export the paths manually, you can use the Zopt/novel 1/
eDirectory/bin/ndspath script as follows:

¢ Prefix the ndspath script to the utility and run the utility you want as follows:

/opt/novell/eDirectory/bin/ndspath utility_name_with_parameters

NOTE: When you prefix the ndspath script to the commands with arguments, specify
the arguments in double quotes.

For example:

/opt/novell/eDirectory/bin/ndspath ldapconfig ""-s ldapTLSRequired=yes"

Export the paths in the current shell as follows:

. /opt/novell/eDirectory/bin/ndspath

After entering the above command, run the utilities as you would normally do.

The path exporting instructions should be placed at the end of /etc/profile or ~/
bashrc or similar scripts. Therefore, whenever you log in or open a new shell, you can
start using the utilities directly.
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You can use the ndsconfig utility to configure eDirectory Server after installation.

Novell Modular Authentication Service (NMAS) is installed as part of the server component. By
default, ndsconfig configures NMAS. You can also use the nmasinst utility to configure NMAS server
after installation. This must be done after configuring eDirectory with ndsconfig.

For more information on the ndsconfig utility, see “The ndsconfig Utility” on page 101.

For more information on the nmasinst utility, see “Using the nmasinst Utility to Configure NMAS”
on page 37.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

Nonroot User Installing eDirectory 8.8

A nonroot user can install eDirectory 8.8 using the tarball.

Prerequisites
(3 If you want to install eDirectory using the tarball and not the nds-install utility, ensure that NICI
is installed. For information on installing NICI, refer to “Installing NICI” on page 23.

O Ensure that SNMP subagent is installed using the command rpm --nodeps <path of snmp
subagent rpm>.

[ If you want to use SLP and SNMP, ensure that they are installed by the root user.

(3 Write rights to the directory where you want to install eDirectory.

If you are a non-administrator user, ensure that you have the appropriate rights as mentioned in
the Section 1.2, “Prerequisites,” on page 11 section.

Installing NICI

NICI should be installed before you proceed with the eDirectory installation. Because the required
NICI packages are used system-wide, we recommend you use the root user to install the necessary
packages. However, if necessary you can delegate access to a different account using sudo and use
that account to install the NICI packages.

With eDirectory 8.8 SP3 or later versions, 32 and 64-bit applications can coexist in a single system.
This requires installing both the 32 and 64-bit versions of NICL

Root User Installing NICI

To install NICI, enter both of the following commands:
32-bit: rpm -ivh NICI_rpm_absolute_path/nici-2.7.4-0.01.i386_64.rpm

64-bit: rpm -ivh NICI_rpm_absolute_path/nici64-2.7.4-0.01.x86.rpm
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Nonroot User Installing NICI

Nonroot users can make use of the sudo utility to install NICI. sudo (superuser do) allows a root user
to give certain users the ability to run some commands as root. A root user can do this by editing the
/etc/sudoers configuration file and adding appropriate entries in it.

For more information, refer to the sudo Website (http://www.sudo.ws/).

WARNING: sudo enables you to give limited root permissions to nonroot users. Therefore, you must
understand the security implications before proceeding.

A root user needs to complete the following procedure to enable a nonroot user (for example, john) to
install NICI:

1 Log in as root.

2 Edit the /etc/sudoers configuration file using the visudo command.

NOTE: There is no space between vi and sudo in the command.

Make an entry with the following information:

Username  hostname=(root) NOPASSWD: /bin/rpm

For example, to enable user “john” to run /bin/rpm as root on the hostname “Inx-2,” type the
following:

john Inx-2=(root) NOPASSWD: /bin/rpm
A nonroot user (“john,” in this example) needs to do the following to install NICI:
1 Log in as “john” and execute the following command:
sudo rpm -ivh nici_rpm_file_name_with_path
For example:
sudo rpm -ivh /88/Linux/Linux/setup/nici-2.7.0-5.i386.rpm
2 To initialize NICI, enter the following:
In -sf /var/opt/novell/nici /var/novell/nici
To ensure that NIClI is set to server mode, enter the following:

/var/opt/novell/nici/set_server_mode

NICI gets installed in the server mode.

Installing eDirectory

1 Go to the directory where you want to install eDirectory.

2 Untar the tar file as follows:

tar xvf /tar_file_name
The etc, opt, and var directories are created.
3 Export the paths as follows:
¢ Manually export the environment variables by entering the following commands:
¢ For 32-bit
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export LD_LIBRARY_PATH=custom_location/eDirectory/opt/novell/
eDirectory/lib:custom_location/eDirectory/opt/novell/eDirectory/lib/
nds-modules:custom_location/eDirectory/opt/novell/1ib:$LD_LIBRARY_PATH

export PATH=custom_location/eDirectory/opt/novell/eDirectory/
bin:custom_location/eDirectory/opt/novell/eDirectory/sbin:/opt/novel l/
eDirectory/bin:$PATH

export MANPATH=custom_location/eDirectory/opt/novell/
man:custom_location/eDirectory/opt/novell/eDirectory/man:$MANPATH

export TEXTDOMAINDIR=custom_location/eDirectory/opt/novell/eDirectory/
share/locale:$TEXTDOMAINDIR

+ For 64-bit

export LD_LIBRARY_PATH=custom_location/eDirectory/opt/novell/
eDirectory/l1ib64:custom_location/eDirectory/opt/novell/eDirectory/
1ib64/nds-modules:custom_location/eDirectory/opt/novel 1/
1ib64:$LD_LIBRARY_PATH

export PATH=custom_location/eDirectory/opt/novell/eDirectory/
bin:custom_location/eDirectory/opt/novell/eDirectory/shin:/opt/novel l/
eDirectory/bin:$PATH

export MANPATH=custom_location/eDirectory/opt/novell/
man:custom_location/eDirectory/opt/novell/eDirectory/man:$MANPATH

export TEXTDOMAINDIR=custom_location/eDirectory/opt/novell/eDirectory/
share/locale:$TEXTDOMAINDIR

¢ Use the ndspath script to export the environment variables by performing the following
steps:

If you do not want to export the paths manually, prefix the ndspath script to the utility.

¢ Run the utility you want as follows:

custom_location/eDirectory/opt/novell/eDirectory/bin/ndspath
utility_name_with_parameters

¢ Export the paths in the current shell as follows:

. custom_location/eDirectory/opt/novell/eDirectory/bin/ndspath

NOTE: Ensure that you enter the above commands from the custom_location/
eDirectory/opt directory.

After entering the above commands, run the utilities as you would normally do.

¢ Call the script in your profile, bashrc, or similar scripts. Therefore, whenever you log
in or open a new shell, you can start using the utilities directly.

4 Configure eDirectory in the usual manner.
You can configure eDirectory in any of the following ways:

¢ Use the ndsconfig utility as follows:

ndsconfig new [-t <treename>] [-n <server_context>] [-a <admin_FDN>] [-w
<admin password>] [-i] [-S <server_name>] [-d <path_for_dib>] [-m <module>]
[e] [-L <ldap_port>] [-1 <SSL_port>] [-0 <http_port>] -0 <https_port>] [-p
<IP address:[port]>] [-c] [-b <port_to_bind>] [-B <interfacel@portl>,
<interface2@port2>,..] [-D <custom_location>] [--config-file
<configuration_Tfile>]

For example:
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ndsconfig new -t mary-tree -n novell -a admin.novell -S linuxl -d /home/
mary/instl/data -b 1025 -L 1026 -1 1027 -o 1028 -0 1029 -D /home/mary/
instl/var --config-file /home/mary/instl/nds.conf

The port numbers you enter need to be in the range 1024 to 65535. Port numbers lesser than
1024 are normally reserved for the super-user and standard applications. Therefore, you
cannot assume the default port 524 for any eDirectory applications.

This might cause the following applications to break:
¢ The applications that don't have an option to specify the target server port.
¢ The older applications that use NCF, and run as root for 524.

¢ Use the ndsmanage utility to configure a new instance. For more information, refer to the
“Creating an Instance through ndsmanage” on page 32.

Follow the on-screen instructions to complete the configuration.

For more information, see Section 1.6.4, “Using the ndsconfig Utility to Add or Remove the
eDirectory Replica Server,” on page 26.

IMPORTANT: Security Services cannot be updated separately with the tarball installation of
eDirectory unlike the package installs. For tarball installation, the security updates can be obtained
only through eDirectory support packs.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

1.6.4  Using the ndsconfig Utility to Add or Remove the eDirectory Replica
Server

After installing eDirectory, configure the eDirectory replica server using the ndsconfig utility. You
must have Administrator rights to use the ndsconfig utility. When this utility is used with arguments,
it validates all arguments and prompts for the password of the user having Administrator rights. If
the utility is used without arguments, ndsconfig displays a description of the utility and available
options. This utility can also be used to remove the eDirectory Replica Server and change the current
configuration of eDirectory Server. For more information, see “The ndsconfig Utility” on page 101.

Prerequisite for Configuring eDirectory in a Specific Locale

If you want to configure eDirectory in a specific locale, you need to export LC_ALL and LANG to
that particular locale before eDirectory configuration. For example, to configure eDirectory in the
Japanese locale, enter the following:

export LC_ALL=ja

export LANG=ja

Creating A New Tree

Use the following syntax:
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ndsconfig new [-t <treename>] [-n <server context>] [-a <admin FDN>] [-i] [-S
<server name>] [-d <path for dib>] [-m <module>] [e] [-L <ldap port>] [-1 <SSL
port>] [-o0 <http port>] [-O <https port>] [-p <IP address:[port]>] [-R] [-c] [-w
<admin password>] [-b <port to bind>] [-B <interfacel@portl>,
<interface2@port2>,..] [-D <custom_location>] [--config-file <configuration_file>]

A new tree is installed with the specified tree name and context.

There is a limitation on the number of characters in the tree_name, admin FDN and server FDN
variables. The maximum number of characters allowed for these variables is as follows:

¢ tree_name: 32 characters
+ admin FDN: 255 characters
+ server FDN: 255 characters

If the parameters are not specified in the command line, ndsconfig prompts you to enter values for
each of the missing parameters.

Or, you can also use the following syntax:

ndsconfig def [-t <treename>] [-n <server context>] [-a <admin FDN>] [-w <admin
password>] [-c] [-i] [-S <server name>] [-d <path for dib>] [-m <module>] [-€] [-L
<ldap port>] [-1 <SSL port>] [-0 <http port>] [-O <https port>] [-D
<custom_location>] [--config-file <configuration_file>]

A new tree is installed with the specified tree name and context. If the parameters are not specified in
the command line, ndsconfig takes the default value for each of the missing parameters.

For example, to create a new tree, you could enter the following command:

ndsconfig new -t corp-tree -n o=company -a cn=admin.o=company

Adding a Server into an Existing Tree

Use the following syntax:

ndsconfig add [-t <treename>] [-n <server context>] [-a <admin FDN>] [-w <admin
password>] [-e] [-P <LDAP URL(s)>][-L <ldap port>] [-1 <SSL port>] [-0 <http port>]
[-O <https port>] [-S <server name>] [-d <path for dib>] [-m <module>] [-p <IP

address:[port]>] [-R] [-c] [-b <port to bind>] [-B <interfacel@portl>,
<interface2@port2>,..] [-D <custom_location>] [--config-file <configuration_file>]

[-E]

A server is added to an existing tree in the specified context. If the context that the user wants to add
the Server object to does not exist, ndsconfig creates the context and adds the server.

LDAP and security services can also be added after eDirectory has been installed into the existing
tree.

For example, to add a server into an existing tree, you could enter the following command:

ndsconfig add -t corp-tree -n o=company -a cn=admin.o=company -S srvl

You can enable encrypted replication in the server you want to add using the -E option. For more
information on encrypted replication, see “Encrypted Replication” in the Novell eDirectory 8.8 SP7
Administration Guide.

Removing a Server Object And Directory Services From a Tree

Use the following syntax:

ndsconfig rm [-a <admin FDN>] [-w <admin password>] [-p <IP address:[port]>] [-c]
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eDirectory and its database are removed from the server.

NOTE: The HTML files created using iMonitor will not be removed. You must manually remove
these files from /var/opt/novel 1/eDirectory/data/dsreports before removing eDirectory.

For example, to remove the eDirectory Server object and directory services from a tree, you could
enter the following command:

ndsconfig rm -a cn=admin.o=company

ndsconfig Utility Parameters

ndsconfig N

Parameter Description

new Creates a new eDirectory tree. If the parameters are not specified in the command line,
ndsconfig prompts you to enter values for each of the missing parameters.

def Creates a new eDirectory tree. If the parameters are not specified in the command line,
ndsconfig takes the default value for each of the missing parameters.

add Adds a server into an existing tree. Also adds LDAP and SAS services, after eDirectory
has been configured in the existing tree.

rm Removes the Server object and directory services from a tree.
NOTE: This option does not remove the key material objects. These objects must be
removed manually.

upgrade Upgrades eDirectory to a later version.

- While configuring a new tree, ignores checking whether a tree of the same name
exists. Multiple trees of the same name can exist.

-S server Specifies the server name. The server name can also contain dots (for example,

name novell.com). Because ndsconfig is a command line utility, using containers with dotted
names requires that those dots be escaped out, and the parameters containing these
contexts must be enclosed in double quotes.
For example, to install a new eDirectory tree on a UNIX server using novel l .com as
the name of the O, use the following command:
ndsconfig new -a "admin.novell\\.com™ -t novell_tree -n
""OU=servers.O=novel I\\.com"
The Admin name and context and the server context parameters are enclosed in
double quotes, and only the " in novel I .com is escaped using the \\' (backslash)
character. You can also use this format when installing a server into an existing tree.
NOTE: You cannot start a name with a dot. For example, you cannot install a server
that has the name “.novell”, because it starts with a dot ('.").

-t The tree name to which the server has to be added. It can have a maximum of 32

treename characters. If not specified, ndsconfig takes the tree name from the n4u.nds. tree-

name parameter that is specified in the /etc/opt/novell/eDirectory/conf/
nds.conf file. The default treename is $LOGNAME-$HOSTNAME-NDStree.
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ndsconfig

Parameter Description

-n server Specifies the context of the server in which the server object is added. It can have a

context maximum of 64 characters. If the context is not specified, ndsconfig takes the context
from the configuration parameter n4u.nds . server-context specified in the Zetc/
opt/novell/eDirectory/conf/nds.conf file. The server context should be
specified in the typed form. The default context is org

-d path The directory path where the database files will be stored.

for dib

-r This option forcefully adds the replica of the server regardless of the number of servers
already added to the server.

-L Specifies the TCP port number on the LDAP server. If the default port 389 is already in

Idap_port use, it prompts for a new port.

-1 Specifies the SSL port number on the LDAP server. If the default port 636 is already in

ssl_port  use, it prompts for a new port.

-a admin Specifies the fully distinguished name of the User object with Supervisor rights to the

FDN context in which the server object and Directory services are to be created. The admin
name should be specified in the typed form. It can have a maximum of 64 characters.
The default admin name is admin.org.

-e Enables clear text passwords for LDAP objects.

-m Specifies the module name to configure. While configuring a new tree, you can

modulename configure only the ds module. After configuring the ds module, you can add the NMAS,
LDAP, SAS, SNMP, HTTP services, and Novell SecretStore (ss) using the add
command. If the module name is not specified, all the modules are installed.

NOTE: If you do not want to configure Novell SecretStore during eDirectory upgrade
through nds-install, pass the no_ss value to this option. For example, nds-
install "-m no_ss”".

-0 Specifies the HTTP clear port number.

-0 Specifies the HTTP secure port number.

-p <IP This option is used for secondary server addition (add command) to a tree. It specifies

address:[p the IP address of the remote host that holds a replica of the partition to which this

ort]> server is being added. The default port number is 524. This helps in faster lookup of
the tree since it avoids SLP lookup.

-R By default a replica of the partition to which the server is added would be replicated to
the local server. This option disallows adding replicas to the local server.

-C This option avoids prompts during ndsconfig operation, such as yes/no to continue the
operation, or prompt to re-enter port numbers when there is a conflict, etc. The user
receives prompts only for entering mandatory parameters if they are not passed on
command line.

-w <admin This option allows passing the admin user password in clear text.

password> ) ) ] o
NOTE: Since password is passed in clear text, this is not recommended as a safe
option owing to password insecurity.

-E Enables encrypted replication for the server you are trying to add.

. | Jumps or overrides the health check option before installing eDirectory.

Installing or Upgrading Novell eDirectory on Linux

29



30

ndsconfig

Parameter Description
-b port to Sets the default port number on which a particular instance should listen on. This sets
bind the default port number on n4u.server . tcp-port and n4u.server .udp-port. If
an NCP port is passed using the -b option, then it is assumed to be the default port
and the TCP and UDP parameters are updated accordingly.
NOTE: -b and -B are exclusively used.
-B Specifies the port number along with the IP address or interface. For example:
interfacel
@portl, -B eth0@524
interface2
@port2, ...
-B 100.1.1.2@524
NOTE: -b and -B are mutually exclusive.
--config- Specify the absolute path and file name to store the nds.conf configuration file. For
file example, to store the configuration file in the /etc/opt/novell/eDirectory/
configurat directory, enter --config-file /etc/opt/novell/eDirectory/
ion file nds.conf.
-P <LDAP Allows the LDAP URLs to configure the LDAP interface on the LDAP Server object.
URL(s)>
) For example: -P ldap://1.2.3.4:1389, ldaps://1.2.3.4:1636
-D Creates the data, dib, and log directories in the path mentioned.
path_for_d
ata
set Sets the value for the specified eDirectory configurable parameters. It is used to set the
valuelist bootstrapping parameters before configuring a tree. When configuration parameters
are changed, ndsd needs to be restarted for the new value to take effect. However, for
some configuration parameters, ndsd need not be restarted.
These parameters are listed below:
¢ n4u.nds.inactivity-synchronization-interval
¢ n4u.nds.synchronization-restrictions
¢ n4u.nds.janitor-interval
* n4u.nds.backlink-interval
¢ n4u.nds.drl-interval
* n4u.nds.flatcleaning-interval
* n4u.nds.server-state-up-threshold
¢ n4u.nds.heartbeat-schema
¢ n4u.nds.heartbeat-data
get help Use to view the help strings for the specified eDirectory configurable parameters. If the
paramlist parameter list is not specified, ndsconfig lists the help strings for all the eDirectory
configurable parameters.
set Sets the value for the specified eDirectory configurable parameters. It is used to set the
valuelist bootstrapping parameters before configuring a tree.

When configuration parameters are changed, ndsd needs to be restarted for the new
value to take effect.
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1.6.5

ndsconfig

Parameter Description

get Use to view the current value of the specified eDirectory configurable parameters. If the

paramlist parameter list is not specified, ndsconfig lists all the eDirectory configurable
parameters.

Using ndsconfig to Configure Multiple Instances of eDirectory 8.8

You can configure multiple instances of eDirectory 8.8 on a single host. For conceptual information
on multiple instances, see “Multiple Instances” in the Novell eDirectory 8.8 SP7 What&apos;s New
Guide.

The method to configure multiple instance is similar to configuring a single instance multiple times.
Each instance should have unique instance identifiers, such as the following:

¢ Different data and log file location

You can use the ndsconfig --config-file, -d, and -D options to do this.
¢ Unique port number for the instance to listen to

You can use the ndsconfig -b and -B options to do this.
¢ Unique server name for the instance

You can use the ndsconfig -S server name option to do this.

IMPORTANT: During eDirectory configuration, the default NCP server name is set as the host
server name. When configuring multiple instances, you must change NCP server name. Use the
ndsconfig command line option, -S <server_name> to specify a different server name.

When configuring multiple instances, either on the same tree or on different trees, the NCP
server name should be unique.

NOTE: All the instances share the same server key (NICI).

You can also create a new instance using the ndsmanage utility. For more information, see “Creating
an Instance through ndsmanage” on page 32.

To list all the instances on a specific host and do other operations on them, you can use the
ndsmanage utility.

IMPORTANT: The install_location/etc/opt/novell/eDirectory/conf directory contains
some of the critical configuration information used for tracking and managing the eDirectory
instances running on your server. Do not remove any contents from this directory.

This sections explains the following:

¢ “The ndsmanage Utility” on page 32
¢ “Listing the Instances” on page 32
¢ “Creating an Instance through ndsmanage” on page 32

¢ “Performing Operations for a Specific Instance” on page 33
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The ndsmanage Utility
The ndsmanage utility enables you to do the following:

¢ List the instances configured
¢ Create a new instance

¢ Do the following for a selected instance:

*

List the replicas on the server

*

Start the instance

*

Stop the instance

*

Run DSTrace for the instance
¢ Deconfigure the instance

¢ Start and Stop all instances

Listing the Instances

The following table describes how to list the eDirectory instances.

Table 1-1 ndsmanage Usage for Listing the Instances

Syntax Description

ndsmanage Lists all the instances configured by you.

ndsmanage -a|-- List instances of all the users who are using a particular installation of
all eDirectory.

ndsmanage List the instances configured by a specific user

username

The following fields are displayed for every instance:

¢ Configuration file path
¢ Server fully distinguished name (FDN) and port

¢ Status (whether the instance is active or inactive)

NOTE: This utility lists all the instances configured for a single binary.

Refer to Figure 1-1 on page 33 for more information.

Creating an Instance through ndsmanage
To create a new instance through ndsmanage:
1 Enter the following command:

ndsmanage

If you have two instances configured, the following screen is displayed:
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Figure 1-1 ndsmanage Utility Output Screen

] smanage
utility for Mowvell eDirectory 8.8 SP 2

onfigured by
nf/nds.conf : .0 ! ) .o:1e@.1.2 i ACTIVE
fetc/nds.conf : .05G-DT-SRV27 C ; o ¢ 24 @ ACTIVE

nter [r] to refresh list, [1 - 2] for more options, [c] for creating a new instance or [g] to quit: l

2 Enter c to create a new instance.

You can either create a new tree or add a server to an existing tree. Follow the instructions on the
screen to create a new instance.

Performing Operations for a Specific Instance

You can perform the following operations for every instance:

¢ “Starting a Specific Instance” on page 33
¢ “Stopping a Specific Instance” on page 34

¢ “Deconfiguring an Instance” on page 34

Other than the ones listed above, you can also run DSTrace for a selected instance.

Starting a Specific Instance
To start an instance configured by you, do the following;:
1 Enter the following:

ndsmanage

2 Select the instance you want to start.

The menu expands to include the options you can perform on a specific instance.
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Figure 1-2 ndsmanage Utility Output Screen with Instance Options
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Ll/eDirectory/conf/nds.conf © . -DT-: : SNMP BUG. : 1@@.1.2 © ACTIVE

n the server

figure
to previous menu
[q] Quit

pihat do you want to do with this instance? [ Choose from abowve]: I

3 Enter s to start the instance.
Alternatively, you can also enter the following at the command prompt:

ndsmanage start --config-file configuration_file_of_the_instance_configured_by you

Stopping a Specific Instance
To stop an instance configured by you, do the following:
1 Enter the following:

ndsmanage

2 Select the instance you want to stop.

The menu expands to include the options you can perform on a specific instance. For more
information, refer to Figure 1-2, “ndsmanage Utility Output Screen with Instance Options,” on
page 34.

3 Enter k to stop the instance.
Alternatively, you can also enter the following at the command prompt:

ndsmanage stop --config-file configuration_file_of_the_instance_configured_by you

Deconfiguring an Instance
To deconfigure an instance, do the following:
1 Enter the following:

ndsmanage

2 Select the instance you want to deconfigure.

The menu expands to include the options you can perform on a specific instance. For more
information, refer to Figure 1-2, “ndsmanage Utility Output Screen with Instance Options,” on
page 34.

3 Enter d to deconfigure the instance.
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Starting and Stopping All Instances

You can start and stop all the instances configured by you.

Starting all the Instances
To start all the instances configured by you, enter the following at the command prompt:
ndsmanage startall

To start a specific instance, refer to “Starting a Specific Instance” on page 33.

Stopping All Instances
To stop all the instances configured by you, enter the following at the command prompt:
ndsmanage stopall

To stop a specific instance, refer to “Stopping a Specific Instance” on page 34.

Example
Mary wants to configure 2 trees on a single host machine.
Planning the Setup

Mary specifies the following instance identifiers.

+ Instance 1:

Port number the instance should listen on 1524
Configuration file path /home/maryinstl/nds.conf
var directory /home/mary/instl/var

+ Instance 2:

Port number the instance should listen on 2524
Configuration file path /home/mary/inst2/nds.conf
var directory /home/mary/inst2/var

Configuring the Instances

To configure the instances based on the above mentioned instance identifiers, Mary must enter the
following commands.

+ Instance 1:

ndsconfig new -t mytree -n o=novell -a cn=admin.o=company -b 1524 -D
/home/mary/instl/var --config-file /home/mary/instl/nds.conf

+ Instance 2:

ndsconfig new -t corptree -n o=novell -a cn=admin.o=company -b 2524 -D
/home/mary/inst2/var --config-file /home/mary/inst2/nds.conf
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1.6.6

NOTE: On UNIX/Linux, OS restricts sockets creation on the mounted file system. With
eDirectory, it is recommended to have the var directory on the local file system (-D option with
ndsconfig) and the DIB directory can be of any file system (-d option with ndsconfig).

Invoking a Utility for an Instance

If Mary wants to run the DSTrace utility for instance 1 that is listening on port 1524, with its
configuration file in /home/mary/instl/nds.conf location and its DIB file located in /home/mary/
instl/var, then she can run the utility as follows:

ndstrace --config-file /home/mary/instl/nds.conf

or

ndstrace -h 164.99.146.109:1524

If Mary does not specify the instance identifiers, the utility displays all the instances owned by Mary

and prompts her to select an instance.

Listing the Instances

If Mary wants to know details about the instances in the host, she can run the ndsmanage utility.
+ To display all instances owned by Mary:

ndsmanage
¢ To display all instances owned by John (user name is john):
ndsmanage john
¢ To display all instances of all users that are using a particular installation of eDirectory:

ndsmanage -a

Using ndsconfig to Install a Linux Server into a Tree with Dotted Name
Containers

You can use ndsconfig to install a Linux server into an eDirectory tree that has containers using
dotted names (for example, novell.com).

Because ndsconfig is a command line utility, using containers with dotted names requires that those
dots be escaped out, and the parameters containing these contexts must be enclosed in double
quotes. For example, to install a new eDirectory tree on a Linux server using “O=novell.com” as the
name of the O, use the following command:

ndsconfig new -a "admin.novell.com®™ -t novell _tree -n "OU=servers.O=novell.com”

The Admin name and context and the server context parameters are enclosed in double quotes, and
only the dot (".”) in novell.com is escaped using the "\" (backslash) character.

You can also use this format when installing a server into an existing tree.

NOTE: You should use this format when entering dotted admin name and context while using
utilities such as DSRepair, Backup, DSMerge, DSLogin, and ldapconfig.
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1.6.7

Using the nmasinst Utility to Configure NMAS

From eDirectory 8.7.3 onwards, by default, ndsconfig configures NMAS. You can also use nmasinst
on Linux, Solaris, and AIX systems to configure NMAS.

ndsconfig only configures NMAS and does not install the login methods. To install these login
methods, you can use nmasinst.

IMPORTANT: You must configure eDirectory with ndsconfig before you install the NMAS login
methods. You must also have administrative rights to the tree.

¢ “Configuring NMAS” on page 37
¢ “Installing Login Methods” on page 37

Configuring NMAS

By default, ndsconfig configures NMAS. You can also use nmasinst for the same.

To configure NMAS and create NMAS objects in eDirectory, enter the following at the server console
command line:

nmasinst -1 admin.context tree_name
nmasinst will prompt you for a password.

This command creates the objects in the Security container that NMAS needs, and installs the LDAP
extensions for NMAS on the LDAP Server object in eDirectory.

The first time NMAS is installed in a tree, it must be installed by a user with enough rights to create
objects in the Security container. However, subsequent installs can be done by container
administrators with read-only rights to the Security container. nmasinst will verify that the NMAS
objects exist in the Security container before it tries to create them.

nmasinst does not extend the schema. The NMAS schema is installed as part of the base eDirectory
schema.

Installing Login Methods

To install login methods using nmasinst, enter the following at the server console command line:

nmasinst -addmethod admin.context tree_name config.txt_path

The last parameter specifies the config.txt file for the login method that is to be installed. A
config. txt file is provided with each login method.

Here is an example of the -addmethod command:

nmasinst -addmethod admin.novell MY_TREE ./nmas-methods/novell/Simple Password/
config.txt

If the login method already exists, nmasinst will update it.

For more information, see “Managing Login and Post-Login Methods and Sequences” (http://
www.novell.com/documentation/nmas33/admin/data/a53vj9a.html) in the Novell Modular
Authentication Services 3.3 Administration Guide.
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1.6.8  Nonroot user SNMP configuration

NICI and NOVLsubag should be installed as root user.

1 Root User Installing NICI. Refer to “Root User Installing NICI” on page 23
2 Root User Installing NOVLsubag.

To install NOVLsubag, complete the following procedure:

Enter the following command:

rpm -ivh --nodeps NOVLsubag_rpm_file_name_with_path

For example:

rpm -ivh --nodeps novel I-NOVLsubag-8.8.1-5.1386.rpm
3 Export the paths as follows:

Manually export the environment variables.
¢ For 32-bit

export LD_LIBRARY_PATH=custom_location/opt/novell/
eDirectory/lib:custom_location/opt/novell/lib:/opt/novell/lib:/
opt/novell/eDirectory/lib:$LD_LIBRARY_PATH

+ For 64-bit

export LD_LIBRARY_PATH=custom_ location/opt/novell/eDirectory/lib64:/opt/
novell/eDirectory/lib64/nds-modules:/opt/novel 1/1ib64:$LD_LIBRARY_PATH

export PATH=/opt/novell/eDirectory/bin:$PATH
export MANPATH=/opt/novell/man:$MANPATH
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2.1

Installing or Upgrading Novell eDirectory
on Solaris

Use the following information to install or upgrade Novell eDirectory 8.8 on a Solaris server:

¢ Section 2.1, “System Requirements,” on page 39

*

Section 2.2, “Prerequisites,” on page 40

*

Section 2.3, “Hardware Requirements,” on page 41

*

Section 2.4, “Forcing the Backlink Process to Run,” on page 42

*

Section 2.5, “Upgrading eDirectory,” on page 42

*

Section 2.6, “Installing eDirectory,” on page 43

System Requirements

You must install eDirectory on one of the following platforms.
For a 32-bit eDirectory installation:

¢ Solaris 10 on Sun SPARC
For a 64-bit eDirectory installation:

¢ Solaris 10 on Sun SPARC
¢ Solaris 10 Zones (Small Zone and Big Zone)

NOTE: Installation on Solaris 10 Zones is supported on eDirectory 8.8 SP5 or later. Regardless of
the type of a zone, either a 32-bit eDirectory or a 64-bit eDirectory can be installed in each of the
zones present in a system. In a zone only one type of eDirectory should be installed.

Update your system with the following libumem patches:

¢ Sun OS 5.10: libumem library patch for Solaris 10 on SPARC
¢ Patch Id 121921-02

NOTE: All latest recommended set of patches are available on the My Oracle Support* Web
page (https://support.oracle.com). If you do not update your system with the latest patches
before installing eDirectory, you will get the patchadd error.

eDirectory also requires the following;:

¢ A minimum of 512 MB RAM
¢ 184 MB of disk space for the eDirectory server
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¢ 43 MB of disk space for the eDirectory administration utilities
¢ 150 MB of disk space for every 50,000 users

Prerequisites

IMPORTANT: Check the currently installed Novell and Third Party applications to determine if
eDirectory 8.8 is supported before upgrading your existing eDirectory environment. You can find out
the current status for Novell products in TID 7003446 (http://www.novell.com/support/kb/
doc.php?id=7003446). You are highly recommended to back up eDirectory before any upgrades.

[ (Conditional) NICI 2.7 and eDirectory 8.8 support key sizes up to 4096 bits. If you want to use a

4 KB key size, every server must be upgraded to eDirectory 8.8eDirectory 8.8. In addition, every
workstation using the management utilities, for example, iManager and ConsoleOne, must have
NICI 2.7 installed on it.

When you upgrade your Certificate Authority (CA) server to eDirectory 8.8, the key size will not
change but will still be 2 KB. The only way to create a 4 KB key size is recreate the CA on an
eDirectory 8.8 server. In addition, you would have to change the default from 2 KB to 4 KB for
the key size, during the CA creation.

When you install eDirectory, the nds-install utility automatically installs NICIL. For more
information about installing eDirectory, see Section 2.6.3, “Using the nds-install Utility to Install
eDirectory Components,” on page 45. However, if you need to install only NICI, and not
eDirectory itself, on a workstation that has the management utilities installed, you must install
NICI manually. For more information about manually installing NICI, see “Installing NICI” on
page 48. The package containing NICI 2.7 is named NOVLNniu0-2.7 on Solaris.

SLP should be installed and configured.
With eDirectory 8.8, SLP does not get installed as part of the eDirectory installation.

If you are a root user, you need to install and configure SLP before proceeding with the
eDirectory installation.

If you are a nonroot user, SLP should be installed and configured before you proceed with the
eDirectory installation. A nonroot user cannot install SLP.

For more information on installing SLP, refer to “Using SLP with eDirectory” on page 44.
Enable the Solaris host for multicast routing.

To check if the host is enabled for multicast routing, enter the following command:
/bin/netstat -nr

The following entry should be present in the routing table:

224.0.0.0 host_IP_address

If the entry is not present, log in as root, and enter the following command to enable multicast
routing;:
route add -net 224.0.0.0 -net 224.0.0.0 netmask 240.0.0.0 hmeO

For more information on multicast and broadcast routes, refer to the OpenSLP Web site (http://
www.openslp.org/doc/html/UsersGuide/Installation.html).

If you have more than one server in the tree, the time on all the network servers should be
synchronized.

Use Network Time Protocol's (NTP) xntpd to synchronize time.
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[ To avail all the functionality of eMBox such as DSMerge, you need to install the latest Solaris
patch - 12 March 2009 or later.

[ (Conditional) If you are installing a secondary server, all the replicas in the partition that you
install the product on should be in the On state.

[ (Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, ensure that you have the following rights:

¢ Supervisor rights to the container the server is being installed into.

¢ Supervisor rights to the partition where you want to add the server.

NOTE: This is required for adding the replica when the replica count is less than 3.

*

All Attributes rights: read, compare, and write rights over the W0.KAP.Security object.

*

Entry rights: browse rights over Security container object.

*

All Attributes rights: read and compare rights over Security container object.

O (Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, ensure that at least one of the servers in the tree has the same or higher eDirectory version
as that of the secondary being added as container admin. In case the secondary being added is of
later version, then the schema needs to be extended by the admin of the tree before adding the
secondary using container admin.

(3 While configuring eDirectory, you must enable SLP services and an NCP™ port (the default is
524) in the firewall to allow the secondary server addition. Additionally, you can enable the
following service ports based on your requirements:

¢ LDAP clear text - 389
¢ LDAP secured - 636

¢ HTTP clear text - 8028
¢ HTTP secured - 8030

In case, if you have enabled user-defined ports, you must mention these ports while configuring
eDirectory.

(3 During eDirectory upgrade, if SecretStore has not already been configured with the previous
versions, or you do not want to configure SecretStore, use the -m no_ss option with the nds-
install utility.

Configuring Static IP Address

Static IP address must be configured on the server for the eDirectory to perform efficiently.
Configuring eDirectory on the servers with DHCP address can lead to unpredictable results.

Hardware Requirements

Hardware requirements depend on the specific implementation of eDirectory. Two factors increase
performance: more cache memory and faster processors. For best results, cache as much of the DIB
Set as the hardware allows.

eDirectory scales well on a single processor. However, Novell eDirectory 8.8 takes advantage of
multiple processors. Adding processors improves performance in some areas—for example, logins
and having multiple threads active on multiple processors. eDirectory itself is not processor
intensive, but it is I/O intensive.

Installing or Upgrading Novell eDirectory on Solaris 41



42

2.4
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The following table illustrates typical system requirements for Novell eDirectory for Solaris.

Objects Processor Memory Hard Disk

100,000 Sun* Enterprise 220 384 MB 144 MB

1 million Sun Enterprise 450 2GB 15GB

10 million Sun Enterprise 4500 with multiple 2+ GB 15GB
processors

Requirements for processors might be greater than the table indicates, depending upon additional
services available on the computer as well as the number of authentications, reads, and writes that
the computer is handling. Processes such as encryption and indexing can be processor intensive.

Forcing the Backlink Process to Run

Because the internal eDirectory identifiers change when upgrading to Novell eDirectory, the backlink
process must update backlinked objects for them to be consistent.

Backlinks keep track of external references to objects on other servers. For each external reference on
a server, the backlink process ensures that the real object exists in the correct location and verifies all
backlink attributes on the master of the replica. The backlink process occurs two hours after the
database is open, and then every 780 minutes (13 hours). The interval is configurable from 2 minutes
to 10,080 minutes (7 days).

After migrating to eDirectory, start the DSTrace process by issuing the ndstrace -1>log& command,
which runs the process at the background. You can force the backlink to run by issuing the ndstrace
-c set ndstrace=*B command from the DSTrace command prompt. Then you can unload the
DSTrace process by issuing the ndstrace -u command. Running the backlink process is especially
important on servers that do not contain a replica.

Upgrading eDirectory

If you have eDirectory 8.5.x or 8.6.x, you have to first upgrade to eDirectory 8.7x and then upgrade to
eDirectory 8.8.

./nds-install

NOTE: Upgrade LUM to 2.1.2 if an older version is installed on the system.

After the upgrade to eDirectory 8.8, the default location of the configuration files, data files, and log
files are changed to /etc/opt/novell/eDirectory/conf, /var/opt/novell/eDirectory/data,
and /var/opt/novell/eDirectory/log respectively.

The new directory /var/opt/novell/eDirectory/data uses a symbolic link to the /var/nds
directory.

The old configuration file /etc/nds.conf is migrated to /etc/opt/novel l/eDirectory/conf
directory. The old configuration file /etc/nds.conf is renamed to /etc/nds.conf_pre88 and the
old log files under /var/nds are retained for reference.

NOTE: The ndsconfig upgrade command has to be run after nds-install, if upgrade of the DIB fails
and nds-install asks to do so.
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NOTE: Health check fails due to time sync. To resolve this issue, perform a time sync between the
instances. You can ignore this warning message during upgrade.

Upgrading Multiple Instances

For information on Upgrading Multiple Instances, refer to Section 1.5.7, “Upgrading Multiple
Instances,” on page 18 in the Linux chapter.

Upgrading the Tarball Deployment of eDirectory 8.8

For information on upgrading the tarball deployment of eDirectory 8.8, refer to Section 1.5.6,
“Upgrading the Tarball Deployment of eDirectory 8.8,” on page 16 in the Linux chapter.

Installing eDirectory

The following sections provide information about installing Novell eDirectory on Solaris:

¢ Section 2.6.1, “Server Health Checks,” on page 43

¢ Section 2.6.2, “Using SLP with eDirectory,” on page 44

¢ Section 2.6.3, “Using the nds-install Utility to Install eDirectory Components,” on page 45
¢ Section 2.6.4, “Nonroot User Installing eDirectory 8.8,” on page 47

¢ Section 2.6.5, “Installing eDirectory 8.8 on Solaris 10 Zones,” on page 50

¢ Section 2.6.6, “Using the ndsconfig Utility to Add or Remove the eDirectory Replica Server,” on
page 51

¢ Section 2.6.7, “Using ndsconfig to Configure Multiple Instances of eDirectory 8.8,” on page 53

* Section 2.6.8, “Using ndsconfig to Install a Solaris Server into a Tree with Dotted Name
Containers,” on page 53

¢ Section 2.6.9, “Using the nmasinst Utility to Configure NMAS,” on page 54
¢ Section 2.6.10, “Nonroot user SNMP configuration,” on page 55

Server Health Checks

With eDirectory 8.8, when you upgrade or install eDirectory, two server health checks are conducted
by default to ensure that the server is safe for the upgrade.

¢ Section B.3.1, “Basic Server Health,” on page 152
¢ Section B.3.2, “Partitions and Replica Health,” on page 153

Based on the results obtained from the health checks, the upgrade will either continue or exit as
follows:

¢ If all the health checks are successful, the upgrade will continue.
¢ If there are minor errors, the upgrade will prompt you to continue or exit.

¢ If there are critical errors, the upgrade will exit.

See Appendix B, “eDirectory Health Checks,” on page 151 for a list of minor and critical error
conditions.
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Skipping Server Health Checks

To skip server health checks, use nds-install -j or ndsconfig upgrade -j.

For more information, see Appendix B, “eDirectory Health Checks,” on page 151.

Using SLP with eDirectory

In earlier releases of eDirectory, SLP was installed during the eDirectory install. But with eDirectory
8.8, you need to separately install SLP before proceeding with the eDirectory install.

If you plan to use SLP to resolve tree names, it should have been properly configured and SLP DAs
should be stable.

1 To install SLP, enter the following:

pkgadd -d filename_and_absolute_path_of NDSslp.pkg

The SLP package is present in the setup directory in the build. For example, if you have the build
in the /home/build directory, enter the following command:

pkgadd -d /home/build/Solaris/Solaris/setup/NDSslp.pkg
2 Follow the on-screen instructions to complete SLP installation.

3 Start SLP.

If you don't want to (or cannot) use SLP, you can use the flat file hosts.nds to resolve tree names to
server referrals. The hosts.nds file can be used to avoid SLP multicast delays when a SLP DA is not
present in the network.hosts.nds is a static lookup table used by eDirectory applications to search
eDirectory partition and servers. For more information on hosts.nds, refer to “Using SLP with
eDirectory” on page 19 and the hosts.nds man page.

If you decide to use SLP to resolve the tree name to determine if the eDirectory tree is advertised,
after eDirectory and SLP are installed, enter the following:

/usr/bin/slpinfo -s "ndap.novell///(svchame-ws==[treename or *])"

For example, to search for the services whose svcname-ws attribute match with the value
SAMPLE_TREE, enter the following command:

/usr/bin/slpinfo -s "ndap.novell///(svcname-ws==SAMPLE_TREE)/"

If you have a service registered with its svcname-ws attribute as SAMPLE_TREE, then the output will
be similar to the following:

service:ndap.novell:///SAMPLE_TREE

If you do not have a service registered with its svcname-ws attribute as SAMPLE_TREE, there will be no
output.

For more information, see Appendix C, “Configuring OpenSLP for eDirectory,” on page 157.
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2.6.3  Using the nds-install Utility to Install eDirectory Components

Use the nds-install utility to install eDirectory components on Solaris systems. This utility is located
in the Setup directory on the CD for the Solaris platform. The utility adds the required packages
based on what components you choose to install.

A nonroot user can install using only tarballs. For more information, refer to Section 2.6.4, “Nonroot
User Installing eDirectory 8.8,” on page 47.

1 Enter the following command from the setup directory:
-/nds-install
To install eDirectory components, use the following syntax:

nds-install [-h] [-i]1 [-i]1 [-ul

If you do not provide the required parameters in the command line, the nds-install utility will
prompt you for the parameters.

The following table provides a description of the nds-install utility parameters:

nds-install Parameter  Description

-h Displays help for nds-install.

-1 Prevents the nds-install script from invoking the ndsconfig upgrade
command if a DIB is detected at the time of the upgrade.

| Jumps or overrides the health check option before installing eDirectory.
For more information about health checks, refer to Appendix B,
“eDirectory Health Checks,” on page 151.

-m Specifies the module name to configure. While configuring a new tree,
you can configure only the ds module. After configuring the ds module,
you can add the NMAS, LDAP, SAS, SNMP, HTTP services, and
Novell SecretStore (ss) using the add command. If the module name is
not specified, all the modules are installed.

-u Specifies the option to use an unattended install mode.

The installation program proceeds to add the appropriate RPMs or packages into the Solaris
system. The following table lists the packages installed for each eDirectory component.
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eDirectory Component Packages Installed

Description

eDirectory Server .

*
*

*

Administration Utilities .

*

NDSbase
NDScommon
NDSmasv
NDSserv
NDSimon
NDSrepair
NDSdexvnt
NOVLsubag
NOVLsnmp
NOVLpkit
NOVLpkis
NOVLpkia
NOVLembox
NOVLImgnt
NOVLXxis
NLDAPsdk
NLDAPbase
NOVLsas
NOVLntls
NOVLnmas
NovLIdif2dib
NOVLncp

NOVLice
NDSbase
NLDAPbase
NLDAPsdk
NOVLpkia
NOVLXis
NOVLImgnt

The eDirectory replica server is
installed on the specified server.

The Novell Import Conversion
Export and LDAP Tools
administration utilities are installed
on the specified workstation.

2 If you are prompted, enter the complete path to the license file.

You will be prompted to enter the complete path to the license file only if the installation
program cannot locate the file in the default location. The default location is the /var directory,

the mounted license diskette, or the current directory.

If the path you entered is not valid, you will be prompted to enter the correct path.

You can use the ndsconfig utility to configure eDirectory Server after installation.
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Novell Modular Authentication Service (NMAS) is installed as part of the server component. By
default, ndsconfig configures NMAS. By default, ndsconfig configures NMAS. You can also use
the nmasinst utility to configure NMAS server after installation. This must be done after
configuring eDirectory with ndsconfig.

For more information on the ndsconfig utility, see “The ndsconfig Utility” on page 101.

For more information on the nmasinst utility, see “Using the nmasinst Utility to Configure
NMAS” on page 54.

3 After the installation is complete, you need to update the following environment variables and
export them as follows:

¢ Manually export the environment variables

32-bit: export LD_LIBRARY_PATH=/opt/novell/eDirectory/lib:/opt/novel I/
eDirectory/lib/nds-modules:/opt/novel1/1ib:$LD_LIBRARY_PATH

64-bit: export LD _LIBRARY_PATH=/opt/novell/eDirectory/lib/sparcv9:/opt/
novell/eDirectory/lib/sparcv9/nds-modules:/opt/novell/lib/
sparcv9:$LD_LIBRARY_PATH

export PATH=/opt/novell/eDirectory/bin:/opt/novell/eDirectory/shin:$PATH

export MANPATH=/opt/novell/man:/opt/novell/eDirectory/man:$MANPATH

export TEXTDOMAINDIR=/opt/novell/eDirectory/share/locale:$TEXTDOMAINDIR
¢ Use the ndspath script to export the environment variables

If you do not want to export the paths manually, you can use the Zopt/novel 1/
eDirectory/bin/ndspath script as follows:

¢ Prefix the ndspath script to the utility and run the utility you want as follows:
/opt/novell/eDirectory/bin/ndspath utility_name_with_parameters
¢ Export the paths in the current shell as follows:
. /opt/novell/eDirectory/bin/ndspath

After entering the above command, run the utilities as you would normally do.

¢ Call the script in your profile, bashrc, or similar scripts. Therefore, whenever you log in
or open a new shell, you can start using the utilities directly.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

Nonroot User Installing eDirectory 8.8

A nonroot user can install eDirectory 8.8 using the tarball.

Prerequisites

O i you want to install eDirectory using the tarball and not the nds-install utility, ensure that NICI
is installed. For information on installing NICI, refer to “Installing NICI” on page 23.

O3 If you want to use SLP and SNMP, ensure that they are installed by the root user.
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(3 Write rights to the directory where you want to install eDirectory.

If you are a non-administrator user, ensure that you have the appropriate rights as mentioned in
the Section 2.2, “Prerequisites,” on page 40 section.

Installing NICI

NICI should be installed before you proceed with the eDirectory installation. Because the required
NICI packages are used system-wide, we recommend you use the root user to install the necessary
packages. However, if necessary you can delegate access to a different account using sudo and use
that account to install the NICI packages.

Root User Installing NICI

To install NICI, enter one of the following commands:
32-bit: pkgadd -d NICI_package_absolute path_and_filename NOVLniuO
For example:

pkgadd -d /Zhome/build/Solaris/Solaris/setup/NOVLniu0.pkg NOVLniuO
64-bit: pkgadd -d NICI_package_absolute_path_and_filename NOVLniu64

For example:

pkgadd -d /home/build/Solaris/Solaris/setup/NOVLniu64.pkg NOVLniu64

Nonroot User Installing NICI

Nonroot users can make use of the sudo utility to install NICI. sudo (superuser do) allows a root user
to give certain users the ability to run some commands as root. A root user can do this by editing the
/etc/sudoers configuration file and adding appropriate entries in it.

For more information, refer to the sudo Website (http://www.sudo.ws/).

WARNING: sudo enables you to give limited root permissions to nonroot users. Therefore, you must
understand the security implications before proceeding.

A root user needs to complete the following procedure to enable a nonroot user (for example, john) to
install NICI:

1 Log in as root.

2 Edit the /etc/sudoers configuration file using the visudo command.

NOTE: There is no space between vi and sudo in the command.

3 Make an entry with the following information:

Username  hostname=(root) NOPASSWD: /usr/sbin/pkgadd

For example, to enable “john” to run /usr/sbin/pkgadd as root on the hostname “sol-2,” type
the following:

john sol-2=(root) NOPASSWD: /usr/sbin/pkgadd

A nonroot user (“john,” in the example) needs to do the following to install NICI:

1 Log in as john and execute the following command:
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sudo pkgadd -d absolute path_of the NICI_package NOVLniuO

For example:

sudo pkgadd -d /home/build/Solaris/Solaris/setup/NOVLniu0.pkg NOVLniuO

2 Execute the following script:

sudo /var/opt/novell/nici/set_server_mode

NICI gets installed in the server mode.

Installing eDirectory

1 Go to the directory where you want to install eDirectory.

2 Untar the tar file as follows:

tar xvf /tar_file_name
3 Export the paths as follows:
¢ Manually export the environment variables

32-bit: export LD_LIBRARY_PATH=custom_location/eDirectory/opt/novell/
eDirectory/lib:custom_location/eDirectory/opt/novell/eDirectory/lib/nds-
modules:custom_location/eDirectory/opt/novell/lib:/opt/novell/lib:/opt/novell/
eDirectory/lib:$LD_LIBRARY_PATH

64-bit: export LD_LIBRARY_PATH=custom_location/eDirectory/opt/novell/
eDirectory/lib/sparcv9:custom_location/eDirectory/opt/novell/eDirectory/lib/
sparcv9/nds-modules:custom_location/eDirectory/opt/novell/lib/sparcv9:/opt/novell/
lib/sparcv9:/opt/novell/eDirectory/lib/sparcv9:$LD_LIBRARY_PATH

export PATH=custom_location/eDirectory/opt/novell/eDirectory/
bin:custom_location/eDirectory/opt/novell/eDirectory/shin:/opt/novell/
eDirectory/bin:$PATH

export MANPATH=custom_location/eDirectory/opt/novell/man:custom_location/
eDirectory/opt/novell/eDirectory/man:$MANPATH

export TEXTDOMAINDIR=custom_ location/eDirectory/opt/novell/eDirectory/
share/locale:$TEXTDOMAINDIR

¢ Use the ndspath script to export the environment variables
Prefix the ndspath script to the utility if you do not want to export the paths manually.

¢ Run the utility you want as follows:

custom_location/eDirectory/opt/novell/eDirectory/bin/ndspath
utility name_with_parameters

¢ Export the paths in the current shell as follows:

. custom_Jlocation/eDirectory/opt/novell/eDirectory/bin/ndspath

NOTE: Ensure that you enter the above commands from the custom_location/
eDirectory/opt directory.

After entering the above command, run the utilities as you would normally do.

¢ Call the script in your profile, bashrc, or similar scripts. Therefore, whenever you log in
or open a new shell, you can start using the utilities directly.

4 Configure eDirectory in the usual manner.

Installing or Upgrading Novell eDirectory on Solaris 49



50

2.6.5

You can configure eDirectory in any of the following ways:

¢ Use the ndsconfig utility as follows:

ndsconfig new -t treename -n server_context -a admin_FDN [-i] [-S
server_name] [-d path_for_dib] [-m module] [e] [-L ldap_port] [-1 SSL_port]
[-0 http_port] -0 https_port] [-b port_to bind] [-B interfacel@portil,
interface2@port2,..] [-D custom_location] [--config-Ffile
configuration_Tfile]

For example:

ndsconfig new -t mary-tree -n novell -a admin.novell -S linuxl -d /home/
mary/instl/data -b 1025 -L 1026 -1 1027 -o 1028 -0 1029 -D /home/mary/
instl/var --config-file /home/mary/instl/nds.conf

The port numbers you enter need to be in the range 1024 to 65535. Port numbers lesser than
1024 are normally reserved for the super-user and standard applications. Therefore, you
cannot assume the default port 524 for any eDirectory applications.

This might cause the following applications to break:
¢ The applications that don't have an option to specify the target server port.
¢ The older applications that use NCP, and are run as root for 524.

¢ Use the ndsmanage utility to configure a new instance. For more information, refer to the
“Creating an Instance through ndsmanage” on page 32.

Follow the on-screen instructions to complete the configuration.

For more information, see Section 2.6.6, “Using the ndsconfig Utility to Add or Remove the
eDirectory Replica Server,” on page 51.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

Installing eDirectory 8.8 on Solaris 10 Zones

eDirectory 8.8 SP5 or later versions can be installed on Solaris* 10 Zones.

An Introduction to Zones
A zone is a virtual instance of Solaris. It is also one of the software partitions of the operating system.
A large Sun Fire server with hardware domains allows the creation of several isolated systems. It is

easy to move individual CPUs between the zones as needed, or to configure the sharing of CPUs and
memory.

Types of Zones

There are two types of zones, a global zone and a non-global zone.
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Global Zone

The global zone is the original Solaris OS instance, which has access to the physical hardware and can
control all the processes. Global zones create non-global zones that are authorized to create and
control new zones in which the applications run.

Non-Global Zone

A non-global zone is aligned with the global zones, but does not run inside them. Global zones can
monitor the configuration of the non-global zones and control them. You can choose two general
non-global zone types during the zone creation, a Small Zone and a Big Zone.

Small Zone (Sparse Root Zone)

A small zone is the default zone that consumes the least disk space. It is high performing and highly
secure.

NOTE: Before installing eDirectory on a small zone, NICI should be installed on the global zone. For
information on installing NICI, refer to “Installing NICI” on page 23

Big Zone (Whole Root Zone)

A big zone has its own Zusr files, which can be modified independently.
For more information on Solaris* Zones refer to the following links:
Information on Zones (http://www.solarisinternals.com/wiki/index.php/Zones#Zones)

Information on the Solaris Operating System (http://www.oracle.com/us/products/servers-storage/
solaris/overview/index.html)

Installing eDirectory 8.8 on a Global or Non-Global Zone

Use the nds-install utility to install eDirectory components on a Solaris* 10 Zones system. This utility
is present in the setup directory, in the CD provided for eDirectory installation on a Solaris platform.
This utility adds the required packages, based on the components you choose to install.

To run the nds-install utility, enter the following command from the setup directory:

./nds-install

After installation, use the ndsconfig utility for configuring the eDirectory installed on the Solaris* 10
Zones system. For more information on the ndsconfig utility refer to the Novell Documentation
Website (http://www.novell.com/documentation/edir88/edirin88/data/a7f5t0z.html#a7f7ods)

Using the ndsconfig Utility to Add or Remove the eDirectory Replica
Server

You must have Administrator rights to use the ndsconfig utility. When this utility is used with
arguments, it validates all arguments and prompts for the password of the user having
Administrator rights. If the utility is used without arguments, ndsconfig displays a description of the
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utility and available options. This utility can also be used to remove the eDirectory Replica Server
and change the current configuration of eDirectory Server. For more information, see “The ndsconfig
Utility” on page 101.

Prerequisite for Configuring eDirectory in a Specific Locale

If you want to configure eDirectory in a specific locale, you need to export LC_ALL and LANG to
that particular locale before eDirectory configuration. For example, to configure eDirectory in the
Japanese locale, enter the following:

export LC_ALL=ja

export LANG=ja

Creating a New Tree

Use the following syntax:

ndsconfig new -t treename -n server context -a admin FDN [-i] [-S server name] [-d
path for dib] [-m module] [e] [-L Idap port] [-1 SSL port] [-0 http port] -O https
port] [-b port to bind] [-B interfacel@portl, interface2@port2,..] [-D
custom_location] [--config-Tile configuration_file]

A new tree is installed with the specified tree name and context.

There is a limitation on the number of characters in the tree_name, admin FDN and server FDN
variables. The maximum number of characters allowed for these variables is as follows:

+ tree_name: 32 characters
¢ admin FDN: 255 characters

+ server FDN: 255 characters

If the parameters are not specified in the command line, ndsconfig prompts you to enter values for
each of the missing parameters.

Or, you can also use the following syntax:

ndsconfig def -t treename -n server context -a admin FDN [-i] [-S server name] [-d
path for dib] [-m module] [-e] [-L ldap port] [-1 SSL port] [-0 http port] -0 https
port] [-D custom_location] [--config-file configuration_file]

A new tree is installed with the specified tree name and context. If the parameters are not specified in
the command line, ndsconfig takes the default value for each of the missing parameters.

For example, to create a new tree, you could enter the following command:

ndsconfig new -t corp-tree -n o=company -a cn=admin.o=company

Adding a Server into an Existing Tree

Use the following syntax:

ndsconfig add -t treename -n server context -a admin FDN [-e] [-L Idap port] [-1
SSL port] [-0 http port] -0 https port] [-S server name] [-d path for dib] [-p IP
address:port] [-m module] [-b port to bind] [-B interfacel@portl,
interface2@port2,..] [-D custom_location] [--config-file configuration_file] [-E]

A server is added to an existing tree in the specified context. If the context that the user wants to add
the Server object to does not exist, ndsconfig creates the context and adds the server.
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LDAP and security services can also be added after eDirectory has been installed into the existing
tree.

For example, to add a server into an existing tree, you could enter the following command:

ndsconfig add -t corp-tree -n o=company -a cn=admin.o=company -S srvl

You can enable encrypted replication in the server you want to add using the -E option. For more
information on encrypted replication, see “Encrypted Replication” in the Novell eDirectory 8.8 SP7
Administration Guide.

Removing a Server Object and Directory Services from a Tree

Use the following syntax:

ndsconfig rm -a admin FDN

eDirectory and its database are removed from the server.

NOTE: The HTML files created using iMonitor will not be removed. You must manually remove
these files from /var/opt/novel 1/eDirectory/data/dsreports before removing eDirectory.

For example, to remove the eDirectory Server object and directory services from a tree, you could
enter the following command:

ndsconfig rm -a cn=admin.o=company

ndsconfig Utility Parameters

Refer to “ndsconfig Utility Parameters” on page 28 for more information.

Using ndsconfig to Configure Multiple Instances of eDirectory 8.8

You can configure multiple instances of eDirectory 8.8 on a single host. For information on multiple

instances, refer to Section 1.6.5, “Using ndsconfig to Configure Multiple Instances of eDirectory 8.8,”

on page 31 in the Linux chapter.

Using ndsconfig to Install a Solaris Server into a Tree with Dotted
Name Containers

You can use ndsconfig to install a Solaris server into an eDirectory tree that has containers using
dotted names (for example, novell.com).

Because ndsconfig is a command line utility, using containers with dotted names requires that those

dots be escaped out, and the parameters containing these contexts must be enclosed in double

quotes. For example, to install a new eDirectory tree on a Solaris server using “O=novell.com” as the

name of the O, use the following command:

ndsconfig new -a “admin.novell\.com” -t novell_tree -n “OU=servers.O=novell\.com”

The Admin name and context and the server context parameters are enclosed in double quotes, and

only the dot (*.") in novell.com is escaped using the ‘\” (backslash) character.

You can also use this format when installing a server into an existing tree.
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NOTE: You should use this format when entering dotted admin name and context while using
utilities such as DSRepair, Backup, DSMerge, DSLogin, and ldapconfig.

Using the nmasinst Utility to Configure NMAS

For eDirectory 8.8, by default, ndsconfig configures NMAS. You can also use nmasinst on Linux,
Solaris, and AIX systems to configure NMAS.

ndsconfig only configures NMAS and does not install the login methods. To install these login
methods, you can use nmasinst.

IMPORTANT: You must configure eDirectory with ndsconfig before you install the NMAS login
methods. You must also have administrative rights to the tree.

¢ “Configuring NMAS” on page 54
¢ “Installing Login Methods” on page 54

Configuring NMAS

By default, ndsconfig configures NMAS. You can also use nmasinst for the same.

To configure NMAS and create NMAS objects in eDirectory, enter the following at the server console
command line:

nmasinst -i admin.context tree_name
nmasinst will prompt you for a password.

This command creates the objects in the Security container that NMAS needs, and installs the LDAP
extensions for NMAS on the LDAP Server object in eDirectory.

The first time NMAS is installed in a tree, it must be installed by a user with enough rights to create
objects in the Security container. However, subsequent installs can be done by container
administrators with read-only rights to the Security container. nmasinst will verify that the NMAS
objects exist in the Security container before it tries to create them.

nmasinst does not extend the schema. The NMAS schema is installed as part of the base eDirectory
schema.

Installing Login Methods

To install login methods using nmasinst, enter the following at the server console command line:

nmasinst -addmethod admin.context tree name config.txt _path

The last parameter specifies the config. txt file for the login method that is to be installed. A
config.txt file is provided with each login method.

Here is an example of the ~addmethod command:

nmasinst -addmethod admin.novell MY_TREE ./nmas-methods/novell/Simple Password/
config.txt

If the login method already exists, nmasinst will update it.
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For more information, see “Managing Login and Post-Login Methods and Sequences” (http://
www.novell.com/documentation/nmas33/admin/data/a53vj9a.html) in the Novell Modular
Authentication Services 3.3 Administration Guide.

Nonroot user SNMP configuration

NICI and NOVLsubag should be installed as root user.

1 Root User Installing NICI. Refer to “Root User Installing NICI” on page 23.
2 Install NOVLsubag as root.
3 Export the paths as follows:

Manually export the environment variables.

32-bit: export LD_L IBRARY_PATH=custom_location/opt/novell/eDirectory/
lib:custom_location/opt/novell/lib:/opt/novell/lib:/opt/novell/eDirectory/
lib:$LD_LIBRARY_PATH

64-bit: export LD_L IBRARY_PATH=custom_location/opt/novell/ eDirectory/lib/
sparcv9:custom_location/opt/novel l/lib/sparcv9:/opt/novell/lib/sparcv9:/ opt/
novell/eDirectory/lib/sparcv9:$LD_LIBRARY_PATH

export  PATH=/opt/novell/eDirectory/bin:$PATH
export MANPATH=/opt/novell/man:$MANPATH

Installing or Upgrading Novell eDirectory on Solaris

55



56 Novell eDirectory 8.8 SP7 Installation Guide
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3.2

Installing or Upgrading Novell eDirectory
on AIX

Use the following information to install or upgrade Novell eDirectory 8.8 on an AIX server:

¢ Section 3.1, “System Requirements,” on page 57

*

Section 3.2, “Prerequisites,” on page 57

*

Section 3.3, “Hardware Requirements,” on page 59

*

Section 3.4, “Forcing the Backlink Process to Run,” on page 59

*

Section 3.5, “Upgrading eDirectory,” on page 60

*

Section 3.6, “Installing eDirectory,” on page 60

System Requirements

You can install eDirectory 8.8 SP7 (32-bit installation only) on servers running AIX Version 6.1.x.
eDirectory also requires the following;:

¢ All recommended AIX OS patches, available at the IBM* Fix Central (http://www-933.ibm.com/
support/fixcentral/) Web site

¢ A minimum of 512 MB RAM

¢ 215 MB of disk space for the eDirectory server

¢ 38 MB of disk space for the eDirectory administration utilities

¢ 150 MB of disk space for every 50,000 users

Prerequisites

IMPORTANT: Check the currently installed Novell and Third Party applications to determine if
eDirectory 8.8 is supported before upgrading your existing eDirectory environment. You can find out
the current status for Novell products in the TID 7003446 (http://www.novell.com/support/kb/
doc.php?id=7003446). You are highly recommended to back up eDirectory before any upgrades.

(3 Enable the AIX host for multicast routing.
See if the multicast routing daemon mrouted is running.
If it is not running, configure and start the multicast daemon mrouted.

See the “mrouted.conf File” section in the Files Reference book on the AIX Documentation Web
site (http://www16.boulder.ibm.com/pseries/en_US/infocenter/base/aix.htm) for an example
configuration file.
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[ (Conditional) NICI 2.7 and eDirectory 8.8 support key sizes up to 4096 bits. If you want to use a

4 KB key size, every server must be upgraded to eDirectory 8.8. In addition, every workstation
using the management utilities, for example, iManager and ConsoleOne, must have NICI 2.7
installed on it.

When you upgrade your Certificate Authority (CA) server to eDirectory 8.8, the key size will not
change but will still be 2 KB. The only way to create a 4 KB key size is recreate the CA on an
eDirectory 8.8 server. In addition, you would have to change the default from 2 KB to 4 KB for
the key size, during the CA creation.

When you install eDirectory, the nds-install utility automatically installs NICI. For more
information about installing eDirectory, see Section 3.6.3, “Using the nds-install Utility to Install
eDirectory Components,” on page 62. However, if you need to install only NICI, and not
eDirectory itself, on a workstation that has the management utilities installed, you must install
NICI manually. For more information about manually installing NICI, see “Installing NICI” on
page 65. The package containing NICI 2.7 is named NOVLniu0-2.7 on AIX.

If you have more than one server in the tree, the time on all the network servers should be
synchronized.

Use Network Time Protocol's (NTP) xntpd.nlIm to synchronize time.

(Conditional) If you are installing a secondary server, all the replicas in the partition that you
install the product on should be in the On state.

(Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, ensure that you have the following rights:

¢ Supervisor rights to the container the server is being installed into.

¢ Supervisor rights to the partition where you want to add the server.

NOTE: This is required for adding the replica when the replica count is less than 3.

*

All Attributes rights: read, compare, and write rights over the W0.KAP.Security object.

*

Entry rights: browse rights over Security container object.

*

All Attributes rights: read and compare rights over Security container object.

(Conditional) If you are installing a secondary server into an existing tree as a non-administrator
user, ensure that at least one of the servers in the tree has the same or higher eDirectory version
as that of the secondary being added as container admin. In case the secondary being added is of
later version, then the schema needs to be extended by the admin of the tree before adding the
secondary using container admin.

While configuring eDirectory, you must enable SLP services and an NCP™ port (the default is
524) in the firewall to allow the secondary server addition. Additionally, you can enable the
following service ports based on your requirements:

LDAP clear text - 389
¢ LDAP secured - 636

¢ HTTP clear text - 8028
¢ HTTP secured - 8030

In case, if you have enabled user-defined ports, you must mention these ports while configuring
eDirectory.

*

During eDirectory upgrade, if SecretStore has not already been configured with the previous
versions, or you do not want to configure SecretStore, use the -m no_ss option with the nds-
install utility.
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Configuring Static IP Address

Static IP address must be configured on the server for the eDirectory to perform efficiently.
Configuring eDirectory on the servers with DHCP address can lead to unpredictable results.

Hardware Requirements

Hardware requirements depend on the specific implementation of eDirectory.

For example, a base installation of Novell eDirectory with the standard schema requires about 74 MB
of disk space for every 50,000 users. However, if you add a new set of attributes or completely fill in
every existing attribute, the object size grows. These additions affect the disk space, processor, and
memory needed.

Two factors increase performance: more cache memory and faster processors.
For best results, cache as much of the DIB Set as the hardware allows.

eDirectory scales well on a single processor. However, eDirectory 8.8 takes advantage of multiple
processors. Adding processors improves performance in some areas—for example, logins and
having multiple threads active on multiple processors. eDirectory itself is not processor intensive, but
it is I/O intensive.

The following table illustrates typical system requirements for Novell eDirectory for AIX.

Objects Processor Memory Hard Disk
100,000 RS/6000 344 MB 144 MB

1 Million RS/6000 2GB 1.5GB

10 Million RS/6000 2+ GB 15 GB

Requirements for processors might be greater than the table indicates, depending upon additional
services available on the computer as well as the number of authentications, reads, and writes that
the computer is handling. Processes such as encryption and indexing can be processor intensive.

Forcing the Backlink Process to Run

Because the internal eDirectory identifiers change when upgrading to Novell eDirectory, the backlink
process must update backlinked objects for them to be consistent.

Backlinks keep track of external references to objects on other servers. For each external reference on
a server, the backlink process ensures that the real object exists in the correct location and verifies all
backlink attributes on the master of the replica. The backlink process occurs two hours after the
database is open, and then every 780 minutes (13 hours). The interval is configurable from 2 minutes
to 10,080 minutes (7 days).

After migrating to eDirectory, start the DSTrace process by issuing the ndstrace -1>log& command,
which runs the process at the background. You can force the backlink to run by issuing the ndstrace
-c set ndstrace=*B command from the DSTrace command prompt. Then you can unload the
DSTrace process by issuing the ndstrace -u command. Running the backlink process is especially
important on servers that do not contain a replica.
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3.5

3.5.1

3.5.2

3.6

Upgrading eDirectory

To upgrade to eDirectory 8.8 from eDirectory 8.7, 8.7.1, or 8.7.3, enter the following:
-/nds-install

After the upgrade to eDirectory 8.8, the default location of the configuration files, data files, and log
files are changed to /etc/opt/novell/eDirectory/conf, /var/opt/novell/eDirectory/data,
and /var/opt/novel1/eDirectory/log respectively.

The new directory /var/opt/novell/eDirectory/data uses a symbolic link to the /var/nds
directory.

The old configuration file /etc/nds.conf is migrated to /etc/opt/novell/eDirectory/conf
directory. The old configuration file /etc/nds.conf is renamed to /etc/nds.conf_pre88 and the
old log files under /var/nds are retained for reference.

NOTE: The ndsconfig upgrade command has to be run after nds-install, if upgrade of the DIB fails
and nds-install asks to do so.

NOTE: Health check fails due to time sync. To resolve this issue, perform a time sync between the
instances. You can ignore this warning message during upgrade.

Upgrading Multiple Instances

For information on Upgrading Multiple Instances, refer to Section 1.5.7, “Upgrading Multiple
Instances,” on page 18 in the Linux chapter.

Upgrading the Tarball Deployment of eDirectory 8.8

For information on upgrading the tarball deployment of eDirectory 8.8, refer to Section 1.5.6,
“Upgrading the Tarball Deployment of eDirectory 8.8,” on page 16 in the Linux chapter.

Installing eDirectory

The following sections provide information about installing Novell eDirectory on AIX:

¢ Section 3.6.1, “Server Health Checks,” on page 61

¢ Section 3.6.2, “Using SLP with eDirectory,” on page 61

¢ Section 3.6.3, “Using the nds-install Utility to Install eDirectory Components,” on page 62
¢ Section 3.6.4, “Nonroot User Installing eDirectory 8.8,” on page 64

¢ Section 3.6.5, “Using the ndsconfig Utility to Add or Remove the eDirectory Replica Server,” on
page 67

¢ Section 3.6.6, “Using ndsconfig to Configure Multiple Instances of eDirectory 8.8,” on page 69

¢ Section 3.6.7, “Using ndsconfig to Install an AIX Server into a Tree with Dotted Name
Containers,” on page 69

¢ Section 3.6.8, “Using the nmasinst Utility to Configure NMAS,” on page 69

¢ Section 3.6.9, “Nonroot user SNMP configuration,” on page 70
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Server Health Checks

With eDirectory 8.8, when you upgrade or install eDirectory, two server health checks are conducted
by default to ensure that the server is safe for the upgrade.

¢ Section B.3.1, “Basic Server Health,” on page 152
¢ Section B.3.2, “Partitions and Replica Health,” on page 153

Based on the results obtained from the health checks, the upgrade will either continue or exit as
follows:

¢ If all the health checks are successful, the upgrade will continue.
¢ If there are minor errors, the upgrade will prompt you to continue or exit.

¢ If there are critical errors, the upgrade will exit.

See Appendix B, “eDirectory Health Checks,” on page 151 for a list of minor and critical error
conditions.

Skipping Server Health Checks

To skip server health checks, use nds-install -j or ndsconfig upgrade -j.

For more information, see Appendix B, “eDirectory Health Checks,” on page 151.

Using SLP with eDirectory

In earlier releases of eDirectory, SLP was installed during the eDirectory install. But with eDirectory
8.8, you need to separately install SLP before proceeding with the eDirectory install.

If you plan to use SLP to resolve tree names, it should have been properly configured and SLP DAs
should be stable.

1 Install SLP using the following command:

installp -acgXd absolute_path_of NDSslp_fileset NDS.NDSslp

The SLP fileset is present in the setup directory in the build. For example, if you have the build
in the /home/bui Id directory, enter the following command:

installp -acgXd /home/build/Aix/Aix/setup/NDS._NDSslp
2 Follow the on-screen instructions to complete the SLP installation.
3 Start SLP.
If you don't want to (or cannot) use SLP, you can use the flat file hosts.nds to resolve tree names to

server referrals. The hosts.nds file can be used to avoid SLP multicast delays when a SLP DA is not
present in the network.

hosts.nds is a static lookup table used by eDirectory applications to search eDirectory partition and
servers. The hosts.nds file should be created in /etc/opt/novell/eDirectory/conf/hosts.nds
or <custom_location>/etc/opt/novell/eDirectory/conf/hosts.nds. For more information on
hosts.nds, refer to “Using SLP with eDirectory” on page 19 and the hosts.nds man page.

If you decide to use SLP to resolve the tree name to determine if the eDirectory tree is advertised,
after eDirectory and SLP are installed, enter the following:

/usr/bin/slpinfo -s "ndap.novell///(svcname-ws==[treename or *])"
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For example, to search for the services whose svcname-ws attribute match with the value
SAMPLE_TREE, enter the following command:

/usr/bin/slpinfo -s "ndap.novell///(svcname-ws==SAMPLE_TREE)/""

If you have a service registered with its svcname-ws attribute as SAMPLE_TREE, then the output will
be similar to the following:

service:ndap.novell:///SAMPLE_TREE

If you do not have a service registered with its svchame-ws attribute as SAMPLE_TREE, there will be no
output.

For more information, see Appendix C, “Configuring OpenSLP for eDirectory,” on page 157.

Using the nds-install Utility to Install eDirectory Components

Use the nds-install utility to install eDirectory components on AIX systems. This utility is located in
the Setup directory on the CD for the AIX platform. The utility adds the required packages based on
what components you choose to install.

1 Enter the following command from the setup directory:
-/nds-install
To install eDirectory components, use the following syntax:

nds-install [-h] [-i] [-i1 [-ul

If you do not provide the required parameters in the command line, the nds-install utility will
prompt you for the parameters.

The following table provides a description of the nds-install utility parameters:

nds-install Parameter  Description

-h Displays help for nds-install.

-1 Prevents the nds-install script from invoking the ndsconfig upgrade
command if a DIB is detected at the time of the upgrade.

-] Jumps or overrides the health check option before installing eDirectory.
For more information about health checks, refer to Appendix B,
“eDirectory Health Checks,” on page 151.

-m Specifies the module name to configure. While configuring a new tree,
you can configure only the ds module. After configuring the ds module,
you can add the NMAS, LDAP, SAS, SNMP, HTTP services, and
Novell SecretStore (ss) using the add command. If the module name is
not specified, all the modules are installed.

-u Specifies the option to use an unattended install mode.

The installation program installs the following depots:
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Description

eDirectory Server + NDSbase

*

*

*

*

NDScommon
NDSmasv
NDSserv
NDSimon
NDSrepair
NDSdexvnt
NOVLsubag
NOVLsnmp
NOVLpkit
NOVLpkis
NOVLpkia
NOVLembox
NOVLImgnt
NOVLXxis
NLDAPsdk
NLDAPbase
NOVLsas
NOVLntls
NOVLnmas

NovLIdif2

NOVLncp

Administration Utilities .
*

*

NOVLice

NDSbase
NLDAPbase
NLDAPsdk
NOVLpkia
NOVLXis
NOVLImgnt

The eDirectory replica server
is installed on the specified
server.

The Novell Import Conversion
Export and LDAP Tools
administration utilities are
installed on the specified
workstation.

2 If you are prompted, enter the complete path to the license file.

You will be prompted to enter the complete path to the license file only if the installation
program cannot locate the file in the default location. The default location is the /var directory,

the mounted license diskette, or the current directory.

If the path you entered is not valid, you will be prompted to enter the correct path.

You can use the ndsconfig utility to configure eDirectory Server after installation.

Novell Modular Authentication Service (NMAS) is installed as part of the server component. By
default ndsconfig configures NMAS. You can also use the nmasinst utility to configure NMAS
server after installation. This must be done after configuring eDirectory with ndsconfig.
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For more information on the ndsconfig utility, see “The ndsconfig Utility” on page 101.

For more information on the nmasinst utility, see “Using the nmasinst Utility to Configure
NMAS” on page 69.

3 After the installation is complete, you need to update the following environment variables and
export them as follows:

¢ Manually export the environment variables

export LD_LIBRARY_PATH=/opt/novell/eDirectory/lib:/opt/novell/eDirectory/
lib/nds-modules:/opt/novell/lib:/opt/novell/lib:/opt/novell/eDirectory/
lib:$LD_LIBRARY_PATH

export LIBPATH=/opt/novell/eDirectory/lib:/opt/novell/eDirectory/lib/nds-modules:/
opt/novell/lib:/opt/novell/lib:/opt/novell/eDirectory/lib:$LIBPATH
export PATH=/opt/novell/eDirectory/bin:/opt/novell/eDirectory/shin:$PATH
export MANPATH=/opt/novell/man:/opt/novell/eDirectory/man:$MANPATH
export TEXTDOMAINDIR=/opt/novell/eDirectory/share/locale:$TEXTDOMAINDIR
¢ Use the ndspath script to export the environment variables

If you do not want to export the paths manually, you can use the Zopt/novel 1/
eDirectory/bin/ndspath script as follows:

¢ Prefix the ndspath script to the utility and run the utility you want as follows:

/opt/novell/eDirectory/bin/ndspath utility_name_with_parameters

¢ Export the paths in the current shell as follows:

. /opt/novell/eDirectory/bin/ndspath
After entering the above command, run the utilities as you would normally do.

¢ Call the script in your profile, bashrc, or similar scripts. Therefore, whenever you log in
or open a new shell, you can start using the utilities directly.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

3.6.4 Nonroot User Installing eDirectory 8.8

A nonroot user can install eDirectory 8.8 using the tarball.

Prerequisites
O i you want to install eDirectory using the tarball and not the nds-install utility, ensure that NICI
is installed. For information on installing NICI, refer to “Installing NICI” on page 65.
O3 If you want to use SLP and SNMP, ensure that they are installed by the root user.
(3 Write rights to the directory where you want to install eDirectory.

If you are a non-administrator user, ensure that you have the appropriate rights as mentioned in
the Section 3.2, “Prerequisites,” on page 57 section.
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Installing NICI

NICI should be installed before you proceed with the eDirectory installation. Because the required
NICI packages are used system-wide, we recommend you use the root user to install the necessary
packages. However, if necessary you can delegate access to a different account using sudo and use
that account to install the NICI packages.

Root User Installing NICI

To install NICI, enter the following command:
installp -acgXd absolute_path_of_the_NICI_fileset NOVLniuO
For example:

installp -acgXd /home/build/AIX/AIX/setup/NOVLNiu0.2.7.0.0 NOVLNniuO

Nonroot User Installing NICI

Nonroot users can make use of the sudo utility to install NICI. sudo (superuser do) allows a root user
to give certain users the ability to run some commands as root. A root user can do this by editing the
/etc/sudoers configuration file and adding appropriate entries in it.

For more information, refer to the sudo Website (http://www.sudo.ws/).

WARNING: sudo enables you to give limited root permissions to nonroot users. Therefore, you must
understand the security implications before proceeding.

A root user needs to complete the following procedure to enable a nonroot user (for example, john) to
install NICI:

1 Log in as root.

2 Edit the /etc/sudoers configuration file using the visudo command.

NOTE: There is no space between vi and sudo in the command.

Make an entry with the following information:

Username  hostname=(root) NOPASSWD: /Zusr/sbin/installp

For example, to enable “john” to run /bin/rpm as root on the hostname “aix-2,” type the
following:

john aix-2=(root) NOPASSWD: /usr/sbin/installp
A nonroot user (“john,” in the example) needs to do the following to install NICI:
1 Log in as john and execute the following command:
sudo installp -acgXd absolute_path_of the NICI_fileset NOVLniuO
For example:

sudo installp -acgXd /Zhome/build/AIX/A1X/setup/NOVLNiu0.2.7.0.0 NOVLniuO

2 Execute the following script:

sudo /var/opt/novell/nici/set_server_mode

NICI gets installed in the server mode.
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Installing eDirectory

1 Go to the directory where you want to install eDirectory.

2 Untar the tar file as follows:

tar xvfp /tar_file_name
3 Export the paths as follows:

¢ Manually export the environment variables

export LD_LIBRARY_PATH=custom_ location/eDirectory/opt/novell/eDirectory/
lib:custom_location/eDirectory/opt/novell/eDirectory/lib/nds-
modules:custom_location/eDirectory/opt/novell/lib:/opt/novell/lib:/opt/novell/
eDirectory/lib:$LD_LIBRARY_PATH

export LIBPATH=custom_ location/eDirectory/opt/novell/eDirectory/
lib:custom_location/eDirectory/opt/novell/eDirectory/lib/nds-
modules:custom_location/eDirectory/opt/novell/lib:/opt/novell/lib:/opt/novell/
eDirectory/lib:$LIBPATH

export PATH=custom_location/eDirectory/opt/novell/eDirectory/bin:custom_location/
eDirectory/opt/novell/eDirectory/shin:/opt/novell/eDirectory/bin:$PATH

export MANPATH=custom_location/eDirectory/opt/novell/man:custom_location/
eDirectory/opt/novell/eDirectory/man:$MANPATH

export TEXTDOMAINDIR=custom_location/eDirectory/opt/novell/eDirectory/share/
locale:$TEXTDOMAINDIR

¢ Use the ndspath script to export the environment variables

If you do not want to export the paths manually, you can use the custom_location/
eDirectory/opt/novell/eDirectory/bin/ndspath script as follows:

¢ Prefix the ndspath script to the utility and run the utility you want as follows:

custom_location/eDirectory/opt/novell/eDirectory/bin/ndspath
utility_name_with_parameters

+ Go to the custom_location/eDirectory/opt/novell/eDirectory/bin/ directory
and export the paths in the current shell as follows:

. custom_location/eDirectory/opt/novell/eDirectory/bin/ndspath

NOTE: Ensure that you enter the above command from the custom_location/
eDirectory/opt directory.

After entering the above command, run the utilities as you would normally do.

¢ Call the script in your profile, bashrc, or similar scripts. Therefore, whenever you log in
or open a new shell, you can start using the utilities directly.

4 Configure eDirectory in the usual manner.
You can configure eDirectory in any of the following ways:

¢ Use the ndsconfig utility as follows:

ndsconfig new -t treename -n server_context -a admin_FDN [-i] [-S
server_name] [-d path_for_] [-m module] [e] [-L ldap_port] [-1 SSL port] [-
o http_port] -0 https_port] [-b port_to _bind] [-B interfacel@portl,
interface2@port2,..] [-D custom_location] [--config-Ffile
configuration_Tfile]

For example:
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ndsconfig new -t mary-tree -n novell -a admin.novell -S linuxl -d /home/
mary/instl/data -b 1025 -L 1026 -1 1027 -o 1028 -0 1029 -D /home/mary/
instl/var --config-file /home/mary/instl/nds.conf

The port numbers you enter need to be in the range 1024 to 65535. Port numbers lesser than
1024 are normally reserved for the super-user and standard applications. Therefore, you
cannot assume the default port 524 for any eDirectory applications.

This might cause the following applications to break:
¢ The applications that don't have an option to specify the target server port.
¢ The older applications that use NCP, and are run as root for 524.

¢ Use the ndsmanage utility to configure a new instance. For more information, refer to the
“Creating an Instance through ndsmanage” on page 32.

Follow the on-screen instructions to complete the configuration.

For more information, see Section 3.6.5, “Using the ndsconfig Utility to Add or Remove the
eDirectory Replica Server,” on page 67.

NOTE: After you install eDirectory, we recommend you exclude the DIB directory on your
eDirectory server from any antivirus or backup software processes. Use the eDirectory Backup Tool
to back up your DIB directory.

For more information about backing up eDirectory, see “Backing Up and Restoring Novell
eDirectory,” in the Novell eDirectory 8.8 SP7 Administration Guide.

Using the ndsconfig Utility to Add or Remove the eDirectory Replica
Server

You must have Administrator rights to use the ndsconfig utility. When this utility is used with
arguments, it validates all arguments and prompts for the password of the user having
Administrator rights. If the utility is used without arguments, ndsconfig displays a description of the
utility and available options. This utility can also be used to remove the eDirectory Replica Server
and change the current configuration of eDirectory Server. For more information, see “The ndsconfig
Utility” on page 101.

Prerequisite for Configuring eDirectory in a Specific Locale

If you want to configure eDirectory in a specific locale, you need to export LC_ALL and LANG to
that particular locale before eDirectory configuration. For example, to configure eDirectory in the
Japanese locale, enter the following:

export LC_ALL=ja

export LANG=ja

Creating a New Tree

Use the following syntax:

ndsconfig new -t treename -n server context -a admin FDN [-i] [-S server name] [-d
path for ] [-m module] [e] [-L ldap port] [-1 SSL port] [-0 http port] -0 https
port]

A new tree is installed with the specified tree name and context.
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There is a limitation on the number of characters in the tree_name, admin FDN and server FDN
variables. The maximum number of characters allowed for these variables is as follows:

¢ tree_name: 32 characters
¢ admin FDN: 255 characters

+ server FDN: 255 characters

If the parameters are not specified in the command line, ndsconfig prompts you to enter values for
each of the missing parameters.

Or, you can also use the following syntax:

ndsconfig def -t treename -n server context -a admin FDN [-i] [-S server name] [-d
path for ] [-m module] [-e] [-L ldap port] [-1 SSL port] [-0 http port] -O https
port]

A new tree is installed with the specified tree name and context. If the parameters are not specified in
the command line, ndsconfig takes the default value for each of the missing parameters.

For example, to create a new tree, you could enter the following command:

ndsconfig new -t corp-tree -n o=company -a cn=admin.o=company

Adding a Server into an Existing Tree

Use the following syntax:

ndsconfig add -t treename -n server context -a admin FDN [-e] [-L ldap port] [-1I
SSL port] [-0 http port] -0 https port] [-S server name] [-d path for ] [-p IP
address:port] [-m module] [-E]

A server is added to an existing tree in the specified context. If the context that the user wants to add
the Server object to does not exist, ndsconfig creates the context and adds the server.

LDAP and security services can also be added after eDirectory has been installed into the existing
tree.

For example, to add a server into an existing tree, you could enter the following command:

ndsconfig add -t corp-tree -n o=company -a cn=admin.o=company -S srvl

You can enable encrypted replication in the server you want to add using the -E option. For more
information on encrypted replication, see “Encrypted Replication” in the Novell eDirectory 8.8 SP7
Administration Guide.

Removing a Server Object and Directory Services from a Tree

Use the following syntax:

ndsconfig rm -a admin FDN

eDirectory and its database are removed from the server.

NOTE: The HTML files created using iMonitor will not be removed. You must manually remove
these files from /var/opt/novell/eDirectory/data/dsreports before removing eDirectory.

For example, to remove the eDirectory Server object and directory services from a tree, you could
enter the following command:

ndsconfig rm -a cn=admin.o=company
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3.6.7

3.6.8

ndsconfig Utility Parameters

Refer to “ndsconfig Utility Parameters” on page 28 for more information.

Using ndsconfig to Configure Multiple Instances of eDirectory 8.8

You can configure multiple instances of eDirectory 8.8 on a single host. For information on multiple
instances, refer to Section 1.6.5, “Using ndsconfig to Configure Multiple Instances of eDirectory 8.8,”
on page 31 in the Linux chapter.

Using ndsconfig to Install an AIX Server into a Tree with Dotted Name
Containers

You can use ndsconfig to install an AIX server into an eDirectory tree that has containers using dotted
names (for example, novell.com).

Because ndsconfig is a command line utility, using containers with dotted names requires that those
dots be escaped out, and the parameters containing these contexts must be enclosed in double
quotes. For example, to install a new eDirectory tree on an AIX server using “O=novell.com” as the
name of the O, use the following command:

ndsconfig new -a “admin.novell\.com” -t novell_tree -n “OU=servers.O=novell\.com”

The Admin name and context and the server context parameters are enclosed in double quotes, and
only the dot (".") in novell.com is escaped using the "\’ (backslash) character.

You can also use this format when installing a server into an existing tree.

NOTE: You should use this format when entering dotted admin name and context while using
utilities such as DSRepair, Backup, DSMerge, DSLogin, and ldapconfig.

Using the nmasinst Utility to Configure NMAS

For eDirectory 8.8, by default, ndsconfig configures NMAS. You can also use nmasinst on Linux,
Solaris, and AIX systems to configure NMAS.

ndsconfig only configures NMAS and does not install the login methods. To install these login
methods, you can use nmasinst.

IMPORTANT: You must configure eDirectory with ndsconfig before you install the NMAS login
methods. You must also have administrative rights to the tree.

¢ “Configuring NMAS” on page 69
¢ “Installing Login Methods” on page 70

Configuring NMAS

By default, ndsconfig configures NMAS. You can also use nmasinst for the same.

To configure NMAS and create NMAS objects in eDirectory, enter the following at the server console
command line:

nmasinst -1 admin.context tree name
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nmasinst will prompt you for a password.

This command creates the objects in the Security container that NMAS needs, and installs the LDAP
extensions for NMAS on the LDAP Server object in eDirectory.

The first time NMAS is installed in a tree, it must be installed by a user with enough rights to create
objects in the Security container. However, subsequent installs can be done by container
administrators with the Read-only right to the Security container. nmasinst will verify that the NMAS
objects exist in the Security container before it tries to create them.

nmasinst does not extend the schema. The NMAS schema is installed as part of the base eDirectory
schema.

Installing Login Methods

To install login methods using nmasinst, enter the following at the server console command line:

nmasinst -addmethod admin.context tree_name config.txt_path

The last parameter specifies the config. txt file for the login method that is to be installed. A
config. txt file is provided with each login method.

Here is an example of the ~addmethod command:

nmasinst -addmethod admin.novell MY_TREE ./nmas-methods/novell/Simple Password/
config.txt

If the login method already exists, nmasinst will update it.

For more information, see “Managing Login and Post-Login Methods and Sequences” (http://
www.novell.com/documentation/nmas33/admin/data/a53vj9a.html) in the Novell Modular
Authentication Services 3.3 Administration Guide.

3.6.9 Nonroot user SNMP configuration

NICI and NOVLsubag should be installed as root user.

1 Root User Installing NICI. Refer to “Root User Installing NICI” on page 65.
2 Install NOVLsubag as root.
3 Export the paths as follows:

Manually export the environment variables.

export LD_LIBRARY_PATH=custom_location/opt/novell/
eDirectory/lib:custom_location/opt/novell/lib:/opt/novell/lib:/
opt/novell/eDirectory/l1ib:$LD_LIBRARY_PATH

export  PATH=/opt/novell/eDirectory/bin:$PATH
export MANPATH=/opt/novell/:$MANPATH
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Installing or Upgrading Novell eDirectory
on Windows

Use the following information to install or upgrade Novell eDirectory 8.8 on a Windows platform:

¢ Section 4.1, “System Requirements,” on page 71

*

Section 4.2, “Prerequisites,” on page 72

¢ Section 4.3, “Hardware Requirements,” on page 73

¢ Section 4.4, “Forcing the Backlink Process to Run,” on page 74

¢ Section 4.5, “Disk Space Check on Upgrading to eDirectory SP7 or later,” on page 74

¢ Section 4.6, “Installing Novell eDirectory on Windows,” on page 75

IMPORTANT: Novell eDirectory 8.8 lets you install eDirectory for Windows without the Novell
Client. If you install eDirectory 8.8 on a machine already containing the Novell Client, eDirectory will
use the existing Client. For more information, see “Installing or Updating Novell eDirectory 8.8 on a
Windows Server” on page 75.

System Requirements

You must install eDirectory on one of the following platforms.
For a 32-bit eDirectory installation:

¢ 32-bit Windows Server 2003 Enterprise Edition with latest Service Pack
¢ 32-bit Windows Server 2008 (Standard/Enterprise/Data Center Edition)

For a 64-bit eDirectory installation:

+ 64-bit Windows Server 2008 (Standard/Enterprise/Data Center Edition)
+ Windows Server 2008 R2 (Standard/Enterprise/Data Center Edition)

IMPORTANT

¢ You must use an account that has administrative rights to install eDirectory 8.8 SP7 on Windows
Server 2008 R2.
* You should apply the latest available patch for eDirectory.

¢ Windows XP is not a supported eDirectory 8.8 platform.

eDirectory also requires the following;:

¢ An assigned IP address
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¢ Administrative rights to the Windows server and to all portions of the eDirectory tree that
contain domain-enabled User objects. For an installation into an existing tree, you need
administrative rights to the Tree object so that you can extend the schema and create objects.

¢ (Optional) One or more workstations running one of the following:
¢ Novell Client for Windows 2000 version 4.9
¢ Novell Client for Windows XP version 4.9

Refer to the OS recommended hardware requirements for your Windows server.

4.2 Prerequisites

IMPORTANT: Check the currently installed Novell and Third Party applications to determine if
eDirectory 8.8 is supported before upgrading your existing eDirectory environment. You can find out
the current status for Novell products in the TID 70034