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Overview
The NetlQQ Aegis Adapter for NetlQQ Directory and Resource Administrator (DRA adapter) allows Aegis

to communicate with NetIQ Directory and Resource Administrator (DRA) and automate manual
processes associated with the administration and security of Microsoft Active Directory.

The DRA adapter includes a library of workflow activities that Process Authors can use in the Workflow
Designer. For more information about activities or activity libraries, see the Process Authoring Guide for
Aegis.

Product Requirements

The DRA adapter requires the following minimum software versions:

* DRA 8.6 Service Pack 1
® Aegis 2.2
* Microsoft .NET Framework 3.0

The DRA adapter requires one of the following operating system versions:

* Windows Server 2008 R2 (32-bit and 64-bit)

* Windows Server 2008 (32-bit and 64-bit)

* Windows Server 2003 Standard Service Pack 2 (32-bit and 64-bit)
* Windows Server 2003 Enterprise Service Pack 2 (32-bit and 64-bit)

Understanding How the DRA Adapter Uses Multi-Master Sets

In DRA, a Multi-Master Set (MMS) is a set of multiple Administration servers. Each MMS consists of a
primary Administration server and one or more secondary Administration servers. The primary server
provides security and domain management as well as account and Microsoft Exchange management.
Each secondary server acts as a supplemental server, providing additional access to enterprise data while
allowing you to balance loads and traffic across local or remote locations. Secondary servers also ensure
availability if the primary server is offline.

The DRA adapter requires at least one MMS in the Aegis namespace for Aegis to model the DRA
environment. If your DRA environment does not have an existing MMS, you do not have to create one in
DRA. The installation program creates one for you in the Aegis namespace. The default name is
MultiMasterSet, but you can specify any name.

Each MMS has an associated Run As account the DRA adapter uses to communicate with DRA and run
the activities in a workflow. For more information about the Run As account, see “Ensuring Minimum
Rights and Privileges” on page 5.
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Supported Configurations

The DRA adapter supports the following DRA configurations.
Single Administration Server

The DRA adapter communicates with one Administration server that manages a single domain.
The Aegis Server computer must be a member of the managed domain. The Aegis service
account must have “run as” privileges.

Multiple Administration Servers

The DRA adapter communicates with multiple Administration servers, each of which manages a
different domain. There must be a trust relationship between the domains, and the Aegis Server
computer must be a member of the trusted domain. The Aegis service account must have “run
as” privileges.

Single MMS

The DRA adapter communicates with an MMS that manages a forest. There must be a trust
relationship between the domains in the forest, and the Aegis Server computer must be a
member of the trusted domain. The Aegis service account must have “run as” privileges.

Multiple MMSs

The DRA adapter communicates with multiple MMSs, each of which manages a different forest.
There must be a trust relationship between the forests, and the Aegis Server computer must be a
member of the trusted domain. The Aegis service account must have “run as” privileges.

For more information about assigning “run as” privileges to the Aegis service account, see “Ensuring
Minimum Rights and Privileges” on page 5.

Implementation Overview

The following table provides an overview of tasks to configure the DRA adapter.

Steps For more information, see...

1. Configure the minimum rights and “Ensuring Minimum Rights and Privileges” on
privileges for the Run As account and page 5
Aegis service account.

i “Installing the DRA Adapter” on page 6
2. Install a DRA console on the Aegis Server

computer.

“Installing the DRA Adapter” on page 6
. Install the DRA adapter on the Aegis g P Pag

Server computer.

“Validating Administration Server Connections”

4. Validate the configuration information you on page 7

supplied during the installation process.

“Configuring Administration Server Connections”

5. Configure the adapter to connect to on page 8

additional Administration servers.

“Verifying a Successful Installation” on page 9

o O 0O 0 0O O’

6. Verify the installation was successful.
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Ensuring Minimum Rights and Privileges

Before you install the DRA adapter, configure the following minimum rights and privileges for the Run As
account and the Aegis service account.

Run As Account

When you install the DRA adapter, you must specify the credentials for the Run As account. The
Run As account allows the DRA adapter to communicate with DRA and run the activities in a
workflow. The Run As account must be:

* A member of the Domain Users Global Security Group in the target domain or a Local
Account on a managed server

e A valid Assistant Admin (AA) in DRA with the Audit All Objects role

ActiveView for the Run As Account

In DRA, create an ActiveView for the Run As account. Ensure the ActiveView has the powers to
add, modify, and delete the following objects:

* Groups

e Users

* Contacts

* ActiveViews

= AA groups

* Organizational Units (OUs)

Aegis Service Account

The Aegis service account is the account Aegis uses to execute the Namespace Provider service on
the Aegis Server. The Aegis service account on the Aegis Server computer must have “run as”
privileges in your environment.

To ensure the Aegis service account has “run as” privileges, in Local Security Settings on the
Aegis Server computer, assign the Impersonate a client after authentication policy to
the Aegis service account.

For more information about supported configurations, see “Supported Configurations” on
page 4.

Default Ports

To enable proper communication between the DRA adapter and the DRA Administration service in your
DRA environment, ensure the following ports are open on the DCOM server computer.

Port Number Component Port Use
Computer
DCOM 135 Aegis Server Allows the DRA adapter to locate the Administration service.
computer
RPC xxxxx- Database Server Allows the DRA adapter to communicate with the DCOM Service
XXXXX computer communication. Enter the port range you specified in your DCOM
configuration, typically ports 60000-60100.
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Installing the DRA Adapter

6

You must install the DRA adapter on an Aegis Server computer. You cannot install the adapter remotely.

Before you install the DRA adapter, you must install one of the following DRA consoles on the Aegis
Server computer:

® Delegation and Configuration Console
e Account and Resource Management Console
e Command Line Interface

For more information about installing these components, see the Installation Guide for Directory and
Resource Administrator.

If your Aegis Server computer is part of a cluster, you must install the adapter on the active node first, and
then on each each passive node.

Installing on an Active Node in a Cluster or on a Non-clustered Computer

These steps guide you through the process of installing the DRA adapter on one of the following:

* The active node of a cluster
= A single non-clustered computer

To install the DRA adapter on the Aegis Server computer:
1. Log on to the Aegis Server computer with an administrator account.

2. Run the setup program from the folder where you downloaded the NetIQ Aegis Adapter for NetIQ
Directory and Resource Administrator.

3. Click Next.
4. Accept the license agreement, and then click Next.

5. On the Logon Information page of the installation wizard, provide the logon credentials for the Aegis
service account. If you do not know the logon credentials for the Aegis service account, contact your
Aegis administrator.

6. Click Next.

7. On the NetIQ Directory and Resource Administrator Connection page of the setup program,
provide the following information:

* Name of an MMS to configure. If your environment does not have an MMS, the installation
program creates one for you. You can specify the name or accept the default. For more information
about how the DRA adapter uses MMSs, see “Understanding How the DRA Adapter Uses Multi-
Master Sets” on page 3.

e Name of an Administration server to configure. Specify the primary Administration server for
the MMS. You can configure secondary Administration servers using the Aegis Adapter
Configuration Utility. For information about configuring Administration server connections, see
“Adding an Administration Server to an Existing MMS” on page 8. If you do not specify an MMS,
the installation program creates one for you and adds the Administration server to it.
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e Logon credentials for the Run As account on the specified Administration server. If you do not
know the logon credentials for the Run As account, contact your DRA administrator.

Note

The installation program uses the Administration server and Run As account information to
populate the registry. It does not validate the information at this time. For more information about
validating the information, see “Validating Administration Server Connections” on page 7.

8. Click Next.
9. Follow the remaining instructions in the setup program.

10. When you finish installing the DRA adapter, click Finish.

Installing on a Passive Node in a Cluster

These steps guide you through the process of installing the DRA adapter on a passive node in a cluster.
You must install the DRA adapter on the active node of the cluster first.

To install the DRA adapter on a passive node in a cluster:
1. Log on to the passive Aegis Server node with an administrator account.

2. Open a command prompt for the folder where you downloaded the NetlQ Aegis Adapter for NetIQ
Directory and Resource Administrator.

3. Type the following command:

msiexec /i IQDRAInstaller.msi /1*V 1QDRAInstaller.log SKIPCONFIG="TRUE"

4. Follow the instructions in the setup program until you finish installing the DRA adapter, and then
click Finish.

Validating Administration Server Connections

When the installation is complete, the Aegis Adapter Configuration Utility allows you to validate the
information you supplied during the installation process.

To validate a connection to an Administration server:

1. Log on to the Aegis Server computer with an administrator account.

o

. In the NetIQ program group, click Aegis > NetlQ Aegis Adapter Configuration.

Note
If your user account does not have administrator privileges on the Aegis Server computer, right-
click the NetlQ Aegis Adapter Configuration shortcut, and then click Run As Administrator.

3. In the left pane, expand DRA Adapter, and then expand the appropriate MMS.

4. In the left pane, click the Administration server for which you want to validate the connection.
5. Click Validate.

6. If the connection is invalid, make the appropriate changes, and then click Save All.

7. Click Close.

8. If you made any changes, restart the NetlQ Aegis Namespace Provider service.
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Configuring Administration Server Connections

When the installation is complete, the Aegis Adapter Configuration Ugtility allows you to configure
Administration server connections at any time. Using the Aegis Adapter Configuration Ultility, you can:

* Add Administration servers to any existing MMS.
= Configure the DRA adapter to communicate with additional MMSs.

= Modify the Run As account credentials for existing servers.

Adding an Administration Server to an Existing MMS

Using the Aegis Adapter Configuration Utility, you can add one or more Administration servers to an
existing MMS. The DRA adapter automatically detects the primary Administration server in the MMS.

To add an Administration server to an existing MMS:
1. Log on to the Aegis Server computer with an administrator account.

2. In the NetlQ program group, click Aegis > NetlQ Aegis Adapter Configuration.

Note

If your user account does not have administrator privileges on the Aegis Server computer, right-
click the NetlQ Aegis Adapter Configuration shortcut, and then click Run As Administrator.

3. In the left pane, expand DRA Adapter, and then click the MMS to which you want to add a new
Administration server.

4. On the Edit menu, click New Entry.
5. Provide the appropriate information, and then click Save All.

6. Click Close.

7. Restart the NetlQQ Aegis Namespace Provider service.

Configuring a New MMS in the DRA Adapter

Using the Aegis Adapter Configuration Utility, you can create a new MMS.
To configure the DRA adapter to communicate with an additional MMS:
1. Log on to the Aegis Server computer with an administrator account.

2. In the NetlQ program group, click Aegis > NetlQ Aegis Adapter Configuration.

Note

If your user account does not have administrator privileges on the Aegis Server computer, right-
click the NetlQ Aegis Adapter Configuration shortcut, and then click Run As Administrator.

3. In the left pane, click DRA Adapter.
4. On the Edit menu, click New Entry.
5. Provide the name for the new MMS, and then click Save All.
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6. To add an Administration server to the MMS, complete the following steps:
a. In the left pane, click the new MMS.
b. On the Edit menu, click New Entry.
c. Provide the appropriate information, and then click Save AlL

7. Click Close.

8. Restart the NetIQQ Aegis Namespace Provider service.

Verifying a Successful Installation

After you configure at least one Administration server connection, Aegis imports all computers in the
managed domains as resources.

To verify successful registration with the Resource Management database:
1. Start the Aegis Configuration Console.
For more information about starting the Configuration Console, see the Administrator Guide for Aegis.
2. In the Navigation pane, click Resources.
3. In the left pane, expand Adapter Resource Hierarchies.
4. Ensure DRA Adapter is in the list of installed adapters.
5. If you configured one or more Administration server connections, complete the following steps:
a. Expand DRA Adapter.

b. Expand DRA Data Source for MMS, where MMS is the name of the MMS to which an
Administration server belongs.

c. Ensure the domains and OUs associated with the MMS display in the list.
d. Ensure the Administration servers associated with the MMS display as resources.

After verifying a successful installation, NetIQ recommends you build a simple workflow with one of the
activities in the DRA Adapter Library. For more information about building workflows, see the Process
Authoring Guide for Aegis.
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