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About this Book and the Library

The User Application: Administration Guide describes how to administer the NetlQ Identity Manager
User Application.

Intended Audience

This book provides information for individuals responsible for understanding administration concepts
and implementing a secure, distributed administration model.

Other Information in the Library

For more information about the library for Identity Manager, see the Identity Manager documentation
Web site (https://www.netig.com/documentation/idm45/).
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About NetlQ Corporation

We are a global, enterprise software company, with a focus on the three persistent challenges in your
environment: Change, complexity and risk—and how we can help you control them.

Our Viewpoint

Adapting to change and managing complexity and risk are nothing new

In fact, of all the challenges you face, these are perhaps the most prominent variables that deny
you the control you need to securely measure, monitor, and manage your physical, virtual, and
cloud computing environments.

Enabling critical business services, better and faster

We believe that providing as much control as possible to IT organizations is the only way to
enable timelier and cost effective delivery of services. Persistent pressures like change and
complexity will only continue to increase as organizations continue to change and the
technologies needed to manage them become inherently more complex.

Our Philosophy

Selling intelligent solutions, not just software

In order to provide reliable control, we first make sure we understand the real-world scenarios in
which IT organizations like yours operate—day in and day out. That's the only way we can
develop practical, intelligent IT solutions that successfully yield proven, measurable results. And
that's so much more rewarding than simply selling software.

Driving your success is our passion

We place your success at the heart of how we do business. From product inception to
deployment, we understand that you need IT solutions that work well and integrate seamlessly
with your existing investments; you need ongoing support and training post-deployment; and you
need someone that is truly easy to work with—for a change. Ultimately, when you succeed, we
all succeed.

Our Solutions

+ Identity & Access Governance

+ Access Management

+ Security Management

+ Systems & Application Management
+ Workload Management

+ Service Management
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Contacting Sales Support

For questions about products, pricing, and capabilities, contact your local partner. If you cannot
contact your partner, contact our Sales Support team.

Worldwide: www.netig.com/about_netig/officelocations.asp
United States and Canada: 1-888-323-6768
Email: info@netig.com
Web Site: www.netig.com

Contacting Technical Support

For specific product issues, contact our Technical Support team.

Worldwide: www.netig.com/support/contactinfo.asp
North and South America: 1-713-418-5555

Europe, Middle East, and Africa: +353 (0) 91-782 677

Email: support@netig.com

Web Site: www.netig.com/support

Contacting Documentation Support

Our goal is to provide documentation that meets your needs. The documentation for this product is
available on the NetlQ Web site in HTML and PDF formats on a page that does not require you to log
on. If you have suggestions for documentation improvements, click comment on this topic at the
bottom of any page in the HTML version of the documentation posted at www.netig.com/
documentation. You can also email Documentation-Feedback@netig.com. We value your input and
look forward to hearing from you.

Contacting the Online User Community

NetlQ Communities, the NetlQ online community, is a collaborative network connecting you to your
peers and NetlQ experts. By providing more immediate information, useful links to helpful resources,
and access to NetlQ experts, NetlQ Communities helps ensure you are mastering the knowledge you
need to realize the full potential of IT investments upon which you rely. For more information, visit
community.netig.com.
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I Overview

This section introduces you to the Identity Manager User Application, and helps you plan for its use in
your organization.
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Introduction to the User Application

This section introduces the Identity Manager User Application.

About the User Application

The Identity Manager User Application is a browser-based Web application that allows you to perform
the following identity self-service tasks.

*

Conveniently perform roles-based provisioning actions

You can map role assignments to resources within your organization, such as user accounts,
computers, and databases.

For details on setting up the Roles and Resources tab, see Section 2.7, “Configuring the Roles
and Resources Tab,” on page 66.

Ensure that your organization has a method for verifying that personnel are fully aware of
organizational policies and are taking steps to comply with these policies.

For details on setting up the Compliance tab, see Section 2.8, “Configuring the Compliance Tab,”
on page 71.

Ensure that access to corporate resources complies with organizational policies and that
provisioning occurs within the context of the corporate security policy.

You can grant users access to identity data within the guidelines of corporate security policies.
For more information, see Section 2.2, “Security,” on page 43.

Reduce the administrative burden of entering, updating, and deleting user information across all
systems in the enterprise.

You can create customized workflows to provide a Web-based interface for users to manipulate
distributed identity data triggering workflows as necessary.

For more information, see Part IV, “Configuring and Managing Provisioning Workflows,” on
page 185.

Support complex workflows and manage manual and automated provisioning of identities,
services, resources, and assets.

You can implement manual provisioning by creating workflows that route provisioning requests
to one or more authorities. For automated provisioning, you can configure the User Application
to start workflows automatically in response to events occurring in the Identity Vault.

For more information, see Part IV, “Configuring and Managing Provisioning Workflows,” on
page 185.

IMPORTANT: The User Application is an application and not a framework. The areas within the User
Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.

Introduction to the User Application 19
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1.1.2

About Identity Self-Service

Identity is the foundation of the User Application. The application uses identity as the basis for
authorizing users’ access to systems, applications, and databases. Each user’s unique identifier—
and each user’s roles—have specific access rights to identity data. For example, users who are
identified as managers can access salary information about their direct reports, but not about other
employees in their organization.

The Identity Self-Service tab within the application allows your organization to be more responsive by
giving users a convenient way to view and work with identity information at any time. For example,
users can use the Identity Self-Service tab to:

+ Manage their own user accounts directly

+ Look up other users and groups in the organization on demand

+ Visualize how those users and groups are related

+ List applications with which they are associated
The User Application Administrator sets up the contents of the Identity Self?Service tab, which

determines what business users can see and do. A user's job requirements and level of authority also
affect what is available.

NOTE: In Identity Manager 4.5 and later, if you log on as a business user, the Identity Self-Service
tab is the only tab you will see in the User Application. If you log on as a User Application
Administrator, you see the Administration tab as well.

About Roles-Based Provisioning

The purpose of the Roles and Resources tab within the User Application is to give you a convenient
way to manage role definitions and role assignments within your organization. You can map role
assignments to resources within a company, such as user accounts, computers, and databases. For
example, you might use the Roles and Resources tab to:

+ Make role requests for yourself or other users within your organization
+ Create roles and role relationships within the roles hierarchy

+ Create separation of duties (SoD) constraints to manage potential conflicts between role
assignments

+ Look at reports that provide details about the current state of the Role Catalog and the roles
currently assigned to users, groups, and containers

When a role assignment request requires permission from one or more individuals in an organization,
the request starts a workflow. The workflow coordinates the approvals needed to fulfill the request.
Some role assignment requests require approval from a single individual; others require approval
from several individuals. In some instances, a request can be fulfilled without any approvals.

When a role assignment request results in a potential SoD conflict, the initiator has the option to
override the SoD constraint and provide a justification for making an exception. In some cases, a SoD
conflict can cause a workflow to start. The workflow coordinates the approvals needed to allow the
SoD exception to take effect.
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Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources tab for you and the others in your organization. The flow of control for a roles-
based workflow or SoD workflow, as well as the appearance of forms, can vary depending on how the
workflow designer defined the workflow's approval definition in the Designer for Identity Manager. In
addition, your job requirements and level of authority determine what you can see and do.

For details on setting up the Role Subsystem, see Section 2.7, “Configuring the Roles and Resources
Tab,” on page 66. For details on using the Roles and Resources tab, see the discussion of the Roles
and Resources tab in the Identity Manager User Application: User Guide (http://www.netig.com/
documentation/idm45/pdfdoc/ugpro/ugpro.pdf).

NOTE: The ability to define custom roles is only available with Identity Manager 4.5 and later.

About Resource-Based Provisioning

The purpose of the resource functionality within the User Application is to give you a convenient way
to manage resource definitions and resource assignments within your organization. You can map
resource assignments to users or to roles within a company. For example, you might use resources
to:

+ Make resource requests for yourself or other users within your organization

+ Create resources and map them to entitlements
When a resource assignment request requires permission from one or more individuals in an
organization, the request starts a workflow. The workflow coordinates the approvals needed to fulfill
the request. Some resource assignment requests require approval from a single individual; others

require approval from several individuals. In some instances, a request can be fulfilled without any
approvals.

The following business rules govern the behavior of resources within the User Application:

+ Resources can only be assigned to a user. The resource can be granted to users in a container
or group based on implicit role assignment. But the resource assignment will only be associated
with a user.

+ Resources can be assigned in any of the following ways:
+ Directly by a user through Ul mechanisms

*

Through a provisioning request

*

Through a role request assignment
Through a Rest or SOAP interface

+ The same resource can be granted to a user multiple times (if this capability has been enabled in
the resource definition).

*

+ Aresource definition can have no more than one entitlement bound to it.

+ Aresource definition can have one or more same-entitlement references bound to it. This
capability provides support for entittements where the entitlement parameters represent
provisionable accounts or permissions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
request time (dynamic).
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Your workflow designer and system administrator are responsible for setting up the User Application
for you and the others in your organization. The flow of control for a resource-based workflow, as well
as the appearance of forms, can vary depending on how the workflow designer defined the
workflow's approval definition in the Designer for Identity Manager. In addition, your job requirements
and level of authority determine what you can see and do.

Resources

Aresource is any digital entity such as a user account, computer, or database that a business user
needs to be able to access. The User Application provides a convenient way for end users to request
the resources they need. It also provides tools that administrators can use to define resources.

Each resource is mapped to an entitlement. A resource definition can have no more than one
entittement bound to it. A resource definition can be bound to the same entittement more than once,
with different entittement parameters for each resource.

Resource Requests

Resources can be assigned to users only. They cannot be assigned to groups or containers.
However, if a role is assigned to a group or container, the users in the group or container may
automatically be granted access to the resources associated with the role.

Resource requests may require approvals. The approval process for a resource may be handled by
one of the following:

¢ a provisioning request definition
+ an external system, by setting the status code on the resource request

If a resource grant request is initiated by a role assignment, it is possible that the request will not be
granted, even though the role is provisioned. The most likely reason for this would be that the
necessary approvals were not provided.

A resource request can grant a resource to a user or revoke a resource from a user.

Role and Resource Service Driver

The User Application uses the Role and Resource Service Driver to manage back-end processing of
resources, such as:

+ managing all resource requests
+ starting workflows for resource requests
+ initiating the provisioning process for resource requests

Resource Request Process Flow

The following example shows the process flow for a resource assignment request. In this example, a
user requests a resource that grants access to an SAP profile:
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Figure 1-1 Process Flow for a Resource Request
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The steps in the process are described below:

1. Auser requests a resource within the User Application.

A User Request object is created in the Identity Vault.

The Role and Resource Service Driver processes the new request.

The Role and Resource Service Driver starts a workflow, and changes the request status.

o~ WD

The approval process is performed within the User Application. Upon completion of the approval
process, the workflow activity changes the request status.

6. The Role and Resource Driver picks up the change in the status and begins to provision the
resource if all of the necessary approvals have been provided.

7. The User Object attributes are updated to include the resource binding and approval information.
8. An entitlement request is made for the SAP Profile.

9. The SAP Driver processes the entitlement and creates the profile in SAP.

About Workflow-Based Provisioning

Workflow?based provisioning allows you to initiate workflow processes to manage the approval and
revocation of user access to your organization’s secure systems.

The Work Dashboard tab in the User Application allows users to make workflow provisioning
requests. A provisioning request is a user or system action intended to initiate a process, and can be
in the following ways:

+ Directly by the user through the Work Dashboard tab

+ Indirectly in response to events occurring in the Identity Vault
When a provisioning request requires permission from one or more individuals in an organization, the
request starts one or more workflows. The workflows coordinate the approvals needed to fulfill the

request. Some provisioning requests require approval from a single individual; others require
approval from several individuals. In some instances, a request can be fulfilled without any approvals.
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1.1.5

By default, the Work Dashboard tab does not display any provisioning requests. To configure a
provisioning request, a designer familiar with your business needs creates a provisioning request
definition, which binds the resource to a workflow.

The designer can configure workflows that proceed in one of the following ways:

+ Sequential fashion, with each approval step being performed in order
+ Parallel fashion, which allows more than one user to act on a workflow task concurrently

Identity Manager provides a set of Eclipse-based tools for designing the data and the flow of control
within the workflows. In addition, Identity Manager provides a set of Web-based tools that allow users
to view existing provisioning requests and manage workflows that are in process. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 36.

The Provisioning Administrator is responsible for managing the workflow-based provisioning features
of the User Application. For more information, see Section 1.3, “User Application User Types,” on
page 30.

About Compliance

Compliance is the process of ensuring that an organization conforms to relevant business laws and
regulations. One of the key elements of compliance is attestation, which provides a method for
organizations to verify that personnel are fully aware of organizational policies and are taking steps to
comply with these policies. By requesting that employees or administrators regularly attest to the
accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved SoD exceptions are up-to-date and in compliance.

To allow individuals within an organization to verify the accuracy of corporate data, a user makes an
attestation request, which initiates one or more workflow processes. The workflow processes give the
attesters an opportunity to attest to the correctness of the data. A separate workflow process is
initiated for each attester. An attester is assigned a workflow task in the My Tasks list on the Requests
& Approvals tab. To complete the workflow process, the attester opens the task, reviews the data,
and attests that it is correct or incorrect.

The Roles Based Provisioning Module supports four types of attestation:

+ User profile

+ SoD violations

+ Role assignment

+ User assignment
For details on setting up the Compliance tab, see Section 2.8, “Configuring the Compliance Tab,” on
page 71. For details on using the Compliance tab, see the discussion of the Compliance tab in the

Identity Manager User Application: User Guide (http://www.netiq.com/documentation/idm45/pdfdoc/
ugpro/ugpro.pdf).

NOTE: For compliance and attestation processes, use NetlQ Access Review instead of the User
Application. Access Review enables administrators and managers to easily collect all user and
access information in one central location and certify that each user has only the level of access that
they need to do their job. Following the principle of least privilege, Access Review helps you ensure
that your users have focused access to those applications and resources that they use and cannot
access resources that they do not need to access. You can review all permissions assigned to your
employees, either individually or as a group, and decide whether those permission assignments are
appropriate. For more information, see the NetlQ Access Review documentation (https://
www.netig.com/documentation/access-review-10/).
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1.2 User Application Architecture

The Identity Manager User Application relies on a number of independent components acting
together. The core components are shown in Figure 1-2.

Figure 1-2 User Application Core Components
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1.2.1 User Interface

The User Application is a browser-based Java application. The User Application framework provides
container services, such as managing window state, persistence, caching, theming, logging, and acts
as a security gatekeeper. The application server, on which the User Application runs, provides
various services to the application as a whole, such as scalability through clustering, database
access via JDBC, and support for certificate-based security.

NOTE: Support for the portal functionality in the User Application was removed in Identity Manager
4.5,
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1.2.2 Directory Abstraction Layer

The directory abstraction layer provides a logical view of the Identity Vault data. You define a set of
entities and their related attributes based on the Identity Vault objects that you want users to view,
modify, or delete in the User Application. The Directory Abstraction layer:

+ Performs all of the User Application’s LDAP gueries against the Identity Vault. This isolates
presentation-layer logic from the Identity Vault, so that all requests for identity data go through
the directory abstraction layer.

+ Checks constraints and access control on data requests made via the User Application.

+ Caches runtime configuration and entity-definition data obtained from the Identity Vault. See
Section 5.1.1, “Caching Management,” on page 109

You use the directory abstraction layer editor plug-in (available in Designer for Identity Manager) to
define the structure of the directory abstraction layer data definitions. To learn more, see the section
on the directory abstraction layer editor in the Identity Manager User Application: Design Guide.

1.2.3 Workflow Engine

The Workflow Engine is a set of Java executables responsible for managing and executing steps in
an administrator-defined workflow and keeping track of state information (which is persisted in a
database). When the necessary approvals have been given, the Provisioning System provisions the
resource as requested.

During the course of workflow execution, the Workflow Engine can send one or more email
messages to notify users of changes in the state of the workflow. In addition, it can send email
messages to notify users when updates have been made to proxy, delegate, and availability settings.

You can edit an email template in the Designer for Identity Manager or in iManager and then use this
template for email notifications. At runtime, the Workflow Engine retrieves the template from the
directory and replaces tags with dynamic text suitable for the notification.

Additional details about the Workflow Engine, including how to configure and manage provisioning
workflows, are in Part IV, “Configuring and Managing Provisioning Workflows,” on page 185.

1.24 SOAP Endpoints

The User Application provides the following SOAP endpoints to allow third-party software applications
to take advantage of User Application services:

Table 1-1 SOAP Endpoints

SOAP Endpoint Description

Provisioning Web Service To support third-party access, the provisioning
Workflow Engine includes a Web service endpoint.
The endpoint offers all provisioning functionality (for
example, allowing SOAP clients to start a new
approval flow, or list currently executing flows).
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1.2.6

SOAP Endpoint

Description

Metrics Web Service

Notification Web Service

Directory Abstraction Layer (VDX) Web Service

Role Web Service

The workflow engine also includes a Web Service for
gathering workflow metrics. The addition of the Metrics
Web Service to the Workflow Engine lets you monitor
an approval flow process. In addition, it provides
indicators the business manager can use to modify the
process for optimal performance.

The Provisioning System includes an email notification
facility that lets you send email messages to notify
users of changes in the state of the provisioning
system, as well as tasks that they need to perform. To
support third-party access, the naotification facility
includes a Web service endpoint that lets you send an
email message to one or more users.

The directory abstraction layer provides a logical view
of the Identity Vault data. To support access by third-
party software applications, the directory abstraction
layer includes a Web service endpoint called the VDX
Web Service. This endpoint lets you access the
attributes associated with entities defined in the
directory abstraction layer. It also lets you perform ad
hoc searches for entities and execute predefined
searches called global queries.

To support access by third-party software applications,
the Role subsystem includes a Web service endpoint
called the Role Web Service. It supports a wide range
of role management and SoD management functions.

Application Server (J2EE-Compliant)

The application server provides the runtime framework in which the User Application, directory
abstraction layer, and Workflow Engine execute. The User Application is packaged as a Java Web
Application Archive, or WAR file. The WAR is deployed to the application server.

The User Application runs on JBoss, WebSphere, and Tomcat. For a complete list of supported
platforms, see the Roles Based Provisioning Module Installation Guide.

Database

The User Application relies on a database (see the Roles Based Provisioning Module Installation
Guide for a list of supported databases) to store the following information:

+ User application configuration data, such as Web page definitions and preference values.

+ Workflow state information. The actual workflow definitions are stored in the User Application

driver in the Identity Vault.
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1.2.7

User Application Driver

The User Application driver is responsible for:

+ Storing application-specific environment configuration data.

+ Notifying the directory abstraction layer when important data values change in the Identity Vault.
This causes the directory abstraction layer to update its cache.

You can configure the User Application driver to:

+ Allow events in the Identity Vault to trigger workflows.

+ Communicate the success or failure of a workflow's provisioning activity back to the User
Application database, which allows users to view the final status of their requests.

+ Start workflows automatically in response to changes of attribute values in the Identity Vault.

The User Application driver is both a runtime component and a storage wrapper for directory objects
(comprising the User Application’s runtime artifacts).

Table 1-2 Artifacts Stored in the User Application Driver

Artifacts Description

Driver Set Object Every ldentity Manager installation requires that drivers be grouped into driver
sets. Only one driver set can be active at a time (on a given directory server).
The drivers within that set can be toggled on or off individually without
affecting the driver set as a whole. The User Application driver like any other
Identity Manager driver, must exist inside a driver set. The driver set is not
automatically created by the User Application; you must create one, then
create the User Application driver within it.

User Application The User Application driver object is the container for a variety of artifacts. The
User Application driver implements Publisher and Subscriber channel objects
and policies. The Publisher channel is not used by the User Application but is
available for custom use cases.
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Artifacts Description

App Config Object The AppConfig object is a container for the following User Application

configuration objects.

¢ RequestDefs: Container for Provisioning Request Definitions. The
definitions stored here (as XML) represent the classes of requests that
end users with appropriate rights can instantiate via the User Application.

* WorkflowDefs: Container for Workflow objects, including design-time
descriptions plus any template or unused flows.

¢ ResourceDefs: Container for Provisioned Resource definitions,
including design-time descriptions plus any templates or unused targets.

+ ServiceDefs: Container for Service Definition objects, which wrap Web
Services called by workflows.

+ DirectoryModel: Directory abstraction layer objects that represent
different types of content of the Identity Vault that can be exposed in the
User Application.

+ AppDefs: Container for configuration objects that initialize the runtime
environment, such as cache configuration information and email
notification properties.

¢ ProxyDefs: Container for proxy definitions.

+ DelegateeDefs: Container for delegate definitions.

1.2.8 Role and Resource Service Driver

The Roles subsystem uses the Role and Resource Service driver to perform the following functions:

*

Starts an SoD workflow and waits for approvals in situations where a role request requires an
SoD workflow.

Starts a role assignment workflow and waits for approvals in situations where a role request
requires a workflow.

Adds users to and remove users from roles. To do this, the Role and Resource Service driver:
+ Waits for a start date before making assignments
+ Terminates a role assignment when the end date is reached
Adds and removes higher-level and lower-level role relationships.
Adds and removes role assignments for groups.
Adds and removes role assignments for containers.
Maintains all role membership information for indirect role assignments, including:
+ Role assignments acquired through role relationships
+ Role assignments that result from membership in groups
+ Role assignments that result from membership in containers
Grants and revokes entitlements to and from users according to their role memberships.
Maintains additional reporting information that is associated with each role assignment.
Maintains additional reporting information on objects in eDirectory, such as:
+ Approval information
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1.2.9

2.10

2.11

2.12

1.3

+ Where indirect assignments come from
+ Where entitlements come from
+ Logs events to an auditing service.
+ Cleans up processed requests after a user-specified amount of time.
+ Recalculates role assignments based on dynamic and nested groups on a polled basis.

Designer for Identity Manager

Designer for Identity Manager provides a set of plug-ins you can use to define the directory
abstraction layer objects and provisioning requests and their associated workflows. For more
information, see Section 1.4, “Design and Configuration Tools,” on page 36

IManager

iManager provides a set of plug-ins you can use to view provisioning requests and manage their
associated workflows. For more information, see Section 1.4, “Design and Configuration Tools,” on
page 36.

ldentity Manager Engine

The Identity Manager engine provides the runtime framework that monitors events in the Identity
Vault and connected systems. It enforces policies and routes data to and from the Identity Vault. The
Identity Manager User Application is a connected system. Communication between the Identity Vault,
the User Application’s directory abstraction layer, and the Workflow Engine occurs through the User
Application driver.

ldentity Vault

The Identity Vault is the repository for:

¢ User data

¢ Other identity data

¢ The identity Manager driver set
+ The User Application driver

The User Application relies on various Identity Vault objects, so it is necessary to extend the
eDirectory schema to accommodate the custom LDAP objects and attributes required by the User
Application.

The schema extension occurs automatically as part of the User Application install. The custom
objects and attributes are populated with default values after the User Application driver is installed
and activated.

User Application User Types

The User Application users fall into these categories:

¢ Administrative Users
+ Domain Administrators, Domain Managers, and Team Managers
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+ Designers

+ Business Users

Administrative Users

The User Application defines several types of administrative users. The administrative users defined
in Table 1-3 are defined at installation.

Table 1-3 User Application Administrative Users

User

Description

Identity Vault
Administrator

A user who has rights to configure the Identity Vault. This is a logical role that can
be shared with other administrative user types.

The Identity Vault Administrator account is a proxy user for the User Application to
carry out tasks on the LDAP server that an ordinary user might not have permission
to execute, such as creating a new user, group, or container. It represents
credentials (username and password) used to bind to the Identity Vault to perform
system LDAP operations, so these are the rights that the User Application itself
needs to run. The Identity Vault Administrator needs:

* Supervisor rights to the User Application Driver and all the objects it contains.
You can accomplish this by setting the rights at the driver container level and
making them inheritable.

* Supervisor Entry rights to any of the users that are defined through the
directory abstraction layer user entity definition. This should include Write
attribute rights to objectClass and any of the attributes associated with the
DirXML-EntitlementRecipient, srvprvEntityAux and srvprvUserAux auxiliary
classes.

* Supervisor rights to the container object cn=DefaultNotificationCollection,
cn=Security. This object persists email server settings used for automated
provisioning emails. It can contain SecretStore credentials for authenticating to
the email server itself.
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1.3.2

User

Description

User Application
Administrator

A user who has the rights to perform administrative tasks for the User Application.
This user can:

+ Use the Administration of the User Application to manage the User
Application.

+ Use iManager to administer workflow tasks (such as enabling, disabling, or
terminating in-process workflows)

This user does not have any special privileges within the User Application.

This user does not need any special directory rights because it controls application
level access via the Administration page. Although a User Application Administrator
has the ability to manage themes in the Administration page, the User Application
uses the LDAP administrator credentials to modify the theme selections in the
Identity Vault.

Password self-service: One task of the User Application Administrator is to
configure password self-service for the User Application. A feature of password
self-service is password synchronization status. To enable the User Application
Administrator to view the password synchronization status for other users (for
troubleshooting or other reasons), NetlQ recommends that you create a
PasswordManagement group and assign one or more users to this group. The
members of this group are allowed to view the password synchronization status of
other users. If you choose to create this group, it must:

+ Be named Passwor dManagemnent .

+ Be given the privileges to the Identity Vault. The group must have rights to
read the user’s eDirectory object attribute for users whose password
synchronization status they need to view.

IMPORTANT: NetlQ recommends that you use NetlQ Self Service Password Reset
(SSPR) for configuring passwords. It is the default password management program
for Identity Manager. For more information, see “Performing Password
Management” in the NetlQ User Application: User Guide.

Domain Administrators, Domain Managers, and Team

Managers

The Roles Based Provisioning Module uses a security model that recognizes three general
categories of administrators and managers:

+ The Domain Administrator is an administrator who has the full range of capabilities within a
particular domain, and is able to perform all operations on all objects within the domain for all

users.

+ The Domain Manager is a delegated administrator who has the ability to perform selected
operations for a subset of authorized objects within the domain for all users.

+ The Team Manager is a business line manager who can perform selected operations for a
subset of authorized objects within the domain, but only for a designated set of users (team

members).

The following diagram illustrates the security model:
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Figure 1-3 Security Model
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Domain Administrators and Domain Managers

Domain Administrators and Domain Managers are designated through system role assignments. The
Roles Based Provisioning Module allows you to assign users to any of the following system roles:

Table 1-4 System Roles for Domain Administrators and Domain Managers

Role Description

Compliance Administrator The Compliance Administrator is a Domain
Administrator who can perform all possible actions for
all objects within the Compliance domain.

Configuration Administrator The Configuration Administrator is a Domain
Administrator who can perform all possible actions on
all objects within the Configuration domain. The
Configuration Administrator controls access to
navigation items with the Roles Based Provisioning
Module.

In addition, the Configuration Administrator configures
the delegation and proxy service, the digital signature
service, the provisioning user interface, and the
workflow engine.

Provisioning Administrator The Provisioning Administrator is a Domain
Administrator who can perform all possible actions for
all objects within the Provisioning domain.
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Role Description

Provisioning Manager The Provisioning Manager is a Domain Manager who
can perform only allowed actions for a subset of
objects within the Provisioning domain.

Report Administrator The Report Administrator is a Domain Administrator
who can define report permissions, which include the
ability to use the Identity Manager Reporting tool.

Resource Administrator The Resource Administrator is a Domain Administrator
who can perform all possible actions for all objects
within the Resource domain.

Resource Manager The Resource Manager is a Domain Manager who can
perform only allowed actions for a subset of objects
within the Resource domain.

Role Administrator The Role Administrator is a Domain Administrator who
can perform all possible actions for all objects (except
for the System Roles) within the Role domain.

Role Manager The Role Manager is a Domain Manager who can
perform only allowed actions for a subset of objects
within the Role domain.

Security Administrator The Security Administrator is a Domain Administrator
who can perform all possible actions for all objects
within the Security domain. The Security domain
allows the Security Administrator to configure access
permissions for all objects in all domains within the
Roles Based Provisioning Module.

The Security Administrator can configure teams, and
also assign domain administrators, delegated
administrators, and other Security Administrators.

NOTE: For testing purposes, NetlQ does not lock
down the security model in Standard Edition.
Therefore, the Security Administrator is able to assign
all domain administrators, delegated administrators,
and also other Security Administrators. However, the
use of these advanced features is not supported in
production. In production environments, all
administrator assignments are restricted by licensing.
NetlQ collects monitoring data in the audit database to
ensure that production environments comply.
Furthermore, NetlQ recommends that only one user
be given the permissions of the Security Administrator.

These roles are initialized at install time, but can also be assigned through the Administrator
Assignments user interface on the Administration tab. For details on assigning users to the system
roles, see Section 7.3, “Administrator Assignments,” on page 171.

In Identity Manager 4.5 Advanced Edition, you need to assign the following administrators:

+ User Application Administrator
+ Provisioning Administrator

¢ Compliance Administrator

+ Roles Administrator

NetlQ Identity Manager User Application: Administration Guide



1.3.3

1.3.4

*

Security Administrator
+ Resources Administrator
+ Configuration Administrator

*

Report Administrator

NOTE: At install time, you can simply specify a User Application Administrator and allow all other
assignments to default to this user.

Team Managers

A Team Manager is a user designated as a manager of a team through the Team Configuration user
interface on the Administration tab. For details on configuring teams, see Section 7.4, “Team
Configuration,” on page 179.

Designers

Designers use the Designer for Identity Manager to customize the User Application for your
enterprise. Designer is a tool aimed at information technology professionals such as enterprise IT
developers, consultants, sales engineers, architects or system designers, and system administrators
who have a strong understanding of directories, databases, and their information environment and
who act in the role of a designer or architect of identity-based solutions.

To create or edit workflow objects in Designer, the user needs the following rights on the
RequestDefs.AppConfig container for the specific User Application driver.

+ [Entry Rights] Supervisor or Create

+ [All Attribute Rights] Supervisor or Write

To initiate a workflow, the user must have Browse [Entry Rights] on the RequestDefs.AppConfig
container for the specific User Application driver or individually per request definition object if you are
using a delegated model.

Business Users

Business users interact with the User Application’s Identity Self-Service, Work Dashboard, and
Roles and Resources tabs. A business user is an authenticated user, such as an employee, a
manager, or a delegate or proxy for an employee or manager. A delegate user is a user to whom one
or more specific tasks appropriate to that user’s rights can be delegated, so that the delegate can
work on those specific tasks on behalf of someone else. A proxy user is user who acts in the role of
another user by temporarily assuming that user’s identity. All of the rights of the original user apply to
the proxy. Work owned by the original user continues to be owned by that user.

The user’s capabilities within the User Application depend on what features of the User Application
Administrator has enabled for them. They can be allowed to:

+ View and edit user information, with appropriate rights
+ Search for users or resources using advanced search criteria, which can be saved for later reuse
+ Recover forgotten passwords

The User Application can be configured so that users can:

+ Request a resource (start one of potentially many predefined workflows)
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+ View the status of previous requests

+ Claim tasks and view tasklists (by resource, recipient, or other characteristics)
+ View proxy assignments

+ View delegate assignments

+ Specify one’s availability

+ Enter proxy mode to claim tasks on behalf of another

+ View team tasks and request team resources

1.4 Design and Configuration Tools

The various administrators can use the following tools to design and configure the Identity Manager
User Application.

Table 1-5 Tools for Designing and Configuring the User Application

Tool Purpose

Designer for Identity Manager A powerful, graphical toolset for configuring and deploying
Identity Manager. The following plug-ins are designed to help
you configure the User Application:

+ Directory Abstraction Layer editor: Lets you define the
Identity Vault objects for your User Application.

+ Provisioning Request Definition editor: Lets you create
workflows for provisioning request definitions. Also allows
you to customize the forms by which users make and
approve requests and email templates.

* Provisioning view: Lets you import, export, deploy, and
migrate directory abstraction layer and provisioning
requests to the User Application driver.

+ Role editor: Lets you create and configure roles for use
within the User Application.

+ Resource editor: Lets you create and configure resources
for use within the User Application.

For more information, see the Identity Manager User
Application: Design Guide.
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Tool Purpose

iManager A Web-based administration console. The following plug-ins are
designed to help you configure and administer the User
Application:

* Provisioning Request Configuration plug-in: Provides a
read-only view of provisioning request definitions created
through Designer and allows you to mark them active or
inactive.

* Workflow Administration plug-in: Provides a browser-
based interface that lets you view the status of workflow
processes, reassign activities within a workflow, or
terminate a workflow in the event that it is stopped and
cannot be restarted.

* Provisioning Team plug-in: Not supported with this release
of the Roles Based Provisioning Module. The Team
Configuration user interface on the Administration of the
User Application replaces this iManager tool.

+ Provisioning Team Request plug-in: Not supported with this
release of the Roles Based Provisioning Module. The
Team Configuration user interface on the Administration
of the User Application replaces this iManager tool.

For more information, see Part IV, “Configuring and Managing
Provisioning Workflows,” on page 185

User Application Administration tab A Web-based administration console that allows you to
configure, manage, and customize the User Application.

For more information, see Part Ill, “Administering the User
Application,” on page 105.

1.5 What's Next

Now that you have learned about the features and architecture of the Identity Manager User
Application, you can start to customizing it as needed for your own business needs. Typically you will,
+ Customize the user interface and identity self-service features. See Table 1-6 on page 37.

+ Set up the requests and approval features (if provisioning is installed). See Table 1-7 on
page 38.

¢ Set up your production environment. See Table 1-8 on page 38.

Table 1-6 Customizing the User Interface and Identity Self-Service Features

To learn about See

Setting up directory abstraction layer objects Identity Manager User Application: Design
Guide

Adding new pages and setting page security Chapter 6, “Page Administration,” on page 145

Changing the User Application’s theme or branding Section 5.1.6, “Theme Administration,” on
page 123
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To learn about

See

Localizing the User Application user interface

Enabling password self-service

Section 2.6, “Localizing and Customizing User
Application Strings and Name Formats,” on
page 61

Section 5.3, “Password Management
Configuration,” on page 132

Table 1-7 Setting Up the Provisioning, Roles, and

Resources Features

To learn about

See

Creating provisioning requests

Customizing request and approval forms
Defining administrator assignments
Defining teams

Defining navigation access permissions

Defining emaemailil templates

Identity Manager User Application: Design Guide and
Chapter 9, “Managing Provisioning Request Definitions,” on
page 201

Identity Manager User Application: Design Guide

Section 7.3, “Administrator Assignments,” on page 171
Section 7.4, “Team Configuration,” on page 179

Section 7.5, “Navigation Access Permissions,” on page 183

Identity Manager User Application: Design Guide and
Section 10.4, “Working with Email Templates,” on page 216

Table 1-8 Setting Up the User Application Producti

on Environment

To learn about

See

Your production environment topology
Setting up security

Performance tuning strategies

Setting up a cluster

Setting up logging

Section 2.1, “Topology,” on page 41

Section 2.2, “Security,” on page 43

Section 2.4, “Performance Tuning,” on page 56
Section 2.5, “Clustering,” on page 60

Chapter 3, “Setting Up Logging,” on page 75
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Configuring the User Application
Environment

These sections describe how to configure various aspects of the Identity Manager User Application
environment to meet the needs of your organization.

Configuring the User Application Environment
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Designing the Production Environment

This section discusses issues relating to setting up a production environment. It provides guidance on
a number of considerations that come into play when making the transition from a sandbox, test, or
other pre-production environment to a production environment.

Topology

Each major subsystem can have many instances and many ways of connecting. Not every possible
layout is supported.

Design Constraints

Audit Server: This application is responsible for capturing event information (and possibly a good
deal of other information) from the User Application environment at runtime. It might also be doing
double duty as a persistence store for other applications in your company. For a variety of reasons,
you must never put other major pieces of the Identity Manager system (for example, the application
server or the Identity Vault) on the same machine as the Audit server.

Identity Vault: This is a heavily trafficked component with a need for good performance and good
scalability. You must put the Identity Vault on a dedicated machine. You should never put another
high-traffic system, such as an application server with a deployment of the User Application, on the
same machine as the Identity Vault.

Database: If this instance of a supported database is also your auditing database, it is probably on a
dedicated machine. The User Application uses this component in the following ways:

+ As a persistence store for portal configuration data

+ As the persistence store for state information on in-process workflows

Application Server: For performance and capacity reasons, you must run this piece on a dedicated
machine.

These considerations require at a minimum a three-machine configuration.

Additional Constraints The following additional architectural constraints apply to any User
Application configuration:

+ No User Application instance can service (search, query, add users to, and so forth) more than
one user container. Also, a user container association with an application is meant to be
permanent.

+ No User Application driver can be associated with more than one User Application, except when
the User Applications are installed on sister nodes of the same JBoss or Webshpere cluster. In
other words, a one-to-many mapping of drivers to User Applications is not supported.

The first constraint enforces a high degree of encapsulation in User Application design.

Suppose you have the following organizational structure:
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2.1.2

Figure 2-1 Sample Organizational Structure
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During installation of the User Application, you are asked to specify the top-level user container that
your installation looks for in the Identity Vault. In this case, you could specify ou=Marketing,0=ACME
or (alternatively) ou=Finance,0=ACME. You cannot specify both. All User Application searches and
queries (and administrator log-ins) are scoped to whichever container you specify.

NOTE: In theory, you could specify a scope of 0=ACME in order to encompass Marketing and
Finance. But in a large organization, with potentially many ou containers (rather than just two relating
to Marketing and Finance), this is not likely to be practical.

It is possible, of course, to create two independent installations of the User Application (sharing no
resources in common), one for Marketing and another for Finance. Each installation would have its
own database, its own appropriately configured User Application driver, and each User Application
would be administered separately, possibly having unique themes.

If you truly need to place Marketing and Finance within the same scope for one User Application
installation, there are two possible tactics to consider. One is to insert a new container object (for
example, ou=MarketingAndFinance) in the hierarchy, above the two sibling nodes; then point to the
new container as the scope root. Another tactic is to create a filtered replica (a special type of
eDirectory tree) that combines the needed parts of the original ACME tree, and point the User
Application at the replica’s r oot container. For more information about filtered replicas, see the
eDirectory Administration Guide (https://www.netig.com/documentation/edir88/edir88/data/
aziii88.html).

If you have questions about a particular system layout, contact your NetlQ representative for
assistance or advice.

High Availability Design

Clustering for high availability and capacity is discussed in Section 2.5, “Clustering,” on page 60. For
now, you should know that:

+ High availability of the User Application is available through clustering. You can set up a cluster
so that each node runs one User Application instance. The instances are all coequals (peers).

+ Automatic failover is supported. An interrupted workflow can resume after the loss of a cluster
node.

See Section 2.5, “Clustering,” on page 60 for more information.
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221

Security

Security Overview

Moving from pre-production to production usually involves hardening the security aspects of the
system. In sandbox testing, you might use regular HTTP to connect the User Application driver to the
application server, or you might use a self-signed certificate (as a temporary measure) for driver/app-
server communication. In production, on the other hand, you probably use secure connections, with
server authentication based on your company’s Verisign* (or other trusted provider) certificate.

It is typical for X.509 certificates to be used in a variety of places in the Identity Manager User
Application environment, as shown in the following diagram.

Figure 2-2 ldentity Manager User Application Environment
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All communication between the User Application and the Identity Vault is secure, using Transport
Layer Security, by default. The installation of the Identity Vault (eDirectory) certificate into the Tomcat
application server keystore is done automatically at install time. Unless you specify otherwise, the
User Application installer places a copy of the eDirectory certificate in the JRE’s default cacerts store.
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The installation and configuration process also handles the certificate for a JBoss application server.
However, you must manually install the certificate into the WebSphere application server by using the
IBM tools. For more information, see the NetlQ Identity Manager Setup Guide.

The server certificate needs to be in several places, if communications are to be secure, as shown in
the diagram. Different setup steps might be needed depending on whether you intend to use a self-

signed certificate in the various places in the diagram shown with a JBoss cert box, or you intend to

use a certificate issued by a trusted certificate authority (CA) such as Verisign.

2.2.2 Enabling SSL

The User Application uses HTML forms for authentication. As a result, user credentials are exposed
during login. We strongly recommend that you enable SSL to protect sensitive information.

The procedure for enabling SSL varies depending on whether on you are working in a test or
production environment, as described below.

Enabling SSL in a Test Environment

If you are in a test environment, you might want to use a self-signed certificate. The procedure below
explains how to do this.

To enable SSL in a test environment:

1 Export the Certificate Authority from your eDirectory server using iManager:
la Go to iManager.
1b Login with the eDirectory administrator’s username and password.
1c Goto Administration > Modify Object.

1d Browse to the CA object in the Security container called Tr eeName CA. Security. For
example, | DMTESTTREE CA. Security.

le Click OK.

1f Click Certificates > Self Signed Certificate.

1g Select the self-signed certificate you want to use.

1h Click the Export button.

1i Clear Export private key.

1j Click Export format and select DER.

1k Click Next.

1l Click Save the exported certificate.
1m Click Save File. iManager saves the file as cert . der.

1n Click Close.

lo Move the saved file to a location where you want to store the exported certificate.

2 Create a keystore:

In a command prompt, cd to your .../t ontat/ conf directory and create the keystore.

NOTE: The t ontat/ conf path is the default path for a User Application installed on Tomcat. The
path can vary, depending on how you installed the User Application and Tomcat.

To create the keystore, use the following command:
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keyt ool -genkey -alias [keystore nane] -keyal g RSA -keystore [your keystore
nane. keystore] -validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are a few important points to keep in mind as you answer the prompts:

+ When asked for your first and last name, you should supply the fully qualified name of the
server. For example:

MyJBossServer. Net|1 Q com

+ Be sure your spelling is correct. If you spell any words incorrectly, you will see errors when
you generate your signed certificate from the signing authority.

+ Save a copy of the information you provided in a simple text file. This will help to ensure that
you supply the same information when you apply to the signing authority and when you
import your certificate.

3 Inyour JBoss conf directory, create a simple text file to store your keystore .csr file. Once this
file is created, return to a command prompt and create the .csr with the following command:

keytool -certreq -v -alias [Keystore nane you used when you created your
keystore] -file [your.csr] -keypass [password you created in keystore] -
keystore [your. keystore] -storepass [your password]

4 Issue a certificate using iManager:
4a Go to Certificate Server > Issue Certificate.
4b Browse to the .csr file created earlier.
Click Next. Then click Next again.
4c Select Unspecified as the certificate type.
Click Next. Then click Next again.

Enabling SSL in a Production Environment

To install a signed certificate into the JBoss Application Server with the User Application:

1 Create a keystore using the keytool utility included in the JRE.

In a command prompt, cd to your . . ./t ontat/ conf directory and create the keystore.

NOTE: The t ontat/ conf path is the default path for a User Application installed on Tomcat. The
path can vary, depending on how you installed the User Application and Tomcat.

keyt ool -genkey -alias [keystore nane] -keyal g RSA -keystore [your keystore
nane. keystore] -validity 3650

You will be prompted for your password, first and last name, and possibly other pieces of
information.

Here are a few important points to keep in mind as you answer the prompts:

+ When asked for your first and last name, you should supply the fully qualified name of the
server (for example, MyJBossServer.NetlQ.com).
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+ Be sure your spelling is correct. If you spell any words incorrectly, you will see errors when
you generate your signed certificate from the signing authority.

+ Save a copy of the information you provided in a simple text file. This will help to ensure that
you supply the same information when you apply to the signing authority and when you
import your certificate.

2 In your JBoss conf directory, create a simple text file to store your keystore .csr file. Once this
file is created, return to a command prompt and create the .csr with the following command:

keytool -certreq -v -alias [Keystore nane you used when you created your
keystore] -file [your.csr] -keypass [password you created in keystore] -
keystore [your. keystore] -storepass [your password]

3 Submit your .csr file to your Certificate Authority (CA), such as VeriSign or Entrust.

Once you have received your signed certificate from your CA, you need to import it into your Tomcat
Server.

To import your signed certificate:

1 Place a copy of your certificate in your Tomcat conf directory.
Be sure to create a backup copy of this certificate and store it in a safe location.
2 Convert the root CA to DER format:
2a Double-click on your certificate stored in the Tomcat conf directory.
This will open a pop-up Certificate dialog screen.
2b Click on the Certificate Path tab.

2c Highlight the root certificate (the certificated issue by the signing authority, such as Entrust
or Verisign).

2d Click on View Certificate. This will open a new Certificate dialog for the root certificate.
2e Click on the Details tab.

2f Click copy to file. This will open the Export Certificate Wizard.

2g Click next when the Export Certificate Wizard opens.

2h Select DER encoded binary for X.509 (.CER) and click next.

2i Create a new file to store the newly formatted certificate and store it in your Tomcat conf
directory.

Then click Finish.
3 Convert the signed certificate into DER format:

3a Double click on your certificate, which should be stored in the Tomcat conf directory.
This will open a pop-up Certificate dialog screen.

3b Click on the Details tab.

3c Click copy to file. This will open the Export Certificate Wizard.

3d Click next when the Export Certificate Wizard opens.

3e Select DER encoded binary for X.509 (.CER) and click next.

3f Create a new file to store the newly formatted certificate and store it in your Tomcat conf
directory.

Then click Finish.
4 Open a command prompt and cd to your Tomcat conf directory.
5 Import your Root CA:
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keytool -inport -trustcacerts -alias root -keystore your.keystore -file
your Root CA. cer

Be sure to specify root as your alias in this step.
If all goes well, you should see a Certificate was added to keystore message.
6 Import your signed certificate.

keytool -inport -alias [alias you used when creating the .csr] -keystore
[your. keystore] -file [your DER converted Signed Cert.cer]
If all goes well, you should see a Certificate reply was installed in keystore message.

7 To verify that the signed certificate was imported correctly, you can run the following command in
a command prompt from your Tomcat conf directory.
keytool -list -v -alias idm-keystore idm keystore

You should see your self signed and signed certificates listed in the output.
8 Enable SSL in Tomcat.

Locate server. xm under.../tontat/conf directory and open that file in a text editor. Enable
SSL by uncommenting or adding the following section:

maxThr eads="150" strategy="ns" naxHtt pHeader Si ze="8192"
enpt ySessi onPat h="t r ue"

scheme="https" secure="true" clientAuth="fal se"

keyst oreFi | e="${t ontat. server. hore. dir}/conf/tontat.jks"
keyst or ePass="changeit" ssl Protocol ="TLS" />

NOTE: Remember to point keyst or eFi | e to the keystore you created. For example:
${toncat. server. hore. dir}/conf/server. keyst or e. Also, remember to change the
keyst or ePass="changei t" to your keystore password.

You may also need to add SSLEnabled="true" protocol="HTTP/1.1", as shown below:

<Connect or port="8443" protocol ="HTTP/ 1. 1" SSLEnabl ed="true"
maxThr eads="150" schene="https" secure="true"
clientAuth="fal se" sslProtocol ="TLS"
keyst oreFi |l e="/opt/certs/chap8. keyst ore"
keyst or ePass="changeit" />

9 Restart your Tomcat server and test.

2.2.3 Turning on SOAP Security

1 In I DWVProv. war, find the web. xm file and open it in a text editor.
2 At the bottom of the file, uncomment the following section:
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2.24

2.2.5

2.2.6

<security-constraint>
<web- resour ce-col | ecti on>
<web- r esour ce- nanme>| DVPr ov</ web- r esour ce- nane>
<descri ption>l DM Provi si oni ng Edition</description>
<url-pattern>/*</url-pattern>
<ht t p- met hod>PCST</ ht t p- net hod>
<ht t p- met hod>GET</ ht t p- met hod>
</ web-resource-col | ecti on>
<user - dat a- constrai nt >
<t ransport - guar ant ee>CONFI DENTI AL</ t ransport - guar ant ee>
</ user-data-constraint>
</security-constraint>

3 Save the file and archive, then restart Tomcat.

Mutual Authentication

The Identity Manager User Application does not support client certificate-based authentication out of
the box. That functionality can be obtained, however, by using NetlQ Access Manager. See your
NetlQ representative for more information. See also Section 2.2.5, “Third-Party Authentication and
Single Sign-On,” on page 48.

Third-Party Authentication and Single Sign-On

You can configure Identity Manager to work with NetlQ Access Manager using SAML 2.0
authentication. This capability enables using a non-password-based technology to log in to the
identity applications through Access Manager. For example, users can log in through a user (client)
certificate, such as from a smart card.

Access Manager interacts with One SSO Provider (OSP) in Identity Manager to map the user to a DN
in the Identity Vault. When a user logs in to the identity applications through Access Manager, Access
Manager can inject a SAML assertion (with the user’s DN as the identifier) into an HTTP header and
forwards the request to the identity applications. The identity applications uses the SAML assertion to
establish the LDAP connection with the Identity Vault. For information on configuring Access Manager
to support this capability, refer to the Access Manager documentation.

Accessory portlets that allow single sign-on authentication based on passwords do not support single
sign-on when SAML assertions are used for identity application authentication.

For more information about configuring Identity Manager to work with Access Manager, see “Using
SAML Authentication with NetlQ Access Manager for Single Sign-on”.

Encryption of Sensitive User Application Data

Any sensitive information associated with the User Application that is stored persistently is encrypted
by using the symmetric algorithm AES-128. The master key itself is protected by password-based
cryptography using PBEWithSHA1AndDESede. The password is never persisted or stored out of
memory.

Information that is encrypted includes (but is not limited to):

+ LDAP administrator user password
¢ LDAP guest user password
¢ DSS trusted CA keystore password
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+ DSS signature key keystore password

+ DSS signature key entry password

However, in a cluster environment, if session failover is enabled, some sensitive data (for example, a
login-password for single sign-on) in the user session can be transferred on the network during
session replication. This can expose sensitive data to network sniffers. To protect this sensitive data,
do one of the following:

+ Enable encryption for JGroups. Perform the following steps to enable encryption for JGroups:
1. Log in to the User Application GUI.
2. Click Application > Application Configuration > Cluster and Cache Configuration.

3. Under Cluster Configuration, navigate to Cluster Properties and add Global values from
Default to JGroups encryption.

The default cache setting properties are:

UDP( ntast _addr =228. 8. 8. 8; ntast _port =45654) : PI NGt i meout =5000) : FD(t i neout =1
0000; max_tries=5): VERI FY_SUSPECT: pbcast . NAKACK: UNI CAST: pbcast . STABLE: FRAG
pbcast . GVB

+ For UDP, change the default cache setting properties to:

UDP( ntast _addr=228. 8. 8. 8; ntast _port =45654; t 0s=8; ucast _recv_buf _si ze=20
000000; ucast _send_buf _si ze=640000; ntast _recv_buf _si ze=25000000; ntast _s
end_buf _si ze=640000; | oopback=f al se; di scard_i nconpati bl e_packet s=true; e
nabl e_bundl i ng=f al se; max_bundl e_si ze=64000; max_bundl e_t i neout =30; use_i

ncom ng_packet _handl er =t r ue; use_out goi ng_packet _handl er=fal se;ip_ttl=2
): PING timeout =5000): FD(ti meout =10000; max_t ri es=5) : ENCRYPT( encrypt _ent

i re_nessage=true; sym.i nit=128; sym al gori t hnrFAES/ ECB/

PKCS5Paddi ng; asym i ni t =512; asym al gori t hneRSA) : VERI FY_SUSPECT: pbcast . N
AKACK: UNI CAST: pbcast . STABLE: FRAG pbcast . GVB

+ For TCP, change the default cache setting properties to:

TCP( bi nd_addr =<nodel_i p_address>; start_port=7815; | oopback=true): TCPPI N
Qi nitial _hosts=<nodel_i p_address>[ 7815], <node2_i p_addr ess>[ 7815] ; port
_range=3; ti meout =3500; num_i ni ti al _nenber s=3; up_t hr ead=t r ue; down_t hr ead
=t rue) : MERGE2( mi n_i nt er val =5000; max_i nt er val =10000) : FD( shun=t r ue; ti meo
ut =2500; max_tri es=5; up_t hr ead=t r ue; down_t hr ead=t r ue) : ENCRYPT(encrypt e
ntire_nessage=true; sym.i nit=128; sym al gorit hnrAES/ ECB/

PKCS5Paddi ng; asym i ni t =512; asym al gori t hm=RSA) : VERI FY_SUSPECT(t i neout =
1500; down_t hr ead=f al se; up_t hr ead=f al se) : pbcast . NAKACK( down_t hr ead=t r ue
;up_thread=true; gc_|l ag=100; retransm t_ti meout =3000) : pbcast . STABLE( desi
red_avg_gossi p=20000; down_t hr ead=f al se; up_t hr ead=f al se) : pbcast . GV(j oi
n_ti meout =5000; j oi n_retry_ti neout =2000; shun=f al se; print | ocal _addr=tru
e; down_t hread=t rue; up_t hread=t r ue) : pbcast. STATE_TRANSFER(up_t hread=tru
e; down_t hread=t r ue)

+ Make sure that the cluster is behind a firewall.

Preventing XSS Attacks

The User Application supports the concept of XSS (Cross-Site Scripting) blacklists to allow you to
prevent scripting attacks. The XSS blacklists prevent XSS injection in the free text input fields within
the Detail portlet, approval flow, and role assignments pages within the application.

The User Application provides default values for two blacklists, one for the Detail Portlet, and one for
the workflow system (which handles the approval flow and role assignments pages). However, you
can customize the blacklists to suit the requirements of your environment.
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To customize the either of the blacklists, you need to enter the words or characters you want to block
in the sys-configuration-xmldata.xml file. In Tomcat, you can find this file in the <t ontat _home>/ conf
folder. Open the file with a UTF-8 friendly editor.

To modify the blacklist for the Detail portlet, open <t ontat _hone>/ conf/i sm
configuration. properties ina UTF-8 editor, and find the
com netiqg. xss. bl acklist.detail portlet property:

<property>
<key>com neti q. xss. bl ackl i st. detai |l portl et </ key>
<val ue>. .. </val ue>

</ property>

The text node of <val ue> is the blacklist for Detail portlet. The blocked words are separated by
comma (for example, bl ocked_wor d1, bl ocked_wor d2, . ..). The default setting is:

L&t
This means that double quote and < are disallowed.

To modify the blacklist for the approval flow and role assignments pages, locate the
com neti g. xss. bl ackl i st. wor kf| ow property.

<property>
<key>com neti g. xss. bl ackl i st. wor kf | on</ key>
<val ue>. .. </val ue>

</ property>

The syntax is the same. The default value is:
&lt;
which means that < is disallowed.

If you decide to customize the blacklists, be careful not to remove the default values. If you remove
these values, you will make the lists less restricted, and therefore increase the risk of XSS attacks.

Modifying the Trustee Rights for User Preferences

To allow user preferences to be saved, the administrator must ensure that the permissions on the
srvprvUserPrefsPlus and srvprvQueryList attributes are set so that the user is able to write to these
attributes. The necessary rights should be set for [This] at the tree root level, since [This] is a special
alias to the object itself, causing only the user to have rights to modify its own preferences. To set the
proper permissions, the administrator needs to modify the trustees for these attributes in iManager,
as shown below:
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B Modify Trustees ?

Object name: .THOMASYMTREE.
Trustee name: [This]

Remove Selected Add Property
Property Name Assigned Rights Inherit
]  nsimHint DSLpsr'.isar DCarpare [Cread Mlwrite #sar DB'_.-nar’i: [ vested
[[]  nsimPasswordReminder DSLpsr'.iSsr D[sr’pars [Mread [write [#]sess DB'_.-nar'i: [ Nested
] srvprvQuerylist DSLper'.isor Carpare lread lwrite [ seir DB'_.-nar'i: [ vested
[C]  srvprvuserprefspus DSLpsr'.isar Car’pare [#]read [l write [lse DB'_.-nar’i: [ vested
Done | Cancel |

The srvprvUserPrefsPlus property has no space limitations, so it can save a large amount of user
preference information. If you have used the srvprfUserPrefs property in a previous release, this
property will be migrated to srvprvUserPrefsPlus the first time a user saves new preferences in the
User Application.

2.2.9 Modifying the Trustee Rights for a Provisioning Request
Definition

To view the details and comments associated with a task in the Task Notifications section of the Work
Dashboard tab, the Domain Administrator or Delegated Administrator must have the proper rights to
the provisioning request definition. In particular, the user must have the nrfAccessMgrTaskAddressee
right to the provisioning request definition, with write access enabled. To set the proper permissions,
the administrator needs to modify the trustees for the provisioning request definition, as described
below:

a b~ W N P

6
7
8
9
10
11

Log into iManager as an administrator.

Select Modify Trustee from the Rights left-navigation menu.
Browse to the provisioning request definition.

If necessary, click Add Trustee to add the user.

Click on the Assign rights link.

Notice that nrfAccessMgrTaskAddressee is not listed with the write permission checked, which
means that the user does not have the proper rights for the provisioning request definitiion.

Click the Add Property button.

Check the check box for Show all properties in schema.
Select nrfAccessMgrTaskAddresss.

Check the write checkbox for Assigned Rights.

Click Done.

Click OK.

2.2.10 Disabling the IMX Management Console on JBoss

The results from a Nessus scan show that the JBoss product installer does not secure the JMX
management console by default. This creates a potential security hole.
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To solve this problem, you need to disable the JMX console by following your JBoss documentation.

Updating a Password for a Database User on Tomcat

Perform the following actions to update the database user's password in the database server.

1 Stop Tomcat.
2 Update the password in the database server.
3 With Java in your path, enter the following command:

i dmf apps/toncat/|ib/idmdatasource-factory-1.2.0-uber.jar novell %ewpassword%

4 Copy the encrypted output of the password to the server.xml file.
5 Save and close the file.
6 Start Tomcat.

Digital Signature Configuration

This section provides instructions on configuring your environment to take advantage of the digital
signature support provided with the Identity Manager User Application.

Digital signature support is available on JBoss only The User Application can be configured to
support digital signatures on JBoss only. Digital signatures are not supported on WebSphere.

The User Application provides support for the digital signature as a service model. The digital
signature as a service model is very easy to configure and manage. In most environments, you
should use this model, unless you are not ready to upgrade from an older digital signature
implementation, or require the ability to read digital signature cards, since this support is not available
with digital signature as a service.

IMPORTANT: We strongly encourage you to use the digital signature as a service support, since it is
the most reliable and easy-to-use configuration for managing digital signatures.

WARNING: You must use NetlQ Sentinel to preserve documents that you digitally sign. Digital
signature documents are not stored with workflow data in the User Application database, but are
stored in the logging database. You must enable logging to preserve these documents.

Setting Up the User Certificates

1 Create the user certificates using iManager.
la Log in as an administrator.
1b Under NetlQ Certificate Server, select Create User Certificate.
1c Select the users for whom you want to create certificates and click Next.
You can use the Object Selector or Object History to pick the users.

1d Select the server and specify the certificate nickname. Specify Custom as the creation
method and click Next.

le Specify a key size of 1024 or 2048 bits, depending on which size suits your requirements.
Set the key type to Signature. Leave other settings as is and click Next.
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1f If you're using the default configuration, leave the certificate parameters as is and click
Next.

To enable certificate revocation list (CRL) support, select Custom and check the CRL
signing check box.

For complete details on CRL configuration, see the NetlQ Certificate Server documentation.
1g Click Finish.
1h Log out.
2 Export the user certificate as a PFX file that contains the private key.
2a Log in as the user for whom you want to export a certificate.
2b Under NetlQ Certificate Access, select View My Certificates.
2c Select a certificate and click the Export button.

2d In the Export Certificate Wizard, click Yes to indicate that you want to export the private key
with the certificate. Then click Next.

2e Enter a password to protect the private key and click Next.

2f Select Export the certificate into the browser if you do not have a card reader. Otherwise,
click on the link that says Save exported certificate to afile.

You can also import to the browser later. Therefore, you might want to click on Save
exported certificate to a file to import to a different browser.

2g Click save to Disk to save the file rather than opening it.
2h Click Close.
3 If you're using a smart card, install the smart card reader driver.
4 Install the software needed to transfer certificate information to the smart card.

5 Import the key pair (certificate) to the smart card:

If you are planning to use browser certificate support, rather than the smart card, you can skip steps 3
through 5 above. Certificates can be imported into a browser using iManager or the browser
certificate management user interface.

Configuring the Application Server

To configure the application server, follow these steps:

1 Download the vaas. war and xm si gner . war files from a third-party component provider.
Contact your sales representative to get a referral to a third-party provider.
2 For details on configuring the vaas. war file, see the third-party documentation.

3 To deploy to JBoss, copy the vaas. war and xni si gner . war files to the JBCSS_HOME/ ser ver/
| DVPr ov/ depl oy directory.

4 Export the trusted root and all intermediate certificates (using iManager) and import them into the
key store specified in your system’s local configuration using the keytool command.

For example, for JBoss:
keytool -inport -trustcacerts -file certFile

The cert Fi | e is a fully qualified path to the certificate file.
If you're using the NetlQ Certificate Server, you do not need to export the trusted root.

Designing the Production Environment 53



2.3.3

234

5 (Not Required for Digital Signature as a Service) Start the User Application Configuration utility

by running the configupdate script (conf i gupdat e. bat on Windows or conf i gupdat e. sh on
Linux/Solaris).

6 (Not Required for Digital Signature as a Service) Click Show Advanced Options.
7 (Not Required for Digital Signature as a Service) Under Trusted Key Store, type the path to the

certificate file in the Trusted Store Path. Also, type your password in the Keystore Password
field. The default password is changei t .

The Trusted Key Store contains all trusted signers’ certificates used to validate digital signatures.

NOTE: For JBoss, if you're using the NetlQ Certificate Server, you can simply paste the
complete string (for example, C:\Program Files\Java\jdk1.6.0_31\jre\lib\security\cacerts) from
the Keystore Path field under eDirectory Certificates to the Trusted Store Path under Trusted
Key Store. You can also paste the Keystore Password to the Trusted Store Password field.

(Not Required for Digital Signature as a Service) If you are using OCSP, under Miscellaneous,
type the URI for OCSP in the OCSP URI field. This value is used to update the status of trusted
certificates online. The URI points to the access point for the Online Certificate Status Protocol
server.

Configuring Logging

To enable logging of digital signatures, you need to configure the logging Platform Agent. The
Platform Agent is required on any client that reports events to Sentinel. You configure the platform
agent through the | ogevent configuration file.

IMPORTANT: If you are logging events that include digital signatures, it is critical that the value of the
LogMaxBigData parameter be large enough to handle the data being logged.

For details on logging configuration, see Chapter 3, “Setting Up Logging,” on page 75.

Configuring the User Application

To configure digital signature support for the User Application:

1 Open the sys-configuration-xmi data. xm file:

This file is in the conf folder on JBoss. For example: / opt/ neti g/ i dm rbpni j boss/ server/
| DMPr ov/ conf .

Add the mapping to the vaas. war that you received from a third-party component provider in the
sys-configuration-xm data. xm before the </ properti es> element.

Here is the format:

<property>

<key>com neti g. dss. vaas. uri </ key>

<val ue>http(s):// %erver % %ort % vaas/ verify</val ue>
</ property>

For example:

<pr operty>

<key>com neti g. dss. vaas. uri </ key>

<val ue>http:// nyserver.netig. com 8180/ vaas/ verify</val ue>
</ property>
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3 Configure the Digital Signature Service for the User Application. To do this, you need to use the
Digital Signature Service page on the Administration within the User Application. For details,
see Section 7.2.2, “Configuring the Digital Signature Service,” on page 163.

4 Log out of the User Application.
5 Stop the application server.

6 Complete the rest of the steps outlined by the documentation provided by the third-party
component provider to configure and deploy the xni si gner. war and vaas. war files.

7 Restart the application server.

Configuring the Provisioning Request Definitions

You can use Designer for Identity Manager to configure digital signature support for your provisioning
request definitions.

To configure a provisioning request definition to support digital signatures, you need to:

1 Indicate whether a digital signature is required to initiate the provisioning request.

2 Indicate whether a digital signature is required for each approval step within the workflow.
Because each approval step might have more than one outgoing link, you need to specify
whether a digital signature is required for each link.

After you have indicated whether a digital sighature is required to initiate a request or perform an
approval step, you need to also specify the following for each request or approval step where a digital
signature is required:

Table 2-1 Digital Signature Settings

Setting Description

Digital Signature Type Specifies whether the digital signature uses data or
form as its type:

+ Data: Specifies that the XML signature
serves as the user agreement. When Data is
selected, the XML data is written to the audit
log. The user can preview XML data before
submitting a signature.

+ Form: Specifies that a PDF document that
includes the digital signature declaration be
generated. This document serves as the user
agreement. The user can preview the
generated PDF document before submitting a
request or approval. When Form is selected,
the PDF document (encapsulated in XML) is
written to the audit log.

WARNING: You must use Sentinel to preserve
documents that you digitally sign. Digital signature
documents are not stored with workflow data in the
User Application database, but are stored in the
logging database. You must enable logging to
preserve these documents.

Digital Signature Declaration Specifies a digital signature confirmation string that
confirms the user’s signature.
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For details on configuring provisioning request definitions in Designer, see the Identity Manager User
Application: Design Guide.

Performance Tuning

Performance tuning is a complex subject. The Identity Manager User Application relies on diverse
technologies with many interactions. It is not possible to anticipate every single configuration scenario
or user interaction scenario that could result in poor performance. Nevertheless, some subsystems
are subject to best practices that can boost performance.

Logging

The User Application allows logging with the open source Apache log4j framework. File and console
logging with log4j are enabled by default.

NOTE: The kinds of events you can log, and how to enable or disable logging, are covered in
Chapter 3, “Setting Up Logging,” on page 75.

The log4j configuration settings are contained in a file called

¢ jboss-10g4j.xnl in the install directory (if you are using a JBoss application server)
+ | og4j.xm inthe User Application WAR (if you are using a non-JBoss application server)

Near the bottom of the jboss-log4j.xml file, look for the following entry:

<r oot >
<priority value="INFO' />
<appender-ref ref="CONSCLE" />
<appender-ref ref="FILE" />
</root >

Assigning a value to r oot ensures that any log appenders that do not have a level explicitly assigned
inherit the root level (in this case, INFO). For example, by default, the FILE appender does not have a
threshold level assigned and so it assumes the root'’s.

The possible log levels used by log4j are DEBUG, INFO, WARN, ERROR, and FATAL, as defined in
the org.apache.log4j.Level class. Inattention to the proper use of these settings can be costly in terms
of performance.

A good rule of thumb is to use INFO or DEBUG only when debugging a particular problem.

Any appender included in the root that does have a level threshold set, should set that threshold to
ERROR, WARN, or FATAL unless you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncAppender
class is available, but its use does not guarantee better performance. The issues are well-known and
are Apache log4j issues, not ldentity Manager issues.

The default of INFO in the User Application’s log config file (above) is satisfactory for many
environments, but where performance is critical, you should consider changing the above j boss-
| og4j . xm entry to:
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<r oot >
<priority val ue="ERROR'/ >
<appender-ref ref="FILE"/>
</root >

In other words, remove CONSOLE and set the log level to ERROR. For a fully tested/debugged
production setup, there is no need to log at the INFO level, nor any need to leave CONSOLE logging
enabled. The performance payoff of turning these off can be significant.

For more information on log4j, consult the documentation available at htt p: //
| oggi ng. apache. or g/ | og4j / docs.

ldentity Vault

LDAP queries can be a bottleneck in a heavily utilized directory-server environment. To maintain a
high level of performance with large numbers of objects, eDirectory (which is the basis of the Identity
Vault in Identity Manager) records frequently requested information and stores it in indexes. When a
complex query is run against objects with indexed attributes, the query returns much faster.

Out of the box, eDirectory comes with the following attributes already indexed:

Ali ased (bj ect Nane
cn

dc

Equi val ent to Me
ext ensi onl nfo

G ven Nane

QU D

| dapAttri buteli st

| dapd assLi st

Member

NLS: Common Certificate
Obi tuary

Ref er ence

Revi si on

Sur nane

uni quel D

uni quel D_SS

When you install Identity Manager, the default directory schema is extended with new object class
types and new attributes pertaining to the User Application. User-application-specific attributes are by
default not indexed. For better performance, you might find it useful to index some of those attributes
(and perhaps a few traditional LDAP attributes as well), particularly if your user container contains
over 5,000 objects.

The general idea is to index only those attributes that you know are regularly queried, which could be
different attributes in different production environments. The only way to know which attributes are
heavily used is to collect predicate statistics at runtime. The collection process itself degrades
performance, however.

The process for collecting predicate statistics is discussed in detail in the eDirectory Administration
Guide (https://www.netig.com/documentation/edir88/edir88/data/a2iii88.html). Indexing is also
discussed in more detail there. In general, you need to do the following:

+ Use ConsoleOne to turn on predicate-statistics collection for attributes of interest
¢ Put the system under load

*

Disable statistics collection and analyze the results
+ Create an index for each type of attribute that might benefit from having one
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If you already know which attributes you want to index, there is no need to use ConsoleOne. You can
create and manage indexes in iManager with eDirectory Maintenance > Indexes. For example, if you
know that users of your org chart are likely to perform searches based on the isManager attribute,
you can try indexing that attribute to see if performance is enhanced.

NOTE: As a best practice, it is recommended that you index, at a minimum, the manager and
isManager attributes.

For an in-depth discussion of attribute indexing and performance, see “Tuning eDirectory” in Guide to
Troubleshooting eDirectory by Peter Kuo and Jim Henderson (QUE Books, ISBN 0-7897-3146-0).

For more information about performance tuning, see “Maintaining eDirectory” (https://www.netig.com/
documentation/edir88/edir88/data/a5zek7a.html) in the eDirectory Administration Guide (https://
www.netig.com/documentation/edir88/edir88/data/a2iii88.html).

JVM

The amount of heap memory allocated to the Java virtual machine can impact performance. If you
specify minimum or maximum memory values that are either too low or too high (too high meaning
more than the physical memory of the machine), you could experience excessive pagefile swapping.

For a JBoss server, you can set the maximum JVM* size by editing the r un. conf orrun. bat file (the
former for Linux, the latter for Windows) under [ 1 DM / j boss/ bi n/ in a text editor. Increase “-Xmx”
from 128m to 512m, or possibly higher. Some experimentation might be needed to determine the
optimal setting for your particular environment.

NOTE: JBoss and Tomcat performance tuning tips are at http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming (http://wiki.jboss.org/wiki/
Wiki.jsp?page=JBossASTuningSliming)

Increasing the stack size for recursive workflows If you have workflows that are recursive in
nature (that execute loops), you might see a StackOverflowError at execution time. Java does not
handle the stack space for recursive type functions effectively. Therefore, for recursive workflows, you
need to increase the stack size for the JVM. The JVM defaults to 512K. You might want to increase
the stack size to 1M.

To increase the stack size, you can include the -Xss1M setting with the JAVA_OPTS in your start
JBoss script file.

JAVA_OPTS="-server -XsslM -Xms512M - Xnx512M - XX: MaxPer ni ze=512n{

Session Time-out Value

The session time out (the amount of time a user can leave a page unattended in his or her Web
browser before the server causes a session-time-out warning dialog box to appear) can be changed
in the web. xm file in the | DVPr ov. war archive. This value should be tuned to match the server and
usage environment in which the application runs. In general, it is advised that the session time out be
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as small as practicable. If business requirements can tolerate a 5-minute session time out, this would
allow the server to release unused resources twice as early as it would if the time-out value were 10
minutes. This improves performance and scalability of the Web application.

Consider the following when adjusting the session time out:

+ Longer session time-outs can cause the JBoss server to run out of memory if many users log in
over a short period of time. This is true of any application server that has too many open
sessions.

+ When a user logs in to the User Application, an LDAP connection is created for the user and
bound to the session.Thus, the more sessions that are open, the greater the number of LDAP
connections that are held. The longer the session time out, the longer these connections are
held open. Too many open connections to the LDAP server (even if they are idle) can cause
system performance degradation.

+ |f the server starts experiencing out-of-memory errors, and the JVM heap and garbage collection
tuning parameters have already been optimally tuned for the server and usage environments,
consider lowering the session time out.

You can set the session time out value on the User Application Configuration screen at installation
time. Alternatively, you can modify the session time out after installation by performing a configuration
update.

Tuning JBoss

By default, the JBoss deployment scanner runs every five seconds. For a production server, this is
typically not necessary and might impact performance. You should consider changing the scan period
so that the deployment scanner runs less frequently, or turn the deployment scanner off entirely. For
information about configuring the deployment scanner, see “Turn the Deployment Scanner frequency
down or turn it off if you do not hot deploy.” (https://community.jboss.org/wiki/
TurnDeploymentScannerDown)

For more information about tuning JBoss for production environments, see “JBoss 5.x Tuning/
Slimming” (https://community.jboss.org/wiki/JBoss5xTuningSlimming).

Using Secure Sockets for User Application Connections to
the Identity Vault

By default, secure sockets are used for communication between the User Application server and the
Identity Vault. However, in some environments, not all communication needs to be secured. For
example, if the User Application and Identity Vault servers are on an isolated network, and the only
ports available to the outside are the HTTP ports, it might be acceptable for some communication
between the two servers to be accomplished using non-secure sockets. Some aspects of the
application will always use a secure connection (for example, a user changing a password) even
though the setting might indicate that secure connections are not required. Turning off secure
connections, especially for user connections, can greatly increase performance and scalability. If, in a
particular environment, there are many concurrent logins, and communication between the User
Application server and the ldentity Vault server have been secured using the network setup, then
turning off the secure connection for user connections greatly increase the number of concurrent
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logins that can be processed. We recommend that this option be used only when there is actual
evidence of scaling or performance problems in the environment, and adding additional eDirectory
servers is not an option.

Additionally, secure connections can be turned off for administrative connections. These connections
are used for general queries on the Identity Vault server that do not require user credentials. These
connections are pooled and used round-robin. The bind over a secure connection is only done once
at application startup (or possibly again later on if the connection becomes unresponsive) and so
does not represent the scalability issues that can arise with the user connections. However, the time it
takes to encrypt and decrypt the data at both ends does add overhead. We recommend that the
default setting be used, unless there is a need to gain extra performance.

Secure communications for administrative and user connections must be disabled in both the User
Application and in iManager.

Disabling Secure Communications Using the User Application
Configuration Tool

To disable the secure administrative and user connections in the User Application:

1 Run the configupdate script, located in the User Application directory, as follows:
+ Linux: Type the following to run conf i gupdat e. sh:

./ configupdate. sh

+ Windows: Run conf i gupdat e. bat
The User Application configuration utility starts.
2 Deselect Secure Admin Connection and Secure User Connection.
3 Click OK.

Disabling Secure Communications Using iManager

To disable the requirement for secure LDAP (LDAPS) connections for administrative and user
connections to eDirectory using iManager or ConsoleOne:

1 Log into your eDirectory tree.

2 Navigate to the LDAP group object and display its properties.

3 Click General.

4 Deselect Require TLS for Simple Binds with Password.

NOTE: In a multi-server eDirectory tree, disabling TLS on the LDAP group removes the TLS
requirement from all servers. If you want mixed TLS requirements for each individual server in your
tree, you must enable the TLS requirement on each server.

Clustering

You can install the User Application in a clustered environment. For more information, see the
following sections:

+ Ensuring High Availability for Identity Manager in the NetlQ Identity Manager Setup Guide
+ “Configuring Logging in a Cluster” on page 93
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+ “Configuring Cache Settings” on page 110
+ Section 7.2.4, “Configuring the Workflow Engine and Cluster Settings,” on page 168

Localizing and Customizing User Application
Strings and Name Formats

Identity Manager provides several tools for localizing or customizing the User Application’s text.

Localizing User Application Strings

See Table 2-2 for links to the documentation that describes how to localize User Application
components.

Table 2-2 Localization and Customization Topics

Topic Where to find it:

To set the User Application’s preferred locale See the sections “Preferred Locale” and “Choosing a
Preferred Language” in the Identity Manager User
Application User Guide.

To localize email templates See Section 10.4.4, “Adding Localized Email
Templates,” on page 230.

To localize challenge questions See “Security: Best Practices” in the NetlQ Identity
Manager Administration Guide.

To localize the password sync status application name See Table 5-11, “Password Sync Status Application
Settings,” on page 140.

To localize the names of container or shared pages See the Page Name property in Section 6.2.1,
“Creating Container Pages,” on page 148.

See Section 6.3.1, “Creating Shared Pages,” on
page 153.

For general information about localizing provisioning  See “Localizing Provisioning Objects,” in the NetlQ
objects or customizing their display text, such as: User Application: Design Guide.

+ Directory abstraction layer objects
* Provisioning request definitions

* Workflow activity display names

Customizing Text

The text displayed in the User Application is stored in either the User Application driver or in a set of
language-based JAR files (UserAppStrings_xx.JAR) located in the User Application WAR. You use
different tools to customize the text depending on where the text is stored. For text stored in the:

+ User Application driver: Use the provisioning tools in Designer for Identity Manager.

For more information, see the section “Localizing Provisioning Objects” in the User Application:
Design Guide (http://www.netig.com/documentation/idm45/index.html).
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+ User Application WAR: Follow the procedure described in this section.

The text strings stored in the User Application WAR file are stored in a language-based JAR file.
There is one JAR for each supported language, and the JAR file names indicate the associated
language by appending the Java locale code for the associated language. The base name of the
JAR file is UserAppStrings_locale-code.JAR. For example, the English language strings are
stored in the UserAppStrings_en.JAR. The JAR files are copied to the | 10n-r esour ces
subfolder of the User Application’s installation directory.

NOTE: To customize graphics or theming, see Section 5.1.6, “Theme Administration,” on page 123

To customize the text stored in the User Application WAR, decide:

+ “What strings do | want to change?” on page 62

+ “What languages do | want to support?” on page 63
Once you know what to change, follow these steps:

+ “Modify or customize the strings” on page 63
+ “Repackage the updated files and deploy” on page 63

+ “Test your changes” on page 64
You can follow the example outlined in “Text Change Example” on page 64

The User Application strings typically change between versions. This means that you have to apply
your string changes or customizations to each new release.

What strings do | want to change?

J Review the User Application tabs.

J Make a list that includes each string you want to change and where the string is located in the
User Application user interface. You can use this list when testing your changes to ensure that
you made the text changes in the appropriate places.

O Determine whether the strings are stored in the User Application driver or in the language-based
JAR. The following guidelines help you determine where the strings are stored:

+ Navigation, headers, names, and instructions: This content is stored in language-based
JARSs.

+ |dentity Self-Service tab: This content is stored in language-based JARs, unless it is
related to directory abstraction layer entities (such as display name, lists, and categories).
Content related to directory abstraction layer entities is stored in the User Application driver.

+ Work Dashboard tab: This content is stored in language-based JARS, unless it is in the
Form Details section. The content in the Form Details section is stored in the User
Application driver.

+ Administration tab: This content is stored in language-based JARs.

+ Roles and Resources tab: This content is stored in language-based JARs unless it is
related to role or SoD names or descriptions. Role or SoD names and descriptions are
stored in the User Application driver.

+ Compliance tab: This content is stored in the language-based JARSs unless it is related to
the provisioning request definition. Content related to the provisioning request definition is
stored in the User Application driver.
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For information on changing the strings stored in the User Application driver, see the section
“Localizing Provisioning Objects” in the User Application: Design Guide.

What languages do | want to support?

O Locate the JAR files corresponding to the language(s) you want to support. For example, English
strings are located in User AppStri ngs_en. JAR.

O Unzip the JARs into a working directory using a zip tool or the Java JDK JAR program.

Modify or customize the strings

(J Search the files in the working directory to locate the strings you want to change.

Use a tool that allows you to search for a specified string across all of the files in a folder (the
string(s) you want to change might be located in more than one file).

TIP: The strings in the files are in the properties file format of key=value. Modify only the value,
and not the key. Modifying the key can cause run-time errors. Follow the additional editing tips
identified below.

0 When editing the properties files:
+ Use an editor that formats properties files for improved readability, when possible.

+ Use an editor that displays characters rather than unicode encoding for improved
readability. Some of the properties files contain unicode-encoding.

+ In the editor, turn off wrapping to improve readability. It helps identity each property on a
separate line.

+ In some files, the key value might be difficult to identify, especially if your editor does not
provide automatic property file formatting. In these cases, search for the equals sign, and
find the first occurrence of the equals sign that does not have a backslash preceding it (\=).
The key precedes the equals sign (=), and the value follows it.

+ Make sure to maintain the proper properties file format.

To learn more, see Java Properties Object (http://www.java.sun.com/j2se/1.5.0/docs/api/
java/util/Properties.html#load)

Repackage the updated files and deploy

(J Add the properties files back to the JAR using the Java JDK jar program. You must maintain the
folder location within the JAR.

O Add the modified JAR into the User Application WAR maintaining the folder location within the
WAR. You can use the Java JDK Jar program.

This example uses the Java JDK Jar program and maintains the folder location:
jar -uvf | DWVPRov. WAR VEB- | NF/ | i b/ User AppStrings_en.jar

(J Redeploy the WAR file to your application server.
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Test your changes

O Access the User Application.

O Using your list of changes, review each occurrence of the string you changed to determine if you
made the change appropriately.

Text Change Example

This section provides a simple text change example.

Open the User Application Welcome page and notice the text that says

Securel y manage the access needs of your ever-changi ng user community
To change this string in the English language JAR:

1 Expand the UserAppStrings_en.JAR file to a temporary directory.
2 Use afind tool to locate the string.
3 Open the properties file and change the text from:

Securely manage the access needs of your ever-changing user community
to
Test text change

4 Save and close the file.
5 Follow the steps described in “Repackage the updated files and deploy” on page 63.
6 Open the User Application’s Welcome page and verify your changes.

Ensuring that Characters Display Properly in Role Report
PDF Files

By default, the role report feature of the Roles Based Provisioning Module uses “UniGB-UCS2-H” for
the PDF encoding and “STSong-Light” for the PDF font for Chinese simplified, Chinese traditional,
Russian and Japanese locales. For the other locales, “Cp1252” is used for PDF encoding and
“Helvetica” or “Helvetica-Bold” is used for the PDF font.

If the user's browser locale or preferred locale is set to one of the above four locales, the report will be
able to display most of characters from these locales. However, some extended characters found in
ISO-8859 may not be displayed properly in the report.

Conversely, if the browser locale or preferred locale is not set to one of these four locales then some
Asian characters will not display properly.

To allow all characters to display properly in generated PDF files, you need to:

+ Edit the Configuration XML Data in iManager

+ Configure the User Application

Detailed instructions are provided below.
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NOTE: You may also notice problems displaying some characters in role reports for languages that
are not in the standard set of supported languages. If you add a new language (such as Polish), you
may also need to perform the steps provided in this section to ensure that all characters display
properly for that language as well.

Editing the Configuration XML Data in iManager

1 Login to iManager as your Administrator.
2 Click the View Objects icon.
3 Inthe Tree, navigate to the following location:

Context > Driver Set > Driver > AppConfig > AppDefs
For example:
netiq > TestDrivers > User AppDriver > AppConfig > AppDefs

4 Click configuration.
5 In the Valued Attributes list, select Xnl Dat a and click Edit.

6 In the Edit Attribute window, search for PREF_FONT and replace the corresponding <val ue></
val ue> with <val ue>Ari al uni . ttf </ val ue>.

7 Search for PREF_ENCODI NG and replace the corresponding <val ue></ val ue> with
<val ue>l dentity- H</ val ue>.

8 Click OK, the click OK again.
9 Restart the User Application Driver.

Configuring the User Application

1 If you edited the </ pr oper t y> tag (in Step 6 and Step 7 on page 65) to add support for the four
locales by specifying Ari al uni . ttf as the preferred font, the directory that contains the file
Arial uni.ttf (the name of the file must match the entry specified for PREF_FONT above) has
to be added to the Application Server’s classpath.

For example, if the file Ari al uni . ttf was saved to the directory / hore/ | ab/ f ont , and the
Application Server that the User Application war file is deployed on is JBoss, the start script for
JBoss could be modified with the following entry:

JBOSS_CLASSPATH=" $JBOSS CLASSPATH: / horre/ user/ f ont ™

2 Restart the Application Server:

+ For JBoss, restart the Application Server once all configuration manual steps have been
completed.

+ For WebSphere, the patched User Application war must be re-deployed with their
Administration tools once all manual configuration steps have been completed.

NOTE: Arialuni.ttf is the Arial Unicode MS distributed by Microsoft. If you do not have permission to
use it, then try to find and use another unicode font that supports as many characters as possible.
Then update the font and encoding in Step 6 and Step 7 on page 65 and Step 1 on page 65 with this
information.
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2.1

2.1.1

Ensuring that Dates Display Correctly in Norwegian

For language codes no and nb, you need to perform a workaround to ensure that dates display
correctly in Norwegian. The Dat e. j s file contains no but not nb, however, the dmask value (dd/ MM
yyyy) is not correct. For both no and nb, the format should be dd. MM yyyy.

To ensure that dates display correctly in Norwegian:

1 Copy the file conm neti g/ conmon/ i 18n/ | 18nDat eTi meRsr c_en. proper ti es, modifying the
locale portion of the file name to match the desired locale (for example,
| 18nDat eTi neRsr c_nb. properti es).

2 Modify the format(s) in the file to match the desired format. There are four format types: short,
medium, long and full. These formats correspond to the java.text.DateFormat.SHORT,
.MEDIUM, .LONG and .FULL constants.

3 Add the file to the | DMPr ov. war under VEEB- | NF/ ¢l asses/ coml neti g/ common/ i 18n using the
j ar utility (file must be placed in a directory tree corresponding to the above path).

jar uvf | DWVProv. war
VEB- | NF/ cl asses/ coni neti g/ conmon/ i 18n/ 1 18nDat eTi meRsrc_nb. properties

Configuring the Roles and Resources Tab

This section provides details on configuring the underlying subsystem for the Roles and Resources
tab.

Role Service Driver Configuration

After creating the Role Service driver at installation time, you can optionally modify some of the driver
configuration settings in iManager. To configure the Role Service driver:

1 IniManager, click Identity Manager>ldentity Manager Overview.

2 Browse to the driver set where the driver exists, then click Search.

3 Click the upper-right corner of the Role Service driver icon, then click Edit Properties.

4 Click on the Driver Configuration tab.

5 Scroll down to the Driver Settings section of the page.

6 Make any changes you would like to the settings, and click OK to commit your changes.

You can modify the following standard driver settings (listed under User Application/Workflow
Connection on the Driver Configuration page), which get their initial values at installation time:

Table 2-3 Standard Driver Settings

Option Description

User Application Driver DN The distinguished name of the User Application driver
object that is hosting the role system. Use the
eDirectory format, such as
UserApplication.driverset.org, or browse to find the
driver object. This is a required field.
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Option

Description

User Application URL

The URL used to connect to the User Application in
order to start Approval Workflows. This is a required
field.

User Application Identity

The distinguished name of the object used to
authenticate to the User Application in order to start
Approval Workflows. This needs to a user who has
been assigned as a Provisioning Administrator for the
User Application. Use the eDirectory format, such as
admin.department.org, or browse to find the user.

The identity needs to be entered in LDAP format (for
example, cn=admin,ou=department,o=org), rather
than dot format. Note that this is different from the
format required at driver install time, where dot
notation is expected.

This is a required field.

User Application Password

Password of the account specified in the User
Application Identity field. The password is used to
authenticate to the User Application in order to start
approval workflows. This is a required field.

Reenter User Application Password

Re-enter the password of the account specified in the
User Application Identity field.

In addition, you can modify the following additional settings (listed under Miscellaneous on the Driver
Configuration page) to customize the behavior of the Role Service driver:

Table 2-4 Additional Settings for Customizing the Role Service Driver

Option

Description

Number of days before processing removed
request objects

Frequency of reevaluation of dynamic and nested
groups (in minutes)

Generate audit events

Specifies the number of days the driver should wait
before cleaning up request objects that have finished
processing. This value determines how long you are
able to track the status of requests that have been
fulfilled.

Specifies the number of minutes the driver should wait
before reevaluating dynamic and nested groups. This
value determines the timeliness of updates to dynamic
and nested groups used by the User Application. In
addition, this value can have an impact on
performance. Therefore, before specifying a value for
this option, you need to weigh the performance cost
against the benefit of having up-to-date information in
the User Application.

Determines whether audit events are generated by the
driver.

For details on audit configuration, see Chapter 3,
“Setting Up Logging,” on page 75.
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2.1.2

2.1.3

Indexing for the Role Service Driver

The Role Service driver creates relevant indexes in eDirectory for roles definitions. If you upload a
large number of roles, the indexing of these values may take some time. You can monitor these
indexes under Index Management in iManager.

Here is the list of Index Names for the indexes created for the Role Service driver:

nrf(Object O ass)
nrf(nrfMenberO)
nrf(nrfStatus)
nrf(nrfStartDate)

nrf (nrfNext Expiration)
nrf (nrfParent Rol es)

nrf (nrfChil dRol es)
nrf(nrfCategory)

nrf (nrf Rol eCat egor yKey)
nrf(nrfLocal i zedNanes)
nrf(nrflLocalizedDescrs)
nrf(nrfRol es)

User Application Configuration

The Configure Roles and Resources Settings action on the Roles and Resources tab of the User
Application allows you to specify administrative settings for the Role Subsystem. For details on using
the Configure Roles and Resources Settings action, see the section on configuring the role
subsystem in the Identity Manager User Application: User Guide (http://www.netiq.com/
documentation/idm402/pdfdoc/ugpro/ugpro.pdf).

Security Roles

The Role Subsystem uses a set of system roles to secure access to functions within the Roles and
Resources tab. Each menu action in the Roles and Resources tab is mapped to one or more of the
system roles. If a user is not a member of one of the roles associated with an action, the
corresponding menu item is not displayed on the Roles and Resources tab.

The system roles are administrative roles automatically defined by the system at install time for the
purpose of delegated administration. These include the following:

+ Role Administrator

+ Role Manager
To assign users to the system roles, you need to use the RBPM Provisioning and Security action on

the Administration tab. For details on assigning users to roles, see Section 7.3, “Administrator
Assignments,” on page 171.

The initial assignment of the Role Administrator is specified at installation time and processed when
the Role Subsystem is first initialized at startup time.
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2.1.4

2.1.5

2.1.6

2.1.7

View Request Status Search Limit

By default, the View Request Status action retrieves up to 10,000 request objects. If a user attempts
to retrieve a larger result set, the user will see a message indicating that the limit has been reached.
In this case, the user should narrow the search (by specifying a particular user or status, for example)
to limit the number of objects returned in the result set. Note that when a user applies a filter to a role
name, the filter limits what the user sees and its order, not the number of objects returned.

The administrator can change the maximum number of request objects retrieved by modifying the
entity definition for the nrfRequest object in iManager. To do this, the administrator needs to modify
the <sear ch- max>10000</ sear ch- max> setting by editing the XmIData attribute of the sys-nrf-
request object. The sys-nrf-request object can be found under EntityDefs.DirectoryModel.AppConfig
within the User Application driver for the Roles Based Provisioning Module.

Provisioning Display Settings

The Administration tab in the User Application provides several settings that control various aspects
of the user interface, including general display settings, task settings, and request status settings.

For details on the specifying the provisioning display settings for the user interface, see Section 7.2.3,
“Configuring the Provisioning Ul Display Settings,” on page 165.

E-Mail Notification

The Role Subsystem uses two templates that are specific to roles-based provisioning:

+ New Role Request (Role Request Notification)

+ Role Request Approval Notification (Role Request Approval Completed Notification)

+ New Resource Request (Resource Request Notification)

+ Resource Request Approval Notification (Resource Request Approval Completed Notification)

You can edit the templates to change the content and format of email messages. For more
information on these templates, see Section 10.4, “Working with Email Templates,” on page 216.

Enabling Drivers for Resource Mappings

The Roles Based Provisioning Module ships with updated configuration files for the following drivers:

+ Active Directory

+ GroupWise

+ LDAP

+ Notes

+ eDirectory

+ SAP User Management
¢+ SAP GRC Access Control

All of these updated driver configuration files contain a new section on the driver's Global
Configuration Values (GCV) page labeled Role and Resource Mapping.

To display the configuration options available in the new section, select show for the Show role and
resource mapping configuration GCV.
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To enable resource mapping for the driver, select Yes for the Enable resource mapping GCV.

Depending on the driver's capabilities, one or more lower-level options are displayed once resource
mapping is turned on. The Active Directory driver, for example, has three lower-level options:

¢ Allow mapping of user accounts
+ Allow mapping of groups

+ Allow mapping of Exchange mailboxes
Each option can be turned on or off individually by selecting Yes or No.

After saving the changes and restarting the driver, RBPM will detect the driver as enabled for
resource mapping.

NOTE: Before RBPM can detect the driver, RBPM must query the entitlement system. RBPM sends
the query to the entitlement system every 1440 minutes by default, but you can force the application
to send the query immediately using the User Application.

To force the query to run immediately, log into the User Application using a User Application
administrator account. Click Roles and Resources > Configure Roles and Resources Settings, then
click the Refresh button under Entitlement Query Status > Refresh Status.

2.7.8 Creating a List in the RBPM Database

You can use lists in request forms to display various options for specifying a resource assignment.
This section provides instructions for adding lists to the database by executing a few SQL statements.
Once these lists have been created, they can be displayed on a request form on the Roles and
Resources tab.

The following example shows how you would create a simple set of values for a list:

I NSERT | NTO PROVI SI ONI NG_CODE_VAP SET VI EW D=' Fact ory-Locations', VERSI ONNO=1,
DESCRI PTI ON=' Factory Locations', NAME=' Factory

Locati ons', ENTI TYKEY=' Fact ory-Locations', ENTI TYTYPE=1,

LASTREFRESHED=UNI X_TI MESTAMP() ;

I NSERT | NTO PROVI SI ONI NG VI EW VALUE SET VALUEI D=' Fact ory- Locations-1',
VERSI ONNO=1, VI EW D=' Factory-Locations', PARAMWALUE=' Canbri dge, MA 02440';

I NSERT | NTO PROVI SI ONI NG_VI EW VALUE SET VALUEI D=' Fact ory-Locations-2",
VERSI ONNO=1, VI EW D=' Factory-Locations', PARAMWALUE=' Provo, UT 97288';

The following example uses SQL statements that work with PostgreSQL.:

I NSERT | NTO PROVI SI ONI NG_CODE_MAP

(VI EW D, VERSI ONNO, DESCRI PTI ON, NAME, ENTI TYKEY, ENTI TYTYPE, LASTREFRESHED)

VALUES (' Factory-Locations',1,'Factory Locations','Factory-Locations','Factory-
Locations', 1, extract (epoch FROM now()));

I NSERT | NTO PROVI SI ONI NG VI EW VALUE ( VALUEI D, VERSI ONNO, VI EW D, PARAMVAL UE)
VALUES (' Factory-Locations-1','1","' Factory-Locations',' Canbri dge, MA 02440');

I NSERT | NTO PROVI SI ONI NG_VI EW VALUE ( VALUEI D, VERSI ONNO, VI EW D, PARAMVALUE)
VALUES (' Factory-Locations-2',"'1","' Factory-Locations','Wltham MA 02451');

I NSERT | NTO PROVI SI ONI NG_VI EW VALUE ( VALUEI D, VERSI ONNO, VI EW D, PARAMVAL UE)
VALUES (' Factory-Locations-3','1","'Factory-Locations','Provo, UT 97288');
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2.8

2.8.1

2.8.2

The VIEWID is the primary key for the PROVISIONING_CODE_MAP. The ENTITYTYPE value 1
identifies the map type as a list. The VIEWID is the foreign key for the
PROVISIONING_VIEW_VALUE relationship to the PROVISIONING_CODE_MAP table. The
VALUEID is the primary key for the PROVISIONING_VIEW_VALUE table.

After the Company Location field has been added to the form, you can specify that the company
location value should come from the Company Locations list at request time.

After the Factory Location field has been added, you can specify that the factory location value must
come from the Factory Locations list at request time.

At request time, the user can then select the company location and factory location values when
assigning the resource.

After the resource has been assigned, the Request Status tab for the resource displays the parameter
values chosen from the lists for the request form fields.

Configuring the Compliance Tab

This section provides details on configuring the Compliance tab.

NOTE: For compliance and attestation processes, use NetlQ Access Review instead of the User
Application. Access Review enables administrators and managers to easily collect all user and
access information in one central location and certify that each user has only the level of access that
they need to do their job. Following the principle of least privilege, Access Review helps you ensure
that your users have focused access to those applications and resources that they use and cannot
access resources that they do not need to access. You can review all permissions assigned to your
employees, either individually or as a group, and decide whether those permission assignments are
appropriate. For more information, see the NetlQ Access Review documentation (https://
www.netig.com/documentation/access-review-10/).

Security Roles

The Compliance tab enforces the RBPM security model to secure access to compliance functions. If
a user is not a Compliance Administrator, the Compliance tab is not available.

A Compliance Administrator is designated at installation time. After installation, the Security
Administrator can assign additional users to the Compliance Administrator role. For details on
assigning users to the Compliance Administrator role, see Section 7.3, “Administrator Assignments,”
on page 171.

E-Mail Notification

When an attestation process is initiated, each attester receives an email message indicating that they
must complete a compliance task. The message provides a link to the workflow activity that has been
assigned to the attester. This behavior is enabled by default, but can be disabled in Designer.

The Compliance Task (Attestation Notification) template determines the content and format of email
messages sent to attesters. For more information on this template, see Section 10.4, “Working with
Email Templates,” on page 216.
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2.9

2.10

2.11

Configuring the Work Dashboard Tab

If you want users to be able to save their preferences within the Work Dashboard tab, you need to set
the permissions appropriately for a couple of attributes in the Identity Vault. Specifically, if you want
users to be able to save customizations associated with the Customize, Filter, and Rows actions
(actions which allow control the display of data on several sections of the Work Dashboard), or
change the sort of the data displayed, you need to ensure that the permissions on the
srvprvUserPrefs and srvprvQueryList attributes are set so that the user is able to write to these
attributes.

Recreating the Database After Installation

When you install the identity applications, you can postpone connecting to the database or creating
tables in the database. If you do not have permissions to the database, you might need to choose this
option. The installation program creates a SQL file that you can use to create the database schema.
You can also recreate the database tables after installation without having to reinstall. To do so, you
delete the database for the identity applications and create a new database with the same name. For
more information, see “Manually Creating the Database Schema” (https://www.netig.com/
documentation/idm45/setup_guide/data/blbc7sld.html) in the NetlQ Identity Manager Setup Guide.

Changing the Default Administrator Assignments
After Installation

In this release, the following administrative accounts are assigned once during the initialization of the
User Application:

+ Compliance Administrator

+ Provisioning Administrator

*

RBPM Configuration Administrator

*

Resource Administrator

*

Roles Administrator
+ Security Administrator

Modifying the mappings for these administrative accounts in the configupdate utility after the
installation and initialization process will not work in this release. The check for assigning the
administrative roles happens only once. At this time, a property is set that keeps track of when these
roles were assigned.

NOTE: To modify the default administrator assignments for the User Application, you must first edit
the confi gupdat e. sh or conf i gupdat e. bat file and change the - edi t _admni n property to t r ue. You
can then use configupdate to modify the default assignments.

If you want to modify the default assignments for the administrative roles without deleting the Driver
(which would cause all role assignments to be removed), you need to follow one of the three
procedures shown below.
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2.11.1 Granting or Removing Assignments in the User Application

To grant or remove the role assignment through the User Application:

Login to the User Application as the Security Administrator.

Go to the Roles Catalog on the Roles and Resources tab.

Select the administrative role you want to change (for example, the Provisioning Administrator).
Select Edit.

Select the Assignments tab.

If you want to remove the current assigned user, then select the user and press the Remove link.
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To add a user, press the assign button where you will need to provide a description and the user
to assign the role to and the press the Assign button.

2.11.2 Changing the Assignments in Configupdate Without
Removing the Existing Users

To change any or all of the administrative assignments and keep the existing (default) users that have
been granted the role assignment:

Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.

Stop the Roles and Resource Service Driver.

Launch the configupdate utility.
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Change the mappings for the administrative roles outlined above as required, and then press
OK.

6 Using either iManager or ConsoleOne, go to %DriverSet% -> %userApplication Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XMLData.

7 Find the following entry:

<pr operty>
<key>com novel | .idm security.domain-admn.initialized</key>

8 Delete the entry, from <property> to </property>. For example:

<property>
<key>com novel | .idm security.domain-admn.initialized</key>
<val ue>20090831124642Z</ val ue>
</ property>
9 Close and Save.
10 Restart the User Application.
11 Restart the User Application Driver.
12 Restart the Roles and Resource Service Driver.

13 Access the User Application and in the logs you will see the administrative roles will be issued.
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2.11.3

74

Changing the Assignments in Configupdate and Removing

the Existing Users

To change any or all of the administrative assignments and remove the existing (default) users that
have been granted the role assignment:

ga A W N P

10

11
12
13
14

Stop the Application Server that the User Application WAR is deployed on.
Stop the User Application Driver.

Stop the Roles and Resource Service Driver.

Launch the configupdate utility.

Change the mappings for the administrative roles outlined above as required, and then press
OK.

Using either iManager or ConsoleOne, go to %DriverSet% -> %userApplication Driver% ->
AppConfig -> AppDefs -> Configuration. Then, go to the Other tab and open the XMLData.

Find the following entry:

<property>
<key>com novel | .idm security.domain-admn.initialized</key>

Delete the entry, from <property> to </property>. For example:

<property>
<key>com novel | .idm security.domain-admn.initialized</key>
<val ue>200908311246427Z</ val ue>

</ property>

Close and Save.

Using either ConsoleOne or iManager, remove the user from the role and then the role from the
user.

Restart the User Application.

Restart the User Application Driver.

Restart the Roles and Resource Service Driver.

Access the User Application and in the logs you will see the administrative roles will be issued.
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3.1

Setting Up Logging

Logging is the main tool you use for debugging the identity applications configuration. The logging
service provides facilities for writing, viewing, filtering, and listening for log messages. The application
server processes and applications that run on the application server or in client JVMs generate these
log messages.

This sections discusses the following topics:

+ Section 3.1, “How Logging Services Help,” on page 75

+ Section 3.2, “What Can Be Logged,” on page 82

+ Section 3.3, “How Logging Works,” on page 82

+ Section 3.4, “Types of Log Files,” on page 85

¢ Section 3.5, “Understanding the Log Format,” on page 87
+ Section 3.6, “Configuring Logging,” on page 89

+ Section 3.7, “Configuring Logging in a Cluster,” on page 93
+ Section 3.8, “Logging to a Sentinel Server,” on page 95

+ Section 3.9, “Logging to OpenXDAS,” on page 97

+ Section 3.10, “Using Log Files for Troubleshooting,” on page 98
¢ Section 3.11, “Log Events,” on page 99

How Logging Services Help

An application server’s instance uses logging services to communicate its status and respond to
specific events, including server startup and shutdown information, failures of one or more
subsystems, errors, warning messages, access information on HTTP requests, and additional
information. For example, you can use Tomcat application server’s logging services to report error
conditions or listen for log messages from a specific subsystem.

All administrative and end-user actions and events are logged to the server console and to Tomcat
server’s log file. This allows easy access to this information for security and operational purposes.
Additionally, the audit log system provides the ability to monitor ongoing activities such as
authentication activity, up time of the system, and so on. File logging is enabled by default.

The identity applications features are implemented in a layered architecture. Each feature uses one
or more packages. Each package handles a specific area of a feature and has its own independent
log level that obtains event messages from different parts of the application. The logs contain
information about processing and interactions among identity applications components that occur
while satisfying users and administrative requests and during general system processing. By
enabling the correct log levels for various packages, an administrator can monitor how identity
applications processes users and administrative requests. The package names are based on log4j
conventions. The event messages include these package names indicating the context of the
message output. The logs include tags and values that allow the administrator to identify and
correlate which package log entries pertain to a given transaction and user. Table 3-1 describes some
of the features and the packages they use.
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Table 3-1 ldentity Manager User Application Packages

Feature

Description

Packages

Notes

Roles

Roles are permanently stored in
the Identity Vault. For fast access
to roles information, Identity
Manager stores roles in a local
cache called permission index.
When a role is requested, the
User Application queries the
permission index for that role.
When a role is modified through
the User Application driver, the
change is reflected in the
permission index. For more
information about roles, see
Section 1.1.2, “About Roles-

Based Provisioning,” on page 20.

*

*

*

com.novell.idm.nrf.service
com.novell.idm.nrf.persist

com.novell.srvprv.impl.vdata.mod
el

com.netig.idm.rest.catalog

For troubleshooting
any issues when a
role is assigned,
revoked, or expired,
monitor the Roles
and Resource driver
log.

com novel | . srvpr
v.inpl.vdata. nod
el is averbose
package when set to
Debug log level. It
generates messages
for each object class
and attributes
present in Virtual
Data Access (DAL).
For example, it
shows all DAL
lookups. This can
result in a large
amount of logs. To
limit the number of
messages, you can
set the log level to
Var n. For more
information about the
messages generated
by

com novel | . srvpr
v.inpl.vdata. nod
el , see

Section 33.1.2,
“Virtual Data Access
Logging,” on

page 632.

For troubleshooting
issues related to
managing roles, see
Section 33.1.6,
“When a Role Is
Requested,” on
page 637.
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Feature Description Packages Notes

Resources Resources are permanently ¢ com.novell.idm.nrf.service For troubleshooting
stored in the Identity Vault. For . Lid " ist any issues when a
fast access to resources com.novelLidm.nrt.persis resource is assigned
information, Identity Manager ¢ com.novell.srvprv.impl.vdata.mod or revoked, monitor
stores resources in a local cache el the Roles and
called permission index. When a Resource driver log.
resource is requested, the User
Application queries the
permission index for that
resource. When a resource is
modified, the change is reflected
in the permission index is
updated. For more information
about resources, see
Section 1.1.3, “About Resource-

Based Provisioning,” on page 21.

Code Map Code map is a local cache used + com.novell.idm.nrf.service For troubleshooting

Refresh by the User Application to store . . any connected
entitlements values for all ¢ com.novell.idm.nif.persist systemissue, enable
connected systems from the ¢ com.novell.srvprv.impl.vdata.mod DSTrace on the
Identity Vault. The User el driver.

Application queries the Identity o
Vault for the drivers that are in For viewing sample
running state and have log messages
entitlements. The User related to code map
Application updates the User refresh, see
Application database at Section 33.1.3,
configurable intervals with “When a Code Map
entitlement changes. Refresh Is
Triggered,” on
page 635.

Proxy Enables you to manage proxy + com.novell.srvprvimpl.security.se When a user is
configuration. Identity Manager rvice designated as a
stores proxy definition in the o com.netia.idm.rest access proxy, check the
ProxyDefs container in the User -netiq.1dm.rest. audit events for any
Application driver. For more + com.novell.soa.af.impl.persist suspicious activity.

information about configuring
proxy, see Section 7.2.1,
“Configuring Delegation and
Proxy Settings,” on page 161.

com.novell.srvprv.apwa.actions
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Feature

Description

Packages

Notes

Delegation

Database
connectivity/
updates

Configuration
Item (Landing

page)

Enables you to manage
delegation configuration based
on a user's availability. A
delegate is another user that you
can temporarily grant permission
to view and resolve your
workflow work items. A delegate
can view his delegator tasks in
the task page and act on them.
Identity Manager stores delegate
definitions in the DelegateeDefs
container in the User Application
driver. For more information
about configuring delegation, see
Section 7.2.1, “Configuring
Delegation and Proxy Settings,”
on page 161.

Any schema changes made in
the User Application are updated
in the database when the User
Application server is started and
comnetiq.idmcreate-db-
on- st artup flag is set to true in
thei smconfiguration
properties file.

When this flag is set, the
database compares the existing
schema with target schema and
then updates the database
schema.

To update the database with any
application configuration
changes, you must set
comnetiq.idmrbpm update
Confi g- On- St art Up flag to true
inthe i sm configuration
properties file.

Allows you to manage
application items on the landing
page. You can quickly navigate
to internal and external pages of
the application. For more
information, see Configuring
Identity Manager Home Items in
the NetlQ Identity Manager
Home and Provisioning
Dashboard User Guide .

* com.novell.srvprv.impl.security.se
rvice

+ com.novell.srvprv.apwa.actions

com.novell.soa.persist

com.netiq.idm.icfg

When a user is made
a delegate for
another user, check
the audit events for
any suspicious
activity that can
occur through
delegation.
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Feature

Description

Packages

Notes

Workflow Tasks

Separation of
Duties

My Permission

History

Group

A task can be controlled by a
workflow process. A workflow
process can include one or more
steps that must be performed
before Identity Manager can
complete a task that is under
workflow control. Ajob is a
runtime instance of a workflow
process.

The Workflow Engine is
responsible for managing and
executing steps in a workflow
and for keeping track of state
information which is persisted in
a database. For more
information, see Part |V,
“Configuring and Managing
Provisioning Workflows,” on
page 185.

Allows you to prevent users from
being assigned to conflicting
roles unless someone in your
organization makes an exception
for the conflict. To eliminate
conflicts in role assignments, you
perform certain management
tasks such modify role definition
and set up a proper approval
process. For more information,
see Section 1.1.2, “About Roles-

Based Provisioning,” on page 20.

A user can view a list of role and
resource permissions assigned
to him or for other users. For
more information, see Viewing
Your Permissions in the NetlQ
Identity Manager Home and
Provisioning Dashboard User
Guide .

A user can review the status and
history of the permission
requests (role, resource, PRD)
for himself or for other users. For
more information, see Viewing
Your History in the NetlQ Identity
Manager Home and Provisioning
Dashboard User Guide .

Allows you to manage groups.
For example, you can create,
modify and delete a group based
on access privileges. For more
information, see Creating Users
or Groups in the NetlQ User
Application: User Guide.

+ com.novell.soa.af.impl.core
+ com.novell.soa.af.impl.activity

+ com.netig.idm.rest.access

+ com.novell.idm.nrf.service
+ com.novell.idm.nrf.persist

+ com.novell.srvprv.impl.vdata.mod
el

+ com.netig.idm.rest.access

+ com.netig.idm.rest.access.util

* com.netig.idm.rest.access
+ com.novell.idm.nrf.persist

+ com.netig.idm.rest.access.util

+ com.netig.idm.rest.catalog

+ com.novell.srvprv.spi.vdata.model
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Feature

Description

Packages

Notes

Organization
Chart

User Catalog

Make a request

The Organization Chart page
shows the hierarchy of users in
your organization. A user can
view the organization chart and
quick information about the users
based on the access rights set
by the administrator. For more
information, see Using the
Organization Chart in the NetlQ
User Application: User Guide.

You can create, modify, and
delete users. A new user is
created under the base container
configured for the user. Based on
the access control list rights, the
user information can be edited.

The user attributes can be
configured to view, edit, and
search by using the client
settings. For more information,
see Creating Users or Groups in
the NetlQ User Application: User
Guide.

A user can request a permission
for himself or for another user.
The Request page directly
fetches the permission from the
Permission index. The requested
permission is directly assigned or
through an approval process. For
more information, see
Requesting Permissions in the
NetlQ Identity Manager Home
and Provisioning Dashboard
User Guide .

com.netig.idm.rest.access

com.novell.srvprv.impl.portlet.org
chart

com.novell.srvprv.impl.serviet.ser
vice

com.novell.soa.portlet

com.netig.idm.rest.access.util

com.netig.idm.rest.access
com.netig.idm.infosrv

com.novell.srvprv.impl.vdata.mod
el

com.netig.idm.settings
com.novell.idm.nrf.service

com.novell.idm.security.authorizat
ion.service

com.novell.idm.nrf.persist

com.novell.idm.security.authorizat
ion.ldap

com.netig.idm.rest.access.util

com.netiq.idm.rest.access
com.netiq.idm.infosrv
com.novell.srvprv.spi.vdata.model
com.novell.idm.nrf.ajaxservice
com.novell.idm.nrf.service
com.novell.idm.nrf.persist

com.novell.idm.security.authorizat
ion

com.novell.soa.af.impl.core
com.novell.soa.af

com.novell.idm.nrf.assignment
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Feature

Description

Packages

Notes

Permission
Index

Directory
Abstraction
Layer

Roles, resources, and PRDs are
permanently stored in the
Identity Vault. For fast access,
Identity Manager stores this
information on the User
Application server in a set of
cache files called Permission
Index. When you install the
identity applications, the process
creates a permission index for
the application server hosting the
identity applications. For more
information, see Preparing Your
Environment for the Identity
Applications in the NetlQ Identity
Manager Setup Guide.

When a request is issued, the
identity applications query the
permission index for the
requested information.

The directory abstraction layer
provides a virtual access to the
Identity Vault data. You define a
set of entities and their related
attributes (virtual data) based on
the Identity Vault objects that you
want users to view, modify, or
delete in the User Application.

For more information, see
Preparing Your Environment for
the Identity Applications in the
NetlQ Identity Manager Setup
Guide.

* com.netig.idm.cis

¢ com.netig.cis.permindex

+ com.netig.idm.cis.permfilter
+ com.sssw.fw.core

* com.netig.uaconfig

+ com.novell.srvprv.impl.vdata.mod
el

Only applicable to
NetlQ Identity
Manager Home and
Provisioning
Dashboard.

For viewing sample
log messages
related to Virtual
Data Access, see
Section 33.1.2,
“Virtual Data Access
Logging,” on

page 632.

The logs generated by the packages are primarily intended for debugging the software, although they
can be used to detect any other software that is not behaving properly. System administrators and
support personnel can identify and isolate problems caused by configuration errors, invalid user data,
or network problems such as broken connections. However, component file logging is typically the
first step in identifying software bugs.

Package logging is more verbose than audit logging. It increases the processing load. On a day-to-
day basis, you are recommended to enable only log levels of error conditions and system warnings. If
a specific problem occurs, logging can be set to Info or Debug to gather extra information needed to
isolate and resolve the detected problem. When the problem is resolved, logging should be
reconfigured to log only error conditions and system warnings.
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3.2 What Can Be Logged

The identity applications functionality that deals with workflows (PRDs) and actions such as granting
and managing of roles, resources, and entitlements can be logged. The log level for these features is
controlled by configuring logging for the packages used by them. You can change log levels from the
Logging page. For more information, see “Changing Log Levels” on page 121.

The identity applications functionality that executes on a client and does not directly execute in
context of the User Application web server cannot be logged in the same way. For example, most of
the form processing that occurs in the client. The action scripts defined on the form control’s onLoad,
onChange, or custom events execute in the browser of the user’s client computer and not in the User
Application web server. Therefore, if an error occurs while rendering the form or processing an action
script, it cannot be directly logged. However, Identity Vault queries issued from a form or Start Activity
can be logged for troubleshooting the identity applications features. To view the identity applications
client errors and informational messages, click the Console tab or the Network tab under Developer
Tools section in the client browser. It contains HTTP response codes for both success and failed
requests. The identity applications allow you to record the outcome of a user’s request and response.

Identity Applications allow you to log what happens with a user’s request and response during certain
times:

+ Between the browser and the application server

+ Between the application server and the User Application database

+ Between the application server and the Identity Vault

You can configure the log files to include entries for the following events:

+ Configuration

+ Events processed by the identity applications components, such as authentication, role
assignment, and resource access

¢ Error conditions
The log files help you determine which of the following reasons is responsible for a request failure:

+ The browser did not send the required information
+ Directory Access Layer or the Identity Vault did not send the web client browser the required
information

To view Identity Manager processing events in Identity Manager drivers, use Trace. Specify
appropriate trace values to the driver set and the drivers in Designer or iManager. For more
information, see Viewing ldentity Manager Processes in the NetlQ Identity Manager Driver

Administration Guide.

3.3 How Logging Works

The following sections describe the identity applications logging environment and provide an
overview of the logging process.
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3.3.2

3.3.3

Terminology

Log4j has three main components: loggers, appenders, and layouts. These components work
together to accomplish the following tasks:

+ Record messages based on message type and level.
+ Control how log messages are formatted and where they are reported at runtime.

Logger: In Log4j terminology, a logger is a named entity. Log4j defines a Logger class. A Logger
object records messages for a specific subsystem or application component. An application can
create multiple loggers, each with a uniqgue name. In a typical usage of Log4j, an application creates
a Logger instance for each application class that will emit log messages. Logger names are case-
sensitive and they follow the Java package dot notation naming convention.

All loggers specific to the identity applications are defined in the i dnmuser app_| oggi ng. xni file. You
can set the severity level for each logger at any level in the hierarchy from the Logging Administration
page or by editing the log4j file. For more information, see Section 3.6.3, “Specifying the Severity
Level for Commons Logging API Loggers,” on page 91.

Appender: In Log4j terminology, an output destination is called an appender. Log4j defines
appenders to represent destinations for logging output. You can define multiple appenders. For
example, an application might define an appender that sends log messages to standard out, and
another appender that writes log messages to a file. Additionally, you can configure individual loggers
to write to zero or more appenders. For example, you can configure the loggers to send all logging
messages (all levels) to a log file, but only Error level messages to standard out. To change the
destination of the log files, stop the identity applications and then change the settings in the Logging
Location and Appender section of the | og4j . properti es file. Identity Applications provide a full suite
of appenders offered by Log4j. For more information about appenders, see Log4j documentation.

The Console and File appenders are defined in the t ontat - | og4j . xni file. The NAudit appender
that is specific to the identity applications is defined in the i dnmuser app_| oggi ng. xni file.

Layout: Log4j defines layouts to control the format of log messages. Each layout specifies a
particular message format. A specific layout is associated with each appender. This lets you specify a
different log message format for standard out than for file output if required.

Components for Logging

A logging system includes the following basic components:

+ A component that produces log messages
+ A component that distributes (publish) log messages

The Tomcat subsystems use log4j to produce messages. By default, Tomcat supports Java based
logging to distribute messages. The LoggingHelper class provides access to the
java.util.logging.Logger object used for server logging. The Java Logging APIs can be used to add
custom handlers, filters, and formatters. Alternatively, you can configure Tomcat to use Log4j APIs to
distribute log messages.

How Logging Works

The identity applications support logging by using a custom-developed logging framework that
integrates with log4j, an open-source logging package distributed by The Apache Software
Foundation. In identity applications environment, Tomcat subsystems and identity applications
components send log requests to the Logger objects. The Logger objects then assign LogRecord
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objects, which are passed to Appender objects for publication. By default, the logger objects log
messages to the system console and to the Tomcat server’s log file at | nf o logging level and above.
Events are logged to all activated loggers.

Q

S5PR

Movell's Common Apache Common
Logging Framework Logging Framework

Log4dj Framework

DailyRollingFileAppender

catalina.out localhost_access log

*

The Tomcat server’s log messages are directed to cat al i na. out and i dapps. out .

*

User Application’s log messages are directed to i dapps. out .

*

Identity Reporting’s log messages are directed to cat al i na. out .

*

OSP’s log messages are directed to osp. out .

*

SSPR’s log messages are directed to cat al i na. out .

Custom appenders like NAuditAppender are created to handle log messages in order to convert the
messages to a specific format and send them to the configured auditing service. To configure event
message output to an auditing service, see “Sending Log Messages to an Auditing Service” on
page 122.

To configure logging, see Section 3.6, “Configuring Logging,” on page 89.
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34.1

Types of Log Files

An identity applications framework uses several components such as OSP, SSPR, Dashboard, User
Application driver, and Role and Resource driver. Each component has its own logging configuration
that defines the default log levels and appender configuration for that component. Logs for all identity
applications components including OSP and Identity Reporting are logged to the cat al i na. out file
while the Localhost log records the interactions between the Tomcat server and the client. Some
components such as OSP maintain additional log files that help in auditing their individual
interactions. This section discusses different log files that are generated in an identity applications
environment and what each of them contains.

Difference Among Catalina, Application, and Localhost Log
Files

Catalina Log: This is the global log. It records information about events such as the startup and
shutdown of the Tomcat application server, the deployment of new applications, or the failure of one
or more subsystems. The messages include information about the time and date of the event and the
ID of the user who initiated the event.

The cat al i na. | og file contains all log messages that are written to Tomcat's system.out and
system.err streams. Tomcat's internal log statements use the j ava. util . | oggi ng package (j ul i) to
log. The default destination for that log is st andar d. out .

The catalina.out file can include:

+ Uncaught exceptions printed by java.lang.ThreadGroup.uncaughtException(..)
+ Thread dumps, if you requested them via a system signal

Each Tomcat server instance prints a subset of its messages to st andar d. out or i dapps. out file.
The i dapps. out log file is specific to User Application. The User app- | og4j . xnl file stores the
logging configuration for User Application, which directs all log messages to i dapps. out .

The cat al i na. out file is located on the computer that hosts the Tomcat server instance. Each server
instance has its own cat al i na. out file. By default, the cat al i na. out file is located in the logs
directory under Tomcat'’s root directory. For example, / opt / neti g/ i dnl apps/tontat/| ogs/

cat al i na. out . To view messages in the cat al i na. out file, log in to the computer hosting Tomcat
and use a standard text editor.

NetlQ recommends that you do not modify the log files by manually editing them. Modifying a file
changes the timestamp and can confuse log file rotation. In addition, editing a file might lock it and
prevent it from recording information from the Tomcat server.

Some operating systems enable you to redirect standard out to some other location. By default, a
server instance prints only messages of | nf o severity level or higher to standard out. You can modify
the severity threshold as a logging configuration so that the server prints more or fewer messages to
respective log files.

Localhost Log : This is the log for all HTTP transactions between the client and the application
server. The log file is named as, | ocal host _access_| og. <date of |og generation>.txt file. The
default location and rotation policy for this log is the same as catalina.out file.

Application Log: Each identity application component is responsible for its own logging. Tomcat
provides no support for application logs. Each component will have its own logging configuration
where default log levels and appender configurations are defined. These logging configuration files
are placed under \ conf directory of Tomcat server.
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3.4.2 Additional Log Files

The cat al i na. out log messages and log files communicate events and conditions that affect Tomcat
server’s operations. Logs for all identity applications components including OSP and Identity
Reporting are also logged to the cat al i na. out file. This file also records the interactions between
the Tomcat server and the client.

Some subsystems and components also maintain additional log files that help in auditing their
individual interactions. The following list describes some of the additional log files:

*

Logging information from the User Application is also logged into the i dapps. out file. However,
this file does not contain Tomcat server specific information.

OSP logs are additionally stored in a separate file, osp-i dm <date of |o0g generation>.1og
file located in / opt/ neti g/i dnmf apps/tontat/| ogs/ directory. Logging is turned off by default
and must be enabled in the set env. sh file in the / TOMCAT_| NSTALLED HOVE/ bi n/ directory.

Identity Reporting logs are additionally stored in/ var/opt/netiqg/idn | og/.
SSPR logs are stored in / opt / neti g/ i dnf apps/ sspr/sspr_dat a/l ogs/ SSPR. | og.

The HTTP subsystem keeps a log of all HTTP transactions between the client and the
application server in a text file, | ocal host _access_| og. <date of |o0g generation>. txt file.
The default location and rotation policy for this log is the same as the catalina.out file. You can
set the attributes that define the behavior of HTTP access logs for your server.

By default, logs for User Application driver and Role and Resource Service driver are added to
DSTrace. The trace is turned off by default and must be enabled in the driver configuration by
using Designer or iManager or console. When enabled, DSTrace displays messages related to
operations that the driver performed or tried to perform, at the level of detail specified by the
driver trace level, as the engine processes the events. The driver trace level affects only the
driver or driver set where it is set. You can also specify to write the trace information for a driver
to a separate file. For more information, see Viewing Identity Manager Processes in the NetlQ
Identity Manager Driver Administration Guide.

Each server has a transaction log which stores information about committed transactions
coordinated by the server that may not have been completed. Tomcat uses the transaction log
when recovering from a system crash or a network failure. You cannot directly view the
transaction log. The file is in a binary format.

The auditing service records information from a number of security requests, which are
determined internally by the security framework. The service also records the event data
associated with these security requests and the outcome of the requests. Each server writes
auditing data to its own log file in the server directory.

The JDBC subsystem records various events related to JDBC connections, including registering
JDBC drivers and SQL exceptions. The events related to JDBC are written to the server log,
such as when connections are created or refreshed or when configuration changes are made to
the JDBC objects.

The JMS logging is enabled by default when you create a JMS server. The identity applications
use Apache ActiveMQ as a JMS provider. Logs can be found in the ActiveMQ installed path at
data/activemq.log. The identity applications rely on a Java Message Service (JMS) persistent
store to persist e-mail messages. If IMS is not properly configured, any e-mail messages in the
memory queue will be lost if the application server is shut down.

The Hibernate framework writes log messages in different categories and log levels. For
example, it logs messages for establishing connections with the database, executed SQL
statements, or cache interactions. Hibernate logging is enabled by default at Info level. The
events related to JDBC subsystem are written to the server log. All Hibernate related information
is logged when the data is persisted in the application.
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3.5

3.5.1

Understanding the Log Format

The identity applications have a specific format for file log entries. To improve log entry readability, the
log entries in the cat al i na. out files use standard elements. This facilitates the use of non-interactive
stream-oriented editors such as sgrep, sed, awk, and grep. The first part of each message begins
with locale-formatted timestamp followed by a data portion that contains information specific to the
log entry. The data portion is the most flexible part of a log entry.

A log entry has the following fields:
time-date-stanp [Severity] [Subsysten] [Message Text]
The following entry is an example entry that is logged when a user has requested for a role:

2017-03-08 08: 43:10, 660 | NFO com novel | .idm nrf. service. Rol eManager Servi ce- [ RBPM

[ Rol e_Request] Requested by cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN:
CN=Kai t1i n. Denor e, OU=act i ve, OU=Peopl e, C=acne, Source

DN: cn=PennDOT_Vehi cl e_Certi fication, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
46, ou=servi ces, o=acnme, Request DN cn=20160308084310-

15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm46, ou=servi ces, 0
=acnme, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

Most log entries do not use the optional line breaks ([\n]). Notice that the time-date-stamp, the
severity, subsystem, and message text are on the same line so that stream-oriented editors that use
only one line (such as grep) can be used to locate related log entries.

If a message is logged within the context of a transaction, the message text contains the Correlation
ID assigned to the transaction.

The Tomcat server uses the host computer's default character encoding for the messages it writes.

Message Fields

A Tomcat server message contains a consistent set of fields as described in the following table. In
addition, if your applications use Tomcat logging services to generate messages, those messages will
contain these fields.

Table 3-2 Fields in a Log Entry

Field Description

Time-date-stamp Time and date when the message originated in a format that is specific to the locale.
The JVM that runs a Tomcat server instance refers to the host computer operating
system for information about the local time zone and format.

The date and time is specified in the W3C profile format of ISO 8061. It has the
following fields: year-month-day-T-hour-minutes-seconds-time zone. The Z value for
the time zone indicates that the time is specified in UTC.

Severity Indicates the degree of impact of the event reported by the message such as warning,
informational, or debug.

In the example log entry, the level of severity is Info.
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Field Description

Subsystem Indicates Tomcat's subsystem or the type of the module that was the source of the
message. For example, RBPM or Java Messaging Service (JMS).

In the example log entry, this field contains the following string:
com novel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request]

Message text A description of the event or condition specific to the log entry. It can be as simple as
an informational string, such as the string in the example log entry:

Request ed by cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN
CN=Kai t | i n. Denor e, OU=act i ve, OU=Peopl e, O=acne, Source

DN: cn=PennDOT_Vehi cl e_Certification, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i c
ation, cn=i dnm6, ou=servi ces, o=acnme, Request DN:. cn=20160308084310-
15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConf i g, cn=AppConfi g, cn=User Appl i cat i on, cn=i dn%6, o
u=servi ces, o=acne, Request Category: 10, Request Status: 0, Oiginal
Request Status: O,

If a message is logged within the context of a transaction, the message text contains
an identifier assigned to the identity applications transaction. Identity applications
transactions are actions such as authenticating a user, processing a request for a role,
and request for access to a resource.

An identifier is assigned to each identity applications transaction.

If a user requests access to multiple resources, multiple request objects are created
and each request is given a separate Correlation ID. Each request is processed
separately and status of each can be seen in the user request history.

The example log entry contains the following Correlation ID:

User App#User St art Wor kf | ow#082080ec- 5b10- 498f - b87d- 28825ab63278

3.5.2 Message Severity

The severity attribute of a log message indicates the potential impact of the event or condition that the
message reports. The following table lists the severity levels of log messages from the identity
applications subsystems, starting from the lowest to the highest level of impact.

Level Description

Fatal The least detail. Writes fatal errors to the log.

Error Writes errors (plus all of the above) to the log.

Warn A suspicious operation or configuration has occurred but it might not affect normal

operation. Writes warnings (plus all of the above) to the log.

Info Used for reporting normal operations; a low-level informational message. Writes
informational messages (plus all of the above) to the log.

Debug Writes debugging information (plus all of the above) to the log.

Trace Used for most detailed messages. You can configure this level to report the
request path of a method. Writes tracing information (plus all of the above) to the
log.
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3.6

You can set a log severity level on loggers and appenders. When set on a logger, none of the
appenders receives any events that are rejected by that logger. For example, if you set the log level to
I nf o on a logger, none of the appenders will receive War n level events. When you set a log level on
the appender, the restriction only applies to that appender and not to other appenders. For example,
if you turn Err or off for the File appender, no Err or messages are written to the log file. However,
Er ror messages are written to the st andar d. out file.

<l ogger nanme="com sssw' |evel ="INFO' additivity="true">
<appender-ref ref="NAUD T"/>
</ 1 ogger >

<l ogger nanme="comnetiq" |evel ="DEBUG' additivity="true">
<appender-ref ref="NAUD T"/>
</l ogger >

You set log levels for loggers using the Logging Administration page or the log4j file. For more
information, see Section 3.6.4, “Configuring Logging in User Application Administration Tab,” on
page 91. Loggers can also be configured through APIs. You can only enable or disable an appender.

The identity applications modules generate many messages of lower severity and fewer messages of
higher severity. For example, under normal circumstances, they generate many | nf o or Tr ace
messages. If your application uses Tomcat logging services, it can use an additional severity level of
Debug.

Configuring Logging

You can configure logging to troubleshoot errors or to receive notification for specific events. For
example, configure logging to perform the following activities:
+ Stop recording of Debug and Info messages in the log file.
+ Allow recording of Info level messages from the HTTP subsystem in the log file.
+ Configure an appender to publish messages only whose severity level is Warning or higher.
¢ Track log information for individual servers in a cluster.

You can change the log settings in two ways:

+ Configure logging in User Application Administration Page: Your changes will be in effect
only until you restart the identity applications.

+ Edit the properties file: Your changes will take effect next time you start the identity
applications. These changes are permanently stored for future sessions.

You may need to configure the logging.properties file in some cases.
The following sections describe basic configuration tasks:

+ Section 3.6.1, “Understanding Logging Configuration,” on page 90

+ Section 3.6.2, “Understanding the Log Level Settings,” on page 90

+ Section 3.6.3, “Specifying the Severity Level for Commons Logging APl Loggers,” on page 91
+ Section 3.6.4, “Configuring Logging in User Application Administration Tab,” on page 91

*

Section 3.6.5, “Editing the log4j Files,” on page 92

*

Section 3.6.6, “Managing Log File Size,” on page 93
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3.6.1

3.6.2

Understanding Logging Configuration

When you enable logging, a logging request is sent to subscribed appenders. Tomcat provides
appenders for sending log messages to the st andar d. out file and the server log (cat al i na. out)
file. You can control logging for each type of handler by filtering log messages based on severity level
and other criteria. For example, the Stdout Handler has a Notice threshold severity level by default.
Therefore, Info and Debug level messages are not sent to the st andar d. out file.

By default, event messages are logged to the system console and to the Tomcat server’s log file at
I nf 0 logging level and above. Events are logged to all activated loggers.

The default behavior of the Tomcat or JBoss server is to limit the console log4j appender to display
log messages with a verbosity of Info or less. To see log messages for more verbose levels (for
example, Debug), you need to examine the server log file. Notice that the low threshold settings, such
as Debug are extremely verbose and will increase Tomcat's startup time.

WARNING: You must use NetlQ Sentinel to preserve your digitally signed documents. Digital
signature documents are not stored with workflow data in the database. These are stored in the audit
logging database. You must enable logging to preserve these documents. For more information, see
Section 2.3, “Digital Signature Configuration,” on page 52.

Understanding the Log Level Settings

Console logging involves synchronized writes. Therefore, logging can become a processor usage
issue and concurrency impedance. You can change the priority value default setting to Error, on a
Tomcat server, by modifying the setting in the <i nst al | di r >/ Tontat/ server /| DMProv/ conf/
tontat -1 og4j . xni file. Locate the root node that looks similar to this:

<r oot >
<priority value="INFO'/>

<appender -ref ref="CONSOLE"/ >
<appender-ref ref="FILE"/>
</root >

Change the priority value to:

<r oot >
<priority val ue="ERROR'/ >

<appender -ref ref="CONSOLE"/>
<appender-ref ref="FILE"/>
</root >

Assigning a value to the root ensures that any appenders do not have a level assigned inherit the
root's level.
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3.6.3

3.6.4

Specifying the Severity Level for Commons Logging API
Loggers

If you are using the Commons Logging API, logger names follow the Java package dot notation
naming convention. For example, a logger name can be com acne. Bar | ogger , corresponding to the
name of the classes in which it is used. Each dot-separated identifier appears as a node in the Logger
tree. In this case, the logger named com.acme is a parent of the logger named

com acne. Barl ogger.

You can configure the severity for a package or for any logger at any level in the tree. For example, if
you specify the severity level for package com acme=War n, then Fat al and Err or messages from the
child nodes of this package will be blocked. You can override the severity level of a parent node by
explicitly setting a value for a child node. For example, if you specify the severity level for

com acne. Bar | ogger =Debug, all log messages from Bar | ogger will be allowed, while Fat al and

Er r or messages will be filtered for other child nodes under com acne.

You can specify the severity level for a package or a logger in the following ways:

+ Change the log level settings in the Logging page of the User Application. The changes will be
immediately applied. When you restart User Application, the changes are not preserved. To
persist the changes for subsequent sessions, select Persist the logging changes. Alternatively,
modify the | og4j . properti es file.

+ Editthe | og4j . properti es file. Your changes will take effect when you restart the User
Application. Identity Applications preserves this configuration for subsequent sessions.

If you change, enable, or disable logging, you need not restart the identity applications to apply the
changes.

Configuring Logging in User Application Administration
Tab

You can change the logging behavior of the individual packages (loggers) via the Administration tab
of the User Application while the application is running. Any changes made in this way will apply only
to the currently running application session and are not written to the | og4j . pr operti es file.

The Logging page shows a list of all currently defined loggers. On this page, you can:

+ Add a new logger for a class or package name.

+ Remove a logger for a class or package name.

+ Set the logging level (Fatal, Error, Warn, Info, Debug, Trace) for each class or package name.
+ Reset all logging levels.

All logging configuration cannot be changed in the Logging administration page, such as Tomcat
server specific configuration and appender configuration. For making such changes, stop the identity
applications and then edit the | og4j . properti es file.

Perform the following actions to change the logging configuration:

1 Log in to the User Application as the User Application Administrator.

2 Select Administration.

3 Click Logging.

4 Change the Log Level of any package. Higher logging levels include the lower levels in the log.
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Level Description

Fatal The least detail. Writes fatal errors to the log.
Error Writes errors that can cause system processing to not proceed.
Warn Logs potential failures, but the impact on execution is minimal. Warnings indicate

that you should be aware that this event is happening and might want to make a
configuration change to avoid it.

Info Logs informational messages. No execution or data impact occurred.
Debug Includes debugging information.
Trace The most detail. Writes tracing information (plus all of the above) to the log.

5 To save the changes for application server restarts, select Persist the logging changes.
6 Click Submit.

Identity Manager saves the logging configuration in i dnuser app_| oggi ng. xni file. For example, on
a Tomcat server, the default location is <i nst al | di r>/t ontat/ server/ | DVProv/ conf/ directory.

3.6.5 Editing the log4j Files

The configuration settings for the identity applications logging are stored in the

i dnuser app_I oggi ng. xm in the install directory on the application server. For example, the log4j
configuration settings are contained in t ontat - |1 og4j . xm in Tomcat's install directory. To configure
the logging levels and other settings permanently, stop your application server and change the
settings in these files.

The log4j configuration settings are stored in the following locations:

¢ j boss-10g4j.xn inthe install directory on a JBoss application server
+ | og4j.xm inthe User Application WAR on a non-JBoss application server

The User Application logging configuration settings are stored in the following locations:

+ idmuser app_| oggi ng. xnl in the install directory on a JBoss application server

+ custom location specified by the variable i dnmuser app. | oggi ng. confi g. di r on Websphere

NOTE: The Console and File appenders are defined in <appl i cati on server>-10g4j.xm . The
NAudit appender that is specific to the identity applications is defined in i dnmuser app_| oggi ng. xni .
All loggers specific to the identity applications are defined in i dnuser app_I oggi ng. xm .

To change the log level in the t ontat - 1 og4j . xm file, open the file in a text editor and locate the
following entry at the end of the file:

<r oot >
<priority value="INFO' />
<appender-ref ref="CONSCLE" />
<appender-ref ref="FILE" />
</root >

Assigning a value to root ensures that any log appenders that do not have a level explicitly assigned
inherit the root level (in this case, Info). For example, the File appender does not have a default
threshold level assigned. It assumes the root’s threshold level.
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3.6.6

3.7

The possible log levels used by log4j are Debug, Info, Warn, Error, and Fatal, as defined in the
or g. apache. | og4j . Level class. Inattention to the proper use of these settings can be costly in
terms of performance.

A good rule of thumb is to use Info or Debug only when debugging a particular problem.

Any appender included in the root that does have a level threshold set, should set that threshold to
Error, Warn, or Fatal unless you are debugging something.

The performance hit with high log levels has less to do with verbosity of messages than with the
simple fact that console and file logging, in log4j, involve synchronous writes. An AsyncAppender
class is available, but its use does not guarantee better performance. These are known issues of
Apache log4j.

The default log level of Info in the log configuration file for the identity applications is suitable for many
environments. However, for a performance intensive environment, you can change the entry as
follows:

<r oot >
<priority val ue="ERROR'/ >
<appender-ref ref="FILE"/>
</root >

For a fully tested and debugged production setup, enabling Info and Console logging are not needed.
For more information about log4j, see Apache Logging Services.

Managing Log File Size
By default, event messages are logged to both of the following:
+ The system console of the application server where the identity applications components are
deployed

+ Alog file on that application server. For example: /opt/ neti g/ i dnm apps/tontat/| ogs/
catal i na. out on a Tomcat server.

This is a rolling log file. By default, the server rotates the file based on a time interval of 24 hours.
However, you can instruct the server to rotate the file over to another file after it reaches a certain
size by specifying the size in the | og4j . appender . R MaxFi | eSi ze property in the
$TOMCAT_HOME/ | i b/ | og4j . properti es file. It does not rotate the local server log file when you
start the server.

To cause the immediate rotation of the log file, change the appender configuration in the
| og4j . properti es file.

By default, the rotated files are stored in the same directory where the log file is stored. You can
specify a different directory location for the archived log files in the | og4j . properti es file.

Configuring Logging in a Cluster

This section includes tips for configuring logging in a cluster.

+ Tomcat Logging
+ JBoss Logging
+ User Application Logging
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3.7.1

3.7.2

Tomcat Logging

You can configure Tomcat for logging in a cluster. To enable logging for clusters, you need to edit the
tontat - | og4j . xm configuration file, located in the \ conf directory for the Tomcat server
configuration (for example, \ ser ver\ | DM conf ), and uncomment the following section at the end of
the file:

<l-- Custering |ogging
-->
- o<l
Uncomment the following to redirect the org.jgroups and
org.tontat.ha categories to a cluster.log file.
<appender name="CLUSTER'
class="org. toncat. | oggi ng. appender. Rol | i ngFi | eAppender ">
<errorHandl er class="org.tontat.|ogging.util.OnlyOnceErrorHandler"/>
<param nane="Fi | e" val ue="${tontat.server. horme.dir}/log cluster.log"/>
<param nanme="Append" val ue="fal se"/>
<param nanme="MaxFi | eSi ze" val ue="500KB"/ >
<par am nanme="MaxBackupl ndex" val ue="1"/>
<l ayout class="org.apache.|og4j.PatternLayout">
<param name="Conver si onPattern" value="%l % 5p [%] %m"/>
</l ayout >
</ appender >
<cat egory nanme="org.jgroups">
<priority val ue="DEBUG' />
<appender-ref ref="CLUSTER'/ >
</ cat egory>
<cat egory nane="org.toncat. ha">
<priority val ue="DEBUG' />
<appender-ref ref="CLUSTER'/>
</ cat egory>
-->

You can find the cl ust er. | og file in the | og directory for the Tomcat server configuration (for
example, \ server\ | DM | og).

JBoss Logging

You can configure JBoss for logging in a cluster. To enable logging for clusters, you need to edit the
j boss-10g4j . xm configuration file, located in the \ conf directory for the JBoss server configuration
(for example, \ server\ | DM conf ), and uncomment the section at the bottom that looks like this:
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3.7.3

3.8

3.8.1

<l-- Custering |ogging
-->
- <! - -
Uncomment the following to redirect the org.jgroups and
org.jboss.ha categories to a cluster.log file.
<appender nanme="CLUSTER'
cl ass="org.jboss. | oggi ng. appender. Rol | i ngFi | eAppender ">
<errorHandl er class="org.jboss.|ogging.util.OnlyOnceErrorHandl er"/>
<param nane="Fi | e" val ue="${j boss. server. hone.dir}/log cluster.log"/>
<param nanme="Append" val ue="fal se"/>
<param nanme="MaxFi | eSi ze" val ue="500KB"/ >
<par am nanme="MaxBackupl ndex" val ue="1"/>
<l ayout class="org.apache.|og4j.PatternLayout">
<param name="Conver si onPattern" value="%l % 5p [%] %m"/>
</ | ayout >
</ appender >
<cat egory nanme="org.jgroups">
<priority val ue="DEBUG' />
<appender-ref ref="CLUSTER'/ >
</ cat egory>
<cat egory nane="org.j boss. ha">
<priority val ue="DEBUG' />
<appender -ref ref="CLUSTER'/>
</ cat egory>
-->

You can find the cl ust er . | og file in the | og directory for the JBoss server configuration (for example,

\server\| DM og).

User Application Logging

The logging configuration is not propagated to all servers in cluster. For example, if you use the
Logging administration page on a server in a cluster to set the logging level for

com neti g. af w. portal . aggr egat i on to Trace, this setting is not propagated to the other servers in

the cluster. You must individually configure the level of logging messages for each server in the
cluster.

For more information, see Section 5.1.4, “Logging Configuration,” on page 119.

Logging to a Sentinel Server

To enable NetlQ Sentinel logging in your Identity Manager environment, you need to configure the
Platform Agent on your application server and then enable Sentinel logging.

Configuring the Platform Agent

The Platform Agent is required on any client that reports events to Sentinel. You configure the
Platform Agent through the | ogevent configuration file. This file provides the configuration
information that the Platform Agent needs to communicate with the Sentinel server. The default
location for this file, on the application server, is:

¢ Linux:/etc/| ogevent. conf

+ Windows: / <W ndowsDi r >/ | ogevent . c¢f g (Usually c: \ wi ndows)
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To configure the Platform Agent:

1

2

Configure the Platform Agent on your application server.
Specify the following properties:
Loghost: The IP address or DNS name of your Sentinel server. For example:

LogHoSt =XXX. XXX. XXX. XXX

LogJavaClassPath: The location of the Icache jar file Naudi t PA. j ar . For example:
LogJavad assPat h=/ opt / neti g/ i dml NAudi t PA. j ar

LogCacheDir: Specifies where Icache stores cache files. For example:

LogCacheDi r=/ opt/ neti g/ i dm naudi t / cache

LogCachePort: Specifies on which port Icache listens for connections. The default is 288, but in
a Linux server, set the port number greater than 1000. For example:

LogCachePort =1233

BigData Specifies the maximum number of bytes that the client will allow. Larger amounts of
logging data will be truncated. The default value is 3072 bytes, but you should change this to at
least 8192 bytes to handle a typical form that has approximately 15 fields on a half page.

LogvaxBi gDat a=8192

IMPORTANT: If your data is very large, you might want to increase this value. If you are logging
events that include digital signatures, it is critical that the value of LogMaxBigData be large
enough to handle the data being logged.

Specify any other settings needed for your environment.

NOTE: You must restart the Platform Agent any time you change the configuration.

Restart the Platform Agent for the changes to take effect.

3.8.2 Enabling Sentinel Logging

a A W N P

Log in to the User Application as the User Application Administrator.
Select Administration.

Click Logging.

Select Also send logging messages to audit service.

To save the changes for subsequent restart of the Tomcat server, make sure Persist the logging
changes is selected.

Click Submit.

NOTE: To enable logging for Role events, you must select the Generate audit events property for the
Role and Resource Service driver. For more information on this property, see Section 2.7.1, “Role
Service Driver Configuration,” on page 66.
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3.9

391

Logging to OpenXDAS

NOTE: Support for OpenXDAS will be deprecated from Identity Manager 4.6.

To use OpenXDAS for logging events, you must install, configure, then enable OpenXDAS in the
User Application. To learn about:

+ Installing Open XDAS, see the OpenXDAS instructions at OpenXDAS.org (http://
downloads.sourceforge.net/openxdas)

+ Configuring OpenXDAS logging, see the “OpenXDAS Logger Configuration” in the OpenXDAS
User’s Manual.

The OpenXDAS daemon or service (xdasd) must be running when you start the User Application
(if you have enabled OpenXDAS logging). For this reason, you should configure the OpenXDAS
daemon to start automatically.

+ On Linux, use the /etc/init.d/xdasd start command to start the daemon. To start it
automatically, change the runlevel using the “System Services” editor (SUSE) or directly
edit the /etc/init.d/rc* directories.

+ On Windows, install as a service, or use the command-line options on xdasd.exe to create
the service. See “Command Line Configuration” in the OpenXDAS User’s Manual.

If your OpenXDAS daemon/service is not running and you are configured for OpenXDAS logging
you'll get a error stack trace and the User Application might not start successfully. The error
message looks like this:

"ERRCR [com sssw. fw. servl et.Boot:contextlnitialized] Unable to configure
| oggi ng. com novel | . soa. conmon. Local i zedRunt i neException: Error Initializing
OpenXDAS Audit."

Using OpenXDAS with Sentinel

To use OpenXDAS with Sentinel, you must configure the netstream logger. The netstream logger is
undocumented, but it is required to send XDAS audit messages to a Sentinel server. The netstream
logger does not perform any encryption, so the stream needs to be secured in another way (for
example, SSH tunnel).

You must specify netstream entries in the xdasd. conf file for the loggers, server and port. For
example on Linux:

xdasd. | oggers=/usr/|ib64/ openxdas/|ibxdm netstream so

xdasd. | oggers. netstream server = 151.155. 226. 50
xdasd. | oggers. netstream port = 1468

On Windows, the server and port entries are the same, but the location of the xdasd. | ogger s entry is
different. For example, on Windows:

xdasd. | ogger s=c: \ Program Fi | es\ OQpenXDAS\ Logger s\ xdm net st ream dl |

xdasd. | oggers. net stream server = 151.155. 226. 50
xdasd. | oggers. netstream port = 1468

NOTE: On Windows, you must move the xdasd.conf file to the c:\windows folder. If you do not, the
xdasd.exe is unable to locate it.
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3.9.2

3.10

Enabling OpenXDAS Logging in the User Application

You can enable OpenXDAS logging in your Identity Manager User Application in two ways:

*

*

Select OpenXDAS as a logging option during the installation procedure.
Enable OpenXDAS logging using the User Application Administration (described next).

To enable OpenXDAS logging, perform the following actions:

aa A W N PP

Log in to the User Application as the User Application Administrator.

Select the Administration tab.

Select the Logging link.

Select the Also send logging messages to OpenXDAS check box (near the bottom of the page).

To save the changes for any subsequent application server restarts, make sure Persist the
logging changes is selected.

Click Submit.

NOTE: To enable logging for Role events, the Role Service driver Generate audit events
property must be selected. For more information on this property, see Section 2.7.1, “Role
Service Driver Configuration,” on page 66.

For troubleshooting information, see Section 25.2, “Troubleshooting Open XDAS Logging,” on
page 621.

Using Log Files for Troubleshooting

The following example has trace messages logged to the cat al i na. out file when a code map
refresh cycle is triggered.

2015- 08- 29 16: 05: 05,500 [ I NFO CodeMapEngi ne [ RBPM Refreshing the Entitlenent CODE
MAP t abl es. ..

2015-08-29 16: 05: 05,499 [ TRACE] BestlLocal eServletFilter [RBPM Using Resource-
Group[ common-resgrp] wth bestlLocal e[en] for /| DVProv/ Gam Servi ceRout er

2015- 08-29 16:05: 05,510 [DEBUG Dir XM.Driver DAO [ RBPM Entering

get Dri ver sEnabl edFor Mappi ngs() mappi ngType=2

2015- 08-29 16: 05: 05,600 [DEBUG DirXM.Driver DAO [ RBPM Exiting

get Dri ver sEnabl edFor Mappi ngs()

2015- 08- 29 16: 05: 05,600 [ I NFQ CodeMmapEngi ne [ RBPM Done refreshing the Entitl ement
CODE MAP t abl es

The descriptions of the log messages are sequentially listed below:

*

The first message indicates that a code map refresh is in process. This is the first entry when a
code map refresh is triggered.

The second message specifies the entitlement values are persisted to the best suited locale.
The third message provides information about the drivers enabled with entitlements.

The fourth message indicates that the process is exiting after obtaining the information about the
drivers enabled with entitlements.

The fifth message indicates that the code map is updated with the entitlements values from the
drivers and the process is completed.
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3.11 Log Events

The Identity Manager User Application logs a set of events automatically from workflow, search,
detail, and password requests. By default, the Identity Manager User Application automatically logs
the following events to all active logging channels:

Table 3-3 Logged Events

Event ID Process XDAS Event Severity
31400 Detail portlet Info
31401 Info
31410 Change Password portlet Error
31411 Info
31420 Forgot Password portlet Error
31421 Info
31430 Search portlet Info
31431 Info
31440 Create portlet Info
31520 Workflow Error
31521 Info
31522 Info
31523 Info
31524 Info
31525 Info
31526 Info
31527 Info
31528 Info
31529 Info
31534 Info
31535 Info
31537 Info
3152A Info
3152B Info
3152C Info
31533 Info
31538 Info
31539 Info
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Event ID Process XDAS Event Severity

3153A Info
3153B Info
3153C XDAS_AE_CREATE_DA info
TA_ITEM
3153D XDAS_AE_CREATE_RO Info
LE
3152D Provisioning Error
3152E Info
3152F Info
31530 Error
31531 Info
31532 Info
31550 XDAS_AE_CREATE_SE Info
SSION
31551 XDAS_AE_CREATE_SE Info
SSION
31450 Security Context Info
31451 Error
31452 Info
31453 Error
31454 Info
31455 Error
31456 Info
31457 Error
31458 Info
31459 Error
3145A Info
3145B Error
3145C Info
3145D Error
3145E Info
3145F Error
31600 Role Provisioning XDAS_AE_APPROVAL_ Info
REQUESTED
31601 XDAS_AE_APPROVAL_ Error
REQUESTED
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Event ID Process XDAS Event Severity

31610 Role Assignment Request Info

31611 Error

31612 Info

31613 XDAS_AE_CREATE_DA Info
TA_ITEM_ASSOC

31614 XDAS_AE_TERMINATE_ Info
PEER_ASSOC

31615 XDAS_AE_TERMINATE_ Error
PEER_ASSOC

31620 User Entitlement XDAS_AE_CREATE_DA Info
TA_ITEM_ASSOC

31621 XDAS_AE_CREATE_DA Error
TA_ITEM_ASSOC

31622 XDAS_AE_TERMINATE_ Info
DATA_ITEM_ASSOC

31623 XDAS_AE_TERMINATE_ Error
DATA_ITEM_ASSOC

31624 Error

31630 Role Management Info

31631 Error

31632 Info

31633 Error

31634 Info

31635 Error

31640 Info

31641 Error

31642 Info

31643 Error

31644 Info

31645 Error

31646 XDAS_AE_MODIFY_DA Info
TA_ITEM_ATT

31647 XDAS_AE_MODIFY_DA Error
TA_ITEM_ATT

Events Not Sent Through OpenXDAS The User Application supports sending events to both
Sentinel Audit through NAudit Platform Agent and to Sentinel Syslog through OpenXDAS. However,
the following events, which are generated from the IDM Engine, are only sent to Sentinel Audit
through NAudit Platform Agent, and not through OpenXDAS:
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00031665, Resource Provi sioning
00031666, Resour ce Provi sioning Failure

00031600, Rol e Provi si oni ng
00031601, Rol e Provi sioning Failure

00031677, Creat e Resource Association Failure
00031678, Del et e Resource Associ ation
00031679, Del et e Resource Association Failure
0003167A, Modi fy Resource Associ ation
0003167B, Modi fy Resource Association Failure

#7CGROUPMEngi ne events | ogged from vrdi n00030001- 00030032
00030001, St at us Success

00030002, Status Retry

00030003, St at us Warni ng

00030004, St at us Error, Channel

00030005, St at us Fat al

00030006, St at us O her

00030007, Search

00030008, Add Entry

00030009, Del ete Entry, Channel

0003000A, Modi fy Entry

0003000B, Rename Entry

0003000C, Move Entry

0003000D, Add Associ ation

0003000E, Renpve Associ ation

0003000F, Query Schema

00030010, Check Password

00030011, Check Object Password

00030012, Change Password

00030013, Sync, Channel

00030014, | nput XM. Docunent

00030015, I nput Transformati on Docunent
00030016, Qut put Transformati on Docurent
00030017, Event Transformati on Docunent
00030018, Pl acenent Rul e Transformati on Docunent
00030019, Create Rule Transfornmati on Docunent
0003001A, I nput Mappi ng Rul e Transformati on Docurent
0003001B, Qut put Mappi ng Rul e Transformati on Docunent
0003001C, Mat chi ng Rul e Transformati on Docunent
0003001D, Command Transformati on Docunent
0003001E, Publ i sher Filter Transfornmation Docunent
0003001F, User Agent Request

00030020, Resync Driver

00030021, M grate

00030022, Driver Start

00030023, Driver Stop

00030024, Password Sync

00030025, Password Reset

00030026, Di r XML Error

00030027, Di r XML VAr ni ng

00030028, Cust om Cperati on

00030029, C ear Attribute

0003002A, Add Value - Mddify Entry

0003002B, Renpve Val ue

0003002C, Merge Entries

0003002D, Get Nanmed Password

0003002E, Reset Attri butes

0003002F, Add Val ue - Add Entry
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#\GROUPMJob events | ogged from vrdi m000303E4- 000303E7

000303E4, Job Result Aborted
000303E5, Job Result Error

000303E6, Job Result Wéarni ng
000303E7, Job Result Success

#

#7 CROUP*Server events Logged from DXevent ~000307D0- 000307E2

000307D0, Confi g: Log Events
000307D1, Config: Driver Cache Limt
000307D2, Confi g: Driver Set
000307D3, Config: Driver Start Option
000307D4, Driver Resync

000307D5, M grate Application
000307D6, Shi m Passwor d Set
000307D7, Keyed Password Set
00030708, Renot e Loader Password Set
000307D9, Regenerate Key Pair
000307DA, Get Server Certificate
000307DB, Cache Wility

000307DC, Check (bject Password
000307DD, I nitialize Driver oject
000307DE, Noti fy Job Update
000307DF, Open Driver Action
000307EO0, Queue Driver Event
000307E1, Start Job

000307E2, Abort Job

#”GROUP"Renot e Loader ~00030BB8- 00030BBB
00030BB8, Renpt e Loader Start

00030BB9, Renot e Loader Stop

00030BBA, Renpt e Loader Connection Established
00030BBB, Renpt e Loader Connection Dropped
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I I I Administering the User Application

These sections describe how to configure and manage the Identity Manager User Application by
using the Administration tab of the user interface.
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4 Using the Administration Tab

4.1

4.2

4.3

This section introduces you to the Administration tab of the Identity Manager user interface. You'll
learn how to use the Administration tab to configure and manage the Identity Manager User
Application.

About the Administration Tab

The Identity Manager user interface is primarily accessed by end users, who work with the tabs and
pages it provides for identity self-service and workflow-based provisioning. However, this browser-
based user interface also provides an Administration and page, which administrators can use to
access a page and configure various characteristics of the underlying Identity Manager User
Application.

For example, choose the Administration to:

+ Change the theme used for the look and feel of the user interface
+ Customize the identity self-service features available to end users
+ Specify who is allowed to perform administration actions

+ Manage other details about the User Application and how it runs

Who Can Use the Administration Tab

The Administration tab is not visible to typical end users of the Identity Manager user interface.
There are three kinds of users who can see and access this tab:

User Application Administrators: A User Application Administrator is authorized to perform all
management functions related to the Identity Manager User Application. This includes accessing the
Administration tab of the Identity Manager user interface to perform any administration actions that it
supports. During installation, a user is specified as User Application Administrator. After installation,
that user can use the Security page on the Administration tab to specify other User Application
administrators, as needed. For details, see Section 5.1.7, “Assigning the User Application
Administrator,” on page 128.

Domain Administrators and Domain Managers: Domain Administrators and Domain Managers
are authorized to perform provisioning and security tasks for the Identity Manager User Application.
For details, see Chapter 7, “RBPM Provisioning and Security Configuration,” on page 161.

Accessing the Administration Tab

When you are a User Application Administrator (or other permitted user), you can use any supported
Web browser to access the Administration tab of the Identity Manager user interface to manage the
Identity Manager User Application.

For a list of supported Web browsers, see the “System Requirements for the ldentity Applications” in
the NetlQ Identity Manager Setup Guide.
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4.4

NOTE: To use the Identity Manager user interface, make sure your Web browser has JavaScript* and
cookies enabled.

To access the Administration functionality using the Identity Manager Home page:

1 Log in to the Identity Manager Home page using the OSP login as a User Application

Administrator.

After you log in, the Identity Manager Home page displays. This page provides default links to
the basic tasks an administrators can perform in Identity Manager. For more information, see
“Accessing ldentity Manager Home” in the NetlQ Identity Manager Home and Provisioning
Dashboard User Guide .

2 Under the Administration section, click the appropriate link.
To access the Administration functionality directly with a URL.:

1 Inyour Web browser, go to the URL for the Identity Manager user interface as configured in your

environment, with the context you used when you installed the User Application.
For example:

htt p: // nyappser ver: 8080/ | DVMPr ov

Specify the username and password of a User Application Administrator (or a user with some
Administration permissions), then click Login.
Click the Administration tab.

For more general information about accessing and working in the Identity Manager user
interface, see the ldentity Manager User Application: User Guide.

Administration Tab Actions You Can Perform

After you're on the Administration tab, you can use any available actions to configure and manage
the ldentity Manager User Application. Table 4-1 contains a summary.

Table 4-1 Administration Tab Actions Summary

Action Description
Application Controls User Application configuration of caching, logging, password
Configuration management, and LDAP connection parameters. Provides read-only information

about the driver status and the portal. Provides access to tools that allow you to
export or import portal content (pages and portlets used in the Identity Manager
User Application.

For details, see Chapter 5, “Application Configuration,” on page 109.

Page Admin Controls the pages displayed in the Identity Manager user interface and who has

permission to access them

For details, see Chapter 6, “Page Administration,” on page 145.

RBPM Provisioning & Controls the provisioning configuration, as well as security permissions and
Security navigation access.

For details, see Chapter 7, “RBPM Provisioning and Security Configuration,” on
page 161.
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5.1

5.1.1

Application Configuration

This section describes the tasks that you can perform from the Application Configuration page.

Portal Configuration Tasks

NOTE: The portal functionality within the User Application has been deprecated in Identity Manager
4.0.2.

Caching Management

You can use the Caching page to manage various caches maintained by the Identity Manager User
Application. The User Application employs these caches to store reusable, temporary data on the
application server so it can optimize performance.

You have the ability to control these caches when necessary by flushing their contents and changing
their configuration settings.

Flushing caches

The caches are named according to the subsystems that use them in the Identity Manager User
Application. Normally, you don’t need to flush them yourself, because the User Application does that
automatically based on how frequently their data is used or when the source data changes. However,
if you have a specific need, you can manually flush selected caches or all caches.

1 Go to the Caching page.

2 Inthe Flush Cache section of the page, use the drop-down list to select a particular cache to
flush (or select Flush all).

The list of available caches is dynamic; it changes depending on what data is cached at the
moment.

3 Click Flush Cache.

Flushing the Directory Abstraction Layer Cache

The User Application’s directory abstraction layer also has a cache. The
DirectoryAbstractLayerDefinitions cache stores abstraction layer definitions on the application server
to optimize performance for all data model operations.

In a typical situation, the User Application automatically keeps the DirectoryAbstractLayerDefinitions
cache synchronized with the abstraction layer definitions stored in the Identity Vault. But, if necessary,
you can manually flush the DirectoryAbstractLayerDefinitions cache as described in “Flushing
caches” on page 109 to force the latest definitions to be loaded from the Identity Vault.

For more information on the User Application’s directory abstraction layer, see the Identity Manager
User Application: Design Guide.
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Flushing Caches in a Cluster

Cache flushing is supported in both clustered and non-clustered application server environments. If
your application server is part of a cluster and you manually flush a cache, that cache is automatically
flushed on every server in the cluster.

Configuring Cache Settings

You can use the Caching page to display and change cache configuration settings for a clustered or
non-clustered application server environment. Your changes are saved immediately, but they don’t
take effect until the next User Application restart.

TIP: To restart the User Application, you can reboot the application server; redeploy the application (if
the WAR has been changed in some way); or force the application to restart (as described in your
application server’s documentation).

How Caching Is Implemented

In the Identity Manager User Application, caching is implemented via JBoss Cache. JBoss Cache is
an open source caching architecture that’s included with the JBoss Application Server but also runs
on other application servers.

How Cache Settings Are Stored

Two levels of settings are available for controlling cache configuration: global, and local. Use these
settings to customize the caching behavior of the Identity Manager User Application. Table 5-1 on
page 110 describes the cache configuration settings.

Table 5-1 Cache Configuration Settings

Level Description

Global settings Global settings are stored in a central location (the Identity Vault) so that
multiple application servers can use the same setting values. For
example, someone with a cluster of application servers would typically
use global settings for the cluster configuration values.

To find the global settings in your Identity Vault, look for the following
object under your Identity Manager User Application driver:

configuration. AppDef s. AppConfig
For example:
configuration. AppDef s. AppConfi g. MyUser Appl i cationDriver. MyDr

iverSet. WOg

The XmlIData attribute of the configuration object contains the global
settings data.
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Level Description

Local setting Local settings are stored separately on each application server so that an
individual server can override the value of one or more global settings.
For example, you might want to specify a local setting to remove an
application server from the cluster specified in the global settings, or to
reassign a server to a different cluster.

To find the local settings on your JBoss application server, look for the
following file under your JBoss server configuration’s conf directory:
sys-configuration-xnm dat a. xm . For example: j boss/ server/
| DMPr ov/ conf/ sys-configuration-xnm data. xm .

To find the local settings on your WebSphere application server, look for
the sys-confi guration-xm dat a. xm file at the location you specified
in the extend.local.config.dir property that you set at installation.

If your server has local settings, that data is contained in this file. If no
local settings have been specified, the file won't exist.

You should think of global settings as the default values for every application server that uses a
particular instance of the User Application driver. When you change a global setting, you are affecting
each of those servers (at the next User Application restart), except for those cases where an
individual server specifies a local override.

How Cache Settings Are Displayed

The Caching page displays the current cache settings (from the latest User Application restart). It also
displays the corresponding global and local values of those settings, and lets you change them (for
use at the next User Application restart).

The global settings always have values. The local settings are optional.

Basic Cache Settings
These cache settings apply to both clustered and non-clustered application servers.
To configure basic cache settings:

1 Go to the Caching page.

2 Inthe Cache Configuration section of the page, specify global or local values for the following
settings, as appropriate:

Setting What to do

Lock Acquisition Timeout Specify the time interval (in milliseconds) that the cache waits
for a lock to be acquired on an object. You might want to
increase this setting if the User Application gets a lot of lock
timeout exceptions in the application log. The default is 15000
ms.

Wake Up Interval Seconds Specify the time interval (in seconds) that the cache eviction
policy waits before waking up to do the following:

* Process the evicted node events

¢ Clean up the size limit and age-out nodes
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Setting

What to do

Eviction Policy Class

Max Nodes

Time To Live Seconds

Max Age

Specify the classname for the cache eviction policy that you
want to use. The default is the LRU eviction policy that JBoss
Cache provides:

org.j boss. cache. evi ction. LRUPol i cy

If appropriate, you can change this to another eviction policy
that JBoss Cache supports.

Specify the maximum number of nodes allowed in the cache.
For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 112.

Specify the time to idle (in seconds) before the node is swept
away. For no limit, specify:

0

You can customize this setting for some cache holders. See
“Customizable Cache Holders” on page 112.

Specifies the number of seconds an entry should be allowed to
stay in the cache holder since its creation time. For no time limit,

specify:
0

This setting is only available for “Customizable Cache Holders”
on page 112,

These settings are required, which means that there must be a global value for each, and

optionally a local value too.

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value. (Make sure that all of your local values
are valid. Otherwise, you won't be able to save your changes.)

NOTE: For those settings where Enable Local is deselected, any existing local values are

deleted when you save.

3 Click Save.

When you're ready for your saved settings to take effect, restart the User Application on the

applicable application servers.

Customizable Cache Holders

You can customize the Max Nodes, Time To Live, and Max Age settings for some cache holders. The

cache holders are listed in Table 5-2.
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Table 5-2 Customizable Cache Holders

Cache Holder Name Description

DirectoryAbstractionLayerDefinitions Caches the Directory Abstraction Layer definitions
to optimize performance for all data model
operations. See “Flushing the Directory
Abstraction Layer Cache” on page 109.

DirectoryService.ContainerCacheHolder Caches containers in the directory layer.
Containers are shared by many users and groups,
and reading them from the directory layer involves
both network communication (with the LDAP
server) and object creation. By default, the cache
is limited to 50 containers, and the LRUs have a
default Time To Live (TTL) of 10 minutes.
Depending on the directory topography in your
enterprise, you might need to adjust the maximum
number of nodes or the TTL if you find the
performance is suffering because of queries to the
LDAP server for container objects. Making
settings too high in combination with a large
number of usable containers can cause unneeded
memory consumption and net lower performance
from the server.

DirectoryService.DelProxyRuntimeServiceDelegate Caches delegate assignments.
DirectoryService.DelProxyRuntimeService.Delegation Caches user availability settings.
DirectoryService.DelProxyRuntimeService.Delegator Caches the delegator entities.
DirectoryService.DelProxyRuntimeService.Proxy Caches proxy assignments.
DirectoryService.GroupCacheHolder Caches groups in the directory layer. Groups are

often shared by many users, and reading them
from the directory layer involves both network
communication (with LDAP server) and object
creation. By default, the cache is limited to 500
groups, and the LRUs have a default TTL of 10
minutes. Depending on the user/group topography
in your enterprise, you might need to adjust the
maximum number of nodes or the TTL if you find
the performance is suffering because of queries to
the LDAP server for groups objects. Settings that
are too high, in combination with a large number
of usable groups, can cause unneeded memory
consumption, and net lower performance from the
server.
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Cache Holder Name

Description

DirectoryService.MemberhipCacheHolder

DirectoryService.RolesMembershipCacheHolder

DirectoryService.TeamManagerRuntime.Team

DirectoryService.UserCacheHolder

GlobalCacheHolder

JUICE

Caches the relationship between a user and a set
of groups. Querying the set of groups a user
belongs to can be a network and CPU intensive
operation on the LDAP server, especially if
dynamic groups are enabled. For this reason,
relationships are cached with an expiration
interval so that changes in the criteria for
inclusion/exclusion in a group (such as time-based
dynamic groups) are reflected. The default Max
Age is five minutes. However, if you use dynamic
groups which have a requirement for finer grained
time control, then you can adjust the Max Age on
this cache holder to be just below the minimum
time your finest grained time based dynamic
group requires. The lower this value is, the more
times the user's groups are queried during a
session. Setting a value too high keeps the user/
group relationships in memory perhaps longer
than the user's session needlessly consuming
memory.

Caches the application role membership list by
role.

Caches the application team instances and team
provisioning requests.

Caches users in the directory layer. Reading users
from the directory layer involves both network
communication (with LDAP server) and object
creation. By default, the cache is limited to 1000
users, and the LRUs have a default TTL of 10
minutes. Depending on the user topography in
your enterprise, you might need to adjust the
maximum number of nodes or the TTL if you find
the performance is suffering because of queries to
the LDAP server for user objects. Making settings
too high combined with a large number of different
users logging in can cause unneeded memory
consumption, and net lower performance from the
server.

The general purpose cache holder. This
configuration applies to all caches that are not
customizable (that is, all cache holders not listed
in this table.)

Caches the resource bundles used by the user
interface controls and DN display expression
lookup results. Changing the setting of the cache
holder has a performance impact for the DN
display expression lookups because they are
frequently used in the User Application.

The low value should be at least 300 seconds, but
a higher value than 900 seconds is ok. A lower
value should be used if the customer is frequently
changing the attributes that are used in the DN
display expression
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Cache Holder Name Description

RoleManager.RolesCacheHolder Caches user role memberships listed by user.

Workflow.Model.Process Caches the provisioning process XML object
structure.

Workflow.Model.Request Caches the provisioning request XML object
structure.

Workflow.Provisioning Caches provisioning request instances that have

not completed. The default maximum capacity for
the LRU cache is 500. The capacity can be
modified by clicking the Administration/
Provisioning and choosing the Engine and
Cluster settings. The Process Cache Maximum
Capacity appears on this page. This cache
reduces the memory footprint for workflow
processing without compromising performance.

Cache Settings for Clusters

This section discusses how to configure caching when you run the Identity Manager User Application
across a cluster of application servers.

In the Identity Manager User Application, cluster support for caching is implemented via JGroups.
JGroups is an open-source clustering architecture that's included with the JBoss Application Server
but also runs on other application servers.

The User Application’s cluster consists of nodes on a network that run JGroups and use a common
Group ID. By default, the Group ID provided for the User Application’s cluster is a UUID that looks like
this:

c373e901aba5e8ee9966444553544200

The UUID helps ensure uniqueness, so that the Group ID of the User Application’s cluster doesn’t
conflict with the Group IDs of other clusters in your environment. For instance, the JBoss Application
Server itself uses several JGroups clusters and reserves associated hames including the Group IDs
DefaultPartition and Tomcat-Cluster for them.

How Caching Works with a Cluster

When you start the User Application, the application’s cluster configuration settings on the Caching
page determine whether to participate in a cluster and invalidates cache changes in the other nodes
in that cluster. If clustering is enabled, the User Application accomplishes this by sending cache entry
invalidation messages to each node as changes occur.

In most cases, you should use global settings when configuring a cluster. However, global settings
might be a problem if you need to use TCP, becasue the IP address of the server must be specified in
the JGroups initialization string for each server. You can use local settings to specify a JGroups
initialization string. For more information, see “Configuring Cache Settings for Clusters” on page 116.
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Preparing to Use a Cluster

To use caching across a cluster:

1 Set up your JGroups cluster. This involves using the User Application installation program to

install the Identity Manager User Application to each application server in the cluster (see
Section 2.5, “Clustering,” on page 60).

2 Enable the use of that cluster in the User Application’s cache configuration settings

See “Configuring Cache Settings for Clusters” on page 116.

Configuring Cache Settings for Clusters

After you have a cluster ready to use, you can specify settings for the support of caching across that

cluster.

1 Go to the Caching page.

2 Inthe Cluster Configuration section of the page, specify global or local values for the following
settings, as appropriate:

Setting

What to do

Cluster Enabled

Group ID

Cluster Properties

Select True to invalidate cache changes to the other nodes in the
cluster specified by Group ID. If you don’t want to participate in a
cluster, select False.

Specify the Group ID of the JGroups cluster in which you want to
participate. There’s no need to change the default Group ID that’s
provided for the User Application’s cluster, unless you want to use a
different cluster.

The Group ID must be unique and must not match any of the known
JBoss cluster names such as DefaultPartition and Tomcat-Cluster.

TIP: To see the Group ID in logging messages, make sure that the
level of the caching log (com sssw. f w. cachengr) is set to Info or
higher.

Specify the JGroups protocol stack for the cluster specified by Group
ID. This setting is for experienced administrators who might need to
adjust the cluster properties. Otherwise, you should not change the
default protocol stack.

To see the current cluster properties, click view.

For information on JGroups protocol stack, see Section 2.2.6,
“Encryption of Sensitive User Application Data,” on page 48.

If you want to override the global value of a setting with a local value, select the Enable Local
check box for that setting. Then specify the local value. For those settings where Enable Local is

unselected, any existing local values are deleted when you save.

WARNING: If you specify local settings and enter an incorrect configuration in the JGroups
initialization string, the cache cluster function might not start. Unless you know how to configure

JGroups correctly and understand the protocol stack, you should not use local settings.
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Make sure that all nodes in your cluster specify the same Group ID and Cluster Properties. To
see these settings for a particular node, you must access the ldentity Manager user interface

running on that node—by browsing to the URL of the user interface on that server—and then

display the Caching page there.

To use the TCP protocol instead of the default UDP protocol, you can add a token to the global

settings for the Cluster Properties. For example, | DM HOST_ADDR. You can then edit the host s

file on each server in the cluster to specify the IP address for that server. For more information,
see “Configuring User Application Caching to use TCP” on page 117.

3 Click Save.

4 When you're ready for your saved settings to take effect, restart the User Application on the
applicable application servers.

Configuring User Application Caching to use TCP

You can configure caching for the User Application to use TCP. The configuration process must be
completed on each server in the cluster because the Local Settings are saved on the file system for
each server.

To configure User Application caching to use TCP:

1 Log in as the User Application Administrator and go to
Administration->Application Configuration->Caching.

2 Enable the Enable Local checkbox in the Cluster Enabled row and set Local=TRUE. And for
each of the individual properties in the following steps enable the Enable Local checkbox for that
property and specify a value in the textfield in the Local column. The Local value for the property
will then override the Global value.

3 Copy this string and paste it in to the Cluster Properties field. It is very important to paste as a
single string with no carriage returns embedded:

TCP( bi nd_addr =164. 99. 208. 68; start_port =7815; | oopback=true): TCPPI N i ni ti al _hos
t s=164. 99. 208. 68[ 7815], 164. 99. 208. 36[ 7815] ; port _range=3; ti meout =3500; num_i ni ti

al _menber s=3; up_t hread=t r ue; down_t hr ead=t r ue) : MERGE2( mi n_i nt er val =5000; max_i nt

erval =10000) : FD( shun=t rue; ti meout =2500; max_t ri es=5; up_t hr ead=t r ue; down_t hr ead=
true): VERI FY_SUSPECT(ti meout =1500; down_t hr ead=f al se; up_t hr ead=f al se): pbcast. NA
KACK(down_t hr ead=t rue; up_t hr ead=t rue; gc_I ag=100; retransm t _t i neout =3000) : pbcas
t. STABLE( desi red_avg_gossi p=20000; down_t hr ead=f al se; up_t hr ead=f al se) : pbcast. GM
S(j oi n_ti meout =5000; ) oi n_retry_ti meout=2000; shun=f al se; print_| ocal _addr=true;d
own_t hread=t rue; up_t hread=t r ue) : pbcast . STATE_TRANSFER( up_t hr ead=t r ue; down_t hre
ad=true)

The properties in this string are defined by JBoss. Refer to JBoss documentation for more
information.
4 Set bind_addr to the local host IP address of the server you are logged into.

5 Next you need to set the start_port. This value must take into account ports already in use as
well as the value for port_range in order to avoid port conflicts. Depending on your configuration
you may need to troubleshoot to find an unused port.

6 Change the IP addresses for TCPPING to include the IP addresses of all the nodes in the cluster
and their start_port values. The list should begin with the local IP address.

7 Save changes. These changes are written to the local file system for your server. Remember to
make these changes for all servers in the cluster. Any server that does not have these changes
will use the Global Settings values.

8 Restart the server.
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5.1.3

Driver Status

You can use the Driver Status pane to determine the expiration status of your driver.
The Driver Status pane displays the following two entries:

¢ Driver Name
¢ Expiration Date
The Expiration Date displays one of the following values:
1. Unlimited (if the activation has occurred)
2. Expiration date of the driver (if the driver is a trial driver)

ldentity Vault Settings

You can use the Identity Vault Settings pane to:

+ Change the credentials used by the Identity Manager User Application when connecting to the
Identity Vault (LDAP provider)

+ Change the credentials for the guest account, if your system is configured to use a specific guest
account, rather than LDAP anonymous account.

+ View other LDAP properties of the Identity Manager User Application. The values of these
settings are determined when you install the User Application.

The user interface displays different fields depending on how you configured the guest account
during installation. If you specified a guest account, the user interface includes fields that let you
update the credentials for that account. If you have configured your system to use the LDAP Public
Anonymous account, the user interface displays this message: The application is configured
to use public anonynous account. To use a specific guest account, enable the guest
account using the lIdap configuration tool.

To administer Identity Vault settings:
1 On the Application Configuration page, select Identity Vault Settings from the navigation menu
on the left.

2 Examine and modify the settings, as appropriate. For details, see:"LDAP Settings You Can
Change” on page 118.

3 If you make changes that you want to apply, click Submit.

LDAP Settings You Can Change

On the Identity Vault Connection Settings panel, you can modify settings for the credentials for:

+ The Identity Manager User Application whenever it connects to the Identity Vault (LDAP
provider).

+ The guest account (if configured).

The initial values for the credentials are specified during installation. These installation values are
written to the sys-configuration-xmldata file. If you make changes to these credentials via the
Administration tab, your changes are saved to the User Application’s database; they are not saved to
the sys-configuration-xmldata file. After values are written to the database, the User Application no
longer checks the values written to the sys-configuration-xmldata file. This means that you cannot
use the configupdate utility to change the credentials because they are ignored. However, you can
use configupdate to change the type of guest user (LDAP Guest or Public Anonymous Account).
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Table 5-3 LDAP Parameters

Setting What to do

Identity Vault Administrator ~ Type the name of a user who has full administrator rights in the Identity
Vault. The Identity Manager User Application needs to access the Identity
Vault as an administrator in order to function.

It is typical to specify the Identity Vault's r oot administrator as the LDAP
connection username. The r oot administrator has full control over the
tree, so you need not assign any special trustee rights.

For example:

cn=admi n, o=nyorg

If you specify some other user, you need to assign inheritable trustee
rights to the properties [All Attributes Rights] and [Entry Rights] on your
User Application driver.

NOTE: To avoid confusion, it is recommended that you do not specify the
User Application’s User Application Administrator as the LDAP
connection username. It is best to use separate accounts for these two
different purposes.

Identity Vault Administrator ~ Type the password that is currently set for that username in the Identity
Password Vault.

and

Confirm Identity Vault
Administrator Password

Guest Username Type the guest user’s distinguished name

Confirm Guest Password Type the password for the guest user.

If TLS is enabled for your LDAP server, you might encounter the following error when you update the

Admin username and password: Unabl e to authenticate to LDAP Provider. Disable this
error by disabling TLS via i Manager.

Logging Configuration

You can use the Logging page to control the levels of logging messages you want the Identity

Manager User Application to generate. For information about understanding how logging works in an

identity applications environment, see Chapter 3, “Setting Up Logging,” on page 75.

The Identity Manager User Application implements logging by using a custom-developed logging
framework that integrates with log4j, an open-source logging package distributed by The Apache
Software Foundation. By default, event messages are logged to both of the following:

+ The system console of the application server where the Identity Manager User Application is
deployed

+ Alog file on that application server. For example:
/opt/netiq/idm apps/tontat/| ogs/catalina. out
This is a rolling log file; after it reaches a certain size, it rolls over to another file.

Logs for all identity applications components including OSP are logged to the cat al i na. out file.
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OSP logs are also stored in a separate file, osp-i dm <dat e of | o0g generation>. 1| og file located in
/ opt/netiq/idn apps/tontat/| ogs/ ona Tomcat server. Logging is turned off by default and must
be enabled in the set env. sh file in the /TOMCAT_| NSTALLED HOME/ bi n/ directory. By default, logs for
User Application and Role and Resource Service drivers are added to DSTrace.

About the Logs

The Logging page lists a variety of logs, each outputting event messages from a different part of the
Identity Manager User Application. Each log has its own independent output level.

The log names are based on log4j conventions. You'll see these log names in the event messages
that are generated, indicating the context of the message output.

Table 3-1 on page 76 lists and describes some of the logs.

Table 5-4 ldentity Manager User Application Logs

Log Name Description

com novel | Parent of other Identity Manager User Application logs

com novel | . af w. portal . aggregati on Messages related to portal page processing

com novel | . af w. portal . persi st Messages related to the persistence of portal data (including

portal pages and portlet registrations)

com novel | . af w. portal . portl et Messages from the portal core portlets and accessory
portlets

com novel | . af w. portal . util Messages from the portal import/export and navigation
portlets

com novel | . af w. portl et. consuner Messages related to portlet rendering

comnovel | . afw. portlet.core Messages related to the core portlet API

com novel | . af w. portl et. persi st Messages related to the persistence of portlet data (including

portlet preferences and setting values)

com novel I . af w. portl et. producer Messages related to the registration and configuration of
portlets within the portal

comnovel | . afw portlet.util Messages related to utility code used by portlets

com novel | . af w. t herre Messages from the theme subsystem

com novel | . afw util Messages related to portal utility classes

com novel | . soa. af . i npl Messages from the approval flow (provisioning workflow)
subsystem

com novel | . srvprv. apwa Messages from the Web application (actions and tags)

comnovel | .srvprv.inpl.portlet.core Messages from the core identity portlets and password

portlets
comnovel | .srvprv.inpl.portlet.util Messages from the identity-related utility portlets
comnovel | . srvprv.inpl.servlet Messages from the Ul control framework’s ajax servlet and

ajax services
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Log Name

Description

comnovel | .srvprv.inpl.uictrl

comnovel | . srvprv.inpl.vdata

com novel | . srvprv. spi

com sssw. fw.
com sssw. fw.
com sssw. fw,
com sssw. fw,
com sssw. fw,
com sssw. fw.
com sssw. fw.
com sssw. fw.
com sssw. fw,
com sssw. fw,
com sssw. fw,
com sssw. fw.

com sssw. f w.

cachenygr
core
directory
event
factory
per si st
resource
security
server
servl et
sessi on
user ngr

util

com sssw. port al . nanager

com sssw. portal . persi st

Messages from the Ul control registry API and approval form
rendering

Messages from the directory abstraction layer
Messages from the Ul control registry API

Messages related to the framework cache subsystem
Messages related to the framework core subsystem
Messages related to the framework directory subsystem
Messages related to the framework event subsystem
Messages related to the framework factory subsystem
Messages related to the framework persistence subsystem
Messages related to the framework resource subsystem
Messages related to the framework security subsystem
Messages related to the framework server subsystem
Messages related to the framework servlet subsystem
Messages related to the framework session subsystem
Messages related to the framework user subsystem
Messages related to the framework utility subsystem
Messages related to the Portal Manager

Messages related to portal persistence

The User Application logs are hierarchical. For example, com novel | is the parent of other logs

underneath it. Any additional logs inherit its properties.

Changing Log Levels

Logging requirements vary widely; therefore, NetlQ cannot make recommendations regarding what
information you need in each package that suits your business needs.You can control the amount of
information that is written to a particular log by changing the level that is set for it. By default, all logs
are set to Info, which is an intermediate level.

1 Go to the Logging page.

2 At the top of the page, find a log whose level you want to change.

3 Use the drop-down list to select one of the following levels:
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Level Description

Fatal The least detail. Writes fatal errors to the log.

Error Writes errors (plus all of the above) to the log.

Warn Writes warnings (plus all of the above) to the log.

Info Writes informational messages (plus all of the above) to the log.

Debug Writes debugging information (plus all of the above) to the log.

Trace The most detail. Writes tracing information (plus all of the above) to the log.

4 Repeat Step 2 and Step 3 for other logs, as needed.
5 Click Submit.

You can change the log level for all of the logs to one setting by selecting Change log level of all
above logs and using the drop-down list to select the level.

Adding Logs for Other Packages

You can add logs for other packages used by the User Application.

1 Go to the Logging page:

2 At the bottom of the page, select Add Log Level for Package, then use the drop-down list to
select the package.

3 Choose a log level from the drop-down, then click Submit.

Sending Log Messages to an Auditing Service

You can use the Logging page to control whether the Identity Manager User Application sends event
message output to an auditing service. Logging is off by default, unless you turn it on when installing
the User Application.

To toggle logging on/off:

1 Go to the Logging page.

2 Select or deselect the following settings, as appropriate:
+ Also send logging messages to audit service
+ Also send logging messages to OpenXDAS

3 Click Submit.

Persisting Your Log Settings

By default, changes you make on the Logging page stay in effect until the next application-server
restart or User Application redeployment. After that, the log settings revert to their default values.

However, the Logging page does offer you the option of persisting your changes to its settings. If you
turn on this feature, values for the log settings are stored in a logging configuration file on the
application server where the Identity Manager User Application is deployed. For example:

+ On JBoss, this file is in the following location by default:
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5.1.6

j boss/ server/ 1 DMProv/ conf/i dnuser app_I| oggi ng. xm

+ On WebSphere, the location of this file is specified according to the custom property named
i dnuser app. | oggi ng. config.dir.

To toggle persistence of settings on or off:

1 Go to the Logging page.
2 Select or deselect the following setting, as appropriate: Persist the logging changes
3 Click Submit.

Portal Settings

You can use the Portal page to view characteristics of the Identity Manager User Application.The
settings are for informational purposes and cannot be changed.The values of these settings are set in
the User Application WAR. (Default Theme reflects your current theme choice from the Themes

page.)

Theme Administration

You can use the Themes page to control the look and feel of the Identity Manager user interface.

Atheme is a set of visual characteristics that apply to the entire user interface (including the guest
and login pages, the Identity Self-Service tab, the Work Dashboard tab, and the Administration tab).
There’s always just one theme in effect for the user interface. The Themes page offers a choice of
several themes, in case you want to switch to a different one.

The Themes page also enables you to:

+ Preview each theme choice to see how it looks

+ Customize any theme choice to reflect your own branding (such as a logo)

Previewing a Theme

Before choosing a theme, you can preview how it will change the look of the Identity Manager user
interface.
1 Go to the Themes page.
The following themes are supported in this release:
+ BlueGloss
+ Neptune (new theme introduced in this release)

Several of the themes introduced in earlier versions of the User Application have been
deprecated in this release. The following themes have been deprecated:

+ Manilla

¢ Linen

+ Medico
IDMStandard

These themes are no longer supported with the current release. You cannot select any of these
themes on the Theme Administration page on the Administration tab.

*
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The Manilla, Linen, Medico, and IDMStandard themes will most likely be removed in a future
release. If you use any of these themes, you should migrate them to this release of the User
Application. If you use a custom theme that is based on one of the deprecated themes, you need
to follow these steps to migrate the theme:

la Look inside the theme.css for your custom theme and copy any custom selectors (new or
edited) from this theme into either the BlueGloss or Neptune theme.

1b Save a new custom theme, which now includes your customizations as well as selectors
from the BlueGloss or Neptune theme.

2 Find a theme that you are interested in, then click the corresponding Preview button.
The preview for that theme displays in a new browser window.
3 Scroll through the preview to see the characteristics of this theme.

4 When you're done, click Close Preview Page (in the top left corner) or close the preview window
manually.

Choosing a Theme

When you find a theme that you like, you can choose to make it the current theme for the Identity
Manager user interface.
1 Go to the Themes page.
2 Click the radio button for the theme you want.
3 Click the Save button.
The look of the user interface changes to reflect your chosen theme.

Customizing a Theme's Branding

You can tailor any theme by substituting your own images and changing some color settings. This
enables you to give the Identity Manager user interface a custom look to meet the branding
requirements of your company or organization.
1 Go to the Themes page.
2 Find a theme that you want to customize, then click the corresponding Customize button.
The Themes page displays the Customize Branding settings for that theme.

3 Specify your customizations by changing the settings in one or more tabs (as needed). Each
contains the settings for different parts of the User Application interface. They include:

+ General: Lets you specify general theming properties such as a favorites icon, background,
link and hover color, and the left navigation area properties.

+ Header: Lets you specify the header color, texture, logo and username properties.

NOTE: The Left Background image needs to be the size indicated on the Header page
(which defaults to 272 x 79 pixels) in order to display properly. The user interface does not
attempt to resize the image automatically. For example, it will not stretch the image if it is too
small.

+ Header tabs: Lets you specify the properties for the header tabs.
¢ Admin subnavigation: Lets you specify the properties for the Admin tab.

Follow the on-screen instructions for specifying each setting. The changes are not reflected in
the User Application until you save them. If you have made unsaved changes, the Save button
displays an asterisk * to indicate that the changes are pending a save.
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4 Click Save.

If you're editing the current theme, the look of the user interface changes to reflect your
customizations. If you want to undo all of your customizations to the theme, click the Reset
button.

5 When you're done working on this theme, click Back to Theme Selector.

Defining a Custom Theme

You can also create and deploy your own custom themes and deploy them in their own WAR file.
When they are deployed, the custom themes are available through the Themes management page of
the Administration tab. Before attempting to create your own custom theme, make sure you have a
working knowledge of the following technologies:

+ The structure of J2EE WAR files, how to modify the contents of a WAR file, and how to deploy
one to your application server.

+ How to modify CSS and XML files

+ How to create the graphic elements for your theme

Creating a Custom Theme

To create a custom theme, begin with a copy of an existing theme (such as BlueGloss) from the User
Application WAR:

1 Back up the deployed User Application WAR file (I DMPr ov. WAR) to the directory in which you
install, for example the / opt / net i g/ i dmsubdirectory.
2 In atest environment, extract the contents of the User Application WAR file.

The files that comprise the User Application’s themes are located in the r esour ce\ t henmes
subdirectory. Each theme resides in its own directory with an appropriate name.

3 In the test environment, create a directory for the custom theme.

The directory name can be any valid directory name, but it should reflect the name of the theme,
and it should not contain spaces.

4 Copy the contents of the BlueGloss theme from the extracted WAR file to the new subdirectory.
You will be working with the following files:

File Name Description

t heme. xm The theme descriptor file. It includes entries for display name and
description. They are used in the Themes page of the Administration
tab. The remaining entries correspond to the brandable selectors. The
width and height attributes on these entries are used in the branding
page to reference the exact dimensions needed when a user uploads a
customized version of these images. These entries must match their
respective images, width and height as found in the t hernes. css.

t heme. css Contains the CSS selectors used to style the look and feel of the user
interface.

print.css Contains the CSS selectors used to style a print friendly version of the
user interface.

doj 0. css Contains a pointer to additional CSS files used by RBPM.

An images subdirectory Contains the images used by the theme.
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Rules for working with these files:

+ Do not change the names of the t hene. xnm , t hene. ¢ss, print. css and doj o. css files.

+ The CSS Selector names must remain the same, but you can change the properties of the
selectors to establish the look and feel.

+ The images subdirectory can have any name, but you must reference it correctly in the CSS
and XML files.

5 Make your changes to the images, CSS style sheets and other theme elements as needed. The
following changes are recommended:

* |nthet hene. xnl file:

*

display-name: Change this to a value that represents your theme. It displays as the
Theme-name in the Themes page of the User Application’s Administration tab.

description: Change this to a value that describes your theme. It displays as the
Description in the Themes page of the User Application’s Administration tab.

Consider whether to localize the display-name and Description fields.
Remove the following:

<resour ce- bundl e>com novel | . af w. portal .artifacts.theme. Bl ued oss</
resour ce- bundl e>
<resour ce- group>admni n- r esgr p</ r esour ce- gr oup>

In the dojo.css file, change the @ nport line to the following value:

@nport wurl("../../../../1DWProv/javascript/dijit/thenes/idnua/
i dnua. css");

where | DVPr ov is the name of your WAR context.

If you wish to change the appearance of some Dojo elements, such as the menu
buttons within the profile section on the Work Dashboard, you should take the following
steps, instead of performing the steps above:

1. Copy the following from your extracted WAR in this location: /javascript/dijit/
themes:

dijit.css
dijit_rtl.css
i dnmua (fol der)

Paste these items into your new theme folder.
2. Change the @ nmport line in the dojo.css file, as follows:

@nport url ("idnua/idnua.css");

+ In the graphics directory:

*

thumbnails.gif: Replace the copy with your own image. This image displays along
with the Theme-name and Description of the theme (described above) that is shown in
the Themes page of the Administration tab. It typically illustrates what the User
Application landing page looks like when the associated theme is applied

Renaming graphics files: If you change the names of graphics files (rather than just
substituting a different image of the same name), make sure to change the reference to
the image in both the t hene. xm and the t hene. css file. If the image is not used in the
branding interface (for example, if it is not listed as one of the subset of brandable
images in the theme.xml file), then you will only need to change the reference to the
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image in the t hene. css file. Suppose you want to rename i mages/ header _| eft. gi f
to i mages/ ny_conpany_nane. gi f . Edit the t hene. css file to reflect the new image
name.

6 After you make all of the desired changes to the theme files, add your customized theme
directory to a new WAR file that contains one or more custom themes. Deploy the new WAR to
your test application server.

Testing tip: Open the Themes page (available under the Administration tab). Your theme should
display along with the prepackaged themes. Use the Theme Preview action to see how the
customized changes to your new theme will render. This is a useful way to preview many of your
intended changes to your theme. Running through commonly used features of the application is
also a recommended testing step.

7 After your changes are fully tested, you can deploy the WAR containing the custom theme to
your production application server.

Any number of custom themes can reside in a single WAR. Any nhumber of custom WARs containing
custom themes can be deployed.

If you want to use a custom theme for the User Application on Tomcat, perform the following steps:

1 Stop Tomcat.

Open the cont ext . xm file located in the % ontat - i nst al | Y%conf directory.
Modify <Cont ext > to <Cont ext crossCont ext="true">.

Add the custom theme WAR to the % ontat - i nst al | “%webapps directory.

Run the confi gupdat e utility to map the context name of the custom theme WAR.

o 00~ W N

Start Tomcat.

To undeploy the theme, remove the WAR that contains the theme from the application server’s deploy
directory. Before undeploying, make sure that any themes it contains are not defined as the User
Application’s default theme. If you remove the WAR and it does contain the default theme, the Theme
Administration screen displays an error message and reverts the User Application theme to the
original default theme defined at installation time.

Customizing the Theme for External Password WAR

If you configured Password Management to use an External Password WAR, the theme for the
Forgot Password page is defined in that external password WAR. The default name for the external
password WAR is | DMPwdMygt . WAR. The | DMPwdMgt . WAR contains one theme; by default, it is
BlueGloss. It does not include a user interface for modifying or branding this theme.

You can define a custom theme for the external Forgot Password page. The procedure for defining a
custom theme is described in “Defining a Custom Theme” on page 125; however, the deployment
procedure for the external Forgot Password page is different and the rules about the custom theme
WAR are more restrictive. After you define the custom theme:

+ Package the theme in a WAR named | DvPwdMgt Thene. WAR.

+ The | DMPwdMgt Thene. WAR can contain a single theme, and the theme must be located in the
r esour ce/ t hemres/ Thene directory within the WAR.

+ Deploy the | DMPwdMgt Thene. WAR on the application server where the external WAR is located.
Only one custom theme can be deployed at a time.
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Assigning the User Application Administrator

The User Application Administrator performs administrative tasks for the Identity Manager User
Application, using the Administration panel of the Identity Manager User Application. The User
Application Administrator does not have provisioning administration rights, and is considered an
ordinary user while using the Work Dashboard panel. There can be more than one User Application
Administrator.

One user must be assigned to the User Application Administrator role at installation. The User
Application Administrator created during installation can administer everything in the User Application
including the Provisioning system and can designate other users as User Application Administrators.

You can assign the User Application Administrator at installation and on the Application Configuration
page on the Administration tab of the Identity Manager User Application. When you assign the
administrator at installation, IDM writes the assignment to the User Application configuration file,
which is editable with the configupdate utility. But, at deployment of the WAR, the assignment is
written to the User Application database. Thus, after you start the JBoss Application Server the first
time after installation, you cannot change the assignment with the configupdate utility--it must be
changed from the Application Configuration page.

A user who is to be a User Application Administrator should typically be located under the user root
container specified in the User Application’s LDAP configuration. This enables the user to log in
simply by username (instead of requiring the fully distinguished name each time).

The user who is a User Application Administrator does not need special directory rights because this
role controls application-level access.

When assigning User Application Administrators, you can specify users, groups, or containers.

1 Go to the Application Configuration page.
2 Under Portal Configuration, select User App Administrator Assignment.

3 Specify values for the following search settings:

Setting What to Do

Search for Select one of the following from the drop-down menu:
* Users
* Groups

+ Containers

Starts with If you want to:

+ Find all available objects of your specified type (user), then make
this setting blank.

+ Find a subset of those objects, then enter the starting characters
of the CN values you want. (Case is not considered. Wildcards
are not supported.)

4 Click Go.
The results of your search appear in the Results list.

5 Select the users, group, or container you want to assign as User Application Administrators, then
click Add (>).

Hold down the Ctrl key to make multiple selections.
6 Click save.
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To unassign User Application Administrators:

1 Inthe Current Assignments list, select the users, group, or container you want to unassign as
User Application Administrators, then click Remove (<).
Hold down the Control key to make multiple selections.

2 Click Save.

You cannot delete yourself as User Application Administrator. This is a safeguard to ensure that the
User Application always has at least one User Application Administrator.

Working with the Import and Export Tools

You can use the Tools page to export or import portal content (pages and portlets) used in the Identity
Manager User Application. This content is also known as the portal configuration state and it includes:

+ Container and shared pages (including each page’s assigned portlets, and each portlet’s
preferences and settings)

+ Portlet registrations

Table 5-5 Portal Data Export and Import Tools

Tool How it works

Portal Data Export Generates XML descriptions of a set of selected container and shared pages,
and portlets. The XML files are stored in a portal data export ZIP file that can
be used as input to the Portal Data Import tool.

Portal Data Import Accepts a portal data export ZIP file as input. Uses the portal data export ZIP
file to generate container and shared pages, and portlets in a portal (User
Application).

The Export and Import tools enable you to move the portal configuration state from one portal (User
Application) to another, as needed. Table 5-5 on page 129 describes how these tools work.

You can use the Portal Data Export and Import tools to:

+ Move your portal configuration state from a test (source) environment to a production (target)
environment

+ Update the configuration state of a portal incrementally

+ Clone a portal

+ Optionally, overwrite the configuration state on the target portal

Requirements

To use the Portal Data Export and Import tools, make sure that the Identity Manager User Application
(portal) is deployed and running on your source and target application servers.

It is not required that your source and target servers access the same Identity Vault; they can access
different ones, if appropriate. The users, groups, and containers in those Identity Vaults are not
required to be the same.
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Restrictions

You cannot use the Portal Data Export and Import tools to:

*

Export or import portal configuration state when a server is currently servicing user requests
Export or import portal classes and resources

Export or import portlet classes and resources

Export or import the identity and provisioning data used in a portal

Export or import administration settings other than for pages and portlets

Migrate configuration state from an earlier portal version to a later version (the portals must be
the same version)

Exporting Portal Data

This section describes how to export a portal’'s configuration state to a portal data export ZIP file.

1 If you are performing an incremental update, back up the target portal.

On the Application Configuration page, select Portal Data Export from the navigation menu on
the left.

The Portal Data Export panel displays.
Follow the on-screen instructions to select the portal pages and portlets that you want to export.

Some portlets that you have not selected for export might still be exported. If you export a page
that contains a portlet, but do not select that portlet for export, the portlet is still exported (to
ensure that a runtime error does not occur for the exported page).

When you are done making selections, click Export Portal Data.

Your new portal data export ZIP file is generated, with a default name that includes the current
date and time. For example:

Port al Dat a. 21- Oct - 05. 09. 12. 16. zi p

You are then prompted to save this ZIP file locally (or to open it in an appropriate archive utility).
For example:

Save the portal data export ZIP file to an appropriate location.

Importing Portal Data

This section describes how to import a portal data export ZIP file to a portal.

NOTE: Remember that, during the import, your target application server must be running but not
currently servicing user requests.

1 If you are performing an incremental update, back up the target portal.

2 On the Tools page, select Portal Data Import from the navigation menu on the left.

The Portal Data Import panel displays

3 Specify the following general import settings:
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Setting

What to Do

Archive

Import security settings?

Click Browse to select the portal data export ZIP file to import.
For example:

Portal Data. 21- Cct - 05. 09. 12. 16. zi p

Select one of the following:

* Yes: If you want to import the permissions that the portal
data export ZIP file specifies for access to pages and
portlets by users, groups, and containers. Make sure that
the users, groups, and containers involved exist in the
target portal’s Identity Vault; permissions for missing
entities fail to be imported.

+ No: If you want to ignore the permissions that the portal
data export ZIP file specifies.

4 Click View Import Archive.

The panel displays more specifics about your selected portal data export ZIP file and how you

want to import it:

5 Specify the following detailed import settings:

Setting

What to Do

Replace existing data?

Access level for imported
objects

Select one of the following:

* Yes: If you want the contents of the portal data export ZIP
file to overwrite corresponding pages and portlets that
already exist in the target portal. For example, if the portal
data export ZIP file contains a shared page named
MyPage and the target portal contains a shared page
named MyPage, that existing page is overwritten in the
target portal.

+ No: If you want to skip the import for all existing pages and
portlets.

Select one of the following:

+ All Users: For unrestricted access to imported pages and
portlets.

* Administrator only: For restricted access to imported
pages and portlets.

If you chose to import security settings, then this access level is
applied only to those imported pages and portlets where a
security setting failed to be imported, typically because specified
users, groups, or containers do not exist in the target portal’s
Identity Vault.

If you chose not to import security settings, then this access
level is applied to all pages and portlets that are imported.
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Setting What to Do

Import group settings? (If you chose to import security settings) Select one of the
following:

+ Yes: If you want to import the default container page and
default shared page assignments that the portal data
export ZIP file specifies for groups. Make sure that the
groups involved exist in the target portal’s Identity Vault;
assignments for missing groups fail to be imported.

+ No: If you want to ignore the default page assignments that
the portal data export ZIP file specifies for groups.

Import Container Pages Follow the on-screen instructions to select the pages and
portlets that you want to import from the portal data export ZIP

Import Shared Pages file to the target portal.

Import Portlets NOTE: Some portlets that you have not selected for import

might still be imported. If you import a page that contains a
portlet, but do not select that portlet for import, the portlet is still
imported to ensure that a runtime error does not occur for the
imported page.

Please map the portlet Use the Archive and Local drop-down menus to map the portlet

application names... Archive/  application names in the archive (portal data export ZIP file) to

Local existing portlet applications on the local (target) application
server.

6 When you're ready to begin the import, click Import Portal Data.
When the import completes, the Portal Data Import Results panel displays.

Unsuccessful imports display in red. To troubleshoot import or export problems, look at your
application server’s system console or log file (such as j boss/ server/ | DMProv/ | og/
cat al ana. out ) for messages from the following User Application log:

com novel | . afw portal . util

7 Test the target portal to ensure that you imported the data that you expected.

5.3 Password Management Configuration

This section describes how to configure password self-service and user authentication features to
your ldentity Manager User Application.

531 About Password Management Features

132

The password management features supported by an Identity Manager User Application encompass
user authentication and password self-service. When you put these features into use, they enable
your application to:

+ Prompt for login information (username and password) to authenticate against eDirectory

+ Provide users with password change self-service

+ Provide users with forgotten password self-service (including prompting for challenge
responses, displaying a password hint, or allowing a password change, as needed). You can
configure forgotten password self-service to run inside the firewall (the default), or you can
configure it to run outside the firewall.
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+ Provide users with challenge question self-service
+ Provide users with password hint self-service

Required Setup in eDirectory

Before you can use most of the password self-service and user authentication features, you need to
do the following in eDirectory:

+ Enable Universal Password
+ Create one or more password policies
+ Assign the appropriate password policies to users

A password policy is a collection of administrator-defined rules that specify the criteria for creating
and replacing user passwords. NetlQ Identity Manager takes advantage of NMAS (NetlQ Modular
Authentication Service) to enforce password policies that you assign to users in eDirectory.

You can use NetlQ iManager to perform the required setup steps. For example, here’s how someone
defined the DocumentationPassword Policy in iManager.

Figure 5-1 Sample Password Policy

Password Policy Summary

Hame Cocumentation
Description

Universal Password

Options Enable Universal Passwiord true
Enable the Advanced Passwaord Rules true
Remove the NDS5 password when setting Universal falze
Password
Synchronize NDS password when setting Universal true
Password
wynchronize Simple Password when setting Universal falze
Fasswaord
wynchronize Distribution Password when setting Universal true
Fassword
Allow user agent to retrieve password true
Yerify whether existing passwords comply with the falze

OK | Cancel | Apply |

This password policy specifies:

+ Universal Password settings
+ Settings to deal with forgotten-password situations
+ Assignments that apply the policy to specific users
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Case-Sensitive Passwords

By default passwords are not case-sensitive. You can create a password policy that allows case-
sensitive passwords. You can specify the Allow the password to be case-sensitive in the Password
Policies > Universal Password > Advanced Password Rules. If you enable case-sensitive password,
you must also enable the Allow user to retrieve password setting. It is enabled by default, but you
can verify it through the iManager Password Policies > Universal Password > Configuration Options
tab.

Password Policy Compliance

If you enable Universal Password, it is recommended that you also configure the system to verify that
existing passwords comply with the password policy. You can configure this through iManager. In
iManager, go to Passwords > Password Policies > Universal Password > Configuration Options.
Make sure the following option is selected: Verify whether existing passwords comply with
password policy (verification occurs on login). This ensures that users created through the User
Application are forwarded to the Change Password page to enter a password that complies with the
Identity Manager password policy.

Configuring Challenge Response

The Challenge Response self-service page lets users:
+ Set up the valid responses to administrator-defined challenge questions, and set up user-defined
challenge questions and responses

+ Change the valid responses to administrator-defined challenge questions, and change user-
defined challenge questions and responses

NOTE: The password management facility makes passwords case-sensitive, by default, and also
allows you to configure case sensitivity for passwords. This is not the case with the Challenge
Response facility. Challenge Response answers are not case sensitive, and cannot be configured to
support case sensitivity.

TIP: If you have localized the Challenge Response questions in iManager set the Login Configuration
setting Enable Locale Check to True.

Requirements

The Challenge Response requirements are described Table 5-6 on page 135.
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Table 5-6 Challenge Response Requirements

Topic Requirements

Password policy A password policy with forgotten password enabled and a challenge
set.

Universal Password Does not require Universal Password to be enabled.

eDirectory configuration Requires that you grant supervisor rights to the LDAP Administrator

for the container in which the logged-in user resides. Granting these
privileges allows the user to write a challenge response to the secret
store.

For example, suppose the LDAP realm administrator is cn=admin,
ou=sample, n=netiq and you log in as cn=userl, ou=testou, o=netiq.
You need to assign cn=admin, ou=sample, n=netiq as a trustee of
testou, and grant supervisor rights on [All attribute rights].

Using the Challenge Response Feature

To use the Challenge Response feature, you need to know about the following:

+ “How Challenge Response Is Used During Login” on page 135

+ “How Challenge Response Is Used in the User Application” on page 135

How Challenge Response Is Used During Login

During the login process, the Login page automatically redirects to Challenge Response whenever
the user needs to set up challenge questions and responses (for example, the first time a user
attempts to log in to the application after an administrator assigns the user to a password policy in

iManager. The password policy must have forgotten password enabled and include a challenge set).

How Challenge Response Is Used in the User Application

By default, the User Application provides users with self-service for changing challenge questions
and responses.

Configuring Challenge Response

The Challenge Response Configuration settings (on the Administration tab) are described in the
following table.

Setting Description

Mask Response Text Choosing Yes means that user-entered response text

is masked with asterisk (*) characters.

Configuring Login

The Login page performs a very robust user authentication supported by Identity Manager (through

Universal Password, password policies, and NMAS). The Login page redirects to the other passwo
pages as needed during the login process.
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Requirements

The Login page requirements are listed in Table 5-7 below.

Table 5-7 Login Requirements

Topic Requirements

Password policy This page does not require a password policy, unless you want to use
advanced password rules or let users click the Forgot Password link.

Universal Password This page does not require Universal Password to be enabled, unless
you want to use a password policy with advanced password rules.

SSL This page uses SSL, so make sure that your application server is
properly configured to support SSL connections to your LDAP realm.

Use the Password Module Setup Login Action to configure the following settings:

Table 5-8 Login Configuration Settings

Configuration Setting

Description

Allow ID Wildcard

Enable Forgot Password Link

Enable Hint Migration

Enable Locale Check

Enable Password Autocomplete

Guest Container Page

Logout URL

If True, users can specify the first few characters of a username and a
list of usernames that include those characters is displayed so the use
can select the user to login as.

If True, the User Application Login page displays the Forgot Password
link.

If True, any existing hints are moved from the nsimHint to the
nsimPasswordReminder.

If True, and the user has not set their locale preferences, the User
Application displays a page that allows them to set their preferred
locale.

If True and supported by the browser, the user’s browser opens a
window asking if the user wants to save the login credentials.

If False (the default), the user does not receive a browser prompt to
save the login credentials.

Allows you to specify a custom guest container page. For example, you
might specify any of the following values to direct the user to the
MyOrgChart page:

/1 DMProv/ por t al / cn/ Def aul t Cont ai ner Page/ MyOr gChart
/ portal/cn/ Def aul t Cont ai ner Page/ MyOr gChart

http://1 ocal host: 9000/ | DMProv/ portal / cn/

Def aul t Cont ai ner Page/ MyOr gChart

The default value is:
Guest Cont ai ner Page

This value specifies the URL that a user is redirected to after the user
presses the Logout button in the User Application.
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Configuration Setting

Description

Password Change Return Page

Enable Password Expiration
Warning

Using SSL Login

Server SSL Port

This value specifies the URL that a user is redirected to after a
password change. If you specify an URL for this setting, the User
Application displays a link to the redirect page, along with a success
message when the password has been changed.

This setting only works when accessing the User Application via NetlQ
Access Manager. If you access the User Application without going
through Access Manager, the Password Change Return Page link will
not display.

Furthermore, this setting only works within the context of the User
Application and not when you access the ChangePassword.jsp directly.
If you access the ChangePassword.jsp directly, you will not see a link
displayed that redirects to the Password Change Return Page.

Stand-alone access to the ChangePassword.jsp When accessing
ChangePassword.jsp directly, if you want users to receive a success
message, you need to add the following URL parameter:

?changePasswor dFor cedLogout =t r ue
For example:

http:// nmyserver/ | DVProv/jsps/ pwdngt/
ChangePasswor d. j sp?changePasswor dFor cedLogout =t r ue

Otherwise, the user will not receive a success message after changing
their password.

Using NetlQ Access Manager’s Expired Password Servlet If you
are using NetlQ Access Manager and want to utilize Password
Expiration, then the URL for the Password Expiration Servlet within
NetlQ Access Manager will need to be similar to the following:

http(s)://%erver % %ort % %ont ext % j sps/ pwdngt /
ChangePasswor d. j sp?changePasswor dFor cedLogout =t rue& dp_r et
urn_ur | =<RETURN_URL>&st or e=<STOREI D>&JIn=<USERI D>&act i on=ex
pire

For example:

http://nmyserver.netiq.com | DMProv/j sps/ pwdngt /
ChangePasswor d. j sp?changePasswor dFor cedLogout =t rue& dp_r et
urn_ur | =<RETURN_URL>&st or e=<STOREI D>&JIn=<USERI D>&act i on=ex
pire

This setting gives you the ability to enable or disable the expired
password warning. This feature is useful in configurations where
another product has detected an expired password and already warned
the user prior to redirecting to the ldentity Manager portlets.

This setting gives you the ability to configure the Login to redirect to
https. If you set Using SSL Login to true, then when user goes to the
login.jsp (either directly or through a redirect from NONE SSL page), the
login.jsp page will be presented with https with the SSL port configured
(Server SSL Port). After user logs in, he see the https (SSL) Home

page.
Specifies the SSL port that the User Application is running on.
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Using the Login Page
To use the Login page, you need to know about the following:

+ “How Login Redirects to Other Pages” on page 138
¢ “Using Grace Logins” on page 138

How Login Redirects to Other Pages

At runtime, the Login page redirects to other password pages, depending on what's needed to
complete the login process. Table 5-9 on page 138 directs you to descriptions.

Table 5-9 Login Directions to Other Pages

If the user Login redirects to
Clicks the link Forgot Password Forgot Password page
Needs to set up challenge questions and Challenge response page
responses

Needs to set up a password hint Hint Definition page
Needs to reset an invalid password Change password page

Using Grace Logins

If you use a grace login, the Login page displays a warning message that asks you to change your
password and indicates the number of grace logins that remain. If you are on your last login, the
Login page redirects you to the Change Password page.

Configuring Password Sync Status

Password Sync Status lets users check the progress of the password change process on connected
systems. You can specify a different image to represent each connected system. To set up password
sync status checking:

+ Define the connected applications whose status the user should be able to view during the
synchronization process. You define the connected applications in the Password Sync Status
Application Settings described in Table 5-11 on page 140.

+ Define the settings for the password sync status page displayed to users. These settings are
described in Table 5-10, “Password Sync Status Client Settings,” on page 139.

By default, the User Application Administrator can view the password sync status of other users when
the User Application Administrator accesses the Password Sync Status page. The administrator can
access the sync status for another user by specifying the other user’s DN, then clicking Check Sync
Status.
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In addition to the User Application Administrator, you can define a set of users to perform the Check
Sync Status for other users (for troubleshooting or other purposes). The members of a group called
PasswordManagement are also automatically allowed to view the password synchronization status of
other users. This group does not exist by default. If you choose to create this group, it must be:

+ Named Passwor dManagenent .

+ Given privileges to the Identity Vault. The group must have rights to read the user’s eDirectory
object attribute for users whose password synchronization status they need to view. The system
accesses the DirXML-passwordSyncstatus, the pwdChangedTime, and the DirXML-
Associations attributes.

Table 5-10 Password Sync Status Client Settings

Configuration Setting Description
Password Sync Buffer Time The password sync status checking compares time stamps
(milliseconds) across different Identity Vaults and connected systems. This

buffer time is intended to account for differences between the
system times on these different machines. This time is added
to the time stamp on the user object’s password change
attribute to determine if a change has occurred. It is used like
this:

The Password Sync Status process uses the buffer time as
follows:

+ If the time stamp value (password sync time) in DirXML-
PasswordSyncStatus for the connected system is older
than the last password change time stamp
(pwdChangedTime attribute of user object) + password
sync buffer time, then the status is considered old and
the system continues polling for an updated status for
the connected system.

+ |f the time stamp value in DirXML-PasswordSyncStatus
for the connected system is newer than the last
password change time stamp + password sync buffer
time, then the password sync functionality returns the
status code or message and displays the updated status
of the connected system.

* The last password change time stamp is populated to the
user object after the user’s password change. This
functionality is available in NMAS 3.1.3 and higher.

Image Per Row The number of application images to display per row in the
Identity Self-Service Password Sync Status page.

Individual Application Timeout The amount of time that the Password Sync Status process

(milliseconds) waits for a response for each connected application’s status

before checking for the next one.

All Application Timeout (milliseconds) This value indicates the amount of time allowed for the entire
password sync status process (of all connected systems) to
complete. Before this timeout is reached, the password sync
process continues to poll until all status values are updated or
this timeout is reached. When the timeout status is reached,
the system displays an error message to the user that
indicates that a timeout condition has been reached.
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Configuration Setting

Description

Process Count

The number of times each connected system is checked for

the password sync status.

Pass Phrase

If the DirXML-PasswordSyncStatus contains a password

hash, then the value entered in this field is compared to that
value. If they are not equal, the User Application displays an
invalid hash message.

Application Image Size Limit (bytes)

Lets you set the maximum size (in bytes) of the application

image that can be uploaded. You specify this image in the
Application Image setting described in Table 5-11.

Show Password Sync Status After
Password Change

If this field is set to true, after the user changes a password,
the interface presents the Password Sync Status screen. If

this field is set to false, the Password Sync Status screen is
not displayed after a password change.

The password Sync Status Application Settings are described in Table 5-11.

Table 5-11 Password Sync Status Application Settings

Configuration Setting

Description

Password Synchronization Application Name

Application DirXML-PasswordSyncStatus GUID

Application Image

The name used to describe the connected application.
You can enter the application name in multiple locales.

To add a language (locale):

1. Click Add Language (+).

2. Type the Application Name for the desired
localized languages in the appropriate field.

3. Click Save.

If you do not specify localized application names, the
value specified in the Password Synchronization
Application Name is used.

You can get the driver GUID by browsing the attributes
on the driver object in one of two ways:

+ Click the browse button next to this field. This
browse button obtains only GUIDs of drivers in
the current driverset that the User Application
driver resides in.

+ Use iManager to browse for the driver (use the
General - Other tab, used when modifying the
object) and manually copy and paste the GUID
into this field.

The name of the connected application Image to
upload. The Application Image size can be configured
from the Application Image Size Limit field in the
Password Sync Status Client Settings section.
Supported file types are .bmp, .jpeg, .jpg, .gif, and
.png.
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5.3.5

Configuration Setting Description

Application Filter Optional. Specify an LDAP filter that allows or prohibits
users’ viewing the application name on their Check
Password Synchronization pages.

You can use any standard LDAP filter.

Dependent Driver Optional. Specify any additional driver this application
depends on.

If any driver in the dependent driver chain is not visible
to the user, the driver specified by Application DirXML-
PasswordSyncStatus GUID is also not visible to the
user.

If any driver in the dependent driver chain fails to
check password sync status, the driver specified by
Application DirXML-PasswordSyncStatus GUID also
fails to check password sync status.

You can get the driver GUID by browsing the attributes
on the driver object in one of two ways:

+ Use the object selector button beside the
Dependent Driver field.

This method saves the application driver's fully
distinguished name (FDN). When a user checks
password sync status, this FDN is compared to
the value of the FDN field in the DirXML-
Associations attribute of the user object. If the
two FDNs do not match, this application is not
visible to the user. If there is a match, and if the
DirXML-Associations attribute's driver status field
is not 0 and the driver data field is not null, this
application is visible to the user.

+ Manually enter the GUID for the dependent
driver.

Use this method when this application driver is
not from the current driverset that the User
Application driver resides in. This method does
not save an FDN. When a user checks password
sync status, FDNs are not compared, and this
dependent driver is visible to the user unless you
apply an Application Filter that excludes the user.

Configuring Password Hint Change

This self-service page lets users set up or change their password hints, which can be displayed or e-
mailed as a clue in forgotten password situations.

Requirements

The Password Hint Change requirements are listed in Table 5-12.

Application Configuration 141



Table 5-12 Password Hint Change Requirements

Topic Requirements

Universal Password Does not require Universal Password to be enabled.

Using the Password Hint Change Page

To use the Password Hint Change page, you need to know about the following:
+ “How Password Hint Change Is Used During Login” on page 142
+ “Using Password Hint Change in the User Application” on page 142

How Password Hint Change Is Used During Login

During the login process, the Login page automatically redirects to the Password Hint Change page
whenever users need to set up their password hints. For example, the first time a user attempts to log
in to the application after an administrator assigns the user to a password policy in iManager, the
password policy has forgotten password enabled and has the action set to Email hint to user or Show
hint on page.

Using Password Hint Change in the User Application

By default, the User Application provides users with self-service for changing a password hint.

5.3.6 Configuring Change Password

This self-service page lets users change (reset) their Universal Passwords, according to the assigned
password policy. It uses that policy to display the rules that the new password must conform to.

If Universal Password is not enabled, this page changes the user’s eDirectory (simple) password, as
permitted in the user's Password Restrictions.

There are no Password Change configuration settings.

Requirements

The Change Password page requirements are listed in Table 5-13.

Table 5-13 Change Password Requirements

Topic Requirements

Directory Abstraction Layer configuration No directory abstraction layer configuration is required for
this page.

Password policy This page does not require a password policy, unless you

want to use advanced password rules (with Universal
Password enabled).
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Topic Requirements

Universal Password To use this page for a Universal Password, the setting
Allow user to initiate password change must be
enabled in the Advanced Password Rules of the user's
assigned password policy.

To use this page for an eDirectory (simple) password, the
setting Allow user to change password must be enabled
in the user’s Password Restrictions.

Using the Change Password Page

To use the Change Password page, you need to know about the following:

+ “How Change Password Is Used During Login” on page 143
+ “Using Change Password in the User Application” on page 143

How Change Password Is Used During Login

During the login process, the Login page automatically redirects to the Change Password page
whenever the user needs to reset an invalid password. For example, the first time a user attempts to
log in to an application after an administrator implements a password policy that requires users to
reset their passwords.

The Forgot Password page also redirects to Change Password automatically if the user’s assigned
password policy specifies reset password as the action for forgotten password situations.

Using Change Password in the User Application

By default, the User Application provides users with the password change self-service using the
Change Password page.

NOTE: On Firefox, if you allow the browser to save passwords, you may see a confusing pop-up
message that asks the following question when you confirm a password change: “Would you like to
have password manager change the stored password for <user>?". The user specified in the
message may not be the same as the user who logged into the User Application. This message is
generated by the Firefox password manager. To turn off this message, you need to disable the
password manager in Firefox by deselecting the Remember passwords sites checkbox under
Passwords on the Tools>Options>Security page.
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Page Administration

This section describes how to use the Page Admin page on the Administration of the Identity
Manager user interface.

6.1 About Page Administration

You use the Page Admin page to control the pages displayed in the Identity Manager User
Application and who has permission to access them. The user interface includes two types of pages.

Table 6-1 Page Types

Type of Page Description

Container Container pages wrap shared pages with a consistent look and feel,
corporate branding, and navigation approach.

Shared Shared pages provide a coherent set of content that is used for a specific
purpose (such as updating a user’s profile). They are called shared pages
because they offer services used by multiple people.

6.1.1 About Container Pages

This section introduces you to some container pages that play an important role in the Identity
Manager user interface:

+ “GuestContainerPage” on page 145
+ “DefaultContainerPage” on page 146
+ “Admin Container Page” on page 146

Keep in mind that you can modify these container pages if necessary. You also have the option of
adding your own container pages.

To learn about working with container pages, see Section 6.2, “Creating and Maintaining Container
Pages,” on page 147.

GuestContainerPage

By default, when users arrive at the Identity Manager user interface prior to logging in, they see the
container page named GuestContainerPage.

The GuestContainerPage layout is divided into three regions, which display the following portlets:
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Table 6-2 Layout Regions

Portlet Description

HeaderPortlet Displays the header information and top-level controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared page
to display

Portal Page Controller Displays the shared page that the user has currently selected via the

Shared Page Navigation portlet

DefaultContainerPage

By default, after users log in to the Identity Manager user interface, they go to the container page
named DefaultContainerPage.

The DefaultContainerPage layout is divided into three regions, which display the portlets described in
Table 6-3.

Table 6-3 Default Container Page Portlets

Portlet Description

HeaderPortlet Displays the header information and top-level controls for the user
interface

Shared Page Navigation Displays a vertical menu from which the user can select a shared

page to display

Portal Page Controller Displays the shared page that the user has currently selected via
the Shared Page Navigation portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

After user login, DefaultContainerPage automatically opens the Identity Self-Service in
HeaderPortlet.

Admin Container Page

By default, when User Application Administrators (and other authorized users) click the
Administration tab of the Identity Manager user interface, they go to the container page named
Admin Container Page.

The Admin Container Page layout is divided into two regions, which display the portlets described in
Table 6-4.

Table 6-4 Default Admin Container Page Portlets

Portlet Description
HeaderPortlet Displays the header information and top-level controls for the user
interface
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Portlet Description

Admin List Display Displays a second level of tabs from which the user can select an
administration action to perform

Portal Page Controller Displays a shared page that corresponds to the currently selected
by the user via the Admin List Display portlet

Session Timeout Warning Displays an alert message whenever a user’s session is about to
time out

6.1.2 About Shared Pages

The Identity Manager user interface includes many shared pages, which provide the major content
within its container pages. You can modify these shared pages if necessary. You also have the option
of adding your own shared pages.

To learn about working with shared pages, see Section 6.3, “Creating and Maintaining Shared
Pages,” on page 152.

A Typical Shared Page

As an example of one of these shared pages, Organization Chart is the default shared page that
DefaultContainerPage displays after users log in to the Identity Manager user interface.

The Organization Chart layout consists of just one region, which displays just one portlet (the Org
Chart portlet).

6.1.3 An Exception to Page Usage

In this section, you have seen how these top-level tabs of the Identity Manager user interface are
based on pages:

+ The Identity Self-Service uses the DefaultContainerPage

+ The Administration uses the Admin Container Page

However, the Work Dashboard is based on a different architecture and cannot be manipulated
through Page Admin.

6.2 Creating and Maintaining Container Pages

The process of creating and maintaining container pages involves the following steps:
1 Create a new container page or select an existing container page, as described in Section 6.2.1,
“Creating Container Pages,” on page 148.

2 Add content (in the form of portlets) to the page, as described in Section 6.2.2, “Adding Content
to a Container Page,” on page 150.

You can also delete content from the page, as described in Section 6.2.3, “Deleting Content from
a Container Page,” on page 150.

3 Choose a portal layout, as described in Section 6.2.4, “Modifying the Layout of a Container
Page,” on page 151.
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4 Arrange the order and position of content on the selected layout, as described in Section 6.2.5,
“Arranging Content on the Container Page,” on page 151.

5 Immediately display the new page by specifying the container page URL in your browser, as
described in Section 6.2.6, “Displaying a Container Page,” on page 152.

You can switch layouts for container pages without losing page contents. When you apply a new
layout to a container page, portlets in the page are automatically displayed using the new layout. You
might need to fine-tune the content placement in the new layout.

6.2.1 Creating Container Pages

You can create container pages from scratch or by copying existing pages. This section describes
both procedures.

To create a container page from scratch:

1 On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays.

2 Select the New page action (in the bottom left section of the panel).
An untitled, uncategorized container page is created.

3 Specify the page properties of the container page:
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Property What to do

Page Link Name (URI) Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

My Cont ai ner Page

it appears within the URL like this:

http:// nyappserver: 8080/ 1 DVMProv/ portal / cn/
My Cont ai ner Page

NOTE: The User Application does not support multibyte
characters in the Page Link Name (URI) for a portal page. Multi-
byte characters are supported in the Page Name.

Page Name Specify the display name for the page. For example:

My Cont ai ner Page

Click Localize to specify localized versions of this name for other
languages.

Navigation Priority Specify one of the following:

+ None if you don’t need to assign a priority to this container
page.

+ Set value to assign a priority to this container page, relative
to other container pages. The priority must be an integer
between 0 and 9999, where 0 is the lowest priority and
9999 is the highest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

Default Shared Page See Section 6.5, “Selecting a Default Shared Page for a
Container Page,” on page 158.

Assign Categories Select zero or more of the following categories in which you want
the page to belong:

+ Administration

+ General

Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by
category.

You Cannot Create New Administration Pages The
administrator cannot create new Administration pages. If you
attempt to create a new page in the Administration category, the
page will not be displayed under Application Configuration.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).
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6.2.2

6.2.3

To create a container page by copying an existing page:

1

On the Page Admin page, select Maintain Container Pages.
The Maintain Container Pages panel displays (as shown in the previous procedure).
In the list of container pages, select the page you want to copy.

If the list is long, you can refine it (by category or starting text) to more easily find the desired
page.

Select the Copy page action (in the bottom left section of the panel).

A new container page is created with the name Copy of Ori gi nal PageNane.

Specify the page properties of the container page (as described in the previous procedure).

5 Click save Page (at the bottom of the page properties section).

Adding Content to a Container Page

After you create a container page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other
portlets you have registered.

To add content to a container page:

1

Open a new or existing page on the Maintain Container Pages panel, then click the Select
Content page task (at the bottom of the panel).

The Content Selector displays in a new browser window.

If you want to display a specific category of available content, select a category from the Filter
list.

Select one or more portlets from the Available Content list.

Hold down Control to select multiple non-contiguous portlets from the list; use Shift to make
multiple contiguous selections.

Click Add to move your choices to the Selected Content list.

5 You can click Content Preferences to edit the preferences of any portlet you have selected for

your container page. The preference values you specify take effect for the instance of the portlet
that appears on your page.

Click Save Contents.

Now that you have chosen the content for your container page, you can select a new layout as
described in Section 6.2.4, “Modifying the Layout of a Container Page,” on page 151, or arrange
the content on the current layout as described in Section 6.2.5, “Arranging Content on the
Container Page,” on page 151.

Deleting Content from a Container Page

In the process of creating container pages, you might want to delete content by removing portlets
from a page. You can use the Content Selector or Layout Selector, as described in the following
procedures.

To delete content from a container page using the Content Selector:

1

Open a page on the Maintain Container Pages panel, then click the Select Content page task (at
the bottom of the panel).

The Content Selector displays in a new browser window as shown in Step 1 on page 150.
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2 Select a portlet you want to delete from the Selected Content list and click Remove.
The portlet is removed from the page.
3 Click save Contents.
To delete content from a container page using the Layout Selector:
1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).
The Layout Selector displays in a new browser window, showing the portlets on that page.
2 Click the X button for a portlet you want to remove.
3 When you're prompted for confirmation, click OK.
The portlet is removed from the page.
4 Click save Layout.

6.24 Modifying the Layout of a Container Page

When you modify the layout of a container page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.

To modify the layout of a container page:
1 Open a page on the Maintain Container Pages panel, then click the Select Layout page task (at
the bottom of the panel).
The Portal Layouts list displays in a new browser window.
2 Scroll through the choices and select the layout you want.
3 Click Select Layout.

6.25 Arranging Content on the Container Page

After you have designated the content and layout for your container page, you can position the
content in the selected layout, add other portlets in specific locations, or delete portlets.

1 Open a page on the Maintain Container Pages panel, then click the Arrange Content page task
(at the bottom of the panel).
The Layout Selector displays in a new browser window, showing the portlets on that page.
2 To add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific
steps:
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152

2.6

6.3

Browser What to do

Internet Explorer 1. Move your cursor over the title bar of the portlet until the
cursor changes to a hand shape.

2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.

Mozilla 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.

4 If you want to remove a portlet from the layout, follow these steps:
4a Click the X button for the portlet you want to remove.
4b When you're prompted for confirmation, click OK.
The portlet is removed from the layout.
5 To edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’'s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5c¢ Click Save Preferences.

6 Click save Layout to record your changes and close the Layout Selector.

Displaying a Container Page

You can display your page by going to the container page URL in your browser. Specify the following
URL in your web browser:

http://server:port/|DW war-context/portal/cn/contai ner-page- nane

For example, to display the container page named MyContainerPage:

http:// nmyappserver: 8080/ 1 DMProv/ portal / cn/ MyCont ai ner Page

Creating and Maintaining Shared Pages

The process of creating and maintaining shared pages involves the following steps:

1 Create a new shared page or select an existing shared page, as described in Section 6.3.1,
“Creating Shared Pages,” on page 153.

2 Add content (in the form of portlets) to the page, as described in Section 6.3.2, “Adding Content
to a Shared Page,” on page 155.

You might also want to delete content from the page, as described in Section 6.3.3, “Deleting
Content from a Shared Page,” on page 156.

3 Choose a portal layout, as described in Section 6.3.4, “Modifying the Layout of a Shared Page,
on page 156.

”
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4 Arrange the order and position of content on the selected layout, as described in Section 6.3.5,
“Arranging Content on the Shared Page,” on page 156.

5 Display the new page by entering the shared page URL in your browser, as described in
Section 6.3.6, “Displaying a Shared Page,” on page 157.

Shared Pages and Layouts

Shared pages are not tightly bound to portal layouts. That means you can switch layouts for shared
pages without losing any page contents. When a new layout is applied, any portlets that have been
added to the page are automatically displayed using the new layout. You might need to fine-tune the
content placement in the new layout.

6.3.1 Creating Shared Pages

You can create shared pages from scratch or by copying existing pages. This section describes both
procedures.

To create a shared page from scratch:

1 On the Page Admin page, select Maintain Shared Pages.

2 Select the New page action (in the bottom left section of the panel).
An untitled, uncategorized shared page is created.

3 Specify the page properties of the shared page:
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Property What to do

Page Link Name (URI) Specify the URI name for the page (as it is to appear within the
user interface URL). For example, if you specify the URI:

My Shar edPage

it appears within the URL like this:

http:// myappserver: 8080/ | DMProv/ portal / cn/
MyCont ai ner Page/ MyShar edPage

NOTE: The User Application does not support multibyte
characters in the Page Link Name (URI) for a portal page. Multi-
byte characters are supported in the Page Name.

Page Name Specify the display name for the page. For example:

My Shared Page

You can click Localize to specify localized versions of this name
for other languages.

Navigation Priority Specify one of the following:

+ None if you don’t need to assign a priority to this shared
page.

+ Set value to assign a priority to this shared page, relative to
other shared pages. The priority must be an integer between
0 and 9999, where 0 is the highest priority and 9999 is the
lowest.

Setting priority values is useful if you want to ensure a

particular order when pages are listed by priority, or if you
want to ensure a particular selection when multiple default
pages exist (in the case of a user who belongs to multiple

groups).

Parent Page If you want this shared page to be the child of another shared
page, click Select Parent. Make sure that both the parent and
child pages belong to the same categories (to prevent display
problems).

At runtime, the end user sees this relationship when using the
Shared Page Navigation portlet. When displaying the list of
shared pages, it shows children indented under their parents.

Child pages do not inherit content, preferences, or settings from
their parent pages. Conversely, parent pages do not automatically
display the content of child pages along with their own content.
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6.3.2

Property What to do

Assign Categories Select zero or more of the following categories in which you want
the page to belong:

*

*

*

*

*

*

Administration

Directory Management
General

Guest Pages

Information Management

Password Management

Assigning categories is useful if you want to ensure proper
organization when pages are listed by category, or if you want to
ensure an appropriate subset when pages are filtered by category.

NOTE: Guest Pages is a special category used to identify shared
pages that can be displayed prior to user login but not after.

Description Type text that describes the page.

4 Click Save Page (at the bottom of the page properties section).

To create a shared page by copying an existing page:

1 On the Page Admin page, select Maintain Shared Pages.

The Maintain Shared Pages panel displays as shown in “To create a shared page from scratch:”

on page 153.

2 In the list of shared pages, select the page you want to copy.

If the list is long, you can refine it (by category or starting text) to more easily find the desired

page.

3 Select the Copy page action (in the bottom-left section of the panel).

A new shared page is created with the name Copy of OriginalPageName.

4 Specify the page properties of the shared page as described in “To create a shared page from

scratch:” on page 153.

5 Click save Page (at the bottom of the page properties section).

Adding Content to a Shared Page

After you create a shared page, the next step is to add content by selecting portlets to place on the
page. You can use prebuilt portlets supplied with the Identity Manager User Application or other

portlets you have registered.

1 Open a new or existing page on the Maintain Shared Pages panel, then click the Select Content
page task (at the bottom of the panel).

2 If you want to display a specific category of available content, select a category from the Filter

drop-down list.

3 Select one or more portlets from the Available Content list.

Hold down the Ctrl key to select multiple non-contiguous portlets from the list; use the Shift key
to make multiple contiguous selections.

4 Click Add to move your choices to the Selected Content list.
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5 You can click Content Preferences to edit the preferences of any portlet you have selected for
your shared page. The preference values you specify take effect for the instance of the portlet
that appears on your page.

6 Click Save Contents.

Now that you have chosen the content for your shared page, you can select a new layout as
described in Section 6.3.4, “Modifying the Layout of a Shared Page,” on page 156, or arrange the
content on the current layout as described in Section 6.3.5, “Arranging Content on the Shared Page,”
on page 156.

6.3.3 Deleting Content from a Shared Page

In the process of creating shared pages, you might want to delete content by removing portlets from a
page. You can use the Content Selector or Layout Selector, as described in the following procedures.

1 Open a page on the Maintain Shared Pages panel, then click the Select Content page task (at
the bottom of the panel).
The Content Selector displays in a new browser window.

2 Select a portlet you want to delete from the Selected Content list and click Remove.
The portlet is removed from the page.

3 Click Save Contents.

To delete content from a shared page by using the Layout Selector:

1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at
the bottom of the panel).
The Layout Selector displays in a new browser window, showing the portlets on that page.

2 Click the X button for a portlet you want to remove.

3 When you're prompted for confirmation, click OK.
The portlet is removed from the page.

4 Click Save Layout.

6.3.4 Modifying the Layout of a Shared Page

When you modify the layout of a shared page, existing content is shifted to accommodate the new
layout. In some cases, you might need to fine-tune the end result.

To modify the layout of a shared page:

1 Open a page on the Maintain Shared Pages panel, then click the Select Layout page task (at the
bottom of the panel).

2 Scroll through the choices and select the layout you want.
3 Click Select Layout.

6.3.5 Arranging Content on the Shared Page

After you have designated the content and layout for your shared page, you can position the content
in the selected layout, add other portlets in specific locations, or delete portlets.
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To arrange content on a shared page:
1 Open a page on the Maintain Shared Pages panel, then click the Arrange Content page task (at
the bottom of the panel).
The Layout Selector displays in a new browser window, showing the portlets on that page.
2 If you want to add a portlet to the page:
2a Click Add Content in the desired layout frame.
The Portlet Selector displays in a new browser window.

2b If you want to display a specific category of available content, select a category from the
Filter drop-down list.

2c Select a portlet you want from the Available Content list.
2d Click Select Content.

The Portlet Selector closes and the portlet you selected appears in the target layout frame
of the Layout Selector.

3 If you want to move a portlet to a different location in the layout, follow these browser-specific

steps:
Browser What to do
Internet Explorer 1. Move your cursor over the title bar of the portlet until the cursor
changes to a hand shape.
2. Hold down the left mouse button and drag the portlet to the
desired location in the layout.
Mozilla Firefox 1. Click the portlet you want to move.

2. Click inside the destination layout frame.

The portlet moves to the destination.

4 If you want to remove a portlet from the layout:
4a Click the X button for the portlet you want to remove.
4b When you're prompted for confirmation, click OK.
The portlet is removed from the layout.
5 If you want to edit the preferences of a portlet:
5a Click the pencil button for the portlet you want to edit.
The portlet’'s Content Preferences display in your browser.
5b Change preference values, as appropriate.

The preference values you specify take effect for the instance of the portlet that appears on
your page.

5c¢ Click Save Preferences.

6 Click Save Layout to record your changes and close the Layout Selector.

6.3.6 Displaying a Shared Page

To display your shared page, go to this URL in your Web browser:

http://server:port/|DW war-context/portal/pg/shared-page- nane
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6.4

6.5

For example, to display the shared page named MySharedPage:

http:// nyappserver: 8080/ | DMPr ov/ port al / pg/ MyShar edPage

Setting Default Pages for Groups

You can assign a default container page and a default shared page for any authorized group of users.
These settings affect the container page those users see when they log in and the shared page they
see on the container page.

When users belong to multiple groups with default page assignments, Navigation Priority is used in
determining which container page and shared page to display.

To assign a default container page or a default shared page to a group:

1 Open a page on the Maintain Container Pages panel or the Maintain Shared Pages panel, then
click the Set As Default page task (at the bottom of the panel).
The Page Defaults dialog box displays in a new browser window.

2 Specify values for the following search settings:

Setting What to do
Search for Groups is automatically selected.
Starts with If you want to:

+ Find all available groups, then make this setting blank.

+ Find a subset of those groups, then enter the starting characters of the CN
values you want. (Case is not considered. Wildcards are not supported.)

For example, searching for groups that start with S would narrow your
search results to something like this:

cn=Sal es, ou=gr oups, o=M/Or g

cn=Servi ce, ou=gr oups, o=MyOr g

cn=Shi ppi ng, ou=gr oups, 0o=MyOr g

Searching for groups that start with Se would return:
cn=Servi ce, ou=gr oups, o=MyOr g

3 Click Go.
The results of your search appear in the Results list.

4 Select the groups for whom this page is to be a default, then click the Add (>) button.
Hold down the Ctrl key to make multiple selections.

5 Click Save, then click Close.

Selecting a Default Shared Page for a Container
Page
You can assign a default shared page to each container page you have. The user interface considers

this page assignment when determining what to display.

1 Open a container page on the Maintain Container Pages panel.
2 In the page properties section, look for Default Shared Page and click Select Default.

NetlQ Identity Manager User Application: Administration Guide



The Choose a Default Shared Page dialog box displays in a new browser window.

If the shared page list is long, you can refine it by category or starting text to more easily find the
desired page.

Select a shared page to use as the default for the container page or select None for no default.
5 Click save to accept your selection and close the dialog.

6 Click Save Page (at the bottom of the page properties section).
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7.1

1.2

121

RBPM Provisioning and Security
Configuration

This section describes the tasks that you can perform from the RBPM Provisioning and Security
page.

About RBPM Provisioning and Security
Configuration

The Administration tab now provides a new RBPM Provisioning and Security tab, which replaces the
Provisioning and the Security tab. This incorporates left navigation options that were previously
available on the Provisioning and the Security tab. In addition, it includes several new left navigation
options that give administrators the ability to assign security permissions in accordance with the new
consolidated security model.

Provisioning Configuration

The Provisioning Configuration actions allow you to configure the Delegation and Proxy Service, the
Digital Signature Service, the provisioning user interface settings, and the Workflow Engine and
clustering.

To access the Provisioning Configuration actions, you need to be a Configuration Administrator.
Configuring Delegation and Proxy Settings

Configuring the Delegation and Proxy Service

To configure the Delegation and Proxy Service:

1 Select the RBPM Provisioning and Security tab.
2 Select Delegation and Proxy from the left navigation menu.

The user interface displays the Delegation and Proxy page. To configure the service, you need
to make some changes in the Delegation and Proxy Service Settings box.

3 Checkthe Allow All Requests option if you want to display the All option in the Resource Search
Criteria drop-down list for the Team Delegate Assignments action. When the All option is
available, a delegate assignment can be defined that applies to all resource categories.

4 Define the retention period for delegate, proxy, and availability assignments:
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Field

Description

Retention time for Delegation assignments

Retention time for Proxy assignments

Retention time for Availability settings

Specifies the number of minutes to retain delegate
assignments in the directory after they have
expired. The default is 0, which indicates that the
assignments will be removed after the expiration
time has been reached.

Specifies the number of minutes to retain proxy
assignments in the directory after they have
expired. The default is 0, which indicates that the
assignments will be removed after the expiration
time has been reached.

Specifies the number of minutes to retain availability
settings in the directory after they have expired. The
default is 0, which indicates that the assignments
will be removed after the expiration time has been
reached.

Select the email templates you want to use for delegation, proxy, and availability notifications:

Field

Description

Delegation notification template

Proxy notification template

Availability notification template

Specifies the language-independent name for the
template to use for delegation email notifications.
After the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing email templates,
see Section 10.4, “Working with Email Templates,”
on page 216.

Specifies the language-independent name for the
template to use for proxy email notifications. After
the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing email templates,
see Section 10.4, “Working with Email Templates,”
on page 216.

Specifies the language-independent name for the
template to use for availability email notifications.
After the template name has been specified, the
notification engine can determine which language-
specific template to use at runtime.

For details on creating and editing email templates,
see Section 10.4, “Working with Email Templates,”
on page 216.
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Scheduling Synchronization and Cleanup

To configure the Synchronization and Cleanup Service:

1 Select the RBPM Provisioning and Security tab.

2 Inthe Provisioning Configuration group of actions, select Delegation and Proxy from the left
navigation menu.

The user interface displays the Delegation and Proxy page. To schedule synchronization and
cleanup, you need to make some changes in the Synchronization and Cleanup Service box.

3 To specify how often you want to activate the synchronization service, type the activation interval
(in minutes) in the Synchronization Service Activation Interval field. The default value is 0,
which means that the service is not activated.

When the synchronization service runs, any modifications (or deletions) made to delegate
assignments are synchronized with the corresponding availability settings for the user.

4 To specify how often you want to activate the cleanup service, select Cleanup Service Activation
Interval, then type the activation interval (in minutes). Alternatively, select Cleanup Date and use
the calendar tool to specify the date when you want to activate the service. The default value is
0, which means that the service is not activated.

If no cleanup date is specified, the date is set to null. If no cleanup interval is specified, the
interval is set to 0. When a cleanup date is specified, the interval is set to be 0. When an interval
value other than 0 is specified, the date is set to null. If you check the cleanup interval option
without putting in a number (the default is 0), the interface will show the original cleanup date
after you submit the page, just as if you had not performed a submit.

When the cleanup service runs, all obsolete proxy and delegate assignments are removed from
the system.

If the cleanup service has been activated, the Last cleanup performed field indicates when the last
cleanup was performed.

7.2.2 Configuring the Digital Signature Service

This section provides details on configuring the Digital Signature Service.
To configure the Digital Signature Service:

1 Selectthe RBPM Provisioning and Security tab.
2 Select Digital Signature Service from the left navigation menu.
The user interface displays the Digital Signature Service panel.
3 Perform these steps to configure the Digital Signature Service:
3a Select the Enable Digital Signature Support check box.

If this check box is not selected, users will see an error message when they try to access
any provisioning resource that requires a digital signature.

Before enabling digital signature support, make sure all of the required JARs are present. If
any of the JARs are missing, you will see an error message when you select the check box.
For details on which JARs are required for digital signatures, see Section 2.3, “Digital
Signature Configuration,” on page 52.

3b Select the Use XML Signature check box if you want to use an XML Signature.

3c Optionally select the Enable Signed Document Preview checkbox to allow users to preview
signed documents.
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3d Select the Use Digital Signature as a Service checkbox to configure digital signatures with
the Digital Signature Service.

The service for digital signatures is very easy to configure and manage. Do not deselect this
checkbox, unless you are not ready to upgrade from an older digital signature
implementation, or require the ability to read digital signature cards, since this support is not
available with digital signature as a service.

IMPORTANT: We strongly encourage you to use the digital signature as a service support,
since it is the most reliable and easy-to-use configuration for managing digital signatures.

When you select Use Digital Signature as a Service, the user interface automatically
displays the name of the provider class for signature verification. You cannot edit the class
name if you are using the digital signature service.

3e (Not Required for Digital Signature as a Service) Type the name of the class for your digital
signature service in the Class Name field.

3f (Not Required for Digital Signature as a Service) Optionally specify an entity key in the
Alternative Certificate Subject Virtual Entity Key field. The entity key maps to an entity
defined in the data abstraction layer. The entity provides a calculated attribute that can be
used instead of the LDAP common name to ensure that only authorized users can perform
digital signing. In the Designer, you define the entity, giving the key any name you like. On
the Digital Signature Service configuration panel, you specify the key for the entity you
defined. The alternative subject is an optional feature that you can use to add an extra layer
of protection.

3g (Not Required for Digital Signature as a Service) Select JKS or PKCS as the Key Store Type
for your configuration. The choice depends on how your application will store encrypted
private keys locally. If you want to use the Java Key Store, then select JKS. If you would
prefer to use a language-neutral approach, select PKCS.

3h (Not Required for Digital Signature as a Service) Optionally select the Certificate
Authorization check box to ensure that the authenticated user matches the user associated
with the selected user certificate. When Certificate Authorization is enabled, the current
user is not permitted to use a certificate on the smart card (or browser) that has been given
to a different user.

3i (Not Required for Digital Signature as a Service) Optionally select the Enable Revocation
Check check box to cause the application to check the certificate revocation list (CRL)
before using a certificate to be sure that it is still valid. A certificate might be revoked for
several reasons. For example, the certificate authority might determine that a particular
certificate was improperly issued. Alternatively, the certificate might be revoked if the private
key for the certificate has been lost or stolen.

3j (Not Required for Digital Signature as a Service) Optionally select the Enable OCSP Query
check box to perform a query against an Online Certificate Status Protocol (OCSP) server
before using a certificate. OCSP is an alternative to certificate revocation lists that
addresses problems associated with using CRLs in a public key infrastructure (PKI). The
OCSP access point for the server is specified in the User Application Configuration utility.

4 To view the settings for a previously configured applet, select the applet from the Signature
Applet dropdown list.

5 Perform these steps to add a new signature applet configuration:
5a Click Add.
The user interface makes the fields in the Signature Applet panel editable.
5b Provide a name for this applet configuration in the Display Name field.
5¢ Specify the class ID for the applet in the Class ID field.

NetlQ Identity Manager User Application: Administration Guide



1.2.3

5d Specify the entry of the JAR that contains the applet in the Archive Name field.

5e Specify <context root path> of the Web application that contains the applet archive for the
Context Root. (If the context root points to a different application, always start it with a “/”
character.)

5f Specify the callback name in the Callback Name field.

59 Specify the XML declaration string in the Declaration Template field.

5h Specify the invocation string in the Invocation Template field.

5i Specify the callback function in the Callback Function Template field.

5j Select the browser type (for example, IE 6.0) in the Browser Type select list.
6 Click Save to save your settings.

Configuring the Provisioning Ul Display Settings

This section provides instructions on configuring various user interface settings. Some of the settings
control system-wide behavior within the User Application. Others are specific to the Work Dashboard.

To access the Provisioning Ul Display Settings:

1 Select the Administration tab.
2 Select the RBPM Provisioning and Security tab.
3 Select Provisioning Ul Display Settings from the left navigation menu.

The user interface displays the Provisioning Ul Display Settings page. To configure the display
settings for the Work Dashboard, you can make changes in the Task Settings and Request
Status Settings box, which appear after the General Display Settings.

After you change the settings, you must restart JBoss in order for the changes to take effect.

Configuring the General Display Settings

The Administration tab in the User Application provides several settings you can use to control how
result sets are processed and displayed on pages within the application. To configure the settings for
result sets and pagination:

1 Onthe Provisioning Ul Display Settings page, scroll down to the General Display Settings
section of the page.

2 Modify any of the following settings, and click Save.

Setting Description

Default number of results displayed per page Specifies the default number of rows to display in
lists shown on the Roles and Resources tab.

When a user initiates a query on any of the pages
listed above, the User Application caches the data
obtained by the query, and returns the number of
rows specified for this setting to the browser. Each
time the user requests to see the next page, another
set of rows is returned from the cache.

The default value for this setting is 25.
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Setting

Description

Options for number of results displayed per
page (use spaces to separate values)

Threshold for browser-based sorting and
filtering

Allows you to specify additional values that the user
can select to override the default number of rows
displayed on the My Roles, View Request Status,
Browse Role Catalog, and Manage Role
Relationships pages. The list of values you type
must be separated by spaces.

Note that the number specified in the Default
number of results displayed per page control is
always included in the list of values for the user to
select.

The default value for this setting is 5 10 50 100 500.

NOTE: This setting also applies to the Team Tasks
page on the Work Dashboard tab and to the Object
Selector. The default number of rows displayed on
the Team Tasks page and in the Object Selector,
however, is not controlled by the Default number of
results displayed per page setting. The default
number of rows for team tasks is set at 5, and the
default number of rows for the Object Selector is set
at 10.

Specifies the maximum amount of memory
(expressed in rows) for the client browser to use for
sorting and filtering. If you specify a very high value,
client-side sorting and filtering will be very fast, but
an excessive amount of memory might be used on
the client. If you specify a very low value, the client-
side memory usage might be low, but sorting and
filtering might also be too slow.

This setting applies only if the size of the result set
is less than or equal to the threshold value. If the
size of the result set is larger than the threshold
value specified, sorting and filtering operations are
performed on the server.

The default value for this setting is 1000.

Configuring the Task Settings

To configure the administrative settings for the Tasks list on the Work Dashboard:

1 Scroll down to the Task Settings box.

2 To specify whether you want the Task List to be displayed when users first open the dashboard,
select either the Yes or No radio button for the Expand Task List in default view of Work

Dashboard option.

3 To set the default sort column for the task list, pick the column in the Task Notifications List
default sort field. Indicate whether the sort order will be ascending or descending by selecting or

deselecting the Descending checkbox.

The default sort column is required in the task list display. When you select a default sort column,
this column is automatically added to the User default columns list.

To allow the user to override the default sort column and sort order, click the the Allow user to

override checkbox.
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4 To include a column in the task list, select it in the Available Columns list box, and drag them to
the User default columns list box. To remove a column, select it in the User default columns list
box and drag it to the Available Columns list box. You can select multiple columns to include or
exclude by using the Ctrl or Shift key while clicking on the columns.

To allow the user to override the column selections you've made, click the Allow user to override
checkbox. When you click this checkbox, the user interface displays the Available columns for
User override list box. Any columns you add to the Available columns for User override list box
are included in the Available columns list that the user sees on the Work Dashboard. To allow
the user to override the default column list, select and drag one or more columns to the Available
columns for User override list box from either the User default columns list box or the Available
Columns list box. When you add a column to the Available columns for User override list box,
that column is automatically removed from the list box from which you dragged it.

5 To specify how the task details should be displayed when the user clicks on a task, select one of
the following options:

Option Description

In line with list Displays the details within the Task Notifications list,
directly under the task selected.

This is the default.

In modal dialog Displays the details in a separate dialog box that
must appears on top of the Task Notifications list.
After viewing the details for a task, the user needs to
close the dialog to see the list again.

6 To allow the user to claim a task automatically by simply opening the task details, select yes for
the Auto-claim when opening Task Details option. When this option is set to no, the user must
explicitly select Claim to claim a task.

Configuring the Request Status Settings

To configure the administrative settings for the Request Status list on the Work Dashboard:

1 Scroll down to the Request Status Settings box.

2 To set the default sort column for the request status list, pick the column in the Request Status
List default sort field. Indicate whether the sort order will be ascending or descending by
selecting or deselecting the Descending checkbox.

The default sort column is required in the request status list display. When you select a default
sort column, this column is automatically added to the User default columns list.

To allow the user to override the default sort column and sort order, click the the Allow user to
override checkbox.

3 Toinclude a column in the request status list, select it in the Available Columns list box, and drag
them to the User default columns list box. To remove a column, select it in the User default
columns list box and drag it to the Available Columns list box. You can select multiple columns
to include or exclude by using the Ctrl or Shift key while clicking on the columns.

To allow the user to override the column selections you've made, click the Allow user to override
checkbox. When you click this checkbox, the user interface displays the Available columns for
User override list box. Any columns you add to the Available columns for User override list box
are included in the Available columns list that the user sees on the Work Dashboard. To allow
the user to override the default column list, select and drag one or more columns to the Available
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columns for User override list box from either the User default columns list box or the Available
Columns list box. When you add a column to the Available columns for User override list box,
that column is automatically removed from the list box from which you dragged it.

4 To specify how the request status details should be displayed when the user clicks on one of the
items requested, select one of the following options:

Option Description

In line with list Displays the details within the Request Status list,
directly under the request selected.

This is the default.

In modal dialog Displays the details in a separate dialog box that
must appears on top of the Task Notifications list.
After viewing the details for a task, the user needs to
close the dialog to see the list again.

Configuring the Workflow Engine and Cluster Settings

This section provides instructions on configuring the Workflow Engine and on configuring cluster
settings. These settings apply to all engines in the cluster. When any of these settings are changed,
other engines in the cluster will detect these changes in the database and use the new values. The
engines check for changes to these settings at the same rate as specified by the pending process
interval.

When the workflow engine starts up it checks to see if its engine ID is already in use by another node
in the cluster. When this is the case, the workflow engine checks the cluster database to see if the
status of the engine is SHUTDOWN or TIMEDOUT. If it is, the workflow engine starts. If the status is
STARTING or RUNNING, the workflow engine logs a warning, then waits for a heartbeat time out to
occur. If the heartbeat time out occurs, that means that the other workflow engine with the same ID
was not shut down properly, so it's safe to start. If the heartbeat timer is updated, that means another
workflow engine with the same ID is running in the cluster, so the workflow engine cannot start. You
can specify the heartbeat time out (the maximum elapsed time between heartbeats before a workflow
engine is considered timed out) by setting Heartbeat Interval and Heartbeat Factor. For more
information about configuring these settings, see “Configuring the Workflow Cluster” on page 170.

The process cache settings and heartbeat settings require a server restart to take effect.

Configuring the Workflow Engine

To configure the Workflow Engine settings:

1 Select the Provisioning tab.
2 Select Engine and Cluster Settings from the left navigation menu.

The user interface displays the Workflow Configuration Settings page. To configure the engine,
you need to make some changes in the Workflow Engine box.

3 To change an engine setting, click the target field for the setting and type the new value. The
engine settings are described below:

Engine Setting Description

Email Notification (per workflow Enables or disables email notifications for the entire workflow engine.
engine) Defaults to enabled.
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Engine Setting

Description

Web Service Activity Timeout
(minute)

User Activity Timeout (hour, 0
for no timeout)

Completed Process Timeout
(day)
Completed Process Cleanup

Interval (hour)

Pending Process Interval
(second)

Retry Queue Interval (minute)

Maximum Thread Pool Size

Minimum Thread Pool Size

Initial Thread Pool Size

Thread Keep Alive Time
(second)

Process Cache Load Factor

Process Cache Initial Capacity

Specifies the default Web Service activity timeout in minutes. The
default is 50 minutes.

Specifies the default user activity timeout. The default is O days,
which indicates no timeout.

Specifies the number of days that a completed process state is kept
in the workflow database system. The default is 120 days.

Specifies how often the engine checks for and removes completed
processes that have been in the workflow database system for longer
than the completed process timeout. The default is 12 hours.

User activities that are executed on an engine which the process is
not bound to are put into a pending state. This interval specifies how
often to check for pending activities in order to continue their
execution. The default is 30 seconds.

Activities that fail because of suspected database connectivity issues
are put on a retry queue. This interval specifies how often the engine
attempts to retry these activities. The default is 15 minutes.

The maximum number of threads that the engine uses to execute
activities. The default is 20.

The minimum number of threads that the engine uses to execute
activities. When a thread is requested and fewer than the minimum
are in the pool, a new thread will be created even if there are idle
threads in the pool. The default is 10.

Number of prestarted threads in the pool when it is created. The
default is 5.

If the pool is larger than the minimum size, excess threads that have
been idle for more than the keep alive time will be destroyed. The
default is 5 minutes.

The load factor specifies how full the cache is allowed to get before
increasing its capacity. If the number of entries in the cache exceeds
the product of the load factor multiplied by the current capacity, then
the capacity is increased. The default is 0.75.

The process cache is backed by a hash map. The capacity is the
number of buckets in the hash map. The initial capacity is the number
of buckets at the time the cache is created. The default is 700.
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Engine Setting Description

Process Cache Maximum Before adding a process to the cache, if the number of processes in

Capacity the cache equals or exceeds the Process Cache Maximum Capacity,
the cache attempts to remove the oldest inactive process from the
cache. The maximum capacity is a soft limit, so the number of
processes in the cache might exceed the Process Cache Maximum
Capacity if there are no inactive processes (only active processes) in
the cache.

A good value for this setting should be less than product of the
Process Cache Initial Capacity and the Process Cache Load Factor.
This gives the cache a chance to remove older inactive processes
from the cache before having to increase its capacity.

Take the following example:

Process Cache Initial Capacity = 700;
Process Cache Load Factor =.75;
Process Cache Maximum Capacity = 500;
Number of processes in cache = 500;

In this case, the number of processes in the cache that will trigger the
cache to grow its capacity and perform a rehash would be 525,
because the Initial capacity multiplied by the load factor is equal to
525.

In this example, when there are 500 processes in the cache, the
cache is approaching the point where it must increase its size and
perform a rehash, which is at 525 processes. When another process
is added to the cache, the engine attempts to remove the least
recently used inactive process instead of letting the cache get closer
to 525 processes.

The default is 500.

Maximum Engine Shutdown The engine attempts to shutdown gracefully. When shutting down it

Timeout (minute) stops queuing new activities for execution and attempts to complete
any activities already queued. This timeout specifies the maximum
time that the engine waits for all queued activities and threads
executing activities to complete. If this time is exceeded, the engine
halts processing of queued activities and attempts to stop all threads
executing activities. The default is 1 minute.

Configuring the Workflow Cluster

To configure the Workflow Cluster settings:

1 Select the Provisioning tab.
2 Select Engine and Cluster Settings from the left navigation menu.

The user interface displays the Workflow Configuration Settings page. To configure cluster
settings, you need to make some changes in the Workflow Cluster box.
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Wworkflow Cluster

taodify amy of the settings below to change the current cluster configuration, Review the list of each workflow engine in
the cluster for engine 10 and engine stateall fields are required

Heartbeat Interval [second, minimum
60):

60

Heartbeat Factor (minimum 2): 2
Engine ID[Read Cnly) Engine State(Read Cnly)
ERGINE Runming

3 To change a cluster setting, click the target field for the setting and type the new value. The
cluster settings are described below:

Cluster Setting Description

Heartbeat Interval (second, minimum 60) Specifies the interval at which the workflow engine’s
heartbeat is updated.

When the workflow engine starts up, it detects if its
engine ID is already being used by another node in
the cluster and refuses to start if the ID is in use.
The User Application database maintains a list of
engine IDs and engine states. If an engine crashes
and is restarted, its last state in the database
indicates that it is still running. The workflow engine
therefore uses a heartbeat timer, which writes
heartbeats at the specified interval, to determine if
an engine with its 1D is still running in the cluster. If
it's already running, it refuses to start.

The minimum value for the heartbeat interval is 60
seconds.

Heartbeat Factor (minimum 2) Specifies the factor that is multiplied with the
hearbeat interval to arrive at the heartbeat timeout.

The timeout is the maximum elapsed time permitted
between heartbeats before an engine will be
considered timed out.

The minimum value for the heartbeat factor is 2.

Administrator Assignments

The Administrator Assignments page allows you to assign users, groups, and containers to
administrative roles. An administrator assignment specifies a domain type (Security, Provisioning,
Role, Resource, Configuration, and Compliance), as well as a set of permissions for the assignment.

The Administrator Assignments page is accessible to the following users:
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Table 7-1 User Access to the Administrator Assignments Page

User Capabilities

Security Administrator Can perform all operations on the Administrator
Assignments page.

Other Domain Administrators Can view administrator assignments and request
assignments (or revoke assignments) for the domain
over which this user has authority. He/she cannot view
assignments or request assignments within another
domain.

Delegated administrators of a domain have no access to this page.

The permissions for an administrator assignment define the actions that administrators can take on a
particular scope of object instances within the domain type selected. For example, if you select the
Role domain as the domain type for an assignment, the permissions determine what actions the
administrators can take on the set of role instances selected as the scope for the assignment. These
permissions might specify, for the selected scope of roles, that administrators can perform actions
such as assigning roles to users, viewing role assignments, and reporting on role assignments.

Changing the Default Administrator Assignments The default administrator assignment settings
are established at the time the User Application driver is initialized. After the driver has been
initialized, you can change the default settings on the Administrator Assignments page, as long as
your “admin” user account still exists. If the account has been deleted, deactivated, or moved to a
different location, you will not be able to login to make the new assignments. In this case, you need to
reset the values in the configupdate utility and delete the initialization property in the User Application
Driver. Here are the basic steps you need to follow to do this:

1. Change the administrator assignment values in the configupdate utility.

2. Delete the initialization parameter in the User Application Driver.

3. Restart the User Application Driver and the Roles and Resources Driver.

4

. Restart the User Application.

For complete details, see Section 2.11, “Changing the Default Administrator Assignments After
Installation,” on page 72.

Viewing Administrator Assignments

To view existing administrator assignments:

1 Select Administrator Assignments on the RBPM Provisioning & Security tab.

The Administrator Assignments page displays the list of administrator assignments currently
defined.

Creating New Assignments

To define a new administrator assignment;

1 Click the Assign button at the top of the Administrator Assignments display.
The New Administrator Assignment dialog displays.
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2 Select one of the following domains:

+ The Compliance domain defines rights to launch attestation requests and view the status of
attestation requests.

+ The Configuration domain defines rights to configure access to User Application header
tabs and navigation items.

+ The Provisioning domain defines rights to launch and retract process requests, manage
addressee tasks, and configure delegate, proxy, and availability settings.

+ The Reports domain defines report permissions, which include the ability to use the Identity
Manager Reporting tool.

NOTE: To access the existing role and resource reports, a user who is a Report
Administrator must be assigned as Role or Resource Manager, and be given the Report on
Role or Report on Resource permission for a specific role or resource, or for all roles or
resources.

+ The Resource domain defines rights to manage resources, assign, revoke, and report on
resources, as well as rights to configure resource settings and bind entitlements.

+ The Role domain defines rights to manage roles and SoDs, assign, revoke, and report on
roles, as well as rights to configure role settings.

+ The Security domain defines rights to manage User Application security, such as assign
and revoke domain administrators, domain managers, and teams.

The domain determines what types of objects the administrator can act on. An administrator
assignment can only be associated with a single domain.

NOTE: If a particular user has been designated as a manager of a team, NetlQ recommends
that this user should not also be designated as a domain administrator for the domain associated
with the team.

To see a description of a particular domain, click the Info icon to the right of the Domain list.
3 Specify one of the following choices for the Type of Assignment:
+ User
¢ Group
+ Container
+ Role
4 Select the users (or groups, containers, or roles) in the Select Users field.

The label for the control, and the objects available for selection, vary according to the type of
assignment you've specified.

5 Select an Effective Date for the assignment. This date (and time) determines when the
permissions are enabled for the assignment.

6 Select an Expiration Date for the assignment. This date (and time) determines when the
permissions are disabled for the assignment.

7 To give the administrator full permissions for the selected domain, click the All Permissions
checkbox.

When the All Permissions checkbox is checked, the assignment creates a Domain
Administrator. When it is unchecked, the assignment creates a Delegated Administrator.

When the domain selected is Security, Configuration, Compliance, or Reports, the assignment
automatically gives full permissions for the selected domain, and the All Permissions checkbox
is not displayed.
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10

NOTE: When a user is assigned a Compliance Administrator role, the user interface shows two
rows in the Administrator Assignments page, one for the Compliance Administrator role, and one
for a Provisioning Manager role with no permissions visible. Note that this latter row should not
be removed. If the row is removed, the user assigned to be Compliance Administrator will not be
able to launch attestation requests successfully. The Compliance Administrator role is
automatically given rights to initiate and retract attestation provisioning requests. For this reason,
the Provisioning Manager role is required.

Click save to preserve your administrator assignment settings.

If the domain for the assignment is Provisioning, Role, or Resource domain, and you've
unchecked the All Permissions checkbox, the Permissions section is added to the page.

To define the permissions, click New.

This interface shows controls that apply to the domain selected for the assignment. These
controls allow you to specify which objects are within the scope of the assignment and which
permissions administrators have with respect to these objects.

Follow these steps to define permissions for an assignment that uses the Provisioning domain:

10a To include all provisioning request definitions, click the All Provisioning Request Definition
button.

10b To select provisioning request definitions individually, choose the Select Provisioning
Request Definition radio button, and use the Object Selector to pick one provisioning
request definition at a time.

NOTE: If you select All Provisioning Request Definitions, and define a permission at this
level, and then try to define the same permission for a particular provisioning request
definition, the Administration Assignment page will not create the permission for the
provisioning request definition, since it has already been defined at a higher level. In
general, a permission will not be set on a lower level object if it has been already defined for
a higher level object. However, if it is defined on a lower level object first, the same
permission can be set on a higher level set of objects as well.

10c Once you've defined the scope, choose the permissions you want to allow for each object
by selecting the object and picking the desired permissions in the list on the right side of the
dialog.

Permission Description

Initiate PRD Allows the user to initiate the selected
provisioning requests.

NOTE: The Initiate PRD permission has no effect
on the behavior of the NetlQ-installed PRDs for
resources, roles, and attestation within the User
Application, since these PRDs cannot be initiated
directly from the User Application. However, this
permission does control whether these PRDs can
be initiated from a SOAP call.

Retract PRD Allows the user to retract the selected
provisioning requests when they are in progress.

View Running PRD Allows the user to view the selected provisioning
requests when they are in progress.
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Permission Description

Configure Delegate Allows the user to configure delegate
assignments for the selected provisioning
requests.

Manage Addressee Task Allows the user to manage tasks associated with

the selected provisiong requests that have been
addressed to other users.

When this permission is enabled, Domain and
Delegated Administrators can manage tasks for
all users, including addresses and recipients.
Team Managers are able to manage tasks for
addressees, but not for recipients.

Configure Availability Allows the user to configure availability for tasks
associated with the selected provisioning
requests.

10d Inthe Add User Application Driver Permissions section of the page, optionally select the
Configure Proxy permission to allow the selected user(s) to configure proxy assignments.
This setting applies to the driver as a whole.

10e Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions, click Refresh.
11 Follow these steps to define permissions for an assignment that uses the Role domain:

11a To include all roles in all levels in the roles hierarchy, choose All Role Levels in the Role
Level control.

To include all roles at a particular level in the role hierarchy, choose one of the following
levels:

+ Business Role
* |IT Role
* Permission Role

To include all roles in a particular sub container under the selected role level, use the Object
Selector to select the sub container.

11b To select roles individually, choose Select Roles radio button, and use the Object Selector
to pick one or more roles.

11c Once you've defined the role scope, choose the permissions you want to allow for each
object by selecting the object and picking the desired permissions in the list on the right side

of the dialog.
Permission Description
Create Role Allows the user to create roles.

This permission is hidden when a particular role
is selected.
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Permission Description

Delete Role Allows the user to delete the selected roles.
This setting applies only at the container level.

At installation time, no user has the ability to
delete system roles. However, the administrator
may grant user access to the system roles. The
permission to delete roles should not be given for
the RoleConfig, Level20, and System roles
containers. Also, in general, you should not set
permissions on those containers, because
permissions on these containers will be
propagated to the system roles. Instead, you
should create role subcontainers under the role
level container and set permissions on each
subcontainer.

Update Role and Role Relationship Allows the user to update the selected roles and
modify role relationships.

This setting applies only at the container level.
View Role Allows the user to view the selected roles.
This setting applies only at the container level.

Assign Role To User Allows the user to assign users to the selected
roles.

IMPORTANT: Only the Security Administrator
can assign system roles on the Work Dashboard
tab and the Roles and Resources tab.

Revoke Role From User Allows the user to revoke user assignments for
the selected roles.

Assign Role To Group And Container Allows user to assign groups and containers to
the selected roles.

Revoke Role From Group And Container Allows the user to revoke group and container
assignments for the selected roles.

Report On Role Allows the user to generate reports that provide
information about the selected roles.

11d To include all separation of duties constraints, choose All Separation of Duties Constraints
radio button.

1le To select separation of duties constraints individually, choose Select Separation of Duties
Constraint radio button, and use the Object Selector to pick one or more constraints.

11f Once you've defined the separation of duties scope, choose the permissions you want to
allow for each object by selecting the object and picking the desired permissions in the list
on the right side of the dialog.
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11h

Permission Description

Create SoD Allows the user to create separation of duties
constraints.

This permission is hidden when a particular SoD
constraint is selected.

Update SoD Allows the user to update the selected separation
of duties constraints.

Delete SoD Allows the user to delete the selected separation
of duties constraints.

View SoD Allows the user to look at the selected separation
of duties constraints.

Report On SoD Allows the user to generate reports that provide
information about the selected separation of
duties constraints.

In the Add Role Configuration Permissions section of the page, optionally select the
Configure Roles Settings permission for the configuration object.

This setting controls access to the Configure Role and Resource Settings page on the
Roles and Resources tab. To access this page, the user must have the Configure Roles
Settings permission as well as the Configure Resource Settings permission, which is given
through a Resource Manager (or Resource Administrator) assignment. If a user does not
have both of these permissions, the Configure Roles and Resource Settings page displays
read-only information, and cannot be edited.

Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions, click Refresh.

12 Follow these steps to define permissions for an assignment that uses the Resource domain:

12a To include all resources, click the All Resources button.

12b

12¢

To select resources individually, choose the Select Resources radio button, and use the
Object Selector to pick one or more resources.

Once you've defined the resource scope, choose the permissions you want to allow for
each object by selecting the object and picking the desired permissions in the list on the
right side of the dialog.

Permission Description

Create Resource Allows the user to create resources.

This permission is hidden when a particular
resource is selected.

Delete Resource Allows the user to delete the selected resources.

Update Resource Allows the user to update the selected resources.

View Resource Allows the user to view the selected resources.

Assign Resource Allows the user to assign users to the selected
resources.
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12g

12h

Permission Description

Revoke Resource Allows the user to revoke user assignments for
the selected resources.

Report On Resource Allows the user to generate reports that provide
information about the selected resources.

To include all drivers for entitlements, click the All Drivers radio button.

To select drivers individually, choose the Select Driver radio button, and use the Object
Selector to pick a resource.

Once you've defined the driver scope, optionally select the Bind Entitlement permission to
allow the selected user(s) to bind resources to entitlements. To allow the user to generate
reports on entitlements, optionally select the Report On Entitlement permission.

In the Add Resource Configuration Permissions section of the page, optionally select the
Configure Resources Settings permission for the configuration object.

This setting controls access to the Configure Role and Resource Settings page on the
Roles and Resources tab. To access this page, the user must have the Configure
Resources Settings permission as well as the Configure Roles Settings permission, which
is given through a Role Manager (or Role Administrator) assignment. If a user does not
have both of these permissions, the Configure Roles and Resource Settings page displays
read-only information, and cannot be edited.

Click Save to save the permissions for the assignment.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the assignment, click Refresh.

13 Click Save to save the assignment and permissions.

7.3.3 Editing an Existing Assignment

To edit an existing administrator assignment:

1 Select a previously defined assignment and click Edit.

2 Make your changes to the administrator settings and click Save.

7.3.4 Deleting Assignments

To delete an assignment:

1 Select a previously defined assignment and click Edit.

7.35 Refreshing the Assignment List

To refresh the list of administrator assignments:

1 Click Refresh.
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7.4.1

Team Configuration

The Team Configuration page allows you to create teams and define permissions for these teams. A
team definition specifies a domain type (Provisioning, Role, or Resource), as well as a set of team
members and managers. The Team Configuration page is accessible to the following users:

Table 7-2 User Access to the Team Configuration Page

User Capabilities

Security Administrator Can perform all operations on the Team Configuration
page.

Other Domain Administrators Can define a team for the domain over which the

administrator has authority.

Team Manager Can view a team definition for which he/she is
configured to be the manager. When a team manager
edits a team, the team definition itself is read-only,
because the team manager cannot modify the team
configuration.

The members of a team can be specified individually as a set of users, groups, or containers, or can
be defined based on a business relationship, such as the Manager-Employee relationship.
Alternatively, the team member list can include all users within the container.

When a team definition includes a container or group in its membership list, the User Application
expands the list within the container or group to show the users within the container or group.
Therefore, the User Application only allows the team manager to specify a particular user within the
container or group as the recipient for a team request; the team manager is not permitted to specify a
container or group as the recipient for a team request.

The managers for a team can be a one or more users or groups. When you define a team, you can
specify whether you want the team managers to also be members of the team.

The permissions for a team define the actions that team members can take on a particular scope of
object instances within the domain type selected for a team. For example, if you select the Role
domain as the domain type for a team, the team permissions determine what actions the members
can take on the set of role instances selected as the scope for the team. These permission might
specify, for the selected scope of roles, that members can perform actions such as assigning roles to
users, viewing role assignments, and reporting on role assignments.

Viewing Team Configurations

To view existing team configurations:

1 Select Team Configuration on the RBPM Provisioning and Security tab.
The Team Configuration page displays a list of team configurations currently defined.

Filtering the Team List

1 Click the Display Filter button in the upper right corner of the Resource Catalog display.
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Display Filter

2 Specify a filter string for the team name or description in the Filter dialog, or select a particular
domain, and click Filter:

3 To remove the current filter, click Reset.

Setting the Maximum Number of Rows on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:.

Scrolling within the Team List

1 To scroll to another page in the resource list, click on the Next, Previous, First or Last button at
the bottom of the list.

Sorting the Team List

To sort the team list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new sort column. When the
sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.
The default sort column is the Resource Name column.

If you override the default sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).

When you modify the sort order for the task list, your preference is saved in the Identity Vault along
with your other user preferences.

Creating New Teams

To define a new team:

1 Click the New button at the top of the Team Configuration display.
The New Team dialog displays.
2 Select one of the following domains:
+ Provisioning Domain
+ Role Domain
+ Resource Domain

The domain determines what types of objects the team members can act on. Ateam can only be
associated with a single domain.
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NOTE: If a particular user has been designated as a domain administrator, NetlQ recommends
that this user should not also be designated as a manager of a team for the same domain for
which the user is a domain administrator.

3 Provide a name and description for the team.
4 In the Managers control, select the users and groups that will be managers of the team.
5 Inthe Members control:

5a Indicate whether the managers will also be members of the team by selecting or deselecting
the Also include selected managers in members list checkbox.

5b Define the members of the team by selecting one of the following radio buttons:

Option Description
All Users Includes all users in the container.
Relationship Includes all users that have a relationship with

the users in the Managers list. For example, if
you select the Manager-Employee relationship,
the members report directly to the users in the
Managers list.

Select Members Includes the users, groups, and containers you
select.

6 Click Save to preserve your team configuration settings.

Once you've saved a team, the Permissions section is added to the page, and the Team
Permissions Configuration interface is displayed.

The Team Permissions Configuration interface includes buttons for adding new permissions,
deleting permissions and refreshing the display. The Permissions section of the page does not
include an Edit button because the details associated with each permission are shown in the
Permissions list. If a particular team permission is not properly defined, you can simply delete the
permission and add a new one in its place.

7 To define the permissions for the team, click New.

This interface shows controls that apply to the domain selected for the team. These controls
allow you to specify which objects are within the scope of the team and which permissions team
members have with respect to these objects.

8 Follow these steps to define permissions for a team that uses the Provisioning domain:

8a To include all provisioning request definitions, click the All Provisioning Request Definition
button.

8b To select provisioning request definitions individually, choose the Select Provisioning
Request Definition radio button, and use the Object Selector to pick one or more
provisioning request definitions:.

8c Once you've defined the scope for the team, choose the permissions you want to allow for
each object by selecting the object and picking the desired permissions in the Permissions
control.

The provisioning permissions are the same for team configurations as for RBPM
administrator assignments. See Step 10c on page 174 for details on the provisioning
permissions.
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8d To define permissions that apply to the User Application driver as a whole, open the Add
User Application Driver Permisions section of the page and select the permissions you
want to allow with this assignment.

8e Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the team, click Refresh.
9 Follow these steps to define permissions for a team that uses the Role domain:

9a To include all roles in all levels in the roles hierarchy, choose All Role Levels in the Role
Level control.

To include all roles at a particular level in the role hierarchy, choose one of the following
levels:

¢ Business Role
+ |IT Role
* Permission Role

To include all roles in a particular sub container under the selected role level, use the Object
Selector to select the sub container.

9b To select roles individually, choose Select Roles radio button, and use the Object Selector
to pick one or more roles.

9c Once you've defined the role scope for the team, choose the permissions you want to allow
for each object by selecting the object and picking the desired permissions in the
Permissions control.

The following role permissions are supported in team configurations:
+ View Role
+ Assign Role
+ Revoke Role
+ Assign Role to Group and Container
+ Revoke Role from Group and Container

These role permissions have the same behavior as for RBPM administrator assignments.
See Step 11c on page 175 for details on these role permissions.

9d Click Save to save the permissions for the selected objects or containers.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the team, click Refresh.
10 Follow these steps to define permissions for a team that uses the Resource domain:
10a To include all resources, click the All Resources button.

10b To select resources individually, choose the Select Resources radio button, and use the
Object Selector to pick one or more resources.

10c Once you've defined the resource scope for the team, choose the permissions you want to
allow for each object by selecting the object and picking the desired permissions in the
Permissions control.

The following resource permissions are supported in team configurations:
+ View Resource
+ Assign Resource
+ Revoke Resource
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1.4.4

7.4.5

7.5

These resource permissions have the same behavior as for RBPM administrator
assignments. See Step 12c on page 177 for details on these resource permissions.

10d Click Save to save the permissions for the team.
To delete a permission, select the permission and click Delete.
To refresh the list of permissions for the team, click Refresh.

11 Click Save to save the team configuration and team permissions.

Editing an Existing Team
To edit an existing team:

1 Select a previously defined team and click Edit.

When a team manager edits a team, the team definition itself is read-only, because the team
manager cannot modify the team configuration.

2 Make your changes to the team settings and click Save.

Deleting Teams

To delete an existing team:

1 Select a previously defined team and click Delete.

Refreshing the Team List

To refresh the list of teams:

1 Click Refresh.

Navigation Access Permissions

The Navigation Access Permissions page allows you to set the access permissions for some of the
navigation items within the User Application. It allows you to control access to three of the main
header tabs with the application: Roles and Resources tab, Identity Self-Service tab, and Work
Dashboard tab. In addition, it allows you to define permissions for lower-level navigation items within
the Provisioning and Security, Roles and Resources, and Work Dashboard areas of the application.

NOTE: The Compliance and Administration tabs cannot be configured through the Navigation
Access Permissions page. The Compliance tab is only visible to Compliance Administrators, and the
Administration tab is only visible to Security Administrators, Domain Administrators (such as the Role
Domain Administrator and Resource Domain Administrator), and Configuration Administrators.

To define navigation access permissions:

1 Select Navigation Access Permissions on the RBPM Provisioning & Security tab.
The Navigation Access Permissions page displays.

2 Click on the Name drop-down list to see the navigation items for which you can define
permissions.

The navigation areas appear in bold. Within each area, you can see the items.
3 Select the navigation item for which you want to define permissions.
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4 Select one or more trustees for the navigation item. When a trustee logs on to the User
Application, the navigation item is displayed. Otherwise, the navigation item is hidden. You can
add users, groups, roles, and containers as trustees.

Each navigation item has a set of default trustees that is suitable for the services that can be
accessed through the navigation item. Most of the navigation items listed are self-explanatory.
For those items that require additional explanation, you can find details below.

Make a Process Request By default, the Make a Process Request navigation item is shown on
the Work Dashboard. To hide the Make a Process Request item, remove all trustees for this
item. If you remove all trustees, only Configuration Administrators will be able to see the item. To
show the Make a Process Request item on the Work Dashboard again, select Make a Process
Request and choose the users, groups, roles, or containers that you want to be able to access
the item.

Assign Resource Controls whether you see the Assign button on the Resource Assignments
section of the Work Dashboard. The root container is specified as the default trustee for this
permission at installation time.

Remove Resource Assignments Controls whether you see the Remove button on the
Resource Assignments section of the Work Dashboard. The root container is specified as the
default trustee for this permission at installation time.

Assign Role Controls whether you can see the Assign button on the Role Assignments section
of the Work Dashboard. The root container is specified as the default trustee at installation time.

Remove Role Assignments Controls whether you can use the Remove button on the Role
Assignments section of the Work Dashboard. The root container is specified as the default
trustee at installation time.

5 To make the currently selected navigation item the default for the navigation area, select Check
to make this the default navigation item for selected area.

The Check to make this the default navigation item for selected area control is not available for
navigation items within the Work Dashboard area.

6 Click Save.

If you add a user as a trustee for a navigation item, and this user is a member of a container that
was previously added as a trustee, this user will have access to the navigation item, but will not
be added to the list of trustees.

NOTE: If a user does not have access to the default tab (or to the default menu item within a
navigation area), the User Application will attempt to display a tab (or menu item) for which the user
has authorization. If the user has not been given authorization for any tab or menu item, the default
page will display. If the user is not authorized for the default page, or if the user goes directly to an
unauthorized bookmark, an error message is displayed indicating that the user does not have the
proper authorization.

If the user has been authorized to access a tab, but nothing under the tab, the page will still show and
an error message will be displayed indicating that the user does not have the proper authorization.
Conversely, if the tab has not been authorized, the tab will not show. However, if the user is
authorized to access menu items under the tab, the user will be able to access these menu items by
using bookmarks.

Proxy Mode When a user is in proxy mode, the navigation access permissions for menu items on the
Dashboard will show the proxied user's permissions, not the permissions for the logged in user. For
all other navigation, the menu items will be controlled by the permissions set for the logged in user.
The Manage control (for selecting a user, group, role, or container) is not available in proxy mode,
even if a user is proxying for a user that is a Domain Administrator or Domain Manager.
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I Configuring and Managing
Provisioning Workflows

These sections describe how to configure and manage provisioning requests and workflows:
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8.1

Configuring the User Application Driver
to Start Workflows

This section describes the User Application driver and how to configure it to automatically trigger a
workflow based on an event in the Identity Vault.

About the User Application Driver

The User Application driver is responsible for starting provisioning workflows and for notifying the
User Application of changes in the Identity Vault (for example, when you make changes to the
directory abstraction layer using the Designer for Identity Manager). Only the Subscriber channel is
used in this driver. The driver processes messages from the ldentity Vault to the User Application
running on an application server. Although there are events that occur in the User Application that are
reported back to the Identity Vault, these events do not flow through the Publisher channel of the User
Application driver.

When the application server is started, the driver establishes a session with the application server.
The driver sends messages to the User Application running on the application server (for example,
“retrieve a new set of virtual directory definitions”).

The following table lists the source components of the driver.

File Name Description Windows Installation Linux Installation
Directory Directory

ConposerDriverShimj The Composer Driver \Netiq\NDS\Iib [usr/lib/dirxm/

ar Shim cl asses

srvprvUAD. j ar The Application Driver \Neti g\ NDS\Iib [usr/lib/dirxm/
Shim cl asses

User Appl i cationDrive Afile that contains \ Tontat \ webapps\ nps\ /opt/netiqg/

roxm configuration data for DirXWL.Drivers eDirectory/lib/
setting up the new driver. di rxm /rul es/

or

/var/opt/netiq/
i Manager/ nps/
DirXM.. Drivers

The User Application driver components are installed when you install Identity Manager. Before you
can run the Identity Manager User Application, you must add the User Application driver to a new or
existing driver set, and activate the driver.

Depending on your work environment, very little configuration of the User Application driver might be
required, or you might want to implement a complex set of business rules in the driver policies. The
User Application driver provides the same flexible mechanisms for data synchronization as other
Identity Manager drivers.
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8.2

8.2.1

8.2.2

Setting Up Workflows to Start Automatically

Workflows are automatically started when a user starts a provisioning request by requesting a
resource. In addition, the Identity Manager User Application driver listens for events in the Identity
Vault and, when configured to do so, responds to events by starting the appropriate provisioning
workflows. For example, you can configure the User Application driver to automatically start a
provisioning workflow if a new user is added to the Identity Vault. You configure the User Application
driver to automatically start workflows using Identity Manager policies and rules.

About Policies

You can use filters and policies with the User Application driver in the same way that you can with
other Identity Manager drivers. When an event occurs in the Identity Vault, Identity Manager creates
an XML document that describes the event. The XML document is passed along the channel to the
connected system (in this case, the connected system is the User Application). Filters and policies
associated with a driver allow you to define how to respond to the event, and in the process transform
that XML document to the format that is expected by the connected system. Identity Manager
provides several categories of policies (for example, Event Transformation, Command
Transformation, Schema Mapping, Output Transformation) that you can apply, in a prescribed order,
to transform the XML document.

This section provides an example of starting a workflow based on events in the Identity Vault.
Although any of the policies can be used to trigger a workflow, the example presented in this section
demonstrates the easiest and most useful method.

When you create a User Application driver, an Event Transformation Policy is created for use by the
driver. The Event Transformation Policy is responsible for creating the XML document that is
processed by the remaining Subscriber channel policies.

NOTE: Do not change the Event Transformation policy that was created when the User Application
driver was created. The DN of this policy begins with Manage. Modi fy. Subscri ber. Changing this
policy might cause the workflow process to fail.

An empty Schema Mapping Policy is also created. You can use this policy as a starting point for
triggering a workflow, based on events in the Identity Vault.

Using the Policy Builder

The easiest way to automatically start a workflow based on an Identity Vault event is to use the Policy
Builder. The Policy Builder provides a Start Workflow action that simplifies the process of setting up a
workflow to start automatically.

1 In iManager, expand the Identity Manager Role, then click Identity Manager Overview.

2 Specify a driver set.

3 Click the driver for which you want to manage policies. The Identity Manager Driver Overview
opens.

4 Click the policy that you want to edit.
5 Click Insert to open the Policy Builder.

188  NetlQ Identity Manager User Application: Administration Guide



jupiter.she.novell.com - Create Policy - Mozilla Firefox - |EI|5|

“
Insert Command Transformation Policy =

& Create 3 new policy

Enter the name that will be uzed to for the new policy.

Select the container where the policy will be created.

|Subscriber.METIS_UserAppIicatiDn.TeStDrivers.nwell

Howe do wou want to implement thiz palicy?
& Policy Builder
Ol

 fhake a copy from an existing policy -

Select the policy to be copied.

© Use an existing policy

Enter the DM of the existing policy that you want to use.

|

oK | Cancel |

=l

ﬁ |D0ne jupites, shenovell.conm (ifj ,Z| Adblock

6 Click Create a new policy.
7 Type a name for the policy.
8 Click Policy Builder.
9 Click OK.
iManager displays a screen that lists defined policy rules.

ter.she.novell.com - Novell iManager - Mozilla Firefox =] ]

=) http:

Identity Manager Policy: .-test-subscriber.METIS_Userdpplication. TestDrivers. novell

Identity Manager
Identity Manager Policy | Edi

Policy rules describe a policy that is implemented by an ordered set of rules, & rule consists of a set of conditions to be
tested and an ordered set of actions to be performed when the conditions are met.

%@ [ Append New Rule..| Remove Save As...| Insertv| _Edit Namespaces...

a Policy Rules
There are no policy rules defined.

oK | Cancel | Apply |

| Done jupiter .she.novell.com () ’z| Adblock

10 Click Append New Rule.
iManager displays the Rule Builder.
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ED https://jupiter.she.novell.com - 1:Rule Builder - Mozilla Firefox =10l

Rule Builder H

(#) Description: Author:
Wersion:

Last changed:

|»

Conditions

Select condition structure:
C or Conditions, AND Groups
& AND Conditions, OR Groups

Append Condition Group * Required
4 [ Condition Group 1 §% [ 5] H
il [ <Select a condition> j@ el ) =] [z]=] >
Actions
|
Vi[Z] Dal(Se\ectan action» jlz‘ el [ ] ERE 5
oK | cancel |
| Done jupiter.she.novell.com @ ,Z| Adblock
11 Type a Description for the rule.
12 Select operation attribute for the If condition in Condition Group 1.
Append Condition Group * Required

¥4 F4 Condition Group 1 §% =1
W[Z] F | operation attribute

Select operator:*l <Selectan operator> j

13 Use the Browse attributes button for the Enter name field to specify the Identity Vault attribute
that you want to use to start the workflow.

For example, to start a workflow when a telephone number changes, select the Telephone
Number attribute.

Append Condition Group |

4 F4 Condition Group 1 3% B [5]
W[ Z] If | opetation attribute j (7] Dl ] =]
Enter name:* ITeIepthe Mumkber

14 Use the Select Operator list to select the operator to use to test the specified attribute.
For example, to start a workflow when a telephone number changes, select changing.

Append Condition Group

4 F4 Condition Group 1 §% =i

vl (=] IF | operation attribute [z Bl

Enter name:* | Telephone Number

Select operatar® | changing

15 Select start workflow from the Action list.
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16

17

18

Append Condition Group |

4 F4 Condition Group 1 §% [ J=]

A I operation attribute =z Bl

Enter name:™ | Telephone Mumber

Select operator™ | changing

ketions

Bction List

WI[Z] Do | start workilow j ERIEE

Use the Object Selector in the Enter provisioning request DN field to select the provisioning
request definition that you want to be executed when the if condition is true.

Append Condition Group
4 F4 Condition Group 1 3%/ =]
alFaN | operation attribute =l 5|
Enter name:* |Te\eph0ne MHurnber IE‘
Selsot uperatur:*l changing j
Actions

Action List

W[Z] Da | start workflow j el =]

Enter prowisioning request DM |CN=TestSingIeApprovalTACN=RequestDeis,CN=AppCan\g,CN=METIS_UserAppHCi @

The Enter user application URL and Enter authorized user DN fields are filled in automatically.

Type the password for the User Application administrator in the Enter authorized user password
field.

Append Condition Group
4 F42 Condition Group 1 §% [ 5]
aFal | operation attribute =l[z] el
Enter name:™ |Te\eph0ne Number £y
Select Uperatur:*l changing j
Actions

Action List
W1[Z] Da | start workflow =[] Bl
Enter provisioning request DM [CH=TestSingleApproval TA, CN=Reque stDets, Ch=AppConfig, CN=METIS_Userdpplic: @
Enter user application URL™ [hitp/f164.99.26.207:6080/DMPROY
Enter authorized user DN [CN=admin, OU=idrm-rmetis.O=novell (@
i)

Enter authorized user password:™ ["fest"

We recommend using a named password, because typing a password in clear text is a security
risk.

In the Enter recipient DN field, specify the DN of the recipient of the workflow in LDAP format.

The expression for the recipient DN must evaluate to a DN that conforms to RFC 2253 format (in
other words, cn=user,ou=organizational unit,o=organization). For example, you can click the
Argument Builder button in the Enter recipient DN field to create the following expression to
pass the recipient’s DN to the workflow:

Parse DN("qualified-slash","|dap", XPat h(" @ual i fi ed-src-dn"))
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Append Condition Group

% F2 Dl
i Fa Ioperation attribiute | Pl =1
Enter name:™ |Te|ephune Mumber [@)
Select oparator:*l changing ﬂ

Letions

E@ Dnlstanwurkﬂuw ﬂ E‘
Enter provisioning request DN |CN=TestSingledpproval TACN=RequestDefs, CN=AppConfig, CN=METIS_UserApplic
Enter user application URL™ |http://164.99.26.207.8080/IDMPROY

Enter authorized uzer DM |CM=admin OU=idm-metis, O=nowvell
Enter authorzed user password® |"t=st" @

Enter recipient DM |Parse DN gualified-slash"."Idap" XPath(" @qualified-src-dn"))

19 Specify the arguments for the workflow in the Enter additional arguments field.

You must use this field to specify the reason attribute, which is required by the workflow. You can
click the String Builder button in the Enter additional arguments field to specify the reason
attribute and create a value for the attribute (for example, “the recipient’s telephone number has
changed”).

B https://jupiter.she.novell.com - 2:String Builder - Mozilla Firefox -10]x|

String Builder

string elements provide values for arguments,

[ Mame:* |reason String value:™ [The recipient's telephone number changed |
4 | _’H
0K Cancel
== |Dore jupiter she.rovell.com () [#€ [ Adblock

20 Click OK to close the Rule Builder.

21 Click OK to close the Policy Builder.

22 Click OK to close the Policies screen.

23 Make sure that you add any attributes needed by the workflow to the filter.

In the example described in this procedure, you would need to add Telephone Number and CN
to the filter.

8.2.3 Using the Schema Mapping Policy Editor

192

The Schema Mapping Policy Editor provides an alternative method of starting a workflow
automatically, by mapping Identity Vault attributes to workflow runtime data. To get you started, the
User Application driver provides an empty policy to edit. Workflow runtime data is available from the
workflow definition template described in Chapter 9, “Managing Provisioning Request Definitions,” on
page 201.

When a workflow is created, the following global attributes are created in the Identity Vault:

+ <workflowName>_St art Wor kf | ow. This attribute starts a workflow.

+ <workflowName>_r eci pi ent . This attribute accepts runtime data needed by the workflow from
the Identity Vault.

+ <workflowName>_r eason. This attribute accepts runtime data needed by the workflow from the
Identity Vault.
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Two other attributes always exist and accept runtime data needed by the workflow from the Identity
Vault:

+ AllWorkflows:reason

+ AllWorkflows:recipient

Ensure you have the following information before you set up a workflow to start based on an event in
the Identity Vault:

+ The name of the Identity Vault attribute that you want to use as a trigger for the workflow

+ The name of the workflow that you want to start. All workflows include a special attribute named
<wor kf | owNane>_St ar t Appr oval Fl ow. You configure a workflow to start automatically based
on an event in the Identity Vault by mapping the desired eDirectory attribute to the
<wor kf | owNane>_St ar t Appr oval Fl ow attribute for the workflow.

To set up a workflow to start based on an event in the Identity Vault:

1 IniManager, click the Identity Manager Overview link under Identity Manager in the iManager
navigation tree.

=l Identity Manager
Identity Manager Overview

The Identity Manager Overview page displays. This page prompts you to select a driver set.

2 Click search Entire Tree; then click Search. The Identity Manager Overview page displays, with
a graphic that depicts the drivers in the currently selected driver set.

3 Click the large driver icon for the User Application driver:

Uzerfdpplication

The Identity Manager Driver Overview displays:

Identity Manager Driver Overview

ml\dunced \ Jobs |

Export... | dhigrate » | Synchronize...

Running on server(s):

B lupiter.nowell

=
=
=
@
=2

8

The top horizontal arrow represents the Publisher channel (which is not used in the User
Application driver) and the bottom horizontal arrow represents the Subscriber channel. As you
pass the mouse pointer over an object in the graphic, a description of the object displays:
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Identity Manager Driver Overview

Driver: LEDA1_UserApplication. TestDrivers. novell  Activation required by: June 3,

MAduanced ' Jobs |

Export... | Migrate » | Svnchronize...

Running on server(s):

p jupiter.novel

4 Click the Schema Mapping Policies icon. The Schema Mapping Policies dialog box displays:

Schema Mapping Policies

[~ =]

Inset |  Remove | Edit | Rename | Delete |

"

5 Click Edit. The Identity Manager Policy dialog box displays. (This dialog box maps Identity Vault
classes to application classes, but this procedure uses it to map eDirectory attributes to global

User Application attributes.)
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"’-'_}.https:,.-",.-"H'ﬁerver - Novell iManager - Mozilla Firefox -0l x|

Identity Manager Policy: SchemaMapping.Userspplication.driverset.navell
I Identilyhﬂanagerpulicyj

Driver DN:  Userdpplication.driverset. novell t
eDirectory Classes Application Classes
Remove
Attributes...
[ anything] =] [warkilow v Add |
Mon Class Specific Attributes... |
Refresh Application Schema | from server: |MYSERVER-NDS.novell =]

eDirectory Schema Tools v | =

0K | Cancel | Apply |

lq Done

6 Click Refresh Application Schema. A message displays informing you that the driver must be
stopped in order to read the schema, then restarted. It might take about 60 seconds to refresh
the schema. This step reads the latest set of workflow information in preparation for the following
step, which specifies the information to move from the Identity Vault to the workflow that will be
started.

7 Click OK to refresh the schema. A message displays when the schema refresh is completed.

8 Click OK to close the schema refresh message. You are returned to the Identity Manager Policy
dialog box.

9 Click Non Class Specific Attributes. The Identity Manager Schema Mapping Policy Editor
displays.
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10

ED https://MyServer - Identity Manager Policy Editor - Mozilla Firefox [ m] 4
Identity Manager Schema Mapping Policy Editor

eDirectory Class: <Al Others»

Application Class: <Al Others»

eDirectory Attributes Application Attributes
Remove
| [Anything] =] A orkilows:approver ~| Add
Ok |  cancel |

ﬁ Done

The eDirectory Attributes drop-down list contains all eDirectory attributes.

The Application Attributes drop-down list contains the attributes in all active Workflows.
Attributes in the list are prefaced with either Al | Wor kf | ows (meaning that the attribute applies to
all workflows) or the name of a specific workflow. If you want the same eDirectory attribute (for
example nanager ) to be mapped to the manager attribute for all workflows, map manager to

Al | wor kf | ows: manager . If you want a different eDirectory attribute (for example, HRmanager ) to
be used for a specific workflow, map the eDirectory attribute to the specific workflow attribute (for
example Busi nessCar dChange: nanager ).

Attributes that have been mapped are displayed side-by-side in the eDirectory Attributes and
Application Attributes columns.

In the following steps, map the eDirectory attribute that you want to use to start the workflow to
the _Start Wor kf | ow attribute for that workflow. If additional eDirectory attributes are expected
by the workflow, you should also map those attributes. For example, if an eDirectory Addr ess
attribute is the trigger for a workflow, the workflow can also require attributes like G ty and

St at e. Alternatively, these attributes can be mapped in policies.

In the Application Attributes list, select the _St ar t Wor kf | ow attribute for the workflow that you
want to configure. The following example shows the _St ar t Wor kf | ow attribute for a
BusinessCardChange workflow (BusinessCardChange_StartWorkflow).
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Application Attributes

Remove

E BusmessCardChange StartWorkilow! = J _ hdd |

ElusmessCardChange reasan
BusinessCardChange:recipient

1samplel:_Starthorkflow
Samplel:jobTitle
Samplel:recipient
SamplelD:_StatWorlkflow
Samplel lentittement-param
SamplelDittdanager
Samplellrecipient
Samplel1._Startvvorkflow
Samplell.cellPhonelD
Samplell:Description
Samplell.DeviceType
Samplel1:ModelMumber

1Samplellreason

| Samplell:recipient

11 Inthe eDirectory Attributes list, select the eDirectory attribute that you want to use to start the
workflow when that attribute changes. In the following example, the Telephone attribute is

selected. This means that the BusinessCardChange workflow starts whenever an employee’s
telephone number changes.
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eDirectory Attributes

Application Attributes

ETeIepthe Mumber

HE

Telephone Mumber k
teletexTerminalldentifier
telexMumber

Timezone

Title
tollFreeFhoneMurmber
transitionGroupDM
Transitive Wectar
treeReferral

Trustees Of Mew Ohject
Twpe Creator Map

LD

unigquelD

Linknown

Unknown Auxiliary Class
Lnknown Base Class
Used By

Lser

userCertificate
userPKCE12

ry A

I Eiusine5SCardChange:_StarhMDrkﬂDwj

12 Click Add. The eDirectory attribute is mapped to the Application attribute.

13

14

15
16
17

eDirectory Attributes

‘Telephone Mumber

Application Attributes

BusinessCardChange:_ Statorkflow

| [Anything]

j |AIIkaﬂuw5:apprwer

i‘
]
[

Repeat Step 10 through Step 12 to map eDirectory attributes to the workflow _reason and

_recipient attributes.

If additional eDirectory attributes are needed by the workflow, repeat Step 10 through Step 12

until you have mapped all of the attributes that you need to map.

The workflow starts automatically when a change occurs in the eDirectory attribute that is

mapped to an appl i cati on _Start Approval FlI ow attribute. However, the eDirectory attribute
only reaches the Schema Mapping policy if the eDirectory attribute is included in the Driver Filter.

In the following steps, add the eDirectory attribute to the Driver Filter.
Click OK to close the Schema Mapping Policy Editor.

Click OK to close the Identity Manager Policy dialog box.

Click Close to close the Schema Mapping Policies dialog box.
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18 Click the Driver Filter icon.

Driver Filter

The filter window displays:

Filter: G}LEDM_UserApplicatinn.TestDrivers.nuvell
Identity Manager
Fitter | Edit Filter XML
Add Class | Add Attribute | Delete | Copy Filter From... | Set Template |
Filter Class Name: srvprvlirectoryiiodel =
=] @D Application Name:
@E» sruprviiodified I
E‘@D User Publish
uplisn:
L R —— & o Synchronize
@ & \gnore
Subscribe:
® Synchronize
B © ignore
Create home directory:
® Yeg
C No
Track Member of Template:
© Yag
% Ng —
oK | Cancel | Apply |

Event filters specify the object classes and the attributes for which the Identity Manager engine
processes events. The read-only Filter list on the left shows the attributes of the class. The Class
Name list on the right displays options associated with the target object.

19 Click the name of the class to which the attribute that you want to add to the filter belongs (for
example, User).

20 Click Add Attribute. A list of attributes displays.
21 Select an attribute, then click OK. The attribute is added to the Filter list.
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= @D User

@D Dirsml-Entitlament Result
@ @Te lephone Number:

22 Click the attribute name. The synchronization options for the attribute are displayed on the panel

on the right.
Filter Class Name: User =
= @D sruprvDirectoryiiodel Application Name:
@D srupruthodified IWDI"kﬂDW
= @D User

Publish:

' Synchronize
G2 retephons Humber @ & ignore

@D Dirxiuil -Entitlement Result

Subscribe:
& Synchronize
2 ¢ ignore

Create home directory:
& yes
' No

Track Member of Template:
© ves
# No

Kl

23 Under Subscribe, click Synchronize.

Subscribe:

[ © \gnore

24 Specify any other attributes for the filter. Select Synchronize for an attribute if you want changes
to attribute values to be reported and synchronized. Select Ignore if you do not want changes to
attribute values to be reported and synchronized.

25 Click OK. A message displays asking you if you would like the driver to be restarted to put the
changes into effect.

26 Click OK. You are returned to the Identity Manager Driver Overview page.
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9.1

Managing Provisioning Request
Definitions

This section provides instructions for managing provisioning request definitions.

About the Provisioning Request Configuration
Plug-in
You can use the Provisioning Request Configuration plug-in to iManager to view a read-only display

of a provisioning request definition that was created in the Designer for Identity Manager. This plug-in
allows you to delete, activate, inactivate and retire existing provisioning request definitions.

NOTE: The Provisioning Request Configuration plug-in to iManager does not allow you to create or
edit provisioning request definitions. To create or edit a provisioning request definition, you need to
use the Designer for Identity Manager.

You can find the Provisioning Request Configuration plug-in in the Identity Manager category in
iManager. The plug-in includes the Provisioning Requests task in the Provisioning Configuration role.
The Provisioning Requests task consists of the panels described in Table 9-1.

Table 9-1 Provisioning Requests Task: Panels

Panel Description

Provisioning Driver Selection Gives you the opportunity to select an Identity Manager User
Application driver. The driver contains a set of predeployed
provisioning request definitions, so you need to pick a driver
before you can begin configuring your provisioning requests.

Provisioning Request Configuration Provides tools that let you:
* Browse the available provisioning request definitions
and select one to configure

¢ Create a new provisioning request definition based on
an existing definition
* Set the properties of a provisioning request definition

+ Assign the provisioning request definition to a
provisioned resource

+ Edit the addressee and timeout settings for each activity
in the associated workflow

When you choose to create a new provisioning request or
edit an existing one, the plug-in runs the Provisioning
Request Configuration Wizard.
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9.2

Working with the Installed Templates

You can define provisioning request definitions from scratch in the Designer for Identity Manager.
Alternatively, you can define provisioning requests by modeling them after the provisioning request
templates that ship with the product. To use the templates, you define new objects based on the
installed templates and customize these objects to suit the needs of your organization.

The installed templates let you determine the number of approval steps required for the request to be
fulfilled. You can configure a provisioning request to require:

+ No approvals

+ One approval step

+ Two approval steps

+ Three approval steps

+ Four approval steps

+ Five approval steps

You can also specify whether you want to support sequential or parallel processing, and whether you
want to approve or deny the request in the event that the workflow times out during the course of
processing.

Identity Manager ships with the templates listed in Table 9-2.

Table 9-2 Templates for Provisioning Requests

Template Description

Self Provision Approval Allows a provisioning request to be fulfilled without any
approvals.

One Step Approval (Timeout Approves) Requires a single approval for the provisioning request

to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

Two Step Sequential Approval (Timeout Requires two approvals for the provisioning request to

Approves) be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Three Step Sequential Approval (Timeout Requires three approvals for the provisioning request

Approves) to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Four Step Sequential Approval (Timeout Requires four approvals for the provisioning request to

Approves) be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.
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Template

Description

Five Step Sequential Approval (Timeout
Approves)

One Step Approval (Timeout Denies)

Two Step Sequential Approval (Timeout Denies)

Three Step Sequential Approval (Timeout

Denies)

Four Step Sequential Approval (Timeout Denies)

Five Step Sequential Approval (Timeout Denies)

Two Step Parallel Approval (Timeout Approves)

Three Step Parallel Approval (Timeout
Approves)

Four Step Parallel Approval (Timeout Approves)

Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports sequential processing.

Requires a single approval for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports sequential processing.

Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports sequential processing.

Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports sequential processing.

Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports sequential processing.

Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.
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9.3

Template Description

Five Step Parallel Approval (Timeout Approves) Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the activity
approves the request and the work item forwards to
the next activity.

This template supports parallel processing.

Two Step Parallel Approval (Timeout Denies) Requires two approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports parallel processing.

Three Step Parallel Approval (Timeout Denies)  Requires three approvals for the provisioning request
to be fulfilled. If an activity times out, the workflow
denies the request.

This template supports parallel processing.

Four Step Parallel Approval (Timeout Denies) Requires four approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports parallel processing.

Five Step Parallel Approval (Timeout Denies) Requires five approvals for the provisioning request to
be fulfilled. If an activity times out, the workflow denies
the request.

This template supports parallel processing.

Workflows and provisioned resources. When you create a new provisioning request definition,
you bind it to a provisioned resource. You can change the provisioned resource associated with the
request definition, but not the workflow or its topology.

Categories for provisioning requests. Each provisioning request template is also bound to a
category. Categories provide a convenient way to organize provisioning requests for the end user.
The default category for all provisioning request templates is Entitlements. The category key, which is
the value of the srvprvCategoryKey attribute, is entitlements (lowercase).

You can create your own categories by using the directory abstraction layer editor. When you create a
new category, make sure the category key (the value of srvprvCategoryKey) is lowercase. This is
necessary to ensure that categories work properly in the Identity Manager User Application.

For details on creating provisioning categories, see the ldentity Manager User Application: Design
Guide.

Configuring a Provisioning Request Definition

Before configuring a provisioning request definition, you need to select the Identity Manager User
Application driver that contains the definition. Having selected the driver, you can create a new
provisioning request definition or edit an existing definition. You can also delete provisioning request
definitions, change the status of a request definition, or define rights for a request definition.
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9.3.1 Selecting the Driver

To select an Identity Manager User Application driver:

1 Select the Identity Manager category in iManager.
2 Open the Provisioning Request Configuration role.
3 Click the Provisioning Requests task.
iManager displays the User Application Driver panel.
4 Specify the driver name in the User Application Driver field, then click OK.

iManager displays the Provisioning Request Configuration panel. The Provisioning Request
Configuration panel displays a list of available provisioning request definitions.

The installed templates appear in dark text with a status of Template. Request definitions that
are templates do not display hypertext links because they are read only.

NOTE: If the request definitions were configured to use localized text, the names and
descriptions for these definitions show text that is suitable for the current locale.

Changing the driver. When you have selected a driver, the driver selection remains in effect for the
duration of your iManager session, unless you select a new driver. To select a new driver, click the
Actions command, then choose Select User Application Driver from the Actions menu.

9.3.2 Deleting a Provisioning Request
To delete a provisioning request:

1 Select the provisioning request you want to delete by clicking the check box next to the name.
You are not permitted to delete a provisioning request that is a template.
2 Click the Delete command in the Provisioning Request Configuration panel.

& Provisioning Requests in 'DocDriver. TestDrivers. novell’ (2]

The following table lists the Provisioning Requests that are currently defined in ‘DocDriver. TestDrivers.novell’, You can
use the commands in the menubar to perform operations on these Provisioning Requests.

Provisioning Requests

Create from... | Dqﬁte | Statuze | Actionze 43 ltem(s)

i ‘rame [Z] Status o

[0 Active Directory User Account @ Active The User Account entitlement grants or denies an a

[0 Job Title Change @ Active Single approval, Job title change with notification

Wi My Provisioning Request & Active This is my provisioning request.,

[ Office Change Fequest @ Active Office Change Request

[ Oracle access @ Active Oracle access request via Entitlement Double Appro

[ Request for Cellphaone @ Active Request for Cellphone, no approval

[ Sample 1 @ Active Title change with hard coded values

M reeoio am = noat TAMls Lo s L Lmed s d- 4ol LameoL M bt
Close
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9.3.3 Filtering the List of Requests

To filter the list of requests:

1 Click the Actions command in the Provisioning Request Configuration panel.
2 Click the Define a Filter command on the Actions menu.

fctions -

e

Change Statuz
Define Right=
Define Rightz with iManager

Summary

Select Uzer Application Driver

Specify the filter characteristics:

Choice Description
Turn off filtering Disables any existing filtering for the list.
Filter for status equals Filters based on the status. You can filter the list

based on any of the following status codes:

Active
Inactive
Template
Retired

Filter for category equals Filters based on category. Select any of the defined
categories.

Filter for description contains Allows you to search for text in the request
description. Type the string you want to search for.

9.34 Changing the Status of an Existing Provisioning Request

To change the status of an existing provisioning request:

1 Select the provisioning request for which you want to change status by clicking the check box
beside the name.

2 Click the Actions command in the Provisioning Request Configuration panel.
3 Click the Change Status command on the Actions menu.
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& Provisioning Requests in ‘DocDriver. TestDrivers. novell’

The following table lists the Provisioning Requests that are currently defined in ‘TocDriver, TestDrivers.novell'. You can
use the commands in the menubar to perform operations on these Provisioning Requests,

Provisioning Requests

Create from... | Delete | Statusw | Actions 43 [tem(s)

F Name [£ i

[ Active Directony User Accaour Define Rights . k ccount entitlernent grants or denies ana

[] Job Title Change Diefine Rights with iManager oval, Job title change with notification

My Provisioning Request Select User Application Driver srovisioning request.

[] 0Office Change Request (S Tice Liange Request

[ oracle access @ Active Oracle access request via Entitlement Double Appro

[ Fequest for Cellphaone @ Active Request for Cellphone, no approval

[ Sample 1 @) Active Title change with hard coded values

e = en Tl Lmmm AL Lmd o A4 chem oL Lem oL . s
Clase

4 Click the status in the Status menu:

Status Description

Active Available for use.

Inactive Temporarily unavailable for use.
Retired Permanently disabled.

5 Click the button for the correct action (Grant or Revoke).
6 Click Finish.

9.3.5 Defining Rights on an Existing Provisioning Request

To define rights on an existing provisioning request:

1 Select the provisioning request for which you want to define rights by clicking the check box
beside the name.

2 Click the Actions command in the Provisioning Request Configuration panel.
3 Click the Define Rights command on the Actions menu.
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& Provisioning Requests in 'DocDriver. TestDrivers. novell’

The following table lists the Provisioning Requests that are currently defined in ‘DocDriver. TestDrivers.novell, You can use the

comrmands in the menobar to perform operations on these Provisioning Requests.

Provisioning Requests

Create from... | Delete | FRefresh | Status » | Actions » 26 Item(s)
| Name [ Status Description

[0 My Provisioning Request @) Active Sl e oning Request

[ Sample 1 i@ Active Wge with hard coded values

[] Sample 10 (E}) Active  Select User Application Driver e

[] Zample 2 @) Active TOTCTE rroererange with 1DWault and XPATH examples
[ sample 3 & Inactive  Software Assignment of a laptop computer - Related [ter
[ Sample 4 i@ Active Softuware Entitlement with hard coded values

[ Sample 5 @ Active Softusare Entitlement with timer example

[ sample & @) Active Softusare Title Change

[ Sample 7 i@ Active Software Single approval of title change with many data
[ Sample 8 @) Active Categoryl Eight sample

[ sample 9 @. Active Human Resources  Mine sample

[1 tdbtest (E}j Active Software this is a test

[ tdbtestOneStepApproval @ Active Entitlements TCE One Step Approval [Timeout Approves)

[0 TemplateZParallelApproval _TA Template Entitlements Twwo Step Parallel Approval [Timeout Approves)
[ TemplatezParalleldpproval _TD Template Entitlements Two Step Parallel Approval (Timeout Dery)

L—l Tamrnlata?CarialAnnraval TA Ph Tamnlata  Fatitlamante T Stan Soanantial Anneoal irT1'mc.n..+ f\nnr;' 2

Close

4 Specify the rights for the request.

To define rights on a provisioning request with iManager:

1 Select the provisioning request for which you want to define rights by clicking the check box

beside the name.

2 Click the Actions command in the Provisioning Request Configuration panel.

3 Click the Define Rights with iManager command on the Actions menu.
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O Managing Provisioning Workflows

10.1

10.2

10.2.1

This section provides instructions for managing provisioning workflows at runtime. It also provides
instructions for configuring email naotification for provisioning workflows.

About the Workflow Administration Plug-in

The Workflow Administration plug-in to iManager provides a browser-based interface that lets you
view the status of workflow processes, reassign activities within a workflow, or terminate a workflow in
the event that it is stopped and cannot be restarted.

You can find the Workflow Administration plug-in in the Identity Manager category in iManager. The
plug-in includes the Workflows task in the Workflow Administration role.

The Workflow Administration role also includes the Email Templates and Email Server Options tasks.
These tasks are shortcuts to other tasks listed under the Passwords role.

The Workflows task comprises the panels listed in Table 10-1.

Table 10-1 Workflows Task: Panels

Panel Description

Workflows Provides the primary user interface for administering provisioning
workflows. The interface lists workflows currently being processed and
lets you perform various actions on these workflows.

When you first start the Workflows task, the Workflows panel requires
that you select an Identity Manager User Application driver. The driver
points to a workflow server. You need to select a driver before you can
log in to the server and begin workflow administration.

When you have selected a driver, you can specify search criteria for
selecting the workflows to manage.

Workflow Detail Provides a read-only user interface for viewing the details about a
specific workflow.

Managing Workflows

This section includes procedures for managing provisioning workflows using the Workflow
Administration plug-in.

Connecting to a Workflow Server

Before you can begin managing workflows, you need to connect to a workflow server. If the User
Application driver is bound to a single workflow server, you can simply specify the name of the driver
to use. If the driver is associated with multiple workflow servers, you need to select the target
workflow server.
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To connect to a workflow server:

1 Select the Identity Manager category in iManager.
2 Open the Workflow Administration role.
3 Click the Workflows task.

iManager displays the Workflows panel.

4 If you accessed the target workflow server previously, you can select the server from the
Previously accessed servers drop-down list.

iManager fills in the remaining fields on the panel.

5 If you have not yet accessed a workflow server, specify the driver name in the User Application
Driver field, then click OK.

iManager fills in the Workflow server URI and User fields.
6 Type the password for the user in the Password field.
7 Click Login.

The Workflow Administration plug-in displays a page that allows you to specify a filter for finding
workflows:

10.2.2 Restricting Access to Workflows

When you install the Roles Based Provisioning Module with the default settings, all users can view all
workflows when searching for them. To restrict access to workflows to only the workflow trustees, use
NetlQ eDirectory to add an Inheritance Rights Filter (IRF) on the AppConf i g container, which is
located under the User Application driver. For information about adding an IRF, see the eDirectory
Administration Guide.

10.2.3 Finding Workflows that Match Search Criteria

If the target workflow server is running a large number of workflow processes, you might want to filter
the list of workflows you see in iManager. To do this, you can specify search criteria.
1 Select Show Workflows with.

By default, Show all Workflows is selected. Do not change the default if you want to see the
complete list of workflows on the server.

2 Select the attribute for which you want to specify criteria.

Attribute Description

Creation time Time that the workflow was initiated.

Initiator Username of the requestor.

Recipient Username of the recipient.

Process Status Status of the workflow process as a whole (Completed, Running, or

Terminated).
Approval status Status of the approval process (Approved, Denied, or Retracted).

Entitlement status Status of the entitlement initiated by the provisioning request (Error,
Fatal, Success, Unknown, or Warning).

3 Select an operator:
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10.2.4

Operator Comment

Equals Supported for all attributes.

Before Only supported for the Creation time attribute.
After Only supported for the Creation time attribute.
Between Only supported for the Creation time attribute.

4 Specify a value in the field below the attribute and operator.

For Creation time, you can use the Date and time control to select the value. For Initiator and
Recipient, you can use Object History or Object Selector to specify a value. For all other
attributes, select the value from the drop-down list.

5 Click OK.
iManager displays the workflows you have selected on the Workflows panel.

Changing the target server and filter. When you have selected a workflow server, this selection
remains in effect for the duration of your iManager session, unless you select a new server. To select
a new server, click the Actions command, then choose Select Server from the Actions menu.

To specify different search criteria, choose Define Filter on the Actions menu.

Controlling the Active Workflows Display

The Workflows panel lists the workflows that match the search criteria you specified. In addition to
filtering the list, you can control the display. For example, you can specify how often to refresh the list
and sort the list on a particular column.

Refreshing the List of Workflows

When the workflow server is very busy, the list of active workflows can change very frequently. In this
case, you should refresh the list of active workflows running on the server.
1 Click the Refresh command in the Workflows panel.

2 Specify the refresh interval you want to use by selecting one of these options from the Refresh
menu:

+ Refresh Off
+ Refresh Now
¢ 10 seconds
+ 30 seconds
+ 60 seconds
+ 5 minutes

3 Click OK.
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Using Quick Filters to Control the Display
Sometimes you might want to show or hide workflows that have a particular status.

1 Click the Quick Filters command in the Workflows panel.
2 Select one of the following choices to filter the items in the list:

Choice Description

Show all workflows Disables all previous filters and displays all
workflows in process.

Hide/show completed workflows Hides or shows workflows that have completed
processing.

Hide/show terminated workflows Hides or shows workflows that have been
terminated.

Hide/show stopped workflows Hides or shows workflows that have been stopped

by user action.

Hide/show running workflows Hides or shows workflows that are still running.

Sorting the List of Workflows

If you have a large number of request definitions, you might want to sort the list by a particular
column, such as Name or Description.

1 Click the heading for the sort column.

Displaying the Process Request ID

You can display and sort data based on the internal process ID for a request.

1 Click the Actions command in the Workflows panel.

2 Click Show Request ID on the Actions menu.

dctions » | Email Motification

Define Fiter
Select Server

Wiewy Comments

Showe Request 1ID

Depending on your display, you might need to scroll to the right to see the Request ID column.
To sort the data based on the process request ID, click the heading for the Request ID column.

10.25 Terminating a Workflow Instance

If you do not want a workflow instance to continue its processing, you can terminate the workflow.

1 Select the workflow in the Workflows panel by clicking the check box next to the workflow name.
2 Click the Terminate command in the Workflows panel.
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10.2.6

10.2.7

Viewing Details about a Workflow Instance

When you have displayed a set of running workflows on a particular server, you can select a workflow
instance to see more details about the running process.

NOTE: If a workflow instance uses a serial processing design pattern, the display shows a single
activity as current because only one user can act on the work item at any point in time. However, if the
workflow handles parallel processing and branching, there might be multiple current activities for a
workflow instance.

To view details about a particular workflow instance:

1 Click the name of the workflow instance in the Workflows panel.
iManager displays the Workflow Detail panel.

Reassigning a Workflow Instance

If a workflow instance has stopped and cannot be restarted, you can reassign the work item to
another user or group.

1 Select the current activity associated with the workflow by clicking the check box next to the
name in the Workflow Detail panel.

2 Click the Reassign command in the Workflow Detail panel.

©) http://yourserver address: 8080 - Workflow Details - FrameSet - Mozilla Firefox

Workflow Detail

‘i1 en=Sample6,cn=RequestDefs,cn=AppConfig,cn=UserApplicationJKlobucher,cn=TestDrivers,o=novell
Workflow Detail

Reassign 1 lterm(s)
il Hame Assigned to Creation time Expiration time Comments

Manager approval mmackenzie B/17,/05 2:07 PM MST 8419705 2:07 PM MST

Reassign workflow activity

IR

{ex, cn=admin,o=nowell)

oK | Cancel |

Close

Done

3 Select the user or group to which you want to reassign the work item.
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10.2.8 Managing Workflow Processes in a Cluster

214

You can use the Workflows screen to reassign processes from one workflow engine to another. For
example, you could use this feature to reassign processes back to a failed workflow engine when the
workflow engine is brought back online, or you could redistribute processes to other engines when an
engine is permanently removed from the cluster.

The source engine(s) must be a in a SHUTDOWN or TIMEDOUT state. The target engine must be
restarted in order to restart the processes that were reassigned to that engine.

Reassigning a Process from One Workflow Engine to Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the check
box next to the workflow name.

2 Select Actions > Reassign.

Reassign Selected Workflows

Zelect the target engine you want the selected workflows to be reassigned ta.

Target engine: | <Selectatarget engine> |

oK | Cancel |

3 Select the workflow engine to which you want to reassign the workflow process from the Target
Engine list.

4 Click OK.

Reassigning a Percentage of Processes from One Workflow Engine
to Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the check
box next to the workflow name.

2 Select Actions > Reassign Percentage.

Reassign Percentage of Workflows

Specify the percentage of workflows to reassign. Zelect the source engine you want the workflows
to be reassigned from and select the target engine wou want the workflows to be reassigned to.

Percentage: | %

Source engine: {<Selecta source engine>  iv|

Target engine: | <Select atarget engine> j

oK | Cancel |
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3 In the Percentage field, type the percentage of workflow processes that you would like to
reassign from one workflow engine to another.

4 Use the Source engine list to select the workflow engine from which you want to reassign
processes.

5 Use the Target engine field to select the workflow engine to which you want to reassign
processes.

6 Click OK.

Reassigning All Processes from One Workflow Engine to Another

1 In the Workflows panel, select the workflow that you would like to reassign by clicking the check
box next to the workflow name.

2 Select Actions > Reassign All.

Reassign All Workflows

Zelect the source engine you want the warkflows to be reassigned from. Zelect the target engines
wal want the workflaws to be reassigned to. If multiple target engines are selected, the warkflows
from the source engine will be spread across the target engines.

Source engine; E<Se|emasaurce Engine j
Target engines:
[T ENGIME

[T gw-Enginel
[T gw-Enginez

oK | Cancel |

3 Use the Source engine list to select the workflow engine from which you want to reassign
processes.

4 Select the workflow engines to which you would like to reassign processes by clicking the check
box next to the name of the workflow engine.

If you select multiple target engines, the processes from the source engine will be evenly
distributed to the target engine.

5 Click OK.
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10.3

Configuring the Email Server

A workflow process often sends email notifications at various points in the course of its execution. For
example, an email might be sent when a user assigns a workflow activity to a new addressee.

Before you can take advantage of the email notification capabilities of Identity Manager, you need to
configure the SMTP email server. To do this, you need to use the Email Server Options task within
the Workflow Administration role in iManager.

NOTE: This task is a shortcut to the Email Server Options task under the Passwords role.

To configure the email server:

1
2
3

Select the Identity Manager category in iManager.
Open the Workflow Administration role.
Click on the Email Server Options task.

iManager displays the Email Server Options panel.

4 Type the name (or IP address) of the host server in the Host Name field.

5 Type the email address for the sender in the From field.

When the recipient opens the email, this text is displayed in the From field of the email header.
Depending on your mail server settings, the text in this field might need to match a valid sender
in the system in order to allow the mail server to do reverse lookups or authentication. An
example is helpdesk@company.com instead of descriptive text such as The Password
Administrator.

If your server requires authentication before sending email, select the Authenticate to server
using credentials check box and specify the username and password.

When you are finished, click OK.

10.4 Working with Email Templates

216

Identity Manager includes email notification templates that are designed specifically for workflow-
based provisioning. These email templates include the following.

*

*

*

*

New Provisioning Request (Provisioning Notification)

Availability Setting Notification (Availability)

Delegate Assignment Notification (Delegate)

Provisioning Approval Notification (Provisioning Approval Completed Notification)
Reminder - A request is waiting on your approval (Provisioning Reminder)

Proxy Assignment Notification (Proxy)

New Role Request (Role Request Notification)

Role Request Approval Notification (Role Request Approval Completed Notification)
Compliance Task (Attestation Notification)

New Resource Request (Resource Request Notification)

Resource Request Approval Notification (Resource Request Approval Completed Notification)

The subject lines are listed first above. The template names (as they appear in iManager and
Designer) are given in parentheses.
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You can edit the templates to change the content and format of email messages. You can also create
new templates. If you create new templates, you need to follow these naming conventions.

+ The language-independent version of the Provisioning Notification template can have any name
you like. The default template for notification email messages is called:
Provi sioning Notification

+ The language-independent version of the Provisioning Reminder template can have any name
you like. The default template for reminder email messages is called:

Provi si oni ng Rem nder
+ Each delegation template must have a name that begins with the word:
del egat e

The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

+ Each proxy template must have a name that begins with the word:

pr oxy

The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

+ Each availability template must have a name that begins with the word:
availability
The language-independent name can be followed by one or more characters that describe the
purpose or content of the template.

Each language-specific version of a template must have a suffix that provides a language code (for
example, _fr for French, _es for Spanish, and so forth).

To create or edit an email template, use the Email Templates task within the Workflow Administration
role in iManager.

NOTE: This task is a shortcut to the Edit Email Templates task under the Passwords role.

You also can create and edit email templates in Designer.

When you create a User Application driver in iManager or Designer, any email notification templates
that are missing from the standard set of email notification templates are replaced. Existing email
notification templates are not updated. This is to prevent overwriting email notification templates that
you have customized. You can update existing email notification templates manually using Designer
(see the section “About Email Notification Templates” in the |dentity Manager User Application:
Design Guide (http://www.netiq.com/documentation/idm402/index.html)). For more information about
email notification templates, see “Setting up Email Notification Templates” in the NetlQ Designer for
Identity Manager Administration Guide.

NOTE: When you use a localized email template in a provisioning request definition, the preferred
locale setting of the recipient of the notification is ignored. For example, the Provisioning Notification
of a request using a localized email notification template of Spanish will only send a Spanish email,
regardless of the preferred locale setting for the user.

Managing Provisioning Workflows 217


http://www.netiq.com/documentation/idm402/index.html
http://www.netiq.com/documentation/idm402/index.html

104.1

Default Content and Format

This section shows you what the content of the email templates looks like after you install the product.

It also describes the replacement tags that can be used in the email template.

New Provisioning Request

This template identifies the provisioning request definition that triggered the email message. In
addition, it includes a URL that redirects the addressee to the task that requires approval, as well as a

URL that displays the complete list of tasks pending for that user.

Hi,

A new provi sioning request has been submitted that requires your approval.

Request nane: $requestTitle$
Submitted by: $initiatorFull Nane$
Reci pi ent: $reci pi ent Ful | Name$

Pl ease review the details of this request at $PROTOCOLS$: // $HOSTS: $PORTS/
$TASK DETAILS$ to take the appropriate action.

You can review a list of all

requests pending your approval at $PROTOCOLS$://

$HOSTS: $PORTS/ $TASKLI ST_CONTEXTS.

Table 10-2 New Provisioning Request Template: Replacement Tags

Tag

Description

$user Fi r st Nane$
$requestTitl e$
$initiatorFul | Name$
$reci pi ent Ful | Name$
$PROTOCOL$
$SECURE_PROTOCOL$

$HOSTS

$PORTS

$SECURE_PORT$

$TASKLI ST_CONTEXT$

The first name of the addressee.

The display nhame of the provisioning request definition.

The full name of the initiator.

The full name of the recipient.

The protocol for URLs included in the email message.

The secure protocol for URLs included in the email message.

The host for the JBoss application server that is running the
Identity Manager User Application. For information about
setting the value for this parameter, see Section 10.4.3,
“Modifying Default Values for the Template,” on page 229.

The port for the Identity Manager User Application. For
information about setting the value for this parameter, see
Section 10.4.3, “Modifying Default Values for the Template,”
on page 229.

The secure port for the Identity Manager User Application. For
information about setting the value for this parameter, see
Section 10.4.3, “Modifying Default Values for the Template,”
on page 229.

The page that displays the list of all requests pending for the
addressee.
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Tag Description

$TASK_DETAI LS$ The page that displays details for the request for which this
email message was generated.

Availability Setting Notification

This template identifies a user whose availability has been updated. It includes the start time and
expiration time of the period for which the user is unavailable, and the resources for which the user is
unavailable.

Hi,
$subni tterFirstNane$ $subnitterlLast Name$ has updated availability settings for
$user Fi r st Nane$ $user Last Narme$.
Thi s user has $operation$ an availability setting that applies to the follow ng
r esour ces:
$resources$

This setting indicates that $userFirstNane$ $userLast Nanme$ i s unavail abl e to work
on these resources during the timeframe outlined bel ow

Start tine: $startTine$
Expiration time: $expirationTi ne$

Wien a user is unavail abl e, any del egates assigned may handl e resource requests
for that user.

You can review a list of your availability settings at $PROTOCOLS$: // $HOSTS: $PORTS$/
$AVAI LABI LI TY_CONTEXTS.

Table 10-3 Availability Setting Notification Template: Replacement Tags

Tag Description

$submi tterFirstNane$ The first name of the user who updated the availability
setting.

$PROTOCOL$ The protocol for URLs included in the email message.

$PORTS The port for the Identity Manager User Application. For

information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$start Ti me$ The start time of the workflow for this provisioning
request.
$resour ces$ The resources (provisioning requests) for which the

addressee is unavailable.

$SECURE_PROTOCOL$ The secure protocol for URLs included in the email
message.
$expi rationTi me$ The time at which the availability will expire.
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Tag Description

$submi tt er Last Name$ The last name of the user who updated the availability
setting.
$SECURE_PORT$ The secure port for the Identity Manager User

Application. For information about setting the value for
this parameter, see Section 10.4.3, “Modifying Default
Values for the Template,” on page 229.

$user Fi rst Nane$ The first name of the user to whom this availability
setting applies.

$user Last Name$ The last name of the user to whom this availability
setting applies.

$HOSTS The host for the JBoss application server that is
running the Identity Manager User Application. For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$ASSI GNVENT_LI ST_CONTEXT$ The context or path of the URL to the provisioning
User Application.

Delegate Assignment Notification

This template notifies a user when a provisioning request has been submitted that requires the user’s
approval. It includes the name of the request, the user who submitted the request, and the full name
of the recipient. It includes links for viewing the provisioning request and for viewing all provisioning
requests awaiting the user’s approval.

H ,

A new provi sioning request has been submitted that requires your approval.
Request nane: $requestTitle$

Submitted by: $initiatorFull Nane$

Reci pi ent: $reci pi ent Ful | Nane$

Pl ease review the details of this request at $PROTOCOLS$: // $HOSTS: $PORTS/
$TASK _DETAILS$ to take the appropriate action.

You can review a list of all requests pending your approval at $PROTOCOLS://

$HOST$: $PORT$S/ $TASKLI ST_CONTEXTS.
_SUBJECT

Table 10-4 Delegate Assignment Notification: Replacement Tags

Tag Description
$submi tterFirstNane$ The first name of the user who assigned the delegate.
$PROTOCOL$ The protocol for URLs included in the email message.
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Tag

Description

$PORTS

$resources$

$SECURE_PROTOCOL$

$f ronmiJser s$

$rel ati onshi p$

$expi rationTi ne$

$f r onCont ai ner s$

$f ronx oups$

$subni tt er Last Name$

$SECURE_PORT$

$user Fi r st Nane$

$user Last Name$

$HOSTS

$ASSI GNVENT_LI ST_CONTEXT$

The port for the Identity Manager User Application For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

The resources (provisioning requests) for which the
delegate is available.

The secure protocol for URLs included in the email
message.

The users for which the assigned delegate is
authorized to handle resource requests.

The relationship defined in the directory abstraction
layer that was selected for this delegate assignment.

The time at which the delegate assignment will expire.

The containers for which the assigned delegate is
authorized to handle resource requests.

The groups for which the assigned delegate is
authorized to handle resource requests.

The last name of the user who assigned the delegate.

The secure port for the Identity Manager User
Application. For information about setting the value for
this parameter, see Section 10.4.3, “Modifying Default
Values for the Template,” on page 229.

The first name of the user who has been assigned as a
delegate.

The last name of the user who has been assigned as a
delegate.

The host for the JBoss application server that is
running the Identity Manager User Application. For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

The context or path of the URL to the provisioning
User Application.

Provisioning Approval Notification

This template notifies a user when an approval process for a provisioning request submitted by the

user has been completed.
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H,

The approval process of your provisioning request has conpl eted.
Request nane: $requestTitle$

Request id: $request!d$

Submitted by: $initiatorFull Nane$

Submi tted on: $request Subm ssi onTi me$

Reci pi ent: $reci pi ent Ful | Nane$

Status: $request Status$

Table 10-5 Provisioning Approval Notification: Replacement Tags

Tag Description

$initiatorFul | Namre$ The full name of the initiator.

$request Submi ssi onTi ne$ The time at which the request was submitted.

$requestTitl e$ The display name of the provisioning request
definition.

$requestid The ID of the provisioning request.

$reci pi ent Ful | Name$ The full name of the recipient.

Reminder - A Request Is Waiting on Your Approval

This template reminds a user that a provisioning request that requires the user’s approval is waiting in
a queue for approval. It includes the name of the request, the user who submitted the request, and
the recipient. It includes links for viewing the provisioning request and for viewing all provisioning
requests awaiting the user’s approval.

Hi,

This is a remnder that a provisioning request is sitting in your queue waiting on
your approval .

Request nane: $requestTitle$
Submitted by: $initiatorFull Nane$
Reci pi ent: $reci pi ent Ful | Name$

Pl ease review the details of this request at $PROTOCOLS$: // $HOSTS: SPORTS/
$TASK _DETAILS$ to take the appropriate action.

You can review a list of all requests pending your approval at $PROTOCOLS$://
$HOSTS: $PORTS$/ $TASKLI ST_CONTEXTS.

Table 10-6 Reminder - A request is waiting on your approval: Replacement Tags

Tag Description

$TASKLI ST_CONTEXTS$ The page that displays the list of all requests pending
for the addressee.
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Tag Description

$PROTOCOL$ The protocol for URLs included in the email message.

$PORTS$ The port for the Identity Manager User Application. For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$SECURE_PROTOCOL$ The secure protocol for URLs included in the email
message.

$i ni tiatorFul | Name$ The full name of the initiator.

$reci pi ent Ful | Name$ The full name of the recipient.

$TASK_DETAI LS$ The page that displays details for the request for which

this email message was generated.

$SECURE_PORT$ The secure port for the Identity Manager User
Application. For information about setting the value for
this parameter, see Section 10.4.3, “Modifying Default
Values for the Template,” on page 229.

$user Fi r st Nane$ The first name of the addressee.

$HOSTS The host for the JBoss application server that is
running the ldentity Manager User Application. For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$request Titl e$ The display name of the provisioning request
definition.

Proxy Assignment Notification
This template notifies the recipient that a proxy has been assigned. The user who has been assigned

as a proxy is identified, as are the users, groups, and containers for which the user is authorized to
act as proxy. It includes links for viewing the recipient’s list of proxy assignments.
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H ,

A proxy assignment that authorizes a user to act as proxy for

one or nore users, groups, or containers was $operation$ by: $submtterFirstName$
$subnmi tt er Last Nane$.

Unl i ke del egate assignnents, proxy assignnents are independent of resource
requests, and therefore apply to all work and settings actions.

The user selected as proxy is:

$user FirstName$ $user Last Name$

The assigned proxy is authorized to handle all work for these users, groups, and
cont ai ners:

Users: $fronlsers$

G oups: $fron oups$

Cont ai ners: $f ronCont ai ners$

Thi s proxy assignment expires at:
$expirationTi me$

You can review a list of your proxy assignnments at $PROTOCOLS$:// $HOSTS: $PORTS/
$PROXY_CONTEXTS.

Table 10-7 Proxy Assignment Notification: Replacement Tags

Tag Description

$submi tterFirst Nane$ The first name of the user who assigned the proxy.
$PROTOCOL$ The protocol for URLs included in the email message.
$PORTS$ The port for the Identity Manager User Application. For

information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$resour ces$ The resources (provisioning requests) for which the
proxy is available.

$SECURE_PROTOCOL$ The secure protocol for URLs included in the email
message.
$fromsers$ The users for which the assigned proxy is authorized

to handle resource requests.
$expirationTi ne$ The time at which the proxy assignment will expire.

$f r onCont ai ner s$ The containers for which the assigned proxy is
authorized to handle resource requests.

$f ronGr oups$ The groups for which the assigned proxy is authorized
to handle resource requests.

$subnmi tterLast Name$ The last name of the user who assigned the proxy.
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Tag Description

$SECURE_PORT$ The secure port for the Identity Manager User
Application. For information about setting the value for
this parameter, see Section 10.4.3, “Modifying Default
Values for the Template,” on page 229.

$user Fi r st Nane$ The first name of the user who has been assigned as a
proxy.

$user Last Name$ The last name of the user who has been assigned as a
proxy.

$HOSTS The host for the JBoss application server that is

running the Identity Manager User Application. For
information about setting the value for this parameter,
see Section 10.4.3, “Modifying Default Values for the
Template,” on page 229.

$ASSI GNVENT_LI ST_CONTEXT$ The context or path of the URL to the provisioning
User Application.

New Role Request

This template identifies the provisioning request definition that triggered the email message. In
addition, it includes a URL that redirects the addressee to the task that requires approval, as well as a
URL that displays the complete list of tasks pending for that user.

Hi,

A new rol e request has been submitted that requires your approval.
Request nane: $requestTitle$

Submitted by: $initiatorFull Nane$

Reci pi ent: $reci pi ent Ful | Name$

Pl ease review the details of this role request at $PROTOCOLS$: // $HOSTS: $PORTS/
$TASK _DETAILS$ to take the appropriate action.

You can review a list of all role requests pending your approval at $PROTOCOLS://
$HOSTS: $PORTS$/ $TASKLI ST_CONTEXTS.

Table 10-8 New Role Request Template: Replacement Tags

Tag Description

$user Fi r st Name$ The first name of the addressee.

$request Titl e$ The display name of the request definition.

$i nitiatorFul | Namre$ The full name of the initiator.

$reci pi ent Ful | Name$ The full name of the recipient.

$PROTOCOL$ The protocol for URLs included in the email message.
$SECURE_PROTOCOL$ The secure protocol for URLs included in the email message.
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Tag Description

$HOSTS The host for the JBoss application server that is running the
Identity Manager User Application. For information about
setting the value for this parameter, see Section 10.4.3,
“Modifying Default Values for the Template,” on page 229.

$PORTS The port for the Identity Manager User Application. For
information about setting the value for this parameter, see
Section 10.4.3, “Modifying Default Values for the Template,”
on page 229.

$SECURE_PORT$ The secure port for the Identity Manager User Application. For
information about setting the value for this parameter, see
Section 10.4.3, “Modifying Default Values for the Template,”

on page 229.

$TASKLI ST_CONTEXT$ The page that displays the list of all requests pending for the
addressee.

$TASK_DETAI LS$ The page that displays details for the request for which this

email message was generated.

Role Request Approval Notification

This template notifies a user when an approval process for a role request submitted by the user has
been completed.

Hi,

The approval process of your role request has conpl et ed.
Request nane: $requestTitle$

Request id: $request!d$

Submi tted by: $initiatorFull Nanme$

Submi tted on: $request Submi ssi onTi me$

Reci pi ent: $reci pi ent Ful | Narre$

Status: $request Status$

Table 10-9 Role Request Approval Notification: Replacement Tags

Tag Description

$i ni tiatorFul | Name$ The full name of the initiator.

$request Submi ssi onTi ne$ The time at which the request was submitted.

$requestTitl e$ The display name of the provisioning request
definition.

$request | d The ID of the role request.

$reci pi ent Ful | Namre$ The full name of the recipient.
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Compliance Task

This template notifies an attester when an attestation process has assigned a task to the attester.

H ,
A new conpliance activity has been submtted that requires your attention.

Request nane: $requestTitle$
Submitted by: $initiatorFull Nane$

Pl ease review the details of this conpliance activity request at $PROTOCOLS://
$HOSTS: $PORTS/ $TASK _DETAI LS$ to take the appropriate action.

You can review a list of all requests pending your action at $PROTOCOLS://
$HOSTS: $PORT$/ $TASKLI ST_CONTEXTS.

Table 10-10 Compliance Task: Replacement Tags

Tag Description
$i nitiatorFul | Namre$ The full name of the initiator.
$requestTitle$ The display name of the attestation request.

New Resource Request

This template identifies the resource request definition that triggered the email message. In addition,
it includes a URL that redirects the addressee to the task that requires approval, as well as a URL that

displays the complete list of tasks pending for that user.

H ,

A new resource request has been submitted that requires your approval.
Request nane: $requestTitle$

Submitted by: $initiatorFull Nane$

Reci pi ent: $reci pi ent Ful | Nane$

Pl ease review the details of this role request at $PROTOCOLS$: // $HOSTS$: $PORTS/
$TASK _DETAILS$ to take the appropriate action.

You can review a |list of all resource requests pending your approval at
$PROTOCOLS: / / $HOSTS$: $PORTS/ $TASKLI ST_CONTEXTS.
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Table 10-11 New Resource Request Template: Replacement Tags

Tag

Description

$user Fi r st Nane$
$requestTitle$
$initiatorFull Nanme$
$r eci pi ent Ful | Nane$
$PROTOCOL$
$SECURE_PROTOCCL$

$HOSTS

$PORT$
$SECURE_PORT$

$TASKLI ST_CONTEXT$

$TASK_DETAI LS$

The first name of the addressee.

The display name of the request definition.

The full name of the initiator.

The full name of the recipient.

The protocol for URLs included in the email message.

The secure protocol for URLs included in the email message.

The host for the JBoss application server that is running the
Identity Manager User Application.

The port for the Identity Manager User Application.
The secure port for the Identity Manager User Application.

The page that displays the list of all requests pending for the
addressee.

The page that displays details for the request for which this
email message was generated.

Resource Request Approval Notification

This template notifies a user when an approval process for a resource request submitted by the user

has been completed.

Hi,

The approval process of your resource request has conpl eted.

Request nane: $requestTitle$

Request id: $request!d$

Submitted by: $initiatorFul | Nane$
Subnmitted on: $request Submi ssionTi ne$
Reci pi ent: $reci pi ent Ful | Name$

Status: $request Status$

Table 10-12 Role Request Approval Notification: Replacement Tags

Tag

Description

$initiatorFul | Name$

$r equest Subni ssi onTi me$

$requestTitle$

$requestid

$reci pi ent Ful | Namre$

The full name of the initiator.
The time at which the request was submitted.

The display name of the provisioning request
definition.

The ID of the role request.

The full name of the recipient.
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10.4.2 Editing Email Templates

You can change the content or format of the supplied email templates. For information about creating
email templates, see “Configuring Email Notification” in the NetlQ Identity Manager Administration
Guide.

To edit a template:

1
2
3

Select the Identity Manager category in iManager.

Open the Workflow Administration role.

Click the Email Templates task.

iManager displays the Edit Email Templates panel.

Click the name of the email template that you would like to edit.
iManager displays the Modify Email Message screen.

Make your changes in the Message Body box.

If necessary, copy one or more of the supplied tags in the Replacement Tags list to include
dynamic text in the message body.

For a description of the replacement tags, see Section 10.4.1, “Default Content and Format,” on
page 218.

When you are finished, click OK.

10.4.3 Modifying Default Values for the Template

At installation time, you can set default values for several of the replacement tags used in email
templates. After you have completed the installation, you can also modify these values by using the
User Application Configuration tool.

1

3

Run the confi gupdat e. sh script in the i dmfolder.

./ configupdate. sh

On Windows, run conf i gupdat e. bat .

Make changes as necessary to any of the following fields:

Field Description

Email Notify Host Used to replace the $HOSTS$token in email templates used in
approval flows. If left blank, computed by the server.

Email Notify Port Used to replace the $PORTS$token in email templates used in
approval flows.

Email Notify Secure Port Used to replace the $SECURE_PORTS$token in email templates
used in approval flows.

Click OK to confirm your changes.
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10.4.4 Adding Localized Email Templates

10.5

230

To add localized email templates:

1
2
3

9
10

Select the Identity Manager category in iManager.

Open the Workflow Administration role.

Click the Email Templates task.

iManager displays the Edit Email Templates panel.

Identify the email template (without any locale in the name) that you want to copy.
4a Write down the template name to use in Step 5.

4b Click the template subject to open the template and view its message subject, body, and
replacement tags.

4c Copy the message subject, body (to be translated), and replacement tags that you want to
use in your new template.

4d Click Cancel.

Click Create, then enter the template name with a locale extension. For example, to create a
Forgot Hint template in German, enter the name Forgot Hint_de, where _de signifies Deutsch
(German).

If you use a two-letter language and two-letter country code, this works fine. If you attempt to use
a locale with a variant such as en_US_TX, only the variant and language are considered. Do not
use locale variants when naming email templates.

Click OK.

In the template list, click the newly created template, for example Forgot Hint_de, and enter the
translated subject and message body. Be sure to preserve the replacement tags surrounded by
the dollar ($) sign in the message body.

If necessary, copy one or more of the supplied tags in the Replacement Tags list to include
dynamic text in the message body.

For a description of the replacement tags, see Section 10.4.1, “Default Content and Format,” on
page 218.

Click Apply.
Click OK.

NOTE: Email templates only send localized content if the preferred locale is set for the user (to whom
the mail is sent).

Allowing a Named Password to be Retrieved over

LDAP

You can add a boolean definition to the User Application driver to allow a named password to be
retrieved over LDAP from a workflow. To take advantage of this feature, you need to create a a global
configuration value “allow-fetch-named-passwords”.

Here’s a sample definition:
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<definitions>
<definition display-nanme="Al | ow Naned Password to be retrieved over LDAP"
nanme="al | owf et ch- naned- passwor ds" type="bool ean">
<val ue>f al se</val ue>
<descri pti on>Al | ow Named Password to be retrieved over LDAP. |f the
value is true, then the named password val ue can be fetched using the LDAP
ext ensi on
com novel | . nds. di rxm . | dap. Get NanmedPasswor dRequest /
com novel | . nds. di rxm . | dap. Get NanmedPasswor dResponse. </ descri pti on>
</definition>
</ definitions>

If the global configuration is not present, the runtime functions as if the definition is present and the
value is set to false. If you then try to use the GCV script method getValueForNamedPassword(String
valueKey), an exception is thrown since the permission is set to false. If you want to be able to use
the method, then the value for allow-fetch-named-passwords variable must be true.

If the gcv variable allow-fetch-named-passwords does not exist, you have to create the variable and
set it to true. If it already exists, you can simply need to set the value to true.

NOTE: To retrieve a named password, you must use the GCV script method
getValueForNamedPassword on a GCV of the passwor d- r ef type, which points to the named
password. You cannot use the get script method.

To add the GCV value for the al | ow f et ch- naned- passwor ds option:

1 IniManager, double click on the User Application driver.
2 Click on the Global Configuration Values tab.
3 Click on the Add button.
4 Fill out the definition, as described below:
4a Specify al | ow f et ch- naned- passwor ds as the name for the global configuration definition.
4b Specify Al | ow Named Password to be retrieved over LDAP as the display hame.
4c Provide a description for the definition.
4d Specify boolean as the Type.
Click OK.
Set the value to true or false and click Apply.
Create a named password in your User Application driver.

o N o O

Create a GCV of the type passwor d- r ef that points to the named password you want to be able
to read.

9 In your workflow, use the function getValueForNamedPassword to retrieve the value of the
named password, using the following syntax:

GCV. get Val ueFor NamedPasswor d(' Passwor dRef GCV' )
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V Web Service Reference

These sections describe the Web Service endpoints provided for the User Application.
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111

11.1.1

Provisioning Web Service

This section describes the Provisioning Web Service, which allows SOAP clients to access
Provisioning functionality.

About the Provisioning Web Service

The Identity Manager User Application includes a workflow system that executes approval flows. A
workflow process is based on a provisioning request definition, which is an XML document stored in
the ldentity Vault. The provisioning request definition describes an arbitrary topology using activities
and links. For example, a provisioning request to grant an entitlement might have a workflow that
collects approvals from relevant users and writes the entitiement to the directory.

To support access by third-party software applications, the provisioning workflow system includes a
Web service endpoint. The endpoint offers all provisioning functionality (for example, allowing SOAP
clients to start a new approval flow, or list currently executing flows). The Web service is built using
the NetlQ Web Service SDK (WSSDK), which supports the WS-I Basic Profile, thus guaranteeing
interoperability with other standards based SOAP implementations.

This Appendix describes the provisioning Web service in detail and shows how to access it using the
Web or by writing a Java or C# client. We provide an overview of the operations in the SOAP
endpoint and describe how to use the Web interface. We show how to develop a Java client using the
SOAP toolkit included with Identity Manager provisioning, followed by how to write a C# client using
Mono. The sample source code a the Java client and associated ANT build file is provided.

Provisioning Web Service Overview

Identity Manager is composed of two main systems: the Identity Vault and the workflow application.
The Identity Vault is capable of connecting to a large number of different systems such as databases,
financial systems, and other enterprise applications, and keep these systems synchronized. The
rules for synchronizing the remote systems can be very complex and the Identity Vault engine
supports a sophisticated scripting language for expressing the rules.

The workflow application is composed of several subsystems. The User Application provides a user-
interface for workflows. The User Application is a Web application for requesting and managing
approval flows. The Web application runs in a portal, which also includes administration portlets. The
workflow application contains a security layer, a directory abstraction layer and a logging subsystem,
which can send log events to NetlQ Sentinel. The workflow subsystem is responsible for executing
approval flows. The User Application runs on an application server (for example, JBoss) and uses a
database (for example, Oracle) for persistence.

The Web service for the workflow system is only used by the User Application driver, which is capable
of listening to certain events emitted by the Identity Vault engine and convert these events into an
appropriate SOAP message. For example, when a specific attribute in the Identity Vault changes, the
Identity Vault engine emits an event, which the User Application picks up from the subscriber channel.
The User Application driver then sends a SOAP message to the provisioning Web service to start a
new approval flow.
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11.1.2

11.1.3

Removing Administrator Credential Restrictions

By default, the requirement for invoking the public interfaces for the SOAP services is that the HTTP
session logged in user must have administrator credentials. The Provisioning and Directory Services
require Provisioning Administrator credentials. The Role Service and Resource Service require Role
Administrator and Resource Administrator credentials respectively. The restrictions can be removed
to allow a session with a logged in user who does not have administrator credentials to invoke the
methods for the services by changing the configuration settings for the service. In order to do this,
you must extract the configuration files from the User Application war, make the appropriate changes,
and import the files back into the User Application WAR. The details for changing the Provisioning
Service follow. Instructions for the other SOAP services are provided with the documentation for
these services.

To remove the administrator credential restriction for the Provisioning Service:
1 Opentheismconfiguration. properti es file, located by default in the / neti g/ i dm apps/
tontat / conf directory.

2 Change Wor kf | owSer vi ce/ SOAP- End- Poi nt s- Accessi bl e- By- Provi si oni ngAdni nOnly to
fal se.

3 Save and close the file.
These are the methods that can be invoked by users without Provisioning Administrator credentials if
the WorkflowService/SOAP-End-Points-Accessible-By-ProvisioningAdminOnly property is set to
false:

+ getAllProvisioningRequests(String)

+ getDataltems(String workld)

+ getDefinitionByID(String definitionID, String recipient)

+ getProvisioningCategories()

+ getProvisioningRequests(String recipient, String category, String operation)

+ getWork(String workld)

+ getWorkEntries(T_WorkEntryQuery query, int maxRecords)

+ start(String processld, String recipient, DataltemArray items)

+ startAsProxy(String processld, String recipient, DataltemArray items, String proxyUser)

+ startAsProxyWithDigitalSignature(String processld, String recipient, DataltemArray items, String
digitalSignature, SignaturePropertyArray digitalSignaturePropertyArray, String proxyUser)

+ startWithCorrelationld(String processld, String recipient, DataltemArray items, String
digitalSignature, SignaturePropertyArray digitalSignaturePropertyArray, String proxyUser, String
correlationld)

+ startWithDigitalSignature(String processld, String recipient, DataltemArray items, String
digitalSignature, SignaturePropertyArray digitalSignaturePropertyArray)

All other methods for this service always require Provisioning Administrator credentials independent
of whether the WorkflowService/SOAP-End-Points-Accessible-By-ProvisioningAdminOnly property is
set to false.

Provisioning Web Service Method Categories

The methods provided by the provisioning Web service endpoint are divided into six categories:
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11.2

11.2.1

Table 11-1 Provisioning Web Service Operation Categories

Category Description

Comments Methods for retrieving comments and for adding a
comment to a pending user activity

Configuration Methods for getting and setting configuration
parameters for the workflow system (for example,
timeouts, thread pool settings).

Miscellaneous Several unrelated methods (for example, for getting a
JPG with a provisioning request's topology, for getting
the XML definition of a provisioning request, and for
getting the XML for the request form).

Processes Methods for getting information about running and
completed workflow processes.

Provisioning Requests Methods for working with provisioning requests (for
example, listing available provisioning requests, listing
provisioning categories)

Work Entries Methods for retrieving and manipulating work entries
(items awaiting approval).

The methods provided by the provisioning Web service are described in detail in Section 11.3,
“Provisioning Web Service API,” on page 247.

Developing Clients for the Provisioning Web
Service

Web Access to the Provisioning Web Service

A SOAP-based Web service is usually accessed by inserting a SOAP message in the body of an
HTTP Post request.The Web service toolkit used to build the provisioning Web service also supports
access using HTTP GET. In other words, you can open the URL of the Web service endpoint in a
browser and interact with the Web service. In particular, the provisioning Web service lets you invoke
each of its operations.

Accessing the Test Page

You can access the provisioning Web Service endpoint using a URL similar to the following:
http://server: port/warcontext/provisioning/service?test

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ 1 DMPROV/ provi si oni ng/ servi ce?t est

The following page is displayed:
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Figure 11-1 Web Service Test Page
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You can also access the SOAP endpoint by going to the Administration within the User Application.
To do this, you need to select the Application Configuration tab, then select Web Services from the
left-navigation menu. After selecting Web Services, pick the Web Service endpoint you want from the
list.

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment. For details on enabling the test page, see the instructions provided for the
Role Service in “Enabling the Test Page” on page 359.

Entering Arguments for Operations

To see an example of an operation that is particularly useful to invoke from the browser, scroll down to
the Miscellaneous section and click getGraph.

NOTE: The Graphviz program must be installed on the computer where the application server and
the IDM User Application is running. For more information about Graphviz, see Graphviz (http://
www.graphviz.org).

A page is displayed that allows you to enter the parameters for the getGraph method.
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Figure 11-2 Parameters for getGraph Method
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Figure 11-3 Output of getGraph
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11.2.2 A Java Client for the Provisioning Web Service

This section describes how to develop a simple Java client for the provisioning Web service, which
lists all the processes in the workflow system. For complete source code for the client, see “Sample
Code for the Java Client” on page 243.

Prerequisites

To develop a Java client you must install a supported Java Developer’s Kit. Also, a client program
needs the following JAR files:

Provisioning Web Service



240

activation.jar
commons-httpclient.jar
IDMfw.jar

IDMrbac.jar

log4j.jar

saaj-api.jar

wssdk.jar
commons-codec-1.3.jar
commons-logging.jar
jaxrpc-api.jar

mail.jar

workflow.jar

xpp3.jar

Developing a Java Client

Developing a client that accesses a Web service consists of two steps:

+ Get the stub, which is the object that represents the remote service
+ Invoke one or more of the operations available in the remote service

The Java programming model for Web services is very similar to RMI. The first step is to lookup the
stub using JNDI:

Initial Context ctx = new Initial Context();

Provi si oni ngServi ce service = (ProvisioningService)

ctx. | ookup("xm rpc: soap: com novel | . soa. af . i npl . soap. Provi si oni ngServi ce");
Provi si oning prov = service. get Provi sioningPort ();

The first line of code creates the initial context for JNDI lookups. The second line looks up the service
object, which is a kind of factory that can be used to retrieve the stub for the provisioning Web
service. The last line gets the provisioning stub from the service.

Before invoking an operation on the provisioning stub, it is necessary to set some properties,
including the credentials used for authentication on the service, as well as the endpoint URL.

Stub stub = (Stub) prov;

/'l set username and password

stub. _set Property(Stub. USERNAME PROPERTY, USERNAME) ;
stub. _set Property(Stub. PASSWORD PROPERTY, PASSWORD) ;

/'l set the endpoint URL

stub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, url);

These and other stub properties are described in more detail in “Frequently Used Stub Constants” on
page 241. Now that we have a fully configured stub, we can invoke the getAllProcesses operation
and dump information about each of the processes returned on the console:
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/'l invoke the getAll Processes method

ProcessArray array = prov.get Al |l Processes();

Process[] procs = array. get Process();

/Il print process array

Systemout.printIn("list of all processes:");

if (procs !'=null) {

for (int i =0; i < procs.length; i++) {
Systemout.println(" process with request identifier " +
procs[i].getRequestid());
Systemout.println(" initiator
Systemout.println(" recipient ' + procs[i].getRecipient());
Systemout. println(" processld " + procs[i].getProcessld());
procs[i].getCreationTime().getTime());

" + procs[i].getlnitiator());

if (null !'= procs[i].getConpletionTine()) {
Systemout.println(" conpleted = " +
procs[i].getConpletionTime().getTime());

}

Systemout.println(" approval status =" +
procs[i].getApproval Status());
Systemout.println(" process status =" +
procs[i].getProcessStatus());

if (i '= procs.length - 1)
Systemout.printlin();

}

}

A method invocation on the stub results in a SOAP message being sent using the HTTP transport to
the provisioning Web service. For operations that have arguments, the stub takes care of marshaling
those Java objects into XML. The Web service returns a SOAP message, and the stub unmarshals
the XML, in this case converting it into a ProcessArray Java object.

Running the Client

The sample ANT build file has a target for running the client (see “Sample Ant File” on page 246). The
client needs the JAR files described in “Prerequisites” on page 239 to be in the CLASSPATH. You can
change the code to have a different default address for the provisioning Web service SOAP endpoint,
or simply specify it as a command line argument. For example:

ant -Durl =http://ww. conpany. com 80/ | DMProv/ provi si oni ng/ service run

Frequently Used Stub Constants

The com.novell.soa.ws.portable.Stub class (which is part of WSSDK) supports several properties that
can be used to configure a stub instance (for example, to fine-tune aspects of the HTTP
communication). The following table lists a small subset of these properties, which are frequently
used:

Table 11-2 Provisioning Web Service Stub Constants

Property Type Description

ENDPOINT_ADDRESS_PROPERTY java.lang.String  The URL of the Web service. The URL protocol
scheme can be HTTP or HTTPS depending on
the requirements of the server. The path portion
should be:

/ | DMPr ov/ provi si oni ng/ servi ce
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Property

Type

Description

HTTP_HEADERS

HTTP_TIME_OUT

HTTP_MAX_TOTAL_CONNECTIONS

HTTP_MAX_HOST_CONNECTIONS

USERNAME

PASSWORD

HTTP_PROXY_HOST

HTTP_PROXY_PORT

HTTP_PROXY_AUTH_SCHEME

HTTP_PROXY_USERNAME

HTTP_PROXY_PASSWORD

java.util.Map

java.lang.Integer

java.lang.Integer

java.lang.Integer

java.lang.String

java.lang.String

java.lang.String

java.lang.Integer

java.lang.Integer

java.lang.String

java.lang.String

Additional HTTP headers as String name/value
pairs.

The number of milliseconds to wait to establish a
connection to the host before timing out.

The number of concurrent connections that this
client program can establish to all server hosts it
accesses. The default limit is 20.

The number of concurrent connections this client
program can establish to an individual server
host. The default limit is 2. This value may not
exceed that of HTTP_MAX_TOTAL_CONNECTI ONS,
so if a client requires more than 20 connections
to the server, it must also set

HTTP_MAX TOTAL_CONNECTI ONS to the desired
value.

The user ID for HTTP authentication.
The password for HTTP authentication.

The host DNS name of a proxy. Setting this
property requires setting HTTP_PROXY_PORT
as well.

The port to use on a proxy. Setting this property
requires setting HTTP_PROXY_HOST as well.

The authentication scheme (Basic or Digest) to
use for a proxy.

The user ID for HTTP authentication using a
proxy.

The password for HTTP authentication via proxy.

The TCP Tunnel

The TCP Tunnel is a useful tool for looking at the SOAP messages that are exchanged between a
client and a server. The ANT build file (see “Sample Ant File” on page 246) has a target for starting
the tunnel. Once the tunnel starts you need to enter the port on which the tunnel will listen, and the
host/port of the remote Web service. The default settings cause the tunnel to listen on port 9999 and
connect to a service running on localhost port 8080. The client program (see “Developing a Java
Client” on page 240) uses the first command line parameter to set the
ENDPOINT_ADDRESS_PROPERTY. Using the default values, you can run the client using the
following command, after starting the tunnel:

ant -Durl=http://]ocal host: 9999/ DMProv/ provi si oni ng/ servi ce run

Figure 11-4 shows the TCP tunnel with a request SOAP message in the left panel and the message

in the right panel.
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Figure 11-4 TCP Tunnel
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Sample Code for the Java Client

The following is the code for the Java client for listing all processes in the workflow system

package com novel | . exanpl es;

i mport javax.nam ng.|nitial Context;

i mport com novel |l . soa. af. i npl . soap. Adm nExcepti on;

i mport com novel | . soa. af . i npl . soap. Process;

i nport com novel | .soa. af.inpl.soap. ProcessArray;

i nport com novel | .soa. af.inpl.soap. Provi si oni ng;

i mport com novel |l . soa. af . i npl . soap. Provi si oni ngSer vi ce;
i mport com novel | . soa. ws. port abl e. St ub;

public class dient

{

private static final String USERNAME = "adm n";
private static final String PASSWORD = "test";

public static void main(String[] args)

{

try {

String url = args.length > 0 ? args[O0]

"“http://1ocal host: 8080/ DMProv/ provi si oni ng/ servi ce";
| i stProcesses(url);

} catch (Adm nException ex) {
System out. println("command fail ed:
} catch (Exception ex) {

ex. printStackTrace();

}

}

private static void |istProcesses(String url)

throws Exception

{

/'l get the stub

Initial Context ctx = new Initial Context();

Provi si oni ngServi ce service = (ProvisioningService)

ct x. | ookup("xm rpc: soap: com novel | . soa. af . i npl . soap. Provi si oni ngServi ce");

+ ex. get Reason());
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Provi si oning prov = service. get Provi sioningPort();

Stub stub = (Stub) prov;

/| set username and password

st ub. _set Property(Stub. USERNAME PROPERTY, USERNAME);

st ub. _set Property(Stub. PASSWORD PROPERTY, PASSWORD) ;

/1 set the endpoint URL

stub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, url);
/'l invoke the get All Processes nethod

ProcessArray array = prov.get Al | Processes();

Process[] procs = array. get Process();

/] print process array

Systemout.printIn("list of all processes:");

if (procs !'=null) {

for (int i =0; i < procs.length; i++) {
Systemout.println(" process with request identifier " +
procs[i].getRequestid());
Systemout.println(" initiator
Systemout.println(" recipient
Systemout. println(" processld

"+ procs[i].getlnitiator());
" + procs[i].getRecipient());
" + procs[i].getProcessld());

Systemout.println(" created = " +
procs[i].getCreationTinme().getTime());

if (null "= procs[i].getConpletionTine()) {
Systemout.println(" conpleted = " +
procs[i].getConpletionTime().getTime());

}

Systemout.println(" approval status =" +
procs[i].get Approval Status());
Systemout.println(" process status = " +
procs[i].getProcessStatus());

if (i '= procs.length - 1)
Systemout.println();

}

}

}

}

11.2.3 Developing a Mono Client

244

The previous section described how to create a Java client using the Web service toolkit and the pre-
compiled stub code included with Identity Manager. This section describes how to develop a client
using just the WSDL for the provisioning Web service. This example uses Mono and creates a C#
client that changes the default retention time of 120 days for completed workflows to 30.

Prerequisites

To get started, you need to download Mono and install it on your system (see the Mono Project
Website (http://www.mono-project.com/)). The version of Mono available at the time this document
was written did not support complex schema types in which an element has the nillable attribute set
to true. Because this construct is used in the provisioning WSDL, you must manually edit the
Provisioning.WSDL file and remove the three places where ni | | abl e="t rue" is used.
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Generating the Stub

Compared to the Java client developed in “Developing a Java Client” on page 240, there is one
additional step required when building the C# client. Since the stub for accessing the Web service
SOAP endpoint is not provided, you must generate the stub from the WSDL document. Mono
includes a compiler called wsdl that processes the WSDL file and creates the stub. You can
download the WSDL file from your User Application server by accessing the following URL:

http://nyserver: 8080/ 1 DMProv/ provi si oni ng/ servi ce?wsdl

Replace “myserver” with the name of your server, and “IDMProv” with the name of your User
Application war file.

Compile the WSDL file using the following command:
wsdl Provi si oni ng. wsdl

This will generate a C# file called ProvisioningService.cs, which you need to compile into a DLL using
the following Mono C# compiler command:

ncs /target:library /r:System Wb. Services. dl | ProvisioningService.cs

Compared to the Java client, the resulting Pr ovi si oni ngServi ce. dl | file is the equivalent of

wor kf | ow. j ar, which contains the stub code and supporting classes for accessing the provisioning
Web service. The following is the source code for the simple C# client that sets the flow retention time
and displays the new value on the console:

usi ng System

usi ng System Net;

class provclient {

public static void Main(string [] args) {

/] create the provisioning service proxy

Provi si oni ngServi ce service = new Provi sioni ngService();

/1 set the credentials for basic authentication

service. Credentials = new NetworkCredential ("admn", "test");
service. PreAuthenticate = true

/'l set the value for conpleted request retention to 30 days
set Conpl et edPr ocessTi neout Request req = new

set Conpl et edPr ocessTi neout Request () ;

reg.arg0 = 30;

servi ce. set Conpl et edPr ocessTi meout (req);

/'l display the new val ue on the consol e

get Conpl et edPr ocessTi neout Response res = servi ce. get Conpl et edPr ocessTi meout ( new
get Conpl et edPr ocessTi meout Request () ) ;

Consol e. WitelLine(res.result);

}

}

You need to edit the file using the administrator credentials on your deployed Identity Manager
system. Compile the client using the following command:

nts /r:ProvisioningService.dl | /r:System Wb provclient.cs

This generates the provcl i ent . exe file.

Running the Client

Use the following command to run the client:

nono provclient. exe
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11.2.4 Sample Ant File

The sample Ant file includes useful targets for extracting the necessary JAR files from the Identity
Manager installation, compiling and running the Java client, and for launching the TCP Tunnel.

<?xm version="1.0"?>

<project name="client" default="all" basedir=".">
<target nanme="all" depends="cl ean, extract, conpile"></target>
<!-- main clean target -->

<t arget nane="cl ean">
<del ete quiet="true" dir="cl asses"/>

<del ete quiet="true" dir="lib"/>
</target>
<l-- init sets up the build environment -->

<target name="init">

<mkdi r dir="cl asses"/>

<copy todir="${basedir}/lib">

<fileset dir="${basedir}" includes="1og4j.properties"/>
</ copy>

<l-- classpath -->

<pat h i d="CLASSPATH' >

<pat hel enent | ocati on="${basedir}/cl asses"/>

<fileset dir="${basedir}/lib" includes="*.jar"/>

</ pat h>

</target>

<l-- extract -->

<target name="extract">

<property nanme="idm home" val ue="/opt/netiqg/idnB"/>
<property name="j boss.|ib" val ue="${i dm hone}/jboss-4.0.3/server/IDVMProv/lib"/>
<nkdir dir="lib"/>

<unzi p src="${i dm honme}/ | DMProv. war" dest="${basedir}/lib">
<patternset>

<i ncl ude name="WEB-| NF/ | i b/ cormons- codec-1.3.jar"/>

<i ncl ude nanme="WEB- | NF/|i b/ commons-httpclient.jar"/>

<i ncl ude nanme="WEB- | NF/ | i b/ cormons-1 oggi ng.jar"/>

<i ncl ude nanme="WEB- | NF/|i b/jaxrpc-api.jar"/>

<i ncl ude nanme="WEB- | NF/|i b/ saaj -api.jar"/>

<i ncl ude nanme="WEB- | NF/|i b/ xpp3.jar"/>

<i ncl ude name="WEB- | NF/|i b/ workflow. jar"/>

<i ncl ude name="WEB- | NF/|i b/ wssdk.jar"/>

<i ncl ude name="VEB-I NF/|ib/IDMw. jar"/>

</ patternset>

</ unzi p>

<rmove todir="${basedir}/lib">

<fileset dir="${basedir}/lib/WEB-INF/Ilib" includes="*.jar"/>
</ nove>

<del ete quiet="true" dir="${basedir}/Iib/WEB-INF"/>
<copy todir="${basedir}/lib">

<fileset dir="${jboss.lib}" includes="activation.jar, mail.jar, log4j.jar"/>
</ copy>

</target>

<l-- tunnel -->

<target nanme="tunnel" depends="init">

<j ava cl assnane="com novel |l .soa.ws.inpl.tools.tcptunnel.Tunnel" fork="true"
spawn="true">

<cl asspat h refi d="CLASSPATH'/ >

</java>

</target>

<l-- conpile -->
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11.3

11.3.1

<target nanme="conpile" depends="init">
<javac srcdir="${basedir}" destdir="cl asses"
includes="dient.java">

<cl asspat h refid="CLASSPATH'/ >

</javac>

</target>

<l-- run -->

<target nanme="run" depends="init">

<property name="url" value="http://| ocal host: 8080/ DVProv/ provi sioni ng/ service"/>

<java cl assnane="com novel | .exanples.Cient" fork="true">
<arg line="${url}"/>

<cl asspat h refid="CLASSPATH'/ >

</java>

</target>

</ proj ect >

Sample Log4J File

The following log4j file sets the default log level to “error”:
| 0g4j . r oot Cat egor y=ERROR, R
| 0g4j . appender . R=or g. apache. | og4j . Consol eAppender

| 0g4j . appender . R | ayout =or g. apache. | og4j . Patt er nLayout
| 0g4j . appender. R | ayout. Conver si onPatt er n=% 5p: %M

Provisioning Web Service API

This section provides details about the Provisioning Web service methods.

All of the methods throw com.novell.soa.af.impl.soap.AdminException and
java.rmi.RemoteException. To improve readability, the throws clause has been omitted from the
method signatures.

Processes

This section provides reference information for each Processes method.

getProcessesByQuery
Used to get information about processes.

Method Signature

com novel | . soa. af . i npl . soap. ProcessArray
get ProcessesByQuery(com novel | . soa. af. i npl . soap. T_Processl nfoQuery query, int
nmaxRecor ds)
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Example

11

/1 Query information about processes for a user that are running and

/'l have not been approved yet.
String logic = "AND';
T ProcessinfoOrder order = T _Processl nf oOr der. APPROVAL _STATUS;
int CHO CE_SIZE = 4;
I nt eger approval St atusl nteger = new I nteger (ProcessConst ant's. PROCESSI NG) ;
I nt eger processStatuslnteger = new I nteger (ProcessConstants. RUNNI NG) ;
/1
// Setup the query with the above parans
T _Processl nfoQueryChoi ce [] choice = new

T_Processl nf oQuer yChoi ce[ CHO CE_SI ZE] ;
choi ce[0] = new T_Processl nf oQuer yChoi ce();
choi ce[ 0] . set Appr oval St at us(approval St at usl nt eger) ;
choi ce[1] = new T_Processl nf oQueryChoi ce();
choi ce[ 1] . set ProcessSt at us( processSt at usl nt eger) ;
choi ce[2] = new T_Processl nfoQueryChoi ce();
choi ce[ 2] . set Reci pi ent (recipient);
choi ce[ 3] = new T_Processl nf oQuer yChoi ce();
choi ce[ 3] . set Request 1 d(request|d);

int maxRecords = -1;
T _Processl nfoQuery processlnfoQuery =
new T_ProcesslnfoQuery(T _Logic.fronBtring(logic), order, choice);

ProcessArray processArray = stub. get ProcessesByQuery(processlnfoQuery,
nmaxRecor ds) ;

getProcessesByStatus

Used to get information about processes with a specified status (for example, running processes).

Method Signature

public com novell.soa. af.inpl.soap. ProcessArray
get ProcessesBySt at us(com novel | . soa. af . i npl . soap. T_ProcessStatus status)

Example
T ProcessStatus processStatus = T_ProcessStat us. Runni ng;
/1
/Il Get processes by status

ProcessArray processArray = stub. get ProcessesBySt at us(processStat us);
Process [] process = processArray. get Process();

getProcesses
Used to get information about processes, specified by processID.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray getProcesses(java.lang.String id, |ong
time, comnovel | . soa. af.inpl.soap. T_Operator op, java.lang.String initiator,
java.lang. String recipient)
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Parameters

Parameter Description

processld The process Id (java.lang.String).

creationTime The time at which the process was started (long).
op The operator to use. The operators are:

EQ - equals

LT - less than

LE - less than or equal to
GT - greater than

GE - greater than or equal to

initiator The initiator of the workflow.
recipient The recipient of the approval activity.
Example

String

i nt processhat chCount = O;

T_Operator operator = T_Operator. GT;

long currentTinelnMIlis = SystemcurrentTineMI1is();
String [] requestlds = requestldArray.getString();

11

[/ Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per . RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

[/ utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.

requestld = provUtils. startProvi sioni ngRequest (proviap, null);
sl eep(5);

Process process = stub. get Process(requestld);
i f(process !'= null)
{
String processld
String initiator

process. get Processl d();
process.getlnitiator();

ProcessArray processArray = stub. get Processes(processld,

currentTimelnM11is, operator, initiator, recipient);

}

getAllProcesses

Used to get information about all running and completed provisioning requests.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get Al | Processes()
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Example

ProcessArray array = stub.getAl | Processes();
Process [] processes = array.getProcess();

i f(_process !=

{

nul 1)

sb = new StringBuffer();

sh. append("

\nProcess List:");

for(int index = 0; index < _process.|ength; index++)

{
String
String

processld = _process[index].getProcessld();
approval Status = _process[index]. get Approval Status();

Cal endar conpl etionTi me = _process[index]. get Conpl etionTime();
Cal endar creationTime = _process[index].getCreationTime();

String
String
String
String
String
String
String

engi neld = _process[index] . get Engi nel d();

proxy = _process[index].getProxy();

initiator = _process[index].getlnitiator();
processNane = _process[index].get ProcessNane();
processStatus = _process[index].get ProcessStatus();
p_recipient = _process[index].getRecipient();
p_requestld = _process[index].get Requestid();

int val ueCf approval Status = _process[index]. get Val ueOX Approval Stat us();
int val ueOf processStatus = _process[index] . getVal ueCr ProcessStatus();

String

version = _process[index].getVersion();

getProcessesArray

Used to limit the number of processes returned. If the limit you specify is less than the system limit,
the number you specify is returned. If you exceed the system limit, the Workflow Engine returns the
system limit. If the limit you specify is less than or equal to 0, the Workflow Engine returns all

processes.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get ProcessesArray(int maxRecords);

Example

/**

* Method to augment the get All Processes() method that inmpose limts
* on the nunber of processes returned.
* @hrows Test ProgranException

*/

public void adding_Limts_To_getProcessArray_Test Case()
t hrows Test ProgranException

{

String recipient =
ServiceUtils.getlnstance().getlLogi nData().get Username(Logi nDat a. RECI Pl ENT_TYPE) ;
String request NameToStart =
provUtil s. get Provi si oni ngResour ceNanmeFor Reci pi ent (reci pi ent,
"Enabl e Active Directory");

st ub

Provi sioning stub = ServiceUtils.getlnstance().getProvisioningStub();

/1
/Il Get the
try
{
/1
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[/l Start multiple requests
final int NUVBER OF REQUESTS TO START = 2;

Map map = MapUtil s. creat eAndSet Map(new Object[] {
Hel per. RECI PI ENT, reci pient,

| Provi si oni ngConst ant s. PROVI SI ONI NG_REQUEST_TO_START, request NaneToStart});

/1

[l Start request(s)

StringArray requestldArray =

provUtils.startMiltipleProvisioni ngRequests(map, null,

NUVBER _OF_REQUESTS _TO START);

Logger Uil s. sl eep(3);

Logger Uil s. sendToLogAndConsol e("Started " +
NUMBER_OF REQUESTS _TO START + " provisioning requests");

/1

/1 New method to limt the nunber of processes returned

/1

/'l Test Results : maxProcesses <= 0 returns all processes

I maxProcesses up to systemlimt returns maxProcess
count

I maxProcesses > system|imt returns systemlimt

i nt maxProcesses = 10;

ProcessArray processArray = stub. get ProcessesArray(maxProcesses);
Process [] processes = processArray. get Process();

i f(processes != null)

{
Logger Uil s. sendToLogAndConsol e("Process count returned: " +
processes. | ength);
Assert.assert Equal s("Error: Processes returned shoul dn't exceed max

count.",
maxProcesses, processes. |ength);
}
cat ch( Adm nException error)
{
Rat i onal Test Scri pt. | ogError(error.getReason() );
throw new Test ProgranExcepti on(error. get Reason() );
}
cat ch( Renot eException error)
{
Rat i onal Test Scri pt. | ogError(error.get Message() );
throw new Test ProgranExcepti on(error. get Message() );
}
}

getProcessesByld

Used to get information about a specific process, specified by the Process Id.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get ProcessesByld(java.lang. String id)

Provisioning Web Service 251



252

Example

Process [] allProcesses = stub.get All Processes().getProcess();
if(allProcesses != null)

{

String processld = all Processes[0].getProcessld;
ProcessArray array = stub. get ProcessesByl d(processlid);
Process [] processes = array.get Process();

terminate
Used to terminate a running provisioning request.

Method Signature

void term nate(java.lang. String requestld,
comnovel | . soa. af.inpl.soap. T_Term nati onType state, java.lang. String conmment)

Parameters

Parametere Description

requestid The Id of the provisioning request.

state The reason for terminating the process. The choices
are:
RETRACT
ERROR

comment Adds a comment about the terminate action.

Example

11

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per . RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

[/ utility object which refers to a utility class that does not

/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (proviap, null);

sl eep(5);

11

/1 Now retract the request

T _Term nati onType term nati onType = T_Termi nati onType. RETRACT;

stub.term nate(requestld, term nationType, term nationType.getValue() + " the

request");
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getProcess

Used to get information about a running or completed provisioning request, specified by Request ID.

Method Signature

com novel | . soa. af. i npl . soap. Process get Process(java.lang. String requestld)

Example

11

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils
[/ utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provMap, null);

sl eep(5);
Process process = stub. get Process(requestlid);
if(process !'= null)
{

bool ean bMat chProcess = fal se;

if( (recipient.conpareTo(process.getRecipient()) == 0) &&
(request|d. conpareTo(process. get Requestid()) == 0) )

{

bMat chProcess = true;

}
i f (bMat chProcess)
{

String neg = "Found process with requestid : " + requestld,
Logger Ui | s. sendToLogAndConsol e(nsg) ;

}
11

/1 Assert if we could not find a match
Assert.assert True("Coul d not find process with request id: " + requestld,
bMat chProcess) ;

}

getProcessesByCreationTime

Used to get information about processes created between the current time and the time at which the
workflow process was created.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get ProcessesByCreati onTi me(l ong timne,
com novel | . soa. af. i npl . soap. T_QOperator op)
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Parameters

Parameter Description

creationTime The time at which the process was started.

op The operator to use. The operators are:
EQ - equals

LT - less than

LE - less than or equal to
GT - greater than

GE - greater than or equal to

Example
T_Operator operator = T_Operator. GT,;
/1
/'l Get processes with operator relative to the current tine
long currentTine = SystemcurrentTineM I lis();//currentDateTine.getTine();

ProcessArray processArray = stub. get ProcessesByCreationTi ne(currentTine,
operator);

getProcessesByApprovalStatus

Used to get information about processes with a specified approval status (Approved, Denied, or
Retracted).

Method Signature

com novel | . soa. af . i npl . soap. ProcessArray
get ProcessesByApproval Status(com novel | . soa. af. i npl . soap. T_Approval Status status)

Example
T Approval Status approval Status = T_Approval St atus. Approved;
11
/Il Get all the processes based upon approval status above

ProcessArray processArray = stub. get ProcessesByApproval St at us(approval St at us);
Process [] processes = processArray. get Process();

getProcessesByRecipient

Used to get information about processes that have a specific recipient Id.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get ProcessesByReci pi ent(java.lang. String
recipi ent)

Example

String recipient = "cn=abl ake, ou=user s, ou=i dnmsanpl e- konodo, o=neti q";

254  NetlQ Identity Manager User Application: Administration Guide



11

/'l Cet processes by recipient

ProcessArray processArray = stub. get ProcessesByReci pi ent (recipient);
Process [] process = processArray. get Process();

getProcessesBylnitiator

Used to get information about processes that have a specific initiator 1d.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray getProcessesBylnitiator(java.lang.String
initiator)

Example
String initiator = "cn=adm n, ou=i dnmsanpl e- konodo, o=neti q";
/1
/'l Get processes by initiator

ProcessArray processArray = stub. getProcessesBylnitiator(initiator);
Process [] process = processArray. get Process();

setResult
Used to set the entitlement result (approval status) of a previously completed provisioning request.

Method Signature

voi d setResult(java.lang. String requestld,
comnovel | . soa. af.inpl.soap. T_EntitlenmentState state,
comnovel | . soa. af.inpl.soap. T_EntitlementStatus status, java.lang.String nmessage)
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Parameters

Parameter Description

requestld The Id of the provisioning request.

state The state of the provisioning request. The possible
values are:

Unknown
Granted
Revoked

status The status of the provisioning request. The possible
values are:

Unknown
Success
Warning
Error
Fatal
Submitted

message A message about the entitlement result.

Example

/1

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per . RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

[/ utility object which refers to a utility class that does not

Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);

sl eep(5);

11
Il Get the process id for this running process
Process process = stub. get Process(requestld);
String processlid = null;
if (process != null)
processld = process. get Processl d();
Il
/'l Reset the state of the provisioning request
T EntitlementState newentitlementState =
T Entitlenent St at e. Revoked,;
T EntitlementStatus newentitlenmentStatus = T_Entitlenent Status. Success;
String comment = "Revoked the provisioning request”;
stub. set Resul t (processld, newentitlenmentState, newkntitlenentStatus, comrent);
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11.3.2

getProcessesByCreationinterval
Used to get information about processes started between two specified times.

Method Signature

com novel | . soa. af. i npl . soap. ProcessArray get ProcessesByCreationlnterval (| ong
start, long end)

Parameters

Parameter Description

startTime The start time (YYYY/MM/DD).
endTime The end time (YYYY/MM/DD).
Example

long startTine = SystemcurrentTimeMI1is();

11

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per . RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mr Approve-No Timeout)");

/1

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

[/ utility object which refers to a utility class that does not

Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);

sl eep(5);
long endTine = SystemcurrentTineM I lis();
11
/1 Get all the processes between the start and end tine ProcessArray

processArray = stub.get ProcessesByCreationlnterval (startTine, endTi ne);
Process [] processes = processArray. get Process();

Provisioning

This section provides reference information for each Provisioning method.

multiStart
Used to start a workflow request for each specified recipient.

Method Signature

comnovel | . soa. af.inpl.soap. StringArray nmulti Start(java.lang. String processld,
com novel | . soa. af.inpl.soap. StringArray recipients,
com novel | . soa. af.inpl.soap. DataltemArray itens)
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Parameters

Parameter Description

processld The Id of the provisioning request to start.
recipients The DN of each recipient.

dataltem The list of data items for the provisioning request.
Example

Provi si oni ngRequest Array requestArray =
stub. get Al | Provi si oni ngRequest s(reci pient);

11

/! |f there are sone then,
if(requestArray != null)

{
String Id =" ";
StringArray requestldStringArray = null;
String [] |istOFRecipients = {recipient, addressee};
/1
/1 Sel ect a provisioning resource
String request NaneToStart = "Enable Active Directory Account (Myr Approve-
No Timeout)";
/1

/1 Loop thru and find the request that we want to start
Provi si oni ngRequest [] requests = request Array. get Provi si oni ngrequest () ;
for(int index = 0; index < requests.|ength; index++)

{

Is this the name of the request to start?
i f(requests[index].getNane().conpareTo(request NaneToStart) == 0)

11

/1 Get the current associated data itenms. Replicate a new

// dataitemarray excluding the null val ues.

Id = requests[index].getld();

Dataltem[] dataltem = requests[index].getltens().getDataiten();
if(dataltem!= null)

/1 Call method replicatebDataltemArray on the

/1 provUtils utility object, which refers to a

/1 utility class that does not ship with the

/1 ldentity Manager User Application.

{
Datal temArray newDataltemArray =
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provUtils.replicateDataltemArray(datalteny;
11
/] Create a string array initializing with nultiple recipients
StringArray |istOfRecipientsStringArray = new
StringArray(listO Recipients);
/1
/1 Start the request for nmultiple recipients
logStep("Calling stub.multiStart(" + Id +
",listORecipientsStringArray, newbataltemrray)");
request 1 dStringArray = stub.multiStart(1d,
i stOF Reci pi entsStringArray, newDataltenmArray);

}
}

start
Used to start a provisioning request.

Method Signature

java.lang. String start(java.lang. String processld, java.lang.String recipient,
com novel | . soa. af.inpl.soap. DataltemArray itens)

Parameters
Parameter Description
processid The Id of the provisioning request to start.
recipient The DN of each recipient.
dataltem The list of data items for the provisioning request.
Example

11

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Tinmeout)");

/1

/1 Start request

/1 Calls method startProvisioni ngRequest on the provUtils

[/ utility object which refers to a utility class that does not

Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provMap, null);

sl eep(5);

The example above calls the startProvisioningRequest method. This method is not part of the IDM
User Application. We show it here to finish illustrating the example:
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/**
*Method to start a provisioning request using the supplied
*Map and dataitem object. Handling of digital certificate
*resources is al so handl ed.
* @aram _map
* @aram _in_dataltem
* @eturn String
* @hrows Test ProgranmException
*/
public String startProvisioni ngRequest (Map _map, Dataltem ][]
_in_dataltem) throws TestProgrankException
{
String requestld = null;
try
{
String recipient =(String)_map.get(Hel per. RECI Pl ENT);
String requestToStart =
(String)_map. get (I Provisioni ngConst ants. PROVI SI ONl NG_REQUEST_TO_START) ;
String proxyUser =(String)_map.get(lWrkFl owConst ants. PROXY_USER);
String digital Signature =
String)_map. get (1Digital Si gnatureConstants. Dl G TAL_SI GNATURE) ;
Rati onal Test Script.loglnfo("Step: Calling
start Provi si oni ngRequest (_map)");
11
/1 Get the stub
Provi sioning stub = Serviceltils.getlnstance().getProvisioningStub();
11
/1 Get all the available resource requests for the recipient
Rat i onal Test Scri pt.|oglnfo("Step: Calling stub.getAll Provisioni ngRequests("
+ recipient + ")");
Provi si oni ngRequest Array requestArray =
st ub. get Al | Provi si oni ngRequest s(reci pient);

if(requestArray != null)

{
11
/1 Get the provisioning request fromthe array
Provi si oni ngRequest request =

get Provi si oni ngRequest FromArray(request Array, requestToStart);

if(request !'= null)

{

Dataltem[] dataltem = null;

DataltemArray newbDataltemArray = nul | ;

11

/1 If the supplied data itemis null then just replicate
/1 what currently exists with the request.
if(_in_dataltem== null)

{
11
/1 Use the current data item associated with the request
dataltem = request.getltens().getDataiten();
if(dataltem!= null)
{
newDat altemArray = replicateDataltemArray(datalten;
}
}
el se
{
11
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/1 Set the incoming data itemarray
newbDat altemArray = new DataltemArray();
newbDat altemArray. setDataiten(_in_dataltem;
}
11
/1 Start the Provisioning request for the recipient
i f(proxyUser == null && digital Signature == null)

{
Rati onal Test Script.loglnfo("Step: Calling stub.start(" +
request.getld() + "," + recipient + "dataltemArray)");
requestld = stub.start(
request.getld(),
reci pi ent,
newDat al t emArr ay) ;

else if(proxyUser !'= null && digital Signature == null)
}

getAllProvisioningRequests

Used to return an array of available provisioning requests.

Method Signature

com novel | . soa. af . i npl . soap. Provi si oni ngRequest Arr ay
get Al | Provi si oni ngRequest s(java.lang. String recipient)

Example
11
/l Get all the provisioning requests for this recipient

Provi si oni ngRequest Array provReqArray =

st ub. get Al | Provi si oni ngRequest s(reci pient);
Provi si oni ngRequest [] provRequest = provReqArray. get Provi sioni ngrequest();
i f(provRequest != null)

String description = provRequest[0].getDescription();

String category = provRequest[0].getCategory();

String digitial SignatureType = provRequest[0].getDigital SignatureType();
String requestld = provRequest[0].getld();

DataltemArray itemArray = provRequest[0].getltens();

String |egal D sclai ner = provRequest[0].getLegal Di scl ai ner();

String nane = provRequest|[0]. get Nane();

String operation = provRequest[0].getOperation();

getProvisioningRequests

Used to return an array of provisioning requests for a specified category and operation.
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Method Signature

com novel | . soa. af . i npl . soap. Provi si oni ngRequest Arr ay
get Provi si oni ngRequest s(j ava.l ang. String recipient, java.lang.String category,
java.lang. String operation)

Parameters
Parameter Description
recipient The recipient of the provisioning request.
category The category of the provisioning request.
operation The provisioning request operation
(0=Grant,1=Revoke, 2=Both)

Example

String operation = | Provisioni ngRequest. GRANT;

try

{

/1

/1 Get the stub

Provi sioning stub = ServiceUtils.getlnstance().getProvisioningStub();
| ogStep("Calling stub.getProvisioningCategories()");

StringArray categoriesStringArray = stub. getProvisioni ngCategories();
String [] categories = categoriesStringArray.getString();

11

/1 Loop thru and get the provisioning requests for each category
for(int index = 0; index < categories.|ength; index++)

{
11
/'l Get the provisioning request based upon recipient
| ogStep("Calling stub. getProvisioni ngRequests(" + recipient + "," +
categories[index] + "," + operation + ")");

Provi si oni ngRequest Array provRequest Array =

st ub. get Provi si oni ngRequest s(reci pi ent, categories[index], operation);
Provi si oni ngRequest [] provRequests =

provRequest Array. get Provi si oni ngrequest () ;

getProvisioningCategories

Used to get the list of available provisioning categories.

Method Signature

com novel | . soa. af.inpl.soap. StringArray getProvisioni ngCat egories()

Example

StringArray categoriesStringArray = stub. getProvisioningCategories();
String [] categories = categoriesStringArray.getString();
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startAsProxy

Used to start a workflow as a proxy.

Method Signature

java.lang. String start AsProxy(java.lang. String processld, java.lang.String
reci pient, comnovell.soa.af.inpl.soap. DataltemArray items, java.lang. String
proxyUser)

Parameters

Parameter Description

processid The Id of the provisioning request.
recipient The recipient of the provisioning request.
Items The data items for the provisioning request.
proxyUser The DN of the proxy user.

Example

Provi si oni ngRequest Array requestArray =
stub. get Al | Provi si oni ngRequest s(reci pient);
/1
/!l 1f there are sone then,
if(requestArray != null)
{
String Id =" ";
String requestlid =" *;
String requestNaneToStart = "Enable Active Directory Account (Myr Approve-
No Ti neout)";
/1
/1 Loop thru and find the request that we want to start
Provi si oni ngRequest [] requests = request Array. get Provi si oni ngrequest () ;
for(int index = 0; index < requests.|ength; index++)
{
/1
I/l Is this the name of the request to start?
i f(requests[index].getName().conpareTo(requestNaneToStart) == 0)

11

/'l Get the current associated data itens. Replicate a new

// dataitemarray excluding the null val ues.

Id = requests[index].getld();

Dataltem[] dataltem = requests[index].getltens().getDataiten();
if(dataltem!= null)

/1 Call method replicateDataltemArray on the
/1 provltils utility object, which refers to a

Provisioning Web Service 263



[/ utility class that does not ship with the

/1 ldentity Manager User Application.

Datal temArray newbDataltemArray =
provUtils.replicateDataltemArray(datalteny;

11
// Start the Provisioning request for the recipient
| ogStep("Calling stub.startAsProxy(" + Id + "," + recipient +

",newbDataltemArray," + proxyUser + ")");
requestld = stub.startAsProxy(ld, recipient, newbDataltenmArray,
proxyUser);

getProvisioningStatuses

Used to get the status of provisioning requests.

Method Signature

com novel | . soa. af . i npl . soap. Provi si oni ngSt at usArray
get Provi si oni ngSt at uses(com novel | . soa. af. i npl . soap. T_Provi si oni ngSt at usQuery
query, int maxRecords)

Parameters
Parameter Description
query Used to specify the provisioning status query. The

query has the following components:

+ choi ce - the parameters used to filter the results.
You can specify multiple parameters. The
possible parameters are:

Recipient - a DN

RequestiD

ActivitylD

Status (an integer)

State (an integer)
ProvisioningTime (YYYY/MM/DD)
ResultTime (YYYY/MM/DD)

+ | ogic-ANDor OR

* order - the order in which to sort the results.
Possible values for or der are:

ACTIVITY_ID
RECIPIENT
PROVISIONING_TIME
RESULT_TIME

STATE

STATUS
REQUEST _ID
MESSAGE

264  NetlQ Identity Manager User Application: Administration Guide



Parameter Description

maxRecords Used to specify maximum number of records to
retrieve. A value of -1 returns unlimited records.

Example

11
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
Il
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
11
11
T _Provi si oni ngSt at usQueryChoi ce [] choice = new
T _Provi si oni ngSt at usQuer yChoi ce[ 3] ;
choi ce[0] = new T_Provi sioni ngSt at usQuer yChoi ce();
choi ce[ 0] . set Reci pi ent (recipient);
choi ce[1] = new T_Provi sioni ngSt at usQuer yChoi ce();
choi ce[ 1] . set Request | d(request|d);
choi ce[2] = new T_Provi sioni ngSt at usQuer yChoi ce();
choi ce[ 2] . set St at us(new | nt eger (ProcessConst ant s. PROCESSI NG ) ;
/1
/1l Initialize the query
T _Provi sioningStatusQuery query = new T_Provi si oni ngSt at usQuery(T_Logi c. AND,
T _Provi si oni ngSt at usOr der. STATUS, choi ce);
/1
/1 Make the query
StringBuffer sb = new StringBuffer();
int maxRecords = -1,

Provi si oni ngSt at usArray provStatusArray = stub. get Provi sioni ngSt at uses(query,
maxRecor ds) ;

startWithDigitalSignature

Used to start a workflow and specify that a digital signature is required.

Method Signature

java.lang. String start Wt hbDi gital Signature(java.lang.String processld,

java.lang. String recipient, comnovell.soa.af.inpl.soap.DataltemArray itens,
java.lang. String digital Signature,

com novel | . soa. af. i npl . soap. Si gnat urePropertyArray digital Si gnaturePropertyArray)
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Parameters

Parameter Description

processld The request identifier.

recipient The request recipient.

items The data items for the provisioning request.
digital signature The digital signature.
digitalSignaturePropertyArray. The digital signature property map.
Example

String recipient =
ServiceUtils.getlnstance().getLogi nData().getUsername(Logi nData. RECI Pl ENT_TYPE) ;

11

/'l Get the digital signature string for admin

String digital Signature =
Digital Signatureltils. getDi gital Si gnatureFronFil e(lDigital SignatureConstants. ADM N
_DI G TAL_SI GNATURE_FI LENANVE) ;

Provi si oni ngRequest Array requestArray =
stub. get Al | Provi si oni ngRequest s(reci pient);

I

/1 If there are some then,

if(requestArray !'= null)

String Id =" ";
String requestlid =" ";
String requestNaneToStart = "Enable Active Directory Account (Myr Approve-
No Ti neout)";
/1
/1 Loop thru and find the request that we want to start
Provi si oni ngRequest [] requests = request Array. get Provi sioni ngrequest ();
for(int index = 0; index < requests.|length; index++)
{
/1
I/l I's this the name of the request to start?
i f(requests[index].getNanme().conpareTo(request NaneToStart) == 0)

/1

/Il Get the current associated data itens. Replicate a new

// dataitemarray excluding the null val ues.

Id = requests[index].getld();

Dataltem[] dataltem = requests[index].getltens().getDataiten();
if(dataltem!= null)

/1 Call method replicatebDataltemArray on the
/1 provUtils utility object, which refers to a
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[/ utility class that does not ship with the

/1 ldentity Manager User Application.

Datal temArray newbDataltemArray =
provUtils.replicateDataltemArray(datalteny;

/1

// Start a digitally signed provisioning resource for the
reci pi ent

requestld = stub.startWthDigital Signature(request.getld(),
reci pient, newbataltemArray, digital Signature, null); // Don't get any property
val ues (optional)

}
}

startAsProxyWithDigitalSignature

Used to start a workflow using a proxy for the initiator, and specify that a digital signature is required.

Method Signature

java.lang. String start AsProxyWthDi gital Signature(java.lang. String processld,
java.lang. String recipient, comnovell.soa.af.inpl.soap.DataltemArray itens,
java.lang. String digital Signature,

com novel | . soa. af. i npl . soap. Si gnat urePropertyArray digital Si gnaturePropertyArray,
java.lang. String proxyUser)

Parameters
Parameter Description
processld The request identifier.
recipient The request recipient.
items The data items for the provisioning request.
digital signature The digital signature.
digitalSignaturePropertyArray. The digital signature property map.
proxyUser The DN of the proxy user.
Example

/1

/Il Get the digital signature string for adnmin

String digital Signature =
Digital SignatureUtils. getDigital Si gnatureFrontil e(lDigital SignatureConstants. ADM N
_DI G TAL_SI GNATURE_FI LENAME) ;

Provi si oni ngRequest Array request Array =
st ub. get Al | Provi si oni ngRequest s(reci pient);
11
/1 If there are some then,
if(requestArray !'= null)
{
String Id =" ";
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String requestlid = ;
String request NaneToStart = "Enable Active Directory Account (Myr Approve-
No Timeout)";
/1
/1 Loop thru and find the request that we want to start
Provi si oni ngRequest [] requests = request Array. get Provi si oni ngrequest () ;
for(int index = 0; index < requests.|ength; index++)
{
11
I/l Is this the name of the request to start?
i f(requests[index].getName().conpareTo(requestNaneToStart) == 0)

/1
/1 CGet the current associated data itenms. Replicate a new
// dataitemarray excluding the null val ues.
Id = requests[index].getld();
Dataltem[] dataltem = requests[index].getltens().getDataiten();
if(dataltem!= null)
{
/1 Call method replicateDataltemArray on the
Il provUtils utility object, which refers to a
// utility class that does not ship with the
/1 ldentity Manager User Application.
DataltemArray newbDataltemArray =
provUtils.replicateDataltemArray(datalteny;
/1
I/l Start a digitally signed provisioning resource as proxy for
the recipi ent

requestlid =
stub. start AsProxyWt hDi gi t al Si gnat ure(request.getld(), recipient,
newDat al t emArray, digital Signature, null, proxyUser);

}
}

startWithCorrelationld

Used to start a workflow with a correlation ID. The correlation ID provides a way to track a set of
related workflow processes. When started with this method, workflow processes can be queried and
sorted by correlation ID.

Method Signature

java.lang. String startWthCorrel ationld(java.lang. String processld,
java.lang. String recipient, comnovell.soa.af.inpl.soap.DataltemArray itens,
java.lang. String signature, com novell.soa. af.inpl.soap. SignaturePropertyArray
props, java.lang.String proxyUser, java.lang.String correlationld)

throws com novel | . soa. af . i npl . soap. Adm nExcepti on, java.rm .RenoteException;
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Parameters

Parameter Description

processld The request identifier.

recipient The request recipient.

items The data items for the provisioning request.
digital signature The digital signature.
digitalSignaturePropertyArray The digital signature property map.

proxyUser The DN of the proxy user.

correlationID The string that identities the correlation ID. The

correlation ID cannot be longer than 32 characters.

11.3.3 Work Entries

This section provides reference information for each Work Entries method.

forward

Used to forward a task to the next activity in the workflow with the appropriate action (approve, deny,
refuse).

Method Signature

void forward(java.lang. String wid, comnovell.soa.af.inpl.soap.T_Action action,
comnovel | . soa. af.inpl.soap. DataltemArray itens, java.lang. String conmmrent)

Parameters

Parameter Description

wid The work Id.

action The action to take (approve, deny, refuse).
items The data items required by the workflow.
comment The comment.
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Example

11
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
/1
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
String processld = null;
if(process !'= null)
processld = process. get Processl d();

T Action action = T_Acti on. APPROVE;
T Logic logic = T_Logi c. AND;
T WorkEntryOrder workEntryOrder = T_WorkEntryOrder. REQUEST_I D;

T _Wor kEnt ryQueryChoi ce [] workEntryqueryChoice = new
T _Wor kEnt ryQuer yChoi ce[ 3] ;

wor KEnt ryquer yChoi ce[ 0] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 0] . set Reci pi ent (reci pi ent);

wor KEnt ryquer yChoi ce[ 1] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 1] . set Request I d(requestid);

wor KEnt ryquer yChoi ce[ 2] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 2] . set Processl d( processl d);

/1

/'l Create work entry query

T WorkEntryQuery query = new T_WorkEntryQuery(logic, _workEntryOder,
wor KEnt ryquer yChoi ce) ;

/1

/1 Get all work entries (max records)

Wor KEntryArray workEntryArray = stub. getWrkEntries(query, -1);

WorkEntry [] workEntry = workEntryArray. get Wrkentry();

if(workEntry !'= null

{
for(int wndex = 0; W ndex < workEntry.length; w ndex++)
{
String workld = workEntry[w ndex].getld();
/1
/1
Logger Uil s. sendToLogAndConsol e("Forwarding : " +
wor KEntry[ Wl ndex] . get ActivityName() + " work id: " + workld);
11

Il Get the dataitemfor this itemof work
Dat altemArray dataltemArray = stub. get Wr k(workl d);
Dataltem[] dataltem = dataltemArray. getDataiten();
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DataltemArray newDataltemArray = null;
if(dataltem!= null)
// Call method replicateDataltemArray on the
I/l provUtils utility object, which refers to a
// utility class that does not ship with the
/1 ldentity Manager User Application.
newDat altemArray = provUtils.replicateDataltemArray(dataltemn);

el se
throw new Test ProgranExcepti on("Dataltemis null.");
/1
/1 daimrequest for recipient
String comment = _action.toString() + " this request: " + requestld + "

for " + recipient;
stub. forward(workld, _action, newDataltemArray, commrent);
}

reassignWorkTask
Used to reassign a task from one user to another.

Method Signature

voi d reassi gnWrkTask(j ava.lang. String wid, java.lang.String addressee,
java.lang. String comment)

Parameters
Parameter Description
wid The Id of the task.
addressee The addressee of the task.
comment A comment about the task.
Example

I

/1l Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
[l utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
11
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
if(process !'= null)

{

String processld = process. get Processl d();
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String initiator = process.getlnitiator();

/1

/Il Setup for the query

HashMap map = new HashMap();

map. put (Hel per. REQUESTI D, requestlid);

map. put (Hel per. RECI PI ENT, recipient);

map. put (Hel per. PROCESSI D, processld);

map. put (Hel per. INITIATOR, initiator);

WorkEntry [] workEntry = workEntryUtils. get WrKkEntri esUsi ngQuery( map,
T WorkEntryOrder. REQUEST_ID, T_Logic. AND);

if(workEntry == null)
throw new Test ProgranmException("Wrk list is enmpty.");
/1
/'l Reassign the work entry fromrecipient to the addressee
/1
/1 Should only be one item
String reassi gnComment = nul | ;
String workld = workEntry[0].getld();
if(workld !'= null)

{
/1
/'l Reassign work entry(s) to addressee
reassi gnComment = "Reassigning work entry " + workld + " from" +
recipient + " to " + addressee;

stub. reassi gn(workl d, addressee, reassi gnComrent);
Logger Uil s. sendToLogAndConsol e(" Reassi gn work entry " + workld + "
from" + recipient +" to " + addressee);

}
}

getWork

Used to retrieve data items for a work entry identified by the Id (UUID) of a task.

Method Signature

com novel | . soa. af. i npl . soap. DataltemArray get Wrk(java.lang. String workld)

Example

11

I/ Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory

Account (Mgr Approve-No Timeout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

/1 utility object which refers to a utility class that does not

Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);

11

/1 Get the process id for this running process
Process process = stub. get Process(requestlid);
if(process !'= null)

{
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String processld
String initiator
/1
// Setup for the query
HashMap map = new HashMap();
map. put (Hel per. REQUESTI D, requestlid);
map. put (Hel per. RECI Pl ENT, recipient);
map. put (Hel per. PROCESSI D, processld);
map. put (Hel per. INITIATOR, initiator);
WorkEntry [] workEntry = workEntryUtils. get WorkEntri esUsi ngQuer y( map,
T WorkEntryOrder. REQUEST_ID, T_Logic. AND);
/1
/1 Do assertion here
Assert.assertNotNul | ("WorkEntry is null for recipient
with request id : " + requestld, workEntry);
DataltemArray dataltemArray = stub. get Wrk(workEntry[0].getld() );
Dataltem[] dataltem = dataltemArray. getDataiten();
if(dataltem!= null)
Logger Uil s. sendToLogAndConsol e(dat al t enf 0] . get Nane());

process. get Processl d();
process.getlnitiator();

+ reci pi ent

forwardWithDigitalSignature

Used to forward a provisioning request with a digital signature and optional digital signature
properties. For example, this can be used by an administrator to force a user-facing activity to be
approved, denied or refused.

Method Signature

voi d forwardWthDigital Signature(java.lang. String w d,

com novel | . soa. af. i npl.soap. T_Acti on action,

comnovel | . soa. af.inpl.soap. DataltemArray itens, java.lang.String comrent,
java.lang. String digital Signature,

+

com novel | . soa. af. i npl . soap. Si gnat urePropertyArray digital Si gnaturePropertyArray)

Parameters

Parameter Description

wid The workid.

action The action to take (approve, deny, refuse).
items The data items required by the workflow.
comment A comment about the action.
digitalSignature The digital signature.
digitalSignaturePropertyArray The digital signature property map.
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Example

11
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
/1
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
String processld = null;
if(process !'= null)
processld = process. get Processl d();

T Action action = T_Acti on. APPROVE;
T Logic logic = T_Logi c. AND;

T WorkEntryOrder workEntryOrder = T_WorkEntryOrder. REQUEST_I D;

Il Get the digital signature string for admn

String digital Signature =
Digital SignatureUtils. getDigital Si gnatureFrontil e(lDigital SignatureConstants. ADM N
_DI G TAL_SI GNATURE_FI LENAME) ;

T _Wor kEnt ryQueryChoi ce [] workEntryqueryChoice = new
T _Wor kEnt ryQuer yChoi ce[ 3] ;

wor KEnt ryquer yChoi ce[ 0] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 0] . set Reci pi ent (reci pi ent);

wor KEnt ryquer yChoi ce[ 1] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 1] . set Request I d(requestid);

wor KEnt ryquer yChoi ce[ 2] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 2] . set Processl d( processl d);

/1

/'l Create work entry query

T WorkEntryQuery query = new T_WorkEntryQuery(logic, _workEntryOder,
wor KEnt ryquer yChoi ce) ;

/1

/1 Get all work entries (max records)

Wor kKEntryArray workEntryArray = stub. getWrkEntries(query, -1);

WorkEntry [] workEntry = workEntryArray. getWrkentry();

if(workEntry !'= null

{
for(int wndex = 0; wWndex < workEntry.length; w ndex++)
{
String workld = workEntry[w ndex].getld();
/1
/1
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wor KEnt ry[ Wl

Logger Ui | s. sendToLogAndConsol e("Forwarding : " +
ndex] . get ActivityNane() + " work id: " + workld);
11
I/l Get the dataitemfor this itemof work
DataltemArray dataltemArray = stub. get Wrk(workld);
Dataltem[] dataltem = dataltemArray. getDataiten();
DataltemArray newDataltemArray = null;
if(dataltem!= null)
/1 Call method replicateDataltemArray on the
I/ provUtils utility object, which refers to a
// utility class that does not ship with the
// ldentity Manager User Application.
newDat altemArray = provUtils.replicateDataltemArray(datalten);
el se

throw new Test ProgranExcepti on("Dataltemis null.");
/1
/1 daimrequest for recipient
String comment = _action.toString() + " this request: " + requestld + "
for " + recipient;

stub. forwardWthDi gital Si gnature(workld, _action, newDataltemArray,

comment, digital Signature, null);

}

forwardAsProxy

Used to forward a provisioning request. For example, this can be used by an administrator to force a
user-facing activity to be approved, denied or refused.

Method Signature

voi d forwardAsProxy(java.lang. String wid, comnovell.soa.af.inpl.soap. T_Action
action, comnovell.soa.af.inpl.soap.DataltemArray itens, java.lang.String conment,

java. |l ang. St

ring proxyUser)

Parameters

Parameter Description

wid The workld (activity Id).

action The action to take (approve, deny, refuse).
items The data items required by the workflow.
comment The comment to add to the activity.
proxyUser The DN of the proxy user.
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Example

11
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
/1
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
String processld = null;
if(process !'= null)
processld = process. get Processl d();

T Action action = T_Acti on. APPROVE;
T Logic logic = T_Logi c. AND;

T WorkEntryOrder workEntryOrder = T_WorkEntryOrder. REQUEST_I D;

T _WorkEnt ryQueryChoi ce [] workEntryqueryChoice = new
T _Wor kEnt ryQuer yChoi ce[ 3] ;

wor KEnt ryquer yChoi ce[ 0] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 0] . set Reci pi ent (reci pi ent);

wor KEnt ryquer yChoi ce[ 1] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 1] . set Request I d(request | d);

wor KEnt ryquer yChoi ce[ 2] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 2] . set Processl d( processld);

/1

I/l Create work entry query

T WorkEntryQuery query = new T_WorkEntryQuery(logic, _workEntryOder,
wor KEnt ryquer yChoi ce) ;

/1

/1 Get all work entries (max records)

Wor KEntryArray workEntryArray = stub. getWrkEntries(query, -1);

WorkEntry [] workEntry = workEntryArray. get Wrkentry();

if(workEntry !'= null

{

for(int wndex = 0; wWndex < workEntry.length; w ndex++)

{
String workld = workEntry[w ndex].getld();
/1
/1
Logger Ui | s. sendToLogAndConsol e("Forwarding : " +

wor KEntry[ Wl ndex] . get ActivityName() + " work id: " + workld);

/1

/l Get the dataitemfor this itemof work
DataltemArray dataltemArray = stub. get Wrk(workld);
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Dataltem[] dataltem = dataltemArray. getDataiten();
DataltemArray newDataltemArray = null;
if(dataltem!= null)
// Call method replicateDataltemArray on the
/1 provUtils utility object, which refers to a
[/ utility class that does not ship with the
/1 ldentity Manager User Application.
newDat altemArray = provUtils.replicateDataltemArray(dataltemn);

el se
throw new Test ProgrankException("Dataltemis null.");
/1
/1 daimrequest for recipient
String comment = _action.toString() + " this request: " + requestld + "

for + recipient;
String proxyUser =
ServicelUtils.getlnstance().getlLogi nData(). get User name(Logi nDat a. PROXY_TYPE) ;
st ub. f orwar dAsProxy(workl d, _action, newDataltemArray, conment,

proxyUser); }

}

unclaim

Used to unclaim a provisioning request. This method only works if the request was claimed in the
User Application. You cannot unclaim a request once it has been forwarded using the SOAP
interface, because the f or war d APl method (see “forward” on page 269) claims and forwards in one
operation.

Method Signature

voi d uncl ai n(java.lang. String wid, java.lang.String conment)

Parameters

Parameter Description

workld The Id of the activity to unclaim.
comment A comment about the action.
Example

/1 Action and Approval Types
final int SELECTED ACTION = 0; final int CLAl MED SELECTED ACTION = 0;
T Action [] action = {T_Action. APPROVE, T_Action. REFUSE, T_Acti on. DENY};
T Approval Status [] claimedAction = {T_Approval Status. Approved,
T Approval Status. Retracted, T_Approval Status. Deni ed};
/1
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
String processld = null;
if(process !'= null)
processld = process. get Processld();

HashMap map = new HashMap();
map. put (Hel per. REQUESTI D, requestld);
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map. put (Hel per . RECI PI ENT, reci pient);

map. put ( Hel per . PROCESSI D, processld);

11

/1 daimthe request

WorkEntry workEntry = workEntryUils. cl ai mhrKkEnt ry(map,
action[ SELECTED _ACTI ON] ) ;

if(workEntry !'= null)

{
11
/1 Now unclaimthe entry
String workld = workEntry. getld();
stub. uncl ai mMworkld, "Unclaiming this work item: " + workld + " for request
id: " + requestld);

}

forwardAsProxyWithDigitalSignature

Used to forward a provisioning request with a digital signature and digital signature properties. For
example, this can be used by an administrator to force a user-facing activity to be approved, denied
or refused.

Method Signature

voi d forwardAsProxyWthDi gital Signature(java.lang.String wd,

com novel | . soa. af.inpl.soap. T_Acti on action,

comnovel | . soa. af.inpl.soap. DataltemArray itens, java.lang.String comrent,
java.lang. String digital Signature,

com novel | . soa. af. i npl . soap. Si gnat urePropertyArray digital Si gnaturePropertyArray,
java.lang. String proxyUser)

Parameters

Parameter Description

wid The workld (activity Id).

action The action to take (approve, deny, refuse).
items The data items required by the workflow.
comment The comment to add to the activity.
digitalSignature The digital signature.
digitalSignaturePropertyArray The digital signature property map.
proxyUser The DN of the proxy user.
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Example

11
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
/1 ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
/1
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
String processld = null;
if(process !'= null)
processld = process. get Processl d();

T Action action = T_Action. APPROVE;
T Logic logic = T_Logi c. AND;
T WorkEntryOrder workEntryOrder = T_WorkEntryOrder. REQUEST_I D;

T _WorkEnt ryQueryChoi ce [] workEntryqueryChoice = new
T _Wor kEnt ryQuer yChoi ce[ 3] ;

wor KEnt ryquer yChoi ce[ 0] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 0] . set Reci pi ent (reci pi ent);

wor KEnt ryquer yChoi ce[ 1] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 1] . set Request I d(request | d);

wor KEnt ryquer yChoi ce[ 2] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 2] . set Processl d(processld);

/1

/'l Create work entry query

T WorkEntryQuery query = new T_WorkEntryQuery(logic, _workEntryOder,
wor KEnt ryquer yChoi ce) ;

/1

/1 Get all work entries (max records)

Wor kKEntryArray workEntryArray = stub. getWrkEntries(query, -1);

WorkEntry [] workEntry = workEntryArray. getWrkentry();

if(workEntry !'= null

{

for(int windex = 0; wWndex < workEntry.|length; w ndex++)

{
String workld = workEntry[w ndex].getld();
/1
/1
Logger Ui | s. sendToLogAndConsol e("Forwarding : " +

wor KEntry[ Wl ndex] . get ActivityName() + " work id: " + workld);

/1

I/l Get the dataitemfor this itemof work
DataltemArray dataltemArray = stub. get Wrk(workld);
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Dataltem[] dataltem = dataltemArray. getDataiten();
DataltemArray newDataltemArray = null;
if(dataltem!= null)
// Call method replicateDataltemArray on the
/1 provUtils utility object, which refers to a
[/ utility class that does not ship with the
/1 ldentity Manager User Application.
newDat altemArray = provUtils.replicateDataltemArray(dataltemn);

el se
throw new Test ProgrankException("Dataltemis null.");
/1
/1 daimrequest for recipient
String comment = _action.toString() + " this request: " + requestld + "

for + recipient;
String digital Signature =
Digital Signatureltils. getDi gital Si gnatureFronFil e(lDigital SignatureConstants. MVACK
ENZI E_DI G TAL_SI GNATURE_FI LENAME) ;
String proxyUser =
ServiceUtils.getlnstance().getLogi nData(). get User name(Logi nDat a. PROXY_TYPE) ;

st ub. f orwar dAsProxyWt hDi gi t al Si gnat ure(workld, _action,
newDat al t emArray, comment, digital Signature, null, proxyUser);

}

reassign
Used to reassign a task from one user to another.

Method Signature

voi d reassign(java.lang.String wid, java.lang.String addressee, java.lang.String
comment)

Parameters

Parameter Description

wid The Id of the activity to be reassigned.
addressee The addressee of the activity.
comment A comment about the action.
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Example

11
I/ Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory
Account (Mgr Approve-No Timeout)");
11
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.
String requestld = provUtils.startProvisioni ngRequest (provhMap, null);
sl eep(5);
11
/'l Get the process id for this running process
Process process = stub. get Process(requestlid);
if(process !'= null)
{
String processld
String initiator
/1
/'l Setup for the query
HashMap map = new HashMap();
map. put (Hel per. REQUESTI D, requestld);
map. put (Hel per. RECI Pl ENT, recipient);
map. put ( Hel per. PROCESSI D, processld);
map. put (Hel per. INITIATOR, initiator);
WorkEntry [] workEntry = workEntryUtils. get WrkEntri esUsi ngQuer y(map,
T WorkEntryOrder. REQUEST_ID, T_Logic. AND);

process. get Processl d();
process.getlnitiator();

if(workEntry == null)
throw new Test ProgranmException("Wrk list is enmpty.");
/1
/'l Reassign the work entry fromrecipient to the addressee
/1
/1 Should only be one work item
String reassignComent = null;
String workld = workEntry[0].getld();
if(workld !'= null)

{
11
/'l Reassign work entry(s) to addressee
reassi gnComent = "Reassigning work entry " + workld + " from" +
recipient + " to " + addressee;

st ub. reassi gn(workl d, addressee, reassi gnConmment);
Logger Uil s. sendToLogAndConsol e("Reassign work entry " + workld + "
from" + recipient +" to " + addressee);

}
}
getWorkEntries

Used to query the work entries (activities) and returns a list of Wr kEnt r y objects that satisfy the
query.
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Method Signature

com novel | . soa. af . i npl . soap. Wr KEnt r yAr r ay
get WorkEntri es(com novel | . soa. af.inpl.soap. T_WrkEntryQuery query, int maxRecords)

Parameters
Parameter Description
query Used to specify the query used to retrieve the list of
activities. The query has the following components:
* choi ce - the parameters used to filter the results.

You can specify multiple parameters. The

possible parameters are:

Addressee - Possible values for this parameter
are a DN or sel f . Use sel f if you want to
retrieve work entries for the caller of the query,
as identified by the authentication header of
the SOAP header.

Processld

Requestid

Activityld

Status (an integer)

Owner

Priority

CreationTime (YYYY/MM/DD)

ExpTime (YYYY/MM/DD)

CompletionTime (YYYY/MM/DD)

Recipient

Initiator

ProxyFor

* | ogic-ANDorOR
¢ order -the order in which to sort the results.

Possible values for or der are:

ACTIVITY_ID

RECIPIENT

PROVISIONING_TIME

RESULT_TIME

STATE

STATUS

REQUEST_ID

MESSAGE

maxRecords Used to specify maximum number of records to

retrieve. A value of -1 returns unlimited records.
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Example
T _Action action = T_Acti on. APPROVE;
T Logic logic = T_Logi c. AND;
T WorkEntryOrder workEntryOrder = T_WorkEnt ryOrder. REQUEST_I D;

T _Wor kEnt ryQueryChoi ce [] workEntryqueryChoice = new
T _Wor kEnt ryQuer yChoi ce[ 3] ;

wor KEnt ryquer yChoi ce[ 0] = new T_Wor kEnt ryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 0] . set Reci pi ent (reci pi ent);

wor KEnt ryquer yChoi ce[ 1] = new T_Wor kEntryQuer yChoi ce();

wor KEnt ryquer yChoi ce[ 1] . set Request I d(request | d);

wor KEnt ryquer yChoi ce[ 2] = new T_Wor kEntryQueryChoi ce();

wor KEnt ryquer yChoi ce[ 2] . set Processl d( processld);

/1

/'l Create work entry query

T WorkEntryQuery query = new T_WorkEntryQuery(logic, _workEntryOder,
wor KEnt ryquer yChoi ce) ;

11

/1 Get all work entries (max records)

Wor kEntryArray workEntryArray = stub. getWorkEntries(query, -1);

WorkEntry [] workEntry = workEntryArray. get Wrkentry();

getQuorumForWorkTask

Used to get information about the quorum for a workflow activity. A quorum must have actually been
specified for the workflow activity by the workflow designer for this method to work.

Method Signature

com novel | . soa. af . i npl . soap. Quor um get Quor unfor Wr kTask( (j ava. | ang. Stri ng workl d)

Example
/1

/1 Note: Provisioning resource nust contain a quorumin the flow for this api
net hod to work

11
/1 Action and Approval Types
final int SELECTED ACTION = 0; final int CLAI MED SELECTED ACTION = 0;
T Action [] action = {T_Action. APPROVE, T_Action. REFUSE, T_Acti on. DENY};
T Approval Status [] clainmedAction = {T_Approval Status. Approved,
T Approval Status. Retracted, T Approval Status. Deni ed};
11
/Il Get the process id for this running process
Process process = stub. get Process(requestld);
String processld = null;
if(process !'= null)
processld = process. get Processl d();
11
/Il Setup for the query
HashMap map = new HashMap();
map. put (Hel per. REQUESTI D, requestld);
map. put (Hel per . RECI PI ENT, reci pient);
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map. put ( Hel per . PROCESSI D, processld);
map. put (Hel per. I NI TI ATOR, process.getlnitiator() );
VWrkEntry [] workEntry =

wor KEntryUti | s. get Wor kEnt ri esUsi ngQuer y( map,

T WorkEntryOrder. REQUEST_ID, T_Logic. AND);

Assert.assertNotNul | ("WorkEntry is null for recipient : " +

reci pient +

11
11

with request id : + requestld, workEntry);

String workld = workEntry[0].getld();

Quorum quorum = st ub. get Quor unfor Wr kTask( wor kI d) ;

Assert.assertNot Nul | ("Quorum for work task is null for recipient
"+ recipient + " with request id : " + requestld, quorun);

11

/! Extract sone data

int
int
int
int
int

approval Condi ti on = quorum get Approval Condition();
status = quorum get Status();

approveCount = quorum get ApproveCount ();

partici pant Count = quorum getParti ci pant Count ();
refuseCount = quorum get Ref useCount () ;

resetPriorityForWorkTask

Used to reset the priority for a task. You should only use this method on provisioning requests that
have a single approval branch.

Method Signature

void resetPriorityForWrkTask(java.lang.String workld, int priority,
java.lang. String comment)

Parameters

Parameter Description

workld The Id of the activity.

priority The priority to set for the activity.
comment A comment about the action.
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11.3.4

Example

/1 Calls method getProvisioni ngResour ceNameFor Reci pi ent
/1 on the provltils utility object, which refers to a utility class
// that does not ship with the Identity Manager User Application.
String request NanmeToStart =
provUtil s. get Provi si oni ngResour ceNaneFor Reci pi ent (reci pi ent, "Enable
Active Directory Account");
Map map = MapUtil s. creat eAndSet Map(new Object[] {
Hel per. RECI PI ENT, reci pient,
I Provi si oni ngConst ant s. PROVI SI ONI NG_REQUEST_TO_START,
request NaneToStart});
/1
/1 Try and start the provisioning request
String requestld =
provW apper . start Provi si oni ngRequest (reci pi ent, request NameToStart);
Rat i onal Test Scri pt. sl eep(5);
/1
/1 Get the process id for this running process
Process process = stub. getProcess(requestld);
if(process !'= null)
{
/1
/1 Setup for the query
HashMap map = new HashMap();
map. put (Hel per . REQUESTI D, requestlid);
map. put ( Hel per. RECI PI ENT, recipient);
map. put ( Hel per . PROCESSI D, process. get Processld());
map. put (Hel per. I NI TI ATOR, process.getlnitiator());
WorkEntry [] workEntry =
wor KEntryUti | s. get WorkEnt ri esUsi ngQuer y( map,
T WorkEntryOrder. REQUEST _ID, T_Logic. AND);
/1
/'l Now reset the priority for this work item
String workld = workEntry[0].getld();
String comment = "Resetting priority for this work item";
int priority = 0;
stub. resetPriorityForWrkTask(workld, priority, comment);

Comments

This section provides reference information for each Comments method.

getCommentsByType

Used to get workflow comments that are of a specific type (for example, user, system).

Method Signature

com novel | . soa. af . i npl . soap. Comment Array get Conment sByType(j ava. |l ang. String
requestld, comnovell.soa. af.inpl.soap. T_Comment Type type)
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Parameters

Parameter Description
requestld The process identifier.
type The comment type (USER or SYSTEM)
Example
Il

I/ Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable
Active Directory Account (Myr Approve-No Timeout)");
Il
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
/1 utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.
String requestld = provUtils. startProvisioni ngRequest ( provMap,
null);
sl eep(5);
/1
/Il Get the coments by type : either User or System
T_Comment Type [] conment Types = {T_Commrent Type. User,
T_Conmment Type. Syst ent;

for(int types = 0; types < comment Types.|ength; types++)

{
Comment Array comment Array = stub. get Cooment sByType(request|d,
comment Types[types]);
Comment [] comments = conmment Array. get Conment () ;
if(comments !'= null)

{

for(int index = 0; index < comments.|ength; index++)

{
Logger Ui | s. sendToLogAndConsol e(" \nComment Type = " +
comrent Types[types].getValue() + "\n" +
"Activity Id: " +
comrent s[i ndex].getActivityld() + "\n" +

"Comment : " + comments[index].get Conment ()
+ "\n" +

"User : " + comments[index].getUser() + "\n"
+

" Syst em comment "o+
conmment s[ i ndex] . get SystenComent () + "\n" +

"Time stanp : " +
comment s[index].get Tinmestanp().getTime().toString() );

}

getCommentsByActivity

Used to get the comments for a specific activity.
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Method Signature

com novel | . soa. af . i npl . soap. Comment Array get Conmrent sByActivity(java.lang. String

requestld, java.lang. String aid)
Parameters
Parameter Description
requestld The process identifier.
aid The activity identifier.
Example

11

Active

nul l);

wor KEn
T Work

stub. g

/1l Initialize and start a provisioning request

HashMap provMap = new HashMap();

pr ovMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable
Directory Account (Mr Approve-No Tineout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provUtils

[/ utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provMap,

sl eep(5);
/1
/1 Get the process id for this running process
Process process = stub. getProcess(requestld);
if(process !'= null)
{
String processld
String initiator
/1
/Il Setup for the query
HashMap map = new HashMap();
map. put (Hel per. REQUESTI D, requestld);
map. put (Hel per. RECI PI ENT, recipient);
map. put (Hel per. PROCESSI D, processld);
map. put (Hel per. INI TIATOR, initiator);
VWrkEntry [] workEntry =
tryUils. get WorkEntri esUsi ngQuery(map,
EntryOrder. REQUEST I D, T_Logic. AND);
/1
/Il Get the activity id associated with the itemof work
String activityld = workEntry[0].getActivityld();
/1
/'l Get the comments based on activity
if(activityld !'= null)

{
Conmment Array comment Array =
et Comment sByActivity(requestld, activityld);
Comment [] comments = conmment Array. get Conment () ;
}

process. get Processl d();
process.getlnitiator();
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getCommentsByUser
Used to get the comments made by a specific user.

Method Signature

com novel | . soa. af . i npl . soap. Comment Array get Comment sByUser (j ava. |l ang. String
requestld, java.lang.String user)

Parameters
Parameter Description
requestld The process identifier.
user The the DN of the user (recipient) who created the
comments
Example
/1

/1l Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per . RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable
Active Directory Account (Mr Approve-No Timeout)");
/1
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
[/ utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.
String requestld = provUtils. startProvisioni ngRequest ( proviap, \
nul l);
sl eep(5);
11
/1 Get the comrents by recipient (should be the same as user)
Comment Array comment Array = stub. get Cooment sByUser (request | d,
recipient);
Comment [] comments = comment Array. get Comment () ;

getCommentsByCreationTime
Used to get comments made at a specific time.

Method Signature

com novel | . soa. af . i npl . soap. Conment Arr ay
get Conmrent sByCreati onTi ne(j ava. |l ang. String requestlid, long tinme,
com novel | . soa. af. i npl . soap. T_Operator op)

288  NetlQ Identity Manager User Application: Administration Guide



Parameters

Parameter Description

requestld The process identifier.

time The time stamp.

op The query operator to use. Possible values for

operator are:

EQ - equals

LT - less than

LE - less than or equal to
GT - greater than

GE - greater than or equal to

Example

Il
Il Initialize and start a provisioning request
HashMap provMap = new HashMap();
provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable
Active Directory Account (Myr Approve-No Timeout)");
Il
/1 Start request
/1 Calls method startProvisioni ngRequest on the provltils
[/ utility object which refers to a utility class that does not
Il ship with the Identity Manager User Application.
String requestld = provUtils. startProvisioni ngRequest ( provMap,
null);
sl eep(5);
/1
/1 Get comrents by creation time for the provisioning request
started above.
long currentTime = SystemcurrentTimeM I 1is();
Logger Uti | s. sendToLogAndConsol e("-->Current date =
java.util.Date(currentTine).toString() );
/1
/1
T _Operator operator = T_Operator. G,
Comment Array comment Array =
st ub. get Commrent sByCreati onTi me(requestld, currentTime, operator);
Comment [] comments = comment Array. get Conment () ;

+ new

addComment

Used to add a comment to a workflow activity.

Method Signature

voi d addComrent (j ava. | ang. String workld, java.lang.String coment)
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Parameters

Parameter Description
workld The activity identifier (UUID).
comment A comment about the activity.
Example

Il

I/ Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);
provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active Directory

Account (Mgr Approve-No Timeout)");
11
/1 Start request

/1 Calls method startProvisioni ngRequest on the provUtils
[/ utility object which refers to a utility class that does not

/1 ship with the Identity Manager

User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);

sl eep(5);

/1

/1 Setup for the query
HashiMap map = new HashMap();

map. put (Hel per . REQUESTI D, requestlid);

map. put ( Hel per. RECI PI ENT, reci pient);

WorkEntry [] workEntry = workEntryUtils. get WrkEntri esUsi ngQuer y( map,
T WorkEntryOrder. REQUEST_ID, T_Logic. AND);

11
/1 Add comrent to the work entry

String workld = workEntry[0].getld();

String processld = workEntry[0].getProcessld();

String addComment = "Test comment for work id " + workld;
st ub. addComment (wor kl d, addConment) ;

sl eep(2);

getComments
Used to get comments from a workflow.

Method Signature

com novel | . soa. af . i npl . soap. Comment Ar r ay
nmaxRecor ds)

get Comment s(j ava. lang. String workld, int

Parameters

Parameter Description

workld The activity Id (UUID).

maxRecords An integer specifying the maximum number of records

to retrieve.
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11.3.5

Example

/1
/'l Setup for the query
HashMap map = new HashMap();
map. put (Hel per . RECI Pl ENT, addressee);
WorkEntry [] workEntry =
wor KEntryUti | s. get WorkEnt ri esUsi ngQuer y( map,
T WorkEntryOrder. ADDRESSEE, T Logic. OR);
/1
I/l Get all the comrent records for this workld
int maxRecords = -1;
Comment Array comment Array = stub. get Cooment s(wor kl d, nmaxRecor ds);
Comment [] comment = comment Array. get Comment () ;

Configuration

This section provides reference information for each Configuration method.

setCompletedProcessTimeout

Used to set the timeout for completed processes. Processes that were completed more than timeout
days ago are removed from the system. The default value is 120 days. The valid range is 0 days to
365 days.

Method Signature

voi d set Conpl et edProcessTi meout (i nt time)

Example

accessConfigurati onSettings(SET_COWLETED PROCESS TI MEQUT, new | nteger(212) );

setEngineConfiguration

Used to set workflow engine configuration parameters.

Method Signature

voi d set Engi neConfi gurati on(com novel | . soa. af . i npl . soap. Confi guration config)

Parameters

Parameter Description

minPoolSize The minumum thread pool size.
maxnPoolSize The maximum thread pool size.
initialPoolSize The initial thread pool size.
keepAliveTime Thread pool keep live time.
pendinginterval The cluster synchronization time.
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Parameter Description

cleanuplinterval The interval between purging processes from
databases.

retryQueuelnterval The interval between retrying failed processes.

maxShutdownTime The maximum time to let threads complete work

before engine shutdown.

userActivityTimeout The default user activity timeout.
completedProcessTimeout The default completed process timeout.
webServiceActivityTimeout The default Web service activity timeout.
emailNotification Turns email notification on or off.
processCachelnitialCapacity The process cache initial capacity.
processCacheMaxCapacity The process cache maximum capacity.
processCachelLoadFactor The process cache load factor.
heartbeatinterval The heartbeat interval.

heartbeatFactor The heartbeat factor.

Example

accessConfigurationSettings(SET_ENG NE_CONFI GURATI ON, new | nteger(313) );

getCompletedProcessTimeout

Used to get the timeout for completed processes.

Method Signature

i nt get Conpl et edProcessTi neout ()

Example

accessConfigurationSettings(GET_COWLETED PROCESS TI MEQUT, new | nteger(121) );

setEmailNotifications

Used to globally enable or disable email notifications.

Method Signature

voi d set Emai | Noti fi cati ons(bool ean enabl e)

Parameters
Parameter Description
enable Email notifications are enabled if true; otherwise they

are disabled.
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Example

accessConfigurationSettings(SET_EMAI L_NOTI FI CATI ONS, new Bool ean(fal se) );

clearNIMCaches

Clear the NetlQ Integration Manager (previously named exteNd Composer) caches.

Method Signature

voi d cl ear Nl MCaches()

Example

accessConfigurationSettings(CLEAR_ NI M CACHES, new Object() );

setWebServiceActivityTimeout

Used to set the timeout for Web service activities. The default value is 50 minutes. The valid range is
1 minute to 7 days.

Method Signature

voi d set WebServi ceActivityTi meout (int time)

Parameters

Parameter Description

time The timeout value in minutes.
Example

accessConfigurationSettings(SET_WEBSERVI CE_ACTI VI TY_TI MEQUT, new | nteger(767) );

getUserActivityTimeout

Used to get the timeout for user-facing activities.

Method Signature

int getUserActivityTi neout ()

Example

accessConfigurationSettings(GET_USER _ACTI VI TY_TI MEQUT, new | nteger(3767) );

getEmailNotifications

Used to determine if global email notifications are enabled or disabled.
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Method Signature

bool ean get Enai | Noti fi cati ons()

Example

accessConfigurationSettings(GET_EMAI L_NOTI FI CATI ONS, new Bool ean(true) );

setUserActivityTimeout

Used to set the timeout for user-facing activities. The default value is no timeout (a value of zero). The
valid range is 1 hour to 365 days.

Method Signature

voi d setUserActivityTimeout(int tinme)

Parameters

Parameter Description

time The timeout value in hours.
Example

accessConfigurationSettings(SET_USER _ACTI VI TY_TI MEQUT, new | nteger(1767) );

getEngineConfiguration

Used to get the workflow engine configuration parameters.

Method Signature

com novel | . soa. af . i npl . soap. Confi gurati on get Engi neConfi guration()
Example

accessConfigurationSettings(GET_ENG NE_CONFI GURATI ON, new | nteger (141) );

getWebServiceActivityTimeout

Used to get the timeout for Web service activities.

Method Signature

int get WebServi ceActivityTi neout ()

Example

accessConfigurationSettings(GET_WEBSERVI CE_ACTI VI TY_TI MEQUT, new | nteger(808) );
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11.3.6 Miscellaneous

This section provides reference information for each Miscellaneous method.

getGraph
Used to get a JPG image of the workflow. The Graphviz program must be installed on the computer

where the application server and the IDM User Application is running. For more information about
Graphviz, see Graphviz (http://www.graphviz.org).

Method Signature

byte[] getG aph(java.lang.String processld)

Parameters
Parameters Description
processid The request Id.
Example

11

I/ Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi sioni ng_Request _To_Start_Key", "Enable Active
Directory Account (Mr Approve-No Tineout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provUtils

/1l utility object which refers to a utility class that does not

/1 ship with the Identity Manager User Application.

String requestld = provUtils. startProvisioni ngRequest ( provMap,
null);

sl eep(5);

11

11

Process process = stub. get Process(requestld);
i f(process !'= null)
{
byte [] graph = null;
if( (recipient.conpareTo(process.getRecipient()) == 0) &&
(request|d. conpareTo(process. get Requestid()) == 0) )
{

graph = stub. get G aph(process. get Processld() );

}

/1

/'l Do assert

Assert.assertNotNull ("Graph is null.", graph);
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getFlowDefinition

Used to get the XML for a provisioning request.

Method Signature

java.lang. String get Fl owDefinition(java.lang. String processld)

Parameters
Parameters Description
processid The request Id.
Example

11

Il Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per. RECI PI ENT, recipient);

provMap. put (1" Provi si oni ng_Request _To_Start_Key", "Enable Active
Directory Account (Mr Approve-No Tineout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

/1 utility object which refers to a utility class that does not

/1 ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);

sl eep(5);

/1

Il

Process process = stub. get Process(requestlid);
i f(process !'= null)

String XM.Fl owDefinition = null;
if( (recipient.conpareTo(process.getRecipient()) == 0) &&
(request|d. conpareTo(process. get Requestid()) == 0) )

XMLFl owDef i nition = stub. get Fl owDefi nition(process. getProcesslid() );

}

/1

/1 Do assert

Assert.assertNotNul | ("Fl ow Definition is null.", XMFl owDefinition);

getFormDefinition

Used to get the XML for a form for a provisioning request.

Method Signature

java.lang. String get FornDefinition(java.lang.String processld)

296  NetlQ Identity Manager User Application: Administration Guide



Parameters

Parameters Description
processld The request Id.
Example

11

Il Initialize and start a provisioning request

HashMap provMap = new HashMap();

provMap. put (Hel per . RECI PI ENT, recipient);

provMap. put (1" Provi sioni ng_Request _To_Start_Key", "Enable Active
Directory Account (Mr Approve-No Tineout)");

11

/1 Start request

/1 Calls method startProvisioni ngRequest on the provltils

[/ utility object which refers to a utility class that does not

Il ship with the Identity Manager User Application.

String requestld = provUtils.startProvisioni ngRequest (provhMap, null);

sl eep(5);

/1

Il

Process process = stub. get Process(requestld);
i f(process !'= null)

String XM.FornmDefinition = null;
i f( (recipient.conpareTo(process.getRecipient()) == 0) &&
(request|d. conpar eTo( process. get Requestid()) == 0) )

XM_FornDefinition =
st ub. get FornDef i ni ti on(process. get Processld() );

}
11

/! Do assert
Assert.assertNotNul | ("Form Definitionis null.",
XM_For nDef i ni tion);

}

getVersion

Used to get the version of the workflow system.

Method Signature

com novel | . soa. af. i npl . soap. T_Versi on get Versi on()
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Example

StringBuffer result = new StringBuffer();

T _Version version = stub. getVersion();

if (version != null)
{
result.append(" Mjor =" + version.getMjor() );
result.append(”™ Mnor =" + version.getMnor() );
resul t.append(" Revision =" + version.getRevision() );
Systemout.println("Version Information " + result.toString());
}

11.3.7 Cluster

This section provides reference information for each Cluster method.

getEngineState

Used to get the | Engi neSt at e for a workflow engine, specified by engine Id.

Method Signature

com novel | . soa. af. i npl . soap. Engi neSt at e get Engi neSt at e(j ava. | ang. Stri ng engi nel d)

Parameters
Parameter Description
engineld The Id of the workfow engine.
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Example

Engi neSt at eArray engi neStateArray = stub.getd usterState();
Engi neState [] engineState = engi neSt at eArray. get Engi neSt at es() ;
if(engineState !'= null)

{
Logger Ui | s. sendToLogAndConsol e( " Engi neCount in cluster:" +
engi neState. | ength);
for(int index = 0; index < engineState.length; index++)

{
Engi neSt at e engi ne =
st ub. get Engi neSt at e(engi neSt at e[ i ndex] . get Engi nel d() );
Logger Ui | s. sendToLogAndConsol e(

"Engine Id: " + engine.getEngineld() + "\n" +
"Engi ne status: " + engine.getEngi neStatus() + "\n" +
"Val ue of engine status: " +
engi ne. get Val ueO Engi neStatus() + "\n" +
"Heartbeat: " + ( (engine.getHeartbeat() != null) ?

engi ne. getHeartbeat (). getTinme().toString() : "null") + "\n" +
"Shutdown time: " + ((engine.get ShutdownTinme()!= null)

? engine. get ShutdownTinme().getTime().toString() : "null") + "\n" +
"Start time: " + ((engine.getStartTime() !'= null) ?

engine.getStartTime().getTime().toString() : "null") );

}

reassignAllProcesses
Used to reassign all processes from the source engine to a list of target engines.

Method Signature

int reassignAll Processes(java.lang. String sourceEngi neld,
comnovel | . soa. af.inpl.soap. StringArray targetEngi nel ds)

Parameters

Parameter Description

sourceEngineld The Id of the source workflow engine.
targetEnginelds The Ids of the target workflow engines.

getEngineState

Used to get a list that contains an IEngineState object for each engine in the cluster.

Method Signature

public comnovell.soa. af.inpl.soap. Engi neState get Engi neState(java.lang. String

engi nel d)
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Parameters

Parameter Description
engineld The Id of the workfow engine.
Example

Engi neSt at eArray engi neStateArray = stub.getd usterState();
Engi neState [] engineState = engi neSt at eArray. get Engi neSt at es() ;
if(engineState !'= null)

{
Logger Ui | s. sendToLogAndConsol e( " Engi neCount in cluster:" +
engi neState. | ength);
for(int index = 0; index < engineState.length; index++)

{
Engi neSt at e engi ne =
st ub. get Engi neSt at e(engi neSt at e[ i ndex] . get Engi nel d() );
Logger Ui | s. sendToLogAndConsol e(

"Engine Id: " + engine.getEngineld() + "\n" +

"Engi ne status: " + engine.getEngineStatus() + "\n" +

"Val ue of engine status: " +
engi ne. get Val ueO Engi neStatus() + "\n" +

"Heartbeat: " + ( (engine.getHeartbeat() !'= null) ?
engi ne. getHeartbeat (). getTinme().toString() : "null") + "\n" +

"Shutdown tine: " + ((engine.getShutdownTine()!= null)
? engi ne. get ShutdownTinme().getTime().toString() : "null") + "\n" +

"Start time: " + ((engine.getStartTime() !'= null) ?
engine.getStartTime().getTime().toString() : "null") );

}

}

reassignPercentageProcesses
Used to reassign a percentage of processes from the source engine to the target engine.

Method Signature

i nt reassi gnPercent ageProcesses(int percent, java.lang.String sourceEngineld,
java.lang. String target Engi nel d)

Parameters

Parameter Description

percent An integer representing the percentage of processes
to be reassigned.

sourceEngineld The Id of the source workflow engine.

targetEnginelds The Id of the target workflow engine.

reassignProcesses

Used to reassign one or more processes from the source engine to the target engine.

300 NetlQ Identity Manager User Application: Administration Guide



Method Signature

i nt reassi gnProcesses(com novel |l .soa. af.inpl.soap. StringArray requestlds,
java.lang. String sourceEngineld, java.lang.String targetEngi nel d)

Parameters

Parameter Description

requestlds A list of requestlds of the processes to be reassigned.
sourceEngineld The Id of the source workflow engine.
targetEnginelds The Id of the target workflow engine.

removeEngine

Used to remove an engine from the cluster state table. The engine must be in the SHUTDOWN or
TIMEDOUT state.

Method Signature

voi d renmoveEngi ne(j ava. | ang. Stri ng engi nel d)

Parameters
Parameter Description
engineld The Id of the workflow engine to be removed.
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12.1

Metrics Web Service

This section describes the Metrics Web Service, which provides metrics for provisioning workflows.

About the Metrics Web Service

The workflow engine includes a Web Service for gathering workflow metrics. The addition of the
Metrics Web Service to the workflow engine lets you monitor an approval flow process. In addition, it
provides indicators the business manager can use to modify the process for optimal performance.

The metrics are based on traditional business process flow management principles, which emphasize
the need for metrics to be actionable. This ensures that the metrics provided match what an
operations manager usually looks for when analyzing and optimizing business flows. Therefore, the
metrics identify bottlenecks and provide other capacity indicators. The Metrics Web Service allows
you to narrow down the metrics to a common and established set of data, instead of trying to
anticipate the myriad of metrics and reports that can be created for a business process flow.

When working with the Metrics Web Service, you should keep in mind that the service is not intended
to be an all-purpose metrics system:

+ The Metrics Web Service is not a reporting tool or reporting engine. Consequently it does not
use a complex query language.

+ The Metrics Web Service is not designed as an all-purpose performance management system.
This helps to limit the impact of the needed queries against the live system being monitored.

Operations management stresses three key internal process performance measures that together
capture the essence of process flow. These three measures can serve as leading indicators of
customer satisfaction: flow time, flow rate, and inventory.

With these measures, an operations manager can answer the following questions:

+ On average, how much time does a provisioning request spend within the process boundaries?
(Flow time)

+ On average, how many provisioning requests pass through the process per unit of time? (Flow
rate)

+ On average, how many provisioning requests are within the process boundaries at any point in
time? (Inventory)

These three measures are related by Little's law:

I nvent or y=FI ow Rat e*Fl ow Ti ne
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12.1.2

12.1.3

Web Service Semantics

The following semantics apply to the use of the Metrics Web Service:

+ Activities in the Metrics Web Service refer only to user-facing activities (Approval Activities).
Negligible running time and the impossibility of controlling the other activities make collecting
metrics for these inappropriate.

+ The Metrics Web Service distinguishes between Working Days and Calendar Days. Calendar
Days refer to all days between two dates. Working Days refer only to working days between two
dates. Since working days may be specified differently in different environments, all Working
Days methods return a raw data set that can be used to compute what is appropriate. If no such
detail is required, the Calendar Days method will readily return the appropriate metric.

Accessing the Test Page

The Metrics Web Service endpoint can be accessed at the following URL:
http://server:port/warcontext/netrics/service

You can also access the SOAP endpoint by going to the Administration within the User Application.
To do this, you need to select the Application Configuration tab, then select Web Services from the
left-navigation menu. After selecting Web Services, pick the Web Service endpoint you want from the
list.

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment. For details on enabling the test page, see the instructions provided for the
Role Service in “Enabling the Test Page” on page 359.

Web Service Methods Grouped by Security Permissions

The service is secured using Basic Authentication. Therefore, you should use SSL to connect to the
service. The service uses the same security layer as the User Application and consequently not all
service operations are allowed to all users. Only a Provisioning Administrator will have unconditional
access to all the methods. On the other hand team managers will only have access to metrics that
pertain to their team and team members.

Hence the Metrics Web Service operations are divided into 3 categories according to role and
security permissions:

+ Team manager operations
+ Provisioning Application Administrator operations
+ Utility operations

Team Metrics

Team managers can only retrieve metrics on a team for which they are managers. These are the
methods are available to team managers:
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Table 12-1 Team Metrics Methods

Method Description

getClaimedFlowTimeCalendarDays Returns the average time in hours the provisioning
request was claimed for within the specified time
interval

getClaimedFlowTimeWorkingDays Returns the result set required to compute the average

time the provisioning request was claimed for the
specified time interval

getToClaimedFlowTimeCalendarDays Returns the average time in hours it took the
provisioning request to be claimed from the moment it
was available to addressees

getToClaimedFlowTimeWorkingDays Returns the average time it took the provisioning
request to be claimed from the moment it was
available to addresses, within the specified time
interval

getClaimedinventory Returns the average number of provisioning requests
claimed within the specified interval

getClaimedThroughputWorkingDays Returns the average number of provisioning requests
claimed within the specified interval

getTeamLongestRunning Returns a result set of the longest running request in
seconds for which members of the team acted as
addressees

getTeamFlowHistory Returns a result set of the activity outcomes,

addressee and addressee messages for the specified
list of provisioning requests

getTeamHistoryForlnitiators Returns a result set of the provisioning request and
their status for which members of the team acted as
initiators

getTeamHistoryForRecipients Returns a result set of the provisioning request and
their status for which members of the team acted as
recipients

getTeamRunningTime Returns the average time in seconds the specified
provisioning requests have been running

getTeamDecisionCount Returns the number of decisions the team made as
addressees for the specified provisioning request

getTeamlinitiatedCount Returns the number of provisioning requests initiated
by the team
getTeamRecipientCount Returns the provisioning requests for which a member

of the team acts as a recipient

Provisioning Administrator Metrics

This role is unrestricted and may perform any of the service's operations. These are the methods that
are only available to Provisioning Administrators.
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Table 12-2 Provisioning Administrator Metrics Methods

Method

Description

getActivityFlowTimeCalendarDays

getActivityFlowTimeWorkingDays

getActivitylnventory

getActivityThroughputCalendarDays

getActivityThroughputWorkingDays

getFlowTimeCalendarDays

getFlowTimeWorkingDays

getlnventory

getLongestClaimed

getLongestRunning

getFlowCount

getFlowHistory

getFlowHistoryForlnitiators

getFlowHistoryForRecipients

getRunningTime

getThroughputCalendarDays

getThroughputWorkingDays

Returns the average time in hours the user activity
took to complete

Returns the result set required to compute the average
time the user activity took to complete

Returns the average number of provisioning requests
at any one time for the specified user activity

Returns the average number of provisioning requests
per hours that exited the specified user activity within
the specified time interval

Returns the result set required to compute average
time it takes a provisioning request to complete for the
specified time interval

Returns average time in hours it takes a provisioning
request to complete for the specified time interval

Returns the result set required to compute average
time it takes a provisioning request to complete for the
specified time interval

Returns the average number of provisioning requests
in the system at any one time for the specified time
interval

Returns a result set of the provisioning requests that
have been claimed but not acted upon (time in
seconds)

Returns a result set of the longest running provisioning
requests (time in seconds)

Returns the number of provisioning requests

Returns a result set of the activity outcomes,
addressee and addressee messages for the specified
list of provisioning requests

Returns the list of provisioning requests and their
status for the specified initiators

Returns the list of provisioning requests and their
status for the specified recipients

Returns the average running time in seconds for the
provisioning requests that are currently running

Returns the average number of provisioning requests
per hour that completed within the specified interval

Returns the result set required to compute the average
number per hour of provisioning requests that
completed within the specified interval
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Utility Operations

Both team managers and administrators may perform these operations:

Table 12-3 Utility Operations

Method Description

getVersion Returns the server version of the Web service. This

should always used to ensure version matching
between client and server code.

getAllProvisioningFlows Returns the list of provisioning flows that the logged in
user can see

getUserActivityOnlyFlow Returns a GraphViz DOT (http://www.graphviz.org/)
representation of the provisioning workflow

getTeams Returns the list of teams the logged in user manages

getTeamMembers Returns the list of team members for the specified
team

Specifying Filters

As mentioned above, the Metrics Webservice does not use a complex query language. Instead filters
can be use to narrow results by criteria such as date ranges or approval statuses.

These are the filters you can specify (see type FilterConstants in service’s WSDL):

Table 12-4 Filters for Narrowing Metric Results

Filter Description

KEY_ACTIVITY_ID A User Activity Id as defined in the provisioning
request definition

KEY_APPROVAL_STATUS The approval status for the provisioning request.
Possible values are:

*
*
*
*
*

*

KEY_ENTITLEMENT_STATE

ApprovalStatusProcessing
ApprovalStatusDenied
ApprovalStatusRefused
ApprovalStatusApproved
ApprovalStatusRetract

ApprovalStatusError

The state of the entitlement associated with the

provisioning request. Possible value are:

*

*

*

EntitlementUnknown
EntitlementGranted

EntitlementRevoked
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Filter

Description

KEY_ENTITLEMENT_STATUS

KEY_INITIATOR

KEY_L_COMPLETION_TIME

KEY_S_COMPLETION_TIME

KEY_L_ENTITLEMENT_TIME

KEY_S_ENTITLEMENT_TIME

KEY_S_START_TIME

KEY_L_START_TIME

KEY_PROCESS_ID

KEY_PROCESS_STATUS

KEY_PROCESS_VERSION

KEY_RECIPIENT

KEY_REQUEST _ID

The status of the entitlement associated with the
provisioning request. Possible values are:

+ EntitlementSuccess
+ EntitlementWarning
+ EntitlementError
+ EntitlementFatal

The user DN of the workflow initiator

The date indicating the start of the interval for workflow
completion

The date indicating the end of the interval for workflow
completion

The date indicating the start of the interval for
entitlement time

The date indicating the end of the interval for
entitlement time

The date indicating the start of the interval for workflow
start

The date indicating the end of the interval for workflow
start

The DN of the provisioning request

The status of the provisioning request. Possible values
are:

* ProcessStatusRunning
+ ProcessStatusStopped
+ ProcessStatusTerminated

* ProcessStatusCompleted

The process version associated with the workflow
version

The user DN of the workflow recipient

The unique id associated with the workflow instance

Here is a Java example. Note that your code will obviously differ depending on the platform you use
for your Web Service client:

HashMap map=new HashMap();

map. put (MetricsFilter. KEY_PROCESS STATUS,

MetricsFilter.ProcessStatusRunning);

double flowtime = metrics. get Fl owTi meCal endar Days( processl d,
processVer, activity, 5, calendarl.getTine(),

cal endar 2. get Ti ne(), MetricsFilter. ACTI VI TY_CLAI MED,
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12.1.6

MetricsFilter. ACTI VI TY_FORWARDED, nap);

Please consult the WebService WSDL for more information:

http://server:port/warcontext/netrics/servi ce?WsDL

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.soa.af.metrics.soap.impl:

"C \Program Fi | es\Java\j dkl1.6.0_31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-
api.jar";"../lib/mil.jar";"../libl/activation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

comnovel | . soa. af. nmetrics. soap.inpl -javadoc netrics. wsdl

You can change the wsdl2java parameters to suit your requirements.

Obtaining the Remote Interface

Before you can begin calling methods on the Metrics Web Service, you need to have a reference to
the remote interface.

The code below shows how to obtain the remote interface.

import java.util.Local e;

import java.util.Properties;

i mport javax. nam ng. Cont ext;

i mport javax.nam ng.|nitial Context;

i mport javax.xm . rpc. Stub;

i nport com novel | . ga. soap. common. util.Logger Utils;

i mport com novel |l . ga. soap. common. uti |l . Logi nDat a;

i nport com novel | . ga. soap. conmon. util. ServiceUtils;

i mport com novel |l . soa. af. O ust er Excepti on;

i mport com novel |l . soa. af. i npl.soap. Provi si oni ng;

i mport com novel |l . soa. af . i npl . soap. Provi si oni ngSer vi ce;

i mport com novel |l .test. automator. f ramewor k. Test Progr anExcepti on;
import comrational.test.ft.script.Rational TestScript;

i mport com novel |l .soa.af.netrics.soap. MetricsC i ent Hel per;

i mport com novel |l . soa. af.netrics. soap. Metri csSt ubW apper;

i mport com novel |l .soa.af.metrics.soap.inpl.MtricsService;

i mport com novel | .soa. af.netrics. soap.inpl.MtricsServiceException;
i mport com novel |l .soa.af.nmetrics.soap.inpl.|lRenoteMetrics;

/**

* Method to obtain the renote interface to the Metrics endpoint
* @aram _url

* @aram _user name

* @aram _password

* @eturn | RenpteMetrics interface

Metrics Web Service 309



* @hrows Exception

*/

private | RenmoteMetrics getStub(String _url, String _username, String _password)
throws Exception

{

Properties properties = new Properties();
properties. put (Context.| N Tl AL_CONTEXT_FACTCRY,
"org.jnp.interfaces. Nam ngCont ext Factory");

String | ookup =
"xm rpc: soap: com novel | . soa. af . metrics. soap.inpl.MtricsService";

Initial Context ctx
MetricsService svc

new I nitial Context();
(MetricsService) ctx.|ookup(lookup);

Stub stub = (Stub)svc.getlRenoteMetricsPort();

stub. _set Property(Stub. USERNAME PROPERTY, _usernane);

st ub. _set Property(Stub. PASSWORD PROPERTY, _password);

stub. _set Property(Stub. SESSI ON_MAI NTAI N_PROPERTY, Bool ean. TRUE);
st ub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, _url);

return (| RenpteMetrics) stub;

}

Here’s the code to call the method defined above:

| RenoteMetrics stub = null;

try
{
/1
/1 CGet the stub
String url = m| ogi nData. get URL();
stub = get Stub(url,_usernane, _password);
}
cat ch( Exception e)
{
String msg = e.get Message();
Logger Uil s. | ogError(nsg);
throw new Test Progr anExcepti on(msg) ;
}

return stub;

In order for this code to work, the URL passed to the getStub() method would need to point to the
SOAP endpoint, as shown below:

http://nyserver: 8080/ 1 DVProv/ netrics/service
The user name needs to be a fully qualified DN such as the following:

"cn=admi n, ou=i dnsanpl e, o=neti q"

12.1.7 Metrics Configuration Settings

The Metrics Web Service impact on the live system is limited by 4 settings that may be modified in the
| DM w. j ar / Wor kf | owSer vi ce- conf/ confi g. xnl file:
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Table 12-5 Metrics Configuration Settings

Key in config.xml Description
<key>Metrics/TimeRequiredBetweenClientRequests</key> Required time between client requests in ms
(default is 250 ms)
<key>Metrics/MaxClients</key> Maximum number of concurrent client
sessions (default is 10)
<key>Metrics/MaxRows</key> Maximum number of rows any query can
return
<key>Metrics/MaxTeamMembers</key> Maximum Number of Team Members
<key>Metrics/SecondsToAnythingDivider</key> The divider used in all throughput

computations (default 3600). Original values
are in seconds so all throughputs are
consequently per hour.

When the limit has been reached for any of these settings a Web Service fault is generated indicating
the problem. In addition, for settings 1 and 2, the fault includes an error code.

+ [f the fault is caused by a TimeRequiredBetweenClientRequests error, the error code is 100.

+ |f the fault is caused by a MaxClients errors, the error code is 200.

+ |f the fault is caused by a closed client connection error, the error code is 300.

Client consumers of the Metrics Web Service will have to include in their code provisions for retrying
a request. Here is a simple Java listing that shows how this can be achieved:

try {
for (int i =0; i <retries; i++) {
try {
return netrics. getFl owCount (strDN, strld, new
HashMap() ) ;

} catch (MetricsServi ceException e) {
if (e.getErrorCode() == 100 //subsequent call
error
|| e.getErrorCode() == 200) { //too nmany
clients

try {
Thr ead. sl eep(retryPause);
}

catch (Exception ex) {
/1 to nothing

} else {
throw e2;
}
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} else {
throw new Runti meException(e);
}

} catch (Exception e) {
throw e;
}
}

throw new Runti meException("D d not succeed maki ng
webservice call");
} catch (Exception e) {
throw e;
}

}

12.2 Metrics Web Service API

This section provides details about the methods available with the Metrics web service.

All of the methods throw MetricsServiceException and RemoteException. To improve readability, the
throws clause has been omitted from the method signatures.

12.2.1 Team Manager Methods

This section provides reference information for each method available to team managers.

getClaimedFlowTimeCalendarDays

Syntax: Here’s the method signature:
doubl e get C ai medFl owTi neCal endar Days(String processld, String processVersion,
Date startConpl etionTine, Date endConpl etionTine, String teanDN, Map filters)

getClaimedFlowTimeWorkingDays

Syntax: Here is the method signature:
Metri csResul t set get d ai nedFl owTi neWor ki ngDays(String processlid, String

processVersion, Date startConpletionTi me, Date endConpl etionTine, String teanDN,
Map filters)

getToClaimedFlowTimeCalendarDays

Syntax: Here is the method signature:
doubl e get Tod ai nl owTi meCal endar Days(String processld, String processVersion,
Date startConpl etionTine, Date endConpl etionTine, String teanDN, Map filters)

getToClaimedFlowTimeWorkingDays

Syntax: Here is the method signature:

Metri csResul t set get Tod ai nFl owTi neWor ki ngDays(String processlid, String
processVersion, Date startConpletionTi me, Date endConpl etionTine, String teanDN,
Map filters)
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getClaimedinventory

Syntax: Here is the method signature:

doubl e get d ai medl nventory(String processld, String processVersion, Date
start Conpl eti onTime, Date endConpletionTinme, String teanDN, Map filters)

getClaimedThroughputCalendarDays

Syntax: Here is the method signature:

doubl e get d ai medThr oughput Cal endar Days(Stri ng processld, String processVersion,
Dat e startConpl etionTine, Date endConpl etionTine, String teanDN Map filters)

getClaimedThroughputWorkingDays

Syntax: Here is the method signature:

MetricsResul tset get d ai nedThr oughput Wor ki ngDays(String processld, String
processVersion, Date startConpletionTi me, Date endConpl etionTime, String teanDN,
Map filters)

getTeamLongestRunning

Syntax: Here is the method signature:

MetricsResul t set get TeanLongest Runni ng(String processld, String processVersion,
String teanDN, Map filters)

getTeamLongestClaimed

Syntax: Here is the method signature:

MetricsResul t set get TeanLongest d ai med(String processld, String processVersion,
String teanDN, Map filters)

getTeamFlowHistory

Syntax: Here is the method signature:

MetricsResul t set get TeanFl owHi st ory(Li st requestlds)

getTeamHistoryForlnitiators

Syntax: Here is the method signature:

MetricsResul tset get TeanHi storyForlnitiators(String teanDN, Map filters)

getTeamHistoryForRecipients

Syntax: Here is the method signature:

MetricsResul t set get TeanHi st or yFor Reci pi ents(String teanDN, Map filters)
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getTeamRunningTime

Syntax: Here is the method signature:

doubl e get TeanRunni ngTi me(String processlid, String processVersion, String teanDN,
Map filters)

getTeamDecisionCount

Syntax: Here is the method signature:

i nt get TeanDeci si onCount (String processld, String processVersion, String teanDN,
Map filters)

getTeamlInitiatedCount

Syntax: Here is the method signature:

int getTeam nitiatedCount(String processld, String processVersion, String teanDN,
Map filters)
getTeamRecipientCount

Syntax: Here is the method signature:
i nt get TeanReci pi ent Count (String processld, String processVersion, String teanDN,
Map filters)

Provisioning Application Administrator Methods

This section provides reference information for each method available to the Provisioning Application
Administrator.

getActivityFlowTimeCalendarDays

Syntax: Here is the method signature:
doubl e get Acti vi t yFI owTi neCal endar Days(String processld, String processVer, String
activityld, Date startTinme, Date conpleteTime, Map filters)

getActivityFlowTimeWorkingDays

Syntax: Here is the method signature:
MetricsResul t set get Acti vityFl owTi meWor ki ngDays(String processld, String
processVer, String activityld, Date startTime, Date conpleteTine, Map filters)

getActivitylnventory

Syntax: Here is the method signature:

doubl e getActivitylnventory(String processlid, String processVersion, String
activityld, Date startTinme, Date conpleteTime, Map filters)
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getActivityThroughputCalendarDays

Syntax: Here is the method signature:

doubl e get ActivityThroughput Cal endarDays(String processld, String processVersion,
String activityld, Date startTine, Date conpletiontine, Map filters)

getActivityThroughputWorkingDays
Syntax: Here is the method signature:

MetricsResul tset getActivityThroughput Wr ki ngDays(String processlid, String
processVersion, String activityld, Date startTine, Date conpletiontine, Map
filters)

getinventory

Syntax: Here is the method signature:

doubl e getlnventory(String processlid, String processVersion, Date startTinme, Date
conpleteTinme, Map filters)

getLongestClaimed

Syntax: Here is the method signature:

MetricsResul tset getLongestd ai med(String processlid, String processVersion, Mp
filters)

getLongestRunning

Syntax: Here is the method signature:

MetricsResul t set get Longest Runni ng(String processld, String processVersion, Mp
filters)

getFlowCount

Syntax: Here is the method signature:

int getFl owCount(String processld, String processVersion, Mp filters)

getFlowHistory

Syntax: Here is the method signature:

MetricsResul t set get Fl owHi story(List requestlds)

getFlowHistoryForlnitiators

Syntax: Here is the method signature:

MetricsResul tset getFl owHi storyForlinitiators(List initiators, Map filters)
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getFlowHistoryForRecipients

Syntax: Here is the method signature:

Metri csResul t set get Fl owHi st or yFor Reci pi ent s(Li st recipients, Map filters)

getRunningTime

Syntax: Here is the method signature:

doubl e get Runni ngTi me(String processld, String processVersion, Map filters)

getThroughputCalendarDays

Syntax: Here is the method signature:

doubl e get Thr oughput Cal endar Days(String processld, String processVersion, Date
startTime, Date conpletiontime, Map filters)

getThroughputWorkingDays

Syntax: Here is the method signature:

MetricsResul t set getActivityThroughput Wr ki ngDays(String processld, String
processVersion, String activityld, Date startTine, Date conpletiontine, Map
filters)

Utility Methods

This section provides reference information for each utility method. Both team managers and
administrators can call these methods.

getVersion

Syntax: Here is the method signature:

Ver si onVO get Ver si on()

getAllProvisioningFlows

Syntax: Here is the method signature:

MetricsResul tset get Al | Provi si oni ngFl ows()

getUserActivityOnlyFlow

Syntax: Here is the method signature:

Basi cMbdel VO get User Acti vityOnl yFl ow( String processld, String processVer)

getTeams

Syntax: Here is the method signature:
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MetricsResul t set get Teans()

getTeamMembers

Syntax: Here is the method signature:

MetricsResul t set get TeanMenbers(String teanDN)

12.3 Metrics Web Service Examples

This section provides examples that show how to use the Metrics Web Service to gather workflow
metrics. The examples assume that you have obtained a stub, as shown in Section 12.1.6, “Obtaining
the Remote Interface,” on page 309, and potentially wrapped it in an object that handles the potential
error conditions, as described in Section 12.1.7, “Metrics Configuration Settings,” on page 310.

12.3.1 General Examples

This example uses the KEY_APPROVAL_STATUS filter to compare the decision outcomes for a
provisioning request type. This could be used to generate a pie chart for example.

Fi l ter Constants constant s=new Fil t er Const ant s();

Map<MetricsFilter, Cbject> map = new HashMap<MetricsFilter, Object>();

map. put (MetricsFilter. KEY_APPROVAL_STATUS, const ant s. get Appr oval St at usApproved());
doubl e accept ed=st ubW apper. get Fl owCount ( pr ocessl d, processVer si on, map) ;

map. put (MetricsFilter. KEY_APPROVAL_STATUS, const ant s. get Appr oval St at usDeni ed());
doubl e deni ed=st ubW apper. get Fl owCount ( pr ocessl d, pr ocessVer si on, map) ;

map. put (MetricsFilter. KEY_APPROVAL_STATUS, const ant s. get Approval StatusError());
doubl e error=stubW apper. get Fl owCount ( processl d, processVersi on, map) ;

map. put (MetricsFilter. KEY_APPROVAL_STATUS, const ant s. get Approval Stat usRetract());
doubl e retract ed=st ubW apper. get Fl owCount ( pr ocessl d, processVer si on, map) ;

map. put (Metri csFilter. KEY_APPROVAL_STATUS,

const ant s. get Approval St at usRef used());

doubl e refused = stubW apper. get Fl owCount ( processld,

processVersi on, nap);

Additional filters may be specified by adding appropriate entries to the filter map. The following
examples illustrate how you might add various types of filters.
Adding a start date filter

To add a start date filter (01/01/2006 < date < 02/01/2006):

Cal endar start Dat e=Cal endar. get | nstance();
startDate. set(2006,0,1);

Cal endar endDat e=Cal endar . get | nst ance();

endDat e. set (2006, 1, 1) ;

map. put (MetricsFilter. KEY_L_START Tl ME, startDate);
map. put (MetricsFilter. KEY_S START_TI ME, endDat e)

Adding a completion date filter

To add a completion date filter (02/01/2005 < date <03/01/2005)
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Cal endar start Dat e=Cal endar. get | nstance();

startDate. set(2006,0,1);

Cal endar endDat e=Cal endar. get | nstance();

endDat e. set (2006, 1, 1) ;

map. put (MetricsFilter. KEY_L_COVPLETI ON_TI ME, start Date);
map. put (MetricsFilter. KEY_S COVPLETI ON_TI ME, endDat e)

Narrowing requests to a specific initiator

To narrow down counted requests to a specific initiator

map. put (MetricsFilter. KEY_I NI TI ATOR, "cn=adm n, ou=i dnsanpl e, o=neti q");

Narrowing requests to a specific recipient

To narrow down counted requests to a specific recipient

map. put (MetricsFilter. KEY_RECI Pl ENT, "cn=adm n, ou=i dnsanpl e, o=neti q");

12.3.2 Other Examples

The following examples illustrate the use of various methods for retrieving workflow counts.

Retrieving decision counts for a team

This example describes how to retrieve the various decision outcomes of a team. The team's DN is
required and can be obtained by using the getTeams() method:

Fil terConstants constants=new FilterConstants();

Map<MetricsFilter, Object> nmap = new HashMap<MetricsFilter, Object>();
map. put (MetricsFilter. KEY_ACTI VI TY_END,

constants. get ActivityApproved());

doubl e accepted = stubW apper. get TeanDeci si onCount ( processl d,
processVersion, teanDN, nap);

map. put (MetricsFilter. KEY_ACTI VI TY_END, constants. get ActivityDenied());
doubl e deni ed = st ubW apper . get TeanDeci si onCount ( processl d, processVer si on,
teanDN, map);

map. put (MetricsFilter. KEY_ACTI VI TY_END,
constants. get Acti vit yReassi gned());

doubl e reassi gned = stubW apper. get TeanDeci si onCount ( processl d,
process\Version, teanDN, nap);

map. put (MetricsFilter. KEY_ACTI VI TY_END,
constants. get ActivityRefused());

doubl e refused = stubW apper. get TeanDeci si onCount ( processl d,
processVersion, teanDN, nap);

Retrieving decision counts for requests where team members are
recipients

This example describes how to retrieve the various decisions outcomes for requests for which
members of the team act as recipients
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FilterConstants constants = new FilterConstants();

Map<MetricsFilter, Cbject> nmap = new HashMap<MetricsFilter, Cbject>();

map. put (Metri csFil ter. KEY_APPROVAL_STATUS,

constants. get ActivityApproved());

doubl e accepted = stubW apper. get TeanReci pi ent Count (processld, processVersion,
teanDN, map);

map. put (MetricsFilter. KEY_APPROVAL_STATUS,

const ant s. get Approval St at usDeni ed());

doubl e deni ed = stubW apper. get TeanReci pi ent Count (processld, processVersion,
teanDN, map);

map. put (MetricsFilter. KEY_APPROVAL_STATUS, constants. get Approval StatusError());
doubl e error = stubW apper. get TeanReci pi ent Count ( processl d, processVersion,
teanDN, map);

map. put (MetricsFilter. KEY_APPROVAL_STATUS, constants. get Approval StatusError());
doubl e retracted = stubW apper. get TeanReci pi ent Count ( processl d, processVersion,
teanDN, map);

map. put (MetricsFilter. KEY_APPROVAL_STATUS, constants. get Approval St at usRefused());
doubl e refused = stubW apper. get TeanReci pi ent Count ( processl d, processVersion,
teanDN, map);

Retrieving requests that have been claimed but not acted on

This example describes how to retrieve the requests started after 03/01/2006 that have been claimed
but not acted upon.

Map<MetricsFilter, Object> map = new HashMap<MetricsFilter, Object>();

Cal endar start Dat e=Cal endar. get | nstance();

startDate. set (2006, 2,1);

map. put (MetricsFilter. KEY_L_START Tl ME, startDate);

MetricsResul tset rset = stubWapper. getLongest d ai ned(processld, processVersion,
nep) ;

Retrieving the longest running requests started by a particular user

This example describes how to retrieve the longest running requests that have been started by
initiator "cn=admin,ou=idmsample,o=netiq";

Map<MetricsFilter, Cbject> map = new HashMap<MetricsFilter, Cbject>();

map. put (MetricsFilter. KEY_I NI TI ATOR, ""cn=adm n, ou=i dnsanpl e, o=neti q");
MetricsResul tset rset = stubWapper. get Longest Runni ng(processld, processVersion,
mep) ;

Retrieving activity inventory

This example describes the average inventory for users handling decision with activity id
"managerApproval" between 01/01/2006 and 02/01/2006

Map<MetricsFilter, Cbject> nmap = new HashMap<MetricsFilter, Object>();
Cal endar start Dat e=Cal endar. get | nstance();

startDate. set (2006, 0, 1);

Cal endar endDat e=Cal endar . get | nst ance();

endDat e. set (2006, 1, 1) ;

MetricsResultset rset = stubWapper.getActivitylnventory(processld,
processVer si on, "manager Approval ", startDate, endDate, map );
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Retrieving the Claimed Throughput and Inventory for a Team

This example describes the team's throughput and inventory over the time interval between 01/01/
2006 and 02/01/2006

Map<MetricsFilter, Cbject> nmap = new HashMap<MetricsFilter, Object>();

Cal endar start Dat e=Cal endar. get | nstance();

startDate. set (2006, 0, 1);

Cal endar endDat e=Cal endar . get | nst ance();

endDat e. set (2006, 1, 1) ;

doubl e throughput = stubW apper. get d ai mredThr oughput Cal endar Days( pr ocessl d,
processVersion, startDate, endDate,teanDN, map);

doubl e inventory = stubWapper. get d ai nedl nvent ory(processld, processVersion,
startDate, endDate, teanDN, map)
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13.1

13.1.1

13.1.2

Notification Web Service

This section describes the Notification Web Service, which allows SOAP clients to use the email
notification facility.

About the Notification Web Service

The Identity Manager User Application includes an email notification facility that lets you send email
messages to notify users of changes in the state of the provisioning system, as well as tasks that they
need to perform. To support access by third-party software applications, the notification facility
includes a Web service endpoint. The endpoint lets you send an email message to one or more
users. When you send an email, you include parameters that specify the target email address, the
email template to use, and the replacement values for tokens in the email template.

This Appendix describes the programming interface for the Notification Web Service.

Accessing the Test Page

You can access the Notification Web Service endpoint using a URL similar to the following:
http://server:port/warcontext/notification/service?test

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ 1 DMPROV/ noti fi cati on/ servi ce?t est

You can also access the SOAP endpoint by going to the Administration within the User Application.
To do this, you need to select the Application Configuration tab, then select Web Services from the
left-navigation menu. After selecting Web Services, pick the Web Service endpoint you want from the
list.

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment. For details on enabling the test page, see the instructions provided for the
Role Service in “Enabling the Test Page” on page 359.

Accessing the WSDL

You can access the WSDL for the Notification Web Service using a URL similar to the following:
http://server:port/warcontext/notification/service?wsdl

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nmyserver: 8080/ 1 DMPROV/ noti fi cati on/ servi ce?wsdl
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13.1.3

13.2

13.2.1

13.2.2

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.ws.client.notification:

"C.\Program Fi |l es\Java\j dk1.6.0_31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-

api.jar";"../lib/mil.jar";"../liblactivation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

comnovel |l .ws.client.notification -javadoc notification.wsdl

You can change the wsdl2java parameters to suit your requirements.

Notification Web Service API

This section provides details about the methods available with the Notification Web service. This API
presumes you're using Java code generated by the WSSDK toolkit. The API will be different if you're
using another Web Service toolkit.

All of the methods throw RemoteException. To improve readability, the throws clause has been
omitted from the method signatures.

IRemoteNotification

This section provides reference information for each method associated with the iRemoteNotification
interface.

getVersion

Returns the version number of the notification facility you're running.
Syntax: Here is the method signature:

Ver si onVO get Ver si on()

sendNotification

Sends an email notification.
Syntax: Here is the method signature:

voi d sendNotification(NotificationMap arg0)

BuiltinTokens

This section provides reference information for each method associated with the BuiltinTokens class.
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BuiltinTokens constructor
The BuiltinTokens class has a single constructor.
Syntax: Here is the constructor for the BuiltinTokens class:

Bui I t I nTokens()

getTO

Returns the fixed string TO, which can be used as a key to identify the value for the TO system token.
Syntax: Here is the method signature:

public java.lang. String getTQ()

getCC

Returns the fixed string CC, which can be used as a key to identify the value for the CC system token.
Syntax: Here is the method signature:

public java.lang. String get CC()

getBCC

Returns the fixed string BCC, which can be used as a key to identify the value for the BCC system
token.

Syntax: Here is the method signature:

public java.lang. String get BCC()

getTO_DN

Returns the fixed string TO_DN, which can be used as a key to identify the value for the TO_DN
system token.

Syntax Here is the method signature:

public java.lang. String get TO DN()

getCC_DN

Returns the fixed string CC_DN, which can be used as a key to identify the value for the CC_DN
system token.

Syntax: Here is the method signature:

public java.lang. String get CC_DN()

getBCC_DN

Returns the fixed string BCC_DN, which can be used as a key to identify the value for the BCC_DN
system token.

Syntax: Here is the method signature:
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public java.lang. String get BCC_DN()

getREPLYTO

Returns the fixed string REPLYTO, which can be used as a key to identify the value for the REPLYTO
system token.

Syntax: Here is the method signature:

public java.lang. String get REPLYTQ()

getREPLYTO_DN

Returns the fixed string REPLYTO_DN, which can be used as a key to identify the value for the
REPLYTO_DN system token.

Syntax: Here is the method signature:

public java.lang. String get REPLYTO DN()

getLOCALE

Returns the fixed string LOCALE, which can be used as a key to identify the value for the LOCALE
system token.

Syntax: Here is the method signature:

public java.lang. String get LOCALE()

getNOTIFICATION_TEMPLATE_DN

Returns the fixed string NOTIFICATION_TEMPLATE, which can be used as a key to identify the
value for the NOTIFICATION_TEMPLATE system token.

Syntax: Here is the method signature:

public java.lang. String get NOTI FI CATI ON_TEMPLATE_DN()

Entry

The Entry class represents an entry in an EntryArray object. It is used to specify a token in an email
template.

This section provides reference information for each method associated with the Entry class.

Entry constructors

The Entry class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:
Entry()

Syntax 2: Here is the syntax for a constructor that takes two parameters, the key value and an array
of values:

Entry(java.lang. String Keyval, StringArray Val uesVal)
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getKey
Returns the key defined for the Entry object. The key identifies the token.
Syntax: Here is the method signature:

java.lang. String getKey()

setKey

Sets the key for the Entry object. The key identifies the token. If the object represents a built-in token,
you can use the BuiltinTokens class to set the key. Otherwise, you can pass a string to the setkKey
method that specifies the key.

Syntax: Here is the method signature:

voi d setKey(java.lang. String KeyVal)

getValues

Returns a StringArray object representing the values for the Entry object.
Syntax: Here is the method signature:

StringArray getVal ues()

setValues

Sets the values for the Entry object.
Syntax: Here is the method signature:

voi d setVal ues(StringArray Val uesVal)

EntryArray

The EntryArray class is a container for an array of Entry objects. It is contained by the NotificationMap
object.

This section provides reference information on the methods associated with the EntryArray class.

EntryArray constructors

The EntryArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

EntryArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Entry objects as a parameter:

EntryArray(Entry[] EntryVal)

getEntry

Returns the Entry object contained within this EntryArray object.
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Syntax: Here is the method signature:

Entry[] getEntry()

setEntry

Sets the Entry object for this EntryArray object.
Syntax: Here is the method signature:

void setEntry(Entry[] EntryVal)

13.25 NotificationMap

The NotificationMap object is a map that contains an EntryArray object. It is passed to the
sendNotification method on the stub.

This section provides reference information for the methods associated with the NotificationMap
class.

NotificationMap constructors

The NotificationMap class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Not i fi cati onMap()

Syntax 2: Here is the syntax for a constructor that takes an EntryArray object as a parameter:

Noti ficati onMap(EntryArray EntriesVal)

getEntries

Returns the EntryArray object contained by this NotificationMap object.
Syntax: Here is the method signature:

EntryArray getEntries()

setEntries

Sets the EntryArray object for this NotificationMap object.
Syntax: Here is the method signature:

voi d setEntries(EntryArray EntriesVal)

13.2.6 NotificationService

This section provides reference information for the NotificationService interface.

getIRemoteNotificationPort

Gets the stub for the remote service. The stub is a port of type IRemoteNotification.
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Syntax: Here is the method signature:

| Renot eNoti fication getl RenoteNotificationPort() throws
javax.xm . rpc. Servi ceException

13.2.7 StringArray

This section provides reference information for the StringArray class.

StringArray constructors

The StringArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
StringArray()

Syntax 2: Here is the syntax for a constructor that takes a String array as a parameter:

StringArray(java.lang.String[] StringVal)

getString

Returns the array of strings defined for this StringArray object.
Syntax: Here is the method signature:

java.lang. String[] getString()

setString

Sets the array of strings for this StringArray object. This method is called by the second constructor,
which takes a String array as a parameter.

Syntax: Here is the method signature:

void setString(java.lang.String[] StringVal)

13.2.8 VersionVO

This section provides reference information on the VersionVO class.

getValue

Returns the version number of the service.
Syntax: Here is the method signature:

java.lang. String getVal ue()
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13.3 Notification Example

The following code example shows how one might use the Notification service to send an email
message using a pre-defined system template. To get a reference to the SOAP endpoint for the
Notification service, a call is made to the getNotificationStub() method. After acquiring the stub
interface, the code sets the email notification template as well as values for the built-in tokens in the
template. In addition, the code specifies values for the requestTitle and initiatorFullName tokens. For
each token, the code creates an Entry object. Once all of the entries have been created, it packages
the entry array into a map of type NotificationMap, which is then passed to the sendNotification
method on the stub.

import java.util.Properties;

i mport j avax. nam ng. Cont ext;

i mport javax.nam ng.|nitial Context;

i mport javax.xm .rpc. Stub;

i mport java.rm . RenoteException;

/1

/1 Notification inports

i mport comnovell.ws.client.notification.lRenpteNotification;
i mport comnovell.ws.client.notification.BuiltlnTokens;

i mport comnovell.ws.client.notification.Entry;

i mport comnovell.ws.client.notification.EntryArray;

i mport comnovell.ws.client.notification.StringArray;

i mport comnovell.ws.client.notification. NotificationMap;

i mport comnovell.ws.client.notification.lRenpteNotification;
i mport comnovell.ws.client.notification. NotificationService;

55555555

public class NotificationTest

{

private static final int LOCALHOST = 0; [// local host

private static final int TESTSERVER =1; /] testserver

private static final int SELECTED URL = TESTSERVER;

private String [] SERVER URLS = {

"http://1ocal host: 8080/ 1 DWVProv/notification/service",
"http://testserver: 8080/ DvProv/notification/service"

b

private String url = SERVER URLS[ SELECTED URL];

private String usernanme = "cn=admi n, ou=i dnmsanpl e, o=neti q";

private String password = "test";

public void email NotificationTestCase()
t hrows Exception

{
Systemout.println("\nCalling email NotificationTestCase() test
case");
try
{
String target Emai | Address = "jsmith@onewhere. cont;
/1

// CGet the notification stub
| RenoteNoti fication notificationStub =
getNotificationStub(url, usernanme, password);

Bui I t I nTokens builtlnTokens = new BuiltlnTokens();
I
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/Il Set the To: entry

Entry to = new Entry();

to. setKey(builtlnTokens.getTQ());

StringArray arr = new StringArray(new
String[]{target Enai | Address} );

to.setVal ues(arr);

/1

/1 Set which email tenplate to use : list in iMnager
(Wor kfl ow Admi n->Emai | Tenpl at es)

Entry notificationTenplate = new Entry();

notificationTenpl ate. set Key(builtlnTokens. get NOTI FI CATI ON_TEMPLATE_DN() ) ;
/1
/'l Use one of the email tenplates specifying DN
String EMAI L_TEMPLATE NAME = "Provi sioning Notification";
String tenplateDN = "cn=" + EMAI L_TEMPLATE_ NAME +
",cn=Default Notification Collection,cn=Security";
arr = new StringArray(new String[]{tenpl ateDN} );
notificationTenpl ate. setVal ues(arr);
/1
/1 Substitute key values defined in enail tenplates
Entry tokenl = new Entry();
tokenl. setKey("requestTitle"); // key is %WequestTitle%
arr = new StringArray(new String[]{"Sanple Email using
Notification Wb Service"} );
t okenl. set Val ues(arr);
Entry token2 = new Entry();
t oken2. set Key("i ni tiatorFul | Nane");
arr = new StringArray(new String[]{usernane} );
t oken2. set Val ues(arr);
/1
/1 Setup the notification map
NotificationMap map = new Noti fi cati onMap();
Entry[] entries = new
Entry[]{to, notificationTenpl ate, t okenl, t oken2};
EntryArray entryArray = new EntryArray();
entryArray.setEntry(entries);
map. set Entri es(entryArray);
/1
/1 Make the notification endpoint call
notificationStub. sendNotification(nap);

}

cat ch( Renot eException error)

{
Systemout. println(error.get Message() );
throw new Exception(error. get Message() );

/**
* Method to obtain the renote interface to the Notification
endpoi nt
* @aram _url
* @aram _user nanme
* @aram _password
* @eturn I RenoteNotification interface
* @hrows Exception
*/
private | RenbteNotification getNotificationStub(String _url,
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String _username, String _password)
throws Exception
{
Properties properties = new Properties();
properties. put (Context.| N Tl AL_CONTEXT_FACTCRY,
"org.jnp.interfaces. Nam ngCont ext Factory");

String | ookup =
"xm rpc: soap: com novel | .ws.client.notification.NotificationService";

Initial Context ctx = new Initial Context();
NotificationService svc = (NotificationService)
ct x. | ookup( | ookup);

Stub stub = (Stub)svc.getl RenoteNotificationPort();

stub. _set Property(Stub. USERNAME PROPERTY, _usernane);
st ub. _set Property(Stub. PASSWORD PROPERTY, _password);
stub. _set Property(Stub. SESSI ON_MAI NTAI N_PROPERTY,
Bool ean. TRUE) ;
stub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, _url);

return (I RembteNotification) stub;
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14.1.1

14.1.2

Directory Abstraction Layer (VDX) Web
Service

This section describes the VDX Web Service, which allows SOAP clients to access the directory
abstraction layer.

About the Directory Abstraction Layer (VDX) Web
Service

The directory abstraction layer provides a logical view of the Identity Vault data. To support access by
third-party software applications, the directory abstraction layer includes a Web service endpoint
called the VDX Web Service. This endpoint lets you access the attributes associated with entities
defined in the directory abstraction layer. It also lets you perform ad hoc searches for entities and
execute predefined searches called global queries. You can think of global queries as stored
procedures for LDAP.

This Appendix describes the programming interface for the VDX Web Service.

Accessing the Test Page

You can access the VDX Web Service endpoint using a URL similar to the following:
http://server: port/warcontext/vdx/service?test

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nmyserver: 8080/ DMPROV/ vdx/ servi ce?t est

You can also access the SOAP endpoint by going to the Administration within the User Application.
To do this, you need to select the Application Configuration tab, then select Web Services from the
left-navigation menu. After selecting Web Services, pick the Web Service endpoint you want from the
list.

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment. For details on enabling the test page, see the instructions provided for the
Role Service in “Enabling the Test Page” on page 359.

Accessing the WSDL

You can access the WSDL for the VDX Web Service using a URL similar to the following:
http://server: port/warcontext/vdx/servi ce?wsdl

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:
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14.1.4

http://nmyserver: 8080/ 1 DMPROV/ vdx/ ser vi ce?wsdl

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.ws.client.vdx:

"C \Program Fi |l es\Java\j dk1. 6.0 _31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-
api.jar";"../lib/mil.jar";"../libl/activation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

comnovel | . ws. client.vdx -javadoc vdx. wsdl

You can change the wsdl2java parameters to suit your requirements.

Removing Administrator Credential Restrictions

The VDX Web Service supports two levels of security, one that restricts access to Provisioning
Administrators and another that restricts access to the authenticated user. The default setting restricts
access to all operations to the Provisioning Administrator.

You can modify the settings for security configuration in the i sm confi gurati on. properti es file,
located by defaultin the / neti g/ i dmf apps/ t ontat / conf directory. . Each property can be set to true
or false. A value of true locks down the operation, whereas a value of false opens up the operation.
After making your changes, you need to import the file back into the WAR file and redeploy.

You can open up the VDX Web Service to authenticated users by setting the VirtualDataService/soap
property to false. To open up a particular operation to authenticated users, you need to set the
property for that operation (VirtualDataService/soap/operation) to false as well. If you set all of the
properties to false, you can open up all operations to authenticated users. The operation names are
the same as the names of the methods supported by the service.

Example To ensure that the security configuration opens up all operations within the VDX Web
Service, the i sm confi gurati on. properti es file must have the following setting:

Vi rtual Dat aServi ce/ soap = fal se

To restrict globalQuery, change the Vi rt ual Dat aSer vi ce/ soap/ gl obal Query totrue intheism
configuration. properti es file.

Even though the service does not require the Administrator credentials since you set the
VirtualDataService/soap property to false, the globalQuery operation will still require the Administrator
credentials since you set a property for the operation to true.
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14.2

14.2.1

VDX Web Service API

This section provides details about the methods available with the VDX Web service. This API
presumes you're using Java code generated by the WSSDK toolkit. The API will be different if you're
using another Web Service toolkit.

All of the methods throw VdxServiceException. To improve readability, the throws clause has been
omitted from the method signatures.

IRemoteVdx

This section provides reference information for each method associated with the IRemoteVdx
interface.

getVersion

Returns the version number of the VDX service you're running.
Syntax: Here is the method signature:

Ver si onVO get Versi on() throws java.rm . RenoteException;

globalQuery

Allows you to execute predefined searches called global queries. Global queries are saved searches
for LDAP. They provide some of the capabilities of stored procedures.

To define a global query, you need to use the directory abstraction layer editor. For details, see the
chapter on the directory abstraction layer editor in the Identity Manager User Application: Design
Guide.

Syntax: Here is the method signature:

java.lang. String[] gl obal Query(java.lang.String queryDN, StringVap
quer yPar anet er Val ues) throws VdxServi ceException, java.rm .RenoteException;

query

Allows you to perform ad hoc queries by specifying an entity, a set of attributes, and a query
expression that filters the data returned.

Syntax: Here is the method signature:
EntityAttributeMap query(java.lang.String entityDefinition, java.lang.String[]

attributeKeys, java.lang. String queryFilter) throws VdxServi ceException,
java.rm . Renot eExcepti on;

Query Grammar

The queryFilter parameter of the query() method lets you pass in search criteria expressions that filter
the data returned. This section describes the grammar for these expressions.

Query syntax 1: The simplest form of a query is the following:
Rel at i onal Expressi onl

Query syntax 2: A query can also combine relational expressions with a logical operator:
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Rel at i onal Expessi onl | ogi cal Operator Rel ati onal Expressi on2

Query syntax 3: Alternatively, a query can use parentheses to set off the expressions:
(Rel ati onal Expessi onl) | ogical Operator (Rel ational Expression2)

Query syntax 4: A query can also use parentheses to set off sub queries:

Rel at i onal Expessi onl | ogi cal Operator (Rel ational Expression2 | ogical Operatorl
Rel at i onal Expr essi on3)

Relational expressions must be separated by a logical operator which must remain the same. In other
words, the following query is valid:

expressi onl AND expressi on2 AND expressi on3

However, this query is not valid:

expressi onl AND expression2 OR expression3

You can use parentheses to create a condition group, as in the following example:

expressi onl AND (expression2 OR expression3)

Grammar for Relational Expressions
Relational expression syntax: A relational expression must conform to this syntax:

attribute relational Operator val ue

Grammar for Operators and Values

Relational operators: The relational operator must be one of the following:

> < >= <= = | = I < 1> I<=

PRESENT, ! PRESENT

I>=, STARTWTH, !'STARTWTH, IN, 'IN,

Logical operators: The logical operator must be one of the following:
AND, OR

Value: The value side of an expression must be one of the following:
'"foo',"foo", 1-9, true, false

The PRESENT and 'PRESENT relational operators require no value.

getAttribute

Returns a single Attribute object that can be used to retrieve and examine data for an attribute in the
directory abstraction layer.

Syntax: Here is the method signature:

Attribute getAttribute(java.lang.String objectDN, java.lang.String
entityDefinition, java.lang. String attributeKey) throws VdxServi ceExcepti on,
java.rm . Renot eExcepti on;
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getAttributes

Returns an array of Attribute objects that can be used to retrieve and examine data in the directory
abstraction layer.

Syntax: Here is the method signature:
Attribute[] getAttributes(java.lang.String objectDN, java.lang.String

entityDefinition, java.lang. String[] attributeKeys) throws VdxServi ceExcepti on,
java.rm . Renot eExcepti on;

Attribute

The Attribute class represents an attribute in the directory abstraction layer.

This section provides reference information for the Attribute class.

Attribute constructors

The Attribute class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no arguments:
Attribute()

Syntax 2: Here is the syntax for a constructor that takes arrays of all the supported data types as
arguments:

Attribute(ByteArrayArray BinariesVal, Bool eanArray Bool eansVal, DateArray
DatesVal , IntegerArray IntegersVal, StringArray StringsVal, AttributeType TypeVal

getBinaries

Returns the ByteArrayArray object for the attribute.
Syntax: Here is the method signature:

Byt eArrayArray getBinaries()

setBinaries

Sets the ByteArrayArray object for the attribute.
Syntax: Here is the method signature:

voi d setBinaries(ByteArrayArray BinariesVal)

getBooleans

Returns the BooleanArray object for the attribute.
Syntax: Here is the method signature:

Bool eanArray get Bool eans()
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setBooleans

Sets the BooleanArray object for the attribute.
Syntax: Here is the method signature:

voi d set Bool eans(Bool eanArray Bool eansVal )

getDates

Returns the DateArray object for the attribute.
Syntax: Here is the method signature:

Dat eArray get Dates()

setDates

Sets the DateArray object for the attribute.
Syntax: Here is the method signature:

voi d setDates(DateArray DatesVal)

getintegers

Returns the IntegerArray object for the attribute.
Syntax: Here is the method signature:

IntegerArray getlntegers()

setintegers

Sets the IntegerArray object for the attribute.
Syntax: Here is the method signature:

voi d setlntegers(IntegerArray IntegersVal)

getStrings
Returns the StringArray object for the attribute.
Syntax: Here is the method signature:

StringArray getStrings()

setStrings

Set the StringArray object for the attribute.
Syntax: Here is the method signature:

void setStrings(StringArray StringsVal)
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14.2.3

14.2.4

getType
Returns the Attribute Type object for the attribute.
Syntax: Here is the method signature:

AttributeType get Type()

setType

Sets the AttributeType object for the attribute.
Syntax: Here is the method signature:

voi d set Type(AttributeType TypeVal)

AttributeArray

This section provides reference information on the AttributeArray class.

AttributeArray constructors

The AttributeArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

AttributeArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

AttributeArray(Attribute[] AttributeVal)

getAttribute

Returns an array of Attribute objects.
Syntax: Here is the method signature:

Attribute[] getAttribute()

setAttribute

Sets the array of Attribute objects associated with the AttributeArray class.
Syntax: Here is the method signature:

voi d setAttribute(Attribute[] AttributeVal)

AttributeType

This section provides reference information on the AttributeType class.

AttributeType constructors

The AttributeType class supports a single constructor.
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Syntax: Here is the syntax for the constructor:

protected AttributeType(java.lang. String val ue)

getValue

Returns a String that indicates the attribute type.
Syntax: Here is the method signature:

java.lang. String getVal ue()

1425 BooleanArray

This section provides reference information for the BooleanArray class.

BooleanArray constructors

The BooleanArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Bool eanArray()

Syntax 2: Here is the syntax for a constructor that takes a boolean value as a parameter:

Bool eanArray(bool ean[] Bool eanVal)

getBoolean

Returns an array of boolean values for an attribute.
Syntax: Here is the method signature:

bool ean[] get Bool ean()

setBoolean

Sets an array of boolean values for an attribute.
Syntax: Here is the method signature:

voi d set Bool ean(bool ean[] Bool eanVal)

1426 ByteArrayArray

This section provides reference information on the ByteArrayArray class.

ByteArrayArray constructors

The ByteArrayArray class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

Byt eArrayArray()
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Syntax 2: Here is the syntax for a constructor that takes a Base 64 binary value as a parameter:

Byt eArrayArray(byte[][] Base64Bi naryVal)

getBase64Binary

Returns a two-dimensional array of bytes for an attribute.
Syntax: Here is the method signature:

byte[][] getBase64Bi nary()

setBase64Binary

Sets a two-dimensional array of bytes for an attribute.
Syntax: Here is the method signature:

voi d set Base64Bi nary(byte[][] Base64Bi naryVal)

DateArray

This section provides reference information for the DateArray class.

DateArray constructors

The DateArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Dat eArray()

Syntax 2: Here is the syntax for a constructor that takes a Calendar array as a parameter:

Dat eArray(java.util.Calendar[] DatetineVal)

getDatetime

Returns an array of Calendar objects for an attribute.
Syntax: Here is the method signature:

java.util.Calendar[] getDatetine()

setDatetime

Sets an array of Calendar objects for an attribute.
Syntax: Here is the method signature:

voi d setDatetinme(java.util.Calendar[] DatetineVal)

Directory Abstraction Layer (VDX) Web Service

339



14.2.8 EntryAttributeMap

The EntryAttributeMap class is a container for an EntryArray object. It is returned by the query
method on the stub.

This section provides reference information on the methods associated with the EntryAttributeMap
class.

EntryAttributeMap constructors

The EntryAttributeMap class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

EntryAttri but eMap()

Syntax 2: Here is the syntax for a constructor that takes an EntryArray object as a parameter:

EntityAttributeMap(EntryArray EntriesVval)

getEntries
Returns the EntryArray object contained within this EntryAttributeMap object.
Syntax: Here is the method signature:

EntryArray getEntries()

setEntries

Sets the EntryArray object for this EntryAttributeMap object.
Syntax: Here is the method signature:

voi d setEntry(EntryArray EntriesVal)

1429 Entry

The Entry class represents an entry in an EntryArray object.

This section provides reference information for each method associated with the Entry class.

Entry constructors

The Entry class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:
Entry()

Syntax 2: Here is the syntax for a constructor that takes two parameters, the key value and an array
of attribute values:

Entry(java.lang. String Keyval, AttributeArray Val uesVal)
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getKey
Returns the key defined for the Entry object. The key identifies the attribute.
Syntax: Here is the method signature:

java.lang. String getKey()

setKey
Sets the key for the Entry object. The key identifies the attribute.
Syntax: Here is the method signature:

voi d setKey(java.lang. String KeyVal)

getValues
Returns a AttributeArray object representing the values for the Entry object.
Syntax: Here is the method signature:

AttributeArray getVal ues()

setValues
Sets the values for the Entry object.
Syntax: Here is the method signature:

voi d setVal ues(AttributeArray Val uesVal)

EntryArray

The EntryArray class is a container for an array of Entry objects. It is contained by the
EntryAttributeMap object.

This section provides reference information on the methods associated with the EntryArray class.

EntryArray constructors

The EntryArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

EntryArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Entry objects as a parameter:

EntryArray(Entry[] EntryVal)

getEntry

Returns the Entry object contained within this EntryArray object.

Syntax: Here is the method signature:
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14.2.12

Entry[] getEntry()

setEntry

Sets the Entry object for this EntryArray object.
Syntax: Here is the method signature:

voi d setEntry(Entry[] EntryVal)

IntegerArray

This section provides reference information for the IntegerArray class.

IntegerArray constructors

The IntegerArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

I ntegerArray()

Syntax 2: Here is the syntax for a constructor that takes an int array as a parameter:

IntegerArray(int[] IntVal)

getint

Returns an array of integers for an attribute.
Syntax: Here is the method signature:

int[] getint()

setint

Sets an array of integers for an attribute.
Syntax: Here is the method signature:

void setInt(int[] IntVal)

StringArray

The StringArray class is a container for an array of String objects. When you call the query() and
getAttributes() methods, you pass in a StringArray object to specify which attributes you want to

retrieve values for.

This section provides reference information for the StringArray class.

StringArray constructors

The StringArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
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StringArray()

Syntax 2: Here is the syntax for a constructor that takes an String array as a parameter:

StringArray(java.lang.String[] StringVal)

getString

Returns the array of String objects associated with the StringArray object.
Syntax: Here is the method signature:

java.lang. String[] getString()

setString

Sets the array of String objects associated with the StringArray object.
Syntax: Here is the method signature:

void setString(java.lang.String[] StringVal)

StringEntry

The StringEntry class is contained by the the StringEntryArray class.

This section provides reference information for the StringEntry class.

StringEntry constructors
The StringEntry class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

StringEntry()

Syntax 2: Here is the syntax for a constructor that takes a key and a String value as parameters:

StringEntry(java.lang. String KeyVal, java.lang.String Val uesVal)

getKey
Returns the key defined for the StringEntry object.
Syntax: Here is the method signature:

java.lang. String getKey()

setKey
Sets the key for the StringEntry object.
Syntax: Here is the method signature:

voi d setKey(java.lang. String KeyVal)
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14.2.14

14.2.15

StringEntryArray

The StringEntryArray class is a container for an array of StringEntry objects. It is contained by the
StringMap object.

This section provides reference information for the StringEntryArray class.

StringEntryArray constructors

The StringEntryArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
StringEntryArray()

Syntax 2: Here is the syntax for a constructor that takes a StringEntry array as a parameter:

StringEntryArray(StringEntry[] StringentryVal)

getStringentry

Returns the key for the StringEntryArray object.
Syntax: Here is the method signature:

StringEntry[] getStringentry()

setStringentry

Sets the key for the StringEntryArray object.
Syntax: Here is the method signature:

void setStringentry(StringEntry[] StringentryVal)

StringMap
The StringMap is a container for a StringEntryArray object.

This section provides reference information on the StringMap class.

StringMap constructors

The StringMap class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

St ringMap()

Syntax 2: Here is the syntax for a constructor that takes a StringEntryArray as a parameter:

StringMap(StringEntryArray EntriesVal)

getEntries

Returns the StringEntryArray object contained by this StringMap object.

344  NetlQ Identity Manager User Application: Administration Guide



Syntax: Here is the method signature:

StringEntryArray getEntries()

setEntries

Sets the StringEntryArray object for this StringMap object.
Syntax: Here is the method signature:

voi d setEntries(StringEntryArray EntriesVal)

14.2.16 VdxService

This section provides reference information for the VdxService interface.

getIRemoteVdxPort
Gets the stub for the remote service. The stub is a port of type IRemoteVdx.
Syntax: Here is the method signature:

| Renot eVdx get | Renot eVdxPort () throws javax.xm .rpc. Servi ceExcepti on;

14.2.17 VersionVO

This section provides reference information on the VersionVO class.

getValue

Returns the version number of the service.
Syntax: Here is the method signature:

java.lang. String get Val ue()

14.3 VDX Example

The following code example shows how one might use the VDX service to access the attributes
associated with entities defined in the directory abstraction layer. It demonstrates the use of ad hoc
searches, as well as predefined searches called global queries. This code listing includes examples
that use the getAttribute(), getAttributes(), query(), and globalQuery() methods on the service.

To get a reference to the SOAP endpoint for the VDX service, it calls a method called getVdxStub().
The implementation for this method is shown at the end of the listing:

NOTE: This example presumes that you have generated client stubs from the WSDL file
| Renot eVdx. wsdl . Use the SOAP stack provider of your choice (such as AXIS or CFX) to generate
client stubs.

With Apache CXF, for example, you should be able to generate the stubs to match the package
names in the i npor t statement by using the following command:

wsdl 2j ava -p com netig.ws.client.vdx | RenoteVdx. wsdl
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i mport java.util.Properties;

i nport javax. nam ng. Cont ext ;

i mport javax.nam ng.Initial Context;
i mport javax.xm .rpc. Stub;

i mport java.rm . RenoteException;
import java.io.File;

i nport java.io. Fi | eNot FoundExcepti on;
i nport java.io.FileQutputStream

i mport java.io.l OException;

i mport java.rm . RenoteException;

i mport java.util.Cal endar;

i mport java.util.Date;

i nport java.util.Hashtable;

i mport java.util. Map;

11

/1 Vdx inports

i mport com netiq.
i mport com netiqg.
i nport com netiq.
i nport com netiq.
i nport com netiq.
i mport com netiq.
i mport com netiqg.
i mport com netiq.
i mport com netiqg.
i nport com netiq.
i nport com netiq.
i nport com netiq.
i mport com netiq.
i mport com netiqg.
i mport com netiq.

.client.vdx. | Renot eVdx;
.client.vdx. VdxServi ce;
.client.vdx. VdxServi ceExcepti on;
.client.vdx. Versi onVQ,
.client.vdx.Attribute;
.client.vdx. AttributeArray;
.client.vdx. AttributeType;
.client.vdx.ByteArrayArray;
.client.vdx. Bool eanArray;
.client.vdx. Dat eArray;
.client.vdx.StringArray;
.client.vdx.IntegerArray;
.client.vdx. EntryArray;
.client.vdx.Entry;

.client.vdx. EntityAttributeMap;

5555500055 b

public class ServiceTest

{

public static final int VDX = 0;
public static final int NOTIFI CATI ON = 1
public static final int RESOURCE = 2;
public static final int ENDPO NT_SERVICE = VDX;
private static final int LOCALHOST = 0; [// local host
private static final int TESTSERVER =1; /] testserver
private static final int SELECTED URL = TESTSERVER,
private String [] SERVER URLS = {
"http://1ocal host: 8080/ DMProv/ vdx/ service",
"http://testserver: 8080/ DVProv/vdx/ service"
b

private String url = SERVER URLS[ SELECTED URL];
private String usernanme = "cn=adni n, ou=i dnsanpl e, o=neti q";
private String password = "test";

private String [] userAttributes = {
/ /" passwor dAl | owChange", // bool ean

" User Phot 0", /'l binary
/1" ogi nTi me", /] tinme
"Departnent", /'l string
"Title",
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"Enmail ",

"manager", [l dn = string
"Tel ephoneNunber ",

"di rect Reports",
“FirstNane",

/1" surname",

“group”,

"srvprvH deAttri butes”,
"NotificationPrefs",
"srvprvQuerylList",
"Location",

}i
public ServiceTest() { };

public static void main(String [] args)

{
Servi ceTest serviceTest = new ServiceTest();
11
Il Set default if no params are given
int wService = ENDPO NT_SERVI CE;
if(args.length == 1)
wService = Integer.parselnt(args[0]);
try
{
servi ceTest. run(wService);
}
cat ch(Exception e)
{
Systemexit(-1);
}
}

private void waitHere(long _tine) { try { Thread.sleep(_tine *
1000); } catch(InterruptedException ie) {} }

public void run(int _service)
throws Exception

{
i f(_service == VDX)
{
Systemout.println("Calling VDX endpoint");
/1

/'l Get the version nunber
get Ver si onTest Case() ;

wai t Here(2);

11

/] Get attribute data for entity user
get Attri but eTest Case();
wai t Here(2) ;

/1

/1 Get attributes

get Attri butesTest Case();
wai t Here(2);

/1

/1 Query attributes
queryAttri butesTest Case();
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wai t Here(2);
11
/1 dobal query
/1 dobal query MIUST be associated with a defined and
depl oyed query.
/1 This can be done via the Designer.

gl obal QueryTest Case();

}

el se if(_service == NOTI FI CATI ON)

{

Systemout.println("Calling Notification endpoint");

NotificationTest notificationTest = new
NotificationTest();

/1

/1 Email Notification

notificationTest.enunil NotificationTestCase();

}
el se if(_service == RESOURCE)

{
Systemout.println("Calling Resource endpoint");
}
el se
{
System out. println("Unrecogni zed service sel ection");

public void gl obal QueryTest Case()
t hrows Exception

{
Systemout. println("\n<=========quer yAttri but esTest Case=========>");
try
{
I

/1 Get the vdx stub
| Renot eVdx vdxStub = get VdxSt ub(url, usernane, password);
/1
/'l Create entry items corresponding to paramkey in DAL
StringEntry [] entry = {
new StringEntry("titleattribute", "Chief Operating
Oficer"),
new StringEntry("managerattribute",
"cn=jmller,ou=users, ou=i dnsanpl e- pprot o, o=neti gq")
b
/1
/'l Create and set the array of entries (key,value pairs)
StringEntryArray entryArr = new StringEntryArray();
entryArr.setStringentry(entry);
/1
/'l Create and set the map using the entries
StringMap map = new StringMap();
map. set Entries(entryArr);
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11

/1 Define and execute the global query

i nt QUERY_KEY_I NDEX = 0;

String [] queryKeyNane = {"Test Vdxd obal Query2",
"Test Vdxd obal Query"};

/1

/1 Results from gl obal query TestVdxd obal Query2 ----- >
cn=apal ani , ou=user s, OU=i dnsanpl e- pprot o, O=neti q

11

/1 Make the vdx endpoint call
StringArray array =
vdxSt ub. gl obal Query( quer yKeyName[ QUERY_KEY_I| NDEX], map);
String [] str = array.getString();
if(str == null)

throw new Exception("d obal query returns null for key
+ quer yKeyNane) ;
el se

{
Systemout.println("Results for global query : " +
quer yKeyNane[ QUERY_KEY_| NDEX] ) ;

nane

Systemout. println("
:::") :

for(int index = 0; index < str.length; index++)

{
Systemout. println(str[index]);
}
}
cat ch(VdxSer vi ceException error)

{

Systemout.println(error.getReason() );
throw new Exception(error. get Reason() );

cat ch( Renot eException error)

{
Systemout. println(error.get Message() );
throw new Exception(error. get Message() );

public void queryAttributesTest Case()

t hrows Exception

{

Systemout.println("\nCalling queryAttributesTestCase() test
case");

try

| Renot eVdx vdxStub = get VdxSt ub(url, usernane, password);

StringArray attributes = new StringArray();
attributes.setString(new String[]{"FirstNane", "Title",
"User Phot 0", "Departnent"});

String expressionl
String expression2
String expression3
String expression4
11

"FirstNane STARTWTH 'J'";

"Title = "Controller'";

"vdxl nteger > 0";

"Tel ephoneNunmber !="(555) 555-1201"";
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/'l Test Cases
/'l expressionl --> Should yield all users whose firstname
starts with J
/'l expressionl AND expression2 --> Should yield jkelley who
is the Controller
/'l expressionl AND expression3 --> Should yield only jmller
/'l expressionl AND expression4 --> Should yield all users
starting with J EXCEPT jmiller
String final Expression = expressionl + " AND " +
expressi on2;
/1
/1 Make the vdx endpoint call
EntityAttributeMap map = vdxStub. query("user", attributes,
final Expression);
EntryArray entryArray = map.getEntries();
Entry [] entries = entryArray.getEntry();
if(entries !'= null)
{
for(int index = 0; index < entries.length; index++)
{
String dnKey = entries[index].getKey();
Systemout.println("DN Key = " + dnKey);
AttributeArray attributeArray =
entries[index].getVal ues();
Attribute [] attributeData =
attributeArray. getAttribute();
for(int attrindex = 0; attrlndex <
attributeData.length; attrlndex++)

{
11
/1l Determine howto handle the return data
exam neAttributeData(attributeData[attrlndex],
" Il);
}
}
}
cat ch(VdxSer vi ceException error)
{
Systemout. println(error.getReason() );
throw new Exception(error. get Reason() );
}
cat ch( Renot eException error)
{
Systemout. println(error.get Message() );
throw new Exception(error. get Message() );
}
}

public void getVersionTest Case()
throws Exception

{
Systemout.println("\nCalling getVersionTestCase() test

case");

try

| Renot eVdx vdxStub = get VdxSt ub(url, usernane, password);
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Ver si onVO versi on = vdxStub. get Version();

Systemout.println("Version : " + version.getValue() );
}
cat ch( Renot eException error)
{
Systemout. println(error.get Message() );
throw new Exception(error. get Message() );
}

public void getAttributeTest Case()
t hrows Exception

{
Systemout.println("\nCalling getAttributeTestCase() test

case");

try

| Renot eVdx vdxStub = get VdxStub(url, usernane, password);

String recipient =
"cn=jmller, ou=users, ou=i dnsanpl e, o=neti q";

String entity = "user";

for(int attributelndex = 0; attributelndex <
userAttributes.length; attributel ndex++)

{
11

/1 Now, get the values for each attribute fromthe VDX
| ayer

Attribute attributeData =
vdxStub. get Attri bute(recipient,

entity, userAttributes[attributelndex]);

/1

// Determine howto handle the return data

exam neAttributeData(attributeData,
userAttributes[attributelndex]);

}

cat ch(VdxSer vi ceException error)

{

Systemout.println(error.getReason() );
throw new Exception(error. get Reason() );

cat ch( Renot eException error)

{
Systemout. println(error.get Message() );

throw new Exception(error. get Message() );

public void getAttributesTest Case()
throws Exception

{
Systemout.println("\nCalling getAttributesTestCase() test

case");

try

| Renot eVdx vdxStub = get VdxStub(url, usernane, password);
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String recipient =
"cn=jml|er,ou=users, ou=i dnmsanpl e, o=neti q";
String entity = "user";
StringArray userAttributesArray = new
StringArray(userAttributes);
AttributeArray attributeArray =
vdxStub. get Attri butes(recipient,
entity, userAttributesArray);
Attribute [] attributeData = attributeArray.getAttribute();
for(int index = 0; index < attributeData.length; index++)
{
/1
// Determine howto handle the return data
exam neAttributeData(attributeDatalindex],
userAttributes[index]);

}

cat ch(VdxSer vi ceException error)

{
Systemout. println(error.getReason() );
throw new Exception(error. get Reason() );

}

cat ch( Renot eException error)

{
Systemout. println(error.get Message() );
throw new Exception(error. get Message() );

}

}

private void exam neAttributeData(Attribute _attribute, String _attributeNane)
t hrows Exception

{
AttributeType type = _attribute.getType();
Systemout.printin("Attribute type : " + type);
11

/1 \What type are we dealing with?
i f(type.getValue().conpareTo(AttributeType. _Integer) == 0)
{

IntegerArray intArray = _attribute.getlntegers();
int [] intData = intArray.getint();
if(intData == null)
Systemout.println(_attributeName +
"null because no attribute value exists.");

attribute : " +

el se
{
for(int intlndex = 0; intlndex < intData.length;
i nt1ndex++)
{
Systemout.printin(_attributeNane + " attribute : "
+ intDatalintlndex]);
}
}
el se if(type.getVal ue().conpareTo(AttributeType. Bool ean) == 0)
{

Bool eanArray bool Array
bool ean [] bool eanDat a
i f (bool eanData == nul |)

_attribute. get Bool eans();
bool Array. get Bool ean() ;
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Systemout.printin(_attributeName + " attribute : " +
"null because no attribute value exists.");
el se
{

for(int boollndex = 0; bool I ndex < bool eanDat a. | engt h;

{
Systemout.printin(_attributeNane + " attribute : "
+ bool eanDat a[ bool | ndex] ) ;

bool | ndex++)

}
}
else if( (type.getValue().conmpareTo(AttributeType. String) ==
0) Il
(type. get Val ue() . conpareTo(AttributeType. DN) == 0) )
{
StringArray dataArray = _attribute.getStrings();
String [] stringData = dataArray.getString();
if(stringData == null)
Systemout.printin(_attributeName + " attribute : " +
"null because no attribute value exists.");
el se

{

for(int strindex = 0; strlndex < stringData.length;

{
Systemout.printin(_attributeNane + " attribute : "
+ stringData[strlndex]);

}
}
el se if(type.getVal ue().conpareTo(AttributeType. Binary) == 0)

strlndex++)

ByteArrayArray byteArray = _attribute.getBinaries();
byte [][] byteData = byteArray. get Base64Bi nary();
if(byteData == null)
Systemout.printin(_attributeName + " attribute : " +
"null because no attribute value exists.");
el se

{

byt el ndex++)

for(int bytelndex = 0; bytelndex < byteData.length;

{
byte [] data = byteDat a[ byt el ndex] ;
11
// Save the data to a gif file and viewit to
/'l make sure the binary return data is correct.

try

File fileObj = new File("C\\tenp\\photo.gif");
if(fileQbj.exists())
fileoj.delete();
Fi | eQut put Stream fout = new
FileQutputStrean(fileCbj);
fout.wite(data);
fout.flush();
}
cat ch(Fi | eNot FoundException fne)

{

throw new Exception(fne. get Message());
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cat ch(| OException ioe)
{

}

throw new Exception(i oe. get Message());

}
el se if(type.getVal ue().conpareTo(AttributeType. Tine) == 0)

DateArray dateArray = _attribute.getDates();
Cal endar [] cal endar = dateArray.getDatetine();
i f(calendar == null)
Systemout.println(_attributeName +
"null because no attribute value exists.");
el se

{

attribute : " +

for(int callndex = 0; callndex < cal endar.|ength;

{
Systemout.printin(_attributeNane + " attribute : "
+ cal endar[cal Index].getTine().toString());

}

cal | ndex++)

/**

* Method to obtain the renote interface to the Vdx endpoint
* @aram _url
* @ar am _user name
* @aram _password
* @eturn I RenoteMetrics interface
* @hrows Exception
*/
private | RenoteVdx getVdxStub(String _url, String _usernanme, String
_passwor d)
throws Exception
{
Properties properties = new Properties();
properties. put (Context.| N Tl AL_CONTEXT_FACTCRY,
"org.jnp.interfaces. Nam ngCont ext Factory");

String | ookup =
"xm rpc: soap: com netig.ws. client.vdx. VdxService";

Initial Context ctx = new Initial Context();
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VdxServi ce svc = (VdxService) ctx.|ookup(lookup);
Stub stub = (Stub)svc. get| Renot eVdxPort ();
st ub. _set Property(Stub. USERNAME _PROPERTY, _usernane);
st ub. _set Property(Stub. PASSWORD PROPERTY, _password);
stub. _set Property(Stub. SESSI ON_MAI NTAI N_PROPERTY,
Bool ean. TRUE) ;
stub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, _url);

return (| RenpteVdx) stub;

Directory Abstraction Layer (VDX) Web Service 355



356  NetlQ Identity Manager User Application: Administration Guide



15

15.1

15.1.1

Role Web Service

This section describes the Role Web Service, which allows SOAP clients to access the role
management and SoD management functions.

About the Role Web Service

To support access by third-party software applications, the Role subsystem includes a Web service
endpoint called the Role Web Service. It supports a wide range of role management and SoD
management functions.

This Appendix describes the programming interface for the Role Web Service.

Accessing the Test Page

You can access the Role Web Service endpoint using a URL similar to the following:
http://server:port/warcontext/rol e/ service?test

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ 1 DMPROV/ r ol e/ servi ce?t est

You can also access the SOAP endpoint by going to the Administration within the User Application.
To do this, you need to select the Application Configuration tab, then select Web Services from the
left-navigation menu. After selecting Web Services, pick the Web Service endpoint you want from the
list.

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment.

Servlet Declaration for the Test Page

A SOAP service using WSSDK is deployed by adding the following declarations in the deployment
descriptor (i.e. WEB-INF/web.xml):

<servl et >
<servl et - name>Rol e</ ser vl et - nanme>
<servl et-class>com novel | .idmnrf.soap.ws.role.inpl.Rol eServiceSkel etonl npl </

servl et-cl ass>

<servl et - mappi ng>

<servl et - name>Rol e</ ser vl et - name>

<url -pattern>/rol e/ service</url-pattern>
</ servl et - mappi ng>
</servlet>

This follows the normal servlet declaration pattern. It indicates that the servlet
com.novell.idm.nrf.soap.ws.role.impl.RoleServiceSkeletonimpl is deployed at /role/service.
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When a user reaches this servlet using a HTTP GET by entering ht t p: / / ser ver - nane/ cont ext /
rol e/ servi ce (for example, http://1 ocal host: 8080/ | DMPr ov/ r ol e/ servi ce) in their browser,

the WSSDK provides a page that exposes some information about the deployed service. By default
the page looks like this:

Figure 15-1 SOAP Service with Test Page Disabled

Eile Edit View History Bookmarks Tools Help

3 - & i} | <. nhttpiocalhost 8080MDMProviroleiservice | =| b | [G)-

|_JSUSE Linux | J)Entertainment | JMNews | ]Intermet Search | )Reference | ] Maps and Directions »

The following information is available

® WSDL document
® Remote interface
® Type mappings

Back to home
powered by
ldentity Manager
Copyright © 2001- 2005, Nowvell, inc
All rights resarved
Done /] ‘a

After you enable the test page, the Test Service link is available:
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Figure 15-2 SOAP Servlet with Test Page Enabled

Eile Edit \iew History Bookmarks Tools Help

- - l\.“'-' Q ¢ hitpiilocalhost 8080MDMProvirole/service v| | |G|- 4

I JSUSE Linux | )Entetainment | )MNews | jInternet Search | ) Reference | ) Maps and Directions »

The following information is available

® WSDL document
& Remote interface
® Test service

& Type mappings

® Recenterrors

Back to home
powered by
ldentity Manager
Copyright © 2001-2005, Novell, Inc
All rights reserved
Done /] ‘g

On the test page, the user can retrieve the WSDL document that describes the Web Service, see the
Java Remote Interface that represents the service, and also see the type mappings from XML to
Java. In addition, the user can test the service by invoking individual methods.

Enabling the Test Page

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment.

To enable the test page, you need to update the WEB-INF/web.xml file in the IDMProv.war file. Before
you make your changes, the web.xml should look like this:

<servlet>
<servl et - name>Rol e</ servl et - name>
<servl et-class>com novel | .idm nrf.soap.ws.role.inpl.Rol eServi ceSkel etonl npl </

servl et-cl ass>
<init-paranp
<par am nanme>com novel | . soa. ws. t est. di sabl e</ par am nanme>
<par am val ue>t r ue</ param val ue>
</init-paranmp
</servlet>

Change the servlet declaration, as follows:
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15.1.2

15.1.3

15.1.4

<servl et >

<servl et - name>Rol e</ ser vl et - nane>

<servl et-class>com novel | .idmnrf.soap.ws.role.inpl.Rol eServiceSkel etonl npl </
servl et-cl ass>
</servlet>

Accessing the WSDL

You can access the WSDL for the Role Web Service using a URL similar to the following:
http://server:port/warcontext/rol e/ service?wsdl

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ 1 DMPROV/ r ol e/ servi ce?wsdl

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.soa.af.role.soap.impl:

"C.\Program Fi |l es\Java\j dk1.6.0_31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-
api.jar";"../lib/mil.jar";"../lib/activation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

com novel | . soa. af.rol e. soap. i npl -javadoc role.wsdl

You can change the wsdl2java parameters to suit your requirements.

Removing Administrator Credential Restrictions

The Role Web Service supports two levels of security, one that restricts access to Role
Administrators, and another that restricts access to the authenticated user. The default setting
restricts access to all operations to the Role Administrator.

You can modify the settings for security configuration in the i sm confi gurati on. properti es file,
located by default in the / neti g/ i dni apps/ t ontat / conf directory. . Each property can be set to true
or false. A value of true locks down the operation, whereas a value of false opens up the operation.
After making your changes, you need to import the file back into the WAR file and redeploy.

You can open up the Role Web Service to authenticated users by setting the RoleService/Role/soap
property to false. To open up a particular operation to authenticated users, you need to set the
property for that operation (RoleService/Role/soap/operation) to false as well. If you set all of the
properties to false, you can open up all operations to authenticated users. The operation names are
the same as the names of the methods supported by the service.

Example To ensure that the security configuration opens up all operations within the Role Web
Service, the i sm confi gurati on. properti es file must have the following setting:

Rol eServi ce/ Rol e/ soap = fal se
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15.2 Role API

This section provides details about the methods available with the Role Web service. This API
presumes you're using Java code generated by the WSSDK toolkit. The API will be different if you're
using another Web Service toolkit.

15.2.1 IRemoteRole

This section provides reference information for each method associated with the IRemoteRole
interface.

createResourceAssociation

Create a resource association and return the resource association object with the newly created
resource association DN.

Syntax: Here is the method signature:

Resour ceAssoci ati on

creat eResour ceAssoci ati on(com novel | .idm nrf.soap. ws. Resour ceAssoci ati on
resour ceAssoci ati on)
throws com novel | .idmnrf.soap.ws. NrfServi ceExcepti on,

java.rm . Renot eExcepti on;

deleteResourceAssociation

Deletes a resource association object.

Syntax: Here is the method signature:

voi d del et eResour ceAssoci ati on(com novel | .idm nrf.soap.ws. DNStri ng
resour ceAssoci at i onDn)
throws com novel | .idmnrf.soap.ws. NrfServi ceExcepti on,

java.rm . Renot eExcepti on;

getResourceAssociations

Retrieves resource association objects for a given role DN or resource DN. If the roleDn and
resourceDn parameters are null, the entire list is returned.

Syntax: Here is the method signature:

Resour ceAssoci ation[] get ResourceAssoci ations(com novel | .idmnrf.soap.ws.DNString
rol eDn, comnovel | .idmnrf.soap.ws.DNString resourceDn)
throws com novel | .idmnrf.soap.ws. NrfServi ceExcepti on,

java. rm . Renot eExcepti on;

createRole

Creates a new role according to the specified parameters and returns the DN of the created role.
A correlation ID is generated automatically for this method that uses this format:
User App#Renot eRol eRequest #XXXXXXXX= XXXX= XXXX= XXXX= XXXXXXXXXXXX

The correlation ID is used for auditing.
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Syntax: Here is the method signature:

public DNString createRol e(Rol eRequest rol e)
throws NrfServiceException, RenoteException;

createRoleAid

Creates a new role with a correlation ID that you provide. The correlation ID is used for auditing to link
a set of related roles. This method returns the DN of the created role.

Syntax: Here is the method signature:

public DNString createRol eAid (Rol eRequest role, String correlationld)
throws NrfServiceException, RenoteException;

findRoleByExampleWithOperator

Finds an array of Role objects based on the search criteria specified in the given Role object. This
method also lets you specify whether to use AND as the operator for multi-value searches.

Syntax: Here is the method signature:

Rol eArray fi ndRol eByExanpl eWt hOperat or (Rol e searchCriteria, bool ean
useAndFor Mul ti Val ueSearch) throws NrfServiceException, java.rm .RenpteException

This method follows a query by example approach. It allows you to populate a Role object to specify
the desired search criteria. An AND operation is always used across multiple attributes within the
Role search object. For example, you might provide a value for the name and descri pti on attributes,
which indicates that the criteria for both attributes must be satisfied for a successful search.

The second parameter (useAndForMultiValueSearch) allows you to specify which operator should be
used for multi-valued attributes (such as when multiple child roles are provided). A value of true
indicates that AND should be used for these operations, whereas a value of false indicates that OR
should be used.

Not all attributes in the Role object can be used for the search expression. Values found in the non-
supported search attributes are ignored.
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Table 15-1 Guidelines for Defining Search Criteria in the Role Object

Attribute Supported? Description

approvers Yes Uses a standard LDAP equal operator for the search. You can enter
multiple approvers and use the operator parameter to determine
whether an AND or an OR is used for the multi-valued search. You need
to provide valid Dns for the approvers. Note that an approver is made
up of multiple parts. It is of type TypedNameSyntax. You need to specify
the sequence number of the approver to execute a successful search.
This is a limitation in LDAP.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser: approver s>
<l--Zero or nore repetitions:-->
<ser:approver >
<ser: approver DN>cn=abl ake, ou=user s, ou=nedi cal -
i dnsanpl e, o=net i q</ ser: appr over DN>
<ser:sequence>1</ser: sequence>
</ ser: approver >
</ ser: approver s>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles that have the specified
approver associated with them. An OR search is used since the
operator parameter is set to false.

childRoles Yes Uses a standard LDAP equal operator for the search. You can enter
multiple child roles and use the operator parameter to determine
whether an AND or an OR is used for the multi-valued search. You need
to provide valid Dns for the child roles.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser: chi | dRol es>
<l--Zero or nore repetitions:-->
<ser:dnstring>
<ser: dn>cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g
, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri vers, o=neti q</
ser: dn>
</ser:dnstring>
<ser:dnstring>
<ser: dn>cn=Nur se, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g,
cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri ver s, o=neti q</
ser: dn>
</ ser:dnstring>
</ ser: chil dRol es>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hQper at or Request >

”

The example above shows how to find roles with a child role of “Doctor
or “Nurse. An OR search is used since the operator parameter is set to
false.
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Attribute

Supported?

Description

description

entityKey

implicitContainers

Yes

Yes

Yes

Uses an LDAP contains search. All entries are prefixed and suffixed
with the * (wild card character). Therefore, a search for “Doctor”
translates to “*Doctor*”. This is to accommodate searches across any
localized language.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:descripti on>Doct or </ ser: descri ption>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles with a description of
“Doctor”. This description string results in a search string of “*Doctor*”.

If entered, this attribute causes a getRole operation to be performed. All
other search criteria are ignored in this case.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >

<ser:rol e>

<ser:entityKey>cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eC

onfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri vers, o=neti q
</ser:entityKey>

</ser:rol e>

<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hQper at or Request >

The example above shows how to retrieve a role with a specific entity
key.

Uses a standard LDAP equal operator for the search. You can enter
multiple implicit containers and use the operator parameter to determine
whether an AND or an OR will be used for the multi-valued search. You
need to provide valid Dns for the implicit containers.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:inplicitContainers>
<!--Zero or nore repetitions:-->
<ser:dnstring>
<ser:dn>ou=nedi cal -i dnsanpl e, o=neti q</ ser: dn>
</ ser:dnstring>
</ser:inplicitContainers>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles that have the specified
implicit container associated with them. An OR search is used since the
operator parameter is set to false.
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Attribute Supported? Description

implicitGroups Yes Uses a standard LDAP equal operator for the search. You can enter
multiple implicit groups and use the operator parameter to determine
whether an AND or an OR will be used for the multi-valued search. You
need to provide valid Dns for the implicit groups.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:inplicitGoups>
<l--Zero or nore repetitions:-->
<ser:dnstring>
<ser: dn>cn=HR, ou=gr oups, ou=nedi cal - i dnmsanpl e, o=neti g</
ser: dn>
</ ser:dnstring>
</ser:inplicitGoups>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hQper at or Request >

The example above shows how to find roles that have the specified
implicit group associated with them. An OR search is used since the
operator parameter is set to false.

name Yes Uses an LDAP contains search. All entries will be prefixed and suffixed
with the * (wild card character). Therefore, a search for “Doctor”
translates to “*Doctor*”. This is to accommodate searches across any
localized language.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser: name>Doct or </ ser: name>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hQper at or Request >

The above example shows how to find roles with a name of “Doctor”.
The name string results in a search string of “*Doctor*”.
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Attribute

Supported?

Description

owners

parentRoles

Yes

Yes

Uses a standard LDAP equal operator for the search. You can enter
multiple owners and use the operator parameter to determine whether
an AND or an OR is used for the multi-valued search. You must provide
valid Dns for the owners.

SoapUl Example Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:owner s>
<l--Zero or nore repetitions:-->
<ser:dnstring>
<ser: dn>cn=abl ake, ou=user s, ou=nedi cal -
i dnsanpl e, o=neti q</ ser: dn>
</ ser:dnstring>
<ser:dnstring>
<ser:dn>cn=nmmackenzi e, ou=user s, ou=nedi cal -
i dmsanpl e, o=neti q</ser: dn>
</ ser:dnstring>
<[/ ser: owners>
</ser:rol e>
<ser:operator>true</ser: operator>
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles that have the specified
owners. An AND search is used since the operator parameter is set to
true.

Uses a standard LDAP equal operator for the search. You can enter
multiple parent roles and use the operator parameter to determine
whether an AND or an OR is used for the multi-valued search. You must
provide valid Dns for the parent roles.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser: par ent Rol es>
<!--Zero or nore repetitions:-->
<ser:dnstring>
<ser: dn>cn=Doct or -
East, cn=Level 30, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=
Pi cassoDri ver, cn=Test Dri vers, o=net i q</ ser: dn>
</ ser:dnstring>
<ser:dnstring>
<ser: dn>cn=Doct or -
West , cn=Level 30, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=
Pi cassoDri ver, cn=Test Dri vers, o=neti q</ ser: dn>
</ ser:dnstring>
</ ser: par ent Rol es>
</ser:rol e>
<ser:operat or >t rue</ ser: operat or >
</ ser: fi ndRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles that have the specified
parent roles. An AND search is used since the operator parameter is
set to true.
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Attribute Supported? Description

quorum Yes Uses a standard LDAP equal operator for the search.
Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser: quor un»50%/ ser: quor une
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles with the specified quorum
search string. The search string can include the wild card character

(*).

requestDef Yes Uses a standard LDAP equal operator for the search. You must provide
a valid DN for the request definition.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >

<ser:rol e>

<ser:request Def >cn=Rol e

Approval , cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=T
estDrivers, o=netiq</ser:request Def >

</ser:rol e>

<ser: oper at or >f al se</ ser: oper at or >
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find roles with the specified request
definition DN.

roleCategoryKeys Yes Uses a standard LDAP equal operator for the search. You can enter
multiple category keys and use the operator parameter to determine
whether an AND or an OR is used for the multi-valued search.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:rol eCat egor yKeys>
<l--Zero or nore repetitions:-->
<ser: cat egor ykey>
<ser: cat egor yKey>doct or </ ser: cat egor yKey>
</ ser: cat egor ykey>
<ser: cat egor ykey>
<ser: cat egor yKey>nur se</ ser: cat egor yKey>
</ ser: cat egor ykey>
</ ser:rol eCat egor yKeys>
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: fi ndRol eByExanpl eWt hQper at or Request >

The example above shows how to find roles with a category of “doctor”
or “nurse. An OR search is used since the operator parameter is set to
false.
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Attribute Supported? Description

roleLevel Yes Uses a standard LDAP equal operator for the search. You can only
enter one level at a time.

Sample SOAP Request:

<ser: fi ndRol eByExanpl eW t hQper at or Request >
<ser:rol e>
<ser:rol eLevel >
<ser: |l evel >10</ser: | evel >
</ ser:rol eLevel >
</ser:rol e>
<ser: oper at or >f al se</ ser: oper at or >
</ ser: findRol eByExanpl eWt hOper at or Request >

The example above shows how to find all level 10 roles.

associatedRoles No Not supported.
entitlementRef No Not supported.
roleAssignments No Not supported.
systemRole No Not supported.

findSodByExample

Finds all SoD objects based on the search criteria in the given SOD object.
Syntax: Here is the method signature:
SodArray findSodByExanpl e(Sod sod) throws NrfServiceException,

java.rm . Renot eException

findSodByExampleWithOperator

Finds all SoD objects based on the search criteria found in the given SOD object. This method also
lets you specify whether to use And as the operator for multi-value searches.

Syntax: Here is the method signature:

SodArray findSodByExanpl eWthOperator (Sod searchCriteria, bool ean
useAndFor Mul ti Val ueSearch) throws NrfServiceException, java.rm .RenoteException

findSodByld
Find by key.
Syntax: Here is the method signature:

Sod findSodByld(java.lang.String entityKey) throws NrfServiceException,
java.rm . Renot eException

getAssignedldentities

Returns returns the list of identities having a particular role DN.

Syntax: Here is the method signature:
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Rol eAssi gnnent [] get Assignedldentities(java.lang.String roleDN, IdentityType
i dentityType, bool ean directAssignOnly)

getConfigProperty

Retrieves configuration properties stored in the User Application configuration XML files by passing in
a configuration property key or macro name.

Syntax: Here is the method signature:

public ConfigProperty getConfigProperty(String configPropertyKey) throws
Nr f Servi ceExcepti on, RenoteExcepti on;

The configPropertyKey parameter can accept a fully qualified configuration key name from any of the
configuration XML files, such as the following:

Di rectoryServi ce/ real ns/j ndi / par ans/ USER_ROOT_CONTAI NER

Alternativelly, the configPropertyKey parameter can accept a macro name that references a fully
qualified configuration key name. The following macro names are allowed:

Table 15-2 Macro Names Allowed

Configuration Macro Name Configuration Key Value

USER_CONTAINER DirectoryService/realms/jndi/params/
USER_ROOT_CONTAINER

GROUP_CONTAINER DirectoryService/realms/jndi/params/
GROUP_ROOT_CONTAINER

ROOT_CONTAINER DirectoryService/realms/jndi/params/ROOT_NAME

PROVISIONING_DRIVER DirectoryService/realms/jndi/params/

PROVISIONING_ROOT

getConfiguration

Returns the role system configuration defined in the Role Catalog root (nrfConfiguration).
Syntax: Here is the method signature:

Configuration getConfiguration() throws NrfServiceException,
java.rm . Renot eException

getContainer

Gets container and role information for a given container DN.
Syntax: Here is the method signature:

Cont ai ner get Cont ai ner (j ava.l ang. String cont ai ner Dn) t hr ows
Nr f Servi ceException, java.rni.RenoteException

getExceptionList

Returns a list of Sod instances for all SOD violations found for a specific identity and type.
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Syntax: Here is the method signature:

SodArray get ExceptionsList(java.lang.String identity, ldentityType identityType)
throws NrfServiceException, java.rm .RenoteException

getGroup

Gets group and role information for a given group DN.

Syntax: Here is the method signature:

G oup getGoup(java.lang. String groupDn) throws NrfServiceException,

java. rm . Renot eException

getldentitiesInViolation

Returns a map of identities which are in violation of a given SoD.
Syntax: Here is the method signature:
I dentityTypeDnMapArray getldentitieslnViolation(java.lang.String sodDn) throws

Nr f Servi ceException, java.rni.RenoteException

getldentityRoleConflicts

Returns a list of Sod instances for all SOD conflicts found for a given list of roles for a given identity.
Syntax: Here is the method signature:
SodArray getldentityRoleConflicts(java.lang.String identity, ldentityType

identityType, DNStringArray requestedRol es) throws NrfServiceException,
java.rm . Renot eException

getRole

Retrieves a role object defined by a role DN. Returns several role attributes, such as name, dn,
description, role level. Returns child roles, assigned containers, and assigned groups. However, this
API does not return assigned users. If you want assigned users, use the getAssignedldentities API
with USER for identityType and true for directAssignOnly.

Syntax: Here is the method signature:

Rol e getRol e(java.lang. String roleDn) throws NrfServiceException,
java. rm . Renot eException

getRoleAssignmentRequestStatus

Returns a list of role assignment request status instances given a correlation ID.

Syntax: Here is the method signature:

Rol eAssi gnnent Request St at usArray get Rol eAssi gnnent Request St at us(j ava. | ang. String
correlationld) throws NrfServiceException, java.rm .RenoteException
getRoleAssignmentRequestStatusByldentity Type

Returns a list of role assignment request status instances given an identity and an identity type.

370  NetlQ Identity Manager User Application: Administration Guide



Syntax: Here is the method signature:

Rol eAssi gnnent Request St at usArr ay
get Rol eAssi gnnment Request St at usByl dentityType(java.lang. String identityDn,
IdentityType identityType) throws NrfServiceException, java.rni.RenoteException

getRoleAssignmentTypelnfo

Retrieves details about a RoleAssignmentType.
Syntax: Here is the method signature:
Rol eAssi gnnent Typel nf o get Rol eAssi gnnent Typel nf o( Rol eAssi gnnent Type type) throws

Nr f Servi ceException, java.rni.RenoteException

getRoleCategories

Gets role categories.
Syntax: Here is the method signature:
Cat egor yArray get Rol eCat egories() throws NrfServiceException,

java.rm . Renot eException

getRoleConflicts

Returns a list of Sod instances found for all given roles. This method always returns a list.
Syntax: Here is the method signature:

SodArray getRol eConflicts(DNStringArray roles) throws NrfServiceException,

java.rm . Renot eException

getRoleLevels

Gets the role levels.

Syntax: Here is the method signature:

Rol eLevel Array get Rol eLevel s() throws NrfServiceException,

java. rm . Renot eException

getRoleLocalizedStrings

Gets role localized strings, such as names and descriptions. The method takes an integer parameter
that allows you to specify the type of the string. The number 1 indicates names; the number 2
indicates descriptions.

Syntax: Here is the method signature:

public LocalizedVal ue[] getRol eLocalizedStrings(DNString roleDn, int type)
throws NrfServiceException, RenoteException;

getRolesInfo

Returns a list of Rolelnfo instances given a list of role DNs.
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Syntax: Here is the method signature:

Rol el nfoArray get Rol esl nfo(DNStringArray rol eDns) throws NrfServiceException,
java.rm . Renot eException

getRolesInfoByCategory

Returns a list of Rolelnfo instances given a list of role category keys.

Syntax: Here is the method signature:

Rol el nf oArray get Rol esl nf oByCat egor y( Cat egor yKeyArray rol eCat egor yKeys) throws

Nr f Ser vi ceException, java.rm . RenoteException

getRolesInfoByLevel

Returns a list of Rolelnfo instances given a list of role levels.
Syntax: Here is the method signature:
Rol el nf oArray get Rol esl nf oByLevel (LongArray rol eLevel s) throws

Nr f Servi ceException, java.rni.RenoteException

getTargetSourceConflicts

Returns a list of Sod instances for all SOD conflicts defined between the target role DN and the
source role DN.

Syntax: Here is the method signature:
SodArray get Tar get SourceConflicts(java.lang.String targetName, java.lang.String

sourceNane) throws NrfServiceException, java.rm .RenpteException

getUser

Gets user info including all role assignments for a given user DN stored in a Userldentity object.
Syntax: Here is the method signature:

User getUser(java.lang.String userDn) throws NrfServiceException,

java.rm . Renot eException

getVersion
Returns the version of this Web Service.
Syntax: Here is the method signature:

Ver si onVO get Versi on() throws java.rm . RenoteException

iIsUserlnRole

Returns boolean flag; true if role has been assigned to a User identity.
Syntax: Here is the method signature:

bool ean i sUser | nRol e(java.l ang. String userDn, java.lang.String rol eDn)
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modifyRole

Modifies a role definition. This method does not update localized strings. Use the
getRolelLocalizedStrings(DNString roleDn, LocalizedString[] locStrings, int strType) method to update
localized names or descriptions for a role.

A correlation ID is generated automatically for this method that uses this format:
User App#Renot eRol eRequest #XXXXXXXX- XXXX= XXXX= XXXX= XXXXXXXXXXXX
The correlation ID is used for auditing.

Syntax: Here is the method signature:

public Role nodi fyRol e(Rol e role)
throws NrfServiceException, RenoteException;

modifyRoleAid

Modifies a role definition with a correlation ID that you provide. The correlation ID is used for auditing
to link a set of related roles. This method does not update localized strings. Use the
getRoleLocalizedStrings(DNString roleDn, LocalizedString[] locStrings, int strType) method to update
localized names or descriptions for a role.

Syntax: Here is the method signature:

public Rol e nodifyRol eAid(Role role, String correlationld)
throws NrfServiceException, RenoteException;

removeRoles

Deletes specified roles from the Role Catalog and returns an array of DNs for the deleted roles as a
confirmation.

A correlation ID is generated automatically for this method that uses this format:
User App#Renot eRol eRequest #XXXXXXXX- XXXX= XXXX= XXXX= XXXXXXXXXXXX
The correlation ID is used for auditing.

Syntax: Here is the method signature:

public DNString[] renoveRol es(DNString[] roleDns)

throws NrfServiceException, RenoteException;

removeRolesAid

Deletes specified roles from the Role Catalog with a correlation ID that you provide. The correlation
ID is used for auditing to link a set of related roles. This method returns an array of DNs for the
deleted roles as a confirmation.

Syntax: Here is the method signature:

public DNString[] renoveRol esAi d(DNString[] roleDns, String correlationld)
throws NrfServiceException, RenoteException;
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requestRolesAssignment

Returns a list of request DNs created by the role assignment.

If you do not want to supply date (effective or expiration) for role assignments with the
requestRolesAssignment endpoint, then you must remove these two elements from the SOAP call.
They must not be included with empty tags:

<ser:effectiveDatel>
<ser:expirationDate/>

If you want to omit the effective date or the expiration date, a request similar to the following will work:

<soapenv: Envel ope xnm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ser="http://ww. netiqg.conirol e/service">
<soapenv: Header/ >
<soapenv: Body>
<ser: request Rol esAssi gnnent Request >
<l--Optional:-->
<ser:assi gnRequest >
<ser:actionType>grant </ser: acti onType>
<ser:assi gnnment Type>USER _TO ROLE</ ser: assi gnment Type>
<ser:correl ationl D>t est pol i na</ser: correl ationl D>
<ser:identity>cn=uaadni n, ou=sa, o=dat a</ ser:identity>
<ser:originator/>
<ser:reason>test wi thout expiration date</ser:reason>
<ser:rol es>
<l--Zero or nore repetitions:-->
<ser:dnstring>
<ser:dn>cn=t est 2
i d, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Application
Driver, cn=driversetl, o=systenx/ser:dn>
</ser:dnstring>
</ser:rol es>
<ser:sodOveri desRequest ed/ >
</ ser: assi gnRequest >
</ ser:request Rol esAssi gnnent Request >
</ soapenv: Body>
</ soapenv: Envel ope>

With that said, without the these two elements in the soap request, the request will not validate. It will
work, but will not validate.

Syntax: Here is the method signature:

DNStri ngArray request Rol esAssi gnnent ( Rol eAssi gnnent Request r ol eAssi gnnent Request )
throws NrfServiceException, java.rm .RenoteException

setRoleLocalizedStrings

Sets role localized strings, such as names and descriptions.

A correlation ID is generated automatically for this method that uses this format:
User App#Renot eRol eRequest #XXXXXXXX- XXXX= XXXX= XXXX= XXXXXXXXXXXX
The correlation ID is used for auditing.

Syntax: Here is the method signature:
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15.2.2

public LocalizedVal ue[] setRol eLocalizedStrings(DNString rol eDn, LocalizedVal ue[]
locStrings, int type)
throws NrfServiceException, RenoteException;

setRolelLocalizedStringsAid

Sets role localized strings, such as name and description, with a correlation ID that you provide. The
correlation ID is used for auditing to link a set of related roles.

Syntax: Here is the method signature:

public LocalizedVal ue[] setRol eLocalizedStringsAid(DNString roleDn, String
correlationld, LocalizedValue[] locStrings, int type)
throws NrfServiceException, RenoteException;

Approver

Class to hold the approver information for SOD or normal request approvals.

Approver constructors

The Approver class supports a single constructor.

Syntax: Here is the syntax for the constructor:

Approver ()

getApproverDN

Gets the approver DN.
Syntax: Here is the method signature:

public java.lang. String get Approver DN()

getSequence

Gets the approver sequence.
Syntax: Here is the method signature:

public | ong get Sequence()

setApproverDN

Sets the approver DN.
Syntax: Here is the method signature:

public void set Approver DN(j ava.l ang. String approver DN)

setSequence

Sets the approver sequence.

Syntax: Here is the method signature:

Role Web Service 375



public void set Sequence(l ong sequence)

15.2.3 ApproverArray

This section provides reference information on the ApproverArray class.

ApproverArray constructors

The ApproverArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Approver Array()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

Approver Array( Approver[] ApproverVal)

getApprover

Returns an array of Approver objects.

Syntax: Here is the method signature:

Approver[] get Approver()

setApprover

Sets the array of Approver objects associated with the ApproverArray class.
Syntax: Here is the method signature:

voi d set Approver (Approver[] ApproverVal)

15.2.4 Category

Class to represent a role category.

Category constructors

The Category class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Cat egory()

getCategoryKey

Gets the category key.
Syntax: Here is the method signature:

public java.lang. String get CategoryKey()
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15.2.5

getCategorylLabel

Gets the category label.
Syntax: Here is the method signature:

public java.lang. String get CategorylLabel ()

setCategoryKey

Sets the category key.
Syntax: Here is the method signature:

public void setCategoryKey(java.lang. String categoryKey)

setCategoryLabel

Sets the category label.
Syntax: Here is the method signature:

public void setCategorylLabel (java.lang. String categorylLabel)

CategoryArray

This section provides reference information on the CategoryArray class.

CategoryArray constructors

The CategoryArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Cat egoryArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Category objects as a parameter:

Cat egor yArray(Category[] CategoryVal)

getCategory

Returns an array of Category objects.
Syntax: Here is the method signature:

Cat egory[] getCategory()

setCategory

Sets the array of Category objects associated with the CategoryArray class.
Syntax: Here is the method signature:

voi d set Cat egory(Category[] CategoryVal)
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1526 CategoryKey

Class to hold a Category Key.

CategoryKey constructors

The CategoryKey class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Cat egor yKey()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Cat egor yKey(j ava. |l ang. String categoryKey)

getCategoryKey()
Gets the categoryKey.
Syntax: Here is the method signature:

public java.lang. String get Cat egoryKey()

setCategoryKey
Sets the category key.
Syntax: Here is the method signature:

public void setCategoryKey(java.lang. String categoryKey)

15.2.7 CategoryKeyArray

This section provides reference information on the CategoryKeyArray class.

CategoryKeyArray constructors

The CategoryKeyArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
Cat egor yKeyArray()

Syntax 2: Here is the syntax for a constructor that takes an array of CategoryKey objects as a
parameter:

Cat egor yKeyAr r ay( Cat egor yKey[] CategoryVal)

getCategorykey

Returns an array of Category objects.
Syntax: Here is the method signature:

Cat egor yKey[] get Cat egorykey()
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15.2.8

setCategorykey

Sets the array of CategoryKey objects associated with the CategoryKeyArray class.

Syntax: Here is the method signature:

voi d set Cat egorykey( Cat egoryKey[] CategoryKeyVal)

Configuration

Class to represent the configuration object.

Configuration constructors

The Configuration class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Configuration()

getDefaultRequestDef

Gets the default request definition.
Syntax: Here is the method signature:

public java.lang. String get Def aul t Request Def ()

getDefaultSODRequestDef

Gets the default SOD request definition.
Syntax: Here is the method signature:

public java.lang. String get Def aul t SODRequest Def ()

getRemovalGracePeriod

Gets the removal grace period.
Syntax: Here is the method signature:

public int getRenoval G acePeri od()

getReportContainer

Gets the report container.
Syntax: Here is the method signature:

public java.lang. String get Report Cont ai ner ()

getRoleLevels

Gets the role levels.
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Syntax: Here is the method signature:

public Rol eLevel Array get Rol eLevel s()

getRoleRequestContainer

Gets the role request container.
Syntax: Here is the method signature:

public java.lang. String get Rol eRequest Cont ai ner ()

getRolesContainer

Gets the role container.
Syntax: Here is the method signature:

public java.lang. String get Rol esCont ai ner ()

getSODApprovers

Gets SOD approvers.

Syntax: Here is the method signature:

public ApproverArray get SODApprovers()

getSODContainer

Gets the SOD container.
Syntax: Here is the method signature:

public java.lang. String get SODCont ai ner ()

getSODQuorum

Gets the SOD quorum amount.
Syntax: Here is the method signature:

public java.lang. String get SODCont ai ner ()

getSODRequestDef

Gets the SOD request definition.
Syntax: Here is the method signature:

public java.lang. String get SODRequest Def ()

setDefaultRequestDef

Sets the default request definition.

Syntax: Here is the method signature:
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public void setDefaul t Request Def (j ava.l ang. String defaul t Request Def)

setDefaultSODRequestDef

Sets the default SOD request definition.
Syntax: Here is the method signature:

public void setDefaul t SODRequest Def (j ava. | ang. String def aul t SODRequest Def )

setRemovalGracePeriod

Sets the removal grace period.
Syntax: Here is the method signature:

public void setRenmpval GracePeri od(int renmoval GacePeri od)

setReportContainer

Sets the report container.
Syntax: Here is the method signature:

public void setReportContainer(java.lang. String reportContai ner)

setRoleLevels

Sets the role levels.
Syntax: Here is the method signature:

public void setRol eLevel s(Rol eLevel Array rol eLevel s)

setRoleRequestContainer

Sets the role request container.
Syntax: Here is the method signature:

public void set Rol eRequest Cont ai ner (j ava. |l ang. String rol eRequest Cont ai ner)

setRolesContainer

Sets the role container.
Syntax: Here is the method signature:

public void setRol esContainer(java.lang. String rol esCont ai ner)

setSODApprovers

Sets the SoD approvers.
Syntax: Here is the method signature:

public void set SODApprover s(Approver Array sODApprovers)
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setSODContainer

Sets the SoD container.
Syntax: Here is the method signature:

public void set SODCont ai ner (j ava.l ang. String sODCont ai ner)

15.2.9 Container

Class to represent a Container object.

Container constructors

The Container class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Cont ai ner ()

getAssociatedRoles

Gets associated roles for this identity.
Syntax: Here is the method signature:

public DNStringArray getAssoci at edRol es()

getEntityKey
Gets identity entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getldentityType

Gets identity type.
Syntax: Here is the method signature:

public ldentityType getldentityType()

getRoleAssignments

Gets role assignments for this identity.
Syntax: Here is the method signature:

public Rol eAssi gnnment Array get Rol eAssi gnment s()

setAssociatedRoles

Sets the associated roles for this identity.
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15.2.10

Syntax: Here is the method signature:

public void setAssoci at edRol es(DNSt ri ngArray associ at edRol es)

setEntityKey

Sets the identity entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setldentity Type

Sets the identity type.
Syntax: Here is the method signature:

public void setldentityType(ldentityType identityType)

setRoleAssignments

Sets the role assignments for this identity.
Syntax: Here is the method signature:

public void setRol eAssi gnment s( Rol eAssi gnnment Array rol eAssi gnnment s)

DNString

Class to hold a DN.

DNString constructors

The DNString class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

DNSt ri ng()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

DNString(java.lang. String dn)

getDn

Gets the DN.
Syntax: Here is the method signature:

public java.lang. String getDn()

setDn

Sets the DN.
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Syntax: Here is the method signature:

public void setDn(java.lang. String dn)

15.2.11 DNStringArray

This section provides reference information on the DNStringArray class.

DNStringArray constructors

The DNStringArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

DNStri ngArray()

Syntax 2: Here is the syntax for a constructor that takes an array of DNString objects as a parameter:

DNStringArray(DNString[] DNStringVal)

getDnstring

Returns an array of DNString objects.
Syntax: Here is the method signature:

DNString[] getDnstring()

setDnstring

Sets the array of DNString objects associated with the DNStringArray class.
Syntax: Here is the method signature:

voi d setDnstring(DNString[] DnstringVal)

15.2.12 Entitlement

Class to hold Entitlement information.

Entitlement constructors

The Entitlement class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Entitlenent ()

getEntitlementDn

Gets the entitlement DN.
Syntax: Here is the method signature:

public java.lang. String getEntitlenmentDn()
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15.2.13

getEntitlementParameters
Gets the entitlement parameters.
Syntax: Here is the method signature:

public java.lang. String getEntitlement Paraneters()

setEntitlementDn
Sets the entitlement DN.
Syntax: Here is the method signature:

public void setEntitlenentDn(java.lang.String entitlenentDn)

setEntitlementParameters
Sets the entitlement parameters.
Syntax: Here is the method signature:

public void setEntitlenentParaneters(java.lang.String entitlenentParaneters)

EntitlementArray

This section provides reference information on the EntitlementArray class.

EntitlementArray constructors

The EntitlementArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
Entitlenent Array()

Syntax 2: Here is the syntax for a constructor that takes an array of Entitlement objects as a
parameter:

EntitlenentArray(Entitlenent[] EntitlenentVal)

getEntitlement

Returns an array of Entitlement objects.
Syntax: Here is the method signature:

Entitlenent[] getEntitlenent()

setEntitlement

Sets the array of Entitlement objects associated with the EntitlementArray class.
Syntax: Here is the method signature:

void setEntitlement(EntitlementArray EntitlenentVal)
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Group

Class to represent a Group object.

Group constructors

The Group class supports a single constructor.
Syntax: Here is the syntax for the constructor:

G oup()

getAssociatedRoles

Gets associated roles for this identity.
Syntax: Here is the method signature:

public DNStringArray getAssoci atedRol es()

getDescription

Gets group description.
Syntax: Here is the method signature:

public java.lang. String getDescription()

getEntityKey
Gets identity entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getldentityType

Gets identity type.
Syntax: Here is the method signature:

public ldentityType getldentityType()

getRoleAssignments

Gets role assignments for this identity.
Syntax: Here is the method signature:

public Rol eAssi gnnment Array get Rol eAssi gnment s()

setAssociatedRoles

Sets the associated roles for this identity.
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Syntax: Here is the method signature:

public void setAssoci at edRol es(DNSt ri ngArray associ at edRol es)

setDescription

Sets the group description.
Syntax: Here is the method signature:

public void setDescription(java.lang. String description)

setEntityKey

Sets the identity entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setldentity Type

Sets the identity type.
Syntax: Here is the method signature:

public void setldentityType(ldentityType identityType)

setRoleAssignments

Sets the role assignments for this identity.
Syntax: Here is the method signature:

public void setRol eAssi gnnment s( Rol eAssi gnment Array rol eAssi gnment s)
ldentity Type
An JAX-RPC friendly representation of com.novell.idm.nrf.api.ldentityType.

Table 15-3 Field summary

Type Name

static IdentityType CONTAINER
static Identity Type GROUP
static IdentityType ROLE

static IdentityType USER

Identity Type constructors

The IdentityType class has two constructors.
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Syntax 1: Here is the syntax for a constructor that takes no parameters:
I dentityType()
Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

IdentityType(java.lang. String val ue)

convertToAPI

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:

public comnovell.idmnrf.api.ldentityType convert ToAPI ()

convertToRPC

Contructs an RPC friendly representation from an API object.
Syntax: Here is the method signature:

public static ldentityType convert TORPC(com novel |l .idmnrf.api.ldentityType type)

equals

This is an implementation of equals(). This implementation overrides the equals() method in
java.lang.Object.

Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromValue

This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static ldentityType fronVal ue(java.lang. String val ue)

getValue
Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This is an implementation of hashCode(). This implementation overrides the hashCode() method in
java.lang.Object.

Syntax: Here is the method signature:

public int hashCode()

388  NetlQ Identity Manager User Application: Administration Guide



15.2.16

setValue

Sets the type.
Syntax: Here is the method signature:

public void setValue(java.lang.String type)

toString

Implementation of toString() that returns a string representation of the class.
Syntax: Here is the method signature:

public java.lang. String toString()

ldentity TypeDnMap

Class to represent DNs grouped by identity type. Used for SOD violations.

Identity TypeDnMap

The IdentityTypeDnMap class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

I dent it yTypeDnMap()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

I dentityTypeDnMap(ldentityType identityType, DNStringArray dns)

getDns

Gets the DNs associated with the identity type.
Syntax: Here is the method signature:

public DNStringArray getDns()

getldentityType

Gets identity type (USER, ROLE, GROUP, CONTAINER).
Syntax: Here is the method signature:

public ldentityType getldentityType()

setDns

Sets the DNs to associate with the identity type.
Syntax: Here is the method signature:

public void setDns(DNStringArray dns)
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setldentity Type

Sets the identity type (USER, ROLE, GROUP, or CONTAINER).
Syntax: Here is the method signature:

public void setldentityType(ldentityType identityType)

15.2.17 IdentityTypeDnMapArray

This section provides reference information on the IdentityTypeDnMapArray class.

IdentityTypeDnMapArray constructors

The IdentityTypeDnMapArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:
I dentityTypeDnMapArray()

Syntax 2: Here is the syntax for a constructor that takes an array of IdentityTypeDnMap objects as a
parameter:

I dentityTypeDnMapArray(ldentityTypeDnMap[] |dentityTypeDnMapVal)

getldentitytypednmap

Returns an array of IdentityTypeDnMap objects.
Syntax: Here is the method signature:

I dentityTypeDnMap[] getldentitytypednnap()

setldentitytypednmap

Sets the array of IdentityTypeDnMap objects associated with the IdentityTypeDnMapArray class.
Syntax: Here is the method signature:

voi d setldentitytypednmap(ldentityTypeDnMap[] |dentityTypeDnMapVal)

15.2.18 LocalizedValue

The LocalizedValue class has been added to support management of localized strings for role
definitions.

getValue

Returns a localized string value.
Syntax: Here is the method signature:

public String getVal ue()
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setValue

Sets a localized string value.
Syntax: Here is the method signature:

public void setValue(final String val ue)

getLocale

Returns a string representaton of the Locale object.
Syntax: Here is the method signature:

public String getLocal e()

setLocale

Sets a string representation of the Locale object.
Syntax: Here is the method signature:

public void setlLocal e()

LongArray

This section provides reference information on the LongArray class.

LongArray constructors

The LongArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

LongArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Long objects as a parameter:

LongArray(long[] LongVal)

getLong

Returns an array of Long objects.

Syntax: Here is the method signature:

I ong[] getlLong()

setLong

Sets the array of long objects associated with the LongArray class.
Syntax: Here is the method signature:

voi d setLong(LongArray LongVal)
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15.2.20 NrfServiceException

This is the exception thrown by the remote Roles Web Service.

NrfServiceException constructors

The NrfServiceException class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Nr f Servi ceExcepti on()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Nr f Servi ceException(j ava. | ang. String reason)

getReason

Returns the reason for the exception.
Syntax: Here is the method signature:

public java.lang. String get Reason()

setReason

Sets the reason for the exception.
Syntax: Here is the method signature:

public void setReason(java.lang. String reason)
15.2.21 RequestCategoryType
An JAX-RPC friendly representation of com.novell.idm.nrf.persist.RequestCategoryType.

Table 15-4 Field Summary

Type Name

static RequestCategoryType ROLE_TO_CONTAINER_ADD

static RequestCategoryType ROLE_TO_CONTAINER_ADD_SUBTREE
static RequestCategoryType ROLE_TO_CONTAINER_REMOVE
static RequestCategoryType ROLE_TO_GROUP_ADD

static RequestCategoryType ROLE_TO_GROUP_REMOVE

static RequestCategoryType
static RequestCategoryType
static RequestCategoryType

static RequestCategoryType

ROLE_TO_ROLE_ADD
ROLE_TO_ROLE_REMOVE
ROLE_TO_USER_ADD

ROLE_TO_USER_REMOVE

392  NetlQ Identity Manager User Application: Administration Guide



RequestCategoryType constructors

The RequestCategoryType class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Request Cat egor yType()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Request Cat egor yType(j ava. | ang. Stri ng val ue)

equals

Implementation of equals(). This implementation overrides the equals() method in java.lang.Object.

Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromRPC

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:

public comnovell.idmnrf.persist. Request CategoryType fronRPC() throws
comnovel | .idmnrf.exception. NrfException

fromValue

This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static RequestCategoryType fronVal ue(java.lang. String val ue)

getValue

Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This implementation overrides the hashCode() method in java.lang.Object.
Syntax: Here is the method signature:

public int hashCode()

setValue

Sets the type.
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Syntax: Here is the method signature:

public void setValue(java.lang. String type)

toRPC

Constructs an RPC friendly representation off of an API object.
Syntax: Here is the method signature:

public static RequestCategoryType
t oRPC(com novel | . i dm nrf. persist.Request Cat egoryType type)

toString

Implementation of toString() that returns a string representation of the class.
Syntax: Here is the method signature:

public java.lang. String toString()
RequestStatus
An JAX-RPC friendly representation of com.novell.idm.nrf.persist.RequestStatus.

Table 15-5 Field Summary

Type Name

static RequestStatus ACTIVATION_TIME_PENDING

static RequestStatus APPROVAL_PENDING

static RequestStatus APPROVAL_START_PENDING

static RequestStatus APPROVAL_START_SUSPENDED

static RequestStatus APPROVED

static RequestStatus CLEANUP

static RequestStatus DENIED

static RequestStatus NEW_REQUEST

static RequestStatus PROVISION

static RequestStatus PROVISIONED

static RequestStatus PROVISIONING_ERROR

static RequestStatus SOD_APPROVAL_START_PENDING
static RequestStatus SOD_APPROVAL_START_SUSPENDED
static RequestStatus SOD_EXCEPTION_APPROVAL_PENDING
static RequestStatus SOD_EXCEPTION_APPROVED

static RequestStatus SOD_EXCEPTION_DENIED
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RequestStatus constructors

The RequestStatus class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Request St at us()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Request St at us(j ava. | ang. String val ue)

equals

Implementation of equals().
Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromRPC

Reconstructs an API representation object from an RPC representation.

Syntax: Here is the method signature:

public comnovell.idmnrf.persist.RequestStatus fronRPC() throws
comnovel | .idmnrf.exception. NrfException
fromValue

This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static RequestStatus fronVal ue(java.lang. String val ue)

getValue

Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This implementation overrides the hashCode() method in java.lang.Object.
Syntax: Here is the method signature:

public int hashCode()

setValue

Sets the type.
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Syntax: Here is the method signature:

public void setValue(java.lang. String type)

toRPC

Constructs an RPC friendly representation off of an API object.
Syntax: Here is the method signature:

public static RequestStatus toRPC(com novell.idmnrf.persist.RequestStatus type)

toString

Implementation of toString() that returns a string representation of the class.
Syntax: Here is the method signature:

public java.lang. String toString()

15.2.23 ResourceAssociation

Supporting class that holds information about resource associations for a role.

getRole

Returns the DN for the role involved in the association.

public String getRole()

setRole

Sets the DN for the role involved in the association.

public void setRole(String role)

getEntityKey
Returns the entity key for the association.

public String getEntityKey()

setEntityKey

Sets the entity key for the association.

public void setEntityKey(String entityKey)

getResource

Returns the DN for the resource involved in the association.

public String getResource()
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setResource

Sets the DN for the resource involved in the association.

public void setResource(String resource)

getDynamicParameters

Returns the list of dynamic parameters for the resource.

public Dynam cParaneter[] getDynam cParaneters()

setDynamicParameters

Sets the list of dynamic parameters for the resource.

public void setDynam cPar anet er s(Dynam cParaneter[] paraneter Val ues)

getLocalizedDescriptions

Returns the list of localized descriptions.

public LocalizedVal ue[] getlLocalizedDescriptions()

setLocalizedDescriptions

Sets the list of localized descriptions.

public void setlLocalizedDescriptions(LocalizedValue[] descriptions)

getApprovalOverride

Returns the boolean flag indicating whether the role approval process overrides the resource
approval process.

publ i c bool ean get Approval Overri de()

setApprovalOverride

Sets the boolean flag indicating whether the role approval process overrides the resource approval
process.

public void set Approval Overri de(bool ean overri de)

getStatus

Returns the status of the association.

public int getStatus()

setStatus

Sets the status of the association.

Role Web Service 397



public void setStatus(int status)

toString

Converts the resource association to a string.

public String toString()

15.2.24 Role

Value class to hold the role information.

Role constructors

The Role class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Rol e()

getApprovers

Gets the approvers of the role approval.
Syntax: Here is the method signature:

public ApproverArray getApprovers()

getAssociatedRoles

Gets the associated roles.
Syntax: Here is the method signature:

public DNStringArray getAssoci at edRol es()

getChildRoles

Gets the children roles.
Syntax: Here is the method signature:

public DNStringArray getChil dRol es()

getDescription

Gets the role description.
Syntax: Here is the method signature:

public java.lang. String getDescription()

getEntitlementRef

Gets the entitlement references.
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Syntax: Here is the method signature:

public EntitlementArray getEntitlenment Ref ()

getEntityKey
Gets the role entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getimplicitContainers

Gets the implicit container DNs.
Syntax: Here is the method signature:

public DNStringArray getlnplicitContainers()

getimplicitGroups
Gets implicit group DNs.
Syntax: Here is the method signature:

public DNStringArray getlnplicitG oups()

getName

Gets the role name.
Syntax: Here is the method signature:

public java.lang. String get Name()

getOwners

Gets the owner DNs.
Syntax: Here is the method signature:

public DNStringArray getOamers()

getParentRoles

Gets the parent roles.
Syntax: Here is the method signature:

public DNStringArray getParentRol es()

getQuorum

Gets the quorum amount.

Syntax: Here is the method signature:
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public java.lang. String getQuorun()

getRequestDef

Gets the request definition for approval processing.
Syntax: Here is the method signature:

public java.lang. String get Request Def ()

getRoleAssignments

Gets the role assignments.
Syntax: Here is the method signature:

public Rol eAssi gnment Array get Rol eAssi gnment s()

getRoleCategoryKeys

Gets the role category keys.
Syntax: Here is the method signature:

public CategoryKeyArray get Rol eCat egoryKeys()

getRoleLevel

Gets the role level object.
Syntax: Here is the method signature:

public Rol eLevel getRol eLevel ()

getSystemRole

Gets the system role flag.
Syntax: Here is the method signature:

publi c bool ean get Syst enRol e()

setApprovers

Sets the approvers for role approval processing.
Syntax: Here is the method signature:

public void set Approvers(ApproverArray approvers)

setAssociatedRoles

Sets the associated roles.
Syntax: Here is the method signature:

public void setAssoci at edRol es(DNSt ri ngArray associ at edRol es)
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setChildRoles

Sets the children roles.
Syntax: Here is the method signature:

public void setChil dRol es(DNStringArray chil dRol es)

setDescription

Sets the role description.
Syntax: Here is the method signature:

public void setDescription(java.lang. String description)

setEntitlementRef

Sets the entitlement references.
Syntax: Here is the method signature:

public void setEntitlenmentRef(EntitlenmentArray entitlenmentRef)

setEntityKey

Sets the role entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setimplicitContainers

Sets the implicit container DNs.
Syntax: Here is the method signature:

public void setlnplicitContainers(DNStringArray inplicitContainers)

setimplicitGroups

Sets the implicit group DNs.
Syntax: Here is the method signature:

public void setlnplicitGoups(DNStringArray inplicitG oups)

setName

Sets the role name.
Syntax: Here is the method signature:

public void setNane(java.lang. String nane)
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setOwners

Sets the owner DNs.
Syntax: Here is the method signature:

public void setOwmers(DNStringArray owners)

setParentRoles

Sets the parent roles.
Syntax: Here is the method signature:

public void setParentRol es(DNStringArray parentRol es)

setQuorum

Sets the quorum amount.
Syntax: Here is the method signature:

public void setQuorun(java.lang. String quorun

setRequestDef

Sets the request definition for approval processing.
Syntax: Here is the method signature:

public void setRequest Def (java.lang. String request Def)

setRoleAssignments

Sets the role assignments.
Syntax: Here is the method signature:

public void setRol eAssi gnment s( Rol eAssi gnnment Array rol eAssi gnnent s)

setRoleCategoryKeys

Sets the role category keys.
Syntax: Here is the method signature:

public void set Rol eCat egor yKeys( Cat egor yKeyArray rol eCat egor yKeys)

setRoleLevel

Sets the role level object.
Syntax: Here is the method signature:

public void setRol eLevel (Rol eLevel rolelLevel)
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setSystemRole

Sets the system role flag.
Syntax: Here is the method signature:

public void set SystenRol e(bool ean systenRol e)

RoleAssignment

Value class to hold role assignment information.

RoleAssignment

The RoleAssignment class supports a single constructor.

Syntax: Here is the syntax for the constructor:

Rol eAssi gnment ()

getAssignmentType

Gets the role assignment type.
Syntax: Here is the method signature:

public Rol eAssi gnnment Type get Assi gnment Type()

getCauseldentities

Gets the cause identities DNs.

Syntax: Here is the method signature:

public ldentityTypeDnMapArray get Causeldentities()

getEffectiveDate

Gets the effective date.
Syntax: Here is the method signature:

public java.util.Date getEffectiveDate()

getExpirationDate

Gets the expiration date.
Syntax: Here is the method signature:

public java.util.Date getExpirationDate()

getExplicitldentities

Gets the explicit identities DNSs.
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Syntax: Here is the method signature:

public DNStringArray getExplicitldentities()

getRole

Gets the role associated with the assignment.
Syntax: Here is the method signature:

public java.lang. String getRol e()

setAssignmentType

Sets the role assignment type.
Syntax: Here is the method signature:

public void setAssi gnnent Type( Rol eAssi gnnent Type assi gnnent Type)

setCauseldentities

Sets the cause identities DNs.
Syntax: Here is the method signature:

public void setCauseldentities(ldentityTypeDnMapArray causeldentities)

setEffectiveDate

Sets the effective date.
Syntax: Here is the method signature:

public void setEffectiveDate(java.util.Date effectiveDate)

setExpirationDate

Sets the expiration date.
Syntax: Here is the method signature:

public void setExpirationDate(java.util.Date expirationDate)

setExplicitldentities

Sets the explicit identities DNs.
Syntax: Here is the method signature:

public void setExplicitldentities(DNStringArray explicitldentities)

setRole

Sets role associated with this assignment.

Syntax: Here is the method signature:
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15.2.27

public void setRole(java.lang.String role)

RoleAssignmentArray

This section provides reference information on the RoleAssignmentArray class.

RoleAssignmentArray constructors
The RoleAssignmentArray class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

Rol eAssi gnment Array()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

Rol eAssi gnnent Array( Rol eAssi gnnent [] Rol eAssi gnnent Val )

getRoleassignment

Returns an array of RoleAssignment objects.
Syntax: Here is the method signature:

Rol eAssi gnnent [] get Rol eassi gnnent ()

setRoleassignment

Sets the array of RoleAssignment objects associated with the RoleAssignmentArray class.
Syntax: Here is the method signature:

voi d set Rol eassi gnment (Rol eAssi gnment[] Rol eAssi gnrent Val )
RoleAssignmentActionType
An JAX-RPC friendly representation of com.novell.idm.nrf.RoleAssignmentActionType.

Table 15-6 Field Summary

Type Name
static RoleAssignmentActionType EXTEND
static RoleAssignmentActionType GRANT
static RoleAssignmentActionType REVOKE

RoleAssignmentActionType constructors

The RoleAssignmentActionType class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

Rol eAssi gnnent Act i onType()
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Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Rol eAssi gnnent Act i onType(j ava. | ang. String val ue)

equals

Implementation of equals().
Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromRPC

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:

public comnovell.idmnrf.Rol eAssi gnnent Acti onType fronRPC()

fromValue

This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static Rol eAssignnment Acti onType fronVal ue(java.lang. String val ue)

getValue

Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This is an implementation of hashCode(). This implementation overrides the hashCode() method in
java.lang.Object.

Syntax: Here is the method signature:

public int hashCode()

setValue

Sets the type.
Syntax: Here is the method signature:

public void setValue(java.lang.String type)

toRPC

Constructs an RPC friendly representation off of an API object.
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Syntax: Here is the method signature:

public static Rol eAssi gnnent Acti onType

t oRPC(com novel | .i dm nrf. Rol eAssi gnrment Acti onType type)

toString

Implementation of toString() that returns a string representation of the class.

Syntax: Here is the method signature:

public java.lang. String toString()

RoleAssignmentRequest

Class to represent a role assignment request.

RoleAssignmentRequest

The RoleAssignmentRequest class supports a single constructor.

Syntax: Here is the syntax for the constructor:

Rol eAssi gnnent Request ()

getActionType
Gets role assignment type (grant, revoke, extend).
Syntax: Here is the method signature:

publ i c Rol eAssi gnnment Acti onType get ActionType()

getAssignmentType
Gets the role assignment type.
Syntax: Here is the method signature:

public Rol eAssi gnment Type get Assi gnment Type()

getCorrelationID
Gets the correlation ID.
Syntax: Here is the method signature:

public java.lang. String getCorrel ationl )

getEffectiveDate
Gets the effective date.
Syntax: Here is the method signature:

public java.util.Date getEffectiveDate()
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getExpirationDate

Gets the expiration date.
Syntax: Here is the method signature:

public java.util.Date getExpirationDate()

getldentity

Gets the identity to assign roles to.
Syntax: Here is the method signature:

public java.lang. String getldentity()

getReason

Gets the reason for the role assignment.
Syntax: Here is the method signature:

public java.lang. String getReason()

getRoles

Gets the roles to assign to the identity.
Syntax: Here is the method signature:

public DNStringArray getRoles()

getSodOveridesRequested

Gets the SOD DNs and justification to override.
Syntax: Here is the method signature:

public SodJustificationArray get SodOveri desRequested()

setActionType

Sets the action type (grant, revoke, extend).
Syntax: Here is the method signature:

public void setActionType(Rol eAssi gnnment Acti onType acti onType)

setAssignmentType

Sets the role assignment type.
Syntax: Here is the method signature:

public void setAssi gnnent Type( Rol eAssi gnnent Type assi gnnent Type)
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setCorrelationID

Sets the correlation ID.
Syntax: Here is the method signature:

public void setCorrelationlD(java.lang. String correl ationl D)

setEffectiveDate

Sets the effective date.
Syntax: Here is the method signature:

public void setEffectiveDate(java.util.Date effectiveDate)

setExpirationDate

Sets the expiration date.
Syntax: Here is the method signature:

public void setExpirationDate(java.util.Date expirationDate)

setldentity

Sets the identity to assign roles to.
Syntax: Here is the method signature:

public void setldentity(java.lang.String identity)

setReason

Sets the reason for the role assignment.
Syntax: Here is the method signature:

public void setReason(java.lang. String reason)

setRoles

Sets the roles to assign to the identity.
Syntax: Here is the method signature:

public void setRol es(DNStringArray roles)

setSodOveridesRequested

Sets the SOD DNs and justification to override.
Syntax: Here is the method signature:

public void set SodOveri desRequest ed(SodJustificati onArray sodOveri desRequest ed)
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RoleAssignmentRequestStatus

This class represents the status of a role assignment.

RoleAssignmentRequestStatus

The RoleAssignmentRequestStatus class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Rol eAssi gnnent Request St at us()

getCategory

Gets the request category.
Syntax: Here is the method signature:

publ i ¢ Request Cat egor yType get Cat egory()

getCorrelationld

Gets the correlation ID.
Syntax: Here is the method signature:

public java.lang. String getCorrelationld()

getEffectiveDate

Gets the effective date.
Syntax: Here is the method signature:

public java.util.Date getEffectiveDate()

getEntityKey
Gets the entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getExpirationDate

Gets the expiration date.
Syntax: Here is the method signature:

public java.util.Date getExpirationDate()

getReason

Gets the reason for the role assignment.
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Syntax: Here is the method signature:

public java.lang. String get Reason()

getRequestDate

Gets the request date.
Syntax: Here is the method signature:

public java.util.Date get Request Date()

getRequester

Gets the request DN.
Syntax: Here is the method signature:

public java.lang. String get Requester ()

getSource

Gets the source Role DN.
Syntax: Here is the method signature:

public java.lang. String get Source()

getStatus

Gets the request status.
Syntax: Here is the method signature:

publi c Request St atus get Status()

getTarget

Gets the targeted identity DN.
Syntax: Here is the method signature:

public java.lang. String getTarget ()

setCategory

Sets the request category.
Syntax: Here is the method signature:

public void setCategory(Request Cat egoryType category)

setCorrelationld

Sets the correlation ID.

Syntax: Here is the method signature:
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public void setCorrelationld(java.lang.String correlationld)

setEffectiveDate

Sets the effective date.
Syntax: Here is the method signature:

public void setEffectiveDate(java.util.Date effectiveDate)

setEntityKey

Sets the entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setExpirationDate

Sets the expiration date.
Syntax: Here is the method signature:

public void setExpirationDate(java.util.Date expirationDate)

setReason

Sets the reason for the role assignment.
Syntax: Here is the method signature:

public void setReason(java.lang. String reason)

setRequestDate

Sets the request date.
Syntax: Here is the method signature:

public void setRequestDate(java.util.Date requestDate)

setRequester

Sets the requester DN.
Syntax: Here is the method signature:

public void setRequester(java.lang. String requester)

setSource

Sets the source Role DN.
Syntax: Here is the method signature:

public void setSource(java.lang. String source)
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setStatus

Sets the request status.
Syntax: Here is the method signature:

public void setStatus(Request Status status)

setTarget

Sets the identity targeted DN.
Syntax: Here is the method signature:

public void setTarget(java.lang.String target)
RoleAssignmentType
An JAX-RPC friendly representation of com.novell.idm.nrf.RoleAssignmentType.

Table 15-7 Field Summary

Type Name

static RoleAssignmentType CONTAINER_TO_ROLE

static RoleAssignmentType CONTAINER_WITH_SUBTREE_TO_ROLE
static RoleAssignmentType GROUP_TO_ROLE

static RoleAssignmentType ROLE_TO_ROLE

static RoleAssignmentType USER_TO_ROLE

RoleAssignmentType constructors

The CategoryKey class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Cat egor yKey()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Cat egor yKey(j ava. |l ang. String categoryKey)

convertToAPI

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:

public comnovell.idmnrf.Rol eAssi gnment Type convert ToAPI ()

convertToRPC

Constructs an RPC friendly representation off of an API object.
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Syntax: Here is the method signature:
public static Rol eAssi gnnent Type
convert TORPC(com novel | .idm nrf. Rol eAssi gnnment Type type)

equals
Implementation of equals().
Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromValue

This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static Rol eAssi gnnent Type fronVal ue(java.lang. String val ue)

getValue
Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This is an implementation of hashCode(). This implementation overrides the hashCode() method in
java.lang.Object.

Syntax: Here is the method signature:

public int hashCode()

setValue

Sets the type.
Syntax: Here is the method signature:

public void setValue(java.lang.String type)

toString

Implementation of toString() that returns a string representation of the class.
Syntax: Here is the method signature:

public java.lang. String toString()
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15.2.31 RoleAssignmentTypelnfo

An JAX-RPC friendly representation of the details of the com.novell.idm.nrf.RoleAssignmentType
enumeration.

RoleAssignmentTypelnfo

The RoleAssignmentTypelnfo class supports a single constructor.

Syntax: Here is the syntax for the constructor:

Rol eAssi gnnent Typel nf o()

convertToRPC
Constructs an RPC friendly representation from an API object.
Syntax: Here is the method signature:

public static Rol eAssi gnnent Typel nfo
convert TORPC(com novel | .idm nrf. Rol eAssi gnnment Type type)

getldentityType

Returns the JAX-RPC friendly identity type.
Syntax: Here is the method signature:

public ldentityType getldentityType()

getSubtreelncluded

Determines whether the sub tree is included.
Syntax: Here is the method signature:

publ i c bool ean get Subtreel ncl uded()

getSupportsApproval

Determines whether the assignment supports approval.
Syntax: Here is the method signature:

publ i c bool ean get Support sApproval ()

getSupportsEffectiveDate

Determines whether the assignment supports an effective date.
Syntax: Here is the method signature:

public bool ean get SupportsEffectiveDate()
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getSupportsExpiration

Determines whether the assignment supports expiration.
Syntax: Here is the method signature:

publi c bool ean get Support sExpiration()

getSupportsSODApproval

Determines whether the assignment supports SOD approval.
Syntax: Here is the method signature:

publ i c bool ean get Support sSODApproval ()

setldentity Type

Sets the JAX-RPC friendly identity type.
Syntax: Here is the method signature:

public void setldentityType(ldentityType type)

setSubtreelncluded

Sets whether the sub tree is included.
Syntax: Here is the method signature:

public void set Subtreel ncl uded(bool ean bool)

setSupportsApproval

Sets whether the assignment supports approval.
Syntax: Here is the method signature:

public void set SupportsApproval (bool ean bool)

setSupportsEffectiveDate

Sets whether the assignment supports effective date.
Syntax: Here is the method signature:

public void set SupportsEffectiveDate(bool ean bool)

setSupportsExpiration

Sets whethers the assignment supports expiration.
Syntax: Here is the method signature:

public void set SupportsExpiration(bool ean bool)

416  NetlQ Identity Manager User Application: Administration Guide



15.2.32

setSupportsSODApproval

Sets whether the assignment supports SOD approval.

Syntax: Here is the method signature:

public void set Support sSODApproval (bool ean bool)

Rolelnfo

Value class to hold main role information. This is a small subset of the role value class.

Rolelnfo constructors

The Rolelnfo class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Rol el nf o()

getDescription

Gets the role description.
Syntax: Here is the method signature:

public java.lang. String getDescription()

getEntityKey
Gets the role entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getName

Gets the role name.
Syntax: Here is the method signature:

public java.lang. String get Name()

getRoleCategoryKeys

Gets the role category keys.
Syntax: Here is the method signature:

public CategoryKeyArray get Rol eCat egoryKeys()

getRoleLevel

Gets the role level object.
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Syntax: Here is the method signature:

public Rol eLevel getRol eLevel ()

setDescription

Sets the role description.
Syntax: Here is the method signature:

public void setDescription(java.lang. String description)

setEntityKey

Sets the role entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setName

Sets the role name.
Syntax: Here is the method signature:

public void setNane(java.lang. String nane)

setRoleCategoryKeys

Sets the role category keys.
Syntax: Here is the method signature:

public void set Rol eCat egor yKeys( Cat egor yKeyArray rol eCat egor yKeys)

setRoleLevel

Sets role level object.
Syntax: Here is the method signature:

public void setRol eLevel (Rol eLevel rolelLevel)

RolelnfoArray

This section provides reference information on the RolelnfoArray class.

RoleInfoArray constructors
The RolelnfoArray class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

Rol el nf oArray()
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Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

Rol el nf oArray(Rol el nfo[] Rol el nfoVal)

getRoleinfo

Returns an array of Rolelnfo objects.
Syntax: Here is the method signature:

Rol el nfo[] get Rol ei nfo()

setRoleinfo

Sets the array of Rolelnfo objects associated with the RolelnfoArray class.

Syntax: Here is the method signature:

voi d setRol einfo (Rolelnfo[] RolelnfoVal)

RolelLevel

This class represent a role level.

RolelLevel constructors

The RoleLevel class supports a single constructor.

Syntax: Here is the syntax for the constructor:

Rol eLevel ()

getContainer
Gets the role level container.
Syntax: Here is the method signature:

public java.lang. String get Contai ner ()

getDescription
Gets the role level description.
Syntax: Here is the method signature:

public java.lang. String getDescription()

getLevel
Gets the role level.
Syntax: Here is the method signature:

public | ong getlLevel ()
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getName

Gets the role level name.
Syntax: Here is the method signature:

public java.lang. String getName()

setContainer

Sets the role level container.
Syntax: Here is the method signature:

public void setContainer(java.lang. String container)

setDescription

Sets the role level description.
Syntax: Here is the method signature:

public void setDescription(java.lang. String description)

setLevel

Sets the role level.
Syntax: Here is the method signature:

public void setlLevel (1ong |evel)

setName

Sets the role level name.
Syntax: Here is the method signature:

public void setNane(java.lang. String nane)

15.2.35 RoleLevelArray

This section provides reference information on the RoleLevelArray class.

RoleLevelArray constructors

The RoleLevelArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Rol eLevel Array()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

Rol eLevel Array(Rol eLevel [] Rol eLevel Val)
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getRolelevel

Returns an array of RoleLevel objects.
Syntax: Here is the method signature:

Rol eLevel [] getRol el evel ()

setRolelevel

Sets the array of RoleLevel objects associated with the RoleLevelArray class.

Syntax: Here is the method signature:

voi d setRol el evel (Rol eLevel [] Rol eLevel Val)

RoleRequest

The Role Request class has been added to support the creation of roles. The Role Request class is a

value class used to hold information about a request to create a role.

getName

Gets the role name.
Syntax: Here is the method signature:

public String getName()

getDescription

Gets the role description.
Syntax: Here is the method signature:

public String getDescription()

getEntityKey
Gets the entity key for the role.
Syntax: Here is the method signature:

public String getEntityKey()

getRoleLevel

Gets the role level object.
Syntax: Here is the method signature:

public | ong getRol eLevel ()

getRoleCategoryKeys

Gets the role category keys.
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Syntax: Here is the method signature:

public CategoryKey[] get Rol eCat egoryKeys()

getQuorum

Gets the quorum amount.
Syntax: Here is the method signature:

public String getQuorun()

getRequestDef

Gets the provisioning request definition for approval processing.
Syntax: Here is the method signature:

public String getRequest Def ()

getApprovers

Gets the approvers for the role definition.

Syntax: Here is the method signature:

public Approver[] getApprovers()

getOwners

Gets the owner DNs.
Syntax: Here is the method signature:

public DNString[] getOmers()

getRoleAssignments

Gets the associated roles.
Syntax: Here is the method signature:

public String getRol eAssi gnnent s()

getSystemRole

Gets the system role flag, which indicates whether this is a system role.
Syntax: Here is the method signature:

publi c bool ean get Syst enRol e()

getContainer

Gets the name of the role container.

Syntax: Here is the method signature:
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public String getContainer()

setName

Sets the role name.
Syntax: Here is the method signature:

public void setName()

setDescription

Sets the role description.
Syntax: Here is the method signature:

public void setDescription()

setEntityKey

Sets the entity key for the role.
Syntax: Here is the method signature:

public void setEntityKey()

setRoleLevel

Sets the role level object.
Syntax: Here is the method signature:

public void setRol eLevel ()

setRoleCategoryKeys

Sets the role category keys.
Syntax: Here is the method signature:

public void setRol eCat egor yKeys()

setQuorum

Sets the quorum amount.
Syntax: Here is the method signature:

public void setQuorun()

setRequestDef

Sets the provisioning request definition for approval processing.
Syntax: Here is the method signature:

public void set Request Def ()
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setApprovers
Sets the approvers for role approval processing.
Syntax: Here is the method signature:

public void set Approvers()

setOwners
Sets the owner DNs.
Syntax: Here is the method signature:

public void setOmers()

setSystemRole
Sets the system role flag, which determines whether this is a system role.
Syntax: Here is the method signature:

public void set SystenRol e()

setContainer
Sets the role container.
Syntax: Here is the method signature:

public void setContainer ()

RoleServiceDelegate

Delegate class to perform the actual call to the API layer. Should be used by all skeleton classes.

RoleServiceDelegate constructors

The RoleServiceDelegate class supports a single constructor.
Syntax: Here is the syntax for the constructor:
Rol eSer vi ceDel egat e(com novel | . srvprv. spi.security.|SecurityContext ctx,

java.util.Local e | ocal e)

findSodByExample
Finds all SoD objects based on the search criteria in the given SOD object.
Syntax: Here is the method signature:

SodArray findSodByExanpl e(Sod sod) throws NrfServiceException,
java.rm . Renot eException
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findSodByExampleWithOperator

Finds all SoD objects based on the search criteria found in the given SOD object
Syntax: Here is the method signature:
SodArray findSodByExanpl eWthOperator (Sod searchCriteria, bool ean

useAndFor Mul ti Val ueSearch) throws NrfServiceException, java.rm .RenoteException

findSodByld

Find by key.

Syntax: Here is the method signature:

Sod findSodByld(java.lang.String entityKey) throws NrfServiceException,

java.rm . Renot eException

getAssignedldentities

Returns a list of role assignments for a specified identity.
Syntax: Here is the method signature:
Rol eAssi gnnent Array  get Assignedl dentities(java.lang.String identityDn,

IdentityType type, boolean direct) throws NrfServiceException,
java.rm . Renot eException

getConfiguration

Returns the role system configuration defined in the role vault root (nrfConfiguration)
Syntax: Here is the method signature:

Configuration getConfiguration() throws NrfServiceException,

java.rm . Renot eException

getContainer

Gets container and role information for a given container DN.
Syntax: Here is the method signature:
Cont ai ner get Contai ner(java.lang. String contai ner Dn) t hr ows

Nr f Servi ceException, java.rni.RenoteException

getExceptionList
Returns a list of Sod instances for all SOD violations found for a specific identity and type.
Syntax: Here is the method signature:

SodArray get ExceptionsList(java.lang.String identity, ldentityType identityType)
throws NrfServiceException, java.rm .RenoteException
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getGroup

Gets group and role information for a given group DN.

Syntax: Here is the method signature:

G oup getGroup(java.lang. String groupDn) throws NrfServiceException,

java. rm . Renot eException

getldentitiesInViolation

Returns a map of identities which are in violation of a given SoD.
Syntax: Here is the method signature:
I dentityTypeDnMapArray getldentitieslnViolation(java.lang.String sodDn) throws

Nr f Servi ceException, java.rni.RenoteException

getldentityRoleConflicts

Returns a list of Sod instances for all SOD conflicts found for a given list of roles for a given identity.
Syntax: Here is the method signature:
SodArray getldentityRoleConflicts(java.lang.String identity, ldentityType

identityType, DNStringArray requestedRol es) throws NrfServiceException,
java.rm . Renot eException

getRole

Retrieves a role object defined by a role DN
Syntax: Here is the method signature:
Rol e getRol e(java.lang. String roleDn) throws NrfServiceException,

java.rm . Renot eException

getRoleAssignmentRequestStatus

Returns a list of role assignment request status instances given a correlation ID.
Syntax: Here is the method signature:

Rol eAssi gnnent Request St at usArray get Rol eAssi gnnent Request St at us(j ava. | ang. String
correlationld) throws NrfServiceException, java.rm .RenoteException

getRoleAssignmentRequestStatusByldentity Type

Returns a list of role assignment request status instances given an identity and an identity type.
Syntax: Here is the method signature:

Rol eAssi gnnent Request St at usArray

get Rol eAssi gnment Request St at usByl dentityType(java.lang. String identityDn,
IdentityType identityType) throws NrfServiceException, java.rni.RenoteException
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getRoleAssignmentTypelnfo

Retrieves details about a RoleAssignmentType.

Syntax: Here is the method signature:

Rol eAssi gnnent Typel nf o get Rol eAssi gnnent Typel nf o( Rol eAssi gnnent Type type) throws

Nr f Ser vi ceException, java.rm . RenoteException

getRoleCategories

Gets role categories.

Syntax: Here is the method signature:

Cat egor yArray get Rol eCat egories() throws NrfServiceException,

java.rm . Renot eException

getRoleConflicts

Returns a list of Sod instances found for all given roles. This method always returns a list.
Syntax: Here is the method signature:

SodArray getRol eConflicts(DNStringArray roles) throws NrfServiceException,

java. rm . Renot eException

getRoleLevels
Gets role levels.
Syntax: Here is the method signature:

Rol eLevel Array get Rol eLevel s() throws NrfServiceException,
java.rm . Renot eException

getRolesInfo

Returns a list of Rolelnfo instances given a list of role DNs.

Syntax: Here is the method signature:

Rol el nf pArray get Rol e§l nfo(DNStri ngArray rol eDns) throws NrfServiceException,
java. rm . Renot eExcepti on

getRolesInfoByCategory

Returns a list of Rolelnfo instances given a list of role category keys.

Syntax: Here is the method signature:

Rol el nf oArray get Rol esl nf oByCat egor y( Cat egor yKeyArray rol eCat egor yKeys) t hrows
Nr f Servi ceException, java.rni.RenoteException

getRolesInfoByLevel

Returns a list of Rolelnfo instances given a list of role levels.
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Syntax: Here is the method signature:
Rol el nf oArray get Rol esl nf oByLevel (LongArray rol eLevel s) throws
Nr f Servi ceException, java.rni.RenoteException

getTargetSourceConflicts

Returns a list of Sod instances for all SOD conflicts defined between the target role DN and the
source role DN.

Syntax: Here is the method signature:

SodArray get Target SourceConflicts(java.lang. String targetName, java.lang.String
sourceNane) throws NrfServiceException, java.rm .RenoteException

getUser

Gets user info including all role assignments for a given user DN stored in a Userldentity object.
Syntax: Here is the method signature:

User getUser(java.lang.String userDn) throws NrfServiceException,
java.rm . Renot eException

getVersion

Returns the version of this Web Service.
Syntax: Here is the method signature:

Ver si onVO get Versi on() throws java.rm . RenoteException

iIsUserInRole

Returns boolean flag; true if role has been assigned to a User identity
Syntax: Here is the method signature:

bool ean i sUser|nRol e(java.l ang. String userDn, java.lang. String rol eDn)

requestRoleAssignment

Returns a list of request DNs created by the role assignment
Syntax: Here is the method signature:

DNStri ngArray request Rol esAssi gnnent ( Rol eAssi gnnent Request r ol eAssi gnnent Request )
throws NrfServiceException, java.rm .RenoteException

RoleServiceSkeletonimpl

Class to represent the skeleton server side implementation of the Role Based offered services.

RoleServiceSkeletonIimpl

The RoleServiceSkeletonlmpl class supports a single constructor.
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Syntax: Here is the syntax for the constructor:

Rol eSer vi ceSkel et onl npl ()

findSodByExample

Finds all SoD objects based on the search criteria in the given SOD object.
Syntax: Here is the method signature:
SodArray findSodByExanpl e(Sod sod) throws NrfServiceException,

java. rm . Renot eException

findSodByExampleWithOperator

Finds all SoD objects based on the search criteria found in the given SOD object
Syntax: Here is the method signature:

SodArray findSodByExanpl eWthOperator(Sod searchCriteria, bool ean

useAndFor Mul ti Val ueSearch) throws NrfServiceException, java.rm .RenpteException

findSodByld

Find by key.

Syntax: Here is the method signature:

Sod findSodByld(java.lang.String entityKey) throws NrfServiceException,

java. rm . Renot eException

getAssignedldentities
Returns a list of role assignments for a specified identity.
Syntax: Here is the method signature:

Rol eAssi gnnent Array  get Assi gnedl dentities(java.lang. String identityDn,
IdentityType type, boolean direct) throws NrfServiceException,
java.rm . Renot eException

getConfiguration

Returns the role system configuration defined in the role vault root (nrfConfiguration)
Syntax: Here is the method signature:

Configuration getConfiguration() throws NrfServiceException,
java.rm . Renot eException

getContainer

Gets container and role information for a given container DN.

Syntax: Here is the method signature:
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Cont ai ner get Cont ai ner (java.lang. String contai ner Dn) t hr ows
Nr f Ser vi ceException, java.rm . RenoteException

getExceptionList

Returns a list of Sod instances for all SOD violations found for a specific identity and type.
Syntax: Here is the method signature:

SodArray get ExceptionsList(java.lang.String identity, ldentityType identityType)
throws NrfServiceException, java.rm .RenoteException

getGroup

Gets group and role information for a given group DN.

Syntax: Here is the method signature:

G oup get G oup(java.lang.String groupbDn) throws NrfServiceException,

java. rm . Renot eException

getldentitiesInViolation

Returns a map of identities which are in violation of a given SoD.
Syntax: Here is the method signature:
I dentityTypeDnMapArray getldentitieslnViolation(java.lang.String sodDn) throws

Nr f Servi ceException, java.rni.RenoteException

getldentityRoleConflicts

Returns a list of Sod instances for all SOD conflicts found for a given list of roles for a given identity.
Syntax: Here is the method signature:
SodArray getldentityRoleConflicts(java.lang.String identity, ldentityType

identityType, DNStringArray requestedRol es) throws NrfServiceException,
java.rm . Renot eException

getRole

Retrieves a role object defined by a role DN
Syntax: Here is the method signature:
Rol e getRol e(java.lang. String roleDn) throws NrfServiceException,

java. rm . Renot eException

getRoleAssignmentRequestStatus

Returns a list of role assignment request status instances given a correlation ID.
Syntax: Here is the method signature:

Rol eAssi gnnent Request St at usArray get Rol eAssi gnnent Request St at us(j ava. | ang. String
correlationld) throws NrfServiceException, java.rm .RenoteException

NetlQ Identity Manager User Application: Administration Guide



getRoleAssignmentRequestStatusByldentity Type

Returns a list of role assignment request status instances given an identity and an identity type.
Syntax: Here is the method signature:
Rol eAssi gnnent Request St at usArr ay

get Rol eAssi gnment Request St at usByl dentityType(java.lang. String identityDn,
IdentityType identityType) throws NrfServiceException, java.rni.RenoteException

getRoleAssignmentTypelnfo

Retrieves details about a RoleAssignmentType.
Syntax: Here is the method signature:
Rol eAssi gnnent Typel nf o get Rol eAssi gnnent Typel nf o( Rol eAssi gnnent Type type) throws

Nr f Servi ceException, java.rni.RenoteException

getRoleCategories

Gets role categories.
Syntax: Here is the method signature:
Cat egor yArray get Rol eCat egories() throws NrfServiceException,

java.rm . Renot eException

getRoleConflicts

Returns a list of Sod instances found for all given roles. This method always returns a list.
Syntax: Here is the method signature:

SodArray getRol eConflicts(DNStringArray roles) throws NrfServiceException,

java.rm . Renot eException

getRoleLevels

Gets role levels.
Syntax: Here is the method signature:
Rol eLevel Array get Rol eLevel s() throws NrfServiceException,

java.rm . Renot eException

getRolesInfo
Returns a list of Rolelnfo instances given a list of role DNs.
Syntax: Here is the method signature:

Rol el nf oArray get Rol esl nfo(DNStringArray rol eDns) throws NrfServiceException,
java. rm . Renot eException
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getRolesInfoByCategory

Returns a list of Rolelnfo instances given a list of role category keys.

Syntax: Here is the method signature:

Rol el nf oArray get Rol esl nf oByCat egor y( Cat egor yKeyArray rol eCat egor yKeys) t hrows

Nr f Ser vi ceException, java.rm . RenoteException

getRolesInfoByLevel

Returns a list of Rolelnfo instances given a list of role levels.

Syntax: Here is the method signature:

Rol el nf oArray get Rol esl nf oByLevel (LongArray rol eLevel s) throws

Nr f Servi ceException, java.rni.RenoteException

getTargetSourceConflicts

Returns a list of Sod instances for all SOD conflicts defined between the target role DN and the
source role DN.

Syntax: Here is the method signature:
SodArray get Tar get SourceConflicts(java.lang. String targetName, java.lang.String

sourceNane) throws NrfServiceException, java.rm .RenoteException

getUser

Gets user info including all role assignments for a given user DN stored in a Userldentity object.
Syntax: Here is the method signature:

User getUser(java.lang.String userDn) throws NrfServiceException,
java.rm . Renot eException

getVersion

Returns the version of this Web Service.
Syntax: Here is the method signature:

Ver si onVO get Version() throws java.rm . Renot eException

iIsUserlnRole

Returns boolean flag; true if role has been assigned to a User identity
Syntax: Here is the method signature:

bool ean i sUser | nRol e(java.l ang. String userDn, java.lang.String rol eDn)

requestRoleAssignment

Returns a list of request DNs created by the role assignment
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Syntax: Here is the method signature:

DNStri ngArray request Rol esAssi gnnent (Rol eAssi gnnent Request rol eAssi gnnent Request )
throws NrfServiceException, java.rm .RenoteException

15.2.39 Sod

Value object to hold SOD information.

Sod constructors

The Sod class supports a single constructor.
Syntax: Here is the syntax for the constructor:

Sod()

getApprovalType

Gets the SOD approval type.
Syntax: Here is the method signature:

publ i c SodApproval Type get Approval Type()

getApprovers

Gets SOD approvers.
Syntax: Here is the method signature:

public ApproverArray getApprovers()

getDescription

Gets the SOD description.
Syntax: Here is the method signature:

public java.lang. String getDescription()

getEntityKey
Gets the SOD entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getName

Gets the SOD name.
Syntax: Here is the method signature:

public java.lang. String get Name()
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getQuorum

Gets the SOD quorum amount.
Syntax: Here is the method signature:

public java.lang. String getQuorun()

getRequestDef

Gets the request definition for approval processing.
Syntax: Here is the method signature:

public java.lang. String get Request Def ()

getRoles

Gets the SOD roles.
Syntax: Here is the method signature:

public DNStringArray getRoles()

setApprovalType

Sets the SOD approval type.
Syntax: Here is the method signature:

public void set Approval Type( SodApproval Type approval Type)

setApprovers

Sets the SOD approvers.
Syntax: Here is the method signature:

public void set Approvers(ApproverArray approvers)

setDescription

Sets the SOD description.
Syntax: Here is the method signature:

public void setDescription(java.lang. String description)

setEntityKey

Sets the SOD entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)
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setName

Sets the SOD name.
Syntax: Here is the method signature:

public void setNane(java.lang. String nane)

setQuorum

Sets the SOD quorum amount.
Syntax: Here is the method signature:

public void setQuorun{java.lang. String quorun

setRequestDef

Sets the request definition for approval processing.
Syntax: Here is the method signature:

public void set Request Def (java.l ang. String request Def)

setRoles

Sets the SOD roles.
Syntax: Here is the method signature:

public void setRoles(DNStringArray roles)

SodArray

This section provides reference information on the SodArray class.

SodArray constructors

The SodArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

SodArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

SodArray(Sod[] SodVal)

getSod

Returns an array of Sod objects.
Syntax: Here is the method signature:

Sod[] get Sod()
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setSod

Sets the array of Sod objects associated with the SodArray class.
Syntax: Here is the method signature:

voi d set Sod (Sod[] SodVal)

SodApprovalType

An JAX-RPC friendly representation of com.novell.idm.nrf.api.SodApprovalType.

Table 15-8 Field Summary

Type Name
static SodApprovalType ALLOW_WITH_WORKFLOW
static SodApprovalType ALWAYS_ALLOW

SodApprovalType constructors

The SodApprovalType class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

SodAppr oval Type()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

SodAppr oval Type(java.l ang. String val ue)

equals
Implementation of equals().
Syntax: Here is the method signature:

public bool ean equal s(java. | ang. Obj ect obj)

fromRPC

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:
public comnovell.idmnrf.api.SodApproval Type fronRPC() throws

comnovel | .idm nrf.exception. NrfException

fromValue
This method is for WSSDK serialization.
Syntax: Here is the method signature:

public static SodApproval Type fronVal ue(java.lang. String val ue)
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getValue
Gets the type.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

hashCode

This is an implementation of hashCode(). This implementation overrides the hashCode() method in
java.lang.Object.

Syntax: Here is the method signature:

public int hashCode()

setValue
Sets the type.
Syntax: Here is the method signature:

public void setValue(java.lang.String type)

toRPC

Reconstructs an API representation object from an RPC representation.
Syntax: Here is the method signature:
public comnovell.idmnrf.api.SodApproval Type fronRPC() throws

comnovel | .idm nrf.exception. NrfException

toString

Implementation of toString() that returns a string representation of the class.
Syntax: Here is the method signature:

public java.lang. String toString()

SodJustification

Class to represent an SOD DN to override with a justification. Used for assignment of roles to be able
to pass in a justification for overrides of SODs.

SodJustification constructors

The SodJustification class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

SodJusti fication()

Syntax 2: Here is the syntax for a constructor that takes two String values as parameters:
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SodJustification(java.lang. String sodDN, java.lang.String justification)

getJustification

Gets the SOD justification for override.
Syntax: Here is the method signature:

public java.lang. String getJustification()

getSodDN

Gets the SOD DN for override.
Syntax: Here is the method signature:

public java.lang. String get SodDN()

setJustification

Sets the justification for override.
Syntax: Here is the method signature:

public void setJustification(java.lang.String justification)

setSodDN

Sets the SOD DN for override.
Syntax: Here is the method signature:

public void set SodDN(java.l ang. String sodDN)

15.2.43 SodJustificationArray

This section provides reference information on the SodJustificationArray class.

SodJustificationArray constructors

The SodJustificationArray class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

SodJustificationArray()

Syntax 2: Here is the syntax for a constructor that takes an array of Attribute objects as a parameter:

SodJustificationArray(SodJustification[] SodJustificationVal)

getSodjustification

Returns an array of SodJustification objects.

Syntax: Here is the method signature:
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SodJustification[] getSodjustification()

setSodjustification

Sets the array of SodJustification objects associated with the SodJustificationArray class.

Syntax: Here is the method signature:

voi d set Sodj ustification (SodJustification[] SodJustificationVal)

User

Value class to hold user identity information.

User constructors
The User class supports a single constructor.

Syntax: Here is the syntax for the constructor:

User ()

getAssociatedRoles
Gets the associated roles for this identity.
Syntax: Here is the method signature:

public DNStringArray getAssoci at edRol es()

getCn
Gets the cn.
Syntax: Here is the method signature:

public java.lang. String getCn()

getContainerRoles
Gets the container roles.
Syntax: Here is the method signature:

public DNStringArray getContainerRol es()

getEmail
Gets the email address.
Syntax: Here is the method signature:

public java.lang. String get Email ()
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getEntityKey
Gets the identity entity key.
Syntax: Here is the method signature:

public java.lang. String getEntityKey()

getExplicitAssignments
Gets the explicit role assignments.
Syntax: Here is the method signature:

public Rol eAssi gnnment Array get ExplicitAssignments()

getFirstName
Gets the first name.
Syntax: Here is the method signature:

public java.lang. String getFirstName()

getGroupRoles
Gets the group roles.
Syntax: Here is the method signature:

public DNStringArray getG oupRol es()

getldentityType
Gets identity type.
Syntax: Here is the method signature:

public ldentityType getldentityType()

getlmplicitAssignments
Gets the implicit role assignments.
Syntax: Here is the method signature:

public Rol eAssignment Array getlnplicitAssignments()

getinheritedAssignments
Gets the inherited role assignments.
Syntax: Here is the method signature:

public Rol eAssi gnnent Array getlnheritedAssi gnnents()
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getinheritedRoles

Gets the inherited roles.
Syntax: Here is the method signature:

public DNStringArray getlnheritedRol es()

getLastName

Gets the last name.
Syntax: Here is the method signature:

public java.lang. String getLast Name()

getRoleAssignments

Gets the role assignments for this identity.
Syntax: Here is the method signature:

public Rol eAssi gnment Array get Rol eAssi gnment s()

setAssociatedRoles

Sets the associated roles for this identity.
Syntax: Here is the method signature:

public void setAssoci at edRol es(DNSt ri ngArray associ at edRol es)

setCn

Sets the CN.
Syntax: Here is the method signature:

public void setCn(java.lang. String cn)

setContainerRoles
Sets the container roles.
Syntax: Here is the method signature:

public void set ContainerRol es(DNSt ri ngArray contai ner Rol es)

setEmail
Sets the email address.
Syntax: Here is the method signature:

public void setEmail (java.lang. String email)
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setEntityKey

Sets the identity entity key.
Syntax: Here is the method signature:

public void setEntityKey(java.lang.String entityKey)

setExplicitAssignments

Sets the explicit role assignments.
Syntax: Here is the method signature:

public void setExplicitAssignments(Rol eAssignment Array explicitAssignnments)

setFirstName

Sets the first name.
Syntax: Here is the method signature:

public void setFirstNanme(java.lang. String firstNane)

setGroupRoles

Sets the group roles.
Syntax: Here is the method signature:

public void set GoupRol es(DNStringArray groupRol es)

setldentity Type

Sets the identity type.
Syntax: Here is the method signature:

public void setldentityType(ldentityType identityType)

setimplicitAssignments

Sets the implicit role assignments.
Syntax: Here is the method signature:

public void setlnplicitAssignments(Rol eAssignmentArray inplicitAssignments)

setinheritedAssignments

Sets the inherited role assignments.
Syntax: Here is the method signature:

public void setlnheritedAssi gnment s(Rol eAssi gnment Array i nheritedAssi gnnents)
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setinheritedRoles

Sets the inherited roles.
Syntax: Here is the method signature:

public void setlnheritedRol es(DNStringArray inheritedRoles)

setLastName

Sets the last name.
Syntax: Here is the method signature:

public void setlLastNane(java.lang. String | ast Nane)

setRoleAssignments

Sets the role assignments for this identity.
Syntax: Here is the method signature:

public void setRol eAssi gnment s( Rol eAssi gnment Array rol eAssi gnnment s)

VersionVO

A value object for Version.

VersionVO constructors

The VersionVO class has two constructors.

Syntax 1: Here is the syntax for a constructor that takes no parameters:

Ver si onVQ()

Syntax 2: Here is the syntax for a constructor that takes a String as a parameter:

Ver si onV(Q(j ava. | ang. Stri ng versi on)

getValue

Gets the version.
Syntax: Here is the method signature:

public java.lang. String getVal ue()

setValue

Sets the version.
Syntax: Here is the method signature:

public void setValue(java.lang. String version)
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15.3 Role Web Service Examples

This section provides examples that demonstrate how you might use the Role service.

15.3.1 Retrieving Roles for a Group

This example shows how to retrieve the role assignments for a given group:

public void get G oupTest Case()
throws Exception
{
System out. print]n("\ n****kkkkksskkkk*tCal1ing
getGoupTestmse()********************************“)-
String groupDN = "cn=HR, ou=groups, ou=nedi cal -i dmsanpl e, o=neti q";
try
{

| Renot eRol e stub = get Rol esSt ub(user nane, password, accept| anguage);
G oup group = stub. get G oup(groupDN);

/Il Assert.assertNotNul | ("G oup not found", group);

if (group !'= null)

{

Systemout. println("Goup Found:");

Systemout. println(" entityKey ;" + group.getEntityKey());
System out. println(" i dentityType D+
group. getldentityType().getVal ue());
Systemout. println(" description . " + group. getDescription());
DNString[] roles = group. get Associ at edRol es() . getDnstring();
if (roles !'= null)
{
Systemout.println("no of associated roles: " + roles.length);
for (int rlndex = 0; rindex < roles.length; rlndex++)
{
Systemout. println(" role: " + rlndex);
}
}
el se
{
Systemout.println("no of associated roles:0");
}

Rol eAssi gnnent [] assi gnnents =
group. get Rol eAssi gnnment s() . get Rol eassi gnnent () ;
PrintRol eltils. get Assi gnnent s(assi gnnent s);
}
el se
Systemout. println("Goup not found");

}
catch (NrfServiceException nrf)
{

throw new Exception(nrf.get Message());

catch (Renpt eException re)
{

t hrow new Exception(re. get Message());

}
}
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/**

Returns the Roles renpote stub

@ar am usernanme - user nane

@ar am password - password

@ar am accept Language - HTITP header Accept-Language

@eturn the Roles renote stub

@hrows Exception - catch all exceptions

/

public static | RenpteRol e getRol esStub(String usernang,
String password,
String accept Language)

E I I A A

throws Exception

Stub stub = null;
String stubCacheKey = username + ":" + password,
if (g_rol esStubCache. cont ai nsKey( st ubCachekey)) ({
g_l og. debug("Usi ng Cached Roles stub for [" + username + "]");
stub = (Stub) g_rol esStubCache. get (st ubCacheKey);
} else {
g_l og. debug(" Usi ng New Rol es stub");
Rol eServi ce service = new Rol eServicel npl ();
stub = (Stub) service. getl Renot eRol ePort ();

if (username != null && password != null) {
stub. _set Property(Stub. USERNAME PROPERTY, usernane);
stub. _set Property(Stub. PASSWORD PROPERTY, password);
}

st ub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY,
Servl et Par anet ers. get I nst ance() . get User AppUrl () + ROLES_SERVI CE);
stub. _set Property(Stub. SESSI ON_MAI NTAI N_PROPERTY, Bool ean. TRUE);

g_rol esSt ubCache. put (st ubCachekey, stub);
}

Properties props = new Properties();
props. set Property("Accept-Language", acceptLanguage);
stub. _set Property(Stub. HTTP_HEADERS, props);

return (1 RenpteRole) stub;

15.3.2 Retrieving Role Assignment Request Status

Returns a list of role assignment request status instances given a correlation ID.
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public void get Rol eAssi gnnent Request St at usTest Case()
t hrows Exception
{

Systemout. print]n("\ n*****xkkkkkkk*kk*kCyl|jng

get Rol eASSI gnn-ent Request St at usTest C:a.se()~k~k**~k~k**************************") ,
String correlationld = "9abf eec728864b55ac443724a915e831";
try
{

| Renot eRol e stub = get Rol eStub(url, usernane, password);
Rol eAssi gnnent Request St at usArray reqArray =
st ub. get Rol eAssi gnment Request Stat us(correl ationld);
Rol eAssi gnnent Request Status[] reqStatus =
regArray. get Rol eassi gnnment r equest st at us();
// Assert.assert Not Nul | (" Rol eAssi gnment Request Status object is null for

get Rol eAssi gnnent Request St at us”, reqStatus);
if (regStatus !'= null)
Systemout.println(PrintRoleUtils.getRequestStatus(reqStatus));
el se
System out. printl n("Rol eAssi gnment Request Stat us object is null for

get Rol eAssi gnment Request St at us") ;
//result += Wil.get Request Status(reqStatus);

}
catch (NrfServiceException nrf)
{

t hrow new Exception(nrf.get Message());

catch (Renpt eException re)
{

t hrow new Exception(re. get Message());

}

15.3.3 Retrieving Type Information for a Role Assignment

This example shows how to retrieve the type for a role assignment:

public void getRol eAssi gnnment Typel nf oTest Case()
t hrows Exception

{

System out. println("\nx+****xxxxxxxxxxCal | j ng

get Rol eASSl gnrmnt Typel nf OTeSt Case()********************************") .
try
{
| Renot eRol e stub = get Rol eStub(url, usernane, password);
Rol eAssi gnnent Typel nfo info =

st ub. get Rol eAssi gnnent Typel nf o( Rol eAssi gnnent Type. fronVal ue("ROLE_TO ROLE"));
/Il Assert.assertNot Nul | ("Rol e Assignment Type Info Not Found for
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get Rol eAssi gnnent Typel nfo", info);

if (info!=null)

{
Systemout. println("Role Assignment Type Info:");
Systemout. println(" identity type: " +

i nfo.getldentityType().getValue());

Systemout. println(" subtree included: " +

i nfo. get Subtreel ncl uded());

Systemout. println(" suports approvals: " +
i nfo. get SupportsApproval ());

Systemout.println(" supports effective date: " +
i nfo.get SupportsEffectiveDate());

Systemout. println(" supports expiration: " +
i nfo. get SupportsExpiration());

Systemout. println(" supports SCD Approval : " +

i nfo. get Support sSODApproval ());
}

el se

Systemout. println("Role Assignnment Type Info Not Found for
get Rol eAssi gnnent Typel nfo") ;

}
catch (NrfServiceException nrf)

{
}

t hrow new Exception(nrf.get Message());

catch (Renpt eException re)

{
}

t hrow new Exception(re. get Message());

Retrieving Role Categories

This example shows how to retrieve the defined role categories:

public void getRol eCat egori esTest Case()
throws Exception

{

System out. print| n("\ n****skkkkssskksk*k*tCal|ing

get Rol eCa.t egOI’I esTest Case()********************************") .

try

{

| Renot eRol e stub = get Rol eStub(url, usernane, password);

CategoryArray entriesArray = stub. getRol eCategories();
Category[] entries = entriesArray. get Category();

Assert.assertNotNul | ("No categories found.", entries);
if (entries !'=null)
{
Systemout.println("no of categories:" + entries.length);
for (int i =0; i <entries.length; i++)
{
Systemout. println(" category key : " + entries[i].getCategoryKey());
Systemout.printin(" category label: " + entries[i].getCategoryLabel ());
}
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}

el se
Systemout.println("No categories found.");

}
catch (NrfServiceException nrf)
{

t hrow new Exception(nrf.get Message());

catch (Renot eException re)

{
}

t hrow new Exception(re. get Message());

15.3.5 Retrieving Role Levels

This example shows how to retrieve the defined role levels:

public void getRol eLevel sTest Case()
t hrows Exception
{
Systemout. print]n("\n*****kkkkkkkk*k*t*tCalling
get Rol eLevel STeStCase()********************************")-
try
{

| Renot eRol e stub = get Rol eStub(url, usernane, password);
Rol eLevel Array rol eLevel Array = stub. get Rol eLevel s();

Rol eLevel [] entries = rol eLevel Array. get Rol el evel ();

/Il Assert.assertNotNull ("No role levels found.", entries);
if (entries !'=null)

{

Systemout.printin("no of levels:" + entries.length);

for (int index = 0; index < entries.|length; index++)

{
Systemout. println(" Level " + entries[index].getLevel ());
Systemout. println(" Nanme ;" + entries[index].getNane());
Systemout. println(" Description: " + entries[index].getDescription());
Systemout. println(" Container : " + entries[index].getContainer());
}
}
el se

Systemout.printin("No role levels found.");

}
catch (NrfServiceException nrf)
{

throw new Exception(nrf.get Message());

}
catch (Renpt eException re)

{

t hrow new Exception(re. get Message());

}
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15.3.6  Verifying Whether a User Is In a Role

This example shows how to determine whether a user has been assigned to a role:

public void isUserlnRol eTest Case()
t hrows Exception

{

Systemout. print]n("\ n******kkkkskk*kk*kCyl|jng
i SUSGH I’]R0| eTeSt (:a.se()********************************") .
String[] DNs = {
"cn=abl ake, ou=user s, ou=nedi cal -i dmsanpl e, o=neti q",

"cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Haj enDri ver, cn=Tes
tDrivers, o=netiq"
¥
try

| Renot eRol e stub = get Rol eStub(url, usernane, password);
bool ean i nRol e = stub.isUserlnRol e(DNs[0], DNs[1]);

String slnRole = "User Not In Role";
if (inRole)
slnRole = new String("User In Role");
System out. println(slnRole);
}
catch (NrfServiceException nrf)
{

t hrow new Exception(nrf.get Message());

catch (Renot eException re)

{
}

t hrow new Exception(re. get Message());
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16

16.1

16.1.1

Resource Web Service

This section describes the Resource Web Service, which allows SOAP clients to invoke a subset of
actions that apply to resources.

About the Resource Web Service

The Resource Web Service exposes a small set of actions for the resource model. The service allows
remote clients to request that a resource be granted or revoked, and also to check on the status of
resource requests. By exposing these actions, the service makes it possible for a provisioning
workflow to invoke resource requests through the Integration activity.

Calls to the Resource Web Service calls require HTTP authentication. By default, access to the
resource service methods is restricted to Resource Administrators.

Accessing the Test Page

You can access the Resource Web Service endpoint using a URL similar to the following:
http://server:port/warcontext/resourcel/service?test

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ DMPROV/ r esour ce/ servi ce?t est

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment.

Servlet declaration for the Resource Service

A SOAP service using WSSDK is deployed by adding the following declarations in the deployment
descriptor (i.e. WEB-INF/web.xml):

<servlet>

<servl et - name>Resour ce</ servl et - name>

<servl et -
class>com novel | .idm nrf.soap.ws.role.inpl.ResourceServi ceSkel et onl npl </ servl et -
cl ass>

<servl et - mappi ng>
<servl et - name>Resour ce</ servl et - name>
<url-pattern>/resource/service</url-pattern>
</ servl et - mappi ng>
</servlet>

This follows the normal servlet declaration pattern. It indicates that the serviet
com.novell.idm.nrf.soap.ws.resource.impl.ResourceServiceSkeletonImpl is deployed at /resource/
service.
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When a user reaches this servlet using a HTTP GET by entering ht t p: / / ser ver - nane/ cont ext /
resour ce/ servi ce (for example, http://1 ocal host: 8080/ | DMPr ov/ r esour ce/ servi ce) in their
browser, the WSSDK provides a page that exposes some information about the deployed service.

Enabling the Test Page

WARNING: The test page is disabled by default. Since some of the methods allow data to be
updated, the test page presents a potential security vulnerability and should not be allowed in a
production environment.

To enable the test page, you need to update the WEB-INF/web.xml file in the IDMProv.war file. Before
you make your changes, the web.xml should look like this:

<servlet>
<servl et - name>Resour ce</ ser vl et - name>
<servl et -
class>com novel | .idm nrf.soap.ws. resource.inpl.ResourceServi ceSkel et onl npl </

servl et-cl ass>
<init-paranp
<par am nanme>com novel | . soa. ws. t est. di sabl e</ par am nanme>
<param val ue>t r ue</ param val ue>
</init-paranmp
</servlet>

Change the servlet declaration, as follows:

<servl et>
<servl et - name>Resour ce</ ser vl et - name>
<servl et -
class>com novel | .idm nrf.soap.ws. resource.inpl.ResourceServi ceSkel et onl npl </

servl et-cl ass>
<init-paranpr
<par am nane>com novel | . soa. ws. t est. di sabl e</ par am nane>
<par am val ue>f al se</ param val ue>
</init-paranp
</servlet>

16.1.2 Accessing the WSDL

You can access the WSDL for the Resource Web Service using a URL similar to the following:
http://server:port/warcontext/resource/servi ce?wsdl

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nmyserver: 8080/ 1 DMPROV/ r esour ce/ servi ce?wsdl
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16.1.3

16.1.4

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.soa.af.resource.soap.impl:

"C.\Program Fi |l es\Java\j dk1.6.0_31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-
api.jar";"../lib/mil.jar";"../liblactivation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

com novel | . soa. af . resource. soap. i npl -javadoc resource. wsdl

You can change the wsdl2java parameters to suit your requirements.

Removing Administrator Credential Restrictions

The Resource Web Service supports two levels of security, one that restricts access to Resource
Administrators, and another that restricts access to the authenticated user. The default setting
restricts access to all operations to the Resource Administrator.

You can modify the settings for security configuration in the i sm confi gurati on. properti es file,
located by default in the / neti g/ i dm apps/t ontat/ conf directory. Each property can be set to true
or false. A value of true locks down the operation, whereas a value of false opens up the operation.
After making your changes, you need to import the file back into the WAR file and redeploy.

You can open up the Resource Web Service to authenticated users by setting the ResourceService/
Resource/soap property to false. To open up a particular operation to authenticated users, you need
to set the property for that operation (ResourceService/Resource/soap/operation) to false as well. If
you set all of the properties to false, you can open up all operations to authenticated users. The
operation hames are the same as the names of the methods supported by the service.

The following methods can be invoked by users without Resource Administrator credentials if the
property ResourceService/Resource/soap property is set to false:

+ requestResourceGrant

+ requestResourceRevoke

+ getResourceRequestStatusByCorrelationld

+ getResourceRequestStatusForCurrentUser

+ getResourceAssignmentsForCurrentUser
If you wish to change the restriction for a particular operation, you can modify the property
ResourceService/Resource/soap/operation for the method, setting its value to true to restrict access

to administrators for the operation and false to remove the restriction. If the ResourceService/
Resource/soap property is true, all methods are restricted to Resource Administrator credentials.

Example To ensure that the security configuration opens up all operations within the Resource Web
Service, except for the getResourceRequestStatusByldentity operation, which would only be
accessible to the Resource Administrator, the i sm confi gur ati on. properti es must have the
following settings:
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16.2

16.2.1

Resour ceSer vi ce/ Resour ce/ soap = fal se
Resour ceSer vi ce/ Resour ce/ soap/ r equest ResourceG ant = fal se
Resour ceSer vi ce/ Resour ce/ soap/ r equest Resour ceRevoke = fal se
Resour ceSer vi ce/ Resour ce/ soap/ get Resour ceRequest St at usByCorrel ationld = fal se
Resour ceSer vi ce/ Resour ce/ soap/ get Resour ceRequest St at usFor Current User = fal se
Resour ceSer vi ce/ Resour ce/ soap/ get Resour ceRequest St at usByl dentity = true

Resource Web Service Interface

This section provides details about the methods available with the Resource Web service. This
programming interface presumes you're using Java code generated by the WSSDK toolkit. The
interface will be different if you're using another Web Service toolkit.

IRemoteResource

This section provides reference information for each method associated with the IRemoteResource
interface.

checkCodeMapValueStatus

Checks to see if a particular value exists in the code map table for a specified entitlement and logical
system. The method returns the status for the code map value as a CodeMapValueStatus object.

This method is one of three SOAP endpoints to help you keep the code map tables for the Roles
Based Provisioning Module synchronized with the code map tables for the Role Mapping
Administrator. The user interface for the Role Mapping Administrator can trigger a code map refresh if
a mismatch is discovered while a user is creating mappings. In addition, the Roles Based
Provisioning Module allows you to use the three SOAP endpoints to refresh selected entitlements
within its code map tables.

In addition to checkCodeMapValueStatus, the Roles Based Provisioning Module includes the
following endpoints to help with code map synchronization:

+ getRefreshStatus
+ refreshCodeMap

The Entitlement Query Settings section of the Configure Roles and Resources Settings page in the
User Application allows you to specify how often the Roles Based Provisioning Module code map
tables are refreshed and also start a manual refresh. However, this page does not allow to refresh
selected entitlements. To control which entitlements are refreshed, you need to use the SOAP
endpoints.

For additional information on the getRefreshStatus endpoint, see “getRefreshStatus” on page 457.
For additional information on the refreshCodeMap endpoint, see “refreshCodeMap” on page 462.

For code samples that use the new methods for code map synchronization, see Section 16.3.1,
“Code Map Synchronization Code Samples,” on page 482.

Syntax: Here is the method signature:

publ i ¢ CodeMapVal ueSt at us checkCodeMapVal ueStatus(String entitilenmentDN, String
connectionNanme, String codeMapVal ue)
throws NrfServiceException, RenoteException;
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The parameters are described below:
+ entittementDN entitlement DN as a string.
For example:
cn=groups, cn=groupentitl ement| oopback, cn=dri verset 1, o=system
+ connectionName connection (logical system) name. This is an optional parameter. Only fanout
drivers need to specify the connection name.

+ codeMapValue code map value to verify.

For example:
\ TEST1\ dat a\ gr oups\ neti gq\ canbri dge\ r bpm 4A phaG oup
SOAP Request: Here is the SOAP request:

<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "

xm ns: ser="http://ww. netiqg.conl resource/service">

<soapenv: Header/ >

<soapenv: Body>

<ser: checkCodeMapVal ueSt at usRequest >

<l--Optional:-->

<ser:entitil ement DN>cn=groups, cn=groupentitl| enment| oopback, cn=dri verset 1, o=syst enx/
ser:entitilenment DN>

<I--Optional:-->
<ser: connecti onNane/ >
<l--Optional:-->

<ser: codeMapVal ue>\ W LLI AVMB1\ dat a\ gr oups\ neti g\ canbri dge\ r bpm 4Al phaG oup</
ser: codeMapVal ue>

</ ser: checkCodeMapVal ueSt at usRequest >

</ soapenv: Body>

</ soapenv: Envel ope>

SOAP Response: Here is the SOAP response:

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p: // schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="http: // wwm. w3. or g/ 2001/ XM_Schema" xml ns: xsi ="htt p://ww. w3. or g/ 2001/
XM.Schema- i nst ance" >

<SOAP- ENV: Body>

<nsl: checkCodeMapVal ueSt at usResponse xm ns="htt p: // www. neti g. conl resour ce/ servi ce"
xm ns: nsl1="http://ww. netiq.com resource/service">

<resul t>

<refreshStatus>

<connectionName xsi:nil="1"/>

<entit| ement DN>cn=gr oups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
entitl ement DN>

<gui d>\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99</ gui d>

<l ast Ref resh>1329431650891</ | ast Ref r esh>

<st at us>SUCCESS</ st at us>

</refreshStatus>

<upToDat e>t r ue</ upToDat e>

<val ue>\ W LLI AM51\ dat a\ gr oups\ net i g\ canbri dge\ r bpm 4Al phaG oup</ val ue>
</result>

</ nsl: checkCodeMapVal ueSt at usResponse>

</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>
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createResource

Creates a new resource according to the specified parameters, and returns a DN of the created
resource.

A correlation ID is generated automatically for this method that uses this format:
User App#Renot eResour ceRequest #XXXXXXXX= XXXX- XXXX- XXXX= XXXXXXXXXXXX
The correlation ID is used for auditing.

Syntax: Here is the method signature:

public String createResource(Resource resource)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resource specifies the resource object to create.

createResourceAid

Creates a new resource, with a correlation ID that you provide. The correlation ID is used for auditing
to link a set of related resources. This method creates the resource according to the specified
parameters, and returns a DN of the created resource.

Syntax: Here is the method signature:

public String createResourceAi d(Resource resource, String correlationld)
throws NrfServiceException, RenoteException;

findResourceByExampleWithOperator

Finds all Resource objects based on the search criteria specified in the given Resource object.
Syntax: Here is the method signature:

public Resource[] findResourceByExanpl eWthQOperator (Resource searchCriteria,
bool ean useAndFor Mul ti Val ueSear ch)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ searchCriteria specifies Query by Example (QBE) search criteria within a Resource object.

+ useAndForMultiValueSearch determines whether AND or OR will be used for multi-value search
expressions. If you specify a value of true, AND will be used for multi-value searches; if you
specify a value of false, OR will be used.

getEntitlementCodeMap

Returns an array of ProvisioningCodeMap objects, which include code map information from the
code map and code map label tables.

Syntax: Here is the method signature:

Provi si oni ngCodeMap[] get Entitl enent CodeMap(j ava. | ang. String codeMapKey, int type)
throws com novel |l .idmnrf.soap.ws. resource. NrfServi ceExcepti on,
java.rm . Renot eExcepti on;
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The parameters are described below:

+ codeMapKey specifies the code map key to retrieve values from. The codeMapKey is a GUID
that acts as a unique identifier for the code map. For example:

\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99

+ type specifies the code map type. A value of O filters the list to include entittement code maps
only.

getRefreshStatus

Gets the refresh status of a code map based on a specified entittement DN. This method returns the
status as an array of CodeMapRefreshStatus objects. The structure returned contains the DN, GUID,
connection name status, and last refresh time.

This method is one of three SOAP endpoints to help you keep the code map tables for the Roles
Based Provisioning Module synchronized with the code map tables for the Role Mapping
Administrator. The user interface for the Role Mapping Administrator can trigger a code map refresh if
a mismatch is discovered while a user is creating mappings. In addition, the Roles Based
Provisioning Module allows you to use the three SOAP endpoints to refresh selected entitlements
within its code map tables.

In addition to getRefreshStatus, the Roles Based Provisioning Module includes the following
endpoints to help with code map synchronization:

+ checkCodeMapValueStatus
+ refreshCodeMap

The Entitlement Query Settings section of the Configure Roles and Resources Settings page in the
User Application allows you to specify how often the Roles Based Provisioning Module code map
tables are refreshed and also start a manual refresh. However, this page does not allow to refresh
selected entitlements. To control which entitlements are refreshed, you need to use the SOAP
endpoints.

For additional information on the checkCodeMapValueStatus endpoint, see
“checkCodeMapValueStatus” on page 454. For additional information on the refreshCodeMap
endpoint, see “refreshCodeMap” on page 462.

For code samples that use the new methods for code map synchronization, see Section 16.3.1,
“Code Map Synchronization Code Samples,” on page 482.

Syntax: Here is the method signature:

publi ¢ CodeMapRefreshStatus[] getRefreshStatus(String entitlenent DN)
throws NrfServi ceException, RenoteException;

The parameters are described below:
+ entittementDN entitlement DN as a string
For example:
cn=groups, cn=groupentitl ement| oopback, cn=dri verset 1, o=system

SOAP Request: Here is the SOAP request:
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<soapenv: Envel ope xm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns:ser="http://ww. netiq.conlresource/service">

<soapenv: Header/ >

<soapenv: Body>

<ser: get Ref reshSt at usRequest >

<l--Optional:-->

<ser:entitlement DN>cn=groups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
ser:entitlement DN>

</ ser: get RefreshSt at usRequest >

</ soapenv: Body>

</ soapenv: Envel ope>

SOAP Response: Here is the SOAP response:

<SOAP- ENV: Envel ope xm ns: SOAP- ENV="htt p: // schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: xsd="http:// ww. w3. or g/ 2001/ XM_Schema" xmi ns: xsi ="htt p://ww. w3. or g/ 2001/
XM_.Schema- i nst ance" >

<SOAP- ENV: Body>

<nsl: get RefreshSt at usResponse xm ns="http://ww. netiq.coniresource/service"

xm ns: nsl="http://ww. netiqg.coniresourcel/service">

<resul t>
<codenapr ef r eshst at us>
<connectionNanme xsi:nil="1"/>

<entitl ement DN>cn=gr oups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
entitl ement D\N>

<gui d>\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99</ gui d>

<l ast Ref resh>1329100366090</ | ast Ref r esh>

<st at us>SUCCESS</ st at us>

</ codemapr ef r eshst at us>

</result>

</ nsl: get Ref reshSt at usResponse>

</ SOAP- ENV: Body>

</ SOAP- ENV: Envel ope>

getResourceAssignmentsForCurrentUser

Returns the resource assignments for the current user.
Syntax: Here is the method signature:

Resour ceAssi gnnent [] get Resour ceAssi gnnent sFor Cur r ent User ()
throws com novell.idmnrf.soap.ws.resource. NrfServi ceExcepti on,
java.rm . Renot eExcepti on;

getResourceAssignmentsForUser

Returns the resource assignments for a particular user.
Syntax: Here is the method signature:

Resour ceAssi gnnent [] get Resour ceAssi gnnent sFor User (j ava. l ang. String user Dn)
throws com novel | .idmnrf.soap.ws.resource. NrfServi ceExcepti on,
java.rm . Renot eExcepti on;

The parameters are described below:

+ userDn DN of the target user
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getAssignmentsForResource

Returns the resource assignments for a particular resource.
Syntax: Here is the method signature:

Resour ceAssi gnnent [] get Assi gnnent sFor Resour ce(j ava. l ang. String resourceDn)
throws comnovel |l .idmnrf.soap.ws.resource. NrfServi ceExcepti on,
java.rm . Renot eExcepti on;

The parameters are described below:

+ resourceDn DN of the target resource

getResourceRequestStatusByCorrelationld

Returns all resource request status items for a given correlation ID.
Syntax: Here is the method signature:

publ i ¢ ResourceAssi gnment Request St at us| ]
get Resour ceRequest St at usByCorrel ationld
(String correlationld, String |ocale)
throws NrfServi ceException, RenoteException;

The parameters are described below:

+ correlationld specifies a resource assignment request correlation ID.

+ |ocale supplies an is0639 language code to format localized string values; if the parameter is
null, the language defaults to the servlet request locale.

This method returns all resource request status instances for the specified correlationld parameter
value. For more information on the ResourceAssignmentRequestStatus class, see Section 16.2.9,
“ResourceAssignmentRequestStatus,” on page 479.

getResourceRequestsStatusForCurrentUser

Returns all resource request status items for the authenticated user.
Syntax: Here is the method signature:

publ i ¢ ResourceAssi gnnent Request St at us[]
get Resour ceRequest St at usFor Current User (String | ocal e)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ locale supplies an iso639 language code to format localized string values; if the parameter is
null, the language defaults to the servlet request locale.

This method returns all resource request status instances for the specified correlationld parameter
value. For more information on the ResourceAssignmentRequestStatus class, see Section 16.2.9,
“ResourceAssignmentRequestStatus,” on page 479.

getResourceRequestStatusByldentity

Returns all resource assignment request status items for a particular user identity.

Syntax: Here is the method signature:
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publi ¢ ResourceAssi gnment Request St at us| ]
get Resour ceRequest St at usByl dentity(String identity, String |ocale)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ identity specifies the DN for a user.

+ locale supplies an iso639 language code to format localized string values; if the parameter is
null, the language defaults to the servlet request locale.

This method returns all resource request status instances for the specified correlationld parameter
value. For more information on the ResourceAssignmentRequestStatus class, see Section 16.2.9,
“ResourceAssignmentRequestStatus,” on page 479.

getCodeMapValues

Returns a list of code map values for a specified code map.
Syntax: Here is the method signature:

publ i c CodeMapVal ue[] get CodeMapVal ues(String codeMapKey, String |ocale, dn,
nati veVal ue, | ogical Systen d)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ codeMapKey specifies the code map key to retrieve values from. The codeMapKey is a GUID
that acts as a unique identifier for the code map. For example:

\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99

+ locale supplies an iso639 language code to format localized string values; if the parameter is
null, the language defaults to the servlet request locale.

getResource

Returns a resource object.
Syntax: Here is the method signature:

public Resource get Resource(String dn, String |ocale)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ dn specifies the DN of the resource you want to retrieve.

+ locale supplies an iso639 language code to format localized string values; if the parameter is
null, the language defaults to the servlet request locale.

getResourcelLocalizedStrings

Gets the localized strings for a resource, such as the names and descriptions. The type parameter
lets you specify whether the names or descriptions should be retrieved.

Syntax: Here is the method syntax:

public LocalizedVal ue[] get ResourcelLocalizedStrings(String resourceDn, int
type)throws NrfServiceException, RenoteException;
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The parameters are described below:

+ resourceDn specifies the DN of the resource for which you want to get the localized strings.

+ type specifies the type of localized strings you want to retrieve. A type value of 1 retrieves a list
of names for the resource, whereas a type value of 2 retrieves a list of descriptions.

getResourcessinfoByCategory

Returns a list of Resourcelnfo instances given a list of category keys.
Syntax: Here is the method signature:

public Resourcelnfo[] getResourcesslnfoByCategory(CategoryKey[]
resour ceCat egor yKeys)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resourceCategoryKeys specifies the list of resource category keys to retrieve resource
information objects for.

getResourcessinfo

Returns a list of Resourcelnfo instances given a list of resource DNs.
Syntax: Here is the method signature:

public Resourcelnfo[] getResourcesslnfo(DNString[] resDns)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resDns provides a list of resource DNs for which you want to retrieve resource information
objects.

modifyResource

Modifies a resource definition. This method does not perform a localized string modification update.
To update the localized names or descriptions for a resource, you need to use the
setResourcelLocalizedStrings method.

A correlation ID is generated automatically for this method that uses this format:
User App#Renpt eResour ceRequest #XXXXXXXX- XXXX= XXXX- XXXX= XXXXXXXXXXXX
Syntax: Here is the method signature:

publ i c Resource nodi f yResour ce( Resource resource)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resource specifies the resource object to modify.
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modifyResourceAid

Modifies a resource definition, with a correlation ID that you provide. The correlation ID is used for
auditing to link a set of related resources. This method does not perform a localized string
modification update. To update the localized names or descriptions for a resource, you need to use
the setResourcelocalizedStrings method.

Syntax: Here is the method signature:

publi c Resource nodi f yResour ceAi d( Resource resource, String correlationld)
throws NrfServiceException, RenoteException;

refreshCodeMap

Refreshes the code map based on a specified entitlement DN. The method returns the status of the
refresh operation in the form of an EntitlementRefreshinfo object. This structure includes the detailed
status as an array of CodeMapRefreshStatus objects.

This method is one of three SOAP endpoints to help you keep the code map tables for the Roles
Based Provisioning Module synchronized with the code map tables for the Role Mapping
Administrator. The user interface for the Role Mapping Administrator can trigger a code map refresh if
a mismatch is discovered while a user is creating mappings. In addition, the Roles Based
Provisioning Module allows you to use the three SOAP endpoints to refresh selected entitlements
within its code map tables.

In addition to refreshCodeMap, the Roles Based Provisioning Module includes the following
endpoints to help with code map synchronization:

+ checkCodeMapValueStatus
+ getRefreshStatus

The Entitlement Query Settings section of the Configure Roles and Resources Settings page in the
User Application allows you to specify how often the Roles Based Provisioning Module code map
tables are refreshed and also start a manual refresh. However, this page does not allow you to
refresh selected entitlements. To control which entitlements are refreshed, use the SOAP endpoints.

For additional information on the checkCodeMapValueStatus endpoint, see
“checkCodeMapValueStatus” on page 454. For additional information on the getRefreshStatus
endpoint, see “getRefreshStatus” on page 457.

For code samples that use the new methods for code map synchronization, see Section 16.3.1,
“Code Map Synchronization Code Samples,” on page 482.

Syntax: Here is the method signature:

public EntitlementRefreshlnfo refreshCodeMap(String entitlementDN rbpmrefresh-
rate="val ue" freeform paran"val ue")
throws NrfServiceException, RenoteException;

The parameters are described below:
+ entitlementDN entitlement DN to refresh the code map
For example:

cn=groups, cn=groupentitl enent| oopback, cn=dri verset 1, o=system
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+ rbpmrefresh-rat e allows you to control the automatic or manual rate at which the entitlement
is refreshed. Specify 0 to disable automatic refreshing. Specify - 111111 to disable both
automatic and manual refreshing.

+ freef orm paramallows you to control whether the code map refresh removes entries from the
database when the entitlement type is valued and the values were loaded directly into the
database. Specify f al se if you do not want the refresh to remove the values from the database.
Specify t r ue if you want the refresh to remove the values from the database. The default value
istrue.

SOAP Request: Here is the SOAP request:

<soapenv: Envel ope xnm ns: soapenv="http://schemas. xm soap. or g/ soap/ envel ope/ "
xm ns: ser="http://ww. netiqg.coniresourcel/service">

<soapenv: Header/ >

<soapenv: Body>

<ser: refreshCodeMapRequest >

<I--Optional:-->

<ser:entitl enment DN>cn=gr oups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
ser:entitlenment DN>

</ ser:refreshCodeMapRequest >

</ soapenv: Body>

</ soapenv: Envel ope>

SOAP Response: Here is the SOAP request:

<SOAP- ENV: Envel ope xm ns: soapenv="htt p://schemas. xm soap. or g/ soap/ envel ope/"
xm ns: xsd="http://www. w3. or g/ 2001/ XM_Scherma" xm ns: xsi ="http://ww. w3. or g/ 2001/
XM.Schema- i nst ance" >
<SQAP- ENV: Body>

<nsl: refreshCodeMapResponse xm ns="http://ww. netiqg.conlresource/service"

xm ns: ns1="http://ww:. netiq.conlresource/service">
<resul t>
<det ai | edSt at us>
<codemapr ef reshst at us>
<connectionName xsi:nil="1"/>

<entit| ement DN>cn=gr oups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
entitl ement DN>
<gui d>\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99</ gui d>
<l ast Ref resh>1329244784180</ | ast Ref r esh>
<st at us>SUCCESS</ st at us>
</ codemapr ef r eshst at us>
</ det ai | edSt at us>

<entitl ement DN>cn=gr oups, cn=groupentitl ement| oopback, cn=dri verset 1, o=syst enx/
entitl ement D\N>
<gui d>\ 2d\ 13\ d1\ a4\ 7b\ 99\ d6\ 4c\ 03\ 9a\ 2d\ 13\ d1\ a4\ 7b\ 99</ gui d>
<st at us>true</ st at us>
</result>
</ nsl: refreshCodeMapResponse>
</ SOAP- ENV: Body>
</ SOAP- ENV: Envel ope>

removeResource

Deletes a specified resource from the Resource Catalog. Returns the DN for the deleted resource as
a confirmation.

A correlation ID is generated automatically for this method that uses this format:

Resource Web Service 463



464

User App#Renot eResour ceRequest #XXXXXXXX= XXXX- XXXX- XXXX= XXXXXXXXXXXX
The correlation ID is used for auditing.
Syntax: Here is the method signature:

public DNString renpveResource(DNString resourceDn)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resourceDn specifies the DN of the resource to delete.

removeResourceAid

Deletes a specified resource from the Resource Catalog, with a correlation ID that you provide. The
correlation ID is used for auditing to link a set of related resources. This method returns the DN for the
deleted resource as a confirmation.

Syntax: Here is the method signature:

public DNString renpveResourceAi d(DNString resourceDn, String correlation |d)
throws NrfServiceException, RenoteException;

requestResourceGrant

Makes a grant resource request and returns a resource request correlation ID.
Syntax: Here is the method signature:

public String request ResourceG ant(String resourceTarget, String requester, String
user Target, String reasonFor Request,
Resour ceRequest Paran{] requestParans, String correlationld)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resourceTarget specifies the target resource DN.

+ requester supplies an identifier for the remote client application making the request to grant the
resource.

The requester parameter on this SOAP endpoint identifies the originator of the request. This
value is set in the resource request object nrfOriginator attribute, following this convention:

¢ For a SOAP call: “REMOTE_CLIENT:<requester param value>"
+ For a workflow action: “WF:<wf process id>"
+ For the user application user interface: “USER_APP”
+ userTarget specifies the DN for the being granted the resource.
+ reasonForRequest provides a reason for the request.
+ requestParams provides the parameter values for the request.
+ correlationld specifies a resource assignment request correlation ID; if the parameter is null, a
correlation ID is generated.

The requester parameter is a client-supplied identifier for the agent making the request. For example,
an identifier such as IRemote-MyApplicationName might be used to identify a request from
MyApplicationName. The requestParams are the dynamic parameter values required by the
resource to make a request. If no values are required, the parameter value can be null or an empty
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array. The correlationld allows a client to group request for the purpose of checking the staus. If the
parameter value is null, the service generates a unique correlation id. The correlation id is returned to
the caller.

requestResourceRevoke

Makes a revoke resource request and returns a resource request correlation ID.

The revoke invocation behavior mirrors the behavior for a grant opeation, except that a revoke
request for the resource is posted on the server.

Syntax: Here is the method signature:

public String request ResourceRevoke(String resourceTarget,
String requester, String userTarget, String reasonForRequest,
Resour ceRequest Paran]] requestParanms, String instanceCQuid, String
correl ationld)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resourceTarget specifies the target resource DN.

+ requester supplies an identifier for the remote client application making the request to revoke the
resource.

The requester parameter on this SOAP endpoint identifies the originator of the request. This
value is set in the resource request object nrfOriginator attribute, following this convention:

+ For a SOAP call: “REMOTE_CLIENT:<requester param value>"
+ For a workflow action: “WF:<wf process id>"
+ For the user application user interface: “USER_APP”
+ userTarget specifies the DN for the user being granted the resource.
+ reasonForRequest provides a reason for the request.
+ requestParams provides the parameter values for the request.

+ instanceGuid provides a GUID identifier for the resource assignment instance. The resource
assignment instance GUID supports revoking a single instance of a multi-value resource
assignment, if not all instances are to be revoked.

IMPORTANT: If you do not specify the instanceGuid value, and the user has more than one
value of that resource assigned, all instances of the resource assignment will be removed.

When you create a new resource assignment request, the instanceGuid is included just above
the correlationid field:

<ser:instanceQui d></ser:instanceGui d>

You need to specify the instance of the resource you want to revoke by supplying the value in the
instanceGuid parameter.

To find out which resources are assigned to a user, you need to use the
getResourceAssignmentsForUser method. This method returns the following data structure,
which also includes the instanceGuid:
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<resour ceassi gnnent >
<i nst anceQui d>1b335aa9f 4al4bd4a2a802eb4bal092da</ i nst anceCGui d>
<r eason>3b- Test </ r eason>
<r eci pi ent Dn>cn=abl ake, ou=user s, o=dat a</ r eci pi ent Dn>
<r equest Dat e>2011- 08- 18T14: 25: 21</r equest Dat e>
<r equest Par ans>
<resour cer equest par anp
<name>par anl</ nane>
<val ue>3a3a</ val ue>
</ resour cer equest par an»
</ r equest Par ans>
<r equest er Dn>cn=uaadm n, ou=sa, o=dat a</ r equest er Dn>

<r esour ceDn>cn=Vodacom cn=Resour ceDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver, cn=driverset1, o=systenx/resourcebn>
</ resour ceassi gnnent >

+ correlationld specifies a resource assignment request correlation ID; if the parameter is null, a
correlation ID is generated.

setResourcelLocalizedStrings

Sets the localized strings for a resource, such as the names and descriptions.

A correlation ID is generated automatically for this method that uses this format:
User App#Renot eResour ceRequest #XXXXXXXX- XXXX- XXXX- XXXX- XXXXXXXXXXXX
Syntax: Here is the method signature:

public LocalizedVal ue[] setResourcelLocalizedStrings(String resourceDn,
Local i zedVal ue[] locStrings, int type)
throws NrfServiceException, RenoteException;

The parameters are described below:

+ resourceDn specifies the DN of the resource for which you want to set the localized strings.
+ locStrings provides an array of localized strings you want to define.

+ type specifies the type of localized strings you want to retrieve. A type value of 1 retrieves a list
of names for the resource, whereas a type value of 2 retrieves a list of descriptions.

setResourcelLocalizedStringsAid

Sets the localized strings for a resource, such as the names and descriptions, with a correlation 1D
that you provide. The correlation ID is used for auditing to link a set of related resources.

Syntax: Here is the method signature:

public LocalizedVal ue[] setResourcelLocalizedStringsAi d(String resourceDn,
Local i zedVal ue[] locStrings, int type, String correlationld)
throws NrfServiceException, RenoteException;

16.2.2 CodeMapRefreshStatus

Supporting class that provides details about the status of a code map refresh.
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getConnectionName

Returns the name of the connected system.
Syntax: Here is the method signature:

public String getConnectionName()

getEntitlementDN

Returns the DN for the entitlement.
Syntax: Here is the method signature:

public String getEntitlenent DN()

getGuid

Returns the GUID for the entitlement.
Syntax: Here is the method signature:

public String getGuid()

getLastRefresh

Returns the timestamp for the last refresh.
Syntax: Here is the method signature:

public | ong getlLastRefresh()

getStatus

Returns the refresh status as a string indicating whether the refresh was successful.

Syntax: Here is the method signature:

public String getStatus()

setConnectionName
Sets the name of the connection system.
Syntax: Here is the method signature:

public void setConnectionNane(final String connecti onNane)

setEntitlementDN
Sets the entitlement DN.
Syntax: Here is the method signature:

public void setEntitlenmentDN(String entitlenent DN)
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setGuid

Sets the GUID for the entitlement.
Syntax: Here is the method signature:

public void setGuid(String guid)

setLastRefresh

Sets the last refresh timestamp.
Syntax: Here is the method signature:

public void setlLastRefresh(final |ong |astRefresh)

setStatus

Sets the refresh status.
Syntax: Here is the method signature:

public void setStatus(String status)

16.2.3 CodeMapValueStatus

Supporting class that provides details about the status of a refresh for a code map value.

getUpToDate

Returns true or false to indicate whether the status is up-to-date.
Syntax: Here is the method signature:

public bool ean get UpToDat e()

getRefreshStatus

Returns the refresh status as a CodeMapRefreshStatus object.
Syntax: Here is the method signature:

publ i c CodeMapRefreshSt at us get RefreshSt at us()

getValue

Gets the code map value.
Syntax: Here is the method signature:

public String getVal ue()

setRefreshStatus

Sets the refresh as a CodeMapRefreshStatus object.
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Syntax: Here is the method signature:

public void setRefreshStatus(final CodeMapRefreshStatus refreshStatus)

setUpToDate

Sets a boolean indicating whether the status is up-to-date.
Syntax: Here is the method signature:

public void setUpToDate(final bool ean upToDate)

setValue

Sets the code map value.
Syntax: Here is the method signature:

public void setValue(final String val ue)

EntitlementRefreshinfo

Supporting class that provides refresh information for an entittement after a code map refresh has
been performed.

getDetailedStatus

Returns the detailed status as an array of CodeMapRefreshStatus objects.
Syntax: Here is the method signature:

publ i c CodeMapRefreshStatus[] getDetail edStatus()

getEntitlementDN

Returns the DN for the entitlement.
Syntax: Here is the method signature:

public String getEntitlenent DN()

getGuid

Returns the GUID for the entitlement.
Syntax: Here is the method signature:

public String getGuid()

getStatus

Returns the status of the refresh as a boolean flag.
Syntax: Here is the method signature:

public bool ean get St atus()
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setDetailedStatus

Sets the detailed status as an array of CodeMapRefreshStatus objects.
Syntax: Here is the method signature:

public void setDetail edStatus(final CodeMapRefreshStatus[] detail edStatus)

setEntitlementDN

Sets the DN for the entitlement.
Syntax: Here is the method signature:

public void setEntitlenmentDN(String entitlenent DN)

setGuid

Sets the GUID for the entitlement.
Syntax: Here is the method signature:

public void setGuid(String m guid)

setStatus

Sets the status as a boolean flag.
Syntax: Here is the method signature:

public void setStatus(bool ean m st at us)

16.25 ProvisioningCodeMap

Value class to hold code map information from the code map and code map label tables.

getDescription

Returns the description

public String getDescription()

getName

Returns the name.

public String getName()

getEntityKey
Returns the entity key.

public String getEntityKey()
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getEntityType
Returns the entity type.

public int getEntityType()
getQueryKey

Returns the query key.

public String getQueryKey()

getViewld

Returns the view ID.

public String getViewd()

getLastRefreshed

Returns the timestamp for the last refresh.

public | ong getlLastRefreshed()

setDescription

Sets the description.

public void setDescription(String description)

setName

Sets the name.

public void setNanme(String nane)

setEntityKey

Sets the entity key.

public void setEntityKey(String entityKey)

setEntityType

Sets the entity type.

public void setEntityType(int entityType)

setQueryKey
Sets the query key.

public void setQueryKey(String queryKey)
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setViewld

Sets the view ID.

public void setViewmd(String view d)

setLastRefreshed

Sets the timestamp for the last refresh.

public void setlLastRefreshed(long | astRefreshed)

getLabels

Returns the code map labels.

public Provisioni ngCodeMapLabel [] get Label s()

setLabels

Sets the code map labels.

public void setLabel s(Provisioni ngCodeMapLabel [] | abel s)

getEntitlementDn

Returns the DN for the entitlement.

public String getEntitlenentDn()

setEntitlementDn

Sets the DN for the entitlement.

public void setEntitlementDn(String entitlenentDn)

getDriverDn

Returns the DN for the driver.

public String getDriverDn()

setDriverDn

Sets the DN for the driver.

public void setDriverDn(String driverDn)

getDriverDisplayName

Returns the display name for the driver.

public String getDriverDi spl ayNane()
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setDriverDisplayName

Sets the display name for the driver.

public void setDriverDisplayNane(String driverDi spl ayNane)

Resource

Supporting class that provides information about resources.

getName

Returns the name of the resource.

public String getName()

setName

Sets the name of the resource.

public void setNane(String nane)

getDescription

Returns the description of the resource.

public String getDescription()

setDescription

Sets the description of the resource.

public void setDescription(String description)

getEntityKey
Returns the entity key for the resource.

public String getEntityKey()

setEntityKey

Sets the entity key for the resource.

public void setEntityKey(String entityKey)

getResourceCategoryKeys

Returns the keys for the resource categories.

public CategoryKey[] get ResourceCategoryKeys()

Resource Web Service

473



setResourceCategoryKeys

Sets the keys for the resource categories.

public void set ResourceCat egor yKeys( Cat egoryKey[] resourceCat egoryKeys)

getEntitlementRef

Returns the entitlement reference for the resource.

public NrfEntitlenmentRef[] getEntitlenentRef()

setEntitlementRef

Sets the entitlement reference for the resource.

public void setEntitlementRef (NrfEntitlementRef[] entitlementRef)

getGrantApprovers

Returns the list of approvers for resource grant operations.

public Approver[] getG ant Approvers()

setGrantApprovers

Sets the list of approvers for resource grant operations.

public void set G ant Approver s(Approver[] grant Approvers)

getGrantQuorum

Returns the quorum condition for grant operations.

public String getG ant Quorun()

setGrantQuorum

Sets the quorum condition for grant operations.

public void setG ant Qorun(String grantQuorun

getGrantRequestDef

Returns the provisioning request definition for grant operations.

public String getG ant Request Def ()

setGrantRequestDef

Sets the provisioning request definition for grant operations.

public void set G ant Request Def (String grant Request Def)
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getRevokeQuorom

Returns the quorum condition for revoke operations.

public String getRevokeQuorun()

setRevokeQuorom

Sets the quorum condition for revoke operations.

public void set RevokeQuorun(String revokeQuorun

getRevokeRequestDef

Returns the provisioning request definition for revoke operations.

public String getRRevokeRequest Def ()

setRevokeRequestDef

Sets the provisioning request definition for revoke operations.

public void set RevokeRequest Def (String revokeRequest Def)

getRevokeApprovers

Returns the list of approvers for revoke operations.

public Approver[] get RevokeApprovers()

setRevokeApprovers

Sets the list of approvers for revoke operations.

public void set RevokeApprovers(Approver[] revokeApprovers)

getOwners

Returns the list of owners for the resource.

public DNString[] getOmers()

setOwners

Sets the list of owners for the resource.

public void setOwmers(DNString[] owners)

getParameters

Returns the list of entitlement parameters defined for the resource.

public ResourceParaneter[] getParaneters()
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setParameters

Sets the list of entitlement parameters for the resource.

public void setParaneters(ResourceParaneter|[] paraneters)

getActive

Returns a boolean flag indicating whether the resource is still active, or has been approved or denied.

publ i c bool ean get Active()

setActive

Sets the boolean flag indicating whether the resource is still active.

public void setActive(final boolean active)

getAllowOverride

Returns a boolean flag indicating whether the approval process for the resource can be overridden by
the approval process for a role.

public bool ean get Al |l owOverri de()

setAllowOverride

Sets the boolean flag indicating whether the approval process for the resource can be overridden by
the approval process for a role.

public void setAllowOverride(final boolean allowOverride)

getAllowMulty

Returns a boolean indicating whether the resource allows a user to request multiple resource values.

public bool ean get Al | owedMul ty()

setAllowMulty

Sets the boolean indicating whether the resource allows a user to request multiple resource values.

public void setAllowedMlty(final boolean allowedMilty)

ResourceAssignment

Supporting class that holds resource assignment information.

setResourceDn

Sets the DN for the resource.

public void setResourceDn(String resourceDn)
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getResourceDn

Returns the DN for the resource.

public String getResourceDn()

setRequesterDn

Sets the DN for the requester.

public void setRequesterDn(String requesterDn)

getRequesterDn

Returns the DN for the requester.

public String get RequesterDn()

getRecipientDn

Returns the DN for the recipient of the assignment.

public String getRecipientDn()

setRecipientDn

Sets the DN for the recipient of the assignment.

public void setRecipientDn(String recipientDn)

getReason

Returns the reason for the assignment.

public String getReason()

setReason

Sets the reason for the assignment.

public void setReason(String reason)

getRequestDate

Returns the date of the assignment request.

public Date get Request Date()

setRequestDate

Sets the date of the assignment request.

public void set Request Dat e( Dat e request Dat e)
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setRequestParams

Sets the parameters for the request.

public void set Request Par ans( Resour ceRequest Paranf] parans)

getRequestParams

Returns the parameters for the request.

publ i c ResourceRequest Parani] get Request Par ans()

setInstanceGuid

Sets the instanceGuid for the resource assignment.

public void setlnstanceGui d(String instanceCuid)

getinstanceGuid

Returns the instanceGuid for the resource assignment.

public String getlnstanceQuid()

16.2.8 ResourceRequestParam

Supporting class that holds the name and value for a resource request parameter value.

ResourceRequestParam Constructors

The ResourceRequestParam class has two constructors.
Syntax 1: Here is the syntax for a constructor that takes no parameters:

publi ¢ Resour ceRequest Par an()

{
}

Syntax 2: Here is the syntax for a constructor that takes two String parameters:

publi ¢ ResourceRequest Paran(String nanme, String val ue)

{
m nane = nane;
m val ue = val ue;
}
setName

Sets a parameter name.
Syntax: Here is the method signature:

public void setNane(String nane)
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getName
Returns a parameter name.
Syntax: Here is the method signature:

public String getName()

setValue

Sets the value of a parameter.
Syntax: Here is the method signature:

public void setValue(String val ue)

getValue
Returns the value of a parameter.
Syntax: Here is the method signature:

public String getVal ue()

ResourceAssignmentRequestStatus

Supporting class that holds a resource request status item. The interface includes methods for getting
and setting various request status properties. However, you will not need to call the methods for
setting property values, since you are using this class to retrieve information about the request status.
After calling the requestResourceGrant() or the requestResourceRevoke() methods, you can use the
get methods to get the properties for each status object returned in the
ResourceAssignmentRequestStatus array.

setEntityKey

Sets the entity key.
Syntax: Here is the method signature:

public void setEntityKey(String entityKey)

getEntityKey
Gets the entity key.
Syntax: Here is the method signature:

public String getEntityKey()

setReason

Sets the reason for the role assignment.
Syntax: Here is the method signature:

public void setReason(String reason)
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getReason

Gets the reason for the role assignment.
Syntax: Here is the method signature:

public String getReason()

setStatusValue

Sets the status value for the request.
Syntax: Here is the method signature:

public void setStatusVal ue(int val ue)

setStatusDescription

Sets the status description for the request.
Syntax: Here is the method signature:

public void setStatusDescription(String description)

getStatusValue

Gets the status value for the request.
Syntax: Here is the method signature:

public int getStatusVal ue()

getStatusDescription

Gets the localized description for the request.
Syntax: Here is the method signature:

public String getStatusDescription()

setCorrelationld

Sets the correlation ID.
Syntax: Here is the method signature:

public void setCorrelationld(String correlationld)

getCorrelationld

Gets the correlation ID.
Syntax: Here is the method signature:

public String getCorrelationld()
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setRequester

Sets the requester DN.
Syntax: Here is the method signature:

public void setRequester(String requester)

getRequester

Gets the requester DN.
Syntax: Here is the method signature:

public String getRequester()

setRequestDate

Sets the request date.

Syntax: Here is the method signature:

public void setRequest Dat e( Dat e request Dat e)

getRequestDate
Gets the request date.
Syntax: Here is the method signature:

public Date get Request Date()

setSource
Sets the source resource DN.
Syntax: Here is the method signature:

public void setSource(String source)

getSource
Gets the source resource DN.
Syntax: Here is the method signature:

public String get Source()

setTarget

Sets the DN for the target identity.
Syntax: Here is the method signature:

public void setTarget(String target)
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16.3.1

getTarget

Gets the DN for the target identity.
Syntax: Here is the method signature:

public String getTarget()

setRequestParams

Sets the dynamic request parameters.
Syntax: Here is the method signature:

public void set Request Par ans( Resour ceRequest Paranf] parans)

getRequestParams

Gets the dynamic request parameters.
Syntax: Here is the method signature:

publi ¢ ResourceRequest Parani] get Request Par ans()

Resource Web Service Examples

This section provides examples of using the Resource Web Service.

Code Map Synchronization Code Samples

This section provides code samples for using the SOAP endpoints for code map synchronization.

public | Renot eResource st ub;
st ub=get Resour cesSt ub(url, adm nnane, password) ;

/I refreshCodeMap

Entitlenent Refreshinfo refreshResult =

st ub. ref reshCodeMap(" cn=Devi ces, cn=Devi cesLoopback, cn=dri verset 1, o=systent);
Systemout.println(refreshResult .getDetailedStatus());
Systemout.println(refreshResult .getEntitlementDN());
Systemout.println(refreshResult .getGuid());
Systemout.println(refreshResult .getStatus());

/I get Ref reshSt at us

CodeMapRefreshSt atus[] refreshStatus

=st ub. get Ref reshSt at us( " cn=Devi ces, cn=Devi cesLoopback, cn=dri verset 1, o=systeni);
for (CodeMapRefreshStatus item: refreshStatus) {

Systemout. println("Connection Nanme is: " + item getConnecti onNane());
Systemout.printin("Entitlement DNis: " + itemgetEntitlementDN());
Systemout.printin("Entitlement GUDis: " + itemgetQiid());
Systemout.println("Last Refresh of this Entitlement is: " +

item get Last Refresh());
Systemout.printin("Status is: " + itemgetStatus());

}
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/I checkCodeMapVal ueSt at us

String connecti onNane="SAP123";
CodeMapVal ueSt at us checkStatus =
String codeMapVal ue=nul | ;

st ub. checkCodeMapVal ueSt at us( " cn=Devi ces, cn=Devi cesLoopback, cn=dri verset 1, o=system

", connecti onNanme, codeMapVal ue);

System out. println("Connection Nanme is: " +

checkSt at us. get Ref reshSt at us() . get Connecti onNare() ) ;
Systemout.printIn("Entitlement DNis: " +

checkStat us. get RefreshStatus().getEntitlementDN());
Systemout.printin("Entitlement GUDis: " +

checkSt at us. get RefreshStatus().get Quid());
Systemout.println("Last Refresh of this Entitlenent is: " +

checkSt at us. get RefreshStat us() . get Last Refresh());
Systemout.printIn("Status is: " +

checkSt at us. get RefreshStatus(). get Status());

System out. printl n(checkSt at us. get UpToDate());
System out . printl n(checkSt at us. get Val ue());

private static | RenpteResource get ResourcesStub(String url,
String usernane, String password) throws ServiceException {
Stub stub = null;

Resour ceServi ce service = new ResourceServicelnpl ();
stub = (Stub) service. getl Renot eResourcePort ();

st ub. _set Property(Stub. USERNAVE _PROPERTY, usernane);
st ub. _set Property(Stub. PASSWORD PROPERTY, password);

stub. _set Property(Stub. ENDPO NT_ADDRESS PROPERTY, url +"/resource/
service");
stub. _set Property(Stub. SESSI ON_MAI NTAI N_PROPERTY, Bool ean. TRUE) ;

return (I Renot eResource) stub;
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17.1

17.1.1

17.1.2

Forgot Password Web Service

This section describes the Forgot Password Web Service, which allows SOAP clients to invoke a
subset of the actions available through the Password Management system.

About the Forgot Password Web Service

The Forgot Password Web Service exposes a small set of actions from the Password Management
system. The service allows remote clients to retrieve information about the forgot password
configuration. In addition, it allows clients to retrieve information about the forgot password settings
for a particular user, and perform challenge response and change password operations for a user.

The Forgot Password Web Service does not support the full range of password self-service
operations. The Forgot Password Web Service is only for forgot password operations. If you want to
create a custom user interface for performing password self service functions, such as answering or
updating the user’s hint or answer, or updating the challenge response questions, or checking on the
password policy status, you need to use the REST endpoints that have been added to RBPM.

Calls to the Forgot Password Web Service require HTTP authentication.

Accessing the Service

You can access the Forgot Password Web Service endpoint using a URL similar to the following:
http://server: port/warcontext/pwdngt/service

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nyserver: 8080/ DMPROV/ pwdngnt / servi ce

NOTE: The URL for the Forgot Password Web Service can be changed on the Forgot Password
Settings page on the Administration tab in the User Application. To change the URL, enter the new
URL in the Forgot Password Web Service URL field at the bottom of the page.

Accessing the WSDL

You can access the WSDL for the Forgot Password Web Service using a URL similar to the following:
http://server:port/warcontext/pwdngt/servi ce?wsdl

For example, if your server is named “myserver”, your User Application is listening on port 8080, and
your User Application war file is named “IDMPROV”, the URL would be:

http://nmyserver: 8080/ DMPROV/ pwdngt / ser vi ce?wsdl
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17.1.3

17.2

17.2.1

17.2.2

Generating the Stub Classes

Before using the Web Service, you need to use the WSSDK tool or another SOAP tool kit to generate
the stub classes. To allow your code to find the stub classes, you also need to add the JAR that
contains the stub classes to your classpath.

If you want to use the NetlQ WSSDK tool, you can generate the client stubs by extracting the WSDL
and running the wsdl2java utility. For example, you could run this command to generate the stubs in a
package called com.novell.soa.af.pwdmgt.soap.impl:

"C.\Program Fi |l es\Java\j dk1.6.0_31\bin\java" -cp "../lib/wssdk.jar;../lib/jaxrpc-

api.jar";"../lib/mil.jar";"../liblactivation.jar";"c:\Program

Fil es\Java\jdkl.6.0_31\lib\tools.jar"; comnovell.soa.ws.inpl.tools.wsdl 2java. Mai n
-verbose -ds gensrc -d C\ -noskel -notie -genclient -keep -package

com novel | . soa. af . pwdngt . soap. i npl -javadoc pwdngt. wsdl

You can change the wsdl2java parameters to suit your requirements.

Password Management Web Service Interface

This section provides reference information for each forgot password operation available through the
Password Management interface.

processForgotConf

Gets the forgot password configuration parameters.

This method returns an object of type ForgotPasswordConfWSBean. This object contains the
following information about the configuration:

Table 17-1 ForgotPasswordConfWSBean Data

Field Description

Configured Return Link Provides the forgot password return link.

Show Return Link Indicates whether to show the forgot password return
link.

Syntax: Here is the method signature:

publ i ¢ For got Passwor dConf WsBean pr ocessFor got Conf ()
throws Renot eExcepti on;

processUser

Retrieves forgot password configuration information for a user.

This method returns an object of type ForgotPasswordWSBean. If no match is found for the the user
name specified, an error message is returned in the getUsers() method of ForgotPasswordWSBean.
If multiple matches are found, the getUsers() method is returned with a String array of users. If a
single match is found, the getUsers() method has a length of 1, and the following methods in
ForgotPasswordWSBean are set:

+ getConfiguredRtnLink()
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+ getShowReturnLink()
+ getShowHint()
+ getHint()
¢ getShowFullDN()
+ getUserDisplayDN()
+ getUserDN()
+ getUser()
+ getMessage()
+ getAction()
+ getChallengeQuestions()
+ getChaResInUser()
+ getMessage()
When a single user match is found, the user should be presented with the Challenge Response

screen. If getChaResInUse() returns false, then call processChaRes() and show the Forgot Success
screen directly without presenting the Challenge Response screen.

Syntax: Here is the method signature:

publ i ¢ For got Passwor dWsBean processUser (final String userNane)
throws Renot eExcepti on;

The parameters are described below:

+ userName specifies the name of a user.

processChaRes

Processes one or more challenge response answers for a particular user.
If the challenge response operation is authenticated, the following events may occur:

+ |f the password policy action is EmailHint, the operation will send an email with the hint to the
user, and set the message to indicate that the operation succeeded. Therefore, the caller of this
method should go to the Forgot Password Change Success screen, and display the message.

+ If the password policy action is ShowHint, the operation will set the message to the user’s hint.
Therefore, the caller of this method should go to the Forgot Password Change Success screen,
and display the message with the hint on the page.

+ If the password policy action is EmailPassword, the operation will set send the password to the
user. Therefore, the caller of this method should go to the Forgot Password Change Success
screen, and display the message.

+ |f the password policy action is ChangePassword, the operation will set the password rules and
the password hint. Therefore, the caller of this method should go to the Forgot Password
Change screen.

This method returns an object of type ForgotPasswordWSBean. After the processCharRes operation
is called, the following methods are populated with values:

+ getTimeout()
+ getRules()
+ getlLocked()
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17.3

+ getError()
+ getMessage()

If the getAction() method returned by the processUser() operation is ChangePassword, then present
the user with the Password Change screen. Otherwise, go to the Forgot Success screen and present
the user with the message returned from the getMessage() method.

Syntax: Here is the method signature:

publ i ¢ For got Passwor dWsBean processChaRes(final String userDN, final String[]
chaAnswers) throws RenoteException;

The parameters are described below:

+ userDN specifies the DN for a particular user.

+ chaAnswers provides an array of challenge response answers. The answers are processed in
the order in which they are presented.

processChgPwd

Resets the password for a particular user.
After the processChgPwd operation is called, the following events may occur:

+ |f the change password operation succeeds, the caller of this method should go to the Forgot
Password Success screen, and display the success message.

+ If the change password operation fails, the error field on the ForgotPasswordWSBean object is
set to true, and the message field is populated with the corresponding error message. Therefore,
the caller of this method should stay on the password screen and display the error message.

This method returns an object of type ForgotPasswordWSBean. After the processChgPwd operation
is called, the following methods are populated with values:

+ getTimeout()
+ getError()

If the getError() method returns false, you need to present the user with the Password Change
Success screen.

Syntax: Here is the method signature:

publ i ¢ Forgot Passwor dWsBean processChgPwd(final String userDN, final String
newPassword, final String confirnmPassword )
throws Renot eExcepti on;

The parameters are described below:

+ userDN specifies the DN for a particular user.
+ newPassword supplies a password for the user.

+ confirmPassword repeats the password for confirmation.

ForgotPasswordWSBean

Here is the complete structure of the ForgotPasswordWSBean object:
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Table 17-2 ForgotPasswordWSBean Structure

Field

Description

Users

Challenge Questions

Configured Return Link

Show Return Link

Show Hint

Show Full DN

User DN

User Display DN

User
Error

Message

Action

Hint
Rules

Is Challenge Response in User

Locked
Timeout

Login Attribute

Provides a list of the users that match the search
criteria specified. When the wildcard feature is
enabled, multiple matches may be found.

Supplies the challenge questions associated with the
user.

Shows the Return link to be used after the user
performs a forgot password operation.

Indicates whether to show the Return link after the
user performs a forgot password operation.

Indicates whether to show the user's password hint on
the Forgot Password Change screen.

Indicates whether to show the user's full DN or just the
CN name after the user performs a forgot password
operation.

Shows the user's DN.

Shows the user's display DN. For example,
cn=abl ake, ou=users, o=netiq or
wor kf or cel D=abl ake, ou=user s, o=neti q.

Provides the user's display hame.
Returns true if an error occurs.

Returns a message in the event that there is an
application-specific error.

Specifies the policy action, which is one of the
following values: ShowHint, EmailHint,
EmailPassword, ChangePassword.

Specifies the user's password hint.
Lists the password policy rules.

Indicates whether the challenge response feature is
enabled for this user. If challenge response in use is
false, then the user can only perform the email hint
and show hint functions.

Indicates whether the user account is locked.
Indicates whether a session timeout occurred.

Specifies the user's Login Attribute.
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VI REST Services

These sections tell you how to use the REST services.
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18.1

18.1.1

Introduction to Resource Information
Services

This section describes the Work Items Service.

About RIS

This section describes the Resource Information Services (RIS) facility, which is a standalone
component that interacts with the Identity Manager User Application. RIS is built on a Resource
Oriented Architecture (ROA). The RIS implementation resides in a WAR file called RIS.WAR, where
RIS refers to Resource Information Services. The REST resources exposed through RIS make
SOAP calls to gather information from various RBPM systems.

The methodology used to define these ROA services is based on the steps described by Leonard
Richardson & Sam Ruby in the RESTful Web Services by O'Reilly.

How it Works

The code for RIS is contained in a WAR outside of the User Application. This is a standalone WAR
(RIS.war) that uses SOAP calls to extract the necessary work item data.

Language support is determined by the “Accept-Language” header parameter.

The media type is determined by the “Accept” header parameter and must be equal to “application/
json”.

The implementation does not support the use of extensions. It does not support the ability to enter a
language or media extension at the end of a URI.

This implementation is based on the JSR-311 specification implemented by Sun's Jersey product.

You may see this error on the console:

09:52: 52,684 ERROR [ STDERR] Sep 30, 2008 9:52:52 AM
com sun. j ersey. api . core. C asspat hResourceConfig init
I NFO. Root resource classes found:

class comnovel |l .ris.spi.inpl.Root

This is a Jersey message that is simply informational. The application should function normally. You
can ignore the message.

NOTE: During the deployment of the RIS.war on WebSphere, you might see the following error
message in the server log:

W\ebApp W Error while adding servlet mapping --> /* Pl ease set
fil eServingEnabl ed=false in the i bmweb-ext.xm file which is under WEB-INF
fol der.

This message does not affect the functions of RIS.
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18.1.2

Caching the SOAP stubs The web.xml file in the RIS.war includes an element that allows you to
control the size of the stub connection pool.

<init-paranp
<par am nane>STUB_CONNECTI ON_PQOOL</ par am nane>
<par am val ue>100</ par am val ue>

</init-paranp

The STUB_CONNECTION_POOL element defines the size of a pool for caching the SOAP stubs
created by each user. The cache uses a Least Recently Used (LRU) eviction policy and defaults to a
size of 10 if the element is not defined in web.xml.

Removing the administrator credential restrictions By default, the requirement for invoking the
REST and SOAP services is that the HTTP session logged in user must have administrator
credentials. The Provisioning and Directory Web Services require Provisioning Administrator
credentials. The Roles Web Service requires Role Administrator credentials. The restrictions can be
removed to allow a session with a logged in user who does not have administrator credentials to
invoke the methods for the services by changing the configuration settings for the service. In order to
do this, you must extract the configuration files from the User Application war, make the appropriate
changes, and import the files back into the User Application WAR. The details for removing the
restrictions is included with the documentation for each of the underlying SOAP services. For
example, to remove the credential restriction for the Role Service, see Section 15.1.4, “Removing
Administrator Credential Restrictions,” on page 360.

Media Type Supported

The only media type supported is JSON (application/json). The service uses a JSON Array format for
list of items and a single JSON object for detail information. The media type is determined by the
“Accept” header parameter. The implementation uses the Jettison JSON APIs to create the JSON
structures.

Digital Signatures Not Supported

The REST interfaces do not support digital signatures. If you attempt to process a digital signature
workflow through REST, an internal server error message will appear.

API Version Optional in URIs

The REST URIs work with or without the API version. For example, to access the roles service, you
could specify either of the following URIs:

/RIS/vl/roles
[ RIS/rol es

Configuring the RIS WAR

This section provides manual instructions for setting up the RIS WAR on JBoss and WebSphere. In
this release, the RIS WAR is configured automatically, so these steps are not required in most
environments.
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JBoss Configuration

To configure the RIS WAR on JBoss:
1 Modify the host, port, and WAR context information for the RBPM deployment on JBoss in the
web.xml of the RIS WAR.

la Copy the RIS.war file to a test folder.
For example: / hone/ | ab/ RI S

1b Extract the web.xml from the RIS war, maintaining the folder structure.
This will create the following structure: / hone/ | ab/ RI S/ VEB- | NF/ web. xmi
1b1 Open the web.xml in a text editor.
1b2 Locate the following entry:

<init-paranp
<par am name>USER_APP_URL</ par am nane>

<param val ue>http:// 1 ocal host: 8080/ | D\MPr ov</ par am val ue>
</init-paranmr

1b3 Modify the param-value as necessary. You need to use either the DNS name or the IP
address of the server on which the RBPM war is deployed.

IMPORTANT: Do not use localhost if you plan to use the REST identity services to
access user photos. The photo URL is dependent on this entry. The photo URL must
point to the User Application to retrieve the photo. The REST identity service does not
provide the binaries for the photo, but does provide a link, which is based on this entry.

1b4 Save the file.
1c Add the web.xml file back to the RIS war using the jar command from the SUN JDK.
For example: / hone/ | ab/j dk1. 6.0 _11/bin/jar -uf R S war WEB-1NF/ web. xn
2 Copy the RIS war to the deployment directory of the JBoss server.

3 Extract the commons-codec.jar from the RBPM war into the %context%/lib directory of the
JBoss server where the RIS WAR will be deployed. Make sure to not maintain folder structure
when extracting the file.

For example: / hone/ | ab/ | DMB70/ i dni j boss/ server/ I DVProv/lib
4 Start JBoss.

WebSphere Configuration

To configure the RIS WAR on WebSphere:

1 Modify the host, port, and war context information for the RBPM deployment on WebSphere in
the web.xml of the RIS WAR.

la Copy the RIS war to a test folder.
For example: / hone/ | ab/ RI S

1b Extract the web.xml from the RIS war, maintaining the folder structure.
This will create the following structure: / hone/ | ab/ RI S/ VEB- | NF/ web. xmi
1b1 Open the web.xml in a text editor.
1b2 Locate the following entry:
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<init-paranp

<par am nane>USER_APP_URL</ par am name>

<paramval ue>http:// 1| ocal host: 8080/ | DMPr ov</ par am val ue>
</init-paranmr

1b3 Modify the param-value as necessary. You need to use either the DNS name or the IP
address of the server on which the RBPM war is deployed.

IMPORTANT: Do not use localhost if you plan to use the REST identity services to
access user photos. The photo URL is dependent on this entry. The photo URL must
point to the User Application to retrieve the photo. The REST identity service does not
provide the binaries for the photo, but does provide a link, which is based on this entry.

1b4 Save the file.
1c Add the web.xml file back to the RIS war using the jar command from the IBM JDK.

For example: / hone/ | ab/ WAS61/ | BM WebSpher e/ AppSer ver/j aval bin/jar -uf
R S. war VEB- | NF/ web. xni

2 Extract the commons-httpclient.jar and log4j.jar from the RBPM war that was created for

WebSphere into your test folder/WEB-INF/lib directory.

For example: / hone/ | ab/ RI S/ WEB- I NF/ i b

Add the two jars to the RIS war using the jar command from the IBM JDK.
For example:

/ horre/ | ab/ WAS61/ | BM WebSpher e/ AppServer/javal/bin/jar -uf R S war WEB-INF/|ib/
commons- httpclient.jar

/ hone/ | ab/ WAS61/ | BM WebSpher e/ AppServer/javal/ bin/jar -uf R S.war WEB-INF/I|ib/
| og4j.jar

Deploy the RIS WAR to WebSphere.

NOTE: You may see a warning message in the WebSphere logs when deploying the RIS.war.
However, the deployment should complete successfully.

Error while adding servliet nmapping --> /* Please set fileServingEnabl ed=fal se
in the i bmweb-ext.xm file which is under WVEB-INF fol der.

18.2 Security

496

This section describes the security model used for the REST services.
The security model attempts to satisfy these objectives:

+ Protects against CSRF attacks
+ Allows the client to pass in user credentials
+ Uses an HTTP Authorization or an HTTP Session Secret header for the REST requests
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18.2.1

Architecture

The security model supports two options for making requests. The first one (Option 1) consists of
passing in the user credentials in an HTTP header (default: RESTAuthorization). The second
approach (Option 2) consists of a two request approach. In the second option, an authorization
request is required first and all subsequent requests pass in the session secret token in an HTTP
header. The header defaults to RESTSessionSecret.

Both options require the passing of sensitive data on the wire. Therefore, NetlQ highly recommends
that you run this application in a TLS/SSL environment (HTTPS). Otherwise the user credentials
could be exposed to a man-in-the-middle attack.

Either approach will work. However, NetlQ recommends using Option 2 (the Session Secret Security
Model approach) rather than Option 1 (the Authorization Security Model approach). Option 2 offers
more protection against discovering the actual user credentials. The credentials are maintained by
the RIS server and are discovered using a unique access token through the RESTSessionSecret
HTTP header.

Option 1: Authorization Security Model

This model is the same as the Basic authorization model. This model is recommended for developers
who do not use JavaScript for their client application.

Here is the flow of control used with this option:

1. Developers must include the Base64(username:password)) string in an HTTP header
(RESTAuthorization) before making the call to the REST service. The HTTP header name can
be configured at installation time. The default name is:

RESTAut hori zat i on

2. The client application sends the request to the RIS server.

3. The RIS server extracts the credentials from the header and passes those credentials onto the
SOAP service. The actual authentication check is performed at the User Application server.

4. The User Application SOAP call is either granted or denied and the result is returned to the RIS
server.

5. The RIS server returns the result to the client application.

The following picture illustrates the flow:

Introduction to Resource Information Services 497



Figure 18-1 Option 1 Authorization Flow
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GET (RIS fwfidefinibions HTTRN .

Host: emily:3030
RES Tauthanzation: YWiRtaWatcH hedp02 Xm0

Send REI:IUESt H‘ _

extracts credentials and
passes them onto the ————=

SOAP calls

Return Resulls To Client

Example 18-1 Example

Suppose you issue the following REST call:
/vl/wf/definitions
Here is the request:

GET /RIS/vl/wi/definitions HITP/ 1.1

Host: | ocal host: 8080

User-Agent: Mzilla/5.0 (X11; U, Linux i686; en-US; rv:1.9.0.7) Gecko/ 2009022800
SUSE/3.0.7-1.4 Firefox/3.0.7

Accept: application/json

Accept - Language: en,it;qg=0.8,fr;q=0.6, de; q=0. 4, en-us; q=0. 2
Accept - Encodi ng: gzi p, defl ate

Accept - Charset: |1SO 8859-1,utf-8;q=0.7,*;q=0.7

Keep- Al i ve: 300

Connection: keep-alive

RESTAut hori zati on: YWRt awit cHJvdj pOZXNO

Here is the response:
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HTTP/ 1.1 200 &K

Server: Apache-Coyote/1.1

X- Power ed-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Content - Type: application/json

Transf er- Encodi ng: chunked

Date: Tue, 31 Mar 2009 13:48:05 GV

7d2
[
{
"Links": [
"Link": "/RIS/v1l/wf/
processes?filter=Definition=cn=Change+Ti t| e+Si ngl e+Approval , cn=Request Def s, cn=AppC
onfi g, cn=Pi cassoDriver, cn=TestDrivers, o=netiq",
"Type": "wf/processes",
“Val ue": "Workflow Processes”
H
{
"Link": "/RI S/vl/wf/
wor ki tems?fi | t er=Defi ni ti on=cn=Change+Ti t| e+Si ngl e+Appr oval , cn=Request Def s, cn=AppC
onfi g, cn=Pi cassoDriver, cn=TestDri vers, o=netiq",
"Type": "wf/workitens",
“Val ue": "Workflow Wrkitens"
}
1
"Dataltems": [],
"DN': "cn=Change Title Single
Approval , cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri vers, o=neti q",
"QUI D': "b5adf 7af 2142189430d935a4f 7af 21421",
"Link": "/R S/vl/wf/definitions/5a4f 7af 2142189430d935a4f 7af 21421",
"Val ue": "Change Title Single Approval ",
"Cat egory": "accounts",
"Di gital Si gnatureType": "not-required",
"Description": "Change Title",
"Operation": "0",

"Recipient": ""
} il
{
"Links": [
{

"Link": "/RS/v1l/wf/
processes?filter=Definition=cn=Change+Ti t| e, cn=Request Def s, cn=AppConfi g, cn=Pi casso
Driver,cn=TestDrivers, o=netiq",
"Type": "wf/processes",
"Val ue": "Workflow Processes"”
H
{
"Link": "/RIS/v1/wf/
wor ki t ems?fi | t er=Defi ni ti on=cn=Change+Ti t| e, cn=Request Def s, cn=AppConfi g, cn=Pi casso
Driver,cn=TestDrivers, o=netiq",
"Type": "wf/workitens",
"Val ue": "Workflow Wrkitens"
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1.
"Dataltems": [],

"DN': "cn=Change

Titl e, cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=TestDri vers, o=netiq",

"GQUD': "7le22clcf4bde74f bdb871e22clcf 4b4",

“Link": "/RI S/vl/wf/definitions/71le22clcf4b4e74f bdb871e22clcf 4b4",
"Val ue": "Change Title",

"Category": "accounts",

"Di gital SignatureType": "not-required",

"Description": "Change Title",

"Operation": "0",

"Reci pient":

Option 2: Session Secret Security Model

The session secret security model allows a developer to ask for an authorization unique id. This
session secret ID is then used on all subsequent calls. This is to allow client developers to be more
secured than passing user credentials for every call.

Here is the flow of control used with this option:

1.

Developers must first make a call to the /v1/AuthorizationSession REST service to obtain a
session token. This is a POST call with the credentials (Base64(username:password)) in the
content of the message in a JSON object (see section 4).

The RIS server will then create a session object and stores the credentials in memory for the
duration of the session. The session secret token is returned to the client application via a JSON
object.

Developers must include the Session Secret token string in an HTTP header
(RESTSessionSecret) before making any subsequent REST service calls. The HTTP header
name can be configured at installation time. The default name is:

RESTSessi onSecr et

4. The client application sends the request to the RIS server.

7.

The RIS server extracts the session secret token from the HTTP header and retrieves the
credentials from memory based on the token for that session. The credentials are passed onto
he SOAP service. The actual authentication check is performed at the User Application server.

The User Application SOAP call is either granted or denied and the result is returned to the RIS
server.

The RIS server returns the result to the client application.

The following picture illustrates the flow:
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Figure 18-2 Option 2 Authorization Flow
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Example 18-2 Example

First, you issue the following call to the Authorization REST Service:
/v1/ Aut hori zati onSessi on

Here is the request:
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POST /R S/v1/ Aut hori zati onSession HTTP/ 1.1

Host: | ocal host: 8080

User-Agent: Mozilla/5.0 (X11; U, Linux i686; en-US; rv:1.9.0.7) Gecko/ 2009022800
SUSE/3.0.7-1.4 Firefox/3.0.7

Accept: application/json

Accept - Language: en,it;g=0.8,fr;q=0.6, de; q=0. 4, en-us; q=0. 2
Accept - Encodi ng: gzip, defl ate

Accept - Charset: |1SO 8859-1,utf-8;q9=0.7,*;q=0.7

Keep- Ali ve: 300

Connection: keep-alive

Content - Type: application/json; charset=UTF-8
Content-Length: 47

Pragma: no-cache

Cache-Control : no-cache

{
}

Here is the response:

"Aut hori zation" : "YWR aWt cHIvdj pOZXNO"

HTTP/ 1.1 200 K

Server: Apache-Coyote/1.1

X- Power ed-By: Servlet 2.5; JBoss-5.0/JBossWb-2.1

Set - Cooki e: JSESSI ONI D=17B5528DEEC66610D0FBB456992E10ED; Pat h=/ RI S
Content - Type: application/json

Transf er- Encodi ng: chunked

Date: Tue, 31 Mar 2009 13:54:26 GMVI

35
{"SessionSecret": "17B5528DEEC66610D0FBB456992E10ED"}

Next, you issue the REST call:
/vl/wf/definitions
Here is the request:

GET /RIS/vl/wi/definitions HTTP/ 1.1

Host: | ocal host: 8080

User-Agent: Mzilla/5.0 (X11; U, Linux i686; en-US; rv:1.9.0.7) Gecko/ 2009022800
SUSE/3.0.7-1.4 Firefox/3.0.7

Accept: application/json

Accept - Language: en,it;qg=0.8,fr;q=0.6, de; q=0. 4, en-us; q=0. 2
Accept - Encodi ng: gzip, defl ate

Accept - Charset: |1SO 8859-1,utf-8;q=0.7,*;q=0.7

Keep- Al i ve: 300

Connection: keep-alive

RESTSessi onSecret: 17B5528DEEC66610D0FBB456992E10ED

Here is the response:
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HTTP/ 1.1 200 &K

Server: Apache-Coyote/1.1

X- Power ed-By: Servlet 2.5; JBoss-5.0/JBossWeb-2.1
Content - Type: application/json

Transf er- Encodi ng: chunked

Date: Tue, 31 Mar 2009 13:48:05 GV

7d2
[
{
"Links": [
"Link": "/RIS/v1l/wf/
processes?filter=Definition=cn=Change+Ti t| e+Si ngl e+Approval , cn=Request Def s, cn=AppC
onfi g, cn=Pi cassoDriver, cn=TestDrivers, o=netiq",
"Type": "wf/processes",
“Val ue": "Workflow Processes”
H
{
"Link": "/RIS/vl/wf/
wor ki t ems?fi | t er=Defi ni ti on=cn=Change+Ti t| e+Si ngl e+Appr oval , cn=Request Def s, cn=AppC
onfi g, cn=Pi cassoDriver, cn=TestDrivers, o=netiq",
"Type": "wf/workitens",
“Val ue": "Workflow Wrkitens"
}
1
"Dataltems": [],
"DN': "cn=Change Title Single
Approval , cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri vers, o=neti q",
"QUI D': "b5adf 7af 2142189430d935a4f 7af 21421",
"Link": "/R S/vl/wf/definitions/5a4f 7af 2142189430d935a4f 7af 21421",
"Val ue": "Change Title Single Approval",
"Cat egory": "accounts",
"Di gital Si gnatureType": "not-required",
"Description": "Change Title",
"Operation": "0",

"Recipient": ""
} il
{
"Links": [
{

"Link": "/RS/vl/w/
processes?filter=Definition=cn=Change+Ti t| e, cn=Request Def s, cn=AppConfi g, cn=Pi casso
Driver,cn=TestDrivers, o=netiq",
"Type": "wf/processes",
"Val ue": "Workflow Processes”
H
{
"Link": "/R S/v1l/wf/
wor ki t ems?fi | t er=Defi ni ti on=cn=Change+Ti t| e, cn=Request Def s, cn=AppConfi g, cn=Pi casso
Driver,cn=TestDrivers, o=netiq",
"Type": "wf/workitens",
"Val ue": "Workflow Wrkitens"
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18.2.2

1.
"Dataltems": [],

"DN': "cn=Change

Titl e, cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=TestDri vers, o=netiq",
"QUI D': "71e22clcf 4b4e74f bdb871e22clcf 4b4",
"Link": "/R S/vl/wf/definitions/71e22clcf4b4e74f bdb871e22clcf4b4",

"Val ue": "Change Title",
"Category": "accounts",
"Di gi tal Si gnatureType":
"Description": "Change Title",
“Operation": "0",

"Reci pient":

Authorization REST Service

"not - requi red",

The Authorization REST Service lets you obtain a session token. When you make a call to the
service, the RIS server creates a session object and stores the credentials in memory for the duration
of the session. The session secret token is returned to the client application via a JSON object. The
only media type supported is application/json, which uses a JSON Array format for the list of items

and a single JSON object for detailed information.

The following table shows the complete URI syntax for all resource end points associated with the
Authorization REST Service, along with a description for each URI and a list of supported HTTP

methods:

Table 18-1 URI Syntax for the Authorization REST Service

URI

Description

/v1/AuthorizationSession

Creates a new session authorization session and
obtains a session token. The following HTTP methods
are supported:

GET — Not supported

POST - Creates a new authorization session object
and returns the session secret token in the response.

Request JSON Object:
{

"Authorization" : Base64(username:password)

}
Response JSON Object:

{

"SessionSecret": "session secret token”
}
PUT — Not supported

DELETE — Not supported
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URI

Description

Iv1/AuthorizationSession/{session secret token}

Deletes and invalidates the authorization session
object. The following HTTP methods are supported:

GET — Not supported
PUT — Not supported
POST — Not supported

DELETE - Deletes and invalidates the authorization
session object.

POST with Matrix parameter DELETE — Same as
DELETE because of limitations in browsers to set the
DELETE method

The following matrix parameters are available for debugging and displaying the schema:

Table 18-2 Matrix Parameters for Debugging and Displaying the Schema

URI

Description

Iv1/AuthorizationSession;debug

/v1/AuthorizationSession;schema

This debug matrix parameter displays the JSON
structure of the content type in human readable
format, as opposed to compressed format. This matrix
parameter can be put anywhere in the URI.

The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the workitems.

Example 18-1 Example

Here is an example of a call to the Authorization service that includes the debug and schema

parameters:
/v1/ Aut hori zati onSessi on; debug; schema

Here is the request:
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POST /R S/ v1/ Aut hori zat i onSessi on; schens; debug HTTP/ 1. 1
Host: | ocal host: 8080

User-Agent: Mozilla/5.0 (X11; U, Linux i686; en-US; rv:1.9.0.7) Gecko/ 2009022800
SUSE/3.0.7-1.4 Firefox/3.0.7

Accept: application/json

Accept - Language: en,it;g=0.8,fr;q=0.6, de; q=0. 4, en-us; q=0. 2
Accept - Encodi ng: gzip, defl ate

Accept - Charset: |1SO 8859-1,utf-8;q9=0.7,*;q=0.7

Keep- Ali ve: 300

Connection: keep-alive

Content - Type: application/json; charset=UTF-8
Content-Length: 38

Pragma: no-cache

Cache-Control : no-cache

{
}

Here is the response:

"Aut hori zation" : "YWR aWt cHIvdj pOZXNO"

HTTP/ 1.1 200 K

Server: Apache-Coyote/1.1

X- Power ed-By: Servlet 2.5; JBoss-5.0/JBossWb-2.1
Content - Type: application/json

Transf er- Encodi ng: chunked

Date: Tue, 31 Mar 2009 13:18:45 GVI

171
{
"Request": {"Sessionlnfo": {
"description": "schema for: /v1/AuthorizationSession",
"type": "object",
"properties": {"Authorization": {"type": "string"}}

1
"Response": {"SessionSecret": {
"description": "schema for: /v1/AuthorizationSession",
“type": "object",
"properties": {"SessionSecret": {"type": "string"}}
1}

18.2.3 Configuration Parameters

The RIS.war uses the following filter parameters, all of which are set in the WEB.XML file.
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Table 18-3 Filter Parameters

Parameter Description

AUTHORIZATION_HEADER The AUTHORIZATION_HEADER filter parameter
specifies the HTTP header name for option 1 -
Authorization Security model. If not supplied, then the
default will be:

RESTAuthorization

This HTTP header will hold the user credentials.
Example:

RESTAuthorization: Base64(username:password)

SESSION_SECRET_HEADER The SESSION_SECRET_HEADER filter parameter
specifies the HTTP header name to hold the session
secret for Option 2 — Session Secret Security Model. If
not supplied, then the default will be:

RESTSessionSecret

This HTTP header will hold the session secret
returned from the RIS server when an access token is
requested via the REST service:

/RIS/v1/AuthenticationSession
Example:
RESTSessionSecret: <token>

USER_APP_URL The USER_APP_URL filter parameter will point to the
User Application associated with the RIS server. All
SOAP calls will use this URL for the SOAP end point.

STUB_CONNECTION_POOL The STUB_CONNECTION_POOL filter parameter
holds the number of connection that we want to
maintain from the RIS server to the User Application
server. This is to make the client perform better.

In addition to these filter parameters, the configuration also supports the following session parameter:

Table 18-4 Session Parameter

Parameter Description

Session Timeout This setting is used to control the length of the
sessions. It is specified in minutes.

Here is a sample Web.XML that illustrates the use of the configuration parameters:
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<filter>
<filter-name>Aut horization Filter</filter-name>
<filter-class>omnovell.ris.common.inpl.ServlietFilter</filter-class>
<init-parane
<par am nanme>AUTHORI ZATlI ON_HEADER</ par am nane>
<par am val ue>RESTAut hori zat i on</ par am val ue>
</init-paranp
<init-parame
<par am nane>SESS| ON_SECRET_HEADER</ par am nane>
<par am val ue>RESTSessi onSecr et </ par am val ue>
</init-paranp
<init-paranp
<par am name>USER_APP_URL</ par am nane>
<paramval ue>http://| ocal host: 8080/ | DVMPr ov</ par am val ue>
</init-paramp
<l-- |f not entered, Stub Connection size will default to 10 stub connections -->
<init-paranp
<par am nanme>STUB_CONNECTI ON_POOL</ par am nanme>
<par am val ue>10</ par am val ue>
</init-paranmp
</[filter>

<sessi on-confi g>
<sessi on-ti meout >30</ sessi on-ti meout >
</ sessi on-confi g>

18.3 WADL Document

To see the Web Application Description Language (WADL) document for the RIS facility, enter the
following URI on whatever server the RIS.war has been deployed to.

RI S/ appl i cation. wadl
The WADL document shows the available resource paths for the RIS application, as shown below:

<?xm version="1.0" encodi ng="UTF-8" standal one="yes" ?>
<application xmns="http://research. sun. conl wadl / 2006/ 10" >
<doc xm ns:jersey="http://jersey.dev.java.net/" jersey:generatedBy="Jersey:
1. 0.3 04/15/2009 11:52 PM'/>
<resources base="http://em|y:8080/R S/ ">
<resource path="/v1l">
<nmet hod nane="GET" i d="get Root JSON'>
<response>
<representation medi aType="application/json"/>
</ response>
</ met hod>
<resource path="rol es">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_.Schena" type="xs:string"
style="tenpl ate" name="rol es"/>
<met hod nanme="CGET" id="getListJSON'>
<r equest >
<par am xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"
type="xs:string" style="query" name="filter"/>
</ request >
<r esponse>
<representation medi aType="application/json"/>
</ response>
</ met hod>
<resource path="{GJ D} ">

508  NetlQ Identity Manager User Application: Administration Guide



type="xs:stri

type="xs:stri

type="xs:stri

<representati

type="xs:stri

type="xs:stri

<representati

type="xs:stri

<representati

<representati

type="xs:stri

type="xs:stri

<representati

<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
ng" style="tenplate" nane="GJ D'/>
<par am xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"
ng" style="tenplate" nane="GU D'/>
<met hod nanme="CGET" i d="get Rol eJSON'>
<r esponse>
<representation medi aType="application/json"/>
</ response>
</ met hod>
<resource path="/sods">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
ng" style="tenplate" nane="GU D'/>
<met hod name="GET" id="get SoDLi st JSON'>
<r esponse>
on medi aType="application/json"/>
</ response>
</ met hod>
</resource>
<resource path="/sods/{SOD D} ">
<par am xm ns: xs="htt p: // waww. w3. or g/ 2001/ XM_Schena"
ng" style="tenplate" nane="GJ D'/>
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
ng" style="tenpl ate" nanme="SODI D'/ >
<met hod name="GET" i d="get SODIJSON'>
<response>
on medi aType="application/json"/>
</ response>
</ met hod>
</ resource>
<resource path="/assi gnnents">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
ng" style="tenplate" nane="GU D'/>
<met hod name="GET" id="get Assi gnent Li st JSON'>
<r esponse>
on nmedi aType="application/json"/>
</ response>
</ met hod>
<met hod name="PUT" i d="post Assi gnnment" >
<request >
on medi aType="*/*"/>
</ request >
</ met hod>
</resource>
<resource path="/assi gnment s/ { ASSI GNVENTI D} " >
<par am xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"

ng" style="tenpl ate" nane="ASSI GNMVENTI D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
ng" style="tenplate" nane="GU D'/>

<met hod name="GET" id="get Assi gnnent JSON' >

<response>
on medi aType="application/json"/>

</ response>

</ met hod>

<met hod name="DELETE" i d="del et eAssi gnnment"/>

</resource>
</resource>

</resource>
<resource path="identities">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_.Schena" type="xs:string"
style="tenplate" name="identities"/>
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<met hod nanme="CGET" id="getLi st JSON'>

<request >
<par am xm ns: xs="htt p: // waww. w3. or g/ 2001/ XM_Schena"
defaul t="" type="xs:string" style="query" name="filter"/>

</ request >
<r esponse>
<representation medi aType="application/json"/>
</ response>
</ met hod>
<resource path="{GU D}">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<met hod name="GET" id="getldentityJSON'>
<r esponse>
<representation nmedi aType="application/json"/>
</ response>
</ met hod>
<resource path="/{ATTRI BUTE} ">
<par am xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"
type="xs:string" style="tenplate" name="CGU D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenpl ate" nane="ATTRI BUTE"/>
<met hod name="GET" id="getAttributeJSON'>
<response>
<representation nedi aType="application/json"/>
</ response>
</ met hod>
<met hod name="POST" id="updateAttribute">
<r equest >
<representation medi aType="*/*"/>
</ request >
</ met hod>
</ resource>
</resource>
</resource>
<resource path="Aut hori zati onSessi on">
<param xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" type="xs:string"
styl e="tenpl ate" name="Aut hori zati onSessi on"/ >
<nmet hod nane="POST" i d="creat eAut hori zati onSessi on" >
<r equest >
<representation medi aType="application/json"/>
</ request >
<r esponse>
<representati on nmedi aType="application/json"/>
</ response>
</ met hod>
<resource path="{GU D}">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CUl D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CGU D'/ >
<net hod name="DELETE" id="term nateSessi on"/>
<met hod nanme="POST" i d="post Ter m nat eSessi on"/ >
</resource>
</resource>
<resource path="wf/definitions">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_.Schena" type="xs:string"
style="tenpl ate" name="w/definitions"/>
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<met hod nanme="CGET" id="getLi st JSON'>
<r esponse>
<representation nmedi aType="application/json"/>
</ response>
</ met hod>
<resource path="{GU D}">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<param xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"
type="xs:string" style="tenplate" name="CGU D'/ >
<net hod name="POST" id="startProcess">
<r equest >
<representation medi aType="application/json"/>
</ request >
</ met hod>
<nmet hod nane="GET" id="getDefiniti onJSON'>
<r esponse>
<representati on medi aType="application/json"/>
</ response>
</ met hod>
</resource>
</ resource>
<resource path="wf/processes">
<param xm ns: xs="http: //ww. w3. or g/ 2001/ XM_.Schena" type="xs:string"
style="tenpl ate" name="w/processes"/>
<met hod nanme="CGET" id="getLi st JSON'>
<request >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="query" name="filter"/>
</ request >
<response>
<representation medi aType="application/json"/>
</ response>
</ met hod>
<resource path="{GU D}">
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<nmet hod nanme="GET" id="get ProcessJSON'>
<r esponse>
<representation nmedi aType="application/json"/>
</ response>
</ met hod>
<met hod nane="DELETE" id="term nat eProcess"/>
<net hod name="PCST" id="postlteni/>
</ resource>
</resource>
<resource path="wf/workitens">
<param xm ns: xs="http: //ww. w3. or g/ 2001/ XM_.Schena" type="xs:string"
styl e="tenpl ate" nanme="w/workitens"/>
<net hod nane="GET" id="getListJSON'>
<r equest >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="query" name="filter"/>
</ request >
<r esponse>
<representation nmedi aType="application/json"/>
</ response>
</ met hod>
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<resource path="{GU D}">
<par am xm ns: xs="htt p: // www. w3. or g/ 2001/ XM_Schena"
type="xs:string" style="tenplate" name="CU D'/ >
<param xm ns: xs="htt p: // ww. w3. or g/ 2001/ XM_Schema"
type="xs:string" style="tenplate" name="CU D'/ >
<met hod nanme="CGET" id="get|temISON'>
<response>
<representation nmedi aType="application/json"/>
</ response>
</ met hod>
<met hod nanme="PUT" id="putltenmISON'>
<r equest >
<representation medi aType="application/json"/>
</ request >
</ met hod>
<nmet hod nane="POST" i d="post|tenmISON'>
<r equest >
<representati on medi aType="application/json"/>
</ request >
</ met hod>
</resource>
</ resource>
</resource>
</resources>
</ appl i cation>
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19.1

19.2

19.2.1

19.2.2

ldentities Service

This section describes the Identities Service.

About the Identities Service

The Identities Service provides a REST endpoint for retrieving information about identities.

Accessing and Using the Identities Service

The Identities Service exposes resources to retrieve identity information. The service allows a user to
retrieve lists of identities or access specific identities by filter expression or identity ID.

Available Resources

There are several types of resources available for the service.

Identities Service

The service provides a resource URI for every object exposed. The Identities resource supports two
basic URI patterns:

+ Resource for returning a collection of identities
+ Resource for returning a specific identity instance

Services for Filtering, Debugging, and Displaying Schema
Information

The service supports the following paramters to allow you to perform operations on the primary
identities data set:

+ Afilter parameter to enable the filtering of result sets

+ A debug matrix parameter to enable you to return the JSON structures in a human readable
format

+ Aschema matrix parameter to enable you to return the schema for the data set

Complete URI Syntax

The following table shows the complete URI syntax for all resource end points associated with the
Identities Service, along with a description for each URI and a list of supported HTTP methods:
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Table 19-1 Resource URIs

URI Description
1 Entry point for the service.
Ivilidentities Will return a list of identities with minimum information

identities?filter={identity filter}

identities/{ldentity Id}

and a list of identity URI links that include the identity
GUID. The VDX services will be used to provide
identity information. This information will be based on
how the DAL user entity is defined. All attributes
defined by the DAL entry will be made available to the
identity JSON payload.

The following HTTP methods are supported with this
URI:

GET - This will return a collection of identies (JSON
Array).

POST — Not supported
PUT — Not supported
DELETE — Not supported

GET - The Identity ID parameter will be a GUID to
identify a specific identity within the LDAP realm. The
payload will include links to the identity's roles,
resources, and work items. The VDX services will be
used to provide identity information. This information
will be based on how the DAL user entity is defined. All
attributes defined by the DAL entry will be made
available to the identity JSON payload.

POST — Not supported
PUT — Not supported
DELETE — Not supported

If the “Accept” header is “image/gif’, then the identity
photo will be returned.

GET - The Identity ID parameter will be a GUID to
identify a specific identity within the LDAP realm. The
payload will include links to the identity's roles,
resources, and work items. The VDX services will be
used to provide identity information. This information
will be based on how the DAL user entity is defined. All
attributes defined by the DAL entry will be made
available to the identity JSON payload. In the case of
image type data, this might be just a link to this
information (still needs to be flushed out)

POST — Not supported
PUT — Not supported
DELETE — Not supported

If the “Accept” header is “image/gif’, then the identity
photo will be returned.
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19.2.3

URI Description

identities/{Identity Id}/{attribute ID} GET - A specific attribute for a specific identity ID.
POST — Not supported
PUT — Not supported
DELETE — Not supported

Note: application/json will be returned for all attributes
except for the attribute types of binary which an
“image/gif’ content type will be returned.

identities/{GUID} GET - Retrieves a user by GUID.
identities/{Fully qualified DN} GET - Retrieves a user by fully qualified DN.

Example: /vl/identities/
cn=ablake,ou=users,ou=idmsample,o=netiq

identities/{GUID}{ATTRIBUTE} GET - Retrieves a specific attribute for a user by
GUID.

identities/{Fully qualified DN}{ATTRIBUTE} GET - Retrieves a specific attribute for a user by fully
qualified DN.

Table 19-2 Matrix Parameters for Debugging and Displaying the Schema

URI Description

identities;debug This debug matrix parameter displays the identities
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

identities;schema The schena matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the workitems.

JSON Representations Received by the Client

This section shows the JSON structures received by the client for each resource. In each case, the
HTTP method is GET.

Identities Endpoint

The identities end point (/identities) returns a collection (JSON Array) of identities available to the
Directory Abstraction Layer (DAL).
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"Managers": [{
"DN': "cn=nmmackenzi e, ou=user s, ou=nedi cal -i dnmsanpl e, o=neti q",
"@QJ D': "1b9d83f a6f 03b64e5bbalb9d83f a6f 03",
"Link": "/RI S/vl/identities/1b9d83f a6f 03b64e5bbalb9d83f a6f 03",
"Val ue": "Margo MacKenzie"

H,
"DirectReports": [{}],
"Goups": [{
"DN': "cn=HR, ou=groups, ou=nedi cal -i dnsanpl e, o=neti q",
"GQUID': "7f7f381d9cc3ad4694967f 7f 381d9cc3”,
"Link": "",
"Val ue": "Human Resources"
H,
"Links": [
{

"Type": "w/workitens",
"Value": "Workitens",
"Link": "/RI S/ v1/wf/
wor ki tems?fi | t er =Addr essee¥3Dcn%3Dabl ake%2Cou%3Duser s%2Cou¥3Dedi cal -
i dnmsanpl e%2Co%3Dnet i "
T
{
"Type": "rol es",
"Val ue": "Roles",
"Link": "/RI S/v1/
rol es?filter=User%3Dcn¥8Dabl ake¥2Cou¥BDuser s¥2Cou¥3Dmedi cal - i dnmsanpl e%2Co%3Dnet i q"

}
1,

DN': "cn=abl ake, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"QUID': "26b65d8611075849e2b226b65d861107",

"Link": "/RIS/vl/identities/26b65d8611075849e2b226b65d861107",
"FirstNane": "Allison",

"Last Nane": "Bl ake",

"Title": "Payroll",

"Departnment”: "HR',

"Location": "Northeast",

"Emai |": "nthibault@etiq.cont,

"Tel ephoneNunber": " (555) 555-1222",

"Cty": "",

"Country": "",

"Post al Code": "",

"State": "",

"Street": ""

b

More identities

Identities/{ldentity Id} Endpoint

The identities/{ldentity 1d} endpoint returns specific identity information from the Directory Abstraction
Layer This information will be based on how the DAL user entity is defined. All attributes defined by
the DAL entry are made available to the identity JSON payload.
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"Managers": [{
"DN': "cn=nmackenzi e, ou=user s, ou=nedi cal -i dmsanpl e, o=neti q",
"GUI D': "1b9d83f a6f 03b64e5bbalb9d83f a6f 03",
“Link": "/RIS/vl/identities/1b9d83f a6f 03b64e5bbalb9d83f a6f 03",
"Val ue": "Margo MacKenzie"

H
"DirectReports": [{}],
"Goups": [{
"DN': "cn=HR, ou=groups, ou=nedi cal -i dnsanpl e, o=neti q",
"QUID': "7f7f381d9cc3ad4694967f 7f 381d9cc3",
"Link": "",
"Val ue": "Human Resources"
H,
"Links": [
{

"Type": "w/workitens",
“"Val ue": "Workitens",
"Link": "/RIS/v1/wf/
wor ki tems?fi | t er =Addr essee¥3Dcn%3Dabl ake%2Cou%3Duser s%2Cou%3Dredi cal -
i dmsanpl e%2Co%3Dnet i 9"
b
{
"Type": "rol es",
"Val ue": "Roles",
"Link": "/R S/v1/
rol es?filter=User%3Dcn¥%3Dabl ake¥2Cou%3Duser s%2Cou¥3Dmedi cal - i dnsanpl e%2Co%3Dnet i q"

}
1,

DN': "cn=abl ake, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"GUD': "26b6508611075849e2b226b65d861107",

"Link": "/R S/vl/identities/26b65d8611075849e2b226b65d861107",
"FirstName": "Allison",

"Last Nane": "Bl ake",

"Title": "Payroll",

"Departrment”: "HR',

"Location": "Northeast",

"Emai |": "nthibault@etiq.cont,

"Tel ephoneNumber”: " (555) 555-1222",

"Gty": "",

"Country": "",

" Post al Code": "",

"State": "",

"Street": ""

identities/{Identity Id}/{attribute ID} Endpoint

The identities/{ldentity Id} endpoint returns a specific identity attribute.

{
DN': "cn=abl ake, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"QUID': "26b65d8611075849e2b226b65d861107",
"Link": "/RIS/vl/identities/26b65d8611075849e2b226b65d861107",
"FirstNanme": "Allison"

}
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19.2.4 Event Status Codes

This section shows the event status codes for the available resources:

Table 19-3 Event Status Codes

URI Status codes

identities HTTP GET - Status 200 - OK
identities?filter={identity filter} HTTP GET - Status 200 - OK
identities/{Identity Id} HTTP GET - Status 200 - OK
identities/{Identity |d}/{attribute ID} HTTP GET - Status 200 - OK

The Jersey implemented error conditions are used. When server errors are found, Jersey returns the
appropriate 400 and 500 level codes.

518  NetlQ Identity Manager User Application: Administration Guide



20

20.1

20.2

20.2.1

20.2.2

Password Management Services

This section describes the Password Management Service.

About the Password Management Service

The Password Management Service provides REST endpoints for password management.

Accessing and Using the Password Management
Service

The Password Management Service exposes resources to perform various password management
functions.

NOTE: To test the REST service from remote client application, e.g. JAVA Swing, the client needs to
pass a Base64 encoded user/password in the RESTAuthorization HTTP header. For example:

Ht t pURLConnect i on passwor dURL = (Htt pURLConnection) new

URL( passwor d) . openConnection();

passwor dURL. set Request Met hod(" GET") ;

passwor dURL. set DoQut put (true);

passwor dURL. set ReadTi meout (20000) ;

passwor dURL. set Request Property(" RESTAut hori zation", new

String(Base64. encodeBase64( " user nane: passwor d". get Bytes("UTF-8")), "UTF-8"));
passwor dURL. connect () ;

Available Resources

There are several types of resources available for the Password Management Service:

+ Password Challenge Response
+ Password Hint Change

+ Change Password

+ Password Policy Status

+ Password Sync Status

+ Locale Change

Complete URI Syntax

The following table shows the complete URI syntax for all resource end points associated with the
Password Management Service, along with a description for each URI and a list of supported HTTP
methods:
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Table 20-1 Resource URIs

URI

Description

http(s)://host:port/war_context/roa/vl/pwdmgt/user/
{userDN}/chares

http(s)://host:port/war_context/roa/vl/pwdmgt/user/
{userDNY}/hint

http(s)://host:port/war_context/roa/vl/pwdmgt/user/
{userDN}/password

http(s)://host:port/war_context/roa/vl/pwdmgt/user/
{userDN}/policy

Password challenge response endpoint. Here is a
sample URL:

http://1 ocal host: 9000/ | DMProv/ roa/ v1/ pwdngt /
user/ cn=r est user, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=neti g/ chares

Supported HTTP methods:

GET: Get all challenge response information related to
the user DN specified in the URI in JSON format. -
Authentication needed.

POST: Post user answered challenge response
answers to the server and save.

Password hint change endpoint. Here is a sample
URL:

http://1 ocal host: 9000/ | DMProv/ roa/ v1/ pwdngt /
user/ cn=rest user, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=neti g/ hi nt

GET: Get all hint information related to the user DN
specified in the URI in JSON format - Authentication
needed.

POST: Post user entered hint to the server and save.
Change password endpoint. Here is a sample URL:

http://1 ocal host: 9000/ | DMProv/ roa/ v1/ pwdngt /
user/ cn=rest user, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=net i g/ passwor d

Supported HTTP methods:

GET: Get all password information related to the user
DN specified in the URI in JSON format -
Authentication needed.

POST: Post user entered new password to the server
and save.

Password policy status endpoint. Here is a sample
URL:

http://1 ocal host: 9000/ | DVMProv/ roal/ v1/ pwdngt /
user/cn=restuser, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=neti g/ policy

Supported HTTP methods:

GET: Get all password policy information related to the
user DN specified in the URI in JSON format -
Authentication needed.
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20.2.3

URI Description

http(s)://host:port/war_context/roa/vl/pwdmgt/user/ Password synchronization status endpoint. Here is a
{userDN}/sync sample URL;

http://1 ocal host: 9000/ | DMProv/ roa/ v1/ pwdngt /
user/ cn=rest user, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=neti g/ sync

Supported HTTP methods:

GET: Get all password synchronization status
information related to the user DN specified in the URI
in JSON format - Authentication needed.

http(s)://host:port/war_context/roa/vl/pwdmgt/user/ Locale change endpoint. Here is a sample URL.:

{userDNY}/locale
http://1 ocal host: 9000/ | DMProv/ roa/ v1/ pwdngt /

user/ cn=rest user, ou=Passwor d, ou=nedi cal -
i dnsanpl e, o=neti g/l ocal e

Supported HTTP methods:

GET: Get all locale information related to the user DN
specified in the URI in JSON format - Authentication
needed.

POST: Post user entered new locale to the server and
save.

JSON Representations Received by the Client

This section provides details about the JSON representations returned by the client.

Password Challenge Response

Here is some sample return data:

[{"error_message":""}, {"have_stored_chal | enges":"true", "use_mask":"fal se"},{"0":"W
hat is your nother's maiden
name?"},{"1":"color1"},{"use_grace_login":"true","grace_login_remaining":"3"}]

Each element is described below:

+ error_message: Any errors occurred during retrieving challenges data.
+ have_stored_challenges: Indicates if the user has a stored challenge question.

+ use_mask: Indicates if user's challenge answers should be marked when user enters challenge
answers, this is configured through User Application password administration screen.

+ {"0™:"What is your mother's maiden name?"},{"1":"colorl1"}: Challenge questions starting from
index 0. First group is administrator defined questions, second group is user defined questions.

+ use_grace_login Indicates whether the user is in grace login.

+ grace_login_remaining: Number of grace logins remaining.

Here is some sample POST data:
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Table 20-2 Sample POST data

Field Name Field Value

_answerOmaiden

_answerlredred

_from_seq0 1

_from_seql 2

_question0 What is your mother’s maiden name?
_questionl colorl

NOTE: _question0 _questionl, answer0, answerl are the challenge questions and answers
sequence. _from_seq0 and _from_seql are corresponding to challenge questions and answers pair
0 and 1, this is because when form validation is kicked in, if validation failed, the error message sent
back will refer to form fields starting from 1, instead of 0.

Here is some sample return data from the POST:
[{"success_nessage": "Chal | enge responses were saved successfully"}]
Each element is described below:

¢ success_message: Success message indicating that the save operation succeeded.
+ error_message: Error message indicating that the save operation failed.

Password Hint Change

Here is some sample return data:

[{"hint":"new hint message","hint_in_use":"Hnt is not in
use","hint_invalid":"Hnt is invalid","message":"Any other error
nessage"}, {"use_grace_l ogin":"true", "grace_|l ogi n_remai ning":"3"}]

Each element is described below:

+ hint: Password hint.

+ hint_in_use: If this field exists in the returned JSON message, then it indicates the password hint
is not in use with this user.

+ hint_invalid:If this field exists in the returned JSON message, then it indicates the password hint
is invalid.

+ message: If this field exists in the returned JSON message, then it indicates some error
occurred.

+ use_grace_login: Indicates whether the user is in grace login.
+ grace_login_remaining: Number of grace logins remaining.

Here is some sample POST data:
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Table 20-3 Sample POST Data

Field Name Field Value

hint REST user name

Here is some sample return data from the POST:
[{"success_nessage": " Success"}]
Each element is described above:

+ success_message: Indicates that the hint save operation was successful.
+ error_message: Indicates that the hint save operation failed.

Change Password

Here is some sample return data:

[{"hintInUse":"true","hint":"rest user

nanme", "showSyncStatus": "fal se", "rules":"<tr><td class=\"nv-fontSmall \">Your
password must have the follow ng properties:<\/td><\/tr><tr><td cl ass=\"nv-
fontSmall nv-fontBold \"><\/td><\/tr><tr><td><ul ><li class=\"nv-

font Smal | \">M ni mum nunber of characters in password: 4<\/li><li class=\"nv-
font Smal | \ " >Maxi mum nunber of characters in password: 12<\/li><\/ul><\/td><\/
tr><tr><td class=\"nv-fontSmal | \">You may use nunbers in your password.<\/td><\/
tr><tr><td class=\"nv-fontSnall nv-fontBol d\"><\/td><\/tr><tr><td><ul ><\/ul ><\/
td><\/tr><tr><td class=\"nv-fontSmal | \">The password is case sensitive.<\/td><\/

tr><tr><td class=\"nv-fontSmal|l nv-fontBol d\"><\/td><\/tr><tr><td><ul >\/ul ><\/
td><\/tr><tr><td class=\"nv-fontSmal |\">You may use special characters in your
password. <\/td><\/tr><tr><td class=\"nv-fontSmall nv-fontBol d\"><\/td><\/

tr><tr><td><ul >\ /ul >\ /td><\/tr>"},{"error_nessage","Error has
occurred"},{"use_grace_login":"true","grace_|l ogi n_remai ning":"5"}]

Each element is described below:

+ hint_in_use: Indicates whether password hint is in use with this user.

+ hint: User's password hint.

+ ShowSyncStatus: If to show password sync status screen after user changes password.
+ rules: User's password rules.

+ error_message: Error message if error has occurred.

+ use_grace_login: Indicates whether the user is in grace login.

+ grace_login_remaining: Number of grace logins remaining.

Here is some sample POST data:

Table 20-4 Sample POST Data

Field Name Field Value
oldPassword test
newPassword netiq
retypeNewPassword netiq
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Here is some sample return data from the POST:

[{"pwdChgRt nPage": "", "accessMyr": "fal se", "pwd_chg_rtn_page": "Password Change
Ret urn Page", "success_nessage": "Your password has been changed successfully."}]

Each element is described above:

+ pwdChgRtnPage: Password change return page link - this is used when access manager is
used when accessing REST service, so user knows where he can go after changing password.

+ accessMgr: Indicates whether REST service is accessed through access manager.
+ pwd_chg_rtn_page: This is just a localized label for pwdChgRtnPage link.

+ success_message: Indicates that the password change is successful.

+ error_message: Indicates that the password change failed.

Password Policy Status

Here is some sample return data:

[{"chal | engeresponse_status":"Valid","hint_status":"Invalid", "password_status":"Va
lid'},{"error":"error
occurred"},{"use_grace_login":"true","grace_|l ogi n_remai ning":"3"}]

Each element is described below:

*

challengeresponse_status: Indicates if challenge response status is valid.
+ hint_status: Indicates if hint status is valid.

+ password_status: Indicates if password change is needed. If password change is needed, then
this field will return “Invalid”, else return “Valid”.

+ error: If exists, then error occurred.
¢ use_grace_login: Indicates whether the user is in grace login.
+ grace_login_remaining: Number of grace logins remaining.

Password Synchronization Status

Here is some sample return data:

[{"0004": "Success", "check_tinmeout":"3000", "unchecked": "Unchecked", "buffer_tine":"0
", "0001": "Warni ng"

,"0000":"Error","0003": "Fatal ", "0002": "Retry", "i mage_servl et": "passwor dSyncAppl nag
e","error_occurred":"Error occurred, please contact

adm nistrator.","error_conplete":"Application synchronization status check
conpleted with errors. Contact your admi nistrator for nore
details.","supervisor":"fal se", "check_exceeded": " Check count

exceeded. ", "ti meout _nmessage": " Application synchronization status check
timeout.","success_conpl ete": " Application synchronization status check conpl eted
successfully.","images_per_row':"4","processing":"Processing...... ","no_app_config

ured":"There are no applications configured for Password Synchroni zation at this
time.","process_count":"3","timeout":"300000", "invalid-hash":"Hash Not

Mat ch"}, {" D37BBE8D658A344CAAADD37BBESDG58A" : " App2"}, {"error _message":""}, {"use_gra
ce_login":"true","grace_l ogin_remaining":"2"}]

Each element is described below:

+ Group 1: Returns a list of localized status message for displaying password sync status.
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+ Group 2: Returns a list of Configured Applications to check for password sync status. For each
configured application, will return "App's GUID" and "App's Name" which is configured by User
Application administrator.

+ Group 3:

+ error_message: If an error occurs, this field shows the message.
+ Group 4:

¢ use_grace_login: Indicates whether the user is in grace login.

+ grace_login_remaining: Number of grace logins remaining.

Here is some sample POST data:

Table 20-5 Sample POST Data

Field Name Field Value
guid Application GUID
userDN If checking user using Administrator credentials, then

pass userDN, if user is self checking password sync
status, then pass blank value.

Here is some sample return data from the POST:
[{"status":"0002"},{"error_message":"Error occurred"}]
Each element is described above:

+ Group 1: Returns user's password sync status on this application indicated by GUID.
+ Group 2: If an error occurs, the error_message field shows the message.

Locale Change

Here is some sample return data:

[{"en":"English"}, {"NOT_AN OPTION':"Select a locale to add...","zh-CN': " Chi nese
(China)","zh-TW: " Chi nese
(Taiwan)","nl":"Dutch","fr":"French","de":"German","it":"Italian","ja":"Japanese",
"pt":"Portuguese", "ru":"Russian","es":"Spani sh", "sv":"Swedi sh"}, {"message":""},{"d

i splay_nanme": "First Nane

Last Nane", "use_grace_| ogi n":"true", "grace_|l ogi n_renai ni ng":"5"}]

Each element is described below:
+ Group 1: Returns a list of the user's configured locales.
+ Group 2: Returns a list of available locales.
+ Group 3: Any error messages are returned here.
+ Group 4:
+ use_grace_login: Indicates whether the user is in grace login.

¢ grace_login_remaining: Number of grace logins remaining.

Here is some sample POST data:
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Table 20-6 Sample POST Data

Field Name Field Value

locale en|fr

Here is some sample return data from the POST:

[{"message": "Local e Preferences Saved"}]
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21.1

21.2

21.2.1

Resources Service

This section describes the Resources Services.

About the Resources Service

The Resources Service provides a REST endpoint for retrieving information about resources.

Accessing and Using the Resources Service

The Resources Service exposes resources to retrieve resources information. The service allows you
to retrieve lists of resources or access specific resources by filter expression or resource ID.

IMPORTANT: To view resource detail and resource assignments by using the resource/{resource id}
and resource/{resource id}/assignments end points, you need to be a Resource Administrator and a
Provisioning Administrator. The Resource Administrator must have appropriate permissions on the
Provisioning domain. To provide these permissions:

1. Log into the User Application as the Provisioning Administrator.

2. Give all domain rights to the Resource Administrator including rights on the Provisioning domain.
3. Login to iManager.
4

. Add Resource Administrator as a trustee of Resource-Config in iManager.

Available Resources

Resources Service

The service provides a resource URI for every object exposed. The Roles resource supports the
following URI patterns:

+ Resource for returning a collection of resources

+ Resource for returning a specific resource instance

+ Resource for returning all assignments for a specific resource instance
+ Resource for returning a particular resource assignment

Services for Filtering, Debugging, and Displaying Schema
Information

The service supports the following parameters to allow you to perform operations on the primary
resources data set:

+ Afilter parameter to enable the filtering of result sets
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+ A debug matrix parameter to enable you to return the JSON structures in a human readable

format

+ A schema matrix parameter to enable you to return the schema for the data set

Complete URI Syntax

The following table shows the complete URI syntax for all resource end points associated with the
Resources Service, along with a description for each URI and a list of supported HTTP methods:

Table 21-1 Resource URIs

URI

Description

/resources

Iresources/{Resourceld}

/resources/{Resourceld}/assignments

Iresources/{Resourceld}/assignments/{assignment id}

/resources/refreshCodeMap

GET - Will return a list of resources with minimal
information and a list of role URI links that include the
role GUID

POST — Not supported
PUT — Not supported
DELETE — Not Supported

GET - The Resource ID parameter is a GUID used to
identify a specific resource within the LDAP realm

POST — Not supported
PUT — Not supported
DELETE — Not Supported

GET - Will return a list of assignments for a specific
resource. This will be a list of assignments to users.

POST — Not supported
PUT — Not supported
DELETE — Not Supported

GET - Displays information on a specific resource
assignment.

POST — Not supported
PUT — Not supported
DELETE — Not Supported
GET - Not supported

POST — Triggers a code map refresh for an
entitiement. The request to trigger the refresh takes in
an entittement DN and the response includes a
detailed status containing information about the
codemap refresh, such as the last refresh time and
refresh status.

PUT — Not supported

DELETE — Not Supported
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URI Description

/resources/refreshStatus/{GUID} GET - Fetches the status of a code map refresh
(RUNNING, COMPLETED, FAILED). The request to
fetch the refresh status takes in an entitement DN and
returns details outlining the status of the code map
refresh that was triggered previously.

POST — Not supported

PUT — Not supported

DELETE — Not Supported
/resources/checkCodeMapValueStatus GET - Not supported

POST - Checks for the existence of an entitlement
value in the RBPM code map.

PUT — Not supported
DELETE — Not Supported
/resources/checkMultiCodeMapValueStatus GET - Not supported

POST — Checks for the existence of multiple
entitiement values in the RBPM code map.

PUT — Not supported

DELETE — Not Supported

The following table lists the parameters for debugging and displaying the schema:

Table 21-2 Matrix Parameters for Debugging and Displaying the Schema

URI Description

resources;debug This debug matrix parameter displays the resources
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

resources;schema The schena matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the resources.

JSON Representations

This section provides the JSON representation for the resources endpoint.

Resources Endpoint

JSON Response The resources end point (/resources) returns a collection (JSON Array) of
resources.
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"Link": "\/RIS\/resources\/9ca222f ad9f 942ed4a7f 879ca222f a9f 94",

"DN':
"cn=Bui | di ngAccessWest, cn=Resour ceDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Dor adoDri ver,
cn=TestDrivers, o=netiq",

"GQUID': "9ca222f a9f 942e4da7f 879ca222f a9f 94"

"Nanme": "West Building Access",

"description" : "West Building Access",

"Cat egoryKey": ["default"],

RefreshCodeMap Endpoint

JSON Request The refreshCodeMap endpoint (/resources/refreshCodeMap) sends a JSON request
in this format.

{

"DN' : "cn=Buil di ng Pass, cn=GoupEntitl ement Loopback, cn=TestDri vers, o=neti q"

}

JSON Response The refreshCodeMap endpoint (/resources/refreshCodeMap) returns a detailed
status containing information about the code map refresh.

{"GUID":"46d1b6b9aeca3264b9ca946dib6b9aea3", "Status": "true", "DN': "cn=Bui | di ng

Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=netiq", "DetailedStatus":[[{"GU D
":"46d1b6b%9aea3264b9ca946d1lb6b9aea3d”, " Stat us": " SUCCESS", "Enti t| ement -

DN': "cn=Bui | di ng Pass, cn=G oupEnti t| enent Loopback, cn=Test Dri vers, o=netiq", "Last -
Ref resh":"1329373072390", " Connecti on- Nane": "1111"}]]}

RefreshStatus Endpoint

JSON Response The refreshStatus endpoint (/resources/refreshStatus/{GUID}) returns details
outlining the status of a previously triggered code map refresh.

{" CodeMapRefreshStatus":[{"CGUI D': "46d1b6b9aea3264b9ca946d1lb6b9aea3d", " Stat us": " 1329
373072390", "Entitlement-DN': "cn=Bui |l di ng

Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q", "Last -

Ref resh":"1329373072390", " Connect i on- Nane": " 1111"}]}

CheckCodeMapValueStatus Endpoint

JSON Request The checkCodeMapValueStatus endpoint (/resources/checkCodeMapValueStatus)
sends a JSON request in this format:

{

"entitlementDN' : "cn=Building

Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q",
"connectionName" : "test",

"codeMapVal ue" : "Waltham Spring Street”

}

JSON Response The checkCodeMapValueStatus endpoint (/resources/checkCodeMapValueStatus)
returns the status for an entitlement value in this format:
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{"UpToDate": "fal se","Val ue": "Wl t ham Spri ng

Street","RefreshStatus": {"GU D': "46d1b6b9aea3264b9ca946d1b6b9aeal3", " St at us": " SUCCE
SS","Entitlenent-DN':"cn=Buil di ng

Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q", "Last -
Refresh":"1329712008390", " Connect i on- Nane": "test"}}

CheckMultiCodeMapValueStatus Endpoint

JSON Request The checkMultiCodeMapValueStatus endpoint (/resources/
checkMultiCodeMapValueStatus) sends a JSON request in this format:

{ "entitlementParams" : |
{
"entitlementDN' : "cn=Buil ding
Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q",
"connectionName" : "test",
"codeMapVal ue" : "Waltham Spring Street"”
b
{
"entitlementDN' : "cn=ParKking
Per mi ssi on, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q",
“connectionName" : "testl",
"codeMapVal ue" : "Canbridge: Main Street"”
}
]
}

JSON Response The checkCodeMapValueStatus endpoint (/resources/
checkMultiCodeMapValueStatus) returns the status for the specified entitlement values in this format:

{" CodeMapVal ueStatus": [{"UpToDate": "fal se", "Val ue": "Wl t ham Spri ng
Street","RefreshStatus": {"GU D': "46d1b6b9aea3264b9ca946d1b6b9aeal3", " St at us": " SUCCE
SS","Entitlenent-DN':"cn=Buil di ng

Pass, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q", "Last -

Ref resh":"1329712008390", " Connect i on-

Nane":"test"}},{"UpToDate":"fal se", "Val ue": " Canbri dge: Mai n

Street","RefreshStatus": {"GU D': "d33a80aelch82e4c80b9d33a80aelch8", " St at us": " SUCCE
SS","Entitlenent-DN':"cn=Parking

Per mi ssi on, cn=G oupEnt i t | enent Loopback, cn=Test Dri vers, o=neti q", "Last -
Refresh":"1329686444156", " Connecti on- Nane": "test1"}}]}
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22.1

22.2

22.2.1

Roles Service

This section describes the Roles Service.

About the Role Service

The Roles Service provides a REST endpoint for retrieving information about roles.

Accessing and Using the Role Service

The Roles Service exposes resources to retrieve roles information. The service allows you to retrieve
lists of roles or access specific roles by filter expression or role ID.

IMPORTANT: To view role detail and role assignments by using the role/{role id} and role/{role id}/
assignments end points, you need to be a Role Administrator and a Provisioning Administrator. The
Role Administrator must have appropriate permissions on the Provisioning domain. To provide these
permissions:

1. Log into the User Application as the Provisioning Administrator.

2. Give all domain rights to the Role Administrator including rights on the Provisioning domain.
3. Login to iManager.
4

. Add Role Administrator as a trustee of Role-Config in iManager.

Available Resources

There are several types of resources available for the service.

Roles Service

The service provides a resource URI for every object exposed. The Roles resource supports the
following URI patterns:

+ Resource for returning a collection of roles
+ Resource for returning a specific role instance
+ Resource for returning assignments for a specific role instance

+ Resource for returning SoDs for a specific role instance

Services for Filtering, Debugging, and Displaying Schema
Information

The service supports the following parameters to allow you to perform operations on the primary roles
data set:

+ Afilter parameter to enable the filtering of result sets
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+ A debug matrix parameter to enable you to return the JSON structures in a human readable

format

+ A schema matrix parameter to enable you to return the schema for the data set

Complete URI Syntax

The following table shows the complete URI syntax for all resource end points associated with the
Roles Service, along with a description for each URI and a list of supported HTTP methods:

Table 22-1 Resource URIs

URI

Description

/roles

Iroles?filter={role filter expression}

GET - Will return a list of roles with minimum
information and a list of role URI links that include the
role GUID

POST — Not supported

PUT — Future. The PUT operation with the appropriate
JSON structure will be used to create a new role. The
Role JSON structure will be the same as the one used
for the /roles/{RolelD} GET end point

DELETE — Not Supported

GET - The above list can then be filtered by entering a
role filter expression on the URI.

The role filter expression must use the following
syntax:

Attri but e%®20Qper at or %20' Val ue'
Attri but e must be one of the following:
* Name
* Description
Oper at or must be one of the following:
* equal
¢ startwith

¢ endwith

+ not equal
For example:

/roles?filter=Description%0
startwi tho®20' test'

NOTE: The expression must include spaces between
the Attri but e, Qper at or, and Val ue elements, and
the Val ue must be enclosed in single quotes (' ).
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URI Description

/roles/{Roleld} GET - The Role ID parameter will be a GUID to identify
a specific role within the LDAP realm.

POST - Future. Provide ability to modify a specific
role.

PUT — Not supported
DELETE - Future. Will remove the role.

/roles/{Roleld}/assignments GET - Will return a list of assignments for a specific
role. This will include assignments to other users,
groups, and containers assigned to a role. It does not
include role relationship information (information about
roles assigned to another to a role).

PUT — Future. The PUT operation with the appropriate
JSON structure will be used to assign the role to
another role, user, group, or container.

POST — Not supported
DELETE — Not supported

/roles/{Roleld}/assignments/{assignmentID} GET - Display information on a specific role
assignment. The assignment ID will be a GUID
representing either a role, group, user or container.

PUT — Not supported
POST — Not supported
DELETE — Future. Remove the specific assignment

/roles/{Roleld}/sods GET - Will return a list of SODs for a specific role. This
information will be crucial for clients that want to assign
roles. Before the assignment, this REST end point
should be executed to determine if any SODs exist for
that particular role.

PUT — Not supported

POST — Not supported

DELETE — Not supported
/roles/{Roleld}/sods/{sodID} GET - Display information on a specific SOD.

PUT — Not supported

POST — Not supported

DELETE — Not supported
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Table 22-2 Matrix Parameters for Debugging and Displaying the Schema

URI Description

roles;debug This debug matrix parameter displays the roles JSON
structure in human readable format, as opposed to
compressed format. This matrix parameter can be put
anywhere in the URI.

roles;schema The schena matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the roles.

22.2.3 JSON Representations

This section shows the JSON structures received by the client for each resource. In each case, the
HTTP method is GET.

Roles Endpoint

The roles end point (/roles) returns a collection (JSON Array) of roles.

[

"Links": [{
"Link": "/RI S/vl/roles/372c47071345ae463db5372c47071345/ assi gnnment s",
"Type": "Assignnments",

"Val ue": "Assignnments"
},
{
"Link": "/R S/vl/rol es/372c47071345ae463db5372c47071345/ sods",
"Type": "SODS',
"Val ue": " SODS"
H,

DN': "cn=Schedul er System
Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test D
rivers, o=netiq",

"QU D': "372c47071345ae463db5372c47071345",

“Link": "/PCC/roalvl/rol es/372c47071345ae463db5372c47071345",

"Name": "Schedul er System Access",

"Description": "Schedul er System Access",

"Cat egoryKey": ["systeni],

"Rol eLevel ": {

“Nane": "Perm ssion Role",
"Description": "Permssion to connected systens",
"level": "10"
}
b
{
"Links": [{
"Link": "/RI S/vl/rol es/ 3059a9b358c8ba4f 0ab53059a9b358¢c8/ assi gnnent s",
"Type": "Assignments",
"Val ue": "Assignments"
b

{
"Link": "/R S/vl/rol es/ 3059a9b358c8badf 0ab53059a9bh358¢c8/ sods",
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"Type": "SCDS',
"Val ue": "SODS'
H,
"DN': "cn=ER Access-
West, cn=Level 10, cn=Rol eDef s, cn=Rol eConf i g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri
vers, o=netiq",
"GJ D': "3059a9h358c8ha4f 0ab53059a9b358c8",
"Link": "/R S/vl/rol es/ 3059a9b358c8ba4f 0ab53059a9b358¢c8",
"Nanme": "ER Access(West Canpus)",
"Description": "ER Access (West Canpus)",
"Cat egoryKey": ["building"],
"Rol eLevel ": {

"Nane": "Perm ssion Role",
"Description": "Permssion to connected systens",
"level": "10"

Roles/{Roleld} Endpoint
The roles/{Roleld} endpoint returns specific role information.
{
"Links": [{
"Link": "/RI S/vl/roles/372c47071345ae463db5372c47071345/ assi gnment s",
"Type": "Assignments",

"Val ue": "Assignments"
b
{
"Link": "/RI S/vl/rol es/372c47071345ae463db5372c47071345/ sods",
"Type": "SODS',
"Val ue": "SODS"
H,

DN': "cn=Schedul er System
Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConf i g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test D
rivers, o=netiq",

"QU D': "372c47071345ae463db5372c47071345",

"Link": "/POC/roalvl/roles/372c47071345ae463db5372c47071345",

"Name": "Schedul er System Access"”,

"Description": "Schedul er System Access",

"Cat egoryKey": ["systeni],

"Rol eLevel ": {

"Nane": "Perm ssion Role",
"Description": "Permssion to connected systens”,
"level": "10"

Roles/{Roleld}/assignments Endpoint

This endpoint returns a list of assignments for a specific role.
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"Containers": [],
"Goups": [],
"Roles": |

{
"DN': "cn=Wite
Prescri ptions, cn=Level 10, cn=Rol eDef s, cn=Rol eConf i g, cn=AppConf i g, cn=Pi cassoDri ver, c
n=Test Dri vers, o=netiq",
"GQUID': "7ceeB8c618a2e8a436eb87cee8c618a2e",
"Val ue": "Wite Prescription”,
"link": "/RIS/vl/rol es/ 7cee8c618a2e8a436eb87cee8c618a2e"

},

{
"DN': "cn=Adnminister
Dr ugs, cn=Level 10, cn=Rol eDef s, cn=Rol eConf i g, cn=AppConf i g, cn=Pi cassoDri ver, cn=Test Dr
i vers, o=netiq",
"QUID': "edcc5430f 3ela74041lacedcc5430f 3el”,
“"Val ue": "Adm nister Drug",
"Link": "/RI S/vl/rol es/ edcc5430f 3ela74041lacedcc5430f 3el"

},

{
"DN': "cn=Order Medi cal
Test s, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dr
i vers, o=netiq",
"GUI D': "1a3381b0b849c04c1f981a3381b0b849",

"Val ue": ,
"Link": "/R S/vl/rol es/ 1a3381b0b849c04c1f 981a3381b0b849"

}

{
"DN': "cn=Perform Medi cal
Test s, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dr
i vers, o=netiq",
"GUID': "4146615061202f 4231b6414661506120",
"Val ue": "",
"Link": "/R S/vl/rol es/ 4146615061202f 4231b6414661506120"
}
1.
"Users": [{
"DN': "cn=abl ake, ou=user s, ou=nedi cal -i dmsanpl e, o=neti q",
"GQUID': "26b65d8611075849e2b226h65d861107",
"Val ue": "Allison Bl ake",
“Link": "/RIS/vl/identities/26b65d8611075849e2h226b65d861107"
.
"DN':
"cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=T
estDrivers, o=netiq",
"GUID': "80146f8473973942ceb380146f 847397",
"Link": "/R S/vl/rol es/ 80146f 8473973942ceb380146f 847397",
"Name": "Doctor",
"Description": "Doctor"

Roles/{Roleld}/assignments/{assignmentID} Endpoint

This endpoint returns information on a specific role assignment.
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{
"Users": [{
"DN': "cn=abl ake, ou=user s, ou=nedi cal -i dmsanpl e, o=neti q",
"GQUID': "26b65d8611075849e2b226h65d861107",
“Value": "Alison Bl ake",
“"Link": "/RIS/vl/identities/26b65d8611075849e2h226b65d861107"
.
"DN":
"cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=T
estDrivers, o=netiq",
"GUID': "80146f8473973942ceb380146f847397",
"Link": "/R S/vl/rol es/ 80146f 8473973942ceb380146f 847397",
"Name": "Doctor",
"Description": "Doctor"

Roles/{Roleld}/sods Endpoint

This endpoint return a list of SoDs for a specific role. This information is crucial for clients that want to
assign roles. Before the assignment, this REST end point should be executed to determine if any
SODs exist.

{
"DN':
" cn=S0D, cn=SodDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=TestDri vers, o=ne
tig",
"QUI D': "80146f8473973942ceb380146f 847397",
"Link": "/RI S/vl/rol es/ 3059a9b358c8badf 0ab53059a9b358c8/ sods/
80146f 8473973942ceb380146f 847397",

"Narme" : "sod nane",

"Description" : "sod description",
"Quorum' : "50%,

" Approval Type" : "SOD approval type",

"Roles" : [ {"DN":
"cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=T
estDrivers, o=netiq",
"QJ D': "3059a9b358c8ba4f 0abh53059a9b358¢c8",
“Link": "/RI S/vl/rol es/ 3059a9b358c8ba4f 0ab53059a9b358c8",
“Nane": "Doctor",
"Description": "Doctor"},
{"DN":
"cn=Nur se, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Te
stDrivers, o=netiq",
"GUI D': "3059a9b358c8ba4f 0ab53059a9b358c8",
“Link": "/RI S/vl/rol es/ 3059a9b358c8ba4f 0ab53059a9b358c8",
"Name": "Nurse",
"Description": "Nurse"}
]
"RequestDefinition" : {
"Val ue": "Role Approval ",
"DN': "cn=Rol e
Appr oval , cn=Request Def s, cn=AppConfi g, cn=Cari bouDri ver, cn=Test Dri vers, o=neti q",
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"QUI D': "c24dc77790ea497eb07617341c01e718",
"Link": "/RI S/wf/definition/c24dc77790ea497eb07617341c01e718"
b
"Approvers" : [ {"DN': "cn=abl ake, ou=user s, ou=nedi cal -i dnsanpl e, o=neti q",
"QUID': "26b65d8611075849e2b226b65d861107",
"Link": "/RIS/vl/identities/26b65d8611075849e2b226b65d861107",
"Value" : "Allison Bl ake"},
{"DN": "cn=mmackenzi e, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"GQUID': "26b65d8611075849e2b226b65d861107",
"Link": "/RIS/vl/identities/26b65d8611075849e2b226b65d861107",
"Val ue" : "Margo Mackenzie"}

b

Roles/{Roleld}/sods/{sodID}

This endpoint returns information on a specific SoD.

{
"DN'":
"cn=SOD, cn=SodDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=TestDri vers, o=ne
tig",
"QUI D': "80146f8473973942ceh380146f 847397",
“Link": "/RI S/vl/rol es/ 3059a9bh358c8ba4f 0ab53059a9b358c8/ sods/
80146f 8473973942ceb380146f 847397",

“Narme" : "sod nane",

"Description" : "sod description”,
"Quorum' : "50%,

" Approval Type" : "SOD approval type",

"Roles" : [ {"DN":
"cn=Doct or, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=T
estDrivers, o=netiq",
"QUI D': "3059a9b358c8ba4f 0ab53059a9b358¢c8",
"Link": "/R S/vl/rol es/ 3059a9b358c8bha4f 0ab53059a9b358c8",
“Name": "Doctor",
"Description": "Doctor"},
{"DN":
"cn=Nur se, cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Pi cassoDri ver, cn=Te
stDrivers, o=netiq",
"QUI D': "3059a9b358c8ba4f 0ab53059a9b358¢c8",
"Link": "/RI S/vl/rol es/ 3059a9b358c8ba4f 0abh53059a9b358¢c 8",
“Nane": "MNurse",
"Description": "Nurse"}
]
"Request Definition" : {
"Val ue": "Rol e Approval ",
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"DN': "cn=Rol e
Appr oval , cn=Request Def s, cn=AppConfi g, cn=Cari bouDri ver, cn=Test Dri vers, o=neti q",
"GQUID': "c24dc77790ea497eb07617341c01e718",
"Link": "/RIS/wi/definition/c24dc77790ea497eb07617341c01e718"
b
"Approvers" : [ {"DN': "cn=abl ake, ou=user s, ou=nedi cal -i dnsanpl e, o=neti q",
"GUD': "26b6508611075849e2b226b65d861107",
"Link": "/RI S/vl/identities/26b65d8611075849e2b226b65d861107",
"Value" : "Allison Bl ake"},
{"DN": "cn=mmackenzi e, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"GU D': "26b65d8611075849e2b226b65d861107",
"Link": "/RI S/vl/identities/26b65d8611075849e2b226b65d861107",
"Val ue" : "Margo Mackenzie"}

22.24 Event Status Codes

This section shows the event status codes for the available resources:

Table 22-3 Event Status Codes

URI Status codes

roles HTTP GET - Status 200 - OK

HTTP PUT — Status 200 - OK
roles/{Roleld} HTTP GET - Status 200 - OK

HTTP POST — Status 200 — OK

HTTP DELETE — Status 204 — No Content
roles/{Roleld}/assignments HTTP GET - Status 200 - OK

HTTP PUT — Status 200 - OK
roles/{Roleld}/assignments/{assignmentID} HTTP GET - Status 200 - OK

HTTP DELETE — Status 204 — No Content
roles/{Roleld}/sods HTTP GET - Status 200 - OK

roles/{Roleld}/sods/{sodID} HTTP GET - Status 200 - OK

The Jersey implemented error conditions are used. When server errors are found, Jersey returns the
appropriate 400 and 500 level codes.
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23

23.1

23.2

23.2.1

Work Items Service

This section describes the Work Items Service.

About the Work Items Service

The Work Items Service provides a REST endpoint for retrieving work items associated with
provisioning workflows.

Accessing and Using the Work Items Service

The Provisioning Work Items Service exposes resources to retrieve provisioning work item
information. The service allows a user is able to retrieve all work items related to himself or herself
and then act upon a specific work item if so desired (Approve, Deny, Refuse).

Removing Administrator Credential Restrictions By default, the Provisioning Work Items Service
requires that the HTTP session logged in user have administrator credentials. This restriction can be
removed to allow a session with a logged in user who does not have administrator credentials to
invoke the methods for the service. To allow non-administrative users to call workflow endpoints, you
need to modify your configuration as described in Section 11.1, “About the Provisioning Web
Service,” on page 235 and Section 14.1, “About the Directory Abstraction Layer (VDX) Web Service,”
on page 331.

Available Resources

There are three types of resources available for the service.

Entry Point

The entry point URI for the Provisioning Work Items Service is:
/vl

The root entry point returns a list of all resources available.

Workitems Resource

The service provides a resource URI for every object exposed. The Work Items resource supports
two basic URI patterns:

+ Resource for returning a collection of work items

+ Resource for returning a specific work item instance
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Resources for Filtering, Debugging, and Displaying Schema
Information

The service supports the following parameters to allow you to perform operations on the primary work
items data set:

+ Afilter parameter to enable the filtering of result sets

+ A debug matrix parameter to enable you to return the JSON structures in a human readable
format

+ A schema matrix parameter to enable you to return the schema for the data set

23.2.2 Complete URI Syntax

544

The following table shows the complete URI syntax for all resource end points associated with the
Work Items Service, along with a description for each URI and a list of supported HTTP methods:

Table 23-1 Resource URIs

URI Description
1 Entry point for the service.
Iv1/wflworkitems Will return a collection (JSON Array) of work items

available in the work flow sub system.

Note: the URI is preceded with “wf/” this is to allow us
to introduce other work flow related ROA services in
the future such as “wf/processes” which will list all
processes available in the work flow sub system.

The following HTTP methods are supported with this
URI:

GET - This will return a collection of work items (JSON
Array).

POST — Not supported
PUT — Not supported

DELETE — Not supported
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URI

Description

Iv1/wflworkitems?filter={parameter}={value}

Iv1/wflworkitems?filter=workid={work id}

Return a collection of work items (JSON Array) for a
specific addressee DN.

The possible query parameters are listed below:
Addressee Addressee DN

Definitionld Process DN

Processtld Process request instance ID (GUID)
Activityld Activity ID

Status Status code (Integer)

Owner Owner DN

Priority Priority (Integer)

CreationTime Creation time (date-time format)
followed by operator (EQ, LT, LE, GT, GE). Example:
20080723044715000-0400EQ

ExpTime Expiry time(date-time format) followed by
operator (EQ, LT, LE, GT, GE). Example:
20080723044715000-0400EQ

CompletionTime Completion time(date-time format)
followed by operator (EQ, LT, LE, GT, GE). Example:
20080723044715000-0400EQ

Recipient Recipient DN
Initiator Initiator DN

Here is an example that illustrates filtering by
addressee:

/vl wi/
wor ki tens?filter=addressee¥8dcn%3dadni n, ou%3
di drsanpl e, 0%3dnet i q

Return a specific work item (JSON Array) instance
based on the work item GUID.

Example:

Il wi/
wor ki tens?fi | t er =wor ki d%3d456789af bc78

Note: the URI must be fully URL encoded.
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23.2.3

URI

Description

I1/wflworkitems/{WorkId}

This will return a single JSON Object with all the work
item details. This will include the data items and
actions allowed on the work item.

The following HTTP methods are supported with this
URL:

GET - Return a specific work item instance (JSON
Object) with all details. This will include the actions
supported and data items available for that work item

PUT — Forward the appropriate action on the work
item.

POST — Same as PUT because of limitations in
browsers to set the PUT method

DELETE — Not supported

Table 23-2 Matrix Parameters for Debugging and Displaying the Schema

URI

Description

Iv1iwflworkitems;debug

Iv1iwflworkitems/{Workld};debug

v1/wflworkitems;schema

Iv1/wflworkitems/{Workld};schema

This debug matrix parameter displays the workitems
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

This debug matrix parameter displays the work 1D
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the workitems.

The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the work ID.

JSON Representations Received by the Client

This section shows the JSON structures received by the client for each resource. In each case, the

HTTP method is GET.

In all JISON structures, date-time values follow this format:

yyyyMwldhhnmmss SSS- 272727

Here is an example that illustrates the format:

20080723044715000- 0400
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Root entry point

The root entry point returns this structure:

[

{
"Link": "/RI S/vl/ wf/ workitens",
"Type": "wf/workitens",
"Val ue": "Workfl ow Wrkitens"
}
]
Where:

Link — relative link to the service available
Type — Non localized internal code for the service.

Value — Localized value of the service.

Workitems end point

The workitems end point (/vl/wf/workitems) returns a collection (JSON Array) of work items available
in the Workflow subsystem.

[

"Avai | abl eActions": [

{
"Val ue": "Deny",
"Code": "1"

}

{
"Val ue": " Approve",
"Code": "O0"

}

] y
"QUD': "6d8650ac062548f b84ch0Oe21bf c3ceab",

“Link": "/RI S/ v1l/ wf/worKkitemns/
6d8650ac062548f h84ch0e21bf c3ceab?fi |t er =Process! d¥8Dc24dc77790ea497eb07617341c0le7
18",
"Activityld": "Activity",
"ActivityNanme": "Approve Rol e Request (Serial)",
" Addr essee": {
"DN': "cn=adm n, ou=nedi cal -i dnmsanpl e, o=neti q",
"Val ue": "Application Admnistrator O Sanple Data",
"Qunp: ",
"Link":
}

si gnment Type": "0",
"Created": "20080723044715000- 0400",
"Oaner": "Uncl ai ned",
"Priority": "2",
"Definition": {
“"Val ue": "Role Approval ",
"DN': "cn=Rol e
Appr oval , cn=Request Def s, cn=AppConfi g, cn=Cari bouDri ver, cn=Test Dri vers, o=neti q",
"Qunp: ",
"Link": "",
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"Version": "8"

}

Process": {
"QUI D': "c24dc77790ea497eb07617341c01e718",
"Link":""

}1

"Status": "0",

"Di gital SignatureType": "not-required",

"lInitiator": {

"DN': "CN=adm n, QU=nedi cal -i dnsanpl e, O=neti q",

"Val ue": "Application Admnistrator O Sanple Data",

"QunpD:ot,
"Link":""
|8
"Recipient": {
"DN': "cn=adm n, ou=nedi cal -i dnsanpl e, o=neti q",
"Val ue": "Application Adm nistrator O Sanple Data",
"QunDott,
"Link":""
}

Single workitem end point

The end point for accessing a single workitem (/v1/wf/workitems/{work id} returns a single JSON
Object with all the workitem details. This object includes the data items and actions allowed on the
workitem.

{"Avai | abl eActions":[{"Code":"0","Val ue": " Approve"}],"Datal tems": [ {"Nane": "unmappe
d","Type":"string","Values":[{"Value":""}],"MultiVal ued":fal se},{"Name": "reason","
Type":"string", "Values":[{"Value":"test"}],"MiltiValued":fal se}, {"Name":"requester
", "Type":"dn", "Val ues": [{"Val ue": "cn=uaadm n, ou=sa, o=data"}], "Ml ti Val ued": f al se},
{"Name": "mul tival uedFi el d", " Type":"string","Values":[{"Val ue":"one"}, {"Val ue":"two
"}1,"MultiValued":true}],"QU D":"2417e36457f 44a4d908aa3265e0f 1e09", "Li nk": "\ /Rl S\/
wf\ / wor ki t errs\ /

2417e36457f 44a4d908aa3265e0f 1e09", "Activityld": "Activityl", "ActivityName": " Approva
I

i Phone", " Addr essee": {"DN': " CN=uaadm n, OU=sa, O=dat a", "GUI D': " 7f 39d29c9e1de04b31bb7f
39d29c9el1d", "Li nk":"", " Val ue": "aaron

admi n"}, "Assi gnment Type": "0", " Creat ed": "20120402174027000-

0400", "Omner": " Uncl ai med", "Priority":"2","Definition":{"DN':"cn=startFrom phoneMil
tival ued, cn=Request Def s, cn=AppConfi g, cn=User Appl i cati on, cn=Dri ver

Set, o=netiq"," QU D': "368c905cf 6f 3d048e2ac368c905cf 6f 3", "Li nk":"\/RI S\/wf\/

defini tions\/368c905cf 6f 3d048e2ac368c905cf 6f 3", " Val ue": "start

fromiphone

mul tival ued"}, "Process": {"GUI D': "fa463317b85849bba3f 6118bf 4f f 4dab", "Li nk": "\ /Rl S\/
wf\ / processes\/

fa463317b85849bba3f 6118bf 4f f 4dab"}, " Status":"0", " Conpl eted":"","Initiator":{"DN":"
cn=uaadmi n, ou=sa, o=dat a", "GUJ D': " 7f 39d29c9e1de04b31bb7f 39d29c9eld", "Li nk": "\ /Rl S\/
identities\/7f39d29c9elde04b31bb7f 39d29c9eld", "Val ue": "aaron

admin"}, "Recipient":{"DN": "cn=uaadmi n, ou=sa, o=data", "GU D": " 7f 39d29c9el1de04b31bb7f
39d29c9eld", "Link":"\/RIS\/identities\/

7f 39d29c9e1de04b31bb7f 39d29c9eld"”, "Val ue": "aaron

admn"}, " Coment":""}
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23.2.4

23.2.5

JSON Representations Sent by the Client

This section shows the JSON structure sent by the client for the single workitem end point when the
HTTP PUT or HTTP POST method is used.

Single workitem end point

When the client uses the HTTP PUT or HTTP POST method with the /v1/wfiworkitems/{work id} URI,
the JSON Object structure is the same as the GET operation. However, the only information used by
the server is the AvailableActions and the Dataltems sections. The first available action found is taken
as the forwarding action to perform on the work item.

{"Avai | abl eActions":[{"Code":"0","Val ue": " Approve"}],"Datal tenms":[{"Nane": " unmappe
d","Type":"string", "Values":[{"Value":""}],"MultiVal ued":fal se},{"Name":"reason","
Type":"string","Values":[{"Value":"test"}],"MuiltiVal ued":fal se}, {"Name":"requester
", "Type":"dn", "Val ues":[{"Val ue": "cn=uaadm n, ou=sa, o=data"}], "Ml ti Val ued": f al se},
{"Name": "mul tival uedFi el d", " Type":"string","Values":[{"Val ue":"one"}, {"Val ue":"two
"}1,"MultiValued":true}],"QUID'": "2417e36457f 44a4d908aa3265e0f 1e09", "Li nk": "\/ RI S\/
wf\ / wor ki t ems\ /

2417e36457f 44a4d908aa3265e0f 1e09", "Activityld": "Activityl", "ActivityNane":" Approva
I

i Phone", " Addr essee": {"DN': " CN=uaadmi n, QU=sa, O=dat a", "GUI D': " 7f 39d29c9e1de04b31bb7f
39d29c9el1d", "Li nk":"", "Val ue": "aaron

adm n"}, " Assi gnnment Type": "0", "Creat ed": "20120402174027000-

0400", "Omner": "Uncl ai med", "Priority":"2","Definition":{"DN':"cn=startFrom phoneMil
tival ued, cn=Request Def s, cn=AppConfi g, cn=User Appl i cati on, cn=Dri ver

Set, o=netiq"," QU D': "368c905cf 6f 3d048e2ac368c905cf 6f 3", "Li nk":"\/RI S\/wf\/
definitions\/368c905cf 6f3d048e2ac368c905cf 6f3","Val ue": "start

fromi phone

nul tival ued"}, "Process": {"GU D': "fa463317b85849bba3f 6118bf 4f f 4dab", "Li nk": "\/ Rl S\/
wf\ / processes\/

fa463317b85849bba3f 6118bf 4f f 4dab"}, " Status":"0", " Conpleted":"","Initiator": {"DN":"
cn=uaadmi n, ou=sa, o=data", "GU D': " 7f 39d29c9e1de04b31bb7f 39d29c9eld", "Li nk": "\ / RI S\ /
identities\/7f39d29c9elde04b31bb7f 39d29c9el1d", "Val ue": "aaron

admn"}, "Recipient":{"DN"': "cn=uaadm n, ou=sa, o=data", "GU D': " 7f 39d29c9elde04b31bb7f
39d29c9eld", "Link":"\/RI S\/identities\/

7f 39d29c9e1de04b31bb7f 39d29c9eld", " Val ue": "aaron

admin"}, "Comrent": " "}

Event Status Codes
This section shows the event status codes for the available resources:

Table 23-3 Event Status Codes

URI Status codes

1 HTTP GET - Status 200 - OK
Iv1iwflworkitems HTTP GET - Status 200 - OK
v1/wr/workitems/{work id} HTTP GET — Status 200 — OK

HTTP PUT - Status 204 — OK with no content

HTTP POST - Status 204 — OK with no content
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The Jersey implemented error conditions are used. When server errors are found, Jersey returns the
appropriate 400 and 500 level codes.

23.2.6 JSON Schema

The service supports the use of a schema matrix parameter to return the JISON schema for any
returned data set. The JSON schema is based on the proposed schema for JSON as described at:

http://ww. json. conljson-schema- proposal /

Root entry point schema

The schema for the root ROA entry point (/vl;schema) is as follows:

{

“description” : “schema for: /v1",
"type" : "array",
“properties” :

{
"Link": {"type" : “string”,
"enum': ["/RI S/ vl/w/workitens"]
},
"Type": {"type" : "string",
“enunmt: [“wW/workitens”]
}!
"Val ue": {“type” : “string”,
"enuni': ["Workflow Wrkitemns"]
}

Workitems end point schema

The schema for the workitems end point (/v1/wf/workitems;schema) is as follows:

{
“description” : “schema for: /vl/w/workitens”,
"type" : "array",
“properties” :

"Avai | abl eActions" :
{ "type" : "array",
“properties” :
{
"Val ue" :
{ "type" : "string",
“enunt: [“Approve”, “Deny“, “Refuse”]
}
" Code" :
{ "type" : "integer",
“enunt: [0, 1, 2]
}
I8
"Datal tens":
{ “type” : “array”,
"properties" :

{
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“"Name": { "type" : "string"},
"Type": { “type” : “string”},
"Value": { "type" : "string"}
}
8
"QUD o { “type” : “string”},
"Link" : { "type" : "string"},
"Activityld" : { “type” : “string”},
"ActivityName" : { "type" : "string"},
" Addr essee":
{ "type" : "object"
“properties”
{
"DN': { “type” : “string”},
"Value": { "type" : "string"},
"QUD': { “type” : “string”},
"Link": { "type" : "string"}
}

signment Type": { "type" : "integer"},
"Created":
{ "type" : "string",

“format” : “date-time”
}

" Expi ryDat e":

{ "type" : "string",
“format” : “date-tine”,
"optional " : "true"

}

er": { "type" : "string"},
"Priority": { “type” : “integer”},
"Definition":
{ “type” : “object”
"properties"

"Value": { "type" : "string"},

"DN': { “type” : “string”},

"QUD': { "type" : "string"},

"Link": { “type” : “string”},

"Version": { "type" : "string"}
}

Process":
{ "type" : "object"
“properties” :

}

"QUD': { “type” : “string”},
"Link": { "type" : "string"}
}

tatus": { “type” : “integer”,
"mni mun : O,
“maxi mum : 5
}s
"Legal Disclainmer": { "type": "string"
"optional": true

}

}
"Di gi tal Si gnatureType"
{ “type” : “string”,
"enunl': ["data". "fornl, "not-required"]

},
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"Conpl et ed":

{ “type” : “string”,
"format" : "date-tine",
“optional” : “true”

}’ . .

"Initiator":

{ "type" : "object",
“properties” :
{
"DN': { “type” : “string”},
"Value": { "type" : "string"},
"QUD': { “type” : “string”},
"Link": { "type" : "string"}
}

oo

"Reci pient":

{ "type" : "object",
“properties” :
{
"DN': { “type” : “string”},
"Value": { "type" : "string"},
"QUD': { “type” : “string”},
"Link": { "type" : "string"}
}

}

ProxyFor": { "type": "object",
"properties":
{

"DN': {"type": "string"},
"Val ue": {"type": "string"},
"QUD': {"type": "string"},
"Link": {"type": "string"

},

"optional ": true

Single workitem end point schema

The schema for the single workitem end point (/v1/wf/workitems/{work id};schema) is as follows:

{

“description” : “schema for: /vl/w/workitems{work id}”,
"type" : "object",
“properties” :
{
"Avai | abl eActions" :
{ "type" : "array",
“properties” :
{
"Val ue" :
{ "type" : "string",
“enunt: [“Approve”, “Deny“, “Refuse”]

}
" Code" :
{ "type" : "integer",
“enunf: [0, 1, 2]
}
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}

"Dataltens":
{ “type” : “array”
"properties"”
{
“"Name": { "type" : "string"},
"Type": { “type” : “string”},
"Value": { "type" : "string"}
}
},
"QUD o { “type” : “string”},
"Link" : { "type" : "string"},
"Activityld" : { “type” : “string”},
"ActivityName" : { "type" : "string"},
" Addr essee":
{ "type" : "object"
“properties”
{
"DN': { “type” : “string”},
"Value": { "type" : "string"},
"QUD': { “type” : “string”},
"Link": { "type" : "string"}
}

“mni mum : 0,
"maxi mund : 17

},
"Created":
{ “type” : “string”,
"format" : "date-tine"
}

" Expi ryDat e":

{ “type” : “string”,
"format" : "date-tine",
“optional” : “true”

}

er": { “type” : “string”},
"Priority": { "type" : "integer"},
"Definition":
{ "type" : "object"
“properties”

"Value": { “type” : “string"},

"DN': { "type" : "string"},

"QUD': { “type” : “string”},

"Link": { "type" : "string"},

"Version": { “type” : “string”}
}

Process":
{ “type” : “object”
"properties"”
{
"QUD': { "type" : "string"},
"Link": { “type” : “string"}
}
'tatus": { "type" : "integer"
“mni muni : O,
"maxi munt' : 5

}

}

"Assi gnnment Type": { "type" : "integer"
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}1
"Legal Di sclainmer": { "type": "string",
"optional": true
}

"Di gital Si gnatureType":
{ "type" : "string",
“enunf: [“data“. “fornf, “not-required”]
I8
"Conpl et ed":
{ "type" : "string",
“format” : “date-tine”,
"optional" : "true"

}

"Initiator":

{ “type” : “object”,
"properties"”
{
"DN': { "type" : "string"},
"Value": { “type” : “string"},
"QUD': { "type" : "string"},
"Link": { “type” : “string"}
}

}’ . .

"Reci pient":

{ “type” : “object”,
"properties"
{
"DN': { "type" : "string"},
"Value": { “type” : “string”},
"QUD': { "type" : "string"},
"Link": { “type” : “string"}
}

1
"ProxyFor": { "type": "object",
"properties":
{
"DN': {"type": "string"},
"Val ue": {"type": "string"},
"GQUD': {"type": "string"},
"Link": {"type": "string"
},
"optional ": true
}
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24.1

24.2

24.2.1

Workflow Process and Definition Service

This section describes the Workflow Process and Definition Service.

About the Workflow Process and Definition
Service

The Workflow Process and Definition Service provides a REST interface for retrieving information
about running workflow processes and provisioning request definitions (PRDs) available to the
Workflow system.

The Workflow Process and Definition Service provides a REST interface for managing workflow
processes. This will include REST end points for the identification and definitions of existing
workflows and the ability to start an existing work flow. REST end points are also provided to allow
you to display the status of current work flows in the Workflow system. Existing processes will also
have a link to connect to the existing work items that are associated with that particular workflow
process.

Workflow Processes Behave Differently in REST than in the User Application Workflows
executed within the REST environment behave somewhat differently than the same processes
running within the User Application. For example, a workflow request submitted through REST may
succeed without providing any values for a mandatory field. This is because the User Application has
access to the workflow form, whereas the REST interface does not. There is no way for the REST
interface to know whether the data items are mandatory. It is up to the REST client to introspect the
data items and enforce the business requirements.

Accessing and Using the Workflow Process and
Definition Service

The Workflow Process and Definition Service exposes resources for managing workflow processes.
The service allows a way for you to retrieve all provisioning request definitions in the system, or
access a particular definition by ID. In addition, the service provides a way to retrieve all existing
workflow processes, or access a particular process by ID.

Available Resources

There are four basic types of resources available with the Workflow Process and Definition Service:

Entry Point

The entry point URI for the Workflow Process and Definition Service is:
/vl

The root entry point returns a list of all resources available.
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Definitions Resource
The Definitions resource supports two basic URI patterns:

+ Resource for returning a collection of provisioning request definitions (PRDs)
+ Resource for returning a specific PRD

Processes Resource

The Processes resource supports two basic URI patterns:

+ Resource for returning a collection of existing workflow processes
+ Resource for returning a specific process

Resources for Filtering, Debugging, and Displaying Schema
Information

The service supports the following parameters to allow you to perform operations on the primary work
items data set:

+ Afilter parameter to enable the filtering of result sets

+ A debug matrix parameter to enable you to return the JSON structures in a human readable
format

+ A schema matrix parameter to enable you to return the schema for the data set

24.2.2 Complete URI Syntax

556

The following table shows the complete URI syntax for all resource end points associated with the
Workflow Process and Definition Service, along with a description for each URI and a list of
supported HTTP methods:

Table 24-1 Resource URIs

URI Description
1 Entry point for the service.
Iv1/wf/definitions Returns a collection (JSON Array) of workflow

definitions (provisioning request definitions) available
in the Workflow system.

The following HTTP methods are supported with this
URL:

GET - This will return a collection of workflow
definitions in JSON Array.

POST — Not supported
PUT — Not supported

DELETE — Not supported
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URI

Description

N1/wfldefinitions/{definition 1D}

Iv1/wflprocesses

Iv1/wflprocesses/{process id}

Iv1/wflprocesses/{process id}/comments

Returns a specific workflow definition (JSON Object)
available in the Workflow system.

The following HTTP methods are supported with this
URI:

GET - Returns a specific workflow definition (JSON
Object) with all the details. This will include the data
items associated with that definition.

PUT — Not supported.
POST — Start a work flow process.
DELETE — Not supported

Starting a workflow process To start a workflow
process, you need to perform a GET operation to
retrieve a provisioning request definition first. Once
you have the JSON structure for the definition, you
need to massage this JSON structure and perform a
POST. For details on the JSON structure for GET
operations, see Section 24.2.3, “JSON
Representations Received by the Client,” on

page 559. For details on the minimal JSON structure
required for POST operations, see Section 24.2.4,
“JSON Representations Sent by the Client,” on
page 563.

Returns a collection of workflow processes in a JSON
Array.

The following HTTP methods are supported with this
URL:

GET - Returns a collection of workflow processes
currently in the Workflow system in a JSON Array.

POST — Not supported
PUT — Not supported
DELETE — Not supported

Returns a single JSON Object with all the workflow
process details.

The following HTTP methods are supported with this
URI:

GET - Returns a specific work flow process (JSON
Object) with all the detalils.

PUT — Not supported.

POST — Same as DELETE because of limitations in
browsers to set the DELETE method

DELETE — Terminates a work flow process

GET - Returns all comments for a specified workflow
process.
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URI

Description

Iv1/wflprocesses?filter={process parameter}={process
value}

Returns a collection of work flow processes (JSON
Array) for a specific process query parameter and
value.

The possible process query parameters are listed
below:

Definition Definition DN

Processtld Process request instance ID (GUID)
Engineld Engine ID

Recipient Recipient DN

Initiator Initiator DN

ApprovalStatus Approval status code (Integer)
ProcessStatus Process status code (Integer)

CreationTime Creation time (date-time format)
followed by operator (EQ, LT, LE, GT, GE). Example:
20080723044715000-0400EQ

CompletionTime Completion time(date-time format)
followed by operator (EQ, LT, LE, GT, GE). Example:
20080723044715000-0400EQ

Correlationld Correlation ID
Here is an example that illustrates filtering by recipient:
Ivi/we/

processes?filter=recipient3dcn¥3dadm n, ou¥3
di dnsanpl e, 0%8dneti g

Table 24-2 Matrix Parameters for Debugging and Displaying the Schema

URI

Description

Iv1/wfldefinitions;debug

Iv1/wfldefinitions/{DefinitionID};debug

Ivl/wf/definitions;schema

This debug matrix parameter displays the definitions
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

This debug matrix parameter displays the definition ID
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the definitions.
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URI Description

Iv1/wfldefinitions/{Definition ID};schema The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the specified definition ID.

Iv1/wflprocesses;debug This debug matrix parameter displays the workflow
processes JSON structure in human readable format,
as opposed to compressed format. This matrix
parameter can be put anywhere in the URI.

Iv1/wflprocesses/{Process ID};debug This debug matrix parameter displays the process ID
JSON structure in human readable format, as opposed
to compressed format. This matrix parameter can be
put anywhere in the URI.

Iv1/wflprocesses;schema The schema matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the workflow processes.

Iv1/wflprocesses/{Process ID};schema The schena matrix parameter can be put anywhere in
the URI and in combination with the “Accept” header
type will return the appropriate schema document for
the content type. In this case a JSON schema
document is returned for the specified process ID.

JSON Representations Received by the Client

This section shows the JSON structures received by the client for each resource. In each case, the
HTTP method is GET.

In all JSON structures, date-time values follow this format:
yyyyMwldhhmssSSS- 22727
Here is an example that illustrates the format:

20080723044715000- 0400

Root entry point

The root entry point returns this structure:

[

{
"Link": "/RI S/vl/ wf/workitens",
"Type": "wf/workitens",
"Val ue": "Workfl ow Wrkitens"
}
]
Where:

Link — relative link to the service available
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Type — Non localized internal code for the service.

Value — Localized value of the service.

Definitions end point

The definitions end point (/v1/wf/definitions) returns a collection (JSON Array) of provisioning request
definitions available in the Workflow System.

[
"Links": [

{
"Link": "/RIS/v1/wf/
processes?filter=Definition¥3Dcn¥3DPageW zar dFor n2Ccn¥3DRequest Def s¥%2Ccn%3DAppCon
fig¥%RCcn¥BDPi cassoDri ver %2Ccn%3DTest Dri ver s¥%2Co%3Dnet i q",
"Type": "wf/processes",
"Val ue": "Wrkflow Processes”

}

{
"Link": "/RIS/v1l/wf/
wor ki terms?filter=Definition¥@Dcn%3DPageW zar dFor nf2Ccn%3DRequest Def s%2Ccn%3DAppCon
fi g¥2Ccn%3DPi cassoDri ver %®2Ccn%3DTest Dri ver s%2Co%3Dneti q",
"Type": "wf/workitens",
“Val ue": "Workflow Wrkitens"

}
1
"Dataltens": [{
"Name": "recipient",
"Type": "string",
"Val ue":
.
"Val ue": "PageW zardForni,

"cn=PageW zar dFor m cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=TestDri vers, o=n
etiq",

"QU D': "8d64ba822ada934512968d64ba822ada",

“Link": "/RI S/vl/wf/definitions/8d64ba822ada934512968d64ba822ada",

"Category": "entitlenents",

"Di gi tal Si gnatureType": "not-required",

"Description": "PageW zardForni,

"Operation": "0"

Single definition end point

The end point for accessing a single definition (/v1/wf/workitems/{work id} returns a single JSON
Object with all the details for the definition. The return payload also includes the data items required
to start a work flow process.
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"Links": [

{
"Link": "/RS/v1l/w/
processes?filter=Definition¥3Dcn¥3DPageW zar dFor n2Ccn¥3DRequest Def s%2Ccn%3DAppCon
fi g¥2Ccn%BDPi cassoDri ver %®2Ccn%3DTest Dri ver s%2Co%3Dneti q",
"Type": "wf/processes",
"Val ue": "Workflow Processes”

},

{
“Link": "/RI S/v1l/wf/
wor ki t ems?fi | t er=Defi ni ti on%8Dcn%3DPageW zar dFor m/2Ccn%3DRequest Def s%2Ccn%3DAppCon
fi g¥®2Ccn%BDPi cassoDri ver %®2Ccn%3DTest Dri ver s%2Co%3Dneti q",
"Type": "wf/workitens",
"Val ue": "Workflow Wrkitens"

}
] y
"Dataltens": [{
"Name": "recipient",
"Type": "string",
"Val ue": ""
.
"Val ue": "PageW zardForni',

"cn=PageW zar dFor m cn=Request Def s, cn=AppConfi g, cn=Pi cassoDri ver, cn=Test Dri vers, 0=n
etiq",

"CU D': "8d64ba822ada934512968d64ba822ada",

"Link": "/RI S/vl/wf/definitions/8d64ba822ada934512968d64ba822ada",

"Category": "entitlenents",

"Di gital SignatureType": "not-required",

"Description": "PageW zardForni',

"Qperation": "0"

Workflow processes end point

The workflow processes end point (/v1/wf/processes) returns a collection (JSON Array) of running
workflow processes available in the Workflow System.

[

"Links": [{
"Type": "wf/workitens",
"Val ue": "Workflow Wrkitens"
“Link": "/POC/roalvl/ wf/
wor ki tems?fi |t er=Processl| d¥38Della2f 10c90f 489895f 968d565b15091"
H,
"QUID': "ella2f10c90f 489895f 968d565b15091",
"Link": "/RIS/vl/ wf/processes/ella2f 10c90f 489895f 968d565b15091",
"Initiator": {
"DN': " CN=adm n, QU=nedi cal -i dnmsanpl e, O=neti q",
"Val ue": "Application Adm nistrator O Sanple Data",
"Qunp: ",
"Link": ""
¥
"Recipient": {
"DN': "cn=abl ake, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"Value": "Allison Bl ake",
"Qunp: ",
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"Link": ™"
I8
"Definition": {
"Val ue": "Role Approval ",
"DN': "cn=Rol e
Approval , cn=Request Def s, cn=AppConfi g, cn=Cari bouDri ver, cn=Test Dri vers, o=neti q",
"GU D': "dB8c8ela6d6432341f a84d8c8elabd643",
"Link": "/RI S/vl/wf/definitions/ella2f10c90f489895f968d565b15091",
"Version":"8"

1

"Created": "20080723044715000- 0400",
“Conpl eted": "",

" Approval Status": "Processing",
"ProcessStatus": "Running",
"Version": "8",

"Engi nel d": "ENG NE'

Single workflow process end point

The end point for accessing a single process (/v1/wf/processes/{process id} returns a single JSON
Object with all the details for the process.

{
"Links": [{
"Type": "w/workitens",
"Val ue": "Workflow Wrkitens"
"Link": "/POC roalvl/ wi/
wor ki tems?filter=Process| d¥8Della2f 10c90f 489895f 968d565b15091"
.
"QU D': "ella2f10c90f 489895f 968d565b15091",
"Link": "/RIS/vl/wf/processes/ella2f 10c90f 489895f 968d565b15091",
"Initiator": {
"DN': " CN=adm n, OU=nedi cal -i dnmsanpl e, O=neti q",
"Val ue": "Application Admnistrator O Sanple Data",

"Qunp: ",
"Li nk":
}1
"Recipient": {
"DN': "cn=abl ake, ou=users, ou=nedi cal -i dnsanpl e, o=neti q",
"Val ue": "Allison Bl ake",
"Qunpb: ",
"Li nk":
}

"Definition": {
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"Val ue": "Role Approval ",
"DN': "cn=Rol e

Appr oval , cn=Request Def s, cn=AppConfi g, cn=Cari bouDri ver, cn=Test Dri vers, o=neti q",
"QJ D': "d8c8elab6d6432341f a84d8c8elabd643",
"Link": "/R S/vl/wf/definitions/ella2f10c90f489895f968d565b15091",
“Version”:”8"

}1

"Created": "20080723044715000- 0400",
"Compl eted": "",

" Approval Status": "Processing",
"ProcessStatus": "Running",
“Version": "8",

"Engi nel d": "ENG NE

2424 JSON Representations Sent by the Client

This section shows the JSON structure sent by the client for the single workitem end point when the
HTTP PUT or HTTP POST method is used.

Single definition end point

When the client uses the HTTP POST method with the /v1/wf/definitions/{definition id} URI, the
following minimum information from a definition JSON structure is required to start a workflow

process.
{
"Dataltens": [{
"Nanme": "reason",
n Type"- "Strl ng",
"Val ues": [{"Value": ""}],
"MiltiVal ued": false
.
"Reci pi ent": "cn=abl ake, ou=users, ou=nedi cal -i dnmsanpl e, o=neti q"

}

All elements of the JSON object received from a GET call can be returned to the server. However,
only the two items shown above are necessary. All other elements will be ignored by the server.

Single workflow process end point

When the client uses the HTTP DELETE method with the /v1/wf/processes{process id} URI, there is
no need to send a JSON object to the server. This action terminates the specified workflow process.
The key to the process instance is specified as part of the URI.

2425 Event Status Codes
This section shows the event status codes for the available resources:

Table 24-3 Event Status Codes

URI Status Codes

vl HTTP GET - Status 200 - OK
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URI Status Codes

Iv1/wf/definitions HTTP GET - Status 200 - OK
Iv1/wfldefinitions/{Definition ID} HTTP GET - Status 200 — OK

HTTP POST — Status 204 — OK with no content
Iv1/wflprocesses HTTP GET - Status 200 - OK
Iv1/wflprocesses/{Process ID} HTTP GET — Status 200 — OK

HTTP DELETE — Status 204 — OK with no content

HTTP POST - Status 204 — OK with no content

24.26 JSON Schema

The service supports the use of a schema matrix parameter to return the JSON schema for any
returned data set. The JSON schema is based on the proposed schema for JSON as described at:

http://ww. json. conljson-schema- proposal /

Root entry point schema

The schema for the root ROA entry point (/v1;schema) is as follows:

{"Link": {
"description": "schema for: /vl1",
"type": "array",
"properties": {
"Link": {"type": "string"},
"Type": { |
"type": "string",
"enunm': |
"“root",
"wf/definitions",
"wf/ processes",
"wf / wor ki t ens"

]

I8
alue": {"type": "string"}

}
H

Definitions end point schema

The schema for the definitions end point (/v1/wf/definitions;schema) is as follows:
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{"Definitionlnfo": {
"description": "schema for: /vl/wf/definitions",
"type": "array",
"properties": {
"Links": {
"type": “array",
"properties": {
"Link": {"type": "string"},

"Type": { |
"type": "string",
"enum': [

"root",

"wf/definitions",
"wf/ processes",
"wf/ worKkitens"

]

}y
alue": {"type": "string"}

}
1
"Dataltenms": {
“type": "array",
“properties": {
“"Name": {"type": "string"},
"Type": {"type": "string"},
"Val ue": {"type": "string"}
}

alue": {"type": "string"},

"DN': {"type": "string"},

"GQUD': {"type": "string"},

“Link": {"type": "string"},

"Category": {"type": "string"},

"Legal Di sclai mer": {"type": "string"},
"Digital SignatureType": {"type": "string"},
"Description": {"type": "string"},
“"Qperation": {"type": "string"},
“Recipient”: {“type”: “string”}

}

}
H

Single definition end point schema

The schema for the single definition end point (/vl/wf/definitions/{Definition id};schema) is as follows:

{
"description": "schema for: /vl/wi/definitions/{Definition ID}",
"type": "object",
"properties": {
"Links": {
"type": "array",
"properties": {
"Link": {"type": "string"},

"Type": { .
"type": "string",
"enum': [

"root",

"wf/definitions",
"wf/ processes",
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"wf / wor ki t ens"

]

I8
alue": {"type": "string"}

}
}1
"Dataltens": {

"type": "array",

"properties": {

"Nane": {"type": "string"},
"Type": {"type": "string"},
“"Val ue": {"type": "string"}

}

alue": {"type": "string"},

"DN': {"type": "string"},

"QUD': {"type": "string"},

"Link": {"type": "string"},

"Category": {"type": "string"},

"Legal Di sclaimer": {"type": "string"},

"Di gital SignatureType": {"type": "string"},
"Description": {"type": "string"},
"Operation": {"type": "string"},
“Recipient”: {“type”: “string”}

}

}

Workflow processes end point schema

The schema for the processes end point (/vl/wf/processes;schema) is as follows:

{"Processinfo": {
"description": "schema for: /vl/w/processes"
"type": "array"
"properties": {
"Links": {
"type": "array"
“properties": {
“Link": {"type": "string"},

"Type": {
"type": "string",
"enunt': [

"root",

"wf/definitions",
"wf/ processes",
"wf / wor ki t ens"

]

I8
alue": {"type": "string"}

}

ID': {"type": "string"},
"Link": {"type": "string"},
"Initiator": {

"type": "object",
“"properties": {

"DN': {"type": "string"},

"Val ue": {"type": "string"},

"QUD': {"type": "string"},

"Link": {"type": "string"}

}
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Single process end point schema

}

}

1
"Recipient": {
"type": "object",
“properties": {
"DN': {"type": "string"},
"Val ue": {"type": "string"},
"QUD': {"type": "string"},
"Link": {"type": "string"}
}
8
"Definition": {
"type": "object",
"properties": {
"Value": {"type": "string"},
"DN': {"type": "string"},
"QUID': {"type": "string"},
"Link": {"type": "string"}
}
1
"Created": {
"type": "string",
"format:": "date-tine"
8
"Conpl eted": {
"type": "string",
"format:": "date-tine",
"optional": true
1
"Proxy": {
"type": "string",
"optional": true
1
"Correlationld": {
"type": "string",
“optional": true
}

"ProcessStatus": {"type": "string"},
"Version": {"type": "string"},
"Engi neld": {"type": "string"}

proval Status": {"type": "string"},

The schema for the single process end point (/vl/wf/processes/{Process ID};schema) is as follows:
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"description": "schema for: /vl/wi/processes/{Process ID}",
"type": "object",
"properties": {
"Links": {
"type": “array",
"properties": {
"Link": {"type": "string"},

"Type": { |
"type": "string",
"enum': [

"root",

"wf/definitions",
"wf/ processes",
"wf/ worKkitens"

]

}y
alue": {"type": "string"}

}

ID': {"type": "string"},
"Link": {"type": "string"},
"Initiator": {

"type": "object",
"properties": {

"DN': {"type": "string"},

"Value": {"type": "string"},

"QUID': {"type": "string"},

"Link": {"type": "string"}

}

}
1
"Recipient": {
"type": "object",
"properties": {
"DN': {"type": "string"},
"Val ue": {"type": "string"},
"QUID': {"type": "string"},
"Link": {"type": "string"}
}
},
"Definition": {
"type": "object",
"properties": {
"Val ue": {"type": "string"},
"DN': {"type": "string"},
"QUID': {"type": "string"},
"Link": {"type": "string"},
"Version": {"type": "string"}
}
1
"Created": {
"type": "string",
"format:": "date-tine"

}

npl eted": {

"type": "string",
"format:": "date-tine",
"optional": true

}
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"Proxy": {
"type": "string",
"optional": true

T
"Correlationld": {
"type": "string",
"optional": true
}

"Approval Status": {"type": "string"},
"ProcessStatus": {"type": "string"},
"Version": {"type": "string"},
"Engi neld": {"type": "string"}

24.2.7 Testing the Client with the CURL Command

You can use the CURL command to test the REST client.

NOTE: To use the CURL command, you must also use either RESTAuthorization or
RESTSessionSecret.

Table 24-4 CURL Commands for Testing the Client

URI Command

http://domain:port/RIS/v1 curl -v -H "Accept: application/json" http://domain:port/
RISiV1

wf/definitions curl -v -H "Accept: application/json" http://domain:port/

RIS/v1/wf/definitions

wf/definitions/{defintion id} curl -v -H "Accept: application/json" http://domain:port/
RIS/v1/wf/definitions/{definition id}

wf/definitions/{definition id} curl -v -H "Accept: application/json" -H "Content-Type:
application/json" -X POST --data-binary @<filename of

To start a process, store the JSON structure in a file JSON structure> http://domain:port/RIS/v1/wi/
and pass it to the curl command. definitions/{definition id}

wf/processes curl -v -H "Accept: application/json" http://domain:port/
RIS/v1/wf/processes

wf/processes/{request id} curl -v -H "Accept: application/json" http://domain:port/
RIS/v1/wf/processes/{request id}

wf/processes/{request id} curl -v -H "Accept: application/json" -X DELETE http://

] ] domain:port/RIS/v1/wf/processes/{request id}
To terminate a process, store the JSON structure in a

file and pass it to the curl command.
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VI I Appendixes

The following sections provide additional reference information and advanced topics for the Identity
Manager User Application.
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A.l

Configuring the Identity Manager
Approvals App

The NetlQ Identity Manager Approvals app allows managers and resource owners to approve or
deny requests remotely, using an iPhone or iPad with the iOS operating system or any device with
Android operating system installed. Your users can see and work with the same approval tasks in the
app that they would normally see in the User Application interface. All changes are synchronized
between the Approvals app and the User Application.

This appendix provides information about configuring your environment to allow users to use the new
interfaces. These sections are intended to provide necessary information to administrators who want
to enable and configure the Approvals app in their environment.

Most users should not need to refer to this document, but should instead be able to install, configure,
and use the app without additional instructions. For information about installing or using the
Approvals app, see “Using the Identity Manager Approvals App” in the NetlQ User Application: User
Guide.

Product Requirements

The Approvals app has the following prerequisites:

+ On the Roles Based Provisioning Manager server:
+ |dentity Manager 4.5 Advanced Edition
+ |dentity Manager Roles Based Provisioning Module 4.5

+ Designer for Identity Manager 4.5 or later with User Application driver and latest User
Application Base package installed

¢+ SSL

NOTE: For detailed information on configuring and enabling SSL in your Identity Manager
environment, see “Enabling SSL” on page 44.

+ On the device: Apple iPhone or iPad with Apple iOS 5, iOS 6, or iOS 7 or any device with
Android operating system

Enabling Non-Administrators to Use the Approvals App

If you want users who are not provisioning administrators on the Roles Based Provisioning Manager
server to use the Approvals app, you must open the SOAP endpoints used by the server and app to
non-provisioning administrator users.

NOTE: Opening SOAP endpoints to non-provisioning administrator users does not compromise
security. Identity Manager continues to enforce all other existing security checks.
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Complete the following steps to open the SOAP endpoints on the Roles Based Provisioning Module

server:

1 Stop the server.

2 Create a backup of the existing | DMPr ov. war file.

3 Open the | DVProv. war file.

4 In | DVProv. war , open the file WEB- | NF/ 1'i b/ | DM w. j ar .

5 In1 DM w. j ar, change the following configuration file properties to the specified values:
Configuration File Property Value
Vor kf | owSer vi ce- conf/ Wor kf | owSer vi ce/ SOAP- fal se
config. xni End- Poi nt s- Accessi bl e-

By- Provi si oni ngAdmi nOnl y

Wor kf | owSer vi ce/ soap/ fal se
addComment
Wor kf | owSer vi ce/ soap/ fal se

get Comment s

Vi rt ual Dat aSer vi ce- Vi rtual Dat aServi ce/ soap false
conf/config. xm

6 Save and close all files.
7 Restart the server.

A.2 Setting Up the Approvals App

574

Before your users can use the Approvals app, you must first configure your Identity Manager Roles
Based Provisioning Module environment.

After installing the app, users can configure the app manually or automatically. Because manually
configuring the Approvals app can be difficult, we recommend that administrators simplify the
configuration process by providing users the necessary information as part of the provisioning
process.

You provide configuration information to your users through a configuration link you customize for
your ldentity Manager Roles Based Provisioning Module environment. The structure of the
configuration link is as follows:

i dmapproval : //settings/

?useri d=User nanme&passwor dl nKeychai n=Passwor d&host =Host Nanme&por t =Por t Nurrber &

r bpnCont ext =Cont ext &user Cont ai ner =User Cont ai ner & i meout =Ti meout & dxUser Enti t y=User
Entity&

vdxNaneFor mat At t ri but e=NameFor mat & dxFi r st NaneAt t ri but e=Fi r st NanmeAt t r &dxLast NameA
ttribute=

Last NaneAt t r & dxPhot oAt t ri but e=User Phot oAt t r & dxPhot oAt t ri but eLdap=Phot oLDAPAt t r &
dxPhoneAttri bute=

Wor kPhoneAt t r &/dxMobi | eAt t ri but e=Mobi | ePhoneAttr & dxEmai | Attri but e=Emai | Attr&am n
gAttribute=

Nami ngAt t r &r ovAdni nGet TasksWor kar oundl nPl ace=Pr ovi si oni ngAdni n
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The link must include settings specific to your environment, so that users can easily connect to the
Roles Based Provisioning Module server from the Approvals app. However, none of the settings are
explicitly required for the link. If you leave any setting values empty, each user must configure those
settings on their device.

For example, if you want to provide a standard configuration link for all users in your environment,
you would leave the useri d and passwor dl nKeychai n values empty:

i dmapproval : //settings/ ?useri d=&passwor dl nKeychai n=&host =123. 112. 20. 109&por t =8180&
r bpnCont ext =l DMPr ov&user Cont ai ner =ou=user s, o=dat a&t i meout =5& dxUser Enti t y=user & dx
NarmeFor mat At t ri but e=

Fi r st Nane%20Last Name&vdxFi r st NameAt t ri but e=Fi r st Name&vdxLast NameAt t ri but e=Last Nane
&

vdxPhot oAt t ri but e=User Phot o&dxPhot oAt t ri but eLdap=phot o&dxPhoneAt tri but e=Tel ephon
eNunber &

vdxMobi | eAttri but e=nobi | e&vdxEmai | Attri but e=Emai | &am ngAttri but e=cn&

provAdm nGet TasksWor kar oundl nPl ace=YES

For detailed information about the configuration settings, see “Understanding Approvals App
Settings” on page 575.

You can provide a configuration link to your users in one of the following ways:

+ Customize and deploy the default “Request Mobile Approval App” process request definition
(PRD) to your User Application. A user can log into the User Application and request access to
the app using the PRD, which sends an email notification with a personalized configuration link
that includes information specific to that user.

+ Embed your custom configuration link in an HTML page hosted on a Web server in your
environment. All users in your environment can navigate to the HTML page in a browser on their
device and then click the configuration link.

+ Create a QR code from the configuration link and embed the QR code in an HTML page. Users
can use a QR code reader on their device to scan the code.

Understanding Approvals App Settings

An Approvals app configuration link can include the following settings:

Configuration Setting Name Login Setting Description

userid Specifies the user name the user uses to access the
Roles Based Provisioning Module server.

passwor dl nKeychai n Specifies the password the user uses to access the
Roles Based Provisioning Module server.

host Specifies the fully qualified domain name or IP address
of the Roles Based Provisioning Module server.

port Specifies the HTTPS port the app uses to connect to
the server.
r bpnCont ext Specifies the context used when installing the User

Application WAR file. The default value is | DMPr ov.
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Configuration Setting Name

Login Setting Description

user Cont ai ner

ti meout

vdxUserEntity

vdxNaneFormat Attri bute

vdxFirst NaneAttri bute

vdxLast NaneAttri bute

vdxPhot oAttri bute

vdxPhot oAt t ri but eLdap

vdxPhoneAttri bute

vdxMobi | eAttri bute

vdxEmai | Attribute

Specifies the full DN of the Identity Vault container that
contains the user LDAP entry.

NOTE: If you specify a user container to use, the
Approvals app uses that container. If you do not
specify a user container, the app attempts to detect the
appropriate user container in the Identity Vault,
searching all containers and subcontainers starting
with the user container dn specified when running the
User Application Configuration (configupdate) utility.

If your Roles Based Provisioning Module environment
includes a number of user containers, we recommend
that you specify the container you want the app to use.

You can configure a provisioning request definition
(PRD) like the default “Request Mobile Approval App”
definition to easily provision and configure your mobile
end users. For more information about customizing the
default PRD, see “Customizing and Using the Default
Approvals App Provisioning Request Definition” on
page 577.

Specifies the number of seconds the app waits when
attempting to connect to the server before cancelling
the connection. The default value is 5 seconds.

Specifies the LDAP entity that represents a user in the
Identity Vault. The default value is user .

Specifies the DAL attribute representation the app
uses to format a user’s full name. The default value is
Fi r st Nane%20Last Nane.

Specifies the name of the DAL attribute that represents
a user’s first name. The default value is Fi r st Nane.

Specifies the name of the DAL attribute that represents
a user’s last name. The default value is Last Nane.

Specifies the name of the DAL attribute that contains a
user’s photo. The default value is User Phot o.

NOTE: If a user does not have a picture configured in
the Identity Manager or has configured their Identity
Manager settings to not display a picture, the app
displays a generic image instead.

Specifies the name of the LDAP attribute that contains
the photo of the user. The default value is phot o.

Specifies the name of the DAL attribute that represents
a user’s work phone number. The default value is
Tel ephoneNunber .

Specifies the name of the DAL attribute that represents
a user’s mobile phone number. The default value is
nmobi | e.

Specifies the name of the DAL attribute that represents
a user’s email address. The default value is Enai | .
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Configuration Setting Name Login Setting Description

nam ngAttribute Specifies the naming DAL attribute used in the Identity
Vault to describe a name. The default value is cn.

provAdm nGet TasksWor kar oundl nPl ace Specifies whether the user is a Provisioning
Administrator on the Roles Based Provisioning Module
server. The default value is YES.

Customizing and Using the Default Approvals App
Provisioning Request Definition

As an administrator, you can use Designer to customize a generic “Request Mobile Approval App”
PRD that your users can use, through the User Application, to request access to the Approvals
application.

When a user requests access, Identity Manager then verifies that the user has the permissions
required to access the mobile interface and that the Roles Based Provisioning Module server
supports the application. If the server is not configured correctly or does not have the correct patch
installed, the PRD generates a task for the provisioning administrator that lets the administrator know
what needs to be fixed in order to enable use of the Approvals app.

After Identity Manager verifies the user and environment meet all requirements, the PRD triggers an
email notification to the user. The user should open this email on the iPhone or iPad where the user
has already installed the Approvals app.

This email notification includes a special i dmappr oval : // setti ngs link that automatically provides
the settings the user needs to access the Approvals app from their device. The user clicks the link
from their device and can then access their tasks through the Approvals app.

The default “Request Mobile Approval App” is included in the User Application Base package, which
you can upgrade in Designer.

NOTE: The PRD and natification template provided in the User Application Base package are
generic. Most administrators need to modify the generic PRD and template for their specific
environments. However, we recommend that only users familiar with PRDs modify the default
templates.

Customizing the Generic Notification Template

We recommend customizing the generic email notification template for your environment. To
customize the default template to notify users they have access to the Approvals app and provide a
link to automatically configure the app:

1 Ensure your Identity Manager environment meets all necessary requirements. For more
information about prerequisites for using the Approvals app, see “Product Requirements” on
page 573.

2 In Designer, ensure you have a valid User Application driver in production. If a User Application
driver does not exist in your Designer installation, install the driver before proceeding.
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3 Upgrade the User Application Base package to the latest available version and install any
dependent packages. For information about upgrading packages in Designer, see “Upgrading
Installed Packages” (https://www.netig.com/documentation/idm402/designer_admin/data/
packman.html#packmanupgrade), in the Designer for Identity Manager Administration Guide
(https://www.netig.com/documentation/idm402/designer_admin/data/front.html).

In the Outline view, expand Default Notification Collection.
Right-click IDM Approval Mobile Access Granted and select Edit.

Modify the Subject field, if necessary.

In the Message field, modify the notification HTML as necessary for your environment. You can
customize the email message text sent to your users, include graphics, or change the color and
layout of the message to fit your company'’s branding. The following image shows the default

email message in the template editor:

~N o o b~

%IDM Approval Mobile Access Granted &2 =0
E-Mail Template Editor @
% IDM Approval Mobile Access Granted.Default Motification CollectionIdentity Vault
E-Mail Content
Send As @ HTML () Text Tokens:
SidmapprovalUrl$ New...
Subject: PP L]
IDM Mobile Access Granted
Message:
B /U | R pEREAM™ s = ==z EH (R
<html xmlns="http://ww¥v.w3.0rg/18999/xhtml"> -
<head> =

<meta content="text /html:charset=utf-8" http-equiv="content-types"/>
content="3adobs Golive" name="generator"/>

FApp Download-</t
media="scre=n"

ne { position: relative; height: E00px; width: B00px; margin: 1fpx auteo 0; borde

#caption {
width: 260px;
left: B5px;

ton: I00nw:
M 3

Fl

EZ) E-Mail Template Editor

WARNING: If you customize or modify the default notification template, do not remove or modify
the token $i dmappr oval Ur | $, either in the Tokens list or in the HTML. The PRD uses the
$i dmappr oval Ur | $ token to provide the notification template a customized configuration link for

the requesting user.

8 When finished making any customizations, close and save the natification template.
9 In the Outline view, right-click IDM Approval Mobile Access Granted and select Live > Deploy.

10 Click Deploy.
11 Click OK.

Customizing the Generic PRD

We recommend customizing the generic PRD for your environment. You can customize the category,
workflow activities, entities, and forms. The PRD includes three forms by default:

+ request_form: Request form users use to request access to the Approvals app.

+ approval_form: Approval form managers use to approve or deny requests for access.
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¢ approval_form_prov_admin: Approval form provisioning administrators use to fix issues with
the provisioning server configuration.

To create and customize a PRD to automatically configure your users’ settings in the Approvals app:

In the Outline view, navigate to the User Application driver.

Expand User Application Driver > Provisioning Request Definitions > Accounts.
Right-click Request Mobile Approval Access and select Edit.

Modify the Display Name and Description fields, if necessary.

(Optional) If you want to move the PRD from the default Accounts category, click the Category
drop-down menu and select the category you want to use.

a A W N P

NOTE: Most users do not need to modify the Status, Flow Strategy, and Process Type fields for
the generic PRD. We recommend only advanced users modify these fields.

6 (Optional) By default, the User DAL entity does not have an attribute configure for a user’s
mobile telephone number. If you do not currently have a Mobi | e attribute configured for User
entities in your environment, you may need to add the attribute. Complete the following steps to
add the attribute to the entity:

6a In the Provisioning view, expand User Application Driver > Directory Abstraction Layer >
Entities.

6b Right-click User and select Edit.
6¢c In the Data Abstraction Layer view, expand Entities > User.
6d Right-click User and select Add Attribute.

6e In the Add Attribute window, select the nobi | e attribute in the Available Attributes for Entity
Class list.

6f Click Add Attribute to move the attribute to the Entity Attributes list.
6g Click OK.
6h Close and save the Data Abstraction Layer.

7 Click the Workflow tab.

8 Click Mobile Configuration (prov admin must edit these).

9 Click Data Item Mapping.

10 Edit the data item mapping expressions for the Mobile Configuration workflow activity. Ensure
that the data item mapping matches the way your DAL User entity is configured.

The following image shows the workflow activity and data item mapping:
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"FirstName LastName"

ﬁ Analyze System Configuration

'> System Setup Correctly?

]

Prov Admin Must Setup System Correctly

- | Request Mobile Approval App &2

.2 Palette
% Select
[:-_ Marquee
| Flow Path
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@' Start
& Approval a Approval
v 75 Leg

7

@ Grant Acc

I |Branch
Y | Merge
2;| Condition

| Mapping

$i| Workflow Statu:

@ E-Mail
(= Provisioning
__;J Entitlernent

’ﬂl Finish o Entity

Target Expression

flowdata. mobileConfig.timeout
flowdata.mebileConfig.vdxUserEntity
flowdata.mobileConfig.vdxFirsthamehttribute
flowdata.mebileConfig.vdxLastMameAttribute
flowdata.mebileConfig.vdxMNameFormatAttribute

@] Worlflow Status

flowdata mobileConfig.vdxPhoneAttribute
flowdata.mebileConfig.vdxMebileAttribute
flowdata.mobileConfig.wdxEmail Attribute
flowdata mobileConfig.vdxPhotoAttribute

"TelephoneNumber”

"Emnail"
"UserPhoto”

11 (Optional) If you want to modify the default Trustee rights for the PRD, complete the following
steps:

11a Click the Overview tab.
11b Click the plus icon.

11c Select the group or user you want to be able to request access to the Approvals app.

NOTE: By default, the PRD trustee rights are set to [ ROOT] . This default setting allows all
users to request access to the Approvals app. Administrators can configure the trustee
rights to limit access to only certain users, if necessary.

11d Click OK.

12 (Optional) If you want to customize the default PRD request and approval forms, complete the
following steps:

12a In the Forms view, click the name of the form.

12b Modify the fields in the Form Controls window, as necessary.

12c Click the Preview icon to view the form.

12d Click OK when finished.
13 When finished, close and save the Request Mobile Approval App tab.
14 In the Outline view, right-click Request Mobile Approval App and select Sync to Package.
15 Right-click Request Mobile Approval App and select Live > Deploy.
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16 Click Deploy.
17 Click OK.

Creating and Deploying a Custom Configuration Link

If you want to provide a “generic” set of configuration settings to any user who installs the Approvals
app, you can embed a configuration link in an HTML page on a Web server your users can access.

Include the standard configuration link syntax in a link, as in the following example:

<a href="idmapproval ://settings/

?useri d=&passwor dl nKeychai n=&host =123. 112. 20. 109&por t =8180&r bpnCont ext = DMPr ov&
user Cont ai ner =ou=user s, o=dat a&t i neout =5&vdxUser Enti t y=user & dxNaneFor mat Attri but e=
Fi r st Nane%20Last Name&

vdxFi rst NameAt t ri but e=Fi r st Nane&vdxLast NameAt t ri but e=Last Nane&v dxPhot oAt t ri but e=Us
er Phot o& dxPhot oAt t ri but eLdap=

phot o& dxPhoneAt t ri but e=Tel ephoneNunber & dxMobi | eAt t ri but e=nobi | e&vdxEnmai | At tri but
e=Emai | &ami ngAttri but e=cn&

provAdm nGet TasksWor kar oundl nPl ace=YES" >Confi gure Approval s App</a>

Unless you create a custom link for one specific user, most configuration links should leave the
useri d and passwor dl nkeychai n values blank, providing the Roles Based Provisioning Module
server information and Identity Vault information users need to be able to use the app.

A user clicks the link, and the link automatically configures the app with any settings you include in
the link. The user then manually configures their Username and Password settings within the app.

Creating and Deploying a Custom Configuration QR Code

If your users cannot access their work email from their devices, you can create a QR code from the
Approvals app configuration link and email that code to your users.

You can use any QR code generator you want to create the code, generating the code using a
configuration link customized for your environment. Embed the code in an HTML page on a Web
Server your users can access.

For the example provided in “Setting Up the Approvals App” on page 574, the QR code could look
like the following image:

A user can then install the app, open the email on their work computer, and use a QR code reader on
their device to scan the code displayed on the screen.

The QR code acts as a configuration link, automatically configuring the app with any settings you
include in the link. In most environments, your users need to then manually configure their Username
and Password settings within the app.
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Optimizing Designer Forms for the Approvals App

The Approvals app renders Designer forms using either native iOS controls or HTML, depending on
the complexity of each specific form. Native iOS controls provide a more standard look and feel to
forms, while HTML-rendered forms look similar to forms in the User Application interface.

When creating new forms in Designer, we recommend simplifying forms as much as possible so that
the app uses native iOS controls.

You can also configure your forms to display a more complex version of the form in the User
Application and a less complex version in the Approvals app, using the suffix _nmobi | e.

For example, if you have an Approval activity form called appr ovelLapt op, you can create a new form
called appr ovelLapt op_nobi | e that acts as a simplified version of the original Approval activity form.
In order for data item mapping to function correctly, the _nmobi | e form must include the same fields as
the original. We recommend you keep both versions of the form synchronized.

The following steps can help you optimize your forms so the app can render using iOS controls:
1 Ensure the Roles Based Provisioning Module server has the correct version and patch installed.
The server must have version 4.0.2 Patch B or later installed.

2 Ensure the form has no scripts.

3 Ensure the form contains only fields with the following supported data types and control types:
+ bool ean: any control type
+ dat e: any control type
¢ tinme: any control type
¢ deci mal orinteger: Text control type only
+ dn: DNDi spl ay or read-only MVEdi t or control types only
* string: Text, Password, Titl e, Text Ar ea, or read-only MVEditor control types only

For more detailed information about creating forms in Designer, see “Creating Forms for a
Provisioning Request Definition,” in the NetlQ User Application: Design Guide.

Understanding Language Support in the
Approvals App

The Approvals app includes localized text for all built-in text strings. For example, the titles displayed
at the top of a view within the app are available in multiple languages, depending on the user’s locale.
Approvals app strings are provided in the following languages, by default:

+ Chinese (Simplified)

¢ Chinese (Traditional)

+ Danish

¢ Dutch

+ English

¢ French

+ German

+ |talian

+ Japanese
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*

Portuguese (Brazilian)

+ Russian

¢ Spanish

+ Swedish
As an administrator, you can also localize the form text displayed in the Approvals app. For example,
the Approvals app does not provide localized text for specific Approval tasks. You must localize text
strings for each of your PRDs, including form text, using Designer. For information about localizing

objects in Designer, see “Localizing Provisioning Objects,” in the NetlQ User Application: Design
Guide.
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Schema Extensions for the User

Application

This section describes the schema extensions used by the User Application.

Attribute Schema Extensions

Attribute Name

Description

srvprvAllowMgrlinitiate

srvprvAllowMgrRetract

srvprvAllowMgrSetAvailability

srvprvAllowMgrSetDelegate

srvprvAllowMgrSetProxy

srvprvAllowMgrTaskClaim

srvprvAllowMgrTaskReassign

srvprvAllRequests

srvprvAOLIMAddress

srvprvAssetRef

srvprvAssignExpiration
srvprvAssignFromContainer
srvprvAssignFromGroup
srvprvAssignFromUser
srvprvAssignStartTime
srvprvAssignToRelationship
srvprvAssignToUser

srvprvAutoDisplayTeam

A flag that indicates if the manager is allowed to
initiate a provisioning request.

Aflag to indicate if the manager is allowed to retract a
provisioning request.

A flag that indicates whether the manager can set a
proxy for the team.

Aflag to indicate if the manager is allowed to set
delegates for a provisioning request.

Aflag to indicate if the manager is allowed to set a
team proxy.

Aflag to indicate if the manager is allowed to claim a
provisioning approval task.

A flag to indicate if the manager is allowed to reassign
a provisioning approval task.

Aflag to indicate if the assignment covers all
provisioning request definitions for a team.

AOL IM address.

Representation of the aggregate asset properties for a
named asset associated to a user via the
srvprvAssetRecipientAux class.

Time at which a proxy or delegate assignment expires.
Container subjects of a proxy or delegate assignment.
Group subjects of a proxy or delegate assignment.
User subjects of a proxy or delegate assignment.
Time at which a delegation assignment takes effect.
Atarget relationship of a delegate assignment.

The User targets of a proxy or delegate assignment.

Automatically display team members.
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Attribute Name

Description

srvprvCapabilities1-5

srvprvCategoryKey

srvprvCurrentDelegatees
srvprvCurrentDelegators
srvprvDefaultTheme
srvprvDelegateeDef
srvprvDelegationDef

srvprvDelegators

srvprvEntitlementRef

srvprvEntity Type

srvprvFlowStrategy

srvprvGrant

srvprvGroupwiselMAddress

srvprvHideAttributes

srvprvHideUser

srvprvIMAddress
srvprvisTaskManager

srvprvLocalizedDescrs

srvprvLocalizedNames

srvprvManager
srvprvManagerGroup

srvprvManagerNotMember

srvprvMember
srvprvMemberContainer

srvprvMemberGroup

Listing of skills for a user.

Associates a given Provisioning Request Definition to
a set of provisioning categories. Values are keys to a
srvprvChoice instance.

The delegations associated with a user.
The delegations associated with a user.
The default theme.

The delegates definition DN.

The delegation definition DN.

The users who are defined as delegators by this
assignment.

Reference to a DirXML-Entitlement.

Specifies Directory Abstraction Layer Entity definition
type.

Specifies the flow invocation strategy to be used for
the Provisioning Request Definition.

Flag which if true specifies that the Provisioning
Request Definition supports a Grant operation.

Groupwise IM address.

Flag indicating if certain attributes should be hidden
and not displayed.

Flag indicating if the user should be hidden when
search list queries are executed.

Instant Messenger address.
Indicates if user is a task group manager.

Provides set of localized description strings for the
provisioning web applications, Designers and
iManager.

Provides set of localized display name strings for the
provisioning web applications, Designers and
iManager.

Indicates users who are managers.
Indicates a group containing managers.

Indicates that the manager is not a member of the
team.

Indicates users who are team members.
The name of the container containing team members.

The name of the group containing team members.
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Attribute Name

Description

srvprvMemberRelationship

srvprvModified

srvprvNotificationPrefs

srvprvPreferredLocale

srvprvProcessXML

srvprvQueryList

srvprvRelationship

srvprvRequest

srvprvRequestDefName

srvprvRequestScope

srvprvRequestXML

srvprvRevoke

srvprvStatus

srvprvTaskGroups
srvprvTaskManager
srvprvTaskScopeAddressee
srvprvTaskScopeRecipient
srvprvTeam

srvprvUser

srvprvUUID

srvprvYahoolMAddress

The name of the directory abstraction layer
relationship that determines members based attribute
in manager object.

Flag to indicate changes to definitions object
instances in the directory model container.

Defines the set of notification types users want to
receive.

Users preferred locale.

XML document representing a Provisioning process
definition including Workflow and Provisioning Action.

List of saved query/search criteria.

Defines relationships between objects in the identity
vault.

Exposes one item to be granted or revoked, including
the workflow process which defines the run-time
aspects of the Workflow and Provisioning Target.

The provisioning request definition name associated
with a delegate definition.

The scope of provisioning requests.

XML document representing the initial request form
and its data bindings.

If true, this flag specifies that the Provisioning Request
Definition supports a Revoke operation.

Specifies the status of the Provisioning Object
Supported values.

Groups for which the user is a task manager.

Task manager of the task group.

The addressee’s task scope.

The recipient’s task scope.

The container for team definitions.

The users associated with a delegation assignment.
Unique identifier for portlet.

Yahoo* IM address.
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Objectclass Schema Extensions

Objectclass Name

Description

srvprvAppConfig

srvprvAppDefs

srvprvAssetRecipientAux

srvprvChoice

srvprvChoiceDefs

srvprvDelegateeAssignment
srvprvDelegateeDefs
srvprvDelegationAssignment
srvprvDelegationDefs
srvprvDelegatorAssignment

srvprvDirectoryModel

srvprvDirectoryModelConfig

srvprvEntity

srvprvEntityAux

srvprvEntityDefs

srvprvProxyAssignment
srvprvProxyDefs
srvprvQuery

srvprvQueryDefs

srvprvRelationship

Container for application configuration objects of the
Provisioning System to which its DirXML-Driver
parent connects.

Container for configuration objects used to initialize
the Provisioning run-time environment, such as
themes for the Identity Portal.

Records the provisioning of non-IT assets on a user.

Enumeration of values that can be assigned to a
particular attribute, used in a query, for use in the
Identity Portlets and other Web Application
components.

Container for Directory Abstraction Layer Choice
definitions, to be exposed by the Identity Portlets and
Web Applications.

Delegates assignment definition.

Container for delegates definitions.

Delegation or availability assignment definition.
Container for delegation and delegators definitions.
Delegation or availability assignment definition.

Container for Directory Abstraction Layer meta-level
objects, selected contents of the directory to be
exposed by the Identity Portlets and Web
Applications.

Runtime Directory Abstraction Layer configuration
parameters.

Defines a view of selected attributes for defined
classes in the directory, used by the Identity Portlets
and other Web Application components.

Standard ObjectClass.

Container for Directory Abstraction Layer Entity
definitions, to be exposed by the Identity Portlets and
Web Applications.

Proxy assignment definition.
Container for proxy definitions.
Directory abstraction layer query definition.

Container for directory abstraction layer query
definition.

Defines relationships between objects in the
directory, for use in the Identity Portlets and other
Web Application components.
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Objectclass Name

Description

srvprvRelationshipDefs

srvprvRequest

srvprvRequestDefs

srvprvResource

srvprvResourceDefs

srvprvService

srvprvServiceDefs

srvprvTaskGroupAux
srvprvTeam
srvprvTeamDefs
srvprvTeamRequest
srvprvTheme
srvprvUserAux
srvprvWebAppConfig

srvprvWorkflow

srvprvWorkflowDefs

Container for Directory Abstraction Layer
Relationship definitions, to be exposed by the Identity
Portlets and Web Applications.

Exposes one item to be granted or revoked, including
the workflow process which defines the run-time
aspects of the Workflow and Provisioning Target.

Container for Provisioning Request Definitions, the
set of items to the Web Application run-time.

Defines the set of directory assignments to execute
for a provisioning fulfillment operation (either Grant or
Revoke).

Container for Provisioning Target definitions,
including design-time descriptions plus any template
or unused targets.

Describes how to invoke a specific Web Service from
an Workflow This includes specification of input and
return values.

Container for Service Definition objects, which wrap
Web Services called by Workflows.

Service provisioning task group.

Team for provisioning request management.
Container for team definitions.

Team provisioning requests.

Theme Object.

Service provisioning user entity.

Web Application configuration object.

Defines the network of activities including traversal
conditions to be executed in order to obtain approval
for a provisioning action.

Container for Workflow objects, including design-time
descriptions plus any template or unused flows.

Resource Definition Object (nrfResource)

The schema object that contains provisioning resource definitions.

Table B-1 Resource Definition Object Schema Definition

Attribute Name

Description

nrfLocalizedName

nrfLocalizedDescrs

The localized name of the resource.

The localized description of the resource.
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Attribute Name

Description

Owner

nrfRequestDefGrant

nrfRequestDefRevoke

nrfEntitlementRef

nrfApprovers

nrfQuorum

nrfDynamicParameters

nrfCategoryKey

nrfAllowAprOveride

nrfAllowMulti

The owner of the resource. It is the DN of an inetOrgPerson user.

Provisioning request definition used for approving the granting of a
resource assignment.

Provisioning request definition usef for approving the revocation of a
resource assignment.

IDM entitlement associated with the resource. Supports embedding of
dynamic parameter macros to allow users to specify values at request
time.

Resource approvers. Order of approvers is maintained by an integer in
the second element.

Used to support quorum approvals in tempated PRDs. This is the
guorum condition. Can be percentage or number of approvers required.

XML document that describes allowable parameter values that can be
specified at request time when the resource is being granted.

Used to categorize resource.

Allow requesting system (such as role provisioning) to override approval
of the resource provisioning.

Allow the resource to be assigned to the same user multiple times.

Resource Request Object (nrfResourceRequest)

The schema object whose instances contain a resource request object. The resource request object
is used by the resource driver to provision the resource.

Table B-2 Resource Request Object Sechema Definition

Attribute Description

nrfRequestDate Date-time resource request started.

nrfCategory 10-Resource To User Add
15 - Resource to User Remove

nrfResource DN of resource to grant or revoke.

nrfEntitlementRef Entitlement reference value of the resource being granted. This value is
copied from the resource definition with parameter values populated at the
time of the request.

nrfTargetDN DN of user who will be granted the resource or from whom the resource will
be revoked.

nrfRequester DN of user or role that requested assignment.

nrfStatus Status of request. Valid codes are described in Section B.4.1, “Resource

nrfDescription

Request Status Codes (nrfStatus),” on page 591.

Description/Comment of the resource request.
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Attribute

Description

nrfRequestDef

nrfApprovers

nrfQuorum

nrfApprovalinfo

nrfApprovalProcessid

Provisioning request definitoin used for approving the role

Resource approvers. Order of approvers can be maintained by an integer

in the second element.

Used to support quorum approvals in templated PRDs. The quorum
condition can be percentage or numbers of approvers required.

Holds approval data needed by resource view and reports.

Workflow process instance ID for resource assignment approval.

Resource Request Status Codes (nrfStatus)

Table B-3 Valid Resource Request (nrfStatus) Status Codes

Status Code

Key

Description

01
12
13
15

20

30

50

70
75
80

95

100

New Request
Approval_Retry
Pending_Approval_RETRY

Approval Pending

Approved

Provision/Deprovision

Provisioned/Deprovisioned

Cancel
Cancelled

Provisioning Error

DeniedSet

CleanupSet

Initial value when request is created

Set by driver after successful assignment/
revocation workflow.

Set by resource assignment/revocation
workflow when approved.

Set by driver after all necessary approvals
have been approved and role activation time
has been reached.

Set by driver after role has been provisioned
or deprovisioned.

Request cancellation
Cancellation request completed.

Set by driver when an error occurred during
provisioning or deprovisioning.

Set by assignment/revocation workflow when
approved.

When nrfResourceRequest workflow should
be deleted.
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B.6

B.7

592

Role-Resource Configuration (nrfConfiguration)

Table B-4 Role-Resource Configuration Object Schema

Attribute

Definition

nrfResourceRequestContainer
nrfResourcesContainer
nrfResourceRevokeRequestDef

nrfResourceGrantRequestDef

Root container for resource requests.
Root container for resource definitions.
Default PRD for approving resource revocations

Default PRD for approving resource assignments.

Resource Binding to Users (nrfldentity)

Table B-5 Resource Binding to Users Object Schema

Attribute

Description

nrfResource

nrfResourceHistory

Currently assigned and assigned resources. Attribute
contains DN for the resource DN, the binding state of
the resource, and the cause of the assignment and
approval information.

Contains historical information about each resource
grant, revocation, denial. Contains the resource as
well as XML that contains the resource binding state,
(O=inactive, 1=active, 2=pending, 3= deactivated). The
XML also contains the entitlement reference value
used to grant the entitlement, grant history (who and
when), and revocation history (similar to approval
information)

Resource Containers

ResourceRequests (nrfResourceRequests): A container objects that persists resource requests.

ResourceDefs (nrfResourceDefs): A container object that persists the definition of a resource.
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C.l1

JavaScript Search API

The underlying framework for the Identity Manager User Application supports a JavaScript API for
executing searches that access the Directory Abstraction Layer. This API lets you build, save, and
execute queries from a JSP page running outside of the User Application itself. To run a query, you
can invoke the services of the SearchListPortlet, passing parameters that specify the search criteria
and formatting options. Alternatively, you can run a search by using the API directly without involving
the SearchListPortlet.

Launching a Basic Search using the
SearchListPortlet

To perform a basic search, you can specify a deep link to the SearchListPortlet from a JSP page. The
URL for the portlet must either pass a simple set of request parameters that specify the search
criteria, or pass a JSON-formatted query string. A basic search defines a single search criterion, such
as the following:

First Nanme starts with A

To launch a search, you can call the single portlet render url for the SearchListPortlet. You must pass
the request parameter MODE=MODE_RESULTS_LIST

Passing Request Parameters

You can pass a simple set of request parameters to the SearchListPortlet. These parameters specify
an entity, an attribute to search on, an operator, and a search string. The following script shows the
URL for the portlet, as well as the four request parameters you need to use:

<script type="text/javascript">
function openSearchResul ts(extraUrl Params) {
var url = "/IDWProv/portal/portlet/SearchListPortlet?";
url += "url Type=Render &novl - r egi d=Sear chLi st Portl et";
url += "&novl -inst =l DMProv. SearchLi stPortlet";
url += "&wsrp- node=vi ewdwsr p- wi ndowst at e=nor nal *;
url += "&MODE=MODE_RESULTS LI ST&";
url += extralrl Parans;
var feat = "wi dth=700, hei ght =600";
feat += ", menubar=no, resi zabl e=yes, t ool bar =no, scrol | bars=yes";
var win = w ndow. open(url, "TestSearchPopup", feat);
if (win) win. focus();

}

var searchla = "ENTI TY_DEF=user";

searchla += "&COND ROW ATTR=Fi r st Nane";

searchla += "&COND RON REL_OP=starts-with";

searchla += "&COND_ROW VAL=A";

To call this function, you might have a button on the form with onclick event that looks like this:

<i nput type="button" value="G0" onclick="openSearchResul ts(searchla)"/>
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The following table describes the request parameters:

Table C-1 Request Parameters for Basic Search

Request Parameter

Description

ENTITY_DEF

COND_ROW_ATTR
COND_ROW_REL_OP

COND_ROW_VAL

Specifies the key value for an entity in the Directory
Abstraction Layer.

Specifies the attribute to search on.

Specifies the operator to use in the search expression.
The following operators are supported for attributes of
type string, boolean, integer, time, dn_lookup,
dynamic_list, and static_list:

equals
present
not_equals
not_present

The following operators are supported for attributes of
type string:

starts_with
ends_with
contains
not_starts_with
not_ends_with
not_contains

The following operators are supported for attributes of
type integer and time:

greater
greater_or_equal
less

less_or_equal
not_greater
not_greater_or_equal
not_less
not_less_or_equal

The value to search on.

Using a JSON-formatted String to Represent a Query

If you prefer to format your query as a JSON string, you need to pass the QUERY parameter to the
SearchListPortlet, instead of the request parameters described in the section above. The JavaScript
variable shown below illustrates how the QUERY parameter is constructed:
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var searchlb =" QUERY={"k":"Lastname starts with B","mxPg":"10",";
searchlb +=""mxRes":"0", "ptr":"1","grp":[{"map":{"row": [{"map":{";
searchlb +=""rowRop":"starts-with","rowal ":"B","rowAttr":"Last Name""';
searchlb +="}}],"rowLop":"and"}}],";

searchlb +='""orderBy":"Last Nane", "entDef": "user",";

searchlb +='"sScope":"","sRoot":"","grpLop":"and",";
searchlb +=""sel Attr":["FirstName", "Last Name","';
searchlb +=""Title","Email", " Tel ephoneNunber”]}";

The JSON structure gives you a way to specify values for most of the settings and preferences
associated with the SearchListPortlet.

The following table describes the JISON name/value pairs that define the QUERY parameter passed
to the SearchListPortlet:

Table C-2 JSON Structure for Defining the QUERY Parameter

JSON Setting Description

k Specifies a name for the search. (Optional)

mxPg Specifies the maximum number of rows per page.
(Optional)

mxRes Specifies the maximum number of total rows retrieved.
(Optional)

ptr Sets the scroll pointer, which defines the pagination

offset. (Optional)

arp Defines a condition group. You can specify one or
more condition groups. For details on the settings for a
condition group, see Table C-3 on page 595.

orderBy Specifies the attribute to sort on. (Optional)

entDef Specifies an entity in the Directory Abstraction Layer.
sScope Sets the search scope. (Optional)

sRoot Sets the search root. (Optional)

grpLop Defines the logical operator (and or or ) for groups

within this query.

selAttr Lists the attributes to include in the search results.

The following table describes the JSON structure for defining a condition group:

Table C-3 JSON Structure for Defining a Condition Group

JSON Setting Description

row Defines a condition row. You can specify one or more
condition rows. For details on the settings for a
condition row, see Table C-4 on page 596.

rowLop Defines the logical operator (and or or ) for rows within
this group.
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The following table describes the JSON structure for defining a condition row:

Table C-4 JSON Structure for Defining the Fields for a Condition Row

JSON Setting Description

rowRop Defines the relational operator. The relational
operators supported in JSON are the same as those
for basic searches using request parameters. For a
complete list of the relational operators, see the
description of COND_ROW_REL_OP in Table C-1 on

page 594.
rowVal Sets the search value.
rowALttr Specifies the attribute to search on.

C.2 Creating a New Query using the JavaScript API

As an alternative to using the basic search request parameters, or the JSON structure, you can call a
JavaScript API to execute queries. This section describes some simple techniques for using the API,
as well as reference documentation for the API.

The search API relies on the ajax framework embedded in the User Application component named
JUICE. JUICE (JavaScript Ul Controls and Extensions) is compliant with and uses the dojo library.
JUICE is merged into the dojo release used in the User Application.

Therefore, to use JUICE on a custom page within the IDM User Application WAR file, you need to
have a script reference to dojo.js (not to JUICE). After adding the reference to dojo.js, you can add a
JavaScript line to tell dojo to download JUICE.

Before using the JavaScript API, you need to perform some setup steps on the page to make the dojo
module available for use:

1 Add a script tag for dojo.js in the HTML header. The reference to dojo.js must be in the header
(not the body), as shown below.

<htm >
<head>
<META htt p-equi v="Content - Type" content="text/htm ; charset=UTF-8">
<title>JavaScript Search</title>
<script type="text/javascript">
i f(typeof dojo=="undefined"){
var dj Config={i sDebug: fal se,
baseScriptUri: "/1DWProv/javascript/dojo/"};
var buf="<script type='text\/javascript' ";
buf +="src="/1DWMProv/ U Query?j s=doj o\/ doj 0. j s' ><\/scri pt >"
document . writel n(buf);
}
</script>
</ head>

2 Add this JavaScript statement to load JUICE into the browser’s memory:
<script type="text/javascript">
/1 This line nmust precede any code using JU CE.

dojo.require("JU CE *");
</script>
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3 To take advantage of the JUICE.IDM services, which include entity searching, also add this
JavaScript statement:

<script type="text/javascript">
//This line nust precede any code using JU CE. | DM servi ces.
dojo.require("JUCE IDM*");

</script>

To build the query, you need to call the create() method on the JUICE.IDM.Entities.Search object,
passing in the name you want to give to the query. The create() method is a static method. Here’s
how you invoke it:

var newQuery = JUICE. IDM Entities. Search.create("My New Search");

Once you've created the query object, you can call methods on this object to define the basic settings
for the query, as well as the condition groups and condition rows. The query structure you create with
the JavaScript API follows the model of the JSON representation. After you've created the query
object you append it to the QUERY request parameter.

The JavaScript example shown below illustrates how you use the JavaScript API to build a query:

function buil dQuery3() {
var newQuery = JUICE. IDM Entities. Search.create("My New Search");
newQuery. set Fron{"user");
var sel Attrs = ["FirstName", "Last Name"];
newQuery. set Sel ect s(sel Attrs);
var newCondG pl = newQuery. addConditi onG oup();
var newCondRowl_1 = newCondG pl. addConditi onRow();
newCondRowl_1. set RowAt t r (" Fi r st Nange") ;
newCondRowl_1. set RowRop( " cont ai ns");
newCondRowl_1. set Rowval ("C");
openSear chResul t s(" QUERY=" + newQuery);

JavaScript API

This section provides reference documentation for the JavaScript API for searching entities in the
Directory Abstraction Layer.

The following table describes the static methods for the JUICE.IDM.Entities.Search object:

Table C-5 Static methods for JUICE.IDM.Entities.Search

Method Description

<Query> create(searchName) Creates a new Query with the searchName

<void> load(uuid) Loads a user's saved search with the uuid

<Query> get(uuid) Returns the user's saved search with uuid as a Query

<String[]> getNames() Returns the names of all the logged in user's saved
searches

<String> getUUID(searchName) Returns the uuid of the saved search with the
searchName

The following table describes the methods for the Query object:

JavaScript Search APl 597



Table C-6 Methods for the Query object

Method

Description

<void> setKey(searchName)
<void> setFrom(defKey)
<void> setSelects(attrkey[])
<void> setSearchScope(scp)
<void> setSearchRoot(rt)
<void> setMaxPage(int)
<void> setMaxResults(int)
<void> setOrderBy(attrKey)
<void> setPointer(int)
<void> setGroupLop(lop)
<String> getKey()

<String> getFrom()

<String> getSelects()
<String> getSearchScope()
<String> getSearchRoot()
<int> getMaxPage()

<int> getMaxResults()
<String> getOrderBy()

<int> getPointer()

<String> getGroupLop()

<int> nbConditionGroups

Sets the searchName

Sets the from entity-definition

Sets the selects (optional, if using SearchListPortlet)

Sets the search scope (optional)
Sets the search root (optional)

Sets the max rows per page (optional)
Sets the max rows in total (optional)
Sets the sort (optional)

Sets the pagination offset (optional)
Sets the inter-group logical operator
Gets the searchName

Gets the from entity-definition

Gets the selects

Gets the search scope

Gets the search root

Gets the max rows per page

Gets the max rows in total

Gets the sort

Gets the pagination offset

Gets the inter-group logical operator

Returns the number of condition groups

<CondGroup> addConditionGroup Creates and returns a new condition group

(CondGroup object) appended to the query
<void> removeConditonGroup(i) Removes the condition group at i

<CondGroup> getConditonGroup(i) Returns the condition group at i

The following table describes the methods for the CondGroup object:

Table C-7 Methods for the CondGroup object

Method Description

<void> setRowLop(lop) Sets the intra-group logical operator
<String> getRowLop() Gets the intra-group logical operator
<int> nbConditionRows() Returns the number of condition rows
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Method Description

<CondRow> addConditionRow() Creates and returns a new condition row appended to
the condition group

<void> removeConditionRow(i) Removes the condition row at i

<CondRow> getConditionRow(i) Returns the condition row at i

The following table describes the methods for the CondRow object:

Table C-8 Methods for the CondRow object

Method Description

<void> setRowAttr(attrKey) Sets the attribute

<void> setRowRop(rop) Sets the relational operator.
<void> setRowVal(val) Sets the search value
<String> getRowAttr() Gets the attribute

<String> getRowRop() Gets the relational operator
<String> getRowVal() Gets the search value

Performing an Advanced Search Using a JSON-
formatted Query

You can use the QUERY parameter to perform an advanced search using JSON. The JSON syntax
rules are the same as those for the basic search. The only difference is that an advanced search
typically defines multiple condition groups and condition rows. The JavaScript variable shown below
illustrates how the QUERY parameter might be constructed for a search that uses several condition
groups and condition rows:

var search2 = ' QUERY={"k":" Conplicated Search Al

K", "nmxPg":" 10", "nxRes":"0","ptr":"1","grp": [{"map": {"row": [{"map": {"rowRop": "equa
I's","rowval ": "cn=bgl, ou=groups, ou=i dnsanpl e, o=neti q","rowAttr":"group"}}, {"map": {"
rowRop": "contains","rowal ":"0","rowAttr":"FirstName"}}], "rowLop":"and"}}, {"map":{
"row": [{"map": {"rowRop": "not -

present”,"rowal ":"","rowAttr": " Tel ephoneNurber"}}, {" map": {"rowRop": "equal s", "r ow
al ":"cn=abl ake, ou=users, ou=i dmsanpl e, o=netiq", "rowAttr":"direct Reports"}}, {"map": {
"rowRop": "equal s", "rowval ": "cn=cnano, ou=user s, ou=i dnsanpl e, o=neti q", "rowAttr": " man
ager"}}], "rowlop":"and"}}, {"map":{"row": [{"map": {"rowRop": "not -

present","rowval ":"", "rowAttr": " Tel ephoneNunber"}}, {"map": {"rowRop": "equal s", "row
al ":"cn=abl ake, ou=users, ou=i dmsanpl e, o=netiq", "rowAttr":"direct Reports"}}, {"map": {
"rowRop": "equal s", "rowval ": "cn=cnano, ou=user s, ou=i dnsanpl e, o=neti ", "rowAttr": " man
ager"}}],"rowlop":"and"}}], "orderBy": "Last Nane", "entDef ": "user", "sScope":"", "sRoot
"ot "grpLop”:tor","sel Attr":["FirstName","Title","Email", " Tel ephoneNunber"]}";

For details on each of the JSON settings, see Section C.1.2, “Using a JSON-formatted String to
Represent a Query,” on page 594.
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C.5

C.6

Retrieving all Saved Queries for the Current User

You can use the JavaScript API to retrieve all saved queries for the user who is currently logged on.
To do this, you need to call the getNames() static method on the JUICE.IDM.Enities.Search object.

The following JavaScript example illustrates the procedure for retrieving all saved queries for the
current user:

function query4Get SavedQueries() {
var searchNanmes = JU CE. IDM Entities. Search. get Nanmes();
var replaceDi v = docurent. get El ement Byl d( " savedQuer yNames") ;
repl aceDi v. i nner HTM. = sear chNanes;

}

Running an Existing Saved Query

You can use the JavaScript API to execute a saved query. Before you execute a saved query, you
need to perform the following JavaScript statement to retrieve the saved queries (as described in the
previous section):

JUICE. IDM Enti ties. Search. get Narmes() ;
You need to call getNames() first, even if you know the name of the saved search you want to run.
After calling the getNames() function, you need to perform these steps to execute the saved search:

1 Call the getUUID() method to access the UUID associated with the search name.

2 Call the load() method on the JUICE.IDM.Entities.Search object to load the saved query with the
UuID.

3 Call the get() method to retrieve the saved query structure.
All of these methods are static methods.
Once you have the query structure, you can use it to construct a QUERY request parameter.
The following JavaScript example illustrates the procedure for launching a saved query:

function runQuery4() {
var textField = docunent. get El ement Byl d("savedQueryToRun");
var queryName = textField.val ue;
var queryUUl D = JUICE. I DM Entities. Search. get UUl D( quer yNarne) ;
JUCE IDMEntities. Search. | oad(queryUUl D);
var nmyQuery = JUICE. IDM Entities. Search. get (queryUuUl D);

openSear chResul t s(" QUERY=" + nmyQuery);

Performing a Search on All Searchable Attributes

You can use the JavaScript API to search all of the searchable attributes for an entity. This type of
search only applies to attributes that have a type of string. Therefore, it does not work with DN, date,
integer, boolean, and so forth.

To perform a search on all searchable attributes, you create a query object in the same manner that
you would using other search techniques (as described above). Then you need to get the list of
attributes for an entity definition by calling JUICE.IDM.Definition.load(). Once you have the list of
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attributes, you need to verify that each attribute is a string and is searchable. For each attribute that is
a string and is searchable, you can now add a condition row by calling the addConditionRow()
method on the condition group object. When all condition rows have been added, you can execute
the search.

The following JavaScript example illustrates how to perform a search on all searchable attributes.

function buil dQuery5() {
var searchStr = docunent. get El ement Byl d( " query5Text"). val ue;

if (searchStr == "") {
alert("Enter a search string in the text field.");
return;

}

var newQuery = JUCE. IDMEntities. Search.create("My New Search");
var entDef = "user";

newQuery. set Fron{ ent Def) ;

var sel Attrs = new Array();

sel Attrs. push("FirstName");

sel Attrs. push("Last Nanme");

newQuery. set Sel ects(sel Attrs);

var newCondG pl = newQuery. addConditi onG oup();

newCondG pl. set RowLop("or");

//get all the searchable attributes of entity-definition user that are type
string (excludes DN, date, integer, bool ean, etc)

JU CE. | DM Definitions. | oad(entDef);

var attrKeys = JUI CE. | DM Definitions.getAttributeKeys(entDef);

for (var i = 0; i < attrKeys.length; i++) {
var attrDef = JUICE. I DM Definitions.getAttribute(entDef, attrKeys[i]);
var attrType = attrDef.getType();
var searchable = attrDef.isSearchabl e();

if (attrType == "String" &% searchable ) {
var newCondRow = newCondG pl. addCondi ti onRow();
newCondRow. set RowAttr (attrKeys[i]);
newCondRow. set RowRop( " cont ai ns") ;
newCondRow. set Rowval (searchStr);

}

openSear chResul t s(" QUERY=" + newQuery);
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D.2

D.3

D.4

Trouble Shooting

This section describes tips for working around common errors.

Permgen Space Error

You might encounter the following error when you redeploy the User Application:

11:32: 20, 194 ERROR [[Portal Aggregator]] Servlet.service() for servlet
Port al Aggregator threw exception java.lang. Qut Of MenoryError: PernGen space

To avoid this error, either:
+ Restart the JBoss server.
or

+ Or, increase the PermSpace value by passing -XX:MaxPermSize to the Java virtual machine by
means of JAVA_OPTS in the start-jboss script, for example:

- XX: Maxper nSi ze=128m

Email Notification Templates

If your email notification templates are displaying in a single language and not in the user’s default
locale as you expect, check to see what notification template is selected. You can select a default
template or a localized version of the template. When you select a localized template, the language of
the localized template is used regardless of the user’s default language. When you select the default
template (the template without a locale code), the email is in the user’s default language (if the default
is a supported language).

Org Chart and Guest Access

If you encounter an error like this at runtime, then you must modify the service definitions in the User
Application WAR:

error: "an error occurred Control instantiation of JUCE OgChartCrl failed
(Obj ect doesn't support this property or nethod). Please contact your system

adm nistrator. Detailed information can be found in the console." when accessing
the portlet in a browser.

Provisioning Notification

If the Notify Other Users of these Changes check box does not display on the following pages:

+ Edit Availability
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*

My Proxy Assignments

*

My Delegate Assignments
+ Team Proxy Assignments
+ Team Delegate Assignments

+ Team Availability

Verify that Email Notification templates have been defined. You define them through the
Administration > RBPM Provisioning and Security > Delegation and Proxy.

javax.naming.SizeLimitExceededException

If you encounter a j avax. nam ng. Si zeLi mi t ExceededExcept i on when you use the Administration
> Page Admin > Set As Default, you might have encountered a maximum size limit. You can modify
this limit in the Port al G oupPageDef aul t s portlet settings in the portl et.xm as follows:

<portlet>
<portl et - name>Port al G oupPageDef aul t s</ port| et - nane>
<portlet-class>
com novel | . af w. portal . portlet.core. perm ssion. Portal G oupPageDef aul ts
</portlet-class>
<init-parame
<nanme>M N_CACHE_SI ZE</ nane>
<val ue>20</ val ue>
</init-paranr
<init-paranp
<name>MAX CACHE_SI ZE</ nane>
<val ue>200</ val ue>
</init-paramp
<init-paraner
<name>PAC_MAX_RESULTS</ nane>
<val ue>2000</ val ue>
</init-paranp

</portlet>

If you have more than 200 groups and want to assign groups to the View permissions for the Page
Admin tab, you also need to update the settings for the Por t al User Gr oupSel ect i on portlet. Modify
this limit in the portl et. xm as follows:
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<portlet>
<portl et-nanme>Portal User G oupSel ecti on</portl et-name>
<portlet-class>
com novel | . af w. portal . portlet.core. perm ssion. Portal User G oupSel ecti on
</portlet-class>
<init-paranp
<name>M N_CACHE_SI ZE</ nane>
<val ue>20</ val ue>
</init-paranmp
<init-paraner
<name>MAX_CACHE_SI ZE</ nanme>
<val ue>200</ val ue>
</init-paranp
<init-parame
<nanme>PAC_MAX_RESULTS</ nane>
<val ue>2000</ val ue>
</init-paranr

</portlet>

Redeploy the User Application after you make your changes.

Linux Open Files Error

If you run the User Application on Linux, you might encounter a Too Many Open Files Error.

Linux allows 1024 open files for each process, but the User Application often requires more. NetlQ
suggests increasing the number of open files to 4096 to avoid the Too Many Open Files error.

Use the ul i m t command to increase the number of open files. There are some restrictions on
ul i m t for non-root users. Here is an example of how you can use the ul i m t command to increase
the number of open files to 4096 for a non-root user:

1 Log in as root.

2 Edit the file /etc/security/limits.conf. Add an entry for the user named smith and allow nofile up to
4096:

smth hard nofile 4096

3 Log in as user smith and pass 4096 to the uli mit -n command. You can issue the command
again with no argument to see the current value:

smth@uyhost:~> ulimt -n 4096
smth@myhost:~> ulimt -n

You might want to specify ul i m t in the user environment or the start-jboss script so that the new
value is always used.
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Troubleshooting

The following sections contain information about troubleshooting different components of identity
applications:

+ Section 25.1, “Using Log Files for Troubleshooting,” on page 607

+ Section 25.2, “Troubleshooting Open XDAS Logging,” on page 621

+ Section 25.3, “Troubleshooting Self Service Password Reset Issues,” on page 622

¢ Section 25.4, “Entitlement Configuration Error During Codemap Refresh,” on page 623

+ Section 25.5, “Mismatch of Certificates Used by Identity Manager Engine and User Application
Causes Code (-9205) Error in vnd.nds.stream,” on page 623

25.1 Using Log Files for Troubleshooting

The following sections provide information about how to use log files for troubleshooting problems:

+ Section 25.1.1, “Virtual Data Access Logging,” on page 607
¢ Section 25.1.2, “When a Code Map Refresh Is Triggered,” on page 610

+ Section 25.1.3, “When Multiple Users Try to Authenticate From Different Interfaces,” on
page 611

¢ Section 25.1.4, “When an E-Mail Approval Notification is Not Delivered,” on page 612

+ Section 25.1.5, “When a Role Is Requested,” on page 613

¢ Section 25.1.6, “When a Role Is Listed in Role Catalog,” on page 615

¢ Section 25.1.7, “Checking the Status of Database Schema Validation,” on page 618

+ Section 25.1.8, “Determining if Liquibase Changeset Has Executed,” on page 618

+ Section 25.1.9, “When Assigning a Resource to a User That Does Not Exist,” on page 620
¢ Section 25.1.10, “When Checking the Workflow Engine Heartbeat,” on page 620

25.1.1 Virtual Data Access Logging

The Virtual Data Access (VDA) trace is logged to the cat al i na. out file when you look for an entity
definition.

The VDA issues all of the identity applications LDAP queries for identity data such as entity definition
and attributes on the Identity Vault. First it queries the information from the local cache residing on the
identity applications server. If the information is not found in the local cache, it queries the Identity
Vault. After locating the object, the identity applications read the attributes of the object and map the
attributes with the entity definition in the local cache. When the entity definition matches, the identity
applications send the data to the client. The trace looks similar to the following:

2015-08- 29 16: 05: 05, 389 [htt p- bi 0- 8443- exec-10] DEBUG
comnovel l.idmnrf.util.Cacheltil- [RBPM Rol e object was found in cache: cache-
key-nrf-config
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2015-08- 29 16: 05: 05, 389 [ htt p- bi 0- 8443- exec-10] DEBUG
comnovel | .idmnrf.util.Cacheltil- [RBPM Rol e object RETRI EVED from cache: cache-
key-nrf-config

2015-08-29 16: 05: 05,392 [http-bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rt ual Dat aAccess- [ RBPM
VDA. get Enti t yResul t Li st

2015-08- 29 16: 05: 05, 392 [htt p- bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. model . Vi rt ual Dat aMbdel - [ RBPM
VDM get EntityDefinition(String, Locale):sys-nrf-navitem

2015-08- 29 16: 05: 05, 392 [htt p- bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL Definition is null/not
found in cache: VDM ENTITY_DEFIN TI ON_sys-nrf-navitem Is object in cache?fal se

2015-08- 29 16: 05: 05,392 [htt p- bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.inpl.vdata.definition.Virtual DataDefinition- [RBPM Entity
Definition found: sys-nrf-navitem

2015-08- 29 16: 05: 05, 393 [ htt p-bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL definition was found in
cache: VDD _ENTI TY_ATTR sys-nrf-navitem

2015-08- 29 16: 05: 05, 393 [ htt p-bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.spi.vdata.util.CachelUtil- [RBPM DAL Definition RETRI EVED from
cache: VDD _ENTI TY_ATTR sys-nrf-navitem

2015-08- 29 16: 05: 05, 393 [ htt p-bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.spi.vdata.util.CachelUtil- [RBPM PUT new DAL Definition into
cache: VDM DEFI NI TI ON_ATTRI BUTE_LI ST_sys-nrf-navitem

2017-08-29 16:05: 05, 394 [ http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aMbdel - [ RBPM
VDM get EntityDefinition(String, Locale):sys-nrf-navitem

2015-08- 29 16: 05: 05, 394 [htt p- bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM
VDA. get EntityResul tList query filter: (& objectd ass=nrfNavltem)

2015-08- 29 16: 05: 05, 439 [htt p- bi 0- 8443- exec-10] DEBUG

comnovel | .idmsecurity.ui.U ProvSecurityUil- [RBPM not Admin or Conpliance tab,
so checkAccess with resource =

cn=Wr kDashBoar d, cn=Navl t ens, cn=Ul Confi g, cn=AppConfi g, cn=User Appl i cati on, cn=dri ver
set, ou=i dm ou=servi ces, o=system

2015-08- 29 16: 05: 05, 443 [htt p- bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rt ual Dat aMbdel - [ RBPM
VDM get EntityDefinition(String, Locale):sys-nrf-user

2015- 08- 29 16: 05: 05, 444 [htt p- bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.inpl.vdata.definition.Virtual DataDefinition- [RBPM Entity
Definition found: sys-nrf-user

2015-08- 29 16: 05: 05, 444 [htt p- bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM PUT new DAL Definition into
cache: VDM ENTI TY_DEFI NI TI ON_sys-nrf-user

2015-08- 29 16: 05: 05, 444 [http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [RBPM VDA getEntity:
cn=nyt est user, dc=dat a
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16: 05: 05, 444 [ ht't p- bi o- 8443- exec- 10] DEBUG

com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL definition was found in

cache:

2015-08-29

VDD_

ENTI TY_ATTR_sys-nrf-user

16: 05: 05, 444 [ htt p- bi o- 8443- exec- 10] DEBUG

com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL Definition RETRIEVED from

cache:

2015-08-29

VDD_

ENTI TY_ATTR_sys-nrf-user

16: 05: 05, 445 [ htt p- bi 0- 8443- exec-10] DEBUG

com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM PUT new DAL Definition into

cache:

2015-08- 29
com novel I .
Attributes

2015-08- 29
com novel I .

2015-08- 29
com novel | .

VDM

DEFI NI TI ON_ATTRI BUTE_LI ST_sys-nrf-user
16: 05: 05, 446 [ htt p- bi 0- 8443-exec-10] DEBUG

srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM VDA. get LdapAttri butes

and val ues

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

nyt est user @cne. com

2015-08- 29
com novel | .

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

nodi fyTi mest anp

2015-08- 29
com novel | .

2015-08- 29
com novel | .
gi venNane

2015-08- 29
com novel | .

2015-08- 29
com novel | .

obj ect C ass

2015-08- 29
com novel | .

2015-08- 29
com novel |

2015- 08- 29
com novel |

2015- 08- 29
com novel |

2015- 08- 29
com novel |

2015-08- 29
com novel |

2015-08- 29
com novel |

2015-08- 29
com novel I .

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec- 10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG

.srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG

.srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ ht't p- bi 0- 8443- exec- 10] DEBUG

.srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec- 10] DEBUG

.srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ ht't p- bi 0- 8443- exec- 10] DEBUG

.srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG

.srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM

16: 05: 05, 478 [ htt p- bi 0- 8443- exec-10] DEBUG
srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM

Attribute ID muail

Attribute ID

201507161241587

Attribute ID

myt est user

Attribute ID

i net Or gPer son

organi zat i onal Per son

Per son

ndsLogi nProperties

Top

srvprvEntityAux

Attribute ID sn

myt est user
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2015-08-29 16: 05: 05,479 [http-bi 0- 8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. model . Virtual Dat aAccess- [RBPM Attribute ID: cn

2015-08- 29 16: 05: 05,479 [http-bi o- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM VDA checking if
obj ect instance contains the required objectC ass per DAL definition: sys-nrf-user

2015- 08-29 16: 05: 05,479 [ http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. model . Virtual Dat aAccess- [ RBPM VDA. does contain
requi red (search=true or auxilliary=false) objectC ass:inetO gPerson

2015-08-29 16: 05: 05,479 [http-bi o- 8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM VDA obj ect instance
is correct type

2015-08- 29 16: 05: 05,479 [http-bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rt ual Dat aMbdel - [ RBPM
VDM get EntityDefinition(String, Locale):sys-nrf-user

2015-08- 29 16: 05: 05, 479 [http- bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL Definition RETRIEVED from
cache: VDM ENTI TY_DEFI NI TI ON_sys- nrf-user

2015-08- 29 16: 05: 05,479 [http-bi 0- 8443- exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [RBPM VDA getEntity:
cn=nyt est user, dc=dat a

2015- 08- 29 16: 05: 05, 480 [htt p- bi 0- 8443- exec-10] DEBUG
comnovel | . srvprv.spi.vdata.util.Cacheltil- [RBPM DAL Definition RETRIEVED from
cache: VDM DEFI NI TI ON_ATTRI BUTE_LI ST_sys-nrf-user

2015-08-29 16: 05: 05, 481 [ http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess- [ RBPM VDA. get LdapAttri butes
Attributes and val ues

2015-08-29 16: 05: 05,481 [ http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM Attribute ID mail

2015-08-29 16: 05: 05,481 [http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM
nyt est user @cne. com

2015-08-29 16:05: 05,481 [ http-bi o-8443-exec-10] DEBUG
com novel | . srvprv.inpl.vdata. nodel . Vi rtual Dat aAccess- [ RBPM 20150716124158Z

When an entity model is changed, you must clear the VDA cache for the changes to take effect. For
example, entity changes occur when a new attributes is added or the existing attributes are modified
or removed.

When a Code Map Refresh Is Triggered

When you initiate a code map refresh cycle, sometimes the refresh cycle is not successful. When this
occurs, the trace prints messages similar to the following:

2015-11-14 12:28:12,045 [Tinmer-1] I NFO com novel |l .idmnrf.service. CodeMapEngi ne-
[RBPM Building the Entitlement CODE MAP tables...

2015-11-14 12:28:12,450 [Ti mer-1] ERROR com novel | .idm nrf. servi ce. CodeMapEngi ne-
[RBPM Unable to conplete the CODE MAP refresh for entitlenent:
cn=exchangemai | box, cn=ad, cn=dset, ou=i dm o=system
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2015-11-14 12:28: 12,454 [Timer-1] | NFO com novel|l.idmnrf.service. CodeMapEngi ne-
[ RBPM CODE MAP refresh on entitlement:

cn=exchangemai | box, cn=ad, cn=dset, ou=i dm o=system processed, next refresh tine:
20161115122812- 0500.

2015-11-14 12:28:12,646 [Timer-1] ERROR comnovel |l .idmnrf.service. CodeMapEngi ne-
[RBPM Unable to conplete the CODE MAP refresh for entitlenent:
cn=gr oup, cn=ad, cn=dset, ou=i dm o=syst em

2015-11-14 12:28:12,835 [Tinmer-1] ERROR comnovel | .idmnrf.service. CodeMapEngi ne-
[RBPM Unable to conplete the CODE MAP refresh for entitlenent:
cn=useraccount, cn=ad, cn=dset, ou=i dm o=system

The first entry indicates that code map table refresh action is being initiated. The second entry
specifies that it is unable to refresh the code map table for

cn=exchangenui | box, cn=ad, cn=dset, ou=i dm o=syst ementitlement. The next line has the time
interval when the entitlement will be refreshed. The next two lines specify that code map table was
not refreshed for cn=gr oup, cn=ad, cn=dset, ou=i dm o=syst emand

cn=user account, cn=ad, cn=dset , ou=i dm o=syst ementitlements.

The code map refresh process can fail when either connected system or the Identity Vault is not up at
the time of obtaining entitlement information. The trace logs the actual reason for failure.

When Multiple Users Try to Authenticate From Different
Interfaces

OSP supports the OAuth2 specification and requires an LDAP authentication server. By default,
Identity Manager uses ldentity Vault (eDirectory) as an authentication server. When multiple users try
to log in to OSP from different user interfaces of the identity applications, the users are redirected to
the default landing page upon a successful login. When the access token expires within the login
session, OSP validates the token and refreshes the session by generating a new access token
without the user’s involvement. Otherwise, it directs the user to the login page. Such a trace looks
similar to the following:

2015-03- 08 06: 14: 28,509 [http-bi 0- 8443- exec-801] DEBUG
comnetig.idmauth.oauth. QAuthFilter- [RBPM Oiginal request going to RBPMis:
https://ww. snet. acne. com 443/ | DVPr ov/

wor kDashboar d. do?apwaLef t Navl t enrJSP_MENU_TASKS

2015- 03- 08 06: 15: 49, 289 [ htt p- bi 0- 8443- exec-816] DEBUG
comnetig.idmauth. oauth. QuthFilter- [RBPM Oiginal request going to RBPMis:
https://ww. snet. acne. com 443/ | DMPr ov/

2015-03-08 06: 15: 50, 334 [ http-bi o-8443-exec-815] | NFO
comnetig.idmauth. oauth. QauthFilter- [ RBPM SSO Header issued by SSO Filter oauth
for User cn=Rob. Andrews, ou=Acti ve, ou=Peopl e, o=acne.

2015-03-08 06: 15: 50, 354 [ http-bi o-8443-exec-815] | NFO
com novel | . conmon. aut h. sanm . Aut hTokenGenerat or- [ RBPM SAM. Token is issued by the
request from SSO filter oauth

2015-03-08 06: 15: 50, 414 [http-bi o- 8443-exec-815] | NFO
com novel | . pwdngt . util.PasswordHel per- [ RBPM [Logi n_Success]
cn=Davi d. Scul | y, ou=Act i ve, ou=Peopl e, o=acnme successfully | ogged in.

2015-03-08 06:17:53,520 [http-bi o-8443-exec-819] DEBUG
comnetig.idmauth. oauth. QuthFilter- [RBPM Oiginal request going to RBPMis:
https://ww. snet. acne. com 443/ | DMPr ov/
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2015-03-08 06:17:55, 194 [http-bi 0- 8443- exec-811] | NFO
comnetig.idmauth. oauth. QAuthFilter- [ RBPM SSO Header issued by SSO Filter oauth
for User cn=neil.smth, ou=Active, ou=Peopl e, o=acne.

2015-03-08 06:17:55, 204 [http- bi 0- 8443- exec-811] | NFO
com novel | . conmon. aut h. sam . Aut hTokenGenerator- [ RBPM SAM. Token is issued by the
request from SSO filter oauth

2015-03-08 06: 17:55, 234 [http- bi 0- 8443- exec-811] | NFO
com novel | . pwdngt . util . PasswordHel per- [RBPM [Logi n_Success]
cn=neil.smth, ou=Acti ve, ou=Peopl e, o=acnme successfully | ogged in.

2015-03- 08 06: 20: 56, 616 [ http-bi 0- 8443- exec-813] DEBUG
comnetig.idmauth. oauth. QuthFilter- [RBPM Oiginal request going to RBPMis:
https://ww. snet. acne. com 443/ | DVMPr ov/

2015-03-08 06: 21: 02, 129 [htt p- bi 0- 8443- exec-823] | NFO
comnetig.idmauth. oauth. QauthFilter- [ RBPM SSO Header issued by SSO Filter oauth
for User cn=dean. gardner, ou=Acti ve, ou=Peopl e, o=acrre.

2015-03-08 06: 21: 02, 149 [ htt p-bi 0- 8443-exec-823] | NFO
com novel | . common. aut h. sam . Aut hTokenGenerat or- [ RBPM SAM. Token is issued by the
request from SSO filter oauth

2015-03-08 06: 21: 02, 216 [http-bi o-8443-exec-823] | NFO
com novel | . pwdngt . util.PasswordHel per- [ RBPM [Logi n_Success]
cn=dean. gar dner, ou=Act i ve, ou=Peopl e, o=acnme successfully | ogged in.

2015-03-08 06: 24: 28,626 [http-bi o- 8443-exec-830] DEBUG

comnetig.idmauth. oauth. QauthFilter- [RBPM Oiginal request going to RBPMis:
https://ww. snet. acne. com 443/ | DMPr ov/

wor kDashboar d. do?apwaLef t Navl t enrJSP_MENU_TASKS

2015- 03- 08 06: 24: 40, 547 [htt p- bi 0- 8443- exec-814] WARN
com netig.idm auth. oaut h. QAut hManager- [ RBPM Token validation failed. HITP status
code: 401 Detail message from authentication server: The access token is expired.

This trace indicates that the user is accessing the application after some idle time. The last message
indicates that the token has expired. When the user tried to log in again, the token failed the
validation and as a result the user cannot be logged in.

When an E-Mail Approval Notification is Not Delivered

Sometimes an e-mail notification is not delivered due to errors in the connection between the client
and the mail server. When this occurs, the trace looks similar to the following:

2015-03-08 07:42:41,575 [ NOTI FI CATI ON THREAD] ERRCR

com novel | . soa. notification.inpl.NotificationThread- [RBPM Error sending email.
comnovel | . soa. notification.inpl.NotificationException: Error sending email.

at comnovel | .soa.notification.inpl.MilEngine.send(MilEngine.java: 347)

at

comnovel | .soa. notification.inpl.NotificationThread.run(NotificationThread.java: 96
)

Caused by: javax.mail.Messagi ngException: 421 Too many errors on this connection--
-cl osing

at com sun. mail.sntp. SMIPTransport.i ssueCommand( SMIPTransport.java: 879)

at com sun. mail.sntp. SMIPTransport. mai | From( SMIPTransport.java: 599)

at com sun. mail.sntp. SMIPTransport.sendMessage( SMIPTransport.java: 319)

at comnovel | .soa. notification.inpl.MiilEngine.send(MilEngine.java: 344)
1 nore
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When an e-mail approval notification is not delivered, the first step should be to look at the logs and
determine whether the connection is proper, mail server is running and accessible. Sometimes the e-
mail fails to comply with e-mail template and fails to deliver.

When a Role Is Requested

When a role is requested in the identity applications, Identity Manager creates the role object in the
Identity Vault. The Role and Resource Service driver checks users for assigning this role, and then
provisions the role to the assigned users. When this occurs, the trace prints messages similar to the
following:

2015- 03- 08 08:43: 10, 660 [pool -2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN

CN=Kai t1i n. Denore, OU=act i ve, OU=Peopl e, C=acne, Source

DN: cn=PennDOT_Vehi cl e_Certi fication, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=acnme, Request DN cn=20160308084310-

15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=servi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

2015-03- 08 08:43: 10, 669 [pool -2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acnme, Target DN:

CN=Kai t1in. Denore, OU=acti ve, OU=Peopl e, O=acnme, Source DN:. cn=PennDOT Hi story and
Phot os Users, cn=Appl i cation

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=ache, Request DN cn=20160308084310-
3¢c5b20b79cc046bbh8267a41cad88a96a-

1, cn=Request s, cn=Rol eConf i g, cn=AppConfi g, cn=User Appl i cat i on, cn=i dnB61, ou=ser vi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation ID: User App#User St art Wor kf | ow#082080ec- 5b10- 498f - b87d- 28825ab63278

2015-03-08 08:43: 10,678 [pool -2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [RBPM [Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN

CN=Kai t1i n. Denore, QU=acti ve, OU=Peopl e, O=acnme, Source DN:.cn=JW. Eligible

Agency, cn=Appl i cati on

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=acnme, Request DN cn=20160308084310-

f c24ac874aca4f c8b1db0eld7662d9b3-

2, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=servi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

2015-03-08 08:43:10, 712 [pool - 2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN:

CN=Kai t1in. Denore, OU=act i ve, OU=Peopl e, O=acnme, Source DN: cn=DPW Reci pi ent Address
El'i gi bl e Agency, cn=Appl i cation

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=ache, Request DN cn=20160308084310-

41l1abble8f 6f 488182¢c37c8629275245-

3, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=servi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278
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2015- 03-08 08:43:10, 737 [pool -2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [RBPM [Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN

CN=Kai t i n. Denor e, QU=act i ve, OQU=Peopl e, C=acne, Source DN ch=cj - users, cn=Appli cati on
Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=acne, Request DN cn=20160308084310-

211a591e09b04f bbb195f b14d7f 4df 07-

4, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=servi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wor kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

2015-03-08 08:43:10, 790 [ pool -2-t hread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acne, Target DN

CN=Kai tlin. Denore, OU=acti ve, OU=Peopl e, O=acnme, Source DN:. cn=JTS Eligible

Agency, cn=Appl i cation

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=acnme, Request DN cn=20160308084310-
5339699630814a91ac44530a244a02ba-

5, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=servi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation I D UserApp#User St art Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ah63278

2015-03-08 08:43:10, 799 [pool -2-thread-5] | NFO

comnovel | .idm nrf.service. Rol eManager Servi ce- [ RBPM [ Rol e_Request] Requested by
cn=Davi d. Scul | y, ou=Acti ve, ou=Peopl e, o=acnme, Target DN:

CN=Kai t1in. Denore, OU=act i ve, OU=Peopl e, O=acnme, Source DN: cn=Sentenci ng Qui delines
El i gi bl e Agency, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dm
361, ou=servi ces, o=ache, Request DN cn=20160308084310-

df 2398cf 36a042f 0ac2241e693ef b93c-

6, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=ser vi ces,
o=acne, Request Category: 10, Request Status: 0, Oiginal Request Status: O,
Correlation ID: User App#User St art Wor kf | ow#082080ec- 5b10- 498f - h87d- 28825ab63278

2015- 03-08 08:43: 10, 800 [ pool -2-thread-5] | NFO

com novel | . soa. af. i npl . LogEvent- [RBPM [Rol e_Request_Submitted] Initiated by
cn=Davi d. Scul | y, ou=Act i ve, ou=Peopl e, o=acne, Process |D:

95f 25f 5f 31224ef cab1611f eOf c2471f, Process Nane:

cn=newuserinvi tation, cn=Request Def s, cn=AppConfi g, cn=User Appl i cati on, cn=i dnB61, ou=s
ervices, o=acne, Activity: Activity6, Recipient:

CN=Kai t1in. Denore, OU=act i ve, OU=Peopl e, C=acnme, Correl ation

| D: User App#User St ar t Wor kf | ow#082080ec- 5b10- 498f - b87d- 28825ab63278, Subnitted
Request : <?xm version="1.0" encodi ng="UTF- 8" ?><wf Rol eRequest >

<attr nane="sod-override-request">

<val ue>t rue</ val ue>

<lattr>

<attr name="target">

<val ue>CN=Kai t | i n. Denor e, QU=act i ve, OU=Peopl e, O=acne</ val ue>

</attr>

<attr nane="action">

<val ue>GRANT</ val ue>

<lattr>

<attr nanme="target Type">

<val ue>USER</ val ue>

</attr>

<attr nanme="rol es">

<val ue>cn=PennDOT_Vehi cl e_Certification, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=PennDOT Hi story and Photos Users, cn=Application
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Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=JW. El i gi bl e Agency, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=DPW Reci pi ent Address Eligi bl e Agency, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=cj - users, cn=Appl i cation

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=JTS El i gi bl e Agency, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<val ue>cn=Sent enci ng Gui del i nes Eligi bl e Agency, cn=Application

Access, cn=Level 10, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser
vi ces, o=acne</ val ue>

<lattr>

<attr nane="correlationld">

<val ue>User App#User St ar t Wr kf | ow#082080ec- 5b10- 498f - b87d- 28825ab63278</ val ue>
<lattr>

<attr nanme="nrf Request">

<val ue>cn=20160308084310- 15da49b28ddf 4eelb7d71b4ce220c080-

0, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=servi ces, o=acne</
val ue>

<val ue>cn=20160308084310- 3c5b20b79cc046bb8267a41cad88a96a-

1, cn=Request s, cn=Rol eConf i g, cn=AppConfi g, cn=User Appl i cat i on, ou=ser vi ces, o=acne</
val ue>

<val ue>cn=20160308084310- f c24ac874aca4f c8b1db0eld7662d9b3-

2, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser vi ces, o=acne</
val ue>

<val ue>cn=20160308084310- 411abble8f 6f 488182c37c8629275245-

3, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=servi ces, o=acne</
val ue>

<val ue>cn=20160308084310- 211a591e09b04f bbb195f b14d7f 4df 07-

4, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=servi ces, o=acne</
val ue>

<val ue>cn=20160308084310- 5339699630814a91ac44530a244a02ba-

5, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=servi ces, o=acne</
val ue>

<val ue>cn=20160308084310- df 2398cf 36a042f 0ac2241e693ef bh93c-

6, cn=Request s, cn=Rol eConfi g, cn=AppConfi g, cn=User Appl i cati on, ou=ser vi ces, o=acne</
val ue>

<lattr>

</ wf Rol eRequest >

2015-03-08 08:43:10, 880 [pool -2-thread-5] | NFO com novel | . soa. af.inpl.LogEvent -
[RBPM [Workfl ow Forwarded] Initiated by System Process |ID

95f 25f 5f 31224ef cab1611f eOf c2471f, Process Nane:
cn=newuserinvitation, cn=Request Def s, cn=AppConfi g, cn=User Appl i cati on, ou=servi ces, 0=
acne: 205, Activity: Activity6, Recipient:

cn=Nancy. W nmer, ou=Act i ve, ou=Peopl e, o=acne

When a Role Is Listed in Role Catalog

When you issue a request to display a role in Role Catalog, the identity applications obtain the role
object from the cache and then display the role information in Role Catalog.
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2015-09- 22 09: 28: 26, 495 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=rol eAdm n, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 495 [DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015- 09- 22 09: 28: 26, 495 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 509 [DEBUG Runti meAut hDel egat orBase [RBPM Tinme to calcul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26, 509 [DEBUF Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=secAdm n, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26,510 [DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015- 09- 22 09: 28: 26, 510 [ DEBUG CacheUti|l [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 522 [DEBUG Runti meAut hDel egat orBase [RBPM Tinme to calcul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26, 522 [DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=r esour ceManager, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=
User Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 522 [DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 522 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 533 [ DEBUG Runti meAut hDel egat orBase [RBPM Tinme to cal cul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26, 533 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=r ol eManager, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 534 [DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 534 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 545 [ DEBUG Runti meAut hDel egat orBase [RBPM Tinme to cal cul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26, 545 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=r esour ceAdmi n, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=Us
er Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 545 [DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config
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2015-09- 22 09: 28: 26, 545 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 557 [ DEBUG Runti meAut hDel egat orBase [RBPM Tinme to cal cul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26, 557 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut horized result for:

cn=pr ovAdm n, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 557 [ DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 557 [ DEBUG CacheUti|l [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 567 [ DEBUG Runti meAut hDel egat orBase [RBPM Tinme to cal cul ate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26,567 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=r eport Adm n, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26,567 [ DEBUG CacheUtil [RBPM Rol e object was found in cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26, 567 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26,582 [DEBUG Runti meAut hDel egat orBase [RBPM Tinme to calculate
sel service access rights: Omlliseconds.

2015-09- 22 09: 28: 26,582 [ DEBUG Runti meAut hori zati onManager Servi ce [ RBPM

Aut hori zed result for:

cn=pr ovManager, cn=Syst em cn=Level 20, cn=Rol eDef s, cn=Rol eConfi g, cn=AppConfi g, cn=User
Application Driver,cn=driversetl, o=systemrol e:read=true

2015-09- 22 09: 28: 26, 582 [ DEBUG Jui ceHel per [RBPM Kicked out of main loop with:
openR=-1 closeR=-1 i=0 idx=-1

2015-09- 22 09: 28: 26,582 [DEBUF Jui ceHel per [RBPM Setting RsMeta from cache:
METAl i st Rol es_def aul t Descri pti on& ~Nane&* ~enSt at us_cn=uaadni n, ou=sa, o=dat a

2015-09- 22 09: 28: 26, 583 [ DEBUG Vi rtual Dat aMbdel [ RBPM
VDM get EntityDefinition(String, Locale):sys-nrf-role

2015-09- 22 09: 28: 26,583 [DEBUG CacheUti| [RBPM DAL Definition RETRI EVED from
cache: VDM ENTI TY_DEFI NI TI ON_sys-nrf-role

2015-09- 22 09: 28: 26,583 [DEBUG CacheUti|l [RBPM DAL Definition RETRI EVED from
cache: VDM DEFI NI TI ON_ATTRI BUTE LI ST_sys-nrf-role

2015-09- 22 09: 28: 26,583 [DEBUG CacheUtil [RBPM Rol e object was found i n cache:
cache-key-nrf-config

2015-09- 22 09: 28: 26,583 [ DEBUG CacheUtil [RBPM Rol e object RETRI EVED from cache:
cache-key-nrf-config

The first log entry is the request to find the role object from the cache. The second log entry is the
response that is returned, and it indicates that the role object was found. The object is then read and
displayed in Role Catalog.
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25.1.8

Checking the Status of Database Schema Validation

The identity applications database schema is validated when the administrator starts the identity
applications server. The trace prints messages similar to the following:

2015-09- 22 09: 39: 41, 363 [ I NFQ Dat abaseSchermaUpdat e [ RBPM Connecting to PostgreSQ
version 9.4.10.

2015-09-22 09:39:41, 375 [INFQ Dat abaseSchemaUpdate [ RBPM Checking for database
schema

2015-09-22 09:39:41,401 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
tabl e af _resource_request_status....found

2015-09-22 09:39: 41,422 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
table af _rol e_request_status....found

2015-09-22 09:39:41,481 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
table afactivity....found

2015-09-22 09:39:41,501 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
tabl e afactivitytinertasks....found

2015-09-22 09:39: 41,576 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
tabl e af branch....found

2015-09-22 09:39:41,612 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
tabl e af comment. ... found

2015-09-22 09:39:41, 651 [INFQ Dat abaseSchemaUpdate [ RBPM Checki ng schema for
tabl e af docunent....m ssing

The first log entry indicates that a connection to the database is initiated. The second log entry
specifies that the database schema is being validated. The subsequent entries specify that the
presence of database tables is being checked. The last trace entry indicates that af docunment table is
not found.

Determining if Liquibase Changeset Has Executed

The Liquibase framework validates the database schema against the changel og. xm file, which
contains the database changes. Liquibase first verifies whether all the tables are present in the
schema. If any of the changesets was not executed, it indicates incomplete schema update and also
identifies the changesets. Any schema changes made in the User Application are updated in the
database when the User Application server is started and com neti g.i dm cr eat e- db-on-start up
flag is setto true in the i sm confi gur ati on properties file located by default in the / neti g/ i dm
apps/ t ontat / conf directory. The database compares the existing schema with target schema and
then updates the database schema. If the flag is not set, it reports the following message:

One or nore required tables are mssing. Check |og for nessages indicating tables
that were not found.

When Liquibase validates the database schema, it generates log entries similar to the following:

2015-09-22 09:39:47,693 [INFQ i quibase |iquibase: Reading from
publ i c. dat abasechangel og

2015-09-22 09:39:49, 133 [INFQ i quibase |iquibase: Reading from
publ i c. dat abasechangel og

2015-09-22 09:39: 49,427 [INFQ |iquibase |iquibase: Reading from
publ i c. dat abasechangel og
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2015-09-22 09:39:49,551 [INFQ |iquibase |iquibase: Reading from
publ i c. dat abasechangel og

2015-09-22 09:39: 50,095 [INFQ i quibase Iiquibase: Reading from
publ i c. dat abasechangel og

2015-09-22 09:39: 50,403 [INFQ i quibase |iquibase: Reading from
publ i c. dat abasechangel og

2015-09- 22 09: 39: 50, 514 [ ERROR] EboPort al Boot Servl et [ RBPM Unexpected Runtine
Exception initializing servlet
java.lang. Runti neException: com netiq.common.i 18n. Local i zedRunt i neExcept i on:
Schema is invalid. One or nore required tables are missing. Check |og for messages
indicating tables that were not found.
at com sssw. fw. servl et. EboBoot Servl et.init(EboBoot Servlet.java: 115)
at
com sssw. portal . servl et. EboPortal Boot Servl et.init(EboPortal Boot Servl et.java: 62)
at javax.servlet.GenericServlet.init(GenericServlet.java: 158)
at
org. apache. catal i na. core. St andar dW apper. i ni t Servl et ( St andar dW apper.j ava: 1183)
at
org. apache. catal i na. core. St andar dW apper. | oadSer vl et ( St andar dW apper. j ava: 1099)
at org. apache. catal i na. core. St andar dW apper . | oad( St andar dW apper . j ava: 989)
at
org. apache. catal i na. core. St andar dCont ext . | oadOnSt art up( St andar dCont ext . j ava: 4913)
at
org. apache. catal i na. core. St andar dCont ext . start | nternal (St andar dCont ext . j ava: 5223)
at org.apache.catalina.util.Lifecycl eBase.start(LifecycleBase.java: 150)
at
org. apache. catal i na. core. Cont ai ner Base. addChi | dl nt er nal ( Cont ai ner Base. j ava: 752)
at org. apache. catal i na. cor e. Cont ai ner Base. addChi | d( Cont ai ner Base. j ava: 728)
at org.apache. catal i na. core. St andar dHost . addChi | d( St andar dHost . j ava: 734)
at org.apache. catalina. startup. Host Confi g. depl oyWAR( Host Confi g.j ava: 952)
at
or g. apache. cat al i na. st art up. Host Conf i g$Depl oyWar . r un( Host Confi g. j ava: 1823)
at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Execut ors. j ava: 511)
at java.util.concurrent. FutureTask. run(FutureTask.java: 266)
at
java.util.concurrent. ThreadPool Execut or . runWor ker ( Thr eadPool Execut or . j ava: 1142)
at
java.util.concurrent. ThreadPool Execut or $Wr ker . run( Thr eadPool Execut or . j ava: 617)
at java.l ang. Thread. run(Thread. java: 745)
Caused by: com netig.common.i 18n. Local i zedRunt i neException: Schema is invalid. One
or nore required tables are m ssing. Check |og for nessages indicating tables that
were not found.
at
com novel | . soa. persi st. Dat abaseSchenmaUpdat e. val i dat eDat abaseSchena( Dat abaseSchenmaU
pdat e. j ava: 245)
at com sssw. fw servl et. EboBoot Servlet.init(EboBootServlet.java:99) ... 18
nor e

Sep 22, 2015 9:39:50 AM org. apache. cat al i na. core. St andar dCont ext | oadOnSt art up
SEVERE: Servlet [Portal Aggregator] in web application [/1DVWrov] threw | oad()
exception java.l ang. Nul | Poi nt er Excepti on at

com sssw. portal . manager . EboPort al Manager . <i ni t >( EboPor t al Manager . j ava: 179)

You must restart the application server to apply the changes. You cannot bring up the identity
applications until the schema validation succeeds.
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25.1.10

When Assigning a Resource to a User That Does Not Exist

If a user no longer exists in the system, and a request is issued to assign a resource to that user, the
trace records messages similar to the following:

2015-09-22 11:50: 53,605 [ DEBUG DataltenEval uator [RBPM result: Add Resource To
User - Laptop

2015-09-22 11:50: 53,607 [ERROR] Virtual DataAccess [RBPM Error occurred checking
the object type for: cn=rocio, ou=users, o=dat a
j avax. nam ng. NaneNot FoundException: [LDAP: error code 32 - NDS error: no such entry
(-601)]; remaining name 'cn=rocio, ou=users, o=dat a'

at com sun. jndi .| dap. LdapCt x. mapEr r or Code( LdapCt x. j ava: 3161)

at com sun.jndi.|dap. LdapCt x. processRet ur nCode(LdapCt x. j ava: 3082)

at com sun.jndi.|dap. LdapCt x. processRet ur nCode(LdapCt x. j ava: 2888)

at comsun.jndi.|dap. LdapCtx.c_getAttributes(LdapCtx.java: 1329)

at
comsun.jndi.tool kit.ctx.ConponentDi rContext.p_getAttributes(ConponentD rContext.]j
ava: 235)

at
comsun.jndi.toolkit.ctx.Partial ConpositeDirContext.getAttributes(Partial Conposite
Di r Cont ext . j ava: 141)

at
comsun.jndi.toolkit.ctx.Partial ConpositeDi rContext.getAttributes(Partial Conposite
Di r Cont ext . j ava: 129)

at sun.refl ect. Generat edMet hodAccessor 432. i nvoke( Unknown Sour ce)

at
sun. refl ect. Del egati ngMet hodAccessor | npl . i nvoke( Del egati ngMet hodAccessor |l npl . j ava:
43)

at java.lang.reflect. Method. i nvoke(Met hod. j ava: 498)

at
comsssw. fw. directory.real minpl.jndil dap. EboLdapCont ext ProxyHandl er. i nvokeMet hod(
EboLdapCont ext ProxyHandl er. j ava: 145)

at
comsssw. fw. directory.real minpl.jndil dap. EboLdapCont ext ProxyHandl er. i nvoke( EboLda
pCont ext ProxyHand! er. j ava: 86)

at com sun. proxy. $Proxy155. get At tri but es( Unknown Sour ce)

at
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess. get Obj ect Type( Vi rtual Dat aAcce
ss.java: 3943)

at
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aAccess. get Obj ect Type( Vi rtual Dat aAcce
ss.j ava: 4003)

at
com novel | . srvprv.inpl.vdata. nodel . Virtual Dat aModel . get Obj ect Type( Vi rt ual Dat aMbdel
. j ava: 1405)

at comnovell.soa.util.LdapUil.isTypeO (LdapUtil.java: 109)

at comnovell.soa.util.LdapUtil.isUser(LdapUtil.java:89)

The trace displays object unavailable errors only when errors occur while retrieving an object.

When Checking the Workflow Engine Heartbeat

The following are example entries that are logged when a user issues a request to check the state of
the workflow engine.
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2015-09- 22 11:53: 33,646 [ TRACE] Engi neSt at eDAO [ RBPM Updati ng heartbeat of Engine
Engi ne State: engineld = ENG NE, heartBeat= 2017-09-22 11:52:33.637, startTine=
2015-09- 22 09: 55: 31. 532, shutdownTi ne= 2017-09-22 09:52:58. 773, engi neSt at e=

Runni ng

2015-09-22 11:53:33,647 [DEBUG Hi bernateUtil [RBPM Begi nning new transaction for
call er comnovel | .soa. af.inpl. persist. Engi neSt at eDAO 141

2015-09- 22 11:53: 33,652 [ TRACE] Engi neStateDAO [ RBPM Engi ne heartbeat updated
successful ly: Engine State: engineld = ENG NE, heartBeat= 2017-09-22 11:53: 33. 651,
startTi ne= 2017-09-22 09: 55: 31. 532, shutdownTi ne= 2017-09-22 09: 52: 58. 773,

engi neSt at e= Runni ng

2015-09-22 11:53: 33,660 [DEBUG Hi bernateUtil [RBPM Committed transaction for
call er com novel |.soa. af.inpl. persist. Engi neSt at eDAO 162

2015-09-22 11:53: 33,660 [ DEBUF Engi nel npl [RBPM Heartbeat updated for engine:
ENG NE, tinme: 2017-09-22 11:53:33.651

2015-09-22 11:54: 03,017 [DEBUG Hi bernateUtil [RBPM Begi nning new transaction for
call er comnovell.soa.af.inpl.tinmers.PendingActivityTi nmer Task: 94

2015-09-22 11:54:03,018 [DEBUG HibernateUtil [RBPM Conmitted transaction for
caller comnovell.soa.af.inpl.timers.PendingActivityTi mer Task: 94

If the workflow engine is not properly shutdown due to some reason, the identity applications assume
that the engine is still running when you start it the next time. The following example traces are logged
to indicate this situation.

2015-09-22 12:01: 43, 384 [WARN] Engi nel npl [RBPM Duplicate engine id detected. This
engi ne may not have been shutdown cl eanly or another engine is running with engine-
id: ENG NE. Waiting 60000 ms for heartbeat to timeout.

2015-09-22 12:01: 43,480 [INFQ Enginel mpl [RBPM Wbrkfl ow Engi ne set St at e:
[ RUNNI NG

Troubleshooting Open XDAS Logging

If you enable OpenXDAS logging, but the OpenXDAS daemon is not running, the User Application
fails to start. View the xdasd.log to verify that XDAS started successfully or to determine the reason
for an unsuccessful start.

If you stop OpenXDAS and restart it, you must also stop and restart the User Application. If you do
not restart the User Application, the connection between OpenXDAS and the User Application is lost
so no User Application events are logged.

Table 25-1 Commands for Starting/Stopping the XDASD daemon/service

Action Command
To start XDAS xdasd -s
To stop XDAS xdasd - x
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25.3.1

25.3.2

25.3.3

25.3.4

Troubleshooting Self Service Password Reset
Issues

Unable to Unlock Account through SSPR

Issue: This issue occurs if NMAS or eDirectory Challenge Responses are stored only in eDirectory
and not in SSPR.

Workaround: Force the users to setup the challenge questions in SSPR as follows:

1 Goto SSPR Configuration Editor.

2 Click Modules > Enabled > Authenticated > Setup Security Questions > Force Response.

SSPR Reports Error 5027 When Attempting to Access
Configuration Manager through Internet Explorer

Issue: In a new installation or upgraded setup of Self Service Password Reset 4.x, when you
successfully log in to the SSPR portal, accessing the Configuration Manager or Configuration Editor
displays the following error:

2016-11-01T15: 54: 00Z, ERROR, http. PwnResponse, {21, uaadm n} 5027

ERROR_UNAUTHORI ZED (I nternet Explorer version is not supported for this function.
Pl ease use Internet Explorer 11 or higher or another web browser.)

[ 151. 155. 213. 181]

Workaround: Disable Compatibility View in Internet Explorer for the domain that hosts your SSPR
web application.

SSPR Reports Out of Order Page Request Error

Issue: This issue occurs when you click the Back button while in an SSPR page. SSPR displays an
incorrect sequence message in the SSPR error log similar to the following:

ERROR, password. pwm servl et. TopServlet, 5035 ERROR | NCORRECT REQUEST SEQUENCE
(expect edPagel D=3, submittedPagel D=4, url=<some sspr url>

Workaround: Disable the Back button detection from SSPR Configuration Manager > Settings >
Security > Web Security.

NOTE: Changing this setting has no effect on end users.

Pressing Enter Button in SSPR’s People Search Displays
Locale Screen on Microsoft Internet Explorer 11 Browser

Issue: If you press Enter in People Search on Internet Explorer 11 browser, the Locale screen
appears.

This issue is not reported on other browsers such as Microsoft Edge, Mozilla Firefox, and Google
Chrome.
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25.5

Workaround: Perform one of the following actions:

+ The search bar searches as you type. Therefore you do not require to press Enter to search.
+ Use a different browser.
+ Close the locale prompt.

Entitlement Configuration Error During Codemap
Refresh

Issue: When a new resource is created in a driver, the resource is not added to the User Application
after running the code map refresh for the driver. One of the reasons that can cause this issue is
missing value of some of the parameters in the entitlement configuration of the driver. For example,
<entitlenent data-collection="false" dn="CN=ExchangeMai | box, CN=AD Driver for
Groups, CN=Dr i ver Set, O=systeni’ paraneter-format="" resource-mappi ng="" rol e-

mappi ng="">.

User Application reports the following error in the cat al i na. out file:

2017-11-03 15:55:21, 373 [ http-bi 0-8443-exec-340] ERROR

comnovel |l .idmnrf.persist.D rXM.DriverDAO [RBPM Error occurred parsing the
entitlement configuration XM.: cn=EntitlenentConfiguration,cn=AD Driver for
G oups, cn=Dri ver Set, o=syst em

java.lang. Stringl ndexQut O BoundsException: String index out of range: O

Workaround: Add the missing values in the entitlement configuration for the driver. For example,
<entitlenent data-collection="fal se" dn="CN=ExchangeMai | box, CN=AD Driver for
G oups, CN=Drx i ver Set, O=syst enf’ parameter-format.

Mismatch of Certificates Used by Identity Manager
Engine and User Application Causes Code (-9205)
Error in vnd.nds.stream

Issue: The Identity Manager drivers use Identity Manager engine’s keystore instead of User
Application's keystore to access the User Application. If these components use different certificates,
drivers report an error message similar to the following when set at Trace level 5:

Dir XM. Log Event

Message: Code(-9205) Error in vnd.nds.stream//VAULT/ TEST/ DRI VERSET1/ DRI VERL/
Publ i sher/ POLI CY#Xm Dat a: 133 :

Coul dn't request assignment of role: '<Role DN>' to identity: '<User DN>':

com novel | . nds. di rxm . soap. User AppCl i ent Exception: java.l ang. Runti meExcepti on:

j avax. net . ssl . SSLHandshakeExcepti on: sun.security. validator. Validator Excepti on:
PKI X path building failed:

sun. security. provider. certpath. SunCert Pat hBui | der Exception: unable to find valid
certification path to requested target

Workaround: Verify that the JRE used by the Identity Manager engine has the required certificate to
connect to the User Application

1 Locate cacerts in the Identity Manager engine directory.

For example, / opt / novel | / eDi rect ory/ | i b64/ nds- nodul es/jre/lib/security/cacerts
on Linux.
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Determine the certificate used by the User Application.
2a Navigate to the User Application keystore.
For example, / opt/ neti g/i dn apps/jrel/lib/security/cacerts.
2b List the certificates by running the following command from the command line:

keytool -list -v -keystore cacerts

(Conditional) If you have access to the certificate, import the certificate into Identity Manager
engine’s cacer t s directory by running the following command:

keytool -inport -alias <newalias> -keystore cacerts -file certificate.der

(Conditional) If you do not have access to the certificate, export the certificate from the User
Application’s cacer t s directory, and then import the certificate into Identity Manager engine’s
cacerts directory.

Restart the Identity Vault.
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