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Course Agenda: NetIQ Secure Configuration Manager 
Essentials 
 

Products Covered:  NetIQ
®
 Secure Configuration Manager

TM
 

Who Should Attend:  Security Officers, System Administrators, and IT Consultants  

Course Duration:  3 Days  

Prerequisites:  
Microsoft Windows NT/2000 basic administration skills, UNIX/Linux 
basic administration skills, basic understanding of TCP/IP, fundamental 
knowledge of computer and network security   

Course Price:  
$1,800 for Public or three (3) education credits  
$9,000 for On-Site or 15 education credits  

Purchasing:  

Registration: There are two simple ways to obtain more information or 
register for this instructor-led training course.  
 

By E-mail: trainingadmin@netiq.com  
 

By Phone: N. America Toll Free: (888) 323-6768, Option 3  
                   Europe: +44 (0) 1784 454 500  

 
 

Introduction  
Learn to install and use NetIQ Secure Configuration Manager to examine the weaknesses in Windows, 
UNIX, web-servers, and database systems; how to manage and inventory IT assets and determine the 
vulnerabilities present on managed systems; how to apply industry standard baselines and criteria such 
as the SANS/FBI Top 20, HIPAA, and SOX to determine weaknesses; how to develop your own 
customized checks for specific vulnerabilities. You will practice using features within NetIQ Secure 
Configuration Manager to remove these vulnerabilities and lock down Windows and UNIX computer 
systems, IIS web-servers, and Microsoft SQL-Server databases. Also, you will learn how to keep security 
content up to date, how to use NetIQ Secure Configuration Manager to be automatically informed when 
new vulnerabilities are discovered by the computer security industry, and how to interface NetIQ Secure 
Configuration Manager with NetIQ Security Manager. 

Through discussions, examples, and lab exercises, you will learn to: 

 Architect NetIQ Secure Configuration Manager components and configuration groups. 

 Install and configure notifications, NetIQ Security Manager, Log Manager and Intrusion Manager. 

 Manage Windows, UNIX, and iSeries agents. 

 NetIQ Change Guardian for Windows, Active Directory, and Group Policies. 

 Setup event correlation configurations. 

 Configure reports. 
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Training Agenda  
The following table lists the agenda for the NetIQ Secure Configuration Manager Essentials class. 
Changes to the training agenda outlined may constitute a change of scope. 
 

Day 1 Topics  
 

Architecture  

 Architecture overview 

 Components 

 Databases 

 Core services 

 AutoSync client 

 Look at systems, agents, groups, and end points 

 NetIQ Secure Configuration Manager process flow 
 
Installation 

 Plan the installation 

 AutoSync 

 Core services configuration utility 

 Install 

 Discovery 

 Hands-On Labs 

− Install NetIQ Secure Configuration Manager 

− Navigate the NetIQ Secure Configuration Manager console 

 
Installing NetIQ Secure Configuration Manager  

 Windows agent 

 UNIX agent 

 Post agent 

 Hands-On Labs 

− Windows and UNIX Agent installation 

 
Using the Web Server Console 

•     Install and use the Web Console 

•     How to create an SSL certificate  

•     Hands‐On Labs: 

       − Install and navigate the Web Console 
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Evaluating End Point Compliance  

•     Configure Web services 

•     Asset compliance view 

•     View risks 

•     Security Checkup Results Viewer  
 
Asset Management  

•     How to use the NetIQ Secure Configuration Manager console 

•     Build the asset map 

•     Create and manage groups 

•     Hands‐On Labs: 

− Create and populate new groups 

− Use the Star Tree View and Flex Grid View 

− Admin reports wizard 
 

Day 2 Topics  
 

NetIQ Secure Configuration Manager Assessment 

 Assess computers 

 Security checks 

 Exception management 

 Understand risk scoring 

 Threat factors 

 Tasks 

 Jobs and reports 

 Policy templates 

 Report viewer 

 Task suites 

 Hands-On Labs: 

− Security Checks and Tasks 

− Job Management and Delta Reports 

− Policy Templates 

− Task Suites 
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Console Security 

 Understand console security 

 Manage password policy 

 Hands-On Lab: 

− Console Security 
 
NetIQ Secure Configuration Manager Customization  

•     Create custom checks 

•     Custom tasks 

•     Hands‐On Labs: 

− Customizing Checks and Templates 

− Custom Tasks and Task Suites 
 
Correcting Windows Vulnerabilities 

•     Account vulnerabilities  

•     Resource vulnerabilities 

•     Domain vulnerabilities 

•    Hands‐On Labs:  
             − Correcting Windows Vulnerabilities 

Day 3 Topics  
 
UNIX Agent Manager  

•     UNIX agent manager 

•     Security Expert Checker Report 

•     Access manager 

•     Port scanner 

•     Hands‐On Labs: 

       − Using the UNIX Agent Manager 
 

Correcting UNIX Vulnerabilities 

•     Account vulnerabilities  

•     Resource vulnerabilities 

•     Domain vulnerabilities 

•     Hands‐On Labs: 

       − Correcting UNIX Vulnerabilities 
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Updating Security Knowledge 

•     AutoSync wizard 

•     Determine patch level compliance  

•     Hands‐On Labs: 

       − Updating Security Knowledge 

       − NetIQ Security Manager / NetIQ Secure Configuration Manager Interface 

        

Virtual Classroom Setup Guide  
NetIQ training conducts classes in a lecture with labs format. The requirements listed in this section are in 
place to ensure that the trainer can conduct effective discussions and demonstrations and that the 
students can perform all of the lab exercises. Failure to meet these requirements may compromise the 
value of the training. Please contact trainingadmin@netiq.com if you are unable to meet any of these 
requirements. 
 
Basic Requirements  

•     A whiteboard or flip chart with markers 

•     A projector (or TV) capable of displaying at least 800x600 resolution 

•     Public Internet access. Students must be able to reach https://training.netiq.com 

•     One computer for the instructor 

•     One computer for each student 
 

Minimum Computer Hardware Requirements  

•     Intel Pentium 1.3GHz  

•     1GB of RAM  
 
Software Requirements  

•     Microsoft Windows XP or later operating system  

•     Citrix Presentation Server Client (lightweight Citrix Client available for download at 
https://training.netiq.com)  

 
Customized NetIQ Virtual Machines  

• As the class begins, the instructor will guide the students to access the NetIQ Virtual Training 
environment at https://training.netiq.com with a student-specific logon.  

• These customized virtual machines will provide all the configurations required for installing and 
running NetIQ software.  

• NetIQ software will NOT be installed directly onto any of the student computers. Instead, NetIQ 
software will be leveraged within the virtual machines provided in the NetIQ Virtual Training 
Environment.  

 
NetIQ, the NetIQ logo, NetIQ Secure Configuration Manager, and NetIQ Security Manager are trademarks or registered of NetIQ 
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