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About This Guide

This guide provides you with the information you need to administrate the NetIQ® Identity
Manager Fan-Out driver for Mainframes.

The Fan-Out driver supports multi-platform implementation of NetIQ Identity Manager 4.0, the
comprehensive identity management suite that allows organizations to manage the full user life
cycle, from initial hire, through ongoing changes, to ultimate retirement of the user relationship.

The guide includes the following parts:

¢ Part I, “Concepts and Facilities,” on page 11

¢ Part II, “Core Driver Administration,” on page 35

¢ Part III, “Platform Services Planning,” on page 97

¢ Part IV, “Platform Services Administration,” on page 123
¢ Part V, “API Development,” on page 153

¢ Part VI, “Appendixes,” on page 199

¢ “Glossary” on page 297

Audience

This guide is for system administrators and others who plan for, install, configure, use, and
troubleshoot the Identity Manager Fan-Out driver. It assumes that you are familiar with Identity
Manager, NetlQ eDirectory™, and the administration of systems and platforms you connect to
Identity Manager.

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to the Documentation Feedback site (http://www.netiq.com/
documentation/feedback.html) and enter your comments there.

Documentation Updates

For the most recent version of this guide, visit the Identity Manager 4.5 Drivers Documentation Web
site (https://www.netiq.com/documentation/idm45drivers).

Additional Documentation

For additional documentation about Identity Manager drivers, see the Identity Manager 4.5 Drivers
Documentation Web site (https://www.netiq.com/documentation/idm45drivers).

For documentation about Identity Manager, see the Identity Manager 4.5 Documentation Web site
(https://www.netiq.com/documentation/idm45/).

For documentation about other related NetIQ products, such as eDirectory and iManager, see the
Documentation Web site’s product index (https://www.netiq.com/documentation).

About This Guide 9
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Documentation Conventions

In NetlQ documentation, a greater-than symbol (>) is used to separate actions within a step and items
in a cross-reference path.

A trademark symbol ( ®, ™, etc.) denotes a NetlQ trademark. An asterisk (*) denotes a third-party
trademark.

When a single pathname can be written with a backslash for some platforms or a forward slash for
other platforms, the pathname is presented with a backslash. Users of platforms that require a
forward slash, such as Linux or UNIX, should use forward slashes as required by your software.
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Concepts and Facilities

Part I describes the concepts and facilities of the NetIQ® Identity Manager Fan-Out Driver. It
includes the following chapters:

¢ Chapter 1, “Introduction,” on page 13
¢ Chapter 2, “Structure and Function,” on page 15

¢ Chapter 3, “Examples,” on page 29

Concepts and Facilities 11
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1.2

Introduction

The NetlQ® Identity Manager 4.5 Fan-Out Driver is an identity provisioning solution, based on
NetIQ eDirectory™, Identity Manager, and related technology.

With Identity Manager, you can manage the full user life cycle, delivering first-day access to essential
resources, providing single login, and modifying or revoking access rights. Identity Manager also
provides self-service features that enable users to maintain their own passwords and profile
information.

By adding the Fan-Out Driver, you can use Identity Manager to fan out identity provisioning to
hundreds of systems with minimal effort. You can centrally manage user accounts and have them
automatically created, configured, maintained, and removed when appropriate. It uses extensible
scripts to manage account rights, home directories, and other resources as well as the user definitions
themselves. Meanwhile, system administrators for the individual platforms in your enterprise can
retain control over their areas.

What's New

Version 4.0.2 of the Fan-Out Driver includes:

¢ Improved alternate naming feature
¢ Password support for Blowfish, SHA256 and SHA512
¢ Certificate expiration warning messages

¢ Bug fixes

Driver Highlights

The Fan-Out Driver differs from other Identity Manager drivers in the following ways:

¢ Fan-Out Scalability A single instance of the Fan-Out Driver can provision centrally managed
account information to hundreds of dissimilar platform systems throughout your enterprise.

¢ Scripts The Fan-Out Driver scripts process data change events on all supported platforms. This
enables platform system administrators to automatically manage local resources associated with
accounts as well as the definitions of those accounts.

¢ Authentication Redirection It supports the NetlQ Universal Password feature, which employs
access to a central repository for login and password rules. This includes support of bidirectional
password synchronization.

¢ Application Programming Interface (API) An easy-to-use API enables programmers to extend
applications from individual platforms to fully leverage eDirectory.

Introduction 13



14

1.3 Driver Organization

The Fan-Out Driver has two functional divisions.

¢ Authentication Services Provides real-time Identity Vault (eDirectory) access for user
authentication and related purposes.

¢ Identity Provisioning Provides user and group management.
The Fan-Out Driver has two structural divisions.

¢ The Core Driver Interfaces with eDirectory to provide Authentication Services (such as
password verification) and provisioning events (such as Add User or Remove Group).

¢ Platform Services Uses the Core Driver to bring common authentication and account life cycle
management to a broad selection of supported platforms.

Identity Manager 4.5 Fan-Out Driver for Mainframes Administration Guide



Structure and Function

There are two structural divisions of the NetlQ® Identity Manager Fan-Out Driver: the Core Driver
and Platform Services.

Figure 2-1 Fan-Out Driver Components

Core Driver Platform Services

i | Event Subsystem .

Provisioning
Manager

Linux 2/05 :

Authentication o E E :

; Services Lo :
eDirectory L UNIX o |

The Core Driver provides Authentication Services and information about changes to users and
groups to target platforms that have been configured to run Platform Services.

The driver obtains and stores the information it uses in an eDirectory™-based “Identity Vault.” To
access the Identity Vault, the Core Driver uses LDAP Services for eDirectory.

For ease of management, target platforms that share the same user and group population are
grouped together into Platform Sets.

Communication between the driver components occurs throuth TCP/IP and is encrypted.

The driver includes a secure Web interface that works as an iManager plug-in for administration and
monitoring.

The Core Driver records significant occurrences in an Audit Log, and each component writes an
Operational Log. Each Core Driver component maintains performance statistics, which can be
viewed in the Web interface.

The Fan-Out Driver includes an application programming interface (API). This allows programmers
to extend applications to use Authentication Services, which allows them to take advantage of your
existing eDirectory constructs.

Structure and Function 15
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2.1

Binary files, configuration files, and other files used by the driver components are stored in the ASAM
directory in the file system of the host server.

Additional Resources

Details about configuring and administering the Core Driver and Platform Services are provided in
later sections of this guide. Other sections provide information about API development and driver
system messages. Also be aware that this is one of three available administration guides for the Fan-
Out Driver, each tailored to the range of platforms with which it can work:

¢ Identity Manager Fan-Out Driver for Linux and UNIX Administration Guide
¢ Identity Manager Fan-Out Driver for Mainframes Administration Guide (z/OS)
¢ Identity Manager Fan-Out Driver for Midrange Administration Guide (IBM i, OS/400, i5/0S)

For information about eDirectory, see the NetIQ eDirectory Administration Guide.

Section Topics

The topics in this section describe the structure and function of the Identity Manager Fan-Out Driver.

¢ Section 2.1, “Core Driver,” on page 16

¢ “Object Services” on page 18

¢ “Event Journal Services” on page 18

¢ “Audit Services” on page 18

¢ “Certificate Services” on page 18

¢ “Web Services” on page 18

¢ “Authentication Services” on page 18

¢ “Event Subsystem” on page 19

¢+ “Embedded Remote Loader” on page 19
¢ Section 2.2, “Platform Services,” on page 19
¢ Section 2.3, “Directory Objects,” on page 23
¢ Section 2.4, “Migration,” on page 27

Core Driver

The Core Driver can be further broken down into two main parts:

¢ The Driver Shim

¢ The objects that represent Core Driver properties and functionality in Identity Vault (eDirectory)

The Shim is the installed driver software that provides authentication services, such as password
verification, to target platforms. It provides identity provisioning events, such as add, modify, and
delete, for users and groups, to target platforms. It also uses its Event Subystem to retrieve events
from Identity Manager. Finally, the Core Driver includes an imbedded remote loader that replaces
the functionality of the standard remote loader used by Identity Manager.
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The objects used in the Identity Vault to store Core Driver properties and functionality include:

¢ The Driver object, which stores configuration information about the Core Driver.
¢ The ASAM System container object, which stores configuration and user management
information for users connecting to other systems via the Fan-Out Driver.

A writable replica of the partition holding the ASAM System container must reside on the LDAP host
server used by a Core Driver. A User object, configured during installation, is used by the driver to
perform an LDAP Bind for access to eDirectory.

Figure 2-2 Core Driver
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In summary, the Core Driver provides these functions:

¢ eDirectory access to platforms for Authentication Services, such as password verification.

¢ Provisioning events to Platform Services for the maintenance of local user accounts and groups.
¢ The Web interface that you use to configure and manage the driver

¢ Management of the objects inside the ASAM System container

¢ An audit trail of significant occurrences

You can run multiple Core Drivers to provide redundancy for Authentication Services and Identity
Provisioning functions.

One Core Driver is designated as the primary Core Driver. Other Core Drivers are secondary Core
Drivers. Only the primary Core Driver listens for events from eDirectory. The primary Core Driver
also serves the Web interface and provides environmental information during the installation process
for other Core Drivers.

Core Driver Component Details

The software architecture of the Core Driver includes eight main components. Five of the
components are collectively referred to as the Provisioning Manager:

Provisioning Manager Components

Descriptions of each component in Provisioning Manager follows.
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Object Services

Object Services maintains the objects within the ASAM System container. Some of these objects store
configuration information for the various driver components. Others represent users and groups of
users that can be defined on target platforms. The object that contains these users and groups is
called the Census.

Object Services on the primary Core Driver is notified by the Event Subsystem of events, such as add,
modify, or delete, pertaining to users and groups of users in eDirectory. These events are used to
maintain the Census.

To initially build and periodically ensure the integrity of the Census, Object Services examines
specified portions of eDirectory for users and groups. This process is called a Trawl. You can use the
Web interface to set the Trawl schedule. Only the primary Core Driver performs Trawls.

Census Search objects that you define using the Web interface describe which objects in eDirectory
are included in the Census. Platform Set Search objects that you define using the Web interface
describe which users and groups are managed for a given set of platforms.

For more information about Object Services and the Census, see Section 2.3.3, “Census Container,”
on page 24. For more information about associating users and groups with sets of platforms, see
Section 2.3.5, “Platform Set Objects,” on page 26.

Event Journal Services

Event Journal Services receives provisioning events from Object Services and makes them available
to sets of platforms according to the rules you specify. Event Journal Services ensures that
provisioning events for a platform are delivered, even if the platform is not always available.

Platforms can periodically connect to Event Journal Services to receive provisioning events, or they
can maintain a persistent connection and receive events as they occur.

By defining multiple Core Drivers to provide events to platforms, you can provide for improved
availability.

Audit Services

Audit Services maintains the Audit Log and Operational Logs for a Core Driver.

Certificate Services

Certificate Services mints the certificates used by Secure Sockets Layer (SSL) to authenticate and
secure connections between the components.

Web Services
Web Services provides the secure Web interface for monitoring and administering the Identity

Manager Fan-Out Driver. The Web interface is provided through an iManager plug-in.

Authentication Services

Authentication Services provides Platform Services with the time-critical interface to eDirectory. This
interface is used for such functions as checking the passwords of users logging in to the platform.
This interface is also used by the AS Client API.

By defining multiple Core Drivers to provide Authentication Services to platforms, you can provide
for improved performance and availability.
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Authentication Services supports platform communications using SSL and DES encryption.

Event Subsystem

The Event Subsystem uses Identity Manager to subscribe to eDirectory events and provides them to
Object Services. Objects of interest must be replicated on the Core Driver server.

Embedded Remote Loader

Identity Manager includes a software component known as the Remote Loader. It is used to interface
with drivers on the various systems that can be connected to Identity Manager.

The Core Driver bypasses this component, using its own Embedded Remote Loader. The resulting
tighter integration provides eDirectory, Identity Manager, and the Fan-Out Core Driver with greater
individual resources and fault tolerance while maintaining a simple configuration

Platform Services

Platform Services enables a system to utilize the Core Driver functions. A platform can use
Authentication Services for some or all users, and can use Identity Provisioning in maintaining some
or all local user accounts and groups. For a complete account redirection solution, a platform can use
the Name Service Switch and Platform Services Cache Daemon for some or all users.

Some types of platforms communicate with Authentication Services using SSL, and others use DES
encryption. All platform communication with Event Journal Services uses SSL.

A platform that uses SSL-based communication must have a valid certificate to communicate with
the Core Driver for most functions. A platform that uses DES encryption must use the same DES key
as defined for it in the Core Driver configuration.

The Identity Manager Fan-Out Driver does not support authentication or password changes for
eDirectory users who have a null password.
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Figure 2-3  Platform Services
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2.2.1 User and Group Management

Management of users and groups on the platform is carried out by Receiver scripts, which are called
by the Platform Receiver based on provisioning events obtained from the Core Driver.

Platform Receiver

The Platform Receiver connects to the Event Journal Services component of the Core Driver, requests
provisioning events, and runs a script to carry out the appropriate platform-specific processing for
the given type of event. The Platform Receiver provides failover support for connections to Event
Journal Services if more than one Core Driver is available.

Receiver Scripts

Receiver scripts are run by the Platform Receiver to process provisioning events.

The Identity Manager Fan-Out Driver provides a set of fully functional base scripts in the customary
scripting language for each supported platform. You can extend these base scripts as appropriate for
your needs.

The Receiver script functions are

+ Add User
¢ Modify User
¢ Delete User
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¢ Delete User Pending

¢ Enable User

¢ Disable User

¢ Rename User

¢ Add User to Group

¢+ Remove User from Group
¢ Add Group

¢ Modify Group

¢ Delete Group

¢ Delete Group Pending

¢ Rename Group

User Authentication

Authentication redirection is handled by the Platform Services Process, which is called by the System
Intercept. The Platform Services Process is also called by applications using the AS Client APL

Platforms that use password replication receive notification of password changes in eDirectory
through the Platform Receiver and send notification of local password changes detected by the
password change intercept to the Core Driver using the Platform Services Process.

Account redirection is handled by the Platform Services Cache Daemon, which is called by the Name
Service Switch. Platforms that are configured for account redirection use a local memory cache pool
for account records and retrieve all account and password information from this cache.

Platform Services Process

The Platform Services Process establishes and maintains connections to Core Drivers for
Authentication Services, and provides load balancing and failover among them. These connections
are used to provide Authentication Services to the platform.

Platform Services Cache Daemon

The Platform Services Cache Daemon establishes and maintains a connection to a Core Driver and
receives event data from Event Journal Services. This data is stored away in memory cache and used
to supply account information to the Name Service Switch.

AS Client API

The AS Client API provides a programming interface to Authentication Services. It is furnished as
routines that can be called from C and Java*. The AS Client API incudes functions to

¢ Validate a user ID/password combination

¢ Change a user's password, given the current password

¢ Perform an administrative password reset

¢ Obtain the fully distinguished name for a user ID

¢ Determine if a user has Security Equal To a given object

¢ Determine if an object has the specified effective rights to the specified attribute of a given object
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¢ Obtain a list of members of a group
¢ Obtain a list of security equivalences for a user
¢ Obtain the eDirectory Home Directory attribute value for a user

¢ Determine if a given user is in the Authentication Services Include/Exclude list

For details about using the AS Client API, see Part V, “API Development,” on page 153.

System Intercept

The System Intercept is called by the native security system for password verification and password
change. Because passwords are checked using eDirectory or, on supported platforms, replicated from
eDirectory, a user has the same password throughout the enterprise, regardless of the platform used.

System Intercepts are implemented using standard, vendor-provided mechanisms.

Authentication Services Methods

There are two methods for providing users with the same password across the platforms in your
enterprise.

Password Redirection: Requests to check passwords are intercepted at the platform and redirected
to objects in eDirectory. The end result is that the user has the same password on all systems.

Password Replication: Changes to passwords are intercepted and replicated between eDirectory
and participating platforms. As with password redirection, the end result is that the user has the
same password on all systems.

The following table shows the Authentication Services methods available for each platform OS type:

Table 2-1 Authentication Services by Operating System

Platform OS Type Authentication Services Method

z/0S Password redirection, Password replication (optional)
IBM i (i50S and OS/400) Password replication

UNIX Password redirection, Password replication (optional)

Password Redirection

Platforms that use password redirection employ a System Intercept to gain control when a password
is to be verified. The System Intercept passes the request to Authentication Services, through the
Platform Services Process. Authentication Services uses the Census to identify the User or Alias
object in eDirectory that corresponds to the request. Then Authentication Services verifies the
password using that object and returns the result to the platform.

The System Intercepts for z/OS* and UNIX systems store the password in the local security system
upon a successful authentication or password change. For logins, if Authentication Services cannot
be reached, the user's password is verified using the local security system.
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2.3

Password Replication

Platforms that use password replication receive notification of password changes through the
Platform Receiver.

The Core Driver is notified of changes to passwords as follows:

¢ By ensuring that your eDirectory is configured to fully support Universal Password, the driver is
notified of password changes in eDirectory.

¢ The Password Validation Program Exit is installed on an IBM i* system and captures password
change information.

When Authentication Services receives notification of a password change, it verifies the authenticity
of the notification and then stores the encrypted password. This is detected by the Event Subsystem,
which generates the appropriate provisioning event to notify those platforms that are authorized to
receive password information.

By default, passwords are converted to lowercase before they are sent to a platform.

Account Redirection: Requests for Posix user and group information are intercepted at the platform
Name Service Switch and redirected to objects in eDirectory. This information includes loginName,
uidNumber, gidNumber, gecos, homeDirectory, loginShell, groupName, memberUid and
passwords.

Platform Configuration File

You use the platform configuration file to specify Platform Services configuration information, such
as

¢ Which users are authenticated using Authentication Services and which users are authenticated
using the local security system

¢ Which user accounts and groups are managed using Identity Provisioning and which are
managed locally

+ Information used to locate the Core Driver servers.

Directory Objects

The Identity Manager Fan-Out Driver maintains objects in eDirectory with configuration information
for the Core Driver and platforms as well as users and groups of users available to the platforms.
These are stored in the ASAM System container.

You maintain configuration information by using the Web interface. Do not use any other method of
changing objects in the ASAM System container unless advised by support personnel.

A writable replica of the partition holding the ASAM System container must reside on the LDAP host
server used by a Core Driver.
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2.3.1 The ASAM Master User Object

The Core Driver processes perform an LDAP Bind as the ASAM Master User to gain access to
eDirectory. The ASAM Master User object can be specified during installation.

The ASAM Master User must have Supervisor rights to the container in eDirectory that holds the
users and groups that can be added to the Census. This is known as the User and Group Subtree.
These rights are granted during installation.

To use the AS Client API to access objects outside of the User and Group Subtree, you must grant
additional rights to the ASAM Master User.

¢ You must grant the ASAM Master User Browse object rights and Compare property rights to
any object that is accessed through the AS Client API.

¢ You must grant the ASAM Master User Read property rights to any object whose Security
Equals list or Group Membership list, or other attribute value is accessed through the AS Client
APL

2.3.2  Configuration-Oriented Objects

Configuration information for Identity Manager Fan-Out Driver components is stored in objects that
correspond to them.

¢ Audit Services object

¢ Certificate Services object

¢ Event Journal Services object

¢ Object Services object

+ Web Services object

¢ Event Subsystem objects

¢ Authentication Services objects

+ UID/GID Set objects

¢ Platform Set objects

¢ Platform objects
Identity Manager Fan-Out Driver program component configuration objects list each of their host
server network addresses. Before accepting a communication connection from another component,

driver components verify that the connection originates from a network address listed in the
corresponding configuration object.

2.3.3 Census Container

Based on your specifications, Object Services maintains a Census of users and groups of users for use
with target platforms. Users in the Census are represented by Enterprise User (eUser) objects. Groups
of users in the Census are represented by Enterprise Group (eGroup) objects.

Object Services uses events from the Event Subsystem to maintain the Census. Object services of the
primary Core Driver also periodically trawls eDirectory for information to ensure the validity of the
Census.
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Authentication Services uses eUser objects in the Census to locate the corresponding User objects in
eDirectory for password verification and other functions. For information about associating eUsers
and eGroups from the Census with sets of platforms for provisioning purposes, see Section 2.3.5,
“Platform Set Objects,” on page 26.

You use the Web interface to specify Census Search objects that identify the users and groups that are
to be included in the Census.

Search objects can get Enterprise Users from

¢ Specifically identified User objects
¢ Group object membership
¢ Organizational Role object occupant lists

¢ Objects in containers (and subcontainers, to whatever depth you set)
Search objects can get Enterprise Groups from

¢ Specifically identified Group objects
¢ Group objects in containers (and subcontainers, to whatever depth you set)

¢ Identity Manager entitlements

Dynamic Groups as Search Objects

Dynamic groups use an LDAP search filter to define a set of rules that, when matched by eDirectory
User objects, define the members of the group. Membership in the group is evaluated dynamically by
eDirectory. There is no actual list of members for a dynamic group like there is for a static group.

Events involving users who are already in the Census that affect their membership in a dynamic
group that is a Search object are seen by the Event Subsystem as they happen. This is because the
Core Driver interrogates Search objects to discover if an event involving a given User object is of
interest.

Events involving users not already in the Census and events involving the LDAP search filter of a
dynamic group that is a Search object are not seen by the Event Subsystem. This is because there is
nothing to drive the LDAP search. Such changes are not detected until the next Trawl is run.

Naming Exceptions

Because Enterprise User objects and Enterprise Group objects share the same name space, their
names must be unique. If a duplicate name is found based on your Census Search objects, the
resulting Enterprise User or Enterprise Group object is placed in the Exceptions container rather than
being made available in the Census. You can use the Web interface to review naming exceptions.

Enterprise User Objects

Enterprise User (eUser) objects reside in the Census container. An eUser object represents a single
User object, or an Alias object that references a User object, in eDirectory.

An eUser object includes a reference to the User object or Alias object that it represents in eDirectory.
The User object referenced by an Alias object is provisioned to platforms, not the Alias object itself.
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2.3.5

Enterprise Group Objects

Enterprise Group (eGroup) objects reside in the Census container. An eGroup object represents a
group of users, and is based on a Group object, or an Alias object that references a Group object, in
eDirectory. Enterprise Group objects must be based on static Group objects. Dynamic Group objects
are not provisioned.

An eGroup object includes a reference to the Group object or Alias object that it represents in
eDirectory. The Group object referenced by an Alias object is provisioned to platforms, not the Alias
object itself.

Enterprise Group objects in the Census contain a list of the eUser objects that are represented in the
corresponding Group object in eDirectory (but not any users that are not present in the Census).

Inactive Users and Groups

You can choose to have Enterprise User and Enterprise Group objects whose corresponding User or
Group object is deleted from eDirectory or is no longer covered by a Census Search object remain in
the Census in an inactive state. Because Enterprise User objects relate to User objects in eDirectory
through a globally unique identifier, this prevents another person from receiving access to resources
as an unintended result of the reuse of the user name. Inactive users cannot authenticate through
Authentication Services.

Delete Pending Duration

You can use the Web interface to specify a Delete Pending Duration. During this interval, eUser and
eGroup objects whose corresponding User and Group objects have either been deleted from
eDirectory or are no longer covered by a Search object are not deleted from target platforms. The
results of a Delete User or Delete Group Receiver script can be difficult to reverse. Delete Pending
Duration provides a grace period to allow recovery from a disastrous mistake affecting many users.

The Delete User Pending or Delete Group Pending Receiver script is called when a delete event
becomes pending for a user or group. The Delete User or Delete Group script is not called until the
Delete Pending Duration expires.

Platform Objects

A Platform object represents a specific target platform that runs Platform Services.

Platform Set Objects

Platform Set objects provide the relationship between Search objects and Platform objects. You can
use Platform Sets to group together multiple platforms that share the same user and group
population.

The following example illustrates how you can fan out your user and group population to platforms
that are grouped into Platform Sets.

Table 2-2  Platform Set Example

Containers with Users  OU=Students Henri OU=Faculty Carmen OU=Staff Isabel Claire
Markus Rie Eleu Mario Kenji
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Search Objects

Platform Sets

Platforms

OU: Students Include
Users: Yes

Academic Search
Objects: Students,
Faculty Platforms:
StudentDataServer,
LabWorkstation1,
LabWorkstation2,
LabWorkstation3

StudentDataServer

Platform Set: Academic
Users: Henri, Markus,
Rie, Carmen, Eleu,
Mario

LabWorkstation1

Platform Set: Academic
Users: Henri, Markus,
Rie, Carmen, Eleu,
Mario

LabWorkstation2

Platform Set: Academic
Users: Henri, Markus,
Rie, Carmen, Eleu,
Mario

LabWorkstation3

Platform Set: Academic
Users: Henri, Markus,
Rie, Carmen, Eleu,
Mario

OU: Faculty Include
Users: Yes

Employee Search
Objects: Faculty, Staff
Platforms:
BenefitsServer,
EmployeeDataServer

BenefitsServer Platform
Set: Employee Users:
Carmen, Eleu, Mario,
Isabel, Claire, Kenji

EmployeeDataServer

Platform Set: Employee
Users: Carmen, Eleu,
Mario, Isabel, Claire,
Kenji

OU: Staff Include Users:
Yes

Everyone Search
Objects: Students,
Faculty, Staff Platforms:
MailServer,
LibraryServer

MailServer Platform
Set: Everyone Users:
Henri, Markus, Rie,
Carmen, Eleu, Mario,
Isabel, Claire, Kenji

LibraryServer Platform
Set: Everyone Users:
Henri, Markus, Rie,
Carmen, Eleu, Mario,
Isabel, Claire, Kenji

Migration

In some cases, a system other than eDirectory might contain the users that you want to participate

with the driver. There are tools, such as LDIF, that you can use to import these users into eDirectory.

If you cannot extract the passwords for the affected user accounts, you can use the driver Password
Migration component. This component can help you accomplish a smooth transition to basing your

user accounts in eDirectory. The Password Migration component is available only on z/OS platforms.
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Examples

This section presents some examples of processing to illustrate how the various components of the

NetlQ®-Identity Manager Fan-Out Driver work together. These examples do not exhaustively
describe each detail involved in the processing, but give a representative account of the steps
involved.

*

*

*

*

*

*

Section 3.1, “Password Check for Login,” on page 30
Section 3.2, “User Added to eDirectory,” on page 30
Section 3.3, “Census Trawl,” on page 31

Section 3.4, “User Deleted from eDirectory,” on page 32
Section 3.5, “Group Deleted from eDirectory,” on page 33
Section 3.6, “User Added to a Group,” on page 33

Use Figure 3-1 and Figure 3-2 for reference as you study the examples.
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Figure 3-2  User and Group Population Information Flow
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3.1 Password Check for Login

A user logs in to a platform.
1. The user enters user ID and password information in response to a login prompt from the
operating system, and the System Intercept receives control.

2. The System Intercept calls the Check Password API function (unless the user is excluded from
processing based on the specifications in the platform configuration file).

3. The Platform Services Process uses its load-balancing algorithm to select a Core Driver for
Authentication Services. (Platform Services establishes a connection with each Core Driver for
Authentication Services upon startup.)

4. The Platform Services Process makes a Check Password request to Authentication Services.

5. Authentication Services obtains from the Census the eUser object whose name matches the user
ID. Authentication Services gets from that eUser object the distinguished name of the
corresponding User object (or Alias object) in eDirectory™.

6. Authentication Services checks the password against the object in eDirectory that corresponds to
the eUser.

7. 1f the password is not already present in the eUser object, Authentication Services stores the
password there for the Provisioning Manager to use for password replication.

8. Authentication Services returns the result of the Check Password request to the Platform
Services Process.

9. Authentication Services notifies Audit Services, which records the action in the Audit Log.
10. The Platform Services Process returns the result to the System Intercept.

11. The System Intercept returns the result to the local security system.

3.2 User Added to eDirectory

An administrator adds a new user to eDirectory. The user is covered by a Census Search object.

1. An administrator adds the new user to eDirectory.
2. The Event Subsystem receives the change and notifies Object Services.

3. If the user is covered by a Census Search object, Object Services of the primary Core Driver
creates an eUser object for the user in the Census container, and associates the user with the
Platform Set container objects whose Platform Set Search objects cover the user.
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If the common name of the new user is the same as a name that already exists in the Census
container, its eUser object is instead created in the Exceptions container, and the exception must
be resolved by an administrator. For guidance in avoiding and resolving exceptions, see the
Part II, “Core Driver Administration,” on page 35.

. Object Services notifies Event Journal Services.

5. When each Platform Receiver of the associated Platform Sets requests an event and this event is

the next one for that platform, Event Journal Services obtains detailed information about the
new user by reading its object from eDirectory and passes the provisioning event to the Platform
Receiver.

If Event Journal Services cannot obtain the new user information yet because directory
synchronization is not complete, the next event for the platform is processed and this one is tried
again later.

. Each Platform Receiver that receives the provisioning event checks to see if a user by that name

already exists (unless the user is excluded from processing based on specifications in the
platform configuration file).

If the user already exists, the Platform Receiver notifies Event Journal Services.

If the user does not exist, the Platform Receiver calls the Add User Receiver script, which adds
the new user to the local security system and prepares it for use. The Platform Receiver then
notifies Event Journal Services of the script outcome.

7. Event Journal Services notifies Audit Services, which records the action in the Audit Log.

Census Trawl

Object Services of the primary Core Driver periodically performs a Trawl] to verify the contents of the
Census. A Trawl is also run to initially build the Census, or a part of it, whenever you use the Web
interface to define a new Census Search object.

The following steps are performed for each Census Search object:

1. Object Services scans the Census Search object for users and groups.

2. For any user or group that does not have a corresponding eUser or eGroup in the Census

container:

a. Object Services creates an eUser or eGroup object in the Census container, and associates
the user or group with the Platform Set container objects whose Platform Set Search objects
cover the user or group.

If the common name of the new user or new group is the same as a user or group that
already exists in the Census container, the eUser or eGroup object is instead created in the
Exceptions container, and the exception must be resolved by an administrator. For guidance
in avoiding and resolving exceptions, see Part II, “Core Driver Administration,” on page 35.

b. Object Services notifies Event Journal Services.

c. When each Platform Receiver of the associated Platform Sets requests an event and this
event is the next one for that Platform, Event Journal Services obtains detailed information
about the new user or group by reading its object from eDirectory and passes the
provisioning event to the Platform Receiver.

If Event Journal Services cannot obtain the information yet because directory
synchronization is not complete, the next event for the platform is processed and this one is
tried again later.
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d. Each Platform Receiver that receives the provisioning event checks to see if a user or group
by that name already exists (unless the user or group is excluded from processing based on
specifications in the platform configuration file).

If the user or group already exists, the Platform Receiver notifies Event Journal Services.

If the user or group does not exist, the Platform Receiver calls the Add User or Add Group
Receiver script, which adds the new user or group to the local security system and prepares
it for use. The Platform Receiver then notifies Event Journal Services of the script outcome.

e. Event Journal Services notifies Audit Services, which records the action in the Audit Log.
The following steps are performed for each user and group in the Census.
1. Object Services verifies that the user or group is still covered by a Search object.
If it does not, the same steps are followed as for Section 3.4, “User Deleted from eDirectory,” on

page 32 or Section 3.5, “Group Deleted from eDirectory,” on page 33.

2. Object Services verifies that the User object or Group object that corresponds to the user or
group still exists in eDirectory.

If it does not, the same steps are followed as for Section 3.4, “User Deleted from eDirectory,” on
page 32 or Section 3.5, “Group Deleted from eDirectory,” on page 33.

3.4 User Deleted from eDirectory

A User object that is covered by a Census Search object is deleted from eDirectory.

1. An administrator deletes a user from eDirectory.
2. The Event Subsystem receives the deletion and notifies Object Services.

3. If the user is covered by a Census Search object, then Object Services takes one of the following
actions based on configuration information that you have specified:

Object Services marks the corresponding eUser object in the Census as inactive. (Inactive users
cannot authenticate through Authentication Services.)

or

Object Services marks the eUser object for deletion after the event has been processed by all
associated platforms.

4. Object Services notifies Event Journal Services.

5. When each Platform Receiver of the associated Platform Sets requests an event and this event is
the next one for that Platform, Event Journal Services passes the provisioning event to the
Platform Receiver. When the last Platform Receiver of a Platform Set has received the event, the
next Trawl removes the Platform Set association for the eUser (if you have defined your
configuration to remove deleted users rather than mark them inactive).

6. Each Platform Receiver that receives the provisioning event calls its Disable/Delete User
Receiver script to disable the user in the local security system or to delete it and clean up its
resources (unless the user is excluded from processing based on specifications in the platform
configuration file).

7. Event Journal Services notifies Audit Services, which records the action in the Audit Log.

If you have specified a Delete Pending Duration, Event Journal Services indicates to the Platform
Receiver that a delete is pending for the user. When the Delete Pending Duration has expired, Event
Journal Services delivers the delete event.
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3.5 Group Deleted from eDirectory

A Group object that is covered by a Census Search object is deleted from eDirectory.

1. An administrator deletes a group from eDirectory.
2. The Event Subsystem receives the deletion and notifies Object Services.

3. If the group is covered by a Census Search object, then Object Services takes one of the following
actions based on configuration information that you have specified:

Object Services marks the corresponding eGroup object in the Census inactive.
or

Object Services marks the eGroup object for deletion after the event has been processed by all
associated platforms.

4. Object Services notifies Event Journal Services.

5. When each Platform Receiver of the associated Platform Sets requests an event and this event is
the next one for that platform, Event Journal Services passes the provisioning event to the
Platform Receiver. When the last Platform Receiver of a Platform Set has received the event, the
next Trawl removes the Platform Set association for the eGroup.

6. Each Platform Receiver that receives the provisioning event calls its Delete Group Receiver
script to delete the group from the local security system and clean up its resources.

7. Event Journal Services notifies Audit Services, which records the action in the Audit Log.
If you have specified a Delete Pending Duration, Event Journal Services indicates to the Platform

Receiver that a delete is pending for the group. When the Delete Pending Duration has expired,
Event Journal Services delivers the delete event.

3.6 User Added to a Group

A user for which there is an eUser object in the Census is added to the member list of a Group object
in eDirectory.

1. An administrator adds the user to the member list of the Group object.

2. The Event Subsystem receives the change and notifies Object Services.
3. Object Services notifies Event Journal Services.
4

. When each Platform Receiver of the Platform Sets associated with both the eUser and the
eGroup requests an event and this event is the next one for that platform, Event Journal Services
obtains detailed information about the user by reading its object from eDirectory, and passes the
provisioning event to the Platform Receiver.

If Event Journal Services cannot yet obtain updated user information due to incomple directory
synchronization, the next event for the platform is processed and this one is tried again later.

5. Each Platform Receiver that receives the provisioning event calls its Add User to Group Receiver
script, which adds the user to the group in the local security system.

6. Event Journal Services notifies Audit Services, which records the action in the Audit Log.
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Core Driver Administration

Part II provides you the information you need to administer the Core Driver component of the
NetIQ® Identity Manager Fan-Out Driver. It includes the following chapters:

¢ Chapter 4, “Core Driver Planning,” on page 37

¢ Chapter 5, “Installing the Core Driver,” on page 45

¢ Chapter 6, “Configuring and Administering the Core Driver,” on page 65

¢ Chapter 7, “Troubleshooting the Core Driver,” on page 93

Core Driver Administration
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4.1

Core Driver Planning

This section helps you plan for your deployment of the NetIQ® Identity Manager Fan-Out Driver. If
the Fan-Out Driver is new to you, read the information presented earlier in Part I, “Concepts and
Facilities,” on page 11 before proceeding.

Major topics in this section include

*

*

*

Section 4.1, “Configuration Planning,” on page 37
Section 4.2, “Configuration and Performance Guidelines,” on page 39

Section 4.3, “Requirements,” on page 42

Configuration Planning

There are a number of issues to resolve in planning for your deployment of the Identity Manager
Fan-Out Driver. Considering these issues now will make your installation go more smoothly.

*

Decide how you will deploy the use of the driver throughout your enterprise.

Do you want to start with a small subset of your platform systems? Do you want to start with a
small subset of your user community?

Platforms can operate with Include/Exclude lists to control which users the driver handles for
authentication, and which users the driver defers to the native authentication mechanism.
Platforms can also operate with Include/Exclude lists to control which user accounts the driver
manages using provisioning events and which user accounts are managed locally. For more
information, see Part III, “Platform Services Planning,” on page 97.

Decide who will administer your driver configuration.

The Web interface is used to monitor and administer the driver. Make it available to these
persons and ensure that they have the necessary rights to use it. For details about the rights
needed for administrative functions, see “Rights Required for Web Application Use” on page 70

Decide which eDirectory™ servers in your network will run Core Drivers.

A writable replica of the partition holding the ASAM System container must reside on the LDAP
host server used by a Core Driver.

Each object that is covered by a Census Search object must be present in a replica (full or filtered)
on the system that hosts the primary Core Driver.

Will you install additional Core Drivers to provide redundancy for Authentication Services?

The Platform Services Process includes load balancing and failover support to provide for
continued processing should a Core Driver become unavailable.

Will you install additional Core Drivers to provide redundancy for Identity Provisioning?

The Platform Receiver includes failover support to provide for continued processing if the Core
Driver it normally uses for Identity Provisioning becomes unavailable.
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¢ Decide where in your eDirectory tree the ASAM System container and ASAM Master User

objects should go. Creating a special container for them is a good practice.
Make sure you set password policies appropriate for the ASAM Master User object.

For more information about requirements for the ASAM Master User, see Section 6.2.2, “ASAM
Master User Security,” on page 66.

Decide upon your Census parameters.

Which objects in your eDirectory tree will be used as the source of Enterprise Users and
Enterprise Groups? This depends on how you place User and Group objects in your directory.

When do you want to run a Census Trawl? Because the Census is maintained in real time using
provisioning events, Trawls are used primarily to verify the consistency of the Census. Once a
day is reasonable for most cases.

Do you want Enterprise Users whose User objects have been deleted from eDirectory to be
automatically removed from the Census? They can be removed after remaining inactive for a
specified number of days, or you can choose to manage inactive users manually.

Do you want to delay user password expiration until the end of the day of expiration? This can
result in smoother operation for users on platforms with third-party systems that cache and
reuse passwords during the day.

Do you want to immediately delete users and groups from platforms when they are deleted
from eDirectory or are no longer covered by a Search object, or do you want to provide a grace
period to recover from accidental changes?

For information about setting these parameters, see Section 6.5.1, “Configuring the Census,” on
page 73.

How will you resolve naming exceptions?
For more information, see Section 6.5.14, “Reviewing Naming Exceptions,” on page 90.
Decide which systems in your network will run Platform Services.

User names, passwords, and group names must conform to the character set and length
restrictions imposed by the platform operating system in order to participate in Authentication
Services and Identity Provisioning on that platform. Determine how you will handle those that
do not meet the restrictions.

Decide how you will organize your Platform Sets. Each platform belongs to exactly one Platform
Set. A Platform Set provides the relationship between a group of platforms and the Search
objects that define their user and group population.

Users and Groups have the same UID number and GID number on each Linux/UNIX platform
in a Platform Set.

What UID and GID numbers do you want to reserve for local administrator use on Linux/UNIX
platforms?

Will you use the RFC2307 posixAccount and posixGroup auxiliary object classes for enterprise-
wide UID and GID assignments?

Will any of your platforms use password replication? If so, you must ensure that the driver is
notified of changes to passwords.

If your eDirectory is configured to fully support Universal Password, the driver is notified of
password changes in eDirectory.

If you do not use Universal Password, you must install and configure the appropriate password
intercepts.

For more information, see Section 4.3.2, “Password Replication Requirements,” on page 42.

Platforms configured to use password replication do not normally receive provisioning events
for user accounts until the passwords for these accounts are known to the driver.
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The driver uses Universal Password to collect password information. Users must either change
their passwords where these are installed and configured, or authenticate on a driver platform
before they can be populated onto a platform that uses password replication (Permit Password
Replication specified as Yes for the Platform object in the Web interface).

By planning a staged deployment of the Fan-Out Driver to the platforms in your enterprise so
that most users have authenticated using other platforms first, you ensure the availability of
these users to password replication platforms when you are ready to deploy the driver on them.

¢ Consider how your own applications could benefit from the use of the Authenications Services
(AS) Client APL

Using the AS Client API is simple and straightforward. For more information about using the
Client API, see Part V, “API Development,” on page 153.

¢ Will any of your Platform Receiver scripts need attributes other than those configured in the
driver by default?

For a list of the attributes configured by default, see Section 4.3.3, “Core Driver Requirements,”
on page 42.

To configure additional attributes, you must add them to the Event Subsystem Subscriber filter.
For details about adding attributes to the Subscriber filter, see the Identity Manager
Administration Guide.

The attribute names that you use in the Subscriber filter must be the eDirectory names.

If you are using attributes on an IBM i (i5/0S and OS/400) platform, you might need to map
attribute names to their System Distribution Directory field names. This is done using the
Attribute Name Mapping file. For more information about the Attribute Name Mapping file on
IBM i, see the Identity Manager Fan-Out Driver for Midrange.

Configuration and Performance Guidelines

Many factors affect the performance of the Identity Manager Fan-Out Driver. Performance is most
critical for Authentication Services, such as Check Password and Get Context.

There are many relationships within the driver, and one or more of the factors described in the
following sections can affect all of these relationships. Use the following as guidelines in planning
and troubleshooting your Fan-Out Driver installation.

Acceptable Authentication Services performance is achievable using two or three low-end servers for
Core Drivers. However, if your present network experiences problems, such as slow logins related to
eDirectory, Fan-Out Driver operations will experience similar response problems.

For fault tolerance, your configuration should include Core Drivers running on several servers.

For fault tolerance, each Core Driver should use a different LDAP host server.

For optimal performance, each Core Driver and its LDAP host server should run on the same server.
Topics in this section include

¢ Section 4.2.1, “eDirectory,” on page 40

¢ Section 4.2.2, “Object Services and the Event Subsystem,” on page 40
¢ Section 4.2.3, “Event Journal Services,” on page 41

¢ Section 4.2.4, “Authentication Services,” on page 41

¢ Section 4.2.5, “Platform Systems,” on page 41

¢ Section 4.2.6, “Platform Services / Authentication Services Relationship,” on page 41
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42.1 eDirectory

Tuning eDirectory on your network is beyond the scope of this document. Much documentation on
this subject is available elsewhere, including NetIQ Technical Information Documents (TIDs), which
are available at the NetIQ Support Web site (http://support.netiq.com). The health and performance
of eDirectory is critical to the ability of the driver to respond to Authentication Services requests and
to deliver provisioning events in a timely manner. Therefore, the health and performance of
eDirectory should be your starting point in doing any performance planning and troubleshooting
with the driver.

Factors in driver performance relative to eDirectory include

¢ The size of the eDirectory tree

¢ Communication links between the LDAP host servers used by Core Drivers and servers holding
replicas of the ASAM System container and other objects referenced by the driver

¢ LAN traffic
¢ Size of partitions containing relevant objects
¢ Performance of CPU and disks in servers holding relevant replicas

¢ Amount of memory in servers holding relevant replicas

The driver interfaces with eDirectory through LDAP. For LDAP tuning guidance, see the NetIQ
eDirectory Administration Guide.

4.2.2 Object Services and the Event Subsystem

The Object Services component of the Core Driver is primarily responsible for maintaining the
Census and other objects in the ASAM System container. Object Services receives provisioning events
from the Event Subsystem, updates the Census as required, and passes the provisioning events to
Event Journal Services. It is important for Identity Provisioning that the Core Driver be running at all
times, but it is mostly a background process that does not require a great deal of processing power
and is, for the most part, not a time-critical process.

Object Services performs Trawls to initially build and to verify the Census by performing a series of
requests based on the Census Search objects defined in your configuration. For each Organizational
Unit represented in the configuration, Object Services issues a single request to eDirectory to return
all the objects contained in the given Organizational Unit.

Focus your Search objects to the specific directory locations of your users and groups rather than
specifying a top level container object. This provides better feedback information during a Trawl and
reduces the likelihood of an LDAP time-out because of slow servers or slow network links.

The Event Subsystem uses the Identity Manager to provide events to Object Services. The Event
Subsystem requires minimal processing power, but it does require replicas for all objects that are
monitored. Network connectivity and eDirectory synchronization are the primary performance
factors for the Event Subsystem.

For optimal performance, a writable partition of all replicas containing objects contained in the
Census should reside on the same server as the LDAP host server used by a Core Driver. However, be
aware that operations that lock the directory on the local server, such as running NDSRepair,
sometimes delay requests or cause them to fail.
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4.2.3

4.2.4

4.2.5

4.2.6

Event Journal Services

Event Journal Services waits for Platform Receivers to connect, then provides pending events and a
snapshot of User and Group objects for processing. Network connectivity to the platforms, and
proximity of the Core Driver to servers holding replicas of managed User and Group objects are the
primary performance factors for Event Journal Services.

Platforms with very large numbers of managed users and groups should be connected to Event
Journal Services with connections of adequate bandwidth to ensure that Full Sync Mode and Check
Mode processing will complete within an acceptable time.

To reduce the number of concurrent connections that must be serviced by a Core Driver host, avoid
using Persistent Mode on Platform Receivers.

Authentication Services

Authentication Services is responsible for processing requests made by Platform Services.

For optimal performance, LDAP host servers used by Core Drivers should hold a writable replica
that contains the User objects represented in the Census, and other objects that might be referenced
often by Authentication Services.

Platform Systems

Platform Services sends requests to the Core Driver. The systems on which Platform Services reside
can be anything from a desktop workstation to a high-end mainframe system. The inherent
performance of these systems is based on a number of factors, including

¢ System load

¢ The power of the system

¢ Network traffic

¢ Connectivity and bandwidth to the Core Drivers

¢ The number of Core Drivers defined in the configuration

Consider each of these as you configure each platform and as you select the location of the Core
Drivers.

Platform Services / Authentication Services Relationship

The performance of the Platform Services / Authentication Services transaction is the most important
performance relationship in the driver. The communication relies on the TCP/IP stack of the platform
and Authentication Services server. TCP/IP configuration on the platform, the Authentication
Services server, and the routers in between is the most important factor in the performance of
servicing Authentication Services requests. Guidelines for configuring TCP/IP are beyond the scope
of this section. Refer to appropriate NetIQ and platform operating system documentation and TIDs
for further information.

The Maximum Transmission Unit (MTU) TCP/IP parameter has been shown in testing to have an
appreciable effect on performance in a situation in which the Authentication Services server is low on
power. See NetlQ TID 2911035 (on the Support Knowledgebase Web page (http://support.netiq.com))
for more information on this topic.
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4.3

43.1

4.3.2

4.3.3

Platform system planners should be aware of a mandatory three-second delay in reporting a bad
password on a password check request. This delay is in eDirectory itself. It cannot be configured by
the driver.

Requirements

The system requirements for driver components are described in the following sections. Identity
Manager Fan-Out Driver components do not require the systems they run on to be dedicated solely
to them.

Topics in this section include

¢ Section 4.3.1, “User Rights Requirements,” on page 42
¢ Section 4.3.2, “Password Replication Requirements,” on page 42
¢ Section 4.3.3, “Core Driver Requirements,” on page 42

¢ Section 4.3.4, “Requirements for Workstations Used for Installation and Administration,” on
page 43

*

Section 4.3.5, “Platform Services Requirements,” on page 44

User Rights Requirements

The installation and configuration of the driver requires a user with full administrative rights and
privileges in eDirectory and on the target systems. You can grant more limited rights to other users to
use the Fan-Out Driver Web interface for administrative functions. For details of rights needed for
administrative functions, see “Rights Required for Web Application Use” on page 70.

Password Replication Requirements

If you use password replication, you must ensure that the driver is notified of changes to passwords.

¢ If your eDirectory is configured to fully support Universal Password, the driver is notified of
password changes in eDirectory.

¢ When configuring the policy for Universal Password, be sure to select the option that allows
administrative users to retrieve the Universal Password.

For information about installing and configuring the password intercepts, see Part IV, “Platform
Services Administration,” on page 123.

Core Driver Requirements

[ NetIQ Identity Manager.

[ NetIQ eDirectory versions supported by the Identity Manager version in use.
(J NetIQ iManager versions supported by Identity Manager version in use.
0

One of the following OS platforms, in a version supported by the Identity Manager and
eDirectory version in use:

+ Windows
+ Linux

* Solaris
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0

TCP/IP network connectivity.

A writable replica of the partition that will hold the ASAM System container must reside on the
LDAP host server used by the Core Driver.

Replicas (full or filtered) of objects that will be covered by a Census Search object (primary Core
Driver only).

The Fan-Out Driver will be configured for the attributes in the following lists. If you use filtered
replicas, include the attributes shown in the following lists. If you add other attributes to the

4.3.4

Subscriber filter, you must ensure that they are also available in your filtered replicas.
Alias Attributes
¢ Aliased Object Name
¢+ CN
¢+ GUID
User Attributes
+ CN
¢ Group Membership
¢+ GUID
Login Disabled
¢ Surname
ASAM-enterpriseUser Attributes
¢+ ASAM-addTime
¢+ GUID
Group Attributes
¢+ CN
¢+ GUID

* Member

*

Organizational Role Attributes
¢+ CN
+ GUID

¢ Role Occupant

TIP: iManager provides a wizard for setting up filtered replicas.

Requirements for Workstations Used for Installation and
Administration

The workstations used to install, configure, and administer the driver must meet the following
requirements.

J TCP/IP network connectivity.
(3 The ability to run iManager.
(3 Connectivity to the Identity Vault (eDirectory) tree to be managed by the driver.

Core Driver Planning
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(3 If the installation computer runs UNIX, gzip and tar utilities.

(3 Connectivity to the file system of the computer that is to receive components being installed. If
the installation computer is not the same as the target host, a drive must be mapped to the target
host.

4.3.5 Platform Services Requirements

For information about required systems and software, as well as supported platforms and operating
environments, see the Identity Manager 4.5 Drivers Documentation Web site (https://
www.netiq.com/documentation/idm45drivers). From this index page, you can select a Readme file
associated with the platform(s) for which you need Fan-Out Driver support.
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5.1

5.1.1

5.1.2

Installing the Core Driver

Earlier sections of this Administration Guide identify two major parts of the NetIQ® Identity Manager
Fan-Out Driver, which are the Core Driver and Platform Services. The Core Driver must be installed
first.

Before beginning the Core Driver installation, you should complete the planning process described in
Chapter 4, “Core Driver Planning,” on page 37, and you should be familiar with the topics presented
in Part I, “Concepts and Facilities,” on page 11.

Topics in this section include

¢ Section 5.1, “Preparing for Core Driver Installation,” on page 45
¢ Section 5.2, “Step-By-Step Installation Instructions,” on page 49
¢ Section 5.3, “Activating the Driver After Evaluation,” on page 63

¢ Section 5.4, “Performance Tuning,” on page 63

Preparing for Core Driver Installation

Please review this section carefully for a high-level overview of the tasks and considerations you will
encounter during the installation of the Core Driver. This information will help you later as you
determine which steps are relevant to your particular installation scenario(s).

Essentials

¢ Verify that you meet minimum system requirements. For details, see Section 4.3,
“Requirements,” on page 42.

¢ Obtain the Core Driver distribution package for your target operating system from the NetIQ
downloads site (http://download.novell.com). In other words, you will need the package that is
designed for the operating environment in which Identity Manager is running.

¢ Always check the NetlQ Support Web Site (http://support.netiq.com) for the latest support pack
and product update information. Check the Release Notes and Readme files for the version you
are installing for any special actions that might be required.

Other Advance Considerations

Topics in this section include:

¢ “Migrating From NetWare” on page 46
¢ “Installing the LDAP Client SDK Libraries” on page 46
¢ “Specifying Primary and Secondary Core Drivers” on page 46

¢ “Complete Checklist of Considerations Before Installation” on page 47
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Migrating From NetWare

The release of Identity Manager 3.6.1 ends support for NetWare. Therefore, if you wish to upgrade a
Core Driver running in a NetWare environment, you will need to migrate to one of the other
supported environments (Linux, Solaris, Windows).

You can do this by completing one of the following step-by-step installation tasks for upgrading a
Core Driver, depending on your environment:

¢ “Upgrading a Local Core Driver Shim on Linux or Solaris” on page 51

¢ “Upgrading a Local Core Driver Shim on Windows Systems” on page 55

As you follow these steps, bear in mind that any information you provide about a Core Driver during
this task should reflect the identity, settings and configuration of the Core Driver you are migrating
from NetWare.

For additional information related to NetWare migration, see “Migrating Certificate Authority” on
page 60.

Installing the LDAP Client SDK Libraries

If you meet one of the following conditions, you will need to install the LDAP Client SDK libraries
prior to the Core Driver installation:

¢ You are installing the 64-bit Linux Fan-Out Core Driver on a system running 32-bit eDirectory

¢ You are installing the Core Driver on a Linux or Solaris system not hosting eDirectory
To install and configure the LDAP Client SDK:

1 Download the installation package labeled LDAP Libraries for C from the NetlQ Developer Site
(http://developer.novell.com) suitable for your system architecture.

2 Install the package according to the instructions that accompany it.

3 Setup your runtime library path to include the newly installed files:

¢ On Linux, you may modify your /etc/1d.so.conf to include the additional path. For
example:

/opt/novell /ndk/novell-cldap-devel-2007.10.04-11inux64/1ib64/

¢ Alternatively, you can modify the LD_LIBRARY _PATH environment variable to include
your path:

LD LIBRARY PATH=/opt/novell/ndk/novell-cldap-devel-

72007.10.04-11inux64/1ib64/:$LD LIBRARY PATH
export LD LIBRARY PATH

Be sure to modify your logon profile and Core Driver startup script to include this.

Specifying Primary and Secondary Core Drivers

During software installation, you will be asked if you are establishing a primary Core Driver or
adding a secondary Core Driver. Following are some guidelines for determining how to respond:

¢ You must have on primary Core Driver. If you are installing a Core Driver for the first time, it
will automatically be designated as the primary.
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¢ The primary Core Driver must have access to a read/write replica of the entire ASAM System
container and all User and Group objects defined by the Census.

¢ Secondary drivers can service authentication requests and deliver events to connected platforms
but will not perform tasks such as trawls or update enterprise objects in the Census. Therefore,
the primary Core Driver must be active and running in order to provide connected platforms
with new provisioning information.

For additional information on assessing secondary driver requirements, see Section 5.4,
“Performance Tuning,” on page 63.

Complete Checklist of Considerations Before Installation

¢ A Quick Start guide for installing the Fan-Out Driver is available for each target platform.
Although this Administration Guide includes detailed procedures for all installation scenarios,
you may find the Quick Start helpful in focusing on primary steps. The quick starts, listed below,
are available at the Identity Manager 4.5 Drivers Documentation Web site (https://
www.netiq.com/documentation/idm45drivers).

¢ Fan-Out Driver Installation Quick Start for Linux and UNIX Systems
¢ Fan-Out Driver Installation Quick Start for Midrange Systems
¢ Fan-Out Driver Installation Quick Start for Mainframe Systems

¢ Be sure to pre-install the LDAP SDK Libraries if you meet one of the unique conditions
discussed in “Installing the LDAP Client SDK Libraries” on page 46

¢ During software installation, you will be asked if you are establishing a primary Core Driver or
adding a secondary Core Driver. For guidelines, see “Specifying Primary and Secondary Core
Drivers” on page 46.

¢ To complete the Core Driver installation you will use one of two available application interfaces
for configuration:

iManager Newer versions of this standard NetIQQ Web interface include a Fan-Out Driver
application plug-in for driver configuration. The Core Driver software includes a copy of this
plug-in in case you have an older version of iManager. The installation instructions include steps
for installing this plug-in after you have run the initial installation software.

Designer This interface, which comes as part of the Identity Manager 4.5 product, is an offline
tool you can use to plan and model large deployments of the Fan-Out Driver. Designer includes
its own Fan-Out Driver application plug-in, which is already installed as part of the Designer
interface. For more information on Designer, see Section 6.4, “Applications For Configuration,”
on page 69.

¢ Once you have installed the Core Driver and completed its initial configuration in iManager, you
still won’t be able to test the installation until you have installed Platform Services on the
system(s) you will connect to. This will involve an additional software installation and
configuration on each of these systems. Therefore, you may want to preview Part IV of this
Administration Guide, “Platform Services Administration,” for details about this additional
process.

¢+ Installation of the Core Driver will create an ASAM directory in the file system on each server that
includes any of its components. Access to each copy of this directory should be restricted to the
driver itself and its administrators to ensure protection of sensitive identity information.

5.1.3 General Installation Sequence

Following is a general overview of the process for installing the Core Driver.
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NOTE: This section is provided to help you prepare for installation. More detailed instructions are
provided later in Section 5.2, “Step-By-Step Installation Instructions,” on page 49.

1

2

Read Section 5.1.1, “Essentials,” on page 45 and Section 5.1.2, “Other Advance Considerations,”
on page 45.

Know in advance which of the following installation scenarios you wish to perform:
¢ New installation of a primary Core Driver running on Linux, Solaris or Windows
¢ New installation of a secondary Core Driver running on Linux, Solaris or Windows

¢ Upgrade of an existing Core Driver running in “Local” mode (default, not using Remote
Loader) running on Linux, Solaris or Windows

¢ Upgrade of an existing Core Driver running in “Remote” mode (already using NetIQ
Remote Loader) running on Linux, Solaris or Windows

¢ Upgrade of an existing Core Driver running on NetWare

Run the Core Driver installation program and respond to the prompts. This will install the Core
Driver software components also known as the Driver Shim.

If required, install the iManager plug-in for the Fan-Out Driver Web application.

5 Using iManager and the plug-in, create objects in the Identity Vault to support the Core Driver.

10

11
12
13

14

15

This includes importing an XML default configuration file that comes with the Core Driver
installation software.

Populate your Census with the users and groups that you will use for your initial testing.

This includes defining Census Search objects and then running a Census Trawl. For details about
this procedure, see Section 6.5.1, “Configuring the Census,” on page 73.

Assign users of the Fan-Out Web program (in iManager) the rights they need.
For details, see “Rights Required for Web Application Use” on page 70.

If you will use the Fan-Out driver to connect to Linux or UNIX platforms, define the UID/GID
sets that you will use for your initial testing. For details, see Section 6.5.9, “Configuring Linux/
UNIX UID/GID Sets,” on page 87.

Define the Platform Sets that you will use for your initial testing. For details, see Section 6.5.5,
“Configuring Platform Sets,” on page 81.

You must define at least one UID/GID Set before you can define a Platform Set.

Define the platforms that you will use for your initial testing. For details, see Section 6.5.6,
“Configuring Platforms,” on page 83.

Use iManager to start the Core Driver object in Identity Manager.
Use system tools to start the Driver Shim in the local operating environment.

Install and configure the desired Platform Services to match the platforms you defined in
iManager during the previous steps.

IMPORTANT: This step involves individual software installations and configurations on each
system you will connect to with the Fan-Out Driver. For detailed information about this separate
process, see Part IV of this Administration Guide, “Platform Services Administration.”

After testing, install additional Core Drivers for performance and redundancy according to the
guidelines in Section 5.4, “Performance Tuning,” on page 63.

Before the 90-day evaluation period expires, activate the Identity Manager Fan-Out Driver.
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5.2

5.2.1

You can use the driver for evaluation purposes for 90 days. The driver will not work thereafter
unless it has been activated. For details, see Section 5.3, “Activating the Driver After Evaluation,”
on page 63.

16 Fully deploy the Fan-Out Driver throughout your enterprise as you gain confidence and
experience.

Step-By-Step Installation Instructions

This section presents the various step-by-step tasks that can be combined to cover all Core Driver
installation scenarios. The tasks are grouped first into four basic categories:

¢ Section 5.2.1, “Installing the Driver Shim on Linux or Solaris,” on page 49

¢ Section 5.2.2, “Installing the Driver Shim on Windows Systems,” on page 53

¢ Section 5.2.3, “Setting Up the Core Driver in iManager,” on page 57

¢ Section 5.2.4, “Other Tasks Following Installation,” on page 60

NOTE: Be aware of the following:

¢ Identity Manager 4.5 does not support NetWare. Therefore, if you wish to upgrade a Core Driver
running in a NetWare environment, you will need to migrate to one of the other supported
environments. See “Migrating From NetWare” on page 46 for more details.

¢ Some of the configuration tasks discussed briefly in this section are covered again in more detail
in Chapter 6, “Configuring and Administering the Core Driver,” on page 65

Installing the Driver Shim on Linux or Solaris

Core Driver installation on Linux and UNIX begins with one of the following tasks, depending on
your scenario:

¢ “Installing a New Core Driver Shim on Linux or Solaris” on page 49
¢ “Upgrading a Local Core Driver Shim on Linux or Solaris” on page 51

¢ “Upgrading a Remote Core Driver Shim on Linux or Solaris” on page 52

Installing a New Core Driver Shim on Linux or Solaris

To install a new Driver Shim on Linux or Solaris:
1 From your installation media, locate and execute the appropriate self-extracting installer:

sh linux x86 coredriver.bin
sh linux x86 64 coredriver.bin

sh solaris_sparc_coredriver.bin

NOTE: The x86 (32-bit) installer is compatible with both 32-bit and 64-bit versions of Linux. To
use the x86_64 (64-bit) installer with the 32-bit Identity Manager engine, you must first install
and configure the 64-bit LDAP SDK (see “Installing the LDAP Client SDK Libraries” on

page 46).

2 Accept the license, select your installation directory and proceed to install the product files.
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3 The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

4 You will then be prompted for a Driver Object password. This is used to access the driver object
in eDirectory. This password will also be used when configuring the driver in iManager.

5 The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using your SSL-configured LDAP server. Enter the DNS name or IP
address of the LDAP server that the Core Driver Shim will use to communicate with. Typically,
this will be localhost on port 636.

6 When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

7 When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System should be created. The driver
will store configuration and synchronization information in this container. Enter the DN in
LDAP dot format. Example: idm.acme.

8 You are next prompted for information about the Core Driver, beginning with a descriptive
name and the network port it will use (default 3451).

9 For the Core Driver network address, select a DNS name or IP address for the Core Driver. If
your system has multiple addresses, use one which other systems (platforms) can use to
communicate with the driver.

The installer will then create the eDirectory objects and indexes needed to completed the
configuration.

10 Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.

The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in /usr/local/ASAM/data/.

Edit the following line in fanout . conf to reflect the desired port:
-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

11 If this installation is a secondary Core Driver, migrate the Certificate Authority from the primary
system. For details, see “Migrating Certificate Authority” on page 60.

NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports
list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57.
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Upgrading a Local Core Driver Shim on Linux or Solaris

Upgrading a driver running in Local mode on your Linux or Solaris eDirectory server is the most
common upgrade scenario. Once upgraded, it will run as a Remote Driver, with both the Driver
object and Driver Shim integrated on the same physical host.

To upgrade a Driver Shim that is running in Local mode in Linux or Solaris:

1 Stop the Core Driver object in iManager.

10

11

From your installation media, locate and execute the appropriate self-extracting installer:
sh linux x86 coredriver.bin
sh linux x86 64 coredriver.bin

sh solaris sparc coredriver.bin

NOTE: The x86 (32-bit) installer is compatible with both 32-bit and 64-bit versions of Linux. To
use the x86_64 (64-bit) installer with the 32-bit Identity Manager engine, you must first install
and configure the 64-bit LDAP SDK (see “Installing the LDAP Client SDK Libraries” on

page 46).

Accept the license, select the same installation directory as your previous installation (usually
this is /usr/local) and proceed to install the product files.

The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

You will then be prompted for a Driver Object password. This password will also be used when
configuring the driver in iManager.

The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using your SSL-configured LDAP server. Enter the DNS name or IP
address of the LDAP server that the Core Driver Shim will use to communicate with. Typically,
this will be localhost on port 636.

When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System resides. You can find this
information on the Provisioning Status Details page using the Fan-Out Driver Web application
plug-in in iManager. Enter the DN in LDAP dot format. Example: idm.acme.

When prompted whether to create a new Driver or upgrade an existing one, enter U to upgrade
an existing Driver.

When a list of drivers displays, enter the number corresponding to the Driver you plan to
upgrade.

The installer will then generate an updated configuration file and install indexes needed to
completed the configuration. (You may receive a warning message regarding indexes since they
will already exist.)

Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.
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The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in /usr/local/ASAM/data/.

Edit the following line in fanout . conf to reflect the desired port:

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports
list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57, which includes the task for upgrading a Core Driver configuration

Upgrading a Remote Core Driver Shim on Linux or Solaris

If you are running a Fan-Out Driver in Remote mode, you can upgrade the Driver Shim on the Linux
or Solaris system and eliminate the need to run the NetIQ Java Remote Loader.

To upgrade a Driver Shim that is running in Remote mode in Linux or Solaris:

1 Stop the Core Driver object and the Remote Loader instance for the current driver in iManager.

2 Still in iManager, open the Identity Manager Remote Loader Console, select the Fan-Out Driver
instance and click Edit. Make a note of the Connection Port, Trace Level and Trace File fields.

3 Because you no longer need the standard NetlQ Remote Loader, you may disable or remove it as
follows, depending on whether you have other Remote Drivers:

¢ If you're running other Remote Drivers on the system, simply remove the Fan-Out Driver
instance by selecting it in the Remote Loader Console and clicking Remove.

¢ If you aren't running other Remote Drivers on the system, open Control Panel and run | Add
or Remove Programs (Programs and Features on Windows Server 2008) to remove the NetIlQ
Identity Manager Connected System program.

4 From your installation media, locate and execute the appropriate self-extracting installer:
sh linux x86 coredriver.bin
sh linux x86 64 coredriver.bin

sh solaris_sparc_coredriver.bin

NOTE: The x86 (32-bit) installer is compatible with both 32-bit and 64-bit versions of Linux. To
use the x86_64 (64-bit) installer with the 32-bit Identity Manager engine, you must first install
and configure the 64-bit LDAP SDK (see “Installing the LDAP Client SDK Libraries” on

page 46).

5 Accept the license, select the same installation directory as your previous installation (usually
this is /usr/local) and proceed to install the product files.

6 The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

7 You will then be prompted for a Driver Object password. This password will also be used when
configuring the driver in iManager.

8 The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using your SSL-configured LDAP server. Enter the DNS name or IP
address of the LDAP server that the Core Driver Shim will use to communicate with. Typically,
this will be localhost on port 636.
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5.2.2

9 When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

10 When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System resides. You can find this
information on the Provisioning Status Details page using the Fan-Out Driver Web application
plug-in in iManager. Enter the DN in LDAP dot format. Example: idm.acme.

11 When prompted whether to create a new Driver or upgrade an existing one, enter U to upgrade
an existing Driver.

12 When a list of drivers displays, enter the number corresponding to the Driver you plan to
upgrade.

The installer will then generate an updated configuration file and install indexes needed to
completed the configuration. (You may receive a warning message regarding indexes since they
will already exist.)

13 Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.

The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in /usr/local/ASAM/data/.

Edit the following line in fanout . conf to reflect the desired port:

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports
list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57, which includes the task for upgrading a Core Driver configuration.

Installing the Driver Shim on Windows Systems

Core Driver installation on Windows begins with one of the following tasks, depending on your
scenario:

¢ “Installing the Core Driver Shim on Windows Systems” on page 53
¢ “Upgrading a Local Core Driver Shim on Windows Systems” on page 55

¢ “Upgrading a Remote Core Driver Shim on Windows Systems” on page 56

Installing the Core Driver Shim on Windows Systems

To install a Driver Shim on a Windows System:
1 From your installation media, run the following command:

fan-out\IDMCoreDrivers\Win\win x86 coredriver.exe

This x86 (32-bit) executable is compatible with both x86 and x64 versions of Windows.

2 Accept the license, select your installation directory and proceed to install the product files.
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The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

You will then be prompted for a Driver Object password. This is used to access the driver object
in eDirectory. This password will also be used when configuring the driver in iManager.

The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using LDAP. Enter the DNS name or IP address of an eDirectory
server, and the LDAP secure port (default 636). In the console window that appears, enter y to
accept the certificate.

NOTE: If you are running both eDirectory and Active Directory on the Windows server, you
may need to change the LDAP ports of either eDirectory or Active Directory so that they do not
interfere with each other. See your product documentation for more information.

When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System should be created. The driver
will store synchronization information in this container. This is usually the top-level
organization in the tree. Example: acme.

You are next prompted for information about the Core Driver, beginning with a descriptive
name and the network port it will use (default 3451).

For the Core Driver network address, select a DNS name or IP address for the Core Driver. If
your system has multiple addresses, use one which other systems (platforms) can use to
communicate with the driver.

The installer will then create the eDirectory objects and indexes needed to completed the
configuration.

Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.

The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in C: \Novell\ASAM\data\.

Edit the following line in fanout . conf to reflect the desired port:

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports

list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57.
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Upgrading a Local Core Driver Shim on Windows Systems

You can upgrade a driver running in Local mode on your Windows eDirectory server. The upgraded
Driver will run as a Remote Driver, with both the Driver objects and Driver Shim on the same system.

To upgrade a Driver Shim that is running in Local mode in Windows:

1
2

10

11

Stop the Core Driver object in iManager.

From your installation media, run the following command:

fan-out\IDMCoreDrivers\Win\win x86 coredriver.exe

This x86 (32-bit) executable is compatible with both x86 and x64 versions of Windows.

Accept the license, select the same installation directory as your previous installation (usually
C:\Novell\ASAM) and proceed to install the product files.

The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

You will then be prompted for a Driver Object password. This password will also be used when
configuring the driver in iManager.

The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using LDAP. Enter the DNS name or IP address of an eDirectory
server, and the LDAP secure port (default 636). In the console window that appears, enter y to
accept the certificate.

NOTE: If you are running both eDirectory and Active Directory on the Windows server, you
may need to change the LDAP ports of either eDirectory or Active Directory so that they do not
interfere with each other. See your product documentation for more information.

When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System resides. This is usually the top-
level organization in the tree. Enter the DN in LDAP dot format. Example: idm.acme.

When prompted whether to create a new Driver or upgrade an existing one, click No to upgrade
an existing Driver.

When a list of drivers displays, select the Driver associated with the system you are upgrading.

The installer will then generate an updated configuration file and install indexes needed to
completed the configuration. (You may receive a warning message regarding indexes since they
will already exist.)

Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.

The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in C: \Novell\ASaAM\datal\.

Edit the following line in fanout . conf to reflect the desired port:

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"
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NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports

list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57, which includes the task for upgrading a Core Driver configuration

Upgrading a Remote Core Driver Shim on Windows Systems

If you're running a Fan-Out Driver in Remote mode, you can upgrade the Driver Shim on the
Windows system running the Connected System portion of the Driver.

To upgrade a Driver Shim that is running in Remote mode in Windows:

1
2

10

Stop the Core Driver object and the Remote Loader instance for the current driver in iManager.

Still in iManager, open the Identity Manager Remote Loader Console, select the Fan-Out Driver
instance and click Edit. Make a note of the Connection Port, Trace Level and Trace File fields.

Because you no longer need the standard NetIQ Remote Loader, you may disable or remove it as
follows, depending on whether you have other Remote Drivers:

¢ If you're running other Remote Drivers on the system, simply remove the Fan-Out Driver
instance by selecting it in the Remote Loader Console and clicking Remove.

¢ If you aren't running other Remote Drivers on the system, open Control Panel and run | Add
or Remove Programs (Programs and Features on Windows Server 2008) to remove the NetIQ
Identity Manager Connected System program.

From your installation media, run the following command:

fan-out\IDMCoreDrivers\Win\win x86 coredriver.exe

This x86 (32-bit) executable is compatible with both x86 and x64 versions of Windows.

Accept the license, select the same installation directory as your previous installation (usually
C:\Novell\ASAM) and proceed to install the product files.

The installer will next assist you in configuring the Driver Shim. You will be prompted for the
Remote Loader password, which is used to encrypt driver network communications. Enter a
password and remember it, as you will use it when configuring the driver in iManager.

You will then be prompted for a Driver Object password. This password will also be used when
configuring the driver in iManager.

The next entry you are asked for is the eDirectory server/port, so the installer can retrieve an SSL
certificate from eDirectory using LDAP. Enter the DNS name or IP address of an eDirectory
server, and the LDAP secure port (default 636). In the console window that appears, enter y to
accept the certificate.

NOTE: If you are running both eDirectory and Active Directory on the Windows server, you
may need to change the LDAP ports of either eDirectory or Active Directory so that they do not
interfere with each other. See your product documentation for more information.

When prompted for an eDirectory admin name/password, enter the eDirectory administrator’s
ID in LDAP dot format (example: admin.acme), followed by the password.

NOTE: The installer must get a successful directory connection in order to proceed. Consult
your eDirectory LDAP documentation for troubleshooting.

When prompted for an ASAM System Container Context, specify the distinguished name (DN)
of the container in which the organizational unit ASAM System resides. This is usually the top-
level organization in the tree. Enter the DN in LDAP dot format. Example: idm.acme.
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5.2.3

11 When prompted whether to create a new Driver or upgrade an existing one, click No to upgrade
an existing Driver.

12 When a list of drivers displays, select the Driver associated with the system you are upgrading.

The installer will then generate an updated configuration file and install indexes needed to
completed the configuration. (You may receive a warning message regarding indexes since they
will already exist.)

13 Immediately after installation, you may need to change the port setting for the Core Driver’s
built-in remote loader. This is especially likely if you are also using the standard remote loader
that comes with Identity Manager, since both versions of the remote loader use 8090 as their
default port setting.

The port setting for the Core Driver’s built-in remote loader resides in the fanout . conf file,
which is located in C: \Novell\ASAM\datal\.

Edit the following line in fanout . conf to reflect the desired port:

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

NOTE: If you have a firewall, be sure to add the Driver's network port (default 3451) to its open ports
list.

At the completion of this installation task, go next to Section 5.2.3, “Setting Up the Core Driver in
iManager,” on page 57, which includes the task for upgrading a Core Driver configuration.

Setting Up the Core Driver in iManager

You will use the Fan-Out Driver’s Web application to complete the Core Driver installation. This
application resides in recent versions of iManager as a standard plug-in. If your version of iManager
does not include the plug-in, you can install it from the software that comes with the Core Driver.

NOTE: In addition to iManager, you can use Designer, an application interface that comes with
Identity Manager, for setting up and modelling large deployments of the Fan-Out Driver. A Fan-Out
Driver application plug-in is included as part of the Designer installation. For more information on
using Designer, see Section 6.4, “Applications For Configuration,” on page 69.

After you have installed or upgraded a Driver Shim, the installation process continues in iManager
with the following tasks, depending on your scenario:

¢ “Importing a Configuration for a Newly Installed Core Driver” on page 58

¢ “Upgrading a Core Driver Configuration” on page 58

If your version of iManager does not include the plug-in or if you are not familiar with iManager, you
can refer to two additional topics at the end of this section before starting:

¢ “Installing the iManager Plug-In (If not Preinstalled)” on page 59
¢ “Using the iManager Interface” on page 60
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Importing a Configuration for a Newly Installed Core Driver

Use iManager to configure a Core Driver in the Identity Vault (eDirectory). To import a Core Driver
configuration:

1 Login to iManager for your tree and select the Import Configuration task under Identity Manager
Utilities on the left.

2 Keep the Driver Set selection and, if this is a new Driver Set, select the server in eDirectory
where the Driver will run.

3 From the Configurations menu, select Fan-Out-IDM3_6_0-V1.xml. If this file is not available,
select Import a configuration from the client and select the file rules\Fan-Out-IDM3_6_0-V1.xml
under the directory where the Driver Shim is installed (C: \Novell\ASAM by default).

4 Enter the following configuration fields. The installer will have filled in some of these fields:
¢ Driver Name: Enter a descriptive name.

¢ Activation Group: Choose the selection that corresponds to the activation you purchased.
The Driver will operate in evaluation mode for 90 days if you don’t have an activation.

¢ LDAP Host and Port: Enter the DNS name or IP address and TCP port of your LDAP host.

¢ Remote Host Name and Port: Enter the DNS name or IP address and TCP port used by the
system where the Driver Shim runs.

¢ ASAM Master User/Password: Enter an LDAP account that will be used to manage Driver
information.

¢ Driver Object Password/Remote Loader Password: Enter the passwords you entered when
installing the Driver Shim.

5 Click Define Security Equivalences and add your ASAM Master User.

6 Click Exclude Administrative Roles and add the admin user, the ASAM Master User and other
high-privilege users to the Excluded Users list.

7 Click Finish to complete the import.

Upgrading a Core Driver Configuration

If you upgrade a Core Driver Shim, you also need to upgrade its configuration in iManager. To
upgrade a configuration:

1 Login to iManager for your tree and select the Import Configuration task under Identity Manager
Utilities on the left.

2 Select the Driver Set that contains the Driver to be upgraded.

3 Click Next to keep the Driver Set selection.

4 From the Configurations menu, select Fan-Out-IDM3_6_0-V1.xml. If this file is not available,
select Import a configuration from the client and select the file rules\Fan-Out-IDM3_6_ 0-V1.xml
under the directory where the Driver Shim is installed (C: \Novell\ASAM by default).

5 On the next page, to the right of the Driver Name field, select the driver you wish to upgrade
from the Existing Drivers drop-down box.

6 Enter the following configuration fields, consistent with your current installation. The installer
will have filled in some of these fields:

¢ Activation Group: Choose the selection that corresponds to the activation you purchased.
The Driver will operate in evaluation mode for 90 days if you don’t have an activation.

¢ LDAP Host and Port: Enter the DNS name or IP address and secure TCP port of your LDAP
host.
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¢ Remote Host Name and Port: Enter the DNS name or IP address and TCP port used by the
system where the Driver Shim runs.

¢ ASAM Master User/Password: Enter an LDAP account that will be used to manage Driver
information.

¢ Driver Object Password/Remote Loader Password: Enter the passwords you entered when
installing the Driver Shim.

7 On the next page, select Update everything about that driver and policy libraries and click Next.
8 Click Finish to complete the import.

9 If necessary, apply any manual customizations.

NOTE: You must install the new version of the iManager Plug-in before using the Driver. See
“Installing the iManager Plug-In (If not Preinstalled)” on page 59.

Installing the iManager Plug-In (If not Preinstalled)

If your installation of iManager does not display the Fan-Out Driver Configuration role (Roles and

Tasks menu on the left), you can install the iManager plug-in manually.
To install the iManager plug-in:

Login to iManager as an administrative user.

Click the Configure icon at the top.

Click Available NetIQ Plug-in Modules under Plug-in Installation on the left menu.
Click Add above the list of plug-ins.
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list of plug-ins.

7 Restart the Tomcat or Tomcat5 service on your iManager system, and exit and log back into
iManager.

8 If the Fan-Out Driver Configuration role has not appeared, continue with the following steps.

9 Click the Configure icon at the top.
10 Click RBS Configuration under Role Based Services on the left menu.
11 Click the number under the Not-Installed column in the table.
12 Check the box next to FanOutWeb and click Install above the list.
13 Click the Roles and Tasks icon at the top.

With the plug-in now installed, you can proceed to your next task.

Select fan-out\iManagerPlugIn\FanOutWeb.npm from your installation media and click OK.

Check the box next to NetIQ Identity Manager - Fan-Out Driver Plug-in and click Install above the

NOTE: For additional information about using iManager with the Fan-Out Driver application plug-

in, see Section 6.4, “Applications For Configuration,” on page 69.
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Using the iManager Interface

To use the iManager interface for setting up a Core Driver:

1 IniManager, select the Configure iManager Plug-In task under Fan-Out Driver Configuration.

2 Enter the DNS name or IP address and port of the system running the Driver Shim and click
Apply.

3 You may now use any of the items under Fan-Out Driver Configuration and Fan-Out Driver
Utilities in iManager.

5.2.4  Other Tasks Following Installation

After the initial installation or upgrade of a Core Driver, other tasks that you may need to perform
from time to time include the following:

¢ “Migrating Certificate Authority” on page 60

¢ “Starting the Core Driver” on page 60

¢ “Stopping the Core Driver” on page 61

¢ “Reconfiguring the Driver Shim” on page 61

¢ “Installing Secondary Drivers” on page 62

¢ “Installing a New Primary Driver” on page 62

Migrating Certificate Authority

If you have migrated your primary Core Driver from one system to another, or have added a new
secondary Core Driver, you will need to physically copy the Certificate Authority files from your
previous host system to your new host system. For example, in migrating from NetWare to another
operating system, you must copy the Certificate Authority files from your NetWare system to your
new system. These files are:

ASAM/data/CoreDriver/certs/ca_cert.pem
ASAM/data/CoreDriver/certs/ca_key.pem
ASAM/data/CoreDriver/certs/ca.pem

If you do not perform this migration, your new primary Core Driver system will generate a new
Certificate Authority when it first starts up. This will invalidate any platform certificates that may
have been signed using the previous Certificate Authority.

Starting the Core Driver

Both the Identity Manager Driver object and Driver Shim service must be running for the Core Driver
to operate. To start the Core Driver:

1 IniManager, select the Identity Manager Overview task under Identity Manager.

2 Select the Driver Set where the Driver is installed.

3 Click the status indicator (stop line) in the upper right corner of the driver icon, then click Start
Driver.

4 On the Driver Shim system, start the Fan-Out Driver as follows:

¢ If the system is running Linux/UNIX, enter the following command:
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/etc/init.d/asamcdrvd start

¢ If the system is running Windows, open Control Panel and run Administrative Tools > Services.
Start the NetIQ IDM Fan-Out Driver service.

Stopping the Core Driver

To stop the Core Driver:

1 On the Driver Shim system, stop the Fan-Out Driver as follows:

¢ If the system is running Linux/UNIX, enter the following command:

/etc/init.d/asamcdrvd stop

¢ If the system is running Windows, open Control Panel and run Administrative Tools > Services.
Stop the NetIQ IDM Fan-Out Driver service.

2 IniManager, stop the Driver in the Driver Set Overview.

Reconfiguring the Driver Shim

The Driver Shim can be reconfigured in a number of areas, as itemized below.

NOTE: Always be sure to stop the Driver Shim before starting any of these reconfiguration tasks as
described in “Stopping the Core Driver” on page 61.

¢ To re-run the installer’s configuration wizard in Windows, open Control Panel and run Add or
Remove Programs (Programs and Features on Windows Server 2008). Click the Change button under
NetlQ IDM Fan-Out Core Driver. Then select Modify or Repair from the dialog box that opens.

You can use the installer to create a new installation, create a new driver or upgrade an existing
driver. Note that the installer doesn't remember previously configured fields, so you'll have to
enter the fields like you did on the first-time install.

¢ To change the Remote Loader and/or Driver Object passwords:

¢ If the system is running Linux or Solaris, enter the following command and select menu
item 1:

/usr/local/ASAM/setup/fandrv-config

¢ If the system is running Windows, execute the following command from the installation
directory (C:\Novell\ASAM by default):

bin\CoreDriver\asamcdrv.exe -sp

¢ To retrieve a new SSL certificate from eDirectory:

¢ If the system is running Linux or Solaris, enter the following command and select menu
item 2:

/usr/local /ASAM/setup/fandrv-config

¢ If the system is running Windows, execute the following command from the installation
directory (C:\Novell\ASAM by default):

bin\CoreDriver\asamcdrv.exe -s

Installing the Core Driver 61



¢ To install or remove the Driver Shim service in Windows, execute the following command from
the installation directory (C: \Novell\ASAM by default) using either the installService or
removeService parameter:

bin\CoreDriver\asamcdrv.exe -parameter

Installing Secondary Drivers

For scaleability, you can install secondary drivers to handle platform synchronization and password
requests. A system can run only one Driver Shim. See Section 5.4, “Performance Tuning,” on page 63
for more information on specifying secondary drivers.

To install a secondary driver.

1 On the secondary Driver Shim'’s system, follow steps 1-7 under one of the following tasks,
depending on your operating environment:

NOTE: In step 7, be sure to specify the container that holds the ASAM System Container.

¢ “Installing a New Core Driver Shim on Linux or Solaris” on page 49
¢ Section 5.2.2, “Installing the Driver Shim on Windows Systems,” on page 53

2 You will be prompted to create a new Driver or upgrade a Driver. Click Yes to create a new
Driver.

3 Specify a distinct name for the Driver as well as its port.
4 Select the Driver’s network address.

5 When you are prompted whether to make the new Driver primary, click No to keep the Driver
secondary.

6 Once the Driver Shim is installed, import a new Driver following the steps in “Importing a
Configuration for a Newly Installed Core Driver” on page 58. Be sure to use the XML
configuration file generated for the secondary Driver.

7 Migrate the Certificate Authority from the primary system. For details, see “Migrating
Certificate Authority” on page 60.

You can now run the secondary Driver as you would the primary Driver.

Installing a New Primary Driver

Depending on your configuration needs, you may decide to install a Driver Shim for a new primary
driver.

NOTE: If the Core Driver you wish to make primary is already installed, you can use the Configure
Core Drivers menu task in iManager to do this.

1 Stop all Identity Manager Driver objects and Driver Shims. See “Stopping the Core Driver” on
page 61.

2 Follow all the steps in the task, “Installing Secondary Drivers” on page 62, with the following
exception:

In step 5, click Yes to make the driver primary.

3 Start all Identity Manager Driver objects and Driver Shims. See “Starting the Core Driver” on
page 60.
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5.3

5.4

54.1

5.4.2

Activating the Driver After Evaluation

Identity Manager and Identity Manager drivers must be activated within 90 days of installation, or
they shut down. You can activate Identity Manager products to a fully licensed state at any time.

To activate Identity Manager products:

1 Purchase the appropriate licenses.
2 Generate a Product Activation Request.
3 Submit the Product Activation Request to NetIQ.
4 Install the Product Activation Credential received from NetlIQ.
For detailed information about completing these steps, see Activating Identity Manager Products in

the Identity Manager Administration Guide, available at the NetIQ Identity Manager 4.5 documentation
site (https://www.netiq.com/documentation/idm45drivers).

Performance Tuning

The Fan-Out Driver provides a unique Identity Management solution by extending its services to
many clients both simultaneously and among mixed environments. This section describes best
practices for ensuring optimal performance in the Core Driver Shim'’s ability to deliver this
functionality.

Secondary Drivers

Adding secondary Drivers can provide your Fan-Out platform clients with failover and load
balancing. If you have multiple eDirectory servers and plan to deploy the Fan-Out Platform Services
to many different systems, it's recommended that you install and deploy the Fan-Out driver to more
than one server.

Platform Operation Modes

The Fan-Out Platform Receiver, the component that connects to the Core Driver to receive events
from Identity Manager, can be configured to run in five different operation modes (see Section 8.6.1,
“Modes of Operation,” on page 102). Three of these modes, in particular, may have an impact on the
performance of the Core Driver Shim, as described in Table 5-1 on page 63.

Table 5-1  Effect of Operation Modes on Core Driver performance.

Mode Function Effect on Performance

Persistent The Platform Receiver connects and  Maintaining the open connection and its resources
remains connected to the Fan-Out does carry an overhead in both memory and CPU
Driver to receive events in real-time, usage for the Driver Shim.
which is desirable if it is necessary for
your platform to receive events as they
occur in the Identity Vault.
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Mode Function Effect on Performance
Polling The Platform Receiver connects to the Positive: Can allow the Driver Shim to release its
Fan-Out Driver on configurable connection and free up resources. Because each and
intervals to catch up on events since  every event will not be delivered to the Platform
its last poll. immediately, this mode will deliver a single event with
all of the needed provisioning information to the Polling
platform, making the delivery more efficient.
Negative: Can also cause delayed event delivery and,
depending on the polling interval, you may see the
same memory issues if you have too many platforms
connecting too frequently.
Scheduled Very similar to Polling mode with one  Can provide your systems with nightly or weekly

exception: it only runs once. Allows the
system to decide when to launch the
Platform Receiver using another
facility, such as a cron.

updates and also allow you to stagger the event
deliveries, which safeguards against overloading your
Fan-Out Driver with too many requests at once.
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6.1

6.1.1

6.1.2

Configuring and Administering the Core
Driver

After you have installed the Core Driver of the NetIQ® Identity Manager Fan-Out Driver, use the
information in this section for further configuration and administration.

Topics include

¢ Section 6.1, “Configuration Overview,” on page 65
¢ Section 6.2, “Driver System Security Overview,” on page 66
¢ Section 6.3, “Administration Overview,” on page 68

¢ Section 6.4, “Applications For Configuration,” on page 69

*

Section 6.5, “Management Tasks,” on page 73

*

Section 6.6, “The Driver Shim Configuration File,” on page 91

Configuration Overview

Before beginning, remember that the Fan-Out Driver includes two principal parts: the Core Driver
and Platform Services. Information in this section focuses on the Core Driver’s configuration, and
additional configuration will need to be performed on each platform.

Core Driver Configuration

Core Driver configuration information is maintained in the Driver object and in objects in the ASAM
System container. The Core Driver installation process creates the initial configuration.

You use iManager to maintain the configuration information.

¢ For information about managing the Driver object configuration parameters, see “Driver Object
Configuration Parameters” on page 76.

¢ For information about managing the objects in the ASAM System container, see Section 6.4,
“Applications For Configuration,” on page 69 and Section 6.5, “Management Tasks,” on page 73.

Platform Services Configuration

The Core Driver maintains configuration objects that represent each target platform for its own use in
the ASAM System container.

Target platforms each obtain local configuration information from their respective platform
configuration file. For more information about the platform configuration file, see Part III, “Platform
Services Planning,” on page 97.
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6.2 Driver System Security Overview

System security is maintained through connection certificates between driver components and
password-protected access to objects in NetlQ eDirectory™.

6.2.1 Connection Security

The connections between Core Driver components and between Event Journal Services and Platform
Receivers use Secure Sockets Layer (SSL). Some types of the Platform Services Process use SSL for
their connections to Authentication Services, and others use DES encryption. SSL connections are
authenticated through the use of certificates.

The certificates used by the Identity Manager Fan-Out Driver are minted by the Certificate Services
component of the Core Driver. When you install and configure a new component, you obtain a
certificate.

Because platforms cannot examine the configuration objects for the Core Driver in the ASAM System
container, Core Driver network address information is included in their certificates under the X.509
Alternate Subject field. This address is specified at installation time and must contain a reverse-lookup
DNS record for the Platform Services components to establish trust to the Core Driver. If the address
is not resolvable, the Platform Services installation will fail. Likewise, if the address associated with
the Platform object does not have a reverse-resolvable DNS record, the Core Driver will not trust the
Platform component and therefore will not establish an SSL connection.

The Core Driver certificate is minted when you start the Core Driver for the first time. When you
update network address information for a Core Driver, a new certificate is automatically minted for
it. You must restart a Core Driver after changing its network address information in order for the new
certificate to take effect.

Obtain a new certificate for a platform by starting the Platform Receiver with the appropriate
command line parameter. For details, see Part IV, “Platform Services Administration,” on page 123.

Identity Manager Fan-Out Driver components store their security certificates and related information
in their certs directory. Ensure that access to the certs directory is restricted to the driver system itself
and to its administrators.

¢ Core Driver: asam\data\coredriver\certs

¢ Platform Services: asam\data\platformservices\certs

6.2.2 ASAM Master User Security

The Core Driver performs an LDAP bind as the ASAM Master User to gain access to eDirectory. You
must not place restrictions on the ASAM Master User object that would interfere with its use by the
driver. Set maximum password length for the ASAM Master User to at least 32 characters. Disable
intruder detection for the ASAM Master User object so that it cannot be disabled by someone without
the appropriate rights.

The ASAM Master User must have Supervisor rights to the container in eDirectory that holds the
users and groups that can be added to the Census. This is known as the User and Group Subtree.
These rights are granted during installation.
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To use the AS Client API to access objects outside of the User and Group subtree, you must grant
additional rights to the ASAM Master User.

¢ You must grant the ASAM Master User Browse object rights and Compare property rights to
any object that is accessed through the AS Client API.

¢ You must grant the ASAM Master User Read property rights to any object whose Security
Equals list or Group Membership list, or other attribute value is accessed through the AS Client
APIL

Because the ASAM Master User is granted significant rights, you must ensure that its password
remains secure.

The Core Driver obtains the password of the ASAM Master User from the Driver object. If your
security practices prescribe periodic password changes, you can create a second User object to be
used as an alternate ASAM Master User. Then you can swap back and forth between these User
objects when it is necessary to change the password.

Creating an Alternate ASAM Master User Object

1 Use iManager to create a new User object. We recommend that you use the same directory
context as the original ASAM Master User object.

2 Use iManager to assign the new User object Security Equivalence to the original ASAM Master
User object.

Now you have two User objects with the necessary rights to act as the ASAM Master User.

Changing the Password and Updating the Configuration

The following procedure assumes you have created a second ASAM Master User object as described
in the preceding section. It assumes one object is named ASAM1 and the other is named ASAM2. We
also assume that ASAM1 is in use and that it is the one listed in the driver configuration parameters.

To change the ASAM Master User object to use a new password:

1 Use iManager to set the new password for ASAM2.

2 Update the Driver object for each Core Driver, specifying ASAM?2 for the Authentication ID, and
the new password for the Application Password.

2a IniManager, select Identity Manager Management > Qverview.
2b Locate the driver in its driver set.

2c Click the driver status indicator in the upper right corner of the driver icon, then click Edit
Properties.

2d Click Identity Manager > Driver Configuration. Authentication ID and Application Password are
located under the Authentication heading.

3 Use iManager to change the password of ASAM1 to an undisclosed randomly chosen value.

ASAM?2 is now the ASAM Master User, using a new password. The old password (of the ASAM1
user) can no longer be used.

NOTE: The Core Driver does an LDAP bind as the ASAM Master User upon startup. There is no
need to restart the driver now. It will use ASAM?2 the next time it is started.
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6.3 Administration Overview

You use the Web interface for most Core Driver configuration and administration tasks. For details
about using the Web interface, see Section 6.4, “Applications For Configuration,” on page 69.

The ongoing tasks of administering the driver can be grouped into the following categories.

¢ Monitoring the operation of the Core Drivers
¢ Monitoring the operation of Platform Services
¢ Maintaining the Census

¢ Reviewing your overall system management plan and making changes to the driver as
appropriate

6.3.1 Monitoring Core Drivers

You can use the Fan-Out Driver Web application to view component status. For additional
information, see Section 6.5.10, “Displaying Component Status,” on page 88.

From time to time, depending on the size of the organization and the amount of activity, a system
administrator should review the logs written by Core Driver components in order to check the health
of the system. For example, you might want to investigate the cause of a large number of denied SSL
connection requests. For more information about viewing logs, see Section 6.5.12, “Viewing Logs,”
on page 88.

The Fan-Out Driver also generates its own messages for purposes of monitoring and
troubleshooting. These messages, which are documented in Appendix D, “Messages,” on page 211.
can also be redirected into your own custom programs and status documents to free your
administrators from manual Fan-Out log-tracking.

NOTE: For more about the configuration parameter for using this capability, see “Publish Fan-Out
Log Messages” on page 77.

6.3.2 Monitoring Platform Services

It is a good idea to monitor the logs written by Platform Services. For details about these logs, see the
administration guide for your platform operating system.

6.3.3 Maintaining the Census

Administrative personnel should periodically use the Web interface to monitor naming exceptions
and inactive users and groups. The frequency at which this is done is a function of the size of the
organization being managed, the rate at which changes take place, and the rules in place within the
organization concerning unique user IDs in eDirectory. If the organizational structure is appropriate,
the same people who manage User objects also maintain the Census.

The actions taken depend on the policies of the individual organization. Some lines follow. For a
review of the concepts, see the Part I, “Concepts and Facilities,” on page 11.
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6.4

Naming Exceptions

A naming exception results if a new User object or a new Group object is encountered with the same
name as an Enterprise User object or Enterprise Group object that is already in the Census. In an
organization with a policy of unique usernames, this is generally the result of a mistake when adding
a new user or group. In this case, the name of the new user or group should be changed to a unique
name.

It is also possible that the new user or group was inadvertently added to the Census as a result of a
mistake in changing the Census parameters so that the driver is now looking in unintended places for
users or groups. In this case, correct the Census parameters.

It is also possible that a departmental administrator is attempting to breach security by taking the
user ID of a previously existing user.

Inactive Users and Groups

An inactive user or group is an Enterprise User or Enterprise Group whose corresponding User
object or Group object has been deleted from the directory or is no longer covered by a Census Search
object. Deletion of a user might be the legitimate result of someone leaving the organization. If this is
true, the entry should be removed from the Census.

It is possible that the user or group has been inadvertently omitted from the Census as a result of a
mistake in changing the Census parameters. If this is the case, correct the Census parameters.

You can use the Web interface to set Census parameters to automatically remove inactive users and
groups from the Census if this is appropriate for your organization. For details, see “Specifying
Automatic Removal of Inactive Users and Groups” on page 75.

Enterprise User objects in the Census relate to eDirectory User objects using a globally unique
identifier (GUID). Identity Provisioning uses the GUID to prevent the reuse of a User object name
from resulting in inappropriate access to the old user's accounts on platform systems. You must
ensure that the deleted ID has been appropriately removed from all target platforms not managed by
Identity Provisioning.

A user that is inactive or is not present in the Census, but does exist in eDirectory, is able to log in to
eDirectory directly, but is not able to authenticate through the driver where the Enterprise User ID is
required (such as is the case with z/OS or UNIX).

A user that is present in the Census but is not present in eDirectory is not able to authenticate
through the driver.

Applications For Configuration

NetIQ provides two application interfaces to support the installation and configuration of the Fan-
Out driver:

¢ iManager, which is a live Web interface for real-time administration

¢ Designer, which is a planning tool for deployment modeling, testing and implementation
A Fan-Out Driver application plug-in exists for each of these interfaces.

In recent versions of iManager, the Fan-Out Driver plug-in comes installed as a standard feature. If
you have an older version of iManager, you can use a copy of the plug-in that comes with your Fan-
Out Driver software. To add it to iManager, see “Installing the iManager Plug-In (If not Preinstalled)”
on page 59.
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In Designer, the plug-in is included as part of the Designer installation.
See the following topics for more about these two interfaces:

¢ Section 6.4.1, “Using iManager With the Fan-Out Driver Plug-In,” on page 70
¢ Section 6.4.2, “Using Designer With the Fan-Out Driver Plug-In,” on page 71

6.4.1 Using iManager With the Fan-Out Driver Plug-In

For detailed information about using iManager, refer to the iManager Administration Guide for your
version of the product at the NetlQQ Documentation site (http://www.netiq.com/documentation).

You configure and administer the Identity Manager Fan-Out Driver using iManager Roles and Tasks.
The left side of the display lists actions you can take. Information pertaining to the action you select is
displayed on the right side.

Rights Required for Web Application Use

To use iManager and the Fan-Out Driver Web application, a user must have greater than normal user
rights as shown in the following table.

Table 6-1 Web Interface User Rights

Function Rights

Log in and perform basic functions Read object rights to the ASAM System container

Configure objects Read and Create object rights to the ASAM System
container

Start a Trawl Read and Create object rights to the ASAM System
container

Accessing the Web Application

To access the Web application, log in to iManager, click the Roles and Tasks icon at the top of the
iManager screen, and click the desired Fan-Out Driver Configuration or Fan-Out Driver Utilities task.

Logging Out

To log out of the Web application, click the exit door icon at the top of the iManager screen.

Obtaining Additional Information

Figure 6-1 Additional Information Icon
®

Additional information is available for the items and procedures in the Web application. To display
this information, click the Additional Information icon.
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6.4.2

Maintaining Lists

Figure 6-2 List of Items

(D Platforms

Remove Platforms Platform Set Certificate Expires
8 Guests H dcademic Systems  2018-04-23 14:40 7
& students i AcademicSystems 2018-04-22 16:56 2
ﬁ Teachers ﬁl Academic Systems 2018-05-05 19:59 7
Add

Many items in the Fan-Out Driver Web application are grouped into lists.
To add an item to a list, click the Add button.
To view or change the attributes of an item, click its name in the list.

To remove an item from a list, click the Remove button for that item. A confirmation page is displayed.
Click Yes to confirm removal, or click your Web browser’s Back button to abort.

Using Designer With the Fan-Out Driver Plug-In

NetIQ Designer is a graphical user interface tool that allows you to model and deploy Identity
Manager installations. Designer includes a Fan-Out Driver plug-in that enables you to configure Fan-
Out data (such as Search Objects, Platforms, and Platform Sets) before deploying the Driver to
eDirectory. With Designer you can also perform mass imports much more efficiently than with
iManager.
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Figure 6-3 Identity Manager Designer Interface with Fan-Out Driver Plug-in.
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Getting Started

Refer to the Identity Manager 4.5 Documentation site (https://www.netiq.com/documentation/idm45/
) for detailed information about using Designer.

To get started in using the Fan-Out Driver plug-in in Designer:

1 Create an Identity Vault and Driver Set.

2 Drag-and-drop a Fan-Out Application from the Tools section of the Palette from the right.
3 Select the Fan-Out Driver configuration file and create the Driver.
4

Right-click the Driver line and select Edit Fan-Out Driver.

The plug-in application will open. Consult the Fan-Out Driver Plug-In section of the Designer
online help for more information on modeling and deploying your Fan-Out Driver installation.
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6.5 Management Tasks

This section describes tasks you can complete in iManager, using the Fan-Out Driver Web Interface
plug-in, to manage the Driver:

¢ Section 6.5.1, “Configuring the Census,” on page 73

¢ Section 6.5.2, “Configuring Core Drivers,” on page 76

¢ Section 6.5.3, “Configuring the iManager Plug-In,” on page 80

¢ Section 6.5.4, “Configuring Logs,” on page 81

¢ Section 6.5.5, “Configuring Platform Sets,” on page 81

¢ Section 6.5.6, “Configuring Platforms,” on page 83

¢ Section 6.5.7, “Configuring Provisioning,” on page 85

¢ Section 6.5.8, “Configuring Search Objects,” on page 86

¢ Section 6.5.9, “Configuring Linux/UNIX UID/GID Sets,” on page 87

¢ Section 6.5.10, “Displaying Component Status,” on page 88

¢ Section 6.5.11, “Viewing Driver Documentation,” on page 88

¢ Section 6.5.12, “Viewing Logs,” on page 88

¢ Section 6.5.13, “Displaying Provisioning Details,” on page 89

¢ Section 6.5.14, “Reviewing Naming Exceptions,” on page 90

¢ Section 6.5.15, “Reviewing Platform Errors,” on page 90

¢ Section 6.5.16, “Managing Trawls,” on page 91

6.5.1 Configuring the Census

Configuring the Census includes the following tasks:
¢ “Specifying Search Objects” on page 73
¢ “Specifying Trawl Times” on page 74
¢ “Specifying Automatic Removal of Inactive Users and Groups” on page 75
¢ “Delaying Password Expiration Until Midnight” on page 75
¢ “Specifying a Platform Object Delete Pending Duration” on page 75

NOTE: Core Driver installation adds additional indexes for attributes of the objects added to the
Identity Vault. Depending on the size of the existing directory tree, these indexes can take some time
to bring online. Before you begin your first Trawl, verify that the indexes are in the online state as
detailed in Section B.2, “Core Driver Indexes,” on page 203.

Specifying Search Objects

Search objects specify how users and groups are selected from eDirectory to be included in the
Census. For details about Search objects, see Section 6.5.8, “Configuring Search Objects,” on page 86.

To update the Census after you make Search object changes, start a Trawl. For details about starting a
Trawl, see “Starting a Census Trawl” on page 91.

Configuring and Administering the Core Driver 73



To add a new Census Search object:
1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.
2 Click Search Objects > Add. The Add a Search Object page is displayed.
3 Specify the Search object distinguished name and attributes as desired, then click Apply.
For details about Search object attributes, see “Search Object Attributes” on page 86.
To change a Census Search object:
1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.
2 In the list of Search objects, click the name of the Search object to modify. The Modify Search
Object page is displayed.
3 Update the attributes of the Search object as desired, then click Apply.
For details about Search object attributes, see “Search Object Attributes” on page 86.
To remove a Census Search object:
1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.
2 In the list of Search objects, click the name of the Search object to be deleted. The Modify Search
Object page is displayed.

3 In the list of Platform Sets under Platform Set Associations, click each Remove button. The Remove
Search Object confirmation page is displayed each time you click a Remove button. Click Yes for
each.

4 Under the In Census heading, click the Remove button. The Remove Search Object confirmation
page is displayed. Click Yes.

Specifying Trawl Times

Object Services is notified by the Event Subsystem of events in eDirectory that affect the Census.
Objects Services also periodically verifies the consistency of the Census by examining objects in the
directory in a procedure known as a Trawl. Use the Web interface to specify the times when a Trawl
runs.

1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.

2 Trawl times are listed (24-hour clock) under Trawl Time Configuration. If no times are listed,
Object Services does not automatically start any Trawls.

Time of day values used by the driver are specified in Universal Time, formerly known as GMT,
and commonly abbreviated as Z.

To add a new Trawl time, click Add.

To remove a Trawl time from the list, click its Remove button.
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Specifying Automatic Removal of Inactive Users and Groups

You can choose to have Enterprise Users and Enterprise Groups whose corresponding User object or
Group object is deleted from eDirectory or no longer covered by a Census Search object remain in the
Census in an inactive state. This prevents another person from receiving access to resources as an
unintended result of the reuse of a user name. Inactive users cannot authenticate through
Authentication Services.

You can also specify that inactive users and groups be removed from the Census automatically
during a Trawl after they have reached a given number of inactive days.

To specify inactive user and group options:

1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.

2 Inactive user and group options are listed on the Census Configuration page under Inactive
Enterprise User and Group Actions. Specify the action you want, then click Apply.

To view inactive users and groups, use the Provisioning Details utility and specify Search Type > Inactive
Users and Groups. For more information about using the Provisioning Details utility, see
Section 6.5.13, “Displaying Provisioning Details,” on page 89.

Delaying Password Expiration Until Midnight

You can choose to delay the expiration of user passwords by Authentication Services from the exact
date and time set for them in eDirectory until the end of the day (local time of the Core Driver host
server) on which they expire. This can result in smoother operation for users on platforms with third-
party systems that cache and reuse passwords during the day.

To specify password expiration options:
1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.

2 Password expiration options are listed on the Census Configuration page under Delay User
Password Expiration. Select the option you prefer, then click Apply.

Specifying a Platform Object Delete Pending Duration

You can use the Web interface to specify a Delete Pending Duration. During this interval, User and
Group objects associated with a platform that have either been deleted from eDirectory or are no
longer covered by a Search object, are not deleted from their corresponding platforms. The results of
a Delete User or Delete Group Receiver script can be difficult to reverse. This provides a grace period
to allow recovery from a mistake affecting many users.

The User Delete Pending or Group Delete Pending script is called when a delete event becomes
pending for a user or group, but the Delete User or Delete Group script is not called until the Delete
Pending Duration expires.

To specify when users and groups are deleted from platforms:

1 Click Fan-Out Driver Configuration > Configure Census. The Census Configuration page is
displayed.

2 Deletion options are listed under Platform Object Delete Pending Duration. Select the option you
prefer, then click Apply.
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6.5.2  Configuring Core Drivers

Core Drivers provide the Web interface, perform Census maintenance functions, and provide
Authentication Services and Identity Provisioning to platforms.

Starting a Core Driver

1 IniManager, select Identity Manager Management > Overview.
2 Locate the driver in its driver set.

3 Click the driver status indicator in the upper right corner of the driver icon, then click Start
Driver.

Stopping a Core Driver

1 IniManager, select Identity Manager Management > Qverview.
2 Locate the driver in its driver set.

3 Click the driver status indicator in the upper right corner of the driver icon, then click Stop
Driver.

Driver Object Configuration Parameters

The Core Driver uses Driver object configuration parameters to identify the ASAM System container,
the ASAM Master User object, an LDAP Services for eDirectory host server, and to obtain other
related information. The Driver object is created during Core Driver installation.

To view and modify Driver object configuration parameters:

1 In iManager, select Identity Manager Management > Overview.
2 Locate the driver in its driver set.

3 Click the driver status indicator in the upper right corner of the driver icon, then click Edit
Properties.

4 Click Identity Manager > Driver Configuration. Driver configuration parameters are located under
the Driver Settings heading.

5 Update the settings as desired. Then click OK or Apply. To end without saving any changes, click
Cancel.

Core Driver Config DN

Displays the name of this Driver object.

LDAP Host and Port

Specifies the IP address or DNS name and the TCP port of the LDAP Services for eDirectory host
server that the Core Driver components use to access the ASAM System container. The LDAP host
server must hold a writable replica of the ASAM System container.

The default is port 636 on the local host. For best performance, use the local host.
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ASAM System Container

Specifies the fully distinguished name of the ASAM System container. The ASAM System container
holds system configuration and operational objects.

Activation Group

Displays the Identity Manager integration modules that you have activated.

Publish Fan-Out Log Messages

Enables/disables redirection of Fan-Out messages into your own custom programs and status
documents to free your administrators from manual Fan-Out log-tracking.

Locale

Specifies the two-character ISO 639 language identifier for the language to be used by the Core
Driver. The default value of Locale is en (English)

Lower Password Case

Specifies whether Event Journal Services changes password case when sending password replication
information to Platform Receivers.

Password replication information is provided to the Core Driver from many different sources.
Maintaining password case can be undesirable because some sources of password information
present passwords in uppercase.

By default, Event Journal Services converts passwords to lowercase before sending password
replication events to Platform Receivers.

Migration Mode Password

Specifies the special password that is used with Password Migration on the z/OS operating system.
Users with this password and with Login Disabled set are in the migration state. For more
information about Password Migration, see the Identity Manager Fan-Out Driver for Mainframes
Administration Guide.

Change Password Exit Library

Specifies the file path for the optional Password Change Validation Exit library. For information
about the Password Change Validation Exit, see Appendix B, “Core Driver Technical Notes,” on
page 203.

Change Password Exit Function

Specifies the function name for the optional Password Change Validation Exit exported in the library
identified by the Change Password Exit Library parameter. For information about the Password
Change Validation Exit, see Appendix B, “Core Driver Technical Notes,” on page 203.

Verify serial number of incoming platform connection

Enables/disables whether Core Driver checks the platform’s certificate serial number against the
serial number listed in the Core Driver configuration. This is a useful security measure to detect and
reject certificates that may have been compromised.
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Network Connect Timeout

Specifies timeout in seconds for the Core Driver to use when opening a network connection to
another network system.

Network Read Timeout

Specifies timeout in seconds for the Core Driver to use when reading data from a network
connection. Higher timeout values can prevent premature disconnects.

Network Write Timeout

Specifies timeout in seconds for the Core Driver to use when writing data to a network connection.
Higher timeout values can prevent premature disconnects.

Agent Resolve Strict

When the Core Driver’s Authentication Services resolves objects for platform authentication, this
option allows Authentication Services to exclude objects that are not in the scope of the platform set.

When this option is set to false (default), Authentication Services will resolve requests against the
entire Census. Setting this option to true is useful if you intend to delete users after a specified
duration in the Census and must immediately revoke access to a remote platform system that has
been configured for authentication redirection.

Core Driver System Configuration Object Attributes

Descriptions for each attribute follow.

Network Address

The Core Driver configuration must list all of the network addresses of the Core Driver's host server.
Network address information for the host server is entered when the Core Driver is installed. You
must update this information if the host server network address is changed or if an additional
network interface is installed in the server.

One network address is designated as the default. Identity Manager Fan-Out Driver Core Driver
components use the default address to connect to each other.

The platform configuration file used by a Platform Services component specifies the network address
of each Core Driver that is used by that component. If you change the network address of a Core
Driver that is specified in a platform configuration file, you must update that platform configuration
file. For details about the platform configuration file, see Part III, “Platform Services Planning,” on
page 97.

If you change the network address configuration of a Core Driver, a new certificate is automatically
minted for the Core Driver.

IMPORTANT: You must restart the Core Driver for the new certificate to take effect.
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Core Driver Port

The TCP port number used by the Core Driver defaults to 3451. You can change the Core Driver TCP
port number if necessary.

If you change a Core Driver TCP port number, you must also make the corresponding changes to
each platform configuration file that references the Core Driver.

Authentication Services z/OS and NDS-AS Compatibility Port

The TCP port number used by the Core Driver to communicate with Platform Services for z/OS and
with NDS® Authentication Services (NDS-AS) version 3 Clients. The default is 2000.

Cache Size and Time to Live

Authentication Services maintains an encrypted cache of recent successful authentication requests to
provide better performance for applications, such as Web servers, that make large bursts of requests
to authenticate the same user in a short period of time.

You can specify the amount of memory that is allocated for this cache and the maximum length of
time an entry is to be kept in the cache.

Primary Core Driver

One Core Driver is designated as the primary Core Driver. Other Core Drivers are known as
secondary Core Drivers. The primary Core Driver serves the Web interface and provides
environmental information during the installation process for other Core Drivers. Only the primary
Core Driver listens for events from eDirectory and performs Trawls.

Designating the Primary Core Driver

1 In the Web interface, click Fan-Out Driver Configuration > Configure Core Drivers. The Core Driver
Configuration page is displayed.

2 Click Set as Primary.
3 Click Yes to confirm.

4 Restart the previous and new Core Drivers. For details about this procedure, see “Stopping a
Core Driver” on page 76 and “Starting a Core Driver” on page 76.

5 Configure the iManager plug-in to use the new primary Core Driver. For details, see
Section 6.5.3, “Configuring the iManager Plug-In,” on page 80.

Before changing which Core Driver is the primary Core Driver, ensure that the proposed new
primary Core Driver holds replicas of all objects covered by Census Search objects.

Adding a Core Driver

For step-by-step instructions to add a Core Driver, see Chapter 5, “Installing the Core Driver,” on
page 45.
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Changing the Core Driver Configuration

1 In the Web interface, click Fan-Out Driver Configuration > Configure Core Drivers. The Core Driver
Configuration page is displayed.

2 Click the name of the Core Driver whose configuration you want to change. The Modify Core
Driver page is displayed.

3 Specify attributes for the Core Driver as appropriate.

Removing a Core Driver

1 Remove the Core Driver from the platform configuration file of all platforms where it is present.
For information about the platform configuration file, see the Part III, “Platform Services
Planning,” on page 97.

2 Stop the Core Driver.
For details, see “Stopping a Core Driver” on page 76.
3 Uninstall the Core Driver software and related files from the Core Driver host.

¢ If the host server operating system is Linux/UNIX, delete the AsaM directory from the file
system.

¢ If the host server operating system is Windows, use Windows Control Panel > Add/Remove
Programs.

4 Remove the Driver object from Identity Manager.
4a In iManager, select Identity Manager Management > Overview.
4b Locate the driver set for the driver, then click Delete Driver.
4c Select the Core Driver from the list and confirm its deletion.

5 In the Web interface, click Fan-Out Driver Configuration > Configure Core Drivers. The Core Driver
Configuration page is displayed.

6 Click the Remove button for the Core Driver to be removed. The Remove Core Driver confirmation
page is displayed. Click Yes to confirm.

Maintaining Logs Used by the Core Driver

Audit Services writes operational and audit log messages for the Core Driver to the
asam\data\coredriver\logs directory.

You can use the Web interface to view logs and to configure how messages are managed. For
information about viewing the logs, see Section 6.5.12, “Viewing Logs,” on page 88. For details about
configuring the logs, see Section 6.5.4, “Configuring Logs,” on page 81.

6.5.3 Configuring the iManager Plug-In

Each administrative user must configure the iManager plug-in to use the primary Core Driver.
1 In the Web interface, click Fan-Out Driver Configuration > Configure iManager Plug-In. The
Configure iManager Plug-In page is displayed.
2 Specify the DNS name or IP address of the primary Core Driver host server.
3 Specify the TCP port number for the primary Core Driver. The default is 3451.
4 Click Apply.
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6.5.4 Configuring Logs

Audit Services maintains the Operational Log and Audit Log files written by the Core Driver. You
can use the Web interface to manage log files. You can choose to have log messages kept for a given
number of days, or you can choose to have log messages kept permanently. You can also specify the
components whose messages are written to the logs.

1 Click Fan-Out Driver Configuration > Configure Logs. The Log Configuration page is displayed.
2 Select the option that you want for log retention.
3 Select the components whose messages you want included in the logs.
4 Click Apply.
You can use the Web interface to view log messages. For more information, see Section 6.5.12,
“Viewing Logs,” on page 88.

The Log Configuration page is also used to configure debugging logging. For more information, see
Section 7.1, “Obtaining Debugging Output,” on page 93.

6.5.5 Configuring Platform Sets

A Platform Set contains one or more Platform objects that share the same users and groups.

When you add a new Platform Set, you first need to give it a name and associate it with a UID/GID
Set. If the Platform Set is for Linux or UNIX systems, you have the option of using Posix attributes
instead of a UID/GID set.

You may specify an Alternate Naming Attribute. When a user or group is provisioned to a Platform
within this Platform Set, the Alternate Naming Attribute indicates the name that will be used. Then
you add Search objects that describe what users and groups are provisioned to the platforms that
belong to the Platform Set.

IMPORTANT: If you specify an Alternate Naming Attribute for a Platform Set, you must also
include that attribute in the Subscriber filter.

After you have defined a Platform Set, you can create the Platform objects that represent its target
platforms. For information about creating Platform objects, see Section 6.5.6, “Configuring
Platforms,” on page 83.

The Platform Set object's user and group population is described by one or more Search objects. For
details about Search objects, see Section 6.5.8, “Configuring Search Objects,” on page 86.

Platform Set Attributes

Descriptions for each atrribute follow.

UID/GID Set Association

When you create a Platform Set, you specify a UID/GID Set that is used to assign UID numbers and
GID numbers to Linux/UNIX platforms that are members of the Platform Set. You cannot change the
UID/GID Set assigned to Platform Set after the Platform Set has been created.

Leave this option empty to use the posixAccount and posixGroup uidNumber and gidNumber
attributes.
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Alternate Naming Attribute

By default the name given to a user or group on each platform is the CN. By using the Alternate
Naming Attribute, you also can indicate a name associated with each platform within the Platform
Set. If you use this extra attribute in eDirectory, then each user or group must include a value for it.

IMPORTANT: If you specify an Alternate Naming Attribute for a Platform Set, you must also
include that attribute in the Subscriber filter.

The content of an attribute that is designated as an Alternate Naming Attribute should be either a
single value or multiple values of the form <platformset>:<name>.

The actual entry you make on the Modify Platform Set window should reflect the attribute name used
by LDAP. You can find this information under the LDAP group object for the server, which includes
the mapping between eDirectory and LDAP attribute names.

Search Objects

Search Objects designate the users and groups from the Census that are used to populate the
platforms that are members of the Platform Set. For information about Search objects, see
Section 6.5.8, “Configuring Search Objects,” on page 86.

Platforms

Upon creation, each Platform object is associated with exactly one Platform Set.

Adding a Platform Set

1 In the Web interface, click Fan-Out Driver Configuration > Configure Platform Sets. The Platform Set
page is displayed.

2 Click Add. The New Platform Set page is displayed.
3 Specify an Alternate Naming Attribute if one should be used.

4 Type a name for the new Platform Set, select the UID/GID Set that is to be used by the new
Platform Set, then click Apply. The Modify Platform Set page is displayed.

5 Add one or more Search objects to describe the user and group population for the Platform Set.
Click Search Objects > Manage.

For details about Search objects, see Section 6.5.8, “Configuring Search Objects,” on page 86.

6 Add one or more Platform objects to describe the target platforms that constitute the Platform
Set. Click Platforms > Add to create a new Platform object and add it to the Platform Set.

For details about adding Platform objects, see Section 6.5.6, “Configuring Platforms,” on
page 83.

Changing Platform Set Attributes

1 Inthe Web interface, click Fan-Out Driver Configuration > Configure Platform Sets. The Platform Set
page is displayed.

2 In the list of Platform Sets, click the name of the Platform Set to modify. The Modify Platform Set
page is displayed.

3 Update the attributes of the Platform Set as desired.
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6.5.6

Removing a Platform Set

1 Remove all platforms associated with the Platform Set.
For information about removing a platform, see “Removing a Platform” on page 85.

2 In the Web interface, click Fan-Out Driver Configuration > Configure Platform Sets. The Platform Set
page is displayed.

3 Click the Remove button of the Platform Set you want to remove. The Remove Platform Set
confirmation page is displayed. Click Yes to confirm.

Configuring Platforms

A Platform object contains the configuration information the Core Driver uses to serve a platform for
Authentication Services and Identity Provisioning. Additional configuration of Platform Services is
performed on the platform. For detailed information about configuring and administering Platform
Services, see the Part III, “Platform Services Planning,” on page 97.

Authentication Mode

For platforms that may restrict password length or case sensitivity (mainframes, for example), the
Authentication Mode can be used to allow case-sensitive, shorter passwords. This mode allows you
to continue to use and enforce complex passwords in eDirectory while providing an authentication
method for systems that do not or cannot adhere to the same password policies.

¢ Check Passwords

¢ Select Case Insensitive if you want the Core Driver to check passwords without considering
case.

¢ Select Case Sensitive to enforce case sensitive passwords.
¢ Check only the first number of characters

Enter an integer, greater than or equal to 0, to indicate how many characters should be checked
in the correct password. Examples:

¢ If you select 8, the Core Driver will only check the first 8 characters of the password for
validity.

¢ Indicating 0 disables the entire Authentication Mode feature.

Platform Attributes

Descriptions for each attribute follow.

Platform Set

Each platform is a member of exactly one Platform Set. The Platform Set is used to associate users
and groups with its member platforms. You specify the Platform Set that a platform belongs to when
you create the Platform object. The Platform Set a platform belongs to cannot be changed after the
Platform object is created.

Permit Password Replication

You can specify whether or not requests from a platform for password replication information are
honored. Enable this only for those platforms that need, and are trusted with, password information
from eDirectory.
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No: No password information is provided to the platform.

Yes: Password information is provided to the platform. No events for an account are sent to the
platform unless password information for the account is available to the driver.

If Available: Password information is provided to the platform when it is available. Events for an
account are sent to the platform even if no password information is available for the account. This
setting can result in accounts being unprotected if it is used without password redirection.

After you enable password replication for a platform, you must restart the Platform Receiver if it is
running in Persistent Mode or Polling Mode.

In order for password replication information to be available to a platform, the appropriate password
change intercepts must be installed and correctly configured on all systems that can change
passwords in eDirectory. For more information, see Section 4.3.2, “Password Replication
Requirements,” on page 42 and the Part I, “Concepts and Facilities,” on page 11.

Platform Network Address

The DNS name or IP address of the platform system. If the platform system has more than one
network interface, list all of the network addresses.

DES Key

Information about the DES key that is used to encrypt communications with platforms that use the
DES interface is stored in the Platform Configuration object. The platform configuration file of
platforms that use the DES interface must contain the same DES key as the Platform Configuration
object or communication attempts fail.

When you change the DES key, the previous key is saved in the Platform Configuration object. You
can specify a time interval during which communications using the old key are accepted from the
platform system. Specify an interval that gives you enough time to update the platform configuration
file with the new DES key.

Adding a New Platform

1 In the Web interface, click Fan-Out Driver Configuration > Configure Platforms. The Platform
Configuration page is displayed.

2 Click Add. The New Event Driven Platform page is displayed.

3 Type a name for the platform, select the Platform Set the new platform is to join, then click Apply.
The Modify Platform page is displayed.

4 Specify attributes for the platform as appropriate.
For details, see “Platform Attributes” on page 83.

5 Install the platform distribution package on the target server. For details, see Part IV, “Platform
Services Administration,” on page 123 and the Quick Start for your platform operating system

type.
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6.5.7

Changing Platform Attributes

1 In the Web interface, click Fan-Out Driver Configuration > Configure Platforms. The Platform
Configuration page is displayed.

2 In the list of platforms, click the name of the platform to modify. The Modify Platform page is
displayed.

3 Update the attributes of the platform as desired. For details, see “Platform Attributes” on
page 83.

Removing a Platform

1 Remove the driver installation from the platform system. For details, see Part IV, “Platform
Services Administration,” on page 123.

2 In the Web interface, click Fan-Out Driver Configuration > Configure Platforms. The Platform
Configuration page is displayed.

3 In the list of platforms, click the Remove button of the Platform object that you want to remove.
The Remove Platform confirmation page is displayed. Click Yes to confirm.

Configuring Provisioning

Provisioning configuration involves three attributes.

Provisioning Configuration Attributes

Descriptions of each attribute follow.

Objects Excluded from Provisioning

You can specify that certain objects are globally excluded from Identity Provisioning by the Identity
Manager Fan-Out Driver. You can list a fully distinguished LDAP object name or a simple common
name. If you add an object that has already been provisioned to target platforms, the object is deleted
from the target platforms.

Web Interface LDAP Time-Out

The time-out interval, in seconds, for LDAP operations initiated by the Web interface. If an LDAP
request does not return within the time-out value, the operation fails.

Trawl and Provisioning LDAP Time-Out

The time-out interval, in seconds, for Core Driver LDAP operations. If an LDAP request by a Core
Driver does not return within the time out-value, the operation fails.

Changing Provisioning Attributes

1 In the Web interface, click Fan-Out Driver Configuration > Configure Provisioning. The Provisioning
Configuration page is displayed.

2 Modify provisioning attributes as desired.
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6.5.8 Configuring Search Objects

Search objects determine the users and groups that are included in the Census and Platform Set
populations.

Start a Trawl after you make Search object changes. For details about starting a Trawl, see “Starting a
Census Trawl” on page 91.

Search Object Types

Search objects can be any of the following;:

¢ User Objects: Users who are Search objects are added to the Census.

¢ Group Objects: Groups that are Search objects are added to the Census. Members of groups
that are Search objects are added to the Census.

¢ Organizational Role Objects: Occupants of Organizational Role objects that are Search objects
are added to the Census.

¢ Organization Objects and Organizational Unit Objects: Container objects are scanned for
users and groups to add to the Census.

¢ Dynamic Group Objects: Members of Dynamic Group objects that are Search objects are added
to the Census.

The settings of the Include Users and Include Groups attributes described in the following section take
precedence in determining which objects are added to the Census.

Search Object Attributes

Include Users: Determines if users covered by the Search object are added to the Census.
Include Groups: Determines if groups covered by the Search object are added to the Census.

Expand: Determines if users who are members of Group objects or occupants of Organizational Role
objects found inside a container Search object are added to the Census.

Include Aliases: Determines if Alias objects covered by the Search object are added to the Census.
The User or Group object that is represented by an Alias object is provisioned to platforms.

Depth: Determines how many steps down the eDirectory tree hierarchy the Core Driver looks
beyond the container object for users and groups to add to the Census. A Depth of zero causes the
search to stop at the Search object container.

In Census: Determines if users and groups covered by this Search object are included in the Census.

Platform Set Associations: Specifies which Platform Sets this Search object is used to populate.

Adding Search Objects

1 Click Fan-Out Driver Configuration > Configure Search Objects. The Search Objects page is
displayed.

2 Click Add. The Add a Search Object page is displayed.
3 Specify the Search object distinguished name and attributes as desired, then click Apply.
For details about Search object attributes, see “Search Object Attributes” on page 86.
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6.5.9

Changing Search Object Attributes

1 Click Fan-Out Driver Configuration > Configure Search Objects. The Search Objects page is
displayed.

2 In the list of Search objects, click the name of the Search object to modify. The Modify Search
Object page is displayed.

3 Update the attributes of the Search object as desired, then click Apply.
For details about Search object attributes, see “Search Object Attributes” on page 86.

Removing Search Objects

1 Click Fan-Out Driver Configuration > Configure Search Objects. The Search Objects page is
displayed.

2 In the list of Search objects, click the name of the Search object to be deleted. The Modify Search
Object page is displayed.

3 In the list of Platform Sets under Platform Set Associations, click each Remove button. The Remove
Search Object confirmation page is displayed each time you click a Remove button. Click Yes for
each.

4 Under the In Census heading, click the Remove button. The Remove Search Object confirmation
page is displayed. Click Yes.

Configuring Linux/UNIX UID/GID Sets

A UID/GID Set contains entries for users and groups, together with their corresponding Linux/UNIX
UID and GID numbers.

A UID/GID Set is associated with each Platform Set so that the UID and GID numbers of users and
groups managed by driver are the same on all Linux/UNIX platforms within the Platform Set.

When a new user or group is added to a Platform Set, it receives the next available UID/GID number.

You can reserve a range of numbers for local use by the platform administrators. The driver does not
assign UID or GID numbers within the reserved range.

Leave this option empty to use the posixAccount and posixGroup uidNumber and gidNumber
attributes.

UID/GID Set Attributes

Descriptions of each attribute follow.

Highest Used UID/GID

The highest UID/GID number that has been assigned to a user or group.

Reserved UID/GID Range

Specifies a range of UID/GID numbers that the driver does not assign to users or groups.

Associated Platform Sets
The Platform Sets that use this UID/GID Set.
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Adding a UID/GID Set

1 In the Web interface, click Fan-Out Driver Configuration > Configure UID/GID Sets. The UID/GID
Set Configuration page is displayed.

2 Click Add. The New UID/GID Set page is displayed.
3 Type aname for the UID/GID Set configuration object in the ASAM System container.

4 Specify the lowest and highest numbers to be reserved for local system administrator use, then
click Apply.

The value for these numbers cannot be changed after you create the UID/GID Set.
Viewing UID/GID Set Details

1 In the Web interface, click Fan-Out Driver Configuration > Configure UID/GID Sets. The UID/GID
Set Configuration page is displayed.

2 In the list, click the name of the UID/GID Set you want to view. The UID/GID Set Details page is
displayed.
Removing a UID/GID Set

1 Remove all Platform Sets associated with the UID/GID Set.
For information about removing a Platform Set, see “Removing a Platform Set” on page 83.

2 In the Web interface, click Fan-Out Driver Configuration > Confiqure UID/GID Sets. The UID/GID
Set Configuration page is displayed.

3 Click the Remove button of the UID/GID Set you want to remove. The Remove UID/GID Set
confirmation page is displayed. Click Yes.

6.5.10 Displaying Component Status

To display a status overview of your Identity Manager Fan-Out Driver system, click Fan-Out Driver
Utilities > Component Status in the Web interface.

To display status details for a component, click the component name on the Status Overview page.

6.5.11 Viewing Driver Documentation

You can use the Web interface to view documentation for the Identity Manager Fan-Out Driver. To
view the documentation, click Fan-Out Driver Utilities > Documentation.

6.5.12 Viewing Logs

You can use the Web interface to view log files. You can also use Audit to view log information.

Starting the Log Viewer

To start the Log Viewer, click Fan-Out Driver Utilities > Log Viewer. The Component Log Viewer page is
displayed.
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Controlling the Display

You can control the display of log files by setting the values of the following fields. Click Update
Criteria after you have specified new values.
¢ Component: The component whose log you want to view.

¢ Log Type: The type of log for the selected component that you want to view. This can be the
Operational Log or the Audit Log.

+ Lines to Return: The number of lines to be returned at one time. This value determines the size
of a set of lines used in scrolling operations, such as Next and Find Next.

¢ Date: The date of the log information that you want to display. Type this date in yyyy-mm-dd
format. For example, specify June 26, 2004 as 2004-06-26.

¢ Time: The time of the first log record to display. Type the time in hh:mm:ss (24-hour clock)
format. Seconds are optional. For example, specify 1:30 p.m. as 13:30.

¢ Find: A search string. The first set of lines containing the Find String, written after the time
specified, is displayed. All lines containing the find string are marked with an icon so that they
can be easily identified as you scroll through the log.

Obtaining an Explanation for a Message

To view the documentation for a given message, click its Message ID in the log display. An
explanation for the message is displayed.

Navigating through a Log

Navigation links are provided for the following functions:

¢ Beginning of Day: Scrolls the log display to the beginning of the day specified by Date.
¢ End of Day: Scrolls the log display to the end of the day specified by Date.
¢ Most Current: Scrolls the log display to most current set of lines.

¢ Previous: Scrolls the display to the previous set of lines. Scrolling stops at the beginning of the
day specified by Date.

¢ Next: Scrolls the display to the next set of lines. Scrolling stops at the end of the day specified by
Date.

¢ Find Previous: Scrolls the display to the previous set of lines that include the find string.
Scrolling stops at the beginning of the day specified by Date.

¢ Find Next: Scrolls the display to the next set of lines that include the find string. Scrolling stops
at the end of the day specified by Date.

6.5.13 Displaying Provisioning Details

You can use the Web interface to search for and display objects in the Census and in the user and
group population of a Platform Set.
1 Click Fan-Out Driver Utilities > Provisioning Details. The Provisioning Details page is displayed.
2 Select the Search Type you want.
3 Type the Search String.

Objects whose name begins with the string you type are matched. If you leave this field blank,
all objects are matched.
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4 Select the maximum number of results to be returned.
5 Click Search.
Objects matching the search string are returned, up to the maximum count that you specified.

6 Click the name of an object in the results list to view its attributes. The Object Details page is
displayed for that object.

6.5.14 Reviewing Naming Exceptions

Naming exceptions are produced when a new User or Group object covered by a Census Search
object is found with the same name as an Enterprise User or Enterprise Group object that is already
present in the Census.

To review naming exceptions in the Web interface, click Fan-Out Driver Utilities > Review Naming
Exceptions.

Resolving Naming Exceptions

1 In the Web interface, click Fan-Out Driver Utilities > Review Naming Exceptions.

2 Use iManager or a similar utility to change the name of the User or Group object that is causing
the conflict.

3 To remove the record of the naming exception, click the Remove button for the exception in the
list on the Review Naming Exceptions page of the Web interface.

Trawl processing automatically removes naming exceptions from the list after you have resolved
them.

Excluding Recurring Exceptions

If you have recurring exceptions that are normal for you, you can permanently exclude them from
the Census and the exception list.
1 In the Web interface, click Fan-Out Driver Utilities > Review Naming Exceptions.
2 In the desired row, click the button for the action you want to take.
¢ To exclude all users and groups with this common name, click Exclude Name.

If the user or group already exists in the Census and on platforms, the platforms receive a
Delete Pending event and, after the Delete Pending Duration, a Delete event. The object is
not provisioned to the platform again.

¢ To exclude this specific user or group, click Exclude DN.

6.5.15 Reviewing Platform Errors

The Platform Receiver can return an error indication for its processing of a provisioning event. Such
events remain pending for the platform, but are marked in an error state. You can use the Web
interface to clear these events or to mark them to be sent to the Platform Receiver again.

1 In the Web interface, click Fan-Out Driver Utilities > Review Platform Errors. The Review Platform
Errors page is displayed.

2 Click the name of the platform whose errors you want to handle. The Errors on Platform page is
displayed.

3 Select the desired action for the events that are in error.
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6.5.16

6.6

If additional events for a user or group associated with a platform are created (by a Trawl or by the
Event Subsystem), pending events that are in error are cleared for that user or group.

Managing Trawls

Object Services examines portions of eDirectory specified by Census Search objects to build and
maintain the Census. This process is known as a Trawl. Only the primary Core Driver performs
Trawls. For information about setting the primary Core Driver, see “Designating the Primary Core
Driver” on page 79.

You can use the Web interface to display information about the last Trawl, to start a Trawl, and to
stop a Trawl that is in progress.

NOTE: Core Driver installation adds additional indexes for attributes of the objects added to the
Identity Vault. Depending on the size of the existing directory tree, these indexes can take some time
to bring online. Before you begin your first Trawl, verify that the indexes are in the online state as
detailed in Section B.2, “Core Driver Indexes,” on page 203.

Displaying Trawl Information

To display Trawl information, click Fan-Out Driver Ultilities > Trawl.

Starting a Census Trawl

1 Click Fan-Out Driver Utilities > Trawl. The Trawl Status page is displayed.
2 Click Start.
For information about scheduling Trawls to run automatically, see “Specifying Trawl Times” on

page 74.

Stopping a Census Trawl

You can use the Web interface to stop a Trawl.

1 Click Fan-Out Driver Utilities > Trawl. The Trawl Status page is displayed.

2 Click Stop. It can take a few moments for the Trawl to stop.

The Driver Shim Configuration File

The driver shim configuration file /usr/local/ASAM/data/fanout.conf controls operation of the
driver shim. You can specify the configuration options listed in Table 6-2, one per line. You can also
specify these options on the command line. For details about driver shim command line values, see
Section B.3, “Driver Shim Command Line Options,” on page 204.
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Table 6-2 Driver Shim Configuration File Statements

Option (Short and Long Forms)

Description

-conn <connString>

-connection <connStrings>

A string with connection options. Enclose the string
in double quotes (*). If you specify more than one
option, separate the options with spaces.

port=<driverShimPort>
ca=<Certificate Authority Key File>

-path <driverPath>

Specifies the path for driver files. The default path is
/opt/novell/racfdrv.

-netinterface <ipaddress>

Specifies the ip address through which the driver
listens for client requests.

-sp <RLpassword>, <DOpasswords,

-setpassword <RLpasswords>, <DOpasswords>,

Sets the Remote Loader and Driver object
passwords.

-t <traceLevel>

-trace <traceLevel>

Sets the level of debug tracing. 0 is no tracing, and
10 is all tracing. For details, see Section B.4, “The
Trace File,” on page 205.

The output file location is specified by the
tracefile option.

-tf <fileName>

-trace <traceLevel>

Sets the tracefile location.

The defaultis /user/local/nxdrv/logs/
trace.log.

-ndl

-nodirxmllog

Disables writing to the driver status log file.

Disables writing to dirxml . log.

Example Driver Shim Configuration File

-tracefile /usr/local/ASAM/debug.log
-trace 0

-connection "ca=/usr/local/ASAM/keys/ca.pem port=8090"

-path /usr/local/ASAM/
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7.1

7.1.1

Troubleshooting the Core Driver

NetIQ® Identity Manager Fan-Out Driver components record messages to their Audit Log,
Operational Log, and their host system log. Examining these should be foremost in your
troubleshooting efforts.

The Audit and Operational logs of Core Driver components are maintained in their logs directory.

By its very nature, the Fan-Out Driver is highly dependent upon the proper operation of your
network and NetIQ eDirectory™. If you are having problems with the driver, ensure that the various
driver components are able to communicate with one another, and that eDirectory is functioning

properly.

For information pertaining to performance issues, see Section 4.2, “Configuration and Performance
Guidelines,” on page 39.

IMPORTANT: Make sure that you upgrade the Identity Manager Fan-Out Driver, including all of
your platforms, when new versions or support packs become available.

Obtaining Debugging Output

Identity Manager Fan-Out Driver components support the option to produce extensive debugging
output. Although this output is intended primarily for use by NetIQ Technical Support, you might
find it useful for your own troubleshooting efforts.

Because debugging mode adversely affects performance, it should not be used for routine operations.

Debugging the Core Driver

To obtain debugging output for the Core Driver:
1 Specify the destination for debugging information by setting the Debug Log File and Debug to
DSTrace configuration parameters as desired.
For more information, see “Driver Object Configuration Parameters” on page 76.
2 Specify the debugging information to be produced.

2a IniManager, click Fan-Out Driver Configuration > Configure Logs. The Log Configuration page
is displayed.

2b Select the Core Driver components you want debugging information for.

2c Click Apply.
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7.2 Troubleshooting Core Driver Configuration Issues

Problems with Core Driver configuration can result in improper driver operation. The messages
logged by Identity Manager Fan-Out Driver components can lead you to the source of such
problems.

7.2.1 Rights Issues

Ensure that rights are properly set to enable the driver to perform its functions.

¢ For the rights required by the ASAM Master User object, see Section 6.2.2, “ASAM Master User
Security,” on page 66.

¢ For the rights required by administrative users, see “Rights Required for Web Application Use”
on page 70.

7.2.2 Platform Services Process / Authentication Services Issues

¢ Ensure that your platform has a valid certificate. For more information, see Part IV, “Platform
Services Administration,” on page 123.

¢ For platforms that use the DES interface, ensure that the DES encryption key specified for the
platform in the Platform Configuration object and the DES encryption key specified in the
platform configuration file are identical.

¢ Ensure that the Core Drivers referred to by your platform configuration file are running and that
they are using the network address and TCP port number specified in the platform
configuration file.

¢ Examine the Core Driver and Platform Services Process log files.

¢ Ensure that your platforms have been upgraded to the current version when you upgrade the
Core Driver.

7.2.3 Platform Receiver / Event Journal Services Issues

¢ Verify that LDAP is running on the servers that hold replicas of User and Group objects covered
by Census Search objects.

¢ Verify that the platform certificate has been created on the host running the Platform Receiver.

¢ Ensure that the Core Drivers referred to by your platform configuration file are running and that
they are using the network address and TCP port number specified in the platform
configuration file.

+ Examine the logs generated by the Platform Receiver and the Core Driver for error messages.

7.2.4 Census Issues

¢ Ensure that Census Trawls are being run at appropriate intervals and that they complete without
errors.

You can check to see when daily Census Trawls are scheduled through the Web interface. For
details, see “Specifying Trawl Times” on page 74.

You can view the Exceptions to see if any naming exceptions have occurred. For details, see
Section 6.5.14, “Reviewing Naming Exceptions,” on page 90.
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7.2.5

7.3

7.3.1

7.3.2

7.3.3

1.4

You can check the Core Driver Operational Log to see when the last Census Trawl was
completed. Examine the Core Driver Operational Log for any potential errors that could have
prevented the successful creation of Census information.

¢ Ensure that your Census Search object parameters are set so that all intended users are included
in the Census. For details, see Section 6.5.8, “Configuring Search Objects,” on page 86. You can
review the contents of the Census by using the Web interface. For further details, see
Section 6.5.13, “Displaying Provisioning Details,” on page 89.

¢ Census entries relate to objects in eDirectory using their globally unique identifier (GUID). This
prevents accidental reuse of a name from resulting in unintended access to resources. If a user
that is represented in the Census is removed from eDirectory, the Census entry is marked
inactive. If a new User object with the same name and context is created in eDirectory, the old
Census entry remains inactive and a naming exception occurs.

LDAP Issues

For problems with LDAP secure communications, see NetIlQ Technical Information Document (TID)
10050254 at the NetlQ Support Web Site (https://www.netiq.com/support/kb/doc.php?id=10050254).

Troubleshooting Network Issues

Detailed network troubleshooting, which can depend on a number of factors particular to your
environment, are beyond the scope of this document. However, communication problems among the
various Identity Manager Fan-Out components are often caused by basic issues.

IP Connections

To verify IP Connections between platforms and the Core Driver, use the ping command. From a
command prompt on the Linux, UNIX or Windows system, use a command prompt to enter ping
ipaddr, where ipaddr is the IP address of the remote computer.

Firewalls

Firewalls can disrupt connectivity between the Core Driver and its connected systems. To verify that
the TCP port is reachable, use a command prompt to enter telnet ipaddr 3451, where ipaddr is the
IP address of the remote computer. The TCP port 3451 is used by the Core Driver for communication
with the connected platforms.

DNS

Check DNS if you are using named hosts in your platform or Core Driver address configurations.
DNS resolution is necessary to verify certificates for SSL communication.

Troubleshooting eDirectory Issues

eDirectory is complex, and the details of troubleshooting are beyond the scope of this document.
Refer to your eDirectory documentation for further details. Additional information can be found on
the NetlQ Support Web site (http://support.netiq.com).
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Platform Services Planning

Part III provides you with information you need to plan deployment of Platform Services for the
NetIQ® Identity Manager Fan-Out Driver. It includes the following chapters:

¢ Chapter 8, “Platform Services Overview,” on page 99
¢ Chapter 9, “Planning for Platform Services,” on page 107
¢ Chapter 10, “The Platform Configuration File,” on page 111

Platform Services Planning
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8.1

Platform Services Overview

This section presents an overview of the Platform Services part of the NetlQ® Identity Manager Fan-

Out Driver. Platform Services makes requests to Core Drivers for Authentication Services and
provisioning events.

If the Fan-Out Driver is new to you, read the information presented in Part I, “Concepts and
Facilities,” on page 11.

Topics in this section are

¢ Section 8.1, “Platform Services Component Summary,” on page 99
¢ Section 8.2, “Authentication Services,” on page 100

¢ Section 8.3, “Identity Provisioning,” on page 101

¢ Section 8.4, “The Platform Services Process,” on page 101

¢ Section 8.5, “The System Intercept,” on page 101

¢ Section 8.6, “The Platform Receiver,” on page 102

¢ Section 8.7, “Receiver Scripts,” on page 104

¢ Section 8.8, “Standard Exclude List,” on page 104

Platform Services Component Summary

The Platform Services Process makes requests to Core Drivers for Authentication Services functions
such as authentication, user name resolution, and password changes.

NOTE: For an overview of how Platform Services works with the components of the Core Driver—
the other major part of Identity Manager Fan-Out Driver architecture—see Part I, “Concepts and
Facilities,” on page 11.
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Figure 8-1 Platform Services
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The Platform Services System Intercept is hooked into the login process of a system using standard,
vendor-provided mechanisms. It provides password verification and password change functions.

The Platform Receiver obtains provisioning events from Event Journal Services and acts on them by
running Receiver scripts to create and maintain users and groups as appropriate.

Platform Services also provides an application programming interface (API) that you can use for
your own applications. For more information, see Part V, “API Development,” on page 153.

Some types of platforms communicate with the Core Driver for Authentication Services using Secure
Sockets Layer (SSL). Others use DES encryption. All platform communication with Event Journal
Services uses SSL.

8.2 Authentication Services

Authentication Services uses eDirectory for functions such as user authentication. The Platform
Services Process, together with the System Intercept, provides Authentication Services on a platform.

z/OS*, Linux and UNIX systems can redirect password verification and password changes through
Authentication Services to eDirectory. An IBM* i (i5/0S and OS/400) system can authenticate users
locally, but uses Authentication Services to replicate passwords in its password store from the
passwords of objects in eDirectory that correspond to its users. z/OS, Linux and UNIX systems can
supplement password redirection with password replication for fail-safe operation.
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8.3

8.4

8.5

The Identity Manager Fan-Out Driver uses the system intercept on Windows* systems to capture
password change information and store it in eDirectory. Password change information from
eDirectory is delivered to authorized systems as provisioning events, replicating password
information from eDirectory.

You can use the platform configuration file to specify which users use Authentication Services and
which ones authenticate locally. The driver has a built-in list of special users that, by default, are
excluded from Authentication Services. For more information about the platform configuration file,
see Chapter 10, “The Platform Configuration File,” on page 111. For more information about the
standard exclude list, see Section 8.8, “Standard Exclude List,” on page 104.

Identity Provisioning

Identity Provisioning uses events from eDirectory to provision user and group account information
to the platform. The Platform Receiver, together with the Receiver scripts, provides Identity
Provisioning on a platform.

You can use the platform configuration file to specify which users and groups are managed using
Identity Provisioning and which ones are managed locally. The driver has a built-in list of special
users and groups that, by default, are excluded from Identity Provisioning. For more information
about the platform configuration file, see Chapter 10, “The Platform Configuration File,” on

page 111. For more information about the standard exclude list, see Section 8.8, “Standard Exclude
List,” on page 104.

Each managed user and group is assigned the same UID and GID number across all Linux/UNIX
platforms in a Platform Set.

The Platform Services Process

The Platform Services Process provides the Authentication Services interface to eDirectory by
communicating with the Core Driver. This interface is called by the System Intercept for such
functions as checking a user's password at log in. It is also used by the Authentication Services (AS)
Client API to provide eDirectory access to your own applications. For details about using the AS
Client AP see Part V, “API Development,” on page 153.

The Platform Services Process maintains persistent connections with Core Drivers for Authentication
Services and performs load balancing and failover.

The Platform Services Process obtains configuration information, such as the location of Core
Drivers, from the platform configuration file. For additional information about the platform
configuration file, see Chapter 10, “The Platform Configuration File,” on page 111.

The System Intercept

System integration of Platform Services makes use of standard, vendor-provided system control
points.

Details about configuring and administering Platform Services are provided in later sections of this
guide. Also be aware that this guide is one of three available administration guides for the Fan-Out
Driver, each tailored to the range of platforms with which it can work:

¢ Identity Manager Fan-Out Driver for Linux and UNIX Administration Guide
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¢ Identity Manager Fan-Out Driver for Mainframes Administration Guide (z/OS)
¢ Identity Manager Fan-Out Driver for Midrange Administration Guide (IBMi, OS/400, i5/0S)

System integration of Platform Services for z/OS makes use of standard exits provided by the
security system in use (RACF*, CA* ACF2*, or CA Top Secret*). For more information, see the Identity
Manager Fan-Out Driver for Mainframes Administration Guide.

System integration of Platform Services for most Linux/UNIX systems makes use of the Pluggable
Authentication Module (PAM) framework that is defined by OSF RFC 86.0. Applications must make
the appropriate PAM API calls in order to be PAM-aware. You can also modify your applications to
use the AS Client API directly. For more information, see the Identity Manager Fan-Out Driver for
Linux and UNIX Administration Guide.

System integration of Platform Services for AIX* supports both the Loadable Authentication Module
(LAM) system provided by AIX and the PAM framework; you choose which you wish to use. The
PAM framework is only recommended for AIX versions 5.3 and later.

Password changes on an IBM i (i5/0S and OS5/400) system are provided to the Core Driver through
the Password Change Validation Program Exit, which is controlled by system value
QPWDVLDPGM. Password changes in eDirectory are received by the platform as provisioning
events. For additional information, see the Identity Manager Fan-Out Driver for Midrange
Administration Guide.

8.6 The Platform Receiver

The Platform Receiver obtains provisioning events from the Event Journal Services component of the
Core Driver. The Platform Receiver examines each event and the current status of users and groups
on the platform. Then the Platform Receiver calls Receiver scripts as necessary to perform needed
changes. On password replication platforms, the Platform Receiver also updates the local password
store.

The Platform Receiver provides failover support for connections to Event Journal Services.

The Platform Receiver obtains configuration information, such as its mode of operation and the
location of the Core Driver, from the platform configuration file. For additional information about the
platform configuration file, see Chapter 10, “The Platform Configuration File,” on page 111.

8.6.1 Modes of Operation

The Platform Receiver can be configured to obtain and process provisioning events in five different
modes.

Full Sync Mode

In Full Sync Mode, the Platform Receiver connects to Event Journal Services and requests a Full Sync.
Event Journal Services provides, and the Platform Receiver processes, a complete set of provisioning
events to populate the users and groups for the platform. Then the Platform Receiver ends.

The first time a Platform Receiver is run for a new platform, it automatically receives provisioning
events for all users and groups for the platform. If this process is interrupted, processing resumes the
next time the Platform Receiver is run. There is no need to run the Platform Receiver in Full Sync
Mode during routine installation.

You can run the Platform Receiver in Full Sync Mode to recover from a disaster on the platform that
affects the user or group population.
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8.6.2

You can run the Platform Receiver in Full Sync Mode any other time as appropriate to ensure that the
user and group population on the platform is consistent with eDirectory.

If a Full Sync operation is interrupted, the provisioning process resumes the next time the Platform
Receiver is run in Persistent Mode, Polling Mode, or Scheduled Mode. Do not start the Platform
Receiver in Full Sync Mode to recover from an interrupted Full Sync operation, because Full Sync
processing starts from the beginning each time.

Check Mode

Check Mode functions similarly to Full Sync Mode, except that Receiver scripts are invoked in Check
Mode. In Check Mode, the base scripts take no actions to alter the user or group population on the
platform.

If you extend the base scripts, take no actions that alter the user or group population while Check
Mode is in effect.

Operation in Check Mode does not affect the queue of pending events maintained by Event Journal
Services for the platform.

Check Mode is useful for testing your extensions to Receiver scripts.

You can use Check Mode at any time to verify that the user and group population on the platform is
consistent with eDirectory.

Persistent Mode

In Persistent Mode, the Platform Receiver connects to Event Journal Services, obtains queued
provisioning events, and processes them. It then remains connected, processing additional events as
they become available.

Scheduled Mode

In Scheduled Mode, the Platform Receiver connects to Event Journal Services, obtains queued
provisioning events, and processes them. It then closes the connection and ends. Scheduled Mode is
designed for use with external job schedulers, such as the UNIX cron utility.

Selecting a Mode of Operation

You specify the mode of operation for the Platform Receiver through the RUNMODE statement in the
platform configuration file or through a command line parameter. For details about specifying the
RUNMODE statement, see Section 10.3.17, “RUNMODE Statement,” on page 119.

You can periodically run the Platform Receiver in Full Sync Mode to ensure that accounts on the
platform are consistent with eDirectory.

For routine operations, we recommend that, unless you need the real-time processing of events
provided by Persistent Mode, you run the Platform Receiver in Polling Mode or Scheduled Mode.
This reduces the number of concurrent connections that must be serviced by the Core Driver host.
The frequency of change activity in the population, the operating schedule of the platform, and the
nature of the connection between the platform and the Core Driver should help you determine which
of these modes to use.

You can use Check Mode for testing extensions to Receiver scripts.

Platform Services Overview 103



8.7 Receiver Scripts

The Platform Receiver examines the provisioning events it obtains from Event Journal Services and
inspects the state of users and groups on the platform. Then the Platform Receiver calls Receiver
scripts as needed to make the state of users and groups on the platform consistent with eDirectory.

The Identity Manager Fan-Out Driver provides a set of fully functional base scripts. You can extend
these base scripts as appropriate for your needs. For example, if you have a third party system that
uses its own user ID database, you can extend the base scripts to add new users to it based on
membership in a special group, and to remove users from it when they are removed from the group.

The Receiver script functions are

¢ Add User

¢ Modify User

¢ Delete User

¢ Delete User Pending

¢ Enable User

¢ Disable User

¢ Rename User

¢ Add User to Group

¢ Remove User from Group
¢ Add Group

¢ Modify Group

¢ Delete Group

¢ Delete Group Pending

¢ Rename Group

NOTE: These are the functions performed by Receiver scripts. The actual implementation is
platform-OS dependent. Multiple functions might be combined into a single script, or the steps of a
single function might be distributed across several scripts. Not all functions are meaningful for all
platform-OS types.

In addition to the scripts that perform actions on users and groups, there are utility scripts that are
used for such functions as testing for the existence of a user and checking group membership.

The base scripts are extensively commented. For details on the operation of the base scripts, examine
the scripts themselves. Become thoroughly familiar with the operation of a base script before you
attempt to extend it.

8.8 Standard Exclude List

Platform Services normally excludes certain special users from Authentication Services processing
and Identity Provisioning. You can use the platform configuration file to override this or to specify
additional users and groups to be excluded.

Users excluded from Authentication Services are authenticated using the local security system.
Provisioning events are not processed for users and groups excluded from Identity Provisioning.
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For details about Include/Exclude processing, see

¢ Section 10.4, “Using Include and Exclude Configuration Statements,” on page 120

*

page 113

Section 10.3.5, “AM.GROUPINCLUDE Statement / AM.GROUP.EXCLUDE Statement,” on

¢ Section 10.3.6, “AM.USER.INCLUDE Statement / AM.USER.EXCLUDE Statement,” on page 114
¢ Section 10.3.7, “AS.USER.INCLUDE Statement / AS.USER.EXCLUDE Statement,” on page 114

Following is the standard list of users and groups that are excluded from Authentication Services and
Identity Provisioning processing.

Account Operators
administrator
Backup Operators
cron

DHCP Administrators
DnsAdmins
Domain Computers
Enterprise Admins
games

Group Policy Creator Owners
hpdb

imnadm

kmem

listen

Ipd

man

news

nobody

nscd

nuucp

nwprint

operator

Print Operators
QBRMS
QCOLSRV
QDESADM
QDIRSRV

adm
administrators
bin

daemon

dip
DnsUpdateProxy
Domain Controllers
floppy

gdm

guest

ibmuser
IUSR_WIN2KEDIR
krbtgt

lock

mail

mem

nfsnobody
nobody4

ntp

nwgroup

nwroot

other

printq
QCLUMGT
QDBSHR
QDESUSR
QDLFM

admin

audit

Cert Publishers
DB2XML

disk

Domain Admins
ecs

ftp

gopher

halt

ident
IWAM_WIN2KEDIR
ldap

Ip

mailnull

MTS Impersonators
noaccess
nogroup

nusers

nwidap

nwuser

perf
QAUTPROF
QCLUSTER
QDBSHRDO
QDFTOWN
QDOC
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QDSNX
QGATE
QLPAUTO
QNETSPLF
ONTP
QPM400
QSNADS
QSRV

QSYs

QTCP
QTMHHTTP
QUMB

radvd

root

rpm

Server Operators
staff

sysl
TsInternetUser
usr

wheel

xfs

QEJB
Qus

QLPINSTALL
QNETWARE

QPEX

QRJE

QSPL

QSRVBAS
QSYSOPR

QTFTP

QTMPLPD

QUSER

RAS and IAS Servers
rpc

Schema Admins
shutdown

sync

sysadmin

tty

utmp

wine

QFNC
QIPP

QMSF
QNFSANON
QPGMR
QSECOFR
QSPLJOB
QSVCDRCTR
QTCM
QTMHHTP1
QTSTRQS
QYPSJSVR
Replicator
rpcuser
security
slocate

sys

system

users

uucp

wWww
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9.1

9.2

Planning for Platform Services

This section helps you plan for deployment of Platform Services for the NetlQ® Identity Manager
Fan-Out Driver. If the Fan-Out Driver is new to you, read the information presented in Part I,
“Concepts and Facilities,” on page 11 before proceeding.

¢ Section 9.1, “Basic Considerations,” on page 107

¢ Section 9.2, “Security Planning Considerations,” on page 107

¢ Section 9.3, “Planning Considerations for Authentication Services,” on page 109

*

Section 9.4, “Planning Considerations for Identity Provisioning,” on page 109

*

Section 9.5, “Planning Considerations for Password Replication Platforms,” on page 109

Basic Considerations

Before you can install and use Platform Services, you must complete the installation of at least one
Core Driver and have it running.

The installation planning process for the Core Driver addresses a number of installation-wide issues.
Review Part II, “Core Driver Administration,” on page 35, especially the planning section, before you

proceed.

For information about required software and systems, as well as supported platforms and operating

environments, see the Identity Manager 4.5 Drivers Documentation Web site (https://
www.netiq.com/documentation/idm45drivers). From this index page, you can select a readme file
associated with the platform(s) for which you need support.

Security Planning Considerations

Topics in this section include

¢ Section 9.2.1, “Users, Passwords, and Groups,” on page 108
¢ Section 9.2.2, “Connection Security,” on page 108

¢ Section 9.2.3, “Administrative Password Resets,” on page 108
¢ Section 9.2.4, “Securing the AS Client APL,” on page 108

Planning for Platform Services
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9.2.1 Users, Passwords, and Groups

In order for users to be able to log in to the operating system using Authentication Services, they
must be defined to the operating system on the platform. You can automate account maintenance
through the use of provisioning events. For details about managing accounts, see Section 8.3,
“Identity Provisioning,” on page 101.

Users, passwords, and groups in eDirectory™ that do not conform to the character set and length
restrictions imposed by your operating system cannot participate in Authentication Services or
Identity Provisioning on your platform.

The Identity Manager Fan-Out Driver does not support authentication or password change for users
having a null password.

In some cases, a system other than eDirectory might contain the users that you want to participate
with the Identity Manager Fan-Out Driver. There are tools, such as LDIF, that you can use to import
these users into eDirectory. If you cannot extract the passwords for the affected user accounts, you
can use the Password Migration component of the Fan-Out Driver. This component can help you
accomplish a smooth transition to basing your user accounts in eDirectory.

9.2.2 Connection Security

The connection between the Platform Receiver and Event Journal Services uses Secure Sockets Layer
(SSL). SSL connections are authenticated through the use of certificates. Some types of the Platform
Services Process use SSL for their connections to the Core Drivers for Authentication Services, and
others use DES encryption.

Obtaining a security certificate for your platform from the Core Driver requires that you supply the
fully distinguished name and password of an eDirectory user with Read and Create object rights to
the ASAM System container.

Identity Manager Fan-Out Driver platform certificates are stored in the data\
platformservices\certs subdirectory of the ASAM directory of their host server file system.
Ensure that access to the certs directory is limited to the appropriate users.

9.2.3 Administrative Password Resets

Administrative password resets must be done through an eDirectory utility, such as iManager, or
through a program that uses the AS Client APL

9.2.4 Securing the AS Client API

Use of the AS Client APl is secured on IBM i (i50S and OS/400 and UNIX platforms through SSL and
a token that is stored in the asam\data\platformservices\certs directory by the Platform Services
Process. Ensure that access to the certs directory is limited to the appropriate users.

Use of the AS Client API is secured on z/OS Platforms through the Authorized Program Facility
(APF). Ensure that access to the z/OS Platform Services Load Library is limited to the appropriate
users.
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9.3 Planning Considerations for Authentication Services

When planning for Authentication Services, include the following considerations:

¢ If you don’t plan to use Authentication Services to authenticate system users or provide
password change information to Core Drivers, you don’t need to install the System Intercept.

¢ If you don't plan to use the AS Client API or Authentication Services, you don't need to run the
Platform Services Process.

¢ You might need to permanently exclude some users from Authentication Services processing.
You might want to phase in your implementation by using a subset of your users to start with.
For details about excluding users from Authentication Services processing, see Section 10.3.7,
“AS.USER.INCLUDE Statement / AS.USER.EXCLUDE Statement,” on page 114.

* You must specify which Core Drivers are used for Authentication Services. You might want to
establish different preference groups for sets of these Core Drivers based on their network
connectivity or other issues. For details, see Section 10.3.10, “AUTHENTICATION Statement,”
on page 116.

9.4 Planning Considerations for Identity Provisioning

When planning for Identity Provisioning, include the following considerations:

¢ If you don't plan to use Identity Provisioning, you don't need to run the Platform Receiver.

* You might need to permanently exclude some users and groups from Identity Provisioning. You
might want to phase in your implementation by using a subset of your users and groups to start
with. For details about excluding users and groups from Identity Provisioning, see
Section 10.3.6, “AM.USER.INCLUDE Statement / AM.USER.EXCLUDE Statement,” on page 114
and Section 10.3.5, “/AM.GROUP.INCLUDE Statement / AM.GROUP.EXCLUDE Statement,” on
page 113.

¢ If the base Receiver scripts do not meet your needs, you can write your own extensions. Decide
what additional processing you will perform and how you will test your extensions.

¢ You must specify which Core Drivers are used for Identity Provisioning. For details, see
Section 10.3.16, “PROVISIONING Statement,” on page 118.

+ You must choose the mode of operation used by the Platform Receiver to obtain events. For
details, see Section 8.6.1, “Modes of Operation,” on page 102 and Section 8.6.2, “Selecting a
Mode of Operation,” on page 103.

9.5 Planning Considerations for Password Replication
Platforms

When planning for Replication Platforms, include the following considerations:
¢ By default, the Core Driver converts passwords to lowercase before sending them to the
Platform Receiver. For more information, see “Lower Password Case” on page 77.

¢ The Permit Password Replication attribute of a Platform object determines whether provisioning
events for user accounts are sent to the platform before the passwords for these accounts are
known to the Identity Manager Fan-Out Driver.

Platforms configured with Permit Password Replication set to Yes do not receive Provisioning
events for user accounts until the account passwords are known to the driver.
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Platforms configured with Permit Password Replication set to If Available do receive
Provisioning events when they occur for an account, even if the password is not known to the
driver.

The driver uses system intercepts to collect password information. To be provisioned onto a
platform configured with Permit Password Replication set to Yes, users must either change their
passwords on a platform where the system intercepts are installed and configured, or
authenticate on a participating redirection platform.

By planning a staged deployment of the driver so that most users have authenticated using other
platforms first, you can ensure the availability of these users to password replication platforms
when you are ready to deploy the driver on them.

For more information, see Section 6.5.6, “Configuring Platforms,” on page 83.
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10.1

10.2

The Platform Configuration File

This section describes the platform configuration file and its use. NetIQ® Identity Manager Fan-Out
Driver Platform Services components use the platform configuration file to locate Core Driver
components, to locate their run-time files, and to control their operation.

IMPORTANT: Because the platform configuration file contains sensitive information, you should
use the appropriate access controls to restrict its use to the driver system itself, and to its
administrators.

Topics in this section include

¢ Section 10.1, “Platform Configuration File Location,” on page 111
¢ Section 10.2, “Platform Configuration File Syntax,” on page 111
¢ Section 10.3, “Configuration Statements,” on page 112

¢ Section 10.4, “Using Include and Exclude Configuration Statements,” on page 120

Platform Configuration File Location

The location of the platform configuration file depends on which operating system the platform is
using.

For z/OS, the default configuration file for the Platform Services Process is member ASCPRMO00 in the
partitioned data set allocated to the ASCPARMS ddname. The default configuration file for the
Platform Receiver is the z/OS sequential data set or partitioned data set member allocated to ddname
ASAMCONEF. You can use a JCL EXEC statement PARM to specify a different configuration file.

Platform Configuration File Syntax

Use the following syntax guidelines for the platform configuration file:
¢ Any line beginning with an asterisk (*), a semicolon (;), or an octothorpe (#) is a comment. All
text that follows a semicolon or an octothorpe is a comment.
¢ Configuration file statements are case-insensitive.
¢ Except as noted, the order in which statements appear in the file does not matter.
¢ Any parameter value that contains spaces must be enclosed in quotes. Do not use quotes with

