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About This Guide

Thisbook describes the user interface of the Novell Identity Manager User Application and how you
can use the features it offers, including:

+ |dentity self-service (for user information, passwords, and directories)

+ Work dashboard (for making role, resource, and provisioning requests and managing the
approval tasks relating to these requests)

+ Roles and resources (for managing roles and resources)
+ Compliance (for regulatory compliance and attestation)
Audience

The information in this book isfor end users of the Identity Manager user interface.

Prerequisites

This guide assumes that you are using the default configuration of the Identity Manager user
interface. However, it's possible that your version of the user interface has been customized to look
or operate differently.

Before you get started, you should check with your system administrator for details on any
customi zations you might encounter.

Organization

Here's a summary of what you'll find in this book:

Part Description

Part I, “Welcome to Identity Manager,” on page 13  Introduction to the Identity Manager user interface
and how to begin using it

Part I, “Using the Identity Self-Service Tab,” on How to use the Identity Self-Service tab of the
page 31 Identity Manager user interface to display and work
with identity information, including:
+ Organization charts
* Profiles (your identity details)
+ Directory searches
+ Passwords

+ User accounts (and more)

About This Guide
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Part

Description

Part Ill, “Using the Work Dashboard Tab,” on
page 105

Part IV, “Using the Roles and Resources Tab,” on
page 215

Part V, “Using the Compliance Tab,” on page 287

How to use the Work Dashboard tab of the Identity
Manager user interface to:

* Manage task notifications

+ Manage role assignments

+ Manage resource assignments

+ View request status for role, resource, and
process requests

How to use the Roles and Resources tab of the
Identity Manager user interface to:

+ Make role requests for yourself or other users
within your organization

+ Create roles and role relationships within the
roles hierarchy

+ Create separation of duties (SoD) constraints
to manage potential conflicts between role
assignments

* Look at reports that provide details about the
current state of the Role Catalog and the roles
currently assigned to users, groups, and
containers

How to use the Compliance tab of the Identity
Manager user interface to:

+ Make requests for user profile attestation
processes

* Make requests for separation of duties (SoD)
attestation processes

+ Make requests for role assignment attestation
processes

* Make requests for user assignment attestation
processes

Feedback

We want to hear your comments and suggestions about this manual and the other documentation
included with this product. Please use the User Comments feature at the bottom of each page of the
online documentation, or go to www.novell.com/documentati on/feedback.html and enter your

comments there.

Documentation Updates

For the most recent version of the IDM User Application: User Guide, visit the Identity Manager
Web site (http://www.novell.com/documentation/idm40L1/index.html).

User Application: User Guide
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Welcome to Identity Manager

Read this part first to learn about the Identity Manager User Application and how to begin using it.
+ Chapter 1, “Getting Started,” on page 15

Welcome to Identity Manager 13



14  User Application: User Guide



Getting Started

This section tells you how to begin using the Identity Manager User Application. Topics include:

+ Section 1.1, “Identity Manager and You,” on page 15
+ Section 1.2, “Accessing the Identity Manager User Application,” on page 20
+ Section 1.3, “Logging In,” on page 21

*

Section 1.4, “Exploring the User Application,” on page 23
Section 1.5, “What's Next,” on page 29

*

1.1 Identity Manager and You

Novell Identity Manager is a system software product that your organization uses to securely
manage the access needs of its user community. If you' re a member of that user community, you
benefit from I dentity Manager in anumber of ways. For example, |dentity Manager enables your
organization to:

+ Give users access to the information (such as group org charts, department white pages, or
employee lookup), as well as roles and resources (such as equipment or accounts on internal
systems) that they need, right from day one

+ Synchronize multiple passwords into asingle login for al your systems

+ Modify or revoke access rights instantly when necessary (such as when someone transfersto a
different group or leaves the organization)

+ Support compliance with government regulations

To bring these benefits directly to you and your team, the Identity Manager User Application
provides a user interface that you can use from your Web browser.

1.1.1 Introducing the Identity Manager User Application

The Identity Manager User Application is your view into the information, roles, resources, and
capabilities of Identity Manager. Your system administrator determines the details of what you can
see and do in the Identity Manager User Application. Typically, thisincludes:
+ |dentity self-service, which enables you to:
+ Display organization charts

+ Report applications associated with a user if you are an administrator. (Requires the Roles
Based Provisioning Module for Identity Manager.)

+ Edit the information in your profile

+ Search adirectory

+ Change your password, password challenge response, and password hint
+ Review your password policy status and password synchronization status
+ Create accounts for new users or groups (if you are authorized)

Getting Started
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+ Roles, which enable you to:
+ Request role assignments and manage the approval process for role assignment requests
+ Check the status of your role requests
+ Defineroles and role relationships

+ Define separation of duties (SoD) constraints and manage the approval processin
situations where a user reguests an override to a constraint

+ Browse the Role Catalog

+ Look at detailed reports that list the roles and separation of duties constraints defined in
the catalog, as well as the current state of role assignments, separation of duties
exceptions, and user entitlements

NOTE: The ability to define custom rolesis only available with Identity Manager 4.0.1
Advanced Edition. Standard Edition only supports the use of system roles.

+ Resources, which enable you to:

+ Request resource assignments and manage the approval process for resource assignment
requests

+ Check the status of your resource requests
+ Browse the Resource Catalog

NOTE: Resources require Identity Manager 4.0.1 Advanced Edition. Standard Edition does
not support this feature.

+ Workflow processes, which enable you to:
+ Request custom workflow processes

*

Check the approval of your role, resource, and process requests

*

Work on tasks assigned to you for approving other requests
+ Perform process requests and approvals as a proxy or delegate for someone else
+ Assign someone €else to be your proxy or delegate (if you are authorized)

*

Manage all of these request and approval features for your team (if you are authorized)

NOTE: Workflow processes reguire Identity Manager 4.0.1 Advanced Edition. Standard
Edition does not support this feature.

+ Compliance, which enables you to:
+ Request user profile attestation processes
+ Request separation of duties (SoD) attestation processes
+ Request role assignment attestation processes
+ Request user assignment attestation processes

NOTE: Compliance requires Identity Manager 4.0.1 Advanced Edition. Standard Edition does
not support this feature.

16 User Application: User Guide



IMPORTANT: The User Application is an application and not aframework. The areas within the
User Application that are supported to be modified are outlined within the product documentation.
Modifications to areas not outlined within the product documentation are not supported.

1.1.2 The Big Picture

Figure 1-1 The DM User Application Provides the User Interface to Identity Manager

Novell Identity Manager

Information and resources
Single login

Access rights

Compliance

8

Access the Identity Manager user
interface in your Web browser
= Identity Self-Service
«  Work Dashboard
*» Roles and Resources

Your computer

Your team’s computers

1.1.3 Typical Uses

Here are some examples of how people typically use the Identity Manager User Application within
an organization.
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Working with Identity Self-Service

*

*

*

Ella (an end user) recovers her forgotten password through the identity self-service features
when logging in.

Erik (an end user) performs a search for all employees who speak German at his location.

Eduardo (an end user) browses the organization chart, finds Ella, and clicks the e-mail icon to
send a message to her.

Working with Roles and Resources

*

Maxine (a Role Manager) creates the Nurse and Doctor business roles and the Administer
Drugs and Write Prescriptions I T roles. Maxine creates several resources that are needed for
these roles, and associates the resources with the roles.

Maxine (a Role Manager) defines a relationship between the Nurse and Administer Drugs
roles, specifying that the Nurse role contains the Administer Drugs role. Max aso defines a
relationship between the Write Prescriptions and Doctor roles, specifying that the Doctor role
contains the Write Prescriptions role.

Chester (a Security Officer) defines a separation of duties constraint that specifies that a
potential conflict exists between the Doctor and Nurse roles. This means that ordinarily the
same user should be not assigned to both roles at the same time. In some circumstances, an
individual who requests a role assignment may want to override this constraint. To define a
separation of duties exception, the individual who requests the assignment must provide a
justification.

Ernest (an end user) browses alist of roles available to him, and requests assignment to the
Nurserole.

Amelia(an approver) receives notification of an approval request viae-mail (which containsan
URL). Sheclicksthelink, is presented with an approval form, and approves it.

Arnold (a Role Manager) requests that Ernest be assigned to the Doctor role. He is notified that
apotential conflict exists between the Doctor role and Nurse role, to which Ernest has aready
been assigned. He provides ajustification for making an exception to the separation of duties
constraint.

Edward (a separation of duties approver) receives naotification of a separation of duties conflict
viae-mail. He approves Arnold's request to override the separation of duties constraint.

Amelia (an approver) receives notification of an approval request for the Doctor role viae-
mail. She approves the Arnold’s request to assign Ernest to the Doctor role.

Bill (a Role Auditor) looks at the SoD Violations and Exceptions Report and sees that Ernest
has been assigned to both the Doctor and Nurse roles. In addition, he sees that Ernest has been
assigned the resources associated with these roles.

Working with Process Requests

*

*

*

Ernie (an end user) browses alist of resources available to him, and requests access to the
Siebel* system.

Amy (an approver) receives notification of an approval request viae-mail (which contains an
URL). Sheclicksthelink, is presented with an approval form, and approves it.

Ernie checks on the status of his previous request for Siebel access (which has now goneto a
second person for approval). He seesthat it is till in progress.
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Amy is going on vacation, so she indicates that she istemporarily unavailable. No new
approval tasks are assigned to her while she is unavailable.

Amy opens her approval task list, sees that there are too many for her to respond to in atimely
manner, and reassigns several to co-workers.

Pat (an administrative assistant, acting as a proxy user for Amy) opens Amy’stask list and
performs an approval task for her.

Max (amanager) views the task lists of peoplein his department. He knows that Amy ison
vacation, so he reassigns tasks to othersin his department.

Max initiates a request for a database account for someone in his department who reports
directly to him.

Max assigns Dan to be an authorized delegate for Amy.
Dan (now a delegated approver) receives Amy’'s tasks when sheis unavailable.

Max engages an unpaid intern, who should not be entered into the HR system. The system
administrator creates the user record for this intern and requests that he be given access to
Notes, Active Directory*, and Oracle*.

Working with Compliance

*

Maxine (a Role Manager) creates the Nurse and Doctor business roles and the Administer
Drugs and Write Prescriptions I T roles.

Maxine (a Role Manager) defines a relationship between the Nurse and Administer Drugs
roles, specifying that the Nurse role contains the Administer Drugs role. Max aso defines a
relationship between the Write Prescriptions and Doctor roles, specifying that the Doctor role
contains the Write Prescriptions role.

Chester (a Security Officer) defines a separation of duties constraint that specifies that a
potential conflict exists between the Doctor and Nurse roles. This means that ordinarily the
same user should be not assigned to both roles at the same time. In some circumstances, an
individual who requests a role assignment may want to override this constraint. To define a
separation of duties exception, the individual who requests the assignment must provide a
justification.

Arnold (a Role Manager) requests that Ernest be assigned to the Doctor role. He is notified that
apotential conflict exists between the Doctor role and Nurse role, to which Ernest has aready
been assigned. He provides a justification for making an exception to the separation of duties
constraint.

Philip (a Compliance Module Administrator) initiates a role assignment attestation process for
the Nurserole.

Fiona (an attester) receives notification of the attestation task via e-mail (which contains an
URL). Sheclicksthelink and is presented with an attestation form. She provides an affirmative
answer to the attestation question, thereby giving her consent that the information is correct.

Philip (a Compliance Module Administrator) initiates a new request for a user profile
attestation process for usersin the Human Resources group.

Each user in the Human Resources group receives notification of the attestation task via e-mail
(which contains an URL). Each user clicks thelink and is presented with an attestation form.
The form gives the user an opportunity to review the values for various user profile attributes.
After reviewing the information, each user answers the attestation question.
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1.2 Accessing the Identity Manager User
Application
When you' re ready to start using the Identity Manager User Application, all you need on your

computer is a Web browser. |dentity Manager supports the most popular browser versions; see your
system administrator for alist of supported browsers or for help installing one.

Because it works in a browser, the Identity Manager User Application is as easy to access as any
Web page.

NOTE: To use the Identity Manager User Application, enable cookies (at |east Medium privacy
level in Internet Explorer) and JavaScript* in your Web browser. If you are running Internet
Explorer, you should also select the Every time | visit the webpage option under Tools > Internet
Options > General, Browsing History > Settings > Check for newer versions of stored pages. If you
do not have this option selected, some of the buttons may not be displayed properly.

To access the Identity Manager User Application, open a Web browser and go to the address (URL)
for the Identity Manager User Application (as supplied by your system administrator), for example
http://myappserver:8080/IDM.

By default, this takes you to the Welcome Guest page of the User Application:

Figure 1-2 The Welcome Guest Page of the User Application

Q Novell. Identity Manager N

Wielcome Guest Legin

GUEST PAGES o

Welcome Novell Identity Manager
Securely manage the access needs of your ever-changing user community.

Manage the full user lifecycle:
® deliver first-day access to essential resources
® synchronize multiple passwords into a single login
@ automate routine user management tasks

® revoke access nghts instantly

® support regulatory compliance

Introduction

Novell Identity Manager: Remove barriers to greater business agility and security.

The time has come to apply identity to not only the peaple invelved in your organization, but
also to any corporate asset the people in your organization need to share, such as routers,
servers, devices, application components and even processes.

Novell ldentity Manager is a key component of Novell's ldentity-Driven Computing vision.
Identity-Driven Computing is a new vision for [T that places people—and the semices they
depend on—at the center of your enterprise. With [dentity-Driven Computing from Novell, you
can add intelligence to every part of your IT infrastructure—and make your business more agile
and secure.

From here, you can log in to the User Application to get access to its features.
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1.2.1 Your User Application Might Look Different

If you see adifferent first page when accessing the Identity Manager User Application, it'stypically
because the application has been customized for your organization. As you work, you might find
that other features of the User Application have also been customized.

If thisisthe case, you should check with your system administrator to learn how your customized
User Application differs from the default configuration described in this guide.

1.3 Logging In

You must be an authorized user to log in to the Identity Manager User Application from the guest
welcome page. If you need help getting a username and password to supply for the login, see your
system administrator.

To log in to the Identity Manager User Application:

1 From the Welcome Guest page, click the Login link (in the top right corner of the page).
The User Application prompts you for a username and password:

Novell: Identity Manager

Forgot Password?

2 Type your username and password, then click Login.

1.3.1 If You Forget Your Password

If you can’t remember the password to type, you might be able to use the Forgot Password? link for
assistance. When you are prompted to log in, thislink appears on the page by default. You can take
advantage of it if your system administrator has set up an appropriate password policy for you.

To use the Forgot Password feature:

1 When you're prompted to log in, click the Forgot Password? link.
You are then asked for your username:
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IDM Forgot Password

To help you log in, you must specify your username.

Username: | |

Return to Calling Page

2 Typeyour username and click Submit.

If Identity Manager responds that it can't find a password policy for you, see your system
administrator for assistance.

3 Answer any challenge questions that display and click Submit. For example:

IDM Forgot Password

Please provide a response foreach presented challenge,

Question: What is your mother's maiden name? Response: |...... |

Question: What's your favorite color? Response: |...... |
Question: What is your UserID? Response: [......| J
| Submit |

Answer the challenge questions to get assistance with your password. Depending on how the
system administrator has set up your password policy, you could:

+ Seeahint about your password displayed on the page
+ Receive an email containing your password or a hint about it
+ Be prompted to reset your password

1.3.2 If You Have Trouble Logging In

If you are unable to log in to the Identity Manager User Application, make sure that you’ re using the
right username and typing the password correctly (spelling, uppercase or lowercase |etters, etc.). If
you still have trouble, consult your system administrator. It's helpful if you can provide detail s about
the problem you are having (such as error messages).

1.3.3 If You're Prompted for Additional Information

You might be prompted for other kinds of information as soon as you log in to the Identity Manager
User Application. It all depends on how the system administrator has set up your password policy (if
any). For example:

+ If thisisyour first login, you might be prompted to define your challenge questions and
responses, or your password hint

+ |f your password has expired, you might be prompted to reset it
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1.4 Exploring the User Application

After you log in, the Identity Manager User Application displays the tab pages where you do your
work:

Figure 1-3 What You See When You Login

n Novell: Identity Manager

Welcome Application Administrator Identity S... Work Dashb... Roles and ... Legout Help

‘ + Task Notifications

* Resource Assignments

Application Administrator Of Sample Data = noie Assignments
abc@abc.com
becd@abe.com
lynn@abc.com * Request Status
Manage

Seftings =
[E] Make a Process Request

If you look along the top of the User Application, you'll see the main tabs:
+ Identity Self-Service (which is open by default)
To learn about this tab and how to work with it, see Part |1, “Using the Identity Self-Service
Tab,” on page 31.
+ Work Dashboard

To learn about this tab and how to work with it, see Part 111, “Using the Work Dashboard Tab,”
on page 105.

+ Role and Resources

To learn about this tab and how to work with it, see Part 1V, “Using the Roles and Resources
Tab,” on page 215.

+ Compliance

To learn about this tab and how to work with it, see Part V, “Using the Compliance Tab,” on
page 287.

NOTE: What you see may vary depending on what security permissions you' ve been given.

To switch to adifferent tab, simply click the tab you want to use.

1.4.1 Getting Help

While working in the I dentity Manager User Application, you can display online help to get
documentation about the tab that you' re currently using.

1 Go to thetab that you want to learn about (such as Roles and Resources or Compliance).
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2 Click the Help link (in the top right corner of the page).

The help page for the current tab displays. The help page includes alink to more detailed
information included in the documentation on the Novell Web site.

1.4.2 Preferred Locale

If your administrator has selected the Enable Locale Check option on the
Administration>Application Configuration>Password Module Setup>Login screen, you receive a
prompt to select your own preferred locale when you first log in.

1 When prompted, add alocale by opening the Available Localeslist, selecting alocae, and
clicking Add.

For more information, see Section 5.6, “ Choosing a Preferred Language,” on page 69.

User Chip Nano

Select your preferred languages (locales) for displaying pages in the Identity Manager User Application

Languages in order of preference

Move Up

Wove Down

Remove

Available Languages

[Selectalocale o add.. W[ aw

1.4.3 Logging Out

When you' re finished working in the Identity Manager User Application and want to end your
session, you can log out.

1 Click the Logout link (in the top right corner of the page).

1.4.4 Common User Actions

The User Application provides a consistent user interface with common user interactions for
accessing and displaying data. This section describes several of the common user interface elements
and includes instructions for:

+ “Using the Object Selector Button for Searching” on page 26

+ “Filtering Data” on page 27

+ “Using the Lookahead Feature” on page 28
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Table 1-1 Common Buttons

Button Description

Object Selector Provides access to a Search dialog box or popin. You can
enter search criteria for different types of objects based on your location within
the User Application. For example, in the Identity Self-Service tab, you can
search for users and groups while in the Roles tab, you can search for users,
groups, and roles.

QIfEFE
Search object list (Example: A%, Lar*, *)
First Hame % Search
See “Using the Object Selector Button for Searching” on page 26.

Show History Provides links to previously accessed data. You can select the
link to display the data for the previous selection. Clicking Show History might
be faster than performing a search if you know that you have recently worked
with an item.

Previous Selections
MurselWest Campus)
Order Supplies
PharmacistyWest Campus)
| Reset Clears the current selection.
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Button Description

5 Localize Displays a dialog box that lets you enter the text usually for a field
- name or description in any of the locales currently supported by the User
Application.

Chinese (China):
Chinese [ Taivwan]:
Dutch

English: *
French:
German:
talizn:
Japanese:
Portuguese:
Ruszian:
Spanizh;
Sweedish:

< 4

ER Add Adds a new item or object. You are prompted for additional information
specific to the type of object you are adding.

x| Delete Deletes the currently selected item.
Up or Down Arrow Moves the currently selected object up or down on the list

T Legend Provides a description for symbols shown in the user interface.

Using the Object Selector Button for Searching
To use the Object Selector button:
1 Click [A]. The Search dialog displays:

1 Search abject list: (Example: A%, Lar*, 1D, *r)

Description %  Search

26  User Application: User Guide



2 Specify your search criteriaas follows:

2a Usethe drop-down list to choose afield on which to search. The drop-down list fields
depend on where you launched the search. In this example, you can specify Name or
Description.

2b Inthetext box next to the drop-down list, type all or part of the search criteria (such as
name or description). The search finds every occurrence of the type of object you are
searching for that begins with the text you type. You can optionally use the asterisk (*) as
awildcard in your text to represent zero or more of any character. For instance, all of the
following examples find the role Nurse:

nurse
n
n*

3 Click Search.

The search results display. You can sort the search results in ascending or descending order by
clicking the column headings. This example shows alist of roles.

Search object list (Example: A%, Lar®, *r’

Description || p™ % Search

Hame
parent role
permissionfiole
Payroll
Purchasing122

1-4ofd

If the result list includes the one you want, go to Step 4. Otherwise, go back to Step 2.

4 Select the item you want from the list. The lookup page closes and popul ates the page with the
data associated with your selection.

Filtering Data

The Work Dashboard and Roles and Resources tab of the User Application provides filters so that
you can display only the data that you are interested in viewing. You can additionaly limit the
amount of data displayed on a single page by using the Maximum rows per page setting. Some
examples of filtersinclude:

+ Filtering by role or resource assignment and source (available in the Role Assignments and
Resource Assignments actions)
+ Filtering by role or resource name, user, and status (available in the Request Status action)

+ Filtering by role level and category (available in the Role Catal og action)
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To usefiltering:
1 Specify avaluein atext field (such as the Role Name or Description field) in the Filter dialog,
asfollows:

la Tolimit theitemsto those that start with a particular string of characters, type all or part of
the character string. You can optionally use the asterisk (*) as awildcard in your text to
represent zero or more of any character. Thefiltering applied is based on thefirst character
in the display name.

For instance, al of the following examples find the role assignment called Nurse:
nurse
n

n*

NOTE: A filter on Role Name does not limit the number of objects returned from the
Identity Vault. It smply restricts the objects displayed on the page based on the filter
criteria. Other filters (such as Status) do restrict the number of objects returned from the
| dentity Vault.

1b To further filter the items displayed, you can specify additional filter criteria. The User
Application allows you to select the criteriain different ways depending on the data. You
might select a checkbox or select one or more items from alist box (using your platforms
multi-select keystrokes). The criteriais ANDed so that only the items that meet all of the
criteria are displayed.

1c To apply thefilter criteriayou’ ve specified to the display, click Filter.
1d To clear the currently specified filter criteria, click Clear.

2 To set the maximum number of items matching the filter by criteriathat are displayed on each
page, select anumber in the Rows dropdown list.

Using the Lookahead Feature

Many of the AJAX controls within the User Application support smart look-ahead (or type ahead)
processing. This support reduces the number of keystrokes required to locate items of interest. To
take advantage of this feature, simply type four or more charactersin the control and select one of
the matching items from the automatically generated dropdown list.

Here's an example that shows how you might use the lookahead feature to search for all roles that
begin with the letters reso:

Nanaoge EK:

Manage: Role v |[Reso MICYEIE
Resource Manager
Resource Administrator

I Manage H Exit Manage Mods H Cancel ]

If you type a string for which there is no match, you will see an error message, as shown below:

Manage:| Role 3 |Resf &|,| - No results fuund..
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Thisfeatureis supported by all user lookup, group lookup, or role lookup controls within the User
Application where asingle value is expected.

1.5 What's Next

Now that you' ve learned the basics of the |dentity Manager User Application, you can start using
the tabsit provides to get your work done.

To learn about See

Doing identity self-service work Part Il, “Using the Identity Self-Service Tab,” on page 31
Doing work on the Work Dashboard Part Ill, “Using the Work Dashboard Tab,” on page 105
Doing roles and resources work Part 1V, “Using the Roles and Resources Tab,” on page 215
Doing compliance work Part V, “Using the Compliance Tab,” on page 287
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Using the Identity Self-Service Tab

These sectionstell you how to use the Identity Self-Service tab of the Identity Manager User
Application to display and work with identity information.

+ Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33
Chapter 3, “Using the Organization Chart,” on page 39

*

*

Chapter 4, “Using the Associations Report,” on page 53

*

Chapter 5, “Using My Profile,” on page 57

*

Chapter 6, “Using Directory Search,” on page 71

*

Chapter 7, “Performing Password Management,” on page 91

*

Chapter 8, “Creating Users or Groups,” on page 95
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Introducing the Identity Self-
Service Tab

This section tells you how to begin using the Identity Self-Service tab of the Identity Manager User
Application. Topicsinclude:

+ Section 2.1, “ About the Identity Self-Service Tab,” on page 33

+ Section 2.2, “Accessing the Identity Self-Service Tab,” on page 33

+ Section 2.3, “Exploring the Tab's Features,” on page 34

+ Section 2.4, “Identity Self-Service Actions You Can Perform,” on page 35

For more general information about accessing and working with the I dentity Manager User
Application, see Chapter 1, “Getting Started,” on page 15.

2.1 About the Identity Self-Service Tab

The I dentity Self-Service tab gives you a convenient way to display and work with identity
information yourself. It enables your organization to be more responsive by giving you access to the
information you need whenever you need it. For example, you might use the Identity Self-Service
tab to:

+ Manage your own user account directly

+ L ook up other users and groups in the organization on demand

+ Visualize how those users and groups are related

+ List applications with which you are associated
Your system administrator is responsible for setting up the contents of the Identity Self-Service tab

for you and the othersin your organization. What you can see and do is typically determined by your
job requirements and your level of authority.

NOTE: In Identity Manager 4.0.1 Standard Edition, if you logon as a business user, the | dentity
Salf-Service tab isthe only tab you will see in the User Application. If you logon as a User
Application Administrator, you see the Administration tab as well.

2.2 Accessing the ldentity Self-Service Tab

By default, after you have logged in to the Identity Manager User Application, the Identity Self-
Service tab opens and displays its Organization Chart page:
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Figure 2-1 The Organization Chart Page on the Identity Self-Service Tab
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Fassword Challenge Response
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Fassword Policy Status
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[@.]=.]a.
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If you go to another tab in the Identity Manager User Application but then want to return, just click
the Identity Self-Service tab to open it again.

2.3 Exploring the Tab’s Features

This section describes the default features of the I dentity Self-Service tab. (Your tab might look
different because of customizations made for your organization; consult your system administrator.)

Theleft side of the I dentity Self-Service tab displays a menu of actions you can perform. The actions
are listed by category — Information Management, Password Management, and Directory
Management (if authorized):

Figure 2-2 The ldentity Self-Service Menu of Actions

Novells Identity Mana

Welcome Margo

Information Management 2
r Dreganization Chart
My Profile
Cirectory Search
Pazzword dhanagement &
Password Challenge Rezponze
Password Hint Change
Change Paszword
Password Policy Status

Password Swno Status

When you click an action, it displays a corresponding page on the right. The page typically contains
a special window called a portlet, which shows the details for that action. For example, the portlet
on the Organization Chart page looks like this:
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Figure 2-3 The Portlet on the Organization Chart Page

Org Chart o PR |

e Lookup
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The portlet title bar typically displays a set of buttons you can click to perform standard operations.
For example:

T S - M
Table 2-1 describes what these buttons do:

Table 2-1 Portlet Title-Bar Buttons and Their Functions

Button What It Does
? Displays help for the portlet
= Prints the contents of the portlet

- Minimizes the portlet

i Maximizes the portlet

If you see other buttons and aren’t sure what they do, hover your mouse pointer over them to display
descriptions.

2.4 ldentity Self-Service Actions You Can
Perform

Table 2-2 summarizes the actions that are available to you by default on the Identity Self-Service tab:

Introducing the Identity Self-Service Tab

35



Table 2-2 Actions Available Through the Identity Self-Service Tab

Category

Action

Description

Information Management

Organization Chart

Associations Report

My Profile

Directory Search

Displays the relationships among users and
groups in the form of an interactive
organizational chart.

For details, see Chapter 3, “Using the
Organization Chart,” on page 39.

Available to administrators. Displays
applications with which a user is
associated.

For details, see Chapter 4, “Using the
Associations Report,” on page 53.

Displays the details for your user account
and lets you work with that information.

For details, see Chapter 5, “Using My
Profile,” on page 57.

Lets you search for users or groups by
entering search criteria or by using
previously saved search criteria.

For details, see Chapter 6, “Using Directory
Search,” on page 71.
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Category

Action

Description

Password Management

Directory Management

Password Challenge
Response

Password Hint Definition

Change Password

Password Policy Status

Password Sync Status

Create User or Group

Lets you set or change your valid
responses to administrator-defined
challenge questions, and set or change
user-defined challenge questions and
responses.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Lets you set or change your password hint.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Lets you change (reset) your password,
according to the rules established by your
system administrator.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Displays information about the
effectiveness of your password
management.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Displays the status of password
synchronization for your associated
applications that synchronize with the
Identity Vault.

For details, see Chapter 7, “Performing
Password Management,” on page 91.

Available to administrators and authorized

users. Lets you create a new user or group.

For details, see Chapter 8, “Creating Users
or Groups,” on page 95.
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Using the Organization Chart

This section tells you how to use the Organization Chart page on the Identity Self-Service tab of the
| dentity Manager User Application. Topics include:

+ Section 3.1, “About the Organization Chart,” on page 39

* Section 3.2, “Navigating the Chart,” on page 42

+ Section 3.3, “Displaying Detailed Information,” on page 48

* Section 3.4, “Sending E-Mail from a Relationship Chart,” on page 49

NOTE: This section describes the default features of the Organization Chart page. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more general information about accessing and working with the I dentity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

3.1 About the Organization Chart

The Organization Chart page displays relationships. It can display relationships among managers,
employees, and user groupsin your business, and it can display other types of relationshipsthat your
administrator defines. Thedisplay isin the form of an organizational chart. In the chart, each person,
group, or other entity isrepresented in a format that resembles a business card. The business card
that isthe starting point or orientation point of the organization chart is the root card.

The organization chart is interactive. You can:

+ Select and display atype of relationship.

+ Set your preferred default type of relationship, such as manager-employee, user group, or
another that your administrator supplies.

+ Set the default placement of arelationship chart to the left or right of the root card.

+ Add up to two levels above the root card to the chart display.

+ Make another user the root of the chart.

+ Close (contract) or open (expand) a chart below a card.

+ Look up auser to display in the chart.

+ Display details (Profile page) for a selected user.

+ Send user details (in the form of alink) to someone by e-mail.

+ Send new e-mail to a selected user or to amanager’steam.
The following example introduces you to using Organization Chart. When you first display the
Organization Chart page, it shows your own manager-employee relationships. For example, Margo

MacKenzie (Marketing Director) logs in and sees the following default display of the Organization
Chart page:
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Figure 3-1 Default View at Login
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In her business card, Margo MacKenzie clicks Go Up a Level [+ to expand the chart to display her
manager:

Figure 3-2 Margo Clicks“ Go Up a Level” to Show Her Manager
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Frezident " Directar, hdarketing
z e (a1 et [+
CRENEY R
|Q!+ ‘!% - |illd~li| Allison Blake
| Sales Lead
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Margo then clicks Go Up a Level [+ in her manager’s card, to show her manager’s manager:
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Figure 3-3 Margo Clicks“ Go Up a Level” A Second Time to Show Her Manager’s Manager
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Margo then clicks Make This Entity the New Root in her own card. This makes her card the root

of the display again:

Figure 3-4 Margo Clicks“ Make This Entity the New Root” in Her Card
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3.2 Navigating the Chart

This section describes how to move around a relationship chart by:

+ Section 3.2.1, “Navigating to the Next Higher Level,” on page 42
Section 3.2.2, “ Resetting the Root of the Relationship,” on page 43
Section 3.2.3, “ Switching the Default Relationship,” on page 43
Section 3.2.4, “Expanding or Collapsing the Default Chart,” on page 44

*

*

*

*

Section 3.2.5, “ Choosing a Relationship to Expand or Collapse,” on page 45

*

Section 3.2.6, “Looking Up a User in Organization Chart,” on page 47

3.2.1 Navigating to the Next Higher Level

To navigate and expand to the next higher level in the relationship tree:

1 Click GoUpalLevel [+1inthe current top-level card.
For example, suppose that Margo clicks Go Up a Level in thisview:

Org Chart

“ Loaokup

* | ok | =

Margo MacKenzie
Drirector, Madeting

0. 2.8

Her view expands to include the level above her:

Ore Chart
B Lookup
Manager-Employee
+ ||Gd | = g FI' }II
[ ][] ] [+
Timothy Swan

Director, Madeting, Wice
President

Margo MacKenzie
T Directar, Mamketing

OBISHES [@]=.]a. ?

Go Up a Level isavailable only if the user in the card is assigned a manager. If thisfunctionis
not available to you, check with your administrator.

You can go up alevel twicefor acard.
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3.2.2 Resetting the Root of the Relationship

To reset the root of your view of the relationship chart:

1 Find the card of the user whom you want to the new root.
2 Click Make This Entity the New Root =+, or click the user’s name (the nameis alink) on that
card. The chosen card becomes the root of the organization chart.

For example, suppose Margo Mackenzie clicks Make This Entity the New Root in her own
card in this view:

Org Chart
s Lookup
Manager-Employee

+ || = g o

[ [ [E] [+~
Timothy Swan
Director, Maneting, Wice Margo MacKenzie
Fresident 7 Director, Manketing
REREY ERENEW é

Her card becomes the new root and is now at the top of her organization chart:

Org Chart
™ Lookup
Manager-Employee
[ | [ A | [ [ 4=
Allison Blake
_', .ﬂ_ﬁ_.‘_ .+/_  Creative Assistant

Margo MacKenzie . 'i«’ = %'

Liirector, Maneting

|| [ 4 || [+

[CHENEN -

Kevin Chester
~ Mamketing Assistant

3.2.3 Switching the Default Relationship

1 Click Switch to An Org Chart |5% | to change your default relationship.

2 Select the type of relationship to display. Your administrator can use relationships supplied by
Novell (see Table 3-1) and can also define customized relationships.
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Table 3-1 Types of Organization Chart Relationships Supplied by Novell

Type of Organizational Chart Description

Manager - employee Shows the reporting structure of managers and
subordinates.

User group Shows users and the groups in which they
participate.

Margo Mackenzie changes her default relationship display to User Groups:

Ore Chart
E Lookup

User groups

Eal= e

Margo Mackenzie

Director, Maketing _ Matketing

0. [=2./2.]

3.2.4 Expanding or Collapsing the Default Chart

The default relationship chart is Manager-Employee, unless you or your administrator setsit to
another type. To expand or collapse the default chart:

1 Find acard for which you want to expand or collapse the default relationship display.

2 Click the Expand/Collapse current relationship == toggle button.

The chart expands or collapses to display or hide the subsidiary cards that are related to your
chosen card. For example, the following two views show the Expand view and then the
Collapse view.
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Org Chart

e Lookup

Margo MacKenzie
Crirector, Maketing

[CHENES

Manager-Employee

Allison Blake
Creative Aszistant

[CHENEN

Org Chart
. Lookup

[+ e[+~

Margo Mackenzie
Crirector, Madeting

| [ o [+

Kevin Chester
Ml aneting Assistant

@.=.]&.

3.2.5 Choosing a Relationship to Expand or Collapse

1 ldentify acard whose relationships you want to view.
2 Click Choose relationship to Expand/Collapse ==+ in that card. A drop-down list opens.
3 Select ardationship and action from the drop-down list:
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Action

Description

Expand Manager-Employee

Select this option to open a Manager-Employee
chart. Available if the chart is closed.

Expand User Groups

Select this option to open User groups. Available
if User groups is closed.

Collapse Manager-Employee

Select this option to collapse the Manager-
Employee chart for a card. Available if the chart
is open.

Collapse User Groups

Select this option to collapse User Groups for a
card. Available if the chart is open.

Additional relationships are availablein the list if your administrator defines them.

In the following example, Margo MacK enzie clicks Choose relationship to Expand/Collapse and

selects Expand User groups:

Org Chart

ik

ek |

I L el [ o |

Where do you want to expand User groups?

| Totheleft | | TotheRight |

S
Director, Maketing vk 4
il g | [ [

Maneting Assistant

She then clicks To the Left and sees the following:
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Org Chart T8 _ O

“* Lookup
Manager-Employee
[ELE e
Allison Blake
User groups e [T Creative Assistant
Margo MacKenzie O =M
Marketing Director, hiaketing %
=] [ | 4| [ [+
| DB u|ens aeL s
Kevin Chester

7 Marketing Assistant

OCREREY

3.2.6 Looking Up a User in Organization Chart

You can look up auser in Organization Chart. This search isaquick way to find auser whoisnot in
your current view or relationship chart. The looked-up user becomes the new root in your view.
1 Click the Lookup link at the top left corner of the chart.
The Lookup page displays:

Object Lookup ?T 8 _ 0O

Search object list: [example: a%, Lar™, 1D, ™)

First Name “.‘%Search

2 Specify search criteria for the user you want:
2a Usethe drop-down list to select whether the search is by First Name or Last Name.
2b Inthetext box next to the drop-down, type all or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive.
You can optionally use the asterisk (*) asawildcard in your text to represent zero or more
of any character.

For instance, al of the following examples find the first name Chip:
Chip
chip
Cc
c*
*p
*h*
3 Click Search.
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The Lookup page displays your search results:

Object Lookup T E& _ O

Search object list: [example: a*, Lar%, 1D, ™r)

First Mame C| % Search

Select an object from the list:

First Hame Last Hame

Chris Black,

Cal Central

Chip Mano
1-53of3

If you see alist of usersthat includes the one you want, go to Step 4. Otherwise, go back to
Step 2.
You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.
The Lookup page closes and makes that user the new root in your view of the chart.

3.3 Displaying Detailed Information
You can display details (the Profile page) for a selected user in the chart:

1 Find the card of a user whose details you want to display.
2 Click Identity Actions| @ -/ on that card:
A drop-down list displays.

3 Click Show Info from the drop-down list. Additional options are listed if your administrator
defines them.

The Profile page displays, showing detailed information about your chosen user:
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Detail T _ 0

Kevin Chester

Z Edit: Uszer

._.-: ESend ldentity Info
'S4 .

&, EE Dizplay Organization Chart
First Mame: Kewin
Last Mame: Chester
Title: Marketing Assistant
Department: marketing
Region: Mortheast
Email: testi@novel. com
Manager: Margo Mackenzie
Telephone Number: [5EBE] BRE-1221

This page is similar to your own My Profile page on the |dentity Self-Service tab. However, as
you view details about another user, you might not be authorized to see some of the data or
perform some of the actions on the page. Consult your system administrator for assistance.

To learn about using the features of the Profile page, see Chapter 5, “Using My Profile,” on
page 57.
4 When you' re done with the Profile page, you can close its window.

3.4 Sending E-Mail from a Relationship Chart

This section describes:

* Section 3.4.1, “E-Mailing Information About a User in a Chart,” on page 49
+ Section 3.4.2, “ Sending New E-Mail to a User in the Chart,” on page 50
+ Section 3.4.3, “Sending E-Mail to a Manager’s Team,” on page 51

3.4.1 E-Mailing Information About a User in a Chart

1 Find the card of a user whose details you want to e-mail to someone.
2 Click thee-mail icon|= =| on the card:

A pop-up menu displays.
3 Select Email Info.

A new message is created in your default e-mail client. The following parts of the message are
aready filled in for you:

This part of the message Contains

Subject The text:

Identity Information for user-name
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This part of the message

Contains

Body

Greeting, message, link, and sender’s name.

The link (URL) is to the Profile page that displays
detailed information about your chosen user.

This link prompts the recipient to log in to the
Identity Manager User Application before it
displays any information. The recipient must
have appropriate authority to view or edit the
data.

To learn about using the features of the Profile
page, see Chapter 5, “Using My Profile,” on
page 57.

For example:

File Edit View Insert Format Security

2 = @ 9 @

Send Save Draft Attach Undo Redo

From: Rusty Robinson <rrobinson@testco.com=> : | Signature: MNone

To:

Subject: | ldentity information about Jack Miller

+0 Preformat s @ @ @ @ @

Hi,

Please click on the fellowing link

http://lecalhest: 8888/ I0DMErov/portal/portlet/RetaillRortler?urliype=t

Regards,

Rusty Robinscn

¥ B B & .

Cut Copy Paste Find

4k

to get a detailed preofile about

| 4

» Show Attachment Bar

4 Specify the recipients of the message (and any additional content that you want).

5 Send the message.

3.4.2 Sending New E-Mail to a Us

er in the Chart

1 Find the card of a user to whom you want to send e-mail.

2 Click the e-mail icon|=! =] on the card.
A pop-up menu displays.
3 Select New Email.
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A new message is created in your default e-mail client. The message is blank except for the To
list, which specifies your chosen user as arecipient.

4 Fill in the message contents.
5 Send the message.

3.4.3 Sending E-Mail to a Manager’s Team

1 Find the card of a user who manages a team to whom you want to send e-mail.
2 Click the e-mail icon|=! =| on the card:

A pop-up menu displays.
3 Select Email to team.

A new message is created in your default e-mail client. The message is blank except for the To
list, which specifies each immediate subordinate of your chosen user (manager) as a recipient.

File Edit View Insert Format Security

@ H © 9 e ¥ B B N

Send Save Draft Aftach Undo Redo Cut Copy Paste Find

-

From: Rusty Robinson <rrobinson@testco.com=> : Signature: None s

To: kkilpatrick(@testco.com, tswan@testco.com, apalani@novell.com, cnano@testco.com

Subject: || ‘

+0 Normal . @@@@@

¢ Show Attachment Bar

4 Fill in the message contents.
5 Send the message.
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Using the Associations Report

This section tells you how to use the Associations Report page on the I dentity Self-Servicetab of the
| dentity Manager User Application. Topicsinclude

+ Section 4.1, “ About the Associations Report,” on page 53
+ Section 4.2, “Displaying Associations,” on page 54

NOTE: This section describes the default features of the Associations Report page. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more general information about accessing and working with the I dentity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

4.1 About the Associations Report

As an administrator, you can use the Associations Report page to list or troubleshoot some of the
associations with which users have been provisioned. The application table shows:

+ Application or system names for which the user has an association in the DirXML-
Associations table in the Identity Vault. (The associations table is populated when the | dentity
Vault synchronizes a user account with a connected system through a policy or an entitlement.)

+ Theinstance of the association.
+ The status of the association. See Table 4-1 for status descriptions.

Table 4-1 Association Satus Table

Status Indicates

Processed A driver recognizes the user for the driver’s target application. Users might
want to check whether they need to issue a provisioning request for an
application or system that does not appear in their associations lists. Or, if an
application is in their lists but they cannot access it, users might want to check
with their application administrators to determine the problem.

Disabled The application is probably unavailable to the user.
Pending The association is waiting for something.

Manual A manual process is required to implement the association.
Migrate Migration is required.

ANY Miscellaneous kinds of status.

Not all provisioned resources are represented in the I dentity Vault.

Figure 4-1 on page 54 shows an example of the Associations Report page.
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Figure 4-1 The Associations Report Page

Information Management A

Oroanization Chart : Associations Report ? _ O
+ Associations Report 4, Lookup

Ny Profile

Directory Search

Password Management 2 Resolwing admin. ..

Pazzword Challenge Rezponze

Pazzword Hint Change Hame Instance State

Change Password Loopback Driver GroupEntitlementLoopback | Processed
Pazzword Policy Status

User Application Service

Password Sync Status Driver with workflows rshedde2lserdpplication | Processed

Directory hanagement 2

Create Uzer or Group

4.2 Displaying Associations

When you click Associations Report, the first associations shown are your own. To display another
user’s associations:

1 Onthe Identity Self-Service tab, under Information Management, click Associations Report.
2 Above the associations table, click Lookup.

3 Inthe Object Lookup window, select First Name or Last Name from the drop-down menu and
specify a search string. The Object Lookup window displays both First Name and Last Name.

COhject Lookup
Search ohject list: (example: a*, Lar®, 1D, *n

[Lastiame ~|[miller

‘% Search
Select an object fram the st
First Name Last Name
Jack Miller
1-10f1
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4 Select a name. The associations table displays associations for that name.
Associations Report ?T _ O

“ Lookup

Reszalving jmiller,..

Hame Instance State

Loopback Driver GroupEntitlementLoopback | Processed
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Using My Profile

This section tells you how to use the My Profile page on the I dentity Self-Service tab of the Identity
Manager User Application. Topics include:

¢ Section 5.1, “About My Profile,” on page 57
* Section 5.2, “Editing Your Information,” on page 58
¢ Section 5.3, “E-Mailing Your Information,” on page 63

*

Section 5.4, “Displaying Your Organization Chart,” on page 64

*

Section 5.5, “Linking to Other Users or Groups,” on page 65

NOTE: This section describes the default features of the My Profile page. You might encounter
some differences because of your job role, your level of authority, and customizations made for your
organization; consult your system administrator for details.

For more genera information about accessing and working with the I dentity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

5.1 About My Profile

You can use the My Profile page to display the details for your user account and to work with that
information, as needed. For example, here'swhat Kevin Chester (Marketing Assistant) seeswhen he
goes to the My Profile page:

Figure 5-1 My Profile Detail Page

Information Alanagement *
o Detail ?
Orgarization Chart (o = T

+ My Profile
V Edit Your Information
Cirectory Search Kevin Chester

Password Alanagement - @SEHU ldentity Info

Paszword Challenge Response = e

Pazswiord Hint Change

5 Edit Preferred Locale

Change Paszword

Pazsword Policy Status

Password Sync Status First Name: (=il
Last Mame: Chester
Title: Marketing Assistant
Department: marketing
Region: Mortheast
Email: test@novel,com
fhanager: targo Mackenzie

Telephone Number:

{BEE) EEE-1221
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If you want to change some of these details, you can edit your information (although it's up to the
system administrator to determine exactly what you are authorized to edit). For instance, suppose
Kevin Chester clicks Edit Your Information. He sees a page in which he can edit Profile information,
after his administrator gives him privileges to do so:

Figure 5-2 Edit Profile Page

Detail ?7a8_0
Edit: User
= indicates required.
Either this object is not editable or you do not have sufficient rights to modify it. Click the Return button to go back to 'view' mode.
Attribute Value
First Mame: Kewin
Last Mame: Chester
Title: tarketing Assistant
Department: marketing
Region: Northeast
Email: test@novel. com
Mhanager: targo Mackenzie
Group: tarketing
Telephone Mumber: (595) 555-1221
User Photo:

=

I'Eu

Back on the main (viewing) page, My Profile provides links for performing other useful actions on
your information. You can:

+ Send your details (in the form of alink) to someone by e-mail
Switch to displaying your organization chart instead of your details

*

*

If authorized, select another user or group in the organization chart whose details you want to
display

Click an e-mail address to send a message to that account

Specify alocale (language) for the instance of the User Application that you use.

*

*

5.2 Editing Your Information

My Profile provides an editing page that you can switch to when you want to make changes.

Some values might not be editable. Uneditable values appear on the editing page asread-only text or
aslinks. If you have questions about what you’ re authorized to edit, consult your system
administrator.

To edit your information:

1 Click the Edit Your Information link at the top of the My Profile page.

2 When the editing page displays, make your changes as needed. Use the editing buttonsin Table
5-1.

3 When you' re done editing, click Save Changes, then click Return.
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5.2.1 Hiding Information

Hiding a piece of your information hides it from everyone using the Identity Manager User
Application, except you and the system administrator.

1 Click the Edit Your Information link at the top of the My Profile page.
2 On the editing page, find an item that you want to hide.
3 Click Hide next to that item.

Hide might be disabled for some items. The system administrator can enabl e this feature for specific
items.

5.2.2 Using the Editing Buttons

Table 5-1 lists the editing buttons you can use to edit your profile details.

Table 5-1 Editing Buttons

Button What it does

Looks up a value to use in an entry

Displays a History list of values used in an entry
Adds another entry

¥ Displays all entries for the attribute

[%] Deletes an existing entry and its value

Lets you edit (specify and display) an image

NOTE: Add and delete groups in separate editing operations. If you remove and add groups in the
same editing operation, the deleted group name reappears when the + (add) button is clicked.

The following sections tell you more about using some of these editing buttons:

+ “Looking Up aUser” on page 59

+ “Looking Up aGroup” on page 61
+ “Using the History List” on page 62
+ “Editing an Image”’ on page 63

Looking Up a User

1 Click Lookup [&] to the right of an entry (for which you want to ook up a user).
The Lookup page displays:
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Object Lookup T E _ O

Search object list: (example: a%, Lar%, IO, *r)

First Name “;%Search

2 Specify search criteria for the user you want:
2a Usethe drop-down list to specify a search by First Name or Last Name.
2b Inthetext box next to the drop-down list, type al or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive.
You can optionally use the asterisk (*) asawildcard in your text to represent zero or more
of any character.

For instance, al of the following examples find the first name Chip:

Chip

chip

C

c*

*p

*h*

A manager lookup searches only for users who are managers.
3 Click Search.

The Lookup page displays your search results:

Object Lookup T E _ M

Search object list: (example: a%, Lar%, IO, *r)

First Mame % ||c “I‘:%Search

Select an object from the list:
First Hame Laszt Hame
Chip Mano

1-10of1

If you see alist of usersthat includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry on the
editing page.

60 User Application: User Guide



Looking Up a Group

1 Click Lookup [2] to the right of an entry (for which you want to look up a group).
The Lookup page displays:

Object Lookup ?T 8 - MO

Search object list: [example: 3%, Lar®, 1D, *r]

Dezcrption | “'% search

Select an object from the list:

Description

Accounting

Executive Management

Hurman Resources

Imprave Customer Service task force
Information Technology

Marketing

Sales

User details

1-80ofd

2 Specify search criteriafor the group you want:
2a Inthedrop-down list, your only choiceisto search by Description.
2b Inthetext box next to the drop-down list, type all or part of the description to search for.

The search finds every description that begins with the text you type. It is not case
sensitive. You can optionally use the asterisk (*) asawildcard in your text to represent
zero or more of any character.

For instance, al of the following examples find the description Marketing:

Marketing
marketing
m
m*
*g
* ok

3 Click Search.

The Lookup page displays your search results:
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Object Lookup

T8 _ 0O

Search object list: [example: a*, Lar%, 1D, ™r)

Dezcription IT||

Select an object from the list:

Description
Marketing

s tearch

1-10f1

If you see alist of groups that includes the one you want, go to Step 4. Otherwise, go back to

Step 2.

You can sort the search results in ascending or descending order by clicking the column

heading.

4 Select the group you want from the list.
The Lookup page closes and inserts the group into the appropriate entry on the editing page.

Using the History List

1 Click History [*# to the right of an entry (whose previous values you want to see).
The History list displays. Values appear in aphabetical order.

Previous Selections

warketing

Clear History ][ Cancel ]

Done

2 Do one of the following:

If you want to

Do this

Pick from the History list

Clear the History list

Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry on the editing page.

Click Clear History.

The History list closes and deletes its values for this entry. Clearing
the History list does not change the current value of the entry on
the editing page.
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Editing an Image
Editing your information might involve adding, replacing, or displaying an image:
1 Onthe editing page, click Display to display an image.

2 Click the plussignicon [#laca imsee to add an image. [Freniace or

If an image already exists, you can click the pencil icon Celete Imaze to replace or removeit.
3 Click that button to display the File Upload page:

Image Upload ? )

Upload a new image.

Browse...

[ SaveChanges | [ Cloze Window |

If thisitem already has an image, that image displays here.

4 To add an image or to replace the current one:
4a Click Browse and select an appropriate image file (such as a GIF or JPG).
4b Click Save Changes to upload the selected image file to the server.

5 Click Close Window to return to the editing page.

5.3 E-Mailing Your Information

The My Profile page enables e-mailing details as links:

1 Click the Send Identity Info link toward the top of the My Profile page.

A new message is created in your default e-mail client. The following parts of the message are
aready filled in for you:

This part of the message Contains

Subject The text:
Identity Information for your-user-id
Body A greeting, message, link, and your name.

The link (URL) is to the Profile page that displays detailed information
about you.

This link prompts the recipient to log in to the Identity Manager User
Application before it displays any information. The recipient must have
appropriate authority to view or edit the data.

For example:
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File Edit View Insert Format Security

B B ® 9 e ¥ B B O®

Send Save Draft Attach Undo Redo Cut Copy  Paste Find
Fram: Rusty Robinson <rrobinson@testco.com> : | Signature: None :
To:

Subject: |ldentity information about Jack Miller

+0 Preformat s @ @ @ @ @

Hi,

Please click con the folleowing link to get a detailed profile about |
htip://localbost 8888/ I0MErov/portal/porilet/Detallbortlet ?url Tyne=t

Regards,

Rusty Rchkinscn

|4

¢ Show Attachment Bar

2 Specify the recipients of the message (and any additional content that you want).
3 Send the message.

5.4 Displaying Your Organization Chart

To switch from My Profile to Organization Chart, click the Display Organization Chart link toward
the middle of the My Profile page.

Your organization chart displays. For example:
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Org Chart

= Logkup
Manager-Employee
o |4 | e [ +=
Allison Blake
| = [T Creative Assistant
Margo MacKenzie ON =M™

Director, Maketing

< .;%
e 2

E I e

Kevin Chester
" Maketing Assistant

li‘.-l = .aEa ]

To learn about using the features of this page, see Chapter 3, “Using the Organization Chart,” on
page 39.

5.5 Linking to Other Users or Groups

The Detail page of your profile caninclude linksto other users or groups. You can display the details
(Profile page) for any other user or group that islisted asalink in your details.

To display detailed information about another user or group:

1 Whileviewing or editing information on the My Profile page, look for links that refer to the
names of users or groups. Move your mouse cursor over text to reveal the underline that
indicates alink.

2 Click alink to display the details for that user or group (in a separate window).
3 When you’ re done with that detail window, you can closeit.
Here's ascenario that shows how someone might link to other user and group details. Timothy Swan

(Vice President of Marketing) logs in to the Identity Manager User Application and goes to the My
Profile page:
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Figure 5-3 The My Profile Page Shows Profile Details and Lists Profile Actions

Information Aanagement £

Organization Chart Detail

+ My Profile
f Edit vour Information

[irectory Search Timothy Swan

—— B seng Identity Info

Pazzword Ahanagement 3

Pazsword Challenge Responze = Display Grganization Chart

Pazsword Hint Chanze

Change Password @ Edit Preferred Locale

Pazzword Policy Status

Pazsword Sync Status First Mame: Timathy
Last Mame: S
Title: Director, Marketing, Wice President
Department: management
Region: Mortheast
Email: test@novel, com
Managzer: Terry Mellon
Telephone Mumber: {RRR) BRE-1204

He clicks Edit Your Information.
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Figure 5-4 The Edit Detail Page

Detail 78 .0

Edit: User

*- indicates required,

Attribute Value

First Mame:™ | Tirmothy |

Last Mame:* !5wan |

Title: E\iice President, Marketing i

Department: management

Region: Mortheast

Email: test@novell.com |

Mhanager: i_TEi}f hellan e I@ [%]

Group: | Exective Mz |
||Improve Customer Service task force @ |£|
|| Marketing
. [
Telephone Number: \(555) 555-1204 |

He notices user names (Terry Mellon) and group names (Executive Management, Marketing,
Improve Customer Service task force) that appear as links. He clicks Marketing and sees a new
window:

Figure 5-5 The Group Detail Page
Detail ?T 4 _ 0O
/Edit: Graup

'@ Send ldentity Info

& Dizplay Crzanization Chart

Marketing
Dezcrption: tarketing
Members: Timothy Swan, Margo Mackenzie, Kevin Chester, Allison Blake
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Thisisthe detailed information about the Marketing group. If he has permission, he can click Edit
Group and use the Edit Group page to add or remove members from the group, change the group
description, or even delete the group.

The names of the Marketing group’s members are also links. He clicks Allison Blake and sees:

Figure 5-6 The Group Detail Page Linksto Group Members' Profiles

Detail T & _ MO

Allison Blake

/ Edit: User

ESend Identity Info

s Dizplay Orzanization Chart

First Mame: Allison

Lazt Mame: Blake

Title: Creative dsziztant
Department: marketing
Region: Mortheast

Email: test@novel.com
Manager: Margo Mackenzie
Telephone Mumber: [5RR) BRE-1222

This isthe detailed information about user Allison Blake (one of his employees).

He can click Edit: User, and, if the system administrator has given him the ability to do so, edit this
user’s details (except the Department and Region attributes) or delete this user.

Allison's e-mail addressisalink. When he clicksit, his e-mail client creates a new message to her:
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Figure 5-7 E-Mail Message to User from User’s Profile Page

== Mail To: ablake @whateverco.com

File Edit Wiew Actions Tools Accounts  Window Help
Jil send 3¢ Cancel I@Mddress & .. | [ spell check E E’

Mail lSend Options ]

From: - |Tim0thy SHan el |
Ta: |ablake@whatevercc-.cc-m B |

Subject: ||

\Verdana ~llo~-l B r U @

& @ &

[
111
111
Tkl
I
Ak
I
U]
U]
Il

He can now type the message contents and send it.

5.6 Choosing a Preferred Language

You can select the local e (language) that you prefer to usein the Identity Manager User Application.
You can set the preferred locale at any timein My Profile.

1 Click Identity Self-Service > Information Management > My Profile > Edit Preferred Locale.
The Edit Preferred Local e page opens.

2 Add alocale by opening the Available Locales drop-down list, selecting alocale, and clicking
Add.

3 Changetheorder of preference by selecting alocale from the Localesin order of preference list
and choosing Move Up, Move Down, or Remove.

4 Click Save Changes.
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Edit Preferred Language '

User Chip Mano

Select your preferred languages (locales) for displaying pages in the Identity Manager User Application

Languages in order of preference

Move Up

Available Languages
| Select a locale to add... v [ Add |

[ Save Changes ][ Cloze ]

The Identity Manager User Application pages are displayed in one or more preferred languages
(locales) according to these rules:

1. TheUser Application useslocales defined in the User Application, according to the order in the
preferred-locale list.

2. If no preferred localeis defined for the User Application, the User Application uses the
preferred browser languagesin the order listed.

3. If no preferred localeis defined for the User Application or the browser, the User Application
default is used.

5.6.1 Defining a Preferred Language in the Browser

In Firefox*, add languages through Tools > General > Languages > Languages. Place your
preferred language at the top of the list. In Internet Explorer, set language through View > Encoding.
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Using Directory Search

This section tells you how to use the Directory Search page on the Identity Self-Service tab of the
| dentity Manager User Application. Topics include:

*

Section 6.1, “About Directory Search,” on page 71
Section 6.2, “Performing Basic Searches,” on page 74
Section 6.3, “Performing Advanced Searches,” on page 74
Section 6.4, “Working with Search Results,” on page 83
Section 6.5, “Using Saved Searches,” on page 89

*

*

*

*

NOTE: This section describes the default features of the Directory Search page. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more genera information about accessing and working with the I dentity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

6.1 About Directory Search

You can use the Directory Search page to search for users, groups, or teams by entering search
criteriaor by using previously saved search criteria.

For example, suppose Timothy Swan (Marketing Director) needs to search for information about
someone in his organization. He goes to the Directory Search page and sees this by default:

Figure 6-1 Directory Search Page

Information Management e
Organization Chart Scanchalist 8 _0O
vy Profile My Saved Searches, Click on a search to run it

RN Modify Remove Search Name

Pazzword Atanagement 3
Password Challengze Response @ Mew Search

Pazzword Hint Change
Change Paszword
Pazzword Policy Status

Pazzword Swnc Status

He doesn’t yet have any saved searches to select from, so he selects New Search.

There's a user he wants to contact whose first name begins with the letter C, but he can’t remember
the full name. He just needs to specify a basic search with this criterion:
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Figure 6-2 pecify a Search Criterion on the Search List Page

Search List

-
I
I

a

Basic Search.

Search for i User |

—

Item Category Expression Search Term

I First Mame w |I starts with _v_| IC

| My Saved ;
B B 4| Advanced Search

Learches

The search results display, enabling Timothy to examine and work with his requested information.
By default, Identity tab information is displayed:

Figure 6-3 Search Results

Search List

-
[
|

a

SZearch Results, Use the tabs below for different views of vour result set,

User: [Firzt Mame startz with C)
Sorted by: Lazt Name
Total Matches: 5

Identity Location Organization

First Name Last Hame Title Email Telephone Humber

Chris Black, Sales Director, Black B4 [555] 555-1338

Cal Central WP, Morth American Sales B4 [555]) 555-1209

Chip Mano Chief Information COfficer | [555] BR5-1222
1-30f3

@ My Saved searches @ Lawe Search @ Export Results @ Rewize Search @ Mew Search

Timothy clicks the Organization tab in the search results to get another view of the information. He
recalls that the person he seeks works for Kip Kéller, so that narrows it down to Cal Central:
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Figure 6-4 Use Tabsto Change Views of Search Results

Search List T & _ 0O

Search Results, Use the tabs below for different views of your resulf set,

User: (First Rame starts with C)

Sorted by: Department

Total Matches: 3

Identity Location Orzanization

First Mame Last Hame Title Department Manager Email
Chip Mano Chief Information Officer rmanagement  Jack Milzr g
Chris Black Sales Director, Black sales Jay West £
Cal Central WP, North American Sales sales Kip Keller  F4

1-3o0f3

@ My Saved Searches |E Sawve Search @ Export Results @ Rewize Search E] Mew Search

In addition to the tabs for different views, the search results page provides links and buttons for
performing actions on itsinformation. You can:

+ Sort the rows of information by clicking the column headings

Display details (Profile page) for auser or group by clicking its row
Send new e-mail to a user by clicking the e-mail icon in that user’s row
Save the search for future reuse

*

*

*

*

Export the results to atext file
+ Revise the search by changing its criteria

When generating search results, you might sometimes need more than a basic search to describe the
information you want. You can use an advanced search to specify complex criteria.

If there's an advanced search that you might need to perform again, you can retain it as a saved
search. Saved searches are even handy for basic searches that you run frequently. For instance,
Timothy Swan has added a couple of saved searches that he often uses:

Figure 6-5 Saved Searches, on the Search List Page

Search List ? &8 _ MO

My Saved Searches, Click on a search to run it.

Modify Remove Search Mame
# et X Delete warketing
P X Delete Search on B
# Edit X Delete search a

@ Mew Search
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6.2 Performing Basic Searches

1 Gotothe Directory Search page and click New Search. The Basic Search page displays by
default:

Search List T d_ 0

Basic Search,

Search for: User |
Item Category Expression Search Term

| First Mame || starts with b

£ My Saved —
|@ AR '..@' #idvanced Search
searches

2 Inthe Search for drop-down list, specify the type of information to find by selecting Group or
User.

3 Inthe Item Category drop-down list, select an attribute to search on. For example:
Last Name
Thelist of available attributes is determined by what you’ re searching for (users or groups).

4 Inthe Expression drop-down list, select acomparison operation to perform against your chosen
attribute. For example:

equals
For more information, see Section 6.3.1, “ Selecting an Expression,” on page 77.

5 Inthe Search Term entry box, specify avalue to compare against your chosen attribute. For
example:

Smith

For more information, see Section 6.3.2, “ Specifying a Value for Your Comparison,” on
page 78.
6 Click Search.

Your search results display.
To learn about what to do next, see Section 6.4, “Working with Search Results,” on page 83.

6.3 Performing Advanced Searches

If you need to specify multiple criteriawhen searching for users or groups, you can use an advanced
search. For example:

Last Name equals Smith AND Title contains Rep

If you specify multiple criteria groupings (to control the order in which criteriaare evaluated), you'll
use the same logical operations to connect them. For example, to perform an advanced search with
the following criteria (two criteria groupings connected by an or):
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(Last Name equals Smith AND Title contains Rep) OR (First Name starts with k
AND Department equals Sales)

specify the following shown in Figure 6-6 on page 75:

Figure 6-6 Specifying an Advanced Search on the Search List Page

Search List T & _ O
Advanced Search, Specify one or more criteria for your search.
Search for: i User  » |
With thiz criteria:
Operator Item Category Expression Search Term Add/Remoave Criteria
| Lazt Mame ~ | equals ~ |Smith |
[and 3 | | Title v | | contains ~ |REI3

Remowe Criteria Grouping

PSS S VLY.

|DI’ W

With thiz critera:

Operator Item Category Expression Search Term Add/Remove Criteria
First Mame ~ | starts with e |k | [+]%]
! and W | Department w | equals w |53les | [+]]

7
Remowe Criteria Grouping

Add Criteria Grouping,

@ My Saved Searches { Bazic Search

The result of this search is shown in Figure 6-7 on page 75.

Figure 6-7 Result of Advanced Search

Search List T8 O

Search Results. Use the tabs below for different views of vour result set

User: (Last Mame equals Smith and Title contains Rep) -or- (First Mame starts with k and Department equals Sales)
Sorted by: Department
Total Matches: &

Identity Location
First Hame Last Hame Title Department Manager Email
Jane smith HE, Representative hir Renee Resource [ |
Kate smith Sales Representative zales Sally South |
Ken Carsan Account Executive zales Med Marth 4
kewin Chang Account Executive sales Med Maorth |
Kip Keller WP, Morth American Sales sales Kelly Kilpatrick. |

1-5afb

@ My Sawed Searches E] Save Search @ Export Results @ Rewize Search E Mew Search
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To perform an advanced search:

1 Gotothe Directory Search page and click New Search. The Basic Search page displays by
default.

2 Click Advanced Search. The Advanced Search page displays:
Search List P[]
Advanced Search. Specify one or more criteria for your search.

Search for | User v

Wiith this criteria;

ltem Category Expression Search Term ~ Add/Remove Criteria
First Name v| [ starts with ¥ |
Add Criteria Grouping
|w Wy e _E' Basic Search
Searches

3 Inthe Search for drop-down list, specify the type of information to find by selecting one of the
following:

+ Group
+ User
You can now fill in the With this criteria section.
4 Specify acriterion of a criteria grouping:
4a Usethe Item Category drop-down list to select an attribute to search on. For example:
Last Name

Thelist of available attributes is determined by what you’ re searching for (users or
groups).

4b Use the Expression drop-down list to select a comparison operation to perform against
your chosen attribute. For example:

equals
For more information, see Section 6.3.1, “ Selecting an Expression,” on page 77.

4c Usethe Search Termentry to specify avalue to compare against your chosen attribute. For
example:

Smith

For more information, see Section 6.3.2, “ Specifying a Value for Your Comparison,” on
page 78.

5 If you want to specify another criterion of acriteria grouping:
5a Click Add Criteria on the right side of the criteria grouping:
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5b Ontheleft side of the new criterion, use the Criteria Logical Operator drop-down list to
connect this criterion with the preceding one; select either and or or. You can use only one
of the two types of logical operator within any one criteria grouping.

5¢ Repeat this procedure, starting with Step 4.
To delete a criterion, click Remove Criteria to its right: [%]
6 If you want to specify another criteria grouping:
6a Click Add Criteria Grouping:

Add Criteria Grouping

6b Above the new criteriagrouping, use the Criteria Grouping Logical Operator drop-down
list to connect this grouping with the preceding one; select either and or or.

6¢ Repeat this procedure, starting with Step 4.

To delete a criteria arouning, click Remove Criteria Grouping directly above
it: {7 Remave Criteria Grouping

7 Click Search.
Your search results display.
To learn about what to do next, see Section 6.4, “Working with Search Results,” on page 83.

6.3.1 Selecting an Expression
Click Expression to select acomparison criterion for your search. Thelist of comparison (relational)

operations available to you in acriterion is determined by the type of attribute specified in that
criterion:

Table 6-1 Comparison Operations for Searching

If the attribute is a You can select one of these comparison operations

String (text) + starts with
+ contains
+ equals
* ends with
* is present
+ does not start with
+ does not contain
+ does not equal
* does not end with

+ is not present

String (text) with a predetermined list of choices + equals

User or group (or other object identified by DN) ¢ is present

* does not equal
Boolean (true or false)

+ is not present
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If the attribute is a

You can select one of these comparison operations

User (item category: Manager, Group, or Direct
Reports)

+ equals
* is present
* does not equal

+ is not present

Group (item category: Members)

+ equals
* is present
* does not equal

+ is not present

Time (in date-time or date-only format)

Number (integer)

+ equals

+ greater than

* greater than or equal to
+ less than

* less than or equal to

* is present

+ does not equal

+ not greater than

+ not greater than or equal to
* not less than

+ not less than or equal to

* is not present

6.3.2 Specifying a Value for Your Comparison

The type of attribute specified in a criterion aso determines how you specify the value for a

comparison in that criterion:

Table 6-2 Method of Entering Comparison Value

If the attribute is a

You do this to specify the value

String (text)

String (text) with a predetermined list of choices

User or group (or other object identified by DN)

Time (in date-time or date-only format)

Number (integer)

Type your text in the text box that displays on the
right.

Select a choice from the drop-down list that
displays on the right.

Use the Lookup, History, and Reset buttons that
display on the right.

Use the Calendar and Reset buttons that display on
the right.

Type your number in the text box that displays on
the right.
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If the attribute is a You do this to specify the value

Boolean (true or false) Type true or false in the text box that displays
on the right.

Don't specify avalue when the comparison operation is one of the following:
+ ispresent
+ isnot present

Case in Text

Text searches are not case sensitive. You'll get the same results no matter which case you usein your
value. For example, these are all equivalent:

McDonald
mcdonald

MCDONALD

Wildcards in Text

You can optionally use the asterisk (*) as awildcard in your text to represent zero or more of any
character. For example:

Mc*
*Donald
*Don*

McD*d

Using the Lookup, History, and Reset Buttons

Some search criteria display Lookup, History, and Reset buttons. This section describes how to use
these buttons:

Table 6-3 Lookup, History, and Reset Buttonsin Search Criteria

Button What It Does

Looks up a value to use for a comparison

Displays a History list of values used for a comparison
E Resets the value for a comparison

To look up a user:

1 Click Lookup to the right of an entry (for which you want to look up the user):
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The Lookup page displays:

Object Lookup ?T 8 _ A0

*

search object list: [example: a%, Lar®, 1D, *r]

Fir‘St NaITlE W | %Search

2 Specify search criteriafor the user you want:
2a Usethe drop-down list to select a search by First Name or Last Name.
2b Inthe text box next to the drop-down list, type al or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive.
You can optionally use the asterisk (*) asawildcard in your text to represent zero or more
of any character.

For instance, al of the following examples finds the first name Chip:

Chip
chip
c

c*
*p
*h*

3 Click Search.
The Lookup page displays your search results:

Object Lookup T _ O

Search object list: [example: a*, Lar®, 1D, ™r)

First Mame » |[*h* 4 caarch

Select an object from the list:

First Hame Last Mame

Anthony Palani

Chip Mano

Chris Black

Josh Kelley

Timothy Swan
1-Eof &

If you see alist of usersthat includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
headings.
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4 Select the user you want from the list.

The Lookup page closes and inserts the name of that user into the appropriate entry asthe value
to use for your comparison.

To look up agroup as a search criterion for a user:
1 Add Group as a search criterion, then click Lookup [ to the right of the Search Termfield:
Search List = T |
Advanced Search. Specify one or maore criteria for your search.

Search for User |w

With this criteria:

Operator Item Category Expression Search Term Add/Remove Criteria
First Name w | | starts with s | [+]x]
| and % : equals v [+]x]

Add Criteria Grouping

@ My Saved Searches .E Bazic Search

The Lookup page displays search results:

Object Lookup e Bl

Search object list: (example: a%, Lar%, IO, *r)

Description || % Search

Select an object from the list:
Description

Accounting

Executive Management

Human Resources

Improve Customer Service tazk force
Information Technology

Marketing

Sales

1-7of7

2 Specify search criteriafor the group you want:
2a Inthedrop-down list, your only choiceis to search by Description.
2b Inthe text box next to the drop-down list, type all or part of the description to search for.

The search finds every description that begins with the text you type. It is not case
sensitive. You can optionally use the asterisk (*) asawildcard in your text to represent
zero or more of any character.
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For instance, al of the following examples find the description Marketing:

Marketing
marketing
m
m*
*g
*k

3 Click Search.

The Lookup page displays your search results:

Object Lookup T E _ O

Search object list: (example: a%, Lar%, IO, *r)

Dezcription * ||m “%Search

Select an object from the list:

Description
tarketing

1-10f1

If you see alist of groups that includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
heading.

4 Select the group you want from the list.

The Lookup page closes and inserts the description of that group into the appropriate entry as
the value to use for your comparison.

To use the History list:

1 Click History [*# to the right of an entry (whose previous values you want to see):
The History list displays previous values for this criterion in alphabetical order:

82 User Application: User Guide



Previous Selections
Improve Cuztomer Service tazk force
Marketing

Sales

Clear History ” Cancel ]

) History - Mozilla. ... g@g|
P

W
4 *
Done
2 Do one of the following:
If you want to Do this

Pick from the History list

Clear the History list

Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry as the value to use for your comparison.

Click Clear History.

The History list closes and deletes its values for this entry.
Clearing the History list does not change the current value of the
entry in your comparison.

6.4 Working with Search Results

This section tells you how to work with the results that display after a successful search:

+ Section 6.4.1, “About Search Results,” on page 83
+ Section 6.4.2, “Using the Search List,” on page 85
+ Section 6.4.3, “Other Actions You Can Perform,” on page 86

6.4.1 About Search Results

The content of your search results depends on the type of search you perform:

+ “For aUser Search” on page 84

+ “For aGroup Search” on page 84

On any search results page, you can select

+ View My Saved Searches
+ Save Search
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+ Revise Search
+ Export Results
+ Start aNew Search

For a User Search

In the results of a user search, the list of users provides tabs for three views of the information:

+ |dentity (contact information)
+ Location (geographical information)
+ Organization (organizational information)

Figure 6-8 User Search Results
Search List
Search Results

Use the tabs below for different wiews of your result set,

User: (Group equals Marketing or Group equals Sales )
Sorted by: Last Mame
Total Matches: 22

ldentity Location OJrganization

First Name Last Mame Title Email Telephone Number
Bill Bender Technical Account Manager B4 (55A) BAA-1320
Chris Black Sales Director, Black [ (R6AR) BAA-1338
Allizon Blake Creative Assistant 4 (B5A) hhh-1222
Jane Brown Technical Account Manager [ (B55) BBE-1316
Bill Burke Sales Manager, Central [ (555) BA5-1210
Ken Carsan fzcount Executive B4 (65A) BAA-1316
Ricardo Castro WP, Latin Amercan Sales [ (555) BA5-1206
Cal Central WP, Morth American Sales B4 (55A) BAA-1209
Kewin Chang Account Executive [ (R5AR) BAA-1212
Kewin Chester Marketing Azsistant B4 (B5A) BAE-1221
1-100f 22 N; L::
@ My Sawed Searches IE Sawe Search @ Export Results @ Revise Search E Mew Search

For a Group Search

The results of a group search provide only the Organization view of the information:
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Figure 6-9 Group Search Results

Search List T 4 _ 0O

Search Results. Use the tabs below for different wiews of your result sef.

Group: (Description iz present)
Sorted by: Description
Total Matches: 5

Crrganization

Description

Accounting

Executive Management

Human Resources

Improve Customer Service task force
Information Technology

tharketing

Mew group

Sales

1-8ofd

@ My Saved Searches lE' Sawve Search @ Export Results @ Rewize Search E Mew Search

6.4.2 Using the Search List

You can do the following with the list of rows that displays to represent your results:

+ “To Switch to a Another View” on page 85

+ “To Sort the Rows of Information” on page 85

+ “To Display Details for aUser or Group” on page 85

+ “To Send E-Mail to aUser in the Search List” on page 86

To Switch to a Another View

1 Click thetab for the view you want to display.

To Sort the Rows of Information

1 Click the heading of the column that you want to sort.
Theinitial sort isin ascending order.

2 You can toggle between ascending and descending order by clicking the column heading again
(as often asyou like).

To Display Details for a User or Group

1 Click therow for the user or group whose details you want to see (but don't click directly on an
e-mail icon unless you want to send a message instead).

The Profile page displays, showing detailed information about your chosen user or group:
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Detail T4 _ O

Kevin Chester
/ Edit: Uzer

ESend Identity Info

2 Dizplay Organization Chart

First Name: Kewin

Last Mame: Chester

Title: Marketing Assistant
Department: marketing

Region: Mortheast

Email: testi@novel com
Manager: Marzo Mackenzie

Telephone Mumber: [B5E) BRE-1221

Thispageisjust like the My Profile page on the | dentity Self-Service tab. The only differenceis
that, when you are viewing details about another user or group (instead of yourself), you might
not be authorized to see some of the data or perform some of the actions on the page. Consult
your system administrator for assistance.

To learn about using the features of the Profile page, see Chapter 5, “Using My Profile,” on
page 57.
2 When you’ re done with the Profile page, you can close its window.

To Send E-Mail to a User in the Search List
1 Find the row of auser to whom you want to send e-mail.

2 Click Send E-Mail &4 in that user’s row:

A new messageis created in your default e-mail client. The message is blank except for the To
list, which specifies your chosen user as a recipient.

3 Fill in the message contents.
4 Send the message.

6.4.3 Other Actions You Can Perform

While displaying search results, you can also:

+ “Savea Search” on page 87
+ “Export Search Results” on page 87
+ “Revise Search Criteria’ on page 88
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Save a Search
To save the current set of search criteriafor future reuse:

1 Click Save Search (at the bottom of the page).
2 When prompted, specify aname for this search.

If you' re viewing the results of an existing saved search, that search name displays as the
default. This enables you to update a saved search with any criteria changes you' ve made.

Otherwise, if you type a search name that conflicts with the name of an existing saved search, a
version number is automatically added to the end of the name when your new search is saved.

3 Click OK to save the search.
The Search List page displays alist of My Saved Searches.

To learn more about working with saved searches, see Section 6.5, “Using Saved Searches,” on
page 89.

Export Search Results
To export search resultsto atext file:

1 Click Export Results (at the bottom of the page).
The Export page displays:
Export Portlet s P
Chooze to wiew the data on screen, or export it Select a format and click the button to proceed. Cloze the window when you are finished,

Mode Format

() wiew on screen CSv B Dizplay
O Export to disk

First Name Last Hame Region Email Telephone Number
Bill, Burke, cn-loc, test@novell.com, [555] 555-1210
Bill, Bender, Mortheast, test@novell.com, [555] 555-1320
Bob, Jenner, Mortheast, test@novell.com, [555] 555-1314
Brad, Jones, Mortheast, test@novell.com, [555] 555-1313
Bill, Brown, Mortheast, test@novell.com, [555]) 555-1225

By default, View on screen is selected, and CSV is chosen in the format drop-down list.
Consequently, the Export page shows your current search resultsin CSV (Comma Separated
Value) format.

2 |If you want to see what those search results look like in Tab Delimited format instead, select
Tab Delimited in the drop-down list, then click Continue.

3 When you're ready to export your current search resultsto atext file, select Export to disk.
The Export page displays:
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Export Portlet N |

Choose to wiew the data on screen, or export it, Select a format and click the button
to proceed. Close the window when you are finizhed.

Mode Format
O view on soreen | Tab Defimited »
O Export to disk
Cloze "Window

4 Usethe Format drop-down list to select an export format for the search results:

Export Format Default Name of Generated File
Csv SearchListResult.date.time.csv
For example:

SearchlListResult.27-Sep-05.11.21.47.csv
Tab Delimited SearchListResult.date.time.txt

For example:

SearchlListResult.27-Sep-05.11.20.51.txt
XML (available if you are SearchListResult.date.time.xml
exporting to disk)

For example:

SearchlListResult.27-Sep-05.11.22.51.xml

5 Click Export.
6 When prompted, specify where to save the file of exported search resuilts.
7 When you' re finished exporting, click Close Window.

Revise Search Criteria

1 Click Revise Search (at the bottom of the page).
This returns you to your previous search page to edit your search criteria.

2 Make your revisions to the search criteria according to the instructions in these sections:

+ Section 6.2, “Performing Basic Searches,” on page 74
+ Section 6.3, “Performing Advanced Searches,” on page 74
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6.5 Using Saved Searches

When you go to Directory Search, the My Saved Searches page displays by default. This section
describes what you can do with saved searches:

+ Section 6.5.1, “To List Saved Searches,” on page 89
+ Section 6.5.2, “To Run a Saved Search,” on page 89
+ Section 6.5.3, “To Edit a Saved Search,” on page 89
+ Section 6.5.4, “To Delete a Saved Search,” on page 90

6.5.1 To List Saved Searches

1 Click the My Saved Searches button at the bottom of a Directory Search page. The My Saved
Searches page displays. Figure 6-10 on page 89 shows an example.

Figure 6-10 The My Saved Searches Page
Search List =

My Saved Searches. Click on a search to run it

Madify Remove Search Name
& Eait X Delete tarketing

Z Edit X Delete Search on B
# Edit X pelete search a

@ Mew Search

6.5.2 To Run a Saved Search

1 Inthe My Saved Searcheslist, find a saved search that you want to perform.
2 Click the name of the saved search (or click the beginning of that row).
Your search results display.
To learn about what to do next, see Section 6.4, “Working with Search Results,” on page 83.

6.5.3 To Edit a Saved Search

1 Inthe My Saved Searcheslist, find a saved search that you want to revise.
2 Click Edit in the row for that saved search.
This takes you to the search page to edit the search criteria.
3 Make your revisions to the search criteria according to the instructions in these sections:
+ Section 6.2, “Performing Basic Searches,” on page 74
+ Section 6.3, “Performing Advanced Searches,” on page 74

4 To save your changes to the search, see Section 6.4, “Working with Search Results,” on
page 83.
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6.5.4 To Delete a Saved Search

1 Inthe My Saved Searcheslist, find a saved search that you want to delete.
2 Click Deletein the row for that saved search.
3 When prompted, click OK to confirm the deletion.
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Performing Password
Management

This section tells you how to use the Password M anagement pages on the | dentity Self-Service tab of
the Identity Manager User Application. Topics include:

¢ Section 7.1, “About Password Management,” on page 91
+ Section 7.2, “Password Challenge Response,” on page 92

*

Section 7.3, “Password Hint Change,” on page 92

*

Section 7.4, “ Change Password,” on page 93
Section 7.5, “Password Policy Status,” on page 94
Section 7.6, “ Password Sync Status,” on page 94

*

*

NOTE: This section describes the default features of the Password Management pages. You might
encounter some differences because of your job role, your level of authority, and customizations
made for your organization; consult your system administrator for details.

For more general information about accessing and working with the I dentity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

7.1 About Password Management

You can use the Password Management pages to do any of the functions listed in Table 7-1:

Table 7-1 Password Management Functions

This Password Management page Enables you to

Password Challenge Response Set or change either of the following:

* Your valid responses to administrator-defined challenge
guestions

+ User-defined challenge questions and responses

Password Hint Change Set or change your password hint

Change Password Change (reset) your password, according to the rules
established by your system administrator

Password Policy Status Review your password policy requirements.

Password Sync Status Display the status of synchronization of application passwords
with the Identity Vault

NOTE: Accessing applications prior to completion of
synchronization causes application access issues.
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7.2 Password Challenge Response

Challenge questions are used to verify your identity during login when you have forgotten your
password. If the system administrator has set up a password policy that enables this feature for you,
you can use the Password Challenge Response page to:
+ Specify responses that are valid for you when answering administrator-defined questions
+ Specify your own questions and the valid responses for them (if your password policy enables
this)
To use the Password Challenge Response page:
1 Onthe Identity Self-Servicetab, click Password Challenge Response in the menu (under
Password Management).
The Password Challenge Response page displays. For example:

i 2 Novell.ldenﬁw Manager

Wekcms Aseon

L Admin Defined Challenge Guesiions Usn Slamed Fespanse T

ord Challenge Omation: Wil i oot sthers makien rere 1 Hespanes: | maiden

aniGe Question: What ba your User 1D

Response, | redred

Question: [ Whats your o mode|? Resporme: | tovotal

2 Type an appropriate response in each Response text box (they are all required), or use your
previously stored response. When Use Sored Response is selected, the challenge answers,
including the labels, are not shown. In addition, user-defined challenge questions are disabled.

Make sure you specify responses that you can remember later.

3 Specify or change any user-defined questions that are required. You may not use the same
guestion more than once.

4 Click Submit.

After you save the challenge responses, the User Application displays amessage indicating that
the challenge responses were saved successfully and displays the challenge response screen
again with "Use Stored Response?" selected.

7.3 Password Hint Change

A password hint is used during login to help you remember your password when you have forgotten
it. Use the Password Hint Change page to set or change your password hint.

1 Onthe Identity Self-Service tab, click Password Hint Change in the menu (under Password
Management).

The Password Hint Definition page displays:

User Application: User Guide



Q Novell Identity Manager N

Rl venomemrs gty
n
Define Password Hint

2 Typethe new text for your hint.

Your password cannot appear within the hint text.

3 Click Submit.

The status of your request displays.

7.4 Change Password

You can use this page whenever you need to change your password (providing that the system
administrator has enabled you to do so).

1

oo O~ WD

On the I dentity Self-Service tab, click Change Password in the menu (under Password
Management).

The Change Password page displays. If the system administrator has set up a password policy
for you, the Change Password page typically provides information about how to specify a
password that meets the policy’s requirements. For example:

g Novell. identity Manager

-

Your passward must have the follawing properties:

= Minimum number of characters In password: 4
. i d: 12

mbor of ch inp 2

You may use numbers In your password.
The passward Is case senslthe.

ord You may use speclal characters in your password.
Hint ]

Ok pasaword: |9

N paeewort: 980808
Fistype password @ s e sl ]

Eutent

If no password policy applies, you'll see the basic Change Password page, which simply
provides fields for changing your password.

Type your current password in the Old password text box.

Type your new password in the New password text box.

Type your new password again in the Retype password text box.
Click Submit.

You might be prompted to supply a password hint, if your administrator configured your
security policy to do so. If so, see Section 7.3, “Password Hint Change,” on page 92.

The status of your request is displayed.
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7.5 Password Policy Status

You are assigned a password policy by your administrator. The policy determines the security
measures associated with your password. You can check your password policy requirements as
follows:

1 Onthe Identity Self-Service tab, click Password Policy Satus in the menu (under Password
Management).
The Password Policy Satus page displays. For example:

Password Policy Status

Your Password Policy Status

Password currsnt with policy requireme nts: Valid
Security Ghallenge Fesponse Status: valid
Hint valid: Valid

Refresh

Items labeled invalid are items that you cannot change.

7.6 Password Sync Status

Use the Password Sync Status page to determine if your password has been synchronized across
applications. Access another application only after your password has synchronized. Accessing
applications prior to completion of synchronization causes application access issues.

1 Onthe Identity Self-Service tab, click Password Sync Satusin the menu (under Password
Management).
The Password Sync Satus page displays. Full-color icons indicate applications for which the
password is synchronized. Dimmed icons indicate applications that are not yet synchronized.
For example:

g Novell. dentity Manager N

Warcone Appication AdmaEiac .’:‘i:iﬁ"n Wik Das hboard Administration Logaut  Help

Check Password Synchronization Status

Select User: v WA | cimck Sync suan

eDirectory Active Directory

NOTE: Only the administrator can see the Select User box.
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Creating Users or Groups

This section tells you how to use the Create User or Group page on the I dentity Self-Service tab of
the Identity Manager User Application. Topics include:

+ Section 8.1, “About Creating Users or Groups,” on page 95

+ Section 8.2, “Creating a User,” on page 95

+ Section 8.3, “Creating a Group,” on page 97

+ Section 8.4, “Using the Editing Buttons,” on page 99

For general information about accessing and working with the Identity Self-Service tab, see
Chapter 2, “Introducing the Identity Self-Service Tab,” on page 33.

8.1 About Creating Users or Groups

System administrators can use the Create User or Group page to create users and groups. The system
administrator can give others (typicaly, selected people in administration or management positions)
access to this page.

You might encounter some differences from functions documented in this section because of your
job role, your level of authority, and customizations made for your organization. Consult your
system administrator for details.

Details on enabling access to the Create User or Group page are in the “Page Administration”
section of the Identity Manager User Application: Administration Guide (http://www.novell.com/
documentation/idm401/index.html). To enable access, open iManager, add the user as a Trustee, and
add the Assigned Right called Create to the Trustee.

To check which users or groups already exist, use the Directory Search page. See Chapter 6, “Using
Directory Search,” on page 71.

8.2 Creating a User
1 Onthe ldentity Self-Servicetab, click Create User or Group in the menu (under Directory
Management, if displayed).
The Select an object to create panel displays.
2 Usethe Object type drop-down list to select User, then click Continue.
The User - Set Attributes panel displays:
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http://www.novell.com/documentation/idm401/index.html

Create

LA
User - Set Attributes
* - indicates required,
User 1d:*
Container®
First Mame:* -
Lazt Mame:™® _
Title: |[*]
Department: .
Region: .
Email: _
Manager: A E
Telephone Mumber: _
k= =
Back Continue
3 Specify values for the following required attributes:
Attribute What to Specify
User ID The username for this new user.
Container An organizational unit in the Identity Vault under which you want the

new user stored (such as an OU named users). For example:
ou=users, ou=MyUnit, o=MyOrg

To learn about using the buttons provided to specify a container, see
Section 8.4, “Using the Editing Buttons,” on page 99.

You won't be prompted for Container if the system administrator has
established a default create container for this type of object.

First Name First name of the user.

Last Name Last name of the user.

4 Specify optional details about this new user, such as Title, Department, Region, E-mail,
Manager, or Telephone Number.

To learn about using the buttons provided to specify values for certain attributes, see
Section 8.2, “ Creating a User,” on page 95.

5 Click Continue.
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The Create Password panel displays:

Create " AR |
Create Password

Pazzword @

Confirm Passmard

= =

Back Continueg

If apassword policy isin effect for the target container, this panel provides information about
how to specify a password that meets the policy’s requirements. The password is aso validated
against that policy.

6 Typeapassword for the new user in the Password and Confirm Password text boxes, then click
Continue.

This sets the new user’sinitial password. When that user first logsin, the Identity Manager
User Application prompts the user to change this password.

The user and password are created, then the Review panel displays to summarize the result:

Create o AR |

Review

Object Created ! Fred, Quimbey
Pazsword Created @ true

-

Create dnother

The Review panel provides optional links that you might find handy:

+ Click the new user’s nameto display the Profile page of detailed information for this user.
From the Profile page, you can edit the user’s details to make changes or delete the user.

+ Click Create Another to return to the initial panel of the Create User or Group page

8.3 Creating a Group
1 Onthe Identity Self-Servicetab, click Create User or Group in the menu (under Directory
Management, if displayed).
The Select an object to create panel displays.
2 Usethe Object type drop-down list to select Group, then click Continue.
The Set attributes for this Group panel displays:
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Create

-

Group - Set Attributes
* - indicates required,

Group |d™*

Container®

Dezcription:™

4= =

Back Continue

3 Specify values for the following required attributes:

Attribute What to Specify

Group ID The group name for this new group.

Container An organizational unit in the identity vault under which you want the new

group stored (such as an OU named groups). For example:
ou=groups, ou=MyUnit, o=MyOrg

To learn about using the buttons provided to specify a container, see
Section 8.2, “Creating a User,” on page 95.

NOTE: You won't be prompted for Container if the system administrator

has established a default create container for this type of object.

Description A description of this new group.

4 Click Continue.
The group is created, then the Review panel displays to summarize the result:

Create ?T _ O
Ry ey
Object Created: Mewr group

=Y

Create dnother

The Review panel provides optional links that you might find handy:

+ Click the new group’s name to display the Profile page of detailed information for this

group
From the Profile page, you can edit the group’s details to make changes or delete the
group.

+ Click Create Another to return to the initial panel of the Create User or Group page
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8.4 Using the Editing Buttons

Table 8-1 lists the editing buttons you can use to specify values for attributes.

Table 8-1 Editing Buttons for Specifying Users and Groups

Button What It Does

Looks up a value to use in an entry

Displays a History list of values used in an entry

| Resets the value of a selected entry

Adds a new entry. You can add more than one entry.
bt Indicates that more than one entry exists.

[%] Deletes a selected entry and its value

IMPORTANT: Itis possible to use the Edit User page of the Identity Self-Service tab to break the
hierarchical reporting structure. For example, you can add a direct report to a manager even if the
direct report has another manager assigned, or you can have a manager report to a person in hisor

her own organization.

8.4.1 To Look Up a Container

1 Click Lookup to theright of an entry for which you want to look up a container:

The Lookup page displays atree of containers:
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3 Container, Lookup, - Mozilla Firefox

Container Lookup P Bl I

Root Directory: ou=idmsample,o=novell

Search container list: [Example: &%, Lar®, |D, *r]

% search

Selact a container from the st
= idm=zample
devices
groups

H uzers

You can expand or collapse the nodes in thistree (by clicking the + or - buttons) to look for the
container you want.

2 If necessary, specify search criteriafor the container you want.

In the text box, type al or part of the container name to search for. The search finds every
container name that begins with the text you type. It is not case sensitive. You can optionally
use the asterisk (*) asawildcard in your text to represent zero or more of any character.

For instance, al of the following examples find the container named users:

Users
users
u

u*

*s
*r*

3 Click Search.
The Lookup page displays your search results:
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2 Container, Lookup, - Mozilla Firefox E|[E|fz|

Container Lookup P Bl

Root Directory: ou=idmsample,o=novell

Search container list: [Example: &%, Lar®, ID, *r]

u % Search

Selact a container from the st

A users

Dione

4 Select the container you want from the tree.

The Lookup page closes and inserts the name of that container into the appropriate entry.

8.4.2 To Look Up a User

1 Click Lookup to the right of an entry (for which you want to look up a user):

Al

The Lookup page displays:

©J Object Lookup - Mozilla Firefox

Object Lookup v R e

Search object list: [example: a%, Lar®, 1D, *r)

Firgt Mame =y Search

Done

2 Specify search criteriafor the user you want:

2a Usethe drop-down list to select a search by First Name or Last Name.

2b Inthetext box next to the drop-down list, type all or part of the name to search for.

The search finds every name that begins with the text you type. It is not case sensitive.
You can optionally use the asterisk (*) asawildcard in your text to represent zero or more

of any character.

For instance, all of the following examples find the first name Chip:
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Chip

chip

Cc

c*

*p

*h*

A manager lookup searches only for users who are managers.
3 Click Search.

The Lookup page displays your search results:

2 Object Lookup - Mozilla Firefox |Z||E|g|

Object Lookup P Bl P

Search object list: [example: a%, Lar®, 1D, *r)

FirstName |||: |“% Search

Select an object from the list:

First Hame Last Mame
Chriz Black
Cal Central
Chip Mano
1-3of3
Dang

If you see alist of usersthat includes the one you want, go to Step 4. Otherwise, go back to
Step 2.

You can sort the search results in ascending or descending order by clicking the column
headings.

4 Select the user you want from the list.
The Lookup page closes and inserts the name of that user into the appropriate entry.

8.4.3 To Use the History List
1 Click History to the right of an entry (whose previous values you want to seg):

The History list displays, with values in aphabetical order:
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©J History - Mozilla ... E]E|E|
Y

Previous Selections
Chip Mano
Margo Mackenzie

Timothy Swan

Clear History ][ Cancel ]

W
< ¥
Done
2 Do one of thefollowing:
If you want to Do this
Pick from the History list Select a value that you want from the list.

The History list closes and inserts that value into the appropriate
entry.

Clear the History list Click Clear History.

The History list closes and deletes its values for this entry.
Clearing the History list does not change the current value of the
entry.
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Using the Work Dashboard Tab

These sectionstell you how to use the Work Dashboard tab of the Identity Manager User
Application.

*

*

*

*

*

*

Chapter 9, “Introducing the Work Dashboard Tab,” on page 107

Chapter 10, “Managing Your Work,” on page 125

Chapter 11, “Managing Work for Users, Groups, Containers, Roles, and Teams,” on page 171
Chapter 12, “Controlling Your Settings,” on page 177

Chapter 13, “Making a Process Request,” on page 209

Chapter 14, “Launching the Identity Reporting Module,” on page 213
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Introducing the Work Dashboard
Tab

This section provides an overview of the Work Dashboard tab. Topicsinclude:

+ Section 9.1, “About the Work Dashboard Tab,” on page 107

+ Section 9.2, “Accessing the Work Dashboard Tab,” on page 107

Section 9.3, “Exploring the Tab’s Features,” on page 108

Section 9.4, “Work Dashboard Actions You Can Perform,” on page 110
Section 9.5, “Understanding the Icons on the Work Dashboard,” on page 111
Section 9.6, “ Security Permissions for the Work Dashboard,” on page 113

9.1 About the Work Dashboard Tab

The Work Dashboard tab provides asingle, consolidated user interface for all end-user functions
within the Identity Manager User Application. The Work Dashboard tab provides a convenient way
to manage tasks, resources, and roles. In addition, it allows you to review the status of requests, and
change settings within the User Application. The Work Dashboard tab presents only the most
relevant features of the application, allowing you to focus on your work.

*

*

*

*

When arequest requires permission from one or more individuals in an organization, the request
starts aworkflow. The workflow coordinates the approvals needed to fulfill the request. Some
reguests require approval from asingle individual; othersrequire approval from several individuals.
In some instances, a request can be fulfilled without any approvals.

When arequest isinitiated, the User Application tracksthe initiator and the recipient. Theinitiator is
the person who made the request. The recipient is the person for whom the request was made.

Your workflow designer and system administrator are responsible for setting up the contents of the
Work Dashboard tab for you and the othersin your organization. The flow of control for aworkflow,
aswell as the appearance of forms, can vary depending on how the designer and administrator
configured the application. In addition, what you can see and do is typically determined by your job
requirements and your level of authority.

NOTE: The Work Dashboard tab is available only with Identity Manager 4.0.1 Advanced Edition.
Standard Edition does not support this feature.

9.2 Accessing the Work Dashboard Tab

By default, after you have logged in to the Identity Manager user interface, the Work Dashboard tab
opens:
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Figure 9-1 Wobrk Dashboard

) Dashboard - Mozilla Firefox

File Edit Wew History Bookmarks Tools Help

<‘: - - @ ﬁ N http:ff164.99.222, 78:8180fIDMProv jworkDashboard . do M ' ~

’ Getting Starked 5 Latest Headlines

HR Administrator Y
test@novell.com
(555) 555-1220

& Task Motifications

{0} has
Maximum rows per page E R
Assigned Request Digital
Task Request Recipient TypeTo Claimed Timeout Priority Date Requested By Signature
’ . . A 7 Days 23 Pravisioning
Single Single Approval Line  Kevin Margo .
Approval  Break Chester ﬁ MacKenzie ) Haurs 9 08i25r2008 Administrator Of
Minutes Sample Data
Grant Operations . T Days 22
Second Allison Margo X .
approval Group - 2 Parallel 15 Blake ﬁ Mar Kerzie &) Haurs 26 08i25r2008 Allisan Blake
TA Minutes
7 Days 22
Single o Allison Margo )
Approval Update Emplovee Title Blake ﬁ WMackanzie ) Hours 26 0812512008 Allison Blake
Minutes
) Enable Active Directory 1 Days 22
Single Kevin Margo .
Approval Account (Mgr. Chester ‘ MacKenzie ) Haurs 47 08i25/2008 Kevin Chester
Anprove-MHo Timeouf) Minutes
. : T Days 23
Single Group Approval - Kevin Margo \ .
apptoval Single Approval chester "B wackenze @ (B 1 WEASEN (20 Cesiy
Minutes
1-50fB = =
Mext  Last
= {0} Resources
e {0} Roles
Quick Actions
& Request History
B Settings (goto classic Reguests & Appravals) v

If you go to another tab in the Identity Manager user interface but then want to return, you just need
to click the Work Dashboard tab to open it again.

9.3 Exploring the Tab’s Features

This section describes the default features of the Work Dashboard tab. (Your tab might ook different
because of customizations made for your organization; consult your system administrator or
workflow designer.)

Theright side of the Work Dashboard tab displays several sections that give you access to typical
Work Dashboard actions. The sections are described below:

Table 9-1 Sections of the Work Dashboard

Section Description

Task Notifications Lets you check the workflow queue for tasks that
have been assigned to you or to a user whose
tasks you are permitted to manage.

Resource Assignments Allows you to see what resource assignments you
have, and also make requests for additional
resource assignments.
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Section Description

Role Assignments Allows you to see what roles you have, and also
make requests for additional role assignments.

Request Status Allows you to see the status of the requests you've
made. It lets you see the current state of each
request. In addition, it gives you the option to
retract a request that is still in process if you have
changed your mind and do not need to have the
request fulfilled.

The Request Status display includes provisioning
requests, role requests, and resource requests in a
single consolidated list.

The Work Dashboard also includes a User Profile section in the upper-left corner of the screen. This
section of the page lets you manage work for other users, groups, containers, and roles. In addition,
it lets you manage your settings and team settings, and also make process requests (also known as
provisioning requests).

The actions available within the User Profile section are described below:

Table 9-2 Actions Available Fromthe User Profile Section

Action Description

Manage Allows the current user to select a particular user,
group, container, role, or team and use the Work
Dashboard interface to manage work for the
selected entity type. After the user selects an entity,
the data and access permissions on the Work
Dashboard pertain to the selected entity, rather
than to the user currently logged on. However,
when the user is in Manage mode, the Settings and
Make a Process Request menus still apply to the
logged-in-user, not the selected entity in the
Manage control.

Settings Give you the ability to act as a proxy for another
user. In addition, they allow you to view your proxy
and delegate assignments. If you are a team
manager or Provisioning Application Administrator,
you might also be permitted to define proxy and
delegate assignments, as well as team availability
settings.
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Action

Description

Make a Process Request

Allows you to initiate a process request (also known
as a provisioning request). By default, this action is
not included in the User Profile section of the Work
Dashboard.

The Make a Process Request menu does not allow
you to make attestation, resource, or role requests.
The interface for submitting these requests
depends on the type of request you want to make,
as described below:

+ To make an attestation request, you need to
use the Attestation Requests actions on the
Compliance tab.

+ To make a resource request, you need to use
the Resource Assignments section of the
Work Dashboard tab, or the Resource
Catalog on the Roles and Resources tab.

+ To make a role request, you need to use the
Role Assignments section of the Work
Dashboard tab, or the Role Catalog on the
Roles and Resources tab.

9.4 Work Dashboard Actions You Can Perform

The Work Dashboard sections support the following actions:

Table 9-3 Common Work Dasbhoard Actions

Action Description

Assign Assigns a role or resource.
Only available with the Role Assignments and
Resource Assignments actions.

Remove Removes a role or resource assignment.
Only available with the Role Assignments and
Resource Assignments actions.

Refresh Refreshes the display.

Customize Allows you to specify which columns appear in the
display, and what order they appear in.

Filter Allows you to filter the data based on selection
criteria.

Rows Gives you the ability to control how many rows

appear on each page of the display.

You can also sort the datain the list by clicking the headingsin the display.
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Saving User Preferences When you use the Customize, Filter, and Rows actions to customize the
display within any of the sections of the Work Dashboard, or change the sort order of the data
displayed, your customizations are saved in the Identity Vault along with your other user
preferences. To allow the user preferences to be saved, the administrator must ensure that the
permissions on the srvprvUserPrefs and srvprvQueryList attributes are set so that the user is able to
write to these attributes.

9.5 Understanding the Icons on the Work
Dashboard

When you use the Work Dashboard, you see iconsin many places that convey important
information. These are theicons you see:

Figure 9-2 lcons Used on the Work Dashboard

] Claimed @ Multiple Recipients Allowed

ﬁ, Funning: Processing ﬂ Azsigned to Delegate

0 Completed: Approved ﬁ Azzigned to User

Q Completed: Denied ﬁ Azsigned to Group

d Terminated: Retracted 4 Aszigned to Role

‘%‘ Terminated: Error lﬁ Azsigned to Multiple Approvers

& Edit Avsilable for ALL Reguests

X Celete (t_?; MOT Available for Specified Requests

MOT Available for ANY Requests

The table below provides detailed descriptions of the icons used on the Work Dashboard:

Table 9-4 Work Dashboard Icons

Icon Description
Claimed Indicates whether a particular workflow task has been claimed by
a user.

Appears in the Task Notifications section of the Work Dashboard.
Running: Processing Indicates that a particular request is still in process.
Appears in the Request Status section of the Work Dashboard.

Completed: Approved Indicates that a particular request has completed its processing
and has been approved.

Appears in the Request Status section of the Work Dashboard.

Completed: Denied Indicates that a particular request has completed its processing
and has been denied.

Appears in the Request Status section of the Work Dashboard.
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Icon

Description

Terminated: Retracted

Terminated: Error

Edit

Delete

Multiple Recipients Allowed

Assigned to Delegate

Assigned to User

Assigned to Group

Assigned to Role

Indicates that a particular request was retracted by a user (either
the user who submitted the request, a Team Manager, or an
Domain Administrator or Domain Manager).

Appears in the Request Status section of the Work Dashboard.

Indicates that a particular request was terminated because of an
error.

Appears in the Request Status section of the Work Dashboard.

Lets you edit a proxy or delegate assignment. To edit the
assignment, select it and click the Edit icon.

Appears on the My Proxy Assignments, My Delegate
Assignments, Team Proxy Assignments, Team Delegate
Assignments, Edit Availability, and Team Availability pages.

Lets you delete a proxy or delegate assignment. To delete the
assignment, select it and click the Delete icon.

Appears on the My Proxy Assignments, My Delegate
Assignments, Team Proxy Assignments, Team Delegate
Assignments, Edit Availability, and Team Availability pages.

Indicates that this resource provides support for multiple
recipients. When a resource supports multiple recipients, the
Make Team Process Requests action lets you select multiple
users as recipients.

Appears on the Make Team Process Requests page.

Indicates that a particular workflow task has been delegated by
another user. This task appears in the current user’s queue
because the original assignee has declared himself or herself
unavailable. Because the current user is the original assignee’s
delegate, this user sees the task.

Appears in the Task Notifications section of the Work Dashboard.
Indicates that a particular workflow task was assigned to a user.
Appears in the Task Notifications section of the Work Dashboard.
Indicates that a particular workflow task was assigned to a group.
Appears in the Task Notifications section of the Work Dashboard.
Indicates that a particular workflow task was assigned to a role.

Appears in the Task Notifications section of the Work Dashboard.
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Icon Description

Assigned to Multiple Approvers Indicates that a particular workflow task was assigned to more
than one user.

This icon applies in the following situations:

* The task has been assigned to a group of addressees, but
only one addressee can claim and approve the task. When
this approval is given, task execution is considered finished.

+ The task has been assigned to multiple addressees, and all
of them must claim and approve the task before the activity
can be considered complete.

+ The task has been assigned to multiple addressees, and a
quorum of users must claim and approve the task before the
activity can be considered complete. The definition of a
quorum is configured by the administrator. To define the
quorum, the administrator specifies an approval condition
that specifies the precise number of approvals or the
percentage of approvals needed.

Appears in the Task Notifications section of the Work Dashboard.

Available for ALL Requests Indicates that a particular user is available for all kinds of process
requests. This setting applies to delegation.

Appears on the Edit Availability and Team Availability pages.

NOT Available for Specified Indicates that a particular user is not available for certain kinds of

Requests process requests during a particular period. This setting applies to
delegation. During the time period when a particular user is
unavailable for these requests, the user delegated to act on these
requests can work on them.

Appears on the Edit Availability and Team Availability pages.

NOT Available for ANY Requests Indicates that a particular user is not available for any process
requests currently in the system. This setting applies to
delegation. During the time period when a particular user is
unavailable for a request, the user delegated to act on that
request can work on it.

Appears on the Edit Availability and Team Availability pages.

9.6 Security Permissions for the Work
Dashboard

This section describes the permissions needed by each user to perform various actions on the Work
Dashboard. Topicsinclude:

* Section 9.6.1, “User Self-Service,” on page 114

+ Section 9.6.2, “Domain Administrator in Manage Mode,” on page 115
+ Section 9.6.3, “Domain Manager in Manage Mode,” on page 118

+ Section 9.6.4, “Team Manager in Manage Mode,” on page 120
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9.6.1 User Self-Service

The authenticated user can perform self-service actions for tasks on the Work Dashboard without
any security permissions, as outlined in the table below.

Table 9-5 Task Notifications for User Salf-Service

And the user must have these

To perform this action... Authenticated user must be... L
permissions...

View task in list Addressee for task. None.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

NOTE: In self-service mode, the
Domain Administrator or Domain
Manager can also view tasks for
which he/she is a recipient.

View and work with task detail Addressee for task. None.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

View workflow comments Addressee for task. None.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

The authenticated user requires entry browse rights to assign or remove role and resource
assignments, as outlined in the table below.

Table 9-6 Role and Resource Assignments for User Self-Service

And the user must have these

To perform this action... Authenticated user must be... L
permissions...

View role or resource in list Recipient. None.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.

Assign or remove assignment for Recipient. Trustee (Entry Browse)

role or resource .
Grant and Revoke operations

apply to the authenticated user
only
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The authenticated user requires entry browse rights for some request status actions, as outlined in the

table below.

Table 9-7 Request Status for User Self-Service

To perform this action...

Authenticated user must be...

And the user must have these
permissions...

View process requests in list

View and work with process
request detail

Retract process requests

View workflow comments for
process requests

View role or resource requests in
list

View and work with role or
resource request detail

Retract role or resource requests

View workflow comments for role
or resource requests

Initiator or recipient

Initiator or recipient (if the Restrict
View option is set to false in
Designer).

If the Restrict View option is set to
true, the display is restricted to
tasks initiated by the user, even if
the user has browse rights.

Initiator and recipient

The request must be in a
retractable state, which means
that it has not been approved,
denied, canceled or provisioned.

Initiator or recipient (if the Restrict
View option is set to false in
Designer).

If the Restrict View option is set to
true, the display is restricted to
tasks initiated by the user, even if
the user has browse rights.

Initiator or recipient

Initiator or recipient

Initiator and recipient.

The request must be in a
retractable state, which means
that it has not been approved,
denied, canceled or provisioned.

Initiator or recipient

None.

Trustee (Entry Browse)

Trustee (Entry Browse)

Trustee (Entry Browse)

None.

Trustee (Entry Browse)

Trustee (Entry Browse)

Role/Resource Trustee (Entry
Browse)

9.6.2 Domain Administrator in Manage Mode

In manage mode, the Domain Administrator can perform actions for tasks on the Work Dashboard
without any security permissions, as outlined in the table below.
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Table 9-8 Task Notifications for Domain Administrator in Manage Mode

To perform this action...

And the Domain Administrator
must have these permissions...

Managed User, Group, Container,
or Role must be...

View task in list

View and work with task detail

View workflow comments

Addressee or recipient for task.  None.

NOTE: A role cannot be the
recipient for a task. It can only be
the addressee for a task.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

Addressee or recipient for task.  None.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

Addressee or recipient for task.  None.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

In manage mode, the Domain Administrator can perform all actions for role and resource
assignments on the Work Dashboard without any security permissions, as outlined in the table

below.

Table 9-9 Role and Resource Assignments for Domain Administrators in Manage Mode

To perform this action...

And the Domain Administrator
must have these permissions...

Managed User, Group, or
Container must be...

View role or resource in list

Recipient. None.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.
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To perform this action...

Managed User, Group, or
Container must be...

And the Domain Administrator
must have these permissions...

Assign or remove assignment for
role or resource

Recipient.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.

None.

On the Work Dashboard, the
Domain Administrator can edit,
assign, or remove all role
assignments, except system role
assignments that are not in the
domain he is authorized to
administer. This means that the
Role Domain Administrator can
remove Role Administrator and
Role Manager assignments, but
not Resource Administrator or
Resource Manager assignments.

Domain Administrator can view
and edit any resource.

In manage mode, the Domain Administrator can perform self-service actions for request status on
the Work Dashboard without any security permissions, as outlined in the table below.

Table 9-10 Request Satus for Domain Administratorsin Manage Mode

To perform this action....

Managed User, Group, or Container
must be...

And the Domain Administrator
must have these permissions....

View process requests in list

View and work with process
request detail

Retract process requests

View workflow comments for
process requests

View role or resource requests in
list

View and work with role or
resource request detail

Retract role or resource requests

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient.

The Domain Administrator cannot
see requests for system roles.

Initiator or recipient.

The request must be in
retractable state.

The Domain Administrator cannot
retract requests for system roles.

None.

None.

None.

None.

None.

None.

Domain Administrator can view
all role requests, except for
system role requests.

Domain Administrator can view
and edit any resource.

None.

Domain Administrator can retract
all role requests, except for
system role requests.

Domain Administrator can view
and edit any resource.
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Managed User, Group, or Container And the Domain Administrator

To perform this action.... must be... must have these permissions....

View workflow comments for role Initiator or recipient. None.

or resource requests ) o ) o )
The Domain Administrator cannot Domain Administrator can view

view workflow comments for and edit all roles except system
system roles. roles.

Domain Administrator can view
and edit any resource.

9.6.3 Domain Manager in Manage Mode

In manage mode, the Domain Manager can view tasks without any security permissions, but must
have permission to view task details and workflow comments, as outlined in the table bel ow.

Table 9-11 Task Notifications for Domain Managersin Managed Mode

Managed User, Group, Container,  And the Domain Manager must

To perform this action... or Role must be... have these permissions...

View task in list Addressee or recipient for task. None.

NOTE: A role cannot be the
recipient for a task. It can only be
the addressee for a task.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

View task detalil Addressee or recipient for task. Manage Addressee Task

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

View workflow comments Addressee or recipient for task. Manage Addressee Task

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

In manage mode, the Domain Manager can view role and resource assignments without any security
permissions, but must have permission to assign roles and resources or to remove existing
assignments, as outlined in the table below.
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Table 9-12 Role and Resource Assignments for Domain Managers in Manage Mode

To perform this action...

Managed User, Group, or Container
must be...

And the Domain Manager must
have these permissions...

View role or resource in list

Assign or remove assignment for
role or resource

Recipient.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.

Recipient.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.

None.

One or more of the following
trustee permissions for a role:
+ Assign Role To User
+ Revoke Role From User

+ Assign Role To Group And
Container

+ Revoke Role From Group
And Container

One or more of the following
trustee permissions for a
resource:

+ Assign Resource

+ Revoke Resource

In manage mode, the Domain Manager can view process, role, and resource requests without any
security permissions, but must have permission to view request details and workflow comments, as
well asto retract requests, as outlined in the table bel ow.

Table 9-13 Request Satus for Domain Managers in Manage Mode

To perform this action...

Managed User, Group, or Container
must be...

And the Domain Manager must
have these permissions...

View process requests in list

View and work with process
request detail

Retract process requests

View workflow comments for
process requests

View role or resource requests in
list

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

None.

View Running PRD

Retract PRD

View Running PRD

None.
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Managed User, Group, or Container And the Domain Manager must

To perform this action... must be... have these permissions...

View and work with role or Initiator or recipient View Role or View Resource

resource request detail ) o
The View Role permission

controls whether you can see
details for role requests in the
Request Status section of the
Work Dashboard. The View
Resource permissions controls
whether you can see details for
resource requests.

Retract role or resource requests Initiator or recipient. One or more of the following

) trustee permissions for a role:
The request must be in a

retractable state + Assign Role To User

+ Assign Role To Group And
Container

+ Update Role
+ Revoke Role From User

+ Revoke Role From Group
And Container

The following trustee permission
for a resource:

* Revoke Resource

View workflow comments for role Initiator or recipient View Role or View Resource
or resource requests

9.6.4 Team Manager in Manage Mode

In manage mode, the Team Manager can view tasks without any security permissions, but must have
permission to view task details and workflow comments, as outlined in the table bel ow.

Table 9-14 Task Notifications for Team Managers in Manage Mode

And the Team Manager must have

To perform this action... Managed User must be... S
these permissions...

View task in list A member of the team and also None.
the addressee for the task.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.
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To perform this action...

Managed User must be...

And the Team Manager must have
these permissions...

View task detail

View workflow comments

A member of the team and also
the addressee for the task.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

A member of the team and also
the addressee for the task.

Alternatively the task may be
delegated to this user by the
addressee, or be claimed by this
user for a group.

Manage Addressee Task

Manage Addressee Task

In manage mode, the Team Manager can view role and resource assignments without any security
permissions, but must have permission to assign roles and resources or to remove existing
assignments, as outlined in the table below.

Table 9-15 Role and Resource Assignments for Team Managers in Manage Mode

To perform this action...

Managed user must be...

And the Team Manager must have
these permissions...

View role or resource in list

A member of the selected team.

The user must also be the
recipient.

The list of role assignments
includes assignments for groups
and containers to which the user
belongs.

The list of resource assignments
includes assignments for the
managed user only.

None.
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To perform this action...

Managed user must be...

And the Team Manager must have
these permissions...

Assign or remove assignment for
role or resource

A member of the selected team.

The user must also be the
recipient.

The list of assignments includes
assignments for groups and
containers to which the user
belongs.

One or more of the following
trustee permissions for a role:
+ Assign Role To User
+ Revoke Role From User

+ Assign Role To Group And
Container

+ Revoke Role From Group
And Container

One or more of the following
trustee permissions for a
resource:

+ Assign Resource

+ Revoke Resource

In manage mode, the Team Manager can view process, role, and resource reguests without any
security permissions, but must have permission to view request details and workflow comments, as
well asto retract requests, as outlined in the table bel ow.

Table 9-16 Request Satus for Team Managers in Manage Mode

To perform this action...

Managed user must be...

And the Team Manager must have
these permissions...

View process requests in list

View and work with process
request detail

Retract process requests

View workflow comments for
process requests

View role or resource requests in
list

View and work with role or
resource request detail

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

Initiator or recipient

None.

View Running PRD

Retract PRD

View Running PRD

None.

View Role or View Resource

The View Role permission
controls whether you can see
details for role requests in the
Request Status section of the
Work Dashboard. The View
Resource permissions controls
whether you can see details for
resource requests.
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To perform this action... Managed user must be...

And the Team Manager must have
these permissions...

Retract role or resource requests Initiator or recipient.

The request must be in a
retractable state.

View workflow comments for role Initiator or recipient
or resource requests

One or more of the following
trustee permissions for a role:
+ Assign Role To User

+ Assign Role To User and
Group

+ Update Role
+ Revoke Role From User

+ Revoke Role From Group
And Container

The following trustee permission
for a resource:

+ Revoke Resource

View Role or View Resource
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Managing Your Work

This section describes the actions supported by the Work Dashboard page. Topics include:

+ Section 10.1, “Working with Tasks,” on page 125

+ Section 10.2, “Working with Resources,” on page 142

+ Section 10.3, “Working with Roles,” on page 150

+ Section 10.4, “Viewing Your Request Status,” on page 158

10.1 Working with Tasks

The Task Notifications action | ets you check the workflow queue for tasks that have been assigned to
you or to auser, group, container, or role whose tasks you are permitted to manage. When atask isin
your queue, you need to perform one of the following actions:

+ Claim the task so you begin working on it

+ Reassign the task to another user, group, or role

NOTE: To reassign atask, you must be a Provisioning Administrator or Provisioning Manager (or
Team Manager) who has the Manage Addressee Task permission. If you do not have this permission,
the Reassign button is not available.

The business user who does not have any administrative privileges can only seetasksfor which heis
the addressee. The business user does not see tasks for which he isthe recipient. The list of tasks
shown to the business user includes unclaimed tasks.

Alternatively the task may be delegated to the business user by the addressee, or be claimed by this
user for a group.

NOTE: The business user does not need to have directory browse rights to the provisioning request
definition that started the workflow in order to see atask for which heis the addressee.

The Provisioning Administrator and Provisioning Manager have the ability to manage tasks for
other users, as described below:

+ When nothing is selected in the Manage control, the task list shows the current user’s tasks.
These tasks include those for which he is either recipient or addressee, as well as tasks for
which the recipient or addressee is agroup, container, or role to which the current user belongs.
The Provisioning Administrator or Provisioning Manager can do anything with his own tasks,
since no rights are required to work with one's own tasks.

+ When auser is selected in the Manage control, the list shows tasks that have the selected user
as addressee, as well as those for which the user is the recipient. The Provisioning
Administrator or Provisioning Manager can filter the task list to show only those tasks for
which the managed user is addressee. Alternatively, the user can filter the list to show only
those tasks for which the managed user is the recipient.
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+ When agroup is selected, the list shows tasks that have the selected group as addressee, as well
as those for which the group is recipient. The Provisioning Administrator, Provisioning
Manager, or Team Manager can filter the task list to show only those tasks for which the
managed group is addressee. Alternatively, the user can filter the list to show only those tasks
for which the managed group is the recipient.

+ When aroleis selected, the list shows tasks that have the selected role as addressee. A role
cannot be specified as the recipient for atask.

+ When acontainer is chosen, the list shows tasks that have the selected container asrecipient. A
container cannot be specified as the addressee for a task.

A Team Manager for the Provisioning domain has the ability to manage tasks for team members.
Before selecting a team member, the Team Manager must select a team.

The Task Notifications action allows you to work on tasks associated with resource requests, role
reguests, process requests, and attestation requests. In some cases, the user interface may differ
depending on which type of task you select to work on. For attestation requests, the Task
Notifications action shows only those tasks for which the current user is designated as an attester.

When you claim atask associated with aresource, role, or process request, you have the ability to
take an action that forwards the workitem to the next activity within the workflow. The actions you
can perform are described below:

Table 10-1 Forward Actions

Forward Action Description

Approve Allows you to give your approval to the task. When you approve the task, the
workitem is forwarded to the next activity in the workflow.

Deny Allows you to explicitly deny your approval to the task. When you deny the
task, the workitem is forwarded to the next activity in the workflow and the
request is denied. Typically, the workflow process terminates when a request
is denied.

Refuse Allows you to explicitly refuse the task. When you refuse the task, the
workitem is forwarded to the next activity for the refused action in the workflow.

The Refuse action applies to individual tasks. The user interface does not
permit to you to perform this action on a set of tasks.

When you claim atask associated with an attestation request, you need to review the information
displayed in the attestation form. In addition, you need to answer the required attestation question,
which indicates whether you attest to the correctness of the data, and, in some cases, respond to one
or more survey questions. For user profile attestation processes, the form includes your user attribute
data, which you need to verify for accuracy. For role assignment, user assignment, and SoD
attestation processes, the form includes a report that shows the role assignment, user assignment, or
SoD data you need to verify.

10.1.1 Viewing the Task List

To see the tasks that have been assigned to you:
1 Click Task Natificationsin the group of actions on the Work Dashboard.
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Thelist of tasks in your queue is displayed.

Q Novell: Identity Manager N

Vigicome Allison Identity Self-Service [y S1LEL kL] Logout  Help

P4l ~ Task Notifications
Refresh | Customnize.

Fiter v |Rows:[25 1w

Task Request Recipient Type Request Date 2 Comments
Approve Role Request (Serial) Role Approval - test 1 polina june Chris Black +A  06/09/2009 04:09:58 AW gl

e Apprave Role Request (Serial) Role Approval - test 1 polina june Chip Nano 8 06/09/2009 04:09:58 AW
Payroll Resource Reguest Add Resource To User - Alan Resource Test Kevin Chester + 06/19/2009 03:52:40 ANl
test@novell.com Resource Request Add Resource To User - Alan Resource Test Timothy Swan =i 06/19/2008 03:5512 AWM
(555) 585 1222 Attestation Approval User Profile - Default (2009/06/23) Allison Blake +A  06/23/2009 06:43.15 PM
E Setings & Resource Request Add Resource To User - Alan Resource Test Jay West 8 06/25/2009 08:46:07 AW
Resource Request Add Resource To User - Alan Resource Test Chris Black +8 06125/2000 08:46:07 AWl
Resource Request Add Resource To User - Alan Resource Test Kip Keller -+l 06/25/2008 08:46:07 AW
Attestation Approval User Profile - Default (2009/06/30) Allison Blake +8 06/30/2009 03:58:03 AW

1-90f9

* Resource Assignments

* Role Assignments

» Request Status

For resource and role requests, the Recipient column in the task list specifies the user(s) or
group(s) that will receive the resource or role in the event that the required approvals are given.
For attestation requests, the Recipient column specifies the name of the attester.

The Type column in the task list includes an icon that indicates whether the task is currently
assigned to a user, group, delegate, or to multiple approvers. The type Assigned to Multiple
Approvers appliesin the following situations:

+ Thetask has been assigned to agroup of addressees, but only one addressee can claim and
approve the task. After this approval is given, task execution is considered complete.

+ Thetask has been assigned to multiple addressees, and al of them must claim and approve
the task before the activity can be considered complete.

+ Thetask has been assigned to multiple addressees, and a quorum of users must claim and
approve the task before the activity can be considered complete. The definition of a
guorum is configured by the administrator. To define the quorum, the administrator
specifies an approval condition that specifies the precise number of approvals or the
percentage of approvals needed.

The workflow system performs short circuit evaluation to optimize quorums. Whenever a
quorum approval condition reaches the point where a quorum is not possible, the activity is
denied and the task is removed from the queues of all addressees.

The Priority column shows a flag for the high priority tasks. You can sort the list of tasks by
priority by clicking the Priority column.

Workflow tasks associated with attestation requests show atask name of Attestation Approval.
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10.1.2 Viewing the Summary for a Task

To see the summary information for atask:

1 Hover over thetask namein the task list.

w Task Notifications

Refresh | o Fiter @)w | Rows:
Task Request Name: Add Resource To User - Alan Resource Test late = Comments
AprV Rl Reqes Recipient: Jay West Requested By: Application Administrator Of Sample Data ’ 040058 A —
Approve Role Reques 04:09:59 AM o
Resoirts Requeet In Queuve since:  06/25/2008 08:46:07 AM  Timeout on: Never [0352:4UAM =
Resource Request | AssignedTo: -+ Allison Blake Claimed By: J 03:55:12 AM il
Aﬂestation.ﬂ.pproval' " USEl FTOTIE = UETEUN [ZUUHunrZs) AISUIT Brdre 5 umiZarzoud 06:43:15 PM -
Resource Reguest Add Resource To User - Alan Resource Test Jay West +8 06/25/2009 08 46:07 AM [l
Resource Regi'ést Add Resource To User - Alan Resource Test Chris Black =0 06/25/2009 08:46:07 AM g
Resource Request Add Resource To User - Alan Resource Test Kip Keller -0 06/25/2009 08 46:07 Al ]
Aftestation Approval User Profile - Default (2009/06/30) Allison Blake =i 06/20/2009 03:58:03 AM -

1-8cf®

10.1.3 Selecting a Task

To select atask in the queue list:

1 Click the name of the task in the queue.

~ Task Notifications

Refresh | Customize.. Fiter Q)v | Rows:[25 )
Task Request Recipient Type Request Date & Comments
Approve Role Request (Serial) Role Approval -test 1 palina june Chris Black =8  08i09/2009 04:09:58 AW =
Approve Role Request (Serial) Role Approval - test 1 polina june Chip Nano =8 06/09/2009 04:09:59 AWM =
Resource Request Add Resource To User - Alan Resource Test Kevin Chester =8 06/19/2009 03:52:40 AWM o=
Resource Reguest Add Resource To User - Alan Resource Test Timothy Swan <8 06/19/2009 03:55:12 AM L)
Aftestatiom Approval User Profile - Default (2009/06/23) Allison Blake =8 06i23/2009 06:43:15 PM =
Resmurcgjeuuest Add Resource To User - Alan Resource Test Jay West >R 06i25/2009 08:46:07 AM ]
Resource Request Add Resource To User - Alan Resource Test Chris Black -f  06/25/2009 08:46:07 AW ™
Resource Reguest Add Resource To User - Alan Resource Test Kip Keller -8 06/25/2009 08:46:07 AM )
Aftestation Approval User Profile - Default (2009/06/30) Allison Blake -8 06/30/2009 03:58:03 AWM =

1-8cf8

The Task Detail form is displayed, either in a message window, or inline with the list of tasks.
This behavior is controlled by a setting in the Customize dialog. The image below shows the
Task Detail forminline:
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7. Attestation Approval

Request Name: User Profile - Default (2009/06/23)

Recipient: Allison Blake

Requested By: Application Administrator Of Sample Data

In Queue since: 06/23/2008 06:43:15PM  Timeout on: MNever

Assigned To: = Allison Blake

¥ Comment and Flow History

Fokne
Form Detail

* - indicstes required

Attributes List

First Name.
Last Name:
Title:

Telephons Number

Claimed By:

Allison
Blsks

Payroll

{555) 555-1222

Attestation Question
Do you sttest that you hs

ve reviewsd the detsils cn your usar

profile and updated ss needed? -

The image below shows the Task Detail form in a message window:

-+f Attestation Approval

Request User Profile - Default (2009/06/23)
Name:
Recipient: Allison Blake Requested
By:
In Queue 06/23/2009 06:43:15 Timeout on:
since:
Assigned To:  -f Allison Blake Claimed By:
# Comment and Flow History
Form Detail
*- indicates required
Attributes List
First Name: Allison
Last Name: Blake
Title: Payral
Telephone Number: (355) 555-1222

Attestation Question

Do you attest that you have reviewed
the detals on your user profiie and

-
Application Administrator Of Sample
Data
Never

Fiter O+ |Rows:[25

Al
6:43:15 PM
8:46:07 AM
8:46:07 AM
8:46:07 AM

3:58:03 AM

When atask is assigned to multiple approvers, the Task Detail form displays the Multiple
Approversicon next to the Assigned To field, and displays text below the icon to indicate that
multiple approvals are necessary.

Assigned To: 'ﬂMuItipIe Approvers™

Claimed By

A number of approvals necessary. This task is invyour queue because it has been delegated to you.

2 To display moreinformation about atask assigned to multiple approvers, click the text under
the Multiple Approversicon:
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Assigned To: 'ﬁMuItipIe ApproversT Claimed By: * Chig Mano

**A& number of approvals necessary. This taskis inyour gueue because jf has been delegated to you.

A pop-up window displays to indicate how many approvals are required, who the current
addressees are, and what the approval status currently is.

hﬁ Multiple Approvers X
2 outof 3 Approvals Reduired
0 Approved Assigned To:
0 Denied Kevin Chester
0 Refused Chip Mano
Bill Browvn

The requirements for the task depend on how the task was configured by your administrator:

+ |f the approval typeis group, the task has been assigned to several users within a group,
but only one is expected to claim and approve the task.

+ |If the approval typeisrole, the task has been assigned to severa users within arole, but
only oneis expected to claim and approve the task.

+ |If the approval typeis multiple approvers, the task has been assigned to several
addressees, and all of the addressees must claim and approve the task.

+ |If the approval typeis quorum, the task has been assigned to severa addressees, and a
guorum of addressees is sufficient to approve the task. The definition of aquorumis
configured by the administrator. To define the quorum, the administrator specifies an
approval condition that specifies the precise number of approvals or the percentage of
approvals needed.

The workflow system performs short circuit evaluation to optimize quorums. Whenever a
quorum approval condition reaches the point where a quorum is not possible, the activity is
denied and the task is removed from the queues of all addressees.

3 To claim atask, follow the instructions under Section 10.1.4, “Claiming a Task,” on page 132.
4 To view the comment history for the task, click View Comment History.

A pop-up window lets you see user and system comments. The order in which comments
appear is determined by the time stamp associated with each comment. Comments entered first
are displayed first. For paralel approval flows, the order of activities being processed
concurrently can be unpredictable.

4a Click Comment and Flow History.
4b To display user comments, click User Comments.
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-+ Attestation Approval

Hequest User Fronle - Letault (LUUsuoids) A
Name:

Recipient: Allison Blake Requested Application Administrator Of Sample

By: Data

In Queue 06/23/2008 06:43:15 Timeout on: Mever

since: PM

Assigned To: =+§ Allison Blake Claimed By:

¥ Comment and Flow History

Refresh User Comments || System Comments | Rows: |25 (&
Date = Activity User Comments
06/23/2009 06-43-16 PM Aftestation IDMProv Us:ertask assigned to reviewer

Approval Allison Blake
1-10f1

Ciose

Form Detail

* - indicates reguired.

&P
Attributes List
First Mame: Allizon
Last Mame: Blake 5

User comments include the following kinds of information:
The date and time when each comment was added.

The name of the activity to which each comment applies. The list of activities
displayed includes user and provisioning activities that have been processed or are

*

*

currently being processed.

The name of the user who made the comment. If the comment is generated by the
workflow system, the name of the application (for example, 1DMProv) isthe user
name. Comments generated by the workflow system are localized automatically.

The comment text, which includes the name of the user who is the current assignee

for each activity.

The workflow designer can disable the generation of user comments for a workflow. For
more information, see the Identity Manager User Application: Design Guide. (http://
www.novell.com/documentati on/idm40L1/index.html)

4c Todisplay system comments, click Show System Comments.
System comments include the following kinds of information:
+ The date and time when each comment was added.

+ The name of the activity to which each comment applies. When you display system
comments, al activitiesin the workflow are listed. The list of activitiesincludes

those that have been processed or are currently being processed.
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+ The name of the user who made the comment. If the comment is generated by the
workflow system, the name of the application (for example, 1DMProv) isthe user
name. Comments generated by the workflow system are localized automatically.

+ The comment text, which indicates what action was taken for the activity.

System comments are intended primarily for debugging purposes. Most business users do
not need to look at the system comments for a workflow.

4d To scrall through along list of comments, click the arrows at the bottom of the screen. For
example, to scroll to the next page, click the Next arrow.

—_
)

4e Click Closeto close the window.
5 Toreturn to the task list, click Back.

10.1.4 Claiming a Task

To claim atask to work on:

1 Click Claim.

3 Work Dashboard - Moziila Firel
Bir Edt \ew Hgory Eoolmerks oo

O -c x N

[ Mast visited i Geting Started 5| Latest Headines

s . e el cem: GO0 Trcws§ e kel ek gl PP L Toero e JK0_MIERL]_TASKS g bl _gusion Srrevcust myose 8 +| G- J

I wark Dashboard & | 4 Dug 501306 —Role Manager i sbie to

+[ Amestation Approval x
Kequest User Frofile - Ustaull {2U0BWEE)
Hame:

Recipient: Allizon Blake Requested Applicatton Adminisarsior Od Samole
By Daa

I Cumriser 08237008 05 43 15 Timeout | one Mot
since: ]

nssigned To, [ Allison Blake Claimed By:

¥ Comment snd View Hlistory

| )

Form Detail
* - ndicates required.

Attributes List

For resource, role, and process requests, the Form Detail section of the page is updated to
include the Deny and Approve buttons, as well as any other action buttons included by the flow
definition, and the appropriate fields become editable.

For attestation requests, the Form Detail section of the page is updated to include the
attestation form. The appearance of the form varies, depending on the attestation type. For user
profile attestation processes, the form shows the user profile data you need to review:
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Farm Detail

Attributes List

First Mame: Allizon

Last Mame: Blake

Title: Payral
Telephone Mumber: [555) 5551222

Go to your profile

Attestation Question

Do you attest that you have revieswed the details on your
uszer profile and updsted as needed? *

Comment|

Submit Aftestation

For role assignment, user assignment, and SoD attestation processes, the form includes areport

that shows the data you need to review:

Form Detail

Report
Role Assignment Attestation Report

IT Role (Total: 2)

Report Date:May 8, 2008 9:41 AM

Role Name: Compliance Module Administrator (T Role)

Container: Compliance Module Administrator Level20 RoleDefs

Role Categories:  SystemRoles

Description: Compliance Administrator

Assignments to this Role Approver(s)
Application Administrator Of Sample Data (User)

Role Name: Role Mocule Administrator (1T Role)

Container: Rale Mocule Administrator Level20 RoleDefs

Role Categories:  System Roles

Description: Role Module Administrator

Assignments to this Role Approver(s)

Application Administrator Of Sample Data (User)

Business Role (Total: 2)

Role Name: Conflict! (Business Role)

Container: Conflict! Level30 RoleDefs

Role Categories:

Description: Canflictt

Assignments to this Role Approver(s)

For al attestation types, the form shows controls that allow you to answer the required
attestation question, as well as any additional survey questionsincluded in the attestation

process:

Survey Questions

Hawe you read the Role Assignment policy statement? Comment:| |
Attestation Question

Do you attest that the role assignments in this Role X

Azsignment report are valid and appropriste? * Comment.| |

Submit Aftestation

2 To deny aresource or role request, click Deny.
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Farm Detail

Manager Approval

Please select the appropriate button to approve or reject the request.
Requested by #llison Blake Recipient: Allizon Blake
Request Date: 1270452006

Reason:

Comment:

[ Wiew Comment History l

3 To approve aresource or role request, click Approve.

Faorm Detail

Manager Approval

Please select the appropriate button to approve or reject the request.
Requested by Alizon Blake Recipient: Allizon Blake
Request Date: 1250472006

Reason:

Comment:

[ Wiew Comment History ]

ApprT\te

The User Application displays a message indicating whether the action was successful.

NOTE: If you accessed the task through the task list on the Work Dashboard, the task
completion window provides a close button (X) in the upper right corner. However, the close

button on the task completion window is not available if you accessed and completed the task
viaan e-mail link, or through deep linking.

10.1.5 Reassigning a Task
To reassign atask:

1 Click Reassign in the Task Detail window.

Assigned To: ) Margn Mackenzie Claimed By: targo Mackenzie

[ Release | | FleassE:r‘ [ Print Form | [ Back |

Farm Detail
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NOTE: Toreassign atask, you must be a Provisioning Administrator or Provisioning Manager
(or Team Manager) who has the Manage Addressee Task permission. If you do not have this
permission, the Reassign button is not available.

2 Click the Object Selector icon [<4 next to your chosen entry box.
3 Inthe New Assigned To drop-down list, select the user to whom you want to reassign the task.

Assigned To: g paroo Mackenzie Claimed BY: 12 wargo wackenzie
Mew Assigned To™ [ alizon Blake W

Allizon Blake

.evin Chestel
Comments: —

4 (Optional) Type acomment in the Comments field to explain the reason for the reassignment.

5 Click Submit.
The User Application displays a message indicating whether the action was successful.

10.1.6 Releasing a Task

You release atask so that it can be assigned to or claimed by another team member.

1 Click Release in the Task Detail window.

Assigned To: ﬁ argo MacKenzie Claimed By (4 Margo Mackenzie
Relegaze [ Reazzign ] [ Frint Formn ] [ Back ]
Form Detall

10.1.7 Filtering the Task List

You can apply afilter to the task list to limit the number of rows returned. By filtering the task list,
you can find what you’ re looking for more easily, and also improve performance.

To define afilter for the task list:
1 Click the Define Filter button.

Fitter 'ﬁ' | Rows: |25 |

The Filter dialog displays, showing severa fields you can use to specify how you want to filter
the data:
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ilter :}{::

Timeout: || Weeks (¥

[ Fitter ][ Clear ][ Cancel ]

2 To narrow the search to tasks for which the current entity profile (either the currently logged-on
user or a user, group, container, or role selected in the Manage control) is the addressee, select
Assigned to in the Tasks By field.

NOTE: The Tasks By field is not available to end users, since end users can only see tasks for
which they are the addressees. The Tasks By field is only visible to Domain Administrators,
Domain Managers, and Team Managers.

3 To narrow the search to tasks for which the current entity profile is the recipient, select
Recipient in the Tasks By field.

4 Toinclude all tasks for which the current entity profile is either the addressee or the recipient,
be sure that nothing is selected in the Tasks By field.

5 To narrow the search to tasks that timeout by a particular point in time, select the timeout unit
(Weeks, Days, or Hours) and enter avalue in the Timeout field.

6 Click Filter to perform anew query for tasks, using the selection criteriayou’ ve specified in
the Filter dialog.

When you define afilter for the task list, your filter definition is saved in the Identity Vault
along with your other user preferences.

NOTE: The preferences saved always apply to the user currently logged on to the User
Application, regardless of whether a different user has been selected in the Manage control.

To see what filter points have been defined previoudly:

1 Look at the boxes to the left of the Define Filter icon.
When no filters are defined, the Define Filter icon shows two empty rings, as shown below:

Fiter
When one or more filter points have been defined, each filter point appearsin a separate box, as
shown below:

To remove afilter point previously specified in the Filter dialog:

1 Click the Clear thisfilter icon (which looks like an X) next to the filter point you want to
remove:

Timeout: 4 Weeks -{E’} Q}' | Rows: |25 [»
Request Date =

06/09/2000 04:00:58 Al Loear this fiiter
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To remove all previously defined filters and update the search results to include all tasks.

1 Click the Define Filters button to open the Filter dialog.
2 Click the Clear Filters button.
The Filter dialog closes and the task list is updated to include all tasks.

10.1.8 Customizing the Task Columns

The Task Notifications section of the Work Dashboard page allows you to select and desel ect
columns, and also reorder columns within the task list display. This behavior is controlled by a
setting within the Customize Task Notifications Display dialog.

When you modify the column list or reorder the columns, your customizations are saved in the
| dentity Vault along with your other user preferences.

To customize the display of columnsin the task list:

1 Click the Customize Task Notifications Display button in the Task Notifications section of the
Work Dashboard page.

Refresh | Customize.. Timeout: 4 Weeks @> |Rows: |25 |

Task Reguest Recipient Request Date = Comments
Approve Role Reque| Custemize Task Notifications Display | spproval - test 1 polina june Chris Black 06/08/2009 04:09:58 AM
Approve Role Request (Serial Role Approval - test 1 polina juns Chip Nano 06/09/2009 04:09:59 AM

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columns that are available for selection.

Available Columns Selected Columns
Assigned To 4= Task”®

Request

lecipient

Request Date *

Commenis

[ iSave Changes l [ Cancel ]

2 Toinclude an additional column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.

You can reorder the columns in the display by moving them up or down in the Selected
Columns list box.

3 To remove a column from the display, select the column in the Sdlected Columns list box, and
drag it to the Available Columns list box.
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The Task and Priority columns are mandatory columns and cannot be removed from the task
list display.
4 To save your changes, click Save.

10.1.9 Controlling Whether the Task List is Expanded by
Default

The Work Dashboard page allows you to specify whether you want the task list to be expanded by
default in the Task Natifications section of the page. This behavior is controlled by a setting within
the Customize Task Notifications Display dialog.

When you modify this setting, your preferenceis saved in the Identity Vault along with your other
user preferences.

To specify whether you want the task list to be expanded by defaullt:

1 Click the Customize Task Notifications Display button in the Task Notifications section of the
Work Dashboard page.

Refresh | Customize.. Timaout: 4 Weeks. @ |rows[25 M|

Task Reqguest Recipient Request Date = Comments
I

Apprave Role Requel Customize Task Notifications Display | spnroyal - test 1 palina june Chris Black 06/09/2009 04:09:58 AM
Approve Role Request (Serial) Role Approval - test 1 polina june Chip Nano 06/09/2009 04:09:59 AM

The User Application displays the Customize Task Notifications Display dialog, which allows
you to customize the task list display. The set of controls shown may vary depending on which
settings the administrator has designated as available for user override.

{¥! Expand Task Notifications by Default

Available Columns Selected Columns
Assigned To 4= Task”®
Request
Recipient

Request Date *

Comments

Open Task details: | In message window |

] Automati cally claim a task when viewing its detail

[ Save Changes ][ Cancel ]

2 To expand thetask list display by default, select the Expand Task Notifications by Default
checkbox. To hide the task list display by default, deselect the Expand Task Notifications by
Default checkbox.
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The Expand Task Notifications by Default checkbox controls the initial appearance of the Task
Notifications section of the Work Dashboard. Note that you can expand or collapse the task list
within the Task Notifications section of the page, regardless of whether you select or deselect
this checkbox.

3 To save your changes, click Save Changes.

10.1.10 Controlling the Display of Task Details

The Work Dashboard page allows you to specify how you want to display the details for atask you
click on in the Task Notifications section of the page. You can display the task details within thelist
or in aseparate modal dialog. This behavior is controlled by a setting within the Customize Task
Notifications Display dialog.

When you modify this setting, your preferenceis saved in the Identity Vault along with your other
user preferences.

To control the display of task details:

1 Click the Customize Task Notifications Display button in the Task Notifications section of the
Work Dashboard page.

Refresh | Customize.. Timeout: 4 Weeks @~ | Rows: |25 ¥

Task Reguest Recipient Request Date = Comments
Approve Role Reque| Custemize Task Notifications Display | spproval - test 1 polina june Chris Black 06/08/2009 04:09:58 AM
Approve Role Request (Serial Role Approval - test 1 polina juns Chip Nano 06/09/2009 04:09:59 AM

The User Application displays the Customize Task Notifications Display dialog, which allows
you to customize the task list display. The set of controls shown may vary depending on which
settings the administrator has designated as available for user override.

{¥! Expand Task Nofifications by Default

Available Columns Selected Columns
Assigned To &= lask”
Request
Recipient

RequestDate *

Comments

Open Task details: |In message window |

Ll Automatically claim a task when viewing its detail

[ Save Changes ][ Cancel ]

2 Todisplay the details within the task list display, select In line with list in the Open Task details
dropdown. To display the details in a separate modal dialog, select In message window.

3 To save your changes, click Save Changes.
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10.1.11 Setting the Claim Action for Open Tasks

The Work Dashboard page allows you to control what action is required to claim atask. You can
specify that atask must be claimed explicitly, or you can specify that the action of opening atask
automatically claims the task for your use. This behavior is controlled by a setting within the
Customize Task Notifications Display dialog.

When you modify this setting, your preferenceis saved in the Identity Vault along with your other
user preferences.

To specify what action is required to claim atask:

1 Click the Customize Task Notifications Display button in the Task Notifications section of the
Work Dashboard page.

Refresh |  Customize Timeout: 4 Weeks. @~ |Rows |25 ¥

Task Request Recipient Request Date & Comments

Approve Role Reque| Customize Task Notifications Display | approval - test 1 polina june Chris Black 06/00/2009 04:00:58 AM
Approve Role Request (Serial) Role Approval - test 1 polina juns Chip Nano 06/09/2009 04:09:59 AM

The User Application displays the Customize Task Notifications Display dialog, which allows
you to customize the claim action. The set of controls shown may vary depending on which
settings the administrator has designated as available for user override.

{¥! Expand Task Nofifications by Default

Available Columns Selected Columns
Assigned To = lask”
Reguest
Recipient

RequestDate *

Comments

Open Task details: | In message window |

[ Automatically claim a task when viewing its detail

[ Save Changes H Cancel ]

2 To specify that the action of opening atask automatically claimsthe task for your use, select the
Automatically claim a task when viewing its details checkbox. To specify that atask must be
claimed explicitly, deselect this checkbox.

3 To save your changes, click Save Changes.

10.1.12 Sorting the Task List

To sort the task list:

1 Click the header for the column you want to sort on.
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The pyramid-shaped sort indicator shows you which column is the new primary sort column.
When the sort is ascending, the sort indicator is shown in its normal, upright position.

~ Task Notifications

Refresh | Customize Timeout: 4 Weeks @~ | Rows
Task Request Recipient = Request Date Comments
Attestation Approval User Profile - Default (2009/06/23) Allisan Blake 06/23/2009 06:43:15 PM
Attestation Approval User Profile - Default (2009/06/30) Allison Blake 06/30/2009 03:58:03 AM
Approve Role Request (Serial) Role Approval - test 1 polina june Chip Nana 06/09/2009 04:09:59 Al
Resource Request Add Resource To User - Alan Resource Test Chris Black 06/25/2009 08:48:07 AM
Approve Role Request (Serial) Role Approval - test 1 polina june Chris Black 06/09/2009 04:09:58 AM
Resource Request Add Resource To User - Alan Resource Test Jay West 06/25/2009 08:48:07 AM
Resource Request Add Resource To User - Alan Resource Test Kevin Chester 06/19/2009 03:52:40 AWM
Resource Request Add Resource To User - Alan Resource Test Kip Keller 06/25/2009 08:46:07 AM
Resource Request Add Resource To User - Alan Resource Test Timaothy Swan 06/19/2009 03:55:12 AW

1-9af9

When the sort is descending, the sort indicator is upside down.

Theinitial sort column is set by the RBPM Configuration Administrator. If you sort the list on
any column other than the Request column, the Request column is used as the secondary sort
column.

If you override theinitial sort column, your sort column is added to the list of required columnsin
the Customize Task Notifications Display dialog. Required columns are indicated with an asterisk
*).

When you modify the sort order for the task list, your preferenceis saved in the Identity Vault along
with your other user preferences.

10.1.13 Refreshing the Task List

To refresh the task list:
1 Click the Refresh button.

~ Task Notifications

Refrerh | Customize Timeout: 4 Weeks @~ | Rows: 1275731
Task e Request Rocipiont 2 Request Date Comments
Attesta 7] v User Profile - Default (2009/06/23) Allison Blake 06/23/2009 06:43:15 PM -

Aftestation Approval User Profile - Default (2009/06/30) Allison Blake 06/30/2009 03:58:03 AM
Approve Role Request (Serial) Role Approval - test 1 polina june Chip Nana 06/09/2009 04:09:59 AM
Resource Request Add Resource To User - Alan Resource Test Chris Black 06/25/2009 08:46:07 AM
Approve Role Request (Serial) Role Approval - test 1 polina june Chris Black 06/09/2009 04:09:58 AM
Resource Request Add Resource To User - Alan Resource Test Jay West 06/25/2009 08:46:07 AM
Resource Request Add Resource To User - Alan Resource Test Kevin Chester 06/19/2009 03:52:40 AM
Resource Request Add Resource To User - Alan Resource Test Kip Keller 06/25/2009 08:46:07 AM
Resource Request Add Resource To User - Alan Resource Test Timaothy Swan 06/19/2009 03:55:12 AM
1-90f9

Thetask list is updated to reflect the current state of the task queue for the current user.

10.1.14 Controlling the Number of Items Displayed on a Page
To specify the number of items you want displayed on each page:
1 Select anumber in the Rows dropdown list.

When you modify the Rows setting, your preference is saved in the Identity Vault along with your
other user preferences.
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10.1.15 Viewing the Comments for a Task

1 To display the comment text for atask, click the Commentsicon in the task list.

NOTE: To see the comments for atask, you must include the Comments column in the list of
selected columns. For details on adding columns to the task list, see Section 10.1.8, “Customizing
the Task Columns,” on page 137.

10.2 Working with Resources

The Resource Assignments action allows you to see what resource assignments you have, and also
make requests for additional resource assignments.

The Resource Administrator and Resource Manager have the ability to view resource assignments
for other users, as described below:

+ When nothing is selected in the Manage control, the resource assignment list shows the current
user’s resource assignments. These resource assignments include those for which he is either
recipient or addressee, as well as resources for which the recipient or addressee is a group,
container, or role to which the current user belongs. The user can do anything with his own
resource assignments, since no rights are required to work with one's own resources.

+ When auser is selected in the Manage control, the list shows resources assignments that have
the selected user as recipient.

+ When agroup is selected, the list shows resource assignments assigned indirectly to the
selected group through role assignments.

+ When aroleis selected, the Resource Assignments section displays a message indicating that
resources that are granted through role assignments are not shown. To see the resource
assignments for arole, you need to look at the Roles tab.

+ When a container is chosen, the list shows resource assignments assigned indirectly to the
selected container through role assignments.

A Team Manager for the Resource domain has the ability to manage resources for team members.
Before selecting a team member, the Team Manager must select a team.

When a Team Manager is in manage mode, the Resource Assignments list includes only resource
assignments associated with the domain specified for the selected team configuration.

Proxy M ode The Resource Assignments action is hot available in proxy mode.

10.2.1 Viewing Your Resource Assignments

To see the resource assignments for yourself, or for a user, group, or container selected in the
Manage control:
1 Click Resource Assignments in the group of actions on the Work Dashboard.

Thelist of resourcesis displayed. If you are not in managed mode, the resource assignments
shown are those for which you are the recipient. If you are in managed mode, the resource
assignments shown are those for which the selected user, group, or container is the recipient.

142 User Application: User Guide



For groups and containers, the resources listed are those resources assigned indirectly to the
selected group or container through role assignments. The list of resource assignments for a
group or container does not contain resources assigned directly to a user within the selected
group or container.

NOTE: Resources can only be assigned directly to a user. However, arole that contains a
resource can be assigned to agroup or container, in which case the resource will be assigned
indirectly to all users within the group or container. The Resource Assignments list on the
dashboard shows direct assignments for users, aswell as indirect assignments for groups and
containers.

~ Resource Assignments

Assign.. | Remove.. | Refresh | Customize... Filter @)™ | Rows: [5 v
2 : Initial Request
[] Resource = Request Date Description D gt Parameters
vl an (=34
O @ avan 7123100 44647 PM AV test

Field Label 1:testfield label
test assignment Select membership van : WETACARPALSTREE\novellidmsample-
mysqhigroupsiMursing

‘an Resource

0 @ vanResource Test  7/23009 4:47:41 PN Test

12cf2

Filtering the Resource Assignment List

1 Click the Display Filter button in the upper right corner of the Resource Assignments display.

G Inewls ]

Display Filter

2 Specify afilter string for the initial request description, resource name, description, or
parameters associated with the resource assignment.

Filter

Initial Request Description: |

Resource:

|
Description; |
|

Parameters:

[ Fitter ][ Clear ][ Cancel]

3 Click Filter to apply your selection criteria.
4 To remove the current filter, click Clear.
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Setting the Maximum Number of Rows on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:

Scrolling within the Resource Assignment List

1 To scroll to another page in the resource assignment list, click on the Next, Previous, First or
Last button at the bottom of the list:

1-Eof& %#I

Sorting the Resource Assignment List

To sort the resource assignment list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new primary sort column.
When the sort is ascending, the sort indicator is shown in its normal, upright position.

Assign... | Re Refresh | Customize... Fitter 7 | Rows:[5 ]
& Initial Request

[0 Resource Request Date = Description Desainton Parameters

0O @ Avan 7123009 £46:47 PM AVan test

Field Label 1 testfield label
test assignment Select membership van - \METACARPALSTREE'novellidmsample-

Wan Resource
< mysqlgroupsiNursing

[0 @ vanResource Test  7/23/09 447:41 PI Test

1-20f2

When the sort is descending, the sort indicator is upside down.
Theinitial sort column is determined by the RBPM Configuration Administrator.

If you override the initial sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).

When you modify the sort order for the resource assignment list, your preferenceis saved in the
| dentity Vault along with your other user preferences.

10.2.2 Requesting a Resource Assignment

To make a resource assignment request:

1 Click the Assign button at the top of the Resource Assignments section of the page.
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~ Resource Assignments

i_gn... | Remove.. | Refresh | Customize Filter @™ | Rows
5 £ cia Initial Request
Request Date = Description Deseipiion Parameters
O @ AVan TF/23/09 44647 PM  AVan test

Field Label 1:testfield label
test assignment Select membership van : \METACARPALSTREE\novellidmsample-
mysgligroupsiNursing

Van Resource

00 @ vanResource Test  7/23/09 44741 Pl Test

120f2

NOTE: You need to have the Resources Assign navigation permission to see the Assign button.

The Work Dashboard displays the Assign Resource dialog, which allows you to specify which
resource you want to request:

% Assign Resource

Initial Request Description:™ | |

Resource:* |'

[ Assign ][ Cancel ]

2 Typetext that describes the assignment in the Initial Request Description field.
3 Click the Object Selector to search for aresource to assign.

4 Inthe Object Selector, enter a search string and click Search.

5 Select the resource you want.

The Add Resource dialog now shows the selected resource, aswell as any other fields defined
in the resource request form:

% Assign Resource

Initial Request Description:® | |

Resource:* Van Resource Test
Select membership van:* | |
Field Label 1: | |

[ Assign ][ Cancel ]

6 |f the resource requires an entitlement parameter value, you need to use the Object Selector to
select the value you want to use for this resource assignment, as shown below:
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Entitlement Values

Entitiement Values

Selectthe entittement parameter(s) from the table.

Fitter G | Rows:[ 10 v
Name = Description el
‘METACARPALSTREE\novellidmsample-jbossS\groups\HR
METACARPALSTREE\novellidmsample-jbossS\aroupsiT
METACARPALSTREEWnovellidmsample-jbossS\groupsiMedical Operations
‘METACARPALSTREE\novellidmsample-jbossS\groups\Nursing
‘METACARPALSTREE\novellidmsample-jboss5\groupsiOperations
‘METACARPALSTREE\novellidmsample-jbossSaroups\Pharmacy
METACARPALSTREEWnovellidmsample-jbossS\groups'\Physician
‘METACARPALSTREE\novellidmsample-mysgligroups\HR
METACARPALSTREE\novellidmsample-mysgligroupsiT o
‘METACARPALSTREE \novellidmsample-mysgligroups\Medical Operations
METACARPALSTREEWnovellidmsample-mysgligroupsitursing
‘METACARPALSTREE\novellidmsample-mysgligroups\Operations
METACARPALSTREE\novellidmsample-mysgligroups\Pharmacy
METACARPALSTREEWnovelliidmsample-mysgligroups\Fhysician
‘METACARPALSTREE\novellidmsample-paulcigroups\HR
WWMFTACARPAI STREFnavellidmsamnle-naulciarounsiT

plejelelolololololelolelololele]

[

Select the parameter you want to use, and click Add.
7 If there are additional custom fields on the form, fill these out as well.
8 Click Submit to make your resource request.

10.2.3 Refreshing the Resource Assignment List

To refresh the resource assignment list:

1 Click Refresh.

~ Resource Assignments

Assign... | Remove... | Resh | Customize Fitter @~ | Rows:[5 v
] Resource = Description gglsaclrﬁji?)fwem Parameters

@ avan 7i23/09 446:47 PN AVan test

4
Van Resource . Field Label 1 test_ﬁeld label ;
El @ Van Resource Test  7/23/09 4:47:41 PM Test test assignment Select membership van : \METACARPALSTREE'\novellidmsample-
mysqligroupsiNursing
] @El\fan Ti23/09 44843 PM  BVan test B Van assignment

1-3of3

10.2.4 Removing a Resource Assignment

To remove aresource assi gnment:

1 Select apreviously defined resource assignment, and click Remove:

~ Resource Assignments

Assign . | Rarne,. | Refresh | Customize Filter G | Rows

. i Initial Request
| Resuurceqnesl Date = Description Descrlpﬂgm Parameters
v 7i23i09 4:46:47PM AVan test
@ Avan

e Field Label 1 :testfield \?bel
E @Van Resource Test  7/23/09 4:47:41FN Test test assignment Select membership van : METACARPALSTREEnovellidmsample-
mysghgroups\MNursing
O @El\t‘aﬂ 7/23/09 4.48:43PW  BVan test B Van assignment
[#] 130f3
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NOTE: You need to have the Resources Remove navigation permission to see the Remove
button.

10.2.5 Customizing the Resource Assignment List Display

The Resource Assignments section of the dashboard allows you to select and deselect columns, and
also reorder columns within the task list display. The column selection and order are controlled by
settings within the Customize Resource Assignment Display dialog. When you modify the column
list or reorder the columns, your customizations are saved in the I dentity Vault along with your other
user preferences.

To customize the display of columns:
1 Click Customize in the Resource Assignments section of the dashboard:

[~ Resource Assignments

liesf

an.. | Remove.. | Refresh | Customize... Fitter @7 | Rows[5 ]
W’S—‘ Initial Request
Resource ReqUeS| T sromize columns PCTIREON P Parameters

@ AVan 7i23/09 4:46:47PM  AVan test
X Van Resource k Field Label 1 testfield label ¥
(] @ Van Resource Test  7/23/09 4:47:41 PM Test test assignment Select membership van . \METACARPALSTREE'\novellidmsample-
mysgigroupsiNursing
= BVan i an es 'an assignmen
@ 7/23/09 4:48:43PM BV test B V; i it

1-30of3

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columnsthat are available for selection.

Customize Resource Assignment Display

Available Columns Selected Columns

-
Status Resource *

Request Date
Description

Initial Request
Description

Farameters

[ iSave Changes | ] [ Cancel ]

2 Toinclude an additional column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.

You can reorder the columns in the display by moving them up or down in the Selected
Columns list box.

3 To remove a column from the display, select the column in the Sdlected Columns list box, and
drag it to the Available Columns list box.
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The Resource Name column is a mandatory column and cannot be removed from the task list
display.
4 To save your changes, click Save Changes.

10.2.6 Printing the List of Resource Assignments

The Resource Assignments section of the dashboard allows you to print the list of resource
assignments displayed on the page. What you see on the screen is essentially the same as what you
see when you print aresource assignments list, except that the printout includes only the text on the
screen. Any images shown in the Assigned To column or the Satus column will not appear on the
printout.

To print resource assignments, you need to have the Resource Assignments Print navigation
permission within the Work Dashboard navigation area.

To print the list of resource assignments:

1 Click Print View in the Resource Assignments section of the dashboard:

~ Resource Assignments
Assign... | Remove . | Refresh | Customize... | Prim¥'ew, Filter (7 | Rows: [s ~|
Resource = Open a printable version Initial Request Description Status

O

F @ Man Test Resource v Completed
E @ Ruilding Pass Resource Assign Building Pass v Completed
] @ Heslth Benafits Resource Assign Health Benefits il Completed

13cf3

The User Application displays a printable version of the resource assignment list in a separate
window:

Resource Assignments Print View

You can enter a title or notes here.

Resource Initial Request Description Status

Alan Test Resource Completed
Building Pass Resource Assign Building Pass Completed
Health Benefits Resource Assign Health Benefits Completed

[ Prirt ][ Close ]

2 Select thetext in the text box at the top of the print view:
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Resource Assignments Print View

ou can enter a fitle or notes here

Resaource Initial Request Description Status

Alan Test Resource Caompleted
Building Pass Resource Assign Building Pass Completed
Health Benefits Resource Assign Health Benefits Completed

[ Prirt ][ Close ]

Type atitle or add notes to the text box:

Resource Assignments Print View
Resource Assignments Report

Resource Initial Request Description Status

Alan Test Resource Completed
Building Pass Resource Assign Building Pass Caompleted
Health Benefits Resaurce Assign Health Benefits Caompleted
[ Print ] [ Close ]

3 Click Print:
Resource Assignments Print View
Resource Assignments Report
Resource Initial Request Description Status
Alan Test Resource Completed
Building Pass Resource Assign Building Pass Completed
Health Benefits Resource Assign Health Benefits Completed
[ F‘rip(‘_] [ Close ]

L

You can print directly to a printer, or print to a PDF file.
Hereis a sample PDF showing what the printout looks like:
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H printresourceassignments.pdf - Adobe Reader

File Edit View Document Tools Window Help 3

H {E';]- @ 1 (/1 & ® [891% |- | E:j -

—
Jork Dashboard hitp://metacarpals.qalab.cam novell conr 8180/Dorado/workDashboard. .

Resource Assignments Report

Resource Initial Request Description Status

Alan Test Resource Completed
Building Pass Resource Assign Building Pass Completed
Health Benefits Resource Assign Health Benefits Completed

All rows shown on the screen will be printed, unless the number of rows displayed reaches the
limit defined in the Maximum number of results returned from a query setting, whichis
specified by a Configuration Administrator on the Administration tab. If you reach this limit,
you should see a confirmation dialog that allows you to specify whether you want to continue.
Click OK if you want to include all of the rows shown on the screen in the printout. This
message is displayed only once for each user session.

10.3 Working with Roles

The Role Assignments action allows you to see what role assignments you have, and also make
requests for additional role assignments.

The Role Administrator and Role Manager have the ability to view role assignments for other users,
as described below:

+ When nothing is selected in the Manage control, the role assignment list shows the current
user’s assignments. These role assignments include those for which heis either recipient or
addressee, as well asroles for which the recipient or addressee is a group, container, or role to
which the current user belongs. The user can do anything with his own role assignments, since
no rights are required to work with one’s own roles.

+ When auser is selected in the Manage control, the list shows direct and indirect role
assignments that have the selected user as recipient. Before selecting a user, the Team Manager
must select ateam.
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+ When agroup is selected, the list shows roles assigned directly to the selected group. Thelist of
role assignments does not contain roles assigned to a user within the selected group or
container. In addition, it does not include rolesthat are related to those roles assigned directly to
the group.

+ When aroleis selected, the Role Assignments section displays a message indicating that role
assignments are not shown. To see the role relationships for a particular role, you need to look
at the Rolestab.

+ When acontainer is chosen, the list shows roles assigned directly to the selected container. The
list of role assignments does not contain roles assigned to a user within the selected container.
In addition, it does not include roles that are related to those roles assigned directly to the
container.

A Team Manager for the Role domain has the ability to manage role assignments for team members.
Before selecting a team member, the Team Manager must select a team.

Role relationships are not shown in the Role Assignments section. To see therole relationships for a
particular role, you need to look at the Role Relationships tab, which is available from the Roles
Catalog action on the Roles tab.

Proxy Mode The Role Assignments action is not available in proxy mode.

10.3.1 Viewing Your Role Assighments

To see the role assignments for yourself, or for a user, group, or container selected in the Manage
control:

1 Click Role Assignmentsin the group of actions on the Work Dashboard.

Thelist of rolesis displayed. If you are not in managed mode, the role assignments shown are
those for which you are the recipient.

«w Role Assignments

Add... | Remove... | Refresh | Customize. Fiter @37 | Rows: [10_»
[0 Roe = Assignments Source Effective Date  Expiration Date
[0  EHRole Module Administrator & Application Administrator Of Sample Data ~ User Assignedto Role  May 11, 2009
O EBdResource Module Administrator & Application Administrator Of Sample Data  User Assignedto Role  May 11, 2009
[0 B9 provisioning Administrator a Application Administrator Of Sample Data ~ User Assignedto Role  May 11, 2008
O B compliance Administrator & Application Administrator Of Sample Data ~ User Assigned to Role  May 11,2009

1-40f4

If you are in manage mode, the role assignments shown are those for which the selected user,
group, or container is the recipient.

A role can be assigned to agroup or container, in which case therole will be assigned indirectly
to all users within the group or container. The Role Assignments list on the dashboard shows
direct assignments for users, as well asindirect assignments for groups and containers. In
addition, if auser is assigned directly to a parent role, the list includes this assignment, as well
as assignments to any child roles related to this parent role. For example, if alevel 30 role
(parent) has arole relationship added to alevel 20 role (child), and a user isdirectly assigned to
the parent role, the Role Assignments display shows both assignments (parent and child). If you
look at the child rolein the Role Catalog, you will see the relationship between the roles on the
Role Relationships tab, but not on the Role Assignments tab.
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Filtering the Role Assignment List

1 Click the Define Filter button in the upper right corner of the Role Assignments display.

Fitter " | Rows:

2 Specify afilter string for the initial request description or for the role name, or narrow the
search by selecting atype of assignment (User, Group, Container, or Role) and a set of
identities that are of the selected assignment type. Alternatively, you can narrow the search by
selecting a source type for the role assignment (User Assigned to Role, Group Assigned to Role,
Container Assigned to Role, or Role Associated with Role).

Filter
Initial Request Description: | |
Role: | |
Type of Assignment:

User(s):
Source: [l user Assigned to Role
|l Group Assigned to Role
[ container Assigned to Role
[ role Relationship
[ Filter ] [ Clear ] [ Cancel ]

NOTE: When selecting Group as the type of assignment to use for filtering, the filter title will
display a CN, while the results display another related field.

3 Click Filter to apply your selection criteria.
4 To remove the current filter, click Clear.

Setting the Maximum Number of Rows on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:
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Scrolling within the Role Assignment List

1 To scroll to another page in the role assignment list, click on the Next, Previous, First or Last

button at the bottom of thelist.

Sorting the Role Assignment List
To sort the role assignment list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new primary sort column.
When the sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.

Theinitial sort column is determined by the RBPM Configuration Administrator.

If you override the initial sort column, your sort column is added to the list of required columns.

Required columns are indicated with an asterisk (*).

When you modify the sort order for the role assignment list, your preferenceis saved in the Identity

Vault along with your other user preferences.

10.3.2 Requesting a Role

To make arole assignment request:

1 Click the Assign button at the top of the Role Assignments section of the page.

| Refresh | Customize...

Adran..., | Remove
S Assigned To Source

~ Role Assignments

Fiter @)~ | Rows: [ 28

Effective Date  Expiration Date  Initial Request Description Status

& Rales Module Administratar OF User Assigned to
Sample Data Raole

Jul 24, 2008
Administrator

1-10of1

Role administrator
assignment request.

v Completed

NOTE: You need to have the Roles Assigh navigation permission to see the Assign button.

The Work Dashboard displays the Assign Role dialog, which alows you to specify which role

you want to request:

¥ Assign Role

Initial Request Description:® |

Role:* v
Effective Date: | | B

(mmiddfyyyy hh:mm:ss a)

Expiration Date: &) No Expiration

O Specify Expiration

Assign ][ Cancel ]

If no date is entered, effective date is immediate.
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2 Fill inthefields on the Add Role Assignment dial og:
2a Provide text describing the reason for the request in the Initial Request Description field.
2b Inthe Object Selector, enter a search string and click Search.

Select the role you want to assign.

Click the Object Selector to search for aroleto assign.
2c Specify the start date for the role assignment in the Effective Date field.
2d Specify the expiration date for the role assignment in the Expiration Date field.

3 Click Assign to submit your request.

10.3.3 Refreshing the Role Assignment List

To refresh the role assignment list:

1 Click Refresh.

| ~ Role Assignments

Source

Effective Date

Fitter @~ | Rows: [ 101w

Expiration Date

Add.. | Remaove... | Ryfresh | Customize
[1 Role ﬁg}m‘ Assignments =
O EdRole Module Administrator & Application Administrator Of Sample Data
| =2] Compliance Administrator E Application Administrator Of Sample Data
O [=2] Provisioning Administrator 8 Application Administrator Of Sample Data
[0  E¥Resource Madule Administrator & Application Administrator Of Sample Data

140f4

User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role

10.3.4 Removing a Role Assignment

To remove arole assignment:

May 11, 2009
May 11, 2009
May 11, 2009
May 11, 2009

1 Select apreviously defined role assignment, and click Remove:

~ Role Assignments

Add.. | Rerpove.. | Refresh | Customize Filter @y | Rows: \TC__Vi
| Ru\@m Assignments = Source Effective Date  Expiration Date

O ¥ Role Module Administrator & Application Administrator Of Sample Data ~ User Assignedto Role  May 11, 2009

[0 B compliance Administrator 2 Application Administrator Of Sample Data  UserAssignedto Role  May 11, 2009

[0  EHprovisioning Administrator 8 Application Administrator Of Sample Data  UserAssignedto Role  May 11, 2009

[0 BResource Module Administrator &b Application Administrator Of Sample Data ~ User Assignedto Role  May 11, 2009

B purse & Application Administrator Of Sample Data  User Assignedto Role  May 12, 2009

[} E]Administerljrugs EE Nurse Role Relationship May 12, 2009

O B perform Medical Tests B Nurse Role Relationship May 12, 2008

17 of T

NOTE: You need to have the Roles Remove navigation permission to see the Remove button.

10.3.5 Customizing the Role Assignment List Display

The Role Assignments section of the dashboard allows you to select and deselect columns, and also
reorder columns within the task list display. The column selection and order are controlled by

settings within the Customize Role Assignment Display dialog. When you modify the column list or
reorder the columns, your customizations are saved in the Identity Vault along with your other user

preferences.
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To customize the display of columns:

1

4

Click Customize in the Role Assignments section of the dashboard:

|~ Role Assignments

Assign... | Remove.. | Refresh | Customizs... Fitter @ | Rows: [25 ]
[] Role = Assigned Tc%_—‘ Source Effective Date  Expiration Date  Initial Request Description Status

] a Customize columns
o Role Roles Module Admimistrator Of ~ UserAssignedto |5y 5gng Role administrator v Completed

Administrator Sample Data Role assignment request.
1-1 of 1

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columns that are available for selection.

Customire Role Assignments Display
Available Columns Selected Columns
- Raole *
Assigned To
Source

Effective Date
Expiration Date

Initial Request
Description

Status

[ :Save Changes ] [ Cancel ]

To include an additiona column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.

You can reorder the columns in the display by moving them up or down in the Selected
Columns list box.

To remove a column from the display, select the column in the Selected Columns list box, and
drag it to the Available Columns list box.

The Role column is a mandatory column and cannot be removed from the task list display.
To save your changes, click Save Changes.

10.3.6 Printing the List of Role Assignments

The Role Assignments section of the dashboard allows you to print the list of role assignments
displayed on the page. What you see on the screen is essentially the same as what you see when you
print arole assignments list, except that the printout includes only the text on the screen. Any images
shown in the Assigned To column or the Satus column will not appear on the printout.

To print role assignments, you need to have the Role Assignments Print navigation permission
within the Work Dashboard navigation area.
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To print the list of role assignments:

1 Click Print View in the Role Assignments section of the dashboard:

Assign... | Re e | Refresh | Customize.. | PriptView.. Filter @) | Rows:
[F] Role = Expiration Dat%ﬁﬁiﬁm Effective Date  Source Status Initial Request Description
O  E9Role Administrator Dnam"p cation O Sample Aug 26, 2009 gizAEs‘g"m b " Completed  Role administrator assignment request
O  E9Rale Administrator Dam‘:p“”:am" Of Sample Mar 23, 2010 EEEAES‘Q"EMO v Completed  Role administrator assignment request
O EResnume Administrator ééppl\:a!mn 0Of Sample Sep 23, 2009 gz‘ir}\ss\gnedto v Completed  Resource administrator assignment request
O EEvalsmnmgManagev é{:‘wh:a‘m" Of Sample Aug 26, 2009 EEEAES‘EHEMU v Completed  Provisioning manager assignment request
O B provisioning Manager é{:"p"ca“”" Of Sample Mar 23, 2010 gEEAES‘D"Eﬂm " Completed  Provisioning manager assignment request
O fn::;ii;;:m Daat:ppl\:a(mn Of Sample Aug 25, 2000 g;eemss\gned to v Completed Z::\Es;ining administrator assignment
B E;ﬁ;ﬁ;g:”g été\pnh:atmn Of Sample Var 23, 2010 gz‘eemsswgned to ¥ Completed ngﬂ:;ining administrator assignment
O fﬁﬁgﬁgmca Dam‘:ppl\cal\un Of Sample Aug 28, 2008 g;s:}\ss\gned to v Completed ::El:‘run:!tance administrator assignment
[ E;z:’gﬁg?ﬂ'}ﬂﬂ Daaéﬂplmalmn 0Of Sample Mar 23, 2010 g;eemsswgnenm v Completed :;z?:!fnm administrator assignment
O B8 amberTestRole Dam‘:p“”:am" Of Sample Sep 1, 2000 gEEAES‘Q"M Y v Completed  EIERES.

The User Application displays a printable version of the role assignment list in a separate

window:

Role Assignments Print View

You can enter a fitle or notes here.

Role
Raole Administrator

Expiration Date

Raole Administrator
Resource Administrator
Provisioning Manager
Provisioning Manager
Provisioning Administrator
Provisioning Administrator
Compliance Administrator
Compliance Administrator
AmberTestRole

Assigned To

User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User. Application Of Sample Data
User. Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User. Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data

Effective Date
Aug 26, 2009
Mar 23,2010
Sep 23, 2009
Aug 26, 2009
Mar 23, 2010
Aug 26, 2009
Mar 23, 2010
Aug 26, 2009
Mar 23, 2010
Sep 1, 2009

Source

User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role

Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Initial Request Description

Role administrator assignment request.

Role administrator assignment request.
Resource administrator assignment request
Provisioning manager assignment request
Provisioning manager assignment request
Provisioning administrator assignment request.
Provisioning administrator assignment request.
Compliance administrator assignment request
Compliance administrator assignment request

IS

2 Select thetext in the text box at the top of the print view:

Role Assignments Print View

Role
Raole Administrator

Expiration Date

Raole Administrator
Resource Administrator
Provisioning Manager
Provisioning Manager
Provisioning Administrator
Provisioning Administrator
Compliance Administrator
Compliance Administrator
AmberTestRole

Assigned To

User: Application Of Sample Data
User: Application Of Sample Data
User. Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data
User: Application Of Sample Data

Effective Date
Aug 26, 2009
Mar 23, 2010
Sep 23, 2009
Aug 26, 2009
Mar 23,2010
Aug 26, 2008
Mar 23,2010
Aug 26,2009
Mar 23, 2010
Sep 1, 2009

Source

User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role
User Assigned to Role

Status

Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed
Completed

Initial Request Description

Role administrator assignment request.

Role administrator assignment request.
Resource administrator assignment request
Provisioning manager assignment request.
Provisioning manager assignment request.
Provisioning administrator assignment request.
Provisioning administrator assignment request.
Compliance administrator assignment request
Compliance administrator assignment request

I

Type atitle or add notes to the text box:
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Role Assignments Print View

Role Assignments Report|

Role Expiration Date Assigned To Effective Date Source Status Initial Request Description

Role Administrator User Application Of Sample Data Aug 26, 2009 User Assigned fo Role Completed Role administrator assignment request.

Raole Administrator User Application Of Sample Data Mar 23, 2010 User Assigned to Role Completed Role administrator assignment request.
Resource Administrator User. Application Of Sample Data Sep 23, 2008 User Assigned fo Role Completed Resource administrator assignment request.
Provisioning Manager User: Application Of Sample Data Aug 26, 2009 User Assigned to Role Completed Provisioning manager assignment request
Provisioning Manager User: Application Of Sample Data Mar 23, 2010 User Assigned to Role Completed Provisioning manager assignment request
Provisioning Administrator User: Application Of Sample Data ~ Aug 26, 2009 User Assigned to Role Completed Provisioning administrator assignment request.
Provisioning Administrator User: Application Of Sample Data Mar 23,2010 User Assigned to Role Completed Provisioning administrator assignment request.
Compliance Administrator User: Application Of Sample Data Aug 26, 2009 User Assigned to Role Completed Compliance administrator assignment request.
Compliance Administrator User: Application Of Sample Data Mar 23, 2010 User Assigned to Role Completed Compliance administrator assignment request.
AmberTestRole User: Application Of Sample Data Sep 1, 2009 User Assigned to Role Completed [ERRRIE..

3 Click Print;

Role Assignments Report

Role Expiration Date Assigned To Effective Date Source Status Initial Reguest Description

Role Administrator User: Application Of Sample Data Aug 26, 2009 User Assigned to Role Completed Role administrator assignment request.

Role Administrator User: Application Of Sample Data Mar 23 2010 User Assigned to Role Completed Role administrator assignment request.
Resource Administrator User: Application Of Sample Data Sep 23, 2009 User Assigned to Rale Completed Resource administrator assignment request.
Provisioning Manager User: Application Of Sample Data Aug 26, 2009 User Assigned to Role Completed Provisioning manager assignment request.
Provisioning Manager User: Application Of Sample Data Mar 23,2010 User Assigned to Role Completed Provisioning manager assignment request.
Provisioning Administrator User: Application Of Sample Data  Aug 26, 2009 User Assigned to Rale Completed Provisioning administrator assignment request.
Provisioning Administrator User: Application Of Sample Data Mar 23,2010 User Assigned to Role Completed Provisioning administrator assignment request.
Compliance Administrator User: Application Of Sample Data Aug 26, 2009 User Assigned to Role Completed Compliance administrator assignment request
Compliance Administrator User: Application Of Sample Data Mar 23,2010 User Assigned to Role Completed Compliance administrator assignment request
AmberTestRole User: Application Of Sample Data Sep 1, 2009 User Assigned to Role Completed [E

You can print directly to a printer, or print to a PDF file.
Hereis a sample PDF showing what the printout looks like:
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H printroleassignments.pdf - Adobe Reader
File Edit View Document Tools Window Help

H {E';]- @ 1(/1 = ® | 89.1% |- = -
—
Jork Dashboard http://metacarpals.qalab.cam novell.conr 8180/Dorado/workDashboard. .
Role Assignments Report
Role Expirafion Assigned To Effective Source Status nitial RE.QUESt
Date Date Description
U licat Aug 26 User Role administrat
Role Administrator ser: Application 9 26, Assigned fo Completed ole adminisirator
Of Sample Data 2009 Role assignment reguest.
Role Administrat User: Application Mar 23, g:e_r ad o leted Role administrator
ol Administrator Of Sample Data 2010 R;égn ° omple assignment reguest.
— User Resource
Eg:'?r:‘:;ctsator g?ga:'pﬂga;gn 5093923: Assigned fo Completed administrator
b Role assignment request.
— User .
Provisioning User: Application Aug 28, Assigned to Complated Provisioning manager
Manager Of Sample Data 2009 Role assignment request
— User .
Provisioning User: Application Mar 23, Provisioning manager
Manager Ofsample Data 2010 posnedo COMPEEA assignment request.
User Provisioning
o o ppieaton 975 sssignedto  Completed  administrator
hs Role assignment reguest.
User Provisioning
Provisioning User: Application ~ Mar 23, - L
Administrator Of Sample Data 2010 Assignedto  Completed  administrator
Role assignment reguest.
) I User Compliance
%J;:ﬁliftr;;r g?gal:\:ﬂ?;gn ;\33926‘ Assigned fo Completed administrator
Role assignment reguest.
. _— User Compliance
%ﬂﬁli';?;; . g?ga:pﬂ?;gn 2103{023' Assigned fo Completed administrator
bs Role assignment reguest.
_— User
User: Application Sep 1, " o
AmberTestRole Of Sample Data 2009 g:,égned to Completed I

All rows shown on the screen will be printed, unless the number of rows displayed reaches the

limit defined in the Maximum number of results returned from a query setting, whichis

specified by a Configuration Administrator on the Administration tab. If you reach this limit,
you should see a confirmation dialog that allows you to specify whether you want to continue.
Click OK if you want to include all of the rows shown on the screen in the printout. This
message is displayed only once for each user session.

10.4 Viewing Your Request Status

The Request Satus action allows you to see the status of the requests you’ ve made. It lets you see
the current state of each request. In addition, it gives you the option to retract arequest that is still in

processif you have changed your mind and do not need to have the request fulfilled.

The Request Satus action includes process (provisioning) requests, role requests, and resource
requestsin asingle consolidated list. Thelist provides a Type column that allows you to see the type
for each request. The requests appear in asingle list, but the list can be sorted or filtered by request

type. You can retract requests that are still in a retractable state from the Request Satusllist.

The Domain Administrator and Domain Manager have the ability to view requestsfor other users, as

described below:

+ When nothing is selected in the Manage control, the request list shows the current user’s
requests. These requests include those for which heis either recipient or addressee, as well as
reguests for which the recipient or addressee is a group, container, or role to which the current

user belongs.
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+ When auser is selected in the Manage control, the list shows requests that have the sel ected
user as recipient.

+ When agroup is selected, the list shows requests that have the selected group as recipient.

+ When aroleis selected, the list shows requests that have the selected role as recipient.

+ When acontainer is chosen, the list shows requests that have the selected container as recipient.
When a Domain Administrator or Domain Manager is in manage mode, the Request Satus list

includes only requests associated with the domain specified for the administrator or manager
assignment.

A Team Manager has the ability view requests for team members. Before selecting ateam member,
the Team Manager must select a team.

When a Team Manager is in manage mode, the Request Satus list includes only requests associated
with the domain specified for the selected team configuration.

Proxy Mode The Request Satus action is not available in proxy mode.

10.4.1 Viewing the Request List

To see the requests you have made:

1 Click Request Satus in the group of actions on the Work Dashboard.

Thelist of requestsis displayed. If you are not in managed mode, the requests shown are those
for which you are the recipient or the requester. If you are in managed mode, the requests
shown are those for which the selected user, group, or container isthe recipient or the requester.

Refresh

Type

Customize...

ltem Requested

Request Date =

Status

Filter v |Rows |25 %

Comments

=]
El
LE]
L=
|
k=)
L= |

Lo |

Nurse

Add Resource To User - lingresrouce

Role Approval - lingtest
lingtest

Compliance Administrator
Compliance Administrator
Provisioning Administrator
Compliance Administrator
Role Module Administrator

05/25/2009 05:13:58 AW
05/23/2009 03:44.01 AW
05/22/2009 07:16:01 PM
05/22/2009 07:16:00 PM
05/22/2009 02:52:59 PM
05/22/2009 02:52:59 PM
05/22/2009 01:03:51 FPM
05/22/2009 01:03:51 PM
05/22/2009 01:03:51 PM

v Completed
B Running: Processing
‘@ Terminated: Retracted
‘@ Terminated
+ Completed
+ Completed
v Completed
v Completed
v Completed

1-80f89

Thelist includes active requests, as well as requests that have already been approved or denied.
The administrator can control how long workflow results are retained for. By default, the
Workflow system retains workflow results for 120 days.

To see the type of the request, you need to include the Type column in thelist of columnsfor the

display. When the Type column is included, the User Application shows an icon indicating
whether the request was a process (provisioning) request, role request, or resource reguest.

The columnsin the Request Status list are described below:

+ The Item Requested column provides the name of the role, resource, or process specified

for the request.

+ The Requester column identifies the user who made the request.
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+ The Recipient column identifies the user, group, or container that will receive the item
requested, if the request is approved. In the case of role relationships, the Recipient
column shows the name of the role related to the role named in the Item Requested

column.

+ The Satus column shows a detailed status for the request as well as an icon that indicates
the status summary. The status summary showsthe general status of the request and can be
selected from the Filter menu to narrow the results when searching for requests with a

particular status:

Status summary icon

Detailed Status

Description

G Running: Processing

ﬁj, Running Processing

ﬁ Running:Processzing

New Request

SoD Approval Start - Pending

SoD Approval Start -
Suspended

Indicates that this is a new request
that is currently being processed.

A request with this status can be
retracted.

Indicates that the Role Service driver
is attempting to restart a separation
of duties approval process for the
request following an SoD Approval
Start - Suspended condition.

A request with this status can be
retracted.

Indicates that the Role Service driver
is unable to start a separation of
duties approval process and the
process has been suspended
temporarily.

When the Role Service driver tries to
start a workflow and cannot (for
example, when the User Application
is down or unreachable), the request
transitions to a pending retry state to
wait for up to a minute before
transitioning to a retry state (SoD
Approval Start - Pending state) that
triggers the driver to try and start the
workflow again. These states prevent
requests that don't depend on
workflows from being backed up
behind requests that are blocked by a
workflow that can't be started.

If a request shows this status for an
extended period of time, make sure
the User Application is running. If it is
running, check the connection
parameters given to the Role Service
driver to be sure they are correct.

A request with this status can be
retracted.
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Status summary icon

Detailed Status

Description

Q:, Running: Processing

G, Running Processing

:_:Lf. Pending &pproval

T Pending Approval

Approval Start - Pending

Approval Start - Suspended

SoD Exception - Approval
Pending

Approval Pending

Indicates that the Role Service driver
is attempting to restart an approval
process for the request following an
Approval Start - Suspended
condition.

A request with this status can be
retracted.

Indicates that an approval process
has been initiated for the request, but
the process has been suspended
temporarily.

When the Role Service driver tries to
start a workflow and cannot (for
example, when the User Application
is down or unreachable), the request
transitions to a pending retry state to
wait for up to a minute before
transitioning to a retry state (Approval
Start - Pending state) that triggers the
driver to try and start the workflow
again. These states prevent requests
that don't depend on workflows from
being backed up behind requests that
are blocked by a workflow that can't
be started.

If a request shows this status for an
extended period of time, make sure
the User Application is running. If it is
running, check the connection
parameters given to the Role Service
driver to be sure they are correct.

A request with this status can be
retracted.

Indicates that a separation of duties
approval process has been started
and is waiting for one or more
approvals.

A request with this status can be
retracted.

Indicates that an approval process
has been started for the request and
is waiting for one or more approvals.

A request with this status can be
retracted.
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Status summary icon

Detailed Status

Description

@ 2pproved

@ 2pproved

@ 2pproved

C) Pending A.ctivation

€3 Denisd

€3 Denisd

SoD Exception - Approved

Approved

Provisioning

Pending Activation

SoD Exception - Denied

Denied

v Completed: Provisioned Provisioned

Indicates that a separation of duties
exception has been approved for this
request.

A request with this status can be
retracted.

Indicates that the request has been
approved.

A request with this status can be
retracted.

Indicates that the request has been
approved (if approvals were
required), and the activation time for
the assignment has been reached.
The Role Service driver is in the
process of granting the assignment.

You are not permitted to retract a
request with this status.

Indicates that the request has been
approved, but the activation time for
the assignment has not yet been
reached. The Pending Activation
does not have a roll-up category, or
summary status icon. This means
that you cannot filter the list of
requests by the Pending Activation
status.

A request with this status can be
retracted.

Indicates that a separation of duties
exception has been denied for this
request.

You are not permitted to retract a
request with this status.

Indicates that the request has been
denied.

You are not permitted to retract a
request with this status.

Indicates the request has been
approved (if approvals were
required), and the assignment has
been granted.

You are not permitted to retract a
request with this status.
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Status summary icon Detailed Status

Description

¥ Completed: Provisiored Cleanup

& Terminated Canceling
'@ Terminated Canceled
'@ Terminated Provisioning Error

Indicates that the request has been
processed and the Role Service
driver is in the process removing the
internal objects created for the
request.

You are not permitted to retract a
request with this status.

Indicates that the Role Service driver
is canceling the request because of a
user action.

You are not permitted to retract a
request with this status.

Indicates that the request has been
canceled by a user action.

You are not permitted to retract a
request with this status.

Indicates that an error occurred
during the course of provisioning
(granting) or deprovisioning
(revoking) the assignment.

The precise error message for a
provisioning error is written to the
trace or audit log, if either is active. If
a provisioning error occurs, check
your trace or audit log to see if the
error message indicates a serious
problem that must be fixed.

You are not permitted to retract a
request with this status.

NOTE: If the system clock on the server where the Role Service driver residesis not
synchronized with the system clock on the server where the User Application is running,
the request status might appear to be different on the Request Status and Role
Assignments lists. For example, if you request arole assignment that does not require
approval, you might see the status as Provisioned in the Request Status section, but the
status on the Role Assignments section shows Pending Activation. If you wait for a
minute or so, you might then see the status on the Role Assignments section change to
Provisioned. To ensure that the status is shown correctly throughout the User Application,
check your system clocks to be sure they are synchronized appropriately.

+ The Request Date column shows the date when the request was made.
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10.4.2 Viewing the Summary for a Request

To see the summary information for a request:

1 Hover over the request name in the Item Requested column.

Refresh | Customize...

Filter Qv |Rows[25 &

Type Item Requested

l Status: " Completed: Provisioned

[E] Role Approval - lingtest

ﬂ Add Resource To User-ling  Recipient: Application Administrator Of Sample Data Request Action: Add Role To User

W Nurse Requested By: admin Request Date 05/22/2009 01:03:51 PW
[ RoleApproval-linglest Effective Date 0512212009 01:0351 P Expiration Dats:

W lingtest
¥4  Compliance Administrator <

Initial Request Description:  [ROLES] domain administrator assignmentrequest Common Requests [D:  InitialDemainAdminAssignment

¥ Compliance Administrater
¥d  Provisioning Administrator
WJ  Compliance Administrator
g Role r@u\e Administratar

05/22/2009 02:52:59 PM
05/22/2009 01:03:51 PM
05/22/2009 01:03:51 PM
05/22/2009 01:03:51 PM

+ Completed
+ Completed
v Completed
+ Completed

1-10of 10

10.4.3 Filtering the Request List

You can apply afilter to the request list to limit the number of rows returned. By filtering the request
list, you can find what you' re looking for more easily, and aso improve performance.

To define afilter for the request list:
1 Click the Define Filter button.

Fitter ' | Rows:

Define Filter

The Filter dialog displays, showing severa fields you can use to specify how you want to filter
the data:

[tem Requested: ||

Type: |

Status: W

Confirmation Number: |

[ Fitter J[ Clear ][ Cancel ]

2 To narrow the search to requests that have a request name that matches a particular string, type
the first characters of the string in the Item Requested field.

3 To narrow the search to requests of a particular type, select the type in the Type dropdown.
4 To narrow the search to requests that have a particular status, select the status in the Satus

dropdown.

164 User Application: User Guide



The status categories available for selection vary depending on which type you' ve selected in
the Type dropdown.

5 To narrow the search to requests that have a particular confirmation number, type the ID in the
Confirmation Number field.

The confirmation number is an internal identifier that correlates a set of role assignments that
were regquested at the same time. Here are some situations in which a set of role assignments
will share a confirmation number:

+ A single request assigns multiple rolesto asingle user.

+ A singlerequest assigns asingle role to multiple users. This might occur when arequester
assigns arole to agroup or container.

When a set of role assignments share a confirmation number, a user can retract each assignment
individualy. In addition, each role assignment can be approved or denied separately.

6 Click Filter to perform anew query for requests, using the selection criteriayou’ ve specified in
the Filter dialog.

When you define afilter for the request list, your filter definition is saved in the Identity Vault
along with your other user preferences.

NOTE: The preferences saved always apply to the user currently logged on to the User
Application, regardless of whether a different user has been selected in the Manage control.

To see what filter points have been defined previoudly:

1 Look at the boxes to the left of the Define Filter icon.
When no filters are defined, the Define Filter icon shows two empty rings, as shown below:

Fiter My
When one or more filter points have been defined, each filter point appearsin a separate box, as
shown below:
w Request Status
Refresh | Customize Mexximum rows per page [ 25w |
ftem Requested: iPhone Type: Process Request Status: Running: Processing @
ltem Requested Status Request Date = Requested By Recipient Type Comments
iPhone-1 @ Running: Processing 01/16/2009 06:20:20 AM Allison Blake Allison Blake El

1-10f1

To remove afilter point previously specified in the Filter dialog:

1 Click the Clear thisfilter icon (which looks like an X) next to the filter point you want to
remove:

w Request Status
Refresh | Customize Meoximum rows per page[ 25w |
ltem Regquested: iPhone Type: Process Request Status: Running: Processing Q)v

ltem Requested Status Request Date T e ﬁ\bé Recipient Type Comments
— gar this T
iPhone-1 @ Running: Frocassing 01/16/2009 06:20:20 AM Ao Allison Blake El

1-10f1
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To remove all previously defined filters and update the search results to include all requests.

1 Click the Define Filters button to open the Filter dialog.
2 Click the Reset button.
The Filter dialog closes and the request list is updated to include all requests.

10.4.4 Customizing the Request Status Columns

The Request Status section of the Work Dashboard page allows you to select and deselect columns,
and also reorder columns within the request list display. Any customizations you make to the display
are saved for future use.

To customize the display of columnsin the request status list:

1 Click the Customize button in the Request Satus section of the Work Dashboard page.

ez Request Status

Refresh | stomize... Type: Process Request (7 @v | Rows: 'ZE_VI
Type lem Request Date = Status Comments
yp Customize Request Status Display | 9

ﬂ DumniyFRD 07/15/2009 08:41:49 FM 3 Completed: Approved
E] DummyPRD 07/15/2009 04:29:14 PN €2 Ccompleted: Approved
F] DummyPRD 07M5/2009 04:09:32 PM A Completed: Approved
E] DummyPRD 07M5/2008 04:06:51 PM A Completed: Approved
ﬂ Entitlement Manager Approval No Timeout 07/08/2008 12:34:01 PM »":L“- Running: Processing
ﬂ 3 Value Radio Button — Thursday, July 02, 2009 12:36:22 PM 07/03/2009 11:48:40 AM (A Completed: Approved
ﬂ simple 07/02/2009 11:43:06 AM '@ Terminated: Retracted
E] DummyPRD 06/30/2009 01:45:00 PN €A Completed: Approved
H test PRD 06i24/2009 08:00:17 AM /2 Terminated: Error

H AmberTestPRD 06/17/2009 04:36:07 AM &3 Completed: Denied

1-100f 10

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columns that are available for selection.

'us'u‘m‘ire'ieques"' t
Available Columns Selected Columns

Recipient 4= Type
ltem Requested *
Request Date *
Status

Comments

Open Request Status details: :In line with list iw

[ Save Changes ][ Cancel ]

2 Toinclude an additional column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.
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You can reorder the columns in the display by moving them up or down in the Selected
Columns list box.

3 To remove a column from the display, select the column in the Selected Columns list box, and

drag it to the Available Columns list box.

The Item Reguested and Request Date columns are mandatory columns and cannot be removed
from the request list display.

4 To save your changes, click OK.

10.4.5 Controlling the Number of Items Displayed on a Page

To specify the number of items you want displayed on each page:

1 Select anumber in the Rows dropdown list.

When you modify the Rows setting, your preference is saved in the Identity Vault along with your
other user preferences.

10.4.6 Controlling the Display of Request Status Details

The Work Dashboard page allows you to specify how you want to display the details for a request

you click onin the Request Status section of the page. You can display the task details within the list
or in aseparate modal dialog. This behavior is controlled by a setting within the Customize Request
Status Display dialog.

When you modify this setting, your preferenceis saved in the Identity Vault along with your other
user preferences.

To control the display of task details:

1 Click the Customize button in the Request Satus section of the Work Dashboard page.

Request Date =

Type: Process Request

Status

@~ |Rows:[25 %

Comments

DummyPRD

DummyPRD

Entitlement Manager Approval No Timeout

3 Value Radio Butten — Thursday, July 02, 2008 12:36:22 PM
simple

DummyPRD

test PRD

AmberTestPRD

07/15/2009 08:41:49 PM
07/15/2009 04:29:14 PM
07/15/2009 04:09:32 PM
07/15/2009 04:06:51 PM
07/08/2009 12:34:01 PM
07/03/2009 11:48:40 AN
07/03/2009 11:43:06 AN
06/30/2009 01:45:09 PM
06/24/2009 08:00:17 AM
06/17/2009 04:36:07 AM

1-100f 10

(A Completed: Approved
(2 Completed: Approved
(A Completed: Approved
A Completed: Approved
2 Running: Processing
€2 Completed: Approved
'@ Terminated: Retracted
A Completed: Approved
/2 Terminated: Error
&3 Completed: Denied

The User Application displays the Customize Request Satus Display dialog, which allows you
to customize the request list display. The set of controls shown may vary depending on which
settings the administrator has designated as available for user override.
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Available Columns Selected Columns

Recipient 4= Type
ltem Requested *
Request Date *
Status

Comments

Open Request Status details: ¢ In line with list V

[ Save Changes ][ Cancel ]

2 To display the details within the task list display, select In line with list in the Open Request

Satus details dropdown. To display the detailsin a separate modal dialog, select In message
window.

3 To save your changes, click Save Changes.

10.4.7 Sorting the Request List
To sort the request list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new primary sort column.
When the sort is ascending, the sort indicator is shownin its normal, upright position. When the
sort is descending, the sort indicator is upside down.

You can sort the list on multiple columns by clicking the header for each sort column. The
default sort is descending order by Request Date, which causes the most recent requests to

display first. If you sort the list on any column other than the Request Date column, the Request
Date column is used as the secondary sort column.

When you modify the sort order for the request list, your preference is saved in the Identity Vault
along with your other user preferences.

10.4.8 Refreshing the Request List

To refresh the request list:

1 Click the Refresh button.

Therequest list is updated to reflect the current state of the request list for the current user. The
Refresh button does not remove any filters you have applied to the request list. When you

refresh the request list, any filters you have defined are used to update the list, and the filters
remain in effect until you reset them.
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10.4.9 Viewing the Comments for a Request

1 To display the comment text for arequest, click the Commentsicon in the request list.

NOTE: To see the comments for arequest, you must include the Comments column in the list of
selected columns. For details on adding columns to the task list, see Section 10.4.4, “Customizing
the Request Status Columns,” on page 166.

10.4.10 Viewing the Details for a Request

To view the details for arequest:

1 Click the request name in the Item Requested column.
The User Application displays the details for the request.

Refresh | Customize B
Request Date T Status
05/22/2008 07:16:01 FM '@ Terminated: Retracted
Add Resource To User - lingresrouce 085/23/2009 03:44:01 AM @@ Running: Processing

Murse 05/26/2008 05:14:42 P v Completed

Type ltem Requested
E] Role Approval - lingtest

Status +" Completed: Provisioned

Recipient: Bob Jenner Request Action: Add Role To User

Requested By: Baob Jenner Request Date 05/26/2009 05:14:42 PM

Effective Date: 05/26/2009 05:14:42 PM  Expiration Date:

Initial Request Description: TDBTestRoleAssignment Common Requests ID:  f01005149d914a3fab49321b59088726

Closs

ﬂ Role Approval - lingtest 05/22/2009 07:16:01 PM @ Terminated: Retracted
% lingtest 05/22/2009 07:16:00 PM @ Terminated
¥4 Compliance Administrator 05/22/2009 02:52:59 PI1 v Completed
w4 Compliance Administrator 05/22/2009 02:52:59 P v Completed
W Provisioning Administrator 05/22/2009 01:03:51 P v Completed
W4  Compliance Administrator 05/22/2009 01:03:51 P v Completed
¥3  Role Module Administrator 05/22/2009 01:03:51 PM v Completed

1-100f 10

10.4.11 Retracting a Request

The Request Status section of the Work Dashboard page gives you the option to retract arequest that
isstill in processif you have changed your mind and do not need to have the request fulfilled.

An end user can retract any request that for which this user isthe initiator, aslong as the request is
gtill in aretractable state. A Domain Administrator can retract any request within the domain for
which the administrator has authority. A Domain Manager must have the proper security permission
to retract requests. Specifically, you must have permission to revoke assignments, which implicitly
gives you the ability to retract arequest as well.

To retract arequest:
1 Click Retract on the Request Detail window.
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= Request Status

Refresh | Customize...

Type

Item Requested

Request Date =

Status

Filler v | Rows

B Add Resource To User - lingresrouce

Status:

Ruole Approval - lingtest

Add Resource To User - lingresrouce

Recipient: Abby Spencer

Requested By:  Application Administrator Of Sample Data Regquest Date

¥ Gomment and Flow History

L&
r

a
a
A
L&

& Running: Processing

05/22/2009 07-16:01 FM

05/23/2009 03:44.01 AM

05/23/2008 03:44.01 AM

@ Terminated: Retracted

3 Running: P!

Comments

rocessing

Nurse

Rale Approval - lingtest
lingtest

Compliance Administrator
Compliance Administrator
Provisioning Administrator
Compliance Administrator
Role Module Administrator

05/26/2009 05:14:42 FM
05/22/2009 07:16:01 FM
05/22/2009 07:16:00 FM
05/22/2009 02:52:58 FM
05/22/2009 02:52:59 FM
05/22/2009 01:03:51 FM
05/22/2009 01:03.51 FM
05/22/2009 01:03:51 FM

1-100f 10

V’Cump\eled
@ Terminated:
@ Terminated
v Completed
v Completed
Vv Completed
Vv Completed
Vv Completed

: Retracted

The Retract button is enabled only when the process associated with the request is still running.
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Managing Work for Users, Groups,
Containers, Roles, and Teams

This section explains how to use the Manage control to manage work for other users, and for groups,
containers, roles, and teams. Topics include:

*

Section 11.1, “Selecting a User, Group, Container, Role, or Team,” on page 171

Section 11.2, “Changing to a Different Managed Entity,” on page 174

Section 11.3, “Minimizing the Screen Space Used by The User Profile Section,” on page 174
Section 11.4, “Exiting Manage Mode,” on page 175

*

*

*

11.1 Selecting a User, Group, Container, Role, or
Team

When a Domain Administrator or Domain Manager logsin to the User Application, the Work
Dashboard shows the Manage control, which isaglobal lookup control. The Manage control allows
the current user to select a particular user, group, container, role, or team member and use the Work
Dashboard interface to manage work for the selected entity type. After the user selects an entity, the
data and access permissions on the Work Dashboard pertain to the selected entity, rather than to the
user currently logged on. However, when the user isin Manage mode, the Settings and Make a
Process Request menus still apply to the logged-in-user, not the selected entity in the Manage
control.

To select a user, group, container, role, or team member:

1 Click Manage in the upper-left corner of the Work Dashboard.

) Work Dashboard - Mozilla Firefox
Elle Edit View History Bookmarks Tools Help

@ + @ % [ N httpifjmetscarpals.galab.cam.novel.com:9080/Tooss5iwarkDashboard.do?apwalefiNavItem=15°_MENU_T 77 - | |[Gl+[

D |8 Most Visited . Getting Started 5| Latest Headlines

g Novell. Identity Manager

‘Welcome Application Administrator Identity Self-Service ork ‘Dashboard Compliance Administration Logout Help

2 3 b Task Notifications
‘@ » Resource Assignments
Application Administrator Of Sample Data > Role Assignments

abc@abe.com

[ Itanage... » Request Status

@ dManage User, Group, Role, Container, or Team |

|_| Make a Process Request

The Work Dashboard displays the Manage pop-up window:
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Manage [x] =
Manage: [User  v| | @IEE

[ Manage H Exit Manage Mode ][ Cancel J

2 Inthe Manage control, select the entity type:
Manage [x] &
Manage: | User v |‘|
Manag Group lage Mode J[ Cancel ]
| Role 3
| Container "

3 Usethe object selector to select a particular user, group, container, role, or team:

Manage: [User  ¥] | - %

|Click here to open the object selector,

When you select a user, group, container, role, or team, the Work Dashboard puts you in
manage mode and updates the User Profile section on the left side of the screen. The User
Profile updates its display, asfollows:

+ When auser is chosen, it shows the photo, name, title, email, and phone number of the
selected user.

Q Novell. Identity Manager

Welcome Application Administrator Identity Seif-Service  [RULILA L ] Logaut  Help.

* Managing User B3 “f* * Task Notifications

. 7 b Resource Assignments
7 |

T b Role Assignments

Allison Blake

Payroll 7 » Request Status

test@novell com
(555) 555-1222

When you select a user, the User Profile section and the Task Notifications, Resource
Assignments, Role Assignments, and Request Status sections of the page show this icon:
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Thisicon indicates that the data and access permissions for these sections of the Work
Dashboard pertain to the selected user, rather than to the user currently logged on.

When agroup, container, or roleis chosen, it showsthe DN, display name, and description
(if available) of the group, container or role.

Q Novell. Identity Manager N

Welcome Appiication Administrator identity Seif.Service [U(ii- il Compliance  Administration Logout  Help

* Managing Group ) . f:* * Task Notifications
Pharmacy
st » Resource Assignments
+t ¥ Role Assignments
<t + Request Status

When you select acontainer, the User Profile section and the Task Notifications, Resource
Assignments, Role Assignments, and Request Status sections of the page show this icon:

[V

When you select agroup, the User Profile section and the Task Notifications, Resource
Assignments, Role Assignments, and Request Status sections of the page show this icon:

When you select arole, the User Profile section and the Task Notifications, Resource
Assignments, Role Assignments, and Request Status sections of the page show thisicon:

|LJ
!

Theseicons indicate that the data and access permissions for these sections of the Work
Dashboard pertain to the selected entity, rather than to the user currently logged on.

When ateam is selected, it shows the team dropdown to allow you to select ateam. In
addition, it shows a dropdown that lets you pick ateam member.

When you select ateam member, the User Profile section and the Task Notifications,
Resource Assignments, Role Assignments, and Request Status sections of the page show
thisicon:
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11.2 Changing to a Different Managed Entity

To change to a different managed entity:

1 Click the Manage User, Group, Role or Container button in the User Profile section.

Q Novell: Identity Manager

Welcome Application Administrator Identity Self-Service Work Dashboard Co Logout Help

Managing User & Task Notifications
Manage User, Group, Role, Cantainer, ar Team
-
v
7 » Role Assignments
Allison Blake
Payroll = » Request Status
test@naovell.com
(555) 555-1222

11.3 Minimizing the Screen Space Used by The
User Profile Section

To minimize the screen space used by the User Profile section:

1 Click the Wide Layout button in the User Profile section.

Q Novell: Identity Manager

Welcome Application Administrator Identity Seif-Service Work Dashboard Co ini: i Logout Help

] <@ * Task Notifications

T Managing User
esource Assignments

Ld
5w
T » Role Assignments

Allison Blake

Payroll T » Request Status
test@novell.com
(555) 555-1222

The User Profile section hides the details about the currently selected entity to give you more
space to work with the Task Notifications, Resource Assignments, Role Assignments, and
Request Status sections of the page.
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Q Novell: Identity Manager

Welcome Application Administrator Identity Self-Service Work Dashboard Comp i if Logout Help

B > D

To return the User Profile section to its normal display size so that the entity details are visible,
click the Default Layout button.

Q Novell: Identity Manager

Welcome Application Administrator Identity Self-Service Work Dashboard C ini: i Logout  Help

lﬁk 23l © * Task Notifications
LT < ource Assignments

» Role Assignments
.

T Request Status

11.4 Exiting Manage Mode

To exit manage mode and reset the Work Dashboard to show data and access permissions for the
current logged in user:

1 Use either of the following methods:
+ Click the X on the User Profile section:
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Q Novell: Identity Manager

Wielcome Application Administrator Identity Self-Service : Work Dashboard Compliance Administration Logout Help

£l [

T+ Task Notifications

T Managing User

AL, s gurce Assignments
T * Role Assignments
Allison Blake
Payroll T + Request Status
test@novell.com
(655) 565-1222

+ Inthe Manage dialog, click the Exit Manage Mode button.

Proxy Mode The Manage control is not available in proxy mode, even if a user is proxying for a
user that isa Domain Administrator or Domain Manager. When a user isin proxy mode, the
navigation access permissions for menu items on the Work Dashboard show the proxied user's
permissions, not the permissions for the logged in user.
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Controlling Your Settings

This section provides information about how to use the Settings menu on the Work Dashboard.
Topicsinclude:

¢ Section 12.1, “About the Settings Menu,” on page 177

¢ Section 12.2, “Acting as a Proxy,” on page 181

+ Section 12.3, “ Specifying Your Availability,” on page 182

+ Section 12.4, “Viewing and Editing Your Proxy Assignments,” on page 187

+ Section 12.5, “Viewing and Editing Your Delegate Assignments,” on page 190

+ Section 12.6, “Viewing and Editing Your Team Proxy Assignments,” on page 193

+ Section 12.7, *Viewing and Editing Your Team Delegate Assignments,” on page 197

* Section 12.8, “ Specifying Your Team’'s Availability,” on page 202

+ Section 12.9, “Making a Team Process Request,” on page 206

12.1 About the Settings Menu

The Settings actions give you the ability to act as a proxy for another user. In addition, they allow
you to view your proxy and delegate assignments. If you are a Provisioning Administrator, or a
Provisioning Manager or Team Manager for the Provisioning Domain, you might also be permitted
to define proxy and delegate assignments, as well as team availability settings.

12.1.1 About Proxies and Delegates

A delegateis auser authorized to perform work for another user. A delegate assignment appliesto a
particular type of request.

A proxy is auser authorized to perform any and all work (and also define provisioning settings) for
one or more users, groups, or containers. Unlike delegate assignments, proxy assignments are
independent of process requests, and therefore apply to all work and settings actions.

Proxy and Delegate Assignments Have Time Periods. Both proxy and delegate assignments are
associated with time periods. The time period for a proxy or delegate assignment can be as short or
as long as you need it to be. The time period can also have no expiration date.

Proxy and Delegate Actions Are Logged: If logging is enabled, any actions taken by a proxy or
delegate are logged along with actions taken by other users. When an action is taken by a proxy or
delegate, the log message clearly indicates that the action was performed by a proxy or delegate for
another user. In addition, each time a new proxy or delegate assignment is defined, this event is
logged as well.

Delegate Assignments When a Role I sthe Approver: The User Application does not perform
delegate processing when aworkflow approver isarole. Any user in arole can perform approvals
assigned to the role so delegation is not necessary.
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Proxy Assignments When a Role I sthe Approver: When you make proxy assignments, the User
Application does not perform any checks on the roles already held by the user. It is possible that the
user might already be assigned to all of the same roles as the person for whom they are acting as

proxy. It isalso possible that there are conflicts with the roles of the person for whom they will act as

proxy.

12.1.2 Sample Usage Scenarios

This section describes two business scenarios where proxies and del egates might be used:

+ “Proxy Usage Scenario” on page 178
+ “Delegate Usage Scenario” on page 178

Proxy Usage Scenario

Suppose you are amanager who is responsible for approving (or denying) a large number of
workflow tasks on adaily basis. In addition, you are also responsible for editing provisioning
settings for alarge number of usersin your organization. In this situation, you might want to assign
aproxy so that some of your work can be off-loaded to a trusted member of your team.

Delegate Usage Scenario

Suppose you are amanager who is responsible for approving or denying requests for ten different
types of provisioned resources. All ten request types need regular attention, but you would rather
have another individua in your organization attend to six of them. In this case, you could define a
delegate for these six process request types. If necessary, you could restrict this delegate relationship
to aperiod of hours, days, or weeks. Alternatively, you could specify no expiration for the delegate
relationship, thereby establishing this relationship as a more permanent arrangement.

12.1.3 User Access to the Settings Menu

The Settings menu on the Work Dashboard displays the following options to all userswho log in to
the User Application:

Table 12-1 Settings Menu Options Available to All Authenticated Users

Settings Menu Option Description

Edit Proxy Mode Lets you act as a proxy for another user.

For details, see Section 12.2, “Acting as a Proxy,”
on page 181.

Edit Availability Lets you view or edit the requests you are available
to act on, and which requests your assigned
delegates can act on. To edit availability, you must
have the Configure Availability permission.

For details, see Section 12.3, “Specifying Your
Availability,” on page 182.
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Settings Menu Option

Description

My Proxy Assignments

My Delegate Assignments

Lets you view or edit your proxy assignments. To
edit proxy assignments, you must have the
Configure Proxy permission.

For details, see Section 12.4, “Viewing and Editing
Your Proxy Assignments,” on page 187.

Lets you view or edit your delegate assignments.
To edit delegate assignments, you must have the
Configure Delegate permission.

For details, see Section 12.5, “Viewing and Editing
Your Delegate Assignments,” on page 190.

When a Provisioning Administrator, Provisioning Manager, or Team Manager logsin to the User
Application, the Settings menu shows the following additional menu options:

Table 12-2 Settings Menu Options Available to Administrators and Team Managers

Settings Menu Option

Description

Team Settings>Team Availability

Team Settings>Team Proxy Assignments

Team Settings>Team Delegate Assignments

Lets you specify which requests your team
members are available to act on, and which
requests the team member’s delegates can act on.

The Configure Availability permission must be
enabled in the team configuration. When this
permission is disabled, this action is not allowed.

For details, see Section 12.8, “Specifying Your
Team’s Availability,” on page 202.

Lets you specify proxy assignments for members of
your team.

The Configure Proxy permission must be enabled
in the team configuration. When this capability is
disabled, this action is not allowed.

For details, see Section 12.6, “Viewing and Editing
Your Team Proxy Assignments,” on page 193.

Lets you specify delegate assignments for
members of your team.

The Configure Delegate permission must be
enabled in the team configuration. If the team rights
allow managers to make a team member a
delegate for other team member's provisioning
requests, this action is allowed for these requests.
When this permission is disabled in the team
configuration, this action is not allowed.

For details, see Section 12.7, “Viewing and Editing
Your Team Delegate Assignments,” on page 197.
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Settings Menu Option

Description

Team Settings>Make Team Process Requests

Lets you make a process request for a member of
your team.

The Initiate PRD permission must be enabled in the
team configuration. When this permission is
disabled in the team configuration, this action is not
allowed.

For details, see Section 12.9, “Making a Team
Process Request,” on page 206.

The behavior of the Team Settings menu options varies depending on whether the current user isan
administrator or team manager, and on which permissions have been granted, as described below:

Table 12-3 User Access to the Team Settings Menu Options

User

Capabilities

Provisioning Administrator (or Security Domain
Administrator)

Provisioning Manager

Can select a user without having to select a team.

Has all permissions associated with the
Provisioning Domain, and can therefore see the
Team Proxy Assignments, Team Delegate
Assignments, and Team Availability menu options.

Can access the New button on the Team Proxy
Assignments, Team Delegate Assignments, and
Team Availability pages.

Can select a user without having to select a team.

Needs to be given security rights to see the Team
Proxy Assignments, Team Delegate Assignments,
and Team Auvailability menu options.

Can access the New button on the Team Proxy
Assignments, Team Delegate Assignments, and
Team Availability pages, if the proper security rights
have been given.

In the Team Delegate Assignments user interface,
the Provisioning Manager is only able to select
provisioning requests that they have rights to
assign. When the Provisioning Manager submits a
delegate assignment request, only assignments
they are allowed to make are successfully
completed.

180 User Application: User Guide



User Capabilities

Team Manager Must select a team before choosing a user.

Needs to be given security rights to see the Team
Proxy Assignments, Team Delegate Assignments,
and Team Availability menu options.

Can access the New button on the Team Proxy
Assignments, Team Delegate Assignments, and
Team Availability pages, if the proper security rights
have been given.

12.2 Acting as a Proxy

The Enter Proxy Mode action allows you to act as a proxy for another user.

1 Click Enter Proxy Mode in the Settings group of actions in the User Profile section of the Work
Dashboard.

Q Novell: Identity Manager

Welcome Application Administrator Identity Self-Service ‘Work Dashboard C Admini il Logout Help
—— 54 + Task Notifications
¢ ]
* Resource Assignments

Application Administrator Of Sample Data * Role Assignments

abc@abc.com

] Manage... + Request Status

Seftings ~

Edit Availability !

My Proxy Assignments
WMy Delegate Assignments

Team Settings 3

If you are authorized to act as aproxy for at least one other user, the User Application displays
alist of users.

Enter Proxy Mode =5

Select a user for whom you would like to act as Proxy. If you can proxy for a group or container, first select the group or container, then select the specific userin
that group or container

Specify User* | S in Of Sampl= Dats v

el Jik | 3

= |

If you are not authorized to act as aproxy for any other user, the User Application displaysthis
message:
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Enter Proxy Mode

You are not assigned to act as a proxy for anyone.

2 Select the user for whom you want to act as proxy and click Continue.
If you are designated as a proxy for agroup or container, you must select the group or container
before you can select the user. The User Application provides adropdown list to allow you to
select the group or container.
The User Application refreshes the display and returns you to the My Tasks action, the default
action when you log on. Thetask lists shows tasks assigned to the user for whom you are acting
as proxy. A message appears above the My Work group (as well asin thetitle bar) indicating
that you are now acting as a proxy for another user.

) Work Dashboard - Mozilla Firefox
Elle Edit View History Bookmarks Tools Help

@ i c A fOr \ N ‘ht‘h:l:ﬂmaiamrpals.qa\ah.ﬁm.nuveH‘:om:QDSDIJbossﬁfwurmashhuard‘du ﬁ’:f v‘ |v| Google ,'t"l

Most Visited ¥ Getting Started 5| Latest Headlines
| N Fortal Session Tineout Handler | N Work Dashboard | -

Q Novell- Identity Manager

i \dentity Self-Service L Ab ] Logout  Help
Proxy for XU # ~ Task Notifications
- || Refresh | Customize... Timeout AWeeks o | @7 |Rows: |25

‘@ No results found.

Application Administrator Of Sample Data “ * Resource Assignments (Proxy Mode is not available for Resource Assignments.)

abc@abc.com

F:| Seftings
" * Role Assignments (Proxy Mode is not available for Role Assignments.)
E] Make a Process Request
“ » Request Status (Proxy Mode is not available for Role or Resource Requests.)

At this point, you can perform any action that the user for whom you are acting as proxy could
perform. Thelist of actions available changes depending on your authority and the authority of
the user for whom you are acting as proxy.

12.3 Specifying Your Availability

The Edit Availability action allows you to specify which process requests with a del egate assignment
you are unavailable to work on during a particular time period. During the time period when you are
unavailable for a particular request, the user delegated to act on that request can work on it.

If you prefer not to specify your availability for each process request definition individually, you can
use the Edit Availability action to establish global settings pertaining to delegation.
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TIP: Before using the Edit Availability action, you need to have at least one delegate assignment to
work on. You need to have a Provisioning Administrator (or a Provisioning Manager or Team
Manager) create delegate assignments for you.

+ Section 12.3.1, " Setting Your Availability Status,” on page 183
+ Section 12.3.2, “ Creating or Editing an Availability Setting,” on page 184
+ Section 12.3.3, “Deleting an Availability Setting,” on page 187

12.3.1 Setting Your Availability Status

1 Click Edit Availability in the Settings group of actions.

The User Application displays the Edit Availability page. If you do not have any existing
availability settings, the display list is empty:

Edit Availability

Edit, delete, or create a new "Selectively Available" setting, or change the status across all requests.

User; Allizon Blake
Status: A\railable for ALL Reguests
Change Status: __[_Slé.lect Dne] v
User Unavailable From Unavailable Until Resource
Allizon Blake - = All
D-Dof0

If no delegates have been assigned for you, the User Application displays a message indicating
that you cannot change your status on the Edit Availability page.

If you have one or more availability settings, the display list shows these settings:

Edit Awvailability

Edit, delete, ar create a new "Selectively Available" setting, or change the status across all requests.

User: Allison Blake
Status: &5 NOT Available for ANY Reguests
Change Status: [Select One) |
User Unavailable From Unavailable Until Resource
7R Allison Blake 12/05/2006 10:25:13 AM Mo Expiration All
1-10of1

2 To see details about a particular process associated with an availability assignment, click the
name of the process.

The page then displays a pop-up window that provides information about the delegate
assignment:
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| Delegate Assignment w

User: allizan Blake
Delegate Assigned: Kewin Chester
Expiration: Mo Expiration

Thisinformation is particularly helpful in situations where the same process name appears
more than once in the availability settings list.

3 Specify your status by selecting one of the following options in the Change Satus drop-down

list:
Status Description
Available for ALL Requests This is the default status. It indicates that you are globally

available. When this status is in effect, requests assigned to you
are not delegated, even if you have assigned delegates.

The Available for ALL Requests status overrides other settings.
If you change the status to one of the other settings, and then
change it back to Available for ALL Requests, any Selectively
Available settings previously defined are removed.

NOT Available for ANY Requests Specifies that you are globally unavailable for any request
definitions currently in the system.

Choosing the Not Available for ANY Requests status indicates
that you are unavailable for each existing delegate assignment
and changes the current status to Not Available for Specified
Requests. Assignments are effective immediately until the
delegate assignment expires. This setting does not affect
availability for new assignments created after this point.

NOT Available for Specified Specifies that you are not available for certain process request

Requests definitions. During the time period when you are unavailable for
a particular request, the user delegated to act on that request
can work on it.

The NOT Available for Specified Requests option takes you to
the Edit Availability page. It is the same action as clicking the
New button.

12.3.2 Creating or Editing an Availability Setting

1 To create anew availability setting, click New (or select NOT Available for Specified Requests
in the Change Satus drop-down list).

2 To edit an existing setting, click Edit next to the setting you want to modify:

bl

The User Application displays a set of controls that allow you to specify the time period for
which you are unavailable and select the requests to which this setting applies.

Thelist of process requests displayed includes only those that have a delegate assignment.
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Edit Availahility

Selective Availahility

* - indicates required.

Jser

Unavailable From:™ |'I 210572006 10:30:00 AW

Allizon Blake

Linavailahility Timeframe

Specify a timeframe below for which you will he unavailable. Ifyou choose to specify a duration, please setthe duration
period in the Duration field and select the weeks, days, or hours inthe carresponding drap down menu. If you choase to

specify an end date, please setthe desired date in the End Date field.

Unarvailable Until™ (&) Mo Expiration

[] Mofify ather users ofthese changes.

7y Specify Duration (Weeks, Days, Hours)

() Specify End Date

[l AlReguestTypes

Fequest Type Selection

3 Specify the time period during which you will be unavailable:

3a Specify when the time period begins by typing the start date and time in the Unavailable
From box, or by clicking the calendar button and selecting the date and time.

3 http:/inew... |

==

o

December 2008
M TWwW T F S S
F2w/2@WI0 1 2 3
4 5 B 7 8 910
111213 14 1516 17
18 19 20 29 22 23 24
25 26 27 28 29 30 #
1 23 4 567

= 12:00 AM =

i=Ed

-

]

Done

3b  Specify when the time period ends by clicking one of the following:
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Button Description

Duration Lets you specify the time period in weeks, days, or hours.

End date Lets you specify the end date and time. You can type the date and
time, or click the calendar button and select the date and time from
the calendar.

No Expiration Indicates that this unavailability setting does not expire.

The end date you specify must be within the time period allowed by the delegate
assignment. For example, if the delegate assignment expires on October 31, 2009, you
cannot specify an expiration date of November 15, 2009 for the availability setting. If you
specify an expiration date of November 15, 2009, it is automatically adjusted when it is
submitted to expire on October 31, 2009.

4 Specify whether you want to send e-mail notifications to other users by filling in these fields:

Field Description

Notify other users of these changes Indicates whether you want to send an e-mail
message to notify one or more users of this
availability assignment.

Addressee Specifies which users should receive e-mail
notifications:

Selective: Allows you to send e-mail
notifications to any users you select.

5 Select one or more process requests in the Types of Requests list, and click Add.

On this page, you select the types of requests not to accept during the time you are unavailable.
This has the effect of delegating these requests to other users.

Redquest Type Selection

Selectthe types of requests thatvou will not accept during the time you are unavailable. Only requests with a delegate
assignment are availahle for selection below.

Types of Requests:

Enahle Active Directory Account

-
e
Declined faor the Specified Period:*
Y
w

Each process request you add isincluded in the Declined for the Specified Period list.
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Request Type Selection

Selectthe types of requests that you will not accept during the time yau are unavailable. Only reguests with a delegate
assignment are available for selection helow.

Types of Requests:

.Y
w
Declined for the Specified Period™
Enahle Active Directory Account -
w

6 Toindicate that this availability setting appliesto al request types, click All Request Types
instead of selecting the request types individually.

ivl Al Request Types

The All Request Types check box is only available when the type of request for the delegate
assignment is set to All.

7 To remove arequest from the list, click Remove.
8 Click Submit to commit your changes.

12.3.3 Deleting an Availability Setting
To delete an existing availahility setting:

1 Click Remove next to the setting:

x

12.4 Viewing and Editing Your Proxy
Assignments

The My Proxy Assignments action allows you to view your proxy assignments. If you are a
Provisioning Administrator, Provisioning Manager, or Team Manager, you can aso use this action
to edit proxy assignments.
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Only Provisioning Administrators, Provisioning Managers, and Team Managers can assign proxies,
as described below:

+ The Provisioning Administrator and the Provisioning Manager have the ability to define proxy
assignments for any user in the organization.

+ A Team Manager might have the ability to define proxy settings for users on his team,
depending on how the team was defined. The proxies must also be within the team. To define a
proxy, a Team Manager must use the Team Proxy Assignments action.

If a Team Manager needs to select aproxy who is not within the team, the manager must request that
the Provisioning Administrator or Provisioning Manager define the proxy relationship.

12.4.1 Displaying Your Proxy Settings

1 Click My Proxy Assignments in the Settings group of actions.

The User Application displays your current settings. The proxy assignments displayed are
those that specify you as proxy for someone else, as well as those that specify someone else as
proxy for you.

If you are not a Provisioning Administrator, Provisioning Manager, or Team Manager, you see
aread-only view of your proxy assignments:
My Proxy Aszsignments

Assignments are specified by your manager ar administrator. Only they can add, edit, or remove themn.

User Proxy Assigned Expiration
Allizon Blake Hevin Chester Mo Expiration
1-10of1

If you have administrative privileges, you are provided with buttons that let you create and edit
proxy assignments.

2 Torefresh thelist, click Refresh.

12.4.2 Creating or Editing Proxy Assignments

1 To create anew proxy assignment, click New.
2 To edit an existing proxy assignment, click Edit next to the assignment:

Y

If you are the Provisioning Application Administrator, the User Application presents the
following interface to allow you to define proxy assignments:
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My Froxy Assignments

Complete and submit the assignment.

* - indicates required.

Proxy Authorization

Select ane ar more Users, groups or cantainers for which you would like to assign & proxy. A selection of &t least one ofthe
available options is required in arder to grant a proxy assignment.

Prawy Far™®
Admiry idmeample

Uger:
M (%]
Ea

Graup: '
¥ QEE
Ea )

Container: '
v (%]

Froxy Assigned:™ [ ]

[]  Motify other users of these changes.

Timeframe

3 If you are a Provisioning Administrator, select one or more users, groups, and containers for
which you want to define a proxy.

Use the Object Selector or the Show History tool to select a user, group, or container.
4 |If you are ateam manager, select one or more users for whom you want to define a proxy.
5 Specify auser to be the proxy in the Proxy Assigned field.
6 Specify when the time period ends by clicking one of the following:

Button Description

No Expiration Indicates that this proxy assignment does not expire.

Specify Expiration Lets you specify the end date and time. You can type the date and time,
or click the calendar button and select the date and time from the
calendar.

7 Click Submit to commit your changes.

12.4.3 Deleting Proxy Assignments

To delete an existing proxy assignment:

1 Click Remove next to the assignment:

x
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NOTE: The User Application does not log you out of proxy mode right after you change
permissions for a proxy assignment. This allows you to change avalue if you have made a
mistake. Therefore, if you delete a proxy assignment whilein proxy mode, you are still ableto
edit the proxy assignment and also work on the proxy user’s tasks even after removing the
proxy assignment.

12.5 Viewing and Editing Your Delegate
Assignments

The My Delegate Assignments action allows you to view your delegate assignments. If you are a
Provisioning Administrator, Provisioning Manager, or Team Manager, you can aso use this action
to edit delegate assignments.

Only Provisioning Administrators, Provisioning Managers, and Team Managers can assign
delegates, as described below:

+ The Provisioning Administrator and Provisioning Manager have the ability to define delegate
assignments for any user in the organization.

+ A Team Manager might have the ability to define delegate settings for users on his team,
depending on how the team rights have been defined. The delegates must also be within the
team. To define a delegate, a Team Manager must use the Team Delegate Assignments action.

If ateam manager needs to define a delegate relationship for users who are not within his or her
scope of authority, he or she must request that the Provisioning Administrator define the delegate
relationship.

TIP: Before using the Edit Availability action, you need to have at least one delegate assignment to
work on.

12.5.1 Displaying Your Delegate Settings

1 Click My Delegate Assignments in the Settings group of actions.
The User Application displays your current settings.

If you are not a Provisioning Administrator, Provisioning Manager, or Team Manager, you see
aread-only view of your delegate assignments:

My Delegate Assignments

Assignments are specified by vour manager or administratar. Only they can add, edit, ar remaove them.

User Delegate Assigned Expiration Resource
Allizon Blake: Kewin Chester Mo Expiration All
1-10f1

If you have administrative privileges, you are provided with buttons that let you create and edit
delegate assignments.
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My Delegate Azsignments

Edit an existing assighment or create a new ohe.

User Delegate Assigned Expiration Resource
0-0of0

2 Torefresh thelist, click Refresh.

12.5.2 Creating or Editing Delegate Assignments

1 To edit an existing delegate assignment, click Edit next to the assignment:

7

Or, to create a new delegate assignment, click New.

If you are the Provisioning Application Administrator, the User Application presents the
following interface to allow you to define delegate assignments:

My Delegate Azsignments
Complete and submit the assignment.

* - indicates reguired.

Delegate Autharization

Select one or more users, groups ar containers farwhich youwould like to assign a delegate. A selection of at least ane of
the availahle options is required in order to grant a delegate assignment

Celegate Far*

A&

User: | E:
I & EEE
=
Group: i
‘ ~| QlE M
T
Container; | . . E
> alHE

Delegate Assignment

Select one ofthe delegate assignmenttypes below. Ifyau choose to assign a delegate, please specify the delegate in the
Celegate Assigned field. Ifyou choose to assign by relationship, please enter the relationship {e.g. manager) in the
Celegate Relationship field. Specifying 3 delegate relationship is an advanced feature and should only be used by those
familiar with the identity vault schema

Assinnment Tvne™* @y Assinn Nelenate

2 Select one or more users, groups, and containers for which you want to define a delegate.
Use the Object Selector or the Show History tool to select a user, group, or container.

3 Click Assign Delegate. Specify the user who is the delegate in the Delegate Assigned field.
Alternatively, click Assign by Relationship, then select arelationship in the Delegate
Relationship field.

4 Specify when the time period ends by clicking one of the following:
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Button Description

No Expiration Indicates that this delegate assignment does not expire.

Specify Expiration Lets you specify the end date and time. You can type the date and
time, or click the calendar button and select the date and time from the
calendar.

5 Select the category of process requestsin the Type of Request field. Select All to include
reguests from all available categories.

6 Select one or more requests that you want to delegate in the Available Requestsin Selected
Category lit, then click Add.

Fequest Type Selection
Selectthe types of requests for this delegate assignment. Select a Resource Category to display the availahle requests.

Resource Search Criteria; | Entitlerments

fyailable Requests in Selected Category:

Enable Active Directory Account

<

g

Selected Reguests™
~
v

Each process request you add isincluded in the Selected Requests list.

Reguest Type Selection
Selectthe types of requests forthis delegate assignment. Select a Resource Categary to display the available reguests,

Resource Search Criteria; | Entitlernents |»

Mwailable Requests in Selected Categary:

Pl
v
Selected Reguests™
Enahle Active Directory Account -~
v
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If you add multiple requests, each request is treated as an individual object that can be edited
separately.

7 To remove arequest from the list, click Remove.

8 Click Submit to commit your changes.

The User Application displays a confirmation message indicating whether the delegate
assignment was successfully submitted:

My Delegate Assignments

Submission was successiul
Pleasze note that any previous availability settinas for users referenced in processed delegatee assignment will not he updated
automatically. Please check and refresh any existing availahility settings for the corresponding users in arder to activate these

changes.
Action: Subrnit
Lzer: Aomin idmsample

Delegate Assigned: Jack Miler

[ Back to My Delegate Azsighments ]

12.5.3 Deleting a Delegate Assignment

To delete an existing delegate assignment:

1 Click Remove next to the assignment:

x

12.6 Viewing and Editing Your Team Proxy
Assignments

The Team Proxy Assignments action lets you manage the proxy assignment for any of your team
members. The rules for defining proxies are:

+ If you are the Team Manager, you might be allowed to define proxies for the members of your
team. To define proxies, the Team Manager must have the Configure Proxy permission in the
team definition.

+ TheProvisioning Administrator has the ability to set proxiesfor any user, group, or container in
the organization.

+ The Provisioning Manager may have the ability to set proxies for any user, group, or contai ner
in the organization. To define proxies, the Provisioning Manager must have the Configure
Proxy permission.

To assign a proxy for ateam member:

1 Click Team Proxy Assignmentsin the Settings>Team Settings group of actions.
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Team Proxy Assignments

Select a team

* - indicates required,

Select a team:™ | MyTeam hd

2 Click Select ateamto select ateam for which you have been designated as a Team Manager.

If you are a Provisioning Administrator or Provisioning Manager, you do not see the Select a
team box.

Thelist of teams includes teams for which team managers are permitted to set proxies, as well
as teams for which the ability to set proxies has been disabled. If a particular team definition
does not permit Team Managers to set proxies, the manager can still view proxy settings
defined for the team members by the administrator or by a manager of another team to which
these users belong. However, the Team Manager cannot edit these settings, view details for
these settings, or create new proxy assignments.

3 Click Continue.

4 Inthe Team Member selection box, type at |east four characters of the user’sfirst nameto select
the user.

Alternatively, use the Object Selector icon 4] beside the Team Member selection box to select
ateam member. In this case, click the icon to open the Object L ookup window. Specify search
criteriafor the team member, click Search, and select the team member.

Team Proxy Assignments

Select a user to view or edit his or her assigned proxies,

* - indicates required.

Team Member™ | Alizon Blake v

5 Click Continue.

The proxy assignments for the sel ected team member, if any, are displayed. You can sort the
proxy assignments by clicking the Proxy Assigned field.

6 Click New.

The New button is only enabled for those teams for which team managers are permitted to set
proxies for team members.

7 Fill inthefields asfollows:
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Field Description

User Select the team member for whom you want to assign a proxy. You
can select multiple users.

Proxy Assigned Select the team member who is to act as proxy.

Notify other users of these Indicates whether you want to send an e-mail message to notify one
changes or more users of this proxy assignment.

Addressee Specifies which users should receive e-mail notifications:

All: Specifies that the user assigned as proxy, as well as the team
member(s) for whom the proxy has been assigned, receives e-mail
notifications.

Assign From: Specifies that only the team member(s) for whom the
proxy has been assigned receives an e-mail notification.

Assign To: Specifies that only the team member who is to act as
proxy receives an e-mail notification.

Selective: Allows you to send e-mail notifications to any users you
select, including users who are not on the team.

Expiration No Expiration: Select No Expiration if you want the proxy assignment
to remain in effect until it is removed or modified.

Specify Expiration: Select Specify Expiration to define an End Date.
Click the Calendar and select a date and time when the proxy
assignment expires.

8 Click Submit to save your selections.
If the assignment is successful, you'll see a message like this:

Submission was successful
Changes will be reflected upon the assigned's next login.

9 Click Back to Team Proxy Assignments to create a new or edit an existing proxy assignment.
To change existing proxy assignments:

1 Click Team Proxy Assignmentsin the Settings>Team Settings group of actions.
2 Click Select ateamto select ateam for which you have been designated as a Team Manager.

If you are a Provisioning Administrator or Provisioning Manager, you do not see the Select a
team box.

Thelist of teams includes teams for which team managers are permitted to set proxies, aswell
asteams for which the ability to set proxies has been disabled. If a particular team definition
does not permit Team Managers to set proxies, the manager can still view proxy settings
defined for the team members by the administrator or by a manager of another team to which
these users belong. However, the Team Manager cannot edit these settings, view details for
these settings, or create new proxy assignments.

3 Click Continue.

4 Inthe Team Member selection box, type at least four characters of the user’sfirst nameto select
the user.
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Alternatively, use the Object Selector icon [“4] beside the Team Member selection box to select
ateam member. In this case, click the icon to open the Object L ookup window. Specify search
criteriafor the team member, click Search, and select the team member.

5 Click Continue.
The proxy assignments for the selected team member, if any, are displayed.
6 To change aproxy assignment, click the edit button next to the assignment you want to modify.

7

If the team definition does not permit team managers to set proxies, the edit button is disabled.
7 Fill inthefields asfollows:

Field Description

User Select the team member for whom you want to assign a proxy. You
can select multiple users.

Proxy Assigned Select the team member who is to act as proxy.

Notify other users of these Indicates whether you want to send an e-mail message to notify one
changes or more users of this proxy assignment.

Addressee Specifies which users should receive e-mail notifications:

All: Specifies that the user assigned as proxy, as well as the team
member for whom the proxy has been assigned, receives e-mail
notifications.

Assign From: Specifies that only the team member(s) for whom the
proxy has been assigned receives an e-mail notification.

Assign To: Specifies that only the team member who is to act as
proxy receives an e-mail notification.

Selective: Allows you to send e-mail notifications to any users you
select, including users who are not on the team.

Expiration No Expiration: Select No Expiration if you want the proxy assignment
to remain in effect until it is removed or modified.

Specify Expiration: Select Specify Expiration to define an End Date.
Click the Calendar and select a date and time when the proxy
assignment expires.

8 Click Submit to save your selections.
If the change was successful, you' |l see a message like this:

Submission was successful
Changes will be reflected upon the assigned's next login.

To delete proxy assignments:

1 Click Team Proxy Assignments in the Settings>Team Settings group of actions.
2 Toremove aproxy setting, click Delete.
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You are prompted to confirm the delete. When the deletion is complete, you'll see a
confirmation like this:

Submission was successful.Changes will be reflected upon the assigned's
next login.

NOTE: Asan aternative, you can also delete a proxy assignment during the edit proxy assignment
process.

12.7 Viewing and Editing Your Team Delegate
Assignments

The Team Delegate Assignments action allows you to manage the del egate assignments for team
members. The rules for defining delegates are as follows:

+ You are alowed to define delegates for the members of ateam for which you have been
designated as team manager, as long as the team definition gives you this permission. To
configure team del egate assignments, the Team Manager must have the Configure Delegate
permission.

+ The Provisioning Administrator has the ability to define delegate assignments for any user,
group, or container in the organization.

+ The Provisioning Manager may have the ability to set delegates for any user, group, or
container in the organization. To define delegates, the Provisioning Manager must have the
Configure Delegate permission.

To define a del egate assignment:
1 Click Team Delegate Assignments in the Settings> Team Settings group of actions.

2 Click Select a teamto select ateam for which you have been designated as a team manager.

Team Delegate Assignments

Select a team

* - indicates required,

Select a team:™ | MyTeam hd

If you are a Provisioning Administrator or Provisioning Manager, you do not see the Select a
team box.

Thelist of teams includes teams for which team managers are permitted to define delegates
(specified in the team request rights), as well as teams for which the ability to set delegates has
been disabled. If the team request rights do not permit team managers to define delegates, the
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manager can still view del egate settings defined for the team members by the administrator or
by a manager of another team to which these users belong. However, the team manager cannot
edit or delete these settings, view details for these settings, or create new delegate assignments.

If you are a Provisioning Application Administrator, you do not see the Select a team box.
3 Click Continue.

4 Inthe Team Member selection box, type at least four characters of the user’sfirst nameto select
the user.

Alternatively, use the Object Selector icon [ beside the Team Member selection box to select
ateam member. In this case, click the icon to open the Object Lookup window. Specify search
criteriafor the team member, click Search, and select the team member.

Team Delegate Assignments

Select a uzer to view or edit his or her assigned delegates.

* - indicates required,

Team Member™ | Allizon Blake hd

5 Sedlect ateam member from thelist, and click Continue.
Any existing assignments for the team member are displayed.
6 Click New.

The New button is only enabled for those teams for which team managers are permitted to
define delegates for team members.

7 Fill inthefields asfollows:

Field Description
User Select one or more users whose work you want to delegate.
Assignment Type Assign the user who can perform the delegated work by

selecting one of the following:
+ Assign Delegate: Select a user from the list.
* Assign by Relationship: Select the delegate
relationship from the drop-down list.

Notify other users of these Indicates whether you want to send an e-mail message to
changes notify one or more users of this delegate assignment.

198 User Application: User Guide



Field Description

Addressee Specifies which users should receive e-mail naotifications:

All: Specifies that the user assigned as delegate, as well as
the team member for whom the delegate has been assigned,
receives e-mail notifications.

Assign From: Specifies that only the team member(s) for
whom the delegate has been assigned receives an e-mail
notification.

Assign To: Specifies that only the team member who is to act
as delegate receives an e-mail notification.

Selective: Allows you to send e-mail notifications to any users
you select, including users who are not on the team.

Expiration No Expiration: Select No Expiration if you want the
delegation to remain in effect until it is removed or modified.
This, in effect, makes the delegation permanent.

Specify Expiration: Select Specify Expiration to define an
End Date. Click the Calendar and select a date and time when
the delegate assignment expires.

Type of Request Select a category from the list.

This populates the list of Available Requests in Selected

Category.
Available Requests in Selected Select one or more process requests from this list and click
Category Add.
Selected Requests This list shows the process request types that have been

delegated. To remove a request type, select it from the list and
click Remove.

8 Click Submit to save your assignments.
If the save is successful, you' Il see a message like this;

Submission was successful

Please note that any previous availability settings for users referenced
in processed delegatee assignment will not be updated automatically.
Please check and refresh any existing availability settings for the
corresponding users in order to activate these changes.

To modify delegate assignments:

1 Click Team Delegate Assignments in the Team Settings group of actions.
2 Click Select a teamto select ateam for which you have been designated as a team manager.

Thelist of teams includes teams for which team managers are permitted to define delegates
(specified in the team request rights), as well as teams for which the ability to set delegates has
been disabled. If the team request rights do not permit team managers to define delegates, the
manager can still view del egate settings defined for the team members by the administrator or
by a manager of another team to which these users belong. However, the team manager cannot
edit or delete these settings, view details for these settings, or create new delegate assignments.

If you are a Provisioning Application Administrator, you do not see the Select a team box.
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3 Click Continue.

4 Inthe Team Member selection box, type at least four characters of the user’sfirst nameto select
the user.

Alternatively, use the Object Selector icon [ beside the Team Member selection box to select
ateam member. In this case, click the icon to open the Object Lookup window. Specify search
criteriafor the team member, click Search, and select the team member.

The delegate assignments for the selected team member, if any, are displayed.
5 Select ateam member from thelist, and click Continue.
Any existing assignments for the team member are displayed.

6 To edit adelegate assignment, click the edit button in the same row as the assignment you want
to modify.

&

If the team request rights do not permit team managers to define delegates, the edit button is
disabled.

7 Fill inthefields asfollows:
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Field

Description

User

Assignment Type

Notify other users of these
changes

Addressee

Expiration

Type of Request

Select one or more users whose work you want to delegate.

Assign the user who can perform the delegated work by
selecting one of the following:

+ Assign Delegate: Select a user from the list.

+ Assign by Relationship: Select the delegate
relationship from the drop-down list.

Indicates whether you want to send an e-mail message to
notify one or more users of this delegate assignment.

Specifies which users should receive e-mail naotifications:

All: Specifies that the user assigned as delegate, as well as the
team member for whom the delegate has been assigned,
receives e-mail notifications.

Assign From: Specifies that only the team member for whom
the delegate has been assigned receives an e-mail notification.

Assign To: Specifies that only the team member who is to act
as delegate receives an e-mail notification.

Selective: Allows you to send e-mail notifications to any users
you select, including users who are not on the team.

No Expiration: Select No Expiration if you want the delegation
to remain in effect until it is removed or modified. This, in effect,
makes the delegation permanent.

Specify Expiration: Select Specify Expiration to define an End
Date. Click the Calendar and select a date and time when the
delegate assignment expires.

Select a category from the list.

This populates the list of Available Requests in Selected
Category.

To specify that this delegate assignment applies to all
categories, set the type of request for the delegate assignment
to All.

Request Type Selection

Select the types of requests for this delegate assignment. Select a Resource Category to display
the available requests.

Rezource Search Critera: | All ~

NOTE: The All option is available only if the Provisioning
Administrator has enabled the Allow All Requests option for
your application.
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Field Description

Available Requests in Selected Select one or more process requests from this list and click
Category Add.

The list of provisioning requests includes only those requests
that are within the domain of the team. If the team request
rights do not permit team managers to define delegates, the
provisioning requests associated with the team are not
included in the list.

Selected Requests This list shows the process request types that have been
delegated. To remove a request type, select it from the list and
click Remove.

8 Click Submit to save your selections.
To delete a del egate assignment:

1 Click Team Delegate Assignments in the Settings> Team Settings group of actions to view
assignments del egated to this team member and also assignments delegated away from this
team member.

2 Toremove adelegate assignment, click the delete button in the row of the assignment you want
to delete.

x

You are prompted to confirm the deletion. When the deletion is complete, you'll see a
confirmation message.

12.8 Specifying Your Team’s Availability

The Team Availability action allows you to specify the process requests your team members are not
available to work on. During the time period when you or your team members are not available, any
process requests of that type are forwarded to the delegate’s queue.

You can specify availability for each process request individually or globally. You can only specify
the availability for users who have delegates already assigned.

1 Click Team Availability in the Settings>Team Settings group of actions.
2 Click Select ateamto select ateam for which you have been designated as a team manager.

Team Availability

Select a team

* - indicates required,

Select a team™ | MyTeam hd
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If you are a Provisioning Administrator or Provisioning Manager, you do not see the Select a
team box.

Thelist of teams includes teams for which team managers are permitted to define avail ability
(specified in the team definition), as well as teams for which the ability to define avail ability
has been disabled. If the team definition does not permit team managers to define availability,
the manager can still view availability settings defined for the team members by the
administrator or by amanager of another team to which these users belong. However, the team
manager cannot edit or delete these settings, view details for these settings, or create new
availability assignments.

Click Continue.

4 Inthe Team Member selection box, type at |east four characters of the user’sfirst nameto select

the user.

Alternatively, use the Object Selector icon [ beside the Team Member selection box to select
ateam member. In this case, click the icon to open the Object Lookup window. Specify search
criteriafor the team member, click Search, and select the team member.

Team Availability

Select 3 uzer to edit his or her availability,

* - indicates required.

Team Member® | Alizon Blake hd

The availability settings for the selected team member, if any, are displayed.

To see detail s about a particular resource associated with an availability assignment, click the
name of the resource:

Resource

Enable Active Direcfpry Account

The page then displays a pop-up window that provides information about the delegate
assignment:

| Delegate Assignment X

User: allison Blake
Delegate Assigned: Kewin Chester
Expiration: Mo Expiration

Thisinformation is particularly helpful in situations where the same resource name appears
more than once in the availability settings list.

Click New.

The New button is enabled only for those teams for which team managers are permitted to
define availability settings for team members.
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7 Specify the status by selecting one of the options in the Change Satus drop-down list:

Status Description

Available for ALL Requests This is the default status. It indicates that the team member is
globally available. When this status is in effect, requests
assigned to the team member are not delegated, even if there
are delegates assigned.

NOTE: If you change the status and then change it back to
Available for ALL Requests, any Selectively Available settings
previously defined are removed.

NOT Available for ANY Requests Specifies that the team member is not available for any process
requests currently in the system. (This is also known as
globally unavailable.)

Choosing this status indicates that the team member is
unavailable for each existing delegate assignment and
changes the current status to Not Available for Specified
Requests.

Assignments are effective immediately and last until the
delegate assignment expires.

NOTE: This setting does not affect availability for new
assignments created after this point.

NOT Available for Specified When you select this option, you are prompted to specify the
Requests team member’s availability. (This is the same as clicking the
New button.) You'll be prompted to specify:

+ The types of requests the team member is not available
for.

* The time period when the team member is unavailable.
During the time period when the team member is unavailable

for a particular request, the user delegated to act on that
request can work on it.

8 Specify the time period when the team member is unavailable:

8a Specify when the time period begins by typing the start date and time in the Unavailable
From box, or by clicking the calendar and selecting the date and time.
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8b Specify when the time period ends by clicking one of the following:

Button

Description

No Expiration
Specify Duration

Specify End Date

Indicates that this unavailability setting does not expire.
Lets you specify the time period in weeks, days, or hours.

Lets you specify the end date and time. You can type the date
and time, or click the calendar and select the date and time from
the calendar.

9 Specify whether you want to send e-mail notifications to other users by filling in these fields:

10

11

Field

Description

Notify other users of these changes

Addressee

Indicates whether you want to send an e-mail
message to notify one or more users of this
availability assignment.

Specifies which users should receive e-mail
notifications:

Selective: Allows you to send e-mail
notifications to any users you select, including
users who are not on the team.

Select one or more requests in the Types of Requests list box, then click Add.

On this page, you select the types of regquests that the team member does not accept during the
unavailable period. This has the effect of delegating these requests to other users.

Each request you add isincluded in the Declined for the Specified Period list box.
If you add multiple requests for this time period, each request is treated as an individual object

that can be edited separately.

To indicate that this availability setting appliesto all request types, click All Request Types
instead of selecting the request types individually.
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il Al Request Types

The All Request Types check box is only available when the type of request for the delegate
assignment is set to All.

12 To remove arequest from thelist, click Remove.
13 Click Submit to save your changes.

12.9 Making a Team Process Request

The Make Team Process Request action enables you to make process requests for team members.

1 Click Make Team Process Reguest in the Settings>Team Settings group of actions.
The Make Team Process Requests page is displayed.

Selectateam

* - indicates required.

Select a team:* | TDEProvTeam 2]

2 Click Select ateamto select ateam for which you have been designated as a Team Manager.
Then click Continue.
The application displays a page that lets you pick a category.

3 Select the category of the request in the Type of Request drop-down list. Select All to include
reguests from all available categories.

4 Click Continue.

The Make Team Process Requests page displays alist of processes that you can request. The
list includes only those processes for which Team Managers are permitted to initiate requests.

5 Click aresource name to select it.
6 Click a Recipient name to select it. The team member you select is the recipient for the request.

Depending on how the team was defined, you might see an Object Selector icon |4 beside the
Recipient selection box, instead of alist of team members. In this case, click theicon to open
the Object Lookup window. Specify search criteriafor the team member, click Search, and
select the team member.

The History icon will also appear, if you are aProvisioning Manager or a Provisioning
Administrator. Otherwise, thisicon is not available.

If the flow strategy for the workflow has been defined to support multiple recipients, the
application lets you pick a group, container, or team as the recipient. Depending on how the
workflow is configured, the User Application might spawn a separate workflow for each
recipient (so that the request can be approved or denied independently for each recipient), or
initiate asingle flow that includes multiple provisioning steps, one for each recipient. In the
latter case, the approval or denia of the request appliesto al recipients.

7 Click Continue.
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8 The Make Team Process Request page displays the request form. Fill in the fields on the
request form. In the following example, the only required field is Reason for request.

The fields on the form vary according to the process you requested.
9 Click Submit.
A workflow starts for the user.

The Make Team Process Request page displays a status message indi cating whether the request
was submitted successfully.

If your request requires permission from one or more individual s in an organization, the request
starts one or more workflows to obtain those approvals.
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Making a Process Request

This section provides information about making process reguests. Topics include:

+ Section 13.1, “ About Process Reguests,” on page 209
+ Section 13.2, “Making a Process Request,” on page 210
+ Section 13.3, “Deep Linking to a Request,” on page 210

13.1 About Process Requests

The Make a Process Request menu allows you to initiate a process request (also known as a
provisioning request). The Make a Process Request menu does not allow you to make attestation,
resource, or role requests. The interface for submitting these requests depends on the type of request
you want to make, as described below:

+ To make an attestation reguest, you need to use the Attestation Requests actions on the
Compliance tab.

+ To make aresource request, you need to use the Resource Assignments section of the Work
Dashboard tab, or the Resource Catalog on the Roles and Resources tab.

+ To make arole request, you need to use the Role Assignments section of the Work Dashboard
tab, or the Role Catal og on the Roles and Resources tab.

The list of process requests shown on the Make a Process Request menu depends on which user is
currently logged in to the User Application:

+ If you are a Provisioning Administrator (Domain Administrator for the Provisioning Domain),
you are able to select any process request.

+ If you are a Provisioning Manager (Domain Manager for the Provisioning Domain), you see
only those requests for which you have been given appropriate permissions.

+ If you are a Team Manager, you see only those reguests for which you have been given
appropriate permissions.

Before selecting a process request, you need to select a category. The list of categoriesincludes al
categories.

NOTE: By default, the list includes the Attestations and Roles categories. These categories do not
give you the ability to initiate standard, out-of-the-box attestation or role assignment requests.
Instead, these categories are included to allow your administrator to define custom process requests
that perform special attestation or role-based functions.

When you initiate the request, the User Application displaystheinitial request form. Thisform lets
you specify all of the information needed for the request.

When a process request is submitted, the request starts a workflow. The workflow coordinates the
approvals needed to fulfill the request. Some process requests require approval from asingle
individual; others require approval from several individuas. In some instances, arequest can be
fulfilled without any approvals.
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13.2 Making a Process Request

To make a process request:

1 Click Make a Process Request in the User Profile section of the Work Dashboard.
The Make a Process Request page is displayed.

i Selectthe search criteria to locate the resource(s) you want to request.

i Process Request Category: [ A ~|

2 Select the category of the request in the Process Request Category drop-down list. Select All to
include requests from all available categories.

3 Click Continue.

The Make a Process Request page displays alist of process requests available to the current
user.

The User Application enforces security constraints to ensure that you see only those request
types to which you have access rights.

4 Select the desired process by clicking the process name.
The Make a Process Request page displays theinitial request form.

5 Fill inthefields on theinitial request form. The fields on the form vary depending on which
resource you requested.

6 Click Submit.

The Make a Process Request page displays a status message indi cating whether the request was
submitted successfully.

13.3 Deep Linking to a Request

The User Application provides the ability to deep link to a specific process request (also known asa
provisioning request) for the current user. This feature gives a manager the ability to send a specific
process request URL to an employee, so this employee can request the process quickly without
having to go through the User Application interface.

When you deep link to a process request, the request form is displayed in the body of the page, along
with the header for the User Application:
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] EmailChange-B

Recipient: Application Administrator Of Sample Data

Cescription: EmailChange-B Process Request Category:  Accounts

Form Detail

* - indicates reguired.

Email Change
Press "Submit’ to request the entittement.
Recipient: Application Adminigtrater Of Sample Data

Reason for request: *
Current Email Address:

Mew Email Address

Once arequest is made, it appearsin the list of requests that the requester sees in the Work
Dashboard under Request Satus. In addition, the approver sees the task in the Work Dashboard
under Task Notifications.

The URL used for deep linking to a process request takes this form:

http://<server:port>/IDMProv/makeRequestDetail .do?requestId=<PRD
ID>&requestType=<requesttype>

The <PRD ID> must specify a DN for a provisioning request definition or aunique ID for arole or
resource. The <reguest type> must be PROV.

Here's an example that shows what the URL one might use to deep link to a provisioning request
definition:

http://testserver:8080/IDMProv/
makeRequestDetail.do?requestId=cn=EmailChange, cn=RequestDefs, cn=AppConfig, cn=
PicassoDriver, cn=TestDrivers, o=novell&requestType=PROV
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Launching the Identity Reporting
Module

This section provides instructions for launching the Identity Reporting Module from the User
Application. Topicsinclude:

+ Section 14.1, “ About the I dentity Reporting Module,” on page 213
+ Section 14.2, “ Accessing the Reporting Module,” on page 213

14.1 About the Identity Reporting Module

The Identity Reporting Modul e gives you the ability to generate reports that show information about
various aspects of your |dentity Manager configuration, including information collected from one or
more Identity Vaults or Managed Systems. The reporting module provides a set of predefined report
definitions you can use to generate reports. In addition, it gives the option to import custom reports
defined in athird-party tool.

You can access the reporting module directly or launch it from the Work Dashboard within the User
Application. If you want to be able to launch it from the Work Dashboard, you need to have your
Configuration Administrator specify the URL for the reporting module on the Administration tab.
The Configuration Administrator needs to specify the URL in the Novell Identity Manager
Reporting Module URL field within the Provisioning Ul Display Settings page. In addition, you
need to have the Access Reporting Module navigation permission. The Report Administrator is
given this permission by default.

14.2 Accessing the Reporting Module

To access the Identity Reporting Module from the User Application:

1 Logintothe User Application as a Report Administrator.
2 Click Access Reporting Module in the User Profile section of the Work Dashboard:

Q Novell. Identity Manager N

WWelcome Application Administrator Identity Self Service Work Dashboard Roles and Resources Compliance Administration Logout Help

P4l ~ Task Notifications

‘& Refresh | Customize Fiter @)v |Rows |25 %
No results found.

Application Administrator Of
Sample Data

Manage..

7| settings ~ '+ Role Assignments

*» Resource Assignments

rl Make 3 Process Request

(] Access Repgriing Module » Request Status

Access Reporting Module

When you click this button, the login window for the reporting module opensin a new window:
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| N Work Dashboard 3] | [¥] novell Identity Manager Reporti... £ | +

Novell= Identity Manager Reporting Module

Login

Username:

Password:

Login

Single Sign-On (SSO) Behavior When Single Sign-On (SSO) is enabled for the Roles Based
Provisioning Module, you do not see the Login page. Instead, you are logged into the reporting
module automatically.

3 If SSO has not been enabled, login as a Report Administrator or other user that has the Access
Reporting Module navigation permission.

The reporting modul e displays the Overview page:

Q Novell. Identity Manager Reporting Module Welcome, Aliison

& overview of Novell Identity Manager Reporting Module ®

. There are 20 Report Definitions.
ﬁ Repository

ﬁ Import 5
Search report definitions: I:l
E Calendar

There are 100 completed reports. 18 reports were started today. 2 failed reports.

e Recently Completed Reports
3':' Sattings Account IDs within Managed System(s) - 7/27/2010 2:32 PM, Run by: Allison Blake on 7/27/2010.
t Data Collection Account IDs within Managed System(s) - 7/27/2010 2:28 PM, Run by: Allison Blake on 7/27/2010.
E Identity Vaults Reguest Catalog -changed - 7/27/2010 2:18 PM, Run by: Allison Blake on 7/27/2010.
@Apphcamgng Reqguest Catalog -latest - 7/27/2010 2:17 PM, Run by: Allison Blake on 7/27/2010.

Auditing User Identity Repaort -changed - 7/27/2010 2:00 PM, Run by: Allison Blake on 7/27/2010.
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Using the Roles and Resources
Tab

These sectionstell you how to use the Roles and Resources tab of the Identity Manager User
Application.

*

*

Chapter 15, “Introducing Roles and Resources,” on page 217

Chapter 16, “Managing Rolesin the User Application,” on page 231

Chapter 17, “Managing Resources in the User Application,” on page 247

Chapter 18, “Managing Separation of Dutiesin the User Application,” on page 267
Chapter 19, “ Creating and Viewing Reports,” on page 271

Chapter 20, “ Configuring the Role and Resource Settings,” on page 283
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Introducing Roles and Resources

This chapter provides an overview of the Roles and Resources tab. Topics include:

*

Section 15.1, “ About the Roles and Resources Tab,” on page 217

Section 15.2, “ Accessing the Roles and Resources Tab,” on page 224

Section 15.3, “Exploring the Tab's Features,” on page 225

Section 15.4, “Roles and Resources Actions You Can Perform,” on page 226

Section 15.5, “Understanding the Icons Used on the Roles and Resources Tab,” on page 227

*

*

*

*

15.1 About the Roles and Resources Tab

The purpose of the Roles and Resources tab isto give you a convenient way to perform roles-based
provisioning actions. These actions alow you to manage role definitions and role assignments
within your organization, as well as resource definitions and resource assignments. Role
assignments can be mapped to resources within a company, such as user accounts, computers, and
databases. Alternatively, resources may be assigned directly to users. For example, you might use
the Roles and Resources tab to:

+ Makerole and resource requests for yourself or other users within your organization
+ Create roles and role relationships within the roles hierarchy

+ Create separation of duties (SoD) constraints to manage potential conflicts between role
assignments

+ Look at reports that provide details about the current state of the Role Catalog and the roles
currently assigned to users, groups, and containers

When arole or resource assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approvals needed to fulfill
the request. Some assignment requests require approval from a single individual; others require
approval from several individuals. In some instances, arequest can be fulfilled without any
approvals.

When arole assignment request results in a potential separation of duties conflict, the initiator has
the option to override the separation of duties constraint, and provide ajustification for making an
exception to the constraint. In some cases, a separation of duties conflict can cause aworkflow to
start. The workflow coordinates the approvals needed to allow the separation of duties exception to
take effect.

Your workflow designer and system administrator are responsible for setting up the contents of the
Roles and Resources tab for you and the othersin your organization. The flow of control for a
workflow, as well as the appearance of forms, can vary depending on how the approval definition
for the workflow was defined in the Designer for Identity Manager. In addition, what you can see
and do istypically determined by your job requirements and your level of authority.

NOTE: The Roles and Resources tab is available only with Identity Manager 4.0.1 Advanced
Edition. Standard Edition does not support this feature.
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15.1.1 About Roles

This section provides an overview of terms and concepts used in the Roles and Resources tab:

+ “Rolesand Role Assignments’ on page 218

*

“Roles Catalog and Role Hierarchy” on page 218
+ “Separation of Duties” on page 220

+ “Roles Reporting and Auditing” on page 220

+ “Roles Security” on page 221

+ “Role and Resource Service Driver” on page 222

Roles and Role Assignments

A role defines a set of permissions related to one or more target systems or applications. The Roles
and Resources tab allows users to request role assignments, which are associations between arole
and a user, group, or container. The Roles and Resources tab also allows you to definerole
relationships, which establish associations between roles in the roles hierarchy.

You can assign roles directly to a user, in which case these direct assignments give auser explicit
access to the permissions associated with the role. You can aso define indirect assignments, which
allow users to acquire roles through membership in agroup, container, or related role in the role
hierarchy.

When you request arole assignment, you have the option to define a role assignment effective date,
which specifies the date and time when the assignment takes effect. If you leave this blank, it means
the assignment isimmediate.

You can also define arole assignment expiration date, which specifies the date and time when the
assignment will automatically be removed.

When a user requests arole assignment, the Role and Resource Subsystem manages the life cycle of
the role request. To see which actions have been taken on the request by users or by the subsystem
itself, you can check the status of the request on the Request Satus tab in the Role Catal og.

Roles Catalog and Role Hierarchy

Before users can begin assigning roles, these roles must be defined in the Role Catalog. The Role
Catalog is the storage repository for al role definitions and supporting data needed by the Role and
Resource Subsystem. To set up the Role Catalog, a Role Module Administrator (or Role Manager)
defines the roles and the roles hierarchy.

Theroles hierarchy establishes rel ationships between roles in the catalog. By defining role
relationships, you can simplify the task of granting permissions through role assignments. For
example, instead of assigning 50 separate medical roles each time a doctor joins your organization,
you can define a Doctor role and specify arole relationship between the Daoctor role and each of the
medical roles. By assigning users to the Doctor role, you can give these users the permissions
defined for each of the related medical roles.

Theroles hierarchy supports three levels. Roles defined at the highest level (called Business Roles)
define operations that have business meaning within the organization. Mid-level roles (called IT
Roles) supports technology functions. Roles defined at the lowest level of the hierarchy (called
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Permission Roles) define lower-level privileges. The following example shows a samplerole
hierarchy with three levelsfor amedical organization. The highest level of the hierarchy is on the
left and the lowest level is on theright:

Figure 15-1 Sample Roles Hierarchy

ER. Arcess-Bast

02 Acress-East

| Pharmacist-East | I-‘ East Campes .—‘u:-:e;‘ Hospual Access-East
Ny

OF. Access-West

Schaduler System Access

Crder Supplies

Hospital Access-Test

Payrall

Huran Resenmees J

i

A higher-level role automatically includes privileges from the lower-level roles that it contains. For
example, a Business Role automatically includes privileges from the IT Rolesthat it contains.
Similarly, an IT Role automatically includes privileges from the Permission Roles that it contains.

Role relationships are not permitted between peer roles within the hierarchy. In addition, lower-level
roles cannot contain higher-level roles.

When you define arole, you can optionally designate one or more owners for that role. A role owner
isauser who isdesignated as the owner of the role definition. When you generate reports against the
Role Catalog, you can filter these reports based on the role owner. The role owner does not
automatically have the authorization to administer changes to a role definition. In some cases, the
owner must ask arole administrator to perform any administration actions on the role.
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When you define arole, you can optionally associate the role with one or more role categories. A
role category allows you to categorize roles for the purpose of organizing the roles system. After a
role has been associated with a category, you can use this category as afilter when browsing the
Role Catalog.

If arole assignment request requires approval, the role definition specifies details about the
workflow process used to coordinate approvals, as well asthelist of approvers. The approvers are
those individuals who can approve or deny arole assignment request.

Separation of Duties

A key feature of the Role and Resource Subsystem is the ability to define separation of duties (SoD)
constraints. A separation of duties (SoD) constraint is arule that defines two roles that are
considered to bein conflict. The Security Officers create the separation of duties constraints for an
organization. By defining SoD constraints, these officers can prevent users from being assigned to
conflicting roles, or maintain an audit trail to keep track of situations where violations have been
allowed. In a separation of duties constraint, the conflicting roles must be at the same level in the
roles hierarchy.

Some separation of duties constraints can be overridden without approval, whereas others require
approval. Conflicts that are permitted without approval are referred to as separation of duties
violations. Conflicts that have been approved are referred to as separation of duties approved
exceptions. The Role and Resource Subsystem does not require approvals for SoD violations that
result from indirect assignments, such as membership in agroup or container, or role relationships.

If a separation of duties conflict requires approval, the constraint definition specifies details about
the workflow process used to coordinate approvals, as well asthe list of approvers. The approvers
are those individuals that can approve or deny an SoD exception. A default list is defined as part of
the Role and Resource Subsystem configuration. However, thislist can be overridden in the
definition of an SoD constraint.

Roles Reporting and Auditing

The Role and Resource Subsystem provides arich reporting facility to help auditors analyze the
Role Catalog, aswell as the current state of role assignments and SoD constraints, violations, and
exceptions. The roles reporting facility allows Roles Auditors and Roles Module Administrators to
display the following types of reportsin PDF format:

+ RoleList Report

+ Role Detail Report

+ Role Assignment Report

+ SoD Constraint Report

+ SoD Violation and Exception Report

¢ User Roles Report

+ User Entitlements Report

In addition to providing information through the reporting facility, the Role and Resource
Subsystem can be configured to log events to Novell or OpenXDAS auditing clients.
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Roles Security

The Role and Resource Subsystem uses a set of system roles to secure access to functions within the
Roles and Resources tab. Each menu action in the Roles and Resources tab is mapped to one or more
of the system roles. If auser is not amember of one of the roles associated with an action, the
corresponding menu item is not displayed on the Roles and Resources tab.

The systemroles are administrative roles automatically defined by the system at install time for the
purpose of delegated administration. These include the following:

+ Roles Administrator

+ Roles Manager

The system roles are described in detail below:

Table 15-1 System Roles

Role Description

Roles Administrator A system role that allows members to create, remove, or modify all
roles, and grant or revoke any role assignment to any user, group, or
container. This role also allows members to run any report for any user.
A person in this role can perform the following functions in the User
Application with unlimited scope:

+ Create, remove, and modify roles.

* Modify role relationships for roles.

+ Request assignment of users, groups or containers to roles.
+ Create, remove, and modify SoD constraints.

+ Browse the Role Catalog.

+ Configure the Role and Resource Subsystem.

* View the status of all requests.

+ Retract role assignment requests.

+ Run any and all reports.
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Role Description

Roles Manager A system role that allows members to modify roles and role
relationships, and grant or revoke role assignments for users. A person
in this role is able to perform the following functions in the User
Application and is limited in scope by directory browse rights to the role
objects:

+ Create new roles and modify existing roles to which the user has
browse rights.

* Modify role relationships for roles to which the user has browse
rights.

+ Request assignment of users, groups, or containers to roles to
which the user has browse rights.

+ Browse the Role Catalog (limited in scope by browse rights).

+ Browse role assignment requests for users, groups, and
containers (limited in scope by directory browse rights to role,
user, group, and container objects).

+ Retract role assignment requests for users, groups, and
containers (limited in scope by directory browse rights to role,
user, group, and container objects).

Authenticated user

In addition to supporting the system roles, the Role and Resource Subsystem also allows access by
authenticated users. An authenticated user is a user logged in to the User Application who does not
have any special privileges through membership in a system role. A typical authenticated user can
perform any of the following functions:

+ View al rolesthat have been assigned to the user.
+ Request assignment (for himself or herself only) to rolesto which he or she has browse rights.
+  View request status for those requests for which he or sheis either arequester or recipient.

+ Retract role assignment requests for those requests for which he or she is both requester and
recipient.

Role and Resource Service Driver

The Role and Resource Subsystem uses the Role and Resource Service driver to manage back-end
processing of roles. For example, it manages all role assignments, starts workflows for role
assignment requests and SoD conflicts that require approvals, and maintainsindirect role
assignments according to group and container membership, as well as membership in related roles.
The driver also grants and revokes entitlements for users based on their role memberships, and
performs cleanup procedures for requests that have been completed.

What happenswhen entitlements change for aresource If you change the entitlement for an
existing resource, the driver does not grant the new entitlement for users who are currently assigned
the resource. To grant the new entitlement, you need to remove and reassign the resource to the users
who need the entitlement.

For details on the Role and Resource Service driver, see the Identity Manager User Application:
Administration Guide (http://www.novell.com/documentati on/idm401/index.html).
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15.1.2 About Resources

This section provides an overview of resource management terms and concepts used in the User
Application.

About Resource-Based Provisioning

The purpose of the resource functionality within the User Application isto give you a convenient
way to perform resource-based provisioning actions. These actions allow you to manage resource
definitions and resource assignments within your organization. Resource assignments can be
mapped to users or to roles within a company. For example, you might use resources to:

+ Make resource requests for yourself or other users within your organization

+ Create resources and map them to entitlements
When a resource assignment request requires permission from one or more individualsin an
organization, the request starts aworkflow. The workflow coordinates the approval s needed to fulfill
the request. Some resource assignment requests require approval from asingle individual; others

require approval from several individuals. In someinstances, a request can be fulfilled without any
approvals.

The following business rules govern the behavior of resources within the User Application:

+ Resources can only be assigned to a user. This does not preclude aresource being granted to
usersin acontainer or group based on implicit role assignment. However, the resource
assignment will only be associated with a user.

+ Resources can be assigned in any of the following ways:
+ Directly by auser through Ul mechanisms

*

Through a provisioning request

*

Through arole request assignment
Through a Rest or SOAP interface

+ The sameresource can be granted to a user multipletimes (if this capability has been enabled in
the resource definition).

*

+ A resource definition can have no more then one entitlement bound to it.

+ A resource definition can have one or more same-entitlement references bound to it. This
capability provides support for entitlements where the entitlement parameters represent
provisionable accounts or permissions on the connected system.

+ Entitlement and decision support parameters can be specified at design time (static) or at
reguest time (dynamic).

Your workflow designer and system administrator are responsible for setting up the User
Application for you and the othersin your organization. The flow of control for a resource-based
workflow, as well as the appearance of forms, can vary depending on how the approval definition
for the workflow was defined in the Designer for Identity Manager. In addition, what you can see
and do istypically determined by your job requirements and your level of authority.
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Resources

A resourceisany digital entity such as a user account, computer, or database that a business user
needs to be able to access. The User Application provides a convenient way for end users to request
the resources they need. In addition, it provides tools that administrators can use to define resources.

Each resource is mapped to an entitlement. A resource definition can have no more than one
entitlement bound to it. A resource definition can be bound to the same entitlement more than once,
with different entitlement parameters for each resource.

Resource Requests

Resources can be assigned to users only. They cannot be assigned to groups or containers. However,
if aroleisassigned to agroup or container, the users in the group or container may automatically be
granted access to the resources associated with the role.

Resource requests may require approvals. The approval process for aresource may handled by a
provisioning request definition, or by an external system by setting the status code on the resource
request.

If aresource grant request isinitiated by arole assignment then it is possible that the resource will
not be granted, even though the role is provisioned. The most likely reason for thiswould be that the
necessary approvals were not provided.

A resource request can grant aresource to a user or revoke aresource from a user.

Role and Resource Service Driver

The User Application uses the Role and Resource Service Driver to manage back-end processing of
resources. For example, it manages all resource requests, starts workflows for resource requests, and
initiates the provisioning process for resource requests.

15.2 Accessing the Roles and Resources Tab

To access the Roles and Resources tab:

1 Click Roles and Resourcesin the User Application.
By default, the Roles and Resources tab displays the Role Catal og page.
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n Novell. Identity Manager N

Welcome Application Administrator

ROLES AND RESOURCES

Role Catalog
Resource Catalog
SoD Catalog
REPORTS

Role Reports
SoD Reports

User Reports

CONFIGURATION

Configure Roles and Resources

Settings

Identity Self-Service

.'!« Role Catalog

New... | Edit.. | Delete | Assign.

Role Name

Work Dashboard

| Refresh | Customize...

Role Level <

Compliance Administration  Logout  Help

Fitter @™ | Rows:[50 1w

Categories

B8 Aian Role Test

B van Quorum Approval Test
EH van Role Approval Test
EH Role with Approval

EH entitlement test

EH van Role Test

FEEEE@EE

Business Role
Business Role
Business Role
Business Role
Business Role
Business Role

Default

1-80f6

If you go to another tab in the user interface but then want to return, you just need to click the
Roles and Resources tab to open it again.

15.3 Exploring the Tab’s Features

This section describes the default features of the Roles and Resources tab. (Your tab might look
different because of customizations made for your organization; consult your system administrator

or workflow designer.)

Theleft side of the Roles and Resources tab displays a menu of actionsyou can perform. The actions
arelisted by category (Roles and Resources, Reports, and Configuration):

ROLES AND RESOURCES

Role Catalog
Resource Catalog
SoD Catalog

REPORTS

Role Reports
SoD Reports
ser Reports

CONFIGURATION

33

b

Configure Roles and Resources

Settings

Some of the menus on the Roles and Resources tab may not be available if you have not given

navigation access.

When you click an action, it displays a corresponding page on the right. The page typically contains
awindow that shows the details for that action. For example, it might display alist or aform where
you can enter data or make a selection, as shown below:
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Figure 15-2 Page Displayed for an Action

n Novells Identity Manager

——

‘Welcome Application Administrator

Identity S...

Work Dashb... Compliance

N

Administra... Logout Help

ROLES AND RESOURGES A
[* Resource Catalog

Role Catalog New.. | Edil.. | Delete |

Resource Catalog

Assign . | Refresh | Customize

Fitter @~ | Rows:[25

Categories  Entittements

Default Building Pass

Identity Vault Groups
Identity Vault Groups
140f4

[0 Resource Name =
St Catalog F @ entitiement test
REFORTS A O @& van Approval Test
Role Reports [0 @& vanDynamic Resource Test
SoD Reports [0 @& vanResource Test
User Reports
CONFIGURATION 2

Canfigure Roles and Resources
Settings

15.4 Roles and Resources Actions You Can

Perform

Here's a summary of the actions that are available to you by default on the Roles and Resources tab:

Table 15-2 Roles and Resources Actions

Description

Category Action
Roles and Role Catalog
Resources

Resource Catalog

SoD Catalog

Allows you to create, modify, and delete roles. Also lets you
define role relationships, associate resources with roles, and
assign roles to users, groups, and containers.

For details, see Chapter 16, “Managing Roles in the User
Application,” on page 231.

Allows you to create, modify, and delete resources. Also lets
you assign resources to users.

For details, see Chapter 17, “Managing Resources in the
User Application,” on page 247.

Allows you to define Separation of Duties (SoD) constraints.
An SoD constraint represents a rule that makes two roles
mutually exclusive. If a user is in one role, they cannot be in
the second role, unless there is an exception allowed for that
constraint. You can define whether exceptions to the
constraint are always allowed or are only allowed through an
approval flow.

For details, see “Managing Separation of Duties in the User
Application” on page 267.
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Category Action Description

Role Reporting Role Reports Enables you to create and view reports that describe the
current state of roles and role assignments.

For details, see Section 19.2, “Role Reports,” on page 271.

SoD Reports Enables you to create and view reports that describe the
current state of Separation of Duties constraints, violations,
and approved exceptions.

For details, see Section 19.3, “SoD Reports,” on page 275.

User Reports Enables you to create and view reports that describe the
current state of role memberships and entitlements for users.

For details, see Section 19.4, “User Reports,” on page 277.

Configuration Configure Roles and Allows you to specify administrative settings for the Role and
Resources Settings Resource Subsystem.

For details, see “Configuring the Role and Resource
Settings” on page 283.

15.5 Understanding the Icons Used on the Roles
and Resources Tab

When you use the Roles and Resources tab, you seeiconsin many places that convey important
information. These are theicons you see:

Figure 15-3 Icons Used on the Roles and Resources Tab

@ Funning: Processing 5| Role
@ Pending Approval *o| Fole Assignments
o Approved M, Role Relationzhips
W Completed:Provisioned B Higher Lewvel Relationship
9 Dienied B Lowver Level Relationship

Lzer
'@ Terminated &

8y Group
4 Edit
>i Container

¥ FRemove

P Direct Azsignment

fo Pending Activation

The table below provides detailed descriptions of the icons used on the Roles and Resources tab:

Table 15-3 Icons Used on the Roles and Resources Tab

Icon Description

Running: Processing Indicates that a role request is still in process.

Appears on the Request Status page.
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Icon

Description

Pending Approval

Approved

Completed: Provisioned

Denied

Terminated

Role

Higher Level Relationship

Lower Level Relationship

User

Group

Container

Direct Assignment

Indicates that a role request is awaiting approval, either for a
separation of duties exception or for the role assignment itself.

Appears on the Request Status page.

Indicates that a role request has been approved. If a separation of
duties exception was detected, this status can also be used to
indicate that the exception was approved.

Appears on the Request Status page.

Indicates that a role request has been approved and the role has
been assigned to the recipient (user, group, or container).

Appears on the Request Status page.

Indicates that a role request has been denied. If a separation of
duties exception was detected, this status may also be used to
indicate that the exception was denied.

Appears on the Request Status page.

Indicates that a role request terminated before completion, either
because the user cancelled the request or because an error
occurred during the course of processing.

Appears on the Request Status pages.
Indicates that an object is a role.
Appears on the Request Status page.

Indicates that a role has a higher-level relationship to the currently
selected role, which means that it contains the currently selected
role.

Appears on the Role Relationships page.

Indicates that a role has a lower-level relationship to the currently
selected role, which means that is contained by the currently
selected role.

Appears on the Role Relationships page.
Indicates that an object is a user.
Appears on the Role Assignments page.
Indicates that an object is a group.
Appears on the Role Assignments page.
Indicates that an object is a container.
Appears on the Role Assignments page.

Indicates that a role was assigned directly to the currently
selected user, group, or container.

Appears on the Roles Assignments page.

228 User Application: User Guide



Icon Description

Pending Activation Indicates that a role request has completed its processing and
has been approved, but has an activation date that is in the future.

Appears on the Request Status page.
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Managing Roles in the User
Application

This section describes the role management capabilities of the User Application. Topics include:

*

Section 16.1, “Browsing the Role Catalog,” on page 231

16.1 Browsing the Role Catalog

The Role Catal og action on the Roles and Resources tab of the |dentity Manager user interface
allows you to view roles that have been previously defined in the catalog. It also lets you create new
roles and modify, delete, and assign existing roles.

*

*

Section 16.1.1, “Viewing Roles,” on page 231

Section 16.1.2, “Creating New Roles,” on page 233

Section 16.1.3, “Editing an Existing Role,” on page 242

Section 16.1.4, “Deleting Roles,” on page 242

Section 16.1.5, “Assigning Roles,” on page 243

Section 16.1.6, “Refreshing the Role List,” on page 245

Section 16.1.7, “Customizing the Role List Display,” on page 245

16.1.1 Viewing Roles

1

Click Role Catalog in the list of Roles and Resources actions.
The User Application displays alist of roles currently defined in the catalog.

Q Novell. Identity Manager N

Welcome Application Administrator Identity Self-Service Work Dashboard w Compliance Administration  Logout  Help
ROLES AND RESOURCES A pm
[ Role Catalog
LESEL 20 New.. | Edit.. | Delete | Assign.. | Refresh | Customize.. Fitter @~ | Rows.[50 (v
Resource Catalog
|| Role Name Role Level = Categories
SoD Catalo
4 [[1 B3 AlanRole Test Business Role
REFORTS ~ El EH van Quorum Approval Test  Business Role
Role Reports [0 EH van Role Approval Test Business Role
SoD Reports [0 EH Role with Approval Business Role
User Reports [0 EH entittementtest Business Role  Default
[0 BH vanRole Test Business Role

CONFIGURATION 3 1-80f6

Configure Roles and Resources
Settings

Filtering the Role List

1 Click the Display Filter button in the upper right corner of the Role Catalog display.
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G Irow[s ¥
Display Filter

2 Specify afilter string for the role name or description, or select one or morerole levels or
categoriesin the Filter diaog.

Filter

Role Name: | |

Description: | |

Role Level: | Business Role

IT Role
Permissicn Role

Categories: |[ngne]
Default
Systermn Roles

[ Fitter ][ Clear ][ Cancel]

3 Click Filter to apply your selection criteria.
4 To remove the current filter, click Reset.

Setting the Maximum Number of Roles on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:

Scrolling within the Role List

1 To scroll to another page in therole list, click on the Next, Previous, First or Last button at the
bottom of the list:

# Role Catalog

Mew.. | Edit. | Delete | Assign.. | Refresh | Customize... Filter GO | Rcms:
(| Role Mame Role Level = Categories

[0 BH MlanRaole Test Business Role

[0 BH van Quorum Approval Test  Business Role

[0 BH van Role Approval Test Business Role

[0 BEH Role with Approval Business Role

[0 BH entitement test Business Role  Default

|[#] 150f8 %@
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Sorting the Role List
To sort therolelist:

1 Click the header for the column you want to sort on.

¢ Role Catalog

Mew.. | Edit. | Delete | Assign.. | Refresh | Customize.. Filter G | Rcms:@
(| RoleMme Role Level = Categories

0O B8\ Al Role Test Business Role

[0 B8 van Quorum Approval Test  Business Role

[0 B8 van Role Approval Test Business Role

[0 BEE Role with Appraval Business Role

[0 B8 entitement test Business Role  Default

15076 (=] [Bi]

The pyramid-shaped sort indicator shows you which column is the new sort column. When the
sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.
Theinitial sort column is determined by the administrator.

If you override theinitial sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).

When you modify the sort order for the task list, your preference is saved in the Identity Vault along
with your other user preferences.

16.1.2 Creating New Roles

1 Click the New button at the top of the Role Catalog display:

¢ Role Catalog
Mew..| Edit.. | Delete Assign... | Refresh | Customize.. Filter Q)'|Rm~s:!5 »

Mame Role Level = Categories

i Alan Role Test Business Role

[0 BH van Quorum Approval Test  Business Role
[0 BH vanRole Approval Test Business Role
[0 BH Role with Appraval Business Role
[0 B8 entitement test Business Role  Default

1-5of e [ ]

The User Application displays the New Role dialog:
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25 New Role

* _indicates required.

Display Name;* | BZ categories: [Defautt |
Systermn Roles

Description:*

. User :”:i!

Role Level: |Bu5ines,5 Role v | Owners:

Role Sub Container: | I EJ' @

|

Save Cancel

2 Provide details for the role definition, as described bel ow:

Table 16-1 Role Details

Field Description

Display Name The text used when the role name displays in the User Application. You
cannot include the following characters in the Display Name when you
create a role:

<>, ;\N "+ #=/]8&*

You can translate this name in any of the User Application’s supported
languages. For more information, see Table 1-1, “Common Buttons,” on
page 25.

Description The text used when the role description displays in the User Application.
Like the Display Name, you can translate it to any of the User Application’s
supported languages. For more information, see Table 1-1, “Common
Buttons,” on page 25.

Role Level (Read-only when modifying a role.) Choose a role level from the drop-down
list.

Role levels are defined using the Designer for Identity Manager Role
Configuration editor.

Role Sub Container  (Read-only when modifying a role.) The location for the role objects in the
driver. Role containers reside under role levels. The User Application
shows only the role containers that reside under the role level that you
choose. You can create a role either directly in a role level, or in a container
within the role level. Specifying the role container is optional.

Categories Allow you to categorize roles for role organization. Categories are used for
filtering lists of roles. Categories are multi-select.

Owners Users who are designated as the owners of the role definition. When you
generate reports against the Role Catalog, you can filter the report based
on the role owner. The role owner does not automatically have the
authorization to administer changes to a role definition.

3 Click Save to save therole definition.
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The User Application displays severa additional tabs at the bottom of the window to allow to
complete the role definition.

22 Test Role

* _indicates required.

Display Hame:* Test Fole | E;_i Categories: Diefault

= System Roles
Description: This i= a test role. *

. User_iv]@j
Role Level: | Business Role ~| Owners:
Role Sub Container:
|
Resources Approval Assignments Request Status
Add. | Remove. | Refresh Fitter @y | Rows:[10_ 1]

] Role Name Role Level = Categories Relationship

Ho results found.

Defining the Role Relationships

The Role Relationships tab allows you to define how roles are related in a higher and lower role
containment hierarchy. This hierarchy enables you to group permissions or resources contained by
lower-level rolesinto a higher-level role that makes assignment of permissions easier. The allowed
relationships are:

+ Top-level roles (business roles) can contain lower-level roles. They cannot be contained by
other roles. If you select atop-level role, the Role Relationships page allows you to add a
lower-level (child) role relationship only.

+ Mid-level roles (IT roles) can contain lower-level roles, and they can be contained by higher-
level roles. The Role Relationship page allows you to add either lower-level (child) role or
higher-level (parent) role.

+ Bottom-level roles (permission roles) can be contained by higher-level roles, but they cannot
contain other bottom-level roles. The Role Relationship page alows you to add only a higher-
level role.

To define arole relationship:
1 Click the Role Relationships tab.
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" 23 Test Role H

* _indicates required.

Display Name:* [ Test Role | BB Categories: | Default

A System Roles
Description: This is a test role.

User [¥ E!

Role Level: | Business Role v Owners:

Role Sub Container:

[

Role Relau;onsh'ips Resources Approval Assignments Request Status

Add.. | Remove . | Refresh Fitter Cv | Rows [ 10 &
[0 RoleMame Rolelevel = Categories  Relationship

Ho results found.

2 Click Add.

The Add Role Relationship dialog is displayed.

"% Test Role =

Add Role Relationship tes required.
Display Namd prayide a description for role relationship
Description:*
Role: Test Role

Raole Level: Business Role

ol lovat Define Role Relationship

Initial Request Description:™
Role Sub Cor  Rgle Relationship: Child

Selected Roles:*
I.?.!oFe Re|

| [ ¥

[0 Rofemame—moerever—= ATEYUTTE S TXETATOTIS T

No results found.

Provide text describing the relationship in the Initial Request Description field.

Specify the type of relationship you want to define by selecting the type in the Role
Relationship dropdown.

If the new roleisan IT role, the Role Relationship dropdown lets you define a Child or Parent
relationship. If the new role is abusiness role, the Role Relationship dropdown displays read-
only text indicating that thisis a Child relationship, since only lower-level roles can be related
to abusinessrole. If the new roleisapermission role, the Role Relationship dropdown displays
read-only text indicating that thisis a Parent relationship, since only higher-level roles can be
related to a permission role.

Thelist of roles available for selection isfiltered according to the type you selected.

Use the Object Selector to the right of the Selected Roles field to select the role(s) you want to
associate with the new role.

Click Add.
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Associating Resources with the Role
To associate a resource with arole:

1 Click the Resources tab.

2 Click Add.
ZE Test Role H
! * -indicates required.
Display Name:* |Tegt Role | E Categories: Default
snfion* Systern Roles
DesC o This is a test role. e
User V“@
Role Level: Business Role v| Owners:
Role Sub Container:
Role Relationships Resoumes Approval Assignments Request Status
A@._ | Remove. | Refresh | Customize...
Resource Name =  Enfilement AssociationValues  Association Description
Ho results found.

The User Application displays the Add Resource Association dialog.

Add Resource Association.
Select a resource and then provide the resource association information for binding to the rale.

Select Resource:” | IEY

Association Description:* | | ﬁ

3 Usethe Object Selector to select the resource you want and provide text that explains the
reason for the association.

The wizard displays a page that provides information about the selected resource, such asthe
name of the resource categories, owner, entitlement, and entitlement values.
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Add Resource Association
Select a resource and specify a description for the resource association.

Resource:* |entitement test =]

Association Description:* | | B
% Resource Information

Categories: Default

Resource Description: entittement test

Entitlement: Building Pass

Entitlement Values: Cambridge Office

I ———

For entitlements that take static parameter values, which provide additional attributes or
detailed information for the entitlement, the wizard displays the static values next to the
Entitlement Value label. For entitlements that take dynamic parameters, the wizard displaysthe
resource reguest form, which includes fields for the dynamic parameters, as well as any
decision support fields defined for the form.

Step 2 of Z: Define the Resource Parameters.
The Association Description helps describe the binding of this resource to the role.

Resource Mame: Parking Pass

Association Description®: |te5t association

@ Resource Information

Category. =
Resource Description: Parking Pass

owner: -

Entitlerment: Parking Permission

Entitlerment Value: [Value is setin Reguest Form below... ]

Resource Request Information

Parking Garage:* | Spring Street Garage, Waltham Office Bt
@ true

VIP Parking:*®
Ofalse

Valid for # of Days:* |25

Mote: Only visitors are allowed VIP parking

Previous Cancel

4 Inthe Association Description field, type text that explains why the resource is associated with
therole.
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5 Click Add to associate the resource with the role.
The Resource Associations list shows the resource you added to the role definition:

* - indicates required.

Display Name:* i.Tagt Role J ﬁ Categories: .Defauh Ti |
— T System Roles
Description: This is a test role. g ‘
& . ]
= S | User ~ .ti'
Role Level: | Business Role v Owners: I - ‘

Role Sub Container:

Role Relationships I i_ Approval Assignments Request Status

Add.. | Remove. | Refresh | Customize..
I Resource Name = Entitlerment Association Values  Association Description
| @ entitlement test Building Pass test association

1-10f 1

What happensto existing role assignments When you add a new resource association to a
role that already has identities assigned to it, the system initiates a new reguest to grant the
resource to each of the identities.

To delete a resource association for arole:

1 Select the resource association in the Resource Associations list.
2 Click Remove.

What happensto existing role assignments When you remove aresource association from a
role that already has identities assigned to it, the system initiates a new request to revoke the
resource from each of the identities.

Defining the Approval Process for a Role
To define the approval process for arole:

1 Click the Approval tab.
2 Provide details for the approval process, as described below:

Table 16-2 Approval Details

Field Description

Required Select this checkbox if the role requires approval when requested,
and you want the approval process to execute the standard role
assignment approval definition.

Deselect this checkbox if the role does not require approval when
requested.

Custom Approval Select this radio button if you want to use a custom approval
definition (provisioning request definition). Use the Object Selector to
select the approval definition.
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Field Description

Standard Approval Select this radio button if this role uses the standard role assignment
approval definition specified in the Role and Resource Subsystem
configuration. The name of the approval definition displays as read-
only in the Role Assignment Approval Definition below.

You must select the type of approval (Serial or Quorum) and the valid
approvers.

Approval Type Select Serial if you want the role to be approved by all of the users in
the Approvers list. The approvers are processed sequentially in the
order they appear in the list.

Select Quorum if you want the role to be approved by a percentage
of the users in the Approvers list. The approval is complete when the
percentage of users specified is reached.

For example, if you want one of four users in the list to approve the
condition, you would specify Quorum and a percentage of 25.
Alternatively, you can specify 100% if all four approvers must
approve in parallel. The value must be an integer between 1 and
100.

TIP: The Serial and Quorum fields have hover text that explains their
behavior.

Approvers Select User if the role approval task should be assigned to one or
more users. Select Group if the role approval task should be
assigned to a group. Select Container if the role approval task should
be assigned to a container. Select Role if the role approval task
should be assigned to a role.

To locate a specific user, group, container, or role, use the Object
Selector.To change the order of the approvers in the list, or to
remove an approver, see Section 1.4.4, “Common User Actions,” on
page 24.

Making Role Assignments

For details on making role assignments, see Section 16.1.5, “Assigning Roles,” on page 243.

Checking the Status of Requests

The Request Satus action allows you to see the status of your role assignment requests, including
reguests you' ve made directly aswell as role assignment requests for groups or containers to which
you belong. It lets you see the current state of each request. In addition, it gives you the option to
retract a request that has not been completed or terminated if you have changed your mind and do
not need to have the request fulfilled.

The Request Satus action shows all role assignment requests, including those that are running,
pending approval, approved, completed, denied, or terminated.

To view the status of role assignment requests:

1 Click the Request Satustab.
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ZE TDBTestRole2

X
Display Name:* ‘TDETastRoIeZ ‘ E Categories: Default
Description:* IT role System Roles
User (v |§|
Role Level: ITRole Oowners:
Role Relationships Resources  Approval Assignments Request Status
Retract.. | Refresh | Customize Filter Qv | Rows:[5 w0
O Recipient = Requester Status Request Date Initial Request Description
F 2 April Smith 2 Application Administrator OFf Sample Data v Completed Jul 8, 2008 test assignment
E ) Pharmacy a Application Administrator Of Sample Data ¥ Completed Jul 8, 2009 test
[l#] [#] 1:z 02 [3
2 To seethe detailed status information for arequest, click the status:
&5 TDBTestRole2
Display Name:* |TDETestHuIez | E Categories: Default
Description:* IT role System Roles
User |& E
Role Level ITRole owners:
Role Relationships Resources Approval Assignments Request Status
Retract. | Refresh | Customize... Filter @Yv | Rows [5 1%
O Recipient = Requester Status Request Date Initial Request Description
O 2 April Smith a Application Administrator Of Sample Data v Completed Jul 8, 2009 test assignment
O ® Pharmacy 2 Application Administrator Of Sample Data v Cogs-?eted Jul 8, 2009 test
€] [€] 12072 [3] [3]
G
The Assignment Details window is displayed:
Assignment Details
Status: v’ Completed: Provisioned
Recipient April Smith Request Action: User Assigned to Role

Requested By: Application Administrator Of Sample Data Request Date:
Effective Date: Jul 8, 2009 12:10:58 FM
Initial Request Description: test assignment

Expiration Date:
Confirmation Mumber: f94db51834f846608903c48ebVab1827

Jul &, 2009 12:10:58 PM

For details on what the status values mean, see Section 10.4,
on page 158.

3 To retract arequest, select the request and click Retract.

“Viewing Your Request Status,”
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You need to have permission to retract a request.

If the request has been completed or terminated, you will see an error message if you try to
retract the request.

16.1.3 Editing an Existing Role

1 Select apreviously defined role and click Edit.

£ Edjt.. | Delete | Assign.. | Refresh | Customize.. Fitter @7 | Rows:[5 1|
] Rol Role Level = Categories

3] ﬁiﬁfﬁ?)i‘ Business Role

[0 B8 AlanRole Test Business Role

¥ [EH van Quorum Approval Test  Business Role

[0 B8 van Role Approval Test Business Role

[0 B8 Role with Approval Business Role

150 7 [] (3]

2 Make your changesto the role settings and click Save.

Entitlements associated with existing roles Roles defined in earlier releases of the Roles Based
Provisioning Module may have asbsociated entitlements. If arole has an entitlement associated with
it, the user interface displays the Entitlements tab, which alows you to see the entitlement mapping,
and optionally remove it. Entitlement mappings for roles will continue to work in this release, but
Novell now recommends that you associate entitlements with resources, rather than with roles.

Role Relationships Resources  Assignments Request Status

The ability to add entitlements to a role has been deprecated. It is recommended that entitlements be added to a resource instead.
Remove Rows: |5 (™

] Entitlement = Driver Multi-value  Parameter Value

O Exchange Mailbox Entitlement Active Directory  Yes CN=0b7h422-3609-4587-8c2e-94010f67d1bf CN=0perations CN=DomainUpdates, CN=8ystem DC=camtest DC=qalab,DC=com
O Group Membership Entittement  Active Directory ~ Yes 1f7cee40cBd1a84c9d0516a3e521e17c

O User Account Entitlement Active Directory ~ Yes

O User Account Entitliermentt Active Directory  Yes

O User Account Entittement2 Active Directory  Yes

1-50f € || |

16.1.4 Deleting Roles

1 Select apreviously defined role and click Delete.

What happensto existing role assignments If you delete arole that has an associated
resource as well as one or more identities assigned to it, the system removes the resource
assignment from each identity that has the associated resource.

NOTE: If you delete arole that has a resource assigned to it (or remove a user from therole),
the system removes resource assignments for usersin that role, even if those resources were
first assigned directly. The reason for thisis that the system assumes that the last authoritative
source for aresource assignment is the controller of that resource, asillustrated by the
following scenario:

1.A resource is created and mapped to an entitlement.

2.A user is assigned to the resource created above.

3.A roleiscreated that is bound to the resource created in the first step above.
4.The same user is then assigned to the role created above.

5.The user isremoved from the role.
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In this situation, the user gets removed from the resource even though they had the resource
assigned directly. Initially, the resource assignment is considered the authoritative source.
However, when the user is assigned to arole that is associated with the same resource, the role
becomes the authoritative source.

Deleting Rolesin SoD Constraints When a conflicting role of an SoD constraint is deleted,
the SoD constraint will appear with the word Invalid in brackets after the name, such as Doctor
Pharmacists SoD [Invalid], in the SoD Catalog list.

WARNING: A Role Manager who has been given the Delete Role permission for the system roles
(or the container that contains these roles) can delete system roles. The system roles should not be
deleted. If any of the system rolesis deleted, the User Application will malfunction.

16.1.5 Assigning Roles

You can assign arole in either of two ways:

+ From the Role Catalog
+ From the Edit Role dialog

Both of these methods are described below.

Assigning a Role From the Catalog

1 Select apreviously defined rolein the Role Catalog and click Assign.

Role Name =

... | Edit.. | Delete | .&s@%n | Refresh | Customize... @~ | Rows:[10_1¥]

Description

OOOOOOEOOOn &M

8 Administer Drugs

EH Administrative Assistant
EE Benefits System Access
EH Billing

[EH Billing System Access

EE Compliance Administrator
B8 Compliance Manager

EH Doctor

B8 Doctor (East Campus)
E& Doctor (West Campus)

Administer Drugs

Administrative Assistant

Benefits Systemn Access

Billing

Billing System Access

Compliance Module Administrator

Compliance Manager is a delegated administrater for Compliance authorization domain (module).
Doctor

Doctor (East Campus)

Doctor (West Campus)

1-10 of 45 [mp| [l

The User Application displays the Assign Role dialog box:

Managing Roles in the User Application 243



& Assign Role

Initial Request Description:* || |

Type of Assignment:

Select User(s)*

[ [l (]

=
(mmiddiyyyy hh:mm:ss|a}
If no date is entered, effective date is immediate.
® No Expiration
[ Specify Expiration

Effective Date:

Expiration Date:

[ Aszsign ][ Cancel ]

2 Fill inthefields on the Add Role Assignment dialog:
2a Provide text describing the reason for the request in the Initial Request Description field.

2b Inthe Type of Assignment field, select User, Group, or Container to indicate what type of
identities the role will be assigned to.

2c Inthe Object Selector, enter a search string and click Search.
Select the users, groups, or containers you want to assign.

Assigning aroleto multiple identities You can select one or more users (or groups or
containers) for the role assignment. If you select multiple identities, al of the selected
identities receive the same role assignment values.

2d Specify the start date for the role assignment in the Effective Date field.

You can type in adate using the format mm/dd/yyyy hh:mm:ss a (whereaspecifies AM
or PM). Alternatively, you can click the Calendar icon and select the date from the
Calendar pop-up window:

« Jun 2009 »
311 2 3 4 5 6
7 8 9l10]11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27
28 29 30 1 2 3 4
5 5 7 8 9 10 11

2e Specify the expiration date for the role assignment in the Expiration Date field.

To specify an expiration, click Specify Expiration. You can type in adate using the format
mm/dd/yyyy hh:mm:ss a (wherea specifiesAM or PM). Alternatively, you can click the
Calendar icon and select the date from the Calendar pop-up window.

By default, the expiration date is set to No Expiration, which indicates that thisrole
assignment will remain in effect indefinitely.

3 Click Submit.
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Assigning a Role From the Edit Role Dialog

1 Inthe Role Catalog, select arole and click Edit to open the Edit Role dialog.

2 Click the Assignments tab.
The Assignments tab displays a list of assignments that have been granted for the selected role.

3 To add a new assignment, click Assign.
The User Application displays the Assign Role dialog box:

= Assign Role

Initial Request Description:*

Type of Assignment:

Select User(s)*

Effective Date:

Expiration Date:

[ Assign ][ Cancel ]

User hd

| B

(mmiddfyyyy hh:mm:ss a)
If no date is entered, effective date is immediate.

& No Expiration
[ Specify Expiration

For details on working with the role assignment request form, see “ Assigning a Role From the

Catalog” on page 243.

16.1.6 Refreshing the Role List

1 Click Refresh.

16.1.7 Customizing the Role List Display

The Role Catalog allows you to select and deselect columns, and also reorder columns within the
task list display. This behavior is controlled by a setting within the Customize Role Catalog Display
dialog. When you modify the column list or reorder the columns, your customizations are saved in
the Identity Vault along with your other user preferences.

To customize the display of columns:

1 Click Customize in the Role Catalog:

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columns that are available for selection.
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Customize Role Catalog Display

Available Columns Selected Columns
Description = Role Mame *
Owners Raole Level

Categories
[ Save ] [ Cancel l

2 Toinclude an additional column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.

You can reorder the columns in the display by moving them up or down in the Selected
Columns list box.

3 To remove a column from the display, select the column in the Selected Columns list box, and
drag it to the Available Columns list box.

The Role Name column is a mandatory column and cannot be removed from therole list
display.
4 To save your changes, click Save.
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Managing Resources in the User
Application

This section describes the resource management capabilities of the User Application. Topics
include:

+ Section 17.1, “Browsing the Resource Catalog,” on page 247

17.1 Browsing the Resource Catalog

The Resource Catalog action on the Roles and Resources tab of the Identity Manager user interface
allows you to view resources that have been previously defined in the catalog. It aso letsyou create
new resources and modify, delete, and assign existing resources.

*

Section 17.1.1, “Viewing Resources,” on page 247

Section 17.1.2, “Creating New Resources,” on page 249

Section 17.1.3, “Editing an Existing Resource,” on page 263

Section 17.1.4, “Deleting Resources,” on page 263

Section 17.1.5, “Assigning Resources,” on page 263

Section 17.1.6, “Refreshing the Resource List,” on page 265

Section 17.1.7, “ Customizing the Resource List Display,” on page 265

*

*

*

*

*

*

17.1.1 Viewing Resources

1 Click Resource Catalog in the list of Roles and Resources actions.
The User Application displays alist of resources currently defined in the catalog.

g Novell. Identity Manager N

Weicome Application Administrator Identity Self-Service  Work Dashboard O ity Compliance  Administration  Logout  Help
ROLES AND RESOURCES % | g
" Resource Catalog
Role Catalog New.. | Edit.. | Delete | Assign.. | Refresh | Customize... Fitter @™ | Rows:[25 »]|
Resource Catalog
|| Resource Name = Categories Entitlernents
SoD Catalog
] @ Air Travel Resource Air Travel
REPORTS A [0 & Building Pass Resource Building Pass
Role Reporis ] @ entitlement test Default Building Pass
S0 Reports O @ Group Membership Resource |dentity Vault Groups
User Reports O @ Health Benefits Resource Health Benefits
F @ Parking Permission Resource Parking Permission
CONFIGURATION A O @ Van Approval Test
Configure Roles and Resources L] @ Van Dynamic Resource Test |dentity Vault Groups
Sl [0 @& vanResource Test Identity Vault Groups
190f8

Filtering the Resource List

1 Click the Display Filter button in the upper right corner of the Resource Catalog display.
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Ghe | Rows|5 w
Display Filter

2 IntheFilter dialog, specify afilter string for the resource name or description, or select one or
more categories for which you want to see resources. Click Filter:

o =

Resource Name:

Description:

Categories: [none]
Default
Systern Resources

[ Fitter ][ Clear ][ Cancel ]

3 Toremovethe current filter, click Clear.

Setting the Maximum Number of Resources on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:

Scrolling within the Resource List

1 To scroll to another page in the resource list, click on the Next, Previous, First or Last button at
the bottom of the list.

Sorting the Resource List
To sort the resource list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new sort column. When the
sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.
Theinitial sort column is determined by the administrator.

If you override the initial sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).
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When you modify the sort order for the task list, your preference is saved in the Identity Vault along
with your other user preferences.

17.1.2 Creating New Resources

1 Click the New button at the top of the Resource Catalog display:

" Resource Catalog

Dew.| Edit.. | Delete | Assign.. | Refresh | Customize... Fitter 7 | Rcms:
Hame = Categories Entitlements
Mew Resource
7 avel Resource Air Travel

O @ Building Pass Resource Building Pass

O @ entitlement test Default Building Pass

O @ Group Membership Resource |dentity Vault Groups

[ @ Health Benefits Resource Health Benefits

O @ Parking Permission Resource Farking Permission

[0 @ van Approval Test

O @ van Dynamic Resource Test |dentity Vault Groups

O @ Van Resource Test |dentity Vault Groups
1-9of3

The User Application displays the New Resource diaog:

% New Resource
* _indicates required,
Display Hame:*| | BZ Categories: | Default
Description:* Systermn Resources
|
Owners: User [+
2 Provide details for the resource definition, as described below:
Field Description
Display Name The text used when the resource name displays

in the User Application. You cannot include the
following characters in the Display Name when
you create a resource:

<> N =/ ] s

You can translate this name in any of the User
Application’s supported languages. For more
information, see Table 1-1, “Common Buttons,”
on page 25.
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Field

Description

Description

Categories

Owners

The text used when the role description displays
in the User Application. Like the Display Name,
you can translate it to any of the User
Application’s supported languages. For more
information, see Table 1-1, “Common Buttons,”
on page 25.

Allow you to categorize resources for resource
organization. Categories are used for filtering
lists of resources. Categories are multi-select.

Users who are designated as the owners of the
resource definition. The resource owner does
not automatically have the authorization to
administer changes to a resource definition.

3 Click Save to save the role definition.

The User Application displays several additional tabs at the bottom of the window to allow you
to complete the resource definition.

" ¢ Test Resource

Display Name:* | Tegt Resource

| &

Description:*

this is a test

5=

Request Form

Approval Assi

t R t Status

* _indicates required.

Categories: | Default
Systemn Resources

owners:  [User v @)

q

@

Defining the Entitlement for a Resource Assignment

1 Click the Entitlement tab.

2 Click Browse Entitlements to select the entitlement:
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"% Test Resource
Display Name:“|-|—est P R— | B Categories: Default
T System Resources
Description: this is a test
owners: User v @]
]
Request Form Approval Assig| t Request Status
Entitlement Name: | | 3% @
Browse Entilements

The User Application displays atree-view list of available entitlements:

Browse Entitlements
Select the entittement to be assigned with the resource.

e B GroupEntitlementLoopback
C:ii] Ajr Travel
|i=€.’1 Building Pass
' Health Benefits
Ei:] Identity Vault Groups
Ei:] Parking Permission

Thelist shows all drivers and entitlements found in the User Application driver set.

NOTE: If you have not configured the DirXML-Resource correctly, when you access the
Browse Entitlements page to select an Entitlement, you will see a message indicating that you
have not configured your entitlements for resource mapping.

3 Select the entitlement you want to use and click OK.
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The Entitlement tab shows information about any values that might be required for the
entitlement:

% Test Resource

Display Name:* [ Togt Resource | BF Categories: Default

System Resources

e
Description: this is a test

5=

owners: | zer

Request Form Approval  Assignments  Request Status

Entitlement Name: |Building Pass |[@
Entittement Description:  Building access permission.

Entitlement Value Information

The Building Pass entitliement provides a list of defined values for selection. A user can be assigned more than one value.

@Assign entittement value(s) now:

O aAllow userto assign entittement value(s) at resource request time:
- Static Value

Selected Value(s)*

CVIES

Save Cancel

4 Specify the details of the entitlement binding. The details vary depending on the type of
entitlement you are associating with the resource:

Type of Entitlement Description

Valueless entitlement The entitlement accepts no parameter values.
For example, a resource might be bound to an
entitlement called Health Benefits that simply
makes the recipient eligible for health care
benefits. This type of entitlement has a fixed
behavior and thereby requires no further
information from the requester.

When you bind to a valueless entitlement, no
further configuration is required.

252 User Application: User Guide



Type of Entitlement Description

Free-form valued entitlement The entitlement that requires a parameter value
specified as a free-form string at request time.
For example, a resource might be bound to an
entitlement called Clothing that allows the
requester to specify a value that represents their
favorite color.

You can assign a value at design time when
you're defining the resource, or allow the user to
assign a value at request time.

For more information, see “Binding to a Free-
Form Valued Entitlement” on page 253.

Single-valued entitlement The entitlement that requires a single parameter
value. For example, a resource might be bound
to an entitlement called Parking Permission that
allows the requester to select a parking location.
The allowable values are provided by an
entitlement list, which can include a static list of
values defined by an administrator or a dynamic
list of values generated from an LDAP query.

You can assign a value at design time when
you're defining the resource, or allow the user to
assign a value at request time.

For more information, see “Binding to a Single-
Valued Entitlement” on page 255.

Multi-valued entitlement The entitlement that accepts one or more
parameter values. For example, a resource
might be bound to an entitlement called Building
Pass that allows the requester to select one or
more buildings. The allowable values are
provided by an entitlement list, which can include
a static list of values defined by an administrator
or a dynamic list of values generated from an
LDAP query.

You can assign a value at design time when
you're defining the resource, or allow the user to
assign a value at request time.

For more information, see “Binding to a Multi-
Valued Entitlement” on page 255.

Binding to a Free-Form Valued Entitlement

1 Toassign astatic value at design time, select Assign entitlement value(s) now.
Type afree-form value for the resource:
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Request Form Approval Assignments Request Status

Entitiement Name: | i Travel |
Entitlement Description:  Air Travel (include reasan your are requesting)

Entitlement Value Information

The Air Travel entittement allows the user to type in any value.

@Assign entittement value(s) now:

O Allow userto assign entittement value(s) at resource request time:
Static Value

Selected Value(s)* | Air trave! is essential for your work.|

2 To assign adynamic value at request time, select Allow user to assign entitlement value(s) at
resource request time.

2a Specify alabel that the user will see when requesting the resource:

Request Form Approval Assignments Request Status

Entitiement Name: |ir Travel |
Entitlement Description:  Air Travel (include reasaon your are requesting)

Entitlement Value Information

The Air Travel entittement allows the user to type in any value.

OAssign entittement value(s) now:
@ Allow user to assign entilement value(s) at resource request time:

Dynamic Value

Label for value field:* Justification | &

2b Tolocalize the label, click the Add language display value button and specify the foreign
language text for the label:

Request Form  Approval Assig t Request Status

Entitiement Name: [Air Travel |
Entitlement Description:  Air Travel (include reason your are requesting)

Entitlement Value Information

The Air Travel entittement allows the user to type in any value.

O Assign entilemnent value(s) now:
@ allow userto assign entittement value(s) at resource request time:

Dynamic Value

Label forvalue field:* ‘Just'rﬁcation: |

Add language display value.

254 User Application: User Guide



Binding to a Single-Valued Entitlement

1 Toassign astatic value at design time, select Assign entitlement value(s) now.
Select a single value from the default entitlement list:

2 To assign adynamic value at request time, select Allow user to assign entitlement value(s) at
resource request time.

2a Specify alabel that the user will see when requesting the resource.

2b Tolocaizethelabel, click the Add language display value button and specify the foreign
language text for the label.

2c Inthe Display values from Entitlement List dropdown, select the list you want to use to
display the allowable values.

For an administrator-defined or query entitlement, the allowable values are provided by alist
defined in the entitlement. The values are first loaded into code map database tables to alow you to
provide user-friendly labels and localized strings. Once loaded, these tables can be used as a source
for creating additional entitlement lists.

By default, the User Application creates an entitlement list that includes all rowsin thelist. You can
create more entitlement listsif you want to show selected rows only.

Binding to a Multi-Valued Entitlement

1 To assign astatic value at design time, select Assign an entitlement value at thistime.
Use the Object Selector to pick the entitlement values:

Entitlement Request Form Approval Assig t Request Status
Entitlement Name: |Building Pass |

Entitlement Description:  Building access permission.

Entitlement Value Information

The Building Pass entittement provides a list of defined values for selection. Auser can be assigned more than one value.
@Assign entittement value(s) now:

O Allow userto assign entittement value(s) at resource request time:
Static Value

Selected Value(s)*

@

| Click to open object selector,

2 Select one or more values from the default entitlement list:
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Entittement Values

Selectthe entittement parameter(s) from the table.

Filter @ | Rows:[10 ¥
Hame = Description
Cambridge Office
Waltham Office

Ooog;o

1-2of 2

Selected Value(s):

G

3 To assign adynamic value at request time, select Allow user to assign entitlement value(s) at
resource request time.

3a Specify alabel that the user will see when requesting the resource:

3b Tolocalize the label, click the Add language display value button and specify the foreign
language text for the label:

3c Inthe Display values from Entitlement List dropdown, select the list you want to use to
display the allowable values.

3d Specify whether the user can select multiple values by selecting the Allow user to request
multiple assignments by selecting more than one value checkbox.

Request Form Approval Assignments Request Status

Entitlement Name: |Building Pass | E
Entitlement Description:  Building access permission.

Entitlement Value Information

The Building Pass entittement provides a list of defined values for selection. A user can be assigned more than one value.

OAssign entittement value(s) now:
@ Allow user to assign entitiementvalue(s) at resource request time:

Dynamic Value

Label for value field:* | Buidingls): | B2

Display values from Entitlement
v
List™* ‘ Building access permission

[ allow user to request multiple assignments by selecting more than one value.

Since the entitlement definition allows multiple assignments, you can specify whether you
want the resource to also alow multiple assignments.
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Defining the Request Form
The request form for a resource displays two different types of fields:

+ Entitlement parameter fields, which map to entitlement parameters for which the user can
provide values at request time.

+ Decision support fields, which alow the requester to provide additional information that may
help the approver make a decision about whether to approve or deny the request.

The Request Form tab shows both types of fields, and provides a user interface for creating and
editing decision support fields.

In addition to the fields shown on the Request Form tab, the request form always includes the
following required fields:

s User
+ Reason

All of the fields on the request form are shown on the approval form as read-only values.
To define the request form:
1 Click the Request Form tab.

Entitlement Approval Assignments Request Status

Aresource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.

N L2

TSl | The properties for this Entitlement data field are configured in the Entitiement tab.

Preview Request Form

The Request Formtab showsalist of fieldsthat correspond to entitlement parametersfor which
values will be specified at request time. The properties for entitlement parameter fields are
configured on the Action tab. You cannot change the behavior of fields that map to entitlement
parameters.

2 To add a decision support datafield:
2a Click the plussign (+) to add a new field:
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[Foas |
EbEE

2b The Request Formtab adds a new field (with the default label Field Label 1) to thelist of
fields, and displays the Properties panel to allow you to define the characteristics of the
field:

Entitlement Request Form Approval Assignments Request Status

Aresource form is used to gather necessary data to properly assign a resource. Create and define the fields for the resource.

T LT
(= X#IF]

Buildin rmission:
Assign Value: O Now

® ptresource requesttime

Display Label*  |Field Label 1

Data Valug™* ® value must be of type String [
O value must come from list <No Lists Found>

Preview Request Form

2c To assign the decision support value right away, click Now.

Assign Value; (% Now

O At resource request time

DisplayLabel* | Field Label 1 |

Data Type™

Data Value:® | |

[ Hide

Provide adisplay label for thefield, aswell asthe data type and value. The following data
types are supported:
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Data type Description

Boolean A logical data type having one of two possible
values: true or false.

Integer A sequence of natural numbers.

List A set of predetermined values from which a

value is selected.

String A sequence of values representing text.

To hide the value on the request form, click Hide. A field that is hidden on the request
form is still visible on the approval form.

2d To alow the user to assign the value at request time, click At resource request time.

'-Prnperties'

Assign Value: O Mow

{51 At resource request time

Display Label:* |Fiel-:| Label 1

{# value must be of type: |String W

O value must come from list |<Nﬂ Lists Found=

Data Value:*

Provide a display label for the field, and specify whether the value must be of a particular
datatype or come from alist.

Defining the Approval Flow Settings
To define the approval process:
1 Click the Approval tab.

Entitlement Request Form Approval Assignments Request Status

O Allow role approval process to override resource approval process

» Grant Approval O Required

» Revoke Approval Required [l same as Grant Configuration

2 Specify whether the approval process for the resource can be overridden by the approval
process for arole by selecting or deselecting the Allow role approval process to override
resource approval process checkbox.
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If the Allow role approval process to override resource approval process checkbox is selected,
the role approval process will always override the resource approval process whenever the
resource is associated with arole. Once the associated role has been approved, the resourceis
automatically provisioned, without any need for approval.

3 Define the approval process for a grant operation, as follows:
3a Open the Grant Approval section of the Approval tab.
3b Specify the approval details, as described below:

Field Description

Required Select this box if the resource requires
approval when requested.

Deselect this box if the resource does not
require approval when requested.

Custom Approval When you select Custom Approval, you need
to select a custom Resource Assignment
Approval Definition. This is the name of the
provisioning request definition executed when
the resource is requested.

Standard Approval When you select Standard Approval, the
resource uses the standard resource
assignment approval definition specified in the
Resource Subsystem configuration settings.

Approval Type Select Serial if you want the role to be
approved by all of the users in the Approvers
list. The approvers are processed sequentially
in the order they appear in the list.

Select Quorum if you want the role to be

approved by a percentage of the users in the
Approvers list. The approval is complete when
the percentage of users specified is reached.

For example, if you want one of four users in
the list to approve the condition, you would
specify Quorum and a percentage of 25.
Alternatively, you can specify 100% if all four
approvers must approve in parallel. The value
must be an integer between 1 and 100.

TIP: The Info button displays text that
explains the approval types.
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Field

Description

Approvers

Select User if the role approval task should be
assigned to one or more users. Select Group
if the role approval task should be assigned to
a group. Select Role if the role approval task

should be assigned to a role.

To locate a specific user, group, or role, use
the Object Selector or History buttons.To
change the order of the approvers in the list,
or to remove an approver, see Section 1.4.4,
“Common User Actions,” on page 24.

4 Define the approval details for arevoke operation, as follows:

4a Open the Revoke Approval section of the Approval tab.
4b Specify the approval details, as described below:

Field

Description

Required

Same as Grant Configuration

Select this box if the resource requires
approval when requested.

Deselect this box if the resource does not
require approval when requested.

Select this box to copy the settings you used
for the grant operation to the settings for the
revoke operation.

For all other approval details, see the field descriptions for the grant operation, which are

presented in Step 3b on page 260.

Assigning a Resource

For details, see “ Assigning a Resource From the Edit Resource Dialog” on page 265.

Checking the Status of Requests

The Request Satus action allows you to see the status of your resource assignment requests,
including requests you' ve made directly as well as resources assigned through roles. It lets you see
the current state of each request. In addition, it gives you the option to retract a request that has not
been completed or terminated if you have changed your mind and do not need to have the request

fulfilled.

The Request Satus action shows all resource assignment requests, including those that are running,
pending approval, approved, completed, denied, or terminated.

1 Click the Request Satustab.
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Entitlement Request Form Approval Assignments
Refract.. | Refresh | Customize... Filter v | Rows:[5 %
O Recipient = Request Date Status Initial Request Description Request Action Comments
O a Abby Spencer TITI099:33:31 AM v Completed Created by the Role Driver Q Grant Resource
O a Alan Delegate TITI09 9:33:26 AM v Completed Created by the Role Driver Q Grant Resource
O a Alan User TITI09 9:33:27 AM v Completed Created by the Role Driver Q Grant Resource
O 8 anison Blake 713109 316:25 PM v Completed  Created by the Role Driver ¥ Revoke Resource
] 8 Allison Blake 713109 6:56:57 AM v Completed Created by the Role Driver € GrantResource

15 of 42 [=] ]

For each field on the request form, the Request Status display shows a separate column in the
list. For example, the Parking Garage column is added to the request list to show entitlement
values specified for the resource assignment:

Entitlement Request Form Approval Assignments

Retract.. | Refresh | Customize... Filter Qv | Rows: (25 v
. . Initial Request . .

F Recipient = Request Date Status Description Request Action FParking Garage Comments

test Cambridge:Ames
& AlisonBlake 73109 7:13:39PM @ Approved assignment @ Grant Resource Street 9
1-10f 1
2 To seethe detailed status information for arequest, click the status:
Entitlement Request Form Approval Assignments

Retract . | Refresh | Customize... Filter @)w | Rows: [5 w0

O Recipient = Request Date Status Initial Request Description Request Action Comments

O a Abby Spencer TIT09 9:33:31 AM v Completed Created by the Role Driver Q Grant Resource

O 3 Alan Delegate TITI09 9:33:26 AM v cggﬁmted Created by the Role Driver 0 Grant Resource

O 3 Alan User TITI09 9:33:27 AM v Completed Created by the Role Driver Q Grant Resource

O & anison Blake 7I30931625PM % Completed  Created by the Role Driver ¥ Rovoke Resource

O a Allison Blake 713109 6:56:57 AM v Completed Created by the Role Driver Q Grant Resource
15 of 42 [=] [#1]

The Assignment Details window is displayed:

I A 5‘sign'merrr Details

Status:
Recipient:
Requested By:

v Completed
Abby Spencer

Initial Request Description: Created by the Role Driver

Request Action:

Application Administrator Of Sample Data Request Date:

Grant Resource
7I7I09 9:33:31 AM

Confirmation Mumber: 0564d3d0a5884cddae23a6678c3a466d

For details on what the status values mean, see Section 10.4, “Viewing Your Request Status,”

on page 158.

3 To retract arequest, select the request and click Retract.
If the request has been completed or terminated, you will see an error message if you try to

retract the request.
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17.1.3 Editing an Existing Resource

1 Select apreviously defined resource and click Edit.

lew... | Edit. | Delete | Assign.. | Refresh | Customize.. Filter @ | Rows:[25
Ri £ Categories  Entittements
Edit Resource
& TS SOUce Air Travel

|

O

El @ Building Pass Resource Building Pass

O @ entittement test Default Building Pass

O @ Group Membership Resource Identity Vault Groups
uad @ Health Benefits Resource Health Benefits

Ll & Parking Permission Resource Parking Permission
& Test Resource Building Pass

[0 @& Van Approval Test

Fl @ van Dynamic Resource Test Identity Vault Groups
il @ Vvan Resource Test Identity Vault Groups

2 Make your changes to the resource settings and click Save.

17.1.4 Deleting Resources

1 Select apreviously defined resource and click Delete.

What happensto existing resour ce assignments When you a del ete a resource that already
has one or more identities assigned to it, the system removes the resource from those identities.
If the resource has been associated with arole, the system also removes all role associations
that pertain to the deleted resource.

17.1.5 Assigning Resources

You can assign aresource in either of two ways:

+ From the Resource Catalog
+ From the Edit Resource dialog

Both of these methods are described bel ow.

Assigning a Resource From the Catalog

1 Select apreviously defined resource in the Resource Catalog and click Assign.

@ Resource Catalog
Mew | Edit | Delete | Asgign | Refresh | Customize @y | Rows | 50 v
[0 Resource Name & Category  Entitlements
O @ aa-rajtest-for-van
O @ Air Travel Permission Air Travel
ME Building Pass Default Building Pass
O & Building Pass Default Building Pass
O & Cambridge Building Pass ~ Default Building Pass
O @ Health Benefits Health Benefits
O @ JBoss Groups Identity Vault Groups
O @ jboss groups? Parking Permission
O @ Parking Pass Parking Permission
O & Polinal_Sample Default
o @ Rajesh-approval
O @ ToBBuildingPass Building Pass
O @ testfor polina
1-13 0f 13
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The User Application displays the resource request form:

% Assign Resource

Initial Request Description:* |

Usern®

[ Assign ”_ Cancel J

The Initial Request Description and User fields are required fields that are present in all
resource request forms. You can use the Object Selector to select the users for the resource
assignment.

Assigning a resource to multiple users You can select one or more users for the resource
assignment. If you select multiple users, al of the users receive the same resource assignment
parameter values.

% Assign Resource

Initial Request Description:* | |

User* Anthony Palam
Y

[ Assign ][ Cancel ]

The request form may include additional fields to accept values for dynamic parameter values
or decision-support vaues, as shown below:

% Assign Resource

Initial Request Description:* | |

User®

Building permission:= | | [@)
Company Hame: | |
Require parking?: g;:isee

[ Assign H_ Cancel J

In the example shown above, the Building permission field is used to accept an entitlement
parameter value, whereas the Company Name and Require parking? fields are decision-support
fields. These fields are not part of the entitlement definition. Instead, these have been added to
the resource definition.

2 Fill inthefields on the request form.
3 Click Submit.
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Assigning a Resource From the Edit Resource Dialog

1 Inthe Resource Catalog, select aresource and click Edit to open the Edit Resource dialog.

2 Click the Assignments tab.

The Assignments tab displays a list of assignments that have been granted for the selected

resource.

3 To add a new assignment, click Assign.
The User Application displays the resource request form:

% Assign Resource

Initial Request Description:™®

User®

[ Assign ”_ Cancel ]

(&[]

For details on working with the request form, see “ Assigning a Resource From the Catalog” on

page 263.

17.1.6 Refreshing the Resource List

1 Click Refresh.

[ Resource Catalog

@ Building Pass Resource

@ entitement test Default
@ Group Membership Resource

@ Health Benefils Resource

@ Parking Permission Resource

@& TestResource

@ van Approval Test

@ Van Dynamic Resource Test

@ van Resource Test

Oooooocooooo

Refresh Resource Lis

@ Air Travel Resource A travel

New.. | Edit.. | Delete | Assign.. | Refresh.| Customize..
Resource Name = t‘\emems

Filter Q™ | Rows: [25_ %2

Building Pass
Building Pass
Identity Vault Groups
Health Benefits
Parking Permission
Building Pass

Identity Vault Groups
Identity Vault Groups

1-10 of 10

17.1.7 Customizing the Resource List Display

The Resource Catalog allows you to select and deselect columns, and a so reorder columns within
the task list display. The column selection and order are controlled by settings within the Customize
Resource Catalog Display dialog. When you modify the column list or reorder the columns, your
customizations are saved in the Identity Vault along with your other user preferences.

To customize the display of columns:

1 Click Customize in the Resource Catalog:
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|‘"" Resource Catalog

Mew.. | Edit_ | Delete | Assign . | Refresh | Customize Fitter @7 | Rows:[25 w1
[l Resource Name = Categories i

il @ Air Travel Resource %W
El @ Building Pass Resource Building Pass

O @ entitlement tast Default Building Pass

[l @ Group Membership Resource |dentity Vault Groups

| @ Health Benefits Resource Health Benefits

F @ Parking Permission Resource Parking Permission

O @ TestResource Building Pass

O @ van Approval Test

O @ van Dynamic Resource Test Identity Vault Groups

Fl @ Van Resource Test Identity Vault Groups

1-10 of 10

The User Application displaysthelist of columns currently selected for the display, and alist of
additional columns that are available for selection.

Customize Resource Catalog Display
Available Columns Selected Columns
Description = Resource Mame *
Owners Categaories

Entitlerments

[ Save ][ Cancel ]

2 Toinclude an additional column in the display, select the column in the Available Columns list
box, and drag it to the Selected Columns list box.

To select multiple columnsin the list, hold down the Ctrl key and select the columns. To select
arange of columns that appear together in the list, hold down the Shift key and select the
columns.

You can reorder the columnsin the display by moving them up or down in the Selected
Columns list box.

3 To remove a column from the display, select the column in the Selected Columns list box, and
drag it to the Available Columns list box.

The Resource Name column is a mandatory column and cannot be removed from the task list
display.
4 To save your changes, click Save.
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Managing Separation of Duties In
the User Application

This section describes the separation of duties (SoD) management capabilities of the User
Application. Topicsinclude:

+ Section 18.1, “Browsing the SoD Catalog,” on page 267

18.1 Browsing the SoD Catalog

The SoD Catalog action on the Roles and Resources tab of the Identity Manager user interface
allowsyou to:

+ Define a Separation of Duties (SoD) constraint (or rule).

+ Define how to process requests for exceptions to the constraint.
An SoD constraint represents a rule that makes two roles, of the same level, mutually exclusive. If a
user isin one role, they cannot be in the second role, unless there is an exception allowed for that
constraint. You can define whether exceptions to the constraint are always allowed or are only
allowed through an approval flow.

+ Section 18.1.1, “Viewing Separation of Duties Constraints,” on page 267

+ Section 18.1.2, “ Creating New Separation of Duties Constraints,” on page 268

+ Section 18.1.3, “Editing an Existing Separation of Duties Constraint,” on page 270

+ Section 18.1.4, “ Deleting Separation of Duties Constraints,” on page 270

+ Section 18.1.5, “ Refreshing the Separation of Duties Constraint List,” on page 270

18.1.1 Viewing Separation of Duties Constraints

1 Click SoD Catalog in the list of Roles and Resources actions.

The User Application displays alist of separation of duties constraints currently defined in the
catalog.

New... Refresh | Customize... Fitter @7 | Rows:[50 ~

] SoD Name Conflicting Roles Role Level = Description

B - ; Irrapnrti\ﬂrmn
O @ vansoD Test Lcomp\lance.ﬁdmln

Wan SoD Test

141 af 1

Filtering the Separation of Duties List

1 Click the Display Filter button in the upper right corner of the Separation of Duties Constraints
display.

(he | Rows|5  |w

Display Filter
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2 Specify afilter string for the constraint name or description in the Filter dialog.

Filter x
Sod Mame:

Description:

[ Filter ][ Clear ” Cancel ]

3 Click Filter to apply your selection criteria.
4 To remove the current filter, click Reset.

Setting the Maximum Number of Rows on a Page

1 Click on the Rows dropdown list and select the number of rows you want to be displayed on
each page:

Scrolling within the Separation of Duties List

1 To scroll to another page in the constraint list, click on the Next, Previous, First or Last button
at the bottom of thelist.

Sorting the Separation of Duties List
To sort the constraint list:

1 Click the header for the column you want to sort on.

The pyramid-shaped sort indicator shows you which column is the new sort column. When the
sort is ascending, the sort indicator is shown in its normal, upright position.

When the sort is descending, the sort indicator is upside down.
Theinitia sort column is determined by the administrator.

If you override theinitia sort column, your sort column is added to the list of required columns.
Required columns are indicated with an asterisk (*).

When you modify the sort order for the constraint list, your preferenceis saved in the |dentity Vault
along with your other user preferences.

18.1.2 Creating New Separation of Duties Constraints

1 Click the New button at the top of the Separation of Duties Constraints display:
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T Separation of Duties Constraints &
e | Refresh | Customize Fier @ | Rows |50 »

New Separation of Duties Constraint [1ing Roles Rolelevel =  Description

e reportAdmin
O & vanSoD Test ‘Lcnmphan:a;\dmin Van SoD Test

1-1of1

The User Application displays the New Separate of Duties Constraint dialog:

L% New Separation of Duties Constraint

* _indicates required.

SoD Constraint Name:* [l | 5=
SoD Constraint Description*

=
Conflicting Role:* || @ [
Conflicting Role:* |~ @ [ £

# Approval DRequired

Save Cancel

2 Provide aname for the constraint in the SoD Constraint Name field, and type a description in
the SoD Constraint Description field.

3 Select each of the conflicting roles in the two conflicting rolesfields. The order of the roles
selected is not important.

4 Define the approval details, as described under “ Defining the Approval Flow Settings’ on
page 269.

Defining the Approval Flow Settings

1 Open the Approval section of the page.
2 Specify the approval details, as described below:

Field Description

Required Select this box if the SoD constraint requires
approval for exceptions.

Deselect this box if the SoD constraint does not
require approval for exceptions.

Use Default Approvers Select Yes if you want to use the default list of
approvers defined in the SoD approval definition.
If you select Yes, the page displays the list of
approvers specified in the approval definition.
You cannot edit this list.

Select No if you want to specify a different list as
part of the SoD constraint definition. If you select
No, you need to use the Approvers control to
specify the users who will be responsible for
approving SoD exceptions.
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Field

Description

Default Approvers

Approvers

Displays a read-only list of the approvers
specified on the Configure Roles and Resources
Settings page.

Allows you to specify a list of approvers as part
of the constraint definition.

Select User if the approval task should be
assigned to one or more users. Select Group if
the approval task should be assigned to a group.
Select Container if the approval task should be
assigned to one or more containers. Select Role
if the approval task should be assigned to a role.

To locate a specific user, group, or role, use the
Object Selector button.To change the order of
the approvers in the list, or to remove an
approver, see Section 1.4.4, “Common User
Actions,” on page 24.

18.1.3 Editing an Existing Separation of Duties Constraint

1 Select apreviously defined role and click Edit.

2 Make your changesto the role settings and click Save.

18.1.4 Deleting Separation of Duties Constraints

1 Select apreviously defined role and click Delete.

18.1.5 Refreshing the Separation of Duties Constraint List

1 Click Refresh.
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Creating and Viewing Reports

This section describes the reports you can create and view from the Roles and Resources tab. Each
report is aread-only PDF display of data about the current state of the Role Catalog at the time the
report is generated. A single report does not reflect changes in data over a period of time. To track

roles information for compliance, please use your audit logs.

IMPORTANT: The reports you can create and view from the Roles and Resources tab have been
deprecated and will not be supported in afuture release. Novell now recommends that you use the
| dentity Reporting Module to generate reports.

Topicsin this section include:

+ Section 19.1, “ About the Role Reporting Actions,” on page 271
+ Section 19.2, “Role Reports,” on page 271
+ Section 19.3, “SoD Reports,” on page 275
+ Section 19.4, “User Reports,” on page 277

19.1 About the Role Reporting Actions

The Roles and Resources tab enables you to create and view reports that describe the current state of
roles. These reports can help you to monitor, add, modify, and delete roles or separations of duties.

You must be a Role Administrator or Role Auditor to create and view the role reports. The User
Application Administrator has Role Administrator rights by default.

19.2 Role Reports

Two role reports are available:

+ RoleList Report
+ Role Assignment Report

19.2.1 The Role List Report

The Role List Report shows:

+ All roles, grouped by role level
+ The business name of each role
+ The container and description for each role

+ Optionally, Quorum percentages, contained roles, containing roles, groups and containers the
roleisindirectly assigned to, and entitlements that are bound to each role

To create and view the Role List Report:

1 Open the User Application and choose Reports > Role Reports.

Creating and Viewing Reports 271



2 Choose Role List Report in the Select a Report drop-down menu and click Select. The Role
Reports page prompts you to select the parametersto include in the report.

Role Reports

Select a Role report, specify report details and run the report. Each report will be generated in POF format and will open in a nesa window

# -indicates required

Select a Report: |Role List Report =

Report Details
Report Name: Role List Report
Description Shows administrative attributes of roles in the role vault

Select from the options below to filter the results that will appear in the generated repart.

[ Show all administrative details for each role

Show roles owned by ® 2l Roles O Select a Role Owner
Shinwy Rale Levels for @ &l Levels O select Levels ‘
Shaw Rale Categories for, @ &l Categories O Select Categories ‘ ~
v
Run Report

3 Select Show all administrative details for each role to see the following information if
applicable and available:

*

*

*

*

*

*

Quorum percentage

Contained roles

Containing roles

Groups that thisroleisindirectly assigned to
Containers that thisroleisindirectly assigned to
Entitlements that are bound to the role

4 Choose whether to show all roles or roles owned by a selected owner. When you choose Select
Role Owners, the owner selection box activates. Use thisicon to make your selection:

Open the object selection dialog.

To select a user, choose First or Last name and type one or more characters of the name to
retrieve a selection list. Choose from the selection list.

To select a group of users, choose from the Description list of groups, or type characters in
the Description box to select a shorter list of groups. Choose from the selection list.

To select a container of users, click a container in the directory tree.

5 Choose whether to show roles at all security levels, or select one or more levels to show. To
select alevel, click it in the selection pull-down box. To select more than one level, hold down
the Shift key or Ctrl key asyou click.

6 Choose whether to show rolesin all categories, or select one or more categories to show. To
select a category, click it in the selection pull-down box. To select more than one category, hold
down the Shift key or Ctrl key asyou click.
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7 Click Run Report to create and view a PDF report similar to the samplein Figure 19-1.

Figure 19-1 Sample Role List Report

Novell Report Date: Fri Nov 16 15:24:30 EST

[Role List Report |

|Business Role (Total: 2) |

Role Name: Doctor (East Campus) (Business Role)
Container Doctor (East Campus).Level30 RoleDefs
Description Doctor (East Campus)

Role Name: Doctor (West Campus) (Business Role)
Container Doctor (West Campus). Level30.RoleDefs
Description Doctor (West Campus)

[IT Role (Total: 1)

Role Name: Doctor (IT Role)
Container Doctor Level20.RoleDefs
Description Doctor

Permission Role (Total: 4)

Role Name: Administer Drugs (Permission Role)
Container Administer Drugs.Level 10.RoleDefs
Description Administer Drugs

Rala Name- Order Medieal Tests (Parmis<inn Ralel

8 To savethereport, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.

19.2.2 The Role Assignment Report

The Role Assignment Report shows:

+ Roles grouped by role level
+ Eachrole’s business name, container, category, and description
+ Usersassigned to the role and names of people who approved the assignments

To create and view the Role Assignment Report:

1 Open the User Application and choose Reports > Role Reports.

2 Choose Role Assignment Report in the Select a Report drop-down menu and click Select. The
Role Reports page prompts you to select the parameters to include in the report.

Creating and Viewing Reports 273



Role Reports
Select a Role report, specify report details and run the report. Each report will be generated in PDF format and will open in a nevs window.

* -indicates required
Select a Report: |Role Assignment Report | v Select

Report Details
Report Name: Role Assignment Report
Description: Show all assignments for a specific rale or group of roles,

Select fram the options below to filter the results that will appear in the generated repart

Show assignments far: ® Al Rales O Select a Rale:
Show roles owned by: ® Al Role Owners O select a Role Dwner
Show Role Levels for. @ Al Levels O select Levels Permission tn connected systems

IT Raole
Business Rale

Show Role Categaries for: Building Access ~
Doctar
Pharmacist

Systern Access

@ Al Categories O select Categories

[1  Only show roles that have assignments

Sart Order and Grouping

@ Raole Name List roles by name
() Role Category List roles by category

3 Choose to show all role assignments or to show assignments for selected roles. If you choose
Select Roles, the selection box activates and presents the selection icons described in Step 4 on
page 272.

4 Choose to show roles owned by al role owners or by a selected role owner. If you choose
Select a Role Owner, the selection box activates and presents the selection icons described in
Step 4 on page 272.

5 Chooseto show rolesfor all role levels or to select one or morerole levels. To select alevel,
click it in the selection pull-down box. To select more than one level, hold down the Shift key
or Ctrl key asyou click each level.

6 Choose to show rolesfor al role categories or to select one or more role categories. To select a
category, click it in the selection pull-down box. To select more than one category, hold down
the Shift key or Ctrl key as you click each category.

7 Click Only show roles that have assignments to filter the report to include only roles that have
been assigned.

8 If you are choosing to show assignmentsfor all rolesrather than just onerole, under Sort Order
and Grouping choose to group roles by either name or category.

9 Click Run Report to create and view a PDF report similar to the samplein Figure 19-2.
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Figure 19-2 Sample Role Assignment Report

Novell Report Date: Fri Nov 16 15:32:44 EST

|Ro|e Assignment Report |

[IT Role (Total: 4) |
Role Name: Doctor (IT Role)
Container Doctor Level20 RoleDefs,
Role Categories
Description Doctor
Assignments to this Role Approver(s)

Bill Bender (User)
Kate Smith (User)
Chip Nano (User)

Role Name: Nurse (IT Role)
Container Nurse.Level20.RoleDefs

10 To savethe report, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.

19.3 SoD Reports

Two reports describe the current state of separation of duties:

+ SoD Constraint Report
+ SoD Violations and Exceptions Report

19.3.1 SoD Constraint Report

The SoD Constraint Report shows:

*

Currently defined separation of duties constraints by name

*

The description of the separation of duties

*

Thelist of the conflicting roles

*

Thelist of people with permission to approve an exception to a violation of separation of duties
To create and view the SoD Constraint Report:

1 Open the User Application and choose Reports > SoD Reports.

2 Choose SoD Constraint Report in the Select a Report drop-down menu and click Select. The
Role Reports page prompts you to select the parameters to include in the report.
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SoD Reports
Select a Separation of Duties report, specify report details and run the report. Each report will be generated in PDF format and will open in a new windoa

T -indicates required

Select a Report | S0d Constraint Report ~

Report Details
Report Name: Sod Constraint Report
Description: Show current Separation of Duties Constraints defined between roles

Select from the options below to filter the results that will appear in the generated report

Separation of Duties Name @ All 50D Constraints O Select an 0D Constraint
Rale @ 4l Roles O Select a Role
Run Report

3 Choosetolist al SoD Constraints, or select one SoD Constraint. If you choose Select an SoD
Constraint, the selection box activates. See the description of selection box icons at Step 4 on
page 272.

4 Chooseto list al roles or select arole. If you choose Select a Role, the selection box activates.
See the description of selection box icons at Step 4 on page 272.

5 Click Run Report to create and view a PDF report similar to the one in Figure 19-3.

Figure 19-3 Sample SoD Constraint Report

Novell Report Date: Fri Nov 16 15:23:08 EST

|Sod Constraint Report

SoD Constraint Name: Doctor-Nurse

SoD Constraint Description  Doctor-Nurse
Conflicting Roles Doctor, Nurse
Approver(s) Ned North, Sally South

SoD Constraint Name: Doctor-Pharmacist

SoD Constraint Description  Doctor-Pharmacist

Conflicting Roles Doctor, Pharmacist

Approver(s) Anthony Palani, Chip Nano, Ned North, Sally South

6 To savethereport, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.

19.3.2 SoD Violations and Exceptions Report

The SoD Violations and Exceptions Report shows:

+ The name of each separation of duties constraint, its description, and the conflicting roles

+ Theusersinviolation of the constraint, including both approved exceptions and unapproved
violations. Users can bein violation by being members of agroup or container that grants them
aconflicting role.

+ Approved exceptions. These are violations that have been approved as exceptions to the
separation of duties.

+ The names of those who approved or denied the exceptions and the date and time of the
approval or denial.
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To create and view the SoD Violations and Exceptions Report:

1 Open the User Application and choose Reports > SoD Reports.

2 Choose SoD Violations and Exceptions Report in the Select a Report drop-down menu and

click Select. The Role Reports page prompts you to select the parametersto include in the
report.

SoD Reports

Select a Separation of Duties report, specify report details and run the report. Each report will be generated in POF format and will open in a new window

*-indicates required.

Select a Report | Sod Violations and Exceptions Report |~

Report Details
Report Name: Sod Violations and Exceptions Report
Description: Show all SO0 violationsfexceptions currently outstanding

Select from the options below to filter the results that will appear in the generated report

Separation of Duties Name @ Al S0D Constraints O Select an SoD Constraint

Run Report

3 Choose All SoD Constraints to show any violations and exceptions outstanding across all SoD
constraints. Or, choose Select an SoD Constraint to focus the report on violations of asingle
SoD constraint.

4 Click Run Report to create and view a PDF report similar to the sample shown below.

Novell Report Date: Fri Nov 16 15:23:52 EST

‘Sod Violations and Exceptions Report

SoD Constraint Name: Doctor-Nurse
SoD Censiraint Description  Doctor-Nurse
Conflicting Roles Doctor. Nurse
List of all users in violation

Bill Bender, Kate Smith

Approved Exception(s) Approver(s)

Bill Bender Ned North (Denied, 11/16/07 11:45 AM)
Sally South (Approved, 11/16/07 11:46 AM)

Bill Bender Ned North {Denied, 11/16/07 11:46 AM)

Sally South (Approved, 11/16/07 11:47 AM)

5 To savethereport, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.

19.4 User Reports

Two user reports are available:

+ User Roles Report
+ User Entitlement Report

19.4.1 User Roles Report

The User Roles Report shows:

+ Selected users, groups of users, or containers of users
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*

*

*

*

To create and view a User Roles Report:

The Roles in which each user holds membership

The date at which membership in the role became or becomes effective
The expiration date of the role membership

Optionally, the source of the membership in the role

1 Open the User Application and choose Reports > User Reports.
2 Choose User Roles Report in the Select a Report drop-down menu and click Select.

User Reports

Select a Role report, specify report details and run the report. Each report will be generated in POF format and will open in a new window

*-indicates reguired
Select a Report: | User Roles Report W

User
Report Name: User Roles Report

Description: Show roles where the user is a member.

Select from the options helow ta filter the results that will appear in the generated repart.

Select User.
Select Group:

Select Container:

Report Details
[] Only show directly assigned roles

[] Include approval information for directly assigned roles

[ Only show users with role(s) assigned

Sort Order and Grouping

@ First MNarme, Last Name O Last Narme, First Narme
@ Role Level O Role Narme
Run Report

RIEE
BIEE
[ECE

Sort selected users.

Sort roles within Lser

3 Inthe User pane, choose either a user, group, or container for whom or which you want to view
roles. See the description of selection box functions at Step 4 on page 272.

4 Inthe Report Details pane, choose one or more types of detail to report:

Detail

Meaning

Only show directly assigned roles.

Include approval information for directly
assigned roles.

Only show users with role(s) assigned.

The User Roles Report shows any roles that are
directly assigned to the selected user, if any. The
report does not show roles inherited from
membership in a group or container.

The User Roles Report shows who approved each
directly assigned role for each user.

The User Roles Report shows selected users who
have assigned roles. The report does not show users
who do not have directly or indirectly assigned roles.
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5 Inthe Sort Order and Grouping pane, choose to sort users by first name or last name.
6 Inthe Sort Order and Grouping pane, choose to sort each user’sroles by level or name.
7 Click Run Report to create and view areport similar to the sample shown bel ow.

Novell Report Date: Fri Nov 16 15:22:32 EST

‘User Roles Report

User: Allison Blake

Role Source Effective Date Expiration Date
Order Medical Tests Direct Assignment 11/16/07 11-41 AM

User: Bill Bender

Role Source Effective Date Expiration Date
Nurse Direct Assignment 11/16/07 11:46 AM 12/29/07 12:00 AM
Doctor Direct Assignment 11/16/07 11:47 AM 12/29/07 12:00 AM
Pharmacist Membership in Group Pharmacy 11/16/07 11:50 AM

Order Medical Tests Membership in Role Relationship Dactor 11/16/07 11-47 AM

Write Prescriptions Membership in Role Relationship Dactor 11/16/07 11-47 AM

Administer Drugs Membership in Role Relationship Doctor 11/16/07 11:46 AM

Fill Prescriptions Membership in Role Relationship Pharmacist 11/16/07 11:30 AM

Perform Medical Tests Membership in Role Relationship Doctor 11/16/07 11:46 AM

8 To savethereport, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.

19.4.2 User Entitlements Report

The User Entitlements Report shows:

+ All entitlements by their distinguished names

*

Users that hold each entitlement

*

The date at which the user’s entitlement becomes effective

*

The date at which the user’s entitlement expires

*

Therole the user holds that grants the entitlement
To create and view a User Entitlements Report:

1 Open the User Application and choose Reports > User Reports.
2 Choose User Entitlements Report in the Select a Report drop-down menu and click Select.
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User Reports
Select a Role report, specify report details and run the report. Each report will be generated in POF format and will open in a new windaia,

7 -indicates required.

Select 2 Report ,"_User Entitlernents Report |+ |

User Selection
Report
Name:
Description: Shaow list of Entitlements.

User Entitlements Report

Select from the options belaw to filter the results that will appear in the generated report.
Select @ @

User: - | B

Select [

Group

Select [ ]
Cantainer; | = @

Sort Order and Grouping

@ List entitlement details for each user

O List user details for each entitlement

3 Inthe User Selection pane, select the kind of user: an individual user, group, or container.
Descriptions of the selection icons are at Step 4 on page 272.

4 Inthe Sort Order and Grouping pane, choose one of the following:
+ List entitlement details for each user
+ List user detailsfor each entitlement
5 Choose Run Report to see a PDF report similar to one of the samplesin Figure 19-4 and Figure
19-5.

Figure 19-4 Sample User Entitlements Report: Entitlement Details for Each User

Novell Report Date: Fri Nov 16 15:35:58 EST

|User Entitlements Report

User: Bill Bender
Entitlement Source (Membership in Role) Effective Date Expiration Date
cen=MedSecureAccess cn=HajenDriver.cn=TestDrivers o=novell Doctor 11/16/2007 12/29/2007

User: Kate Smith

Entitlement Source (Membership in Rale) Effective Date  Expiration Date
cn=MedSecureAccess cn=HajenDriver,cn=TestDrivers o=novell Doctor 11/16/2007 12/30/2007

User: Chip Nano
Entitlement Source (Membership in Role) Effective Date Expiration Date

cn=MedSecureAccess cn=HajenDriver cn=TestDrivers, o=novell Doctor 11/16/2007 11/25/2007
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Figure 19-5 Sample User Entitlements Report: User Details for Each Entitlement

Novell

Report Date: Fri Nov 16 15:36:25 EST

|User Entitlements Report

=HajenDriver.cn=TestDrivers,o=novell

User Source (Membership in Role) Effective Date Expiration Date
Bill Bender Doctor 11/16/2007 12/29/2007
Kate Smith Docter 11/16/2007 12130/2007
Chip Nano Doctor 11/18/2007 11/25/2007

6 To savethereport, choose File > Save A Copy in the Adobe Reader window. Specify a
directory to save thefile in and specify afilename for the report.
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Configuring the Role and
Resource Settings

This section describes the user interface for configuring role and resource settings. It includes the
following topics:

+ Section 20.1, “About the Configure Roles and Resources Settings Action,” on page 283
+ Section 20.2, “ Configuring the Roles Settings,” on page 283

*

Section 20.3, “Configuring the Resources Settings,” on page 284

*

Section 20.4, “ Configuring the Entitlement Query Settings,” on page 285
Section 20.5, “ Configuring the Separation of Duties Settings,” on page 285
Section 20.6, “Configuring the Report Settings,” on page 286

*

*

20.1 About the Configure Roles and Resources
Settings Action

The Configure Roles and Resources Settings action allows you to define the basic configuration of
the role and resource system. The page has the following sections:

+ Role Settings
+ Resource Settings

*

Entitlement Query Settings
Separation of Duties (SoD) Settings
Report Settings

*

*

To modify the Configure Roles and Resources Settings in edit mode, you must have both of the
following assignments:

+ Role Administrator (or Role Manager with the Configure Roles Settings permission)

+ Resource Administrator (or Resource Manager with the Configure Resources Settings
permission)

To view settings on the Configure Roles and Resources Settings page in read-only mode, you only
need to have one of the permissions listed above.

When you arein edit mode, only some of the settings on the Configure Roles and Resources Settings
page are editable. Some of the settings show read-only values that are set at installation time and
cannot be modified.

20.2 Configuring the Roles Settings

To configure the roles settings:

1 Click Configure Roles and Resources Settings in the Configuration group of actions.
2 Scroll to the Roles Settings section of the page.
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|+ ZE Role Seftings

These settings control the behavior of the role management components of the User Application. You can define a removal grace period for the fime between removal of a role
assignment and the initiation of related entitiement removal processes. You can also set the display strings for business levels. The remaining settings are read-only

Role Container: cn=RoleDefs cn=RoleCanfig,cn=AppConfig,cn=Jboss5Picasso,cn=TestDrivers o=navell
Role Reguest Container: cn=Requests cn=RoleConfig cn=AppConfig,cn=Jboss&Picasso,cn=TestDrivers,o=novell
Default Role Approval Definition; Role Approval
Role Assignment Grace Period:* lﬂ JSECOHUS (0=immediate) &
Role Level Display Names:*

Level 30:* ‘ Business Role | B

Level 20:* |IT Role | B2

Level 10:* \ Pemission Role | %

The following settings are read-only settings that are fixed at installation time:
+ Roles Container
+ Role Request Container
+ Default Role Approval Definition

Specify (in seconds) a Role Assignment Grace Period.

This value specifies the amount of time, in seconds, before arole assignment is removed from
the Role Catalog (0 by default). A grace period of zero means that when someone is removed
from arole assignment, the removal happensimmediately and the subsequent revocation of
entitlementsisinitiated immediately. You might use the grace period to delay the removal of an
account that would subsequently be re-added (for example if a person was being moved
between containers). An entitlement can disable an account (thisis the default) rather than
removing it.

NOTE: The Role Assignment Grace Period is alegacy setting that affects only Roleto
Entitlement assignments; it does not affect Role to Resource to Entitlement mappings. It has no
impact on roles created or assigned with the new resource model provided in this release.

Define the display name for the role levels. Each level has a separate display name that can be
translated into several languages. To provide foreign-language strings, click Add language
display value.

5 Click Save to make your settings permanent.

20.3 Configuring the Resources Settings

To view the resource settings:

1 Click Configure Roles and Resources Settings in the Configuration group of actions.

2 Scroll to the Resources Settings section of the page.

| ~ ¢ Resource Settings

These settings control the behavior of the resource management components of the User Application. All of the resource settings are read-only.

Resource Container: cn=ResourceDefs cn=RoleConfig,cn=AppConfig,cn=Jboss5Picasso,cn=TestDrivers o=novell
Resource Request Container: cn=ResourceRequests cn=RoleConfig,cn=AppConfig,cn=Jboss5Ficasso,cn=TestOrivers o=novell
Default Resource Approval Definition: Resource Appraval

These settings control the behavior of the resource management components of the User
Application. All of the resource settings are read-only.
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20.4 Configuring the Entitlement Query Settings

To configure the entitlement query settings:

1 Click Configure Roles and Resources Settings in the Configuration group of actions.
2 Scrall to the Entitlement Query Settings section of the page.

e  Entitlement Query Settings

The Roles Based Provisioning Module periodically makes queries to an external entitternent system to refresh the details of entittements that are displayed in the resource catalog
You can limit the fime the systemn waits for the query result using the Default Guery Timeout, and set the default refresh rate for entilement queries. The Refresh Status indicates
whether the entitlement values have been refreshed, and allows manual refresh if desired

Default Query Timeout:* 'lm Jmmules
Default Refresh Rate:™ Im.m |m|nutes
Refresh Status: Mot Running

These settings control the behavior of entitlement queries performed by the User Application.
You can define atimeout interval and arefresh rate for entitlement queries. In addition, you can
see whether the entitlement values have been refreshed, and begin a manual refresh, if
necessary.

20.5 Configuring the Separation of Duties
Settings
To configure the separation of duties (SoD) settings:

1 Click Configure Roles and Resources Settings in the Configuration group of actions.
2 Scroll to the Separation of Duties (SoD) Settings section of the page.

o L& Separation of Duties (SoD) Settings

These settings control the behavior of the separation of duties (SoD) components of the User Application. You can define the default approval type for SoD approval flows, and also
select the default approvers for SoD flows. The remaining seftings are read-only.

SoD Container: cn=50DDefs cn=RoleConfig, cn=AppConfig cn=Jboss5Picasso,cn=TestDrivers o=novell
SoD Approval Definition: |SaD Confhct Approval @) [y R
Default SoD Approval Type:* ® serial O quorum:

[User ~ @)

Alison Blzke (User)
Default SoD Approvers:* ousidmsampleboss5,o=novel (Container)

groups, ple-boss5,0=novell (Contsiner)
e

The SoD Container setting is aread-only setting that is fixed at installation time.
+ SoD Container
+ Default SoD Approval Definition

3 Inthe SoD Approval Definition field, choose the provisioning request definition that you will
use to handle SoD approvals.

4 Choose a Default SoD Approval Type of Serial or Quorum.

Field Description

Serial Select Serial if you want the role to be approved by all of the users in the
Approvers list. The approvers are processed sequentially in the order they
appear in the list.
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Field Description

Quorum Select Quorum if you want the role to be approved by a percentage of the users
in the Approvers list. The approval is complete when the percentage of users
specified is reached.

For example, if you want one of four users in the list to approve the condition,
you would specify Quorum and a percentage of 25. Alternatively, you can
specify 100% if all four approvers must approve in parallel. The value must be
an integer between 1 and 100.

5 Modify the Default SoD Approvers.

Field Description

Default SoD Approvers Select User if the role approval task should be assigned to one or more
users. Select Group if the role approval task should be assigned to a
group. Only one member of the group needs to approve. Select Role if
the role approval task should be assigned to a role. Like groups, only
one member of the role needs to approve.

To locate a specific user, group, or role, use the Object Selector or
History buttons. To change the order of the approvers in the list or to
remove an approver, see Section 1.4.4, “Common User Actions,” on
page 24

6 Click Save to make your settings permanent.

20.6 Configuring the Report Settings

The Report Container value is aread-only setting that isfixed at installation time.

The Report Container setting is a read-only value set atinstallation time

Report Container: cn=ReportDefs,cn=RoleCenfig,cn=AppConfig,cn=Jboss5Picasso,cn=TestDrivers,o=novell
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Using the Compliance Tab

These sectionstell you how to use the Compliance tab of the |dentity Manager User Application:

+ Chapter 21, “Introducing the Compliance Tab,” on page 289
+ Chapter 22, “Making Attestation Requests,” on page 303
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Introducing the Compliance Tab

This section provides an overview of the Compliance tab. Topics include:

+ Section 21.1, “ About the Compliance Tab,” on page 289

+ Section 21.2, “ Accessing the Tab,” on page 292

+ Section 21.3, “Exploring the Tab’s Features,” on page 292

+ Section 21.4, “Compliance Actions You Can Perform,” on page 293

+ Section 21.5, “Understanding the Attestation Requests Legend,” on page 294
+ Section 21.6, “Common Compliance Actions,” on page 296

For more general information about accessing and working with the Identity Manager user interface,
see Chapter 1, “ Getting Started,” on page 15.

21.1 About the Compliance Tab

The Compliance tab provides a convenient way to perform compliance-based actions.

The Compliance tab allows you to initiate attestation processes and check the status of these
processes. You can use the Compliance tab to:

+ |nitiate an attestation process to allow users to confirm that their user profiles contain accurate
information

+ Initiate an attestation process to verify the violations and approved exceptions for a set of
separation of duties (SoD) constraints

+ Initiate an attestation process to verify the assignments for a set of roles
+ Initiate an attestation process to verify the assignments for a set of users
+ View the status of your attestation requests to analyze the results for each process

NOTE: The Compliance tab is available only with Identity Manager 4.0.1 Advanced Edition.
Standard Edition does not support this feature.

Compliance and Proxy mode

Proxy mode works only on the Work Dashboard tab and is not supported on the Compliance tab. If
you enter proxy mode on the Work Dashboard tab, and then switch to the Compliance tab, proxy
mode is turned off for both tabs.

21.1.1 About Compliance and Attestation

Complianceisthe process of ensuring that an organization conforms to relevant business laws and
regulations. One of the key elements of compliance is attestation. Attestation gives an organization a
method for verifying that personnel are fully aware of organizational policies and are taking stepsto
comply with these policies. By requesting that employees or administrators regularly attest to the
accuracy of data, management ensures that personnel information such as user profiles, role
assignments, and approved separation of duties (SoD) exceptions are up-to-date and in compliance.
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Attestation Requests and Processes

To alow individuals within an organization to verify the accuracy of corporate data, a user makes an
attestation request. This request in turn initiates one or more workflow processes. The workflow
processes give the attesters an opportunity to attest to the correctness of the data. A separate
workflow processisinitiated for each attester. An attester is assigned aworkflow task in the Task
Notifications list on the Work Dashboard tab. To complete the workflow process, the attester opens
the task, reviews the data, and attests that it is correct or incorrect.

The Roles Based Provisioning Module supports four types of attestation:

*

User profile
SoD violations
+ Role assignment

*

+ User assignment

In the case of auser profile attestation process, each user must be the attester for his/her own profile;
no other individual can be the attester. In the case of SoD violation, role assignment, and user
assignment attestation, the attester may be any user, group, or role. The initiator for the attestation
request specifies whether every member or only a single member must attest for a group or role. In
the case of a user attestation process, every member must attest for a selected group or role.

To simplify the process of making attestation requests, the Roles Based Provisioning Moduleinstalls
aset of default request definitions, one for each attestation type:

+ User Profile - Default
SoD Violation - Default
Role Assignment - Default

*

*

+ User Assignment - Default

You can use these request definitions as the basis for making your own requests. Once you’ve
provided the details for a new request, you can save these details for future use.

Attestation Forms

Each workflow has an attestation form associated with it. The attester must review the form and fill
it in to affirm the correctness of the data. The form is usually defined by the Compliance
Administrator.

Each attestation form contains a required attestation question along with a set of optional survey
guestions. The attestation question isayes or no question attesting to or denying the overall data.
Survey questions can be set up to gather additional data or ask qualifying questions.

The user profile attestation form also include a set of user attributes with values that the attester
must review. The attestation form for an SoD violation, role assignment, or user assignment process
includes an attestation report.
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Attestation Reports

The attestation report for an SoD violation, role assignment, or a user assignment process provides
detailed information that the attester is expected to review. The report is generated at the time the
attestation processisinitiated to ensure that all users are reviewing the same information. The report
may be generated in several languages, depending on the report languages settings specified for the
attestation process.

Attestation Request Status

Once an attestation regquest has been initiated, it can be easily tracked throughout its lifecycle. The
User Application provides aconvenient way to look at the status of the request asawhole, aswell as
the detailed status for each individual workflow process associated with the request. The high-level
status for arequest gives the user away to see whether the request is running, compl eted,
initializing, or in error. The detailed status provides information about the number of workflow
processes, and the status for each workflow. In addition, it shows the attestation results, which
indicate how many answers to the attestation question were affirmative and how many were
negative. The attestation results also show which attesters have not taken any action on their
assigned workflow tasks.

Compliance Security

The Compliance tab recognizes a single administrator role called the Compliance Administrator. A
Compliance Administrator is designated at installation time. After installation, additional users can
be assigned to the Compliance Administrator role. To make additional assignments, you need to use
the RBPM Provisioning and Security > Administrator Assignments page in the User Application.

The Compliance Administrator role is described in detail below:

Table 21-1 System Role for Compliance Functions

Role Description

Compliance Administrator An administrator who has the full range of capabilities within the
Compliance domain. The Compliance Administrator can perform all
possible actions for all objects within the Compliance domain.

These actions include the ability to:

* Request user profile attestation processes.

+ Request SoD violation attestation processes.

+ Request role assignment attestation processes.
* Request user assignment attestation processes.

+ View the status for all attestation requests that have been
submitted.

NOTE: Any user can be defined as an attester for an attestation
process. An attester does not need to belong to either the Compliance
Administrator role.

The Compliance tab does not allow access by authenticated users that do not have membership in
the Compliance Administrator role listed above.
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21.2 Accessing the Tab

To access the Compliance tab:

1 Click Compliancein the User Application.
By default, the Compliance tab displays the Request User Profile Attestation Process page.

Welcome Application Administrator W

Attestation Requests A

Request User Profile Attestation Process
» Reguest User Profile

Attestation Frocess

Submit a request for a new User Profile Attestation, re-launch an existing one, or save request details. ¢ - indicates required.)
Request SoD Violation

Aftestation P

R @ Use a Saved Request
Reguest Role Assignment
Aftestation Process Selected Process Request: Default

Request User Assigniment

Enter & label and description for the attestation request. The Display Label appears inthe My Taske list, the list of saved reguests, and other
Attestation Process

display lists 3 the name of the attestation request. The Request Description appears in the detalls on the Yiew Attestation Request Status page
View Aftestation Regquest Status Display Label*

|User Prafile - Default | B
Request Description™ |User Prafile - [ efauit |

Selectthe users whose profiles will be verified during the attestation process. Each ofthe users and every member of the group(s), containers(s)
and roleis) selected, must verify the data to complete the process

Users™ User ~ A

Altesters:™ Each selectad user or member of group(s),container(s) and role(s)

If you go to another tab in the user interface but then want to return, you just need to click the
Compliance tab to open it again.

21.3 Exploring the Tab’s Features

This section describes the default features of the Compliance tab. (Your tab might look different
because of customizations made for your organization; consult your system administrator.)

The left side of the Compliance tab displays a menu of actions you can perform. The actions are
listed within the Attestation Requests category:

Figure 21-1 Compliance Tab Menu

Aftestation Reguests *

» Request User Profile
Aftestation Process

Reguest Sal Yialation
Aftestation Process

Reguest Rale Assighment
Aftestation Process

Request User Assignment
Aftestation Process

Yiew Attestation Request Status

The Attestation Requests actions are only displayed if you are a Compliance Administrator.
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When you click an action, it displays a corresponding page on the right. The page typically contains
awindow that shows the details for that action. For example, it might display alist or aform where
you can enter data or make a selection, as shown below:

Figure 21-2 Page Displayed for an Action

Welcome Application Administrator alfance

Aftestation Requests #

Request Role Assignment Attestation Process ‘E_E.‘

Request Uset Profile

Aftestation Process
Submit a requestfor a new Role Assignment Attestation, re-launch an existing one, or save request details. ¢* - indicates required.)

Request SoD Yidlatian

Aftestation Process

@] Use a saved Request

-

Reguest Role Assignment

Atestation Process Selected Process Request: Default
Request User Assignment Enter a label and description for the attestation request. The Display Label appears in the My Tasks list, the list of saved requests, and ather
Attestation Process display lists as the name of the attestation request. The Request Description appears in the details on the View Attestation Request Status page.
WView Aftestation Request Status| | Display Label:* |Role Assignment - Default =

Request Description® ‘F\ola Aszignment - Detault | E

Selectthe roles whose assignments will be verified during the attestation process
Werify Assignments For™ @& sl Roles
O select Roles

Select the users who will verif the data during the attestation process. When selecting group(s) and raleis), selectwhether all members must
werify the data, or only 3 single member in each group and role needs to verify the data to complete the process.

Most pages you work with on the Compliance tab include a button in the upper right corner that lets
you display the Compliance legend:

For details on the Compliance legend, see Section 21.5, “Understanding the Attestation Requests
Legend,” on page 294.

21.4 Compliance Actions You Can Perform

Here's asummary of the actions that are available to you by default on the Compliance tab:
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Table 21-2 Compliance Actions

Category

Action

Description

Attestation
Requests

Request User Profile
Attestation Process

Request SoD Violation
Attestation Process

Request Role
Assignment Attestation
Process

Request User
Assignment Attestation
Process

View Attestation
Request Status

Submits a request for an attestation process to verify user
profile information.

For details, see Section 22.2, “Requesting User Profile
Attestation Processes,” on page 303.

Submits a request for an attestation process to verify the
violations and exceptions for a set of SoD constraints.

For details, see Section 22.3, “Requesting SoD Violation
Attestation Processes,” on page 305.

Submits a request for an attestation process to verify
assignments for selected roles.

For details, see Section 22.4, “Requesting Role Assignment
Attestation Processes,” on page 307.

Submits a request for an attestation process to verify
assignments for selected users.

For details, see Section 22.5, “Requesting User Assignment
Attestation Process,” on page 309.

Allows you to see the status of your attestation requests. In
addition, it gives you the option to see the detailed status for
each workflow started for a request and optionally retract a
workflow.

For details, see Section 22.6, “Checking the Status of Your
Attestation Requests,” on page 311.

21.5 Understanding the Attestation Requests

Legend

Most pages you work with on the Compliance tab include a button in the upper right corner that lets
you display the Compliance legend. To display the legend, click the Legend button, shown in Figure
21-3 on page 294.

Figure 21-3 The Legend Button

The legend provides a brief description of the icons used throughout the Compliance tab. The figure
below shows the legend.
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Figure 21-4 Compliance Legend

ILegend
Yy Initislizing
& Funning
v Completed

12 Error

@ ves
Q Mo

& Terminated

The table below provides detailed descriptions of the icons in the legend:

Table 21-3 Legend Icons

Icon

Description

Initializing

Running

Completed

Error

Yes

No

Terminated

Indicates that an attestation request has started.

Appears on the View Attestation Request Status page. Note that
you are not able to view the details of an initializing request on the
View Attestation Request Status page.

Indicates that an attestation request is still in process.

Appears on the View Attestation Request Status page.

Indicates that an attestation request has completed processing.
Appears on the View Attestation Request Status page.

Indicates that an error occurred during the course of processing.
Appears on the View Attestation Request Status page.

Indicates that an attester verified that the information for an
attestation process is correct.

Appears on the View Attestation Request Status page.

Indicates that an attester has invalidated the information for an
attestation process.

Appears on the View Attestation Request Status page.

Indicates that a workflow for an attestation request terminated
before completion, because the user retracted the workflow or
because an error occurred during the course of processing.

Appears on the View Attestation Request Status page.
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21.6 Common Compliance Actions

The Compliance tab provides a consistent user interface with common tools for accessing and
displaying data. This section describes several of the common user interface elements and includes
instructions for:
+ Section 21.6.1, “ Specifying the Label and Description for a Request,” on page 296
+ Section 21.6.2, “Defining the Attesters,” on page 296
Section 21.6.3, “ Specifying the Deadline,” on page 297
Section 21.6.4, “ Defining the Attestation Form,” on page 298
Section 21.6.5, “ Submitting an Attestation Request,” on page 299
Section 21.6.6, “ Saving Request Details,” on page 300
Section 21.6.7, “Using a Saved Request,” on page 301

*

*

*

*

*

21.6.1 Specifying the Label and Description for a Request

You need to define adisplay label and description for all attestation request types. The Compliance
tab provides a consistent interface for doing this.

To define the display label and request description:
1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under
Attestation Requests.
2 Typealabel inthe Display Label field.

The Display Label appearsin the My Tasks list, the list of saved requests, and other display
lists as the name of the attestation process.

To provide localized text for the label, click the Add Language button. Then, type the localized
text to theright of the target language, and click OK.

3 Type adescription in the Request Description field.

When you review the request status on the View Attestation Request Status page, the Request
Description appears in the details for the request.

To provide localized text for the description, click the Add Language button. Then, type the
localized text to the right of the target language, and click OK.

21.6.2 Defining the Attesters

The Request SoD Violation Attestation Process, Request Role Assignment Attestation Process, and
Request User Assignment Attestation Process actions provide a consistent interface for defining
attesters.

To define the attesters for an SoD, role assignment, or user assignment attestation process.

1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under
Attestation Requests.

2 Inthe Attesters field, specify which users, groups, and roles will be attesters for the attestation
process:

2a To add one or more usersto the list, select User in the drop-down list.
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Selectthe users who will verify the data during the attestation process. When selecting groupis) and role(s), selectwhether all members must
verify the data, ar only a single member in each group and role needs taverify the data to complete the process.

iv|[@]

Group
Fole

Aftesters™

(=

O Every memher of the groupis) and raleds) selected must attest to the data.
[OXFY single memher of each group and rale selected must attest to the data.

Use the Object Selector to select the users. In the Object Selector, you can include
multiple users by clicking the checkbox for each item, and clicking Select.

For details on using the Object Selector, see Section 1.4.4, “Common User Actions,” on
page 24.
2b To add one or more groups to the list, select Group in the drop-down list.

Use the Object Selector to select the groups. In the Object Selector, you can include
multiple users by clicking the checkbox for each item, and clicking Select.

2c To add one or morerolesto thelist, select Role in the drop-down list.

Use the Object Selector to select theroles. In the Object Selector, you can include multiple
roles by clicking the checkbox for each item, and clicking Select.

2d Todeleteanitem, select it and click the Delete button. You can select multiple items
before clicking the Delete button.

2e For group(s) and role(s) attesters, specify whether all members must attest to the data or
only asingle member in each group and role by selecting one of the following buttons:

+ Every member of the group(s) and role(s) selected must attest to the data.
+ Asingle member of each group and role selected must attest to the data.

In the case of a user profile attestation process, every member of a selected group or role
must attest.

21.6.3 Specifying the Deadline

Each attestation process has a deadline associated with it. The deadline indicates how long you want
the process to continue running.

The deadlineis required to launch an attestation process, but is not required for a saved request.
To specify the deadline for an attestation process:
1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under

Attestation Requests.

2 Inthe Deadlinefield, indicate how long you want the attestation process to continue running. If
you want to specify the duration for the process in weeks, days, or hours, type a number in the
Duration field, and select Weeks, Days, or Hours as the unit of measure. If you would prefer to
define an expiration date, select Specify End Date and use the Calendar control to select the
date and time. If the process will run indefinitely, select No Expiration.

The value specified in the Deadline field is not stored with the details for a saved request.
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21.6.4 Defining the Attestation Form

You need to define an attestation form for all attestation types. The Compliance tab provides a
consistent interface for doing this.

To define the form for an attestation process:

1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under
Attestation Requests.

2 Define the details of the attestation form, as follows:
2a Click the Edit button.

Attestation Form Details

The attestation form sentto each user contains the selected user attributes, optional survey questions and the reguired attestation guestion. 2| Egit
Select View or Edit o review or make changes to the form details.
Aftestation Questian™

User Attributes: First Name, Last Mame, Title, Telephone Number
Survey Questions:

2b Type the attestation question in the Attestation Question field.

Altestation Form Details

The sttestation form gentto each user contains the selected user stiributes, optional survey questions and the required attestation question, Alview
SelectView or Editto review or make changes to the form details

Aftestation Question:* Do you attest that you have reviewed the details on your user profile and updated as needed B

User Atfributes: First Name: Last Mame
Title [ Depariment
[ Region [ Email
[] Mansger [ croun
Telephare Mumier [ Direct Reports

[ Preferred Natification
Survey Questions:

E3] EEaVEd )

The attestation question is a required question for any attestation process. This question
gives the attester an opportunity to attest to or invalidate the data. The question must have
asimple yes or no answer. You must define an attestation question when initiating an
attestation process, and each attester must answer this question to complete their response.

To provide localized text for the attestation question, click the Add Language button.
Then, type the localized text to the right of the target language, and click OK.

2c For auser profile attestation process, you need to indicate which user attributes you want
to verify. In the User Attributesfield, select each attribute you want to include.

Thelist of attributes to choose from includes all attributes marked as viewable in the
directory abstraction layer, except for those that are binary or calculated.

2d Inthe Survey Questionsfield, you can optionally include one or more questions that an
attester can answer during the execution of an attestation process. An attestation processis
not required to include survey questions. However, if they are included, they may
optionally be answered by the attester.

Follow these steps to define and organize the list of survey questions:
2d1 Click the Add Item button to add a survey question.
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IEE

Type the localized text for the question to the right of the target language, and click

OK.

2d2 To move aquestion up in the list, select the question and click the Move Up button.

2d3 To move aquestion down in the list, select the question and click the Move Down

button.

2d4 To delete a question, select it and click the Delete button.

2d5 To edit the localized text for an existing question, select the question and click the
Add Language button. Then, type the localized text to the right of the target language,

and click OK.

2e When you have finished making changes to the form, click the View button.

You can switch back and forth between the read only and editable views by clicking the View or Edit

button.

21.6.5 Submitting an Attestation Request

After you have defined the details for an attestation request, you need to submit the request to
initiate the process. When you submit a request, the User Application displays a confirmation
number for your request. This number is also known as a correlation ID, since it correlates a set of

workflows associated with a single request.

The following fields are required to launch a request:

Table 21-4 Fields Required to Launch a Request

Attestation Type

Required Fields

User Profile

SoD Violation

Role Assignment

User Assignment

Display Label, Request Description, Users,
Deadline, Attestation Question

Display Label, Request Description, SoD
Constraints, Attesters, Deadline, Report Locale,
Attestation Question

Display Label, Request Description, Verify
Assignments For, Attesters, Deadline, Report
Locale, Attestation Question

Display Label, Request Description, Verify Roles
Assigned To, Attesters, Deadline, Report Locale,
Attestation Question

To submit an attestation request:

1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under

Attestation Requests.
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2 Click Submit to initiate the attestation process.

The confirmation number for your request is displayed at the top of the page. Record this
number so you can easily track the progress of your request on the View Attestation Request
Status page. If you do not record this number, you can always track the request by using the

Display Label.

21.6.6 Saving Request Details

When you' re defining the details for an attestation request, you have the option to save these details
for later use. For example, you might want to save the parameter and form values you specify so you
can use them again in afuture request.

When you click Use a Saved Request, the name you specify for the saved request appearsin the list
of saved requests, along with the display label.

The following fields are required for a saved request:

Table 21-5 Fields Required for a Saved Request

Attestation Type

Required Fields

User Profile

SoD Violation

Role Assignment

User Assignment

Display Label, Request Description, Attestation
Question

Display Label, Request Description, SoD
Constraints, Report Locale, Attestation Question

Display Label, Request Description, Roles, Report
Locale, Attestation Question

Display Label, Request Description, Report Locale,
Attestation Question

To save request details:

1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under
Attestation Requests.

2 Click Save Reguest Details.
Type the name you would like to use to identify the saved process request and click OK.

The page at

[ Enter the name of the process request you want to save:™®

novell.c... E|

[

QK

] ’ Cancel ]

Thefollowing characters are not allowed in the name for asaved request: <>, ;\ " + #=/|&

*
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Spaces at the beginning or the end of the name are automatically stripped out.

If the process request aready exists, the User Application prompts you to overwrite the existing
definition.

21.6.7 Using a Saved Request

When you' re making an attestation request, you have the option to use details from a previously
saved request as the basis for the new request. The saved requests that are available for selection
vary depending on the type of attestation process you are requesting. For example, if you are making
auser profile attestation request (as shown below), you will see only those saved requests that apply
to user profile attestation processes.

To use a saved request:

1 Intheleft-navigation menu on the Compliance tab, select the action you want to perform under
Attestation Requests.

2 Click Use a Saved Request.
The User Application displays a pop-in window to allow you to select the saved request.

Select to Remove Display Label Request Hame
User Prafile - Default Default
|:| Uzer Profile - mytest mytest
1-20f2
4 >

2a To sdlect arequest, click the display label or the request name. The request nameis the
common name (CN) for the saved request definition.

2b Toremove a saved request, click the checkbox to the left of the display label, and click
Remove. You can remove multiple saved requests with asingle click.

You cannot remove any of the default request definitions that are installed with the
product. Therefore, the default request definitions do not show a checkbox.

When you click the Remove button, the User Application displays a confirmation window
before removing the saved request.
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Making Attestation Requests

This section provides instructions for making attestation regquests. Topics include:

+ Section 22.1, “ About the Attestation Reguests Actions,” on page 303

+ Section 22.2, “Requesting User Profile Attestation Processes,” on page 303

+ Section 22.3, “Requesting SoD Violation Attestation Processes,” on page 305

+ Section 22.4, “ Requesting Role Assignment Attestation Processes,” on page 307
+ Section 22.5, “Reguesting User Assignment Attestation Process,” on page 309

+ Section 22.6, “ Checking the Status of Your Attestation Requests,” on page 311

22.1 About the Attestation Requests Actions

The Compliance tab in the I dentity Manager User Application includes a group of actions called
Attestation Requests. The Attestation Requests actions give you the ability to make attestation
process requests and check the status of requests you' ve made.

22.2 Requesting User Profile Attestation
Processes
The Request User Profile Attestation Process action lets you initiate an attestation process to verify

one or more user profiles. It also gives you the option to save the details associated with an
attestation request (such as parameter and form values) as a pre-filled form for later requests.

To initiate a user profile attestation process:

1 Click Request User Profile Attestation Processin the list of Attestation Requests actions.
The User Application displays a page that |ets you specify details about the attestation process.

Request User Profile Attestation Process

Submit a requestfor a new Liser Profile Attestation, re-launch an existing one, or save request details. ¢* - indicates required.)

Use a Saved Reguest
Selected Process Request: Default

Enter a label and description for the attestation request. The Display Label appears in the by Tasks list, the list of saved requests, and other
display lists as the name of the attestation request The Request Description appears in the details on the View Attestation Reguest Status page.

Display Label™ [User Profile - Default E
Reguest Description:® ;User'F‘rof'i'Ie-De-f;au-l't' ._ E

Selectthe users whose profiles will be verified during the attestation process. Each of the users and every member ofthe groupis), containers(s)
and role(s) selected, must verify the data to complete the process.

Ugers™ Uszer | @

Attesters:™ Each selected user or member of groupis),container(s) and role(s)
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2 |If youwant to use the details from a previously saved request as the basis for this request, click
Use a Saved Request. For more information, see Section 21.6.7, “Using a Saved Request,” on
page 301.

3 Specify the display label and description for the request. For more information, see
Section 21.6.1, “ Specifying the Label and Description for a Request,” on page 296.

4 Inthe Users box, select the users whose profiles will be verified:
4a To include one or more users explicitly, select User in the drop-down list.

Selectthe users whose profiles will be verified during the attestation process. Each of the users and every member of the groupis), containers(s)
and rolefs) selected, mustverify the data to complete the process.

vl @l

Users*

Group
Fole
Container

E3]

Use the Object Selector to select the users. In the Object Selector, you can include
multiple users by clicking the checkbox for each item, and clicking Select.

For details on using the Object Selector, see Section 1.4.4, “Common User Actions,” on
page 24.
4b To include the usersin one or more groups, select Group in the drop-down list.

Use the Object Selector to select the groups. In the Object Selector, you can include
multiple groups by clicking the checkbox for each item, and clicking Select.

4c¢ Toinclude the usersin one or moreroles, click Role in the drop-down list.

Use the Object Selector to select theroles. In the Object Selector, you can include multiple
roles by clicking the checkbox for each item, and clicking Select.

4d Toinclude the usersin acontainer, click Container in the drop-down list.

Use the Object Selector to drill down to the desired container, then click on the container
to select it.

If you want the user assignment report to include all usersin the selected sub-containers,
you need to check the Include all users of sub-containers checkbox at the bottom of the
list of selected items. The Include all users of sub-containers checkbox is displayed only
when Container is selected in the drop-down list. However, you can change the Include all
users of sub-containers setting without having to remove and add any of your previously
selected containers.

You must select at least one user, group, role, or container to launch an attestation process.
However, you are not required to select a user, group, role, or container to save arequest.

5 Inthe Attesters field, note that the text is read-only. In a user profile attestation process, the
attesters are the users selected in the Users field, along with all of the members of any groups,
roles, and containers you added in the Usersfield. Thisis because each user must be the attester
for his’/her own profile; no other user can be the attester.

6 Specify the deadline for the attestation process. For more information, see Section 21.6.3,
“Specifying the Deadline,” on page 297.

7 Define the details of the attestation form. For more information, see Section 21.6.4, “Defining
the Attestation Form,” on page 298.
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8 Submit the request. For more information, see Section 21.6.5, “ Submitting an Attestation
Request,” on page 299.

9 Optionally click Save Request Details to save the details associated with an attestation process
reguest (such as parameter and form values) for later use. For more information, see
Section 21.6.6, “ Saving Request Details,” on page 300.

22.3 Requesting SoD Violation Attestation
Processes

The Request SoD Violation Attestation Process action lets you initiate an attestation process to
verify the violations and exceptions for one or more SoD constraints. It also gives you the option to
save the detail s associated with an attestation request (such as parameter and form values) as a pre-
filled form for later requests.

When you initiate an SoD attestation process, the User Application generates a set of localized
reports for the attestersto review.

The attesters do not need to have rights for the selected constraints to review the reports. If an
attester selected for an SoD attestation process does not have rights to view an SoD constraint, the
User Application still allows the attester to view the report showing the violations and exceptions for
the constraint.

To initiate an SoD violation attestation process:

1 Click Request SoD Violation Attestation Processin the list of Attestation Requests actions.
The User Application displays a page that |ets you specify details about the attestation process.

Request SoD Violation Attestation Process

Submit a requestfor a new Sol Violation Attestation, re-launch an existing one, or save request details. (* - indicates required.)

[@ UseaSaved Reguest
Selected Process Request: Default

Enter a label and description for the attestation request The Display Label appears in the My Tasks list, the list of saved requests, and other
display lists as the name ofthe attestation request The Request Description appears in the details on the Yiew Attestation Reguest Status page.

Display Label:* [GaDr Violation - Defaul | B
Request Description:® [5aD Vidlation - Defalt | B2
Selectthe SoD Constraints whose violations and exceptions will he verified during the attestation process

50D Constraints™ @ Al 500 Constraints
O Select SoD Constraints

Selectthe users who will verify the data during the attestation process. When selecting groupis) and role(s), selectwhether all memhbers must
verify the data, or only a single mermhber in each group and role needs to verify the data to cormplete the process.

Attestars™ [User 3| [@

2 |If youwant to use the details from a previously saved request as the basis for this request, click
Use a Saved Request. For more information, see Section 21.6.7, “Using a Saved Reguest,” on
page 301.

3 Specify the display label and description for the request. For more information, see
Section 21.6.1, “ Specifying the Label and Description for a Request,” on page 296.
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4 Select the SoD constraints whose violations and exceptions will be verified, as follows:
4a Toinclude all existing constraints, select the All SoD Constraints button.

Selectthe SoD Constraints whose violations and exceptions will be verified during the attestation process.

5aD Canstraints™ @ Al 50D Constraints
O select 50D Constraints

4b To choose the constraints individually, select the Select SoD Constraints button.

Use the Object Selector to select each constraint. In the Object Selector, you can include
multiple constraints by clicking the checkbox for each item, and clicking Select.

For details on using the Object Selector and Show History tools, see Section 1.4.4,
“Common User Actions,” on page 24.

You must select at least one SoD constraint to launch an attestation process. However, you
are not required to select an SoD constraint to save a request.

5 Inthe Attesters field, specify which users, groups, and roles will be attesters for the attestation
process. For details, see Section 21.6.2, “ Defining the Attesters,” on page 296.

You must select at least one user, group, or role as an attester to launch an attestation process.
However, you are not required to select an attester to save arequest.

6 Specify the deadline for the attestation process. For more information, see Section 21.6.3,
“Specifying the Deadline,” on page 297.

7 Inthe Report Languagesfield, click the Add Language button to specify which language
locales you would like to use for the reports generated for the attestation process. Select the
default locale in the Default Locale dropdown list. Then, pick the languages you want to
include and click OK.

When you initiate an SoD attestation process, the User Application generates a set of localized
reports for the attesters to review. These reports provide the same datain one or more
languages. They are generated at the time the request is submitted to ensure al of the attesters
are reviewing the same set of data. You can specify the set of report languages that will be
generated and stored for the attestation process. When an attester selects an attestation task for
review, the system displays the localized report that matches the attester's preferred locale (or
browser locale, if the user does not have a preferred locale). If no report exists for that locale,
the User Application displays the report that uses the default locale.

8 Define the details of the attestation form. For more information, see Section 21.6.4, “Defining
the Attestation Form,” on page 298.

9 Submit the request. For more information, see Section 21.6.5, “ Submitting an Attestation
Request,” on page 299.

10 Optionaly click Save Request Details to save the details associated with an attestation process
reguest (such as parameter and form values) for later use. For more information, see
Section 21.6.6, “ Saving Request Details,” on page 300.
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22.4 Requesting Role Assignment Attestation
Processes

The Request Role Assignment Attestation Process action lets you initiate an attestation process to
verify the accuracy of assignments for selected roles. It also gives you the option to save the details
associated with an attestation reguest (such as parameter and form values) as a pre-filled form for
later requests.

When you initiate a role assignment attestation process, the User Application generates a set of
localized reports for the attesters to review.

The attesters do not need to have rights for the selected rolesto review the reports. If an attester
selected for arole assignment attestation process does not have rights to view a particular role, the
User Application still allows the attester to view the report showing the role assignments.

The report generated for arole assignment attestation process shows the users assigned to the
selected roles. Only roles that have assignments are included in the report.

To initiate arole assignment attestation process:

1 Click Request Role Assignment Attestation Processin the list of Attestation Requests actions.
The User Application displays a page that |ets you specify details about the attestation process.

Request Role Assignment Attestation Process

Submmit a request for a new Role Assignment Attestation, re-launch an existing ane, or save request details. (¢ - indicates required.)

[@ Useasaved Reguest
Selected Process Request: Default

Enter a label and description for the attestation request. The Display Label appears in the My Tasks list, the list of saved requests, and ather
display lists as the name of the attestation request. The Request Description appears in the details on the Yiew Attestation Request Status page.

Display Lahel:* [Ricle Assignment - Defaul | &2
Reguest Description:™ [Rale Assignment - Default | B8

Selectthe roles whose assignments will be verified during the attestation process
Werify Assignments For™ ® Al Roles

O gelect Roles

Selectthe users who will verify the data during the attestation process. When selecting group(s) and roleis), select whether all members must
verify the data, or only a single member in each group and role needs to verify the data to complete the process.

Attesters™ [User | @]

£

(@] Every member ofthe groupis) and role{s) selected must attest ta the data.
[OF single member of each group and role selected must attest o the data.

2 |If youwant to use the details from a previously saved request as the basis for this request, click
Use a Saved Request. For more information, see Section 21.6.7, “Using a Saved Reguest,” on
page 301.

3 Specify the display label and description for the request. For more information, see
Section 21.6.1, “ Specifying the Label and Description for a Request,” on page 296.
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4 Inthe Verify Assignments For box, select the roles whose assignments will be verified, as
follows:

4a Toinclude all existing roles, select the All Roles button.

Selectthe roles whose assignments will he verified during the attestation process.
Warify Assighments Far® @ alRoles
O Select Roles

4b To choose the rolesindividually, select the Select Roles button.

Use the Object Selector or the Show History tool to select each role. In the Object
Selector, you can include multiple roles by clicking the checkbox for each item, and
clicking Select.

For details on using the Object Selector and Show History tools, see Section 1.4.4,
“Common User Actions,” on page 24.

You must select at least one role to launch an attestation process. However, you are not
required to select arole to save arequest.

5 Inthe Attesters field, specify which users, groups, and roles will be attesters for the attestation
process. For details, see Section 21.6.2, “ Defining the Attesters,” on page 296.

You must select at least one user, group, or role as an attester to launch an attestation process.
However, you are not required to select an attester to save arequest.

6 Specify the deadline for the attestation process. For more information, see Section 21.6.3,
“Specifying the Deadline,” on page 297.

7 Inthe Report Languagesfield, click the Add Language button to specify which languages you
would like to use for the reports generated for the attestation process. Select the default locale
in the Default Locale dropdown list. Then, pick the languages you want to include and click
OK.

When you initiate arole assignment attestation process, the User Application generates a set of
localized reports for the attesters to review. These reports provide the same datain one or more
languages. They are generated at the time the request is submitted to ensure al of the attesters
are reviewing the same set of data. You can specify the set of report languages that will be
generated and stored for the attestation process. When an attester selects an attestation task for
review, the system displays the localized report that matches the attester's preferred locale (or
browser locale, if the user does not have a preferred locale). If no report exists for that locale,
the User Application displays the report that uses the default locale.

8 Define the details of the attestation form. For more information, see Section 21.6.4, “Defining
the Attestation Form,” on page 298.

9 Submit the request. For more information, see Section 21.6.5, “ Submitting an Attestation
Request,” on page 299.

10 Optionaly click Save Request Details to save the details associated with an attestation process
reguest (such as parameter and form values) for later use. For more information, see
Section 21.6.6, “ Saving Request Details,” on page 300.
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22.5 Requesting User Assignment Attestation
Process

The Request User Assignment Attestation Process action lets you initiate an attestation process to
verify the accuracy of role assignments for selected users. It also gives you the option to save the
details associated with an attestation request (such as parameter and form values) as a pre-filled
form for later requests.

When you initiate a user assignment attestation process, the User Application generates a set of
localized reports for the attesters to review.

The attesters do not need to have rights for the roles associated with the selected usersto review the
reports. If an attester selected for auser assignment attestati on process does not haverightsto view a
particular role, the User Application still allows the attester to view the report showing the user
assignments.

The report shows the role assignments for the selected users. If you choose a container, group, or
role, the report shows the role assignments for users within the selected container, group, or role.

To initiate arole assignment attestation process:

1 Click Request User Assignment Attestation Process in the list of Attestation Requests actions.
The User Application displays a page that |ets you specify details about the attestation process.

Request User Assignment Attestation Process

Submit a reguest for a new User Assignment Attestation, re-launch an existing one, or save request details. ¢* - indicates required.)

[@] UseaSaved Reguest
Selected Process Request: Default

Enter a label and description for the attestation request. The Display Label appears in the My Tasks list, the list of saved requests, and other
display lists as the name ofthe attestation request The Regquest Description appears in the details on the View Attestation Request Status page

Display Label* [User Assignment - Default Jiz]

Reguest Description:® [User Assignment - Default E

Selectthe users whose role assignments will be verified during the attestation process. A reportwill be generated containing assaciated role
assignments for each ofthe users and every member ofthe groupis), containers(s) and role(s) selected.

werify Roles Assianed To* [User v | @l

| [=]

Selectthe users who will verify the data during the attestation process. When selecting groupis) and roleis), selectwhether all members must
verify the data, or only a single member in each group and role needs to verify the data to complete the process.

Aftesters: [User ] =

2 |If youwant to use the details from a previously saved request as the basis for this request, click
Use a Saved Request. For more information, see Section 21.6.7, “Using a Saved Request,” on
page 301.

3 Specify the display label and description for the request. For more information, see
Section 21.6.1, “ Specifying the Label and Description for a Request,” on page 296.
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4 Inthe Verify Roles Assigned To box, select the users whose assignments will be verified:
4a To include one or more users explicitly, select User in the drop-down list.

Selectthe users whose raole assignments will be verified during the attestation process. A repart will be generated containing associated role
assignments far each of the users and every membhber of the groupis), containers(s) and roleds) selectad.

‘erify Roles Assigned Ta:* v

Group
Fole
Contairer

(=

Use the Object Selector to select the users. In the Object Selector, you can include
multiple users by clicking the checkbox for each item, and clicking Select.

For details on using the Object Selector, see Section 1.4.4, “Common User Actions,” on
page 24.
4b Toinclude the usersin one or more groups, select Group in the drop-down list.

Use the Object Selector to select the groups. In the Object Selector, you can include
multiple users by clicking the checkbox for each item, and clicking Select.

4c Toinclude the usersin one or more roles, click Role in the drop-down list.

Use the Object Selector to select theroles. In the Object Selector, you can include multiple
roles by clicking the checkbox for each item, and clicking Select.

4d Toinclude the usersin acontainer, click Container in the drop-down list.

Use the Object Selector to drill down to the desired container, then click on the container
to select it.

If you want the user assignment report to include all usersin the selected sub-containers,
you need to check the Include all users of sub-containers checkbox at the bottom of the
list of selected items. The Include all users of sub-containers checkbox is displayed only
when Container is selected in the drop-down list. However, you can change the Include all
users of sub-containers setting without having to remove and add any of your previously
selected containers.

You must select at least one user, group, role, or container to launch an attestation process.
However, you are not required to select a user, group, role, or container to save arequest.

5 Inthe Attesters field, specify which users, groups, and roles will be attesters for the attestation
process. For details, see Section 21.6.2, “ Defining the Attesters,” on page 296.

You must select at least one user, group, or role as an attester to launch an attestation process.
However, you are not required to select an attester to save arequest.

6 Specify the deadline for the attestation process. For more information, see Section 21.6.3,
“Specifying the Deadline,” on page 297.

7 Inthe Report Languagesfield, click the Add Language button to specify which languages you
would like to use for the reports generated for the attestation process. Select the default locale
in the Default Locale dropdown list. Then, pick the languages you want to include and click
OK.

When you initiate a user assignment attestation process, the User Application generates a set of
localized reports for the attesters to review. These reports provide the same datain one or more
languages. They are generated at the time the request is submitted to ensure al of the attesters
are reviewing the same set of data. You can specify the set of report languages that will be
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generated and stored for the attestation process. When an attester selects an attestation task for
review, the system displays the localized report that matches the attester's preferred locale (or
browser locale, if the user does not have a preferred locale). If no report exists for that locale,
the User Application displays the report that uses the default locale.

8 Define the details of the attestation form. For more information, see Section 21.6.4, “ Defining
the Attestation Form,” on page 298.

9 Submit the request. For more information, see Section 21.6.5, “ Submitting an Attestation
Request,” on page 299.

10 Optionally click Save Request Details to save the details associated with an attestation process
request (such as parameter and form values) for later use. For more information, see
Section 21.6.6, “ Saving Request Details,” on page 300.

22.6 Checking the Status of Your Attestation
Requests

The View Attestation Request Satus action lets you see the status of your attestation requests. In
addition, it gives you the option to see the detailed status for each workflow process started for a
request and optionally retract one or more running processes.

The View Attestation Request Satus action shows all attestation requests, including those that are
initializing, running, completed, or in error.

The User Application does not place any restrictions on what the Compliance Administrator can see
on the View Attestation Request Status page. This role permits access to statusinformation about al
attestation requests.

To look at your attestation requests:

1 Click View Attestation Request Satusin the list of Attestation Requests actions.
The User Application displays the current status of all attestation requests.

View Attestation Request Status

Wiew status and details of Attestation Requests or retract processes of a reguestin progress.

Filter by: Display Label: | Attestation Type: | Al | Status: | Al | Filter Reset
Search by: Caonfirmation Number: Search
Mfaimum rowes per page | 25w
Request
Display Label Requested By Attestation Type Status Date Deadline

Application Administrator OfF

User Assignment- Test Sarnple Data User Assignment @ Running 0403052008 043002008
Role Assignment- Test Application Administrator O oo secignment € Running 04/30/2008

Sample Data
User Profile - Default Application Administrator OF oo progle © Running 04/30/2008

Sample Data

The columns in the attestation request list are described below:

+ The Display Label column provides the name of the attestation process specified for the
reguest. You can see the detailed status information for the request by clicking on the
process display name.

+ The Requested By column identifies the user who made the request.
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+ The Attestation Type column indicates what the type of attestation processthisis. Thetype
determines what kinds of information the process is intended to certify, asfollows:

Attestation Type

Description

User Profile

SoD Violation

Role Assignment

User Assignment

Indicates that this process is intended to
ensure the accuracy of user profile
information. To initiate this type of process, a
Compliance Administrator needs to use the
Request User Profile Attestation Process
action.

Indicates that this process is intended to
ensure the accuracy of separation of duties
violations and exceptions. To initiate this type
of process, a Compliance Administrator needs
to use the Request SoD Violation Attestation
Process action.

Indicates that this process is intended to
ensure that users have the correct access to
resources, information, or systems by
verifying that each selected role has the
correct user assignments. To initiate this type
of process, the Compliance Administrator
needs to use the Request Role Assignment
Attestation Process action.

Indicates that this process is intended to
ensure that users have the correct access to
resources, information, or systems by
verifying that each selected user has the
correct role assignments. To initiate this type
of process, the Compliance Administrator
needs to use the Request User Assignment
Attestation Process action.

+ The Satus column shows the status for the request aswell as an icon that provides avisua
indicator for the status. You can select the status from the Satus dropdown and click Filter
to narrow the results when searching for requests with a particular status:

Status

Description

Initializing

Running

Completed

Indicates that this is a new request that has just been
started.

Indicates that the request is still in process.

Indicates that the all attesters have responded (or the
individual processes have been retracted by a Compliance
Administrator) and the request has finished processing.
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Status Description

Error Indicates that an error occurred during the course of
processing.

The precise error message for the error is written to the
trace or audit log, if either is active. If an error occurs, check
your trace or audit log to see if the error message indicates
a serious problem that must be fixed.

+ The Reguest Date column shows the date when the request was made.

+ The Deadline column shows the date by which al of the processes associated with this
request must be completed. If the column is blank, the request has no deadline.

2 You can filter the list of requests, as follows:

2a To view only those requests that start with a particular string of characters, see “Filtering
Data’ on page 27 for information about what to type in the Display Label box.

2b To view only those requests that have a particular type, select the typein the Attestation

Type dropdown.
2c To view those role requests that have a particul ar status, select the status in the Satus
drop-down list.

Status Description

All Includes all requests.

Initializing Includes requests that have just started.

Running Includes requests that have been started and
are currently being processed.

Completed Includes requests for which all attesters have
responded (or the individual processes have
been retracted by a Compliance
Administrator) and processing has completed.

Error Includes requests that have resulted in errors.

2d To apply the filter criteriayou’ ve specified to the display, click Filter.
2e To clear the currently specified filter criteria, click Reset.

3 To search by the confirmation number that was generated when the request was first submitted,
type the number in the Confirmation Number field, and click Search.

The Confirmation Number field supports the maximum length possible for a confirmation
number, which is 255 characters.

4 To set the maximum number of requests displayed on each page, select a number in the
Maximum rows per page drop-down list.

5 To sort thelist of requests, click on the column heading that contains the data you want to sort.

6 To seethedetails for a particular request, click on the namein the Display Label column and
scroll down until you see the Request Details group box.
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NOTE: If the statusis Initializing, the Display Label is not clickable, because you are not able

to view the details of an initializing request.

Request Details

Selected Process Request: User Profile - Default
Process Request Description: User Profile - Default
Confirmation Number: 402a097fa0ae4e3c91b0biBe650ce003

@ Running Deadling: Mo Expiration

09/01/200910:11:53 AM

Status
Request Date:
Number of Related Processes: 1

Requested By:

Application Administrator Of Sample Data

Running Processes: 3 Completed Processes: 0 Terminated Processes 0
Attestation Results
@ Yes'Responses: 0 €3 ‘No'Responses: 0 Na Action Taken 3
View Attestation Form Details
Filterby:  Attestation Result [A] "iw|  Process Status: [All v

Select All or None

Retract Selected Processes

Attester
[0 g sinLiv
[ g8 Compliance Administrator
[ &% Human Resaurces

Completed Date

1-3 013

Rows |25 (&

Process Status Attestation Result

& Running No Action Taken
4 Running Mo Action Taken
£ Running Mo Action Taken

The Attester column in the Request Details group box shows an icon next to each attester that
indicates whether the attester is a user, group, or role. In addition to showing information

aready displayed in the summary, the Request
all processes related to the request.

Details group box shows status information for

+ The Number of Related Processes section gives the total number of processes, aswell as
the number of running, completed, and terminated processes.
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+ The Attestation Results section provides data on how the attesters responded:

Data Description

‘Yes’ Responses Provides the total number of attesters who
gave an affirmative answer to the attestation
question.

NOTE: The default text for an affirmative
answer is Yes. However, this text can be
modified. If the text is modified, the field label
changes accordingly.

‘No’ Responses Provides the total number of attesters who
gave a negative answer to the attestation
question.

NOTE: The default text for a negative answer
is No. However, this text can be modified. If
the text is modified, the field label changes
accordingly.

No Action Taken Provides the total number of attesters who
have not yet responded to the attestation
process. The No Action Taken total also
includes each attester who never responded
and the process completed because it timed
out, or was retracted by a Compliance
Administrator.

6a To view detailsfor aparticular attestation form, click View Attestation Form Details.

Reguest Details

Selected Process Request: User Assi it - Test
Frocess Request Description: User Assighment - Test
Caonfirmation Mumber: d5d8a0fef784050823307d52eh4fe2a

Status: @ Running Deadline: 05/07/2008 02:19:59 PM

Request Date: 0453042008 02:19:59 PM Requested By: Application Administrator Of Sample Data
Number of Related Processes: 3

Running Frocesses: 1 Completed Processes: 2 Terminated Processes: 0

Attestation Results

@ "res'Responses: 1 @ Mo'Responses: 1 Mo Action Taken: 1
ViewAﬂe%tion Form Details
Filter by:  Attestation Result: | Al v | Process Status: | Al v

Maximum roves per page | 25w
Select All or Mone
[ Retract Selected Pracesses |

Attester Completed Date Process Status Attestation Result
Jack Miller 0473042008 v Completed @ ves

[ Jay ywest & Running Ma Action Taken
Margo Mackienzie 0473042008 v Completed 9 Mo

[ Fietract Selected Processes ]
Select All or Mone
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The form details for an attestation process show the kind of information the attesters are
expected to review. The form details vary depending on whether the attestation typeis
User Profile, SoD Violations, or Role Assignment.

To hidetheform details, click Attestation Form Details at the top of the form details group
box.

Report: '{b

For information on the form details that attesters must review when they claim aworkflow
task, see Section 10.1.4, “Claiming a Task,” on page 132.

6b You can filter thelist of processes, asfollows:

6b1 To view only those processes that have a particular result, select the result in the
Attestation Result dropdown.

Result Description
All Includes all processes.
Yes Includes only those processes for which the

attester responded affirmatively.

No Includes only those processes for which the
attester responded negatively.

Unknown Includes only those processes for which no
action was taken. The Unknown filter also
includes each process for which an attester
never responded and the process
completed because it timed out, or was
retracted by a Compliance Administrator.

6b2 To view those processes that have a particular status, select the status in the Process
Satus drop-down list.

Status Description
All Includes all processes.
Running Includes processes that have been started

and are currently being processed.

Terminated Includes processes that have been
retracted or terminated.

Completed Includes processes for which the attester
has responded or the process completed
because it timed out.

6b3 To apply thefilter criteriayou’ ve specified to the display, click Filter.
6b4 To clear the currently specified filter criteria, click Reset.

6¢c To set the maximum number of processes displayed on each page, select a number in the
Maximum rows per page drop-down list.
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6d

6e

To check the status for a particular attester, look at the Process Satus column for the
attester.

The Process Satus field shows the status for the process, along with the statusicon. The
icon provides a convenient way to see the status at a glance. The table below describes the
status codes:

Status Description

Running The process has been started and is currently
being processed.

Terminated The process has been retracted on the View
Attestation Request Status page, or
terminated within iManager.

Completed All attesters have responded and processing
has completed for each workflow process
assigned to an attester.

The Completed status includes processes for
which the attester has responded, as well as

processes that completed because they timed
out.

To retract one or more processes, select the attesters and click Retract Selected Processes.
If you want to retract al processes, click All. To clear your selection, click None.

The Retract Selected Processes checkbox is disabled if the process has been completed or
terminated. The Retract Selected Processes button does not appear if the high-level
request statusis Completed or Error.
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